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Abstract: Although the copyright protection schemes supported by blockchain have significantly
changed traditional copyright data management, there are still some data security challenges that
cannot be ignored, especially the secure access and controllable management of copyright data.
Quantum computing attacks also pose a threat to its security. Targeting these issues, we design and
propose a blockchain copyright protection scheme based on attribute-based encryption (ABE). In this
scheme, the security advantages of blockchain technology are utilized to ensure the authenticity and
integrity of copyright data. Based on lattice cryptography and the decision ring learning with errors
(R-LWE) problem, a new ABE algorithm that supports searchable ciphertext and policy updates is
designed. Then, we introduce it into the blockchain copyright protection scheme, which enables
secure access to copyright data and fine-grained control. In addition, the lattice cryptography can
strengthen this scheme against quantum attacks. Through security analysis, our scheme can prove to
be secure against adaptive chosen keyword attacks, selective chosen plaintext attacks, and adaptive
chosen policy attacks in the random oracle model. More importantly, the comparison analysis and
experimental results show that our proposed approach has lower computation costs and storage
costs. Therefore, our scheme has better security and performance in copyright protection.

Keywords: blockchain; copyright protection; attribute-based encryption; lattice; decision R-LWE

1. Introduction

Traditional digital copyright protection faces multiple challenges, with frequent piracy
and infringement. In the digital era, the reproduction and dissemination of works become
extremely easy, leading to the prosperity of the piracy market, causing huge economic
losses to copyright owners, and it is still very difficult to trace and maintain copyright on
the Internet. At the same time, the vulnerabilities and risks of the centralized platform
cannot be ignored. The centralized copyright protection platform is vulnerable to hacker
attacks, resulting in copyright information being tampered with or disclosed [1]. In view of
the many problems existing in copyright protection, blockchain technology, as an emerging
technical means, is widely used in the field of digital copyright protection. Blockchain
technology provides a new solution for digital copyright protection through the character-
istics of decentralization, tamper proof, and transparency [2]. First, blockchain technology
can ensure the uniqueness and tamper resistance of digital content. By storing copyright
information on distributed ledgers and using encryption algorithms for verification, the
ownership and integrity of works can be effectively protected [3]. Secondly, blockchain can
establish smart contracts to manage and protect copyright. Smart contracts can automate
the implementation of copyright use rules and trading conditions, reducing the risk of
copyright disputes. In addition, blockchain technology can also realize the transparency
and traceability of copyright information, providing a fairer and more reliable environ-
ment for copyright transactions [4]. In 2019, Zhang et al. proposed a decentralized digital
rights management and transaction system architecture based on blockchain technology [5],
which is built in a way that consumes fewer resources and throughput.
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Although blockchain has shown great potential in digital copyright protection, there
are also some new data security challenges, especially data privacy protection [6]. Consen-
sus and storage of copyright data in the blockchain public ledger while ensuring sensitive
privacy is not compromised and resisting quantum computing attack is an urgent issue
that needs to be addressed [7,8]. Attribute-based encryption (ABE) is an extension of
identity-based encryption and is applied in areas such as the Internet of Things and cloud
computing [9]. It has encryption advantages and can achieve user privacy and security
management in access control. More specifically, in the ABE scheme, the encryptor formu-
lates access policies based on the user’s characteristic information. The user determines
whether they can decrypt the ciphertext based on their own characteristics, and the user’s
characteristic information is defined as an attribute. Wang et al. proposed a special ABE
scheme with revocation support and flexible access structure on the lattice by using a
binary tree [10]. Meanwhile, public-key encryption with keyword search (PEKS) enables
users to search target encrypted data by keywords, which increases data privacy [11]. In
2019, Liu et al. proposed a KS-ABE scheme to enhance the security of ciphertext search
in cloud storage. Meanwhile, this scheme can resist quantum attacks under the LWE
assumption [12]. In 2020, Behnia et al. proposed two PEKS schemes using the NTRU
lattice and the LWE lattice and implemented these schemes on the Amazon Web Services
cloud infrastructure [13]. In 2021, Zuo et al. proposed a blockchain-based ciphertext-policy
attribute-based encryption (CP-ABE) scheme for cloud data secure sharing without relying
on any trusted third parties [14]. Then, Zhang et al. proposed a new lattice-based ABE
algorithm, which is used as an access control method for blockchain data to protect its
security [15].

In practical applications, CP-ABE is more suitable for scenarios of distributed storage
and update policy, as it allows data owners to define authorized attribute sets as access
control policies embedded in ciphertext [16]. Each user can obtain a key corresponding
to their attribute set, and the condition for successful decryption is that the attribute set
meets the access policy. Therefore, CP-ABE is often combined with blockchain technology
to achieve data security [17]. Moreover, the policy updates of decision-makers on user
attributes are constantly changing, so policy updates are particularly important in the
ABE scheme’s practical application. This approach can ensure the privacy and security of
blockchain-based copyright data and update user access policies to ensure data security [18].
Therefore, in this study, we design a blockchain copyright protection scheme based on
CP-ABE. In our scheme, the security advantages of blockchain technology are utilized
to ensure the authenticity and integrity of copyright data. Based on lattice cryptography
and the decision ring learning with errors (R-LWE) problem, we propose a new CP-ABE
algorithm that supports searchable ciphertext and policy updates. Then, we introduce
it into the blockchain copyright protection scheme. This scheme enables secure access
to copyright data and fine-grained control. The security of the proposed scheme can be
reduced to the v — SV P problem and significantly improve users’ privacy and system data
security in blockchain-enabled systems and applications.

Then, the main contributions of this paper are summarized as follows:

e  We propose a lattice-based CP-ABE scheme to improve anti-quantum security for
blockchain copyright protection. The lattice assumption can make our scheme more
secure against quantum attacks.

e  We construct a new blockchain copyright protection scheme based on the CP-ABE
scheme with a policy update, which enables secure access to copyright data and fine-
grained control. We provide detailed descriptions of the copyright protection processes.
The proposed scheme can significantly protect the copyright and system security.

e We prove our scheme is secure against adaptive chosen keyword attacks, selective
chosen plaintext attacks, and adaptive chosen policy attacks in the random oracle
model. Furthermore, we compare the proposed scheme with similar literature that
shows that it has lower computation costs and storage costs.
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The rest of the paper is organized as follows. In Section 2, some definitions and
lemmas of the lattice theories are presented. In Section 3, we propose a CP-ABE scheme
with policy update. The security proof is presented in Section 4. In Section 5, we give the
performance analysis and efficiency comparison of our scheme with other schemes. In
Section 6, a blockchain copyright protection scheme based on CP-ABE is designed. The
conclusions are provided in Section 7.

2. Preliminaries

Some definitions and lemmas of the lattice theories are presented in this section, which
are in relation to our scheme.

R, Z denote the set of all reals and the set of positive integers, respectively. Let R" be
the m-dimensional Euclidean vector space with its usual topology. m € Z,n € Z,m > n
and L denote the A lattice; the orthogonal lattice corresponding to A is represented by
AL, vector x = (x1, %2, ,xn,l,xn)T in the space R™, and its Euclidean norm ||x|| =

2 2 2
\/x1+x2+---x + x2.

n—1

Definition 1. (Lattice) Given n-linearly independent vectors, lattice L generated by them is the set
of vectors.

n
L(Vl,Vz,---,Vn) = {Ea,-vi|a,-€Z,i:1,---,n} (1)

i=1

V = [v1,v2,- -,V is known as the basis of the lattice L. The same lattice can be
represented by different lattice bases. Given a prime number ¢, a matrix A € Z;*"™ defines:

A <A) :{y € Zm’y = ATxmodg,x € Z" }, 2
Aql(A) ={y € Z"|Ay = Omodg } 3

Definition 2. (Lattice SIS problem) Given an integer q, a matrix A € Zy*™, and a real constant
v > 0, find a nonzero vector x € Z™ such that Ax = Omodg and ||x|| < v.

Based on the hardness of the SIS problem, for any polynomial-bounded m, v, and
any prime g > v - w+/nlogn, solving SIS on the average is as hard as approximating the
shortest independent vector problem (SIVP) in the worst case.

Ring learning with errors (R-LWE) was proposed by Lyubashevsky [19]. It operates
on the ring Z,[x]/(f), where f is an irreducible polynomial, and g is a prime. In most cases,
f = x"+1, where n is a power of 2.

Definition 3. (Decision R-LWE problem) For R = Zg[x]/(x" +1),n = 2,k > 1, g = 1mod2n,
a € Ry, aand S are uniformly and randomly selected, e € R is an error vector that follows a
discrete Gaussian distribution ¥,. Letb =a-s+e, b € Ry. The decision R-LWE problem is to
distinguish between vector group (a,b) and vector group uniformly and randomly selected on R%,.

Definition 4. (Random oracle model based on decision R-LWE problem) Random oracle O will be
sampled with equal probability through two samplers defined as follows:

Pseudo-random oracle O; outputs pseudo-random sampling (a,b) = (a,a-x+e) €
Ré, where a € Ry is a uniform random vector, x € Rg, the small error term e satisfies
discrete Gaussian distribution.

True random oracle O, outputs uniformly random and mutually independent sample
(a,b) € Rg on the domain R2, which are truly completely random.

The decision R-LWE problem allows adversaries to query the oracle many times and
make guesses Oy, r € {1,2} about the sampler based on the obtained samples. Due to
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the difficulty of the decision R-LWE problem, the advantages Pr[r = 1] — Pr[r = 2] of any
adversary’s guess O, on O are negligible.

Lemma 1. For a lattice L with dimensional m and rank n, ¢ € R™, positive real ¢ < exp(—471)
and s > n¢(L) for random x € L such that Dy 5(x) <14¢/(1 —¢€)27".

Lemma 2. Let q > 2, a matrix A € Zj*™, B is the basis of AqL (A), and Gaussian parameter
s> ’ ‘ﬁ‘ ’w(logm). Then, any vector'y € Zj algorithm SamplePre(A, B, y, s) outputs a vector
e € Z}' from a distribution that is statistically close to DA[,L(A),s(X)'

Lemma 3. Forany prime q = poly(n) and any m > 5nlgyq, there is a probabilistic polynomial-time
algorithm TrapGen(1") that outputs a matrix A € Zi*™ and a full-rank set S C AL(A,q). The
distribution of A is statistically close to uniform over Zi*™ and the length ||S|| < L = m*eAe > 0.

Lemma 4. Given a matrix A € Zy*™ and an m-dimensional lattice AqL (A), input a basis T of the
lattice AqL (A), which has a nonsingular matrix R = T Land R € Z"*" | then input Gaussian

parameter s > H"T"Hmdw(lg”pr1 (m)), BasisDel(A, R, T, s) can output a basis B of A (AR™) with
overwhelming probability HﬁH < sy/m.

3. CP-ABE Scheme with Policy Update
3.1. Formal Definition

Our ABE scheme consists of six probabilistic polynomial time (PPT) algorithms, such
as Setup, Index sharing, KeyGen, Encrypt, Decrypt, and Update, as follows:

(1)  Setup. The algorithm takes security parameters as input, and the system generates
public key PK and master key MK. Among them, the MK is kept by the system.

(2) Index sharing. The algorithm mainly includes Index-generation, Trapdoor algorithm,
and Test algorithm, which returns a result that stores data and data indexes.

(3) KeyGen. The algorithm takes PK, MK, and user access control policy Plc as input.
The system generates secret key sk for users according to attribute policy T.

(4) Encrypt. The algorithm takes public key PK, attribute policy T, and message M as
input and outputs ciphertext Cy.

(5) Decrypt. The algorithm takes the public key PK, secret key sk, and ciphertext C as
inputs. Only if the access control policy Plc matches the user attribute policy T does
the algorithm output plaintext M.

(6) Update. Input the main public key, update the access policy, ciphertext, and random
trapdoors used in the encryption algorithms, and output new ciphertext C,.

3.2. Our Proposed Scheme

According to the algorithm definition in Section 3.1, the specific process of our pro-
posed CP-ABE scheme with policy update is as follows.
Setup.
(1)  Setuser attribute set att; € S,i = 1,2,..., N and the access policy Plc; corresponding
to its attribute att; € S.
(2) Calculate oy < 1.13,/g/2N, select parameters f,g < Doy - Then, calculate the
Gram-Schmidt norm as follows.

B MAX(|(g, |, af @ 4
Il MAX( AN =) @

If [Bt || < 1.13,/7, continue; otherwise, go back to select parameters f, g «— Dy g, again.
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(3) Calculate pf, pg, R, Rg by using the extended Euclidean algorithm as follows. pg-f =
Rymod(xn +1), pg-g = Rgmod(xy +1), where p¢, pg € R, Rg, Rg € Z. If ged(Ry, Rg) #
1or ged(Rf,q) # 1, go back to select parameters; otherwise, continue.

(4)  Run extended Euclidean algorithm to get u,v, and satisfying u-Ry + v-Rg = 1 and
u,v € Z. Calculate F = q-v-pg, G = q-u-pys, k = [(F*g—i— G*g)/(f*f—}—g*g)-‘ €
Ry. Thus, reduce F and G as follows:F <— F —k* f,G < G —kx*g.

- Alg)  —A(f)
_ 1 _ 2Nx2N

(5) Calculate h = g f 'modg, h € Ry, B = (A(G) —A(F))' B e Z; . Output
public key PK = {h} and master key MK = {B}.

Index sharing. Index sharing includes the Index-generation algorithm, Trapdoor algo-
rithm, and Test algorithm. During the index-sharing process, the data owner first establishes
an index trapdoor to generate a data index and records the data index in the information
storage. When data users need to obtain data, they send a request to search the information
storage and extract the corresponding data index to obtain the corresponding search results.

(1) Index-generation. N is a power-of-two integer, and the Trapdoor algorithm corre-
sponds to the encrypted keywords k € {0,1}" and t; = H;(k), Hy : {0,1}" — Zé\].
Then, randomly select parameters ry,dq,dy,wy, where ry,dy,dy < {—1,0,1},
w1 {0,1}N. Atlast, calculate Iy = ry xh+dy € Ry, b =1y xty +do + [q/2]wy €
R, and generate index results S = {11, I, Hy (w1, ) }.

(2) Trapdoor. Run SamplePre algorithm (s, Ty) <— SamplePre(B.c, (t1,0)), which satisfies
s + Ty * h = t;. Output corresponding trapdoor T, for keywords k.

(3) Test. Calculatey = |2(I — 1 * T)/q]; If Hi(y, I) = Hi(wy, o), and returnd = 1;
otherwise, return d = 0.

Keygen. Calculate the hash value of the attribute access control policy t, < Hz(Plc;) € Zé\] .
Run SamplePre algorithm (sq,s2) < SamplerPre(B, 6, (t2,0)), which satisfies s1 + sy * h =
t>. In this way, output the secret key sk = s;.

Encrypt. Randomly select 7y, d3, dg + {—1,0,1},w; « {0,1}". Calculate u = r; *
h+ds, v =ry%ty+ds+ |g/2]wy. Then, calculate ¢ = m & Hy(wy, att;, v), and return the
ciphertext {u,v,c}.

Decrypt. Calculate x = v — u-sy, wy < [2x/q]. Output the original message m =
¢ ® Hy(wo, att;, v).

Update. Define access structure W=Wt+u W‘, message m = {mo, my, ..., m,,_l} €
{0,1}", which is expressed as polynomial m(x) = mg + mix + ... + m,_1x" "1 € Ry; ran-
domly and uniformly sample (Bf, B;") each attribute x; € S, and Bi+, B/ + RIXm . select

q
random numbers s, B <— R; and sample e < Dry, €4 < DR%"r"’ calculatec; = Bs+e =

m[g/2] andcy = ATs +ey € R;" ; for each attribute x; € S, calculate separately based on
the following conditions.

(1) Ifx; € W, sample ¢; < Dgy » and calculate ¢; = (Bi+)TS +e € RY;

(2) Ifx; € W, sample ¢; + DR,’{‘,V and calculate ¢; = (Bi’)TS +e; € RY;

() If x; € W, sample et el DREn,(,, calculate cf = (Bi*)Ts + ef € R and ¢; =
(B.‘)Ts +e €RY;

1

At last, return the updated ciphertext C' = (W,cy, {C,‘}xlew, (cf, c; )XEX\W’ c1).

4. Security Analysis
4.1. Correctness

Theorem 1. The proposed CP-ABE scheme satisfies the correctness of keyword indexing.

Proof. Given the master key MK = {B}, public key PK = {h}, data index structure
sy = {I1, b, Hi (w1, 1) }, and keyword trapdoor Ty, this scheme is the output of the correct
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dependency test algorithm d = 1. In this calculation process, the parameter rq,d1, da, Ty are
short vectors, so 71 * s + dp — Ty * dy in the interval (—g/4,4/4). And

L—Lx*xT, = (1’1*t1+d2+ Lq/Zle)*(}’l*h+d1)*Tk

=r*s+dy+[q/2|wy — Ty xdy ©®)

According to the Formula (5), we have [2(I, — I; * Ty)/q] = w;. Thus, it is proven
that the keyword index in our ABE scheme satisfies correctness. []

Theorem 2. The proposed ABE scheme satisfies the correctness of the policy update.

Proof. If the access policy formulated by the decision-maker is consistent with the user’s
attribute set x; € S, then thereis SN W+ = WT,SNW~ = @. If thereis B; € {Bi+' B}

a=wh(ATs)+whes+ T wiT(EiTs) + ¥ wle;

il jem

= (Awa)Ts+whes+ T ((Bw)'s) + T wle; (6)
icll] jel]

=ps+wlea+ L wle

i€(l]
i = c1 —a, s0 we can have
W=ci—(Bs+wheat ) wie) ~ plq/2] )
icll]

According to the above Formulas (6) and (7), it is proven that the proposed ABE
scheme satisfies the correctness of the policy update. [

4.2. ABE Keyword Index Security

Theorem 3. The proposed ABE scheme satisfies keyword index security, which satisfies the
indistinguishability against adaptive chosen keyword attack (IND-CKA) in the random oracle model.

Proof. Assume Eve is a polynomial-time malicious adversary, and Charlie is a challenger
who wants to solve the hard problem with the query results from Eve. Adversary Eve first
specifies the challenge keywords kg and k;. Adversary Eve and challenger Charlie conduct
the following query response game. [J

(1)  Setup. Challenger Charlie sets the algorithm to generate a public key PK = {h} and
a master key MK = {B}; that is, Challenger Charlie saves the master key and sends
the public key to adversary Eve.

(2) Queries 1. Adversary Eve queries about hash query, index generation query, and
trapdoor query with polynomial time. The specific process is as follows.

Hq-query. Challenger Charlie initializes two empty lists, L1 and Ly, to save the query
results. Adversary Eve queries the hash function H; of the non-target access control policy.
Challenger Charlie initializes empty lists and uses them to store the query results of the
hash function. If the result is already on the lists L; and L, Charlie will return the result
and give it to Eve; if the result does not appear on the list, Challenger Charlie will randomly
select parameters 'y, d’y, w'y, where 1'5,d'y < {-1,0,1}, w’5 + {0, 1}N, and calculate
W = Hy(w'y,att', 1"y« /5 +d'y + |g/2|w';). Challenger Charlie sends the t'; = Hy(Plc;)
and I’ to adversary Eve and respectively stores the new result (k;, #'2) and (', d's, w'>, 1)
in list L1 and list L,.

Index generation query. Adversary Eve queries the Index-generation algorithm for
keyword k;. Challenger Charlie initializes a new list L3 to store the index-generated query
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results. When the generated result already exists in L;, Challenger Charlie directly gives
the result s’ k; to adversary Eve. Otherwise, Challenger Charlie first performs a hash H;
algorithm to get I’; and #’, then randomly selects d’y <— {—1,0,1} and calculates I'y = 'y *
W' 4 d'1, and finally gives the result sy, to adversary Eve and stores (k;, I', I'p, t'1, 1, s',)
in L3.

Trapdoor query. Adversary Eve performs a polynomial time inquiry on the Trapdoor
algorithm of the attribute set S’. Assuming that adversary Eve has already inquired about
the keyword, challenger Charlie runs the Trapdoor algorithm and generates T’y using the
sampling algorithm (S', T'y) < SamplerPre(B, o, (t'1,0)). Afterward, Charlie returns T’y
to adversary Eve.

(3) Challenge. Adversary Eve randomly selects keywords k; and k. Challenger Charlie
randomly selects keywords k; (i = {1,2}). If i = 1, challenger Charlie executes the
Index-generation algorithm and Trapdoor algorithm to regenerate a new index, which
is returned to adversary Eve. If i = 2, challenger Charlie returns the searchable
ciphertext to adversary Eve.

(4)  Queries 2. Adversary Eve repeats the Query 1 operations multiple times, sets the hash
function Hq-query h times, and queries the Trapdoor algorithms for non-target sets.

(5) Guess. Based on the query results, adversary Eve gives a guess i’ = {1,2} about i.
If i/ = i return 1. Otherwise, return 0. If adversary Eve can give a correct conjecture
i with an undeniable probability ¢ > 0, challenger Charlie can solve the R-LWE
difficulty problem with probability e /h. As the h times of query increases, challenger
Charlie needs to solve the R-LWE difficulty problem less frequently. Therefore, given
the difficulty of the R-LWE problem, the proposed ABE scheme satisfies the keyword
index security.

4.3. ABE Ciphertext Security

Theorem 4. The proposed ABE scheme satisfies ciphertext security, which satisfies the indistin-
guishability under selective chosen plaintext attack (IND-sCPA) in the random oracle model.

Proof. As described in the previous subsection, suppose that Eve is a polynomial-time
malicious adversary who can successfully attack the proposed scheme with non-negligible
probability ¢, and Charlie is a challenger who wants to solve the SVP problem on the NTRU
lattice with the query results from Eve. Adversary Eve and challenger Charlie conduct the
following query response game. [

(1) Setup. Adversary Eve assigns the challenge attribute set S’. Challenger Charlie sets
the algorithm to generate a public key PK = {h} and a master key MK = {B}; that is,
Challenger Charlie saves the master key and sends the public key to adversary Eve.

(2)  Queries 1. Adversary Eve queries about hash query, private key query, and ciphertext
query with polynomial time. The specific process is as follows.

Hi-query. Challenger Charlie initializes two empty lists, L3 and L4, to save the
query results. Eve queries the hash function Hj of the non-target access control policy
Plc;. Challenger Charlie initializes empty lists and uses them to store the query results
of the hash function. If the result is already on list L3 and list L4, Charlie returns the
result #'; and gives it to Eve. Otherwise, Charlie randomly selects parameters 1’5, d'4, w's,
where 1'5,d'y < {-1,0,1},w’5 < {0, 1}N, and calculates h' = Hy(w'y, att';, 7'y xt'y +d'y +
|q/2]w's). Charlie sends the t'; = Hy(Plc;) and /' to Eve and respectively stores the new
result (#7) and (v'5,d'y, w5, h') in list Ly and list L.

Private key query. Eve queries the private key related to access control policies Plc;
for message m;. Charlie initializes a new list L3 to store the query results. If the attribute
S’ satisfies the access control policy Plc;, Charlie’s returns continue. Otherwise, Charlie
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executes the Keygen algorithm and uses (s'1,s'2) < SamplerPre(B, 6, (t'2,0)) to obtain s’

and return it to Eve.

Ciphertext query. Eve performs a polynomial time inquiry on the Trapdoor algorithm
of the attribute set S’. If the attribute S’ satisfies the access control policy Plc;, Charlie’s
returns continue. Otherwise, according to the encrypt algorithm, Charlie executes ¢; =
m; @ Hy(w'y, att';, ") to obtain ciphertext (1/,7/, ¢;) and return it to Eve.

(3) Challenge. Adversary Eve randomly selects messages 1 and n,. Charlie randomly
selects messages m; (i = {1,2}). If i = 1, challenger executes the encrypt algorithm
and sends the corresponding ciphertext to adversary. If i = 2, Charlie randomly selects
one ciphertext from the ciphertext set to Eve.

(4) Queries 2. Eve repeats the Query 1 operations n times and queries the private key
query and ciphertext query for non-target attribute sets S'.

(5) Guess. Based on these query results, Eve gives a guess i’ = {1,2} abouti. If i/ =1,
return 1. Otherwise, return 0. If the Adversary can give a correct guess with an
undeniable probability e > 0, the challenger can solve the y — SV P problem with
probability /1. Therefore, under the difficulty of the v — SV P problem, the proposed
ABE scheme satisfies the keyword index security.

4.4. ABE Update Policy Security

Theorem 5. Under the assumption of the R-LWE decision, the proposed ABE scheme satisfies the
updated policy security, which satisfies the IND-sCPA in the random oracle model.

Proof. As described in the previous subsection, assuming there is an adversary Eve
who wins the IND-sCPA game with an undeniable probability e > 0, the probability
of challenger Charlie solving the R-LWE problem is ¢/2. Eve and Charlie conduct the
following query response game. [

(1) Setup. Eve declares a query access structure W* = W U W™ and sends it to Charlie.
Charlie interacts under the oracle machine after receiving the access structure W*, and
the oracle machine randomly selects uniform random samples and pseudo-random
samples. Thus, Charlie obtains (A, V4) € qux’"R;".

(2) Private key query. Eve queries the private key related to access control policies Plc;
for message m;. This step is the same as the step shown in the proof of Theorem 4.

(3) Challenge. Charlie randomly selects messages ng,m; € R, from those submitted
by Eve. And according to the Update algorithm, he calculates co = v + ug[q/2],
ca=Valfxpe WHe =V Ifx; e Wi, o=V, Ifx; € x/W*, ¢f = V" and
¢; =V, . Afterward, Charlie sends CT* = (W*,c4, {Ci}x,-ew+r c1) to Eve.

(4) Guess. Eve repeats the private key query as many times as before. Then, Eve outputs
aguess f’ on B. If B = B, the oracle performs pseudo-random sampling on R-LWE.
Otherwise, the oracle implements true random sampling.

The results can be divided into two situations. Assuming that the oracle is an R-LWE
sampler, the updatable strategy is an effective challenge to ciphertext, and the distribution
of ciphertext is consistent with the distribution of the challenger’s and adversary’s games. It
can be inferred that the advantage of the adversary is in making correct guesses; otherwise,
if the oracle samples are truly random instances, it proves that the updatable strategy is
uniformly distributed, so the adversary can obtain a correct guess with a probability of
1/2. Therefore, according to Definition 3 and Definition 4 in Section 2, the proposed ABE
scheme satisfies the updated policy security, which satisfies the IND-sCPA in the random
oracle model.
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5. Efficiency

In this section, we analyze the privacy protection scheme for blockchain data based on
ABE. The specific analysis mainly includes efficiency analysis and performance analysis.
Efficiency analysis mainly focuses on parameter size analysis and calculation time analysis.
Efficiency analysis and performance analysis demonstrate the excellent efficiency and
performance of this scheme by comparing it with similar schemes.

The parameter sizes of the proposed scheme are compared with similar schemes,
mainly including the sizes of public key, private key, index, trapdoor, and ciphertext. The
specific comparison results are shown in Table 1.

Table 1. Comparison with other schemes based on lattice.

Scheme ABE-PEKS [12] LWE-PEKS [13] Ref. [10] Ref. [15] Our Scheme
Public key (m? +mn +n) log q mnlog q (5mn + 2n)log q mnlog q nlog q
Private key (m? +mn +n) log q m?log q 2nlmlog q (n +Im)logq 4n?logq

Index 3mn log q (2mn + n)log q — — 2nlogq
Trapdoor 2mn log q 3mnlog q — — 2n%log q
Ciphertext @n? +2lm + 1) log q — (Bnml + 2)log q (nl + 1)log q (2n+1)logq

Furthermore, the performance and efficiency of these schemes are also analyzed and
verified by simulation experiments. The secret key size and ciphertext size of our proposed
scheme and those in ABE-PEKS (Liu, L. 2019) [12], LWE-PEKS (Behnia, R. 2020) [13], and
Zhang, J. 2021 [15] are compared, respectively. According to the actual requirements
in these schemes, under reasonable parameters, we set n = 256, g = 210, and m = 5211
(m > 2n[log q1) with 80-bit security and n = 512, q = 211, m = 11312 (m > 2n[logq]) with
192-bit security. The message length is set to | = 64 bit. The public key, private key, and
ciphertext sizes of each scheme are compared. The results of the simulation experiments are
shown in Figures 1a and 1b, respectively. Here, LWE-PEKS’s ciphertext size is not shown
in Figure 1 because the encryption phase does not exist. Through the comparison results,
under the same conditions, the public key, private key, and ciphertext sizes in our scheme
are significantly reduced, which is conducive to saving the computational overhead in
blockchain and optimizing the operation efficiency for our scheme.

4 210t «10*

18 179,600 179.600
I Liu L. 2019 I Liu L. 2019
35 4776 34776 I Behnia R. 2020 [ Behnia R. 2020
[ Zhang,J. 2021 16 [ zhang,J. 2021
C—JOur scheme [ Our scheme
3 14
25 12
< <10
o 2 @
N N
%] @« g
15
6
1
4
0.5 2
16281628 974
0 0 441.38
Public key Private key Ciphertext Public key Private key Ciphertext
(@) (b)

Figure 1. Comparison sizes with other schemes. (a) 80-bit security; (b) 192-bit security.

In this section, the computational costs of the proposed scheme and similar schemes are
analyzed and compared, mainly considering the computational costs of the proposed Index-
generation, Trapdoor, Test, Keygen, Encrypt, and Decrypt. As shown in Table 2, Ty, Tes, Tsp, Tiuts
Ty, and T, are set to represent the average consumption time of the following algorithms:
Hash, Gaussain-samplepre, Samplepre, Modulo-multiplication, Matrix operation, and Encode
operation, respectively. According to the comparison results in Table 2, it can be concluded
that compared with the literature, our proposed scheme has a lower computational time in
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terms of index generation, encryption algorithm, decryption algorithm, etc. Therefore, our
scheme has lower overall computational time costs and higher efficiency.

Table 2. Time cost comparison with other schemes.

Scheme ABE-PEKS LWE-PEKS Our Scheme
Index-generation Ty 42T + T Ty 42T + 2T 2Ty + 2T
Trapdoor tTy + 2T + T Tes Tsp

Test kTmul + Tgs Tmul Th + Tmul
Keygen - 2Tgs Ty + Tsp
Encrypt - 2T + 2T Ty + 2T
Decrypt - 2Tmul + 2Ty Th + Tmul

6. Novel Copyright Protection Scheme
6.1. Scheme Design

In this section, a blockchain copyright protection scheme based on the CP-ABE scheme

with policy update is designed. As shown in Figure 2, this scheme combines the immutabil-
ity of blockchain with the flexibility of ABE, aiming to provide a secure and efficient digital
copyright protection mechanism. The detailed working process of our new scheme is
as follows:

1)

@

©)

@)

®)

Initialization. The blockchain platform serves as the infrastructure for digital copy-
right protection. There is a secure and reliable key management center in the system,
which is responsible for generating and managing the required public key PK and
master key MK for ABE through the Setup algorithm and defining the attribute sets
and access policies. The attribute set includes various features of digital content, such
as author, work name, and release date. The access policy defines which combinations
of attributes allow users to access digital content. In addition, through the index
sharing algorithm, after the three processes of index generation, trapdoor, and testing
mentioned above, a data index structure containing storage addresses and keywords
for digital works can be constructed.

Copyright registration. Copyright owner registers digital copyright information on
the blockchain, including work content, attribute sets, and access policies. By using
the Keygen algorithm in our ABE scheme, the Key management center generates key sk
based on registration information and securely distributes them to the corresponding
content creators.

Encryption. Copyright owner uses attribute-based encryption algorithms to encrypt
digital content and embed access policies into ciphertext ¢ = m & Hy(wy, att;, v). The
encrypted digital content is uploaded to the cloud server system, and it is constructed
as a transaction record in the blockchain for other users to verify.

Access control and decryption. By using the Index sharing algorithm, the copyright
owner establishes an index trapdoor to generate an index Sy = {I1, I, Hy (w1, 1)}
that is recorded in the blockchain. Thus, users can find the desired digital work index
through keyword indexing and then request the corresponding digital content from
the system. Among them, users need to provide their own attribute set proof. Smart
contracts on the blockchain are proven based on access policies and user attribute
sets to determine whether the user meets the access conditions. If the user meets the
access conditions, the smart contract will obtain the corresponding public key from
the blockchain and send it to the user. Users use the secret key to decrypt encrypted
digital content and obtain the original content.

Policy Update. When the copyright owner needs to update the access policy, they
execute the Update algorithm based on the new access structure, generate new en-
crypted files, and store them in the system. Smart contracts on the blockchain will
automatically update access policies, ensuring that only users who meet the new
policies can access digital works.

10
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(6) Copyright tracing and protection. If infringement is discovered, the copyright owner
can search for registration information and transaction records of digital copyright
on the blockchain to prove their copyright ownership. The consensus mechanism of
the blockchain ensures the authenticity and integrity of copyright information and
provides strong evidence for rights protection.

(7)  Audit and regulation. Regulatory authorities can regularly audit digital copyright
information on the blockchain to ensure the compliance and effectiveness of copy-
right protection schemes. For discovered violations, regulatory authorities can take
corresponding punitive measures to maintain order in the digital copyright market.

Register . Register
- -
\J Distribute keys Distribute keys I
Key management
center
4 Trapdoor N Record Upload Search index
e - —> —_— 4
0
Copyright . Copyright
Olzzlne% Index Transactions Blockchain user
Encrypt F Upload m O
q p utput o ¢ Decrypt
|—> 0w oy LG
Encrypted Encrypted
digital work Cloud server system digital work

Figure 2. Overview of novel copyright protection scheme.

Through the above seven stages of work, the blockchain digital copyright protection
scheme based on attribute-based encryption with updatable policies can achieve secure,
efficient, and flexible digital copyright protection. This not only protects the legitimate
rights and interests of creators but also promotes the legitimate dissemination and sharing
of digital content.

6.2. Advantages of CP-ABE and Blockchain

We design a lightweight blockchain-based copyright protection scheme by record-
ing copyrights on-chain while storing the actual works off-chain. Specifically, the index
structure, which contains the storage address and keywords of digital copyright data, is
uploaded to the on-chain ledger. Meanwhile, the digital content data, which occupies a
substantial storage space, is stored on local servers or cloud servers of various digital media.
This approach, combined with CP-ABE and searchable ciphertext, achieves efficient and
secure solutions. The specific advantages are as follows:

(1)  Unlike traditional copyright protection systems, in our scheme, the on-chain ledger
records only lightweight information, such as data storage, verification, operation,
and transaction records. Upon generation of the original copyright data, it forms an
index structure that is associated with real data, encompassing keywords, storage
addresses, and signatures of digital content. This approach enables the proposed
scheme to reduce the cost of storage space and enhance the efficiency of blockchain
copyright data recording. In addition, the data storage method of blockchain enhances
the copyright data’s traceability and integrity.

(2) After encrypting data using the proposed CP-ABE scheme with a searchable en-
cryption algorithm, a trapdoor containing copyright data keywords is generated.
Subsequently, the index is recorded as a transaction in the blockchain ledger. Users
can search for the desired digital works by embedding keywords in the data index
structure beforehand. Upon passing the preset trapdoor verification, access to the
data is granted, and the actual digital works can be downloaded from the cloud
server through the address information in the index. Additionally, the keyword
search functionality of this scheme is highly suitable for cross-institutional sharing

11
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of copyright data. On public cloud platforms, this indexing method can establish
an effective channel to find the required digital work data through keywords. Fur-
thermore, this approach prevents damage caused by direct human contact with data,
thereby effectively protecting the security of digital works.

(3) Due to the large size of digital work files, copyright protection systems have storage
requirements for a large amount of audio and video data. However, placing this
massive amount of data on the blockchain is impractical. Therefore, utilizing local
servers and cloud storage technology, as described in this article, is a more promising
and resource-efficient way to address this data storage challenge.

(4) For copyright data, it is first encrypted by CP-ABE, and the encrypted data are stored
on the blockchain. Incorporating the attributes of data into the secret key enables
users to control their respective copyright data in a more granular manner. Only
by verifying the correct attribute access policy can permission to view real data be
obtained, thereby ensuring copyright data security.

6.3. Scheme Security Analysis

For the copyright protection scheme’s security, firstly, it is necessary to target complex
user access and achieve fine-grained management of data access. Secondly, it is extremely
important to ensure the copyright data’s security, including copyright data encryption
security and privacy security. In addition, the data stored within the system cannot be
maliciously tampered with, and the copyright protection system resists single points of
failure and data silos. Based on the above security requirements, in this subsection, we
conduct a detailed security analysis of the proposed copyright protection scheme.

6.3.1. Fine-Grained Access Control

Our CP-ABE scheme focuses on access control for attribute encryption in copyright
protection. The CP-ABE scheme allows for the association of access control policies with en-
crypted ciphertext data and uses user attributes to define access rules. Only users who meet
these attribute conditions can decrypt and access copyright data and conduct copyright
transactions. Meanwhile, through the previous security analysis of the CP-ABE scheme,
it is proven that the CP-ABE scheme satisfies the correctness of encryption. This CP-ABE
technology provides fine-grained access control capabilities while protecting data privacy
and ensuring data security. Therefore, our scheme satisfies the security requirements for
copyright data’s fine-grained management in copyright protection systems.

6.3.2. Data Security and Privacy Protection

On the one hand, in this paper, CP-ABE is applied to copyright data so that user who
satisfies the attributes can decrypt the data, ensuring the privacy and security of the data.
Only when the user’s attribute satisfies the access policy can the data be decrypted and
obtained. Otherwise, there is no other way to obtain copyright information or complete
copyright transactions. The correctness and ciphertext security analysis of the attribute
encryption scheme proven in Section 4 proves that the scheme can ensure the privacy and
security of copyright data. On the other hand, the proposed CP-ABE scheme is based
on lattice. Lattice-based cryptography is generally considered to have the advantage of
resisting quantum computing attacks, and it can deal with the threat of quantum computers
in the future [20]. Researchers have advocated for the development of novel strategies to
include data encryption in the post-quantum era. Subsequently, lattice-based cryptography
has garnered significant attention and focus in recent years, with its applications expanding
rapidly across multiple domains [21,22]. Therefore, by using the theory of random lattice
and the corresponding lattice basis, in this paper, we propose a new lattice-based CP-ABE
scheme to improve anti-quantum security for blockchain copyright protection, which can
protect data security in the future.

12
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6.3.3. Resist Tampering Attack

If an adversary intends to tamper with existing copyright data and transaction in-
formation on the blockchain through tampering attacks, the blockchain can effectively
resist tampering attacks through timestamp proof, distributed ledger, digital signature,
SHA-256 algorithm, consensus mechanism, etc. Only if the consensus is successful can this
transaction be verified and submitted to the blockchain distributed ledger. Therefore, by
introducing blockchain technology into this copyright protection scheme, it can effectively
prevent individual malicious nodes from tampering with transaction data.

6.3.4. Resist Single Point of Failure and Data Island

By harnessing the power of blockchain technology for decentralized distributed stor-
age and robust authentication of copyright data, this innovative copyright protection
scheme addresses the critical issues of single-point failure and data isolation that plague
traditional, centralized copyright protection systems, thereby ensuring a more secure and
reliable approach. This scheme utilizes the distributed ledger feature of blockchain technol-
ogy to back up copyright data in a distributed manner on multiple nodes. In this way, even
if some nodes fail or are attacked, other nodes can still work normally, ensuring the safe
operation of the system and copyright data’s integrity. At the same time, the advantages of
secure sharing of blockchain data can improve data island problems and achieve intercon-
nectivity of copyright data. Therefore, by using blockchain for decentralized distributed
storage and secure authentication of copyright data, this new copyright protection scheme
can effectively solve the single point of failure and data island problems faced by traditional
centralized copyright protection systems. In addition, the transparency and traceability of
blockchain enhance the transparency of copyright usage and the verifiability of historical
change records, providing strong evidence support for copyright protection.

7. Conclusions

The application of blockchain in fields such as the Internet of Things and digital
copyright has become a trend. This study focuses on the urgent challenges of data privacy
security and fine-grained access control that need to be addressed. We have studied and
designed an innovative blockchain copyright protection scheme based on CP-ABE, which
effectively addresses the data security and privacy challenges in traditional copyright data
management, particularly in defense against quantum computing attacks. By utilizing the
security and lattice cryptography of blockchain technology, this scheme not only ensures
the authenticity and integrity of copyright data but also achieves secure access and fine-
grained control of copyright data. In addition, the use of lattice-based cryptography can
significantly enhance the scheme’s ability to resist quantum attacks. After security analysis
and experimental verification, this scheme demonstrates resistance to multiple attacks
under the random oracle model while having lower computational and storage costs,
providing an efficient and secure new method for copyright protection.
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O N

Abstract: The Internet of Things (IoT) plays an essential role in people’s daily lives, such as healthcare,
home, traffic, industry, and so on. With the increase in IoT devices, there emerge many security
issues of data loss, privacy leakage, and information temper in IoT network applications. Even with
the development of quantum computing, most current information systems are weak to quantum
attacks with traditional cryptographic algorithms. This paper first establishes a general security
model for these IoT network applications, which comprises the blockchain and a post-quantum
secure identity-based signature (PQ-IDS) scheme. This model divides these IoT networks into three
layers: perceptual, network, and application, which can protect data security and user privacy in the
whole data-sharing process. The proposed PQ-IDS scheme is based on lattice cryptography. Bimodal
Gaussian distribution and the discrete Gaussian sample algorithm are applied to construct the
fundamental difficulty problem of lattice assumption. This assumption can help resist the quantum
attack for information exchange among IoT devices. Meanwhile, the signature mechanism with IoT
devices’ identity can guarantee non-repudiation of information signatures. Then, the security proof
shows that the proposed PQ-IDS can obtain the security properties of unforgeability, non-repudiation,
and non-transferability. The efficiency comparisons and performance evaluations show that the
proposed PQ-IDS has good efficiency and practice in IoT network applications.

Keywords: Internet of Things; identity-based signature; post-quantum,; lattice cryptography

1. Introduction

The Internet of Things (IoT) plays a very essential role in people’s daily production
and life [1]. As daily travel, consumption, production, medical treatment, etc., are gradually
becoming digital and intelligent, a variety of smart IoT devices surround people’s lives.
Although these IoT devices provide convenience, they also bring many security threats to
people’s lives and property safety. IoT network security is gaining much attention with the
IoT network development [2].

The security issue is the most essential part of data sharing among different IoT
devices through the public network. As shown in Figure 1, data security and user identity
privacy should be given more consideration in IoT network applications, such as the
Internet of Medical Things (IoMT) [3], the Home Internet of Things (Home IoT) [4], the
Internet of Vehicles (IoV) [5], and the Industrial Internet of Things (IIoT) [6]. In IoMT
systems, medical data are essential in medical diagnosis, drug development, disease
prediction, and medical device creation. The security of medical data and user privacy
is the guarantee for data value play. In the Home IoT, smart home devices collect data
about the user’s daily life, health condition, living habits, and personal privacy. These data
are related to the safety of users’ lives and property. In IoV systems, smart driving cars,
cameras, and traffic lights collect information about roads, traffic, logistics, and more in
real time. Infrastructure information, such as geography and transportation, is relevant to
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national security. In IIoT systems, people, machines, materials, materials, law, environment,
enterprise upstream and downstream, products, users, and other elements are connected
to achieve data transmission between elements. It provides identity data acquisition, label
management, identity registration, identity analysis, data processing, and identity data
modeling functions to achieve the marking, management, and positioning of elements,
and the industrial Internet identity resolution security mechanism has become the basis
of industrial Internet applications. IoT data are becoming a more important asset for IoT
network applications, which plays an essential role in process improvement, industrial
upgrading, and social progress. Data security and user privacy security are two main parts
of most IoT network applications that should be given more consideration.

/@ ToMT :: ~ 0o 10T

Figure 1. Security issues for IoT network.

Blockchain is a distributed data management technology that utilizes the consensus
mechanism and cryptographic algorithm to achieve secure data sharing in different and
strange modes [7]. The consensus mechanism helps the system achieve distributed consen-
sus with a uniform ledger for the whole network, for example, proof of work (PoW) [8],
proof of stake (PoS) [9]. The cryptographic algorithm helps the system achieve, for example,
DES [10], ECC [11]. With the deepening of the application of blockchain technology in
IoT network applications, there emerge many different kinds of chains with different dis-
tributed structures, consensus protocols, and cryptographic algorithms. These chains bring
the IoT networks back to a centralized model as the IoT data cannot be freely shared among
different IoT devices. So, cross-chain technology has gained more attention in recent years.

Cryptography is a general technology that utilizes difficult mathematical problems to
achieve secure data sharing among public Internet work [12]. However, the development
of quantum algorithms threatens current classical cryptographic algorithms-based IoT
network applications [13]. Lattice cryptography is a promising anti-quantum theory that
utilizes lattice assumptions to improve post-quantum security [14]. For example, the
Number Theory Research Unit (NTRU) consists of the convolution of polynomials, which
is based on the shortest vector problem (SVP) on a lattice theory [15]. It uses truncated
polynomial rings to encrypt and decrypt data. GGH is an asymmetric cryptographic
algorithm constructed by the nearest vector problem [16]. Learning With Errors (LWE) is an
unsolvable problem in machine learning that can be reduced to a SIVP lattice problem [17].
There is a variant of ring-based LWE where polynomials replace the integer vectors in the
LWE problem. The identity-based signature mechanism utilizes the identity of IoT devices
to establish the traceability mechanism for IoT data sharing.

This paper focuses on the security issues of data loss, privacy leakage, and anti-
quantum weakness in most current IoT network applications, and proposes a PQ-IDS to
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improve the data-sharing security among different IoT devices. The main contributions of
this paper are summarized as follows.

1. A security model is constructed with blockchain and the PQ-IDS algorithm for IoT
network applications. This model divides the IoT network into three layers: per-
ceptual, network, and application, which help to establish a distributed and secure
data-sharing mechanism for IoT network applications.

2. A PQ-IDS scheme is proposed based on lattice assumption, and it inserts the IoT
device’s identity into the signature scheme to achieve the traceability of IoT data
sharing among the IoT network. This scheme helps to achieve anti-quantum attack
security with the lattice cryptography theories.

3. Security analysis and proof about the correctness, unforgeability, non-repudiation,
traceability, and post-quantum security are presented. The performance evaluations
of key-size data-sharing transactions are presented. These results show the efficiency
and practicality of the proposed security model and PQ-IDS scheme.

Next, Section 2 gives some related work, Section 3 gives some preliminaries, Section 4
gives the PQ-IDS scheme, Section 5 gives the security proof of the PQ-IDS scheme, Section 6
gives the efficiency comparison and performance, and Section 7 gives the conclusion.

2. Related Work
2.1. IoT Network Security

In IoT network applications, there exist a lot of attacks, such as deception, infor-
mation leakage, tampering, denial of service (DoS), and privilege escalation, which
threaten the personal and property safety of the system users. For the deception attack,
Rehman et al. [18] utilized the model-based method to construct a proactive defense
framework, which aggregated the technologies of proactive defense mechanisms and
cyber deception to resist the deception attack in IoT networks. For the information
leakage, Xu et al. [19] established a data-sharing framework with blockchain technology
for IToT, and inserted federated learning into this scheme to improve the tamper-proof
and decentralized capabilities. Singh et al. [20] constructed a privacy-preserving model
for IoMT with blockchain and zero-knowledge proof, which strengthened the adaptabil-
ity in lightweight computer devices. For the tampering, Zhang et al. [21] introduced
a malware traffic classification model dependent on neural architecture search, which
could improve the searchability of the optimal model in a realistic IoT environment.
Li et al. [22] designed a hierarchical and multi-group data-sharing scheme for IIoT, which
could improve the data access control ability against the key leakage resilience attack.
For the DoS, Malik et al. [23] introduced a detect model based on feature engineering
and machine learning, which achieved resisting distributed DoS in standardized IoT.
Khanday et al. [24] proposed an intrusion detection platform based on machine learning
and deep learning classifiers for IoT networks, which could improve the detection accu-
racy and efficiency of DDoS attacks. For the privilege escalation, Mehmood et al. [25]
constructed an insider threat detection and classification framework based on machine
learning, and introduced a systematic approach to resist the privilege escalation in re-
lation to the anomalies and security problems. However, the methods used in these
references are all classical cryptographic algorithms, which cannot resist quantum at-
tacks. This paper plans to utilize blockchain technology and a post-quantum signature
algorithm to provide anti-quantum security for data-sharing in IoT networks.

2.2. Signatures for IoT Networks

Digital signatures play an essential role in the data-sharing processes in different IoT
network applications. In particular, the identity-based signature (IDS) has widespread
application due to its identification mechanisms and traceability. Liu et al. [26] designed a
distributed multi-signature scheme with discrete logarithms to improve the security and
efficiency of IoT identification with centralized signature schemes. Jia et al. [27] designed
a certificateless signature protocol with an ECC-based discrete logarithm problem, and
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stated that it was more suitable for resource-limited IoT devices. Du et al. [28] figured
out the security weakness of the scheme in Ref. [27], and presented a new signature
scheme with the ECC cryptosystem, which could resist the forger attack from the super
adversaries. Li et al. [29] gave an aggregate signature scheme to strengthen the security of
large-scale data transmission in IIoT, which also utilized blockchain technology to achieve
secure, distributed, and autonomous data management. Bao et al. [30] presented an
identity management scheme to protect identity privacy for IloT, and took the blockchain
technology together to achieve distributed privacy-preserving.

In most current IoT network applications, the IDS schemes constructed by large
integer factorization and discrete logarithm problems have good applicability to satisfy
the needs of IoT devices with high throughput and low latency. However, these IDS
schemes cannot resist the quantum attack [31]. Therefore, post-quantum cryptography
has gained more attention in current academia and industry to improve the security
properties of anti-quantum attacks. Lattice cryptography is one promising post-quantum
algorithm. Srivastava et al. [32] presented an identity-based multi-signature scheme with
a multivariate quadratic problem, which could achieve anti-quantum security for real-
time information exchange in IoV. Wang et al. [33] introduced a proxy signature scheme
with lattice assumption, which utilized the lattice basis delegation and preimage sample
technologies to achieve post-quantum secure IoT. Wu et al. [34] designed an ID-based proxy
signature based on the NTRU lattice and utilized message recovery technology to guarantee
secure message exchange among different IoT devices. Prajapat et al. [35] gave an ID-based
aggregate signature based on lattice cryptography, which could improve the messages
promptly, vehicle identity confidentiality, and authentication swiftly in the vehicle ad hoc
networks (VANETs). Sun et al. [36] utilized the path signature to construct an XAl-enabled
network, which could achieve efficient time series classification. The simple comparisons
of these former schemes are shown in the following Table 1. Although these lattice-based
IDS schemes strengthen the anti-quantum ability of IoT networks, there still exist some
security issues of privacy leakage, big key size, and high-performance consumption. This
paper plans to design a post-quantum secure IDS for general IoT network applications.

Table 1. Cryptographic algorithm comparisons for IoT network.

Scheme

IoT Network Main Technology Limitation Anti-Quantum

ID multi-signature;

Liu et al. [26] ToT Threshold Merkle tree; Identity traceability lack No
Consortium blockchain
Jia et al. [27] ToT Certificateless signature; ECC Ident1t}{ traceability lack; No
Centralized management
Certificateless signature; . e .
Du et al. [28] IoT ECC; Security Identity traceability lack; No
o Centralized management
authentication technology
Aggregate signature; Identity traceability lack; Data
Li et al. [29] IIoT Permissioned blockchain; openness; Centralized No
Smart contract like management
Identity management; . . .
Bao et al. [30] IloT Permissioned blockchain; Data openness; Centralized like No
management
Smart contract
Srivastava etal. [32]  IoV ID multi-signature; Blockchain; Efficiency to be improved No
Cloud server network
Proxy signature; Fixed Identity traceability lack;
Wang et al. [33] IoT dimension lattice basis Centralized management; No
delegation; Preimage sample Efficiency to be improved
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Table 1. Cont.

Scheme

IoT Network Main Technology Limitation Anti-Quantum

ID proxy signature; NTRU

Wu et al. [34] IoT lattice; Message Efficiency to be improved Yes

recovery; Blockchain
. ID aggregate signature; Vehicle ~ Centralized management;

Prajapat et al. [35] VANETs pseudo-identities; Cloud storage  Efficiency to be improved Yes

Sun et al. [36] XAT network PatAh 51gnat.u.re; Tlme Identlt}{ traceability lack; No
series classification Centralized management
ID signature; LWE lattice;

This paper General IoT Blockchain; Efficiency to be improved Yes

Gaussian distribution

3. Preliminaries
3.1. Lattice Theory

Some definitions of the lattice theories are presented, which are in relation to the
construction of the DVS scheme. First and foremost, some notations of parameters used in
this paper are explained in Table 2.

Table 2. System parameter notations.

Notation Meaning

n Security parameter

q A prime number

m A positive integer with m > 2n[log q|
L Threshold parameter

o The standard deviation

pp Public parameter

msk Muster secret key

ID; User i’s identity

D} The bimodal Gaussian distribution
pk User’s public key

sk User’s private key

Hy, Hy The cryptographic Hash function
u The message

Definition 1. Lattice [14]: Given a set of linearly independent vectors vy,--- ,v, € R", the
lattice Ay is defined as Equation (1) as follows:

Ap = {alvl + apvy+- - - +ayvy Ay, ay, -, a4 € Z} (1)

The matrices A = (ay,-- - ,ay,) C R"™ ™ establish a basis for the lattice A with dimension n
and rank m. In general, n and m satisfy m = O(nlogq).

Definition 2. g-ary Lattice [14] “g-ary” lattice is defined with a prime number q, matrix
A € Zy*™, which is shown in Equation (2) as follows:

LE(A) = {x € Z"|Ax = 0 modq}

£j(A) = {x € 2"|ATy = x mod q fory € 2"}

@
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Definition 3. Gaussian distribution [37]: With standard deviation o € R and center c € R

evaluated at x € R, the Gaussian distribution is defined by pc,s(x) = exp( 7<’2Y;2[)2 ), and more gen-
erally by peo(x) = exp(fH;T}CHz) for x,c € R". Here, p,(x) represents the Gaussian distribution

when the center ¢ = 0. Dy (x) = po(x)/po(Z) represents the discrete Gaussian distribution over
Z with center ¢ = 0. Dy (x) = po(x)/po(Z™) represents the more general situation over Z™ with
center ¢ = 0.

Definition 4. ® — SI Ss wmB problem [37]: Given ring R, a distribution x over SR;l*m R_S 15'5,1 g
is a problem to find non-zero v € RY' to achieve Equation (3), as follows:

Av =0 ®)
where A € W™, and [lo]]2 < B.

3.2. Model Definitions
(1)  Scheme model

For an ID-based signature, there are four probabilistic polynomial time algorithms:

Setup, KeyExt, Sign, and Verify.

e Setup(1”): Given a security parameter n and parameters g and m, KGC derives some
public parameters pp and the master key msk.

e KeyExt(pp, msk): Given the public parameters pp and the master key msk, KGC
generates public/private key pairs (pk, sk) for the system user with identity ID;.

e Sign(pp, sk, p): The signer generates a signature e in relation to a with message y with
his own private key sk.

e Verify(pp, pk, p, e): The verifier verifies the e’s legality with pp and pk, and output
Accept/ Reject.

(2)  Security model

To prove the security of this ID-based signature, it generally establishes a query—
response game in a random oracle model. By making reasonable assumptions about the
adversary A in the game, it can derive a contradiction that does not correspond to reality
by utilizing the proof by contradiction. Then, it will derive that the ID-based signature is
secure. Next are the detailed descriptions of this security model.

e Initialize: C executes the Setup algorithm to derive the system pp.
e Query: A queries the Hash, secret key, and signature algorithms with enough times in
polynomial time, respectively.
- Hash query: A queries all hash algorithms about the user ID; or message y; (not
the target user ID; and message ;u;‘).
- Secret key query: A queries the private key about the user ID; (not the target
user ID}).
- Signature query: A A queries the signature about the user ID; or message y; (not
the target user ID; and message y;‘).

e Forge: A generates a signature (e, ) about the target user ID} and message y}*, and
sends it to C.

e Challenge: C generates another signature (¢, ') about the target user ID} and message
y;‘ based on the hypothesis. Then, C attempts to derive a solution for the Z — SI SZ,n,m, 8
instance by utilizing these two signatures (e, 1) and (¢/, ).

e Analyze: The lattice assumption SIS cannot be solved with the current highest com-
puting power. This implies that the hypothesis of the former adversary A is invalid.
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4. PQ-IDS for IoT Network Applications

This section first introduces a security model for IoT network applications and then

designs a post-quantum identity-based signature (PQ-IDS) scheme with the lattice assumption.

4.1. Security Model for IoT Network Application

As the former described in Section 1, the security issue is an essential part of informa-

tion communication and data exchange processes in every IoT application, such as IoMT,
Home IoT, IoV, and IIoT. This section divides the IoT network into three layers: perceptual,
network, and application (as shown in Figure 2), and gives detailed descriptions of these
three layers, security demands, and solutions.

Application layer

R

||

- o

[ D
Cloud A
Blockchain
Server
Internet Network layer

& 10T
N
Perceptual layer
Original data collection Data storage in native server
Data-sharing transaction Tx. <«— —p Data utilization

Figure 2. IoT network security model.

Perceptual layer: This layer is a data collection process. From different smart IoT
devices, many types of data are selected. These data mainly appear in text, figure, and
video forms. As in the IoMT environment, the medical data generally contain health
data collected from wearable smart devices, diagnosis data created by patients and
doctors, testing data generated by medical devices, and other related data about health
insurance, banking, etc. In the Home IoT environment, the data are collected from
smart home devices, such as door locks, cameras, refrigerators, washing machines,
sweepers, smart speakers, air purifiers, etc. As in the IoV environment, the data are
collected from smart vehicles, road detection, cameras, traffic lights, etc. In the IIoT
environment, the data are collected from logistics trucks, wind-generating sets, and
other related industrial devices. These collected data are signed with the signatures of
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IoT devices or device owners. The identities inserted in these signatures guarantee the
data verifiability and traceability by utilizing the PQ-IDS scheme.

e Network layer: This layer is a data transmission process. The selected data are trans-
mitted through the public network, such as the Internet, cloud, or blockchain. Under
the help of communication protocol, these data are transmitted into the transaction
Tx, and they also contain the signatures of IoT devices or device owners. Through
those public networks, these transactions go to the node that needs them. Meanwhile,
it needs a server with enough storage space for data storage and management. The
Internet and cloud networks are generally public, which cannot provide a strong
security guarantee for cross-domain data sharing. Blockchain technology changes
the traditional centralized form to a distributed form, which improves data-sharing
transparency and cross-institution data-sharing ability. As in blockchain-based IoT
networks, the system transaction verification also can be executed by the PQ-IDS to
achieve network-wide consistency. Some security issues of data tampering, malicious
theft, and other network attacks generally occur in this layer.

e Application layer: This is a data-utilizing process. A number of IoT devices are included
in the IoT network, which continuously performs data exchange and processing. The
collection, storage, calculation, and analysis of massive data support different IoT
application purposes for people’s daily lives. For example, IoV data can solve some
complex problems in traffic. On the one hand, the data can help understand the traffic
flow situation, and improve the driving route for the vehicle owner; On the other hand,
the data can also provide decision making for the traffic department in the aspects
of road planning, real-time scheduling of signal lights, and vehicle diversion. More
importantly, the PQ-IDS scheme plays an essential role in guaranteeing data credibility.
This is because the operations throughout the life cycle of the data are recorded, and
the identity information of all operators can be traced through signature verification.

In order to trace the data source and find the IoT fault point, it is imperative to label the
identity of the operator in the processes of data generation, transmission, processing, and
use. Identity-based signatures can guarantee security, integrity, and non-repudiation, which
can help to achieve IoT data secure transmission and utilization. Meanwhile, current IoT
network-based information systems are equated with traditional cryptographic algorithms
that cannot provide security in the quantum computer age. This paper designs a post-
quantum identity-based signature (PQ-IDS) scheme with lattice assumption, which can
cover the security demands for data-sharing among IoT devices in different layers of the
IoT network.

4.2. Details of PQ-IDS

To improve the privacy security of data-sharing transactions in BIoMT, an identity-
based signature scheme with lattice assumption has been given. Next, this scheme mainly
contains four algorithms.

Setup (1"): Given the security parameter 7, a prime number g with ¢ = gq(n) > 3,
a positive integer m with m > 5nlogg, L = O(y/nlogq), and ¢ = L - w(/logn), the KGC
first derives the system parameters and master private key. Details of this algorithm are
presented in Algorithm 1.

Algorithm 1 Setup

Input: Security parameter x, a prime number g, a positive integer m
Output: Public parameter pp and master key msk
1: KGC derives an approximate random distribution matrix mpk = A € Z;*™ as the
master public key, and a basis T € ZJ"*™ from AL (A), which satisfy ||T|| < L;
2: Selects two hash functions H; : {0,1}* — Zy, Hy {0,1}* = Z,;
3: Serves msk = T;
4: Outputs pp = {A, H1, Hy}, and keeps msk = T secretly.
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KeyExt (ID;, msk, pp): Given the system user’s identity ID;, KGC generates the key
pairs (pk, sk) in relation to ID;. Details of this algorithm are presented in Algorithm 2.

Algorithm 2 KeyExt
Input: pp, msk, and system user’s identity ID;
Output: Key pairs (pk, sk)
1: KGC computes ajp, = Hy(ID;) € zy;
2. Computes sip, < Samplepre(A,T,aip, o) € Zj', where ¢ > [|T||w(y/Togm),
arp;modq = A -sip,, and ||sip,|| < o/m;
3: Outputs the public key pk = a;p, and secret key sk = sp, for system user with ID;.

Sign (pp, pk, sk, it): Given the message ji, the signer utilizes his secret key sk to sign
on the data-sharing transaction. Details of this algorithm are presented in Algorithm 3.

Algorithm 3 Sign

Input: Message y1, system public key A, signer’s private key s;p,
Output: Signature e

1: The user ID; randomly selects x € D}’;

2: Computes ¢ = Hp(Ax, p);

3: Computes e = syp,c + x;

4: Output the signature < e, c > with probability min(%#%, 1); otherwise, restart.
Sp,o

Verify(pp, t,aip,, < e,c >): The verifier utilizes the system parameter pp and pk = ajp,
to verify the legality of < ¢, ¢ > in relation to message . Details of this algorithm are presented
in Algorithm 4.

Algorithm 4 Verify

Input: y, aip, and <e,c >
Output: Reject or accept

1: if ||e|| > L then

2:  Reject it

3: end if

4 if ||e||ec > q/4 then

5:  Reject it

6: end if

7: If ¢ = Hy(Ae — ajp,c mod q, 1), accept; otherwise, reject.

This PQ-IDS scheme establishes data verification, identity authentication, and data-
traceable mechanisms for IoT data sharing. Meanwhile, the lattice assumption guarantees
the anti-quantum attack property for IoT network applications.

4.3. Example Application

This subsection presents an example application analysis of the former proposed
security model and PQ-IDS scheme into the blockchain-based IoMT system. This signature
scheme acts as two roles in the blockchain transactions in the IoMT system: the transaction
signature and system transaction verification. Under the proposed security model, the
data-sharing transaction through the blockchain-based IoMT system can be divided into
the following six steps, also shown in the following Figure 3.
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Figure 3. Data-sharing transaction through the blockchain-based IoMT.

Data collection: Through smart medical devices, the daily health data and hospital
test data are collected and uploaded to the IoMT system. To establish a traceability
mechanism, the medical data are labeled with the signatures of related IoMT devices
or operators.

Data storage: In the blockchain-based IoMT system, the real data are stored in the
native server. The storage address, operation records, and other related lightweight
information are uploaded into the blockchain ledger.

Transaction request: When one patient wants to authorize the doctor to view their health
data, they execute a transaction request. This situation is a process of seeing a doctor
or scientific research as one user attempts to share data with the other system user.
This transaction only sends authorization for these data and the target user must pass
this authentication before they can access control on the real medical data.
Transaction signature: Based on the former proposed PQ-IDS scheme, this patient signs
the transaction with their private key sk. This signature is a proof that other users
confirm the data’s validity by opening it. Meanwhile, this patient cannot deny this
signature when some medical disputes occur.

Transaction verification: This is the process of verifying the consistency of blockchain
transactions across the network. The packaged transactions are sent to the verification
nodes who check the legality of the transactions and sign them. The verification pro-
cess is according to the consensus protocol proof of work (PoW) or proof of stake (PoS).
Transaction Broadcast: The verified transactions will be broadcast to all the nodes in the
TIoMT network. This process mainly synchronizes the ledger across the network, but it
also needs to obtain the access control rights of the real data before the target user can
view the original data.

Transaction storage: These transaction data belong to lightweight information, which is
recorded in the blockchain ledger. This blockchain ledger is public and immutable,
guaranteeing the transaction data’s security and traceability.

Signature verification: The target user (doctor) first verifies the signature of the transac-
tion originator.

Data utilization: These medical data can be used for disease diagnosis, drug discovery,
medical research, and medical device development.

In general, the proposed security model with a PQ-IDS scheme provides a fundamental

framework for data-sharing in the blockchain-based IoMT system. It is also suitable for
privacy protection in the data-sharing processes in other IoT network applications.

24



Sensors 2024, 24, 4188

5. Security Analysis

This security analysis of the PQ-IDS scheme is given in this section. The correctness
analysis is given first, and then the unforgeability, non-repudiation, and non-transferability
are proved in the random oracle model under the principle defined in the former section.

5.1. Correctness

As shown in Algorithm 4, when the signature satisfies ||e|| > L or ||e||o > q/4, the
signature < e, c > is valid iff the following equation Equation (4) holds.

Hy(Ae — arp,c modq, u) = Ha(Ax, pt) 4)

Detailed processes of the equation Ae — ajp,c = Ax modq are shown in Equation (5)
as follows:

Ae—ap,c = A(sip,c + x) —arp,c
= Asip,c + Ax —ajp,c
®)

=ajp,c+ Ax —ajp,c

= Ax modq
5.2. Unforgeability

Theorem 1. This PQ-IDS is secure against the forgery attack as this signature cannot be forged
under the hardness of SIS problem Z — SI S;,n,m,ﬁ'
Proof. A query-response game is established first in which an adversary A acts as the query
member, and a challenger C acts as the response member. Then, these two members execute
this game to prove that this PQ-IDS can capture the security property of unforgeability. In
this game, A attempts to obtain enough signature information (without the target message
#* and user ID}) and has the ability to create a valid signature. C responds to A’s queries
according to the signature scheme construction, and attempts to solve a Z — SI Ss,n,m, 8
instance with the knowledge of the forged signature in polynomial time. Next are the
detailed steps of the query-response game. [

e Initialize: C performs the Setup algorithm to derive (1, m, q,k, o).
e Query: A queries the Hash, secret key, and signature algorithms with enough times in
polynomial time, respectively.

- Hj query: A queries the hash function H; about the user’s identity ID;. Next,
C keeps a list Ly, to store these query results. When they obtain the queries
from A, C first checks the list Ly, whether the result pair (a Dy L D;) exists or not.
If yes, they send a;p, to A as the response of Hy’s query about ID;. If no, they
compute a;p, = H;i(ID;), send ajp, to A, and record (a;p,, ID;) in the list Ly, .
Here, A can execute this query with enough times gy, about different identities
{IDy,ID,,..., 1D, }.

- Hj query: A queries the hash function Hj about the message y; (is not the target
message y*). Next, C keeps a list Ly, to store these query results. When they
obtain the queries from A, C first checks the list Ly;, whether the result pair (c;, ;)
exists or not. If yes, they send c; to A as the response of Hp's query about I;. If
no, they randomly choose x € D}, compute ¢ = Hp(Ax, y;), send ¢; to A, and
record (c;, p;) in the list Lyy,. Here, A can execute this query with enough times
qm, about different messages {11, 2, ..., pigy, }-

- Private key query: A queries the private key of the user ID; (is not the target user
ID;). Next, C keeps a list Lp to store these query results. When they obtain the
queries from A, C first checks the list Lp whether the result pair (s;Di, ID;) exists
or not. If yes, they send sp, to A as the response of a private key query about
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ID;. If no, they compute sjp, < Samplepre(A,T,aip,, o) € Zj', sends sip, to A,
and records (s ;L D;) in the list Lp. Here, A can execute this query with enough
times gp about different identities {IDy,ID,,...,ID;,}.

- Signature query: A queries the signature of the user ID; about the message y; (is

not the target message y* and user ID]). Next, C keeps a list Lg to store these
query results. When they obtain the queries from A, C first checks the list Lg
whether the result pair (e;, ¢;, ID;, ;) exists or not. If yes, they send s;p, to A
as the response of a private key query about ID;. If no, they execute the Hash
algorithm H, to obtain (c;, ;), compute e; = s;p,c + x, send < ¢;,¢; > to A, and
record (e;, ¢;, ID;, p;) in the list Lg. Here, A can execute this query with enough
times g5 about different identities {IDq, ID;, ..., IDs} and different messages
(i pa - pigs -
Forge: A utilizes the former received information to generate a valid signature (e}, c})
about the target user ID; and message y*. Then, they send this forged signature
(ef,c;) to C.
Challenge: C utilizes the forking lemma to generate the other valid signature (¢;*, c;)
about the target user ID; and message y*. Here, C utilizes the same selected x € Dy
Then, it has
¢ = Ha(Aej —ajpscj, ") = Hao(Aef™ —aipeci, p*) (6)

With the same Hash function H, and message p*, it has
Aej —aip:c; = Aej” —ajp:ci modq (7)

It also has
Alef —e") = aip; (i — i) = 0modq ®)

Because of ||ef||«, ||e/*|l« < q/4, it has [|ef — e[|« < g/2 with overwhelming

probability. Hence, it can derive a solution v = ef — ¢;* (||v||« < B) for Z — SISE m,p

instance as shown in the following Equation (9).
A(ef —ef*) modqg =0 )

Analyze: In the common sense, the lattice assumption is not solved with the current
highest computing power. This implies that the hypothesis of the former adversary A
is invalid. Meanwhile, from the former query processes, A can create a valid signature
(e, c) with the probability T, T
increasing, this probability will decrease to 0.

. With the query times qy,, qH,, qp, and gs

Here, it completes this theme proof, and the proposed PQ-IDS can resist the forgery

attack from the malicious adversary.

5.3. Non-Repudiation and Traceability

Digital signature plays a role in information protection in most current IoT network

applications, and this PQ-IDS scheme utilizes the identity mechanism to achieve secure
data exchange among different IoT devices. The proposed security model and PQ-IDS
scheme co-guarantee the non-repudiation and traceability of the data-sharing processes in
IoT networks.

Non-repudiation 1: The data-sharing transactions are all signed by related workers from
the collection to processing and storage. These signatures are signed with the workers’
private keys s;p,, and they can be verified by anyone with their public keys a;p,. So,
the workers cannot deny when the signatures pass the verification.

Non-repudiation 2: The private key is generated by sip, <~ Samplepre(A, T, aip,,0) € Zi/",
and the user’s public key is generated by a;p, = H; (1D;) where the ID; is the personal
identity, such as identity number, email address, phone number, etc. The personal
information guarantees that the signature cannot be denied.
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e Traceability 1: This identity signature mechanism guarantees the traceability of IoT data
exchange processes as the related workers will be traced by opening the corresponding
signature when some security incidents occur.

e Traceability 2: The blockchain technology provides an immutable public ledger for the
records of IoT data storage and operational processes, which guarantees traceability
for data sharing in different IoT networks. Once some disputes occur, it can find all
the operation records and related operators by opening the signatures.

5.4. Post-Quantum Security

As in most current IoT network applications, the cryptographic algorithms inserted in
different information systems are generally based on the classical mathematical difficult
problems of discrete logarithms and large integer decomposition. These algorithms cannot
provide security guarantees for IoT data sharing facing quantum attacks. However, the
proposed PQ-IDS scheme in this paper can solve this problem, which is constructed with
the lattice assumption as it has strong security against quantum attacks. Meanwhile, to
guarantee the traceability of the IoT data-sharing process, this PQ-IDS scheme utilizes the
identity mechanism to ensure that every data-processing record is signed with the corre-
sponding operator’s signature. Based on this PQ-IDS scheme, the IoT network applications
will have strong security in the future quantum computer age.

6. Comparison and Performance

IoT network applications need more efficient algorithms with high computing power
and low power consumption. The performance index is the ultimate goal of algorithm
design. The efficiency comparison and performance evaluation are given in the following
two subsections.

6.1. Efficiency Comparison

Key size is the essential item to show the efficiency and practicability of the proposed
lattice-based IDS, which also influences the transaction execution in blockchain-based IoT
network applications. This section selects five main items of mpk, msk, pk, sk, and sig.
for comparison, and Table 3 gives the result. For the mpk of the IoT network, the key
sizes with the vector form in Refs. [34,35] are smaller than those with matrix form in
Ref. [33] and the proposed IDS. The key sizes of mpk, msk, pk, sk, and sig. in the proposed
IDS scheme are equal to or less than those in the other three schemes. These comparison
results show that this lattice-based IDS scheme has obvious advantages of efficiency and
practicability for data sharing in IoT network applications. Smaller key size leads to more
efficient data and transaction verification processes, which is suitable for data sharing in
different IoT network applications. Along with the developments of edge computing ability
and quantum technology, post-quantum algorithms for IoT network applications will be
increasingly in demand.

Table 3. Key size comparison.

Schemes mpk msk pk sk sig.
Ref. [33] mnlogq m?logq mnlogq m?logq 2mlogq
Ref. [34] nlogq 4n2logq nlogq 2mlogq 2mlogq
Ref. [35] nlogq 4n?logq nlogq 2mlogq mlogq
This PQ-IDS mnlogq m?logq nlogq mlogq mlogq

6.2. Performance Evaluation

The performance evaluations are executed on a Windows 11 desktop with Intel Core
i7-9700 CPU 3.2 GHz and 16 GB RAM.

(1) Key size evaluation
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Firstly, the system parameters have been unified. The system parameters are set as
n = 256,q = 223 1 = 3545, which are equal to the 80-bit security level. The key size
comparisons of mpk, msk, pk, and sk with 80-bit security are shown in Figure 4, and the
results show that this PQ-IDS scheme is less than or equal to those in the other three
schemes. Meanwhile, the signature size comparisons with 80-bit and 192-bit security levels
are given as shown in Figure 5. Here, the system parameters are set as n = 256, § = 2%/,
m = 7807, which are equal to the 192-bit security level. The results show that the signature
size of the proposed PQ-IDS scheme is no more than that in the other three schemes, and
it also shows that the proposed PQ-IDS scheme has good applicability and efficiency for
data sharing in different IoT network applications. These results also prove the former
theory analyses in Section 5.1. Although the key size of mpk is not small, it can provide a
strong security level for IoT network applications facing quantum attacks, and it also can
be pre-generated to alleviate the consumption of key generation.

(2) Transaction performance for IoT data sharing

Under the former stated performance environment, the performance for IoT data-
sharing transactions has been given. Here, the throughput and latency are selected for
performance, which are the main items for blockchain transactions. Meanwhile, these two
items will influence the transaction efficiency. As shown in the following Figures 6 and 7,
the performance results of these two items in relation to the “CreateAccount”, “Query”,
and “Transaction” are presented. Note that the performance results are the average level of
10 times cross-chain transaction performance, which can eliminate errors from different
simulations of the system. From the results, the user registrations have low latency and high
throughput, and the establishment transaction amounts remain stable with the number
increasing. However, the query times of cross-chain transaction originations have high
latency and low throughput compared with the other two items because the IoT data-
sharing transactions need high frequency and large quantity.
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Figure 4. Key size comparison with 80-bit security [33-35].
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Figure 5. Signature size comparison [33-35].
Above performance evaluations show that the proposed security model is more

efficient and practical for data-sharing in IoT network applications, and the proposed
PQ-IDS scheme can well support the protection of system data and user privacy.
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Figure 6. Transaction throughput for IoT data sharing.
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Figure 7. Transaction latency for IoT data sharing.

7. Conclusions

Facing security issues in IoT network applications, this paper introduces a PQ-IDS
scheme to guarantee data-sharing security among IoT devices in different layers of the IoT
network. An IoT network security model is designed first, which divides the IoT network
applications into three layers and states the security issues. Meanwhile, a PQ-IDS scheme
with lattice assumption has been proposed, which guarantees IoT data-sharing security
in the current or future quantum computer age. The identity-based signature mechanism
can also provide a traceability mechanism for IoT node failure. Then, the security analysis
shows that this PQ-IDS can obtain the security properties of unforgeability, non-repudiation,
traceability, and post-quantum security. Moreover, the efficiency comparisons show that
the proposed PQ-IDS scheme has smaller key sizes than other schemes, and the transaction
performances show that the proposed IoT network security model has good properties.
These evaluation results show that the proposed PQ-IDS is efficient and practical for IoT
network applications.

The key size of mpk is bigger than that in NTRU-based lattice cryptography, so it is
one research purpose to reduce the key size to satisfy the demands of high throughput
and low computing power of IoT devices. Meanwhile, as the number of IoT devices
increases and the scale of the network increases, the refined control of the access rights and
capabilities of different device subjects is an important guarantee for the privacy protection
of IoT data and system users. Therefore, access control in a more fine-grained way will be
considered more for secure data sharing among different IoT devices or IoT networks in
future work.
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Abstract: This paper surveys the implementation of blockchain technology in cybersecurity in In-
ternet of Things (IoT) networks, presenting a comprehensive framework that integrates blockchain
technology with intrusion detection systems (IDS) to enhance IDS performance. This paper reviews
articles from various domains, including AI, blockchain, IDS, 10T, and Industrial IoT (IIoT), to identify
emerging trends and challenges in this field. An analysis of various approaches incorporating Al
and blockchain demonstrates the potentiality of integrating Al and blockchain to transform IDS. This
paper’s structure establishes the foundation for further investigation and provides a blueprint for the
development of IDS that is accessible, scalable, transparent, immutable, and decentralized. A demon-
stration from case studies integrating Al and blockchain shows the viability of combining the duo to
enhance performance. Despite the challenges posed by resource constraints and privacy concerns, it
is notable that blockchain is the key to securing IoT networks and that continued innovation in this
area is necessary. Further research into lightweight cryptography, efficient consensus mechanisms,
and privacy-preserving techniques is needed to realize all of the potential of blockchain-powered
cybersecurity in IoT.

Keywords: BaaS; blockchain; IoT; intrusion detection; smart contracts; security

1. Introduction

The Internet of Things (IoT) has revolutionized computing and sensing across vari-
ous domains, offering ubiquitous connectivity and data exchange [1,2]. With industrial
networks embracing IoT on a massive scale, the interconnectedness of billions of devices
presents both opportunities and challenges [3]. This proliferation amplifies the potential
for vulnerabilities and intrusions, significantly expanding the attack surface. Consequently,
continuous monitoring becomes imperative to detect and mitigate security threats swiftly.
As IoT deployments continue to burgeon, ensuring the resilience of networks against cyber
attacks demands vigilant surveillance and proactive measures to safeguard sensitive assets
and critical infrastructure [4].

The IoT system’s security and privacy could be improved with the help of blockchain
technology [2,5], with open, unchangeable, and safe transactions [5], thereby enhancing
security and privacy by utilizing blockchain technology [6]. Integrating IoT ecosystems
with blockchain technology is a promising strategy to fortify cybersecurity measures in the
evolving digital landscape. This introduction elucidates the pivotal role of blockchain in
enhancing IoT cybersecurity, emphasizing its transformative capabilities and urgent rele-
vance in contemporary digital environments. As IoT systems proliferate and interconnect,
leveraging blockchain presents a compelling solution to address the escalating cyberse-
curity challenges. By elucidating the symbiotic relationship between IoT and Blockchain,
this discourse underscores the imperative for integrating these technologies to safeguard
digital assets and mitigate emerging threats effectively.

Artificial intelligence (Al) algorithms are essential for detecting intrusions and attacks
in IoT, providing advanced capabilities to secure IoT ecosystems [7]. These algorithms
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apply machine learning (ML) techniques to analyze real-time data from IoT devices and
identify anomalies and prospective security threats. By constantly observing network
activity, sensor data, and device behavior patterns, Al algorithms can identify unusual ac-
tivities indicative of malicious intent [8,9]. One widely used approach is anomaly detection,
where Al models learn normal device behavioral patterns and flag deviations as potential
threats [3]. Supervised learning algorithms are frequently employed and trained on labeled
datasets to distinguish benign from anomalous conduct. Convolutional and recurrent
neural networks (RNNs) are two examples of very effective deep learning techniques.
CRNN s are skilled at processing sequential data, which makes them helpful in identify-
ing intricate attack patterns, whereas CNNs examine structured data, such as network
traffic [9,10]. In addition, reinforcement learning algorithms can adapt and improve over
time by continuously interacting with the IoT environment and learning from feedback to
enhance intrusion detection capabilities. Al algorithms offer powerful tools for detecting
intrusions and attacks in IoT, enabling proactive security measures to mitigate risks and
safeguard IoT networks from cyber threats [11].

Blockchain technology has recently been used by researchers in intrusion detection
systems (IDSs) for improved monitoring and detection, prevention of malicious activities
or attacks, and tamper-proof transactions and storage in IoT devices and networks [2,12].
Blockchain immutability promotes security and efficient data storage for resource-constrained
systems. Despite offering decentralization, scalability, transparency, and immutability,
this technique has challenges compared to the existing IDS approaches [5,13]. Over the
past decade, the focus on IDS for securing IoT/IIoT has intensified, driven by the need
for stringent controls, ensuring real-time operation, data integrity, and compatibility with
limited telecommunication protocols [1,3,14]. While existing literature offers insights into
risks to security and critical surveillance, this paper provides a comprehensive unconven-
tional survey, explicitly exploring the fusion of blockchain and Al for fortified IoT/IloT
IDS approaches.

Blockchain’s potential for IoT security lies in its decentralization, immutability, trans-
parency, and smart contracts. Integrating it with ML, encryption, and identity management
systems strengthens IoT security frameworks [15,16]. Industry interest and advancements
in blockchain align with current research priorities, but gaps exist in understanding its full
potential and scalability [15]. Analyzing blockchain’s current state and future trends guides
informed decisions and advancements, making it a crucial aspect of IoT security evolu-
tion [15]. This study explores the intersection of blockchain and IDS for IoT cybersecurity,
as blockchain’s features position it to enhance IoT security.

This article outlines blockchain research opportunities for IoT network cybersecurity,
trends, future direction, and challenges. First, we conduct a background study on IoT
and an overview of blockchain technology to provide context and clarity, followed by its
unique features and challenges, motivating a general-purpose IDS. We propose an IDS and
define its relationship to blockchain technology, forming a comprehensive blockchain-based
IDS framework. The presented results demonstrate the role of blockchain in improving
intrusion detection performance. Finally, we discuss research opportunities framed by our
blockchain-integrated IDS. This article provides a framework within which researchers can
better engage and collaborate in studying and exploring next-generation IDS for IoT net-
works with a vision toward ubiquitous, scalable, transparent, immutable, and decentralized
IoT networks. Notably, this review makes the following significant contributions:

1. Utilizing the preferred reporting items for systematic reviews and meta-analyses
(PRISMA) article collection approach, this study systematically gathers articles on Al,
blockchain, IDS, IoT, and IloT, shedding light on challenges, trends, and emerging
review areas in IoT IDS designs for security.

2. Focusing on articles published between 2019 and 2024, this review captures recent ad-
vancements in Al and blockchain-based IDS designs, ensuring relevance and currency
of insights.
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3. Evaluation of various Al blockchain integration techniques prioritizes factors like fi-
delity, transparency, immutability, robustness, and compactness, providing a nuanced
understanding of their performance.

4. This study underscores blockchain’s pivotal role in fortifying IoT/IloT security mea-
sures by showcasing its efficacy in enhancing intrusion detection performance.

2. Background Study

This section provides an essential framework for a clearer understanding of the dis-
cussion by elucidating the trends, limitations, and opportunities in IoT. It also provides
concepts pertinent to the current investigation of blockchain applications.

2.1. Exploring Evolving Opportunities, Trends, and Striking Demands in the Internet of Things

The IoT represents a significant breakthrough in connectivity by connecting billions
of internet-enabled devices, fostering intelligent interactions, and integrating physical
infrastructure with digital systems. IoT has expanded to encompass various industries,
including smart factories, healthcare, smart cities, and transportation [17]. Recent forecasts
indicated that IoT-connected devices exceeded 10 billion in 2021, and are expected to reach
41 billion by 2027, with smart home and factory devices driving the market [18]. Sensors
and actuators are vital to the Internet of Things as they gather data and manipulate actual
environments. However, IoT faces challenges like security vulnerabilities resulting from
resource constraints in sensor nodes and interoperability problems caused by diverse
communication protocols. Despite these obstacles, IoT’s convergence with data analytics
and Al enables real-time decision-making and predictive maintenance, leading to significant
process improvements. To ascertain the potentialities of IoT, it is necessary to address
privacy, security, data heterogeneity, and interoperability concerns.

The proliferation of IoT devices, the diverse nature of these devices, and the evolution
of communication protocols have led to a surge in enabling technologies from an engi-
neering standpoint [19]. Al and ML techniques have further enhanced the potential of
IoT by extracting insights from heterogeneous sensor data, thereby reshaping business
operations [18,20]. The modular design of IoT systems, which abstracts these systems into
separate components, enhances their adaptability and clarifies their architecture [20]. As
in Figure 1, the layered structure of IoT comprises the perception, transport, processing,
application, and analytics layers. The perception layer encompasses physical devices that
sense the environment and communicate data to higher layers, while the transport layer
facilitates communication between devices and cloud-based services. The processing layer,
typically hosted on edge or cloud platforms, provides storage and computation capabilities,
enabling scalability and interoperability. The application layer governs system operations,
interacts with users, and manages logical processes. Finally, the analytical layer offers
users actionable insights, enhancing decision-making. However, security challenges persist,
particularly in resource-constrained IoT devices and cloud-based middleware, highlighting
the need for robust security measures [20].

The IoT conceptual framework links billions of devices with internet access, allowing
data to interact with each other and their environment. The evolution of IoT has led to
ubiquitous data access, enabling real-time connectivity and interaction between physical
and digital systems across various domains. From its origins supporting radio frequency
identification (RFID) technology, IoT has expanded into diverse healthcare, transportation,
and smart factory/city applications [21]. Recent statistics indicate a significant rise in
connected IoT devices, with projections reaching 41 billion by 2027, translating to over
152,000 new connections per minute by 2025 [22,23]. This growth reflects a booming
market, with the global IoT market reaching USD 157.9 billion in 2021, primarily driven by
industrial applications and intelligent devices [22,23].

IoT presents opportunities to enhance productivity through real-time asset monitoring
and control. Industries make informed decisions by leveraging data from IoT devices, such
as sensors and actuators, improving operational efficiency. Additionally, IoT facilitates
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the development of smart applications in various sectors like factories, homes, cities, and
agriculture, leading to increased convenience and efficiency in daily operations.

Analytics
Layer

Application
Layer

Process
Layer

| Transport
Layer

Layer

Figure 1. IoT architectural layers.

2.2. I0T/IIoT Vulnerabilities and Attacks

Security remains a paramount concern in IoT and IloT, given the potential safety
and risks associated with compromised systems. Vulnerabilities persist due to protocol
limitations, insufficient mitigation strategies, and challenges in real-time monitoring, as
highlighted by various studies [24-27]. Attacks target various substrata of the IoT frame-
work, often aligning with the Open Systems Interconnection (OSI) model [25,26].

A comprehensive examination of SCADA attacks reveals their significance within
the IIoT [24]. SCADA is a pivotal component of the IloT infrastructure responsible for
monitoring industrial processes. SCADA systems integrate data acquisition, transmission,
and human-machine interface (HMI) techniques. HMIs serve as interfaces connecting indi-
viduals to devices, facilitating data visualization and real-time monitoring of production
processes, as well as machine input and output. SCADA architecture typically comprises
the master terminal unit/station (MTU/MSU), which functions as the control center, sub-
MSUs/sub-MTUs as secondary control centers, remote terminal units/remote station units
(RTUs/RSUs) acting as programmable logic controllers (PLCs) and intelligent end devices
(IEDs), used for sensor and actuator data monitoring. The authors looked at common
IoT/IIoT attacks, their methodologies, and frequently employed tools in IoT/IIoT [24,28]
as follows:
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1.  Distributed denial-of-service and denial-of-service (DDoS/DoS) attacks deprive au-
thorized users of network resources, primarily targeting availability requirements [4].
In such scenarios, a compromised remote terminal unit (RTU) inundates the master
terminal unit (MTU) with arbitrary packets, causing network capacity depletion and
hindering the accessibility of resources for legitimate users. The RTU and MTU'’s
communication ability is interfered with, impeding supervision and process tracking.
Low Orbit Ion Cannon (LOIC), Slowloris, Raksmart, Hulk, and Tor’s Hammer are
typically used attack tools [24,29,30].

2. The man-in-the-middle (MiTM) attack intercepts network traffic by infiltrating device
communication paths. It is achieved by observing the network, inserting irregularities
into transmissions, and relaying them to the intended recipient. Successful execu-
tion of this attack hinges on maintaining the session connection while keeping the
attacker’s presence concealed, using spoofed IPs to evade detection [28,31]. SSLStrip,
Evilgrade, and Ettercap are standard tools that enable MiTM attacks [24,32,33].

3. MTUs and sub-MTUs can access the wired or wireless network through passive or
active eavesdropping, allowing attackers to introduce spyware and exploit vulnerabil-
ities [28,34].

4. Masquerade attacks involve impersonating legitimate network users through fake
identities and IP spoofing, facilitating the theft of sensitive information. Attackers may
employ brute force tactics to exploit stolen passwords for unauthorized access [28,35].

5. Viruses, Trojan horses, and worms are deployed by attackers post-MitM or masquer-
ade attacks to infect MTUs. These malicious codes grant unauthorized access to the
infected system, allowing attackers to launch further assaults or propagate throughout
the network, potentially causing system instability or collapse [28].

6. Fragmentation attacks exploit weaknesses in packet reassembly processes, causing
MSU/MTU failure when transmitting oversized data, leading to system collapse [28].

7. Doorknob rattling involves preparatory actions, such as limited system access at-
tempts, to test security measures’ readiness and responsiveness before an attack [28].

8.  Attacks known as reconnaissance aim to learn more about a network and its hardware
characteristics. Guarding sensor readings from the operational procedure is, therefore,
essential. Attacks such as response injection introduce deceptive inputs into a control
system, prompting control algorithms to make incorrect decisions. In a command
injection assault, fictitious control commands infiltrated the control system. Human
intervention may cause an improper control action, or bogus commands may be
injected and cause RTU and field device register values to be overwritten [24,28,36].

2.3. Overview of Blockchain Technology

A blockchain, originally designed to support cryptocurrencies, has evolved into a
disruptive force across various sectors. It serves as a decentralized ledger, ensuring secure
and transparent recording of transactions. Its distributed architecture and cryptographic
principles guarantee data integrity and resilience against tampering [37]. Security issues
with IoT devices, blockchain, and connecting IoT devices to blockchain networks are
cybersecurity concerns for blockchain-based IoT systems [2,38].

A blockchain operates as an open digital ledger on a peer-to-peer network, recording
timestamped transactions in immutable blocks. Each block is connected to the following
and encrypted, maintaining transparency and integrity without centralized control. It
encompasses public and private variants, with public blockchains offering universal access
and private ones restricting entry to authorized entities [38]. Transactions undergo digital
signing, grouping, and storage in a distributed electronic database, ensuring consensus and
verification to prevent tampering. This decentralized approach ensures data consistency
across all ledger copies. Figure 2 shows the blockchain data transmission approach within
the IoT networks.
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Figure 2. Blockchain transaction process.

2.3.1. Major Blockchain Security Features
1.

Data immutability and integrity: Blockchain’s immutability guarantees that recorded
data remain unchangeable without network consensus, making it ideal for securing
critical IoT data like sensor readings, supply chain details, and device logs. This
feature is crucial for maintaining data integrity, a top priority in IoT systems requiring
accurate and unaltered data throughout storage and transmission [2,39].
Decentralization and transparency: Acting as decentralized and distributed ledgers,
transactions are recorded across numerous nodes, ensuring no single entity controls
the network. The decentralized architecture in IoT devices lessens the dependence
on central authorities and promotes transparent and tamper-resistant transactions.
It eliminates single points of failure and bolsters system resilience against cyber
threats [2,40].

Smart contracts: These self-executing agreements coded on the blockchain automat-
ically execute actions based on conditions, reducing reliance on intermediaries in
IoT transactions [41,42]. By automating predefined tasks, such as maintenance alerts
or data validation, smart contracts improve efficiency and minimize the need for
intermediaries and potential vulnerabilities in IoT transactions [40].

Consensus mechanisms: Consensus mechanisms are sets of rules and protocols used
in blockchain networks to achieve agreement among network participants regarding
the validity of transactions and the state of the distributed ledger [43]. This ensures
that all nodes in the network reach a consensus or joint decision about the current
state of the blockchain. Various consensus mechanisms facilitate agreement and trust
in decentralized networks by establishing rules for adding new transactions to the
blockchain and resolving conflicts among participants [44]. Some of these mechanisms
are as follows:

a. Proof of Work (PoW): Requires solving complex puzzles for transaction vali-
dation and block creation; ideal for highly secure IoT systems like industrial
control systems [42—44].

b.  Proof of stake (PoS): Selects validators based on staked coins; offers energy
efficiency suitable for resource-constrained IoT devices like smart home sys-
tems [42,43].

c. Delegated proof of stake (DPoS): Uses elected nodes for transaction valida-
tion, ensuring high speed and scalability for real-time IoT applications like
smart cities.
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d.  Proof of authority (PoA): Validators verify identity; benefits enterprise IoT de-
ployments like supply chain management and ensures accountability [42,43].

e. Practical Byzantine fault tolerance (PBFT): Focuses on low latency and high
throughput, making it suitable for financial IoT systems or autonomous ve-
hicles requiring rapid consensus. These mechanisms collectively ensure data
integrity, security, and trust in IoT, tailored to specific IoT application needs and
constraints [42-44].

5. Identity management and authentication: Blockchain-based identity solutions enable
secure and verifiable identity management in IoT to establish trust among themselves,
ensuring that only authorized devices participate in the network [45].

6.  Encryption: Transactions and data stored on the blockchain are encrypted using
advanced cryptographic algorithms, ensuring that data remain private and secure,
and protecting sensitive IoT data against vulnerability [45].

7. Privacy and confidentiality: Private blockchains provide controlled access to data,
guaranteeing confidentiality and making them suitable for scenarios where sensitive
information needs secure sharing. IoT leverages private blockchains for securely ex-
changing critical data, such as patient health records or industrial process data [2,45].

Blockchain’s features contribute significantly to IoT cybersecurity by providing trust,
transparency, and robustness [2,5]. However, scalability remains a hurdle for expansive
IoT implementations due to energy-intensive consensus mechanisms. In addition, inter-
operability is needed across various blockchain and IoT protocols for seamless device
integration [5,38]. Researchers continue to explore innovative solutions to address chal-
lenges and enhance the synergy between blockchain and IoT. Figure 3 elucidates blockchain
integration with Al for intrusion detection.
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Figure 3. A diagram of an example of the combination of blockchain and IDS, visually demonstrating
the benefits of intrusion detection [46].

2.3.2. Opportunities and Challenges in Blockchain—IoT Convergence

The convergence of blockchain and IoT presents a compelling synergy, combining
blockchain’s decentralized, transparent ledger with the interconnected network of IoT
devices [47,48]. Blockchain, known for its secure transaction data storage, has expanded
beyond cryptocurrencies like Bitcoin to include immutable data chains [49]. IoT, con-
versely, encompasses a vast array of interconnected devices exchanging data, facilitating
innovative interactions, and bridging physical and digital domains [47]. Integrating IoT
with blockchain networks presents opportunities to enhance data integrity, trust, and
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decentralization in IoT systems [2,50]. Through blockchain, IoT devices can securely trans-
mit data, ensuring immutable records of transactions [51]. This approach fosters trust
between devices, reducing dependence on central authorities and intermediaries, thus
enhancing security and resilience [51,52]. The intersection of IoT and blockchain faces
challenges in scalability, resource constraints, and privacy [2,21,50,52-57]. As IoT expands,
ensuring blockchain scalability while considering the limitations of IoT devices becomes
crucial [56]. Optimizing blockchain solutions for IoT devices’ computational and storage
constraints poses a challenge [58,59]. Balancing transparency and data privacy is also
complex, requiring innovative approaches to maintain the benefits of a transparent ledger
while safeguarding sensitive information.

2.3.3. Trends and Innovations in Blockchain and IoT Convergence

Several significant trends mark the convergence of blockchain and IoT [48]. Edge com-
puting is rising, boosting real-time processing for IoT devices and reducing latency, while
Al integration enables advanced decision-making and predictive analytics [54]. The deploy-
ment of high-speed 5G networks further empowers IoT applications [60], complemented
by developing communication frameworks like blockchain-enabled architectures to ensure
secure data exchange among IoT nodes [21]. However, navigating this landscape requires
addressing challenges and seizing opportunities to shape the future of interconnected
intelligent systems [21,54].

Blockchain technology has garnered attention for its secure transaction methods and
potential to address internet security issues. Recent innovations like federated blockchain
offer enhanced scalability and transaction privacy, exemplified by platforms like R3 and
Corda [21,61,62]. Blockchain-as-a-service (BaaS) simplifies blockchain app development
and maintenance, while Ricardian contracts provide legally valid electronic documents
linked to agreements [21,61,63]. Blockchain interoperability facilitates seamless data ex-
change and cross-chain transactions, while integration into social networking incentivizes
content creation through token rewards. Hybrid blockchains offer enhanced security and
flexibility by combining public and private blockchain elements [21,61-63].

2.3.4. Potential Use and Applications

The IoT industry is witnessing a surge in interest, focusing on integrating real-time
data analytics directly into IoT standards. Previously seen as a passive data monitor-
ing tool, IoT now empowers autonomous applications with real-time decision-making
capabilities, becoming a fundamental requirement in deployments [5,64]. For instance, inte-
grating real-time analytics with equipment monitoring systems in manufacturing facilities
has transformed predictive maintenance practices [2,21]. By combining sensor data with
advanced analytics, manufacturers can predict equipment failures proactively, minimiz-
ing downtime and optimizing production efficiency, especially in critical industries like
automotive manufacturing or semiconductor fabrication [2,64].

Meanwhile, the modern internet landscape is evolving to prioritize the availability
and security of connected resources. With its decentralized ledger system, blockchain
technology is reshaping transactions across sectors like finance, healthcare, and supply
chain management [2,21,51,65,66]. Blockchain enables smart devices to offer users greater
control and insights, while integrated sensors enhance real-time monitoring in supply
chains [65]. Smart contracts streamline agreement execution, reducing reliance on interme-
diaries [2]. Furthermore, blockchain applications extend to healthcare, electronic voting
systems, digital identity verification, and property registration, addressing governance and
asset management challenges [67]. In addressing global challenges such as the COVID-19
pandemic, blockchain, and IoT integration offer transparent and efficient solutions for
collective action [2].

The blockchain’s decentralized and impenetrable structure offers several benefits
when integrated into IoT systems. Some critical use cases and applications are as follows:
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1.  Data integrity and immutability: Ensures data integrity from IoT devices, offering
an immutable ledger where data records are cryptographically linked, time-stamped,
and unalterable. Each transaction is securely stored, guaranteeing the authenticity
and reliability of IoT data [2,56,68].

2. Secure device identity and authentication: Verifies IoT device identities and prevents
unauthorized access. Blockchain-based digital certificates uniquely identify devices,
with smart contracts enforcing access control. Only authorized devices, validated
through cryptographic measures, can interact within the network [21,56,66].

3. Decentralized access control: Reduces reliance on central authorities and eliminates
single points of failure. Blockchain enables decentralized access control through smart
contracts, ensuring distributed permissions management. No single entity controls
the entire IoT network, enhancing resilience and security [2,21,56].

4. Supply chain transparency and traceability: Tracks the journey and origin of data
and records all transactions transparently and tamper-proof, providing an immutable
audit trail. This fosters trust and reduces the risk of anomaly [2,52,56].

5. Secure firmware updates: Ensures secure over-the-air (OTA) updates for IoT devices
and verifies the authenticity of firmware updates, allowing devices to validate soft-
ware integrity before installation. This safeguards against malicious updates and
ensures device security [2,21,56].

6.  Distributed threat intelligence sharing: Collaborates on threat intelligence across IoT
networks and facilitates secure sharing of threat data among devices and organizations.
Malware signatures, attack patterns, and other threat intelligence can be exchanged,
enhancing collective defense mechanisms [2,21,56].

7. Privacy-preserving data sharing: Enables selective data sharing while protecting
privacy, employing privacy-preserving techniques like ZKPs to enable selective data
disclosure. Users can share specific data without revealing sensitive information,
ensuring privacy while promoting collaboration [2,21,56].

8. Smart contracts for automated security policies: Automates security policies and
responses. Smart contracts execute predefined security rules autonomously. For
instance, compromised devices can be automatically isolated from the network, pre-
venting further threats and maintaining network integrity [2,51,56].

2.4. Examining Blockchain’s Progression in the Quantum Age

Notwithstanding the industrial transformation by blockchain’s decentralized and
secure characteristics, the rise of quantum computing presents significant challenges to
the conventional cryptographic methods underpinning blockchain systems. Quantum
computers exploit quantum bits (qubits) to perform computations exponentially faster than
classical computers, potentially breaking widely used encryption algorithms like Rivest—
Shamir—Adleman (RSA) and elliptic curve cryptography (ECC) [69,70]. Shor’s algorithm
exemplifies this threat by efficiently factoring large numbers and exposing current encryp-
tion schemes [71]. Researchers are actively developing post-quantum cryptographic (PQC)
algorithms that resist attacks from classical and quantum computers to counter quantum
threats [71-73]. These PQC algorithms ensure long-term security for blockchain systems,
including lattice-based cryptography, code-based cryptography, hash-based signatures,
and multivariate polynomial cryptography [69,70].

Blockchain platforms are exploring the integration of post-quantum cryptography to
address these challenges [70]. This integration entails upgrading cryptographic primitives
such as digital signatures, key exchange protocols, and hash functions to PQC standards
while maintaining backward compatibility and transaction efficiency [72]. Adopting proac-
tive measures and fostering collaboration among blockchain developers, cryptographers,
and quantum computing experts are crucial for securely navigating this transition [70,71,73].
Implementing robust post-quantum cryptographic standards is paramount to upholding
the integrity and security of blockchain systems amidst quantum advancements [69,70,72].
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2.5. Analysis of Survey on Blockchain for Security Concerns of IoT/IIoT

Ferrag et al. [55] conducted a summary of existing studies on IoT network security
with blockchain and investigated blockchain-based security and privacy systems across
various types of IoT applications. The work compared consensus algorithms based on
nine properties and classified security analysis techniques into four categories. Finally,
they highlighted steps for constructing and assessing security systems built on blockchain.
Exploring blockchain’s potential beyond cryptocurrency, Padma et al. [53] focused on
its applications in IoT monitoring and supply chain management, proposing blockchain
integration as a viable solution and highlighting research challenges and opportunities in
leveraging blockchain for IoT advancement. Abubakar et al. [57] conducted a thorough
survey on integrating blockchain with IoT, outlining limitations, benefits, and architectural
insights across various IoT domains, addressing challenges, exploring solutions, and
proposing future research directions.

Ankit et al. [38] systematically surveyed recent IoT security technologies, empha-
sizing session keys, blockchain integration, Al-based authentication, and authentication,
stressing the need for ongoing improvements and collaboration in security mechanisms
to address evolving threats and inspire future research in IoT security. Blockchain’s de-
centralized nature offers promising solutions for enhancing IoT security, as explored by
Banda et al. [74], who reviewed security enhancements facilitated by blockchain for IoT,
including identity management, authentication, and data privacy, and examined its role in
enabling end-to-end food traceability. Alam et al. [21] investigated blockchain integration
with IoT architecture, evaluated academic research, discussed issues of interoperability and
stability, and explored trends and advantages of combining blockchain with IoT.

Mathew et al. [12] analyzed blockchain’s capabilities in IIoT, identifying vulnerabilities
and proposing blockchain integration with collaborative IDS to enhance trust in IloT
networks. Shamar et al. [58] concluded that integrating blockchain with IoT presents
significant security challenges and emphasized the need for pre-validation of data, security
measures in public spaces, and tailored lightweight blockchain-powered solutions for IoT
requirements. Alzoubi et al. [56] evaluated the state of blockchain-integrated IoT, examining
challenges, proposed solutions, future research directions, and emerging trends, aiding
practitioners and researchers in navigating integration complexities. A new paradigm
investigated the possibility of handling security and privacy concerns, particularly in IDS
for IloT networks employing a combination of federated learning (FL) and blockchain [59].
Exploring the potential of blockchain in FL for enhancing IDS in monitoring IToT network
traffic offered recommendations for effective implementation. It also discussed concerns
and potential avenues for future study in the duo for cybersecurity and intrusion detection
for IloT.

2.6. An Overview of Related Works and Areas for Research

The review mentioned above in blockchain and IoT integration shows that the ap-
plicability of blockchain to IoT cybersecurity has not yet been thoroughly studied. This
evaluation effort boldly depicts the connection between explainable AI (XAI) and IoT secu-
rity. Although there are surveys on the integration of blockchain and IoT for cybersecurity,
as far as we know, research has yet to consider demonstrating the role of blockchain in
improving intrusion detection performance. However, despite the multiple surveys regard-
ing the security of IoT and blockchain, a limited survey is available on integrating both
technologies for intrusion detection in IoT. Thus, this is the first attempt to comprehensively
review incorporating blockchain and IoT for secure intrusion detection in IoT networks.
Table 1 summarizes the research on blockchain technology’s role in IoT cybersecurity, fo-
cusing on its limitations and the advancements proposed in this research. Existing studies
offer valuable insights into how blockchain can enhance IoT security, particularly in IDS.
This research guides future investigations, suggesting avenues for further integration and
exploration in this field.
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Table 1. Summary of the review of the literature highlighting the key findings of each paper (Yes: 1/,
No: ).

Author Year Systematic Review Methodology IoT Blockchain Integration IDS Use Case Demonstration
[75] 2018 X v X X X
(53] 2019 X v X X X
[74] 2019 X v v X X
[68] 2019 v v X X X
(541 2019 X v X X X
[76] 2020 X X X X X
[77] 2020 X v v v X
(78] 2020 X v v X X
[55] 2021 X v v X X
(58] 2021 X v X X X
[12] 2022 v v v v X
[38] 2022 X v X v X
(571 2022 X v X X X
[56] 2022 X v X X X
[52] 2022 X v v X X
[65] 2022 v v v X X
[79] 2022 X v v X X
[21] 2023 X v v X X
80] 2023 X i v v x
[59] 2024 v v v v X

This Study 2024 4 4 4 4 4

3. Review Methodology

This section presents a methodical illustration utilized for the in-depth evaluation.
The ‘mentefacto conceptual design’ [81] and the meta-analysis (PRISMA) [82,83] served as
inspiration for the creative reviewing methodologies used in this work. Articles released
between 2019 and 2024 were given precedence during the selection process. However,
the year of publication becomes inconsequential in the event of a historical context in the
evaluation. Ref. [84] states that the following databases are the best places to find research
about computer science and engineering: IEEE Xplore, ScienceDirect, Springer, a few social
media sites like Academia and Google Scholar, ResearchGate, and Sage. Furthermore, we
only considered papers prepared in English for our final evaluation. Table 2 summarizes
the lists of documents based on the database source using the critical search terms AT,
‘CYBERSECURITY’, “BLOCKCHAIN’, ‘IDS’, ‘IoT’, and ‘IloT’. Similarly, Figure 4 displays
the flow diagram for PRISMA used for the comprehensive analysis and the criteria for
choosing the last set of papers. For IDS, only AI-BLOCKCHAIN integrated documents
were used for quantitative analysis. As a result, a thorough narrative analysis enabled a
systematic summary and described the findings of the screened literature. The following
are the requirements for inclusion of papers in the survey:

1. The articles must be original works released as conference proceedings, journals, or arXiv.

2. The final discussion does not consider background and history; only papers published
between 2019 and 2024 are included.

3. Only articles that discuss the problems and challenges of integrating AI- BLOCKCHAIN
for cybersecurity are considered for the qualitative study.
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4. To be eligible for comparison, this review paper must address blockchain and Al
integration for IDS and security compared to other recent review works.

5. English must be used to write all of the papers.

6.  Finally, publications with access restrictions are excluded because the writers could
not access the databases.

Screen ¢
~
Papers after removal
of duplicated entries

Excluded papers

[n=177] o=z
Eligible
Article Papers R Article Papers
determined for —>| excluded with basis
eligibility [n = 129] [n=18]
Include 1

Article Papers
included with basis
[n=101]

Article for qualitative
analysis
[n=10]

Figure 4. PRISMA flow illustrates how the final 111 papers at the reference were chosen and the
10 publications that specifically addressed combining blockchain with Al for IDS in IoT.

Table 2. Publications employed in this study.

Database Source No. of Documents % Freq
IEEE Xplore (Journals) 30 27.03
IEEE Xplore (Conferences) 10 9.01
MDPI 18 16.22
Springer 18 16.22
ACM 3 2.70
arXiv Pre-print 2 1.80
Google Scholar 5 4.50
Hindawi 1 0.9
Frontiers 2 1.80
Taylor & Francis 1 1.09
ScienceDirect (Elsevier) 12 10.81
Other Sources (Blogs, Reports, and Websites) 10 9.01
Total 111 100.00
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Table 2 and Figure 4 contain the usage summary and document searches, respectively.
A total of 189 (130 + 59) publications were found throughout the search. Screening out
22 papers due to duplication left 167. Following a relevancy screening and removing
papers with open abstracts but restricted access to the full text, 20 were eliminated. With
the above inclusion criteria, 20 of the 129 left documents were eliminated. For the survey,
111 publications in all were used. Of these, 101 were used for qualitative analysis, and
the remaining 10 (see Table 3) were only articles on Al and BLOCKCHAIN integration

implementation for cybersecurity. Thus, they were used for the particular review.

Table 3. Articles on blockchain-based IDS techniques for IoT/IloT.

Study Technique Focus Achievement Year
Proposed a combination of To detect and prevent security
[85] blockchain and CNN for threats in the application and Minimized the impact of attacks on 2023
Software-defined network network security layers of the SDN-based IIoT architecture layers.
(SDN)-based IIoT architectures SDN-based IIoT architectures.
Creation of an IDS powered by ML Simulation results could improve
[86] algorithms and blockchain to Aims to encrypt interactions privacy and security by providing a 2023
improve the privacy and security of  between IoT devices. tamper-proof decentralized
IoT devices. communication system.
Using the Ethereum smart contract
Deep learning with blockchain The appr(?ach ensures secure data to handlg data security concerns
. transmission and integrity by with the interplanetary file system
[87] orchestration for safe data transfer L R 2023
in IoT-enabled healthcare systems exploiting the zero-knowledge (IPFS) for off-chain storage to
" proof (ZKP) scheme alleviate the problem of data
storage costs.
[88] A hybrid decision tree method To integrate ML' with blockchain for I?redlct. atta?k within 'the shortest 2023
anomaly detection time with high detection accuracy.
. . . . To guarantee the security and Improved performance in anomaly
[89] A hghtw?lght blockchain security privacy of cloud-based IloT detection when compared with 2023
model driven by AL
systems. other models.
. . The technique minimizes resource
By ensuring secure aggregation, .
. . . > waste and quickens the global
A secure aggregation mechanism local device data masking stops ,
[90] - . .. model’s convergence rate by 2023
for FL based on blockchain hostile servers from compromising .. . .
. . synchronizing clients with an
and reconstructing training data. -
antiquated model.
. . . According to experimental results,
A blockchain network is used in the  To safely carry out the FL-based , L
[91] proposed system for a safe FL aggregation and produce a global the framework’s processing time 2023
model ageregation model was nearly identical to that of the
8818 ’ ’ original FL model.
The training on the secure enclave
Multi-signature authentication is resulted in a slight drop in accuracy,
used to confirm the integrity of the  To give a verifiable ML model and  according to the experimental
[92] global ML model and TEE is used guarantee the participant’s local findings. Additionally, 2023
to safeguard each client’s local model training security. multi-signature execution time has
model training. no discernible impact on blockchain
network speed.
lncorpgrates blockcham. based ona The simulation findings validate
A blockchain-driven edge reputation for decentralized the approach’s efficiency and
[93] transaction recording and 2022

intelligence methodology

verification, guaranteeing privacy
and data protection.

robustness over state-of-the-art
cyberattack detection methods.
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Table 3. Cont.

Study Technique Focus Achievement Year
To defend industrial control
A security architecture that Sgﬁfﬁ:ﬁ;ggﬁC;Zntgif:;;utm The assessment’s findings confirm
[94] combines SDN and blockchain P & the suggested security measures’ 2019

attacks on OpenFlow rules in
industrial IoT systems with SDN
enabled.

technology. effectiveness and efficiency.

The rapid IoT expansion, connecting billions of devices, faces several critical chal-
lenges, including counterfeit hardware, communication security, system management
complexities, and data privacy issues. Although in its infancy, studies have shown that
the emergence of blockchain technology, known for its decentralization, transparency, and
security, aims to enhance resilience against single points of failure. Immutable records
enable transparent data sharing and auditing with cryptographic mechanisms to improve
data integrity and authentication while automating processes and enforcing rules within
the IoT network. Table 3 highlights some attempts at blockchain-based intrusion detection
systems for IoT. The next section spotlights this study’s findings on blockchain applications
for IoT intrusion detection.

4. Findings and Discussion
4.1. Role of Blockchain in Enhancing IDS Security

Blockchain enhances IDS security by ensuring the integrity and reliability of security
data through its immutable and decentralized architecture [85-87,95]. Timestamping
and cryptographically linking data blocks enable secure and tamper-proof logging of
IDS events, mitigating the risk of data manipulation or deletion [91,92]. Additionally,
blockchain’s distributed consensus mechanism eliminates single points of failure in IDS
networks. It provides a transparent audit trail of security events, enhancing reliability
and fault tolerance against cyber threats [87,90], and strengthening IDS security. The
immutability of blockchain prevents unauthorized alterations once data are recorded, while
distributed nodes fortify resilience and resistance against attacks [88,89,94]. Encryption
further safeguards identity data, making any attempts to alter data detectable due to
the blockchain’s transparent nature [87,93]. Existing implementations and case studies
validate blockchain-based decentralized identity management systems, with key players
like IBM spearheading advancements in various sectors using blockchain technology [96].
The decentralized identity management systems empower consumers with control over
their data, ensuring enhanced privacy, security, and interoperability while fostering a
user-centric approach [96]. Overcoming challenges and effectively adopting blockchain
can lead to developing safer and more respectful digital identity management systems [96].

Integrating blockchain technology with ML holds immense potential for strengthen-
ing security in IoT networks. It offers tamper-resistant and transparent data integrity and
transaction verification, which enhances intrusion detection capabilities [16]. This synergy
enables real-time monitoring, pattern identification, and anomaly detection, facilitating
efficient resource management and proactive maintenance [97]. Combining optimiza-
tion techniques yields a robust and scalable solution for intrusion detection, boosting
efficiency and security in interconnected environments [98]. Improves process efficiency,
reducing spatiotemporal scenarios and enabling smart manufacturing processes while
facilitating extensive data analysis in industrial IoT networks [12]. Combining blockchain’s
immutable nature with ML's resilience enhances IDS accuracy, trustworthiness, and trans-
parency, ensuring data integrity, eliminating single points of failure, and providing au-
ditable and tamper-proof logs and audit trails for better monitoring and accountability in
security incidents.
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Some studies have explored the integration of blockchain and ML for intrusion detec-
tion, as in Table 3. These attempts showed significance in the various applications. Figure 5
demonstrates the combination of blockchain and IDS in a federated learning approach.

Blockchain-machine learning integrated IDS framework
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Figure 5. Illustrating the integration of blockchain and machine learning-based intrusion detection.

4.2. Security of IoT Devices

IoT systems encounter security risks like data breaches and malware due to the
sensitive nature of stored information, leading to identity theft and fraud. Exploring IoT
and blockchain security delves into blockchain’s potential applications in enhancing IoT
security. IoT devices are fundamental components of IoT systems, yet they face significant
security challenges due to resource constraints and diverse deployment environments.
Authentication and authorization methods for IoT devices in blockchain-based systems
must be lightweight and scalable to accommodate limited resources while ensuring security
and privacy. Additionally, ensuring firmware integrity and facilitating secure updates are
critical but complex tasks in IoT device security, which blockchain smart contracts and
consensus mechanisms can address. Moreover, securing communication channels and data
privacy and addressing physical security concerns are essential to protecting blockchain-
based IoT systems from various threats [2,5,52].

4.3. IoT Network Security

In blockchain-based IoT systems, network security is paramount for ensuring system
reliability. Challenges include mitigating DDoS attacks, where the distributed network’s
nature amplifies risks, and addressing Sybil attacks through identity verification mech-
anisms. Detecting and mitigating rogue devices is crucial, facilitated by blockchain’s
tracking capabilities and anomaly detection algorithms. Additionally, interoperability
challenges between IoT devices and blockchain networks necessitate standardized com-
munication protocols and APIs [68]. Furthermore, as IoT device interconnections grow,
adopting blockchain can streamline data flow by enabling direct device interactions without
centralized servers, enhancing system efficiency and security [5,21,75].
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4.4. Blockchain Security in IoT

Blockchain technology, fundamental to blockchain-based IoT systems, introduces
unique cybersecurity challenges. Consensus mechanisms, crucial for transaction validation,
pose challenges due to IoT device constraints, requiring lightweight and energy-efficient
solutions. Scalability and performance issues arise from the high transaction volume,
demanding scalable blockchain solutions tailored to IoT requirements. Privacy concerns
necessitate privacy-preserving techniques like ZKPs, while smart contracts require rigor-
ous security measures to mitigate vulnerabilities. Achieving consensus and governance
among diverse stakeholders and navigating regulatory complexities further underscore the
multifaceted security challenges in blockchain-based IoT systems [2,51].

IoT devices face security risks like data breaches and malware due to design flaws,
interoperability, and remote deployment. Blockchain integration offers encryption, au-
thentication, access control, and vulnerability management to bolster IoT security [2,66].
Although XAI enhances accountability, debugging, adaptation, and deterrence against
attacks in blockchain-based IoT systems [83,99,100], additional methodologies such as
blockchain, feature attribution, model summarization, counterfactual justifications, and
causal modeling enhance system accountability and transparency [100,101]. Despite limita-
tions such as standardization, data privacy, and computational complexity, the potential
benefits of XAI in blockchain systems merit further exploration [83,100]. Table 3 sum-
marizes the solutions and challenges across various integration approaches of blockchain
for IoT network cybersecurity, highlighting the importance of leveraging blockchain se-
curity features to fortify IoT systems against threats and safeguard their operations and
data integrity.

4.5. Blockchain Application in IoT

The implementation of blockchain has a lot of possibilities to improve the functional-
ity and security of IoT, particularly in smart factories/cities, by ensuring increased trust,
transparency, and efficiency [2]. Critical blockchain applications in IoT systems include
data integrity and security, achieved through tamper-resistant ledgers distributed across
multiple nodes. These are crucial for managing vast data generated in intelligent sys-
tems [2,76,80]. Blockchain-based identity management ensures secure access to devices and
services by assigning unique cryptographic identities stored on the blockchain, establishing
a trustworthy framework for managing IoT ecosystem entities [76,102,103]. Smart contracts
automate transactions and processes in smart cities, enabling efficiency and transparency
in areas like energy trading and supply chain management [2,55,59]. Blockchain-based
IoT networks with decentralized infrastructure and interconnectedness have fewer inter-
mediaries and single points of failure, increasing security and reliability and boosting
resilience for industrial applications [55,104,105]. Moreover, blockchain enables micro-
payments and value exchange between IoT devices, simplifying transactions in scenarios
like automated processes in smart factories [77,80]. While this integration promises to
revolutionize industrial processes, scalability, interoperability, and governance must be
addressed for large-scale IoT deployments [2]. Data transparency and the need for security,
availability, and trustworthiness have motivated blockchain technology in IoT. The perfor-
mance, methodology, and year of publication of a few recent research on blockchain-based
IDS for IoT are summarized in Table 3.

The surge in cybersecurity attacks presents a significant challenge for protecting IoT
networks due to their inherent vulnerabilities and resource constraints. Integrating IoT with
AT has gained traction to bolster security by leveraging Al’s analytical capabilities to detect
attack patterns across network traffic [65,78]. However, centralized Al-based approaches
face trust and scalability issues, making them incompatible with the decentralized nature
of IoT. By facilitating safe data flow between untrusted nodes and offering decentralized
defense strategies, blockchain promises to improve IoT security. Despite its potential,
blockchain solutions encounter challenges such as limited insight into IoT networks and
scalability issues [65,106]. More efficient and intelligent decentralized defense solutions are
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needed to overcome these hurdles, with Al and blockchain emerging as promising allies,
combining Al’s analytical prowess with blockchain’s decentralized architecture.

A blockchain-based training scheme, a secure support vector machine, was presented
by Shen et al. [107] to protect IoT data privacy in smart city applications. By leveraging
blockchain, the model enables secure data sharing among IoT data providers without
depending upon a trusted agent, utilizing a Paillier cryptosystem and encryption methods
to guarantee data ownership, integrity, and privacy during training. IoT devices transmit
encrypted data to data providers through a unified blockchain ledger, which is stored
securely. The proposed approach, evaluated with real-world datasets like the heart disease
and breast cancer Wisconsin datasets, maintains SVM classifier accuracy while preserving
IoT data privacy.

BlockIoTIntelligence is a framework developed to improve big data analytics by com-
bining blockchain and AI [67]. It consists of four layers: cloud intelligence, fog intelligence,
edge intelligence, and device intelligence. Each layer uses blockchain and Al to process
and analyze data. The suggested approach proved highly accurate in tackling IoT security,
confidentiality, storage capacity, and data flow concerns via qualitative and quantitative
analysis, offering a more effective solution than conventional IoT schemes.

4.6. Case Study of AI-Blockchain Integration and Result Evaluation

To solve the security and privacy issues with IIoT systems, the works of [89] com-
bine blockchain with Al In addition, the framework achieves improved classification and
detection accuracy with reduced execution time. The anomaly detection performance is
improved when auto-encoder-based transformation and blockchain authentication are
combined, as seen by the suggested model’s ability to combine high security and compu-
tational efficiency compared to alternative methods. However, the major obstacle is the
computational complexity of the consensus mechanism.

In [90], researchers utilized blockchain in an FL framework to protect end device data
from malicious servers. They introduced a callback mechanism to streamline communica-
tion between FL servers and devices, addressing issues like stragglers and dropouts while
ensuring secure aggregation of masked models to minimize complexity and resource usage,
especially for IoT devices. Despite the computational complexities inherent in blockchain,
this method enhanced computational efficiency and ensured secure communication within
the federated network. However, using an aggregator/server limits the system to a single
point of failure, which is quite concerning.

Blockchain was introduced by Kalapaaking et al. [91] to provide safe FL localized
model aggregation in IoT networks. Every blockchain node performed secure aggregation
activities using a trusted execution environment (TEE) based on Intel Software Guard
Extensions (SGX). Experiments showed comparable processing times to the original FL
model and a slight 2% decrease in accuracy. Further practical improvements are needed,
such as support for diverse jobs in blockchain-based FL with TEE-based secure aggregation,
even though a hash-based consensus mechanism assures model fidelity.

Similarly, a subsequent study by [92] presented a secure and verifiable FL framework
for IoT systems, utilizing a TEE and multi-signature scheme to protect the training process
and ensure model integrity. Participants trained local models within the TEE, which were
verified by the blockchain aggregation manager before aggregation by blockchain nodes.
The resulting global model was stored in tamper-proof storage, verified through multi-
signature, and distributed to FL participants for subsequent rounds, ensuring the integrity
of the FL process. Despite the achievement, the approach still requires enhancing the
security and speed of the training process within the secure enclave.

Recently, a study integrated blockchain to secure data privacy during aggregation
and transmission, ensuring model update integrity and transparency through smart con-
tracts [46]. This combination minimized global model loss with improved detection accu-
racy against adversarial perturbation, with average latency for training and aggregation,
respectively, enhancing security, scalability, and participant trust.
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4.7. Practical Implementation and Evaluation Results

Monitoring and optimizing the performance of the IoT systems is essential for in-
telligent industrial operations, with accurate attack prediction key for effective security
management. IoT devices serve as crucial sensors and data collectors in monitoring in-
dustrial processes, with real-time data used to train ML models for cybersecurity threat
detection, bolstering critical infrastructure security against attacks. However, sharing
sensor data centrally raises concerns about privacy and security. FL shows promise in
addressing these issues by conducting ML model training on the clients but faces a vulner-
ability in model parameter aggregation, leading to sensitive information leakage through
aggregated model updates.

This study includes exploratory results of a blockchain implementation to secure
model aggregation to tackle this challenge. The proposed system integrates blockchain with
FL, utilizing a private Ethereum platform to establish a blockchain network. FL, executed
through a Solidity-based smart contract, incorporates data encryption and aggregation
facilitated by the web3.py Python library for blockchain communication. Training involves
a convolutional neural network model with enhanced security via adversarial training,
fortifying the model against attacks. This methodology combines blockchain platforms,
smart contracts, and ML algorithms aided by the application binary interface (ABI), as
demonstrated in Figures 6-9. This results in a robust FL system with strong privacy
guarantees and resistance to adversarial attacks.

#Compiling Solidity Smart Contracts in Python
install_solc("0.6.0")
compiled sol = compile standard(

"language": "Solidity",
"sources": {"smart_contract.sol": {"content": simple_storage_file}},

"settings": {
"outputSelection": {
g
"*": ["abi", "metadata"”, "evm.bytecode", "evm.bytecode.sourceMap"]

I
}
h
h

solc_version="0.6.0"

)
with open("compiled code.json", "w") as file:
json.dump(compiled_sol, file)

Figure 6. Screenshot showing the compilation of the smart contract.

# get abi and contract addresss
abi = json.loads(
compiled sol["contracts"]["smart_contract.sol"]["FuCBCFL"][ "metadata"])["output"]["abi"]

Figure 7. Screenshot showing the connection of the smart contract ABL

#set up the connection between Python and a local blockchain network (Gamache) using the Web3 library
W3 = Web3(Web3, HTTPProvider ("KTTP://192,168.0,145:7545"  request kwargs={'tineout's 50}))

Figure 8. Screenshot showing the connection between Python and Ganache.

f register(contract, public_key, connection):
greeting_transaction = contract.functions.register().transact({ "from": public_key,})
tx = connection.w3.eth.wait_for_transaction_receipt(greeting_transaction)

send_data_Transactions(connection,tx,greeting_transaction)
send_data_blocks(connection,greeting_transaction)
print(f"Client registred...")

Figure 9. Screenshot showing the blockchain interaction function.
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The smart contract, built on the Ethereum blockchain platform, automates contract
terms enforcement and facilitates the transmission of FL-trained models to the blockchain.
Development involved using Remix IDE (https://github.com/ethereum /remix-project,
accessed on 1 February 2024) and Solidity linters for accuracy and robustness checks, ensur-
ing adherence to best practices and security standards. Complementing the blockchain, the
InterPlanetary File System (IPFS) [108] offers distributed file storage and sharing, enhancing
decentralization and data availability. The Web3.py (https://github.com/ethereum/web3
.py, accessed on 1 February 2024) Python library enables interaction with the Ethereum
blockchain, simplifying smart contract handling and providing tools for development
and testing. Challenges in storing model updates on the blockchain due to high gas fees
and scalability constraints are addressed by utilizing IPFS for secure storage, minimizing
the blockchain’s burden. Interaction functions, such as register(), facilitate client par-
ticipation in FL by initiating registration transactions, and send_data_transactions() and
send_data_blocks() functions ensure transparency by visualizing transaction details and
blockchain interaction blocks in the FL process. Table 4 illustrates the performance eval-
uation of blockchain—FL integration for securing model aggregation against adversarial
attacks [46,109].

Table 4. Comparison of the blockchain-FL integration performance between Edge-IloT and IoT
Network intrusion datasets.

Edge-IIoT Dataset ToT Network Intrusion Dataset
Local Model Global Model Local Model Global Model
Clients  ACURSY g Tain | Acwmacy . Aggregaion  Acwnacy o, Train o Accurcy o Aggregation
1 81.72 0.7359 580 84.80 0.5895 501 94.11 0.2205 486 95.74 0.1551 401
2 82.59 0.7538 572 85.09 0.5892 555 93.88 0.1685 475 95.68 0.1579 445
3 80.69 0.7475 563 84.77 0.5873 564 93.82 0.2270 464 95.47 0.1638 456
4 79.60 0.7619 420 84.97 0.5871 599 94.03 0.2215 388 95.57 0.1603 548
5 82.79 0.7326 389 84.80 0.5990 530 93.84 0.2311 400 95.94 0.1568 509

Simulation results show the possibility of integrating blockchain and FL to enhance
secure model aggregation, resulting in higher accuracy and reduced loss values. It supports
the advocated strategy of blockchain integration to safeguard model aggregation in FL
against adversarial attacks. Efficient data transfer and aggregation are crucial, especially in
FL frameworks with blockchain, considering network conditions and model complexity.
Network latency becomes a critical factor in scenarios involving dispersed IoT devices.

This study validated its concepts using the Edge-IIoT set (https://ieee-dataport.org/
documents/edge-iiotset-new-comprehensive-realistic-cyber-security-dataset-iot-and-iiot-
applications, accessed on 2 November 2023) and IoT network intrusion detection (https:
/ /ieee-dataport.org/open-access/iot-network-intrusion-dataset, accessed on 2 November
2023) datasets, featuring 62 predictors, 15 classifications, and 157,800 observations in the
Edge-IIoT set. The IoT environment covered by these datasets includes a variety of network
attack types, including DoS, unauthorized commands, MiTM, reconnaissance, command
injection and backdoor attacks, metadata, event data, device identifiers, communication
protocols, and regular traffic. Particular sensor data, selected for their applicability in
representing communication in a highly vulnerable IIoT network, are included. The sensor
data include attributes like IP addresses, ports, protocols, packet length, flow time, and
statistics. On an Intel(R) Core(TM) i5-8500 CPU @ 3.00 GHz PC with 8 GB RAM running
Windows 11, the experimentation environment consisted of Visual Studio Code, Ganache
v2.7.1, Solidity v0.8.22, and Python 3.6.13.
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4.8. Blockchain-as-a-Service (BaaS): IoT Cybersecurity Perspective

Blockchain-as-a-service (BaaS) in IoT has gained significant attention due to its poten-
tial to address cybersecurity concerns [2,50,54,79]. By integrating blockchain technology
into IoT networks, Baa$S offers several advantages in enhancing cybersecurity:

1. Data integrity and immutability: Providing a tamper-resistant and immutable ledger
ensures data integrity stored within IoT networks. Due to the cryptographic links
between every transaction on the blockchain and earlier transactions, it is nearly
complicated to change past data without the network’s participants’ consent [90].

2. Secure data exchange: Enables safe, direct, peer-to-peer data transfer between IoT
devices [46,91,92]. To reduce the danger of data modification or illegal access, smart
contracts and programmable self-executing agreements on the blockchain enable
automatic and safe data exchanges based on established conditions [46].

3. Decentralization and resilience: Its decentralized architecture eliminates single points
of failure, enhancing the resilience of IoT networks against cyberattacks. With no cen-
tral authority controlling the network, blockchain ensures that data remain accessible
even in node failures or malicious attacks [46,91-93].

4. Identity and access management: It makes it possible for IoT devices to have strong
identification and access control systems, mitigating the risk of unauthorized ac-
cess and identity spoofing. By confirming the identity of network participants,
Baa$ improves the security of IoT devices using decentralized authentication proce-
dures [67,107].

5. Audibility and transparency: Real-time auditing of transactions within IoT networks
is made possible by the transparent nature of blockchain technology. Data exchange
and operations recorded on the blockchain are traceable to their origin, enabling
forensic analysis and accountability in case of security breaches [51,89].

While promising solutions are available to improve cybersecurity in the IoT by offer-
ing data integrity, decentralized control, and transparency, resolving identified issues is
necessary to utilize BaaS in IoT network security fully.

4.9. Open Issues and Future Direction

In IoT deployments, devices’ limited computational power, memory, and energy pose
challenges for integrating blockchain solutions [110]. Running full blockchain nodes on
resource-constrained devices is impractical, and Baa$ introduces additional latency and
strain on such devices due to network communication and consensus requirements [110].
Moreover, the transparency of public blockchains raises privacy concerns, necessitating
privacy-preserving techniques for sensitive IoT data [79]. Integrating BaaS with IoT systems
requires careful planning to address interoperability and data synchronization complexi-
ties [79]. As researchers explore lightweight cryptographic schemes and efficient integration
methods, it is crucial to balance the security benefits of blockchain with the computational
demands imposed on IoT devices.

While BaaS offers benefits for IoT, it faces challenges in scalability, consensus mech-
anisms, and latency, given the volume of interconnected devices. The overhead costs of
blockchain operations, including transaction fees and infrastructure, may limit its feasi-
bility in resource-constrained IoT environments. Additionally, the immutable nature of
blockchain transactions raises privacy concerns, necessitating privacy-preserving tech-
niques like ZKPs or private blockchains to protect sensitive IoT data [2,54,79].

Layer-2 protocols, such as lightning networks, boost blockchain scalability by han-
dling transactions off-chain and settling periodically on the main chain. Bridging diverse
blockchains via standards like Polkadot and Cosmos fosters seamless communication
among IoT networks [54,65]. PoS offers energy efficiency compared to PoW, which is
particularly beneficial for power-intensive IoT mining activities [54,111]. Directed acyclic
graphs provide scalability and energy efficiency, aligning well with IoT needs. Hybrid
models merging blockchain with traditional databases ensure security and efficiency by
storing metadata on-chain while keeping raw data off-chain [54]. Blockchain-driven edge
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computing enables edge devices to manage a lightweight blockchain locally, reducing
latency and enhancing privacy.

The ongoing advancement of quantum computing underscores the importance of forti-
fying blockchain against quantum attacks through research on quantum-safe cryptographic
algorithms [69-71]. Addressing blockchain’s energy consumption requires focusing on
energy-efficient consensus protocols like PoS or PoA [54]. Scalability solutions such as
sharding, sidechains, or off-chain protocols are critical for large-scale IoT deployments.
Future exploration areas include interoperability standards, privacy-preserving mecha-
nisms like ZKPs, and integrating AI/ML with blockchain for robust cybersecurity [54,65].
Real-world testing, regulatory compliance frameworks, and collaborative industry efforts
are pivotal for validating and implementing blockchain-based IoT security solutions [2,54].

This study reveals that to uphold blockchain integrity and security against quantum
threats, it is crucial for blockchain platforms to seamlessly integrate algorithms like PQC
while upgrading cryptographic primitives like digital signatures, key exchange protocols,
and hash functions to PQC standards [71-73]. There is a need to maintain reverse col-
laboration to enhance transaction efficiency. Collaboration among blockchain developers,
cryptographers, and quantum computing specialists is necessary to navigate this quantum
transition safely [71-73].

5. Conclusions

This paper comprehensively reviews blockchain applications for cybersecurity in IoT
networks, presenting a robust framework for integrating blockchain into IDS within IoT
networks and addressing crucial research avenues, current trends, and notable challenges.
The study illuminates emerging areas in IoT security through a systematic analysis of
articles spanning Al, blockchain, IDS, IoT, and IIoT. By evaluating recent advancements
and diverse Al blockchain integration methods, this research underscores the pivotal role of
blockchain in bolstering intrusion detection performance. This framework offers a roadmap
for collaborative exploration, aiming to advance IDS for universally accessible, scalable,
transparent, immutable, and decentralized IoT networks, driving innovation in IoT cy-
bersecurity. Simulation results from highlighted case studies demonstrate that—despite
resource constraints and privacy issues—blockchain’s intense presence in IoT networks
ensures ongoing progress toward a more secure and resilient IoT landscape, necessitat-
ing further research into lightweight cryptography, efficient consensus mechanisms, and
privacy-preserving techniques to overcome existing barriers.
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Abbreviations

The following abbreviations are used in this manuscript:

Al artificial intelligence

ABI application binary interface

API application programming interface
ANN artificial neural network

BaaS blockchain-as-a-service

CNN convolutional neural network
CRNN convolutional and recurrent neural network
DDoS distributed denial-of-service

DL deep learning

DoS denial-of-service

DPoS delegated proof of stake

ECC elliptic curve cryptography

FL federated learning

HMI human-machine interface

ICS industrial control system

IDE integrated development environment
IED intelligent end device

IDS intrusion detection system

IoT Internet of Things

IIoT Industrial Internet of Things

IPFS interplanetary file system

LOIC Low Orbit Ion Cannon

MiTM man-in-the-middle

ML machine learning

MTU master terminal unit

MSU master station unit

OTA over-the-air

OsI open systems interconnection
PBFT practical Byzantine fault tolerance
PLC programmable logic controller
PoA proof of authority

PoS proof of stake

PoW proof of work

PQC post-quantum cryptographic
PRISMA  preferred reporting items for systematic reviews and meta-analyses
RFID radio frequency identification
RNN recurrent neural network

RSA Rivest-Shamir-Adleman

RSU remote station unit

RTU remote terminal unit

SCADA  supervisory control and data acquisition
SDN software-defined network

SGX Software Guard Extensions

SVM support vector machine

TEE trusted execution environment
XAI explainable AI

ZKP zero-knowledge proof
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Abstract: In light of the existing security vulnerabilities within IoT publish-subscribe systems, our
study introduces an improved end-to-end encryption approach using conditional proxy re-encryption.
This method not only overcomes limitations associated with the reliance on a trusted authority and the
challenge of reliably revoking users in previous proxy re-encryption frameworks, but also strengthens
data privacy against potential collusion between the broker and subscribers. Through our innovative
encryption protocol, unauthorized re-encryption by brokers is effectively prevented, enhancing secure
communication between publisher and subscriber. Implemented on HiveMQ), an open-source MQTT
platform, our prototype system demonstrates significant enhancements. Comparison to the state-
of-the-art end-to-end encryption work, encryption overhead of our scheme is comparable to it, and
the decryption cost is approximately half of it. Moreover, our solution significantly improves overall
security without compromising the asynchronous communication and decentralized authorization
foundational to the publish-subscribe model.

Keywords: Internet of Things; end-to-end encryption; conditional proxy re-encryption; message
broker; HiveMQ

1. Introduction

To realize data communication among a large number of entities, large-scale Internet
of Things (IoT) system generally uses the publish-subscribe (pub/sub) paradigm for data
distribution. The most commonly used protocols which work in the pub/sub paradigm are
Message Queuing Telemetry Transport (MQTT) [1], Advanced Message Queuing Protocol
(AMQP) [2], etc. The subscribers can subscribe to a “message topic”, and publisher can
publish messages to the “message topic”. All subscribers will receive the publisher’s
message through the routing of the message broker between the publisher and subscribers.
The pub/sub paradigm decouples the senders and receivers in time and space. They do
not need to be directly connected or online simultaneously. It is more flexible, efficient, and
scalable than the point-to-point data exchange mode. A typical pub/sub-based IoT system
includes three types of components: IoT devices, a message broker, and a user management
application. The device and the management application serve as the publisher and
subscriber, respectively. The device publishes the data collected by its sensor to a specific
topic, and the authorized user of the device subscribes to that topic through the application.
The message broker in the middle routes the data to all the authorized users.

At present, Transport Layer Security (TLS) [3,4] is widely used in the industry to
protect the data between the client (publisher or subscriber) and the message broker.
The broker decrypts the ciphertext from the publisher to obtain the plaintext, encrypts
the plaintext again with the key negotiated with each subscriber, and then forwards the
corresponding ciphertext to the subscriber. However, the broker can obtain all the data
generated by the client and has complete control over the user’s data [5]. Furthermore, the
message broker maintained by IoT manufacturers is not completely trusted. Recent research
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shows that no-security policies are implemented by a large number of accessible message
brokers, which allows anyone to receive data or inject messages [6]. Some researchers
investigated a specific traffic monitoring system and discovered that the MQTT message
broker was disclosing the traffic flow conditions in a specific area of Mexico City [7]. Even
if the message broker deploys a security policy, users need to totally trust the broker.
Currently, the message broker in pub/sub-based IoT system are deployed either by IoT
device manufacturers based on existing commercial message servers (such as EMQX [8],
HiveMQ [9] or Solace [10]), or based on the IoT cloud platform provided by third-party
cloud computing manufacturers (such as Alibaba cloud [11], Amazon AWS cloud [12]).
The message broker is established and maintained by the IoT device manufacturer or the
IoT cloud platform [13]. These manufacturers are not entirely reliable. If the administrator
operates incorrectly or is bribed by a spy, or if the manufacturer is for profit purposes, user
data are likely to be abused or shared with unauthorized entities, which poses a threat to
the security of user data.

In addition, at present, most pub/sub-based IoT systems are constructed based on
MQTT protocol, which is not designed for hostile environments. Jia Yan et al. [14] found
that the MQTT protocol has serious defects. The platform using this protocol can enable
adversaries to steal users’ private information and forge users’ device status.

In order to prevent the threats brought by malicious message brokers, PICADOR [15]
uses proxy re-encryption (PRE [16]) technology to provide end-to-end encryption from
publishers to subscribers. In PRE, given a re-encryption key to the semi-trusted proxy, the
proxy can convert the ciphertext encrypted with the public key of user A into the ciphertext
encrypted with the public key of user B without obtaining any plaintext information from

the ciphertext. The proxy re-encryption process can be described as: E(pka,m) Ry

E(pkp, m)]; here, rk o, p is the re-encryption key from A to B.

In PICADOR, the publisher encrypts its message with its public key. The broker
re-encrypts the published message using the re-encryption key of each subscriber and
then sends the corresponding ciphertext to each subscriber. The subscriber can decrypt
the ciphertext with their private key. PICADOR needs a trusted authority to generate the
re-encryption key for each subscriber according to the publisher’s private key and each
subscriber’s public key. When revoking the authorization of a subscriber, the simplest way
is that the broker no longer re-encrypts messages for the revoked subscribers. However,
the broker is not entirely trusted. If it is compromised and still re-encrypts for the revoked
user, then the revoked user can still receive the latest message. Therefore, depending on
the broker for user revocation is not completely reliable. If we do not rely on the broker to
revoke users, then we can only change the public—private key pair of the publisher once
revocation is required and regenerate the re-encryption key for all the remaining authorized
users, which would result in frequent changes to the public-private key pair of the publisher.
The long-term public-private key of the user is usually used for authentication either, both
between users and between users and brokers. If the user’s public—private key pair changes
frequently, then there will be inconveniences encountered during authentication.

The reason of the problem in PICADOR is that traditional proxy re-encryption allows
the proxy to convert all ciphertexts without restriction [17]. As long as the proxy possesses
the re-encryption key from A to B (rk 4_,p), the proxy can convert all ciphertexts encrypted
with the public key of A into ciphertexts which could be decrypted using the private key
of B. This all-or-nothing feature is not suitable for applications that need fine-grained
authorization of decryption capability. Based on this, Weng et al. proposed the concept of
Conditional Proxy Re-encryption (CPRE) [18], which allows for the conditional conversion
of ciphertext. In CPRE, when generating ciphertext using user A’s public key, a condition
value is introduced at the same time, and the re-encryption key from A to B are also related
to a condition value. Only when the condition value used for generating the ciphertext
is equal to the condition value related to the re-encryption key, the proxy can convert
the ciphertext encrypted with the public key of A into the ciphertext encrypted with the
public key of B. A can prevent the proxy from performing unauthorized re-encryption
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by controlling the change of condition value [17]. The process of conditional proxy re-
rk

encryption can be described as: E(pk4, m, w) a5 E(pkg,m) (cu = w/)A

Because CPRE has significant advantages over PRE in fine-grained authorization, this
paper introduces CPRE for the first time to realize end-to-end encryption in pub/sub-
based IoT system to prevent broker from performing unauthorized re-encryption. We
investigate a large number of existing conditional proxy re-encryption schemes. According
to the principles of low computing and communication overhead and high security, the
conditional proxy re-encryption algorithm proposed by Weng et al. in 2009 [19] is selected
in our system.

In our system, the publisher uses its private key, conditional value, and subscriber’s
public key to generate the conditional re-encryption key for each subscriber, and sends the
conditional re-encryption key to the broker. When publishing a message, the publisher
encrypts the message with its public key and condition value and sends the ciphertext
to the broker. The broker uses the re-encryption key of each subscriber to re-encrypt
the message and then sends the re-encrypted ciphertext to the corresponding subscriber.
Finally, the subscriber can obtain the plaintext by decrypting the message with their private
key. When a subscriber is revoked, the publisher updates the condition value and generates
new condition re-encryption keys for each remaining subscriber. Specifically, the main
contributions of our system are as follows:

(1) The conditional proxy re-encryption (CPRE) algorithm is introduced to solve the end-
to-end encryption problem in the pub/sub-based IoT system. the re-encryption key is
associated with a condition value. By changing the condition value, the publisher can
ensure that the proxy can not perform unauthorized re-encryption, thereby achieving
reliable revocation of subscribers.

(2) By using an open-source MQTT message server, HiveMQ, we implement a prototype
end-to-end encryption system for a pub/sub-based IoT system based on CPRE, and
further enhance the system’s performance through hybrid encryption and hash chain.
Moreover, the performance of the system is tested, which shows that our system is
not only easy to implement on existing commercial message servers, but also has
high performance.

2. Related Works
2.1. End-to-End Encryption in IoT

At present, a large number of scholars have studied the end-to-end security in
pub/sub-based systems [20,21]. This section survey the current research status of end-to-
end encryption schemes according to the technology used.

The scheme based on a trusted message broker: Jia Yan [14] proposed MOUCON
to solve access control issues in MQTT, the MQTT broker in MOUCON is responsible for
verifying each client’s access to the message. Clients must fully trust the broker and cannot
resolve the security threat to user data caused by an untrusted broker.

The scheme based on the trusted key server: Markus et al. [5] propose an end-to-
end security scheme for Cyber-Physical Systems (CPS). The scheme relies on trusted key
servers to distribute topic keys for publishers and subscribers. The key server stores the
global authorization information of the system and the encryption key. If the key server
is compromised by the adversary, all the account information, authorization information,
and the encryption keys of the system will be exposed.

The scheme based on identity-based encryption (IBE): JEDI [20] realizes the end-to-
end encryption between devices and users in IoT, facilitates asynchronous communication,
and supports decentralized authorization for the key. The scheme does not require any
modifications to the message broker, which is convenient for deployment. However, this
method uses the identity-based encryption algorithm with wildcards (WKD-IBE) [21],
the algorithm has a high computational complexity, making it unsuitable for resource-
constrained IoT devices.
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The scheme based on secret sharing: Sana Belguith et al. [22] proposed an efficient
and revocable secure publish-subscribe system. The system divided the broker into three
parts to handle the functions of topic matching, routing, and message sending separately.
As long as the adversary does not simultaneously break all three brokers, the solution
remains secure. However, this solution requires the customization of a special message
broker, which is inconvenient to deploy.

The scheme based on special hardware: Segarra et al. [23] restrict the broker to
run only in a trusted execution environment (TEE) [24], thus ensuring that the broker
functions as intended by the deployer. However, the installation and deployment of TEE
requires professional management, as well as its maintenance, which results in high costs.
In addition, there are security attacks against the current mainstream TEE [25], so TEE still
has some security risks.

The scheme based on proxy re-encryption: PICADOR [15] implements end-to-end
encryption between publishers and subscribers using proxy re-encryption. As can be
inferred from the above analysis, this scheme depends on a trusted authorization center
to generate re-encryption keys and relies on the broker to revoke users. However, this
approach has the drawback of unreliable revocation.

2.2. Conditional Proxy Re-Encryption Schemes

Mambo and Okamoto [26] first introduced the concept of decryption capability autho-
rization, which has higher performance than the method of decrypting and then encrypting
the ciphertext. In 1998, Blaze, Bleuner, and Strauss formally introduced the concept of
proxy re-encryption (PRE) [16], and since then, lots of research has been carried out around
PRE. PRE allows a semi-trusted agent to transform the decryption capability of a cipher-
text without obtaining any valid information about the ciphertext, and is widely used in
encrypted email transmission, secure distributed file systems, and encrypted spam filter-
ing, etc. PRE can be categorized according to different criteria. Based on the direction of
re-encryption, PRE can be categorized into one-way PRE and two-way PRE. Additionally,
based on the number of re-encryptions allowed, it can be categorized into single-hop PRE
and multi-hop PRE.

Traditional proxy re-encryption is unable to provide fine-grained authorization of
decryption capabilities. In response, Weng et al. introduced the concept of conditional
proxy re-encryption (CPRE) [18] and developed the first CPRE scheme. The re-encryption
key of the scheme consists of two parts: the re-encryption key and the conditional key.
However, the scheme only considered the security of the second ciphertext layer and not the
first ciphertext layer. Weng [27] pointed out that the scheme described in the literature [18]
is vulnerable to Chosen-Ciphertext Attacks (CCAs). Weng [27] redefined a more stringent
security model for CPRE and proposed a new efficient CPRE scheme. Both Shao [28]
and Liang [29] proposed CCA-secure identity-based CPRE under the DBDH (Decisional
Bilinear Diffie-Hellman Problem) assumption. However, the literature [30] points out that
the scheme given by Liang [29] is insecure.

Fang et al. [31] proposed an anonymous CPRE scheme that enables keyword search.
Subsequently, Jae Woo Seo et al. [32] proposed a type-based privacy requirement engi-
neering (Type-based PRE) scheme, where “type” refers to a keyword that is equivalent to
“condition” in CPRE. Thus, this scheme is essentially similar to the CPRE scheme, which
achieves fine-grained authorization of user decryption capabilities. Son et al. [33] proposed
a CPRE for big data sharing on cloud platforms by outsourcing the re-encryption key
generation and decryption to the servers. Qiu et al. [19] and Liang et al. [34] proposed CCA-
secured CPREs, respectively. Ge et al. [35] proposed an identity-based CPRE scheme. The
authors proposed an identity-based CPRE scheme that enables contingent gate computation
on conditionals. Hu Xiong et al. [36] introduced a unidirectional multi-hop identity-based
CPRE scheme that facilitates flexible and efficient data authorization in cloud computing
environments and demonstrated its security in the standard model. Arinjita et al. [37] pre-
sented a conditional proxy re-encryption scheme that does not require pairwise operations.
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The scheme is not reliant on the bilinear pair operation for construction and has lower
computational overhead. However, in this scheme, if the receiver conspires with the agent,
the agent can compute the sender’s private key as long as it possesses two conditional
re-encryption keys. Therefore, the scheme proposed by Arinjita et al. [37] is not able to
resist the conspiracy attack between the agent and the receiver.

The following compares various CPRE (Conditional Proxy Re-encryption) schemes, and
the results are presented in Tables 1 and 2. The schemes proposed in the literature [18,29,37]
exhibit security issues and are therefore not included in the comparison. Let |G| and |GT|
denote the bit lengths of elements in groups G and GT, respectively. |Z,| represents the
bit length of elements in the prime field |Z,|. |m| stands for the bit length of the plaintext.
tp and t, represent the time required for a single bilinear pairing operation and a single
exponentiation operation, respectively. |o| represents the bit length of the signature output
by a strongly unforgeable one-time signature algorithm. svk is the length of the verification
key for the strongly unforgeable one-time signature algorithm. t; is the time taken to verify
a strongly unforgeable one-time signature. t represents the size of the access tree, and w
denotes the size of attributes.

Table 1. Comparison of the computation overhead of each CPRE algorithm.

Scheme Re-Encryption Key Generation Encrypt Re-Encrypt Decrypt
[27] 4at, 3te+tp 3ty 2te +tp
[28] Ste +tp 8te +tp 6ty 4t, + 8ty
[31] 2t, tet5ty + t 2o+ tp+ 1ty te+tp
[32] to 5te + tp 5to+2t, 2f, + 4ty
[33] 4t, 3te+2ty te+2ty 3te+2t)y
[19] 3t, 4o+t 4ty 2+t
[34] Ote +tp Ste +tp 6t +7tp Ste+12ty
[35] 8te +ty + 1t 6t +tp+ts  (9+2w+ ity +ty te+8f+1
[36] 6t, 6t, + 2ty te + 4ty +ty te+ 3ty +to

Table 2. Comparison of the communication overhead of each CPRE algorithm.

Scheme Initial Ciphertext Re-Encryption Key Ciphertext after Re-Encryption
[27] 2[G[+[Gr| + |m| 2|6 2|G| + |G|+ |m]
[28] 4G|+ |G|+ |Zp] 2|G|+2[Gr 14217, 4|G| + |Gr| + |m|
[31] |G| +3|Gr| + svk + || 2|G|+2[Zp] 2|Gr| + svk + |m|
[32] 2|G| + |Gr| + svk + |o] |Gl +1Zp] 4|G| + |Gr| + svk + |o]
[33] |G| +2|Gr] 2|G| 2|G| +2|Grl
[19] 2[G] +[m] 2[G| |Gr| + |m|
[34] 4|G| + |G| + svk + o] 6|G| +|Gr| + svk + o] 3|G| + |G| + svk + |o| + |m]
[35] (w+4)|G| + |G| +w + o] + |m] 6|G| + |G|+ |o] +1t (w+6)|G| +2|Gr| +2|o| + 2|m|
[36] 3|G| +2|Gr| + svk + |o] 2|G| + |Zy| 3|G| +2|Gr| + svk + ||

In the practical implementation of the CPRE algorithm, the re-encryption algorithm
is executed by a semi-trusted agent, which is generally deployed on servers or clouds
with more abundant resources. In contrast, the encryption and decryption operations are
typically performed by IoT devices or personal handheld electronic devices with signifi-
cantly smaller computational resources than the agent. Therefore, the overall principle in
selecting CPRE algorithms is to choose the scheme with lower computational and commu-
nication overhead. When computational and communication overheads are comparable,
the scheme with lower encryption and decryption overheads is chosen. In terms of security,
the schemes in the table are all provably CCA secure in either the standard model or the
stochastic prediction model. Although the schemes proven to be secure under the standard
model are theoretically more reliable, in this paper, we choose the schemes proven to be
secure under the stochastic prediction model. This is because the security of such security
schemes depends only on the hash function itself, and no practical attack has yet occurred
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that can compromise a practical cryptographic algorithm proven to be secure under the
stochastic prediction model (excluding some carefully constructed counterexamples by
humans [38]). In addition, these security schemes are computationally more efficient and
have a wider range of applications.

Based on the aforementioned principles, this paper utilizes the conditional proxy
re-encryption algorithm proposed by Weng et al. [27] in 2009 to achieve the encryption of
the publish-subscribe system of this paper from the publisher side to the subscriber side.

3. Preliminaries

The conditional proxy re-encryption CPRE scheme includes the following algorithms,
and its workflow is given in Figure 1:

the security
parameter A

Setup
the Public

Parameter params \

y
KeyGen

the sender i the receiver j

(pki, sk;) condition (pk;, k)
value ®

sk; ¢ Pk;

\ ReKeyGen / sk;
pki
m o ik )
+ \ 4 + V_i2J \ 4
CT; (2
' CT; 7 OrL
Enc > ReEnc > Dec :

Figure 1. Workflow of CPRE.

Setup (/\k): Input the security parameter A, and the algorithm outputs the public
parameter params.

KeyGen (/\k ) : Each entity uses this randomized key generation algorithm to generate
a public—private key pair (pk;, sk;).

ReKeyGen (sk,-, w, pkj): Input the private key sk; of the sender, the condition value w
and the public key pk; of the receiver, the re-encryption key generation algorithm outputs
the re-encryption key rkiij from sender i to receiver j.

Ency (pk;, m): Input the public key pk; of the sender and plaintext m, the first layer encryp-
tion algorithm outputs the first layer ciphertext CT;. The ciphertext cannot be re-encrypted.

Ency(pk;, m, w): Input the public key pk; of the sender, the plaintext m and the condi-
tion value w, the second-layer encryption algorithm will output the second-layer ciphertext
CT; . This ciphertext can be re-encrypted using an appropriate re-encryption key into a
first-layer ciphertext for different recipients.

ReEnc (C T; . rkiﬂj) : Input the second-layer ciphertext CT; ,, the re-encryption key
rkigj, the proxy runs the re-encryption algorithm to output the first-layer ciphertext CT; .
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Dec; (CT;, skj): Input the first-layer ciphertext CT; and private key sk, the first-layer
decryption algorithm outputs plaintext m or error symbol L.

Decy(CT;,,ski): Input the second-layer ciphertext CT;,, and private key sk;, the
second-layer decryption algorithm outputs the plaintext message m or error symbol L.

By introducing a conditional value into the generation of the re-encryption key and the
second layer encryption algorithm, the conditional proxy re-encryption algorithm ensures
that the proxy cannot perform unauthorized re-encryption.

4. End-to-End Encryption System Based on CPRE
4.1. System Framework

Our CPRE-based end-to-end encryption system consists of three types of entities: IoT
devices (referred to as the sender), message broker, and multiple authorized users (referred
to as the receiver).

Our system utilizes the conditional proxy re-encryption algorithm proposed by
Weng et al. [19] to achieve end-to-end encryption from the publisher to the subscribers in
pub/sub-based IoT system. The specific algorithm design can be found in the literature [19].
In our system, the device owner generates a re-encryption key for each authorized user
and send the re-encryption key to the Broker. The device acts as the sender and encrypts
the message with its public key and a condition value. The broker re-encrypts for each
subscriber using the corresponding re-encryption key. All authorized users can decrypt the
ciphertext using their private key. The framework of our system is shown in Figure 2.

The publisher P The subscriber S
rk oo ) - = ; 7777777777777777777777777
PS; &
VR O f d
/—qu L= Encz (pkp,m w) CTS _ ReEnC(CTp " Tk o ~Owner of device

Publish Subscribe

The dev1ce

Broker

Subscribe

ther Authorized User:

— Transfer of data information

— - — '» Transferring re-encryption key information

Figure 2. The framework of IoT end-to-end encryption system.

CPRE differs from PRE in that its re-encryption key rk, 4, and the second-layer
ciphertext CTp,, are both associated with a condition value w. If the authorization for
certain users need to be revoked, the device owner just need to generate a new condition
value w' and send to the device. Then, the device owner generates a new re-encryption
key rkp‘i:s for each remaining recipient with the device’s private key skp, the new condition

value w’, and the public keys of the remaining authorized users pks,. The owner no longer
generates re-encryption keys for the revoked users. The device uses the new condition
value w' to generate the second layer ciphertext C TP,aJ" The broker re-encrypts with the
new re-encryption key CT}, / for the remaining authorized users, so that the remaining
legitimate users can decrypt the message correctly. Since the re-encryption key of the
revoked users is not updated, it is still associated with the previous condition value w, and
the new ciphertext corresponds to the updated condition value «'. Even if the broker is
compromised and still re-encrypts the message for the revoked users—as the condition
value in the re-encryption key and second layer ciphertext are not equal—the revoked user
cannot decrypt the re-encrypted ciphertext correctly with their private key.
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4.2. System Workflow

Specifically, the workflow of our CPRE-based end-to-end encryption scheme includes
the following steps.

4.2.1. User Registration

When a user wants to utilize our system for device management or monitoring, he
must complete the user registration process through the client application. The algorithm

KeyGen <1k ) of CPRE is integrated into the application, allowing the user to generate their
public and private key pairs (pks,, sks,). The user keeps their private key skg, secret.

4.2.2. Device Registration

When a user purchases a new loT device, the user is the owner of the device and is
responsible for device registration and authorization control. Typically, a newly purchased
IoT device starts its life cycle with “device discovery” [3]. In this stage, the device owner
requests to add a device through the client APP, and the APP establishes a local connection
with the device to complete the device registration and the binding of the device and its
owner. We assumes that during the “device registration” phase, the device interacts with
the client APP of the device owner through a local connection, exchanging basic information
and performing mutual authentication. During the device registration process, the device
owner utilizes the built-in key generation algorithm KeyGen(1¥) of the APP to generate
public and private key pairs (pkp, skp) for the device. Additionally, the owner generates a
random initial condition value wy, and transfers the initial condition value wy and device’s
public—private key pair (pkp, skp) to the device through the “Local Connection” established
in registration phase. The device owner also keeps the private key skp of the device secretly,
which is used to generate the conditional re-encryption key for other authorized users.

4.2.3. Authorization Phase

When the device owner wants to authorize the access rights of the device to other
users, the device owner uses the private key sk, of the device, the condition value wp, and
the public key pks, of each authorized user to generate a conditional re-encryption key rk o,

for each authorized user, which will be sent to the broker of the publish-subscribe system.

4.2.4. Message Transmission Stage

The device runs the CPRE encryption algorithm, encrypts the collected informa-
tion with its public key pkp and condition value wp and obtain the ciphertext CTp,, =
Ency (pkp, m, wy), which will be sent to the broker. Then, the broker re-encrypts the cipher-
text according to the conditional re-encryption key Tkp“iisv of each authorized user and

i

sends the re-encrypted ciphertext CTs, = ReEnc (CTP,WO,rkl&SI) to the corresponding autho-

rized user. Finally, each authorized user uses their private key sk, to decrypt the ciphertext
CTs, and obtains the plaintext m = Dec; (C Ts,, sksi).

4.2.5. Revocation Phase

When the device owner needs to revoke the access permission of one user, first, the
device owner randomly selects a new condition value wy; then, the owner generates a new
conditional re-encryption key for each remaining authorized user with the user’s public
key pks., the device’s private key of skp, and the new condition value w;. Furthermore,
the updated re-encryption keys are sent to the broker. Finally, the device owner encrypts
the new condition value with the public key of the device and sends the ciphertext to
the device.

The device decrypts with its private key skp to obtain the new condition value wy,
it updates the condition value to the new one. Similarly, when the broker receives the
new conditional re-encryption key rkPﬂSj distributed by the device owner, the conditional
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re-encryption key will also be updated from rkp‘ﬁ}si to ’/kpﬂsv' Then, the device encrypts the

message with the new condition value, and the broker re-encrypts with the new conditional
re-encryption key.

4.3. System Optimization
4.3.1. Hybrid Encryption

Most IoT devices are low-power devices with limited resources, so we use hybrid en-
cryption to further reduce device-side overhead. Before encrypting the collected messages,
the device first selects a random symmetric key k, encrypts the key with CPRE and sends to
the broker. Each authorized subscriber can decrypt the re-encrypted ciphertext with their
private key, thereby obtaining the same symmetric key k. Since then, subsequent commu-
nications between the device and each subscriber can be encrypted using the symmetric

key k.

4.3.2. Hash Chain

Whenever the set of authorized users changes (such as new users join or old users
are revoked), if CPRE is used to generate new conditional re-encryption keys for all
remaining authorized users, when the authorized user set changes frequently, generating
and transmitting conditional re-encryption keys imposes significant overhead on the device
owner. Therefore, when a new user joins, a symmetric key is distributed to the new user by
means of the hash chain [39]. The CPRE algorithm is used only when the user is revoked.

Specifically, the process of distributing a symmetric key to a new user by using a
hash chain is as follows: Assume that the symmetric key shared between the device and
each subscribing user is k before the new user joins. Before a new user joins, the device
owner uses k as the input of the one-way trapdoor function to obtain a new session key
ki1 = Hash(k), and sends the new session key to the new joined user. At the same time, the
device owner broadcasts the key update command, so that the device and other legitimate
users can also update their shared key k to k1 through the one-way trapdoor function. Then,
the consistency of the shared session key between the device and all its authorized users
can be ensured.

4.4. System Analysis

Below, we analyze our CPRE-based end-to-end encryption system in IoT.

4.4.1. Satisfy Confidentiality

When a new user is authorized to join, the session key is updated through the hash
chain. Based on the unidirectionality of the hash function, the new user cannot deduce the
session key k before joining by using the session key k;.

When the user is revoked, the system uses CPRE to update the session key. The
device owner randomly selects a new condition value, and generates new conditional
re-encryption keys for the remaining users, but no longer generates new conditional re-
encryption keys for revoked users. Therefore, when the device uses CPRE encryption
to transmit a randomly selected new session key, the new condition value is used, and
the broker also uses the new conditional re-encryption key for re-encryption, so that the
remaining legitimate users can use their own private key to decrypt and obtain the new
session key. The conditional re-encryption key of the revoked user is also related to the
old condition value, even if the broker colludes with the revoked user, still re-encrypts
with the old conditional re-encryption key. As the condition value in the cipertext of the
device is not equal to the condition value in the revoked user’s re-encryption key, so the
revoked user cannot decrypt or obtain the new session key. Based on the above analysis,
the revoked user cannot obtain a new session key even if he colludes with the broker. In
addition, our scheme is constructed based on the CPRE algorithm, and the broker can
only use the re-encryption key to convert the ciphertext, and cannot obtain any plaintext
message of the ciphertext based on the security proof of CPRE in [19].
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4.4.2. Support Asynchronous Communication

When a new user joins, the session key is updated through the hash chain, and the
offline user does not affect the session key update process between the online user and the
device. When the user is revoked, the update of the conditional re-encryption key involves
the device owner. As long as the device owner is online, the broker can obtain the latest
conditional re-encryption key, and the device can obtain the latest conditional value, offline
users do not affect the process. In short, offline users do not affect the key update process
of online users, and our scheme supports asynchronous communication.

4.4.3. Support Decentralized Authorization

In our scheme, the authorization and revocation of device access rights are only
controlled by its owner and do not rely on trusted third parties. If a device owner is
compromised by an adversary, only the security of the owner and its managed devices will
be affected, and the security of other devices and users will not be affected.

4.4.4. Support the Decoupling of Publishers and Subscribers

Our scheme is designed based on the CPRE scheme. The device uses its public key
to encrypt the data. The device does not need to encrypt for each authorized user, and
does not need to care about which users subscribed to its data. The broker completes the
conversion and distribution of the ciphertext sent by the device. Therefore, the publisher
(ie, device) and subscriber (ie, user) in our scheme are decoupled, and their relationship is
controlled and managed by the device owner.

5. Prototype Implementation and Performance Analysis

This section implements the above-mentioned IoT end-to-end encryption system and
tests the system’s performance.

5.1. Implementation of the Prototype System

We implement each module based on the Java language. Our prototype system
includes three types of entities: the publisher, multiple subscribers, and the message
broker which can perform re-encryption operations. The implementation of the CPRE
algorithm [19] is based on the JPBC (the Java Pairing-Based Cryptography Library) [40]. The
establishment of the message broker is based on the open-source MQTT server HiveMQ [9],
which supports customized function extensions. The development of the publisher and
the subscriber is based on the Eclipse Paho Java Client library [41]. The prototype system
runs on a laptop configured with an Intel Core i7-5600U 2.6GHZ CPU and 8G RAM (Intel,
Santa Clara, CA, USA). The computer operating system is Windows 7. The development
environment of the publisher, subscriber, and Broker is Intelli] IDEA 2018.1.6. The functions
of the publisher and subscriber are simulated using a Java console program.

5.1.1. CPRE Implementation

The CPRE scheme used in our system is constructed based on the symmetric bilinear
group. Therefore, we use the configuration file “a.properties” provided by the JPBC library
to generate a type A symmetric bilinear group based on a prime-order elliptic curve
y? = x% + xmodp(p = 3mod4), while the base field size is 512 bits, and the embedding
degree is 2.

5.1.2. Implementation of Message Broker

The construction of Broker is based on the open-source MQTT server HiveMQ Com-
munity Edition [42], which provides the SDK (HiveMQ Extension SDK) [43] that supports
extension development. Through this, users can develop custom business logic to extend
the functions of HiveMQ with the SDK, such as intercepting or controlling MQTT messages,
integrating other services, statistics, and adding fine-grained security solutions. We use the
core part of HiveMQ to implement message routing and forwarding, implements message
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re-encryption in a customized extension, and re-encrypts the message payload for each
subscriber based on the re-encryption key of each subscriber.

HiveMQ includes multiple types of Interceptors, which provide convenience for
intercepting and modifying MQTT messages in extensions. Our customized extension is
implemented through HiveMQ Interceptors. The goal of our customized extension is to
re-encrypt the payload of the message according to the subscriber’s re-encryption key after
the message is routed, but before the message is forwarded to the subscriber. Therefore,
our customized extension is implemented using the Publish Outbound Interceptor in
HiveMQ, which allows the extension to intercept the PUBLISH message after the broker is
routed, and allows different modifications to the payload corresponding to each subscriber.

5.1.3. Implementation of the Client

The implementation of the publisher and the subscriber is relatively easy, which is
based on the Eclipse Paho Java Client library and the JPBC library is added to support the
encryption and decryption of the published and received messages based on CPRE.

5.2. Performance Analysis

This section tests the performance of each module of our system based on the prototype
system built in the previous section.

5.2.1. Overhead of Distributing Session Keys Using CPRE

When the device receives a new condition value, it will randomly generate a new
session key. The key will be encrypted with the device’s public key and the new condition
value, and then ciphertext will be sent to the Broker. The broker re-encrypts the ciphertext
for each subscriber and sends the re-encrypted ciphertext to each subscriber. Each sub-
scriber decrypts the re-encrypted ciphertext with its private key, and obtains the session
key. When the device uses CPRE to transmit an AES (Advanced Encryption Standard) [44]
key (128 bits), the computational overhead of each module (device, broker, and subscriber)
in our system is shown in Figure 3.
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Figure 3. Computation overhead of each module to distribute session key based on CPRE.

The computation overhead of the device is approximately 46 ms. The overhead of the
subscriber to is approximately 35 ms. The processing time required by the broker increases
linearly with the number of users. As shown in Figure 3, for each additional user, the
processing time of the Broker increases by approximately 9 ms. The Broker is generally
deployed on a server or cloud platform with rich resources, which can easily cope with

70



Sensors 2024, 24, 438

this overhead increase. The computation overhead of the device and users does not change
with the number of users, making it suitable for IoT devices with limited resources.

5.2.2. Overhead of Secure Communication

After the device and the subscriber have established a shared symmetric key, the
communication between the device and the subscribers are encrypted by the symmetric
encryption algorithm AES. We compare the computation overhead of the publisher and
subscriber when they use AES for message transmission than when they transmit in
plaintext.

For multiple message sizes (128 B, 512 B, 1 KB, 2 KB), Figure 4 shows that encrypted
transmission between the publisher and the subscriber incurs an increased overhead of
approximately 0.2-0.3 ms per message. Therefore, the use of symmetric keys for secure
transmission brings only a slightly increase in computation cost.
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Figure 4. Increased computation overhead for encrypted transfers.

5.2.3. Comparison with Related Schemes

Table 3 compares the current end-to-end encryption schemes in IoT in terms of secu-
rity, whether it supports decentralized authorization, whether it is convenient to deploy,
and performance.

Table 3. Comparison of existing end-to-end encryption scheme.

Scheme Confidentiality Decentralization Authorization Easy Deploy Performance
[14] No No Yes -
[5] Yes No Yes Fast
[22] Yes No No -
[23] Yes No No -
[15] Yes No Yes Comparable to [20]
Slow (encrypt ~ 42 ms,
[20] Yes Yes Yes decrypt ~ 62 ms)
Our scheme Yes Yes Yes Faster than [20] (encrypt ~ 46 ms,

decrypt ~ 35 ms)

Note: - represents the performance of these schemes was not evaluated on our prototype.
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e Security: The message brokers in most IoT systems are not completely trusted. In a
scheme that completely relies on the message broker, the broker can obtain all the
information of the user, which does not meet the confidentiality requirements.

e Support decentralized authorization: If relying on a third-party trusted key server, the
authorization and revocation of device access rights must be completed through the
key server, and decentralized authorization is not supported. PICADOR relies on a
trusted authority to generate re-encryption keys for all users of the system and does
not support decentralized authorization too.

e  Easy to deploy: Reference [22] divides the functions of a broker into multiple ones,
and new brokers need to be customized to meet the corresponding functions. Refer-
ence [39] needs to install special hardware, which is difficult to deploy.

e Performance: The schemes that rely on trusted brokers do not meet the confidentiality
requirements, and the literature [22,23] is difficult to deploy. Therefore, these schemes
are not re-implemented on our experimental platform. Ref. [5] relies on a trusted
key server, the scheme uses symmetric key to establish session key, so [5] distributes
symmetric keys faster than our scheme. However, in the secure communication stage,
the overhead of using symmetric keys to encrypt and transmit messages is equal to
our scheme. Ref. [20] implements the scheme of PICADOR, whose performance is
comparable to [20]. In order to have a fair comparison with [20], we re-implement the
WXKD-IBE algorithm in [20] using our crypto library. In [20], the encryption algorithm
takes almost 42 ms to encrypt 128 bits of data, and the decryption algorithm takes
about 62 ms to decrypt and obtain the plaintext (the decryption time contains the
time to generate a decryption key for the encrypted pattern and time to decrypt the
ciphertext. When testing the computation overhead, we use a pattern of 20 attributes
representing the URI and the last six attributes representing the time.). The encryption
overhead of our scheme is comparable to that presented in [20], while the decryption
cost is approximately half that presented in [20].

Above all, some existing schemes rely on the trustworthiness of the broker, and their
security assumptions are strong, which cannot meet the confidentiality requirements; some
schemes rely on a third-party trusted server for authorization and revocation, and do not
support decentralized authorization; some solutions need a customized broker or rely on
special hardware, which is inconvenient to deploy. Ref. [20] is a solution with good security
and deployability. However, it relies on the more complex WKD-IBE algorithm, and its
performance is lower compared to our proposed solution.

6. Conclusions

In the publish-subscribe-based IoT system, the communication between devices and
users is not one-to-one direct communication, but one-to-many asynchronous communi-
cation and forwarded by the broker located in the middle. Currently, TLS is commonly
employed to safeguard the security of data transmission between the device and the broker.
However, the broker has the ability to access the plaintext of all messages, rendering this
method ineffective in preventing the security and privacy risks posed by untrustworthy
brokers to device data. We present and implement a new end-to-end encryption system
based on conditional proxy re-encryption. Theoretical analysis and experimental results
demonstrate that our proposed scheme is not only theoretically safe, but also highly practi-
cal, feasible, and efficient in practice. However, our system cannot efficiently revoke users,
which will form the focus of our future research.
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Abbreviations

The following abbreviations are used in this manuscript:

IoT Internet of Things

CPRE conditional proxy re-encryption

MQTT Message Queuing Telemetry Transport
AMQP Advanced Message Queuing Protocol
TLS Transport Layer Security

PRE proxy re-encryption

CPs Cyber—Physical Systems

WKD-IBE  identity-based encryption with wildcards
JPBC The Java Pairing Based Cryptography Library
SDK HiveMQ Extension SDK

AES Advanced Encryption Standard

References

1. Banks, A.; Briggs, E.; Borgendale, K.; Gupta, R. MQTT, Version 5.0; Technical Report, OASIS Standard; OASIS: Burlington, MA,
USA, 2019.

2. Godfrey, R.; Ingham, D.S.R. Advanced Message Queuing Protocol (AMQP), Version 1.0; Technical Report, OASIS Standard; OASIS:
Burlington, MA, USA, 2012.

3. Zhou, W, Jia, Y;; Yao, Y;; Zhu, L.; Guan, L.; Mao, Y.; Liu, P; Zhang, Y. Discovering and Understanding the Security Hazards in the
Interactions between IoT Devices, Mobile Apps, and Clouds on Smart Home Platforms. In Proceedings of the 28th USENIX
Security Symposium, USENIX Security 2019, Santa Clara, CA, USA, 14-16 August 2019; Heninger, N., Traynor, P., Eds.; USENIX
Association: Berkeley, CA, USA, 2019; pp. 1133-1150.

4. Wilson, J.; Wahby, R.S.; Corrigan-Gibbs, H.; Boneh, D.; Levis, P.A.; Winstein, K. Trust but Verify: Auditing the Secure Internet of
Things. In Proceedings of the 15th Annual International Conference on Mobile Systems, Applications, and Services, MobiSys'17,
Niagara Falls, NY, USA, 19-23 June 2017; Choudhury, T., Ko, S.Y., Campbell, A., Ganesan, D., Eds.; ACM: New York, NY, USA,
2017; pp. 464-474. [CrossRef]

5. Dahlmanns, M.; Pennekamp, J.; Fink, L.B.; Schoolmann, B.; Wehrle, K.; Henze, M. Transparent End-to-End Security for
Publish/Subscribe Communication in Cyber-Physical Systems. In Proceedings of the SAT-CPS@CODASPY 2021, Proceedings
of the 2021 ACM Workshop on Secure and Trustworthy Cyber-Physical Systems, Virtual Event, 28 April 2021; Gupta, M.,
Abdelsalam, M., Mittal, S., Eds.; ACM: New York, NY, USA, 2021; pp. 78-87. [CrossRef]

6.  Maggi, E; Vosseler, R.; Quarta, D. The Fragility of Industrial IoT’s Data Backbone: Security and Privacy Issues in MQTT and CoAP
Protocols; Technical Report, Trend Micro Research; Trend Micro Inc.: Tokyo, Japan, 2018.

7. Hugq, N.; Vosseler, R.; Swimmer, M. Cyberattacks against Intelligent Transportation Systems; Technical Report, Trend Micro
Research; 2017.

8. EMQ. EMQX Broker Docs; v4.3; Technical report; EMQ: Hong Kong, China, 2021.

9.  HiveMQ. HiveMQ Documentation; v4.7; Technical Report; HiveMQ: Landshut, Germany, 2021.

10.  Solace. Solace Cloud; Technical Report; Solace: Ottawa, ON, Canada, 2021.

11.  Alibaba. Alibaba Cloud Iot Platform; Technical report; Alibaba: Hangzhou, China, 2021.

12. Amazon. Aws lot Core; Technical Report; Amazon: Bellevue, WA, USA, 2021.

13.  Henze, M.; Matzutt, R.; Hiller, J.; Miithmer, E.; Ziegeldorf, ].H.; van der Giet, ].; Wehrle, K. Complying With Data Handling
Requirements in Cloud Storage Systems. IEEE Trans. Cloud Comput. 2022, 10, 1661-1674. [CrossRef]

14. Jia, Y; Xing, L.; Mao, Y.; Zhao, D.; Wang, X.; Zhao, S.; Zhang, Y. Burglars’ IoT Paradise: Understanding and Mitigating Security
Risks of General Messaging Protocols on IoT Clouds. In Proceedings of the 2020 IEEE Symposium on Security and Privacy, SP
2020, San Francisco, CA, USA, 18-21 May 2020; IEEE: Piscataway, NJ, USA, 2020; pp. 465-481. [CrossRef]

15.  Borcea, C.; Gupta, A.D.; Polyakov, Y.; Rohloff, K.; Ryan, G.W. PICADOR: End-to-end encrypted Publish-Subscribe information

distribution with proxy re-encryption. Future Gener. Comput. Syst. 2017, 71, 177-191. [CrossRef]

73



Sensors 2024, 24, 438

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

Blaze, M.; Bleumer, G.; Strauss, M. Divertible Protocols and Atomic Proxy Cryptography. In Proceedings of the Advances in
Cryptology-EUROCRYPT’98, International Conference on the Theory and Application of Cryptographic Techniques, Espoo,
Finland, 31 May—4 June 1998; Nyberg, K., Ed.; Lecture Notes in Computer Science; Springer: Berlin/Heidelberg, Germany, 1998;
Volume 1403, pp. 127-144. [CrossRef]

Lee, E. Improved Security Notions for Proxy Re-Encryption to Enforce Access Control. In Proceedings of the Progress in
Cryptology-LATINCRYPT 2017-5th International Conference on Cryptology and Information Security in Latin America, Havana,
Cuba, 20-22 September 2017; Revised Selected Papers; Lange, T., Dunkelman, O., Eds.; Lecture Notes in Computer Science;
Springer: Berlin/Heidelberg, Germany, 2017; Volume 11368, pp. 66-85. [CrossRef]

Weng, J.; Deng, R.H.; Ding, X.; Chu, C.; Lai, J. Conditional proxy re-encryption secure against chosen-ciphertext attack. In
Proceedings of the 2009 ACM Symposium on Information, Computer and Communications Security, ASTACCS 2009, Sydney,
Australia, 10-12 March 2009; Li, W., Susilo, W., Tupakula, U.K., Safavi-Naini, R., Varadharajan, V., Eds.; ACM: New York, NY,
USA, 2009; pp. 322-332. [CrossRef]

Qiu, J.; Hwang, G.; Lee, H. Efficient Conditional Proxy Re-encryption with Chosen-Ciphertext Security. In Proceedings of the
Ninth Asia Joint Conference on Information Security, AsiaJCIS 2014, Wuhan, China, 3-5 September 2014; Computer Society; IEEE:
Piscataway, NJ, USA, 2014; pp. 104-110. [CrossRef]

Kumar, S.;; Hu, Y.; Andersen, M.P; Popa, R.A.; Culler, D.E. JEDI: Many-to-Many End-to-End Encryption and Key Delegation for
IoT. In Proceedings of the 28th USENIX Security Symposium, USENIX Security 2019, Santa Clara, CA, USA, 14-16 August 2019;
Heninger, N., Traynor, P, Eds.; USENIX Association: Berkeley, CA, USA, 2019; pp. 1519-1536.

Abdalla, M.; Catalano, D.; Dent, A.W.; Malone-Lee, J.; Neven, G.; Smart, N.P. Identity-Based Encryption Gone Wild. In
Proceedings of the Automata, Languages and Programming, 33rd International Colloquium, ICALP 2006, Venice, Italy, 10-14 July
2006; Bugliesi, M., Preneel, B., Sassone, V., Wegener, 1., Eds.; Proceedings, Part II; Lecture Notes in Computer Science; Springer:
Berlin/Heidelberg, Germany, 2006; Volume 4052, pp. 300-311. [CrossRef]

Belguith, S.; Cui, S.; Asghar, M.R; Russello, G. Secure publish and subscribe systems with efficient revocation. In Proceedings of
the 33rd Annual ACM Symposium on Applied Computing, SAC 2018, Pau, France, 9-13 April 2018; Haddad, H.M., Wainwright,
R.L., Chbeir, R., Eds.; ACM: New York, NY, USA, 2018; pp. 388-394. [CrossRef]

Segarra, C.; Delgado-Gonzalo, R.; Schiavoni, V. MQT-TZ: Secure MQTT Broker for Biomedical Signal Processing on the Edge. In
Proceedings of the Digital Personalized Health and Medicine-Proceedings of MIE 2020, Medical Informatics Europe, Geneva,
Switzerland, 28 April-1 May 2020; Pape-Haugaard, L.B., Lovis, C., Madsen, 1.C., Weber, P, Nielsen, P.H., Scott, P., Eds.; Studies in
Health Technology and Informatics; IOS Press: Amsterdam, The Netherlands, 2020; Volume 270, pp. 332-336. [CrossRef]
Maene, P; Gotzfried, J.; de Clercq, R.; Miiller, T.; Freiling, F.C.; Verbauwhede, I. Hardware-Based Trusted Computing Architectures
for Isolation and Attestation. IEEE Trans. Comput. 2018, 67, 361-374. [CrossRef]

Sabt, M.; Achemlal, M.; Bouabdallah, A. Trusted Execution Environment: What It is, and What It is Not. In Proceedings of
the 2015 IEEE TrustCom/BigDataSE/ISPA, Helsinki, Finland, 20-22 August 2015; IEEE: Piscataway, NJ, USA, 2015; Volume 1,
pp- 57-64. [CrossRef]

Mambo, M.; Okamoto, E. Proxy Cryptosystems: Delegation of the Power to Decrypt Ciphertexts (Special Section on Cryptography
and Information Security). IEICE Trans. Fundam. Electron. Commun. Comput. Sci. 1997, 80, 54-63.

Weng, J.; Yang, Y.; Tang, Q.; Deng, R.H.; Bao, F. Efficient Conditional Proxy Re-encryption with Chosen-Ciphertext Security. In
Proceedings of the Information Security Conference, Pafos, Cyprus, 18-20 May 2009.

Shao, J.; Wei, G.; Ling, Y.; Xie, M. Identity-Based Conditional Proxy Re-Encryption. In Proceedings of the 2011 IEEE International
Conference on Communications (ICC), Kyoto, Japan, 5-9 June 2011; pp. 1-5.

Liang, K,; Liu, Z.; Tan, X.; Wong, D.S.; Tang, C. A CCA-Secure Identity-Based Conditional Proxy Re-Encryption without Random
Oracles. In Proceedings of the International Conference on Information Security and Cryptology, Seoul, Republic of Korea, 28-30
November 2012.

He, K;; Weng, J.; Deng, R.H.; Liu, ] K. On the security of two identity-based conditional proxy re-encryption schemes. Theor. Comput. Sci.
2016, 652, 18-27. [CrossRef]

Fang, L.; Susilo, W.; Ge, C.; Wang, ]. Chosen-ciphertext secure anonymous conditional proxy re-encryption with keyword search.
Theor. Comput. Sci. 2012, 462, 39-58. [CrossRef]

Seo, .W.; Yum, D.H.; Lee, PJ. Proxy-invisible CCA-secure type-based proxy re-encryption without random oracles. Theor. Comput. Sci.
2013, 491, 83-93. [CrossRef]

Son, J.; Kim, D.; Hussain, R.; Oh, H. Conditional proxy re-encryption for secure big data group sharing in cloud environment.
In Proceedings of the 2014 IEEE Conference on Computer Communications Workshops (INFOCOM WKSHPS), Toronto, ON,
Canada, 27 April-2 May 2014; pp. 541-546.

Liang, K; Susilo, W.; Liu, ].K.; Wong, D.S. Efficient and Fully CCA Secure Conditional Proxy Re-Encryption from Hierarchical
Identity-Based Encryption. Comput. ]. 2015, 58, 2778-2792. [CrossRef]

Ge, C,; Susilo, W.; Wang, J.; Fang, L. Identity-based conditional proxy re-encryption with fine grain policy. Comput. Stand. Interfaces
2017, 52, 1-9. [CrossRef]

Xiong, H.; Wang, Y.; Li, W.; Chen, C. Flexible, Efficient, and Secure Access Delegation in Cloud Computing. ACM Trans. Manag.
Inf. Syst. (TMIS) 2019, 10, 2. [CrossRef]

74



Sensors 2024, 24, 438

37.

38.

39.

40.

41.
42.
43.
44.

Paul, A;; Selvi, S.S.D.; Rangan, C.P. A Provably Secure Conditional Proxy Re-Encryption Scheme without Pairing. ]. Internet Serv. Inf. Secur.
2019, 11, 1-21.

Katz, J.; Lindell, Y. Introduction to Modern Cryptography, 2nd ed.; Computer Science, Mathematics, 2014. Available online:
https:/ /api.semanticscholar.org /CorpusID:9506320 (accessed on 28 November 2023).

Canetti, R.; Malkin, T.; Nissim, K. Efficient Communication-Storage Tradeoffs for Multicast Encryption. In Proceedings of the
Advances in Cryptology-EUROCRYPT'99, International Conference on the Theory and Application of Cryptographic Techniques,
Prague, Czech Republic, 2-6 May 1999; Stern, J., Ed.; Lecture Notes in Computer Science; Springer: Berlin/Heidelberg, Germany,
1999; Volume 1592, pp. 459-474. [CrossRef]

Caro, A.D.; Iovino, V. jPBC: Java pairing based cryptography. In Proceedings of the 16th IEEE Symposium on Computers and
Communications, ISCC 2011, Kerkyra, Corfu, Greece, 28 June-1 July 2011; IEEE Computer Society: Piscataway, NJ, USA, 2011;
pp. 850-855. [CrossRef]

e Foundation. Eclipse Paho Java Client; Technical Report; e Foundation: Paris, France, 2021.

HiveMQ. Hivemg-Community-Edition; Technical Report; HiveMQ: Landshut, Germany, 2021.

HiveMQSDK. HiveMQ Extension SDK 4.7.1 API; Technical Report; HiveMQSDK: Hongkong, China, 2021.

Dirk, F. AES; Datenschutz und Datensicherheit, Advanced Encryption Standard (AES). 1999. Available online: https:/ /api.
semanticscholar.org/CorpusID:31476420 (accessed on 28 November 2023).

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

75



ﬁ sensors

Article

Cryptanalysis and Improvement of Several Identity-Based
Authenticated and Pairing-Free Key Agreement Protocols for
IoT Applications

Haiyan Sun, Chaoyang Li *, Jianwei Zhang, Shujun Liang and Wanwei Huang

Citation: Sun, H.; Li, C.; Zhang, J.;
Liang, S.; Huang, W. Cryptanalysis
and Improvement of Several
Identity-Based Authenticated and
Pairing-Free Key Agreement
Protocols for IoT Applications.
Sensors 2024, 24, 61.
https://doi.org/10.3390/
524010061

Academic Editor: Alessandra Rizzardi

Received: 22 November 2023
Revised: 19 December 2023

Accepted: 19 December 2023
Published: 22 December 2023

Copyright: © 2023 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
1.0/).

College of Software Engineering, Zhengzhou University of Light Industry, Zhengzhou 450001, China;
sunhaiyan@zzuli.edu.cn (H.S.)
* Correspondence: lichaoyang2013@163.com

Abstract: Internet of Things (IoT) applications have been increasingly developed. Authenticated key
agreement (AKA) plays an essential role in secure communication in IoT applications. Without the
PKI certificate and high time-complexity bilinear pairing operations, identity-based AKA (ID-AKA)
protocols without pairings are more suitable for protecting the keys in IoT applications. In recent
years, many pairing-free ID-AKA protocols have been proposed. Moreover, these protocols have
some security flaws or relatively extensive computation and communication efficiency. Focusing
on these problems, the security analyses of some recently proposed protocols have been provided
first. We then proposed a family of eCK secure ID-AKA protocols without pairings to solve these
security problems, which can be applied in IoT applications to guarantee communication security.
Meanwhile, the security proofs of these proposed ID-AKA protocols are provided, which show they
can hold provable eCK security. Some more efficient instantiations have been provided, which show
the efficient performance of these proposed ID-AKA protocols. Moreover, comparisons with similar
schemes have shown that these protocols have the least computation and communication efficiency
at the same time.

Keywords: AKA; identity-based cryptography; eCK security model; attacks

1. Introduction

Internet of Things (IoT) applications have been increasingly exploited as information
technology, operational technology, communication technology, and electronic technology
develop. Examples include Smart Grid, Internet of Vehicles, Industrial IoT, and Agriculture
IoT, which have enhanced living conditions greatly. With the development of 5G, secure
and efficient communication demands have become huge as massive IoT devices are
participating in these IoT applications. In general, IoT end devices and IoT servers play
important roles in IoT applications. IoT end devices, mounted with sensors, collect useful
information and transmit data to the IoT servers over the open network. When these IoT
data are transmitted among different IoT devices, the sensitive information inserted in
these IoT data needs more secure cryptographic algorithms to protect IoT user privacy and
data security.

To protect the security of data transmission, cryptographic means that require secret
keys are presented. For IoT user identity authentication, the shared key, public key certifi-
cate, and zero-knowledge proof are some common cryptographic methods [1]. For secure
IoT data transmission, the digital signature can help confirm data ownership [2], the key
agreement can help establish a secure session key [3], and the public key encryption can
guarantee IoT data security with ciphertext in the public Internet environment [4]. For
IoT data with fine-grained access control, attribute-based encryption can help establish a
secure access control strategy with the attributes of IoT users and data [5], and security
policy protocol can solve Internet control message protocol (ICMP) attacks [6]. Many
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cryptographic algorithms guarantee secure and efficient communication among different
IoT applications—there are too many to mention one by one. However, these cryptographic
algorithms are public; therefore, the keys are essential for secure data transmission. More-
over, blockchain technology has been applied to IoT applications to solve the centralized
management problem [7].

Key agreement (KA) is an important method to protect keys, which supports building
a common session key between no less than two different users for subsequent communica-
tions. Authenticated key agreement (AKA) not only generates a common session key, but
also prevents active attacks and implicitly authenticates the participants simultaneously. In
the public-key infrastructure (PKI) setting, the user’s long-term public key is matched with
the corresponding identity in a certificate, which is derived by a trusted certificate authority.
However, managing and transmitting these certificates results in heavy computation and
storage costs. Considering IoT end-devices are usually resource-constrained and have
limited memory, computation power, storage, and battery life, PKI-based AKA protocols
(e.g., [3,8]) are not suitable for IoT applications. Therefore, to avoid the PKI certificate
problem, AKA (ID-AKA) protocols with identity are proposed [9]. In ID-AKA protocols,
every user owns a unique identity, the long-term public key is constructed by the user’s
personal identity, and the private key is composed of the identity and a master key, which
is created by the trusted key generation center (KGC). Since the introduction of the first
ID-AKA protocol in [10], many ID-AKA protocols have been introduced based on bilin-
ear pairings [11-18], which is a high time-complexity operation. Because of the resource
restriction of IoT end devices, ID-AKA protocols without pairings are more suitable for
IoT applications.

Currently, the modified Bellare and Rogaway (mBR) model [12], the Canetti-Krawczyk
(CK) model [19], and the extended Canetti-Krawczyk (eCK) model [20] are some famous
security models for AKA protocols. In particular, the eCK model can achieve the most
security properties [13]. Meanwhile, to satisfy the communication demands of the high
speed, low latency, and large connections in IoT applications, a more secure and efficient
AKA protocol is needed. Thus, designing efficient ID-AKA protocols without pairings
while maintaining eCK security would be more suitable for IoT applications.

Motivation and Our Contribution

Aiming at considering the aforementioned problems, this paper presents some efficient
ID-AKA protocols while holding the eCK security for IoT applications.

e We provide the preliminaries of some Diffie-Hellman assumptions and the forking
lemma, provide a detailed description of the eCK-security model for two-party ID-
AKA protocols, and draw a figure to show the network model for these protocols.

e We analyze three recently proposed ID-AKA protocols without pairings [21-23], and
point out the security flaws against some known attacks.

e We propose a family of pairing-free ID-AKA protocols in the eCK security model. The
security proof also considers the case where the public key materials related to the
long-term private key can be altered by an active adversary. Furthermore, events in
our security proof are complementary.

e We provide some more efficient protocols that need four elliptic curve point multi-
plication operations. Protocol comparison shows that our efficient protocols have
the advantage over similar protocols with the items of security, computation, and
communication efficiency.

The paper is organized as follows: Section 2 provides some related work, Section 3
presents the cryptanalysis of several ID-AKA protocols, Section 4 proposes a family of
pairing-free ID-AKA protocols, Section 5 shows some more efficient instantiations, Section 6
presents the performance and comparison, and Section 7 gives the conclusion.
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2. Related Work

Some related works about the cryptographic methods for IoT applications and devel-
opments of KA protocols are provided in the following two subsections.

2.1. Cryptographic Methods for IoT Applications

In ToT applications, the IoT data generally contain plenty of sensitive information
about the system users, such as their personal identity, location, and production data. When
these IoT data are transmitted among different IoT devices and applications, cryptographic
technologies play an essential role in the processes of user identity authentication, IoT
data transmission, IoT data fine-grained access control, and so on. Jayabalasamy et al. [2]
proposed an aggregate signature scheme to solve the nonrepudiation problem in blockchain
ecosystems, which could also confirm the data ownership in the untrusted IoT environment.
Li et al. [3] designed a KA protocol based on the SM2 algorithm, which could help estab-
lish a secure session key between different system users in smart grid communications.
Pu et al. [4] introduced a public key authentication encryption scheme, and added the
function of keyword search into this scheme to guarantee IoT data security in industrial IoT
applications. Rasori et al. [5] provided a survey of the attributed-based encryption protocols
in recent years, and figured out the problems and challenges of IoT data fine-grained access
control in most current IoT applications. Onyema et al. [6] presented a security policy
protocol for the detection and prevention of Internet control message protocol (ICMP)
attacks in software-defined networks. For these different cryptographic algorithms, the key
is an essential part of secure IoT communication. Therefore, establishing a secure session
key is the first issue that should be taken into consideration for secure communication in
IoT applications.

2.2. Developments of KA Protocols

Numerous interesting pairing-free ID-AKA protocols have been introduced in recent
years. In 2010, Cao et al. [24] provided a one-round ID-AKA protocol without pairing and
presented the security proof in the mBR model. Then, two pairing-free ID-AKA protocols
were proposed in [25,26], which utilized the CK model to prove its security. In 2016,
Ni et al. [27] showed that the security proof of Sun et al.’s protocol neglected the case where
the public key materials related to the long-term private key could be altered by an active
adversary, and proposed two eCK-secure ID-AKA protocols without pairings. However,
events in the security proof of their protocols were not complementary, which resulted in a
mismatch in the freshness definition. Moreover, KGC needed to generate one extra long-
term private key, which increased the storage, computation, and communication costs with
the increase in the number of users. Bala et al. [21] presented an ID-AKA scheme without
pairing for wireless sensor networks and claimed it was secure in the eCK security model.
But Dang et al. [28] showed that its security proof had the same problem. Furthermore, the
eCK security model was not secure as it suffered from an ephemeral key reveal attack.

In 2018, Dang et al. [28] provided a pairing-free ID-AKA protocol that could achieve
eCK security in vehicular ad hoc networks. However, in 2021, Deng et al. [29] showed
that it was not eCK-secure and put forward a new scheme that required only four scale
multiplication operations. However, we found that the security proof had some flaws,
for example, it was inappropriate that the challenger grasped the private key of KGC in
the proof Cases CA2, CA3, CA4, and CA6. Mohammadali et al. [22] proposed the NIKE
protocol, an ID-AKA protocol without pairing. However, there were still some drawbacks
to it. Firstly, we found this scheme had a design flaw, i.e., if an individual was to learn
about the long-term private keys of two parties (say A(Meter) and B(AHE)), they could
easily obtain KGC'’s master key. Secondly, it could not resist a KCI attack. Thirdly, although
the NIKE protocol only needed, at most, three elliptic curve point multiplication operations,
it needed three hash-to-point operations, which was a more time-consuming operation
than the point multiplication operation. In 2019, Zhang et al. [23] gave two pairing-free
and unbalanced ID-AKA protocols for disaster scenarios. Their protocols were actually
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unbalanced versions of the protocol in [24]. Their protocols reduced one elliptic curve point
multiplication operation for the limited party. However, Zhang et al.’s protocols did not
have ephemeral key reveal resistance. In 2020, Daniel et al. [30] pointed out that Bala et
al.’s protocol [21] could not resist an ephemeral key reveal attack. They also provided an
ID-AKA protocol and presented its security proof in the eCK model [27]. However, its
computational cost was still higher, which needed five-point multiplication operations
in the elliptic curve. Furthermore, they pointed out that protocol [27] suffered from key
offset attacks; however, key offset attacks could be simply avoided by adding a message
authentication code using the same method in [30].

In 2021, Kumar and Chand [31] presented an ID-AKA protocol with cloud for the
wireless body area network for anonymous health data authentication. However, Rakeei
and Moazami [32] pointed out that this protocol could not resist a man-in-the-middle
attack and achieve perfect forward secrecy. In 2022, Pu et al. [33] provided a mutual au-
thentication and KA protocol for data privacy preserving in unmanned aerial vehicles
(UAVs). Zhang et al. [34] designed a group key agreement (GKA) protocol for user pri-
vacy protection and data resource secure sharing in an intelligent IoT system. In 2023,
Zhou et al. [35] presented an AGKA protocol for an Al-based automation system, which
utilized a semi-trusted authority to perform precomputation operations. Pan et al. [36]
focused on the communication security of UAVs to introduce a heterogeneous AKA proto-
col. Zhang et al. [37] provided a symmetric-key AKA protocol for edge-cloud IIoT, which
could achieve perfect forward secrecy based on both authentication and derivation master
keys. Abdussami et al. [38] proposed an AKA protocol for secure patient health-related
data sharing in IoMT.

The security comparisons of these ID-AKA protocols are shown in Table 1, and the
security items of the KGC’s master key (MSS), weak perfect forward secrecy (wPFS), key
compromise impersonation resilience (KCIR), ephemeral secrets reveal resistance (ESRR),
and assumption (AS) were compared. Facing these problems and secure IoT communication
demands, a secure ID-AKA protocol is needed to strengthen the security of session keys
between different IoT users. The next sections will present the cryptanalysis of several
ID-AKA protocols [21-23] first, and then provide the proposed ID-AKA protocols.

Table 1. Security comparisons.

Protocols Security Model wPFS KCIR ESRR MSS AS
CKD [24] mBR* Yes Yes No Yes GDH
FG-1[25] CK Yes Yes No Yes GDH
XW [26] CK Yes Yes No Yes GDH
PF-ID-2PAKA [21] eCK* (flawed) Yes Yes No Yes GDH
DXCLCZF-18 [28] eCK (flawed) Yes No No Yes GDH
ZHWY-19 [23] mBR* (flawed) No No No Yes GDH
NIKE [22] — (flawed) Yes No Yes No -
NCL-16-1I [27] eCK@ Yes Yes Yes Yes GDH
DRS-20 [30] eCK Yes Yes Yes Yes GDH
DSH-21 [29] eCK* Yes Yes Yes Yes GDH
PWCAS-22 [33] eCK* Yes Yes Yes Yes PUF
ZHVLH-23 [37] eCK* Yes Yes Yes Yes PRF

eCK* and mBR* are without the case where an active adversary may alter all public key materials not only the
temporary public key. “~” denotes that there is no formal security proof for the protocol. eCK@ denotes that
events in the proof are not complementary.

3. Preliminaries

Some basic concepts including complexity assumptions and the eCK security model
for two-party ID-AKA protocols are reviewed in this section.
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3.1. Complexity Assumptions

Let G be an elliptic curve additive group with a large prime order g, and P is a
generator of G. Some Diffie-Hellman assumptions over G are recalled as follows.

e Computational Diffie-Hellman (CDH) Assumption: Given three points, P,aP, and
bP, where a,b € Zj, the advantage Advjcv?H to compute abP is negligible for any
probabilistic polynomial time (PPT) adversary M.

e Decision Diffie-Hellman (DDH) Assumption: Given four points P,aP,bP, and cP,
wherea, b, c € Z, the advantage Adv}P™ to decide whether ¢ = ab mod 7 is negligible
for any PPT adversary M.

e Gap Diffie-Hellman (GDH) Assumption: Given four points P,aP, bP, and cP, where
a,b,c € Zy, the advantage Adv%/lD H to compute abP by accessing a DDH oracle is
negligible for any PPT adversary M.

3.2. The Forking Lemma

The forking lemma is applied in the security proof of our proposed protocols. Here,
we recall it described in [27].

Let Og be a generic digital signature scheme. Given an input message n, ©g produces
a triple (K, h,v), where K is a randomly selected value in a large set, h is the hash value
of (m,K), and v is only dependent on K, m, and h. Assume that a PPT algorithm M can
produce a valid signature (K, &, v) on the message m with non-negligible probability. Then,
with non-negligible probability, a replay of this algorithm can output two valid signatures
(K, h,v) and (K, h,7) on the same message m, such that i # h.

3.3. eCK-Security Model for Two-Party ID-AKA Protocols
We now recall the eCK-security model for two-party ID-AKA protocols in [13,27].

e Participants. Let i/ = {IDy,---,ID} be a finite set of L honest parties. Each partici-
pant ID; € U is modeled as a PPT Turing machine. Any two parties can be involved in
a protocol execution. Each party may execute multiple instances (sessions) in parallel.
Let H;’; denote the mth protocol session, which runs at party ID; (the owner) with
intended partner party ID;. Every session [T} has internal state variables State]"; and
tranfj to record the state of HZ;., and the transcript of messages sent and received by
[T, respectively. If [T} can compute a session key SK{, State]; = completed. The
messages in tran}fj are ordered according to the protocol specification.

e Adversary Model. The adversary M is modeled as a PPT Turing machine and has
full control of the communication network. Active attacks are formulated by allowing
the adversary M to perform the following queries:

- EphemeralKeyReveal (H:"]) The adversary M is provided the ephemeral pri-
vate key of H;”]

- SessionKeyReveal ([]7}). The session key held by a completed session [Tj; is
returned to M.

- Corrupt (ID;). The long-term private key of ID; is returned to the adversary M.

-  KGCstaticKeyReveal. The adversary M obtains the master key of KGC. This
query is used to model master key forward secrecy.

- RegCT (ID;). Via this query, the adversary M is able to register a dishonest
party with identity ID;. Meanwhile, M obtains ID;’s long-term private key and
totally controls ID;.

- Send (I—[Z», M). Via this query, the adversary M can send any message M to party
ID; in session ]_[:"] on behalf of party ID;. The adversary M is responded to
according to the protocol specification. H;”] can be initiated by ID; when M = A.
In general, for simplicity ID; # IDj is required, i.e., two identical participants
will not run a session. Internal states of :”] should be maintained accordingly.
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- Test (H%). The input session Hl”; must be fresh. In response to this query, Hl";
flips a fair coin b € {0,1}, and returns the real session key if b = 0, or a random
sample from the distribution of the session key if b = 1.

e Security Experiment. The security experiment between the adversary M and the
challenger C?H consists of the following phases.

- Setup. The challenger CH generates the system parameters along with the
master private key and valid long-term secret keys for each party. The adversary
M is then provided all public data, including the identities of all the honest
parties.

—  The first phase of the game. Adversary M is allowed to issue a polynomial
number of EphemeralKeyReveal, SessionKeyReveal, Corrupt, KGCStaticKeyRe-
veal, RegCT, and Send queries in any order.

- The second phase of the game. At some point, adversary M chooses a fresh
session :”] (see Definition 2) and issues a Test( ,”;) query at most once. After
this, adversary M can keep asking other queries under the condition that the
test session must remain fresh.

- The end of the game. M makes a guess b’ for b.
e  Advantage. M wins the above security experiment if the test session Hlm] is still fresh
and b’ = b. The advantage of M in winning the above security experiment is defined

as AdvKE(M) = |2Pr[ M wins] — 1|, where M wins refers to M can distinguish the

tested session key from a random string.

In the following, we introduce definitions for Matching Session, Freshness, and eCK
Security.

Definition 1 (Matching Session). If two completed sessions H;’; and H;?,i have the same message
transcript, they are said to be matching.

Definition 2 (Freshness). Let [T; be a completed session between honest party 1D; and 1D, TT;
is said to be fresh if none of the following three conditions hold:

(1) The adversary M knows the session key of [T; or its matching session ['Tj; (if [T exists);

(2) H;’j has a matching session H]”/l-, and the adversary M knows both the long-term private key
of participant 1D; and the ephemeral private key of H;’j or both the long-term private key of
participant 1D; and the ephemeral private key of H]’»',i.

(3) H,m, has no matching session, and the adversary M knows both the long-term private key
of pqr?icz’pant ID; and the ephemeral private key of ]_[1’.’,1]», or the long-term private key of
participant ID;.

Remark 1. The first condition in Definition 2 is to exclude the trivial attack that M obtains the
session key directly. The second and third conditions in Definition 2 are to exclude the trivial attack
that M obtains the long-term private key and the ephemeral private key of one party simultaneously.
If H;“] has no matching session, it means that M has obtained the ephemeral private key of
participant ID;; therefore, M cannot obtain the long-term private key of ID;.

Definition 3 (eCK Security). We say that an ID-AKA protocol is secure in the eCK model if the

following conditions hold:

(1) If two honest parties successfully complete matching sessions, they both compute the same
session key.

(2)  For any PPT adversary, M, AdvAKE (M) is negligible in security parameter k.

Remark 2. If a protocol is secure under Definition 3, then it achieves implicit mutual key au-

thentication and the basic security properties, including weak perfect forward secrecy (wPFS), key
compromise impersonation resilience (KCIR), ephemeral secrets reveal resistance (ESRR), known key
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security, no key control, resistance to basic impersonation attack, replay attack resilience, resistance
to man-in-the-middle attack, and unknown key share resilience.

4. Cryptanalysis of Several ID-AKA Protocols

Figure 1 shows the network model for ID-AKA protocols considered in our paper.
Here, user A, user B, and trusted authority (acts as KGC) are the three main parties of an
ID-AKA protocol. A and B obtain their long-term private keys in the extract phase and
use them to reach AKA each other. Next, this section provides the cryptanalysis of several
ID-AKA protocols.

(1)Setup: generate system parameters

*
FEE
Trusted

Authority(KGC)
«

N
NSRS

ﬁ)’@

User A User B

<:> Public Chnanel  ————  Safe Chnanel

Figure 1. Network model for ID-AKA protocols.

4.1. The PF-ID-2PAKA Protocol

PF-ID-2PAKA [21] is also composed of three stages, i.e., setup, extract, and key agree-
ment. The former two stages are the same as those of the DXCLCZF-18 protocol [28]. Here,
we only describe the key agreement stage in Figure 2.

A(ID4,R4,5.) B(IDg,Rp,55)

M, ={D,,R,T,;} _ .
eAeRZ; V@BGRZq

T,=e,P _ M, ={IDy, Ry, T;} T,=e, P

K}w =(e, +s )T, + H,(ID, ||RB)TB) KtliA =(ez +s, 0T, +H,(ID, I R)T))
KjB =e, T}, KZ?A =e,T,
sk=H,(ID, | ID, | T, || Ty || Ky | K3y) sk =H,(ID, | ID, || T, | T, || Ky, || K3,

Figure 2. The key agreement phrase of the PF-ID-2PAKA protocol [21].

4.1.1. Ephemeral Key Reveal Attack
Suppose that A’s ephemeral key e 4 is compromised by an adversary. Next, we show
that the PF-ID-2PAKA protocol suffers from an ephemeral key reveal attack.

(1) The adversary M initializes a session ]‘[?/B through the query Send(HQ’B, 1), and
then obtains the message M; = {ID, R4, T4}, where Ty = e4P with a random
elementey € Z;.

(2) Upon receiving the message, M;, M randomly picks an ephemeral private key eé\’l € Zy,
calculates Té\/l = e/BMP — Rp — Hy(IDg, Rp)Py,p, and returns M, = {IDB,RB,T{;M}
to HfA,B impersonating B via the query Send(Hf;LB, M>). Note that B’s identity IDp
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and correct public key material Rp can be obtained from the response of the query
Send(]‘[tBlu, 1).

(3) Upon the receipt of M, A calculates the shared session key and completes this
session. Specifically, A calculates sk = Hy(ID || IDg||Ta||T§"||KY 5||K2p), where
Klig = (sa+ea)(Rp+ Hi(IDg, Rp) Py + T3!) and K3 5 = e4 T3

(4) Now, M performs the query Ephemera]KeyReveal(Hfg/ p) toreveal an ephemeral private key
eA- V\/“lththeknowledgeofeﬁ’l and e 4, M computes K%;/Xt = eé‘/l (Ra+Hi(IDa, Ra)Ppyp +
Ta), Kg)' = eaTy", and sk = Ha(IDAl| IDg|| Tal| T3 || KX IKEXD).
Correctness. The following provides the correctness of the attack process.
As a result of Té\’t = e/BVlP — Rg — Hy(IDg, RB)Ppub/ we can obtain

KYp = (sa+ea)(Rp + Hy(IDp, Rp) Py + T3")
= (sa+ea)ep'P
= e (saP +eaP)
= e (Ra+Hi(ID4, Ra)Ppup + Ta)
— KlM
BA -

Thus, A and M receive the same session key, which means that the PF-ID-2PAKA
protocol suffers from an ephemeral key reveal attack. Note that our construction cannot
suffer from the above attack as both of the two shared secrets not only depend on the
ephemeral private key, but also depend on the long-term private key, and they are linearly
independent. Therefore, it is impossible to remove the long-term private key from the two
shared secrets simultaneously.

4.1.2. Flaws in the Security Proof

The PE-ID-2PAKA protocol can not be proved secure under the hardness of the GDH
problem in Case 3 (i.e., M can neither obtain the long-term private key of ID 4 nor that
of IDg). Meanwhile, the ephemeral key ¢ of IDp may be created by M, then CH cannot
know tp. In ignorance of ¢, CH does not calculate CDH(U, V) = Ky —t4(Tp + V) — tgU.
Therefore, the challenger C’H cannot solve the GDH instance.

4.2. The ZHWY-19 Protocol

Here, we only describe the key agreement stage of the ZHWY-19-I protocol [23] in
Figure 3. For more details, one can refer to [23]. Note that Cheng et al. [39] pointed
out that the ZHWY-19-I protocol [23] cannot achieve forward security and resist the key
compromise impersonation attack. Here, we point out that this protocol is weak against
the ephemeral key reveal attack and flaws in the security proof.

4.2.1. Ephemeral Key Reveal Attack

If e4 and ep in a past session have been compromised by the adversary M, M can
compute the session key sk.
(1) M accesses to My = {Ry, Va,us} and My = {Rp, Vi, Tg, T4, macg} of the session.
(2) Given{IDy,es, Ra}and {IDg, ep, Rp}, M calculates the keys of PK4 = R4 + Hy(ID ]|
RA)Ppuh/ PKp = Rp + Hl(IDB”RB)Ppub/ K1 = EAPKB + CBPKA, K, = EA€BP, and
sk = Hy(ID4||IDg||Tal|Ts||K1||K2) as the shared session key.
Thus, the ZHWY-19-1 protocol is weak against the ephemeral secret key leakage. Note
that they did not claim their protocol holds ephemeral key reveal resistance.
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4.2.2. Flaws in the Security Proof

In the ZHWY-19-I protocol, the answer to oracle Corrupt(ID;) is improper. Actu-
ally, Corrupt(ID;) should return the long-term private key (s;, R;, v;, V;) rather than s; to
the adversary.

A(UID 4R 4,844, V) B(IDp,Rp, 55,5 V5)

* M={R4,Vy s}
e, € L,

A\

ey €p Listty = ey + vy,

Ty =u,P,T,=u,P
PK,=R,+H,(D,||R,)F,,

K;?A =s5,(T, —V,)+e,PK,

KfiB =eB(TA 7VA)

mac, = HMAC,, . (R, ||V, |7, [IT,)

u,=e, +v,

Mo={Rp, V5, T Ty macg}

PKy =Ry +H,(IDy,R,)P,,
K:B =s5,(T; =Vy)+e,PK,
K.iB =e, (T, = V)

check HMAC,, . (R, |V, |7, | T,)=mac,
sk = Hy(ID, || 1Dy || T, || T, || Ky 1 K3
mac,, = HMAC, RNV Ny

KK
Ms={mac,}

check HMAC <, RNV, u,4)£mac4

1
Kl

sky, = Hy (D, | 1D, || T, || Ty || Ky 11 K3)

Figure 3. The key agreement phrase of the ZHWY-19-I protocol [23].

4.3. Mohammadali et al.’s Protocols

Mohammadali et al. [22] proposed two protocols, the NIKE protocol and the NIKE ™
protocol. These two protocols contain three stages, namely setup, extract, and key agree-
ment. The NIKE protocol is briefly shown in Figure 4. Note that, here, we did not analyze
the flaws in the security proof as there was no security proof in [22].

4.3.1. The Insecurity of the KGC’s Master Key
If the user A(Meter) and the user B(AHE) launch collusion attacks, they can know

the KGC’s master key s. As y4 = Hy(IDjp, Yp)s, they can obtain s = Hy(IDjp, Yz) "y 4 with
the knowledge of y4 and Y3.

4.3.2. Key Compromise Impersonation (KCI) Attack

The NIKE protocol suffers from a key compromise impersonation (KCI) attack, i.e., if
the user B(AHE)’s long-term private key Yp is compromised by M, M can impersonate
any user (say A(Meter) ) with B(AHE)’s long-term private key Yp to communicate with
B(AHE). The details are as follows. Note that they did not claim their protocol held
KClI resistance.

(1) M obtains ID4, R 4 by eavesdropping on a connection between A(Meter) and any user.
Then, M picks eﬁ’l S Z; at random, calculates T//;A = eﬁ/‘P — H,(IDg, YB)Pp”b — Ry,
and sends {ID4, T}', R4} to B(AHE).

(2) Upon the receipt of {ID 4, Tﬁ’t, Ra}, B(AHE) generates tp, Tp, Kga, mp according to
the protocol.

(3) Upon receiving {IDg, Tg, mp}, M calculates Kﬁ’}g = eﬁ" T, mﬁ/l = Hl(l,KfX[‘,) and
SK = H;y(ID4|| IDg||, K}%), and finally sends m% to B(AHE).
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(4) Upon receiving mﬁ/l, B(AHE) verifies m*! is correct and computes the session key

according to the protocol.

KGC(s, P,»=sP)

R,=r/P
A(Meter)(ID,, R,y ,,5 ,,7,) B(AHE) (ID,,Y;, 1)
. M={ID 4R 4T}
e, € L, »e, e, 7,
T,=e,P lp=ey+ 15,15 =1,
Ky, =t,(R,+H,(ID,,Y;)
P.,+T)

My={IDp,Tg,mp} my =H(0,K,,)

K,;=(s,+e)T,

check HI(O,KAB);mB

m,=H (,K,,)

sk=H,(ID,||ID,,K ;) M={m,}

> check Hl(l,KBA)%mA
sk=H,(ID,|[ID;,K,,)

H, 0,1}’ xG > G, H, :{0,1} xG > Z,

Figure 4. The NIKE protocol [22].

Correctness. The following provides the correctness of the attack process.
As Tﬁ’l = eﬁ"P — Hy(IDp, yp)Ppup — Ra and Tp = t3P, we can obtain
Kpa = tg(Ra + Ha(ID 4, Y5) Py + T2")
= tp(Ra + Ha(ID g, Y5) Py + €4'P
- HZ(IDBr YB)Ppuh - RA)

= tBCA}AP

= Eﬁ/l TB

= K4b

Thus, A and M obtain the same session key, which means that the NIKE protocol
suffers from a KCI attack. The KCI attack on the NIKE™ protocol is the same as above.

5. Our General Construction

This section firstly provides the construction Y ¢, ¢, ¢, c,, secondly show the construc-
tion Yc, ¢, ¢, c, is correct, and thirdly provides the security proof.
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5.1. Construction Description
The ZCl/CZ/CS/C ) is composed of three stages, i.e., setup, extract, and key agreement.
o Setup: Select security parameter k, KGC performs as follows:

(1) Pick an elliptic curve E/F,, where [, is a finite filed, and p is a prime number
with k bits.

(2) Create a cyclic additive group G with the order g, which is generated by a base
point P over E/IFP.

(8) Choose s € Zj randomly, and then set the master private key s and the system
public key Py, = sP.

(4) Pick Hy : {0,1}* — Zj and Hy : {0,1}* — {0, 1}%.

(5) Expose (E/F,,G,q,P, Ppup, Hi, H,), and meanwhile retain s unrevealed.

e Extract: KGC derives the long-term private key for user ID; € {0,1}* as below.

(1) KGC randomly selects r; € Zy, and calculates R; = r;P and h; = Hy (ID;|[R;).

(2) KGC computes s; = r; + h;s mod g and derives (s;, R;) as the user’s long-term
private key.

(3) KGC sends (s;, R;) to the user securely.

Upon receiving (s;, R;), the user can verify s;P L R; + Hy(IDj||R;) Pyyp- If this verifi-
cation succeeds, the key pair (s;, R;) is correct and valid. s;P serves as the real public
key in relation to ID;.

e Key Agreement: Assume that user A with identity ID 4 hopes to compute a key with
user B with identity IDjp.

(1) A randomly picks an ephemeral secret key e4 € Z;, calculates T4 = e4 P, and
returns My = {ID4, Ra, T4} to B. The agreement process in Figure 5.

(2) When {IDy4, R4, Ta} is received, B picks an ephemeral secret key ep € Z;, calcu-
lates Ty = epP, and returns {IDg, Rp, Tz} to A. Next, B calculates
skga = Hy(ID4||IDg||Ra||Rg||Ta||Ts||K}4||K3,) as the shared session key,
where K1BA = (s + Coep)(PKp + C1Ty), K%}A = (sp + Cyep)(PKy + C3T4),
PKy = RA+H1(IDAHRA)Ppub/ C,(l = 1,2,3,4) € Z; and C; # C5,Cy # Cy.
Finally, B sends M, = {IDg, Rp, T} to A.

(3) When M = {IDg, Rp, Tp} is received, A calculates PKg = Rp + H1(IDp]||Rp) Ppup,
and two shared secrets K}QB = (sa + Cieq)(PKg + CoTp) and K5 = (54 +
C3€A)(PKB +C4T3), where Cl(l = 1,2,3,4) € Z; and C; # C3,Cy # Cy4. Fi-
nally, A calculates the shared session key skap = Ha(ID4||IDg||Ra||RB||Tal|T5|

1 2
KAB | ‘KAB)'
A(ID4,R4,54) B(IDg,Rp,55)
. M={ID,R,,T, .
€, € Zu ~UDyRs Ty € €p Zq
T,=e,P My={IDj, Ry, Ty} Ty=eyP
-~
PK, =R, +H,(ID;,R,)P,, PK, =R, +H,(ID,|R)F,,
Ky =(s,+Ce ) (PK, +CT,) K = (s, + Coe,)(PK , +CT))
Kix =(s,+Cye, )(PK,; +C,T}) K3y = (s, +Cye,)(PK, +C,T,)

sk = Hy(ID, || 1D, | R, | Ry | T, I Ty 1 Ko I K3y) kg = Hy(D, 1D | R | Ry | T, 11T, 11 Ky 1K)

Figure 5. The key agreement phrase of our proposed construction Yc, ¢, ¢, c,-

Note that our construction provides a method to construct eCK secure ID-AKA proto-
cols; however, parameters Cq, C, C3, and C4 should be fixed in the real execution environ-
ment. One can choose a concrete and efficient protocol derived from our construction to
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execute in the real environment, e.g., protocol }; ; _1 _1, protocol }>; 1 _1 1 and protocol
Y1,1,2,2 described in Section 6.

5.2. Construction Correctness

The following provides the correctness of our construction. As PKg = Rp + Hy(IDg||Rp)
Ppuh = SBP, PKA = RA +H1(IDAHRA)Ppub = SAP, TA = GAP and TB = EBP, we can ob-
tain: .

Kap = (sa + Crea)(PKp + CoTp)

(SA + CleA)(SBP + CzEBP)

(sa+ Crea)(sg + Caep)P

(SB + CzeB)(SA + CleA)P

(SB + Czeg)(PKA + ClTA) = K%-}A =Ky,
(

(

(

(

K% = (sa+ Caea)(PKp + C4Tp)

SA +C3€A)(SBP+C4€BP)

sa+ Csea)(sp + Cyep)P

s+ Caep)(sa + Czen)P

= (sp + Cyep)(PKg + C3Ty) = K%A = Ks.

Thus both A and B compute SkAB = SkBA =sk = HQ(IDA‘|IDB||RA||RB||TA||TBHK1"
K5) as their session key. Hence the correctness holds.

5.3. Security Proof

Here, the events in our security proof are complementary, while they are not comple-
mentary in [27], and the security proof can be reduced to the following theorems.

Theorem 1. Provide two random oracles, Hy and Hy, the proposed ID-AKA protocol is secure in
the eCK model based on the GDH assumption over the elliptic curve group.

Proof. This theorem is under the condition that the two conditions shown in Definition 3
hold. The correctness analysis shows that the first condition stands. The second condition
would be proven by contradiction, i.e., there is an adversary who can execute a PPT
algorithm to win the game with non-negligible probability, we can use M to create a GDH
solver CH who can find a solution for the GDH instance. [

Assume M is a polynomially (in security parameter k) bounded adversary whose
advantage is Adv (k). Suppose that M activates no more than n, (k) different honest
parties, and each party can take part in no more than n,(k) sessions. Suppose that M
chooses [T} ;, the nth protocol session which executes between party 1D, (the owner) and
the target party IDj, (the peer) as the test session. Assume that M performs, at most, 1, (k)
H; queries.

According to AdoKE(M) = [2Pr[M wins] — 1|, we can derive that Pr[M wins] is
non-negligible as Adv4XE (M) is non-negligible. As H, is modeled as a random oracle, M
can make a clear distinction between a random string and the tested session key in the
following three ways:

Al. Guessing attack: M directly guesses the correct session key.

A2. Key replication attack: M successfully creates a session that cannot match the test
session while holding the same session key. Here, M can obtain the test session key
by querying the non-matching session key.

A3. Forging attack: Sometimes, M makes Hj queries on (ID,, IDy, Ra, Ry, T, Ty, K1, K2)
in the test session. Here, M calculates K; and K itself.

The guessing of Hy's output is with the negligible probability O (1/2F). If two sessions
are different, Hy has the same input by probability O (115(k)?/2F), which is also negligible.
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Then, M can provide the difference between a random string and the tested session key
only by forging attack.

Next, a reduction approach is applied to analyze the forging attack. This approach
reduces the protocol security to the hardness of mathematical problems in the GDH as-
sumption. By making assumptions about the adversary, a challenger can solve a GDH
instance with the queried data and forged session key derived by a query-respond game
between them. As the GDH instance cannot be solved with the current computation ability
in polynomial time, the assumptions about the adversary are invalid, and the proposed
ID-AKA protocols are secure.

Now, the detailed descriptions of the reduction proofs are as follows.

If M can successfully execute forging attack with non-negligible probability Adof(k),
we will use M to create a GDH solver CH to find a solution for the GDH instance with
AdngH(k). Here, GDH instance is (U = uP,V = vP),and u,v € Z;,P € G, CH plans
to calculate GDH(U, V) = uvP performing the DDH oracle. CH acts as a challenger that
performs the eCK game with M and makes response for M'’s queries.

Before the game starts, CH guesses the test session that M’s choices is [T}, with a
correct probability at least 1/m,(k)?ns(k). Next, CH needs to guess the strategy that M
adopts. Then, according to Definition 2, test session [T/, has the matching session Hé o
then M can only passively forward messages between,participant ID,; and participaflt
IDy, i.e., messages including public key materials and ephemeral keys of HZ,b and Hlb’” are
selected by C*H. Test session [T; , has no matching session, then M alters some messages
at its own will, i.e., messages including the public key material and the ephemeral key
of [T, are chosen by CH, and another one of ID; is chosen by M, and, thus, for ID;,
CH can only consider the long-term private key of ID;,. With the former analysis and
the freeness definition, CH guesses the operation that M selects one of the following six
complementary choices. Note that, strictly speaking, the ephemeral private key of ID,
refers to [T} ,’s ephemeral private key, and the ephemeral private key of 1D, refers to the

matching session Hf, .'s ephemeral private key.

S1: Z,b has Hé,ﬂ' and M obtains neither the long-term private key of ID, nor the
ephemeral ’orivate key of IDy,.

S2: TI;p has IT;,, and M cannot obtain any information about the ephemeral private
keys of ID, and IDj,.

S3: [1;, has ]_[fw, and M knows neither the ephemeral private key of 1D, nor the long-

term private key of IDy,.

S4: Tl has Hé/a, and M cannot obtain any information about the long-term private keys
of ID, and IDy,.

S5: [1j ) does not have a matching session, and M knows neither the ephemeral private
key of ID, nor the long-term private key of IDy,.

S6: Z,b does not have a matching session, and M does not know any information about

the long-term private keys of 1D, and ID,,.

One of the former operation successes is if M succeeds in a forging attack with non-
negligible probability. Therefore, the assumption about adversary M is invalid, and the
proposed ID-AKA protocol is secure in the eCK model.

5.3.1. The Analysis of Strategy S1
In this subsection, we analyze strategy S1.
e Setup: CH initializes a list Setup'™! with entries of (ID;, (d;, R;), PK;). CH creates the
system parameters and long-term private keys of all parties as follows.
- CH picks P, € G at random, and exposes (E/F),G,q,P, Ppyup, Hi, Hp). Thus,
C*H cannot obtain any information about KGC’s master key.

- For ID,, CH sets the long-term private key (L,R,;), where h, €pr Zg,
Ry = U — haPyyy. Thus, PKy = Ry + haPyy, = U.
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For ID;(i # a), CH sets the long-term private key (s;, R;), where h;,s; € z,
R; = S,‘P — hippub~ Thus, PK,‘ = R,‘ + hippub = S,‘P.

For every participant, CH transfers (ID;, R;) to M, and stores the tuple (ID;, (d;, R;),
PK;) and (ID;, R;, h;) in Setup”” and H; " (described later), respectively.

Queries: C’H maintains four lists, H]IiSt, HzliSt, SendliSt, and R/t which are initially
empty and used to record Hj, Hy, Send, and SessionKeyReveal oracles, respectively.
CH starts M by answering M'’s queries, as follows.

Hy(IDj, R;): If an entry (ID;, R;, h;) is recorded in Hy"t, cH responds with ;.

Then, CH randomly selects h; € Z, appends (1D, R;, h;) to Hi"*, and sends h;

back to M.

H,(ID;, ID;, R;, R;, Ty, Tj, K1, Ky ): List o' is with (ID;, ID;, R;, R;, T;, T, Ky, Ko, ).

+  If a matching entry (ID;, IDj,R;, R}, T;, Tj, K, Ky, hy) is stored in Hy'st CH
replies with k.

= Else, CH seeks (x,ID;, ID;, R;, R, T;, T}, %) in Rt Then, if such an entry ex-
ists, C?H sees if K; and K; are produced correctly by validating DDH(PK; +
CiT, PK;+ CoTj, Ky) = 1and DDH(PK; + C3T;, PK; + C4Tj, Kp) = 1, respec-
tively, where PK; = R; + H1(ID,', Ri)Ppub and PK] = R] + H; (ID], Rj)Ppub-
If both verifications pass, CH receives the corresponding SK?,’]- and sets
hy SK?} Otherwise (at least one verification fails or none), CH picks h;

{0,1}* at random. Finally, CH inserts the tuple (ID;, ID;, T;, Tj, K1, Ky, h2)

into Hp'st

Corrupt(ID;): If ID; = ID,, CH discontinues. Otherwise, CH responds with s;.
KGCStaticKeyReveal: CH discontinues.

EphemeralKeyReveal(Hl’.’fj): If H?; = Héﬂ, CH discontinues. Otherwise, CH
provides the stored ephemeral key r?} as the answer.

Send(TT}"%,M): List Send"™! is with (T, tranl, v, State!™), where tran!’, 1. and
i J i if ij ijr Tij

S tate:-”]- are the transcript by now, the ephemeral secret key, and the state by now,

and provides /i, as the answer.

respectively.
+  If Mis the second message on the transcript, CH sets State}; = completed
and updates Send"",
+  Else CH executes as follows.
IFTT]; = th,a’ CHsetsr’; = L, gets Ry, from Setup'™ and replies with
{IDy, Ry, V'}. ,
Else CH randomly chooses r,"; € Zj, obtains R; from Setup'™ and
replies with {ID;, R;, rlij}.
Finally, CH updates Send"™', and updates Statez;- to completed if the
newly generated message is the second message on the transcript.
SessionKeyReveal(]_[Z’j): List R is of the form (T, IDjy;, I Dresp, Rinis Rresp, Tinis

ijr
Tresp, SK{%), where ini € {i,j} and resp € {i,j} denote the initiator and the re-

sponder of ]_[1’.’3, respectively.

+  CH receives Statel’.’fj from Send"!. 1 State?} # completed, C?H returns L.

= Elseif HZ"; =11} or ]_[1’”] = Hé,a' CH aborts.

+  Else if the session key SK:’; already exists, CH responds with SKZ?’;..

+  Else CH obtains {IDjyi, Rini, Tini } and {IDresp, Ryesp, Tresp } from Send'™, and

looks up H,''s! to see if thereis a tuple (*, IDjyi, IDresp, Rinis Rresps Tinis Tresp, *)-
Then, if it exists, CH sees if K; and Kj are produced correctly by validating

?
DDH(PKz'ni + Cl Tini/ PKresp + C3 Trespr Kl) =land DDH(PKini + C3Tini/ PKresp
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+C4Ty@5p, Kz) Z 1, respectively, where PKj,; = R, + Hl(IDinir Rini)Ppuh and
PKiesp = Ryesp + Hy (I Dresp, Rrgsp)Ppub. If both verifications pass, CH receives
the corresponding /i, and sets SK;.”]. < hy. Otherwise (at least one verification
fails or no such a tuple exists), CH picks SK’” € {0,1}* at random. Finally,
CH inserts the tuple (TT}", IDjyi, IDyesp, Rini, Rmp, Tinis Tresp, SKI";) into Rlist
and returns SKZ?”-.

- Test(]—[}f}): If I—[T] =TI, CH picks ¢ € {0, 1} at random and sends & back to
M. Otherwise, CH aborts.

l]’

Analysis: If M can successfully execute a forging attack in Strategy S1 with non-
negligible probability, the following conditions should be met.

(1) C*H continues following the above simulation. If M chooses Strategy S1, with HZ,h
and Hé , as the test session and its corresponding matching session, respectively,
this condition can be met.

(2) For the test session Hg’b, adversary M must have conducted H, queries on
the values {ID,, IDy, Ry, Ry, T, V, Ky, Kz}, where R, and R, are the public key
materials of ID, and ID,, picked by the challenger CH, respectively, T, and V are
the outgoing messages of ID, and 1D}, picked by the challenger CH , respectively,
and Kj and Kj are correctly formed.

+  If[T/, is an initiator, the correct input of Hy should be (ID,, IDy, Ry, Ry, Ty, V,
Ky, K>), where Ky = (DLOG(U) +Cy7", ) (Ry + Ity Py, + C2V), Ko = (DLOG
(ll) + CSrZ/b)(Rb + hbppub + C4V), and hb = Hl(IDb, Rb)~

+  If[T},is aresponder, the correct input of Hy should be (IDy, ID,, Ry, Ra, V, Ty,
Ky, Ky), where Ky = (DLOG(U) + Cor™, ) (Ry + It Py + C1V), Ko = (DLOG
(u) + C41’u b)(Rb + hy,P, pub + C3V),and hy = H1(IDy, Ry).

Finally, CH receives the item in H,'™ and outputs GDH(U, V) = (C, — Cy)~* (Kl -
Ky + rZ’h(Cg —C1)(Ry + thpub) +i’;‘rh(C3C4 — C1C2)V) if lezl,b is an initiator or

GDH(U, V) = (C1 — C3) ! (K — Ko+ 7, (Ca = C2) (Ry + Iy Pyus) +71, (CsCa = C1Co) V)
if [1;, is a responder by the knowledge of ;. Note that since C;(i = 1,2,3,4) € Z3
and C; # C3,Cy # C4, the solution of GDH( U, V) is correct. The CH success rate 1s

at least .
Adv)y, (k)

6my, (k)np(k)?ns (k)

As Adok, (k) is non-negligible, Adv$P (k) can also be seen as non-negligible. Now, it
derives the contradiction of the GDH assumption.

AdvSPH (k) >=

5.3.2. The Analysis of Strategy S2

In this subsection, we analyze strategy S2.

Setup: Setup'™ is an initially empty list with (ID;, (d;, R;), PK;). CH creates the

system parameters and all parties’ long-term private keys as follows.

- CH picks s € Zg at random, computes Py, = sP, and exposes system parame-
ters (E/ Fy,G,q,P, Ppub, Hi, Hy). Thus, CH cannot obtain any information about
KGC’s master key.

- For ID;, CH sets the long-term private key (s;, R;), where h;,s; €gr z;,
Ri = S,‘P — hippub' Thus, PK,‘ = R,‘ + hippub = S,‘P.

- For every participant, CH transfers (ID;, R;) to M, and stores the tuple (ID;, (d;, R;),
PK;) and (ID;, R, ;) in SetupliSt and H;"*" (described later), respectively.
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e Queries: CH maintains four lists Hlljs’, HzliSt, Send”“, and R'! to store Hy, Hy, Send,
and SessionKeyReveal oracles, respectively. CH performs the queries game with M
as follows:

- Hy(IDj, R;), SessionKeyReveal(TT" i) Test(TT" i), and Hy(ID;, IDj, Ry, R}, Ty, Tj, Ky,
Kj): These four queries are descrrbed in the same as those in Strategy S1.

-  Corrupt(ID;): CH responds with (s;, R;).

- KGCSstaticKeyReveal: CH responds with s to M.

- EphemeralKeyReveal(Hm) IfIT7% = II,, or Hm Hlb . CH discontinues.
Otherwise, CH provides the storec{ ephemeral key ri as the answer.

- Send( ,],M) List Send'™* has (H;“], tmn;”], rl";, State"’) where tmn;”], r’” and
S tute;" are the transcript by now, the ephemeral secret key, and the state by now,
respectively.
+  If Mis the second message on the transcript, CH sets State}; = completed
and updates Send"*",
+ ElseCH performs the following steps.
If H:’; = H » CH sets r"’ 1, receives R, from Setu pli“, and replies
with {ID,, R,, U}. ‘
Else If 7; = Hi/a, CH sets r?’] = 1, receives R, from Setup““, and
replies with {IDy, Ry, V'}.
Else CH randomly chooses rl"; € Zg, obtains R; from Setup
replies with {ID;, R;, 1/ P}

Finally, C'H updates Sendl’St, and updates State;’; to completed if the
newly generated message is the second message on the transcript.

Izst’ and

*  Analysis: Here, we assume that [} , is an initiator here. If M indeed chooses Strategy

82, I}, and ]_[fw as the test session and its matching session, respectively, then CH
continues this simulation. If M successfully executes the forging attack, it must
have queried oracle Hy(ID,, IDy, Ra, Ry, U, V, K1, K3), where R, Ry, U, and V are all
picked by the challenger CH, Ky = (s, + Ci{DLOG(U))(Ry, + hpPyup + C2V), Ko =
(sa + CsDLOG(U))(Ry + by Ppup + C4V), and hy = H{(IDy, Ry).

Finally, CH receives the item in H,'*!, and outputs GDH(U, V) = (C;C3(Cy — C4))~? <C3K1
—C1Kz +54(Cy — C3) (Rp + Iy Pyup) +8a(C1Cy — C2C3)V) by the knowledge of s,. Note
thatas C;(i = 1,2,3,4) € Z; and C; # C3,Cy # Cy, the solution of GDH(U, V') is correct.
CH’s success probability is at least

Adok, (k)

Z]GDH .
Ados (k) >= G (0 (2

As Advl (k) is non-negligible, Adv$P (k) can also be seen as also non-negligible.
Now, it derives the contradiction of the GDH assumption.

5.3.3. The Analysis of Strategy S3

Here, we omit the detailed analysis of Strategy S3 as the analysis is almost the same as
that for Strategy S1.

5.3.4. The Analysis of Strategy S4
In this subsection, we analyze strategy S4.

e Setup: CH initializes a list Setup!™ with (ID;, (d;, R;), PK;). CH creates the system
parameters and all parties” long-term private keys.
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- CH picks Py € G at random, and exposes (E/]Fp, G,q,P, Pyup, Hy, Hy). Thus,
C*H does not obtain any information about KGC'’s master key.

- For ID,, CH sets the long-term private key (L,R,), where h, €pr Z;,
Rq = U — haPyyp. Thus, PKy = Ry + haPyy, = UL

- For IDy, CH sets the long-term private key (L,R;), where I, €r Zj,
Rh =V - hbppub' Thus, PK;, = Rb + hbppub =V.

- For ID;(i # a,i # b), CH sets the long-term private key (s;, R;), where h;, s; €
Z;, R; =s;P — hippub' Thus, PK; = R; + hiPpub =s;P.

- For every participant, CH transfers (ID;, R;) to M, and stores (ID;, (d;, R;), PK;)
and (ID;, R;, h;) in Setup'™ and H;"™! (described later), respectively.

Queries: C’H maintains four lists Hlli“, HzliS’, Send'st , and R'! which are initially
empty and used for recording Hi, Hy, Send, and SessionKeyReveal oracles, respec-
tively. CH performs the queries game with M as follows:

- Hi(IDj, R;), SessionKeyReveal(T"), Test(Hf"qj), Hy(ID;, ID;, R, R}, T;, Tj, Ky, Ka),
and KGCStaticKeyReveal: These five queries are described in the same way as
those in Strategy S1.

- Corrupt(ID;): If ID; = ID, or ID; = ID;, CH discontinues. Otherwise, CH
responds with (s;, R;).

- EphemeralKeyReveal(H;-’}): C*H responses with r?}

- Send(]_[l’-’fj,l\/l): List Send'™" is of the form (TT", tran!™, v Stute;f’j), where tranl?f;,

i,jr IO i T
r;’}, and S tate;-“j are the transcript by now, the ephemeral secret key, and the state
by now, respectively.
+  If M is the second message on the transcript, CH sets Stutel'-’; = completed

and updates Send"™!.
+  Else CH randomly chooses rl”; € Zj, obtains R; from Setup

with {ID;, R;, rij} Then, CH updates Send"™, and updates State;?/} to
completed if the newly generated message is the second message on the

transcript.

list and replies

Analysis: Here, we assume that [}, is an initiator. If M selects Strategy S4, [T,
and th/ . as the test session and its matching session, then C?H does not abort in the
simulation. If M successfully performs the forging attack, it must have queried ora-
cle Hy(ID,, IDy, U — haPpup, V = hyPpup, Ta, Ty, K1, K;), where T,, T, U, and V are all
picked by the challenger CH, K; = (DLOG(U) 4 Cir! ) (V + CoTy),
Ky = (DLOG(U) + Car",)(V + C4Ty), hy = Hy(ID,, R,), and hy, = Hy(IDy, Ry,).

Finally, CH receives the item in Hy'*, and outputs GDH(U, V) = (Cy — Cy)~? <C4I<1 -

G Ky + r:,’lb(Cng, —C1C4)V —I—r;’/bC2C4(C3 - Cl)Tb> by the knowledge of /. Note
thatas C;(i = 1,2,3,4) € Z; and C; # C3,Cy # Cy, the solution of GDH(U, V) is
correct. CH'’s success probability is at least

Advfw (k)

Ado§PH (k) >= 611 (k)1 (k)25 (k)2

As Adok, (k) is non-negligible, Adv$P (k) can also be seen as non-negligible. Now, it

derives the contradiction of the GDH assumption.

5.3.5. The Analysis of Strategy S5

up has no matching session in strategy S5, thus at least one of IDj’s public key

material R, and ID}’s ephemeral private key is chosen by M. If the adversary selects R,
themselves, then the change in R;, means the change in the ID}’s long-term private key s;,.
Hence, a GDH instance cannot be embedded in the long-term private key in strategy S5.
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Setup: Setup'™ is an initially empty listand (ID;, (d;, R;), PK;) is needed in this phase.
CH creates the system parameters and all parties’ long-term private keys.

- CHsetsVas the system public key P,,; and exposes the system parameters
(E/F),G,q,P Ppyp, Ha, Hp). Thus CH cannot know KGC'’s master key.

- For ID;, CH sets the long-term private key (s;, R;), where h;,s; €r Z,
R; = s;P — hippuh- Thus, PK; = R; + hippub =s;P.

- Forevery participant, CH transfers (ID;, R;) to M, and stores (ID;, (d;, R;), PK;)
and (ID;, R;, h;) in Setup'™ and H,"™! (described later), respectively.

Queries: C’H maintains four lists, H;", Hy'®!, Send"®*, and R'*! to store Hy, Hp, Send,

and SessionKeyReveal oracles, respectively. CH performs the queries game with M

as follows:

- H(IDj, R;), KGCStaticKeyReveal, Test(HZ}), and Hy(ID;, ID;, R;, R;, T;, Tj, K1, K2)
are described the same as those in Strategy S1.

- Corrupt(ID;): If ID; = IDy,, CH discontinues. Otherwise, CH responds with
(S i R ) .

- EphemeralKeyReveal(H}’fj): If H:“] = [}, CH discontinues. Otherwise, CH
provides the stored ephemeral key r'-”- as the answer.

- Send(H%,M)z List Send'! is with (H:ﬂ], tmn;”], r?}, Stute’”) where tran?;, rlm] ,and
S tute;”j are the transcript by now, the ephemeral secret key, and the state by now,
respectively.
= If Mis the second message on the transcript, CH sets State;; = completed
and updates Send"*",
+ ElseCH performs the following steps.
If Hl"; = ﬂ » CH sets r"’ L, receives R, from Setu pliSt, and replies
with {ID,, R,, U}.
Else CH randomly chooses r”’ € Zy, obtains R; from Setup
replies with {ID;, R;, 1} P}
Finally, C'H updates Sendl’“, and updates StateTj to completed if the
newly generated message is the second message on the transcript.

Izst’ and

- SessionKeyReveal( ’»"-)' This query is the same as that in Strategy S1, except
that “Else if ]_[ =I1I;p or [T} i Hb is modified to “Else if ]—H”] =TI1;,". This

is because the matchmg session Hb,u certainly exists in Strategy S1, while Hé, "
does not exist in Strategy S5.

Analysis: Here, we assume that [T}, is an initiator. If M selects Strategy S5 and T},
as the test session, then CH continues using the above simulation. If M successfully
performs the forging attack with non-negligible probability, it should execute the H,
query on (IDg, IDy, Ry, Ry, U, Ty, Ky, Kp), where Ky = (s, + C;DLOG(U))(Ry, + Iy V +
Csz), Ky, = (Su + C3DLOG(LI))(Rb + th + C4Tb), and hb = Hl(IDb, Rb). Note
that ID,’s public key material R, and outgoing message U are both picked by the
challenger CH, and at least one of ID}’s public key material R, and outgoing message
Ty is chosen by M.

By the forking lemma [27], CH replays M with the same input and tossing coins.
Here, C?H only changes the query results of Hy(IDy, R), i.e., CH sets Hy (IDy, R}) to hy,
where h1j, € Z* and hy, # hy,. Then, if M succeeds, it should perform a query on Hp with
(IDu, IDh, Ru, Rb/ ll Tb/ Kl,Kz) where K] = (Sa + C1DLOG(U))(RZ, + th + Csz)
K, = (sa + C3DLOG(U)) (Ry + th + CyTp).

Finally, CH receives the item in H,'*, and outputs GDH(U, V) = C; ! ((hb —nhy) YKy —

Ki) —sq V> using the knowledge of s,. Note thatas C; € Z;, the solution of GDH(U, V)
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is correct. Let A be a factor from the forking lemma for Strategy S5. CH’s success
probability is at least

/\Advf\/l (k)

AdUGDH(k) >= —6nh (k)znp(k)zns (k) .

As Adof, (k) is non-negligible, Adv$P¥ (k) can also be seen as non-negligible. Now, it
derives the contradiction of the GDH assumption.

5.3.6. The Analysis of Strategy S6

In this subsection, we will analyze strategy S6. A GDH instance cannot be embedded

in the long-term private key in Strategy S6.

Setup: Setup'™ is an initially empty list, and (ID;, (d;, R;), PK;) is needed in this

phase. CH creates the system parameters and all parties’ long-term private keys.

—-  CHsets V as the system public key Pp,;, and exposes (E/F), G, q, P, Py, Hy, Ha).
Thus, CH does not obtain any information about KGC’s master key.

- For ID,, CH sets the long-term private key (.L,R,;), where h, €g Z;,
Rq = U — hyPyyp. Thus, PK, = Ry + haPyyy = U.

- For ID;(i # a), CH sets (s;, R;) as the long-term private key, where h;,s; €r Z;,
Ri = S,'P — hippub' Thus, PK,‘ = R,‘ + hippub = S,‘P.

- For every participant, CH transfers (ID;, R;) to M, and stores (ID;, (d;, R;), PK;)
and (ID;, R;, ;) in Setup”“ and H;"®" (described later), respectively.

Queries: C’H maintains four lists, Hll ist Hzlm, Send”“, and R'S!, which are initially
empty and used for recording Hj, Hy, Send, and SessionKeyReveal oracles, respec-
tively. CH starts M by answering M’s queries as follows:

- The five queries H1 (ID;, R;), SessionKeyReveal( l”j), Test( l”;), KGCStaticKeyRe-
vea, and H,(ID;, IDj,R;, R}, T, Tj, Ky, K3) are described in the same way as those
in Strategy S5.

- Corrupt(IDy), EphemeralKeyReveal(HT/) and Send(]—[}f},M): These three queries
are described to be the same as those in Strategy S4.

Analysis: Here, we assume that [T}, is an initiator. If M selects Strategy S6 and TT} ,

as the test session, then C?H continues this simulation. If M successfully performs the

forging attack, it should execute Hy query on (ID,, IDy, Rg, Ry, Ta, Ty, K1, K3), where

K = (DLOG(U) + Cl”;/h)(Rb + th + CzTh),Kz = (DLOG(U) + C3rg,b)(Rh + th +

C4Ty), and hy = H;y(IDy, Rp). Note that ID,’s public key material R, and outgoing

message T, are both picked by the challenger C#, and at least one of ID;’s public key

material R, and outgoing message Tj, is chosen by M.

By the forking lemma [27], CH replays M with the same input and tossing coins.

Here, CH only changes the query results of Hy (IDy, Ry,), i.e., CH sets Hy (IDy, R;) to Ty,

where 1, € Zyand hy, # hy. Then, if M succeeds, it should perform a query on H, with

(ID,;, IDy, Ry, Ry, Ty, Th,?],fz), where E = (DLOG(U) + C]I’Z[’b)(Rb +%V -+ CzTh),

Ky = (DLOG(U) + Csr7!))) (Ry, + 1V + CyTy).

Here, CH receives the item in Hy'™, and outputs GDH(U, V) = (b, — hy) "1 (K

Ki) — Cir! 'V using the knowledge of " np- Note that as b, # hy, the solutlon of

GDH(U, V) is correct. Let A be a factor from the forking lemma in Strategy S6. CH’s

success probability is at least

AAdYE (k)

AdUGDH(k) >= —6nh (k)znp(k)zns (k) .

As Advl (k) is non-negligible, AdvgPH (k) can also be seen as non-negligible. Now, it
derives the contradiction of the GDH assumption.
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The former formal security proof has proven that the proposed ID-AKA protocol
Yoc,,C,,Cs,C, 18 secure against some comment attacks of guessing attacks, key replication
attacks, and forging attacks. Its security can be reduced to the hardness of GDH assumption
over the elliptic curve group in the eCK model.

6. More Efficient Instantiations

As Ci(i=1,2,3,4) € Z}, our construction needs six scalar multiplications (here, we
ignore less time-consuming point additions and general hash function outputs), which
is a bit higher than the NCL-16-II protocol [27] at the same security level. However,
the NCL-16-II protocol is only a special protocol, while our construction will result in
different special protocols with different C; values, for example, protocol ;1 _; _; and
protocol Zl 1,Hy (Ra||Rp||Tal|Tg),Hy (Rg||R || Tg||Ta)" How should the values of Cl, C2, C3, and C4
be chosen in the real execution environment? It would be better to select values that result
in more efficient instantiation as different protocols have different computation costs. The
following provides some efficient instantiations of our construction.

Protocol 1 (311, _1,1). In this protocol, C; = Cp = 1,C3 = C4 = —1. A computes the shared
secrets K p = (54 + ea)(PKp + Tg) and K55 = (s4 — e4)(PKp — Tg). B compute the shared
secrets K}, = (sp +ep)(PKa + Ta) and K3, = (sp — ep)(PKa — T4). This protocol reduces
two scalar multiplications compared with the general construction.

Protocol 2 (Y31 _1,_11)- In this protocol, C; = C4 = 1,C = C3 = —1. A computes the shared
secrets Kl p = (s4 +ea)(PKg — Tp) and K4 = (sp — ea)(PKp + Tg). B computes the shared
secrets K} . = (sg —eg)(PKy + Ta) and K, = (sp + ep)(PKa — Ta). This protocol has the
same efficiency as Y11 _1,_1-

’

Protocol 3 (Y1,120)- In this protocol, C; = Co = 1,C3 = Cy = 2. A computes the shared secrets
Ky = (sa+ea)(PKg+ Tg) and K4y = (sa +2e4)(PKg + 2Tg). B computes the shared
secrets K}, = (sp +eg)(PKa + Ta) and K3, = (sp + 2eg)(PK4 +2T4). This protocol only
adds a point addition operation compared with the protocol of Y11 1 1.

7. Performance and Comparison

This section presents the efficiency and security comparison between our Protocols 1
and 2 with other competitive ID-AKA protocols. Note that only the HC protocols [13] were
pairings-based ID-AKA protocols, the other ID-AKA protocols [21-28] and ours were all
pairing-free.

7.1. Comparison of Computation Overheads

To evaluate the computational overhead, Table 2 lists the same execution time of
different cryptographic operations, reported in [40]. The execution time was calculated
using the MIRACL library on a Samsung Galaxy S5 smartphone, equipped with a 2.5 GHz
ARM Krait processor with 2GB RAM memory running the Android 4.4.2 operating system.

Table 2. Execution time on a Samsung Galaxy S5.

Notation Explanation (The Execution Time of) Time (ms)
Ty A bilinear pairing e: G; x G = G, 32.713
Tpsm A pairing-based scalar multiplication in G 13.405
Tppa A pairing-based point addition in G 0.056
Tpexp An exponentiation operation in G, 2.249
Tontpn A hash-to-point in G, 33.582
Tesm An ECC-based scalar multiplication in G 3.350
Tepa An ECC-based point addition in G 0.014
Tomtpn A hash-to-point in G 8.250
Ty, A general hash function 0.006
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Next, the total execution times of these two protocols and the competitive ID-AKA
protocols [13,21-28] were computed, which are shown in Table 3. In our Protocols 1 and 2, to
agree on a session key, each party needed to compute four ECC-based scalar multiplications,
three ECC-based point additions, and two general hash function outputs. Therefore, the total
computation time at each party was about 4Tesy; + 3Tepa + 2T), ~ 13.454 ms. Similarly, the
communication costs of protocols in [13,21,24-28] were computed. In protocols ZHWY-
19 [23] and NIKE [22], two parties had unbalanced computation costs, i.e., one party had
a lower computation cost than the other party. Here, we adopted the lower computation
cost of one party. According to Table 2, our Protocols 1 and 2 were nearly 80% of protocols
NCL-16-11[27] and CKD [24], 100% of protocols [25] and [21,23,28], 72% of protocol XW [26],
and 8% of the HC protocol [13] with relation to the computation cost. That is to say, our
Protocols 1 and 2 almost had the lowest computation cost. The comparison results are
shown in Figure 6.

Table 3. Comparative computation overheads.

Protocols Computations gz:tll():s)tmn Energy Consumption (mj)
PF-ID-2PAKA [21] ATesm + 2Tepa + 2T, 13.44 322.56
DXCLCZF-18 [28] ATesm + 2Tepa + 2Ty, 13.44 322.56
NIKE [22] 2Tesm + 3Temtpn 31.45 754.8
ZHWY-19 [23] ATesm + 3Tepa + 3Ty, 13.46 323.04
NCL-16-I1 [27] 5Tesm + 4Tepa + 3Ty, 16.824 403.776
DRS-20 [30] 5Tesm + 3Tepa + 5Ty, 16.822 403.728
DSH-21 [29] 4Tps + 3Tepa + 3Ty, 13.460 323.04
PWCAS-22 [33] ATesm + 6Tepa + 5Ty, 13.514 324.336
ZHVLH-23 [37] 5Tesm + Tepa + 16T, 16.860 404.64
Our protocols ATesm + 3Tepa + 2Ty, 13.454 322.896

Energy consumption is one essential item for IoT communication, and the energy
consumption of ID-AKA protocol decides the energy efficiency of IoT communication as it
is executed by the IoT device. As shown in the former comparative computation overheads
in Table 3, the computation costs were calculated. To compute the energy consumption of
these key agreement algorithms, the IoT devices equipped with 3.0 V and 8.0 mA were
selected. This parameter was set according to the power level of MICA 2 [41]. For the
proposed ID-AKA protocol, the energy consumption was 3.0 * 8.0 * 13.454 = 322.896 mj,
and the comparison results with similar protocols are shown in Figure 7. Therefore, the
low computation overheads led to low energy consumption, and the proposed ID-AKA
protocol had more advantages than similar protocols in relation to the costs of computation
and energy.
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Figure 6. Comparison of computation overheads.
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7.2. Comparison of Communication Overheads

Let |G1], |Gz, |G|, and |Zj| represent elements sizes of G1, G2, G, and Zg, respectively.
Furthermore, assume |ID| and |H| represent the length of an identifier and a general hash
output, respectively. Considering the Ate pairing and elliptic curves, |G1], |G2|, |G|, |Z;],
and |H| are 1024, 1024, 320, 160, and 160 bits, respectively. We assumed |ID| is 32 bits
in length.

Table 4 demonstrates the communication cost comparison of the key agreement phase.
Note that in our Protocol 1 (Protocol 2), party A sends {ID4, R4, T4} to party B, where
R4, Ta € Gand ID, is the identity of A. Party B symmetrically sends {IDg, Rg, Tg} to
party A, where R, Tg € G and IDjp is the identity of B. Therefore, the communication cost
of our protocol 1 (protocol 2) is 2 % (|ID[+2|G|) = 2% (32 + 2% 320) = 1344 bits. The results
show that Protocols 1 and 2 have the lowest communication cost.

Table 4. Comparative communication overheads.

Protocols Messages No. Communication Cost Cost (bits)
PF-ID-2PAKA [21] 2 2|ID| + 4|G| 1344
DXCLCZF-18 [28] 2 2|ID| + 6|G| 1984
ZHWY-19 [23] 3 6|G| + |Z3| +2|H] 2400
NIKE [22] 3 2|ID| +5|G| 1664
NCL-16-11 [27] 2 2|ID| + 6|G| 1984
DRS-20 [30] 2 2|ID| +4|G| + |H| 1504
DSH-21 [29] 2 2|ID| +4|G| 1344
PWCAS-22 [33] 2 2|ID| +4|G| +2|H| 1664
ZHVLH-23 [37] 2 3% (2|ID| + |G|+ |H|) 1632
Our protocols 2 2|ID| +4|G| 1344

7.3. Security Comparisons

As shown in Table 1, some related ID-AKA protocols can capture other security
attributes, including known key security, no key control, resistance to basic impersonation
attacks, replay attack resilience, resistance to man-in-the-middle attacks, and unknown
key share resilience. But, for the proposed IA-AKA protocols, we did not consider explicit
mutual authentication, as it can be easily achieved for all one-round protocols [13,21,24-28]
by adding a key confirmation. Here, the protocol PWCAS-22 [33] is based on physical
unclonable function (PUF), and ZHVLH-23 [37] is based on pseudo-random permutation
(PRF). The HC protocol [13], the NCL-16-II protocol [27], the DRS-20 protocol [30], and our
protocols are provably secure in the eCK security model. But events in the security proof of
NCL-16-II [27] are not complementary, which mismatches the freshness definition. Table 3
shows that our Protocols 1 and 2 can reach the best computation efficiency.

Compared with similar ID-AKA protocols, the proposed Protocols 1 and 2 presented
the lowest computation and communication overheads, which could improve IoT com-
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munication efficiency in IoT applications. Meanwhile, with the increase in the number of
devices, these ID-AKA protocols could also maintain high efficiency, as the key agreement
process was executed between two different IoT users. The key agreement between the two
parties was less affected by the number of devices in IoT applications and only affected
by the hardware, software, and communication protocol in the public internet environ-
ment. Although the key agreement times will increase more, this can be ignored with the
increasing IoT computation ability.

8. Conclusions

This paper first reviews several ID-AKA protocols without pairings in terms of secu-
rity and efficiency. We carefully studied them and pointed out the security weaknesses
against the ephemeral key reveal attack, key compromise impersonation attack, and launch
collusion attack. We also proposed a family of ID-AKA protocols without pairings and
proven the security in the eCK security model, a widely accepted security model for AKA
protocols. Six strategy analyses were provided, and these ID-AKA protocols were proven
to be secure in the eCK model based on the GDH assumption over the elliptic curve group.
Then, the instantiations, performance and comparison were presented, and the results
show that the proposed ID-AKA protocols were more efficient than other protocols in
similar literature. In addition, these ID-AKA protocols no only improved communication
security and efficiency in IoT applications, but also saved energy consumption for the
communication process.

In the future, with the increasing amount of IoT devices, some security issues of
identity authentication, data fine-grained access control, and user privacy protection should
still be taken into consideration. Especially with the development of quantum computers
and quantum computation, the anti-quantum attack security ID-AKA protocol will be a
hot research direction. Meanwhile, many customized ID-AKA schemes should be designed
to meet the special requirements of future IoT applications.
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Abstract: A paradigm that combines cloud computing and the Internet of Things (IoT) allows for
more impressive services to be provided to users while addressing storage and computational
resource issues in the IoT environments. This cloud-based IoT environment has been used in various
industries, including public services, for quite some time, and has been researched in academia.
However, various security issues can arise during the communication between IoT devices and
cloud servers, because communication between devices occurs in open channels. Moreover, issues
such as theft of a user’s IoT device or extraction of key parameters from the user’s device in a
remote location can arise. Researchers interested in these issues have proposed lightweight mutual
authentication key agreement protocols that are safe and suitable for IoT environments. Recently,
a lightweight authentication scheme between IoT devices and cloud servers has been presented.
However, we found out their scheme had various security vulnerabilities, vulnerable to insider,
impersonation, verification table leakage, and privileged insider attacks, and did not provide users
with untraceability. To address these flaws, we propose a provably secure lightweight authentication
scheme. The proposed scheme uses the user’s biometric information and the cloud server’s secret
key to prevent the exposure of key parameters. Additionally, it ensures low computational costs
for providing users with real-time and fast services using only exclusive OR operations and hash
functions in the IoT environments. To analyze the safety of the proposed scheme, we use informal
security analysis, Burrows—-Abadi-Needham (BAN) logic and a Real-or-Random (RoR) model. The
analysis results confirm that our scheme is secure against insider attacks, impersonation attacks, stolen
verifier attacks, and so on; furthermore, it provides additional security elements. Simultaneously, it
has been verified to possess enhanced communication costs, and total bit size has been shortened
to 3776 bits, which is improved by almost 6% compared to Wu et al.’s scheme. Therefore, we
demonstrate that the proposed scheme is suitable for cloud-based IoT environments.

Keywords: cloud computing; internet of things; authentication; cryptanalysis; real-or-random model;
Burrow-Abadi-Needham logic

1. Introduction

The Internet of Things (IoT) is a network in which Internet-enabled objects interact
with each other through the internet [1,2]. IoT objects collect data from their surroundings,
provide web services to users, and communicate with each other. Therefore, IoT objects
such as smart devices need significant resources to store data collected from sensors
and perform real-time computations using limited hardware. Hence, addressing the
limitations of storage and computing capacities is crucial for the formation of a network of
IoT objects [3-5]. However, cloud computing technology refers to the practice of moving
computational power and storage space from individual devices to larger shared data
centers [6]. Cloud computing allows access to a shared pool of computing resources such
as networks, servers, storage, and applications. By using cloud computing, it becomes
possible to overcome the limitations inherent in IoT devices [7-10]. The development
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and discussion of cloud-based IoT (CloudIoT) have been ongoing since before 2008 and
continue to evolve. Figure 1 illustrates the structure of CloudIoT. This structure comprises
three entities: user, cloud server, and control server. Users with IoT devices can access the
resources provided by the cloud service provider’s server anytime and anywhere through
IoT objects. The cloud server collects user’s requests and delivers the right service through
IoT. The control server, acting as a trusted entity, generates the necessary parameters for
communication between authenticated users and the cloud server through the registration
process. Additionally, it monitors the key agreement phase to ensure that users and the
cloud server establish the same session key for subsequent communications when needed.

. oo

Cloud service
provider

Cloud server \

Providing b
Cloud Computing Service s

l"
4
H
i
|
/
/
/
/
/

Control Server

User

Figure 1. Cloud-based IoT enviroment.

In 2022, Wu et al. [11] proposed a lightweight authentication protocol for IoT-enabled
cloud computing environments. The authors argued that their scheme could resist various
attacks, such as man-in-the-middle, insider, DDoS, and masquerade attacks, and pro-
vides privacy, traceability, and integrity. However, we identified several vulnerabilities
in Wu et al.’s scheme, including susceptibility to insider attacks, verification table attacks,
user impersonation, and cloud server impersonation. Furthermore, the scheme lacks user
untraceability, allowing an attacker to track the same user across different sessions through
message eavesdropping alone. To address these vulnerabilities, we propose a provably
secure lightweight mutual authentication and key agreement (MAKA) scheme. In our
proposed scheme, we protect crucial parameters stored in the user’s IoT smart card using
the user’s biometric information to prevent attacks like user impersonation and offline
password-guessing. We also enhanced security by adding a secret key to the cloud server,
preventing attackers from exploiting leaked database values. Additionally, we reduced
the communication and computation overhead by employing only hash functions and
exclusive-OR operations.

1.1. Research Contributions

We review and conduct a security analysis of Wu et al.’s authentication scheme. We
demonstrate that Wu et al.’s scheme is vulnerable to insider attacks, verification table
leakage attacks privileged insider attacks, user impersonation, and cloud server imperson-
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ation. Additionally, we propose an MAKA for cloud-based IoT environments that leverages
biometric information. The proposed scheme is tailored to the IoT environments, using
only exclusive OR operations and hash functions to align with a lightweight architecture.
Additionally, we use a Real-or-Random (RoR) model and Burrow—Abadi-Needham (BAN)
logic to demonstrate formally the security and robustness of the proposed. Moreover, we
substantiate the security of our scheme against different attacks, including insider attacks,
impersonation attacks, reply and man-in-the-middle (MITM) attacks, privileged insider
attacks, ephemeral security leakage, stolen verifier attacks, DoS attacks, and session key
disclosure attacks. In addition, we confirmed that our scheme can provide user anonymity,
user untraceability, perfect forward secrecy, and mutual authentication. Last, we evaluate
the security features, communication costs, and computation costs of the proposed scheme
with related schemes, including Wu et al.’s.

1.2. Organization

In Section 2, we introduce studies related to cloud-based IoT, IoT, and cloud computing.
We present the system model and adversary model used in our proposed scheme in
Section 3. Following that, we discuss Wu et al.’s scheme in Section 4. We then delve
into the vulnerabilities we identified in Wu et al.’s scheme in Section 5. In Section 6, we
introduce our proposed scheme, and in Section 7, we provide security analyses using tools
such as BAN logic, and RoR model. Performance analyses, including security features,
communication, and computation costs, are presented in Section 8. Finally, in Section 9, we
conclude our paper and outline future plans.

2. Related Works

When providing services to users over the internet, application security is crucial in
gaining user trust. To access various services, including storage services provided by cloud
service providers, the environments should be well prepared to handle various attacks and
security threats that may exist. Furthermore, in IoT environments, lightweight protocol
computations are essential to provide users with a seamless real-time service anytime,
anywhere. In the following sections, we will review the authentication protocols in the
existing cloud-based IoT environments.

In 2019, Schougi et al. [12] introduced an authentication protocol for IoT built on
Nikooghadam et al.’s [13] protocol. The protocol of Nikooghadam et al. was developed
as a responses to issues with the authentication protocol proposed by Kumari et al. [14].
However, Nikooghadam et al.’s scheme has already been analyzed by researchers in
the field, including Limbasiya et al., Chandrakar-Om, and Sharma-Kalra [15-17]. These
researchers raised concerns about its security, highlighting vulnerabilities to various attacks
such as password-guessing, insiders, and modification attacks. They also indicated that
the protocol lacked forward secrecy and did not provide session key verification and a
biometric update phase. The author of the new scheme reviewed the security issues known
in Nikooghadam et al.’s protocol and proposed enhancements based on these findings.

Prosanta and Biplab (Prosanta-Biplab) [18] proposed lightweight two-factor authenti-
cation scheme for IoT devices in 2019. They argued that two-factor authentication schemes
that use a passwords and smartcards, often vulnerable to physical attacks. To overcome
these security issues they suggested physically uncloneable functions(PUF) as an authen-
tication factor for IoT devices. However, in 2020, Siddiqui et al. [19] demonstrated that
the scheme is vulnerable to man-in-the-middle, impersonations, session- hijacking and
conventional and differential template attacks.

In 2019, Zhou et al. [20] presented a lightweight two-factor authentication scheme
for IoT devices available in the cloud environments. In the same year, Rafael et al. [21]
indicated that Zhou et al.’s scheme has several security issues. Rafael et al. demonstrated
that Zhou et al.’s scheme failed to provide mutual authentication, was unsuccessful in
protecting the secret key, and was vulnerable to various attacks, including insider attacks
and man-in-the-middle attacks.
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In 2020, Alzahrani et al. [22] presented an authentication protocol for IoT environ-
ments based on self-certified public keys and elliptic curve cryptography (ECC). Alzahrani
conducted research on protocols proposed by Islam-Biswas [23] and Mandal et al. [24],
highlighting their failure to ensure user anonymity and vulnerability to impersonation
attacks. Therefore, the author developed a protocol that guarantees anonymity among
connected devices and addresses security vulnerabilities. However, this scheme does not
guarantee security against physical attacks.

Chen et al. [25] proposed a lightweight user authentication and key-agreement scheme
for IoT. Chen et al. utilized XOR operations, hash functions, and elliptical multiplication.
Lee et al. [26] indicated that Chen et al.’s scheme did not provide a steal-resistant smart-
card offline password, offline identity guessing and reply attack. Subsequently, in 2020,
Ye et al. [27] proposed an authentication and key agreement scheme for IoT-based cloud
computing environments by advancing the protocol developed by He et al. [28]. Ye et al.
addressed various security issues in the scheme proposed by He et al, such as failure
to resist insider attacks, offline password-guessing, user impersonation, and potential
DosS attacks.

Table 1, summarizes cryptographic technologies and limitations of various authentica-
tion schemes related to IoT, cloud-based IoT, and cloud computing environments. Related
papers propose various protocols to provide users with secure and fast services in the
CloudlIoT environment. However, there are still vulnerabilities and challenges in fully sup-
porting security features, as some attacks persist. Additionally, methods using symmetric
keys like ECC may incur higher computation costs in IoT environments. Therefore, our
goal is to design a lightweight protocol tailored for IoT environments using XOR and to
achieve higher security in our scheme.

Table 1. Authentication scheme overview.

Schemes Cryptographic Technologies

Limitaion

-ECC

Islam-Biswas [23]
- Self-certified public keys

- Cannot provide anonymity

- Vulnerable to reply and clogging attacks

He et al. [28]

- Asymmetric cryptography

- Vulnerable to insider attacks, offline password-guessing,

user impersonation attacks, and DoS attacks

- XOR operation
Chen at al. [25] - Hash function

- Elliptic multiplication

- Vulnerable to stolen smartcard, offline password-guessing,

offline identity guessing, and reply attacks

- PUF

Prosanta-Biplab [18]
- Fuzzy extractor

-Vulnerable to man-in-the-middle attacks, impersonation attacks,

session key hijaking, conventional and differential template attacks

- XOR ti
Zhou et al. [20] operation
- Hash function

- Cannot provide mutual authentication

- Vulnerable to insider attacks and man-in-the-middle attacks

- Vulnerable to reply attacks, privileged insider attacks,

. - XOR operation . . . .
Nikooghadam et al. [13] . offline password-guessing, known key temporary imformation attacks,
- Hash function ) . .
server spoofing attacks and impersonation attcks
- Cannot provide sesssion key security, mutual authentication, and
Tsai-Lo [29] - Single Sign On scheme user anonymity

- Vulnerable to impersonation attacks
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Table 1. Cont.

Schemes Cryptographic Technologies Limitaion

- Cannot provide user unlinkability and anonymity, data confidentiality
- Vulnerable to known session-specific temporary information attacks,
impersonation attacks, and desynchronization attacks

- Hash function

Kumari et al. [30] - Diffie-Hellman

- Cannot provide mutual authentication

Bhuarya etal. [31] -ECC - Vulnerable to impersonation attacks and man-in-the-middle attacks

3. Preliminaries
3.1. System Model

As shown in Figure 2, an IoT-enable cloud computing environment includes three
entities: user, cloud server, and control server. Users can also use cloud computing provided
by a cloud server, using IoT-enabled devices. Therefore, the user and cloud server should
register and authenticate it through the control server. Finally, the user and cloud server
share a session key for communication. The details are as follows

@ Verifying User @ Verifying Cloud Server
Control Server

(D Registration (@ Registration

Pty
{
3 Key agreement P
I
1
. & ‘\
Provide cloud service e
\
A

Cloud server

User

Figure 2. System model.

e User (U;): User uses IoT devices with cloud services. Communicates with the cloud
servers, then the user should register with the control server. The user can use smart
cards and biometric technology to store sensitive information or the user’s identity
and password. We assumed that the user is an untrusted entity, implying that the user
can execute unauthorized or malicious attacks.

e Cloud server (S /-): A cloud server provides cloud services to users using IoT devices.
To achieve this, the cloud server should be registered with the control server. As a
semi-trusted entity, the cloud server can misbehave; however, it cannot directly collude
or participate.

e Control server (CS): This manages the registration of the user and cloud server,
and helps generate the session key for authentication and subsequent communication.
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As a semi-trusted entity, the control server can misbehave; however, it cannot directly
collude or participate.

3.2. Adversary Model

We employ the widely used “Dolev-Yao (DY) model” [32] to define the capabilities of
the adversary. The details are as follows:

e Within the DY model, entities in the IoT environments are considered trustworthy,
and the communication channel is also considered insecure. Consequently, the adver-
sary can engage in various actions through the insecure channel, including resending,
eavesdropping, blocking, and deleting any messages transmitted.

e The adversary can extract sensitive information through power analysis attacks from
stolen user smart cards. Additionally, because the control and cloud servers are
semi-trusted entities, the adversary can also extract information from their databases.

Furthermore, the “Canetti-Krawczyk (CK) model” [33] assumes that stronger adver-
saries can also be adapted to our protocol. The adversaries in the CK model can obtain and
use ephemeral values or long-term values, and using those, ephemeral leakage attacks can
be performed.

4. Revisit of Wu et al.’s Scheme
4.1. Registration Phase

Before generating a session key for communication, the user and cloud server must go
through the registration process via a secure channel. The detailed process is as follows.

4.1.1. User Registration Phase

Step 1: The U; enters ID;, PW; and imprints B; on the device. Then, calculates Gen(B;) =
i, i, HPW; = h(PW;]|0;) and sends ID;, HPW; to CS as a registration request mes-
sage through a secure channel.

Step 2: CS checks if U;’s identity is new, and generates a random number #; to calculate
TID; = h(ID;), Ay = h(IDcs||HPW;) @ (n; @ x). Then, stores {TID;, HPW;} in its
database, and stores { A1, ID¢s} to smart card SC. After that, sends SC to U; through
a secure channel.

Step 3: U; computes A, = h(ID;||HPW;) and store {A1, Ay, IDcg, Gen(-), Rep(-), 7;} in
SC.

4.1.2. Cloud Server Registration Phase

Step 1: S; selects SID; and random number 71; and sends {SIDj, n;} as a request message
to CS through a secure channel.

Step 2: CS checks if §;’s identity is new, and chooses S;’s pseudo identity QID;, computes
Az = h(SIDj||x @ n;), then stores {QID;, n;} in its database. Next, CS sends QID;, 1;
to S; through secure channel.

Step 3: S; computes A3 = A3 ® SID;, and stores {A3, QID;}.

4.2. Login and Authentication Phase

In this phase, the control server first verifies the identities of the user and the cloud
server. If both are confirmed, a shared session key for subsequent communication is
generated. The detailed process is as follows and illustrated in Figure 3.
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User U, Cloud Server Control Server D,,

Input ID;, PW;, imprint B;
Compute Rep(B;, ;) = 0;

HPW; = h(PW|or)

Ay = h(ID,||[HPW,)

Check 45 = 4,

Generate r;, TSy

Compute

(n; @ x) = Ay @ h(IDcs|[HPW;)
By =1 ® h(IDcs||HPW; © SID;)
By = SID; & h(ID)CS||HPW;)
B3 = h(TID;||IDcs||n; & x) & HPW;

M, = {TIDj, Ay, By, By, B3, TS1 }

Check [TS; — TSc| £ AT
Generate rj, TS,
Compute A3 = SID; & A3
By = 1; ®© h(A3]|SID))

Bs = h(rj||As||SID;)

My = {My,QIDj, By, Bs, TS>}

Check |TS; — TS| < AT
According TID; to find HPW;
Compute SID; = B2 @ h(IDcs||HPW;)
r; = By @ h(IDcs|[HPW; & SID;)
(n; ®x) = A1 ® h(IDcs||HPW;)
B} = h(TID;||IDcs||n; & x) & HPW;
Check B} £ Bs

According QID; to find n;
Compute Az = h(SID;||x @ n;)
rj = By @ h(As]|SID;)

B = h(r;||As]|SID))

Check B} £ Bs

Generate i, TS3

Compute

SK = h(r; & HPW;||rj||r||SID;)
Bg = (V,' (&) HPW,‘) ® Az

By = h(A3 ©1/||SID;) © 1

Bg = h(rj|[r||SK||TS3)

By = h(n; & x||SID;) 1}

B0 = h(HPW;||r;) @® ¢

Bi1 = h(SK||n; @ x||r||r})

Mz = {Be, B, Bs, By, Bio, B11, TS3}

Check |TS3 — TS.| < AT
Compute (r; @ HPW;) = B @& A3
1 = h(As||rj||SID;) @ B7

SK = h(r; @ HPW,|r;||r,||SID;)
B'[8 = h(rj||r¢||SK||TS3)

Check B} = By

My = {By, Bio, TS4}

Checks |TSy — TSc| < AT

rj = h(n; © x||SID;) © By

1 = h(HPW||r;) & Big

SK = h(r; & HPW|r;|[r]|SID;)
Bjy = h(SK]|n; @ x||ri[|r;)
Checks Bf; z By

Compute By = h(SK||r;)

Ms = {B1p}

Compute Bj, = h(SK||rj)
;

Check Bj, = By

Figure 3. AKA phase of Wu et al.’s scheme.

107



Sensors 2023, 23, 9766

Step 1: U; enters ID;, PW; and imprints B;, and calculates Rep(B;, 1;) = 0;, HPW; =
h(PW;||o;), A’2 = h(ID;||HPW;). Then, by confirming A L A2, U; can be verified
as a legitimate user. If this is valid, U; selects a random number r; and timestamp TSy,
then calculates (n; ® x) = A1 @ h(IDcsHHPWi), Bi=r& h(IDcsHHPW,' [S5) SID]),
B, = SID] (O] h(IDCSnHPW,‘), and B; = h(TID,'HIDcsHVZi ® x) @® HPW;. Finally,
generates a message My = {TID;, A1, By, By, B3, TS1} and sends it to S; via open
channel.

Step 2: Upon receiving U;’s message, CS confirms timestamp |TS; — T'S.| < AT. If the
timestamp is valid, S; chooses a random value r; and timestamp TS;. S; computes
A3 = SID; ® Aj , By = rj ® h(A3]|SID;), and Bs = h(r;||A3||SID;). Finally, message
My = {My, QIDj, B, Bs, TS, } is sent through an open channel.

Step 3: After receiving the My, S; confirms timestamp | TSy — TS| = AT. If the timestamp
is successfully verified, CS uses TID; to find HPW; and performs the following
computations: SID; = By @ h(ID¢s||HPW;), r; = By @ h(ID¢s||HPW; © SID;), and

B} = h(TID;||IDcg||n; ® x) & HPW;. And by checking B} L Bs, the CS confirms
whether U; is the legitimate user. Next, CS utilizes the value of QID; to find 7;
and then performs the following computations: A3 = h(SIDj||x © n}), rj = By @

h(A3||SIDj), and By = h(rj||A3||SIDj). After checking B L Bs is valid, CS then
selects rt, TS5, computes SK = h(r; ® HPW;||r;||r||SID;), Bs = (r; ©® HPW;) © As,
By = h(As| 1 [SID;) @ 1y, By — h(rjlIrl [SKIITSs), (n; %) = Ay & h(IDes | [HPW),
Bg = I’l(Tl, D XHSID]) ® i, and Bip = h(HPWiHT’,‘) D1k, Bi1 = h(SKHVll ©® xHrkHrj).
At last, CS generates message M3 = {Bg, By, Bg, Bo, B1g, B11, TS3} and sends to S;
through an open channel.

Step 4: Upon receiving M3, S; checks timestamp |TS3 — TS.| < AT. If the timestamp
is valid, S; calculates following computations: (r; ® HPW;) = Bg® Az, SK =
h(r; @ HPW;||r;||r¢||SID;), and By = h(r;||r||SK||TS3), and confirms Bg L By Ifit
confirms, S; generates message My = {By, B1g, TS4} to U; via open channel.

Step 5: U, verifies timestamp |TSy — TS¢| < AT. If the timestamp is valid, U; calculates
rj = h(n; ® x[|SID;) @ By, ry = h(HPW;||r;) @ B1o, SK = h(r; & HPW;||rj||r[|SID;),
and Bj; = h(SK||n; @ x||rg||rj) and calculates Bj; L Byy. If it confirms, U; computes
Biz = h(SK]|rj) and generates M5 = {Bi>} and sends to S;.

Step 6: S; calculates the equation B}, = /(SK]|r;) and then checks Bj, Z Bp. If they
match, S]- stores SK for future communication.

5. Cryptanalysis of Wu et al.’s Scheme

Following the description of Section 3, adversary A can obtain important values
from the user’s smart card by using a power analysis attack. Furthermore, A can extract
parameters from the cloud server and control server itself, because they are considered
semi-trusted. With this information, various security attacks, including insider attack,
verification table leakage attack, privileged insider attack, user impersonation, and cloud
server impersonation, can be executed by A. Details are described below.

5.1. Insider Attack

An adversary A, who has undergone the registration process as a legitimate user, can
obtain session keys from another user U;’s sessions or impersonate U;. The detailed process
is as follows:

Step 1: After completing the registration process, A obtains By of M3 during their AKA
process. Subsequently, A calculates Az of S; using their own HPW, and r,.

Step 2: In another user U;’s session, A obtains message M, and uses B4 and the previously
acquired Aj to deduce ;.
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Step 3: From Bg of M3, A calculates user U;’s r; and HPW;, and from By, A calculates ry.

Step 4: Using the computed values, A can generate the session key SK = h(r; ©@ HPW;||r;
||7k||SID;) for another user U; and potentially disclose or exploit it.

Therefore, Wu et al.’s scheme cannot resist insider attacks.

5.2. Verification Table Leakage Attack
If A extracts verification table of cloud server, A can disclose session key. The following

procedures are below:

Step 1: A extracts the verification table to take { A3, QID;} from S;. And also intercept
message My = {Mj, QID, By, Bs, TS, } transmitted in public channel.

Step 2: A calculates A3 = SID; © A3, and r; = By @ h(A3||SID;)to extract Az and r;.

Step 3: A takes message M3 = {Bg, By, Bg, B, B1g, B11, TS3}.

Step 4: A computes (r; @ HPW;) = B6 © A3, and 1 = h(As||rj||SID;) © By. In addition
by calculating SK = h(r; @ HPW;|rj||r¢||SID;), A can generate a session key to
disclose or exploit it.

Therefore, Wu et al.’s scheme cannot resist verification table leakage attacks.

5.3. Privileged Insider Attack

A privileged insider can take important information like {ID;, HPW;} from the registra-
tion message and values stored in the user’s smart card such as { A1, Ay, IDcs, Gen(), Rep(), }.
Through support from this privileged insider, a malicious A can generate a session key
through the following:

Step1: A computes SID] =B, ® h(IDcsHHPWI'), andr; = B1 @ ]’l(IDCS ‘ |HPV\71 ] SID]),
(n; @ x) = Ay @ h(IDcs||[HPW;); therefore, A can extract parameters SID;, r;, and
(n; ® x).

Step 2: A intercepts message My = {Bg, B1g, TS4}.

Step 3: A calculates r; = h(n; © x[|SID;) ® By , and ry = h(HPW;]|r;) @ B1o. Hence, A
can compute session key SK = h(r; & HPW;||r;||r¢||SID;) and disclose it.

Thus, Wu et al.’s scheme is insecure against privileged insider attacks.

5.4. Impersonation

When A obtains the table information {k;,, SID, } of the control center, A can calculate
SKym = h(SIDm||SIDn||SIDc| |A8)-

(1)  User impersonation: If the privileged insider described in Section 5.3 generates random
number #; and time stamp TSy, A can forge message My = {TID;, A1, By, By, B3, TS1}.
In addition, by A to take message My = {Bo, Bip, T'S4} from an unsecured public
channel, A can generate session key and rj. Thus, A can send message Ms = {B12}
impersonates user.

(2) Cloud server impersonation: According to the previous verification table attack in
Section 5.2, A generates random number r; and time stamp TS, and A can send
My = {My,QIDj, By, B5, TS>}. Second, A can generate My = {Bg, Bio, TS} after
intercept message M3 = {Bg, By, Bs, By, B1o, B11, TS3}. Hence A can impersonate
cloud server.

Therefore, Wu et al.’s scheme cannot resist user and cloud impersonation attack.

5.5. Lack of Untraceability

If an attacker A continues to eavesdrop on M; = {TID;, Ay, By, By, B3, TS1} and
compares the value of TID; contained in Mj, A can track the user U;. The reason is that the
pseudo identity of U;, TID;, is a fixed value, and an attacker can easily obtain it through
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eavesdropping on the message. Indeed, by verifying whether the value of TID; matches the
values from previous or subsequent communications, A can detect the user. In conclusion,
Wau et al.’s scheme lacks anonymity and untraceability.

5.6. Impossibility of Offline Password Update

In the user registration phase in Wu et al.’s scheme, the value of HPW; is created
by concatenating the user’s password PW; with their biometric information ¢;. Addi-
tionally, this HPW,; is transmitted to the control server CS and undergoes the operation
Ay = h(IDcg||HPW;) & (n; @ x), and stored in the CS’s database as A;. However, this de-
sign leads to a problem where users must communicate with the CS to update the A value
stored in the CS if they wish to change their password, because CS cannot create the HPW;
on its own. Consequently, Wu et al.’s scheme does not support offline password updates.

6. Proposed Protocol
6.1. Registration Phase

Before generating a session key for communication, the user and the cloud server must
go through the registration process with the control server via a secure channel. In this
phase, users register the information, such as identity, password, and biometrics, with the
control server. The detailed process is as follows and illustrated in Figure 4.

User U; Control Server CS

Select 1D;, PW;, B;
Gen(B;) = (03, )
{ID;}

Check Uj’s identity, if it is new

Select random 1;

Compute SID; = h(ID; & xcs)

ki = h(SIDj||xcs||n;)

SID} = SID; & h(xes||n;)

PID; = h(SID;||n;)

Saves {PID;, SID;,n;} in database
{PID;,IDcs, ki, SID;}

RPW; = h(ID;||PWi||c;)

Ay =k, & h(ID,||HP,)

Ay = SID; & h(cr| [PW;)

Stores {PID;, IDcs, RPW;, Ay, Ay, Gen(+), Rep(-), T}

Figure 4. User registration phase of proposed scheme.

6.1.1. User Registration Phase

Step 1: The U; enters ID;, PW; and imprints B; on the device. Then, calculates Gen(B;) = o;
and sends ID; to CS as a registration request message through a secure channel.

Step 2: CS checks if U;’s identity is new, and generates a random number 7; to calculate SID; =
h(IDl’ D Xcs, ki = h(SID,| |x55||}’li). SIDI* = SID,‘ ® ]’l(XCSH}’l,') and PID,' = h(SID,| ‘}’li).
Then, stores {PID;, SID},n;} in its database, and sends {PID;, ID¢s, k;, SID;} to U;
through secure channel.

Step 3: U; computes RPW; = h(ID;||PW;l||o;), A1 = k; ® h(ID;||HP;), and Ay = SID; &
h(0}| |PW,) Then, store {PID,‘, IDcs, RPW,‘, A1,A2, Gen(~),Rep(-), Tl'} in SC.

6.1.2. Cloud Server Registration Phase
In this phase, cloud servers register the information with the control server. The de-

tailed process is as follows and illustrated in Figure 5.

Step 1: §; selects SID; and sends {ID;} as a request message to CS through a secure
channel.

Step 2: CS checks if S;’s identity is new, and chooses random number n;, computes
kj = h(IDj|[nj||xcs). Then, stores {ID;,n;} in its database. Next, CS sends k; to
S; through secure channel.

Step 3: S; computes Az = k; @ xj, and stores { A3}
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Cloud Server S; Control Server CS

Select ID; {ID;}

Check S;’s identity, if it is new
Select random 7;

Compute k; = h(IDj||n;||xcs)
Saves {ID;, n;} in database

{ki}

A3 = kj D Xj
Stores { A3}

Figure 5. Cloud server registration phase of proposed scheme.

6.2. Login and Authentication Phase

In this phase, the control server first verifies the identities of the user and the cloud
server. If both are confirmed, a shared session key for subsequent communication is
generated. The detailed process is as follows and illustrated in Figure 6.

Step 1: Uj enters ID;, PW;, imprints B;, and calculates Rep(B;, 7;) = 0;, RPW/ = h(ID —
I||PWj||o;), ki = Ay & (ID;||PW;) and SID; = Ay & (0;||PW;). Then, by confirming
RPW! Z RPW;, U; can be verified as a legitimate user. If this is valid, U; selects a
random number ; and timestamp TS; then calculates By = r; @ h(SID;||ID¢s|k;),
By = ID; © h(IDcs||SID;||r;) and Vi = h(IDcs||TS1||SID;||ki||r;). Finally, it gener-
ates a message My = {PID;, By, By, V1, TS1} and sends it to Sj via open channel.

Step 2: Upon receiving U;’s message, CS confirms timestamp |TS; — TS:| < AT. If
thetimestamp is valid, S i chooses a random value i and timestamp TS;. S j computes
k] = A3® Xj, Bs = T D h(k]HID]), and V, = h(k/HT52HID]||1’/) Finally, message
My = {Mj, B3, V5, TS, } is sent through an open channel.

Step 3: After receiving the M, S; confirms timestamp |TS; — TS;| £ AT. If the times-
tamp is successfully verified, CS uses PID; to find {SID;,n;} and performs the
following computations: SID; = SID; @ (xcs||n;), ki = h(SID;||xcs||n;), ri = B1 &
h(SIDl‘ ‘IDCSHki) and Vll = h(IDCSnTSl"SID,”k,”Tl) And by checking V1/ ; Vl,
the CS confirms whether Uj is the legitimate user.

Step 4: Next, CS calculates ID; = B @ h(IDcs||SID;||r;) and utilizes the value of ID;
to find n;. Then, it performs the following computations: k; = h(IDj||n;||xcs),
rj = B3 ® h(k;||ID;), and V3 = h(k;j||TSz||IDj||r;). Subsequently, it checks if V; v,
is valid.

Step 5: CS then selects 7, TS3, computes SID; = ID; @ h(kj||r), C1 = h(SID; ® SID; @
IDcs), PID} = PID; ® h(PID;||rg||r;). Next, it updates the old PID; to PID}.

Step 6: Bs = (r¢||ri) ® h(rj|[k;), B; = Cy @ h(kjl|rx), Bs = (rjl[re) © h(SID;||IDcs||r;),
By = SID; @ h(SID;||ry), Va = h(rjl|rk|[C1||ID}]|TS3) and Vi = h(SID;]|r;l|rk||C1|
TS3). Atlast, CS generates message M3 = {Bg, B, Bg, Bo, V3, V4, TS3} and sends to
S; through an open channel.

Step 7: Upon receiving M, S; checks timestamp |TS3 — TS.| < AT. If the timestamp
is valid, S; calculates following computations: (ri||r;) = Béoplush(r||k;), C; =
B; & h(k]‘ ‘I’k), SK = h(C1 ‘ |I’i‘ ‘1"]‘ ‘T’k), and Vé = I’l(?‘]| |7’k‘ ‘C] | |ID]‘ ‘TS3) Subsequently,
it confirms V3’ Z V3. If it confirms, Sj generates message My = {Bg, By, Vi, TSy} to U;
via an open channel.

Step 8: U, verifies timestamp |TSy — TS¢| < AT. If the timestamp is valid, U; calculates
(}’]‘H}’k) = Bg® h(SIDZHIDcs‘ ‘1’,‘), SID] = By ® h(SIDl‘ \rk), C = h(SID, &) SID] D
IDcs), SK = h(Cq||ri|[rjllr), and calculates V; = h(SID;||rj||ri||C1]|TS3) to check
By, z Byy. If it confirms, U; computes PID; = PID; ® h(PI1D;||ri||r;) and update old
PID; to PID;.
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User U; Cloud Server S; Control Server CS

Inputs ID;, PW;, imprint B;
Compute Rep(B;, 7;) = 0;

RPW, — h(1D;|[PW; |

ki = Ay @ (ID;||PW;)

SID; = Az & (0;]| PW;)

Checks RPW! = RPW;

Generate random r;, timestamp TSy
By = r; ® h(SID;||IDcs||k;)

By = ID;j & h(IDcs||SID|r;)

Vi = h(IDcs||TS1[|SIDj| ki |r;)

M, = {PID;, By, By, V1, TS1 }

Check |TS; — TS| < AT

Generate random rj,s timestamp TSy
k/» =A3® X;

By = r; @ h(kj||ID;)

V2 = h(kj||TS2[|[1Dj||r;)

My = {My, B3, V, TS}

Check |TS, — TS,| £ AT
According PID; to find {SID}, n;}
SID; = SID} @ (xcs||n;)

ki = h(SID||xcs||n;)

ri = By © h(SID;||IDcs|[k;)

V{ = h(IDcs| TS, [SID; ki)
Check V| £ V;

ID/ = By ® h(IDcs||SID;||r;)
According ID; to find {n;}
kj = h(IDj||n;|[xcs)

v} = By @ h(k;||1D;)

V; = h(k;||TS2/|1D;]|r})
Check V] £V,

Generate random 7y, timestamp TS3
SID; = ID; & h(kj||ry)

Cy = h(SID; @ SID; @ IDcs)

PID; = PID; & h(PID;]|r||r;)
Update PID; to PID}

B = (rellri) @ h(r;llk;)

By = Cy @ h(kj||ry)

Bg = (rjl|rx) & h(SIDj||IDcs||r;)
By = SID]'(D]’[(SID,-HVI()

V3 = h(rj||r||C1[|ID}||TS3)

Vi = h(SID;][r||r[|C1[|TS3)

M; = {Bs, B7, Bs, By, V3, V4, TS3}

Check |TS; — TS¢| < AT
(rillri) = Be @ h(rj||k;)

Cy = By ® h(kj|ry)

SK = h(Ci||ri|[rj|ri)

V3 = h(rj||r||C1||ID}]| TS5)
Check V] £ V3

My = {Bs, By, V4, TSs}

Checks TSy — TS:| < AT
(rjllre) = Bs @ h(SID;||IDcs|Ir;)
SID; = By & h(SIDj||ry)

Cy = h(SID; & SID; & IDcS)
SK = h(Cr|lri[r;l[r)

Vi = h(SIDj][r;l|r||C1]|TS3)
Checks V 2z \A

PID; = PID; @ h(PID;||re|r;)
Update PID; to PID;

Figure 6. AKA phase of proposed scheme.
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6.3. Offline Password and Biometric Template Update

In this phase, an authenticated user U can locally change their password and biomet-
rics without a connection to CS. U must perform the login process on the IoT device before
updating data offline. A logged-in user can update their password or biometric template.
The detailed process is as follows and illustrated in Figure 7.

Step 1: U, enters ID;, PW; and imprint B; on the device. Compute Rep(Bio;, 7;) = 0; and
check RPW/ = h(ID;||PW;]|o;) for login phase and confirm user.

Step 2: Then, ask U; to change password and biometric data. U; select new password
PW[?, and compute RPW]"" = h(ID;||PW/*“||0;), A{*“ = k; ® h(ID;||PW/*") and
ABY = SID; & h(®;||PW™). Subsequently, update RPW;, Aj, and A; with new
data to change the password.

Step 3: Compute Rep(Bi;, 7;) = 07", RPW/" = h(ID||PW;||c*") and A}*” = SID; @
h(c®||PW;). Subsequently, update RPW/*“? and A}““ with new data to change the
biometric template.

User U; Smart Card SC

Inputs ID;, PW; and
Imprint B; to SC

{ID;, PW;, B;}
Compute Rep(B;, ;) = 0;
RPW] = h(ID;|[PWl|e;)
If RPW/ 2 RPW;, login is successful
Ask U; to change password
and biometric data
Select PW/*®
{Pwinew }

RPW! — j(ID||PW!®||o;)
AV = k; @ h(ID;||PW]"®)
AR = SID; @ h(o||[PWI®)
Update RPW; — RPW!“
Ay — Anew

Ay — Alew

Rep(Bi;, 1) = "

RPW?® = (ID||PW||o7e)
Ay = SID; @ h(07%Y|| PW;)
Update RPW; — RPW/'"®
AZ — AEIL’I(Y

Figure 7. Offline password and biometric template update of proposed scheme.

7. Security Analysis
7.1. ROR Model

In this section, we conduct an analysis of session key security using the ROR model [34].
To apply the proposed protocol to the ROR model, we first define participants, especially
LIBS, ngj, and Ugs as user, cloud server, and control server, respectively. Note that i
(k =1,2,3) is an instance for each participant. In ROR model, the adversary can eavesdrop,
delete, intercept, and send messages through the public channel. Moreover, the adversary
can extract secret parameters from the user U{}SA These actions of the adversary can be
defined as queries in the ROR model.

e EX (LIEIS, ngj, U?S): This query is an eavesdropping attack that the adversary can
obtain messages transmitted via a public channel. Thus, this query can be defined as a
passive attack.
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e CoUD(Uys): In this query, the adversary extracts secret parameters using the smart
device of Uj}. Therefore, we can define the query ColD is an active attack.

e S n(ll;,): The adversary sends messages to legal participants through open channels.
This query is an active attack.

o Ts(U;,): In this query, the adversary flips an unbiased coin. When the result of the
flipped coin is 0, the session key is not fresh. When the result of the flipped coin is
1, we can demonstrate that the session key is fresh. Otherwise, the result outputs
NULL (1).

Theorem 1. We take a definition of Pap, HA, qra, and qs, as the possibility of breaking session
key, range space of hash function, number of hash functions, and number of send queries, respectively.
Moreover, we define that s and C are the Zipf's parameters [35]. From that, the adversary tries to
reveal the session key of the proposed protocol in polynomial time. Following [36-38], the ROR
model analysis of the proposed protocol is composed of four games (GAME,,, m = 0,1,2,3) and
the winning possibility of the adversary is PWg amg,, for each game GAME,,.

2
THA Sn
< 2L
PAD > |HA|+2{CqS } (1)
e GAMEq: In this game, the adversary has no knowledge about the session key. Thus, the adver-

sary picks a random bit B.
Pap = [2PWgamg, — 1 (2)

e GAME;: The adversary conducts EX query to collect the messages transmitted via public
channels. Thus, the adversary obtains { PID;, By, Bp, V1, TS1}, {My, B3, Va}, {Bs, B7, Bs, V3,
Vi, TS3}, and {Bg, Vs, TSy }. After that, the adversary flips an unbiased coin to execute the Ts
query. However, the adversary has no knowledge of the session key SK = h(Cy || r; || ; || 7¢)
because it is composed of random numbers r;, rj and ry and masked in the hash functions.
For these reasons, the adversary can obtain the following:

PWgame, = PWgamE, 3)

e GAMEy: The adversary conducts HA and Sn queries to reveal session key in this game.
However, the session key is composed of fresh random numbers and a cryptographic hash
function. Therefore, the adversary cannot make hash collisions to calculate the session key.
Applying the birthday paradox [39], we obtain the following:

2
9raA
|PWGame, — PWeame, | < THA| 4)

e GAMEj;: In the last game, the adversary conducts CoUD query to obtain the secret parameters
{PID;, ID¢cs, RPW;, A1, Aa, Gen(.), Rep(.), 7; }. However, the adversary cannot decrypt the
secret parameters because these parameters are encrypted using the identity 1D;, password
PWi, and biometrics B;. Since simultaneously guessing 1D;, PW;, and B; is a computationally
infeasible task, the adversary has no advantage in this game. We obtain the following using
Zipf’s law [35].

|PWGames — PWGame,| < Cq2" 5)

When all the games end, the adversary becomes a random bit B.

1
PWeame, = 5 (6)

We can calculate (7) utilizing (2) and (3).

1 1 1
EPAD = |PWgamE, — §| = |PWgaME; — 5\ )
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Then, we use (6) and (7) to obtain (8).

FPap = |PWamE, — PWGamE,| )]

We calculate (9) utilizing the triangular inequality.

FPap = |PWGame, — PWeamE,|

< |PWeame, — PWeame, |
+|PWsame, — PWGAME, |

2
TuA Sn
<
= 3[HA] +Cq2 )

We calculate (10) multiplying (9) by 2.

2

THA Sn
< 1HA C

We obtain the inEquation (10) which is the same as (1). It means that the adversary cannot
distinguish random nonce and the session key using various security attacks, such as EX,
ColUD, and Sn. Thus, we can prove the session key security of the proposed protocol.

7.2. BAN Logic

We analyze the mutual authentication of the proposed protocol using BAN logic [40].
Following [41-43], we define basic notations and descriptions of BAN logic in Table 2.

Table 2. Basic notations and decriptions.

Notation Description

A, Aj Principals

SK Session key

T, T, Statements

Al=T Aj believes T;

A~ Ty A; once said T;
AT A; controls Ty

ATy Aj receives Ty

#Ty T; is fresh

{Ti}s T is encrypted with S
A; S Aj Aj and A; have a shared key SH
7.2.1. Rules

In BAN logic, there are five rules, such as “Message meaning rule (MMR)”, “Nonce ver-
ification rule (NVR)”, “Jurisdiction rule (JR)”, “Belief rule (BR)”, and “Freshness rule (FR)".

1. Message meaning rule (MMR):

SH
=A A]‘, A {Tl}SH
Ail = Ajl ~ T

A

2. Nonce verification rule (NVR):

Al =#(T), Al = 4 ‘ ~T
A=Al =T,
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3. Jurisdiction rule (JR):
Ail = A/ = T, Ai| = AJ‘ =T

Ail=T
4.  Belief rule (BR):
Ai | = (T, T2)
A, ‘ =7
5.  Freshness rule (FR):
A ‘ =#(Th)
A ’ =#(T, T2)

7.2.2. Goals

In our protocol, each participant authenticate the communication partner by establish-
ing session key SK. Thus, goals of the proposed protocol can be shown as follows:

Goal 1: UI| = UI <5 cs

Goal 2: UI| = CS| = Ul &5 s
Goal 3: CS| = UI <5 cs

Goal 4 CS| = UI| =S &5 ur
Goal 5: CS| = €S <5 5]

Goal 6: CS| = S]| = CS <5 g7

Goal 7: SJ| = CS &5 57

Goal 8: SJ| = CS| =57 <5 ¢s

7.2.3. Idealized Forms

In the proposed authentication phase, four messages are transmitted via open channels
({PID;, By, By, V1, TS1}, {M, B3, Va}, {Bs, By, Bg, V3, V4, TSz}, {Bg, V5, TS4}). To analyze
these messages, we convert them into idealized forms.

MSGy: Ul — S]: {ri, ID]', TSl}ki

MSG; : S] — CS: {{Tl', IDj}k,‘l {}’j, TSz}k].}

MSG3 : CS — S] : {{rk, ri, Cl, TS3}kjr {r]-,rk, TS3}r‘.}
MSG4 : S] — Ul : {r]-,rk, TS4}ri

7.2.4. Assumptions

In the proposed protocol, participants agree on the freshness of the random number
and secret parameters. Therefore, we show the assumptions to analyze the proposed
authentication phase.

51: CS‘ = #(TSz)
Sp: S]| E#(TS:),)

Sz UI| =#(TSy)
54! CS‘ = #(Vi)

Ss: €S| =ul & cs

kv
Se: CS| =S 5 CS
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k.
Sy;: SJ|=CS <5 8]

Sg: Ul| = CS <5 uI

7.2.5. BAN Logic Proof
Step 1: We obtain P; using MSGo.

Pp: CS <« {{1’,‘, IDj}ki’ {1’]', TSZ}kj}
Step 2: We use S5, Sg, and MMR to obtain P, and P; from P;.

Pz: CS| = LII| ~ (I’i, ID])
P3Z CS‘ = S” ~ (T’j,T52)

Step 3: From P, and P3, we use S, Sy, and FR to obtain Py and Ps.

P4Z CS‘ = #(V,', ID])
P5: CS| = #(1’]', TSz)

Step 4: From P, P3, Py and P5, we use NVR to obtain P; and P;.

Pé: CS| = UI| = (T,‘, IDJ)
P7: CS| = S]] = (), TS,)

Step 5: We obtain Pg using MSGs3.
Ps: ST < {{re, ri,Cy, TS3}kj, {r]-,rk, TS3}r,}
Step 6: We use Sy and MMR to obtain Py from Ps.
Py: S]| = CS| ~ (r,11,C1,TS3)
Step 7: From Py, we use S, and FR to obtain Pjg.
Pyg: S]| = #(ry,7i,C1, TS3)
Step 8: From Py and Py, we use NVR to obtain Py;.
Pry: SJ| = CS| = (g, 11, C1, TS3)

Step 9: Using P7 and Py;, CS and S] computes the session key SK = h(Cy || 7; || 7; || 7x)-
Thus, we obtain the following:

Pip: SJ| = CS| =57 5 €S (Goal 8)
Pi3: CS| = S]] =CS <5 5] (Goal 6)

Step 10: Using JR into Pj, and P;3, We obtain the following goals:

P SJ| = S] <5 CS  (Goal 7)
Pis: CS| = CS <5 S]  (Goal 5)

Step 11: We obtain Pj¢ using MSGy.
Pig: Ul < {I’j,Tk, TS4};«‘.

Step 12: We use Sg and MMR to obtain Py from Pjg.
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Pi7: Ul| = CS| ~ (rj,1, TS4)
Step 13: From Pj7, we use S3 and FR to obtain Pjg.
Prg: UT#(rj, 1, TSy)
Step 14: From P;7 and Pig, we use NVR to obtain Pjg.
Pio: UI| = CS| = (rj, 1, TS4)

Step 15: Using Pg and Pjg, UI and S] agrees the session key SK = h(Cy || r; || #j || 7x)-
Thus, we obtain the following:

Py UI| = CS| = UI &5 €S (Goal 2)
Py:CS| = UI =CS <5 Ul (Goal 9)

Step 16: Using JR into Pyg and Py, We obtain the following goals:

Py Ul =CSES UI (Goal 1)
Pyy: CS| = UT €5 S (Goal 3)

7.3. Informal Security Analysis
7.3.1. Insider Attack

Malicious actor A, who has gone through the registration phase as a legitimate user,
can attempt an insider attack using the acquired information. However, the attacker is
unable to know the random values(ri, rj, k) and k;. As a result, the attacker cannot calculate
Cy, rendering the attack impossible.

7.3.2. Impersonation Attack

(1) Userimpersonation: Adversary A needs to create a valid message My = {PID;, B, By,
V1, TS1} to impersonate the legitimate user U;. While A might obtain PID; from the
user’s device, it is impossible for A to access the necessary k; and SID; to calculate
B1, By, V1, TS needed to create the message. Therefore, A cannot generate the M;
message on behalf of the user U; and transmit it to the cloud server and control server.
Thus, the proposed scheme is secure against user impersonation attacks.

(2) Cloud server impersonation: To execute this attack, A needs to send the message
My, = {Mj, B3, V5, TS, } to the control server on behalf of the cloud server S . Even if
A intercepts the transmission of M; over an open channel, they cannot generate the
necessary Bz, V; for the message until they know k;. Therefore, the proposed scheme
is secure against cloud server impersonation attacks.

7.3.3. Reply and MITM Attacks

All users, the cloud server, and the control server attempt to validate the received
messages through V{, V;, V3, V;. Also, the sent messages are masked with different random
values for each session, ensuring freshness. Therefore, the proposed scheme is secure
against reply attacks and MITM attacks.

7.3.4. Privileged Insider Attack

In this attack scenario, external entity A is considered a privileged insider, implying
that A possesses the user’s registration request message ID; and confidential values such
as {Ay, Az, IDcg, Gen(-), Rep(+), 7;} However, without the precise biometric information,
ID, or PW values of the user, calculating k; = A1 & (ID;||PW;) or SID; = A & (0;||PW;) is
not possible. As a result, the proposed scheme is secure against privileged insider attacks.
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7.3.5. Ephemeral Security Leakage Attack

To prevent adversary A from carrying out valid attacks, such as obtaining the session
key through this attack scenario, it is essential to ensure that the session key is preserved
even if the random values used in the session are exposed. Therefore, assuming A knows
the values of r;, rj, Tk, itis postulated here that even with this knowledge, A cannot calculate
SK without knowing SID;, SID;. Additionally, valid attacks like impersonating the user
or cloud server using random values are not possible. Therefore, the proposed scheme is
secure against ESL attacks.

7.3.6. Stolen Verifier Attack

We can assume that a malicious A, upon obtaining {A3} from the cloud server’s
database, attempts to calculate the session key SK = h(Cq[|r;||r;||r¢) or impersonate the
cloud server. However, without the cloud server’s secret key xj, A cannot deduce the
value of k i from the stored Az, nor can A determine the randomly generated values r;, rj,
or ry. Therefore, A is unable to compute the session key or impersonate the cloud server.
Consequently, the proposed scheme is secure against verification table leakage attacks.

7.3.7. DoS Attack

The adversary A may intentionally attempt to send the message My = {PID;, By, By, V,
TS;1} repeatedly. However, to generate message M, A must go through the login pro-

cess and pass the verification RPW/ < RPW;. However, to create a valid RPW/ =
h(ID;||PW;||c;), A cannot have the required ID;, PW;, 0;. Therefore, A cannot create and
repeatedly send the message M;, making the proposed scheme secure against DoS attacks.

7.3.8. User Anonymity and Untraceability

Due to the use of PID; as a pseudo identity, the user’s identity ID; cannot be deduced
by an adversary A. Additionally, the PID; is updated as a new value with random elements
for each session, making it impossible for A to compare PID; values between previous and
current sessions to compromise the user’s untraceability. Therefore, the proposed scheme
provides user anonymity and untraceability.

7.3.9. Session Key Disclosure Attack

To calculate the session key SK = h(Cy||r;||rj||rx), adversary A needs to have access to
the values of SID;, SIDj, ti, T, and ;. However, for A to discover SID;, SID]-, they would
need access to the secret key x.s and the random values 7; and r¢. Additionally, random
values like r;, ;, r are used temporarily and exist only within a single session. Therefore,
the proposed scheme is secure against session key disclosure attacks.

7.3.10. Perfect Forward Secrecy

If the control server’s secret key x¢s is compromised, adversary A may attempt to
calculate the session key SK for a previous session. However, since SK = h(Cy||r;|[r;||r¢)
does not contain x5 and the values of 7;, rj, Ty are random and cannot be deduced, A cannot
perform the calculation. Furthermore, without n; through x5, A cannot compute SID;.
Therefore, the proposed scheme ensures perfect forward secrecy.

7.3.11. Mutual Authentication

In the login and authentication phases, the messages {PID;, By, By, V4, TS} and
{M3, B3, V,, TS} included can be used by the control server to verify the legitimacy of
the user and the cloud server through the transmitted V; and V,. Additionally, messages
{Be, B7, Bs, By, V3, V4, TS5} and {Bg, By, V4, TSy} allow both the user and the cloud server
to validate each other’s identity using V3 and V4. Due to the unavailability of SID;, kj
values, and random values to adversaries through the open channel, the transparency of
authentication is ensured. Therefore, the provided scheme offers mutual authentication.
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8. Performance Analysis
8.1. Security Features Comparison

We visually compare the safety elements of the proposed scheme and related
schemes [11,21,44-48] and record them in Table 3, which includes various types of safety
elements such as “insider attack”, “impersonation attack”, “stolen verification attack”, “ESL

i

attack”, “privileged attack”, “perfect forward secrecy”, “reply attack”, “offline password-
guessing attack”, “session key disclosure”, “mutual authentication”, “DoS attack”, “user
anonymity”, and “untraceability”. Ultimately, the proposed scheme offers more security
features compared to Wu et al.’s scheme, and it exhibits fewer features that are either

unidentified or not provided, even when compared to the schemes of other related works.

Table 3. Security and functionality features(SFF) comparison.

SFF [21] [44] [45] [46] [47] [48] [11] Proposed

SP1
Sp2
SP3
SP4
SP5
SP6
SP7
SP8
SP9
SP10
SP11
SP12
SP13
Note: SP1: insider attack; SP2: impersonation attack; SP3: stolen verification attack; SP4: ESL attack; SP5:
privileged insider attack; SP6: perfect forward secrecy; SP7: reply attack; SP8 offline password-guessing attack
SP9: session key disclosure; SP10: mutual authentication; SP11: DoS attack; SP12: user anonymity; SP13:
untraceability; v': provides safety /functional features; x: does not provides safety /functional features; A: not
verified.

AX AX X AX AN AX N
TN N N N N N
DADSNAX AN
CANAX ANAX X AX S
CNADDDADASAD>AD>
SNADADDADSSNDAD
XANAX CNNX AKX X
DN N N N N N NN NANEN

8.2. Communication Costs Comparison

We conducted a comparative analysis of communication costs between the related
schemes [11,21,44-48] and the proposed scheme. Based on [11], we assume the bit lengths
of hash function, timestamp, string, identity, random number, fuzzy extractor, and en-
cryption operation to be 256, 32, 160, 160, 160, 8, and 256 bits, respectively. There-
fore, during the MAKA phase of our proposed scheme, the exchanged message M; =
{PID;, By, By, V1, TS1} requires (160 + 160 + 160 + 256 + 32 = 768 bits), message M, =
{M;, B3, V», TS, } requires (768 + 160 + 256 + 32 = 1216 bits), message M3 = { B¢, By, Bg, By,
V3, Vi, TS3} requires (160 + 160 + 160 + 160 + 256 + 256 + 32 = 1184 bits), and message
My = {Bg, V5, TS4} requires (160 + 160 + 256 + 32 = 608 bits). Table 4 and Figure 8 present
a summary of the communication costs for the associated schemes [11,21,44-48] and the
proposed scheme.

Table 4. Comparison analysis of communication costs.

Scheme Total Cost (bits) Number of Messages
Martinez-Pelaez et al. [21] 4608 bits 6
Wu et al. (2020) [44] 4416 bits 5
Kang et al. [45] 4320 bits 4
Huang et al. [46] 3232 bits 4
Alam-Kumar [47] 2912 bits 4
Wu et al. (2023) [48] 3360 bits 4
Wuelal. [11] 4001 bits 5
Proposed 3776 bits 4
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Figure 8. Communication costs comparison [7,11,17,21,40-48].

8.3. Computation Costs Comparison

We conducted a comparative analysis of computation costs for the AKA phase of
the proposed scheme and related schemes [11,21,44—48]. Based on [49], we designed the
environment for computing costs. The experimental environment and the performance of
operation costs, including the minimum, maximum, and average values, are summarized
in Table 5. We represent hash function as Tj, and encryption/decryption operations of
AES-256 as T,. Using these values, we conducted a comparison of computation costs as
shown in Table 6 and Figure 9.

JHTTTE

Martinez-Pelaez et al. W etal (2020) Kengetal Huang etal. Alam-Kumar W etal (2023) W etal Proposed

Figure 9. Computation costs comparison on user side devices [7,11,17,21,40-48].
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Table 5. Hardware software enviroment and operation costs.

Hardware/Software Operation Max Min Average

Raspberry PI4B with Linux Ubuntu 18.044 LTS _Hash function Tj, 0.142ms 0.022ms 0.051 ms
with 64-bits, 8 GB, and MIRACL library AES-256 T, 0.021ms 0.011ms 0.012ms

Table 6. Comparison analysis of user side computation costs.

Protocol User Side Max Min Average
[21] 7Ty, + 3T, ~1.057 ms ~0.187 ms ~0.393 ms
[44] 12Tp, ~1.704 ms ~0.264 ms ~0.612 ms
[45] 8T;, ~1.136 ms ~0.176 ms ~0.408 ms
[46] 8Tj, ~1.136 ms ~0.176 ms ~0.408 ms
[47] 8Ty, ~1.136 ms ~0.176 ms ~0.408 ms
[48] 10T}, ~1.42 ms ~0.22 ms ~0.51 ms
[11] 1073, ~1.42 ms ~0.22 ms ~0.51 ms

Proposed 10Ty, ~1.42 ms ~0.22 ms ~0.51 ms

We can observe that the computational costs for users using the proposed scheme and
users using Wu et al.’s scheme are the same. Next, we calculated the computational costs of
the cloud server and control server for the proposed scheme and related schemes based on
the environments provided in [49] as well. Table 7 represents the calculated computational
costs for the proposed scheme and related schemes.

Table 7. Comparison analysis of cloud server side control server side computation costs.

Scheme Cloud Server Control Server Total Average (ms)
[21] 5T), + 3T, 21T, + 2T, ~1.386 ms
[44] 8T), 197T;, ~1.377 ms
[45] 4T, 11T, ~0.765 ms
[46] 4T, 10T, ~0.714 ms
[47] 3Ty, 6Ty, ~0.459 ms
[48] 5Ty 12Ty, ~0.867 ms
[11] 5T, 13T;, ~0.918 ms
Proposed 6Ty, 16Ty, ~1.122 ms

When comprehensively examining the results of the comparison with related schemes,
we can elaborate as follows. Our proposed scheme offers more security elements compared
to other schemes and is secure against various attacks such as insider attacks, impersonation
attacks, stolen verification attacks, ESL attacks, privileged insider attacks, reply attacks,
and offline password-guessing attacks. Simultaneously, it maintains reasonable user-
side computation cost and communication cost suitable for the CloudIoT environment.
However, it is noteworthy that to provide such robust security, additional computation
operations on the server side have been introduced.

9. Conclusions

This study analyzed the key agreement protocol between cloud-enabled IoT devices
and cloud servers as proposed by Wu et al. The scheme proposed by Wu et al. was
found to be vulnerable to insider, privileged insiders, impersonation, and verification table
leakage attacks and lacks user untraceability. In addition, it is inconvenient for users to
update their passwords offline. To overcome these vulnerabilities and inconveniences,
this study proposed a provably secure lightweight MAKA protocol for the cloud-based
IoT environments.
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The proposed protocol ensures safety against various attacks by preventing the expo-
sure of critical parameters using user biometric information, and the cloud server’s secret
key. Furthermore, user untraceability was ensured by updating the user’s pseudonym in
every session and convenience was enhanced by adding an offline user password change
and biometric template update phase. The safety of mutual authentication and the result-
ing session key was verified using the RoR model and BAN logic. Moreover, informal
analysis was conducted to verify safety against attacks such as insider attacks, imperson-
ation attacks, privileged attacks, ESL attacks, stolen verifier attacks and DoS attacks, while
confirming security features such as user anonymity, untraceability, and perfect forward
secrecy. The security features, communication costs, and computation costs of the pro-
posed scheme were compared. This comparison demonstrated that the proposed scheme
is rational in terms of communication and computation amounts in the cloud-based IoT
environments, while being verified for safety.

In conclusion, the proposed scheme demonstrated robust safety and the ability to
provide users with real-time services securely. Future research will focus on integrating
the proposed scheme into real-world environments and various industrial settings where
cloud-based IoT is applied.
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Abstract: The rapid development and extensive application of the Internet of Things (IoT) have
brought new challenges and opportunities to the field of communication. By integrating quantum
secure communication with the IoT, we can provide a higher level of security and privacy protection
to counteract security threats in the IoT. In this paper, a hybrid quantum communication scheme
using six-qubit entangled states as a channel is proposed for specific IoT application scenarios. This
scheme achieves hierarchical control of communication protocols on a single quantum channel. In the
proposed scheme, device A transmits data to device B through quantum teleportation, while device
B issues control commands to device A through remote quantum state preparation technology. These
two tasks are controlled by control nodes C and D, respectively. The transmission of information
from device A to device B is a relatively less important task, which can be solely controlled by control
node C. On the other hand, issuing control commands from device B to device A is a more crucial
task requiring joint control from control nodes C and D. This paper describes the proposed scheme
and conducts simulation experiments using IBM’s Qiskit Aer quantum computing simulator. The
results demonstrate that the fidelity of the quantum teleportation protocol (QTP) and the remote
state preparation protocol (RSP) reach an impressive value of 0.999, fully validating the scheme’s
feasibility. Furthermore, the factors affecting the fidelity of the hybrid communication protocol in an
IoT environment with specific quantum noise are analyzed. By combining the security of quantum
communication with the application scenarios of the IoT, this paper presents a new possibility for
IoT communication.

Keywords: IoT communication; hierarchical controlled hybrid quantum communication; six-qubit
entangled state; quantum secure communication; quantum noise

1. Introduction

The Internet of Things (IoT) enables communication and data exchange between
various devices and systems by connecting them to the Internet. This seamless connectivity
allows devices to perform real-time monitoring, remote control, and data sharing, bringing
more convenient services and functions to users. However, IoT devices have limited
computing power, which poses substantial security challenges for IoT deployment. In
the era of quantum communication, these challenges become more severe because some
attackers may have quantum computing capabilities, making IoT devices more vulnerable.
Unlike traditional secure communication schemes, quantum communication does not rely
on computational complexity to guarantee communication security. However, it uses the
unique physical properties of quantum mechanics to transmit information, thus achieving
secure communication. In recent years, quantum information technology has developed
rapidly. In 2022, Xie et al. [1] proposed an asynchronous measurement-device-independent
quantum key distribution protocol. In 2023, Zhou et al. [2] implemented an innovative
measurement-device-independent quantum key distribution (MDI-QKD) scheme. In 2022,
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Yin et al. [3] proposed an efficient quantum digital signature (QDS) protocol. In 2023,
Liao et al. [4] proposed a continuous-variable quantum secret-sharing scheme based on
multi-ring discrete modulation. In 2023, Zhou et al. [5] proposed a hybrid quantum-
classical generative adversarial network (HQCGAN). In 2024, Gong et al. [6] designed
a quantum convolutional neural network (QCNN) based on pure variational quantum
circuits inspired by convolutional neural networks. Quantum communication technology
provides new solutions for IoT security issues and application scenarios [7-10]. In 2021,
Maha et al. [11] proposed a novel method that uses quantum key distribution (QKD)
technology to encrypt data between IoT devices and servers, which is simple and effective.
In the same year, Rajesh Kumar et al. [12] designed a quantum-communication-based
IoT security architecture (QIoTSA) and analyzed its advantages and challenges. In 2022,
Liu et al. [13] used quantum key distribution (QKD) technology to store quantum keys in
IoT devices in advance and used them to encrypt and decrypt IoT-sensitive data.

Quantum teleportation (QTP) and remote state preparation (RSP) are quantum secure
communication techniques that use quantum entanglement properties. QTP was first
proposed by Bennett and Brassard [14] in 1993 and later experimentally verified by Anton
Zeilinger and others in 1997. Since then, QTP has attracted the attention of many researchers
and has produced many theoretical and experimental advances and variations in the past
thirty years [15-18]. In 1998, Karlsson and Bourennane [19] pioneered the idea of controlled
quantum teleportation (CQTP). In 2008, Chen et al. [20] designed a bidirectional CQTP
scheme based on four-qubit entangled states. In 2015, Chen et al. [21] proposed a CQTP
scheme based on three-particle partially entangled states. In 2018, Zhou et al. [22] proposed
an efficient CQTP scheme based on two-qubit entangled states, which requires the control
of a supervisor. In 2020, Li et al. [23] proposed a theoretical CQTP scheme based on
seven-qubit entangled states. Remote quantum state preparation (RSP) is an essential
branch of quantum communication technology. It differs from quantum teleportation
(QTP) in that the sender knows the quantum state to be prepared, while the receiver
does not. The sender can perform specific measurements on a certain qubit based on
their information, thereby helping the remote receiver recover the original state. In 2000,
Lo et al. [24] first proposed the concept of RSP. In recent years, some people have proposed
a bidirectional hybrid controlled quantum communication (BHCQC) scheme that combines
QTP and RSP. In 2017, Fang et al. [25] used a five-qubit Brown state as the channel
to give a deterministic BHCQC protocol for any single-qubit state. In the same year,
Sang et al. [26] also used a five-qubit cluster state as the channel to realize a deterministic
BHCQC protocol for any single-qubit state. In 2018, Ma et al. [27] used a six-qubit
entangled state to perform BHCQC. Hierarchical quantum communication is a novel
means of multiparty quantum communication in recent years. It uses different levels of
quantum entangled states to achieve quantum information transmission among multiple
parties. In 2010, Wang et al. [28] proposed the first scheme of multiparty hierarchical
controlled quantum teleportation (HCQTP) using four-particle entangled states. In 2013,
Shukla and Pathak et al. [29] performed similar work using four-particle entangled states.
In 2017, Shukla et al. [30] proposed a protocol for the hierarchical joint remote preparation
of any single-qubit state using five-particle cluster states. In 2018, Chen et al. [31] realized a
deterministic hierarchical remote preparation of any single-qubit state using six-particle
partially entangled states. In 2020, Wang et al. [32] used four-particle states as the channel
to design a single-qubit state hierarchical CQTP scheme. In 2021, Ma and Wang [33] used
two five-particle cluster states to carry out a hierarchical controlled remote preparation of
two-qubit states.

In the previous BHCQC schemes, quantum teleportation and remote quantum state
preparation were regarded as equally important, lacking control flexibility, and making
them unsuitable for specific IoT scenarios. In order to migrate BHCQC to the IoT, this study
attempts to introduce the concept of hierarchical control into the hybrid communication
protocol, assigning different levels of importance to quantum teleportation and remote
quantum state preparation. Thus, this paper proposes a hierarchical controlled hybrid
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quantum communication (HCHQC) scheme utilizing a six-qubit entangled state as the
quantum channel. Alice wishes to transmit an unknown quantum state to Bob, while
simultaneously, Bob desires to prepare a known quantum state on Alice’s side remotely.
This process is controlled by supervisors Charlie and David. The state Alice wants to
transmit to Bob is a less critical task and can be solely controlled by supervisor Charlie.
However, the state that Bob intends to prepare for Alice remotely is a more important task
and must be jointly controlled by supervisors Charlie and David.

The remaining structure of this paper is as follows: Section 2 presents the application
scenarios of the HCHQC protocol in the IoT and provides a detailed description of the
HCHQC protocol. In Section 3, we employ IBM’s Qiskit Aer quantum computing sim-
ulator to conduct simulation experiments to validate the proposed scheme’s feasibility.
In Section 4, we introduce the presence of amplitude-damping noise and phase-damping
noise environments and analyze the factors that impact the fidelity of the HCHQC protocol
in specific noise environments. Finally, Section 5 provides a comprehensive summary of
this paper.

2. Hierarchical Controlled Hybrid Quantum Communication Scheme in the IoT
2.1. Application Scenario

The Internet of Things (IoT) is a framework that uses internet technology to connect
various smart devices and achieve information sharing and interaction. The IoT is widely
used in many fields, such as smart homes, intelligent transportation, smart medical care,
etc. However, the IoT also faces security issues, such as device identity authentication,
data confidentiality and integrity, network defence, etc. To cope with these challenges, the
quantum secret communication protocol provides a new solution. The quantum secret
communication protocol is a technology that uses quantum mechanics principles, such
as quantum superposition, quantum entanglement, quantum no-cloning, etc., to achieve
information-secure transmission and encryption. It can effectively resist eavesdropping and
interference from third parties and ensure the security and reliability of IoT communication.
This paper will discuss a scenario that uses a quantum secret communication protocol to
protect IoT communication security.

Device A and device B are edge devices in the IoT that are close to the data source
or the user and can process and analyze data locally. Device A is equipped with multiple
sensors, which can collect environmental data, such as temperature, pressure, etc. Device
B can receive the environmental status of other edge devices and issue corresponding
instructions according to the status change. Control node C and control node D are cloud
computing devices that are responsible for the authentication and control services of the IoT
and ensure the security of the IoT. These devices transmit classical data through classical
network channels and exchange quantum information through quantum channels, as
shown in Figure 1.

Device A must securely transmit the environmental state data (such as temperature,
pressure, etc.) to another device, device B, within the IoT system. This transmission of the
environmental state exists at a general level of security within the entire IoT system; thus
necessitating authorization solely from control node C. Device A can encode the intended
state information into a quantum state, denoted as state a, and employ controlled quantum
teleportation to transmit this quantum state to device B. By measuring the received quantum
state a, device B can retrieve the environmental state information from device A’s side.
Conversely, device B controls device A, allowing it to make determinations based on the
transmitted environmental state data and issue control commands to device A. Considering
the security of the IoT system, this manipulation operates at a higher level of protection
throughout the entire IoT system, requiring joint authorization from control nodes C and D.
Device B can encode the desired instructions into a quantum state, denoted as state b, and
utilizing remote quantum state preparation under the shared control of control nodes C
and D, create a quantum state on device A’s side that matches the state of quantum state b.
Device A can measure the quantum state to decode the instruction.
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Device B
Device A

&

Control Node D

Figure 1. Information exchange and control between different devices in the IoT system through
classical and quantum communication channels.

Based on the scenario of using a quantum secret communication protocol to ensure
the security of IoT communication, this paper proposes an HCHQC protocol that uses
a six-qubit entangled state as the quantum channel and realizes the layered control of
two different communication protocols, quantum invisible transmission, and remote quan-
tum state preparation, on one quantum channel. In the communication scheme, device A
and device B represent Alice and Bob, respectively, and control node C and control node D
represent Charlie and David, respectively. The following Section 2, will detail this hybrid
quantum communication scheme that uses a six-qubit entangled state as the quantum
channel for the IoT.

2.2. Specific Communication Plan

The communication scheme introduced in this section has the following advantages:
(1) flexible communication, which can be controlled according to the task requirements
and security levels; (2) quantum resource saving, which can complete two tasks with
one six-qubit entangled state; (3) high communication efficiency, which can transmit and
reconstruct states with a small amount of classical information and quantum operations.
Next, we will explain this scheme in detail.

Assume Alice has an arbitrary unknown single-qubit state, denoted as:

lp)g = 2110) + a2 [1) @

where @y and &y are complex numbers satisfying |aq \2 + |ocz|2 =1

Alice wants to teleport an unknown single qubit state |¢) to Bob using quantum
teleportation. Meanwhile, Bob wants to prepare a known single qubit state |¢) on Alice’s
side through remote state preparation. The state of |¢) can be written as:

l9), = B110) + B2 (1) ()

where 1 and B, are real numbers satisfying |81|* + |B2|* = 1.
At this point, assuming that the quantum channel shared by Alice, Bob, Charlie, and
David is a six-qubit entangled quantum state, it can be expressed as:

1
|9 4,8,4,8,c0 = 5(1000000) — |001111) +[110010) —[111101)) 4,3, a3,cD ()
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Among them, qubits A; and A, belong to Alice, qubits B; and B, belong to Bob, qubit
C belongs to Charlie, and qubit D belongs to David. The quantum state of the whole system
can be expressed as follows:

IT) a8, 48,00 = |9)a © 1) 4,8, A,8,cD
1
ZE(M [0) 4+ a2 [1))4 (4)
® (/000000) — |001111) + [110010) — [111101)) 4, 5, A,,CD

where ® represents the tensor product. We now introduce the hybrid quantum
communication scheme in four steps.
Step 1:

Alice performs a joint measurement on two qubits 2 and A; she possesses, using the
Bell measurement basis given by the following expression:

1

)04, = —75(100) +11)
1%2), 4. = —=(|00) — [11))
v2 ©)
[0, = —5(101) +10))
W), 4 = \%uow ~ J10))

Alice can obtain one of the four possible measurement results with equal probability,
and the remaining qubits By, Ay, By, C, and D will collapse into one of the corresponding
four states (Y| |7), (¥2| |T), (¥3||7), or (¥*||7), as shown in Table 1.

Table 1. Alice’s measurement results and the corresponding state of the remaining qubits.

Alice’s Measurement Result State of the Remaining Qubits

1
o1 ¥l ) = — &y |01111
[¥%)6,4, = 5 (100) +[11)) (Y1) 2\/5(1X1|00000> ap 01111)
+ 5 [10010) — 5 [11101)) , 4,8,cD

1
[¥2),4, = —5(/00) — [11)) (2| |7) = 2\—ﬁ(lxl |00000) — a1 |01111)

N

— 3 [10010) + a [11101)) g, 4,5,cD

1
[¥%),4, = J5(101) +[10)) (¥ 1) = 5731 [10010) — g [11201)

+ 22 |00000) — a3 |01111)) , ,8,cD

1
4 _ 1 4 - _
[¥4)0,4, = 75 (101) = [10)) () zﬁ(al [10010) — a1 [11101)

— 2 ‘00000> + ap ‘01111>)B|A232CD

Step 2:

At the same time, Bob performs projection measurement on his qubit By, and the
measurement basis is:

|®')5, = B110) + B2 [1)

(6)
|©%)5, = 20) = B1 1)
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Since the coefficients 1 and 8, are known to Bob, such a set of measurement bases can be
obtained. The projection measurements and the states of the remaining qubits are shown
in Table 2 below.

Table 2. The measurement results of Alice and Bob and the state of the remaining qubits.

Alice’s Measurement Result

Bob’s Measurement Result State of the Remaining Qubits

[¥") 0,4, = 75(100) + [11))

(@ (¥ |7) = 2\17(“1& [0000) — a1 B2 [0111) + ap 8y [1010)

- azfz |1101)) B, 4,cD
(@[ (¥ |7) = 2\7(”‘1/52 [0000) + a1 B1 [0111) + az B2 [1010)

@) 5,

[2) 5,
+ a2 [1101))p, a,cD

[¥2)4,4, = 75 (100) = [11))

(@) (¥ 1) = 2\1—5(&1‘31 10000) — 15 [0111) — a2y [1010)

+0421132 [1101)), 4,cD
(®2| (¥2| |7) = 2\7(“152 |0000) + a1 B1 [0111) — a2 85 [1010)

— a1 [1101)) g, a,cD

[,

|?)

2

[¥%) 0,0, = 75(101) +10))

(@ (¥3| |7) = 2175(1“;31 [1010) — & 87 [1101) + a281 [0000)

- thfz [0111))p, 4,cD
(%] (¥3||1) = m("‘lﬁz [1010) + 187 [1101) + a2, |0000)

[®1)p

2

[2)

2

+ 21 |0111))p, 4,cD

[¥%) 5,4, = 75(101) = [10))

1), (@' (¥4 |7) = 2\17(“1& [1010) — a1 B2 [1101) — a2 81 |0000)

2

+ azfz |0111)) B, a,cD
D% (P4 |7) = ——= (a1 B2 [1010) + oy B1 |1101) — ap B, |0000
(@] (7 |7) zﬁ(lﬁz\ ) +a1B1 [1101) — a8 |0000)

— a1 [0111)) g, o,

|©?)5

2

Step 3:

Alice needs Charlie’s help to complete the task of quantum teleporting the quantum
state |¢) to Bob using quantum entanglement. Suppose Charlie agrees to assist Alice and
Bob. In that case, he needs to perform a von Neumann measurement on his qubit C on the
basis {|v!), [v?)} and communicate the measurement result to Bob through the classical
communication channel. The measurement basis {|v!), |v?)} is as follows:

1) = %uf» + 1))
a1 B (7)
) = 2500 =)

Now suppose a situation exists where, before Charlie performs a single-qubit
von Neumann measurement, the measurement results of Alice and Bob are [¥!)
and |®!), respectively, then the remaining qubits will collapse to the state
(@11 [0000) — &1B7[0111) + a3 81 |1010) — a2 5 [1101)) g, a,cp- After Charlie performs the
von Neumann measurement on qubit C, if the obtained measurement result is [v?), the
state of the remaining qubits will collapse to:

(@ (F'][7) = (181]000) + a1 |011) — azfy [100) — 422 [111)) 4,0 (8)
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We can go one step further and write the equation as follows:
(V@ (Y] |7) = (a1 ]0) — a2 1)), ® (B1[00) + B2 [11)) 4,0 )

It can be clearly seen that after Bob learns the measurement result of Charlie through
the classical channel, he only needs to perform the ¢, gate operation on the qubit B; to
correct the quantum state. Then he can obtain the quantum state |¢). However, the qubits
Ay and D are still entangled, so Alice cannot obtain the state |¢) prepared remotely by Bob.
The other cases and the unitary operations corresponding to each case are shown in Table 3.

Table 3. Charlie’s measurement results and Bob’s unitary operation corresponding to each result.

State before Charlie Measured Charlie’s Measurement Result State of the Remaining Qubits Bob’s Operation
@ o) v (1) sz 10131 (b 00 + Pl 2D -
(2] (|2 ) (o 10) o 11751 52 00} s 1)) 2D .
@'l = ol sl o (oo s paan
@il v l el o (oo “hian
@1l ) al0) el e (b1 100 < miAD
@) ) al0) )51 o (o0 el
@'l o) v o) Tk oo ey s D
@ o) = B e e A

Step 4:

To remotely prepare the quantum state |¢) from Bob to Alice, supervisors Charlie
and David are needed. David must perform the qubit D single-qubit von Neumann
measurements. Once Alice receives the measurement results from Charlie and David
through the classical channel, she can perform the corresponding unitary operation on
qubit A, to obtain the desired quantum state |¢) that Bob intends to prepare.

In Step 3’s example, if David’s measurement result is [v'), then Alice will obtain the
collapsed state of qubit A; as 1 |0) + B2 |1). To reconstruct the quantum state |¢), Alice
can perform the unitary operation I on A;. On the other hand, if David’s measurement
result is |v2), then Alice will observe the collapsed state of qubit A, as B1 [0) — B [1). To
reconstruct the quantum state |¢), Alice can perform the unitary operation o, on A,. The
details of David’s measurement results, the state of qubit A;, and Alice’s unitary operation
are presented in Table 4.

The four unitary operations used in the transmission process are:

(Ol + 1) (1]
(O] — 1) (1]
(1] + 1) (0]
( ) (0]

The above steps illustrate how a hybrid quantum communication system is imple-
mented using a six-qubit entangled state as a channel. During the transmission process,
Alice sends the state of qubit a to Bob via quantum teleportation, which Charlie supervises.
Simultaneously, Bob prepares a qubit A; in the same state as qubit b on Alice’s side through
remote state preparation, which Charlie and David jointly supervise. This approach allows

(10)

1] -1
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different communication protocols to be controlled on a quantum channel, improving
communication flexibility.

Table 4. David’s measurement results and Alice’s unitary operation corresponding to each result.

State before David Measured David’s Measurement Result State of Qubits Alice’s Operation

W] (@] (1] [7) ) A ki
02 (@] (9] 1) el Rt o
W (@2 (91 1) e porEy %
(2] (@2 (¥ 1) ) BO<hL
W (@ (72 ) ) B0+ o) i
02 (@1 (2] ) ) AR R .
W@ e Rothn
(2] (@2 (] |1) ) g S
W] (@] (7] ]1) ) i i
02 (@] (99 1) e pE R .
W (@] (81 ) S H S
02 (@] (99 1) ) ol R It
W (@] (¥ [7) ) R T
02 (@) (9] 1) ) ! .
(W1 (0] (¥4 1) ) r i O
(2] (@2 (4] |) el fod A S

3. Experimental Verification

To test the feasibility of our proposed hybrid quantum communication scheme in IoT
communication, we conducted a simulation experiment using IBM'’s Qiskit Aer (0.13.0)
quantum computing simulator. Qiskit Aer is an open-source quantum computing software
package that can simulate quantum circuits on different noise models and backend devices.
We used the statevector-simulator in Qiskit Aer as the backend device, which can give the
final state vector after the quantum circuit runs. We built a quantum circuit with seven
qubits and sixteen classical bits, completed the four steps in the scheme, and recorded the
measurement results and correction operations of Alice, Bob, Charlie, and David. Next, we
will show the whole process and results of the experiment.

The complete process of the experiment is shown in Figure 2, where g1~ g¢ is a
six-qubit quantum channel, and g is a single-qubit quantum state; their initial states are all

133



Sensors 2023, 23,9111

|0). Part I shows the quantum circuit that generates arbitrary single-qubit states through U
gates. In this experiment, we set the parameters of the U gate to (6 = /2,9 = 0,A = 7).
We can obtain a quantum state of |¢), = % (10) 4 |1)) through the unitary operation of the
U, gate. This qubit is utilized for experimental verification purposes. Part II is the process
of preparing quantum channels, showing the use of H gates, X gates, and CNOT gates to
generate six-qubit entangled states. Part IIl shows Alice’s process of performing Bell state
measurements on qubits 2 and A;. In this process, according to different measurement
results, Alice will obtain two classical bit information. The measurement results and
corresponding classical bit encoding are shown in Table 5 below. The same goes for Bob,
Charlie, and David.

w {7} -HEHA

I II ‘ I R | A R VI : VI

Figure 2. Using the Qiskit Aer quantum computing simulator to implement quantum circuit design
for HCHQC protocols.

Table 5. Alice, Bob, David, and Charlie’s measurement results and corresponding classical information.

Measurer Measurement Result Classical Information

[¥1) 0,0, = 75(100) +11)) 00
e 92,5 = (100)~ 11) 01
[¥2)0,4, = (\01> +110)) 10
[¥4) 0,4, = (\01} [10)) 1
®l)p, = B110) + B2 (1) 0

Bob "),
\‘PZ)BZ = ﬁz [0) — B1 (1) 1
v = =5(10) +11)) 0

Charlie/David \/2

" [v?) = J5(10) — [1)) 1

Part IV is the circuit where Bob performs projection measurement on his qubit B,. In
this experiment we set the quantum state that Bob wants to transmit as
), = f [0) + ﬁ |1)). Therefore, the quantum gate U, used for projection measure-
ment can be represented by the following matrix:

12
(95,
Vi3

Part V and Part VI show the circuits used by Charlie and David to perform the
von Neumann measurements. Parts VII and VIII represent the process of reconstructing
quantum information by Bob and Alice according to the classical bit encoding by the
corresponding unitary operations.

Qiskit Aer is a high-performance quantum computing simulator with realistic noise
models. Using several different simulation methods, it provides an interface to run quan-
tum circuits with or without noise. By running the above quantum circuit in the Qiskit Aer
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simulator, the probability distribution of the qubit states obtained by Alice and Bob can be
obtained. The following Figures 3 and 4 shows the experimental results of 8192 experiments
on Qiskit Aer.

QTP Transmission Result

4000
3500 4
3000 4
2500+
2000 4
1500 4
1000 4

500 o

0
0 1

State

Count

Figure 3. Probability distribution of the results of 8192 experiments of HCHQC protocol on Qiskit
Aer when Alice performs QTP to Bob.

RSP Transmission Result

5000 4
4000 A
3000 4
2000 +
1000 4
0
0 1
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Count

Figure 4. Probability distribution of the results of 8192 experiments of HCHQC protocol on Qiskit
Aer when Bob performs RSP to Alice.

According to Table 6, the qubit state obtained by Alice and Bob can be written as
Equation (11), where |¢) p, represents the QTP simulated state received by Bob calculated
based on the actual transmission result, and |¢) 4, Tepresents the RSP simulated state
received by Alice calculated based on the actual transmission result.

|9}, = V0.5002(0) +/0.4997 |1)
|§) 4, = V0.3291 |0) + +/0.6708 [1)

(1)

Fidelity is a metric that assesses the efficacy of quantum communication protocols. It
signifies the degree of resemblance between the transmitted quantum state and the original
quantum state. Generally speaking, higher fidelity indicates a more successful quantum
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communication protocol. In this scheme, we can calculate the fidelity of QTP from Alice to
Bob and RSP from Bob to Alice. The calculation formulas are (12) and (13), respectively:

Fare = (¢l 19}, =22 (0] + Y2 (1)) (VO5002[0) + Vo997 1))

(12)
(v/0.5002 (0| 4 /0.4997 <1|)(§ |0) + % 1)) ~ 0.999
Frsp = (@1, 0219, :% (0] + % (11)(v/0.3297 [0) + v0.6708|1)) »

1 2
(v/0.3291 (0| + /0.6708 (1\)(\% 0) + 7 1)) ~ 0.999

where Forp represents the fidelity of quantum teleportation from Alice to Bob, Fgsp
represents the fidelity of remote state preparation from Bob to Alice, p1 = |¢)p, (9| repre-
sents the density operator of the QTP simulated state, and p2 = [¢) 4, (¢| represents the
density operator of the RSP simulated state. According to the calculation results of the
above formulas, we can see that, in our designed experiment, the fidelity of the quantum
state transmitted by Alice to Bob via quantum teleportation (QTP) is as high as 0.999, close
to the ideal value of 1, which demonstrates the validity of QTP in the hybrid quantum
communication protocol; similarly, the fidelity of the quantum state prepared by Bob for
Alice via remote quantum state preparation (RSP) is also 0.999, close to the ideal value of 1,
which demonstrates the validity of RSP in the hybrid quantum communication protocol.

Table 6. Transmission result.

Protocal States Shots Frequency(%)
|0) 4098 50.02%
Qre 1) 4094 49.97%
|0) 2696 32.91%
RSP 1) 5496 67.08%

4. Impact of Quantum Noise on Hybrid Quantum Communication Schemes

Quantum secret communication uses the characteristics of quantum mechanics to
achieve high-security information transmission. However, there are also some challenges
in applying quantum secret communication in the IoT, such as the interference of quantum
noise. Quantum noise refers to the environmental factors or device defects in the quantum
channel, which cause the transmitted quantum state to change or be in error. This affects
the efficiency and security of quantum secret communication and may even cause com-
munication interruption or cracking. There are several main types of quantum noise in
the IoT:

1.  Amplitude-damping noise: This particular noise engenders the disappearance or
attenuation of photons, thereby diminishing both the signal strength and the signal-to-
noise ratio. Amplitude-damping noise primarily arises from factors such as fibre-optic
transmission losses, reflection in optical devices, and scattering;

2. Phase-damping noise: This particular noise induces random variations in the phase
of photons, thereby disrupting the quantum superposition and entanglement states.
Phase-damping noise primarily stems from factors such as temperature fluctuations,
mechanical vibrations, and electromagnetic interference;

3. Displacement noise: This noise engenders random displacements in the position of
photons, thereby altering their wavelength or frequency. Displacement noise primarily
arises from factors such as the Doppler effect, fibre dispersion, and nonlinear effects;
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4. Rotational noise: This particular noise induces random rotations in the polarization di-
rection of photons, thereby altering their polarization state. Rotational noise primarily
stems from factors such as fibre birefringence, the Faraday effect, and magnetic fields.

In this section, we have chosen two exemplary forms of quantum noise: amplitude-
damping noise and phase-damping noise. We shall discuss the fidelity of communication in
the IoT communication scenario for the HCHQC protocol in the presence of these two types
of quantum noise. The Kraus operator for amplitude-damping noise is expressed as:

A 1 A 0 VA
Ey = { 0 \/177 , E{ 0 (14)
where 14 is the error probability caused by the amplitude-damping noise of the qubit. The
Kraus operator for the phase-damping noise is expressed as:

VIl B = Vi o o | B =viE| g | 15)

Here, 17p represents the strength of the noise, and I is the identity matrix. In the
presence of quantum noise, the input of a pure state will be converted into a mixed state,
which can be expressed more conveniently in the form of a density matrix. Therefore,
the channel in the pure state can be written as 0 = [¢) 4, , 4,5,cp (| such a form of the
density matrix.

Assume that the channel particles are prepared by the supervisor David, who then
sends Ay, Ay to Alice, By, B, to Bob, and C to Charlie. To simplify the analysis model,
assume that the particle C sent by David to Charlie is not affected by noise, the two particles
received by Alice are affected by the same noise, and the two particles received by Bob are
affected by the same noise. The following formula can describe the influence of noise on
the channel:

£ =5 (5 () (85) (5+%)

mn
t + + t (16)
p(Ei™) (B™) (Ei) (E0™)
where r € {A, P}. When r = A, the formula describes the amplitude-damping noise; when
r = P, the formula describes the phase-damping noise. The subscript m,n € {0,1,2} of E
indicates the Kraus operators corresponding to each noise. The second superscript of E
indicates which qubit of the channel the corresponding noise operator acts on.

When the quantum channel is affected by these two different noises, it will become
the corresponding mixed state:

£ () =1 {[1000000) — (1~ 7,4)001111) +
(1—14)[110010) — (1 —74)?]111101)] x
[(000000] — (1 — 174) (001111] +

(1—14) (110010] — (1 — 54)? (111101/]+

[- m(l —174) [101001)] x [—774(1 —174) (101001 ]+

[—114(1 = 174) 010101)] x [—74(1 — 174) (010101|]+

[~ 1000001)] x [—# (000001|]}

(17)

Ul
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¢’ (p) =31{[(1 — 11p)%1000000) — (1 —5p)?]001111) +
(1—yp)?[110010)] — (1 — 7p)? |111101)] x
[(1 — #p)? (000000| — (1 — 5p)? (001111 + 18)
(1—7p)? (110010]] — (1 — yp)? (111101 ]+
175(2 — 13) 1000000) (000000| +
n3(2 —73)[111101) (111101}

When Alice, Bob, Charlie, and David complete the communication operation, the final
state density matrix can be expressed as follows:

Pout = TruAlBZCD{uijkl loa® ér(P)W;rjkl} (19)
In the above formula, o, = (a1 [0) + a2 [1)) (a1 (0] + aa (1]), Ujjiy is:

T
Uiy ={la ® Ia, ® 05 © 04" @ Ip, @ Ic ® Ip}

{L® 1 ®1Ip ® 14, ®Ip, @ Ic @ (V|p}

(@1, @5 @14, @ I, @ (V| @ Ip} (20)
{lo @ 1a, ©Ip, ® 14, @ (¥], @ Ic ® Ip}

{(¥|op, ® I3, @ In, © I, ® [c ® Ip}

Here, i € {1,2,3,4}, (Y| 24, Tepresents the result of the Bell state measurement on
qubit a, Ay; j € {1,2}, (D |, represents the result obtained by custom base projection
measurement on qubit By; k,I € {1,2}, (vX|, (v!| represent the results obtained by von

Neumann measurement of qubits C and D, respectively; while aglk, UZI;Z represent the
corresponding unitary operations on qubits B, A, according to the measurement results.
Through the calculation of the above formula, the density matrix of the resulting state
obtained by executing the HCHQC protocol under the influence of two noise environments
can be obtained:

e =55 ([ (51 100) — (1~ 14) 01)) +
2 (B(1~ 174) [10) = Ba(1 — 742 [11))]
1 (B1 {00] — Ba(1 — 74) {01])+
o (B (1= 74) (10] — Ba(1 — )2 (11])] + @y
BB (1~ 4) 01 {01 +
GBI~ 14) 10) (10 +
ai i 00) (00|}

o =55 ([0 (B1(1 1) 100) — (1 — ) 101))+
az(Br(1—77p)* [10) — B2 (1 — p)* [11))]x
[aa (B1 (1 = 1p)? (00] — B (1 — p)? (01])+ )
w2 (B1 (1= yp)? (10] — Ba(1 — p)? (11))]+
o s (2 — 113) 100) (00| +
a3F33(2 — 13) 1) (11}
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With the density matrix of the communication results in the above two noise environ-
ments, this can be brought into the formula:

F = <§”|Bl <‘P|A2 Pout |4’>B1 ‘47>A2 (23)
The corresponding communication fidelity can be obtained:
1
Fa = (0368 + 3830 — ) + 30— 43R0 F
+ 201 BTa3B3A (1 — 14) + i BiA)
1
Fo = (1~ ) o33 + 383 + o34} + 383 o

+15(2 — )i Bl + 15 (2 — 1p)as B3}

According to the formula, it can be found that under amplitude-damping noise and
phase-damping noise, the fidelity of the transmission process only depends on the am-
plitude parameter and noise rate of the initial state. To reflect this relationship more
intuitively, we plot the relationship between the fidelity function value and the variable
under the two noise environments, as shown in Figures 5-10. It can be seen from the
Figures 5, 6, 8 and 9 that as the noise rate 774, #p increases, the fidelity F4, Fp gradually reduces.

Figure 5. When B; = 4, B2 = 4, the fidelity under amplitude-damping noise environment

variation graph with noise rate and «;.

Fa
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0.0

Figure 6. When oy = %, ny = @, the fidelity under amplitude-damping noise environment variation

graph with noise rate and ;.
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Figure 7. When the noise rate is 0.5, the fidelity changes with #; and g in the amplitude-damping
noise environment.

Vi

Figure 8. When ; = #, B2 = Tz, the fidelity under phase-damping noise environment variation
graph with noise rate and ;.

Figure 9. When a; = %, ay = @, the fidelity under phase-damping noise environment variation
graph with noise rate and B.
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Figure 10. When the noise rate is 0.5, the fidelity changes with #; and f; in the phase-damping
noise environment.

To analyze the influence of the amplitude parameter of the initial state on the fidelity

of the hybrid quantum communication protocol, we first set a1 = ap = 4, B1=p2= @,
114 = 1p; the function image of fidelity F4, Fp changing with the noise rate 7, in two noise
environments is represented in Figure 11. Then, setting a1 = ap = 4, B1=0p =1,
14 = 1p, the image of the fidelity F,, Fp as a function of the noise rate 7, is plotted for the
two noise environments, as shown in Figure 12.

In the case shown in Figure 11, for the same noise rate, the fidelity under the amplitude-
damping noise environment (the blue line in Figure 11) is always greater than that under
the phase-damping noise environment (the yellow line in Figure 11). In the case shown
in Figure 12, when the noise rate 74 is less than 0.4486, the fidelity under the amplitude-
damping noise environment is higher than that under the phase-damping noise envi-
ronment; when the noise rate 174 is more significant than 0.4486, the fidelity under the
phase-damping noise environment is higher than that under the amplitude-damping noise
environment. It can be seen that when the amplitude parameters of the initial state are
different, even if the noise rate is the same, there is a significant difference in fidelity for the
different noise environments.

1.01

Fa
— F

0.8

0.6

Fidelity

0.4

0.2

0.0 0.2 0.4 0.6 0.8 1.0
Na

Figure 11. When a1 = ap = \/TE,/S] =By = #,UA = 11p, fidelity variation with noise rate in
amplitude-damping noise environment and phase-damping noise environment.
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Figure 12. When a1 = &y = ‘/TE, B1 =0, B2 =1, 54 = np, fidelity variation with noise rate in
amplitude-damping noise environment and phase-damping noise environment.

This section analyzes the impact of amplitude-damping and phase-damping noise
on the fidelity of the hierarchical controlled hybrid quantum communication protocol
(HCHQC). The results show that, under the same noise intensity, amplitude-damping noise
causes more damage to the fidelity than phase-damping noise, and the parameters of the
initial state also affect the trend of the fidelity change. In order to improve the reliability and
security of the HCHQC protocol in IoT applications, it is possible to use error correction
codes or noise estimation circuits to detect and correct noise errors in the quantum channel
or to use noise filters to reduce noise effects.

5. Conclusions

This paper proposes a hybrid quantum communication scheme based on six-qubit
entangled states for hierarchical control, suitable for specific IoT application scenarios.
The scheme realizes the hierarchical control of two communication protocols, quantum
teleportation and remote quantum state preparation, on a quantum channel, improving
the flexibility and efficiency of communication. This paper describes the principle and
steps of the scheme in detail, designs the quantum circuit of the scheme, and performs
simulation experiments using IBM’s Qiskit Aer quantum computing simulator. The results
show that the fidelity of the scheme reaches 0.999, verifying the feasibility of the scheme.
This paper also analyzes the factors that affect the fidelity of the scheme in a specific
quantum noise environment, providing references for further optimization of the scheme.
By combining quantum communication technology with IoT application scenarios, this
paper provides a new possibility for IoT communication. In order to improve the efficiency
and reliability of quantum communication, we will continue to conduct in-depth research
on high-dimensional entangled states, complex communication protocols, noise models
and error correction mechanisms in the future and seek better solutions.
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Abstract: With the continuous development of the Internet of Things (IoT) technology, the industry’s
awareness of the security of the IoT is also increasing, and the adoption of quantum communication
technology can significantly improve the communication security of various devices in the IoT. This
paper proposes a scheme of controlled remote quantum state preparation and quantum teleporta-
tion based on multiple communication parties, and a nine-qubit entanglement channel is used to
achieve secure communication of multiple devices in the IoT. The channel preparation, measurement
operation, and unitary operation of the scheme were successfully simulated on the IBM Quantum
platform, and the entanglement degree and reliability of the channel were verified through 8192
shots. The scheme’s application in the IoT was analyzed, and the steps and examples of the scheme
in the secure communication of multiple devices in the IoT are discussed. By simulating two different
attack modes, the effect of the attack on the communication scheme in the IoT was deduced, and the
scheme’s high security and anti-interference ability was analyzed. Compared with other schemes
from the two aspects of principle and transmission efficiency, it is highlighted that the advantages
of the proposed scheme are that it overcomes the single fixed one-way or two-way transmission
protocol form of quantum teleportation in the past and can realize quantum communication with
multiple devices, ensuring both security and transmission efficiency.

Keywords: IoT security; quantum communication; controlled quantum teleportation; remote state
preparation; multi-device communication

1. Introduction

The IoT refers to various devices and objects connected via the Internet, enabling them
to communicate and share information. With the continuous progress of technology, the
IoT has become an essential part of modern society, and its application scope covers various
fields such as home, industry, medical treatment, and transportation. However, the rapid
development of the IoT has also brought a series of security issues. Data transmission in
the IoT often needs to be carried out in different network environments, including wireless
networks, cloud servers, and so on. This increases the risk of the data being eavesdropped,
tampered with, or falsified in transit. Traditional encryption methods may not provide
adequate protection, as the rise of quantum computing could threaten current encryption
algorithms [1-3].

Quantum mechanics has brought new possibilities to the development of the IoT,
and so far, various quantum communication and quantum computing technologies have
emerged. These include quantum authentication technology [4-6], quantum neural net-
works [7,8], and quantum signature technology [9,10], which greatly enhance computa-
tional efficiency and security. Quantum authentication technology aims to verify quantum
channels’ security, ensuring communication integrity and confidentiality. It can be used to

Sensors 2023, 23, 8475. https:/ /doi.org/10.3390/523208475 145

https:/ /www.mdpi.com/journal/sensors



Sensors 2023, 23, 8475

verify the presence of potential eavesdroppers or tampering between communication par-
ties. However, quantum authentication technology cannot provide absolute confidentiality
as it still relies on classical communication for verification and key distribution. Quantum
signature technology is used to ensure the non-repudiation of digital signatures, meaning
that signers cannot deny the authenticity of their signatures. Although quantum signature
technology can provide a certain level of security, it still relies on classical communication
and computation for signature verification and identity authentication.

In contrast, Quantum Teleportation (QT) and Remote Quantum State Preparation
(RSP) offer a higher level of security. These protocols utilize the properties of quantum
entanglement to achieve secure transmission of information at the quantum level. The
security of QT and RSP is based on the protection of quantum entangled states and the
non-repudiation of quantum states during transmission. Due to the characteristics of quan-
tum entanglement, even if an eavesdropper intercepts the transmitted quantum states, it
cannot copy or steal the information contained within, thereby ensuring the security of the
information. The development of QT has been rapid, starting with the concept proposed by
Bennett et al. [11] in 1993, and now, there are many improved and novel QT schemes and
other quantum communication protocols based on it, for example Quantum Information
Splitting (QIS), Quantum Controlled Teleportation (QCT), Bidirectional Quantum Telepor-
tation (BQT), Asymmetric Bidirectional Quantum Teleportation (ABQT), and RSP, which
differs from the principles of QT. QCT introduces a third-party supervisor in addition to the
communicating parties. Completing the communication requires the supervisor’s consent
to reconstruct the quantum state sent by the sender.

Afterward, many QCT schemes have also been developed [12-16]. In 2020, Chen
et al. [12] proposed a scheme using a seven-qubit entangled state as the quantum channel
to transmit Bell states. They considered the scheme’s effectiveness and improved its secu-
rity by incorporating decoy states. In 2021, Zhou et al. [17] implemented a bidirectional
quantum teleportation scheme using a six-qubit quantum channel for quantum state trans-
mission, providing valuable insights for enhancing efficiency. In 2022, Mengting Wang and
Hai-Sheng Li [18] achieved bidirectional controlled quantum teleportation, contributing to
the ongoing development of bidirectional quantum teleportation protocols [17-22]. Asym-
metric bidirectional quantum teleportation refers to the scenario where the quantum states
transmitted by both parties can be different, allowing for a greater variety of quantum state
transmissions. In 2022, Kazemikhah et al. [23] proposed a scheme using an eight-qubit
cluster state as the quantum channel for asymmetric bidirectional quantum state transfer.
This ABQT scheme has also become an area of interest for researchers [23-25]. In addi-
tion, there are various types of quantum teleportation, including quantum information
splitting [26,27], cyclic quantum teleportation [28-30], and probabilistic quantum teleporta-
tion [31-33]. On the other hand, RSP differs from the principles of quantum teleportation.
In RSP, the sender, Alice, knows the quantum state being transmitted, and it is prepared
remotely using entangled quantum channels. The concept of remote state preparation was
introduced by Bennett et al. [34], adding another consideration to the field of quantum
communication. Similar to QT, RSP also encompasses controlled RSP [35,36], bidirectional
RSP [37], and various schemes for preparing different types of quantum states.

QT and RSP are also developing, but most current research focuses on one-way or
two-way communication. In this paper, a scheme is proposed to realize secure commu-
nication between multiple devices in the IoT by using remote quantum state preparation
and quantum teleportation. Experiments verified the scheme’s feasibility, and quantum
computers were used to simulate quantum circuits and measurement results. This technol-
ogy enables secure communication between multiple devices in the IoT. Compared with
other schemes, the advantage of this scheme is that it overcomes the single fixed one-way
or two-way transmission protocol form in the past quantum teleportation, realizes the
quantum communication of multiple devices in the IoT, and ensures the consideration of
security and transmission efficiency.
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The structure of this paper is as follows. The Section 2 introduces the theoretical
derivation of the scheme and describes the theoretical construction of the channel and
the specific details of the transmission steps. The Section 3 introduces the experimental
verification of the scheme, which mainly realizes the specific channel-construction process,
the transmission process, and the final quantum-state-reconstruction process through the
IBM Quantum platform based on a theoretical derivation. The Section 4 mainly introduces
the technology and corresponding steps needed in the practical implementation of this
scheme. The Section 5 introduces the security analysis of the scheme in the IoT. It analyzes
the security of the scheme by simulating two different attacks and deducing the impact of
attacks on the communication scheme. In the Section 6, we make some comparisons with
other schemes and briefly analyze the scheme principle and transmission efficiency. In the
last section, the thesis and the scheme are summarized.

2. Specific Scheme

The scheme aims to achieve controlled RSP and QT. This part mainly expounds upon
the scheme from the theoretical part and separately studies the channel-preparation and
transmission protocol.

2.1. Controlled Quantum Communication Protocol Based on Multiple Parties

Assume that there are five parties in the process of RSP and QT: Alice, Bob, Charlie,
David. and Eve. As the sender, Alice remotely prepares quantum states from Bob and
Charlie and sends quantum states to David through teleportation. Eve acts as a supervisor
and controls the entire transmission outcome.

2.2. The Process of Channel Preparation

We prepare the channel with nine qubits, three H gates, and six CNOT operations.
First, the nine qubits have an initial state of |0), and then, the Hadamard gate and CNOT
operations are performed on them to prepare the entangled quantum channel. The entire
channel preparation process is as follows:

First, take nine qubits with an initial state of |0) and multiply them together as a tensor
product:

[Co) = 0); @[0), @[0)3 @]0), @[0)5 @[0)¢ @ [0); @ [0)g @ [0)g M

Then, apply the Hadamard gate to the qubits 1, 2, and 3, and the system transforms
to |C1>Z

O+ O+ o)+ 1)
N R S

1
= 2\—6(\000000000) ® |001000000) ® [010000000) ® [011000000) @

+ ® |100000000) & [101000000) @ |110000000) & |111000000) 123456759

IC1) = 3®\0>4®\0>5®|0>6®|O>7®|0>s®\0>9

Next, we need to apply the CNOT operation. The control bit is Qubit 1, and the target
bits are Qubit 5 and Qubit 6. The control bit is Qubit 2, and the target bit is 7. The control
bit is Qubit 3, and the target bits are 4, 8, and 9.

1

C2) = —=(]000000000) @ [001100011) © |010000100) & [011100111

IC2) zﬂ(\ )®| )®| ) ®| ) 3
+ ®[100110000) @ [101111011) © |110011100) & [111111111))123456789

Now, we have an entangled quantum channel, which is then used for RSP and QT.
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2.3. Controlled Remote State Preparation and Quantum Teleportation Scheme

Consider using the above nine-qubit entangled states as a quantum channel for multi-
party communication. If Alice acts as the sender, Alice wants to remotely prepare any
one-qubit and any two-qubit quantum states from Bob and Charlie, respectively, and
transmit arbitrary two-qubit quantum states to David via quantum teleportation. Eve acts
as an overseer. Alice, Bob, Charlie, David, and Eve share the nine-qubit entangled channels
given in Equation (3), where the qubits (1,2,3) of the channels belong to Alice and are
marked with bits ag, a1, and a, respectively, and Eve owns qubits (4), marked with e. The
qubits (5,6) are in David’s hands, and they are labeled d; and d5; the qubits (7) and (8,9)
belong to Bob and Charlie, respectively, and are labeled b and ¢; and cy, respectively. We
can also rewrite the channel given in Equation (3) as follows:

|C) —(/000000000) ® [001100011) @ |010000100)

aomazedydzbere; = 7 \[
® [011100111) + © [100110000) © |101111011)
©]110011100) ® [111111111) ) 40, apedy dabes

Step 1: Suppose Alice has an unknown quantum state of two qubits, which can be

written as follows:
101) 4,4, = m[00) +n [11)

where m and n are complex numbers and satisfy [m|* + |[n]> = 1. Alice wants to send
the state [61) 4, 4, to David. At the same time, Alice also wants to remotely prepare a
single-qubit state and a two-qubit state for Bob and Charlie, respectively, written as:

|62) = al0) +b 1)
|63) = ¢|00) +d|11)
where a, b and ¢, d are also complex numbers and satisfy |a|* + |b|* = 1and |c|* + |d|?
The quantum state of the entire system can be expressed in the following form:
|T0>A1Aza0a1u2ed1dzhclcz = |91>A1A2 ® ‘C>a0a1uzed1d2bclcz
1
= (m|00) +n[11)) ® (=—=(|000000000) @ [001100011
(m [00) +n 1)) @ (775 )@ )
® |010000100) ® [011100111) ® [100110000) ® [101111011)
® [110011100) ® [111111111)))

Step 2: Alice performs a three-qubit measurement of the qubits (A1, Ay, ag) based on
the following basis:

1) = 7(|000>+\111>)
|$2) = 7(|000> 111)) "
I¢3) = 7(|001> + [110))
|¢a) = (|001> 110))

S\
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After taking Equation (4) for the measurement, Alice can obtain one of the four
measurements, each with a one-in-four probability. The results of the remaining qubits are
shown below. Now, the quantum state will be converted to |1):

1

1) = 7 [161) 4, Apa, © (71]00000000) + 71 01100011) + 1 [10000100)
+m|11100111) 4 7 [00011000) + 72 [01111011) + 7 [10011100) + 12 [11111111))
+ [¢2) A, apap @ ([00000000) + 1 01100011) -+ 2 [10000100)

+m|11100111) — 1 |00011000) — 72 [01111011) — 7 [10011100) — 1 [11111111))
+ 193) 4, Ay, ® (7]00011000) + 1 [01111011) + 1 [10011100) + 1 [11111111)

)
+71]00000000) + 1 [01100011) + 7 [10000100) + 7 |11100111))
+ ¢4) 4, Ay, @ (7]00011000) + 1 |01111011) + 1 [10011100) + 1 [11111111)
)

— 1]00000000) — 71 |01100011) — 7 [10000100) — 1 [11100111))] 1, 4yed; dobercy

Step 3: Alice performs a two-qubit measurement of the qubits (a1,a3) on the follow-
ing basis:

|1) = ac|00) + ad |01) + bc [10) + bd |11)
[h2) = ad |00) — ac|01) + bd |10) — be |11) )
[3) = bc |00) + bd [01) — ac [10) — ad |11)
[g) = bd |00) — bc |01) — ad |10) + ac |11)

The measurement basis given by Equation (5) is linearly independent, and after
measurement, the remaining unmeasured qubits edyd,bcc; will be transformed into |12);
the equation for |12) is shown in Equation (A1), Appendix A.

Step 4: Eve makes the von Neumann measurement with the base |+) , |—) on the qubit
e. This is the last measurement, and Eve tells David the measurement result through the
classical channel; the measurement basis is as follows:

I+) = (|0>+I1>)

(10) = 11))

%\

(6)
|-) = 7
2
Now, we can imagine a situation where, if Alice’s measurement is |¢3) and |¢4), then
after Alice sends the measurement to David, Bob, and Charlie over the classical channel,
the remaining unmeasured qubits ed1dybcycp will collapse into the following form:

172) = ‘11 |3} @ |ps) ® (mbd |011000) — mbc [111011) — mad [011100) + mac [111111)
+ nbd [000000) — nbc [100011) — nad [000100) + nac [100111)) o, dybecr

Eve only needs to make one von Neumann measurement and, then, tell David the
result; if her measurement is |—), then the remaining unmeasured qubits dydabcic, will
collapse into |73):

|73y = [93) @ |1g) @ | =) @ (mbd |11000) 4 mbc |11011) — mad |11100) — mac [11111)

4\f
+ nbd |00000) + 12bc [00011) — nad [00100) — nac [00111))

- 4\1—5 193} @ i) @ | =) @ (m [11) +1]00}) & (b]0) — 2 [1)) @ (d]00) — c [11))
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IC)

agayazedidybeicy

Step 5: After Alice and Eve send the measurement results, David does not know the
quantum state Alice wants to transmit due to quantum teleportation, so he needs to wait
until Alice and Eve send the measurement results to David via classical channels, and then,
he needs a specific unitary operation to transform the qubits he holds. While Bob and
Charlie are using remote quantum state preparation, they both know what quantum state
Alice is preparing, so Bob and Charlie need to use the appropriate unitary operation to
achieve Alice’s quantum state preparation at their location. Some unitary operators are

shown in Equation (7):
01 1 0 0 —i
il 1 R o

For the example above, David uses the operator X ® X to restore the qubits d;d; to the
original quantum state sent by Alice. Bob and Charlie use the operators ZX and ZX ® X
for qubits b and c;cy, respectively, to obtain the initial quantum state prepared by Alice at
Bob and Charlie, respectively. The complete multi-party controlled quantum teleportation
and remote quantum state preparation schemes are completed at this point. The detailed
measurement results of Alice and Eve and the unitary operations required by Bob, Charlie,
and David are shown in Table Al.

3. Experimental Verification

Currently, some researchers are utilizing the IBM Quantum platform for experimental
quantum communication schemes. The IBM Quantum platform, initiated and developed
by IBM, is one of the leading platforms in the field of quantum computing. It provides
researchers with quantum computers with different numbers of qubits and simulated
quantum computers to meet the simulation requirements of quantum communication
systems at various scales and complexities. Additionally, the IBM platform provides a
wealth of quantum computing programming interfaces and tools, such as Qiskit, which
facilitate the development and experimentation of quantum communication simulations.
Through these tools, users can design and implement quantum communication protocols,
simulate quantum channel transmissions, and test quantum-error-correction schemes.

The proposed scheme employs a combination of two protocols: quantum teleportation
and remote quantum state preparation. It utilizes various quantum gate circuits, and with
the aid of the IBM Quantum platform, it can effectively achieve the channel preparation,
remote quantum state preparation, and quantum state transmission required for this
communication scheme.

3.1. Experimental Verification of Controlled Quantum Communication Protocols Based On
Multiple Parties

Our experiments were carried out on the IBM Quantum platform, and IBM’s ibmg-
qasm-simulator was used for the simulation experiments. The experiment is divided into
two parts: the experimental channel preparation and the experimental communication
protocol implementation. The experimental environment is shown in Table A2. We imple-
mented the channel preparation of the above theory and the whole process of the protocol
through experiments. The simulation experiment was designed to be carried out in an ideal
state without quantum computing attacks. The actual IoT multi-device communication
and communication security analysis are described in detail in Sections 4 and 5.

3.2. Experiments on Channel Preparation

We need to prepare the channel circuit:

1
= ﬁ(\oooooooom ® [001100011) © |010000100) ® [011100111)
+®([100110000) @ [101111011) @ [110011100) ® [111111111)) o0y ased; dobeses
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g2 to q10 represent the qubits (ag, a1, az, e, d1, da, b, 1, c2), and the initial state from g, to 19
is |0).

First, g2, q3 and g4 are prepared using the H gate, and then, six CNOT operations are
used to complete the channel preparation. Figure 1 shows the entire process of channel
preparation. Figure 2 shows the probability obtained by measuring each quantum state.
A total of 8192 shots were made, and the probability of collapsing into eight possible
quantum states was basically equal. The circuit and measurement experiment verified the
entanglement degree and reliability of the channel.

0 &

th-. ﬂ__

o *
s

qs

q1 a

qs e
5 3 1 2 3 4 5 s 7 s

Figure 1. This circuit builds a nine-qubit entanglement channel. From left to right, g, to 410 represent
the qubits (ag, a1, a2, ¢, d1, da, b, ¢1, c2), and the initial state from g, to gq¢ is |0). The first part is the
H gate, the middle parts 2, 3, and 4 are the CNOT operation, and the fifth part is the measurement
operation. The number pointed by the arrow of the measurement mark represents the classical bit
number. The diagram shows the circuit diagram process of the channel preparation experiment.
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Figure 2. After three H gates and six CNOT operations, the channel system is entangled; the
horizontal coordinate represents the corresponding quantum state that may collapse, and the vertical
coordinate represents the number of collapses of each quantum state. The figure shows that the
collapse probability of each quantum state is basically the same, which reflects the rationality of the

entangled channel.

3.3. Experimental Quantum Teleportation and Remote Quantum State Preparation Process

A total of 11 particles are required for the entire transmission process. go and q; belong
to Alice, while g, through g19 are channel particles. Eleven classical registers are used
during the circuit to store the measured values.
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The transmission process is divided into three parts, including the initialization of the
quantum state, the measurement operation performed separately, and the corresponding
unitary operation at the end.

The first is the initialization phase. Since we want to transmit arbitrary quantum states,
we must build a quantum gate that initializes the coefficients. For Alice, her transmission
to Bob, Charlie, and David requires quantum state initialization, respectively, in order to
achieve any quantum state transmission process. Here, we used Qiskit’s Operator function

to do this. Assuming the coefficients from Alice to David are m = \/é and n = L, then

\ﬁ'
the U gate can be expressed as:
A7
NAR IO
Similarly, suppose we need to initialize the quantum states to be passed to Bob and
Charlie, whose coefficients are:

e

After initializing each coefficient, we can take the measurement step; Alice takes two
measurements, namely the three-qubit measurement and the two-qubit measurement,
while Eve takes only one von Neumann measurement; in the three-qubit measurement, we
measure Aq, Ay and ag, corresponding to qo, 41, and g, and in the two-qubit measurement,
we measure a1 and ap, corresponding to the circuit qubits g3 and q4. Eve performs a von
Neumann measurement of the particle e corresponding to gs.

Bob, Charlie, and David then need to perform the appropriate unitary operations on
their particles b, c1, c3, d1, and d; to achieve the final process of remote state preparation
and quantum teleportation. The whole circuit diagram is shown in Figure 3, including
the channel preparation, the preparation and initialization of the quantum state to be
transmitted, and the circuit for the final unitary operation.

For the coefficients mentioned above, the quantum state \/é |00) + % [11) should
be six-times more likely to measure |00) than [11). Similarly, for the quantum states
% |0) + % [1) and \/g |00) + ﬁ |11), the former is equally likely to measure |0) and
|1), while the latter is ten-times more likely to measure |00) than |11). We tested the above
process in the IBM Quantum platform qasm-simulator. To make the experimental results
more accurate and reduce the statistical error, the scheme’s performance was evaluated
comprehensively. In this article, parameter “shots” was set to 65,536; too large a value
may cause performance problems. The specific measurement results of the experiment are
shown in Figure 4.

The experiment showed that the measured results of Bob, Charlie, and David after
restoring the quantum state through their respective unitary operations were basically
consistent with the theoretically calculated probability values, and the entire experimental
process of the transmission protocol and the preparation protocol is complete.
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Figure 3. This is a circuit diagram of controlled remote state preparation and quantum teleportation
using a nine-qubit entangled channel. From g to g9 represent the qubits (Ay, Ay, a1, a2, e, dq, da,
b, c1, c2). Marked by the dividing line, the first part of Figure (a) is the channel preparation; the
second part is the preparation and initialization of the quantum state to be transmitted; the first part
of Figure (b) is the corresponding unitary operation; the second part is the measurement process. “H”
indicates the H gate; the light blue symbol “+” indicates the target bit; the light blue dot represents
the control bit; both the Init gate and Unitary gate are initialization operations for quantum states
to enable any quantum state transmission. The black mark represents the measurement operation;
the X and Z identifiers represent X operations and Z operations, whose matrix form is indicated in

(b)

Equation (7). The two diagrams show the complete protocol process.
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Figure 4. The 0 and 1 represent |0) and |1). The first two bars of 0 and 1, respectively, are David’s
experimental results; the middle bar is Bob’s experimental results; the last two bars are Charlie’s
experimental results, which are very close to the expected results.

4. Application Analysis of Quantum Secure Communication Based on Multi-Devices IoT

The preparation based on controlled quantum teleportation and remote quantum
states has many application scenarios:

Quantum secure communication: This can be used to enable secure communica-
tion in the IoT. Through the transmission and preparation of quantum states, the secure
transmission of encryption keys can be achieved, thus ensuring the confidentiality and
integrity of communication. This has important implications regarding sensitive data
transfer and privacy protection, such as financial transactions, medical records, and per-
sonal authentication.

Quantum sensing networks: IoT sensor networks can use QT and RSP to enable effi-
cient sensor data transmission and processing. By transmitting quantum states to remote
nodes, distributed perception and collaborative processing can be achieved, thereby im-
proving the performance and capability of sensor networks. This has potential applications
in areas such as environmental monitoring, intelligent transportation, and agriculture.

Distributed quantum computing: QT and RSP can enable distributed quantum com-
puting in the IoT. By preparing quantum states remotely, different devices can work together
on quantum computing tasks, thus enabling the acceleration and expansion of distributed
computing. This has potential applications in optimization problem-solving, machine
learning, and large-scale data processing.

Quantum authentication and authentication in the IoT: Quantum teleportation and
remote quantum state preparation can be applied to IoT’s authentication and authentication
process. By taking advantage of the uniqueness and non-repudiation of quantum states, a
more-secure and -reliable authentication mechanism can be achieved, thereby preventing
deception and forgery.

This part mainly introduces the secure communication process of quantum teleporta-
tion and remote quantum state preparation in the IoT. In the actual multi-party commu-
nication of the IoT, the five-qubit QT and RSP based on the nine-qubit quantum channel
have a broad application prospect. This part introduces the application scenario analysis of
the five-qubit QT based on the nine-qubit quantum channel transmission and the RSP in
the actual multi-party communication of the IoT and uses QT to achieve secure quantum
information transmission in the multiple devices communication of the IoT. Suppose there
are five devices: Devices A (Alice), B (Bob), C (Charlie), D (David), and E (Eve), and Alice
wants to transmit the two-qubit state to David via QT and prepare one qubit and two
qubits for Bob and Charlie, respectively. As the controller, Eve monitors and controls the
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transmission, aiming to ensure the security of the transmission. Figure 5 shows the use of
quantum channels, which are used to transmit and measure quantum states, and classical
channels, which are used to transmit unitary operations.

_—
T Eve
é(cont roller)

Alice
(sender) /| Entangled state
Quantum Channel

Three measurements

—_
T Bob
H:—l‘“"g‘“’

Charlie
(target)

David
é(reciever) -

Figure 5. Alice represents the sending device; David represents the receiving device; Bob and Charlie

Lom)
=

) m—:))

Classic Channel

represent the target device for the preparation of the quantum state; Eve is the control device. The
figure shows the use of quantum channels, which are used to transmit and measure quantum states,
and classical channels, which are used to transmit unitary operations.

Step 1: Prepare the devices:

In practical IoT multi-party communication for QT and remote quantum state prepa-
ration, each device must be equipped with a quantum computer to generate, manipulate,
and measure qubits. These devices can be nodes or end devices in the IoT, such as sensors,
smart devices, or communication terminals.

Step 2: Qubit channel preparation:

In order to realize QT and remote quantum state preparation, a quantum channel
must be prepared first. The initial quantum states can be entangled together to establish
entangled quantum channels by applying appropriate quantum gate operations. This
entangled quantum channel will be used to transmit information about quantum states.

Step 3: Initialize the quantum state of the transmission:

As the sender, Alice uses her quantum computer to prepare the two-qubit state
to transmit to David. This quantum state can be initialized using appropriate unitary
operations such as U gates.

Step 4: Measurement base selection and measurement:

In QT and RSP, Alice needs to choose the measurement basis given in Formula (5)
to measure the tensor product of the quantum state and quantum channel that she has.
However, this measurement process does not immediately provide classical bit information.
To obtain classical bit information, the quantum states of Bob and Charlie also need to be
two-qubit-measured against the tensor product of the channel quantum state, while Eve
needs to be single-qubit-measured against the corresponding qubit in the channel.

Step 5: Quantum state transmission and preparation:

Alice sends David the quantum state information with the corresponding unitary
operation through the classical communication channel. David can use his quantum
computer to perform the corresponding operation to recover the quantum state information
sent by Alice. At the same time, Bob and Charlie can also use their quantum computer to
perform unitary operations on the quantum states they measure in the channel to achieve
the quantum states Alice prepared at their place.
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Step 6: Security assurance:

As a controller, Eve can monitor and control communication links. If the communica-
tion link is not secure, Eve can interrupt the communication link to ensure the security of the
transmission. In the subsequent communication process, Eve does not perform the corre-
sponding single-qubit measurement, thus protecting the security of quantum information.

By building entangled quantum channels and using appropriate measurement bases,
Alice can send states to Bob, Charlie, and David and prevent eavesdropping by adding
a control device, Eve. QT and RSP enable secure information transmission in the IoT
multi-device communication. This method can be applied to multi-party communication
scenarios in the IoT to ensure the confidentiality and integrity of quantum information
in communication, while also helping to protect sensitive information and improve the
security of the IoT system. However, for larger-scale and complex IoT systems, further
research and development of quantum security protocols and technologies are needed to
deal with potential attacks and security threats.

5. Security Analysis

In this section, we explore the security of this solution in the IoT. Suppose there is an
eavesdropper except for Device A (Alice), Device B (Bob), Device C (Charlie), Device D
(David), and controller Device E (Eve). In that case, the eavesdropper has several attack
methods, namely intercept-replace-resend attack and intercept-measure-resend attack;
we verified the security of this scheme by studying these two attack methods. Since this
scheme has two methods, namely remote quantum state preparation and QT, we discuss
the security of Alice’s quantum state preparation at Bob and Charlie and the security of
Alice’s quantum state sending to David through QT.

Since there is a substitution attack or measurement attack during the remote quantum
state preparation, the receiver to perform remote preparation will know the prepared
quantum state in advance, and the prepared quantum state does not match the target
quantum state, indicating that the protocol has an attack, so the attack will be detected.
We need to add a way to improve security for the transmission process that Alice sends
to David. After Alice sends her measurement to David over the classical channel, in the
process, we can add a sequence of quantum states |01);;, |10);; to combine it with the
measurement Alice sends to David and perform the appropriate CNOT operation. If
she wants to send her measurement results to David, she needs to select any state in a
sequence and insert it at any point in transmitting the quantum state, and then, Alice sends
the quantum state to David through the classical channel. David only needs to use the
quantum state sent by Alice and the measurement results to know the quantum state sent
by Alice and whether the QT protocol is eavesdropped.

5.1. Intercept—Replace—Resend Attack

Suppose there is an intercept-replace-resend attack between Alice, Bob, and Charlie
since Alice uses remote quantum state preparation. In that case, Bob and Charlie know in
advance the quantum state Alice will prepare in their place, so once the replace-resend
occurs, Bob and Charlie cannot restore the remaining unmeasured qubits to the quantum
state Alice wants to prepare by using the corresponding unitary operator, so it can be
found that the enemy attacks the communication. Still, in this process, if the classical
channel has been eavesdropped, information will be leaked. The enemy will directly use
the information.

Alice sends her measurements to David, assuming that the eavesdropper is trying
to intercept Alice’s quantum state and the quantum state Alice intended to transmit to
David in the first place. However, Alice has changed the conversion rule of this quantum
state, so when David receives the false quantum state replaced by the eavesdropper, he
first checks the insertion position and conversion rule told by Alice in advance and then
performs the corresponding CNOT operation to obtain the converted quantum state. The
quantum state sent by Alice over the classical channel is then compared with the quantum
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state obtained by David, who also realizes that the information he received is wrong, and
the eavesdropper’s attack fails.

5.2. Intercept—Measure—Resend Attack

Similarly, since Bob and Charlie know in advance the quantum state to be prepared by
Alice and the quantum state is informed by Alice through the classical channel, Bob and
Charlie will find it invalid if an attack occurs during the remote quantum state preparation
process. When Alice sends information to David via QT, suppose there is an eavesdropper
who tries to intercept the quantum state Alice sends to David when Alice sends the
measurement result to the receiver, David, and performs an appropriate measurement on
that quantum state, then the information Alice is trying to obtain is sent to David. However,
the eavesdropper’s interception will not succeed because Alice has already performed a
proper transformation of the quantum state before sending the measurement results. Since
the eavesdropper does not know Alice’s conversion rules, no matter how it performs the
measurement, it will not obtain any information about Alice’s transmission.

For example, if the measurements of Alice are |¢1) and |¢;)and the measurement of
Eveis [+), then David’s result is (7[00) + 1 [11))4,4,. If Alice chooses the sequence [01);,
then dy, d; are the control bits, and i and j are the target bits, then the quantum state can be
rewritten as:

(m100) +n[11)) |01) (4 [0) + b 1)) (c [00) + d [11))a, dyijbcyc,

If the CNOT operation is performed, d; controls i, and d; controls j, then the quantum
state can be rewritten as:

(m0001) + 1 [1110))(a[0) +b[1))(c[00) + d[11)) 4, yijoc, c,

Then, Alice transmits this quantum state to David through the classical channel, where
dydoij is David’s, and the conversion rule is known only to Alice and David. Assuming that
the eavesdropper performs a single particle measurement on it, the entangled quantum
state sequence will be affected. If the measurement attack occurs, the quantum state
sequence will be affected. David would have detected it.

As another example, if Alice’s measurement result is |¢,) and |¢3) and Eve’s mea-
surement result is |—), through the previous analysis, We can obtain David’s result as
(m00) — 1 [11))4,4,, and if Alice chooses \11},7, we also take dq, d; as the control bits and i
and j as the target bits. The quantum state can be rewritten as:

(m[00) —n[11)) [11) @ (0 |0) — a 1)) ® (¢ |00) — d [11)) 4, ijc, c,

The same as above, we perform the CNOT operation, and the quantum state changes:

(m0011) —n [1100)) © (b |0) — a[1)) @ (c[00) — d [11))a, a,ijc;c,

Similarly, if the eavesdropper performs a single-quantum measurement or double-
qubit measurement on the quantum state sent by Alice and the sequence of quantum states
sent together with Alice, the original transmission form will be changed, leading to the
discovery of the attack.

The results of the above two tests showed that neither an intercept-measure-resend
attack nor an intercept-replace-resend attack can obtain valid information while transmit-
ting quantum states. Therefore, our method is proven to be safe and reliable. By taking
additional steps to ensure the security of the transmitted quantum state, we can further
improve the security of QT and enable it to be used for a wide range of secure communica-
tion applications. Moreover, the security of QT is not limited to detecting and preventing
eavesdropping attacks. It can also be used to distribute keys between two parties and, then,
for secure communication. In this case, Alice and Bob would use QT to transmit the shared
key, which would then be used to encrypt and decrypt the messages sent between them.
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Since any attempt to intercept the key will be detected, the technology provides a high
degree of security for sensitive communications of IoT multiple devices, greatly improving
the ability to prevent quantum computing attacks.

6. Protocol Comparison and Analysis

In this section, we compare and analyze related protocols from the aspects of quantum
channel selection, whether there is a supervisor, and resource utilization. The formula for
transmission efficiency was constructed based on the number of particles transmitted, the
number of channel particles, the number of classical bit particles used, and the number of

auxiliary particles required:
c

B EYEY:

c is the number of particles transmitted or prepared; p is the number of particles
required by the channel; g is the number of classical bits used in the transmission process;
t is the number of auxiliary particles used. Five particles are transmitted in our scheme,
while the channel uses nine particles. In the whole transmission process, classic bits use
six due to the need to use classical bits to perform the corresponding unitary operation of
the receiver. Our efficiency is 33.3%. The formula for transmission efficiency mentioned
in this article and other comparative studies do not consider information transmission
outside of the protocol. Therefore, this formula applies only within the specific transmission
protocol context.

Table 1 shows the schemes for comparison in this paper.

Ul

Table 1. Comparison of transmission efficiency results, including the transmission channel, the
number of particles transmitted, and whether a controller was added.

Protocol  Teleported Particles Quantum Channel Controller (Yes/No) Efficiency

[38] Four-qubit Eight-qubit No 25%
[39] Three-qubit Five-qubit No 30%
[24] Five-qubit Nine-qubit No 23.8%
[19] Three-qubit Eight-qubit No 18.75%
[18] Three-qubit Five-qubit No 30%
proposed Five-qubit Nine-qubit Yes 33.3%

The protocol used in [38] adopted an eight-qubit channel to realize bidirectional trans-
mission of any two-qubit state, but the transmission efficiency formula given in [38] is in-
consistent with the transmission efficiency calculation formula given by us. Here, according
to the transmission efficiency calculation formula adopted in this paper, = SfTJrO = 25%,
the efficiency of [38] should be 25%. In [39], they used a five-qubit channel to transmit
three-qubit quantum states in a bidirectional controlled manner, with an efficiency of 30%.
In [24], consistent with our scheme, a nine-qubit channel was also adopted for commu-
nication, and a total of five-qubit quantum states were also transmitted bi-directionally.
The paper [19] used an 8-qubit channel to transmit a 3-qubit channel, with a transmission
efficiency of 3/16, which is relatively low. The transmission form of the paper [18] was the
same as that of the paper [39], but the transmission efficiency was not improved. However,
we reduced the amount of classical bits, and it is a controlled quantum teleportation with
relatively higher efficiency.

Finally, different from the scheme adopted in the above paper, our scheme aimed to
realize a multi-receiver multi-party communication, which is also one of the differences
from the above schemes. Through the comparison and analysis, the advantages of this
scheme were higher efficiency and multi-party communication.
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7. Conclusions

This paper proposed a multi-party-based scheme for controlled remote quantum state
preparation and quantum teleportation, which realizes multi-device communication in the
IoT using a nine-qubit entanglement channel. The scheme was explained and verified in
detail from the two aspects of theory and experiment, and the safety and efficiency of the
scheme were analyzed. This paper’s main contributions and discoveries were as follows: a
novel nine-qubit entangled channel was constructed, which can simultaneously achieve
controlled remote quantum state preparation and quantum teleportation, expanding the
possibility and diversity of quantum communication. The channel preparation, measure-
ment operation, and unitary operation of the scheme were successfully simulated on the
IBM Quantum platform, and 8192 shots verified the entanglement degree and reliability
of the channel. This paper not only analyzed the steps and methods of the scheme in
the multi-device communication of the IoT, but also deduced the effect of the attack on
the communication scheme by simulating two different attack modes and analyzed that
the scheme has high security and anti-interference ability in the multi-device communi-
cation of the IoT. Compared with other schemes, this paper briefly analyzed two aspects
of principle and transmission efficiency and pointed out the advantages of this scheme.
This scheme can provide a reference for future secure communication of IoT devices and
multi-party quantum transmission protocols. Although QT and RSP have advantages in
terms of security, they still face other implementation challenges, such as the reliability
of the entanglement distribution and the impact of noise and errors. This scheme only
considered the ideal noise-free quantum communication scheme. An improvement of this
paper may be to discuss the influence of noise and take corresponding measures to deal
with the influence of noise.
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The following abbreviations are used in this manuscript:

IoT Internet of Things

QT Quantum Teleportation

QCT Quantum Controlled Teleportation

QKD Quantum Key Distribution

QsC Quantum Superdense Coding

QIS Quantum Information Splitting

ABQT  Asymmetric Bidirectional Quantum Teleportation
RSP Remote State Preparation
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)

)—

)

)—

)

)—

)

) —

)

mac |000100) — mad 100111

mac [011100) — mad [111111)
“+1bc |000000) + nbd [100011) — nac [000100) — nad [100111))
(mbc|011000) + mbd [111011) — mac [011100) — mad [111111)
—nbe [000000) — nbd [100011) + nac [000100) + nad [100111))
(mbd |000000) — mbc [100011) — mad |000100) 4 mac [100111)
+1bd |011000) — nbc [111011) — nad [011100) + nac [111111))
(mbd |000000) — mbc [100011) — mad |000100) + mac [100111)
—nbd |011000) + nbc [111011) + nad |011100) — nac |111111))
(mbd [011000) — mbc [111011) — mad [011100) + mac [111111)
~+1bd |000000) — nbc [100011) — nad [000100) + nac [100111))
(mbd |011000) — mbc |111011) — mad |011100) + mac [111111)

—nbd [000000) + 12bc [100011) + nad [000100) — nac [100111))]ed,dybeyc,
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Appendix B

Table Al. The measurement results of Alice and Eve, the state of the remaining qubits, and the
specific unitary operator, where ZX indicates that the Z operation is performed before the X operation
is performed.

Alice’s R Eve’sR Remaining Unmeasured Qubits David’s Gate Bob’s Gate Charlie’s Gate
o0 olpy) T (mI00) +ul1D) @ (a]0) +b]1) @ (c[00) +4]11) [ I 1ol
PUSIPL 1y (1]00) + 1 [11)) @ (a]0) + b]1)) @ (c |00) — d|11)) I®1 I zZel
o) @ [1) [+) (m]00) —n|11)) ® (a|0) +b|1)) ® (c|00) +d |11)) zZ®l I I®1
P21y (m]00) — n [11)) @ (a]0) + b 1)) ® (c |00) — 4 [11)) zZe1 I ze1
o @lpy 1T (1) +n]00) @ (@]0)+b]1) @ (c]00) +d[11)) X®X I ol
POy 11) 41 [00)) @ (a]0) + b]1)) @ (c |00) — d]11)) X®X I zZel
pa) @ [1) [+) (m|11) —n|00)) @ (a]0) + b 1)) ® (c|00) +d [11)) ZX® X I I®1
POy (u]11) —nj00)) @ (a]0) +b|1)) @ (c|00) —d[11))  ZX®X I ze1
@iy 1T 00+ r11) @ (@]0)+b]1) @ (@]00) —c[11)) o1 I ZX@ X
POy (100) 41 [11)) @ (a]0) + b [1)) @ (4]00) + c|11)) 1 i X®X
[+) (m|00) —n[11)) @ (a]0) + b 1)) ® (d]00) — c|11)) Z®1 I ZX® X
I#2) @120 15 (i 00) — n]11)) @ (a]0) + b [1)) ® (d [00) + c [11)) zZe1 I X®X
@iy 1T (1) 4+n]00) @ (@]0)+b]1) @ (@]00) —c[11)) X®X I ZX@ X
$3) @120 1) (i ]11) +n[00)) @ (a]0) + b [1)) @ (@]00) + ¢ [11)) X®X I X®X
[+) (m|11) —n|00)) @ (a]0) + b 1)) ® (d]00) — c|11)) ZX® X I ZX® X
[P @120 15 (G a1) — n]00)) @ (a]0) 4+ b [1) @ (d]00) +c[11))  ZX@X I X®X
@iy 1T 0 +r1) @ 010) —al1) @ (c[00) +d]11)) o1 ZX ol
PUEWs) Ly (m]00) 4+ 1 [11)) ® (b0) — a 1)) @ (c|00) — d[11)) I®1 zX zZe1
) © [43) [+) (m]00) —n[11)) @ (b|0) —a|1)) ® (c |00) +d |11)) Z®1 zX I1®1
P2091Ws) 1y (m]00) —n [11)) @ (b]0) — a 1)) ® (c 00) — d [11)) zZe1 7X ze1
4y (m|11) +7]00)) @ (b|0) —a|1)) @ (c|00) +d|11)) X®X ZX 1ol
I$3) @[30 120 (G a1) 4 ]00)) @ (B]0) —a 1)) ® (c[00) — d [11)) X®X zX zZ®l
+) (m11) —n00))® (b]0) —a|1)) @ (c|00) +d|11))  ZX®X 7X o1
P @ [s) 15 a1y —n]00)) @ (b]0) —a 1)) ® (c[00) —d [11))  ZX® X 7X ze1
I+ (m]00) +n[11)) ® (b|0) —a|1)) @ (d [00) — c|11)) 1ol ZX ZX@ X
(PSP ) (G j00) 4+ 1 [119) @ (b]0) —a 1)) @ (d]00) + ¢ [11)) I®1 zX X®X
[+) (m]00) —n[11)) @ (b|0) —a|1)) ® (d [00) — c |11)) zZ®l ZX ZX® X
I$2) @ 1pa) 125 (i 00) — n]11)) @ (B]0) — a 1)) ® (d [00) + ¢ [11)) zZe1 7X X®X
o) ® 4)  (m|11) +n]00)) ® (b|0) —a|1)) ® (4 |00) — c [11)) X®X ZX ZX@ X
$30@10) 1) () +nj00)) @ (b]0) —a 1)) @ (d]00) +c[11))  X®X 7X X®X
[+) (m]11) —n|00)) @ (b|0) —a|1)) ® (d |00) — c |11)) ZX® X zX ZX® X
P @1pa) 15 a1y —n00)) @ (b]0) —a 1)) ® (d]00) +c[11))  ZX® X 7X X®X
Table A2. The environment required for the experiment and the corresponding version.
Environment Edition
Programming Language Python 3.7
Programming IDE VS Code
Experimental Platform IBM Quantum Lab
Quantum Simulator ibmg-qasm-simulator
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Abstract: Binary code similarity detection (BCSD) plays a crucial role in various computer security
applications, including vulnerability detection, malware detection, and software component analysis.
With the development of the Internet of Things (IoT), there are many binaries from different instruction
architecture sets, which require BCSD approaches robust against different architectures. In this study,
we propose a novel loT-oriented binary code similarity detection approach. Our approach leverages
a customized transformer-based language model with disentangled attention to capture relative
position information. To mitigate out-of-vocabulary (OOV) challenges in the language model, we
introduce a base-token prediction pre-training task aimed at capturing basic semantics for unseen
tokens. During function embedding generation, we integrate directed jumps, data dependency,
and address adjacency to capture multiple block relations. We then assign different weights to
different relations and use multi-layer Graph Convolutional Networks (GCN) to generate function
embeddings. We implemented the prototype of IoTSim. Our experimental results show that our
proposed block relation matrix improves IoTSim with large margins. With a pool size of 10%, IoTSim
achieves a recall@1 of 0.903 across architectures, outperforming the state-of-the-art approaches Trex,
SAFE, and PalmTree.

Keywords: IoT security; binary code similarity detection; vulnerability detection

1. Introduction

Nowadays, the wide usage of Internet of Things (IoT) devices in various fields, in-
cluding smart medical care and smart homes, has significantly improved people’s lives.
According to a report by IoT statistics [1], the number of connected IoT devices is expected
to exceed 29 billion by 2030. However, the rapid growth in demand for IoT devices has led
to the development of IoT firmware heavily relying on third-party components (TPCs), of-
ten without necessary security audits. Although this way improves development efficiency
and reduces costs, it also exposes the firmware to vulnerabilities and weaknesses, making
them attractive targets for attackers. Numerous security issues [2-7] indicate the fragility
of the current IoT ecosystem, raising public concern about IoT security risks.

However, detecting these vulnerabilities in IoT firmware is challenging due to the
following reasons. Firstly, many IoT firmware images only provide binary files, making
source code unavailable for security analysis. Secondly, IoT firmware originates from
different instruction set architectures (ISAs), necessitating extensive reverse engineering
expertise and specialized knowledge for security analysis. Thirdly, analyzing more than
29 billion IoT devices and discovering their vulnerabilities significantly burdens researchers.
Therefore, there is an urgent need for an accurate and automated technique to identify
these vulnerable TPCs and vulnerable functions. As a result, binary code similarity detec-
tion (BCSD) has become an active research focus for detecting vulnerabilities hidden in
IoT devices.

Binary code similarity detection is a fundamental technique in computer security that
can detect similarities between two binary code snippets. It is widely used for various
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applications, including vulnerability detection [8-22], malware analysis [23-28], and binary
patch analysis [29-31]. Figure 1 shows an example of BCSD usage in firmware security
analysis. Given an IoT firmware without symbol tables, the BCSD approaches extract its
functions and match them with functions in the vulnerability database based on function
similarity to detect vulnerable functions in the firmware. For example, function sub_5686¢
is matched with function BN_hex2bn, which is associated with the vulnerability in the
Common Vulnerabilities and Exposures (CVE) database. Furthermore, according to the
BCSD results, the function name, the symbol table, the project name, and even the source
code can be restored. This can locate vulnerabilities in massive IoT firmware and provide
reverse analysts with critical information, e.g., source code and symbol tables.

Prior to the utilization of machine learning (ML) in Binary Code Similarity Detection
(BCSD) tasks, traditional BCSD approaches [20,21,32,33] heavily rely on specific features,
including control flow graphs (CEGs), the count of basic blocks, and string constants.
However, determining the weights of these syntactic features requires extensive experience
and expert knowledge, and they may vary with different compilers and optimization
options. Moreover, traditional graph-based methods such as graph isomorphism matching
are excessively time-consuming for analyzing large-scale firmware, leading to relatively
lower accuracy and scalability.

Matched
Function Name: BN_hex2bn
""" Project: OpenSSL-1.0.2d
sub_563b4 Vulnerability: CVE-2016-0797
Source file: crypto/bn/bn_print.c
sub_56490 Source code:{ int BN_hex2bn(BIGNUM **on, const char *a){ |
! BIGNUM *ret = NULL; :
sub_565f4 ]
for (i = 0; isxdigit((unsigned char)a[i]); i++) ;
_ - git((unsig Rl i+4):

sub_56a9¢c b Matched - T '
Function Name: BN_dec2bn

sub_56cc8 Project: OpenSSL-1.0.2d

Vulnerability: CVE-2016-0797

s Source file: crypto/bn/bn_print.c

Source code:; int BN_dec2bn{...}

IoT Firmware liberypto.so

Figure 1. An example of using BCSD in IoT firmware analysis.

In recent years, researchers have increasingly adopted learning-based approaches to
tackle BCSD tasks, and the current state-of-the-art BCSD approaches [11,13,14,34,35] are
predominantly based on machine learning (ML) techniques. These approaches typically
involve the disassembly of binary code into either assembly language or intermediate rep-
resentation (IR). Subsequently, trained neural networks are utilized to extract the semantic
information from functions and embed them into high-dimensional representations. Finally,
function matching is performed based on the similarity of these embeddings. Gemini [36]
manually selects statistical features of basic blocks and employs graph neural networks
(GNNs) to generate function embeddings for function matching. More recently, the field of
natural language processing (NLP) has achieved significant advancements in semantic ex-
traction. Consequently, NLP techniques have been introduced into BCSD tasks by methods
such as jTrans [11], PalmTree [34], and SAFE [35]. These techniques aim to automatically
extract semantics and generate function embeddings for calculating function similarity.
Despite the progress made by learning-based models, they still have limitations when it
comes to new application scenarios of the BCSD for IoT firmware.

P1: IoT firmware originates from different architectures such as x86, arm, and mips.
This leads to the inclusion of instructions from different architectures, and poses significant
risks of encountering out-of-vocabulary (OOV) challenges. OOV problems are widely recog-
nized in the NLP field. When a word has not been encountered during training, it is referred
to as an OOV word, and the word embedding model becomes incapable of generating
semantic representations for such words. The OOV issue in BCSD for IoT firmware is fur-
ther exacerbated by the existence of various instruction sets, address offsets, and registers.
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Figure 2 illustrates the assembly code compiled from the same source code but targeting dif-
ferent architectures (i.e., x86-64 and arm). Notably, the assembly code generated for these
two architectures exhibits stark dissimilarities. As a consequence, considerable differences
arise at the lexical and syntactic levels, resulting in severe OOV challenges.

Assembly Code: x86-64 v
endbré4
push rbp
mov rbp, buf
push rbx
mov ebx, esi
sub rsp, 8
call fileno_stdout
movsxd rdx, ebx push {r4-r6,Ir}
mov rsi, buf mov r5, siz
mov edi, eax mov r4, buf
call _write bl fileno_stdout
add rsp, 8 mov r2, siz
pop siz mov rl, buf
pop buf pop {buf-r6,Ir}
retn b write

¥

Assembly Code: arm

Figure 2. Assembly code on the different architectures. Both assembly sequences are from the same
source code in the OpenSSL project. However, their opcodes, operands, and calling conventions are
very different due to the different architectures.

For OOV words, existing approaches [11,34,35,37] use normalization based on pre-
defined rules to deal with string literals, immediate numbers, and address offsets. However,
when these special words are replaced with dummy tokens, the essential semantics may
be compromised. Moreover, when confronted with unknown expressions found in IoT
firmware, these approaches still encounter OOV challenges. For example, despite being
trained on multiple ISAs, SAFE [35] still suffers from OOV issues and does not exhibit
satisfactory performance in cross-architecture BCSD tasks.

P2: Existing approaches extract superficial features from Control Flow Graphs (CEGs),
such as adjacency matrices, which overlooks critical semantic information. A CFG repre-
sents all possible paths during execution, which consists of basic blocks. Multiple relations
exist between connected basic blocks: (1) edges between basic blocks are directed, (2) ad-
dress adjacent basic blocks often have a stronger mutual influence, and (3) data flow
dependencies may exist between basic blocks. Adjacency matrices alone cannot capture
these in-depth multiple relations. Neglecting these semantic and structural nuances makes
it challenging to build an accurate model for BCSD tasks for IoT firmware. Previous ap-
proaches [19,36] primarily concentrate on connections between basic blocks, disregarding
various associations like data dependencies, which results in low performance.

To solve the aforementioned problems, in this paper, we present IoTSim, a novel
deeply customized cross-architecture approach for binary code similarity detection in IoT
firmware, which supports vulnerability discovery and firmware component analysis. We
use an NLP-based model DeBERTa [38] to capture basic block semantics, and use GNNs to
capture the control and data flow information, to generate binary function semantic embed-
dings. To resolve the challenges in problem P1, we lift assembly code into an intermediate
representation, namely microcode, to mitigate differences in instruction sets, registers,
and calling conventions. During the training phase, we do not use normalization to deal
with string literals and immediate numbers, in order to preserve important semantics. For
OOV issues in testing, we tokenize these OOV words into their base-tokens and generate
semantic embeddings. To this end, we propose a newly designed pre-training task, namely
Base-Token Prediction (BTP), so that base-tokens include the basic semantics of their types.
Furthermore, in binary code, the attention weight of an instruction pair depends on not
only their contextual instructions but also their relative positions. Adjacent instructions
tend to have stronger dependencies. Therefore, we utilize relative position embeddings
based on disentangled attentions to capture content-to-content (c2c), content-to-position
(c2p), and position-to-content (p2c) attentions for higher precision.
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To address problem P2, we propose using directed adjacency, data dependency, and
address matrices to represent relations between basic blocks. For multiple relations between
connected basic blocks, first, we determine the direction relations based on the predecessors
and successors of the basic block. Then, according to the address and connection of the
basic blocks, the larger address distances between blocks generally indicate weaker mutual
influence. Furthermore, variables in binary code are required to be defined before being
used. Based on the def-use chains at the basic block level, we can determine the data
dependencies between basic blocks. Thus, we generate an abundant data-based control
flow graph (DCEG) to represent the CFG deeply. Section 5.3 shows that DCFGs can
improve recall@1 by 15.5 & 6.1% compared to CFGs solely in the function level BCSD tasks
with 103 candidates.

In summary, we have made the following contributions:

e We propose a novel deeply cross-architecture approach using NLP techniques for
IoT-oriented binary code similarity detection tasks. To resolve problem P1, we lift
assembly code into microcode and propose a newly designed pre-training task to
mitigate OOV issues;

e Toresolve problem P2, we consider multiple relations between basic blocks to generate
DCEFEGs to capture rich contextual information between basic blocks. We then use
a GNN model to integrate basic block embeddings based on DCFGs for generating
function embeddings;

e We implement IoTSim which can be used for vulnerability detection and firmware
component analysis in the real world. We evaluate IoTSim with extensive experiments.
The experiments show that IoTSim outperforms the state-of-the-art approaches such
as Trex, SAFE, GMN, and PalmTree.

The remaining sections of the paper are structured as follows: Section 2 provides an
overview of the relevant literature. Section 3 clarifies key points of this paper. In Section 4,
we present a detailed description of the design of IoTSim. Section 5 conducts extensive
experiments to evaluate the performance of IoTSim. Lastly, Section 6 concludes the paper
and provides final remarks.

2. Related Work

In this section, we provide a concise overview of the relevant literature concerning
binary code similarity detection. We discuss both mono-architecture approaches and
cross-architecture approaches.

Mono-architecture Approaches: Extensive progress has been made in research on
detecting binary code similarity for mono-architecture binaries. For example, various
approaches [20,23,28,39,40] utilize syntax, structural, and statistical features to match sim-
ilar binary functions. Tracelet [41] decomposes binary functions into continuous traces
and measures the similarity between two traces by constraint solving and data depen-
dencies. BLEX [42] executes functions under a randomized environment and compares
their similarity based on the corresponding I/O values collected. BinSim [23] proposes
a hybrid fine-grained approach using system call sliced segment to identify binary code
similarities with symbolic execution. Similarly, CoP [43] employs symbolic execution and
a theorem prover to compare binary code similarity by matching the longest common
sub-sequence with basic blocks as elements. Nonetheless, due to their computational
complexity, these approaches may not be practical when dealing with extensive function
repositories. Drawing inspiration from Natural Language Processing (NLP) techniques,
many researchers [11,14,22,34,44,45] introduce language models to extract the semantics of
binary code for BCSD tasks. Ding et al. [14] propose Asm2Vec, which represents binary
functions as high-dimensional embeddings and utilizes the Distributed Memory Model
of Paragraph Vectors (PV-DM) model [46] to extract semantics from binary functions for
function embedding generation. Li et al. [34] employ PalmTree, a transformer-based NLP
model using BERT [47], to measure the similarity of binary code in assembly language.
Additionally, jTrans [11] presents a transformer-based approach that incorporates control
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flow information through jump-aware representation. These approaches involve represent-
ing binary functions as high-dimensional embeddings, facilitating the search for similar
candidate functions within extensive function repositories. However, in the IoT scenarios,
firmware images and executable files from different architectures require BCSD approaches
to support finding similar functions across various architectures.

Cross-architecture Approaches: With the urgent need for cross-architectural BCSD
approaches, recent research has focused on cross-architecture BCSD tasks. Traditional
methods typically involve selecting architecture-robust features, such as statistical, syntactic,
and structural features, to compute the similarity of binary code. These include BinDiff [32],
DiscovRE [48], Esh [15], GitZ [49], Genius [19], and Gemini [36]. Esh [15] and GitZ [49]
decompose binary procedures into comparable fragments using data flow analysis and use
a statistical framework to detect similar binary fragments. Genius [19] and Gemini [36]
adopt machine learning and consider statistical features as attributes of CFGs to graph
embeddings for BCSD tasks. Both of them rely on hand-crafted features, which necessitate
rich experience and domain knowledge to match similar functions. Trex [13] proposes
a transformer-based model using micro-traces to capture execution semantics of functions
for cross-architecture BCSD tasks. VulHawk [50] integrates basic block features and CFGs
to detect vulnerabilities across architectures. SAFE [35] trains a Word2Vec model [51] using
binaries from various architectures, including x86 and arm, to detect binary code across
different architectures. However, in our experiments, we observe that despite being trained
using multiple architecture binaries, SAFE still suffers from a large number of OOV issues
in the experiments, which severely affects its performance.

Furthermore, there are multiple relations (e.g., directed jumps, data dependency, and
address adjacency) in binary functions, which contain important semantic information
for BCSD tasks. The existing approaches use single basic block relations and do not deeply
consider the combination of multiple relations, which may miss critical semantic information
to distinguish dissimilar functions with minor differences. Facing high pool size scenarios, it is
difficult for them to achieve good performance in numerous candidate functions.

3. Problem Definition

In this section, we aim to clarify key points of this paper to enhance the clarity of
the presentation.

Detection Granularity. This paper focuses on measuring the similarity of two binaries
at the function level. In the analysis of IoT firmware, giving the similarity and symbol
tables of functions can help researchers understand binary code and greatly reduce the
manual workload.

Similarity Explanation. In the existing BCSD literature [14,27,52], there are four
types of function similarity: (1) literal identity, (2) syntactic equivalence, (3) functional
equivalence, and (4) the same or logic similar source code. Due to the usage of different
compilers and optimization options in IoT firmware, there may still be literal and syntactic
differences among binary functions originating from the same source code. The same
functionality has various implementations (e.g., bubble sort and quick sort), but they cannot
share the symbol tables. Consequently, types (1), (2) and (3) are not suitable for vulnerability
discovery and firmware component analysis with symbol table supplementation. Our
focus lies on type (4), which involves binary functions that may exhibit syntactic differences
but share similar functional logic in their source code.

Binary Code Similarity Detection. BCSD approaches are employed to calculate
the similarity between two binary functions. In IoT firmware analysis, binary functions
are compiled using diverse compilers (e.g., GCC and Clang) with various optimization
options (e.g., 00, 01, 02, 03, and 0s) on multiple architectures (e.g., arm, mips, and x86). As
a result, even when two functions originate from the same source code, they may have
different instructions and structures. Therefore, an effective IoT-oriented BCSD approach
should be robust across architectures, compilers, and optimization options. Furthermore,
it also supports working on large pools of candidate binary functions. In practice, given
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a query function, BCSD approaches need to calculate the similarity between the query
function and a large pool of candidate functions, selecting the most similar one [11]. This
requires accurately identifying the most similar functions from the candidate pool while
distinguishing irrelevant ones.

4. Design

To address the problems mentioned in Section 1, we propose a BCSD approach named
IoTSim, for IoT-oriented BCSD tasks. Figure 3 shows the overview of IoTSim, including
three modules to implement its functionality.
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Figure 3. The overview of IoTSim, which consists of a preprocessor, a block semantic model, and
a function embedding model.

Preprocessor. Firstly, IoT binaries are disassembled and their binary code is trans-
formed into microcode. By analyzing the def-use chains, we obtain data dependencies
based on defined variables and used variables for each basic block. Subsequently, CFGs
and data dependencies are integrated to generate data-based control flow graphs (DCEGs).
Based on the various relations between basic blocks in DCFGs, we create the address matrix,
the directed matrix, and the data dependencies.

Block Semantic Model. This module utilizes an NLP model to produce semantic
embeddings for basic blocks using microcode sequences. We employ a language model
based on DeBERTa [38] to construct basic block embeddings. To optimize model parameters,
we utilize two pre-training tasks: (1) the masked language model (MLM) task helps the
model learn semantic relations between microcode; and (2) the base-token prediction (BTP)
task assists the model in learning and complementing the semantics of base-tokens.

Function Embedding Model. This module combines basic block embeddings and
graph features to generate function embeddings. We establish a block relation matrix
that incorporates multiple relations such as directed adjacency, data dependencies, and
address adjacency. Leveraging the block relation matrix and basic block embeddings, we
utilize graph neural networks (GNNs) to capture control-flow and data-flow relations for
generating function embeddings. During training, we use the normalized temperature-
scaled cross-entropy loss (NT-Xent) [53] to optimize the model parameters, making the
similar functions” embeddings closer in the semantic space.

4.1. Preprocessor

The preprocessor generates the function features used by the Block Semantic Model and
Function Embedding Model, including instructions, control-flow, and data-flow features.

We initially disassemble binary files and convert their binary code into microcode to
address the cross-architecture differences. The microcode is an architecture-agnostic inter-
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mediate representation from IDA Pro [54]. Figure 4 illustrates the conversion of assembly
code from diverse architectures into microcode. Notably, there are significant dissimilarities
in assembly snippets when comparing the same source code across different architectures
(e.g., x86 and arm). Their registers (e.g., eax and W0), opcodes (e.g., jz and B.EQ), and
calling conventions look completely different. After converting to microcode, they have
the same opcodes and calling conventions. Consequently, this conversion mitigates the
differences introduced by instruction sets and calling conventions. Within the microcode,
intricate instruction nests can be observed, as demonstrated in Ln. 7 of the microcode (x86)
in Figure 4, which are compounded by multiple semantics and are susceptible to OOV
issues. To address such OOV problems, we analyze sequences of microcode instructions
and split these nests into individual instructions. We consider an instruction with multiple
operands nested within it to be an instruction nest. For example, the instruction of Ln.7 in
microcode (x86) is an instruction nest, which nests three opcodes call, xdu, and add. After
analysis, we split it into three sub-instructions of Ln.11-13 in detailed microcode. These
instructions are semantically equivalent to the original instruction nest and can reduce the
OOQV issues caused by instruction nesting.

Bina 5 =
—_— 0x1240: endbr64 oV b e L callSinput, |_result | (M5 -
0x1244:push 112 Lift 2imeviess eilZ Analyze |t 2: mov |_result, eax (EBEe e o
0x1246:x0r  eax, eax HZ R s 1 Use
0x1248: call  input SsE0TsE 2 K30 S0 4:call #1)) —| SE G (B A 1 Prior
0x124D: mov 1120, eax i geies Sixdu  erl2, rax  4; setz_eax, #3, 2f H
010984 MOV X2, SP. s D Net  Block2,3
0250 cmp sy 3 040988: STR  X19, [5P,#0x10] P 5: jend 2, @11 H
gxﬁ:g: r o;lulsa ) 0098C: BL  input 7ocall S !
x1255:lea edi [rax-1] ] | | | e t
i b 0x0990: MOV W19, WO 8ixdu  erl2, rax s  Bloc2 ]
g*ﬁ:g-_““ foo2 o 0x0994: CMP WO, #3 9:ret 8 e S8l \ Define rax
X125D: mov  eax, r 998: BEQ 0x09B4 . 7: xdu | _result, _input | |
0x1260: pop 12 WO, Wo, #1 Microcode (x86) 8: call Sfoo2 1 Use eax
Oriatei e ol poss2] fooz 9:xdu er12, rax e L
xi268:lea ed [rax+ b ) f
ox1268: call  fool oV ‘;‘:’;‘gﬁmm Timov call Sinput, w0 N G | New  Blocks
0x1270: mov  eax, r12d 0409AC: LDP  X29, X30, [SP1,#0x20 Zmov wowle | ] fleeo o gl s
0x1273:pop  r12 0X09B0: RET 3z w0, #3, @7 11: add eax, #2, |_result e
S 003545 ADD. WO, Wo, 2 Gl ATl 12:xduLresult, Jnput | (0" O
- 0:09B8:BL_ fool : xdu Y 8 :
= Assembly Code: X86 | gy00mc: MoV Wo, W19 Gom D 13: call _ Sfool } Prior  Blockl
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Figure 4. An example control flow of a binary function. The left is the linear layout assembly code
with jump addresses, and the right is the corresponding control-flow graph.

To capture the data dependency among basic blocks, we use def-use chains to capture
defined variables and used variables for each basic block to generate Data-based Control
Flow Graphs (DCEGs). In binary code, variables should be defined before being used. The
def-use chains enable us to monitor the usage and definition of variables. Here, we focus on
defining and using variables at the basic block level. For example, in optimized microcode,
Block3 uses eax, which is defined by Block1. This indicates a data dependency between
Block1 and Block3. We integrate CFGs based on prior and next blocks of basic blocks, and
data dependencies based on the definition and use of variables between basic blocks, to
construct DCFGs for binary functions.

4.2. Block Semantic Model

In this section, we employ a customized transformer-based language model with
disentangled attention to learn microcode semantics and generate semantic embeddings
at the basic block level. Compared with instructions, basic blocks have richer semantics;
and compared with functions, basic blocks do not have complex multi-branch structures,
which facilitates semantic extraction. We consider instructions as words and basic blocks
as sentences. Considering the important influence of instruction content and position on
block semantics, we adopt disentangled attention to capturing relative position semantics.
Subsequently, we utilize two self-supervised pre-training tasks, namely Masked Language
Model (MLM) and Base-Token Prediction (BTP), to train our model.

4.2.1. Language Model

The transformer-based architectures have shown encouraging results in NLP tasks.
Our model is built upon the DeBERTa [38] model, one of the state-of-the-art NLP models.
Figure 5 illustrates the architecture of our language model, comprising stacked transformer
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blocks for generating embeddings. For each input sequence, we utilize a tokenizer to
convert microcode into token objects. These tokens are then processed through transformer
stacks to produce hidden states, with the final hidden states representing the semantics of
the microcode.

Hidden States- - ’ ...... -

. B | B | Bl | == | By
Transformer Encoder
¥ B B B - By
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2 £, Bl - i I I I
Type
_Iin;(bedding | 2 | [ || 2 | san | :I.V | B
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Embedding [ b ][ t ][ fs ] ...... [ v ] Relative Position
Input | [CLS] | | oy | | . | ...... | — | Embedding
Seauence

Figure 5. The architecture of the language model.

Tokenizer. The problem of out-of-vocabulary (OOV) is widely recognized in NLP.
In the context of BCSD for IoT firmware, the OOV issue is further amplified due to the
presence of various instruction sets. Even when converting binary code into microcode,
the OOV issue can still arise from string literals, address offsets, registers, and function
names. To mitigate the OOV issues, Inter-BIN [55] adopts a character-level tokenizer,
which has a smaller vocabulary and rarely suffers from OOV issues. However, a single
character is less meaningful and may lead to incorrect semantics. Also, it requires more
computing resources for each character computation. And, other approaches [11,35,37]
replace special words (e.g., string literals and constant values) with dummy tokens, which
may lose important semantics.

We perform tokenization of the microcode at the opcode/operand level. To han-
dle low-frequency operands, we replace them with their base-tokens instead of using
dummy tokens. The microcode provides a basic type for each operand. For example,
the addresses 0x400C8D and 0x400A30 are both specific address offsets that may result in
out-of-vocabulary (OOV) issues, while microcode categorizes them into the address type
(mop_a), which represents their common basic semantics. This is particularly useful for ad-
dressing OOV issues, as it allows us to map OOV words to their corresponding base-tokens
based on their basic types. To construct our vocabulary, we initially iterate through all the
microcode and filter out infrequently occurring tokens with frequencies lower than 100.
Subsequently, we include all basic types in our vocabulary as base-tokens. During the
tokenization process, any OOV words are mapped to their corresponding base-tokens
according to their basic types.

Relative Position Embedding. The positions of instructions play a crucial role in de-
termining basic block semantics. Recent studies [38,47,56,57] have shown that relative posi-
tions are more effective than absolute positions for NLP tasks. Inspired by DeBERTa [38], in
each transformer encoder layer, we utilize disentangled attentions in each transformer en-
coder layer to generate relative position embeddings that capture content-to-content (c2c),
content-to-position (c2p), and position-to-content (p2c) attentions. The cross attention score
between tokens i and j is calculated as follows:

Ajj={H;, Py} x {Hj, Pjj;}T

= HiH;" + HiPy;T + Py H;T + Py Py T M
c2c 2p p2c p2p
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where H; and P;; represent its content and relative position with the token j, respec-
tively. In microcode, the position-to-position (p2p) term does not provide much additional
information, we do not consider it in implementation.

The formulation for the standard self-attention calculation [58] is as follows:

Q=HW,, K=HW, V=HW,
A 2
H, = softmax(—=)V @

Vd

where H € RVN*? is the input hidden vectors, H, € RNxd represents the output of self-
attentions, Q, K, and V are three matrices, and W;, Wi, and W, are their projection matrices.
We put the content input H and the relative position P into Equation (2), where W€ and
W represent content position matrix and relative position projection matrix, respectively.

Q.= HW,;, K. =HW{, V=HW, 3
Q= PW;, K, = PW}
According to Equations (1) and (3), the elements Ai, ; of attention matrix A are calculated
as follows: B
Aij = QKT+ Qi + K Q5 @
where §(i, ]) represent the maximum relative distance from token i to token j, and the
output H, of disentangled attentions can be formulated as:

A
H, = softmax(——)V, 5
o ( m) c ( )
We feed the output H, into a fully connected feed-forward network to obtain the
transformer encoder layer output.

4.2.2. Pre-Training Tasks

For large-scale training our model, we incorporate the Masked Language Model
(MLM) task, similar to other NLP model training approaches, but with domain-specific
adaptations. Specifically, we propose a novel pre-training task, Base-Token Prediction
(BTP), to improve the semantic understanding of base-tokens in IoTSim.

Masked Language Model. This model is employed to perform fill-in-the-blank tasks,
enabling the model to utilize the tokens surrounding a mask token for predicting the masked
token [47]. Through the MLM task, the model learns the connections between tokens.

Given a token sequence X = {x;|i € (0,n)}, we randomly select 15% of the token
sequence to be replaced. Among the selected tokens, 80% of them are substituted by
the [MASK] token, 10% are replaced with other tokens, and 10% remain unchanged. This
replacement process yields a masked sequence denoted as X. Subsequently, we input X
into the block semantic model and feed the output into an MLM head to reconstruct X by
predicting the masked tokens % conditioned on X. The loss function is as follows:

Lmrm(61,02) = —log pyg, 6,1 (X|X) (6)

where 6; and 6, are the parameters of the block semantic model and the MLM
head, respectively.

Base-Token Prediction. In our model, the tokenizer is utilized to replace OOV
operands with their base-tokens. To establish semantic connections between tokens and
their respective base-tokens, we propose a task called Base-Token Prediction (BTP). This
task aims to facilitate the learning of common semantics among basic types of tokens by
their corresponding base-tokens.
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Given a sequence of tokens denoted as X = {x;|i € (0,n)}, we randomly select
15% of the token sequence to substitute them with their base-tokens. As a result, we
obtain a replaced sequence denoted as X;,. Figure 6 illustrates an example of the BTP task,
where tokens such as eax (register), #2 (immediate number), and $foo2 (function name)
are selected. These tokens are replaced with their respective base-tokens; for instance, #2 is
substituted with mop_n, which represents immediate number constants.

Prediction

[ add ] [mop_r] [mop_n] [lﬁresult] [ xdu ] [l_result] [mop_z] Linput] [ call ] [mDP,V]
(

IllpLIt [ add ] [ eax ] [ #2 ] [l_result] [ xdu ] [l_result] [mop_z] [_input][ call ] $f002]

Figure 6. Base-token prediction

We feed X}, into the block semantic model and feed the output into a BTP head to
reconstruct X by predicting the replaced tokens % conditioned on X. The loss function is
as follows:

Lprp(01,03) = —log py, 6, (X|X) ?)

where 01 and 63 are the parameters of the block semantic model and the BTP head, respectively.
The loss function of the block semantic model is the combination of loss functions:

L= Lyim+ Lprp ®)

4.3. Function Embedding Model

The objective of the function embedding model is to generate semantic function em-
beddings by integrating basic block embeddings and graph features. Binary functions
encompass both control-flow information and data-flow information. Control-flow infor-
mation describes the potential execution paths of a function, while data-flow information
describes the data dependencies between basic blocks. Hence, these semantic and structural
features are crucial in the generation of function embeddings.

We first generate directed matrices, data dependency matrices, and address matrices
according to DCFGs. Then, we combine these matrices into a block relation matrix. Fi-
nally, we integrate the block relation matrix and block embeddings to generate function
embeddings using Graph Convolutional Networks (GCNs) [59].

4.3.1. Block Relation Matrix

In binary functions, basic blocks have multiple relations. First, connected basic blocks
are directed. Second, basic blocks with adjacent addresses indicate relatively more de-
pendencies. Third, data flow dependencies exist between connected basic blocks or not.
These relations result in different mutual influences between basic blocks. Capturing
these multiple relations is critical to building an accurate function embedding model for
BCSD tasks.

Figure 7 shows an example of constructing a block relation matrix. In the Figure,
the DCFG is composed of 4 basic blocks, and there are different relations between these
basic blocks. For example, ® Block1 and Block?2 are adjacent and have data dependencies,
@ Block2 and Block4 have a directed edge, and ® Block2 and Block3 have no relations.
We first base on directed edges, data dependencies, and address adjacency of the DCFG
to generate its directed matrix, data dependency matrix, and address matrix, respectively.
Then, we combine the above three matrices to construct the block relation matrix. The
combination formula is as follows:

mp = (my << 2)+ (mc << 1)+mp

where mp, my, mc, and mp represent the corresponding elements in the block rela-
tion matrix, directed matrix, address matrix, and data dependency matrix, respectively,
and << denotes the left shift operation. The constructed block relation matrix distinguishes
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different relations between basic blocks. For example, the relation from Block1 to Block2
is represented as 111, the relation from Block2 to Block4 is represented as 100, and the
relation from Block?2 to Blocka3 is represented as 000, which indicates no relations.

------ Data Dependency —— Directly Jump /= Conditional Jump
Data Dependency o|1)1|o0 _
1]o0(o0fo0 000 | 111 | 1021 | 000
Address Adjacency 0|1]0|0
Bl o Bl 1({ojo0]|o0
3 001 | 000 | 00O | 100
of1)1(o0 oloflo]o Combine
0|j0|0|1 - N
Edge Direction| 0 | 0 [ 0 | 1 Data Dep Matrix 001 | ooo | ooo | 110
olololz ojojo|0|—m8 —— |
Address Matrix 000 | 000 | ooo | ooo
ofojofo = _
DCEG Directed Matrix Block Relation Matrix

(Binary Format)

Figure 7. Block relation matrix.

4.3.2. Function Embedding Generation

A binary function consists of basic blocks that exhibit mutual influences. In order to
generate function embeddings, we combine the basic block embeddings produced by the
Block Semantic Model with the block relation matrix. To deeply combine graph information
and basic block embeddings, we utilize Graph Convolutional Networks (GCNs) [59] for
embedding generation. Within this framework, we view binary functions as attributed
graphs, where the basic blocks serve as nodes and their corresponding embeddings serve
as node attributes. The block relation matrix indicates different relations between nodes in
the graph. We feed basic block embeddings and the block relation matrix into a multi-layer
GCN. x() represents the node embeddings of the ¢-th layer, and B represents the block
relation matrix. The /-th layer GCN’s output X (t+1) js computed as follows:

A= F(B)
A=A+1Iy
Di =Y Aj ®

XD — (D2 AD IXOWO)

where A is a weighted adjacency matrix which encodes the relations of B. Here, we
use a learnable function 7 (B) to encode different relation types into numeric weights.
A represents a weighted adjacency matrix that includes self-connections. Iy is an identity
matrix. D;; denotes the degree matrix of each node, while W() represents a trainable weight
matrix specific to each layer. The activation function ¢ is the rectified linear unit ReLU(+).
To comprehensively learn the semantic and structural aspects of CFGs, we adopt a 16-layer
GCN to propagate block semantics using the block relation matrix. Finally, by applying
mean pooling on the outputs of the final GCN layer, we generate function embeddings.

4.3.3. Model Training

In the BCSD tasks, the main objective of the Function Embedding Model is to map
similar functions to nearby regions in the embedded space. To measure the similarity
between functions, we utilize the cosine similarity score of function embeddings. By
leveraging Debugging with Attributed Record Formats (DWARF) information, it becomes
feasible to automatically generate ground truth for function similarity based on function
names and source files. Therefore, supervised training is employed to optimize the Function
Embedding Model.

Function Ground truth. We automatically construct a function ground truth based on
function names and the source files. Given a function f, we pick the functions whose names
are the same as f from the same project, and label them as a similar function group Fj;y,.
We randomly sample the functions whose names differ from f, and label them as a similar
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function group Fjjesiy, against f. These functions of Fg;,, and F i, can be compiled by
different compilers (e.g., GCC and Clang) with different optimization levels (00, 01, 02, 03,
and Os) on any architectures (e.g, x86, arm, and mips), which increases the diversity of
the dataset.

Training Objective. During the training process, we aim to maximize the cosine
similarity scores between embeddings of similar function pairs while minimizing those
between embeddings of dissimilar function pairs. The number of dissimilar function pairs
in the real world is much greater than that of similar function pairs. Given a binary function
fi» we pick one of the corresponding similar functions f; from the dataset D based on
its function name and source code. The function f] can come from different architectures,
compilers, and optimization levels against function f;. The Function Embedding Model
encodes both f; and f; to generate the function embeddings ¢; and ¢;. We randomly sample
N — 1 functions from Dr to construct negative samples against the function f;. We use the
normalized temperature-scaled cross-entropy loss (NT-Xent) [53] as the training loss:

exp(cos(e;, )/ T)
Yy Dz exp(cos(e, er) /7)

LEunction = — 10g (10)

where cos(-) denotes the cosine similarity score function, 1 is the indicator, and 7 is a hyper-
parameter which controls the temperature.

5. Evaluation
In this section, we evaluate IoTSim and answer the following research questions:

e RQ.1: can IoTSim effectively identify similar function pairs when given functions from
different compilers, architectures, and optimization levels?

*  RQ.2: how much does DCFG contribute to the performance of IoTSim?

e RQ.3: what are the applications of IoTSim in practice?

5.1. Implementation and Setup

We utilized Python v3.8.5 and PyTorch [60] to implement the IoTSim framework.
We employed the DeBERTa model based on Transformers [61] and Graph Convolutional
Networks (GCNs) relying on PyTorch Geometric [62]. By default, our DeBERTa model
consists of six layers, and the output embeddings are set to a dimension of 256. In the
Function Embedding Model, we employ 16-layer GCNs for generating embeddings, and
the NT-Xent loss function adopts a hyper-parameter T with a value of 0.1. The model
training and evaluation experiments were conducted on a desktop computer operating
Windows 10, equipped with an Intel Core i9-10920X CPU, 128 GB RAM, and one NVIDIA
RTX 3090 GPU. The model training process lasted for one week, during which we retained
the best-performing checkpoints for evaluation.

5.1.1. Baselines

To provide a comprehensive comparison, we select the following state-of-the-art
approaches as baselines for evaluation. The chosen baseline approaches are as follows:

e Graph Matching Networks (GMN). Marecelli et al. [63] show that a GMN based on
CFGs has natural advantages in cross-architecture scenarios;

e PalmTree [34], one of the state-of-the-art BCSD methods, employs pre-trained models
using the BERT model to generate semantic embeddings for binary code (https://github.
com/palmtreemodel/PalmTree, accessed on 10 March 2023);

e  SAFE [35] uses a word2vec model [51] and a recurrent neural network to generate
function embeddings (https:/ / github.com/facebookresearch/SAFEtorch, accessed on 10
March 2023);

e Trex [13], the state-of-the-art BCSD approach, uses transfer-learning-based models
that utilize micro-traces to generate function embeddings for comparing similar func-
tions (https:/ /github.com/CUMLSec/trex, accessed on 10 March 2023).
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These selected baselines are representative BCSD approaches involving NLP tech-
niques, CFG, and micro-traces. By comparing IoTSim with these state-of-the-art approaches,
we aim to conduct a comprehensive evaluation of its performance improvements.

5.1.2. Benchmarks

To evaluate IoTSim in depth and detail, we used the following two datasets:

Dataset-1 is a function dataset, which is used to evaluate the performance of IoTSim at
the function level. We construct Dataset-1 using including seven projects, i.e., Linux-source,
CoreUtils, OpenSSL, DiffUtils, FindUtils, Libmicrohttpd, and SQLite. These projects
are compiled using two compilers (GCC and Clang) with five optimization levels (00, 01, 02,
03, and 0s) on three architectures (arm, mips, and x86). Dataset-1 consists of 913,508 func-
tions, which are further divided into three subsets (XO, XC, and XA) to fulfill different
tasks. We also use 10-fold cross-validation to split Dataset-2 into three disjoint subsets of
functions for training, validation, and testing, respectively.

Dataset-2 is designed specifically for evaluating IoTSim’s capability in vulnerability
detection. This dataset builds upon embedded firmware and vulnerabilities in previous
works [50,63], including 20 firmware images from three vendors (D-Link, TP-Link, and
NetGear) and 48 vulnerable functions from the OpenSSL project, as shown in Table 1.

Table 1. The vulnerabilities involved in Dataset-2.

CVE Vulnerable Function Confirmed #
CVE-2016-6303 MDC2_Update 10
CVE-2016-2182 BN_bn2dec 14
CVE-2021-23840 EVP_DecryptUpdate 17
CVE-2015-1789 X509_cmp_time 3
CVE-2016-0798 SRP_VBASE_get_by_usr 4

5.1.3. Metrics
The performance of IoTSim and the baselines is measured using the following metrics:

e Recall represents the ratio of correctly matched functions to the total number of
function pairs with similar functions. A high recall suggests a low false-negative rate;

e Precision denotes the ratio of correctly matched functions to the total number of
function pairs predicted as similar. High precision indicates a low false-positive rate;

e MRR stands for Mean Reciprocal Rank, which is a relative score that calculates the
average or mean of the inverse of the ranks at which the first relevant function is
retrieved for a set of queries.

5.2. Evaluation on Multiple Scenarios

In this subsection, we conduct experiments to evaluate the performance of IoTSim
and other baselines at the function level. All evaluations in this subsection are conducted
on Dataset-1. We perform IoTSim and baselines under multiple scenarios, including cross-
architecture, cross-compiler, and cross-optimization scenarios, to thoroughly assess their
performance. In a real-world BCSD task at the function level, a queried function is typically
compared to numerous candidate functions to calculate similarity and retrieve the optimal
result. Hence, we employ multiple pool sizes to evaluate IoTSim’s performance in different
scenarios and discuss the effects of pool sizes on BCSD approaches. Furthermore, to
evaluate the contribution of Data-based Control Flow Graphs (DCFGs) to IoTSim, we
configure IoTSimcrg using Control Flow Graphs (CEGs) instead of DCFGs.

Tables 2—4 report the recall@l and MRR results for each approach across different
compilers (XC), optimization levels (XO), architectures (XA), and combined scenarios
(i.e.,, XO + XC, XO + XA and All) in different pool sizes (10, 100 and 1000). IoTSim
consistently outperforms all the baselines in terms of average recall@l and MRR by consider-
able margins.
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Table 2. BCSD results on multiple scenarios at the function level (poolsize = 10).

Recall@l MRR
Models X0 XA XC XO +XC XO + XA XA +XC All X0 XA XC XO +XC XO + XA XA +XC All
SAFE 0.942 0.100 0.937 0.920 0.090 0.103 0.085 0.965 0287  0.963 0.952 0.278 0.293 0.278
PalmTree 0.892 - 0.866 0.814 - - - 0.934 - 0.919 0.886 - - -
GMN 0473 0516  0.349 0.301 0.333 0.374 0296  0.616  0.655  0.525 0.488 0.506 0.542 0.479
Trex 0.895 0.800 0.938 0.872 0.680 0.744 0.624 0.930 0.877 0.964 0.916 0.791 0.842 0.753
ToTSim 0.980 0.986 0.969 0.972 0.980 0.962 0.963 0.988 0.991 0.981 0.983 0.987 0.977 0.978
IoTSimcrg 0.948 0.956 0.922 0.930 0.945 0.912 0.899 0.965 0.972 0.950 0.954 0.965 0.944 0.936

Table 3. BCSD results on multiple scenarios at the function level (poolsize = 10?).

Recall@1 MRR
Models X0 XA XC X0 +XC XO + XA XA +XC All X0 XA XC XO +XC XO + XA XA +XC All
SAFE 0.839 0.014 0.806 0.745 0.010 0.008 0.006 0.886 0.056 0.866 0.821 0.051 0.053 0.050
PalmTree 0.732 - 0.638 0.545 - = B 0.800 - 0.738 0.660 - - -
GMN 0.279 0.319 0.142 0.106 0.132 0.164 0.113 0.359 0.405 0.230 0.190 0.218 0.250 0.197
Trex 0.750 0.521 0.790 0.681 0.376 0.426 0.316 0.811 0.639 0.859 0.764 0.499 0.559 0.448
IoTSim 0.948 0.947 0.909 0.921 0.946 0.906 0.912 0.962 0.963 0.935 0.941 0.960 0.931 0.936
ToTSimcrc 0.890 0.903 0.830 0.846 0.871 0.808 0.803 0.913 0.926 0.872 0.881 0.901 0.854 0.848

Table 4. BCSD results on multiple scenarios at the function level (Poolsize = 10°%).

Recall@1 MRR
Models X0 XA XC X0 +XC XO + XA XA +XC All X0 XA XC X0 +XC XO + XA XA +XC All
SAFE 0.687  0.002 0.618 0.523 0.001 0.001 0.001 0.749 0.010 0.702 0.616 0.007 0.007 0.007
PalmTree 0.590 - 0.406 0.335 - - - 0.648 - 0.497 0.424 - - -
GMN 0.193 0.190 0.066 0.042 0.053 0.073 0.038 0.230 0237 0.098 0.071 0.085 0.112 0.070
Trex 0.627 0.280 0.603 0.465 0.186 0.198 0.133 0.673 0.375 0.678 0.549 0.263 0.286 0.208
IoTSim 0.901 0.903 0.833 0.849 0.905 0.812 0.832 0.922 0.924 0.868 0.880 0.926 0.851 0.867
ToTSimcrg 0.823 0.825 0.740 0.744 0.781 0.688 0.684 0.851 0.858 0.782 0.789 0.818 0.739 0.734

For example, in the XC experiment with a pool size of 10, IoTSim achieves a recall@1
of 0.981 and a MRR of 0.970, which represents improvements of 4.6%, 13.2%, and 4.5%
over SAFE, PalmTree, and Trex, respectively. Since IoT firmware originates from diverse
architectures in the real world, we also evaluate IoTSim and other baselines in the cross-
architecture scenario. In the XA experiment with a pool size of 100, [oTSim surpasses
its closest competitor baseline (Trex [13]) by 0.426 for the recall@1, and over 50% for the
MRR. We observe that SAFE achieves only a recall@1 of 0.014, while PalmTree fails in the
cross-architecture scenario. PalmTree specifically focuses on the x86 mono-instruction set
and is unable to handle functions from different architectures. Although SAFE trains its
model on different instruction sets, it remains challenging to establish semantic relations
between instructions from diverse architectures and embed similar functions from different
architectures into comparable embeddings. This limitation is also acknowledged in the
Github issues (https://github.com/gadiluna/SAFE/issues/4, accessed on 30 March 2023),
which shows current SAFE hardly supports cross-architecture BCSD tasks.

IoTSim addresses the challenge of different architectures by converting binary code
into microcode. To tackle out-of-vocabulary (OOV) issues, IoTSim substitutes OOV words
with their base tokens, preserving their semantics. This allows IoTSim to capture the basic
semantics of OOV words, alleviating the problem of lost semantics due to OOV issues.

The experimental results, presented in Tables 2—4, indicate a decline in recall@1 and
MRR for BCSD approaches as the pool size increases. In order to further investigate the
impact of the pool size on the performance of BCSD approaches, we conduct experiments
with pool sizes ranging from 10° to 10*. Figures 8 and 9 illustrate the results of these
experiments with a variety of pool sizes (1, 10, 50, 100, 500, 1000, 5000, and 10,000) under
various experimental settings. For the sake of observation, we use a logarithmic x-axis
in Figures 8 and 9. As the pool size increases, the performance of all BCSD approaches
decreases. Compared to IoTSim, all baselines’ relative performance worsens as the pool
size increases. IoTSim does not display sharp drops in its performance, while the baselines’
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performance generally declines more rapidly once poolsize over 10%. For example, when
the pool size is 10°, the recall@1 achieved by SAFE and IoTSim is 0.989 and 0.994, respec-
tively, in the XO experiments. When the pool size is 104, IoTSim achieves a recall@1 of
0.842 (—15.3%), demonstrating greater stability compared to other baselines. In contrast,
SAFE only achieves a recall@1 of 0.569 (—42.5%) when the pool size is 10*. This suggests
that our approach is not affected by the pool size as much as other baselines.
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Figure 8. Recall@1 results of multiple scenarios with different poolsizes. (a) Recall@1, XO. (b) Recall@1,
XA. (c) Recall@1, XC. (d) Recall@1, XO + XC. (e) Recall@1, XO + XA. (f) Recall@1, XA + XC.
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5.3. Ablation Study

We conduct experiments on IoTSim to evaluate the contributions of our proposed
block relation matrix.
In binary functions, the relations between basic blocks are various. Previous approaches
use control flow graphs as function structure features, which mainly consider connected
relations without data dependence, edge direction, and address adjacency. We propose DCFGs
to capture functions’ structures deeply and generate block relation matrix integrating data
dependence, directed adjacency, and address adjacency. In Tables 2—4, IoTSim outperforms
IoTSimcpg in terms of average recall@l and MRR by considerable margins. Figures 8 and 9
also show IoTSim achieves higher performance than IoTSimcrg and is less impacted by
poolsize than IoTSimcpg. For example, IoTSim improves the recall@l by 21.6% over
IoTSimcpg in the All scenario (poolsize = 10%). With the help of the DCFGs, IoTSim
captures more accurate data and control flow structures of functions, which makes IoTSim
identify similar functions and distinguish dissimilar functions with a higher recall@1 and MRR.
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5.4. Applications

We evaluate IoTSim and baselines in two practical applications: vulnerability detection
and component analysis.

5.4.1. Vulnerability Detection

Vulnerability detection is a crucial application in the field of computer security. Within
the IoT context, routers play a vital role in facilitating communication between connected
IoT devices. In this subsection, we gather 20 firmware images of routers from three vendors,
namely D-Link, TP-Link, and NetGear. We identify five known vulnerabilities in OpenSSL
from the CVE database. These firmware images and vulnerabilities are then used to
evaluate the performance of IoTSim and other baselines in the vulnerability detection tasks.
In total, there are 47,090 functions, including 48 related vulnerable functions. In order to
construct the vulnerability repository, we utilize IoTSim to generate function embeddings
for each vulnerable and patched functions. During the vulnerability detection phase, we
use all functions in the firmware libraries as function queries and search for the most similar
function in the built vulnerability repository.

Figure 10 shows the results of the recall, precision, and Fl-score of each CVE vulnerability.
We compare IoTSim with other baselines. It is clear that for most of the CVEs, IoTSim’s
performance is significantly higher than the state-of-the-art approaches, e.g., SAFE and Trex.
For instance, in the case of CVE-2016-2182 from the OpenSSL project, our method achieves
a recall of 100%, successfully identifying all 14 vulnerable functions. In contrast, SAFE and
Trex achieve recall values of 85.7% and 64.3%, respectively. Furthermore, it is worth noting that
SAFE and Trex fail to obtain any recall for CVE-2015-1789 due to their reliance on capstone
and objdump, which cannot deal with complex binary formats. For example, objdump
(version 2.34) cannot extract function features from ELF files without a section table, which
makes them fail to perform BCSD task in these binaries. This reflects the difficulty of the BCSD
task in JoT scenarios, and the necessity of our approach. The results demonstrate that ToTSim
can be effectively deployed as a reliable tool for detecting vulnerabilities in IoT scenarios.
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Figure 10. Cont.
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Figure 10. Results of real-world vulnerability detection. (a) Recall. (b) Precision. (c) F1-score.

5.4.2. Component Analysis

BCSD approaches can provide component analysis for unknown executable binary
files and match symbol tables and source code for reference, making it easier for reverse
engineers to analyze unknown binaries in IoT security. In this section, we use the OpenSSL
project, which is widely used in IoT firmware, as the benchmark to evaluate the performance
of our proposed approach and other baselines on component analysis. Given an input
binary file, the BCSD approaches compare it with our labeled binaries that contain debug
information to match symbol tables.

Figure 11 shows recall results in component analysis with labeled binaries from differ-
ent architectures (i.e., x86, arm, and mips). IoTSim achieves high recalls in all component
analysis experiments. For example, IoTSim obtains a recall of 0.814 when the input files are
from mips and the labeled binaries are from arm, which means more than 80% functions
in the input binaries can be correctly matched to their symbol tables and their source
code. This significantly reduces the manual burden when analyzing unknown binary files.
Compared with the state-of-the-art approaches, IoTSim achieves the average recall of 0.874,
which improves the recall by 3.0x, 0.8 and 2.1x, compared to SAFE, GMN, and Trex.
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6. Conclusions

In this paper, we propose a novel IoT-oriented binary code similarity detection ap-
proach, called ToTSim. Our approach leverages a customized transformer-based language
model with disentangled attention to generate embeddings for basic blocks. To address
OOV challenges, we introduce a pre-training task called BTP that captures basic semantics
for unseen tokens. To help IoTSim understand multiple relations between basic blocks, we
integrate directed jumps, data dependency, and address adjacency to build block relation
matrix. We then assign different weights to different relations in block relation matrix and
use multi-layer GCN to generate function embeddings.

We implemented a prototype of IoTSim and conducted experiments to evaluate its
performance. The experiment results show that IoTSim surpasses the state-of-the-art
approaches Trex, SAFE, and PalmTree. Additionally, we observe that data-based control
flow graphs have positive effects for IoTSim. In real-world applications, IoTSim proves
valuable in helping researchers detect vulnerabilities and identify components in unknown
binaries within various IoT firmware. These findings demonstrate that our proposed BCSD
approach contributes to practical applications in security analysis within the IoT ecosystem,
relieving researchers from the burdensome task of security analysis.
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Abbreviations

The following abbreviations are used in this manuscript:

BCSD  Binary Code Similarity Detection
IoT Internet of Things

OOV  Out-of-Vocabulary

TPC Third-Parity Components

ISA Instruction Set Architecture

CVE  Common Vulnerabilities and Exposures
ML Machine Learning

CFG  Control Flow Graph

IR Intermediate Representation
GNN  Graph Neural Network

NLP  Natural Language processing
GCN  Graph Convolutional Network
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Abstract: Currently, decentralized redactable blockchains have been widely applied in IoT systems for
secure and controllable data management. Unfortunately, existing works ignore policy privacy (i.e.,
the content of users’ redaction policies), causing severe privacy leakage threats to users since users’
policies usually contain large amounts of private information (e.g., health conditions and geographical
locations) and limiting the applications in IoT systems. To bridge this research gap, we propose PFRB,
a policy-hidden fine-grained redactable blockchain in decentralized blockchain-based IoT systems.
PERB follows the decentralized settings and fine-grained chameleon hash-based redaction in existing
redactable blockchains. In addition, PFRB hides users’ policies during policy matching such that
apart from successful policy matching, users’ policy contents cannot be inferred and valid redactions
cannot be executed. Some main technical challenges include determining how to hide policy contents
and support policy matching. Inspired by Newton's interpolation formula-based secret sharing, PFRB
converts policy contents into polynomial parameters and utilizes multi-authority attribute-based
encryption to further hide these parameters. Theoretical analysis proves the correctness and security
against the chosen-plaintext attack. Extensive experiments on the FISCO blockchain platform and
IoT devices show that PFRB achieves competitive efficiency over current redactable blockchains.

Keywords: blockchain-based IoT systems; fine-grained redaction; policy hiding; decentralization

1. Introduction

The Internet of Things (IoT) is defined as connecting all objects through information-
sensing devices such as radio frequency identification to the Internet, enabling intelligent
recognition and management. The concept of IoT entails integrating sensors into various
objects, including power grids and railways, enabling data collection and communication
for seamless connectivity and interaction with the physical world [1-3]. However, due
to the inherent decentralization of IoT device deployment [4,5], achieving secure data
management poses challenges.

To address these challenges, blockchain has been widely applied in IoT systems as
a decentralized data management platform, providing traceability and integrity to se-
cure IoT systems [6-8]. According to a report by Morder Intelligence (https://www.
mordorintelligence.com/industry-reports/blockchain-iot (accessed on 31 July 2023)), the
market size of blockchain-based IoT systems is expected to grow from USD 568.51 million
in 2023 to USD 3436.54 million by 2028. Despite these benefits, immutable blockchains
present two limitations in current blockchain-based IoT systems. Firstly, the immutability
of blockchain violates the right to be forgotten in the General Data Protection Regulation
(GDPR) (https:/ /gdpr-info.eu/art-17-gdpr/ (accessed on 31 July 2023)), severely limiting
the development and implementation of blockchain-based IoT systems. GDPR mandates
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that users should be able to erase their personal data (e.g., health and transportation data)
from data management systems. However, with immutable blockchains, once data are
appended to the blockchain, no modifications can be made [9]. This conflict between
immutability and GDPR could result in high fines for blockchain-based IoT systems. Sec-
ondly, IoT devices are vulnerable to network attacks and can be used to spread improper
information (e.g., indecent surveillance videos) in blockchain-based IoT systems. If this
improper information cannot be redacted, it may negatively impact the blockchain-based
IoT application ecology [10-12].

To address these limitations, some redactable blockchains have been proposed, adopt-
ing chameleon hashes [13-18]. Specifically, in 2017, Ateniese et al. [13] introduced the
first redactable blockchain by using the chameleon hash technique. Their work extended
researchers’ insight into immutable blockchains and made blockchains compliant with data
regulation (e.g., GDPR). Unfortunately, their work only supports all-or-nothing redaction
privileges, i.e., they either cannot redact any data or can redact all data. Clearly, it is
infeasible in practice since real-world blockchain applications contain a large number of
devices that own different attributes. To achieve fine-grained redaction, Derler et al. [13],
Ma et al. [18], and Xu et al. [19] utilized attribute-based fine-grained access control and
chameleon hash to introduce the policy-based chameleon hash technique (PCH), sub-
sequently using PCH to achieve fine-grained redactable blockchains. Following PCH,
Mao et al. [18] further introduced a decentralized policy-based chameleon hash technique
(DPCH) and used it to design a decentralized fine-grained redactable blockchain. How-
ever, in existing fine-grained redactable blockchains, users’ policies are public to all users,
making them unsuitable for some policy-sensitive IoT systems, such as IoT-based smart
healthcare and smart transportation [20]. In these IoT systems, users’ policies contain
sensitive private information, e.g., users’ health conditions and geographical locations [21].
For instance, in an IoT-based smart healthcare application, users use their IoT devices
(e.g., smartwatches) to record their health data and utilize blockchain-based IoT systems
to manage the data. In the application, users’ policies usually contain information about
users” health conditions, such as sensitive health details [22]. Obviously, if this private
information is leaked, users may face discrimination and even potential attacks [23]. There-
fore, there is a great need to design decentralized policy-hidden redactable blockchains
in blockchain-based IoT systems. We make a comparison between our proposed solution
and existing works, as shown in Table 1. We address the issue of policy disclosure in a
decentralized, fine-grained setting.

Table 1. Comparison between PFRB and existing redactable blockchain schemes.

Fine-Grained Decentralization Policy-Hidden

AMVAI17 [13] X X X
DSSS19 [16] v X X
DMT19 [14] X v X
TLL20 [24] v X X
PVM21 [25] v X X
J5Z21 [26] X X X
XNMX21 [27] v X X
XNMX22 [15] v X X
RBDS22 [18] v v X
Ours v v v

To solve the above problem, we propose a policy-hidden fine-grained redactable
blockchain scheme (named PFRB) in decentralized blockchain-based IoT systems. In PFRB,
users can enjoy blockchain services while hiding their policies. A technical challenge
in designing PFRB is how to hide policy contents and support policy matching. PFRB
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draws inspiration from Newton's interpolation formula-based secret sharing and gracefully
converts policy contents into polynomial parameters. Particularly, we summarize the main
contributions as follows:

e We propose a policy-hidden fine-grained redactable blockchain scheme (named PFRB)
for blockchain-based IoT systems. With decentralized settings, PFRB enables users to
achieve fine-grained data redaction without compromising policy privacy.

e  PFRB leverages multi-authorized attribute-based encryption and Newton’s inter-
polation formula-based secret sharing to construct a decentralized secret sharing
for policy hiding. Then, based on the constructed secret sharing, PFRB further
enriches chameleon hashes to achieve decentralized policy-hidden fine-grained
redactable blockchains.

e Security analysis proves the security of PFRB under the chosen-plaintext attack in the
random oracle model. Experimental results show that PFRB has competitive efficiency
over recent fine-grained redactable blockchain schemes.

Organization. The remainder of this paper is structured as follows. In the next section,
we review existing works on redactable blockchains to introduce the research gap. In
Section 3, we provide an introduction to the preliminary information, followed by an
overview of the PFRB system in Section 4. Next, in Section 5, we provide insight into the
detailed construction of PFRB. Section 6 presents a formal correctness analysis and security
analysis. Performance evaluation of PFRB is shown in Section 7. Finally, concluding
remarks are given in Section 8.

2. Related Work

This section provides a systematic review of the current literature on redactable
blockchain techniques and introduces the research gap.

In 2017, Ateniese et al. [13] introduced the first redactable blockchain by using the
chameleon hash technique. Their work extended researchers’ insight into immutable
blockchains and made blockchains compliant with the data regulation (e.g., GDPR and
CCPA). Unfortunately, their work only supports all-or-nothing redaction privileges, i.e., they
either cannot redact any data or can redact all data. Clearly, it is infeasible in practice
since real-world blockchain applications contain a large number of devices that own
different attributes.

To address the above limitation, Derler et al. [16] proposed a policy-based chameleon
hash (PCH) and used PCH to implement fine-grained redactable blockchains. PCH com-
bines chameleon hashes, ephemeral trapdoors, and linear secret sharing matrix-based
attribute-based encryption to associate transactions with access policies, enabling rewrit-
ing only when editors” attributes satisfy the policy. Followed by Derler et al.’s work,
Tian et al. [24] and Xu et al. [19] extent redactable blockchains with accountability by intro-
ducing digital signatures, respectively. Due to the utilization of centralized attribute-based
encryption schemes, the above schemes can only be applied in consortium blockchains,
and cannot support generally decentralized settings. However, in practical blockchain
applications, especially distributed IoT systems, decentralized systems are more general.
To achieve decentralized redactable blockchains, Ma et al. [18] introduced the first de-
centralized policy-based chameleon hash (DPCH) by linear secret sharing matrix-based
multi-authority attribute-based encryption and used DPCH to achieve decentralized fine-
grained blockchain redaction.

However, redaction policies in the above redactable blockchains are open to all par-
ticipants, which is infeasible in practical blockchain-based IoT systems since policies in
IoT systems usually contain users’ private information. For instance, in IoT-based smart
healthcare applications, patients use their smart swatches to collect their health conditions
(such as heart rate and personal temperature) and specify policies to allow their private
doctors to edit. Evidently, these policies usually contain sensitive information regarding
patients” health conditions and geographical locations. Once this private information is
leaked, adversaries can launch attacks on these patients such as robbery and discrimination.
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Thus, the protection of policy privacy in decentralized redactable blockchains represents
an urgent matter.

3. Preliminary

In this section, we introduce the building blocks of PFRB, i.e., multi-authority attribute-
based encryption, Newton’s interpolation formula-based secret sharing, and chameleon hash.

3.1. Multi-Authority Attribute-Based Encryption

A multi-authority attribute-based encryption (MA-ABE) [28] system consists of ar-
bitrary numbers of attribute authorities and users. A set of global public parameters is
defined in the system. Users can select an attribute authority and obtain their correspond-
ing decryption key. The authorization authority performs the appropriate attribute key
generation algorithm and returns the result to the user. The encryption process uses the
global public parameters and a set of attributes to generate the ciphertext. The decryption
process uses the decryption key for the attribute set to perform decryption.

Definition 1 (MA-ABE): A multi-authority attribute-based encryption ABEy,c involves
three types of entities: authorities, data owners, and data users. It includes five algorithms:

e  Global Setup (A) — (GP): This algorithm accepts a secure parameter A as input and
produces a public global parameter GP as output.

e Authority Setup (GP) — (PK, SK): In this step, the algorithm takes the public global
parameter GP as input and generates a public key PK and a secret key SK as output.
It is crucial to keep the secret key SK confidential, while the public key PK is intended
for publication.

e Encryption (M, (4,p), GP,{PK}) — (CT): The algorithm accepts several inputs,
including a message M, an n x { access matrix A with p mapping its rows to attributes,
the global parameter GP, and the public keys of the relevant authorities PK. It then
produces a ciphertext CT as output.

e KeyGen (ID, i, SK, GP) — (K; p): The algorithm generates a key K; ;p for attribute i
associated with an authority using the inputs: a global identifier ID, the attribute i,
the secret key SK, and the public global parameter GP.

e Decryption (CT, {K;p}, GP) — (M): The algorithm decrypts the ciphertext CT using
the input parameters: the key K;p for ID and attribute i, as well as the global
parameter GP. The result of the decryption process is the message M.

3.2. Newton’s Interpolation Formula-Based Secret Sharing

In this paper, Newton’s interpolation formula is primarily used for key recovery.
Also, due to the introduction of polynomial-oriented secret sharing, PFRB achieves higher
efficiency than traditional linear secret sharing matrix-based works. The transaction issuer
hides the key within the zeroth term of a polynomial, ensuring that only users who meet
the policy requirements can reconstruct the polynomial and access the hidden key.

e Secret Generation: Assume that there are (1 + 1) points represented as (xo, o),
(x1,11), -+, (xn,yn). Here, x; is called the interpolation point, and y; is called the
interpolation value. Given an interpolation polynomial f(x), for eachi =0,1,2,...,n,
y; is represented as y; = f(x;). The Newton’s basis 1;(x) is defined as follows:

1, ifi =0,
ni(x) = { i

H};})(x —xj), otherwise.

Based on #;(x), the Newton’s interpolation polynomial Q,(x) can be defined as follows:

n—1 n
Qu(x) =Ko+ Ki(x—x0)+---+Ky H(x —x;) = ZKl-n,-(x).
i=0 i=0
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Specifically, based on xy, Q,(x) can be estimated as follows:
n
Qu(x0) = ) Kini(x) = Ko = f(x0) = flxo].
i=0

where f[x] represents the zeroth order divided difference. Similarly, based on xq,
the Newton's interpolation polynomial Qy(x) is estimated as follows:

Qu(x1) = Ky (x — x0) + Ko = Ky (x — x0) + f[xo] = flx1]-
Thus, K; can be estimated as follows:

where f[xg, x1] represents the first order divided difference. Without loss of generality,
K; can be defined as follows:
f[xlr X2, eney xi] - f[x()/xl/ cee ,X,',]]

K; = .
Xi — X0

where f[x1, %2, ..., x;] denotes the i-th order divided difference, respectively. For more
details, the reader can refer to previous literature.
e Secret Construction: We can reconstruct the secret with Newton’s parameters as follows:

1=

s = Qu(0) = Y Kimi(0).

i=0

3.3. Chameleon Hash

A chameleon hash CH typically encompasses the following five algorithms:

e Setup(1") — pp: The probabilistic setup algorithm takes a security parameter A as
input and generates a public parameter pp as output. The public parameter pp is used
in subsequent algorithms and protocols to ensure the security and functionality of
the system.

e KeyGen(pp) — (pk,sk): The probabilistic key generation algorithm takes the pub-
lic parameter pp as input and generates a public-secret key pair (pk, sk) as output.
The public key pk is used for encryption or other public operations, while the secret
key sk is kept confidential and used for decryption or other sensitive operations.

e Hash(pk,m) — (h,r): The probabilistic hash algorithm takes the public key pk and a
message m € M as input. It then produces an output of 1 if the tuple (h, ) is consid-
ered valid according to the algorithm’s criteria. If the tuple is not valid, the output
will be 0.

e Verify(pk,m,h,r) — {0,1}: The deterministic verification algorithm takes the public
key pk, message m, hash value /1, and randomness value r as input. It then determines
whether the tuple (h, r) is valid according to the defined criteria. If the tuple is valid,
the algorithm outputs 1. Otherwise, if the tuple is not valid, the output will be 0.

e Adapt(sk,m,m’, h,r) — r": The deterministic adaptation algorithm takes the secret
key sk, message m € M, hash value /i, and randomness value r as input. It then
generates an adapted randomness value 1’ as output.

4. System Overview

In this section, we present the system model, brief definition, and security model
of PFRB.
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4.1. System Model

As shown in Figure 1, the PFRB (Privacy-Preserving Redactable Blockchain) system

involves four types of entities:

Authorities: The authorities are all trusted. One of them initializes the system, and they
can all generate attribute-value pairs.

Transaction Owner: The transaction owner is also trusted and wants to place a deal or
some data on the blockchain. They hash the data and attempt to add the transaction
to the blockchain.

Transaction Modifier: The transaction modifier is a user who wants to modify a
transaction in the blockchain. They retrieve the attribute-value pairs and try to match
the transaction to modify it.

Blockchain Participants: The blockchain participants are users of the redactable
blockchain. They verify each transaction published by the transaction owners or
the transaction modifiers.

Blockchain
Block B;,_4 Block B, Block By
. Policy
Appending matching &
Rewriting

. ﬁ ﬁ
attribute-
“ B ﬁ ﬁ
o o
Transaction Transaction

owner modifier Authorities

Figure 1. PFRB system model.
4.2. Definition of PFRB

We next provide a brief definition of PFRB and summarize the notations in Table 2.

Setup (1M)—(pps, pks, sks): Given a security parameter, the Setup algorithm outputs a
public parameter pps, public key pks, and secret key sk;. Then, the authority publishes
pps and pk; to all users.

RKGen (msk, p)—(dkp, {A;, R; }): The RKGen algorithm takes msk and p as input, where
p is the attribute set of the modifier. The algorithm outputs the decryption key dk,
and the Lagrange coefficients of p, {A; g, }-

ModSetup (sks, id)—(skig, 7i4): The ModSetup algorithm takes the secret key sks and
the global identifier id as input. It outputs the modifier’s secret key sk;; and the
modifier’s signature ;.

AuthSetup (8)—(pkg, skg): The AuthSetup algorithm takes the authority 6 as input
and outputs the authority’s public key pky and secret key sky.

ModKeyGen (pks, id, 0ig, skg, A)—skig o/ L: The ModKeyGen algorithm takes the
public key pks, the modifier’s global identifier id, the modifier’s signature o4, the au-
thority’s secret key skg, and an attribute A as input. It generates the secret key skjy 4
for the modifier’s attribute A if the request is legal; otherwise, it outputs nothing.
Hash (pks, { pke}, m, R)—(pk®'?, h, 7, ¢): The Hash algorithm is designed to take the fol-
lowing inputs: the public key pks, a group of authorities” public keys pkg, the message
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m to be encrypted, and the policy R of the target receiver. It generates four outputs:
a public key pk®? (a public component of the ephemeral trapdoor), a hash value 4,
a randomness value r, and a ciphertext c. The ciphertext ¢ plays the crucial role of
securely sealing the secret component sk?, guaranteeing its confidentiality.

Verify (pks, pk"td ,m, h,r)—{0,1}: The Verify algorithm can be executed by any entity
within the system. It accepts the following inputs: the public key pks, the public
component pk®? of the ephemeral trapdoor, the message m € M, the hash value h,
and the randomness value r. The algorithm then determines whether the tuple (h,r)
is valid according to its defined criteria. If the tuple is deemed valid, the algorithm
outputs 1. However, if the tuple is found to be invalid, the output will be 0.

Adapt (skig, {skig o}, c,m,m’', h,r)—r’: The Adapt algorithm is executed by the trans-
action modifier. It takes inputs such as the secret component sk®, a set of secret keys
skig 4, the ciphertext ¢, messages m and m’, the hash value /1, and the randomness
value r. The output of the algorithm is a new randomness value .

Table 2. Notations used in PFRB.

Notations Descriptions Notations Descriptions

(p,G,Go,e,g) description of bilinear group A security parameter

(n,p,q,ed) description of RSA parameter Hip,G, Hu,c, Ho, HI;,Z,, description of hash function

e(g,8) description of the bilinear function Pps public parameter

pks public key sks secret key

msk master secret key 0 an attribute set of modifier

dp, the decryption key A R; Lagrange coefficient of p

id global identifier skig modifier’s secret key

o modifier’s signature 0 an authority

(pkg, skq) authority’s own public key the secret key A an attribute

skig A the secret key of the modifier’s attribute A sketd the secret component of the ephemeral trapdoor
R the target receiver of the transaction pketd public component of an ephemeral trapdoor

4.3. Security Model

In our scheme, we assume that all authorities and the data owner are trusted entities,

and communications between them are secure. The transaction owner generates mutable
transactions honestly, and the authorities preserve the secret key honestly. However, other
entities, such as chain participants, can act as adversaries and collaborate to launch the
chosen-plaintext attack. The security of PFRB is defined as the indistinguishability and the
collision resistance under the chosen-plaintext attack in the random oracle model as follows.

Setup: The challenger runs the Setup algorithm and shares the public parameters PK
with the adversary.

Phase 1: The challenger allows the adversary to request private keys from the encryp-
tion oracle O by their attributes Sy, ..., Sq1.

Challenge: The adversary selects and uploads two messages, My and M, of equal
length. The adversary also presents a challenge access structure, denoted as A, which
none of the previously generated attribute sets can satisfy. The challenger randomly
chooses a coin flip outcome, encrypts either My or M; under the challenge access
structure A, and provides the resulting ciphertext CT* to the adversary.

Phase 2: Phase 1 is repeated, but with the additional constraint that none of the sets
of attributes Sg141, Sq1+2, - - -, Sq satisfy the access structure associated with the given
challenge. This restriction ensures that the adversary cannot find any new sets of
attributes that fulfill the challenge access structure.

Guess: Based on the above experiment, the adversary outputs a guess, by, of b.
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We say that the adversary A wins the above game if the guess v equals b. Specifically,
PFRB is secure against the chosen-plaintext attack (CPA) if any probabilistic polynomial-
time adversary A only has a negligible advantage to win the game as follows.

AdVGPA(A) = |Pr[b’ = b A% (M, My, CT*)]].

5. Proposed Scheme
In this section, we present detailed construction of PFRB. The workflow of PFRB is

shown in

Figure 2. There are eight algorithms: Setup, RkGen, ModSetup, AuthSetup,

ModKeyGen, Hash, Verify and Adapt.

o
000
: &
single authority authority group read-only user transaction modifier  transaction owner
. pk.pp |
Setup(1%) t
= (pp.phosk) AuthSetup(6) pke
I - (pke, skq)
RKGen(msk, p) pke,m, R Hash(pk, pke,m, R)
- (dkp, Ai,R[) pketd, hos - (pketd' h,1,C)
Verify(pk, pk®,m, h,) Verify(pk, pk¢t¢, m, h, 1)
- {0,1} - {0,1}
gid, skgiq, 0gia
ModSetup(sk, gid) !
= (Skgm- Ugid)
request an attribute
ModKeyGen(pk, gid, 0 44, kg, A) Skgia.a/L T
- skgiga/L 1
! m,h,r
Adapt(skgia, Sk gia,a ¢, m, ™', h, 7)
-7
Verify(pk, pk®*®,m, h,r)
- {0,1}

Figure 2. Detailed workflow in PFRB.

e Setup (1/\)%(;7;75, pks, sks, mpk, msk):

Given a security parameter A, generate the bilinear group description (p, G, Gy, e, g).
Running RSAKeyGen(1"), and then get the first set of RSA parameter (11, po, qo,

eo, do)
Choose three random exponents a € Zy, 8,7 € G, a mapping function, and four
hash functions as follows.

Hyz, {01} = Z,,
Hipg:{0,1} x ID = G,
Hy:{0,1}* — Z7,
Hyc:U— G,

Fy U — Uj.

Set Yy = e(g,9)", Y, =e(g,8)7. Choose n,d and 2n + 2 random values ty, .. ., £,11,
di,...,dyi1 € Zpand set T; = g%, D; = g% for each i from 1 to n + 1.

Choose a symmetric encoding method F,;, : {0,1}* — Gp, and the corresponding
decoding method F,,,' : Go — {0,1}*.
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—  Calculate the system public parameter pps, master secret key msk, master public
key mpk, system public key pks, and system secret key sk; as:

pps = (1',p,G,Go,e,8, Hy,z,, Hip,c, Ho, Hu,G, Fn, Fen, Fon),
mpk = (Yg, Yy, {Ti}, {Di}), msk = (B, 7),
pks = (Ho, 1o, e0,8"),sks = (do, ).

The function Hjp ¢ receives a bit b € {0,1} and an input id € ID, producing
a hash value in G. In our system, the attributes are named using the format
“[attribute-id]@[authority-id]”. To extract only the authority ID from the attribute
name, we use a mapping function called F,,. This function helps us retrieve the
authority ID while ignoring the attribute ID.

RKGen (msk, p) = (dkp, {Air;}): p is an attribute set of modifier.

- Randomly generate a d-1 degree polynomial g, with g2(0) = vy
12(i)

- Calculate the values of dk; = ¢ “ for each i in p, and store them as dk, = {dk;}.

- Compute a set of Lagrange coefficients A; g, where each Lagrange coefficient
might satisfies the policy, and R; belongs to p.

ModSetup (sks, id) — (skig, i)

- The authorities compute their secret key sk;; = dp and their signature
Tig = HID,G(L ld)a Return sk;z and 0.

AuthSetup (0) — (pkg, skg):

- The authority Chooses two random values ag, bg € Z;,. Calculate the secret key
skg as (ag, bg) and public key pkg as (e(g, £)%, g). Return pkg and sky.

ModKeyGen (pks, id, 04, skg, A) — skiga/ L

- Ife(g,0) #e(g" Hipg(1,id)), return L.

- Generate a random value t € Z,. Compute skiz 40 = §"Hjp (0, id)be Hyg(A)
and skjg a1 = g

—  Output the corresponding secret key of the attribute A as follows.

skig o = (id, A, skig 40,5Kiq A1)

Hash(pks, {pke}, m,R) — (pk®,h,7,c): Ris a policy of target receiver.

- Run the RSA key generator RSAKeyGen(l/\) and generate another set of RSA
parameter(ny, p1,41,€1,d1) -

- Choose H; : {0,1}* — Z; ,r0 € Z; and r; € Z;; . Then compute two hash
values hig = Ho(m)ry and hy = Hy (m)r}!

- Choose a random sequence r; € {0,1}*. Then, run SE.KeyGen(1*) to generate a
key k. Subsequently, utilize k to generate a ciphertext c; < SE.Enc(k,dq).

- Run the symmetric encryption algorithm and compute k. < F,(k,7;) and
z ¢ Hy,z,(rt, Gu(x)). Calculate cg = kee(g, g)*. Choose a set of random numbers
Ur, tr, 11,72, € Zp. Compute

T, = gt’, u, = g“’, Rl,r = gr“, RZ,r = grz"-

Compute P;, = D:lr", E, = T;i" where i € R.
- Compute
Tr
K1, = e(Ry, Tr)Y'yl' ,

K2,r = e(RZ,r/ ur)Ylgzyr/

Vr =z H(C(R]ly, Tr)) &) H(e(RZ,r/ U,))
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- Return the public key pk®?, random value r, hash value %, and ciphertext ¢
as follows.
pkett = (Hy,my,en),h = (ho,hu),r = (ro,71),
c= (CO/ Tr/ urr {Pi,r}/ {Ei,r}/ Wr/ {Kl,r}/ {KZ,V}/ Vr)

o Verify (pks, pk®?,m,h,r) — {0,1}:Parse h = (o, h1) and r = (rg,77)

- Return1if hg = Ho(m)r® mod ng and hy = Hy (m)r{! mod ny; otherwise, return 0;
e Adapt(skig, {skiga},c,m,m', h,r) — 1":

- If mequals m’, then outputr’ = r.

- Enumerate all sets of combinations of attributes and compute

gr1 = K/ e, dky) " with R; < R,|R}| > 4,
i,R]
gro =Ko/e([ [ Eir. Wi,
i,S

z=V®HQgr1)®H(gr2)
ke =co/e(g, g)7, (k1) < F;l(kc).

- Rund; < SE.Dec(ct, k). Compute

= (ho(Ho(m") 1)) mod ny,
= (hy(Hy(m")™1))"mod .

7

_~ o~

,
- Return the randomness ' = (r{, 7).

6. Theoretical Analysis

In this section, we theoretically analyze the correctness and security of PFRB. Then,
we discuss some promising applications of PFRB.

6.1. Correctness Analysis

In this section, we will provide detailed proof of the correctness of the proposed
scheme in this paper. The scheme presented in this paper builds upon Ma et al’s scheme
(i.e., RBDS22) [18] while incorporating additional improvements. It is worth noting that if
RBDS22 is correct and the calculations of Kj , and K;, in this scheme are correct, then the
proposed scheme in this paper is also correct. We will now present the specific proof of the
correctness of K; , and Kj , as follows:

In the Hash part, we have K1, = e(Ry,, TV)Y;”,Kz, = ¢(Ry,, Llr)Ylgz". K1, can be
transformed as follows:

Ky, = e(Riy, T;)Yy"" = e(Ry,;, Tr)e(g, ).
Similarly, K5, can be transformed as follows:

Koy = e(Rop, Ur) Yy = e(Ra,r, Ur)e(g, §)P"r.

In the Adapt part, we have: gr; = Kllr/n,»lRie(Pi,,,dki)Ai’Rf((]), gre = Ky,/
C(Hi,s Eir Wr) .

195



Sensors 2023, 23, 7105

Transform these two parts as follows:

Ky = g1 [ (P, ki) = gr1 - TTe(P,, dki*Ri )
iR i,R;

=gr1 He(Dzlr,r,dkiAi,Rf(O)) =971 He(gdi"/ dkiAi,Rj(O))
i,R; i,R;

(i)
i

=gr1-[elg%, g "
iR;

Aig. (0
0y gra-e(g,8)1".

Similarly, we have Ky, = g7, - e(g,g)P">r.

When assuming that the two instances of K; , and K3, are equal, we can deduce that
e(Ry,, Tr) = gr1 and e(Ra, Uy) = grp. In this case, the modifier can obtain the desired
decryption key z from V as follows: z = V & H(g7.1) ® H(gr2)-

From the above, it is evident that when the calculations of K; , and Kj, are correct,
the modifier can successfully recover the key z, thereby reducing the correctness of this
paper’s scheme to the correctness of RBDS22. As RBDS22 is known to be correct, it follows
that this paper’s scheme is also correct.

6.2. Security Analysis

Theorem 1. PFRB is secure against the chosen-plaintext attack.

Proof. To prove the security of the encryption method against the chosen-plaintext attack,
we need to demonstrate that the adversary cannot distinguish the generated ciphertext,
even if it can choose a set of plaintexts and observe their encryption forms.

Considering the message need to be encrypted m, the challenger first generates a
randomness r¢. Calculates the K. by running F,,, (m, ;). then letz = Hyz, (rt, Gn(x)), where
G (x) is an invariant polynomial which A cannot get. Computing co = kce(g, g)*. Return
co to the adversary A.

Recall the above encryption process, we know that e(), g, Fen, Hyz, (), A are fixed.
message m are values chosen by A, and r; are one-time random value chosen by C. It is
obvious that Cp is a random value associated with r;, which means although the adversary
A can continuously submit requests to C and receive their corresponding ciphertexts,
the ciphertexts appear random to A. Therefore, A is incapable of distinguishing plaintexts
from ciphertexts and it can only randomly guess b’ from 0,1. Hence, we can know that

|AdvA[b’=b]f%| <e

where € is negligible. Thus, PFRB is of CPA security, and Theorem 1 is proven. [

Also, PFRB can resist user collusion attacks if the soundness of Newton's interpolation
formula-based secret sharing is hard. As shown in the detailed construction, PFRB relies
on Newton’s interpolation formula-based secret sharing to achieve controllable redaction.
Specifically, Newton'’s interpolation formula-based secret sharing is used to specify policies
and generate secret keys. namely, the user collusion resistance of PFRB can be reduced to
the soundness of Newton’s interpolation formula-based secret sharing. As proven in prior
works, Newton's interpolation formula-based secret sharing holds soundness. Thus, PFRB
is secure against the user collusion attack.

6.3. Application Discussion

The emergence of decentralized policy-hidden fine-grained redactable blockchain
(PFRB) technology has opened new avenues for secure data management and privacy
preservation. In this section, we explore the potential benefits of integrating PFRB with
smart healthcare, smart industry, and artificial intelligence (AI) systems.
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6.3.1. Application of PFRB in Smart Healthcare

Currently, with policy privacy, PFRB can be widely applied in smart healthcare ap-
plications to collect and manage medical data. For instance, PFRB ensures that nobody
can infer users’ private information from users’ redaction policies. This benefit can impel
users’ enthusiasm for using portable devices (e.g., mobile phones and smart swatches) to
collect data associated with their health condition, such as heart rate and temperature [29].
Clearly, these data hold high value for medical data analytic applications.

6.3.2. Application of PFRB in Smart Industry

In the industry environment, due to the harsh environment and heavy data collection
tasks, IoT devices have been deployed to replace humans” work and securely transmit
their data through blockchains [30]. In this case, policies from IoT devices usually contain
large amounts of commercially sensitive data, such as data types and factory addresses [31].
Protecting this information is crucial to increase the wide implementation of blockchain-
based IoT systems in the smart industry. Matching these practical requirements, PFRB is a
promising solution to blockchain-based IoT systems in the smart industry.

6.3.3. Application of PFRB in Al

Recently, some cases have been proposed to prove the practical feasibility of com-
bining the advantages of blockchains, Al, and IoT systems, such as swarm learning and
machine/deep-learning-based IoT systems [32]. Specifically, [oT systems are responsible
for collecting data for AI models, and blockchains are responsible for managing data and
training Al models. The trained models can then provide rich services for IoT devices, such
as fault detection and inference [33]. Similarly, in these promising applications, redaction
policies from IoT devices contain much private information of IoT owners, such as policies
for personal temperatures in medical analytics containing users” health conditions. PRFB
addresses the policy leakage problem and can further impel the development of combining
blockchains, IoT systems, and Al in real-world applications.

7. Performance Evaluation

In this section, we conduct experiments on the FISCO blockchain platform to evaluate
the practical efficiency of PFRB.

7.1. Experimental Settings

Configuration: The experiment was conducted on a personal computer running
Windows 10 (x64) with an Intel i7 8550U processor clocked at 1.80GHz and 8GB of memory.
The implementation was done using the JPBC library in Java 8, and the MNT224 curve,
known for its type-IIl properties and offering a 96-bit security level, was selected for
pairing operations. Additionally, a 2048-bit RSA group was used for the Chameleon
hash, providing a security level of 112 bits. Our scheme was deployed on the FISCO
BCOS platform, which is an open-source platform customized for the financial industry.
It is built upon the BCOS platform and incorporates module upgrades and functionality
customization. The “Arbitration Chain” in FISCO leverages blockchain decentralization,
tamper resistance, and trustworthiness. Real-time preserved data are securely stored on
the blockchain using distributed data storage and encryption algorithms, ensuring the
authenticity, legality, and relevance of the evidence.

Parameter design: The data owner randomly selects a news headline and uploads
it to the service node as a transaction. In our experiment, we assume that each user can
choose up to 100 attributes, such as gender, age, region, education level, occupation, etc.,
for access permissions. The access control policies for transactions are determined based
on information such as the time and location of the news, and up to 100 policies can be set.
It is important to note that the traditional scheme lacks policy protection and is vulnerable
to security issues such as privacy leaks. This paper presents the experimental perfor-
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mance of key generation, hashing, and adaptation and chooses recent related works [16,18]
as comparisons.

Dataset: The implementation of our proposed solution utilizes the MNH9 dataset,
which is derived from a real-world open dataset provided by the Australian Broadcasting
Corporation. The MNH9 dataset consists of millions of news headlines.

7.2. Experimental Results

In this paper, we present a superior solution that excels in key generation, hashing,
verification, and adaptation compared to traditional methods.

Figure 3 illustrates a significant improvement in the key generation aspect. For all three
approaches, the required time increases linearly with the number of attributes, and both
our proposed scheme and RBDS22 outperform the traditional approach by requiring
considerably less time. This noteworthy enhancement is primarily attributed to the higher
efficiency of our scheme, which leverages traditional linear secret sharing matrices at the
underlying level, resulting in a more stable and efficient process.

5000 1 —&— DSSSI19
—- RBDS22
+ Ours
4000 1
g
L)
8 3000 1
e
:
& 2000
1000 +

0 20 30 40 50 60 70 8 9 100
Number of Attributes

Figure 3. Key generation performance.

Moving on to Figure 4, the most noticeable efficiency improvement of the proposed
solution is in the hashing part when compared to the traditional scheme. The traditional
approach’s required time increases exponentially with the number of policies, while the pro-
posed solution and RBDS22 demonstrate linear growth. This advantage can be attributed
to the use of polynomial functions generated from point values, which have proven to be
significantly more efficient than using traditional linear secret sharing matrices schemes.

Figure 5 reveals that the adaptation algorithm part, which employs Newton’s in-
terpolation to reconstruct polynomials, presents challenges due to the enumeration of
attribute-value pairs owned by the user. While the required time for both the traditional
scheme and the proposed solution increases exponentially with the number of policies,
the proposed scheme still outperforms the traditional approach significantly. Moreover,
RBDS22 shows linear growth in the required time, and the proposed solution performs
better than RBDS22, especially when the number of policies is low.
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Figure 4. Hash performance with different policy sizes.
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Figure 5. Adaption performance with different policy sizes.

Figure 6 demonstrates that in the Verify algorithm part, the response time of all three
schemes increases linearly with the number of requests, with no significant difference in
the time used. This similarity is mainly due to the similarity in the calculation operations
performed in the Verify algorithm part of all three schemes. Therefore, the time used by all
three schemes is similar in this regard.
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Figure 6. Verify performance with different request numbers.

Figures 7 and 8 display that when the number of policies is fixed, the response time of
all three schemes in the hashing and adaptation algorithm parts increases linearly with the
number of requests. However, the proposed scheme requires significantly less time than
the traditional scheme and slightly less time than RBDS22 when the number of policies
is relatively small. This advantage can be attributed to the proposed scheme’s utilization
of MA-ABE and Newton’s interpolation, which enables it to achieve higher efficiency
compared to traditional ABE and linear secret sharing matrices.
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Figure 7. Hash performance with different user numbers.
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Figure 8. Adaption performance with different user numbers.

8. Conclusions

In this paper, we propose a policy-hidden fine-grained redactable blockchain (named
PFRB) in decentralized blockchain-based IoT systems. Considering existing redactable
blockchains, PFRB supports decentralized settings and fine-grained chameleon hash-based
redaction. In addition, PFRB ensures that apart from successful policy matching, anyone
cannot infer users’ policy contents and execute any valid redaction. PFRB draws inspiration
from Newton’s interpolation formula-based secret sharing to convert policy contents into
polynomial parameters. PEFRB then utilizes multi-authority attribute-based encryption to
hide these parameters further. Theoretical analysis proves that PRFB is secure against the
chosen-plaintext attack. Extensive experiments on the FISCO blockchain platform and IoT
devices show that PFRB achieves competitive efficiency over current redactable blockchains.
For future work, we will focus on providing more comprehensive privacy protection
(e.g., data privacy) and richer functionalities (such as accountability and revocation) in
decentralized IoT systems. In addition, we will also focus on achieving richer data analytic
mechanisms by combining various machine learning schemes.
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Abstract: The advancements and reliance on digital data necessitates dependence on information
technology. The growing amount of digital data and their availability over the Internet have given rise
to the problem of information security. With the increase in connectivity among devices and networks,
maintaining the information security of an asset has now become essential for an organization.
Intrusion detection systems (IDS) are widely used in networks for protection against different
network attacks. Several machine-learning-based techniques have been used among researchers for
the implementation of anomaly-based IDS (AIDS). In the past, the focus primarily remained on the
improvement of the accuracy of the system. Efficiency with respect to time is an important aspect of
an IDS, which most of the research has thus far somewhat overlooked. For this purpose, we propose
a multi-layered filtration framework (MLFF) for feature reduction using a statistical approach. The
proposed framework helps reduce the detection time without affecting the accuracy. We use the
CIC-IDS2017 dataset for experiments. The proposed framework contains three filters and is connected
in sequential order. The accuracy, precision, recall and F1 score are calculated against the selected
machine learning models. In addition, the training time and the detection time are also calculated
because these parameters are considered important in measuring the performance of a detection
system. Generally, decision tree models, random forest methods, and artificial neural networks show
better results in the detection of network attacks with minimum detection time.

Keywords: intrusion detection system; network attacks; machine learning; network security; security
information and event management; CIC-IDS2017; anomaly detection

1. Introduction

In today’s digital world, cybersecurity is becoming an essential need for military and
government organizations, as well as for small enterprises and even individuals. Threat
prevention is the epitome of digital security, which requires threat detection and threat
management capabilities [1]. Security information and event management (SIEM) is being
implemented by a large number of organizations and becoming a standardized approach
to handle information security issues [2]. Due to the recent rise in cyberattacks and the
strict security regulations required by governments, organizations have been investing in
the security domain [3]. The core of any SIEM solution is the detection capability of the
system. Information security experts have developed multiple network intrusion detection
tools and techniques for the detection and prevention of evolving network attacks [4].

A computer network is a set of computers connected with each other for resource
sharing. Any unauthorized action on the hardware or software of the systems connected
with the network is called a network attack. In other words, a network attack is any action
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that compromises the confidentiality, integrity, or availability of a system. An attack can be
classified into one of two types [3]: active attacks and passive attacks. In active attacks, the
attacker attempts to alter system resources or affect normal operations. Such attacks can
lead to data modification, data loss, data theft, and denial of service. In passive attacks, the
attacker attempts to learn important information without affecting the system resources
and normal operations. Such attacks can lead to sensitive information being revealed [5].

Denial-of-service (DoS) attacks are the most common type of network attack. In this
attack, the attacker tries to engage the system’s resources to deny the service to legitimate
users. It is an automated and continuous process that aimst o compromise a system
by sending a large number of bogus requests. When these requests are generated from
multiple systems, such attacks are known as distributed denial-of-service (DDoS) attacks.
In brute-force attacks, the attacker tries multiple combinations to guess the credentials.
These attacks are computationally extensive and require huge resources.

Attacks can also be categorized with respect to the origin of the attack, which can be
inside attacks or outside attacks [6]. Inside attacks are attacks initiated by an entity within
the network or organization and are commonly known as insider attacks. The insider
is an authorized user or entity that has access to system resources but uses them in an
incorrect way. Outside attacks are attacks initiated by an entity from outside the network or
organization and are commonly known as outsider attacks. An outsider is an unauthorized
user or entity that performs illegitimate actions.

Broadly, network intrusion detection is categorized into two main types: signature-
based detection and anomaly-based detection [7,8]. Static methodology is used in signature-
based detection, wherein network traffic is compared with predefined rules, whereas
anomaly-based detection is a dynamic method that consists of machine-learning-based
models to detect unwanted or malicious behavior over the network [9]. Signature-based
approaches directly define the abnormal or malicious behavior in the form of rules. In this
case, known threats can be identified very quickly and efficiently. On the other hand,
the main objective of anomaly-based approaches is to define the normal or expected behav-
ior so that any variation from normal, or unexpected behavior, can be identified. Therefore,
anomaly-based detection techniques can also detect unknown or zero-day attacks [10].
With this clear advantage, anomaly detection would be the preferred methodology among
the information security researchers [6,11].

Intrusion detection systems (IDS) serve as essential components in network defense,
providing protection against a variety of network attacks. However, the focus of previous
research has primarily been on improving the accuracy of IDS while relatively overlooking
the crucial aspect of efficiency with respect to time. This oversight limits the effectiveness
of IDS in rapidly detecting and responding to network threats.

To address this gap, we propose a multi-layered filtration framework (MLFF) for
the efficient detection of network attacks. The primary objective of our research is to
minimize detection time without compromising the accuracy of the system. By employing
statistical methods for feature reduction, the MLFF systematically reduces the number
of features needed, optimizing the efficiency of the intrusion detection process. Through
experimentation on the CIC-IDS2017 dataset, we assess the effectiveness of the proposed
framework by evaluating its accuracy, precision, recall, and F1 score, in addition to its
training time and detection time.

This paper presents an approach to systematically reduce the number of features
using statistical methods and proposes a multi-layered framework for feature reduction.
The major contributions of this paper are summarized below:

e It provides a multi-layered filtration framework for feature reduction to systematically
reduce the number of features using statistical methods.

e It provides a mechanism to effectively reduce the detection time without compromis-
ing the accuracy of the detection system.

e It shows the accuracy, precision, recall, F1 score and detection time against selected
machine learning models for CIC-IDS2017.

205



Sensors 2023, 23, 5829

The rest of the paper is organized as follows. Section 2 covers the related work and
provides information about available datasets and the evaluation metrics for the detection
system. Section 3 provides the methodology and the proposed framework. Section 4
deals with the results and provides a discussion; these aspects are performed through
experiments and comparative analysis. Finally, Section 5 covers the conclusions and
recommendations for future work.

2. Related Work

Research on the detection of network attacks has been conducted using different
publicly available datasets. These datasets play a vital role in the validation of the detection
approach and are used as benchmarks [7]. The initial work of creating a dataset for
an IDS was carried out by DARPA (Defence Advanced Research Project Agency); they
generated the KDD98 (Knowledge Discovery and Data Mining) dataset in 1998. This was
created by modeling a small US Air Force base network connected to the Internet. It had
41 features that were categorized as normal or abnormal [8]. This dataset plays an important
contribution in the research of IDS. However, in [12], the author criticized the accuracy and
capability of KDD98 to contemplate realistic environments. Although KDD98 had multiple
reported problems, even then, it was being used by the research community [13,14].

Ref. [15] identified numerous issues in the KDD98 dataset, due to which a new dataset
NSL-KDD was published in 2009 [16]. The dataset was created by eliminating duplicate
records to overcome issues of bias in machine learning models.

Several other IDS datasets have been created. In 2007, a dataset named CAIDA was
proposed [17]. This dataset contains network traffic of distributed denial-of-service (DDoS)
attacks. This dataset lacks attack diversity. A labeled dataset for flow-based intrusion
detection was also proposed in 2009 [18]. The dataset was based on a honeypot deployed
over the Internet to maximize exposure to attacks. In 2015, Moustafa and Slay proposed a
dataset called UNSW-NB15, which addresses the issue of the unavailability of a network
benchmark dataset [19]. The dataset was generated by simulating network attacks and
suggesting nine different attack families.

Multiple datasets were reviewed, and in [20], the author proposed 11 characteristics
to evaluate a dataset. On the basis of these 11 characteristics, the Canadian Institute for
Cybersecurity (CIC) released a dataset called CIC-IDS2017 [21]. The CIC-IDS2017 dataset
is now widely being used among security researchers[22-27].

Multiple techniques were combined by Yulianto et al. [28] to improve the performance
of IDS using the CICIDS-2017 dataset. The hybrid feature selection method was used by
Tama et al. [29] and reduced the number of features to 37 with an accuracy of 96.46%.

Gupta et al. [30] suggested that the class imbalance problem can be tackled with
the help of ensemble algorithms. Deep neural network, eXtreme gradient boosting, and
random forest algorithms were used in three different stages and achieved an accuracy of
92% for the CICIDS-2017 dataset. Doaa et al. [31] also worked on feature reduction along
with ensemble learning techniques. The results show 99% accuracy with 30 features from
the CICIDS-2017 dataset.

A context-aware feature extraction method was proposed by Shams et al. [32] for
convolutional neural networks (CNN); these authors concluded that CNNs showed better
results as compared to an ordinary neural network. Birnur et al. [33] proposed an approach
using optimal feature selection and finding multivariate outliers for the improvement of
the performance of an IDS. The NSL-KDD dataset was used for experiments.

In [34], the author proposed a hybrid optimization scheme to improve the rate of
precision in the detection of an intrusion. Qureshi et al. [35] proposed a transfer learning
technique to train deep neural networks. The original and extracted features were combined
to improve the performance of an intrusion detection system.

Venkatesan et al. [36] suggested a model for intrusion detection and worked on feature
selection using a modeling approach. Similarly, in [37,38], the authors worked on reducing
the number of network parameters, resulting in decreased time and cost
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In [39], dimensionality reduction was carried out using PCA, and subsequently, SVM
was employed for the detection of DDoS attacks in SDN. Ref. [40] also worked on SDN and
proposed an allocation-based approach using a multi-criteria decision-making (MCDM)
strategy for a multi-domain SDN-enabled IoT network.

In [41], the authors proposed a detection framework based on 16 features for DDoS
attack detections. However, this method was not designed to cater to imbalanced data.
Yi et al. [42] proposed a multi-objective evolutionary convolutional neural network for an
IDS. However, these authors’ results show that the detection performance was affected by
the use of very few neurons and layers.

Although much work has been conducted using the available datasets for intrusion
detection systems, the major focus remains on the improvement of the accuracy of the
detection. In addition to the accuracy, the detection time is also an important factor,
especially in the case of AIDS deployed in an inline mode. Our main focus is to propose a
framework for feature reduction to effectively reduce the detection time without affecting
the accuracy of the system.

Evaluation Metrics

A confusion matrix is used to evaluate the performance of an intrusion detection
system. Table 1 shows a confusion matrix for a binary class classifier.

Table 1. Confusion Matrix.

Predicted Class
Attack Normal
Actual Class  Attack TP FN
Normal FP TN

True positives (TP) represent the number of attacks that are correctly predicted as
attacks, and true negatives (TN) represent the number of normal events or instances that are
correctly predicted as normal behavior. False positives (FP) represent the number of normal
instances that are incorrectly predicted as attacks, and false negatives (FN) represent the
number of attacks that are incorrectly classified as a normal instance. In a good detection
system, TP and TN should remain high, and FP and FN should remain low [43].

The accuracy, precision, recall, and Fl-score are the performance metrics used to
evaluate intrusion detection systems. They are derived from the information given in the
confusion matrix and calculated as per the following formulas [7]:

TP+TN
Accuracy = TP+ TN + FP + EN % 100 1)
.. TP
Precision = TP+ EP x 100 )
TP
Recall = TPLEN % 100 ®3)

Precision * Recall
F1S = X2 4
core Precision + Recall x @

Accuracy measure how accurate the detection system is at detecting normal and attack
traffic. It is the percentage of all correctly predicted instances against all instances. Precision
is the accuracy of positive predictions. Recall is the measure of the true-positive rate and
is also called the detection rate or sensitivity. F1 score is the harmonic mean of precision
and recall. In addition to these performance metrics, we also calculated the training time
and the detection time and compared these values against different ML and DL models.
In the case of an intrusion detection system, the training time is not considered a very
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important factor as the model is trained only once. However, the detection time is of prime
importance with respect to an intrusion detection system. Both the training time and the
detection time are calculated using the formulas below. Table 2 shows a list of notations
and their explanations.

TrainingTime = TrEndTime — TrStartTime (5)

DetectionTime = PrEndTime — PrStartTime (6)

Table 2. List of notations and their explanations.

Notations Explanaiton
TP True positive
TN True negative
FP False positive
FN False negative
Ho Null hypothesis
Ha Alternate hypothesis

t Calculated value of test statistic

r Correlation coefficient

n Sample size

d Difference between the two ranks of
each observation

R Coefficient of determination
TrstartTime Time when training starts
TrEndTime Time when training ends
PrstartTime Time when testing /prediction starts
PrEndTime Time when testing/prediction ends

3. Methodology

The dataset CICIDS2017 was selected as it has been widely used among the research
ca ommunity and is also publically available. The dataset was generated on a real network
that contained an attacker network and victim network. On the attacker side, four machines
were connected, having Kali and Windows 8.1 operating systems. The victim side was
protected with a firewall and contained multiple machines with Windows, Linux, and
Macintosh operating systems. Multiple services, including domain controller and domain
name system (DNS), were also running on the servers so that an attacker could perform
real attacks [21]. Almost 50 GB of captured traffic in PCAP files were provided. Along
with PCAP files, 8 CSV files were also provided, along with a set of 84 features and a label.
The dataset consisted of a total of 15 classes. One of the classes was related to “benign” or
normal traffic, and the other 14 corresponded to different “attack” classes. These attack
classes were DDoS, Portscan, Bot, Infiltration, Web Attack Brute Force, Web Attack XSS,
Web Attack Sqllnjection, FTP-Pataor, SSH-Patator, DoS Slowloris, DoS SlowHttp, DoS Hulk,
DoS Goldeneye, and Heartbleed.

3.1. Proposed Framework Architecture

The proposed multi-layered filtration framework (MLFF) for attack detection is demon-
strated in Figure 1. It consists of multiple phases of preprocessing, three layers of feature
reduction, the creation of the final dataset, training models on a training dataset, and
validating the results on a test dataset.
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Figure 1. Proposed Framework Architecture.

3.1.1. Merge

As a first step, the 8 CSV files were merged together in order to create a single file that
contained the traffic from all classes. This combined dataset was generated from 8 files that
were collected from traffic captured from Monday to Friday. A total of 2,520,798 instances
were created. Table 3 shows the complete distribution of data among the classes.

Table 3. Distribution among Classes.

Label Instances
BENIGN 2,095,057
DoS Hulk 172,846
DDoS 128,014
PortScan 90,694
DoS Goldeneye 10,286
FTP-Pataor 5931
DoS Slowloris 5385
DoS SlowHttp 5228
SSH-Patator 3219
Bot 1948
Web Attack Brute-Force 1470
Web Attack XSS 652
Infiltration 36
Web Attack Sqllnjection 21
Heartbleed 11

3.1.2. Cleaning

After that, the dataset was cleaned from NaN (missing) and infinity values; duplicate
values and white spaces were also checked and removed.
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3.1.3. Reducing the Imbalance Problem

The results clearly show that the dataset is huge and highly imbalanced. Applying
a machine learning model directly may lead to inefficiencies. To overcome the problem
of imbalanced data, instances from 4 classes (i.e. Benign, DoS Hulk, DDoS, and Portscan)
were removed using the Pandas dataframe.sample method, which returns random samples
according to the specified percentage. A total of 31,213 rows were removed because of
duplication. After that, a total of 207,908 instances were retained in the dataset. The
distribution of these instances among 15 classes is shown in Figure 2.

BENIGN

DDoS

PortScan

Bot

Infiltration

‘Web Attack Brute Force

= Web Attack XS5
] Web Attack Sql Injection
3 FTP-Patator
SSH-Patator

DoS slowloris
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Figure 2. Final dataset distribution.

3.1.4. Filter-1

The first filter was a manual filter in which features were dropped on the basis of
domain knowledge. Some features are purely environment-dependent; for example, an IP
address can be changed according to the network configurations. Similarly, port numbers
can also vary in different scenarios. When the sender wants to communicate with the
receiver, it uses a random port number as a source port. Therefore, it is necessary to
eliminate such features. If we train our model without removing these features, the model
may perform well on test data; however, it will not achieve paramount results in real-
world networks.

A total of 83 features and a label are present in the dataset, and of them only 6 features,
which were named FlowID, Source IP, Source Port, Destination IP, Destination Port, and
Timestamp, were totally dependent on the architecture and the time of the test performed.
Therefore, these features were removed from the dataset, and 77 features were left. Table 4
shows the names of the feature dropped in the first layer.

Table 4. Features dropped in the first layer.

S. No. Feature Name

1 FlowID
Source IP
Source Port
Destination IP
Destination Port
Timestamp

N Ul N

3.1.5. Filter-2

The main objective of our study is to minimize the detection time while maintaining
accuracy so that the framework can be used in real networks. In this layer, first, we
identified the insignificant features, and then, we dropped these features from the dataset.
Therefore, in order to identify the insignificant features, a statistical approach of testing
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the significance using the p-value method was adopted [44]. That is, we wished to test the
hypotheses as follows:

Null Hypothesis Hy : p = 0 (insignificant) 7)

Alternate Hypothesis H, : p # 0 (insignificant) 8)

The significance of correlation coefficients can be checked with the help of a t-test [45].
In general, we tested the degree of the deviation of the correlation coefficient from zero.

_rvn—2

b= 1—12 ©)

Here, r is the correlation coefficient calculated from the sample, and n is the sample
size. With t and the sample size, we can calculate the p value. If the p value is greater or
equal to the significance level, which was set to an alpha equal to 0.025 in our case, we
retain the null hypothesis and conclude that the variable is insignificant. If the p value
is less than an alpha of 0.025, the null hypothesis is rejected, and we conclude that the
variable is significant. Thus, we will not drop it [46].

Because, in our case, the relationship among the features is non-linear, Spearman’s
rank correlation coefficient method [47] was used to find the value of r.

B 6y d?
rs=1-— P (10)
where,
d = rank X —rank Y (11)

The results show that 13 features are insignificant and can be dropped because they
do not contribute to the learning of the model. After this test, the number of features was
reduced to 64. Table 5 shows the names of the features dropped in the second layer.

Table 5. Features dropped in the second layer.

S.No Feature Name
1 Fwd Packet Length Mean
2 Bwd PSH Flags
3 Fwd URG Flags
4 Bwd URG Flags
5 CWE Flag Count
6 Avg Fwd Segment Size
7 Fwd Avg Bytes/Bulk
8 Fwd Avg Packets/Bulk
9 Fwd Avg Bulk Rate
10 Bwd Avg Bytes/Bulk
11 Bwd Avg Packets/Bulk
12 Bwd Avg Bulk Rate
13 Idle Std

3.1.6. Filter-3

The main objective of this filter is to test whether independent variables in a model are
correlated among themselves. During this test, we found and removed those independent
variables that were highly correlated to avoid the problem of overfitting the model. We
selected the variation inflation factor (VIF) method for the detection of multicollinear-
ity [48,49] among independent variables and also calculated the tolerance rate.

1

IF = ——
v 1-R2

(12)

211



Sensors 2023, 23, 5829

Tolerance = 1 — R> (13)

Here, R? is the coefficient of determination, which indicates the amount of proportional
change in the dependent variable due to the change in the independent variable.

In this case, we selected variables one by one, calculated the VIF against the included
variables in a model, ran tests for multicollinearity, and kept the variables that have VIF
less than 5. After completing the test iteration, 38 variables were dropped because of their
high collinearity with others.

3.1.7. Dataset after Filtration

After passing the parameters through the filtration framework, a new dataset was
created with only 26 selected parameters. The dataset was split into training and test data
with a ratio of 70/30. The models were trained with training data and evaluated on test
data. The training time and the detection time were also recorded against the selected ML
models.

4. Results and Discussion

This section describes the results obtained after the implementation of a multi-layered
feature reduction framework. All the implementation was carried out in Python on Jupyter
Notebook (Anaconda3). A Dell OptiPlex 7060 PC with an Intel Core i7-7800 CPU@ 3.40 GHz
with 32 GB RAM was used to conduct the experiment.

4.1. Selected Parameters

The final selected parameters, variance inflation factor (VIF), and tolerance against
each selected feature are shown in Table 6. Among 26 selected parameters, packet length is
identified as an important parameter as usually, attack traffic consists of irregular packet
length. Flow bytes/s is the packet flow per second. The time between two packets in a flow
in a forward and backward direction is also considered an important parameter. Moreover,
the number of packets per second in both directions is also selected.

Table 6. Names of the selected feature.

S. No Feature Name VIF Tolerance
1 Fwd Packet Length Min 1.381 0.724
2 Fwd Packet Length Std 1.145 0.872
3 Bwd Packet Length Min 2.048 0.488
4 Flow Bytes/s 1.078 0.927
5 Flow IAT Min 1.487 0.672
6 Fwd IAT Min 1.927 0.518
7 Bwd IAT Total 3.210 0.311
8 Bwd IAT Std 3.440 0.290
9 Fwd Packets/s 1.161 0.860
10 Bwd Packets/s 1.090 0917
11 Min Packet Length 2.256 0.443
12 Packet Length Variance 1.350 0.740
13 FIN Flag Count 2.027 0.493
14 SYN Flag Count 1.335 0.748
15 ACK Flag Count 3.256 0.307
16 URG Flag Count 1.731 0.577
17 ECE Flag Count 1.000 0.999
18 Down/Up Ratio 1.625 0.615
19 Subflow Fwd Bytes 1.093 0.914
20 Subflow Bwd Bytes 1.064 0.939
21 Init Win bytes forward 1.916 0.521
22 Init Win bytes backward 1.098 0.910
23 min seg size forward 1.383 0.72
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Table 6. Cont.

S. No Feature Name VIF Tolerance
24 Active Mean 1.266 0.789
25 Active Std 1.394 0.717
26 Idle Min 2.522 0.396

There are different types of flags in a packet header. Each flag has a distinct role in
communication. Attackers manipulate the value of these flags to launch attack traffic. The
SYN flag is used to initiate a TCP connection. ACK is used to recognize the successful
delivery of a packet. The URG flag is used to prioritize the packet. The FIN flag specifies
the end of a TCP session. ECE is used to send the congestion indication. The value of these
flags and the total number of bytes in both the forward and backward directions sent in an
initial window are also selected for the model.

The active mean is the mean time for which the flow remains active, and active std is
the standard deviation time before the flow becomes idle. Idle Min is the minimum time
a flow remains idle before going active. All these parameters contributed to the efficient
detection of network attacks.

4.2. Comparison of Results

The main focus of our research is to develop an efficient attack detection system that
maintains a high detection rate with a minimum detection time. In this paper, we have
calculated the accuracy, precision, recall and Fl-score along with the training time and
detection time against the selected machine learning models. We compared the results with
the findings presented by [24]. The results are also compared with the findings of other
researchers and are shown in Table 7.

Table 7. Comparison of results of the proposed framework and previous studies.

Training Detection
Solution Model Accuracy Precision Recall F1-Score Time Time
(Seconds) (Seconds)
DT 0.9927 0.9927 0.9927 0.9927 1.02 0.02
Proposed RF 0.9942 0.9938 0.9942 0.9939 13.7 0.78
SVM 0.8911 0.8886 0.8911 0.8812 914 201
NB 0.3614 0.7070 0.3614 0.3218 0.56 0.21
KNN 0.9795 0.9795 0.9795 0.9795 0.13 91.3
LR 0.8184 0.8053 0.8184 0.8041 100 0.01
ANN 0.9815 0.9824 0.9815 0.9816 84.6 0.03
DT 0.9949 0.9943 0.9949 0.9942 1.23 1.12
[24] RF 0.9930 0.9909 0.9930 0.9912 9.38 6.76
SVM 0.7521 0.9916 0.7521 0.7660 343 33.1
NB 0.9886 0.9901 0.9886 0.9885 1.07 0.15
KNN 0.9952 0.9949 0.9952 0.9949 11.13 7.92
ANN 0.9928 0.9937 0.9928 0.9917 53.78 48.03
KNN - 0.96 0.96 0.96 - -
[21] RF - 0.98 0.97 0.97 - -
ANN - 0.98 0.98 0.98 - -
[25] CNN + GRU 0.9017 0.9234 0.9124 0.9205 741 17.3
[26] RF - 0.9572 0.9458 0.9415 -
DBN + SVM - 0.9774 0.9767 0.9768 - -
RF +
271 AutoEncoder ) ) ) 0-9950 . }
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Table 7. Cont.

Training Detection
Solution Model Accuracy Precision Recall F-1 Score Time Time
(Seconds) (Seconds)
AdaBoost +
[28] SMOTE 0.8147 0.8169 0.9576 0.8817 - -
[30] CSE-IDS 0.92 - - - 274 0.005
[31] RF+NB+KNN+SVM 0.997 - - - - -
[32] CAFE-CNN 0.992 - - - - -
[42] MECNN 0.997 0.991 0.791 83.31 - -

Figure 3 shows the accuracy and detection time of the proposed framework against
selected models. As our main focus is on the reduction of detection time, the results show
that in the case of the decision tree (DT) model, the detection time is 0.02 s, as compared
to 1.12 s in [24]. Additionally, we still manage to maintain an accuracy of 99.27% as
compared to 99.49% in [24]. In addition, random forest (RF) also produces 99.42% accuracy
as compared to 99.30% in [24]. The detection time of random forest is calculated as 0.78 s as
compared to 6.76 s in [24]. The results of the artificial neural network (ANN) show 98.15%
accuracy, which is a little less as compared to 99.28% in [24]. However, the detection time
has been significantly reduced, from 48.03 s [24] to 0.03 s.

1 2 W Acwuracy
—e— Detection Time

0.8
150

0.6
100

Accuracy

0.4

50

Detection Time (seconds)

0.2

DT RF SVM NB KNN LR ANN
Model

Figure 3. Models with accuracy and detection time of proposed framework.

The results of a K-nearest neighbor (K-NN) classifier show an accuracy of 97.95%, but
the detection time is 91.3 s, which makes it impractical for use in an intrusion detection
system. Similarly, a support-vector machine (SVM) architecture has a detection time of
201 s, which is also considerably high. The detection time in the case of logistic regression
(LR) is very low, at only 0.01 s, but the accuracy is 81.84%. The naive Bayes (NB) classifier
shows an accuracy of only 36.14% with a detection time of 0.21 s. The results clearly show
that in our approach, the random forest classifier gives better accuracy with less detection
time, and the decision tree classifier gives almost the same accuracy with significantly less
detection time.

As the RF model outperforms all others, the confusion matrix for the random forest
model is shown in Figure 4. We can observe that Web Attack Brute-Force and Web Attack
XSS have many false positives and false negatives in common. This is due to the high
degree of similarity between these attacks.
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Figure 4. Confusion matrix for random forest model.

We have also calculated the accuracy over 2, 5, 7, and 10 folds of cross-validation for
our top 3 models, i.e., decision tree, random forest, and ANN. The results of the average
accuracy against each fold are shown in Figure 5. The results show that the decision tree
and random forest models perform better with 10-fold cross-validation, and the ANN
performs best with 2-fold cross-validation. However, after the analysis of the results of
both holdout and cross-validation, it is clear that holdout validation gives better results.
The CIC-IDS2017 dataset used in our experiments is a relatively large dataset with a
substantial number of samples. This allowed us to split the dataset into separate training
and testing sets, ensuring a sufficient amount of data for model training and evaluation.
Additionally, our focus was primarily on reducing detection time without compromising
accuracy, and holdout validation provided a straightforward and efficient way to assess
these metrics. This allowed us to directly compare our results with existing benchmarks
and demonstrate the effectiveness of our proposed multi-layered filtration framework
(MLFF).
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Figure 5. Results of different folds of cross-validation.

4.3. Ablation Study

Our proposed multi-layered filtration framework consists of three essential filters:
filter 1 (F1), filter 2 (F2), and filter 3 (F3). In this subsection, we carry out an ablation study
to validate their effectiveness by removing or changing the order of these filters. F1 is a
mandatory filter and cannot be removed because it is based on environmental parameters,
as discussed earlier. However, F2 and F3 can be reordered or removed one by one. Table 8
shows a comparison of the results obtained from this process. For this ablation study, we
only selected the random forest ML algorithm because the results in Table 7 clearly show
that RF outperforms all other models with respect to accuracy and time.

Table 8. Comparison of the proposed framework with different filters.

Filters Number of Features Accuracy Detection Time (s)
F1 77 99.29 1.50
F1+EF2 64 99.30 0.99
F1+E3 28 99.40 0.82
F1+F2+F3 26 99.42 0.78
F1+F3 +F2 26 99.39 0.79

From Figure 6, we can see that each proposed filter plays an important part in reducing
the number of features and improving the performance in terms of accuracy and detection
time. Furthermore, it can be clearly observed that the best performance is achieved when
all three filters are used altogether in the sequence proposed in the multi-layered filtration
framework (MLFF).

Using the proposed framework, we managed to maintain a high detection rate while
ensuring the minimum detection time by reducing the selected parameters. However, this
approach has its own limitations; for example, in the case of high traffic volume, the system
cannot be used at an adequate speed. Additionally, this study only focuses on the network
attacks used in the CICIDS2017 dataset
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Figure 6. Number of Features and Detection Time against a combination of different filters.

5. Conclusions

This paper proposed a multi-layered filtration framework (MLFF) for the efficient
detection of network attacks. Using this framework, the number of features were systemat-
ically reduced without compromising the performance of the intrusion detection system.
The main aim of this paper is to minimize the detection time without affecting the accuracy
of the system. The proposed framework contains three filters that are connected in such a
way that the output of the first filter becomes the input of the second filter and the output
of the second filter becomes the input of the third filter. A total of 26 features were selected
out of 83 features. The model was trained using only the selected features, and detection
was performed on the test data. The accuracy, precision, recall, and Fl-score, along with
the training time and detection time, were calculated against the selected machine learning
models. The results were compared with the available benchmarks and demonstrated a
significant improvement after the implementation of the proposed framework.

Random forest (RF) produced 99.42% accuracy, and the detection time was calculated
as 0.78 s. The results clearly showed that random forest outperformed all other models.
In addition, the decision tree model and artificial neural networks also performed well.
The experiment showed that the detection time was reduced significantly without compro-
mising the accuracy of the system. Because we have managed to reduce the detection time,
the proposed framework can be deployed in intrusion detection systems running in real
networks.

In order to further enhance the accuracy and timing of the proposed multi-layered
filtration framework (MLFF) for the efficient detection of network attacks, future research
can focus on leveraging advanced datasets, i.e., cicids2018, to optimize the model. Firstly,
expanding the scope of the attack spectrum by incorporating additional attacks from
multiple layers would be a valuable direction. By including a wider range of attack
types and techniques, the MLFF can improve its ability to detect sophisticated and multi-
faceted attacks.

Secondly, future work should explore the utilization of increased computing resources
to boost the performance of the MLFF. More powerful hardware, such as high-performance
servers or specialized processing units, can significantly accelerate the training and detec-
tion processes. This would result in reduced detection times and enable near-real-time
analysis of network traffic data. Additionally, the integration of multiple detection frame-
works into a centralized security information event management system will improve the
security echo system.
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Abbreviations

The following abbreviations are used in this manuscript:

IDS Intrusion detection system
AIDS Anomaly-based intrusion detection system
SIEM Security information and event management

DARPA  Defence Advanced Research Project Agency
DDOS Distributed denial of service
PCAP Packet capture

XSS Cross-site scripting
FTP File transfer protocol
SSH Secure socket shell
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Abstract: The Internet of Things (IoT) comprises a network of interconnected nodes constantly
communicating, exchanging, and transferring data over various network protocols. Studies have
shown that these protocols pose a severe threat (Cyber-attacks) to the security of data transmitted due
to their ease of exploitation. In this research, we aim to contribute to the literature by improving the
Intrusion Detection System (IDS) detection efficiency. In order to improve the efficiency of the IDS, a
binary classification of normal and abnormal IoT traffic is constructed to enhance the IDS performance.
Our method employs various supervised ML algorithms and ensemble classifiers. The proposed
model was trained on TON-IoT network traffic datasets. Four of the trained ML-supervised models
have achieved the highest accurate outcomes; Random Forest, Decision Tree, Logistic Regression, and
K-Nearest Neighbor. These four classifiers are fed to two ensemble approaches: voting and stacking.
The ensemble approaches were evaluated using the evaluation metrics and compared for their efficacy
on this classification problem. The accuracy of the ensemble classifiers was higher than that of the
individual models. This improvement can be attributed to ensemble learning strategies that leverage
diverse learning mechanisms with varying capabilities. By combining these strategies, we were able
to enhance the reliability of our predictions while reducing the occurrence of classification errors. The
experimental results show that the framework can improve the efficiency of the Intrusion Detection
System, achieving an accuracy rate of 0.9863.

Keywords: ensemble learning; machine learning; internet of things; security; intrusion detection system

1. Introduction

The Internet of Things (IoT) has grown exponentially due to technology’s evolution.
The IoT facilitates people’s lives by providing and enhancing connectivity that supports
the automation aspect of several human services. Millions of interconnected devices use
the IoT to communicate, transfer, share, collect, and analyze data from several domains [1].
While involving the internet as the main factor in the technology’s fields, it opens a new
platform for cybercriminals [2]. Therefore, enhancing security and employing artificial
intelligence innovations and technologies led to a protected and reliable IoT infrastructure.

In addition, the IoT architecture contains three main layers: the application, network,
and user experience levels. The Perception layer has responsibility for every task, from uti-
lizing the sensors to gathering the information, but it is also susceptible to multiple attacks
due to its central role. Physical attacks on sensor-equipped equipment, unauthorized entry
into the infrastructure, and other forms of physical attack are prevalent. The Network layer
allows the devices fitted with sensors to communicate and exchange data with the gate-
ways and other IoT devices via wireless technologies such as Wi-Fi, 3G, and 4G. The most
common attacks faced by the Network layer are distributed denial-of-service (DDoS),
denial-of-service (DOS), Man of the Middle, information theft, and gateways attacks [1,3].

Despite IoT’s high dependence on the Internet as its primary communication network,
the Internet of Things faces a new generation of innovative cybercriminals [4]. The IoT
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consists of a network of interconnected nodes that constantly communicate with one
another and process information over a variety of network protocols. Because of the
ease with which these protocols can be exploited, it has been discovered that they pose a
considerable risk to the confidentiality of the transferred data [5].

Researchers have developed and invented new security technologies based on Al
technologies, such as ML, to detect and prevent such attacks. Unlike traditional firewalls
and detection techniques, ML can handle big data environments [6,7]. Moreover, the ML is
a well-known solution to address detection attacks and classification issues. ML might be
considered the most suitable solution to secure and stabilize IoT network traffic [8]. ML
has several techniques, such as regression, and classification [9]. In addition to preventing
and detecting novel attacks, ML provides an appropriate strategy for securing IoT net-
works with its collection of supervised, unsupervised, and reinforcement techniques and
algorithms [10].

One of the recent machine learning techniques is the prevention technique, such as the
Intrusion detection system (IDS).The primary function of the IDS is to identify and report
the normal or abnormal behavior of the traffic messages [1,11]. In addition, the IoT object is
vulnerable to attacks because they rely on wireless communication protocols [12]. Attacks
on the IoT affect all IoT network components, as opposed to the typical local network,
where attacks affect specific nodes [13].

Furthermore, it is still unclear which machine learning techniques are more reliable
and efficient for building a dynamic IDS. IoT IDS have been the focus of extensive study and
research, with numerous machine learning and deep learning approaches being applied
to a variety of datasets to determine their efficacy [14]. Time is a critical component of
an effective IoT attack prevention system, so it’s essential to consider ways to speed up
the process of building and training the system. This can be completed by decreasing the
computational time required by intrusion detection systems [11].

While the ML model scenarios do not show accurate and satisfactory results, the en-
semble methods were employed to address this issue since it is important to combine
several methods to avoid the instability aspect [15]. The primary objective of the ensemble
is to enhance efficiency by combining the classification of several ML base classifiers [16].
When the performance of the ML classifiers is considered weak or low, the ensemble
method is applied to combine the weak classifiers to construct a robust predictive model
and enhance the performance [17]. Ensemble learning has been applied to several datasets,
and it is communally used to construct intrusion detection approaches [17].

In addition, the ML detection system’s capability depends on the quality of the
database, so collecting or generating a credible dataset from the IoT communications
environment at various levels that involves realistic attacks and regular traffic is a necessary
step. Recently, a group of datasets, TON-IoT [18-25], which were collected from multiple
IoT devices, have been tested and authenticated in a cyber lab to be more reliable to be
applied to ML approaches.

In this study, we propose an IDS built with algorithms that use machine learning
specifically for detecting intrusion attacks in IoT network traffic. Our approach’s main
goal is to enhance the accuracy of attack detection. We constructed and evaluated four
supervised machine learning models to classify IoT network traffic as normal or abnor-
mal. In addition, we used two ensemble techniques, voting and stacking, to merge these
supervised models. Through the use of ensemble learning, we facilitate collaboration and
improve classification performance between learning mechanisms with distinct capabilities.
Effectiveness in classification tasks is enhanced by the ensemble learning method, which
encourages the cooperation and reinforcement of several learning systems. Therefore, the
paper’s contributions are as follows:

1.  Proposing a binary classification of IoT device network traffic as normal or abnormal.
2. Applying feature selection methods to improve the IDS performance of IoT network
devices. Hence, we examined multiple ML algorithms to determine the most accurate
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and efficient learners for building an efficient IDS to detect attacks on IoT devices
within IoT network data.

3. Constructing and assessing four supervised models using data preprocessing and
feature selection methods. This group of models consists of Random Forests, Decision
Trees, Logistic Regression, and K-Nearest Neighbor. In addition, by combining the
four supervised ML models, we employ two ensemble methods to improve the
efficiency of the proposed model. The performance evaluation includes accuracy,
precision, recall, and F1-score metrics.

4. The model we constructed improved the performance of the detection technique
compared with the most recent study that used the same dataset.

This paper is organized as follows: Section 2 highlights previous work on machine
learning-based and ensemble-based models for attack categorization, and Section 3 pro-
vides a brief background of the used techniques, methods, and several machine learning
algorithms. Section 4 illustrates the methodology in detail. Section 5 covers our findings,
comparisons, discussion, and evaluation method. Finally, Section 6 describes and outlines
the conclusion of the entire study and the planned future work.

2. Related Work

The IoT transforms our daily activities by providing a mechanism for managing phys-
ical objects on the edge. IoT is one of the remarkable innovations in our era to make and
support systems that are smart by improving system performance and reducing human
involvement by automating several domains of services [26]. While the IoT environment
includes several devices and objects, it allows these objects to communicate and be inter-
connected. These connected IoT objects communicate and exchange data via the internet
and can be remotely accessible, which puts them at high risk of being targeted by malicious
attacks and unauthorized access [27].

Enhancing the security aspect will protect the IoT architecture from attacks. Prevent-
ing these attacks requires detection techniques to expose intrusions or malicious activities
within the IoT network. The IDS is an efficient technique for detecting attacks and mali-
cious activities. The ensemble machine learning technique is considered one technique
that provides an efficient and accurate solution to detecting and preventing attacks or
malicious activities [20]. Recently, security detection technologies based on artificial intelli-
gence innovations have become the primary technologies and modern techniques. Thus,
artificial intelligence techniques driven by extensive data analysis can detect anomalies and
malicious activities more accurately and comprehensively [6].

In the research paper [6,28-30], an ensemble-based model is used to detect and prevent
attacks by applying several machine learning classification algorithms such as SVM, J48,
and DT. Several feature selection methods are applied in proposed model to select the
features that are predicted to be the most relevant, such as swarm optimization. The KDD99
dataset has been used to select the nine features that were predicted to be the most relevant.
Furthermore, they proposed a model with an accuracy higher than 90%. Another study in
ref. [29] implemented different algorithms, LR, Gradient boosting, and DT, and applied
Gradient Boosting to the stacking classifier of ensemble learning. While the most relevant
features must be selected among the CICIDS2018 dataset, Chi-square analysis was per-
formed to zero in on these 23 most important features. As a result, the suggested model
outperformed seven other classifiers, with a detection rate of 98.8% and a F-measure score
of 97.1% [28,31].

Another research paper [32,33] compared seven different algorithms. The BoT-IoT
dataset was used with machine learning algorithms for binary and multiclass prediction.
While the proposed model produced and presented the RF as the best algorithm in binary
prediction, the KNN showed that it gave the highest accuracy in multiclass prediction.
The research in ref. [34] highlighted that the ensemble machine learning, neural networks,
and kernel methods had been applied to detect anomalies and malicious activities in the IoT
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architecture. The ensemble machine learning methods also outperform them in accuracy
and detection rates.

While IoT is dealing with vast amounts of data, it is required to employ Al techniques
to protect and secure the IoT environment and maintain the speed of exchanging and
transforming the data [35]. Moreover, several public and private sectors use the internet
to exchange data. When the data is transferred unencrypted via the internet, it will cause
privacy issues and lead to data being hacked. While encryption is an essential aspect of
transmitting data over the network. Thus, improving the Caesar cipher method creatively
by applying an arithmetic model to switch to ciphertext has been accomplished [36,37].

Another research paper [38] highlighted that the authentication aspect is one of the
most essential and significant factors in the security aspect. While the data has to be
accessed by an authentic key to grant access, enhancing the authentication aspect of the
image by promoting the security of the invisible watermarking data .Furthermore, research
in ref. [39] has stated that data confidentiality is a critical issue in the cloud computing
domain. While it depends entirely on the internet, it has several security issues. The most
important issue out of them is the access control issue, which leads to data exploitation,
and the time to access the data will be high.

The IoT has created a connected network of devices that involves heterogeneous
objects from various aspects. While in the IoT, the network has no unified protocols or
standards. Therefore, it is challenging to allow full security measures for those devices.
While traditional security protocols provide optimal protection for the IoT architecture
against threats on the Internet. Thus, constructing an efficient IDS relying on Deep Learning
(DL) techniques and technologies is promising. Research papers [40,41] highlighted that
applying novel DL techniques and frameworks, besides enhancing the existing DL models,
presents remarkable results and strengthens the IDS performance. While it has an accurate
and high prediction rate, it can assist in the maintenance aspect of the IoT network.

An IDS is an acronym for an intrusion detection system, which is focused on behavior
detection to handle abnormal traffic. While IDS deals with the network’s behavior in terms
of attacks, it is established to learn from this behavior pattern using several techniques.
Thus, the system will recognize any violated network traffic that can lead to an attack from
this pattern [42,43].

There are two different layers of the Botnet attack classification, which are network-
based or hot-based [34,44,45]. While the authors emphasized that the hot-based type is
considered less realistic, the authors relied on the network layer to propose a comprehensive
IoT attack detection and classification model. The suggested model used six supervised
Machine Learning methods to develop an IDS: the ensemble learning technique was in
three of them, the neural network used two, and the kernel used one. While they have relied
on two standard attack detection datasets to observe their proposed model, NSL-KDD and
distilled-Kitsune-2018, the proposed model produced results that were considered the best
by 1-20% from any other prior work.

The recent anomaly detection studies [46-50] highlighted that the ensemble learning
model is applied to enhance the performance of the current anomaly detection techniques.
While the ensemble model combines and uses multiple algorithms for efficient predictive
performance, it outperforms and is better than the single learning algorithm. Furthermore,
the research in [50] presented an intrusion detection model to detect attacks and anomalies
by applying single and ensemble-based learning implemented on the UNSW-NB15 dataset.
The model achieved 99% accuracy. Although few studies address the imbalanced data
issue in IoT anomaly detection [51], the research in [49] presented an ensemble detection
model to detect outliers to address the imbalanced data issue by extracting the in-depth
features through a stacked autoencoder (SAE) and inserting them into a probabilistic neural
network of the ensemble for single and multiple outlier detection. Thus, reliance on the
SAE enhances performance and stability. Table 1 highlights and summarizes the recent
research on machine learning and ensemble techniques in terms of their approach and the
types of datasets that have been relied on.
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Table 1. State-of-the-Art Learning Based approach.

Potential

Classification

Paper Dataset Approach Type Attacks
Botent IoT
8] BoT-IoT Learning model Binar malware,
(RF, and CNN) y and IoT network
attacks traffic.
OS scan, ARP,
152] Distilled- Ensemble-based Binar SSDP, SSL,
g Kitsune-2018 learning y and Maria
attacks.
Naive Base, DoS, Sybil and
KDD cup’99 and KNN, RF, . Spoofing, Man-
531 NSL-KDD and DT Binary in-the-middle,
algorithms. Hole ataacks.
Ensemble-based DDoS Attacks,
[54] NSL-KDD 1 . Multi-Class and IoT network
earning )
attacks traffic.
X Ensemble-based Binary Data theft, DoS,
531 Network Traffic learning /Multi-Class and spam
DDoS Attacks,
[56] NSL-KDD Ens?:;lr)ﬁ;based Binary and IoT network
& attacks traffic.
ToT Network . Ping
1571 Traffic K-means Binary flood Attacks

The comparison process of recent machine learning models that relied on the ensem-
ble method is necessary to emphasize that the proposed techniques and approaches are
significantly improving performance and building an efficient IDS. Table 2 presents recent
ML ensemble methods to discuss and highlight the recent prior work that will be used in
the results section.

Table 2. Recent Machine based learning applying Ensemble methods proposed model.

Paper Year Dataset Objectives Accuracy Approach
Comparison process of ensemble learning o RF, XGBoos,
1451 2022 TON_IoT for multiclass IoT network attacks. 91-56% LGBM, and CatBoost
Ensemble learning with binary
[46] 2022  TON_IoT  and multi-class classification 86% LR, LDA, RE,
NB, SVM,and LSTM
to enhance IDS system performance.
A Binary ensemble-based learning
[47] 2022 CICIDS2017  for improving the performance 88% NB(M), DT, and LR
of IDS system
The proposed Model 2023  TON_IoT P § e p - 98% and SVC,
of IDS system with a Comparison .
Stacking method

process of ensemble learning

While Tables 2 and 3 present a comparison process between the proposed model
and the prior work. To the best of our knowledge, the proposed work’s novelty is that,
besides the analysis, the comparison to prior research, the preprocessing process with
its applied methods, the selected feature based on the applied feature selection methods,
the applied ML supervised models (RF, DT, LR, KNN), and the comparison between
the two ensemble approaches. The proposed approach produces significantly improved

225



Sensors 2023, 23, 5568

performance. A recall is 98.60 percent, precision is 98.2 percent, the F1 score is 98.61 percent,
and accuracy is 98.63 percent. According to these measurements, advancements have been
made relative to earlier studies’ findings. The suggested model is an ensemble of several
different algorithms, including the Random Forest (RF), K-Nearest Neighbors (KNN),
Logistic Regression (LR), and Decision Tree (DT). By combining several algorithms into
an “ensemble”, the model takes advantage of their strengths to achieve better results than
would be possible with a single algorithm alone. Table 3 presents the recent Ensemble-
learning based methods compared with the proposed approach.

Table 3. Recent Ensemble-learning based methods compared with the proposed approach.

Paper Year Dataset Recall  Precision F1-Score Accuracy Approach

[53] 2022 TONIoT 91-97%  89-97% 89-97%  89-97% RF, XGBoos, LGBM, and CatBoost
[42] 2022 TONIoT 85% 87% 86% 86% LR, LDA, RE, NB, SVM, and LSTM
[28] 2022 CICIDS2017 Nil Nil Nil 88.92% NB(M), DT, and LR

The proposed Model 2023 TONIoT 98.60%  98.20% 98.61% 98.63% g&i&giﬁ'ﬁf sve

3. Background Studies
3.1. Intrusion Detection System (IDS)

An IDS is an acronym for an intrusion detection system, which is focused on behavior
detection to handle anomalies or attacks [42]. While IDS deals with the network’s behavior
in terms of attacks, it is established to learn from this behavior pattern using several
techniques. Thus, the system will recognize any violated network traffic from this pattern
that can lead to an attack on the infrastructure [42].

3.2. Supervised Models for IDS

While recent researchers have implemented various machine learning algorithms and
techniques to build an efficient IDS, there are some challenges. It is considered risky for the
research community to share network data because it may contain confidential or sensitive
information. Thus, the lack of training data will impact the ML implementation to build an
IDS system [42].

3.3. Ensemble Learning (EL)

The ensemble learning method is a way to view all the learning techniques and
algorithms simultaneously rather than deploy them individually [17]. Recently, EL has
been used for many predictions and forecasting applications, so it has been applied to
address several complex issues. EL relies on a set of combined classifiers or predictors
instead of single classifiers, so these sets of classifiers are trained and learned from the
conducted patterns to address the same issue and get better results [17].

In addition, the ensemble methods that could be applied to IDS approaches are
as follow:

3.3.1. Voting

Is every lower-level classifier for its prediction casts a vote, so the winner is the
prediction with the most votes [58] .
3.3.2. Stacking

A learning method is employed to combine the predictions in the voting process.
The resulting meta-level classifier is then utilized to construct the final prediction from the
predictions of the basis classifiers [58] .
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3.3.3. Boosting

Starts with the original data set and uses a learning algorithm to construct a classifier.
A new classifier is built using the same learning process after increasing the weights of the
mistakenly classified tasks. The method is repeated several times. The classifiers are then
combined using weighted voting [58].

In the methodology section, we explained the ensemble learning approaches that
applied to our proposed model with the selected ensemble methods.

4. Methodology
4.1. Experimental Environment

The framework was implemented using Jupyter Notebook as the development en-
vironment. Within the Anaconda environment, Jupyter Notebook is a widely used tool.
Python was used to create the actual code for the scheme. Python was selected because of
how effectively it works, how well it scales, and how stable it is. In addition, Python offers
a variety of useful metrics for evaluation, which were utilized here effectively.

While the proposed model includes several methods and algorithms, the study’s
dataset, feature selection techniques, classification algorithms, ensemble approach, and the
selected ensemble methods are all detailed here.

We propose a binary classification of network traffic from the Internet of Things
devices as normal or abnormal. We implemented feature selection algorithms to enhance
the IDS performance in the IoT devices. Therefore, since our goal is to construct an effective
IDS that can detect attacks on Internet of Things devices within the IoT network dataset, we
examined a variety of machine learning algorithms to choose which models were the most
accurate and efficient learner. Using the scaling of the data and the selection of features,
we construct and evaluate four supervised models. RF, DT, LR, and KNN are the models
that are included in the proposed model. In addition, to improve the effectiveness of our
method for attack detection,we employ two ensemble methods to improve the efficiency
of the proposed model. The performance evaluation includes accuracy, precision, recall,
and Fl-score metrics.

Furthermore, the main objective is to use a variety of supervised machine learning
models to combine and input them into the ensemble model, which offers a solution for
enhancing the IDS performance besides predicting malicious and normal IoT network
traffic, where 0 denotes normal, and 1 means abnormal, using the features type, date, ts,
time, label, longitude, altitude, and label. However, in the result section, we will illustrate
the final result for all ML classifiers.

Moreover, Figure 1 illustrates the first workflow of the supervised ML classifiers
applied to the IDS model. While it presents the preprocessing process and the methods
used to fulfill all required steps to complete the preprocessing requirement, the proposed
model used data cleaning, label encoding, and data normalization processes. In addition,
Figure 1 illustrates the feature selection methods applied to the proposed model: Mutual
information (MI), Pearson Coefficient Correlation (PCC), and K-Best feature. After we
selected the proposed model features based on the feature selection methods, we trained
the model to conduct the results. Finally, we will discuss the ML models, the preprocessing
process, and feature selection methods applied to the proposed model.
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Figure 1. Illustration the workflow of the supervised ML classifiers that are applied to IDS.

4.1.1. Random forest (RF)

RF is described as a Random decision forest and a Machine learning algorithm that
can be applied to several methods, such as ensemble learning. The samples for the forest
decision [42] were generated by the RF, which is structured by constructing an unconnected
tree and then centralizing it. Although RF is applied to deal with high-dimensional data,
a significant difficulty with RF is that it has to cope with vast or huge data while being a
viable technique to enhance accuracy by applying and merging numerous decision trees
DTs [28]. Although it utilized memory and demanded additional time since it depends on
a computational process, it gave high-accuracy results because it deals with dimensional
data to improve performance.

4.1.2. Decision Tree (DT)

DT is a well-known Machine learning ML classification used to build an Intrusion
detection system. DT contains three essential factors: the decision node, the branch, and leaf
node. After the model was learned and trained with the dataset, the DT established and
formed the decision tree [42]. DT is characterized by the fact that it can handle numerical
and categorical features and recognize nonlinear relationships. Despite the simplicity of
implementation of the DT, DT requires and consumes more storage capacity, which is
considered an issue [59]. In our experiment, the DT presented high-accuracy results with
straightforward implementation while requiring more space in memory. The mathematical
representation of functionality is as follows:

G(D) = X (P(i) * (1 - P(i)) M)

The Gini impurity is a measure of the level of impurity or uncertainty in a training dataset
(D) that is constructed from a set of class labels (C) and the fractions (p(i)) of samples that
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are assigned to each class label (I) in the set. The Gini impurity is zero when there is just
one class label in the set.

4.1.3. K-Nearest Neighbors (KNN)

KNN refers to K-Nearest Neighbors, where K is the number of the selected sample
points. KNN is a supervised machine learning algorithm applied to a set of data points or
a single one to make a classification or prediction. While KNN deals with regressions and
classification issues, the KNN works based on the hypothesis that a point can be located
near another with similarity [60]. Furthermore, the voting majority generates the class
point, which appears most frequently in specified data points. When KNN is defined
as a suitable method to handle multi-classification tasks, KNN has an issue: the values
of K will be different from one dataset to another [60]. While KNN has influenced our
model positively since it deals with complex decisions borderline, it consumes memory
and requires more time since it relies on computational processes.

Moreover, KNN uses the Euclidean distance to calculate the spread between the
nearest points to measure the KNN represented in the equation as [60]:

Euclideandistance = \/((ul —0a2)2 + (b1 — b2)) )
Which, (a1—a2) is the first, and (b1—b2) is the second.

4.1.4. Logistic Regression (LR)

The LR algorithm can be used to classify a set of discrete variables. The logistic sigmoid
is the basis for logistic regression (LR). This technique predicts the probability value of a
test sample that can be plotted to discrete types of two or more by transforming absolute
values into values between 0 and 1 [42]. The corresponding transactions are classified as
negative when the model predicts a less than 50 result. When the outcome is anticipated
to be greater than 50, the corresponding transactions are classified as positive. is the
equivalent mathematical expression [42]. The mathematical representation of functionality
is as follows:

(1)

g(z) = (1 +€—2) ©)

An estimated probability between 0 and 1 is represented by the function g(z), where z
is the input value, e is the base of the logarithm of nature, and z is the result.

4.2. Ensemble Learning (EL)

Instead of applying learning techniques and algorithms one at a time, EL allows you to
view them simultaneously by combining a group of classifiers or predictors. These groups
of classifiers are trained and learned from prior patterns of behavior to address complex
issues [17,61]. The workflow of the proposed ensemble classifier approach is described in
Figure 2 for any application.

The supervised model used the preprocessed dataset, as shown in Figure 1 in Section 4.
While Figure 2 indicates that the stacking and voting ensemble classifiers were examined,
it represents the second workflow of the proposed model. We used ensemble classifier
prediction approaches to improve our system’s accuracy. We aimed to enhance classification
accuracy by merging many classifiers into a single ensemble platform. We will give each
classifier’s findings and explain and compare the two approaches in the results section.
Figure 2 illustrates the workflow of the proposed ensemble classifiers.
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Figure 2. Illustration the workflow of the proposed ensemble classifiers.

Furthermore, We build and assess four supervised models using data scaling and the
feature selection. This group of models consists of Random Forests, Decision Trees, Logistic
Regression, and K-Nearest Neighbors to improve IDS detection capability. We employ two
ensemble methods to enhance the attack detection efficiency of our scheme. This system
uses ensemble classifiers based on classification algorithms. We chose stacking and voting
as ensemble techniques since their predictions are weighted depending on the relevance of
the individual classifiers. The weighted probabilities are then added together to get the
total probability.

4.3. TON-IoT Network Dataset

The TON IoT network traffic dataset is acquired from real-world IoT network device
(in-home) scenarios [18-25]. The TON-IoT dataset network was generated from UNDW
Canberra Cyber, the Australian Defense Force Academy (ADFA), housed in the School
of Engineering and Information Technology (SEIT) at the University of New South Wales
(UNSW) in Canberra [20]. The TON-IoT datasets, collected from multiple IoT devices
through IoT architecture, have been tested and authenticated in a cyber lab to be more
reliable to be applied and implemented through machine learning techniques.

In this study, however, we present a binary classification of normal and abnormal
IoT device network traffic. The proposed model presents a solution for improving IDS
performance by constructing an efficient ensemble framework of supervised machine
learning models.

Moreover, several datasets have been used for IDS domain development, such as BOT
10T (2018), UNSWNB (2015), and KDD-CUP99, the most common datasets. Still, these
datasets have shown that a lack of various sensors and newly updated attacks may lead
to a need for more data. Consequently, TON-IoT was selected for several IDS approaches,
while it is publicly available and the most recent work to build an IDS. The TON means the
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telemetry data, system log operating, and network traffic of the IoT network from which
the dataset was collected. Thus, the dataset has multiple dataset files containing sensor
telemetry data, so Table 4 presents details of the selected files in the proposed model.

Table 4. Details the selected files in the proposed model.

Number of Number of

Datasets Features Instances Features’ Names Types of Attacks
TON_IoT (IoT_Fridge) 7 50 044 Ts, date, time, fridge_temperature,
- —rndge). ! temp_condition,type, and label.
ts, date, time, door_state, sphle_signal,
temp_clditil, l1gitude, light_status,
TON_IoT (IoT_Garage_Door). 15 409,963 current_temperature, thermostat_status,
temperature, pressure, humidity, type, Normal. Backdoor.
and lable DDoS
TON_IoT (IoT_Thermostat). 7 52,774 T, date, time, current_temperature, Injection.
thermostat_status, type and label.
Ts, date, time, latitude, longitude Password
TON_IoT (IoT_GPS_Tracker). 7 58,960 ’ ! ¢ +1ong; ’ Ransomware.
type and label. Scanning
TON_IoT (ToT_Motion_Light). 7 59,488 Ts, date, time, motion_status, light_status, XSS,
type and label.
TON_IoT (ToT_Weather). 8 59,260 Ts, date, time, temperature, pressure,

Combined_dataset

humidity, type and label.

ts, date, time, fridge_temperature,
temp_condition, label, type,

door_state, sphle_signal,

20 700,389 temp_clditil, 11gitude, light_status,
current_temperature, thermostat_status,
temperature, pressure, humidity,
latitude, longitude, motil_status

In the proposed model, we have combined all the datasets mentioned above into
one dataset called the combined dataset to establish the experiment and presented model.
In contrast, the TON-IoT dataset contains telemetry data in all dataset files representing
various IoT devices and realistic IoT network traffic with different attack scenarios. In
addition, Table 5 Presents statistical details of the attack types in the combined dataset.

Table 5. Presents statically details of the attacks types [42].

Data No. Attack Types Attacks Normal
Scanning DDOS Ransomware Backdoor Injection XSS Password Totals Totals

1 Nil 5000 2902 5000 5000 2042 5000 24,944 35,000

2 529 5000 2902 5000 5000 1156 5000 24,587 35,000

3 61 Nil 2264 5000 5000 449 5000 17,774 35,000

4 550 5000 2833 5000 5000 577 5000 23960 35,000

5 1775 5000 2264 5000 5000 449 5000 24,488 35,000

6 529 5000 2865 5000 5000 866 5000 24,260 35,000

7 3444 25,000 13,990 30,000 30,000 5539 30,000 185,494 190,710

1. TON-IoT (IoT-Fridge). 2. TON-IoT (loT-Garage-Door). 3. TON-IoT (IoT-Thermostat). 4. TON-IoT (IoT-GPS-
Tracker). 5. TON-IoT (IoT-Motion-Light). 6. TON-IoT (IoT-Weather). 7. Combined data.

4.4. Data Preprocessing
4.4.1. Data Cleaning

Several individual dataset files exist within the TON-IoT dataset network; we merged
them into one single document called the combined dataset. Even though the new, larger
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file resulted from the merge, we still had to clean up some unexpected information, so
random data as ‘" has been removed from several features. Therefore, the median value
process was utilized to recalculate values for each feature in place of the extracted and
missing values. The median was chosen as the measurement method instead of the mean
because it is more robust against outlier errors [32].

4.4.2. Label Encoding

In addition, many ML classifiers work exclusively with continuous values; hence,
features with categorical values must be transformed into continuous ones. Since the
combined dataset has several categorical features required to be transformed into numerical
values, we employed the Label Encoding approach. Label Encoding was chosen because it
does not increase the number of features or the computational complexity of the modeling
process. Both are important considerations given the time needed for classification [32,42].
The natural values of true, false, off, and low were consequently converted to zero or one.

4.4.3. Data Standardization and Normalization

Moreover, most classification algorithms function more effectively when features
are of comparable magnitude, since this helps to lessen the bias toward traits with high
multiplicity values in the prediction results [32]. Although the combined dataset has a
variety of attribute values, the fact that several features contain values in a wide range
(from zero to hundreds to thousands) would negatively impact the model’s performance
and produce erroneous results. Therefore, standardization and normalization for scaling
the features are two methods for dealing with this problem. As a result, we used min-max
scaling for several features in our investigation and provided a model. The following
equation represents the Min-Max scaling method [32]:

4)

-~ (""min)
Anormlized = m
The dataset maintains attribute ‘a” values. ‘amax’ and ‘amin’ indicate attribute ‘a”s
greatest and lowest values. Data separation preceded feature scaling. To preserve the
prediction accuracy of trained models, the normalized data in the training set was kept
hidden from the test data [32].

4.4.4. Data Splitting

It is necessary to note that the data has been partitioned per the feature mapping.
The dataset was split into training and testing subsets using stratification and randomiza-
tion, with the same 70:30% split of class types as the original dataset. Predictive models
were developed using the training data, and the best intrusion detection model was selected
based on its performance in the testing set.

4.5. Features Selections

Additionally, experiments are run to evaluate various feature selection algorithms and
determine which ones are most effective for detecting anomalies. The training process can
be simplified through feature selection by eliminating irrelevant or redundant data points
from the collection [32]. Mutual information, Pearson Coefficient Correlation, and K-Best
are the most popular and common feature selection methods that are applied for various
IDS models:

4.5.1. Mutual Information (MI)

Is the one that has been modified the most frequently in practice. A reduction in
uncertainty for one variable is predicted by this formula when the other variable has a
known value. The value of mutual information indicates a stronger relationship between
the two variables if it is greater than zero [32]. A result of 0 from a calculation including
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both variables suggests that they are unrelated. Thus, the mathematical representation of
the Ml is as follows [32]:
IG(X|Y) = H(X) — H(X|Y) )

where H(x) is the the process of the independent variable X, given by
H(X) = —2;P(x;)log2(P(x;)) 6)
as well as the formula for H(x | y):

H(xly) = —X;P(y;)ZiP(xily:)log2 (P(xily:)) 7)

4.5.2. Pearson Coefficient Correlation (PCC)

Represents a standard to evaluate the degree of a statistical association between two
independent variables [32]. Its value, which can range from —1 to 1, and its sign, which
can be negative or positive, indicate the type of significance between two attribute vectors.
This formula is used to determine PCC [32]:

LX)y -y
VEE—x )P +Ey -y )
The symbol r denotes Pearson’s correlation coefficient (PCC). The variable x represents

the conditional feature, and the value y represents the decision feature. In addition, we
refer to the sample means for the x and y characteristics as x and y, respectively.

®)

4.5.3. K-Best Feature

Each feature’s value is computed, then the chi-squared function is applied to those
values, and finally, the top feature’s value is ranked according to the k we choose. The chi-
squared statistic [62] is used in feature selection to determine whether or not two features
are independent of a given class. This equation is written mathematically as [32]:

m* (PQ — RT)?
P+x)+(P+Q)+ (P+R)+(T+Q)

x2(f,c) = ( )
where f stands for a single feature, c for a class, M for the entire dataset’s total number of
occurrences, P is the frequency, f occurs in ¢, and Q is the frequency neither f nor ¢ does.
The frequency with which class ¢ occurs without feature f, denoted by R, and class f without
class ¢, represented by T, are inversely proportional.

Furthermore, feature selection uses chi-squared statistics. This statistic determines
if two class-related features are independent. The chi-squared test determines a feature’s
importance to the target class. This equation’s numerical address can determine the
feature’s importance. Thus, the highest-scoring features are modeled. Chi-squared feature
selection improves model efficiency in several ways: Removing unneeded or duplicate
features reduces dimensionality during feature selection. This reduces overfitting and
improves model performance. Selecting the most relevant attributes helps researchers
determine which data features best predict the target class. Readability may help uncover
data patterns and correlations. Removing unnecessary characteristics might help the
model focus on data values, improving generalization. This enhances the model’s pattern
recognition and prediction. Chi-squared-based feature selection helps us select the most
relevant characteristics, minimize dimensionality, improve interpretability, and increase
model generalization [63].

After we applied the above selection method to the combined dataset, we decided
to select the most repeated features given high scores by the selection algorithms, and we
called the selected models features (Final selection). Table 6 illustrates the features that
each method has selected.
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Table 6. Illustrates the features that each method has selected and the final selection.

Feature Selection Technique Selected Features

Mutual information (MI) type, date, ts, time, and lable
date, I1gitude, light_status,
longitude, motil_status,

Pearson Coefficient Correlation (PCC)  sphle_signal,

temp_condition,

and type, lable.

type, date, ts, time, logtiude,

and iltitude.

type, date, ts, time, lable,

logtiude, iltitude nad lable

K-Best feature

Final selection

5. Results

This section compares the learning models and the experimental results with tradi-
tional performance metrics like F1-score, recall, accuracy, and precision. The models created
after the ML bais models algorithms have been trained and evaluated based on standard
key evaluation parameters [64]:

1. True positive (TP): The method correctly identified and categorized malicious attempts
across many samples [58].

2. True Negative (TN): The algorithm accurately categorizes the proportion of normal
samples [58].

3. True positive (TP): The method correctly identified and categorized malicious attempts
across many samples [64].

4. True Negative (TN): The algorithm accurately categorizes the proportion of normal
samples [64].

The performance measures generated from the parameters above are described as follows:

5.1. Accuracy

The accuracy metric is necessary to determine how well the model is doing. On the
other hand, it is only usable with data that is evenly distributed [58,64]. It is computed
as the ratio of correctly predicted occurrences to the total test samples. The mathematical
representation of the equation is as follows [64]:

TP+ TN
TP+ TN+ FP+FN

Accuracy = (10)

5.2. Precision

The percentage of accurate predictions that turned out to be accurate [58]. In other
words, the proportion of positively identified samples that were correctly classified (TP)
compared with the balance of positively identified samples that were mistakenly classified
(but were still positively identified) [64]. The mathematical representation of the equation

is as follows:
TP

Precision = ————
recision P T TP

(11)
5.3. Recall

The percentage of the positive sample count that has been correctly categorized and
identified [64]. The equation is as follows:

TP

Recall = m

(12)

234



Sensors 2023, 23, 5568

5.4. F1-Score

The Fl-score, with its usual range of 1.0 to 0.0, can be used to determine the harmonic
mean of precision and recall [64]. The F-1 score improves as the degree of accuracy and
precision increases. The equation is as follows [58]:

Precision * Recall

F1=score =2 4 Cision + Recall (13)

While we got our data from the TON-IoT dataset, as stated, we started the prepatory

process to build the supervised machine learning models. In addition, four effective

classifiers were employed to detect normal and abnormal IoT network traffic. LR, k-NN,

RF, and DT were used. The primary goal is to combine them into the ensemble to enhance
the IDS performance.

Moreover, Table 7 illustrates the evaluation results of the supervised models. LR has

achieved the highest accuracy, 98.42%; the KNN has 98.28% accuracy; the RF has 98.15%

accuracy; and the DT has 97.44% accuracy, which is considered the lower one, respectively.

Table 7. Evaluation results of the Supervised models.

Algorithm Accuracy Recall Precision F1-Score
LR 98.42% 98.42% 98.47% 98.42%
KNN 98.28% 98.28% 98.29% 98.30%
DT 97 .44% 97 .44% 97.44% 97.44%
RF 98.15% 98.15% 98.16% 98.15%

Our research aims to develop a binary classification based on an ensemble-based
learning model to boost the IDS's efficiency further. The ensemble-based learning approach
combined four supervised ML models (LR, KNN, DT, and RF). These models are accurate
and well-balanced in terms of data, while LR, KNN, and RF stand out as having the highest
accuracy. The advantages of the ensemble learning approach become apparent when
considering how different learning strategies can mutually benefit one another. Stacking
and voting are two methods of ensemble classifier models. Table 8 highlights the ensemble
classifiers and the performance metrics for the two ensemble classifier models.

Table 8. Evaluation results of the ensemble classifiers.

Algorithm Accuracy Recall Precision F1-Score
Stacking 98.64% 98.60% 98.66% 98.61%
Voting 96.63% 96.59% 96.51% 96.60%

We chose stacking and voting as ensemble techniques since their predictions are
weighted depending on the relevance of the individual classifiers. The weighted probabil-
ities are then added together to get the total probability. Furthermore, stacking involves
two steps. There are four model-based learners (LR, KNN, DT, and RF) in the first step; the
next stage is to include one model in a meta-learner (Logistic Regression). Stacking uses
these two stages to learn and identify the best approach to merging base and meta-learner
models. Stacking outperformed Voting in all measures metrics.

However, Figure 3 illustrates the comparison process between the ensemble methods
and the supervised ML models, which emphasizes that the proposed stacking model
outperforms the Voting ensemble classifier, although the supervised ML models have
achieved high accuracy. Stacking has the highest F1 scores (98.64%), Accuracy (98.64%),
Recall (98.60%), and precision (98.20%).
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EL models performance with evaluation metrics compared to ML models.

Woting
Stacking
RF

DT

KNN

LR

85.00% 55.50% 96.00% 96.50% o7.00% 57.50% 9B.00% 98.50% 59.00%

Flscore @ Precision ™ Recall W Accuracy

Figure 3. Compares the proposed and supervised ML models regarding evaluation metrics.

Table 3 presents recent machine-based learning models that used ensemble approaches
in refs. [17,28,42] and were compared with our proposed scheme. Both of them used the
same dataset. The proposed model performed better when measured against evaluation
metrics for the same dataset. While the proposed IDS can detect attacks on IoT network traf-
fic, the detection performance is improved based on the conducted results. The suggested
ensemble models for binary classification showed performance and evaluation metrics
improvements compared with the prior models.

5.5. Discussion

Table 3 compared the performance metrics of different approaches on the TON-IoT
and CICIDS2017 datasets. Each approach utilizes different machine learning algorithms.

Moreover, the research [53] used the TON-IoT dataset, the Random Forest (RF), XG-
Boost (XGBoos), LightGBM (LGBM), and CatBoost algorithms were employed. The ap-
proach achieved recall, precision, F1-score, and accuracy in the range of 91% to 97%, 89%
to 97%, 89% to 97%, and 89% to 97%, respectively. In the study [42] on the same TON-IoT
dataset, the Logistic Regression (LR), Linear Discriminant Analysis (LDA), RF, Naive Bayes
(NB), Support Vector Machine (SVM), and Long Short-Term Memory (LSTM) algorithms
were utilized. The reported metrics for this approach were 85% recall, 87% precision,
86% F1-score, and 86% accuracy. In addition, the study [28] employed the CICIDS2017
dataset and used the Naive Bayes (NB), Decision Tree (DT), and Logistic Regression (LR)
algorithms. Although specific values are provided for recall, precision, and Fl-score,
the reported accuracy was 88.92%.

The proposed models on the TON-IoT dataset employed the Random Forest (RF),
K-Nearest Neighbors (KNN), Logistic Regression (LR), and Decision tree (DT) algorithms.
The stacking and voting methods used in our model to generate these results. The evalua-
tion metrics for our ensemble stacking model were 98.60% recall, 98.20% precision, 98.61%
Fl1-score, and 98.63% accuracy. Our models are compared with recently proposed models
that utilized the same dataset and similar approaches. Our models performed better at
detecting attacks and presented an enhancement in the IDS performance, as shown in
Tables 6-8. Precision is 98.2, recall is 98.60, the F1 score is 98.61, and accuracy is 98.63.

Moreover, stacking and voting were selected as ensemble methods because their
predictions are weighted according to the importance of the individual classifiers. After as-
signing weights, probabilities can be totaled to generate an overall prediction. The proposed
stacking model performs better than the proposed ensemble classifier and is highly ac-
curate, although supervised ML models are also highly accurate. F1 (98.64%), Accuracy
(98.60%), Recall (98.2%), and Precision (98.1%) are all best achieved by the stacking method.
There are two phases of the Stack. In the first phase, we employ four model-based learners
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(Logistic Regression, K-Nearest Neighbor, Distance-based, and Radial Basis Function).
These two steps allow stacking to learn and determine the optimal method for combining
base and meta-learner models. Compared with Voting, the Stacking method performed
better on all measures and metrics.

These evaluation metrics have shown improvement over prior research. The proposed
model uses RF, KNN, LR, and DT algorithms. Combining multiple algorithms into an
“ensemble”, the model uses their strengths to generate better outcomes than a single algo-
rithm. The proposed model stacks many distinct models and integrates their predictions
with a meta-model. The model can detect patterns and make more accurate predictions by
combining basic model results.

Furthermore, we relied on the ensemble since the ensemble learning approach allows
all learning techniques and algorithms to be evaluated simultaneously rather than individ-
ually. There has been an increase in the usage of EL for prediction and forecasting in recent
years, and this has allowed it to be put to use in solving a number of challenging tasks. EL
relies on a set of combined classifiers or predictors instead of single classifiers, so these sets
of classifiers are trained and learned from the conducted patterns to address the same issue
and get better results.

While we proposed a binary classification of IoT device network traffic as normal
or abnormal, by combining the four supervised ML models, we employed two ensemble
methods to improve the efficiency of the proposed model. The proposed method primarily
focuses on the Internet of Things (IoT); however, it is noteworthy that the fundamental tech-
niques and approaches are transferable to other network environments. The principles of
supervised machine learning, ensemble classifiers, and enhancing detection efficacy are not
exclusive to the Internet of Things (IoT) and can be customized to various network contexts.

Hence, the proposed approach is tailored to optimize Intrusion Detection System (IDS)
efficacy in the Internet of Things (IoT). However, this approach’s fundamental principles
and methodologies can potentially be extrapolated and implemented in other network
contexts. While we evaluated the proposed model in the IoT network traffic dataset,
the proposed methodology may provide valuable perspectives and methods that have the
potential to enhance intrusion detection across diverse network environments, extending
beyond the boundaries of the Internet of Things.

6. Conclusions

This study proposes an IDS for IoT networks that employs machine learning to
identify malicious behavior in IoT network data. The primary objective of this approach
is to enhance the efficiency of intrusion and attack detection. This research compares and
contrasts four supervised machine learning algorithms—Random Forest, Decision Tree,
Logistic Regression, and K-Nearest Neighbor— to classify normal and abnormal Internet of
Things network data. Logistic Regression and K-Nearest Neighbor classifiers provided the
most optimal findings. Ensemble approaches, including voting and stacking, are used to
improve classification by combining all supervised models. By working together, various
ensemble learning methods can improve classification accuracy.

Ensemble learning has the advantage of combining various learning methods to
support and reinforce one another in a classification task. This means that the efficiency of
the machine learning models is greatly improved by the ensemble classifiers, which perform
better than the individual supervised classifiers. Performance measures highlight stacking
over voting, with improved accuracy, recall, and F1-Score. In particular, the stacking model
performs exceptionally well in terms of recall. The stacking method has an F1 score of
0.986 and scores of 0.9864 for accuracy, 0.9864 for precision, 0.9864 for recall, and 0.9864 for
both. Compared with the previously used models, these enhancements constitute a major
advance forward. Moreover, as shown in Table 8, stacking shows improvement in accuracy,
precision, and F1-score compared with the models referenced in [28,42,53]. Our objective
for the future is to develop an innovative multi-classification approach that can detect and
classify anomalies and intrusions in IoT network traffic.
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