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Preface to "New Directions on Model
Predictive Control”

Model predictive control (MPC) has been an important and successful advanced control
technology in various industries, mainly due to its ability to effectively handle complex systems with
hard control constraints. At each sampling time, MPC solves a constrained optimal control problem
online, based on the most recent state or output feedback to obtain a finite sequence of control
actions, and only applies the first portion. MPC presents a very flexible optimal control framework
that is capable of handling a wide range of industrial issues while incorporating state or output
feedback to aid in the robustness of the design.

Traditionally, centralized MPC with quadratic cost functions have dominated the focus of MPC
research. Advances in computing, communication, and sensing technologies in the last decades have
enabled us to look beyond the traditional MPC and have brought new challenges and opportunities
in MPC research. Two important examples of this technology-driven development are distributed
MPC (in which multiple local MPC controllers carry out their calculations in separate processors
collaboratively) and economic MPC (in which a general economic cost function that typically is not
quadratic is optimized). There are already many results focused on advances such as these in MPC.
However, there are also still many important problems that require investigation within and beyond
the developments to date. Along with the theoretical development in MPC, we are also witnessing
the application of MPC to many non-traditional control problems.

This book consists of a compilation of works covering a number of application domains, such as
hydraulic fracturing, continuous pharmaceutical manufacturing, and mineral column flotation, in
addition to works covering theoretical and practical developments in topics such as economic and
distributed MPC. The purpose of this book is to assemble a collection of current research in MPC that
handles practically-motivated theoretical issues as well as recent MPC applications, with the aim of
highlighting the significant potential benefits of new MPC theory and design.

We would like to thank those who have contributed to this book. We would also like to thank the
many researchers and industrial practitioners who have contributed to the advancement of MPC
over the last several decades. We would like to thank those who performed reviews of the
manuscripts which comprise this book. The feedback of these reviewers and their time is invaluable.
We would like to thank Dr. Jean Wu for her great support as the Managing Editor throughout the
process of putting together the Special Issue for Mathematics, which this work represents. We would
also like to thank our colleagues at the University of Alberta and at Wayne State University for their
continuous support. Finally, our deepest gratitude is extended to our families and friends for

their constant encouragement and support. Without them, this work would never be possible.

Jinfeng Liu, Helen E. Durand
Special Issue Editors
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Data Driven Economic Model Predictive Control
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Abstract: This manuscript addresses the problem of data driven model based economic model
predictive control (MPC) design. To this end, first, a data-driven Lyapunov-based MPC is designed,
and shown to be capable of stabilizing a system at an unstable equilibrium point. The data driven
Lyapunov-based MPC utilizes a linear time invariant (LTI) model cognizant of the fact that the training
data, owing to the unstable nature of the equilibrium point, has to be obtained from closed-loop
operation or experiments. Simulation results are first presented demonstrating closed-loop stability
under the proposed data-driven Lyapunov-based MPC. The underlying data-driven model is then
utilized as the basis to design an economic MPC. The economic improvements yielded by the
proposed method are illustrated through simulations on a nonlinear chemical process system example.

Keywords: Lyapunov-based model predictive control (MPC); subspace-based identification;
closed-loop identification; model predictive control; economic model predictive control

1. Introduction

Control systems designed to manage chemical process operations often face numerous challenges
such as inherent nonlinearity, process constraints and uncertainty. Model predictive control (MPC)
is a well-established control method that can handle these challenges. In MPC, the control action is
computed by solving an open-loop optimal control problem at each sampling instance over a time
horizon, subject to the model that captures the dynamic response of the plant, and constraints [1].
In early MPC designs, the objective function was often utilized as a parameter to ensure closed-loop
stability. In subsequent contributions, Lyapunov-based MPC was proposed where feasibility and
stability from a well characterized region was built into the MPC [2,3].

With increasing recognition (and ability) of MPC designs to focus on economic objectives, the notion
of Economic MPC (EMPC) was developed for linear and nonlinear systems [4-6], and several important
issues (such as input rate-of-change constraint and uncertainty) addressed. The key idea with the EMPC
designs is the fact that the controller is directly given the economic objective to work with, and the
controller internally determines the process operation (including, if needed, a set point) [7].

Most of the existing MPC formulations, economic or otherwise, have been illustrated using
first principles models. With growing availability of data, there exists the possibility of enhancing
MPC implementation for situations where a first principles model may not be available, and simple
‘step-test’, transfer-function based model identification approaches may not suffice. One of the widely
utilized approaches in the general direction of model identification are latent variable methods,
where the correlation between subsequent measurements is used to model and predict the process
evolution [8,9]. In one direction, Dynamic Mode Decomposition with control (DMDc) has been
utilized to extract low-order models from high-dimensional, complex systems [10,11]. In another
direction, subspace-based system identification methods have been adapted for the purpose of
model identification, where state-space model from measured data are identified using projection

Mathematics 2018, 6, 51; doi:10.3390/math6040051 1 www.mdpi.com/journal /mathematics
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methods [12-14]. To handle the resultant plant model mismatch with data-driven model based
approaches, monitoring of the model validity becomes especially important.

One approach to monitor the process is to focus on control performance [15], where the control
performance is monitored and compared against a benchmark control design. To focus more explicitly
on the model behavior, in a recent result [16], an adaptive data-driven MPC was proposed to evaluate
model prediction performance and trigger model identification in case of poor model prediction.
In another direction, an EMPC using empirical model was proposed [17]. The approach relies
on a linearization approach, resulting in closed-loop stability guarantees for regions where the
plant-model mismatch is sufficiently small, and illustrate results on stabilization around nominally
stable equilibrium points. In summary, data driven MPC or EMPC approaches, which utilize
appropriate modeling techniques to identify data from closed-loop tests to handle operation around
nominally unstable equilibrium points, remain to be addressed.

Motivated by the above considerations, in this work, we address the problem of data driven
model based predictive control at an unstable equilibrium point. In order to identify a model
around an unstable equilibrium point, the system is perturbed under closed-loop operation.
Having identified a model, a Lyapunov-based MPC is designed to achieve local and practical
stability. The Lyapunov-based design is then used as the basis for a data driven Lyapunov-based
EMPC design to achieve economical goals while ensuring boundedness. The rest of the manuscript
is organized as follows: first, the general mathematical description for the systems considered
in this work and a representative formulation for Lyapunov-based model predictive control
are presented. Then, the proposed approach for closed-loop model identification is explained.
Subsequently, a Lyapunov-based MPC is designed and illustrated through a simulation example.
Finally, an economic MPC is designed to consider economical objectives. The efficacy of the proposed
method is illustrated through implementation on a nonlinear continuous stirred-tank reactor (CSTR)
with input rate of change constraints. Finally, concluding remarks are presented.

2. Preliminaries

This section presents a brief description of the general class of processes that are considered in this
manuscript, followed by closed-loop subspace identification and Lyapunov based MPC formulation.

2.1. System Description

We consider a multi-input multi-output (MIMO) controllable systems where u € R™ denotes the
vector of constrained manipulated variables, taking values in a nonempty convex subset &/ C R,
where U = { ueR™ | upm <u< umax}, Umin € R™ and umax € R™ denote the lower and upper
bounds of the input variables, and y € R™ denotes the vector of measured output variables. In keeping
with the discrete implementation of MPC, u is piecewise constant and defined over an arbitrary
sampling instance k as:

u(t) =u(k), kAt <t<(k+1)At,

where At is the sampling time and x; and y; denote state and output at the kth sample time. The central
problem that the present manuscript addresses is that of designing a data driven modeling and control
design for economic MPC.

2.2. System Identification

In this section, a brief review of a conventional subspace-based state space system identification
methods is presented [16,18,19]. These methods are used to identify the system matrices for
a discrete-time linear time invariant (LTI) system of the following form:

Xk1 = Axg + Buyg + wy, 1)
Yr = Cxg + Duy + vy, 2)
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where x € R™ and y € R denote the vectors of state variables and measured outputs, and w € R
and v € R are zero mean, white vectors of process noise and measurement noise with the following

E[(Zj) (sz U?)] = <SQT ;) dijs ©)

where Q € R">"x, § € R and R € R"/*"" are covariance matrices, and J;; is the Kronecker delta
function. The subspace-based system identification techniques utilize Hankel matrices constructed by

covariance matrices:

stacking the output measurements and manipulated variables as follows:

uq Uus cee uj
Un Uus P Ujq

Ul‘i = ] ’ (4)
Ui Uir1 oo Ui

where i is a user-specified parameter that limits the maximum order of the system (1), and, j is
determined by the number of sample times of data. By using Equation (4), the past and future Hankel
matrices for input and output are defined:

Uy =Uy;, Up=Uy, Y=Y, Y=Y ®)

Similar block-Hankel matrices are made for process and measurement noises Vp, Vs € R and
Wy, Wy € Ri"+*] are defined in the similar way. The state sequences are defined as follows:

Xy = {xl X2 ... x]}, (6)
Xf = [.xi+l Xiy2 .- xiﬂ} . (7)

Furthermore, these matrices are used in the algorithm:

Y, Y R
‘Y.” = r ’ lI’rf = u'; ’ ‘Ypr = Tf:| . (8)
P

By recursive substitution into the state space model equations Equations (1) and (2), it is
straightforward to show:

Yy = T;Xg + @ Us + OIWs + Vf, )
Y, = TiXp + U, + OIW, + V), (10)
Xp = A'Xp + AU, + AW, (1)
where:
c D 0 0 ... 0
CA2 CB D 0 ... 0
r=|CA |, of=| caB CB D ... 0f, 12)
cAi-1 CAI"2B CAI3B CA™#B ... D
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0 0 0 0 0
c 0 0 00

o =| CcA c 0 0 o, 13)
00
CAI=2 CAI=3 CAi—* c 0

A?:[Afle AI2B ... AB B], Aiz[AH A2 A ], (14)

Equation (9) can be rewritten in the following form to have the input and output data at the left
hand side of the equation [20]:

Yr

=T X; + PIWs + V. (15)
Uy iXf Vs

1 o

In open loop identification methods, in the next step, by orthogonal projecting of Equation (15)
onto ¥

{1 —q>;?’] ¥ /¥y = T,Xp /Yy (16)
Note that, the last two terms in RHS of Equation (15) are eliminated since the noise terms are
independent, or othogonal to the future inputs. Equation (16) indicates that:

T
Column_Space(Wy /W) = Column_Spuce((TilT {I fo]) ). 17)

Therefore, I; and H? can be calculated using Equation (17) by decomposition methods. These can
in turn be utilized to determine the system matrices (some of these details are deferred to Section 3.1).
For further discussion on system matrix extraction, the readers are referred to references [18,19].

2.3. Lyapunov-Based MPC
The Lyapunov-based MPC (LMPC) for linear system has the following form:

Ny Nu
ukmg]}H 3 17k — 5113, + ]; it — firjallR,,, (18)
subject to: 19)
Ty1 = AXg + By, (20)
i = C% + Diy, @1
aieUd, Aiel,  x(k)=%, (22)
V(%41) < aV(%) V V(%) > €, (23)
V(frr1) S €V V(%) <€, (24)

where %y j, Tkt j, y]ffi j and 7 ; denote predicted state and output, output set-point and calculated
manipulated input variables j time steps ahead computed at time step k, and £; is the current estimation
of state, and 0 < & < 1is a user defined parameter. The operator ||.| |é denotes the weighted Euclidean
norm defined for an arbitrary vector x and weighting matrix W as ||x||2, = xTWx. Furthermore,
Qy > 0 and Ry, > 0 denote the positive definite and positive semi-definite weighting matrices
for penalizing deviations in the output predictions and for the rate of change of the manipulated
inputs, respectively. Moreover, N, and N, denote the prediction and control horizons, respectively,
and the input rate of change, given by Adly; = #ly,j — flxyj-1, takes values in a nonempty convex
subset U C R™, where Us = {Au € R™ | Atin < At < Atimax }- Note finally that, while the system
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dynamics are described in continuous time, the objective function and constraints are defined in
discrete time to be consistent with the discrete implementation of the control action.

Equations (23) and (24) are representatives of Lyapunov-based stability constraint [21,22],
where V(xy) is a suitable control Lyapunov function, and «,€* > 0 are user-specified parameters.
In the presented formulation, €* > 0 enables practical stabilization to account for the discrete nature
of the control implementation.

Remark 1. Existing Lyapunov-based MPC approaches exploit the fact that the feasibility (and stability) region
can be pre-determined. The feasibility region, among other things, depends on the choice of the parameter w,
the requested decay factor in the value of the Lyapunov function at each time step. If (reasonably) good first
principles models are available, then these features of the MPC formulation provide excellent confidence over
the operating region under closed-loop. In contrast, in the presence of significant plant-model mismatch (as is
possibly the case with data driven models), the imposition of such decay constraints could result in unnecessary
infeasibility issues. In designing the LMPC formulation with a data driven model, this possible lack of feasibility
must be accounted for (as is done in Section 3.2).

3. Integrating Lyapunov-Based MPC with Data Driven Models

In this section, we first utilize an identification approach necessary to identify good models for
operation around an unstable equilibrium point. The data driven Lyapunov-based MPC design is
presented next.

3.1. Closed-Loop Model Identification

Note that, when interested in identifying the system around an unstable equilibrium point,
open-loop data would not suffice. To begin with, nominal open-loop operation around an unstable
equilibrium point is not possible. If the nominal operation is under closed-loop, but the loop is
opened to perform step tests, the system would move to the stable equilibrium point corresponding
to the new input value, thereby not providing dynamic information around the desired operating
point. The training data, therefore, has to be obtained using closed-loop step tests, and an appropriate
closed-loop model identification method employed. Such a method is described next.

In employing closed-loop data, note that the assumption of future inputs being independent
of future disturbances no longer holds, and, if not recognized, can cause biased results in system
identification [18]. In order to handle this issue, the closed-loop identification approach in the projection
utilizes a different variable Ypr instead of Y. The new instrument variable, which satisfies the
independence requirement, is used to project both sides of Equation (15) and the result is used to
determine LTI model matrices. For further details, refer to [16,18,23].

By projecting Equation (15) onto ¥, we get:

[ =] ¥y /¥ = DX/ + QW Yy + Vi ¥ (25)

Since the future process and measurement noises are independent of the past input/output and
future setpoint in Equation (25), the noise terms cancel, resulting in:

[ —of| ¥ /%y = TiX /¥ (26)

By multiplying Equation (26) by the extended orthogonal observability T}, the state term
is eliminated:

T el = @)
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Therefore, the column space of ¥ ¢ /¥, is orthogonal to the row space of [(Ff T —(T })TQ',.”] .
By performing singular value decomposition (SVD) of ¥ /¥y

v T
VT

X1 0

¥, /¥y = USV = {ul uz] <o

, (28)

where ¥ contains dominant singular values of ¥ 7 /Y pr and, theoretically, it has the order n,,i + 1 [18,23].

Therefore, the order of the system can be determined by the number of the dominant
singular values of the ¥ I /Ypr [20].  The orthogonal column space of ¥ [ [Ypr is UM,
where M e RU%=ix(1y=1)i js any constant nonsingular matrix and is typically chosen as an identity
matrix [18,23]. One approach to determine the LTI model is as follows [18]:

([ —rtef])T =M. (29)

From Equation (29), I'; and <I>'I-” can be estimated:

= Uy, (30)

rit
—(@)TT;*

which results in (using MATLAB (2017a, MathWorks, Natick, MA, USA) matrix index notation):

Ii=W1:n i)k,
R . &)
D = —(Up(1:nyi,:) ) Up(nyi+1:end,:) .
The past state sequence can be calculated as follows:
Ri=T1[1 —&f] ¥ /¥, (32)

The future state sequence can be calculated by changing data Hankel matrices as follows [18]:

Rf = Rijopis (33)
Up = Uy, (34)
Yy = Yijiv1 (35)
Up = Uiy (36)
Yy =Yiiopi (37)
= X =1} [I fﬂ?] Y/ Ypr, (38)

where T is obtained by eliminating the last 1, rows of I';, and H f is obtained by eliminating the last
ny rows and the last 7, columns of Hf. Then, the model matrices can be estimated using least squares:

W

ili
‘/i[:| . 39)

Xit1
Yy

A B
Cc D

Xi
Uy

Note that the difference between the proposed method in [18] and described method is that,
in order to ensure that the observer is stable (eigenvalues of A — KC are inside unit circle), instead
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of innovation form of LTI model, Equations (1) and (2) are used [16] to derive extended state space
equations. The system matrices can be calculated as follows:

PN +

A B
¢ D

Xi1
Yii

Xi
Uy

(40)

With the proposed approach, process and measurement noise Hankel matrices can be calculated
as the residual of the least square solution of Equation (39):

Wi Xit1 A B||X

Sl = e . (41)
Viji Yiji C Dj Uy,

Then, the covariances of plant noises can be estimated as follows:
Q S _ Wi\i vT  OT
g p| =B wr| [ V. (42)

Model identification using closed-loop data has a positive impact on the predictive capability of
the model (see the simulation section for a comparison with a model identified using open-loop data).

3.2. Control Design and Implementation

Having identified an LTI model for the system (with its associated states), the MPC implementation
first requires a determination of the state estimates. To this end, an appropriate state estimator needs to
be utilized. In the present manuscript, a Luenberger observer is utilized for the purpose of illustration.
Thus, at the time of control implementation, state estimates %; are generated as follows:

Rky1 = A+ Bug + Ly, — Cy), (43)

where L is the observer gain and is computed using pole placement method, and yy is the vector of
measured variables (in deviation form, from the set point).

In order to stabilize the system at an unstable equilibrium point, a Lyapunov-based MPC is
designed. The control calculation is achieved using a two-tier approach (to decouple the problem of
stability enforcement and objective function tuning). The first layer calculates the minimum value of
Lyapunov function that can be reached subject to the constraints. This tier is formulated as follows:

Vinin = rr}iln(v(fk+l))/
g
subject to:
T = A% + Bil}, (44)
i = C% + Dif,
ateud, Ad'el,,  x(k)=%-x7T,

where ¥, 7 are predicted state and output and i is the candidate input computed in the first tier. x5 is
underlying state setpoint (in deviation form from the nominal equilibrium point), which here is the
desired unstable equilibrium point (and therefore zero in terms of deviation variables). For setpoint
tracking, this value can be calculated using the target calculation method; readers are referred to [24]
for further details.
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Note that the first tier has a prediction horizon of 1 because the objective is to only compute the
immediate control action that would minimize the value of the Lyapunov function at the next time
step. V is chosen as a quadratic Lyapunov function with the following form:

V(%) = TP, (45)

where P is a positive definite matrix computed by solving the Riccati equation with the LTI model
matrices as follows:

ATPA—P— ATPB(BTPB+R)™'+Q =0, (46)

where Q € R™*™ and R € R™*"™ are positive definite matrices. Then, in the second tier,
this minimum value is used as a constraint (upper bound for Lyapunov function value at the next
time step). The second tier is formulated as follows:

Ny
i i SP 112 2 . )
2l Z 1Gk+j = Teillg, + ks — Ty jallk,, .
ety j=1

subject to:

Try1 = AXk + Bily, 47)
T = Cx% + Dily,

e, APel, T(k)=3%,

V(Zxr1) < Vipin V V(%) > €7,

V(&ps1) S €V V(%) <€

where N, is the prediction horizon and i* denotes the control action computed by the second tier.
In essence, in the second tier, the controller calculates a control action sequence that can take the
process to the setpoint in an optimal fashion optimally while ensuring that the system reaches the
minimum achievable Lyapunov function value at the next time step. Note that, in both of the tiers,
the input sequence is a decision variable in the optimization problem, but only the first value of
the input sequence of the second tier is implemented on the process. The solution of the first tier,
however, is used to ensure and generate a feasible initial guess for the second tier. The two-tiered
control structure is schematically presented in Figure 1.

Two Tier Controller w

[ Tierl —
Setpoint (Lyapunov Vi Tierll Output
o) min _(MPO) | Input { Plant P

Estimated
State

State
Estimator

Figure 1. Two-tier control strategy.

Remark 2. Note that Tiers 1 and 2 are executed in series and at the same time, and the implementation does
not require a time scale separation. The overall optimization is split into two tiers to guarantee feasibility of
the optimization problem. In particular, the first tier computes an input move with the objective function only
focusing on minimizing the Lyapunov function value at the next time step. Notice that the constraints in the first
tier are such that the optimization problem is guaranteed to be feasible. With this feasible solution, the second
tier is used to determine the input trajectory that achieves the best performance, while requiring the Lyapunov
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function to decay. Again, since the second tier optimization problem uses the solution from Tier 1 to impose the
stability constraint, feasibility of the second tier optimization problem, and, hence, of the MPC optimization
problem, is guaranteed. In contrast, if one were to require the Lyapunov function to decay by an arbitrary chosen
factor, determination of that factor in a way that guarantees feasibility of the optimization problem would be
a non-trivial task.

Remark 3. It is important to recognize that, in the present formulation, feasibility of the optimization problem
does not guarantee closed-loop stability. A superfluous (and incorrect) reason is as follows: the first tier computes
the control action that minimizes the value of the Lyapunov function at the next step, but does not require that
it be smaller than the previous time step, leading to potential destabilizing control action. The key point to
realize here, however, is that if such a control action were to exist (that would lower the value of the Lyapunov
function at the next time step), the optimization problem would determine that value by virtue of the Lyapunov
function being the objective function, and lead to closed-loop stability. The reasons closed-loop stability may
not be achieved are two: (1) the current state might be such that closed-loop stability is not achievable for the
system dynamics and constraints; and (2) due to plant model mismatch, where the control action that causes
the Lyapunov function to decay for the identified model does not do so for the system in question. The first
reason points to a fundamental limitation due to the presence of input constraints, while the second is due to the
lack of availability of the ‘correct’ system dynamics, and as such will be true in general for data driven MPC
formulations. Note that inclusion of a noise/plant model mismatch term in the model may help with the predictive
capability of the model, however, unless a bound on the uncertainty can be assumed, closed-loop stability can not
be guaranteed.

Remark 4. Along similar lines, consider the scenario where, based on the model, and constraints, an input
value exists for which V(x(k)) <= V(x(k — 1)) is achievable. It can be readily shown that any solution
computed by the first tier of the optimization problem would also result in V (x(k)) <= V(x(k — 1)) by virtue
of the objective function being the Lyapunov function at the next time step. Thus, in such a case, the explicit
incorporation of the constraint V(x(k)) <= V(x(k — 1)) (as is traditionally done in Lyapunov based MPC)
does not help, and is not required. On the other hand, for the scenario where such an input does not exist,
the inclusion of the constraint will cause the optimization problem to be infeasible. In contrast, in the proposed
formulation, the MPC will compute a control action where the value of the Lyapunov function might be greater
than the previous value, but greater by the smallest margin possible. The real impact of this phenomenon is
in making the MPC formulation more pliable, especially when dealing with plant-model mismatch. In such
scenarios, the proposed MPC continues to compute feasible (best possible, in terms of stabilizing behavior)
solutions, and, should the process move into a region from where stabilization is possible, smoothly transits to
computing stabilizing control action.

Remark 5. In the current manuscript, we focus on the cases where a first principal model is not available.
If a good first principles model was available, it could be utilized directly in a nonlinear MPC design, or linearized
if one were to implement a linear MIPC. In the case of linearization, the applicability would be limited by the
region over which the linearization holds. In contrast, note that the model utilized in the present manuscript
does not result from a linearization of a nonlinear model. Instead, it is a linear model, possibly with a higher
number of states than the original nonlinear model, albeit identified, and applicable, over a 'larger’ region of
operation, compared to a linearized model.

Remark 6. To account for possible plant-model mismatch, model validity can be monitored with model
monitoring methods [16], resulting in appropriately triggering re-identification in case of poor model prediction.
In another direction, in line with control performance monitoring approaches, the Lyapunov function value
could be utilized. Thus, unacceptable increases in Lyapunov function value could be utilized as a means of
triggering re-identification.
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Remark 7. As mentioned previously, in order to create rich training data around unstable operating points,
closed-loop data must be generated. In turn, since open-loop methods result in biased estimation [25,26] in
model identification, a suitable closed-loop identification method is utilized, and adapted to ensure that the model
accurately captures the key dynamics.

4. Simulation Results

We next illustrate the proposed approach using a nonlinear CSTR example [27]. To this end,

consider a CSTR where a first-order, exothermic and irreversible reaction of the form A L B takes
place. The mass and energy conservation laws results in the following mathematical model:

. —E
Ca= E(CAo —Ca) —koeFTR Cy,
4 (48)
. F (—AH), - Q
Tr = —(Tao — Tr) + " kge ™ .
R V( a0 — Tr) + ooy koe KCAerch

The description of the process variables and the values of the system parameters are presented in
Table 1. The control objective is to stabilize the system at an unstable equilibrium point using inlet
concentration, C4,, and the rate of heat input, Q, while the manipulated inputs are constrained to be
within the limits [C4,| < 1 kmol/ m? and |Q| < 9 x 10% KJ/min, and the input rate is constrained as
|AC4,| < 0.1 Kmol/m?® and |AQ| < 9 x 200 KJ/min. We assume that both of the states are measured.
The system has an unstable equilibrium point at C4 = 0.573 Kmol/m?3 and T = 395.3 K. The goal is
to stabilize the system at this equilibrium point. To this end, first an LTI model is identified using
closed-loop data; then, an MPC is designed to stabilize the system at the unstable equilibrium point.

Table 1. Variable and parameter description and values for the continuous stirred-tank reactor

(CSTR) example.
Variable Description Unit Value
Cas Nominal Value of Concentration k)’;’;’ ! 0.573
Tgr,s Nominal Value of Reactor Temperature K 395
F Flow Rate ,%; 0.2
v Volume of the Reactor o 0.2
Cao,s Nominal Inlet Concentration ;','3” 0.787
ko Pre-Exponential Constant — 72 x 10°
E Activation Energy KL 8314 x 10
R Ideal Gas Constant Kzzl X 8.314
T a0 Inlet Temperature K 352.6
AH Enthalpy of the Reaction Kk]al 4.78 x 10*
0 Fluid Density £ 10°
cp Heat Capacity ktfi]K 0.239

For system identification of the CSTR model, proportional-integral (PI) controllers (pairing C4
with Cjp ;, and T with Q) are implemented in the process. In particular, pseudo-random binary signals
are used as set-points for PI controllers. The identified LTI model order is selected as n = 4 and i = 12,
in order to achieve the best fit in model prediction (using cross-validation). Note that these four states
are the states of the identified LTI model. When dealing with setpoint tracking, these states can be
augmented with additional states and utilized as part of an offset-free MPC design. Model validation
results under a different set of set-point changes from training data are presented in Figures 2 and 3.
The identified system is unstable with absolute eigenvalues [0.9311 0.9311 0.9998 1.0002] ,
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which has an eigenvalue outside unit circle. The unstable nature of the identified model is consistent
with the operation of the system around the unstable equilibrium point.

3
C A(kmo\/m )

0.2 0.4 0.6 0.8 1 1.2 1.4
Time(min)

0.2 0.4 0.6 0.8 1 1.2 1.4
Time(min)

Figure 2. Data driven model validation results: measured outputs (dash-dotted line), state and output
estimates using the (linear time invariant) LTI model model from closed-loop data and identification
(dashed line), state and output estimates using the LTI model from open-loop data and identification

(dotted line), observer stopping point (vertical dashed line).
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Figure 3. Model validation data: manipulated inputs under a proportional-integral (PI) controller.

For the model validation, initially, a steady state Kalman filter (gain calculated by the identification
method) is utilized to update state estimate until { = 0.8 min and after convergence of the states
(gaged via convergence of the outputs), the model and the input trajectory (without the state
estimator) are used to predict the future output. Figure 2 illustrates the results of the model validation,
and compares against a model obtained from open-loop step pseudo-random binary sequence (PRBS)
on the input. As expected, the model identified using closed-loop data predicts better.

Next, closed-loop simulation results for proposed controller and conventional MPC
(i.e., MPC without Lyapunov constraint) with horizons 1 and 10 are presented in Figures 4-7.
The controllers parameters are presented in Table 2. As can be seen, the LMPC has the best performance
in stabilizing the system at the unstable equilibrium point. The MPC with a horizon of 1 is not capable
of stabilizing the system, and the controller with a horizon of 10 reaches the set-point later compared
to the LMPC. In addition, the evolution of the subspace states indicates better performance under the

proposed LMPC.

11
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Figure 4. Closed-loop profiles of the measured variables obtained from the proposed Lyapunov-based
MPC (continuous line), MPC with horizon 1 (dash-dotted line), MPC with horizon 10 (dashed line),
and MPC with horizon 1 and open-loop identification (narrow dash-dotted line) and set-point

(dashed line).
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Figure 5. Closed-loop profiles of the manipulated variables obtained from the proposed LMPC
(continuous line), MPC with horizon 1 (dash-dotted line), MPC with horizon 1 and open-loop
identification (narrow dash-dotted line) and MPC with horizon 10 (dashed line).
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Figure 6. Closed-loop profiles of the LTI model states obtained from the proposed LMPC
(continuous line), MPC with horizon 1 (dash-dotted line) and MPC with horizon 10 (dashed line).
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Figure 7. Closed-loop Lyapunov function profiles obtained from the proposed LMPC (continuous line),
MPC with horizon 1 (dash-dotted line) and MPC with horizon 10 (dashed line).

Table 2. List of controllers parameters for the CSTR reactor.

Variable Value
At 0.2 min

10
Qx 0 1

Qx,mPC 10 x diag([1/Ca,1/Tr s])
RAu,MPC dmg([l/CAO/maxr 1/Qmax])

Qk diag([10%,10%])
Ry diag([1073,1073])
Tmin 0
Timax 5
& 10_3 X x,-lsp
Aty [70.1 7200]
Attyuax [0.1 200]
6*
V(x) (x_xsp)T(x_szp)
o 106 0

T
Cu [0 041]
0 7.83 x 10°

5. Data-Driven EMPC Design and Illustration

Having illustrated the ability of the LMPC to achieve stabilization, it is next utilized to achieve
economical objectives while ensuring stability. The Lyapunov based EMPC formulation is as follows:

Ny
T~ T~
max [ P —Cy Uy,
gkﬂ,,’gk“,]; yYik+j = Cullktj
subject to:
Trp1 = A% + By, (49)

Wk = Cx + D1,
icl, Ali € U, x(k) = %4,
V(J—C'k+j) < o forj = 1,...,P,

13
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where the value of p dictates the neighborhood that the process states are allowed to evolve within.
¢y and ¢, indicate output and input cost vectors. Other variables have the same definition as
Equation (47).

Remark 8. In recent contributions [17,28], a Lyapunov-Based EMPC is proposed that utilizes data-driven
methods to identify an empirical model for the system where the number of empirical model states is equal to the
order of the plant model. In contrast, in the present work, the order of the model is selected based on the ability of
the model to fit and predict dynamic behavior over a suitable range of operation, in turn allowing for an EMPC
design that can reliably operate over a larger region.

Remark 9. The EMPC formulation in the present manuscript utilizes a linear form of the cost function for the
purpose of illustration. The proposed approach is not limited by this particular choice. Any other form of the cost
function, including those where the costs could be time dependent, could be readily utilized within the proposed
formulation. In such scenarios, the presence of the stability constraints provide the safeguards that allow the
EMPC to move the process as needed to achieve economical goals.

Remark 10. The use of linear models in the control design opens up the possibility of utilizing MPC
formulations [3,29] that enable stabilization from the entire null controllable region (the region from which
stabilization is achievable subject to input constraints). The use of the NCR can, in turn, be utilized to maximize
the region over which the EMPC can be implemented, thereby maximizing the potential economic benefit.
Such an implementation, however, needs to account for potential plant model mismatch owing to the use of the
linear model, and remains the subject of future work.

Next, the proposed Lyapunov-based EMPC (LEMPC) is implemented on the CSTR simulation
example and compared to the LMPC implementation. The closed-loop results are presented in
Figures 8-11. Exploiting the flexibility of operation within a neighborhood of the origin, the LEMPC
drives the system to a point on the border of that neighborhood, which happens to be the optimal
operating point, instead of the nominal operating point. Figure 12 shows the comparison of the
LEMPC and LMPC. As expected, the LEMPC achieves improved economic returns compared to the
conventional MPC.
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Figure 8. Closed-loop profiles of the measured variables obtained from the proposed Lyapunov-based
economic MPC (continuous line) and the nominal equilibrium point (dashed line).
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Figure 9. Closed-loop profiles of the manipulated variables obtained from the proposed LEMPC

(continuous line).
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Figure 10. Closed-loop profiles of the identified model states obtained from the proposed LEMPC

(continuous line).
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Figure 11. Closed-loop Lyapunov function profiles obtained from the proposed LEMPC (continuous line).
Note that the LEMPC drives the system to a point within the acceptable neighborhood of the origin.
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Figure 12. A comparison of the economic cost between the LEMPC (continuous line) and LMPC (dotted line).

6. Conclusions

In this study, a novel data-driven MPC is developed that enables stabilization at nominally
unstable equilibrium points. This LMPC is then utilized within an economic MPC formulation to
yield a data driven EMPC formulation. The proposed approach is described and compared against
a representative MPC, and shown to be able to provide improved closed-loop performance.
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Abstract: With the penetration of grid-connected renewable energy generation, microgrids are
facing stability and power quality problems caused by renewable intermittency. To alleviate such
problems, demand side management (DSM) of responsive loads, such as building air-conditioning
system (BACS), has been proposed and studied. In recent years, numerous control approaches
have been published for proper management of single BACS. The majority of these approaches
focus on either the control of BACS for attenuating power fluctuations in the grid or the operating
cost minimization on behalf of the residents. These two control objectives are paramount for
BACS control in microgrids and can be conflicting. As such, they should be considered together
in control design. As individual buildings may have different owners/residents, it is natural to
control different BACSs in an autonomous and self-interested manner to minimize the operational
costs for the owners/residents. Unfortunately, such “selfish” operation can result in abrupt and
large power fluctuations at the point of common coupling (PCC) of the microgrid due to lack
of coordination. Consequently, the original objective of mitigating power fluctuations generated
by renewable intermittency cannot be achieved. To minimize the operating costs of individual
BACSs and simultaneously ensure desirable overall power flow at PCC, this paper proposes a novel
distributed control framework based on the dissipativity theory. The proposed method achieves
the objective of renewable intermittency mitigation through proper coordination of distributed
BACS controllers and is scalable and computationally efficient. Simulation studies are carried out to
illustrate the efficacy of the proposed control framework.

Keywords: model predictive control (MPC); dissipativity; building air-conditioning system
(BACS); microgrids

1. Introduction

In the past decade, electricity generation by using renewable energy resources, such as solar
energy, becomes increasingly popular due to its capability of saving fossil fuels and reducing emissions.
As a result, the number of grid-connected solar generation (SG) plants rises rapidly. One of the
drawbacks of SG is the fluctuations in its output power caused by renewable intermittency. In practice,
large and rapid output power oscillations are often experienced in SG plants, which may lead to bus
voltage instability or even blackouts in the electric grid [1-3]. Such stability problems become far more
significant in the microgrids, where high penetration of SG plants can be expected [4]. One of the
widely accepted solutions to the aforementioned stability problems is to increase the operating reserve
of electric grid. This includes the installation of extra generators, deployment of a large amount of
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battery energy storage systems (BESSs), and demand side management (DSM), etc. Obviously, large
scale implementation of either extra generators or BESSs will introduce very high costs. In comparison,
DSM utilizes the load shifting potential of end-users and does not require additional infrastructure.
Thus, DSM is considered to be one of the most cost-effective methods for providing operating reserve
to the grid [5,6].

Conceptually, DSM indicates the management of electrical loads to diminish undesirable
fluctuations in power flow while satisfying customer requirements. Some electrical loads are
controllable, including washing machines, air-conditioners and ventilation systems, etc. Among
all these loads, air-conditioners typically consume a significant portion of energy. This is especially
true for modern buildings that employ central air-conditioning systems. Statistically, nearly 40% of the
world’s end-use electric energy is consumed by buildings and more than 50% of the building energy is
used for ventilation and air-conditioning [7-9]. This shows that control of building air-conditioning
systems (BACS) can be crucial for maintaining power balance in the grid, and the thermal capacity
of buildings can be used as an effective tool for smoothing the power flow and shaving peak power
in microgrids.

In recent years, model predictive control (MPC) has been investigated in the optimal management
and operation of energy systems (including BACSs) [10-17]. For example, Maasoumy et al. [14]
proposed an MPC approach to regulate building heating, ventilation and air-conditioning (HVAC)
systems to offer an ancillary service to automatic generation control (AGC). The proposed method
contributes to improving the accuracy of AGC in power systems. However, the operating costs of
building HVAC systems and the scenarios of large scale power systems with SGs are not considered.
In [15-17], researchers proposed other model based control methods to manipulate the aggregated
demand of BACSs to compensate for the power fluctuations caused by SG units. These methods
essentially increase the operating reserve of electric grids. Nevertheless, the associated operating
costs of BACS are still not considered. In fact, the operating costs are one of the main concerns of
building residents and must be taken into account in BACS control. From the perspective of building
residents, the main control objective of BACSs should be the minimization of operating cost so that
their electricity bills can be reduced. In [18], a hierarchical economic MPC framework based on the
time-scale difference between HVAC and building thermal energy storage was developed to improve
the total operation cost. In this work, distributed control is adopted since different buildings are
usually subject to different energy demands and ownerships.

To study general situations in microgrids, dynamic electricity prices are employed in this paper for
energy trading of distributed buildings with SGs and BACSs. Theoretically, dynamic prices are based
on the current and predicted power supply/demand information that is available in the commonly
used day-ahead market. Certainly, such dynamic “prices” can be either actual electricity prices for a
microgrid with financially independent buildings (where the prices impact owners’ economic costs) or
virtual prices for a microgrid owned by one organization such as a university or company campus
(where the “prices” are used as a token for the coordination of energy consumption of different
buildings). With respect to the dynamic prices, each individual BACS controller can minimize its
operating cost economically through demand management. This mechanism encourages BACS
controllers to shave peak power demand in the high price region and shift it to a low price region.
However, if not appropriately coordinated, a positive feedback loop might be formed. In this case,
the prediction of an increasing electricity price stimulates building controllers to purchase and use
more energy at the current step to save the predicted future SG outputs for possible energy selling
at higher prices. This subsequently results in a further boosted electricity price. The presence of
such a mechanism can significantly deteriorate the collective power flow profile of all participated
buildings in the microgrid. Under some extreme conditions, voltage instability might also be incurred.
Therefore, the formulation of the aforementioned positive feedback loop must be avoided through
appropriate coordination of different BACS controllers. Proper coordination of microgrid users is
necessary to attenuate excessive energy trading behaviors effectively. Advanced control methods,
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such as process control techniques, can be applied in this scenario to improve system-wide stability and
performance [10,13,19,20]. Although some articles are published on the coordination of distributed
controllers for microgrid applications [21-23], their nature of achieving economic optimum at an
aggregation level makes them computationally complicated and not scalable for large scale systems,
such as microgrids. Thus, distributed control without online centralized optimization is a better
solution to the aforementioned problem.

In this paper, a novel distributed economic MPC approach for BACS in microgrids is developed,
based on the dissipativity theory. This approach allows individual BACS MPCs to minimize their own
operational costs while attenuating the fluctuations of the total power demand and ensure microgrid
level stability. To allow large scale implementation, the basic idea is to constrain the behaviors of
BACS controllers with additional conditions to achieve the microgrid level performance and stability.
In this work, such conditions are developed based on concept of dissipativity. Being an input and
output property of dynamical systems [24,25], dissipativity was found useful for stability design for
feedback systems (e.g., [26,27]) and was recently applied to develop plantwide interaction analysis and
distributed control approaches (e.g., [28-31]). In this paper, microgrid-wide performance and stability
are represented as microgrid dissipativity conditions that in turn are translated into the constraints
that each BACS controller has to satisfy. To reduce the conservativeness of the dissipativity conditions,
dynamic supply rates in Quadratic Difference Form (QdF) [32] are adopted in this approach, similar
to [33]. Each BACS controller can optimize its own “selfish” economic objective based on the local
information (e.g., the indoor temperature) and the electricity price, subject to the above discussed
constraint, without iterative optimization or negotiations.

The remaining part of this paper is organized as follows: Section 2 introduces thermal modeling
of buildings with AC and SG for microgrid applications. In Section 3, the effect of dynamic electricity
price on energy trading in microgrids is discussed and an illustrative price scheme is provided.
The dissipativity theory is briefly reviewed in Section 4. Subsequently, microgrid-wide dissipativity is
analyzed and the proposed control framework is presented. Based on the general case of dynamic
electricity price, simulations are carried out with the results presented in Section 5 to show the
effectiveness of the proposed approach on improving collective performance of BACSs in microgrids.
Finally, a conclusion is drawn in Section 6.

2. Buildings with Air-Conditioning and Solar Generation in Microgrids

2.1. Building Thermal Modeling

To effectively reduce the energy consumption of BACS without sacrificing the comfort of residents,
thermal dynamics of buildings have to be studied. Therefore, a suitable building thermal model is
necessary. In literature, a number of models are proposed to quantitatively evaluate building thermal
dynamics [34-38]. Typically, three exogenous disturbances, including ambient temperature, solar
irradiation and heat generated by internal electrical appliances, are adopted in these models and
ground temperature is neglected [35]. The complexity of these models are basically dependent on their
accuracy and the number of thermal zones considered in a building. It is noted that linear state space
models are commonly used and found to be accurate enough [36-38]. In addition, the complexity of
such models rises drastically with the increase of the number of building thermal zones [39]. Therefore,
in real-time control applications, a reduced order model is usually desirable. Without loss of generality,
a lumped parameter building thermal model [38] is employed in this paper as follows:

iy, 1 1 1 1
—=— (T, - T, — (T — T, — (T, — T, — [( Py, P, I D Auql,
7 CdRa( o d)+Cde( w—Ta) + Cde( e —Tg) + c, [(Pheat + Peool + pPia) + PsApia]
dTy 1 1

- _ . 1
at CuRy (Td Tw)+ Cw‘bsAl/lzz ( )
dT, 1
Te = (T,-T,)+ T, —T.),
dt CeRw( d e) CeRam( a e)
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where the definitions and units of notations used in Equation (1) are given in Table 1. Noticeably,
expressions ®; Ay and P Apip represent the solar radiation transferred through an external building
envelop to heat up indoor air and interior walls, respectively. Considering the effect of shading,
the usage of heat insulation materials in the envelop of most buildings and the heat transfer rate
between air and wall, the values of 31 and y; are chosen to be 0.02 and 0.0075 in this paper. It should be
pointed out that the control framework to be presented in Section 4 can be applied with any building
thermal model, including those more detailed models that consider the dynamics of each individual
thermal zone.

Table 1. Variables in the thermal model.

Variable Definition Unit

T, Temperature of building indoor air °C

Tw Temperature of building interior walls °C

Te Temperature of building envelop °C

T, Temperature of ambient environment °C

[N Solar radiation kW /m?
Prieat Heating power from air-conditioning system (positive) kW
P01 Cooling power from air-conditioning system (negative) kW

Py Power consumption of indoor appliances (excluding AC system) kW

14 Fraction of heat generated from the operation of indoor appliances

R, Thermal resistance between indoor air and ambient environment °C/kW

Ry Thermal resistance between interior walls and indoor air °C/kW
Ruw Thermal resistance between indoor air and building envelop °C/kW
Ram Thermal resistance between building envelop and ambient environment °C/kW

Cy Heat capacity of indoor air kW/°C

Cuw Heat capacity of interior walls kW/°C

Ce Heat capacity of building envelop kW/°C

A Effective area of building envelop m?

128 Coefficient of solar radiation transferred through building envelop to heat up indoor air

Ho Coefficient of solar radiation transferred through building envelop to heat up interior

walls

2.2. Building with Air-Conditioning and Solar Generation

As mentioned before, modern buildings are usually equipped with automatically controlled
air-conditioners (AC), which includes on/off type and inverter based variable frequency type. In most
cases, the latter shows superior performance over the former even though it is more expensive [40].
According to some previous studies, the variable frequency air-conditioner (VFAC) can achieve
significant energy savings and simultaneously provide better comfort level [40-42] compared to its
on/off counterpart. This means the increased capital cost of VFAC can be readily paid back through
the reduction of electricity bills. Consequently, nowadays, VEACs are widely used to replace the
conventional on/off models [43]. In view of such circumstances, the VFAC, which is capable of
continuously adjusting its output heating/cooling power, is assumed to be the default air-conditioner
for buildings in this paper.

In the microgrids, it is common to install solar photovoltaic (PV) systems on the roof of buildings
to reduce buildings’ energy dependency on the grid. In this way, many buildings can have their own
clean energy sources to support loads or even sell surplus electric energy back to the grid. In order
to describe a general situation, SG systems are assumed to be present in the buildings of microgrids
in this work. Conceptually, the studied building system with AC and SG can be briefly depicted by
Figure 1. Denote P, and Ps as the power purchased from and sold to the microgrid by the building,
respectively. Then, the power balance equation can be expressed as follows:

Pb+Ps+va:Pheat+PCDal+Pld/ (2)
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where Py, and Py are defined as the power generated by SG plant and the power consumed by the
other electrical loads (excluding AC system), respectively.

Microgrid

""""""""""""""

ﬁ\ | \l Other Electrieal Loads
i .\| i pcC Substation with
il i o i

Si
Information Exchange

\l Other Electrical Loads

Figure 1. Block diagram of buildings with air-conditioner (AC) and solar generation (SG) in microgrids.

The output power of SG can be estimated/predicted from forecasted solar radiation and
ambient temperature together with the technical specifications of the PV panels and the incremental
conductance based maximum power point tracking algorithm [44].

2.3. State-Space Representation

The aim of controller is to maintenance the building’s indoor temperature with a certain range
while dynamically adjusting the power demands within the microgrid to achieve better economy:.
Thus, the state variables x, output (or controlled) variables y, manipulated variables 1 and disturbance
variables d can be chosen as follows:

x:[T,,, To TE]T,y:[Td P, PS]T, o
u:[pheat Peoot Pb]Trd:[Pld va Ta q)s]T/

respectively. The discrete-time state-space model of Equations (1)—~(2) can be expressed in the following
compact form:

x(k+1) = Ax(k) + Bu(k) + Ed(k),

4
y(k) = Cx(k) 4+ Du(k) + Fd(k), @
where
1,1 1 1 1 1
GRtrntr) mG Ry |t 10
A=I+T, R.C e 0 ,B==10 0 0f,
w w d
Rl 0 —Z(z; +ry) 000 5
100 00 0 LU 0 0 00
C=000/,D=J00 1|, E=T|0o 0o o 24 ,F=l0o 0 0 0f,
000 11 -1 0 0 1 0 1 -100

with Ty as the controller sampling period and I3 as a 3 x 3 identity matrix.

22



Mathematics 2018, 6, 60

3. Electricity Price Policy for Energy Trading in Microgrids

There are research efforts on minimizing the operating costs of BACS based on the predictions
of electricity price while respecting thermal comfort constraints [45-48]. Nonetheless, the attentions
of these proposals are only based on static electricity price. Instead, the general case of dynamic
electricity pricing, which varies with respect to real-time power supply and demand conditions, is not
investigated. In practice, dynamic electricity prices are widely proposed for microgrid and smart grid
applications [22,49-51] because they are effective tools for achieving power and financial balances.
Furthermore, the existing proposals also neglect the effect of cost minimization by distributed BACS
controllers on the overall power flow profile of microgrid. Actually, this effect is very important since
the detrimental intermittent power fluctuations caused by renewable intermittency can be aggregated
rather than mitigated if there is no coordination among distributed BACS controllers. The reason for
such phenomenon is that buildings in one geographical area, such as a microgrid, are typically subject
to the same electricity price and very similar weather conditions. As a consequence, simultaneous cost
minimization of BACSs can lead to similar control actions, producing similar building power flow
profiles even though there are some differences in the output of SGs installed on buildings.

It is acknowledged that a constant electricity price does not give customers incentives to change
their load patterns, which can lead to supply issues in power systems during peak demand hours [9,52].
In addition, it implies that people who use electricity during off-peak hours are essentially subsidizing
peak hour users [53]. Undoubtedly, such a price policy is undesirable for both the grid operator and
the users. To effectively shave the peak of power demand, time-of-use (TOU) price policy is proposed
and employed [47,54,55]. For example, a typical TOU price ay;c adopted by the state of New South
Wales in Australia [54,55] is illustrated in Figure 2, from which it is seen that TOU electricity price
varies with time periodically with large price difference between peak and non-peak hours. In this
way, the shifting of electrical loads from peak hours to non-peak (off-peak or shoulder) hours can help
reduce users’ electricity cost to a large extent. Therefore, TOU price policy motivates users to shift their
electricity usage to low price regions.

‘Weekdays ‘Weekends
10PM

Off-Peak Off-Peak

TAM

0.5061 Peak
Prices in AUD: ¢, =4 0.2026  Shoulder , L =0.055
0.1144 Off - Peak

Figure 2. Illustrative example of time-of-use (TOU) electricity price and solar feed-in tariff.

Indeed, there are drawbacks of the existing TOU price policies. Firstly, researchers have pointed
out that the ratio of peak to off-peak TOU prices has to be significant. Otherwise, the profile of user
power demand will not change effectively [56]. Nevertheless, large price differences in different time
intervals can result in higher overall cost for some users, and, thus, may not be preferable. Secondly,
since the TOU price policy is static, dynamic supply and demand information cannot be reflected in
the electricity price. Consequently, it is impossible for the electricity market to use price as an effective
tool to affect power balance in the grid. In practice, dynamic electricity price has great potential to
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influence both the supply and demand to alleviate power imbalances in areas with high penetration
of SG plants [49], such as microgrids. Theoretically, electric energy can be traded among users in
microgrids with reasonable prices and this is beneficial for both grid operator and users. For the grid
operator, electricity price can be regulated based on real-time supply and demand information to
mitigate microgrid-wide power imbalance. Alternatively, for users in the microgrid, trading with
the other users instead of the grid gives them the opportunity of getting a better electricity price.
This contributes to reducing their overall cost. Therefore, dynamic electricity prices are promising for
microgrid applications.

Of course, to implement dynamic electricity prices in the microgrid, energy trading between
microgrid and utility grid (UG) is inevitable because power imbalances in microgrid have to be
compensated by UG. As a result, the existing TOU price profile employed by UG must be considered.
In general, the dynamic electricity prices should possess three features. First of all, they ought to be
functions of the real-time power supply and demand in microgrid. Secondly, the users who buy energy
should be charged at a price not higher than that of the UG and the users who sell energy should be
paid at a price not lower than that of the UG. This feature motivates users to participate in energy
trading activities. Thirdly, despite their nature of benefiting users, the dynamic electricity prices must
guarantee that the microgrid can be financially self-sustained in its transactions with UG. In other
words, the financial gain of microgrid through energy selling must be able to cover the financial loss
of microgrid through energy buying. In theory, many pricing policies can satisfy the above features.
One of the examples is

{amg = [1+ (1 —7)P¥/PFlauc, Pmg = auc, if PY+PE >0, ©
“mg:,Bmg:ﬁUG/ ibeZ+PSZ§O,

where ay,¢ and B represent the electricity price charged on energy buyers and paid to energy sellers
in microgrid, respectively, and Py y. (>0) and Ps 5, (<0) are the total electric power purchased from and
sold to the microgrid by internal users, i.e.,

M M
Pr=Yp, Pr=YF, (7)
i=1 i=1

with P} and P! as the trading behaviors of individual users and M as the number of users. Notations
ayc and By denote the electricity price charged on and paid to microgrid by UG when there are
transactions between them. The values of aj;¢ and ;¢ can be determined from Figure 2. Symbol 1 is
a user-defined constant in the range 0 < v < 1.
From Equation (6), it can be seen that
WmgPE + PugPE = (PE + PE)ayg  if PE+ PE >0, ®
WmgPE + PugPE = (PE + PE)Buc  if PE+ PF <0.

In both equations, the left-hand side represents financial gain/loss of microgrid’s trading with
internal users and the right-hand side indicates financial gain/loss of microgrid’s trading with UG.
Obviously, equivalence of the two sides implies zero financial gain/loss of microgrid. Consequently,
by employing such a pricing policy, the microgrid serves as a non-profit information platform that
facilitates energy trading among internal users. In practical applications, if certain operation and
maintenance costs are associated with this information platform, a monthly service charge can be
imposed on users. However, this service charge should be very low due to the large amount of users
in microgrid and the marginal cost of running an information platform.
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4. Dissipativity Based Distributed Control Framework

The distributed control diagram of building thermal systems in the microgrid is depicted by
Figure 3, where B; and C; represent the i-th building and its corresponding controller. During
each sampling period, individual controllers receive price information (both current and predicted
purchasing/selling prices) from the energy trading unit, retrieve load profiles from historical data and
measure building temperatures. Then, it calculates the control inputs by minimizing its economical
cost and sending the power demand/supply information to the energy trading unit. The further price
profile is generated by this centralized component based on the price scheme in Equation (6) and
redistributed to individual controllers at the next time step.

| | | |
di B, By mdu

| | | |

o w | | unm| |

| | | |

! le—J~ 1 [ . |

: G 1 ; Cu |

! | | :

S p—— ) S —— )

Building 1 e Building M

Figure 3. Block diagram of signal flows of a controlled building thermal system.

As shown in our previous work [57], without proper coordination, the “selfish” nature of each
economic MPC controller could generate excessive energy trading behaviors, which may cause
undesirable oscillations. In this section, the dissipativity theory, which characterizes system behaviors
from input-output trajectories, is employed to resolve this issue. The whole system in Figure 3
is treated as a network of dynamical interacted subsystems. Firstly, the dissipativity analysis is
performed on each components, e.g., building thermal model, controller and energy trading unit.
Then, a microgrid-wide supply rate is obtained by the linear combination of individual subsystems’
supply rates. Finally, a microgrid-wide dissipativity synthesis is performed offline and the online
implementation involves solving distributed economic model predictive control (DEMPC) problems
subject to additional dissipativity based coordination constraints.

4.1. Dissipativity and Dissipative Conditions

Consider a general discrete-time system expressed as follows:

x(k+1) = f(x(k),u(k)), y(k) = h(x(k),u(k)), ©)
where x € R", u € R” and y € R are defined as the state, input and output variables, respectively.

Notation k denotes the k-th sampling instant. This system is said to be dissipative if there exists a
positive semidefinite function ¢(x) defined on the state, called storage function, and a function ¢(y, u)
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defined on the input and output, which is known as supply rate, such that the following inequality
holds [24]
p(x(k+1)) = p(x(k)) < @y (k) u(k)), vk = 0. (10)

Commonly, the following (Q, S, R)-type supply rate is used

T
¢<y<k>,u<k>>—{§§§ﬂ {‘ﬁf o yg’;ﬂ )

where Qp = Qg € R, Ry = R; € RP*P and Sy € RI*F are parametric matrices. In general,
the information of system gain is contained in Qy, Ry and the phase relation is indicated by S,. For
example, Qy = —I, Sp = 0, Ry = pI, implies a system with bounded £ gain (with an He system
norm of p).

Since the (Q, S, R)-type supply rate only contains input and output information at the current
sampling instant, i.e., u(k) and y(k), it can be very conservative. The conservativeness of the
dissipativity conditions can be reduced by introducing the concept of dynamic supply rate, e.g.,
in the quadratic differential form (QDF) [32], or the QdF for discrete time systems [58]. Such a
dynamic supply rate is a function of the input and output trajectories and, consequently, captures
more behavioral features of the system. An exemplary illustration of an n-th order QdF supply rate is

T
gl | 1Qe So | |9(k)
ﬁ(k)} {Sf Rﬂ {ﬁ(k)]’ (12

where Qp = Q4TJ € R"*M, Sy € RM*MP, Ry = R£ € R"*" and ii(k), (k) are the input and output
trajectories defined by:

D(g,1) = {

(k) = col(y(k),...,y(k+n—1)), da(k)=col(u(k),...,u(k+n—1)) (13)
T
where col(y1,...,Ym) = [le e yﬂ . By using the above notation, a QdF storage function ¥ (7, 1)
can be derived as follows:
Tr.. . .
w(g,a) = 10| o8y Do) - diag (Yo p) |\ 90| (149
(k) d1ag(Y¢,0qu) diag(Zy, 0pxp) | |a(k)

where X, = Xf € Ri=Dpx(n=1)q, y, e Rir=Dax(n=Dp, 7, — 75 € RU=Dp*(1=D Tt is noted that
zero vectors are concatenated with Xy , Yy and Zy to extend the dimension of parametric matrix.
With slight abuse of notations, we use ® and ¥ to denote the coefficient matrix of supply rate and
storage function, i.e.,

Q‘P 54; diag(Xl,,,quq) dlag(Y,l,, qup)
b = Y=, . . 15
{ dlag(YlZ, Opxq) diag(Zy, Opxp) (15)

Subsequently, the QdF-type dissipativity [33] can be defined as follows.

Definition 1. System (9) is said to be dissipative with respect to the n-th order QdF-type supply rate O (i, it) if
there exists n-th order QAF-type storage function ¥ (f), 1) > 0 satisfying the following dissipation inequality:

V¥(y,4) =Y@k+1),d(k+1)) —¥(g(k), a(k)) < ®(y(k),a(k)), Vk>D0. (16)
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It is noted that the change of storage function V¥ (7, 1) is expressed as

| diag(0gxq, Xy) — diag(Xy, 0gxq)  diag(0gxp, Yy) — diag(Yy, 0gxp)

VY =|,. . . .
diag(0pxq, Y$) - dlag(Ylg,Opxq) diag(0pxp, Zy) — diag(Zy, Opxp)

. 17)
4.2. Dissipativity Analysis of an Individual Building in the Microgrid

Assume that there are M buildings participating in the energy trading in microgrid and the i-th
(i=1,..., M) building system is expressed as follows:

xi(k+1) = Ajx;(k) + Biu;(k) + Eid;(k),

(18)
yi(k) = Cixj(k) + Diu;(k) + Fd;(k),

where variables x;, u;,d;, y; and matrices A;, B;, C;, D;, E;, F; are defined in a similar way as those in
(3)-05).

The dissipativity property of individual building thermal model can be obtained as follows.

Proposition 1. System (18) is dissipative with supply rate ®;(i;, 0;, d;), if there exists a storage function
Y, (9, 4, d;) satisfying the following linear matrix inequalities (LMIs)

T

CA‘i Di ﬁz CAi Di ﬁi
¥, >0, |0 I 0] (®—-V¥)|0 I 0f>0, (19)
0 0 I 0 0 I
where
G D; 0 0 E; 0 0
S A P "l e
: : : 0 : : 0
C;A" CA™'B; CAIT2B; D; CA'E; GAIT?E; F;

Proof. From (18), we have §;(k) = C;xk) + D;it;(k) + Fid;(k). By submitting it into the dissipation
inequality (16), then (19) follows as x(k), @;(k), d; (k) are independent. [J

4.3. Dissipativity Based DEMPC

In this work, a DEMPC approach is developed to control each BACS as MPC implement cost
functions that directly reflect the actual operational costs of air-conditioners and can deal with
constraints easily. For the i-th building with AC and SG, the economic optimal control problem
can be expressed as follows:

N-1 ) )
min 2"‘Mg(k"‘].)Pé(k"‘].)+ﬁMg(k+]')Psl(k+]')z
u’ j=0

st ®(k+j+1) = A% (k+j) + Bul(k + ) + Ed (k + ), £ (k) = x' (k)
W(k+j) = C& (k4 j) + Dul (k + ) + Fd' (k + j)

'(k+)) € [T;, Ti] % [0,P1] x [~ P4, 0]

“(k+7) € [0,Pac] x [~Pac,0] x [0,Py],

@n

¥
y
i

where u’ = {u!(k),...,u'(k+ N —1)} is the vector of decision variable and N is the prediction horizon.
In addition, the constraint inequalities indicate limits imposed by user comfort temperature zone
[L,T,-], power distribution line limit P; and rating of air-conditioner Pac.
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Similar to [57], an additional dissipativity based constraint is added to individual DEMPC
controllers to achieve microgrid-wide stability and performance. Since MPC is a static control law
without any storage function, it could be very conservative to impose the dissipation inequality (16) to
the DEMPC formulation (21). To solve this problem, the concept of dissipative trajectory, which is the
integral version of (16), is adopted in this work:

Definition 2 ([31]). An MPC controller with the supply rate ®c(§(k),1(k)) is said to trace a dissipative
trajectory if the following condition is satisfied:

k
Wi =) @c(9(j), (7)) > 0, vk >0. )
=0

To ensure that the DEMPC controller in (21) is dissipative with respect to supply rate . ;(1;, 1;, tfi),
the following constraint

W~ T ”

e,i(k) Je,i(k)

R R g (k) 0 Sy, i (k)
Wi + T-Q .’ . tei c,i tei Z 0, (23)

A TIORIYAT dh) | (Sh Rew] | dei®)

ﬁc,i (k) ﬁc,i (k)

T

where y.; = uj, uc; = yi, de; = di and v,; = [zxmg ﬁmg] are imposed to the optimization

problem (21). To ensure its recursive feasibility, the controller’s supply matrix ®; needs to satisfy [33]
the following conditions:

—Qp, 20, {59 S"’”(’] > 0. (24)

4.4. Analysis of Dissipativity of Price Controller in Microgrid

The energy trading unit is a memoryless rational function of total power supply (P¥) and demand
(PE). The dissipation inequality of the CPC can be expressed as follows:

T

Xmg Xmg
Bmg Bmg -

0, 25
I 5)
PF PF

where ¢, is the quadratic supply rate (QSR) matrix. The problem in (25) can be solved efficiently by
the sum-of-squares (SOS) programming method.

Here is a brief introduction to the basic concept of SOS programming. Let R[x] be the set of all
polynomials in x with real coefficients and

Lxl:={peR] [ p=pi+p5+-+Pa pr.-, pn € Rx]} (26)

be the subset of R[x] containing the SOS polynomials. Finding a sum of squares polynomial p(x) is
equivalent to determination of the existence of a positive semidefinite matrix Q such that

p(x) = m"(x)Qm(x) (27)

where m(x) is a vector of monomials. The SOS decomposition (27) can be efficiently and reliably
achieved through semidefinite programming (SDP) [59]. In this paper, open source MATLAB toolbox
YALMIP (version R20170921, Linkoping University, Linkoping, Sweden) [60] and SDP solver SeDuMi
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(version 1.05R5, maintained by CORAL Lab, Department of Industrial and Systems Engineering,
Lehigh University, Bethlehem, PA, USA) [61] are used for finding the Q matrix.
By substituting the price scheme (6) into (25), we can have the following SOS programming problem:

T
ayc[Py + (1 —7)PF] ayGlPF + (1 —7)P¥]

YayucPy YyaucPr
¢ > 0. (28)
(P})? ’ (Py)?
PEPE PEPE

The following n-th order QdF supply rate (augment of QSR supply rate) can be written as
Dp = I17, diag(¢e, . .., o)L, (29)

where the permutation matrix I1,, is defined by

‘Xmg(k) |

PE(k

o g )

z _ @’:28((,(; : (30)

amg(k+”*1) ISSZ(k>
‘Bmg(k +n-1)
PE(k+n—1)
| PE(k+n—1) |

4.5. Microgrid-Wide Dissipativity Synthesis
Let the independent variables for the networked system be partitioned into the following sets:
yg = col(P}, Pi,...,PM,PM),
dg :col(dl,...,dM), (31)

_ 1 ol ol M pM M
wg = col(Pyyas Puoors Tgs - -+ Phats Pepots Ta' s g, Pmg)-

Then, the microgrid-wide supply rate, which is the linear combination of the supply rates of
individual subsystems, distributed controllers and energy trading unit can be represented as

A T A
. Ys s

Dy (9g,dg, g) = |dg | Dg | dg |, (32)
Do Dg

T
where &g = 117 diag(®y, ..., Pm, Pt ..., P, Pe)Tand 1T = |TT] T17 Hg] with permutation
matrices I1;, I'ly, I13 satisfying

[ ]?c/l T [ ]?c,l T
h 1/25/1 LZc/l
ﬁAl dc/l dc/l
dq g Oe1 g Oc1 g
=11 Lfg , =11, jg ’ =113 jg . (33)
Im Zf)g Je,m d]g Je,m d]g
T/AlAM ’:‘:\c/M "?\C/M
M de,m de,m
»ﬁc,M_ _ﬁE,M_
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By imposing different constraints on the above microgrid-wide supply rate, we can achieve
different performances of the collective behavior of all buildings. In practice, the UG operator mainly
pays attention to the power flow at point of common coupling (PCC) depicted in Figure 1 because it
directly affects the stability and power quality of UG. Instead, the power flows within the microgrid
are usually not of concern on condition that the limits of power distribution lines are taken care of by
distributed controllers.

In the context of microgrid with a high penetration of SG plants, desirable performances at PCC
include: (1) reduced peak-to-peak amplitude of power flow profile; and (2) attenuated amplitude
of rapid power flow fluctuations. To satisfy these two requirements, a frequency weighted He
microgrid-wide performance (34) is employed in this paper for the collective behavior of all buildings

[W(2)ygll2

<1, (34)
lldgll2

where y, and d, are defined in (31) and W(z) is a frequency dependent weighting function utilized to
penalize the mid to high frequency fluctuations of total power flow of all buildings and the excessive
energy trading by individual buildings. An example of W(z) is

111 ...1
0¢& 0 ...0
W(z) =w(z), Q=10 0 ¢ 0| ® [1 1] , (35)
000 ... ¢
ﬂ]lB s alnB
where the Kronecker operator @ is definedby A® B = | : | . The weighting function
apnB -+ auyB

w(z) can be chosen as follows to attenuate the high frequency power fluctuations:

21—z )+ T(1+z71)
C2T(1 -z )+ T(1+2z71)

w(z) (36)
with coefficients T, T;(i = 1,2) and K representing controller sampling period, time constants and
attenuation gain, respectively. In addition, () is a linear transformation matrix that puts weightings on
both the overall power flow at PCC and the net power flow of each individual building as interpreted by

Pr + Pr
P2 + P?

Que = : . (37)
pM + pM

In this paper, the weightings in (35) are normalized with unity weighting assigned to the overall
power flow at PCC (i.e., PF + P¥) and a small positive weighting of ¢ < 1 assigned to the net power
flow of each building. Physically, this means that the penalty on the amplitude of high frequency
power fluctuations is mainly imposed on the overall power flow, while the excessive energy trading
behavior of each building is also constrained.
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The condition on the microgrid He performance (34) can be reinterpreted into the microgrid
supply rate condition to ensure the minimum performance level of microgrid observed at PCC [33,57].
To illustrate this, the microgrid-wide supply rate is partitioned as follows:

T

N y:g A%_y Ayd Ayw zg
D (g, dg, ) = | dg Ay Naa Aaw | |dg |- (38)
ZAUg A;w A;w Aww Zbg

According to [33], the £,-gain condition in (34) can be converted into the following LMIs:

Ayd =0, Ayw =0, Agw =0,

(39)
Ay < —=NN, Aga = D™D, Aww <0,

where N = diag {K(Ts — 2Ty, K(Ts +2T1)} @ Qand D = diag {T; — 2T, Ts + 2T» } @ Iy

4.6. Distributed Control Design and Implmentation

The proposed dissipativity based DEMPC involves two steps:

o Off-line dissipativity synthesis: The dissipativity property for a given system is not unique.
A system can have different supply rates that represent different aspects of the process dynamics
(e.g., the gain and phase conditions). Therefore, dissipativity conditions for all subsystems
including individual buildings, BACS controllers and the pricing controller that allow the
required microgrid-wide stability and performance condition in (34) need to be found during
the offline design step. This is done by solving LMIs in (19) for dissipativity conditions for
buildings (corresponding to the building model in (18)), feasibility conditions for individual
EMPC controllers in (24), the dissipativity condition for the pricing controller in (28), and the
dissipativity condition representing the microgrid-wide stability and performance in (39)
simultaneously. The outcome of this step is the dissipativity conditions (more specifically,
the supply rates Qg ;, Sp.; and Ry, ; for the i-th controller) that individual EMPC controllers need
to satisfy.

Online implementation: solve the DEMPC optimization problem in (21) subject to an additional
dissipativity based coordination constraint in (23).

5. Simulation Results

To demonstrate the efficacy of the proposed control framework, a simulation model of microgrid
consisting of eight buildings with AC and SG is developed. These buildings can be divided into four
groups with each two buildings in one group sharing the same thermal parameters. Simulation studies
are carried out based on the illustrative dynamic price scheme presented in Section 3. The data of power
consumption by electrical appliances in buildings are downloaded from Australian Energy Market
Operator (AEMO) [62] and the information of weather conditions, including ambient temperature and
solar radiation, is obtained from the weather station of Murdoch University [63]. For the reference,
profiles of the aforementioned data for one building are plotted in Figure 4. Furthermore, the values
of thermal parameters for different types of buildings (with their definitions given in Table 1) are
given in Table 2. In addition, an exemplary weighting function W(z) is designed by selecting K = 2,
Ty =2m x3rad/h, T, = % rad/h, and ¢ = 0.1. The controller sampling period is selected to be
10 min and the online computation time for individual DEMPC controller is less than 10 s, which is
negligible. The small control latency is due to the non-iterative feature of the proposed approach.
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Table 2. Values of thermal parameters for four types of buildings.

Buildings R, Ry Ry Ram Cy Cw C, " 12 A p

Type 1 326 021 0.132 0.0389 76.02 87494 2767.1 0.02 0.0075 10500 0.1
Type 2 422 022 0142 0133 37.04 337 1465.28 0.02 0.0075 3600 0.1
Type 3 395 023 0146 012 36.72 300 13025  0.02 0.0075 3200 0.1
Type 4 354 02 0144 0142 3285 312 1310 0.02 0.0075 3200 0.1

in Building 1 (kW)

L L L L L L
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Figure 4. Representative profiles of: (a) power consumption of electrical appliances (excluding building
air-conditioning systems (BACS)) in building 7 (kW); (b) ambient temperature of building 7 (°C);
(c) solar radiation of buiding 1 (kW/m?2).

Firstly, the dynamic responses of different buildings are simulated by using distributed MPC as
BACS controller without dissipativity based coordination (23). The results are given in Figures 5a
and 6a, from which high amplitude fluctuations are seen in both the dynamic electricity prices and the
overall power flow of microgrid. This is caused by the “selfish” optimizations by distributed BACS
controllers, which formulate a positive feedback loop in energy trading as analyzed in the Introduction.

After implementing the dissipativity based coordination (23), which imposes constraints on the
overall power flow of all participating buildings in the microgrid, comparative simulations are run
under the same conditions of Figures 5a and 6a. The corresponding results are shown in Figures 5b
and 6b. By comparing these four figures, it is seen that high amplitude fluctuations in electricity prices
and the overall power flow are effectively attenuated, which implies successful mitigation of excessive
energy trading of buildings. Moreover, from the third subplots of Figure 6, it is observable that the
peak-to-peak amplitude of overall power flow is reduced by approximately 50% with the application
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of dissipativity based coordination. This means that coordination of distributed BACS controllers can

reduce microgrid’s energy dependency on UG.
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Time (Hour)
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Figure 5. Dynamic electricity price for energy trading: (a) with; (b) without dissipativity based coordination.
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Figure 6. Overall power flow profiles of all buildings:

(b) with dissipativity based coordination.
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(a) without dissipativity based coordination;

To investigate the impact of dissipativity based coordination on the response of individual
buildings, corresponding simulation results are presented in Figure 7, from which it can be seen that
the indoor temperature is kept within the required comfort zone and fluctuations in the total power
flow and the consumption by AC of an individual building is also attenuated.

To further demonstrate the effectiveness of the proposed control framework, the responses of
electricity prices and overall power flow profiles are simulated during the weekend. The corresponding
results are given in Figures 8 and 9, from which improvements on the damping of rapid fluctuations
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and peak-to-peak amplitude of power flow can also be seen in the responses with dissipativity

based coordination.

»

L

weekend

><

150 T

100

50 [

o

Total Power Flow
of Building 7 (kW)

-50 - : ‘
120 132 144

80 T T

156

168

weekday

180

60 -

40+

20

Power Consumed for
Cooling in Building 7 (kW)

132 144

156

168

180

192

Total Power Flow

Power Consumed for
Cooling in Building 7 (kW)

192

Indoor Temperature
of Building 7 (°C)

132 144

156
Time (Hour)

@

168

180

Indoor Temperature

192

of Building 7 (kW)

of Building 7 (°C)

p

150

weekend

><

weekday

100

50

o

-50

120

132

144 156

168

180 192

80

60

40

20

132

144 156

168

180 192

26

255

25

245

24
120

132

144 156

Time (Hour)

(b)

168

180

Figure 7. Response of building 7: (a) without dissipativity based coordination; (b) with dissipativity

based coordination.

weekend

=4
@

[~
kS

[t
N

&y
(dollar/kWh)

144

156

168

180

o
i
&

P
o
g

(dollar/kWh)

=4 14
o 9 o
& 2 o

[

120 132 144

156
Time (Hour)

@

168

180

192

Be

(dollar/kWh)

(dollar/kWh)

weekend

weekday

0.6

0

L
-

0.2

120
0.3

132

144 156

0.25
0.2

0.1

0.05

[

120

132

144 156

Time (Hour)

(b)

168
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Figure 9. Weekend overall power flow profiles of microgrid: (a) without dissipativity based
coordination; (b) with dissipativity based coordination.

6. Conclusions

This paper proposes a novel distributed control framework for the management of buildings with
air-conditioners and SG in the context of microgrid. It allows the freedom of individually distributed
building air-conditioner controllers in order to minimize their own operating costs, while achieving
appropriate coordination among them to produce desirable overall power flow profile at the PCC.
The effectiveness of the proposed control framework is demonstrated through simulation studies in
comparison with conventional building air-conditioning control without coordination.
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Abstract: In this work, we propose a framework for economic model predictive control (EMPC)
with zone tracking. A zone tracking stage cost is incorporated into the existing EMPC framework
to form a multi-objective optimization problem. We provide sufficient conditions for asymptotic
stability of the optimal steady state and characterize the exact penalty for the zone tracking cost
which prioritizes zone tracking objective over economic objective. Moreover, an algorithm to modify
the target zone based on the economic performance and reachability of the optimal steady state is
proposed. The modified target zone effectively decouples the dynamic zone tracking and economic
objectives and simplifies parameter tuning.

Keywords: predictive control; process optimization; soft constraint; zone control

1. Introduction

Process control of chemical plants needs to address a number of objectives including safety,
environmental regulations, product quality, energy efficiency, profitability, etc. Based on the emphasis
of the control objectives in practice, three elements or three facets of control exist [1]: regulatory control,
constraint control and maneuvering control. Regulatory control refers to the conventional setpoint
tracking control which minimizes the variance of controlled variables to the setpoint. Constraint control,
or zone control, prevents the system from violating its boundary and steers the system back into the
zone whenever constraint violation happens. No control action is required if the system is (predicted
to be) in the target zone. Maneuvering control moves the system from the current operating point to
a new operating point, typically due to economic considerations or change of operating conditions.
Generally speaking, a well designed control system necessarily integrates all three control types,
although emphasis on the three facets of control may vary from application to application.

Model predictive control (MPC) has been the most widely applied advanced control technique.
The ability to handle constraints and to incorporate economic considerations makes MPC an ideal
platform for integrating different control objectives. The literature is rich with theories for conventional
setpoint tracking MPC ([2]). The past decade has seen an increasing academic interest in economic
model predictive control (EMPC) ([3-6]) which integrates economic objectives into regulatory setpoint
tracking control. On the contrary, zone control has received less attention. In the MPC framework,
zone control is usually dealt with by the so-called soft constraint technique ([7-11]). As its name
suggests, soft constraint is often dismissed as a trick to avoid feasibility issue with hard constraint,
and is discussed separately from set-point tracking and economic objectives. To the best of the
authors’ knowledge, only a few MPC frameworks explicitly handle zone tracking objectives ([12-14]).
A practical challenge for the design and implementation of an integrated control system is the difficulty
in parameter tunning. How to tradeoff different control objectives via the tuning parameters to get the
desired closed-loop performance is crucial to the successful implementation of any control framework.
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In this work, we propose an EMPC framework with integrated zone control. A zone tracking
stage cost which penalizes a weighted /1 norm and squared /, norm distance to the target zone is
incorporated into the EMPC framework to form a multi-objective optimization problem. We provide
sufficient conditions for asymptotic stability of the optimal steady state and characterize the exact
penalty for the zone tracking cost which prioritizes the zone tracking objective over the economic
objective. Moreover, we propose an algorithm to modify the target zone based on the economic
performance and reachability of the optimal steady state in the target zone. The modified target
zone is constructed as an invariant subset of the original target zone in which closed-loop transient
economic performance is guaranteed. EMPC with the modified target zone effectively decouples the
zone tracking and economic objectives and enjoys a simplified and more transparent parameter tuning
procedure. Finally, two numerical examples are investigated which reveal the intrinsic difficulties
in parameter tunning for EMPC with zone tracking and demonstrate the efficacy of the proposed
approach.

2. Problem Setup
2.1. Notation

Throughout this work, ||x[|,, denotes the I, norm of the vector x such that |[x|, = (L |x()|P) Ve,
The operator | - | denotes the I; norm or Euclidean norm of a scalar or a vector. The symbol ]IANA
denotes the set of integers {M, M + 1, ..., N}. The symbol I>( denotes the set of non-negative integers
{0,1,2,...}. The symbol projx(0) denotes projection of the set O onto its subspace X. A function
I(x) : X — R is said to be positive definite with respect to a set X; C X, if I(x) = 0 for all x € X; and
I(x) > 0 otherwise.

2.2. System Description and Control Objective

We consider the following nonlinear discrete time system:

x(n+1) = f(x(n),u(n)) 1

where x(n) € X C R"™, u(n) € U C R™, n € I, denote the state and input at time #, respectively.
The vector function f(-) : R" x R" — R" is continuous. The system is subject to coupled state and
input constraint:

(x(n),u(n) eZCXxU, nels

where X, U, Z are all compact sets. The primary control objective is to steer and maintain the system in a
compact set Z; C Z. The distance to the target zone is measured by the function ¢ (x(n), u(n)) : Z — R
which is positive definite with respect to the target zone Z;. There is also a secondary economic
objective to minimize the operational cost characterized by the function ¢ (x, u) : Z — R. Both £(+)
and /,(-) are continuous functions. Since zone tracking objectives are usually associated with important
process specifications concerning safety or product quality, an ideal control strategy should satisfy
zone objectives whenever possible and allow zone tracking violation only for a short period of
time. This leads to the following formal statement of the control objective as an infinite-horizon
optimization problem:

012

min
n

£e(an) () + & £(x(m)u(n)) + K

@

0
st. (x(n),u(n)) €Z, neclsy
(

(
(x(n),u(n)) €2y, n>K+1
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The above optimization problem optimizes the economic performance over an infinite horizon
and minimizes the zone tracking error for the first K time steps when the system is outside the
target zone Z;. When the system is steered into the target zone, the zone tracking error /(-) is zero.
The duration of zone target violation K is also an explicit objective which ensures that the zone tracking
objective is satisfied in finite time. The optimization of Equation (2) is essentially a multi-objective
optimization problem in which the magnitude, duration of zone target violation, as well as the
economic performance are traded off.

For simplicity of exposition, we assume that the optimization of Equation (2) is well defined.
This implies that the system can be steered to the target zone Z; in finite time without violating the
constraint. Moreover, the infinite sum Y ;- o £, (x(n), 1(n)) is bounded. This condition is satisfied for
strictly dissipative systems if we assume without loss of generality that the economic performance at
the optimal steady state is zero [6].

Let (xs, 115) denote the economically optimal steady state in the target zone Z;. That is:

(xs,us) = argn;’iun Lo(x,u)
st x=f(x,u) ©)
(x,u) € Z

We assume that (xs, is) uniquely solves the above steady-state optimization problem. Note that
the economic cost function £, (+) is not necessarily positive definite with respect to (xs, us).

3. EMPC with Zone Tracking

In this section, we propose a general framework for EMPC with zone tracking to tackle the
infinite-horizon optimization problem in Equation (2). The EMPC is formulated as a finite horizon
optimization problem which is solved repeatedly in a receding horizon fashion to approximate the
optimal solution to Equation (2). We provide sufficient conditions for asymptotic stability of the
optimal steady state and discuss how zone tracking can be prioritized using exact penalty.

3.1. EMPC Formulation

At a sampling time 7, the EMPC is formulated as the following finite-horizon optimization problem:

o min Y (i) + e (i) 4
st xip = fx,u;), i€ H(I)\Fl )

xo = x(n) (6)

(x;,u;) €Z, i e I @)

XN = Xs 8)

In the above optimization, the objective function Equation (4) minimizes the zone tracking
error and economic performance over a finite horizon of N steps, Equation (5) is the system
model, Equation (6) specifies the initial condition, Equation (7) sets the state and input constraints.
The point-wise terminal constraint Equation (8) requires the terminal state to arrive at the optimal
steady state x; after N steps. This implicitly imposes constraint on the duration of zone objective
violation (K in Equation (2)).

Let u*(i|n), i € I~ denote the optimal solution. The input injected to the system at time 7 is:
u(n) = u*(0|n). At the next sampling time n + 1, the optimization of Equation (4) is re-evaluated,
generating an implicit feedback control law u(n) = xy(x(n)). We denote the feasibility region of
the optimization problem of Equation (4) by Xy. Due to the terminal constraint Equation (8), Xy is
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forward invariant under the EMPC design. In other words, the EMPC design is recursively feasible.
The zone tracking penalty /;(x, u) is defined by the following function:

Ca(aryu) = min ey (Jlx = ¥y + [l = w7]) + el = 7[5 + 1w — w7 ) o
’ 9
st (x%,u*) € Z

where ¢ and ¢, are positive scalars. The zone tracking penalty defined in Equation (9) is formulated
implicitly as an optimization problem which minimizes weighted /; norm and squared I, norm distance
from the point (x, 1) to the target zone Z;. The distance to the target zone is evaluated by introducing
artificial variables (x, ;) which are bounded in the target zone Z;. It is easy to verify that £ (x, 1)
defined in Equation (9) is positive definite with respect to the target zone Z;. When the zone tracking
penalty of Equation (9) is used, Equation (4) is equivalent to the following optimization problem:
. N=t 2 2
min, L Le(xi,ug) + el =l + [l = ully) + ealllxi = 27, + s = w7]l2)

Z 4z
U, X5 U5

st xip1 = f(xuy), i€ H(I)\Fl

xg = x(n) (10)
(xiu;) €Z, i€ IN7!

AN = Xs

(¥, uf) €y, i€ ]Ig’*1

Remark 1. The incorporation of the Iy norm penalty allows for the so-called exact penalty which will be
discussed in Section 3.3. From a multi-objective optimization point of view, the combined use of the linear
(11 norm) penalty and quadratic (squared 1 norm) penalty offers a way to trade off the magnitude and duration
of zone tracking violation [7]. Larger linear penalty may, though not necessarily, result in more drastic control
move with smaller duration of zone tracking violation. On the contrary, quadratic penalty generally leads to
mild control action with smaller zone tracking violation but larger duration of violation. These results will be
demonstrated in the simulation.

Remark 2. A well-known technique to address the feasibility issues in MPC is to employ the so-called soft
constraint where slack variables are introduced to relax hard (state) constraint. Interested readers may refer
to [7,9] which provide comprehensive discussions on constraint relaxation of MPC using soft constraint. Let the
target zone Zy be characterized by Zy := {(x,u) : g(x,u) < 0} where g(x,u) : R™ x R™ — R™. When soft
constraint is used, the penalty for constraint violation has the following form:

G(xu) =min ey [ls]ly +e2 s]3
st g(xu)<s

The function {s(x, u) defined above is also positive definite with respect to the target zone Z. Note that the
zone tracking penalty Cs(x,u) is different from £, (x, u) in Equation (9). In the above example, implementing
the soft-constraint penalty (s(x, u) requires ny artificial variables whereas for Uz (x, 1) the number is ny + ny.
The soft-constraint penalty s(x, u) may be better described as an output zone tracking penalty (considering
y = g(x,u) as the system output) whereas {;(x, u) in Equation (9) is a zone tracking penalty for system state
and input. The pros and cons of state zone tracking against output zone tracking calls for further investigation.
One advantage of using the state zone tracking penalty ¢, (x,u) is that it allows set-theoretic method ([15])
in the EMPC design. In Section 4 an algorithm based on set-theoretic method will be proposed to modify the
target zone.
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3.2. Stability Analysis
In the following, we establish sufficient conditions for asymptotic stability of the optimal steady

state x;.

Definition 1. (Strictly dissipative systems) The system of Equation (1) is strictly dissipative with respect to the
supply rate s : X x U — R if there exists a continuous storage function A(-) : X — Rand a K« function
1 (-) such that the following holds for all x € X and u € U:

A(f(x,u)) = A(x) < s(x,u) =[x = xs])
Assumption 1. (Strict dissipativity, [16]) The system of Equation (1) is strictly dissipative with respect to the
supply rate s(x, u) = Le(x,1t) — Lo(xs, 11s)

Assumption 2. (weak controllability, ([171)) There exists a Koo function () such that for all x € Xy,
there exists a feasible solution to Equation (4) such that:

N-1
2 i = us| < (fx = xs)
i=0
Theorem 1. If Assumptions 1 and 2 hold, then the optimal steady state x, is asymptotically stable under the
EMPC of Equation (4) with a region of attraction Xy.
Proof. To proceed, we define the rotated cost Zg(x, u) as:
Lo(x,u) = Lo(x, 1) — Le(xs,us) + A(x) — A(f(x,u)) (11)
From Assumption 1, the rotated cost satisfies

Ce(x,u) > ay(]x = xs]) (12)

Substitute Equation (11) into the Equation (4), the optimization problem of Equation (4) can be
equivalently written as follows:

uo/}rp,i”rlH [EO] Oo(xi,ui) + € (xj, u;) — Axg) + A(xn) + Nle(xs, us)
st xip1 = f(x,uy), i€ ]Ié\lfl
xo = x(n)
(x;,u;) €Z, i€ IV
AN = Xs

The last three terms in the objective function of the above optimization are all constant and can be
dropped (because of constraints Equations (6) and (8)). The above optimization is then reduced to:

N-1
Vix(m) =, min ¥ L(xu)
st UN— i=
st xip1 = fx,u), i€ H(I)\Iil
xg = x(n)
(xiu;) €Z, i€y

XN = Xs
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where L(x,u) = £¢(x,u) + ¢;(x, u). Since L(-) is non-negative and taking into Equation (12), we have:
V(x(n)) > L(xo,ug) = Le(x0, tg) + £z(x0, tt0) > Le(x0,0) > a;(|x(n) — x5]) (13)
Moreover, Assumption 2 implies the existence of a Ko, function S(-) such that (see [17] Appendix):

V(x(n)) < B(lx(n) = x5|) (14)
Finally, the value function V(x(n)) is strictly non-increasing and satisfies:

V(x(n+1)) = V(x(n)) < =L(x(n),u(n)) < —a;(|x(n) - xs[) (15)
Equations (13)-(15) makes the value function V(x(n)) a Lyapunov function with respect to the
optimal steady state x;. Therefore the optimal steady state x; is asymptotically stable. [

Remark 3. If the optimal steady state lies in the interior of the target zone, then asymptotic stability of the
optimal steady state implies finite-time convergence into the target zone. However, if the optimal steady state is
on the boundary of the target zone, asymptotic stability of the optimal steady state does not imply finite-time
convergence to the target zone. One way to still achieve nominal finite-time convergence to the target zone is
to implement the whole predicted input sequence instead of only the first element. That is, u(n + i) = u*(i|n)
fori e ]Ig’ ~1. At the sampling time n + N, re-evaluate the optimization of Equation (4) based on the state
measurement x(n + N). Due to the terminal constraint, the nominal system will reach the optimal steady state
in N steps. Another way is to employ sufficiently large Iy norm zone tracking penalty (large c1) which is known
to result in deadbeat control policy ([18]).

3.3. Prioritized Zone Tracking

In practice, zone control objectives are usually associated with important or urgent objectives
such as operation safety and product specification. Thus a natural question to ask is how to pick the
zone tracking penalty such that the zone tracking is prioritized over the economic objective? In other
words, how to ensure that the system stays in the target zone whenever possible? The answer has to
do with the so-called exact penalty function. To proceed with the discussion, we introduce the concept
of the dual norm:

Definition 2. (dual norm) Consider the p norm of a vector u, ||ul|,, p € L>o. We refer to |[ul|, as the dual
norm of ||ul|, where ||ul|, is defined as follows:

= max MTU

ulf, :
Il = s
It can be verified that |-||; is the dual norm of ||-||, and vice versa. Consider the following
constrained optimization problem:
min  V(u)
! (16)
st. g(u) <0
The above hard-constraint optimization problem can be recast as the following soft-constraint
optimization problem:
min V(u) +c|lef,

17
st. g(u) <e a7
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where c is a positive scalar. It is conceivable that if the penalty c is sufficiently large, then the solution
to the Equation (17) will be identical to Equation (16). The following well-known result specifies how
large is sufficiently large for c:

Theorem 2. Consider the optimization of Equations (16) and (17). Assume that the solutions to both problems
satisfy second-order sufficient conditions, and let A denote the vector of the Lagrange multipliers of Equation (16).
Ifc> H)\Hq where ||- Il is the dual norm of ||-|| ,, then the solutions to Equations (16) and (17) are identical.

Proof. The proof can be found in [19] Theorem 14.3.1. [

Any penalty function satisfying the conditions in Theorem 2 is called the exact penalty function.
When exact penalty is used, the soft-constraint optimization problem has the same solution as the
original problem. This means that if we treat the feasibility region, {x | g(x) < 0}, as the target zone
and the penalty, c ||e]| p» s the zone tracking penalty, the exact penalty prioritizes the zone tracking
objective over the economic objective.

Remark 4. The exact penalty function problem for Equation (16) is usually written in the following form:
min V(u) +¢[[max{0, g(u) },

The above formulation is equivalent to the problem of Equation (17). With slight abuse of language, we
refer to the soft-constraint formulation in Equation (17) with ¢ > ||/\Hq as the exact penalty. Essentially what
allows the exact penalty to be exact or to prioritize the constraint objective is the non-smoothness of the penalty
function at € = 0. In the case of equality constraint, the same result applies since one can also treat h(u) = 0
as a set of inequality constraints h(u) < 0and —h(u) < 0. In this case, the exact penalty function problem
becomes: min V(u) +c|[h(u)ll,

In the light of Theorem 2, we can construct the following optimization problem in which zone
tracking is made the hard constraint:

N1
min 3 Le(x;, 1)
WAL =

st Xy = f(xi,ui), i€ ]I(I)\jil
xo = x(n)
o RN
(xj,u;) € Z, i€l (18)
XN = Xs
(x3,u3) € Zy, i € TN
Xi=xj, 1€ ]Ié\lfl
up=u:, i€ H{J\]_l
To make the statement of the final result more compact, we employ the definition of the N-step

reachable set [20]:

Definition 3. (N-step reachable set) We use Xn(Zt, xs) to denote the set of states that can be steered to X in
N steps while satisfying the state and input constraints (x,u) € Zy. That is,

Xn(Zi, xs5) = {x(0) | 3 (x(n),u(n)) € Ze,n € I, x(N) = x4}

Based on the above definition, the EMPC is capable of maintaining the system in the target zone
only if x(0) € Xn(Z, x5). Now we are ready to state and prove the final result:
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Theorem 3. Let A denote the Lagrange multiplier of the optimization of Equation (18). If x(n) € Xn(Z¢, xs)
and ¢y > |||, then the solutions to the MPC of Equations (10) and (18) are identical.

Proof. We provide a sketch of the proof. Consider the exact penalty problem of Equation (18) with
p = land g = oo in Theorem 2. Since ¢; > ||A||, it can be verified that the optimization of Equation (18)
is equivalent to the following optimization problem:

N—

1
minE o)+ 5+ =)

st. (5)—(8)
(x

. TN—1
) €Ly, i€

Since the optimal solution satisfies x; = x7 and u; = uf fori € ]Ié\’ ~1, adding the quadratic
terms co (|| x; — x7 H; + ||ui — uf ||§) to the stage cost does not change the optimal solution to the above
optimization problem. This implies that the solutions to the MPC of Equation (10) and Equation (18)
are identical. [

Theorem 3 implies that if the /; norm penalty c; is sufficiently large, then the zone tracking
objective is prioritized over the economic objective. Note that the constraints (18c)—(18e) can be
combined by canceling the slack variables x7 and u7 into the compact form:

(x;,1;) € Zy,i € TN 7!

Thus the EMPC of Equation (18) yields the same solution to the following EMPC constrained by
the target zone:
o min T e (i)
st xip1 = f(x,uy), i€ ]I(I)\Ifl

xo = x(n) (19)

(x;,u;) € Zy, i €INT!

XN = Xs
The constraint (6) is removed because Z; C Z. Therefore, sufficiently large /; norm penalty term

o ( |xi — xf”1 + Hui —u Hl) in effect can convert the zone tracking objective into hard constraints
(xj,u;) € Zy whenever possible.

Remark 5. Note that exact penalty cannot be achieved by the quadratic term cp (||x — x* H% + || — u* H%) unless
¢y can be made infinitely large [9]. Note also that to ensure x(n) € Z; for all n € I>g and x(0) € Xy (Zy, xs),
the condition c1 > ||A||, needs to be satisfied for Lagrange multipliers A associated with all x(n) € Xy (Zy, xs).
Finding the exact lower bound for such cy is in general difficult. The task is possible for linear systems with
quadratic tracking costs and polyhedral constraints ([8]).

4. Modified Target Zone

The EMPC with zone tracking framework discussed in Section 3 is applicable to a broad class of
control systems with multiple objectives involving economic optimization, zone tracking or setpoint
tracking. A challenging problem in practice that largely affects the performance of MPC is parameter
tuning. Specifically, for the EMPC of Equation (10), how does one pick c¢; and ¢, such that the
closed-loop system achieves the desired tradeoff between magnitude and duration of zone tracking
violation as well as economic performance? As a rule of thumb, if the zone objective is more important
than economic objective, one should pick sufficiently large c; such that it makes zone tracking the exact
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penalty, and tune c; relative to ¢; to tradeoff magnitude and duration of constraint violation. While this
method suits most scenarios, for certain systems which we will show in the simulation, naive choice of
a large zone tracking penalty may lead to arbitrarily poor transient economic performance.

Parameter tuning can be a challenging task for a number of reasons: (i) the number of tuning
parameters can be large depending on the number of system states and inputs. In the EMPC
formulation Equation (10), we have lumped all tuning parameters into two parameters, c; and
¢z, for simplicity of exposition. Note that in principle each element of the system state and input
may be assigned a weight, for quadratic penalty a weighting matrix may be used; (ii) there is a
lack of transparency in the relationship between closed-loop performance and tuning parameters;
(iii) the difficulty may be intrinsic to the problem. That is, suitable tuning parameters may vary under
different conditions or states. These will be illustrated in the simulation example.

Motivated by the above considerations, we propose an algorithm to modify the target zone.
The idea is to construct a modified target zone which is an invariant subset of the original target zone
in which closed-loop transient economic performance is guaranteed. In this way, EMPC tracking the
modified target zone will have guaranteed economic performance once the system is in the modified
target zone. Moreover, under exact zone tracking penalty, the closed-loop system will not leave
the target zone once it enters. EMPC tracking the modified target zone allows the user to tradeoff
magnitude and duration of zone tracking violation by tuning ¢; and ¢, without worrying about poor
transient economic performance. The proposed algorithm is outlined below:

Algorithm 1: Modified target zone.

1. Choose some M € IV and & > 0
2. Set Zg = (xs, us)
3. fori=0: M—1

Calculate Z; 1 with Equation. (20)

end
4. The modified target zone is Z; = Zy

f(x,u) € projx(Z;)
Zigr = (qu) | Le(x,u) < Lo(xs,us) + o (20)
(x,u) S Zt

The modified target zone Z;, obtained by Algorithm 1 is a zone in which the system can be steered
to the optimal steady state in M steps in the target zone Z; while the economic performance of each
step is upper bounded by £, (xs, us) + a. Once the modified target zone is obtained, the EMPC of
Equation (10) may be implemented with the original target zone Z; replaced by the modified target
zone Z;. The properties of the EMPC that tracks the modified target zone Z; are summarized in the
following theorem:

Theorem 4. Consider the system of Equation (1) under the EMPC of Equation (10) with the target zone Z;
replaced with the modified target zone Zj and x(0) € Xy (Z, xs).

(i) If ¢y is an exact zone tracking penalty for Zj for all x(n) € Xn(Zt, xs), then the modified target zone is
forward invariant under the closed-loop system. That is,

(x(n),u(n)) € 2; = (x(n+1),u(n+1)) € Z;
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(ii)  If in addition Assumptions 1 and 2 hold, the transient economic performance in the modified target zone
Zy is upper bounded such that for any time instant K where (x(K), u(K)) € Z;, the following holds:

)

;( (€e(x(n), u(n)) — Le(xs,us)) < M-«

Proof.

(i) First, we prove that the sets Z;, i € ]I(])V‘ , defined in Equation (20) are nested such that Z; C Z; 4
fori € ]IQA*]. We can start from M = 2. It is easy to verify that (x;,15) € Z; because the point
(x5, us) satisfies the conditions in Equation (20) for i = 0. Thus we have Zy C Z;. Then we can
prove by induction. Suppose that Z; 1 C Z,; for all i < M. Consider i = M — 1 in Equation (20) and
(x,u) € Zp, wehave f(x,u) € projx(Zpy—1) C projx(Zyr). Now consider i = M in Equation (20) and
(x,u) € Zp. Since f(x,u) € projx(Zpm) for any (x,u) € Zp, Zp is a subset of Zy1. This proves that
the sets Z; C Z;i, are nested for all i € Hgdfl. The nestedness of the set Z; implies that whenever
x(n) € Z; = ZM, there is a feasible sequence bounded in Z; that reaches the optimal steady state in M
steps. This further implies that the exact penalty for tracking the modified target zone Z; will act as
hard constraint and prevent the system from leaving the modified target zone Z;.

(i) Let the optimal solution at time instant n be denoted by u*(ijn) and x*(iln),
i e IL
constraint Equation (8). A feasible solution at time instant n + 1 can be constructed
as follows: [u*(1|n),u*(2|n), -+, u*(N —1|n),us], with the corresponding state trajectory:
[x*(1|n), x*(2|n),- -, x*(N — 1|n), xs]. Let V(n) denote the optimal value function at time #, the value
function V(1 + 1) is upper bounded by the above feasible solution, which yields:

The corresponding terminal state is x*(N|n) = x; because of the terminal

Vin4+1) < Le(x*(L|n), u*(1|n)) + Le(x*(2|n), u*(2|n)) 4 ... + Le(xs, s)
= V) = L (Ol), w7 (Of)) + (s )

Rearranging the above and replacing x*(0|n), u* (0|n) with x(n), u(n), we have:
Le(x(n),u(n)) —le(xs,us) < V(n)—V(n+1)

Summing both sides from n = K to oo:

e

(Ce(x(n), u(n)) — Lelixs,us)) < V(K) — V(eo) (21)

n=K

If (x(K), u(K)) € Zj, from Algorithm 1 and Equation (20), there exist state and input trajectories
which satisfy:

Le(x(i|K), u(i|K)) < Le(xs,us) + &, (x(i\K),u(i\K)) €7 i€ H’O\/Ifl
Ce(x(i|K), u(i|K)) = Le(xs, u5), (x(i\K),u(i\K)) = (x5 u5) €IV
The above implies that
V(K) < N - Le(xs,15) + M -« (22)

Moreover, under Assumptions 1 and 2, we know from Theorem 1 that liﬁm x(n) = xs. This means
n—00

that the optimal solution (x*(i|n), u*(i|n)) = (xs,us) as n — oo. Thus we have
V(eo) = N - Lo (xs, s) (23)

Theorem 4 (ii) is proved by substituting Equations (22) and (23) into Equation (21). [
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Remark 6. The tuning parameters M and « in Algorithm 1 may have significant impacts shaping the
modified target zone. The parameter « can be thought of as the instantaneous acceptable performance loss
and M - « the total transient economic performance loss in the modified target zone. Under the same M,
larger o may, but not necessarily, result in larger modified target zone. The parameter « is useful only if
a < max{l(x,u) | (x,u) € Z;}. Similarly, under the same «, larger M may result in larger modified target
zone. It is possible that the modified target zone is finitely determined. That is, for some K € 1Y, Zy = Zg
forall M > K. In this case Algorithm 1 may be stopped after K steps. In the extreme case where M = 1,
the modified target zone is a singleton of the optimal steady state (xs, us). The proposed approach becomes the
conventional set-point tracking MPC. On the other hand if both M and « are sufficiently large then the modified
target zone equals or approaches the maximal control invariant set in the target zone. We note that the modified
target zone based on the tuning parameters M and « essentially provides a means to make parameter tuning of
the original problem more transparent.

Remark 7. Note that step (3) of Algorithm 1 involves set projection and set intersection operations.
These operations could be computationally difficult for generic nonlinear systems. For linear systems with
polyhedral target set Zy and polyhedral performance level set {(x,u) : £e(x,u) < a}, Equation (20) can be
computed using Fourier—Motzkin elimination as well as the redundancy removal method in ([21]). Note also
that large M or a large number of system states may result in complex representations of the modified target zone
(a set characterized by many inequalities) in Algorithm 1. Therefore computation complexity of the modified
EMPC also needs to be taken into consideration while choosing parameters M and «.

5. Simulation

5.1. Example 1

The first example is a linear scalar system:
x(n+1) =1.25x(n) + u(n)

With state and input constraints X = [-5,5], U = [-5,5] respectively. The target set is
Zt = {(x,u) | x € [-5,5],u € [~1,1]}. The economic cost is £, = (u — 0.9)> which corresponds
to an optimal steady state (xs, us) = (—3.6,0.9). Two different initial states: x(0) = —5 and x(0) =5
are considered to indicate the asymmetric closed-loop performance. The control horizon is N = 20
when not specified. The simulations and discussions are carried out as follows: first, we will simulate
the EMPC in Section 3 which tracks the original target zone. Exact zone tracking penalty is used and
special attention is paid to the difficulties in parameter tunning. Then we will simulate EMPC with
modified target zone in Section 4 to demonstrate the advantage of the proposed approach.

5.1.1. EMPC Tracking the Original Target Zone

Figure 1 shows the closed-loop input trajectories of the EMPC of Equation (10) with ¢; = 10* and
ca = 10%,10%,10%,10° respectively. The corresponding economic performances are shown in Figure 2.
It is seen that all closed-loop trajectories reach the target zone in finite steps and asymptotically
converge to the optimal value us = 0.9. As the quadratic zone tracking penalty c; increases, the control
action gets milder, the magnitude of zone tracking violation becomes smaller but it takes longer to
reach the target zone.
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Figure 1. Closed-loop input trajectories of EMPC of Equation (10) with ¢; = 10* and ¢; = 102 (solid),
¢ = 10% (dotted), c; = 10* (dashed), c; = 10° (dash dotted), respectively. Shaded area depicts the input
target zone. The upper and lower part correspond to initial state x(0) = —5 and x(0) = 5, respectively.

Another interesting observation is the target boundary riding. That is, the closed-loop input
trajectories reach the target zone and stay on the zone boundary (at u = —1 or u = 1) for some time
before approaching the optimal steady state value. Similar phenomena of zone boundary riding due
to [; norm penalty was observed in [7]. The occurrence of boundary riding is due to the exact zone
tracking penalty and inconsistency between the zone tracking and economic objective (which also
includes setpoint tracking).

12

10 1

()

0 10 20 30 40

Figure 2. Closed-loop economic performance of EMPC of Equation (10) with ¢; = 10* and ¢, = 102
(solid), ¢y = 103 (dotted), c; = 10* (dashed), c; = 10° (dash dotted), respectively. The upper and lower
part correspond to initial state x(0) = 5 and x(0) = —5, respectively.
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Comparing the trajectories emitting from x(0) = —5 and x(0) = 5 with the same zone tracking
penalty, we can see that they are (almost) symmetric outside or on the zone boundary, and asymmetric
inside the target zone. Again, this is due to the large zone tracking penalty. The transient economic
performance of different trajectories are summarized in Table 1. From Figure 2 and Table 1, we can see
that economic performance is less of concern if the initial state is x(0) = —5. In this case we may pick
the zone tracking penalty regardless of the transient economic performance. If smaller zone tracking
violation is desirable, a large quadratic penalty, c; = 10°, may be picked. However, if the initial state is
x(0) = 5, transient performance varies significantly under different quadratic penalties. In this case it

might be desirable to pick smaller quadratic zone tracking penalty to achieve better transient economic
performance. This shows that the difficulty of parameter tuning is intrinsic to the system.

50
Table 1. Transient economic performance Y. (. (x(n),u(n)) of EMPC of Equation (10).
n=0

=102 =10 ;=10 ¢, =10°

x(0)=-5 20195 20225 12560  1.2465
x(0)=5 761218 795542 865742  103.0781

Figure 3 shows the input trajectories under different control horizons N = 10,20, 30,40. It is
seen that with poor choices of the penalties ¢ and c;, increasing the control horizon N may result in
longer duration of target boundary riding and deteriorated economic performance. This also indicates
difficulty in parameter tuning and controller design since one would expect larger control horizon to

result in better performance.
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Figure 3. Closed-loop input trajectories of EMPC in Equation (10) with x(0) =5, ¢; = 10% and ) = 104,
N =10 (solid), N = 20 (dotted), N = 30 (dashed), N = 40 (dash dotted), respectively.

5.1.2. EMPC Tracking the Modified Target Zone
Apply Algorithm 1 to the example with M = 10 and a = 1, the modified target zone is obtained

as follows:
(24)

Zy = {(x,u) | Ex+ Fu < G}
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where E = [1.25,-1.25,0,0]T, F = [1,—1,1,-1]T, G = [-0.7436,3.9571,1.0000, 0.1000]. The constraint
set Z, target zone Z; and modified target zone Z; are illustrated in Figure 4.

5

-5 0 5
X

Figure 4. The constraint set Z (box), target zone Z; (shaded rectangle) and modified target zone Z;
(parallelogram). The circle indicates the optimal steady state (x5, its).

Figures 5 and 6 show the closed-loop input trajectories and economic performances of the
EMPC tracking the modified target zone Z; in Equation (24). Comparing Figures 5 and 6 with
Figures 1 and 2, we can see that EMPC tracking the modified target zone Z; leads to more balanced
economic performance in the target zone while accomplishing fast zone tracking for the target zone Z;.
Boundary riding takes place at the boundary of the modified target zone Z; which corresponds to the
economic performance bound specified by £,(x, ) < a = 1. This makes « a good tuning parameter.

o
-
o

20 30 40 50
n

Figure 5. Closed-loop input trajectories of EMPC of Equation (10) with modified zone Z in
Equation (24), with ¢; = 10* and ¢, = 102 (solid), ¢, = 10% (dotted), c, = 10* (dashed), c; = 10° (dash
dotted), respectively. Shaded area depicts the input target zone. The upper and lower part correspond
to initial state x(0) = —5 and x(0) = 5, respectively.
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Figure 6. Closed-loop economic performance of EMPC of Equation (10) with modified zone Z; in
Equation (24), with ¢; = 10* and ¢; = 10? (solid), c; = 10° (dotted), c; = 10* (dashed), c; = 10°
(dash dotted), respectively. The upper and lower part correspond to initial state x(0) = 5 and
x(0) = —5, respectively.

Table 2 compares the transient economic performance of the EMPC tracking the target zone Z;
and EMPC tracking the modified target zone Z;. It is seen that both EMPCs achieve almost the same
economic performance for the initial state x(0) = —5. When x(0) = 5, EMPC tracking the modified
target zone Z; results in improved transient economic performance with less variations under different
tuning parameter cp. This implies that we can now use ¢; to tune for zone tracking (magnitude versus
duration) and use & and M associated with the modified target zone to tune for economic performance.
Tracking the modified target zone effectively decomposes the zone tracking and economic objectives.

50
Table 2. Comparison of the transient economic performance Y. /.(x(n),u(n)) of EMPC tracking the
n=0
target zone Z; and EMPC tracking the modified zone Z;.

Tracking Z; ¢ = 102 ¢ =10° ¢, =10* ¢, =10°

x(0) = =5 2.0195 2.0225 1.2560 1.2465
x(0) =5 76.1218 79.5542 86.5742  103.0781

TrackingZ;, ;=102 ;=103 ;=10 ¢, =10°

x(0)=-5 20195 20225 12560 12465
x(0)=5 574483 527305 549608  64.2366

5.2. Example 2

The second example is a building heating control system taken from [22]. The heating system is
modeled as the following discrete-time linear system:

Xkt+1 Axy + Buy + Edy, (25)

v = Cxi
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where x = [T, Tf To]T, u = W and d = [T, ¢s]T are the state, input and disturbance vectors,
respectively. The process variables are described in Table 3. The sampling time of the system is 0.5 h.
The system matrices are

0.6822 0.3028 0.0007 143.1277 4.6253
A= | 00740 09213 0.0040 E= 6.9283 0.3671 | x 10~*
0.0007 0.0159 0.9834 0.0401  0.0025

B= [ 06822 03028 00007 | x10-4 €= [ 100 ]

Table 3. Building heating control system variable description.

Variable Unit Description
T, °C Room air temperature
Ts °C Floor temperature
Tw °C  Water temperature in floor heating pipes
We W Heat pump compressor input power
T, °C Ambient temperature
¢s w Solar radiation power

The control objective is to keep the room temperature between 20 °C and 21 °C while reducing
energy consumption from the heat pump compressor. The target zone is thus Z; = {x7 | 20 < x; <21},
the economic cost is £, = p - u where p is the electricity price. Without loss of generality in the
simulation results, we assume that the electricity price p = 0.1 USD/kW-h. We assume constant
ambient temperature and solar radiation d = [5 0]7. The control input is subject to the constraint
0 < u < 2000 W. The optimal steady state which solves Equation (3) is: x; = [20.0 20.7 35‘7}T,
us = 140.0.

In the simulation, we compare three different control schemes: (i) a set-point tracking MPC which
tracks the optimal steady state with a stage cost £; = ||x — xs||é + |lu — us||% where Q = diag(10°,1,1)
and R = 1; (ii) the EMPC of Equation (10) with ¢; = 10* and ¢, = 0 which is equivalent to the EMPC
in [22] with a large zone tracking penalty; and (iii) EMPC with modified target zone by Algorithm 1
with @ = 200 and M = 12. The initial state is x(0) = [19.00, 19.64, 33.89]". The control horizons of all
controllers are N = 96 (48 h). The room temperature and heat input profiles are shown in Figure 7,
the phase space plot of the system is shown in Figure 8, transient economic performances or the
additional electricity cost Z«le=0 Le(x(n),u(n)) — Le(xs, us) of the three control schemes are summarized
in Table 4. It is seen that EMPC with prioritized zone tracking is able to reach the desired room
temperature zone in the shortest period of time of 10 h but at a higher electricity cost of $411.1 with a
significant overshoot. The conventional setpoint tracking MPC has the slowest response and reaches
the desired temperature in 24 h with an additional electricity cost of $363.3. EMPC with the modified
target zone yields a balanced solution which reaches the desired room temperature in 16 h with an
additional electricity cost of $369.8.
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Figure 7. Room temperature and heat input profiles under different control schemes.

Table 4. Additional electricity cost of the three control schemes.

MPC Tracking (xs,u#s) EMPC Tracking Z; EMPC Tracking Z;
Additional electricity cost (USD) 363.3 4111 369.8

Moreover, we investigated the closed-loop performance of the EMPC with modified target zones
under varying parameters « and M in Algorithm 1. It was found that in this example, the closed-loop
behavior is more sensitive to M than to «. Figure 9 shows the room temperature and heat input
profiles of EMPC with modified target zone Z; by Algorithm 1 with « = 2000 and M = 1,6,12,18. Itis
seen that as M increases, the time to reach the desired room temperature deceases from 24 to 15 h,
which suggests that M is a good tuning parameter.
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Figure 8. Phase space plot of different control schemes. The polyhedron depicts the modified target
zone Zj.
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Figure 9. Room temperature and heat input profiles of EMPC with modified target zone Z; by
Algorithm 1 with & = 2000 and M = 1,6,12,18.

6. Conclusions

In this work, we proposed an EMPC framework with integrated zone control. The proposed EMPC
design is essentially a multi-objective optimization problem in which the magnitude and duration
of zone objective violation as well as the economic performance are traded off. Asymptotic stability
of the optimal steady state and prioritized zone tracking with exact penalty function were discussed.
An algorithm to modify the target zone is proposed which simplifies the parameter tuning procedure
and decouples the zone tracking and economic objective. Future research will consider the proposed
approach for time-varying and uncertain systems.
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reviewed the manuscript.
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Abstract: Process operational safety plays an important role in designing control systems for
chemical processes. Motivated by this, in this work, we develop a process Safeness Index-based
economic model predictive control system for a broad class of stochastic nonlinear systems with input
constraints. A stochastic Lyapunov-based controller is first utilized to characterize a region of the
state-space surrounding the origin, starting from which the origin is rendered asymptotically stable
in probability. Using this stability region characterization and a process Safeness Index function that
characterizes the region in state-space in which it is safe to operate the process, an economic model
predictive control system is then developed using Lyapunov-based constraints to ensure economic
optimality, as well as process operational safety and closed-loop stability in probability. A chemical
process example is used to demonstrate the applicability and effectiveness of the proposed approach.

Keywords: process operational safety; economic model predictive control; Safeness Index; nonlinear
systems; chemical processes; probabilistic uncertainty

1. Introduction

Process operational safety has become crucially important in the chemical industry since the
failure of process safety devices/human error often leads to disastrous incidents causing human
and capital loss [1]. Motivated by this, recently, a new class of economic model predictive control
systems (EMPC), in which the cost function penalizes process economics instead of the distances
from the steady-state in a general quadratic form, was utilized to account for process operational
safety and economic optimality based on a function called the Safeness Index [2,3]. These new EMPC
methods complement previous efforts on economic model predictive control (e.g., [4-7]), which were
not concerned explicitly with process operational safety. Specifically, in [2], a Safeness Index function
that indicates the level of safety of a given state was utilized to characterize a safe operating region
and used as a constraint in the EMPC design such that the closed-loop state of a nonlinear process
is guaranteed to be driven into the safe operating region in finite time in the presence of sufficiently
small bounded disturbances and, if the Safeness Index takes a special form related to a Lyapunov
function used in the EMPC design, to never again exit that safe operating region while maximizing
the economics of the process. However, in general, the Safeness Index does not have to take this
special form and may therefore leave the safe operating region for finite periods of time (this may be
acceptable depending on how the notion of a “safe” region of operation is selected; e.g., perhaps a
“safe” region of operation means it is safe to operate in for all times, but that if the state is not in that
region for short periods of time, there is not an immediate concern). Therefore, with a general form
of the Safeness Index, the hard constraint on this function in the EMPC design of [2] with a Safeness
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Index-based constraint may not be feasible. Due to the potential infeasibility issue caused by the
hard constraint, the potential for the state to leave the safe operating region unless the Safeness Index
has a specific form and the fact that disturbances may not be sufficiently small to guarantee that the
closed-loop state re-enters this safe operating region, the EMPC design with a Safeness Index-based
constraint may be limited in terms of its applicability to stochastic nonlinear systems.

On the other hand, MPC and EMPC of stochastic nonlinear systems have received a lot of
attention recently (e.g., [8,9]). Uncertainty in the process model may be considered to have a worst-case
upper and lower bound, or it may be considered to have unbounded variation and therefore be
treated in a probabilistic manner. Since the variation of disturbances is not bounded in a stochastic
nonlinear system, the Lyapunov-based economic model predictive control (LEMPC) framework [4]
developed for nonlinear systems with small bounded disturbances is unable to guarantee closed-loop
stability (i.e., the state of the closed-loop system stays within a well-characterized region of the
state-space); instead, probabilistic closed-loop stability results are expected in this case. To that end,
in [10], the Markov-chain Monte Carlo technique was used to derive the probabilistic convergence to a
near-optimal solution for a constrained stochastic optimization problem. In [9], a Lyapunov-based
model predictive control (LMPC) method was proposed for stochastic nonlinear systems to drive the
state to a steady-state within an explicitly characterized region of attraction in probability. Recently, the
work [11] developed a Lyapunov-based EMPC method for stochastic nonlinear systems by utilizing the
probability distribution of the disturbance term to derive closed-loop stability and recursive feasibility
results in probability.

In the same direction, this work focuses on the design of Safeness Index-based economic model
predictive control systems for a broad class of stochastic nonlinear systems with input constraints.
Specifically, under the assumption of the stabilizability of the origin of the stochastic nonlinear system
via a stochastic Lyapunov-based control law, a process Safeness Index function and the level sets of
multiple Lyapunov functions are first utilized to characterize a safe operating region in state-space,
starting from which recursive feasibility and process operational safety are derived in probability
for the stochastic nonlinear system under an economic model predictive controller. This economic
model predictive control method is then designed that utilizes stochastic Lyapunov-based constraints
to achieve economic optimality, as well as feasibility and process operational safety in probability in
the well-characterized safe operating region.

The rest of the manuscript is organized as follows: in the Preliminaries, the notation, the class
of systems and the stabilizability assumptions are given. In the Main Results, the process Safeness
Index and the Safeness Index-based LEMPC are introduced. Subsequently, the Safeness Index-based
LEMPC using multiple level sets of Lyapunov functions (to broaden the state-space set for which it is
recursively feasible) is developed for the nominal system. Based on this, the corresponding stochastic
Safeness Index-based LEMPC and its probabilistic process operational safety and feasibility properties
are developed for the nonlinear stochastic system. Finally, a nonlinear chemical process example is
used to demonstrate the application of the proposed stochastic Safeness Index-based LEMPC.

2. Preliminaries

2.1. Notations

Throughout the paper, we use the notation (Q2, F, P) to denote a probability space. The notation
|| is used to denote the Euclidean norm of a vector, and the notation ||, denotes the weighted
Euclidean norm of a vector (i.e., [x|g = xTQx where Q is a positive definite matrix). xT denotes the
transpose of x. Ry denotes the set [0,00). The notation LV (x) denotes the standard Lie derivative
LeV(x):= a\gix) f(x). Given a set D, we denote the boundary of D by 9D, the closure of D by D and
the interior of D by D°. Set subtraction is denoted by “\"”,ie, A\B := {x € R" : x € A,x ¢ B}.
A continuous function « : [0,4) — [0,0) is said to be a class K function if «(0) = 0 and it is strictly
increasing. The function f(x) is said to be a class C¥ function if the i-th derivative of f exists and is
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continuous forall i = 1,2, ..., k. Consider a stochastic process x(t,w) : [0, ) x Q — R" on (Q), F, P).
For each w € Q, x(-,w) is a realization or trajectory of the stochastic process, and we abbreviate
x(t, w) as xy(t). E(A), P(A), E(A | -) and P(A | -) are the expectation, the probability, the conditional
expectation and the conditional probability of the occurrence of the event A, respectively. The hitting
time Ty of a set X is the first time that the state trajectory hits the boundary of X. Additionally, we
define tx,r(t) = min{tx, T, t}, where T is the operation time.

2.2. Class of Systems

Consider a class of continuous-time stochastic nonlinear systems described by the following
system of stochastic differential equations:

dx(t) = f(x(t))dt + g(x(t))u(t)dt + h(x(t))dw(t) 1)

where x € R" is the stochastic state vector and u € R™ is the input vector. The available control action
is defined by U := {u € R" | u?‘i“ <u < uf,i=1,2,..,m}. The disturbance w(t) is a standard
g-dimensional independent Wiener process defined on the probability space (Q, F,P). f(-), g(-),
and h(-) are sufficiently smooth vector and matrix functions of dimensions #n x 1, n x m and n X g,
respectively. It is assumed that the steady-state of the system with w(t) = 0is (xf,u) = (0,0).
The initial time f is defined as zero (ty = 0). We also assume that /1(0) = 0 such that the disturbance
term h(x(t))dw(t) of Equation (1) vanishes at the origin.

Definition 1. Given a C? Lyapunov function V : R" — Ry, the infinitesimal generator (LV) of the system of
Equation (1) is defined as follows:

1 79*V
LV(x) =LfV(x)+ LgV(x)u + ETr{h(x) Wh(x)} 2
We assume that LV (x), LV (x) and h(x)Taa%/h(x) are locally Lipschitz throughout the work.

Definition 2. Assuming that the equilibrium of the uncontrolled system dx(t) = f(x(t))dt + h(x(t))dw(t)
is at the origin, then the origin is said to be asymptotically stable in probability, if for any € > 0, the following
conditions hold ([12]):

x(légoP(tIL% x(t)=0)=1 (3a)
lim P(sup |x(t)| >€) =0 3b
dm_ Plupl()] > € (@)

Proposition 1. Given the uncontrolled system dx(t) = f(x(t))dt + h(x(t))dw(t), if for all x € Dy C R",
where Dy is an open neighborhood of the origin, LV < 0 holds Vt € (0,00), then E(V(x(t))) < V(x(0)),
Yt € (0, 00), and the origin of the uncontrolled system is asymptotically stable in probability ([12]).

2.3. Stabilizability Assumptions

We assume there exists a stochastic stabilizing feedback control law u = ®s(x) € U (e.g., [13,14])
such that the origin of the system of Equation (1) can be rendered asymptotically stable in probability
forall x € D C R", where D is an open neighborhood of the origin, in the sense that there exists a
positive definite C? stochastic control Lyapunov function V that satisfies the following inequality:

1 2V
LV = LV (x) + LgV (x)®s(x) + ETr{hTWh}

©)

< —aq(|x])

where a1 (+) is a class K function.
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Based on the controller ®;(x), we characterize the set ¢; := {x € R" | LV +«V(x) < 0,u =
Ds(x) € U,k > 0}. We also choose a level set Oy := {x € ¢ | V(x) < p} of V(x) inside ¢, as the
stability region for the system of Equation (1). Therefore, the origin of the system of Equation (1) is
rendered asymptotically stable via the controller ®;(x) in probability if x(0) = xp € Q.

In this work, we develop an economic MPC design that takes advantage of the Safeness Index
function [2] in its design to achieve probabilistic process operational safety in the following sense:

Definition 3. Consider the system of Equation (1) with input constraints u € U. If there exists a control law
u = ® € U such that the state trajectories of the system for any initial state x(0) = xo € S satisfy x(t) € S,
't > 0 with the probability p, where S is a safe operating region in state-space that excludes the unsafe region D,
we say that the control law ® maintains the process state within a safe operating region S with probability p.

Remark 1. In general, the safe operating region S is characterized as a subset of the stability region (because
process operation is safe provided that the system is operated within a closed-loop stability region) for the
closed-loop system of Equation (1) to account for the additional safety constraints. Therefore, if there exists a
control law u = ®(x) € U that maintains the process state within S with the probability p, it also maintains
the process state within the stability region at least with probability p. This implies that the probability of process
operational safety of the system of Equation (1), which we will discuss in the following sections, also gives a
lower bound on probabilistic closed-loop stability.

3. Main Results

In this section, the process Safeness Index and the optimization problem of Safeness Index-based
LEMPC designed for the nominal system of Equation (1) with w(t) = 0 are first presented. Based on
that, the Safeness Index-based LEMPC using multiple level sets of Lyapunov functions is developed
for the nominal system of Equation (1) to guarantee recursive feasibility and to guarantee that the
closed-loop state does not enter an unsafe operating region D. Subsequently, the stochastic Safeness
Index-based LEMPC is developed for the system of Equation (1) to account for the disturbances w(t)
with unbounded variation. The stochastic safety and feasibility in probability of the closed-loop system
of Equation (1) are finally investigated under the sample-and-hold implementation of the proposed
stochastic Safeness Index-based LEMPC.

3.1. Process Safeness Index

In [2], the Safeness Index function S(x) was developed to indicate the level of safety of a given
state, through which process operational safety was integrated with process control system design to
account for the process operational safety considerations resulting from multivariable interactions or
interactions between units. There are various methods of determining the functional form of S(x), for
example by utilizing first-principles process models or using systematic safety analysis tools such as
HAZOP and fault tree analysis.

Based on the functional form of S(x), the closed-loop state predictions are required to be
maintained within a safe region S (where S(x) is below the threshold on the Safeness Index Sty) by
using the Safeness Index-based constraint within the process control design. Additionally, the safety
systems (e.g., the alarm, emergency shut-down and relief systems) can be triggered if the threshold
Sty is sufficiently exceeded, which implies that the process operation becomes unsafe and further
actions are required.

3.2. Safeness Index-Based LEMPC

Safeness Index-based LEMPC optimizes an economic cost function L.(-,-) and maintains the
closed-loop state of the nominal system of Equation (1) with w(t) = 0 in a safe operating region by
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utilizing the Safeness Index function as a hard constraint within the LEMPC design. Specifically, the
formulation of the Safeness Index-based LEMPC is as follows:

t+TpA
max / Le(%(1), u(t)) dt (5a)
s.t. X(t) = f(2(t)) + g(%(t))u(t) (5b)
u(t) e U, Vt € [ty ty + tA) (5¢)
X(ty) = x(t) (5d)
V(%(t)) < ph, Yt € [t ty + TpA)
if x(t) € QY (5e)
S(%(t)) < Sty, YVt € [t tr + TpA)
if S(x(t)) < Stn (56)
V(x(t), u(t) <V (x(t), @a(x(t)),
if x(t) € Qp’\Qgg or S(x(t)) > St (5g)

where ¥ is the predicted state trajectory, ST(A) is the set of piecewise constant functions with sampling
period A, Tp is the number of sampling periods of the prediction horizon and V = LV (x) + LV (x)u.
Py, (x) is the stabilizing feedback control law designed for the nominal system of Equation (1) with w(t) = 0
such that the origin of the system of Equation (1) can be rendered asymptotically stable. Under the controller
@, (x), we first characterize the set ¢, := {x € R" | V +xV(x) < 0,u = ®,(x) € U,x > 0} and choose
the level set QO := {x € ¢ | V(x) < p'} inside ¢y, as the stability region. O := {x € R" | V(x) < p}
where 0 < p; < ' is further designed to make the region Q) a forward invariant set in the presence of
sufficiently small bounded disturbances.

The constraint of Equation (5e) allows the cost function of Equation (5a) to be maximized while
keeping the predicted closed-loop state within QO, ifx(ty) € QO The safety constraint of Equation (5f)
is applied to maintain the predictions of the closed- -loop state within the safe operating region
S:={xeR"|S(x) < Sry}ifx(t) € S. On the other hand, if x(#) € QP/\QEH or x(t) is outside of S,
the constraint of Equation (5g) is activated to decrease V (x) such that x(t) will move towards the origin
within the current sampling period.

Remark 2. Since the safe operating region S is not necessarily a forward invariant set based on the formulation
of the Safeness Index function, the threshold Sty set on the Safeness Index may define a region that is irreqularly
shaped, for example the grey region in Figure 1 [2] corresponding to a chemical reactor example similar to the
one in the section “Application to a Chemical Process Example” of this manuscript. Therefore, the existence of
feasible solutions (i.e., the satisfaction of the constraints of Equation (5)) of the Safeness Index-based LEMPC is
not guaranteed in S due to the constraint of Equation (5f). Additionally, S(x(t)) may not even decrease under
the constraint of Equation (5g) due to the same reason (that S is not an invariant set). Considering the above
feasibility issue in the formulation of the Safeness Index-based LEMPC, a new Safeness Index-based LEMPC is
developed in the following subsection by using multiple Lyapunov functions to characterize the safe operating
region S.
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Figure 1. A schematic representing the safe operating region S (the gray region) with an example
closed-loop trajectory under the Safeness Index-based Lyapunov-based economic model predictive
control (LEMPC) design of Equation (5) for the initial condition (0, 0).

3.3. Safeness Index-Based LEMPC Using Multiple Level Sets

The improved Safeness Index-based LEMPC for the nominal system of Equation (1) with w(t) = 0
is developed utilizing the level sets of two Lyapunov functions V; and V, to characterize the safe
and unsafe operating regions. Throughout this work, we assume that the shape of the stability
regions, D, and their intersection are amenable to the treatment in this work, such as the use of only
two Lyapunov functions in the LEMPC design and also the types of overlap of the stability regions
described. Specifically, as shown in Figure 2, we define two level sets: Q1= {x € ¢;, | Vi(x) < p} and
Uy = {x € ¢!, | Va(x) < '} inside ¢}, := {x € R" | V; +«xVi(x) <0,i =1,2,u = ®,(x) € U,x > 0},
from which the origin of the nominal system of Equation (1) is rendered asymptotically stable.

-3 -2 -1 0 1 2 3

Figure 2. A schematic representing the unsafe region D (dark gray) and the safe operating region
S 1= 851 U S, (light gray).
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Q) represents the stability region as it is in the Safeness Index-based LEMPC of Equation (5),
and Uy is designed to exclude the unsafe region D where S(x) > Sty. Therefore, the safe operating
region S becomes the union of S; := Oy NUy and S; := Qyr\(S1 U D) in Figure 2. This new Safeness
Index-based LEMPC design is formulated by the following optimization problem:

bttph
max / Le(%(1), u(t)) dt (6a)
s.t. %(t) = f(%(t)) +g(%(t))u(t) (6b)
2(te) = x(t) (6¢)
u(t) €U, Vi€ [kt + TpA) (6d)
Vi(x(t) < per
if x(ty) € Qzé, Vit € [t ty + TpA) (6e)
Va(%(t)) < s,
if x(t) €Uy, Vte [tk te + TPA) (6f)
Vi(x(t), u(t)) < Vi(x(te), Pu(x(t))),i = 1,2
if x(t) € Qp’\Q;[J or x(f) € US’\MsO[, (6g)

where the notation follows that in Equation (5). (), and U, are again chosen as the level sets inside A
to make )y and Uy forward invariant sets, respectively. In the optimization problem of Equation (6),
the objective function of Equation (6a) is the integral of L.(%(t), u(t)) over the prediction horizon.
The constraint of Equation (6b) is the nominal system of Equation (1) with w(t) = 0 that is used to
predict the states of the closed-loop system. Equation (6c) defines the initial condition % (t;) of the
optimization problem determined from a state measurement x(t;) at f = t;. Equation (6d) represents
the input constraints applied over the entire prediction horizon. The constraint of Equation (6e)
maintains the predicted states in Qz when the current state x(f;) € Q° Similarly, the constraint of
Equation (6f) maintains the predicted states in Z/{0 when x(f;) € Z/lD The contractive constraint of
Equation (6g) is activated to decrease both V; and V2 such that the closed -loop state enters the smaller
level sets of V4 and V; (i.e., towards the interior of 7). Therefore, under the Safeness Index-based
LEMPC of Equation (6), if x(t;) € Sy, the constraints of Equations (6e)-(6g) maintain the closed-loop
state in Sy. If x(fy) € S, the constraints of Equations (6e) and (6g) are applied to maintain the
closed-loop state in (3, under which x(t) will stay in S or enter S; in some time.

Remark 3. Based on the Safeness Index function S(x) and its threshold Sty, the level set Uy of the Lyapunov
function V3 is chosen to exclude the unsafe region D that is originally in the level set Qyy of the Lyapunov
function Vi as shown in Figure 2. Since Uy and Oy are both forward invariant sets for the nominal system
(or the system with sufficiently small bounded disturbances) of Equation (1) under the controller ®,,(x) € U that
satisfies V; +«xVi(x) < 0,i =1,2,x > 0, it follows that under the corresponding constraint of Equation (6g),
the overlapping region Sy is also an invariant set. Therefore, the infeasibility problem caused by the Safeness
Index constraint of Equation (5f) is solved by introducing the second level set Uy into the LEMPC design.
For the remaining part of the safe operating region Sy, the constraints of Equations (6e) and (6g) are utilized
to ensure that the closed-loop state stays in Q) all the time, which is similar to closed-loop stability under
the traditional LEMPC [4]. Since the sampling period A has to be sufficiently small in the sample-and-hold
implementation of the Safeness Index-based LEMPC of Equation (6), we can utilize a sufficiently small A such
that x(tyy1) is unable to jump into D within one sampling period if x(t) € Sy. This implies that at the next
sampling time, the state x(ty1) either stays in S, or enters Sy via the boundary between Sy and Sy. In both
cases, it is considered that the state is maintained in the safe operating region according to Definition 3.
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Remark 4. Besides the above development of Safeness Index-based LEMPC using multiple Lyapunov functions,
there are also other methods that can guarantee the feasibility of the Safeness Index-based constraint in the
LEMPC design. For example, in the optimization problem of Equation (5), we can choose a more conservative
level set of V(x) (i.e., a small level set inside Q) that excludes D) as the safe operating region. However, if the
unsafe region characterized by the Safeness Index function is a set of points inside the stability region and is
difficult to exclude by a single level set like Uy, we may want to use control Lyapunov barrier functions to design
the constraints that account for the unsafe region in state-space [15] and overcome the infeasibility problem.

3.4. Stochastic Safeness Index-Based LEMPC

Inspired by the Safeness Index-based LEMPC design of Equation (6), the stochastic Safeness
Index-based LEMPC design is given by the following optimization problem:

max / R (), u(t)) d (7a)

s.t. %(t) = f(2(t)) +g(%(t))u(t) (7b)

T(t) = x(tx) (70)

u(t) e, Yte [t ty+pA0) (7d)
Vi(£(t) < pe,

if x(t) € Q° YVt € [t ty + TpA) (7e)
Va(x(t)) <se,

if x( k) €U, VtE [t b+ TpA) (7)

Vi(x(te), u(tc)) < LVi(x(te), Ps(x(t))), i = 1,2
if x(tk) € 0\, or x(t) € Us\Us, (7g)

where the notation follows that in Equation (6) except using p, e, s, e, s(x) and LV to replace o', p},
s', sh, ®u(x) and V, respectively. For the system of Equation (1) with multiple Lyapunov functions,
¢4 is characterized as: ¢ = {x € R" | LV; +«Vj(x) <0,i =1,2,u = Os(x) € U,k > 0}. Qp, Qp,, Us
and U, are level sets of V; and V; inside ¢z, where 0 < p, < pand 0 < s, < s. Similar to the LEMPC
designs of Equations (5) and (6), the optimal input trajectory determined by the optimization problem
of the stochastic Safeness Index-based LEMPC is denoted by u*(t), which is calculated over the entire
prediction horizon t € [t, t; + TpA). The control action computed for the first sampling period of
the prediction horizon u*(fy) is sent to the actuators to be applied over the sampling period, and the
optimization problem of Equation (7) is re-solved at the next sampling time.

The constraint of Equation (7e) maintains the predicted state in (j, when the current state
x(t) € )5, and the constraint of Equation (7f) maintains the predicted state in //;, when the current
state x(t;) € Us,. However, if x(t;) € Qp\Qp, or x(f) € Us\U,, the constraint of Equation (7g) is
activated to decrease Vi (x) and V(x) such that it is possible that x(t) moves back to (09 NU).

Since there exists a disturbance w(t) with unbounded variation dw(t) in the system of Equation (1),
process operational safety (i.e., the closed-loop state is bounded in the safe operating region &) can only be
ensured in probability. Therefore, in the following sections, we will establish the probabilities of process
operational safety of the system of Equation (1) under the stochastic Safeness Index-based LEMPC of
Equation (7).

3.5. Sample-And-Hold Implementation

We first investigate the impact of the sample-and-hold implementation of Equation (7) on the
stability of the closed-loop system of Equation (1) following similar arguments to those in [9,11].
Specifically, the probabilities of the sets (), and Us remaining invariant under the sample-and-hold
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implementation of the Safeness Index-based LEMPC of Equation (7) with a sampling period A are
given as follows.

Theorem 1. Consider the system of Equation (1) with Q) and Us inside ¢q under the control actions u
computed by the LEMPC of Equation (7). Let u(t) = u(t),Vt € [ty, tx + A). Then, given any probability
A € (0,1, there exist positive real numbers ps < pe < p and ps < s, < s where Qp_ and U, are level sets of V;
and V;, respectively, around the origin where LV;, i = 1,2 are not required to remain negative for the nominal
system of Equation (1) under the sample-and-hold implementation of u(t), and there also exists a sampling
period A* := A*(A), such that if A € (0, A*], then:

P(sup Vi(x(t)) <p) >1—A, Vx(0) € O, (€]
te[0,A]

P(sup Va(x(t)) <s)>1—A, Vx(0) € Uy, )
te[0,A]

P( sup LVi(x(t)) < —e<0)>1-A,i=1,2,
te[0,A] (10)
Vx(0) € (Qp UU)\(Q, NUp,)

Proof. Let Ap := {w: SUP; ¢ [0,0%] |w(t)| < B}. Using the results for standard Brownian motion [16],
given any probability A € (0,1], there exists a sufficiently small B, s.t. P(Ag) = 1 — A. For each
realization x;, (t) with x(0) € Q, UUs and w € Ap, there almost surely exists a positive real number
k1, s.t. Sup;cio a4 |xw(t) — x(0)] < kq(A*)", where r < 1/2, according to the local Holder continuity.
Therefore, the probability of the event Ay := {w : Sup;cioa [X(t) = x(0)] < k1 (A*)"} is:

P(Aw)>1-A (11)

We first prove that the probabilities of Equations (8) and (9) hold for the first sampling period.
It should be noted that the probabilities of Equations (8)—(10) can be generalized to any sampling
period t € [t, f; + A] with the measurement of x(#;) playing the role of x(0) in Equations (8)-(10).

Since Vi(x), i = 1,2 satisfies the local Lipschitz condition, there exist positive real numbers
koi, i =1,2, such that |V;(x(t)) — V;(x(0))| < kyi|x(t) — x(0)|, i =1,2. Therefore, for all w € Ay, if
A <N = (%ﬁ)(%),it follows that |V (xw(t)) — V1(x(0))| < p — pe, Vt < A*. Furthermore, Vx(0) € Qf ,
it is obtained that Vi (xy(t)) < p, Vt < A* since —(p — pe) < Vi(x(t)) — V1(x(0)) < p — pe and
SUP.(0)eng, V1(x(0)) = pe. Therefore, if x(0) € Qf,, the probability of x(t) staying inside Q) is

P(supicpoan Va(x(£) < p) = 1—A. Similarly, if A" < Ay = (;;zzel)(]?), for any x(0) € U, the
probability of x(t) staying inside Us is P(supcpo s Vo(x(t)) <s) >1—A.

We now prove the probability of Equation (10) by using the equation LV;(x(t)) = LV;(x(0)) +
(LVi(x(t)) — LVi(x(0))), Vt € [0,A*], i = 1,2. It is shown that there exists a positive real number
€ such that LV;(x(t)) < —e holds Vx(0) € (Qp UUs)\(QQ, NUS.) for the nominal system of
Equation (1) based on the definition of the value of LV; in ¢;. However, LV;(x(t)) < —e only
holds in probability for the system in the presence of the disturbances w(t). Based on the local Lipschitz
conditions of L¢V;(x), LgVi(x) and h(x(t))T%h(x(t)), there exist positive real numbers ks, ky, ks,
such that |LVi(x(t)) — LeVi(x(0))] < ks[x(t) — x(0)], [LgVi(x(t)) — LgVi(x(0))| < ka|x(t) — x(0)],
[T (o) TS n(x(1)) = 3T (h(x(0)T ZED n(x(0))}] < kslx(8) — x(0)], i =1,2.

Let 0 < € < xps and A* < Az = (%)(9. It follows from LV;(x(t)) < LVi(x(0)) +
[LVi(x(t)) — LV;(x(0))| < LV;(x(0)) + xps — € (which follows from the application of the Lipschitz
properties of the components of LV; with A* < A3) and the fact that x(0) € (Qp UUs)\(Qp, NUZ, ) and
LVi(xp) < —xV;(x(0)), that Vw € Aw, LVi(xw(t)) < —e < 0,Vt < A*, i = 1,2 holds. Therefore, by
choosing the sampling period A € (0, A*], given any initial condition x(0) € (Q, UlUs)\(Qp, NUZ.),
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the probability that LV;(x(t)) < —e is as follows: P(supte[o/m LVi(x(t) < —e, i =1,2)>1- A
Finally, let A* < min{A1,A;, A3}, and the probabilities of Equations (8)—(10) are all satisfied for
A e (0,A%]. O

3.6. Stability in Probability

Based on the results from the above section, the probabilistic process operational safety of the
closed-loop system of Equation (1) under the Safeness Index-based LEMPC of Equation (7) applied in
a sample-and-hold fashion is established by the following theorem.

Theorem 2. Consider the system of Equation (1) under the stochastic Safeness Index-based LEMPC of
Equation (7) applied in a sample-and-hold implementation (i.e., u(t) = u(iA), ViA < t < (i +1)A,
i=0,1,2,..). Then, given p, € (0,p), se € (0,s) and probability A € (0,1, there exist a sampling time
A € (0, A*(A)] and probabilities B, B/, v, € [0,1]:

sup Vi(x)
Xy, SV <B (12a)
infycgmq, V1(x)

supcay, V2(%)

infxeRn\u5 Vz(x) = ﬁ (le)
max{ivl();(o)) BY < (120)
max( 2O gy < o (124)

such that the following probabilities hold:
P( sup Vi(x(t)) <p, sup Va(x(t)) <s)
te[0,A) te[0,A) (13)
> (1=p)A=p)(1=A), Vx(0) € S

P( sup Vi(x(t)) <p)
te[0,A) (14)

>(1-B)(1—A), Vx(0) € Sy
P(tR s, (A) < 15,(A))
> (1 - ’7) (1 - ()/)(1 - /\)/ VX(O) € Sl\Sloe

where S, 1= S1, U Sy, is a subset of S that subtracts the risk margins p — p. and s — s.. The relationship
among the sets Sy, := Qp, NUs, and Sy, := S\ S1. and the unsafe region D are shown in Figure 3.

(15)
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Figure 3. A schematic representing the unsafe region D (dark gray) and the region S, := &1, U Sp,
(light gray), which is the safe operating region S subtracting the risk margins p — p. and s — s.

Proof. The proof consists of three parts. We first show that under the Safeness Index-based LEMPC of
Equation (7), any state trajectory initiated from x(0) € Sy, has the probability defined by Equation (13)
of staying in &; := Qp NUs. However, if x(0) € S, we prove that under the Safeness Index-based
LEMPC of Equation (7), there exists the probability of Equation (14) for the state of the closed-loop
system to stay in () and with a sufficiently small A to stay in the part of (), that excludes D. Finally, if
x(0) is inside S1\SY,, we can show that the closed-loop state trajectory reaches the boundary of Sy,
first before it leaves &1 (implying it does not enter D) with the probability of Equation (15). However, if
x(0) € O\, and x(0) & (Us U D) (i.e., the white risk margin around Sy, in Figure 3), we show
that it does not enter D, ¥t € [0, A) in probability, as well. Additionally, for the sake of simplicity,
we denote the probabilities and expectations conditional on the event of Ay given in the section
“Sample-And-Hold Implementation” as P*(-) and E*(-).

Part 1: To show that Equation (13) holds for all x(0) € Sy, we consider both the case that x(0) € S,
and that x(0) € 9Sy,. The former case is handled by Equations (8) and (9). Specifically, if x(0) € S{,,
then both x(0) € Qf, and also x(0) € U{.. Then, P(supte[O,A) Vi(x(t)) <p, SUpP;efoa) Vo(x(t)) <s) >
1— A (Equations (8) and (9) for A* < min{A1, A;}). Since (1—A) > (1—B)(1—p')(1—A) for B € [0,1],
g’ € [0,1], Equation (13) holds when x(0) € S,. When x(0) € 9S,, Equation (13) is also satisfied.
To show this, we first assume x(0) € dQ),, and prove that the probability of x(t) staying in (0, within
one sampling period conditioned on the event of Ay is (1 — ). When x(0) € 0Q),,, Equation (7g)
will be utilized in the LEMPC of Equation (7). Under the constraint of Equation (7g), the optimization
problem of Equation (7) is solved such that LV} is forced to be negative for any x(t) € Q,\Q2f , which
implies that Equation (10) holds (i.e., LV; < —e for t € [0, A] with the probability of the event Ayy).
Using Dynkin’s formula [17], the following equation can be derived:

E* (Vi (x(10,\03, (£))))

= Vi(x(0) +E'( [

0

Tapag, () (16)

LV1(x(s))ds)
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The following probability is derived using similar arguments as in [11], for all x(0) € 0Q),,:

P*(Vi(x(t)) > p, forsome t € [0,A))
. V() 7)
- infxeRn\Qp % (x)

Bounding Equation (17) with Equation (12a) and taking the complementary events, the following
probability is obtained:

X(O)igaf% Pr(Vi(x(t)) <p,Vt€[0,4)) > (1-B) (18)

Using the same steps as performed above, we can prove that Vx(0) € dlfs,, the probability of x(t)
staying in Us within one sampling period conditioned on the event of Ayy is as follows:

x(o§25u5£ P*(Va(x(t)) <s,Vt€[0,A)) > (1—p) (19)

Since the set of initial conditions x(0) € Sy, is the intersection of O, and Us,, by combining
the probabilities of Equations (18) and (19) together and using Equation (10), the probability of
Equation (13) is obtained via the definition of conditional probability.

Part 2: If x(0) € Sp. C Q,, then either x(0) € O, or x(0) € 9Qp,. If x(0) € Sz and O,
then Equation (8) holds and P(sup,¢(q ) Vi(x(t)) <p) 21—A > (1= p)(1—A)for p € [0,1], and
Equation (14) therefore holds. If instead x(0) € Sz, and 9(),,, then the results of Part 1 indicate that
Equation (18) holds. Applying the definition of conditional probability, this also gives that Equation (14)
holds. Moreover, we show that x(t) is maintained inside the safe operating region S within one
sampling period with the probability of Equation (14) (i.e., ¥Vt € [0,A), x(¢) will not jump into D
in probability). It is shown in the section “Sample-And-Hold Implementation” that Vt € [0,A), the
change of V;(x) is limited (i.e., | V3 (x(#)) — V1(x(0))| < kiky1 A%,V < A* and |Va(x(t)) — Va(x(0))] <
kikpA*, ¥Vt < A*) with a sufficiently small sampling period A* (maybe smaller than the one derived
by A* < min{Ay, Ay, Az}). Therefore, if x(0) € Spe C O, x(t) cannot move across the entire level set
Us and jump into D within a sufficiently small A with the probability (1 —A). Instead, the closed-loop
state at the next sampling time either stays in Sy, or moves into Sy, in probability. If x(t) enters Sy, the
probability of Equation (13) will be used to estimate the probability of closed-loop process operational
safety thereafter. Because (1 —A) > (1 —B)(1—A), for B,A € (0,1], Equation (14) establishes the
probability of x(t) staying in the safe operating region S within one sampling period Vx(0) € Sp,.

Part 3: If x(0) € §1\Sy,, we show that it is possible that the closed-loop state trajectory hits the
boundary of S7, before it hits the boundary of S;. If both hitting times g g, (A) and 75, (A) are longer
than a sampling period A, Equation (15) is trivially satisfied. However, if one of them or both occur
within one sampling period, we show that the probability of Equation (15) holds by first showing
that the extreme case that x(0) € (Q,\ Q) N (Us\U,) (which are the corners where the risk margins
0 — pe and s — s, overlap in Figure 3) satisfies Equation (15). We first show that the probability of the
event At := {Trm g > Tn, } can be given as follows Vx(0) € Qp\ Oy :

Ntmao)) ) - WG0)

20
, , (20)

P*(TRn\Q;;e > TO‘P) < P*(
The event A7 indicates that the state of the closed-loop system of Equation (1) reaches the
boundary of ), before it reaches the boundary of Q). The probability of Equation (20) is determined

V1 (x(7, o))
via Equation (17) and the fact that the event {TRn\Qgc > TQF} belongs to the event {10% >1}.
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Assuming x(0) € 9Q),., where O := {x € ¢ | Vi(x) < pc} and p. € [, p], the following probability
is derived by bounding Equation (20) by Equation (12c):

sup  P*(tri\qq, > T,) <7 (21)
x(0)€Qp\p,

Using the same steps as performed above, we can prove that Vx(0) € Us\U), the probabilities
similar to Equations (20) and (21) are derived as follows:

P* (TR"\L{S > TMS) < %(O)) (22a)

sup P (Tgayye > Ty,) < 04 (22b)
x(0)€Us \Us,

where Us, := {x € ¢g | Va(x) < sc} and sc € [s,, s]. Hence, the probability P(tgn s, (A) < 75,(4))
(i-e., Equation (15)) for the case where x(0) € (Q,\Qf,) N (Us\US) C S1\SY, is obtained by taking the
complementary event of Equations (21) and (22b) and using the definition of conditional probability.
We now address the other two possibilities for x(0) € S1\SY, besides x(0) € (Q,\Q9,) N (Us\UE),
which are: (1) x(0) € (Qp\Qg,) NUE, and (2) x(0) € (Us\UG,) N Q.. Consider the case where
x(0) € (Q\Qg,) NU,. T x(t) € UG, Yt € [0,4), then P* (T s,,(A) < s, (8))=P* (trm g, (A) <
0, (A)). If x(t) enters Us\U, before it leaves 0\, for some ¢t € [0,A), then for sure it holds
that Tgn\ s, (A) < Ts,(A) because the closed-loop state trajectory crosses the boundary of Sy, first.
Therefore, Equation (15) holds for both cases. The same analysis can be performed for the case
where x(0) € (Us\Ug,) N Q. However, if x(0) € Q,\(} and x(0) ¢ (Us U D), it is readily shown
that Equation (21) holds due to the fact that x(0) € 0,\(2j . Additionally, since it is demonstrated
in Part 2 that the change of V;(x) within one sampling period is limited in probability, it follows
that Vx(0) € Q,\Q), and x(0) ¢ (Us UD), x(t) does not enter D in one sampling period with the
probability of 1 — A, which implies that the closed-loop state either stays in S, or moves into S;
in probability. O

Remark 5. The Safeness Index-based LEMPC of Equation (7) is unable to ensure process operational safety
for the closed-loop system of Equation (1) because of stochastic disturbances with unbounded variation.
Additionally, in order to achieve process operational safety with higher probability, we should characterize
the safe operating region S well and design large enough risk margins (i.e., p — p, and s — s,) to avoid frequent
activations of backup safety systems. Specifically, in Theorem 2, it is shown that as p. and s. decrease, the
probabilities of Equations (13)—(15) become larger, which implies that if we want to improve process operational
safety, the Safeness Index-based LEMPC design of Equation (7) should be designed with more conservatism
(i.e., choosing smaller p, and s,). However, an operating region with smaller p. and s in turn leads to less
economic benefits, which is undesired for the Safeness Index-based LEMPC of Equation (7). Therefore, the
uncertain process operational safety caused by stochastic disturbances with unbounded variation is essentially a
trade-off between economic benefits and probabilistic process operational safety (i.e., in practice, we will choose
a conservative operating region to make the process sufficiently safe with respect to the unbounded disturbances,
especially considering the other safety systems online and the risks involved, while also optimizing process econonics).

3.7. Feasibility in Probability

Recursive feasibility for the nominal system of Equation (1) with w(t) = 0 under the Safeness
Index-based LEMPC of Equation (6) is guaranteed since there always exists a solution (e.g., the
Lyapunov-based controller @, (x) in sample-and-hold) that satisfies all the constraints of Equation (6).
Now, consider the system of Equation (1) that has disturbance w(t) with unbounded variation.
Recursive feasibility under the stochastic Safeness Index-based LEMPC of Equation (7) can only
be guaranteed in probability over the operation period t € [0, TyA). The probability is established as
follows, from which it is shown that the probabilistic bounds on recursive feasibility for the remainder
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of the entire time of operation decrease as the operation period becomes longer (however, this does not
necessarily mean the closed-loop system will not remain recursively feasible because at every sampling
time, the remaining time of operation decreases and therefore the probability that the LEMPC will
remain recursively feasible for the remaining time of operation increases at the next sampling time if
the closed-loop state was maintained within S throughout the prior sampling period).

Theorem 3. Consider the system of Equation (1) under the stochastic Safeness Index-based LEMPC of Equation (7)
applied in a sample-and-hold fashion. Then, if x(0) € S, let Vi(x(t +iA)) = p; < p, Va(x(t+iA)) = s; <
s,i=0,1,.., v — 1, and let Af represent the event that the optimization problem of Equation (7) is solved with
the satisfaction of recursive feasibility for time t € [0, TNA). The probability of Ar can be calculated as follows:

P(Ap) 2 (1-M)™  J[ (Q-p)1-8) (23)

i=0,1,...,ty—1

where B; and B are given as follows:

P, o0, V(%)
infycrnq, V1(x)
SUPxeau,, Va(x)

) (24b)

mfxeR”\L{ VZ(X

Bi = max{p, } (24a)

Bl = max{p,

Proof. We can derive the probability of Equation (23) following similar arguments to those in [11].
Since the deterministic prediction model of Equation (7b) is used in the stochastic Safeness Index-based
LEMPC of Equation (7), it follows that there always exists a solution u(t) = ®s(%(t;)) € U,
vVt € [ty tge1), 9 = k,...,k+ 1p — 1 that satisfies the constraints of Equation (7d-g) over the
prediction horizon prov1ded that x(;), tx > 0 is inside the safe operating region S. Therefore, this
implies that the probability of recursive feasibility (i.e., Equation (23)) is equal to the probability
of closed-loop process operational safety over t € [0, TyA), which can be obtained via the recursive
application of Equation (13) with f; and B/ of Equation (24) and the definition of conditional probability.
Additionally, it should be noted that if x(0) € Sy,, the state is not in dl4s; in Equation (24). In this case,
B simply takes the value of g/, and the probability of Equation (23) still holds since it is shown in
the proof of Theorem 2 that the state either stays in S, or moves into S; with the probability of 1 — A
(i.e., Equation (23) gives a conservative result in this case). [

Remark 6. In Theorem 3, probabilistic process operational safety and probabilistic recursive feasibility over
the operation period t € [0, TNA) are established for the closed-loop system of Equation (1) under the Safeness
Index-based LEMPC of Equation (7). Due to the disturbance w(t) with unbounded variation, the closed-loop
state x(t) may leave S at any sampling step, and thus, closed-loop process operational safety and recursive
feasibility of the Safeness Index-based LEMPC of Equation (7) can only be derived in a probabilistic manner
(ie., Yt € [0,T5A), these properties hold with the probability of Equation (23)). Since the existence of a
feasible control action is only guaranteed in the safe operating region S, backup safety systems should be
designed to handle the process if the state exits the safe operating region. Additionally, since the probabilities of
Equations (13)—(15) are less than one if p. < p and s, < s, the probabilities of recursive feasibility and process
operational safety for t € [0, TyA) decrease as the operation period TNA becomes longer. However, it should
be noted that this dependence is not unique to the MPC, but to all control designs that try to keep the process
state within a specific region in state-space in the presence of stochastic disturbances with unbounded variation
(i.e., the probability to keep the closed-loop state in S for all the remaining time of operation goes to zero at ty as
the process operation time Ty — ©0).
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4. Application to a Chemical Process Example

A chemical process example is used to illustrate the application of the stochastic Safeness
Index-based LEMPC of Equation (7) to maintain the closed-loop state within a safe operating region in
state-space in probability. Specifically, a well-mixed, non-isothermal continuous stirred tank reactor
(CSTR) where an irreversible second-order exothermic reaction takes place is considered. The reaction
transforms a reactant A to a product B (A — B). The inlet concentration of A, the inlet temperature
and the feed volumetric flow rate of the reactor are C,4, Ty and F, respectively. The CSTR is equipped
with a heating jacket that supplies/removes heat at a rate Q. The CSTR dynamic model is described
by the following material and energy balance equations:

dC, :Vi(cAo —Ca)dt — koe E/RTCdt
(3
+01(Ca — Cas)dws(t) (25a)
F AHko _p/rr 2 Q
AT =—(Ty — T)dt — ———e Codt + dt
VL( 0-T) oLCp A oLCpVL
+(72(T— Ts)dwz(t) (25b)

where C, is the concentration of reactant A in the reactor, V; is the volume of the reacting liquid in
the reactor, T is the temperature of the reactor and Q denotes the heat input rate. The concentration
of reactant A in the feed is C4o. The feed temperature and the volumetric flow rate are Ty and F,
respectively. The reacting liquid has a constant density of p;, and a heat capacity of C,. AH, ko, E
and R represent the enthalpy of reaction, pre-exponential constant, activation energy and ideal gas
constant, respectively. Process parameter values are given in Table 1. The disturbance terms dw; and
dw, in Equation (25) are independent standard Gaussian white noise with the standard deviations
01 = 2.5 x 1073 and 0 = 0.15, respectively. It is noted that the disturbance terms of Equation (25)
vanish at the steady state.

Table 1. Parameter values of the continuous stirred tank reactor (CSTR).

Ty = 300K F=5m%/h

vV, =1m? E =5 x 10* kJ /kmol

ko = 8.46 x 10° m3/kmolh  AH = —1.15 x 10* kJ /kmol
Cp = 0231k /kgK R = 8.314 kJ/kmol K

o = 1000 kg/m?> Cap, = 4 kmol/m?

Qs =0.0KJ/h Cy4, = 1.22 kmol/m3

T, = 438K

The initial steady-state of the CSTR is at (Cp,, Ts) = (1.22 kmol/m?>, 438 K), and (Cpq, Qs)
= (4 kmol/m>, 0kJ/h). The manipulated inputs are the inlet concentration of species A and the heat
input rate, which are represented by the deviation variables u; = AC49 = Cag — Cap, and up = AQ =
Q — Qs, respectively. The manipulated inputs are bounded as follows: |AC 4| < 3.5 kmol/m?® and
|AQ] < 5 x 10° kJ /h. Therefore, the states and the inputs of the closed-loop system are represented by
xT =[Cy—Cps T — Ts] and u” = [AC4q AQ], respectively.

The control objective of the stochastic Safeness Index-based LEMPC of Equation (7) is to maximize
the production rate of B, while maintaining the closed-loop state trajectories in the safe operating region &
in probability. The objective function of Equation (7a) is the production rate of B: L, (%, u) = koe £/ RTca.

The Lyapunov functions are designed using the standard quadratic form V;(x) = xT P;x, i = 1,2, where
1060 22 1060 10

h iti fini ices P} = P = h h i

the positive definite matrices Py [ » 052 } and P, { 10 5 ] are chosen to characterize
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the set ¢, for the stochastic system of Equation (25). The nonlinear feedback controllers in [13,18] are
utilized as @, (x) and ®s(x), respectively. The level sets of the Lyapunov functions V;(x) and V5 (x)
are chosen as p = 368 and s = 8100 to create a safe operating region S. The explicit Euler method
with an integration time step of i = 10~* h is applied to numerically simulate the dynamic model of
Equation (25). The nonlinear optimization problem of the stochastic Safeness Index-based LEMPC of
Equation (7) is solved using the IPOPT software package [19] with the sampling period A = 102 h.
With the fixed sampling period A = 1072 h, p = 368 and s = 8100, we focus on the impact of p, and s,
on probabilistic process operational safety in the following simulations.

It is first shown in Figure 4 that under the Safeness Index-based LEMPC of Equation (6) designed
for the nominal system of Equation (25), the closed-loop state of the nominal system of Equation (25)
stays in the safe operating region S within the entire operation period f; = 1 h. Additionally, the
Safeness Index-based LEMPC of Equation (6) is solved successfully in each iteration to obtain a feasible
control action u(t) that is applied in the next sampling period.

2
Cy — Cas (kmol/m?)

Figure 4. Closed-loop trajectory under the Safeness Index-based LEMPC of Equation (6) for the initial

condition (0, 0) (in deviation variable form) with the additional material constraint: tlf fot“ uy (T)dt =
0 kmol/m®.

It follows that under the stochastic Safeness Index-based LEMPC of Equation (7), the state of
the closed-loop system of Equation (25) stays in S with different probabilities for different p. and s,.
To better understand the relationship between probabilistic process operational safety and the choices
of p. and s., we derived the experimental probabilities via 500 simulation runs for the same initial
condition (AC4s, ATs) = (0 kmol/m?, 0 K) and different choices of p, and s, (without the material
constraint applied for the nominal system). Let Ay denote the event that the closed-loop state stays in
S over the operation period ts = 1 h. The results are reported in Table 2.

Table 2. Experimental probability for different values of p, and s.

pelp  sels P(Ay)

098 099 14.0%
095 099 63.1%
092 099  82.0%
092 097 82.8%
092 095 83.6%
092 092 85.8%
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From Table 2, it is observed that with fixed s,, P(Ay) becomes larger as p, decreases.
Likewise, with fixed p., P(Ay) increases as s, decreases. It is demonstrated that a higher probability
of closed-loop process operational safety of the system of Equation (25) is achieved when p. and s,
are more conservative. Let p. = 320 and s, = 6800. It is obtained that the probability of the states
of the closed-loop system of Equation (25) remaining in the safe operating region S reaches 97.4%.
Additionally, the averaged total economic benefit (i.e., the time integral of the stage cost L, over the
operation period t; = 1 h) is 24.3 under the Safeness Index-based LEMPC of Equation (7), which has
an improvement of 81% compared to 13.4 under steady-state operation. Therefore, in this example,
the closed-loop system of Equation (25) under the Safeness Index-based LEMPC achieves a relatively
high probability of process safety and a satisfactory process economic performance simultaneously
with p. = 320 and s, = 6800. For an actual process, additional work should likely be performed,
which can use techniques like those demonstrated here, to increase the probability of the states of the
closed-loop system remaining within the safe operating region to higher values considered acceptable
for the process at hand given its design, hazards and the backup measures (alarms/operators, safety
systems, relief systems) in place.

On the other hand, it is observed from Table 2 that decreasing p, increases the probability
P(Ay). By looking at unsafe closed-loop trajectories (i.e., trajectories that leave the safe operating
region S under the Safeness Index-based LEMPC of Equation (7) during the operation period fs) in
500 simulation runs (one of them is shown in Figure 5), it is observed that almost all of the unsafe
trajectories leave S through the boundary of ), (i.e., the right edge of () in Figure 5). The reason for
this behavior is that the local optimum value of L, is calculated to be at the right edge of Qp, which
is shown as the yellow region in Figure 6. Therefore, under the Safeness Index-based LEMPC of
Equation (7), the closed-loop trajectory is optimized to approach this high production rate region and
begin circling back due to the disturbances, which leads to a higher probability of leaving the safe
operating region S from (). Additionally, it is observed in Figure 6 that the production rate decreases
as the safe operating region shrinks (i.e., the color becomes darker), which is consistent with the fact
that smaller p, and s, lead to safer process operation, at the cost of lower economic performance.

Cy — Cys (kmol /m?)

Figure 5. An example closed-loop trajectory under the Safeness Index-based LEMPC of Equation (7)
for the initial condition (0, 0) that leaves the safe operating region S, in which p, = 320 and s, = 6800.
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825

>
Production rate

-2 -1 0 1 2
Cy — Cas (kmol/m?)

Figure 6. The production rate L, = kge ™ &/ RTC% within the safe operating region S.

5. Conclusions

In this work, a Safeness Index-based LEMPC design was developed for stochastic nonlinear
systems. Under the assumption of stabilizability of the origin of the stochastic nonlinear system via
a stochastic Lyapunov-based control law, an economic model predictive controller was developed
to account for process operational safety by utilizing Lyapunov-based constraints to maintain the
closed-loop state in a safe operating region defined by a Safeness Index function. Under the stochastic
Safeness Index-based LEMPC, economic optimality may be achieved with respect to the objective
function and sampling period. Additionally, recursive feasibility and process operational safety
of the closed-loop stochastic nonlinear system were derived in probability for a well-characterized
safe operating region. A chemical reactor example was used to demonstrate the effectiveness of the
proposed control method.
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Abstract: This paper considers a class of large-scale systems which is composed of many interacting
subsystems, and each of them is controlled by an individual controller. For this type of system,
to improve the optimization performance of the entire closed-loop system in a distributed framework
without the entire system’s information or too-complicated network information, connectivity is
always an important topic. To achieve this purpose, a distributed model predictive control (DMPC)
design method is proposed in this paper, where each local model predictive control (MPC) considers
the optimization performance of its strong coupling subsystems and communicates with them.
A method to determine the strength of the coupling relationship based on the closed-loop system’s
performance and subsystem network connectivity is proposed for the selection of each subsystem’s
neighbors. Finally, through integrating the steady-state calculation, the designed DMPC is able to
guarantee the recursive feasibility and asymptotic stability of the closed-loop system in the cases of
both tracking set point and stabilizing system to zeroes. Simulation results show the efficiency of the
proposed DMPC.

Keywords: model predictive control; distributed model predictive control; large-scale systems;
neighborhood optimization

1. Introduction

There is a class of complex large-scale industrial control systems which are composed of many
interacting and spatially distributed subsystems, and each subsystem is controlled by an individual
controller (e.g., large-scale chemical process [1], smart micro-grid [2,3] systems, distributed generation
systems [4]), where the controllers exchange information with each other through a communication
network. The objective is to achieve a good global performance of the entire closed-loop system or a
common goal of all subsystems by the controller network. This objective is usually to track setpoints
with minimized total error or to stabilize the entire system to zeroes in the dynamic control layer.

Distributed model predictive control (DMPC) controls each subsystem by an individual local
model predictive control (MPC), and is one of the most important distributed control or optimization
algorithms [1,5-8], since it not only inherits MPC’s ability to get good optimization performance and
explicitly accommodate constraints [9,10], but also has the advantages of a distributed framework
of fault-tolerance, less computation, and being flexible to system structure [7,11-14]. However,
compared with the centralized control scheme, its performance is still not as good as that of centralized
MPC for coupling systems in a peer-to-peer distributed control framework.

Many algorithms and design methods have appeared in the literature for different types of
systems and for different problems in the design of DMPCs. For example, the design of DMPC
for nonlinear systems [15,16], DMPC for uncertain systems [15,17], DMPC for networked systems
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with time delay [18], a decentralized optimization algorithm for solving DMPC [19], the design of
cooperative strategies for improving the performance of DMPC [20], the design of an event-based
communication DMPC for reducing the load on the communication network [21], as well as the
design of a DPMC control structure [22]. Among these algorithms, several DMPC algorithms
relate to the purpose of improving the closed-loop optimization performance while considering
the information connectivity [5,21,23-26]. Information connectivity is considered because it directly
affects the structural flexibility and error tolerance ability. Reference [27] proposed a DMPC where
each subsystem-based MPC only communicates with its directly-impacted neighbors and uses an
iterative algorithm to obtain the “Nash optimality”. References [20,28,29] proposed cooperative DMPC,
where each MPC considers the cost of the entire system and communicates with all the other MPCs
to obtain “Pareto optimality”. To reduce the information connectivity and increase the structural
flexibility, Reference [30] proposed that each subsystem optimize all the subsystems impacted by it
over the optimization horizon. The solution of this method is equal to the cooperative DMPC, while its
communication efforts are less than the cooperative DMPC, especially for sparse systems. References
[31,32] gave a strategy to dynamically adjust the weighting of performance index in cooperative MPC
to avoid bad performance occurring in some subsystems. In an effort to achieve a trade-off between
the optimization performance of the entire system and the information connectivity, an intuitively
appealing strategy, called impacted-region cost optimization-based DMPC, is proposed in [33-35],
where each subsystem-based MPC only considers the cost of its own subsystem and those of the
subsystems directly impacted by it. Consequently, each MPC only communicates with its neighboring
MPCs. In addition, in some papers, the control flexibility and information connectivity are paid
more attention by researchers. References [14,36] provide a tube-based DMPC where all interactions
are considered as disturbances and each subsystem-based MPC is solved independently. It does
not exchange the state and input trajectory, but the interaction constraints, to avoid the interaction
consistency problem. This method is able to improve the flexibility and fault tolerance ability of the
control network [37]. References [25,37] proposed reconfigurable DMPC and plug-and-play DMPC
based on dissipative theory, which focus on the problem of how to design a DMPC which allows the
addition or deletion of subsystems without any change in existing controllers. It can be seen that
the optimization performance of the entire system and structural flexibility are two conflicting key
points in DMPC design. The selection of the range of each subsystem’s neighbors to be optimized in
each subsystem-based MPC is important in the design of DMPC in order to obtain good optimization
performance without unnecessary information connections. Thus, the aim of this paper is to design an
algorithm to determine the range of each subsystem optimized from the point of view of enlarging
each subsystem MPC’s feasible region, then to improve the entire system’s optimization performance
without too-complicated network connectivity. Then, based on the result of this algorithm, we aim to
design a stabilized neighborhood optimization-based DMPC that handles state constraints and is able
to be used in target tracking.

As for target tracking, the difficulty in DMPC is to guarantee the recursive feasibility.
References [38-40] provide a tracking algorithm for a series of MPC systems, where a steady-state
target optimizer (SSTO) is integrated in the design of the cost function. The proposed controller is
able to drive the whole system to any admissible setpoint in an admissible way, ensuring feasibility
under any change of setpoint. As for distributed systems, [38] gives a DMPC for tracking based on
the method introduced in [39] and a cooperative DMPC strategy. Reference [41] proposes another
method based on global calculations of targeting tracking. It does not require a feasible starting point
of each distributed predictive controller. These methods provide good references and possible methods
for designing a tracking DMPC that considers optimization performance improvement and network
connectivity.

In this paper, strong coupling neighbor-based optimization DMPC is proposed. With this method,
each local MPC coordinates and communicates with its strong coupling neighbors. It takes its
strongly-coupling downstream subsystems cost function into account in its cost function to improve
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the performance of the entire closed-loop system. To reduce the unnecessary network connectivity, the
interaction terms of weak coupling upstream neighbors are ignored in its predictive model and are
considered as bounded disturbances. In addition, the closed-loop optimization performance is used
to determine which interaction should be regarded as strong coupling and be considered in DMPC.
The strategy proposed in [38] is used to guarantee the recursive feasibility and stability in the target
tracking problem. An asymptotically-stable closed-loop system with state constraints is guaranteed.

The remainder of this paper is organized as follows. Section 2 describes the problem to be solved.
Section 3 describes the design of the proposed DMPC. Section 4 analyzes the stability of the closed-loop
system. Section 5 presents the simulation results to demonstrate the effectiveness of the proposed
algorithm. Finally, a brief conclusion to the paper is drawn in Section 6.

2. Problem Description

Considering a large-scale discrete-time linear system which is composed of many interacting
subsystems, the overall system model is:

xt = Ax + Bu,

{ _ 1

y = Cx,

where x € R is the system state, u € R" is the system current control input, y € R is the
controlled output, and x™ is the successor state. The state of the system and control input applied at
sample time t are denoted as x(t),u(t), respectively. Moreover, there are hard constraints in the system
state and control input. That is, for Vt > 0:

x(t) € X,u(t) elU, (2)

where X C R" and U C R are compact convex polyhedra containing the origin in their interior.

Given Model (1), without loss of generality, the overall system is divided in to m subsystems,
denoted as S;, i € Zy.y. Thus, u = (uy,uy, ..., uy) and x = (x1, xa, ..., X ), then the subsystem model for
S;, Vi € Loy is:

x| = Aiixi+ Bigtti + ) iy Bijt, ®)

where N is the set of subsystems that send inputs to the current subsystem S;. For subsystem S;, j € N;,
Sj couples with S; by sending control input ; to S;. In particular, j € A if B;j # 0. Given the overall
system constraints set X, U, x;, u; fit hard constraints x;(t) € X, u;(t) € Uj.

In this paper, for ease of analysis, here the definitions of neighbor (upstream-neighbor) and
downstream neighbor are given.

Definition 1. Given subsystem S; with state evolution Equation (3), define S;, S; € N, which send input
information to S; as the neighbor (upstream neighbor) of S;. Moreover, for arbitrary S, S; € N, since S;
receives input information from S;, S; is defined as a downstream neighbor of S;.

Denote the tracking target as y;. Assume that (A, B) is stabilizable and the state is measurable.
The aim of a tracking problem given a target y; is to design a controller which enables y(f) — y; in an
admissible way when t — co. Hence, the origin control objective function of the overall system is:
= 2 2 2
Vg (G y51) = ), (1Cx(K) = Gillg, + lu(k) = ellk) + [Cx(N) = 9ell3, , )
k=0

where P, > 0, Q, > 0, and R > 0 is the weighting coefficients matrix, and u; is steady input
corresponding to y;.
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The problem considered here is to design a DMPC algorithm to control a physical network, which
coordinate with each other considering the following performance indicators:

to achieve a good optimization performance of the entire closed-loop system.

to guarantee the feasibility of target tracking.

to simplify the information connectivity among controllers to guarantee good structural flexibility
and error-tolerance of the distributed control framework.

To solve this problem, in this paper, an enhanced strong neighbor-based optimization DMPC is
designed, and is detailed in the next section.

3. DMPC Design

In an interacting distributed system, the state evolution of each subsystem is affected by the
optimal control decisions of its upstream neighbors. Each subsystem considers if these effects will help
to improve the performance of entire closed-loop system. On the other hand, these impacts have
different strengths for different downstream subsystems. Some of the effects are too small and can
be ignored. If these weakly-coupling downstream subsystems’ cost functions are involved in each
subsystem’s optimization problem, additional information connections arise with little improvement
of the performance of the closed-loop system. The increase of information connections will hinder
the error tolerance and flexibility of the distributed control system. Thus, each subsystem-based
MPC takes the cost functions of its strongly-interacting downstream subsystems into account
to improve the closed-loop performance of the entire system and receive information from its
strong-coupling neighbors.

3.1. Strong-Coupling Neighbor-Based Optimization for Tracking

Given that the coupling degrees between different subsystems differ substantially, here we enable
the subsystem to cooperate with strong-coupling neighbors while treating the weak-coupling ones as
disturbance. Define J\/’i(stm ng) s a set of strong-coupling neighboring subsystems and '/\/i(weuk) as set of
weak-coupling neighbors. The rule for deciding strong-coupling systems is detailed in Section 3.4.

Then, for S;, we have:

X" = Auxi + Bju; + Bjjuj +wj, ©®)

FE€Ni(strong)
where
W= YNy Bt
w; € W, W; = (8B;jl;),
Nitweak) U Nigstrong) = Ni = {jIBij # 0,j # i}.

The deviation w; represents the influence collection of weak-coupling upstream neighbors in N; (gesx)-
w; is contained in a convex and compact set WW; which contains the origin.
If the weak coupling influence w; is neglected, a simplified model based on S; is acquired. That is:

it = A% L gD
x5 = Aux; + Byil; + ZJ'E/\C(sm,,g) Bjji;. (6)
Here %; , i1;, and i1}, j € -/\/i(s trong) Tepresent the state and input of a simplified subsystem model
which neglects weak-coupling upstream neighbors” influence w;.
The simplified overall system model with new coupling relation matrix B is:

" = Ax + Bz, )

where X = (%1, X2, ..., Xpy) and @1 = (iiy, iy, ..., il ) represent states and inputs in this simplified model.
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Considering the target-tracking problem of the simplified model, in order to ensure the output
track, given target y;, constraints are given for terminal state prediction. If the current target y; is set as
the tracking target through the controller optimization, when y; changes, the terminal constraints need
to change immediately. The optimal solution at a previous time may not fit the terminal constraints
brought by the changed y;. This violates the recursive feasibility of the system. Thus, here a steady
state optimization is integrated in the MPC for tracking where an artificial feasible tracking goal y; is
proposed as a medium variable. This variable works as an optimized variable. With setting tracking
point ys equal to the previous target, the recursive feasibility will not be violated by the target change.

The medium target ys and its state 5 and input #; should satisfy the simplified system’s steady
state equations. It has

_ Xs
A-L, B o] 1o
c 0 — 1} ils| = M , (8)
Ys
[xs as} = Myys. )

Here My, is a suitable matrix. That is, target ys’s corresponding inputs iis and states ¥s in the
simplified model can be expressed by ys. The equation is based on the premise of Lemma 1.14 in [42].
If Lemma 1.14 does not hold, a My and 6 which fits {fs ﬁs] = Mpyb can be found, which can replace
the ys as a variable to be solved.

For the manual tracking target ys for the overall system, we have ys = {y16,...,Yis,---, Ym,s}-
That is, given ys, arbitrary subsystem S; gets a subtracking target y, ;. Similar to (9), X, ;, iis ; are solved.

With the simplified model and artificial tracking target y; ;, according to (9), in the strong-coupling
neighbor-based optimization MPC algorithm, the objective function optimized in subsystem
S;, Vi € [1,m] is set as Vi (x, yt; xi, ;0.N—1,Ys) as follows:

N-1

Vin iy xiowion-1,ys) = Y, ([1%i06) = Zigl[G, + (k) = itis|5) + [1x:(N) = Zisl[3, + Vo(¥is ye)
k=0
N-1
= 2 =
+ Z Z Hxh(k) - xs,hHQh + HX/,(N) — Xs,h |Ph ’ (10)
k=0 heH;

where x;, y; is the given initial state and target, u;o.y_1 are input predictions in 0 : N — 1 sample time
ahead. y; is the admissible target. Q; = C/Q,;C; > 0 and

Hi= {hli € Ml(stmng)/vshrh € [11m]/h 75 i}~ (11)

Here, S;’s controller design takes the strong-coupling downstream neighbors’ performances as
part of its optimized objective. That is, the current subsystem S;’s optimal solution is decided by its
own and downstream neighbors in set #;, which is strongly impacted by S;.

Next, we will use the simplified model in (6) with only strong couplings to solve the tracking
problem (10) for each subsystem. To guarantee control feasibility and stability, the following definitions
and assumptions are given.

One important issue is to deal with the deviation caused by neglecting weak-coupling neighbor
inputs. Here robust positively invariantt sets are adopted to enable the deviation of states to be
bounded and the real system’s states to be controlled in X'

Definition 2. (Robust positively invariant set control law) Given e = (x — %) which represents the dynamics
of the error between the origin plant and the simplified model:

et = Awe+w, (12)
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with Ay = (A + BK). A set ¢ is called a robust positively invariant set for system (12) if Arp & W C ¢, and
the control law is called a robust positively invariant set control law.

The definition of a robust positively invariant set illustrates that for system x = Ax + Bu 4+ w if ¢
and robust positively invariant set control law K exist, then for e(0) = x(0) — £(0), the trajectories of
the original system at arbitrary time ¢ denoted as x() can be controlled in x(t) = %(t) @ ¢.

Based on this definition, in this paper the dynamics of deviation (x; — ¥;) introduced by neglecting
weak-coupling neighbors can be solved. For subsystem S; proposed as (5), the deviation is written as:

+_
e = Ajie; + Bjiu;, + wj,

where ¢; = x; — ¥; is the deviation from the simplified model to the original model and u;, is the
control law. There exists the set ¢; as a robust positively invariant set for S; if (A;; + B;;K;)e; € ¢;
for all ¢; € ¢; and all w; € W;. Here u;, = Kje; is a feedback control input and we denote K; as the
robust positively invariant set control law for S;. Then, it is easy to obtain x;(t) = &;(t) & ¢; for time .
Let (x;(t),1;(t)) € Fi, where F; = (X; x U;) © (¢; x Ki¢p;), the origin system state and input satisfy
(x;(£), Ki(x;(t) — x;(t)) + 1;(t)) € X; X U;. Thus, with the help of a robust positively invariant set, the
original system optimization is transferred to a simplified model. For the overall system, we have
K= dillg(Kl, Kz, ey Km).

With Definition 2, if the deviation brought by omitting weak-coupling neighbors is controlled in
a robust positively invariant (RPI) set ¢; with control law K; and simplified model in (7) has control
law and state #;, X; confined in U; © K;¢;, X; © ¢;, respectively, the local subsystem will have a feasible
solution for the optimization.

As for the manually-selected tracking target ys, based on the overall simplified model in (7),
the following definition is given:

Definition 3. (Tracking invariant set control law). Consider that overall system (7) is controlled by the
following control law:

il = K(% — %5) + il = Kx + Lys. (13)

Let A + BK be Hurwitz, then this control law steers system (7) to the steady state and input (%, ils) =
Myys. K is denoted as the tracking invariant set control law.

Denote the set of initial state and steady output that can be stabilized by control law (13) while
fulfilling the system constraints throughout its evolution as an invariant set for tracking Q. For any
(x(0),ys) € Qg, the trajectory of the system ¥ = Ax + Bii controlled by # = Kx + Lys is confined in
QO and tends to (xs, 1s) = Myys.

Under Definitions 2 and 3, before introducing the enhancing strong neighbor-based optimization
DMPC, some assumptions for the closed-loop system feasibility and stability are given as follows.
The concrete theorem and an analysis of stability and feasibility are given in Section 4.

Assumption 1. The eigenvalues of Aj; + B;;K; are in the interior of the unitary circle. ¢; is an admissible
robust positively invariant set for S;’s deviation (x; — X;) subject to constraints JF;, and the corresponding
feedback control law is u; , = Kje;.

Assumption 2. Let O be a tracking invariant set for the simplified system (7) subject to constraints F =

{{(x1,81), e (T, 1) VI, (%3, 11;) € (X X Uy) © (¢ x Kigpy) }, and the corresponding feedback gain matrix
is K = {Kl,Kz,. . ,Km}
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Assumption 3. For Q = block-diag{Q1,Qz,...,Qm}, R = block-diag{Rq,Ry,..., Ry} and P =
block-diag(Py, Py, . .., Py), it has:

(A+ BK)'P(A+BK)— P = —(Q+KRK). (14)

Assumption 1 ensures that with the feedback control law u;, = Kje;, i € Zy.,,, the state estimated
by the simplified model (7) is near to the real system’s trajectory before the system reaches the target.
In Assumption 2, (); is set as a terminal constraint of DMPC. Assumption 3 is used in the proof of the
convergence of system presented in the Appendix A.

So far, the strong-coupling neighbor-based optimization DMPC algorithm, which is solved
iteratively, can be defined as follows:

Firstly, denote the optimal objective of subsystem S; as V;y. According to (10), at iterating step p,
Vi fits:

Vin (X3, Yt, 5 Xi, B, 0:N -1, Yis)

=Y (%K) — Zigllfy, + 7:(k) — @igllk ) + 1% (N) = Zigll3, + Vo(Yisr vig)
k=0
N-—1 B 2 B
+ y Hfh(k) —x}fjs ”H T Hxh(N) —az,[fs ”HP i (15)
k=0 heH, Qn h

Compute the optimization solution
(%1(0), io:n—1", yi,s') = argmin Vin (xi, Y1, p; %, i0:N -1, Yis ) (16)
Subject to constraints:

J?hi (k + 1) - Ahihlxhl + Eh E-/vh (strong) Bh UL ](k) + Bh hi uh (k)

(Z, (k) 1y, (k) € F, F + (X, Un,) © Wiy, KyyWVi), (17a)
(%(N),ys) € O, (17b)

%(0) € xi — ¢, (17¢)
Myyis = (%is flis), (17d)

with h; € H; U {i}, and ¢;, O defined in Assumptions 2 and 3, respectively. The optimization
function (16) updates S;’s initial state, inputs in N steps i; o.y—1 and current tracking target y; ; based
on the information from subsystems in H.

Secondly, set
I[%]N 1= Vil + (1= 1) ,[%13] 1 (18)
W =i+ (= yh Y, (19)
£7(0) = 9ix!(0) + (1 — 1)z Y (0), 0)
i vi=1,7 > 0. 1)

i=1

7 € R, 0 < 7; < 1is to guarantee the consistency of the optimization problem. That is, at the end of
the current sample time, all shared variables converge.
After that, we take
p=p+1

P! [p]

77—
X =N 1 Yis = Vi -

to iterate until the solutions convergence. Then, we have ¥} =
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Finally, when the solution converges, according to Assumption 1, take the control law of S; as
ujy = iy + Ki(x; — %), (22)

where K; is the robust positively invariant set control law. i}, is the first element of ;. For better
understanding, the algorithm is also presented in Algorithm 1.

Algorithm 1: Enhancing Strong Neighbor-Based Optimization DMPC

Data: initial time ¢, inital state x;(y), and tracking target Ytarget (target can be changed with
time according to production demand) for subsystem &;
Result: the control law u () for t = ty : +oo

1 Firstly, determine the strong-coupling neighbors set Nj(s1onq) by solving C; ;+)’s optimization
in 3.4.

2 Secondly, confirm §;’s downstream neighbor set H; which is the set of subsystems that SS;
has control influence on.

3 Sett =tg.

4 while True do

5 Select Warm Start (reference solution at iteration p = 0, details in Section 3.2) :
0 _[0
o(t) = (&7 0l6), g, (1), 7,2 (1))
6 Setx; = X,‘(t), Yt = Ytarget, P = 1.
7 while True do
8 Set (%(0), #io.n—1",Yis') = argmin{ Vin (x;, Y1, p; %i, Ti0:N—1, Yis) = 8:£(17) }
9 Get optimization solution at p:
_ 1
I[%]N 1= Yillign—1 + (1= 7)1 %I\]] 1
1
y) =iyl + (1 =)yl
_ 1
£7(0) = 121(0) + (1 =) (o)
m
Yri=171>0
i=1
10 if |27 — a7 V|| < 1e76 then
1 ‘ Break
12 end
13 Setp=p+1
14 end
15 Setxi*le[”](o) i} —ﬂl[%]N 1,ylb—y1[’z] uiy =iy + Ki(x; — %)
16 Getuf(t) = uj,. Sett =1t+1.

17 end

In this algorithm, we use an iterative strategy to guarantee the distributed control solution
(x(0), f0:N—1,Ys) is consistent. Next, the selection of warm start, the given solution for each subsystem
at initial iterative step 0, is proposed in the next section.
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3.2. Warm Start

Considering a new sample time, with updated system states, the choice of a warm start is based
on the principle that it fits the simplified system’s constraints in (17), so that real subsystem solution’s
feasibility is guaranteed. The warm start is designed as the following algorithm:

Algorithm 2: Warm Start for Iterative Algorithm

Data: x(t +1),yr, 15N 1 (1), ¥is(t)
Result: the warm start vl[ ](t+1) = ( [0 (0\t+1) HN (t+1),y‘l[f)s](t+l))

-

For control inputs, two options are given:
Option 1: ﬁi,O:Nfl (t + 1) = (ﬁ;il (t), ey ﬁ;ﬁ,Nfl(t)’ ﬂi(N))
where ii(N) = (i11(N), ..., im(N)) = Kx*(N) + Ly: (t).

[S)

w

'S

Option 2:
i0.n-1(t+1) = (2;(0),...,4;(N — 1)), where

o

£:(0) = 7 (1,t), and %;(k + 1) fits
(k+1) = (&1(k+1), ., 2m(k+1)) = (A+ BR)2(k) + BLy; (k) k € Io.y1
(k) = K2 (k) + Ly{(t),k € Ion—1

=>

o

As for x (O|t +1),y [O] s (t +1). To ensure feasibility, denote:

20t +1) = = (1)1)

vt +1) = g5 (1)

7 Warm Start
2[0] (0] ; 0 AT
if (¥, (t+1),y,, (t + 1)) in tracking invariant set, and

®

Vin (it +1), 91, 0; 2 (0] + 1), oy (£ 4+ 1), 91 (¢ 4+ 1)
<Vin(xi(t+ 1), 91, 0; 20 + 1), g1 (£ + 1), 92 (£ +1)
then

o | vi(t+ 1) = (&0]t + 1), g (F 1),y (£ 4+ 1))

10 end

11 else

12 ‘ v;(t+1)0 :(J?I[O](0|t+1)rﬁi,01N—l(t+1)’y1[?5](t+1))

13 end

The algorithm illustrates that two choices are provided for the warm start. One is acquiring
a solution from the tracking invariant set control law K, with the simplified model prediction
(%7 (1]t),y;,(t)) as initial state and tracking target, respectively. The other is taking a solution from the
simplified model prediction at time . Both of them fit the constraints of (17). Note that the second
option will only be considered when the subsystem enters the tracking invariant set.
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3.3. RPI Control Law and RPI Set

Here one constraint coupling subsystem is considered. Given that for S; we have x; € X; and
u; € U;, express the constraints in inequalities: X; = {x;|ITx;| < 1} and U; = {w|h]u;| < 1}
The robust positively invariant set ¢; is denoted as ¢; = {x; : xiTPixi <1}.

With the definition a of robust positively invariant set in Definition 2, ¢; should ensure that
Vx; € ¢;, x; € Aj. That is:

[hlx| < 1,Vx; € . (23)

Based on definitions of /\/',-(Stm”g) and M(weak)f W; is decided according to the constraints of
i . For deviation cause neglecting the subsystem in N; , a minimization of robus
Afz(weak) For deviati d b}’ gl ting th b yst i -/vz(weuk) inimizati f robust
positive invariant set ¢; by introducing a parameter +y; € [0,1] can be obtained.
The parameter <y; controls the size of the robust positive invariant set ¢; by further minimizing ¢;
p v p i DY &
in¢; C /7;X. Thatis:

min‘y;
st hfxi] < /7, Vi € ¢ (24)

We should also consider the input constraint 4;:
I Kixi| < 1,Yx; € ¢, (25)

and the constraint brought by the property of robust positive invariant set ¢; itself should be considered.
Based on the above analysis, referring to [43], we can obtain v; and K; by solving the following
linear matrix inequality optimization problem:

i &
AiW,- * * 1
0 1-A; x| >0,Vw; € vert(W;), (27)
AiiWi+BY;  w; W
1 *
2
{yﬁi w,| =% 28)
Vi *
2
{Wihi w,| =% 29)

and K; =Y; Wfl. Thus, we get RPI control law K; and vy;, which illustrates the size of ¢;. To get ¢;, we
use the procedure in Reference [43].

3.4. Determination of Strong Coupling

There are many measurements to measure the strength of interactions among subsystems.
Different measurements lead to different optimization performance. This paper focuses on
the performance and connectivity of subsystems. Thus, the determination of strong-coupling neighbors
is based on the influence on the size of current subsystem’s robust positively invariant (RPI) set and
subsystem connectivity.

On the one hand, as defined in Definition 2, ¢; is a robust positively invariant set for subsystem
S; described as xl.+ = Aj;ix; + Bju; + Zje./\/; Bjju;j when u; is set to zero. Given that ¢; deals with
deviation caused by neglecting some of the inputs u;, j € N, the size of ¢; is expected to be sufficiently
small. The benefit is that the solution in (15) can get a larger feasible domain. Here we consider
that a sufficiently large domain means the solution has more degrees of freedom and brings better
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subsystem performance. Based on the idea above, to decide to omit the weak-coupling neighbor set
Nj(weak), We choose a neighbor collection which results in a small size of robust positively invariant
set ¢;. The basis of measuring the robust positively invariant set ¢; by introducing -; is mentioned
in the previous section. On the other hand, connectivity, as the measurement of subsystem topology
complexity, is easy to obtain. Next, we give the numerical analysis.

Denote an arbitrary option for deciding the strong-, weak-coupling neighbors as C; 4),d € D;.
D; ={1,....dmax} € Iis the label set of ways of S;’s neighbors” distribution. d,,,x represents the size
of feasible distribution methods which fits d;;, < 25ize(Ni) | For better understanding of ci,(d)/ here
we take an arbitrary neighbor set N; = {ji, /2, j3} as an example. If we treat j; as a strong-coupling
neighbor and j,, j» as weak, we have 3d € D;, C; (), satisfying:

Ci,(d) = {(M(strung)lM(weuk))‘M(stmng) = {jl}l-/vi(weak) = {]2/]3}}

Option C; (4 results in a specified connectivity amount (normalized) ¢; 4y € [0, 1] and an RPI set
denoted as ¢(; 4y C /7; (a)Xi- Here ¢; 4y € [0,1] are defined as:

_ size (-/vi(strong) )

Ci(d) = SiZE(M) € [0,1]. (30)

To find the optimal distribution C; (4+) of strong- and weak-coupling neighbors, here we take:

Cijae) = argmin  ((7;,1) + HiCi 1)) - (Vi) T HiCi(a))r - (Vi (dax) T HiCi(dpmax) )
Ci,ay Wi ()i () Vi ()

where ford € D;,

)‘iwi,(d) * *
0 1—-A; * > 0,Vw; € ’UETt(Wil(d)), (31)
AiWia) +BiYi @y wi Wi
) .
VoL owe >0 (32)
i(d)"i i,(d) |
Tid)  * o (33)
|:Wz' @hi Wia| =
0<7 <L (34)

In this equation, y; is a weight coefficient for the optimization. 7; 1), W; (), Y; (1), X;,(4) represent
the 7v;, W;, Y;, X; under distribution C; (4). Moreover, C; 4+) is the optimal solution.

This optimization means that in order to make the optimal decision on strong-coupling
neighbors and weak-coupling neighbors while taking both connectivity and performance into account,
the optimization that minimizes the combination of subsystem connectivity and size of ¢; should be
solved. To decide whether a neighbor S;, j € N is a strong-coupling neighbor or a weak one, the size
of ¢; is expected to be small so that the solution in (15) can get a larger feasible domain. At the same
time, the connectivity is expected to be small to reduce the system’s topological complexity.

The optimization achieves the goal of choosing neighbors which result in smaller size of robust
positively invariant set ¢; and connectivity. Solution C; (4+) reflects the consideration of influence on
RPI set ¢; and connectivity. With this method, even though “weak-coupling” neighbors are omitted
and deviation is brought, the simplified model has a large degree of freedom to design the control law
of tracking and reduces the connectivity at the same time. Thus, a good system performance and error
tolerance can be obtained.
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4. Stability and Convergence

In this section, the feasibility and stability theorem of strong-coupling neighbor-based DMPC are
given. Denote

AN = {x € X‘HU = (x/MO:Nfllys)r”(k) eU,ke IO:N*]/‘VS € Vs,s.tv € ZN}/
Zn = {v|u(k) e U,k € To.,n_1,ys € Vs, x(k;x,u) € X,k € To.,n_1,x(N;x,u) € Qg}.

x(k; x, 1) represents the current time’s state prediction after k sample time. ); is the feasible tracking
set based on hard constraints of x and .

Theorem 1. Assume that Assumptions 1-3 hold. Then, for all initial state x(0) with tracking target y; if
v(0) € 2y, the closed-loop system based on a strong-coupling neighbor-based DMPC algorithm is feasible and
asymptotically stable and converges to §s & Cey, where §s = (91,5, .- Jm,s ), Jis = argminVo(yis, yi) among
feasible targets.

Proof. Feasibility is proved by Lemmas Al, A2. Stability’s proofs are in Lemmas A3, A4 in
the Appendix A. [

5. Simulation

The simulation takes an industrial system model with five subsystems interacting with each
other as an example. Between different subsystems, the coupling degrees vary substantially.
The relationships of subsystems and the designed MPC are shown in Figure 1.

In Figure 1, dotted lines are used to represent weak coupling, while solid lines are used to
represent strong coupling. With the strategy we have defined in our paper, weak couplings are
neglected. As a result, it can be seen in Figure 1 that only parts of the subsystems are joint in
cooperation. Subsystem models are also given as follows:

S .4 _]05 06 ] R T
15X = | e | YL o7 | M 004 | M2t
Y= [0 1] X1t (35a)
Syt x = 06 01 Xt + 051, + 0 14 + u
2 - A2 t4+1 — 0 0.71 2t 1 2t 03 1,t 0.01 3,tr
=0 1] (35b)
Sz x = 07 02 X3¢+ 09 uz; + 0 Uy + u
3 - A3 41 — 01 04 3t 1 3.t 0.4 2t 0.05 4.tr
Y= [0 1] X1t (35¢)
Sy ox = 09 07 Xap+ 04 g+ 3 Uz + u
40 Xl = |0 g | Ya 04 | Hat 0.6 | 1t 0.01 | st
=0 1], (35d)
(08 0 0 4
S5t X541 = 05 078 | Mt |¥tt ] oo } Uy,
yl,t = [0 1] xl,t~ (356)

88



Mathematics 2018, 6, 86

By the strong-coupling neighbor-based DMPC, connections including S, — S1, S3 — Sy,
Sy — 83, S5 — Sy are neglected. For the five subsystems in the given model, 1, ¥2, 73,74, and
75, which evaluate the system performance, are obtained by optimization in Section 3.4, they are:

(Y1, 72,73, 74, 75) = (0.54,0.66,0.72,0.53,0). (36)

Among them, 95 = 0 illustrates that subsystem Ss has no weak-coupling upstream neighbors.
Additionally, the robust positively invariant set feedback control laws are

{Ky, Ky, K3, Ky} = {[—0.119 — 0.762]T, [~0.171 — 0.434] T, [-0.316 — 0.251], [—0.724 — 0.966] }.

The optimization horizon N is 10 sample time. Take Q = Ijgx19 and R = I5.5. To accelerate
the iterative process, in both of these iterative algorithms, the terminal conditions of iteration are

||ul[p I ul[p 1 [l <1073 or p > 100. If either of these two conditions is satisfied, iteration terminates.

MPC1 |—ul—»| MPC2 —ul—»| MPC3 |—u3—» MPC4 |—ui—| MPC5

I A A | 'Y 1A A
el L = i T
ul Vi u2 V2 u3Vv3 ud V4 u5 V5
< | L Lo o Lo
Yy y | y | Y. y |
—ul—] F—u2—» —u3— F—u4—»
Subsystems
y S1 (] 52 [ea] 3 [wuan] 54 |cuer] S5

Figure 1. An illustration of the structure of a distributed system and its distributed control framework.
MPC: model predictive control; DMPC: distributed MPC.

The following shows the system performance when the strong-coupling neighbor-based DMPC
algorithm is applied. Here we chose different set-points to detect the system stability. Three groups
of setpoints were given to verify the system’s feasibility and stability. For a better understanding,
cooperative DMPC strategy control results which cooperate with all neighbors are also introduced to
make a comparison. The simulation took a total of 74.3 seconds for 90 sampling times. The performance
comparison of strong-coupling neighbor-based DMPC (SCN-DMPC) with cooperative DMPC where
each subsystem used the full system’s information in their controller is shown in Figures 2—4.

Figure 2 shows the state evolution of each subsystem. The two curves of SCN-DMPC and
cooperative are close to each other. This is because the weak couplings in the given example are tiny
compared with the strong couplings and thus do not have much of an impact on system dynamics.
Besides, SCN-DMPC optimization algorithm was always feasible and was able to keep stable with
a changing tracking target. Figure 3 shows the input difference between these two algorithms. The
control laws of these two algorithms are almost the same. Tracking results are shown in Figure 4.
There was a small off-set in subsystem Sy, 83, which could be eliminated by adding an observer. All
other subsystems could track the steady-state target without steady-state off-set. From the simulation
results of Figures 2—4, the stability and good optimization performance of the closed-loop system using
SCN-DMPC is verified.
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Figure 2. States of each subsystem under the control of strong-coupling neighbor-based DMPC (SCN-DMPC) and
cooperative DMPC.
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Figure 3. Inputs of each subsystem under the control of SCN-DMPC and cooperative DMPC.
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Figure 4. Output of each subsystem under the control of SCN-DMPC and cooperative DMPC.

In Figures 2—4, the curves of SCN-DMPC and cooperative DMPC are close to each other. The
reason is that the weak couplings in the given example were tiny compared with the strong couplings,
and thus they did not have much of an impact on system dynamics, even though a small difference
existed. Specifically, given the state equation input weight coefficients in each subsystem, the deviations
of the five subsystems fit ||w1 ]| < 0.04, ||w2| < 0.01, ||ws|| < 0.05, ||ws| < 0.01. The effects of these
disturbances were very small compared with those of each subsystem’s inputs. Under robust feedback
control law, they do not have much of an influence on system dynamics. Besides, the performance of
the simplified model under SCN-DMPC equals to that under the control law optimizing the global
performance of simplified system. As a result, the system performance under SCN-DMPC was close to
that in cooperative DMPC. Under circumstances where the weak interactions are close to the impact of
each subsystem'’s inputs (which sacrifices part of the performance to achieve less network connectivity),
omitting weak couplings may result in a greater influence on system dynamics, and the simulation
results can differ.

Moreover, mean square errors between the closed-loop systems with strong-coupling
neighbor-based optimization DMPC and cooperative DMPC outputs are listed in Table 1. The
total error of five subsystems was only 3.5, which illustrates the good optimization performance
of SCN-DMPC.

Table 1. Mean square error (MSE) of outputs between SCN-DMPC and cooperative DMPC.

Item S S» S3 Sy S5
MSE 05771 1.1512 0.7111 0.1375 0.9162

Connectivities are compared in the following table.
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Table 2 shows that when strong-coupling neighbor-based DMPC was applied, the total
information connections reduced to eight, which means that five connections were avoided compared
with cooperative DMPC.

Table 2. Comparison of system connectivity with different control methods.

System SCN-DMPC Cooperative DMPC

S 1 2

S 2

S3 2 4

Sy 2 3

S5 1 1

S 8 13

Above all, the simulation results show that the proposed SCN-DMPC achieved a good
performance close to the cooperative DMPC with a significant reduction of information connectivity.

6. Conclusions

In this paper, a strong-coupling neighbor-based optimization DMPC method is proposed to
decide the cooperation among subsystems, where each subsystem’s MPC considers the optimization
performance and evolution of its strong-coupling downstream subsystems and communicates with
them. For strongly-coupled subsystems, the influence on state and objective function are considered.
For weakly-coupled subsystems, influence is neglected in the cooperative design. A closed-loop
system'’s performance and network connectivity-based method is proposed to determine the strength of
coupling relationships among subsystems. The feasibility and stability of the closed-loop system in the
case of target-tracking are analyzed. Simulation results show that the proposed SCN-DMPC was able
to achieve similar performance in comparison to the DMPC which did not neglect the information or
influence of weakly coupling subsystems. At the same time, connectivity was significantly decreased.
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Appendix

In the strong-coupling neighbor-based optimization DMPC algorithm proposed in this paper, the
optimal solution of each subsystem equals to the solution of optimizing the overall system objective
function. That is:

arg min Vi (x;, yt, 09; X, 0:n—1,Ys) = argmin Vin (X, Y %i, i 0:N—1,Ys), (A1)

where

N-1
Vv (i, s %3 Tigon-1,¥s) = ), (1e(k) = Tl + (k) = asl|) + (1% (N) = %[} + Volys, o). (A2)
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Thus, for easy analysis, here we take the overall objective function Vy to prove the feasibility and
stability, and define:

o) — (V) Al Ll ey (a3
0" = {X], eee) T U] 0N 17 T 0:N—1 YL 57 oo YL ) (A4)
Denote v;[p ] as
_p—1 ~ _p—1] _[p—1 _ _[p—1 -1 -1
vl’.[”] =( g” ],...,x:.[p],...,x,g: ],u%:N],...,u;[g:]N,...,ugfrojllj,yg’js ],..,,y;[f],...,y,g’frs ]). (A5)

Lemma A1. Feasibility. Feasibility can be proved by assuming v(t) € Z,. Then, we get v(t +1) € Z,,.

Proof. The feasibility of the model is proved by analyzing the simplified model.
_[0]

Refer to the warm start algorithm. At time ¢ + 1, the warm start for arbitrary S;: ;' (t+1) =
(fl[o] (O]t+1), ﬂz[(g; N+, yl[os] (t+1)). With the warm start, all constraints in (17) are satisfied.

From p'" to (p + 1) iterations, given that

(UfllpH]’ U;[PH}, " v;[f“] )

are feasible, obviously their convex sum vlP 1] is feasible. Asa result, the converged simplified solution
v*(t + 1) is feasible. Based on this, the real system solution is around the invariant set of v* (¢t 4+ 1), and
fits the system constraints. Thatis, (x(t +1),0(t+1)) € Z,. O

Lemma A2. Convergence. Here we have
Vv (x(8), y 071 () < Vi (x(8), yi 0P (1))
Proof. Since it has

Vn(x,ye, oY) < 'YlVN(xryt;U;[PJrl]) +ot 'YmVN(x/yt?U;v[zp+l])

<MV ys o) + o v V(e 0P
= Un(x,y1, 01", (A6)

convergence is proved. [
According to the Lemma above, we have:
Vv (x(8), e 01 () < Vg (xe(8), v 0% (1)), (A7)
Lemma A3. Local Bounded. When (x(t),ygo](t) € O, then

Va(6) 5o (1) < [ xt) = 0+ Vol ), -

Proof. Firstly,
2
Vi (x(t) ;0 (1) < [[x(6) =20 0) |+ Vo (8), 1)

will be proved.
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According to the definition of warm start and Assumption 3, here we have:

Vn (x(8), y1; 00 (¢))
N-1

<X [HEDE xLo}(t)HQ ) - )|+ ) - fgo](t)Hi Vo6, )
= T [t =0 g+ [0~ 10+ w010

=0
x(N) = 202+ oo ).

Thus, we have:
Vi (x(t), ys 0P (1)) < Vi(x(t), 00 (1))
200 [12 _[o]
< [ =) + v 1), ve).

O

(A8)

(A9)

Lemma A4. Convergence. Let Assumption 3 hold, for any feasible solution z(0) = (x(0),v(0)) € Zy, the

system converges to equilibrium point zs. That is,

Vi (x(t+1), 5507 (4 1)) = Vi (x(8), 159°(1)) < lx(t) = %() 1 -

(A10)

The final tracking points of the simplified system (the optimal solution of V) are (X" (xs, y¢), @ (x5, ¥¢)) =

(x5, us), which are the centralized optimal solution.
Proof. For simplified system optimization, we have
VN (x(t+ 1),y 0" (E4+1)) < Un(x(E+1),y50(0;t 4+ 1)),
and also
VN (x(t+1),y50(0;t 4+ 1)) < Viy(x(£), 91, 0% (1)) — [|x(8) = (1) [ — u(t) — s(8)Ig -
According to (A11) and (A12), we have

Vn(x(t+1), 550" (E+1)) — Ve (x(8), y5 0% (1))
<= |lx(t) — % (B)[f — lut) — ()l
<= |lx() — % ()5

(Al1)

(A12)

(A13)

Since the robust positively invariant set feedback control law K = diag(Ky, Ky, ..., K;;) ensures the

real states in the invariant set of the simplified model, the real system’s stability is proved. [
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Abstract: Column flotation is an efficient method commonly used in the mineral industry to separate
useful minerals from ores of low grade and complex mineral composition. Its main purpose is to
achieve maximum recovery while ensuring desired product grade. This work addresses a model
predictive control design for a mineral column flotation process modeled by a set of nonlinear coupled
heterodirectional hyperbolic partial differential equations (PDEs) and ordinary differential equations
(ODEs), which accounts for the interconnection of well-stirred regions represented by continuous
stirred tank reactors (CSTRs) and transport systems given by heterodirectional hyperbolic PDEs,
with these two regions combined through the PDEs” boundaries. The model predictive control
considers both optimality of the process operations and naturally present input and state/output
constraints. For the discrete controller design, spatially varying steady-state profiles are obtained
by linearizing the coupled ODE-PDE model, and then the discrete system is obtained by using the
Cayley-Tustin time discretization transformation without any spatial discretization and/or without
model reduction. The model predictive controller is designed by solving an optimization problem
with input and state/output constraints as well as input disturbance to minimize the objective
function, which leads to an online-solvable finite constrained quadratic regulator problem. Finally,
the controller performance to keep the output at the steady state within the constraint range is
demonstrated by simulation studies, and it is concluded that the optimal control scheme presented in
this work makes this flotation process more efficient.

Keywords: model predictive control; column flotation; coupled PDE-ODE; Cayley-Tustin
discretization; input/state constraints

1. Introduction

Since its first commercial application in the 1980s [1], column flotation has attracted the attention
of many researchers. As a result of its industrial relevance and importance, the modeling and control
of mineral column flotation has gradually become a popular research field. In general, column flotation
methods are based on different physical properties of the particle surface and the flotability for
mineral separation [2,3]. Column flotation has many advantages compared to conventional mechanical
flotation processes, such as simplicity of construction, low energy consumption, higher recovery and
product grade, and so forth [4]. It has been claimed that appropriate process regulation could improve
recovery and product grades or process operations for greater benefits [5,6].

The column flotation process uses a complex distributed parameter system (DPS) that is highly
nonlinear, and various important parameters are highly interrelated. The whole process consists
of water, solid, and gas three-phase flows with multiple inputs as well as the occurrence of various
sub-processes, such as particle-bubble attachment, detachment, and bubble coalescence, making
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the process more complex and difficult to predict. After several decades of research and development,
the process is still not fully understood; the process control of column flotation has proven to be a great
challenge and remains a very important topic for the research community.

The process control for column flotation consists of three to four interconnected levels [6-8],
but according to the control effects, it can be divided into stability control and optimal control [9,10].
At present, most flotation control systems are based on stability control, and the traditional control
method uses PID control to achieve automatic control of the froth depth as well as other easily
measurable variables to keep the flotation process as close as possible to the steady state [11,12].
A growing number of scholars have begun to apply advanced control methods, such as model
predictive control, fuzzy control, expert systems, and neural network control, to regulate the column
flotation process and/or combine these novel control methods to achieve better flotation column
regulation [13-16].

Model predictive control is the most widely used multivariable control algorithm in current
industrial practice. One of its major advantages is that it can explicitly handle constraints while
dealing with multiple-input multiple-output process setting [17]. This ability comes from its
model-based prediction of the future dynamic behaviour of the system. By adding constraints to future
inputs, outputs, or state variables, constraints can be explicitly accounted for in an online quadratic
programming problem realization. This paper proposes and develops a model predictive control design
for the column flotation process, considering the process state/output and input control constraints.

For the model predictive controller design, a three-phase column flotation dynamic model was
developed. A typical column flotation process can be divided into two regions [3]: the collection region
and the froth region (a schematic representation of the column flotation process is given in Figure 1).
This work considers the collection region as a model given by the continuous stirred tank reactor
(CSTR) and considers the froth region as a plug flow reactor (PFR) model. According to the mass
balance laws, the overall column flotation system is described by a set of nonlinear heterodirectional
coupled hyperbolic partial differential equations (PDEs) and ordinary differential equations (ODEs)
that are connected through the PDEs’ boundaries. The steady-state profiles are utilized to linearize
the original nonlinear system, and then the discrete model is realized by the Cayley-Tustin time
discretization transformation [18-20]. By using this method, the continuous linear infinite-dimensional
PDE system can be mapped into a discrete infinite-dimensional system without spatial discretization;
the discretized model is structure-preserving and does not imply any model reduction [21]. Finally,
the model predictive controller is designed on the basis of the infinite-dimensional discrete model.
The paper is organized as follows: Section 2 develops the model of the column flotation process,
and the discrete version of the system is obtained by using the Cayley-Tustin time discretization
transformation. Section 3 addresses the model predictive controller design for the coupled PDE-ODE
model with the consideration of input disturbance rejection and input and state/output constraints.
Simulation results are shown in Section 4 to demonstrate the controller performance. Finally, Section 5
provides the conclusions.
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Figure 1. Schematic representation of a flotation column.

2. Model Formulation of Column Flotation

2.1. Model Description

Column flotation utilizes the principle of countercurrent flow, in which air is introduced
into the column at the bottom through a sparger or in the form of externally generated bubbles
and rises through the downward-flowing slurry that contains mineral, locked, and gangue particles.
By countercurrent flow, contact, and collision, hydrophobic particles (minerals) attach to the bubbles
forming bubble-particle aggregates and reach the top of the column; they are subsequently removed at
the top as a valuable product. Above the overflowing froth, there is a fine spray of water, washing down
the undesired particles that could have been entrained by the bubbles from the froth region [22,23].
Meanwhile, rising bubbles entrain some water flow together through bubble coalescence, and the
interaction of wash water and particles also simultaneously occurs. Therefore, the essential process
step in column flotation is the transfer of particles between the water phase and air phase as well as
between the upward and downward water phases.

On the basis of the above description and by making appropriate mass balances, the following
equations are obtained to describe the column flotation process.

2.1.1. Model for Collection Region

Under the assumption of perfect mixing, the collection region can be considered as a CSTR,
which means that the material properties are uniform throughout the reactor. Therefore, the model for
the collection region is described by coupled ODEs. The state variables for the process of the collection
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region are mass concentrations of solid particles (mineral, locked, and gangue) with the air phase (C,)
and water phase (Cy):

AHVED) — o pofraVCu(t) ~ BHVCA(H) ~ QuCalt) M)
WV o fHaV Calt) + BHVCall) + QrCr — QrCal)
+ decwd(ort) - Qwucw(t)/ 2

where f =1 — %’7; is the fractional free surface area of the bubbles; Q; = U;Ac is the flow rate of i-th
phase; Q, is the air flow rate; Q, is the upward water flow rate; Qu, is the downward water flow rate;
Qr is the feed flow rate; Qr is the tailing flow rate; Uy, Uy, , Uw,, Ur, Ut are the velocities of particles
with air, upward water, downward water, feed, and tailing phase, respectively. Ac is the cross-sectional
area of the column, V is the volume of the collection region, H, is the holdup of the air phase, Hy, is the
holdup of the water phase, « is the particle-bubble attachment-rate parameter, § is the particle-bubble
detachment rate parameter, and Av is the air-water interfacial area per unit volume of the column.
The initial conditions for the ODE model of the collection region are given by

Cg (0) = Ca(), Cw (0) = CwO- (3)

2.1.2. Model for Froth Region

The froth region can be considered as a PFR, which means that the material is perfectly mixed
perpendicular to the direction of flow but is not mixed along the flow direction. This region is modeled
by a set of transport hyperbolic PDEs. An upward water phase is added in this region because of the
bubble entrainment. The state variables for the process of the froth region are mass concentrations
of solid particles (mineral, locked, and gangue) with the air phase (Cf ), downward water phase (Cy,),
and upward water phase (Cy,).

a(Ha%}z;(z,t)) _ 7a(u,zcgi(z,t))HAUfCWd(Z,t)MAUwa”(Z,t)ﬂgC;(zlt), @
AaColot) - Ol B tLIEED] o ofy, 1) +pCus a0 + ECE 21), O
W Coz0) - WSt _pagpy, 2, - pCa, () + (1B, ©

The letter F is marked in the upper right corner of the parameter C, to indicate that it is a froth
region parameter that can be easily distinguished from the collection region parameter. The term
aAvfCy, represents the transfer of particles from the downward water flow to the bubble, cAvfCy,
represents the transfer of particles from the upward water flow to the bubble, BC, represents the
particles” detachment from the bubble, and pCy,, represents the transfer of particles from the upward
water flow to the downward water flow. This transport-reaction model belongs to the class of fully
state-coupled heterodirectional transport systems (transporting velocities have opposite signs).

The boundary and initial conditions for the PED model of the froth region are given by the following:

sz(ort) = Cﬂ(t)r Cw” (O,f) = Cw(t), de(h,i’) =0. (7)

Ci(2,0) = fa(2),  Cu,(2,0) = fu,(2),  Cuy(2,0) = fu, (2)- ®)

In the system given by Equations (1)—(8), the ODE system provides boundary conditions for

the PDE system. The froth overflow (production) is controlled by the velocity of the feed; that is,

the velocity of the feed Uf is the control input and the mass concentration of solid particles with the
air phase of froth overflow CE (1, t) is the output.
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2.2. Linearized Model

The system described by Equations (1)—-(8) is nonlinear, and it is essential for it to be linearized for
further analysis (taking the mineral, e.g., the steady-state profiles of the mineral within three phases are
illustrated in Figure 2). Cys, Cw,s, Cuw,s, and U are defined at steady state. With the consideration of
steady-state conditions, defining the variables C,(t) = Cgs(0) + x4 (t), Cew(t) = Cun,s(0) + xp(£),
Cl(zt) = Cus(z) + xa(z,t), Cuy(z,t) = Cuys(z) + Xw,(z,t), Cuy(z,t) = Cuys(z) + xu,(z,1),
and Ufr = Up + u(t), one can obtain the following linear coupled PDE-ODEs:

0.86 0.16
——air phase
— — water phase (up)

0.85 |- -:= water phase (down) - 0.14

e
®

0.12

°
8

0.1
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[
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©
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g
]
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3
®

Figure 2. Steady-state profile of mineral.

5 | X1 —m24(z)  Jia(z) J13(2) Xa(z, 1)
3 | ez | = J21(z) My L+ (z) J23(z) Yuy(z,t) |, )
Xw, (z,1) Ja1(2) Jn(z)  —m3Zt]a(z) | | xw,(zt)

U

d | xp(t) | _ | bu b Xap(t)
dat | xp(t) by b Xup(t)

with the following boundary conditions and initial conditions:

+|: COF :|u(t)+

Hyl

0
U, } g (0,8),  (10)
Hyl

%a(0,£) = xgp(t), X, (0,) = xXep(t),  Xw, (1) =0; (11)
xab(o) = Xab0, wa(o) = Xwb0s xﬂ(zlo) = Xq0, xwx,(zz 0) = Xw,0,  Xwy (ZIO) = Xw,0s (12)
Uz, +He, Us Uy, o n v
where | = Alc’ m = % m, = d.iwddl msy = Huoy’ bll = _:B szl _ afﬁvlé Cwl,s(o)
biy = 45t — 408, (0), by = Pt 4 842C1,5(0), and by = —ado — 17 — L 1 842C,4(0).
Jij(z) (i=1,2,3; j = 1,2,3) is the Jacobian of the nonlinear term evaluated at steady state

Ji=| Ja(z) Ja2(z) Jas(2)
Ja1(z)  Ja(z) J(z)
- L0 ) G - G0
—= ka + Hde Cuys(2) *if:v 1.;;::0 Cas(z) wad (13)
1Hf?ﬂ + HUAU Cu,s(z) 0 *mf + m,C* Cas(z) — H’:,u

101



Mathematics 2018, 6, 100

The interconnection of the hyperbolic PDE system and ODE system can be considered as
the boundary-controlled hyperbolic PDE system (see Figure 3). The state transformation that
transfers the boundary actuation to in-domain actuation is given as x4(z, t) = %a(z, t) + B1(2)x4(0, 1),
and xy, (z,t) = Xw,(z,1) + B2(2) x4, (0, t), with %,(0,t) = 0, X4, (0,t) =0, B1(0) =1, and B»(0) = 1.
Equations (9) and (10) become

afaa(f/t) = *”ﬁ% + J11(2)%a(z, 1) + J12(2) X, (2, 1) + J13(2) ¥, (2, 1)
+ [13(2)Ba(2) — b1aBi (2)] %, (0, £)+ [~ dB{;iZ) —b11Bi(2) + 1 (2)B1(2)]%(0,1),  (14)
axwg(tz, ) "y axwgiZ, 2 +J21(2)%a (2, t) + J22(2) Xy (2, £) + J23(2) X, (2, 1)
+ [21(2)B1(2)x4 (0, £) + J23(2) B2 (2) xw, (0, 1)], (45
W = *’”Swagiiz,t) + J51(2)%a (2, 1) + J32(2) Xw, (2, t) + J33(2) Xw, (2, 1)
+ [J31(2) B1(2) — by Ba(2)]%4(0, £) + [*m3dBd272(Z) — b2Bs(2) + J33(2) Ba(2)]xw, (0, )
 Ba(2) (0,0 ~ Bo2) ), (16
dx’;ibt(t) = b]]xah(t) + b]zwa(t)' @7
dle;(t) = by xgp () + booxyp () + IL_;Z lxwd(o )+ %u(t) (18)

with the following boundary conditions and initial conditions:
%(0,8) =0, %o, (0,£) =0, xu,(ht) =0; (19)

Xab (0) = Xab0, wa(o) = Xwbo, Xa (Zr O) = Xap0, Xw, (Zr 0) = X, 0,  Xw, (Z/ 0) = Xw,0, (20)

with %50 = x4(2,0) — B1(2)x(0) and %0 = Xuw, (2,0) — B2(2)xy,(0). We consider the conditions
—my—— dBl( ) bllBl( ) + ]11(2) ( ) = 0and mgdBZ(Z) — bzsz( ) + ]33(2)32(2) = 0 and solve for the
Bi(z) and By(z) expressions, which simplifies the system given by Equations (14)-(18) as follows:

axaa(tZ’ t) =—m axaa(zz, t) + ]]l (Z)fu (Z/ t) + ]]Z(Z)xwd (Z/ t) + IIS(Z)fwu (Z/ t)
+ [J13(2) B2(z) —b12B1 (2) ] x0p (1), (21)
Poal@r0) _ DB | a5 ) o2 g () s () 2,1
+ J21(2) B1(2)Xap (t) + J23(2) B2(2) xp (1), (22)
astiz,t) =—m3 axwgiz,t) + J31(2)%a(z, t) 4 J32(2) Xw, (2, 1) + J33(2) %, (2, 1)
+ st (2)B1 (2)— bt Ba (D)o (6)—Ba2) [, (0.0)-BaG) o), 29)
dxfibt(t) = br1xgp(t) + braxyp(t), (24)
Uy
dx,;z;(t) = b2y () 4 bopxep (£) + T lxwd(O £+ I%u(t) (25)

We consider the extended state x € H @ R", where H is a real Hilbert space L,(0,1) with the
inner product < -,- > and R" is a real space. The input u(t) € U; the disturbance g(t) € G; and the
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output y(t) € Y, U, G, and Y are real Hilbert spaces. The system given by Equations (21)-(25) can be

expressed as the equivalent state-space description:

x(t) = Ax(t)+ Bu(t)+ Eg(t), (26)

where the system state is x(-,t) = [J?a(z,t),xwd(z,t),fw”(z,t),xab(t),wa(t)}T and the

disturbance is g(t) = xu,(0,t). The system operator A is defined on its domain as
D(A) = {x = [x1,%x0,x3,x4,x5]T € H:xisac, g—’z‘ € H,x1(0) =0,x2(h) = 0,x3(0) = 0} by

A= | Ar Ao 27)
| 0 Ac
[ —my 2+ (2) J12(2) J13(2) 0 J13(2) B2(2)~b12B1(2)
J21(2) &+ (2) J23(2) J21(2)B1(z) J23(2)Ba(2)
= J31(z) J32(z) —m3 2+ Ja3(z) Ja1(2)Bi1(2)-ba Ba(2) 0
0 0 0 bn b]z
L 0 0 0 bn by
0
0
The input, disturbance, and output operators are given by B = | —By(z) 135 ; | and E =
0
Cp
Hyl
0
0
uZU
—Ba(2) del
0
uwd
Hyl

Froth Region
PDEs

Collection Region

ODEs

Figure 3. Schematic representation of coupled partial differential equations (PDEs) and ordinary
differential equations (ODEs) system connected through boundary.

2.3. Discretized Model

For the discrete controller design, a discretized model is required. Cayley-Tustin time
discretization transformation is used to obtain discrete models without consideration of spatial
discretization and /or without any other type of model spatial approximation.
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2.3.1. Time Discretization for Linear PDE
The linear infinite-dimensional system is described by the following state-space system:
x(z,t)
y(t)

Ax(z,t) + Bu(t), x(z,0) = xo;
Cx(z,t) + Du(t). (28)

The operator A : D(A) C H — H is a generator of a Co-semigroup on H and has a Yoshida
extension operator A_;. B,C, and D are linear operators associated with the actuation and output
measurement or direct feed-forward element; thatis, B C L(U,H),C C L(H,Y),and D C L(U,Y).
Given a time discretization parameter d > 0, the Tustin time discretization is given by the
following [24]:

+ Bu(jd),

x(jd) —x(G=1)d) _ ,x(d) +x((j —1)d)
d 2
(

yi) ~ cUDTHGZDD by )

x(0) = xo. (29)

-1
-1

2

We let u}j /+/d be an approximation to u(jd), under the assumptions that y?/ Vd converges to
y(jd) as d — 0. Then, one obtains discrete time dynamics as follows:

d d d d

X7 — X x5+ Xt
] =1 ] j-1 d
y = A= +Buf/Vd,
d 4 od
x4 4+ x?
yiVa = ¢ pud
xg =  Xp- (30)

After some calculations, one obtains the form of a discrete system:

x(z,k) = Agx(z,k—1)+ Byu(k), x(z,0)= xo;
y(k) = Cyx(z,k—1)+ Dyu(k). (31)

Here 6 = 2/d, and the operators A, By, C4, and D are given by

Ag By | | [0—AI"'[6+A] V23[6—A]"'B -
Cy Dy | | V26C[6— A G(9) ’ (32)

where G(9) denotes the transfer function of the system, G() = C[0 — A]~'B + D. Operator A, can
be expressed as Ay = —I +20[6 — A] "1, where I is the identity operator. By introducing the affine
disturbance input, the time discretization for the most general form:

%(z,t) = Ax(zt)+ Bu(t) +Eg(t), x(z,0)=x,

y(t) = Cx(zt)+Du(t) + Fg(t), (33)
is given by [25]; the corresponding discrete operator of the linear operators E C L(R",H) and
FCL(R",Y)are Eg = V26[0 — A]'Eand F; = C[6 — A]"'E+F.

2.3.2. Time Discretization of Column Flotation System

From the previous section, one can find resolvent R(J, A) = [§ — A]~! of the column operator A
(Equation (27)), which provides discrete operators (A, By, C4, and D) to be easily realized. Returning
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to the system given by Equation (26), the resolvent operator can be obtained by taking a Laplace
transform. After the Laplace transform, one obtains

B L ((2) — 9)5a(25) + (@)%, (25) + sl (29)
o 15(2)Ba(2) ~ bBa(2)]x, (0,5) + % (2,0) 69
1 my
xw, (2, _ _
Pos®) L @) — o (2(0) ~ s (ar5) — o (2T 2)
— o BB E)%(0,5) — o (@) Ba(, (09) — iy (2,0), (@)
Poelee®) L (a(25) + o2y (215) + o (s(2) — 512, 219
£ L J1(2)Ba(2) — bBa@)]a(0,5) + T, (2,0), (36)
3 ms
xa(s) = 2 R (0) + M (0), @)
tn(s) = 2ay(0) + 5 M (0), 9)

where b = (S - b]l)(s - bzz) - b21b12~

By solving this ODE, one obtains

fﬂ(zrs) - fa(or 5) _ milfa(i’],()) + miljal(ﬂ)xub(o) + millaZ(U)wa(O)
o, (2,5) |=e™ |20, (0,5) | + /0 A — Lxa(1,0) = o Jan (1) %0 (0) — oo Jaa (1) X (0) |7, (39)
Fuw, (2,5) T, (0,5) m%fw”(ﬂfo) + m%]ul(ﬂ)xab(o) + m%]uz(ﬂ)wa(())
where Ju(z) =  Bi()Baz) — bpBi(2)], Je(z) = TP[3(2)Ba(z) — biaBi(2)],
Jn(z) = TEEBG) + Bs@)B(2), Jolz) = PEBi(z) + 1 s(2)B(2),

Ju(z) = S2(J51(2)Bi(z) — buBa(2)], and Jua(z) = %2[J51(2)B1(z) — buiBa(2)]. For simplicity,
we let J;j, which is defined as a spatial average of J;;(z), replace J;j(z), so that the matrix exponential of

(i —s) e a3
A can be computed directly. Then, A= — 1,1172]21 — %25]22 —s) 1— m%]zg
)31 )32 ins(J33—5)

With the boundary conditions given by Equation (19), the resolvent of operator A can be expressed
as follows:
R(s, A) [sT — A] 'x(z,0)
Ry Riz Riz Ria Rys
Ry Rop Rp3 Rpg Ros
Ry R Rsz Ra Rss | x(z,0), (40)
0 0 0 Ry Rss

where Rj1, Ry, ..., Rs5 are shown in Appendix A. Then, the discretized model of the column flotation
process takes the following form:

x(z,k) = Agx(z,k—1)+ Byu(k) + Ezg(k). (41)
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3. Model Predictive Control Design

In this work, the model for the column flotation process uses coupled PDEs and ODEs with input
disturbance g(t); the continuous linearized model described in Equation (26) can be rewritten as

x(t) = Ax(t)+ Bi(t), (42)

where ii(t) = u(t) + qu: g(t). The discrete version is obtained by applying Cayley-Tustin discretization
as follows:

x(z,k) = Ayx(z,k—1)+ Byii(k), (43)

where we have adopted x(z, k) notation to denote spatial characteristics of the extended state
x(t). The model predictive controller was developed as a solution of the optimization problem
by minimizing the following open-loop performance objective function across the length of the infinite
horizon at sampling time k [26] on the basis of the above system given by Equation (43) without
disturbances being present.

[}

min ;}K x(z,k+ jlk), Qx(z, k + jlk) >
+ < a(k+j+1[k), Ra(k+j + 1]k) >] (44)

s.t. x(z,k+jlk) = Agx(z, k4 j — 1|k) + Byia(k + j|k)]
L—lmin < I;l(k-i—]‘k) < gmax
xmin < X(Z,k+j|k) < xmax,
where Q is a symmetric positive semidefinite matrix and R is a symmetric positive definite matrix.

The infinite-horizon open-loop objective function in Equation (44) can be expressed as the finite-horizon
open-loop objective function with u(k + N + 1|k) = 0, as below:

N-1
min ] = Y < x(z k +jlk), Qx(z, k + jlk) >
i j=0
+ <i(k+j+1k), Ria(k+j+1]k) >]
+ < x(z k+ NJk), Qx(z,k + N|k) > (45)

st x(zk+jlk) = Agx(z, k+j— 1|k) + Bgii(k + j|k)
" <k + jlk) < @™
XM < x(z, k4 jlk) < x™M%,

where Q is defined as the infinite sum Q = ¥.°  A%'C3QC4A’,. This terminal state penalty operator Q
can be calculated from the solution of the following discrete Lyapunov function:

A3Q4; - Q = —CjQC,. (46)

It can be noticed that operator A, in the equation is applied to some function and that the same
holds for Cy; thus to derive Q directly from Equation (46) is not a feasible task. However, the unique
solution of the discrete Lyapunov function can be related to the solution of the continuous Lyapunov
function, which can be solved uniquely. Therefore, Q can be obtained by solving the continuous
Lyapunov function:

A*Q+QA=-C"QC, Qe D(A). (47)
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Proof. We establish a link between the continuous and discrete Lyapunov functions. If the continuous
Lyapunov function holds, defining Ay := —I +26[6 — A]~! and A} := [—1 +26[5 — A]~1]*, then

[F1+2506 - 4) 7] 0 [F1+2506 - )] -0
(6 — AT [[—(6 — A)+28]" Q[ (6 — A)+24]
(6—A)QU—-A)©E -4

= (0—-A) " 24* Q6 +26QA| (6 — A)7!

(6= A)™ [26(~C*QC) (6 - A4) 7!

= —(V2sc[s— Al Q(v2sC s - Al

= —C;QC,,

A;0A;-Q

such that the unique solution of the continuous Lyapunov function (Equation (51)) is also a solution of
the discrete Lyapunov function ((Equation 46)). [

Because of the fact that 7(t) = u(f) + uc—v;’i g(t), straightforward algebraic manipulation of the
objective function presented in Equation (45) results in the following program:

u
min] = Ut < I,H > U+2UT[< I, Px(z,k|k) > + < I,R#G >]
F
N Un, . Un,
+ < x(zklk), Qx(z,klk) > + < T GRGIG>, (48)
F

where U = [u(k + 1[k), u(k + 2[k), ..., u(k + N|K)]T, G = [g(k + 1[k), g(k + 2[K), ..., g (k + N|k)]T, and

BjOB;+R  BjA;QB; -+ B;A;Z*;QBd B;QA,
. B;QA;Bs  B;QB;+R -+ BJANT20By . B:QA?
B:QAN"'B; B;QAY?B; --- BiQB;+R B;QAY

The objective function is subjected to the following constraints:

Umin <U+ %G < [max
= Cr = ’

, U,
XM < s(U + C’“d G) + Tx(z,k|k) < X™Mx, (49)
F
That is,
I Umax _ %G
_ _umzn Wd G
Mu< ot o, (50)
5 xmax _ Tx(z,k\k) SiG
=S — X" 4 Tx(z,kk) + S G
By 0 0 Ay
Ay4By By - 0 A?
where S = . . ) . and T = d
AN-1B,  AN—2B, By AY
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The optimization problem described in Equation (48) is a standard finite-dimensional quadratic
optimization problem, as inner products in Equation (48) are integrations over the spatial components

in the cost function.

Remark 1. The model predictive controller design in this paper uses the system state x(z, t); therefore, it is
necessary to design a discrete observer to reconstruct the system state. At present, the design of the continuous
system observer is very mature, and it is feasible to design a discrete observer on this basis of the discrete

infinite-dimensional model.

4. Simulation Results

In this section, the performance of the proposed model predictive control to keep the output at
the steady state within the constraint range by adjusting the input is demonstrated by a comparison
between high-fidelity numerical simulations of open-loop and controlled system responses.

In the simulations, the values of the system parameters were as given in Table 1. The time
discretization parameter was chosen as d = 0.2, which implies that § = 10 and Az = 0.01 were chosen

for the numerical integration.

Table 1. Model parameters for both collection region (C) and froth region (F).

Symbol Description Value
h Height of froth region 1.0
1 Height of collection region 1.0
Ca* Bubble saturation parameter 5
Av Air-water interfacial area C:1.0;F: 0.3
Uy Water velocity of collection region 0.8
Us Settling /slip velocity 1
H, Air holdup C:0.3;F: 0.7
Hu, Downward water holdup 0.1
Hy, Upward water holdup C:0.7,F: 0.2
u, Air velocity C:0.1;F: 0.2
Uy, Downward water velocity 0.1
Uy, Upward water velocity C:0.08; F: 0.1
® Attachment-rate parameter for downward water C:1.2,F: 1.0
Lo Attachment-rate parameter for upward water 15
B Detachment rate parameter C:0.1;F: 0
0 Transfer rate from upward water to downward water 0.1
k Transfer rate from air to downward water 0.01
ay, ap, az Initial-condition coefficients a1 =0.8,a, =0.1,a3 =02

In this work, C was considered as C = I, which implies that the full state was available for the
controller realization, and thus C* = C. The above framework allows for easy extension to the discrete
observer design with boundary measurements applied; that is, C(-) := fol 5(z—1)(+)dz. The Q can
be obtained by solving the following continuous Lyapunov equation corresponding to the discrete
Lyapunov Equation (46):

A'Q+QA=-Q. (51)

We consider Q = G 9 ],Where Q1 € H,Q> € R",and assume Q = |: Qu Qu };we can

0 & Q1 Qx

obtain a set of equivalent Lyapunov equations as follows:

AFQ1+ Q1Ar = —Qu, Q1 € D(A);

Q140 = —Qu
AH01 = —0Qo1;
AEQr 4+ QAc = —Qm. (52)
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) J1-1 0 0 ) . 0
With the assumptions that Q; = 0 J1-2 0 and Q; = [ ‘12611 _ ], and
0 0 133 a2
1 00
by choosing Q11 = | 0 1 0 | and Q» = { i f }, where g11 = 422 = 1, one can obtain
00 1 q12 q22
Q= { —%.26>588 _101658 8 } and Qy, as shown in Figure 4.
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Figure 4. Q; obtained by solving Equation (52).

In order to demonstrate the controller performance, the MPC horizon was N = 3, and R = 0.1.
The input and state constraints were given as —0.5 < u(t) < 1and 0 < x,(hy,t) < 0.83. The initial
conditions of the system given by Equation (26) were given as follows:

x,(z,0) = al(cos(%z) -+ sin(7z)),
Xuy(2,0) = az(cos(gz) + sin(nz)),
Xw,(z,0) = d3(COS(§Z) + sin(nz)). (53)

The performance of the proposed model predictive control can be evaluated from Figures 5-8,
and the corresponding control input is given in Figure 9. From Figures 5-7, it can be seen that
under the model predictive control, the system reached steady state. Figure 8 compares the output
xa(h, k) evolutions under the model predictive control with state/output constraints to the model
predictive control without constraints and using the open-loop system. It is clear from the figure that
the application of model predictive control allows the system to reach steady state faster and that
the output profile under the model predictive control law satisfies the constraints. It is important
to emphasize that the system is stable and that performance under input and state constraints are
of interest in this study; however, the extension to the unstable system dynamics case is easily realizable
for more general classes of dynamic plants.
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Figure 5. Profile of concentration for mineral particles with air phase under model predictive control
law Equations (48) and (49).
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Figure 7. Profile of concentration for mineral particles with upward water phase under model predictive
control law Equations (48) and (49).
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Figure 8. Profile of the state x,(h, k) (output) under model predictive control law Equations (48)
and (49) (dash-dotted line) without constraints (dashed line), and the profile of an open-loop system
(dash-dotted line), as well as state/output constraints (dotted line).
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Figure 9. Input profile obtained by model predictive control law Equations (48) and (49) (solid line);
input constraints are given by dotted line.

5. Conclusions

In conclusion, model predictive control algorithms are developed for the column flotation
process that take into account the input and state/output constraints as well as the input disturbance.
The underlying model is described by coupled nonlinear heterodirectional hyperbolic transport
PDE-ODEs, and the steady-state profiles are utilized in the linearization of a nonlinear system.
By using the Cayley-Tustin time discretization method, the continuous infinite-dimensional system is
mapped into the discrete infinite-dimensional system without model reduction or spatial discretization.
Finally, the performance of the proposed model predictive control development was demonstrated by
applying it to the column flotation system, and the simulation results show that the output (the mass
concentration of solid minerals with the air phase of froth overflow) is stabilized at the steady state
within the constraints’ physical range by adjusting the feed velocity. This optimal control realization
improves the column flotation process, enabling it to operate more efficiently.
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Appendix A. Resolution of Operator A for Discretized Model

Ry = ~BCB L 'm0+ [0, 00, (A1)
R = SODL a0 - o [Cen0200, (42)
ki = BB L M BeyOa+ o [ e300, (a3)
R = ~BOBLL B - L [ e+ [ ek

+ Lo [ 0Inin = o [ a2k (nan + o [ 02013 an))c), (a4)
Ris = Eéz o [ B2 VI — o [ DN+ o1 [ B2 (i)

+ Lo [ o2 0kl = o [ o202 Iamir+ 2 [ p2003)20an]() (45)
Ry = *2(), (46)
Rs = U2(), (A7)
Rsy = L) (A8)
Rss = =ML, (A9)

where ¢ = EAZ, @ = BA(Z*’”, E = eA}’, and E, = ¢Ah=1) The other R51, Ry, ..., R35 values can be
obtained in a similar way as for Ryy, ..., Rys.
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Abstract: This paper addresses the problem of fault-tolerant stabilization of nonlinear processes
subject to input constraints, control actuator faults and limited sensor—controller communication.
A fault-tolerant Lyapunov-based model predictive control (MPC) formulation that enforces the
fault-tolerant stabilization objective with reduced sensor—controller communication needs is
developed. In the proposed formulation, the control action is obtained through the online solution of a
finite-horizon optimal control problem based on an uncertain model of the plant. The optimization
problem is solved in a receding horizon fashion subject to appropriate Lyapunov-based stability
constraints which are designed to ensure that the desired stability and performance properties
of the closed-loop system are met in the presence of faults. The state-space region where fault-tolerant
stabilization is guaranteed is explicitly characterized in terms of the fault magnitude, the size
of the plant-model mismatch and the choice of controller design parameters. To achieve the control
objective with minimal sensor—controller communication, a forecast-triggered communication
strategy is developed to determine when sensor—controller communication can be suspended and
when it should be restored. In this strategy, transmission of the sensor measurement at a given
sampling time over the sensor—controller communication channel to update the model state in
the predictive controller is triggered only when the Lyapunov function or its time-derivative are
forecasted to breach certain thresholds over the next sampling interval. The communication-triggering
thresholds are derived from a Lyapunov stability analysis and are explicitly parameterized in terms
of the fault size and a suitable fault accommodation parameter. Based on this characterization,
fault accommodation strategies that guarantee closed-loop stability while simultaneously optimizing
control and communication system resources are devised. Finally, a simulation case study involving
a chemical process example is presented to illustrate the implementation and evaluate the efficacy
of the developed fault-tolerant MPC formulation.

Keywords: model predictive control (MPC); fault-tolerant control; networked control systems; actuator
faults; chemical processes

1. Introduction

Model predictive control (MPC), also known as receding horizon control, refers to a class of
optimization-based control algorithms that utilize an explicit process model to predict the future
response of the plant. At each sampling time, a finite-horizon optimal control problem with a
cost functional that captures the desired performance requirements is solved subject to state and
control constraints, and a sequence of control actions over the optimization horizon is generated.
The first part of the control inputs in the sequence is implemented on the plant, and the optimization
problem is solved repeatedly at every sampling time. While developed originally in response to
the specialized control needs of large-scale industrial systems, such as petroleum refineries and
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power plants, MPC technology now spans a broad range of application areas including chemicals,
food processing, automotive, and aerospace applications (see, for example, [1]). Motivated by the
advantages of MPC, such as constraint handling capabilities, performance optimization, handling
multi-variable interactions and ease of implementation, an extensive and growing body of research
has been developed over the past few decades on the analysis, design and implementation of MPC,
leading to a plethora of MPC formulations (see, for example, References [2—4] for some recent research
directions and references in the field).

With the increasing demand over the past few decades for meeting stringent stability and
performance specifications in industrial operations, fault-tolerance capabilities have become an
increasingly important requirement in the design and implementation of modern day control
systems. This is especially the case for safety-critical applications, such as chemical processes,
where malfunctions in the control devices or process equipment can cause instabilities and lead
to safety hazards if not appropriately mitigated through the use of fault-tolerant control approaches
(see, for example, References [5-7] for some results and references on fault-tolerant control). The need
for fault-tolerant control is further underscored by the increasing calls in recent times to achieve
zero-incident plant operations as part of enabling the transition to smart plant operations ([8]).

As an advanced controller design methodology, MPC is also faced with the challenges of dealing
with faults and handling the resulting degradation in the closed-loop stability and performance
properties. Not surprisingly, this problem has been the subject of significant research work, and
various methods have been investigated for the design and implementation of fault-tolerant MPC for
both linear and nonlinear processes (see, for example, References [9-13] for some results and references
in this area). An examination of the available literature on fault-tolerant MPC, however, reveals that
the majority of existing methods have been developed within the traditional feedback control setting
which assumes that the sensor—controller communication takes place over reliable dedicated links
with flawless data transfer. This assumption needs to be re-examined in light of the widespread
reliance on networked control systems which are characterized by increased levels of integration of
resource-limited communication networks in the feedback loop.

The need to address the control-relevant challenges introduced by the intrinsic limitations on
the processing and transmission capabilities of the sensor—controller communication medium has
motivated a significant body of research work on networked control systems. Examples of efforts
aimed at addressing some of these challenges in the context of MPC include the results in [14,15] where
resource-aware MPC formulations that guarantee closed-loop stability with reduced sensor—controller
communication requirements have been developed using event-based control techniques. In these
studies, however, the problem of integrating fault-tolerance capabilities in the MPC design framework
was not addressed.

Motivated by the above considerations, the aim of this work is to present a methodology
for the design and implementation of fault-tolerant MPC for nonlinear process systems subject to
model uncertainties, input constraints, control actuator faults and sensor—controller communication
constraints. The co-presence of faults, control and communication resource constraints creates a
conflict in the control design objectives where, on the one hand, increased levels of sensor-controller
communication may be needed to mitigate the effects of the faults, and, on the other, such levels
may be either unattainable or undesirable due to the sensor—controller communication constraints.
To reconcile these conflicting objectives, a resource-aware Lyapunov-based MPC formulation that
achieves the fault-tolerant stabilization objective with reduced sensor-controller communication is
presented in this work.

The remainder of the paper is organized as follows. Section 2 begins by introducing some
preliminaries that define the scope of the work and the class of systems considered. Section 3
then introduces an auxiliary Lyapunov-based fault-tolerant controller synthesized on the basis of an
uncertain model of the plant and characterizes its closed-loop stability region. An analysis of the effects
of discrete measurement sampling on the stability properties of the closed-loop model is conducted
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using Lyapuonv techniques and subsequently used in Section 4 to formulate a Lyapunov-based MPC
that retains the same closed-loop stability and fault-tolerance properties enforced by the auxiliary
model-based controller. The stability properties of the closed-loop system are analyzed and precise
conditions that guarantee ultimate boundedness of the closed-loop trajectories in the presence of
faults, discretely-sampled measurements and plant-model mismatch are provided. A forecasting
scheme is then developed to predict the evolution of the Lyapunov function and its time-derivative
over each sampling interval. The forecasts are used to trigger updates of the model states using the
actual state measurements whenever certain stability-based thresholds are projected to be breached.
Finally, Section 6 presents a simulation study that demonstrates the implementation and efficacy of the
developed MPC formulation.

2. Preliminaries

We consider the class of finite-dimensional nonlinear process systems with the following
state-space representation:

x = f(x) + G(x)Ou 1)

where x € R"x is the vector of process state variables, and f(-) and G(-) are sufficiently smooth
nonlinear functions of their arguments on the domain of interest which contains the origin in its
interior. Without loss of generality, the origin is assumed to be an equilibrium point of the uncontrolled
plant (i.e., f(0) = 0). The matrix ® = diag{6; 6, --- 6,,} is a diagonal deterministic (but unknown)
fault coefficient matrix, where 6; is a fault parameter whose value indicates the fault or health status
of the i-th control actuator. A value of §; = 1 indicates that the i-th actuator is perfectly healthy,
whereas a value of 6; = 0 represents a completely failed (non-functioning) control actuator. Any other
value, 6; € (0,1), represents a certain degree of fault. The parameter 6; essentially measures the
effectiveness (or control authority) of the i-th control actuator, with ; = 0 indicating an ineffective
failed actuator, §; = 1 indicating a fully effective actuator, and any other value indicating a partially
effective actuator that implements only a fraction of the required control action prescribed by the
controller. The vector of manipulated input variables, u € R"v, takes values in a nonempty compact
convexset! = {u € R™ : ||u|| < u™} where u™ > 0 represents the magnitude of input constraints
and ||-|| denotes the Euclidean norm of a vector or matrix.

The control objective is to steer the process state from a given initial condition to the origin in the
presence of input constraints, control actuator faults and limited sensor—controller communication.
To facilitate controller synthesis, we assume that an uncertain dynamic model of the system of
Equation (1) is available and has the following form:

X =1(%) + G(X)Ou )

where X is the model state, f(-) and G(-) are sufficiently smooth nonlinear functions that approximate
the functions f(-) and G(+), respectively, in Equation (1), and are given by:

£(x) = £(x) + d¢(x) (3a)
G(x) = G(x) — dg(x) (3b)

where J¢(+) and dg (+) are smooth nonlinear functions that capture the model uncertainties, and the
following Lipschitz conditions hold on a certain region of interest:

[£(x1) — f(x2) || < L1]x1 — x| (4a)
IG(x1) = G(x2) || < Laollx1 — xo (4b)
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where fl and L, are known positive constants. 0= diag{§1 52 ce 67,,,} is a diagonal matrix, where 671
is an estimate of the actual fault coefficient, 6;. As discussed below, 6; can also be viewed as a fault
accommodation parameter that can be adjusted within the model to help achieve the fault-tolerant
stabilization objective.

Towards our goal of designing a fault-tolerant MPC with well-characterized stability and
performance properties, we begin in the next section by introducing an auxiliary bounded
Lyapunov-based fault-tolerant controller that has an explicitly-characterized region of stability in
the presence of faults. The stability properties of this controller are used as the basis for the
development of a Lyapunov-based MPC formulation that retains the same closed-loop stability and
fault-tolerance characteristics.

3. An Auxiliary Model-Based Fault-Tolerant Controller

3.1. Controller Synthesis and Analysis under Continuous State Measurements

Based on the dynamic model of Equation (2), we consider the following bounded Lyapunov-based
state feedback controller:

u(x) = —k(%,0)(LgV(x)0)T = k(x,0) (5a)
a(X a(X ymax|| BT (@, %
(5.6 = (3+¢( R + O D) o
BT(©,%)[12[1 + \/1 + (um[|T(©,%))?]
a(X) = LV +AV = %’h AV (50)
BOR) = 1gVRO, LgV = (58 - 5 g") )

where L3V and LgV are the Lie derivatives of V with respect to, fand G, respectively; V is a control
Lyapunov function that satisfies the following inequalities:

(171D < V) < a2 (K1) (62
WO < s (6b)
| 256w < w) 69

for some class K functions (A function a(-) is said to be of class K if it is strictly increasing and «(0) = 0)
a;(+), i € {1,2,3,4} and A is a controller design parameter. The controller of Equation (5) belongs
to the general class of constructive nonlinear controllers referred to in the literature as Sontag-type
controllers. Similar to earlier bounded controller designs (see, for example, [16]), it is obtained by
scaling Sontag’s original universal formula to ensure that the control constraints are met within a
certain well-defined region of the state space. The controller in Equation (5), however, differs from
earlier designs in that it incorporates the fault explicitly into the controller synthesis formula.

It can be shown (see [16] for a similar proof) that the controller of Equation (5) satisfies the control
constraints within a well-defined region in the state space, i.e.,:

k(% ©)| <u™> ¥xe¥(u™,0) @)

where
Y= {XER™: LV +AV <u™0TLgV(%)T|} (8)
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and that starting from any initial condition, X(0), within the compact set:
Q= {Xe¥u™™,0): V() <c} ©9)

where ¢ > 0 is the largest number for which Q(u™, @) C ¥(u™,0), the time-derivative of the
Lyapunov function, V, along the trajectories of the closed-loop model satisfies:

V(%) < -AV(X) (10)

which implies that the origin of the closed-loop model under the auxiliary control law of Equation (5)
is asymptotically stable in the presence of faults, with Q(u™*, @) as an estimate of the domain of
attraction.

Remark 1. The invariant set Q(u™,©) defined in Equations (8) and (9) is an estimate of the state space
region starting from where the origin of the closed-loop model is guaranteed to be asymptotically stable in the
presence of control constraints and control actuator faults. As such, it represents an estimate of the fault-tolerant
stabilization region. The expressions in Equations (8) and (9) capture the dependence of this region on both
the magnitude of the control constraints and the magnitude of the fault estimate. Specifically, as the control
constraints become tighter (i.e., u™* decreases), the fault-tolerant stability region is expected to shrink in size.
In addition, as the severity of the fault increases (i.e., as B; tends to zero), the fault-tolerant stability region
is expected to shrink in size. In the limit as 6 —0 for all i (i.e., total failure of all actuators), controllability
is lost and asymptotic stabilization becomes impossible unless the system is open-loop stable (i.e., L;V < 0).
Notice that the controller tuning parameter A captures the classical tradeoff between stability and robustness.
Specifically, as A increases, Equation (10) predicts a higher dissipation rate of the Lyapunov function and thus a
larger stability margin against small errors and perturbations. According to Equation (8), however, a larger
value for A leads to a smaller stability region in general.

Remark 2. The controller of Equation (5) is designed to account explicitly for faults, and enforce closed-loop
stability by essentially canceling out the effect of the faults on the closed-loop dynamics. Notice, however, that,
while the control action is an explicit function of the fault estimate, the upper bound on the dissipation rate of the
Lyapunov function in Equation (10) is independent of the fault estimate.

3.2. Characterization of Closed-Loop Stability under Discretely Sampled State Measurements

In this section, we analyze the stability properties of the closed-loop model when the auxiliary
controller of Equation (5) is implemented using discretely-sampled measurements. This analysis is of
interest given that MPC (to which the stability properties of the auxiliary controller will be transferred)
is implemented in a discrete fashion. To this end, we consider the following sample-and-hold
controller implementation:

£(x(1)) + G(x(t))Ou(t) (11a)
K(X(t),©), t € [t tes1), k€N (11b)

~
—

=

~
=

=
Il

where t; — t; = A is the sampling period. Owing to the non-vanishing errors introduced by the
sample and hold implementation mechanism, only practical stability of the origin of the closed-loop
model can be achieved in this case. Theorem 1 establishes that, provided a sufficiently small sampling
period is used, the trajectory of the closed-loop model state can be made to converge in finite-time
to an arbitrarily small terminal neighborhood of the origin, and that the size of this neighborhood
depends on the magnitude of the fault as well as on the sampling period. To simplify the statement of
the theorem, we first introduce some notation. Specifically, we use the symbols ®; and ®¢ to denote
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the Lipschitz constants of the functions L;V/(X) and Lg V(X), respectively, over the domain of interest,
), where:

[LgV(x(1)) = LV (%) | S%Ilﬁ()*mll (12a)
[LeV(X(1) = LgV (%) < PgIx(t) — ol (12b)

for x(t),Xp € Q). We also define the following positive constants:
7 = K; + Kg | ©|ju™> (13a)
Kz = max [(%)]|, Kg = max |G(R)| (13b)
where K; and Kg are guaranteed to exist due to the compactness of ).

Theorem 1. Consider the closed-loop model of Equations (2)—(5), with a sample-and-hold implementation as
described in Equation (11). Given any real positive number §' € (0,c), where c is defined in Equations (8)
and (9), there exists a positive real number A* such that if X(to) = Xo € Q(u™>, @) and A is chosen such that
A € (0, A*], then the closed-loop model state trajectories are ultimately bounded and satisfy:

limsup V(x(t)) < &' (14)
t—o0
where A* = min{A, A"}, A and A’ satisfy:
A+ (@; + DO u™>) A < —e (15a)
& + (0 + D |O|um )y (A < ¢ (15b)

for some € > 0and 0 < 6f < &', where v, @; and Og are defined in Equations (12) and (13). Furthermore,
when X(t) € QO\Q where Of & (X € R : V(%) < 8}, V(R(t)) < —€, YVt € [ty trs1)-

Proof. Consider the following compact set:
MEZReR>: 6 <V({X) <c} (16)

for some 0 < 6/ < c. Let the control action be computed for some X(f;) := X; € M, and held constant
until a time A, where A is a positive real number, i.e.,

u(t) =u(Xg) =y, VtE [t t + A (17)
Then, for all t € [#, t; + A], we have:
V(X(t) = L3V(%) + Lg V(%) Ouy + [L;V(X(1) — LV (k)] + [Lg V(X(1))Ouy — Lg V (%) Owy] (18)
Since the control action is computed based on the model states in M C (), we have from Equation (10):
LV (%) + Lg V(%) Ouy = V(%) < —AV(%k) 19)
By definition, for all X, € M, V(x;) > 5/, and therefore:

L?V(ik) + LéV(?k)@uk < */\(Sf (20)
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Given that f(-) and the elements of G(-) are smooth functions, and given that ||u|| < #™* within

Q, and that M is bounded, one can find, for all X, € M and a fixed A, a positive real number y,
such that:
[X(#) =%l < 9B, V€ [t tr + D) 21

where 7 is defined in Equation (13). Based on this and Equation (18), the following bound can
be obtained:

V() < =20 + (5 + g [O] ™) [[R(¢) = Xi| < —A0 + (Pp + P [Ou™>)7A  (22)
If we choose A < (ASf — €)/ (P + CIDGH(:)Hum“X)'y, we get:
V(X(t)) < —e<0, VteE [t +A) (23)

This implies that, given any 0 < &’ < ¢, if 6/ is chosen such that 0 < 6/ < ¢’ and a corresponding
value for A is found, then if the control action is computed for any X € M, and the hold time is less
than A, V is guaranteed to remain negative over this time period and, therefore, X cannot escape Q)
(since Q) is a level set of V).

Now, let us consider the case when, at the sampling time f;, the model state is within Qf £ {x €
R : V(X) < 6/}, ie, V(X(t)) < 6/. We have already shown that:

V(X(H)) < —AV(X) + (@5 + O O] ™) 1A (24)

which implies that:
V(X(H) < (P + DO u™™) A (25)

Integrating both sides of the differential inequality above yields:

VIR() = V(b)) + [ V(D)

V(i +4)) <6 + (@ + g |O]u™) ()

(26)

Based on the last bound above, given any positive real number &', one can find a sampling period
A’ small enough such that the trajectory is trapped in (/, i.e.,

V(R(t+8)) < 6 + (@ + P | O|um) (') < &' @7)

To summarize, if the sampling period A is chosen such that A € (0, A*], where A* £ min{A, A},
then the closed-loop model state is ultimately bounded within the terminal set ()’ in finite time.
This completes the proof of the theorem. [

Remark 3. The result of Theorem 1 establishes the robustness of the controller of Equation (5) to bounded
measurement errors introduced through the sample-and-hold implementation scheme. The controller is robust
in the sense that the closed-loop model trajectory remains bounded and converges in finite-time to a terminal
neighborhood centered at the origin, the size of which can be made arbitrarily small by choosing the sampling
period to be sufficiently small. It should be noted that the bound on the dissipation rate of the Lyapunov function,
€, and the ultimate bound on the model state, &', are both dependent on the size of the sampling period, A, and on
the size of the fault estimate, ©. This dependence is captured by Equation (15). As expected, a sampling period
that is too large could lead to instability.

Remark 4. By inspection of the inequality in Equation (24), it can be seen that as the norm of the fault matrix

decreases the bound on the dissipation rate becomes tighter (more negative), potentially implying a faster decay
of the Lyapunov function. To the extent that the norm of the fault matrix can be taken as a measure of fault
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severity (with a smaller norm indicating a more severe fault), this seems to suggest that increased fault severity
actually helps speed up (rather than retard) the dissipation rate, which at first glance may seem counter-intuitive.
To get some insight into this apparent discrepancy, it should first be noted that in obtaining the inequality
in Equation (24) the control action term is essentially regarded as a disturbance that perturbs the nominal
(uncontrolled) part of the plant, and is majorized using a convenient upper bound which includes the norm of
the fault matrix as well as the magnitude of the control constraints. Based on this representation, a decrease
in the norm of the fault matrix (due to a more severe fault) implies a reduction in the controller authority and,
therefore, a decrease in the size of the disturbance which helps tighten the upper bound and potentially speed up
the dissipation rate of the Lyapunov function. A similar reasoning can be applied when analyzing the dependence
of the ultimate bound in Equation (27) on the fault size. An important caveat in making these observations is
that what is impacted by the norm of the fault matrix is only the upper bound (either on the time-derivative of
the Lyapunov function as in Equation (24) or on the Lyapunov function itself as in Equation (27)). A larger
upper bound does not necessarily translate into slower decay.

4. Design and Analysis of Lyapunov-Based Fault-Tolerant MPC

This section introduces a Lyapunov-based MPC formulation that retains the stability and
fault-tolerance characteristics of the auxiliary bounded controller presented in the previous section.
The main idea is to embed the conditions that characterize the fault-tolerant closed-loop stability
properties of the auxiliary bounded controller as constraints within the finite-horizon optimal control
problem in MPC. This idea of linking the auxiliary controller and MPC designs—and thus transferring
the stability properties from one to the other—has it roots in the original Lyapunov-based MPC
formulation presented in [17]. In the present work, we go beyond the original formulation to analyze
its robustness with respect to implementation on the plant and derive explicit conditions that account
explicitly for plant-model mismatch and control actuator faults.

To this end, we consider the following Lyapunov-based MPC formulation, where the control
action is obtained by repeatedly solving the following finite-horizon optimal control problem:

i [ IR+ ()R] dr (282)
Subject to :

a(®)| < u™, V€ [t tiin) (28b)
x(t) = £(x(t)) + G(x(t))Ou(t) (280)
X(tx) = x(tg) (28d)
V(X(t)) < —€, Vi € [ty trgn), if V(R(tr) > ¢ (28e)
V(R() <8, V€ [t te), if VX(K)) < & (28f)

where N represents the length of the prediction and control horizons; Q and R are positive-definite
matrices that represent weights on the state and control penalties, respectively; and V is the
control Lyapunov function used in the design of the bounded controller in Equations (5) and (6).
The constraints in Equations (28e) and (28f) are imposed to ensure that this MPC enforces the same
stability properties that the bounded controller enforces in the closed-loop model, and retains the
same stability region estimate, (1™, ®). Theorem 2 provides a characterization of the closed-loop
stability properties when the above MPC is applied to the plant of Equation (1) in the presence of
plant-model mismatch and control actuator faults.

Theorem 2. Consider the closed-loop system of Equation (1) subject to the MPC law of Equation (28) with a
sampling period A < A*, where A* is defined in Theorem 1, that satisfies:

—€+ pl}’l(gll 52/ @r umax/ Ll/ LZ/ A) + pZH® - @Humax <-w (29)
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for some w > 0, where € satisfies Equation (15a) and

p1 = az(ay'(c), p2 = au(ag'(c)) (30a)

p= 081+ 5|10 + (Ly + Ly ©[[u™>)(A) (30b)

7(R) £ ciAe2d (30c)

01 =81+ 5)|®]|u™> + L, |© — O]|u™|%o | (30d)

cp = L1 + Lou™> (30e)

51 = max|[01(x) ||, 62 = max|[oa(x) | (30f)
xeQ) xeQ)

where ;, i € {1,2,3,4}, are defined in Equation (6), Ly and Ly are the Lipschitz constants of £(-) and G(-) on
Q) respectively. Then, given any positive real number 6" < c, there exists a positive real number A** such that,
ifX(tg) = x(to) € Q, A € (0, A*™*], the closed-loop trajectories are ultimately bounded and:

limsupV (x(t)) < & +p1Z(A) + (D) < 6" < ¢ (31)
t—o0

for some & > 0, where §' satisfies Equation (15b). Furthermore, when x(t;) € Q\QY where O & {x € R :
V(x) <"} V(x(t) < —w, V€ [ty tria).

Proof. Defining the model estimation error as e(t) = X(t) — x(t), the dynamics of the model estimation
error are governed by:

&= [f(X) — £X)] + [f(X) — £(x)] + [GR)O — G(X)Olu + [G(X)O — G(x)Olu + [G(x)O — G(x)OJu (32)

Given X(tp) = x(t9) € Q, X(t) will remain within Q) for all t € [to, tp + A) because of the enforced
stability constraints (which ensure boundedness of X). If x(t) also remains within Q) during this
interval, then the following bound on e(t), for t € [ty,t + A), can be derived:

o t b .
lle(®)]l < lle(to)ll + (d1 + &0u) (¢ — to) +/t [L1 + Lo©ul[|e(7)]|]dT + /f [La|[X(8)[[(© — ©)uldT
0 Zho
where we have used Equation (3) and the Lipschitz properties of the various functions involved.

In view of the model update policy in Equation (28d), we have e(fy) = 0, and, together with the fact
that t — ty < A, the above bound simplifies to:

5 t+A
le(ll < ciB+ca [ () v @)
0
Applying the Gronwall-Bellman inequality yields:
le(t)] < c1Ae2® = £(A), for t € [to, tg+ A) (34)

Evaluating the time-derivative of the Lyapunov function along the trajectories of the closed-loop
system yields:

AV~ AV aV aV

- . o v o
V(x) = gf(x) + EG(X)®u + &f(x) — a—‘;f(x) + EG(X)®U — %G(x)@u 5
< VR) + 30800 — D0Fx) + 2V F(x) — 2E%) + 0L Gx)ou — 2L G(R)Ou
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For X(tp) = x(tp) € O\ Q¥ and A < A*, it can be shown upon substituting Equations (3), (4), (6)
and (7) into Equation (35), and using the notation in Equation (30), that:

V(x) < —e+pipe+02]© — Oju™ (36)
Therefore, if Equation (29) holds, we have:
V(x(t)) < —w, Vt € [to,to + D) (37)

For the case when X(t9) = x(fp) € (), we use the following inequality derived from a Taylor
series expansion of V(x):

V() < V) + 9 flx %]+l — %I 8)

where & > 0, and the term &||x — X||? bounds the second and higher-order terms of the expansion.
Together with Equations (6), (28f), and (34), it can be shown that:

V(x) <& +as(a; ' (c))3(A) +§33(A) (39)

which implies that given any positive real number " < c, one can find a small enough A such that
V(x(t)) < 6" forall t € [ty, tg + A).

The above analysis for the initial interval can be performed recursively for all subsequent intervals
to show that the closed-loop state x(t) remains bounded within (), for all t > tg, thus validating the
initial assumption made on the boundedness of x. Therefore, if Equation (29) is satisfied, we conclude
that given any X(tg) = x(ty) € Q, we have for sufficiently small A that x(t) € Q for all t € [tg, ),
and that the ultimate bound in Equation (31) holds. Furthermore, when X(t;) = x(t;) € Q\ (Y,
we have V(x(t)) < —w, for all t € [t, t;,1). This completes the proof of the theorem. [

Remark 5. The conditions in Equations (29)—(31) provide a characterization of the stability and performance
properties of the closed-loop system under the MPC law of Equation (28). Specifically, the condition in
Equations (29) and (30) characterize the upper bound on the dissipation rate of V along the trajectories of the
closed-loop outside the terminal set. A comparison between this bound, w, and the one enforced by the nominal
MPC in the closed-loop model in Equation (28e), €, shows that the actual rate is slower than the nominal one
due to the combined influences of the plant-model mismatch, the faults and the discrepancy between the actual
and estimated values of the faults. While some tuning of the discrepancy between the two dissipation rates
can be exercised by adjusting the sampling period (note from Equations (29) and (30) that reducing A reduces
), the difference between the two rates is ultimately dictated by the size of the plant-model mismatch and the
magnitudes of the faults. Similarly, it can be seen that compared to the nominal ultimate bound enforced by
MPC in the closed-loop model in Equation (28£), &', the actual ultimate bound for the closed-loop system, ¢, is
larger due to the effects of the model uncertainty and the faults. Again, while the discrepancy between the two
bounds (i.e., between the two terminal sets) can be made smaller if A is chosen small enough, it is not possible in
general to make that discrepancy arbitrarily small owing to the fact that the uncertainty and fault magnitudes
are not adjustable parameters. The comparison between the nominal and actual bounds points to the fundamental
limitations that model uncertainty and faults impose on the achievable closed-loop performance.

Remark 6. Note that if a fault, ©, that satisfies the conditions in Equations (29)—(31) takes place, the closed-loop
system will be inherently stable in the presence of such fault, and the MPC is said to be passively fault-tolerant.
The conditions in Equations (29)—(31) suggest that, while mitigation of the fault effects is not necessary in this
case given that stability is not jeopardized, it may still be desirable to actively accommodate the fault by adjusting
the model parameter © to enhance closed-loop performance. In particular, note from Equations (29)~(31) (see
also Equation (36)) that when the actual fault size can be determined, adjusting the fault estimate used in the
model to match the actual fault (i.e., setting © — @ = 0) helps tighten the dissipation rate bound on V and
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reduce the size of the ultimate bound, which helps improve closed-loop performance. The implementation of this
fault accommodation measure requires knowledge of the magnitude of the fault, which in general can be obtained
using fault estimation and identification techniques (see, for example, [18]). While exact knowledge of the fault
size is not required, errors in estimating the fault magnitude (which lead to a nonzero mismatch between © and
@) can limit the extent to which the dissipation rate bound on V can tightened and the ultimate bound reduced,
and therefore can limit the achievable performance benefits of fault accommodation.

Remark 7. The dependence of the fault-tolerant stabilization region associated with the proposed MPC
formulation on the size of the control constraints points to an interesting link between the fault-tolerant MPC
formulation and process design considerations. This connection stems from the fact that control constraints,
which are typically the result of limitations on the capacity of control actuators, are dictated in part by equipment
design considerations. As a result, an a priori process design choice that fixes the capacity of the control equipment
automatically imposes limitations on the fault-tolerance capabilities of the MPC system. This connection can
be used the other way around in order to aid the selection of a suitable process design that can enhance the
fault-tolerance capabilities of the control system. Specifically, given a desired region of fault-tolerant operation
for the MPC, one can use the characterization in Equations (8) and (9) to determine the corresponding size of
the control constraints, and hence the capacity of the control equipment. It is worth noting that the integration
of process design and control in the context of MPC has been the subject of several previous works (see,
for example, [19-21]). However, the problem of integrating process design and fault-tolerant MPC under
uncertainty has not been addressed in these prior works. The results in this paper shed some light on this gap and
provide a general framework for examining the interactions between process design and control in the context of
fault-tolerant MPC.

5. Fault-Tolerant MPC Implementation Using Forecast-Triggered Communication

To implement the MPC law of Equation (28), the state measurement must be transmitted to the
controller at every sampling time in order to update the model state. To reduce the frequency of
sensor—controller information transfer, we proceed in this section to present a forecast-triggered
sensor—controller communication strategy that optimizes network resource utilization without
compromising closed-loop stability. The basic idea is to forecast at each sampling time the expected
evolution (or rate of evolution) of the Lyapunov function over the following sampling interval based
on the available state data and the worst-case uncertainty, and to trigger an update of the model state
only in the event that the forecast indicates a potential increase in the Lyapunov function or a potential
deterioration in the dissipation rate.

To explain how this communication strategy works, we assume that a copy of the MPC law
is embedded within the sensors side to provide the control input trajectory and aid the forecasting
process. At the same time, the state measurement, x, which is available from the sensors is monitored at
the sampling times, and then the model estimation error e can be computed at each sampling instance.
To perform the forecast for t € [t fx1), the bounds in Equations (36) and (39) are modified as follows:

V(x(t)) < — e+ p1[61 + &[0 + p2|© — O™ + (Ly + Ly |©[[u™ ) (t — t,)] (40a)
V(x(t)) <& +pr1g(t—ty) + 53 (t — tp) (40b)

where t, denotes the time that the last update prior to #; took place. By comparing the above bounds
with the original ones developed in Equations (36) and (39) for the case of periodic model updates,
it can be seen that the sampling interval, A, in the original bounds has now been replaced by the
more general interval t — t,. This modification is introduced to allow assessment of the impact of
sensor—controller communication suspension on the evolution of the Lyapunov function, and to
determine if the suspension could be tolerated for longer than one sampling period.
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Algorithm 1 and the flowchart in Figure 1 summarize the proposed forecast-triggered
communication strategy. The notation V(x) is used to denote the upper bound on V (x) resulting from
the forecast strategy.

Algorithm 1. Forecast-triggered sensor—controller communication strategy

Initialize X(t9) = x(fp) € Qandsetk=0,p =0
Solve Equation (28) for [to, t1) and implement the first step of the control sequence
if X(tg 1) € Q\QY then
Calculate V (x(f;4 7)) (estimate of V(x(f;,))) using Equation (40a) and V/(x(tx11))
else

Calculate V (x(t,7)) (estimate of V (x(;,7))) using Equation (40b) and e(t;1)
end if
if V(x(te+2)) < V(X(tir1)) then

Solve Equation (28) without Equation (28d) for [tx.1, txi2)
else if V(x(try2)) > V(x(ty1)) and V(x(tri2)) < &' then

Solve Equation (28) without Equation (28d) for [t 1, fx12)
else

Solve Equation (28) for [t,1,tx0) and set p = k+1
end if
Implement the first step of the control sequence on [t 1, ti2)
Setk = k+ 1 and go to step 3

embed copy of MPC on sensor side to provide the control input trajectory

|

at t = i, forecast V(x(te+1)) using
V(x(t)) < —€ + p1[81 + 8[| B[um* + p3[|© — B[u™ + (L1 + La|©|u™)] -

V(x(2) < 8 + p1d(t = tp) + 63 (2 — tp)

!

compare V (x(ti+1)) and V (x(tx)) if V(x(tx)) > V(x(te+1)) —

else if V(x(tx)) < V(x(trt1)) < 6" SR

else —= update: X(tx) = x(t) ——

Figure 1. Flowchart of implementation of the forecast-triggered communication strategy. MPC: model
predictive control.

Remark 8. With regard to the implementation of Algorithm 1, the sensors need to obtain measurements of
the state x at each sampling time, ty, perform Steps 3—7 in the algorithm, and then determine whether or not
to transmit the state to the controller to update the model state X based on the criteria described in Steps 8—14.
Specifically, once the state arrives at t = t.yq, the evolution of x(t) over the next sampling interval is forecasted
using the actual value of V (x(tyy1)) and e(ty1), as well as the constraint on the Lyapunov function that will
become active over the next sampling interval, [ty 1, tyro), which is dictated by the location of X(ty.y1) within
Q relative to Y. If the projection resulting from the forecast indicates that x will enter a smaller level set of V or
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lie within QY/, no update of the model state needs to be performed at ty 1 since stability would still be guaranteed
over the next sampling interval; otherwise, X(ty1) must be reset to the actual state x(ty,1) to suppress the
potential instability. Note that the decision to perform or skip a model state update at a given sampling instance
is triggered by the prediction of a future event (potential breach of worst-case growth bounds on the Lyapunov
function and its time-derivative) instead of a current event (i.e., a simple comparison of the situations at the
current and previous sampling instants).

Remark 9. The condition that V(x(t; 2)) < V(x(txy1)) in Step 8 of Algorithm 1 is used as a criterion for
skipping an update at ti.q since satisfying this requirement is sufficient to guarantee closed-loop stability and
can also minimize the possibility of performing unnecessary model state updates that merely improve control
system performance. When reducing sensor—controller communication is not that critical, or when improved
control system performance is an equally important objective, a more stringent requirement on the decay rate
of the Lyapunov function can be imposed to help avoid frequent skipping of model state updates and enhance
closed-loop performance at the cost of increased sensor—controller communication.

Remark 10. Notice that the upper bounds used in performing the forecasts of Equation (40) depend explicitly
on the magnitude of the fault, ©, which implies that faults can influence the update rate of the model state and the
sensor—controller communication frequency required to attain it. The impact of faults on the sensor—controller
communication rate can be mitigated through the use of active fault accommodation and exploiting the dependence
of the forecasting bounds on © which can be used as a fault accommodation parameter and adjusted to help
reduce any potential increase in the sensor—controller communication rate caused by the faults. To see how this
works, we first note that the term describing the mismatch between ® and © in Equation (40a) (i.e., |© — ©||)
tends to increase the upper bounds on V and V, and therefore cause the projected values of V (x) over the next
sampling interval to be unnecessarily conservative and large which would trigger more frequent breaches of
Step 8 or 10 in Algorithm 1, resulting in increased communication frequency. Actively accommodating the
fault by setting ® = @ helps reduce the forecasting bounds and decrease the projected values of V which,
in turn, would increase the likelihood of satisfying Step 8 or 10 in Algorithm 1, resulting in the ability to
skip more unnecessary update and communication instances. This analysis suggests that, in addition to
enhancing closed-loop performance, fault accommodation is desirable in terms of optimizing sensor—controller
communication needs (see the simulation example for an illustration of this point). As noted in Remark
6, however, possible errors in estimating the fault magnitude can impact the implementation of this fault
accommodation strategy and potentially limit the achievable savings in sensor—controller communication costs.

Remark 11. The implementation of the forecast-triggered fault-tolerant MPC scheme developed in this work
requires the availability of full-state measurements. When only incomplete state measurements are available,
an appropriate state estimator with appropriate estimation error convergence properties needs to be designed
and incorporated within the control system to provide estimates of the actual states based on the available
measurements. The use of state estimates (in lieu of the actual states) in implementing the control and
communication policies introduces errors that must be accounted for at the design stage to ensure robustness
of the closed-loop system. This can generally be done by appropriately modifying the constraints in the MPC
formulation and the communication-triggering thresholds based on the available characterization of the state
estimation error. Extension of the proposed MPC framework to tackle the output feedback control problem is the
subject of other research work.

6. Simulation Case Study: Application to a Chemical Process

The objective of this section is to demonstrate the implementation of the forecast-triggered
fault-tolerant MPC developed earlier using a chemical process example. To this end, we consider
a non-isothermal continuous stirred tank reactor (CSTR) with an irreversible first-order exothermic
reaction of the form A B, where A is the reactant and B is the product. The inlet stream feeds
pure A at flow rate F, concentration C,4¢ and temperature Ty into the reactor. The process dynamics
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are captured by the following set of ordinary differential equations resulting from standard mass and
energy balances:

. F —E

CA = V(CAO — CA) ko exp (ﬁ) CA (41a)
r F 1) - M exp (E Q
T = V(TAO T) PCp ko exp <RT> CA =+ pCpV (41b)

where C4 is the concentration of A in the reactor; T is the reactor temperature; V is the reactor volume;
ko, E, and AH represent the pre-exponential factor, the activation energy, and the heat of reaction,
respectively; R denotes the ideal gas constant; ¢, and p are the heat capacity and density of the fluid in
the reactor, respectively; and Q is the rate of heat transfer from the jacket to the reactor. The process
parameter values are given in Table 1.

Table 1. Process and model parameter values for the continuous stirred tank reactor (CSTR) example

in Equation (41).
Parameter Process Model
F (m3/h) 334 %1073 334x1073
V (m?) 0.1 0.1
ko (h™1) 1.2 x 10° 1.2 x 10°
E (KJ/Kmol) 8314 x 10* 830 x 10*
R (KJ/Kmol /K) 8.314 8.314
o (Kg/m?3) 1000 1010
Cp (KJ/Kg/K) 0.239 0.24
AH (KJ/Kmol)  —4.78 x 10*  —4.8 x 10*
C5,o (Kmol/m?) 0.79 0.79
T35 (K) 352.6 352.6
Q* (KJ/h) 0 0

The control objective is to stabilize the process state near the open-loop unstable steady-state
(C5, = 0.577 Kmol/m3, T* = 395.3 K) in the presence of input constraints, control actuator faults
and limited sensor—controller communication. The manipulated input is chosen as the inlet reactant
concentration, i.e., u = Cho — C5,, subject to the constraint |[u|| < 0.5mol/ m3, where C5) is the
nominal steady state value of C,, and control actuator faults. We define the displacement variables
x = [x1 x]T = [Cp —C, T—T¢]T, where the superscript s denotes the steady state value, which places
the nominal equilibrium point of the system at the origin. A quadratic Lyapunov function candidate
of the form V(x) = xTPx, where:

(42)

~|37,400 13949
T 113949 63.5389

is a positive-definite matrix, is used for the synthesis of the controller in Equation (5) and the
characterization of the closed-loop stability region in Equations (8) and (9). The value of the tuning
parameter A is fixed at 0.1 to ensure an adequate margin of robustness while providing an acceptable
estimate of the stability region.

6.1. Characterization of the Fault-Tolerant Stabilization Region

Recall from Section 4 that the MPC formulation in Equation (28) inherits its closed-loop stability
region from the auxiliary bounded controller, and that this region is explicitly dependent on the
magnitude of the fault (see Equations (8) and (9)). Figure 2 depicts the dependence of the constrained
stability region on fault severity. Specifically, the blue region refers to ¥ (#™X|§ = 1), i.e., when the
actuator is perfectly healthy; while the green and purple regions represent ¥ (1™) when 6 =08,
and 8 = 0.5, respectively. As all three regions are projected on a single plot, the purple region
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is completely contained within the green region which is fully contained within the blue region,
ie, Y(u™§ = 05) C ¥(u™>*|§ = 0.8) C ¥(u™>*|§ = 1). The largest level set Q) within each
region ¥ (u™®) is represented by the ellipse with the corresponding darker color. The three level
sets form concentric ellipses and follow the same trend with Qu™x|g = 0.5) C Q(umax\@\ =0.8) C
Qumax|g = 1). Figure 2 shows that the stability region shrinks in size as 8 decreases and the severity
of the fault increases. Each level set in this figure provides an estimate of the set of initial states starting
from which closed-loop stability is guaranteed in the presence of the corresponding fault.

(b)

Figure 2. Estimates of the region of guaranteed fault-tolerant stabilization under MPC: (a) () represents
the estimate when 8 = 1 (blue level set); (b) ), represents the estimate when =038 (green level set);
(c) Q)3 represents the estimate when =05 (purple level set).

6.2. Active Fault Accommodation in the Implementation of MPC

As discussed in Sections 3 and 4, the presence of control actuator faults generally reduces the
stability region of the closed-loop system and enlarges the terminal set, which potentially compromises
the stability and performance properties of the closed-loop system. The implementation of active fault
accommodation measures such as adjusting the value of © in the model, however, can help reduce
the mismatch between the fault and its estimate used by the MPC, and therefore help reduce the size
of the terminal set which can improves the closed-loop steady state performance. In this section, the
MPC introduced in Equation (28) is implemented using the model parameters reported in Table 1 with
an optimization horizon of 20 s and a sampling period of 2 s. The nonlinear optimization problem
is solved using the standard “fmincon” algorithm in Matlab which generally yields locally optimal
solutions. A step fault of & = 0.8 is introduced in the actuator at = 50 s and persists thereafter.

Figure 3 compares the performance of the closed-loop system in the absence of faults (fault-free
operation scenario in black) with the performance of the closed-loop system in the presence of
faults (blue and red). The blue profiles depict the performance when the fault is accommodated,
while the red profiles illustrate the performance when the fault is left unaccommodated. The dashed
lines in Figure 3b,c represent the target steady-state values for the reactor temperature and reactant
concentration, respectively. A steady-state offset resulting from the effect of discrete measurement
sampling can be observed in Figure 3a—c, which indicates that with the uncertain model used, when the
MPC is implemented in a sample-and-hold fashion, only ultimate boundedness can be achieved.
The red profiles show that the fault pushes the closed-loop state trajectory away from the desired
steady state and increases the size of the terminal set significantly. However, when accommodated
by setting 6=0=08 upon detection of the fault, a performance comparable to that obtained in the
fault-free operation scenario can be achieved, as the blue profiles are very close to the black profiles in
Figure 3a—c.
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Figure 3. Comparison of the evolutions of: (a) the closed-loop state trajectory; (b) the closed-loop
reactor temperature T; (c) the closed-loop reactant concentration C,4; and (d) the manipulated input,
C g, for three different operating scenarios: one in the absence of any faults (black profiles); one in the
presence of a fault but without implementing any fault accommodation (red profiles); and one in the
presence of a fault and implementing fault accommodation (blue profiles).

6.3. Implementation of Fault-Tolerant MPC Using Forecast-Triggered Sensor—Controller Communication

In this section, we illustrate the forecast-triggered implementation strategy of MPC and highlight
the resulting reduction in network resource utilization. To this end, we consider first the case of
fault-free operation. Figure 4 illustrates the implementation of Algorithm 1. Each red square in the
top plot represents the current value of V(x) at the corresponding sampling instant #;, and each blue
circle represents the forecasted value of V(x) calculated one sampling interval ahead. An update of the
model state is triggered at a given sampling time #; if either: (1) the forecasted V(x(tx;1)) is greater
than the current V (x(t¢)) (whenever V(x(t;)) > '), or (2) V(x(t¢)) < &' < V(x(tx41)). The model
state update events are depicted by the solid blue dots in the plot. The update profile shown in the
bottom panel indicates the times when the model state updates take place. In this plot, a value of
1 denotes that an update event has occurred, while a value of zero indicates that an update has been
skipped. Figure 4 captures only the case when V (x(f;)) > &' (i.e., when the closed-loop trajectory lies
outside the terminal set).

By examining Figure 4, it can be seen that at t = 8 s (the 4th sampling time), V(x(t4)) = 586
which is represented by the red square, and that V (x(t5)) is forecasted to exceed the current value,
which is represented by the blue dot at t = 10 s, which means that, without resetting the model state
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att = 8s, it is possible for V(x(t)) to start to grow over the next sampling interval. To prevent the
potential destabilizing tendency, a model state update is performed at t = 8 s as shown in the update
profile at the bottom of the plot. Similarly, model state updates are triggered att = 20sand t =26 s
as a result of implementing the forecast-triggered communication strategy. At the other sampling
instants, the condition of V(x(t¢11)) < V(x(f)) is satisfied and model state updates are not triggered.
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Figure 4. Illustration of how the forecast-triggered sensor-controller communication strategy is
implemented. The top plot depicts current values of the Lyapunov function (red squares), projected
values of the Lyapunov function (blue circles) and update events (solid blue dots) at different sampling
times. The bottom plot depicts the time instances when the model state is updated.

The resulting closed-loop behavior is depicted by the red profile in Figure 5a which shows that
the forecast-triggered communication strategy successfully stabilizes the reactor temperature near the
desired steady state. Figure 5b compares the number of model state updates under a conventional
MPC (where an update is performed at each sampling time) and the forecast-triggered MPC (where
an update is performed only when triggered by a breach of the stability threshold). The comparison
shows that stabilization using the forecast-triggered MPC requires only 14% of the model state updates
over the same time interval, and is thus achieved with a significant reduction in the sensor—controller
communication frequency.
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Figure 5. Closed-loop reactor temperature profiles (a); and model state update instances (b) under the
conventional (blue) and forecast-triggered MPC schemes (red).
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An examination of Figure 5a shows that the conventional MPC slightly outperforms the
forecast-triggered MPC initially (i.e., during the transient stage) in the sense that it enforces a faster
and more aggressive convergence of the closed-loop state. This is expected given the more frequent
model state updates performed by the conventional MPC. It is interesting to note though that the
forecast-triggered MPC exhibits a much smaller steady state offset (i.e., a smaller terminal set) despite
the less frequent sensor—controller communication in this case. It should be noted, however, that the
larger steady state offset achieved by the conventional MPC is not an indication of poorer performance,
but is rather due to the different ways in which the two MPC schemes were implemented and the
fact that for the event-triggered MPC a desired terminal set was specified a priori as part of the
controller design and implementation logic, whereas for the conventional MPC a desired terminal
set size was not specified. Specifically, for the forecast-triggered MPC, a small terminal set size was
initially specified and then the sensor—controller communication logic was designed and implemented
to keep the closed-loop state trajectory within that terminal set. For the conventional MPC, however,
no specification of the desired terminal set was enforced. While it is possible, in principle, to specify
the same terminal set for both MPC schemes, it was found that excessively fast sampling would be
required to enforce the same tight convergence for the conventional MPC.

To demonstrate the benefits of active fault accommodation in the context of the forecast-triggered
MPC scheme, we now consider the same fault scenario introduced earlier, where 6(¢) = 0.8 for t > 50s.
Figure 6 compares the performance of the closed-loop system in the fault-free scenario (shown in black)
with those in the faulty operation cases, including the case when the actuator fault is accommodated
(shown in blue) and the case when the actuator fault is left unaccommodated (shown in red). Similar to
the result obtained in Figure 3, fault accommodation (realized by setting & = 6 = 0.8 at t = 50 s)
reduces the steady-state offset and achieves closed-loop state profiles comparable to those obtained
in the fault-free scenario. Figure 6d shows the corresponding model state update frequencies for
the three cases. Recall that faults not only influence the closed-loop state performance, but can also
negatively impact the projected bounds on the Lyapunov function or its derivative which are used
in the forecasting strategy that triggers the model state updates. It can be seen from the middle plot
in Figure 6d that when the fault is left unaccommodated an update of the model state is triggered
at every sampling time after t = 50 s. In contrast, when the fault is appropriately accommodated,
only three model state updates are needed after t = 50 s (see the bottom plot in Figure 6d) which yields
an improved closed-loop performance. These results illustrate that the proposed fault accommodation
strategy is beneficial for both performance improvement as well as network load reduction.
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Figure 6. Comparison of the performance of forecast-triggered MPC scheme under fault-free
conditions (black), an accommodated fault scenario (blue) and an unaccommodated fault scenario
(red): (a) closed-loop temperature profiles; (b) reactant concentration profiles; (¢): manipulated input
profile; and (d): model update frequency.

7. Conclusions

In this paper, a forecast-triggered fault-tolerant Lyapunonv-based MPC scheme is developed
for constrained nonlinear systems with sensor—controller communication constraints. An auxiliary
fault-tolerant bounded controller is initially designed to aid in the characterization of the
region of fault-tolerant stabilization and subsequent design of the Lyapunov-based MPC.
To handle sensor—controller communication constraints in the networked control system design,
a forecast-triggered strategy for managing the sensor—controller information transfer is developed.
In this strategy, model state updates using actual state measurements are triggered only when certain
stability thresholds—derived based on a worst-case projection of the state trajectory—are breached.
A simulation case study is presented to illustrate the implementation of the proposed MPC and its
fault accommodation capabilities. The results show that the proposed design is effective in achieving
closed-loop stability while simultaneously reducing communication network load.
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Abstract: Hydraulic fracturing has played a crucial role in enhancing the extraction of oil and gas
from deep underground sources. The two main objectives of hydraulic fracturing are to produce
fractures with a desired fracture geometry and to achieve the target proppant concentration inside
the fracture. Recently, some efforts have been made to accomplish these objectives by the model
predictive control (MPC) theory based on the assumption that the rock mechanical properties
such as the Young’s modulus are known and spatially homogenous. However, this approach
may not be optimal if there is an uncertainty in the rock mechanical properties. Furthermore,
the computational requirements associated with the MPC approach to calculate the control moves at
each sampling time can be significantly high when the underlying process dynamics is described by
a nonlinear large-scale system. To address these issues, the current work proposes an approximate
dynamic programming (ADP) based approach for the closed-loop control of hydraulic fracturing
to achieve the target proppant concentration at the end of pumping. ADP is a model-based control
technique which combines a high-fidelity simulation and function approximator to alleviate the
“curse-of-dimensionality” associated with the traditional dynamic programming (DP) approach.
A series of simulations results is provided to demonstrate the performance of the ADP-based
controller in achieving the target proppant concentration at the end of pumping at a fraction of
the computational cost required by MPC while handling the uncertainty in the Young’s modulus of
the rock formation.

Keywords: approximate dynamic programming (ADP); model predictive control (MPC); hydraulic
fracturing; model reduction; Kalman filter

1. Introduction

Petroleum and natural gas remain an important part of the global energy supply. Recently,
the extraction of underground resources such as shale gas and oil, which are trapped in low porosity
and ultra-low permeability formations, has become economically feasible due to the application of
well-stimulation techniques such as hydraulic fracturing [1] and directional drilling [2]. Since its
introduction in the 1940s, hydraulic fracturing has gradually developed as a standard practice and has
been applied to various types of reservoir formations, and thus it has made significant contributions to
the oil and gas industry [3].

In hydraulic fracturing, the ultimate goal is to enhance the productivity of a stimulated
(i.e., fractured) well. The process begins with a step referred to as “perforation”, in which small
explosives are set off at spaced intervals at the wellbore to create initial fracture paths. Next, a fluid
called pad is injected at a high pressure to initiate fractures of the rock at the perforated sites.
Subsequently, a fracturing fluid called dirty volume consisting of water, additives, and proppant
is pumped into the wellbore at sufficiently high pressure and flow rate to further propagate the fracture
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in the rock formation. Finally, the pumping is stopped, and the fractures are closed due to the natural
stress of the rock formation. During the closure process, the remaining fluid seeps into the reservoir
and the proppant is trapped inside the fracture. At the end of pumping, the concentration of the
proppant should be uniform along the fracture to achieve a highly conductive channel which will
result in effective extraction of oil and gas from the reservoir. The overall efficiency of the hydraulic
fracturing process depends on (1) the uniformity of proppant concentration across the fracture at the
end of pumping and (2) the final fracture geometry.

To produce a fracture with uniform proppant concentration across the fracture and the desired
fracture geometry, it is important to generate an optimal pumping schedule. Several efforts in this
direction were initially made by Nolte [4], Gu and Desroches [5] and Dontsov and Peirce [6]. Specifically,
Nolte [4] developed a power-law type pumping schedule based on the conservation of fluid volume;
Gu and Desroches [5] proposed a pumping schedule design technique using a detailed forward
numerical simulator; and Dontsov and Peirce [6] designed a pumping schedule by taking into account
proppant transport in their forward model.

The aforementioned techniques viewed hydraulic fracturing processes as an open-loop problem.
Motivated by some advances in real-time measurement techniques such as downhole pressure analysis
and microseismic monitoring, several attempts have recently been made to employ model predictive
control (MPC) theory to regulate the fracture geometry and proppant concentration. Specifically,
the limited availability of real-time measurements has been addressed by utilizing state estimators [7-9],
and several model order-reduction (MOR) techniques [10-12] have been developed to handle the
large computational requirements due to dynamic simulation of multiple highly-coupled partial
differential equations (PDEs) defined over moving boundaries to describe the hydraulic fracturing
process. However, there are two unresolved issues with the MPC approach. First, it is necessary to
handle a potentially exorbitant online computational requirement due to the simulation of a nonlinear
large-scale system at each sampling time (which is usually the case in hydraulic fracturing) and
the use of a long prediction/control horizon to ensure satisfactory performance [13-15]. Second,
the conventional MPC solves a deterministic open-loop optimal control problem at each sampling
time. Therefore, it ignores the uncertainty and the feedback at future sampling times [16,17].

The above-mentioned limitations of MPC formulation can be handled by the approximate
dynamic programming (ADP) approach [18], particularly circumventing the “curse-of-dimensionality”
of the traditional dynamic programming (DP) approach. ADP is a model-based control technique
and can be employed to derive an improved control policy, starting with some sub-optimal control
policies (or, alternatively, closed-loop identification data). In recent years, ADP has been successfully
applied to several applications such as a complex microbial cell reactor characterized by multiple
steady states [19], Van de Vusse reaction in an isothermal CSTR [20], integrated plants with a reactor
and a distillation column with a recycle [21], and systems described by hyperbolic PDEs [22-24].
Motivated by these earlier efforts, we present an ADP-based control framework for the closed-loop
operation of a hydraulic fracturing process to achieve uniform proppant concentration across the
fracture at the end of pumping.

The organization of this paper is as follows: first, a brief introduction of ADP is presented. Second,
a high-fidelity model of hydraulic fracturing is constructed based on first-principles. Finally, we discuss
the application of ADP to a hydraulic fracturing process and present a series of simulation results
that demonstrates the superiority of the ADP-based controller over the standard MPC system in
achieving uniform proppant concentration at the end of pumping, which is directly related to the
overall productivity of a fractured well.

2. Approximate Dynamic Programming

Consider an optimal control problem with the set of all possible states and inputs represented by
X C R™ and U C R™, respectively, where 1, and 1, are the number of state and manipulated input
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variables, respectively. For a deterministic state space system, an optimal state feedback policy can be
determined by formulating an optimization problem as follows:

min Y D (x(ty), ulty)) (1a)
uell k=0

st u(t) = plx(t)) (1b)

g(x(tp),u(ty)) >0 k=0,1,--- (1c)

X(tgr) = flo(t), u(te) (1d)

where x(t;) € X is the system state vector and u(t;) € U is the manipulated input vector at t = t;
(i-e., k" sampling time), p is the function mapping x(t;) to u(t;), ITis the set of all valid policies over
which optimal y is to be found, f is the model describing the time evolution of the system states,
and ®(x(#), u(t)) is the single-stage cost incurred at state x(f;) at t = t; while implementing the
control move u ().

DP is an alternative approach for solving multi-stage optimal control problems [25]. In DP,
we define “cost-to-go” function, denoted by J#(x), of a starting state x as a sum of single-stage costs
incurred from the state x under the control policy i over the infinite horizon:

)

Ji(x) = ) @(x(te), u(ti)), x(to) = x 2

k=0

where it is assumed that J#(x) is well-defined over the entire X'. The objective of DP is to obtain the
infinite horizon optimal cost-to-go function (J°P!) that satisfies the following Bellman equation:

P (x(8) = i, [O(x(t), u(t)) + ) (x(tey2))], Y € X ®

Once the optimal cost-to-go function J°P! is obtained, it can be subsequently employed to find the
optimal input profile by solving the following point-wise single-stage optimization at every sampling
time #y:

P (x(t)) = arg Jiin, [®Cx(te), u(te)) + TP (x(th41)] )

There are very few problems such as linear quadratic (Gaussian) optimal control problem for
which the Bellman equation can be solved analytically. Alternatively, numerical approaches such
as “value iteration” or “policy iteration” can be employed. For systems with continuous state space,
these numerical approaches can be employed either by discretizing the state space, or by using
a finite dimensional parameterization. However, this can lead to potentially exorbitant computational
requirements as the state dimension increases, which is referred to as “curse-of-dimensionality”.
Therefore, DP has been considered largely impractical for almost all the problems of practical interest.

The curse-of-dimensionality problem of DP can be handled by the ADP approach [18]. In contrast
to the numerical approach to compute solutions for DP, which obtains the optimal cost-to-go function
for the entire continuous state space, the ADP approach limits the control law calculations to only the
relevant regions of the state space. These relevant regions are identified by performing closed-loop
simulations of the system under some known heuristics or sub-optimal control policies. From the
principle of optimality of DP, an improved control policy can be derived by solving the Bellman
equation in a recursive manner within the sampled domain of the state space (which is a discrete
set consisting of sampled states, and denoted by Xsample)- For a system with continuous state space,
it is not feasible to restrict the Bellman iterations to a set of discrete sampled states only. Therefore,
a function approximator (denoted by J(x)) is used to interpolate cost-to-go values within the sampled
states to approximate cost-to-go values in the original continuous state space. In this work, we used
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K-nearest neighbors (KNN) as a function approximator. In KNN, the cost-to-go at any query point x°
is computed as a distance-weighted average of its K-nearest neighbors:

K
J(x%) = Y wif(x)) ®)
j=1
where 1/d
o j
w; = Zlel 1/d, (6)

and dy < dp < --- are the Euclidean distances of x1, xp, - - - from the query point. x; is the closest point
from x°, followed by x7, and so on.

3. Application of Approximate Dynamic Programming to a Hydraulic Fracturing Process

3.1. Dynamic Modeling of Hydraulic Fracturing

In this work, a large-scale process model of hydraulic fracturing is developed by adopting the
following assumptions: (1) fracture propagation is described by Perkins, Kern, and Nordgren (PKN)
model as shown in Figure 1 [26]; (2) the layers above and below have sufficiently large stresses such
that the vertical fracture is confined within a single horizontal rock layer; (3) the fracture length is much
greater than fracture width; (4) the fluid pressure is constant in the vertical direction; and (5) the fracture
is surrounded by an isotropic homogenous elastic material.

L(H)

Figure 1. The PKN fracture model.

The dynamic modeling of hydraulic fracturing involves two sub-processes: fracture propagation
and proppant transport. A brief description of the governing equations is presented below. The fluid
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flow rate in the horizontal direction is determined by the following equation for flow of a Newtonian
fluid in an elliptical section [2,27]:
dP  64uQ
dx —  mTHW?
where P is the net pressure, x € [0, L(t)] is the time-dependent spatial coordinate in the horizontal
direction, y is the fluid viscosity, Q is the fluid flow rate in the horizontal direction, H is the predefined
fracture height, and W is the fracture width.
For a crack under constant normal pressure, the fracture shape is elliptical as shown in Figure 1.
The relationship between the maximum fracture width (i.e., the minor axis of the ellipse) and the net
pressure is given as follows [28,29]:

@)

2PH(1—1?)
E

where v is the Poisson ratio of the formation, and E is the Young’s modulus of the formation.
By taking into account the fracture volume changes and the fluid leak-off into the reservoir,

W= (8)

the continuity equation for an incompressible fluid flow inside the fracture is given by [27]:

dA 00 B
Sr+ ST+ HU=0 )

where A = TWH /4 is the cross-sectional area of the elliptic fracture, and U is the fluid leak-off per
unit height accounting for both fracture walls, which is determined by the following expression [2,30]:

2Cleak
t—1(x)

U= (10)
where Cj, is the overall leak-off coefficient, f is the elapsed time since fracturing was initiated,
and 7(x) is the time at which the fracture propagation has arrived at x for the first time.

Plugging Equations (7) and (8) into Equation (9) results in the following nonlinear parabolic PDE:

H oW nE L(OWN? PW B
"4 ot 128u(1—12) {3W <W> TR } HU=0 (11)

The initial condition for solving the above equations is that the fracture is closed, that is
W(x,0) = 0. In addition, the two boundary conditions are considered as follows:

1. At the wellbore, the fluid flow rate is specified by Q(x,t) = Qo(t), where Qq(t) is the fluid
injection rate (i.e., the manipulated variable).
2. Atthe fracture tip, x = L(t), the fracture is always closed, that is W(L(t),t) = 0.

The modeling of the injected proppant transport is based on the following assumptions:
(1) along the horizontal direction, the injected proppant will travel at the fracturing fluid’s velocity;
(2) the suspended proppant will settle towards the fracture bottom due to the gravitational force which
will lead to the formation of a proppant bank; (3) proppant particles are sufficiently large so that the
diffusive flux can be neglected when the convective flux is considered; and (4) because of low proppant
concentration, the interactions between the individual particles are neglected, while the drag and
gravitational forces acting on the proppant particles are still considered. Based on these assumptions,
the advection of the suspended proppant can be expressed by the following equation:

a(WC) B
5+ V- (WCV,) =0 (12)
C(0,#) = Co(t) and C(x,0) =0 (13)
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where C is the suspended proppant concentration, V is the vector differential operator, V is the
velocity with which the proppant particles are advected, and Cy(t) is the inlet proppant concentration
at the wellbore (i.e., the manipulated variable).

The net velocity of the proppant particles, V,, is dependent on the suspended proppant
concentration, C, the fluid velocity, V, and the gravitational settling velocity, Vs, which is given
by the following expression [31]:

V=V -(1-0)V (14)

The gravity-induced proppant settling velocity in the fracturing fluid, Vi, is computed as
follows [32]:
(1= C)? (psa — p)8

Vs = 101.82C 184

(15)

where pg is the proppant particle density, py is the pure fluid density, g is the gravitational acceleration
constant, d is the proppant diameter, and y is the fracture fluid viscosity where its relation with the
proppant concentration can be described by the following empirical model [33]:

c \P

where y is the pure fluid viscosity, f is an exponent in the range of 1.2 to 1.8, and Cy;ay is the theoretical
maximum proppant concentration determined by Cyax = (1 — ¢)psq where ¢ is the proppant bank
porosity. The particles settle out of the flow to the fracture bottom and form a proppant bank.
The evolution of proppant bank height, J, via the proppant settling is given as follows [34,35]:

(1- <p)d(?t/v) =CV,W 17)

where proppant bank is initially of vanishing thickness, so the initial condition is that §(x,0) = 0.
The above-mentioned PDE-ODE systems defined over time-dependent spatial domains will be
solved using an in-house simulator developed by Siddhamshetty et al. [8].

3.2. Obtaining Cost-to-Go Function Offline

3.2.1. Simulation of Sub-Optimal Control Policies for ADP

In this section, a nonlinear MPC formulation is presented to obtain sub-optimal control policies
for ADP. First, we employed unified fracture design (UFD) technique to obtain the optimal fracture
length (L,p¢) and width (W) for a specific amount of proppant, Mpyop, to be injected into a reservoir
well [36]. Additionally, the target proppant concentration, Ctarget, at the end of hydraulic fracturing is
calculated as follows:

Cturget = (18)

The high-fidelity process model described in Equations (7)—(17) demands high computational
requirements, and thus, it cannot be directly employed for the controller design. While there are
a variety of computationally efficient linear [11,37,38] and nonnlinear [10,39-42] MOR techniques
available, in this work, we developed a reduced-order model (ROM) based on multivariate output
error state space (MOESP) algorithm using the simulation results from the high-fidelity model as
described in [8]. The developed ROM is presented as follows:

X(te1) = Ax(t) + Bu(t) (19a)
y(tx) = Hx(t) (19b)
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where x(f;) represents the vector of states in the state space model at time instant t;, A, B and H
represent the system matrices, y(tx) = [Wo(t), L(tx), C(x1, t), C(x2, t), C(x3, tx), C(x4, tr), C(x5, ty),
C(xe,t;)]T represents the vector of output variables, Wo(t;) is the fracture width at the wellbore,
L(ty) is the fracture length, C(x1,t;),- -+ ,C(xg, ty) are the proppant concentrations at six different
locations across the fracture, and u(t) = [Co(tx), Co(tk — Cx;), Co(tk — Cx,), Co(tk — Cx3), Colte — Oxy)s
Co(tk — {xs), Co(tr — {x,)]T is the inlet proppant concentration at the wellbore (i.e., the manipulated
input variable), {y, is the input time-delay due to the time required for the proppant to travel from the
wellbore to a particular location x;.

Remark 1. Please note the linear discrete-time state space model is good for the purpose of this study. To develop
the ROM, we varied the input profile so that we can cover the entire range of operating conditions that are
being considered in the oil reservoir field. Alternatively, a nonlinear ROM can be used to improve the controller
performance as the governing equation is indeed a nonlinear parabolic PDE with the moving boundary.

In hydraulic fracturing, the readily available real-time measurements are limited to the fracture
length and the fracture width at the wellbore, which are provided via the processed microseismic and
downhole pressure data, respectively [43]. To estimate the remaining important state variables such as
the proppant concentration across the fracture, we designed a Kalman filter by adding the process and
measurement noise to the ROM presented in Equation (19) as described in [8]:

x(trr1) = Ax(t) + Bu(ty — §) + o(tx) (20a)
y(tx) = Hx(t) + w(ty) (20b)

where v denotes the process noise, and w denotes the measurement noise. The process noise is
assumed to be drawn from a zero mean multivariate normal distribution with covariance Q, and the
measurement noise is assumed to be zero mean Gaussian white noise with covariance R.

The state estimator algorithm works in a two-step process: prediction and measurement update.
Combining these two steps, the Kalman filter equations can be written as follows:

2(tipr) = AR(t) + Bu(ty — ¢) + M(t) (ym () — §(t)) (21a)
M(t) = P(t)HT (R(t) + HP(tx)HT) ™! (21b)
P(try1) = (I — M(t)H)P(tx) (21c)

where the operator (-) is used to denote the estimated variables, M(t;) is the Kalman filter gain,
and P(t;) denotes the covariance of the state estimation error.

To determine sub-optimal control policies for ADP, we employed the following MPC scheme
designed by Siddhamshetty et al. [8]:

Cmin (C(tf) - Ctargetﬂ)TQc(C(tf) - Cturgetﬂ) (22a)
stagek
s.t.  ROM, Equation (19) (22b)
Kalman filter, Equation (21) (22¢)
Cpinl < C(tx +jA) < Caxl, ¥j=0,--+,10—k (2d)
Cstuge,k71+m < Cstage,k+m < Cstugc,kfler +4 (Ppga)/ m=1---,10—k (22e)
2Q0A < ZCstage,k) = Mprop (22f)
k
L(tf) = Lopt, Wo(tf) > Wopt (22g)

where t; denotes the total treatment time, Q. is a positive definite matrix used to compute
the weighted norm, f; is the current time, A is the time interval between sampling times,
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C(t) = [C1(tx), Ca(tr), Ca(t), Ca(ty), Cs(tr), Co(t)]" is the proppant concentration inside the fracture
at six different locations at t = f, 1 is a 6 x 1 vector whose elements are all ones, Wy (#;) and L(t;) are
the only readily available real-time measurements of the fracture width at the wellbore and the fracture
length at t = f;, respectively, and Cstage,k is the inlet proppant concentration (i.e., the manipulated
input) corresponding to the k' time interval i.e., t € [, 1), which can be computed by solving
Equation (22) with a shrinking prediction horizon N = t7 — t;.

In the above optimization problem, the penalty function, Equation (22a), computes the squared
deviation of the proppant concentration from the set-point at 6 different locations across the fracture
at the end of pumping. At every sampling time f;, the Kalman filter of Equation (21) is initialized to
estimate the proppant concentration C by using the real-time measurements of the fracture width at the
wellbore and the fracture length. The constraint of Equation (22d) imposes limits on the concentration
profiles to avoid premature termination of the hydraulic fracturing process. The constraint of
Equation (22e) demands a monotonic increase in the input proppant concentration with an increment
less than 4 ppga/stage, where ppga is a concentration unit used in petroleum engineering that refers
to one pound of proppant added to a gallon of water. The constraint of Equation (22f) specifies the
total amount of proppant to be injected. The terminal constraint of Equation (22g) employs the optimal
fracture geometry, which is calculated by UFD scheme described in the preceding paragraph.

The dynamic model described in Section 3.1 was utilized to simulate the hydraulic fracturing
process using the parameters listed in Table 1. In hydraulic fracturing, the characterization of rock
mechanical properties is one of the key tasks that has to be performed prior to the model based
controller design. This requires the availability of field data. Currently, in the field, a small-scale
experiment called the mini-frac test is performed to collect preliminary data that can be used to
characterize the geological properties. However, in this work, the model parameters utilized to
simulate the hydraulic fracturing process are taken from literature [8,44]. Specifically, we considered
48,000 kg of proppant amount to be injected during the entire hydraulic fracturing process. For this
fixed amount of proppant, we employed UFD scheme to obtain the corresponding optimal fracture
length Lo, = 135 m and width Wy = 5.4 mm, which were used as the optimal fracture geometry
constraint (Equation (22g)) in the MPC formulation that has to be satisfied at the end of pumping.
Then, the target proppant concentration at the end of pumping, Crarget = 9.765 ppga, was calculated
using Equation (18). The positive definite matrix, Q., was considered to be a diagonal matrix with
the diagonal entries equal to 100. The pad time, t,, was fixed to be 220 s and the constant flow rate of
Qo = 0.03 m?/s was used after the pad time. The Kalman filter and feedback control systems were
initialized at the end of pad time (i.e., t; > tp). In the closed-loop simulation, ¢ and A were chosen
to be 1220 s and 100 s, respectively. The proppant pumping schedule was divided into 10 substages
and the duration of each substage was identical to A. At each sampling time, the controller was called
and the first input, Cyysg., Of the entire input profile (Cstage ks Cstage k+1,* - - ) Obtained by solving the
optimization problem over a prediction horizon length of N, was applied to the dynamic model in
a sample-and-hold fashion, and this procedure was repeated at each sampling time until the end of
treatment. Please note that the controller performance can be improved by increasing the number of
proppant pumping substages while maintaining the number of spatial locations across the fracture,
at which we want to achieve the uniform proppant concentration [8]. However, it is not viable to
have a large number of substages, and hence, we selected 10 substages because we did not observe
significant improvement after that.

Remark 2. Please note that Kalman filter is applied before the MPC optimization. Specifically, at every sampling
time ty, the real-time measurements of the fracture width at the wellbore, Wy(ty), and the fracture length, L(ty),
were obtained from the high-fidelity model, which is a virtual experiment. These measurements were then utilized
by Kalman filter of Equation (21) to estimate the (unmeasurable) proppant concentration inside the fracture
at t = ty. Finally, the inlet proppant concentration (i.e., the manipulated input), Csyage, was obtained by
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solving the optimization problem with the cost function of Equation (22a) under the constraints described by
Equations (22b) and (22d)—(22g).

Table 1. Model parameters used for the simulation.

Parameter Symbol Value
Leak-off coefficient Cleak 6.3 x 1072 m/s!/2
Maximum concentration Cax 0.64
Minimum concentration Coin 0
Young’s modulus E 0.5 x 10'° Pa
Proppant permeability kg 60,000 mD
Formation permeability kr 1.5mD
Vertical fracture height H 20m
Proppant particle density Psd 2648 kg/m>
Pure fluid density pf 1000 kg/m?>
Fracture fluid viscosity u 0.56 Pa-s
Poisson ratio of formation v 0.2

The data covering the relevant regions in the continuous state space was obtained from the
closed-loop simulations under the above-mentioned MPC scheme by initializing the Kalman filter and
the feedback control systems with different fracture width at the wellbore and fracture length values at
t = tp, which were obtained by varying the flow rate Qg during the pad time—i.e., t € [0,{,). In this
work, the pad time t, was fixed, and therefore, the fracture width at the wellbore and the fracture
length at the end of pad time depended only on the flow rate Q. Every different Qg profile during the
pad time would result in a unique combination of the fracture width at the wellbore and the fracture
length at the end of pad time that allows the feedback system to compute a control input profile,
which is dissimilar to other profiles, if their Qp during the pad time is different. In each closed-loop
simulation, the real-time measurements of the fracture width at the wellbore and the fracture length
were taken at 10 time instants (i.e., 10 substages). At each time instant, the real-time measurement was
utilized by the Kalman filter to estimate the (unmeasurable) proppant concentration inside the fracture.
Each measurement can be represented as y(t;) = [Wy(t), L(tx)]T and the corresponding estimated
state can be represented as C(t) = [C1 (), Ca(t), Ca(tx), Ca(te), Cs(tr), Co(tr)]" where C;(ty) is the
proppant concentration inside the fracture at a specific location i at t = ;.. Twenty-four closed-loop
simulations were performed by initializing the Kalman filter and the feedback control systems with
24 different initial conditions, resulting in 240 real-time measurements (denoted by X;;easure) and the
corresponding set of 240 estimated states (denoted by Xg).

Remark 3. In hydraulic fracturing, the real-time measurement of the proppant concentration inside the fracture
is not available due to the remote subterranean location where the fracture propagates. To overcome this challenge,
we used the Kalman filter to estimate the proppant concentration based on the available real-time measurements
of the fracture width at the wellbore and the fracture length. Therefore, we use the term “estimated states” in
Section 3 instead of “sampled states” as described in Section 2.

3.2.2. Initial Cost-to-Go Approximation

For all of the estimated states during the closed-loop simulations, the initial cost-to-go values (] D)
were computed as follows:

JP(C(1) = Y S (C(ty), ult) (23)
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where N; = 10 is the number of time instants where the proppant concentrations are estimated by the
Kalman filter during each closed-loop simulation, and @(C(tj), u(t;)) is given by the following equation:

®(C(t),u(tj)) = (Ctjs1) = Crarget1) Qe (C(tj41) — Crarget) (24)

A function approximator, denoted as e (€), was constructed to obtain the mapping between
initial cost-to-go values and the estimated states (i.e., proppant concentration €) obtained during
the closed-loop simulations. We used KNN (with K = 5) as a function approximator. In hydraulic
fracturing, the real-time measurements readily available are limited to the fracture width at the
wellbore and the fracture length. Therefore, we used only these two available measurements to
determine the KNN. The function approximator works in the following way. Suppose there is a new
measurement y. First, we determine the KNN of i from the set Xj;easure, which consists of 240 real-time
measurements obtained during the closed-loop simulations. Let the KNN of y be y1, 1>, - - - , yx with
the Euclidean distances dy, dy, - - - , dk, respectively, from y. Second, we select K proppant concentration
vectors Cl, &y, CK from X,s; which were estimated by the Kalman filter utilizing vy, 12, - - , yk
during the closed-loop simulations, respectively. Then, the selected K proppant concentration vectors
¢y, &, -+, €k are used in Equation (25) to determine the cost-to-go at a new state C estimated by the
Kalman filter utilizing the new measurement y.

K
J(€) =Y wif(C)) (25)
j=1
where
-V (26)
AN SEVP?

The schematic diagram of the above procedure is shown in Figure 2.

New measurement Estimate the new proppant

W, concentration € by the Kalman
y=[7]
I

filter utilizing y

Determine the KNN of y from Determine the cost-to-go at € by
Xmeasure using the 61,62 ,"',tKin Eq. (25)

Select K t trati
Let the KNN Ofy be Vi Vs Vi elec proppant concentration

. NG tors €y, €y, -+, Cx from X,
with the Eucledian distances NECLOIS Hito b b IO Alest
. which were estimated utilizing
dy,d,, -, dy, respectively, from y
Vol s Vi

Figure 2. Schematic flow diagram to determine the cost-to-go at a new state C estimated by the Kalman
filter using a new measurement y.
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3.2.3. Bellman Iteration

Value iteration is employed for offline cost-to-go improvement. In this approach, Bellman equation
(Equation (3)) is solved iteratively for every estimated state in X,s until convergence. At each iteration
step, we calculate Ji*! for every estimated state C(#;) by solving:

() = min, [9(C(t), u(t) + T(Cltk.)] @)

where the superscript i denotes the iteration index, J'*! is the updated cost-to-go value for
C(t1), JI(C(t41)) is the estimate of cost-to-go value for the successor state C(t;,1) and JO = a8
After updating the cost-to-go values for all of the estimated states in X,s;, we fit another function
approximator to the resulting C vs. J*1(C) data.

In this work, the Bellman iterations converged after six iterations with the following
termination condition:

[T () — T ()| < 0.35 (28)

z[ =
™=z

k=1

where N = 240 is the total number of estimated states during the closed-loop simulations. Figure 3
shows how the average absolute error, & Y& ; |Ji*1(x;) — J'(x;)|, changes in subsequent iterations.
In ADP, the time evolution of the system states is described by employing the ROM, developed for the
MPC scheme, because of the high computational effort required to solve the high-fidelity model.
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Figure 3. Profile of the average absolute error with iteration.

Remark 4. In the ADP approach, the data covering the relevant regions in the continuous state space can be
obtained by performing closed-loop simulations of the system under any known heuristics or sub-optimal control
policies. The initial cost-to-go estimates do not affect the quality of the converged cost-to-go function [45,46].
Therefore, the performance of the ADP-based controller does not heavily rely on the MPC design. In this work,
we employed the MPC scheme developed by Siddhamshetty et al. [8] because it provides a good input profile
compared to other available input profiles such as Nolte’s pumping schedule.
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3.3. Online Optimal Control

Once the cost-to-go iteration converges, we compute the control policy online by solving the
following optimization problem:

u(ty) = arg ug;)ifelu[@(é(tk)lu(tk)) + TN (Ctri1))] (29)

where N. = 6 represents the number of iterations required for convergence, and fNC denotes the
converged cost-to-go function approximator.

The ADP-based controller is employed to achieve the uniform proppant concentration across the
fracture at the end of pumping. To compare the performance of the ADP-based controller with the MPC
system, we perform the closed-loop simulations under both of the control systems by initializing the
Kalman filter with the fracture width at the wellbore and the fracture length values outside the “training
set”. We want to note that the “training set” refers to the set of values of the fracture width at the
wellbore and the fracture length used to initialize the Kalman filter during the closed-loop simulations
under the MPC system as described in Section 3.2.1. The profiles of the injected proppant concentration
at the wellbore (i.e., the manipulated input) and proppant concentration across the fracture at the
end of pumping using ADP-based controller and the MPC system are shown in Figures 4 and 5.
The ADP-based controller shows an improvement over the MPC system in achieving the uniform
proppant concentration across the fracture at the end of pumping. The performance of the closed-loop
response can be understood based on the total cost-to-go values. Specifically, the cost-to-go values
for the ADP-based controller and the MPC system are 179.66 x 103 and 181.58 x 103, respectively.
Furthermore, the ADP-based controller takes less computational time than the MPC system to
run a closed-loop simulation as shown in Figure 6. This is because ADP-based controller solves
a single-stage optimization problem, Equation (29), whereas the MPC system solves a multi-stage
optimization problem, Equation (22), at each sampling time. In MPC, the computational time required
to solve the optimization problem keeps decreasing with time because the number of remaining
stages to be considered keeps decreasing. However, in ADP, the computational time required at each
sampling time is similar because ADP solves a single-stage optimization problem at every sampling
time. Please note that the calculations were performed on a Dell workstation, powered by Intel(R)
Core(TM) i74770 CPU@3.40 GHz, running the Windows 8 operating system. We would like to highlight
that the reduction in the computational time can be very beneficial to enhance the productivity of the
produced wells. Specifically, despite advances in measurement techniques, it still requires interruption
by experienced engineers to distinguish useful information from noise. For example, it takes about
1-3 min to post-process the microseismic data. Therefore, having a computationally efficient controller
such as ADP-based controllers would compensate for the time delay due to the interruption by
experienced engineers.

Remark 5. In the ADP-based controller, we did not include the constraints directly but used the data from 24
closed-loop simulations which satisfied the constraints. Specifically, for every sampling time ty, we stored 24
values of the manipulated input obtained from the 24 closed-loop simulations. Let CEP and CH be the minimum
and the maximum value of the manipulated input at time instant t, among the 24 stored values, respectively.
Finally, at every sampling time ty, Equations (27) and (29) were solved with CE® and CHP as the lower and the
upper bound, respectively.
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Figure 4. Comparison of the pumping schedule generated using the ADP-based controller and the
MPC system.
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Figure 5. Comparison of spatial proppant concentration profiles obtained at the end of pumping using
the ADP-based controller and the MPC system.
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Figure 6. Comparison of the computation time to solve the optimization problem at each sampling
time using the ADP-based controller and the MPC system.

3.4. ADP-Based Control with Plant—Model Mismatch

We also studied the performance of the ADP-based controller when the rock mechanical properties
are not available a priori. Specifically, we considered a plant-model mismatch in Young’s modulus,
E, which significantly affects the controller performance with respect to achieving uniform proppant
concentration across the fracture at the end of pumping [44,47].

In this case, the data covering the relevant regions in the state space was obtained from the
closed-loop simulations under the MPC system described in Section 3.2.1 by considering the following
five different scenarios: (1) no variation in E; (2) 15% increase in E; (3) 5% increase in E; (4) 5% decrease
in E; and (5) 15% decrease in E. For each value of E, a total of five closed-loop simulations under the
MPC system of Equation (22) were performed by initializing the Kalman filter with different values
of the fracture width at the wellbore and the fracture length. As a result, a total of 250 estimated
states were obtained from the five scenarios. For all the estimated states, the initial cost-to-go values
(]"O) were computed using Equation (23). Then, we employed KNN (with K = 5) as a function
approximator to obtain the mapping between initial cost-to-go values and the estimated states as
described in Section 3.2.2. This was followed by the value iteration step in which the Bellman iterations
converged after five iterations with the following termination condition:

N . .
S Y1)~ ()| < 035 60)
k=1

where N = 250 is the total number of estimated states obtained from the five scenarios. Figure 7 shows
how the average absolute error, % YN [T () — J'(xx)|, changes in subsequent iterations. Please
note that the ROM used to run the closed-loop simulations under the MPC system for five different
scenarios is developed with a fixed E, which is 0.5 x 100 Pa (i.e., no variation in E). Therefore, it does
not capture the plant-model mismatch due to uncertainty in E. In this work, the same ROM with
a fixed E is used in the ADP-based controller to demonstrate its capability of handling a plant-model
mismatch in E.

To test the performance of the ADP-based controller, we performed the closed-loop simulation
with the converged cost-to-go function by considering 10% decrease in E and by initializing the Kalman

147



Mathematics 2018, 6, 132

filter with the fracture width at the wellbore and the fracture length values outside the “training set”.
Note that the “training set” refers to the set of values of the fracture width at the wellbore and the
fracture length used to initialize the Kalman filter during the closed-loop simulations under the
MPC system for five scenarios. The profiles of the injected proppant concentration at the wellbore
(i.e., the manipulated input) and proppant concentration across the fracture at the end of pumping
using the ADP-based controller are shown in Figures 8 and 9. It can be observed in Figure 9 that the
ADP-based controller is able to achieve uniform proppant concentration across the fracture at the
end of pumping. In other words, it effectively handled the plant-model mismatch in E. Please note
that, even with the same rock formation, the performance of hydraulic fracturing can be significantly
different [48,49]. This variability can, in part, be attributed to the spatially varying rock mechanical
properties such as the Young’s modulus, E. Therefore, having a controller such as the ADP-based
control framework that can handle the plant-model mismatch in E can play a crucial role in enhancing
the productivity of the produced well.
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Figure 7. Profile of the average absolute error with iteration.
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Figure 8. Pumping schedule generated using the ADP-based controller with plant-model mismatch.
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Figure 9. Spatial proppant concentration profile obtained at the end of pumping using the ADP-based
controller with plant-model mismatch.

Remark 6. Please note that in robust MPC-based methods [50-53], model parameter uncertainty has been
directly considered in designing MPC. However, in the proposed ADP-based controller, the uncertainty in the
model parameter (i.e., Young’s modulus, E) is handled by developing an accurate cost-to-go function during the
offline stage.

4. Conclusions

In this work, we developed an ADP-based strategy to regulate the proppant concentration across
the fracture at the end of pumping in hydraulic fracturing. First, we performed the closed-loop
simulations under the standard MPC to obtain measurable outputs, which were then used to estimate
unmeasurable states by the Kalman filter, and to initialize the cost-to-go function approximation
in ADP. Second, we employed the value iteration for the cost-to-go improvement by performing
iterations of the Bellman equation for all the estimated states during the closed-loop simulations
under the standard MPC. Lastly, the ADP-based controller with the converged cost-to-go function
approximator was employed for the design of a feedback control system to achieve uniform proppant
concentration across the fracture at the end of pumping. The generated pumping schedule using the
proposed ADP-based control framework was able to produce a uniform proppant concentration that
was closer to the target concentration than the pumping schedule generated by the standard MPC.
The ADP-based controller was able to generate an online pumping schedule at a fraction of the time
required for the standard MPC as we only had to solve the single-stage optimization problem at each
sampling time. Furthermore, the ADP-based controller was able to handle the plant-model mismatch
in the Young’s modulus of a rock formation. Therefore, this method holds promise to control the
hydraulic fracturing process by handling uncertainties in the important geological properties.
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Abstract: Recent cyberattacks against industrial control systems highlight the criticality of preventing
future attacks from disrupting plants economically or, more critically, from impacting plant safety.
This work develops a nonlinear systems framework for understanding cyberattack-resilience of
process and control designs and indicates through an analysis of three control designs how control
laws can be inspected for this property. A chemical process example illustrates that control approaches
intended for cyberattack prevention which seem intuitive are not cyberattack-resilient unless they
meet the requirements of a nonlinear systems description of this property.

Keywords: cybersecurity; process control; model predictive control (MPC); nonlinear systems theory;
Lyapunov stability

1. Introduction

Accident prevention for chemical processes has been receiving increased attention in the
process control literature as calls for a systems approach to chemical process safety [1-3] are being
mathematically formalized and incorporated within control design [4-6]. Controllers have been
formulated which compute control actions in a fashion that coordinates their actions with the actions
of the safety systems [7], and several works have explored methods for keeping the closed-loop state
of a nonlinear system away from unsafe conditions in state-space using controllers designed to avoid
such regions [8-11]. In addition, several works have explored fault diagnosis and detection [12-14]
or fault-tolerant control designs (e.g., [15-18]). Despite these advances in the integration of safety
and control for handling safety issues which arise from faults or disturbances and are therefore not
intended, the work which has explored the safety issues associated with cybersecurity [19] breaches
of process control systems performed with the intent of bringing the plant to an unsafe, unprofitable,
or under-producing condition to seek to hurt others has remained, for the most part, unexplored
(with exploration of the topic in works such as [20]). This gap in the literature is notable given the
increasing threat that cybersecurity breaches pose for safe process operation. For example, cyberattacks
have been successful at creating power outages in the Ukraine [21], causing sewage to enter nearby
land and water from a wastewater treatment plant [22] and damaging equipment at a uranium
enrichment plant [23]. They have also recently targeted systems at a petrochemical plant [24,25] with
the apparent goal of creating an explosion (though this attack thankfully failed). Unlike the most
commonly discussed cyberattacks in the media and in the literature, which are primarily concerned
with stealing information for the purpose of using that information to compromise companies or
individuals economically or socially (e.g., [26]), cyberattacks against process control systems have the
potential to seek to create physical damage, injury, or death or a lack of supply of products that are
necessary for daily life and therefore are a critical problem to address.
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A common technique for handling cybersecurity for control systems has been to rely on computer
science/information technology, computer hardware, or networking solutions [27]. Example solutions
in these categories include code randomization [28], limiting privileges in access or operation with
respect to control systems [29], preventing types of information flow with unidirectional gateways [30],
using redundant sensors [31], firewalls [32,33], and encryption [34]. Other approaches include changing
library load locations [35] or network settings [36], or randomly selecting encrypted data from sensors
to compare with unencrypted information [37]. However, the success of the recent attacks mentioned
above on control systems, and the surprising methods by which some of them have been carried
out (e.g., transmission via USB sticks and local area networks of the Stuxnet virus followed by its
subsequent ability to evade detection with rootkits and zero-day vulnerabilities [20,23]) indicate that the
traditional techniques for cyberattack prevention may not be enough. Furthermore, the use of wireless
sensors in chemical process control networks can introduce cybersecurity vulnerabilities [38,39].
Given the efficiency gains and lower costs expected to be associated with developing technologies
such as improved sensors, the Internet of Things [40], and Cloud computing [41], where increased
connectivity and computing usage in the chemical process industries has the potential to pose new
cybersecurity risks, the need for alternative techniques to the traditional approaches is growing.
The topic of resilience of control designs against cyberattacks [42,43] has been explored in several
works [44—47]. For example, in [48-50], resiliency of controllers to cyberattacks in the sense that they
continue to function acceptably during and after cyberattacks has been explored in a game-theoretic
context. Reliable state estimation also plays a part in resilience [51,52]. Approaches based on process
models have been important in suggested attack detection policies [31,53,54] and in policies for
preventing attacks that assume that the allowable (i.e., safe) state transitions can be enumerated
and therefore that it can be checked whether a control action creates an allowable transition before
applying it [55]). The ability of a controller to know the process condition/state has been considered to
be an important part of cyberattack resilience of control systems as well [56].

Motivated by the above considerations, this work mathematically defines cyberattacks in a
nonlinear systems framework and demonstrates how this framework should guide the development of
process designs and controllers to prevent the success of cyberattacks of different types. We highlight
the criticality of the nonlinear systems perspective, as opposed to seemingly intuitive approaches that
follow more along the lines of traditional computing/networking cybersecurity concepts related to
hiding or randomizing information, in preventing the success of cyberattacks, with a focus on those
which impact sensor measurements. To demonstrate that intuitive approaches are insufficient for
achieving cyberattack-resilience unless they cause specific mathematical properties to hold for the
closed-loop system, we explore the pitfalls of two intuitive approaches that do not come with such
guarantees and investigate a third approach for which the guarantees can be made for certain classes
of nonlinear systems under sufficient conditions, showing that it may be possible to develop methods
of operating a plant that meet these properties. This exploration of the properties of control designs
that are and are not cyberattack-resilient elucidates key principles that are intended to guide the
development of cyberattack-resilient controllers in the future: (a) cyberattack policies for simulation
case studies have a potential to be determined computationally; (b) randomization in controller
implementation can be introduced within frameworks such as model predictive control (MPC) [57,58]
that are common in the process industries without compromising closed-loop stability; and (c) creative
implementation strategies which trade off between control policies of different types may help with
the development of cyberattack-resilient control designs. A chemical process example is used to
demonstrate that controllers which do not meet the nonlinear systems definition of cyberattack
resiliency may not be sufficient for preventing the closed-loop state from being brought to an unsafe
operating condition. This paper extends the work in [59].
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2. Preliminaries

2.1. Notation

The notation | - | denotes the Euclidean norm of a vector. A function « : [0,4) — [0, 00) is of
class K if «(0) = 0 and « is strictly increasing. The notation xT represents the transpose of a vector x.
The symbol “ / ” denotes set subtraction (i.e, x € A/B = {x € R" : x € A,x ¢ B}). [-] signifies
the ceiling function (i.e., the function that returns the nearest integer greater than its argument);
|| signifies the floor function (i.e., the function that returns the nearest integer less than its argument).

2.2. Class of Systems

The class of nonlinear systems under consideration in this work is:

(1) = fx(b),u(t),w(t)) @

where f is a locally Lipschitz nonlinear vector function of the state vector x € R", input vector
u € U C R, and disturbance vector w € W C R/, where W := {w € R' : |w| < 8}. We consider that
X is a set of states considered to be safe to operate at in the sense that no safety incidents will occur
if x € X; therefore, we desire to maintain x within the set X. For the purposes of the developments
below, we will assume that outside of X, the closed-loop state is in an unsafe region of state-space.
We consider that the origin is an equilibrium of the system of Equation (1) (i.e., £(0,0,0) = 0).
Furthermore, we make the following stabilizability assumption:

Assumption 1. There exist n, explicit stabilizing control laws hi(x), i = 1,...,np, for the system of
Equation (1), where n, > 1, with corresponding sufficiently smooth positive definite Lyapunov functions
Vi i R" — Ry and functions a;;(+), j = 1,...,4, of class K such that the following inequalities hold for all
x € D; C R™

() < Vi) < () ®
DD i 2),0) < () ®
R EPWIN @

hi(x) € U ©)

fori=1,...,np, where D; is an open neighborhood of the origin.

We define a level set of V; contained within D; where x € X as a stability region ), of the nominal
(w(t) = 0) system of Equation (1) under the controller k;(x) (Q, := {x € XN D; : Vi(x) < p;}).

By the smoothness of each V;, the Lipschitz property of f, and the boundedness of x, u, and w,
we obtain the following inequalities:

|f (21, u,w) — f(x2,u,0)] < Ly|x1 — x2| + Lo |w] (6)

IV;(x aV;(x
W) ey, ,0) — 2502 ey w,0)| < L0 — 3l + Lo )
[f(x,u,w)] <M (8)

forall x,x1,x0 € Qp,i=1,...,np,u € U ,and w € W, where Ly >0, Ly, > 0, and M > 0 are selected
such that the bounds in Equations (6) and (8) hold regardless of the value of i, and L/x,i and L;u,i are
positive constants fori =1,...,np.

The instantaneous cost of the process of Equation (1) is assumed to be represented by a continuous
function L.(x, 1) (we do not require that L, have its minimum at the origin/steady-state). We also
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assume that the instantaneous production rate of the desired product for the process is given by the
continuous function Py(x, u) (which may be the same as L, but is not required to be).

2.3. Model Predictive Control

MPC is an optimization-based control design formulated as:

teeN
Jmin [ L), () de ©)
st #(t) = f(x(t),u(t),0) (10)
%(t) = x(t) (11)
F(t) € X, YVt € [ ban) (12)
u(t) e U, Vt € [t tyn) (13)

where u(t) € S(A) signifies that the input trajectories are members of the class of piecewise-constant
vector functions with period A. The nominal (i.e., w(t) = 0) model of Equation (1) (Equation (10))
is used by the MPC of Equations (9)—(13) to develop predictions & of the process state, starting
at a measurement of the process state at #; (Equation (11); in this work, full state feedback is
assumed to be available to an MPC), which are then used in computing the value of the stage
cost L, over the prediction horizon of N sampling periods (Equation (9)) and evaluating the state
constraints (Equation (12)). The inputs computed by the MPC are required to meet the input constraint
(Equation (13)). The inputs are applied in a receding horizon fashion.

2.4. Lyapunov-Based Model Predictive Control

Lyapunov-based model predictive control (LMPC) [60,61] is a variation on the MPC design of the
prior section and is formulated as follows:

teN
min [T L), u(m) e (14)
st %(t) = f(2(t),u(t),0) (15)
F(te) = x(t) (16)
%(t) € X, Vt € [t tren) (17)
u(t) e U, Vt € [l trin) (18)

Vi(&(t) < pe1, VtE [t tipn),
ifx(tk) c Qﬂg,l

PACTD) (x(1y), (1), 0)

< w F(x(te), (x(t)),0) o

if x(t) € Qp, /Qy,, orty >t

(19)

where the notation follows that of Equations (9)—(13). In LMPC, the predicted state is required to meet
the Lyapunov-based stability constraint of Equation (19) when x(t;) € Q,,, C Qp, by maintaining the
predicted state within the set (3, , throughout the prediction horizon, and the input is required to meet
the Lyapunov-based stability constraint of Equation (20) when x(t) & O, , to cause the closed-loop
state to move toward a neighborhood of the origin throughout a sampling period. ), , is chosen to
make Qp, forward invariant under the LMPC of Equations (14)-(20) in the presence of sufficiently small
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disturbances and a sufficiently small A. #' is a time after which it is desired to enforce the constraint
of Equation (20) for all times regardless of the position of x(f;) in state-space. Due to the closed-loop
stability and robustness properties of 1y (x) [62], h1(X(t;)), 9 = k,...,k+N =1, t € [tg,t541),is a
feasible solution to the optimization problem of Equations (14)—(20) at every sampling time if x(ty) €
Q, because it is guaranteed to cause V;(x) to decrease along the closed-loop state trajectories of
the nonlinear process throughout each sampling period in the prediction horizon when A and 6 are
sufficiently small until the closed-loop state enters a neighborhood Q) ., of the origin. Furthermore,
the LMPC of Equations (14)—(20) is guaranteed to maintain the closed-loop state within (), throughout
all sampling periods of the prediction horizon when parameters such as p,1, A, and 6 are sufficiently
small through the design of the Lyapunov-based stability constraints of Equations (19) and (20) which
take advantage of the stability properties of h;(x) [60]. It is furthermore guaranteed under sufficient
conditions that V; decreases along the closed-loop state trajectory throughout a sampling period when
the constraint of Equation (20) is activated at a sampling time.

3. A Nonlinear Dynamic Systems Perspective on Cyberattacks

Cybersecurity of chemical process control systems is fundamentally a chemical engineering
problem - cyberattackers can find value in attacking plants because they can affect the economics of
large companies, the supply of important chemicals, and the health and lives of plant workers and
civilians if they are able to gain control over the process inputs, due to the nature of chemical processes
and how chemical processes behave. The implication of this is that chemical engineers should be able
to take steps during process and control design that can make cyberattacks more difficult or, ideally,
make it impossible for them to be successful at affecting economics, production, or safety.

Cyberattacks against process control systems seek to use information flows in control loops to
impact physical systems; the ultimate goal of a cyberattacker of a process control system, therefore,
can be assumed to be changing the inputs to the process [20] from what they would otherwise be if the
attack was not occurring. In this work, we assume that the plant controllers are feedback controllers.
There are various means by which a cyberattacker may attempt to affect such a control loop which
include providing false state measurements to a feedback controller, providing incorrect signals to the
actuators (i.e., bypassing the controller) [31], falsifying stored process data, preventing information
from flowing to some part of a control loop [63], manipulating the controller code itself [20], or directly
falsifying the signals received by an operator [37,64] (so that he or she does not notice that the process
inputs are abnormal). In summary, the electromagnetic signals in the control loop can be falsified. These
signals cause physical elements like actuators to move, impacting the condition of the actual process.
Contrary to the typical assumptions in feedback control, the association between the input physically
implemented on the process and the process state is removed during a cyberattack. A mathematical
definition for cyberattacks on feedback control systems is therefore as follows:

Definition 1. A cyberattack on a feedback control system is a disruption of information flow in the loop such
that any u € U can potentially be applied at any state x that is accessed by the plant over time.

A process design that is resilient to cyberattacks attempting to influence process safety has many
conceptual similarities to a process that is inherently safe [65-69]; the dynamic expression of this
resilience property is as follows, where X C X represents a set of allowable initial conditions:

Definition 2. A process design that is resilient to cyberattacks intended to affect process safety is one for which
there exists no input policy u(t) € U, t € [0,00), such that x(t) ¢ X, for any x(ty) € X and w(t) € W,
t € [0,00).

The resilience of the process design here depends on which variables are selected as manipulated

inputs; a different input selection may lead to a different assessment of whether the process design is
resilient to cyberattacks. Similarly, different designs will give a different dynamic model in Equation (1),
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which means that the inputs will impact the states differently over time (and whether x € X); therefore,
the design itself also plays a role in whether Definition 2 holds as well. Furthermore, the definition of
resiliency is independent of the control laws used to control the process. This is because cyberattacks
manipulate the process inputs such that they do not necessarily cause process constraints to be met
(though the inputs are still physically constrained by the input bounds) and do not necessarily have
any relationship to the actual state measurement (Definition 1). Therefore, resiliency of a process
design to cyberattacks must be developed assuming that any input policy within the input bounds can
be applied to the process.

We can also define cyberattack resilience of a process design against attacks on the plant economics.
However, because of the minimal assumptions placed on L., it is not possible to require that resilience
of a plant to cyberattacks on profitability means that the profit is not at all affected by a cyberattack.
For example, consider the case that L, has a global minimum (e.g., it may be a quadratic function of
the states and inputs). In this case, if u is not equal to its value at the global minimum of L, due to a
cyberattack (which affects x), then it would not be expected that the long-term profit will be the same
as it would be if the state always remained at its global minimum value. However, we would expect
that if profit is minimally affected by a cyberattack, there are relatively small consequences to the attack
occurring if it was to occur, and furthermore because of the minimal consequences, a cyberattacker
may not find it worthwhile to attempt the attack. Therefore, we define lower and upper bounds on the
asymptotic average value of L, (L, , and L, ,, respectively) such that if the cost is within these bounds,
the process is still considered highly profitable and the company suffers minimal consequences from
an attack. This leads to the definition of a process design that is resilient to cyberattacks against plant
profitability as follows (where it is still required that x(t) € X since safety during operation would be
a prerequisite to production):

Definition 3. A process design that is resilient to cyberattacks intended to affect process profit is one for which
x(t) € X fort € [0, 00) for any x(ty) € X and the following inequality holds:

1 T
L,y < limsup T Le(x(t),u(t))dt < L yp (21)
0

T—oo

forall u(t) € Uand w(t) € W, fort € [0, 00).

Cyberattack resilience of a process design against production losses would be defined as in
Definition 3, except that Equation (21) would be replaced by

T
Pagy < liminf [ Pae(6) u(0))dt < Py @)
4 T—oo T Jo 4

where P; ;;, and Py, represent the minimum and maximum values in the allowable production range
(or if there are 1y products instead of one, each with instantaneous production rate Py;, i = 1,...,1n,,
upper and lower bounds can be set on the time integral of each instantaneous production rate).

For the same reasons as noted for Definition 2, Definition 3 (and its extension to the production
attack case) depends on the design and input selection, but not the control law. In general, it may
be difficult to assess whether Definitions 2 and 3 or the production extension hold for a process,
though closed-loop simulations for a variety of different values of x(ty) € X, u € Uand w € W,
with different sampling periods for each, may provide some sense of how the process behaves and
potentially could help demonstrate that the process is not cyberattack resilient if there is an input
found in the bounds that causes a lack of satisfaction of the conditions. However, not finding any such
input during simulations does not necessarily mean that the process is resilient to cyberattacks unless
every situation posed in the definitions has been tested.

Despite the difficulty of verifying whether Definitions 2 and 3 or its production extension hold for
a process, the definitions serve an important role in clarifying what cyberattack resilience of a system
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would look like from a nonlinear systems perspective. At first, the independence of these definitions
from the control law implies that cybersecure process systems are only possible to achieve if the process
design itself with the selected inputs and their ranges causes Definitions 2 and 3 or the production
extension to be satisfied, which would not be expected to be typical. Therefore, at first this seems to
imply that chemical processes will generally be susceptible to cyberattacks. However, it also must be
understood that the definitions are meant to express resilience against any cyberattack of any kind
geared toward affecting the inputs, as they express cyberattacks in the most general sense as being
related to inputs and states; different types of cyberattacks would need to be analyzed individually to
see whether it is possible to design a process or control system that prevents cyberattack success.

Remark 1. Though Definitions 2 and 3 and the production extension are presented such that any input policy
can be chosen (e.g., continuous or sample-and-hold with different sampling periods), a knowledge that the inputs
are only applied in sample-and-hold could be used to require that the definitions only hold for sample-and-hold
input policies in the bounds with the sampling periods noted (assuming that the cyberattack cannot also impact
the sampling period).

Remark 2. Other works have mathematically defined cyberattack-resilience concepts as well. For example,
ref. [70] explores event triggering within the context of resilient control defined for input-affine nonlinear systems
with disturbances to be the capacity of a controller to return the state to a set of safe states when it exits these in
finite time. Ref. [71] also defines resiliency, for linear systems, as being related to the capacity of a controller to
drive the closed-loop state to certain sets and maintain it in safe states (similar to the definitions above).

4. Defining Cyberattack Resilience Against Specific Attack Types: Sensor Measurement
Falsification in Feedback Control Loops

In the remainder of this work, we focus on attacks that provide false state measurements within X
to feedback controllers with the goal of impacting process safety and will seek a better understanding
of the properties of controllers that are cyberattack-resilient in such a case. The difference between
what is required for cyberattack resilience in this case and what is required in Definition 2 is that the
controller and its implementation strategy always play a role in state measurement falsification attacks
(i.e., the controller is not bypassed completely to get to the actuators, so that the control law itself
always plays a role in dictating what inputs can be computed for given falsified state measurements).
Therefore, we would ideally like to develop controllers and their implementation strategies that ensure
that the inputs which would be computed by these controllers, regardless of the state measurements
they are provided, would over time guarantee that x € X, Vt > 0, if x(fp) € X. The definition of
cyberattack resilience becomes:

Definition 4. Consider the system of Equation (1) under feedback controllers and their implementation
strategies for which the set of all possible input policies which may be computed for t € [0, 00) for all x(ty) € X
given the control laws and their implementation strategies is denoted by Upjjoy,i(t), i =1,..., 1y, t > 0, where
ny > 1 represents the number of possible input trajectories, with each covering the time horizon t € [0, 00).
The system of Equation (1) is resilient to cyberattacks that falsify state measurements with the goal of affecting
process safety under these feedback control policies if there exists no possible input policy u(t) € Ugion,i(t),
i=1,...,nyt€[0,0),suchthat x ¢ X, for any x(ty) € Xand w(t) € W, t € [0, 00).

In Definition 4, 1, maybe co. Furthermore, sampling period lengths are taken into account
in the definition of Uy (). Though Definition 4 may appear difficult to use, we will later
provide an operating policy which, for certain subclasses of the system of Equation (1), guarantees
cyberattack resilience of the closed-loop system according to Definition 4, indicating that provably
cyberattack-resilient control designs for false state measurements in X intended to affect process safety
may be possible to develop, particularly if assumptions or restrictions are imposed.
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5. Control Design Concepts for Deterring Sensor Measurement Falsification Cyberattacks on
Safety: Benefits, Limitations, and Perspectives

In this section, we initially use a chemical process example to motivate the need for
cyberattack-resilient control designs according to Definition 4, despite the non-constructive nature of
the definition, by demonstrating that cyberattack-resilient control is preferable compared to strategies
that detect attacks when they occur and subsequently compensate for them [20,72-77]. Subsequently,
we will investigate in more detail what it takes for a control design to be cyberattack-resilient.
To do this, we will present two “intuitive” concepts for operating a process in a manner intended to
deter cyberattacks; however, through a chemical process example, we will illustrate that due to the
definition of cyberattacks in a nonlinear systems context (Definition 1), these intuitive methods are not
cyberattack-resilient according to Definition 4. Despite this, the study of the reasons that these designs
fail to guarantee cyberattack resilience will develop important insights that may guide future work
on cyberattack-resilient controllers. We close with an example of a control design that is cyberattack
resilient according to Definition 4 for a subset of the class of systems of Equation (1), demonstrating
that despite the non-constructive nature of Definition 4, it may be possible to find operating strategies
that can be proven to meet this definition.

5.1. Motivating Example: The Need for Cyberattack-Resilient Control Designs

Consider the simplified Tennessee Eastman process, developed in [78] and used in [20] to
explore the results of several cyberattacks on sensors for this process performed one sensor at a time.
The process consists of a single vessel that serves as both a reaction vessel and a separator, in which
the reaction A + C — D occurs in the presence of an inert B. The reactor has two feed streams with
molar flow rates F; and F,, where the former contains A, C, and trace B, and the latter contains pure
A (these will be denoted in the following by Stream 1 and 2 (S1 and S2), respectively). A, B, and C
are assumed to be in the vapor phase at the conditions in the reactor, with D as a nonvolatile liquid
in which none of the other species is appreciably soluble, such that the streams leaving the reaction
vessel are a vapor at molar flow rate F3 containing only A, C, and B, and a liquid product at molar flow
rate F; containing only D (the vapor and liquid streams will be denoted by Stream 3 and 4 (S3 and S4),
respectively, in the following). The dynamic model describing the changes in the number of mols of
each species in the reactor (N4, Np, Nc and Np for species A, B, C, and D, respectively, each in kmol)
is given as follows:

% =ymbh+Eh-yah-n (23)
% =yp b —ypshs 24
% =yah —ycsh—n (25)
d% —— (26)

where y41 = 0.485, yp; = 0.005, and y¢; = 0.51 are the mol fractions of A, B, and C, in S1, and y 43,
yp3, and yc3 are the mol fractions of A, B, and Cin S3 (i.e., yj3 = M\]]W, i=A, B, C). The units
of both sides of Equations (23)—(26) are kmol/h. r; is the rate at which the reaction in the vessel takes
place, and it is given by the following:

71 = 0.00117y53y%3p1o (27)
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where r; is given in units of kmol/h and P (in kPa) represents the pressure in the vessel and is
computed via the ideal gas law as follows:

(NA + N + NC)RgT

P =
Vo

(28)

where Ry =8.314 kJ/kmol-K and T = 373 K (i.e., isothermal operation is assumed). V, represents the
volume of vapor in the vessel, where the vessel has a fixed volume of V = 122 m3 but the liquid has a
time-varying volume that depends on Np and the liquid molar density of 8.3 kmol/m? such that V;, is

given (in m?) as follows:

Np
=122 — — 2
Vo 33 (29)

with Np in kmol. Tt is desired that the liquid level in the tank not exceed 30 m? (the steady-state value
of the liquid level is 44.18% of its maximum value).

Three process inputs are assumed (11, 12, and u3), which represent set-points for the percent
opening of three valves that determine the flow rates F;, F,, and F3 as follows:

ax,

= 360(u1 — Xi) (30)
% _ 360(112 — X7) (31)
dt
ax
25— 360(u3 — X3) (32)
dr
X1
F = 330.46—-
1=330467 (33)
X3
Fy = 22465 (34)
F3 = 0.00352X31/P — 100 (35)

where the units of time in Equations (30)—~(32) are & and the units of flow in Equations (33)—(35) are
kmol/h, and Xj, X5, and X3 represent the percentage opening of each valve (with an allowable range
between 0% and 100%, such that the valve output would saturate if it hits these bounds). A fourth valve
is also available for S4 for which the set-point for the valve position is adjusted with a proportional
controller based on the error between the percentage of the 30 m® of available liquid volume that is
used in the tank (Vo ,,s.¢) and the desired (steady-state) value of the percentage of the available liquid
volume (Ve 5p) as follows:

ax
b = 360([Xas + Ke(Vayp = Vot usea)] = Xa) (36)

where Xy ; represents the steady-state value of the percentage opening of the valve for S4, X, represents

the percentage opening of the valve for S4, K. = —1.4 is the tuning parameter of the proportional
(100)(Np)

“[83)(30) The molar flow rate of 54

controller used in setting the set-point value for X4, and Ve, 500 =
is given in terms of Xj as follows:

Fy, = 0.0417X,+/P — 100 (37)

The steady-state values for the variables and associated inputs are presented in Table 1, with the
subscript s denoting the steady-state value of each variable.

For this process, it is desired to maintain the value of the pressure in the reaction vessel below
Pyiax = 3000 kPa. To regulate the process at its steady-state value, where Ps < P4y as required as
shown in Table 1, different control laws can be considered. We first consider the proportional-integral
(PI) control laws developed in [78], which were applied in cyberattack scenarios involving attacks
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on sensors in [20]. In this case, the input u; is adjusted in a manner that seeks to modify the flow
rate of the product D, u; is adjusted in a manner that seeks to modify the composition of A in S3 to
avoid losing more reactant than necessary, and u3 is adjusted in a manner that seeks to modify the
pressure in the vessel since it can directly affect how much vapor flow can exit the vessel. To account
for physical limitations on the maximum value of 53, an additional mechanism is also added to help
with pressure control by allowing pressures greater than 2900 kPa to result in the set-point value for Fy
that u; uses in computing how large F; should be being lowered to avoid providing reactants to the
reactor and thereby decreasing the outlet pressure. This is achieved through a fourth PI controller that
computes a signal 114 used in adjusting the set-point of F4. The control laws, in sample-and-hold with a
sampling period of A = 0.1 h, are as follows:

() = 1 t5-1) + Ko (ea(t) = ea(tr) + 2 ex (1) (38)
e1(tr) = Faspadj(te) — Falty) (39)

a (1) = (h1) + Kealealt) — ealty 1) + -ea() (40)
ea(ty) = 100(y a3,s — ya3(te)) | (41)

s (1) = (1) + Kea(es () — es(tx 1) + —ex(t) @)
es3(ty) = Ps — P(t) / (43)

1) = a(ticr) + Kealeate) = ea(in) + ea(80) (44)
e(te) = Poouna — P(tr) (45)

where Pyy,q = 2900 kPa and the controller parameters are given in Table 1. Fy ) 447 represents the
adjusted set-point for Fy set to Fy if 1y > 0but to Fysp 44j = Fas + us otherwise. uq, up, and u3 would
saturate at 0 or 100% if these limits were reached.

In [20], several cyberattacks are proposed on the sensors associated with the controllers described
above (i.e., incorrect measurements are provided to the controllers, causing them to compute inputs for
the process which they would not otherwise have computed), with one sensor being attacked at a time.
The results in [20] indicate that some types of attacks are successful at driving the pressure above its
maximum bound, whereas others are not. For example, the authors of [20] comment that it was difficult
in the simulations to achieve problematic pressures in the vessel with the measured values of y 43 or
Fy being falsified for the controllers computing 17 and u, whereas it is possible with a falsification
of the measurement of P for the controllers computing 13 and 14 to achieve a pressure in the reactor
above its limit. For example, Figure 1 shows the results of setting the measurement of y 43 received by
the controller computing u; to its maximum value (i.e., a mol fraction of 1) between 10 h and 30 h of
operation after initializing the process at the steady-state. In both this case and in simulations with the
measurement of F; received by the controller computing u; set to its minimum value (i.e., 0 kmol/h)
between 10 h and 30 h of operation after initializing the process at the steady-state, the pressure during
the simulations did not exceed 3000 kPa. However, if we simulate the process with the P measurement
set to its minimum value of 0 kPa to affect the controllers computing 13 and uy, the pressure does
exceed 3000 kPa (i.e., the cyberattack succeeds in bringing the plant to an unsafe condition; in this case,
the simulation was performed only for 30 h as the unsafe condition was already reached within this
timeframe). The simulations were performed with an integration step size of 10~* h for simulating the
dynamic process model of Equations (23)-(45). The simulations were performed in MATLAB R2016a
by MathWorks®.
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Table 1. Steady-state values for the states of the Tennessee Eastman Process [78].

Parameter Value Unit

Nas 44.49999958429348 kmol
Np s 13.53296996509594 kmol

Nc,s 36.64788062995841 kmol
Nps 110.0 kmol
X1 60.95327313484253 %
Xps 25.02232231706676 %
X35 39.25777017606444 %
Xys 47.03024823457651 %
Uy 60.95327313484253 %
Uy 25.02232231706676 %
U3 39.25777017606444 Y%
Veu,sp 44.17670682730923 %
i 201.43 kmol/h
Fys 5.62 kmol/h
F 7.05 kmol/h
Fy 100 kmol/h
P, 2700 kPa
YA3s 0.47 -
YB3,s 0.1429 -
Yess 0.3871 -
Kc,l 0.1 % h/kmol
TI1 1 h
Ken 2 %
T2 3 h
Kes ~0.25 %/kPa
1,3 1.5 h
Kea 0.7 kmol/kPa-h
T4 3 h
3000 : . . . . . ;
, |--P
2900 | /,,,,,,7,“\ —P|
e \
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Figure 1. Pressure trajectory for the system of Equations (23)—(45) for a falsified y 43 measurement set
at 1 between 10 and 30 h of operation under proportional-integral (PI) control.

The differences in the results based on the attack performed indicate the complexities of
closed-loop nonlinear systems that can make it difficult to predict every possible attack at a plant
to develop appropriate detection and compensation strategies for attacks. In each case, a nonlinear
system evolves over time under different input policies, and its response is therefore difficult to predict
a priori. In addition to the dynamics of the process itself, the dynamics of the other controllers that are
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not receiving falsified measurements and how they interact with the inputs computed by controllers
that are receiving false measurements impact the success of the attack. For example, in Figure 1,
the pressure measurement has not been compromised, and mechanisms are in place (through u3
and uy) for adjusting the pressure if it increases. Those come into play once the pressure increases
significantly, and are able to maintain the pressure below the problematic value of 3000 kPa. A similar
mechanism prevents the pressure from exceeding its threshold when the F; measurement is falsified;
when the measurement of P is falsified, however, the controllers which provided the robustness against
the attack success in the other two cases are compromised and the attacks succeed. The number of
sensors and which sensors are compromised also play a role (i.e., as shown by the attack on P, if the
right sensors are compromised, an unsafe situation can be set up in this process). Furthermore, Figure 1
demonstrates that attack scenarios can be non-obvious. In this figure, the highest value of the pressure
occurs not when the value of y 43 received by the controller which manipulates w5 is being falsified,
but in the transient after it ceases to be falsified. If the maximum pressure bound had been lower,
the pressure in this transient could have exceeded it by creating a rapid change in direction of the
inputs once the actual state measurement of y 43 becomes available again. In such a case, an attack
could focus on the falsification followed by the removal of the falsification as an attack, rather than
only on the falsified measurement.

5.2. Deterring Sensor Measurement Falsification Cyberattacks on Safety: Creating Non-Intuitive
Controller Outputs

The simplified Tennessee Eastman Process demonstrates that control designs with theoretical
guarantees regarding cyberattack-resilience would be a valuable alternative to approaches which
assume cyberattacks can be detected. In the next several sections, we seek to better understand how
such controllers might be developed by examining two “intuitive” approaches which fail to meet the
definition of cyberattack-resilience despite the logic behind their design, followed by an approach
which meets the cyberattack-resilience definition. The first “intuitive” approach to be discussed is
based on the concept that if the control law can be kept hidden from an attacker and the control
law is sufficiently complex such that it is difficult for an attacker to postulate what input will be
computed for a given state measurement without knowing the control law, the attacker may have
difficulty in performing an attack. The control design that we will explore in this regard is an MPC
with a sufficient number of and/or types of constraints in the controller such that it may become
difficult to predict, without solving the optimization problem, what input may be computed for a
given state measurement. The LMPC of Equations (14)—(20) is an example of a controller which might
be considered. In that controller, the constraints of Equations (19) and (20) may cause the inputs
computed by the LMPC of Equations (14)—(20) to be different from those computed by the MPC of
Equations (9)—(13); therefore, if the same falsified state measurement was provided to both, it is possible
that one might compute a control action that could drive the closed-loop state to an unsafe condition,
whereas the other may not. If the cyberattacker did not know the control law being used, the presence
of additional constraints like the stability-based constraints may cause inputs to be computed which
an attacker does not expect. Furthermore, due to the closed-loop stability guarantees which can be
made for LMPC (i.e., the closed-loop state remains in (), at all times under sufficient conditions) [60],
a check at each sampling time on whether the measured state is in (), may provide a type of detection
mechanism for cyberattacks that may make it more difficult for them to succeed. Specifically, under
normal operating conditions, the state measurement should never be outside (), ; if it is, it may be
considered that there is a potential the state measurement has been falsified. If a cyberattacker is
unaware of the value of pj, he or she may provide a false state measurement to the controller which
triggers detection; on the other hand, if he or she is only able to attack a limited number of sensors,
unless the attacker knows or can predict the readings of the unattacked sensors at each sampling time,
the attacker does not know how close the full state measurement being received by the controller
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(incorporating the attacked and unattacked measurements) is to being outside of (). Again, an attack
may be detected or deterred in this case.

Difficulties with this approach include, however: (1) if the cyberattacker did not know the control
law being used, it is questionable whether a high-impact attack would be attempted regardless of the
control law being used (i.e., it may not matter whether it has Lyapunov-based stability constraints
or not), because in any case the control law is not known and therefore attempting to randomly attack
the controller may be considered overly risky and unlikely to avoid detection; (2) the attacker may
gain access to all of the sensors and learn the value of p1, and thereby be able to maintain the falsified
state measurement always in (), to avoid detection.

Remark 3. We note that closed-loop stability of an approach like LMPC under normal operation
(no cyberattacks) is proven elsewhere (e.g., [60]). The proof in [60] relies on the state measurement being
accurate; therefore, this proof does not allow us to prove closed-loop stability in the presence of a cyberattack.

5.2.1. Problems with Creating Non-Intuitive Controller Outputs

The pitfall of this approach from a nonlinear dynamic systems perspective is that it does not
make any attempt to prevent policies from existing that could create unsafe operating conditions
if the control law becomes known (i.e., Definition 4 is violated); it essentially assumes luckiness by
hoping that the cyberattacker will never be able to figure out enough about the control design to
be able to attack it. If the attacker does figure out the control law, it may not be overly difficult for
them to develop an attack policy that could drive the closed-loop state to an unsafe condition while
maintaining the falsified state measurement in (), , despite the many constraints. For example, it may
be possible to develop an optimization problem in some cases that can be used in helping develop
attack policies, and then those can be assessed within closed-loop simulations to see whether they may
be likely to produce a problematic state trajectory.

To see this, consider a continuous stirred tank reactor (CSTR) in which the reactant A is converted
to the product B via an irreversible second-order reaction. The feed and outlet volumetric flow rates
of the CSTR are F, with the feed concentration C 4y and feed temperature Ty. The CSTR is operated
non-isothermally with a jacket used to remove or add heat to the reactor at heat rate Q. Constant liquid
density p;, heat capacity Cp, and liquid volume V are assumed, with the constants (from [79]) in
Table 2. The dynamic process model is:

) F __E_
Cy = V(CAO —Cya) —koe RTCE (46)
. F AHky — - Q
T="(Ty—T)— —2e RTC% + 47
y(To=T) 01.Cp AT 0V “7)

where C4 and T represent the concentration and temperature in the reactor, respectively, E is the
activation energy of the reaction, ko is the pre-exponential constant, Ry is the ideal gas constant,
and AH is the enthalpy of reaction. We develop the following vectors for the states and inputs in
deviation form: x = [x; x]T = [Cqg — Cps T— Ts]T and u = [ug u3]T = [Cap — Caos Q — Qs]7,
where C5 = 1.22 kmol/m3, Ty = 438.2 K, C»9s = 4 kmol/m?, and Qs = 0 k] /h are the steady-state
values of C4, T, C4p, and Q at the operating steady-state.

The control objective is to maximize the following profit-based stage cost for the process of
Equations (46) and (47) representing the production rate of the product B while computing control
actions which meet the input constraints 0.5 < C4o < 7.5 kmol/m? and —5 x 10° < Q < 5 x 10° kJ/h
and maintain closed-loop stability:

___E
Le = koe "7 Ca(1)? (48)
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We will use an LMPC with the stage cost in Equation (48) to control this process. We choose
a Lyapunov function V; = xTPx, where P = [1200 5; 5 0.1], hi11(x) = 0 kmol/m? for simplicity,
and hy 5(x) is determined by Sontag’s control law [80] as follows:

7Lf~V1+,/Lf~V12+Lg~2V14 FLo Vi 40
hi(x) = Lyph ! 271
0, if L,V =0

(49)

where if 111 fell below or exceeded the upper or lower bound on uy, 11 , was saturated at the respective
bound. In Equation (49), f represents the vector containing the terms in Equations (46) and (47) (after
the model has been rewritten in deviation variable form in terms of x; and x;) that do not contain
any inputs, and § represents the matrix that multiplies the vector of inputs 11 and u; in the equation.
L and Lg, Vi represent the Lie derivatives of V; with respect to f and g, k = 1,2. The state-space
was discretized and the locations where V; < 0 under the controller /11 (x) were examined and used
to set p; = 180. p,1 was set to be less than p;, and was (heuristically) chosen to be 144. The process
is initialized at x;,;; = [~0.4 kmol/m3 20 K]T and simulated with the integration step of 10~* h,
with N set to 10, and with A set to 0.01 h. The Lyapunov-based stability constraint activated when
x(t) € Op,, was enforced at the end of every sampling period in the prediction horizon, and whenever
the Lyapunov-based stability constraint involving the time-derivative of the Lyapunov function was
enforced, the other Lyapunov-based constraint was implemented at the end of the sampling periods
after the first. The simulations were implemented in MATLAB using fmincon. The initial guess
provided to fmincon was the steady-state input vector. The maximum and minimum values of u, were
multiplied by 10~5 within the optimization problem due to the large magnitudes of the upper and
lower bounds allowed for this optimization variable.

Table 2. Parameters for the continuous stirred tank reactor (CSTR) process.

Parameter Value Unit

v 1 m?

To 300 K

Cp 0.231 KJ/kg 'K
ko 8.46 x 10°  m?3/h-kmol
F 5 m3/h
oL 1000 kg/m3

E 5 x 10* KJ /kmol
Rq 8.314 kJ /kmol-K
AH —1.15x10*  kJ/kmol

To consider an attack on the safety of this process, we assume that we do not want the temperature
in the reactor to go 55 K above T (because no temperature at any point in the stability region is this
high, the controller should, under normal operation, have no trouble achieving this). However, if we
assume that the cyberattacker knows the control law and can access the state measurements, he or she
could exploit this to design an attack policy specific to the closed-loop system under consideration.
To demonstrate that this can be possible, we will computationally develop an attack policy for this
process through two optimization problems, the first of which tries to compute control actions within
the input bounds which maximize the temperature reached within NA time units from the (actual)
current state measurement, and the second of which finds a state measurement (to use as the false
value in an attack) which can generate control actions that, ideally, are as close as possible to those
developed in the first optimization problem and also ensure that there is a feasible solution to the
constraints which will be employed in the LMPC. The first optimization problem is as follows:
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u(t)ffgsr}A) —(x2(tn) + Ts) (50)
st X(t) = f(2(t) +gu(t) (51)
X(to) = Xinit (52)

—35< ll](t) <35, Vte [fo,t]\]) (53)
—10° < up(t) <10°, Yt € [t ty) (54)

Equations (50)—(54) are designed such that the solution of this optimization problem is a
piecewise-constant input trajectory that meets the process input constraints (Equations (53) and (54))
and drives the temperature in the reactor as high as possible in NA time units (Equation (50)) according
to the dynamics of the process (Equation (51)) starting from the state measurement at the current time
(Equation (52); the current time is denoted by f; in this optimization problem since this problem is
solved only once instead of in a receding horizon fashion). The solution of this optimization problem
for the process of Equations (46) and (47) is a piecewise-constant input trajectory with u; varying
between 3.4975 and 3.4983 kmol/m? and 1, varying between 499856.52 and 499908.01 k] /h over the
NA time units.

Because the inputs are approximately constant throughout the NA time units in the solution
to Equations (50)—(54), this suggests that a single initial condition may be sufficient for causing the
problematic input policy to be generated at each sampling time. Specifically, the only information that
the LMPC of Equations (14)—(20) receives from an external source at each time that it is solved is the
state measurement in Equation (16); because it uses a deterministic process model and deterministic
constraints, the LMPC of Equations (14)-(20) has a single solution for a given state measurement.
Therefore, if a cyberattacker determines that an attack policy which applies the same input at every
sampling time is desirable, he or she can cause the controller to compute this input at every sampling
time by determining a state measurement value for which the problematic input is the solution to
Equations (14)—(20), and then providing that same state measurement to the LMPC at every sampling
time to cause it to keep computing the same problematic input.

The following second optimization problem finds the initial condition to use at each of the next N
sampling periods that may cause the values of u; and u, in the first sampling period of the prediction
horizon to be close to the averages of the N values of u; (1] gesireq) and the N values of ua (4 gesired),
respectively, determined by Equations (50)-(54), while allowing the constraints of Equations (14)—(20)
to be met:

u(t)elg(liAr)l,x,ms /t: [(ul(T) — U desired)” + 10710 (ua () — u2,desired)2] dt (55)
st X(t) = f(2(8) +gu(t) (56)

%(t0) = Xmeas (57)

—35<uy(t) <35, Vit € [ty IN) (58)

—10° < up(t) <10°, Yt € [t ty) (59)

Vi(x(t)) < pep, j=0,...,N (60)

This optimization problem reverse engineers the LMPC of Equations (14)-(20) (except that it
neglects the objective function of the controller) in the sense that it seeks to find an initial condition
Xmeas (Equation (57)) to provide to the LMPC of Equations (14)—(20) for which there exists a feasible
input policy for the N sampling periods of the prediction horizon that meets the process input
constraints (Equations (58) and (59)) as well as the Lyapunov-based stability constraint of Equation (19)
(Equation (60)) while allowing this feasible trajectory to include u1 and u; in the first sampling period
of the prediction horizon taking values as close to the problematic values i1 gesired and Uy yndesired
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as possible. The reason for only requiring u; and u5 in the first sampling period of the prediction
horizon to be as close as possible to the attack values is that though the optimization problem of
Equations (55)—(60) is being solved only once to obtain the sensor attack policy X;eqs to provide
to the LMPC at each subsequent sampling time, the LMPC will be solved at every sampling time
and will only apply the input for the first sampling period of the prediction horizon in each case.
The formulation of Equation (60) assumes that the attacker knows the exact manner in which this
constraint is enforced in the LMPC, where, as noted above, it will be enforced at the end of every
sampling period in the prediction horizon. The addition of the requirement in Equation (60) that
Vi(%(to)) < p.,1 is used to pre-select that xyeqs should be within Qp, ;. This eliminates the need to try
to solve a disjunctive or mixed integer nonlinear program [81] that allows the initial condition to be
eitherin (p,, or (), /(| such that the constraint to be employed (i.e., Equation (19) or Equation (20))
depends on the optimization variables that are the components of x;;;c0s. The components of x;eqs Were
essentially unconstrained in Equations (55)-(60).

In solving Equations (50)=(60), the bounds on u; were multiplied by 107°. The false state
measurement determined from Equations (55)~(60) was x; = —0.05207 kmol/m? and x, = —8.3934 K.
Figure 2 demonstrates that when this state measurement is used at every sampling period for 10
sampling periods, the inputs computed are able to drive the temperature significantly above its
threshold value x, = 55 K within a short time. When disturbances are added (specifically, simulations
were performed with disturbances added to the right-hand sides of Equations (46) for w; and (47)
for wy) generated using the MATLAB functions rng(10) to generate a seed with normrnd to generate a
pseudorandom number from a normal distribution with mean of zero and a standard deviation of
30 kmol/h (for wy) and 3200 K/h (for w»), with both inputs clipped when necessary to bound them
such that |w;| < 90 and |w,| < 9600, an unsafe situation is again set up in 10 sampling periods in
which x; approaches 300 K as in Figure 2. The LMPC only receives state measurements, regardless of
whether there are disturbances or not; therefore, if the same state measurement is given every time,
it computes the same solution to the optimization problem every time and when this solution is able to
drive the closed-loop state to an unsafe condition if continuously applied, the cyberattacker succeeds.
The attack-defining concept posed here could be attempted for other attack goals as well, such as
minimizing a profit-based objective function in Equations (50)-(54) to seek to compute an attack policy
that financially attacks the plant or minimizing a production-based objective function to seek to attack
the chemical supply from the plant.
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Figure 2. State-space trajectory showing the state trajectory in 10 sampling periods with the falsified
state measurements determined through optimization applied at every sampling time, in the absence
of disturbances.

168



Mathematics 2018, 6, 169

Remark 4. The CSTR example indicates an important difference between traditional safety thinking and
thinking about cyberattacks. In traditional safety thinking, there will be unsafe operating conditions that might
be considered very unlikely to be achieved; when considering cyberattacks, there can be deliberate attempts on the
part of the attacker to set up unsafe operating conditions that might otherwise be very unlikely to be achieved.
It is therefore important to seriously consider unlikely scenarios at the hazard analysis stage from the perspective
of whether a cyberattack on the control system could lead them to occur.

Remark 5. Though the cyberattack design methodology presented in this section suggests that cyberattacks
on specific control designs might be developed computationally, the framework used in Equations (50)—(60)
may not always achieve expected effects. Specifically, the initial condition determined by Equations (55)—(60)
may not actually result in the control actions of Equations (50)—(54) being computed at each sampling time
by the controller because the only feature of Equations (55)—(60) that seeks to associate Xmeas With U1 gesireq
and Uy gesired 15 a soft constraint rather than a hard constraint, and it is, therefore, not guaranteed to be met.
Furthermore, Equations (55)-(60) do not account for the role of the objective function in affecting which inputs
would actually be computed for a given state measurement. In this example, the false state measurement
determined through Equations (50)—(60) was able to rapidly set up an unsafe scenario when used to cyberattack
the LMPC; to develop attacks for other systems, it may be necessary to develop a more sophisticated method
for determining the false state measurements or to use closed-loop simulations to determine if the false state
measurements determined computationally provide an appropriate attack scenario with which to test research
results. Finally, it should be noted that Equations (50)—(54) are not guaranteed to find an input that drives x;
above its threshold in N sampling periods; whether or not this occurs may depend on the process dynamics,
the input bounds, the initial condition, and also the number of sampling periods N over which the increase in x;
is allowed to occur.

5.3. Deterring Sensor Measurement Falsification Cyberattacks on Safety: Creating Unpredictable
Controller Outputs

The second “intuitive” approach seeks to address a perceived deficiency in the first “intuitive”
approach, namely that the success of the cyberattacks in Section 5.2.1 was related to the fact that the
cyberattacker could figure out the mapping between x(t;) and u by learning the control law. One idea
for addressing this would be to develop sets of stabilizing control laws for a process and choose
only one, randomly, at each sampling time. Then, if the inputs which the various potential control laws
would compute for the same state measurement are significantly different, it may be more difficult for
an attacker to determine an attack policy that, regardless of the control law chosen at a sampling time,
will drive the closed-loop state to an unsafe condition (even if the attacker knew every potential
control law).

Before we can consider such an approach, it must be established that randomization in the
controller selection process can be achieved without impacting closed-loop stability under normal
operation (i.e., in the absence of a cyberattack). Theory-based control designs with stability guarantees
from an explicitly characterizable region of attraction even in the presence of disturbances (e.g., LMPC)
are therefore attractive options for use in randomization strategies for control laws. In the remainder
of this section, we present an example of a control design and implementation strategy that uses
LMPC to incorporate randomness in process operation (with the goal of deterring cyberattacks by
obscuring the mapping between a state measurement at a given sampling time and the input to be
computed) with closed-loop stability guarantees under normal operation even in the presence of the
randomness. However, like the design in Section 5.2, this design and its implementation strategy do
not fundamentally prevent the existence of an input policy which could create an unsafe condition
for some x(ty) € X (when, for example, X = €),), and therefore if this design succeeds in preventing
or delaying the impacts of cyberattacks, it does so more on the basis of chance than rigor, which is
demonstrated below using the CSTR example.
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5.3.1. Creating Unpredictable Controller Outputs: Incorporating Randomness in LMPC Design

The randomized LMPC design involves the development of 7, controllers of the form of
Equations (14)—(20) but where each can have a different Lyapunov function, Lyapunov function
upper bound, and Lyapunov-based controller as follows:

. e N -
min /tk Le(%(7), u(1)) dt 1)
st X(t) = f(X(t),u(t),0) (62)
T(t) = x(tx) (63)
f(i’) eX, Vte [tk/ tk+N) (64)
M(f) (S ll, Vte [tk/tk+N) (65)
Vi(%(1)) ?Pe,i, Vit € [t tern), (66)
ifx(t) € Qp,;
a A
W) f( (1), (1), 0)
< Wilx(t)) (67)

ox St hi(x(8)),0)
if x(t) € O, /Qy, ortp >t oré=1

where V;, 0.;, p;, and h;, i = 1,...,np, play the roles in Equations (61)-(67) of Vi, pc1, p1,
and hy, respectively, from Equations (14)—(20). Each combination of V; and h; is assumed to satisfy
Equations (2)-(5) Vx € Qp, and Q,,; C Q. Forj =2,...,n,, the Q, J should be subsets of O, for
reasons that will be clarified in Section 5.3.1.1. To introduce an additional aspect of randomness at
each sampling time, the parameter ¢ is introduced in Equation (67). It can take a value of either 0 or 1,
and one of those two values is randomly selected for it at each sampling time. § = 1 corresponds to
activation of the constraint of Equation (67) even when t; < ' or x(t) € Q, ..

With the 7, controllers of the form of Equations (61)—~(67) and the two possible values of  in
each of these LMPC’s at every sampling time, Equations (61)-(67) represent 21, potential controllers
which may be selected at every sampling time (though if x(t;) € Qp,/Q,; for ng of these controllers,
Equations (61)—(67) with 6 = 0 and 6 = 1 are the same, such that the number of control laws is
2n, — ny). One could consider other potential control options in addition, such as the Lyapunov-based
controllers h;(x),i=1,...,n p- However, though all of these controllers are designed and are available
in principle, they could cause closed-loop stability issues that require that not all of them be available
to be randomly selected between at each sampling time. The conditions which determine which
controllers are possibilities at a given sampling time should rely on the position of x(t;) in state-space
and specifically whether x(t;) € (), for the i-th controller to be considered as a candidate.

To exemplify this, consider the two level sets Q) and ), and their subsets Q,,, and Q,,
shown in Figure 3. Two potential values of x(;) are presented (x, and x;) to exemplify the role
that the state-space location of x(t;) should play in determining which of the 1, controllers of
the form of Equations (61)—(67) or the Lyapunov-based controllers of the form h;(x(t;)) should be
considered as candidates to randomly select between at a given sampling time. Consider first that
x(tr) = x4 Inthis case, x(t;) € Qp,/Qy,,, and therefore, as described in Section 2.4, the LMPC of
Equations (61)-(67) with i = 1 would be able to maintain the closed-loop state in (), throughout the
subsequent sampling period. It is also true that x(t;) & ), ,, so it may at first seem reasonable to
consider that if the LMPC of Equations (61)—(67) is used with i = 2, the constraint of Equation (67) could
be activated to decrease the value of the Lyapunov function between two sampling periods and thereby
drive the closed-loop state toward the origin using the properties of the Lyapunov-based controller
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and the constraint of the form of Equation (67) described in Section 2.4. However, the closed-loop
stability properties delivered by the constraint of Equation (67) are developed with the requirement
that Equations (2)—(5) must hold within the stability region and that x(#;) must be in this stability
region. When x(t;) ¢ (),, these properties are not guaranteed to hold. Therefore, when x(f;) = x,
in Figure 3, the LMPC of Equations (61)-(67) with i = 2 would not be a wise choice to randomly
select at a given sampling time. Similarly, /i;(x(f;)) is guaranteed to maintain closed-loop stability
when x(t;) € Qp,, butif hp(x(ty)) is applied when x(t;) = x4, x(t) & Qp, and therefore the stability
properties are not guaranteed to hold.

Figure 3. Intersecting stability regions with two different potential initial conditions x(f;) = x, and
xX(t) = xp-

In contrast, consider the potential initial condition x(t;) = xp. In this case, x(t;) € Qp, and
Qy,. Consequently, Equations (61)-(67) with i = 1ori = 2 (for § = 1 or 6 = 0), hy(x(f)), and
hy(x(ty)) can all maintain closed-loop stability of the process of Equation (1), and therefore all could be
considered as potential control designs between which to randomly select at ¢;. This indicates that the
location of x(t;) in state-space should be checked with respect to Q,, i = 1,...,1,, before developing
a candidate set of controllers to randomly select between at #;. It should be noted, however, that if
Qp;, i =2,...,np, are subsets of Qp,, then at each sampling time, Equations (61)-(67) with i = 1 and
J = 0, Equations (61)—(67) withi = 1 and 6 = 1, and hy(x(t)) are all candidate controllers that can
maintain closed-loop stability. If x(f) is in the intersection of additional level sets, there are additional
candidate controllers which could be randomly selected between. Therefore, the minimum number of
candidate controllers is 3 (or 2 if x(t;) € Qp, / Qp, ; such that Equations (61)—(67) withd =0and 6 = 1
are equivalent), with more potentially being possible, especially as more stability regions with more
intersections are developed.

Taking the above considerations into account, the implementation strategy for the LMPC design
of Equations (61)—(67) is proposed as follows:

Step 1. At t;, a random integer j between 1 and 21, is selected, and ¢ is randomly selected to be
Zero or one.

Step 2. 1fj € {2,...,np},seti=j. If j € {ny+2,...,2npy}, seti = j—ny,. Verify that V;(x(t)) €
Qp,. If yes, move to Step 3. If not, return to Step 1.

Step 3. If j is a number between 1 and 7, use the LMPC of Equations (61)-(67) with i = j and the
selected value of 6. If j = np +d,d =1,...,np, set u = hy(x(ty)).

Step 4. Apply the control action computed for t; to the process of Equation (1).

Step 5. ty < tx41. Return to Step 1.

Remark 6. To prevent the possibility that the same index that is found to not meet the conditions in Step 2 at t;,
will be selected multiple times as Steps 1 and 2 are repeated until a value of f is found for which V;(x(ty)) € Qyp,,
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indexes that cause Vi(x(ty)) & Qp, can be removed in the random integer selection procedure in Step 1 at ty. as
they are identified before they force the algorithm to return to Step 1.

5.3.1.1. Stability Analysis of Randomized LMPC

In this section, we develop sufficient conditions required for the randomized LMPC
implementation strategy to provide closed-loop stability of the nonlinear process of Equation (1)
under this implementation strategy and feasibility of the LMPC of Equations (61)-(67) when it is
selected via the implementation strategy in the absence of a cyberattack in Section 5.3.1 to be used in
determining a control action at a given sampling time. We first introduce two propositions that will
then be used in proving the main results.

Proposition 1. Refs. [60,82] Consider the systems
Xa(t) = fxa(t), u(t), w(t)) (68)
xp(8) = fxp(8),u(t),0) (69)
with initial states x,(ty) = xp(to) € Qp,. There exists a function fy of class KC such that:
|xa(t) — xp(t)] < fw(t —to) (70)
for all x,(t), x(t) € Qp, and all w(t) € W with:

Ly

fw(T) = wa -1) (71)

Proposition 2. Refs. [60,82] Consider the Lyapunov function V;(-) of the system of Equation (1). There exists
a quadratic function fy ;(-) such that:

Vi(x) < Vi(®) + fv,i(lx — 2[) (72)

forall x, % € Qp, with
frils) = agi(ag] (oi))s + My, s (73)

where M, ; > 0 is a constant.

Proposition 3. Ref. [62] Consider the Lyapunov-based controller h;(x) that meets Equations (2)—(5) with
Lyapunov function V;(-), applied in sample-and-hold to the system of Equation (1). If 0; > i > Pmin,i > Os,ir
and 6 >0, A > 0, and €,; > 0 satisfy:

— a3y} (0si)) + Ly ;MA + L, 10 < —e i/ A (74)

w,i

then ¥x(ty) € Qp,/ Qp,;,
Vi(x(t)) < Vi(x(t)) (75)

and x(t) € Qp, for t € [t tiy1). Furthermore, if piin ; is defined as follows:
Pmini = max{Vi(x(t +A)) : Vi(x(t)) < psi} (76)
then the closed-loop state is ultimately bounded in Q. . in the sense that:

limsup [x(t)] € Qp,;.; 7)

t—o0
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Theorem 1. Consider the system of Equation (1) in closed-loop under the implementation strategy of
Section 5.3.1 based on controllers h;(x) that satisfy Equations (2)—(5), and consider that the conditions in
Proposition 3 hold. Let €,,; > 0, A >0, 0; > 0o > OPmin,i > Ps,i Satisfy:

Pei < pi— fv,i(fw(4)) (78)

and Equations (74) and (76), fori = 1,...,np, and QM COQpy/j=2,...,1p If x(tp) € Op, and N > 1,
then the state x(t) of the closed-loop system is always bounded in O}, .

Proof. The proof consists of two parts. In the first part, we demonstrate that despite the random
selection of a control law in Step 1 of the implementation strategy in Section 5.3.1, a characterizable
control action is applied at every sampling time, and the LMPC of Equations (61)—(67) is feasible at
every sampling time at which it is used for determining the control action to apply to the process. In
the second part, we prove the results of Theorem 1.

Part 1. To demonstrate that an input with characterizable properties is returned by the
implementation strategy of Section 5.3.1 at every sampling time to be applied to the process, we note
that one of two inputs is returned at every sampling time: a) a control action computed by the LMPC
of Equations (61)-(67) with i = j where x(t;) € Qp, orb) a Lyapunov-based controller h;(x(tx)) where
X (tk) S Qp].

In case (a), a solution to the LMPC of Equations (61)-(67) must have the characterizable property
that it met the constraints of the LMPC because the LMPC always has at least one feasible solution.
Specifically, h;(%(t5)), g = k,...,k+N—-1,t € [tq,tq+1), with i = j, is a feasible solution to the
optimization problem of Equations (61)-(67) when x(t) € pr.. It causes the constraint of Equation (64)
to be met because 1;(%(t;)), 9 = k,...,k+ N —1,t € [ty t;11), maintains the closed-loop state in
Qp; € Qp, by Proposition 3, and the state constraint of Equation (64) is met for all states in (3, . h i(x)in
sample-and-hold also satisfies the input constraint of Equation (65) by Equation (5). From Proposition 3,
it causes the constraint of Equation (66) to be met when x(t;) € Qyp;, and it trivially satisfies the
constraint of Equation (67). Notably, the feasibility of /1;(x) in sample-and-hold is true regardless of
whether § = 1 or § = 0 because this is a feasible solution to all constraints of the optimization problem.

In case (b), the control action applied to the process is also characterizable because it is a
control action that meets Proposition 3. Therefore, regardless of the control action applied at t;,
the control action has characterizable properties which can be used in establishing closed-loop stability.
Furthermore, whenever Equations (61)-(67) are used to determine an input at a given sampling time,
a feasible solution to this optimization problem always exists because it is ensured that x(t;) € Qp,
before the solution is obtained, and the feasibility of 1;(¥(;)), g = k,...,k+N —1,t € [ty t;,1) was
demonstrated to hold above as long as x(t;) € Q.

Part 2. In this part, we prove that even with a control law randomly selected at every sampling
time according to the implementation strategy in Section 5.3.1, the closed-loop state is maintained
within Q,, for all times if x(ty) € €),.

To demonstrate this, we first consider the case that at a given sampling time, a control law of
the form of Equations (61)—(67) with i = j when x(t;) € Qp, is selected. In this case, either the
constraint of Equation (66) is activated (if x(t) € 0y, ), the constraint of Equation (67) is activated (if
x(t) € Qp, /me., tp > t', or 6 = 1), or both are activated (as may occur, for example, if tx > ' oré = 1
but x(t) € Qp,,)-

Consider first the case that Equation (66) is activated. In this case, application of Proposition 2
(assuming that x(t) € Q, for t € [t, tri1)) gives:

Vi(x(8)) < Vi(x(1) + fvi(|x(t) — 2(£)]) (79)
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for t € [ty, tr+1). Applying the constraint of Equation (66) and Proposition 1, we obtain that:

Vi(x(t)) < pei + fri(fw ([t = t]) < pei + fvi(fw(A)) (80)

for t € [ty try1). When Equation (78) holds, V(x(t)) < p;, for t € [ty tx+1), which validates the
assumption used in deriving this result and guarantees that x(t) € €, for t € [t;, t;11) when
x(ty) € Qy,,; and the LMPC of Equations (61)-(67) is used to determine the input to the process of
Equation (1). Because Oy, C Oy, x(t) € Qp, for t € [ty tgiq).

Consider now the case that the constraint of Equation (67) is activated. In this case, we have from
this constraint and Equation (3) that

Wf(x(tk),u(tk)'o)

< ) (1), by (1)), 0) < a0

81)

from which we can obtain:

Wﬂx(t), u(ty), w(t))

- D) a1, (), 0

+ 2 ), 00,0 .

< Wf(x(t)/”(fk)'w(”)

PR 2 14), 1), 0)| — a1
< Lyl (8) = (00| + Lyl — ({20 )
< Ly iMA + L, 0 — g, ([x (1))

w,i

for t € [t, tr1), where the last inequality follows from Equations (7) and (8). Furthermore, if x(t;) €
Qp; / stri, we can obtain from Equation (82) that:

aV;
Wf(x(t),u(tk)/w(t)) (83)
< LIGMA+ LY, 0 — gy (0s,))
If Equation (74) holds, then
wf(x(t),u(tk),w(t)) < —ewi/A 4)

Integrating Equation (84) gives that V;(x(t)) < Vi(x(t)), Vt € [t txy1), such that if x(t) €
QPI/QPs,i’ then x(t) S Qpi’ Vit e [tk/ tk+1)'

If instead x(t;) € Qp,; C Qp,, then from Equation (76), x(t) € Q.. C Qp, for t € [t triq).
Therefore, if Equations (61)-(67) are used to compute the input trajectory at t; and x(t) € (), and
Equation (67) is applied, x(t) € Q, for t € [t, t41) (this holds regardless of whether Equation (66)
is simultaneously applied since this proof relied only on whether Equation (67) is applied and not
whether the other constraints were simultaneously applied). Because Oy, C Q,,, this indicates
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that when the LMPC of Equations (61)—(67) is used with the constraint of Equation (67) activated to
determine the control action at t, when x(t) € Q,, then x(t) € O, for t € [ty, triq).

Finally, consider the case that x(t;) € ), and h;(x(t)) is used to control the process of
Equation (1) from f; to t;, 1. In this case, the following holds:

WA 1), Bx(14)),0) < —as(x(80)]) &)

as follows from Equation (3). Using a similar series of steps as in Equation (82), we obtain:

Wﬂx(ﬂ,h(x(tk))rw(t»

< Ly MA+ Ly, 6 — asi(|x(t))

(86)

If x(tr) € Qp,/Qp,;, then as for Equation (83), we obtain:

w Flx(t), h(x(t)), w(t))

< LiMA+ L, 0 — iy} (0s,))

87)

If Equation (74) holds, then we can use a similar series of steps as for Equation (84) to derive
that V;(x(t)) < Vi(x(t)), Vt € [ty tiy1), such thatif x(t) € Qp,/Qy,,, then x(t) € Qp, Vt € [ty try1).
If x(t) € Qp,;, then when Equation (76) holds, we obtain that x(t) € Qp . ., t € [t txy1), s0 that
x(t) € Qp, for t € [ty tryq). Since Oy, C O, we again obtain that if x(t;) € Qp, and h;(x(t)) is
applied for t € [ty, ti1), then x(t) € Qp, ¥V t € [t tir)-

The above results indicate that throughout every sampling period, if the conditions of Theorem 1
hold and the implementation strategy in Section 5.3.1 is used, then the closed-loop state does not
leave ), implying that it also holds throughout all time if x(to) € Q. This completes the proof. [

Remark 7. Theorem 1 only speaks to the closed-loop state remaining in a bounded region of operation. If the
randomness is removed and the i = 1 controller is selected to be used with the constraint of Equation (67)
activated for all subsequent times (i.e., Equations (14)-(20) with t > t'), the closed-loop state is quaranteed
to be ultimately bounded in a neighborhood of the origin [60]. If the randomness is not removed but t > ' in
Equations (61)—~(67), the i-th controller will cause V;(x(t)) < V;(x(t)), t € (tx, ty11] as noted in Section 2.4.
However, consider the case that x(t) € Qp, and x(t) € Qp_, but the i-th controller is selected at ty. The decrease
in V; throughout the sampling period as a result of using the i-th controller does not necessarily imply that
Vo (x(t)) < Vo(x(tg)), Yt € (tg, ty]. If the randommess is removed, however, and only the i = 1 controller is
used with t > ', Vi (x(t)) < Vi(x(t)), t € (ty, try1] in every sampling period (i.e., a continuous decrease of
the same Lyapunov function is ensured so that the closed-loop state is guaranteed to move to lower level sets of
this Lyapunov function and not to again leave them) until the closed-loop state reaches Qp, ,, after which point it
remains ultimately bounded in Oy, . .. Another idea for driving the closed-loop state to a neighborhood of the
origin with a randomized LMPC implementation strategy would be to change the implementation strategy at '
to only allow controllers to be selected in Steps 1-2 for which Vi and hy are used in their design (e.g., hy and the
i =1 LMPC) so that each of the potential controllers would cause a decrease in the same Lyapunov function
value over time.

Remark 8. The stability analysis reveals that despite the intuitive nature of the approach for deterring
cyberattackers, it suffers the same problem as the controller in Section 5.2; namely, it does not meet Definition 4,
and once the controller learns the implementation strategy itself, he or she could develop an attack policy that
is not guaranteed to maintain closed-loop stability according to the proof methodology above. We can see a
potential for the lack of resilience by referring again to Figure 3 and noting that if the actual state measurement
is at x,, the closed-loop stability proof relies on the i = 2 controller not being an option; however, a false state
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measurement of x, may cause the i = 2 controller to be chosen when x(t;) = x4, such that the conditions
required for the closed-loop stability proof in Theorem 1 (i.e., that the implementation strategy in Section 5.3.1
is correctly followed) do not hold. However, the closed-loop stability issues with the proposed design in the
presence of a cyberattack are deeper than this; the problem is not necessarily that the control action computed
by a controller that would not otherwise have been selected is used, but rather that regardless of whether that
controller should have been allowed to be used per the implementation strategy in Section 5.3.1 is used or not, the
input applied to the process has no relationship to the state in the sense that, for example, the state constraints in
Equations (66) and (67) are not necessarily met (or even close to being met) by the actual process state even if the
controller used at t) indicated feasibility of the control action with respect to these constraints. This is because
the controller is using a different initial condition than the actual process initial condition and therefore will
compute, potentially, a state trajectory under the input selected as optimal by the LMPC that is very different
from the actual process state trajectory under that same input, even in the absence of disturbances/plant-model
mismatch. Mismatch is introduced by the cyberattack at the initial condition for the model of Equation (62).

5.3.2. Problems with Incorporating Randomness in LMPC Design

In this section, we demonstrate the use of the randomized LMPC for the CSTR example of
Section 5.2.1 during routine operation and also in the case that false state measurements are provided
to demonstrate that the randomized LMPC implementation strategy can maintain closed-loop stability
under normal operation, but may at best in certain sensor cyberattack cases only delay an unsafe
condition from being reached (i.e., randomness by itself, without giving the properties in Definition 4,
does not create cyberattack resilience in control). We first develop the set of LMPC'’s to be used to
control the process of Equations (46) and (47). We begin by developing seven (i.e., n, = 7) potential
combinations of V;, h;, Oy, and €, ;. The form of each V; is xTP;x, where P; is a symmetric positive
definite matrix of the following form:

Py P
88
|:P]2 Py (68)
Sontag’s control law [80] was used to set the value of the component of every h; = [h;, hi,z]T

corresponding to 15 as follows:

LVity LV +Lg, Vi L Vi 0
ha(r)={ v HleVi#
0, if Lg,V; =0

(89)

where if ;, fell below or exceeded the upper or lower bound on u,, h;, was saturated at the
respective bound. L#V; and Lg, V; represent the Lie derivatives of V; with respect to fand g, k=1,2.
For simplicity, h;1 was taken to be 0 kmol/m? fori = 1,...,7. Using the values of the entries of each P;
associated with each V; in Table 3 and the associated /1;,i = 1, .. .,7, the stability regions in Table 3 were
obtained by discretizing the state-space and choosing an upper bound on each Lyapunov function
in a region of state-space where V; was negative at the discretized points under the controller ;,
i=1,...,7 (the discretization was performed in increments of 0.01 kmol/ m? in C4 for C4 between
0 and 4 kmol/m?3, and in increments of 1 in T for T between 340 and 560 K). Subsets of the stability
regions were selected to be 0, . with the goal of allowing several different control laws to be developed.
Fori=2,...,7,Qp C Qp,. The value of p,; was not more than 80% of p; in each case.
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Table 3. i-th controller parameters.

i Py P Pn pi pei

1 1200 5 0.1 180 144
2 2000 -20 1 180 144
3 1500 -20 10 180 144
4 02 0 2000 180 144
5 1200 5 0.1 180 100
6 1200 5 0.1 180 130
7 1200 5 01 180 30

Initially, we evaluate the closed-loop stability properties of the process of Equations (46) and (47)
for normal operation under the randomized LMPC implementation strategy and, for comparison,
under the i = 1 LMPC used for all times. The process was initialized from x;,;; = [—0.4 kmol/m?
20 K]T. For the randomized LMPC design, the implementation strategy in Section 5.3.1 was followed
with the exception that, for simplicity, § was set to 0 at every sampling time, and only h; (x) was
considered as a candidate controller at a given sampling time as an alternative to controllers in
Table 3. Therefore, at every sampling time, both the LMPC of Equations (61)-(67) with i = 1 and 77 (x)
were allowable control actions, and the i-th controller in Table 3 was also allowable if x(f;) € Q..
The simulations were implemented in MATLAB using fmincon and the seed rng(5) and random
integer generation function randi when the randomized LMPC implementation strategy was used.
The integration step for the model of Equations (46) and (47) was set to 107* h, N = 10, and A =
0.01 h, with 1 h of operation used. The Lyapunov-based stability constraint activated when x(t;) €
Qy,; was enforced at the end of every sampling period in the prediction horizon, and whenever
the Lyapunov-based stability constraint involving the time-derivative of the Lyapunov function
was enforced, the other Lyapunov-based constraint was implemented at the end of the sampling
periods after the first. The initial guess provided to fmincon in both cases was the steady-state input
vector. The maximum and minimum values of u#, were multiplied by 10~° in numerically solving the
optimization problem.

Figures 4-6 show the state, input, and state-space trajectories resulting from controlling the
process with one LMPC throughout the time period of operation, and Figures 7-9 show the results
of controlling the LMPC with one of the eight potential control laws selected at every sampling time,
but depending on the position of the state measurement in state-space. The figures indicate that both
the single LMPC implemented over time and the randomized LMPC implementation strategy were
able to maintain the closed-loop state within (),,. Figure 10 shows which controller (i in Table 3)
was selected by the randomized LMPC implementation strategy at each sampling time. Notably,
the control laws associated with i = 2, 3, and 4 in Table 3 were not chosen, which is consistent with
the requirement that a control law can only be available to be selected if x(t) € O, (from Figure 9,
we see that the closed-loop state did not enter, for example, Qp, and Q),, and the results of the
simulations indicate that though the closed-loop state sometimes entered (), as shown in Figure 9, it
was never in this region at a sampling time, which explains why these controllers were never selected
by the randomized implementation strategy). The time-integral of Equation (48) was monitored
for the process of Equations (46) and (47) under the inputs applied to the process, and also for
steady-state operation. For the single LMPC implemented over time, it evaluated to 32.2187, while
for the randomized LMPC implementation strategy, it evaluated to 27.7536. There is some profit
loss due to the randomized LMPC implementation strategy, and also large variations in states and
inputs shown in Figures 7 and 8. If the randomized LMPC implementation strategy was able to deter
cyberattacks, one could consider whether that made the variations and profit loss acceptable. Despite
the decrease in profits due to the randomization, both the single LMPC over time and the LMPC'’s
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implemented within the randomized implementation strategy significantly outperformed steady-state
operation, which had a value of the time-integral of Equation (48) of 13.8847.

After analyzing normal operation for the LMPC and randomized LMPC implementation strategy,
we look at differences in their response to the cyberattack policy determined in Section 5.2.1, where
the attack on the sensors is simulated for 10 sampling periods and the process is initialized at x;;;;.
The metric that we use for comparing the results in the two scenarios is the time until the closed-loop
state exceeds its threshold of 55 K for x (as xo > 55 K occurs outside the stability region, the closed-loop
state exits the stability region before this unsafe condition is reached). For the single LMPC, x, first
exceeds it threshold around 0.0142 h. In the case of the randomized LMPC, different input policies (i.e.,
different sequences of randomly selected control laws) give different behavior in the presence of the
cyberattack. Therefore, in Table 4, we present the approximate time that x; exceeds its threshold for
10 different arguments provided to the MATLAB seeding function rng to create 10 different seeds for
the random number generator that selects which control law to randomly select at each sampling time.
The table indicates that the randomization may slightly delay the time at which x; first exceeds its
threshold compared to the case that the single LMPC is used. However, in none of the cases simulated
was it able to prevent the cyberattack from driving the value of x, above its threshold in 0.1 h of
operation. If a cyberattacker believes that some delay in the attack may cause him or her to be caught,
this strategy may help with deterring some types of attacks. However, the results indicate that it is not
cyberattack-resilient according to Definition 4. Figure 11 shows the results of the simulations for 0.1 h
with the randomized LMPC implementation strategy for different arguments of rng in state-space.

Figure 12 displays data on the inputs and value of V;(x) over time under both the randomized
LMPC implementation strategy and the single LMPC, as well as the selected control law among the
8 possibilities at each sampling time in the case that the argument of rng is set to 20. This figure
suggests that some of the difficulty with maintaining the closed-loop state in a bounded region under
the attack is that for the falsified state measurement, the available controllers (the i = 3 and i = 4
controllers are not available because the false state measurement that the controller receives and uses
in determining which control laws should be made available according to the randomized LMPC
implementation strategy is outside of (), and Q) compute inputs with similarities to each other and
to the inputs which the single LMPC would compute in the sense that they are either close in value or
create similar effects on the closed-loop state (i.e., the fact that different control laws may be chosen to
compute an input is not very effective in this case at obscuring the mapping between x(t;) and the
inputs applied to the process). From Figure 12, we see that all of the available control laws were used
at some point, but the inputs computed in every case except for the i = 8 controller were close to those
of the single LMPC, and the i = 8 controller was also not effective at causing a direction change in the
value of Vj, despite that it has some more noticeable differences compared to the trajectory computed
by the single LMPC.

The attack policy chosen plays a role in the amount of delay in the success of an attack which
the randomized LMPC implementation strategy of Section 5.3.1 may cause. For example, consider
instead the falsified initial condition x; = 0.0632 kmol/m?> and x, = 21.2056 K, which is also within
the stability region (but not within the stability regions of the i = 2, 3, or 4 controllers). If used at
each sampling time, it can cause x, > 55 Kin 0.0319 h under the single LMPC. For this attack policy,
the approximate time after which x, > 55 K for the randomized LMPC implementation strategy is
reported in Table 5. Some of the delays in the success of the attack at driving x, > 55 K in this case are
much more significant than in Table 4. The simulation results demonstrate that the lack of resiliency of
the randomized LMPC policy can come from the lack of correlation between the inputs applied and the
actual process state at each sampling time, as discussed in Remark 8. For example, for the case where
the seed used is 5, the same inputs are applied to the process in both the case that the single LMPC is
used and the case that the randomized LMPC implementation strategy is used at the sampling period
beginning at f; = 0.02 h, but because the initial condition at f in both cases is different (caused by the
different input policies computed in the prior sampling period by the use of the different control laws),
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these same inputs in one case drive the closed-loop state out of the stability region in the sampling
period, and in the other case they do not succeed in driving it out in the sampling period. Conversely,
in the sampling periods between t;, = 0.03 h and 0.05 h, the inputs applied to the process under the
randomized LMPC implementation strategy are not the values that would have been computed if the
single LMPC had been used, but they drive the closed-loop state out of the stability region. Though
the randomness may be beneficial at helping delay the success of attacks in some cases, it does not
address the fundamental lack of correlation between the applied inputs and the actual process state
that causes the cyberattack success.
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Figure 4. State trajectories under the single Lyapunov-based model predictive controller (LMPC) for
the CSTR of Equations (46) and (47).

3.55

3.5

3.45 I I I I I I I I I
0 0.1 02 03 04 05 06 07 08 09 1

Cao — Cags (kmol/m?)

3

o

Q—Qs (kJ/hr)

04 02 03 04 05 06 07 08 09 1
Time (hr)

&

o

Figure 5. Input trajectories under the single LMPC for the CSTR of Equations (46) and (47).
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Figure 6. State-space trajectories under the single LMPC for the CSTR of Equations (46) and (47).
The figure indicates that the closed-loop trajectory settled on the boundary of (), to optimize the
objective function while meeting the constraints. For simplicity, only one level set for each of the 1,
potential LMPC’s is shown (Q, is shown if V; # V1, and Q,; is shown if V; = V1, i > 1).
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Figure 7. State trajectories under the randomized LMPC implementation strategy for the CSTR of
Equations (46) and (47).
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Figure 8. Input trajectories under the randomized LMPC implementation strategy for the CSTR of
Equations (46) and (47).
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Figure 9. State-space trajectories under the randomized LMPC implementation strategy for the CSTR
of Equations (46) and (47). For simplicity, only one level set for each of the 1, potential LMPC's is
shown (Q, is shown if V; # Vj, and Q,, is shown if V; = Vy,i > 1).
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Figure 10. Scatter plot showing the control law chosen (i in Table 3) in each sampling period by the
randomized LMPC implementation strategy.

Table 4. Approximate time after which x, > 55 K for various seed values of rng for the randomized
LMPC design subjected to a cyberattack on the sensors determined in Section 5.2.1.

Seed Time x, > 55K (h)

5 0.0143
10 0.0148
15 0.0146
20 0.0324
25 0.0146
30 0.0142
35 0.0143
40 0.0147
45 0.0248
50 0.0231
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Figure 11. State-space trajectories for all of the situations in Table 4. The numbers in the caption
represent the seed values for rng. ‘S’ represents the single LMPC.
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Figure 12. Trajectories of 1, up, and V; under the randomized LMPC implementation strategy for

rng(20) (denoted by ‘Randomized” in the figure) and under the single LMPC (denoted by ‘Single” in
the figure). The value of p; is denoted by the horizontal line in the plot for the value of V;. The bottom
plot indicates the controller selected by the randomized LMPC implementation strategy at each of the

10 sampling times in the simulation.

Table 5. Approximate time after which x, > 55 K for various seed values of rng for the randomized
LMPC design subjected to a cyberattack on the sensors with x; = 0.0632 kmol/ m? and x, = 21.2056 K.

Seed Time x; > 55K (h)

5
10
15
20
25
30
35
40
45
50

0.0674
0.0458
0.0555
0.0767
0.0569
0.0418
0.0457
0.0874
0.0580
0.0950

Simulations were also performed in the case that it was attempted to operate the process at
steady-state (instead of in a time-varying fashion) by removing the constraint of Equation (66) and

using the following quadratic stage cost:

Le=%TQx +uTRu

where Q = diag(10%,100) and R = diag(10%,107°). In this case, the LMPC and randomized LMPC

(90)

implementation strategy with rng(5) drive the closed-loop state to a neighborhood of the origin in
the absence of a cyberattack. If the falsified state measurement determined in Section 5.2.1 is applied
(without attempting to see whether there may be a more problematic input policy for the tracking
control design), x; > 55 K in 0.0834 h under the single LMPC and 0.1395 h under the randomized
LMPC strategy with rng(5). This demonstrates that processes operated at steady-state are not immune
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to cyberattacks when operated under LMPC or a randomized LMPC implementation strategy because
again in this case, the value of x(f;) becomes decoupled from the input being applied. In a coupled
nonlinear system, this may result in state trajectories that do not drive the (actual) closed-loop state to
the origin.

Remark 9. The last result concerning steady-state operation indicates that the difficulties with the randomized
LMPC design with respect to Definition 4 hold regardless of whether 6 in Equations (61)—(67) is fixed at 0 or 1,
as the issue does not stem from whether the controller is attempting to drive the state predictions it is making
toward the steady-state through the inputs it computes or whether it is attempting to operate the process in a
time-varying fashion, but rather stems from the disconnect between what the controller thinks it is achieving and
what it is actually achieving due to the falsified state measurements. This also indicates that having the inputs
computed by the different potential controllers be significantly different from one another to create significant
randomness in what input would be applied to the process may help in some cases (particularly if it sometimes
reverses the direction in which Vy changes), but it cannot address the input-state disconnect unless the manner
in which random control laws are selected or generated can be proven to cause Definition 4 to be met. The fact
that an allowable input policy exists that can cause problems means that even random attack strategies may pose
a problem. Therefore, while a cyberattacker who cannot afford any delay in an attack might be deterred by the
randomized LMPC implementation strategy, it is unlikely that this policy would provide a sufficient barrier
to attacks.

5.3.3. Creating Unpredictable Controller Outputs: Other Types of Randomness in MPC Design

There are many other techniques besides the randomized LMPC design of the prior sections
which could be used to create randomness in control selection/design. For example, the closed-loop
stability proofs for LMPC in [60] are independent of the objective function; therefore, one method for
introducing randomness in the operation of the process of Equation (1) under LMPC without losing
closed-loop stability during normal operation would be to make random modifications to the objective
function of Equations (14)—(20) at each sampling time by adding penalty terms which change/are
randomly generated at every sampling time (e.g., in some sampling periods they are zero, in some
sampling periods they may penalize the difference between the input values from randomly selected
values within the input bounds). The LMPC could also seek to generate input policies that create
significant input variation over time by using penalty terms in the objective function on the similarity
between the input trajectory computed at ¢, and that applied at t;_; (through, for example, terms such
as Y, (ui(ty) — ui(tr_1))? subtracted from the stage cost to minimize the objective function more
strongly if the difference between the inputs is greater between two sampling periods; this is not a
randomly generated penalty but it is one that can differ between sampling times as u(f;_1) can be
different at each sampling time). A potential disadvantage of this approach, however, is that it causes
other terms in the objective function, which are chosen to be meaningful with respect to operating
objectives such as profit or steady-state tracking, to compete with randomly generated terms.

Another idea for creating randomness within the control design that does not impact the objective
function (and therefore does not require the difficult task of determining an appropriate tuning
that can trade off meaningful terms against randomly generated terms, as in the policies of the
prior paragraph) would be to randomly generate constraints for an MPC at every sampling time.
For example, the state constraint of Equation (17) might be modified to become %(t) € X, t € [k, i n),
where X is a state-space region that is randomly generated at every sampling time (but X C X to
ensure that the modified state constraint maintains the closed-loop state predictions in X). As an
example, consider that %(t) € X represents a state constraint of the form xmin < I(t) < Xmax,
t € [, trN). A constraint of the form ¥(t) € X might require that at every sampling time, X,44 min <
#(t) < Xpgudmax, Where Xypn4min and X,g,4 max are two randomly selected real numbers (at every

modified state constraints are hard constraints that are not guaranteed to be satisfied throughout

sampling time) with X,54min = Xmin, Xrandmax < ¥max, a0d Xrgndmin < Xrandmax- However, these
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Qp, (¥ € X can be guaranteed to be satisfied by defining (), to be in X, but it is not guaranteed
that ¥ can be maintained in randomly generated subsets of X that may only constitute subsets of
the stability region that are not necessarily related to V; and therefore are not necessarily forward
invariant). Therefore, the randomly generated hard constraints may impact feasibility of an LMPC.
Methods for handling this could include reformulating the hard constraints as soft constraints in the
objective function when the problem is determined to be infeasible at t;, or generating multiple (i.e.,
up to p) random subsets of X at f;, and up to p LMPC’s using these different subsets to form the
state constraints of Equation (17), and then attempting to solve these LMPC’s in order from 1 to p to
see whether one is feasible and can be used to compute a control action before applying a backup
control law that guarantees closed-loop stability such as & (x). Closed-loop stability of the system of
Equation (1) under the LMPC of Equations (14)—(20) with Equation (17) modified to allow for random
state constraint generation would follow from the results in [60] if feasibility is maintained. One could
also consider other methods for developing randomly generated state constraints, such as exploring
the potential for randomly generating constraints on regions for the closed-loop state to avoid [9-11]
at each sampling time. However, even if optimization-based control designs with randomly generated
constraints are feasible at a sampling time, they may also have disadvantages with respect to profit.
For example, if the objective function is related to process economics and subsets of the allowable
operating region are disallowed by hard constraints, the inputs seek to optimize the economics with a
more restricted constraint set than is actually available, which would be expected to negatively impact
profits. This is because the goal of the randomization would be to cause the controller to compute
inputs which it would not normally compute if the constraint set was less restrictive in order to prevent
an attacker from mapping x(t;) to an input. If the global optimum of the objective function within
the allowable constraint set is assumed to be achieved with the solution to the controller without
the randomization, then any deviations of the solution from this optimal value for the purpose of
making the input-state measurement mapping difficult to determine would result in a decrease in
profit compared to the optimum condition. If the global optimum is achieved, however, this means
that the randomization is not succeeding in computing inputs which are difficult to map to the state
measurements. Therefore, the premise of the randomized constraint designs would cause a profit
reduction in cases where the economics are being optimized in the objective function (though popular
techniques for solving nonlinear optimization problems (e.g., [83]) may find local rather than global
optima, making it less obvious whether the randomization strategy will result in a profit loss compared
to the (local) solution which might be found without the randomization).

The results of the prior sections of this work indicate that cyberattack-deterring control policies
incorporating randomness cannot rely on randomness alone to prevent cyberattacks from being
successful or from being attempted; the inputs computed by any cyberattack-resilient policy according
to Definition 4 must have a structure that prevents the fact that they are decoupled from the state
measurements from driving the closed-loop state out of a set of safe operating conditions.

5.4. Deterring Sensor Measurement Falsification Cyberattacks on Safety: Using Open-Loop Controller Outputs

Whereas the “intuitive” approaches of the prior sections failed to be cyberattack-resilient, in this
section, we show that it may be possible to develop operating policies for which sensor falsification
cyberattacks intended to impact process safety cannot be successful. The policy to be examined
is specific to a subset of the class of systems of Equation (1), specifically those which have an
open-loop asymptotically stable equilibrium. For clarity of notation in the following, we will denote
the set of nonlinear systems of the form of Equation (1) with an open-loop asymptotically stable
equilibrium as follows:

X = fas(x,u,w) 91)
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where f is a locally Lipschitz vector function of its arguments and f,5(0,0,0) = 0. The following
conditions hold for all x € D’ C R", where D’ is a neighborhood of the origin:

ws(lxl) < V/(x) < () ©2)
W fus(2,05,0) < () )

where u; = 0 denotes the steady-state input, V' : R" — R is a sufficiently smooth positive definite
Lyapunov function, and the functions as, ag and a7 are of class K. We define a level set of V'
within D’ where x € X as a stability region Q) of the nominal system of Equation (91) under us
(Qp :={x € XND":V'(x) < p'}). In the remaining developments, we assume that V' can be chosen
to be the same as V.

5.4.1. Using Open-Loop Controller Outputs: Integration with LMPC

For the system of Equation (91), us itself is a cyberattack-deterring input policy according to
Definition 4 when x(ty) € Qp, C Oy C X because it drives the closed-loop state to the origin
and is independent of the sensor measurements. However, it does not use feedback of the process
state to impact the speed with which the steady-state is approached. Furthermore, it cannot drive
the closed-loop state off of the steady-state in a fashion that seeks to optimize process economics.
It therefore lacks the desirable properties of feedback controllers for non-attack scenarios, but in the
case of cyberattacks on sensors, it has advantages over feedback control in that it is not dependent on
sensor readings. This indicates that 15 and feedback controllers complement one another; the former is
beneficial for preventing cyberattack success, and the latter is beneficial for normal operation. Therefore,
in this section, we explore integrating these two types of control in an implementation strategy that,
as will be proven in the next section, is guaranteed under sufficient conditions to maintain closed-loop
stability both in the presence and absence of cyberattacks (i.e., it meets Definition 4). For developing
this implementation strategy, we again use LMPC because the a priori characterizable region (), within
which LMPC maintains the process state during normal operation can be beneficial for developing a
controller implementation strategy that guarantees that Definition 4 is met (in general, the results of this
work suggest that theory-based control designs may be important for allowing cyberattack-resilient
control designs to be developed, indicating that an important direction of future research may be
making theory-based control designs easier to use in an industrial setting). The implementation
strategy proposed is as follows:

Step 1. Given x(tp) € Qp, C Qp C X, apply us for N1 sampling periods. Go to Step 2.

Step 2. Utilize an LMPC with the form in Equations (14)—(20) to control the process of Equation (91)
for N, sampling periods. Go to Step 3.

Step 3. Apply us for N; sampling periods. Return to Step 2.

Characterizations of Ny and N, that allow closed-loop stability of the system of Equation (91) to
be guaranteed, even in the presence of cyberattacks and sufficiently small disturbances, under this
implementation strategy are presented in the next section.

Stability Analysis of Open-Loop Control Integrated with LMPC

This section presents the conditions under which closed-loop stability of the system of
Equation (91) under the implementation strategy in Section 5.4.1 is guaranteed in both the presence
of and absence of a cyberattack that provides false state measurements x; € (), at every sampling
time (where the notation x; represents a falsified sensor signal that in general can be different at each
sampling time). The results are presented in a theorem that relies on the following proposition.
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Proposition 4. Ref. [62] Consider us for the system of Equation (91) such that the inequalities of Equations (92)
and (93) are met with Lyapunov function V'(-) = Vi (-). If p’ > plin > pe and 6 > 0, A > 0, and €], >
0 satisfy:

— a7(ag (p5)) + Ly < —er, /A (94)

then Vx(ty) € Qp/Qyp,,
V/(x(t) < V'(x(t)) (95)

for t € [t tiyr) and x(t) € Q. Furthermore, if o, ;. is defined as follows:
Pmin = max{V'(x(t +4)) : V'(x(t)) < p5} (96)
then the closed-loop state is ultimately bounded in Q. in the sense that:

limsup [x(t)] € Qp 97)

too min
Theorem 2. Consider the system of Equation (91) under the implementation strategy of Section 5.4.1 based
on controllers us and hy(x) that satisfy Equations (92) and (93) and (2)—(5), respectively, and consider
that the conditions in Proposition 4 hold, as well as those in Proposition 3 and Equation (78) with i = 1.

Ifx(to) € Op, Oy C Oy C Oy C Oy C O, V() = Vi(), N > 1, Ny = [ fmaly,

and Ny = \‘(%4,1 (ocgl(pl)))MAJ/ then the state x(t) of the closed-loop system is always bounded in O,V t > 0,

regardless of the value of X(t;) in Equation (16),V k > 0, if £(t) € Qp, when Equations (14)-(20) are used at
a sampling time for computing the control action applied to the process according to the implementation strategy
in Section 5.4.1.

Proof. The proof consists of four parts. In the first part, feasibility of the LMPC of Equations (14)—(20)
at every sampling time in which it is used according to the implementation strategy in Section 5.4.1 will
be demonstrated, regardless of whether the state measurements provided to the LMPC in Equation (16)
are accurate or falsified, if they are within (). The second part will demonstrate that for any
x(tk) € Qpy, x(byny) € Qy  when u; is used for Ny sampling periods. The third part demonstrates
thatif x(f) € Qp;m“ and the LMPC of Equations (14)—(20) is used for the next N, sampling periods to
control the system of Equation (91) with potentially falsified state measurements, then x(t4n,) € Qp, -
The fourth part combines the results of the prior three parts to demonstrate that the implementation
strategy of Section 5.4.1 guarantees that the closed-loop state remains in (), at all times, whether or
not cyberattacks which provide falsified state measurements occur.

Part 1. When the input 15 is applied to the system of Equation (91) according to the implementation
strategy in Section 5.4.1, no optimization problem is solved, and therefore there is no feasibility issue
with using u; at t;. However, if the LMPC of Equations (14)-(20) is used, then if the state measurement
#(tr) € Qp, (regardless of whether %(t;) equals the true state measurement x(t;) or a falsified state
measurement xf(t) € Q) h1((tg)), 9 =k,...,k+ N —1,t € [ty t;41), is a feasible solution to all
constraints of the optimization problem when %(t;) € Q,; or when x(t) € Q,/Q,,, for the reasons
noted in the proof of Part 1 of Theorem 1. While x¢ can always be chosen to be in (), to guarantee
feasibility when the LMPC is used in computing control actions, the proof that x(#;) is always in
Qp, when the LMPC is used so that the feasibility guarantees at each sampling time hold when no
cyberattack occurs at t; will be developed in subsequent parts of this proof.
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Part 2. To demonstrate that for any x(t) € Qp,, x(te1n,) € Qy , we look at the change in the
value of V' along the closed-loop state trajectory of the system of Equation (91) as follows:

V'(x(t)) @Cél)lﬁxxu)u& (0)+3V( (»ﬁw(()uwo) Wi (”ﬁw(()u&m
< —ar(x(®)) +| LD f (20), 1y, 0) - L& ”%( (£),15,0) 8)
< —ar(lx(t)]) + L;u,le
which follows from Equations (93) and (7) (since V/ = V; and systems of the form of

Equation (91) are members of the class of Equation (1)), and the bound on w. If we consider that
x(tx) € Qp, /€y, then from Equation (92), g (p4) < |x(t)| such that the upper bound on V' (x(t)) is
determined as follows:

V/(x() < —az(ag ' (05)) + Lips6 99)

If Equation (94) holds, then dd—vt/ < —¢l,/A. Integrating this equation gives:

/ —
V! (x(1)) < V'(x(t) - Sl =) (100)
for t > t while x(t) € Qp, /.
We are interested in the amount of time that it would take to drive the closed-loop state from any
x(tx) € Qp, into Qy  using us. Ina worst case, V' (x(tx)) = Va(x(tx)) = p1, and we would like V' at
t to be p! ;.. From Equation (100), the worst-case time ty ¢ that it would take to drive x(t;) from the

boundary of ), to the boundary of (3, ¢ using us is fye = w However, tjyc may not be an

integer multiple of a sampling period; to guarantee that at least the worst-case amount of time passes
after t; during which u; is applied to the process, N = ]'tWC] is the number of sampling periods
throughout which s must be applied to guarantee that for any x(t) € Qp,, x(tesn,) € Q.

Part 3. We next demonstrate that if x(t;) € Q o it will not exit Oy, within N, sampling periods
under any input within the input bounds (i.e., under any input which the LMPC of Equations (14)—-(20)
may compute in the presence or absence of cyberattacks). Specifically, the following inequality holds
for the time derivative of V' along the closed-loop state trajectory of the system of Equation (91) for
any x € Oy, u € U,andw € W:

aW() V' (x)

o) < (25 3,0
aV'(x)

<

ax
<agy(]x))M
<y (ag

| fas (x, 1, w)]| (101)

Hp1))M

which follows from Equations (4) and (8) (fss is a member of the class of systems of Equation (1)),
Equation (92), and V' = Vj. The result of Equation (101) can be integrated to give:

V/(x(t) < V' (x(t)) + aaq (a5 (p1)) M(t — ty) (102)

fort > ty.

To find the shortest possible time that it would take for a sequence of inputs u(t) € U applied in
sample-and-hold to drive the closed-loop state to the border of O, we compute ¢ in Equation (102) if
V' (x(t)) = phyn and V' (x(tst)) = p1, where tg7 denotes the first possible time at which V' (x(t)) = ps.
(01~ Pnin)

This gives a shortest time of 57 = (@ (e ()M
4,1\&5 1

However, this may not be an integer multiple of
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a sampling period, so that the maximum number of sampling periods over which the LMPC of
Equations (14)—(20) can be used in the implementation strategy of Section 5.4.1 while guaranteeing
closed-loop stability even in the presence of cyberattacks on the sensor measurements is N, = L%J

Part 4. Finally, we prove the results of Theorem 2 by combining the results of the prior parts of
the proof. According to the implementation strategy of Section 5.4.1, for any x(tg) € Q),, us will be
applied for Nj sampling periods. From Part 2 of this proof, this will drive the closed-loop state into
Qp by t N, and also, from Proposition 4, will maintain the closed-loop state in €3y, at all times from
Equations (95)-(97). Subsequently, the LMPC of Equations (14)—(20) may be used for N, sampling
periods. In this case, the closed-loop state will also remain bounded within O, from Part 3 of this
proof. Then, us will be used again for N; sampling periods, and will again maintain the closed-loop
state in (). This sequence of steps will then continue according to the implementation strategy of
Section 5.4.1 such that the closed-loop state will be maintained within ), at all times. [

Remark 10. Minimal assumptions are made on the trajectory of xy over time in the above proof (only that
x¢(tx) € Qp,, Yty > 0). Therefore, the applied policy can handle attacks where x ¢ changes at each sampling
time, regardless of the manner in which it changes as long as the assumptions are met (e.g., there is no need for
separate implementation strategies for different types of sensor attack policies such as surge, bias, geometric,
or replay attacks [20,84]). us is also an attack-resistant policy for denial-of-service attacks [46] of any length,
and the implementation strategy can handle such attacks if an additional statement of what the LMPC should do
when it is not provided a state measurement at ty is added (the proof of Theorem 2 indicates that the controller
could choose any u € U if no sensor signal is provided to it at t; when the LMPC should be used and if the
implementation strategy is followed, closed-loop stability is maintained). Furthermore, the implementation
strategy can also be used with closed-loop stability guarantees if x y is received at some sampling times and x(ty)
at others (as both meet the requirement of Theorem 2 that the state measurement must be in Q). The results
also hold if only a partially falsified state measurement is received (i.e., only some components of the state vector
are falsified due to only some sensors being compromised), as long as the full state measurement vector received
by the controller at every sampling time is in O, (if not, this may indicate that a cyberattack may be occurring
and could trigger the use of us only so that closed-loop stability is still guaranteed but without the potential
benefits of trading it off with a feedback controller).

5.4.2. Problems with Integrating Open-Loop Control and LMPC

Despite the guarantees which are developed in the prior section for open-loop control integrated
with LMPC, the fact that open-loop inputs are required and that both N; and N, depend on the process
dynamics through, for example, €], and a4 1, a5, and M indicates that this method has fundamental
limitations based on the process time constants. The open-loop policy removes the benefits of feedback
control in terms of speeding up the process response. The values of N; and N, may be such that
the process would essentially always have to operate in open-loop (i.e., N; is large and N, is zero)
to guarantee that no cyberattack can impact closed-loop stability. Open-loop control is not a viable
alternative for feedback control as an operating strategy at all times.

Another problem that may occur with the proposed approach is that the region (3 within
which 1, is guaranteed to drive the closed-loop state to the steady-state may be very small. V/ might
be adjusted to try to increase the size of (), but it is not guaranteed that the input u; can drive
the closed-loop state to the steady-state from a large region around the steady-state, as only local
asymptotic stability is implied by Equations (92) and (93). Therefore, the fact that (3 is small may
be a fundamental limitation of the system for any V’. Because the results of Theorem 2 require
Qp, C O, a small Qy means that (O, must be small as well, which can significantly limit the
potential of the LMPC to enforce a policy that is not steady-state operation or that is economically
beneficial compared to steady-state operation. If steady-state operation is desired, a small (), means
that closed-loop stability is only guaranteed in a small region around the steady-state, requiring
small sampling times and small disturbances to maintain the closed-loop state in the resulting small
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Q o C QO CQp C Oy per Equations (94) and (74), which may not be practical for certain processes
with larger disturbances or larger computation time requirements that restrict the minimum size
of A. For this reason as well, the proposed technique, despite the guarantees of Theorem 2, is not
likely to pose a viable solution to the cyberattack problem. Furthermore, the approach only holds
for an open-loop stable steady-state; this is overly restrictive as there are many cases where it may
be desirable to operate around an open-loop unstable steady-state. It may be necessary to utilize
additional assumptions (e.g., that there is an alternative way to obtain a state measurement that is
known to be accurate at certain times) to develop cyberattack-resilient controllers in general that meet
Definition 4.

5.5. Deterring Sensor Measurement Falsification Cyberattacks on Safety: Perspectives

The prior sections demonstrated that due to the fundamental nonlinear dynamics considerations
which define cyberattacks, concepts for deterring cyberattacks on chemical process control systems
that at first seem intuitive may not be proper solutions to the problem. However, the characteristics of
proper solutions can be explicitly defined mathematically. Some policies which meet the mathematical
definition, however, such as the policy developed in Section 5.4, may be undesirable for some processes
under normal operation. Though policies like that in Section 5.4 might be considered to be a reasonable
policy if a cyberattack is detected (i.e., it becomes reasonable to give up the benefits of feedback control),
the difficulty of predicting the responses of nonlinear systems to changes in the process inputs a priori
makes it difficult to assess all cyberattack possibilities during the design of the detection policies
to ensure that detection policies will not miss any attacks; therefore, there is value in continuing
to search for control laws/implementation strategies which are resilient to any cyberattack of a
certain type. The results of the prior sections suggest that cyberattack-resilient control designs may
need to incorporate special features compared to techniques such as LMPC that do not account for
cyberattack-resilience, potentially making them more conservative than control designs which do
not account for cyberattacks in the sense that they may not achieve instantaneous profits as large
as those with alternative controllers; however, a company could assess the potential for profit loss
over time with a cyberattack-resilient controller compared to potential reductions in information
technology-related security costs and the potential economic and human costs of accidents without
cyberattack-resilient control when selecting a controller for a process.

The control designs presented in Sections 5.2-5.4 for investigating the nature of cyberattacks and of
cyberattack-resilient control demonstrated several principles that can be used to guide future research.
The design in Section 5.2 led to the presentation of a potential cyberattack-development methodology
that uses optimization to attempt to systematically determine attack policies in terms of both inputs
and false sensor measurements. Though only one potential computational technique for cyberattack
development was explored, it suggests that cyberattack development for non-intuitive situations,
such as large-scale processes under control laws with many constraints, may be able to be approached
computationally, rather than requiring a trial-and-error approach, which is critical for enabling research
on cyberattack-resilient control designs for the process industries to include simulation case studies.
The developments in Section 5.3 demonstrate that randomness that impacts process operation may be
able to be achieved with closed-loop stability guarantees as part of a cyberattack prevention policy,
and therefore can be considered in developing future designs geared toward addressing Definition 4.
Finally, in Section 5.4, we demonstrated that despite the strength of the conditions required to meet
Definition 4, it may be possible to develop control laws with their implementation policies that do
satisfy the definition, particularly by relying on the implementation strategy or potentially additional
assumptions on the process dynamics or instrumentation setup/accurate measurement availability.
For example, though it is not guaranteed in the strategy presented in Section 5.4 that if Vi (x(t)) = p1,
there is no input that could be computed by the LMPC of Equations (14)—-(20) for any provided false
state measurement in (), the implementation strategy that trades off the use of LMPC with the
open-loop input policy prevents the state from ever reaching a condition where closed-loop stability
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would be compromised in the face of a cyberattack. It may also be beneficial to consider control designs
such as LMPC that are based on theory that allow rigorous guarantees to be made even in the presence
of disturbances, particularly from a set of initial conditions that can be characterized a priori, since
cyberattack-resilience according to Definition 4 depends on the allowable set of initial conditions for
the system.

A final outcome of the results in this work is that they indicate the utility of the recent theoretical
developments resulting from the study of the stability properties of economic model predictive
control (EMPC) [85-90], which have included notions of stability developed for processes operated
in a time-varying fashion, in studying cybersecurity even for processes that would be operated
at steady-state without cyberattacks. Closed-loop stability when analyzing cyberattacks requires
characterizing the boundedness of the closed-loop state in operating regions in state-space under the
attack (in a sense, the state is being manipulated in a time-varying fashion by the attacker) and not
necessarily driving the state to the steady-state under the attack, as the attacker’s goal for a process
typically operated at steady-state would involve moving it off of that steady-state. As we consider
more complex process [91,92] and control designs (in the sense of greater coupling between process
states due to process designs and controllers intended to improve efficiency and enhance economics),
it may become more difficult to predict all the potential methods by which a cyberattacker may attack
a plant, enhancing the need for cyberattack-resilient systems by process and control design.

6. Conclusions

This work developed a comprehensive nonlinear systems characterization of cyberattacks of
different kinds on chemical process control systems, which indicated that cyberattacks on control
systems in the chemical process industries are first and foremost a chemical engineering problem
which should be considered during process and control design. We subsequently focused on a specific
type of cyberattack in which sensor measurements to feedback controllers are compromised with
the goal of impacting process safety and discussed the nonlinear systems definition of a process
system resilient to these types of cyberattacks. We used three control designs to explore the concept of
cyberattack-resilience against sensor measurement attacks geared toward impacting process safety
and to explore the properties required of controllers for making cyberattack-resilience guarantees.
The results indicate that a control design/implementation strategy which can be effective at deterring
sensor measurement falsification-based cyberattacks geared toward impacting process safety should:
(1) maintain closed-loop stability under normal operating conditions and also guarantee closed-loop
stability when inputs that have no relationship to the state measurement are applied to the process;
and (2) result in a desirable operating policy (i.e., not open-loop) during normal operation (i.e., in the
absence of cyberattacks).

Future work will explore cyberattack-resilient control design for larger-scale, more realistic and
complex chemical process models. It will also seek to use the insights gained on cyberattack-resilient
control for nonlinear systems as developed in this work to create cyberattack-resilient controllers, and to
more thoroughly investigate a range of MPC designs which handle disturbances or measurement noise
in control designs such as MPC (e.g., [93-97]) in the context of cyberattack-resilience. All future work
will consider that a defining feature of cyberattacks is that they remove the association between the
input physically implemented on the process and the process state, attempting to make the controller a
vehicle for computing a problematic process input (i.e., misusing the controller) rather than using the
controller formulation to maintain closed-loop stability in the case that state measurements are falsified.
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Abstract: The pharmaceutical industry has witnessed exponential growth in transforming operations
towards continuous manufacturing to increase profitability, reduce waste and extend product
ranges. Model predictive control (MPC) can be applied to enable this vision by providing superior
regulation of critical quality attributes (CQAs). For MPC, obtaining a workable system model is of
fundamental importance, especially if complex process dynamics and reaction kinetics are present.
Whilst physics-based models are desirable, obtaining models that are effective and fit-for-purpose
may not always be practical, and industries have often relied on data-driven approaches for system
identification instead. In this work, we demonstrate the applicability of recurrent neural networks
(RNN’s) in MPC applications in continuous pharmaceutical manufacturing. RNNs were shown to be
especially well-suited for modelling dynamical systems due to their mathematical structure, and their
use in system identification has enabled satisfactory closed-loop performance for MPC of a complex
reaction in a single continuous-stirred tank reactor (CSTR) for pharmaceutical manufacturing.

Keywords: pharmaceuticals; critical quality attributes (CQAs); recurrent neural networks; model
predictive control (MPC); system identification

1. Introduction

The pharmaceutical industry has shown a growing interest in adopting the concept of continuous
manufacturing [1,2] to reduce waste, cost, environmental footprints and lead-times. Coupled with
developments in continuous manufacturing technologies and quality by design (QbD) paradigms,
there has thus recently been an increasing demand for more advanced system identification and
process control strategies for continuous pharmaceutical manufacturing [1].

Continuous manufacturing has the potential of extending the palette of permissible reaction
conditions and enabling reaction outcomes that are quite challenging when performed under batch
conditions [3-5], and its application to the production of complex Active Pharmaceutical Ingredients
(APIs) is an emerging research domain. However, the reactions involved are generally both reversible
and coupled with many side reactions, which leads to highly non-linear systems that impose difficulties
for system identification. The need to operate in tight and extreme conditions also necessitates stricter
control requirements [6-8]. The complexity of the system, as well as its potential impact on reaction
yields, downstream processing requirements and critical quality attributes (CQAs) of final products,
render model identification and control of continuous API reactions particularly challenging.

Advanced model-based control technologies promise to improve control of CQAs and are seen
as vital to enabling continuous pharmaceutical manufacturing, and their performance hinges on the
quality of the model obtained from system identification. Many rigorous physics-based models have
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been proposed to describe different API reactions [6,9,10] and they have clear physical interpretations.
However, these models can suffer from complicated structures and may incur excessive computational
costs during online control. The need for models that evaluate quickly for online control purposes is not
unique to the pharmaceutical industry, and extensive work has also been done for thin-film deposition
in the microelectronics industry [11,12]. Moreover, it may be extremely difficult and expensive to
derive accurate models of non-linear systems from first principles in the first place [13]. In contrast,
experimental data-driven heuristic models aim to describe underlying processes with relatively
simpler mathematical expressions and are thus generally easier to obtain [14]. Neural networks belong
to this class of data-driven models, and they have been extensively applied in the chemical and
biochemical processing industries, particularly in modelling complex non-linear processes whose
process understanding is limited to begin with [15-18]. The goal of system identification is to create
models that capture the relationships between the process state variables and control variables,
and data-based empirical models for system identification have been widely studied in previous
work [19,20]. Artificial Neural Networks (ANNs) are interesting candidate models for these purposes
due to their ability to approximate any continuous function, subject to assumptions on the activation
function. RNNs constitute a sub-class of ANNs, and they are structured to use hidden variables as a
memory for capturing temporal dependencies between system and control variables. These networks
have been extensively used in sequence learning problems like scene labeling [21] and language
processing [22], demonstrating good performance. Ref. [23] provides an overview of the neural
network applications, particularly from a process systems engineering perspective. In this work, the
use of RNNSs for system identification of a complex reaction in a single CSTR for pharmaceutical API
production will be demonstrated.

The design of effective model-based control algorithms for continuous manufacturing is also a
key research focus in academia and industry [24], and the model predictive control (MPC) method is
a prominent example that has been widely employed in industrial applications [25-27]. It has also
been applied in the control of CQAs in continuous pharmaceutical manufacturing [10,24], and an
example can be found in [10] where the authors presented two plant-wide end-to-end MPC designs
for a continuous pharmaceutical manufacturing pilot plant. This plant covered operations from
chemical synthesis to tablet formation, and the MPC designs were obtained using the quadratic
dynamic matrix control (QDMC) algorithm. The results showed that, by monitoring the CQAs in real
time, critical process parameters (CPPs) could be actively manipulated by feedback control to enable
process operation that is more robust and flexible. The advantages that MPC has over conventional
proportional-integral-derivative (PID) control are highlighted in [24], which compared their control
performance for a feeding blending unit (FBU) used in continuous pharmaceutical manufacturing.

Previous studies have explored the potential of using RNNs with MPC. For example, ref. [28]
investigated the use of RNNs in controlling non-linear dynamical systems. RNNs have also been used
for predictive control of reactions in CSTRs [29]. However, this CSTR study was limited to relatively
simple kinetics like single-step irreversible reactions, i.e., A — B. This paper illustrates therefore how
RNNSs can be used with MPC of reactions with more complex kinetics.

The paper is organized as follows. Section 2 describes the plant model, which is the subject
of system identification, and the control scenarios that will be used to assess closed-loop control
performance. Section 3.1 articulates the RNN-based system identification methodology and Section 3.2
describes the MPC problem formulation. Results and discussions are shown in Section 4.

2. Plant Model and Control Scenarios

The following sub-sections describe (i) the true plant model for which system identification will be
performed and (ii) the two control scenarios that will be used to assess closed-loop control performance.
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2.1. Plant Model

The reaction system comprising of a single CSTR, as was also analysed in [30,31], will be the
object of this study. For this work, the focus is on system identification using RNNs with a view
towards closed-loop control with MPC, thereby marking a difference from how this reaction system
was studied in previous literature. The reaction is described by Equation (1), where A is the feed
species, R is the reaction intermediate and the desired product, and S is the undesired by-product:

Mk
AZ=ZR=2S (1)
Lk

The equations used to represent the dynamical behavior of this system are based on normalized
dimensionless quantities and are as shown in Equations (2)—(4) below:

dacC
TtA = q[Cap — Ca] —k1Ca +k4CR (2)
dacC
- = a1 = Cao— Crl +kiCa +ks[1 — Ca — Cr] — [k2 + k]Cr ©)
E 1 .
k] = ko’,eXp{|:7R7’T0:|]|:?71:| },]6{1,2,3,4} (4)

where, Ciciars) € Ry refers to the species concentration in the reactor, C49 € Ry the feed
concentration of A, g € Ry the feed flow rate, and kjc 1534y € Ry the rate constants for the respective
reaction. For each rate constant, ko jc(1234) € Ry is its associated Arrhenius pre-exponential constant,
and [RLTO} je{1234) € R its associated normalised activation energy.

The reactions are first-order and reversible. The reactor is operated isothermally and perfect
mixing is assumed. All reactor concentrations are measured in this example. The manipulated variables
are g and T, and their values are also measured. It is also assumed that the only species entering
the CSTR are A and R, such that their feed concentrations sum up to unity. As such, Cg is easily
calculable as a function of time. The values of kg je (1,34} and [RLTO} je{1234) can be found in [31] and
are reproduced in the Appendix A for ease of reference.

Figure 1 shows that, at steady-state conditions for a given g, Cg reaches a maximum at a certain
temperature, beyond which the reaction gets driven back to the left of Equation (1) to eventually yield
only A and no R. This system possesses rich and relevant dynamics for continuous pharmaceutical
manufacturing and is therefore worth detailed investigation.

The control problem for this system is challenging due to the existence of input
multiplicities [30,32], which occur when a set of outputs can be reached by more than one set of
inputs. This implies the existence of sign changes in the determinant of the steady-state gain matrix
within the operating region. Linear controllers with integral action therefore become unstable for
this problem.

In what follows, as is common in digital control, the discrete-time domain with time-steps denoted
by k € Z will be used. The state vector, x, and manipulated vector (MV), u, are also defined as follows:
x £ [Ca,Cr], u & [q,T]. The underlying plant model can therefore be described by a non-linear
discrete-time difference equation, as Equations (5) and (6) show:

Xey1 = Dxg ux) ®)
Ve = X (6)
where k € Z, is the discrete-time index, and x; and u; the state vector and manipulated vector at

time-step k respectively. ®(.) is the state-transition equation consistent with Equations (2)—(4), and full
state feedback is assumed, such that the measured output y, equals x; for all time-steps.
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The system identification problem consists of finding an approximation of Equations (2)—(4),
and forms the subject of Section 3.1 in this paper. It will be supposed that the p—step ahead prediction
problem is of vital interest for MPC. Throughout this paper, all problems are considered from time-step
zero, and a sampling time At, of 0.1 time units is used.

1.4 .
— CA
—_—

L2 o0 1

Conc. [Non-dimensionalised]

0.0 L I

|
0.8 0.9 1.0 1.1 1.2
Temperature [Non-dimensionalised]

Figure 1. Steady-state conditions as a function of T with g = 0.8.

2.2. Closed-Loop Control Scenarios

The approach taken to construct the RNN for MPC is to train the RNN with data from the
training set, then evaluate the model performance using previously unseen data from the test
set. However, since the main focus of this study is process control, the final evaluation will be
performed by comparing the closed-loop performance of the RNN-based MPC (RNN-MPC) against a
benchmark non-linear MPC (NMPC) controller that directly uses the true plant model, as described in
Equations (2)-(4), as its internal model.

Two control scenarios were selected for performance evaluation and the operating conditions
for each scenario are reflected in the first two rows of Table 1. These scenarios are namely cases I
and II, and they correspond respectively to a reactor system start-up case and an upset-recovery case.
In case I, the system is assumed to initially be at a low temperature state with a relatively low product
concentration. In case II, the initial conditions correspond instead to a high-temperature and low-yield
state. Figure 2 shows the locations of the initial conditions for these control scenarios with respect to
the set-point, with case I represented by the purple point to the left of the peak in the green Cy plot,
and case Il represented by the cyan point to the right of the same peak.

Table 1. Initial conditions and set-points for control scenarios.

Control Scenario Ca CRr q T
I: Start-up 0.692 0.287 0.800 0.800
1I: Upset-recovery 0.822  0.152  0.800 1.100

Set-point (maximum Cr/C,4) 0.324 0.406 0.800 1.043
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Figure 2. Initial conditions for cases I (start-up) and II (upset-recovery) relative to the set-point.

The set-point is judiciously located where the ratio of the product concentration to the feed
concentration, Cr/Cy, is maximised. This set-point corresponds to a product concentration that is
slightly lower than what is maximally achievable. The rationale for choosing this set-point over the
point for maximum Cp is that it maximizes yield whilst minimising downstream separations cost.
The operating conditions corresponding to the target set-point are shown in the last row of Table 1.

3. Methodology

3.1. Non-Linear Time-Series System Identification via Recurrent Neural Networks

ANN s serve as a potential source of models that capture the dynamics of highly non-linear
systems sufficiently well while being relatively easy to obtain and evaluate online, and RNNs are a
sub-class of ANNSs that are structured to better capture temporal dependencies in the system. RNNs
are particularly useful for making p-step ahead predictions of state variables for predictive control,
because the prediction for time-step p depends on the present state and all control actions in time-step
k € {0,...,p — 1}. The prediction for time-step p — 1 used in the above prediction for time-step p
depends similarly on the present state and all control actions in time-step k € {0, ..., p — 2}, and so on.

Figure 3 illustrates the structure of an RNN layer in its compact and unfolded forms. The unfolded
form reveals the repeating cells forming each layer, and each cell is taken in this study to represent a
time-step, such that the state of the cell representing time-step k € {0, ..., p — 1} serves as the input for
a cell representing time-step k + 1. Each cell contains N number of hidden nodes that encode the state
representation, where N is user-specifiable. The equations that mathematically characterise a single
RNN cell in a single-layer RNN are as shown in Equations (7) and (8) below:

by = Wiphe—1 + Wy pugq +b 7)
Ik D (hy + ba) ®)

where k € {1,..., p} is the discrete-time index with p the prediction horizon, h; € RN the (hidden) state
of the cell representing time-step k, u;_; € R? the cell input, §; € R? the cell output which corresponds
to the state vector prediction for time-step k, (b1, by) € (RN)? the offset vectors, W, ;, € RN*2 and
Wi € RN*N the input-to-hidden-state weight matrix and the hidden-state-to-hidden-state weight

201



Mathematics 2018, 6, 242

matrix respectively, and ® : RN — R? an activation function that is applied element-wise. hj is
initialised in this study by using yo.

)

g

b
=)
[y
S}
(8]
)
w

>
T
T
T

Ly — e — — -

J passes

t

Uy Uy Uy Uy

Figure 3. Illustration of a recurrent neural network (RNN) layer in compact form (left) and unfolded
form (right).

Equations (7) and (8) are generalisable to deep RNNs containing more than one layer. For an
I-layer RNN, the activation functions for layers j € {2,...,1} take the form ® : RN — RN, and the
input-to-hidden-state weight matrices have dimensions N x N instead. Deep RNNs may be preferred
to single-layer RNNs for their enhanced ability to learn features of the dynamical system that occur
"hierarchically", but this comes at the expense of longer RNN training times stemming from more
parameters to train.

The regressors required to predict iy 1,.., ) are henceforth represented by ¢y := {yo,uo, ..., ug_1},
and they are introduced into the RNN in a fashion illustrated in Figure 4. Equation (9) below serves as
a shorthand to describe the RNN:

yk = fRNN(‘Pk)/kE{lr'"rp} (9)

An RNN is characterised by the values of W), ;,, W, by and b, for all layers, and these values
constitute the set of parameters. These parameters are learnt from training data by minimising the
predictive error of the model on the training set as determined through a user-specified loss function.
The learning process is performed through the back-propagation through time (BPTT) algorithm that
estimates the gradient of the loss function as a function of the weights, and an optimisation algorithm
that uses the calculated gradient to adjust the existing weights. The adaptive moment estimation
algorithm (Adam) [33] is an example of an optimisation algorithm that is widely used.

The RNN parameters may be difficult to train in some cases due to problems with vanishing and
exploding gradients, and RNN cells with different structures can be used to circumvent this issue.
Long Short-Term Memory cells (LSTMs) were developed to address these problems, and they are used
as the repeating cell in this study. Further details on LSTM cells may be found in the Appendix B.

To generate the data set for training the RNNs in this study, a numerical model of the CSTR
system based on Equations (2)—(4) is needed, because this data consists precisely of this system’s
response to MV perturbations. This numerical model was implemented in Python version 3.6.5, and its
temporal evolution between sampling points was simulated using the explicit Runge-Kutta method of
order 5(4) through the scipy.integrate.solve_ivp function.
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MV perturbations are then introduced into the system to obtain its dynamic response.
This procedure mimics the manual perturbation of the system through experiments, which become
necessary in more complicated reaction systems whose reaction kinetics and overall dynamics resist
expression in neat analytical forms. These perturbations take the form of pre-defined sequences of
control actions, {texpk }ke(o,., 1,1}, Where the "exp" subscript refers to "experiment" and T, represents
the final time-step for the experiment. These control actions are separated by At.

To simulate the system’s dynamic response to the experimental sequence, the control actions
associated to the element in this sequence, texp k = [qexp ks Texpi]’s kK € {0, ..., T — 1}, are applied at
time-step k for a period of At, during which the system’s evolution with this MV is simulated using
the Runge-Kutta method of order 5(4). Once At elapses, Uexp k11 is applied with the system evolution
proceeding in the same manner. This procedure repeats until the final time-step, T, is completed.

A history of the system’s experimental dynamic response is associated to each experimental
sequence, which takes the form of {Yexp k fe(1,.., 7.1+ Yexp,k is the measured system output at time-step
k after exp k1 has been applied to the system for a period of At. This history corresponds to the labels
in machine learning terminology, and the data set is thereafter constructed from both the experimental
sequences and their associated labels. For the p-step ahead prediction problem, each data point thus
takes the form {yy, uy, tgi1, ..., “k+p71} with the associated label {1, ... ,ykﬂ,}, ke{0,...,T,—p}.
T. — p data points can thus be extracted from each experimental sequence. Multiple experimental
sequences can be constructed by perturbing the MVs in different ways, and such a sequence is shown
in Figure 5 with its associated system dynamical response, with this sequence showing variations of
g in the range [0.70,1.05] for fixed values of T. For this study, these sequences were generated in a
fashion similar to Figure 5, by introducing linear changes of different frequencies to one component of
the MV spanning its experimental range while keeping the other MV component constant.

Before training the RNNs, it is necessary to split the data set into the training set and the test
set. The training set contains the data with which the RNN trains its weight matrices, and the test
set will be used to determine the models with the best hyperparameters. The two hyperparameters
considered in this study are the number of hidden nodes, which also correspond to the dimensionality
of the hidden states, and the number of hidden layers.

The experimental simulations and the extraction of training data were performed using Python
version 3.6.5 for this study. Keras version 2.1.5, an open-source neural network library written in
Python, was used for RNN training with TensorFlow version 1.7.0 as its backend.

W ¥2 ¥2 Vp

Yo

iy Uy Uy Up_q

Figure 4. RNN structure for the p-step ahead prediction problem.
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Figure 5. Example of an experimental sequence and the dynamic response with At = 0.1 time units.

3.2. Control Problem Formulation

MPC is a control strategy that selects a set of m future control moves, {ug, ...tup—1}, that minimises
a cost function over a prediction of p steps by incorporating predictions of the dynamical system
for these p steps, {#1,....Jp}. The cost function is typically chosen to punish large control actions,
which implies greater actuator power consumption, and differences between the state vector and the
set-point at each time-step. Input and output constraints can also be factored into the MPC formulation.
Since MPC performance depends on the quality of the predictions of the system, obtaining a reasonably
accurate model through system identification is crucial.

The MPC problem can be formulated as shown in Equations (10)-(13) below:

14 m—1
min { Y G —v)' QU —v) + 1 A“chuA”k} s.t. (10)
{Aug,Auy,., Dy 1} \ 125 k=0
9% = frun (i), k€ {1,...,p} (11)
Ug € [umin,k/ ”max,k}rk € {Or cee,m—= 1} (12)
Auk € [Aumin,k/ Aumax/kL ke {Or e, M= 1} (13)

where p € Z. is the prediction horizon, m € {1, ..., p} the control horizon, j; € R2 the prediction of
the state vector for the discrete-time step k obtained from the RNN, f rNN described in Equation (9),
vi € IR? the set-point at time-step k, u; € R? the MV for time-step k, Auy = uy — u;_; the discrete-time
rate of change of the MV which corresponds to the control action size at time-step k, (Qy, Qu) € (R**?)?
symmetric positive semi-definite weight matrices, and (imin t, tmax ts Mthmin g Atmaxk) € (R?)* the
lower and upper bounds for the control action and the rate of change of the control action at time-step k.
In the above formulation, it is assumed that there are no changes in actuator position beyond time-step
m—1,ie, Ay =Dy =0,ke{0,...,p—m—1}.

This optimization problem is not convex in general and thus does not possess special structures
amenable to global optimality. This is therefore a Non-Linear Programming (NLP) problem, and
modern off-the-shelf solvers can be used to solve it. This problem is solved at every time-step to yield
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the optimal control sequence for that time-step, {Aug, ..., Auf,_;}. The first element, Au, is then
applied to the system until the next sampling instant, where the problem is solved again to yield
another optimal control sequence. This procedure is then repeated in a moving horizon fashion.

The MPC controller in this study was implemented in Python version 3.6.5 through the
scipy.optimize.minimize function, and the sequential least squares quadratic programming (SLSQP)
algorithm was selected as the option for this solver.

4. Results and Discussion

The RNN-MPC workflow consists of (i) gathering experimental sequence data with perturbations
of the MV to generate the data set; (ii) learning the RNNs from the training set and validating their
performance with test data, and selecting the RNNs with the best test performance; and (iii) integrating
the chosen RNN with the MPC and finally evaluating its control performance.

4.1. System Identification

RNNSs with 250, 500 and 1000 hidden nodes were trained for this study, and the number of RNN
layers for these models was also varied from 1 to 3. The validation performance of these models on the
test set was quantified through the root-mean-square error (RMSE) metric, which is defined as shown
in Equation (14) below:

1 Neest P 2
RMSE = (N 3 2((y]->i—<yexp,j)i)> (1

i=1 j=1

where Niest € Z4 is the number of data points in the test set, p € Z, the prediction horizon,
(9)i € R? the j-ahead output prediction for data point i, and (Yexp,)i € R? the corresponding
experimentally-determined output which also represents the ground truth that predictions are tested
against. The smaller the RMSE of the model on the test data, the better its general predictive power.

Table 2 tabulates the validation performance of the RNNs on the test data, and it can be observed
that prediction performance improves with an increasing number of hidden nodes. This is because
hidden states of greater dimensionalities offer greater latitude for capturing more features of the
underlying system, contributing to its temporal dynamics. An improvement of the validation
performance can also be observed with an increase of the number of hidden layers from 1 to 2.
This observation is attributable to the potential of deep hierarchical models to better represent some
functions than shallower models [34].

Table 2. Root-mean-square error (RMSE) over test data of RNNs trained over 1000 epochs.

No. Layers / No. Nodes 250 500 1000

1 0.0299  0.0268  0.0206
2 0.0238 0.0118  0.0083
3 0.0262  0.0119  0.0125

However, performance deteriorated when the number of layers was increased from 2 to 3, and this
may be due to the additional layers introducing more model parameters that needed to be tuned, such
that the training data set became too small to tune all of them correctly.
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Table 2 reveals that RNNs with two hidden layers and 1000 hidden nodes for each RNN cell gave
the best validation performance over the test set, with this representing the optimised hyperparameter
configuration. An RNN with two hidden layers and 2000 hidden nodes was also trained and it was
observed that performance deteriorated when even more hidden nodes were used. This result is
tabulated in Table 3, and possible explanations may be that the 2000-node network overfitted the
training data, or that the use of 2000-node cells introduced more parameters to the model, rendering
the existing training data set too small to tune the additional parameters correctly. RNN with two
hidden layers will be used for subsequent closed-loop control studies.

Table 3. RMSE over test data of RNNs with hidden layers and either 1000 or 2000 nodes trained over
1000 epochs.

No. Layers No. Nodes RMSE

2 1000 0.0083
2 2000 0.0177

It is also worth noting that validation performance is also a function of the quality of the training
set. This performance can be further improved by using a larger training set reflecting the system
dynamics within the control range, particularly for any control scenarios earmarked as important.

The prediction performances of this optimised RNN on the training and test sets are respectively
shown in Figure 6 below for completeness.
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Figure 6. System identification performance of the optimised RNN. (a) Training performance of the
optimised RNN. (b) Validation performance of the optimised RNN on test data.

Figure 6a reveals a good fit of the RNN to the training data, and testifies to the model’s ability to
reflect highly dynamic outputs from highly dynamic training data. Figure 6b shows that the model
succeeded in capturing the general trends for previously unseen test data. Even though this fit was not
perfect, particularly for Cg between 3 and 4 time units, it will be demonstrated in a later section that
satisfactory closed-loop performance can still be achieved with predictions from this RNN.

4.2. RNN-MPC Closed-Loop Control Performance

As described in Section 2.2, the objective in both control scenarios is to bring the system quickly
and smoothly to a target set-point where the ratio of Cg to C,4 is maximised, because this maximises
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yield while minimising downstream separations cost. Since MPC strategies based on single linear
models do not perform well for this example [32], non-linear MPC solutions will be required.

The MPC formulation was shown in Equations (10)—(13), and the prediction and control horizons
for the MPC controller implemented for this study were set to 10 for both control scenarios, i.e.,
p = m = 10. Since the sampling rate, At, was set as 0.1 time units, p and m correspond to 1.0 time
unit. The total simulation time, N, was set to 40, corresponding to 4.0 time units. The weight
matrices for the controller, Qy and Qy,, were defined as diag[2.4,5.67] and diag[25, 25] respectively. The
coefficients selected for Qy reflect that controlling Cg is more important than controlling C4, and Q,
contain coefficients that are even larger to avoid control actions that are over-aggressive, since these
control actions cause system instability. For the constraints, [timin k, Umax k] = [[0.75,0.5],[0.85,1.1]'],
vk € {0/ Nsimfl} and [Aumin,kr Aumax,k} = [[_O'L _0'1]// [0'170'1],]/ vk € {O/ Nsimfl}'

In what follows, the closed-loop control performance of the RNN-MPC controller will be
benchmarked against the NMPC controller whose internal model is the actual full plant model
as described in Equations (2)-(4). This NMPC controller was implemented using the same software as
that of the RNN-MPC controller, whose implementation was described in Section 3.2.

The indices used to evaluate control performance are defined as shown in Equations (15)
and (16) below:

Nsim
T= 3 (=0 Q o = ) + 5 Qu ) (15)
k=1
T= <1 - M) x 100% (16)
NMPC

where Yieq1,. Ny} € R? and Ve (1 Nam} € IR? are the measured output and the set-point at time-step
k respectively, Auy € R? the size of the control action at time-step k, and (Qy, Qu) € (R?%2)2 the
symmetric positive semi-definite weight matrices.

Figures 7-10 below show the performance of the RNN-MPC and NMPC controllers on both control
scenarios for 250, 500, 1000 and 2000 hidden nodes respectively. Table 4 tabulates the performance
index averaged over both control scenarios for each RNN-MPC controller for the same set of values
for the number of hidden nodes.

Table 4. Performance of closed-loop RNN-MPC as a function of RNN nodes (two layers).

No. Nodes Average Performance Index, Iavg Comments
250 93.7 Steady-state Offset
500 95.8 Steady-state Offset
1000 100.0 Desired Performance
2000 98.6 Steady-state Offset

The results show that the RNN-MPC controllers exhibited stability even with only 250 hidden
nodes for both control scenarios, suggesting a robustness associated with the RNN-MPC combination.

For the RNN-MPC controller with 250 hidden nodes, while the NMPC controller exhibited no
steady-state offset, this RNN-MPC controller showed significant steady-state offsets for both control
scenarios. However, the initial transient response of the system under RNN-MPC control was similar
to its NMPC benchmark for both scenarios, suggesting that the RNN succeeded in capturing the global
dynamics of the system, and that 250 nodes may have not been sufficient for the model to learn the
subtler dynamics that would have allowed the controller to bring the system precisely back to the
set-point. A notable improvement in performance was observed with 500 nodes, although steady-state
offsets remained for both scenarios.
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The best closed-loop control performance was obtained with 1000 nodes, and this is consistent
with the finding that this RNN had the best validation performance on the test data. The control
performance of this RNN-MPC was in fact comparable to its NMPC counterpart, with an Z,yg of 100.0.
For 2000 nodes, a deterioration of control performance could be seen with the reappearance of the
steady-state offsets for both scenarios, and this may be attributable to the RNN’s poorer validation
performance on the test data.

To assess the temporal performance of the RNN-MPC controller, 1000 model inputs were
generated randomly and the average computational times required by the NMPC and the RNN-MPC
controllers to generate a single prediction for use in the optimiser are tabulated in Table 5. The RNN
for this temporal benchmarking has 1000 hidden nodes and two layers, and the NMPC generates
predictions by using the Runge-Kutta method of order 5(4) to march the system forward in time. The
predictions for both controllers were generated on an Intel(R) Xeon(R) CPU E5-1650 with 16 GB RAM.

Table 5. Time required to generate a single prediction averaged over 1000 predictions.

NMPC RNN-MPC

Time required  1.55 ms 1.17 ms

The results in Table 5 show that, for the simulation context described in the previous paragraph,
the times required by the internal models of both controllers to generate a single prediction are of
the same order of magnitude, with the RNN even outperforming its NMPC counterpart slightly.
This testifies to the RNNs being a model that can generate predictions for MPC control at least as fast
as the true plant model for this CSTR system.

This CSTR system is a comparatively simple dynamical system, and other systems can have more
complex exact representations whose evaluation for prediction purposes may take a considerably
longer time. Even though these models generate very good predictions, they would be too slow
to evaluate to be useful for online control. Having observed from earlier discussions that stable
control performance can be achieved if the RNN succeeds in capturing the global dynamics, imperfect
predictions may in fact be tolerable if it entails an RNN that is easier to train and faster to evaluate.
RNNSs can therefore serve to balance the needs of MPC for good and quick predictions.

To summarise, even if the system identification by the RNNs does not perfectly describe the
underlying plant dynamics, stable closed-loop control performance can be achieved as long as the
global dynamics of the system are captured. Further refinements to the RNN can be made by optimising
its hyperparameters, which in this study have been selected to be the number of hidden nodes and
hidden layers, to obtain a configuration that is capable of capturing the subtler dynamics of the system
while avoiding overfitting on the training set.
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Figure 7. Control performance of RNN-MPC with 250 hidden nodes and two RNN layers. (a) Control

performance for case I (start-up). (b) Control performance for case II (upset-recovery).
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Figure 8. Control performance of RNN-MPC with 500 hidden nodes and two RNN layers. (a) Control

performance for case I (start-up). (b) Control performance for case II (upset-recovery).
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Figure 9. Control performance of RNN-MPC with 1000 hidden nodes and two RNN layers. (a) Control
performance for case I (start-up). (b) Control performance for case II (upset-recovery).
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Figure 10. Control performance of RNN-MPC with 2000 hidden nodes and two RNN layers. (a) Control
performance for case I (start-up). (b) Control performance for case II (upset-recovery).

5. Conclusions and Future Research

In this study, a multiple-input multiple-output CSTR that houses a reaction exhibiting output
dynamics was studied. The methods for generating the control-oriented RNNs and integrating their
use into MPC controllers were articulated, and the performance of the RNN-MPC controllers was
benchmarked against NMPC controllers that used the true plant model directly as its internal model.

Two control scenarios were simulated, one involving reactor start-up and the other involving
upset-recovery, and the results showed that even if the RNNs do not perfectly describe the underlying
plant dynamics, RNN-MPC controllers can give stable closed-loop control performance for these
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scenarios as long as the global dynamics of the system are captured. These RNNs can be refined
through hyperparameter optimisation to obtain configurations that are capable of capturing the subtler
dynamics of the system while avoiding overfitting on the training set, further augmenting their
effectiveness as control-oriented models for MPC.

It is finally noted again that linear controllers with integral action perform poorly for systems
exhibiting input multiplicities, and that rigorous physics-based models like the model used for the
benchmark NMPC controller can be difficult to obtain in practice and may be too expensive to evaluate
to be useful for online MPC control. The approach presented in this study exploits the ability of
RNN s to capture the temporal dynamics of the system, and it was shown that RNN-based system
identification methods can give control-oriented models for MPC that offer satisfactory performance
for two important control scenarios. As the creation of these RNNss is a data-driven process which
yields progressively more effective models with larger amounts of process and sensor data, these
models serve indeed as an alternative source of control-oriented models that capture the dynamics of
highly non-linear systems sufficiently well while being relatively easy to obtain and evaluate online.
This opens promising avenues for the application of RNNs or other ML models in enabling continuous
pharmaceutical manufacturing practices.

A potential way to bring this study forward is to compare different ML or RNN architectures
for MPC control-oriented system identification. Measurement noise can be incorporated to simulate
realistic sampling scenarios and evaluate the robustness to noise of the ML system identification and the
ML-MPC control techniques. Cross-validated optimisation of more hyperparameters characterising the
ML model, which can potentially include the regular dropout rates between hidden layers, the learning
rates and gradient clipping values among others, as well as a more detailed study of the effects of
the experimental sequences on the quality of the ML model trained, can also give future practitioners
useful heuristics for creating and tuning MLs for their own purposes.

Future research can also involve extending the methodology to multiple CSTRs, and to reaction
kinetics of increasing complexity and of more immediate relevance to the pharmaceutical industry.
These can be done in view of an eventual real-world implementation of these RNN-MPC or ML-MPC
control strategies, from which further comparisons of these controllers to conventional PID controllers,
and other MPC strategies like linear MPC and offset-free MPC, can also be made.
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Abbreviations

The following abbreviations are used in this manuscript:

Adam  Adaptive Moment Estimation
ANN  Artificial Neural Network

API Active Pharmaceutical Ingredient
BPTT  Back-Propagation Through Time
crp Critical Process Parameter

CQA Critical Quality Attribute

CSTR  Continuous-Stirred Tank Reactor
FBU Feeding Blending Unit

LSTM  Long Short-Term Memory

MPC Model Predictive Control

MV Manipulated Vector

NLP Non-Linear Programming

NMPC Non-Linear MPC

PID Proportional-Integral-Derivative (Control)
QbD Quality by Design

QDMC Quadratic Dynamic Matrix Control

RMSE Root-Mean-Square Error

RNN Recurrent Neural Network

RNN-MPC RNN-based MPC

SLSQP Sequential Least Squares Quadratic Programming

Appendix A. Kinetic Parameters for Plant Model

For this study, C49 was assigned a value of 0.8. The vector of Arrhenius pre-exponentials,
ko, was defined as [1.0,0.7,0.1,0.006]', and the vector of normalized activation energies, RLTO'
as [8.33,10.0,50.0,83.3]'.

Appendix B. Long Short-Term Memory Cells

In conventional RNNs, the BPTT algorithm results in the partial derivative of the error function
being multiplied numerous times to the weights corresponding to the various connections, or edges,
of the RNN. Depending on the spectral radius of the recurrent weight matrix, this leads to either the
vanishing or exploding gradients problem, which severely limits the learning quality of the network.

LSTM cells have been proposed to mitigate this issue. These cells use several gating functions,
like the "forget’, “input’ and ‘output’ gating functions, that serve to modulate the propagation of signals
between cells. This cell structure avoids the gradient vanishing or exploding problem.

The basic LSTM cell structure is mathematically expressed as follows in Equations (A1)-(A6) below:

hy = oy = tanh (Cy) (A1)

Cr = fy* Crq +ix x Gy (A2)

Cy = tanh (We[hy_q, ug)' +be) (A3)
iy = c(Wilhg_1, ) +b;) (A4)
fi = c(Wr.[hg_q, ]’ + by) (A5)
o = 0 (Wo.[lg_1, 1) + bo) (A6)

where k € Z, is the time index, li; € RN the hidden state variable, and u; € R? the input variable.
fr € 0,1], i € [0,1] and oy € [0,1] are the “forgetting’, ‘input” and ‘output’ gates respectively, and are
characterised by their respective weight matrices and bias vectors, with ¢ : RN — [0,1]" an activation
function. The input gate controls the degree to which the cell state, represented by Equation (A2)
and distinct from the hidden state variable, is affected by candidate information, and the output gate
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controls how this cell state affects other cells. The forget gate modulates the self-recurrent connection of
the cell, allowing it thus to partially remember the previous cell state in a fashion similar to traditional
RNNS. * refers to a point-wise multiplication.
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