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Abstract: The Internet of Things is rapidly growing with the demand for low-power, long-range
wireless communication technologies. Long Range Wide Area Network (LoRaWAN) is one such
technology that has gained significant attention in recent years due to its ability to provide long-range
communication with low power consumption. One of the main issues in LoRaWAN is the efficient
utilization of radio resources (e.g., spreading factor and transmission power) by the end devices. To
solve the resource allocation issue, machine learning (ML) methods have been used to improve the
LoRaWAN network performance. The primary aim of this survey paper is to study and examine
the issue of resource management in LoORaWAN that has been resolved through state-of-the-art ML
methods. Further, this survey presents the publicly available LoRaWAN frameworks that could be
utilized for dataset collection, discusses the required features for efficient resource management with
suggested ML methods, and highlights the existing publicly available datasets. The survey also
explores and evaluates the Network Simulator-3-based ML frameworks that can be leveraged for
efficient resource management. Finally, future recommendations regarding the applicability of the
ML applications for resource management in LoRaWAN are illustrated, providing a comprehensive
guide for researchers and practitioners interested in applying ML to improve the performance of the
LoRaWAN network.

Keywords: LoRa; LoRaWAN; Internet of Things (IoT); machine learning (ML); resource management;
spreading factor (SF); transmission power (TP); simulation; artificial intelligence; deep learning;
reinforcement learning; dataset

1. Introduction

The Internet of Things (IoT) is a rapidly growing field that involves connecting a
wide range of devices to the Internet to enable communication and data exchange between
them. IoT enables seamless integration of the physical and digital worlds, revolutionizing
various domains such as healthcare, transportation, agriculture, and industrial automa-
tion [1-4]. In IoT connectivity, several technologies have emerged to address the diverse
requirements of IoT applications. These technologies comprise Long-Range Wide Area
Networks (LoRaWAN), SigFox, Narrowband (NB)-IoT, Weightless, and Long Term Evolu-
tion for Machines (LTE-M) [5-8]. The key features of these IoT technologies are illustrated
in Table 1. Sigfox offers a simple and low-cost deployment, while NB-IoT leverages the
existing cellular infrastructure and provides higher data rates. The Weightless protocol
provides flexibility and scalability, and LTE-M supports enhanced mobility and coverage.
LoRaWAN [9] is among the leading low-power wide area network (LPWAN) technologies
that have gained significant attention recently due to its ability to provide long-range
communication with low power consumption. As a result, it has been extensively adopted
by academia and industries for the IoT.

Sensors 2023, 23, 6851. https://doi.org/10.3390/523156851 1 https://www.mdpi.com/journal/sensors
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Table 1. Key features of widely adopted IoT technologies [10,11].

Feature LoRaWAN Sigfox NB-IoT Weightless LTE-M

ISM band 1800 MHz, 915 MHz, 1800 MHz,
Spectrum (region-specificy 000 Mz IIMHZ 550 Ny, 2400 MHz 2100 MHz
Bandwidth 125, 250, and 100 Hz Narrowband, ?TER}:S? d;/vmtl(t)h’ Typically

500 kHz typically 200 kHz ypieally up several MHz

several MHz
. various (depends
Modulation Shelzgfﬁnsp read Elagjowban d) GMSK on the variant OFDM
P (GFSK)

Payload size Up to 243 bytes Up to 128 bytes Up to 1600 bytes Up to 255 bytes Up to 1500 bytes
Data rate Up to 100 kbps Up to 100 bps Up to 200 kbps Up to 1 Mbps Up to 1 Mbps

Urban =5, Urban = 10, Urban =1,
Range [km] Rural =20 Rural =40 Rural =10 Up to 10 km Up to 10 km
Adaptive data rate  Yes No Yes Yes Yes
Energy . Very low Very low Low to moderate Low Low to moderate
consumption
Mobility support Yes (without ADR) No Limited Limited Limited

. RSSI and .
Localization TDoA [12,13] No No Yes Varies
Private network Yes No Yes Yes Yes
Bldlrectlc?nal. Yes No Yes Yes Yes
communication
Deployment Public Closed Public Public Public
. . Not publicly

Simulators [public]  Yes [14-30] Yes [31-33] Yes [34,35] available Yes [35-38]

Long Range (LoRa) is the physical layer (PHY) primarily based on chirp spread
spectrum (CSS) modulation, making it capable of achieving long-range and low power
consumption [39]. LoRaWAN is the medium access control layer (MAC) responsible for
efficiently managing communication between LoRa end devices (ED) and gateways (GW).
In addition, LoRaWAN offers features such as adaptive data rate (ADR) for efficient re-
source management, bi-directional communication, and strong security, making it a robust
and scalable solution for IoT deployments [40]. With their long range, ultra-low power
consumption, and efficient network management, LoRa and LoRaWAN are revolutionizing
the IoT landscape, empowering businesses and industries with seamless connectivity and
enabling innovative IoT applications across various sectors [41].

1.1. Existing Surveys on LoRa/LoRaWAN and Motivation

The specification of LoRa provides a detailed overview of the PHY and LoRaWAN
features along with the ADR, retransmission procedures, and other features [42]. However,
the decision-making of resource parameters configuration and optimal allocation to EDs
[e.g., SE, bandwidth (BW), coding rate (CR), and transmission power (TP)] is left open to
developers and academic researchers, allowing them to create and develop solutions for
IoT applications.

In recent years, the LoRa/LoRaWAN has been surveyed in various aspects, such
as ADR optimizations, mobility management, simulation tools, routing, security, etc.,
highlighting advantages, disadvantages, and future recommendations, as illustrated in
Table 2. Table 2 presents the existing surveys and tutorials with the main focus and brief
description of the topics covered on LoRa/LoRaWAN. In addition, the current surveys
and tutorials in Table 2 are not focusing on the resource allocation issue addressed using
machine learning (ML) methods for the LoRa/LoRaWAN. Therefore, this survey fills the
stated gap by presenting a constructive and comprehensive review of the use of ML in
LoRa/LoRaWAN.
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Table 2. Overview of surveys and tutorials on LoRa and LoRaWAN from 2018 to July 2023.

Ref. Year Main Focus of Survey Brief Description of Main Topics Covered
[43] 2018  Pros and Cons of LoRaWAN Compared existing solutions along with pros and cons and highlighted challenges and solutions.
[44] 2018  Security risks of LoRaWAN Discussed and analyzed the impact and likelihood of each security threat in LoRaWAN.
[45] 2018 LoRa and its applications Presented a comprehensive review regarding LoRa and its applications.
[46] 2019 advantages and disadvantages Compared NB-IoT, LoRa, and Wi-Fi HaLow in terms of their main characteristics.
[47] 2019  Comparative study Studied LoRaWAN, NB-IoT, LTE-M, and Sigfox and their use in WSN scenarios.
[48] 2019 Edge and Fog computing Discussed LoRa-based edge and fog computing paradigms, highlighted pros and cons.
[49] 2019 LoRa/LoRaWAN challenges Reviewed challenges of LoRa in scalability, capacity, and signal collision.
[50] 2019 Overview of LoRaWAN, DASH7, Reviewed the architectures and addressed the mobility management issues, and presented a comparative
and NB-ToT study of LoRaWAN, DASH?7, and NB-IoT.
[51] 2019  Overview LPWA technologies Provided an overview of the existing solutions and identified key research challenges to be addressed in LPWA
technologies.
[52] 2019 LoRaWAN simulators Reviewed several existing available simulators for LoRa/LoRaWAN along with design requirements and their
limitations and how to improve simulators.
[53] 2019  Security and energy Overviewed LoRaWAN in terms of security and energy based on existing state-of-the-art.
[54] 2019 Capacity of LoORaWAN Studied the capacity of LoRaWAN in terms of ADR, channels, SF, RE, and ED density, along with challenges
and future research opportunities.
[55] 2019 LoRaWAN simulators Provided an overview of existing simulators for LoRa/LoRaWAN with requirements and limitations.
[56,57] 2020 ADR optimization Reviewed the existing ADR solutions, discussed the impact on the performance of LoRaWAN networks, iden-
tified challenges and future optimization techniques for improving the ADR.
[58] 2020 LoRa networking challenges Investigated the challenges in terms of networking faced during deployment, presented recent solutions,
and discussed open issues considering practical large-scale deployment of LoRa networks.
[59] 2020 Feasibility of adapting UDN Carried the feasibility of adapting an ultra-dense network (UDN) within LoRaWAN and provided details of
Mesh-LoRaWAN topology for UDN.
[60] 2020 Visual data transmission Evaluated existing techniques regarding the image transmission over LoRa networks, presented challenges,
and solutions to overcome them.
[61] 2020 LoRaWAN mesh networks Presented a review and comparative analysis on the classification of multihop communication solutions, dis-
cussed issues and highlighted future research directions.
[62] 2020  Security in LoRaWAN Analyzed security issues and possible network attacks in LoRaWAN and presented countermeasures prevent-
ing LoORaWAN from attacks.
[63] 2020 Routing in LoRaWAN Discussed related approaches concerning multihop communication and routing protocols.
[64] 2020 Confirmed traffic in LoRaWAN Highlighted use cases, examined several aspects of confirmed traffic along with existing solutions.
[65] 2020 Performance review of LoRa Discussed the LoRa technology and reviewed performance.
[66] 2021 Use of ML in LoRa Surveyed the general issues related to LoRaWAN, overviewed the ML solutions, and highlighted key future
research directions.
[67] 2021 LoRaWAN optimizations Presented existing solutions in five aspects: coexistence, resource allocation, MAC layer, network planning,
and mobility support.
[68] 2021 UAV-Based LoRa communication Studied deployments of UAV-based LoRa network and reviewed systematically focusing on the communica-
tion setup and its performance.
[69] 2021 ADR enhancements Reviewed the existing ADR solutions with regard to mobility.
[70] 2021 Routing in LoORaWAN Investigated routing approaches in multi-hop networks.
[71] 2021 Comparative analysis LoRaWAN Compared LoRaWAN and NB-IoT in terms of power consumption, security, latency, and throughput perspec-
and NB-IoT tives.
[72] 2021  Performance evaluation Studied the factors affecting the capacity of the LoRa networks and its performance.
[73] 2021 Simulation tools Presented the available simulation tools utilized for LoORaWAN performance assessment in ns-3.
[74] 2022 Resource allocation (e.g., SF) Presented a concise overview of the traditional SF assignment methods to IoT end devices.
[75] 2022 LoRaWAN optimizations Discussed various aspects, including bandwidth, modulation, data rate, coverage, link budget, payload, power
efficiency, security, ADR optimizations, and localization concerning LoRaWAN.
[76] 2022 LoRa networking techniques Surveyed the LoRa network techniques in LoRa (PHY layer), LoRaMAC layer (WAN), and application layers
along with challenges and future trends.
[77] 2022 LoRaWAN protocols Provided an extensive survey on the existing LoORaWAN communication protocols focusing on the energy
efficiency at both LoRa (PHY layer) and LoRaMAC layer (WAN).
[78] 2022  Energy efficiency Surveyed the existing works on energy efficiency at LoRa and LoRaWAN.
[79,80] 2022 LoRa simulators Presented a comparative study simulation tool for the simulation of LoRa/LoRaWAN networks.
[81] 2022 LoRaWAN security Highlighted vulnerabilities and security attacks, discussed their systematic mitigation approaches.
[82] 2022  Recent advancement in LoRa Reviewed LoRa concerning analysis, communication, security, and applications.
[83] 2023  Scalability in LoRaWAN Discussed scalability challenges with existing state-of-the-art solutions to assist LoRaWAN deployment in mas-
sive IoT networks.
[84] 2023  Artificial Intelligence of Medical Explored the current literature in the AIoMT, emphasized the powerful association between Al and IoT tech-
Things (AIoMT) nologies.
Our survey ML for resource management This survey presents an in-depth review of resource management issues with state-of-the-art ML solutions,

(e.g., SF, TP, BW)

discussing the LoRaWAN frameworks for dataset collection, providing a constructive review on the ns-3-based
ML frameworks, and presents future recommendations.

1.2. Methodology

We started with a systematic literature review methodology for this survey on im-
proving LoRaWAN performance with ML, as illustrated in [85]. We first comprehensively
searched the abstracts of all papers on IEEE Xplore, ACM, Elsevier, Wiley, and MDPI
databases for LoRa/LoRaWAN and AI/ML/DL/RL. The search yielded approximately
148 papers, which include all aspects of LoRa/LoRaWAN resolved through ML techniques,

as illustrated in Figure 1.
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Figure 1. Number of published articles found in the existing literature for improving the performance
of LoRaWAN using ML applications.

However, this survey only focuses on the performance improvement of LoRaWAN
achieved using efficient resource management (e.g., channel allocation, SE, TP, and BW)
through ML. Out of 148 papers, we found 36 papers dealing with resource management
issues. This number also includes manually adding a small number of papers not found by
our initial search, using backward reference searching and cross-citation techniques.

1.3. Scope and Contribution of the Survey

In contrast to published surveys and tutorials highlighted with a brief description
of the main topics covered in Table 2, which present many characteristics or provide a
comprehensive evaluation of the LoRa and LoRaWAN communication systems, where a
comparison with other LWPAN technologies, potentials of both LoRa and LoRaWAN, ADR
optimization/enhancement techniques, interference/collision mitigation, and available
simulators for LoRa/LoRaWAN are the major topics, our survey mainly focuses on resource
allocation issue addressed through ML for improving LoRaWAN performance.

The contribution of this survey, compared to the surveys and tutorials presented in
Table 2, is as follows:

1.  We provide a systematic overview of the different areas of LoRaWAN performance
where ML/DL/RL has been applied. We discuss the core LoORaWAN issues that can
be addressed with ML/DL/RL and provide examples of how ML/DL/RL has been
used to address these issues;

2. We discuss the publicly available LoRaWAN frameworks, which can potentially be
applied for dataset collection. A comprehensive study has been carried out to high-
light the best features for efficient resource allocation and the ML/DL/RL methods
for improving LoRaWAN performance;

3. We extensively provide a discussion on the Network Simulator-3-based ML/DL/RL
frameworks that could be utilized for efficient resource allocation with comprehen-
sive scenarios;
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4. We identify open challenges in each area of LoRaWAN performance, discuss future
research directions concerning resource allocation, and highlight potential benefits of
ML for improving LoRaWAN performance.

1.4. Structure of the Survey

Section 2 highlights the core features of LoRa and LoRaWAN. Section 3 presents
state-of-the-art methods for improving LoRaWAN performance using ML, DL, and RL.
Section 4 elaborates on the existing LoORaWAN frameworks that could be utilized for dataset
collection, discusses the required features, and highlights the best suitable ML methods
for resource allocation concerning the features. Section 5 discusses the publicly available
datasets utilized for various LoRaWAN deployments and IoT applications. Section 6
presents the existing publicly available ns-3-based ML frameworks and discusses how to
utilize them for improving the performance of LoRaWAN. Section 7 presents a detailed
discussion and highlights the potentials and limitations of the resource management ML
methods applied on EDs and NS sides. Section 8 elaborates on the open research opportu-
nities regarding efficient resource management, whereas Section 9 provides concluding
remarks on this survey paper.

2. Core Features of LoRa and LoRaWAN
This section briefly presents the core features of LoRa and LoRaWAN.

2.1. LoRa-Long Range

LoRa [86] is a radio frequency (RF) modulation technology that defines the PHY layer
features for long-range communications. LoRa is a proprietary PHY layer modulation
based on CSS modulation to achieve long-range communication [87]. CSS is a subset of
Direct-Sequence Spread Spectrum (DSSS), helping the GW to recover a weak signal and
achieve high sensitivity, enabling increased coverage at a lower data rate (DR) [88,89]. In ad-
dition, LoRa utilizes five configurable resource parameters, i.e., SF, TP, CR, BW, and carrier
frequency (CF), to fine-tune the link performance and energy consumption [56,74,79,90,91].
These configurable resource parameters of LoRa communication are discussed here.

2.1.1. Spreading Factor (SF)

The number of bits encoded in a symbol by LoRa is an adjustable resource parameter
known as the SF. LoRa operates in six SFs (i.e., SF;~SFjy), utilized by the ED during uplink
(UL) transmission. To transmit a UL packet, the EDs select a random channel using ALOHA
channel access mechanism [92]. Furthermore, the choice of SF an ED utilizes during the
communication plays a significant role for different reasons: a higher SF (e.g., 11, 12)
complies with a high distance coverage; however, it indicates a low DR and high time-on-
air (ToA) [67,93,94]. For example, the ToA for a packet size of 51B and 1% duty cycle (DC),
considering the EU region (i.e., 868 MHz), is illustrated in Table 3. Table 3 is computed using
The Things Network (TTN) community network platform, where the TTN has utilized the
LoRaWAN regional parameters [9], consisting of the duty-cycled limited transmissions
to comply with the European Telecommunications Standards Institute (ETSI) regulations.
In the EU region, the ETSI imposes DC limitations, where LoRaWAN complies with a
maximum DC of 1%. The TTN uses a fair access policy (FAP) [95], allowing ED to send data
to GW for at most 30 s of ToA and ten downlink messages (including acknowledgments for
confirmed packets) per ED per 24 h [96,97]. Based on the TTN network, SF;; and SFj; are
only allowed when ADR is enabled. Increasing the SF by one step doubles the ToA (for the
same BW). It also indicates that a single transmission on SFj( takes more time than 6 on SF;,
or may need about the same ToA as 3 on SF;, SFg, and SFy combined. As a consequence of
this behavior, the use of ADR or blind ADR is suggested for SF and TP adjustment [98-100].
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Table 3. Time-on-air, duty cycle, and fair access policy (FAP) conditions at 125 kHz and packet
size of 51B [101,102].

Conditions SF7 SF8 SF9 SF10 SF11 SF12
ToA [ms] 118.0 215.6 390.1 698.4 1478.7 2793.5
1% DC [s] 11.8 21.6 39.0 69.8 1479 279.3
1% DC [msg/h] 305 167 92 51 24 12
FAP [avg - s] 339.9 620.8 1123.6 2011.3 4258.5 8045.2
FAP [avg/h] 10.6 5.8 3.2 1.8 0.8 0.4
FAP [msg/h] 254 139 76 42 20 10

2.1.2. Transmission Power (TP)

In LoRa, TP is an adjustable parameter with a step of 2, ranging from 2 to 14 dBm.
TP is controlled by the ADR, implemented at the ED and NS sides to control the energy
consumption of EDs [103,104].

2.1.3. Coding Rate (CR)

LoRa uses forward error correction (FEC) to improve the reliability of wireless trans-
missions. FEC adds redundant bits to the data, which can be used to correct errors occurring
during transmission. The CR determines the redundancy added to the data. The smaller
the CR, the more redundant bits are added, and the more reliable the transmission will
be. However, a smaller CR will also increase the time it takes to transmit the data. The CR
can be chosen among 4/5,4/6,4/7, and 4/8. The smallest CR, 4/8, provides the best
reliability but takes the longest ToA to transmit the data. The largest CR, 4/5, provides the
least reliability but sends the data the fastest. The choice of CR depends on the application
that requires high reliability, such as industrial automation. A large CR should be used for
applications that require fast data transmission, such as asset tracking.

2.1.4. Carrier Frequency (CF)

CF in LoRaWAN is the frequency at which a LoRa ED transmits data toward GW. It
is typically selected from a range of frequencies in a particular region. The CF affects the
capacity and power consumption of ED. For example, the LoRa CF can be programmed
in steps of 61 Hz between 137 MHz to 1020 MHz. However, depending on the particular
LoRa chip, this range may be limited to 860 MHz to 1020 MHz [103]. LoRa supports differ-
ent ISM frequencies (in MHz), namely EU863-870 (Europe), U5902-928 (North America),
EU433 (Asia), CN470-510, CN779-787 (China), AU915-928 (Australia), KR920-923 (Korea),
and IN865-867 (India) [9].

2.1.5. Bandwidth (BW)

LoRa operates in three BW: 125, 250, and 500 kHz. The BW is determined by the
regional parameters, as specified in the LoRaWAN specifications [9]. A LoRa-modulated
signal comprises 2°F chips spread over the available BW. The SF parameter controls the
spreading BW and the signal sensitivity to noise. A larger SF value results in a wider
spreading of BW and lower sensitivity to noise. However, it reduces the DR.

2.2. Long Range Wide Area Network (LoRaWAN)

LoRaWAN defines MAC layer features as consisting of a star-of-stars topology com-
prising many EDs, GW, NS, and application servers, as shown in Figure 2. The EDs in
LoRaWAN network are classified as Class A, Class B, and Class C [105]. Class A EDs are
battery-powered and consume ultra-low energy. These EDs are bi-directional and receive
acknowledgment (ACK) from NS with two available receive windows (RXs). Class B EDs
are also battery-powered and provide bi-directional communication. These EDs support
unicast and multicast transmission, though they have more RXs and are synchronized
with a beacon frame transmitted by the GW after a certain time. Finally, Class C EDs use
more power and listen all the time, excluding the transmission time. Among these EDs
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classes, Class A EDs deal with sensors and are implemented in IoT applications, owing to
their energy efficiency and bi-directional communications [79]. Furthermore, LoRaWAN
supports two communication modes: confirmed and unconfirmed.
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Figure 2. LoRaWAN network.

2.2.1. Confirmed Mode

In LoRaWAN, the ED initiates data transmission with an SF and TP. The SF and TP
are allocated by the NS using the ADR mechanism, as defined in [99,106-113]. The ADR
determines the values of SF and TP based on the highest SNR value of the last 20 packets
received at the NS. The NS reduces the SF and increases or decreases the value of TP by 2 to
reduce energy consumption. However, the newly adapted SF and TP might not successfully
deliver the packet to the NS. Therefore, in confirmed mode, the ED utilizes a recovery ADR
based on the retransmission procedure on the ED side. When the retransmission counter
is a multiple of two, the ED increases its SF, and a TP of 14 dBm is adopted at the time of
packet transmission [114]. It increases the chances of successfully delivering a packet to the
NS with increased energy consumption costs.

2.2.2. Unconfirmed Mode

The unconfirmed mode does not require a downlink ACK from the NS. However,
to determine the connectivity loss between the ED and GW, the ED enables ADR ACK bit by
sending a MAC command ADRACKReq in the LoRa frame header (FHDR) after 64 (default)
UL packets [9]. In such a case, the NS must send an ACK, but not immediately. Furthermore,
LoRaWAN utilizes ADR for SF and TP management in confirmed and unconfirmed modes.

3. LoRaWAN Meets ML

This section mainly focuses on existing ML methods applied to LoRa and LoRaWAN
for efficient resource management (e.g., SE, TP, BW, and CR) for improving LoRaWAN
network performance and efficiency. In the remainder of this section, we present the
existing ML, DL, and Reinforcement Learning (RL) methods applied to LoRaWAN.

3.1. Improving LoORaWAN Performance Using ML

Here, we identify the need for ML and present state-of-the-art methods for enhancing
LoRaWAN performance through efficient resource management. These ML methods
applied for improving the performance of LoRa and LoRaWAN are shown in Table 4.

3.1.1. Need for Machine Learning

ML is a rapidly growing field with many applications, including wireless communica-
tions [115-119]. ML can be utilized to improve the performance, efficiency, and security
of wireless networks [120,121]. However, ML is applied in a mathematical model deficit
and algorithm deficit cases in IoT scenarios [122]. In LoRaWAN, resource management
decision-making is left open to developers and researchers, allowing them to develop intel-
ligent solutions for demanding IoT applications. One approach is to utilize ML for resource
management, revolutionizing the optimization of SF, TP, BW, and other important param-
eters. ML algorithms empower LoRaWAN networks to dynamically allocate resources,
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predict network traffic, mitigate interference, and optimize energy consumption, thereby
enhancing network capacity, reliability, and battery life. With ML-driven insights, operators
can proactively plan network expansions, ensure the quality of service (QoS), and achieve
self-optimizing networks that autonomously adapt to changing conditions [123,124]. This
cutting-edge technology releases the full potential of LoRaWAN, transforming it into an
intelligent, adaptive, and efficient IoT infrastructure for a wide range of applications.

3.1.2. Machine Learning: The State-of-the-Art

The existing state-of-the-art ML methods can be classified into supervised and unsu-
pervised.

Supervised Approaches

A load-balancing method for dense heterogeneous IoT networks, such as smart city
scenarios, was proposed in [125]. The dataset was gathered from a TTN Mapper (mapping
the coverage of TTN GWs based on user data) [126] of frequency, DR, latitude, longitude,
RSSI, and SNR. These features describe the successful UL packet transmission from ED to
the GW. The authors trained different ML techniques, such as Multiple Linear Regression
(MLR), Gaussian Naive Bayes (GNB), Linear Discriminant Analysis (LDA), Quadratic
Discriminant Analysis (QDA), Decision Tree (DT), Random Forest (RF), Extremely Ran-
domized Trees (ET), and Voting (Ensemble Learning). The classifiers were applied to an
urban IoT network, where the simulation results showed an improved packet success ratio
(PSR) and reduced energy consumption of a LoRaWAN network.

In [127], an SF allocation scheme using a support vector machine (SVM) and DT to
resolve the collision issue in the LoRaWAN network has been proposed. The training
dataset was generated using Simulator for LoRa SimLoRaSF [128] (SF), a custom simulator
designed for LoORaWAN using Python. The dataset contains the X and Y coordinates of
the ED along with successful SE. The input is labeled as successful (if the packet was
successfully received at the GW), interfered (when a packet was unsuccessful due to
Co-SF interference), and under sensitivity (when a packet is arriving under the required
sensitivity threshold at a specific SF). The SVM and DT classifiers are trained for optimal
SF allocation. Their simulation results showed that the SVM and DT could efficiently
classify the SF, improving the PSR and transmission energy consumption compared to the
random SF allocation method. However, the SimLoRaSF does not consider the downlink
communication, which is an essential part of the LoRaWAN.

The authors in [129] solve the resource classification problem (e.g., TP) for static EDs
in LoRaWAN through various ML techniques, such as RF, SVM, logistic regression (LR), K-
nearest neighbor (KNN), LDA, and GNB. The authors used LoRaSim [30,130,131] network
simulator for dataset collection, which is designed for LoRaWAN IoT networks based on
Python. The ML algorithms were trained on data from previous packet transmissions, such
as SF, CR, Nakagami path loss, and the distance between the ED and GW. As a result, every
combination of SF and CR pairs has one optimal TP associated with it. The dataset was
split into training and testing by 70% and 30%, respectively. From classification results, it
was observed that the RF method achieved the highest accuracy of 92.96% compared to
other ML techniques. Their simulation results revealed that suitable TP classification leads
to a higher PSR than other non-ML methods, such as ADR.

The authors in [132] proposed a combined path loss and shadowing (CPLS) technique,
where ML methods such as LR, SVM, RF, and Artificial Neural Network (ANN) were
trained on RSSI, ToA, SF, and SNR. The dataset was collected through a testbed utilizing
four static EDs in a line-of-sight (LoS) scenario. After removing the outliers and wrong data
collected from the sensors, they divided the dataset into training (80%) and testing (20%).
To this end, the authors suggested an enhanced ADR for SF and TP allocation to static
EDs. The ML methods were evaluated with root-mean-square error (RMSE), achieving
up to 1.566 dB and R? up to 0.94. The enhanced ADR results revealed reduced energy
consumption by 43% compared to the ADR of LoRaWAN.
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The paper [133] proposed an ML approach based on a learning-automata mechanism
to extend the lifetime of IoT EDs utilized for forest monitoring. Their proposed approach
selects the most energy-efficient ED to act as a cluster head. The simulation results showed
that the proposed learning-automata mechanism increased the lifetime of IoT EDs by up to
6.7 times. Their proposed approach has empirically proven that the learning automaton
consistently converges on the most suitable ED to serve as the cluster head based on
energy consumption metrics, proving their proposed approach is scalable and can easily be
adapted to different IoT applications.

Unsupervised Approaches

One of the challenges of LoRaWAN is the collision occurring between the packets
of EDs when transmitted at the same time with the same SF over the same channel.
A K-means clustering algorithm was proposed for reducing collision probabilities [134].
Their proposed K-means are responsible for grouping EDs with similar traffic patterns.
EDs belonging to different groups have different priorities, and the channel access for
the UL packet transmission is determined by the given priority. Their method showed
improved performance in terms of collision probability for class A and B devices. Their
proposed method is simple, scalable, and efficient for reducing collision probabilities in
LoRaWAN. Similarly, ED profiling using K-means was utilized in [135] to predict the
behavior of LoRaWAN traffic. The authors grouped the EDs using the same SF and packet
size and trained DT and Long Short-Term Memory (LSTM) using unsupervised traffic
pattern classification methods. Their simulation results showed improved performance in
terms of PSR by reducing the impact of interference. However, in a dynamic LoRaWAN
network, ED profiling can be time-consuming because resources (e.g., SF and TP) are
application-dependent. Therefore, their proposed method is applicable to static LoRaWAN
network environments.

A learning-automaton-based ML approach was proposed on the NS in [136] to select
between two MAC protocols: TDMA and Slotted ALOHA. The selection of each MAC
protocol depends on the network traffic load. If the network traffic load is high, TDMA is
chosen for packet transmission to avoid collisions. If the network traffic load is low, Slotted
ALOHA is utilized for communication to reduce packet delay. The learning automaton
adapts the MAC protocol selection based on the feedback received from the environment.
The proposed learning automaton-based ML approach has been evaluated in simulation,
showing improved performance in the presence of event traffic.

Table 4. ML methods applied for improving the performance of LoRa and LoRaWAN.

Deployment

Ref. Year ML Model(s) ML Approach  Features Platform Dataset Tool Application(s)
[125] 2018 MLR, GNB, LDA, QDA, Supervised RSSI, SNR Python tool TIN Mapper [126] ~ Smart city
DT, RF, ET, Voting
[127] 2019 SVM, DT Supervised X and Y coordinates, SF SimLoRaSF SimLoRaSF sim- X
simula- ulator [128]
tor [128]
[129] 2023 RF SVM,LR,KNN,LDA, Supervised SE, CR, path loss, and distance ~ LoRaSim LoRaSim Smart parking
GNB
[132] 2023 LR, SVM, RF, ANN Supervised RSSI, ToA, SF, SNR X Testbed X
[133] 2023 Learning-automata Supervised RSSI, ToA, SF, SNR X Testbed Forest monitor-
ing
[134] 2019 K-means Unsupervised  Traffic patterns and priority X Simulation X
[135] 2020 DT, LSTM Unsupervised  SF and packet size X Tested Water metering
[136] 2022 Learning-automata Unsupervised  Traffic pattern X Simulation Environmental
monitoring
[136] 2022 AR, TFT Unsupervised Time-stamp, SNR, duty cycle, X ns-3 simulator Smart
number of transitions, SF, fre- home/city

quency, ADR, successful trans-
mission, and failed transmis-
sion

X = not mentioned in the referenced paper.
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The authors in [137] proposed two Al methods, an autoregressor (AR) model and a
temporal fusion transformer (TFT) model, for classifying and detecting LoRaWAN traffic
to optimize the LoRaWAN network performance. The authors collected a dataset using
the ns-3 simulator, where the EDs are placed in an 8 km circle with a centered GW. They
considered all possible criteria as features for EDs, including the inter packets time, SNR,
DC, number of UL transmissions, SF, frequency, ADR, successful transmission at the GW,
and failed transmission. The simulation was executed for 365 days, resulting in a 100 GB
database. The TFT method was utilized to forecast the behavior of the LoRaWAN network,
and the AR method to detect the surge in traffic with overall classification precision between
94.50 and 99%. However, the suggested Al methods have not been utilized in the ns-3 for
online testing.

3.2. Improving LoORaWAN Performance Using DL

We begin by highlighting the importance of DL in the LoRaWAN network. We then
delve into the cutting-edge DL methods currently employed for solving the resource
management issue to enhance the performance of LoRaWAN networks. These DL methods
applied for improving the performance of LoRa and LoRaWAN are illustrated in Table 5.

3.2.1. Need for Deep Learning

DL can improve the performance of LoRaWAN networks by optimizing resource
parameters, predicting network traffic, mitigating inter- and intra-interferences, and op-
timizing energy consumption [138-148]. Furthermore, to dynamically allocate resources
to EDs, such as BW, SF, and TP, a DL method can be trained on a large dataset generated
using simulation tools (e.g., ns-3 or Matlab) or testbeds. Finally, the trained DL method can
be deployed on EDs or network servers (ns-3 or testbed deployments) for efficient resource
allocation, improving the performance of the LoRaWAN network.

3.2.2. Deep Learning: The State-of-the-Art

An Extended Kalman Filter (EKF)-based LSTM method based on regression method
for predicting collision in LoRaWAN network was proposed in [141]. They generated
the dataset for a number of collisions for each 20 min interval using the LoRaSim simu-
lator [131]. For training the LSTM, the dataset was split into 70% and 30% into training
and testing and scaled to [0, 1]. They utilized the pre-trained LSTM along with EKF for
collision analysis. Their results showed an improved RMSE of 0.9863 compared to other
approaches, such as Gated Recurrent Unit (GRU) and Recurrent Neural Network (RNN).
Hence, with low RMSE, the LSTM-EKF has reduced the number of collisions in online
simulation and yielded better performance. The collision in the LoRa network is directly
linked with the SF; hence, SF has not been considered for adaptive configuration. As a
result, their proposed LSTM-EKF can lead to underperformance when utilized in a dynamic
LoRaWAN network.

The study in [146] proposed DeepLoRa, an environment-aware path loss model,
utilizing satellite photos to categorize a land cover using Bi-LSTM accurately. In DeepLoRa,
first, each pixel of the picture map was class-labeled, which divided the land cover into two
classes, non-line of sight (NLoS, buildings, trees) and LoS (no attenuation), to reflect the
actual land-cover type. Second, they divided LoRa lines from an ED to GW into identically
sized micro-links. Each was then embedded into a different sequence element based on a
land cover map. To determine the Estimated Signal Power (ESP) received by GW, the model
integrated the sequences with specific input parameters and anticipated related path loss.
For all land cover categories, the accuracy of land cover classification was 97.4% (which
can be regarded as a true environment reflection). Furthermore, DeepLoRa performed at
least 50% better than other models.

A neural-enhanced LoRa demodulation method (NELoRa) was proposed in [143].
A Deep Neural Network (DNN) was trained on a spectrogram of amplitude and phase.
The authors conducted indoor and outdoor experiments, and three metrics, i.e., Symbol
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Error Rate (SER), SNR Gains, and Battery Life Gain (BLG), were used for the performance
evaluation of NELoRa. The evaluations showed that NELoRa could obtain much lower
SERs. As a result, the proposed NELoRa brought significant gains in the SNR thresholds
compared to the dechirp process, and the highest SNR gain observed was 5.94 dB under
SF; and 500 kHz of BW. NELoRa resulted in consistent and higher BLG of 27% compared
to the baseline.

The paper proposed a DL method [149] for managing the transmission interval of IoT
devices in LoRa networks by utilizing Intel Berkeley Research Lab Data [150]. Using an
autoencoder, the proposed method first clusters the IoT EDs concerning their data patterns.
Second, a local LSTM prediction model is trained using the Intel lab IoT dataset for each
cluster to predict the next transmission interval of each ED involved in communication.
The Monte Carlo simulation with the Intel lab IoT dataset showed 31% improved scalability.

The paper [147] proposed a DL method for joint collision detection and resource
management (e.g., SF). The proposed work utilizes two DL methods: fully connected neural
networks (FCNNS) for collision detection and CNN for SF management. The dataset used
to train the DL methods was generated using the SimLoRaSF simulator [127], containing
the X and Y coordinates of the ED along with SE. The results showed improved prediction
accuracy and energy consumption compared to traditional ML methods such as SVM, DT,
and RE.

Recently, the authors in [148] proposed an Al framework for SF classification using
GRU. To train the GRU model, the dataset was generated in ns-3 and labeled in two ways:

1. Group-based SF labeling: the 6 UL packets, represented with UL, ULy, ..., ULg trans-
mitted with SF; to SFj; were organized into one group (g). From each g, the lowest
SF was chosen among successful ACK receptions;

2. Input sequence labeled with SF: once the SF labeling of each ¢ was completed, the authors
generated an input sequence of 20 groups with a corresponding labeled SF.

Their proposed Al framework is comprised of two modes: offline and online. The GRU
model is trained based on one-time generated data in the offline mode. After training, a pre-
trained (i.e., inference model) is utilized in the online mode, which yields the best SF during
real-time simulation. The inference model was utilized on the ED side, where the new data
with 20 UL sequences for determining the best SF was generated. Once the UL sequence
reached a size of 20, the input was fed into the inference model to predict a suitable SF
for the next UL packet transmission. Simulation results showed improved PSR compared
to the typical ADR approach. However, the GRU model with two layers comprised
990.71k parameters (i.e., space complexity) and 249.67 Mega Floating-point Operations Per
Second (MMac FLOPs, representing time complexity); the proposed model deployed on
LoRa devices would be computationally costly. To address this issue, the authors in [114]
proposed a DNN with reduced computational 13.54 MMac FLOPs and space complexity
52.9k parameters with the use of six sequences of UL packets during the online mode to
lower the convergence period and energy consumption.

3.3. Improving LoRaWAN Performance Using RL

Here, we discuss the advanced RL methods utilized to address the resource man-
agement challenge and further enhance the overall performance of LoRaWAN networks.
The cutting-edge RL techniques are designed to intelligently manage network resources
like BW, SE, and TP to maximize efficiency and deliver optimal results. These RL methods
improving the performance of LoORaWAN are highlighted in Table 6.
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Table 5. DL methods applied for improving the performance of LoRa and LoRaWAN.

Ref. Year DL Model(s) Ell;proach Features E]ifflgzr;nent Dataset Tool Application(s)
[141] 2020 LSTM, Regression Collisions LoRaSim LoRaSim Smart city
LSTM-EKF
[146] 2021 Bi-LSTM Supervised Pathloss Testbed Testbed Localization
[143] 2021 DNN Supervised RSSI and SNR Testbed Testbed Smart parking
[149] 2021 Autoencoder, Supervised Sensory data (temperature, Monte Carlo  Intel Lab X
LSTM humidity, light, voltage) simulation Data [150]
[147] 2022 SVM, DT, FCNN,  Supervised X and Y coordinates of the ED, SF SimLoRaSF SimLoRaSF X
CNN, RF simula- simula-
tor [127,128]  tor [127,128]
[148] 2022  GRU Supervised ED position, SNR, received power LoRaWAN LoRaWAN Metering
ns-3 [151] ns-3 [151]
[114] 2023 DNN, LSTM, Supervised ED position, SNR, received power LoRaWAN LoRaWAN Pet-tracking

GRU, SVM ns-3 [151] ns-3 [151] metering

X =not mentioned in the referenced paper.

3.3.1. Need for Reinforcement Learning

RL approach has several advantages over traditional methods of optimizing Lo-
RaWAN networks [129,152-155].

1.  RLis a data-driven approach, learning rules and policies from experience by interact-
ing with the network and observing the results;

2. RLis a dynamic approach, adapting itself to environmental changes. LoRaWAN
networks are constantly changing owing to ED mobility and the underlying propaga-
tion environment. As a result, RL can be used to learn how to optimize the network
parameters for these changes, ensuring that the network remains reliable and efficient;

3. RLisascalable approach; thereby, it can be used to optimize large and complex networks.

RL has been utilized in different IoT applications, such as robotics, game-playing,
network policy control, and resource optimization [156-159]. For example, in LoRaWAN,
RL could be used to optimize the resources (e.g., SF and TP) by training agents (i.e., EDs)
for making decisions to maximize the overall network efficiency and minimize interference
and energy consumption [160,161].

3.3.2. Reinforcement Learning: The State-of-the-Art

Paper [162] proposed an RL approach for optimizing and updating LoRa communica-
tion parameters. The authors mathematically modeled the average per-node throughput of
LoRaWAN networks by considering the heterogeneity of IoT deployments. The authors
utilized the RL method to derive optimal disseminating policies by aiming to maximize
the accumulated average per-node throughput. The authors compared their approach
to the LoORaWAN ADR mechanism. The authors showed that their approach achieved a
remarkable increase in the accumulated average per-node throughput of 147%.

Paper [163] proposed a novel method for resource allocation in LoRaWAN networks.
The method used Q-learning, an RL technique, to learn the optimal resource allocation
policy for each ED in the network. In the proposed method, the GW acts as an agent of
Q-learning, where the Q-reward is based on the weighted sum of the number of successfully
received packets in the proposed method. The Q-learning method was evaluated using
simulation, and it has improved the average PSR by about 20% compared to a random
resource allocation scheme.

12
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Table 6. RL methods for improving the performance of LoRa and LoRaWAN.

Ref. Year RL Model(s) Reward Feature(s) Platform Application(s)
[162] 2019 Evolution strategies (ES) Channel conditions Simpy [164] X
algorithm

[163] 2019 UCB Q-learning X Gas and water meters
[165] 2019 UCB ACK Matlab Smart metering
[166] 2020 DON PDR, ToA, and power usage X X
[167] 2020 DON Network reliability and the power effi- Simulation X

cienc
[168] 2020 DON Mobi}l,ity, channel conditions, traffic load Simulation X
[159] 2021 Q-learning X X X
[169] 2021 RL SF Sensitivity LoRa-MAB [21,170] Monitoring
[154] 2021 RL-ADR ToA and energy consumption ns-3 X
[152] 2021 RL DER and SNR LoRaEnergySim [171] Industrial monitoring
[153] 2021 DRL Energy cost Monte Carlo simulations ~ Real-time application
[172] 2022 MAB ACK LoRa-MAB [21,170] Metering
[155] 2022 DRL Number of ED, reliability, energy effi- Testbed X

ciency
[173] 2022 DRL Collision rate and the packet loss rate of =~ LoRaSim simulator [131] X

EDs
[174] 2023 Q-Learning, Boltzmann ex-  Success probability MULANE [175] X

ploration algorithm
[176] 2023 Multi-arm bandit Energy ns-3 module [151] X
[177] 2023 DRL Collision or packet lost LoRaSim simulator X
[131]

[178] 2023 Multi-agent regression ~ Number of EDs, distribution of EDs, Simulation X

model the traffic pattern of EDs

X =not mentioned in the referenced paper.

To improve the PSR, the authors in [165] proposed a retransmission method based on
an Upper Confidence Bound (UCB) algorithm that is used to solve the multi-armed bandit
problem. In [165], first, the ED retransmits a packet with random channel selection and
learns the quality of each channel based on a positive ACK reception. Then, after learning
the best channel for retransmission, the EDs can retransmit on the highest-rewarded
channel. Hence, improving the PSR. Their results showed improved PSR compared to
random channel selection schemes.

A deep RL (DRL) method was proposed for the dynamic adjustment of SF and TP to
mitigate the collision problem in LoRaWAN [166]. The authors considered the PSR, ToA,
and TP of an ED as a reward function. To mitigate the collision behavior of the LoRaWAN
network, a deep Q-network (DQN) was deployed at the GW for SF and TP management.
As a result, their proposed method improved the PSR by 500% under 100 EDs deployed in
a 4.5 km region.

The authors in [167] proposed a multi-agent Q-learning algorithm to dynamically
allocate TP and SF to EDs during UL packet transmission in a LoRa network. In a LoRa
multi-agent system, each agent represents one LoRa ED, where the ED works together
with the environment to determine the best TP and SF allocation policies for every UL
transmission. The simulation results demonstrated that the suggested algorithm could
greatly enhance the energy efficiency and reliability of LoRa networks.

The authors in [168] proposed a DRL method called LoRaDRL-based on DON for
intelligent resource allocation in dense LoRa networks. The primary aim of the proposed
LoRaDRL approach is to learn the optimal policy for allocating channels to LoRa EDs.
LoRaDRL assigns resources to the EDs by considering the mobility of EDs, the channel con-
ditions, and the traffic load in the network. LoRaDRL results showed improved PDR under
dense deployments and mobile EDs compared to the state-of-the-art resource allocation
algorithms, such as LoRaSim [131] and LoRa-MAB [21,170].

An RL algorithm was introduced in [169] for SF and TP optimization to improve
energy consumption and PSR. The SF and TP are optimized based on the required level of
SF sensitivity threshold of the GW. They implemented the RL algorithm in the LoRa—-MAB
simulator [21,170], which is based on Exponential Weights for Exploration and Exploitation
(EXP3). The results showed an improved PSR and energy consumption compared to the
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LoRa-MAB algorithm [21]. Similarly, an RL-ADR was proposed in [154] to optimize the
SF allocation. The agent is trained using the LoRaWAN ns-3 module, considering the
variations in the SNR behavior. In addition, the reward function is based on the ToA and
energy consumption. Both ToA and energy consumption are measured from each last
received packet at the NS. The RL agent learns the efficient SF allocation policies based
on the ToA and energy consumption. The proposed RL-ADR is evaluated in comparison
with the traditional ADR mechanism of LoRaWAN, where it showed improved energy
consumption owing to the fast response of the trained RL agent for efficient SF allocation
during communication by the NS. Furthermore, [152] also proposed an RL-based optimized
ADR for SF and TP allocation to EDs. The authors of [152] utilized LoRaEnergySim simula-
tor [171], where the states are data extraction rate (DER) and SNR pairs. Moreover, [152]
considers SF and TP pair as actions. The results of [152] showed improved DER compared
to the traditional ADR mechanism. Another DRL approach has been proposed for optimal
channel and SF assignment to EDs in LoRa networks [153]. Their proposed DRL approach
utilizes a DQN to learn the optimal policy for channel and SF allocation. They trained the
DQN on a historical data dataset to minimize the grid power consumption while satisfying
the QoS requirements of the EDs. The proposed approach is evaluated in Monte Carlo and
RL simulations and showed improved performance in assigning a suitable channel to EDs,
thereby lowering the energy cost.

The authors of [172] proposed the MIX-MAB algorithm for suitable transmission
parameters (i.e., SF) allocation to EDs. In MIX-MAB, LoRa EDs interact with the environ-
ment, including GWs, to learn the best actions based on the successful reception of ACK
messages. In MIX-MAB, an ED always initiates a UL packet transmission towards GW
using an SF. In return, the ED receives an ACK upon the successful reception of the packet
on the NS. When the ED receives an ACK, it assigns a reward to that successful SF. As a
result, this SF is used for the next UL packet transmission. The MIX-MAB was evaluated in
LoRa-MAB simulator [21,170] with one GW located at the center of a disc-shaped cell with
a radius of 4.5 km, where 100 LoRa EDs were uniformly distributed, each ED transmits
15 packets/hour. The simulation results showed improved convergence time and PSR
compared to the LoRa-MAB algorithm.

The authors of [155] proposed a multi-agent DRL ADR mechanism at the NS side for
efficient SF and TP allocation to EDs. The proposed multi-agent DRL ADR mechanism
consists of three independent DRL algorithms, one for each slice, replacing the traditional
LoRaWAN ADR mechanism for assigning TP and SF to EDs. The SF and TP are allocated
to EDs based on the rewards such as the number of ED, reliability, and energy efficiency.
Their proposed multi-agent DRL ADR mechanism showed improved energy consumption
compared to the traditional ADR. Another approach based on DRL for optimizing the SF
allocation is studied to improve the GW capacity of the LoRa network [173]. The proposed
approach utilizes a DQN to learn the optimal SF assignment policy for a given network
state. The reward is computed based on the collision rate and the packet loss rate of EDs.
The authors of [131] performed simulation using the LoRaSim simulator, where the results
showed a reduced collision rate by up to 30% compared to the existing Min-airtime and
Min-distance based SF allocation approaches [130].

An algorithm called Low-Power LP-MAB (MAB) [179] was designed to configure
the transmission parameters (e.g., SF) of ED in a centralized manner to improve energy
consumption and PSR. The LP-MAB algorithm works on the NS side by interacting with
the ED. The NS transmits ACK upon successful packet reception to the ED, where the ED
learns the best SF for the subsequent UL packet transmission based on the received ACK
for the previous successful communication on a particular SE. As a result, the simulation
results of LP-MAB outperform other approaches in terms of energy consumption and PSR.

A Q-learning approach was proposed in [174], known as the score table-based eval-
uation and parameters surfing (STEPS) approach. STEPS is responsible for dynamically
allocating the required SF for UL transmission based on the success probability of the
packet and score table. The simulations were conducted using MULANE [175] simulator
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for different EDs (e.g., 50, 100, 250, 500, 600, and 750). Initially, during the deployment
phase, all EDs utilize the same SE. Their results revealed that their proposed STEPS ap-
proach could reduce energy consumption by 24% to 27%. Furthermore, it was realized
that this achievement was possible due to a reduction in collisions. In other experiments
regarding bi-directional communication, their proposed STEPS approach enhanced the
network throughput by 18% in a smaller network, while 33% in a relatively larger network
compared to ADR, BADR, and LoRaMAB [170].

The paper [176] proposed a lightweight RL approach for appropriate SF allocation to
EDs in a LoRaWAN network. The lightweight RL approach utilizes MAB to learn the trade-
off between energy consumption and DR. To ensure feasibility, the authors have integrated
explicit MAC commands into their proposed method and implemented them in the ns-3
module [151]. Their extensive simulation results showed that their lightweight RL approach
outperforms the traditional ADR in single and multi-GW scenarios regarding PSR and
energy consumption, owing to learning the optimal SF for each ED in a given environment.

The authors of [177] proposed an SF redistribution method under limited network
resources to improve the ED capacity of the LoRa GW. Their proposed method uses a DRL
technique to learn the optimal SF allocation for each node, minimizing the collision rate and
energy consumption. Simulation results using LoRaSim [131] showed improved capacity.

Paper [178] proposed a multi-agent regression model to improve network planning in
time-slotted communications for LoRaWAN. The proposed agent is based on multi-output
regression responsible for predicting the network scalability for a given set of joining
EDs. The dataset used for training the agent was generated using a series of simulations,
considering the features such as the number of EDs, the distribution of EDs, the traffic
pattern of EDs, and the channel conditions. The agent utilizes the dataset to train the
multi-output regression model. Once the model is trained, the agent predicts the network
scalability for a given joining EDs. The simulation results revealed a 3% reduction in the
mean absolute error, indicating that the agent can make accurate predictions.

4. Simulators and Frameworks for Dataset Collection

In the existing literature, few works have surveyed the publicly available LoRaWAN
network simulators [52,55,73,79,80,180]. Therefore, this section highlights a few LoRaWAN
frameworks that have been utilized or can be used for dataset collection to resolve collision
and resource management issues in the LoRaWAN network. Furthermore, Table 7 illus-
trates a comparison of dataset collection frameworks and applicable ML methods based on
suggested features for resource classification.

4.1. LoRaSim: LoRa Simulator

LoRaSim is based on Python, designed to simulate LoRaWAN collision behavior,
and mainly consists of four configurations: (1) it simulates a single GW, (2) supports up
to 24 GWs, (3) simulates EDs and GWs with a directional antenna, (4) and comprised of
multiple networks [30,130,131].

LoRaSim [131] can be used to study the performance of different LoRaWAN net-
work configurations and to evaluate the impact of interference. The interference model
in LoRaSim is comprehensive, considering both co-SF and inter-SF interference. Co-SF
interference occurs when two or more packets are sent on the same SF. Inter-SF interference
occurs when a packet is sent on a different SF than another packet.

On the one hand, a packet is received correctly if it satisfies three thresholds: the
minimum co-SF, the minimum inter-SF, and the minimum SNR. On the other hand, a packet
is lost only if the overlap of packets is in the time-critical region of the considered packet.
The time-critical region is the part of the packet most important for correct reception.

15



Sensors 2023, 23, 6851

Table 7. Comparison of publicly available LoRaWAN frameworks for dataset collection and applica-

ble ML methods based on the required features for resource classification.

Dataset Collection Frameworks

ML Techniques with Required Features for Learning

Features - -

LoRaSim SimLoRaSF Ié?nI:aWAN nMsosdule Applicable ML Techniques lé(;:;lslirfization (fe(f;’ SE ]{{Pe)source
Simulation plat-  Python Python Python ns-3 X X
form
Frequency region =~ EU-868 EU-868 EU-868 EU-868 X X
Device type A A A A X X
ADR X X X v RL [21,154,170] ToA, energy consumption, ACK,

PSR [21,154,170]
Propagation loss  log- log- Okumura log- RFE, DT, SVM, DNN RSSI, SNR, distance, frequency,
model distance distance Hata distance LoS, NLoS, Antenna height.
Energy consump- v v v v SVM, DNN, Ensemble, Payload Size, DR, TP, SNR, chan-
tion model Naive Bayes, DT nel occupancy, distance from GW
Mobility environ- X X X v SVM, KNN, LSTM, DNN, RSSI, speed, acceleration, location,
ment RL, Hybrid trajectory, SNR, time-stamp
Buildings environ- X X X v ANN, SVM, GPs, DT Height, density, material, obstruc-
ment tions, RSSI, NLoS conditions
Interference v v v v LR, DT, SVM, RF, KNN, RSSI, CIR, SINR, interference
model RNN power, type of interference
Channel access  Aloha Aloha Aloha Aloha Logistic regression, SVM, LBT, retransmission limit, DC,
method DT, KNN, Naive Bayes, channel type, no. of EDs
DNN, Ensemble
Confirmed mode X X X v Logistic regression, SVM,  Retransmission count, ACK, PSR,
(ACK) DT, KNN, DNN, Ensemble DR, ToA, Link margin, history of
packets

Unconfirmed v v v v SVM, DT, KNN, DNN, En- DR, SNR, RSSI, Link margin, his-

mode (no-ACK)

semble

tory of packets, PER

X =not mentioned in the referenced paper; v’ = defined in the referenced paper.

LoRaSim is a valuable framework for understanding the behavior and performance of
LoRaWAN. It can be used to design and optimize LoRaWAN networks to ensure reliable
and efficient communication, as utilized in [29,30,70,141,173,181-196].

4.2. SimLoRaSF: Simulator for LoRa SF

SimLoRaSF is a LoRaWAN simulator that can be used to study the impact of different
SFs on network performance [127,128]. It is a Python-based framework that uses a discrete-
event simulation model. It works by creating a virtual LoORaWAN network and then
simulating the transmission of packets between EDs in the network by keeping a track
record of the packet transmission time, the SF, the transmitting source (e.g., ED), the packet
size, the duration (e.g., ToA), and status of each transmission (e.g., ACK).

The packet transmission is categorized into three statuses: transmitted, interfered
with, or under sensitivity. A packet is considered successful if it is received correctly by the
GW. A packet transmission is considered interfered with if it is corrupted by interference
from another transmission in the network. A packet transmission is considered under
sensitivity if the SNR is too low for the destination node to receive it correctly.

4.3. LORaWANSim: LoRaWAN Simulator

The LoRaWANSim [197,198] is a powerful simulator framework that can be used to
study the behavior of LoRaWAN networks under PHY and MAC layer features. The frame-
work provides a flexible simulation environment, allowing users to control PHY and MAC
layer parameters. The PHY layer models the PHY transmission and reception of LoRa
signals. It implements a complete LoRa transceiver, including the ability to generate modu-
lated signals and perform demodulation tasks. It also considers factors such as interference
and multiple GW scenarios. The MAC layer models the data traffic on the LoRaWAN
network. It manages channel access, ensuring multiple EDs can share the same channel
without interfering. Furthermore, it considers UL and downlink interference occurring
over the same channel, DC limitations of 1%, and energy consumption.
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4.4. ns-3: Network Simulator-3

The LoRaWAN ns-3 module [151,199] is among the most widely used simulators for uti-
lizing ML, offering a wide range of LoRaWAN features, such as bi-directional communication,
confirmed and unconfirmed modes, support for the ADR on the ED and NS-sides, buildings,
DC limitations on the EU-868 MHz frequency, energy consumption module, etc. Further-
more, other promising features and modules, for instance, ADR in unconfirmed mode [7],
mobility patterns [200], blind ADR [113] and ML methods [114,148] have been added by other
researchers. However, they are not publicly available. Furthermore, this ns-3 module [151,199]
has been extensively utilized in the literature [7,10,27,100,113,114,148,199-203].

4.5. Remarks

These dataset collection frameworks offer valuable tools for researchers and practi-
tioners to analyze and optimize LoRaWAN networks. These frameworks enable the study
of collision behavior [30], performance evaluation under different SFs, and their impact
on the LoRaWAN network performance [127], investigation of PHY and MAC layer fea-
tures [197], and a complete ns-3 framework for LoORaWAN analysis. The frameworks have
been widely used in the literature, demonstrating their effectiveness in understanding and
improving LoRaWAN network performance. Among these simulators, the state-of-the-art
ns-3 module [151] has been utilized for intelligent SF allocation in the existing literature
using DNN and multi-arm bandits approaches in [114,176].

5. LoRaWAN Datasets

The LoRa research community lacks a large dataset that can be used to study the
resource allocation, interference, collision issues, and behavior of LoRaWAN networks in
various conditions. The existing datasets are typically small and specific to a particular
network or application owing to a few large-scale deployments of LoORaWAN. In addi-
tion, the data collected from LoRaWAN networks are not well-documented, making it
challenging to use for research purposes. Despite these limitations, the existing datasets
can be utilized to examine a variety of aspects of LoRaWAN networks. For example,
the LoRaWAN dataset can be used to study the performance of LoRaWAN networks under
different conditions, the impact of resource management on network performance, and the
traffic patterns of LoORaWAN EDs. The rest of this section discusses the available datasets
designed for different IoT applications.

5.1. Localization

A large dataset for LoRaWAN and Sigfox was collected in urban and rural areas
from 17 November 2017 to 5 February 2018, which contains the RSSI at each GW, latitude
and longitude of the ED, and the SF utilized during data transmission [204]. The authors
utilized the dataset in [205] for indoor localization, where the results showed that the mean
location estimation error for Sigfox was recorded as 214.58 m and 688.97 m in rural and
urban scenarios, respectively. In addition, the mean location estimation error for the urban
LoRaWAN dataset was 398.40 m. The datasets presented in [204,205] can be leveraged to
evaluate the performance of LoRaWAN-based indoor positioning systems by developing
new fingerprinting algorithms. The dataset has been extensively utilized for LoRaWAN-
based indoor positioning systems in [206-213]. Similarly, 100 RSSI values were collected for
a target node and for the 11 anchors at LoS and NLoS in indoor and outdoor environments
for improving the localization through LoRa measurements [214,215].

The authors in [216,217] generated a dataset called the “LoRaWAN at the Edge Dataset
(LoED).” The LoED dataset [218] was collected under an urban scenario for four months,
where nine GWs were utilized in central London. Among nine GWs, five were outdoor
(line-of-sight (LoS)), four GWS located indoors with limited LoS, and one had no-LoS on the
ground. The data was captured for a 2—4 month period generated by smart city applications.
Overall, 11,263,001 packets were collected from 8503 unique EDs, comprised of the features
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such as cyclic redundancy check (CRC), RSSI, SNR, SF, frequency, bandwidth, CR, packet
type, device address, etc.

The LoRa RF fingerprinting dataset was collected considering indoor and outdoor
scenarios comprising FFT and I/Q samples for indoor localization [219-221]. On the one
hand, the dataset was collected for five consecutive days for indoor scenarios. During in-
door dataset collection (e.g., room, outdoor, and office environments), 25 EDs were utilized,
where every ED transmits 10 UL packets with an interval of 20 s. On the other hand,
the outdoor dataset comprised four different scenarios regarding the distance: 5 m, 10 m,
15 m, and 20 m away from the GW.

The LoRaWAN performance mainly depends on several factors, including the distance
between the ED and the GW, the underlying propagation environment, and the network
traffic. To study the LoRaWAN network, the authors in [222] generated a dataset (publicly
available, [223]) using 311 outdoor tests for 39 GW, which contains data regarding the long-
term behavior of the LoRaWAN channel in Brno, Czech Republic. The dataset was collected
under different environments, including urban, suburban, and rural areas, for two months,
and included information about the SNR and RSSI concerning the closest GW distance.

The authors of [224] collected a fingerprinting dataset by conducting two studies on
indoor and outdoor environments. The first study was conducted at the Brno University
of Technology in Brno, Czech Republic, and the second was conducted at the University
Politechnica of Bucharest in Bucharest, Romania. The dataset [225] comprises the RSSI
information for various GWs using SF;, SFy, SFo, and SFjp. The study showed reduced
positioning accuracy in indoor and outdoor experiments. However, the SF dataset is limited
since the authors have used only SF;, SFy, SFyp, and SFy5.

5.2. Weather Forecast

Owing to the long range of LoRaWAN, it can often be utilized in outdoor environments.
However, the performance of LoRaWAN is greatly affected by weather conditions, such as
humidity, temperature, and atmospheric pressure. Therefore, the authors in [226] generated
a dataset about the correlation between RSSI and SNR conditions from 8 LoRaWAN EDs
and a weather station. The dataset [215] was collected for more than 80 days in a vineyard in
Italy, including more than 190,000 records of RSSI, GPS coordinates, temperature, humidity,
and pressure data. Researchers can use the dataset to develop new algorithms for studying
and improving the performance of LoRaWAN under different weather conditions.

5.3. Security Attacks

LoRaWAN networks can be vulnerable to security attacks. Therefore, the study in [227]
investigated the use of LoRa metadata to detect the presence of security flaws within the
network. The authors in [227] collected a dataset of LoRaWAN transmissions for two
months with SNR and RSSI measurements. The data collected included normal, collided,
and jammed metadata, where normal values are annotated as CRCpg and DoS attacks
were denoted as CRCg4p. They utilized various ML methods (e.g., logistic regression, DT,
RF, and XGBoost) to predict the presence of jamming and security attacks. Among the ML
methods, XGBoost was the most accurate ML method for predicting security attacks, since
it was found that SNR and RSSI can be used to pinpoint normal versus anomalous signals.

5.4. Signal Quality/Path Loss

When designing a LoRaWAN network, it is essential to consider the path loss between
the EDs and the GWs. Several factors, including distance, frequency, and weather, can affect
path loss. The authors in [228] presented a LoORaWAN measurement dataset collected in
Medellin, Colombia. The dataset [229] was collected for about four months by considering
only four EDs, which include information about path loss, the distance between ED and
GW, frequency, temperature, relative humidity, barometric pressure, particulate matter,
and energy consumption. Furthermore, the authors claimed that leveraging the dataset
would enable the estimation of weather-induced variations in path loss for LoRaWAN
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deployments, leading to enhanced precision in tracking and positioning data and the
development of more efficient energy reduction strategies.

The dataset in [230,231] was generated using two GW and six mobile EDs in a
6 x 6 km? urban area in Tsinghua University, Beijing, China. The dataset [232] was col-
lected over four months comprising RSSI, PDR of the transmitted packets, locations of the
ED and GW, and timestamps of each measurement.

The dataset [233,234] was collected in indoor and outdoor environments where, during
the indoor data collection, the distance between the EDs and the GW varied from 5 to 50 m.
The floor map illustrated the walls, doors, and windows between the EDs and the GW.
In the outdoor environment, railway stations were used without considering obstacles
between the EDs and the GW. The dataset includes features such as the timestamp, the SNR,
and the RSSI of the received packet at the GW.

5.5. Smart City

The dataset [235,236] is divided into two parts: LoRa parameters and sensor readings.
The LoRa parameters dataset contains the timestamp of packet transmission, the channel
used in packet transmission, the device extended unique identifier (DevEUI), the SNR,
the RSSI, and the frame counter (FCNT). In comparison, the sensor dataset includes data
about the measured quantities, such as CO2, sound average, sound peak, motion, light,
temperature, humidity, and battery levels. The Smart Campus dataset can be used for
various applications, including time-series forecasting and number of people prediction.

5.6. Resource Allocation

Mainly, the SF allocation is dependent on the underlying propagation environment,
mobility, ED position, and sensitivity. Therefore, in our previous work [114,148], we gener-
ated a dataset using the state-of-the-art ns-3 module [151], which is publicly available [237].
The dataset was generated for 10 days with a UL period of 10 min, which mainly comprises
ED locations (i.e., X and Y coordinates), RSSI, SNR, the distance between ED and GW,
and the ACK status of every UL packet transmitted with each SF. The dataset in [237] can
be utilized for resource management (e.g., SF) for static and mobile EDs.

5.7. Remarks

In addition to existing datasets, few datasets are publicly available with limited documen-
tation. For example, LoORaWAN traffic analysis dataset [238], outdoor experiments conducted
for LoRa RSSI [239,240], LoRaWAN dataset using SF [241], and LoRa time series dataset [242].
Furthermore, apart from [237] dataset, these datasets [205,215,218,221,223,225] are not de-
signed for resource management. However, they can be tested for resource allocation since
most datasets include RSSI, SNR, and device location information, which are efficient features
for resource management. In conclusion, Table 8 provides additional information regarding
the datasets discussed in this section.

Table 8. Summary of existing datasets utilized for different applications of LoRaWAN.

Year Paper  Tool Dataset Variables Size of Dataset Purpose ML Method
Ref. Used
2018 [205] Testbed SF, RSSI, ED positions [204] 123,5229 Localization KNN
2019 [215] Testbed RSSI [214] X Localization Least squares
2020 [218] Testbed CRC, RSSI, SNR, SF, frequency, band- 11,263,001 Smart city, capacity = X
width, coding rate, packet type [216] planning
2021 [221] Testbed 1Q/FFT [220] X Localization CNN
2021 [223] Testbed SNR, RSSI, Frequency [222] X X X
2022 [225] Testbed RSSI [224] Outdoor = 16,054, in- Localization KNN, LR, DT, SVM
door = 7752
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Table 8. Cont.

Year Paper  Tool Dataset Variables Size of Dataset Purpose ML Method
Ref. Used
2022 [215] Testbed RSSI, GPS coordinates, along with 190,000 Weather forecast X
weather data [226]
2022 [227] Testbed RSSI, SNR, CRC X Security analysis Logistic  regression,
DT, RF, and XGBoost
2022 [229] Testbed Timestamp, ED id, energy consumption, 930,753 Positioning, energy  Linear regression
SF, SNR, distance, frequency, and other behavior of LoRa
sensory data [228]
2022 [232] Testbed Timestamp, RSSI, PDR, locations of ED X Tracking X
and GW [230,231]
2023 [234] Testbed Timestamp, SNR, RSSI [233] X Locomotion mode  Zero-Shot learning
recognition
2023 [236] Testbed Timestamp, SNR, RSSI, frame counter, X Smart city, people KNN, LSTM.
and other sensory data [235] counting
2023 [237] ns-3 [151] RSSI, SNR, ED positions [114] 108,401 SF management DNN, LSTM, GRU

X =not mentioned in the referenced paper.

6. ns-3-Based ML Frameworks

The ns-3 frameworks, mainly designed for ML, can be utilized or integrated with
the LoRaWAN ns-3 module [151,199] to enhance the performance of LoRaWAN with ML.
These frameworks are discussed in the remainder of this section.

6.1. ns-3-Al Framework

Currently, researchers are interested in applying ML techniques to wireless com-
munication networks [115-117]. It is owing to most ML techniques heavily relying on
open-source TensorFlow and PyTorch ML frameworks. These two frameworks are de-
veloped independently and are extremely hard to merge. Moreover, connecting these
two frameworks with data interaction is more reasonable and convenient. Therefore,
the ns3-Al framework was proposed in [243,244]. The ns3-Al framework provides an effi-
cient workflow between ns-3 and Python-based modules, enabling seamless data transfer
and interaction between the two modules. As an example, using the ns-3-Al framework:
(a) LSTM has been utilized to predict the channel quality, and (b) RL method for controlling
the congestion occurring in TCP [244].

6.2. ns-3-gym Framework

The ns3-gym is an open-source RL framework, integrating OpenAI Gym and ns-3 [245].
The OpenAl Gym is a popular and open-source RL toolkit providing an interface for in-
teracting with RL environments. The OpenAl Gym offers predefined environments with
well-defined state and action spaces, making developing and comparing RL algorithms
easier. It supports various RL methods, allowing researchers from academia to focus on
developing new learning algorithms. The ns-3 Gym fills the gap between ns-3 and OpenAl
Gym by creating an interface. This interface allows researchers to leverage the capabil-
ities of ns-3 within the OpenAl Gym framework. As a result, such integration enables
researchers to apply RL techniques to network scenarios and train RL agents to make
intelligent decisions in complex networking environments.

For example, the authors in [246] present two use cases of cognitive radio (CR) trans-
mitters to solve the issue of radio channel selection in the IEEE 802.11 WLAN with external
interference [247]. In case 1, the transmitter senses the entire BW, while case 2 is related
to data transmission, where the transmitter monitors its channel to avoid collisions by
selecting a channel free of interference.

6.3. Open Neural Network Exchange (ONNX) Framework

ML could be computationally costly in LoRaWAN owing to its low computational
power. As a result, energy consumption increases and thereby reducing the network
lifetime. Therefore, DL models can be trained on one-time generated data (using ns-3 or
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testbed), and the pre-trained model (e.g., inference model) can be utilized in LoRaWAN ns-3
modules [199]. The pre-trained model can be configured using an Open Neural Network
Exchange (ONNX) [248]. ONNX is an open-source Application Programming Interface
(API) based on the C++ programming language for DL and ML techniques. To use ONNX
with ns-3, first, an ONNX-supported pre-trained model using TensorFlow and PyTorch
can be generated. Then, the pre-trained model can be imported into ns-3 with the help of
the ONNX APL The ONNX API will provide raw data during simulation (similar input
samples used during ML model training), which can be used for resource management
(e.g., SF or TP). One example of ONNX implementation in ns-3 can be found in [249],
where it has been utilized to simulate and model the behavior of an Open Radio Access
Network [250].

6.4. ns-3-FL: Federated Learning Framework

The ns-3-FL [251,252] is a new framework for simulating FL in a realistic network
environment. FL is an ML technique that allows multiple devices to train a shared model
without sharing their data. This is useful for privacy- and delay-sensitive applications like
healthcare and finance.

The ns-3-FL framework is built on two existing simulators: FLSim [253,254] and
ns-3. It provides a realistic and flexible way to simulate FL training and inference in
various network settings. FLSim [253] is responsible for data distribution between client—
server architecture and FL, whereas ns-3 simulates the network. As an example of ns-3-FL
working, (1) the FLSim [253] requests network simulation and selects the number of EDs
for the FL training round, (2) the ns-3 performs the simulation for the selected EDs, (3) the
ns-3 transmits the latency and throughput of each ED to the FLSim [253], and (4) the FLSim
utilizes the received data from ns-3 during computing the convergence time of the global
model (using FedAvg and Fed Async algorithms [255,256]) and average throughput for this
specified training round, as illustrated in Figure 3.

NS-3 simulator FLSim

.-----___(( 2)____--_(( ) @ Requesting network (‘T )-----ommmcmmmmommme

Network Model 1 simulation FedAvg
(2 List of Selected
E (( ) devices FedAsync @

Socket
communication

’A‘
\‘;'/

((Aj) Latency and throughput of

(( )) (( )) each device
é Devi é @ Sending simulation
evices

results

Figure 3. Working procedure of the ns-3-FL framework [252].

Furthermore, the ns-3-FL comprises three main components: the learning model,
the network model, and the power control.

6.4.1. Learning Model

FLis an ML paradigm that allows multiple clients to train a shared model without sharing
their data. The training is achieved by iteratively sending updates to a global model, which is
then aggregated by the server using Fed Avg and Fed Async algorithms [255,256]. The ns-3-FL
supports two types of FL algorithms: synchronous and asynchronous. In synchronous FL, all
clients update the model simultaneously, while in asynchronous FL, clients can update the
model at different times.
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6.4.2. Network Model

The ns-3 network simulator was used to model the latency and throughput between
clients and the server, allowing to study of network conditions and their impact on the
performance of FL.

6.4.3. Power Model

A power model calculates the energy consumption of FL training. This model consid-
ers the number of multiply-accumulate operations performed by the clients and the energy
used to transmit the model to the server.

6.5. AI-ERA LoRaWAN Framework

Our previously published Al-Efficient Resource Allocation (AI-ERA) framework for
SF classification [114,237], designed using Al and ns-3 modules, is a powerful framework,
as illustrated in Figure 4. In the AI-ERA framework, the DNN model comprises five
fully connected layers, trained using X and Y coordinates, SNR, and received power
(Prx). After achieving the desired level of classification accuracy, the pre-trained model
is deployed on the ED side, where (1) a similar input sequence (utilized during training)
is used as input to the pre-trained model, (2) the pre-trained model processes the input
and classifies a suitable SF based on the learned knowledge, and (3) a mobile or static ED
adapts the classified SF and start transmitting data in UL direction, as shown in Figure 4.

Artificial Intelligence Module NS-3 Simulator

Python (( )\ C++
U «)
Data collection (input sequence) LTELTE-M/
i T Ethernet
Classified SF I
2 )

%,

() ((9)

Inference
(pre-trained model)

O PyTorch

1[ Mobile devices Static devices!
TensorFlow

Interface between
ns-3 and Al module

Figure 4. [llustration of the AI-ERA classification framework for spreading factor: (1) inference model
deployed on the ED side, where ED prepares input sequence for the model, (2) SF classification by
the pre-trained model, and (3) SF adaptation by the ED for uplink packet transmission [114].

In addition, the AI-ERA framework [237] provides three major components: AI mod-
ule, dataset, and data labeling.

6.5.1. Al Module

As illustrated in Figure 4, the AI-ERA module is comprised of a pre-trained DNN
model, which is deployed on the ED side for efficient SF classification to EDs during
simulation.

6.5.2. Dataset

During the dataset generation, the AI-ERA framework utilized a regular ADR, where
EDs transmit a packet with SF;~SFj; at a regular interval of 10 min, as shown in Figure 5.
Over a period of 10 days, a dataset was generated with a UL interval of 10 min. The dataset
mainly consists of the X and Y coordinates of the ED locations, along with RSSI, SNR,
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the distance between ED and GW, and the ACK status of each SF in every UL packet
transmitted.

«©

A

GW

10 min.

Figure 5. Regular ADR utilized for dataset collection in AI-ERA framework.

6.5.3. Data Labeling

To train the DNN model, the SF was labeled based on the successful ACK reception
by the ED. There could be multiple ACK responses for the same packet transmitted with
SE; ~ SFjp. As a result, the lowest SF is chosen for labeling, and a sequence of six groups
as input is fed to the DNN model.

6.6. LoORaWAN Bandit Framework

LoRaWAN bandit provides an RL framework that can be utilized to allocate the
optimal SF to EDs by leveraging a MAB approach [176,257]. The LoRaWAN bandit frame-
work learns the trade-off between energy consumption for each SF. The framework is
designed to work in two phases: exploration and exploitation. During the exploration
phase, the framework utilizes all SF combinations and learns how the energy consumption
and DR is affected during simulation. In the exploitation phase, the framework selects the
optimal SF based on the learned information.

The framework utilizes delayed feedback, where it does not expect immediate feed-
back. However, it receives feedback after a delay caused by several factors, such as the
time it takes to reach the GW and the time it takes to process the packet. The framework is
implemented in the ns-3 simulator using the LoRaWAN module [151].

6.7. Remarks

The ns-3-based ML frameworks can be utilized by researchers and practitioners to
analyze, optimize, and improve the performance of the LoRaWAN networks by efficiently
managing the resource parameters. However, these ML frameworks [244,246,248,252]
are designed for a different purpose. In addition, the ML frameworks in [114,148,237]
and [176,257] are specifically designed for resource management utilizing the state-of-the-
art LoRaWAN module [151]. These ML frameworks [114,148,176,237,257] can be adapted
to improve the performance of LoRaWAN through resource management.

7. Discussion

In the current literature, ML-, DL-, and RL-based solutions have been extensively
studied to tackle the critical challenge of resource allocation in LoRaWAN networks, aiming
to enhance the performance of the LoORaWAN network. However, existing approaches
predominantly focus on resolving resource allocation at the ED level or on the NS, leading
to certain limitations and opportunities for improvement.

7.1. ML Methods at the ED Side

In the literature, several ML methods have been utilized at the ED side [114,127,148],
bringing several advantages. The EDs can make autonomous decisions locally regarding
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the SF selection without constant communication with the NS, thereby reducing commu-
nication overhead. In addition, latency is particularly advantageous in scenarios with
limited network bandwidth, unstable connections, and the availability of limited commu-
nication channels. Moreover, utilizing ML methods for SF classification can efficiently
improve the convergence period under static and mobile IoT EDs, thus improving the
packet success ratio [114].

However, utilizing ML methods for resource management on the ED side can be
disadvantageous. For example, the primary concern is the computational load it places on
resource-constrained EDs. Low-power IoT devices with limited processing capabilities may
struggle to support ML models due to the significant computational power and memory
requirements. Therefore, extra computational power can lead to excessive energy con-
sumption. Moreover, training and maintaining the models on each ED can be challenging,
particularly when EDs have different hardware and software configurations, making it
difficult to ensure model consistency across the LoRa network.

7.2. ML Methods at the NS Side

When ML methods are utilized on the NS side, it can bring several advantages.
For instance, the NS generally has more computational resources, allowing more complex
and accurate models to be trained and deployed for resource management. Leveraging
a centralized dataset, potentially containing data from massive EDs, can lead to a more
comprehensive and accurate ML model for resource classification. Furthermore, updating
and maintaining the ML model can be efficiently performed from a centralized location,
ensuring consistency across the network.

However, implementing ML methods on the NS can have a negative impact on the
network performance. In terms of mobility, if an ED receives a downlink LinkADRReq
MAC command from the NS that contains a new SF, and when the ED transmits a packet
with the updated SF, it may not be delivered to the GW, resulting in packet loss. This is
because the underlying propagation environment changes significantly when the ED is
mobile [10,114]. In addition, communication between the EDs and the NS for resource
allocation decisions may introduce latency in a large-scale LoORaWAN deployment. Relying
on the NS for every resource allocation decision might lead to single points of failure and
reduce network performance in terms of increased convergence period.

7.3. Remarks

Resource allocation through ML-, DL-, and RL-based solutions has promising potential
to enhance the LoRaWAN network performance. However, addressing the challenges
associated with dataset quality and considering the trade-offs of implementing the ML
method on the EDs and the NS side is essential for developing effective and efficient
resource allocation mechanisms in LoRaWAN networks. The choice between the two
approaches must be made carefully, depending on the specific requirements and constraints
of the LoORaWAN network. Both options present unique advantages and disadvantages
that should be thoroughly evaluated for optimal performance and scalability.

8. Future Recommendations

This section presents future recommendations for SF and TP allocation to EDs using
ML to improve the overall performance of LoRaWAN.

8.1. Spreading Factor Classification

The allocation of SF is dependent on few parameters, such as GW sensitivity (Sgw) [27]
and ED sensitivity (Sgp) [105] thresholds (illustrated in Table 9), the distance between
the GW and ED [7], path loss [129,146], ToA [133], interference/collision [201], ED posi-
tions with SNR [147,148], retransmission [10], the ratio of UL and downlink ACK [105],
and packet drop ratio [258]. However, to apply ML /DL for SF allocation to EDs, multiple
parameters have been adopted in the current literature, for example, the received power
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(i.e., RSSI), SNR, the distance between ED and GW, and ED position [114]. For mobile EDs,
the ML methods should be deployed on the ED side since the propagation environment
changes drastically. Therefore, the decision of efficient SF selection by ED will help to de-
liver a packet successfully, thereby improving the packet success ratio. However, deploying
the ML on the ED side will increase the computational cost as low-power devices with
limited processing capabilities may struggle to support ML models due to the significant
computational power and memory requirements. On the other hand, it is recommended
to utilize the ML method on the NS side for static EDs. In such a case, the propagation
environment remains unchanged [10].

Table 9. Sensitivity and required SNR of EDs and GW with 125-kHz mode [27,200].

GW Sensitivity (S¢) ED Sensitivity (S,)

SF [dBm] [dBm] SNR [dB]
12 —142.5 —137.0 -20
11 —140.0 —135.0 —17.5
10 —137.5 —133.0 —15
9 —135.0 —130.0 —-125
8 —132.5 —127.0 —10
7 —130.0 —124.0 -7.5

8.2. Transmission Power Classification

In LoRaWAN, an ML model can be trained for efficient TP allocation to EDs in an
intelligent manner. The input features for TP classification might include RSSI, link quality
indicator (LQI), energy consumption, interference in the channel, and distance between the
GW and ED. The TP level in LoRaWAN ranges from 2 dBm to 14 dBm and can be divided
into five possible classes (2, 5, 8, 11, 14) dBm [152,155,167]. A packet successfully delivered
with any SF and TP level can be labeled with a particular TP. For example, a DNN model
can be trained to classify an appropriate TP level for the EDs based on the provided inputs.

8.3. Multiclass Multioutput Classification

Few existing works have investigated SF and TP classification problems individually.
However, both SF and TP classification can be achieved simultaneously, which can be
regarded as a multiclass multioutput classification problem, referred to as multi-resource
classification (MRC). In the case of SF classification, there are six possible classes (i.e., SF;,
SFg, SFy, SFip, SFi1, and SFyp). Similarly, the TP, ranging from 2 dBm to 14 dBm, can
be classified into five possible classes (2, 5, 8, 11, 14) dBm [152,155,167]. During dataset
collection, a packet would be transmitted with a pair of SF and TP. Based on the successful
ACK reception by the ED for the lowest SF and TP pair, the features such as RSSI, SNR,
the distance between ED and GW, ACK status, and X and Y coordinates will be labeled.
Based on the requirements of the application (e.g., mobile or static), the ML/DL method
can be implemented either on the ED side (in the case of mobile application) or on the NS
side (for static application). It is because the underlying propagation environment changes
drastically in the case of mobility, thereby the SF and TP selection decision should be taken
by ED rather than NS.

9. Conclusions

LoRaWAN is a promising IoT protocol for long-range and ultra-low power consump-
tion applications. However, a few challenges need to be addressed before LoRa and
LoRaWAN can be widely deployed, such as LoRa parameters configuration, interference,
and optimized ADR. One promising approach to overcoming these challenges and im-
proving the performance of LoRaWAN is ML. ML can be used to develop robust, efficient,
and intelligent ADRs responsible for resource parameter configurations (e.g., SF, TP, CR,
etc.). Furthermore, the field of ML in LoRa and LoRaWAN is growing fast, with recent
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research and development focusing on various areas such as SF and TP classification,
collision analysis, and interference mitigation.

In conclusion, this survey provides a detailed analysis of the state-of-the-art ML/DL/RL
applications utilized for improving the performance of LoRaWAN. Further, the survey dis-
cusses the publicly available dataset collection frameworks and publicly available datasets.
For the identified required features, the use of potential ML methods has been determined for
improving the performance of LoRaWAN. Furthermore, the ns-3-based ML frameworks have
been highlighted that can be integrated with the widely adopted LoRaWAN ns-3 module.
Finally, a discussion on current ML research efforts is highlighted with features utilized for ML,
DL, and RL, along with future recommendations that show how the LoRaWAN performance
can be further improved using ML techniques.
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Abstract: Vehicular wireless networks are one of the most valuable tools for monitoring platforms in
the automotive domain. At the same time, Internet of Things (IoT) solutions are playing a crucial
role in the same framework, allowing users to connect to vehicles in order to gather data related to
their working cycle. Such tasks can be accomplished by resorting to either cellular or non-cellular
wireless technologies. While the former can ensure low latency but require high running costs, the
latter can be employed in quasi-real-time applications but definitely reduce costs. To this end, this
paper proposes the results of two measurement campaigns aimed at assessing the performance of the
long-range wide-area network (LoRaWAN) protocol when it is exploited as an enabling technology
to provide vehicles with connectivity. Performances are evaluated in terms of packet loss (PL) and
received signal strength indicator (RSSI) in wireless links. The two testing scenarios consisted of a
transmitter installed on a motorbike running on an elliptical track and a receiver placed in the centre
of the track, and a transmitter installed on the roof of a car and a receiver placed next to a straight
road. Several speeds were tested, and all the spreading factors (SFs) foreseen by the protocol were
examined, showing that the Doppler effect has a marginal influence on the receiving performance of
the technology, and that, on the whole, performance is not significantly affected by the speed. Such
results prove the feasibility of LoRaWAN links for vehicular network purposes.

Keywords: IoT;, LoRaWAN; transmission performance analysis; wireless links in motion; vehicular
wireless networks

1. Introduction

Vehicular networks represent a paradigm in which the fundamentals of mobile wire-
less networks are applied to the field of vehicles, meaning that they represent the nodes
of wireless sensor networks (WSNss) that are capable of transmitting sundry information
(e.g., the state of the vehicles, environmental variables of the cabins, parameters related to
loaded goods, etc.). In addition, and thanks to the advent of the Internet of Things (IoT),
vehicular networks have evolved into the broader framework of the Internet of Vehicles
(IoV), stressing the paradigm in which vehicles equipped with sensors and actuators are
given Internet connectivity to fulfil, for instance, remote monitoring and control. More
generally, vehicular networks include the architectures of vehicle-to-vehicle (V2V) and
vehicle-to-roadside (V2R) communications models; the latter is under investigation in
this paper.

Concerning the enabling technologies, they can be distinguished into two broad cat-
egories: cellular and non-cellular. The former, like long-term evolution (LTE) or 5G, are
nearly mandatory whenever ultra-reliable low-latency communications (URLLC) or mas-
sive loV applications are needed. However, using cellular technologies implicitly implies a
notable increment of running costs since data transmission plans must be subscribed to. On
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the other hand, employing non-cellular technologies, like long range (LoRa) modulation
and long-range wide-area network (LoRaWAN) protocol, results in a lower quality of ser-
vice (QoS), thus limiting the range of application scenarios but at the same time drastically
cutting the running costs. Therefore, a trade-off has to be usually reached in the design
phase of vehicular network infrastructures.

Thanks to their reliability and robustness, LoRa modulation and the LoRaWAN proto-
col have been widely exploited in a plethora of distributed monitoring applications, thus
becoming an almost de facto standard low-power wide-area network (LPWAN) technol-
ogy within the IoT framework. Such a result is achieved because of the fact that LoRa is
grounded on the chirp spread spectrum (CSS) modulation, which has the capability of
demodulating signals to which a notable level of noise was added during transmission.
Indeed, LoRa modulation can fully operate below the noise floor level, meaning that signals
that have very low signal-to-noise ratio (SNR) (e.g., in the order of magnitude of —20 dB)
can be demodulated. This also translates into a maximum receiver sensitivity of —137 dBm,
depending on the exploited transmission parameters like the spreading factor (SF), the
bandwidth, and the coding rate (CR). Such a feature resulted in the adoption of LoRaWAN
in a myriad of application scenarios, and especially in the harsher ones: in non-line-of-sight
(NLOS) conditions [1,2], in industrial contexts [3,4], in underground applications [5,6], in
marine and offshore environments [7,8], and in search and rescue procedures in remote
areas [9,10].

This paper extends a previous work [11], in which the behaviour of LoRa modulation
and LoRaWAN protocol was investigated in cases of vehicles in motion. Specifically, a
transmitter was installed onboard a motorcycle, and while it was transmitting data, the
vehicle was driven along an elliptical track at several testing speeds. At the same time,
a LoRaWAN gateway was placed at the centre of the track, and the packet loss (PL) and
received signal strength indicators (RSSIs) were measured. Such results are reported herein
to be compared with the ones related to a new measurement campaign in which the
LoRaWAN transmitter was installed on the roof of a car. Similarly, the transmitter sent
data while the car was driven on a straight road at several velocities, and the gateway
was placed next to the road at the halfway point. This testing setup allowed us to assess
the performance of the transmitting technology from the point of view not only of the
PL and RSSI, like the former experiments, but also of the Doppler effect. Indeed, this
phenomenon was hardly assessable in the former campaign since the distance between the
transmitter and the receiver remained almost constant throughout the tests. Therefore, by
means of the results related to the field measurement campaigns, this paper contributes a
deeper assessment of the capabilities of the LoRaWAN protocol in enabling V2R networks
by analysing metrics related to the receiver side (i.e., PL and RSSI) and by investigating
whether the Doppler effect affects such wireless links and, if so, evaluating to what extent.
In particular, these results, which at first glimpse appear to be contradictory with respect
to the expected theoretical behaviour, allow us to fully understand and demonstrate the
actual behaviour and performances of LoRaWAN receivers in terms of frequency tolerance,
showing the possibilities that they offer within the field of vehicular networks. Moreover,
another goal of this work is to preliminary validate the feasibility of V2R links exploiting
LoRa modulation and the LoRaWAN protocol (i.e., two technologies that were not designed
and developed for this particular application scenario).

The rest of the paper is drawn up as follows. Section 2 presents related works about
the topic, highlights their similarities and discrepancies with this work, and clarifies how
this paper advances the current state-of-the-art. Section 3 briefly explains the Doppler effect,
while Section 4 presents the experimental setup from the point of view of the hardware
and the instruments that were exploited for the field tests, which are shown in Section 5.
Then, Section 6 is devoted to proposing the obtained results, their comparison, and their
discussion. Finally, Section 8 highlights conclusions and final remarks.
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2. Related Works

Vehicular networks can be enabled by the most diverse wireless communication
technologies. Of course, the requirements of the application scenario at hand prescribe the
most suitable transmission protocol. For instance, if low latency is mandatory, then 5G is by
far the most appropriate. On the other hand, if low power consumption and low running
costs are at a premium, then LPWAN technologies (e.g., LoORaWAN) are the most suitable
choice. However, provided that a plethora of wireless transmitting technologies can do
the job, only related works dealing with LoRa modulation and LoRaWAN protocol are
herein treated because this work is focused on such solutions. In doing so, a complete and
fair comparison can be made, since, for example, from the mere perspective of receiving
performances, a communication technology operating in licensed frequency bands (e.g., 5G)
generally outperforms another standards operating in industrial, scientific, and medical
(ISM) frequency bands (e.g., LoRaWAN).

Providing vehicles with wireless connectivity may be useful in order to perform remote
monitoring of their state, achieving onboard diagnostics in a quasi-real-time fashion when
LoRaWAN is exploited for data transmission, provided that enough gateways are densely
installed, for instance, in a smart city paradigm [12]. Similarly, connected vehicles may be
critical in emergency or rescue situations. For instance, road accidents can be prevented
by setting up V2V communications: vehicles can autonomously recognise whether other
vehicles are present in their blind spot and eventually signal to them in such an event by
means of LoRaWAN links [13]. Moreover, in cases in which car crashes occur, vehicles can
automatically detect such events and consequently call for rescue and emergency personnel,
aiming to avoid casualties [14].

Within the smart cities” domain, vehicular networks play a key role too, for instance,
in public transport and shared mobility. Considering a bike-sharing system, although it
applies to any other vehicles, one of the most compelling problems to address is the tracking
of the vehicles in order to counteract vandalism and thefts. Each bike can be given a Global
Positioning System (GPS) module and a wireless transceiver that sends its geographic
coordinates on a fixed-time basis. In order to reduce running costs for data transmission,
the LoRaWAN protocol can be exploited instead of cellular technologies, as was shown
and tested in [15]. Similarly, public transport vehicles (e.g., buses [16,17]) can be tracked by
employing a similar infrastructure. However, the localisation of mobile assets like vehicles
can be accomplished not only by resorting to GPS but also by analysing fingerprinting of
multiple RSSI measurements, provided that multiple gateways are installed [18].

So far, related work has been shown to deal with application use cases. However,
the literature also proposes the contribution of analysing the transmission performance
of LoRaWAN-enabled vehicular networks, which can be assessed by means of both simu-
lations and field tests, thus more closely resembling the topic of this paper. For instance,
in [19], the LoRaWAN protocol was evaluated by means of simulations, accounting for
three different sets of transmission parameters (two values of SF and bandwidth were
tested) over six different testing setups (simulating several road types and several veloci-
ties), and accounting for bit error rate (BER) and SNR as metrics. This study highlighted
that transmissions that have a longer symbol time are characterised by worse performance
due to the Doppler effect, since, especially at high speed, the coherence time related to the
Doppler effect is shorter than the symbol time. However, no field tests were performed. On
the other hand, in [20] field tests were accomplished by testing LoRaWAN links between
electric vehicle charging stations, which act as gateways, and moving electric vehicles,
which act as transmitters, within a smart city environment in Pamplona, Spain. The tests
accounted for several NLOS links (due to buildings, trees, cars, etc.) covering the maximum
distance of 350 m and proving the feasibility of the communication technology from both
the point of view of RSSI and SNR measurements. However, no extensive experiments
varying the vehicles speed and the adopted SF were performed. Contrarily, in [21], field
tests were performed evaluating the effectiveness of LoRa links for vehicular networks in a
medium-sized city. Such tests assessed the PL and RSSI when the number of transmitters
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(installed onboard as many vehicles), the covered distance, the speed of the vehicles, and
the transmission parameters (i.e., SF, CR, and bandwidth) varied. The obtained results
showed that the performance of LoRa modulation is affected when the distance and the
number of transmitters are scaled up for a given SF, CR, and bandwidth. At the same
time, when SF =9, CR = 4/5, and a bandwidth of 250 kHz is selected, then the best RSSIs
were recorded on average. Although such a result is valuable when IoV infrastructures
are designed, it should be noted that the LoRaWAN protocol allows for the exploitation of
a 125 kHz bandwidth for uplinks (at least in Europe), and this is the reason why we did
not test other values for such a parameter. Also, [22] performed field tests setting up an
architecture in which a LoRaWAN transmitter was installed onboard a car and several gate-
ways were placed on the road. Concerning the PL, it was found out that it proportionally
increased with the car speed, still proving the feasibility of wireless technology for such an
application scenario.

Simulations aimed at studying the LoRa channel for vehicular networks, as well as
field tests, were accomplished in [23], whose results highlighted that exploiting lower SFs
helps in making LoRa links more robust towards the Doppler effect. This is reasonable since
symbol time becomes shorter for lower SFs, and at a given speed, the coherence time will be
more likely to be longer than the symbol time. This condition became more evident in V2V
links whenever the two endpoints were in motion. However, [23] only tested the minimum
and the maximum SF, thus providing results for the two extrema but missing a proper
analysis for all the SFs in between, as was performed in this paper. On the other hand, in [24]
only simulations were performed and accounted for a workspace of 1 km? and 2500 moving
nodes at a speed up to 90 km/h. The relative results showed that performance, in terms of
PL, became worse when the number of transmitters increased, as well as when the speed
and the payload length increased. But, on the whole, the LoRaWAN protocol proved to
be suitable for the application scenario, but no field tests were performed. Similarly, by
resorting to simulations, [25] devised an algorithm implementing an alternative adaptive
data rate (ADR) scheme to be employed in LoRaWAN-enabled vehicular networks, whose
aim was twofold: enhancing performance and reducing power consumption by limiting
retransmissions in case of communication breakdown. But, once again, no field tests were
performed. Similarly, [26] proposed an alternative version of ADR, pursuing the same
goals and obtaining similar results. Another contribution supporting the thesis that better
performance can be achieved with lower SFs is [27], where simulations and field tests were
performed by testing mobile gateways rather than transmitters. Once again, the authors’
claims were supported by the theory standing behind the Doppler effect and, especially,
the relation between the coherence time as varying with speed and the symbol time as
primarily varying with the SF for a given payload length. The same authors continued
investigating the problem in [28] by setting up several measurement campaigns; one of
those resembled one in this paper. Indeed, from this point of view, [28] turned out to
be the most similar related work with respect to this paper, although in [28], gateways
played the role of moving agents while we exploited moving transmitters. But, at least
theoretically, this can be considered as a minor diversity. From the perspective of the
obtained results, similarities arose. Despite the viability of a LoRaWAN infrastructure
for vehicular networks being fully proven, a performance degradation occurred for high
speeds and high SFs. From this, although it is a niche application scenario, even boats
were shown to form vehicular networks enabled by LoRa modulation, as in [29] for fluvial
contexts. Such a study proved the feasibility of LoRa links in these frameworks, where
a transmitter was installed onboard a boat sailing on a river and several gateways were
placed on the banks of the river. The relative results showed that an average PL of 22%
was experienced. However, apart from the fact that such a measurement campaign was
structured in a different way with respect to the one in this paper, the application scenario
of [29] is harsh in itself since wireless links are taking place above a water basin, thus
introducing an additional variable hindering the wireless channel, as was also proven in a
previous work [30].
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The literature proposes a plethora of work dealing with LoRaWAN-enabled vehicular
networks. The bulk of it is focused more on the application scenario and the monitoring
infrastructure as the big picture than on the analysis of transmission performance. Some
contributions belonging to the former case were described above to provide readers with
a broader perspective on the topic. On the other hand, fewer studies belonging to the
latter case can be retrieved, and the most valuable and significant were introduced above.
Although the results obtained by such related works are all meaningful and beneficial, to
the best of our knowledge, we found a lack in the state-of-the-art concerning a comparative
performance analysis like the one we are presenting, especially tackling two use cases (i.e.,
vehicles travelling on tracks and vehicles travelling on roads) that are of typical interest in
real-world applications whenever V2R networks are needed.

3. Doppler Shift

LoRa modulation directly derives from CSS modulation, entailing high sensitivity at
the receiver side as well as robustness towards multipath interference and fading. However,
as the relative transceivers may traverse varying environments at given velocities, the
Doppler effect occurs, potentially influencing the performance of LoRa links. Such a
phenomenon is observed whenever there is relative motion between a signal source and an
observer, where, in this case, they respectively translate into a transmitter and a receiver. In
the context of LoRa communication, this effect manifests as a frequency shift in the received
signal due to the motion of either the transmitter or the receiver. Understanding the impact
of the Doppler effect is pivotal to ensuring reliable LoRa links in all contexts in which
devices are in motion (e.g., vehicular networks, asset tracking, mobile sensor networks, etc.).
This section delves into the intricacies of the Doppler effect occurring for LoRa links by
examining how frequency shifts take place and affect signal quality, thus shedding light on
the challenges and potential solutions for maintaining reliable connectivity where mobile
transceivers are concerned. LoRa packets are composed of modulated chirps (i.e., symbols)
with a given SF quantifying the number of bits per symbol over a given bandwidth BW.
This implicitly implies that SF and BW do affect the symbol duration f; as

o M

Generally, whenever a transmitter and a receiver move while they are communicating,
the Doppler effect comes into play. In particular, and without losing generality, let us
consider a moving LoRa transmitter at speed v;, and a LoRa receiver (i.e., the gateway)
standing still. In addition, if the gateway is not on the transmitter trajectory, then the
gateway observes the transmitter moving at its radial velocity v,,; = vixcos(6), where 0 is
the angle between the transmitter’s forward velocity (i.e., vty) and the line of sight from the
transmitter to the gateway. Thus, if the transmitter sends a signal with a carrier frequency
fo, then the receiver detects the frequency f according to

ts:

c
[ofi

f= fo, 2)

where v,,,; is subtracted when the transmitter becomes closer to the gateway, while it is
summed otherwise.

Alternatively, this phenomenon can be described by means of the frequency shift Af
(i.e., the Doppler shift)

b =f=fo=| g5 1| )

(ol il I

Moreover, in a digital communication system (e.g., LoORaWAN networks), the channel
response may change over time. However, a timespan during which the channel impulse
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response can be considered to be invariant can be defined. It is named as coherence time,
Tc, and it is related to Doppler shift since it is its dual in the time domain, in other words,

1

= aF
Therefore, in order to avoid distortion at the gateway side as a result of the amplitude

and phase changes entailed by the alteration of the channel response that occurs due to the

Doppler effect, the symbol duration t; should be smaller than the coherence time T-. We
are going to comment on this in Section 5.2.

Tc 4

4. Experimental Setup

Both measurement campaigns share the same experimental setup from the point of
view of the transmitter and the receiver. The transmitter included a LoRa transceiver (i.e.,
the REMO95 from HopeRF) driven by a microcontroller (i.e., the ATtiny84-A from Microchip).
Such components were powered exploiting a Panasonic NCR18650B battery proving 3.7 V
and 3400 mAh. However, two different antennas were adopted due to constraints related
to the vehicles involved in the two testing scenarios. The tests performed in a velodrome
and on a straight road were carried out using, respectively, a motorcycle and a car. The
reasons motivating this choice will be provided in the next section. For the tests carried out
in the velodrome, a 2dBi A/8 omnidirectional whip antenna was exploited, while for the
tests on the straight road, a 2dBi A /2 omnidirectional whip antenna was adopted. Despite
being different sizes, they provided the same gain, thus reducing the number of involved
variables. Unfortunately, using the same transmitting antenna for both measurement
campaigns was unfeasible because the A /8 antenna was placed inside the plastic tail trunk
of the motorcycle, which was not big enough to contain the A/2 antenna. On the other
hand, exploiting the A/8 antenna from the car cabin was not an optimal solution since,
contrary to the plastic tail trunk, the car chassis inevitably acts as a source of loss (which
cannot be ascribed to movement) within the wireless path loss. Instead, the A /2 antenna
had a permanent magnet at its bottom that was exploited to attach the antenna to the
car roof.

The receiver was a LoORaWAN gateway, and included a LoRaWAN concentrator (i.e.,
the RAK831 from RAKWireless) driven by a Raspberry Pi 3 model B. The concentrator was
connected to a 10 dBi omnidirectional antenna, while the gateway was mains-powered via
an inverter drawing power from a 12V 80 Ah lead acid battery.

Several speeds were tested in both scenarios, and for each velocity, many LoRaWAN
packets were broadcast by exploiting the following transmission parameters: 6 SFs ranging
from 7 to 12, CR of 4/5, bandwidth of 125kHz, payload of 10 B, and transmitter power
output of 14 dBm. Such a configuration was selected to reproduce a worst-case scenario;
indeed, lower CRs theoretically improve the ability to correctly restore data at the receiver
side. Concerning the number of transmitted packets, two approaches were followed. In
the velodrome, 200 packets were sent for each speed and for each SF. Conversely, on the
straight road, it was not feasible to fix a predetermined number of packets since the time
that the car spent travelling on the straight road decreased as the speed increased, meaning
that the higher the speed, the fewer the transmittable packets on the straight road. In
addition, owing to the frequency hopping scheme established by the LoRaWAN protocol,
8 different channels belonging to the 863-870 MHz ISM band (i.e., 867.1 MHz, 867.3 MHz,
867.5MHz, 867.7 MHz, 867.9 MHz, 868.1 MHz, 868.3 MHz, and 868.5 MHz) were exploited
for the transmissions in both measurement campaigns.

The gateway was in charge of receiving, demodulating, and forwarding the incoming
packet towards a remote network server by making use of the message queue telemetry
transport (MQTT) protocol. To this end, the gateway was provided with a 4G dongle,
proving Internet connectivity. Moreover, upon receiving, the gateway also measured the
RSSIs associated with each of the correctly demodulated packets.
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5. Field Tests

As anticipated, LoRaWAN links’ feasibility in motion was validated in a velodrome
to test cases in which the transmitter orbits around the gateway and on a straight road to
analyse cases in which the transmitter passes by the gateway. As was previously stated,
a motorbike was exploited in the velodrome, while a car was used on the straight road.
Although employing a car would have been optimal because its cruise control could have
been exploited to maintain a stable speed, the shape and radius of the velodrome would
have significantly limited the maximum reachable speed. On the other hand, this constraint
was not present for the tests on the straight road.

5.1. Velodrome Measurement Campaign

The velodrome is an elliptical track located in Siena, Italy, whose axes have dimensions
of 135m and 70 m (see Figure 1). The gateway was placed in the centre of the ellipse in
order to limit the variation in the distance between it and the transceiver, consequently
reducing the effect of path loss. Moreover, since the transmitter and gateway antennas were
omnidirectional and because the transmitter revolved around the gateway, maintaining an
almost constant distance, the Doppler effect could be considered negligible. The motorbike
was driven along the track at different velocities while the transmitter was broadcasting
packets sweeping SFs from 7 to 12 for each of the tested speeds. This measurement
campaign accounted for six test sets, during which the motorbike was kept at constant
velocities (i.e., 20km/h, 30km/h, 40km/h, 50 km/h, and 60 km/h) for the former five,
while during the last set (marked as ‘Max’), the motorbike was driven at a variable speed
spanning 60 km/h to 90 km/h. Keeping a constant speed greater than 60 km/h for the
entire track was not feasible for safety reasons. In so doing, the effect of movement on
both RSSI and PL can be assessed in all those cases in which the distance separating the
transmitter and the gateway remains almost constant over time by analysing speed and SF.

= Transmiter —

Figure 1. Aerial view of the elliptical track on which the velodrome measurement campaign was
conducted (picture taken from [11]).

5.2. Straight Road Measurement Campaign

The straight road test site is located near Siena, Italy, in the locality of Le Corneta. It is
a 1200 m long straight road on which no traffic was experienced during the tests since it is
a secondary road (see Figure 2). The gateway was placed halfway (i.e., at 600 m from both
of the endpoints of the road) in a lateral position at 6 m from the road. In such settings, the
Doppler effect can be perceived on the gateway side. Indeed, this measurement campaign
had a twofold scope by accounting for several speeds and all of the SFs: on the one hand,
we assessed the Doppler effect on PL considering both the leg in which the transmitter
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approaches the gateway, and the one in which it leaves the gateway; on the other hand, we
assessed the effect of movement on RSSI whenever the distance separating the transmitter
and the gateway varied over time.

Tests were carried out by travelling the straight road several times in the same direction.
The car was driven at 50 km/h, 70km/h, 90km/h, and 110 km/h by setting its cruise
control. Each speed was tested twice by travelling the straight road for as long as all of the
SFs were tested. Prior to the tests involving movement, some RSSI measurements were
taken by placing the transmitter at fixed points in order to assess whether movement can
significantly affect RSSI. Such spots were at the starting point and, in turn, at 300 m, 600 m,
900 m, and 1200 m from the starting point (therefore, the last spot corresponded with the
finishing point of the road), and at each location, 100 packets per SF were broadcast by
the transmitter.

_ b LoRaWAN
Transmiter - Cateway

A S T T

S 200Im
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")

Figure 2. Aerial view of the road on which the straight road measurement campaign was conducted.

Doppler Effect Analysis for the Straight Road Measurement Campaign

As discussed in Section 5.1, the Doppler effect can be considered negligible in the case
of the velodrome. Conversely, it has to be taken into account in the case of the straight road.
Therefore, in order to forecast the expected behaviour of LoRa technology in this context
and the expected capability of correctly receiving packets in the presence of the Doppler
effect for different radio settings, the relation between coherence time T¢ and speed was
calculated. Then, this was compared with the actual symbol duration ¢; for a LoRaWAN
transmission, taking into account the different SFs, which impact the actual ¢, as discussed
in Section 3.

In particular, in Figure 3, the T trend is compared with the ts achievable for the six
SFs, while Figure 4 focuses explicitly on the six speeds at which the tests were carried out.
Concerning this last figure, the relative speed between the transmitter and the gateway has
to be taken into account. While this speed can be considered constant when the transmitter
is far from the gateway, it rapidly decreases to 0 km/h and then increases again when
the transmitter transmits in front of the gateway. At this point, the car switches from
approaching to leaving the gateway; this is the reason for the peak of the coherence time in
the middle of the path.

Looking at the two figures, one can see that, resorting only to the theory, successful
transmission is expected to be possible when in motion only for SFs from 7 to 9 and for the
two lowest speeds (i.e., at 50 km/h and 70 km /h). At 90 km/h, the transmission is expected
to also become problematic for SF 9, while at 110 km /h, the transmission at this SF appears
to be totally unfeasible.
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Figure 3. Comparison between symbol time f; for each SF and coherence time T in function of the speed.
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6. Results
6.1. Velodrome Measurement Campaign

The test results related to the velodrome measurement campaign are reported in
Figures 5 and 6. First of all, the robustness of the LoRa modulation, and therefore of the
LoRaWAN protocol, was confirmed. This hints at the potential feasibility of a vehicular
network relying on such technologies, provided that low latency and high QoS are not
requisites of utmost importance for the application at hand, since it is well known that the
LoRaWAN protocol is lacking in these regards. The analysis of RSSIs highlighted that no
macroscopic correlation with speed can be observed. However, RSSIs varied throughout the
tests, although they did not hinder the wireless link. Particularly, the mean RSSIs spanned
from —59 dBm to —72 dBm, meaning that a considerable link margin was experienced.
Indeed, the LoRaWAN gateway had a sensitivity ranging from —137 dBm at SF = 12 to
—126 dBm at SF = 7 (which are common values for many other commercial LoRaWAN
gateways). Moreover, the measured RSSI excursion of 13 dB is almost a tenth of the receiver
sensitivity. Finally, the technology’s robustness was also validated by the limited values of
RSSI standard deviations, which were approximately constant during the tests forming the
measurement campaign.
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Figure 5. Test results related to the velodrome measurement campaign’s quantitative analysis:
(a) RSSI and (b) received packets (picture taken from [11]).
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Figure 6. Test results related to the velodrome measurement campaign’s qualitative analysis: (a) RSSI
and (b) received packets (picture taken from [11]).
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The percentage of received packets was almost always 100% apart from a few minima:
97.5% at 20km/h and 40 km /h, 96.0% at 30 km/h, 88.5% at 50 km/h, and 89.0% at 60 km /h;
the overall minimum (i.e., 77.0%) was recorded during the "Max” test set. Nonetheless,
such results are far from being unexpected since a PL spanning from 20% to 30% should be
taken into account in applications involving radio technologies operating in unlicensed
frequencies (e.g., LoRa).

Finally, the test results can be analysed from the point of view of the SF. According
to the tests, a worst-case scenario can be identified for SF = 10 because transmission
performances marginally deteriorate as speed increases. However, owing to the limited
number of transmitted packets (i.e., 200 per SF per speed), such a result can likely be
ascribed to statistical fluctuations rather than to movement.

6.2. Straight Road Measurement Campaign

The test results related to the straight road measurement campaign are shown in
Figures 7 and 8. Similarly to the other set of tests, the robustness and feasibility of LoRa
modulation in this application scenario were proven. However, such viability may fail
if the specific application scenario cannot tolerate high latency and low QoS because the
LoRaWAN protocol implicitly entails such characteristics. Since the distance covered by
the uplinks varied throughout the tests, the relative results are analysed by considering
two stretches: the approaching one, meaning that the transmitter was getting closer to the
gateway, and the leaving one, during which it was getting further away. This distinction
helps in assessing probable effects due to Doppler.

Firstly, let us take into account the performance from the perspective of the received
packets. On the whole, Figure 7a shows that, apart from a few cases in which the received
packets ranged from 84% to 88%, the bulk of the tested settings recorded a percentage of
received packets ranging from 90% to 100%, underlining the robustness of LoRaWAN for
this application. Specifically, for speeds greater than or equal to 90 km/h, the PL increased,
as was suggested in the literature. However, contrary to related works, adopting higher
SFs ensured better reception capabilities, although the symbol time increased. This is
justified by the fact that LoRa modulation is intrinsically robust against the Doppler effect
(see Section 5.2), thus making it eligible for V2R communications. This is also confirmed
by analysing Figure 7b,c: if compared, no significant discrepancies arise between what
concerns the approaching and the leaving stretches and what concerns the percentage
of received packets; moreover, these results are consistent with the results of Figure 7a,
meaning that the transmission architecture worked similarly in both stretches.

Secondly, let us take into account the performance from the point of view of the RSSI
measurements. Such results are displayed for each of the tested SFs, and they are compared
with the set of RSSI measurements performed by keeping the transmitter still at the fixed
points, thus allowing us to be able to assess the probable effects of movement and of the
Doppler effect. In each of the charts of Figure 8, such measurements are plotted with a solid
green line, while the RSSIs related to the tests accounting for movement are represented
with dashed and dotted lines, with the colour representing the tested speed. Since the
wireless links had variable distances, evaluating the RSSIs by looking for the best values
is not meaningful (i.e., it is trivial that the best RSSIs were observed at halfway, close to
where the gateway was installed). Conversely, the aim of this test is to spot whether, for
a given SF, movement played a significant detrimental role, and to evaluate whether the
RSSIs significantly varied for each of the SFs. Tests related to SF = 7 (see Figure 8a) showed
that RSSIs varied, regardless of the speed, with respect to those recorded with no motion.
Specifically, some of them were slightly worse with respect to those at 0 km/h, while some
others were slightly better. This indicates that no significant variations can be perceived,
and that a minimal link margin was experienced since the receiver sensitivity at SF = 7 is
—126 dBm (which is the worst achievable for the tested transmitting parameters). The same
conclusion can be drawn for the measurements performed at SFs of 8,9, and 11. But, for
those SFs, better receiver sensitivity was available, meaning that larger link margins were
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present. On the other hand, measurements related to SFs of 10 and 12 exhibited a slightly
different behaviour, since the RSSIs recorded when the transmitter was still were higher for
some tested spots with respect to those of the other SFs. However, such an outcome can be
due to exogenous factors due to environmental conditions that cannot be controlled since
tests were performed outside a laboratory, and it does not imply that movement played a
significant beneficial role in the wireless links. Therefore, on the whole and on the face of
such tests, it can be concluded that movement and the Doppler effect had a limited effect
on RSSIs and a marginal effect on PL when low SFs were exploited and high speeds were
tested. We are aware that several speeds could have been tested, but testing lower speeds
would have modelled better-case scenarios, while testing higher ones would have been
dangerous owing to the morphology of the straight road. Moreover, and at least in Italy,
the maximum speed limit is 130 km/h, which can be achieved in motorways only.
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Figure 7. Test results related to the straight road measurement campaign’s qualitative analysis of the
received packets: (a) total; (b) approaching stretch; (c) leaving stretch.
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Figure 8. Test results related to the straight road measurement campaign’s quantitative analysis of
the RSSIs: (a) SF = 7; (b) SF = §; (¢) SF = 9; (d) SF = 10; (e) SF = 11; (f) SF = 12.
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7. Discussion

The most promising result that emerged from the two measurement campaigns is that
LoRa modulation and the LoRaWAN protocol can potentially enable vehicular networks,
at least for the V2R paradigm. Indeed, PL, and in general performance decrease, was in line
with the intrinsic behaviour of the technology, where operating in ISM bands is inevitably
subject to interference and noise. Thus, if the application scenario allows a minimal amount
of data loss along with a negligible latency, LoORaWAN can be a valuable alternative.

During the first measurement campaign, a quantitative analysis of the RSSI was
possible since the length of the wireless path was almost constant throughout all the
experiments. Conversely, RSSIs of the second measurement campaign could only be
examined from a qualitative point of view since the path length varied over the trials.
Indeed, just a comparison with the RSSI measurements performed with the transmitter
kept still could be made. However, tests on RSSIs showed, on the one hand, that minimal
variation was experienced when the speed changed, which did not mind the effectiveness
of LoRa owing to its robustness, and on the other hand, that such measurements marginally
varied for a given spot when the transmitter was moved with respect to when it was still.
Both of these outcomes were independent of the SF, since for the velocity at hand, minor
changes were experienced for different SFs. Of course, a deep analysis of link margin is
superfluous and not pertinent because, in both measurement campaigns, the path length
was particularly limited: in the first one, from a minimum of 35.0m to a maximum of
67.5m, and in the second one, from 6 m to 600 m.

The other metric under investigation was the PL or, alternatively, the percentage of
received packets. For the measurement campaign conducted in the velodrome, the PL
was almost always negligible, apart from five testing setups. For all of the other settings,
the percentage of received packets ranged from 96% to 100%. A similar behaviour was
observed also in the tests held on the straight road, although the number of testing setups
registering a percentage of received packets below 96% was more consistent, but in the
worst case, 84% of transmitted packets were received, meaning that the technology can be
considered robust nonetheless since it performed according to what other related works
dealing with LoRa links in harsh contexts reported. Moreover, for the latter campaign,
the PL was analysed by considering the approaching and leaving stretches in addition
to the overall performance. This was performed in order to assess probable detrimental
effects due to the Doppler effect. However, since the results related to the three analyses
(i.e., overall, the approaching stretch, and the leaving stretch) were similar, it can be
concluded that the Doppler effect had a limited, almost negligible effect. Nevertheless, an
additional fact must also be stressed. Since a gateway was exploited as the receiver rather
than a spectrum analyser, it is reasonable that many of the lost packets could have been
received, but they could have been corrupted, thus being marked as lost by the gateway
due to its inability to demodulate them. Contrarily, if a spectrum analyser was exploited,
then the PL would be far lower. This would have been a best-case scenario apart from
the fact that, in real-life applications, gateways are almost always employed in place of
spectrum analysers, and that the ability to retrieve information coded within the packet
payloads is what is actually needed to consider the application satisfactory and effective.
The usage of a spectrum analyser would have been beneficial to assess whether some
potential interference was present during experiments. However, since the tests for both
measurement campaigns took place over a limited timespan (i.e., a few hours), if some
interference affected the communication channel, thus acting as background noise, this
would have been experienced over all of the RSSI measurements, hence making it negligible
when such results are analysed from a relative perspective, as was proposed above. In light
of this, we opted for the usage of just a gateway, thus testing at the same time a worst-case
scenario (also because the maximum CR was selected) and a real-life application scenario.

Concerning the Doppler effect, from Figures 3 and 4, one can see that the coherence
time related to the Doppler effect is shorter than the symbol time, but the performance in
terms of packet delivery does not degrade. This seems like a surprising result, but, in fact,
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it is not. The explanation of this result comes from the fact that Semtech’s LoRa receivers
that are employed in the experiments can cope with a considerable Doppler shift.

The technical possibility of a LoRaWAN receiver of coping with Doppler shifts of up
to BW /4 is confirmed in the scientific literature. Quoting from [31]:

the LoRa receiver studied in this work can only estimate a CFO Af. € [—(B/4), (B/4)],

where CFO stands for Carrier Frequency Offset (equivalent in this context to the Doppler
shift) and B denotes the bandwidth BW.

In Section 2.1 of [32], an application note covering Semtech’s components used in the
experiments, it is first of all confirmed that the maximum allowed Doppler shift is 1/4
of the bandwidth. A budget of the residual allowed frequency shift resulting after the
consideration of an error of 5 ppm for the gateway and an error of 25 ppm for the transmitter
is provided. In the case of BW = 125 kHz, the remaining frequency drift budget allowed is
5.21kHz; considering a centre frequency for the communication of 868 MHz, a Doppler
shift of 5.21 kHz corresponds to a speed of 6482.52 km/h or 5.3 Mach. Of course, with a
larger bandwidth, the limit increases. The tolerance of LoRa receivers to Doppler shifts
is also confirmed by other related works in the literature, whose results support those of
this paper, along with those of [20-23,26-28], which were extensively analysed in Section 2.
For instance, [33] performed tests investigating the performance of off-the-shelf LoRa
transceivers in real-life contexts (that match with the measurement campaigns of Section 5),
finding comparable results with the ones of this paper, although only the maximum SF was
tested. In the same vein, [34] also performed similar experiments with respect to those of
Section 5.2 and obtained analogous results, although a different bandwidth was exploited
for the uplinks. Therefore, it is reasonable to deem that the minimal receiving performance
decay experienced in the straight road measurement campaign, where the RSSIs related to
the moving transmitter were compared with the ones of the still transmitter, can be ascribed
to other detrimental effects (e.g., multipath fading) rather than to the Doppler effect that
typically hinder wireless communications enabled by radio frequency technologies like
LoRa modulation. Moreover, such an effect becomes more prominent whenever unlicensed
frequency bands, like ISM bands, are exploited.

We can conclude then that, thanks to the possibility of LoRaWAN receivers, even those
that are commercially available such as those that have been used in the experiments, to
tolerate high Doppler shifts, the results of our experiments are perfectly justified. However,
these promising results do not compensate for the intrinsic limitations of LoRa modulation
and the LoRaWAN protocol when applied to the context of vehicular networks. For
instance, this may not be the best alternative when the application scenario requires URLLC
or massive IoV, since the LoORaWAN protocol implicitly entails a non-negligible latency and
a low QoS. In such cases, cellular technologies (e.g., 5G) are definitely better suited. But
this also implies a rise in running costs since, conversely to LoRaWAN, data transmission
plans must be subscribed to. Thus, during the design phase of the network enabling the
application, a thorough trade-off has to be generally achieved bearing in mind all of the
use case requirements.

8. Conclusions

This paper aimed at assessing the feasibility, effectiveness, robustness, and reliability of
the LoRa modulation and of the LoRaWAN protocol when exploited for enabling vehicular
networks, specifically for V2R paradigms. To this aim, two measurement campaigns were
conducted: the former took place in a velodrome, by putting a LoRaWAN transmitter
inside the tail trunk of a motorcycle and by installing a LoRaWAN gateway in the centre of
the velodrome; the latter was performed on a straight road, by placing a transmitter in a
car with the antenna on the car roof and by installing the gateway at the halfway point in a
lateral position with respect to the road. Several speeds were examined, and all of the SFs
were tested in order to validate as many configurations as possible. Moreover, during the
second set of tests, the Doppler effect was evaluated. The test results proved the overall
feasibility of the transmission system for the specific application scenario, highlighting a
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degradation in reception performance in terms of PL and RSSI as the speed increased that,
however, did not undermine the effectiveness of the wireless communication technology.
Moreover, during the latter testing campaign, it was found that the Doppler effect played a
marginal detrimental role, thus remarking the robustness of the LoRa modulation in terms
of the frequency tolerance of the receivers.

Future work will address the current limitations of this study. Tests accounting for
multiple moving transmitters will be conducted, as well as those accounting for multiple
gateways. This can potentially pave the way for further tests within a smart city scenario,
in which a multitude of attenuation sources are present (e.g., buildings, trees, other vehicles,
etc.). In so doing, a broader perspective could be obtained, thus extensively validating the
results obtained so far. Another limitation of the proposed approach is that the aforemen-
tioned presented and discussed results derive from measurement campaigns conducted in
a velodrome and on a straight road. Although such results can be fully exploited to provide
readers and practitioners in the field with useful insight about the topic, they could not
be potentially extended to further contexts, at least as a first instance, unless additional
efforts or assumptions are made. Nonetheless, future work addressing multiple moving
transmitters and multiple gateways will shed light on this.
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Abstract: Low-power wide-area (LPWA) is a communication technology for the IoT that allows low
power consumption and long-range communication. Additionally, packet-level index modulation
(PLIM) can transmit additional information using multiple frequency channels and time slots. How-
ever, in a competitive radio access environment, where multiple sensors autonomously determine
packet transmission, packet collisions occur when transmitting the same information. The packet
collisions cause a reduction in the throughput. A method has been proposed to design a mapping
table that shows the correspondence between indexes and information using a packet collision
minimization criterion. However, the effectiveness of this method depends on how the probability of
the occurrence of the information to be transmitted is modeled. We propose an environment-aware
adaptive data-gathering method that identifies the location of factors affecting sensor information and
constructs a model for the probability of the occurrence of sensor information. The packet collision
rate of the environment-aware adaptive data-gathering method was clarified through computer
simulations and actual experiments on a 429 MHz LPWA. We confirm that the proposed scheme
improves the packet collision rate by 15% in the computer simulation and 30% in the experimental
evaluation, respectively.

Keywords: LPWA; PLIM; mathematical optimization

1. Introduction

In recent years, low-power wide-area (LPWA) communication technology has at-
tracted attention as a wireless sensor network for the internet of things (IoT) due to its
long-range capability and low power consumption. LPWA operates without a license, en-
abling the deployment of wireless networks virtually anywhere [1]. In particular, the event
detection scheme that detects the environmental changes in IoT has been considered in
[2]. In the IoT for agriculture, the event detection based on machine learning is considered
in [3]. For the IoT of the inside of a car, the error detection of the equipment system is
considered in [4]. For monitoring the water level, the highly accurate error detection based
on a machine learning scheme is proposed in [5]. Event detection from the open sky using
an unmanned aerial vehicle is proposed in [6]. Various frame works for highly accurate
event detection are proposed in [7]. In addition, the process flow of event detection with the
analysis of the gathered data is shown in [8]. The analysis of time and frequency domains
for the robustness of noise is proposed and thus the detection accuracy is improved in
[9]. Event detection based on the compressed sensing is proposed in [10]. The variable
sampling rate adapted to the conditions of events is considered in [11]. However, as the
event or the change in the monitored environment occurs, a lot of sensors recognize it and
then access the channel, simultaneously. The packet collisions frequently occur and thus it
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is quite difficult to gather the sensing data [12]. In addition, LPWAs have the limitation of
a data transmission duty cycle to secure a time for other systems to gain access. However,
there is also the problem that the limitation of duty cycle reduces throughput.

Various schemes for reducing the packet collision and improving the packet delivery
rate have been considered. The performance of LoRa under the industrial application
with various algorithms of the adaptive data rate (ADR) is clarified in [13]. When the
parameters of the LoRa format, such as packet length and spreading factor, are changed,
the packet error rate is evaluated [14]. In the dense sensor nodes, the suitable spreading
factor assigned to each sensor in accordance with the criterion of maximal delivery rate
is considered [15]. In addition, in the dense sensor nodes, the adaptive switching of
spreading factor and transmit power control is proposed for improving the packet delivery
rate in [16]. The avoidance of packet collision based on the prediction of packet access is
considered in [17]. The construction of a transmitting packet using the period of packet
transmission is considered for avoiding the packet collision in [18]. For increasing the
throughput, the interleaved chirp pattern of LoRa modulation is considered in [19]. In the
transmission range under the 1 km, the packet collisions frequently occur and then the
packet retransmission in the application layer is considered in [20]. The distributed control
of the packet access parameters improves the packet delivery when late in [21].

One method to enhance the throughput of LPWA within the confines of the duty
cycle limitation is through packet-level index modulation (PLIM) [22]. PLIM maintains
the packet format while dynamically adjusting the channel and timing of packet trans-
mission according to the information to be transmitted. This effectively utilizes the idle
periods created by duty cycle limitations as indices for information transmission, thereby
expanding throughput. Additionally, as PLIM adheres to the LPWA wireless standard, it
can seamlessly integrate with existing LPWA deployments.

The conventional schemes for avoiding packet collision and compensating the degra-
dation of the delivery rate assume the periodic packet access or the ability to directly
controlling the parameters of the packet access. However, in the PLIM, the packet access
depends on the sensing information. The conventional scheme cannot directly apply to
the LoRa with PLIM. Therefore, the scheme for suppressing the packet collision as well as
applying the LoRa PLIM is required.

We consider the application of PLIM in a competitive wireless environment where
multiple sensors can transmit packets simultaneously on the same channel and with the
same timing. When multiple sensors use PLIM to transmit identical information, they con-
currently send packets over the same transmission channel and timing, resulting in packet
collisions. Therefore, the mapping table, showing the correspondence between transmitted
information and indices, is adapted for each sensor, thereby mitigating packet collisions.
A method has been proposed to design a mapping that minimizes the packet collision
probability by mathematical optimization [23]. Establishing a model of packet collision
probability necessitates understanding the statistical trends of the sensor information to be
transmitted beforehand. To achieve this, a method has been proposed that uses previously
collected data and prior observations to construct a model of the probability of information
occurrence [23]. However, if the information pattern transmitted by each sensor follows a
uniform probability distribution, there is a chance that other sensors may select the same
index, thereby limiting the effectiveness of packet collision suppression.

In this study, our focus is on identifying the factors influencing each piece of sensor
information to understand the statistical trends of prior sensor data. While our explanation
primarily pertains to radio sensors, the methodology is applicable to other phenomena
that exhibit spatial spillover. Radio sensors are being explored for frequency-sharing
applications [24]. In the context of radio sensors, when a radio source emits a signal, the
sensor measures the receive signal strength indicator (RSSI) at its location. Subsequently,
each radio sensor transmits the RSSI to a gateway (GW) using PLIM. The RSSI observed
by each radio sensor varies depending on the location of the radio source. Therefore,
we analyzed the statistical trend of RSSI by limiting the presence of radio sources to a
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narrower area within the overall observation range. Consequently, RSSI tends to exhibit
a narrow spread and concentrate around a specific value. Therefore, we analyzed RSSI
trends using radio sensors. Here, we divided the entire observation space into uniformly
sized sections to form areas. Therefore, the statistical trend of RSSI for each sensor was
analyzed according to the presence of radio sources in each area. Upon identifying the
area where the radio source was located, the corresponding RSSI trend was used to design
the PLIM mapping table. Therefore, each radio sensor focuses on a specific RSSI value
and rarely sends other RSSI values to the GW. The vacant indices, which are not used for
PLIM, are secured and then used by other sensors, thereby suppressing packet collisions.
In the proposed method, the position estimation of the radio source and the selection
of a suitable mapping table corresponding to the estimated position are iteratively used.
Therefore, the proposed method adaptively switches the mapping table based the radio
environment, referred to as an environment-aware adaptive data-gathering method. In
this research, the packet collision rate is evaluated by computer simulation to elucidate
the effect of reducing the packet collisions using the environment-aware adaptive data-
gathering method. Furthermore, the environment-aware adaptive data-gathering method
was implemented using 429 MHz-LoRa/FSK modules, and its effects were also assessed in
the experimental evaluation.

The difference among our papers [22,23] and this paper is shown as follows. In
Ref. [22], we initially proposed the packet-level index modulation. We did not consider the
packet collision under the competitive wireless access environment among multiple sensors.
Ref. [23] proposed the construction of the mapping table between the indexes, and the
sensing information was constructed to minimize the packet collision rate in the PLIM. It
confirmed the effect of reducing packet collisions in the computer simulation. However, this
has not been confirmed in an experimental evaluation with the actual wireless equipment.
In addition, the effect of reducing the packet collisions by the proposed construction of
mapping table depends on the tendency of sensing information. Ref. [23] did not consider
this in detail. This paper pays attention to the relationship between the position of the event
source and the statistical tendency of the sensing information. It proposes the adaptive
data-gathering scheme based on the positioning of the event source. In addition, this paper
clarifies the effect of the optimal mapping table in an experimental evaluation with the
actual wireless equipment, which is 429 MHz LoRa/FSK.

The main contributions of our paper are shown below.

*  We propose the adaptive data-gathering scheme in which the mapping table of PLIM
is adaptively changed in accordance with the position of event source. The proposed
adaptive data gathering can effectively reduce the packet collisions.

¢ We implement the proposed adaptive data-gathering scheme in the actual equipment
of 429 MHz LoRa/FSK. In the practical experiment, the effects of optimizing the
mapping table of PLIM and the adaptive data-gathering scheme are clarified.

*  Inthe computer simulation and the experimental evaluations, we confirm the improv-
ing effect of the proposed adaptive data-gathering scheme in terms of the reduction in
packet collision rate and the packet delivery rate.

The necessity of the experimental evaluation is shown as follows. In computer sim-
ulation, the ray-tracing simulator is used for simulating the radio environment. As the
number of reflections becomes large, its computational complexity is explosively increased
and thus the results cannot be obtained within a practical and finite time duration. In-
stead, the simple simulation with a smaller number of reflections is used. However, a
mismatch between the simple simulation and the actual radio environment occurs. In
the proposed data-gathering method, the spatial correlation of the radio environment
is used and thus the highly accurate simulation of the radio environment is necessary.
Therefore, the experimental evaluation with the actual radio sensor measuring the RSSI can
clarify the practicality of the proposed method. In the evaluation of Ref. [23], the packet
access from each sensor to the GW is assumed as the ideal model with no packet loss. The
LPWA is the wide area network and thus the sensor located in each site suffers from the
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various obstacles around it. Therefore, the channel model is different for each sensor. For
simulating the highly accurate wireless communication, the channel model is constructed
sensor by sensor and thus the process time of evaluation and constructing the program
are significantly large. In the experimental evaluation with the packet transmission based
on LPWA, the particular channel model in each sensor is considered and then the effect
of the proposed data-gathering method can be evaluated. In addition, the processes of
the proposed data-gathering method are composed of the positioning of the radio source,
the selection of the suitable mapping in the PLIM, the informing from the GW to each
sensor about the selected mapping, and the switch of the mapping in each sensor. These
consume a certain amount of time as the processing time. As the adaptation of the proposed
data-gathering method to the radio environment is evaluated, the processing time should
be considered and thus the actual implementation of the proposed method is necessary.

2. System Model

In the sensor networks considered in this study, there was one GW and multiple sensor
nodes. Each sensor converted its observation information into digital data and notified
the GW. The GW periodically broadcasted time synchronization signals to all the sensors,
ensuring time synchronization across the network. Each sensor transmitted its observation
information once at periodic intervals, defining the transmission cycle as a frame. The
observation information was encapsulated within packets containing necessary control
information for communication. Therefore, each sensor sent a packet only once per frame.
However, the packet access timing could be chosen arbitrarily as long as it fell within one
frame time; the frame time was assumed to be significantly longer than the packet length.

LoRa is assumed to be the transmission method for LPWA, where a chirp pattern
corresponding to the digital information is selected for transmission. This modulation is
referred to as LoRa modulation. The duration of the chirp pattern is determined by the
spreading factor (SF). As the SF increases, the symbol length of the chirp pattern expands,
and the number of chirp pattern types increases. Consequently, the number of bits that
can be transmitted per symbol also increases. Furthermore, as the energy per symbol
is enlarged, the transmission distance is increased. However, when the SF is set to 1,
two different frequencies are switched for and sensors autonomously select one channel
each, which is equivalent to Frequency Shift Keying (FSK).

2.1. Packet Level Index Modulation (PLIM) [22]

PLIM is an index modulation technique where the index is determined by the trans-
mission timing and frequency channel of the packet. Figure 1a shows the relationship
between the channel and time. The frame is divided into short, equally spaced segments
called slots, with each slot being shorter than the frame length but longer than the packet
length. The frame start time for each sensor is detected using a synchronization signal from
the GW. Each sensor sets the waiting time for packet transmission in slots from the frame’s
start time, allowing them to select a specific slot for packet transmission by adjusting their
transmission waiting time. Moreover, multiple orthogonal frequency channels are prepared,
and sensors autonomously select one channel each. Consequently, the total number of
indices that can be formed is the product of the total number of frequency channels and the
total number of time slots. The digital information is assigned to the index formed in this
manner, a process called mapping table. Figure 1b presents an example of a mapping table.
Each sensor can independently set its own mapping.

Information transmission in PLIM operates as follows: The sensor constructs a digital
pattern, which is a combination of multiple pieces of digital information to be transmitted.
In the case of transmitting two bits, there are four possible patterns: 00, 01, 10, and 11.
Subsequently, the sensor selects the index corresponding to the digital pattern by referring
to the mapping table. The packet is then transmitted in the timeslot and frequency channel
indicated by the selected index. Upon reception, the receiver identifies the number of re-
ceived frequency channels and the timing of reception. Since time synchronization between
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the receiver, GW, and each sensor node has been established, the difference between the
start time of the frame and the arrival time of the packet indicates the timeslot selected
by the transmitter, i.e., the sensor. The index is obtained from the detected frequency
channel and timeslot. The GW refers to the mapping table used by the sensor whose ID
is recognized from the header of the received packet. It then identified the digital pat-
tern corresponding to the received index, thus receiving this digital pattern as the digital
information from the sensor.

(b) Mapping Table
. for Sensor #1
24 Slot Digital
5 Index Info.
- O
q B[ _# w6 [ #s 41 00
i PKTH
s  [PXTH 0 ol
;t' F;uliex #2 #3 #1 #2 | #3 B 10
= f PRI
= Tl R
i Time 45 -
Frame Frame #6 R
(a) Indexes for PLIM

Figure 1. Image of PLIM.

In PLIM, besides the packet payload, additional information can be transmitted using
the index, thereby expanding the throughput. Furthermore, the modulation format of the
packet does not need to be altered, making it compliant with the LoRa standards.

2.2. Optimization of Mapping in PLIM [23]

One of the challenges of PLIM is the occurrence of packet collisions when multiple sen-
sors select the same index, resulting in missing information. To mitigate packet collisions,
the construction of the mapping table based on mathematical optimization techniques
has been constructed. A quadratic programming problem is formulated by deriving the
probability of packet collision between any two sensors and using the mapping pattern
rules in PLIM as constraints. The specific model equation is as follows:

K 1 I J
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Here, 7 indicates the sensor number, j indicates the digital pattern number assigned by
a particular decimal number, and k indicates the index number, respectively. Additionally,
I, ], and K denote the total number of sensors, the total number of digital patterns, and
indices, respectively. P; ; indicates the probability that the ith sensor will send the jth digital
pattern. When x;  ; is one, the kth index is assigned to the jth digital pattern of the ith sensor.
Conversely, zero indicates no assignment. Note that x; ; ; is the optimization variable.

Equation (2) indicates that each digital pattern is assigned an index for each sensor.
Equation (3) indicates that at most, one digital pattern is assigned to one index at each
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sensor. Equation (4) also ensures that each index is assigned at most one digital pattern for
any one sensor, and at most up to the number of sensors. The optimization solver can be
used to determine the design variables x; ; .

In Ref. [23], the construction of mapping in the PLIM is modeled as the quadratic
programming problem. The Gurobi Optimization [25], which is the solver of the quadratic
problem, is used for deriving the optimal variables [23]. We also use the Gurobi Opti-
mization as the solver of the quadratic programming problem. The computational cost
of constructing mapping table is more significant as the number of variables becomes
large [23]. Therefore, we also use the quasi-optimization solution with low complexity, as
Ref. [23] also uses it.

The model equation requires a prior estimation of P; ;. Estimation methods include
prior observations and analogous methods based on previously gathered results. Here,
we consider a case where a particular digital pattern in P; ; exhibits a higher probability
of occurrence than the other patterns. Maintaining a low collision probability entails
assigning a digital pattern with low occurrence probability to the index assigned to the
digital pattern with high occurrence probability. This concept yields the mapping table
derived from optimal design, which can effectively suppress packet collisions. Conversely,
if the occurrence probability of any digital pattern is uniform, the probability of selecting
any index is not low, even with the mapping changes. Therefore, the probability of multiple
sensors selecting the same index is high, limiting the effectiveness of collision suppression.
Therefore, when the occurrence probability of a particular digital pattern is high, the
collision-suppression effect of the mapping design can be enhanced. In this study, we
established an environment-aware adaptive data-gathering method where the occurrence
probability of a digital pattern is concentrated on a specific pattern.

2.3. An Environment-Aware Adaptive Data-Gathering Method

This study assumes that a sensor observes the RSSI of a radio wave and transmits it
via PLIM. The same concept can be applied to cases where temperature, humidity, etc., are
transmitted. The magnitude of RSSI observed by the radio sensor is quantized at regular
intervals, making RSSI a discrete value. Each discrete value corresponds to a digital pattern
of PLIM. Therefore, a unique index is assigned to each discrete value, and then the RSSI
is transmitted by PLIM. Each discrete value of RSSI is associated with a decimal number,
referred to as the RSSI number.

By uniformly placing sensors in the observation area and measuring RSSI, the spatial
spread of radio waves emitted by a radio source is observed. Radio wave propagation
is subject to shielding effects from buildings and attenuation corresponding to the prop-
agation distance [26]. Therefore, the shielding effect of each building differs depending
on the position from which the radio waves are emitted, resulting in inherent variability
in radio propagation depending on the location of the radio source. The RSSI dataset,
which aggregates the occurrence probability of the RSSI observed by each sensor, can be
considered to have specificity depending on the location of the radio source. A method
using this RSSI-spatial specification for location positioning has also been investigated [27].
In this study, we develop a probabilistic model of RSSI corresponding to the location of the
radio source.

Figure 2 shows the past locations of radio sources and the probability distribution of
RSSI observed by a certain single sensor. Note that each figure for a radio source shows
the cumulative past locations, and these sources do not emit radio waves simultaneously.
Figure 2a shows the case where radio sources are uniformly distributed within the observa-
tion range for evaluating the frequency distribution to determine the probability of RSSI for
each sensor. Conversely, Figure 2b shows the case where radio sources are uniformly dis-
tributed within the observable range for evaluating the frequency distribution to determine
the probability of RSSI for each sensor. This represents a case where the occurrence range
of past radio sources is restricted to an area smaller than the observation range. From the
figures, it is evident that the probability distribution of RSSI in Figure 2b converges more
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narrowly than that in Figure 2a. Therefore, if the range of occurrence of a radio source can
be limited to a certain area, the probability distribution of transmitted information can be
constrained more narrowly.
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Figure 2. Stochastic tendency of detected RSSI depending on concentration level of appearing radio
source. The colors indicate the level of RSSI.

Therefore, we propose the following environment-aware adaptive data-gathering
method: We divided the observed space of radio waves into equally sized small areas.
Then, we recorded the RSSI of each sensor corresponding to the occurrence of radio sources
at various locations within each area. The RSSI recorded by each sensor was analyzed using
histogram analysis to obtain the probability of occurrence of each RSSI value. Consequently,
a probability model for the occurrence of the RSSI for each sensor can be obtained for each
area. This provides the prior RSSI occurrence probability necessary for designing the
optimal mapping. Next, the optimal mapping was derived based on the reference [23].
As a result of these processes, the optimal mapping was established for each area. The
mapping corresponding to each area was recorded for each sensor and GW.

For the information gathered by PLIM, mappings are selected adaptively according
to the process flow shown in Figure 3. As we can see this figure, the selecting mapping
is composed of the iterative process. Each sensor first informs PLIM of its observed RSSI
using the default mapping. Here, a random mapping table is used as the default mapping,
constructed by establishing random correspondence between the RSSI numbers and the
indices. The RSSI gathered by all sensors is then utilized by the GW to estimate the area
where the radio source is located. In the method of estimating the radio source’s location,
the sensor observing the maximum RSSI can be considered as the location of the radio
source, or the center-of-gravity addition method [28] can be used. The estimated area where
the radio source exists is then communicated from the GW to each sensor. Subsequently,
the GW and each sensor select a mapping designed according to the RSSI probability
distribution for each area. The selected mapping is used to notify PLIM of the RSSL
This series of processes is then repeated: radio source location estimation, area location
estimation, GW notifying each sensor of the estimated area, switching the mapping, and
PLIM transmission.

By proceeding the iterative process of the proposed method, it becomes possible
to select an appropriate mapping table according to the radio source and transmit it by
PLIM. Due to the limited range of radio sources, packet collisions among sensors can be
suppressed using a mapping table with an optimized design that uses the converged RSSI
distribution. Additionally, as the location of the radio source is monitored, mapping can be
adjusted to accommodate changes in the radio environment resulting from the movement
of the radio source. Therefore, the success rate of sensor information collection can be
maintained at a high level.
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Figure 3. System flow of environment-aware adaptive data-gathering method.

The proposed method was unable to prevent packet collisions resulting from multiple
sensors transmitting packets with the same index when using the initial default mapping.
This resulted in missing RSSI data, leading to errors in the estimation of radio source
locations. To mitigate these errors, the area can be expanded within a certain range to
provide a margin against location estimation errors. However, enlarging the area reduces
the collision-avoidance efficacy of the mapping design as the probability distribution of
RSSI widens. Hence, there exists a tradeoff between the margin for position estimation
error and the collision avoidance effect of the mapping design.

3. Implementation of Environment-Aware Adaptive Data-Gathering Method to
429 MHz LoRa/FSK

The proposed environment-aware adaptive data-gathering method was implemented
using a 429 MHz LoRa/FSK. Figure 4 shows an overview of the proposed method for
429 MHz LoRa/FSK. The 429 MHz LoRa/FSK utilizes a LoRa-BAR module manufactured
by Circuit Design, Inc. This module integrates an antenna and a modulation, and demodu-
lation circuity, allowing it to emit radio waves in compliance with the LoRa standard.
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Figure 4. Overview of constructed method to 429 MHz LoRa/FSK.

The sensor was equipped with a microcontroller for PLIM control. This microcontroller
managed the LoRa-BAR channel and transmission timing to realize the PLIM. Addition-
ally, the sensor featured an antenna for RSSI observation and a universal software radio
peripheral for RSSI calculation. Based on the RSSI value obtained, the sensor referred to the
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mapping table to select an appropriate index. Subsequently, it determined the transmission
timing and channel for the packet corresponding to the selected index and transmitted the
packet accordingly. A mapping table was designed, with one assigned to each area, where
the radio source was present. Consequently, each sensor has a mapping table equal to the
number of areas. The GW stored a mapping table recorded for each sensor categorized by
area. By employing methods like the maximum RSSI method or the center-of-gravity addi-
tion [28], the GW determined the mapping for each sensor corresponding to the identified
area. Furthermore, it informed all the sensors within the identified area accordingly. Since
each sensor’s LoRa-BAR supported half-duplex communication, the GW received and
processed data from each sensor at the time of the announcement. Time synchronization
was established during periodic beacon transmissions. Subsequently, each sensor selected
a mapping corresponding to the area notified by the GW and used it for PLIM modulation.

The GW has a number of LoRa-BARs equal to the number of channels, allowing the
simultaneous reception of multiple channels. All LoRa-BARs are connected to a microcon-
troller for PLIM demodulation. When a LoRa-BAR successfully receives a packet, it notifies
the source information and the received data to the PLIM demodulator microcontroller.
Since each LoRa-BAR corresponds to one channel, the LoRa-BAR that notifies the informa-
tion is distinguished, and the channel number used by the sensor to transmit the packet.
Next, the time of data arrival of the information to the microcontroller was determined as
the packet arrival time, and the time slot in which the sensor transmitted the packet was
identified. Identification of the channel number and time slot helps to identify the index
that the sensor chooses in its transmission. The sensor that sends the packet is identified
by the ID provided in the packet header. The mapping table for the identified sensor is
then used to identify the transmitted information corresponding to the index, and PLIM
demodulation is completed. In this implementation, transmission and reception by PLIM
modulation, estimation of the area of the radio source, notification of the estimated area to
all sensors, and switching of the mapping table by each sensor according to the notified
area were completed within the frame time length defined by PLIM. When these flows
were repeated, the GW tracked the position of the radio source. Therefore, the proposed
method can select a suitable mapping table for a radio environment that is affected by the
mobility of the radio source.

4. Computer Simulation

A simulation is conducted assuming a radio sensor that measures the RSSI of radio
waves emitted by 920 a band LPWA source. Figure 5 presents an image of the proposed
sensor network. Thirty sensors were deployed on the site. Radio sources were placed
uniformly and randomly on the site, and the sensors measured the RSSI of the radio waves
emitted by the sources. A three-dimensional map of the site was applied to a ray-tracing
simulation, and the RSSI at the point where each sensor is placed was determined by the
radio sensors. The ray-tracing simulation assumed four reflections, zero refractions, and
one diffraction. The measured RSSI was considered to be the RSSI measured by the sensor.
Each antenna was assumed omni-directional. The arrangement of the radio sensors and
sources is shown in Figure 5. Among the 30 sensors, the number of terminals transmitting
in the same frame in PLIM was set from 4 to 8. When x(=4, 5, 6, 7, 8) sensors compete for
access in the same frame, the site is divided into x equal parts, and one sensor is randomly
selected from each divided area. Of the total radio sources (411 points), 240 points were
used as radio emission sources to determine the probability of RSSI generation for each
sensor in the proposed method. The remaining 171 points were used to evaluate the packet
collision rate when gathering RSSI by PLIM with a generated radio source. Note that two
or more radio sources do not emit radio simultaneously; instead, a single radio source
emits waves each time. The proposed radio source is divided into nine equal parts, and the
positioning method used was center-of-gravity addition. There were a total of 10 values
and 10 indexes.
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Figure 5. Assumed wireless sensor networks for simulation. In (a), the number of sensors is 30, and
in (b), the numbers of radio sources for pre-measurement of the probability of RSSI and for data
gathering of PLIM are 240 and 171, respectively.

The packet collision probability against the number of sensors is shown in Figure 6.
The figure shows four mapping tables: Common mapping, random mapping, optimal
mapping without area division, and optimal mapping with area division. In a common
mapping table, all sensors use a single common mapping table. In the random mapping
table, the correspondence between the information and index is randomly constructed for
each sensor. In the optimal mapping table without area division, the construction of the
mapping table is based on minimizing the occurrence probability of packet collisions using
the pre-measured tendency of RSSI without area division of the radio source. By contrast,
the optimal mapping table with area division is based on the area division. In the optimal
mapping table with area division, we also show the two results when the area of the radio
source is estimated without error and when it is estimated. From the figure, the optimal
mapping table with area division and ideal estimation achieves a 15% reduction in the
packet collision rate than the common mapping table. Additionally, the optimal mapping
table with area division and the actual estimation achieved a 13% reduction. Moreover,
the optimal mapping table with area division and actual estimation can achieve about 5%
drop from that with area division and ideal estimation. The proposed method effectively
suppressed packet collision probability.
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5. Experimental Evaluation

An experiment was conducted to clarify the accuracy of the information gathered by
the 429 MHz LoRa/FSK implementing the proposed method. In this study, we observed
RSSI using a radio wave sensor in two wireless environments. The first was to measure
the RSSI of radio waves emitted by a 5 GHz wireless LAN access point in a typical indoor
environment. The second measured the RSSI of radio waves emitted by a 5 GHz wireless
LAN access point in an electro-magnetic anechoic chamber. In the latter case, when the
emitted radio wave arrives at the wall surface, it is completely absorbed. Radio wave
reflections occur from devices in the same room; therefore, radio wave reflections cannot be
completely suppressed. However, the radio waves observed by the sensor were in a radio
environment where direct waves were dominant.

Figure 7 shows the arrangement of the sensors in Experiment 1 and their images. Eight
sensor terminals were used in Experiment 1. Each sensor observes the RSSI of the radio
waves emitted by the 5 GHz Wi-Fi and notifies the GW via PLIM. The RSSI is quantized
at 4 dB intervals from—94 dBm, the minimum value, and quantized into 10 units. In this
experiment, both in estimating the prior probability of RSSI occurrence and in aggregating
RSSI information using PLIM, the radio sources were assumed to be in the same location.
In the trend analysis to determine the probability of RSSI occurrence, the radio source
communicated data for 10 consecutive min. Each sensor repeatedly measured the RSSI of
radio waves emitted by the source at regular time intervals. The RSSI measured by each
sensor was subjected to a histogram analysis to determine the frequency of occurrence of
each quantized RSSI, and the probability of occurrence of quantized RSSI was calculated.
We repeated this process for each radio source to obtain the occurrence probability of RSSI
for each radio source. In other words, we created a database showing the relationship
between the occurrence probability of RSSI for each sensor corresponding to a radio wave
source. Then, using the occurrence probability of RSSI corresponding to each radio source,
we designed a mapping that minimizes the packet collision rate using the proposed method.
Through this process, optimal mapping for each sensor was designed based on the location
of each radio source. The designed mapping is pre-recorded in the GW and each sensor
and used in PLIM.
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Figure 7. Arrangement of sensors in Experiment 1.

The parameters used in Experiment 1 are listed in Table 1. A total of 10 indices were
used: 1 frequency channel with 10 time slots. To evaluate the packet delivery rate (PDR),
the radio sources communicated data continuously for 10 min. During this time, each
sensor sent one RSSI measurement and notification to the GW every 5 s. Therefore, the
RSSI data were sent to the GW 120 times during the measurement period, and the PDR was
evaluated. To confirm the effectiveness of the optimization, we assumed that the location
of the radio source was known. Therefore, the proposed method uses an optimal mapping
that minimizes the collision probability corresponding to the radio source.
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Table 1. Experimental parameters for Experiment 1.

Parameters Value
Quantization Interval for RSSI 4 [dB]
Number of Indexes 10
Number of RSSI values 10
Minimum RSSI Level —94 [dBm]
Maximum RSSI Level —54 [dBm]

Experiment 2 was conducted in an electromagnetic anechoic chamber with a sensor
network and Wi-Fi as the radio source. Figure 8 shows the actual locations of the radio
sources and sensors. The radio sources were placed at two locations, each with a radio
source device. However, these two radio sources did not emit radio waves simultaneously.
In other words, when one radio wave was emitted, the other ceased emitting radio waves.
Thus, there was no physical movement of the radio sources and no misalignment between
them. Following the same procedure as in Experiment 1, a preliminary trend analysis of
radio wave emissions were performed at the placement location of one radio wave source,
and measured the RSSI. This process was then repeated at the location of another radio
source. A histogram of the quantized RSSI of each radio sensor was then analyzed to
obtain the occurrence probability of the quantized RSSI. Using the occurrence probability,
an optimal mapping was derived under the packet collision probability minimization
condition. Therefore, a mapping table was obtained for each sensor corresponding to the
locations of the two radio sources. This resulting table was then stored at the GW and each
sensor. In the proposed method, one of the two designed mapping tables was selected
and used for information gathered by the PLIM, based on the location estimation of radio
sources. Two methods were used to estimate the position of the radio source: one used the
position information of the sensor with the largest RSSI as the position of the radio source,
and the other estimated the position by adding the centers of gravity [28].
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Figure 8. Arrangement of sensors in Experiment 2.

The GW estimates the position of the radio source at each frame time, as defined by
PLIM. In this experiment, there are two locations where the radio sources were located,
each assigned a unique identifier. Subsequently, the location coordinates of the estimated
radio sources and the squared distance between the location coordinates of the two radio
source placement locations were calculated. The placement location with the smaller
distance was set as the most promising radio source location. Subsequently, the location
numbers of the estimated radio sources were recorded in a FIFO-type memory. Here, the
memory size is 3. The location number with the highest frequency among the recorded
location information was estimated as the location where the radio source was emitting, and
PLIM was performed using the mapping corresponding to that location. The simulation
parameters for Experiment 2 are the same as those used for Experiment 1.
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6. Experimental Results

Table 2 lists the PDR for Experiment 1. Here, the PDR represents the ratio of the total
number of packets transmitted to the number of packets that are successfully demodulated.
The terms “optimal mapping”, “random mapping”, and “common mapping” correspond
to cases where the mapping is randomly assigned and where all sensors use the same

mapping, respectively.

Table 2. Results of Experiment 1.

Mapping Method PDR [%]
Optimal Mapping 93.75
Random Mapping 59.58
Common Mapping 51.98

From the table, it is evident that the optimal mapping achieves a higher PDR than
the fixed and random mappings by more than 30%. To clarify the reason behind this, the
frequency distribution of index selection made by each sensor is shown in Figures 9 and 10.
The former represents the case with the proposed optimal mapping, while the latter depicts
the common mapping. From the figures, it is evident that in the fixed mapping, multiple
sensors frequently select the same index, resulting in frequent packet collisions. However,
the proposed mapping shows that each sensor uses a different index, thereby avoiding
packet collisions. Since this experiment was conducted indoors with a single radio source
and fixed placement, the RSSI value observed by each sensor remains within a certain
range. Therefore, sensors located at the same distance from the source tend to have the
same RSSI, leading to frequent packet collisions when selecting the same index in the
fixed mapping. Conversely, random mapping is more effective than fixed mapping in
avoiding collisions, but it is inferior to the proposed method. Therefore, we confirmed
the collision-suppression effect of the proposed method by designing mappings based on
minimum collision probability conditions.
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Figure 9. Frequency numbers of indexes selected by each sensor in optimal mapping.
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Table 3 presents the PDR for Experiment 2. Here, position 1 and 2 indicate the launch
positions of the radio source, and the PDR is evaluated for each launch position of each
radio source. Position 1 corresponds to Area 1, and Position 2 corresponds to Area 2. The
“w/ Area Division” column shows the PDR of the PLIM using the mapping optimized by
evaluating the probability of RSSI occurrence at position 1 and position 2, respectively.
The “ w/o Area Division” shows the PDR of the PLIM using the mapping optimized by
evaluating the prior probability of RSSI occurrence for the two emission sources, regardless
of their locations. The table shows that the optimal mapping with Area Division achieves
the highest PDR for both Positions 1 and 2. Specifically, compared to random mapping, the
optimal mapping without Area Division yields an improvement in PDR of approximately
18% to 20%. Conversely, the optimal mapping with Area Division exhibits an improvement
from approximately 17% to 19% compared to the optimal mapping without Area Division.
Thus, the superior PDR is achieved by harnessing the packet collision-suppression effect
of the optimal mapping design and by limiting the launch position of the radio source to
specific areas, thereby limiting the probability of RSSI occurrence.
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Figure 10. Frequency numbers of indexes selected by each sensor in common mapping.

Table 3. Experimental results: part 1 of Experiment 2.

Position and Mapping PDR
Position 1 and Optimal Mapping w/Area Division 69.48 [%]
Position 1 and Optimal Mapping w/o Area Division 50.83 [%]
Position 1 and Random Mapping 30.21 [%]
Position 2 and Optimal Mapping w/Area Division 95.73 [%]
Position 2 and Optimal Mapping w/o Area Division 72.19 [%]
Position 2 and Random Mapping 54.69 [%]

Figures 11 and 12 show the quantized RSSI generation rates for each sensor when
the radio source is positioned at 1 and 2, respectively. It is evident that at both radio
source positions, each sensor generates a high percentage of specific RSSI values, with
a narrow and limited spread of quantized RSSI. Consequently, the optimal design using
the proposed method ensures that each sensor transmits high-frequency RSSI at different
indices, effectively mitigating packet collisions. Furthermore, the RSSI distribution at
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position 1 is more widely spread than that at position 2, with a higher proportion of
RSSI failing within multiple quantization intervals. This disparity arises because when
quantizing RSSI, the RSSI value measured at position 1 corresponds to the boundary of
the quantization interval. This may lead to slight fluctuations triggering RSSI quantization
switches, thereby obtaining a variety of RSSIs compared to position 2.

Table 4 lists the PDR for each method in Experiment 2. Here, Optimal Mapping refers
to the scenario where the optimal mapping is selected based on area estimation derived
from the radio source’s location estimation. Nearest Maximal RSSI Sensor indicates the
case where the area closest to the sensor, which observed the maximum RSS], is selected
during location estimation. Conversely, Center of Gravity Addition represents the case
where location estimation is performed using the method outlined in Ref. [28], and the area
nearest to the estimated radio source location is estimated. The table shows that the Nearest
Maximal RSSI Sensor achieved a higher gathering success rate than Optimal Mapping
without Area Division by 20% and random mapping by 40%. Hence, we have confirmed the
improvement of the proposed mapping method, including the location estimation process.
However, Optimal Mapping w/Area Division “center-of-gravity addition” degraded by
about 6% compared to “Nearest Maximal RSSI Sensor”. This discrepancy can be attributed
to the accuracy of the area estimation, where the Nearest Maximal RSSI Sensor exhibited
close to 100% accuracy, whereas the Center of Gravity Addition achieved a lower accuracy
of 92%. In the nearest maximal RSSI sensor, the position of the sensor measuring the
maximal RSSI is considered as the position of the radio source and thus the gap between
the actual position of radio source and the estimated one is not smaller than the half of
the distance between the two sensors. In the center of gravity addition scheme, as the
compensation of positioning the radio sources based on the measured RSSI of each sensor
is effective, this gap could be smaller than the maximal RSSI sensor. In the experimental
evaluation of this paper, we confirmed the maximal RSSI sensor is better than the center
of gravity addition. In this experimental setup, each of the four units was placed in the
vicinity of Areas 1 and 2; resulting in a strong relationship between the sensor with the
largest RSSI and the Area 2, thereby achieving high estimation accuracy. However, the
center of gravity addition tended to use the midpoint between the two separate sensor
arrangements as the estimation position, resulting in an indeterminate distinction between
areas and degradation of estimation accuracy.
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Figure 11. Quantized RSSI generation rates for each sensor in Position 1.
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Figure 12. Quantized RSSI generation rates for each sensor in Position 2.

Table 4. Experimental results: part 2 of Experiment 2.

Mapping PDR
Optimal Mapping with Nearest Maximal RSSI Sensor 82.96 [%]
Optimal Mapping with Center of Gravity Addition 76.56 [%]
Optimal Mapping w/o Area Division 61.51 [%]
Random Mapping 42.45 [%]

7. Conclusions

In this study, we proposed a mapping design for packet-level index modulation (PLIM)
that uses pre-observation results of environmental conditions. In a wireless environment
where multiple sensors contend for access, packet collisions can result in information loss
if the same information is transmitted by PLIM. We introduced a method in which each
sensor dynamically switches the mapping, defining the relationship between the index
and information assignment, to reduce the probability of packet collision. Our focus was
on understanding the change in the statistical trend of sensor information depending
on the influencing factor’s locations. Subsequently, we established a method to estimate
the location of these factors within a certain range and dynamically switch the mapping
according, referred to as an environment-aware adaptive data-gathering method. The
effectiveness of our proposed method was verified through computer simulations and
actual experiments.

In the proposed method, we use the uniform area division for the initial studies. In
the practical situation, the area division depends on the appearance tendency of the event
source and thus the suitable area division in accordance with the appearance tendency of
the event source is a powerful for additional performance improvement. Therefore, the
construction of the suitable area division is important future work.

In the wireless access to the multiple channels, the adjacent channel interference
causes the packet drop. This paper tackles the recover of the packet collision under the co-
channel wireless access. For clarifying the effect of the proposed scheme, the single channel
access is assumed in the experimental evaluation. In practical LPWA, the adjacent channel
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interference is also serious problem. The recovering of the adjacent channel interference is
also important future work.

The adaptation of the proposed data-gathering method to the radio environment has
not been evaluated yet. For evaluation, the mobility model of the radio source is required
but the suitable model is not determined. The evaluation of the adaptation of the proposed
data-gathering method to the radio environment is also important future work.
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Abstract: The presence of green areas in urbanized cities is crucial to reduce the negative impacts of
urbanization. However, these areas can influence the signal quality of IoT devices that use wireless
communication, such as LoRa technology. Vegetation attenuates electromagnetic waves, interfering
with the data transmission between IoT devices, resulting in the need for signal propagation modeling,
which considers the effect of vegetation on its propagation. In this context, this research was
conducted at the Federal University of Para, using measurements in a wooded environment composed
of the Pau-Mulato species, typical of the Amazon. Two machine learning-based propagation models,
GRNN and MLPNN, were developed to consider the effect of Amazonian trees on propagation,
analyzing different factors, such as the transmitter’s height relative to the trunk, the beginning of
foliage, and the middle of the tree canopy, as well as the LoRa spreading factor (SF) 12, and the
co-polarization of the transmitter and receiver antennas. The proposed models demonstrated higher
accuracy, achieving values of root mean square error (RMSE) of 3.86 dB and standard deviation
(SD) of 3.8614 dB, respectively, compared to existing empirical models like CI, FI, Early ITU-R,
COST235, Weissberger, and FITU-R. The significance of this study lies in its potential to boost wireless
communications in wooded environments. Furthermore, this research contributes to enhancing more
efficient and robust LoRa networks for applications in agriculture, environmental monitoring, and

smart urban infrastructure.

Keywords: Amazon; dense vegetation; LoRa; machine learning; propagation models

1. Introduction

The Internet of Things (IoT) is a reality that impacts all the telecommunication sectors,
contributing to the evolution of numerous applications, such as smart cities, smart cam-
puses, and smart agriculture. The connected things gather information that helps improve
every type of process, saving financial resources and energy. Furthermore, the IoT market
is expected to reach USD 1.5 trillion by 2030 [1].

In summary, the Internet of Things is an idea that has already impacted and will
continue to impact all aspects of human life significantly [2]. Moreover, most devices used
in IoT will employ non-cellular wireless technologies, such as Bluetooth®, Wi-Fi, ZigBee,
THREAD, EnOcean, Sigfox®, and LoRa™, among others [3].

IoT devices have different bandwidth, rate, and transmission power requirements.
Additionally, they are subject to interference from other wireless transmitters, path loss,
random fluctuations caused by shadowing, and obstacles in the communication path [4].
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These factors cause high variability in the quality of the received signal, affecting the
reliability and performance of wireless communication systems. Therefore, it is necessary
to carry out studies to guarantee the reliability and coverage of the connection, making it
essential to develop propagation loss models for the most diverse environments [4].

Several studies have addressed the modeling of communication channels, considering
different wireless communication technologies. Among these technologies, Long-Range
(LoRa) has stood out, as it provides long-range communication and low energy consump-
tion, as pointed out by [5,6]. Moreover, a single receiver in the LoRa network can manage
multiple nodes distributed in the environment, leading to significant improvements in IoT
applications and contributing to reduce the costs associated with IoT systems deployment.

In addition, channel modeling also varies according to the characteristics of the sur-
rounding area. The combination of dense vegetation, topographical variations, high
humidity, remote locations, and wildlife interference makes the Amazon rainforest a par-
ticularly challenging environment for wireless signal propagation. This environmental
diversity represents a challenge for planning systems to design and deploy IoT applications
efficiently. Without understanding the appropriate channel model, it is difficult to analyze
coverage and predict optimal deployment configurations.

Empirical propagation loss models in different outdoor environments have been pro-
posed in [7-9], acknowledging that the type of terrain significantly interferes with signal
propagation and the importance of accurate models to assist in decision-making for the
wireless sensor networks” (WSN) deployment. Therefore, outdoor environments with
heterogeneous vegetation have the special characteristic of acting as spreaders of electro-
magnetic waves. The excessive spread attenuates the signal, limiting the performance
expected for 5G mobile wireless communications [10].

Works such as [11-13] mentioning the use of machine learning (ML) techniques to
predict propagation loss has been progressively growing. The use of ML techniques to
model the wireless signal channel improves the propagation loss prediction in different
environments. However, to use ML models, it is necessary to realize data acquisition,
which will be employed to train different models. In addition, to the best of the authors’
acknowledge, few are the works that collect data to represent signal propagation in an
Amazon wooded environment, as seen in [14-19].

In this context, this research aims to develop an ML model that represents the channel
behavior in an Amazon wooded environment. For this purpose, a measurement campaign
was conducted in the Camilo Vianna forest, located within the Federal University of Para
(UFPA). Furthermore, the developed ML model was compared with classical models
present in the literature to verify the model quality.

Thus, the main contributions of this research are as follows:

e  Extensive measurements in the Amazon environment with the transmitter at different
heights: 6 m (tree trunk level), 12 m (beginning of the tree canopy), and 18 m (middle
of the tree canopy);

®  Analysis of signal propagation in the Amazon environment considering different
polarizations of the transmitting and receiving antennas, vertical-vertical (VV) and
horizontal-horizontal (HH);

®  Analysis of the RSSI (received signal strength indication) and SNR (signal-to-noise
ratio) variation for Amazonian environments;

e Calculation of coefficients, Alpha and Beta, for the Floating Intercept (FI) model and
Path Loss Exponent (PLE) for the Close-In (CI) considering the frequency of 915 MHz
for environments with heterogeneous and dense vegetation;

e Development of two ML models using a general regression neural network (GRNN)
and a multilayer perceptron neural network (MLPNN), based on data measured in a
densely wooded scenario.

The rest of this article is organized as follows. Section 2 discusses with details the
related works showing the main works with propagation in wooded environments and
addresses ML-based propagation models. Section 3 describes the materials and methods
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used in this research. Section 4 presents the main empirical propagation models, used to
compare with the proposed model. Section 5 explains the machine learning techniques
employed in this work. Section 6 details the evaluation of the results found by this work.
Finally, Section 7 provides the conclusions of the research and suggest future works.

2. Related Works

The performance of LoRa technology in both indoor and outdoor environments
has been the subject of various research studies. However, there is a limited number
of articles specifically addressing LoRa in vegetated environments. The authors in [20]
explore LoRa performance in a unique environment, namely the ISTAC-ITUM Campus,
featuring a row of five palm trees. Utilizing different spreading factors (SF7-SF12) at
868 MHz, 125 KHz bandwidth, and a transmission power of 14 dBm, the study measures the
received signal strength indication (RSSI). It highlights factors impacting LoRa propagation
through vegetation, including diffraction, foliage scattering, and reflection, emphasizing
the importance of considering these aspects to optimize LoRa performance in vegetated
areas and overcome associated challenges.

The article [21] presents a study about LPWAN for smart agriculture applications,
evaluating the performance of LoRa transmission technology operating in the 433 MHz
and 868 MHz bands, intended for wildlife monitoring in a forested vegetation area. The
study analyzed signal-to-noise ratio (SNR), RSSI, and packet delivery rate (PDR), showing
that the stability of the LoRa signal significantly depends on the environment and is
more stable in less dense forest environments than in highly dense forest environments.
Furthermore, it suggests future research regarding the study of environmental impact,
considering atmospheric conditions (humidity, pressure, rainfall, etc.), LoRa performance,
and proposing a suitable propagation model for forested environments based on the
obtained results.

Aiming to obtain a suitable propagation model for vegetated environments, the
article [22] investigates the use of empirical propagation models in precision agriculture.
Models such as the Free Space Path Loss (FSPL) for large-scale loss in free space, the Flat
Earth (FE) model, and vegetation models like Weissberger, ITU-R, FITU-R, and COST235
are explored in a simulation, assuming flat terrain greenhouse with an area of 100 m x 100 m
and operation frequency of 2.5 GHz. The study considers variations in antenna heights,
distance between transceivers, and vegetation depth to predict signal propagation loss.
At the end of the simulation, the study explains that propagation losses decrease with
great antenna heights and increase with large distances between transceivers and deeper
vegetation. The total loss is calculated as the sum of free space loss and vegetation loss in
greenhouse-style environments.

The article [23] proposes a method to improve the accuracy of path loss for wireless
communication in a mountainous forest area called Takakuma at Kagoshima University,
Tarumizu City, southern Japan, at an elevation of 2000 m. The devices operate at a frequency
of 920 MHz, SF12, transmission power of 13 dBm, a bandwidth of 400 KHz, and monopole
antennas with vertical polarization at heights of 2 m and 2.5 m for the receiver and trans-
mitter, respectively. This method divides the total distance between the transmitter and
receiver into two parts: one is the total transmission distance through the forest, and the
other is the total distance considering free space. Subsequently, it calculates the path losses
for the forested area and the open space, and then sums them to obtain the total path loss.
Finally, the study compares the proposed method with five literature models Weissberger,
ITU-R, FITU-R, LITU-R, and COST235, and concludes that the proposed method exhibits
a reasonable level of path loss accuracy in mountainous forest environments and has the
potential to enhance the accuracy of wireless communication in such environments.

In [24], the behavior of wireless channels at frequencies of 433 MHz and 2.4 GHz is
investigated, considering the effects of distance and antenna height on signal strength and
packet loss rate in agricultural areas. The study compares modified models of exponential
decay for vegetation environments, including Weissberger, ITU-R, and COST235, along
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with a linear logarithmic model, through Matlab simulations. An ideal fitting model,
namely the parametric exponential decay model (OFPED), is obtained. Measurements are
conducted in a wheat field using Zigbee technology, with a transmission power of 0 dBm
and a 4 dB gain omnidirectional antenna. RSSI and Packet Loss Rate (PLR) are obtained at
different distances from the transceivers and various heights of the transmitter and receiver
antennas, considering three stages of wheat growth. The findings reveal that the RSSI
decreases as the distance from the transceiver increases, and the PLR increases with the
distance from the transceiver. Additionally, path loss decreases with increasing antenna
height, and the path loss at 2.4 GHz is higher than that at 433 MHz. Finally, the validation
results indicate that modified exponential decay (MED) models can be used as conservative
upper and lower limits for path loss, at least for the wheat field.

In [25], the study focuses on deploying WSN in high grass environments. Received
signal strength (RSS) measurements were collected on an 80 m x 80 m high grass farm,
where the transmitter and receiver were always in line-of-sight (LOS). The transmission
antenna was placed at the center of the grassy area, and the receiving antennas were posi-
tioned at eight different distances. These antennas’ height was 20 cm, with omnidirectional
radiation patterns. Data collection was carried out at a frequency of 1925 MHz, at a total of
128 measurement points, with 300 RSS samples collected at each point. As a result, it was
possible to propose an empirical propagation loss model for this type of scenario, which
was compared to classical models such as FSPL and Two-Ray Ground, both of which were
less accurate in predicting RSS in high grass environments.

The article [26] provides a systematic literature review of propagation models for WSN
in vegetated environments, including references to articles such as [20,22-25]. The review
indicates that, from 2011 to 2021, Zigbee technology was preferred for such environments,
but currently, the use of LoRa technology is on the rise. Furthermore, the article suggests
employing techniques not previously used in wireless communication propagation studies
in these scenarios, such as machine learning.

In addition, the article [27] provides an overview of recent developments in radio wave
propagation modeling using ML algorithms. It emphasizes the importance of selecting
the appropriate ML method for the propagation model accuracy and notes the significant
number of propagation modeling articles that have utilized artificial neural networks
(ANNS). The article anticipates a further growth in this trend, highlighting the challenges,
prospects, and open issues in this research direction.

Some related articles cited, such as [28], employ the back-propagation (BP) neural
network to predict the received signal power in a suburban environment. This model is
based on field measurements obtained from the base station (BS) and the receiver (Rx),
including information on topography, frequency, transmitted power, antenna angle, and
received power at all locations. The results demonstrate that the proposed model accurately
predicts the received signal power for this type of environment.

The article [29] uses a combination of three techniques: multidimensional regression
based on ANN, analysis of variance based on Gaussian process, and feature selection aided
by principal component analysis (PCA), and path loss data measured in a suburban area
in Korea are used. The collected data show that the proposed combined path loss and
shading model is more accurate and flexible compared to the conventional log-normal
path loss model. The article [11] presents a study on the prediction of digital terrestrial
television (DTT) coverage using ML regression techniques, through electric field intensity
measurements in eight DTT channels operating in the city of Quito in Ecuador, showing
the efficiency of using ML in this application.

Furthermore, the article [30] conducted measurements in Cyprus considering six
transceiver BSs, at frequencies of 433 MHz and 2.4 GHz. The mobile devices used in these
field measurements were Sony Z2 phones equipped with TEMS for measuring received
power and other key performance indicators (KPIs) of the investigated network. The
mobile device’s height was 1.5 m, with an average propagation distance of around 3.0 km
and a specified measurement time of about 60 s on average. The aim was to investigate
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the impact of the plants” height and antenna height, at various stages of plants growth, on
signal propagation through RSSI and PLR analysis. From these data, two ML models are
proposed: the radial basis function neural network (RBFNN) and the multilayer perception
neural network (MLPNN), compared with the following empirical models: free space,
COST231 Hata, ECC-33, Ericsson, and ITU-R, through the metrics RMSE, MAPE, MAE, and
R?, showing that RBFNN performed better than MLPNN and predicts the loss propagation
closest to the measured data with minimal error.

As can be seen in the works cited above, none of them addressed the analysis of the
transmission and reception antennas matching polarizations. Moreover, the works do not
analyze the different heights of the transmitter in environments with dense vegetation,
relating the transmitter height to different parts of the trees. Furthermore, although some
already employ machine learning techniques, none of them use a general regression neural
network (GRNN).

Therefore, from this overview of related works, it is noted that this research uses
an trending approach, as it presents two neural network models, GRNN and MLPNN,
using LoRa technology at the frequency of 915 MHz and considering the co-polarization of
antennas, both transmitter and receiver, in Amazonian forest environments, to predict RSSI
and SNR with greater accuracy.

3. Materials and Methods

The methodology applied in this research is divided into the following stages: data
collection (RSSI, SNR, and geolocations) related to signal transmission in an area of dense
vegetation, followed by data pre-processing to handle and apply the proposed ML tech-
niques for RSSI and SNR prediction. Subsequently, propagation loss is calculated according
to the flowchart in Figure 1.

Machine Learning
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( START ) CONFIGURATION [

TRAINING DATA

v

MODEL TRAINING

= i

PREPROCESSING

!

VALIDATION DATA

DATA
COLLECT

MODEL
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This section will present the methodology applied for data collection of the wireless
signal in a wooded scenario, describing the devices and configurations for transmitting

Figure 1. Flowchart of the applied methodology.

3.1. Description of the Measurement Campaign
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the LoRa signal. This will take into account the distance between Tx-Rx, Tx height, and
detailing the pre-processing steps of the data obtained.

3.1.1. Scenario

The measurements were conducted in Belém, Pard, at the campus of the Federal
University of Para (UFPA). The University City contains small forests formed by native
species with tree, shrub, and forage vegetation. Among these forests, the Camillo Vianna
forest or Pau-Mulato forest, which occupies an area of 16.700 m?, was chosen due to the
presence of several specimens of Pau-Mulato trees, a typical Amazonian tree [31], as shown
in Figure 2.

(a) (b)

Figure 2. Measurement scenario Camilo Vianna forest (UFPA): (a) Aerial view of the Amazon
rainforest grove. (b) Path of the tree-lined corridor traversed for data collection within the grove.

3.1.2. Equipment Setup and Configuration

For the data collection, three sets of LoRa Dragino shields were used. The shields
were coupled to an arduino and used the chip sx1276 from SEMTECH and monopole and
omnidirectional antennas [32]. At transmission, a 9 V battery is used, and at reception two
smartphones are used to power the circuit and record the transmission log. Table 1 shows
the parameters used in measurements and Figure 3 shows the equipment.

Figure 3. Transmission and reception equipment: (a) Arduino Uno module + Dragino 915 MHz
LoRa module + omnidirectional antenna. (b) Arduino Uno module + Dragino 915 MHz LoRa
module + omnidirectional antenna + GPS + smartphone.
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Table 1. Configuration of the measurement setup parameters.

Operating Effective Spreading
Frequency Radiated Power Factor

915 MHz 5dBm 12 125 KHz 4/5

Bandwidth Coding Rate

The equipment settings shown in Table 1 were chosen for the following reason. The
lowest feasible transmit power of 5 dBm was chosen to preserve the device energy, allowing
for more measurements to be taken before battery recharging. Moreover, this approach
minimizes potential interference with the animals’ natural habitat and aligns with our
sustainability goals.

In addition, the bandwidth of 125 kHz and the coding rate of 4/5 were selected
because they are the standard for LoRa devices in the AUS915-928 region [33]. Moreover,
the 915 MHz frequency was chosen for our study because it is part of the ISM (Industrial,
Scientific, and Medical) band allocated for such unlicensed communication purposes in
Brazil.

Finally, the SF determines the transmission rate and the sensitivity of the LoRa receiver.
For densely wooded environments, SF12 is an ideal option for several important reasons.
Firstly, trees and other types of dense vegetation act as physical obstacles that can weaken
and attenuate the radio signal. A high SF offers a greater communication range. In addition,
the high SF spreads the LoRa signal over a wider bandwidth, which increases the signal’s
resilience and extends the transmission range [34].

3.1.3. Measurement Methodology

The measurements were based on the transmission and reception of the signal, with
the transmitter mounted on a DJI Inspire 1 drone located outside the forest at different
heights (6 m, 12 m, and 18 m) and the receivers mounted on a pole with a height of 2 m,
being moved by a person walking inside the forest. Both transmitter and receivers had
antennas in both vertical and horizontal polarizations, as illustrated in Figure 4.

Figure 4. Measurement methodology scenario.

Considering the morphology of the forest, predominantly composed of the Pau-Mulato
tree species, a typical tree of the Amazon [35] has an average height of 24 m. The transmitter
heights were defined at 6 m (tree trunk level), 12 m (beginning of the tree canopy), and
18 m (middle of the tree canopy). The aim was to analyze the influence of transmitter
heights and antenna polarizations in the forest. Table 2 shows all possible combinations of
transmission and reception parameters.
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Table 2. Configuration corresponding to the measurement methodology.

SF Heights Antenna Polarization
6m
\A%
12 12m
18 m HH

Given that there are one SF, three heights, and two polarizations in a non-line-of-
sight (NLOS) scenario, six combinations were tested. For each combination, the 250 m
route inside the forest was traveled six times, totaling 36 repetitions of the same route.
Approximately 4.525 samples were collected in total, averaging about 358 samples per
route, which corresponds to approximately one sample every 2 m while walking at an
average speed of approximately 1.67 m/s. Each sample comprised latitude and longitude
values, RSSI, and SNR.

3.2. Data Processing

Data processing consists of a set of techniques and steps applied to improve, organize,
clean, and transform raw data to be analyzed. In addition, it helps to identify and correct
errors, noise, and missing values in the data. Furthermore, data processing also addresses
the integration and combination of data from different sources, allowing one to create a
unified and coherent dataset.

In this research, to carry out data processing, the rule 3-sigma (3 — o) was used to
identify and remove outliers. This rule uses three times the standard deviation value
from the mean (u) in a window of 25 samples, sliding this window through the series of
measurements. The values y + (3-0) and y — (3 - 0) define the upper and lower limits of
outliers detection [36].

3.2.1. Distance Calculation

The distance calculation of latitude and longitude using the Haversine equation is a
fundamental tool in the field of geolocation and navigation. The Haversine equation is a
mathematical formula that allows for estimating the distance between two points on the
Earth’s surface, considering their location in terms of latitude and longitude coordinates.
This equation takes into account the curvature of the Earth and considers the average radius
of the planet to calculate the distance on a sphere. Equation (1) calculates the distance
between two geolocations [19]:

2
D, = <2r - arcsin <\/sin2 <(P2;(Pl) + cos@ycos@asin? <A2;/\1) ) ) +h2 (1)

where D, represents the distance between Tx-Rx, r is the average radius of the Earth (e.g.,
approximately 6371 km); ¢1 and A; are the latitude and longitude coordinates of the first
point, respectively; ¢, and A, are the latitude and longitude coordinates of the second
point, respectively; / is the height difference between Tx and Rx relative to the ground.

3.2.2. Propagation Loss Calculation

The expected signal power (ESP) according to [37] is defined as the signal power at
the receiver Equation (2):

SNR
(1+1071§;’B) >

ESP(dB) = RSSI(dBm) + SNR(dB) —-10- 10310 (2)

Thus, we can calculate the propagation loss using the link balance Equation (3), as follows:

PL(4py = Prx(apm) + G(api) — ESP(ap) ®3)
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ESP is the expected signal power at a certain point in dB; Pry is the power transmitted
by the gateway in dBm; G is the sum of the transmission and reception gains, usually in
dBi, and finally, PL represents the propagation loss of the signal in dB.

4. Empirical Propagation Models

In this section, we will describe the empirical models from the literature used in this
work for comparison with the ML models.

4.1. Floating—Intercept Model (FI)

The floating—intercept (FI) propagation model, also known as the alpha—-beta (AB)
model, does not have parameters based on physical fundamentals. It utilizes curve-fitting
factors calculated by the minimum mean square error (MMSE) method. The model has been
adopted by the 3rd Generation Partnership Project (3GPP) and the WINNER II association,
which provide standard propagation models. The 3GPP and WINNER II models are widely
used in the industry as they cover various types of scenarios. However, they are only used
for frequencies below 6 GHz and need to be enhanced for higher frequency bands [38].

For this reason, the FI model has been extensively studied. It can be used to character-
ize millimeter-wave frequencies, where channels may be in line-of-sight or non-line-of-sight
environments [38,39]. The equation of the FI model is given in (4):

d
PLFI(dB) =+ 10‘310g10 (do) — X(TFI (4)

In which « is the floating intercept coefficient in dB, known as the offset, f is the slope
of the line, d is the distance between the antennas in meters, and X,r; is the slow fading
variable, which describes large-scale signal fluctuations over the average path loss, with
zero mean and standard deviation o. The values of a and f are calculated by MMSE to
minimize the value of X, rj [40]. A dataset obtained from measurements is necessary to
compute the path loss values. The coefficients are then obtained from these values using
established formulas [38] that minimize the standard deviation.

The FI model can be further expanded into another model known as
ABG (alpha-beta—gamma), which adds another fitting parameter for frequency. Like
the FI model, it has no physical anchoring and provides a curve that best fits the dataset
across multiple frequencies simultaneously.

4.2. Close-in Model (CI)

This path loss model is referenced as the Free Space Path Loss (FSPL) provided in the
equation and parameterized by the model parameter “n”, also known as the Path Loss
Exponent (PLE) [41]. In this model, the PLE is modeled through MMSE [40], aiming to
minimize the standard deviation (¢) between the Path Loss and the measured data. This
model has been used for frequencies on the order of gigahertz (GHz), and it is based on the
fundamental principles of propagation, linked to the Friis and Bullington formulas related
to Free Space Path Loss (FSPL) [38]. While the FI model uses constants based on curve
fitting, the CI model has the FSPL as a physical anchor, ensuring a fixed and continuous
relationship between transmitted power and distance. Its equation is given in (5):

PLCI(f,d) = FSPL(f,dy) + 10nlogg <;) + x§! (5)
0

In which d is the distance between the antennas in meters, # is the path loss exponent,
which typically has values less than 2 in indoor environments with line-of-sight, and X,
represents large-scale shadowing. The FSPL(f,dy) is defined as follows:

47Td0>2

FSPL(f,d) = 10nlog10< (6)

A
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where A is the wavelength, and the distance dj is equal to 1 m, as it is a reference adopted
in various models capable of providing a standardized modeling approach.

4.3. Empirical Models for Vegetation

The article [42,43] shows the most commonly used propagation models in vegetated
environments for planning and deploying WSNs. These models exhibit high efficiency
in path loss estimation, along with low mathematical complexity. They are known as the
“Modified Exponential Decay Model (MED)” due to their format:

Attypep = Xfydz (7)

where Attypp is the attenuation in dB added by vegetation on top of the Free Space Path
Loss (FSPL), f is the frequency in GHz for the Weissberger model and in MHz for the other
models, d is the depth distance into the vegetation in meters, and x, y, and z are parameters
that should be adjusted based on measurements taken in each scenario where their use is
required, as stated in [38].

4.3.1. Weissberger Model

This model is applicable in situations where wireless signal propagation occurs in
wooded environments, and the distance between the transmitting and receiving antennas
must be up to 400 m, in the frequency range from 230 MHz to 96 GHz [44]. Its equation for
calculating excess loss, added to the free space loss, is given by:

At _[1.33 x f0284 5 40588 e 14m < d <400 m ®)
WEIS = 045 x f02%4 xdse  Om<d<14m

where

e Atftygjs is the excess attenuation according to the Weissberger model (dB);
e dis the distance between Tx and Rx (m);
®  fisthe system’s operating frequency (MHz).

4.3.2. ITU-R Model

This model became known as the Early ITU model, proposed by the International
Telecommunication Union (ITU) based on measurement campaigns in 1988. It is valid for
frequencies between 200 MHz and 95 GHz and for distances between the transmitting and
receiving antennas of less than 400 m [45]. Its equation for calculating excess loss, added to
the free space loss, is given by (9):

Attiry—g = 0.2 x 0% x d°°, d < 400 m 9)

e Attrry—r is the excess attenuation according to the ITU-R model (dB);
e dis the distance between Tx and Rx (m);
®  fis the system’s operating frequency (MHz).

4.4. COST 235 Model

This model distinguishes between wooded environments with the presence of leaves
and those without. In this study, the equation with the presence of leaves is considered
[44]. The equations for calculating excess loss added to the free space loss are given by:

26.6 x f‘o'2 x d%5 se semfolhas

Attcost = {15.6 x f0009 5 4026 se  comfolhas (10)

®  Attcosr is the excess attenuation according to the COST235 model (dB);
e (s the distance between Tx and Rx (m);
e  fisthe system’s operating frequency (MHz).
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4.5. Fitted ITU-R (FITU-R) Model

This model, originated as an enhancement of the ITU-R model, introduced the concept
of differentiating prediction model equations based on the seasonality experienced by
vegetation [44]. In this study, the equation with the presence of leaves is considered. The
equations for calculating excess loss added to the free space loss are as follows:

0.37 x f~018 x 4059 se  semfolhas

AttriTUR = {0.39 x f7939 % 4025 se  comfolhas an

Attprrur is the excess attenuation according to the FITU-R model (dB);
d is the distance between Tx and Rx (m);
e  fisthe system’s operating frequency (MHz).

5. Machine Learning (ML) Techniques

According to [46], ML techniques can be classified into supervised and unsupervised.
Supervised techniques are the most commonly used and are associated with data pairs
(x, y), where x is the input to the ML model mapped to a specific output y, unlike unsuper-
vised techniques where only the input x is known. In this research, two supervised ML
techniques, MLPs and GRNNs, were used.

5.1. Multilayer Perceptrons (MLPs)

MLPs are an artificial neural network architecture composed of multiple layers of
neurons, which are basic processing units. These networks are designed to solve complex
classification and regression problems and are known for their ability to handle nonlinear
data [47].

The main characteristic of MLPs is the presence of one or more hidden layers, situ-
ated between the input layer and the output layer. Each layer consists of interconnected
neurons, where the connections between neurons have associated weights. These weights
are adjusted during the network training process to optimize performance and enhance
accuracy [47].

MLPs are capable of learning from examples provided during training. Data propa-
gation occurs directly from the input layer to the output layer through a weighted linear
combination of input values and synaptic weights. Subsequently, the output undergoes a
nonlinear activation function, introducing nonlinearity into the network and enabling it to
learn complex relationships among the data.

During the training process, synaptic weights are adjusted using learning algorithms such
as back-propagation, which calculate the error between the network outputs and expected
values, and iteratively update the weights to minimize this error. Once the network has been
trained, it can be used to make predictions or classify new input examples. Through the
process of forward propagation, the network performs a series of mathematical operations
and neuron activations, processing the input data and generating a final output [47].

MLPs are widely used in areas such as pattern recognition, natural language process-
ing, computer vision, and many other applications involving analysis and learning from
complex data. Their ability to learn and generalize from examples makes them powerful
models for classification and regression problems.

Many tests were conducted considering different ANN topologies to determine the
best network. The test considered neuron numbers from 1 to 30 in the hidden layer, and
for each neuron in the hidden layer the test was repeated for 100 different random seeds.
Finally, the topology with one hidden layer with 24 neurons yielded the best accuracy,
as seen in Figure 5.

Figure 6 represents the MLP neural network modeled for this research, in which the
input layer has three neurons, which represent the distance between the transmitter (Tx)
and the receiver (Rx) in meters (m), the heights of the Tx, 6, 12, and 18, in meters (m) and
the co-polarizations of the transmitting and receiving antennas (VV and HH), with sigmoid
function in the hidden layer and linear activation function for the output layer.
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Figure 5. RMSE in relation to the number of neurons in the hidden layer.
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Figure 6. MLP network implemented.

5.2. General Regression Neural Network (GRNN)

The general regression neural network (GRNN) is a type of artificial neural network
developed to solve regression problems, i.e., predict continuous values in response to a set
of input variables. The GRNN was originally proposed by Donald E. Specht in 1991 as an
extension of the probabilistic classification algorithm called probabilistic neural network
(PNN) [48].

GRNN is a feedforward neural network that stands out for its simplicity and ease of
implementation. It is a variant of the RBF network, which uses radial basis functions to
perform interpolation and extrapolation of data and consists of four main layers: the input
layer, the pattern layer, the summation layer, and the output layer [48].

In the input layer, the input variables are normalized and provided as input to the
network. Then, in the pattern layer, the network compares the input patterns with stored
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training patterns. These training patterns consist of the input and corresponding output
values’ combination. Each training pattern has an associated activation function that
measures the similarity between the input pattern and the training pattern. Typically, the
Gaussian activation function is used where the output is a measure of the distance between
the input pattern and the training pattern.

The summation layer receives the activation values calculated in the pattern layer
and performs a weighted sum of these values. The weights associated with the activation
values are determined by the Gaussian activation function, which assigns a higher weight
to training patterns closer to the input pattern.

Finally, the output layer combines the outputs from the summation layer to generate a
final response, which is the value predicted by the GRNN. The output is calculated by the
patterns layer’s output values’ weighted average, where the weights are determined by the
Gaussian activation function.

One of the advantages of GRNN is its ability for fast and efficient learning. Once the
network is trained with corresponding input and output patterns, it can rapidly predict
output values for new input patterns without the need for an iterative process of weight
adjustment [48].

Additionally, the GRNN is known for being a robust neural network capable of
handling noise and incomplete data. It also has a low number of hyper-parameters. In this
case, it had only one, the smooth parameter, which for this model was set to 0.0039, making
it easier to implement and adjust.

However, it is important to note that the GRNN may be more suitable for simple
regression problems with a limited number of input variables. For more complex problems
or large datasets, other neural network architectures such as deep neural networks may be
more appropriate.

Figure 7 represents the architecture of the GRNN used in this research, considering
the same inputs as the MLP and also predicting RSSI and SNR as output.

INPUT HIDDEN LAYER OUTPUT
LAYER LAYER

OUTPUTS

Distances (m)
Tx - Rx

Heights (m)
6/12/18

Polarizations
V-V e H-H

Figure 7. GRNN network implemented.

5.3. Dataset

The dataset used for implementing both techniques, MLP and GRNN, consists of
4525 samples distributed across three randomly generated datasets: the training set con-
taining 3167 points, which corresponds to 70% of the total data; and the validation set and
the test set, each containing 679 points, amounting to 30% of the total samples, as shown in
Table 3.

The training process involves presenting a pattern to the input layer units, where
the units compute their response and present it to the output layer to obtain the network
answer. Then, the error is computed and propagated from the output layer back to the
input layer, and the weights of the connections in hidden layer units are adjusted, gradually
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decreasing the error to achieve the best generalization rate of the MLP. In the supervised
training of the MLP, the Levenberg-Marquardt algorithm was used.

Table 3. Splitting the dataset.

Sample Set Number of Samples % in Relation to the Total
Training 3167 70%
Validation 679 15%
Test 679 15%
6. Results

In this section, the results obtained in the typical Amazonian forest, where the vege-
tation has an average height of 24 m, and the transmitter heights are defined at 6 m (tree
trunk), 12 m (beginning of the tree canopy), and 18 m (mid-canopy), will be presented. The
influence of these antenna’s heights and polarizations in signal propagation will be ana-
lyzed; following this, comparisons will be made between the proposed RNA-based models
with other propagation loss models such as CI, FI, Weissberger, Early ITU-R, Cost235, and
FITU-R models, aiming to demonstrate the efficiency of using ML techniques such as MLP
and GRNN in estimating propagation loss in wooded environments.

6.1. Analysis of the Influence of Heights and Polarizations in Densely Wooded Environments

Wireless communication in densely vegetated environments has been gaining increas-
ing importance due to applications such as environmental monitoring, fire prevention, and
search and rescue systems. However, dense vegetation, especially tree canopies, can cause
signal attenuation and interference, making it essential to properly select the polarization
and height of the transmitter to improve the reliability and quality of transmissions.

Wireless signal transmissions in such environments pose unique challenges, where
the proper choice of electromagnetic wave polarization can significantly affect transmission
performance in this scenario. This section explores the effectiveness of HH (horizontal
transmitted and horizontal received) and VV (vertical transmitted and vertical received)
polarizations at different heights relative to transmissions at both trunk and canopy levels
of trees.

The choice of microwave polarization (such as HH and VV) at different heights of
transmissions below tree canopies is related to the interaction of electromagnetic waves
with vegetation. This interaction can vary depending on the structure and density of the
vegetation, as well as the characteristics of the waves used.

The relationship between RSSI and SNR in LoRa technology is that RSSI provides
information about the overall signal strength, while SNR complements this information by
indicating the signal quality relative to background noise. To obtain a more comprehensive
and accurate view of the LoRa communication link quality, it is important to consider
both parameters. In some LoRa implementations, SNR may be more significant in deter-
mining data reception capability than RSSI, especially in environments with high noise
or interference.

Figure 8 illustrates the measurement points which are in the middle of a dense forest.
The transmitter is at the beginning of the way and has a static longitude and latitude; in
contrast, the receiver varies in longitude and latitude since it is moving across the way.
Figure 8a,b show the RSSI and SNR values, respectively. A detailed analysis of RSSI and
SNR according to the transmitter height is below.

According with Figure 9, the lowest value for RSSI with vertical polarization is
—133 dBm and the highest value is —75 dBm; on the other hand, for horizontal polar-
ization, the lowest value is —135 dBm and the highest value is —75 dBm. In addition, it can
be seen that the RSSI values are similar for both polarizations; however, RSSI values for VV
show higher values, especially for distances greater than 150 m.
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Additionally, four VV RSSI values show a decreasing trend around 20 dB each 100 m.

For HH, the decrease in RSSI values is around 25 dB each 100 m. This means that the forest
plays a significant attenuation role, even over short distances.
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Figure 8. (a) The collected GPS data corresponding to RSSI levels vs. distance in the studied
environment. (b) The collected GPS data corresponding to SNR levels vs. distance in the studied
environment.
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Figure 9. Distribution of the measured RSSI data with respect to distance for SF12 at all heights for
HH and VV polarizations.

Figure 10 shows that the minimum SNR for HH is —13, and for VV is —9, the maxi-
mum value for HH is 13, and for VV it is 14. Also, the SNR for both polarizations begins
decreasing for distances greater than 100 m for SF12 at all heights. However, VV polar-
ization has a stronger and better signal quality in a densely wooded environment, which
means that the signal RSSI is stronger relative to the noise, resulting in better communica-
tion performance. Additionally, when observing the variations in RSSI and SNR values
with distance, it is noted that the forest environment affects both RSSI and SNR even at
short distances.

In summary, according to Figures 9 and 10, it can be observed that VV polarization
performs better in transmission compared to HH polarization for all heights. Furthermore,
in all these situations, it is observed that RSSI exhibited a linear behavior, and SNR exhibited
an exponential behavior for a distance over 250 m.
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Analysis of RSSI and SNR Values with Respect to Heights

The results of RSSI and SNR for SF12 in densely wooded environments for IoT net-
works in the 915 MHz frequency band are presented and analyzed for each height. A new
graph that condenses the information of RSSI, mean, and standard deviation values for
fixed distance intervals is presented to make it easy to compare for different heights and
polarizations. The mean and standard deviation are calculated considering all RSSI values
contained within the distance interval covered by a sliding window.
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Figure 10. Distribution of the measured SNR data with respect to distance for SF12 at all heights for
HH and VV polarizations.

The RSSI and SNR values along the traveled path are displayed for the SF12 combination
heights of 6, 12, and 18 m in Figures 11 and 12. First, while analyzing the horizontal antenna
polarization (HH), for a height of 6 m, where the transmitter is located at the tree trunk level,
it can observed that the RSSI values range from —131 to —80 dBm , while the SNR ranges
from —8 to 11 dB.
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Figure 11. Analysis of the mean and standard deviation values of RSSI for SF12 at all heights and for
VV and HH polarizations.
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At a height of 12 m, corresponding to the beginning of the tree canopy , the RSSI
values range from —133 to —85 dBm, while the SNR ranges from —11 to 8 dB. Finally, at a
height of 18 m, corresponding to the middle of the tree canopy, the RSSI values range from
—132 to —82 dBm, while the SNR ranges from —12 to 8 dB.

Analyzing the vertical antenna polarization (VV), the RSSI and SNR values at a height
of 6 m range from —131 to —83 dBm and from —7 to 12 dB, respectively. At a height of
12 m, the RSSI values are in a range from —128 to —81 dBm, and the SNR values are in a
range from —3 to 11 dB. Finally, for a height of 18 m, the RSSI values are in a range from
—129 to —82 dBm, and the SNR values are in a range from —5 to 10 dB.
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Figure 12. Analysis of the mean and standard deviation values of SNR for SF12 at all heights and for
VV and HH polarizations.

From Figures 11 and 12, it is possible to observe that the VV polarization presents RSSI
and SNR values similar to the HH polarization. However, the decay in the VV signal level
over the distance is smaller compared to the HH signal. In addition, analyzing Table 4,
it can also be verified that, on average, the lowest value of VV polarization (at a height
of 18 m) shows a result practically equal to the highest value of HH polarization (at a height
of 6 m).

Table 4. Statistical metrics of the collected signal.

o-RSSI Mean RSSI oc-SNR Mean SNR

Height (dBm) (dBm) (dB) (dB)
HH \'AY HH AAY HH \'AY HH \'AY
6m 14.84 16.62 —107.24 —105.76 6.68  6.93 432 536
12m 14.86 15.01 —111.09 —106.24 6.87 5.13 1.16  5.10
18 m 1591 14.90 —-108.76 —107.31 722 596 1.08 4.28

In summary, when placing the transmitter at heights of 12 and 18 m, corresponding to
the beginning and middle of the leaves, respectively, a worse SNR is observed. Therefore,
what most affects the signal quality in a wooded environment are the leaves. Furthermore,
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analyzing the mean values of RSSI and SNR for each situation, it is observed that, as the
heights increase, the mean values of both RSSI and SNR decrease, as shown in Table 4.

6.2. Adjustments to CI and FI Propagation Models

The values of PLE and the coefficients alpha («) and beta (8) are crucial for improving
the accuracy of signal propagation predictions in real environments, which enhances the
performance of wireless networks in vegetated areas. All values of PLE for the CI model
and the coefficients (¢ and ) and initial distance (dy) for the FI model are displayed
in Table 5.

Table 5. Adjusted coefficient values for FI and CL

SITUATIONS FI (dg (m)|x|B) CI (PLE)
SF12-6 m-HH 10.92(69.02(4.98 3.93
SF12-6 m-VV 10.92(68.29]4.91 3.85

SF12-12 m-HH 17.3276.56|5.87 415
SF12-12 m-VV 12.45|68.34|4.79 373

SF12-18 m-HH 14.13|71.43/5.66 4.08
SF12-18 m-VV 12.47|73.30/4.71 3.86

According to the values of FI(8) and CI (PLE), at a height of 6 m (tree trunk), the
propagation loss for both VV and HH polarizations is similar. However, at heights of 12 m
(beginning of the tree canopy) and 18 m (middle of the tree canopy), the VV polarization
has the lowest decay with distance.

6.3. Evaluation of the Proposed Propagation Models Based on Artificial Neural Networks (ANNs)

The proposed models use three input variables: distance (5 to 250 m), transmitter
height (6, 12, and 18 m), and the co-polarization of the transmitting and receiving antennas
(HH-VV). To evaluate the accuracy and precision of the proposed models, two metrics were
applied: root mean square error (RMSE) and standard deviation (¢).

RMSE measures the square root of the squared errors” average between the values
predicted by the model and the measured values. Its goal is to predict a continuous
numerical value, such as propagation loss in a wireless communication system. The RMSE
is calculated using Equation (12) [49]:

RMSE = (yi — 9i)? (12)

1

1

S| =

n

in which } indicates the sum of all elements for each sample i, y; represents the actual
observed value in sample i, §J; represents the value predicted by the model for the i — th
sample, and 7 is the total number of samples or observations in the dataset.

The o is a measure of dispersion or variability in the data relative to the mean. In
simple terms, it tells us how far the values are from the mean. The standard deviation is
calculated using the Formula (13) [50]:

iy (x; — x)?
n

o= (13)
in which Y~ indicates the sum of all elements, x; is the individual value in the dataset, ¥ is
the mean of the values, and # is the total number of examples.

The importance of standard deviation in the evaluation of RNA-based propagation
loss models is related to its ability to show us the variability of observed propagation loss
values. The smaller the standard deviation, the more consistent and accurate the results
predicted by the model.

To properly evaluate an RNA-based propagation loss model, it is essential to consider
both RMSE and standard deviation. RMSE provides a general idea of the model’s predic-
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tions accuracy, while the standard deviation helps to understand the variability in the data
and the prediction’s reliability across different scenarios.

Furthermore, it is important to emphasize that the choice of evaluation metrics also
depends on the context and specific requirements of the problem at hand. For example,
in critical applications such as communication systems, it is essential to have propagation
loss prediction models with high accuracy and low standard deviation to ensure the proper
performance of the system.

The obtained results were close in terms of performance, as shown in Figure 13,
and the MLP responses, represented by the red x, are close to GRNN responses, repre-
sented by the black square. Moreover, the RMSE of 3.86 for the GRNN and 3.8614 for
the MLPNN suggests that both networks were able to effectively capture patterns in the
data and generalize to new samples. This closeness in results may also indicate that the
problem is relatively well-behaved and that both networks are providing consistent and
accurate solutions.

(O Measured —%— Predicted MLPNN —— Predicted GRNN
RMSE: MLPNN = 3.8614 | GRNN = 3.86

-60 —

RSSI (dBm)

250
Distance (m)
RMSE: MLPNN = 2.3801 | GRNN = 2.3805

Distance (m)

Figure 13. Measured data and prediction of MLPNN and GRNN.

Table 6 shows the values of the evaluated metrics. It can be observed that both ANNs
were very close in terms of accuracy and precision. However, regarding training time,
the GRNN was approximately 82% faster than the MLPNN. Both were trained using a
notebook equipped with a Core i5 12500H processor. The advantage of the GRNN in
requiring lower computational cost is an important characteristic to consider, especially
when addressing large volumes of data or when optimizing available resources.

Table 6. Evaluation metrics for the ANNSs.

ANNs RMSE o Training Time (s)
GRNN 3.8600 3.8558 0.3634
MLPNN 3.8614 3.8564 2.0839

6.4. Comparison with Propagation Loss Models from the Literature

The results presented by the proposed RNA-based models for densely forested envi-
ronments for IoT networks in the 915 MHz frequency range were compared with empirical
models CI and FI, as well as with models adapted for vegetated environments, namely
Weissberger, Early ITU-R, Cost235, and FITU-R.

Figure 14 shows the comparison of the proposed RNA-based models and vegetation-
adapted models to the measured data for a height of 6 m VV. As seen in Figure 13, the
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MLPNN and GRNN models better represented the average behavior of the measured data,
obtaining RMSE and standard deviation values that were similar and lower than the other
analyzed models. This is due to RNA-based propagation models being able to estimate the
variability in propagation loss more accurately at a single point, as well as representing the
signal behavior in the studied environment.

6m-VV

RMSE: MLPNN = 5.0879] GRNN = 5.0877 | FI =7.85 | Cl = 8.0551 |
Weissberger = 22.4222 | ITU-R = 17.4067 | COST 235 = 9.7621 | FITU-R = 25.6265
T T T T

160
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Figure 14. Propagation loss models and applied and proposed MLPNN and GRNN models.

The other empirical propagation models obtained higher RMSE and standard devi-
ation values than the proposed models. In particular, the FI and CI models, which were
adjusted according to the measured data using the linear least squares technique, showed
higher RMSE values. However, the FI model performed slightly better than the CI model,
as it considers the measured initial point as its own reference, while the CI model considers
the value of FSPL as the initial reference point.

For the propagation loss models in vegetated environments, the one that best repre-
sented the measured data was COST235, followed by ITU-R, Weissberger, and finally the
FITU-R model. The FITU-R model performs better than the ITU-R and Weissberger models
up to the first 50 m. The comparisons of propagation models, through the RMSE and ¢
metrics, for the other heights and polarizations, are presented in Table 7

Table 7. Results of the propagation models” comparison.

Type Metrics GRNN MLPNN CI FI WEISSB. ITU-R ngT FITU-R
A T A T N S - N
szemw N Yo D% sw 7m 6% i wm s
A T T T N
T T U N T T R
R A T - T N
A N N R T T R A
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7. Conclusions

This work aimed to develop two propagation models using machine learning tech-
niques, MLPNN and GRNN, for densely forested environments at a frequency of 915 MHz,
and to evaluate them in relation to measured data and existing models in the literature. To
achieve this, an extensive measurement campaign was conducted in the Camillo Vianna
forest, located within the Federal University of Para, which features various tree species,
predominantly the Pau-Mulato type.

In this measurement campaign, data related to geolocation, RSSI, and SNR were
collected along a 250 m path. Subsequently, there was a need for data processing, such as
calculating the distance using geolocations and calculating propagation loss using RSSI
and SNR data.

Furthermore, artificial neural networks (MLPNN and GRNN) were trained, in addition
to the application of least squares technique to adjust the CI and FI propagation models.
The objective was to predict the average behavior of signal propagation and evaluate them
in relation to the measured data. Subsequently, they were compared with models adapted
for vegetation (ITU-R, Weissberger, COST235, and FITU-R).

Thus, the proposed propagation models, MLPNN and GRNN, achieved better ac-
curacy and precision, with RMSE values of 3.8614 and 3.86, and standard deviation val-
ues of 3.8564 and 3.8558, respectively, for RSSI. In addition, for the SNR prediction, the
RMSE values were 2.3801 and 2.3805, and the standard deviation values were 2.3788 and
2.3798, respectively.

The results show the models’ ability to learn from data and capture nonlinear rela-
tionships. This ability allows these models to achieve greater predictive capability of the
average signal behavior compared to classical models in the literature.

The satisfactory results obtained by the MLPNN and GRNN ANNSs in modeling
propagation loss indicate that both are viable options for this regression task. With minimal
difference in the RMSE results, the choice between the two can be guided by training speed
and resource demand, with the GRNN having an advantage in these aspects.

While the CI and FI models performed overall better than vegetation-adapted prop-
agation models, it is worth noting that both were adjusted with measured data from the
environment, as shown in Table 5. As for models adjusted for vegetated environments,
the COST235 propagation model generally better fitted the measured data than other
vegetation models.

Another significant contribution of the work was the analysis regarding heights
and co-polarizations. The appropriate choice of electromagnetic wave polarization for
wireless signal transmissions in vegetated environments is crucial to optimize the efficiency
and reliability of communications. This research demonstrated that VV polarization is
more suitable for all heights. Understanding these differences allows for the design of
more efficient and resilient communication networks, contributing to advancements in
monitoring and research applications in densely forested environments. Finally, another
contribution was calculating the values of PLE, &, and f for the study environment, as
shown in Table 5.

For future work, the intention is to analyze the impact of spreading factor, and conse-
quently, the bit rate, as the two are directly related. Also, analyze the heights higher than
18 m and lower than 6 m to quantify the impact of dense vegetation on electromagnetic
signals. To examine the cross-polarizations of transmitter and receiver, antennas for differ-
ent heights need to be used in order to understand which polarization type experiences
less loss through the forest. Additionally, due the propagation loss imposed by vegetation
on transmission across these various scenarios, the intention is to utilize other machine
learning techniques (such as ANFIS) and statistical metrics (including MAE, MPE, MAPE,
and GRG-MAPE), as well as employ the ITU-R P.1546-6 model as it is the new extension of
the 1546 model for distances shorter than 1000 km.
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Abstract: The Internet of Things (IoT) is a growing network of interconnected devices used in
transportation, finance, public services, healthcare, smart cities, surveillance, and agriculture. IoT
devices are increasingly integrated into mobile assets like trains, cars, and airplanes. Among the IoT
components, wearable sensors are expected to reach three billion by 2050, becoming more common
in smart environments like buildings, campuses, and healthcare facilities. A notable IoT application
is the smart campus for educational purposes. Timely notifications are essential in critical scenarios.
IoT devices gather and relay important information in real time to individuals with special needs via
mobile applications and connected devices, aiding health-monitoring and decision-making. Ensuring
IoT connectivity with end users requires long-range communication, low power consumption, and
cost-effectiveness. The LPWAN is a promising technology for meeting these needs, offering a low cost,
long range, and minimal power use. Despite their potential, mobile IoT and LPWANSs in healthcare,
especially for emergency response systems, have not received adequate research attention. Our study
evaluated an LPWAN-based emergency response system for visually impaired individuals on the
Hazara University campus in Mansehra, Pakistan. Experiments showed that the LPWAN technology
is reliable, with 98% reliability, and suitable for implementing emergency response systems in smart

campus environments.

Keywords: emergency response; Heltec; WiFi; LoRa 32; IoT; LPWAN; wireless sensor networks

1. Introduction

Throughout history, emergency response systems have been significant in mitigating
the negative impacts of natural disasters. Environmental emergencies, such as earthquakes,
panic situations, theft, and navigation for the visually impaired, can be particularly chal-
lenging [1]. Furthermore, obstacles, including oil spills, chemical spills, attacks, pandemics,
nuclear disasters, heavy snowfalls, storms, hurricanes, floods, wild or bush fires, and
tsunamis, endanger the safety and welfare of the public at large [2]. Typically, emergency
medical services, the fire department, police, and community volunteers initially address
these incidents [3]. Effective communication between disaster-stricken areas and disaster
management offices is critical, and restoring network services immediately following a
disaster is essential for facilitating first responder activities [4]. With the advent of dis-
tributed technologies such as the 10T, big data, cloud computing, and 5G cellular networks,
the internet has undergone a significant evolution. This transformation has led to the
development of cost-effective networks with the capacity to cover large areas. One such
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network is the Long-Range (LoRa) network, which belongs to the family of low-power
wide-area networks (LPWANs) [5,6]. These cutting-edge technologies allow for the place-
ment and maintenance of sensors using a low-power wide-area client, with a maximum
range of 30 km in sensor network operational areas [7]. This capability could enable the
monitoring of almost all habitable regions without requiring additional management sys-
tems. In other words, this can be achieved through device self-communication, such as
device-to-device (D2D) and machine-to-machine (M2M) communication technologies. If a
mobile device is outside the range of a cellular network, it can communicate using D2D
communication with a peer-to-peer wireless communications network. In an emergency,
if there is a network connection between the mobile device and the network element, the
device sends a message to the network element. If there is no network connection, the
device transmits the data to a second mobile device, which connects to a third mobile
device using D2D communication [8-10]. In an emergency, time is critical and reliability is
paramount. Therefore, it is essential to establish an emergency action plan that ensures the
prompt provision of rescue resources. To address the challenges posed by such scenarios,
we conducted research into an LPWAN-based emergency response system for people
with special needs on smart campuses. The experimental results indicate that LPWAN
technology is an effective solution for the implementation of emergency response systems
on smart campuses.

LPWAN technology has gained significant attention in scientific communities and
industry because of its low power consumption, low cost, and long-range communication
capabilities, allowing for reliable communication up to 30 km [7,11]. These features make
LPWAN ideal for IoT-based wireless sensor networks (WSNs) that transmit minimal data at
low rates over long distances with a radio chipset cost of less than USD 2 and an operating
cost of USD 1 per device per year [8,9]. LPWAN technology encompasses various low-
powered networks that come in different forms and sizes. The increasing demand for
IoT in fields such as emergency response systems for individuals with special needs has
driven the development of LPWAN-based solutions that address issues like the limited
range, high power consumption, and expensive hardware. To improve the reliability and
reduce the latency, we propose an LPWAN-based emergency response system for people
with special needs on a smart campus. The “smart campus” concept involves integrating
smart technologies with physical structures to expand facilities, make decisions, and ensure
campus sustainability. Smart classrooms, facial recognition-based attendance systems,
and other small-scale solutions have been implemented on campuses. However, there is
still no universal model for smart campuses, and the educational industry continues to
benefit from digital technologies and smart applications that control various appliances and
networked devices [5,12-14]. The proposed emergency response system can be utilized by
anyone, including regular individuals. Our focus on people with special needs, particularly
the visually impaired, stems from the recognition that they may encounter more challenges
and face higher risks in emergency situations within a smart campus environment.

This research work makes three main contributions:

e  We establish a framework for implementing an LPWAN-based emergency response
system for people with special needs on smart campuses.

e  We deploy Heltec WiFi LoRa 32 devices to improve communication and enable indi-
viduals with special needs to exchange information with their family and caregivers
regarding their safety in the case of a risky or dangerous situation.

e  We evaluate the performance of the proposed framework in terms of the latency and
reliability.

The rest of the paper is structured as follows: Section 2 covers the related work.
Section 3 highlights the background knowledge of LPWAN technologies. Section 4 explains
the system model and design. Section 5 describes the experiments and results. Section 6
presents a discussion on the results, and finally, Section 7 concludes the paper.
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2. Related Work

In this section, we provide an overview of existing research related to the LPWAN-
based emergency response system proposed in this study.

The incorporation of technology into emergency response systems is important, and
the IoT holds significant potential for supplying sensitive information during rescue and
relief efforts in the event of natural disasters. While the LPWAN has been successfully
integrated into various intelligent environments like smart buildings, banks, agriculture,
smart vehicles, traffic management, smart cities, healthcare, and sensitive infrastruc-
ture [5,8,9,12-14], its implementation has not been geared toward providing LPWAN-
based emergency response systems for individuals with special needs on a smart campus.
Furthermore, ad hoc networks have not been utilized to reduce the latency and enhance
the reliability. To address these concerns, we propose an LPWAN-based emergency re-
sponse system that caters to people with special needs on the smart campus, using Hazara
University in Pakistan as a case study.

According to research conducted by [15], there are specific requirements for an efficient
emergency rescue and response mechanism for oceanic disasters, along with obstacles
encountered when attempting to implement disaster management solutions in such sit-
uations. The authors suggest an approach based on the IoT that can be integrated with
the existing oceanic network architecture to provide contextual information about the fish-
ermen and their vessels. This approach provides partial context-awareness and can help
address the challenges. This information can help with search and rescue operations by
detecting any unusual activity on the fishing vessels. The study emphasizes the significance
of technology acceptance and community participation in successfully adopting such an
approach. By leveraging the advantages of the large-scale deployment of IoT solutions,
coupled with community involvement, it is possible to bring about positive transformations
in the community, which can be extremely beneficial in managing disasters in the ocean.

The authors of [16] suggested a model that employs Dragino shields to implement
LoRa wireless communication technology for localization. This model utilizes Arduino
microcontrollers to incorporate additional sensing mechanisms, improving the localization
accuracy and reducing the power consumption in GPS-less environments. The experi-
ments conducted in outdoor environments yielded positive outcomes, and the low power
consumption and easy integration of localized environmental sensory data make LoRa
technology a valuable resource for emergency services. In [17], the authors presented a
WiFi-enabled microcontroller system that interfaces with several sensors, with the number
of sensors scalable but limited by the microcontroller’s capabilities. The collected data
are stored and visualized using the cloud platform Thinger.io, with endpoints available
for sending emails and pushing data to external services. The system also uses the web-
based service IFTTT to send alerts with a full emergency response profile to responders
during emergency situations. This smart emergency response system is designed for use
by individuals such as athletes, people with disabilities, and the elderly. The authors
of [18] presented an assistive system called the “Online Blind Assistive System using Object
Recognition”, which enables individuals with visual impairments to traverse unknown
indoor and outdoor areas using an object recognition system. The implementation of a
DNN using Python proved to be an accurate tool for object identification. However, the
speed of the network may be a potential issue.

In [19], the authors introduced a mobile emergency response system to reduce the
response time in the gas and oil industries. Ensuring low latency and robust security
measures has been a critical challenge in emergency response, as any delay in the response
time may have severe consequences and can also potentially result in data breaches in
the case of cyber-attacks or theft. Informing people about emergencies needs to be faster.
The authors proposed a method for controlling the motion in SNOW (Sensor Network
Over White Spaces) in [20], which is an LPWAN operating in TV white spaces. This
LPWAN utilizes Orthogonal Frequency-Division Multiplexing (OFDM) for synchronous
communication between a base station and numerous low-power nodes. However, inter-
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carrier interference (ICI) can be an issue due to the OFDM-based design. Nevertheless, the
OFDM-based architecture of SNOW leads to more pronounced inter-carrier interference
(ICI). Hence, the authors put forward a solution for handling motion in SNOW to mitigate
the impact of ICI and enhance the network’s overall functionality. In [21], the authors
conducted an investigational analysis to examine the impact of mobility on LPWAN
performance in mobile IoT applications. The study revealed that even minor mobility, such
as human movement, has a significant impact on LPWANSs. The authors found that mobility
in various scenarios, such as the gateway’s location, the speed of the vehicle, and the
placement of the end devices, can have a considerable effect on the LPWAN performance.

In [22], the authors investigated the mobility management of LPWAN systems and
proposed a new IPv6-based solution to ensure communication continuity during changes in
connection layer technology. This solution enables users to migrate between different LPWA
networks and technologies, while optimizing the communication paths and preserving the
bandwidth to reduce the data transfer time. The proposed method was validated through
simulations and testing of the end-device handovers between LoRaWAN and NB-IoT. To
assist first responders, a real-time communication system has been developed [23]. The
centralized data hub known as the First Responder Units (FRUs) collects and distributes
data from numerous connected peripherals. Additionally, a mobile emergency operations
center (MEOC) is equipped and deployed with essential communication tools such as
visual display devices and computers to provide support to first responders during their
actions. The author of [24] presented the Emergency Communication System (ECS), which
uses LoRa technology to provide infrastructure-free phone-based networks with long-
range D2D communication. The LOCATE system comprises a mobile application that
allows users to input critical emergency-related information and a distribution protocol
that delivers emergency requests via multi-hop LoRa networks.

We summarized the related work in Table 1, and based on existing studies, we pro-
posed research that focuses on the integration of IoT technology, particularly LPWANS, into
emergency response systems. A specific emphasis is placed on addressing the needs of indi-
viduals with special requirements within smart campus environments. While the existing
literature highlights the potential of the IoT, including LPWAN:Ss, in various sectors, such as
disaster management, healthcare, and mobility, few studies have delved into the applica-
tion of LPWANSs for emergency response systems tailored to smart campuses. Prior work
has explored diverse aspects of IoT technologies, including LoRa-based communication
for localization, assistive systems for the visually impaired, and real-time communication
systems for first responders.

Smart campus emergency response systems for individuals with special needs are
worth considering to promote quality education for individuals with special needs by
ensuring their safety and well-being. Several solutions have been proposed to address such
problems, but many of these solutions come with significant limitations:

e JoT-Based Emergency Response Systems: Existing studies have discussed the potential
of IoT technologies in emergency response systems. These networks have a significant
role in the response and coordination of relief efforts for emergencies by using sensors,
actuators, and communication networks. Nevertheless, IoT-based systems will have
pros and cons, such as real-time monitoring and alerts, but they will also experience
problems of scalability, reliability, and interoperability. In addition, IoT deployment
and maintenance can be a burden and a challenge to the implementation of the
technology, which may, in turn, hamper its acceptance, especially when resources are
scarce.

e LPWAN-Based Solutions: The characteristic of LPWAN (Low-Power Wide-Area Net-
work) technologies including LoRaWAN and NB-IoT is their long-distance data trans-
mission with low power consumption, which makes them attractive to use. LPWAN-
based emergency response systems can be considered a better solution as they are
characterized by wide-range coverage and low energy consumption, which makes
them suitable for a smart campus environment. However, they may be constrained by
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several problems, like network congestion, latency, and data throughput, particularly
in areas with a high density of inhabitants and when there is a high demand.
Assistive Technologies for Special Needs Individuals: Several efforts have been un-
dertaken to design user-friendly and individualized assistive devices that can serve
people who have disabilities, such as those with visual impairments. This technology,
in the form of wearable devices, mobile applications, or sensory aids, is aimed at
improving accessibility and safety. On the other hand, assistive technologies may be
disadvantageous in terms of the usability, affordability, and compatibility with the
existing infrastructure.

Real-Time Communication Systems: During times of emergencies, real-time commu-
nication systems will allow the quick sending of critical data for the first responders
and the people who are affected. The existing networks are often wirelessly linked
via mobile apps and centralized data hubs in order to provide communication and
coordination. Instant communication systems do provide quick response features, but
they may also have some challenges, such as network congestion, privacy risks, and
dependence on the internet, which can be interrupted during emergencies.
Localization and Tracking Solutions: Localization and tracking technologies such as
GPS and RFID can locate the position of individuals in the event of an emergency.
Thus, the optimal use of resources and the best way of organizing the evacuation
can be ensured. However, GPS-less environments or poor GPS reception may pose
limitations to the indoor localization technologies, which might negatively affect their
accuracy and reliability.

The existing studies primarily focus on specific applications or technical aspects,

whereas our research aims to bridge the gap by proposing and evaluating an LPWAN-based
emergency response system specifically designed for smart campuses, with a particular
focus on addressing the needs of visually impaired individuals.

Table 1. An overview of related works.

Reference Contributions Limitations

The authors implemented a partial context-aware algorithm
[15] to manage emergencies in the ocean by detecting any atypical

state of the vessel.

movements of fishing vessels.

The proposed system was developed using Dragino LoRa

v1.3 Shield devices, which are specifically designed to be

There is a problem of latency in determining the

The system is not reliable because the system

[16] easily programmed and integrated with an Arduino Uno accuracy is not good.
microcontroller.
The author connected several sensors to a microcontroller that
is equipped with WiFi capabilities to detect various The reliability of the system may be limited in
[17] conditions, such as motion, vibration, and pulse rate. certain environments where GPS signals cannot
Additionally, a GPS module was integrated with the penetrate, such as underground or underwater,
WiFi-enabled microcontroller to enable positioning and as GPS is used as part of the system.
tracking functionalities.
The D-OFDM technique, which utilizes TV white spaces, was
implemented by the authors. SNOW, a communication
[20] technology that permits extensive and simultaneous The hardware is very expensive.
communication between multiple nodes and a base station
(BS), was also utilized.
A Mobile Emergency Operations Center (MEOC) was
[23] established to aid the activities of first responders and to Neglecting the aspects of latency and reliability.

provide support with the development of a real-time
communication technology.
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3. LPWAN Technologies

An LPWAN is a wireless communication technology that enables low-power devices
with limited bandwidth to transmit data over long distances using low data rates. It
is designed to support M2M and IoT networks and is typically more cost-effective and
power-efficient than traditional mobile networks. This technology can support a large
number of devices over a wide geographical area. LPWANSs are classified into two main
groups based on their protocols and technologies. The initial set of LPWAN technologies
operates on unlicensed frequency bands and does not require cellular infrastructure. This
group includes protocols such as LoORaWAN and Sigfox. The second group uses cellular
technologies based on 3GPP standards and uses the licensed spectrum of mobile operators.

There are three types of cellular-based LPWANSs: LTE-M, NB-IoT, and EC-GSM-IoT.
LTE-M supports applications that require low to medium bandwidth and can achieve data
rates of up to 1 Mbps. NB-IoT is optimized for low power consumption, long battery
life, and deep indoor penetration, with data rates of up to 250 Kbps. EC-GSM-IoT is
a modification of the GSM standard that offers extended coverage and better indoor
penetration for IoT devices, with data rates of up to 240 Kbps. The choice of LPWAN
technology and protocol depends on various factors, such as the application requirements,
coverage area, data rate, power consumption, and network deployment cost.

Non-cellular LPWANSs such as LoRaWAN and Sigfox are well-suited for applications
that require low power consumption, long-range coverage, and low-cost deployment [25,
26]. Cellular-based LPWANSs such as LTE-M, NB-IoT, and EC-GSM-IoT are ideal for
applications that require higher data rates, deeper indoor penetration, and better network
reliability, but they may come with higher deployment costs [27,28]. Therefore, it is
important to evaluate the advantages and disadvantages of each LPWAN technology and
protocol before selecting the most appropriate one for a given application. Non-cellular
LPWANS, such as LoRaWAN and Sigfox, operate on unlicensed spectrum bands and
support devices with low power consumption and low data rates. They have a wide
coverage range of up to 10 km in urban areas and up to 30 km in rural areas. The cellular-
based LPWAN s, on the other hand, utilize the licensed spectrum of mobile operators
and provide a more reliable and secure connection. LTE-M is designed to support higher
data rates than non-cellular LPWANSs and has better coverage in urban areas. NB-IoT
is specifically designed for low-power, low-data-rate applications, while EC-GSM-IoT is
designed to provide better coverage in rural areas. LPWAN technology offers a flexible and
scalable solution for a wide range of IoT applications, providing low-cost, low-power, and
long-range connectivity [15]. A comprehensive description of the LPWAN technologies is
provided below:

A.  Sigfox

Sigfox offers LPWAN solutions that operate in license-free sub-GHz bands across
various regions, such as 433 MHz in Asia, 868 MHz in Europe, and 915 MHz in North
America. The technology used in Sigfox involves base stations that are equipped with
software-defined radios, which connect to back-end servers through an IP network. For
uplink communication, terminal devices use a 100 Hz bandwidth (BPSK) modulation in
a 100 Hz data band, taking advantage of the sub-GHz spectrum’s Ultra Narrow Band
(UNB) to maximize the frequency band utilization with low noise levels. This leads to
better receiver sensitivity and lower energy consumption. Although Sigfox originally
only supported uplink communication, it later upgraded to two-way communication.
However, regional regulations limit the number of notifications sent via the uplink to
140 messages, with a message size of 12 bytes. Only four messages per day are allowed
on the downlink, and the base station cannot verify each uplink message. The payload
size of the downlink message is eight bytes without authentication, and the reliability of
the uplink communication improves with message resending and time variation. This
simplified approach reduces the overall cost of the solution [14,27,29].
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B. NB-IOT

The narrowband Internet of Things (NB-IoT) is an LPWAN technology that operates
in licensed frequency bands and is compatible with LTE and GSM. It offers three opera-
tional modes: Standalone, Guard Band, and In-Band, with a bandwidth of 200 kHz. The
Standalone mode is intended to work with the current GSM frequency spectrum, while
the Guard Band mode utilizes the inactive resource block of the LTE carrier. In contrast,
the In-Band mode uses the resource block in the LTE carrier [30,31]. The NB-IoT commu-
nication protocols offer a range of benefits for IoT devices and their applications, as they
are based on LTE concepts. Despite the limitation on the integration of BPSK and QPSK
functions, NB-IoT carriers can support up to 100,000 appliances, making them a highly
scalable option [14]. Using frequency division multiple access (FDMA), up to 20 kbps
of data can be transmitted from a node to a base station, while Orthogonal Frequency
Division Multi-Access (OFDMA) enables a maximum throughput range of 200 kbps to
1600 bytes for downlink connections. As such, NB-IoT represents a reliable and efficient
solution for connecting IoT devices to the network, offering improved performance and
functionality [32,33].

C. LoRaWAN

LoRaWAN is a spread-spectrum technology that uses the chirp spread spectrum
(CSS) to modify signals in the sub-GHz range for two-way communication. This LPWAN
technology is based on the LoRa standard that was introduced by Semtech in 2015 and was
later standardized by the LoRa Alliance [34]. The signal model is tailored to accommodate
channel noise and interference, and the transmitter generates a chirp signal that causes
the frequencies of symbols to fluctuate over time while keeping their phases constant. The
receiver can decrypt the chirp signal by varying the frequency shift, resulting in improved
chipping symbols for each chirp signal. Furthermore, forward error correction (FEC) is
employed to enhance the receiver’s sensitivity. LoRa technology boasts an impressive range
of 1-30 km across both land and sea [35-37]. LoRaWAN, an open standard network stack,
capitalizes on the physical layer characteristics of LoRa. Its objective is to enable sensors to
exchange data frames through a server at a low data rate with relatively independent time
intervals between transfers, such as one transmission per hour or per day. The network
structure follows a star-star topology (GW), and the endpoints are connected to the network
servers (NS) via the gateway. LoORaWAN adjusts its bitrate according to the quality of the
available channels. LoRaWAN utilizes the SF (spreading factor) function to adjust the signal
and battery strength. If the sensor node encounters poor connection quality, LoRaWAN
increases the SF to transmit the modeled signal over longer distances, but this results in
a lower bitrate. The transition is controlled by the LoRaWAN parameter DR (data rate),
which ranges from DRO (low bitrate, SF12) to DR5 in the EU (high bitrate, SF7) [38—41].

D. TELENSA

Telensa, a UK-based firm, offers IoT-based private and public network solutions
that cater to smart cities, smart metering, and smart lighting needs. The company has
successfully installed millions of linked street lighting systems across different countries
and employs IoT technology for tracking, detection, and monitoring in smart cities and
homes. Telensa’s technology is similar to that of Sigfox and is widely used to regulate
millions of lights and other products. Recently, Telensa has been focused on creating
innovative applications for smart cities, such as urban data insight and urban IQ, using next-
generation light pole sensors that employ artificial intelligence technology. These multi-
sensor pods use the latest smartphone artificial intelligence capabilities and automobile
camera and radar-imaging technology to provide a comprehensive understanding of road
infrastructure. In addition, Telensa is leading an urban data initiative that aims to change
the way data are collected and utilized by local governments, creating what they call a
“digital twin of a city”. Telensa has designed a modulation mechanism specifically for the
UNB (Ultra Narrow Band) that enables low-data-rate wireless connections between end
nodes and base stations operating in the unlicensed sub-GHz ISM (Industrial, Scientific, and
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Medical) band. UNB technology is designed for low-bandwidth transmission, and Telensa
has developed a vertical grid stack for its network, which allows for easy integration with
third-party software and end-to-end solutions for LPWAN applications. The company has
more than 8 million UNBs operating in 30 countries, and its technology is low risk and
top-notch. To ensure seamless integration into applications, the company is standardizing
its technology to meet ETSI (LTN) network requirements. Telensa’s UNB device has an
uplink rate of 62.5 bps and a downstream rate of 500 bps. The company is working with
Sigfox in the ETSI LTN group [27].

E. INGENU RPMA

INGENU, formerly known as On-Ramp Wireless, uses a patented LPWAN technology
that differs from many other LPWAN technologies on the market by operating in the
2.4 GHz ISM band instead of the sub-GHz band. INGENU’s LPWAN technology has
the advantage of improved throughput and capacity in regions where the work-cycle
maximum regulations do not limit the 2.4 GHz band. Additionally, the Random Phase
Multiple Access (RPMA) physical access technique used by INGENU’s LPWAN technology
is a distinctive feature that differentiates it from other LPWAN technologies. RPMA
employs a wide range of direct sequences for uplink communication, enabling multiple
transmitters to use a single time slot. This form of code division multiple access (CDMA)
increases the signal-to-interference ratio for each link by ensuring that the channel does
not align the transmitters exactly at the same time. The exceptional receptor sensitivity of
—142 dB and a bond budget of 168 dB make RPMA unmatched in the industry. Multiple
demodulators on the receiving end of base stations decode signals that arrive at different
times in a slot. While there may be some link asymmetry, INGENU's technology enables
two-way communication. Downlink communication is accomplished by base stations
transmitting signals to specific end devices, which are subsequently sent utilizing CDMA.
The end nodes can also modify their broadcast strength to reach the nearest base station
without interfering with surrounding devices. INGENU is leading the way in standardizing
the physical layer requirements according to the IEEE 802.15.4k, with RPMA technology
developed in compliance with these requirements [27].

Table 2 presents a comparison of the primary technical features of various LPWAN
technologies, such as the availability, bandwidth, link budget, battery life, energy usage,
frequency, security, and private network allocation [27,34]. The appropriate LPWAN
technology for lIoT applications is determined by these key factors. Telensa, Sigfox, and NB-
IoT do not support private network deployment as the signal strength relies on the service
provider base stations, while RPMA and LoRa enable the creation of private networks for
these applications. Telensa, Sigfox, and LoRaWAN utilize sub-GHz frequencies that are
not licensed, and their communication capabilities are designed to overcome multi-path
interference and fading. This allows them to provide effective communication. In contrast,
NB-IoT uses licensed frequencies to provide high-quality service, but at a higher cost.
However, NB-IoT devices have a shorter service life due to the OFDM/FDMA approach,
which requires a higher current for simultaneous communication from its terminal tools.
Despite being released in 2016, the NB-IoT standard is still in its supply phase, while other
LPWAN deployment models have already matured. At present, LoORaWAN is the most
widely used LPWAN technology, with deployments in over 160 countries. LoRaWAN
can establish public networks, local area networks, and a hybrid operating model that
combines a local LoRaWAN network with a base station public network. LoRa uses
unlicensed frequencies, is energy-efficient and affordable, and offers a communication
range of 1-30 km over ground and water, respectively [27,34].
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Table 2. Comparison of key technical specifications for LPWAN technologies [27,34].

Technologies Sigfox NB-IoT, Telensa LoRa INGENU RPMA,
Creator Sigfox 3 GPP Telensa Semtech Ingenu
. CSs UL: RPMA-DSSS
Modulation BPSK QPSK UNB 2-FSK DL: CDMA
Frequency S;S_;ZI;IZM Licensed LTE Sub-GHz, ISM EU: Ugicsezgel\jlf M 24 GHz ISM
z Frequency bands 868 MHZ US: 915 z
US 902 MHz MHz AS:430MHz (g 915 MHy
UL: 624 kbps
100 bps (UL) UL: 62.5 bps 0.3-50 kbps
Data Rate. p 200 kbps P P DL: 156 kbps
600 bps (DL) DL: 500 bps
Energy. Very low Low Low Very low High
consumption
Bandwidth 100 or 600 Hz DL: 180 kHz 100 kHz 125,250, 500 kHz 1 MHz
1.5 kHz
. EU: 162 EU: 161 EU: 151 EU: 168
Link budget (dB) US: 146 189 US: 149 US: 171 US: 180
Range 10 km (Urban) 1 km (Urban) Urban: 3 km 1-30 km Urban: 15 km
& 50 km (Rural) 10 km (Rural) Rural: 16 km Rural: 48 km
Allow private No NO NO YES YES

networks

4. System Model and Design

In our study, we designed an LPWAN-based emergency response (LBER) system to
meet the needs of people with special requirements on a smart campus. To ensure data
distribution in areas with WiFi coverage and to fill gaps in areas without, we utilized WiFi
as the primary means of communication and LoRaWAN as a backup. In the event of an
emergency, WiFi may become unreliable and the electricity supply may be disrupted, but
the LoRaWAN network will remain functional. Our solution utilizes two Heltec WiFi LoRa
32 V2 devices, each equipped with BLE, WiFi, and LoRa technology with one serving
as the sender and the other as the receiver of data. To initiate an emergency response,
the user simply presses a panic button, and the message is transmitted to the recipient.
This approach allows for the reduced latency and improved reliability of the emergency
response system on a smart campus. Figure 1 provides a visual representation of our
proposed model to facilitate better understanding.

A. WiFi LoRa

The WiFi LoRa 32 V2, a well-known IoT development board, is produced by Heltec
Automation (TM) and is depicted in Figure 2. This highly integrated board is based on
ESP32 + SX127x and has WiFi, Bluetooth Low Energy (BLE), and LoRa capabilities, as
well as a Li-Po battery management system and a 0.96” Organic Light-Emitting Diode
(OLED). It is an extremely low-power solution board that is ideal for IoT creators working
on projects such as smart cities, smart farms, and smart homes [25].

The ESP32 chip has the capability to support the Transmission Control Protocol /Internet
Protocol (TCP/IP), the 802.11 b/g/n WiFi Medium Access Control (MAC) protocol, and
the WiFi Direct specification. Meanwhile, the SX127647 is a half-duplex transceiver that
operates at a low intermediate frequency and utilizes Semtech’s patented LoRa modulation
technique, along with a low-cost crystal, to achieve a sensitivity level that surpasses
—148 dBm. It is pertinent to mention that the sensitivity depends on the spreading factor
and bandwidth. Additionally, the SX1276 has two modems—one for Frequency Shift
Keying (FSK) and one for LoRa spread spectrum modulation—which can be utilized based
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on the selected modes. By utilizing the LoRa modulation technique, the device can gain

greater immunity to in-band interference.
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Figure 1. An LPWAN-based emergency response system for individuals with special needs in

smart buildings.

Figure 2. Heltec WiFi LoRa 32 board [42].

B. GPS Module

The GPS module is an adaptable and economical positioning device designed for
wide-ranging applications. It offers a 2.5 m horizontal positioning accuracy and has the
capability to store the device’s configuration when it is powered off. It is equipped with
an IPX interface for attaching various active antennas that provide a strong signal, and
it has 50 channels for signal reception. It features four-pin connections for VCC, GND,
TX, and RX. Customized settings can be created using the u-center software provided
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by u-blox AG [26]. The module is primarily utilized for satellite navigation, and it can
determine speed and location on land, air, and sea and provide precise maps, tracking
systems, navigation, and aircraft positioning. NEO-6 modules are particularly suitable for
mobile devices that have strict limitations on cost and space due to their compact design
and power and memory options. The specifications of the GPS module are listed in Table 3
and Figure 3 illustrates the GPS module.

Table 3. GPS module specifications.

Parameters Specification
Operating Voltage 27-5V
Baud Rate 9600 (default)
Update Rate for Navigation 1 Hz (default) 5 Hz
Tracking Sensitivity —161 dBm
Operating Current 45 Ma
Communication Protocol NMEA (default), UBX library

Figure 3. GPS NEO-6M u-blox module.

C. Panic Button

The panic button proposed in this study is designed to have the utmost effectiveness
and efficiency as it is intended to be used in emergency or critical situations by individuals
with special needs. The Wi-Fi LoRa 32 v2-based IoT panic button will be set up to address
the needs of individuals with special needs who may be faced with various risks, including
panic situations, fear of theft, or difficulty navigating due to blindness. Many of these
individuals may lack technical proficiency in operating devices, hence necessitating the
need for a simple and reliable device that can alert someone when help is needed. This
IoT panic button will be enabled over LoRa, and we are using the WiFi LoRa 32 module
to increase its portability and simplicity. The operation of this panic or push button is
straightforward, requiring the user to push the button to trigger an alert, which will
immediately send their location to the designated person. Figure 4 depicts the design of
the push or panic button.

Figure 4. Push button.
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There are several benefits of implementing a panic button, including but not limited
to the following:

1. The ability to swiftly inform family members or relevant authorities in case of an
emergency.

2. Expedite rescue efforts, thereby potentially saving a life.

3. Provide assistance to individuals facing potential risks.

5. Experiments, Results and Discussion

A.  Experimental Setup

The experimental setup, as illustrated in Figure 5, involved ensuring the proper
connection of all the components and devices according to the desired configuration. To
enable the flow of current, the Heltec WiFi LoRa 32 development board utilized a Power
Bank to receive external power. In the event of danger, the visually impaired person would
activate the panic button. Subsequently, the GPS module would provide the location of the
danger and send an alert to a designated emergency care provider.

Figure 5. Experimental setup.

In our experimentation, we utilized LoRa modulation with specific transmission
parameters, including the spreading factor (SF), bandwidth (BW), and coding rate (CR).
For the spreading factor, we employed a default value throughout the trials, which was 7.
The bandwidth was set at 125 kHz, and the coding rate was fixed at 4/5. As for the number
of packets sent for each testing setup, we transmitted a total of 50 packets at each distance
in every experiment, maintaining consistency across all the trials.

B. Results and Discussion

To evaluate the efficacy of the system, a total of 18 experiments were executed, com-
prising 9 trials in an open field and an additional 9 in IT Building No. 3 at Hazara University
in Mansehra, Pakistan. The morphology of the testing site, as depicted on a map, is illus-
trated in Figure 6. The selected open field was elevated and proved demanding to test
the system’s performance in challenging environments. The experiments were conducted
using three distinct antenna heights (0 m, 1 m, and 2 m) and three varied packet sizes
(16 bytes, 32 bytes, and 64 bytes), while keeping the default TX power (dBm) of 15 for all the
tests. The end device was tested at varying distances from 0 m to 600 m, with increments
of 50 m. For each experiment, the antenna height was set at 0 m for the first experiment,
1 m for the second, and 2 m for the third experiment for a data packet size of 16 bytes. The
same process was repeated for 32 and 64 bytes of data packets. To determine the system’s
performance based on the packet size and antenna height, 50 packets were transmitted at
each distance in each experiment, and the average of the experiment results was used to
evaluate the performance.

107



Sensors 2024, 24, 3433

@ )Islamic Centre,
L s Alhiazaraluniversity il ‘ i Aasjid|Molanajgs
¥ v .Dadv_khang/a_ e.:

~ m‘>

1
¥ 2nd'Gate Hazaral8
v University,

Figure 6. The morphology of the testing site shown through a map.

a. Reliability

Reliability pertains to the capability of consistently performing with dependability
and trustworthiness. In the context of a network system, reliability can be determined
by evaluating the probability of successful interaction between every pair of nodes or by
measuring the operational efficacy and signal strength (RSSI) following the experiment.
The RSSI represents the received signal power in milliwatts, expressed in dBm, and is
utilized to assess data transmission across different settings and distances. The packet
delivery ratio (PDR) is calculated as the ratio of valid received packets to the total number
of transmitted packets, as demonstrated in Equation (1). The PDR is an indicative measure
of communication reliability, which can be used in tandem with the RSSI to provide a
comprehensive assessment of system performance. The RSSI value can be utilized to gauge
the strength of the signal received by the receiver from the sender, and it is represented as a
negative value, where a value closer to 0 signifies a stronger signal.

PDR = % 1)

R: Total packets received successfully
S: Total packets sent.

In order to evaluate the collected data, we first summarized it and then presented it
using figures and tables. Figures 7-12, along with Tables 4-7, display the reliability and
RSSI for various antenna heights and distances. These visuals allow us to observe both high
and low reliability and RSSI values. The experiment was conducted at Hazara University,
covering an area of 1300 m?, and yielded excellent results. We focused on the reliability
data for a distance of 600 m in two different locations.
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Figure 7. PDR according to distance and packet size when antenna height = 0 m.
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Figure 8. PDR according to distance and packet size when antenna height =1 m.

Table 4. Reliability results for different distances and packet sizes when antenna height = 0 m.

Antenna Height =0 m

P-Size: 16 Bytes

P-Size: 32 Bytes

P-Size: 64 Bytes

Distance

PDR % RSSI PDR % RSSI PDR % RSSI

Om 100% —22.0 100% —27.42 100% —35.18
50 m 100% —81.0 100% —-92.82 100% —99.80
100 m 100% —92.3 100% —99.24 98% —104.54
150 m 100% —95.6 100% —94.84 100% —92.48
200 m 100% —106.9 100% —99.98 100% —102.00
250 m 100% —103.3 100% —99.98 100% —106.34
300 m 100% —108.9 98% —111.62 96% —-121.92
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Table 4. Cont.

Antenna Height =0 m

P-Size: 16 Bytes

P-Size: 32 Bytes

P-Size: 64 Bytes

Dist
AN pDR % RSSI PDR % RSSI PDR % RSSI
350 m 100% —114.9 100% —111.64 100% —120.20
400 m 100% —118.2 100% —114.00 100% —127.42
450 m 100% —1159 100% —115.60 100% —131.00
500 m 100% —122.6 100% —111.66 100% —120.70
550 m 100% —120.6 100% —113.00 100% —121.50
600 m 98% —130.9 96% —123.00 92% —135.60
Reliability
100 -
80
~ 60 1
£
=4
g
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20 4
EEE PDR 16 Bytes
W PDR 32 Bytes
BN DR 64 Bytes
0-
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Figure 9. PDR according to distance and packet size when antenna height =2 m.
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Figure 10. Reliability analysis of the first floor.
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Figure 11. Reliability analysis of the second floor.
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Figure 12. Reliability analysis of the third floor.

Table 5. Reliability results for different distances and packet sizes when antenna height =1 m.

Antenna Height=1m

P-Size:16 Bytes P-Size: 32 Bytes P-Size: 64 Bytes

Distance = k% RSSI PDR % RSSI PDR % RSSI
0m 100% 413 100% 2488 100% 56,6
50 m 100% ~99.06 100% —78.82 100% —76.86
100 m 100% ~108 100% ~89.88 100% 91
150 m 100% ~109.8 100% ~86.32 100% —93.52
200 m 100% 11042 100% —9252 100% —86.44
250 m 100% 11284 100% 975 100% 10432
300 m 100% 11728 100% ~100.66 100% ~107.9
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Table 5. Cont.

Antenna Height =1 m

) P-Size:16 Bytes P-Size: 32 Bytes P-Size: 64 Bytes
Distance = e % RSSI PDR % RSSI PDR % RSSI

350 m 100% —124.26 100% —108.28 96% —115.72
400 m 100% —127 100% —106.68 96% —118.14
450 m 100% —124.1 100% —111.86 100% —118.8
500 m 100% —128.76 100% —111.18 100% —127.8
550 m 100% —129.12 100% —120 100% —121.84
600 m 100% —130.66 96% —128.52 96% —128.78

Table 6. Reliability results for different distances and packet sizes when antenna height = 2 m.

Antenna Height =2 m

) P-Size:16 Bytes P-Size: 32 Bytes P-Size: 64 Bytes
Distance 5 bR % RSSI PDR % RSSI PDR % RSSI
0Om 100% —48.16 100% —42 100% —55
50 m 100% —85.86 100% —84.00 100% —77.10
100 m 100% —86.58 100% —96.48 100% —86.72
150 m 100% —89.8 98% -92.8 100% —90.66
200 m 100% —103 100% —92.42 100% —94.96
250 m 100% —104.54 100% —106.66 98% —105.74
300 m 100% —113.38 100% —111.18 100% —106.54
350 m 100% —113.96 100% —115.88 98% —114.72
400 m 100% —117.48 96% —112.88 96% —121.16
450 m 100% —118.2 100% —117.72 100% 111.42
500 m 100% —114.24 100% —115.18 100% 112.32
550 m 100% —118.46 100% —114.8 100% —111.52
600 m 100% —116.86 100% —124.28 100% —117.82

i.  The transmitter was positioned on the left side of a location, specifically Boys Hostel
No. 2, situated in an unobstructed area.

ii.  The transmitter was initially deployed outside IT Building No. 3 to extend the range
of transmission to the receiver.

Hazara University is a verdant campus with an abundance of trees that form dense
forests, and the central IT Building is surrounded by towering trees, which pose a significant
impediment to D2D communication. To evaluate LoRa’s reliability performance over
varying distances, the receiver was placed at different distances ranging from 0 to 600 m in
increments of 50 m, denoted as RO to R600, with the transmitter fixed at one end. For each
distance, 50 trials were conducted to determine the reliability, with 3 different packet sizes
of 16, 32, and 64 bytes, and 3 different antenna heights of 0, 1, and 2 m in an open area and
on the first, second, and third floors of IT Building 3.

112



Sensors 2024, 24, 3433

- %86 9CLl— %00L TSI~ %86 86FCL— %06 PIer— %00l  9¢GII— %86 9 L1~ %00T 8CL— %06 [ANCISS %8L w 009
899¢1— %6  TTYLL— %08 $99L1— %9L wrTL— %26 9L 611~ %¥6 FL9CI— %9L PEFCI— %96 8THIL— %98 9L IEL— %8L w GG
T %001 9FELT— %86 9¢611— %26 8C6L1— %96 6811~ %00l TLOTL— %00l 9T6LL— %00L  FEETL— %00l STHIL— %00L w 00§
TTeII— %6 FTOCI— %6 PHOLT— %001 F89IL— %00T  FEILI— %001 FE0T— %001 G811~ %96 64T~ %6 Fei— %T6 w OGF
T6L11— %06 Fe0r— %001 86TII— %96 01— %001 FII— %001 9FFOI— %001 STFII— %001 98°€CI— %86 $9L11— %001 w 00F
G601~ %86 8901~ %00L 8TIL— %06 - %86 T6°S0T— %00L eIL— %00l  FT60L— %00L  T8LIL— %00l  FEHCL— %96 w 0ge
TT01— %96 $OL— %00l  9TS0L— %86 96F01— %00T 85901 — %00T 89IL— %86 8TC0L— %00T 6L~ %00L 94911~ %00T w 00g
T~ %00l €701~ %00l 8E°€0L— %86 $566— %00L  TL80L— %86 96°CIT— %86 £01— %00l 9F6LL— %00l 8G8IT— %86 w 0Gg
6F6— %001 FLE6— %86 8566~ %001 FFI0I— %001 06— %001 FETOT— %001 16— %00T  9T6LI— %001 8601~ %001 w 007
TULe— %86 96— %86 $9°69— %96 98'F01— %001 9¢'68— %001 $TE6— %001 w6~ %001 SII— %001 8S€0T— %001 w OgT
FH 06— %00l  94°08— %26 FSE8— %26 €06~ %00T 18— %00L 88— %00L 96— %00L 68— %00T P68~ %00L w 00T
0668~ %00l 9LTL— %00L 88/~ %86 89°'18— %001 UTI— %00T 99FL— %86 9 6L— %00T 0T L8~ %00T ESL— %00T w 0g
9907 — %00l TS6T— %00L TL9— %00T 87 06— %00L r9e— %00L ¥TeL— %86 81— %00T 8L€6— %00T €U~ %00L )
ISSd % ¥ad  ISS¥ % ¥dd 1SS4 % ddd 1SSd % ddd ISS4 % ddd 1SS4 % ddd 1SS4 % ddd 1SS¥ % ddd 1SS4 %ddd ~ dueisiq
1001 pig 100[] pug 10014 IST 1007 pIg I100]] pug 1001 IST 1007 pig 100[] pug 100 IST WSPH-V
sa1hg ¥9 :9215-d sa14g T¢€ dZ1G-d sa14g 91 :2Z1G-d 271~

“I00[J PIE PUe ‘pug ‘ST 9y} UO BUUIUE Y} YIIM SIZIS Jospded pue sadue)sIp JUaIajIp 10§ sjnsax AJ[Iqeray] 4 d[qeL

113



Sensors 2024, 24, 3433

This study’s findings showed that the reliability of the system was affected by the
distance, payload size, and antenna height. The reliability was found to decrease with an
increase in the distance and payload size due to the longer airtime in LoRa transmission,
while it increased with an increase in the antenna height. This study evaluated the reliability
for different antenna heights and packet sizes and found that it was lowest for low antenna
heights and large distances and highest for high antenna heights and small distances.
Additionally, the reliability increased as the distance and packet size decreased. This study
also found that the LoRa transmission range decreased with a decreasing antenna height in
the case of indoor D2D-LoRa networks. Despite some distances exhibiting lower reliability
due to high obstacles, the reliability results were stronger than expected, with more than
98% reliability demonstrated at all the distances and antenna heights in all the settings. As
evident from the presented tables and figures, all the environments exhibited more than
98% reliability at all the distances and antenna heights, except for a few distances with high
obstacles. Compared to similar studies [1,12,17], the measured distances and reliability
results were remarkably strong.

b. Latency

Latency, the amount of time that has passed since an event, is an important factor in
network performance, particularly in terms of the time it takes for data to travel from one
point to another. This duration, commonly referred to as “round trip delay”, encompasses
both the transmission and reception times. The latency is calculated by summing together
all sorts of delays, including transmitting and receiving delays. It is measured in ms [43].
Equation (2) is used to compute the latency.

Latency = RECT — St (2)

The RECt denotes the receiving time and the sending time is denoted by St. The
latency was evaluated in a test conducted at Hazara University, in which the receiver was
positioned at various distances from the transmitter, located on the left side of Boys Hostel
2, to assess LoRa’s performance at different ranges. The results are shown in Figures 13-18,
along with Tables 8 and 9. The distances between the receiver and transmitter ranged from
0 m to 600 m, with a 50 m interval between them, represented as R0, R50, R100, R150 ...
R600. The transmitter remained stationary, while the receiver was gradually moved away
from it at the distances mentioned above. The results demonstrate that the latency of the
LoRa transmission increases significantly as the payload size increases. For example, when
the payload size increases from 16 bytes to 32 bytes and then to 64 bytes, the average
latency increases by 8% and 17%, respectively, at 600 m and an antenna height of 0 m.
Similarly, at 600 m and an antenna height of 0 m, the latency for 64 bytes of data is more
than twice that of 16 bytes of data. This indicates that larger payload sizes may not be
suitable for applications that require low latency, and smaller packet sizes should be used
for low-latency applications. The experimental results demonstrate that the performance
of LoRa in terms of the reliability and latency is affected by the distance, payload size,
and antenna height. The results show that increasing the antenna height leads to higher
reliability and lower latency, while larger payload sizes and longer distances result in
lower reliability and higher latency. These findings can be used to optimize the design of
LoRa-based IoT systems for specific use cases and environments.
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Figure 13. Latency analysis for antenna height = 0 m.
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Figure 15. Latency analysis for antenna height = 2 m.
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Figure 16. Latency analysis on 1st floor.
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Latency on the 2nd Floor of IT Building 3
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Figure 17. Latency analysis on 2nd floor.
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Figure 18. Latency analysis on 3rd floor.
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Numerous methods have been proposed in the literature to address wireless commu-
nication challenges during emergency response situations. However, these methods are
limited in terms of the latency and reliability, particularly in densely populated areas like
urban zones that are prone to natural disasters such as earthquakes, floods, and storms.
For instance, communication systems based on WiFi and other radio technologies have
shorter ranges, making it difficult to cover large areas such as those affected by urban
emergencies. To address this research gap, we proposed an LPWAN-based emergency
response system for people with special needs on a smart campus. To test the efficacy
of the system, we conducted real-world experiments at Hazara University using Heltec
WiFi LoRa 32 devices. Our experiments involved varying the distance and antenna height
above the ground surface. We found that LoRaWAN technology is a promising choice for
improving communication on smart campuses. Our results revealed that a higher antenna
size and minimum distance improved the reliability and decreased the latency, as signals
could easily pass through small objects and obstacles. Conversely, a lower antenna size
and maximum distance resulted in lower reliability and increased latency, owing to the
urban and green campus environment with different types of obstacles.

6. Discussion

This study aimed to propose and test an LPWAN-based emergency response system
for people with special needs on a smart campus and to compare the performance of the
LoRa-based system with other wireless communication technologies in terms of the latency,
reliability, and range. The analysis of the performance of the proposed research work has
been based on the benchmark proposed in studies [1,12,17]. We evaluated the proposed
work using two parameters: reliability and latency. For data transmission, we utilized
the WiFi LoRa 32 board with payload sizes of 16, 32, and 64 bits, and the results were
compared at different heights. Additionally, experiments were conducted in both open
environments and environments with obstacles such as buildings and trees. The results
of our experiments suggest that LoORaWAN technology is a promising choice for better
communication in smart campus emergency response systems. Our experiments involved
the deployment of Heltec WiFi LoRa 32 devices at Hazara University, where we conducted
several experiments at varying distances and heights above the ground’s surface. We sent
out 50 packets from each distance, with 50-m intervals in length, ranging from 0 to 600 m,
and assessed their reception, RSSI, network latency, and reliability.

The experimental results indicate that the reliability and latency of LoRa-based com-
munication systems are improved with a higher antenna size and minimum distance. This
is because the signals are less likely to be obstructed by small objects and obstacles, result-
ing in better transmission quality. Conversely, with a lower antenna size and maximum
distance, the reliability and latency suffer due to the green and urban environment of the
campus, where signals face different types of objects and obstacles. It is worth noting that
our results suggest that the performance of the LoRa-based system is not affected by cold
and rainy weather, as the RSSI values approached zero, indicating a strong RSSI. This is in
contrast to other cellular and satellite technologies, which are negatively affected by rainy
weather. Thus, LoRaWAN technology appears to be more resilient in adverse weather
conditions, making it a more reliable choice for emergency response systems.

We conducted extensive experiments to investigate the real-world implementations of
LoRaWAN technology in the context of smart campus emergency response systems. By
evaluating the performance of the proposed solution using these parameters, we aimed to
provide insights into its practical applicability and effectiveness in addressing the unique
challenges faced by individuals with special needs in emergency situations. Our study
builds upon the existing literature by focusing specifically on LPWAN-based emergency re-
sponse systems tailored for smart campuses, with a particular emphasis on addressing the
needs of visually impaired individuals. We conducted experiments at Hazara University
to assess the reliability and latency of LPWAN technology in various scenarios, including
different distances and antenna heights. The findings from our experiments revealed that
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LPWAN technology, particularly LoRaWAN, presents a viable option for implementing
emergency response systems in smart campus environments, with a significant reliability.
Our study contributes to the existing body of knowledge by providing insights into the per-
formance of LoRa-based communication systems under different environmental conditions,
such as urban and green campus environments with various obstacles. We observed that
factors like the distance, payload size, and antenna height significantly impact the reliability
and latency of LoRa communication, which can inform the design and optimization of
emergency response systems for specific use cases and environments.

Our study has some limitations that should be addressed in future research. Firstly,
the experiment was conducted in a single location, and the findings may not be gener-
alizable to other environments. Secondly, the study only tested the performance of the
LoRa-based system in terms of the reliability and latency, and other factors, such as the
energy consumption, should be considered in future studies. Finally, the experiment was
conducted in a controlled environment, while real-world scenarios may have more complex
network conditions that may affect the system’s performance. The experiments show that
LoRaWAN technology is a promising choice for emergency response systems on smart
campuses. The system’s reliability and latency are improved with a higher antenna size and
minimum distance, making it a more resilient choice for emergency response in adverse
weather conditions. Future research should focus on addressing the limitations of this study
and exploring the system'’s energy consumption and performance in real-world scenarios.

7. Conclusions

In this study, we successfully implemented an LPWAN-based emergency response
system for people with special needs on the Hazara University campus, using Heltec WiFi
LoRa 32 devices as the sender and receiver nodes. Our experimental evaluation of the
system’s performance has revealed valuable insights into the impact of various factors,
such as the distance, antenna height, and packet size, on the reliability and latency of
LoRa communication in an indoor D2D network. One of the key challenges of the system
implementation was the presence of large trees surrounding the academic block buildings,
which presented obstacles for D2D communication. Despite this challenge, our results
have shown that LoRa technology can be a promising choice for reliable communication in
emergency response scenarios, even in the presence of environmental barriers. Moreover,
we observed that the data transmission quality of LoRa was positively affected by cold and
rainy weather, suggesting that it may be more resilient to adverse weather conditions than
other cellular and satellite technologies. Our findings have also highlighted the critical role
of the antenna height in determining the reliability and latency of LoRa communication.
Specifically, we found that the reliability of the system was highest for high antenna
heights and small distances, while the latency was lowest for high antenna heights and
small distances. These results suggest that optimizing the antenna height can significantly
improve the performance of LoRa-based emergency response systems in indoor settings.

This study has provided valuable insights into the design and optimization of LPWAN-
based emergency response systems for people with special needs. Future research in this
area could focus on investigating the scalability and generalizability of our findings to
different types of indoor environments and emergency scenarios. Further exploration
of alternative LPWAN technologies and hybrid communication approaches may help to
address some of the limitations of LoRa in high-density node environments.
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Abstract: By 2030, it is expected that a trillion things will be connected. In such a scenario, the power
required for the trillion nodes would necessitate using trillions of batteries, resulting in maintenance
challenges and significant management costs. The objective of this research is to contribute to
sustainable wireless sensor nodes through the introduction of an energy-autonomous wireless sensor
node (EAWSN) designed to be an energy-autonomous, self-sufficient, and maintenance-free device,
to be suitable for long-term mass-scale internet of things (IoT) applications in remote and inaccessible
environments. The EAWSN utilizes Low-Power Wide Area Networks (LPWANSs) via LoRaWAN
connectivity, and it is powered by a commercial photovoltaic cell, which can also harvest ambient
light in an indoor environment. Storage components include a capacitor of 2mF, which allows
EAWSN to successfully transmit 30-byte data packets up to 560 m, thanks to opportunistic LoRaWAN
data rate selection that enables a significant trade-off between energy consumption and network
coverage. The reliability of the designed platform is demonstrated through validation in an urban

environment, showing exceptional performance over remarkable distances.

Keywords: battery-free; energy harvesting; IoT; wireless sensor node; LPWAN; LoRaWAN

1. Introduction

Wireless sensor nodes (WSNs) are rapidly becoming the most critical elements in IoT
infrastructure for several domain-based solutions, aiming to enhance the quality of life
by integrating cutting-edge technologies. Wireless devices possess versatile computing,
communication, and control capabilities [1], making them adaptable to a wide range of
IoT applications. While the requirements for WSN’s can vary significantly, defining fixed
criteria for nodes and networks is impractical. Nonetheless, common characteristics define
WSNs, including deployment adaptability, mobility support, compactness, lightweight
design, energy efficiency, wireless communication capability, and power optimization [2].
As the demands on wireless nodes continue to grow, these include increasingly performing
complex and advanced functions [3]. Battery-powered sensor devices are commonly used
in WSNs and often present challenges of power consumption and the need to replace
batteries [4], which is a critical issue. Ongoing research efforts aim at increasing the energy
density of batteries, and the search is on for solutions to extend the operational life of sensor
nodes. However, even with the most advanced technology available, the lifetime of the
entire network remains limited, typically ranging from a few months to a few years [5].

A promising approach to achieving perpetual and sustainable network operation
is using energy-autonomous, battery-less wireless systems powered solely by energy
harvesting (EH) from environmental sources like light, radio waves, temperature variations,
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vibrations, motion, wind, and water currents. These approaches provide a practical solution
for efficiently harnessing energy from the environment, ensuring the sustainable power
supply for wireless sensor nodes, and enabling uninterrupted network operation [1,4,6,7].
Energy-autonomous wireless systems focus on efficiency through the use of a variety
of ultra-low-power design techniques. These techniques include the use of low-power
microcontrollers and the implementation of operating modes that minimize or eliminate
power consumption or efficient power control mechanisms to optimize internal energy
use [3,6,8,9].

In WSNs, communication is generally the most energy-consuming operation, mainly
due to the high power consumption associated with radio transmissions [5]. Adaptive
transmission algorithms play a vital role in optimizing the efficiency and dependability
of these sensors to address this issue. The goal is to find a trade-off between energy
consumption and communication demands by considering design parameters such as
transmission power, data rate, modulation scheme, and duty cycle [6]. A current trend is to
adopt energy-efficient communication technologies such as ZigBee, Bluetooth Low Energy
(BLE), and LoRaWAN. In particular, LoRaWAN is used in various applications due to its
exceptional range and energy efficiency. It operates in the license-free Industrial, Scientific,
and Medical (ISM) band [10-12]. LoRaWAN, on the other hand, builds on LoRa to provide
long-range communications between LoRa devices and network gateways [13,14]. The lit-
erature presents numerous energy-conscious transmission algorithms designed to enhance
the performance of battery-free IoT sensors [15-18]. Adaptive transmission algorithms
are pivotal in this context, as they play a crucial role in maximizing both efficiency and
reliability [6,9]. These approaches take into account parameters such as transmission power,
data rate, and the modulation scheme (e.g., spreading factor and bandwidth) while using
off-the-shelf components to eliminate the need for battery replacement in devices located
in hazardous areas [3,19].

Taking advantage of the widespread availability and cleanliness of this renewable
resource, this paper presents a novel battery-free EAWSN platform powered by solar energy.
The platform comprises an STM32WL Nucleo 64 board with an STM32WLJC1 MCU that
can support LPWAN with a dual-core 32-bit architecture (ARM CortexM4/MO0) and a radio
frequency (RF) transceiver that operates from 150 MHz through 960 MHz. Our design also
incorporates a 2mF to 16 mF amorphous silicon solar cell (AM1815) and storage condenser
(Cstorage) for testing and validation. We argue in favor of a measurement-based approach,
which we consider to be more practical than mathematical models or simulation-based
studies. In addition, our work is original in optimizing network parameters such as packet
size and dedicated storage allocation along with the LoRaWAN configuration, tailoring
each setup for self-powered and battery-free LoORaWAN devices. Finally, our work aims to
address the following research questions: (I) How does a battery-free LoRaWAN sensor
perform in terms of coverage and signal quality in an urban environment? (II) How does
energy storage capacity influence the packet length and spreading factor of the battery-free
sensor? (III) What are the limitations of real-world deployment of battery-free sensors in
urban environments? (IV) How can these limitations be overcome through optimization of
system design?

Our paper is structured in the following way: Section 2 presents the related works,
focusing on the LoORaWAN background and battery-free devices for IoT. In Section 3, we
analyze the architectural design of our EAWSN system, explaining its main components
description, design, and detailed description of the microcontroller. Section 4 outlines
the experimental objectives and setup, providing detailed information on tools, equip-
ment, and base station (BS) configuration to effectively exploit the LoRaWAN protocol
through a gateway and network server. Section 5 focuses on analyzing the experimental
data, showing how variations in LoORaWAN parameters affect energy consumption, range,
and packet length (PL). The results show the performance and efficiency of the system in
transmitting data over a range of distances, in both base station and gateway environments,
and within the power constraints imposed by the battery-free design. Section 6 discusses
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the recommended settings for the EAWSN under different lighting conditions, addresses
possible limitations, and examines its mass scale capability. Finally, the concluding section
summarizes the main findings and contributions.

2. Related Works

This section presents the background on LoRaWAN and provides a brief literature re-
view on energy-autonomous and battery-free sensors for IoT, highlighting the potentialities
and the challenges of this technology.

2.1. Background on LoORaWAN

LoRa technology represents a significant evolution in wireless communications, specif-
ically designed to meet the needs of the IoT [20]. It is characterized by the ability to
transmit data over long distances while using minimal energy [13]. LoRa is based on
spread spectrum modulation technology, known for its remarkable signal propagation
capabilities, ensuring reliable communications in diverse environments, including urban,
rural, and industrial landscapes [21,22]. By optimizing the delicate balance between com-
munication range and power efficiency, LoRa demonstrates adaptability through its control
over transmit power, modulation rate, and payload size, making it highly suitable for
various application scenarios [23]. Furthermore, the unique architecture of LoRa enables
the creation of extensive networks over long distances, making it an effective choice for a
variety of applications, such as smart cities, agriculture, asset tracking, and environmental
monitoring [24]. LoRaWAN comprises two essential layers: the physical layer, utilizing
Semtech’s patented Chirp Spread Spectrum modulation (CSS), and the Media Access
Control (MAC) layer, governed by the LoRa Alliance-defined LoRaWAN protocol. These
combined technical aspects establish LoRa as a disruptive force within the realms of IoT
and long-range wireless communications [25]. One of the most adopted MAC layers within
LoRa technology is LoRaWAN [26,27]. It plays a pivotal role in overseeing access to shared
media and ensuring efficient, dependable data transmission among connected devices [14].
This standard is designed to enhance communication across wide-area networks. As de-
picted in Figure 1a, the architecture of the LoRaWAN network shows how end devices
establish communication with the gateway through the LoRa RF interface. Subsequently,
the gateway transmits frames to the server via non-LoRaWAN networks like Ethernet,
Cellular (e.g., 3G/4G/5G), Wi-Fi, and similar alternatives [28]. Figure 1b showcases the
communication stack specific to LoRaWAN, where the physical layer delineates the ISM
band (e.g., 868 MHz in Europe).

- I Application layer
)
' 3G/ 46/
Sensor 2 | B Protocol layer: LoRa MAC
| Edemtet

i Gateway Network Application LoRa modulation layer
| Regional ISM band

LoRa/ LoRaWAN RF EU: 868 Mhz Us:915Mhz I ]

(@) (b)

Figure 1. (a) LoRaWAN network architecture. (b) LoRaWAN protocol stack.

The LoRaWAN specification outlines three distinct classes designed to address various
application demands. These classes determine the communication protocols between de-
vices and the network and regulate power consumption management. An overview of each
LoRaWAN device class can be found in [14] and is summarized in Table 1. Choosing which
class to use depends on the specific requirements of the IoT application. Class A is ideal
for battery-powered devices with minimal power consumption requirements [29,30], even
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if this means occasional downlink latency. For applications that require more predictable
downlink communication at the expense of higher power consumption, Class B is suitable.
Class C is used when low-latency downlink communication is essential and it is possible to
relax the power restrictions.

Table 1. LoRaWAN Classes Comparison.

Class Description Energy Consumption
Sensor triggers, ..
A Followed by a downlink response. Most efficient
B Cqmmumcahon occurs in slots Controlled downlink
Simple-synchronized beacon
C Communication without delay.ensuring High power consumption

Downlink communication without delay.

The spreading factor (SF) is a critical parameter in the LoRa physical layer that defines
the ratio between symbol rate (Rs) Equation (1) and chip rate (Rc) Equation (2),

Rs = % = ETVX symbols/sec D
Rc = Rs - 25F chips/sec (2)

SF determines the number of chips used to encode a symbol. For each SE, Table 2
illustrates 2°% chips per symbol.

Table 2. Spreading Factors and corresponding chips length.

Spreading Factor (SF) Chips Length 25F
7 128
8 256
9 512
10 1024
11 2048
12 4096

Increasing the spreading factor (SF) value results in a higher sensitivity of the receiver
and extends the range. However, this adjustment reduces the data bit rate (as illustrated
in Equation (4)) and increases the time on air (ToA) of the packet. CR denotes the code
rate determining the extent of forward error correction (FEC). LoRa provides CR values
ranging from 0 to 4, with CR = 0 denoting no FEC.

Sensitivity = —174 4+ 10log(BW) + SNR + NF (3)
BW 4 .
Rb = GF . 2? . m bltS/SeC (4)

Each incremental increase in spreading factor (SF) halves the transmission rate, dou-
bling the transmission time and consequently increasing the power consumption [31,32].

LoRaWAN has a set of six orthogonal spreading factors in the range of 7 to 12, pro-
viding a dynamic balance between data rate and communication range, as represented
in Table 2. Note that LoRA network conditions (e.g., power transmission or end-device
position) can have significant impact on orthogonality of SF allocations [33-35].
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2.2. Internet of Battery-Less Things

Batteries have limitations, presenting several challenges. As we progress into a future
marked by countless IoT devices, this would lead to an economic burden due to the need to
replace large quantities of depleted batteries and devices. Furthermore, it would also pose
significant environmental concerns [36]. Indeed, an expansion of IoT based on trillions
of new battery-powered devices could lead to an environmental catastrophe. Most of
the batteries that are disposed of are deposited in landfills, with a mere 5% undergoing
recycling [36,37]. As these discarded batteries break down, they emit harmful fumes into
the atmosphere and leach chemicals into the soil. Additionally, the process of battery
recycling introduces pollutants into water bodies [37].

Over the last decade, research has focused on a new system, widely deployed and
battery-free. Similar to conventional sensors, battery-free IoT devices are equipped with
modules for detection, processing, and communication. Instead of relying on batteries
storing chemical energy, these devices use small capacitors as energy buffers. For instance,
Delgado et al. [38] introduced a Markov model for assessing the performance of battery-
free devices in uplink and downlink (UL/DL) transmissions, assessing their effectiveness
regarding factors like device setup and environmental circumstances. The study demon-
strated that with a 47 mF capacitor and a 1 mW energy harvesting rate, it is feasible to
sustain 1 Byte transmissions every 60s.

Moreover, in [39], the authors investigated the efficacy of energy-harvested battery-
free sensors in case of random transmission patterns. Employing stochastic geometry and
Markov chain analysis techniques, a mathematical model was devised for each system
component, allowing for the analytical determination of the probabilities associated with
energy and communication failures. The research underscored that the adaptive data
rate (ADR) feature in LoRa networks could result in energy deficits when utilizing higher
spreading factors. Consequently, they proposed adaptive charging time strategies as
a potential remedy. In their work [40], the authors explored the ideal parameters for
scheduling application tasks on battery-less IoT sensor devices. Through an environment
emulator, they validated a mathematical model for selecting these parameters, aiming
to minimize the application cycle completion time for sensing and transmission tasks
under varying device and environmental conditions. Their analysis indicated that a device
fitted with a 10 mF capacitor can perform temperature measurements and transmit data
at intervals of at least once every 5s while being capable of harvesting a minimum of
50mW (equivalent to 10mA of current). Battery-free IoT devices operate intermittently
due to the high variability and unpredictability of the harvested ambient energy, leading to
frequent power interruptions. This operating pattern can hinder the normal progression
of computational operations, as energy interruptions prevent continuous monitoring.
In these cases, the combined use of supercapacitors and adaptive algorithms can optimize
monitoring even by dynamically adjusting key network parameters, including packet
transmission time, data redundancy, and packet size, to enhance device performance, for
instance, optimizing data monitoring and transmission even when the natural energy
source is absent, such as during the night [6].

In the study by Sabovic et al. [40], the researchers delved into determining the best
parameters for scheduling application tasks on battery-less IoT sensor devices. Utilizing an
environment emulator, they confirmed the accuracy of a mathematical model designed to
select these optimal parameters, to achieve the shortest completion time for application
cycles, thereby facilitating sensing and transmission tasks across diverse device and envi-
ronmental conditions. Their analysis demonstrated that a device furnished with a 10 mF
capacitor is capable of performing temperature measurements and transmitting data at
intervals of no more than once every 5s, while being able to harvest a minimum of 50 mW
(equivalent to 10 mA of current). Battery-free IoT devices operate intermittently due to
the highly variable and unpredictable nature of harvested ambient energy, resulting in
frequent power disruptions. Such operational interruptions can impede the smooth flow of
computational tasks, as discontinuous energy availability prevents continuous monitoring.
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In such scenarios, employing supercapacitors in conjunction with adaptive algorithms can
optimize monitoring by dynamically adjusting key network parameters like packet trans-
mission timing, data redundancy, and packet size, thereby enhancing device performance,
for instance, optimizing data monitoring and transmission even during periods of natural
energy absence, such as nighttime, as discussed in [6]. Finally, to the best of our knowledge,
this study represents the first real-world validation of battery-free wireless sensors in a
complex urban environment. However, these theoretical results, and in particular [38,39],
might be overly optimistic in terms of interarrival times between packets and the size of
the storage capacitor, requiring to be confirmed in a real-world implementation.

3. Design of the Energy-Autonomous and Battery-Free LoORaWAN Sensor Node

In a standard wireless sensor network (WSN), a sensor without a conventional battery
must efficiently harvest, control, and store energy to perform tasks such as sensing, data
processing, and wirelessly transmitting data to a remote base station.

The basic architecture of an energy-autonomous wireless node (EAWSN), powered
solely by energy harvested from the environment, is shown in the block diagram in Figure 2.
This diagram also shows the LORIOT cloud which includes a network server (NS) and an
application server (AS). The LORIOT LoRaWAN network server integrates all the main
output formats and several IoT platforms.

v store

& Loroor

c storage
PV MCU L

5
CELL Radio Unit
+

Energy Manager 7 — N

= .)‘\ -~ ¢ LoRaWAN NS
LoRaWAN

I

LoRaWAN AS

) . -

EAWSN GW

Figure 2. LoRaWAN architecture with block diagram of EAWSN, gateway (GW), and LORIOT cloud,
which includes network server (NS) and application server (AS).

Figure 3 provides a visual depiction of the operation of the EAWSN, illustrating the
alternating phases of energy harvesting and data transmission. In the energy harvesting
phase, the node harvests energy from ambient light via the photovoltaic transducer and
accumulates it in the storage capacitor (Cstorage), gradually increasing the voltage (Vstore)-
The energy stored is subsequently utilized to power the LoRaWAN radio during the data
transmission phase.

The key design challenge in developing an EAWSN revolves around efficiently man-
aging these limited energy resources, which, in this work, is primarily provided by the
light-induced current generated by the photovoltaic cell.

Energy management in an EAWSN is the principal design challenge because the
system relies uniquely on energy harvested from the environment, which is inherently
limited. Therefore, the power consumption and energy efficiency of each component within
the system are critical. For the system to operate sustainably and autonomously, it must
ensure efficient energy utilization. For this reason, the design of these systems utilizes
ultra-low-power architectures, with particular attention paid to the appropriate selection of
devices in terms of power consumption. Based on these principles, the STM32WL5 micro-
controller (by STMicroelectronics) was selected, as it is an ultra-low-power microcontroller
device that offers comprehensive support for eight primary low-power modes, including
Low-Power Run, Sleep, Low-Power Sleep, Stop 0, Stop 1, Stop 2, STANDBY with RAM
retention, Standby, and Shutdown. Within each of these main modes, several configurable
sub-modes provide a range of power-saving options [41]. The STM32WL5 microcontroller
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includes a programmable voltage detector (PVD) that can operate while the MCU is in a
low-power mode. This PVD is fundamental for the development of battery-free sensors.
The PVD continuously monitors the voltage level of the storage voltage (Vstore). When the
Vistore reaches its highest value V, the system switches from the energy harvesting phase
to the data transmission phase.

Radio transmission Radio transmission
Vstore | phase phase
Energy harvesting Energy harvesting Energy harvesting
phase o phase 1o phase !
Vy -1

0 o o  Time

Figure 3. Functional description of the designed EAWSN platform.

During the data transmission phase, the current required to power the radio is tens
of milliamperes, which exceeds, by more than an order of magnitude, the photovoltaic
transducer’s current generation, typically in the order of tens of microamperes. As a result,
(Vstore) drops rapidly and reaches its lowest point, Vy. To ensure uninterrupted operation
and prevent MCU from resetting, V; must never fall below the minimum MCU bias voltage,
Vid min- Therefore, the design must ensure the following conditions for the voltage V;, and
the storage capacitor Cstorage, as expressed by Equations (5) and (6).

VL > Vg min ®)

1
Cstomge > E : ELoRa_TX : (VI%I - VLZ) (6)

where the energy required to transmit a data packet, denoted as Ej,rq,x, is subject to
various influencing factors. Among these, critical factors affecting energy consumption for
transmitting LoRaWAN data packets include packet length, spreading factor (SF), band-
width (BW), coding rate, and transmitted power. During the energy harvesting phase,
the total quiescent current (I;) of the system is approximately 1 uA, a crucial performance
threshold for the limit of detection (LoD) of the system. While actively harvesting en-
ergy, the Cstorage capacitor is charged by the current supplied by the photovoltaic source.
Maintaining a positive balance between the current generated by the photovoltaic source
and the current supplied to the load is essential for successful charging, especially under
low-light-intensity conditions, reaching as low as 200 lux. Consequently, the photovoltaic
harvester must deliver a current higher than the quiescent current I;. This requirement
leads to the selection of the amorphous silicon solar cell AM-1815 by Panasonic [42]. This
cell offers a typical output current ;. of 45.7 A at the voltage Vop, of 3.0 V under a light
intensity of 200 lux, with maximum overall dimensions of 58.1 mm x 48.6 mm x 1.1 mm.
In addition, the A108G Ultra Low ESR COTS-Plus tantalum capacitor was selected for
its high-performance characteristics, including a capacitance value of 1 mF and a voltage
rating of 4 VDC, making it an ideal choice for Cstorage [43]-
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4. System Configuration Setup and Experimental Procedure

The primary function of the designed EAWSN is to establish communication with
a base station, which enables the transmission of data in an energy-efficient and self-
sustaining manner. Figure 4 illustrates the system components of the LoRaWAN protocol
standard. In particular, Figure 4a shows the EAWSN platform, and Figure 4b shows the
gateway used. The gateway consists of the NUCLEO-F746ZG board and the RisingHF
LoRaWAN GS&HF1 (868/915/923 MHz) extension board with antenna from STMicroelec-
tronics [44]. To ensure compatibility with the LoRaWAN protocol, the EAWSN must be
configured to comply with protocol standards. This configuration increases the versatility
and adaptability of the designed EAWSN platform for different applications.

Power
supply | Ethernet

@) (b)
Figure 4. System components for LoRaWAN protocol configuration. (a) EAWSN platform with
(NUCLEO-WL55JC) board, amorphous silicon solar cell (AM1815), and Cstorage ranging from 2mkF to
16 mFE. (b) Gateway (NUCLEO-F746ZG) as receiver.

4.1. EAWSN Configuration for LoORaWAN Protocol

The battery-free node was configured in CLASS A mode of the LoRaWAN protocol,
as it is preferred for its energy-efficient characteristics, as described in [29]. Additionally,
activation by personalization (ABP) was set to eliminate the need to create a session between
the gateway and the EAWSN, and all receive windows of the EAWSN system were disabled
for energy efficiency. Finally, the transmitted packet was configured to conform to the
LoRaWAN packet format, as defined in Equation (7), which is 255 bytes in length for SF7,
with a payload of 242 bytes and a header of 13 bytes.

MHDR(1) + FHDR(7) + Port(1) + Payload(242) + MIC(4) @)

The transmit power level was set to 14dBm, and adaptive data rate (ADR) was
disabled to enable fixed spread factor transmission and avoid dynamic SF transmissions.
In fact, the setting of transmission parameters such as spreading factor (SF) varied in the
range of 7 to 12 between experiments. Finally, to improve data security through AES-256
encryption, a 16-byte application session key, network session key, and 4-byte device
address were stored in the EAWSN’s nonvolatile memory.

4.2. Gateway Setup and Configuration

In our setup, the gateway, an NUCLEO-F746ZG board, is preconfigured to send data
packets to the LORIOT network server by default. However, it is important to emphasize
the adaptability of the system. It is possible to change the configuration of the gateway to
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enable compatibility with other network servers that utilize the Semtech packet forwarder
protocol. For example, this may involve modifying the LoRaWAN server, MAC address,
and gateway extended unique identifier (EUI) [45].

4.3. Network Server Setup

The server used is LORIOT EU]I, located in Frankfurt, Germany. The configuration
process includes entering the LoRaWAN server settings, MAC address, and gateway EUI
into the base platform (packet forwarder STM). Finally, sensor devices can be registered
by inputting device-specific parameters such as device address, network session key,
and application session key, corresponding to those provided to EAWSN.

4.4. Maximum Achievable Packet Length

The initial phase involves the determination of the maximum reliable packet length
(PL) that the EAWSN system can accommodate using LoRaWAN connectivity while simul-
taneously measuring energy consumption. Through the manipulation of PL and LoRaWAN
parameters, our objective is to pinpoint the optimal configuration that strikes a balance
between data throughput and power consumption. This preliminary phase is integral
in gaining essential insights into the system’s data transmission capabilities under var-
ious conditions and will serve as a guiding factor for our battery-free sensor design in
real-world implementations.

We started by setting up our equipment with some initial values: SF7, a PL =10 bytes,
and Csorage =2 mF. We used an oscilloscope to check the minimum voltage drop V.. Then,
the step-by-step process was initiated. At each step, PL increased by 10 bytes V}, measured
again until V falls into the range of 1.8 to 2 volts to ensure the condition in Equation (5)
when V| reaches this voltage range, the maximum PL that the EAWSN platform could
handle with that particular Cstorage-

To expand the scope of our research, the energy storage Cstorgge increased by 2 mF,
and the entire process is repeated. This incremental adjustment of Cstorage Was carried out
iteratively until we reached a final value of 16 mF. This stepwise approach was designed
to investigate the impact of increased stored energy on the maximum attainable PL in
our study. Furthermore, this experiment covered all SF ranging from SF7 to SF12. This
approach allowed for a comprehensive examination of how variations in SF values and
specific energy storage Cstomgg influenced the maximum achievable PL. These efforts
contributed significantly to a more comprehensive understanding of the performance of
EAWSN with LoRaWAN connectivity under different conditions and configurations.

4.5. Determining the Coverage

In the second phase, the aim is to determine the maximum achievable communica-
tion range of the EAWSN, building on our findings from the first phase. We wanted to
investigate the ability of the system to achieve extended communication distances while
maintaining a constant configuration. This experiment is of paramount importance in
understanding the operational limits of the EAWSN, with particular emphasis on its range
performance. By investigating the maximum achievable communication distance, we
will gain valuable insight into the system’s capabilities under varying conditions, thereby
guiding our design choices for real-world implementations.

In this phase, the focus shifts to the evaluation of the EAWSN coverage in a specific
environment an urban area in Catania, Italy, a noisy environment due to the presence of
buildings and infrastructure. The configuration of the EAWSN includes fixed parameters:
a BW of 125 kHz, a CR of 4/5, a transmit power (TP) of 14 dBm, and a PL of 20 bytes.
The EAWSN will be maintained at a height of 15m above ground.

The first test uses SF7 with an energy storage capacity (Cstorage) Of 2mF. The next test
will select SF8 and set Cstorage to 4 mF.
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5. Experimental Results

In this section, experimental results regarding test coverage and the effect of storage
capacitor dimensions on LoRaWAN packet length and spreading factor are presented.

5.1. Analyzing the Maximum Packet Length

In order to determine the maximum achievable packet length (PL) of the designed
EAWSN platform, several parameters were kept constant during the measurement phase,
including a bandwidth (BW) of 125 kHz, a transmit power (TP) of 14 dBm, and a code
rate (CR) of 4/5. To determine the energy consumption Ej,r,rx for each transmitted
packet, a PicoScope oscilloscope was used to monitor the minimum voltage drop at each
transmission packet. As already discussed in Section 3, the design must meet the conditions
expressed in Equations (6) and (5). In particular, Equation (5) shows how the minimum
voltage Vi must always be above Vy; iy, i.e., 1.7V for the STM32WL55]JC1. Figure 5
shows the experimental measurements of the voltage Vs;or, through an oscilloscope. This
analysis explores various PL while keeping constant at 2mF the Cstomgg capacitance value.
The radio is configured with spreading factor 7 (5F7), BW =125kHz, and TP =14 dBm.
The relationship between PL and voltage drop V| reveals an inverse proportionality so that
while increasing the packet length, the voltage level V; decreases. As shown in Figure 5a,b
when the radio transmits data with a packet length of 10 bytes (PL =10 bytes), the voltage
VL decreases to ~2.5 V, while for a higher packet length of 30 bytes, the voltage drop
diminishes further to the value V; ~ 2 V. Based on this observation, it is essential to avoid
using a packet length greater than 30 bytes to prevent the system from entering reset mode.

V.
store

N a4

20 40 60 80 100 120 20 20 60 80 100 120

Time (s) Time (s)

(@) (b)
Figure 5. Experimental measurements with the oscilloscope of the voltage Vs;ore. Setup conditions:
SF=7,BW =125kHz, TP =14 dBm, Csorage =2 mF. Figure (a) shows the voltage Vistore for PL=10bytes,
Vy = 3V.Vp = 2.5V. Figure (b) shows the voltage Vo, for PL=30bytes, Vi ~ 3V. Vp = 2.0V.

Figure 6a and Figure 6b show, respectively, the measurement results of the voltage
V1, and the corresponding energy consumption during the transmission phase by varying
PL. These experimental results were obtained using a 4 mF storage capacitor (Cstorage)-
Doubling the storage capacitance from 2 mF to 4 mF results in a doubling of the stored
energy, enabling an increase in packet length from 30 to 80 bytes.

Figure 7 shows the experimental results of measuring packet lengths corresponding to
Cstorage values and their associated spreading factors (SF7 to SF12). The graph clearly shows
that with a Cstorage 0of 4mF, an SF of 7 allows a maximum PL of 80 bytes. This maximum
PL is reduced to 30 bytes at SF8 and further reduced to only 10 bytes at SF9. Beyond SF9,
the system shows an inability to transmit data packets of any length. This limitation is
due to the modulation scheme associated; when SF increases, the time-on-air (TOA) also
increases, resulting in higher power consumption.
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Figure 6. Measurement results: Variations in Vssore, V1, and Epyraq,x Vs. packet length (PL). Setup
conditions: SF=7, BW =125kHz, TP =14 dBm, Cstorage =4 mF. Figure (a) shows minimum voltage V.
vs. PL. Figure (b) shows energy required Ej,r, Tx for transmission vs. PL.
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Figure 7. LoRaWAN maximum PL as function of Cstorgge for SF from 7 to 12. Setup conditions:
BW =125 kHz, TX output power =14 dBm, CR=4/5.

134



Sensors 2024, 24, 4279

These measurements provide valuable insights into the behavior of the designed
EAWSN platform. Increasing Cstorage extends the maximum PL while keeping SF constant.
On the other hand, maintaining Cstorgge at the same level but increasing SF approximately
halves the required packet length. These results have important implications for optimizing
the performance of our system.

5.2. Analyzing the Coverage

To evaluate the communication range of our EAWSN system, we carried out a series
of tests in different locations in a busy urban environment in the central area of Catania.
Table 3 shows a conductive test carried out in the scenario of Figure 8 with the following
specific parameters: SF7, a bandwidth of 125 kHz, a transmission (TX) output power
of 14dBm, CR=4/5, PL =20 bytes and Cstorage =2 mF. The GW is positioned at a height
(h) =15m. The test provided detailed data on RSSI and SNR for each tested point (points
1 to 4). The data presented in the table indicate that at point 4 at a distance of ~560m,
the minimum achievable SNR and RSSI were —8 dB and —110 dBm, respectively.

Figure 8. Communication distance in urban area for SF7, BW =125k H z, Cstorage =2 m F, TX output
power=14dBm, CR=4/5, PL=20bytes, GW at h=15m.

Table 4 shows the test carried out in the urban scenario of Figure 9 with the following
specific parameters: SF8, a BW of 125 kHz, a TP of 14 dBm, CR=4/5, PL =20 bytes and
Cstorage =4mF. The test provided detailed data on RSSI and SNR for each tested point
(points 1 to 5). The data indicate that at point 5 at a distance ~1100m, the minimum
achievable SNR and RSSI were —13 dB and —113 dBm, respectively.

Table 3. Experimental results of coverage, SNR, and RSSI for various urban points in the Figure 8
scenario (SF7, Cstorage =2 mF, PL =20 bytes).

Point Distance (m) SNR (dB) RSSI (dBm)
1 73 12 —71
2 265 7 —91
3 490 -1 —103
4 560 -8 —110
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Figure 9. Communication distance in an urban area for SF8. Setup conditions: spreading factor SF =8,
BW =125kHz, Cstorage =4 mF, TX output power = 14dBm, CR=4/5, PL=20bytes, GW at h=15m.

Table 4. Experimental results of coverage, SNR, and RSSI for various urban points in the Figure 9
scenario (SF8, Cstorqge =4 mF, PL =20 bytes).

Point Distance (m) SNR (dB) RSSI (dBm)
1 65 12 —68
2 240 7 —87
3 380 2 —98
4 600 -3 —105
5 1100 —-13 —-113

The results obtained are in line with the expected performance for LoRaWAN devices
and demonstrate the practical performance of our EAWSN system in an urban environment.
These results demonstrate the applicability of our system design in real-world scenarios,
especially in challenging urban environments. Furthermore, we calculated the linear
correlation coefficients () between RSSI and SNR for the two experimental scenarios SF7
and SF8, which were 0.95 and 0.94, respectively. These high correlations indicate consistent
and coherent signal quality in both test scenarios. Based on the provided SNR and RSSI
data, we have generated informative graphs representing the relationship between SNR and
RSSI regarding distance. This inverse correlation is observed in Figure 10a,b. These results
are consistent with the basic principles of LoRa technology and modulation techniques.
They show that increasing the spread factor results in an extended communication range
but at the cost of higher power consumption. These trade-offs highlight our EAWSN
system’s adaptability in different environmental conditions and provide valuable insights
into its performance characteristics in the complex urban context we studied.
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Figure 10. SNR and RSSI values at varied distances. Setup conditions: BW =125k Hz, TP =14 dBm,
CR=4/5, PL=20bytes, TX at h=15m. Panel (a) depicts SNR and RSSI values vs. distance with
SF =7. Panel (b) depicts SNR and RSSI values vs. distance with SF =8.

6. Discussion

This section addresses the optimal configurations for the EAWSN under different
lighting conditions, discusses potential constraints, and evaluates its scalability.

6.1. EAWSN under Different Light Condition and Recommended Setting

We tested the EAWSN system both in indoor environments, where the illuminance
was approximately 500 lux (similar to a bright office), and in outdoor environments,
where sunlight typically ranges from 32,000 lux to 100,000 lux. However, the EAWSN
can also operate under low-light-intensity conditions, around 200 lux, as the solar cell
can provide an operating voltage of 3V and an operating current of 45.7 pnA [42]. These
tests demonstrate that the EAWSN system can maintain an acceptable level of energy
autonomy in diverse environmental conditions, ensuring functionality even in low-light
scenarios. Moreover, in our experiments, we evaluated various transmission configurations
to determine the most suitable one for the needs of the EAWSN. Our study can help identify
appropriate design parameters such as capacity and maximum package size. Along with
these parameters, design optimization should also consider other factors, such as cost.
However, the recommended design must take into account the use case. For example,
the packet size can vary from a few bytes in smart agriculture [46,47] to 200 or more
bytes in industrial contexts [48]. Therefore, a recommended choice should find a good
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compromise between maximum payload and device coverage radius. If flexibility on
packet size, coverage, and spreading factor allocation is chosen, a 16 mF capacitor could be
the recommended choice. With this configuration, the packet size ranged from a minimum
of 10 bytes to a maximum of 255 bytes for SF12 and SF7, respectively. We identified that
optimizing transmission strategies is crucial to ensure efficient operation of the system in
autonomous mode. Conversely, if the goal is to reduce size and costs, a good compromise
between coverage and maximum payload length could be achieved using an 8 mF capacitor
with an SF8 setting. In this case, a packet size of 90 bytes and a maximum range of 1100 m
in urban environments can be achieved.

6.2. Limitations and Possible Solutions

The possible limitations of the proposed system are basically twofold: the packet size
is limited to a few bytes for higher spreading factors (e.g., 10 bytes at SF12), and the system
does not operate in the absence of ambient light, such as at night. However, there are
solutions for these two limitations. Both can be addressed by choosing a capacitor with a
higher capacitance value, allowing for a larger packet size even at high SF values, according
to the LoRa regional parameters policy in [49]. The size of the capacitor can be selected
according to the specific use case, as discussed in Section 6.1. Furthermore, by integrating
a supercapacitor into the system and jointly using adaptive transmission algorithms, as
proposed in [6], it is possible to enable data transmission even during the night.

6.3. Mass-Scale Capability Eliminating Battery Replacement

The widespread adoption of IoT sensors has been favored by the almost ubiquitous
availability of wireless connectivity and the rapid decline in sensor costs [50,51]. It is
predicted that by 2025, there will be 75 billion IoT devices worldwide [52]. However, there
are limitations to the massive deployment of IoT sensors. In fact, battery-powered sensors
significantly increase the maintenance costs of IoT devices and reduce their lifespan [50,53].
The cost of replacing batteries is often higher than the cost of the IoT device itself, which
limits the large-scale deployment of IoT devices. According to forecasts, there will be about
274 million battery replacements in IoT devices per day in a 10-year lifespan scenario,
and the number would rise to 913 million per day in a 3-year lifespan scenario [50]. In this
context, our work shows how the adoption of energy harvesting, together with ultra-low-
power microcontroller systems, can eliminate the need for batteries, promoting a large-scale
and environmentally friendly deployment of IoT sensors in the near future.

7. Conclusions

A self-powered wireless sensor node (WSN) was designed, built, and tested. This
device exemplifies the EAWSN platform’s capability to transmit data using LoRaWAN tech-
nology without relying on batteries or external power sources. The conducted experiments
shed light on the significance of optimizing LoORaWAN transmission settings, including
spreading factor (SF), bandwidth (BW), coding rate (CR), packet length (PL), and transmit
power (TP), in managing energy consumption. The proposed solution lays the foundation
for widespread deployment in mass-scale IoT scenarios.

The experimental trials conducted in Catania, Italy, showcased the exceptional perfor-
mance of the EAWSN. Specifically, with carefully configured settings such as a transmit
power of 14 dBm, SF7, 125 kHz BW, CR of 4/5, a PL of 20 bytes, and a 2mF energy storage
capacitor, the system achieved a communication range of 560 m. Furthermore, adopting
a similar configuration with SF8 and a 4 mF energy storage capacitor, the system impres-
sively extended its range to 1110 m. These achievements, coupled with the remarkable
communication range, underscore the system’s robustness and versatility, rendering it
suitable for a multitude of applications. Additionally, this research highlights the EAWSN’s
adaptability to function effectively in two distinct environments. One environment entails
direct communication between WSNs, while the other operates within the LoRaWAN pro-
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tocol framework, each with its specific constraints. This showcases the system’s versatility
across various settings, making it a flexible choice for diverse scenarios.

In conclusion, the designed system represents a clean technology solution that not
only offers sustainability and efficiency but also aligns with contemporary environmental
concerns. By eliminating the need for batteries and offering maintenance-free operation, it
presents an eco-friendly approach that is ideal for responsible and practical deployment
across a wide spectrum of applications. Moreover, this sensor has the potential to revolu-
tionize the field of mass-scale IoT sensing and enable new applications that were previously
impossible due to power constraints.

In the future, research will continue, with a focus on specific areas of investigation. One
such aspect is the potential implementation of this system using the LoRaWAN standard
with OTAA authentication, which provides enhanced data security. In addition, research
will continue into adapting the system to operate in low- or no-light conditions.
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Abstract: LoRa modulation is a widely used technology known for its long-range transmis-
sion capabilities, making it ideal for applications with low data rate requirements, such
as IoT-enabled sensor networks. However, its inherent low data rate poses a challenge
for applications that require higher throughput, such as video surveillance and disaster
monitoring, where large image files must be transmitted over long distances in areas with
limited communication infrastructure. In this paper, we introduce the LoRa Resource
Allocation (LRA) algorithm, designed to address these limitations by enabling parallel
transmissions, thereby reducing the total transmission time (Tt,) and increasing the bit rate
(BR). The LRA algorithm leverages the quasi-orthogonality of LoRa’s Spreading Factors
(SFs) and employs specially designed end devices equipped with dual LoRa transceivers,
each operating on a distinct SE. For experimental analysis we choose an image transmission
application and investigate various parameter combinations affecting T}, to optimize inter-
ference, BR, and image quality. Experimental results show that our proposed algorithm
reduces T4y by 42.36% and 19.98% for SF combinations of seven and eight, and eight and
nine, respectively. In terms of BR, we observe improvements of 73.5% and 24.97% for these
same combinations. Furthermore, BER analysis confirms that the LRA algorithm delivers
high-quality images at SNR levels above —5 dB in line-of-sight communication scenarios.

Keywords: image transmission; LoRa PHY; LoRa MAC layer; LoRa modulation; SF selection

1. Introduction

LoRa modulation is widely recognized for its long-range, low-power transmission ca-
pabilities, making it an attractive option for a broad spectrum of applications. Its efficiency
and cost-effectiveness have made LoRa particularly suitable for use in cases that require
low data rates, such as environmental monitoring, smart agriculture, and IoT networks.
However, the low data rates inherent to LoRa present a challenge for applications that
demand higher throughput, such as video surveillance, disaster monitoring, and plant
phenotyping. These applications often require the transmission of large image files over
long distances in areas where reliable communication infrastructure is lacking. Given
its low complexity and energy efficiency, LoRa holds promise in such scenarios. Yet, the
existing technology can result in prolonged transmission times, especially when dealing
with high-resolution images or when operating under less-than-ideal channel conditions.
To address these limitations, research has been focused on enhancing LoRa’s performance,
aiming to increase its data rate while maintaining its key advantages.

In 2016, C. Pham [1] took the first step towards transmitting images, only a year after
the birth of the LoRa framework. In this research, a low-cost, low-power image sensor
is presented that implements an image compression technique to reduce the data size
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for long-range transmissions. Wei et al. [2] proposed an image transmission technique
with various spreading factors (SFs) which utilized three separate nodes operating on
different SFs to collaborate in sending images to their designated peers on the receiver side.
Each LoRa node is controlled by a dedicated Raspberry pi and the data segments of the
image are distributed among the senders using MQTT protocol. Chen et al. [3] proposed
a lightweight and reliable communication protocol called MPLR, specifically designed
for image dispatching over LoRa networks in an agricultural IoT platform. The MPLR
protocol optimizes packet transmission by grouping information packets and utilizing bit-
vector acknowledgments, which reduces the number of acknowledgment packets required
and the associated wait times. To further minimize packet collisions caused by network
congestion, MPLR employs a separate channel for transmitting request packets, distinct
from the channels used for data and acknowledgment signals.

Achieving higher data rates in LoRa communications is also possible by upgrading
the modulation technique. However, any modifications to LoRa modulation will render
the existing modules incompatible with current applications and new hardware design
will be required, resulting in increased complexity. In this paper, we have introduced the
LoRa Resource Allocation (LRA) algorithm capable of parallel transmissions of the same
data, reducing the total transmission time (T;y) and increasing the Bit Rate (BR). Inspired by
the quasi-orthogonality of Spreading Factors (SFs) in LoRa [4,5], our proposed algorithm
utilizes specially designed end devices that consist of two LoRa transceivers connected to a
single controller unit, ensuring simple hardware implementation. For the experimental
analysis, an image transmission application is chosen. We have investigated all possible
parameter combinations affecting T} to identify the optimal results in terms of interference,
BR, and received image quality. Experimental results show that the proposed algorithm
can significantly improve the Ty, and BR compared to a typical LoRa framework for a Line
of Sight (LoS) communication link while maintaining a high image quality. The main
contributions of this research are as follows:

1. Proposes a specially designed end device (DED) to practically evaluate the quasi-
orthogonality feature of LoRa in SF and RF channels and suggests optimal SF combi-
nations for parallel transmission;

2. Proposes a lightweight, synchronized resource-allocation algorithm for transmission
time and bit rate improvement;

3. Derives mathematical models for the proposed algorithm regarding SF allocation for
the total parallel transmission time, data rate, and energy consumption;

4. Implements the identified SF combinations and evaluates the throughput improvement;

5. Gives insight about the Bit Error Rate (BER) performance of the parallel setup and the
quality of the images received.

The rest of the paper is organized as follows. In Section 2 we have presented a literature
review of the related studies in the field. Section 3 illustrates in detail the framework of the
proposed algorithm. Section 4 presents the experimental study and the results are presented.
Finally, Section 5 concludes the paper by summarizing the results and suggesting directions
for future research.

2. Related Work

Recent studies in the literature have explored various methods to enhance the data
rate of LoRa by modifying its Chirp Spread Spectrum (CSS) modulation. Edward et al. [6]
proposed the use of Interleaved Chirp Spreading (ICS) alongside traditional chirp spreading.
This technique incorporates an additional bit into the LoRa symbol for ICS, leading to
a 42% increase in capacity. Building on this concept, a Slope Shift Keying (5SK) approach
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with ICS was introduced in [7], which utilizes a combination of up, down, and interleaved
up-and-down chirp modulation. This method further boosts the data rate, achieving
a 28.6% improvement compared to the standard CSS LoRa with the same SF and BW.
Kang [8] proposed a new index modulation for LoRa that utilizes multiple quasi-orthogonal
chirps modulated under different SFs, enabling it to carry more information compared
to the conventional LoRa. Hanif et al. [9] introduced the frequency shift chirp spread
spectrum modulation that exploits index modulation (FSCSS-IM) to increase the data rate.
Instead of one chirp at a time, FSCSS-IM transmits multiple chirps simultaneously. In [10],
Time-Domain Multiplexing (TDM) is employed for LoRa modulation, distributing bits of
a symbol across different SFs. This method doubles the data rate with a minor degradation
in BER, particularly at the lower SF of 7. Additionally, in [11], authors introduced a data
rate enhancement approach known as PATCH (Phase-based Additional Channel), which
utilizes the phase of the chirp signal as an additional channel. This technique can boost the
BR by up to 28.57% for SF = 7. Nurbay et al. [12] introduced a cooperative framework for
transmitting large files over LoRa. They developed an algorithm that leverages neighboring
nodes, selecting them based on their SF and packet success rate to share portions of the
data. To facilitate communication between nodes, the framework utilizes a high data rate
medium like Wi-Fi for exchanging algorithmic messages among the neighbors.

Some research efforts have proposed enhancements to the network access techniques
for the LoRa communication protocol. For instance, a dynamic spreading factor allocation
algorithm was introduced in [13] to maximize the data rate for the communication link.
This algorithm optimizes the data rate by considering the hop count, ensuring that higher
SFs are assigned to links with fewer hops or clusters that are closer, thereby equalizing the
packet travel time or Time on Air (ToA). The approach is capacity-focused, utilizing an
iterative process to allocate SFs, enhancing overall network performance.

The LoRaWAN Gateway (GW) is not full-duplex, and relies on an Adaptive Data Rate
(ADR) to adjust the SE. However, this adjustment becomes impractical when the GW is
mobile at speeds above 2 km/h. In such scenarios, the GW must frequently switch SF
and channels to communicate with end devices (EDs), leading to significant overhead
and reducing goodput to as low as 20%. To address this, Cantor [14] was implemented in
a single-GW LoRaWAN network to gather network parameters from EDs, optimize the
Packet Reception Rate (PRR), and estimate the actual downlink (DL) PRR using an opti-
mization algorithm. By employing a regression model (WW: Wane and Wax, representing
alternate increase and decrease), Cantor more accurately determines PRR and improves
goodput by up to 70%. Additionally, Cantor’s use of windowing for acknowledgments
(ACK) shows better performance with higher SFs.

The distance-based SF allocation using the Exponential Windowing Scheme (EWS) [15]
is designed to reduce co-SF interference and improve network capacity. This approach
utilizes an offline optimization algorithm, making it particularly effective for static EDs.
The method achieves a PDR improvement of 18.2% to 55.25% compared to similar SF
allocation algorithms. However, a significant drawback is the exponential decrease in
data throughput as the number of EDs increases from 1000 to 8000. Additionally, EWS
requires GPS-based location data, RSSI-based distance calculation, or manual distance
measurement, adding complexity to its implementation. In contrast, the proposed LRA
algorithm avoids offline calculations to maintain a lightweight protocol. Kang et al. [16]
proposed Multiple-Input Multiple-Output (MIMO)-LoRa, which enhances BER at higher
SFs of 10, 11, and 12 by utilizing multiple SFs for parallel transmission. This approach
employs a precoding matrix to optimize the total SNR and peak transmit power to select
the appropriate SFs.
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The LoRa GW chip is designed to decode superimposed signals from different SFs,
as proposed in [17]. The demodulator is divided into two groups, handling odd and even
SFs separately. To efficiently utilize the MAC layer, which treats all packets from different
SFs as a single transmission, strict synchronization across all EDs is required. However,
using higher SFs increases the likelihood of network congestion. Since higher SFs result in
longer transmission times, they can occupy the channel for extended periods, potentially
leading to congestion in networks with multiple devices. As a result, it may be necessary to
classify EDs to manage the SF-based packet distribution effectively and avoid congestion-
related issues. Some research works have focused on lowering the size of the image by
employing encoders and compression techniques to reduce the total data size required for
the image transmission [18,19].

Some other works adopted machine-learning-based strategies for dynamic SF allo-
cation. Scarvaglieri et al. [20] proposed an energy-efficient resource allocation strategy
based on Q-Learning, enabling LoRa devices to make autonomous decisions on SF config-
urations. However, as Q-Learning algorithms require multiple iterations to converge to
optimal decisions, in dynamic environments where conditions like interference and device
density change frequently, this convergence time could limit performance. Ta et al. [21]
focused on mitigating inter-SF interference using a Multi-Armed Bandit (MAB) model and
EXP3 (Exponential Weights for Exploration and Exploitation) algorithm, enabling LoRa
devices to autonomously select the least-congested SFs. Although the EXP3 algorithm is
computationally efficient, it may require time to converge on optimal SF allocations, which
could lead to inefficiencies during periods of high network changes or initialization phases.

A Deep Reinforcement Learning (DRL)-based SF optimization algorithm that dy-
namically adjusts SF by considering both node characteristics and channel conditions is
proposed in [22]. The algorithm uses retransmission as a proxy for detecting collisions.
This indirect method may introduce inaccuracies in environments where packet losses
occur due to interference or poor signal conditions rather than collisions. Busacca et al. [23]
introduced FedLoRa, a federated learning-based optimization scheme that balances re-
source allocation to minimize FML (Federated Machine Learning) round time and energy
consumption by distributing network load across available SFs. A greedy algorithm is
proposed to approximate the optimization problem of resource allocation.

3. LRA Algorithm Framework
3.1. Physical Layer

LoRa uses CSS modulation at various ISM bands such as 915 MHz for North America.
LoRa transceivers, such as the SX1276, support programmable bandwidths (BW) from 7.8
to 500 kHz. Some of the most used BW settings are 125 kHz, 250 kHz, and 500 kHz. SF
represents the number of bits carried by each symbol and is directly proportional to the
symbol time or chirp duration. Longer SFs result in longer symbol times and vice versa.
Signals modulated with different SFs are said to be quasi-orthogonal [4], thus they can
co-exist and be decoded successfully at the same time. The quasi-orthogonality can be
proved by following the principle of orthogonal functions. Assume that s, () is the time
domain representation of a chirp signal with SF = n.

su(t) = APV 2t ) (1)
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B is the BW, T, is the symbol time, and fj is the frequency offset that refers to the
initial frequency of the chirp for SF = n and are defined as below:

Ts,n - % (2)
fo= ok ©)

where k € {0,...,2" — 1} is the chip decimal value. Two signals with SF = n and SF = p,
n # p are quasi-orthogonal if their inner product is near zero.

< sult)si(t) >= / Su(tySh (Dt =0 @
Integral in (4) can be expanded as (5).

22 / 2 fon—fop)l gp 1 A2 / S~ ) 38 5, ®)

Integrating the first term over interval [0, T], T = max (T, Ts ) is zero. The phase
of the second term is generally a large value (61.0352 x 10° for B = 125 kHz, n =
7, p = 8) causing rapid oscillations throughout the interval. Using the stationary phase
approximation will yield the magnitude of | /(71/a) where a = 21(1/Tsn —1/Tsp)B/2,
indicating a near-zero value for the inner product.

The actual BR depends on the SE Coding Rate (CR), and BW, and is calculated
using (6) [24], which gives a maximum BR of 21.875 kbps for BW = 500 kHz, CR =1,

dSF=7.
an 4 B

4+ CR2SF
The transmission power supported by LoRa is adjustable from —4 dBm to +20 dBm.

BR = SF (6)

The lowest receiver sensitivity is around —130 dBm, and it performs better at higher SF and
lower BW (—136 dBm at SF = 12 and BW = 125 kHz) [24]. This sensitivity increases LoRa’s
range at higher SF and lower BW over other LPWAN technologies [25]. The range of LoRa
transmission depends on the radio link conditions and the antenna height to reduce signal
reflection and absorption by the ground.

Keeping the current LoRa modulation unchanged, its capacity in terms of the BR can
be increased with parallel transmissions and receptions of the payload. Unlike the GW
LoRa modem (such as SX13XX or similar), the existing LoRa EDs do not support multiple
channels and SFs for simultaneous communication. However, LoRa link capacity and
network goodput can be improved by utilizing its orthogonality features and by improving
the MAC protocol. As shown in Figure 1a, the LoRa physical layer packet consists of two
mandatory blocks called the Preamble and Payload, along with two optional blocks for
the header and Payload-CRC (Cyclic Redundancy Check). Figure 1b shows our proposed
parallel setup by grouping two LoRa physical channels. These channels have the same
configuration (BW, RF and CR), except for the different SFs, and are highly synchronized to
transfer the data stream.
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Header (explicit mode only)

Payload ]
CRC

< CR=4/5—» 4———CR=Coding rate —————»
<4 SF=Spreading Factor >

Header  CRC Payload

(a) LoRa Physical Channel

Payload ]
m Header  CRC Payload CRC

Payload
CRC

e Header CRC Payload

(b) LRA Logical Channel

Figure 1. LoRa structure. (a) Physical channel, and (b) logical channel used in LRA algorithm.

Due to the similarity of configuration and operation, in the rest of this paper this
channel is called a logical channel (LC), to facilitate describing the proposed method. All
the block sizes are variable according to the transceiver configuration and the payload size
ranges from 1 to 255 bytes.

3.2. Designed End Device (DED)

Based on the proposed LC (Figure 1b), a customized end device is designed that
comprises two Semtech SX1276 LoRa transceivers connected and controlled by a single
processor to avoid data processing/sharing complexity. As shown in Figure 2, the processor
is a Texas Instrument Tiva C series unit and is programmed using Energia IDE 1.8.11, a fork
of Arduino IDE. Both LoRa modules are connected to a shared Synchronous Peripheral
Interface (SPI) bus and are equipped with identical dipole antennas for enhanced trans-
mission power. The LRA algorithm, which is elaborated in the next section, is performed
on this processor and the resulting data packets are fed to the radios to be transmitted

simultaneously.

Figure 2. Lab prototype of the DED.

It is assumed that multiple SFs are used in the same RF channel, which are not assigned
for any other link at the same time in the network to avoid co-channel interference. Figure 3
shows the hardware and software blocks of the DED with two LoRa transceiver modules
used for the proposed LRA algorithm implementation. All the transceivers are configured
to have the same LoRa parameters, except for SF. The transferred data are measured
in bytes.

Data packets
C]}_
a
Ej - i
B

User Data LoRa transceiver

Figure 3. DED’s block diagram for the LRA algorithm implementation.

To improve network capacity, the LRA algorithm improves the BR of a LoRa link and
the goodput of the network by reducing the total data transmission time T}, between EDs
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and GW, regardless of the application type. As shown in Figure 4, the physical layer utilizes
the LoRa SF orthogonality for parallel data transmission by efficiently selecting multiple
SFs. The proposed algorithm can act as a MAC layer that facilitates packet distribution and
synchronization among the SFs.

Data

Host bata

Layers Data

Segments

Packets

Media

Bits LoRa Phy
Figure 4. Proposed LoRa stack for the LRA algorithm.

3.3. Resource Allocation Algorithm

Based on the achievable BR for a given payload size, the ToA related to each SF can be
derived. Assume that packets with the equal payload of 240 bytes are to be successively
transmitted. Figure 5 shows the transmission times of 240-byte packets using different
SFs, with each block representing the time of a single packet. The gaps between the blocks
are packet processing times (t;). In this example, the transmission takes about 300 ms if
SF =9, while it only takes approximately 60 ms for SF = 7. SF = 6 is not considered in
our algorithm due to its unavailability in some transceivers. As indicated by the green
dashed lines, packets transferred using SF = 7 achieve better synchronization with packets
transferred concurrently using SF = 9, compared to those using SF = 8 or SF = 10. Therefore,
synchronous access of LC can be maintained by allocating different portions of data with
equal packet sizes to the physical channels.

The proposed algorithm assigns a specific number of data packets sequentially to the
transmitters based on the amount of data they can send through the LC. As illustrated in
Figure 5, while transmitting a single packet at SF =9, it is possible to transmit three packets
at SF = 7. However, by introducing a slight delay in packet processing, the system can
transmit two packets at SF = 8 alongside three consecutive packets at SF = 7, contributing to
a higher BR compared to other SF combinations. In other words, three out of five packets
are sent by the transmitter with SF = 7 and two are sent by the one with SF = 8 per each
round of parallel transmission. Thus, to maximize channel utilization and minimize the
overall transmission time, the algorithm allocates 60% of the entire user data to SF =7
and the remaining 40% to SF = 8. The pseudocode of the proposed algorithm is shown
in Algorithm 1.
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Algorithm 1. Pseudocode for LRA algorithm.

/ /Synchronized Resource Allocation Algorithm

/ /For alogical channel that contains 2 physical channels with spreading //factors SF1 and SF2
and SF1 < SF2

//Assumptions:

/ / All parameters (packet sizes, SFs, BW, CR, etc.) are provided by
/ /the user

/ /Variables

m = size(input_byte_string);

p = packet_size;

N = floor(m/p) +1; //number of all packets

Delay; //delay time

/ /Initialize:

Set parameters for the transmitters

Based on the measured ToAs (Figure 5) for SF1 and SF2, determine:
nl = number of all packets for SF1

n2 = number of all packets for SF2 (n2 = N — nl)

/ /Loop until all packets are transmitted

For (i = 1:N, i++) {

Transmit using SF1; //to complete n1 packets

Transmit using SF2; / /to complete n2 packets

/ /delay after each parallel transmission to allow packet processing
/ /on the receiver

Delay;}

}

11

10 | I I
! 1

SF Value
oo

0 200 400 600 800 1000 1200
Transmission time (ms)

Figure 5. ToA of burst transmission of 240 B packets over different SF with the same RF channel and BW.

3.4. SF Selection

SF represents the number of chips per chirp or symbol; thus, as the SF grows, the
symbol duration increases. In other words, higher SF leads to lower BR and higher ToA.
Therefore, maximum BR depends on the ToA, which is calculated based on the BW and SF,
as shown in (7) [24].

2PL —SF+7 25F
ToA = (20.25 + [spk) (B> (7)

ToA will be the lowest for all the SFs where BW is the highest. Table 1 shows the
ToA for BWs 250 kHz and 500 kHZ when SF is varied, and the relative BR improvement
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(RBRI =1 — BR;/BR;;1) between two consecutive SFs for the same BW. It also indicates
that the ToA with BW = 250 kHz and SF = 7 is only 20.4 ms (12%), less than the ToA
with BW = 500 kHz and SF = 8. This differs more (55% to 57%) for the same BW with
different SE. Therefore, parallel transmission using 250 kHz and 500 kHz BW can be used
for two consecutive SF values. However, it is not used in the proposed LRA algorithm to
avoid data loss due to inter-channel interference, as further explained in Section 4.

Table 1. ToA values of a 240-byte packet for different BWs and SFs.

SF BW =500 kHz BW =250 kHz RBRI (%)
ToA (ms) BR (kbps) ToA (ms) BR (kbps)
6 52.1 37.5 104.2 18.75 71
7 92.2 21.87 184.4 10.935 75
8 164.0 12.5 327.9 6.25 78
9 292.1 7.03 584.2 3.515 80
10 533.0 3.906 1066.0 1.953 82
11 963.6 2.148 1927.2 1.074 83
12 1804.3 1.172 3608.6 0.586 -

3.5. LRA Algorithm Data Rate

The actual data rate for the proposed LRA algorithm depends on the equivalent or
total ToA for the parallel channels. Total ToA, which is the sum of the travel times of all
packets using different SFs, can be represented by (8):

3 6 3 6
ToAx =Y Y ToAun= Y Y ToAuo(a"p~™) 8)
m=1n=0 m=1n=1
where m is the index of different BWs used in the range of 125 kHz to 500 kHz, and 7 is the
index of different SF values used from 6 to 12. ToA,, ¢ is the ToA at SF = 6 for a specific BW.
Table 1 shows that the ToA is the lowest at SF = 6 for a specific BW.

The increment of the ToA for another SF is represented by «. The ToA increment for
the same SF at a different BW is represented by B. Figure 6 shows the variation in ToA for
different SFs and BWs, from which we can determine the values of « and 8, which vary for
different SFs and BWs. However, these variations are minimal, about 10%. Therefore, an
approximation is used where & = 0.56 and = 0.5.

4000 0.6
3500
0.5
3000
0.4
2500

2000 03 %
-]

ToA (ms)

1500
0.2

1000

0.1
500

SF

Figure 6. Impact of changing BW and SF on ToA.
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Burst data transmission using the proposed algorithm requires multiple LoRa packets
to be transmitted sequentially. This packet sequence can transmit a data stream in multiple
time slots, as performed in TDMA, due to the different ToAs at different SFs. The number of
packets for a burst transmission may also induce further underutilization. This utilization
can be maximized using odd or even SF values for the stream of data packets, which
corresponds to either SF =7 and SF =9, and SF = 8 and SF = 10 being paired together.
However, it depends on the data processing and the SPI communication time, which are
almost fixed for all SFs. Therefore, odd or even paired SFs may not be the best choice for
maximum resource utilization.

For the burst transmission of multiple LoRa packets, the total burst transmission
time T} includes the total ToA (ToA;y) and the total processing time (T};), as shown in (9).
However, the number of packets (F) that need to be transferred will differ for different
SFs in an LC. Considering the same processing time for all the SFs, ToA;, and T, can be
rewritten as (10) and (11). From Figure 5, it can be shown that the synchronization loss will
be the lowest when the ToA is the minimum time required for a packet, which is ToA, — t,,
and that the transmission time utilization can be expressed by (12). The lowest ToA occurs
for the lowest SF used, which is seven for n = 1. Therefore, the synchronization loss can
be minimized by using the smallest SF possible and transmitting the largest data segment
using that SE. The effective BR of the proposed algorithm can be calculated using (13), using
PL as the payload size in bits and T}, in seconds. ¢, is the delay time required for packet
processing and reception at the receiver.

Tix = ToAw + Ty )
3 6
ToAw = Y Y FuuToA, o(a”"p™") (10)
m=1n=1
3 6
Ty = ty Z Z Fmn (11)
m=1n=1
ToA, —t, ToA1 — ty
=1- ~1-— 12
4 Ttx Ttx ( )
PL
BRira = (1— GO)T (13)
tx

3.6. Energy Consumption Model

The energy consumption of the LRA algorithm can be modeled by the total energy
consumed by DEDs. This total energy can be determined by calculating the energy needed
for transmitting on each radio (specific SF and BW), the energy spent in standby mode to
allow packet reception and processing at the receiver, and the energy required for receiving
and processing packets. Equation (14) shows the total energy dissipated across all nodes.
As shown in Equations (15) and (16), E;y is the energy required for burst data transmission,
where Py and Ps are the LoRa transmit and standby power, respectively. T}, is the sum
of packet processing times during which the nodes are in standby mode. Equations (17)
and (18) present the energy required for packet reception and processing, E;x. The power
required for the LoRa transceiver (such as SX1276) to transmit and receive is the same for
all BWs and SFs. Therefore, Py, and P,y can be replaced with P(t]x and Pj*. These values are
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set as follows: Péx = 287.1mW, Pj* = 37.95 mW, and Ps = 5.28 mW [24]. The total energy
consumed can be represented as (19).

Etotul = Etx + Epx (14)
Eix = PiyToAp + PsTy (15)
3 6 3 6
E; = DY Z Z mnToAg (" B™™) 4+ Pty Y Y Fun (16)
m=1n=1 m=1n=1
Erx = Py ToAsx + BT, (17)
3 6
Ex =Py Y. Y FynToAg(a"B~™) + Pity Z 2 Fnn (18)
m=1n=1 m=1n=
6
Eiotal = (P Z 2 Fm nTOAO + 2Pst, Z 2 Fm n (19)
m=1n=1 m=1n=

4. Experimental Study and Results

At the time of the writing of this manuscript, no LoRa modules capable of parallel
transmission were found. The experimental study is organized in two phases. In the
first phase, the functionality of our DED and resource allocation algorithm is investigated
by conducting three distinct experiments using some small bytes as pilot data. Once the
optimal set of parameters is found, the second phase is performed by sending image data
and reporting the Ty, BR, BER, consumed energy, and received image quality.

4.1. Phase 1
In these experiments we have investigated parallel transmission of the pilot data using:

1.  Different radio channels with the same BW and SF;
2.  Different BWs with the same radio channel and SF;
3.  Different SFs with the same BW and radio channel.

Since the third experiment with different SFs has already been thoroughly investigated
in the literature (such as [26,27]), we chose not to present the analysis results for it to
avoid redundancy. While varying the experimental parameters as required during the
experiment, the remaining LoRa parameters were kept constant. The radio spectrum is
monitored via a Software Defined Radio (SDR) receiver. The received data quality, RSSI
and SNR of the transmitted signal were monitored using another DED, identical to the one
at the transmitter, configured for specific SF, BW, and radio channels. The experimental
setup is shown in Figure 7.

g

LoRa 2

Transmitter

Data packet

Figure 7. LoRa parallel data transfer experimental setup.
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4.1.1. Different Radio Channels

Inter-radio channel interference was monitored to determine the best radio channels
for parallel data transmission. In this experiment, the receiver was configured with SF =7,
BW =250 kHz, and the radio channel frequency of 915 MHz. The transmitter was config-
ured with different radio channel frequencies ranging from 900 MHz to 940 MHz; BWs
of 125 kHz, 250 kHz and 500 kHz; and SF values from 7 to 12. The radio channel was
monitored using the spectrum analyzer, which showed more than one reflected channel
other than the transmitted channel. This caused interference with the configured radio
channel. Figure 8 shows a reflected radio channel at 916 MHz for the transmitted signal
using a 915 MHz radio channel with BW = 250 kHz and SF = 7. Although the reflected
channel signal level was lower compared to the actual channel, the receiver configured for
the reflected channel received 5-10% of the packets with 20% data-bit loss. Therefore, it
was determined that multiple LCs with different radio frequencies could not be used for
parallel transmission.

Pilot data: “@xFF, @x3C,

OxQE, OxCE, 0x49, 0x22,

0x55, Ox6E, 0x39, OxF5,
OxF7, OxA8, 0x66, 0x98,
0x29, 0x24, 0x60, OxF6,
0x07”

Transmit power: 17 dBm
Data-bit errors

31 bits for different
radio channels (~20%)

29 bits for different

bandwidths (~20%)

Figure 8. Different LoRa bandwidth and channel interference: The reflected radio channel (916 MHz)
monitored for inter-channel interference. Data loss for LoRa parallel data transmission using two
different BWs (BW 250 kHz and 500 kHz) with same SF =7 and radio channel 915 MHz.

4.1.2. Different Bandwidths

In this experiment, one transmitter was configured to transmit 240 bytes of data using
the 915 MHz radio channel with BW = 250 kHz and SF = 7. Another transmitter was
configured to transfer a 240-byte packet using the same radio channel with SF = 7 and the
BWs 125 kHz, 250 kHz, and 500 kHz. The receiver was configured using the 915 MHz radio
channel with SF = 7. Figure 8 shows the parallel transmission of different BWs with the
same SF and radio channel. The receiver received the data from the transmitter of a similar
configuration (915 MHz, BW = 250 kHz, and SF = 7). However, the transmitted data with
a BW of 500 kHz causes noise that affects the physical channel with a 250 kHz BW, resulting
in an SNR decrease from 10 to 1.25. We also observed a few bits of data loss in 20% of the
overlapped data packets, denoted by green boxes in Figure 8. Therefore, LCs of different
BW could not be used for parallel transmission.

4.1.3. Different Spreading Factors

In this experiment, the two transmitters were configured with the same parameters,
except for SFs transmitting 240 bytes over the 915 MHz radio channel. As expected,
due to the quasi-orthogonality of the SFs, no significant data loss was observed during
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parallel transmission when using SF = 7 in conjunction with SFs ranging from 8 to 10.
However, in small SF combinations with higher SF values such as 7 and 12, the SNR value
experienced a meaningful decrease. As different SFs are not perfectly orthogonal, this issue
stems from inter-SF interference caused by the extended overlapping duration of the two
transmission chirps. To mitigate this, long-duration overlaps should be avoided during
parallel transmission using different SFs.

4.2. Phase II

In this section, the parallel transmission of image data using different SFs is examined
in terms of T}y, BR, BER, energy consumption, and received image quality. To do this, small
sized images (around 20 to 30 kB) are transformed into strings of bytes and stored in an
SD RAM, connected to the processor. The communications were conducted in an open
field spanning approximately 200 m, with both the transmitter and receiver positioned
3 m above the ground, ensuring a LoS link. On the transmitter and receiver, one LoRa
radio is set to operate on SF =i and the other on SF = j, where i, j = {7, 8,9, 10} and i # j,
to maximize the utilization of the LC, as discussed earlier in Section 3.3. CR and BW are
the other parameters that contribute to the ToA (transmission time of one packet) and thus
Tty. While a larger CR improves the robustness of the transmission against interference, it
takes up packet capacity due to the added redundancy, thus diminishing the throughput of
the LC and increasing the ToA. Therefore, CR in all experiments is fixed at 1 for all LoRa
modules. We have repeated the experiment for every BW and measured the impact on Ti,.
The payload size of all LoRa modules is set to the highest value, 255 bytes.

The image bytes are treated as a pool of information from which packets are formed
and sent. To send an image over the LC, the LRA algorithm extracts the corresponding
image bytes from the pool and segments them based on the SFs used by the LoRa modules
at the transmitter (Section 3.3). In the first trial, the SFs on the transmitter and receiver
are set to 7 and 8. According to Figure 5, to minimize synchronization loss in this parallel
setup, a delay should be introduced to allow the reception of 2 packets over SF = 8 and
3 packets over SF =7.

This results in a total of 5 packets being received in a single round of parallel transmis-
sion, with 2 of them delivered using SF = 8. Table 2 shows the results for the total parallel
transmission time of a 24 kB image over the LC. The delay column represents the minimum
time required to process received packets on both LoRa modules, ensuring no packets are
missing. This delay time is determined through repeated transmissions using the same
parameter set.

As shown in (6), a higher BW results in a higher BR, which in turn reduces the Tjy.
The fastest image transfer was achieved with a BW of 500 kHz. This experiment was
repeated for various combinations of SFs, with the corresponding Tys reported in Table 3.
The LRA algorithm allocates data to ensure a balanced packet distribution between the
two transmitters for various SF combinations. The proportions for each SF combination
are as follows. For SFs 7 and 9, 75% of the image data is allocated to SF = 7, and 25% to
SF =9. For SFs 7 and 10, 85% is allocated to SF = 7, and 15% to SF = 10. For SFs 8 and 9,
67% of the data is assigned to SF = 8, and 33% to SF = 9. Lastly, for SFs 8 and 10, 75% is
allocated to SF = 8, and 25% to SF = 10.
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Table 2. Ty results for parallel transmission of a 24 kB image over the LC on SFs 7 and 8.

RSSI
BW (kHz) SF Delay (ms) SS Tty (s) Egx (D Ex (J) Etotul (J)
(dBm)
7 —41
125 700 —_— 32.971 9.46 1.25 10.71
8 -35
7 —41
250 400 —_— 19.153 5.49 0.727 6.217
8 —37
7 —47
500 250 _— 12.255 3.52 0.465 3.985
8 —37
Table 3. T}y results for parallel transmission of a 24 kB image over the LC on other SF combinations.
RSSI
BW (kHz) SF Delay (ms) Ttx (s) E () E.. (J) Etotar ()
(dBm)
—40
950 e 48.776 13.34 1.85 15.85
7 —41
2000 —_— 94.206 27.05 3.57 30.62
10 —26
1450 —_— 73.519 21.11 2.79 23.9
-32
8 —37
2500 — 122742 35.24 4.69 39.93
10 —25
7 —44
600 —_— 26.434 7.59 1.00 8.59
-30
7 —44
N — 900 —_— 42.126 12.09 1.60 13.69
10 —22
250 8 _37
870 —_— 38.213 10.97 1.45 12.42
9 —32
8 —35
—_— 1150 —_— 53.12 15.25 2.06 17.31
10 -21
7 —42
350 _— 16.758 4.81 0.64 5.45
—31
7 —44
e 500 —_— 23.675 6.80 0.89 7.69
10 —25
500 8 35
e — 460 —_— 22.45 6.44 0.85 7.29
9 —31
8 -37
650 _— 29.971 8.60 1.14 9.74
10 —-25

In the next trial, the total transmission times using our proposed algorithm is compared
with a single transceiver setup. In this regard, the same experiment is repeated using
a single LoRa module at the transmitter and receiver operating on SF = 7. This time,
the whole string of bytes is formed into equal sized packets and fed into the buffer of the
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transmitter. Table 4 shows the T}, for different BWs. In this case, the packet processing times
are lower than the parallel transmission as no further delay is required for synchronizing
a concurrently received packet. However, the overall transmission times are significantly
longer compared to specific parallel SF combinations.

Table 4. T}y results of the same image transmission over a single transceiver setup with different BWs.

BW (kHz) SF Delay (ms) (ggﬂ) Tpx (s) Es () En () Esotar ()
125 550 —45 57.205 16.42 217 18.59
250 300 —40 29.138 8.37 1.10 9.47
500 200 —41 19.816 5.69 0.75 6.44

The underlying reason is the synchronization and distribution of data packets during
parallel transmission. The proposed LRA algorithm assigns dedicated data segments to
each LoRa radio in a synchronized manner, enabling simultaneous packet transmissions.
This approach not only facilitates multiple transmissions at once but also reduces the
total number of packets sent over each LoRa channel, ultimately leading to lower overall
transmission times.

Figure 9 demonstrates the effect of different SF combinations on the T compared
to a single setup operating solely on SF = 7. In a single transceiver setup, the fastest
transmission occurs with SF = 7, excluding SF = 6 due to its unavailability in some mod-
ules. As shown in Figure 9, the T}, can be significantly improved using SF combinations
of 7 and 8 or 7 and 9. Other SF combinations fail to enhance T}, as higher SFs lead to
increased transmission times. The percentage of improvement for each parallel setup is
detailed in Figure 10. The combination of SFs 7 and 8 improved the Ty, by 42.36%, 34.27%,
and 38.16% for BWs of 125 kHz, 250 kHz, and 500 kHz, respectively. Meanwhile, the
parallel setup with SFs 7 and 9 achieved improvements of 19.98%, 13.84%, and 15.43%
for the same BWs.

140
- @& =Single (SF=7)

—&— Parallel (7&9)
120 i Parallel (7&8)
—>— Parallel (7&10)
Parallel (8&9)
—#— Parallel (8&10)

80

T, (sec)

60

40

20

50 150 250 350 450 550
BW (kHz)

Figure 9. Transmission time for sending the same image over different parallel setups compared with
a single transceiver setup.

The performance of SF combinations that enhance T;; compared to a single transceiver
setup is evaluated in terms of BR. Figure 11 presents the BR of a single LoRa channel
operating on SF = 7, as well as LCs utilizing SF combinations of 7 and 8 and 7 and 9, while
accounting for packet processing times. When SF = 7 and 8 are employed, the BR increases
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by 73.5%, 52.13%, and 61.7% for BWs of 125 kHz, 250 kHz, and 500 kHz, respectively. For
the SF =7 and 9 combination, the BR improvement is 24.97%, 16.06%, and 18.25% across

the same BWs.
70
w Parallel (7&8)
® Parallel (7&9)
60
= Single (SF=7)
o 19.98
~ 40
g 4236
g
30
13.84
3427
20 1543
38.16
) I
0
125 250 500

BW (kHz)

Figure 10. T, improvement of parallel setup compared to single setup.

2500.00
2000.00 61.70%

1500.00 18.25%
52.13%

1000.00 25i00%)
73.50%
24.97%)
500.00 I
090 125 250 500

= BR (SF=7) 419.05 822.71 1,209.73
uBR (SF=7&9) 523.68 954.87 143048
®BR (SF=7&8) 727.06 1251.61 1,956.10

BW (kHz)

Bit Rate (bps)

Figure 11. Bit rate improvement of parallel setup compared to single setup.

Figure 12 illustrates the energy consumption profile of our parallel setup using the
proposed LRA algorithm, based on Equations (14)—(18). The transmitter amplifier and the
receiver low noise amplifier consume the largest portion of the total energy. However, SF
combinations 7 and 8, and 7 and 9 significantly reduce transmission time, allowing the
amplifiers to remain active for shorter durations compared to a single transceiver setup.
As a result, the LRA algorithm demonstrates better energy efficiency than the traditional
single setup for SF combinations 7 and 8, and 7 and 9 across all BW values.

= Single (SF=7)
w = Parallel (7&:8)

Parallel (7&9)
35 = Parallel (7&10)
u Parallel (8&9)
30 = Parallel (8&10)
=25
w20
1s
10
125 500

250
BW (kHz)

Figure 12. Comparison of total energy consumption of proposed LRA algorithm with single
transceiver setup with SF=7.
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Next, we measured the ratio of errored bits to the total image bits to calculate the
BER of the LC with a BW of 125 kHz and varying SFs. The experiments are carried out
in the same location as earlier in this subsection, with the transmit power altered at the
transmitter to have SNR values in the range of [—30, 0] dB. Figure 13 illustrates the BER of
different parallel communication setups compared to the analytical BER of a single LoRa
physical channel with a BW of 125 kHz and SFs of 7, 8, and 9, as reported in [25]. The solid
lines represent the theoretical BER of single LoRa communication links in an LoS scenario
with the presence of Additive White Gaussian Noise (AWGN).

It is evident that utilizing a lower SF increases the probability of error in LoRa com-
munications. In our proposed parallel setup, higher SF combinations achieve better BER
with SF = 8 and 9 lying just above single SF = 8, outperforming single SF = 7. LCs operating
on SF =7 and 9 and SF = 7 and 8, which improve the T}y, perform worse than a single
transceiver on SF = 7 in terms of probability of error. This is reasonable due to the inter-SF
interference of a parallel communication link and the fact that our results are derived from
experimental data rather than theoretical models. As shown in Figure 13, for SNR values
greater than —5 dB, the BER remains within acceptable limits, demonstrating the viability
of our parallel communication setup.

= & =Parallel (7&8)
= % = Parallel (7&9)
—a— Single SF=7
— 8 —Parallel (8&9)
~—&— Single SF=8
—e— Single SF=9

BER

-30 =25 -20 =I5 =10 =5 0
SNR (dB)

Figure 13. Comparison of BER of our LC (dashed lines) with single transceiver setup (solid lines)
using SFs 7, 8, and 9.

Finally, the quality of the images received through the LC are investigated. Allowing
sufficient delay time for packet processing at the receiver along with maintaining an
adequate SNR value (higher than —5 dB for LoS communication link), results in high-
quality images with BER of approximately 10~ or less. However, reducing delay times to
minimize the total T}, or maintaining a lower signal power to reduce energy consumption
will compromise image quality by increasing the probability of errors in the received data.
Figure 14 illustrates the impact of utilizing delay times shorter than those derived from
our experiments (left column) and the effect of SNR values below —5 dB (right column)
on the quality of the received image for the parallel setup operating on SFs 7 and 8 and
BW =250 kHz. The quality of the received image is measured in terms of the ratio of
bits received in error to the total number of bits (Error) and packet delivery rate (PDR).
Additionally, the Structural Similarity Index Measure (SSIM) of the received image under
different delay times and SNR values is calculated. Figure 15 presents the SSIM maps for
those received images where lighter gray corresponds to higher similarity (SSIM values
closer to 1) and darker gray indicates lower similarity (SSIM values closer to 0). The
reference image for this metric is the transmitted image.
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Transmitted image

Delay time =400 ms,
Ti=19.153 s
Error = 0%

1 PDR=100%

Delay time = 300 ms,
Ti=14.364 s

Error = 11.8%

PDR =87.37%

Delay time =150 ms,
Tk=7.182s

Error =26.3%

PDR =73.68%

SNR =-3 dB,
Tx=19.153 s
Error =0.016%
PDR =99.61%
SNR =-7 dB,
T=19.153 s
Error =5.12%
PDR =94.74%
SNR =-15dB,
Ti=19.153 s
Error = 49.36%
PDR =50.53%
SNR =-20dB,
Ti=19.153 s
Error = 69.29%
PDR =30.53%

Figure 14. The impact of smaller delay times (left column) and lower SNR values (right column) on
the quality of the received image over SF =7 and 8 and BW = 250 kHz.

SSIM value = 0.4749 SSIM value = 0.446

PENNEES o

SSIM value = 0.9564 SSIM value = 0.9386

Error =49.36%  SSIM value =0.2674  Error = 69.29%  SSIM value = 0.2522

Figure 15. SSIM map and value of the received image with lower delay times and SNR values.

Figures 14 and 15 highlight the tradeoff between the quality of the image received and
the T, or SNR. Depending on the application, if a certain amount of error can be tolerated,
the transmission can take less time or less power can be spent on the transmitter amplifier.

In the end, we have compared our proposed algorithm with other LoRa capacity
improvement schemes. This comparison is reported in Table 5. ICS-CSS and SSK-ICS
improved LoRa capacity by changing the existing CSS modulation. Due to the change in
modulation, these schemes may not be compatible with existing LoRa applications until
chip-level implementations are available. Additionally, while these modulation changes
can increase the BR by up to 42%, our proposed algorithm significantly outperforms them,
achieving a 73.5% improvement in BR. TDM-LoRa [10] modulation doubled the data rate,
increasing the BER at lower SF (SF = 7), whereas proposed algorithm improves the data rate
up to 73.5% using the SF = 7 and 8. TDM-LoRa has modified the CSS modulation and is
incompatible with the existing LoRa physical layer. The network access protocol proposed
by [13] utilizes multiple SFs across different clusters to equalize transmission time.
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Cantor [14] and EWS [15] enhanced the existing LoORaWAN MAC by improving the
Packet Reception Rate (PRR) or Packet Delivery Rate (PDR). Cantor introduced a parametric
optimization algorithm, which, while increasing network goodput by up to 70%, may
generate higher control traffic. EWS, on the other hand, can suffer from a higher collision
rate due to inaccurate distance calculations at low RSSI levels. Unlike the CSMA (Carrier
Sense Multiple Access) used in LoRaWAN, the proposed algorithm mitigates collisions
by employing Listen Before Talk (LBT) and utilizing multiple SFs, instead of RF channels,
for parallel transmissions. However, the implementation of Cantor and EWS might not
require any hardware modifications, depending on the processing and energy demands.
MIMO-LoRa [16] enables the reception of multiple signals with different SFs transmitted in
parallel by the same EDs, utilizing SNR and transmit power optimization without needing
synchronization. In contrast, the proposed algorithm requires synchronization within the
same ED, which adds complexity to the algorithm. While MIMO-LoRa is not suitable
for low SFs, the proposed LRA algorithm is optimized for these conditions. However,
the proposed algorithm may face challenges with higher SFs, due to increased inter-SF
interference. Additionally, as a non-LoRaWAN protocol, the LRA may lack compatibility
with existing networks built on LoRaWAN.

5. Conclusions

In this study, we addressed the challenge of image transmission using LoRa technology,
which is typically constrained by its low data rate. To overcome this limitation, we proposed
a resource allocation algorithm for LoRa (LRA) that leverages the quasi-orthogonality of
spreading factors (SFs) to enable parallel transmissions of larger data sizes using multiple
LoRa modules. To achieve this, we developed a specially designed end device (DED) that
incorporates two LoRa modules connected to a single controller unit, minimizing hardware
complexity. The LRA algorithm is introduced to assign data packets to the transmitters
based on their operating SF in a synchronized manner. Furthermore, we examined the
transmission time (Ti) across different SFs of our logical channel (LC) to optimize the
number of packets transmitted per parallel transmission round. We performed a two-
phase experimental study to demonstrate the feasibility of the parallel transmissions using
different parameters and to examine the performance of our proposed algorithm in terms
of T4, BER, data rate, energy consumption, and the quality of the received image. The
results indicate that our parallel setup significantly improves data rate and T, within the
existing LoRa technology.

Considering the LRA algorithm in densely deployed LoRa networks to assess scala-
bility would be our next focus to further assess its performance. To achieve this, machine-
learning-based approaches for selecting SFs for the DEDs could prove beneficial.

Furthermore, Since LoRa signals with identical SFs can significantly interfere with
each other, a coding scheme may exist allowing the receiver to distinguish and successfully
demodulate these signals. This could open the door to parallel transmissions on the same
SE, greatly boosting throughput. Finding such a coding system would be the subject of
future research in this area.
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Abstract: Power transmission lines transfer energy between power plants and substations
by means of a linear chain of towers. These towers are often situated over extensive dis-
tances, sometimes in regions that are difficult to access. Wireless sensor networks present a
viable solution for monitoring these long chains of towers due to their wide coverage, ease
of installation and cost-effectiveness. The proposed LoRaBUS approach implements and
analyses the benefits of a linear topology using a mixture of LoRa and LoRaWAN protocols.
This approach is designed to enable automatic detection of nearby nodes, optimise energy
consumption and provide a prioritised transmission mode in emergency situations. On re-
mote, hard-to-reach towers, a prototype fire protection system was implemented and tested.
The results demonstrate that LoRaBUS creates a self-configurable linear topology which
proves advantageous for installation processes, node maintenance and troubleshooting
node failures. The discovery process collects data from a neighbourhood to construct the
network and to save energy. The network’s autonomous configuration can be completed
within approximately 2 min. In addition, energy consumption is effectively reduced 25%
by dynamically adjusting the transmission power based on the detected channel quality
and the distance to the nearest neighbour nodes.

Keywords: wireless sensor network; power line monitoring; LoRaWAN BUS topology;
Internet of Things multiprotocol

1. Introduction

The power grid system is one of the most critical energy infrastructure items formed
by power plants, transmissions lines, sub-stations with transformers and consumers. In-
frastructure ageing, electricity demand and climate change impact are addressed to ensure
smart grid management, high quality service and increasing reliability requirements. In this
sense, efficient monitoring and controlling systems based on information and communica-
tion technologies are introduced in power line monitoring to enhance normal operation and
infrastructure damages. The use of information and communication technologies ensures
robust, cost-efficient and proactive power grid operation [1-3]. Sensor and camera-based
remote monitoring have recently gained great attention. The advantages of wireless sensor
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networks (WSNs) such as adaptability and scalability lead to the ability to find solutions
in a variety of engineering environments, including military and defence applications
[4], environmental disaster-control applications [5], monitoring of biomedical parame-
ters affecting health [6], household applications [7] and also in what is called “precision
agriculture” [8].

The use of WSNs in power grid systems offers real-time information to improve
high-voltage power network monitoring and controlling to face climate change scenarios
and electricity sector demands in a collaborative, cost-effective and energy-constrained
way [9]. Especially for a long chain of towers covering mountain areas, wireless sensor
networks (WSNs) are gaining attention due to their easy installation and high adaptability
with respect to connecting different types of sensors to work collaboratively, as insect nets,
monitoring a great variety of physical variables [10].

Protocols like 3G and WiFi have achieved a wide coverage area around the world,
although connectivity cannot be guaranteed in some remote or non-urban areas. The lack
of coverage limits the effective smart grid deployment centred on an Internet of Things
(IoT) solution. To overcome this coverage constraint and expand the monitoring and
controlling capabilities in remote areas, raw-LoRa and LoRaWAN protocols are gaining
attention by offering a wide range of coverage with efficient energy consumption and
low-cost infrastructure [9,10]. In contrast to other IoT protocols, raw-LoRa defines only the
physical layer which operates in unauthorised frequency bands, and allows self-organising
of the network topology like WSNs [11,12]. The raw-LoRa protocol can be configured to
deploy communication solutions with one of the three most common network topologies:
star, mesh or cluster tree. As shown in Figure 1, the differences between these network
topologies are based on the type of nodes they include and the connection between them. In
short, the nodes can be classified as “end nodes” which are able to measure and communicate
some variable of interest, the “router nodes” that are used to connect end nodes located
outside the coverage area with the coordinator node and the “coordinator or gateway node”
which is the link between an end-user and the sensor network. In addition, the LoRaWAN
protocol introduces the definition of the link and network layers. This establishes different
roles for nodes, the ability to address messages to specific nodes, the format of messages,
the use of encryption to protect the content of messages and the definition of a typical
topology based on the star topology, see Figure 1.

° o .

Star Mesh

@ coordinator node
@ End node
@ Router node

Cluster-Tree

Figure 1. Typical topologies of WSN. Adapted from [13].
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In the case of large power tower chains across remote or mountainous areas, raw-LoRa
has been identified as the most suitable protocol compared to alternatives like Narrowband
Internet of Things (NB-IoT), which is more dependent on cellular mobile coverage [10].
However, the low communication speed of raw-LoRa is the main constraint in meeting
the real-time requirements of power line-monitoring systems. Therefore, the combination
of network technologies is a promising alternative to achieve an optimal balance between
network performance of enough quality and the increase in cost that they may entail.

Compared with ordinary infrastructure monitoring located near urban areas with easy
access, the monitoring challenges in mountainous and remote areas presents differences
in terms of maintenance, implementation and monitoring operation [10]. In this work, a
linear topology-based WSN combining raw-LoRa and LoRaWAN nodes for non-urban
power transmission line monitoring is proposed. LoRaBUS is able to transmit operational
monitoring data in a regular mode or generate warning messages in emergency scenarios.
The complete system-monitoring scheme in mountainous areas is based on the three-layer
network structure presented in [10], where raw-LoRa is selected as the collecting protocol
for sensor data. This protocol offers a balanced delay time and costs results when it is
combined with a cellular mobile network at the second layer to transmit sensor data to the
monitoring centre.

In summary, while existing literature discusses various WSN implementations,
LoRaBUS introduces several novel aspects related to topology optimisation, hybrid raw-
LoRa and LoRaWAN protocol design, Emergency Transmission Priority Mode and a specific
prototype for Fire Protection applications. Most prior studies focus on general WSN deploy-
ment, but LoRaBUS specifically designs a linear topology tailored for power-transmission
lines. This structure improves network reliability and data-collection efficiency along a
chain of towers. The combination of LoRa and LoRaWAN in LoRaBUS enhances range
and network coverage while maintaining low power consumption. LoRaBUS introduces a
prioritised mode for emergencies, improving the responsiveness of power line-monitoring
systems. LoRaBUS goes a step further by implementing and testing a fire-protection system
for remote towers, providing a tangible application of its network capabilities.

The proposed LoRaBUS topology is shown in Figure 2, formed by three types of nodes:
the coordinator, the end and the router. The coordinator node is responsible for connecting
the nodes of the BUS topology with a wider pre-existing network based on WAN protocols,
maintaining communication between the entire network of nodes and the data-processing
centre. The router node is located as the first and last node of the LoRaBUS topology as
shown in Figure 2, and is responsible for translating the raw-LoRa messages from end
nodes forming the BUS to the coordinator node. Therefore, the LoRaBUS topology can
be connected to a wider network using one of the router nodes. If one router node is
configured to connect with the coordinator node, the other router node will act as a last
BUS node. And finally, the end nodes are in charge of creating the communication BUS,
sending the data from the sensors and maintaining the links between them.

. Coordinator node

@ O 0 0@ @ © @ @:ndnwe

. Router node

Figure 2. Linear topology of LoRaBUS.

The main contribution of LoRaBUS is the concept and practical implementation of a
robust and self-configurable tower chain communication system, which transmits sensor
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values during normal operation or warning messages in emergency mode. LoRaBUS uses
long-range wireless communication, creating a self-configuration protocol to recognise
closed nodes for easy management and fail-node recovery.

The main contributions of this paper are summarised as follows:

e The concept of a BUS topology in WSN with two final nodes acting as routers to
improve connectivity with upper system layers.

e The self-configuring algorithm which detects nearby nodes and adjusts power con-
sumption during transmission to avoid channel interference between adjacent nodes.

e The algorithm to transmit data between nodes avoiding data duplication and reducing
power consumption.

e  The communication architecture based on a combination of LoRa and LoraWAN for
worldwide connection with controlling centre.

®  The proposed network topology is implemented in a real prototype to test power
consumption and quality coverage in a campus and non-urban scenarios.

The remaining sections of this paper are presented as follows. Section 2 discusses
the network architecture by defining the different elements and connections between
them. Section 3 defines the designed communication protocol and the self-configuration
algorithm. Section 4 presents the experimental results obtained with the prototype in a
campus and non-urban scenarios. Section 5 concludes the paper and outlines directions for
future work.

2. System Architecture

The designed system architecture consists of three main parts: the nodes forming
the BUS topology, the LoRa Network Server and the display platform where the data are
represented. In this work, the LoRaBUS topology requires four different nodes: the main
node (this connects the LoRaBUS topology to a coordinator node using the LoRaWAN
network as shown Figure 2), the sensor nodes (represented as “end nodes” in Figure 2), the
final node (special “router node” in Figure 2) and the gateway (represented as “coordinator
node” in Figure 2).

¢  The gateway node maintains the connection between the LoRaWAN network with
the network server. The data received from the BUS nodes are re-transmitted to the
TTN (the global LoORaWAN community named The Thinks Network, [14]) via TCP/IP
connections, such as WiFi or 3G.

e The main node is represented as the router node in Figure 2 and is the node placed
nearest to the gateway. Its main function is to convert the messages from the sensor
nodes (via raw-LoRa) to a LoRaWAN message that could be sent to the gateway.
Furthermore, this node decides which sensor node in the BUS topology will take
control of the BUS to transmit the information at each transmission cycle.

e The sensor nodes are able to measure the environmental conditions near their position
and then send this information through the LoRaBUS implemented by themselves.
Each of these nodes is therefore capable of measuring sensor data and processing an
alarm message, as well as maintaining the connection between nodes to create the
BUS network topology. Therefore, it is not only a node with end node capabilities, but
is also a typical router node using the usual nomenclature in a WSN network. The
designed LoRaBUS protocol has no restriction on the maximum number of nodes, so
the total distance that could be covered by the proposed LoRaBUS topology has no
theoretical limitations.
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e The final sensor is a particular node similar to the sensor nodes which is located at the
last position of the BUS; i.e., at this node the sequence of nodes in the BUS topology
ends. Because the BUS communication finishes on this node, it has a different firmware
although the hardware is the same as the sensors nodes. The complete functionality
of this special node and other advantages are explained in Section 3.

The proposed overall system architecture described as LoRaBUS is illustrated in
Figure 3, which mainly includes the different elements and the proposed connections
between them.

Ngd / .. WiFi/4G/3G/GSM

7 _
fr./\

NTERNT
RIS LoRaWAN
Final node Sensor nodes Main node

raw-LoRa

Figure 3. Elements of the proposed LoRaBUS system and their connections.

The LoRaBUS system proposal makes use of the LoRaWAN and raw-LoRa protocols to
implement the different links of the proposed topology. The LoRaWAN protocol is used to
communicate between the main node and the gateway. Consequently, using the LoraWAN
protocol to communicate the main node with the gateway node allows the integration of
several LoRaBUS topologies into a larger LoORaWAN network. That is, the gateway node
could communicate with different LoRaBUS sections through the link to the main node
of each section. By contrast, the raw-LoRa protocol is used to create the BUS topology
between the main node, the sensor nodes and the final node. The raw-LoRa protocol is
used to build the LoRaBUS protocol described in this work, benefiting from the long-range
features of the LoRa modulation. Therefore, the node accesses the radio hardware directly
and messages are transmitted using LoRa modulation on the selected frequency, without
message format or encryption. The next section will describe the benefits of both protocols
on the LoRaBUS topology approach.

The rest of the parts of the system architecture were selected using freeware options.
In this way, an open-source platform called The Things Network (TTN) was selected as
the LoRaWAN Network Server. This platform provides easy-to-use functions to manage
messages received using LoRaWAN protocols. Thus, the information from the sensors
is transmitted to the gateway, which uploads it to a user-friendly display platform with
a web-based GUI called Node-Red. These software solutions are used to validate the
LoRaBUS topology configuration in real experiments summarised in Section 4.
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Raw-LoRa and LoORaWAN

LoRa is a wireless communication technology that was patented by Smetech [15] and
uses a radio frequency modulation to transmit data through the ISM bands (in Europe it
represents frequencies between 867 and 869 MHz). LoRa is part of the Low-Power Wide-Area
Networks (LPWAN) and represents one of the most popular technologies in IoT projects
together with Bluetooth, Zigbee or SigFox. LoRa specifications state that its coverage is up
to 15 km in rural areas, and uses very low transmission rates, from 250 bps to a maximum
of 5.5 kbps. In addition, this technology aims to ensure high power efficiency, which is an
important feature when remote deployments are considered.

Communication through LoRa is defined in two different ways: raw-LoRa and Lo-
RaWAN. The difference between them is related to the OSI layers that they use. For
example, in a raw-LoRa mode, the communication is set point-to-point only by using the
physical layer. Instead, the LoORaWAN connection defines both MAC and NET layers.
Another difference is that in a LoRaWAN connection, any node needs to be in the coverage
area of the coordinator or router nodes, which is unusual in remote scenarios such as forests.
For that reason, we designed a prototype of communication protocols, and different types
of nodes. Figure 4 represents the different types of nodes, showing the OSI layers stack
used to implement each of them in the LoRaBUS.

= | NET
MAC = | MAC
(=5
PHY S PHY
OsSI layers Final  Sensors Main node Gateway

Figure 4. OSI layers defined in each node type.

The proposed LoRaBUS is implemented in the nodes forming the BUS topology and it
uses the raw-LoRa as a physical layer as Figure 4 shows. The main node is the first node
of the BUS topology and it is responsible for making the translation between data to and
from the BUS nodes, from and to the LoORaWAN Gateway. While the LoRaWAN Gateway
is capable of sending and receiving data from the TTN platform using Wifi connection to
the Internet. The data received from the TTN platform is visualised using the Node-Red
web-based GUL

3. LoRaBUS Communication Protocol

In this section, the LoRaBUS communication protocol is described and explained
in detail. The proposed approach tries to implement a BUS topology using LoRa-based
nodes, improving the autonomy of the network. The LoRaBUS protocol is based on the
implementation of a precise management of the transmission power used for sending
messages between neighbouring nodes. Thus, two neighbouring nodes may be at a distance
that will require a certain level of transmission power. This power must be discovered
because it will depend on the distance, but also on link quality factors. Although the LoRa
protocol allows management of the spreading factor which adjusts the transmission rate,
receiver sensitivity and chirp rate to improve the range of the nodes, this option was not
used in the proposed system because of its negative effects: increasing the time of flight of
the messages and increasing battery consumption. It has been considered that a network
intended for emergency alerting should not use spreading factors that reduce the data rate,
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increase the message flight time or reduce the battery life. Therefore, the nodes will have a
spreading factor value that will not be modified by the protocol defined in this work.

The self-configuration protocol is important for the deployment of nodes in remote
environments, where it is necessary to resolve situations such as the inclusion of nodes for
maintenance, the addition of new nodes to the BUS or the tolerance to node failure. In cases
of one node failure, the Discovering Neighbours process provides enough information to
recover the LoRaBUS connection. The next sections will describe the protocol implemented
by the LoRaBUS to create a robust and efficient approach.

3.1. Discovering Neighbours

When the nodes are initialised after powering on, or due to a reconfiguration process
of the topology, the first stage involves self-definition and self-configuration of the linear
communication BUS. This process, referred to as “Discovering Neighbours”, is based on a
methodology in which each node identifies its closest neighbouring nodes on the BUS, and
also the correct direction for information flow to reach the main node and, consequently, the
user’s application.

The purpose of the “Discovering Neighbours” methodology is to construct the nodelist
and the neighbours’ table, as depicted in Figure 5. The nodelist is an array containing the
identifiers of all sensor nodes comprising the BUS, sorted sequentially from the main node to
the final node. The information stored in the neighbours’ table of each node will be used both
to establish communications between them and to prevent network cuts due to failures in
nearby nodes. As can be seen in Figure 5, the table stores not only the nearest neighbour
nodes, but also the following ones, so that each node has up to two nodes to maintain
communication in the appropriate direction: towards the main node or towards the end node.
This duplicity of neighbours introduces a certain degree of tolerance to node failures, which
in outdoor environments can be due to a large number of situations. Figure 5 illustrates an
example of a BUS with six nodes, where the main node is identified as “ID1” and the final
node is labeled “ID6”. In this network, if node “ID2” fails then node “ID3” could attempt
communication with node “ID1” based on its neighbour table. If the node that fails is ID5
then node ID3 could communicate with node ID4 and it would be “ID4” that would be in
charge of reaching node “ID6” as the final node of the BUS topology. Thus, in order to cut
off the communication, two consecutive nodes would have to fail to function correctly and
then the network would be cut off at that point without the capacity to continue sending
messages. The detailed procedure for obtaining the nodelist is described in Section 3.1.1.

Node 3 neighbours’ table:

ID | Tx_Power

ID6 ID5 D4 ID3 ID2 ID1 GTW 2 | Min power
) 4 | Min power

. o= . . ............ 1 | Max power
5 | Max power

| Nodelist =1D1 ID2 ID3 ID4 ID5 ID6

Figure 5. Schematic example of the results obtained with the Discovering Neighbours process on a
6-node BUS network: nodelist, neighbour’s table of node 3 and initial transmission power level.

On the other hand, each node in the BUS must discover and construct its neighbour’s
table. This table contains the identifiers of the four nearest nodes. For example, in Figure 5,
the sensor node “ID3” will identify that its closest nodes are “ID2” and “ID4”, while the next
closest nodes are “ID1” and “ID5”. In addition, the Discovering Neighbours methodology
is designed to define the minimum power required to transmit data between each node,
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i.e., to determine the lowest possible energy needed for communication. Initially, the
required transmission power will be set to the minimum capable by the transmitter for the
closest nodes, and to the maximum power available for the next closest nodes. This initial
configuration, as shown in the table in Figure 5, will be evaluated and adjusted during the
normal operation of the BUS network to determine the optimal minimal transmission power
requirements for each neighbouring node. The procedure designed to obtain the final power
requirements, the neighbour’s table and the nodelist will be explained in subsequent sections.

3.1.1. Obtaining the “Nodelist”

The process to obtain the nodelist in a certain LoRaBUS topology can be initiated every
time the end user decides, for example, in cases in which new sensor nodes have been
introduced, or due to a network-maintenance event (battery replacement, sensor repair
or other actions). The methodology to obtain a new nodelist is initiated by the main node
transmitting a CONFIG message. The payload of the CONFIG message is detailed in
Table 1. It contains the level of the power transmission used to send this message (tx_power,
the list of node identifiers of the current nodelist that the message has passed through and a
checksum based on CRC16.

Table 1. Payloads of messages used in the Discovering Neighbours process.

Message Type Payload
CONFIG CONFIG + power_tx +id1 +id2 +...+ idFinal + checksum
STOP STOP + power_tx + nodelist + idSend + checksum

The first node that sends the CONFIG message is the main node. The message is
transmitted using just the transmission power required to reach to the next node in the
topology. After that, whenever the next node receives a CONFIG message, it will check if
its identifier (idx) is already included in the payload of the message. If not, it will add its
identifier idx at the end of the list, recalculate the checksum and resend the message using
the lowest transmitting power available at the transmitter. On the other hand, if a node
receives a CONFIG message with its idx included, the node should consider the message as
a confirmation that a previous sent message has been received correctly by the next node so,
when it happens, the node stops retransmitting the message again. With this procedure, we
reduce the duplicity of the messages in both directions of the BUS because we suppose that
there will be a minimum level of power transmission which allows a node to communicate
with its nearest neighbour without reaching the next closest neighbour in the BUS due to
the increment in the distance between consecutive nodes. When the CONFIG message is
received by the final node, this node will determine the complete nodelist by selecting the
message that contains the largest number of identifiers in the nodelist.

Finally, with the final nodelist at the final node, a STOP message (see Table 1) is sent
from the final node to the main node. In this case, the information about who is sending this
message is appended at the end of the message (idSend in Table 1). When a sensor node
receives an STOP message, firstly, it stores the final nodelist. Next, it checks who is the
sender to determine if the message originated from the previous node in the nodelist. If so,
the message must be forwarded to the next nearest sensor node in the direction of the main
node. Otherwise, the message retransmission is not necessary, and it should be considered
as the confirmation reception of a previous STOP message which comes from a sensor node
nearest to the main node. In this case, the sensor node completes its configuration process
and remains listening to the BUS.
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Finally, when the STOP message arrives at the main node, all the sensor nodes in the
BUS will continue listening the BUS, and the nodelist is completed and fully propagated to
all nodes.

3.1.2. Obtaining the Neighbour’s Table

Afterwards the nodelist is known for all nodes, the Discovering Neighbours process
continues at each sensor node with the extraction of their nearest neighbours. Each sensor
node creates the neighbour’s table with the closest and next closest nodes (four nodes at
each sensor node). Up to four neighbours instead of just the two nearest neighbours were
included to serve as a backup to automatically resolve communication conflicts, or BUS
topology outages (e.g., in cases of failures of the nearest nodes). Therefore, each sensor node
will be able to communicate with two neighbours in each direction of the BUS topology,
see Figure 5. Only the two sensor nodes nearest to the BUS ends reduce the number of nodes
included in the neighbour’s table.

The neighbour’s table is completed, initially, with the minimum transmission power
observed during transmissions in the Discovering Neighbours process. This minimum trans-
mission power is obtained from the payload of CONFIG and STOP messages, see details in
Table 1. With the objective of improving the energy efficiency of the LoRaBUS network, the
transmission power is optimised at each node to the minimum necessary to send messages
to all nodes included in the neighbour’s table. This process is performed by one sensor
node at a time while the rest of the nodes are only listening to the medium. The access to
the medium to transmit is self-arbitrated by sensor nodes to reduce the interferences and
retransmissions between nodes sharing the BUS.

The power of each node in the neighbour’s table is estimated using the procedure shown
in Figure 6. The channel between nodes is tested using the specific DISCOVERY message
(see Table 2). If the node receives a HELLO message with the correct neighbour node 1D value
then the level of transmission power used to send the DISCOVERY message is stored in the
neighbour’s table confirming that messages reach the neighbour node using this minimum
power level. At the end of this process, the final transmission power for each node in the
table will be between the minimum transmission power used during the "nodelist process”
and the maximum transmission power available at the sensor node. If after a timeout period,
any correct HELLO message is received, then the sensor node will increase the transmission
power level used in the previous DISCOVERY message and it will repeat the evaluation
for all nodes in the neighbour’s table with still no response. The process finishes when the
table is completed and the minimum transmission power is established for all nodes. The
first node that will start the neighbour’s table will always be the final node after receiving
the response message from the next node to the STOP message. This is because the final
node is the first node which will send the STOP message to the rest of the nodes in the
BUS, highlighting that nodelist is completed. The process (detailed in Figure 6) uses the
DISCOVER messages to send from the sensor node that is discovering its table, while HELLO
messages are the answers from its neighbour nodes. In both message types, the nodes
include the power-transmission level used to send the message and, therefore, the receiver
can store the level used by the other node.

When the node that is searching for neighbouring nodes and the minimum power
requirements, has finished and completed the table, it must then send a final transmission
using the DISCOVER_NEXT message. This special message defines the next node in the
BUS that will start the process to complete its own neighbour’s table. The next node is
defined following the nodelist from the final node to the main node. Therefore, the last node in
completing the neighbour’s table will be the main node. If the next sensor node does not send
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its DISCOVER message after a timeout, the DISCOVER_NEXT message is resent to the next
node. If the resend fails again, the DISCOVER_NEXT message is sent to the second nearest
node, considering that the closest neighbour node is not working properly. This fail condi-
tion is reported to the main node for maintenance purposes. Finally, when all nodes have
defined their own neighbour’s table the main node will send the DISCOVER_END message
which will be re-transmitted to all nodes in the BUS, finishing the Discovering Neighbours
process with the LoRaBUS configured for data communications between sensor nodes.
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Figure 6. Procedure followed to complete the neighbour’s table with minimum transmission power
for each node.

Table 2. Payloads of messages used in the neighbour’s table process.

Message Type Payload
DISCOVER DISCOVER + tx_power + id + checksum
DISCOVER_NEXT DISCOVER_NEXT + tx_power + id_next + checksum
DISCOVER_END DISCOVER_END + tx_power + id + checksum
HELLO HELLO + tx_power + id + checksum

3.2. LoRaBUS Data Communication

The LoRaBUS configuration is proposed to create a hybrid communication protocol
combining features from BUS and mesh topologies to be used in remote serial communica-
tion applications without the use of specific intermediate routers, coordinators or nodes
along the line. As has been mentioned previously, the LoRaBUS is primarily proposed
as an alternative for implementing a remote monitoring system near the high-voltage
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power lines along long distances without communication coverage. For this reason, the
proposed communication protocol includes different transmission modes (stable or alarm)
depending on the data value and the situation context. Therefore, the LoRaBUS approach
can communicate using either of the two possible modes. In fact, LoRaBUS could be
considered as a mesh network during alarm mode, and a BUS topology with arbitration
during stable mode.

In stable mode, the information will be sent by each node in the network like a remote
monitoring system. The stable mode is a proactive mode in which messages are sent by
nodes at regular intervals. BUS access and management, in this case, is performed by the
main node through individual requests for BUS access. The arbitration methodology used
to access to the BUS is based on a combination of the well-known master—slave organisation,
and the token—ring arbitration. LoRaBUS defines the main node as the master of the BUS.
This means that the main node has to decide which node is going to send its information
during the stable period at regular intervals. This decision is managed using a TOKEN
message described in Table 3 where id_token refers to the identifier of the node that has to
receive the token, id_from is the node identifier of the sender of this message and id_to is
the identifier of the addressed node. Each node receives the TOKEN message at regular
internals depending on the availability of the network. The use of token arbitration reduces
the number of messages to be retransmitted and reduces the energy consumption due to
collisions between retransmitted messages.

On the other hand, in alarm mode, the sensor node will start sending ALARM messages
which includes sensor-measurement data and node identifiers (see Table 3). This mode is a
reactive mode in which the nodes analyse the sensor values and decide to create and send
the message in reaction to an event in process. In this case, any alarm message received by
a node will be retransmitted automatically stopping any individual request for BUS usage.
When this kind of message is received by any other node in the network, it will put the
receiver node into alarm mode, and the message will be retransmitted to ensure it reaches
the main node. When the ALARM message arrives at the end user, it must then evaluate the
situation and decide whether to ignore the alert or notify emergency services. This person
can also deactivate the alarm mode, allowing all nodes to return to stable operation. In
ALARM mode, the LoRaBUS approach could be considered a mesh topology with reduced
number of operations in the nodes. The message is not transmitted to all nodes in the line
and is only transmitted to the nodes that allow one to reach the main node.

In order to achieve maximum power efficiency, the first node that will send its mon-
itored information will be the furthest one from the gateway. This means that the final
node will be the first one in sending its data to the server so it will be the first one that
will receive the TOKEN. Following this strategy, each node in the BUS can be in a low
power-consumption mode, with the function called Deep Sleep, a time proportional to
the number of nodes which are in front of it. This provides a reliable guarantee for the
long-term operation of the system.

Table 3. Payloads of messages used in the LoRaBUS for data transmission.

Message Type Payload
TOKEN TOKEN + id_token + id_from + id_to + checksum
ALARM ALARM + id_from + sensor_data + checksum
INFO INFO + id_from + id_to + sensor_data + checksum

After the reception of the TOKEN, the monitored data will be transmitted by the sensor
node with a message of type INFO which includes the identifiers of the owner of those
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data, and the addressed node obtained from the nodelist. Usually the destination node will
be the main node, but the proposal is able to allow transmissions between nodes too. The
total length of the data field is considered in this work to be equal to 20 bytes, enough to
include the data collected from the sensors connected to the node. The power-transmission
level that will use any node would be, initially, the value saved in the neighbour’s table.
Even so, if the transmitter does not detect the INFO message from the next node, the node
will try a new transmission, increasing the transmission power level. After three failed
transmissions, the node which has the token will send its information to the next neighbour
available in the neighbour’s table, considering that the previous node was out of service.

4. System Test and Analysis

A proof of concept implementation was developed using one gateway, one main node
and three sensor nodes. The last node in the BUS will work as the final node. All nodes and
elements of the LoRaBUS network were implemented with the same transmitter equipment
consisting of a Pycom LoPy 4 [16] (Pycom Ltd., Eindhoven, The Netherlands). This device
is equipped with the ESP32 dual-core processor, and incorporates connectivity circuitry for
WiFi, BLE and LoRa/Sigfox technology. The LoRa transmitter is built on Semtech’s SX1276
circuitry incorporating the full LoRaWAN protocol stack and capabilities to create both
Class A and Class C devices. It has a 4 MB RAM capacity and is programmed using the
MicroPython language.

The sensor nodes are the most critical part of the system in terms of power require-
ments because they are supposed to be distributed in a remote and non-controlled area so
that they would have to be powered with batteries and/or solar panels. This implies assur-
ing an efficient management of the power consumption. In addition, the Sensor nodes were
designed to calculate some fire indexes such as the Fire Weather Index (FWI) [17]. Therefore,
the sensors considered include the SEN0114 (soil moisture) (LONG WHALE FASHION
UK Ltd., Kington, UK), the HPMA11550 (particle sensor) (Honeywell International Inc.,
Charlotte, NC, USA), the AMGS8833 (tiny thermal camera) (Adafruit Industries, LLC, New
York, NY, USA), the HTU21D (temperature and humidity) (TE Connectivity Corporation,
Carlsbad, CA, USA) the and BMP085 (pressure and temperature) (Adafruit Industries,
LLC, New York, NY, USA). Of course, other sensors could be considered depending on the
final application.

The rest of the system approach was implemented to validate not only the BUS
topology, but also the connection with the end user is a realistic context. Therefore, the main
node connects to the gateway using the LoRaWAN protocol. Finally, the gateway is registered
in the Network Server TTN platform and all messages sent and received from the BUS
nodes are transmitted to the Node_Red App as the final application, where the sensor
data can be displayed in the user-friendly platform. The measurements can be represented
in graphs, levels and warning pop-up indicators so an end user can easily interpret the
data efficiently. The sensor data are visualised using the app implemented using TTN and
Node_Red tools and presented in Figure 7.
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Figure 7. Data screen implemented on Node_Red where sensor node information can be reviewed.

This complete approach was used to analyse and evaluate the LoRaBUS approach con-
sidering its power requirements, the link quality and its performance in different scenarios.

4.1. Sensor Node Power-Consumption Requirements

The power consumption of a sensor node was measured during different stages of its
workflow. The experimental results show that the highest current consumption corresponds
to the LoRa transmission with a value of 160 mA. The transmission was performed with
frequency = 868 MHz, tx-power = 2 dBm, bandwidth = 125 KHz, spread factor (SF) = 7 and
coding rate (CR) = 4/5. In contrast, when the LoRa transceiver was turned off and CPU
was in Deep Sleep mode, the consumption dropped to 7 mA. Due to a couple of issues
with the LoPy design, reported by the manufacturer in [16], the CPU module draws more
current than it should while in Deep Sleep. In any case, as was expected, consumption
results presented in Table 4 demonstrate that the transmission task is one of the most
energy-wasting processes in the entire workflow of a sensor node.

In contrast, when analysing the total time allocated to each task, it becomes evident
that the sensor node spends most of its time idle in Deep Sleep mode (refer to the Time
column in Table 4). Consequently, the energy consumption over a complete node cycle
must consider the time dedicated to each task. Although the LoRa transmission task
exhibits the highest energy consumption per unit time, the duration of this task is very
short. As a result, the Consumption column in Table 4 shows that the energy consumption
attributed to transmission is negligible compared to the energy consumed during the node’s
standby periods.

These results highlight the importance of optimising both the choice of sensor devices
and the CPU, particularly concerning their idle (particularly, the Deep Sleep mode) power
consumption. Reducing idle power consumption is critical to significantly lowering the
overall energy requirements, especially given the operational cycle anticipated for these
remote monitoring systems.

An important parameter to adjust when sending a message is the transmission power
level. In order to evaluate its impact on power consumption, two sensor nodes were
placed 5 m apart, and the same message was transmitted while gradually increasing the
transmission power level from 2 dBm (minimum) to 14 dBm (maximum). The results,
shown in Figure 8, indicate that reducing the transmission power level to the minimum
can decrease power consumption by 50 mA (a reduction of 25%). This behaviour is aligned
with the reported work in [18], where similar IoT transmitters were evaluated reporting
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exponential dependence between the power consumption and the transmission power
level used to send messages.

Table 4. Summary of energy consumption of a node during transmission operation.

Mode Current (mA) Time (s) Consumption (mAh)
raw-LoRa Transmitt 160 0.1150 0.0051
Idle 140 5 0.194
To read sensors 140 5.3 0.21
Deep Sleep 7 300 0.58
Cycle - 310.415 0.9891

Deep Sleep mode was evaluated and tested in the proposed implementation, although
the hardware used is not suitable for long periods of sleep. As for the synchronisation
process between nodes, the implementation described is designed to establish long periods
of communication inactivity. Therefore, it is expected that the Deep Sleep mode will be
useful to maintain battery life as long as possible. The nodes in Deep Sleep mode will be
synchronised by defining a similar Deep Sleep period for all nodes, and when they regain
activity, a full cycle of stable mode will be required for success; thus, the nodes will be online
until the end node sends its INFO message. After the last INFO message and if no ALARM
message is received, all sensor nodes will return to Deep Sleep mode until the next period
of activity. This methodology synchronises all nodes with the transmission of the last INFO
message from final node.
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Figure 8. Consumption of a node with different LoRa power transmission levels.

Taking into account that the hardware used was not specifically selected for low
power consumption, as the data show in Table 4, the length of time that the node will be
operational will depend on the time it takes for the battery to be consumed based on its
nominal level of available charge. Therefore, the node lifetime is estimated considering
a battery with a capacity of 2000 mAh. The lifetime would be 2022 cycles = 7.27 days,
assuming one transmission with x_power of 2 dBm every 5 min. It must be noted that the
hardware used to prototype the nodes was not specifically designed for long periods of
Deep Sleep function. In the current implementation, the use of renewable power sources
such as solar panels is mandatory.

4.2. Node Communication Quality

The quality and reliability of the LoRa-based communications were also evaluated
using the implemented prototype. Because the communication links use two types of
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LoRa-based protocols, firstly, the LoORaWAN communication between the main node and
the gateway is tested and afterwards the coverage between sensor nodes using LoRaBUS,
followed by a performance test of the proposed protocol.

The main goal of the LoRaWAN test was to evaluate three characteristic parameters of
the communications, observing the influence of physical and electromagnetic interference
on the communication link between the main node and the gateway. The metrics used in
this test are as follows: Packet Delivery Ratio (PDR), Signal-to-Noise Ratio (SNR) and
Received Signal Strength Indication (RSSI). The obstacles of this test were implemented
by increasing the distance and building elements between the nodes that were continu-
ously trying to communicate up to 300 messages every 5 min with a payload of 22 bytes
(frequency = 868 MHZ, bandwidth = 125 kHz, SF =7, CR = 4/5). With this configura-
tion, the receiver has a typical sensitivity of —123 dBm. Overall, three different scenarios
were evaluated:

e  Scenario 5 m: This represents direct communication over a 5 m distance with no
obstacles. The test was carried out in a laboratory on the first floor of the University of
the Balearic Islands.

e  Scenario 7 m: In this scenario, the two nodes were placed in separate rooms with a
single wall between them.

e Scenario 20 m: This was the most complex scenario, where one node was placed 20 m
away, separated by three walls and an aisle.

The RSSI results are presented in Figure 9 considering all scenarios. The x-axis is the
number of messages sent from the transmitter, while the y-axis is the RSSI value expressed
in dBm.
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Figure 9. Received Signal Strength Indication (RSSI) with different distances between nodes. RSSI
axis range is [-30, —100] dBm.

These results are coherent because when the signal propagation and received signal
parameters in scenario 5 m are stronger, the RSSI is greatest (around —37 dBm). In contrast,
when some obstacles are added between the nodes, the RSSI goes down to lower values
below —75 dBm. Additionally to the three scenarios considered, for the scenario 20 m the
time between message transmission was increased, from 5 min to 10 min. This change had
as its aim exploring the impact of TTN servers on the message-processing cue. In Figure 9,
the increase in time between messages during the test is observed in the RSSI values as a
light reduction, explainable by a reduction in the transmission power level used by the
transmitter node due to the presence of less noise in the wireless channel.

178



Sensors 2025, 25, 1484

The LoRaWAN protocol automatically adjusts the power transmission needed to
ensure a stable value for the SNR parameter. Again, this behaviour is the main reason
explaining the low differences between scenarios reported in Figure 10 in line with the RSSI
results. Most messages were received with an SNR of 6 dB, which is considered acceptable
for LoRa-based communications [19].

The methodology then analyses the PDR values using the gateway to send all the
messages received from the main node to the network server (based on the TTN platform),
and then the network server sends them to the NodeRed environment, which stores
all the received data. As can be seen in Table 5, the PDR value computed by sending
messages every 5 min was not as high as expected, but this values cannot be explained
only due to the poor quality of the communication channel because the other parameters
reported satisfactory behaviour. In order to understand these results, a review of the
temporary uses of the communications space was carried out to verify compliance with
the recommendations for the use of the LoRa channel. In this sense, the experiment was
designed to achieve a Time on Air (ToA) of 0.0566 s per message, and the transmissions
were carried out at a frequency of 868 MHz every 5 min so the duty cycle was 0.02%. This
means that the experiment complies with the ETSI duty cycle (<1%) [20], and the TTN Fair
Use Policy (maximum uplink airtime of 30 s per day) [14]. Even so, the scenario 20 m was
repeated with an interval time between messages of 10 min; as a result, the PDR obtained
was 97%. Clearly, the total message received is directly related to the TTN workload.
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Figure 10. SNR for the different test scenarios. On the x-axis, we find the SNR values within the
range [+3, +8] dB. On the y-axis, we find the number of messages received with each corresponding
SNR value.

Table 5. Packet delivery ratio in indoor environment.

Distance (m) Messages Sent Messages Received PDR (%)
5 300 231 77
7 300 230 76.67
20 300 239 79.6
20 (10 min) 300 291 97

The obtained results can be compared with the study in [21], which involved indoor
experiments conducted in a nine-story building at the National Research University. Ac-
cording to this study, for a one-floor distance (@868 MHz, SF = 7), the average RSSI was
—77.83 dBm, the SNR was 9.55 dB and the PDR was 99.8%.
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4.3. Point-to-Point Communication

In order to evaluate the feasibility of the raw-LoRa connection in a non-controlled
scenario, a sensor node (station) was placed in an urban area near Binissalem, a village
of Mallorca (Spain), while another sensor node (rover) was located at different places and
distances. The station node was activated to constantly transmit messages every 5 min at
14 dBm using raw-LoRa. The payload of the message was formed by an increasing counter
to measure how many consecutive messages could be received at the rover node location.
Figure 11 shows the position of the station node (blue point) and the different places for
the rover node. The initial rover position was in another city (Inca), 7 km away from the
station node.

The rover node moved from the initial point to places closer to the station node. In
each location, the rover node was left 30 min to receive messages from the station node.
Considering the number of consecutive messages received, the different positions were
classified into three types: good quality (green), limited coverage (yellow) and out of
coverage (red). From results reported in Figure 11, the distance raw_LoRa communication
between nodes can be considered acceptable in the range of 1 and 2.5 km, considering urban
environments and the specific hardware selected. This result aligns closely with the analysis
presented in [12] by X. Zhang et al., where the authors concluded that the point-to-point
communication range of LoRa is around 1km under complex environmental conditions.

[ o reception

[ intermitent reception. .
Coverage limit

2 [ Comstent reception.
Good quality of signal

[ station node

Figure 11. Experimental coverage test in an urban area, performed between Inca and Binissalem
(Mallorca, Spain).

4.4. LoRaBUS Performance Analysis

Finally, the LoRaBUS proposal was tested by means of a performance analysis that in-
cluded the evaluation of the duration of node-management periods, the auto-configuration
of node discovery and transmission power management, as well as the sending of messages
from one end to the other of the created BUS topology network. In this performance test,
three nodes were deployed on the rooftops of various buildings at the University of the
Balearic Islands. The spatial distribution of these nodes is shown in Figure 12.

Once all nodes were installed in the designed location, the self-configuration stage was
initialised assuming stable (no alarm) state. This process involves the Neighbour’s Discov-
ering stage described in Section 3, after which the main node queried the monitored data
from the other nodes. Table 6 summarises the time increments, following the HH:MM:SS
format, required by all nodes considering the initial time as the instant of time where the
main node sends the first CONFIG message. These temporal references were extracted from
all transmitted and received messages, stored on SD cards at each node.
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Table 6. Most relevant timestamps of the workflow (timestamp format HH:MM:SS).

Main Node Sensor Final
Instant Description Node Node Node
Installing and placing the node 00:00:00 00:00:00 00:00:00
Sending the first CONFIG msg 00:02:01 00:02:13 00:02:15
Receiving the first CONFIG msg 00:02:14 00:02:07 00:02:13
Obtaining the nodelist 00:03:12 00:03:11 00:03:10
Sending DISCOVER for the 1st time 00:05:56 00:05:31 00:05:17
Obtaining its neighbour’s table 00:06:09 00:05:39 00:05:36

The main findings of the performance test are as follows:

The nodelist was correctly generated in various configurations and locations. All BUS
nodes successfully recognised which node identifier corresponds to the main, and
final node, and also which nodes are its neighbours. Furthermore, in some locations,
the final node directly received the CONFIG message from the main node. While this
message could have been interpreted as the nodelist, the final node correctly waited for
an alternative version and ultimately determined that the version forwarded by the
sensor node was the correct one.

The total time that elapsed from the moment the main node sent the initial CONFIG mes-
sage to the point where all three nodes had established the nodelist was approximately
1 min and 10 s (from 00:02:01 to 00:03:12).

The neighbours’ table of the main node and the sensor node included the identifiers of the
other two nodes. Additionally, the final node correctly registered the identifier of the
sensor node.

The time required to construct the neighbours’ table was approximately 8 s per node,
resulting in a total process duration of approximately 14 s.

Following the configuration phase, the main node initiated a request for monitored
data from the final node by sending a TOKEN message. The sensor node received this
message and forwarded it to the final node. In response, the final node transmitted
the monitored sensor data back to the main node, completing the process in 46 s. All
communications during this phase were conducted using the minimum transmission
power level.

Finally, the main node sent a TOKEN to the sensor node, and the response was received in
17 s. The total time required to collect data from both nodes was approximately 64 s.

Figure 12. Map example of different locations used for the network operation test in the campus.
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5. Conclusions

In this work, we presented a linear, LoRa-based Wireless Sensor Network approach
(LoRaBUS) designed for monitoring transmission power lines. This network aims to
provide a reliable communication system for electrical companies to monitor variables of
interest, such as weather conditions and early forest fire detection.

Related works in the literature include the study cited in [9], where the authors propose
a sensor network for monitoring overhead transmission line sag and temperature. How-
ever, their approach utilises a LoRa-Mesh topology, requiring a gateway with GSM/LTE
connectivity every 4 km. The proposed LoRaBUS approach requires only one gateway
on one side of the BUS, while the last node acts as a BUS termination. In the same sense,
the proposed LoRaBUS system was focused on overhead transmission lines which often
follow linear paths in remote areas where conventional communication technologies may
not be reliable. Additionally, these infrastructures are often difficult to access, necessitating
a system that is autonomous in terms of operation, maintenance and power supply. Ex-
perimental evaluations of the LoRa communication demonstrated that, with the selected
hardware, sensor nodes can be spaced up to 2.5 km apart in suburban areas. However, this
distance is highly dependent on the presence of obstacles between nodes. Furthermore, the
network prototype was used to assess the performance of the communication protocol.

The results show that LoRaBUS creates a self-configurable linear topology that is
advantageous for node-installation processes, node maintenance and node fault location.
The discovery process collects data from the neighbourhood to build the network and save
energy. Each node has enough information to be fault tolerant to nearby nodes and can
reconfigure the BUS topology by introducing changes in transmission parameters (increas-
ing transmission powers). The autonomous network configuration can be completed in
approximately 2 min. In addition, energy consumption is effectively reduced by 25% by
dynamically adjusting the transmission power based on the detected channel quality and
the distance to the nearest neighbour nodes.

Future work will involve studying the impact of distribution power lines on LoRa
communication, exploring other relevant low-power hardware prototypes to enhance
LoRaBUS autonomy, and evaluating the benefits of small solar panels with respect to
sustaining the system’s energy requirements.
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Abstract: Research into, and the usage of, Low-Power Wide-Area Networks (LPWANSs) has
increased significantly to support the ever-expanding requirements set by IoT applications.
Specifically, the usage of Long-Range Wide-Area Networks (LoRaWANSs) has increased,
due to the LPWAN’s robust physical layer, Long-Range (LoRa), modulation scheme, which
enables scalable, low-power consumption, long-range communication to IoT devices. The
LoRaWAN Medium Access Control (MAC) protocol is currently limited to only support
single-hop communication. This limits the coverage of a single gateway and increases the
power consumption of devices which are located at the edge of a gateway’s coverage range.
There is currently no standardised and commercialised multi-hop LoRa-based network,
and the field is experiencing ongoing research. In this work, we propose a complementary
network to LoRaWAN, which integrates mesh networking. An ns-3 simulation model
has been developed, and the proposed LoRaMesh network is simulated for a varying
number of scenarios. This research focuses on the design decisions needed to design a
LoRa-based mesh network which maintains the low-power consumption advantages that
LoRaWAN offers while ensuring that data packets are routed successfully to the gateway.
The results highlighted a significant increase in the packet delivery ratio in nodes located
far from a centralised gateway in a dense network. Nodes located further than 5.8 km from
a gateway’s packet delivery ratio were increased from an average of 40.2% to 73.78%. The
findings in this article validate the concept of a mesh-type LPWAN network based on the
LoRa physical layer and highlight the potential for future optimisation.

Keywords: LoRa; LoRaWAN] IoT; network; mesh; multi-hop; sensor networks; LPWAN;
ns-3

1. Introduction

There is a worldwide industry trend towards Industry 4.0, smart-cities, smart- agri-
culture, and a connected future. The main goals are to reduce operational costs by op-
timising resource consumption, reducing waste, and automating processes through the
use of a network of intelligent sensors and actuators in the Internet of Things (IoT) and
Machine to Machine (M2M) networks. To achieve this vision, Low Power Wide-Area
Networks (LPWANSs) have allowed nodes that require ultra-low power consumption, low
data throughput, low-cost, and deep coverage to be deployed in a variety of applications.

Amongst the various types of IoT-network, the IoT industry worldwide has taken
a keen interest in Long-Range Wide-Area Networks (LoRaWANSs) due to the LPWAN'’s
robust physical layer LoRa modulation scheme. LoORaWAN [1] appears particularly suitable
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for research applications due to (i) the open protocol, (ii) the availability and low cost of
hardware components, and (iii) the possibility of establishing small, stand-alone private
networks on unlicensed Industrial, Scientific, and Medical (ISM) frequency bands (US:
902-928 MHz, EU: 863-870 MHz). LoRaWAN is a protocol that defines the data-link and
network layer in the Open System Interconnection (OSI) model. The main advantages
of LoRa are the low cost of transceivers and gateways, the low power consumption and
high link budget of transceivers, and the ease of deployment attributable to the licence-free
sub-GHz ISM frequency bands usage of LoRa.

In a typical LoRaWAN, specified in [2], nodes transmit messages based on a pure-
Aloha Medium Access Control (MAC) protocol, followed by opening two reception slots to
receive acknowledge messages from the gateway (if an acknowledgement was requested
by the node), or possibly down-link messages. In this up-link-centric network, with no
collision avoidance, the network suffers from significant packet loss (or re-transmissions in
the case of packet acknowledgement) in high-node-density networks.

In this paper, we propose a novel mesh-network based on the LoRa physical layer and
compare it to a traditional LoRaWAN implementation. We have developed a simulation
model in ns-3 that simulates the behaviour of the proposed mesh-network based on LoRa
in an accurate way and use it to simulate comparable results to LoRaWAN.

2. Contributions
The primary contributions of the work in this publication are as follows:

*  Anovel rule-based LoORaWAN-derived LoRa mesh networking protocol to serve as a
complimentary network technology to the industry standard LoRaWAN. This includes
a proposal for a beacon frame flooding approach to integrate time synchronisation in
the multi-hop network.

* An ns-3 model to simulate and compare a multi-hop LoRa network vs. a single-
hop LoRaWAN.

¢ Improvements have been made to the standard LoRaWAN NS3 simulation model
to improve the power consumption simulation model to support the modelling of
various transmission power strengths.

3. LoRaWAN Overview

This section briefly introduces LoRaWAN and covers the LoRa physical layer, LoRa
Channel Activity Detection, the LoRaWAN MAC layer, and adaptive data rate mechanisms
implemented in LoRaWAN.

3.1. LoRa Physical Layer

LoRa modulation is Semtech’s (Camarillo, CA, USA) proprietary Chirp Spread Spec-
trum (CSS) technology. Since the operational principles of LoRa modulation have been
covered extensively in the literature [3-5], we will only focus on the influence of the trans-
mission parameters on the effective bit rate of the modulation, its resistance to interference
noise, power consumption, and its link-budget. The key transmission parameters that
nodes can control are the transmission frequency channel (F.), the bandwidth (BW), the
spreading factor (SF), the coding rate (CR), and the transmission power (Pry).

LoRa transmissions can be modulated by selecting an SF between SF7 and SF12. An
increment in the selected SF increments the receiver’s sensitivity, thereby increasing the
link-budget. However, this also increases the time-on-air (ToA) of a packet, which increases
power consumption and collision probability and decreases the data rate and throughput
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of a node. LoRa transmissions using different SF’s are semi-orthogonal to each other; thus,
networks can utilise SF variation to increase its capacity.

The centre frequency (F;) is the carrier frequency used to modulate LoRa packets.
Packets sent between nodes and gateways can be spread out on different centre frequen-
cies/frequency channels. Nodes need to adhere to the maximum transmit duty cycle
relative to the sub-band used and local regulations. In [2], the LoRa Alliance, the non-
profit association responsible for the LoRaWAN standard, specifies that LoRaWAN devices
should select a frequency channel pseudo-randomly, increasing frequency diversity and
thereby increasing the interference robustness.

BW specifies the range of frequencies around the F; used for transmitting, thereby
indirectly specifying the rate of change in the frequency of the chirp. A higher BW translates
to a higher data rate and a lower receiver sensitivity (i.e., a lower link budget). LoRaWAN
messages are typically transmitted with a BW of either 125 kHz or 250 kHz, depending on
the selected datarate. Lastly, LoRa packets are transmitted at a specific CR, which specifies
the Forward Error Correction (FEC) rate. Increasing the CR increases the packet size,
and consequently increases the ToA. However, it also decreases the packet’s susceptibility
to burst noise, which decreased the Packet Error Ratio (PER) (percentage of transmitted
messages incorrectly received by the receiver).

Selecting the correct transmission parameters is important, as the ToA impacts the
node’s throughput due to the duty cycle limitations implemented in the ISM band. In
Europe, duty cycles are regulated by Section 4.3.3 of the ETSI EN300.220 standard [6]. This
standard defines the following sub-bands and their prescribed duty cycles:

e 863.0-868.0MHz: 1%
e 868.0-868.6 MHz: 1%
e 868.7-869.2 MHz: 0.1%
e 869.4-869.65 MHz: 10%
e 869.7-870.0MHz: 1%

3.2. LoRa Channel Activity Detector

LoRa Channel Activity Detection (CAD) is a mechanism implemented in the LoRa
transceiver to detect activity on the channel before transmission. LoRa CAD does not use the
traditional Received Signal Strength Indicator (RSSI) approach of channel activity detection
implemented in other transceivers, as LoRa transceivers can demodulate transmissions
below the noise floor.

The LoRa CAD mechanism requests the transceiver to attempt to capture preamble
symbols on a specified frequency and with specific SF/BW settings. The LoRA radio
post-processes the received signal and checks for a correlation between the transceiver’s
captured data and an ideal preamble waveform [7]. This CAD method allows LoRa CAD
to differentiate between random noise and a LoRa signal. If a preamble is detected, the
transceiver will switch to Rx mode and receive the payload. The time (Rxy;;), in seconds,
that the LoRa radio receiver should be active can be calculated according to Equation (1) [8],
with the SF, BW, and CR settings corresponding to the settings used to setup the CAD
mechanism. It is also possible for the transceiver to detect the RSSI of the detected pre-
amble message. LoRa CAD relies on detecting whether or not a preamble is currently
being transmitted, and cannot detect channel activity when the payload of a message is
being transmitted.

thime = Thow (1)
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The LoRa CAD mechanism is used as a key mechanism in the proposed LoRaWAN
relay specification [9], which allows a relay node to periodically scan whether or not a child
node requires a packet to be forwarded to a gateway. The proposed multi-hop network
protocol in this research relies on Real-Time Clock (RTC) synchronisation in the network
to ensure that relay nodes are in receive mode when a child node requires a packet to
be forwarded.

3.3. LoRa and LoRaWAN MAC

The LoRaWAN topology consists of nodes, gateways, and a network server configured
in a star-of-star network. Gateways have both a multi-channel LoRa transceiver, as well as
some form of traditional IP-based (e.g., Fibre, LTE, 5G, etc.) interface. Figure 1 provides
an overview of a LoORaWAN. Nodes utilise the LoRa physical layer to relay packets, while
the gateways utilise a traditional IP-based back-end network to connect to the network
server. The LoRaWAN gateways are designed to receive LoRa packets from a large number
of nodes as they offer eight parallel demodulation paths for LoRa messages on different
SFs and frequency channels.

Messages are relayed from the nodes, through the gateways to the network server.
The network server is responsible for decoding packets sent by the nodes, generating
the packets that should be sent back to the devices, and serving as an interface to the
application and join server.
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Figure 1. LoRaWAN topology.

Devices in a LoRaWAN adhere to a contention-based MAC protocol similar to a pure-
Aloha MAC protocol. In [10], an up-link-only LoRaWAN is compared to the performance
of a pure-Aloha network. The authors found that through the capture effect, the LoRaWAN
outperformed a pure-Aloha network. The capture effect is a radio-level feature whereby,
when two concurrently transmitting nodes are utilising the same medium, the node with
the stronger received signal strength at the receiver’s packet will be decoded successfully,
and the lower signal strength packet will be detected as noise. The difference in received
signal strength can be relatively small; however, when the difference is too small, the
receiver will keep switching between the two signals. This translates in the receiver not
being able to decode either transmission. As LoRa is a form of frequency modulation, it
exhibits the capture effect. This effect allows the effective throughput of a network to be
increased substantially, as not all packet collisions will result in packet loss.

Three classes of nodes are specified in the LoRaWAN standard [2]. Class A devices are
typically implemented in most power-constraint up-link-focused nodes. This class offers
bi-directional communication, where each up-link transmission by a node is followed by
two short down-link receive windows. Class B nodes extend the functionality of Class
A devices, with scheduled reception slots. Class C devices are continuously in reception
mode, except when transmitting. Both Class B and C sacrifice power consumption for
improved down-link latency.
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To extend the above-mentioned Class A device type, various research articles [11-13]
have proposed a slotted ALOHA MAC protocol to improve the performance of the network.
The additional complication of time-slotted coordination provides additional challenges in
LoRa nodes and renders the implementation impractical in some use cases where precision
timekeeping is not possible. However, in most cases, nodes follow a periodic cycle, where
nodes stay in Ultra-Low Power (ULP) mode until measurements are required, upon which
a node samples a sensor and reports the data. In these types of applications, a Real-Time
Clock (RTC) is typically available for precise time keeping, which would allow the use
of slotted ALOHA. LoRaWAN gateways can receive accurate timings via an IP-based
network; however, gateways embedded with a GPS module will provide the most accurate
timing for slotted ALOHA. In a typical slotted ALOHA MAC protocol, the nodes rely on
beacon frames sent by the gateway to synchronise the start of the current frame period,
with n being the number of slots following the frame start [12].

The authors in [11] proposed a slotted ALOHA protocol, with periodic time- synchro-
nisation based on the ACK message received in the down-link slot of an acknowledged
up-link message. The proposed solution was implemented in the application layer, with
no modification on either the node’s gateway’s, or network server’s LoRaWAN stack. The
maximum timing uncertainty measured for the unmodified LoRaWAN stack was 15 ms.

3.4. LoRaWAN Adaptive Data Rate

The LoRaWAN protocol offers an Adaptive Data Rate (ADR) mechanism, which
allows optimisation of the power consumption, throughput, and performance of nodes in
the network by adapting the transmission parameters of the devices. Several studies have
been conducted that aim to improve the standard LoORaWAN ADR mechanism proposed
by Semtech in [14].

The power consumption of a LoRa transmission is indirectly proportional to its BW
and CR, and directly proportional to its selected SF, packet size, and transmission power.
In a typical homogeneous network, the CR, BW, and packet size are kept fixed, similar
to what is specified by LoRaWAN [2]. The energy required to transmit a packet will
depend on the time-on-air (ToA) and the transmission power. Based on Equation (2),
increasing the SF by one halves the data rate of a transmission (thereby doubling the
ToA). Based on the information provided in [7], increasing the SF only increases the RF
sensitivity of the receiver by between one and two dBm. The transmission power can be
adapted between 0 and 14 dBm, which only increases the power consumption by a factor
of 1.88. Therefore, due to the quadratic nature of the SF’s effect on a packet’s ToA, it is
always preferred to adjust the transmission power up to the legally allowed limit, before
considering increasing the SF.

BW
DataRate = 53F x CR 2)

A LoRaWAN node can set the ADR bit in an up-link transmission, indicating to the
network server that it is in a stable radio channel attenuation environment and is open to
adapting its transmission parameters. The LoRaWAN will respond in a down-link message
whether it is able to send ADR commands or not. The network server is now able to
send ADR requests through MAC commands which form part of the LoRaWAN frame, to
which nodes will respond to in future up-link-frames with MAC commands which contain
link-adaptive data-rate answers. Nodes are free to disable ADR control at any time if they
detect or anticipate unstable/worse radio channel attenuation conditions.
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Research in the field of ADR mechanisms is extensive and includes topics such as
enhanced ADR for LoRaWANSs with mobility [15] and extending the performance of LoRa
by suitable spreading factor allocation [16]. Implementing an optimised ADR mechanism
is beyond the scope of this research article; thus, we used the industry standard rule-based
LoRaWAN ADR mechanism proposed in [14].

4. Current Research

Several recent research publications have suggested LoRa-based multi-hop routing
topologies for LPWAN applications to further extend the capabilities of these networks.
They typically focus on improving aspects such as power consumption, coverage, and
scalability. This section only covers a small overview of the current research in the field
of multi-hop LoRa; however, a more comprehensive overview of the current research
can be found in [17]. Furthermore, the authors in [18] provide an overview of the latest
studies, based on four main categories: energy-awareness, concurrent access and duty-cycle
regulations, routing protocol, and security.

“LoRa for the Internet of Things” [12] was the first published research paper to propose
a multi-hop LoRa network. The authors proposed LoRaBlink, which was designed for
reliable and energy-efficient multi-hop LPWAN communication. In this study, devices
transmitted up-link packets in a staggered, slotted pattern to minimise power consumption
and packet collisions. A flooding approach was used to organise the network routing.
Six nodes and a gateway were deployed in an urban environment, and a packet delivery
ratio of 80% was measured throughout the test. This was an improvement over a standard
LoRaWAN, as some of the nodes were not able to reach the gateway through a single-hop
up-link transmission.

In [19], the authors proposed a novel low-cost, peer-to-peer, multi-hop, and gateway-
free LoRa-based mesh LPWAN. The research article proposed moving away from gateways
as the central role as concentrators and rather relying on a peer-to-peer-based network. The
advantages of such a network are the improved security, as no information needs to be
relayed through a network server, and improved performance, as no fixed central gateway
is required (for example, in the case of first responders in a remote location).

The authors in [20] proposed a novel gateway-centric mesh routing topology and
simulated the performance in an OMNET++ simulation model. The research specifically
focused on the packet delivery latency and packet delivery ratio. Nodes are assumed to
be in Rx mode continuously and transmit in a pure ALOHA fashion. All devices in the
network are assumed to be using the same spreading factor, and the routing model is
optimised to minimise path loss between nodes. The simulation model showed a >98%
packet delivery ratio for a network containing 40 nodes with a single gateway.

The authors of [21] assessed a Distance-Ring Exponential Stations Generator (DRESG)
where nodes in a multi-hop network are assigned to a ring, based on the distance to the
central gateway. The study considers three routing topologies and evaluates each topology
based on the complete network’s energy efficiency and the node load balance amongst all
the nodes in the network. The three topologies considered were a single-hop, where nodes
transmit directly to the gateway, a next-ring hop, where nodes transmit directly to their
parent node in the adjacent ring closer to the gateway, and an optimal-hop routing, where
nodes transmit relay messages to a ring to minimise bottleneck nodes.

The authors created a Matlab-based simulation model of the proposed routing schemes,
with a layer of abstraction where various low-power sub-GHz transceiver models can be
used, including LoRa. Each node in the network generates a data payload with a fixed size
and fixed packet header. Static routing and negligible idle, sleeping, and microprocessor
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currents are assumed. A basic Time-Division Multiple Access (TDMA) MAC protocol was
used to enable slotted communications between children nodes and parent nodes. The
simulation model used an 802.11 ah pic/hot zone deployment path loss model, as defined
in [22]. Data aggregation was used per ring, where data received from the children nodes
were combined with the routing node’s own data.

The routing results highlight the high power consumption of nodes furthest from
a gateway in a single-hop network, due to the high transmission power required. As
expected, the nodes in a next-ring hop network topology closest to the gateway showed
the highest power consumption due to payload aggregation. Optimal-hop routing showed
the best distribution of power consumption among the nodes, minimising bottlenecks in
the network. A 96% reduction in power consumption was observed in nodes far from
the gateway.

Meshtastic [23,24] is a LoRa-based mesh ad hoc networking standard aimed at peer-to-
peer communication for long-range off-grid communication without a centralised gateway.
Meshtastic adopts Carrier-Sense Multiple Access with Collision Avoidance (CSMA /CA)
and uses flooding for multi-hop messaging. The focus of the Meshtastic research is more
aimed at ad hoc P2P mesh networks, compared to the gateway-centric approach in this
research. However, the Meshtastic research is ongoing and supports the argument for the
research and development of a mesh-based LoRa network.

The LoRa Alliance proposed a multi-hop strategy which could be used to enable add-
hoc multi-hop networking, based on the existing LoRaWAN protocol, which is outlined
in [9]. The proposed solution relies on Wake On Radio (WOR) frames to keep relay nodes
in a low-power state for the majority of the time and only scan the channel periodically to
detect any nodes which need to relay packets. This mechanism relies on the LoRa channel
activity detector discussed in Section 3.2. The efficacy of the proposed solution has not yet
been proven through simulations or empirical testing for large-scale deployments.

Similar to [9], the research in [25] also proposes a multi-hop LoRa network, which
is based on extended LoRa preambles and LoRa CAD. The authors provided a discrete-
event cross-layer simulator based on LoRaEnergySim [26] and validated the results with
a real-world test bench. The focus of the proposed multi-hop LoRa protocol is energy
efficiency in a small-scale deployment. Based on the described low-node-count and low-
throughput use case, the asynchronous protocol is perfect, as no overhead is needed for the
synchronization mechanisms.

The authors of [27] investigated the Optimizing Link-State Routing Based on Load
Balancing (LB-OLSR) protocol as an approach for constructing LoRa distributed two-hop
networks. The network relies on Multipoint Relay (MPR) nodes to forward messages from
end-nodes to the central gateway. The study relies on a simulation model to validate the
proposed mechanism. Although the work focuses on optimizing the construction of a LoRa
distributed two-hop network, limited details are provided on the implementation of such a
network in an LPWAN context.

Another load balancing routing optimisation algorithm is proposed in [28]. The
researchers used a UCB1 multi-armed bandit reinforcement-learning-based routing mech-
anism for multi-hop networks. The authors set up a reward function to balance fairness
(evenly spread energy consumption among relay nodes), reliability (prioritize choosing
paths with the smallest path-loss), and route length (minimize latency). The network was
simulated in LoRaEnergySim, and the results showed an improvement, compared to a
random route selection approach, in energy consumption, package delivery ratio, latency,
and the number of hops. The research is promising; however, the model is currently limited
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to a single data rate, and there is no discussion regarding packet scheduling to reduce
power consumption.

5. Proposed Approach: LoRaMesh

For the purpose of this research article, we developed LoRaMesh, a novel LoRa-based
multi-hop network protocol. The proposed network protocol is based upon LoRaWAN
with changes and additions made to the packet headers and transmission scheduling, and
additional reception windows. The right-hand side of Figure 2 provides an overview of the
proposed mesh network. Nodes in the network can either act as up-link-only nodes (as
illustrated by nodes 3, 5, and 6 in the figure), or have the additional functionality of being
a relay node (as illustrated by nodes 1, 2, and 4 in the figure). Relay nodes receive LoRa
packets from their assigned child nodes, queue the data in a buffer, and re-transmit the
collected data, forwarding it to the next relay node or the gateway, if within reach. Relay
nodes, as opposed to gateways, are single-channel devices and are mostly power-constraint.
This research article will focus only on the up-link performance of the network; however,
down-link messages could potentially be implemented in future work.

Mesh network overview

Synchronization

Up-link

Beacon Frame  Node's Uplink transmission ~ Node's Retransmission of
its child node's packets

Figure 2. Real-Time Clock (RTC) synchronisation and up-link messages overview.

5.1. LoRa-Mesh MAC

Nodes in the LoRaMesh topology will follow a TDMA protocol. Figure 2 provides an
overview of the Real-Time Clock (RTC) synchronisation and up-link procedures followed in
the network. The network in Figure 2 consists of six nodes with a maximum of three hops,
the overview of which can be seen on the right-hand side of the figure. The following two
sections will provide an overview of the RTC synchronisation and the up-link transmissions.

5.1.1. Real-Time Clock (RTC) Synchronisation in the Network

The LoRa mesh network topology requires strict transmission and reception schedul-
ing to minimise the guard time required before each reception window is opened. This
minimises the time each repeating node spends in standby mode, waiting for a child node
to transmit, and minimises packet collisions due to timing issues. To achieve these stringent
timing requirements, a network synchronisation method is proposed.

Out-of-band time synchronisation is a technique where timing information is dissemi-
nated on a channel other than what is used for data traffic. Common technologies employed
in IoT technologies include using a Global Navigation Satellite System (GNSS) (e.g., GPS,
BDS, Galileo, ect.), radio-controlled clocks (e.g., DCF77), or an FM radio data broadcasting
systems (e.g., FM-RDS) [29]. Each of these technologies comes with its drawbacks, such as
coverage and availability, and most importantly, requires specialised electronic components
to be added to the bill of material.
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Power consumption is also a major factor to consider when using GNSS as a synchro-
nisation system, as most applications keep the receiver off until a position/timing update is
required to minimise idle power consumption. When attempting to acquire and lock onto
the satellite signal, the navigation message data rate is low (50 bits/s), hence the receiver
must be powered on for several seconds to receive the broadcast data (typically 28 s or
longer), which can have a significant impact on power-constrained LPWAN devices. Due
to the above-mentioned drawbacks, we propose the use of an in-band time synchronisation
technique in this study. The LoRa Alliance have also proposed an in-band timing synchro-
nisation method for single-hop nodes in [30], where timing information is requested by
nodes from the gateway in a periodic method.

We propose the use of a simple, periodic, flooding-based, beacon frame timing dis-
semination. The gateway is responsible for the initialisation of the beacon frame flooding;
therefore, it requires access to accurate timing information. Possible sources include an
IP-based network or a GNSS radio receiver. The gateway should capture the current
time-stamp immediately before transmitting the timing beacon frame. Emphasis should
be placed on the gateway’s firmware to minimise the processing delay between the time
capture and the beacon transmission.

A new timing synchronisation update is initialised by a gateway transmitting a single
beacon timing frame. This single beacon frame, transmitted by the gateway;, is received
by all the nodes in the network which are assigned to the first hop. These nodes then re-
transmit the beacon frame based on whether or not they have any child nodes assigned to
them (it is assumed that the routing structure of the network is known at this point, and this
topic will be discussed further in Section 5.2). This prevents unnecessary re-transmission
of the beacon frame if no child nodes are assigned to the node, thereby reducing the power
consumption of the timing synchronisation update and minimising the risk of collisions
between re-transmitted beacon frames. Nodes in the next hop then re-transmit the beacon
frame based on the same criteria. The re-transmission of the beacon frame by the routing
nodes is continued until all the nodes have re-transmitted the packet to their assigned
child nodes, or the network’s max number of hops (a network configuration parameter)
has been reached.

In networks with a high node density, the re-transmission of these beacon frames
can potentially lead to packet collisions, which could lead to nodes not receiving the
beacon frames. To minimise the possible packet collisions, we propose the following three
techniques to minimise the beacon-frame packet collision, and evaluate the efficacy with a
simulation model:

®  Re-transmissions: Beacon frames are re-transmitted three times sequentially by each
relay node to improve the probability that child nodes receive the beacon frame
successfully. The gateway only transmits a beacon frame once, as the probability of a
packet collision is low since no nodes are scheduled to transmit during this time slot.

*  Frequency diversity: Re-transmissions of the beacon frames occur on a randomly
assigned frequency channel. With the increase in the number of channels available for
transmissions, the probability of a packet collision is reduced. Nodes in the first hop
are set to receive beacon frames on 868.1 MHz, and the gateways only transmit the
beacon frame on this specific frequency. The nodes in the first hop then re-transmit
the beacon frame once on each of the standard LoRa channels (868.1 MHz, 868.3 MHz,
868.5 MHz) and each of the child nodes are set to only receive a beacon frame on a
specific frequency channel.

¢  Time diversity: Re-transmitted beacon frames are re-transmitted with a randomly
selected time-offset. This time-offset is transmitted as part of the beacon frame header,
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% of beacon frames received

to allow the nodes to successfully calculate the beacon frame start time. Including this
time diversity minimises the probability of packet collisions.

We performed a simulation using a varying number of nodes to determine the effec-
tiveness of different beacon frame dissemination methods. The nodes were distributed
uniformly within a 5 km radius from a single gateway, and all nodes were within 2 hops
from the gateway. The simulations were conducted for ten different randomly generated
node location distributions and ten beacon frame dissemination routines were performed
per distribution. The configured simulation setup is deemed sufficient to converge reliably
to an accurate result. The results of the simulation can be seen in Figure 3. From the
simulation results, it is clear that time diversity in the re-transmission of the beacon frame
messages increased the beacon frame distribution to greater than 99%. The results also
showed a minimal increase in the beacon frame distribution when all the beacon frames
were re-transmitted three times. The minimal advantage of re-transmission of the beacon
frames will need to be considered against the additional time required for a single beacon-
frame distribution routine and the additional power consumption requirements. For the
remainder of this research article, the reader can assume that a beacon frame dissemination
method, with time diversity and re-transmissions and without frequency diversity, has
been used to ensure the best possible packet delivery ratio.

Nodes recalculate the start of a new beacon frame dissemination process, Beacon
Frame start time (BFs,t) according to Equation (1), where the Beacon Frame packet du-
ration (BF;;,,.) represents the total time required to transmit a beacon frame (a network
configuration parameter), Total Delay is the total amount of time delay added by the multi-
ple time delays (this information is transmitted the message content of the beacon frame),
which were added to add time diversity, and CurrentTime is the node’s RTC.

BFstart = CurrentTime — BFyjy,, x HopNo — TotalDelay 3)

Time diverse beacon frame dissemination: Beacon frame dissemination, without time diversity:
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Figure 3. Beacon frame dissemination proposed methods performance. (a) Time diverse beacon frame
dissemination performance. (b) Beacon frame dissemination without time diversity performance.

5.1.2. Up-Link Scheduling Procedure

The up-link procedure in the research is a rule-based approach, with a fixed up-link
schedule. The up-link schedule is determined at the network start. In this approach,
we assume the routing mechanism as a global view of the path loss between all nodes
in the network. The routing mechanism and proposed routing information distribution
mechanism will be discussed in Sections 5.2 and 5.3, accordingly.

All child nodes are assigned an up-link time slot, with the aim of decreasing the packet
collision probability. The duration of the up-link time slot is based on the slowest DR and
maximum packet size transmitted in the network. This time slot duration is kept fixed.
The total up-link time will be determined by the network server and will depend on the
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max allowed child-nodes per parent routing node, the transmission slot duration, and the
maximum number of hops in the network. The total up-link time will limit the throughput
and up-link latency of the network. Minimising the total up-link time should be one of the
major priorities of the routing and transmission parameter selection mechanisms.

Two children nodes from two different parent nodes will be allowed to transmit simul-
taneously, as we rely on spatial diversity, frequency diversity, semi-orthogonal spreading
factors, and the capture effect to minimise the packet loss probability.

The up-link time slot assignment mechanism first assigns a transmission time slot to
edge nodes, which are assigned to the furthest transmission hop in the network. Nodes
are assigned time slots to allow sequential transmissions to their respective parent node.
See the pseudo code Algorithm 1 for an overview of the procedure. The parent node
schedules a reception window at the selected up-link time, with the predetermined SF and
centre frequency.

Algorithm 1 Algorithm for assigning up-link slots for edge nodes

nodes[]= index(of all nodes in the network)
for i = 0 to nodes.length do
if (nodes[i]. HopNumber == MaxHopNo) then
nodesli].TxSlotTime = SlotDuration x nodes[i].parent. NoRxSlots
nodes|i].parent.appendRxSlot(nodes[i].TxSlotTime)
end if
end for

Nodes that are assigned to any number of transmission hops, other than the maximum
amount, follow Algorithm 2’s up-link time-slot assignment mechanism. This is similar to
Algorithm 1, with the addition of adding a mechanism to re-transmit the received packets.
It is important to note that an additional delay is required between the transmission of
packets to adhere to the duty-cycle limitations of the ISM band.

Algorithm 2 Algorithm for assigning up-link slots for relay nodes

nodes[]= index(of all nodes in the network)
for i = 0 to nodes.length do
if (nodes[i|.HopNumber == CurrentHopNo) then
nodesli].TxSlotTime = SlotDuration x nodes[i].parent. NoRxSlots
nodes|i].parent.appendRxSlot(nodes[i].TxSlotTime)
for i = 0 to nodes.childNodes.length do
nodes[i].ReTxSlotTime = nodes[i].TxSlotTime + SlotDuration x 100 % (i 4+ 1)
nodes[i|.parent.appendRxSlot(nodes[i].ReTxSlotTime)
end for
end if
end for

In addition to the up-link time-slot algorithms defined above, the up-link frequency,
up-link slot time and duration, up-link DR, transmitter location, and receiver location
are logged per transmission in the network. This information is used in the in multi-hop
parameter selection mechanism, described in Section 5.4, to optimise the performance of
the network.

5.2. Routing Method

The current routing method implemented in the NS3 simulation model assumes a
global overview of the node locations. The objective of the routing helper is to minimise
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the number of hops in the network, minimise bottleneck nodes, and minimise the path loss
between the child and the parent node.

To achieve this, the path loss between the GW and all nodes are calculated. All nodes
that are able to reach the GW with a single transmission hop are assigned to the hop number
0. Thereafter, the path loss between all nodes without a parent node and the nodes in hop
number 0 is calculated. All nodes that are able to reach these relay nodes with a single
transmission hop are assigned to hop number one. This routine is continued until all nodes
have been covered, or until the maximum number of hops has been reached. The criteria
for whether a node or a GW can be considered is based on the path-loss Equation (4). In
Equation (4), Pr, refers to the node’s transmission (kept at maximum when attempting to
set up node routing), PL;p represents the path losses between the node and possible parent
node, RxSensitivityp is the receiver sensitivity at the selected SF, and LinkBudget Margin g
is a user-defined option, which will ensure that there is some margin for the transmissions
between the node and possible parent node.

Pr, — PLg > RxSensitivity,g + LinkBudget Margingg 4)

Figure 4a,b present a visualisation of two different routing topologies in which a
network with identical node locations can be configured. The difference in the two networks
is down to the LinkBudget Marginp selected. An increment in the LinkBudget Marginp
increases the number of hops, as it decreases the transmission range of a node.

Meters

uuuuu

(a) Two-hop network (b) Five-hop network
Figure 4. Simulation of two different layout networks.

To minimise the bottlenecks at relay nodes and the path loss between the child and
the parent nodes, the child node’s parent choice is based on the routine shown in Figure 5.
Since this is a sequential routing assignment algorithm, it can lead to non-optimal routing
solutions. This is a complex optimisation problem which should be addressed through
continuous research.

The following are three variations of the proposed parent node selection routines
discussed in Figure 5, which could possibly be implemented as rule-based solutions:

¢ Nodes attempt to select the closest parent node to them while attempting to minimise
bottlenecks at parent nodes.

¢ Nodes attempt to select the parent node which is the closest to the gateway while
attempting to minimise bottlenecks at parent nodes.

*  Nodes randomly select a parent node within their allowed link-budget to them, while
attempting to minimise bottlenecks at parent nodes.
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To determine the optimal parent node selection to be used in the multi-hop network,
we simulated the three different approaches in the ns-3 simulation model. The varying
number of nodes have been evenly distributed in a 6.5 km radius around a gateway. Nodes
transmit 10-byte messages every 600 s for a total of 10 transmissions. The simulation
results shown in Figure 6 demonstrated no drastic changes in the power consumption
of nodes in the network due to the parent node selection method. Selecting the closest
parent node, while attempting to minimise bottlenecks at parent nodes, showed the lowest
median power consumption; hence, throughout the rest of the simulations, this method
will be used.

Uninitialized Node

Determine possible
parent nodes based
on received power

Set the only possible

No. of possible parent node as parent

parent nodes

node
Sort the possible
parent node list )
based on path loss in
decending order < Bottle neck
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. Only one -
Calculate the diffirence possible parent Select possible
between the number of nodes parent node
child nodes of the with the least
nodes with the least amount of path
path loss loss
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node with the least path
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Figure 5. Parent node selection.
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Figure 6. LoRaMesh parent node selection’s impact on power consumption. (a) Closest parent node
selected (with bottleneck prevention). (b) Furthest parent node selected (with bottleneck prevention).
(c) Random parent node selection (with bottleneck prevention).
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5.3. Routing Information Dissemination

In this research article, we only evaluated a basic routing topology, with limited
optimisation regarding the routing of nodes in the network. Nodes are assumed to have a
fixed routing at the network start time, based on the routing method discussed in Section 5.2.
The following theoretical network routing process is proposed, which could potentially be
deployed in a realistic scenario to set up the network’s routing and transmission schedule:

*  Allnew nodes in the network shall start in reception mode, waiting for a beacon frame.

¢  The gateways in the network transmit a beacon frame (with maximum transmission
power and SF to reach as many devices in a single hop as possible).

e Allnodes within the reception range of the gateway range receive the beacon frame
and log the Received Signal Strength Indication (RSSI) of the beacon frame.

®  The nodes that received the beacon frame are assigned as single-hop nodes, with the
possibility of serving as a routing node as well. All other nodes in the network will
need to follow a multi-hop up-link route.

®  Multi-hop nodes transmit their device address three times, with random offset times.

e All single-hop nodes receive these messages and compile a list of child nodes and
their respective RSSIs between the child—parent node.

*  Single-hop nodes transmit these compiled lists to the gateways in the network.

¢ The gateways forward the information to a network server, which assigns child
nodes to parent nodes to evenly distribute the load on parent nodes to prevent bot-
tleneck nodes (a more optimised solution is possible, but is beyond the scope of the
current research).

e The gateways transmit the multi-hop device’s parent nodes to them, along with their
upload slot assignments, via the routing nodes.

e The process where multi-hop nodes without parent nodes transmit their device ad-
dress, transmit the path-loss between each child /parent node to the network server,
and distribute the routing information is repeated for a fixed number of cycles, de-
pending on the network’s maximum number of hops.

Once all nodes have been assigned either to a gateway or a parent routing node,
devices can start to upload data in their assigned upload slot.

This proposed network routing setup procedure requires significant transmission
overhead as routing cannot be solved on a child—parent node level, resulting in additional
network congestion and power consumption. Furthermore, mobile sensor networks require
a self-adaptive multi-hop structure rather than a fixed, precomputed network layout.
Future work should focus on adaptive routing mechanisms to handle dynamic topologies
with a solution that could resolve routing at the node level.

5.4. Multi-Hop Parameter Selection

Quality of Service (QoS) remains the highest priority in the LoRaMesh network. To
achieve this goal, in a multi-hop network the priority of a Multi-Hop Parameter Selection
(MHPS) mechanism should be to limit packet collisions, while maximising throughput
and minimising power consumption. In the proposed multi-hop network, this mechanism
optimises the following transmission parameters: the spreading factor, bandwidth, code
rate, and carrier frequency. The MHPS does not qualify as an ADR mechanism, as it does
not adapt dynamically based on network conditions.

As all nodes in the network need to adhere to the duty cycle limitations of the 868 MHz
ISM band, we limit the SF selection in the network to 7, 8, and 9, as this will keep the
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max transmission time slot to 500 ms and allow transmissions with a max packet size of 76
bytes.

The centre frequency choice for the LoRaMesh model in this study is limited to
only 868.1 MHz, 868.3 MHz, and 868.5 MHz, as these are the centre frequencies which are
required by all LoORaWAN devices, thereby ensuring compatibility with existing hardware.

The MHPS mechanism suggested in this paper is a static rule-based approach and is
only implemented to improve the performance of the network as a proof of concept.

During the network setup phase, the information related to all scheduled transmissions
of a single up-link transmission window is logged. The MHPS mechanism iterates through
all the transmissions and investigates possible packet collisions. The MHPS flags a possible
packet as a collision whenever the following occur:

e The timing of the two transmissions overlaps;

e The same centre frequency is used by both transmissions;

e  The same SF is used by both transmissions;

e The two receiver locations are within D,j;sio;, km proximity to another.

Whenever a packet collision is detected, the MHPS mechanism will attempt to alter the
centre frequency and restart the packet collision detection until all listed centre frequencies
have been tested. If a packet collision is unavoidable by a centre frequency change, the
MHPS mechanism will postpone the transmission by one time slot length and restart the
packet collision detection. If a packet collision is still present, the MHPS mechanism will
postpone the transmission until no transmission collision is detected or the transmission
has been postponed by a max of five time slots. If a collision is unavoidable, the MHPS
mechanism will randomly assign a time slot delay and centre frequency.

LoRa CAD is a solution, described in Section 3.2, that could possibly allow devices
to automatically adjust their respective transmission slots (after updating their respective
parent Rx time slot). This solution is recommended for a setup where the TDMA scheduler
does not have an overview of the network (which is assumed in our simulation model) and
reinforcement learning is used to optimise the network performance.

5.5. Power Consumption

In a Class A LoRaWAN, the power consumption of a node can easily be calculated by
Etot = Estoy + ETx + ERx, where Ery is the energy required for the transmission of a packet,
ERy is the energy required to open two receive windows, and Egy, is the energy consumed
during standby. In a multi-hop mesh network, it is important to determine the additional
power consumption required by mesh nodes. The total energy (E7,) in Joules per up-link
transmission cycle is calculated by Equation (5). Where:
*  Egpy energy consumed during standby;
®  Epencon: energy required for the reception and possible re-transmission of the bea-
con frame;
*  Efpq energy required for the possible reception and forwarding of child node packets;
e  Er,: energy required for the transmission of a node’s own packet.

Etor = Estby + Epeacon + Efrwd + E7y ©)

Based on the research done in [31] and the datasheet of the Semtech SX1272 [7], Table 1
lists the power consumption values which are used within the ns-3 simulation model. We
assume that the PAO output is on the RFO pin, since no boost power amplifiers will be
needed as we are limited to 14 dBm in the 868.1 MHz ISM band.
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Table 1. Power consumption of the SX1272 LoRa transceiver.

Mode Current Consumption Notes
Transmit (Tx) 38 mA @ +14 dBm Reduced currents @ lower Tx power
Receive (Rx) 11 mA Continuous receive mode
Sleep 1.5uA Register retention mode

Given the information in Table 1, we can calculate the theoretical energy consumption
of a Class A LoRaWAN device which is transmitting a 10-byte data packet at a transmission
power of 14 dBm once every 600 s at a DR 1 (selected at random). Only the energy
consumption of the LoRaWAN radio is taken into account.

The ToA for the transmission of the 10-byte LoRaWAN packet at the given datarate
is 741.4ms. The transceiver operates at 3.3 V. Hence, the Er, is calculated at 0.09297 ] per
transmission. The Rx duration is calculated, based on Equation (1) at the given datarate,
as 16.64ms. Since two reception windows are required in Class A LoRaWAN devices,
the Rx duration will be 33.28 ms per up-link, resulting in Eg, = 0.0012]. Given that the
transceiver is in sleep mode and the remaining time of the 600 s up-link cycle, the standby
energy power consumption is Egy,, = 0.002966 J. The total power consumption then results
in E7,; = 0.097136 ] per up-link cycle.

Calculating a theoretical power consumption value for an LoRaMesh device will not
reflect the actual power consumption, as the reception time of waiting for beacon frames
or the SF of received packets to the relay varies. To approximate the power consumption,
Section 7.2 simulates the energy consumption of such relay nodes to model the effect of
beacon frames and relayed packets on relay nodes.

6. The ns-3 Simulation Model
6.1. Overview

The ns-3 [32] simulation model in this study is based on a modified version of the
LoRaWAN ns-3 simulation model proposed in [33], for which the source code can be found
in [34]. The simulation model has been improved to support multi-hop packet routing,
TDMA scheduling, RTC synchronisation, and multiple supporting performance monitors.

The simulation model currently only supports a single gateway, unconfirmed up-link
messages for data traffic, and unconfirmed down-link messages for RTC synchronisation.
Furthermore, the model is currently limited to a single bandwidth and spreading factor.
Support for dynamically adjusting these transmission parameters is beyond the scope of
the current research.

A static mobility model is used by all nodes and gateways. The gateway is placed at
position (0,0), with the nodes distributed randomly in an area around the gateway with a
defined max radius of Ry,y; see Figure 4a for an example.

In this simulation model, we base our performance measurements on the SX1272 IC [7],
developed by Semtech, as this is the industry standard single-channel LoRa transceiver for
the 800-1000 MHz frequency band.

The model is a representation of an ideal real-world scenario, where node positions
are static and the attenuation between nodes is constant. These assumptions are required
to reduce the complexity of the simulation model and allow a comparison between a single-
hop network and a multi-hop network for a static LPWAN network. The performance of
the multi-hop model will be significantly different in a dynamic environment.
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6.2. Path-Loss Model

The work in [35] conducted a large-scale measurement study to quantify the path loss
of LoRa networks in urban areas. The study concluded that a log-distance propagation loss
model provides good estimations in an urban environment; therefore, it will be the model
used in the simulations. The path loss model for the log-distance model is represented by
Equation (6):

d
L = Lo+ 10nlogio(—)
do
where 7 is the path loss distance, dj is the reference distance (m), Ly is the path loss at
reference distance (dB), d is the distance (m), and L is the path loss (dB).
In all of the simulations performed in this study, a path loss exponent (1) of 3.76 is used

(6)

to simulate a dense urban environment. The complex signal propagation characteristics
are influenced by buildings, vehicles, and other obstacles that can significantly attenuate
signals. The dense urban path loss model accurately accounts for these factors, providing
more realistic simulation results and enhancing the reliability of network performance
predictions. This assumption is based on the ns-3 model setup in [33], and the same path
loss model is used in all simulations of LoRaWAN and LoRaMesh networks. The path-loss
model can easily be altered in the simulation model; thus, the results should not be limited
to the above proposed model.

6.3. Join Procedure

The joining procedure is beyond the scope of this current study. The following settings
are assigned to nodes during the join procedure:

e  Transmission parameter; default SE, BW, and transmission power values are assigned
to all nodes at the start.

e Routing tables; the current study assumes a global view of the gateway and the
nodes. Using the default setup information (SF, BW, Node locations, and transmis-
sion power) available, the simulation model assigns the nodes parent/child nodes
where applicable.

e Channel assignment; based on the LoRaWAN Regional parameter specifications, we
only consider the three network channels that are required to be implemented in
all EU863-870 nodes, namely, 868.10 MHz, 868.30 MHz, and 868.50 MHz. During the
joining procedure, a network channel is assigned to each parent-node. All child-nodes
are required to use this network channel, as this will minimise packet collisions.

6.4. Up-Link Outage Probability

The full explanation of packet destruction detection is omitted in this publication. The
LoRa physical layer’s packet collision model is based on the work done in [33], which
can be referred to for a complete overview. The model assumes that RF interference only
comes from other LoRa transmissions, and we assume the partial orthogonality property
of different SF to simulate packet collisions. The model also takes the capture effect
into account.

7. Results

The simulation results in this section rely on the following definitions: the packet
delivery rate (PDR) is the ratio of the number of packets received per node successfully by
the GW to the number of packets transmitted by each node during the simulation runtime.
The results in this section assume the LoRaWAN operates based on the specifications listed
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in [2] and the multi-hop network is set up based on the proposed network in Section 5,
with the simulation conducted according to the setup described in Section 6.

7.1. Node Density and Number of Hops in a Network

To investigate the effect of node density in a network, a varying number of nodes
are placed within a 3.927 km, 5km, and 7.071 km radius of the GW. The simulations are
performed with ten randomly generated node location maps, and ten complete up-link
cycles are simulated per setup. The results of the simulations can be seen in Figure 7.

From the simulations, three conclusions can be drawn. Firstly, a higher node density
negatively affects the performance, which can directly be attributed to the higher probability
of packet collision due to the reduced spatial diversity of concurrent transmissions. The
second important note from the results relates to the number of devices in a network.
As the number of devices in a network increase, so does the interference in the network.
Although nodes attempt not to transmit simultaneously in the network, the additional
transmissions on other SFs and the accumulated RF interference, caused by other nodes
beyond the reception range, of the receiving node can lead to substantial packet loss.

Lastly, in the simulation, the number of hops in the network increases as the network
radius increases. Due to the inherent nature of a multi-hop network, the number of packets
transmitted in the network increases with the number of hops in the network, thereby
increasing the collision probability.

Radius
— 3.927km
— 5.0km

—— 7.071km

1
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PDR
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1 15 2 25 3 35 4
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Figure 7. PDR of a multi-hop network with different numbers of nodes placed within a 3.927 km,
5km, and 7.071 km radius of the GW, normalised to node density.

7.2. Power Consumption Comparison

To compare the power consumption of LoRaMesh directly to LoRaWAN, a single
example scenario has been set up to demonstrate the differences. The example parameters
have been chosen to specifically highlight the advantages of LoRaMesh; however, this does
represent typical network deployments. In the example scenario, 260 devices are randomly
distributed around a single gateway within a radius of 6.5 km, and 10-byte up-link data
transmissions are scheduled every 600 s. We have chosen a 10-byte data packet as it is
representative of the typical requirements of an IoT sensor such as an air quality sensor,
soil moisture sensor, or latitude and longitude GPS location. The network radius is chosen
to force the use of all the different SFs available to the LoORaWAN devices. The power
consumption includes the transmission, receive, standby, and relay (in the case of the LoRa
mesh network).

Figure 8 highlights the inherent problem of multi-hop networks. The nodes located
in the first hop from the GW exhibit the highest energy consumption due to the node’s
increased time spent in reception mode to aggregate child packages and re-transmitting
the packages. When comparing the results of Figure 8 vs. the results in Figure 9, the
advantages and disadvantages of a mesh-based network become apparent. Nodes located
further than 5 km from the GW will, on average, have a reduction in power consumption
in a mesh-based network compared to a LoRaWAN-based network. This is an advantage
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for energy constraint devices, which have a high attenuation to a centralised gateway.
This higher attenuation is typically due to devices being placed in adverse locations where
maintenance on the devices is difficult. However, relay nodes which are closer to the central
GW have significantly higher power consumption. The results and advantages of such a
network will be highly dependent on the targeted application.

In Section 5.5, the Ep,; per up-link cycle was calculated as 0.097136 J, which was
calculated for an identical test case to that which is represented in Figure 9. The E7,; can
be calculated as 0.097136 ] for 10 consecutive up-link cycles, which matches the simulated
results in Figure 9 for devices transmitting with SF11.
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Figure 8. Energy consumption of a multi-hop network vs. distance from the GW.

0.5 ———cem———=.

Power Consumption (J)
-
=

cmn ® cam
cc==smmo
o o e ® o scmm e o G wmm

0 1000 2000 3000 4000 5000 6000

Distance from central gateway (m)

Figure 9. Power consumption of a LoRaWAN with ADR vs. distance from the GW.

Table 2 summarises the energy consumption measurements of the relay nodes in the
simulation results depicted in Figure 8. The percentage difference in power consumption
of nodes utilising the same spreading factor with varying number of child nodes highlights
the additional energy consumption of these relay nodes. Although the relay nodes need
to relay the data packets, the energy consumption is not increased linearly, as the energy
used in standby and during synchronisation is not scaled. The large delta increase in
power consumption between SF7 nodes not relaying any packet and SF7 nodes relaying a
single packet is due to the average power consumption of nodes close to the gateway being
extraordinarily low due to a high data rate and low transmission power.

To provide a more comprehensive average power consumption comparison of a single-
hop network vs. multi-hop network, we simulated a varying amount of nodes in both
single-hop and multi-hop networks. The nodes are randomly distributed around a single
gateway, within a 6.5 km radius; 10-byte data transmissions are scheduled every 600 s for a
total of 10 transmissions. The network radius is once again chosen to force the use of all the
different SFs available to the LoRaWAN devices.
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Averaged Power Consumption (J)

Table 2. Analysis of the impact of additional child nodes on the energy consumption by nodes

designated as relays.

No of Average Power Increased % Due to

SF Child Nodes Consumption (J) Additional Child Node
7 0 0.143111

7 1 0.287213 100.6922

7 2 0.398114 38.61287

7 3 0.534921 34.36384

8 0 0.491797

8 1 0.623426 26.76483

8 2 0.826416 32.56048

9 0 0.710039

9 1 0.97174 36.85714

9 2 1.236393 27.23506

Figure 10 summarises the average power consumption of the devices for three different

distances from the gateway. The displayed power consumption of devices located between

1 and 2 km represent nodes which all transmit directly to the gateway, while nodes located

between 3 and 4 km from the gateway represent nodes which need to relay packets in the

multi-hop network. Lastly, nodes located between 5 and 6 km from the gateway represent

nodes that are in the first hop of the multi-hop network, or nodes which use a higher SF

(10-12 SF) in the single-hop network.

In Figure 10, it is clear that the number of nodes in an evenly distributed network does

not have a statistically significant impact on the average power consumption of the nodes

in the network. An increase in nodes which need packets that need to be relayed is met

with an increase in relay nodes. Furthermore, it is clear that although there is a significant

increase (315%) in the average power consumption of nodes which need to relay packets in

the multi-hop network, the nodes located 5-6 km sees a dramatic decrease (477%) in power

consumption, as their ToA is reduced due to the lower transmission SF.
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Figure 10. Average power consumption comparison of a single-hop network vs. multi-hop network.

7.3. A QoS Comparison

In this subsection, we compare the PDR of LoRaWAN vs. a multi-hop network. To

that aim, the results shown in Figures 11 and 12 show the PDR vs. the distance of a

LoRaWAN vs. a multi-hop network, respectively. In this comparison, 1000 devices are

uniformly randomly placed in an 8.5 km radius around a single gateway. Ten messages are

transmitted to the gateway.
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The results showed a 96.9% PDR for nodes located in the first hop, 57.87% for nodes
in the second hop, and 73.78% for nodes located in the last hop. This highlights the high
rate of collisions in a dense network. However, it also highlights how nodes located
further from the gateway can still achieve a high PDR, compared to LoRaWAN. The nodes
located beyond 5.8 km in the LoRaWAN had a PDR of 40.2% (nodes using DRO0), which is
significantly lower than the performance of any hop in the LoRaMesh network.
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Figure 11. Packet delivery ratio of LoORaWAN vs. distance from the GW.
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Figure 12. Packet delivery ratio of LoRaMesh vs. distance from the GW.

In the LoRaMesh PDR analysis, shown in Figure 12, it is clear that the nodes typically
either have a successful up-link or not. This can be attributed to the static nature of the
network configuration. Nodes are set to always transmit on a specific SF, time, and channel;
therefore, this results in certain packet collisions being repeated for every transmission cycle.
This highlights the need for a reinforcement-learning-based approach, which should assist
nodes in adapting their transmission parameters dynamically to optimise the network QoS.

8. Typical Use Cases of LoRaMesh

IoT applications vary drastically, as do their requirements regarding power consump-
tion, throughput, latency, coverage, cost, and QoS. In this section, we will only briefly
highlight two examples of LPWAN IoT applications that could utilise the advantages of
LoRaMesh vs. LoRaWAN.

LPWAN technology assists the agriculture sector by providing improved monitoring
and precise control, in sectors such as water management, irrigation management, livestock
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monitoring, and precision agriculture. A study in [36] identified reliability, QoS, and
scalability as the top requirements in smart-agriculture IoT transceivers. Another area
where LPWAN networks have become quite prevalent is in smart cities in sectors such
as parking, waste management, lighting, infrastructure monitoring, and smart grids. The
requirements for these applications overlap significantly with those of smart agriculture.

LoRaMesh offers two main advantages above LoRaWAN to exceed in both power
consumption, coverage, and QoS:

e  Extended coverage, through multi-hop networks. Devices further away from a gate-
way or with significant attenuation can receive network coverage. This not only
improves coverage in extreme use-cases, but also reduces the number of GW’s needed
to cover an area, thereby reducing the cost of network deployment.

e Improved power consumption for nodes in extreme environments. Nodes located
further from the GW do not need to default to a higher SF to reach a GW, thereby
increasing ToA and power consumption. This is a significant advantage as nodes with
attenuation are typically located in inhospitable environments. An increased battery
lifetime can thereby reduce maintenance requirements.

9. Conclusions

The current LoRaWAN standard performs well as an LPWAN standard for IoT appli-
cations; however, nodes located far from a GW are prone to increased transmission power
and data-rate requirements to provide coverage for these nodes. This negatively affects the
power consumption of these nodes.

The proposed LoRaMesh network offers a network topology that can address this
shortcoming. The simulation results shown in Section 7 highlight how the proposed
network could potentially reduce the power consumption requirements of devices lo-
cated further from a GW. Furthermore, it highlights the capabilities of such a network to
provide adequate network performance in terms of PDR to nodes located further away
from a gateway.

LoRaMesh proved to be a promising alternative to the current industry standard,
LoRaWAN, specifically in the smart agriculture and smart city industries.

The proposed network protocol is not fully optimised and could potentially be im-
proved by implementing a more advanced rule-based approach or reinforcement learning.

The future challenges that remain are to explore energy-efficient methods to implement
routing information dissemination, especially to implement local routing tables to reduce
the overhead required by transmitting routing tables to the gateway, and to address
dynamic networks, where new nodes can join networks, failed nodes can be detected,
and nodes could potentially have a non-static mobility model.
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Abstract: Time synchronization between geographically separated equipment, such as, for
example, that required in sensor networks for radio localization, is often based on global
navigation satellite systems (GNSSs). However, in environments that are GNSS-denied due
to signal blockage or interference, alternative timing synchronization methods are necessary.
In this work, an experimental wireless time synchronization system based on long-range
(LoRa) modulation has been developed and tested in the field. LoRa modulation operating
in the license-free 2.4 GHz industrial, scientific and medical (ISM) band was chosen due to
the potentially large coverage area of several kilometers and the availability of a ranging
engine in the SX1280 transceiver by Semtech, which facilitates the implementation of time
synchronization. The prototype system was tested over 170 m, where it achieved a time
deviation (TDEV) of 30 ps for an average time of 1 s and a maximum TDEV of 3 ns over one
day of measurement, improving over existing work on time synchronization with LoRa
modulation by around three orders of magnitude. The field tests showed that ns accuracy
can be achieved using LoRa modulation, making it suitable for the synchronization of
remote sites, for example, for radio localization.

Keywords: time synchronization; wireless synchronization; long-range (LoRa) modulation;
nanosecond accuracy

1. Introduction

Time synchronization plays an important role in many systems and applications, such
as in cellular networks for frequency and time synchronization between base stations, in
distributed sensor networks for the timestamping of data or for radio localization using the
time difference of arrival method [1].

A typical way of achieving time synchronization between two points is using global
navigation satellite systems (GNSSs) [2]. The accuracy of a 1 Hz pulse per second (PPS) can
reach 200 ps with additional signal conditioning [3]. However, when GNSS signals are not
available due to blocked lines of sight from the receiver to the satellites or when external
interference is present, other time synchronization methods are required.

When cables can be used, high-accuracy clock synchronization may be implemented
with White Rabbit (WR) time synchronization technology, which is based on optical eth-
ernet networks. WR is an extension of the Precision Time Protocol (PTP) and has been
incorporated into the IEEE 1588 standard. It uses a PHY-layer frequency synchronization
of the involved nodes and phase measurements, thereby achieving accuracies in the sub-ns
level [4].
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However, when synchronization between ad hoc nodes is required and GNSSs cannot
be used, alternative, wireless methods for time synchronization are desirable. Time syn-
chronization over optical free space links can achieve remarkably high accuracies, with
reported values in the sub-ps level for a 113 km link [5]. However, optical free-space links
require a line-of-sight path and are susceptible to adverse weather conditions such as
precipitation, fog or turbulent air, with an additional link loss that may exceed 100 dB/km
in case of fog [6], which can render the operation impossible.

Compared to optical free-space links, wireless time synchronization systems using
radio frequency (RF) signals are less influenced by atmospheric conditions and can, in
principle, also be employed without a direct line-of-sight link between the two terminals.
There is a large amount of previous work on wireless time synchronization for sensor
networks, with typical accuracies in the ps level, for example [7,8]. Other work on wireless
time synchronization focuses on short-range wireless time synchronization, for example,
using ultra-wideband (UWB) technology, with reported accuracies in the ns range [9].
In [10], a wireless system for positioning and time synchronization operating in the 2.4 GHz
industrial, scientific and medical (ISM) band is evaluated, with a reported maximum time
interval error (MTIE) of 3 ns averaged over multiple distances of up to 105 km.

In the area of wireless time synchronization with long-range (LoRa) modulation,
existing work focuses either on the actual time synchronization of devices or on methods
for timestamping events or data packets. In the following, previous work on the time
synchronization of LoRa devices is reviewed, which is related to our work. In [11,12], an
energy-efficient synchronization method with low-layer timestamping based on interrupt
signals is proposed, which achieves an accuracy of 15 us. However, since it uses a one-way
exchange, the propagation delay cannot be compensated. In [13], a time synchronization
method for LoORaWAN networks based on low-layer interrupt signals is proposed. It uses
either one two-way exchange to adjust local clocks and perform a first-order compensation
of clock drift rate or two two-way exchanges to additionally compensate the propagation
delay. With one two-way exchange, an accuracy of 3 us is achieved, while, with two
two-way exchanges over distances of up to 4 km, an accuracy of 10 ps is achieved. The
method in [14] presents a time synchronization method for LoRa devices with the aim of
optimizing the channel access by introducing scheduling to increase the system capacity.
The proposed time synchronization protocol, which does not use low-layer timestamps,
has a time resolution of 10 ms. In [15], a synchronization method for LoRa devices using
the ranging function of the SX1280 transceiver from Semtech is proposed, which is used to
compensate the propagation delay. Few details about the measurement setup are provided,
but an accuracy of about 1 ps for distances of 100 m is reported.

Recent work on the timestamping of events or data packets in LoRa networks in-
cludes [16,17]. In [16], a synchronization-free timestamping of uplink data at the LoRa
gateway with ms accuracy is proposed, while, in [17], a posteriori time synchronization
for LoRa devices is proposed, which can be used for the timestamping of events with ms
accuracy. Since, in both works, no actual synchronization between devices is performed,
these approaches are not directly applicable to time synchronization.

The aim of this work is the wireless time synchronization of a remote device over
potential distances of several kilometers with ns accuracy using LoRa modulation. In [18],
we investigated the use of LoRa modulation for outdoor ranging and positioning, which we
extend here to time synchronization. LoRa modulation is popular for low-data-rate IoT ap-
plications due to its large coverage of several kilometers and low energy consumption [19].
Compared to previous work on LoRa time synchronization in [11-14], we employ the
ranging engine of the SX1280 transceiver from Semtech, which is intended for distance mea-
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surements. The ranging engine uses a two-way exchange with dedicated ranging packets
containing 15 ranging symbols. Although no implementation details of the ranging engine
are provided in the data sheet [20], a best-case standard deviation for distance measurement
with the Development Kit of 0.4 m is reported in the application note [21], corresponding
to 1.3 ns. This makes the SX1280 a suitable platform for implementing an experimental
wireless time synchronization system with the aim of ns accuracy. Although [15] also uses
the ranging engine of the SX1280, the system is implemented with a lower clock resolution,
resulting in significantly lower accuracy. Compared to the method in [10], which does not
use LoRa modulation but obtains similar performance to our system, we measure and
compensate the time of flight between the two terminals, making it more suitable for ad
hoc applications. To the best of our knowledge, this work is the first application of LoRa
modulation for time synchronization that achieves ns accuracy.

2. Time Synchronization with LoRa Modulation
2.1. LoRa Modulation

Long-range (LoRa) modulation is a chirp spread spectrum (CSS) modulation that was
developed by the Semtech Corporation [22] and has become popular for IoT applications.
Each symbol consists of a cyclically shifted frequency ramp with a bandwidth BW, as
shown in Figure 1.

frequency Tt =N " Toip (0SSN < 25F)
BW/2 rmmmmmmmmmmm oo
time
-BW/2 -
TSymboI 2TSymboI
\ A /
Y Y
1 symbol carries SF bits Chirp cyclically shifted by T,

Figure 1. LoRa modulation.

The information to be transmitted is modulated on the symbol by 2°F possible cyclic
time shifts Tyy;¢; of the frequency ramp, whereby a symbol carries SF bits. The value
SF is also termed spreading factor but does not play the same role as in code-division
multiple-access (CDMA) systems, since the bandwidth can be configured independently of
the spreading factor. The cyclic shift Ty, has a resolution of Ty, = 1/BW.

LoRa modulation is typically used in the license-free 863-870 MHz band in Europe
and 902-928 MHz in North America. However, in Europe, the duty cycle is limited to 1 %
and the effective radiated power (ERP) is limited to 14 dBm in most of the 863-870 MHz
frequency range [23]. Since this duty cycle limitation would not allow for a regular packet
exchange as required for time synchronization, in this work, the 2.4 GHz ISM frequency
band was used for implementing the time synchronization system, where no duty cycle
limitation is in place.

The SX1280 transceiver of Semtech was chosen, since it operates in the 2.4 GHz ISM
frequency band and incorporates a ranging engine, which is primarily intended to measure
the time of flight between two SX1280 transceivers [20]. The SX1280 supports bandwidths
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BW = 406, 812 and 1625 kHz and spreading factors SF = 5, 6, ..., 10 for ranging. With
the maximum bandwidth of 1625 kHz, a distance resolution of

c 3-108

R = BW ~ T62510°

=185m (1)
can be achieved; see Section 2.1.3 in [24]. The distance resolution translates into a time-of-
flight resolution of t7or = dr/c = 185/ 3-108 = 617 ns, which seems to be too large for a
time synchronization system with a targeted accuracy in the ns range. However, since the
time synchronization system must not resolve different multipaths but rather compensate
the time of flight as seen by the system between the transmitter and receiver, it is possible
to achieve a higher time synchronization accuracy than the limited temporal resolution
provided by the relatively small signal bandwidth. This is shown by the time deviation
of 3 ns obtained by the proposed system in Section 3.2, which is significantly lower than
the time-of-flight resolution t7or = 617 ns. However, the accuracy will depend on the
signal-to-noise ratio (SNR) [25].

Regarding the achievable range, the best RX sensitivity of —122 dBm is obtained
with BW = 406 kHz and SF = 10, resulting in a maximum coupling loss of 134.5 dB for
the maximum TX power of 12.5 dBm supported by the SX1280 ranging engine [20]. This
corresponds to a range of several kilometers in a rural non-line-of-sight environment with
omni-directional antennas.

2.2. Time Synchronization Protocol and Method

The time synchronization is based on the SX1280 PHY-layer ranging engine, which uses
a two-way exchange for half-duplex systems according to Section 6.1 of [24] to determine
the time of flight (TOF) between two SX1280 devices. With a two-way exchange, it is also
possible to measure the clock offset between two terminals with unsynchronized clocks,
which will be used here to align the clock of the secondary side to the reference clock on
the primary side [26]. Figure 2 shows an overview of the developed time synchronization
system. The external reference clock in the form of a 1 Hz PPS signal is input to the primary
side, where it is used to synchronize the internal local clock to provide local timestamps.
Using the subsequently described time synchronization protocol, the internal local clock
on the secondary side is synchronized in frequency and phase to the primary side. The
synchronized time is then provided as a 1 Hz PPS signal, with an additional 10 MHz
reference frequency signal.

Time Synchronization Wireless Link Time Synchronization
System Primary Side (1) System Secondary Side (2)
PPS_out
—>
@ PPS_ref @ @
e ——
Internal Local Clock Internal Local Clock 10_MHz_out

External Primary Side Secondary Side

Reference Clock

Figure 2. Experimental wireless time synchronization system.

In Figure 3, two sequential two-way exchanges between the primary and secondary
side are shown, each consisting of a request, followed by a response after a fixed delay.
The ranging engine of the SX1280 transceiver is primarily designed to measure the range
between two devices based on the round-trip time of flight, which it determines using
a single two-way exchange. To perform time synchronization with a single two-way
exchange, both the transmit and receive interrupts (to determine a transmission and
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reception timestamp) of each of the two messages are required. However, the SX1280
ranging engine only provides transmit and receive interrupts for the response.

Primary Side (1) Secondary Side (2)
PPS —— —t+ PPS
tP{"‘“--——_SEart
_.______________ ___________ = -

BN

‘W}dnz
d2,1{ N t1,2
ts —:—W/

td1,1{ Response
31—
' d
_______ tg:L_t3,_1_51 _l t2,2
_______ o 42
PPS —— PPS
\ 4 \ 4
local time 1 local time 2

Figure 3. Ranging exchanges used for time synchronization.

Therefore, we use two sequential two-way ranging exchanges of the SX1280 to mimic
a single two-way ranging exchange to provide the four required timestamps. By defining
the timestamp ¢, in Figure 3 as the timestamp number a on side b, the transmit and
receive interrupts are then used to obtain the corresponding four timestamps t1 5, t2 1, t31
and t4,. To mark the beginning of the ranging exchanges, we use a start packet. Addi-
tionally, a packet with timestamps t; 1, t31 and the normalized local clock frequency 4,
is sent from the primary to the secondary side at the end of the ranging exchanges, as
described subsequently.

In the first ranging exchange, started from the primary side according to Figure 3, the
timestamp number 1 at the secondary side (2) ¢, is measured, as well as the timestamp
number 2 at the primary side (1) t, ;. These two timestamps correspond to the transmission
time of the response plus an internal delay d; » and to the reception time of the response plus
an internal delay d; ; on side 2 and side 1, respectively. In the second ranging exchange,
started from the secondary side, the timestamps number 3 and 4 are measured, at the
primary side (1) as t3 1 and at the secondary side (2) as t4. These timestamps also include
their corresponding internal delays.

The timestamps are measured using local unsynchronized clocks (a free running
timer on the primary and secondary side), as the controller only moves the position of
the one-second period start to synchronize the local clock on both sides. The one-second
period start corresponds to the positions of the PPS marker shown in Figure 3. This PPS
marker corresponds on the secondary side to the synchronized time information. It should
be noted that Figure 3 shows the synchronized state, where the PPS marker positions of
the primary and secondary side have been aligned. Therefore, the local timestamps from
the free running timers must be corrected to reflect the correction of the control algorithm
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on the local clock. For the local time on the primary side (1) as an example, this corrected
time is

1
t2,1corr = W (2)

in which the locally measured unsynchronized timestamp 2 on the primary side 1, ex-
pressed as f; 1, is translated into timestamp 2 with the correction of the control algorithm
t2 1corr- The correction value is the normalized frequency of the timer on the primary side,

Afi

fnaminal

0 =1+ p (©)]
where Afj is the frequency error and f,oina is the nominal frequency of the local timer.
The local time on the secondary side can be corrected in an analogous way. Equation (2)
may also be rewritten to calculate local unsynchronized times from corrected times.

Time synchronization can be achieved by minimizing the time error At, between
the timestamp t1 » in the local unsynchronized time of side 2 and the nominal timestamp
t1,2 nominal, which is also in the local unsynchronized time 2 but calculated from the refer-
ence time as shown subsequently. The same time offset can also be expressed using the
timestamp t 5, resulting in

AtZ = t1,2 - tl,Z,nomimzl = t4,2 - t4,2,nominal- (4)

The measured value of At; is used as the control deviation by the controller of the local
timer to adjust the position of the 1 s PPS marker. Using the correction in Equation (2) and
by introducing the signal propagation time ¢, between the two devices, the two nominal
timestamps according to Figure 3 become

thy  do dip

£1,2,nominal = < o1 - ? - tp + 5y 53 %)
t d d

ta pnominal = (;11 — jj)éz, (©)

where t), corresponds to the propagation delay plus any hardware delays (due to transmis-
sion lines, filters and the low-noise amplifier on the printed circuit board and RF cables).
Since the channel is assumed to remain static during the two sequential two-way rang-
ing exchanges, the delay ¢, is constant. Additionally, ¢, is assumed to be identical in
both directions.

Combining Equations (4)—(6) produces

1 1
Aty = E(tl,z - t1,2,n0minal) + E(t4,2 - t4,2,”0mi””l) -
1 trq drq dio 31 di drp
ey — AN =6 tgn — - — = =102 7
> [ 12 ( 5 5, + 5 )2 Tl & * & )7 7

Although the datasheet of the SX1280 [20] does not specify the following values
and they are not accessible to the user, based on our observations, we assume for the
delays that dy; = dy and dy 1 = d2» hold and that the values are < 20 us. Furthermore,
with the chosen local oscillator, the normalized frequency errors are guaranteed to fulfill
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€1 = Af1/ fuominag < £1ppm and €2 =Af>/ frominag < £1 ppm. With these assumptions,

we obtain
dop  dap
3 )

< 40 ps, 8

which is significantly smaller than the desired accuracy. An analogous statement can also
be made for d; ; and d; . With the above assumptions, the terms containing the delays d5 1,
da2,d11 and d 5 in Equation (7) are negligible. Consequently, the time offset in Equation (7)

simplifies to
1 ta1 [ 1
Aty ~ 5 {tu ( 5 )52 +tap < 5 )(52} )

which expresses At, in terms of uncorrected local times on the secondary side 2.

Equation (9) can be converted to the corrected local times on the secondary side 2 based on
Equation (2) as
Aty 1 (f1,2 tha | tap  t3g )

At2corr:g"‘§ ~ T vt T

Y PR N (10)

Since the goal of the time synchronization is to minimize the time offset between the
secondary and primary side, either Equation (9) or (10) may be used as a control input for
adjusting the position of the 1 s PPS marker.

Equation (10) corresponds to a standard two-way ranging procedure [24], which is
started from the secondary side, except for the addition of the time corrections. The cor-
rection values J; and J; are determined from the integral components of the employed
proportional-integral (PI) controllers on the primary side 1 and secondary side 2, respec-
tively, as described in Section 2.3.2. The value §; is transmitted at the end of the ranging
exchanges together with the stamps t; ; and t3; from the primary to the secondary side, as
shown in Figure 3. The initial values of ; and J, are set to zero.

2.3. Time Synchronization System Design

The following subsections describe the design and implementation of the wireless
time synchronization system. This section is structured as follows. The first subsection
provides an overview of a time synchronization device configured for primary-side and
for secondary-side operation. The second subsection explains the measurement of the
timestamp values t1 5, 21, t31 and t4,, as well as the 1 Hz PPS signal generation. Next,
the phase offset and cable delay compensation are described. The last subsection gives an
overview of the implemented LoRa communication protocol and timing.

2.3.1. Overview

Figure 4 shows the block diagram of our wireless time synchronization system based
on the LoRa transceiver SX1280. Starting at the antenna, an SAW filter and low-noise
amplifier are used in the receive direction to improve the immunity against out-of-band
interference and to reduce the total noise figure. The necessary RF switches to change
between the receive and transmit direction are controlled by the MCU.

The STM32F474 microcontroller unit (MCU) contains the application that covers the
tasks for communication protocol handling, including timestamp measurement, the PPS
controller and the low-level hardware drivers, as well as the visualization of the network
and time synchronization status on a display. National Marine Electronics Association
(NMEA) compliant time and date information can be exchanged with the help of the RS232
and USB interfaces.

The internal and external clock signals are generated within an Analog Devices
AD9545 “1 PPS synchronizer and jitter cleaner” using an Abracon AOCJY3A 100 MHz
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Reference
NMEA In

oven-controlled crystal oscillator (OCXO) with a rated frequency stability of 10 ppb. The
52 MHz clock for the LoRa transceiver and the 20 MHz clock for the MCU are generated
from a primary analogue phase-locked voltage-controlled oscillator (VCO) that is linked to
the OCXO, while the 1 Hz PPS and 10 MHz output signals are derived from a secondary
phase-locked loop (PLL) with a VCO running at 2.46 GHz. This secondary PLL digitally
compares the divided 1 Hz PPS output with a 1 Hz reference input and disciplines the

underlying analogue PLL, which is also linked to the OCXO. This secondary PLL contains a

10 mHz loop filter used to clean up the signal by reducing the jitter and quantization noise
of the output 1 Hz PPS signal. The OCXO and AD9545 are the main energy consumers,
having a total steady state power consumption of 3 W.
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Figure 4. Wireless time synchronization system block diagram (primary-side and secondary-side

operation shown).

The secondary PLL configuration depends on the device operating mode. For the

primary side, the frequency and phase synchronization are based on the external 1 Hz PPS

signal of the reference clock. The cleaned-up internal 1 Hz PPS signal output of the DPLL

is then synchronous to the external reference clock and is measured by an internal 32-bit

hardware timer of the MCU. This measurement is used to synchronize the internal local

clock of the MCU, which serves as the time base for the application. Due to the limited

counting frequency of 150 MHz for the timer, a time quantization error of up to +3.33 ns

arises. This is also valid for the timestamp measurement of the interrupt signals ¢; 5, t21,

t31 and t4» generated by the LoRa transceiver.

The secondary side uses the same timer to generate the 1 Hz PPS signal of the local

clock based on the timestamps of the ranging exchanges using a PI controller. The secondary

PLL uses this 1 Hz PPS signal as reference and reduces its quantization error to the sub-ns
range in the 1 Hz PPS output signal.
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2.3.2. Timer-Based Timestamp Measurement and 1 Hz PPS Generation

An internal 32-bit hardware timer of the MCU running at 150 MHz is used to measure
the timestamps of the interrupt signals and to generate the output 1 Hz PPS signal of the
MCU on the secondary side. The timer clock signal is derived from the OCXO without
frequency offset correction. It is configured to count from 0 to P — 1 and restarts again from
0, where P is the overflow or 1 Hz period value. P is initially set to Py = 150-10°, which
corresponds to the nominal duration of one period of the 1 Hz PPS signal.

The frequency and phase offset measurement between the 1 Hz PPS signal of the
external reference clock cleaned up by the DPLL and the internal local clock on the primary
side is performed with one input capture/compare channel. The first 1 Hz PPS timestamp
measurement is used to correct the coarse phase offset by adapting the overflow value P
for one period and then switches back to P = Py. The following measurements are then
expected to be within some microseconds before or after an overflow (corresponding to
the positions of the PPS marker shown in Figure 3) and are fed as time error values At,, £
to the PI controller. Small positive values are measured when an overflow event occurs
before receiving the reference 1 Hz PPS signal, which indicates a too-high local oscillator
frequency and vice versa.

The PI controller is responsible for adapting the overflow value P to align the phase of
the PPS Out signal to the phase of the reference signal and increases P in case of a too-high
local oscillator frequency to compensate the deviation. This is implemented according to

t
P = Py + KpAt + KI/O Atyef, (11)

where Kp = 0.05 and K; = 0.005 are heuristically determined constants.
The normalized local clock frequency error can be determined by
p Af

€ = — — 1 =
PN fnominal

(12)

and the correction value required for the time synchronization method in Section 2.2

corresponds to
p

Py

where ¢ can stand for d; or &, depending on the device operation mode.

b=€e+1 (13)

The secondary side uses the calculated time error At,.y = At, from (9) as input to the PI
controller, which adapts the timer overflow period in the same way as for the primary side.
The interrupt timestamp measurements are also made using capture/compare channels.

2.3.3. Phase Offset and Cable Delays

Internal delays between the connectors and the integrated circuits, such as transmis-
sion lines on the printed circuit board, level-shifters, filters and the low-noise amplifier,
have been measured and are compensated in the firmware.

However, external delays, for example, due to cables carrying PPS signals, can vary
between setups. To remove setup-dependent external delays, the system was calibrated
using an RF transmission over a coaxial cable of 75 m electrical length with one node
placed in an RF shielding box to avoid coupling over the air between the two nodes. The
PPS Out of the two devices can be measured with an oscilloscope at the cable ends to
determine the time difference. This difference can be configured and compensated in one
of the two devices.
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2.3.4. Communication Protocol

The devices of the wireless time synchronization system use a simple protocol to
identify and to help to set up the required wireless links. They randomly transmit bea-
con messages every 3 to 5 s containing a unique device address. These beacon messages
combined with a received signal power measurement within the LoRa transceiver can
be used to check the antenna setup and wireless link quality. The communication and
ranging/synchronization exchanges are performed in the 2.4 GHz ISM frequency band
at a bandwidth BW = 812 kHz and the LoRa spreading factor SF10, which is a compro-
mise between time-of-flight resolution and range based on the specified sensitivity of the
SX1280 [20]. Using BW = 812 kHz obtains only half the distance resolution compared
to BW = 1625 kHz, but has a 6 dB higher sensitivity, which leads to a higher SNR and
improved accuracy for timestamp measurements.

The primary device first sends a start packet as shown in Figure 3, which contains the
target address, and it then switches to the ranging mode to perform the two sequential
two-way ranging exchanges. It finally switches back to the data transmission mode and
sends the timestamp values f; ; and t3 1 together with the normalized clock frequency ¢; to
the secondary side if the exchange could successfully be finalized. Additionally, not shown
in Figure 3, a UNIX timestamp in seconds is sent to the secondary side. This procedure is
performed every second, 700 ms after the timer overflow event, and takes about 200 ms.

3. Results
3.1. Setup

The performance of the time synchronization system was assessed with a GPS-
disciplined atomic clock and a WR link for transfer of the reference time as illustrated in
Figure 5. The reference time in the form of a 1 Hz PPS signal (PPS_ref) is transferred to
the primary synchronization device over a WR optical fiber link having a maximal time
deviation (TDEV) of 30 ps over the measurement interval. Compared to a setup with two
separate atomic clocks (one at either side of the time synchronization system), this setup
does not suffer from phase drifts of the atomic clocks due to temperature changes. The
reference time signal PPS_ref” is then transferred by the time synchronization system over
the LoRa RF link back to the secondary synchronization device, where the synchronized
1 Hz PPS time signal PPS_out is compared to the atomic clock time pulse on an oscilloscope.
The time differences are then recorded on the oscilloscope to calculate the TDEV.

GNSS
PPS_ref Optical-Fibre
Atomic Clock Safran > White Rabbit (WR) Node O White Rabbit (WR) Node
GPSReference-2000 Safran WR LEN Safran WR LEN
Time Synchronization Wireless Link Time Synchronization
System Secondary Side (2) System Primary Side (1)
4
Oscilloscope @ ‘ ‘ @
L 40Zi <
eCroy 64021 Internal Local Clock Internal Local Clock
Secondary Side Primary Side
PPS_ref'
PPS_out

Figure 5. Field test setup.
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The time synchronization system is set up with a line-of-sight link distance of about
170 m between the roofs of the two buildings shown in Figure 6. There was additionally
several meters of coaxial RF cable between the antennas and time synchronization system
devices. In the first setup, two 10 dBi directional patch antennas were used on both sides of
the wireless link. In the second setup, the primary side used the same 10 dBi directional
patch antenna while the secondary side used an omni-directional rod antenna with a gain
of 2 dBi. Even though no channel measurements were conducted, in the second setup,
a more pronounced multipath propagation is expected compared to the first setup. The
equipment was set up in a weather-protected environment at both ends (container room at
the secondary side and a metal box at the primary side), but without temperature control.

Figure 6. Field test with wireless link setup between two buildings (source: Federal Office of
Topography swisstopo).

3.2. Results Time Synchronization Performance

Figure 7 shows the measured time differences between the 1 Hz PPS signals PPS_ref
and PPS_out after a few minutes of operation to allow for the stabilization of the control
algorithm. The measurement was started without the compensation of external cable
delays, leading to a considerable time difference of about 90 ns until nearly 9000 s. At this
point, the external PPS cable delays were manually configured, which compensates the
time difference.

Measured time difference
| { ;

f I T
' Cable delay compensation
._JW;A .
Antenna change
! ! | ! | L ! | E
0 1000 2000 3000 4000 5000 6000 7000 8000 9000

Measurement duration [s]

Figure 7. Measured time differences.
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The first 5900 s was recorded with the first setup using patch antennas at both sides
of the wireless link, at which point the antenna on the secondary side was swapped for
an omni-directional rod antenna. This second setup was active starting at 6000 s. It can
be observed from Figure 7 that there is no obvious change in the behavior of the time
difference when using the second setup with an omni-directional antenna on one side.

Figure 8 shows the TDEV for setup 1 (patch antennas) and setup 2 (patch and omni-
directional rod antenna), which was calculated using Stable32 [27] according to the National
Instggitute of Technology’s Handbook of Frequency Stability Analysis [28]. The deviations
for 1 s intervals are 30 ps and increase to 3 ns in the average time interval from 2 s to 60 s.
The deviations for both setups reach a plateau at around 3 ns for longer average times. Both
setups obtain comparable performance, even though a stronger multipath propagation is
expected with setup 2 compared to setup 1. This suggests that the system has a certain
robustness against multipath propagation, which could be explained by the fact that the
time synchronization system only needs to compensate the time of flight as measured
by the system, while it is not required to resolve the individual propagation paths. The
small TDEV difference between the two setups may partially be also due to the lack of a
temperature-controlled environment for the equipment.

Time Deviation

L— T T T T T | ——

/

Patch Antennas

| ‘ Patch and Rod Antennas

10° 10°

Averaging time 7 [s]

Figure 8. Measured time deviation (TDEV).

A separate measurement of one-day duration showed that the TDEV remains constant
at a plateau of around 3 ns.

3.3. Operation over Large Distances

An early version of the time synchronization system has been operated with reliable
ranging exchanges over a wireless link distance of 14 km with a line of sight between
the primary and secondary side and using directional antennas with a gain of 24 dBi. By
reducing the transmit power, it is possible to operate the link within the 10 dBm effective
isotropic radiated power (EIRP) limit for devices without spectrum-sharing mechanisms
operating in the 2.4 GHz ISM frequency band in Europe [23]. However, since the Analog
Devices AD9545 jitter cleaner had not been implemented yet and no WR link for accurate
transfer of the reference time was available, comparable time synchronization performance
measurements were not possible. Nevertheless, this test indicates that time synchronization
over distances of several kilometers is feasible.
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3.4. Conclusions

The measured time deviations between the two synchronization devices were below
3 ns for a 170 m free-space link operating for one day. The time deviation for short intervals
reduced to 30 ps for one-second intervals, which is mainly due to the frequency stability
of the OCXO combined with the Analog Devices AD9545 jitter cleaner. The combination
of a LoRa-based time synchronization and an adequate PLL loop circuit enabled the
distribution of time information in the ns range. This is a significantly higher accuracy
compared to previous work on time synchronization with LoRa modulation, which has
reported accuracies in the ps range.

The channel occupancy amounts to about 20% and allows for more frequent synchro-
nization exchanges, which would be beneficial for applications with mobile devices, and
enables a multi-node network with up to five secondary devices in a star topology network
without incurring accuracy losses due to time synchronization over multiple hops.

4. Discussion

This work demonstrates the usage of the low-power LoRa communication protocol to
synchronize two devices with ns accuracy. The experimental wireless time synchronization
system could be used in sensor networks for the synchronization of nodes and additionally
for the transfer of small data volumes. The wireless approach is particularly suited to
mobile applications or in terrain where cables are difficult to lay. The measured time
deviation of 3 ns equals a range error of less than 1 m of wireless propagation, which makes
it suitable for radio localization.

Table 1 provides a benchmark comparison between different time synchronization
methods. GNSS-based synchronization obtains a TDEV of 1.5 ns (7 = 100 s), using post-
processing to remove the effect of the limited time quantization of the PPS pulse provided by
the u-blox ZED-F9T module used in [3]. The optical-cable-network-based WR technology
achieves the lowest TDEV, with 3 ps in the setup in [29] for T = 100 s. For the UWB system
in [9], a standard deviation of 840 ps is reported, but no TDEV values. Our proposed
system obtains an accuracy of 3 ns for T = 100 s, which is twice the value for GNSS-
based synchronization. Compared to the simple deployment of GNSS synchronization,
our system also has a higher deployment complexity and energy consumption, but the
advantage is that it can be operated independently from other systems, as is the case with
WR and UWB synchronization. However, UWB systems have a range of only a few tens of
meters, while WR requires an optical cable network.

Table 1. Benchmark comparison of different time synchronization methods based on TDEV with
average durations T =1 s and 100 s.

Power Consumption Deployment
Technology TDEV (One Node) Complexity
GNSS [3] 1250?15?57:1 01052) 0.26 W low
0ps(t=1s .
1 ps ( )
WR " [29] 3ps (T = 100s) 75W high
UWB [9] No TDEV reported (standard deviation 07 W medium
o= (840 Ps) )
Proposed LoRa 30ps(t=1s Y
system 3ns (= 100's) 3.0W medium-high

1 A 50 km fiber connection between two WR nodes.
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The deployment complexity for GNSS time synchronization is low since only the
installation of an outdoor GNSS antenna is required. For WR, the deployment requires a
Synchronous Ethernet (SyncE) network and an external reference clock for the primary
side, while, for UWB, the deployment requires an external reference clock for the primary
side. Finally, for our proposed system, an outdoor antenna and an external reference clock
at the primary side is required.

Considering the obtained TDEV of 3 ns for T = 100 s for our system, we assume that
a large contributor is the ranging engine in the SX1280 transceiver, which has a reported
best-case standard deviation equivalent to 1.3 ns, as described in Section 1.

The implementation of encryption and authentication protocols, which are well estab-
lished in LoRaWAN links [30], may be used for secured operation. This is in contrast with
GNSS-based systems, which often rely on the unencrypted GPS and Galileo L1 signals.

The presented system uses power-intensive PLL chips and oven-controlled oscillators
to create a frequency-stable reference clock. However, this is not suitable for low-power
devices. To reduce the power consumption, unheated oscillators and a simpler clock
filter are needed, which could lead to higher time deviations. This may partially be
compensated with improved oscillator drift and noise modeling. Oscillator modeling can
also be used to minimize the number of synchronization exchanges and adapt to predicted
timestamp uncertainty.

Considering other applications, mesh networks could benefit from accurate time to
optimize the channel access and active/sleep timing slots. Additionally, the security of
wireless networks could be improved by tightening timing restrictions against replay attacks.

The presented time synchronization system was optimized for static line-of-sight
links without time-varying multipath fading. The extension of the system to mobile time
synchronization would have practical applications, such as the time synchronization of
equipment in vehicles. However, in such applications, the channel would be time varying,
and the coherence time may be below the duration of one time synchronization exchange.
Future work could therefore optimize the physical layer modulation and protocol for
applications in mobile time synchronization.
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Abstract: The backbone of the Internet of Things ecosystem relies heavily on wireless
sensor networks and low-power wide area network technologies, such as LoRa modulation,
to provide the long-range, energy-efficient communications essential for applications as
diverse as smart homes, healthcare, agriculture, smart grids, and transportation. With
the number of IoT devices expected to reach approximately 41 billion by 2034, managing
radio spectrum resources becomes a critical issue. However, as these devices are deployed
at an increasing rate, the limited spectral resources will result in increased interference,
packet collisions, and degraded quality of service. Current methods for increasing network
capacity have limitations and require advanced solutions. This paper proposes a novel
hybrid spectrum sensing framework that combines traditional signal processing and artifi-
cial intelligence techniques specifically designed for LoRa spreading factor detection and
communication channel analytics. Our proposed framework processes wideband signals
directly from IQ samples to identify and classify multiple concurrent LoRa transmissions.
The results show that the framework is highly effective, achieving a detection accuracy
of 96.2%, a precision of 99.16%, and a recall of 95.4%. The proposed framework’s flexi-
ble architecture separates the Al processing pipeline from the channel analytics pipeline,
ensuring adaptability to various communication protocols beyond LoRa.

Keywords: artificial intelligence; internet of things; LoRa; LPWAN; spectrum sensing

1. Introduction

The Internet of Things (IoT) transformed many industries and daily life by connecting
the physical world to the Internet through devices that can collect, interact, and send
data to the Internet using sensors, actuators, and wireless communication protocols [1].
With this in mind, wireless sensor networks (WSNs) have become the key enablers of the
IoT ecosystem, using low-power wide area network (LPWAN) technologies to send and
receive data from gateways and sink nodes [2]. LPWAN technologies offer long-range and
energy-efficient communication that makes them suitable for many IoT applications, such
as smart homes [3], healthcare [4], agriculture [5], smart grids [6], and transportation [7].
The IoT market experienced significant growth due to the versatility of its applications.
Research shows that the number of IoT devices is growing by approximately 2 billion each
year. Projections show that there will be around 41 billion connected IoT devices by the year
2034 [8]. Most LPWAN technologies use unlicensed frequency bands, such as the 868 MHz
short-range devices (SRD) band, the 915 MHz band, and the 2.4 GHz industrial, scientific,
and medical (ISM) band [9-11]. Each of these bands has its own bandwidth limitations.
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For example, the 868 MHz SRD band has only 10 MHz of available bandwidth, while the
915 MHz and 2.4 GHz bands have 28 MHz and 100 MHz of available bandwidth, respec-
tively. Currently, one of the most widely adopted LPWAN communication technologies
worldwide is LoRa [12], which accounts for approximately 40% of global IoT connectivity.
The increasing use of LoRa in IoT networks with limited radio resources presents several
challenges, including higher packet collision rates, interference, and reduced capacity,
which can lead to lower quality of service (QoS). Current methods of increasing scalability,
such as duty cycle regulations [13] and redundancy mechanisms [14], are not always effec-
tive in addressing these issues, especially in large-scale, high-density deployments. Recent
research proposed alternative modulation techniques aimed at improving performance
in LPWAN environments. One example is dual-mode chirp spread spectrum (DM-CSS)
modulation [15], which enhances spectral efficiency by simultaneously multiplexing even
and odd chirp signals with phase shifts, resulting in a significant increase in the number of
transmitted bits per symbol. DM-CSS demonstrated higher spectral and energy efficiency
compared to classical LoRa modulation, making it a promising candidate for future IoT
networks operating in crowded unlicensed spectrum environments.

Another approach is represented by advanced solutions, such as spectrum sensing (SS)
techniques. These techniques allow us to detect and identify different wireless protocols
operating within shared frequency bands [16-19]. This allows the IoT network operators
to dynamically allocate frequencies and reduce interference. This approach is critical to
maintaining optimal performance, reliability, and scalability of LoRa-based IoT networks,
ensuring their continued growth and integration into future IoT infrastructure.

In addition, advanced channel analytics provide network operators with insights
to evaluate scalability issues within the LoRa network architecture. Optimal allocation
of spreading factors (SF) is essential to mitigate the capture effect and enhance network
capacity [20]. In large-scale, high-density LoRa networks, the capture effect occurs at the
gateway when multiple LoRa transmissions simultaneously arrive on the same commu-
nication channel and use identical SFs. Under these conditions, the gateway successfully
demodulates only the signal with the highest received power, while all other transmissions
are discarded, increasing packet error rates. Nevertheless, due to LoRa’s use of SFs that
are theoretically orthogonal [21], a gateway can typically extract and demodulate multiple
signals transmitted simultaneously on the same frequency channel, provided that different
SFs are used. This orthogonality is a fundamental property that underpins the scalability
of LoRa-based networks, allowing multiple devices to share limited spectrum resources
efficiently. However, it is important to recognize that perfect orthogonality is difficult to
achieve in practical applications. Real-world factors such as timing misalignments between
transmitters, carrier frequency offsets, and differences in received signal power can intro-
duce imperfections that reduce the degree of orthogonality. These impairments may lead to
inter-SF interference, especially in dense network scenarios where simultaneous transmis-
sions are more frequent. Several studies, such as [22], analyzed the impact, demonstrating
that LoRa’s performance under real-world conditions can deviate from the idealized as-
sumptions often made in theoretical models. In this context, while LoRa SFs offer strong
resilience to interference under many operating conditions, it is important for network
designers and operators to consider potential cross-interference when planning large-scale
IoT deployments. Proper SF allocation strategies, along with synchronization and power
control mechanisms, can help mitigate the practical limitations of SF orthogonality and
improve overall network performance.

Live network monitoring tools based on SS techniques can help operators track how
SF is being allocated. These tools can identify edge cases where sensors excessively use
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either SF7, which is good for low-latency applications, or SF12, which supports long-range
but uses more energy, has higher time-on-air (ToA), and higher collision risks. The SS
techniques make LoRa networks more adaptable by allowing SF assignments based on
the sensing results. This helps address network optimization from a latency, power, and
range perspective according to the specific needs of IoT applications. It also provides
deeper insight into network behavior, enabling proactive intervention and more accurate
troubleshooting of devices that consistently use inefficient SFs schemes.

The importance of spectral constraints and SF allocation in LoRa networks has been
studied previously. Lavic et al. [23] have shown that a maximum number of 8000 nodes
can simultaneously transmit LoRa packets to a gateway with an imposed duty cycle of
1%. Farhad et al. [24] propose a DL-based LoRa ADR mechanism that increases the packet
success rate by up to 15% with 600 transmitting LoRa nodes. Housem et al. [25] propose and
evaluate an artificial intelligence (Al)-based LoRaWAN optimization method using auto-
regressive algorithms, support vector machines (SVMs), and temporal fusion transformers
(TFTs). The authors employ these algorithms for network behavior prediction. Based on
these predictions, they propose an optimization mechanism that conserves a percentage of
the available duty cycle for anticipated increase in LoRaWAN network traffic.

Aohan et al. [26] proposes and evaluates an RL-based resource allocation mechanism
for LoRaWAN networks. In his approach, the learning agent is represented by a LoRaWAN
node that can choose its communication channel and SF, transmits the data frame to the
LoRaWAN gateway, and receives an ACK or NACK response. If the transmission receives
an ACK, the LoRaWAN node is rewarded, otherwise it is penalized. According to Aohan
et al. [26], the proposed methodology can maintain an FSR of 1 for up to six simultaneously
transmitting LoRaWAN devices, with the FSR dropping to 0.5 when the number of devices
increases to eight. This method is compared to the random channel and SF selection
mechanism, which has an FSR of 0.4 at six LoRa nodes, dropping below 0.3 when increasing
to eight LoRaWAN nodes.

The LoRaWAN network enhancement methods presented so far are based on metrics
that can be obtained directly from the MAC layer via radio packet metadata. However,
in order to obtain MAC layer metrics for these methods, the LoRa packets must first be
received and demodulated. In addition, these methods do not take into account other
communication protocols that may be operating in the same unlicensed frequency bands.
With this in mind, network sensing must be performed at the physical link layer using
SS techniques.

Shahid et al. [27] analyze the performance of convolutional neural networks (CNNs)
for detecting and classifying LPWAN radio communication protocols, including Sigfox,
LoRa, and IEEE 802.15.4g [28] based on IQ samples input. Their study achieved a clas-
sification accuracy of 95% at SNR levels above 10 dB. However, classification accuracy
significantly decreases at lower SNR values, dropping below 70% at 0 dB and further
declining to approximately 25% at —10 dB. Almohamad et al. [29] propose an enhance-
ment to the methodology described in [27], focusing specifically on classifying LoRa radio
transmissions according to their SFs, using cyclostationary features as input data for a
CNN model. According to their results, the cyclostationary features signal representation
achieves a classification accuracy of approximately 99% at an SNR of —10 dB.

In our previous work [30], we designed and evaluated DL-based spectrum sensing
techniques for LoRa SF detection using spectrograms as the input. Using a proprietary
dataset consisting of spectrograms of LoRa radio transmissions in the —20 to 30 dB SNR
range, we trained and evaluated an image classification CNN for LoRa SF detection,
obtaining a classification accuracy of 98%. However, this methodology can be applied
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when the spectrogram image contains only one LoRa transmission. In [31], we extend the
capabilities of the approach in [30] to the simultaneous detection of multiple LoRa and
Sigfox radio transmissions within a spectrogram. The developed DL spectrum sensing
network was based on the second iteration of You Only Look Once (YOLO) [32].

Compared to our previous work [30,31], which primarily focused on deep learning-
based LoRa SF detection using spectrogram inputs, in this paper, we propose and evaluate
a hybrid SS framework specifically designed for SF detection in LoRa modulation and
advanced channel analysis. Our proposed framework combines traditional signal process-
ing techniques and advanced Al models to detect, classify, and extract detailed channel
information such as center frequency, bandwidth, and occupancy level for multiple si-
multaneous LoRa transmissions within a wideband signal. It relies entirely on IQ sample
processing to ensure accurate and efficient signal analysis. A key feature of our approach is
the separation of the Al processing pipeline from the advanced analysis pipeline, making
the framework more flexible.

This paper makes several important contributions: it develops a new hybrid frame-
work that combines signal processing and Al for effective LoRa SF detection and classifica-
tion, introduces robust methods for advanced channel analysis directly from IQ samples,
designs a flexible architecture by separating the processing pipelines to support different
communication standards, and presents a thorough evaluation of the effectiveness, and
reliability of the framework in realistic scenarios.

The remainder of this paper is organized as follows: Section 2 provides an overview of
the proposed SS framework. Section 3 details the transmission detection and clustering al-
gorithm, which is specifically designed to detect and isolate individual radio transmissions
within a wideband signal and prepare them for subsequent analysis. Section 4 outlines the
methodology used to create the dataset used in the training and evaluation of the LoRa SF
detection Al model. Section 5 describes the design, training procedures, and evaluation
of this LoRa SF detection model. Section 6 provides a description of the channel analytics
processing pipeline and a comprehensive evaluation of the overall framework through two
live deployment scenarios involving software-defined radio (SDR) devices and dedicated
LoRa transceivers. Finally, Section 7 summarizes the key findings and concludes the paper.

2. Spectrum Sensing Framework for LoRa Modulation Detection and
Communication Channel Analytics

In this section, we present the system design of our proposed SS framework for LoRa
modulation detection and communication channel analytics. We consider a wideband
signal x(n) subjected to typical wireless channel impairments, including Rayleigh fading
and additive white Gaussian noise (AWGN), potentially containing multiple concurrent
LoRa transmissions. The principal objective of this framework is the accurate detection
and classification of each LoRa transmission within the received wideband signal, along
with detailed channel analytics for every identified transmission.

In Figure 1, we provide a graphical representation of the framework. This hybrid SS
approach integrates classical detection techniques, such as energy detection and signal
processing, with Al-driven solutions based on CNNs. By combining these complementary
methods, we enhance both the accuracy and robustness of LoRa detection and classification.

The SS algorithm Input comprises IQ sample streams produced by an SDR device, at
the baseband frequency, that captures the wideband radio signal in the target frequency
band. These IQ samples represent the real and imaginary components of the wideband
signal, enabling the extraction of time domain features. The power of the received signal is
normalized using (1) and (2), where P; denotes the power of the wideband signal x(n), N is
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the number of IQ samples of x(n), and x,,(n) is the resulting normalized signal. The normal-
ization process reduces the computational overhead, enhances the processing capabilities
of the CNN both during training and inference, and improves the model convergence.
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Following normalization, the signal is passed through a transmission detection and
clustering algorithm, which will be presented in the following section, that identifies
and isolates individual radio transmissions within the wideband signal. Each identified
transmission is then passed to two separate processing pipelines. The first pipeline is
represented by the Al model for LoRa modulation detection. This processing pipeline
identifies the LoRa SF using a time series CNN taking IQ samples as input. The second
processing pipeline is represented by the communication channel analytics algorithm.
The two processing pipelines can be individually used, making the SS framework more
versatile. Finally, the SS algorithm outputs both the detection results and the corresponding

channel analytics.
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Figure 1. Spectrum sensing framework for LoRa modulation detection and communication channel

analytics.

3. Transmission Detection and Clustering Algorithm

This section presents the design and implementation of the transmission detection
and clustering algorithm (TDCA), which enables the SS framework to identify and separate
individual radio transmissions within the received wideband signal and prepare them for
further processing trough the two processing pipelines.

As presented in the introduction of this section, the SS framework input receives a
wideband signal at the baseband frequency that can contain multiple radio transmissions.
However, considering that a CNN can predict a single modulation class for the input signal,
the individual radio transmissions within the wideband signal must be firstly separated in
frequency and filtered individually.

For this, we implemented a transmission detection and clustering algorithm based on
traditional SS approaches [33] and signal processing. Firstly, the TDCA uses the normalized
x, (n) wideband signal, which is converted to the frequency domain by applying a discrete
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Fourier transform using (3), where N is the number of IQ samples in x, (1), and x(k) is the
representation of x, (1) in the frequency domain.

No1 _ 27tkn
x(k) =) xu(n)e N (3)
n=0

After obtaining the frequency domain representation of the wideband signal, the 0 Hz
component is shifted to the center of the spectrum, using (4). In this operation, the frequency
associated with each discrete index k is mapped to a real frequency according to (5), where
F; is the sampling frequency and N is the number of samples. After shifting, the frequency
axis spans from —F; /2 to F; /2, aligning the discrete bins with their corresponding physical
frequencies. The magnitude is then represented as power spectral density (PSD) using (6).

oy JxeEN/2),0 <k <N/2
xshzfted(k) - {x(k— N/2),N/2<k< N’ @

flk) = (II\{, - ;)F (5)

Xshifted (k) ‘
xap(k) = 20logyo | ——— |-

(6)

A noise suppression is performed using a moving average operation, as described in
(7) and (8), where (7) defines the window size w as the floor of 1% of N and N represents
the number of frequency bins in x4,(k). Equation (8) then updates the x4, (k) values by
applying the moving average operation.

N
w— LOOJ . %
w
. min(N,k+E)
xqp' (k) = - Y. xgp(m). (8)

w
m=max(1k——=)

Each frequency bin in the x;,’(k) is compared to a threshold determined by the mean
value of x,/ (k). Any frequency bin index that exceeds this threshold is stored in a vector.
This approach is similar to the energy detection [33] method commonly used in spectrum
sensing algorithms for identifying occupied and unoccupied frequency bands. However,
in this work, this method is used specifically to identify frequency bins that may be part of
clusters representing a distinct narrowband radio transmission in the x(n) wideband signal.

After determining the relevant frequency bin indexes, the difference between adjacent
indexes is calculated and compared against a predefined threshold. This comparison helps
determine whether the adjacent indexes belong to the same cluster or to separate clusters.
Through multiple tests and empirical studies, an index difference of 0.3% of the total
number of frequency bins was found to generate optimal clustering results.

Once preliminary clusters are formed, an additional filtering step is applied. Clusters
that exceed the imposed PSD threshold but do not contain a sufficient number of frequency
bins to represent a radio transmission are discarded. Figure 2 presents an example of the
TDCA applied on a wideband signal containing five distinct LoRa transmissions.
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Figure 2. Transmission detection and clustering algorithm applied on a 1 MHz radio signal containing
five LoRa transmissions.

After the clusters representing individual radio transmissions are identified, their
frequency boundaries are mapped onto the overall wideband frequency range, extending
from —F;/2 to F;/2, where F; is the sampling frequency of x(n). A passband filter with
a transition band of 10 kHz is then designed for each cluster according to its frequency
boundaries and applied in the frequency domain to suppress all other signal components.
The resulting signals, each containing only one cluster, are transformed back into the time
domain via an inverse discrete Fourier transform, as indicated in (9), where x (k) is the
filtered signal represented in the frequency domain, N is the number of frequency bins in
x¢(k), and x¢(n), is the resulting filtered signal in the time domain. Finally, each single-
transmission signal is shifted to the center of the baseband using (10). This is accomplished
by multiplying the filtered signal x¢(n) by a complex exponential of unit amplitude at a
frequency equal to the negative of the cluster’s center frequency. In (10), f; is the central
frequency of the signal cluster, n denotes the discrete time sample index and spans from 0
to N — 1. The center frequency f. is a real-valued offset within [—F;/2 F;/2].

1 N-1 ]'ijn
xfp(n) = Nk;) xp(k)ye N . )
x'¢(n) = x¢(n) o TE, (10)

At the end of this process, the TDCA produces multiple single-transmission signals
corresponding to the number of detected signal clusters. These signals are then passed to
the CNN processing pipeline for LoRa modulation detection, and to the channel analytics
processing pipeline for central frequency, bandwidth, and occupation degree computing.
Although the current implementation is optimized for LoRa signals, the TDCA is based
on general spectrum sensing principles and can be adapted to alternative narrowband
modulations such as FSK or NB-IoT. Adapting the framework would involve tuning the
frequency resolution, adjusting thresholding criteria based on the new signal characteristics,
modifying the passband filter parameters to match different bandwidths, and retraining
the CNN classifier using features representative of the target modulation scheme. The
modular structure of the framework facilitates such adaptations with minimal architectural
changes.
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4. Dataset Creation

The first step in designing, training, and evaluating the LoRa modulation detection
CNN is creating a comprehensive dataset. This dataset encompasses six LoRa spreading
factors (SF7 through SF12), each corresponding to the number of bits that can be encoded
in a LoRa symbol. Using MATLAB 2023a and the library developed by Al Homsi et al. [34],
we generated 26,000 signal samples for each spreading factor at a sampling rate of 1 MS/s.
Each sample employed random byte sequences as the LoRa packet payload, a transmission
power of 14 dB following European LoRa Regional parameters [35], and a bandwidth of
125 kHz.

Each signal sample was then passed through a channel model simulating various
propagation impairments, including Rician multipath fading (for urban, suburban, and
rural environments), Doppler shift, clock offset between the transmitter and receiver, and
different SNR conditions imposed via additive white Gaussian noise (AWGN).

Because LoRa can operate below the noise floor, we considered 26 SNR values ranging
from —20 dB to 30 dB with an increment of 2 dB, generating 1000 samples at each SNR
level. The multipath fading model used path gains of 0 dB, —2 dB, and —10 dB, and the
maximum Doppler shift was set to 4 Hz at a carrier frequency of 868 MHz. Additionally,
the clock offset was randomly varied between —5 ppm and 5 ppm for both the carrier
frequency and the sampling rate.

Each LoRa signal sample was truncated to 4096 consecutive IQ samples, which is the
minimum amount of IQ samples required to capture an SF9 symbol at a 1 MS/s sampling
rate, and provides a sufficient amount of samples to differentiate between SF10, SF11, and
SF12 symbols. Since every LoRa transmission starts with eight consecutive upchirps, the
4096 samples were selected starting with a random offset to enhance dataset diversity
with respect to symbol distribution. Figure 3 illustrates examples of the resulting dataset
through time/amplitude (a) plots and spectrograms (b). In the time/amplitude plots, the I
and Q channels are represented in blue and red, respectively, while the spectrogram images
are plotted with a window size of 256. The complete dataset, containing 156,000 signal
samples, is publicly available on GitHub [36].
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Figure 3. Samples of the generated dataset used for training and evaluating the LoRa SF detection
CNN. (a) Amplitude/time plots (Blue—In Phase, Red—Quadrature); (b) spectrogram plots.
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5. Design, Training, and Evaluation of the LoRa Modulation Detection
Convolutional Neural Network

The proposed CNN architecture adopts a classical hierarchical structure, as shown
in Figure 4. It begins with a sequence input layer configured to receive a minimum of
4096 samples, which is sufficient to capture a LoRa SF9 symbol at a 1 MS/s sampling rate,
but can also receive signal frames with more than 4096 samples. Within this layer, z-score
normalization is applied, and the complex input samples are split into real and imaginary

components.
Sequential Input ConvlD .
I I 0 el il ol
{4095 /Qsamples) Kernel size=4 3 RIS %
ConvlD
N 22 Fiters BN2 Relu maxPogIlnng Dropout |
= Poolsize=2 prob=0.2
Kernel size=8 %4
ConvlD 5
N 48 Filters BN3 Relu maxPogIlnng Dropout
R 7 Poolsize=2 prab=0.2
Kernel size=16 LR
ConviD v
N EAFiters BN Relu maxPoqunng
4 P Poolsize=2
Kernel size =32 L L
ConvlD
L 33 Filters BNS Relu Global Average Fully Softmax | Output

Kernel size =64 / Poaling Connected

Figure 4. Designed LoRa SF detection convolutional neural network structure.

After the input layer, the network is organized into multiple hierarchical blocks. In the
first block, there is a 1D convolutional layer (Conv1D) with a filter size of 4 and 16 filters.
This block also includes a batch normalization layer, a ReLU activation layer, a max pooling
layer, and a dropout layer. In subsequent blocks, the filter size doubles incrementally to 8,
respectively, 16, and the number of filters increases by 16 in each block. Max pooling and
dropout layers help mitigate overfitting.

In the fourth block, the Conv1D layer continues to increase filter size to 32 and filter
count to 64, but the dropout layer is removed. In the fifth block, the Conv1D layer has a
filter size of 64 and 32 filters, and the max pooling layer is replaced by a global average
pooling layer. The global average pooling layer aggregates the extracted features into a
single vector, which is then passed to a fully connected layer and a softmax layer to produce
class probabilities for the different LoRa SF categories.

The selected filter sizes are derived from the number of IQ samples (1024) required to
represent a LoRa SF7 symbol at a 1 MS/s sampling rate. By using smaller filter sizes in the
initial layers, the CNN can capture localized features such as transient events or short-term
patterns. In deeper layers, larger filter sizes enable the extraction of broader contextual in-
formation. The resulting network has a total of 26 layers with 258,950 trainable parameters.

For the training and evaluation of the CNN, the dataset was partitioned into 70% for
training, 15% for validation during the training process, and 15% for testing. The CNN was
trained over a total of 100 epochs. Considering that the network was initialized without
pretraining, an initial learning rate of 0.3 was set, with a drop factor of 0.75 applied every
six epochs. Training was conducted using the stochastic gradient descent with momentum
(SGDM) optimizer. A batch size of 256 was employed, and validation was performed at the
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Accuracy [%]

end of each training epoch. Additionally, to mitigate overfitting and enhance the CNN’s
generalization capabilities, the training dataset was shuffled at the beginning of each epoch.
The training hardware platform included an Alienware Aurora R10 system (AMD Ryzen9
3950X, 64GB DDR4, and 2xGeForce RTX 3060 6GB). The training process was evaluated
using accuracy and loss metrics, the progression of which is presented in Figures 5a and 5b,
respectively. The CNN converged within the initial training epochs, achieving 98% accuracy
after only four epochs.
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Figure 5. Performance parameters for the training process for the LoRa convolutional neural network
algorithm. (a) Training and validation accuracy; (b) training and validation loss.

Following the training process, the CNN was evaluated under two distinct testing
scenarios. In the first scenario (scenario A), it was tested on a partition of the original
empirically generated dataset with emulated channel impairments, comprising 3900 signal
samples per LoRa SF. In this scenario, the CNN achieved 100% accuracy. To eliminate the
possibility of overfitting, a second testing dataset was generated. This secondary dataset
contained 2600 samples for each LoRa SF, with 100 signal samples for each SNR value. On
this dataset, the CNN achieved an accuracy of 99.69%.

From the confusion matrix shown in Figure 6, it can be seen that classification con-
sistency among the LoRa SF classes is high, with the majority of signal samples correctly
classified. This shows that the CNN successfully captured the features of different SFs
and is capable of generalizing. Most misclassifications occurred between LoRa SF11 and
LoRa SF12, and in every SF from 8 to 12, there was at least one misclassification as SF7.
Nonetheless, the number of misclassified signals is minimal compared to the total number
of analyzed LoRa signal samples.

In the second test scenario (scenario B), we conducted real-world testing using SDR
devices positioned indoors at a distance of 10 m. An Adalm Pluto SDR [37] was configured
on the transmitter side to continuously transmit 5000 LoRa packets for each spreading
factor (SF). On the receiver side, an Ettus USRP N310 SDR [38] was set up to receive the
LoRa signal samples in IQ format and pass them on to the CNN for classification. Both
SDRs were set to a center frequency of 868.1 MHz with a sampling rate of 1 MS/s.

Under these conditions, the CNN achieved an accuracy of 99.97%. From the confusion
matrix in Figure 7, we can see that each SF is correctly identified, even in a real-world testing
scenario. Although the SF8-to-SF12 misclassification with SF7 observed earlier is also
present here, the CNN maintains a high level of performance in this evaluation scenario.
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Figure 6. Confusion matrix for empirical data testing (test scenario A).
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Figure 7. Confusion matrix for a real operating environment (test scenario B).

6. Radio Channel Analytics and Live Testing

In this section, we present the radio channel analytics processing pipeline along
with the live testing and implementation of the proposed SS framework. As presented
in Section 2, the second processing pipeline of the SS framework involves computing
channel analytics for both the overall frequency band and each detected transmission.
For each identified radio transmission, the SS framework reports the central frequency,
bandwidth, and SF if the radio transmission uses LoRa modulation. The central frequency
is determined during preprocessing of the wideband signal using the TDCA. Since each
transmission is isolated by a passband filter with a 10 kHz transition band, the bandwidth
is calculated using the 99% occupied bandwidth method. This approach identifies the
lower (f},) and upper (f3,;) frequency boundaries that account for 99% of the total signal
power, satisfying (11), where P}, is the total power of the signal from —F;/2 to F;/2, and
P(f) is the power of the signal at frequency f.

fui
| P = 099Pi a)
flu
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Beyond the individual channel analytics for the detected LoRa transmissions, the
overall occupancy degree of the analyzed frequency band is computed using (11). In this
expression, M is the total number of detected transmissions, Ty is the total bandwidth of

the analyzed frequency band, and BW (m) is a vector containing the bandwidth values of
each detected LoRa transmission.

100 M
OD BW (m 12
TBW Z (m) (12)

In Figure 8, three examples of the SS framework outputs are shown. The detected
LoRa transmissions are bounded by the determined frequency limits. By measuring the
symbol time for each detection, it can also be observed that the CNN correctly identified
the LoRa spreading factors. In Figure 8c, due to the long symbol time of the LoRa SF12
transmission, it was identified as two separate LoRa SF12 transmissions with smaller
bandwidths. Nonetheless, the overall occupancy degree of the analyzed frequency band
remains accurate.
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Figure 8. Spectrum sensing framework for LoRa modulation detection and communication channel

analytics output examples. (a) Channel occupancy degree of 37.48%; (b) channel occupancy degree
of 50.17%; and (c) channel occupancy degree of 49.67%.

The next step is to perform the live implementation and evaluation of the SS framework
for LoRa SF detection. As described in the previous section, the developed CNN was trained
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and evaluated on a dataset of 156,000 empirically generated LoRa signal samples, which
included simulated channel impairments with SNR values ranging from —20 dB to 30 dB.
This resulted in a classification accuracy of 99.69%. A second evaluation scenario involved
two SDR devices deployed in an indoor environment at a distance of 10 m, resulting in an
accuracy of 99.97%. However, to fully assess the performance of the SS framework, a third
evaluation scenario was conducted. In contrast to the previous test setups, this scenario
uses IoT nodes equipped with LoRa radio transceivers.

From Figure 9, which illustrates the test setup (scenario C) for evaluating the SS frame-
work in a real-world environment, we see that the setup consists of two main components:

e  TX (transmitter): Five IoT nodes using LoRa transceivers, connected to a transmission
orchestrator.
e  RX(receiver): A host machine running the SS framework along with an SDR device

for capturing signals.

Ground Truth Transmission Ty 5x LoRa
Orchestrator Transceiver

USB-UART

Detection Results & Channel
Analytics

Figure 9. Spectrum sensing framework live implementation. Test setup for real-world evaluation
using dedicated LoRa transceivers.

The transmitter and receiver were placed approximately 50 m apart, in separate
buildings, indoors. In this setup, we evaluate the performance of the SS framework using
several metrics that assess both the TDCA and the CNN:

e  Detection accuracy: Represents the total number of detections made by the TDCA
relative to the total number of LoRa transmissions. This metric reflects the TDCA
algorithm’s effectiveness in detecting and separating individual narrowband trans-
missions within the wideband signal, and it indicates the SS framework’s capability to
correctly report the occupancy status of a communication channel.

e  Precision: the proportion of correctly classified LoRa transmissions among all detected
LoRa transmissions.

e  Recall: the proportion of correctly detected and classified LoRa transmissions out of
the total transmissions sent by the IoT nodes and transmission orchestrator.

e Confusion matrix: shows instances of misclassification among the detected LoRa
spreading factors.

e  Mean absolute central frequency deviation (MACFD): measures the average devia-
tion of the detected LoRa transmissions central frequencies from the known central
frequencies.
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e  Mean absolute bandwidth deviation (MABD): measures the average deviation of
the calculated bandwidths for the detected LoRa transmissions from their known
bandwidth.

For these metrics, a LoRa transmission is considered correctly detected and classified
if it has the same SF as specified in the ground truth and if its central frequency deviates
by no more than 50 kHz from the specified ground truth. Only correctly detected and
classified LoRa transmissions are included when calculating MACFD and MABD.

(1) Implementation of LoRa IoT nodes and transmission orchestrator

The transmitter part of the test setup consists of five IoT nodes based on LoRa
transceivers. Each node includes an Atmega328p microcontroller [39] connected to an
SX1276 LoRa transceiver [40] through the SPI interface. The transceivers use omnidi-
rectional antennas with a 0.5 dB gain, which artificially increases the effective distance
between the transmitter and receiver. Custom firmware on each microcontroller enables
control of the communication channel and SF via the serial interface. Figure 10 shows the
transmission orchestrator deployment setup.

5 x LoRa loT
Devices
SX1276

Transmission
orchestrator

Figure 10. Transmission orchestrator deployment for live evaluation of SS framework.

For the LoRa packet payload, a random byte sequence of variable length (ranging from
1 to 51 bytes) is used, ensuring a broad distribution of transmitted LoRa symbols. There is
no delay between consecutive LoRa transmissions; once configured by the transmission
orchestrator, a node continuously transmits LoRa packets with random payloads using the
assigned SF and channel until instructed otherwise. This approach ensures a controlled
environment for assessing the detection performance of the SS framework, eliminating the
need for signal capture synchronization between the transmitting side and the receiving
side within a transmission frame.

The transmission orchestrator is connected to the five IoT LoRa nodes via USB-to-serial
converters. At the transmission orchestrator level, a list of LoRa channels and SFs is defined.
In this test setup, LoRa channels span from 867.7 MHz to 868.5 MHz, specifically CHS6,
CH7, CHO, CH1, and CH2, with central frequencies of 867.5 MHz, 867.9 MHz, 868.1 MHz,
868.3 MHz, and 868.5 MHz, respectively, and a bandwidth of 125 kHz. Each IoT node is
assigned a unique channel and SF, forming a transmission frame. This configuration is
recorded in a ground truth file for later comparison with detection results.

After the IoT nodes are configured, the transmission orchestrator signals the receiver
via an IP connection that the SDR can begin capturing radio signal samples. The SDR
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forwards the recorded IQ samples and forwards them to the SS framework, which detects,
classifies, and generates channel analytics for all LoRa transmissions within the current
frame. Once the receiver confirms successful capture, the transmission orchestrator ran-
domly reassigns LoRa channels and SFs to the IoT nodes, and the cycle repeats. This setup
ensures a controlled environment for accurate performance evaluation of the SS framework.

(2) Implementation of SS framework for LoRa modulation detection

In this test setup, the receiver component consists of an Ettus USRP N310 SDR, con-
nected via Ethernet to an Alienware Aurora R10 host machine (AMD Ryzen 9 3950X, 64GB
DDR4, 2 x GeForce RTX 3060 6GB). The SDR is configured to a center frequency of 868.1
MHz and a sampling rate of 1 MS/s, ensuring coverage of the LoRa channels defined at
the transmission orchestrator. The SDR uses a VERT900 antenna [41] with a gain of 3 dB.

On the host machine, the SS framework, encompassing the SDR interface, TDCA,
CNN, and channel analytics algorithms, runs in a MATLAB [42] environment. Once the
framework receives confirmation that the IoT nodes have been successfully configured, the
SDR captures 32,768 1Q samples (32.76 ms of radio signal at a 1 MS/s sample rate) in burst
mode to prevent data overflows or underflows. The captured signal is processed by the SS
framework, and the detection results, which include the identified SF, central frequency,
and bandwidth, are recorded in a file for performance evaluation against the ground truth.
After processing the current transmission frame, the SS framework signals the transmission
orchestrator via IP to update the IoT nodes configuration, repeating the cycle.

(3) Test setup methodology and performance metrics computation

As presented in the transmitter and receiver description, the test setup was designed
to provide a controlled environment for accurately assessing the performance of the SS
framework in a real-world operation context. To achieve this, LoRa transmission frames
with known parameters were created, and both the transmitter and receiver were synchro-
nized via an IP connection to ensure that the signal captured at the receiver matches the
current configuration set by the transmission orchestrator.

In this test setup, 100 LoRa transmission frames were generated and processed by the
SS framework, with each frame containing five LoRa transmissions on different channels
and using different spreading factors. During each iteration, the transmission orchestrator
first assigns a unique channel and SF to the IoT nodes, storing this information in a ground
truth file. The receiver is then signaled to capture the signal and pass it to the SS framework,
which records the detection results and channel metrics in a detection results file. After
processing the current frame, the SS framework signals to the transmission orchestrator
that it can configure the next frame. To simplify the performance metric calculations, a
“new frame” separator is inserted in both the ground truth file and the detection results file,
allowing clear demarcation of individual transmission frames.

After obtaining the ground truth and detection results file, the performance metrics
are computed according to the following criteria:

e Aradio transmission is considered correctly detected if its central frequency deviates
by no more than 50 kHz from the specified ground truth. If the deviation exceeds 50
kHz or it is not detected and clustered by the TDCA, the transmission is labeled as
undetected.

e A LoRa transmission is considered correctly detected and classified if its attributed
label matches the ground truth label and its central frequency deviates by no more
than 50 kHz from the ground truth.

e  For the MACFD and MABD metrics, only LoRa transmissions that are both correctly
detected and correctly classified are included.
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From a total of 500 LoRa transmissions sent by the transmission orchestrator, the SS
framework successfully detected 481, resulting in a detection accuracy of 96.2%. Upon
closer inspection, most of the undetected transmissions occurred on LoRa CH6 and LoRa
CH2, which are located at the edges of the analyzed frequency band. This issue may
arise from the frequency response of the analog and digital filters in the SDR’s RX path.
In practical scenarios, it can be mitigated by sampling a wider frequency band than the
specific band of interest.

The SS framework achieved a precision of 99.16%, aligning with the results obtained
from the empirically generated dataset and indicating robust performance of the developed
CNN in real-world inference scenarios. The obtained recall value was 95.4%. In the
confusion matrix shown in Figure 11, where compared to previously presented confusion
matrices, an “undetected” class was added, and we can see that there were only a few
misclassifications (one SF7 as SF11, one SF9 as SF8, one SF10 as SF9, and one SF11 as
SF7). Most of the undetected transmissions involved SF9 and SF12. Nevertheless, the
well-defined diagonal in the confusion matrix confirms the framework’s high level of
accuracy in LoRa detection and classification.
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Figure 11. Confusion matrix for real operating environment (test scenario C).

When computing the MACFD metric, the mean deviation in the central frequency
was 9.13 kHz, which is 7.3% of a LoRa transmission’s total bandwidth. The MABD metric
showed a mean bandwidth deviation of 10.2 kHz, corresponding to 8.16% of the total band-
width.

7. Conclusions

This paper proposes and evaluates a novel hybrid SS framework for LoRa SF detec-
tion and communication channel analytics computation. By combining traditional signal
processing methods with Al techniques, the developed framework is capable of detecting
and classifying multiple simultaneous LoRa transmissions in a wideband signal based
solely on the input IQ samples. The live inference evaluation demonstrated a high level
of performance, achieving a detection accuracy of 96.2%, a precision of 99.16%, and a
recall of 95.4%. In addition, the low mean frequency deviation (MACFD of 9.13 kHz) and
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Abstract: This work presents the development and implementation of a remote UV radia-
tion monitoring station using LoRaWAN technology at the Universidad de las Américas.
The main objective was to establish a system capable of measuring UV radiation levels
through solarimeters, ensuring the remote transmission of data to protect the health and
safety of students and staff exposed to solar radiation. To achieve this, several activities
were conducted, including analyzing the architecture and communication components of
LoRaWAN technology, designing a prototype based on this architecture, implementing the
prototype based on the proposed design, and conducting functional tests to validate the
system’s operability. The system included the installation of a solarimeter and a receiver or
gateway, configured to operate from 8 a.m. to 6 p.m. The data collected by the prototype
were validated through comparisons with measurements from the environmental monitor-
ing system of the Secretariat of Environment of the Metropolitan District of Quito, which
allowed for the verification of the prototype’s reliability. With this system, it was possible
to identify patterns of high UV radiation and calculate error percentages in comparison
with reference systems.

Keywords: Heltec ESP32; IoT; LoORaWAN; remote monitoring; Ubidots; UV radiation

1. Introduction

In Latin America, concerns about ultraviolet (UV) radiation are a significant issue for
health and environmental preservation. The region is exposed to high levels of UV radiation
due to its proximity to the equator and the varying climatic conditions characteristic of
different areas. Specifically, Ecuador, located in the equatorial zone, experiences intense UV
exposure throughout most of the year. Between 2007 and 2008, UV radiation levels ranged
from 20% to 25% lower than those in 2009. In recent years, these levels have increased by up
to 34% [1,2]. Ecuador’s diverse geography, which includes the Pacific coast, the Amazon,
and the Andes, presents specific challenges for UV radiation monitoring, emphasizing the
importance of accurate records and measurements.

The private sector has also expressed concerns about this situation. Companies like
Casabaca have shown interest in the high levels of UV radiation recorded in recent years in
Quito, as they negatively impact the comfort of their clients and employees. This issue is
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particularly intensified in areas of prolonged exposure, such as outdoor vehicle displays
and customer service zones, directly affecting potential buyers [3]. In the automotive
sector, concerns include the effects of ultraviolet (UV) radiation on displayed vehicles,
as it can lead to premature wear. Continuous exposure to high levels of UV radiation
affects human health and the quality and lifespan of automobiles. Recent studies have
shown that prolonged exposure to UV radiation causes damage to the paint, interiors,
and plastic components of vehicles, accelerating depreciation and impacting customer
satisfaction [4,5]. For example, ultraviolet radiation, particularly ultraviolet C (UVC),
has been shown to deteriorate finishes, compromising both aesthetics and durability [4].
In addition, the application of high-quality waxes and sealants is recommended to protect
the paint and minimize UV-induced damage [5].

As mentioned in [4], the effects of UV radiation on the paint and interior of vehicles
represent a challenge that affects both car owners and automotive companies. Proper main-
tenance not only preserves the aesthetics and functionality of vehicles but also enhances the
company’s reputation by ensuring an immaculate presentation of the vehicles on display.

In the study by [6], the impact of UV radiation on human health was explored
in depth, particularly its relationship with skin cancer. This knowledge is crucial for
designing monitoring systems that not only measure radiation levels but also provide
preventive recommendations.

In contrast, the research conducted by [7] on LoRaWAN not only addressed the limi-
tations of the protocol but also offered a critical analysis of its performance under various
operating conditions. By evaluating factors such as channel access, network capacity, and in-
terference, this study has become an essential tool for optimizing communication networks.

Comparative analyses of similar projects have been crucial. The study by [? ], titled
“Ultraviolet Radiation Measurement Station Powered by Photovoltaic Systems”, and the
research conducted by [9], titled “Design and Implementation of a Sensor Network for
Monitoring Solar Radiation Levels in the City of Loja”, have proven particularly relevant.
Both studies applied UV radiation monitoring technology; however, the approach proposed
in this work is distinguished by the use of LoRaWAN and the integration of educational
information regarding the risks associated with prolonged exposure to solar radiation.
The implementation of pyranometers in the solution will enable the precise measurement
of UV radiation, optimized for various contexts and geographical locations.

The relationship between UV radiation and skin cancer is well documented, highlight-
ing the need for effective monitoring systems [10]. Furthermore, it is essential to explore
the safety and efficiency aspects of LoRaWAN technology to ensure the reliability of UV
monitoring networks [11]. Studies evaluating various technologies for UV radiation moni-
toring provide a comparative framework that can inform the selection of appropriate tools
and methods [12]. Furthermore, insights into wireless sensor networks for environmental
monitoring highlight how to effectively implement LoRaWAN in a UV monitoring con-
text [13]. Lastly, understanding the broader impacts of solar radiation on human health can
guide the development of informed preventive strategies within monitoring systems [14].
LoRaWAN, with its scalable and flexible infrastructure, ensures efficient long-distance data
transmission with low energy consumption, making it ideal for various IoT applications,
such as environmental monitoring and logistics management [15]. According to the infor-
mation provided by [16], LoORaWAN operates in the 902-928 MHz frequency range in Latin
America. This frequency band is regulated by the International Telecommunication Union
(ITU), which allows low-power devices to operate without the need for licenses. This
regulatory framework ensures that devices do not interfere with other telecommunication
services or equipment, thereby guaranteeing proper operation within legal parameters.
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Considering these challenges, the establishment of a real-time UV radiation monitor-
ing station using solarimeters in conjunction with LoRaWAN technology presents a viable
solution to the issue at hand. Accordingly, the proposed research encompasses the mea-
surement of radiation as well as the benefits associated with the visualization and archival
of climatic data. With LoRaWAN, a technology that facilitates long-range communication
with low power consumption, effective implementation with UV radiation sensors is made
possible, ensuring precise and continuous monitoring. Furthermore, the interoperability
with various environmental monitoring sensors and the easy integration with existing
infrastructures allow for the successful incorporation of such systems.

The integration of an effective solution for monitoring and recording ultraviolet
(UV) radiation is a priority for health, environmental management, the preservation of
automotive assets, and corporate reputation. The implementation of a monitoring station
using LoRaWAN technology and solarimeters will not only address the challenges of
radiation measurement but also promote the execution of preventive measures to safeguard
human health.

Although LoRaWAN is a mature and widely adopted protocol, this work focuses on
evaluating its performance in a highly constrained urban-ecological environment in the
Andean region, where commercial solutions are often not optimized for terrain complexity,
vegetation density, and infrastructure limitations. Rather than proposing novel protocol-
level contributions, the development and deployment of custom hardware nodes allow for
practical adaptation and empirical validation in suboptimal field conditions. This applied
perspective provides valuable information for low-cost IoT deployments in similar regions,
particularly in Latin America, where access to robust, commercial LoRaWAN infrastructure
may be limited. It is important to note that for the evaluation of hostile scenarios where the
performance of LoRaWAN technology was critically assessed Radio Mobile version 11.6.6
was employed as the simulation tool.

The outline of this paper is as follows. Section 2 provides a description of the problem
and the methodology used. Subsequently, Section 3 details design and implementation
system. Finally, the conclusions in Section 4 summarize the key aspects.

2. Problem Description and Methodology

The issue faced by the Universidad de las Américas lies in the need to protect its
students and employees exposed to sunlight, ensuring their health and well-being. As the
institution continues to grow and reports increases in enrollment and resources, it must
also address the risks associated with UV radiation, which can affect both the quality of the
educational environment and the health of its users.

To mitigate these risks, the Universidad de las Américas aims to implement a UV
radiation monitoring station using LoRaWAN technology. This solution not only aligns
with its commitment to the well-being of the university community but also promotes a
safe and healthy environment. By accessing real-time data, the university will be able to
make rapid adjustments to avoid exposure to dangerous levels of radiation, thus protecting
the health of its students and employees and strengthening trust in the institution.

Selection and Identification of the Optimal Solution

In the implementation process of a real-time UV radiation monitoring station, various
solutions were evaluated, considering the challenges and objectives of the project. One
option explored was a nanosatellite for UV radiation monitoring [? ]. However, it presented
significant challenges, such as the need for precise sensors and the logistical complexity of
its launch and operation, making it unviable.
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Another alternative was the use of UV radiometers, based on the work of [18]. This op-
tion was rejected due to its high cost and the technical complexity required for maintenance,
which would complicate its implementation.

Ultimately, it was determined that the implementation of a real-time monitoring
station using solarimeters and LoRaWAN technology was the most suitable solution.

A qualitative SWOT (Strengths, Weaknesses, Opportunities, Threats) analysis was
performed to assess the feasibility of each option, taking into account the technical, opera-
tional, and economic factors relevant to environmental monitoring in real-world conditions,
as shown in Table 1.

Table 1. Qualitative SWOT analysis of the proposed monitoring solutions.

Opportunities and

Proposal Strengths Weaknesses Threats
Opportunities:
. .. . . International collaboration,
. - High-precision data - High cost and complexity . .
Nanosatellite-based . high-impact research
. - Extensive coverage - Launch and control .
Monitoring e o Threats: Launch failure,

- Scientific value limitations .
obsolescence, funding
limitations
Opportunities: Use in

UV Radiometers with - Re.hable and accurate data - Expepswe equipment industry or research !abs
L - Suitable for benchmark - Requires skilled Threats: Poor scalability,
Traditional Telemetry . AT . .

use maintenance limited integration with
LPWAN
Opportunities: Scalable for

- Cost-effective - Lower precision than urban and rural networks,

Solarimeters with - Easy to deploy radiometers educational use
LoRaWAN (Selected) - Wireless long-range - Dependent on local Threats: Environmental
communication gateways interference, requires
calibration

Three technological alternatives for real-time UV radiation monitoring were evaluated:
nanosatellites, UV radiometers with traditional telemetry, and solarimeters integrated
with LoRaWAN technology. Nanosatellites offer high-precision sensing and extensive
coverage, with potential for international collaboration and advanced scientific research;
however, they involve extremely high development costs, complex logistics, and depen-
dence on orbital parameters, in addition to significant risks such as launch failure and
rapid obsolescence. UV radiometers represent a proven and accurate technology, suitable
for fixed-location scientific reference. However, their high cost, maintenance requirements,
and lack of integration with modern low-power networks limit their scalability, particularly
in remote areas. In contrast, the solarimeter-based solution using LoRaWAN stands out
as cost-effective and simple to deploy with standard components. It supports low-power,
long-range communication, enabling distributed monitoring; yet, its limitations include
lower precision and dependence on local gateways. Despite these limitations, its scalability,
compatibility with cloud platforms such as Ubidots, and resilience in urban and academic
settings make it the most practical option, although it remains vulnerable to environmental
noise and requires periodic calibration.

Considering the project’s scope, which emphasizes cost-efficiency, real-time monitor-
ing, and ease of deployment in an urban ecological setting, the solution with the solarimeter
and LoRaWAN was deemed the most suitable. Although it is not the most precise solution,
it strikes an optimal balance between performance, cost, and scalability.
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Additionally, its integration with cloud platforms such as Ubidots facilitates rapid
deployment, data visualization, and user-friendly alert configuration. These features are
particularly valuable in university-led initiatives aimed at public health awareness and
environmental education.

The selection prioritizes proven, low-risk technologies adaptable to local condi-
tions, ensuring operational continuity and system scalability in the face of evolving
monitoring needs.

The solution to be implemented was selected, and the methodology was clarified.
The overall solution flowchart provides a sequential guide to the various stages and
decisions involved in the implementation process, as illustrated in Figure 1. This flowchart
encompasses everything from the acquisition of optimal resources, such as sensors and
microcontrollers, to the final testing, offering a clear visual representation of the steps to be
followed in the development of the solution prototype.

START

L : : l

Identify and select the best resources
1o implement the project

E 4 : '

Evaluate environmental conditions at
locations

Completion of testing and

Does it function correctly? -+ EERE z 2
! identification of project scalability

Select the best embedded systems
and sensors

; . !

Select the optimal lncation

-

Conduct testing at szlected locations

YES

¥

Build the prototype based on selected
materials

Y

Test the prototype in a controlled
environment

T

Collect data and generate results | oo

Figure 1. Flowchart of the solution development process.

3. Design and Implementation of the UV Monitoring Station

This section presents a comprehensive overview of the design and implementation
of the proposed solution. A detailed account of the methodology and steps undertaken
during the development and implementation phases is provided.

3.1. Design of the Solution

In the prototype, the data processed by the MAC layer are transmitted through the
LoRa network to the gateways, which forward them to an external platform (Ubidots) for
storage and analysis, facilitating decision-making. The LoRa Heltec ESP32 modules provide
an efficient solution for LoORaWAN connectivity, and the UV UVM-30A sensor measures
ultraviolet radiation and easily integrates into IoT systems. This architecture optimizes data
transmission through access control and error correction techniques, ensuring reliability in
noisy environments.
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3.1.1. UV Sensor Characteristics and Power Requirements

The UV monitoring node is equipped with calibrated UV sensors that provide a
sensitivity of +1 ptW/cm? and a measurement range from 0 to 15 mW /cm? [19]. These
values are suitable for capturing variations in environmental UV radiation under different
solar exposure conditions. The accuracy was validated in a laboratory setting by comparing
the sensor outputs with a certified radiometer from the Environmental Monitoring Network
of Quito, Ecuador. This allowed us to verify and correct sensor deviations, ensuring
reliability in field measurements.

The power supply system consists of a 3.7 V 2500 mAh lithium-polymer (LiPo) battery
regulated to 3.3 V to power the ESP32 microcontroller manufactured by Espressif Systems
(Shanghai) Co., Ltd., headquartered in Shanghai, China. and peripheral components [20].
A 5 V-500 mA solar panel is integrated to support battery charging and ensure energy
autonomy during prolonged outdoor deployment. This configuration enables continuous
operation under variable sunlight conditions without an external power infrastructure.

3.1.2. UV Measurement Transmitter Circuit

The LoRa Heltec ESP32 microcontroller plays a crucial role in data acquisition and
processing and is distinguished by its ability to handle long-range communication via
the LoRa protocol. In addition, the ESP32 offers multiple analog and digital ports for
input and output, making it suitable for connecting various types of sensors. For a better
understanding of its capabilities, the specifications of the LoRa Heltec ESP32 are shown
in Table 2.

Table 2. Specifications of the LoRa Heltec ESP32 microcontroller, taken from [21].

Parameter Description

Master Chip ESP32-S3EN8 (Xtensa®32-bit 1x7 dual-core processor)
LoRa Chipset SX1262

USB-to-Serial Chip CP2102

Frequency 470~510 MHz, 863~928 MHz

Max. TX Power 21 +£1dBm

i\t/;ax. Receiving sensitiv- 134 dBm

Wi-Fi 802.11 b/g/n, up to 150 Mbps

Bluetooth Bluetooth LE: Bluetooth 5, Bluetooth mesh

ESP32 microcontroller manufactured by Espressif Systems (Shanghai) Co., Ltd., headquartered in Shanghai, China.

Regarding the microcontroller’s pin layout, the most notable pins are the VCC pin,
GND pin, and OUT pin, which are essential for connecting and integrating the UV sensor.
In Proteus, a package was developed that accurately replicates the connection between
the LoRa Heltec ESP32 microcontroller and the UVM-30A ultraviolet radiation sensor,
(generic module commonly distributed without a specified manufacturer, for this project,
it was sourced from DFRobot, Shanghai, China) generating virtual models that faithfully
reproduce the physical layout of the pins and the electrical characteristics of both devices.
The ESP32 was modeled with all relevant pins, including those for LoRa communication
and input/output ports, ensuring a precise and consistent simulation with its physical
version. The flowchart in Figure 2 details each stage of the process, from data transmission
to error management in ESP32 communication.

Before undertaking the integration of the circuit, an analysis was conducted on three
primary components: the UV radiation sensor, the LEDs, and the power supply, as illus-
trated in Figure 3. The following is a detailed description of each component:

248



Sensors 2025, 25,3110

The UVM-30A sensor, known for its accuracy, provides an analog output connected to
the ESP32’s ADC, converting a 606 mV signal into a digital value of 752, corresponding
to a level 6 solar radiation, using a 12-bit ADC (4096 levels).

To enhance the visualization of UV radiation data, we integrated LEDs with differenti-
ated colors to represent various levels of radiation, acting as a visual indicator similar
to a traffic light. These LEDs, controlled by SONGLE SRD-05VDC-SL-C relays from
the ESP32, provide a clear and visible representation, even in daylight conditions.

To ensure a stable power supply, a 7805 voltage regulator was used, which converts a
12V input into a constant 5V output, complemented by capacitors and an indicator
LED to guarantee the correct operation of the circuit.

l

Program start on the LoRa Data processing and local
Heltec ESP32 microcontroller storage

|

Configuration of the pins and NO
peripherals of the ESP32

NO

Was the
transmission
complete?

Transmission retry

Should data be sent to an

external platform?

Verify sensors and correct pin l
connections

YES

Configuration of LoRa

A communication (Tx/Rx)

Start of connection to the
external platform (HTTP), data
transmission to the external
platform

[

NO

Was any data
received?

Figure 2. Flowchart of the LoRa Heltec ESP32 microcontroller operation.
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Figure 3. Structure of the voltage regulator alongside the LoRa Heltec ESP32 microcontroller and
UVM-30A sensor on the Proteus platform.

3.1.3. UV Measurement Receiver Circuit

The receiver, or gateway, uses the LoRa Heltec ESP32 V2 module in receiver mode,

with the same power supply configuration as the transmitter. The data received are
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transmitted to an external platform through HTTP communication. For direct visualization,
8 x 8 MAX7219 LED matrices were integrated to display UV radiation levels on a numerical
scale from 1 to 11, allowing users to access this information without the need to connect to
the Ubidots platform, as shown in Figure 4.
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Figure 4. Design of the receiver circuit on the Proteus platform.

3.1.4. Calibration, Energy Management, and Node Deployment Strategy

Calibration of the UV sensors was performed by comparing the sensor readings with
those obtained from certified professional radiometers used by the Quito Environmental
Monitoring Network, Ecuador. The reference equipment is regularly calibrated to inter-
national standards. Discrepancies between the sensor data and the reference radiometers
were recorded, and a correction function was implemented in the system’s microcontroller
firmware to ensure accurate and consistent measurements in the field. The measurement
node operates with an average energy consumption of approximately 75 mA during active
measurement and LoRa transmission [22], which lasts around 2-3 s per cycle. In deep sleep
mode, when the node is not performing measurements, the current consumption drops
to less than 10 pA, optimizing energy usage for extended periods of operation without
constant recharging. The node is powered by a 3.7 V lithium-polymer (LiPo) rechargeable
battery with a capacity of 2500 mAh. This battery is supported by a 5 V-500 mA solar panel,
ensuring energy autonomy and continuous operation even in remote off-grid environments.
To further reduce power consumption, the ESP32 microcontroller is set to enter deep sleep
mode between measurements. The system performs measurements every 10 min, adhering
to the 1% duty cycle limitation imposed by the LoRaWAN protocol. Each measurement
cycle, including data transmission, lasts only 100 ms before the node returns to deep sleep
mode, optimizing the energy efficiency of the system. The node locations were chosen
based on key criteria: direct exposure to sunlight to ensure accurate UV measurements and
effective solar panel charging; verified LoRaWAN network coverage, confirmed through
preliminary field tests with a strategically placed gateway; and accessibility for regular
maintenance and to ensure the physical security of the equipment.

Table 3 summarizes the technical specifications outlined in the preceding section.
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Table 3. Technical specifications and implementation details of the UV monitoring system.

Aspect

Description

Sensor sensitivity

Calibrated UV sensors with a typical sensitivity of +1 tW/cm?

Measurement range

0to 15 mW/cm?

Table 3. Cont.

Aspect Description

Accuracy Validated in the laboratory by comparing against a certified professional radiometer
from the Quito Environmental Monitoring Network

Power supply A 3.7 V LiPo battery with a 2500 mAh capacity, combined with a 5 V-500 mA solar

panel for energy autonomy

Average energy consumption

75 mA during active mode (lasting 2-3 s per cycle); below 10 pA in deep sleep mode

Energy-saving strategies

Deep sleep mode of the ESP32 microcontroller, cyclic measurement every 10 min,
short LoRa transmission duration (100 ms)

Calibration process

Calibration was conducted by comparing the sensor’s readings with certified equip-
ment from the municipal UV monitoring network; a correction function was applied
in the firmware

Node placement criteria

Nodes were placed along an ecological trail on the university campus, considering
(a) direct sunlight exposure; (b) verified LoRaWAN coverage from a strategically
located gateway; and (c) physical safety and accessibility for periodic maintenance

3.2. Implementation of the Solution

3.2.1. Development of Transmitters on Protoboards

To initiate the transmitter prototype, protoboards were chosen to facilitate easy modi-

fications and functional tests. Components such as the Heltec ESP32 LoRa microcontroller,
the UVM-30A ultraviolet radiation sensor, and an ESP32 LoRa antenna with a nominal
gain of 2 dBi were assembled, as specified in [23]. The prototyped transmitter circuit
shown in Figure 5 was programmed using the Arduino environment due to its library
support and ease of use, which allows efficient implementation of UV radiation data
transmission functions.

Figure 5. Transmitter circuit on a protoboard.

The transmitter prototype includes an OLED display integrated with the LoRa module,
which displays real-time UV radiation values before transmitting them to the gateway. This
design ensures reliable data visualization on the OLED and validates data reception by the
gateway, as shown in Figure 6.
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3.2.2. Development of the Receiver (Gateway)

Subsequently, a receiver or gateway was developed on a protoboard for initial testing
and adjustments. Using components such as the LoRa Heltec ESP32, an ESP32 LoRa
antenna, and a 12 V power supply, the prototype was assembled, as shown in Figure 6.

LoRa Heltec E

AE’
A AR AAREE

Figure 6. Receiver or gateway circuit in operation on a protoboard.

The gateway program enables the reception of UV radiation data from the trans-
mitters, displays it on its OLED screen, and sends it to the Ubidots platform via HTTP
communication. Within the module’s programming, libraries such as ‘SPLh’, ‘LoRa.h’,
‘SSD1306.h’, and “UbidotsEsp32Mqtt.h’ were used to enable LoRa protocol communication,
SPI functionality, OLED management, and connectivity to Ubidots through MQTT.

3.2.3. Migration to PCBs

To enhance durability and performance stability, the circuits were migrated from the
protoboards to printed circuit boards (PCBs) to provide efficient integration, a compact size,
and improved reliability for data collection and transmission, as verified during testing
and shown in Figure 7.

LoRa
Heltec
E£5P32

Figure 7. Prototypes on PCBs.

3.2.4. Additional Elements

In addition to transmitters and receivers, additional elements, such as protective
structures and visual aids, were incorporated to enhance the reliability and durability of
the system. The QPLITE EDMP-12 LED model, operating at 50/60 Hz with a controlled
voltage input range of 85-265 V, was selected for its robustness and visual feedback. These
LEDs, placed on the transmitters, use red, yellow, and green indicators to represent various
radiation levels, while the 8 x 8 LED matrices on the gateway allow for quick indoor
visualization of radiation levels, as shown in Figures 8-10.
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Figure 10. LED matrix on the receiver or gateway.

To protect electrical devices from adverse weather conditions, physical structures
were implemented to house the transmitters, LEDs, and receivers with their LED ma-
trices. Materials such as steel were used for the structures and vinyl for the visual ele-
ments, while a simpler plastic structure was used for the receiver or gateway, as shown in
Figures 11 and 12.
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Figure 12. Quantitative matrix of the LEDs on the receiver or gateway.

As mentioned above, to display real-time UV radiation data, alert users for high levels,
and store information, the system is connected to the Ubidots platform. To start, an account
must be registered on their website, a new project created, and the ESP32 microcontroller
selected, thus generating a unique ID and API token to facilitate communication.

In receiver programming, the connection to Ubidots is configured using its library,
first entering the WiFi network credentials, followed by the ID and API token. This enables
the ESP32 to connect to the network and send data, including two variables of UV radiation
from the two solarimeters, as shown in Figure 13.
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Figure 13. Selection of the number and type of variables in Ubidots.

Finally, on the main Ubidots dashboard, widgets are selected to visualize UV radiation
levels, receive alerts if they exceed safe thresholds, and determine the type of data to be
stored, as shown in Figures 14 and 15.

Demo Dashboard

Add new widget

Figure 14. Selection of widgets.

= Demo Dashboard

UV MONITORING STATION

=

Figure 15. Selected widgets on the main dashboard of Ubidots.

3.3. Testing and Evaluation of the Prototype

At this stage, tests for measuring UV radiation were conducted using LoRa communi-
cation at a frequency of 433 MHz to ensure continuous range and transmission. The data
were stored in the cloud and validated using the official environmental monitoring system
of the Secretary of Environment of the Metropolitan District of Quito, which measures UV
radiation as one of its parameters.
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3.3.1. UV Radiation Tests

To validate the UV radiation levels of the UVM-30A sensor, tests were conducted
under various climatic conditions, as shown in Figure 16. The initial tests, carried out
on the protoboards, indicated that at 2:30 p.m. on 7 June 2024, a radiation level of 5 was
recorded near the University of the Americas, confirming the UV data collection.

Figure 16. UV radiation in the transmitter circuit on a breadboard at 2:30 p.m. on 7 June 2024.

A UV radiometer (Biospherical Instruments GUV2511) from the Ministry of Environ-
ment was used as a reference, located in Jipijapa, Quito, less than 3 km from the testing
sites, as shown in Figure 17. At the same date and time, this radiometer also recorded levels
close to 5, which corresponded to the data from the prototype.

M Low
15 MODERATE
M HIGH
M VERY HIGH

Ultraviolet Index (IUV) [NoUnits]
-
o

0800 08:00 10:00 12:00 14:00 16:00 18:00
Jun 7, 2024

Date: 07/06/2024

Figure 17. Bar graph showing UV radiation records provided by the Ministry of Environment’s
radiometer for 7 June 2024 [24].

Subsequently, the test was replicated with the circuit on a PCB, yielding similar results
but showing a notable improvement in stability and accuracy compared to the protoboard
tests, as shown in Figures 18 and 19. These results validated the effectiveness of the UV30
sensor compared to the official radiometer.
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Figure 18. UV radiation in the transmitter circuit on a PCB at 3 p.m. on 12 June 2024.
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Figure 19. Bar graph of UV radiation records provided by the Ministry of Environment’s radiometer
for 12 June 2024 [24] .

3.3.2. Distance Tests with Heltec LoRa Modules

The next phase of the test focused on LoRa communication, assessing the range and
continuous transmission. The trials were carried out in a controlled environment at the
Universidad de las Américas, where effective communication between the transmitters and
receivers on the protoboards was achieved, reaching up to 220 m, as shown in Figure 20.
At this distance, the signal exhibited an attenuation of 88.07 dB.
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Figure 20. Maximum distance achieved with the prototypes on the protoboards.

With the circuit implemented on the PCBs, communication improved significantly,
reaching 335 m with an attenuation of 91.59 dB, as shown in Figure 21. This increase is
consistent with the expected behavior of electromagnetic waves, where signal loss increases
with distance.

336.45m

Figure 21. Maximum distance achieved with the prototypes on the PCBs.

3.3.3. Radio Propagation Modeling and Simulation

To complement the empirical measurements conducted in the field, a series of simula-
tions were performed using the Radio Mobile tool, which is based on the Longley—Rice
propagation model. This tool enables the prediction of terrain-aware radio coverage by
incorporating elevation data (SRTM) and environmental conditions.

The simulations were conducted to replicate and analyze signal behavior under the
real topographical and environmental conditions of the ecological trail. Each scenario was
designed using georeferenced profiles and actual device parameters, such as frequency
(433 MHz), antenna heights, and transmission power, to model the expected path loss and
received power over various terrain configurations. The goal was to identify potential cov-
erage limitations, assess line-of-sight (LoS) availability, and compare the simulated results
with in situ measurements to determine the impact of vegetation, terrain irregularities,
and elevation profiles on LoORaWAN signal performance.
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This simulation approach provides a predictive baseline to contrast with real-world

behavior, especially in conditions where dynamic losses (e.g., multipath or vegetation

absorption) are difficult to fully capture using theoretical models alone. Scenarios were

selected to represent both optimal and suboptimal propagation conditions, including clear

terrain, forested sections, and elevation transitions near a ravine. Table 4 describes the

simulated scenarios, and Table 5 provides the technical details of the simulation using

Radio Mobile. For all simulation scenarios, the transmitter coordinates and parameters
were the latitude (Tx): —0.162929; longitude (Tx): —78.45917; transmit power (dBm): 15;

and receiver sensitivity (dBm): —124.

Table 4. Summary of Radio Mobile simulation scenarios.

Distan Tx/Rx
Scenario Brief Description (m) ance Height Environmental Characteristics
(m)
1 4° slope profile, LoS evaluation 336 2/1 Sloped terrain, no major obstructions
Real case with observed loss at Moderate vegetation, link failure despite suffi-
2 336 10/1 .
336 m cient power
Table 4. Cont.
Distance T/Rx
Scenario Brief Description (m) Height Environmental Characteristics
(m)
Communication across a Rx in lower areas, dense vegetation, vertical
3 . 370 10/1 )
ravine obstruction
4 Open area (control) 490 10/1 Clear terrain, good alignment with transmitter
5 Forested section 490 10/1 Dense vegetation, same profile as Scenario 4
for comparison
6 Extended path with vegetation 560 10/1 S1'm11ar eleya’aon to Tx, light vegetation, most
distant point
Table 5. Details of simulation scenarios.
Latitude Longitude TxH RxH D OD Path Rx .
S (Rx) (Rx) @ (m (@m (m) Loss Power Observation
(dB) (dBm)
1 —0161931 -78456219 2 1 336 90 1026 —84.6 i;?g‘;llfted with identical Tx and Rx
2 —0.161931 —78.456219 10 1 336 320 91.8 —73.8 Real case, data loss observed at 91.58 dB.
3 0162470 78455889 10 1 370 90 1062 —sg2 Leceiver located deeper within the eco-
logical trail near the ravine (Simulated).
Receiver positioned above the trail,
4 —-0.163669 —78.454818 10 1 490 480 887 —70.7  near Tx height, with vegetation (Simu-
lated).
Same location as scenario 4, without veg-
5 —0.163669 —78.454818 10 1 490 480 887 —70.7 . .
etation (Simulated).
6 0163611 -78454160 10 1 560 570 933  —753 Larthestpoint, aligned with Tx height,

with vegetation (Simulated).

Note: S—Scenario; TxH—Tx Height; RxH—Rx Height; D—Distance; OD—Obstruction Distance.
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Scenario 1: A section of the ecological trail with a slope of 4° was simulated using
SRTM elevation data in Radio Mobile. The transmitter and receiver antennas were set
at 2 m and 1 m, respectively, over a distance of 336 m. The goal was to assess the LoS
conditions and estimate the path loss. The results showed a path loss of 102.6 dB and a
received power of —84.6 dBm, which is well above the sensitivity threshold (—124 dBm),
indicating a functional link. However, significant signal degradation was evident due to
the inclined terrain. This effect can be observed in Figure 22.

Scenario 2: A simulation was conducted in Radio Mobile to replicate the real con-
ditions that caused a 92 dB signal at 336 m. The setup used a higher transmitter height
(10 m) to analyze the impact of the terrain, antenna height, and 433 MHz frequency on link
performance. Despite a theoretical received power of —73.8 dBm with a simulated path loss
of 91.8 dB, the link failed in practice. This suggests the presence of additional unmodeled
losses, such as vegetation absorption, destructive multipath, or environmental interference.
Although the receiver sensitivity was —124 dBm, the actual sensitivity depends on the
spread factor (SF) and bandwidth (BW); default settings prioritizing low latency or energy
savings may reduce effective sensitivity, increasing demodulation errors, and contributing
to communication loss. This effect can be observed in Figure 23.

Scenario 3: LoRaWAN communication was evaluated over a distance of 370 m in
an environment characterized by natural vertical obstructions, where the receiver was
located in a low-lying area near a ravine, at a negative relative elevation compared to the
transmitter, and surrounded by dense vegetation. This configuration resulted in significant
signal degradation, with a path loss of 106.2 dB and a received signal strength of —88.2 dBm.
Although the signal remained above the sensitivity threshold, it approached a low link
margin. Sloped terrain, ground humidity, and dense vegetation contributed significantly to
signal attenuation, demonstrating how topographic and environmental factors can severely
impair the propagation of 433 MHz signals, even over relatively short distances. This
scenario can be observed in Figure 24.
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Figure 22. Simulation of Scenario 1: Line-of-sight conditions and path loss on a 4-degree slope section
of the ecological trail using elevation data in Radio Mobile.
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Figure 23. Simulation of Scenario 2: Terrain and antenna height effects on link performance at
433 MHz over 336 meters with observed signal loss.
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Figure 24. Simulation of Scenario 3: Evaluation of 433 MHz signal degradation over 370 meters due
to terrain slope, dense vegetation, and negative receiver elevation.

Scenarios 4 and 5: These scenarios enabled a comparative analysis between an open
area and a forested area, maintaining a constant transmission distance (490 m) and antenna
heights (10 m at the transmitter and 2 m at the receiver). Two profiles were selected: one
located on a clear terrain segment and another within a densely vegetated ecological trail.
The objective was to demonstrate the direct impact of the surrounding environment on
the propagation loss, highlighting how the presence of vegetation can increase the path
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loss and degrade link performance, despite identical geometric conditions. Both cases
yielded identical simulation results, with a path loss of 88.7 dB and received power of
—70.7 dBm, suggesting that vegetation had no significant effect under the simulated model.
However, real-world deployments may differ. In particular, the elevation of the receiver,
which was comparable to that of the transmitter, considerably reduced the propagation
loss, indicating that favorable topography mitigates the impact of distance. These scenarios
can be observed in Figures 25 and 26.

Scenario 6: This scenario focused on an open area adjacent to a forested area, using a
link distance of 560 m and identical antenna heights enabled by the topographic profile. This
setup aimed to evaluate how environmental characteristics, particularly dense vegetation,
as found along the ecological trail, influence the propagation loss. By keeping the technical
parameters constant, the effect of natural clutter was isolated, showing that even with
equivalent geometric conditions, vegetated environments can increase the path loss and
compromise link quality. The simulation yielded a path loss of 93.3 dB and a received
power of —75.3 dBm. Although the signal remained within the link margin, the conditions
were more demanding. This scenario confirms that, even at longer distances, favorable
alignment and relative visibility can sustain the link despite environmental obstacles. These
effects can be observed in Figure 27.
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Figure 25. Simulation of Scenario 4: Simulated 433 MHz signal propagation over 490 meters in an
open area with favorable topography.
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Figure 26. Simulation of Scenario 5: Simulated 433 MHz signal propagation over 490 meters in a
densely vegetated area with comparable elevation.
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Figure 27. Simulation of Scenario 6: Simulation of 433 MHz signal propagation over 560 meters near
a forested area to assess vegetation impact under aligned topographic conditions.

3.3.4. Tests with the Ubidots Platform

The proper functioning of the Ubidots platform is crucial for visualization, data
storage, and notifications about elevated levels of UV radiation. To ensure its effectiveness,
various tests were conducted.

First, it was verified that the radiation levels from each UV meter were displayed in real
time in their respective dashboard widgets. As shown in Figure 28, the UV radiation level
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reached a value of 5 at 2:30 p.m. on 7 July 2024, which coincides with the readings taken
on the protoboards and confirms the precision of the data reflected on the platform (see
Figures 18 and 19). A minimum data update frequency was configured, and the bar chart
widget was scheduled to update every 10 min, allowing the monitoring of radiation trends.

= Demo Dashboard

UV MONITORING STATION

Level Recommendation

HIGH [ G m
vw 8 Last value
Extreme =
protection [l A\ ,ox’i; ‘
Last value
Low
Minimal \ 4 4
protection

Figure 28. UV radiation at 2:30 p.m. on 7 June 2024, as shown on the Ubidots platform. UV radiation
levels: green (low risk), orange (high risk), and red (very high risk).

Additionally, the capability of the platform to store historical data was evaluated.
By activating the “timestamp” feature, the data were securely saved in the “Events” section,
enabling comparisons with other UV radiation data sources. It was decided to record data
twice per hour, in accordance with the limitations of the free version of Ubidots.

Finally, the system alerts, which notify users of dangerous levels of UV radiation, were
tested. Maximum thresholds were established, and when these thresholds were exceeded,
automatic alerts were generated, facilitating prompt decision-making.

3.3.5. Estimated Duty Cycle Calculation

To estimate the duty cycle, the following assumptions were made:

e  Transmission frequency: 6 times per hour.

e Approximate duration of each packet: 100 ms (conservative estimate based on the
initial LoRa configuration).

Total transmission time per hour = 6 x 100 ms = 600 ms

Total time in one hour = 3600 s = 3,600, 000 ms
600 ms
D le=—————~0.0167%
uty cyele = 37650, 000 ms - >0167”
The results showed that the estimated duty cycle was approximately 0.0167%, which is
significantly below the maximum allowed limit of 1% for ISM band operations, as specified

by the ETSI EN 300 220-2 V3.2.1 (2018-06) standard [25].

3.4. Results and Discussion

A data collection period was established for testing purposes due to the limited storage
available in the free version of Ubidots for meteorological data. In addition, the system was
configured to operate from 8 a.m. to 6 p.m. and then enter ‘deep sleep’ mode to conserve
energy and comply with ITU recommendations. This setup also aimed to replicate the
monitoring system used by the Environmental Secretariat in Quito and ensure data accuracy.
The results are presented below.

264



Sensors 2025, 25,3110

3.4.1. Comparison of UV Radiation Recorded by Each Individual Solarimeter

To evaluate the individual performance of each solarimeter, the data collected on
Tuesday, 2 July, and Wednesday, 3 July, were analyzed. The results showed consistent
radiation readings between both devices, except at 3:00 p.m. on Tuesday, when the first
solarimeter recorded a level of 4 and the second a level of 1, reflecting a difference of 3 units,
as shown in Figure 29. After monitoring the second solarimeter the following day, it was
found that the shadow of a nearby column in the northeast courtyard of the Universidad
de las Américas affected its readings. To correct this, the solarimeter was relocated out of
the shadow’s range, thus ensuring the reliability of the UV radiation data in the area.

= Demo Dashboard

UV MONITORING STATION

Figure 29. UV radiation at 3:00 p.m. on 2 July 2024, as shown on the Ubidots platform. UV radiation
levels: green (low risk), orange (high risk), and red (very high risk).

3.4.2. Data Collection and Analysis

The first step was to validate these data by comparing them with those recorded by
the Environmental Secretariat during the same period. The comparison revealed consistent
results, as seen in Figure 30, taking into account operating hours and the equipment used,
which supports the reliability of the measurements.

33 ubidots

UV RADIATION

00 10:00 12:00 14:00 15:00 6:00

5:00 1300 17:00 18:00

10 # Powcred by Ubldots

Figure 30. Bar chart showing the average UV radiation during the testing period.

The analysis indicated that UV radiation levels increased exponentially from 10:00 a.m.,
reaching their peak between 11:00 a.m. and 2:00 p.m., as illustrated in Figure 2, which
presents the average UV radiation by hour. Although UV radiation followed a general
pattern, significant variations were observed on specific days and hours, reaching health-
threatening levels. Six alerts were issued, primarily between 11:00 a.m. and 2:00 p.m.,
as shown in Figures 31 and 32.
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Figure 31. Variationsrecorded on 27 June 2024. Note: Data compared with the [24]. UV radiation
levels (Left graph): green (low risk), orange (high risk), and red (very high risk). UV radiation levels

(Right graph): green (low risk), yellow (moderate risk), orange (high risk), red (very high risk), and
violet (extreme risk).
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Figure 32. Variations recorded on 30 June 2024. Note: Data compared with the [24]. UV radiation
levels (Left graph): green (low risk), orange (high risk), and red (very high risk). UV radiation levels
(Right graph): green (low risk), yellow (moderate risk), orange (high risk), red (very high risk), and
violet (extreme risk).

3.4.3. Prototype Accuracy Compared to Other Professional UV Radiation Meters

The data obtained from the solarimeters were compared with those collected by the
receiver or gateway and the radiometers recorded by the Environmental Secretariat, aiming
to assess the accuracy of the implemented prototype. This was achieved by computing
the percentage error, as demonstrated in the calculation below. The percentage error is
quantified using the following expression:

9 _ Xprofessional — Xrecorded
T T Xprofessional 100

)

where Xpro fessional corresponds to the specific level measured by the radiometer from
the Environmental Secretariat and Xrecorded is the level registered by the prototype. For
the calculation, the following values recorded on 4 July 2024 were used: the value recorded
by the Environmental Secretariat at 10:40 a.m., which was 7.5, as shown in Figure 33.

10

08:00 08:00 10: 12:00
Jul 4, 2024 Jul 4, 2024, 10:40

Date: 04/07/2024

Figure 33. Value of radiation recorded by the Environmental Secretariat at 10:40 a.m. on 4 July 2024.
Taken from the [24]. UV radiation levels: green (low risk), orange (high risk), and red (very high risk).

Figure 34 shows that the value recorded by the prototype at 10:40 a.m. was 7.3.
Applying these values within the context of Equation (1), the resulting expression is
derived as follows:

75—-73
7.5% 100"

O/OErmr =
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Yoerror = 2.67 (2)

The correlation between the data collected by the solarimeters and the radiometers showed a
discordant value of 3%. Based on these data, it can be concluded that there is a strong relationship
between the two UV radiation records, with a correlation coefficient of 0.97. This result demon-
strates the precision of the prototype in measuring UV radiation, meeting the required levels of
precision necessary for both health-related applications and environmental monitoring.

7.3

Figure 34. Value of radiation recorded by the prototype at 10:40 a.m. on 4 July 2024. UV radiation
levels: green (low risk), orange (high risk), and red (very high risk).

4. Conclusions

An analysis of the architecture and components of LoORaWAN technology enabled
the design of an effective solution for monitoring UV radiation, considering the operating
frequencies recommended by the ITU and compatible devices. The prototype demonstrated
its efficiency during validation on the protoboards and PCBs, as well as in its implemen-
tation at Universidad de las Américas, where the testing revealed only a 3% discrepancy
compared to professional systems, demonstrating its reliability.

The collected data revealed significant patterns in UV radiation levels, showing an
exponential increase between 11:00 a.m. and 2:00 p.m., a critical period for protecting the
health of students and staff. Effective integration with the Ubidots platform facilitated
data visualization and storage, allowing students to monitor elevated UV radiation levels.
These results highlight the positive impact of the implemented solution at the Universidad
de las Américas.

The precision of the prototype was validated against the records of the Environmental
Secretariat, showing a correlation of 97% and a percentage error of only 2.67%. This shows
that the prototype meets the required precision levels for health and environmental moni-
toring applications, offering a reliable and accessible alternative to professional systems.

During implementation, technical challenges were encountered in LoRa communica-
tion, particularly in terms of continuous transmission and signal range. In controlled tests
within the Universidad de las Américas, effective communication between the transmitters
and receivers on the protoboards was achieved up to 220 m, with an attenuation of 88.07 dB.
However, with their implementation on the PCBs, the range improved significantly to
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335 m, with an attenuation of 91.59 dB, confirming the expected relationship between
distance and signal loss.

Although simulations in Radio Mobile provided a solid technical foundation, real-
world environmental conditions, such as vegetation, humidity, multipath propagation,
and irregular topography, could introduce significant additional losses that may not always
be captured by the model, potentially leading to link failure even before reaching the theo-
retical sensitivity limit. It was confirmed that transmitter elevation significantly enhanced
link performance, particularly in sloped terrain and vegetated environments. Furthermore,
the area adjacent to the ravine represents a critical environment that requires experimen-
tal validation, while scenarios with favorable transmitter positioning demonstrated the
potential to achieve greater distances, even in the presence of light vegetation.

With regard to scalability and sustainability, the findings suggest that the solution can
be expanded to other areas or institutions. Future work should consider installing at least
five additional devices in the Quito Metropolitan District, allowing data concentration on
the Ubidots platform. This would facilitate public access to real-time UV radiation data via
mobile devices or web-based applications.

Finally, there are significant opportunities for improvement and innovation based
on the results obtained. A key next step would be to optimize the remote connectivity of
modules in different locations within Quito, as well as develop a cloud-based platform
that centralizes the data and presents them in a user-friendly format for web and mobile
applications. These enhancements would not only expand the reach of the system but also
strengthen its impact on education, research, and public health decision-making.
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