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Preface

The present Reprint focuses on the impact of immersive technologies—including virtual
reality (VR), augmented reality (AR), and the metaverse—on the ongoing digital transformation of
contemporary society. It garners a selection of original research articles and reviews that analyze the
integration, adoption, and perception of these technologies across various professional sectors, such
as health, education, industry, and tourism.

The scope of this Reprint is broad and interdisciplinary, covering technical innovations, ethical
concerns, societal challenges, and the implications of emerging digital environments. It aims to
provide readers with a scientifically grounded and multifaceted perspective on how immersive
technologies are influencing the ways society functions, learns, communicates, and engages with
both physical and digital spaces.

This Reprint seeks to contribute to ongoing discussions in academic and applied fields. It is
intended for scholars, practitioners, technologists, and decision-makers interested in understanding

and shaping the role of immersive digital tools in modern life.

Diego Vergara
Guest Editor
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Editorial
Editorial for the Special Issue “Virtual Reality and Metaverse:
Impact on the Digital Transformation of Society—2nd Edition”

Diego Vergara

Technology, Instruction and Design in Engineering and Education Research Group (TiDEE.rg),
Catholic University of Avila, C/Canteros s/ n, 05005 Avila, Spain; diego.vergara@ucavila.es

Virtual reality (VR) is transforming society by enabling the development of diverse
applications across a wide range of fields. Public perception of this technology has evolved
over time, and it is now increasingly regarded as a resource with significant potential [1].
Meanwhile, the metaverse—an interconnected virtual environment that goes beyond con-
ventional VR—has emerged as a concept poised to redefine the ways in which individuals
interact, work, and participate in digital environments. Although still in its early stages
of development, the metaverse is generating growing interest from both technological
and societal perspectives, indicating a potentially profound impact on society as a whole.
This Special Issue, entitled “Virtual Reality and Metaverse: Impact on the Digital Trans-
formation of Society—2nd Edition” and published in the Journal of Future Internet, covers
recent trends and advancements in the field of VR and metaverse usage for the digital
transformation of society. We received 18 submissions. Following the initial screening
and peer review process, nine papers were ultimately accepted for publication, eight were
rejected, and one underwent an incomplete review process due to the authors” decision to
withdraw. The accepted articles can be classified into two categories: (i) three reviews and
(ii) six scientific papers.

Mottura’s review [2] explores the rise of the “social” metaverse, emphasizing Meta’s
leading role in its development and noting the limited research on public opinion regarding
such platforms. While the existing literature largely focuses on the technical, business,
and ethical aspects of the metaverse, little attention has been paid to societal demand
for a social metaverse. To address this, the author analyzes how major ICT companies
engage with the metaverse and introduces a preliminary Likert scale questionnaire to assess
public attitudes. Despite acknowledging its early-stage nature and limitations, the study
provides a foundation for examining societal acceptance of digital social environments
and encourages further investigation. Another review, by Hatami et al. [3], surveys the
development of real-time metaverse technologies, which evolve beyond static virtual
environments by integrating real-world data dynamically. It explores key enablers like
advanced sensors, Al, edge computing, and 5G, which enable low-latency synchronization
between physical and digital spaces. The study [3] highlights potential applications in
areas such as entertainment, education, and urban planning, while addressing critical
challenges like latency, security, and interoperability. It calls for ongoing innovation and
collaboration to build a secure, scalable, and inclusive metaverse. Future research should
focus on standards, 6G, multisensory integration, and ethical considerations. On the other
hand, the third review, authored by Lampropoulos [4], offers an overview of the integration
of artificial intelligence (AI) with extended reality (XR) technologies and the metaverse,
based on an analysis of 880 articles from 2015 to 2024. This field is rapidly growing (with a
91.29% annual increase) and shows significant potential across sectors, especially education,

Future Internet 2025, 17, 354 https://doi.org/10.3390/£i17080354
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healthcare, generative Al, virtual worlds, human-computer interactions, and industry. The
results highlight the broad applicability of Al in XR, though the area is still developing. The
study notes its own limitations, particularly the scope of literature reviewed, and calls for
deeper, domain-specific analyses and the development of robust frameworks addressing
technical, ethical, and evaluation challenges.

The scientific articles presented in this Special Issue also address topics related to
the metaverse. For example, the study [5] examines global online search behavior for
“metaverse” and “fashion” using Google Trends throughout 2022. It finds increasing con-
sumer interest in these terms, though user patterns differ across Google’s platforms (Search,
YouTube, Images, News, Shopping). The metaverse is highlighted as a transformative
force for fashion brands, offering new engagement and commerce opportunities but also
introducing challenges like potential addiction and misinformation risks. Key recommen-
dations include developing platform-specific marketing and SEO strategies tailored to each
audience. The scope was limited to Google Trends and two keywords, suggesting the need
for broader future research on other platforms and with more keywords. On the other hand,
another paper [6] examines cybersecurity, privacy, and confidentiality challenges in Mixed
Reality and metaverse environments. Key risks include data breaches, authentication issues,
and threats to user anonymity due to sensitive data exchange. The authors review secure
design, encryption, multi-factor authentication, and regulations to mitigate vulnerabili-
ties; their recommendations focus on data protection, transparency, user consent, security
updates, and privacy compliance. The study highlights the need for ongoing research to
counter evolving threats and stresses the importance of robust security frameworks for
building trust and enabling the safe adoption of MR and metaverse technologies.

This Special Issue also contains papers directly related to VR and augmented reality
(AR). Regarding VR, the paper [7] compares university professors’ perceptions of VR as
an educational tool both in Latin American countries that are members of CABEI and
those that are not, based on a questionnaire administered to 1246 educators. Professors
from CABEI countries rated VR usability higher and perceived fewer disadvantages,
although their improvement in digital competence significantly exceeded the increase in
positive VR valuation. The gap between private and public university professors was
more pronounced in CABEI countries, favoring private institutions. Nevertheless, actual
VR adoption remains limited, as the increase in favorable VR perception is just over 3%.
The study recommends increased investment and the development of specific protocols
to enhance VR integration, particularly in public universities, while acknowledging that
factors beyond CABEI membership may influence these outcomes, consistent with previous
studies [8].

Another study [9] evaluates the use of VR video games to teach direct current electrical
circuits at a Colombian public university, employing a mixed-methods action research
approach. The results show that VR significantly enhances student comprehension, motiva-
tion, and engagement compared to traditional methods, while promoting equitable access
to advanced learning tools. The VR application demonstrated safety and comfort, though
moderation in usage is advised. Challenges include the need for robust technological
infrastructure and curriculum adaptation. The study highlights VR’s potential to transform
technical education and calls for further research on long-term learning outcomes and
broader applicability.

On the other hand, regarding AR, user perceptions of privacy protection in AR envi-
ronments are examined in [10], focusing on three visual obfuscation techniques: blurring,
masking, and pixelation. The survey results reveal that preferences vary by context and
user demographics, with blurring favored for its aesthetics, masking viewed as most secure
but less appealing, and pixelation ranked in the middle. Familiarity with AR influences
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acceptance, with more experienced users preferring blurring. These findings inform the
design of privacy-preserving AR applications that balance security and usability, crucial
for adoption across sectors like education and healthcare. Finally, CityBuild AR—a mobile
AR app—is presented in [11]. This app allows users, especially those with limited design
knowledge, to visualize and contribute to public space design. Tested at the University of
Moratuwa, Sri Lanka, this study found that non-professionals favored greener spaces and
found the app more useful for expressing ideas compared to professionals. CityBuild AR
enhances community engagement in placemaking by bridging the gap between experts and
the public. Technical issues like plane detection errors and crashes limited design detail.

Funding: This research received no external funding.

Conflicts of Interest: The author declares no conflicts of interest.
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Systematic Review

Does Anyone Care about the Opinion of People on
Participating in a “Social” Metaverse? A Review and a Draft
Proposal for a Surveying Tool

Stefano Mottura

Institute of Intelligent Industrial Technologies and Systems for Advanced Manufacturing—National Research
Council, 20133 Milano, Italy; stefano.mottura@stiima.cnr.it

Abstract: In recent years, the attention paid to the metaverse in the scientific world has increased; the
hottest topics include system architecture and enabling technologies, as well as business, privacy,
ethical, and security issues. On the other side, at the mainstream level, it is well known that the
company Meta (formerly Facebook) is striving to realize its interpretation of a “social” metaverse. As
Meta is a big leader of social media, it is reasonable to guess that, in the future, users will participate
in a new social platform, such as that which the company is building by depicting unlimited and
engaging opportunities. Regardless of Meta, we ask what the opinion of people is about this possible
future scenario. A literature search of previous works about this topic has been done; the few results
we found were not properly on topic and showed heterogeneous content. A survey on interpretations
of the metaverse of major information and communication technologies (ICT) companies that impact
the consumer world was undertaken; the results show that Meta is the most prominent company with
the mission of building a “social” metaverse worldwide. Finally, a draft of a tool for assessing the
predilection of people for a “social” metaverse, based on various facets of the future social platform,
is proposed.

Keywords: metaverse; survey; questionnaire; people; opinion; society; future

1. Introduction

There is not a unique definition of a metaverse; a broad informal description could be
that it is a whole of many virtual reality worlds where users can engage with a huge variety
of activities, can socialize and meet people from around the world, can be represented with
customizable avatars, and can benefit from the absence of limitations due do locations and
traveling. The first appearance of the term “metaverse” was in 1992 in the dystopic novel
Snow Crash [1]. At the present time, the metaverse is a system still under construction,
but it has been a topic being developed in the scientific literature for many years; the first
relevant works can be found in the early 2000s. The authors of [2,3] provide insights into
definitions and a history of works.

Several studies have been done on the metaverse, sometimes without mentioning it
explicitly, by addressing the requirements, architecture, enabling technologies, usability,
user experience, acceptability, and factors related to motivation for the use of VR, privacy
issues, legal and ethical issues, the future of society, and other topics. A short summary of
such studies is presented below.

Studies have been done about technological aspects of the metaverse. The work
presented in [4] is an early deep analysis of the transition from independent virtual worlds
to a network of integrated virtual worlds (called “metaverse”). The paper, discussing the
current status of technologies and requirements, presents a road map for such a transition
that is composed by four key elements: realism, ubiquity, interoperability, and scalability.
The research in [5] proposes a framework for supporting a visual construction of the
metaverse that is composed of visualizations, graphics, and interaction techniques. A
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taxonomy of interaction technologies is presented, as well as two different pipelines for
designing scenes in the metaverse. On the other hand, ref. [6] is a large work where a
taxonomy of the metaverse has been proposed; that study notes that hardware, software,
and contents are the essentials blocks for realizing the metaverse and that user interaction,
implementation, and application are the three main approaches which are suitable for it.
The paper also describes social influence factors and open challenges such as potential
increases in inequities, legal aspects, and devices limitations. The authors of [7] first mention
current developments made by some of the big tech companies, e.g., Meta aims to realize
the metaverse for social purposes; Apple and Microsoft have applications for connecting
users to virtual spaces, aiming to improve productivity; video-gaming and development
companies such as NVIDIA and Epic Games have specific frameworks for designing and
developing software for building metaverse applications. Then, scalability, accessibility,
security /privacy, and legal issues are proposed and analyzed as the main requirements
of the metaverse. The paper also mentions the Workrooms platform from Meta and the
AltspaceVR platform from Microsoft as prototypes of the metaverse; both are virtual
worlds across the internet where people can join, be present, and interact. The authors of [3]
presented a systematic review analyzing and cataloguing the topics and components related
to the metaverse, as well as connections with the social sciences and neurosciences. That
work reported the expansion of relevant works since 2022; moreover, a set of heterogeneous
definitions of the metaverse was reported, as well as enabling technologies.

Several works have been done on users and related issues, focusing in particular on
questions of privacy, identity, and security. The research in [2] firstly provides a detailed
report on the history, definition, and main features of the metaverse. Then, it focuses on
an analysis of the metaverse in education and on its requirements and components. A
framework based on enabling technologies and on a pipeline for learning is proposed, and
all related components are described. The work also touches on the topics of addiction,
security, and identity. In [8], a starting point is presented for discussion of the user experi-
ence and the social acceptability of immersive VR with players in public places by evoking
the themes of playing among other people, safety and privacy. An experiment done on a
sample of users of immersive VR who heard sounds from a simulated real social environ-
ment surrounding them showed increases in distraction, concerns about privacy, and other
variables. The authors of [9] presented a detailed study on the degree of acceptance of the
VR experience as a substitute for reality. The results of the experiments suggested that
“active” VR experiences are less accepted as a substitution for reality compared to passive
ones, in terms of the realization of sensorial, emotive, cognitive, and perceptive feelings.
The authors of [10] argued that the rendering of additional senses, more than hearing and
vision, is needed to fully realize an immersive VR experience; the work presented the
components of an “Internet of Senses”, an infrastructure made by all senses and including
affective computing, quality of experience, and brain-computer interfaces. The senses are
part of the elements eliciting immersion; however, virtual reality is also built on psycholog-
ical components close to the narrative of virtual scenarios, role playing, and, in general,
acting as affordance for immersion, as reported, for example, in [11]. A comprehensive
survey addressing security issues, problems, and potential solutions, together with projects
for implementing the metaverse, as well as a functional and logic architecture, is presented
in [12]. The work presented in [13] is focused on the interpretation of the metaverse by
Meta as a platform for a new way of living socially and on available applications. The
paper mentions a tremendous increase in popularity on the world wide web of the words
“meta” and “metaverse” since the presentation of Meta in October 2021. Then, the work
focuses on potential applications of the metaverse to smart cities by also providing a long
table of pro and cons. The analysis presented in [14] highlights three main risks of the
metaverse, i.e., monitoring, manipulating and monetizing users. A road map for regulating
a metaverse, focused on regulatory and non-regulatory solutions, is proposed.

Various studies about the dynamics and behavior of society and of companies can
be mentioned. In [15], researchers found that most US media coverage considers the
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metaverse of Meta as a “space” for people with buying power; only 11% of coverage offered
a critical approach to that interpretation. Research in [16] reports that several works have
demonstrated that interactions in the metaverse generate an intense sense of social presence
(called, for real situations, “we-mode”), because some of our neurobiological systems,
typical of real communities experiences, are activated during the virtual experience. The
authors of [17] provide a detailed discussion about the role of power of the big tech
companies in the realization of the metaverse in relation to the dynamics of society, of
addiction, and of influencing. The work analyzes the features presented by Meta and the
speech [18] introducing the company; attention is also paid to the narration technique and
to the depiction of the metaverse as a technology that certainly will spread in the future.
The work also argues that an expansion of the metaverse could generate an increase in the
power of the big tech companies and could exacerbate addiction to mass-media.

On one hand, in recent years, the topic of the metaverse has gained increased attention,
both in the scientific literature (for example, ref. [3] reports a rapid increase since 2022)
and in the mass media. On the other hand, Facebook in 2021 turned into brand-new
company, Meta, with the mission of achieving a “social” metaverse, i.e., virtual worlds
based on the internet where people can meet, share, and go “behind the boundaries”. At
present, the company is already delivering early apps and is spending a huge amount
of energy and money on research and in development. As Meta is undoubtedly a leader
in the field of social media, it is reasonable to guess that its “social” metaverse has the
potential to pervade society, and that people will start acting in new virtual spaces in
more immersive, vivid, engaging, and fascinating ways, and for extended periods of time.
Regardless of Meta, what is the opinion of society, of people, about frequenting such a
“social” metaverse scenario? Given that a radical change in habits with social media could
happen in the future, we guess that a tool for assessing the opinion of people could be
useful. Thus, in this paper, a draft of a tool for assessing the predilection for a “social”
metaverse is proposed. To this end, the present work is structured in three main steps:
(i) (Sections 2 and 3) An assessment of the interpretation of the metaverse by some of the
most prominent ICT companies (Apple, IBM, Microsoft, Siemens and Meta), as they are
the drivers of technology and of applications impacting at mainstream level. This helps to
define whether ICT companies, other than Meta, are proposing a “social” metaverse and to
collect their views of it; (ii) (Section 4) A literature review searching for previous works on
the position of people regarding the “social” metaverse. This helps to outline the features
of possible existing surveys on the topic; (iii) (Section 5) A draft design of a tool to survey
the predilection of people to use a “social” metaverse, taking into account the outcomes of
steps (i) and (ii). Section 6 outlines other considerations and presents our conclusions.

2. The Interpretation of the Metaverse by Major ICT Companies

A survey of web contents of some of the main ICT companies (Apple, IBM, Microsoft,
Siemens and Meta) was undertaken in order to identify their interpretation of the metaverse
and the related features exhibited to audience and to define possible ideas regarding a
“social” metaverse.

Institutional web pages with contents explicitly about the “metaverse” were selected
and read, and sentences and key points were collected. Institutional YouTube channels were
inspected by looking for videos with a title and/or description about the metaverse; the
found videos were watched and the stories told there were transcribed in our written notes.

The features which emerged from statements, verbs, key words, adjectives, and so
forth, were analyzed to extract concepts describing and promoting the specific idea of the
metaverse. Then, the extracted elements were summarized by means of “tags”. While
examining the web contents, sometimes the features were not only contained in the text
but were also implicit or supported by visuals; therefore, the tags were worded taking into
account this matter.

The analyzed URLs are listed in Appendix A; descriptions of the tags are shown in
Tables A1-A3.
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2.1. The Interpretation of the Metaverse by Apple

The survey of the Apple website [19,20] showed that there are no contents related
to the metaverse. A supplementary search of the word “metaverse” in the search bar of
the home page produced 10 entries. These entries were about apps for social networking,
gaming, on-line dating, avatars, and not-fungible token exchange. In other words, the
concept of the “metaverse” is used mainly for marketing purposes. A search for the word
“metaverse” on the Apple YouTube channel [20] produced four entries, all of which were
off topic.

A summary of the concepts and of the tags related to the interpretation of the metaverse
by Apple was not done because not enough contents were available.

2.2. The Interpretation of the Metaverse by IBM

A survey of the website of IBM [21,22] showed that there is little content related to
the metaverse. A supplementary search for the word “metaverse” in the search bar of
the home page produced around 100 entries. After screening the titles and descriptions,
two documents about the metaverse were found [23,24]. A search on the IBM YouTube
channel [22] produced two entries, both of them off topic. A metaverse platform, called the
IBM Spatial Platform [25], was found but only in IBM Japan; it is a virtual reality platform
for collaborating and sharing contents in a business context.

IBM mainly considers the metaverse to be a virtual space with the purpose of doing
business. The authors of [26] mentioned that the metaverse is characterized by co-presence,
co-operation, and connection, and that it offers opportunities to develop products, cus-
tomer experiences, and so on. The authors of [23] noted that the metaverse can serve to
enhance business and marketing, perform industrial simulations, and so on. The authors
of [24] described five topics that companies should explore when using the metaverse in
their business.

A summary of the concepts and the tags related to the interpretation of the metaverse
by IBM is not provided because not enough contents were found.

2.3. The Interpretation of the Metaverse by Microsoft

A survey of website of Microsoft [27] showed that the word “metaverse” is poorly
used and that it does not appear in the home page menu items or in the sitemap. Instead,
the concept of the metaverse clearly emerged in relation to Teams [28] and Mesh [29] (the
software platforms for holding online meetings and online presence), as stated in [30]. A
search of the word “metaverse” on the Microsoft YouTube channel [31] produced around
100 entries; after a screening the titles and the descriptions, five videos about the metaverse
were inspected. A search of the word “mesh” on the associated YouTube channel and
on the Microsoft Teams YouTube Channel [32] produced, respectively, about 140 and
15 entries. After screening the titles and the descriptions, 11 videos about the metaverse
were inspected, for a total of 16 videos.

From an analysis of the contents of the web site and of YouTube channels, some key
points about the idea of the metaverse by Microsoft were summarized:

o  The metaverse takes shape in three spheres: consumer, commercial, industrial [33];

e Itis a digital world where people can meet, interact, and share data (as stated, for
example, in [30]);

e Itallows people to communicate, meet, share data and experiences, and to improve the
quality of relations. Users can enter the metaverse from everywhere and at any time;

e lts characteristics mainly focus on contexts of work, business, or entertainment (gam-
ing). The Teams and Mesh software platforms are the main tools, while the specific
word “metaverse” is poorly used.

The Tags MSTi (“MS” stands for “Microsoft”; shown in Table A1) represent the con-

cepts presented by Microsoft while promoting the metaverse (by means of Teams and
Mesh). Histograms of plain frequencies of the tags are shown in Figures 1 and 2.
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Amount of tags MSTi (on 89 sentences and 2
embedded videos; Microsoft website)
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Figure 1. Histogram of the MSTi tags assigned to sentences on Microsoft web site. An inspection was
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performed on 89 sentences and two videos embedded in the web pages. The full tags are shown in
Table Al. The (short) names of the tags are: MST1 = Sharing/working with others; MST2 = Doing
activities of daily living; MST3 = Connecting from everywhere/at any time; MST4 = Representing
yourself the way you want; MST5 = Representing yourself to express yourself; MST6 = Removing the
barriers; MST7 = Freeing up budget; MST8 = New internet; MST9 = It can damage health; MST10 = It
works on all devices; MST11 = Improving quality experiences.

Amount of tags MSTi (on 16 videos; Microsoft Youtube
channel)
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Figure 2. Histogram of MSTi tags assigned to videos watched on the Microsoft YouTube channel.
An inspection was undertaken of 16 videos. The full tags are shown in Table Al. The (short)
names of tags are: MST1 = Sharing/working with others; MST2 = Doing activities of daily living;
MST3 = Connecting from everywhere/at any time; MST4 = Representing yourself the way you want;
MST5 = Representing yourself to express yourself; MST6 = Removing the barriers; MST7 = Freeing
up budget; MST8 = New internet; MST9 = It can damage health; MST10 = It works on all devices;
MST11 = Improving quality experiences.

The histograms of the tags show that the most frequently encountered concepts were
“Communicating, sharing, working with others” (MST1), “Connecting from everywhere/at



Future Internet 2024, 16, 236

any time” (MST3) and “Improving quality of actions/experiences” (MST11). The tag
“Removing the barriers” (MST6) also had noteworthy frequency in videos (Figure 2).

2.4. The Interpretation of the Metaverse by Siemens

The survey of the Siemens website [34,35] showed that the metaverse is very important
for the company. A search of word “metaverse” on the YouTube channel produced 9 entries,
all of them about metaverse.

From our analysis of the contents of the web site and YouTube channel, some key
points about the idea of the metaverse by Siemens may be summarized as follows:

e  The metaverse takes shape in three forms: industrial, enterprise, and consumer (as
stated for example in [36]);
Siemens places itself entirely in the “industrial” metaverse;
The industrial metaverse is a digital realm representing and simulating the manufac-
turing/industrial world at all levels; it proposes a new level of industrial automation
and a portfolio of software platforms for it. This provides benefits for processes,
production, costs, and sustainability;

e Itis founded on digital twin (the most important pillar), software-defined automation,
data and Artificial Intelligence (Al especially generative Al);

e  Itisareal thing, it is already there, it will change the industrial domain.

The STi Tags (“S” stands for “Siemens”; shown in Table A2) represent the concepts
touched on by Siemens while promoting the industrial metaverse. Histograms of the
frequencies of usage of the tags are shown in Figures 3 and 4.
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Figure 3. Histogram of the STi tags assigned to sentences on the Siemens web site. An inspec-
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tion was made of 61 sentences. The full tags are shown in Table A2. The (short) names of
tags are: ST1 = Three sectors; ST2 = Digital twin etc.; ST3 = The digital twin is the main pillar;
ST4 = Always on; ST5 = Combination of real and digital; ST6 = Connects real to digital to simulate
and solve; ST7 = Capability to solve real world problems; ST8 = Simulating/testing the whole thing;
ST9 = Simulating/testing at high speed; ST10 = Making decisions; ST11 = Allowing safe environ-
ments; ST12 = Allowing sustainability; ST13 = Saving time/money; ST14 = Impacting on real world;
ST15 = Realtime collaboration; ST16 = Collaborating/interoperating across systems; ST17 = Avatars
for recognizing/interacting/improving; ST18 = Like a real environment; ST19 = New way of col-
laboration; ST20 = Changing the way organizations operate; ST21 = Getting benefit from skills of
people; ST22 = Supporting/motivating people; ST23 = Breaking down distance; ST24 = Saving
costs for travelling; ST25 = Need to face the possible fears of workers; ST26 = It changes our lives;
ST27 = Doing activities of daily living; ST28 = It will live in the internet 3.0; ST29 = It is real.
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Figure 4. Histogram of the STi tags assigned to videos watched on Siemens YouTube channel.
An inspection was undertaken of nine videos. The full tags are shown in Table A2. The (short)
names of tags are: ST1 = Three sectors; ST2 = Digital twin etc.; ST3 = The digital twin is the main
pillar; ST4 = Always on; ST5 = Combination of real and digital; ST6 = Connects real to digital to
simulate and solve; ST7 = Capability to solve real world problems; ST8 = Simulating/testing the
whole thing; ST9 = Simulating/testing at high speed; ST10 = Making decisions; ST11 = Allowing
safe environments; ST12 = Allowing sustainability; ST13 = Saving time/money; ST14 = Impacting
on real world; ST15 = Realtime collaboration; ST16 = Collaborating/interoperating across systems;
ST17 = Avatars for recognizing/interacting/improving; ST18 = Like a real environment; ST19 = New
way of collaboration; ST20 = Changing the way organizations operate; ST21 = Getting benefit
from skills of people; ST22 = Supporting/motivating people; ST23 = Breaking down distance;
ST24 = Saving costs for travelling; ST25 = Need to face the possible fears of workers; ST26 = It
changes our lives; ST27 = Doing activities of daily living; ST28 = It will live in the internet 3.0;
ST29 = It is real.

In this case, the inspected contents showed a great abundance of concepts; therefore,
many tags were included.

Our histograms of tags show that the most frequently encountered concepts were
“Simulating/testing the whole thing” (ST8) and “Improving/impacting the real world”
(ST14). From the website contents (Figure 3), the concepts of “Collaborating/interoperating
across systems” (ST16) and "New way of interaction/collaboration” (ST19) also emerged,
while from the videos (Figure 4), “Combination of real and digital world” (ST5) and
“Allowing sustainability” (5T12) also emerged.

2.5. The Interpretation of the Metaverse by Meta

A survey of Meta’s website [37,38] showed that the promotion and development of the
metaverse are the mission of the company itself. The metaverse is considered as a virtual
space for social activities for people around the world. Since Meta’s YouTube channel
has dozens of videos, all of them about the metaverse, 13 videos were randomly selected
and inspected.

From the analysis of the contents of the website and YouTube channel, some key points
about the idea of the metaverse by Meta could be summarized:

e  The metaverse is depicted as an awesome new virtual space for socializing, where
people are free to act without the boundaries of reality (as, for example, stated in [18]);
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e Itis portrayed as beautiful, as the future of social interactions; it unlocks the opportu-
nity to do what you want; the activities promoted in the metaverse represent activities
of everyday life, or an “extension” of them;

e It tears down the barriers of reality and lets the user do anything and be free, better
than reality;

e  The goals of Meta is to make the “social” metaverse into a new internet and for social
media and to gain 1 billion users by 2033 [39];

e  Various features and technologies are declared to be currently in their infancy and
subject to future development.

Similar topics related to the features of the idea of the metaverse of Meta were men-
tioned by [17], with those authors observing that they are depicted with a series of very
positive and extraordinary attributes and as something with endless possibilities.

The Ti tags (shown in Table A3) represent the concepts touched on by Meta while
promoting the “social” metaverse. Histograms of the frequencies of the various tags are
shown in Figures 5 and 6.

Amount of tags Ti (on 75 sentences; Meta website)
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Figure 5. Histogram of the Ti tags assigned to sentences on the Meta website. An inspection was

o

o

made of 75 sentences. The full tags are shown in Table A3. The (short) names of tags are: T1 = New
social platform; T2 = Flooding mobile phones/devices; T3 = New internet; T4 = Doing activities of
daily living; T5 = People meet/share experiences; T6 = Tearing down the boundaries; T7 = Living life
in the metaverse.
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Figure 6. Histogram of the Ti tags assigned to videos watched on Meta YouTube channel. An
inspection was made of 13 videos, randomly selected among dozens of available videos. The full tags
are shown in Table A3. The (short) names of tags are: T1 = New social platform; T2 = Flooding mobile
phones/devices; T3 = New internet; T4 = Doing activities of daily living; T5 = People meet/share
experiences; T6 = Tearing down the boundaries; T7 = Living life in the metaverse.
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The histograms of the tags show that the most frequently encountered concepts were
“Doing activities of daily living” (T4), “People meet actively/share experiences” (T5),
“Tearing down the boundaries” (T6), “Living life in the metaverse” (T7). The tags from
website (Figure 5) were very frequently encountered, except “Flooding mobile phone and
devices” (T2).

3. Questions about the “Social” Metaverse

Given that the purposes of the metaverse are not limited to social media and that
Meta did not invent the metaverse or VR and AR, it is reasonable and realistic to consider
the company as a reference player, since, currently, it is the most involved one in the
development of a metaverse for social purposes, as also mentioned in [7]. This has been
also confirmed by surveys (Sections 2.1-2.4) of the ideas of the metaverse developed
by other companies: Microsoft is focusing on the metaverse for business/entertainment
(gaming) purposes; Siemens focuses entirely on an “industrial” metaverse; while Apple
and IBM only touch the topic a little.

The interpretation of the metaverse by Meta is never presented with features sounding
like “useful facilities” or “solutions” or “tools” (software, apps) helping people to meet
and to do things when (or if) they are in some kind of “difficulty” (for example: long
travels, inability to move, pandemic, low budget, agenda full and so on). There is not
just an offering of innovative and astonishing ICT applications and solutions; instead, a
new level of socializing is proposed, by means of alternative virtual worlds. This emerged
also from a video introducing Meta [40]. The concept of undertaking activities (associated
with usual interrelationships in real life) in the virtual worlds coupled with the concepts of
opportunity and feeling better than in reality, of tearing down the barriers of reality, makes
us reflect. Potentially, it could be a paradigm shift in society. Therefore, we guess that it is
reasonable to raise question, i.e., would people like such a “social” metaverse.

It is clear that nobody is obliged to participate or to live completely in a metaverse; on
the other hand, it is well known how much the dynamics and the behavior of present-day
society are mediated by the wide use of social media (for example, the authors of [41]
reported that the number of internet users in October 2023 was around 5.3 billion, with
4.95 billion of them using social media). A metaverse for social purposes potentially could
bring that to a higher order of magnitude. So, a literature review was done to find previous
works about the question above.

4. Literature Review

A literature review was undertaken to identify previous works about aforementioned
question (“Q”). The search, let’s call it S1, was done on the Web of Science and Scopus
databases [42,43] of document titles only, covering the period from January 2018 to De-
cember 2022 (the search strings are shown in Appendix C). The criteria for inclusion were
that the titles and/or abstracts of papers had to be relevant to Q (completely or partially).
A PRISMA flowchart of the process is shown in Figure 7. We found 1779 papers; after
dropping duplicated documents, patents, documents not in English, datasets, clinical trials,
the number of papers decreased to 111. After reading the titles and abstracts to identify
the most relevant works, five papers were selected, all of them having been published in
2021-2022. Finally, two papers were retrieved. After a complete read, both [44,45] were
considered to be about Q.

The work presented in [44] had two objectives. The first was “to generate new knowl-
edge and gain a deeper understanding of the metaverse and the challenges that it faces in
the future”. The second was “to gain a better understanding of people’s perceptions of the
metaverse”, which is a topic close to Q. To this end, a questionnaire was administered to
220 subjects (Appendix D).

The work in [45] is focused on the need to study the intention of participating in the
metaverse (a topic close to Q) and on the involved psychological constructs, as literature
is lacking in this respect. In this case, a questionnaire was administered to 450 Peruvian
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citizens (Appendix D; the answers are not available); the first conclusion was that “insti-
tutional support, technological literacy and participation self-efficacy have a positive and
significant effect on the intention to participate in the metaverse”.
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Figure 7. PRISMA flowchart of the review process of S1.

During our analysis of papers and some of the references mentioned therein, further
works emerged. These works were focused on other themes connected to the metaverse,
such as feasibility, enabling technologies, taxonomies, road mapping, and the current state
of such technology. Such papers mentioned various topics (e.g., ethics, usage, or privacy
issues) in a way that was also potentially related to Q. Therefore, a new literature review
based on a search, let’s call it S2, was done to identify previous works about the metaverse
with questions about the future, ethics, humans, morality, which could still be relevant to
Q. The search has been done on the Web of Science and Scopus databases, in document
titles only and by covering the period from January 2010 to March 2023 (the search strings
are shown in Appendix C). As with S1, the criteria for inclusion were that the titles and/or
abstracts of papers had to be about topic Q (completely or partially). A PRISMA flowchart
of the process is shown in Figure 8. We identified 730 papers. After dropping duplicated
documents, patents, documents not in English, datasets, and clinical trials, the number of
papers decreased to 410; after reading the titles and abstracts, 65 papers were selected, all
of which were published in 2021-2023. Of these, 62 were retrieved. After a complete read,
two papers [46,47] were found to be about Q.
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Figure 8. PRISMA flowchart of the review process for S2.

The work in [46] aimed to analyze the impact of the metaverse on humans, on one hand
by consulting specific professionals such as therapists, psychologists, and neurologists, and,
on the other hand, by administering a questionnaire to 250 subjects in order to understand
people’s view of the metaverse (see Appendix D).

The work in [47] comprised a study of the ethical implications of the metaverse in
everyday life. It is remarkable that this work was probably the only one from S1 and S2
which took an explicitly critical position on the metaverse and was not directly favorable to
it. It called for a “re-orienting” of the metaverse by paying more attention to human factors.
The authors of [47] published the results of interviews [48] about people and the metaverse
(a topic related to Q), where relevant percentages of subjects declared their concerns and
fears (listed in Appendix D).

From S1 and S2, a few works emerged about Q. In these works, surveying tools,
composed of many items, were administered to people, while Q was touched upon mainly
in an indirect way, rather than going straight to the point. The results were fragmentary
and heterogeneous; as such, a meta-analysis is out of the scope of this paper.

In order to identify a trend in terms of being “in favor” or “not in favor” of the meta-
verse for social purposes, from the questionnaires mentioned above (shown in Appendix D),
items meeting the following criteria were selected:

e  Answers were published;
e Anitem was relevant to Q or;
e  Anitem was relevant to the personal and intimate sphere of the subject.

Items such as opinions about the economy, the pros and cons of a metaverse, the
degree of knowledge of technology, and so on, were excluded.
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Each selected item was classified as being either “in favor” or “not in favor”, and
has been labeled with a letter (A, B and so on). The result of this selection process is
summarized in Figure 9.
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Figure 9. A plain histogram of answers “in favor”/“not in favor” (of “social” metaverse) emerged
from the questionnaires found in S1 and S2. Each letter represents a selected surveying item. Items G
and H were composed of different types of answers, shown respectively as G1-G8 and as H1-H12.
The complete source questionnaires, scales, and all items are listed in Appendix D. The items shown
in the histogram are: A = Have you been impacted by the internet? Would you say that the metaverse
will affect you? B = Does the metaverse also free us from many of the limitations of the physical
world? C = Can the Metaverse be a world where the digital world is more valuable than the physical
world? D = Do you think you're ready for the metaverse? E = Does a Metaverse or a Virtual World
excite you? F = Share of adults in the US who are interested in Meta’s new virtual reality project,
known as the metaverse, as of November 2021. G = Feelings toward the metaverse according to
adults in the US as of January 2022 (response types: G1 = Curious; G2 = Excited; G3 = Optimistic;
G4 = Uninterested; G5 = Suspicious; G6 = Concerned; G7 = Indifferent; G8 = Confused). H = Views
on the metaverse according to adults in the US as of January 2022 (response types: H1 = The future
of technology; H2 = A really exciting way to play/socialize; H3 = A way to intensify enjoyable
experiences; H4 = A better alternative to real life; H5 = How we will do most of our shopping in the
future; H6 = Will create more equality in society; H7 = Not good as real life; H8 = Tech companies
trying to figure out a new way to make money; H9 = A big risk to personal privacy; H10 = A fad
that will not last long; H11 = Something for young people only; H12 = A scam/predatory financial
scheme). I = Share of adults in the US joining or considering joining the metaverse for various reasons
as of December 2021.

A simple qualitative preliminary consideration could be that the found results approx-
imately indicate that people giving answers favorable of the metaverse are balanced by
or even fewer in number than people giving answers that were not favorable (Figure 9).
Moreover, in such works, it is not clear whether people consider the metaverse as simply a
new set of appealing social media functionalities, i.e., replacing Facebook, or something
deeper. This simplistic assumption, that limits the understanding of the potential impact
of the metaverse for social purposes, could also influence the answers (this issue was
addressed in [46], where half of the subjects did not know what the metaverse is, so an idea
about it was provided to them before doing the survey).
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5. Draft Proposal of a Tool Assessing the Predilection to Use a “Social” Metaverse

The interpretation of the “social” metaverse reported in Section 2.5 can be considered
as more interesting and profound than the usual common attributes (the metaverse is
the future, you will be able to do whatever you want, and so on), because it has the
potential (the intention?) to involve the most natural life habits. From S1 and S2, few
documents emerged which had examined what people think about the potential future rise
of the metaverse for social purposes. Therefore, a survey could reveal information about
the position of people regarding participation in a “social” metaverse (that is the topic
addressed in Q, defined in Section 3); it also could foster opinions or discussions about
this question.

Questionnaires and scales are widely used surveying tools for measuring subjective
feelings and positions. Many tools already exist for the assessment of specific technology
features (as likeability, usability, acceptability, level of readiness, and so forth), for example
Technology Acceptance Model (TAM) [49], Technology Acceptance Model v2 (TAM2) [50],
Unified Theory of Acceptance and Use of Technology (UTAUT) [51], Technology Readiness
Index (TRI) [52], Technology Readiness Level (TRL) [53,54], Human Readiness Level
(HRL) [55], System Usability Scale (SUS) [56]. We found that such tools are not really
suitable to investigate the topic touched on in Q, as they are aimed to be applied to
technologies, i.e., to applications that are fairly specific, that are being implemented or
are already working, to improve their characteristics for end users of industry and of
organizations, and to enhance jobs. Instead, the features of a “social” metaverse embrace
the field of human interactions and socializing. Moreover, these days, the metaverse
appears to be not particularly suitable for specific surveys because it is not a specifically
defined system, i.e., it is weakly diffused, and some of the required technologies (hardware
and software) are still in development. An exception to this can be represented by the
second version of “Unified Theory of Acceptance and Use of Technology” (UTAUT2) [57].
UTAUT2 extends the UTAUT model [51] to a consumer context by defining and including
the constructs of “Hedonic Motivation”, “Price Value”, and “Habit” as elements influencing
the “behavioral intention” of the subject to use a specific technology. The survey items of
UTAUT2, according to the UTAUT model, address many specific pragmatic sides of using
a given piece of technology.

Given the above considerations, the development of a new specific assessment tool
may be a more focused approach. Likert scales [58,59] are widely used, self-reporting
evaluation methods for measuring psychological constructs that, because of their nature,
cannot be directly measured [60].

In this research, Q can be assessed by the quantification of the “predilection” to use
a social metaverse, in terms of the intensity of positive feelings [61]. It is a subjective,
non-observable, and not directly quantifiable variable. The Likert evaluation scale model is
a tool that is suitable for such quantifications. Therefore, items for building a Likert scale
assessing what Q is expressing in general terms could be designed and developed. This is
made possible by focusing on the assessment of the construct, i.e., predilection for a new
level of sociality in “social” metaverse (let’s call it “C”) and by specifically involving the
design process from which those elements emerged as features of a “social” metaverse.

When a construct is a bipolar continuum, typically, its presence in the subject repre-
sents the high end of the evaluation scale, while its absence, at the low end of the scale, is
associated with the opposite of that construct. On the other hand, when a construct is a
unipolar continuum, the low end of the scale just represents its absence in the subject [62].
The characteristics of the metaverse for social purposes, as summarized in Section 2.5 and
discussed in Section 3, reveal a shift from the real to the virtual world. So, in this context,
an individual with a predilection for such social activities in the metaverse (construct
C) can be deemed to be neglecting the same activities in real life; this is related to the
opposite of C. Therefore, construct C can be considered a bipolar continuum ranging from
“Strongly disagree” to “Strongly agree” (rather than an unipolar continuum ranging, for
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example, from “Not at all” to “Extremely”) [61]; these types of values convey a character of
bipolarity [62,63].

According to the authors of [62], the type of gradation of C to be assessed is “behavioral
extremity”, since it represents feelings, thoughts, behaviors; while the degrees of C reflect
the level of presence of C representing the bipolar continuum. The maximum value (the
high end of the scale) and the minimum value (the low end of the scale) express a complete
presence (or absence) of C in the subject; the absence, as stated above, conveys the opposite
of C in the subject.

The regions of the continuum with topics identifying facets of C have been mapped.
This process allowed us to generate an initial large pool of items (to be reduced after the
administration to a representative sample of subjects and after the analysis of the obtained
answers) with which we could appropriately measure C, that is, at the beginning of the
construction process of the evaluation scale [61,62,64]. Each topic in the mapping included
a set of items related to it. The mapping, shown in Table 1, included the features of the
metaverse for social purposes, so it took into account some of the related descriptive tags.
All the Ti tags are listed in Table A3.

Table 1. In the central column, the topics for generating the pool of items for assessing construct C

"o

are shown. In the right column, the tags (Ti) involved by topic are shown (or “-” is shown if the topic

does not involve tags). The tags are described in Table A3.

Topic Involved Tags
Experiencing real life situations in a virtual space T4, T5,Te6, T7
Actual needs of real life .mstead of an alternative life in T4, T6, T7
the virtual space
Satisfaction/limits/barriers of real life T4, T6, T7
Being another being Te6, T7

Time spent in virtual space -
Value of sharing in virtual space -
Value of actions in virtual space -

Ons-site stillness of immersion -
Pervasiveness of devices for immersion -
Immersion in virtual space -

As shown in Table 1, the following tags were deemed suitable for expressing facets of
construct C: “Activities of daily life” (T4), “People meeting actively/sharing experiences”
(T5), “Tearing down boundaries” (T6), “Living life in the metaverse” (17). Tags T4 and T5
are related to the concept of impacting the activities of daily life, while T6 and T7 are related
to the broad concept of impact on the freedom of acting. All of them are mediated by the
fundamental concept of sharing experiences with other people. Additionally, other topics,
not corresponding to the aforementioned tags, were identified to cover other facets of C
(in Table 1; mapped to “-“). Also, in the case of topics with no involved tags, the aim was
to assess the predilection of individuals for the “activity”, for the “situation” represented
by the topic; the specific aspects and reactions related to the consequences of experiencing
virtual environments (for example: motion sickness, sense of presence, sense of reality and
so on) were not considered.

On the other hand, the tags “New social platform” (T1), “Flooding mobile phones
and devices” (T2), “New internet” (T3) were less suitable, because they are less related
to changes in human life habits and more related to characteristics which appear to the
public (especially the disenchanted ones) as normal, current, typical of existing today apps.
Tag T1 was about the concept of the metaverse as a new platform for social media, which
sounds like “ok, we have just a new awesome social media platform”; everyday, new ICT
technologies and apps populate the online space. Tag T2 was about the concept of people
accessing such new social media platforms from any device; this is an already well-known
feature that is typical of existing apps. Tag T3 was about the concept of the metaverse
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becoming the new internet; this sounds like the “social internet has been renovated, with a
new look, with new interfaces”.

In a first preliminary reflection, our assessment of construct C addressed subjects aged
18-45 years; as shown in Table 2, this range was representative enough of potential and
actual users. This range could be adjusted according to the characteristics of the population
of a specific country or region. Moreover, people using and not using social media should
be involved; the former could provide opinions as users already engaging with current
social platforms (and skilled about), while the latter could provide opinions as “beginners”
facing the concepts touched on in C.

Table 2. The percentages of users of Facebook and Instagram by age in January 2023. Source: [65,66].
In the left column, age range is shown. In the two center columns, percentages of Facebook users are
shown. In the right column, percentages of Instagram users are shown. The values that are suitable
for consideration are in bold underlined characters.

Age Range (Years) Facebook Users % Instagram Users %
Male Female

13-17 2.7 2.1 8

18-24 12.6 8.0 30.8
25-34 17.6 12.3 30.3
35-44 10.9 8.5 15.7
45-54 6.1 55 8.4
55-64 3.5 3.8 4.3
>=65 2.6 3 2.6

6. Conclusions and Remarks

A perspective regarding the potential consolidation of actions of normal social life in
a digital world emerged from a survey of the website of the Meta company, while other
companies only loosely discussed the metaverse (Apple, IBM) or positioned themselves
differently (Microsoft, Siemens) in relation to it. After searching the literature for works
surveying opinions about question Q, few documents were found; most of the works found
in the literature were focused on legal, ethical, and privacy aspects. These topics are often
discussed as potential negative consequences of metaverse.

It is remarkable that most of the papers did not consider whether society in itself
“wants” the metaverse (the authors of [15], mentioned in Section 1, touched on a similar
topic in the field of mass media), also given that the vision of a “social” metaverse is not
just related to entertainment and ICT services but also as a proposed new type of social
life in the future. A curious aspect is represented by the fact that the technology push,
typically used by the big tech companies, probably influences our point of view, so we tend
to accept devices or paradigms coming from them, without questioning their suitability
in our lives. This could be also an ethical component of the scenario. Therefore, in this
paper, a preliminary analysis for the design of a Likert scale to assess the predilection of
the public for a “social” metaverse has been outlined with the intent of bringing this topic
to the foreground.

The presented work has limitations; the process is not complete yet, as the context
could change in the future in relation to advances in the realization of “social” metaverse
and in relation to behavior of other companies; the concepts and the tags summarizing
views on the metaverse in this work have been outlined striving for an “objective” way,
aware that it is intrinsically a subjective process (at least partially) and that some concepts
could have been worded differently.

What has been designed is a draft concept underlying what should, in the future,
be a questionnaire. The outcomes in the present work aim to contribute toward filling
the gap in the topic of opinions about a “social” metaverse, by providing information
that could be considered for further development, validation, and the application of the
actual questionnaire.
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Appendix A

The following URLs have been surveyed for analyzing Meta web (visited in 7-21
February 2023):

https:/ /about.meta.com/uk/what-is-the-metaverse /

https:/ /about.meta.com/uk/company-info/

https:/ /about.meta.com/uk/metaverse/#go-further

https:/ /about.meta.com/uk/metaverse/#flexnaija

https:/ /about.meta.com/uk/metaverse/are-we-there-yet/

https://about.meta.com/uk/metaverse/impact/

https:/ /about.meta.com/uk/metaverse/#shared-experiences

https:/ /about.meta.com/uk/metaverse/#fitness

https:/ /about.meta.com/uk/metaverse/#work

https:/ /about.meta.com/uk/metaverse/#education

https:/ /about.meta.com/uk/metaverse/#virtual-reality

https:/ /about.meta.com/uk/metaverse/#augmented-reality

https:/ /about.meta.com/uk/metaverse/#smart-glasses

https:/ /about.meta.com/uk/technologies/

https:/ /www.oculus.com/horizon-worlds/

https:/ /www.meta.com/it/quest/fitness/

https:/ /www.meta.com/it/quest/social/

https:/ /www.meta.com/it/quest/entertainment/

https:/ /www.meta.com/it/quest/productivity /

https:/ /www.meta.com/it/work/

https:/ /www.youtube.com/watch?v=hCUyd4Y-5lo

https:/ /www.youtube.com/watch?v=SKnc-jqLZUs

https:/ /www.youtube.com/watch?v=L4pnQFLmHds

https:/ /www.youtube.com/watch?v=d3ZKSmCWw]w

https:/ /www.youtube.com/watch?v=XHmwSSxHnDw

https:/ /www.youtube.com/watch?v=0Dt3nMXu7pg

https:/ /www.youtube.com/watch?v=VQV9%C3%973P0TDY

https:/ /www.youtube.com/watch?v=8Ao-]JG4PrGs

https:/ /www.youtube.com/watch?v=]XPOyW80gnw

https:/ /www.youtube.com/watch?v=pjNI9K1D_xo

https:/ /www.youtube.com/watch?v=5FwztKGQmd§

https:/ /www.youtube.com/watch?v=afdnbXXbBTg

https:/ /www.youtube.com/watch?v=gQdRW44yvKw

The following URLs have been surveyed for analyzing Microsoft web (visited in 26
February 2024—4 March 2024):

https:/ /www.microsoft.com/en-us

https:/ /www.microsoft.com/en-us/sitemap.aspx

https:/ /www.microsoft.com/en-us/microsoft-teams/group-chat-software

https:/ /www.microsoft.com/en-us/microsoft-teams/group-chat-software#video

https:/ /www.microsoft.com/en-us/microsoft-teams/enterprise

https:/ /news.microsoft.com/source/features/innovation/microsoft-mesh /

https:/ /www.microsoft.com/en-us/microsoft-teams/microsoft-mesh

https:/ /www.microsoft.com/en-us/microsoft-teams/microsoft-mesh#modal-11

https:/ /www.microsoft.com/en-us/microsoft-teams / microsoft-mesh#Customer-stories
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https:/ /www.microsoft.com/en-us/worklab/ the-future-of-hybrid-events

https:/ /www.microsoft.com/en-us/microsoft-teams/ virtual-events

https:/ /www.microsoft.com/en-us/microsoft-teams/teams-for-home

https:/ /support.microsoft.com/en-us/ office/ microsoft-teams-free-08fd2b61-1c3e-47
€2-821b-d312709b933d

https:/ /support.microsoft.com/en-us/ office / create-a-meeting-in-microsoft-teams-free-eb5
71219-517b-49bf-afel-4£ff091efa85

https:/ /www.microsoft.com/en-us/microsoft-teams/communities

https:/ /www.microsoft.com/en-us/microsoft-teams/education

https:/ /www.youtube.com/watch?v=Qw6UCwCt4bE

https:/ /www.youtube.com/watch?v=wAlcX7QaWkc

https:/ /www.youtube.com/watch?v=tTHkOriVQ-w

https:/ /www.youtube.com/watch?v=B]ljapGLmO0

https:/ /www.youtube.com/watch?v=IM7Yfy0OGFU

https:/ /www.youtube.com/watch?v=]d2GK0qDtRg

https:/ /www.youtube.com/watch?v=IkpsJoobZmE

https:/ /www.youtube.com/watch?v=co6sQQ64yfk

https:/ /www.youtube.com /watch?v=Lw YhAcNC0Qs&t=0s

https:/ /www.youtube.com/watch?v=uErR_3kmRUM

https:/ /www.youtube.com/watch?v=pdSfgRYy8Ao

https:/ /www.youtube.com/watch?v=Pk5BVxIKL5w

https:/ /www.youtube.com/watch?v=fOzvOM7ZX20

https:/ /www.youtube.com/watch?v=fSKBHOWOcSM

https:/ /www.youtube.com/watch?v=4m6QAT]W99k

https:/ /www.youtube.com/watch?v=esBzumV_59Q

The following URLs have been surveyed for analyzing Apple web (visited in 12-13
March 2024):

https:/ /www.apple.com/

https:/ /www.apple.com/store

https:/ /www.apple.com/shop/buy-mac

https:/ /www.apple.com/shop/buy-ipad

https:/ /www.apple.com/shop /buy-iphone

https:/ /www.apple.com/shop/buy-watch

https:/ /www.apple.com/mac/

https:/ /www.apple.com/ipad/

https:/ /www.apple.com/iphone/

https:/ /www.apple.com/watch/

https:/ /www.apple.com/airpods/

https:/ /www.apple.com/tv-home/

https:/ /www.apple.com/services/

https:/ /www.apple.com/shop/accessories/all

https:/ /www.apple.com/apple-vision-pro/

https:/ /www.apple.com/shop /buy-vision

https:/ /www.apple.com/studio-display /

https:/ /www.apple.com/business/

https:/ /www.apple.com/education/

https:/ /www.apple.com/healthcare/

https:/ /www.apple.com/augmented-reality /

https:/ /apps.apple.com/us/app/highrise-avatar-chat-play /id924589795

https:/ /apps.apple.com/us/app/atlas-earth/id1567636697

https:/ /apps.apple.com/us/app/metaverse-experience-browser/id1159155137

https:/ /apps.apple.com/us/app/imvu-3d-avatar-creator-chat/id919745844

https:/ /apps.apple.com/us/app/zepeto-avatar-connect-play /id1350301428

https:/ /apps.apple.com/us/app/nevermet-vr-dating-metaverse/id1601331019
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https:/ /apps.apple.com/us/app/reality-become-an-anime-avatar/id1404176564

https:/ /apps.apple.com/us/app/meta-life-second-metaverse/id1594359997

https:/ /apps.apple.com/us/app/habytat-metaverse /id6446708699

https:/ /apps.apple.com/us/app/cluster-metaverse-vr/id1490075175

https:/ /www.youtube.com/watch?v=TX9qSaGXFyg

https:/ /www.youtube.com/watch?v=1Y4x85zqo]M

https:/ /www.youtube.com/watch?v=Vb0dG-2huJE

https:/ /www.youtube.com/watch?v=0OushE7mq0Ak

The following URLs have been surveyed for analyzing IBM web (visited in 15-19
March 2024):

https:/ /www.ibm.com/us-en

https:/ /www.ibm.com/consulting / customer-experience

https:/ /www.ibm.com/thought-leadership /institute-business-value/report/enterprise-
metaverse

https:/ /www.ibm.com/downloads/cas/47X4RZ]Q

https:/ /www.ibm.com/downloads/cas/GN7B276L

https:/ /www.ibm.com/blogs/smarter-business/business/metaverse-spatial-platform-
solution-overview /

https:/ /www.youtube.com/watch?v=rrpES8bHv{0k

https:/ /www.youtube.com /watch?v=rrpE8bHv{0k&list=PLoELubR45xwV1My2lk7
aHZmwijiAtzEPMq

https:/ /www.ibm.com/blog/5-ways-to-get-metaverse-ready/

https:/ /www.youtube.com/watch?v=7xfX-dmA1Rc

https:/ /www.youtube.com/watch?v=_t12eR7qFNU

The following URLSs have been surveyed for analyzing Siemens web (visited in 20-25
March 2024):

https:/ /www.siemens.com/global/en.html

https:/ /www.technologyreview.com/2023/03/29 /1070355 / the-emergent-industrial-
metaverse/

https:/ / plm.sw.siemens.com/en-US/teamcenter/

https:/ /xcelerator.siemens.com/global/en.html

https:/ /www.siemens.com/global/en/company/digital-transformation/industrial-
metaverse.html

https:/ /www.youtube.com/watch?v=gRHP2IiNXKo&t=5s

https:/ /www.siemens.com/global/en/company/digital-transformation/industrial-
metaverse/what-is-the-industrial-metaverse-and-why-should-i-care.html

https:/ /www.siemens.com/global/en/company/digital-transformation/industrial-
metaverse/industrial-metaverse-glossary.html

https:/ /www.siemens.com/global/en/company/digital-transformation/industrial-
metaverse/siemens-and-nvidia-partner-to-build-the-industrial-metaverse.html

https:/ /www.siemens.com/global/en/company/insights/siemens-and-nvidia-bringing-
the-real-and-digital-worlds-together.html

https:/ /www.siemens.com/global/en/company/insights/the-rise-of-the-industrial-
metaverse-and-its-economic-impact.html

https:/ /www.siemens.com/global/en/company /digital-transformation/industrial-
metaverse/redefining-reality-3-key-building-blocks-for-the-industrial-metaverse.html

https:/ /www.siemens.com/global/en/company/digital-transformation/industrial-
metaverse/ digital-twins-first-strides-into-the-industrial-metaverse.html

https:/ /www.youtube.com/watch?v=SLVhLpVPRrU

https:/ /www.youtube.com/watch?v=LGgccYDyGFk

https:/ /www.youtube.com/watch?v=59w]7R04wac

https:/ /www.youtube.com/watch?v=W2dQupQFv_U

https:/ /www.youtube.com/watch?v=IsQVAXRbDs4

https:/ /www.youtube.com/watch?v=5EtqTpQ-7ml
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https:/ /www.youtube.com/watch?v=ulT02AZs5Is
https:/ /www.youtube.com/watch?v=9c1hlwHSel8

Appendix B

The following Table A1 contains the tags synthetized from analysis of Microsoft web.

Table A1. On the left column, the tags MSTi are shown; they classify the concepts about metaverse

emerged from analysis of Microsoft web. On the right column, a description of the corresponding tag

is provided; the descriptions with (*) just come from sentences explicitly positioned in a context of

work, of business, of entertainment (gaming).

Tag MSTi—Represented Concept

Tag MSTi—Description

MST1—Communicating, sharing, working with others
MST2—Doing activities of daily living
MST3—Connecting from everywhere/at any time

MST4—Representing yourself the way you want
MST5—Representing yourself to reflect yourappearance/to
express yourself

MST6—Removing the barriers

MST7—Freeing up budget
MST8—New internet

MST9—It can damage health
MST10—It works on most/all devices

MST11—Improving quality of actions/experiences

(*) The metaverse allows people to communicate, share
data/experiences, work, do things together

People can do in the metaverse (usual) activities of their life
(*) People can jump in the metaverse simply when they want
and wherever they are

(*) People can customize the avatar as they prefer

(*) People can customize their avatar to an appropriate
representation of themselves

(*) People can keep in touch and act, no matter the place they
are, the language they have (Al translations) and other
“limitations”. This allows to avoid issues of
connection/presence/language, of personal life situations
Money can be saved in all those processes involving
travelling /conferencing /venue costs and so on

The metaverse is a new version of internet

A present time, a long immersion in the metaverse (with
headset) can damage health

Metaverse can run on all the available devices

(*) Doing things in the metaverse allows people to enhance,
improve the quality of actions/experiences themselves

The following Table A2 contains the tags synthetized from analysis of Siemens web.

Table A2. On the left column, the tags STi are shown; they classify the concepts about metaverse

emerged from analysis of Siemens web. On the right column, a description of the corresponding tag

is provided.

Tag Sti—Represented Concept

Tag Sti—Description

ST1—Three sectors
ST2—Digital twin, software-defined automation, data and Al

ST3—The digital twin is the main pillar
ST4—Always on/persisting

ST5—Combination of real and digital world

ST6—Connecting real to digital to simulate and solve

The metaverse is present in three sectors of application:
industrial, enterprise, consumer

The pillars of industrial metaverse are digital twin,
software—defined automation, data and Al (especially
generative Al)

The digital twin is the core main pillar of the whole industrial
metaverse

The industrial metaverse is always running, is always on, it is a
persisting system

In the industrial metaverse the digital and the real world are
combined, joined together

In the industrial metaverse the real and digital world are
connected together, by including also people, for simulating and
solve problems of systems
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Table A2. Cont.

Tag Sti—Represented Concept

Tag Sti—Description

ST7—Capability to solve real world problems

ST8—Simulating/testing the whole thing

ST9—Simulating/ testing at high speed

ST10—Making decisions
ST11—Allowing safe environments

ST12—Allowing sustainability
ST13—Saving time/money/resources
ST14—Improving/impacting the real world

ST15—Realtime collaboration

ST16—Collaborating/interoperating across systems

ST17—Auvatars for recognizing/interacting/improving

ST18—Full immersion/like a real environment
ST19—New way of interaction/collaboration

ST20—Changing the way organizations operate
ST21—Getting benefit from skills of people
ST22—Supporting /motivating people
ST23—Breaking down the barriers of distance

ST24—Saving costs for travelling

ST25—Need to face the possible fears of workers byexplaining
opportunities /innovation

ST26—A new plane of existence/it changes our lives

ST27—Doing activities of daily living
ST28—It will live in the internet 3.0

ST29—It is real/an emerging reality

The industrial metaverse allows the capability to face and solve
real-world problems that can be also very complex

The industrial metaverse allows

simulating /designing/testing /tuning the whole thing, or any
side of the thing, before doing it/building it in real world or
also during the real operation

The industrial metaverse allows to simulate/test/tune at
unimaginable speed

In the industrial metaverse you can make better
decisions/faster decisions

The industrial metaverse is a virtual environment for doing
experiments and actions in a safe way for people and for real
environment

The industrial metaverse allows to include matters of
sustainability in simulations and optimizations

The digital world of simulations in industrial metaverse allows
to save time, money, resources

The industrial metaverse is something actually impacting the
real world /making the real world better

In the industrial metaverse the collaboration of people is in
realtime

The industrial metaverse allows collaboration/interoperation of
people/of applications across several platforms, devices,
organizations, locations

In the industrial metaverse people can use avatars for
recognizing other people/for interacting with operators/for
improving the job

The industrial metaverse is a fully immersive virtual
environment, it is like the real environment

With the industrial metaverse new ways of interaction/of
collaboration are unlocked

The capabilities, the features of the industrial metaverse make
organizations change the way they operate (in a better way)
In the metaverse the companies can find and get benefit from
specific skills of people, by facing the shortage of skilled
operators, wherever they are in the world

The industrial metaverse is a set of technologies allowing the
engagement/the support/the motivation of people at work
With the industrial metaverse there is no need to travel/the
barriers of geographical distance among people are broken
down

In the industrial metaverse there is no need to travel; similarly,
the related costs are saved too

With the incoming industrial metaverse the companies can
teach their workers the new opportunities offered

The industrial metaverse, with all the technologies, the
opportunities, the advantages it brings, can be considered as
changing our lives

People can do in the metaverse the usual activities of their life
The industrial metaverse is a new face of internet/the internet
3.0

The industrial metaverse is not an hype, it is a real thing and it
is already happening
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The following Table A3 contains the tags synthetized from analysis of Meta web.

Table A3. On the left column, the tags Ti are shown; they classify the concepts about metaverse

emerged from analysis of Meta web. On the right column, a description of the corresponding tag

is provided.

Tag Ti—Represented Concept

Tag Ti—Description

T1—New social platform

T2—Flooding mobile phones and devices

T3—New internet

T4—Doing activities of daily living

T5—People meet actively/share experiences

T6—Tearing down the boundaries

T7—Living life in the metaverse

The metaverse will be the new platform for new social media
The metaverse will run on most devices as possible
-smartphones, tablets, headsets, computers and other smart
devices.

The metaverse will be the new internet with infrastructure of
contents

People can do (or are “encouraged” to do) in the metaverse the
usual activities of their life

People, with particular attention to relatives and friends, meet
in metaverse and together they do actions and/or share
experiences (depending on the context of specific sentence, this
may evoke -also implicitly- no need to do it in reality)

The metaverse allows to do anything, by tearing down the
boundaries/barriers/limits of reality (depending on the context
of specific sentence, this may be also implicit)

People can do/transfer actions typical of real life in the
metaverse

Appendix C

The following search string has been used for search S1 in Web of Science (all databases,
all collections):

TI = ((people OR citizen* OR user* OR “end user” OR “end users” OR society OR main-
stream OR compan* OR audience) AND (“virtual reality” OR metaverse OR “meta”
OR “immersive technology” OR “immersive technologies” OR “virtual world” OR “vir-
tual worlds” OR “VR world” OR “VR worlds” OR HMD OR “head mounted display”)
AND (“don’t want” OR “dont want” OR “do not want” OR “want it” OR want* OR
deal* OR apprec* OR curio® OR expectation* OR accept* OR interest* OR enjoy* OR
engage* OR involve* OR participat* OR future)) NOT TI = “meta-analysis” NOT TI =
“meta-analysis” NOT TI = metaanalysis NOT TI = “meta analyses” NOT TI = “meta-
analyses” NOT TI = metaanalyses NOT TI = “meta review” NOT TI = “meta-review”
NOT TI = metareview

The following search string has been used for search S1 in Scopus:

TITLE ((people OR citizen* OR user* OR “end user*” OR society OR mainstream OR
compan® OR audience) AND (“virtual reality” OR metaverse OR “meta” OR “immersive
technolog*” OR “virtual world*” OR “VR world*” OR hmd OR “head mounted display”)
AND (“don’t want” OR “dont want” OR “do not want” OR “want it” OR want* OR apprec*
OR curio* OR expectation* OR accept* OR interest* OR enjoy* OR engage* OR involve* OR
participat® OR future) AND NOT “meta analys*” AND NOT “meta-analys*” AND NOT
metaanalys® AND NOT “meta review” AND NOT “meta-review” AND NOT metareview)
AND PUBYEAR > 2017

The following search string has been used for search 52 in Web of Science (all databases,
all collections):

TI = (metaverse AND (issue* OR problem* OR ethic* OR concern* OR substitut* OR future
OR challeng* OR insight* OR alternat* OR roadmap* OR opportunit* OR possibilit* OR “3D
virtual world” OR “3D virtual wolds” OR moral* OR achiev* OR dawn OR horizon* OR
existence* OR realm* OR realit* OR social* OR societ* OR good OR avatar* OR behaviour*
OR behavior* OR extens* OR extend* OR human* OR man OR world* OR health* OR
mental* OR mind*))
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The following search string has been used for search S2 in Scopus:

TITLE (metaverse AND (issue* OR problem* OR ethic* OR concern* OR substitut* OR
future OR challeng* OR insight* OR alternat* OR roadmap* OR opportunit* OR possibilit*
OR “3D virtual world*” OR moral* OR achiev* OR dawn OR horizon* OR existence* OR
realm* OR realit* OR social* OR societ* OR good OR avatar* OR behaviour* OR behavior*
OR extens* OR extend* OR human* OR man OR world* OR health* OR mental* OR mind*))
AND PUBYEAR > 2010

Appendix D

In this Appendix D are listed the questionnaires, scales items, links to interviews (with
related results, when available) about metaverse; they also contain the topics that are close
to Q ([44-48]), found in works selected from S1 and S2. The specific items assessed as close
to Q have been selected (shown in Underlined Italic Style) and labeled with a letter (“A -7,
“B -” and so on). The selected items have been classified as “In favor” or “Not in Favor” (of
metaverse) according to the percentages of answers. The results of this selection process
are summarized in Figure 9.

The following is the questionnaire about metaverse in [45] (found in S1). It includes
questions both in closed-form and in open-form.

The following are the questions in closed-form (Yes, No, Not Sure):

Have you heard about the metaverse? (79.5% = Yes);
Would you consider the metaverse to be the next evolution of the internet? (58.6% = Yes,
16.4% = No, 25% = Not Sure);

e Do you believe that the metaverse can reshape the future? (70.9% = Yes, 8.2% = No,
20.9% = Not Sure);

e  Would you consider the metaverse the next frontier for online interaction? (75% =
Yes);

e  Would you agree that the metaverse will revolutionize online marketing in the same
way that social media did? (results not shown);

e A—Have you been impacted by the internet, Would you say that the metaverse will affect you?
(29.1% = Yes, 25.5% = No, 45.5% = Not Sure)

In favor = 29% Not in favor = 71%;

e  B—Does the metaverse also free us from many of the limitations of the physical world?
(54% = Yes)

In favor = 54% Not in favor = 46%;

e  What is your opinion of the effect of metaverse on the economy? Are there opportuni-
ties for the economy to grow in the metaverse? (66.8% = Yes);

e  Would you agree that the metaverse has tremendous potential to transform and
improve fields (like health care, education, entertainment, and so on)? (78.6% = Yes)
(this is question mentioned in the paper but, in the questionnaire, it is different);

o C—Can Metaverse be a world where the digital world is more valuable and valuable than the
physical world? (28.6% = Yes, 37.7% = No, 33.6% = Not Sure)

In favor = 28.6% Not in favor = 71.4%;

e  Are you concerned that we may lose our connection to the real world with the meta-
verse? (63.2% = Yes, 20.5% = No, 16.3% = Not Sure);

o D—Do you think you're ready for the metaverse? (37.7% = Yes, 17.3% = No, 45.0% = Not
Sure)

In favor = 37.7% Not in favor = 62.3%;
e  The metaverse is expected to fundamentally alter digital communication (75% = Yes,

8% = No, 16% = Not Sure) (question mentioned in the paper but not included in the
questionnaire).

The following are the questions in opened-form:
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In your own words, how would you describe the metaverse?
How far away do you think the metaverse is?
In your opinion, who will benefit from using metaverse? (the majority of respondent
= entertainment industry)
e s there anything you would like to see in the metaverse?

The following are the subscales about Self-Efficacy and Intention to Participate, in [45]
(found in S1). The subscales are aimed to validate the psychological constructs developed
in the work. The responses are not shown in the original paper.

The following are the items of the subscale for Self-Efficacy of participating in the
Facebook metaverse:

Participating in the metaverse advertised by Facebook is a task I can perform;
I have the necessary technological skills to participate in the metaverse advertised by

Facebook;

e [ have sufficient technological skills to participate in the metaverse advertised by
Facebook;

e I will be able to combine my daily activities with my participation in the Facebook
Metaverse.

The following are the items of the subscale for Intention to Participate in the Facebook
metaverse:

I plan to participate actively in the metaverse announced by Facebook;
I'will actively shop in the metaverse advertised by Facebook;
I am interested in participating in job interviews in the metaverse advertised by
Facebook;
I am interested in taking training courses in the metaverse advertised by Facebook;
I am interested in getting a new romantic partner in the metaverse advertised by
Facebook;

e I will recommend my friends to participate actively in the metaverse advertised by
Facebook;

e I will recommend my partner to participate actively in the metaverse advertised by
Facebook;

e I will recommend my relatives to participate actively in the metaverse advertised by
Facebook.

The following is the questionnaire about metaverse, in [46] (found in S2). The questions
are in closed-form (Yes, No, Maybe):

(What age group do you belong to?);
Do you know what the metaverse is? (53% = No; “did not know what a metaverse is
and had to be given an idea about a metaverse before attempting the survey.”);

e E—Do you think a Metaverse or a Virtual World excites you? (57% = Yes, 12% = No, 31%
= Maybe)
In favor = 57% Not in favor = 43%;

e Do you think a Metaverse could create a physical communication gap between hu-
mans, and also cause hindrance in physical relationships? (47.4% = Yes, 14.3% = No,
38.2% = Maybe);

e Do you think the virtual sphere including the existing social media platforms give rise
to abuse and harassment? (36.3% = Yes, 22.3% = No, 41.4% = Maybe);

e Do you think a metaverse could reduce physical activities in humans? (65.3% = Yes,
11.2% = No, 23.5% = Maybe);

e Are you concerned about your data and privacy and feel unsafe about a Metaverse?
(results not shown in the paper).

The following are the reports of statistics about metaverse from interviews to samples
of citizens from United States, in [47] (found in S2; sources in [48,67-70]):
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e  F—Share of adults in the United States who are interested in Meta’s new virtual reality
project known as the metaverse as of November 2021 [67]. Original question: “Based
on what you know, how interested are you in using Facebook’s new virtual reality
project, metaverse, which would allow users to interact with each other in a computer
generated environment? (values > 100% due to rounding)”

Results: Not that/ At all interested = 68%, Very = 32%
In favor = 32% Not in favor = 68%;

o G—Feelings toward the metaverse according to adults in the United States as of January 2022 [68].
Original question: “Which of the following best describes how you feel about Meta-
verse? -Select one”

Results: Curious = 33%, Uninterested = 27%, Suspicious = 23%, Concerned = 19%, In-
different = 19%, Excited = 18%, Optimistic = 16%, Confused = 12%, None of these = 7%
In favor: Curious = 33%, Excited = 18%, Optimistic = 16%

Not in favor: Uninterested = 27%, Suspicious = 23%, Concerned = 19%, Indifferent = 19%,
Confused = 12%

Note: the total amount is >100% but the access to [68] (free access) did not allow to see
the results in detail

The item “None of these” (7%) has been excluded;

o H—Views on the metaverse according to adults in the United States as of January 2022 [69].
Original question: “[...] In the Metaverse, you could do many of the things you do
now such as socialize with others, play games, watch concerts, and shop for digital
and non-digital items such as clothing, home goods, and cars. Which of the following
describe your views on Metaverse? -Select all that apply”

Results: Not good as real life = 30%, The future of technology = 26%, Tech companies trying
to figure out a new way to make money = 23%, A big risk to personal privacy = 20%, A re-
ally exciting way to play and socialize = 18%, A way to intensify enjoyable experiences = 13%,
None of these = 11%, A fad that will not last long = 11%, Something for young people
only = 10%, A better alternative to real life = 9%, How we will do most of our shopping in
the future = 9%, Will create more equality in society = 6%, A scam or predatory financial
scheme = 6%

In favor: The future of technology = 26%, A really exciting way to play and socialize
= 18%, A way to intensify enjoyable experiences = 13%, A better alternative to real
life = 9%, How we will do most of our shopping in the future = 9%, Will create more
equality in society = 6%

Not in favor: Not good as real life = 30%, Tech companies trying to figure out a new
way to make money = 23%, A big risk to personal privacy = 20%, A fad that will
not last long = 11%, Something for young people only = 10%, A scam or predatory
financial scheme = 6%

The item “None of these” (11%) has been excluded,;

e  [—Share of adults in the United States joining or considering joining the metaverse for
various reasons as of December 2021 [70]. Original question: not available

Results: Joining or considering joining = 74%
In Favor = 74%; Not in favor = 26%.
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Abstract: The metaverse concept has been evolving from static, pre-rendered virtual environments
to a new frontier: the real-time metaverse. This survey paper explores the emerging field of real-
time metaverse technologies, which enable the continuous integration of dynamic, real-world data
into immersive virtual environments. We examine the key technologies driving this evolution, in-
cluding advanced sensor systems (LiDAR, radar, cameras), artificial intelligence (AI) models for
data interpretation, fast data fusion algorithms, and edge computing with 5G networks for low-
latency data transmission. This paper reveals how these technologies are orchestrated to achieve
near-instantaneous synchronization between physical and virtual worlds, a defining characteristic
that distinguishes the real-time metaverse from its traditional counterparts. The survey provides a
comprehensive insight into the technical challenges and discusses solutions to realize responsive
dynamic virtual environments. The potential applications and impact of real-time metaverse tech-
nologies across various fields are considered, including live entertainment, remote collaboration,
dynamic simulations, and urban planning with digital twins. By synthesizing current research and
identifying future directions, this survey provides a foundation for understanding and advancing the
rapidly evolving landscape of real-time metaverse technologies, contributing to the growing body
of knowledge on immersive digital experiences and setting the stage for further innovations in the
Metaverse transformative field.

Keywords: metaverse; real-time metaverse; edge computing; 5G networks; artificial intelligence (AI);
virtual reality

1. Introduction

The metaverse is a complex, multi-component, hierarchical construct integrating
various technologies and systems to create an immersive, three-dimensional (3D) intercon-
nected virtual universe [1]. Figure 1 illustrates a seven-layer architecture of the metaverse.
At its foundation, the Infrastructure Layer is the technical backbone that ensures the meta-
verse operates smoothly and efficiently [2]. It includes the physical hardware like servers
and data centers and the cloud computing resources that provide the necessary computa-
tional power. A robust infrastructure is essential for scalability, enabling the metaverse to
grow and accommodate increasing users and experiences.

The Interface layer determines how users interact with the metaverse [3], which includes
the devices they use, such as VR headsets, AR glasses, and smartphones, as well as the
software interfaces that make the metaverse accessible and user-friendly [1]. A well-
designed interface is key to ensuring that the metaverse is easy to navigate and engaging,
making it accessible to a wide range of users, regardless of their technical expertise.
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Figure 1. An illustration of the 7-layer metaverse architecture.

The core of the metaverse is the Decentralization layer, which ensures that the metaverse
operates without being controlled by a single entity. The decentralization layer is crucial
for maintaining user autonomy, privacy, and security, often achieved through blockchain
technology [4]. By distributing power and data across a network of users, decentralization
enables true ownership of digital assets, allowing participants to engage in transactions
and interactions with confidence that their data and property are secure [5].

Spatial computing plays an essential role in a metaverse, which merges the physical and
digital worlds to create immersive experiences. The computing layer utilizes technologies
like virtual reality (VR) [6], augmented reality (AR) [7], mixed reality (MR) [8], and haptic
feedback systems [9], allowing users to interact with digital objects as if they were part
of the physical world. Spatial computing makes the metaverse more tangible and real,
enabling users to experience and manipulate 3D environments in ways that go beyond the
limitations of traditional computing interfaces [10].

The Creator Economy layer is the engine that drives innovation and content within
the metaverse [11]. This layer supports the tools and platforms that allow users to create,
distribute, and monetize digital content and experiences [12]. The creator economy fosters a
vibrant, self-sustaining ecosystem where creativity is rewarded by empowering individuals
to produce and profit from their creations [13]. The creator’s content fuels the diversity of
experiences available and encourages continual growth and expansion of the metaverse.

The Discovery layer helps users navigate the vast expanse of the metaverse [14]. It
includes search engines, social networks, and recommendation systems that guide users
toward content, experiences, and services that match their interests [15]. Effective discovery
mechanisms are essential for helping users find and engage with what they are looking for,
ensuring that the metaverse remains a dynamic and accessible space.

Finally, the Experiences layer is where the real value of the metaverse is realized [3].
It encompasses all the activities users can participate in, from socializing and gaming to
education and commerce. The quality and variety of these experiences make the metaverse
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an engaging and appealing place for users to spend their time. The experience layer is
constantly evolving, driven by the creativity of the community and the opportunities
enabled by the other layers.

The metaverse is driven by several key technologies that collectively create an im-
mersive, interactive, and interconnected nature [16], as conceptually shown in Figure 2.
Blockchain technology underpins the decentralization and security aspects of the meta-
verse [17]. Blockchain ensures that digital assets, including virtual currencies, property,
and identities, are securely managed and owned by users without relying on centralized
authorities [18]. Blockchain technology provides transparency, immutability, and trust,
enabling users to engage in secure transactions and interactions within the metaverse [19].
By leveraging blockchain, the metaverse can maintain a fair and open economy where
users have full control over their digital assets and data.

v

Brain Computer
Interface

e°, o [ )
. ° . .
Metaverse -
Technolo gies - Internet of Things
Blockchain 3D Reconstruction

(Digital Twin)

Figure 2. Metaverse technologies.

Augmented reality (AR) and virtual reality (VR) are at the forefront of creating im-
mersive experiences within the metaverse [20]. VR creates fully digital environments that
users can explore and interact with using devices like headsets and gloves, effectively
transporting them to another world. AR, on the other hand, overlays digital content in
the real world, enhancing users’ perceptions and interactions with their surroundings [21].
Together, AR and VR provide the sensory and spatial components that make the metaverse
feel tangible and engaging, allowing users to interact with digital spaces in ways that mimic
real-world experiences. 5G is essential for enabling the metaverse due to its ultra-high-
speed connectivity and low latency [22]. This technology allows for seamless, real-time
interactions within virtual environments. It supports high-bandwidth applications like
augmented reality (AR), virtual reality (VR), and 3D reconstructions by providing faster
data transfer, improving the user experience even in highly populated virtual spaces [23]. It
also enables advanced features like haptic feedback in virtual reality, enhancing immersion
by allowing users to “feel” virtual objects or textures.

Artificial intelligence (AI) technologies drive the intelligence and responsiveness
of the metaverse [24]. Al powers various aspects of the metaverse, including creating
realistic virtual characters to interact with users and generating dynamic and adaptive

33



Future Internet 2024, 16, 379

environments [25]. Al also plays a crucial role in personalization, learning from users’
behaviors and preferences to tailor experiences that meet individual needs. By enabling
complex decision-making and learning within the metaverse, Al ensures that the digital
world is not only immersive but also intelligent and responsive. Brain-computer interfaces
(BClIs) allow users to interact with virtual environments through brain signals, bypassing
traditional input methods like keyboards or controllers [26]. This technology, while still in
its early stages, has the potential to revolutionize the metaverse by enabling thought-based
commands and avatar control. Early applications in gaming and productivity could lead
to a more immersive and efficient experience. More people may use BCls, which connect
directly to the human neocortex and allow for advanced cognitive functions and interaction
in virtual spaces [27].

Internet of Things (IoT) technology bridges the gap between the physical and digital
worlds by connecting real-world edge devices to the metaverse [28]. IoT technology allows
physical objects, from home appliances to vehicles, to communicate and interact with
the digital environment. IoT integration enables real-time data exchange and interaction,
making the metaverse a more seamless extension of the physical world [2,29]. For instance,
IoT can allow users to control real-world devices within a virtual environment or bring
physical data into the metaverse for analysis and visualization. Similarly, 3D reconstruction
technology is vital in creating detailed and accurate digital representations of real-world
environments [30]. This technology captures and digitizes physical spaces, objects, and
people, bringing them into the metaverse with high fidelity. Three-dimensional (3D)
reconstruction allows for creating virtual replicas of real-world locations, enabling users
to explore and interact with these spaces as if they were physically present [31]. Three-
dimensional (3D) capabilities are important for applications such as virtual tourism, real
estate, and architecture within the metaverse.

All these technologies, working together, form the backbone of the metaverse, enabling
users to create, explore, and interact in a fully realized digital universe [2].

While there are many survey papers about the full concept of the metaverse , this
paper focuses specifically on the new frontier of the real-time metaverse paradigm. This
survey is the first to examine the emerging technological ecosystem comprehensively. We
present the challenges and opportunities brought by creating genuinely responsive virtual
environments, from the analysis of state-of-the-art enabling technologies to their synergistic
integration. It reconciles metaverse ideas and live systems and provides a starting point
for researchers, developers, and industry stakeholders interested in exploring the future
of immersive digital experiences. We would like to see our survey help guide this large
and complex area, close the reality gap further, and lead the way toward an integral use of
dynamic, interactive virtual worlds that are seamlessly integrated with our physical world.

The rest of this paper is structured as follows. Section 2 presents a general overview of
the real-time metaverse concept. Section 3 introduces critical enabling technologies. The
state-of-the-art real-time metaverse is discussed in Section 4, followed by sections that
address multiple key issues in the real-time metaverse. Section 5 outlines the technological
infrastructure that supports real-time virtual experiences. Section 6 details the engines
for immersive technologies. Section 7 tackles one of the critical but long-time missed
components in the metaverse ecosystem, the standard. The challenges and opportunities
are illustrated in Section 8. Finally, Section 9 concludes this survey with future directions.

2. The Real-Time Metaverse

The real-time metaverse is a cutting-edge component of the ongoing digital revo-
lution [32], serving as an advanced expansion of the broader metaverse concept. The
real-time metaverse represents the next evolution in virtual worlds, transforming static
digital environments into dynamic, interactive spaces continuously updated based on
real-world data. The real-time metaverse goes beyond the traditional metaverse’s pre-built,
static worlds [33]—where users can socialize, work, play, and explore—by incorporating
actual changes in the real world as they happen. This shift unlocks a new realm of possi-

34



Future Internet 2024, 16, 379

bilities, blending physical and digital realities to create more immersive and interactive
experiences.

The core of the real-time metaverse instantaneously syncs real-world activities and
environments with their digital counterparts. This is achieved through advanced sensor
technologies and other inputs that continuously capture and send data from the physical
world. These sensors gather critical information about an environment’s geometry, move-
ment, and visual details, feeding it into powerful data processing systems [34]. Data fusion
techniques combine these diverse data streams into a single coherent model [35], which is
then rendered in real-time within the virtual space. The result is a virtual environment that
evolves in response to real-world changes, whether it is the movement of objects, changes
in lighting, or adding new elements to a scene.

2.1. Dynamic Environments and Real-Time Interaction

One of the key distinguishing features of the real-time metaverse is its dynamic nature.
In a traditional metaverse, environments are typically static or periodically updated [21,36],
meaning that users interact with a world that may not reflect ongoing changes in the
physical world. This makes the experience somewhat disconnected from reality. On the
other hand, the real-time metaverse is designed to be constantly evolving [37]. As sensors
capture real-world changes—such as the construction of a new building, the movement of
vehicles, or even weather conditions—those changes are reflected instantly in the virtual
environment [38]. This dynamic interaction opens up a wide range of applications. For
example, a virtual replica of a city can be continuously updated to reflect real-time traffic
patterns [39,40], construction projects [41], or even local events. Users could navigate this
city virtually and interact with it as they would in the physical world. The virtual ability to
mirror real-world changes in real-time has far-reaching implications for industries such as
urban planning [42], architecture [43], education [44], and entertainment [45].

2.2. Enhanced Immersion and Engagement

The real-time metaverse offers a profound immersion compared to its traditional
counterpart of independent systems. The user experience becomes more engaging and
lifelike with the seamless integration of real-world data. Imagine attending a virtual
concert that mirrors a live performance in a physical venue, with sound, lighting, and
audience reactions captured in real-time [46]. This blurring of boundaries between the
real and the virtual world creates a sense of presence and immediacy that is difficult
to achieve in static environments. Furthermore, the real-time metaverse enhances the
interactivity of virtual experiences [47]. Users are no longer just passive participants in
a pre-rendered environment but can actively interact with objects and spaces that reflect
real-world conditions. For example, in a real-time virtual meeting space, participants could
interact with digital versions of objects [48] that are being manipulated in the physical
world. The increased level of interaction could revolutionize fields like remote collaboration,
virtual workspaces, and education, where the ability to manipulate and experience real-time
objects and data is crucial.

2.3. The Role of Advanced Technology

The realization of the real-time metaverse hinges on several key technological advance-
ments. One of the most important is the ability to capture, transmit, and process data in
real-time. This requires a high-speed, low-latency infrastructure, such as 5G networks and
edge computing, which allows sensor data to be processed locally or close to the source,
reducing transmission delays [49]. Additionally, powerful Al models are necessary to
analyze and interpret the incoming data, ensuring it is accurately reflected in the virtual
environment. Al also plays a crucial role in managing the complexity of real-time envi-
ronments [50]. Machine learning algorithms can help predict how objects will move or
change over time, making the real-time metaverse more fluid and reducing the impact of
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any delays in data transmission. Furthermore, Al-driven data fusion techniques allow the
system to combine data from multiple sensors [51] into a unified 3D model.

2.4. Applications and Potential Impact

As we approach the beginning of the digital transformation, the implications of the
real-time metaverse extend far beyond mere entertainment. The potential applications of the
real-time metaverse are vast and diverse. In terms of entertainment, live events such as
sports games or concerts [52] could be experienced virtually in real-time, allowing users to
engage with the event from anywhere in the world. In urban planning and architecture,
creating a real-time virtual replica of a city can help planners and architects test designs and
simulate the impact of changes [53] before they are made in the physical world. Education
can also benefit from real-time virtual classrooms that mirror real-world laboratories
or simulations [54], giving students hands-on experience in science, engineering, and
medicine. The real-time metaverse also has the potential to transform social interactions [33].
Instead of static avatars meeting in a fixed environment, people could interact dynamically
with each other in spaces that reflect their real-world surroundings, allowing for more
meaningful and immersive connections. For example, a person in one part of the world
could invite a friend to virtually experience their real-world environment in real-time,
whether a stroll through a park or a live museum tour.

Figure 3 illustrates a hierarchical system for the real-time metaverse, consisting of
three layers. At the physical layer, real-world actions and data are captured through sensors
and devices in various domains, such as robotics, medical procedures, and fitness tracking.
The data are transmitted via 5G networks to the technology layer, where cloud and high-
performance computing (HPC) infrastructure processes and synchronizes it in real-time.
The top metaverse layer represents digital twin environments, where the processed data are
rendered into virtual replicas of physical actions, enabling immersive real-time interactions.
This system ensures that real-world activities are mirrored seamlessly in the virtual world,
supporting real-time metaverse experiences.
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Figure 3. Real-time metaverse hierarchical system.
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3. Key Enabling Technologies: An Overview

The metaverse represents a burgeoning frontier where the digital and physical worlds
converge, offering immersive experiences through advancements in virtual reality (VR),
augmented reality (AR), and other cutting-edge technologies. This section delves into the
critical aspects of the metaverse, including blockchain integration, artificial intelligence
(AI), edge computing, and the myriad challenges and implications of these innovations.

Blockchain technology is foundational for establishing a decentralized, secure, and
interoperable metaverse [55]. Blockchain enhances metaverse functionalities such as data
acquisition, storage, sharing, interoperability, and privacy preservation. Blockchain ensures
the trustworthiness of transactions and interactions by providing a transparent and tamper-
proof ledger, essential for managing digital assets and identities in a virtual world [1].
Blockchain can facilitate the creation of interoperable virtual worlds, allowing users to
seamlessly transition and securely interact across different platforms, which is crucial for
realizing a unified metaverse [56].

In the metaverse, Al is pivotal in enhancing user experiences by enabling more natural
and intuitive interactions [55]. Al applications such as natural language processing, com-
puter vision, and neural interfaces are instrumental in creating responsive and adaptive
virtual environments [57]. Al-driven avatars, capable of understanding and reacting to user
inputs, significantly enhance the realism and immersion of the metaverse [58]. Edge comput-
ing complements Al by providing computational power and low-latency communication
for real-time interactions in the metaverse [59].

The deployment of the metaverse faces several technological and infrastructural
challenges [21]. The role of 5G/6G technology in overcoming these hurdles lies in its ability
to provide ultra-low latency, high data rates, and enhanced reliability. The proposed
layered architecture for integrating 6G with the Metaverse addresses the need for scalable
and efficient network infrastructure to handle the vast amounts of data generated by
Metaverse applications. Network scalability, data privacy, and security are identified as
key challenges [32]. The advanced cryptographic algorithms and robust security protocols
protect user data and ensure secure transactions within the metaverse are required [60].
Developing interoperability standards is also critical to facilitate seamless interactions
across different virtual environments [61].

Edge computing complements VR and Al by providing the computational power and
low-latency communication necessary for real-time interactions in the metaverse. Some
research indicates that seamless real-time feedback ensures user safety and effectiveness.
Edge computing is essential for the Metaverse, particularly in enhancing the performance
and scalability of virtual environments. The role of edge-enabled technologies in managing
the real-time demands of VR and AR applications is crucial. By processing data closer to the
user, edge computing reduces latency and improves the overall user experience [36]. In ad-
dition, integrating advanced queue management algorithms with edge computing, as some
research shows, can optimize network performance for data-intensive applications [62].
Network integration is paramount for maintaining the high levels of responsiveness and
interaction fidelity required by the metaverse. By processing data closer to the user, edge
computing minimizes latency. It ensures high-quality user experiences, particularly in ap-
plications that demand immediate feedback and minimal delays, such as health, education,
and interactive entertainment.

VR and AR are core technologies driving the immersive experiences of the metaverse.
Integrating haptic feedback in AR shows how tactile sensations can enhance user interactions
in virtual environments [9,63]. Innovations such as the FingerTac haptic gloves provide
real-time haptic feedback and improve the realism of AR applications [9]. The infrastruc-
ture supporting the metaverse must handle compute- and data-intensive tasks efficiently.
Research has demonstrated that the application of VR combined with treadmill training
can improve balance and mobility in individuals with traumatic brain injury (TBI) [64]. The
integration of VR in rehabilitation highlights its potential in the metaverse, where real-time
feedback and dynamic interaction are key. The study showed that participants engaged
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more with the VR-assisted training, reporting improved balance and mobility [65]. This
aligns with the metaverse’s vision of creating adaptive and immersive spaces customized
to individual user needs, whether for entertainment, social interaction, or healthcare.

The above research underscores VR's transformative potential, especially in healthcare
applications within the metaverse [66]. By offering real-time sensory feedback and stimu-
lating neural pathways, as seen in neurorehabilitation, VR in the metaverse can provide
personalized and therapeutic environments for users [67]. Therapeutic applications can
have significant implications, particularly for industries such as healthcare, where virtual
environments could be used for rehabilitation [68], therapy [69], and patient care [70].
Additionally, by enabling real-time interaction and multisensory engagement, VR enhances
the immersive potential of the metaverse applications, making them more impactful and
effective. The study on virtual taste and smell technologies further expands the sensory
dimensions of VR, which is essential for a more immersive metaverse experience [71]. By
integrating taste and smell, the metaverse can replicate real-world environments with a
higher level of fidelity, crucial for applications in sectors such as education [72], gaming [72],
and virtual tourism [73]. These technologies can enrich user experiences, offering deeper
emotional and cognitive connections to the virtual world, which could be used in leisure
and therapeutic contexts.

Developing multisensory technologies, such as taste and smell in VR, is essential
for expanding the metaverse’s immersive capabilities [74,75]. Incorporating sensory feed-
back beyond visual and auditory stimuli could transform user experiences across various
applications, from entertainment to education and healthcare [76]. By enhancing the multi-
sensory engagement, the metaverse can simulate real-world interactions more effectively,
providing users with a richer, more connected virtual experience. Moreover, research into
VR’s potential in therapeutic settings showcases the broader applications of immersive vir-
tual worlds. The metaverse could provide virtual spaces where patients receive specialized,
personalized treatment plans, leveraging VR’s ability to simulate realistic environments
and offer real-time sensory feedback [77].

Security and privacy are among the top concerns in the metaverse, where vast amounts
of personal data and digital assets are exchanged [78]. The immersive and persistent nature
of the metaverse magnifies these concerns, as users’ real-world identities, behaviors, and
biometric data, such as eye movements or facial expressions, may be tracked and stored [21].
The importance of advanced cryptographic algorithms and robust security protocols to
protect user data and ensure secure transactions is a fundamental requirement [79]. Also,
zero-knowledge proofs and homomorphic encryption are receiving more attention as
possible ways to keep private user data safe while still allowing transactions to happen
without trust [80,81].

Some research explains that the decentralized nature of the metaverse offers a layer of
security by eliminating the need for a central authority [17,82]. However, decentralization
also presents challenges, particularly in maintaining data integrity and preventing unau-
thorized access. Without a centralized body to enforce security standards, the responsibility
for safeguarding personal data is often distributed across numerous stakeholders. This
opens up the system to vulnerabilities, where malicious actors could gain control over
decentralized networks. Non-fungible tokens (NFTs) are becoming more popular and im-
portant to the metaverse economy. However, there are risks of digital asset theft, fake NFTs,
and fraud, so strong identity verification systems and anti-fraud mechanisms are needed.

The findings showed that the quality of user experience is another critical factor in
the success of the metaverse [83]. The immersive nature of VR and AR technologies can
significantly enhance user engagement, but they also come with challenges. Integrating
haptic feedback in AR can improve the realism of virtual interactions [9]. However, the
technical difficulties in delivering consistent and intuitive haptic feedback are due to
network latency and resource allocation issues [84]. Al can enhance user interaction by
making virtual environments more responsive and adaptive. Al-driven avatars, capable
of understanding and reacting to user inputs, can create more engaging and personalized
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experiences. However, ensuring these Al systems operate seamlessly across different
platforms and devices remains a significant challenge.

Some research has highlighted that scalability is another major challenge in the devel-
opment of the metaverse [85]. The current social VR platforms struggle to support large
numbers of concurrent users. The bandwidth requirements for transmitting high-resolution
3D content and real-time interactions can be immense, necessitating advanced networking
techniques to ensure scalability. The potential of 5G, and 6G technologies is to address these
scalability issues by providing ultra-low latency, high data rates, and enhanced reliability.
The proposed layered architecture for integrating 6G with the metaverse could help manage
the massive data traffic and support large-scale user interactions. However, deploying such
infrastructure poses significant technical and economic challenges. Recently, researchers
proposed Microverse [16], a task-oriented, scaled-down metaverse instance, as a practical
approach to current technologies [86,87].

According to some studies, data integration is essential for creating seamless and
coherent virtual experiences in the metaverse [21,88]. The role of the edge is to compute
and manage the real-time demands of data integration by processing data closer to the user.
This approach reduces latency and improves the quality of experience. However, ensuring
consistent and accurate data synchronization across distributed edge nodes is complex.
Integrating diverse data sources, including IoT devices, digital twins, and Al systems, into
the metaverse is essential. Integrating devices enables the creation of rich and dynamic
virtual environments but requires robust frameworks to manage data interoperability
and consistency.

In addition, data compatibility is another major challenge in the interoperability of
different systems within the metaverse [88]. The lack of standardized data formats and
protocols can hinder seamless interactions between virtual environments. Ensuring data
compatibility involves developing common standards and protocols that can be adopted
across various platforms and technologies. Cross-platform compatibility is essential for
allowing users to access the metaverse from different devices and platforms [89]. The main
challenge is achieving cross-platform compatibility, particularly in delivering consistent
user experiences across devices with varying capabilities. Ensuring that applications and
content are accessible and functional on different platforms requires significant effort in
standardization and optimization.

Interoperability is another area of research in the metaverse, enabling seamless transi-
tions and interactions across different virtual worlds [90]. Ensuring a cohesive experience
of interoperability in the metaverse is crucial. Al and machine learning can facilitate inter-
operability by enabling systems to understand and adapt to different environments [91].
However, achieving true interoperability requires collaboration between developers, plat-
form providers, and standardization bodies to establish common frameworks and protocols.
To enable seamless interactions, it is required to integrate diverse technologies, such as
blockchain, Al, and edge computing, and the need for standardized interfaces to enable
seamless interactions [19]. Without interoperability, the metaverse risks becoming frag-
mented, with isolated virtual environments that cannot communicate with each other.

The metaverse holds significant potential for transforming education by creating
immersive and interactive learning environments [92]. The metaverse can enable virtual
classrooms where students and teachers interact in a shared virtual space, enhancing the
learning experience through interactive simulations and collaborative projects. The flexi-
bility and accessibility of the metaverse can democratize education, making high-quality
learning resources available to a global audience. The concept of distance online learning in
the metaverse can be expanded through evidence-based insights by leveraging immersive
technologies like social virtual reality environments (SVREs) and AR. Research highlights
that SVREs foster deep and meaningful learning (DML) by enabling collaborative, au-
thentic interactions among learners [93]. These virtual environments allow students to
engage in social and cognitive activities that parallel in-person experiences, thus addressing
traditional distance learning challenges like isolation and disengagement [94]. AR and
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VR technologies further support DML by creating simulations that encourage active, re-
flective, and goal-oriented learning, which enhances knowledge retention and motivation.
Moreover, studies indicate that integrating SVREs into distance learning can foster a strong
sense of presence and co-presence, leading to richer educational experiences that replicate
the dynamics of physical classrooms [93].

Beyond technological advancements, the metaverse presents several social and ethical
considerations [95]. Some issues, such as user addiction, digital harassment, and equitable
representation of avatars, are highlighted. The immersive nature of the metaverse can
exacerbate these issues, necessitating the development of guidelines and regulations to
protect users and promote a healthy virtual environment [96]. Additionally, integrating
Al and blockchain raises data privacy and security concerns, which must be addressed to
ensure user trust and safety in the metaverse.

4. State-of-the-Art Real-Time Metaverse
4.1. Integration of the Physical and Virtual Worlds

Figure 4 presents a detailed view of the architecture for integrating physical, virtual,
and real-time metaverse layers within a digital ecosystem. This image presents a conceptual
overview of the physical-virtual world ecosystem, highlighting the synchronization of the
physical and virtual environments. The Physical layer comprises four main components:
users, loT /sensors, virtual service providers, and physical service providers. Users engage
with the virtual world using various devices, and IoT/sensors facilitate the synchronization
between the physical and virtual worlds [15,97]. Virtual service providers offer digital
goods and services. In contrast, physical service providers handle tangible goods and
services transactions, highlighting the importance of interaction and synchronization
between physical and virtual entities for a seamless user experience.

The Virtual layer includes avatars for virtual navigation, virtual environments for
constructing the virtual world, and virtual goods/services such as virtual workspace and
education [21]. The virtual layer bridges the gap between the physical and virtual worlds
by providing immersive and interactive experiences. At its core, the real-time metaverse
leverages data from IoT devices, sensors, and service providers to continuously update
the virtual world in alignment with physical events [98]. The ability to “bring the physical
world to the virtual” lies in deploying advanced sensors. These sensors capture critical
information about real-world environments, such as the spatial layout, temperature, and
motion of objects [99]. The data are then transmitted to cloud processing centers via high-
speed communication technologies, enabling the real-time updating of virtual spaces [100].
Once the data are collected, they undergo data fusion—a process in which inputs from
different sensors are combined to create a single, cohesive representation of the physical
environment in the virtual world [101,102]. Fusing these diverse data types creates a rich,
detailed, and accurate 3D model of the physical environment in the virtual world [103]. The
data are processed in the cloud, allowing real-time synchronization between the two realms.

4.2. The Role of the Metaverse Engine

The Metaverse engine is crucial for maintaining the intelligence and real-time nature
of the virtual environment, as shown in Figure 4. This engine incorporates a variety of
advanced technologies [104], including VR/AR, haptic feedback, digital twin (DT), Al,
blockchain, mixed reality [8], and advanced graphical rendering [105]. These features
allow users to interact with the digital world in a way that feels natural and immersive.
The metaverse engine also ensures that the virtual environment responds dynamically
to user inputs and real-world changes. For example, in an industrial setting, IoT sensors
embedded in machinery could transmit live data about the status and operation of physical
assets to the metaverse [106]. The engine would interpret this information and update
the virtual workspace to reflect real-time changes in equipment status, such as a machine
overheating or requiring maintenance. Al-driven systems further enhance the realism of
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the environment by predicting how objects might behave in the future, ensuring the virtual

world is not only reactive but also proactive [107].

Al ' models play a critical role in maintaining the intelligence of the real-time meta-
verse [108]. These models are responsible for analyzing sensor data, detecting patterns, and
automating processes within the virtual environment [24]. For example, natural language
processing (NLP) enables seamless human-human communication in virtual spaces, while
image generation models can create realistic textures and visuals from raw data. The Meta-
verse engine further personalizes the user experience by suggesting virtual environments,

services, or goods based on real-time preferences and interactions.
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4.3. Communication and Computational Infrastructure

For the real-time metaverse to function efficiently, robust infrastructure is necessary.
Figure 4 highlights key infrastructure components—communication, computation, and
storage—that support the real-time data flow between the physical and virtual worlds.
Scalability is essential, as the system must handle ultra-dense connectivity with high data
rate reliability and low-latency communication. Technologies like 5G and edge comput-
ing are pivotal in ensuring that real-time data can be collected and transmitted without
delays [109]. These communication technologies facilitate real-time data transmission and
control signals between sensors, robots, and user interfaces, ensuring low latency and high
reliability [110]. Real-time connectivity is essential for maintaining the interactive nature of
the real-time metaverse, allowing users to experience immediate responses to their actions.

In addition to scalability, the infrastructure must be ubiquitous [37] and shardless [111].
Trustworthiness [80] is another critical factor in real-time metaverse systems, as users must
trust the data and services they interact with. Localized computing, with cloud-edge-
assisted rendering, cloud-edge Al model training, and blockchain mining are essential for
delivering real-time experiences at scale, whether users are in urban areas with high con-
nectivity or remote locations with limited infrastructure [90]. Technologies like blockchain
provide decentralized storage, ensuring secure and verifiable transactions within the meta-
verse, from virtual goods to real-world e-commerce logistics.

4.4. Data Fusion and Real-Time Interaction

Figure 5 elaborates on the technical process of data fusion within the real-time meta-
verse. A variety of sensors, such as radar [112], LIDAR [113], RGB cameras [114], multi-
spectral sensors [115], and hyperspectral sensors [25,116], collect data. With the high-speed
connectivity of advanced communication systems, these data are transmitted to the cloud,
where they are fed into the data fusion process [117,118]. For instance, LIDAR provides
depth and spatial information, while RGB cameras contribute visual details like color and
texture [119]. Thermal cameras capture temperature differences, and multispectral or hy-
perspectral sensors gather data across different wavelengths, offering unique insights into
material properties [120]. This fusion of different sensor streams enables the creation of an
integrated and high-fidelity virtual model that accurately reflects the physical world [121].
The fused data are then transmitted to robots and haptic control systems [122], enabling
both physical and virtual objects to interact in real-time. For instance, an avatar in the
metaverse could control a robot in the real world, with haptic feedback systems giving the
user real-world sensations based on the robot’s actions. Haptic controls play a vital role in
ensuring that users can feel and interact with virtual objects as if they were physical [76].
This real-time feedback system enables greater immersion and interaction, bridging the
gap between the virtual and real worlds. In combination with Al, these systems allow
for complex interactions between physical and virtual entities, whether it is for remote
collaboration, education, or e-commerce applications.

Cloud-edge computing, as depicted, ensures that data processing occurs as close
as possible to the source, reducing the latency involved in transferring data to central
servers [123]. Data and commands are processed in centralized servers or cloud-based
processing centers. This setup supports complex computations and large-scale data storage,
enabling the system to handle vast amounts of information and deliver real-time responses.
The system benefits from scalable processing power and robust data management capabili-
ties by leveraging cloud integration.
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5. Technological Infrastructure

The technological infrastructure of the metaverse comprises a sophisticated and inter-
connected ecosystem of advanced technologies designed to support immersive, real-time
virtual experiences [90]. The hardware includes high-speed and low-latency networks
like 5G and fiber optics, powerful computing hardware such as graphics processing units
(GPUs) and cloud computing resources, and robust data storage solutions [124]. Together,
these components ensure the metaverse is a seamless, scalable, and interactive digital
universe capable of supporting various applications from gaming and social interactions
to professional and educational environments. Key enablers include high-performance
computing, cloud and fog architectures, and edge devices as shown in Figure 6.

Cloud Computing

Fog Computing Edge Computing

Figure 6. Structures of computing in the network.
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5.1. High-Performance Computing (HPC)

High-Performance computing (HPC) leverages the combined power of supercomput-
ers, cluster centers, and parallel processing techniques to tackle complex computational
problems beyond standard desktop computers’ capabilities [125]. HPC systems are essen-
tial in various domains, such as scientific research, design engineering, and data analysis,
enabling large-scale simulations, systems modeling, and processing of massive datasets. Su-
percomputers and HPC clusters of interconnected nodes perform calculations at incredible
speeds by dividing tasks into smaller sub-problems solved simultaneously. Advanced data
centers equipped with high-performance servers and GPUs are essential for processing
the vast amounts of data required for real-time metaverse interactions [105]. Specialized
software and tools, like MPI (message passing interface), OpenMP (open multi-processing),
and CUDA (compute unified device architecture), support the development and execution
of HPC applications, ensuring efficient use of the vast computing resources available [126].
Applications range from climate modeling and molecular dynamics in scientific research to
computational fluid dynamics and structural analysis in engineering, as well as big data
analytics and machine learning in data-intensive fields.

Despite the immense capabilities of HPC for a real-time metaverse, it faces several
challenges, including scalability, energy consumption, cost, and complexity [127]. Scal-
ing applications across thousands of processors efficiently requires optimizing code to
minimize communication overhead. The significant power consumption of supercom-
puters and large clusters necessitates the development of energy-efficient designs. The
high costs of HPC infrastructure and the specialized knowledge required for developing
and maintaining applications further complicate its adoption. However, the future of
HPC is promising, with advancements in exascale computing, quantum computing, and
Al integration. Exascale systems will enable even more complex simulations and data
analyses, while quantum computing could revolutionize fields like cryptography and ma-
terial science [128]. Combining HPC with Al and machine learning will drive innovations
across various domains, and research into energy-efficient technologies aims to reduce the
environmental impact of HPC.

5.2. Cloud Computing

Cloud computing is a transformative technology that allows individuals and orga-
nizations to access and store data, applications, and computing power over the internet
rather than relying on local servers or personal devices [129]. Cloud technology offers
several key advantages, including scalability, flexibility, cost-efficiency, and accessibil-
ity [130]. Cloud services are typically categorized into three main types: infrastructure as
a service (IaaS) [131], which provides virtualized computing resources over the internet;
platform-as-a-service (PaaS) [132], which offers hardware and software tools for application
development; and software as a service (SaaS) [133], which delivers software applications
over the internet on a subscription basis [134]. Major cloud service providers like Amazon
Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP) offer robust
solutions that cater to a wide range of needs, from startups requiring minimal resources to
enterprises needing extensive infrastructure and advanced services.

Cloud computing has revolutionized various industries by enabling more efficient
and innovative business models. For instance, in the healthcare sector, cloud computing
facilitates the secure storage and sharing of patient data, supports telehealth services, and
enhances collaborative research through data analytics [135]. In finance, it allows for real-
time transaction processing and advanced fraud detection. Additionally, cloud computing
supports the growing field of remote work by providing seamless access to applications
and data from any location, fostering collaboration and productivity [136]. Despite its many
benefits, cloud computing also poses challenges such as data security, privacy concerns, and
dependency on internet connectivity. However, ongoing advancements in cloud security
protocols and hybrid cloud solutions, which combine private and public cloud resources,
are addressing these issues and enhancing the reliability and security of cloud services.
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5.3. Edge and Fog Computing

Edge and fog computing are paradigms that enhance data processing and analysis
capabilities closer to the source of data generation, reducing latency and improving effi-
ciency [137]. Edge computing involves processing data directly on devices or near the data
source, such as sensors, IoT devices, or local servers [138]. The edge approach minimizes
the need to send data to centralized cloud servers, reducing latency and bandwidth us-
age. Edge computing applications include real-time analytics, autonomous vehicles, and
smart cities, where immediate data processing is crucial. For instance, in autonomous cars,
edge computing allows for rapid decision-making based on real-time data from sensors,
enhancing safety and performance.

Fog computing, on the other hand, extends the concept of edge computing by pro-
viding a distributed computing infrastructure that includes edge devices, local servers,
and potentially the cloud [139]. The fog architecture acts as an intermediary layer that
processes data before it reaches the cloud, providing additional storage and computational
resources closer to the data source [140]. The fog—edge layered approach benefits applica-
tions requiring real-time processing and more substantial computational power or data
aggregation. Fog computing is beneficial in scenarios like industrial IoT, where data from
numerous devices needs to be aggregated and analyzed swiftly to optimize operations and
maintenance. By distributing resources across multiple layers, fog computing improves
overall system efficiency, scalability, and reliability.

Figure 6 illustrates a comprehensive architecture that integrates cloud computing, fog
computing, and edge computing. At the center of the diagram is the cloud, symbolizing
the centralized and extensive data processing capabilities of cloud computing. Cloud
computing is depicted with multiple connections, including data centers and satellites,
highlighting its broad reach and ability to handle significant computational tasks and data
storage. Servers and network infrastructure placed closer to the data sources, such as IoT
devices and sensors, represent fog computing. The fog layer aims to reduce latency by
processing data near its origin before sending it to the cloud. Edge computing, depicted
with smaller, decentralized servers and network nodes, is even closer to the end-users and
devices. It emphasizes real-time data processing and immediate response actions, crucial
for applications requiring low latency and high reliability. Integrating these computing
paradigms ensures a balanced and efficient data handling from the core cloud to the
network’s edge, optimizing performance and resource utilization.

5.4. 5G Communication Technology

Fifth-generation (5G) communication technology represents a significant leap in mo-
bile communications, offering faster data speeds, lower latency, and more excellent connec-
tivity compared to previous generations [141].

With theoretical speeds of up to 10 Gbps and latency as low as 1 millisecond, 5G
enables a wide range of applications that require real-time data transmission and high
bandwidth. These include enhanced mobile broadband, ultra-reliable low-latency commu-
nications (URLLC), and massive machine-type communications (mMTC) [142]. Industries
such as healthcare, automotive, and entertainment are poised to benefit immensely from 5G.
For example, 5G supports telemedicine and remote surgeries in healthcare by providing
reliable, high-speed connections necessary for transmitting high-definition video and large
medical data files in real-time.

Beyond 5G, the focus is on developing technologies like 6G, which aims to provide
even higher speeds, lower latency, and more extensive connectivity [59]. 6G is expected
to integrate advanced technologies such as artificial intelligence, machine learning, and
blockchain to enhance network management, security, and efficiency. Potential applications
of 6G include holographic communications, advanced AR and VR, and ubiquitous IoT
connectivity, enabling smart environments and autonomous systems to operate seam-
lessly [143]. Research and development in 6G technology are exploring new spectrum
bands, such as terahertz frequencies, to achieve these ambitious goals. As society moves
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toward 6G, the focus will also be on sustainable and energy-efficient solutions to support
the ever-growing demand for data and connectivity.

Figure 7 shows a 5G network architecture, integrating various components and tech-
nologies to create a robust communication system. The core is a massive multiple-input
multiple-output (MIMO) network that connects to resources and wireless and wired
links [144]. The cloud provides extensive data processing and storage capabilities, con-
nected to the core network and servers via wired links. The internet is crucial, linking
the core network and servers to broader online resources. The mobile small cell network,
including 5G-enabled devices, ensures coverage and connectivity for mobile users. The
edge network includes sensors, IoT devices, and connected appliances, receiving and
sending data through wireless links. A residential setup is also included, demonstrating
the network’s ability to provide high-speed internet access to homes.
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Figure 7. A general 5G cellular network architecture.

5.5. Storage Technology

Storage technology plays a critical role in the real-time metaverse by ensuring fast,
secure, and efficient data handling for continuous immersive experiences [145]. As the
metaverse involves interactions between physical and virtual environments, data from
various sources such as sensors, edge devices, and Al systems must be cached and retrieved
in real-time [146]. Technologies like macro/small base station caching [147] and device-to-
device caching [148] help reduce latency by storing frequently accessed data closer to the
user, ensuring faster retrieval times. This is essential in high-demand environments where
real-time responsiveness directly impacts the user experience.

In addition to reducing latency, efficient storage mechanisms like edge Al model
caching contribute to the real-time metaverse’s ability to manage large-scale, complex
interactions without overwhelming the network [149]. Edge AI model caching allows
real-time Al computations to occur closer to the user by caching Al models at edge nodes,
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which improves performance and reduces the load on central servers [150]. This approach
enhances scalability and ensures that the system can support a high number of simultaneous
interactions without performance degradation, a necessity in the immersive and constantly
evolving world of the real-time metaverse.

Furthermore, optimal cache replacement is crucial in ensuring that the most relevant
and frequently accessed data remains readily available, while outdated or less important
data are efficiently replaced [151]. As the real-time metaverse generates and processes
massive amounts of data, intelligent cache management prevents storage bottlenecks
and ensures the availability of real-time data [152]. This ensures seamless transitions
and interactions within the real-time metaverse, allowing users to experience smooth,
uninterrupted virtual environments while maintaining the overall system’s trustworthiness
and performance.

6. Metaverse Engine

The metaverse engine comprises seven key components: immersive technologies
(including VR/ AR, haptic feedback, mixed reality, and advanced graphical rendering),
digital twin, Al, and blockchain. Each of these components will be detailed in the follow-
ing sections.

6.1. Immersive Technologies

Immersive technologies for the real-time metaverse encompass a range of advanced
tools and systems designed to create deeply engaging and interactive virtual experi-
ences [105,153,154]. These technologies include VR, AR, mixed reality (MR) [155], haptic
feedback [9], and advanced graphical rendering techniques [25], all of which work together
to blur the lines between the physical and digital worlds. Figure 8 showcases the integration
of VR/AR, haptic, and advanced graphical rendering technologies to enhance virtual and
augmented reality experiences. VR/AR creates immersive environments using physics,
animations, and auditory information. Haptic enhances human-machine communication
and provides tactile feedback for real-life interactions. Advanced graphical rendering uses
Al-driven techniques to generate realistic environments and enhance graphics, resulting in
more immersive and interactive virtual experiences.
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Figure 8. Immersive metaverse technologies.

6.1.1. Virtual Reality (VR)

Virtual reality (VR) is a technology that immerses users in a computer-generated envi-
ronment, providing a simulated experience that can be similar to or completely different
from the real-world [156]. VR typically involves headsets equipped with displays, sensors,
and controllers that track the user’s movements and interactions within the virtual environ-
ment [157]. VR technology is widely used in gaming and entertainment, creating immersive
experiences that engage users in new and exciting ways [158]. Beyond entertainment, VR
has significant applications in education, where it enables interactive learning experiences,
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such as virtual field trips or simulations of complex scientific concepts, allowing students
to explore and understand subjects more deeply.

In addition to its impact on gaming and education, VR is transforming industries
like healthcare, real estate, and training [159]. In healthcare, VR is used for surgical
simulations, allowing surgeons to practice procedures in a risk-free environment and for
therapeutic purposes, such as exposure therapy for patients with anxiety disorders. In
real estate, VR provides virtual tours of properties, giving potential buyers a realistic
sense of space without needing to visit in person [160]. In professional training, VR
offers a safe and controlled environment for employees to practice skills and scenarios,
such as emergency response or complex machinery operation [161]. As VR technology
advances, with improvements in display resolution, motion tracking, and user interfaces,
its applications are expected to expand further, offering increasingly sophisticated and
practical uses across various fields.

6.1.2. Augmented Reality (AR)

Augmented reality (AR) is a technology that overlays digital information and virtual
objects onto the real world, enhancing the user’s perception and interaction with their
environment [162]. Unlike virtual reality, which creates an entirely simulated experience,
AR blends virtual elements with the physical world, often through smartphones, tablets,
or AR glasses [163]. AR technology has gained widespread popularity in applications
such as mobile gaming, with games like Pokémon GO allowing users to interact with
virtual characters in real-world locations [164]. AR also enhances navigation and location-
based services by providing real-time information and directions overlaid on the physical
environment, improving user convenience and engagement [165].

Beyond entertainment and navigation, AR is making significant strides in many
fields, such as retail, education [166] (distance online learning), and healthcare [167]. In
retail, AR applications allow customers to visualize products in their own space before
purchasing [168], such as seeing how furniture would look in their home or trying on
virtual clothing [169]. AR not only enhances the shopping experience but also reduces
return rates and increases customer satisfaction. In education, AR brings learning materials
to life by enabling interactive and immersive experiences, such as 3D visualizations of
historical events or scientific phenomena, which can deepen student understanding and
engagement [54]. In healthcare, AR assists surgeons by providing real-time overlays of
critical information during procedures, improving precision and outcomes [170]. As AR
technology continues to evolve, its integration into everyday life and various professional
fields is expected to grow, offering increasingly innovative and practical applications.

6.1.3. Mixed Reality (MR)

Mixed reality (MR) is an advanced technology that seamlessly blends the physical
and digital worlds, creating environments where real and virtual elements coexist and
interact in real-time [171]. Unlike VR, which immerses users in a completely virtual
environment, or AR, which overlays digital information in the real world, MR allows
for more complex interactions between physical and virtual objects. MR is typically
achieved using advanced sensors, cameras, and displays, often incorporated into headsets
like Microsoft’s HoloLens or Magic Leap. These devices track the user’s position and
surroundings, enabling virtual objects to be anchored in the real world and interact with
them naturally and intuitively [172].

The potential applications of mixed reality span numerous fields, enhancing productiv-
ity, creativity, and learning [8]. MR can be used in industry and manufacturing for remote
collaboration, allowing engineers to visualize and manipulate 3D models of equipment or
structures as if they were physically present [23]. This can improve design accuracy and
speed up problem-solving processes. MR can provide immersive learning experiences in
education, such as virtual laboratories where students can conduct experiments without
the risk or expense associated with physical setups. MR can assist in medical training in

48



Future Internet 2024, 16, 379

the healthcare sector by simulating complex surgical procedures with real-time feedback
and guidance. As MR technology continues to evolve [173], it promises to revolutionize
how we interact with both the digital and physical worlds, providing a more integrated
and interactive experience.

6.1.4. Haptic Feedback

Haptic feedback is a technology that simulates the sense of touch by applying forces,
vibrations, or motions to the user [9,63]. Haptic sensory feedback enhances the immersive
experience in virtual environments by allowing users to feel interactions with virtual objects
as if they were real. In the context of the metaverse, haptic feedback is delivered through
various devices such as gloves, vests, and other wearables, which can replicate sensations
like texture, resistance, and impact. For instance, when a user picks up a virtual object or
feels a virtual breeze, haptic devices provide physical sensations corresponding to those
actions, making the virtual experience more realistic and engaging.

Integrating haptic feedback into the metaverse has significant implications for various
applications, including gaming, training, and remote collaboration [174]. In gaming, haptic
feedback enhances immersion by allowing players to physically feel in-game actions, such
as holding equipment or surface texture. In training simulations, particularly in fields
like medicine and engineering, haptic technology can provide realistic practice scenarios,
helping users develop practical skills without real-world risks. For remote collaboration,
haptic feedback can bridge the gap between digital and physical interactions, enabling
more effective and intuitive communication. Overall, haptic feedback enriches the user
experience in the metaverse by adding a critical layer of sensory interaction that deepens
engagement and realism.

6.1.5. Advanced Graphical Rendering Technologies

Advanced graphical rendering (GR) technologies are crucial for creating highly re-
alistic and visually stunning virtual environments in the metaverse [25]. One of the key
advancements in GR is real-time ray tracing, a technique that simulates the way light
interacts with objects in a scene to produce highly accurate reflections, refractions, and
shadows [105,175]. This level of detail enhances the realism of virtual worlds, making them
more immersive and visually engaging. Real-time ray tracing requires significant compu-
tational power, but recent advances in GPUs and optimization techniques have made it
feasible for real-time applications, allowing users to experience lifelike visuals in interactive
settings such as gaming, virtual tours, and social interactions within the metaverse.

Another significant development in advanced graphical rendering is using artificial in-
telligence (Al) to enhance graphics quality and performance [24,108]. Al-driven techniques,
such as deep learning-based upscaling (NVIDIA’s deep learning super sampling (DLSS)),
can improve frame rates and image quality by predicting and generating high-resolution
frames from lower-resolution inputs. High resolution not only ensures smoother perfor-
mance but also allows for more detailed and complex scenes without compromising on
speed. Al is also used in procedural content generation, enabling the creation of vast and
diverse virtual landscapes with minimal manual effort [176]. By leveraging these advanced
rendering technologies, the metaverse can offer visually rich, dynamic, and interactive
environments that push the boundaries of what is possible in digital experiences, making
them more compelling and lifelike for users.

6.2. Digital Twin

The integration of digital twin (DT) technology into the metaverse is transformative,
serving as a crucial bridge between the physical and virtual worlds [59]. By creating a real-
time digital replica of physical entities, DTs enable an immersive and interactive metaverse
experience. This constant synchronization ensures that changes in the physical world are
instantly reflected in the virtual environment, allowing users to engage with highly accurate
and dynamic digital representations of objects, environments, and even people [177]. In

49



Future Internet 2024, 16, 379

this way, DTs elevate the realism and functionality of the metaverse, making it a more
practical and engaging platform for users.

One of the most significant challenges in this integration is achieving real-time synchro-
nization between the physical and digital realms [75]. Digital twins must continually update
as real-world changes occur, ensuring that the metaverse remains a faithful and current
representation [36]. By distributing the metaverse into smaller, localized sub-metaverses,
these systems can process data closer to the source, reducing delays and enhancing the
responsiveness of the digital twin environment [178]. This decentralized approach is partic-
ularly valuable in applications like autonomous vehicles [179], healthcare [180], and smart
cities [181], where real-time accuracy is critical. In smart city ecosystems, the combination
of DTs and the metaverse offers new dimensions for urban management and citizen inter-
action. Digital twins can mirror real-time city infrastructures, providing an immersive way
for users to interact with urban spaces as though they are physically present. This not only
improves user experience but also enhances urban planning, resource management, and
disaster response through real-time simulations and predictive modeling [182]. As cities
grow more complex, the ability to manage them in real-time through a metaverse-driven
interface becomes increasingly valuable, offering more efficient ways to allocate resources
and address challenges.

In sectors like healthcare and manufacturing, DTs integrated into the metaverse offer
powerful tools for decision-making and efficiency [183]. For instance, in healthcare, digital
twins can monitor patient health in real-time, allowing healthcare providers to predict
potential issues and intervene before conditions worsen [180]. Similarly, in manufacturing,
DTs simulate production processes, helping companies optimize performance, predict
equipment failures, and reduce operational downtime [184]. By enabling these real-time
simulations, the metaverse enhances decision-making capabilities and operational effi-
ciency in critical industries. Security and trust are also essential aspects of the metaverse,
where DTs play a pivotal role [185]. The decentralized nature of the metaverse, combined
with blockchain technology, offers a secure and transparent framework for transactions
and interactions. Blockchain ensures that all transactions are immutable, decentralized,
and verifiable, making it ideal for safeguarding the integrity of digital twins and their data
within the metaverse [186]. This decentralized trust mechanism is crucial as the metaverse
becomes more integrated into everyday life, supporting interactions that are both secure
and reliable.

6.3. Artificial Intelligence (Al) and Machine Learning (ML)

Artificial intelligence (AI) content generation plays a pivotal role in developing and
enhancing the metaverse, a virtual universe where users can interact with each other and
in digital environments in real-time [24]. Using Al to make content in a metaverse includes
a lot of different technologies, such as procedural generation, natural language processing
(NLP) [187], and large language models (LLMs) [188]. These technologies collectively create
more immersive, interactive, and personalized user experiences. Procedural generation
is a method in which content is created algorithmically rather than manually, allowing
for the creation of vast and diverse virtual worlds within the metaverse. The procedural
technique can generate everything from complex landscapes to intricate architecture and
even entire ecosystems. Procedural generation ensures that the metaverse remains dynamic
and expansive, offering users new and unique experiences each time they log in. The ability
to automatically generate content also significantly reduces the time and resources needed
for manual creation, enabling developers to focus on other aspects of the metaverse.

NLP is another critical component in the Al content generation for the metaverse [187].
NLP enables more natural and intuitive interactions between users and virtual entities,
including non-player characters (NPCs) and digital assistants [24]. By understanding and
processing human language, NLP allows these virtual entities to respond appropriately to
user inputs, facilitating more engaging and meaningful conversations. The NLP capability
fosters a seamless and immersive user experience [189], as it bridges the gap between
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human communication and digital interaction. LLMs, such as GPT-4, further enhance the
capabilities of NLP in the metaverse [188].

These models are trained on vast datasets and can generate human-like text based
on contextual understanding. LLMs can create complex narratives, generate dialogue for
NPCs, and even assist in real-time translation between users of different languages. The
integration of LLMs into the metaverse ensures that the virtual world is rich in content
and can adapt to the diverse linguistic needs of its global user base. The combination of
procedural generation, NLP, and LLMs in the metaverse leads to a highly dynamic and
personalized user experience. For instance, users can explore unique environments tailored
to their preferences, engage in meaningful conversations with virtual entities, and enjoy
evolving narratives based on their interactions [190]. The advanced level of personalization
not only enhances user engagement but also fosters a sense of connection and immersion
within the virtual world. The Al-driven content generation ensures that the metaverse
remains a vibrant and evolving space, continuously offering new experiences. In virtual
environments such as the metaverse, Al-driven avatars and non-player characters (NPCs)
serve distinct roles, each with unique functionalities and purposes. Although they both
use artificial intelligence to power them, their approaches to user interaction, levels of
autonomy, and overall goals in virtual spaces are fundamentally different.

6.3.1. Al-Driven Avatars

Al-driven avatars represent a remarkable fusion of artificial intelligence and digital
animation, poised to revolutionize how we interact in virtual environments [108]. These
avatars are sophisticated digital representations of individuals designed to mimic human
behavior, appearance, and communication with high realism and responsiveness. At the
core of these avatars is advanced Al technology, enabling them to learn, adapt, and respond
to users naturally and intuitively [191]. The Al-driven avatars are integral in enhancing
the user experience within the metaverse, providing a seamless and immersive interaction
that bridges the gap between humans and machines. One of the most significant aspects
of Al-driven avatars is their ability to understand and process natural language [192].
Using natural language processing (NLP) algorithms, these avatars can interpret spoken
or written language, allowing for fluid and dynamic conversations with users. Machine
learning models further enhance this capability, enabling avatars to learn from interactions
and improve their responses over time. As a result, users can engage in meaningful and
personalized dialogues with their avatars, making virtual interactions more engaging
and lifelike.

In addition to linguistic capabilities, Al-driven avatars are equipped with advanced fa-
cial recognition and emotion detection technologies [193]. These technologies allow avatars
to read and respond to human emotions, adapting their behavior and expressions accord-
ingly. For instance, an avatar can recognize when a user is happy, sad, or frustrated and
tailor its responses to provide appropriate emotional support or feedback. This emotional
intelligence adds another layer of depth to virtual interactions, making Al-driven avatars
not just functional tools but empathetic companions in the digital world. The applications
of Al-driven avatars extend far beyond entertainment and social interactions. These avatars
can serve as personalized tutors in educational settings, offering tailored instruction and
feedback to students [194]. They can provide efficient and empathetic support in customer
service, handling inquiries, and resolving issues with a human touch [195]. In healthcare,
Al-driven avatars can act as virtual companions for patients, providing comfort and mon-
itoring their well-being [196]. By integrating Al-driven avatars into various sectors, the
metaverse can unlock new possibilities for enhancing user experiences and improving the
quality of services across multiple domains.

6.3.2. Non-Player Characters (NPCs)

NPCs are fully autonomous characters embedded in the virtual environment, designed
to perform roles independent of any human control. NPCs are generally pre-programmed
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with specific behaviors or controlled by the system’s Al to serve particular functions [197].
For example, in a gaming context, NPCs often populate the environment as background
characters or antagonists. However, in educational and professional settings, NPCs are
increasingly being used as interactive tools to enhance user experiences. NPCs in the
educational metaverse can take on roles such as virtual tutors, peers, or advisors [198].
These NPCs interact with users to foster engagement, provide feedback, or guide them
through learning tasks.

NPCs are particularly useful in education because they can simulate real-world sce-
narios, offering dynamic, role-based interactions [199]. For instance, an NPC designed
as a tutor can offer students advice on solving problems or guide them through complex
design thinking processes. NPCs can also be peers or students, enabling users to practice
teaching, mentoring, or collaboration skills in a controlled, simulated environment. This
creates a scalable and adaptable learning space, where NPCs act as constant participants,
available for interaction at any time, regardless of the availability of human peers or in-
structors [200]. Furthermore, NPCs often leverage advanced natural language processing
(NLP) capabilities, enabling them to carry out conversations, understand user queries, and
provide meaningful responses in a way that feels interactive and intuitive.

6.3.3. Differences in Purpose and Autonomy

The primary distinction between Al-driven avatars and NPCs lies in their relationship
with users and their level of autonomy. Al-driven avatars are designed to represent
and act on behalf of the user, making decisions based on user-defined parameters or
learned behaviors [201]. They are personalized to the user’s preferences and can be
seen as digital extensions of the user’s identity within the metaverse. These avatars
help maintain a user’s presence, even when they are not actively engaged in the virtual
world, by taking over routine tasks or social interactions. On the other hand, NPCs exist
independently of the user [202]. They are part of the virtual environment itself, managed
by the system’s Al to provide users with a more immersive and engaging experience.
NPCs follow predefined rules or machine learning algorithms, interacting with users to
fulfill specific roles—whether as educators, fellow learners, or virtual assistants. While
they can simulate human-like behaviors, NPCs do not represent any specific user and are
instead designed to enhance the user’s experience by populating the world with interactive,
responsive characters. NPCs facilitated design thinking by providing feedback, engaging in
empathy-building exercises, and offering diverse perspectives that helped students reframe
problems and develop solutions [203].

Another key difference between Al-driven avatars and NPCs is the degree of per-
sonalization [201]. Al-driven avatars are highly personalized to their user. They adapt
and evolve based on the user’s behavior, preferences, and interactions, becoming more
reflective of the user over time. This level of personalization ensures that the avatar repre-
sents the user’s unique identity and can act in ways that align with the user’s goals and
needs. For example, in a corporate setting, an Al avatar could autonomously schedule
meetings, manage tasks, or even negotiate with other Al avatars based on the user’s work
habits and objectives. NPCs, in contrast, are designed to serve broader, more generalized
purposes within the virtual environment. They are not tied to any specific user and often
follow universal rules or patterns set by the system. While NPCs can adapt their behavior
based on interactions with multiple users, their core function is to enhance the immersive
experience for all users rather than reflecting the behavior of any individual [204]. For
example, an NPC in a classroom scenario might adapt to the learning pace of different
students, offering tailored guidance and feedback, but its role remains fundamentally as a
system-controlled character that enriches the educational experience for everyone, not just
a single user.

52



Future Internet 2024, 16, 379

6.4. Blockchain

Blockchain technology is emerging as a foundational component for the realization of
a secure, decentralized, and efficient real-time metaverse [205]. In a digital environment
where the virtual and physical worlds merge, blockchain offers several critical benefits
that ensure the smooth functioning of this complex ecosystem. By enabling decentralized
control, enhancing data security, and ensuring trust, blockchain significantly contributes
to the metaverse’s infrastructure, making it not only more reliable but also scalable for
widespread use [5]. One of the primary advantages of blockchain in the metaverse is
its ability to provide a decentralized architecture [206]. Unlike traditional systems that
rely on centralized servers, blockchain allows data and transactions to be distributed
across a network of nodes, reducing the risk of single points of failure. In the metaverse,
this decentralization ensures that no single entity has complete control over user data
or interactions [207]. This is crucial for fostering a sense of trust and transparency in an
environment where users engage in social, economic, and virtual activities that require
accountability and fairness.

Security is another major factor that blockchain brings to the metaverse [208]. Given
the vast amount of personal data, assets, and transactions occurring within this space,
ensuring the integrity and security of these activities is essential. Blockchain’s immutable
ledger ensures that once a transaction is recorded, it cannot be altered or tampered with,
providing a high level of security [209]. This is particularly important for protecting
digital assets like virtual property, NFTs (non-fungible tokens), and cryptocurrencies,
which are becoming integral parts of the metaverse economy. Blockchain’s encryption and
consensus mechanisms prevent fraud, unauthorized access, and cyberattacks, making the
metaverse a safer environment for its users. In addition to decentralization and security,
blockchain also plays a critical role in establishing trust and ownership within the metaverse.
Smart contracts, which are self-executing contracts with the terms directly written into
code, allow for transparent, automated transactions between users without the need for
intermediaries [55]. This creates a system where users can buy, sell, and trade virtual
goods or services with confidence, knowing that the transaction is secure and verifiable.
Furthermore, blockchain’s ability to record and authenticate digital ownership ensures that
users can prove ownership of their virtual assets, from in-game items to virtual real estate,
further solidifying the importance of blockchain in creating a functioning digital economy
within the metaverse.

7. Interoperability Standards

As the real-time metaverse evolves, the need for seamless integration across various
virtual worlds, platforms, and hardware has become increasingly apparent. The con-
cept of interoperability—the ability for systems, platforms, and devices to work together
harmoniously—Ilies at the heart of this vision. These standards ensure that different systems,
devices, and applications can work together seamlessly, exchanging data and functionality
without compatibility issues [55,88]. For users to experience a cohesive and immersive
metaverse, regardless of the device or platform they are using, interoperability is key.
Interoperability is particularly important in industries where disparate systems [210,211],
such as healthcare, finance, telecommunications, and information technology, need to
interconnect. By adhering to common protocols and formats, interoperability standards
enable diverse systems to interoperate, reducing the need for costly custom integrations
and minimizing the risk of data silos.

Figure 9 illustrates the concept of metaverse interoperability, depicting how users in
the physical world can access a unified virtual world through various devices. The physical
layer showcases the interoperability across these devices, allowing seamless transitions into
the virtual world. Users can interact and navigate across various platforms and activities
in the virtual layer once they are in the avatar-represented virtual world.
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Figure 9. Interoperability of the metaverse.

7.1. Standards Development Organizations

Standards development organizations (SDOs) are key players in the advancement of
the metaverse [212], ensuring that different platforms, devices, and content within this
evolving virtual ecosystem are interoperable, accessible, and scalable. These organizations
develop open standards to promote uniformity and collaboration across industries [88],
preventing fragmentation and proprietary limitations. The W3C (World Wide Web Consor-
tium) has been instrumental in creating WebVR and WebXR [213], standards that enable
immersive VR and AR experiences through web browsers. This makes content more acces-
sible by eliminating the need for standalone applications. Similarly, the Web3D Consortium
works on the X3D standard, which enables the sharing and use of 3D graphics across web
platforms, crucial for delivering 3D content in the metaverse.

The ISO/IEC MPEG group has a longstanding role in developing standards for coding,
compression, and transmission of audio and video content [214]. Their MPEG-V standard
ensures smooth interoperability of immersive media, such as 3D and VR/AR content,
across various devices. Meanwhile, the Khronos Group, through standards like OpenXR
and glITF, is focused on providing open and royalty-free interoperability standards for XR
devices and 3D content, helping developers create cross-platform applications [215]. The
International Telecommunication Union Telecommunication Standardization Sector (ITU-T)
Correspondence Group (CG)-metaverse is dedicated to the standardization of metaverse
technologies, with a focus on enabling global interoperability through telecommunication
and infrastructure standards [216]. The Open Metaverse Interoperability Group comple-
ments this effort by promoting open-source interoperability in the metaverse, advocating
for user-friendly transitions between virtual worlds.

IEEE’s Metaverse Standards Committee, through its P2048 standards, is develop-
ing frameworks for VR/ AR technologies on a global scale, ensuring technical coherence
and best practices [212]. Similarly, the World Metaverse Council provides guidance on
global policies and standards [217], focusing on ethical and regulatory frameworks for
the metaverse. The Universal Scene Description (USD) standard improves 3D content
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interoperability for creation and collaboration in virtual environments [218]. Pixar, Adobe,
and other companies lead the Alliance for OpenUSD [88]. Lastly, the Metaverse Standards
Forum [96], which includes over 1,200 organizations, promotes open standards for the
metaverse, driving industry-wide collaboration to create a more inclusive and interoperable
virtual ecosystem. These SDOs collectively shape the future of the metaverse, ensuring
it remains accessible, scalable, and technologically coherent across platforms, benefiting
users and developers alike.

7.2. The Importance of Interoperability in the Real-Time Metaverse

In a real-time metaverse, users and assets must be able to move seamlessly across
different virtual environments and platforms [219]. For instance, a user should be able to
switch from a VR meeting application to an AR-enhanced virtual shopping experience,
all while maintaining consistent access to their avatar, digital assets, and interactive ca-
pabilities [220]. The same applies to the integration of XR (extended reality) hardware,
including virtual reality (VR) headsets, augmented reality (AR) glasses, and mixed reality
(MR) systems. Suppose these devices are built on incompatible standards. In that case,
users are likely to experience significant barriers to interaction, including the need for
different software or restrictions on which platforms they can access [161]. Two primary
open standards that seek to solve these problems are OpenXR and WebXR [221]. These
standards, developed and promoted by organizations, represent an important step toward
achieving greater interoperability in the metaverse. However, the road to widespread
adoption and true standardization is still long and fraught with challenges.

Open standards play a crucial role in achieving interoperability. These publicly ac-
cessible specifications are the result of consensus-driven processes that frequently involve
numerous stakeholders from business, academia, and government [222]. Open standards
are designed to be vendor-neutral, ensuring that any organization can implement them
without restrictive licensing terms. Open infrastructure promotes competition and innova-
tion, as developers can build interoperable products without being locked into proprietary
technologies. Examples of open standards include HTTP and HTML for web technologies,
TCP/IP for internet communications [223], and Health Level 7 (HL?) for healthcare data
exchange [224].

The adoption of open standards offers several significant advantages. First, it enhances
compatibility and integration, allowing different systems to communicate and share data
more easily [225]. Data compatibility is particularly beneficial in complex environments
such as smart cities, where various technologies must work together to deliver seamless
services. Second, open standards support long-term sustainability and flexibility [226].
Since they are not tied to a single vendor, organizations can avoid vendor lock-in and
more easily adapt to changing technological landscapes. Third, open standards foster a
collaborative ecosystem where communities of developers and organizations can contribute
to and benefit from shared advancements and improvements [227].

7.3. OpenXR

OpenXR is an open standard for VR and AR that aims to streamline the development
of applications across different hardware platforms [228]. Khronos Group, a consortium of
industry-leading companies, has developed OpenXR, which provides a unified framework
for VR and AR runtime interfaces. This allows developers to write code that can run on vari-
ous devices without tailoring their applications to each specific platform. OpenXR provides
a set of standardized APIs (application programming interfaces) that sit between XR appli-
cations and the underlying hardware, effectively decoupling software from hardware [221].
By abstracting the hardware details, OpenXR significantly reduces the complexity and cost
of developing cross-platform VR and AR experiences, fostering more significant innovation
and broader adoption in the immersive technology space.

The benefits of OpenXR extend beyond simplifying development. For end users, it
ensures a more consistent and reliable experience across different VR and AR devices [229].
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Since applications built with OpenXR can operate on multiple platforms, users are not
limited to specific hardware when accessing their favorite VR and AR content. This
interoperability also encourages competition among hardware manufacturers, as it levels
the playing field and allows new entrants to support a rich content ecosystem without the
barrier of proprietary software constraints. Ultimately, OpenXR plays a crucial role in the
growth of the VR and AR industries by promoting a more open, inclusive, and efficient
development environment.

By abstracting the hardware details, OpenXR significantly reduces the complexity and
cost of developing cross-platform VR and AR experiences, fostering greater innovation
and broader adoption in the immersive technology space [230]. This streamlined approach
enables developers to spend more time focusing on the content and user experience,
rather than worrying about hardware compatibility and performance optimization across
different platforms. For example, OpenXR enables developers to use the same application
on Meta Quest, which runs on a mobile chipset, as they would on a high-end PC VR
system, with OpenXR taking care of the specific hardware adaptations. In addition to
simplifying development, OpenXR offers substantial benefits for end users. It ensures a
more consistent and reliable experience across different VR and AR devices [231]. This is
especially important as the hardware landscape for XR continues to diversify. With the rise
of new devices, from standalone headsets like Meta Quest 3 to AR glasses from companies
like Magic Leap and Apple [232], users have more options than ever before. Thanks to
OpenXR, users are no longer restricted to specific hardware ecosystems when accessing
their favorite VR and AR content. For example, a user who purchases an app for their
Oculus Quest 3 can seamlessly transition to using the same app on Valve’s Index VR or
Windows Mixed Reality without losing any functionality or performance, as long as both
platforms support OpenXR.

This interoperability also encourages competition among hardware manufacturers [233],
as it levels the playing field and allows new entrants to support a rich content ecosystem
without the barrier of proprietary software constraints. Companies are incentivized to
innovate in hardware design and performance rather than relying on walled gardens to
retain users. For instance, smaller or newer VR/AR hardware companies that support
OpenXR can leverage the existing library of OpenXR applications, thereby reducing the
friction involved in building their ecosystem from scratch. Moreover, OpenXR promotes
accessibility and inclusivity in the development and user communities [234]. For smaller
development studios or individual creators, the costs of developing multiple versions of a
VR/AR application for different platforms can be prohibitive. OpenXR mitigates this by
offering a single codebase that can be deployed across devices, enabling these developers to
reach more users without the financial burden of platform-specific development.

7.4. WebXR

WebXR is a robust application programming interface (API) that brings VR and AR
experiences to the web, enabling developers to create immersive content accessible directly
through web browsers [235]. WebXR is a standardized framework for integrating VR and
AR capabilities into web applications, run by the World Wide Web Consortium (W3C). This
eliminates the need for users to download specialized software or applications, allowing
them to experience immersive environments simply by navigating to a webpage. As
WebXR takes advantage of the widespread use of web browsers to deliver content to a
large audience across a variety of devices, from desktops and laptops to smartphones
and specialized VR headsets, accessibility is essential for expanding the reach of VR and
AR technologies.

The W3C developed WebXR to extend the capabilities of its predecessor, WebVR,
which focused exclusively on virtual reality content [213]. WebXR, by contrast, is designed
to support both VR and AR, reflecting the convergence of immersive technologies under
the umbrella of XR (extended reality). By building on existing web standards, such as
WebGL (for rendering 3D graphics) and WebRTC (for real-time communication), WebXR
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enables the seamless integration of immersive experiences into the web without requiring
users to install additional plugins or extensions. This shift to a more plug-and-play model
significantly reduces the friction for users, making VR and AR content as easily accessible
as traditional multimedia like videos or interactive maps.

In addition to accessibility, WebXR offers significant development efficiencies. By
adopting WebXR, developers can create cross-platform VR and AR content without needing
to maintain separate codebases for different devices or platforms [236]. WebXR provides
a unified API that works across various browsers and devices, making it easier to create
device-agnostic immersive experiences. This allows developers to focus on the content
and interaction design rather than worrying about compatibility issues across different
hardware. Google Chrome, Firefox Reality, and Microsoft Edge fully support WebXR,
enabling immersive experiences across a broad range of devices, from Oculus Quest to
Microsoft HoloLens, as well as traditional desktop and mobile environments.

The increasing demand for web-based XR applications across various industries has
also fueled the adoption of WebXR [237]. In e-commerce, for instance, WebXR enables
AR product visualizations, allowing users to view 3D models of products in their real-
world environment before making a purchase. WebXR facilitates the rapid development
of such applications, as it allows businesses to embed AR experiences directly into their
e-commerce sites without requiring users to install a separate app. Education and training
are other sectors benefiting from WebXR [221]. With the rise of remote learning and virtual
classrooms, WebXR enables delivering immersive educational content through standard
browsers. Schools and universities can deploy virtual lab simulations, 3D models, and
interactive lessons directly on their websites, accessible from any device. This is particularly
useful in low-resource environments where schools may not have access to high-end VR
hardware but can still provide immersive learning experiences using WebXR on desktop or
mobile devices.

Healthcare is another industry that stands to benefit significantly from WebXR’s ac-
cessibility [238]. Medical professionals can use web-based VR simulations to practice
procedures or conduct remote AR-assisted diagnostics. For example, WebXR-enabled
telemedicine platforms could allow healthcare providers to remotely guide patients through
diagnostic steps or deliver real-time AR overlays during consultations. By making such
tools available via the web, WebXR expands access to critical healthcare services, particu-
larly in remote or under-served regions where specialized hardware and software may not
be readily available. In terms of future development, WebXR is expected to play a central
role in the creation of the real-time metaverse. As the metaverse concept gains traction, the
ability to access immersive virtual worlds via a web browser will be crucial for ensuring
that the metaverse is open, accessible, and not restricted to proprietary platforms [239].
With WebXR, users could seamlessly enter and interact with the metaverse from any de-
vice, without needing specialized software or hardware. This aligns with the vision of a
decentralized and open metaverse, where content and experiences are freely accessible and
not locked behind walled gardens or expensive hardware ecosystems.

8. Challenges and Opportunities
8.1. Latency and Bandwidth

Latency and bandwidth are critical factors in the performance and user experience of
the metaverse [240]. Latency refers to the delay between a user’s action and the system’s
response, which is crucial for real-time interactions in virtual environments. High latency
can result in lag, making movements and communications appear delayed or out of sync,
thus disrupting the immersive experience [241]. Bandwidth, on the other hand, refers to
the amount of data that can be transmitted over a network in a given period. Sufficient
bandwidth is necessary to support the high data transfer rates required for high-resolution
graphics, real-time interactions, and seamless streaming of virtual content [242]. Together,
low latency and high bandwidth ensure smooth, responsive, and immersive experiences
in the metaverse, allowing users to interact in real-time without interruptions or delays.
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Figure 10 illustrates the critical relationship between bandwidth and latency for various
applications [243], focusing on a metaverse system.
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Figure 10. Metaverse applications - bandwidth versus latency.

8.1.1. Network Latency

Network latency refers to the delay between a user’s action and the response from
the network in a digital environment [244]. In the context of the metaverse, which relies
heavily on real-time interactions and seamless connectivity, latency can significantly impact
user experience. High latency can cause noticeable delays in data transmission, leading
to lagging or choppy movements, delayed responses from virtual entities, and disrupted
interactions between users. These delays can break the immersion and fluidity of the
metaverse, making it difficult for users to enjoy a smooth and interactive experience.

The effects of network latency on the metaverse are particularly pronounced in activi-
ties that require real-time synchronization [245], such as multiplayer gaming, live events,
and social interactions. When latency is high, users may experience out-of-sync move-
ments, communication breakdowns, and inconsistencies in the virtual environment. Lack
of synchronization can lead to frustration and disengagement, undermining the meta-
verse’s overall effectiveness and appeal. Ensuring low latency is critical for maintaining
the real-time responsiveness and immersive quality essential for a compelling metaverse
experience. To address these challenges, advancements in network infrastructure, such as
5G technology and edge computing, are being leveraged to reduce latency and enhance the
reliability of real-time interactions in the metaverse.

8.1.2. Bandwidth Limitations

Bandwidth limitation is the maximum rate at which data can be transmitted over
a network. In the metaverse, bandwidth determines how much data can be exchanged
between users and servers at any given time [246]. High-quality virtual experiences
in the metaverse require transmitting large volumes of data, including high-resolution
graphics, audio, and real-time interactive elements. When bandwidth is limited, these data
transmissions can become bottlenecked, leading to slower loading times, reduced graphical
fidelity, and overall degraded user experience.

The impact of bandwidth limitations on the metaverse is particularly significant during
peak usage times or in areas with poor network infrastructure [247]. Users may experience
lag, buffering, and disconnections, disrupting the immersive experience and hindering
interactions within the virtual world [248]. Bandwidth constraints can also limit the
scalability of the metaverse, as the infrastructure may struggle to support many concurrent
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users. To mitigate these issues, advancements in network technologies, such as fiber
optics and 5G, are being deployed to increase bandwidth capacity [124]. Additionally, data
compression and content delivery networks (CDNs) optimize data transmission and reduce
the strain on bandwidth, ensuring a smoother and more reliable metaverse experience.

Table 1 highlights the progression of VR technologies by comparing bandwidth re-
quirements, latency, and supported resolutions based on the latest published research.
Wi-Fi 6E supports up to 8K resolution with bandwidth of up to 2.4 Gbps and approximately
20 ms latency, leveraging the 6 GHz band for enhanced performance in crowded environ-
ments [249]. Wi-Fi 7 further improves, offering bandwidth of up to 46 Gbps and latency of
around 10 ms, also supporting up to 8K resolution with multi-link operations and enhanced
spectrum efficiency [250]. Wi-Fi 8 is expected to make these features a lot better by using
millimeter-wave technology to reach data rates up to 100 Gbps and latency levels below
1 ms. It will also support 8K and higher with features like beamforming and multiple
access point (AP)-coordination [251,252]. Moreover, 5G networks provide ultra-fast speeds
of 1-10 Gbps and latency between 1-10 ms, capable of smoothly streaming up to 8K VR
content, especially in mobile environments [253]. The combination of NGCodec with 5G
optimizes bandwidth usage through advanced video compression, reducing latency to
under 5 ms while supporting up to 8K resolution [254]. Finally, FPGA-based VR streaming
uses re-configurable hardware for fast video encoding and decoding, with latency below
1 ms and support for up to 8K resolution. This makes sure that users can interact and the
system runs smoothly in real-time [255,256].

Table 1. Progression of VR, comparing bandwidth and latency across different technologies.

Technology Bandwidth Requirement Latency Resolution

HD, 2K, 4K

8K with a strong signal
strength and minimal
interference

Up to 8K
Wi-Fi 7 Up to 46 Gbps ~10ms  Potential to support 16K
video resolution

Up to 8K
Wi-Fi 8 Up to 100 Gbps <l ms Potential to support 16K
video resolution

Up to 4K
5G Network 1-10 Gbps 1-10ms 8K depends on network
conditions and coverage

NGCodec + 5G ~1-10 Gbps (optimized) <5 ms Up to 8K
FPGA-based VR Streaming  Depends on setup <1l ms Up to 8K

Wi-Fi 6E Up to 2.4 Gbps ~20 ms

8.2. Blockchain in Real-Time Data Handling

Blockchain technology, while pivotal for decentralization and security in the meta-
verse, faces significant limitations when it comes to supporting real-time, high-frequency
data exchanges [257]. Most blockchain systems, particularly those based on proof-of-work
(PoW) consensus mechanisms, are designed to prioritize security and decentralization
over speed. In platforms like Bitcoin and Ethereum, transaction processing times are
measured in minutes, which creates unacceptable latency for real-time metaverse appli-
cations that require instant responses, such as virtual commerce, real-time collaboration,
and live events. The number of transactions per second (TPS) that these networks can han-
dle is limited—Bitcoin supports approximately 7 TPS, while Ethereum manages around
30 TPS [258]. This is inadequate when compared to traditional payment systems like
Visa, which can handle over 24,000 TPS, illustrating blockchain’s current scalability is-
sues. Even newer blockchain models, such as Ethereum’s transition to proof-of-stake (PoS)
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have improved efficiency but still face challenges in scaling to the demands of a real-time
metaverse.

Additionally, the block size and transaction confirmation time exacerbate these scala-
bility problems. Blockchains like Bitcoin limit the size of each block to 1 MB, and Ethereum’s
average block size is similarly constrained, meaning only a small number of transactions
can be processed in each block [259]. As the transaction volume increases—especially in a
bustling metaverse with a large number of users interacting simultaneously—the network
becomes congested, leading to increased transaction fees and even longer confirmation
times. During periods of high demand, these delays and fees can render blockchain so-
lutions impractical for applications where low latency and high throughput are critical,
such as live virtual events or fast-moving virtual economies where digital assets must be
exchanged instantaneously.

Moreover, blockchain’s inherent structure—where every transaction must be veri-
fied and recorded across a distributed ledger—further exacerbates latency issues in the
metaverse [260]. The decentralized nature of blockchain, while crucial for security and
autonomy, slows down transaction processing times due to the computational overhead
required for consensus mechanisms. The synchronization of multiple nodes in a decen-
tralized network to achieve consensus can lead to significant delays, rendering blockchain
impractical for high-speed applications like real-time gaming or virtual events, where
immediate feedback is necessary. For example, each transaction in Ethereum requires
computationally intensive operations, such as cryptographic validation and the execution
of smart contracts, which further delays the transaction finalization process [261]. In a real-
time metaverse environment, where user interactions must be instantaneous to maintain
immersion, these delays significantly degrade the user experience.

The energy consumption of PoW-based blockchain networks also poses a significant
challenge [262]. The computational power required to solve cryptographic puzzles and
validate transactions in PoW networks like Bitcoin leads to substantial energy usage, which
not only limits scalability but also raises concerns about the environmental sustainability of
blockchain in a highly interactive metaverse environment. Although alternative consensus
mechanisms like PoS reduce energy consumption, they still face trade-offs in decentral-
ization, as staking-based models can lead to a concentration of power among users with
significant holdings, undermining the distributed, trustless nature that blockchain aims
to provide.

Another limitation is the challenge of interoperability between different blockchain
networks within the metaverse [263]. With a variety of blockchains supporting differ-
ent applications and digital assets, ensuring seamless communication and transaction
finalization across multiple blockchains becomes a major technical hurdle. Cross-chain
interoperability is still in its infancy, and current solutions like bridges are often slow,
susceptible to vulnerabilities, and require additional layers of trust, which defeats the
purpose of decentralization. In a real-time metaverse scenario, where assets and data need
to flow freely across platforms, these delays in cross-chain transactions introduce friction
and reduce the fluidity of the virtual economy.

These limitations suggest that blockchain, in its current form, is not equipped to
handle the high-frequency, low-latency data exchanges essential for the real-time meta-
verse. For blockchain to become a viable infrastructure for the metaverse, it must evolve
to address these performance bottlenecks [264]. Emerging solutions, such as Layer 2
protocols—which enable off-chain processing to reduce congestion on the main chain—and
sharding, which divides the blockchain into smaller, parallel chains, offer potential av-
enues for improvement. However, these solutions are still in the development stage and
have not undergone the kind of testing that a fully developed real-time metaverse would
require. Until blockchain technology can meet the demands of speed, scalability, and
efficiency required by these virtual environments, alternative technologies like centralized
databases or hybrid blockchain systems may need to fill the gap in supporting real-time,
interactive experiences.
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8.3. Interoperability and Standards

Interoperability and standards pose significant challenges in the development and
functionality of the metaverse [265]. Interoperability refers to the ability of metaverse
systems, platforms, and applications to work seamlessly together. The diversity of virtual
environments, avatars, digital assets, and interaction mechanisms created by various
developers and organizations makes achieving interoperability complex. Users might
face difficulties transferring digital identities, assets, and experiences without common
standards across virtual worlds. Digital fragmentation can hinder the metaverse’s vision of
a unified, cohesive digital universe, limiting user engagement and stifling innovation.

8.3.1. Universal Standards

Establishing universal standards for the metaverse is another formidable challenge.
Standards are essential to ensure consistency, security, and compatibility across various
platforms and technologies that constitute the metaverse [96]. However, reaching a consen-
sus on these standards involves coordination among numerous stakeholders, including
tech companies, developers, regulatory bodies, and users. Each group may have different
priorities and interests, making it difficult to agree on a unified set of rules and protocols.
Additionally, rapid technological advancements and the evolving nature of the metaverse
further complicate standardization efforts. The metaverse risks becoming a collection of
isolated ecosystems without robust interoperability and standardized frameworks rather
than a seamless, interconnected digital reality. This major challenge is divided into two
parts: fragmentation and data compatibility.

8.3.2. Fragmentation

Fragmentation refers to multiple, incompatible systems and protocols within the meta-
verse, leading to isolated digital environments that cannot seamlessly interact with each
other [56]. Product fragmentation arises when different developers and platforms adopt
unique standards for creating and managing virtual worlds, avatars, digital assets, and user
interactions. Without a unified approach, users face significant challenges when navigating
between different parts of the metaverse, as their digital identities, assets, and experiences
may not be transferable across these isolated ecosystems.

The fragmentation issue severely impacts the user experience and the overall potential
of the metaverse [266]. For instance, a user might create an avatar and acquire virtual
assets in one platform, only to find that these cannot be used or recognized in another
platform. The lack of interoperability discourages users from investing time and resources
into the metaverse, as they may be concerned about the portability and longevity of their
digital assets. Moreover, developers are also hindered by fragmentation, as they must
choose which standards to support or face the burden of trying to make their platforms
compatible with multiple systems. The lack of universal standards stifles innovation
and growth, preventing the metaverse from becoming the interconnected and expansive
digital universe it aspires to be. Addressing fragmentation requires concerted efforts to
establish and adopt common standards, ensuring that all parts of the metaverse can work
together harmoniously.

8.3.3. Unified Standards

Unified standards are an asset of agreed-upon protocols, formats, and guidelines that
ensure compatibility and interoperability across different systems and platforms within the
metaverse [96]. These standards aim to eliminate the barriers created by fragmentation,
allowing for seamless integration and interaction between diverse virtual environments,
digital assets, avatars, and user experiences [267]. By adopting unified standards, devel-
opers and platforms can ensure that users can move fluidly between different parts of the
metaverse without losing functionality or having to recreate their digital presence.

Implementing unified standards is crucial for the metaverse to achieve its vision of
a cohesive and interconnected digital universe [90,268]. These standards would cover
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various aspects such as data formats, communication protocols, security measures, and
user interface guidelines. For example, a standardized avatar format would allow users to
maintain the same digital identity across different virtual worlds. In contrast, standardized
asset formats would ensure that digital goods purchased or created in one environment can
be used in another. Unified standards thus foster a more inclusive and expansive metaverse,
enhancing user experience, encouraging innovation, and promoting collaboration among
developers and platforms.

8.3.4. Cross-Platform Compatibility

Cross-platform compatibility is the ability of different virtual environments, systems,
and applications within the metaverse to work together seamlessly, regardless of the un-
derlying platform or technology [269]. This means that users can access and interact with
various parts of the metaverse using different devices (e.g., PCs, VR headsets, mobile
phones, etc.) and still have a consistent and unified experience. Cross-platform compatibil-
ity ensures that digital assets, avatars, user data, and interactions can be transferred and
recognized across different systems without losing functionality or user experience.

Addressing cross-platform compatibility is essential for overcoming fragmentation in
the metaverse. It allows users to navigate between different virtual worlds and applications
without encountering barriers or needing to adapt to different interfaces or standards [219].
For example, a user should be able to purchase a digital item in one virtual world and
use it in another, regardless of which platform each world is built on. Cross-platform
compatibility involves adopting common standards and protocols that enable different
systems to communicate and share data effectively. Cross-platform integration enhances
the user experience by providing continuity and coherence across the metaverse, fostering
greater engagement and participation from a broader audience.

8.3.5. Data Compatibility

Data compatibility ensures that different systems, platforms, and applications can
effectively share, interpret, and use data across various environments [270]. These issues
arise when there is no common format or protocol for data representation, storage, and
exchange, leading to difficulties in integrating and synchronizing data across different
virtual worlds and applications.

In the metaverse, data compatibility is essential for a seamless user experience [18].
Users create and interact with various digital assets, including avatars, virtual goods, and
user-generated content. When these assets are created in one environment but incompatible
with others, users face significant barriers in transferring or utilizing their data across
different platforms [10]. For instance, an avatar designed in one virtual world might not be
recognized, or digital assets purchased in one marketplace might not be usable in another
due to differences in data formats and structures.

The lack of data compatibility hampers the metaverse’s potential as a unified and
interconnected digital universe [271]. To address these issues, there needs to be a concerted
effort to develop and adopt common data standards and protocols. These standards would
define how data should be formatted, stored, and exchanged, ensuring that it can be
seamlessly interpreted and used across different systems. By achieving data compatibility,
the metaverse can provide a more cohesive and integrated experience, allowing users to
move fluidly between different environments and fully leverage their digital assets across
the entire ecosystem. Common formats and data integration are the most important factors
of data compatibility [267].

Common formats in data compatibility within the metaverse are essential for en-
suring seamless interoperability across various platforms, applications, and virtual envi-
ronments [146,223]. These standardized formats facilitate the consistent representation,
storage, and exchange of data, allowing different systems to interpret and use the same
data efficiently. Common formats are critical in avatars, digital identities, digital assets,
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virtual goods, user data, profiles, virtual currency, transactions, communication, interaction
data, environments, and world data.

Common formats like FBX (Filmbox), OBJ (wavefront object), and gITF (GL trans-
mission format) are widely used for 3D models and animations for avatars and digital
identities. These formats ensure that avatars created in one virtual world can be rendered
and animated correctly in another [272]. Metadata formats such as JSON (JavaScript object
notation) and XML (extensible markup language) are essential for including information
about avatars, such as appearance, accessories, and customizations, ensuring consistent
interpretation across platforms. Standardizing these formats helps maintain the visual
and functional integrity of avatars and digital identities as they move across different
virtual environments.

For digital assets and virtual goods, standardized formats for textures and materials—such
as PNGs (portable network graphics), JPEG (joint photographic experts group) for textures,
and PBR (physically based rendering) materials—ensure that the visual quality of digital
assets is maintained across various platforms [273]. Asset bundles packaged in standard
formats like Unity Asset Bundles or Unreal Engine’s asset format facilitate the transfer and
usage of digital assets across different virtual worlds. Additionally, blockchain standards
like ERC-20 or ERC-721 for tokens ensure that virtual currencies and digital collectibles can
be managed and exchanged securely and interoperably [274].

8.3.6. Data Integration

Data integration is equally important for user data and profiles, virtual currency and
transactions, and communication and interaction data [275]. Standard formats for user
profiles, preferences, and settings (JSON or XML) enable consistent user experiences across
different platforms. Adopting blockchain protocols like ERC-20 or ERC-721 for virtual
currencies and transactions ensures secure and interoperable management of digital as-
sets [274]. In terms of communication and interaction data, standardized protocols like
XMPP (extensible messaging and presence protocol) or WebRTC (web real-time communi-
cation) ensure that text, voice, and video communication services are interoperable across
different platforms [276]. Using standard formats for describing virtual environments, such
as XML-based X3D or JSON-based Scene Graphs, also ensures that different platforms can
render and interact with these environments consistently [277].

By adopting these common formats and data integration standards, the metaverse
can achieve a higher level of interoperability, enabling a more cohesive and integrated
user experience. This approach not only facilitates the seamless transfer of digital assets
and data across different virtual environments but also enhances user engagement and
satisfaction. As the metaverse continues to evolve, the importance of standardized data
formats and integration protocols will only grow, ensuring that users enjoy a unified and
immersive digital universe.

8.4. Scalability

The scalability of immersive technologies, such as VR and AR, is a major concern
for the metaverse. Immersive platforms are highly resource-intensive, requiring vast
amounts of computational power, bandwidth, and storage to render detailed, interactive 3D
environments in real-time [278,279]. As the user base grows, the system’s ability to support
an increasing number of concurrent users without compromising performance becomes a
significant challenge. For instance, social VR platforms like VRChat or Facebook’s Horizon
Worlds often experience server overloads, resulting in degraded user experience due to
lag, buffering, or crashes when large numbers of users are interacting simultaneously. The
fact that immersive experiences necessitate the transmission of high-resolution 3D content,
which necessitates significant bandwidth to maintain seamless user interaction, makes this
problem worse. For example, high-resolution 3D models, complex textures, and lighting
effects need to be transmitted and rendered in real-time, which places a heavy burden on
both the network infrastructure and the user’s hardware.
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The need for real-time synchronization of users’ actions and environmental changes
within the metaverse further complicates the scalability issue [280]. In a fully immersive
experience, every user’s movement, interaction, and even facial expressions must be
reflected in real-time for all other participants. This requires not only high bandwidth but
also extremely low latency to avoid noticeable lag, which can severely disrupt immersion.
The concept of “presence”—a core aspect of VR that makes users feel as though they
are truly inside a virtual environment—depends on these real-time interactions being
smooth and instantaneous. Any delay in transmitting data between users or in rendering
updates to the virtual world can break the illusion, reducing the effectiveness of the
immersive experience.

While current network infrastructures have seen improvements with the advent
of 5G, they still face limitations in supporting the data-heavy demands of immersive
systems [85]. 5G promises ultra-low latency (around 1 millisecond) and higher data rates,
but even this technology may struggle under the demands of a fully populated metaverse,
where thousands or even millions of users interact simultaneously. For example, the
bandwidth required for real-time rendering of high-definition 3D environments and live
interactions can exceed what current 5G networks can handle at scale. In large virtual
events, such as live concerts or digital sports games, the number of concurrent users may
push network capacity beyond its limits, resulting in a laggy or interrupted experience for
many participants.

In addition to network constraints, processing power remains a critical bottleneck [281].
Rendering real-time 3D environments, especially at the quality expected in high-end
VR applications, requires significant computational resources. Current GPUs (graphics
processing units) are already strained in handling the complex tasks required for real-time
ray tracing, realistic physics simulations, and Al-driven interactions. In a fully immersive
metaverse, these requirements scale exponentially as the number of users increases. Real-
time data fusion, which integrates inputs from multiple sensors (e.g., motion tracking,
facial recognition, and environmental mapping), requires extensive computational power.
This is especially true for systems aiming to provide haptic feedback or real-world physics,
where even minor delays can degrade the overall experience.

Additionally, the diversity of devices and platforms presents another scalability chal-
lenge. Users will access the metaverse using a wide range of devices, from high-end
VR headsets to mobile phones and desktop computers [267]. Each device has different
processing capacities, display resolutions, and input methods, which makes it difficult to
standardize the user experience. For example, a user on a low-end mobile device may
experience lower-quality graphics and longer load times compared to a user on a high-end
VR system, leading to disparities in the immersive experience. This inconsistency in perfor-
mance can limit the scalability of the metaverse, as developers must balance the need for a
high-quality experience with the technical limitations of diverse hardware. Furthermore,
ensuring real-time synchronization across these varied devices without compromising the
immersive experience for any user group requires sophisticated optimization techniques
that are still in development.

Another significant factor is cloud infrastructure. While cloud computing can alle-
viate some of the processing burdens by offloading tasks to remote servers, the latency
introduced by cloud-based rendering or computation can still be problematic for real-time
applications [282]. Even with edge computing—where processing is done closer to the
user—scalability issues remain. Edge servers must be distributed widely enough to handle
the demand from local users, but deploying and maintaining this infrastructure at scale
is costly and complex. Moreover, data synchronization between multiple edge servers
and the central cloud can lead to consistency issues, where some users experience delays
in receiving updates to the virtual world. This could be particularly problematic in envi-
ronments that require precise timing, such as competitive gaming or virtual commerce
platforms where milliseconds matter.
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8.5. User Experience

User experience (UX) is a critical issue in the metaverse, as it directly impacts user en-
gagement and satisfaction [283]. A seamless and intuitive UX is essential for making virtual
environments enjoyable and accessible to a wide audience. However, creating an optimal
UXin the metaverse is challenging due to the complexity of immersive technologies, the
diversity of user needs, and the potential for adverse effects such as motion sickness [20].
Ensuring that users can navigate, interact, and communicate effectively within the meta-
verse requires careful design and continuous improvement based on user feedback.

8.5.1. Designing Intuitive Interfaces for Non-Expert Users

One of the greatest challenges in the real-time metaverse is ensuring that the envi-
ronment is accessible to non-expert users [284]. Immersive technologies such as VR, AR,
and MR (mixed reality) introduce a steep learning curve for many users who are not
familiar with 3D spaces, controllers, or XR devices. For the mass adoption of the metaverse,
intuitive and user-friendly interfaces are essential, allowing people to effortlessly interact
with the virtual environment, regardless of their technical expertise. Simplifying the on-
boarding process is a critical first step. For example, using familiar UI paradigms such
as gesture-based controls (e.g., swiping, pinching, or pointing) or natural language voice
commands can help non-expert users engage with immersive environments more com-
fortably [285]. Furthermore, integrating in-world tutorials and Al-driven assistance (e.g.,
voice-guided navigation) can ensure that users are not overwhelmed by the complexity of
virtual interactions.

Another important consideration is the use of contextual interfaces that adapt based
on the user’s needs and experience level. For instance, advanced users may prefer more
customizable options and complex interactions, while beginners might benefit from simpli-
fied menus and guidance systems [286]. Developers should also focus on minimizing the
cognitive load on users by ensuring clear visual hierarchies, intuitive navigation paths, and
consistent iconography that aligns with user expectations. As XR platforms continue to
evolve, standardization of these interfaces across devices and applications will be key to
reducing fragmentation and ensuring a cohesive user experience across the metaverse.

8.5.2. Addressing Physical and Mental Health Risks

The immersive technologies of the metaverse, specifically VR and AR, present signifi-
cant physical and mental health challenges. Motion sickness, also known as cybersickness
in virtual environments, is a significant UX issue in the metaverse [287]. It occurs when
there is a disconnect between the visual input from the virtual environment and the user’s
physical sensations, leading to symptoms such as nausea, dizziness, and disorientation [67].
Furthermore, users face risks of injury or accidents due to attentional distractions, espe-
cially with AR applications that blend digital content with real-world environments [288].
Psychological risks include potential aftereffects like intensified emotional responses or
confusion about reality, particularly for vulnerable users like children or those with certain
mental health conditions [289]. The phenomenon of “super-realism” further complicates
matters, as experiences in highly realistic virtual environments may blur the lines between
virtual and real experiences, potentially causing users to develop emotional or cognitive
disturbances when transitioning back to the physical world [290].

To address cybersickness, developers can implement several strategies. Optimizing
frame rates (ideally above 90 frames per second) is essential to ensure smooth rendering
and reduce lag and visual inconsistencies, which are major contributors to motion sick-
ness [291]. Likewise, minimizing latency in user inputs and head tracking (targeting less
than 20 milliseconds) can help maintain a responsive experience, ensuring that virtual
movements feel synchronized with physical actions. Designing predictable and smooth mo-
tion paths within virtual environments also helps reduce the likelihood of motion sickness.
For example, rather than sudden shifts in perspective, developers can implement gradual
transitions that simulate natural acceleration and deceleration, allowing users’ senses to
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adjust to the changes in motion. Providing users with customizable comfort settings—such
as adjustable field of view (FOV), camera smoothing, and snap-turning (e.g., a technique
that reduces rotational motion)—can help users tailor their experience to their comfort
levels, significantly reducing the risk of cybersickness [292]. Furthermore, teleportation
(e.g., jumping from one location to another without continuous movement) has emerged as
a popular locomotion method in VR that mitigates motion sickness by eliminating the dis-
connect between visual and physical motion. Offering multiple locomotion modes—such
as teleportation, smooth walking, or vehicle simulation—allows users to choose their
preferred method of movement based on their susceptibility to cybersickness [293].

8.5.3. Accessibility and Inclusivity in the Metaverse

Accessibility in the metaverse is another crucial aspect of UX that ensures inclusivity for
users with diverse abilities and needs. Ensuring that the metaverse is accessible to all users,
including those with disabilities, is a crucial aspect of UX design [294]. The immersive
nature of the metaverse provides new opportunities for inclusivity, but it also introduces
challenges in accommodating users with physical, sensory, and cognitive impairments.
Accessibility should not be an afterthought but a core element of design, ensuring that
everyone can participate fully in the metaverse. For users with mobility impairments,
developers must provide multiple input methods, such as adaptive controllers, gesture-
based inputs, and voice commands [295]. These options ensure that users who may not
be able to use traditional controllers or keyboards can still navigate and interact with
virtual environments.

Moreover, environments should be designed to support different movement speeds,
seated play, and adjustable reach heights to accommodate users with limited physical mo-
bility. For individuals with visual impairments, text-to-speech (TTS) features can enable the
conversion of on-screen text into spoken words, while haptic feedback can provide tactile
cues to simulate touch and interaction [296]. Audio descriptions of visual elements, such
as describing the environment, actions, or characters, can further enhance the experience
for users with limited sight. On the other hand, for users with hearing impairments, inte-
grating speech-to-text (STT) features allows spoken dialogue to be transcribed in real-time,
ensuring that users can engage with conversations and activities in the metaverse [297].
Additionally, ensuring compatibility with hearing aids or cochlear implants could be an
important consideration for creating more inclusive soundscapes. Cognitive accessibility is
another critical area. For users with cognitive disabilities, such as dyslexia, autism spec-
trum disorders, or attention deficits, virtual environments must be designed to minimize
confusion and overload [298]. Features such as clear navigation cues, adjustable text sizes,
simple language options, and color contrast settings can make the metaverse easier to
understand and navigate for these users. Additionally, customizable Ul layouts that allow
users to control the complexity and frequency of information displayed could make virtual
environments more accommodating to a wider range of cognitive abilities.

8.5.4. Social Interaction and Complexity in the Metaverse

Social interaction is one of the most promising but also challenging aspects of the
metaverse [299]. It allows users to connect with others, form relationships, collaborate,
and engage in shared experiences across vast virtual spaces. However, the complexity
of social interactions in immersive environments brings its own set of UX challenges. In
physical reality, social cues such as eye contact, body language, and tone of voice are
vital for smooth communication, but replicating these nuances in a virtual environment
remains difficult. Developers need to focus on creating natural communication systems
that replicate these subtle social cues as much as possible [300]. For instance, spatial
audio—where sound emanates from the direction of a virtual avatar—helps users better
engage with conversations, creating a sense of presence and immersion. Facial tracking and
emotion mapping (enabled by newer VR/AR headsets) can also enhance avatar realism,
making social interactions more intuitive.
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However, there are potential downsides to social interaction in the metaverse, such as
the risk of harassment or exclusion [301]. Developers need to implement safety features
such as personal space bubbles, mute/block functions, and reporting mechanisms to ensure
that users feel safe while interacting with others in the virtual world. Moreover, Al-driven
content moderation systems can help identify and mitigate toxic behaviors in real-time,
ensuring a positive social experience for all users. Also, creating inclusive social spaces
that accommodate users of diverse backgrounds, abilities, and cultures is key to the success
of the metaverse. By facilitating customizable avatars that represent various ethnicities,
body types, and disabilities, developers can promote diversity and ensure that all users
feel represented and included in virtual environments.

8.6. Security and Privacy

Security and privacy issues in the metaverse are significant concerns due to the vast
amount of personal and sensitive data generated and exchanged within virtual environ-
ments [302]. User interactions, transactions, and personal information, including biometric
data from VR/AR devices, are vulnerable to breaches and misuse. The immersive nature of
the metaverse adds complexity to security challenges, as it involves real-time data exchange
and extensive user tracking to deliver personalized experiences. Ensuring the security and
privacy of the data is critical to maintaining user trust and safeguarding against potential
threats such as identity theft, data mining, or targeted cyberattacks. The rapid growth of
metaverse technologies requires equally dynamic solutions to ensure the long-term security
of these ecosystems.

Addressing data security in the metaverse requires robust encryption methods to
protect data in transit and at rest. By utilizing cutting-edge cryptographic techniques, one
can increase security and prevent malicious actors from intercepting or changing data
exchanged between users and servers [303]. With the real-time nature of data exchanges
in the metaverse, traditional encryption schemes may not always be efficient, especially
when large volumes of 3D-rendered content, live interactions, and financial transactions
occur simultaneously. Therefore, end-to-end encryption (E2EE) becomes vital to ensure
that only the intended recipients can access the data, securing it against eavesdropping and
tampering [304]. Employing multi-factor authentication (MFA) and secure login protocols
can prevent unauthorized access to user accounts [305]. Regular security audits and
vulnerability assessments are essential to identify and address potential weaknesses in the
system. Developers must also establish protocols for incident response to quickly mitigate
the effects of any security breaches.

Advanced cryptographic techniques, such as homomorphic encryption, are increas-
ingly explored to enhance data security without compromising the immersive experi-
ence [81]. Homomorphic encryption allows computations to be performed on encrypted
data without needing to decrypt it first, meaning that sensitive user data can be processed
without exposing it to external parties, including service providers. This can be particularly
useful in the metaverse for applications that involve personal data analytics or real-time
decision-making. Another promising direction is the use of blockchain technology, which
can enhance security through decentralization. Blockchain allows for the secure, tamper-
resistant storage of transaction data, digital assets, and even user identity credentials [60].
For example, virtual assets like NFTs (non-fungible tokens) can be securely traded within
the metaverse using blockchain, ensuring transparent and secure ownership. In addition
to encryption and blockchain, employing multi-factor authentication (MFA) and secure
login protocols helps prevent unauthorized access to user accounts. Users in the metaverse
may handle sensitive data, such as virtual banking details or personal conversations [306].
By requiring multiple authentication methods—such as a password in combination with
biometric verification (e.g., fingerprint, facial recognition)—MFA can significantly reduce
the risks of unauthorized access. Moreover, regular security audits and vulnerability
assessments should be integrated into the development lifecycle to identify and resolve
weaknesses in the system.
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Privacy concerns in the metaverse are equally critical, particularly as platforms may
collect a wide range of personal data, from location data to behavioral patterns and bio-
metric information (e.g., eye movement, and heart rate) [307]. The amount of data that
users generate while interacting in immersive environments makes them more vulnerable
to surveillance, profiling, and unauthorized data sharing. One of the central challenges
in preserving user privacy is maintaining a balance between collecting data necessary for
delivering personalized experiences and protecting user anonymity. To address privacy con-
cerns, developers must implement privacy-preserving technologies such as zero-knowledge
proofs (ZKPs) [308]. ZKPs allow one party to prove to another that they know a value
(e.g., authentication credentials or ownership of an asset) without revealing the actual
value itself. This could be crucial for ensuring that users’ sensitive data, such as personal
credentials or virtual asset ownership, can be verified without exposing unnecessary infor-
mation. For instance, in a virtual marketplace, a ZKP-based system could allow users to
verify ownership of an NFT without revealing the details of the transaction history, thereby
enhancing user privacy while ensuring security.

Another approach is differential privacy, a technique that adds statistical noise to
data, ensuring that individual users” actions cannot be easily distinguished when data
are aggregated [309]. This technique is useful in the metaverse for collecting aggregate
data (general user behavior trends) while preserving the anonymity of individual users.
Homomorphic encryption, as mentioned earlier, also offers a powerful privacy solution
by allowing computations on encrypted data, ensuring that service providers never have
access to users’ unencrypted personal data. The implementation of blockchain-based iden-
tity management systems offers another layer of privacy protection. With self-sovereign
identity (SSI) models, users maintain control over their digital identities, deciding which
aspects of their data to share and with whom [265]. Instead of centralized platforms own-
ing and controlling user identity information, SSI gives users the autonomy to manage
their credentials and personal data using decentralized identity solutions on blockchain
networks. However, these decentralized models also carry risks. For example, if a user
loses access to their private keys, they may be permanently locked out of their identity and
assets, highlighting the need for secure key management solutions within the metaverse.

To further empower users, developers should adopt privacy-by-design principles,
embedding privacy considerations directly into the development process from the out-
set [310]. This includes implementing transparent data handling practices and giving users
granular control over their data, including what information is shared, how long it is stored,
and with whom it is shared. For example, VR and AR applications could allow users to
control which biometric data (e.g., eye movement, hand tracking) is processed and for what
purposes [311]. In the regulatory space, compliance with global data protection laws such
as the European Union’s General Data Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA) is essential for building trust [310]. These regulations
mandate that users are informed about how their data are collected, used, and stored, and
give them the ability to opt out of certain types of data collection or request the deletion of
their data. Adhering to such standards is particularly important in the metaverse, where
sensitive data like real-time geolocation and biometric information could be exposed.

Figure 11 depicts various security challenges associated with the metaverse, focusing
on the interactions between the physical and virtual worlds and the cloud infrastructure.
In the physical world, users use VR headsets, smartphones, and laptops to access the
virtual world. Data transmission between these devices and the cloud, which supports
the metaverse, is vulnerable to packet loss and cyber-attacks. Hackers can exploit these
vulnerabilities through methods like “Man in the Middle” attacks, where they intercept
and potentially alter data being transmitted, and denial-of-service (DoS) attacks, which
can disrupt services by overwhelming the network. These security threats can lead to
compromised user experiences and data integrity in the virtual world, emphasizing the
need for robust security measures to protect metaverse interactions.
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Figure 11. Security challenges associated with the metaverse.

9. Conclusions

The real-time metaverse represents a transformative evolution in how virtual environ-
ments are designed and experienced. Unlike traditional metaverse spaces, which often rely
on static, pre-rendered environments, the real-time metaverse integrates real-world data
to create dynamic and responsive digital landscapes. This seamless fusion of the physical
and digital worlds opens up unprecedented possibilities across industries like education,
healthcare, entertainment, and business. By leveraging technologies such as artificial intelli-
gence (Al), virtual and augmented reality (VR/AR), blockchain, and advanced networking
infrastructures like 5G and edge computing, the real-time metaverse can deliver immersive,
interactive experiences that evolve in sync with real-world events.

Efforts to enhance the metaverse’s infrastructure are crucial for its success. Incorpo-
rating edge computing is one such effort, as it brings data processing closer to the user,
thereby reducing latency and improving response times. Additionally, developing robust
interoperability standards is essential to ensure seamless communication and integration
across different platforms and devices. These advancements will enable a more cohesive
and efficient digital ecosystem, allowing users to transition smoothly between virtual
environments and experiences.

However, the development of a fully functional real-time metaverse is not without
its challenges. Latency and bandwidth issues remain critical hurdles, especially when
attempting to deliver high-quality, real-time experiences to a large number of users. The
scalability of this system depends heavily on the continuous improvement of network
infrastructure, including the potential future integration of 6G technology. Additionally,
there are significant security and privacy concerns, particularly regarding the handling
of personal data and digital assets within these virtual spaces. Without robust privacy
measures and data protection protocols, the real-time metaverse could face issues of trust
and security, hindering its broader adoption.

As the metaverse evolves, industry, academia, and government collaborative efforts
will be necessary to realize its transformative capabilities fully. Such collaboration will
drive innovation and address existing barriers, ensuring the metaverse becomes a vibrant,
user-friendly, and secure digital ecosystem. By focusing on these social, technical, and
governance issues, the real-time metaverse can revolutionize how we interact, work, and
learn, creating new opportunities for innovation and connectivity in the digital age.
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Looking forward, future research in this area should focus on several key domains.
First, the development of interoperability standards is crucial to ensure that different
platforms, devices, and virtual environments can communicate and interact seamlessly.
Research into 6G technology, Al-driven resource management, and edge computing is
also essential for overcoming latency issues and enabling scalable, real-time applications.
Another important area of study is the integration of multisensory feedback, such as haptics,
smell, and taste, to further enhance the immersive quality of virtual experiences. Lastly,
addressing the ethical and social challenges of the real-time metaverse, such as digital
harassment and equitable representation, will be crucial for ensuring the technology’s
responsible and inclusive growth.
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Abbreviations

The following abbreviations are used in this manuscript:

3D three-dimensional

5G fifth-generation

6G sixth-generation

Al artificial intelligence

AP access point

API application programming interface
AR augmented reality

AWS Amazon Web Services

CCPA California Consumer Privacy Act
CDN content delivery network

DML deep and meaningful learning
CUDA compute unified device architecture
DT digital twin

DTs digital twins

DoS denial-of-service

DLSS deep learning super sampling
E2EE end-to-end encryption

FBX Filmbox

FOV field of view

GCP Google Cloud Services

GDPR General Data Protection Regulation
glTF GL transmission format

GPU graphics processing unit

GR graphical rendering

HPC high-performance computing

HL7 Health Level Seven
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HTML hypertext markup language
HTTP hypertext transfer protocol

laaS infrastructure as a service

IoT Internet of Things

JPEG Joint Photographic Experts Group
JSON JavaScript Object Notation

LLM large language model

MFA multi-factor authentication
MIMO multiple-input multiple-output
ML machine learning

mMTC massive machine-type communications
MPI message passing interface

MR mixed reality

NFTs non-fungible tokens

NLP natural language processing

NPC non-player character

OBJ wavefront object

OpenMP  open multi-processing

PaaS platform-as-a-service

PBR physically based rendering

PNG portable network graphic

PoS proof-of-stake

PoW proof-of-work

RBG red, green, and blue

SaaS software as a service

SSI self-sovereign identity

STIT speech-to-text

SVREs social virtual reality environments
TCP/IP  transmission control protocol/internet protocol
TPS transactions per second

TTS text-to-speech

URLLC ultra-reliable low-latency communications
UX user experience

VR virtual reality

W3C World Wide Web Consortium

WebGL Web Graphics Library
WebRTC  web real-time communication
WebXR web extended reality

XML extensible markup language
XMPP extensible messaging and presence protocol
ZKPs zero-knowledge proofs
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Abstract: The research into artificial intelligence (Al), the metaverse, and extended real-
ity (XR) technologies, such as augmented reality (AR), virtual reality (VR), and mixed
reality (MR), has been expanding over the recent years. This study aims to provide
an overview regarding the combination of Al with XR technologies and the metaverse
through the examination of 880 articles using different approaches. The field has expe-
rienced a 91.29% increase in its annual growth rate, and although it is still in its infancy,
the outcomes of this study highlight the potential of these technologies to be effectively
combined and applied in various domains transforming and enriching them. Through
content analysis and topic modeling, the main topics and areas in which this combination
is mostly being researched and applied are as follows: (1) “Education/Learning/Training”,
(2) “Healthcare and Medicine”, (3) “Generative artificial intelligence/Large language
models”, (4) “Virtual worlds/ Virtual avatars/ Virtual assistants”, (5) “Human-computer in-
teraction”, (6) “Machine learning/Deep learning/Neural networks”, (7) “Communication
networks”, (8) “Industry”, (9) “Manufacturing”, (10) “E-commerce”, (11) “Entertainment”,
(12) “Smart cities”, and (13) “New technologies” (e.g., digital twins, blockchain, internet
of things, etc.). The study explores the documents through various dimensions and con-
cludes by presenting the existing limitations, identifying key challenges, and providing
suggestions for future research.

Keywords: artificial intelligence; Al; virtual reality; augmented reality; extended reality;
mixed reality; metaverse; review; bibliometric analysis; topic modeling; scientific mapping

1. Introduction

Artificial intelligence (Al) is rapidly advancing as a field of study and due to its
wide applicability and potentials, it is rapidly being integrated into different domains. Al
refers to smart systems that simulate human intelligence and mimic the way they think,
communicate, and act [1-3] as the development of these systems is driven by the human
nervous system and humans’ innate ability to learn, adapt, and reason [4-6]. Through
the use of Al intelligent systems [7-9], virtual agents and assistants [10-12], and multi-
agent systems [13-15] can be created. Recent literature review studies have explored its
use in various domains, such as education [16-18], industry [19-21], healthcare [22-24],
business [25-27], smart cities [28-30], etc. The outcomes of these studies highlight the
potential of Al to transform and enrich various sectors, which, in turn, reveals the need to
further explore its capabilities to be used in combination with other novel technologies to
further amplify its impact.

Immersive technologies can be greatly influenced and improved through the inte-
gration of Al. Recent studies have highlighted the benefits that this combination can
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potentially yield [10,11,31,32]. Specifically, emphasis is being placed on the use of Al within
augmented reality (AR), virtual reality (VR), and mixed reality (MR) environments. AR
focuses on embedding interactive digital information and content in users’ physical envi-
ronment [33,34] and is closer to the real world in the “reality-virtuality continuum” [35]
while VR focuses on virtual environments that fully engulf and immerse users [36-38],
thus separating them from the real environment and, as a result, it is closer to the virtual
environment in the continuum. Additionally, the metaverse, which is characterized by
its realistic virtual experiences and environments that constitute an extension of the real
environment [39-41], is closely related to XR technologies and the creation of virtual worlds
and environments with high levels of embodiment, interactivity, and persistence [42,43].
As these technologies create new ways for users to interact, communicate, and experience
events, they are increasingly being used in various settings and domains including edu-
cation [44-47], industry [48-50], healthcare [51-53], business [54-56], smart cities [57-59].
The studies highlighted the role of VR and AR in each domain and the benefits they can
yield. The domains, although indicative, were selected to highlight the similarities in terms
of application domains among Al, AR, and VR.

The outcomes of the recent studies have revealed the positive impact that they can
have in different domains. Hence, studies have also started to examine their combined
use. However, although these technologies constitute established fields of studies on their
own, their inter-relationship has yet to be examined in detail. As a result, there has not
been any study that has examined the current state of the art regarding the use of Al within
VR and AR environments and the metaverse. Examining the use of Al within extended
reality (XR) environments can bring about new use cases as well as new opportunities.
Additionally, by integrating Al, user-tracking, monitoring, and data processing can be
improved and content and activities recommendation can be enhanced. Through this
approach, more adaptive and personalized experiences, unique to each individual, can be
created within immersive and interactive environments. Hence, it is vital to examine the
convergence of these technologies. As this field of study is advancing, it is important to
have a representation and mapping of the existing literature to identify emerging thematic
areas and topics, limitations and challenges, and future research areas. Therefore, to bridge
this gap, the aim of this study is to provide an overview and mapping of the existing
literature about the convergence of AI with VR and AR technologies as well as to reveal
future research directions. The main contributions of this study are the in-depth analysis of
the document characteristics, the definition of the more advanced research domains and of
the emerging ones, the identification of the most widely explored topics, themes, and trends,
and the provision of future research areas while considering the challenges presented in
the literature. To provide a thorough, valid, and reproducible analysis, the study follows
the Preferred Reporting Items for Systematic reviews and Meta-Analyses (PRISMA) [60]
framework to report the document identification, processing, and selection and utilized
widely accepted tools and approaches, such as Bibliometrix [61], VOSviewer [62], and
topic modeling through Latent Dirichlet Allocation (LDA) [63]. The study structure is as
follows: the main methods and materials used are presented in Section 2. The analysis of
the document collection is presented in Section 3 and in Section 4, the findings are further
discussed and summarized. In Section 5, the conclusions of this study are presented, the
implications are highlighted, the limitations are detailed, and future research directions
are suggested.

2. Materials and Methods

As the study strives to explore the use of Al and XR technologies from a general
perspective without being limited to a specific domain, a bibliometric analysis, scientific
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mapping, and content analysis approach was followed to present the state of the art. This
approach is deemed suitable to examine similar topics with broad reach [64]. Moreover,
to ensure an accurate, valid, and reproducible analysis of the literature, the study fol-
lowed the PRISMA statement [60] as well as clearly defined guidelines presented in the
literature [61,65].

Furthermore, the study used different approaches and tools to analyze the related
studies. Specifically, the open-source tool Bibliometrix along with the related method
defined by Aria and Cuccurullo [61] were used to carry out the bibliometric and scientific
mapping of the literature. To further examine the related documents and their networks,
VOSviewer was also used [62]. To identify the most prominent topics discussed within
the document, topic modeling through the use of LDA [63] was conducted. The tools
used are being widely adopted by similar studies which highlights their suitability and
effectiveness. Additionally, the use of different tools and approaches enabled a more
thorough representation of the state of the art.

2.1. Systematic Literature Review Process

Taking the findings of recent studies [66,67] into account, Scopus and Web of Science
were selected as the main data sources to identify studies relevant to the topic due to
their being highly regarded, containing impactful documents, and being used in other
literature review and bibliometric analysis studies. Another reason for the selection of
these databases was the ability to use the extracted information with the aforementioned
tools [61,62].

Moreover, different combinations of keywords were tested to ensure that the most
relevant documents were identified. The final query defined and used was the following;:
(“augmented reality” OR “AR” OR “virtual reality” OR “VR” OR “mixed reality” OR
“MR” OR “extended reality” OR “XR” OR “metaverse”) AND (“artificial intelligence” or
“Al”). It should be noted that although the abbreviations might identify some documents
that are not relevant (e.g., MR can also be magnetic resonance, etc.), it was deemed ap-
propriate for them to be used to avoid missing any potentially relevant documents. As
a result, during the initial screening process, several documents were deemed to be out
of scope. Additionally, as the aim of this study was to provide an overview of the topic,
specialized keywords that could restrict the search to specific domains or provide explicit
directions were not used. In this sense, the document collection would contain a larger
number of documents but would also sufficiently provide a general representation of the
current literature.

The final search for relevant documents using the aforementioned query was con-
ducted on Scopus and Web of Science in December 2024 to identify suitable studies based
on their title and abstract. In this study, only documents written in English were included.
Additionally, to ensure that the most up-to-date research is being reported, the analysis
involves studies that were published in the last decade, that is, 2015-2024. Following the
guidelines specified within the PRISMA framework, the steps taken to search, identify, and
process the related documents are presented in Figure 1.

Initially, the document collection comprised 12,281 documents with 7983 documents
retrieved through Scopus and 4298 retrieved through Web of Science. The documents were
then examined to identify duplicate documents using automatic and manual approaches. In
total, 3533 duplicate documents were identified and removed from the document collection.
As a result, the document collection consisted of 8748 documents before the initial screening
which was on the existence of keywords within the title and abstract of the documents.
Additionally, in order for a study to be included in the analysis, the inclusion criterion that
had to be met was for it to directly focus on Al and VR and/or AR or on their combination
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from a theoretical or experimental perspective. Hence, studies that focused on one of these
technologies or simply mentioned these terms but did not focus on their use or combination
were excluded. From this process, a total of 7651 documents were removed. The remain-
ing 1097 documents were manually examined to determine their suitability. Specifically,
65 documents were removed as they were outside the scope of this study, 41 documents
were removed since they were letters, notes, and abstracts only, 38 because they were
editorials, 28 because they were proceedings, 27 because they were retracted documents, 10
because they were books, 5 because they were book reviews, and finally, 3 documents were
removed because they were erratum/corrections. Consequently, a total of 880 documents
were included and analyzed in this study.

Identification of studies via databases and registers

c Records removed before
_g 12,281 documents were screening:
S identified from 2 Duplicate documents removed
_h; databases/registers: —» (n = 3533)
S Scopus (n = 7983) Automatically removed as being
T WoS (n = 4298) out of scope (n = 7651)
) l Reports excluded:
Documents assessed for Reas.on L (n.= 65)-_ NO‘F :
aliaibilitv (n = 1097 —> meeting the inclusion criteria
2 gibility ( ) Reason 2 (n = 41) — Letters,
'g notes, abstracts only
) Reason 3 (n = 38) — Editorials
A Reason 4 (n = 28) —
Proceedings
Reason 5 (n = 27) — Retracted
— documents
v Reason 6 (n = 10) — Books
(R Reason 7 (n = 5) — Book
5 reviews
= Studies included in the analysis Reason 8 (n = 3) — Erratum
'g (n = 880)

Figure 1. PRISMA flowchart.

3. Result Analysis

Various dimensions of the document collection were analyzed to map the state of the
art regarding the combination of Al with AR and VR technologies in education. Initially, the
details of the document collection are presented. The publication frequency and the annual
citation distribution are presented. The study also looks into the authors” affiliation and
countries and focuses on identifying the collaboration among the different countries. The
relevant documents that have received the largest number of citations were also identified.
Using keywords plus and author keywords, the trends of the topic, its thematic map,
and its thematic evolution were also examined. To identify more topics, the documents
were clustered using both Bibliometrix and VOSviewer to carry out a keyword-based co-
occurrence analysis. To further examine the topics, LDA [63] was used to carry out a topic
modeling analysis of the document collection regarding the use of Al and XR technologies
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in education. The related outcomes of the LDA topic modeling are presented and discussed
in the discussion section.

3.1. Analysis of the Document Collection

Following the aforementioned methodology and process, a document collection com-
prising 880 documents was created. Table 1 presents the main information of the doc-
ument collection as well as details regarding the document types, authors, the authors
collaboration, and the document contents. Specifically, the documents were published in
622 different sources from 2015 to 2024 with most documents being conference /proceedings
papers (n =397, 45.1%), followed by journal articles (1 = 322, 36.6%). In total, 112 documents
(12.7%) were published as book chapters within edited book collections and 49 documents
(5.6%) were classified as review studies. The novelty and significance of the topic is high-
lighted by the extremely high annual growth rate of 91.28% in scientific production. The
average document age was 1.36 years and each document received 6.67 citations on average.
Moreover, a total of 2938 authors from 71 countries were involved in the publication of
the related documents. Out of the 880 documents, 127 were single-authored documents
(14.4) written by 119 different authors and the remaining documents had 4.1 co-authors
on average. The international co-authorship rate was 15.0% which showcased the global
interest in this emerging field of study and the fact that collaborations among researchers
and institutions on a global scale have already started being established despite the recency
of the topic.

Table 1. Document collection details.

Description Results Description Results

Main information about
Document types

data

Timespan 2015:2024  Journal article 322

Sources (Journals, Books, etc.) 622 Book chapter 112

Documents 880 Conference/Proceedings 397
paper

Annual Growth Rate % 91.29 Review 49

Document Average Age 1.36 Authors

Average Citations per 6.674 Authors 2938

Document

References 20,100 Authors of single-authored 119
documents

Document contents Authors collaboration

Keywords Plus (ID) 2868 Single-authored documents 127

Author’s Keywords (DE) 2202 Co-authors per document 4.1
International 15

co-authorships %

3.2. Growth Trends in Publications and Citations

Figure 2 illustrates the sharp increase in publications from 2022 onwards, reflecting
the rapid growth of interest in the field. Specifically, most documents were published in
2024 (n = 343, 39.0%), in 2023 (n = 246, 28.0%), and in 2022 (n = 119, 13.5%). Additionally,
three main time periods can be observed: (1st) Initial conceptualization years: 2015-2018
in which 25 documents (2.8%) were published; (2nd) Materialization years: 2019-2021 in
which 147 documents (16.7%) were published; and (3rd) Breakthrough years: 2022-2024
in which 708 documents (80.5%) were published. The outcomes are representative of the
advancements in the respective fields that took place in recent years and the increasing
interest in these fields. In addition to the annual number of published documents, the
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citable years and the mean total citations received per year were also explored. The related
data is presented in Table 2.

Annual Scientific Production
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Year
Figure 2. Annual total number of published documents.
Table 2. Annual scientific production and citations.

Number of
Year MeanTCperDoc Published MeanTCperYear CitableYears

Documents
2015 6 1 0.6 10
2017 24 5 0.3 8
2018 8.68 19 1.24 7
2019 18.65 34 3.11 6
2020 7.86 43 1.57 5
2021 16.24 70 4.06 4
2022 16.55 119 5.52 3
2023 5.28 246 2.64 2
2024 091 343 091 1

The outcomes are in line with the advancements in the respective fields in recent
years. When considering the applicability of these technologies and their potential to enrich
and transform the educational process, the interest in the topic is expected to continue
increasing. Moreover, the citations that the documents published in each year received were
also explored as can be seen in Table 2, which depicts the year, the mean total citations per
document (MeanTCperDoc), the number of published documents, the mean total citations
per year (MeanTCperYear), and the citable years (CitableYears). Based on the outcomes,
documents from 2022 had the highest average citations per year (MeanTCperYear = 5.52),
reflecting their impact despite being recent. Additionally, documents published in 2021
(MeanTCperYear = 4.06) and in 2019 (MeanTCperYear = 3.11) also presented high mean
total citations per year. Nonetheless, given the increasing interest in the field, the average
document age (1.36 years), and the citable years of the documents, it is expected that these
outcomes will change in the future. This outcome is further validated when considering
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the number of documents published in 2023 and 2024, their citable years, 2 and 1 years,
respectively, and their existing mean total citations per year.

3.3. Sources Analysis

To identify the most frequently used outlets and their type (e.g., journal, edited book,
conference/proceedings), the total number of documents published in each outlet was con-
sidered. Most of the 880 documents were published within conferences and proceedings,
followed by journals, and edited books. However, to better comprehend their relevancy,
Bradford’s law was applied which, in turn, resulted in the creation of three clusters with the
sources in Cluster 1 being the most relevant ones. Specifically, Cluster 1 consisted of
67 sources (10.8%) in which 291 documents (33.0%) were published, Cluster 2 had
265 sources (42.6%) in which 299 documents (34.0%) were published, and Cluster 3 had
290 sources in which 290 documents (33.0%) were published.

Table 3 presents the top 10 sources of Cluster 1, based on Bradford’s law ranking.
The top five sources in which most documents were published were as follows: “Lecture
Notes in Computer Science (including subseries Lecture Notes in Artificial Intelligence
and Lecture Notes in Bioinformatics)”, “Springer Series on Cultural Computing”, “ACM
International Conference Proceeding Series (ICPS)”, “Applied Sciences”, and “IEEE Interna-
tional Conference on Artificial Intelligence and Virtual Reality (AIVR)”. It is worth noting
that 3 sources had published 6 documents each, 5 sources had 5 documents each, 11 sources
had 4 documents each, and 17 sources had 3 documents each. Additionally, when looking
at the h-index of the sources based on the documents contained within the collection, the
top four sources were as follows: “Applied Sciences”, “IEEE International Conference
on Artificial Intelligence and Virtual Reality (AIVR)”, “Journal of Physics: Conference
Series”, and “Lecture Notes in Computer Science (including subseries Lecture Notes in
Artificial Intelligence and Lecture Notes in Bioinformatics)” (Table 4). The mixture of
journals, proceedings, and edited collections among the top sources in both cases highlights
the interdisciplinarity of the field and it being actively researched.

Table 3. Top sources of cluster 1 based on Bradford’s law.

Source Rank Freq cumFreq Cluster

Lecture Notes in Computer Science
(including subseries Lecture Notes

in Artificial Intelligence and ! 19 19 !
Lecture Notes in Bioinformatics)

Sprlnger. Series on Cultural 5 15 34 1
Computing

ACM International Conference

Proceeding Series (ICPS) 3 13 47 1
Applied Sciences 4 13 60 1
IEEE International Conference on

Artificial Intelligence and Virtual 5 10 70 1
Reality (AIVR)

IEEE Access 6 9 79 1
IEEE Conference on Virtual Reality

and 3D User Interfaces Abstracts 7 8 87 1
and Workshops (VRW)

Analysis and Metaphysics 8 8 95 1
App1¥ed Mathematlcs and 9 3 103 1
Nonlinear Sciences

CEUR Workshop Proceedings 10 8 111 1
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Table 4. Most impactful sources based on h-index.

Sources h-Index g-Index m-Index TC NP PY_Start
Applied Sciences 5 10 1.25 104 13 2021
IEEE International Conference on

Artificial Intelligence and Virtual 5 7 0.714 50 10 2018
Reality (AIVR)

Journal of Physics: Conference Series 4 4 0.8 23 6 2020
Lecture Notes in Computer Science

(including subseries Lecture Notes in 6 0.8 49 19 2020

Artificial Intelligence and Lecture Notes
in Bioinformatics)

3.4. Authorship Patterns

Furthermore, the distribution of authors based on the number of documents to which
they contributed was examined through the use of Lotka’s law. The related outcomes
are presented in Table 5 and are visualized in Figure 3. Specifically, 77.9% of the authors
(n =2502) contributed to one document while 11.5% (1 = 309) contributed to two documents.
Additionally, it can be observed that there are researchers who actively research this field of
study that have contributed to five or more related documents over the period of 2015-2024.

Table 5. Distribution of authors based on the number of documents written.

Documents N. of Proportion Documents N. of Proportion
Written Authors of Authors Written Authors of Authors
1 2502 0.779 6 7 0.002
2 309 0.115 7 5 0.002
3 75 0.05 8 1 0.0
4 27 0.018 9 2 0.0
5 10 0.013
Lotka’s law analysis
3000
2502
2500 '
2000
g 1500
1000
500 .
3 309
""""""""""" A 10 7 s 1
0 e DS PSRRI i eeeaeeen ST e neeneeen .
1 2 3 4 5 6 7 8

Number of published documents

Figure 3. Lotka’s law analysis.
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3.5. Author’s Countries and Affiliations Analysis

When considering the global interest in the topic and the international collaborations
that materialized, it was deemed appropriate to examine the country whose authors most
actively explore this field of study. The corresponding author’s or the first author’s (in
case there was no corresponding author) country was considered to identify the countries
whose authors have contributed to the most documents. In total, authors from 71 countries
contributed to the creation and publication of the 880 documents. The related outcomes
are presented in Table 6. It should be noted that SCP refers to the intra-country collabo-
rations while MCP refers to inter-country collaborations. Based on the outcomes, China
(n =176), the United States (n = 132), India (n = 98), Italy (n = 46), and the United Kingdom
(n = 34) were the top five countries based on their scientific production. China and the
United States had the highest SCP among the 71 countries while the MCP value was
the highest in the case of China (n = 24), followed by Singapore (1 = 11). Nonetheless,
the presence of countries from different continents further highlights the importance of
the topic.

Table 6. Country document publication details.

Country Documents SCP MCP Freq. MCP_Ratio
China 176 152 24 0.2 0.136
United States 132 125 7 0.15 0.053
India 98 92 6 0.111 0.061
Italy 46 41 5 0.052 0.109
United Kingdom 34 28 6 0.039 0.176
South Korea 30 24 6 0.034 0.2
Australia 26 20 6 0.03 0.231
Canada 25 19 6 0.028 0.24
Germany 24 22 2 0.027 0.083
Spain 18 15 3 0.02 0.167

Besides the number of documents published, the citations received were also explored
to better understand the impact of the published work. As it can be seen in Table 7,
the United States has received the most citations (n = 1335) having received on average
10.1 citations per document, followed by China with 1209 total citations and 6.9 citations
on average per document. It should be noted that among the countries with the most
total citations, when considering the average document citations, Vietnam (82), Singapore
(34.8), and France (21.2) had the highest number. However, to better assess the outcomes
the overall number of documents published from each country should also be consid-
ered. For example, Vietnam had published 2 documents, while Singapore had 16 and
France 6. Hence, it can be concluded that overall, the documents published by Singapore
have been the most impactful ones when considering only the average citations received
per document.

Furthermore, the country collaborations were also explored. In total, six clusters arose
that reveal the joint efforts toward further advancing the field. It is particularly important
to note that, in many cases, collaborations between authors from different continents
materialized. The related outcomes are presented in the collaboration network (Figure 4)
and in the collaboration map (Figure 5). Additionally, as it can be observed, China and the
United States have more actively engaged in establishing international collaborations.
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Table 7. Countries that received the most citations.

Country TC Average Document Citations
United States 1335 10.1
China 1209 6.9
Singapore 557 34.8
South Korea 294 9.8
Italy 258 5.6
Canada 255 10.2
India 243 2.5
Vietnam 164 82
Australia 162 6.2
France 127 21.2

. ® Bgzu
’ hi RO&WE Sweden
Saudi Arabia Azegu EqVpt Cy’us . on y Newgamd

an % /|
South Africa Serbi Japan ‘ Switze{lanq Slovakia —

Lebanon Fra.nce . ? Pgland
Pakistan ’; Denark @ India
Irefand _ Italy ‘ Germany

Belgium

United Kingdom . ]
- Argentina ? Iran
Australia._ ™\ Czech Republic

tateS i Canada g
Singapore Jordan Iraq
Norway

United Arab Emirates }
Austria

Greece Netherlands Chlna Sout&orea

. . Qatar
I R
Portugal ~ =PdiN - o8N Thatand

Figure 4. Country collaboration network.
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Figure 5. Country collaboration map.

Moreover, the authors’ affiliation was also examined. Particularly, the information of
all authors whose affiliation details were retrieved from the databases and who contributed
to a document was considered. Therefore, the total number of documents published by
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authors from a specific country may be smaller than the sum of contributions from various
affiliations within that same country. Table 8 presented the top affiliations based on the
number of documents they have published. “National University of Singapore”, Singapore
(n = 30), “Nanyang Technological University”, Singapore (n = 18), “City University of
Hong Kong”, Hong Kong (1 = 16), “Harvard Medical School”, United States (1 = 15), and
“Sungkyunkwan University”, South Korea (1 = 14) arose as the top five affiliations.

Table 8. Most relevant affiliations based on the number of documents published.

Percentage of Documents

Country Affiliation Number of Articles in the Collection
Singapore National University of Singapore 30 3.4
Singapore Nanyang Technological University 18 1.8

Hong Kong City University of Hong Kong 16 1.7
United States Harvard Medical School 15 1.6
South Korea Sungkyunkwan University 14 1.5
Canada McGill University 13 1.5
Italy Universita Politecnica delle Marche 13 1.5
Slovakia University of Zilina 13 1.5
United States University of Central Florida 13 14
United States Carnegie Mellon University 12 1.4
Hong Kong Chinese University of Hong Kong 12 2.0

3.6. Thematic and Topic Analysis

Focusing on the keywords, the documents were further examined. Both keywords
plus (indexed keywords) and author’s keywords were used since they both can effectively
represent the knowledge structure of the document collection [68]. Specifically, the key-
words were used to explore the co-occurrence network, the trend topics, the thematic map,
and the thematic evolution of the topic. To aid in the creation of the related networks, both
Bibliometrix and VOSviewer were used.

Initially, the frequency of the keywords used in the documents was examined. In addi-
tion, the frequency of the topic keywords and the most commonly used relevant keywords
were also identified. Specifically, Table 9 presents the related outcomes for the keywords
plus (indexed keywords) while Table 10 depicts the related data for the author’s keywords.

77 77 77 /i

“E-learning”, “machine learning”, “deep learning”, “immersive”, “students”, “human-
computer interaction”, “learning systems”, “engineering education”, “blockchain”, and
“education” were the most common keywords plus (indexed keywords) while “machine

7ai v

learning”, “generative artificial intelligence”, “deep learning”, “education”, “blockchain”,
“human-computer interaction”, “digital twin”, “internet of things”, “computer vision”, “ex-
plainable artificial intelligence”, and “simulations” were the most frequently used author’s
keywords. Based on the keywords identified, it can be inferred that the role of Al within
XR environments is mostly focused on the educational domain. Additionally, its close
relationship with machine learning and deep learning is observed. The convergence of Al
with AR and VR is also examined within the context of virtual environments, the metaverse,
and digital twins. Emphasis is also placed on key technologies such as blockchain, gener-
ative Al, and explainable Al Finally, due to their immersive and interactive nature and
human-centric design, increased focus is placed on the field of human-computer interaction.
It should be noted that in both cases, it is revealed that VR is more frequently examined
when compared to AR, the metaverse, and MR.
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Table 9. Most frequently used keywords plus (indexed keywords).

Topic Keywords Relevant Keywords
Words Occurrences  Words Occurrences
“virtual reality” 225 “e-learning” 53
“artificial intelligence” 182 “machine learning” 44
“augmented reality” 154 “deep learning” 37
“metaverse” 57 “immersive” 37
“mixed reality” 31 “students” 31
“extended reality” 20 . humar.l-co,fnputer 23
interaction
“learning systems” 23
“engineering education” 21
“blockchain” 19
“education” 18
Table 10. Most frequently used author’s keywords.
Topic Keywords Relevant Keywords
Words Occurrences Words Occurrences
“artificial intelligence” 410 “machine learning” 65
“virtual reality” 276 . gene.ratweﬂa rhificial 46
intelligence
“augmented reality” 211 “deep learning” 37
“metaverse” 144 “education” 31
“extended reality” 75 “blockchain” 27
“mixed reality” 43 . humar}—cojnputer 23
interaction
“digital twin” 22
“internet of things” 20
“computer vision” 18
“explainable artificial 16
intelligence”
“simulations” 16

To better comprehend the relationships among the keywords, keyword co-occurrence
networks were created using Bibliometrix and VOSviewer. The related networks are dis-
played in Figure 6 (Bibliometrix) and in Figure 7 (VOSviewer). It should be noted that to
create the Bibliometrix-based network, keywords plus were used, as the outcomes were
more representative, and to create the VOSViewer-based network, both keywords plus
(indexed keywords) and author’s keywords were used to provide a more thorough repre-
sentation. Additionally, the total link strength of the VOSviewer keyword co-occurrence
network was also examined. The 15 keywords with the highest total link strength are
presented in Table 11. “Artificial intelligence” (n = 457, total link strength = 1184), “vir-
tual reality” (n = 338, total link strength = 951), “augmented reality” (n = 251, total link
strength = 677), “metaverse” (n = 152, total link strength = 431), and “machine learning”
(n =77, total link strength = 268) were the top five keywords with the highest total link
strength. It should be noted that in case a keyword existed in both keyword sets, it was
counted only once to avoid any bias.
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Table 11. Total link strength of the keyword co-occurrence network—VOSviewer.

Keywords Occurrences g::::\;tllr: k Keywords Occurrences g?::;;tll? k
“artificial intelligence” 457 1184 “deep learning” 51 188
“virtual reality” 338 951 “immersive” 43 177
“augmented reality” 251 677 “education” 51 173
“metaverse” 152 431 “digital twins” 31 142
“machine learning” 77 268 . humar}-colfnputer 42 139
interaction

“extended reality” 75 243 “blockchain” 32 131
“e-learning” 52 223 “students” 32 129
“mixed reality” 51 204

As it can be observed, a total of five clusters emerged in both networks. Table 12

summarizes the clusters and related keywords for the Bibliometrix-based network while
Table 13 summarizes the clusters and related keywords for the VOSviewer-based network.
The clusters that arose highlight the multidimensional role and wide applicability of

combining Al with XR technologies.

Table 12. Analysis of the keyword co-occurrence network—Bibliometrix.

Cluster

Keywords

Green cluster (n = 33)

Purple cluster (1 = 5)
Orange cluster (n = 4)
Read cluster (n = 4)

Blue cluster (n = 2)

V] Zani o Va7

“virtual reality”, “artificial mtelhgence augmented reality”, “e-learning”, “machine
learmng” “deep learning”, “immersive”, “mixed reality”, “human-computer interaction”,
“learning systems”, “engineering education”, “extended reality”, “blockchain”,
“challenges”, “current”, “user interfaces”, convolutlonal neural networks”, “virtual reality
environments”, “management”, “virtual worlds” “big data”, “decision-making”, “internet
of things”, “three dimensional computer graphics”, “digital twin”, “learning algorithms”,
“neural networks”, “sales”, “real-worlds”, “training systems”, “computer vision”, “data
handhng and ’ educatlon computing”

/aTi

Za7i

/s

“metaverse”, “students”, “generative artificial intelligence”, “visualization”,
and “teachin
“education” g’performance” “surgery”, and “simulations”

/i /s

“virtual environments”,
“federated learning”
“systems” and “design”

adversarial machine learning”, “contrastive learning”, and

Table 13. Analysis of the keyword co-occurrence network—VOSviewer.

Cluster

Keywords

Red cluster (n = 21)

Green cluster (n = 16)

Blue cluster (n = 12)

Yellow cluster (n = 3)
Purple cluster (1 =1)

a7 i

”adversarial machine learning”, “computer vision”, “current”, “deep learning”,
“e-learning”, “engineering education”, “generative adversarial network”, “generative
artificial intelligence”, ”human—computer interaction”, “immersive”, “immersive learning”,
“learning algorithms”, “learning systems”, “students”, “teaching”, “three dimensional
computer graphics”, “user interfaces”, “virtual environments”, “virtual reality”, “virtual
reahty environments”, and “visualization”

“avatars”, “big data”, “blockchain”, “challenges”, “design”, “digital twin”, “explainable
artificial”, “extended reality”, “gamification”, “healthcare”, “immersive technologies",
“internet of things”, “machine learning”, “metaverse”, “mixed reality”, and “security”
“artificial intelligence”, “augmented reality”, “education”, “framework”, “learning”,
“management”, “performance”, “robotics”, “simulations”, “surgery”, “systems”,

and “technology”
“dec131on-mak1ng

“virtual worlds”

v

Za7i

/aTi

7ai

industry 4”7, and “training”
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Specifically, emphasis is being placed on the use of generative Al and the metaverse
to aid teachers and learners as well as on the use of XR simulations to enrich medical
and healthcare education. Additionally, there is a clear focus on the adoption and use of
machine learning and deep learning methods. Education is revealed as one of the main
domains in which their use is mostly examined due to their potential to offer immersive,
personalized, and interactive learning experiences. Studies have also focused on adopting
additional novel technologies and approaches including virtual agents and avatars, virtual
worlds, big data, internet of things, generative Al, blockchain, etc. Particular emphasis is
also placed on the design aspects of Al-enriched XR applications and on the importance
of human-computer interaction is highlighted. Finally, their role in the industrial sector
and security considerations are also increasingly being explored. The related outcomes are
further discussed and analyzed in the discussion section.

Moreover, the keywords were used to examine the thematic evolution of the topic
through the period of 2015-2024. Specifically, the following four time periods were spec-
ified: (i) 2015-2018, (ii) 2019-2020, (iii) 2021-2022, and (iv) 2023-2024. Given the limited
number of documents published during 2015-2018, the specific time period was not di-
vided any further. Based on the outcomes presented in Figure 8, the following themes
arose: (i) “augmented reality” and “virtual reality” (2015-2018), (ii) “artificial intelligence”,

77

“design”, “visualization”, “learning systems”, “robotics” (2019-2020), (iii) “virtual reality”,

7 7

“machine learning”, “systems”,

”oou 77 /AT

algorithm”, “augmented reality”, “simulation”, “immer-
sive”, “impact”, “internet of things”, “model”, “virtual worlds”, “surgery”, “real-world”,
“management”, “object detection”, “brain”, and “avatar” (2021-2022), and (iv) “virtual

7i 77 /e Vi

reality”, “surgery”, “artificial intelligence”, “impact”, “education”, “big data”, “user in-

/A a7 7 7

terface”, “recognition”, “management”, “e-commerce”, “challenges”, and “performance”
(2023-2024). According to the thematic evolution of the topic, the gradual increase in the
variety of topics explored can be observed. This fact highlights the wide applicability and
potential of using AI within VR and AR environments across different domains and use
cases. These outcomes become more evident when considering the trend topics that arose,
which can be seen in Figure 9. Specifically, the initial emphasis on machine learning, deep
learning, and neural networks has shifted toward a focus on the technologies of AR and
VR. Once again, the ability of this combination to be integrated into various domains and
transform them is observed with the focus being on education and training, Industry 4.0,
and smart cities. However, over the last years (2022-2024), an increasing interest in explor-
ing the field of Al and capitalizing on the use of generative Al within XR environments
is observed. Finally, emphasis is also put on further exploring the adoption and use of
the metaverse.
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Figure 8. Thematic evolution of the topic.

97



Future Internet 2025, 17, 58

Term

Trend Topics

metaverse - )

generative artificial intelligence - o

education - ®

artificial intelligence - e

virtual reality -

augmented reality - .

simulations - @

training - @

industry 4 - (]

neural networks - @

smart cities - (2

2018
20207
2022
20247

Year

Figure 9. Trend topics based on keywords plus.

Finally, the keywords were used to examine the thematic map of the topic and cluster
the documents to identify potential areas for future research. Specifically, the thematic
map of the topic focuses on identifying the main themes presented within the document
collection and divides the themes into Niche, Motor, Basic, and Emerging or Declining
themes. Based on the data presented in Figure 10, the following five themes arose: (i) the
Niche theme was related to “education” and “training”, (ii) the Motor theme was related to

”oou

the “metaverse”, “digital twins”, “blockchain”, and “virtual avatars”, (iii) the Basic themes
were related to (a) “human-computer interaction” and (b) “artificial intelligence”, “extended
reality technologies” (AR, VR, and MR), “machine learning”, and “deep learning”, and
(iv) the Emerging or Declining theme was related to “generative artificial intelligence”.
These outcomes are in line with the aforementioned results. When clustering the documents
based on the keywords used, a total of five clusters emerged all with high impact and
centrality. The first cluster was related to: “virtual environments” and “machine learning”
approaches (e.g., adversarial machine learning, contrastive learning, federated learning,

/a7 i

etc.). The second cluster was related to “augmented reality”, “mixed reality”, “deep
learning”, “machine learning”, and “human-computer interaction”. These outcomes further
highlight the importance of machine learning and deep learning in the realization of Al
within XR environments and in achieving high and effective human-computer interaction.
The third cluster was associated with “augmented reality”, “virtual reality”, “mixed reality”,
“artificial intelligence”, and “machine learning”; thus, highlighting their inter-relationship.

v /i

The fourth cluster was related to “virtual reality”, “metaverse”, “artificial intelligence”,
“e-learning”, and “students”; thus, highlighting the focus on the educational domain and
the potential benefits that this combination can yield. The fifth cluster was related to
the “metaverse”, “machine learning”, “blockchain”, “non-fungible tokens”, and “artificial
general intelligence” which highlights the future trends in the field of virtual worlds and

virtual communities.
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Figure 10. Thematic map of the topic.

4. Discussion

Al as well as VR and AR are increasingly being used in different sectors, yielding
significant benefits and transforming them. XR technologies offer immersive, engaging, and
interactive experiences [47,69,70]. However, these experiences should be carefully designed
following appropriate guidelines and principles [71-76]. Studies have explored the use of
AR and VR in different domains and use cases while reporting positive outcomes [77,78].
Simultaneously, Al is rapidly advancing and it is being integrated into various domains
and aspects of everyday life [79,80]. Due to their nature and capabilities, these technologies
can complement and enrich each other both in terms of functionality and capabilities [32].

This study focused on examining the existing literature to identify the role and integra-
tion of Al within VR and AR environments. Specifically, the study analyzed 880 documents
relevant documents that were identified following the PRISMA guidelines. The related
data was analyzed using content analysis, bibliometric analysis, and scientific mapping
techniques. Additionally, the data is further explored through LDA as shown below. The
documents had a significantly high annual growth rate (91.29%) and an average document
age of 1.36 years highlighting the recency of the topic and the increased interest in further
advancing this field of study. Additionally, the documents examined were written by
2938 authors and published in 622 different sources during the time period 2015-2024.
Most documents were published as conference/proceedings papers, followed by journal
articles. Additionally, the documents on average had 4.1 co-authors and an international
co-authorship rate of 15.0%; thus, highlighting the multidisciplinary nature of the field and
the need for global collaboration to further advance it.

Furthermore, most documents were published in the last three years with 2024 being
the year with the most published documents, followed by 2023 and 2022. Based on the
number of published documents, the 10-year time period examined was divided into three
separate periods: 2015-2018: Initial conceptualization; 2019-2021: Materialization; and
2022-2024: Breakthrough. Additionally, the documents which received the highest mean
total citations were published in 2019, 2022, and 2021, although this outcome is expected
to change given the rapid development of the field and the increase in the number of
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new documents published. The sources in which the documents were published were
categorized into three clusters following Bradford’s law and also analyzed based on their
h-index. According to the related outcomes, the most relevant sources were identified.

Moreover, using Lotka’s law, the distribution of the written documents which the
authors have contributed to is presented. Despite the vast majority having participated in a
single document, there are authors who are actively pursuing this novel field of study and
it is expected that these outcomes will also change in the near future. The authors were
from 71 different countries across the globe and countries from different continents ranked
among the top in terms of scientific production in the field. Similarly, the author affiliations
were examined. The related outcomes highlighted the most productive and relevant
countries. The development of international collaborations, which were categorized into
six clusters, further highlight the diverse and complicated nature of the field and the need
to examine it from multiple perspectives and incorporate the insights of authors from
various backgrounds and expertise.

By examining both author’s keywords and keywords plus (indexed keywords) of
the documents, the thematic areas and main topics covered were examined. The results
revealed the close relationship of Al, AR, and VR with the field of education and health-
care and also highlighted their inter-relation and their close relationship with other novel
technologies. Particular emphasis was also put on human-computer interaction and the ap-
plication of machine learning and deep learning. To better comprehend these topics, LDA,
which is a probabilistic Bayesian model with a three-level hierarchical structure [63], was
also used to identify topics within the document collection based on the title and abstract
of the documents. Hence, using LDA, the following general topics and categories of inter-
est emerged: “Education/Learning/Training”, “Healthcare and Medicine”, “Generative
artificial intelligence/Large language models”, “Virtual worlds/Virtual avatars/Virtual
assistants”, “Human-computer interaction”, “Machine learning/Deep learning/Neural
networks”, “Communication networks”, “Industry”, “Manufacturing”, “E-commerce”,
“Entertainment”, “Smart cities”, and “New technologies” (e.g., digital twins, blockchain,
internet of things, etc.). These outcomes are in line with the results of the keywords and
trends analysis and further validate the topics/areas identified.

Furthermore, focusing on the total citations received within the document collection,
the top documents relevant to the topic that explore the use of Al along with VR and/or
AR were identified. The related outcomes are presented in Table 14 and are analyzed to
provide an overview of the most impactful studies that currently guide this field of study.

Table 14. Documents with the highest number of citations.

Document DOI Total Total Citations Normalized Total
Citations per Year Citations
[81] 10.1016/j.caeai.2022.100082 400 133.33 2417
[82] 10.1038/s41467-021-25637-w 262 65.5 16.13
[83] 10.1002/ aisy.202100228 173 57.67 10.46
[84] 10.1109/0]JCS.2022.3188249 166 55.33 10.03
[85] 10.1016/j.engappai.2022.105581 164 82 31.03
[86] 10.1038/541591-019-0539-7 150 25 8.04
[87] 10.23919/ICACT53585.2022.9728808 130 43.33 7.86
[88] 10.1016/j.jsurg.2019.05.015 115 19.17 6.17
[89] 10.1080/00207543.2020.1859636 105 26.25 6.46
[90] 10.23919/jcin.2022.9815195 97 32.33 5.86
[91] 10.1007 /978-3-319-93843-1_12 97 13.71 11.05
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Hwan and Chien [81] explored the metaverse through the lenses of Al Their study
went over the potential research issues, role, and definition of the metaverse and the role of
Al within the metaverse. The study highlighted the potentials of the Al-enriched metaverse
to support and improve the educational process. Additionally, it offered future research
topics and directions and commented upon the wider use of the metaverse in the near
future. Wen et al. [82] focused on VR space and the use of Al to improve sign language
recognition to enable bidirectional communication using haptic devices. In their study, they
used a deep learning model for the recognition and translation of the sign language. Their
outcomes revealed the significant benefits that can be yielded when integrating Al within
VR environments to improve everyday life and communication. Zhang et al. [83] focused
on the transition from AR and VR to the realization of digital twins using Al sensing
technologies in the context of the internet of things. The study commented upon the role
of AR, VR, and digital twins and highlighted the ability of using Al to design effective
intelligent sensor systems. Finally, they pointed out the ability of Al to optimize processes
and improve automation and of the metaverse and digital twins to bring about new
opportunities for achieving a smarter future and commented on the existing challenges.

In another study, Yang et al. [84] examined the combination of Al and blockchain with
the metaverse. The study focused on the unique characteristics and aspects of the metaverse
and how they can be enhanced by using Al The study also went over the use of blockchain
and its applicability within the metaverse. Moreover, it presented key challenges and open
issues related to digital economies, technological limitations, governance, regulations, as
well as security and privacy. Finally, the study highlighted the important role that both
Al and blockchain will play in the creation of an ever-expanding metaverse. Huynh-The
et al. [85] carried out an in-depth survey regarding the use of Al within the metaverse. The
study went over the categorization of the different Al types, its role in the metaverse, as
well as the technical aspects in which its integration can aid with, such as natural language
processing, computer vision, blockchain, digital twins, neural interfaces, and networking.
Additionally, it explored various application domains, such as healthcare, manufacturing,
smart cities, and gaming while also commenting on its potential use in e-commerce, real
estate, and decentralized finance.

Chen et al. [86] explored the integration of Al within AR microscopes for cancer
diagnosis. The study focused on presenting the proposed platform which capitalizes on
AR for effective representation and interactivity and on Al for identification. Overall, the
study highlights the potential that the combination of these technologies can yield in the
field of healthcare. Mozumder et al. [87] provided an overview regarding the future trends
of the metaverse focusing on Al, internet of things, and blockchain. Their work focused on
the medical domain and commented upon the virtual environments and worlds that can be
created within the metaverse. Additionally, the study highlighted the technologies which
the metaverse uses and explored Al use cases within the metaverse as well as the use of
the metaverse in healthcare. Winkler-Schwartz et al. [88] focused on VR simulations in the
context of assessing surgical expertise. Their approach emphasized machine learning and
the role of Al in medical education. Specifically, they looked into how machine learning
can be used in the context of VR simulations to evaluate users’ performances. The study
also provides a general framework to effectively report and analyze studies that focus on
machine learning and VR surgical simulations.

Sahu et al. [89] carried out a review regarding the use of Al within AR applications
targeted at manufacturing. The study highlighted the benefits that AR can bring about and
how AI can be used to further enrich AR applications. Specifically, the study focused on
identifying the main concepts and the limitations of the existing methods and explored
various Al-based approaches that could help address these challenges. The study also
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commented upon the benefits of Al in manufacturing and within AR-based applications.
Chang et al. [90] explored 6G-enabled edge Al for the metaverse. Specifically, the study
presented the main aspects of the metaverse and focused on the existing challenges that it
faced. Additionally, the study looked into the limitations specified in the existing literature
and provided future research directions. Holstein et al. [91] examined a mixed reality
teacher awareness tool in the context of Al-enhanced classrooms. Specifically, the study
focused on intelligent tutoring systems and advanced analytics which were displayed
in an MR headset. Their study revealed that the use of MR-based teacher analytics can
help address the learning outcome gaps observed among students of different levels of
knowledge and skills. Finally, the outcomes of the study highlighted the benefits that the
Al systems can bring in education and the potential that the combination of integrating
human and machine intelligence can have in supporting students’ learning.

The outcomes of the aforementioned studies reveal the potentials of integrating Al
within AR and VR environments as well as the metaverse across different contexts. More-
over, they highlight the need to integrate and combine new technologies to meet the
emerging requirements. Based on the scope of the studies, it can be inferred that emphasis
is being placed on the role of Al within the metaverse as well as within XR environments
in the education and healthcare domains. The sections and topics covered in the aforemen-
tioned studies are in line with the topics and areas identified within this study. Additionally,
the gradual evolution and shift of focus is also in line with the thematic evolution presented
in this study. Hence, the results of this study further validate those of the previous literature
regarding the potentials of combining Al with XR technologies and the metaverse and
highlights its ability to be effectively integrated into different domains.

However, it should be noted that there are several open challenges and barriers that
need to be addressed before these technologies are more widely adopted and applied.
These barriers involve privacy and security issues, ethical concerns, technical and compu-
tational limitations, algorithmic bias considerations, software and hardware limitations,
sustainability and interoperability considerations, as well as development and adoption
hurdles [41,92-95]. As these challenges exist for Al, the metaverse, and XR technolo-
gies, emphasis should be placed on exploring them through the lenses of each individual
technology as well as of their combined use.

5. Conclusions

XR technologies are rapidly advancing and being integrated into various domains.
Specifically, the adoption and use of AR and VR have brought about several benefits and
new opportunities to different sectors including education, healthcare, industry, etc. Si-
multaneously, due to the recent advances, Al is also gaining ground and being integrated
into several domains reinforcing them and enriching them. These technologies can be
combined to yield even greater outcomes; hence, the research into this topic is rapidly
increasing. This study aimed to provide an overview through the examination, analy-
sis, and mapping of the existing literature regarding the use of Al within AR, VR, and
the metaverse.

To provide a thorough overview, the study followed the PRISMA guidelines and
used different analysis methods and tools. Specifically, the study focused on carrying out
a bibliometric analysis, scientific mapping, content analysis, and topic modeling of the
related literature. In total, the study examined 880 documents which were identified from
Scopus and Web of Science and were published during 2015-2024. The study examined the
main characteristics of the document collection and focused on identifying emerging and
trend topics and areas of focus.

102



Future Internet 2025, 17, 58

References

The results of this study highlighted the potential that the integration of Al into
AR, VR, and the metaverse can yield. Additionally, it revealed its wide applicability and
capabilities of being effectively integrated into various domains. The study also con-
firmed the significance and novelty of the topic which showcases a significantly high
growth rate (91.29%). Additionally, the study revealed the main research areas and di-
rections and highlighted the following topics as the ones being more actively researched:
“Education/Learning/Training”, “Healthcare and Medicine”, “Generative artificial in-
telligence/Large language models”, “Virtual worlds/Virtual avatars/ Virtual assistants”,
“Human-computer interaction”, “Machine learning/Deep learning/Neural networks”,
“Communication networks”, “Industry”, “Manufacturing”, “E-commerce”, “Entertain-
ment”, “Smart cities”, and “New technologies” (e.g., digital twins, blockchain, internet of
things, etc.).

However, the study has some limitations. Specifically, the documents identified
were retrieved from two databases and only English documents were examined. Since
the goal of this study was to provide a general overview of the field, a more in-depth
content analysis targeted to a specific domain was not carried out. As a result, there is a
clear need for future studies to further analyze the integration of Al, VR, and AR across
different settings through systematic literature reviews and case studies. Additionally,
effective frameworks, standards, and guidelines on how to develop relative solutions and
integrate them should be created. Emphasis should also be placed on examining and
addressing the challenges and barriers associated with the effective integration of AI within
XR environments, such as technical, hardware, and software limitations, algorithmic bias
considerations, security and privacy issues, ethical concerns, as well as development and
adoption hurdles. There is also a need to create valid evaluation metrics to assess its
effectiveness. Future studies should also examine security, privacy, and ethical aspects
associated with the use of Al, XR technologies, and the metaverse. Finally, it is important
to explore users’ involvement, interactions, communications, perspectives, behaviors, and
emotions while they are engaged within Al-enabled AR and VR environments as well as
within the metaverse.
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Abstract: Recent studies have demonstrated the value that the Internet and web applications bring
to businesses. Among other tools are those that enable the analysis and monitoring of searches, such
as Google Trends, which is currently used by the fashion industry to guide experiential practices in
a context of augmented reality and/or virtual reality, and even to predict purchasing behaviours
through the metaverse. Data from this tool provide insight into fashion consumer search patterns.
Understanding and managing this digital tool is an essential factor in rethinking businesses” mar-
keting strategies. The aim of this study is to analyse online user search behaviour by analysing
and monitoring the terms “metaverse” and “fashion” on Google Trends. A quantitative descriptive
cross-sectional method was employed. The results show that there is growing consumer interest in
both concepts on the Internet, despite the lack of homogeneity in the behaviour of the five Google
search tools.

Keywords: Google Trends; metaverse; fashion; marketing; SEO

1. Introduction

One area the fashion industry is exploring in order to drive its renewal and attract
consumers is the metaverse. For the fashion industry, this new digital world offers the
possibility to generate community and create brand experiences [1].

Fashion is being integrated into the metaverse in various ways: from videogames
that allow players to purchase outfits for an avatar in order to customize it, through to
applications with built-in augmented reality that makes it easier to visualize a product, and
even non-fungible tokens or NFTs, digital assets that represent real-world objects such as
art, music, game pieces, etc. They are bought and sold online, often with cryptocurrencies,
and represent an interesting opportunity for the industry to increase its revenues [2].

The search for information carried out by consumers online through the new em-
powerment offered by the Internet and its relationship with purchasing and consumption
behaviour is currently attracting significant attention. One of the topics that is currently
receiving most attention from marketing specialists is the search for information online
carried out by users using the terms “fashion” and “metaverse” [3], as well as its relation-
ship with the purchasing and consumption behaviour of this product category. Here, we
investigate whether search analysis and monitoring tools such as Google Trends make
it possible to understand or anticipate consumer behaviour to guide digital marketing
practices [4]. In this study, we aim to address three research questions: RQ1—Where are
the users who most frequently use the terms “metaverse” and “fashion” in their Internet
searches located? RQ2—What other words are associated with the terms “metaverse” and
“fashion” in Internet searches? RQ3—Are there significant differences in search keywords
between the different Google corporate communication platforms?

Google Trends is an application that provides information on Internet search trends
based on keywords without specifically indicating social content. It enables the evolution
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of searches over a certain period (from 2004 to the present) to be graphically visualised
and can, among other procedures, analyse social behaviours or possible seasonality. Other
applications such as Ubersuggest, Keywordini, Google Keyword Tool, and Follow the
Hashtag also provide information on Internet search trends [5].

In this study, we ask whether Google Trends could be useful for companies in the
fashion sector to guide their digital marketing practices and even predict consumer be-
haviour using keywords such as “metaverse” and “fashion”. The metaverse is a place
where predominantly young fashion consumers lead lives online, with avatars that can
move, talk, and be customised to be seen anywhere [6,7].

This study contributes to scientific progress by being one of the first studies to monitor
the absolute values of keyword searches, thus constituting a valuable asset for the analysis
of consumer search behaviour [8].

Our findings also provide a guideline for the development of efficient and effective
digital marketing. Based on the results, we provide recommendations for companies in the
fashion sector on how to improve the use of keywords to obtain better SEO (Search Engine
Optimisation) positioning. Companies in turn can benefit from a deeper understanding
of user behaviour on online search engines in exceptional periods such as that resulting
from the emergence of the metaverse, which represents a fundamental change in the way
consumers, brands and businesses will carry out transactions and interact in a seamlessly
interconnected space of virtual realities [9].

Despite these previous studies linking Internet search activity and consumption, it
is important to realize that consumer behaviour is always complex. This leads us to ask
several research questions:

e  Where are the users who most frequently use the terms “metaverse” and “fashion” in
their Internet searches located?

e  What other words are associated with the terms “metaverse” and “fashion” in Internet
searches?

e  Are there significant differences in search keywords between the different Google
corporate communication platforms?

While the idea of the metaverse has been explored for decades in science fiction and
videogames, only in recent years has it gained greater attention and popularity in the
fashion industry [10]. In 2022, several fashion brands used the metaverse in their digital
marketing campaigns. Therefore, we chose this period as the subject of our fieldwork. It
is expected that in the coming years, the technology and infrastructure necessary for the
creation of metaverses will continue to advance, and it will be of interest to analyse them
in greater depth.

2. Unlocking Consumer Insights: Maximizing Google Trends for SEO Strategy
Enhancement

Google is the most powerful and well-known search engine in the world. As of
January 2024, Google represented 82% of the market share of leading desktop search
engines worldwide, followed by Bing with a 10% share [11]. It publishes buzzword
statistics on a separate website called Google Trends, which displays the popularity of
specific terms, topics, or keywords by geographical location, time range, categories, and
type of web search.

Google Trends searches use only a sample of Google searches due to the large volume
of data handled by the platform. Through data sampling, a representative dataset of all
Google searches is analysed. To achieve this, the platform normalizes the search data to
facilitate comparisons between terms. Following the time and location of the queries, the
search results are normalised through two processes: (1) each data point is divided by the
total searches for the geographic region and the time interval it represents to compare its
relative popularity (this is carried out to prevent locations with the highest search volume
from appearing in the top rankings) and (2) the resulting numbers are scaled to a range of
0 to 100 based on the proportion of a topic to the total number of searches on all topics. In
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this respect, it should be noted that regions that register the same search interest for a term
do not always have the same total search volumes.

Google Trends is a Google tool that allows the visualisation of consumer search
attitudes of any word or term over time in such a way that the relative value of the volume
of searches carried out can be observed. With this tool, it is possible to segment results
by geographical level (by country, region, or city), by time (the last hour, the last 7 days,
the last 5 years, etc.), by categories (hobbies and free time, shopping, sports, etc.), and by
web search (images, news, Google Shopping, and YouTube). It also allows researchers to
compare trends of up to five other words at the same time.

Users can download these data directly from the website or obtain a comparative
analysis through graphs, figures and tables on specific words or terms [12]. Dergiades
et al. [13] state that this “web-related data” can influence business activities and predict
possible trends in the market and industry.

In the context of marketing and in relation to consumer behaviour, researchers use
Google Trends data to understand consumers’ interest in products, brands, and industry
trends. In this regard, Silva et al. [14] state that Google Trends can be considered an
indicator of consumer fashion behaviour, with specific examples of brands that could use
this tool to improve decision-making, while other authors have shown that it can be used
to understand the market performance of new products [15]. Along these lines, Karamitros
Dimitrios and Fouskas [16] state that Google Trends can be used to recognize the impact of
a company’s brand and customer demand based on empirical research.

Choi and Varian [17] demonstrate through statistical methods (autoregressive models)
that Google Trends can predict the present (short-term) events of economic variables such
as consumer confidence. These figures are usually officially published several days after
the end of each month, so Google Trends can predict them a month in advance and long
before the official report comes out.

3. SEO Strategies

The Google Trends tool is very useful for boosting an SEO (Search Engine Optimi-
sation) strategy directly linked to the search activity of consumers. For Orense Fuentes
and Rojas Orduiia [18], SEO as a discipline is the process by which a web page obtains
and maintains notable positions in search engine results pages (SERPs), also called organic
results (deriving from a large organic database) or algorithmic (depending on an algorithm
for their ordering).

Mauresmo and Petrova [19] offer a guide to help entrepreneurs position their website
(SEO strategies) so that they appear among the top search results. To do this, they suggest
using keyword monitoring and analysis tools such as Google in order to understand what
consumers are searching for on the Internet. This forms the starting point for optimizing
domain names on web pages, configuring words for web pages (home page, page sections,
and blogs) and also developing other marketing aspects such as blog comments or forum
posts, among other things [20].

4. Exploring the Intersection of Metaverse and Fashion: Understanding the Fashion
Consumer in the Metaverse

The concept of metaverse has been growing steadily for some years. Many fashion
brands are now taking positions in this virtual world. But what exactly are they looking for?
The metaverse (also referred to by the generic term meta) is presented as Web 3, immersive
and sensory, revolutionising human interaction. It is a challenging project, but today the
existing metaverse only has a few million users, 935 million in 2024 [21]. We are still far
from the 5 billion or so Internet users. Futurologists propose a vision for 2030 or 2040 [22],
but today, fashion brands are already taking positions in the existing metaverse.

The fashion industry is undergoing a historic metamorphosis, driven by a synergy
between emerging technologies and the latest innovations of the 6G era. The emergence
of blockchain and non-fungible tokens (NFTs) marks a milestone, while disruptive tech-
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nologies such as artificial technology (AI) and machine learning (ML) are redefining the
standards of creativity and efficiency. Virtual reality (VR) and augmented reality (AR) are
intertwined with the metaverse, a space where the boundaries between the real and the
virtual are blurred, giving rise to fully immersive shopping and design experiences [7].

However, the coming era of 6G connectivity promises to drive this revolution.
A comprehensive study of its architecture, applications, technologies, and challenges
reveals new opportunities for the fashion industry. From ultra-fast connectivity to the
integration of smart sensors into garments and accessories, the 6G era offers unprecedented
potential for personalisation and real-time interaction.

With the capacity to transmit data at astonishing speeds and ultra-low latency, the
6G era paves the way for truly immersive shopping experiences in which consumers
can interact with products in 3D and receive personalised recommendations in real time.
Moreover, the integration of extended reality (XR) technologies into the metaverse promises
to take the shopping experience to new levels, allowing users to virtually explore shops
and fashion shows from the comfort of their homes.

As the fashion industry adapts to these cutting-edge innovations, a new era of creativ-
ity and collaboration is emerging. Designers can take full advantage of Al- and ML-assisted
design tools to create unique, sustainable collections, while consumers enjoy a more per-
sonalised and immersive shopping experience than ever before [23].

The metaverse is a three-dimensional virtual world inhabited by avatars of real people.
The term was coined by Neal Stephenson in his novel Snow Crash (1992), in which avatars
of real people inhabited a three-dimensional (3D) virtual world. In 2021, it became one
of the most popular technology terms. Indeed, a Google Trends search shows that the
word “metaverse” has been actively searched for since early 2021, beginning when Roblox
went public on March 10, and subsequently when Nvidia CEO Jensen Huang stated that
the company’s next step was to create a metaverse [24] and when Facebook CEO Mark
Zuckerberg announced his decision to change the company’s name to Meta [25].

While the meanings that potential stakeholders ascribe to metaverses may differ,
certain commonalities are indisputable. Metaverses universally comprise the following
four commonalities: (a) a shared social space with avatars to represent users; (b) a world
for avatars to inhabit and interact; (c) a space that allows users to own virtual goods as they
would physical goods; and (d) a space that allows users to create their virtual property [7].

The idea of the metaverse extends an already existing concept: that of Second Life,
a cross-platform online community created in 2003 in which users create avatars and essen-
tially lead a “second life” instead of their main life in the real world [26]. Unsurprisingly,
user interest in Second Life waned over time and many other metaverses currently exist
or are in development. Facebook’s official name change to Meta in 2021 signalled its
commitment to creating a new and potentially dominant metaverse [7].

With the metaverse as a new social platform, both academics and the fashion indus-
try are asking how these new technologies can reshape brands, reinvent the consumer
experience, and alter consumer behaviour [7].

In this digital world, forward-thinking fashion brands are increasing digital product
lines for this social space: a place where predominantly young consumers lead lives online
with avatars that can move, talk, and customize themselves to look the way their creators
want. They can own property, wear clothes, and engage in animated activities. NFTs can
serve as a decentralised approach to track and establish ownership of virtual goods as they
traverse metaverses owned by different corporations [27].

Recent events such as Metaverse Fashion Week (MVFW) have shown that digital
fashion is real and is attracting interest from global brands and fashionistas around the
world. Forever 21, for example, introduced the collection of wearables created specifically
for the metaverse. For his part, Philipp Plein founded the Museum of NFT Arts, which is
open to all users, and launched his first collection for the metaverse with a special catwalk
fashion show in collaboration with 3D artist Antoni Tudisco.
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For their part, H&M, Gucci, and Ralph Lauren are opening new virtual stores to sell
their digital clothing and offer their consumers an immersive shopping experience. Other
brands have partnered with gaming platforms, such as Roblox and Fortnite, to launch
their digital products. Balenciaga, for example, partnered with Fortnite to give players
the ability to purchase branded clothing for their avatars, helping to increase interest in
Balenciaga [28].

These global companies are increasingly implementing Al in the design of interactions
between their brands and consumers. Many of them are also incorporating NFTs to certify
the authenticity of digital images available for purchase [7].

5. The Fashion Consumer in the Metaverse

Currently, the fashion industry is experiencing an inflection point as its core customers
shift from millennials to generation Z [29]. By 2025, this generation will account for
approximately half of all global sales of personal luxury goods [30]. Individuals born
between 1994 and 2010 are the first digital natives, since they have been adopting any
technology that facilitates and improves their daily lives from an early age [2]. This is
a generation that dominates, by 60%, the metaverse, mainly through video games and
applications such as Roblox, Zepeto, or Fortnite [31].

Thanks to hyper-connectivity across devices and platforms, members of this generation
communicate effectively on a wide range of issues that, in turn, shape consumer preferences,
based primarily on customer experience. Interaction, transparency, and social responsibility
are inseparably linked to the way they consume [32].

This generation exhibits particularly unique purchasing and consumption behaviours [33].
Previous studies have shown the influence of the fashion sector’s communication strategies
on social networks such as Instagram on their purchasing decisions by generating positive
emotions, especially among their female audiences [34].

Other studies have focused on the importance of sustainable initiatives and corporate
social responsibility (CSR) strategies in the purchasing decisions of luxury fashion brands
for generation Z, as a result of their growing environmental awareness [35,36]. The search
for uniqueness and differentiation, on the one hand, and the bandwagon effect, on the other,
seem to be the main motivations of generation Z when buying luxury fashion brands [37],
which is why this generation takes into account the recommendations of their circle of
friends or the influencers they follow [38].

6. Method

In order to identify the interests of consumers regarding the metaverse, this study
used a quantitative descriptive cross-sectional method based on external secondary sources
in which we analysed data trends to obtain a complete overview of the research.

For this, we used Google Trends to obtain the relative frequency of searches for words
related to the terms “metaverse” and “fashion” on the various Google platforms: the
web search engine, YouTube, Images, News and Shopping. The tool allowed us to obtain
information on the number of searches that have been carried out on the Google page
(https:/ /www.google.com) on these two terms.

To analyse whether or not all the analysed platforms behave in the same way when
searching for the terms “metaverse” and “fashion”, a Kruskal-Wallis test was carried out.
This non-parametric test is used to determine whether a dataset derives from the same
population or not. The sets analysed included Google, YouTube, Google Images, Google
News, and Google Shopping. The Kruskal-Wallis H test analysis confirms that Google’s
five communication platforms do not behave in the same way. The expected result was
that the consumer behaviours do not differ according to the platform used, implying that
marketers in fashion organisations should not necessarily plan different strategies for
each platform. Therefore, the hypothesis is that consumer interest does not seem to vary
depending on the content format (video, text, images).
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The study scope covers, as work units, the period between 1 January and 31 December
2022, in a global territorial context.

While the proposed method using secondary data and Google Trends provides valu-
able insights into consumer behaviour related to fashion and the metaverse, it is essential
to acknowledge certain limitations. Secondary data, by nature, may not capture real-time
or comprehensive consumer interactions, potentially leading to gaps in understanding
nuanced behaviours. Additionally, Google Trends data, while indicative of search interest,
may not directly reflect actual consumer behaviour or purchasing decisions. Factors such
as search volume fluctuations, algorithm changes, and user demographics can influence
the data interpretation. Therefore, while the analysis offers valuable trends and patterns, it
is important to interpret the findings with caution and consider the inherent limitations of
using secondary data sources.

7. Results
7.1. Analysis of Results in Google Trends

As described in Section 2, Google Trends explains, “the numbers reflect search interest
in relation to the maximum value of a graph in a given region and period. A value of
100 indicates the maximum popularity of a term, while 50 and 0 indicate that a term is
half as popular as the maximum value or that there was not enough data for the term,
respectively”. Research Question 1 (RQ1) seeks to identify the geographical locations of
users who extensively search for the terms “metaverse” and “fashion” on the Internet. The
popularity index for these search terms on Google in 2022 peaked in March, as shown in
Figure 1. Previous studies, such as Jun et al. [39], have validated the effectiveness of Google
Trends as a suitable tool for analysing user interests across diverse domains.

Figure 1. Interest in the concepts “metaverse” and “fashion” in the Google web search engine in 2022.
Source: Google Trends (2023).

In terms of location, interest was detected in 14 different regions, with Singapore
standing out above the rest. The other locations, in descending order of user interest were
Hong Kong, the United Kingdom, Italy, the Netherlands, Spain, France, Australia, the
United States, Canada, Germany, India, Argentina, and Brazil. Focusing on cities, London
and New York stand out significantly.

To go into greater detail, regarding Research Question 2 (RQ2), which referred to what
other words are associated with the terms “metaverse” and “fashion” in Internet searches,
we analysed related queries in order to examine the related topics users were interested
in. Thus, we observed that the leading web queries were mainly related to both concepts
separately. At the company level, only Gucci and Nike appeared, albeit with little relative
weight. Table 1 shows the score for each related query based on a relative scale in which
100 indicates the most frequent search query and a value of 50 indicates queries whose
search frequency is half the search frequency of the most popular query, and so on.

Finally, and in relation to the previous table, it should be noted that the three searches
that experienced the greatest increase in frequency compared to the previous year were
“fashion in the metaverse” (+140%), “decentraland” (110%) and “nft” (70%). As has been
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shown before, search statistics have a certain explanatory capacity for user’s interests [40].
In this way, it is possible to predict the growth of the phenomenon.

Next, our analysis proposed Research Question 3 (RQ3) to identify whether there
are significant differences in search keywords between the different Google corporate
communication platforms. Following the examination of the Google search engine, our
attention shifted to the second Google tool, YouTube. Figure 2 shows the popularity index
throughout 2022 of the search for both concepts at the same time on YouTube, reaching
its maximum in March, just as for the web search engine but following a more irregular
trend. Interaction with YouTube as a social space permits the detection of new interests in

a self-directed mode [41].

Table 1. Queries related to the concept “metaverse and fashion” in Google in 2022.

Related Queries

Relative Scale

fashion week metaverse 100
fashion in the metaverse 44
nft fashion 34
nft 34
nft metaverse 33
digital fashion 26
decentraland 25
what is metaverse 22
metaverse fashion show 22
virtual fashion 21
metaverse fashion week decentraland 19
decentraland fashion week 19
metaverse fashion brand 17
metaverse meaning 13
gucci metaverse 10
what is the metaverse 10
roblox 9
metaverse news 8
nike metaverse 7
business of fashion 7
web3 5
facebook metaverse 5
metaverse fashion council 4
metaverse fashion summit 4
dressx 3

Source: Google Trends (2023).
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Note

Jan 2,2022 May 29, 2022 Oct 23, 2022

Figure 2. Interest in the concepts “metaverse” and “fashion” on YouTube in 2022. Source: Google
Trends (2023).

In terms of location, interest was seen in eight different regions, with the United
Kingdom standing out above the rest. The other locations, in descending order of user
interest were Germany, Canada, Italy, Brazil, France, the United States. and India. Focusing
on cities, New York primarily stands out.

To go into greater detail, we analysed related queries in order to examine the related
topics users were interested in. Thus, the leading web queries were mainly related to the
organisation of events (Table 2).

Table 2. Queries related to the concept “metaverse and fashion” on YouTube in 2022.

Related Queries Relative Scale
metaverse fashion week 100
metaverse fashion show 50
metaverse fashion week 2022 20

Source: Google Trends (2023).

Finally, and in relation to the previous table, the search that experienced the greatest in-
crease in frequency compared to the previous year was “metaverse fashion week” (+550%).

Next, we focused our analysis on the third Google tool mentioned in the method,
Google Images. Figure 3 shows the popularity index throughout 2022 of the search for both
concepts at the same time in Images, reaching its maximum in May, and following a trend
more similar to YouTube than to the Google web search engine.

Jan 2, 2022 May 29, 2022 Oct 23, 2022

Figure 3. Interest in the concepts “metaverse” and “fashion” in Google Images in 2022. Source:
Google Trends (2023).

At the location level, interest was detected in 10 different regions, Hong Kong standing
out above the rest. The other locations, in descending order of user interest were the United
Kingdom, Italy, the Netherlands, France, India, Canada, Germany, Spain and the United
States. Focusing on cities, London and New York stand out, as for the web browser.

To go into greater detail, we analysed related queries in order to examine the related
topics users were interested in. Thus, it can be seen, as was the case for YouTube, that the
leading online queries were mainly related to the organisation of events (Table 3).
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Table 3. Queries related to the concept “metaverse and fashion” in Google Images in 2022.

Related Queries Relative Scale
Metaverse Fashion Week 100
Metaverse Fashion Show 61

Source: Google Trends (2023).

We next centred our analysis on the fourth Google tool mentioned in the method,
Google News. Figure 4 shows the popularity index throughout 2022 of the search for
both concepts at the same time in News, reaching its maximum in January. In this case,
though, the trend was distinct from those seen in the other selected tools since no searches
were carried out by users most of the time. Related to Google News, [39] point out that
the search results returned by Google News offers evidence of personalisation based on
browsing history. Therefore, this is a factor to consider when analysing user interests using

this Google tool.

Figure 4. Interest in the concepts “metaverse” and “fashion” in Google News in 2022. Source: Google
Trends (2023).

), 2022 May 29, 202

At the location level, interest was observed in three different regions, with Canada
standing out above the rest. The other locations, in descending order of user interest were
France and the United States. Focusing on cities, New York stands out, as it did with
the previous tools. Regarding related queries, the search did not yield enough data to
display results.

Finally, we analysed the fifth and last Google tool mentioned in the method, namely
Google Shopping. Figure 5 shows the popularity index throughout 2022 of the search
for both concepts at the same time in Shopping, reaching its maximum in November and
following a similar trend to Google News, since for much of time there were no searches
by users. Regarding digital markets, like Google Shopping, it is important to note that
they have several characteristics, the principal two being network effects and economies
of scale and scope with low marginal cost [42]. The first one means that the value of the
platform increases as the number of users grows. Therefore, and applied to the case of
Google Shopping and due to its growth in recent months, the information provided by the
tool has become increasingly valuable.
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Figure 5. Interest in the concepts “metaverse” and “fashion” in Google Shopping in 2022. Source:
Google Trends (2023).

For all other information, location, and related queries, the search did not yield enough
data to display results.

7.2. Kruskal-Wallis Test

In order to determine whether all the analysed platforms behaved in the same way or
not when searching for the terms “metaverse & fashion”, a Kruskal-Wallis test was carried
out. This non-parametric test is used to determine whether a set of data comes from the
same population. For this reason, and as shown in Table 4, the first step was to assign the
average range to each group, defined as:

Group 1: Google Search.
Group 2: YouTube.

Group 3: Google Images.
Group 4: Google News.
Group 5: Google Shopping.

Table 4. Mean ranges, Kruskal-Wallis test.

Vi N Mean Range
1 52 176.31
2 52 132.49
V2
3 52 147.78
4 52 97.39
5 52 98.53
Total 260

Source: Authors.

As the main result and following the data in Table 5, as the p-value (asymptotic
significance) is less than 0.05, the null hypothesis that the population medians are equal
is rejected. Therefore, we conclude that, with a significance level of 5%, the data differ
between the five corporate communication platforms. That is, the population medians are
not equal.

Table 5. Test statistics, Kruskal-Wallis test *.

V2
Kruskal-Wallis H 48.322
gl 4
Asymptotic sig. 0.000

* Grouping variable: V1. Source: Authors.
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The analysis carried out is based on a Kruskal-Wallis test. This is a non-parametric
statistical test used to determine whether there are significant differences between two or
more independent groups on a continuous or ordinal outcome variable [43]. It is often used
as an alternative to the one-way analysis of variance (ANOVA) test when the data do not
meet the assumptions of normality and equal variances.

The Kruskal-Wallis test ranks the data from all groups together, calculates the sum
of ranks for each group, and compares these sums to determine whether they differ
significantly [44]. The test is based on the null hypothesis that the medians of all groups
are equal.

To conduct the Kruskal-Wallis test, we carried out the following steps:

1. Rank the data from all groups together.
Calculate the sum of ranks for each group.
3. Calculate the test statistic, H, using the formula:

H=[(12/(n(n + 1))) x sum(Tj"2)] — 3(n + 1)

N

where Tj is the sum of ranks in group j and n is the total number of observations.
4. Calculate the degrees of freedom (df) using the formula:
df=k —1
where k is the number of groups.
5. Determine the p-value using the appropriate distribution table on the statistical software.

In our case, the p-value is less than the level of significance (e.g., 0.05), so we can
reject the null hypothesis and conclude that there are significant differences between the
analysed platforms.

As already indicated, and to conclude, the Kruskal-Wallis H test confirms that Google’s
five communication platforms do not behave in the same way. Google’s platforms exhibit
different search behaviours due to various factors. First, each platform is designed to meet
different search needs. For example, Google Search is designed to provide quick answers to
general questions and queries, while YouTube focuses on video results and Google Maps on
geographic information [45]. Moreover, the platforms also use different ranking algorithms
and metrics to rank and display search results. Each platform has its own set of ranking
factors, which can include relevance, authority, freshness, and geographic location [45].

On the other hand, each platform has different usage patterns and audiences. Users
may have different search intentions and expectations on each platform. For example,
a user searching for information on a topic on Google Search may have a different intention
than a user searching for the same thing on YouTube or Google News.

Finally, search behaviour can also be affected by personalisation. Google uses user
data, including location, search history, and user activity, to personalize search results. This
means that the search results may be different for different users [46].

As we have seen for the “metaverse” and “fashion” searches, Google’s platforms
exhibit different search behaviours due to a combination of factors, including user intent,
personalisation, differences in ranking algorithms, and the usage patterns and audiences of
each platform.

7.3. Words Related to the Terms “Metaverse & Fashion”

The results of the word cloud analysis related to the concepts “metaverse” and “fash-
ion” carried out using the five Google search tools and showing the results displayed and
expressing the frequency of appearance of the words extracted and derived from the word
analysis in a two-dimensional space in the form of a cloud for easy recognition, are shown
in Figure 6.
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Figure 6. Word cloud of the terms “metaverse & fashion” based on Google Trends related queries.

Source: Authors.

The results of the word cloud visualisation show the frequency of occurrence of the
word according to its size and location. As shown in the results of the frequency analysis,
the high frequency of “nft metaverse” is significant and locates it in the middle. It is
followed, in order of relevance, by words such as “digital fashion”, “nft fashion”, “what is
metaverse”, and “decentraland”.

These types of word cloud graphics make it easy for companies to recognize the most
relevant search terms, which can help them when creating marketing strategies connected
to the search topic. They help to understand the results of the study in a faster and more
intuitive way and encourage creativity.

Za7i

8. Conclusions and Discussion

Fashion brands seek to work on brand awareness and on/off-line cross-channel
options (coupons, dual sales) and provide value enhancement through a virtual offer.
Today, the main interest of fashion brands is to take positions in the emerging market that
new technologies allow, including the metaverse. It is worth noting that the metaverse is
still in its nascent stage and the extent to which fashion brands will be able to capitalize on
it remains to be seen [27,40].

The metaverse has the potential to change consumer behaviour in several ways. The
immersive and interactive nature of the metaverse can create new opportunities for fashion
brands to engage with customers and build relationships. It can also change how consumers
discover, learn about, and purchase products [24]. In the metaverse, consumers can interact
with digital products in a more realistic and engaging way, allowing them to obtain a better
sense of how a product will look and feel before they make a purchase. This can help to
reduce the risk of buyer’s remorse and increase customer satisfaction [23]. The metaverse
can also create new opportunities for social commerce in which consumers can discover
and purchase products through their social networks. Additionally, the metaverse can also
support new forms of commerce, such as virtual item trading and digital currency.

However, the metaverse can also have a negative impact on consumer behaviour.
The immersive nature of the metaverse can make it difficult for consumers to distinguish
between the virtual and real world, leading to addiction and escapism [35]. Additionally,
virtual environments can also facilitate the spread of misinformation and disinforma-
tion [47], and companies will have to address these issues. In RQ1, we analysed the
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location of users who most frequently use the terms “metaverse” and “fashion” in their
Internet searches.

Overall, the metaverse has the potential to change consumer behaviour in ways
that are both positive and negative. It is important for fashion brands and companies to
understand how the metaverse is likely to change consumer behaviour in order to create
effective strategies for engaging with customers in this new digital environment. This study
aims to provide a primary tool to fashion brands by analysing Internet search behaviour
for the terms “metaverse” and “fashion”.

Despite the growing number of studies that have emerged on tools that allow the
analysis and monitoring of searches, such as Google Trends, and that are currently used by
various organisations to guide digital marketing practices and even to predict purchasing
behaviour, this is, to our knowledge, one of the first studies to monitor absolute values
of keyword searches. As such, it constitutes a valuable asset for the analysis of consumer
search behaviour.

The literature review revealed the opportunities that new information and communi-
cation technologies offer marketing professionals to improve their strategies. Along this
line, the metaverse stands out as one of the tools already currently being used, with an
exponential growth trend in the short term. The present study therefore analysed interest
in this concept in the fashion sector. For this, the concepts of metaverse and fashion were
taken into account.

The data collected through Google Trends throughout 2022 worldwide allowed us to
conclude that there is growing consumer interest in both terms on the Internet, despite the
fact that the behaviour of the five Google search tools is nonhomogeneous.

Aligned with the results of other previous studies [14,39], we have shown that the
purpose of using Big Data is evolving from monitoring to predicting based on the possi-
bility of accurately forecasting using time series analysis models. In short, our findings
offer guidelines for the development of efficient and effective digital marketing, both for
operators in the fashion sector and those responsible for the development of new technolo-
gies in digital marketing. RQ2 examined what other words are associated with the terms
“metaverse” and “fashion” in Internet searches, as the complexity of defining concepts
pushes people to use different combinations of concepts to specify the meaning they want
to give to their searches.

To address RQ3, in order to determine whether all the analysed platforms behaved in the
same way or not when searching with the terms “metaverse & fashion”, a Kruskal-Wallis H
test was carried out and confirmed that Google’s five communication platforms do not behave
in the same way. Google’s platforms exhibit different search behaviours due to different
factors. Firstly, each platform is designed to meet different search needs. Secondly, each
platform has different usage patterns and audiences. Finally, search behaviour can also be
affected by personalisation.

The present study highlights the advantages of developing distinct strategies for
each of the five Google platforms analysed in terms of SEO. By tailoring strategies to
each platform, brands can potentially increase their popularity and click-through rates,
establishing a framework for more successful SEO strategies. Moreover, fashion brands
can elevate their digital marketing approaches by customizing content and campaigns
to align with the unique user behaviour on specific platforms such as Google, YouTube,
Google Images, Google News, and Google Shopping. Understanding the preferences and
characteristics of users on these platforms enables brands to create targeted and compelling
content that resonates with their audience. Through the analysis of platform-specific
trends, engagement metrics and user demographics, fashion brands can optimize their
marketing endeavours to enhance reach and impact. By integrating platform-specific
strategies that cater to the behaviour of users on each channel, brands can boost brand
visibility, engagement levels, and conversion rates in the digital landscape.

This research has a number of limitations that offer possibilities for future research.
Firstly, only the analysis and monitoring tool Google Trends was used. Therefore, to
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generalize and confirm the results obtained in this study, it could be replicated with
other applications such as Keywordini, Google Keyword Tool, or Follow the Hashtag [5].
Moreover, to broaden the research, other keywords could be included in the analysis.
Finally, it would be useful to study and compare user reaction to those keywords, including
industry-specific brands.

Author Contributions: Methodology, C.R.V,; Investigation, M.G.I. and J.L.D.O.A.; Resources, ].L.D.O.A.;
Writing—original draft, M.G.I. and ].L.D.O.A.; Writing—review & editing, C.R.V. All authors have read and
agreed to the published version of the manuscript.

Funding: This article is part of the project “Social Media and Entrepreneurship” (B02.0402-P2) financed
by the Chair of Entrepreneurship and Family Business UAO CEU (2021-2024).

Data Availability Statement: The data presented in this study are available in this article.

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Weiss, C. Fashion retailing in the metaverse. Fash. Style Popul. Cult. 2022, 9, 523-538. [CrossRef]

2. Gonzalez, P. Digital Fashion in the Metaverse; Politécnico de Milan: Milan, Italy, 2022. Available online: https:/ /bit.ly/gonzalez-
gucci (accessed on 28 May 2024).

3. Shin, J.Y;; Suk, J.; Chung, J.E. Consumer Responses to Fashion in the Metaverse: A Text-Mining Analysis on Online News
Comments. In Advances in Information and Communication: Proceedings of the 2023 Future of Information and Communication
Conference (FICC); Springer Nature Switzerland: Cham, Switzerland, 2023; Volume 1, pp. 12-24.

4.  Estrada, FA.P; von Wobeser, L. H. Google Trends y Ubersuggest como herramientas de analisis del com-portamiento del
consumidor. Estudio de caso de la microempresa Yaxkin, Canctin-México. RECAI Rev. Estud. Contaduria Adm. Inf. 2017, 6, 25-46.

5. Gutiérrez, ].J.P. Herramientas para el andlisis y monitoreo en Redes Sociales. Int. Rev. Inf. Ethics 2011, 16, 33—40. [CrossRef]

6. Garcia, C.C. Contemporary changes and challenges in the practice of trend forecasting. Int. J. Fash. Stud. 2023, 10, 75-98.
[CrossRef]

7. Joy, A,; Zhu, Y.; Pefia, C.; Brouard, M. Digital future of luxury brands: Metaverse, digital fashion, and non-fungible tokens.
Strateg. Chang. 2022, 31, 337-343. [CrossRef]

8.  Keywords Everywhere. Keyword Research on the Go. 2023. Available online: https://keywordseverywhere.com/ (accessed on
28 May 2024).

9. Barrera, K.G.; Shah, D. Marketing in the metaverse: Conceptual understanding, framework, and research agenda. J. Bus. Res.
2023, 155, 113420. [CrossRef]

10. Grillo, M. Moda e metaverso: Uno studio esporativo sulla prima metaverso fashion week. Int. Vis. Cult. Rev. 2022, 9, 1-10.
[CrossRef]

11.  Statista. Market Share of Leading Desktop Search Engines Worldwide from January 2015 to January 2024; Statista: Hamburg, Germany,
2024.

12. Rativa, A.S.; van Limpt, Z.; Kraaijeveld, S. Branding and Google Trends: Software companies’ names, the metaverse and virtual
reality. In Proceedings of the Finnish Academy of Marketing Annual Conference: FAMAC 2022, Helsinki, Finland, 2-3 May 2022.

13. Dergiades, T.; Mavragani, E.; Pan, B. Google Trends and Tourists” Arrivals: Emerging Biases and Proposed Corrections. Tour.
Manag. 2018, 66, 108-120. [CrossRef]

14. Silva, E.; Madsen, D.J. Google Trends. In Encyclopedia of Tourism Management and Marketing; Buhalis, D., Ed.; Edward Elgar:
Northampton, MA, USA, 2022.

15.  Chumnumpan, P; Shi, X. Understanding new products’ market performance using Google Trends. Australas. Mark. |. (AM]) 2019,
27,91-103. [CrossRef]

16. Karamitros Dimitrios, T.O.; Fouskas, K. A study of digital customer journey through google trends. In Proceedings of the Xiv
Balkan Conference on Operational Research—Virtual Balcor 2020, Thessaloniki, Greece, 30 September—3 October 2020.

17.  Choi, H,; Varian, H. Predicting the Present with Google Trends. Econ. Rec. 2012, 88, 2-9. [CrossRef]

18. Orense Fuentes, M.; Rojas Orduiia, O.I. SEO Como Triunfar en Buscadores; ESIC: New Delhi, India, 2010.

19. Mauresmo, K; Petrova, A. SEO for WordPress, How I Hit Page; Read2Learn: Beverly Hills, CA, USA, 2016; Volume 1.

20. Brydges, T.; Hracs, B.J.; Lavanga, M. Evolution versus entrenchment: Debating the impact of digitization, de-mocratization and
diffusion in the global fashion industry. Int. J. Fash. Stud. 2018, 5, 365-372. [CrossRef] [PubMed]

21. Statista. Niimero de Usuarios del Metaverso a Nivel Mundial Entre 2022 y 2030; Statista: Hamburg, Germany, 2024.

22.  Anderson, J.; Rainie, L. The Metaverse in 2040; Pew Research Center: Washington, DC, USA, 2022. Available online: https://www.
pewresearch.org/internet/2022/06/30/ the-metaverse-in-2040/ (accessed on 28 May 2024).

23. Zarantonello, L.; Schmitt, B.H. Experiential AR/VR: A consumer and service framework and research agenda. J. Serv. Manag.

2022, 34, 34-55. [CrossRef]

121



Future Internet 2024, 16, 199

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

Shapiro, E.; Artificial Intelligence Will Change World, Says Nvidia CEO. Time. 2021. Available online: https://time.com /595541
2/ artificial-intelligence-nvidia-jensen-huang/ (accessed on 28 May 2024).

Bosworth, A.; Clegg, N. Building the Metaverse Responsibly; Meta: Menlo Park, CA, USA, 2021.

Tidy, J. Zuckerberg’s Metaverse: Lessons from Second Life. BBC News, 13 November 2021; 5.

Orland, K. So What Is the “Metaverse” Exactly? 2021. Available online: https:/ /arstechnica.com/gaming/2021/11/everyone-
pitching-the-metaverse-has-a-different-idea-of-what-it-is/ (accessed on 28 May 2024).

McDowell, M.; Meta’s New Digital Fashion Marketplace Will Sell PRADA, Balenciaga and Thom Browne. Vogue Business. 2022.
Available online: https://cutt.ly /PLCSIIQ (accessed on 28 May 2024).

Wang, W. How Has the Fashion Industry Reacted to Gen z’s Completely Different Consumption Concepts and Shopping Habits?
Acad. . Humanit. Soc. Sci. 2021, 4, 72-80. [CrossRef]

Salpini, C.; Millennials, Gen Z to Account for 45% of Luxury Market. Retail Drive. 2017. Available online: https:/ /bit.ly /salpini-
gucci (accessed on 28 May 2024).

Colomo, A. Gen Z and the Metaverse: Key Insights; Inlea: Barcelona, Spain, 2022. Available online: https:/ /bit.ly /colomo-gucci
(accessed on 28 May 2024).

Kocai, E.; Smaliukiene, R.; Tamuleviciute, A. Generation Z and Consumption: How communication environment shapes youth
choices. Media Stud. 2020, 11, 24-45.

Jain, V.; Takayanagi, M.; Malthouse, E.C. Effects of show windows on female consumers’ shopping behaviour. J. Consum. Mark.
2014, 31, 380-390. [CrossRef]

Djafarova, E.; Bowes, T. Instagram made Me buy it: Generation Z impulse purchases in fashion industry. J. Retail. Consum. Serv.
2021, 59, 102345. [CrossRef]

McCormick, H.; Ram, P. Take a Stand: The Importance of Social Sustainability and Its Effect on Generation Z Consumption of
Luxury Fashion Brands. In Sustainable Luxury; Palgrave Advances in Luxury; Henninger, C.E., Athwal, N.K., Eds.; Palgrave
Macmillan Cham: Cham, Switzerland, 2022.

Youn, S.-Y.; Cho, E. CSR ads matter to luxury fashion brands: A construal level approach to understand Gen Z consumers’ eWOM
on social media. J. Fash. Mark. Manag. Int. ]. 2021, 26, 516-533. [CrossRef]

Cho, E.; Kim-Vick, J.; Yu, U.-J. Unveiling motivation for luxury fashion purchase among Gen Z consumers: Need for uniqueness
versus bandwagon effect. Int. . Fash. Des. Technol. Educ. 2022, 15, 24-34. [CrossRef]

The Center for Generational Kinetics. Generation Z Research State of Gen Z. Consumers. 2020. Available online: https:/ /bit.ly/tcgk-
gucci (accessed on 28 May 2024).

Jun, S.; Hyoung, S.; San, C. Ten years of research change using Google Trends: From the perspective of big data utilizations and
applications. Technol. Forecast. Soc. Change 2018, 130, 69-87. [CrossRef]

Gomes, M.A.; Marques, S.; Dias, A. The impact of digital influencers’ characteristics on purchase intention of fashion products.
J. Glob. Fash. Mark. 2022, 13, 187-204. [CrossRef]

Dubovi, L; Tabak, I. An empirical analysis of knowledge co-construction in YouTube comments. Comput. Educ. 2020, 156, 103939.
[CrossRef]

Alves, M.P. An Overview of Google Shopping Case in Brazil and Europe Union; UNIGOU Remote, Czech-Brazilian Academic Program;
INCBAC: Prague, Czech Republic, 2022.

Carrasco, J.; Garcia, S.; Rueda, M.; Das, S.; Herrera, F. Recent trends in the use of statistical tests for comparing swarm and
evolutionary computing algorithms: Practical guidelines and a critical review. Swarm Evol. Comput. 2020, 54, 100665. [CrossRef]
Edelman, B.; Lai, Z. Design of Search Engine Services: Channel Interdependence in Search Engine Results. J. Mark. Res. 2016, 53,
881-900. [CrossRef]

Erdmann, A.; Arilla, R.; Ponzoa, ].M. Search engine optimization: The long-term strategy of keyword choice. J. Bus. Res. 2022,
144, 650-662. [CrossRef]

Rangaswamy, A.; Giles, C.L.; Seres, S. A Strategic Perspective on Search Engines: Thought Candies for Practitioners and
Researchers. |. Interact. Mark. 2009, 23, 49-60. [CrossRef]

Chen-Yu, ].H.; Kincade, D.H.; Rhee, Y. Effects of consumer characteristics and product presentations on online apparel impulse
buying. J. Glob. Fash. Mark. 2022, 13, 205-220. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

122



Ea future internet ﬁw\p\py
F

)

Article
Security and Privacy in Physical-Digital Environments:
Trends and Opportunities

Carolina Pereira , Anabela Marto , Roberto Ribeiro , Alexandrino Gongalves , Nuno Rodrigues, Carlos Rabadao,
Rogério Luis de Carvalho Costa *and Leonel Santos

Computer Science and Communication Research Center (CIIC), Escola Superior de Tecnologia e Gestao (ESTG),
Polytechnic University of Leiria, 2411-901 Leiria, Portugal; 2232644@my.ipleiria.pt (C.P.);
anabela.marto@ipleiria.pt (A.M.); roberto.ribeiro@ipleiria.pt (R.R.); alex@ipleiria.pt (A.G.);

nunorod@ipleiria.pt (N.R.); carlos.rabadao@ipleiria.pt (C.R.); leonel.santos@ipleiria.pt (L.S.)

* Correspondence: rogerio.l.costa@ipleiria.pt

Abstract: Over recent decades, internet-based communication has grown exponentially,
accompanied by a surge in cyber threats from malicious actors targeting users and or-
ganizations, heightening the demand for robust security and privacy measures. With
the emergence of physical-digital environments based on Mixed Reality (MR) and the
Metaverse, new cybersecurity, privacy, and confidentiality challenges have surfaced, re-
quiring innovative approaches. This work examines the current landscape of cybersecurity
concerns in MR and Metaverse environments, focusing on their unique vulnerabilities and
the risks posed to users and their data. Key challenges include authentication issues, data
breaches, and risks to user anonymity. The work also explores advancements in secure
design frameworks, encryption techniques, and regulatory approaches to safeguard these
technologies. Additionally, it identifies opportunities for further research and innovation to
strengthen data protection and ensure a safe, trustworthy experience in these environments.

Keywords: confidentiality; metaverse; mixed reality; privacy; cybersecurity

1. Introduction

The growing integration of technology into everyday life has fueled the rapid evolu-
tion of the Internet and digital communications, reshaping human-computer interaction
(HCI). Over time, the Internet has transitioned from a mere communication tool to a ubig-
uitous presence, embedding itself deeply in daily activities. Information exchange now
transcends human interactions, extending to machine-to-machine communications on an
unprecedented scale.

Paul Milgram and Fumio Kishino’s 1994 groundbreaking paper [1] marked the intro-
duction of the term Mixed Reality(MR). This pioneering concept combines the physical
and virtual worlds within the virtuality continuum [2] in the same visual display environ-
ment, encompassing Augmented Reality (AR), Augmented Virtuality (AV), Virtual Reality
(VR), and any technology that allows interactions between digital material and real-world
objects.

The technological advancements of these systems within the spectrum have enabled
the creation of immersive technologies, which has led to the emergence of the Metaverse. In
1992, Neal Stephenson introduced the Metaverse in his novel “Snow Crash” [3]. According
to Stephenson, the Metaverse is a virtual environment that runs parallel to the physical
world and allows users to interact with each other through digital avatars. It is a virtual
reality space where users can engage in several activities, including gaming, socializing,

Future Internet 2025, 17, 83 https://doi.org/10.3390/£i17020083
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and commerce. It is a shared, persistent environment that allows users to create and
customize their digital representations or avatars, through which users can interact with
each other in real time.

While these innovations present unprecedented opportunities, they also introduce
complex security, privacy, and confidentiality challenges. As physical-digital environments
like MR and the Metaverse evolve, they become targets for novel threats and vulnerabilities.
By addressing the intersection of security, privacy, and immersive technologies, this paper
sheds light on the opportunities and risks in physical-digital environments, offering a
roadmap for future advancements and challenges.

Therefore, the following research questions are posed:

- RQ1—What are the leading security risks stemming from the development and ex-
pansion of Metaverse and Mixed Reality technologies?

- RQ2—How can a user’s privacy be maintained in the context of involving and partici-
patory experiences in the Metaverse and Mixed Reality environments?

- RQ3—What are the ethical issues related to the collection, utilization, and distribution
of data in Metaverse and Mixed Reality technologies, and how can these issues
be mitigated?

A comprehensive search was conducted to support answering these questions. Key-

a7

words like “Metaverse”, “Mixed Reality”, “Augmented Reality”, “Augmented Virtuality”,
“Virtual Reality”, “security”, “privacy”, “confidentiality”, “threats”, “vulnerabilities”, and
“countermeasures” were among the many terms utilized to run the search in the multiple
available databases, including Scopus, Web of Science, Google Scholar, MDPI, and IEEEX-
plore. Following this, data extraction was conducted using a standardized extraction form
to capture key information, including author(s), publication year, research methodology,
findings, and conclusions. Then, we conducted a thematic analysis to identify and organize
significant themes and patterns within the selected literature.

The remainder of this paper is organized as follows. The next section introduces
concepts related to MR and the Metaverse, describes their architecture, and presents ap-
plication areas. Section 3 identifies potential attack vectors and discusses threats and
countermeasures. Section 4 delves into challenges and possible solutions. Section 5 dis-
cusses research findings and outlines future research directions in securing and protecting
these environments. Finally, Section 6 concludes the paper.

2. The Metaverse and Mixed Reality

MR is a technological paradigm that merges physical and digital worlds to create a
unified and interactive environment where real-world and virtual elements coexist and
interact in real-time. Positioned along the virtuality continuum [2], MR spans the spectrum
between totally physical environments and fully immersive virtual realities, encompassing
technologies such as AR, AV, and VR. Unlike purely virtual experiences, MR enables users
to interact with real and virtual objects simultaneously, offering immersive and contextually
enriched experiences. By leveraging advanced sensors, display systems, and processing
power, MR enables seamless integration between digital content and the physical world,
facilitating different applications in many areas, like education, healthcare, entertainment,
and industrial training.

Milgram and Kishino’s one-dimensional reality virtuality continuum provides an
intelligible way to visualize the different concepts, as represented in Figure 1. The spectrum
is a straight line with two ends. The physical and the virtual environments are placed on
the line’s left and right ends, respectively. AR lies towards the left end of the spectrum,
while VR is at the right end. Although both these environments are MR systems, they are
positioned differently on the “Mixed Reality Spectrum”.
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Figure 1. Simplified representation of the reality—virtuality continuum.

The term “Metaverse” originates from the Greek prefix “meta-", meaning “beyond” or
“after”, combined with “verse”, derived from “universe”. This fusion represents a reality
transcending the physical universe, encompassing immersive virtual environments or digi-
tal worlds. The Metaverse refers to a digital realm that operates in parallel with the physical
world. Within this virtual space, users can interact and communicate with one another
through personalized avatars, utilizing VR and AR technologies to immerse themselves in
the experience. This concept is gradually becoming tangible, allowing individuals to feel
present through the whole experience, even if they are physically elsewhere.

The input devices, such as orientation trackers, magnetic trackers, and eye-tracking
devices, coupled with the recent advancements in processing power, have made it possible
to capture data about the physical environment and build a connection between humans,
computers, and the environment by utilizing computer perceptions of the environment. The
development of such systems has opened new doors for integrating virtual and physical
worlds, creating a bridge between reality and virtuality, as shown in Figure 2.

HUMAN
Human - Conventional
computer reality
interactio
COMPUTER ENVIRONMENT

PERCEPTION

Figure 2. The interactions between humans, computers, and environments. Image adapted from [4].

2.1. Architectures

Understanding the architecture of the MR and the Metaverse is of considerable im-
portance to gain insight into their infrastructure and operations and to address issues
concerning scalability and performance. It is crucial to ensure the privacy and security of
the users, protect their sensitive information, and thwart any risk of data breaches.

2.1.1. Mixed Reality

MR systems handle real-time data, complex interactions between physical and digital
objects, and an increasing number of users, making scrutinizing their architecture vital to
ensure efficient performance, privacy, and security. Protecting user data and preventing
information breaches are critical concerns, especially as ME technologies keep advancing
in applications ranging from healthcare to entertainment.
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Figure 3 presents the typical architecture of MR systems, which consists of five layers
that work together to enable immersive experiences by merging the real and virtual worlds.
These layers form the foundation of MR systems, facilitating key operations such as data
integration, interaction, and visualization. The first group comprises layers 1 to 4 and
focuses on the technical infrastructure—system components, integration, application, and
user interface layers—while layer 5 handles the user interaction that allows for real-time,
intuitive engagement with the MR environment.

1 System Components e G e e e D
2 Integration Architecture [coli o aytany "o MaPPIne: Al Agents,
3 Application e e o o
4 User Interface e et B (O B
5 User Interaction e e i .

Figure 3. Layer architecture of Mixed Reality adapted from [5].

This architecture ensures that MR environments are robust, responsive, and capable
of handling the diverse scenarios of real-world applications [5,6]. In the following, we
describe each layer in further detail to provide a comprehensive understanding of how MR
systems operate.

Layer 1: System Components

This layer consists of the hardware, such as head-mounted displays (HMDs), sensors,
and cameras. Devices are chosen and calibrated based on the MR application goals.

Layer 2: Integration Architecture

In this layer, real-world objects are modeled and tracked, allowing interactions between
real and virtual objects. Algorithms for calibration, object recognition, and tracking fall
under this category, enabling MR systems to interpret physical and virtual environments.

Layer 3: Application

This handles the software logic that controls how virtual and real elements behave
and interact. For instance, this layer governs how virtual objects would respond when a
user interacts with them in the real world.

Layer 4: User Interface

This layer deals with user interaction. It allows users to control and interact with
virtual objects through gestures, voice, or gaze without needing physical controllers.

Layer 5: User Interaction

This layer manages how users perceive and manipulate the MR space, ensuring
immersion and real-time feedback.

2.1.2. Metaverse

The Metaverse comprises seven tiers that form the value chain of its marketplace,
which can be broadly classified into two groups, as shown in Figure 4. The first group,
comprising layers 1 to 6, concentrates on its foundational infrastructure, while the second
group, consisting solely of layer 7, is dedicated to social activities within the Metaverse.
Each layer will be expounded upon in greater detail in the following.
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Figure 4. Layer architecture of the Metaverse adapted from [7].

Layer 1: Infrastructure

This particular layer comprises the requisite technological infrastructure that enables
the seamless operation of 5G, WiFi, Cloud, and other layers.

Layer 2: Human Interface

The second layer focuses on the hardware utilized to facilitate spatial computing,
encompassing a range of devices such as mobile phones, smartwatches, smart glasses,
and wearables. This integration of technology provides swift and accurate data collection
concerning our environment.

Layer 3: Decentralization

The decentralization of the Metaverse is facilitated through the implementation of
edge computing, Al agents, microservices, and blockchain, which allow user participation
without the need for permission. This approach allows for a more democratic and inclusive
environment that empowers users to engage with the Metaverse on their terms. With this
technology, individuals have greater control over their experiences and can contribute
to the development of the Metaverse in a more meaningful way. These decentralized
technologies represent a significant step towards creating a more equitable and accessible
virtual world.

Layer 4: Spatial Computing

Spatial computing combines digital and augmented realities, allowing us to digitize
objects, enable sensors to detect moving objects, and map the physical world in 3D engines,
VR, AR, and multitasking UL

Layer 5: Creator Economy

This particular layer of the Metaverse is dedicated to the financial sector, where
designers and creators utilize design tools and asset markets to establish the economy of
Web 3.0. This sector is currently experiencing exponential growth and is poised to play a
significant role in shaping the future of online commerce.

Layer 6: Discovery

Within the Metaverse ecosystem, two distinct discovery systems exist: inbound and
outbound. Inbound discovery is characterized by individuals intentionally seeking out
information, while outbound discovery involves proactively pushing messages to individ-
uals, regardless of their request.

Layer 7: Experience

This layer defines user experience in the Metaverse, which includes video games,
social interaction, shopping, sports, and many others.
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2.2. Areas of Application

The Metaverse and MR were designed as versatile technologies that support several
applications. With their ability to seamlessly bridge the physical and virtual worlds, they
have the potential to revolutionize various fields, including education, smart cities, culture,
medicine, business, and manufacturing. By leveraging the power of the Metaverse and
MR, one can develop innovative solutions that address complex challenges and create new
opportunities for growth and progress. Figure 5 displays examples of several domains and
subdomains on which these technologies have been applied.

Tourism Telemedicine Product design collaboration
Museum Medical education Optimization of production processes
Art exhibition Healthecare Increased transparency for customers

City planning Retail
Intelligent building Marketing
Smart transportation

Environmental protection

Figure 5. Some of the areas of application of the Metaverse and MR adapted from [8].

2.2.1. Culture

The Metaverse presents a significant opportunity to enhance cultural experiences
by merging virtual and physical environments to create highly engaging and authentic
interactions. This innovative technology has the potential to overcome traditional tourism’s
physical barriers and limitations, enabling visitors to engage with historic sites and mon-
uments remotely. Through this, it facilitates new immersive experiences that not only
captivate visitors but also transform their traveling and consumption habits.

MR enables the creation of virtual models of ancient buildings and monuments,
enabling visitors to have an enhanced experience when interacting with them. Additionally,
this technology may revolutionize the tourism industry by creating digital reconstructions
of ancient cultural monuments that would otherwise be impossible to physically reconstruct
without damaging the original piece.

2.2.2. Smart Cities

On another note, incorporating the Metaverse into smart cities can also provide
significant advantages, particularly in traffic management, monitoring, planning, design,
and transportation services. This integration may enhance the overall quality of life
for residents.

Traditionally, the physical presence of architects is necessary at construction sites to
perform urban construction planning. However, digital twins can create a virtual replica
of the space, allowing architects and administrators to access it through the Metaverse
without needing a physical presence. This technological innovation has the potential to rev-
olutionize current construction planning methods by simulating construction possibilities
and providing real-time status updates to construction workers.

Incorporating MR into smart cities can offer significant benefits across various sectors,
particularly urban planning, construction, and infrastructure management. MR allows city
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planners, architects, and engineers to overlay virtual models onto real-world environments,
facilitating real-time visualization and interaction with future city layouts, transportation
systems, and public spaces. For instance, MR can enhance traffic management by enabling
virtual simulations of traffic flow and pedestrian behavior, helping authorities design better
roads, manage congestion, and improve overall transportation efficiency.

In construction, MR can complement digital twins by allowing architects and con-
struction workers to interact with holographic models of buildings at the actual site. This
technology enables real-time design adjustments, immediate feedback on construction
progress, and more accurate visualizations of how new developments will integrate into the
urban landscape. By combining virtual and physical perspectives, MR enhances decision-
making and collaboration, reducing the need for physical presence while increasing the
precision and efficiency of urban development projects. This innovation holds great poten-
tial for transforming urban infrastructure planning and management [5,6].

2.2.3. Medicine

As for healthcare, the Metaverse is transforming the industry by enabling medical pro-
fessionals to communicate with patients more effectively through virtual interactions. This
technology also provides a platform for creating calming virtual environments that can help
alleviate patients’ stress during treatment. Additionally, creating virtual representations
of patients enables simulations of different treatments to determine the most appropriate
course of action. The high level of realism of these virtual representations also allows
for simulated and safe training of medical students without any risk of harm to patients.
As a result, Metaverse technology is improving patient outcomes and revolutionizing
healthcare education.

In healthcare, MR plays a transformative role by enhancing how medical profession-
als interact with patients and medical data. MR allows real-time collaboration between
healthcare providers, enabling remote consultations and more interactive patient care. By
overlaying virtual data on real-world medical environments, MR facilitates the visual-
ization of patient information, such as MRI scans or 3D models, directly during physical
examinations or surgeries. This augmented view helps clinicians make better-informed
decisions. Additionally, MR is revolutionizing medical training by enabling simulations
that combine physical practice with virtual guidance, allowing medical students to practice
surgeries or procedures without having any real-life consequences while receiving imme-
diate feedback. A notable component of this innovation is the creation of virtual patient
scenarios, a concept that has been around for nearly 40 years [9]. The American Association
of Medical Colleges (AAMC) defines these scenarios as “a specific type of computer-based
program that simulates real-life clinical scenarios; learners emulate the roles of healthcare
providers to obtain a patient history, conduct physical exams, and make diagnostic and
therapeutic decisions” [10]. This approach facilitates the simulation of a variety of medical
conditions, which can be derived from case studies available on websites or CD-ROMs,
virtual reality simulations, or even robotic human-scale mannequins equipped with sen-
sors [9], and can incorporate individual patient parameters such as age, medical history,
and associated diseases. This realistic training environment helps to reduce errors and
improve skill proficiency, all without risking patient safety. MR also aids in rehabilitation,
where immersive experiences can support recovery by simulating real-world scenarios for
therapeutic purposes. As a result, MR enhances both the quality of care and educational
experiences in healthcare.
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2.2.4. Education

In general, the Metaverse presents a promising opportunity for students to access a
wide range of tools and engage in experiments that may be deemed unsafe in the physical
world, which is particularly relevant when considering experiments involving hazardous
chemical reactions. Furthermore, the Metaverse has the potential to provide a solution for
the education of disabled children. Specifically, using avatars to simulate sign language
human gestures can facilitate the learning process for children with hearing impairments.
By leveraging the Metaverse, we can potentially improve the accessibility and safety of
educational environments for a diverse range of students.

In contrast to the Metaverse, MR offers a unique opportunity to enhance education by
blending the physical and virtual worlds, providing students with interactive experiences
that bridge both realms. Through MR, students can engage with digital simulations of com-
plex experiments, such as molecular chemistry or engineering processes, while maintaining
a connection to their physical environment and ensuring safety without sacrificing the
hands-on aspect of learning. For instance, students can manipulate virtual hazardous mate-
rials in real-time without any risk, making MR a valuable tool for conducting experiments
that would be dangerous or impractical in a traditional classroom.

Moreover, MR holds significant potential for inclusive education, particularly for stu-
dents with disabilities. It provides immersive tools like holographic projections and gesture-
based interactions that facilitate learning. For example, MR allows hearing-impaired stu-
dents to engage in sign language lessons through holograms or avatars that accurately
replicate human gestures in their real-world environment. This approach not only supports
the needs of students with disabilities but also fosters a more dynamic and engaging learn-
ing experience for all. By harnessing the power of MR, we can create safer, more accessible,
and highly interactive educational environments that accommodate diverse learning needs.

2.2.5. Manufacturing

The application of MR in the manufacturing domain offers an even more immer-
sive and interactive opportunity to enhance productivity, cut costs, and optimize factory
processes. By overlaying digital information onto real-world environments, MR allows
designers and engineers to visualize and interact with 3D models of products in real-time.
This enables more efficient collaboration across teams, as design modifications can be im-
mediately seen and tested in virtual spaces without needing physical prototypes. Through
the development of digital twins, manufacturers can simulate production processes and
solve problems in real-time, emphasizing user interaction with digital information. They
can create physical models of equipment using tools like Simulink, while MATLAB is used
to manage data, configure simulations, and enable real-time adjustments. Additionally,
data can be integrated from Data Acquisition (DAQ) devices to monitor parameters such
as temperature, power consumption, and pressure. Using AR interfaces, manufacturers
can intuitively visualize these parameters, simulate faults, and facilitate more effective
troubleshooting and decision-making. By analyzing system behavior under malfunction
conditions, manufacturers can optimize workflows and identify inefficiencies before they
occur in the real world. MR also aids in training employees by providing immersive,
hands-on experiences in virtual factory setups, thereby reducing downtime and errors,
ultimately leading to more streamlined and cost-effective operations.

Using the Metaverse technology in the manufacturing domain offers a significant
opportunity to increase productivity, reduce costs, and enhance the understanding of
factory performance. By enabling designers to collaborate on product design, the tech-
nology saves resources for both the creation and presentation of the product while also
facilitating changes based on feedback from manufacturers. As a result, manufacturers
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can simulate blueprints, identify potential problems, and prevent them before they occur.
This technology thus empowers manufacturers to streamline their workflows and improve
efficiency, leading to a more productive and cost-effective operation.

2.2.6. Business

The Metaverse technology has the potential to significantly enhance businesses’s
productivity by enabling users to peruse online stores, search for desired products, and
engage with them via their digital avatars. It represents a paradigm shift in conducting
e-commerce, as users can now experience products in an immersive manner rather than
merely adding them to their shopping carts. Additionally, by integrating AR with the
Metaverse, businesses can develop innovative advertising strategies that allow users to try
the product instead of merely viewing it being displayed.

The integration of the Metaverse into various sectors of our society is a critical un-
dertaking. One of the key considerations in this process is ensuring the protection of user
privacy, security, and confidentiality. Given the novelty and complexity of this emerging
technology, there is a pressing need to establish precautions and standards that safeguard
the interests of all stakeholders involved. Therefore, developing a regulatory framework
that addresses potential risks and threats while promoting innovation and growth is essen-
tial. By doing so, one can harness the full potential of the Metaverse while upholding the
ethical and legal standards that underpin our society.

MR also holds tremendous potential to revolutionize business operations and enhance
productivity by blending real-world environments with digital interactions. In e-commerce,
MR allows users to interact with virtual representations of products in real time, examining
them from different angles and manipulating them within the physical space, creating a
more engaging and informed shopping experience. This immersive approach can increase
consumer confidence and reduce the gap between online shopping and in-store experiences.
Additionally, by integrating MR into advertising strategies, businesses can offer customers
the ability to “try before they buy”, allowing them to interact with products virtually within
their environment—something far more interactive than static online displays.

As MR technology becomes more integrated into various industries, safeguarding
user privacy, security, and data confidentiality is crucial. Like the Metaverse, MR faces
unique challenges regarding user data protection and the ethical use of immersive tech-
nologies. Establishing standards and regulatory frameworks is essential to mitigate risks
such as unauthorized data access or the misuse of personal information. This framework
should promote innovation while ensuring that users’ rights are maintained, creating
an environment where effectively adopting MR does not compromise ethical or legal
standards.

2.3. Ethical Issues

Due to the reliance of these technologies on visual and auditory information, there are
concerns about how their interactive nature manages the collection and use of user data.
While these technologies are in use, they gather information about users and their actions.
This data collection serves various purposes, including advising, informing, tracking,
manipulating, and entertaining the end user [11]. Studies have shown that large-scale
collection of user data can contribute to privacy risks, particularly when users are unaware
of the extent to which their data are being stored or analyzed [12].

An ethical issue related to these technologies is their persuasive nature, especially
regarding novelty, the exploitation of positive reputation, persistence, and control [11,13].
Because these technologies are relatively new in our daily lives, their novelty can easily ob-
scure the designers’ persuasive intentions from users, leading to potential misinformation
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and overreliance on these systems. Additionally, the widespread enthusiasm for new and
innovative technological products enhances their reputation, fostering an unquestioning
level of trust from users [14]. This trust can be exploited by designers and developers, lead-
ing to ethical concerns regarding user manipulation and autonomy. Another concerning
issue is the targeting of vulnerable groups, including children, aged people, individuals
with low socio-economic status, those with intellectual challenges, and those with men-
tal illnesses [15]. If persuasive actions seem designed to exploit these groups, it raises
significant ethical concerns that warrant further investigation and regulation [16].

The information collected may include personal details and data, such as how long
users stay on certain websites, how frequently they visit them, and their locations through
GPS tracking, and also data about bystanders. Then, it raises questions about how this
information is managed: whether and where it is stored, who may access it, and how it is
used [12]. In many cases, users are unaware of the extent of data retention policies or their
implications for privacy [17].

Moreover, technologies such as facial recognition can collect and store users’ biometric
data, often without their full awareness of the associated risks [15,18]. Many users do
not recognize the risks associated with storing facial recognition data, as they tend to
focus on its future applications rather than its present dangers. Consequently, they may
underestimate potential threats, such as the risk of being identified by matching those data
with publicly available online photos [15]. This tendency can lead to increased complacency
regarding data privacy and security.

3. Security, Privacy, and Confidentiality

Adopting new technologies in various fields has expanded the virtual world’s reach,
making it more susceptible to security vulnerabilities. Therefore, it is relevant to understand
the potential security risks that can arise from using Metaverse and MR applications.

The Open Systems Interconnection model (OSI model) facilitates the comprehension
of how information is managed for user consumption within the Metaverse and the MR.
This model comprises seven layers, as illustrated in Figure 6, where the physical, data
link, and network layers form the foundation of the Metaverse and MR. These layers
enable the connection between networks and the creation and interaction of individual
realities. In contrast, the transport, session, presentation, and application layers allow access
to manipulate data, leading to the Metaverse and MR, resulting in virtual, augmented,
and mixed realities. It is important to note that the OSI model is an essential tool for
comprehending the information flow, and its utilization allows for creating more efficient
and effective systems.

1 APPLICATION How XR is interacted with and manipulated by users
2 PRESENTATION How XR is seen by users

3 SESSION The XR ecosystem

4 TRANSPORT Blockchain/Decentralized routing protocols

5 NETWORK Blockchain/Decentralized networks

6 DATA LINK Optical/Cable lines

7 PHYSICAL Server space

Figure 6. OSI layers from the extended reality, adapted from [19].

This model is vulnerable to distinct topics of security and privacy risks, which include
blockchain security, interactive technology security, cloud service and Internet of Things

132



Future Internet 2025, 17, 83

security, artificial intelligence security, and digital twins security [20], just as shown in

Figure 7.

Vulnerabilities in consensus Risk of double-spending, fraudulent
HIUYERERAIR SECRY mechanisms transactions
INTERACTIVE Biometric authentication Identity theft, impersonation
TECHNOLOGY SECURITY | weaknesses
CLOUD AND IOT Decentralized data exposure Breaches of private spaces, sensitive
SECURITY risks data leaks
Al SECURITY Exploitrable Al weakneses Adversarial attacks, data manipulation
DIGITAL TWINS Unauthorized acess to virtual Real-world asset compromise, privacy
SECURITY models breaches

Figure 7. Comparison of key security risks in the Metaverse and MR.

3.1. Blockchain Security

Blockchain technology provides a secure and dependable means of storing user data
by employing a combination of consensus mechanisms, smart contracts, and encryption
algorithms. Nevertheless, such designs are vulnerable to malicious attacks due to their
inherent inadequacies. Therefore, it is imperative for blockchain developers to adopt robust
security measures in the design and implementation of blockchain systems to ensure they
meet the highest standards of security and reliability.

The consensus algorithm plays a pivotal role in upholding the safety and efficiency
of blockchain technology. It is responsible for ensuring that all nodes in a decentralized
network are in agreement with respect to the state of the ledger. Practical Byzantine Fault
Tolerance (PBFT), Proof of Work (PoW), Proof of Stake (PoS), and Delegated Proof of Stake
(DPoS) [21] are a few examples of consensus mechanisms that help achieve the consistency
and accuracy of data across different nodes. However, these algorithms are susceptible to
security risks. For instance, the PoW mechanism is vulnerable to the double spend attack,
which involves the fraudulent use of a cryptocurrency more than once.

In MR, blockchain security is crucial for managing and verifying the authenticity of
interactions and assets that bridge the digital and physical worlds. Blockchain systems can
be used to protect MR assets by creating immutable records of virtual items and experiences,
which can be “anchored” in real-world locations. However, similar to the Metaverse, MR
experiences face risks associated with consensus mechanisms, where double-spending
or unauthorized duplication of digital assets could compromise user trust. Furthermore,
decentralized ledgers need to efficiently handle real-time data from MR environments
without sacrificing security [22].

3.2. Interactive Technology Security

The proper functioning of the Metaverse relies heavily on interactive technologies
such as Augmented Reality (AR) and Virtual Reality (VR). These technologies play a
fundamental role in shaping the Metaverse’s functionalities. Despite their importance, AR
and VR are susceptible to security and privacy challenges. The extent of information shared
within them and the difficulties associated with identity authentication in the virtual world
are among the most pressing.

For example, traditional methods of user authentication, such as password entry, are
considered unsuitable. As such, alternative authentication solutions have become imper-
ative. Although voice recognition technology has been considered a viable option, it is
susceptible to various risks, such as voice synthesis techniques. Consequently, biometric
authentication mechanisms have been developed to use the unique biological traits of users
for secure authentication. Of these options, facial recognition technology has emerged as an
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effective mechanism for verifying the user’s identity. However, the reliability of facial recog-
nition technology has been challenged by unscrupulous actors who can easily download a
user’s image and create a virtual reality representation of their face. Such manipulations
can then be used to bypass the security system, thereby exposing vulnerabilities that must
be addressed in order to enhance the overall security posture of an organization.

The security challenges of interactive technologies in MR extend beyond those in AR
and VR due to the unique blend of physical and digital interaction that MR entails. MR
environments rely heavily on precise spatial mapping and real-time user tracking, often
using biometric data and continuous environmental scanning. Facial recognition, gesture
tracking, and other biometrics are essential for providing responsive interactions, yet they
introduce significant privacy concerns if hacked or misused [23].

3.3. Cloud Service and Internet of Things (IoT) Security

Both cloud services and the IoT have the ability to process large amounts of informa-
tion. However, their decentralized deployment can create management challenges and
make them susceptible to security attacks.

Cloud computing enables users to store and share their data in a centralized location,
which can be accessed with the appropriate permissions. To ensure the confidentiality of
sensitive data, encryption is used as a protective measure. In doing so, even if malicious
actors gain access to the data, they will be unable to comprehend it [24].

Similarly, IoT devices are designed to collect and transmit enormous amounts of data,
often without human intervention. However, the security of these devices is critical, as
they are susceptible to several types of attacks, such as denial-of-service attacks, botnets,
and data breaches.

In MR environments, cloud services and IoT play a significant role in providing real-
time processing power and managing massive data flows. MR devices and applications
often rely on edge computing and IoT sensors to synchronize digital objects within the
physical environment, creating unique security challenges. Malicious attacks on IoT devices
or cloud services could disrupt the seamless integration of physical and digital components,
leading to potential breaches of private spaces and sensitive user data [25].

3.4. Artificial Intelligence Security

The rapid advancement of technology has made artificial intelligence (Al) increasingly
capable of identifying and classifying potential cyber threats. These threats can then be
communicated to relevant personnel for prompt action. Nevertheless, due to the black box
(i.e., a system to which the user interacts through its external parameters without any or
limited knowledge of what happens inside it) characteristics of Al and the identification of
certain cyber attacks can present significant challenges.

Despite the efficacy and accuracy of Al in identifying threats, the lack of transparency
in the decision-making process can make it difficult to comprehend the basis for certain
classifications. The Generative Adversarial Networks (GANs) attack is one of the most
commonly used attack models that targets black box systems [26]. The GAN model
comprises a pair of networks, where one generates data and the other determines whether
the output is authentic or counterfeit. The two networks continuously interact in this
manner until the first network reliably produces content that can deceive the other [27].

Artificial intelligence (AI) in MR is crucial for enhancing user interactions by dynami-
cally adjusting digital elements based on real-world inputs. However, MR’s dependency on
Al-driven contextual recognition, object identification, and behavioral prediction exposes it
to additional security risks. Al models in MR must process vast amounts of personal data
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in real time, making them vulnerable to attacks that exploit model weaknesses, such as
adversarial attacks [25].

3.5. Digital Twins Security

The advent of the Metaverse has brought a proliferation of digital services that collect,
transmit, process, govern, and store user data. However, this process also poses significant
risks to user privacy, particularly with the inclusion of digital twins. The latter may
compromise sensitive user information such as location, habits, and living styles throughout
the lifecycle of these digital services.

To facilitate immersive interactions with digital twins in the Metaverse, it is impera-
tive to conduct comprehensive data collection procedures. These procedures encompass
acquiring personal information, behavioral data, and user preferences. It is of utmost
importance to ensure the privacy of these data to prevent unauthorized access or misuse
by third parties.

Also, the effective creation and rendering of avatars and virtual environments in
Metaverse services necessitate the aggregation and processing of voluminous data collected
from the human body and its surrounding environment. However, this undertaking carries
the potential for sensitive information to be exposed. Specifically, centralizing the private
data of different users for training personalized avatar appearance models challenges
user privacy and contravenes extant regulations such as the General Data Protection
Regulation (GDPR). Besides that, due to the ability of avatars to reflect the behavior
patterns, preferences, habits, and activities of their real-life counterparts, attackers can
exploit this similarity to collect the digital footprints of avatars and create accurate user
profiles that enable them to carry out illicit activities, posing a significant threat to the
security and privacy of users. As such, it is imperative to safeguard users’ data privacy
and security in the Metaverse [28].

Digital twins in MR represent real-world objects or systems within the digital space,
enabling interactions that blend the physical and virtual realms. In MR applications, digital
twins are often used to visualize complex data or provide interactive simulations, such as
in manufacturing or medical training. Security concerns arise as these digital twins can
access and mirror sensitive data from physical assets. Unauthorized access to digital twins
in MR environments could lead to serious data breaches or manipulations, compromising
physical assets. To address this, MR security models must ensure that data exchanged
between digital twins and their real-world counterparts are securely encrypted [29].

3.6. Threats and Countermeasures

Digital environments can also be a breeding ground for privacy violations and other
security threats. As the Metaverse and MR technologies evolve, so do concerns about
privacy threats and the need for countermeasures.

3.6.1. Threats

The Metaverse is built upon a foundation of data, which necessitates that user data are
gathered and stored as they engage with the virtual world. This information may include
sensitive data such as personal identification particulars, physical addresses, and even
financial data. However, these data are not limited to virtual interactions alone. Wearable
devices such as HMDs may acquire extensive data, subsequently transferred via wired
and wireless communications. Even if the information is encrypted, nefarious actors can
still access the unprocessed data by infiltrating a specific channel or tracking the user’s
location [28].
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To enable the creation of virtual environments and avatars, it is necessary to accumu-
late and process massive amounts of data collected from users and their surroundings,
which may lead to the unintended exposure of private information [30].

As the field of technology continues to advance, the utilization of wearable sensors is
becoming increasingly prevalent. These sensors capture the movements and surroundings
of individuals and their surrounding environment. By doing so, avatars can emulate natural
eye contact and capture hand gestures and facial expressions in real-time. Nonetheless, a
major concern arises concerning the ability of these wearable sensors to create an entirely
authentic representation of an individual, including their manner of speech, behavior, and
self-expression [28]. It is important to note that compromised end devices can become
a source of risk, as hackers may gain access to an individual’s avatar in the Metaverse,
thereby enabling them to collect data on the individual’s eye tracking and hand gestures,
which may be used to replicate the individual’s actions and potentially obtain sensitive
passwords for personal accounts.

In MR, devices capture real-world data to create seamless interactions between users
and virtual elements, extending privacy concerns, as devices like AR glasses or MR head-
sets gather and process spatial mapping information, potentially exposing users to physical
surveillance and environmental tracking risks. For example, AR applications that scan a
user’s environment may inadvertently reveal sensitive or private details of their physi-
cal space.

Additionally, cross-device data synchronization is common in MR systems, which
means that data collected on one device might be accessible through others, increasing the
risk of data breaches across multiple devices [31].

3.6.2. Countermeasures

To mitigate the risks associated with digital threats, users can take several measures,
such as the ones in Figure 8, to protect their online presence.

. Processes data locally to reduce High
Edge Computing exposure
Context-Aware Privacy Adjusts data sharing dynamically | Medium
Controls
Field-of-View Limits unnecesary data capture High
Restrictions
Data Sanitization Applies obfuscation to sensitive Medium
(SafeAR) data

Figure 8. Comparison of countermeasures for MR privacy risks.

One of the most pivotal measures is carefully managing their digital footprint. Man-
aging one’s digital footprint involves being conscious of the information collected, stored,
and shared online, including personal data such as name, address, date of birth, and credit
card details. Users should be mindful of the websites and platforms they interact with
and take steps to limit the amount of personal information they share. Users should also
use strong passwords and two-factor authentication to safeguard their online presence,
helping prevent unauthorized access to accounts and sensitive information. Two-factor
authentication provides an additional layer of security by requiring users to enter a unique
code sent to their mobile device or email.

In addition to these measures, it is also essential to renew consent permissions pe-
riodically, ensuring users’ awareness of the data collected and their usage. By regularly
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reviewing and updating consent permissions, users can better control their digital footprint
and mitigate the risks associated with cyber threats.

To mitigate MR threats, MR systems require strong security protocols. One fruitful
approach is edge computing, which allows data to be processed locally on the device rather
than transmitted to remote servers, reducing data exposure and latency [32]. By keeping
sensitive data on the local device, edge computing minimizes the risks of interception and
unauthorized access. This approach is particularly useful for processing biometric data,
such as eye tracking and facial recognition, directly on MR headsets without sending it to
external cloud servers, thereby enhancing privacy and security.

Furthermore, context-aware privacy controls enable users to adjust the level of data
sharing based on their environment or activity [33]. These controls allow MR devices to
dynamically modify privacy settings depending on the user’s location, interaction context,
or personal preferences. For instance, users in private spaces might set their MR devices to
a high-privacy mode, limiting data collection to only essential functions, while in public
settings, data-sharing permissions could be more flexible. Another example is the adap-
tive permission model, where MR applications request access to specific data only when
necessary, rather than maintaining continuous access to personal or spatial information.

Another countermeasure is the implementation of field-of-view restrictions, where
the device blurs or limits data capture outside of specific focal points. This technique helps
prevent the collection of unnecessary spatial information [34]. In MR, data sanitization
before rendering may also reduce privacy risks. For instance, SafeAR [35,36] automatically
identifies instances of sensitive data and applies obfuscation techniques to image streams
before rendering. In [37], the authors evaluate qualitative and quantitative methodologies
for applying different obfuscation strategies to protect private data in MR applications.
The authors collected opinions from tens of users through a specific questionnaire. They
conclude that factors like age and occupation influence the users’ concerns about privacy-
maintenance methods and preferences regarding obfuscation. Overall, the participants
identified blurring as the obfuscation method that provides the best aesthetic appeal.

By integrating edge computing and context-aware privacy controls with existing
security measures, MR environments can offer improved user privacy protections while
maintaining seamless interactions and performance. Future work in this area should
explore adaptive privacy mechanisms that provide greater user control while ensuring
data security in dynamic MR settings.

4. Challenges and Solutions

As individuals spend more time in virtual environments, it becomes increasingly
paramount to ensure that their personal information remains secure and confidential.
Furthermore, concerns arise regarding the susceptibility of virtual communities to cyber-
criminals and hackers, thereby increasing the likelihood of virtual crimes spilling over into
the physical realm. Additionally, challenges emerge with respect to empowering users
with control over their shared information while maintaining their privacy.

To effectively organize the issues and challenges, they can be broadly categorized into
four categories: socialization, immersive interaction, real-world building, and expandabil-
ity [38].

4.1. Socialization

The Metaverse represents a virtual world where individuals can interact without
being bound by traditional geographic limitations. The underlying infrastructure relies
on internet servers to facilitate connectivity, exposing it to network-related security and
privacy concerns analogous to those in social networks. As such, the Metaverse’s potential
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to enable seamless communication across vast distances is under constant threat from
vulnerabilities inherent to modern networked systems.

The Metaverse, being an interactive virtual space, is operated through user inputs.
However, it presents an opportunity for hackers to engage in unauthorized access to
sensitive data through injection attacks (untrusted inputs or unauthorized code sent from
attackers and interpreted as valid commands or queries) [39].

The majority of cyber-attacks are the result of security vulnerabilities, often stemming
from a lack of input validation. To mitigate the risks associated with these attacks, employ-
ing the SQL defense model [40] is a recommended best practice. The SQL defense model
involves a three-step process to validate input information. Firstly, the server side verifies
the legitimacy of the IP address, followed by testing input values for format, length, type,
and range. Lastly, the server verifies the user’s privileges, and in the event that the user’s
access permissions exceed the allowable limit, the user is immediately blocked and the
system administrator is notified.

One prevalent type of cyber attack is the man-in-the-middle attack [41], in which a
malicious actor eavesdrops on or interferes with the communication between a user and a
server, with the ultimate goal of intercepting confidential data. To mitigate the risk of such
attacks, it is recommended to invest in authentication algorithms that can be applied to
safeguard data integrity. The effectiveness of these algorithms stems from their ability to
verify the identity of both parties involved in a communication session, thereby ensuring
that the data exchanged between them are authentic and secure.

In the Metaverse, where MR technologies are increasingly used, socialization relies
on real-time data exchanges that enable users to interact within virtual spaces. In MR
environments, socialization can include shared virtual experiences overlaid on physical
spaces, creating additional security risks. Because MR devices often capture audio, video,
and environmental data, they introduce vulnerabilities to eavesdropping attacks and man-
in-the-middle attacks. Attackers can intercept or manipulate MR data streams, potentially
altering the shared experience or extracting sensitive data.

MR platforms should, therefore, enforce end-to-end encryption and adopt secure
session management techniques to protect data as they flow between users. Additionally,
regular security updates and vulnerability assessments for MR applications can help protect
against emerging threats [25].

4.2. Immersive Interaction

In order to achieve a more immersive level of interaction, it is necessary to employ
wearable devices, headsets, and controllers that exchange a significant amount of data.
To ensure seamless communication, these data are serialized and deserialized. However,
the use of these devices also poses a significant security risk. Malicious actors can exploit
Insecure Deserialization (untrusted data are used to bypass authentication or otherwise
abuse the logic behind an application) vulnerabilities by injecting hostile serialized data
into the communication stream, thereby gaining an initial entry point to a more complex
system. There are several defensive measures available to prevent insecure deserialization
attacks. Data serialization can be encrypted and monitored, or data source authentication
can be established. However, selecting the most suitable method requires a preliminary
analysis of the attack report.

To ensure the prevention of insecure deserialization attacks, it is critical to consider
all possible methods. Encryption of data serialization can provide an additional layer of
protection against unauthorized access. Additionally, monitoring data serialization can
detect any suspicious activities and allow immediate remedial action. Creating authentica-

138



Future Internet 2025, 17, 83

tion for data sources can also prevent unauthorized access, ensuring that only verified and
authenticated data sources are used.

It is essential to analyze the attack report before selecting a method for prevention.
This analysis enables a better understanding of the attack and its vulnerability points,
allowing for a more targeted and effective response. It is only through effective analysis
that the most suitable prevention method can be selected.

It is imperative to consider that biometric-based authentication methods, such as
voice, fingerprint, and facial recognition, offer convenience but also entail the risk of
compromising users’ biometric data. To mitigate this risk, it is crucial to adhere to the
best practice of storing biometric data exclusively on the local device and abstaining from
transmitting it outside. This approach ensures that the data are encrypted and remain in a
local space instead of being exposed to a remote server. During the authentication process,
only the user’s input is compared with the stored data, and the output is a simple boolean
value. This methodology safeguards the biometric data against any potential breaches, as
even in the event of an attack on the device or remote service, the data remain secure. It
is also necessary to take into consideration that biometric-based authentication, such as
voice, fingerprint, and face, which can be very popular due to its convenience, also causes
the risk of leaking users’ biometrics. To prevent them from being accessed or collected by
malicious entities, it is necessary to follow the best practice of keeping all biometrics in the
local device and never sending them out. This allows the data to be stored and encrypted
in a local space instead of a remote server, meaning that in the authentication process, it
is only necessary to compare the user input with the stored data, and the only outputis a
boolean. This way, even if the device or remote service is attacked, the data are still safe.

4.3. Real-World Building

In light of the recent development of a digital replica of the physical world, users are
afforded the opportunity to create a virtual representation of themselves, incorporating
personal information such as interests, friendships, and hobbies. However, this poses
a significant risk to user privacy, as extensive profiling could potentially result in the
unauthorized disclosure of sensitive information. The creation of such digital profiles opens
the door to exploitation by malicious actors, as such profiles can be used to target users with
tailored advertising, phishing attacks, and other forms of cybercrime. Furthermore, the
sheer volume of data generated by such profiles means that the potential for data breaches
and leaks is substantial.

The “Graph-based privacy-preserving data publication” essay [42] proposes a frame-
work for securely sharing data while protecting individual privacy. This approach utilizes
graph theory, where individuals, devices, or locations are represented as nodes (vertices)
in a network, and their relationships (e.g., friendships, connections, interactions) are rep-
resented as edges. By leveraging this graph structure, the framework can effectively
anonymize sensitive information, such as personal identities or locations, while still allow-
ing for valuable data analysis. This is achieved through techniques such as node degree
modification, edge perturbation, or differential privacy. In the context of edge computing,
where data processing occurs closer to the data source, this graph-based approach can be
particularly advantageous for enabling privacy-preserving data sharing in decentralized
and resource-constrained environments.

4.4. Expandability

The Metaverse is a revolutionary concept that transcends the physical boundaries
of the real world by offering advanced functionalities that are unattainable in reality.
It provides a virtual environment that enables individuals to interact with each other,

139



Future Internet 2025, 17, 83

participate in virtual meetings, and engage in shopping experiences in virtual malls, among
other activities.

The Metaverse system consists of a diverse range of applications designed to facilitate
several features. These applications are interconnected through communication channels,
creating a unified and multifunctional Metaverse, similar to mobile devices’ intercon-
nectivity. However, this level of interconnectedness presents a potential vulnerability
for third-party tracking, as these communication channels allow an application to access
system components’ status and other applications’ outgoing information.

It is essential to consider the implications of this interconnectedness and potential
vulnerability when engaging in activities within the Metaverse. As such, it is recommended
to take the necessary precautions to safeguard against any such threat. The first step
towards ensuring the system’s integrity is to restrict certain channels in the system, thereby
blocking any unnecessary third-party tracking.

By taking these necessary precautions, the Metaverse system can be utilized to its full
potential while minimizing the risk of third-party tracking and preserving user privacy.

5. Discussion and Future Directions

This section starts with an analysis of the research questions previously defined,
providing a detailed explanation of the findings derived from the literature review. This
analysis highlights the key insights and implications of the reviewed studies, offering a
clearer understanding of the studied topics. Then, Section 5.2 discusses open issues and
possible future research directions.

5.1. Discussion

In the following, the main findings related to the research questions are highlighted.

RQ1: What are the leading security risks stemming from the development and
expansion of Metaverse and Mixed Reality technologies?

The development and expansion of Metaverse and MR technologies pose multifaceted
security risks. As shown in Figure 9, these risks include vulnerabilities in underlying
technologies such as blockchain, which lead to issues such as double spending and unau-
thorized asset duplication, especially those that rely on biometric data for authentication,
face challenges related to privacy maintenance, and the potential for forgery. Cloud services
and IoT devices critical to MR operations are vulnerable to attacks such as denial of service
and data breaches. Furthermore, integrating artificial intelligence into MR systems raises
concerns about the “black box” nature of Al models and the possibility of adversary attacks.
Finally, using the information about users (including their personal data and experiences)
and their physical assets might potentially violate privacy, and using digital twins in MR
raises concerns about how stakeholders use such data.

RQ2: How can a user’s privacy be maintained in the context of involving and par-
ticipatory experiences in the Metaverse and Mixed Reality environments?

Preserving user privacy in an immersive and interactive experience across the Meta-
verse and MR requires a multi-pronged approach. Key strategies, as shown in Figure 9,
include limiting data collection to only what is necessary, using privacy-preserving tech-
niques such as differential privacy and integrated learning, and granular control over their
data through context-aware privacy settings. Techniques like field-of-view restrictions
can limit the collection of unnecessary spatial information, while data sanitization can
help protect sensitive data before they are rendered. In addition, robust certification au-
thorization processes with approvals, authorizations, and regular reviews are required to
ensure user control over their data. Edge computing and secure data storage practices
are essential to minimize data exposure. Ultimately, transparency and user control are
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paramount, empowering individuals to make informed decisions about their privacy in
these evolving digital environments.

RQ3: What are the ethical issues related to the collection, utilization, and distribu-
tion of data in Metaverse and Mixed Reality Technologies, and how can these issues
be mitigated?

Concerns about ethics in the Metaverse and MR environments, as shown in Figure 9,
revolve around issues like privacy violations stemming from extensive data collection, the
potential for algorithmic bias in Al systems, and the insufficient transparency and user
control regarding how data are used. The ongoing collection of data also raises worries
about surveillance and manipulation. Additionally, the digital divide may worsen existing
inequalities by restricting access to and engagement with these technologies. Addressing
these ethical challenges calls for a comprehensive strategy that includes minimizing data
collection, adopting privacy-preserving technologies, ensuring transparency and user con-
trol, promoting fairness in algorithms, and creating clear ethical guidelines and regulations.
By emphasizing ethical considerations and encouraging responsible development, we can
work towards ensuring that Metaverse and MR technologies serve society positively while
honoring individual rights and freedoms.

. . - Blockchain vulnerabilities - Strong cryptographic protocols
SecunityiRisks (e.g., double spending, asset
forgery)
- Al adversarial attacks and - Al explainability & adversarial training
opacity
- 10T and cloud vulnerabilities
(e.g., data breaches, DDoS - Secure cloud storage & edge
attacks) computing
Privacy Concerns - Excessive data collection - Differential privacy & federated
- Biometric data misuse learning
- Location and spatial tracling - Field-of-view restrictions
risks - User-controlled data settings
Ethical Issues - Lack of transparency in Al & - Fair Al governance & audits
data usage - User data transparency policies
- Algorithmic bias - Ethical Al guidelines & regulatory
- Digital divide & exclusion risks | frameworks

Figure 9. Security risks, privacy measures, and ethical mitigation strategies in Metaverse and MR.

5.2. Future Directions

In light of the constantly evolving concept of MR and Metaverse, it is of utmost
importance to address the issues of privacy and security within this virtual world. MR and
Metaverse constitute a vast interconnected network of virtual spaces, games, and social
platforms, which inevitably renders data security and privacy concerns more complex than
in the physical world.

Subsequently, the following subtopics will provide a comprehensive overview of the
future direction of the MR and Metaverse with respect to security, privacy, and confiden-
tiality. The aim of this discourse is to critically analyze the potential threats and challenges
that arise within the MR and Metaverse and to elucidate practical measures that can be
undertaken to mitigate the risks.

5.2.1. Endogenous Security Empowered

With the increasing use of technology, the security and privacy risks associated with
the physical-digital environments have become a major concern. Endogenous security
theory [43] provides a promising solution for addressing these issues by incorporating built-
in security mechanisms with self-protection, self-evolution, and autoimmunity capabilities.

This approach takes into account security and privacy factors during the system de-
sign phase, which results in more secure and resilient physical-digital environments. The
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self-protection mechanisms ensure that the physical-digital environments can defend them-
selves against known and unknown security threats, while the self-evolution capabilities
enable the system to adapt to changing security threats. The autoimmunity capabilities
allow the physical-digital environments to identify and eliminate malicious software and
prevent unauthorized access to sensitive data.

Endogenous security theory is a proactive approach to security that can significantly
minimize the risk of security breaches and privacy violations in the physical-digital en-
vironments. By integrating secure-by-design mechanisms into the system, the future
physical-digital environments can provide a safe and secure environment for people to
interact and conduct business in the digital world.

5.2.2. Cloud-Edge-End Orchestrated Secure

In the physical-digital environments, the gathering of vast amounts of multi-sensory
and multimodal information from the real world is a challenge that can be addressed
through the orchestration of cloud-edge-end computing. This approach leverages the
collaborative and dynamic sharing of computation, communication, and storage resources
among various entities to enhance the quality of experience (QoE) for users/avatars and
the quality of service (QoS) for MR and Metaverse services.

Cloud-edge-end computing [44] involves a distributed architecture that spans across
cloud data centers, edge devices, and end devices. By leveraging this architecture, it is
possible to process data closer to the source, improving the speed and efficiency of data
processing. This approach can also help with edge intelligence and user privacy protection
by aggregating and processing user private data on edge devices.

Furthermore, cloud-edge-end computing can help address the challenges of data
transmission in the physical-digital environments. With collaborative use of computational
resources, it is possible to reduce the amount of data that need to be transmitted, thereby
reducing network congestion and latency.

5.2.3. Cross-Chain Interoperable and Regulatory

Blockchain technology is a revolutionary concept that eliminates the need for trusted
third parties. It is a decentralized system that allows digital assets to be exchanged without
the involvement of intermediaries, such as banks or financial institutions. In the Metaverse,
a trust-free economic ecosystem is essential to ensure the security and privacy of digital
assets. This is where efficient cross-chain authentication and governance mechanisms come
into play.

To ensure the security of digital assets, we must investigate the effectiveness, efficiency,
and security of identity authentication across different domains and blockchains. The
cross-chain authentication process ensures that users can access and manage their digital
assets securely and efficiently across multiple blockchains. It also eliminates the need for
users to create multiple accounts on different blockchains [28].

Moreover, to ensure that digital asset transactions are fair and trustworthy, we need de-
centralized, hierarchical, and comprehensive cross-chain governance mechanisms. Decen-
tralization of governance ensures that no single entity has control over the decision-making
process. Hierarchical governance ensures that decisions are made at different levels of the
system, allowing for greater transparency and accountability. Comprehensive governance
ensures that all aspects of the system are governed, including the codebase, smart contracts,
and protocols.

Participants should be able to express their preferences, make decisions, and resolve
conflicts without relying on centralized authorities. This is where the decentralized gov-
ernance mechanisms come into play. They allow participants to propose and vote on
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changes to the system, resolve disputes, and make decisions that affect the entire ecosystem.
This ensures that the system remains fair and trustworthy and that the interests of all
participants are protected.

6. Conclusions

Physical-digital environments have emerged as an exciting new frontier that offers
countless possibilities for individuals, businesses, and governments alike. However, this
new digital realm also brings a host of security, privacy, and confidentiality challenges that
must be addressed for it to reach its full potential.

One of the most significant concerns is data security. The physical-digital environ-
ments provide a vast platform for data sharing. Therefore, sensitive information such as
bank details, passwords, and personal information can be easily compromised. Imple-
menting a robust data encryption protocol that can prevent unauthorized access to data
is essential.

Another critical aspect is user authentication. It is vital to ensure that users are who
they claim to be. This can be achieved by implementing two-factor authentication, which
requires users to provide additional information beyond a password to log in, thus making
it harder for hackers to gain access to user accounts.

In addition to security measures, privacy and confidentiality must be respected and
protected, including implementing guidelines and regulations to prevent the misuse or
exploitation of personal information. For instance, users should be informed about how
their data are being collected, used, and shared and have the option to opt out if they wish
to do so.

As physical-digital environments continue to evolve, it is essential to prioritize se-
curity, privacy, and confidentiality to create a secure and trustworthy virtual world for
everyone, which involves implementing regular security updates, complying with privacy
regulations, and being vigilant against emerging threats. By taking a proactive approach to
security and privacy, we can ensure that physical-digital environments remain safe and
inclusive spaces for all.
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Abstract: In recent years, virtual reality (VR) technologies have become one of the teaching tools
with the greatest training potential in higher education. Thus, the study of factors that influence
the adoption and valuation of VR by the educational agents involved is a fruitful line of research,
because it can provide keys to promote its incorporation. This article compares the assessments
of VR as a teaching technology in higher education given by professors from countries that are
members of the Central American Bank for Economic Integration (CABEI) with those of professors
from countries in the Latin American region that are not members of CABEI. For this purpose, a
validated questionnaire on the perception of VR use was administered to a sample of 1246 professors
from the entire Latin American region, and their responses were statistically analyzed. As a result, it
was found that professors from CABEI countries give better ratings to the usability dimensions of
VR and report a lower number of disadvantages in its use than professors from countries outside
CABEIL However, the increase in the digital competence of professors in CABEI countries is more
than twice as high as the increase in the valuation of VR. It follows that there is still much room for
the integration of VR in higher education in CABEI countries. Furthermore, in CABEI countries there
is a more pronounced gap between professors from private and public universities with respect to
the above-mentioned ratings than in non-CABEI countries. As a consequence, some implications and
suggestions derived from the results are reported.

Keywords: virtual reality; virtual learning environments; information and communication technolo-
gies; university tenure; developing countries

1. Introduction

The term Virtual Reality (VR) refers to computer technologies that create environments,
objects, and scenes with the appearance of reality and with which the user can have an
interactive experience [1]. Thus, certain technical characteristics are inherent to VR, such as
the three-dimensional design of virtual environments [2], which should give as realistic
a feeling as possible [3], and interactivity [4], since the user experience should be able to
allow interaction with that environment. In addition, a certain degree of immersiveness
is required from VR, i.e., the user is sensorially immersed in the environment, inhibiting
users from experiencing their real environment. This degree of immersion can be greater or
lesser depending on the VR technological application in question; it is a continuum that
allows distinguishing, in extreme situations, between immersive VR and non-immersive
VR [5]. All these technical characteristics allow VR technologies (together with augmented
or mixed reality technologies) to have a multitude of applications in the most diverse fields
of technology [6-10].

Within the educational world, VR is one Information and Communication Technology
(ICT) that has shown great potential to develop the knowledge of students at all educational
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stages [11]. This potential arises from the ability of VR technologies to recreate diverse
and dynamic learning situations such that users have all their senses focused on the
environment and are able to interact with it in a realistic way. In this way, the virtual
environment does not lose the practicality of the real environment but gains in amenities
over other non-immersive technological resources. Therefore, in general terms, VR brings
unquestionably numerous advantages for use in the classroom, including the following:
(i) it allows the recreation of environments in a realistic way that could likely not be
recreated with that same realism through other technological resources, which is of special
interest in fields such as medicine [12], architecture [13], engineering [14], or art [15]; (ii) the
three-dimensional, immersive, and realistic nature facilitates the achievement of learning
objectives, which often leads to an increase in academic performance [16]; and (iii) the
interactive nature of the environments and the strong underlying technological foundation
is motivating for most students, who generally increase their involvement in learning
activities [17].

It is also necessary to point out that the implementation of VR technologies in educa-
tion has some limitations. These include the costs involved in implementation [18] and the
digital and techno-pedagogical skills that educators must develop to effectively incorporate
these technologies into their teaching activities [19]. Certainly, the initial expense involved
in implementing VR technologies is high. Nonetheless, research indicates that over time,
their adoption leads to considerable cost savings across various domains, including expen-
diture on consumables or laboratory equipment [20]. Consequently, the incorporation of VR
technologies by educational institutions represents a sustainable initiative [21]. Conversely,
the accessibility of VR is hindered by limitations in teacher training, particularly in regions
experiencing technological advancement, where the integration of ICT into educational
practices is less robust [22].

Digital transformation in Central America faces significant obstacles, which impact
regional development and competitiveness. A considerable digital divide and limitations in
technological infrastructure, coupled with a lack of advanced digital skills and cybersecurity
challenges, hinder the transition to a more digital and connected economy. In response
to these challenges, the Central American Bank for Economic Integration (CABEI) has
played a crucial role in financing projects that seek to overcome these barriers. For example,
CABEI financed in 2023 the construction and improvement of educational infrastructure
in Guatemala, benefiting more than 107,000 students [23], provided a USD 80 million
loan in 2019 to the Republic of Honduras for the “Program for the Integral Improvement
of Educational Infrastructure and Training in Honduras” [24] to promote progress in
improving the infrastructure of public education centers, and also supported, in 2022, the
creation of an immersive virtual room in the National Art Museum of Guatemala to enrich
the cultural experience of visitors through advanced technology [25]. These initiatives not
only improve access to education and culture, but also lay the groundwork for integrating
emerging technologies such as virtual reality into the educational environment.

In addition, the increase in infrastructure and digital capabilities thanks to CABEI's
efforts has provided a special context for examining the reception of virtual reality (VR) in
the region’s universities. Another outstanding example of CABEI’s promotion of advanced
technologies in the Latin American and Caribbean region was the financing of the Agri-
culture and Technology (AgTec) 2022 event, organized by Zamorano University, with the
sponsorship of CABEI's DYNAMIC Il initiative [26]. This event brought together nearly
900 participants, including students, graduates, industry, and development institutions, to
share innovations in processes, products, and services aimed at improving the resilience
and equity of agri-food systems. This event discussed how the inclusion of technologies
such as the Internet of Things and Artificial Intelligence offers a relevant framework for
considering the expansion and acceptance of virtual reality in educational contexts, given
its low adoption in the region, which does not exceed 2% among small-scale farmers [26].
Along the same lines, in 2020 CABEI held the forum “Science, Technology and Innovation
for Development: the necessary normality” [27], in which the possibility of regional inte-
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gration was proposed based on science and technology systems linked between countries
and their productive systems. This forum also discussed possible solutions to the most
urgent problems based on investment in research and development in Latin America, as the
COVID-19 pandemic revealed the low scientific and technological capacity as well as the
relative backwardness in the use of information technologies. Likewise, CABEI's initiative
to support the development of the Artificial Intelligence Strategy in coordination with the
Executive Directorate of the Innovation Cabinet of the Dominican Republic exemplifies
the entity’s commitment to the promotion and adoption of advanced technologies [28].
These supports, initiatives, and efforts provide a solid framework to drive research and
development, which is crucial to understand the potential for integration of technologies
such as virtual reality in higher education in the region.

Despite CABEI’s firm commitment to the digitalization of its member countries,
especially in higher education, there are no studies in the specialized literature that analyze
the impact of CABEI's actions in this digital integration process. For this reason, the
main purpose of this paper is to contribute to closing this gap. The general objective of
this research is to analyze the reception of VR technologies by Latin American university
professors, distinguishing between CABEI countries and non-CABEI countries. Specifically,
it aims to achieve the following objectives: (i) to analyze the perceptions that Latin American
professors have about the didactic use of VR and their self-concept of digital competence
for its use; (ii) to identify gaps in the above perceptions between CABEI and non-CABEI
countries; and (iii) to analyze whether the behavior of the differences in the perception of VR
between private and public universities in CABEI countries is similar or different from those
in non-CBEI countries. Therefore, we seek to answer the following research questions:

e  RQ1: Are there significant differences in perceptions of the didactic use of VR between
teachers in CABEI and non-CBEI countries within the Latin American region?

e  RQ2: Are differences by university tenure in perceptions of VR in CABEI countries
similar to or different from those of teachers in non-CABEI countries?

2. Related Works

The digital competence expressed by university professors in the Latin American
region is low, both in general terms [29] and in relation to the use of VR [22]. In this sense,
the area of specialty of the professors conditions their digital competence [30] which, in
general, is higher among professors in scientific and technical areas [31]. As far as we have
been able to explore, there are no studies that analyze differences in digital skills between
private and public university teachers in general. However, there are contextualized studies
on professors of Engineering [32] and Health Sciences [33] that claim that professors from
private universities report having better digital competence than those from public univer-
sities. This disparity is attributed to several factors. Predominantly, private universities
tend to have a larger contingent of distance learning students, necessitating substantial in-
vestments in digital infrastructure and resources [32]. Moreover, private institutions might
also prioritize comprehensive training programs in digital skills for their faculty, which not
only enhance technical abilities but also improve pedagogical and professional capacities
to integrate these technologies effectively into their teaching practices. These strategies
are integral to fostering an environment that supports digital competence, tailored to the
evolving educational needs and modalities of the modern academic landscape.

However, the digital competence of faculty in the Latin American region also changes
depending on the particular country studied. Specifically, it has been shown that the level
of digitization of the country correlates positively with the level of digital competence
expressed by university teachers [22]. In addition, it has also been shown that in certain
Latin American countries there are gaps in the digital competence of university professors
that do not exist in countries in more strongly digitized regions. For example, in Mexico,
engineering professors express the best digital competence [34], while in Spain, no gaps in
digital competence by knowledge area have been identified [35].
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University professors give very good ratings to VR technologies as a teaching resource
in higher education [36]. In this sense, the aspect most highlighted by the literature is the
very high acceptance generated by these technologies among students [37], which leads to
a significant increase in students” motivation and engagement with learning activities [38].
However, these high ratings are accompanied by the identification of a high number of
limitations or disadvantages, mainly linked to the cost of implementation and the needs
VR poses in terms of faculty training [39].

The specialized literature identifies numerous factors that condition the reception of
digital technologies in general and VR in particular, in higher education. The factors most
frequently present in the literature are sociological factors such as the gender and age of
teachers. In the case of gender, the literature presents diverse results. There are works that
report a better reception of digital technologies by men compared to women [29], works
that report that women are the ones who show a better reception [40], and works that report
no significant differences by gender [35]. As far as we have been able to explore, it has not
been possible to describe the extraneous variables that explain these divergences. A similar
phenomenon occurs with age. In fact, it has been found that the digital generation (digital
natives or digital immigrants) affects professors’ evaluations of digital technologies [41].
However, it has also been found that the field of expertise of a professor significantly
influences how age affects their evaluation of virtual reality (VR). Specifically, the area
of knowledge acts as a critical variable that could explain the variance in VR ratings
across different age groups [42]. This suggests not only that age impacts technological
adoption but that this effect is moderated by the specific disciplinary contexts in which
the technology is used. Thus, the interaction between the age of a professor and their field
of knowledge provides a detailed understanding of their perception and valuation of VR
technology, highlighting the importance of considering both individual and contextual
factors in studies of technology adoption in educational settings.

It has also been found that the teacher’s area of knowledge conditions the way in
which age influences his or her evaluations of VR [42]. Thus, knowledge area appears as a
possible explanatory extraneous variable for age gaps in VR ratings.

University tenure has been shown to be an explanatory variable for faculty perceptions
of VR within specific subject areas, such as Health Sciences [31] and Engineering [32].
In both knowledge areas, faculty from private universities value VR more than those
from public universities [31,32]. However, the gap between the two is wider in Health
Sciences [31]. This shows that university tenure is not only an explanatory variable for VR
ratings but also an extraneous variable that explains, secondarily, the influence of other
factors on the above-mentioned ratings.

3. Materials and Methods
3.1. Participants

The target population for this research was university professors in the Latin American
and Caribbean region. Specifically, the authors designed and taught a master class on the
didactic use of VR in higher education focused on Latin American university professors,
which was accessed through free registration in the course, and which was repeated every
two weeks between January and June 2023. This session had the following objectives: (i) to
present VR technologies as didactic tools and elucidate their technical characteristics of
realism, three-dimensionality, interactivity, and immersion; (ii) to discuss the logistical,
equipment, and training needs necessary for the implementation of VR technologies in
university classrooms; and (iii) to present different examples of practical applications
of the use of VR technologies in the various areas of knowledge in higher education.
The criteria for inclusion were the following: (i) being a professor at a Latin American
university and (ii) being a registered attendee at a training session on the use of VR in
higher education given by the authors. Attendance at the above-mentioned training session
allows assuming that the participants had, at the time of their participation in the study,
similar and homogeneous knowledge about the didactic use of VR, even though they
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were professors with no previous experience in the use of VR. After each training session,
the attendees were asked to respond telematically to the questionnaire used as a research
instrument, which was sent to them by means of a GoogleForms® (v1l, Mountain View, CA,
USA) questionnaire. Participation was informed and consented to in writing, as well as
free and anonymous. At no point in the process were participant data recorded that could
lead to identification. A total of 1559 professors attended the training session, of whom
1246 responded to the questionnaire. All the responses received were considered valid by
the authors, in the sense that they were complete.

3.2. Research Variables and Instrument

In this study, the main explanatory variable considered is whether or not the country
of origin of the participating professors belongs to CABEI This is a dichotomous nomi-
nal variable. The secondary explanatory variable is the tenure, private or public, of the
university where the professors teach. This is also a dichotomous variable.

The following explained variables are also considered: (i) self-concept of the partic-
ipants’ digital competence in the use of VR technologies; (ii) assessment of the didactic
aspects of VR; (iii) assessment of the usability of VR by professors and students; (iv) level
of perceived disadvantages of VR use in higher education; (v) perceived future use for
VR in the universities of the region; and (vi) assessment of the didactic and formative
effectiveness of VR use. All the explained variables were measured on Likert-type scales
from 1 to 5, where the lowest rating corresponds to value 1 and the highest to value 5.

For measuring these explained variables, a validated questionnaire [32] oriented to
university professors about the perception of the use of VR technologies in higher education
was used (Appendix A). The questionnaire consists of 22 questions, each of which requests
a rating of an aspect related to the didactic use of VR on a scale of 1 to 5, where 1 means a
very low rating and 5 means a very high rating. The validation of the instrument refers to
the construct, which consisted of an exploratory factor analysis that allowed the identifi-
cation of six families of questions that explain the construct [32] (Table 1): (i) self-concept
of participants’ digital competence in using VR (questions 1 to 3); (ii) rating of technical
aspects of VR, including realism, immersion, and three-dimensional design (questions 4
to 7); (iii) rating of usability aspects of VR, including user experience, employability of
VR in lessons, and perceived possibility at the participant’s university implementing VR
technologies (questions 8 to 10); (iv) disadvantages of VR, including costs, space required,
human and technical resources used, training required by technicians and professors,
and technological obsolescence of equipment (questions 11 to 15); (v) assessment of the
future projection of the use of VR in higher education, including both immersive and
non-immersive VR (questions 16 and 17); and (vi) assessment of the didactic and formative
aspects of VR, including student acceptance of VR, its impact on academic performance,
induced student motivation, impact on the development of lessons, university capacity to
implement VR technologies, and didactic employability (questions 18 to 22). This distribu-
tion of the questions into six families, which correspond to the explained variables of the
present study, allows explaining 54.1% of the variance [32]. Likewise, the instrument was
validated in terms of its internal consistency (notice that the Cronbach’s alpha parameters
of the different families mentioned vary between 0.70 and 0.84 [32]).

Table 1. Explained variables and questions of the instrument (Appendix A).

Variable Questions
Digital competence 1to3
Technical aspects 4to7
Usability 8to 10
Disadvantages 11to 15
Future projection 16 to 17
Didactic aspects 18 to 22
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3.3. Research Methodology

In this work, descriptive quantitative research was carried out on the assessments
made by a sample of Latin American university professors of the didactic use of VR
technologies. The core of the research consists of the statistical analysis of the comparison
of the mean ratings of professors from CABEI countries with respect to professors from
non-CABEI countries, and of private universities with respect to public universities. The
research process was as follows (Figure 1): The authors provided a training session on the
didactic use of VR as part of the data collection phase. After the session, the participants
answered a questionnaire, which was used as a research instrument. After validation of
the responses obtained (in the sense of checking for completeness), the data collection
phase was concluded. These data were subjected to statistical analysis, which were finally
discussed and conclusions were drawn.

During training session

Present VR Discuss about the implementation Present examples of
technologies as » of VR technologies in university » practical applications of

didactic tools classrooms the use of VR technologies
I,' """"" ‘\l Ilr """" \I (Tt \:
[ : | I Data ! | Respond telematically !
i Conclusions | ! S I ]
! : ,  analysis : to the questionnaire |
‘\_ __________ ,’ ‘\ ________ 'I' \\ _______________ /’

After training session

Figure 1. Research phases.

3.4. Data Analysis

This work is of a descriptive quantitative nature and is based on the statistical analysis
of the responses obtained to the questionnaire used as a research instrument. For this
purpose, it was confirmed, by means of a confirmatory factor analysis and the computation
of internal reliability statistics, that the theoretical model of six families of questions that
was presented explains the responses obtained. Descriptive statistics were then obtained
for the responses, grouped by families of questions according to the model derived from the
factor analysis. To answer the research questions, we obtained the statistics of the bilateral
t-test, comparing the mean responses between CABEI countries and non-CABEI countries,
with Welch’s correction, without assuming equality of variances. Likewise, to contrast
whether the gaps by university tenure in the responses are similar or different in CABEI
countries and non-CABEI countries, the multifactor analysis of variance (MANOVA) test
was used, again with Welch'’s correction, without assuming equality of variances.

4. Results
4.1. Distribution of Participants

A total of 1246 professors participated in the study, of which 746 come from nine CABEI
countries (59.87% of the total) and 500 come from nine countries in the Latin American and
Caribbean region that do not belong to CABEI (40.13% of the total). Of the participants
from CABEI countries, 37.50% teach in private universities and 62.50% teach in public
universities, so there is a slight majority of professors from public universities. Among
participants from non-CABEI countries, 46.00% work in private universities and 54.00%
work in public universities, so the majority are again in public universities, although the
difference is smaller than in the case of CABEI countries. The distribution of participants
by country of origin is shown in Table 2.
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Table 2. Distribution of the participants by their country of origin.

CABEI Countries Proportion (%) Non-CA.B El Proportion (%)
Countries

Argentina 16.6 Bolivia 104
Colombia 29.5 Brazil 4.0
Costa Rica 1.1 Chile 4.8
El Salvador 1.9 Ecuador 22.4
Guatemala 3.2 Paraguay 32
Honduras 1.1 Peru 44.4
Mexico 37.8 Puerto Rico 1.6
Panama 1.6 Uruguay 2.4
Dominican Republic 2.9 Venezuela 6.8
TOTAL 100 TOTAL 100

4.2. Validation of the Instrument

The Cronbach’s alpha and composite reliability (CR) parameters computed on the
responses obtained (Table 3), all greater than 0.70, show that the instrument enjoys good
internal consistency.

Table 3. Cronbach’s alpha and composite reliability (CR) parameters.

Family of Responses Cronbach’s Alpha CR
Digital competence 0.7551 0.7421
Technical aspects 0.8491 0.8406
Usability 0.7814 0.7696
Disadvantages 0.8017 0.7933
Future projection 0.7941 0.7861
Didactic aspects 0.7640 0.7551

4.3. Responses

Participating professors express an intermediate average level of digital competence
for VR use (between 3 and 4 out of 5) but higher ratings for technical and usability aspects
(greater than or equal to 4 out of 5), according to the average responses shown in Table 4.
On the other hand, the didactic aspects are rated lower than the technical and usability
aspects (between 3 and 4 out of 5). Likewise, the level of disadvantage perceived by the
professors is close to 4 out of 5. A bilateral ¢-test was performed to compare the mean
ratings between teachers from CABEI countries and teachers from non-CABEI countries,
the results of which are shown in Table 4 and Figure 2. Since the corresponding p-values are
less than the significance level previously set (0.05) only for the usability and disadvantages
variables, it can be concluded that there are significant differences between the mean ratings
only for these variables. Specifically, professors from CABEI countries give better ratings
of the usability of VR and identify a lower level of disadvantage in its use in lessons than
professors from non-CABEI countries (Table 4).

The bilateral t-test performed for the comparison of means between private and
public universities reveals significant differences (p-values lower than the 0.05 significance
level) for the usability and didactic aspects variables. Therefore, professors from private
universities give higher ratings to the usability and didactic aspects of VR than those from
public universities (Table 5). However, no differences by university tenure were identified
in the professors’ self-concept of digital competence or in their ratings of the technical
aspects of VR, its future projection or its disadvantages (Table 5 and Figure 3).
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Table 4. Average responses distinguishing between CABEI countries and non-CABEI countries as
well as statistics of the bilateral t-test for comparison of means, carried out with the Welch correction,
without assuming equality of variances.

Mean CABEI Mean Non-CABEI
Family Countries (Out of Countries (Out of t-Statistic p-Value
5) 5)
Digital competence 3.26 3.23 0.58 0.56
Technical aspects 3.97 3.91 0.91 0.36
Usability 4.29 4.15 2.81 <0.05*
Disadvantages 3.80 3.92 -1.96 0.04 *
Future projection 4.00 3.90 1.62 0.10
Didactic aspects 3.08 3.14 -0.87 0.38
*p <0.05.
: ; 3.14
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Figure 2. Average responses differentiated by geographic location (dark colors indicate significant
differences between CABEI and non-CABEI countries).

Table 5. Average responses distinguishing between private and public universities as well as statistics
of the bilateral t-test for comparison of means, carried out with the Welch correction, without
assuming equality of variances.

Family Mean Private Mean Public t-Statistic p-Value
Digital competence 3.31 3.20 1.75 0.08
Technical aspects 3.98 3.92 1.06 0.29
Usability 4.36 4.15 427 0.00 *
Disadvantages 391 3.81 1.49 0.14
Future projection 3.97 3.95 0.38 0.70
Didactic aspects 3.27 2.98 4.40 0.00 *

¥p<0.05.
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Figure 3. Average responses differentiated by university tenure (dark colors indicate significant
differences between private and public universities).

The behavior of the gap between public and private universities depending on whether
the professors are from CABEI or non-CABEI countries was studied using multifactor
analysis of variance (MANOVA), the results of which are shown in Table 6 and Figure 4.
Specifically, the behavior of the mean responses, distinguishing between private and public
universities, is different for CABEI and non-CABEI countries in terms of self-concept of
digital competence and assessment of the future projection of VR. Specifically, in the CABEI
countries, professors in private universities report higher levels of digital competence and
a better assessment of the future projection of VR than professors in public universities
(Table 6). On the other hand, in countries outside CABE], it is public university professors
who show a slight superiority in their average self-concept of digital competence and also
in their assessment of the future projection of VR compared to private university professors
(Table 6).

Table 6. Average responses (out of 5) distinguished by university tenure within CABEI countries and
non-CABEI countries as well as statistics from the multifactor analysis of variance (MANOVA) test
with Welch’s correction, without assuming equality of variances.

CABEI Countries Non-CABEI Countries
Family - - - - F-Statistic p-Value
Private Public Private Public
Digital competence 3.41 3.18 3.20 3.25 5.02 0.03*
Technical aspects 3.99 3.95 3.97 3.86 0.47 0.49
Usability 4.45 4.20 425 4.06 0.28 0.60
Disadvantages 3.81 3.79 4.02 3.84 1.13 0.29
Future projection 4.08 3.95 3.84 3.96 4.36 0.04 *
Didactic aspects 3.26 297 3.29 3.01 0.02 0.89

*p <0.05.
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Figure 4. Average responses (out of 5) differentiated by geo-localization (CABEI and non-CABEI
countries) and university tenure.

5. Discussion

The first novel contribution of the present research is to demonstrate that teachers
from CABEI countries rate the usability and user experience dimensions of VR higher than
teachers from non-CABEI countries (Table 4). In addition, the level of VR disadvantage
perceived by CABEI members is lower than that of non-CABEI members (Table 4). This
allows us to conclude, in response to RQ1, that belonging to the CABEI certainly influences
professors” acceptance of VR, although not in all the dimensions analyzed. If there are
no differences in the ratings of technical or didactic aspects, it is probably because these
ratings are not so much conditioned by the digitization of the country or the experience of
use, which seems to condition the rating of usability. This implies that professors in CABEI
countries probably have greater knowledge and experience in the use of technologies such
as VR.

In any case, the above results are in line with previous work that identifies the ge-
ographic variable as an influential factor in VR valuations [19,22,35]. Also, it is shown
that CABEI policies regarding the egalitarian digital development of member states lead
to higher acceptance of VR technologies by university professors. However, this higher
acceptance, while significant, is still small (around 3.37% for usability aspects of VR and
3.16% for disadvantages; Table 4). In contrast, digital competence in CABEI countries is
about 7% higher than in non-CBEI countries (Table 4). These two data together imply that
membership in CABEI leads to an increase in the digital integration of its universities, but
this increase has probably not yet sufficiently reached specific VR technologies.

University tenure has also been shown to be an explanatory variable for the evaluation
of the didactic and usability aspects of VR (Table 5). Specifically, professors from private
universities give higher ratings of these dimensions than professors from public universities.
Again, these results are in line with previous work contextualized in specific areas of
knowledge, such as Health Sciences [31] and Engineering [32]. Moreover, these results
are extended here to a broader population of university faculty. This gap may be due
to the greater experience and investment of private universities in the region in digital
integration [32].
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However, these university tenure gaps behave differently in CABEI and non-CABEI
countries. Specifically, in CABEI countries, there is a larger gap in digital competence for
VR use between private and public universities than in non-CABEI countries (Table 6).
Indeed, the digital competence of professors at private universities is 7.23% higher than
that of professors at public universities within CABEI countries. In contrast, the digital
competence of professors at public universities is 1.6% higher than that of professors at
private universities within countries outside the CABEL This implies, in response to RQ?2,
that the gaps by university tenure are different depending on whether or not one belongs
to the CABEI in terms of self-concept of digital competence, but not in the assessment of
the different technical, didactic, or usability dimensions of VR. This probably means that
CABEI countries are pursuing more determined university digitization policies than non-
CABEI countries, but the impact of these policies is evident mostly in private universities.
Again, the reality of the student body of these universities may explain this gap [32].

The implications of this study are as follows: (i) supranational alliances of an economic
nature, such as CABEI, have a significant and positive impact on the digitization process
in the region in which they are established; (ii) the previous digitization process carried
out by CABEI countries has had very little impact on the use and acceptance of specific
VR technologies in higher education; and (iii) the policies carried out by CABEI generate
inequalities in terms of the digitization process between private and public universities,
at least in terms of the digital training of faculty. Based on this second implication, it is
suggested that CABEI member states take measures to ensure an increasing use of digital
technologies in public universities, for example, by encouraging the design of protocols for
their use in lessons.

Among the limitations of this study are the following: (i) the methodology employed is
strongly quantitative, so that it is not possible to conduct an in-depth analysis of the reasons
behind the gaps identified, which would be derived from a more qualitative or mixed
approach; (ii) it is possible that there are extraneous variables influencing the perceptions
analyzed, both sociological and academic, that have not been addressed in this research;
and (iii) the geographic region analyzed, in the process of technological development,
is specific and particular, so it is not possible to extend the results to other regions with
higher levels of digitization. Thus, the following lines of future research are proposed: (i) to
carry out a similar quantitative analysis, but with a sample of participants homogeneously
distributed by country, so that the influence of the geographic variable can be studied
in greater depth; (ii) to complete the study with a qualitative analysis that will make it
possible to identify the exact reasons for the gaps identified; and (iii) to compare the results
obtained with those of other geographic regions with different levels of digitization.

Central America faces significant challenges in its digital transformation, marked
by a notable digital divide, limited technological infrastructure, and a lack of digital and
innovation skills. These challenges, together with problems in cybersecurity and access
to financing, hinder progress towards a digital economy. CABEI has responded to these
challenges with significant initiatives, such as financing the expansion of educational
infrastructure in Guatemala [23] and the development of an immersive virtual room at the
National Museum of Art [25], in addition to supporting technological innovation projects
in agriculture and education in other member countries [26]. In addition, CABEI has
supported initiatives that promote technological innovation in various sectors, which could
indirectly benefit education by improving the technological infrastructure available to
educational institutions in the region. These efforts not only improve the access to and
quality of education and culture but also foster greater integration with global value chains,
paving the way for the incorporation of advanced technologies such as virtual reality.
CABEI has thus played a fundamental role in the quest to mitigate these barriers through
the financing of key projects.

CABEI’s implementation of infrastructure and advanced technology offers a unique
platform to explore the integration and perception of virtual reality in higher education in
the region. The analysis of CABEI-supported projects, such as the creation of immersive
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facilities and support for research and development in countries such as Guatemala and
Honduras, influence professors’ perceptions of the didactic use of VR. In addition, these
analyses make it possible to compare the differential situation between private and public
universities, in order to understand the differences in the reception and application of
Virtual Reality depending on the type of institution and the technological support pro-
vided by regional initiatives such as the National Artificial Intelligence Strategy in the
Dominican Republic and educational innovation in Honduras, thus reflecting the impact of
digitalization policies promoted by CABEL

The results of the present study show that, despite funding for infrastructure improve-
ments in universities and other educational institutions by CABEI in the Latin American
and Caribbean region, the integration of technologies such as virtual reality in higher
education in CABEI countries is still in its early stages. Integrating VR more deeply into
academic curricula could improve the perception of its didactic benefits, thus aligning
digital competence with positive evaluations of its practical applicability. While teachers
in CABEI countries rate the usability aspects of VR positively and perceive fewer disad-
vantages in its use compared to their counterparts in non-CABEI countries, the increase
in digital competence is not fully reflected in a high valuation of VR. This suggests that,
while CABEI investments in technology infrastructure and training are critical, a more
targeted and specific approach to VR training is needed for these technologies to be fully
leveraged in educational contexts. These infrastructure projects would have the potential to
incorporate advanced technological components such as computer labs and digital media,
which can be critical in supporting VR technologies.

6. Conclusions

The participating professors give high ratings to the technical and usability aspects
of VR but express an intermediate self-concept of their digital competence to use VR,
an intermediate-high level of disadvantages, and an intermediate rating of its didactic
benefits. Professors from CABEI countries express 3.37% higher ratings of the usability
aspects of VR and 3.16% lower ratings of its disadvantages than those from non-CABEI
countries. Also, within the CABEI countries, the digital competence expressed by private
university professors is 7.23% higher than that of public university professors. However,
within countries outside the CABEI, the digital competence expressed by public university
professors is 1.6% higher than that of private university professors. Consequently, it
can be affirmed that CABEI activity in its member states leads to a notable increase in
the digital competence of professors in its universities, which is clearly concentrated in
private universities. This is probably because private universities may have both a greater
awareness of the digital integration process and a greater capacity to carry it out. Thus, this
may have led them to a more optimal capacity to channel the investment received in the
digitization of higher education than public universities. In addition, CABEI membership
also significantly increases the valuations of VR technologies. However, this increase of just
3% is low (less than half of the increase in digital competence shown by CABEI countries).
This means that the CABEI countries have not taken sufficient action in relation to specific
VR technologies. From the results obtained, it is recommended that CABEI countries
promote the design of protocols for the use of digital technologies, specifically VR, within
their public universities, to reduce the existing gap with private universities, and that
efforts to digitize higher education in non-CABEI countries be increased. In conclusion,
the main original contribution of the article consists of a mathematical verification of the
influence of CABEI’s technological development policies in higher education on university
professors’ reception of digital teaching technologies, specifically VR.

Although it has been shown that there are significant differences in the acceptance of
VR technologies depending on whether a country belongs to the CABEI, the methodology
used cannot ensure that membership in the CABEI is the cause (at least the only cause) of
these differences. This is a methodological limitation of this work. Thus, given that only a
small part of the investment in higher education in CABEI countries can be assumed to be
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due to CABEI membership, it is possible that there are extraneous variables that cause the
differences identified in this paper. Among these hidden causes could be, for example, the
differences in socioeconomic levels that exist between CABEI and non-CABEI countries.
CABEI's commitment to improving digital infrastructure and training has facilitated a
more receptive environment for VR in educational institutions in its member countries. This
is inferred because the results obtained among participants from CABEI countries are better.
However, despite CABEI funding for infrastructure improvements, the adoption of VR in
higher education in CABEI countries is still in its nascent stages, because the superiority of
the ratings to those of non-CABEI countries barely exceeds 3%. This implies that a more
targeted approach to VR training is required to take full advantage of these technologies in
educational contexts. Likewise, the results of the study indicate that, although there is a
positive assessment of VR usability and recognition of its technical advantages, a concerted
effort is still needed to build this improved infrastructure into an effective integration of
VR into didactic processes, particularly in public universities, to close the gap with private
institutions and maximize the educational potential of these advanced technologies. The
difference in the reception of VR between private and public universities underscores the
need for supportive policies that balance the distribution of technological resources and
strengthen the capacity of all higher education institutions in the Latin American region.
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Appendix A

The following are the questions of the survey used as the research instrument (all
responses are measured on a Likert scale of 1 to 5, where 1 means a very low rating and
5 means a very high rating):

1. Self-concept of your digital skills to program or design new ICT-based educational
tools.

2. Level of knowledge about virtual reality.

3. Do you feel that you have received sufficient training at your university on the possible
applications of VR in education?

4. Level of importance of the following usability aspect of virtual reality when designing
a virtual reality educational experience: 3D Design.

5. Level of importance of the following usability aspect of virtual reality when designing
a virtual reality educational experience: Immersion.

6.  Level of importance of the following usability aspect of virtual reality when designing
a virtual reality educational experience: Realism.

7. Importance of interaction when designing an educational experience with virtual
reality.

8.  Importance of user experience when designing an educational experience with virtual
reality.

9.  Importance of employability when designing a virtual reality educational experience.

10. Possibility of your university implementing virtual reality in its teaching activities.

11.  Level of inconvenience of the following aspects of virtual reality: Costs.

12.  Level of inconvenience of the following aspects of virtual reality: Spatial limitations.
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13.  Level of inconvenience of the following aspects of virtual reality: Demand for technical
and human resources.

14. Level of inconvenience of the following aspects of virtual reality: Requirement of
specific knowledge on the part of teachers and technicians.

15. Level of inconvenience of the following aspects of virtual reality: Technological
obsolescence of equipment.

16. Degree to which you think that the implementation of immersive virtual reality will
increase in the future at your university.

17.  Degree to which you think that the implementation of non-immersive virtual reality
will increase in the future at your university.

18.  Level of importance you give to the didactic usefulness of virtual reality when design-
ing didactic actions.

19. Level of acceptance of virtual reality as a teaching resource that you think your
students have (or would have).

20. Do you believe that the use of virtual reality in educational environments increases
(or would increase) the academic performance of your students?

21. Do you believe that the use of virtual reality in educational environments increases
(or would increase) your students” motivation to learn?

22. Do you consider that the application of virtual reality in educational environments
helps (or would help) to improve the progress of lessons?
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Abstract: In response to the digital transformation in education, this study explores the efficacy of
virtual reality (VR) video games in teaching direct current electrical circuits at a public university in
Colombia. Using a mixed-method action research approach, this study aimed to design, implement,
and evaluate a VR-based educational strategy to enhance undergraduate learning experiences. The
methodology integrated VR into the curriculum, facilitating a comparison of this innovative approach
with traditional teaching methods. The results indicate that the VR strategy significantly improved
students’ comprehension of electrical circuits and increased engagement, demonstrating the utility
of immersive technologies in educational settings. Challenges such as the need for technological
integration and curriculum adaptation were also identified. This study concludes that VR video
games can effectively augment electrical engineering education, offering a model for incorporating
advanced digital tools into higher education curricula. This approach aligns with ongoing trends
in digital transformation, suggesting significant potential for broad applications across various
educational contexts.

Keywords: electrical circuits; teaching; didactic strategy; virtual reality; emerging technologies;

digital transformation; serious game

1. Introduction

The integration of digital technologies within educational paradigms is revolutionizing
traditional teaching methodologies, fostering more interactive and engaging learning
experiences [1]. Among these innovations, Virtual Reality (VR) stands out due to its capacity
to create immersive and realistic environments that engage students more effectively than
traditional methods [2]. This study explores the use of VR as a dynamic interface between
humans and machines within educational settings, specifically targeting the instruction of
direct current electrical circuits across various educational levels [3].

Emerging technologies such as virtual reality have become a significant topic of con-
temporary academic discussion due to their valuable contributions to teaching and learning
processes [4,5]. These technologies are emerging as innovative approaches that break away
from classic teaching methods and offer active and engaging learning environments for
students and professionals in the field of electricity [6,7]. Thus, the emerging technology
that was explored in this study is virtual reality, which, from a theoretical perspective, is
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defined as a human—machine interface that allows users to experience an immersive envi-
ronment through 3-dimensional graphic simulations aimed at entering the metaverse [8].
This technology provides a realistic interaction with the content [9]. In this sense, this study
aimed to develop a didactic strategy based on virtual reality video games for teaching
the fundamentals of direct current electrical circuits in secondary, technical, and higher
education. These tools are increasingly used to prevent electrical accidents, such as those
occurring in substation control [10].

Virtual reality offers an interactive platform that significantly enhances the comprehen-
sion of complex scientific concepts through three-dimensional simulations. This immersive
experience not only improves understanding but also increases student motivation and
engagement, thereby making the learning process more appealing and effective. Despite
initial barriers such as high costs and limited technological accessibility, recent advance-
ments have rendered VR tools more accessible, spurring renewed interest and expanded
research into their potential educational benefits [11,12].

The transformative impact of VR extends beyond mere visualization; it changes
pedagogical approaches in science and technology education [13]. By enabling students
to interact with virtual objects, VR facilitates a hands-on approach that is particularly
advantageous in fields such as electrical engineering, where theoretical concepts can be
abstract and difficult to grasp [14,15]. Research indicates that VR can significantly reduce
cognitive load, providing a more intuitive understanding of complex theories [16,17].

Moreover, the inclusion of VR in educational settings enhances inclusivity and ac-
cessibility, catering to diverse learning needs and styles [18]. Studies have shown that
VR’s multisensory, immersive environments are particularly beneficial for students with
learning disabilities, helping them engage with content in ways that are often unachievable
through conventional methods [19,20].

Recent studies underscore VR'’s expanding role across various disciplines. For instance,
Vergara et al. [21] demonstrated how VR platforms could simulate complex engineering
tests like concrete compression, enhancing student familiarity with potentially hazardous
equipment in a risk-free environment. Furthermore, Vergara-Rodriguez et al. [22] utilized
VR for training in ultrasonic non-destructive testing, showing that VR not only reduces
training costs but also prevents the risks associated with handling real equipment. These
applications highlight VR’s potential to transcend traditional educational boundaries,
offering a versatile tool for both theoretical and practical instruction.

As VR technologies continue to evolve, their adaptability and scalability suggest that
they could become foundational in educational systems globally, reshaping how educa-
tional content is delivered and experienced across various levels and disciplines. The
empirical evaluation of this VR teaching strategy included both quantitative and qualita-
tive assessments to determine its impact on learning effectiveness, usability, and student
engagement. Findings suggest that VR significantly enhances educational experiences by
providing interactive and engaging environments that support complex cognitive tasks
such as understanding electrical circuits [23,24].

This research was conducted in collaboration with the Research and Development
Group in Electromechanical Systems (GRIDSEs) and Research in Science, Education, and
Technology (RESET) at the Pedagogical and Technological University of Colombia. It
employs VR video games to teach the fundamentals of electrical circuits, integrating
action research methodologies to ensure practical relevance and effectiveness. The initial
phase involved a review of existing didactic strategies, followed by the development
and implementation of a VR solution tailored to enhance learning outcomes in electrical
circuit education. Thus, this study not only highlights the effectiveness of VR in enhancing
electrical circuit education but also illustrates its potential as a transformative educational
tool. The findings advocate for the integration of VR technologies in curriculum design,
addressing the evolving demands of digital literacy in higher education [25,26].

163



Future Internet 2024, 16, 279

2. Methodology

The methodological approach of this study was undertaken using a mixed method,
supported by action research following Lewin’s postulates, where the entire research
proposal was structured into four stages: plan, act, observe, and reflect. Creswell [27] states
that this type of research “is similar to mixed research methods as it utilizes a collection of
quantitative, qualitative, or both types of data. However, it differs from these by focusing
on solving a specific and practical problem” (p. 577). Notably, action research was first
promulgated in 1944, envisioned as a research method with an experimental approach in
social sciences, prioritizing action on social issues [28].

Currently, this method is widely utilized in the field of education, offering possibilities
for intervention in communities with local problems that pave the way for transformation
and reflection [29,30]. It also allows researchers to theorize about praxis and self-reflect
on their teaching practices [31,32]. In action research, the researcher identifies a problem
related to action, employing various instruments to define the topic of interest and diagnose
significant weaknesses along with supporting theories, aiming to improve educational
practices. This approach can be conducted individually or in teams [33].

During the planning phase, the need to incorporate an instructional design model was
identified to plan the entire teaching strategy based on virtual reality effectively. To this
end, the ADDIE model was employed, which involves structuring the sequence of content
creation—didactic and interactive—based on five criteria: analysis, design, development,
implementation, and evaluation. Mufioz and Gonzélez [34] suggest that these steps can be
followed sequentially or simultaneously to design teaching materials, as summarized in
the diagram below (Figure 1).

A

- Pedagogical Integration.
- Security.

- 2D & 3D Design.

- Assembly (Virtual World).
- Coding.

- Didactic structuring.

- Development.

- Themes.
- Contents.

Figure 1. Methodological development diagram.

The virtual reality environment was developed using the Oculus Quest tool. This plat-
form enables users to interact in real-time with a simulated three-dimensional environment
via multiple sensory channels, emphasizing its main features such as visual and spatial
representation, immersion, and 3D sound. These attributes are crucial for fostering the
development of educational and interactive content.

The initial phases of this study involved a diagnostic analysis of the VR tool with
students from the technology degree program enrolled in the “Fundamentals of Electrical
Circuits” course. This cohort consisted of ten students, including two who were repeating
the course, that were selected to explore their comprehension and challenges related to the
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topics of symbology, measurement, and circuit types in a controlled, virtual environment.
To ensure a comprehensive evaluation, a supplementary assessment was conducted with an
additional 17 students, bringing the total number of student evaluators to 27. This broader
group allowed for a robust assessment of the VR system’s usability, pedagogical integration,
and safety in a wider educational context. Additionally, an evaluation panel comprising five
experts in educational technology and electrical engineering was included to provide expert
perspectives, ensuring the results reflect practical usability and pedagogical efficacy. The
evaluation employed a Likert scale survey [35] to gather detailed and nuanced feedback,
ensuring thorough vetting from both usability and educational perspectives. The survey
used for this evaluation can be found in Supplementary Materials File S1.

To address potential risks associated with the use of virtual reality (VR) environments,
such as falls, dizziness, and other symptoms [36], several precautionary measures were
implemented. Prior to participation, all students were fully informed about the nature of
this study and the potential risks involved. Informed consent forms were completed by
each participant, ensuring that they were aware of the scope and responsibility entailed in
the evaluation phase of the immersive VR resource developed.

To supplement our findings and mitigate the impact of having a smaller initial cohort,
we established a second population comprising a panel of five experts with extensive
experience in the electrical sector and educational gamification. This panel, detailed in
Table 1, was meticulously selected based on rigorous inclusion criteria, primarily their
professional experience exceeding ten years in relevant fields. The experts evaluated and
analyzed the usability characteristics, pedagogical integration, safety measures, and the
overall behavior of the virtual reality laboratory in teaching basic electrical circuits. Their
insights were crucial for validating the effectiveness and educational value of the VR
environment under conditions simulating real-life usage. This dual approach, combining
both student interactions and expert evaluations, provided a comprehensive analysis of the
VR application, ensuring robust testing and feedback that aligns with the high standards
required for educational innovations in technical disciplines.

Table 1. Expert panel composition and qualifications.

Panel of . Professional Virtual Reality . .
Profession . . Supervised Subjects
Experts Experience Experience
. . Electrical circuits, electric
Electronic engineer, drives, analog electronics
1 Master of Computer Science, and 18.3 years No L & e !
. . . digital electronics, and
Ph.D. in engineering .
power electronics
Inc!ustrlal de.s1gne.r —with Yes, thesis supervision Basic and secondary
2 teaching experience in the area 15.7 years in eamification education technolo
of 2D and 3D design & ' 8y
Electromechanical engineer and Electrical circuits, electric
Specialist of Industrial drives, analog electronics
. 28.4 A . !
3 Automation and Master of 84 years No digital electronics, and
Industrial Automation power electronics
Electrical engineer, Master of
4 Engineering with an emphasis in 20.2 years No DC electrical circuits
electrical engineering
Educational digital
Graduate of Industrial Yes, direction and chair ecosystems and
5 Education, Master of E-learning, 26 years of the postgraduate educational innovation and

Ph.D. in creation

projects in gamification.

information

communication technology

The following description outlines the methodology used in this study, including
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and the specific tools employed to evaluate the impact of virtual reality (VR) on students’
learning experiences.

2.1. Methodological Process
2.1.1. Qualitative Methodology

Qualitative assessments were conducted at multiple stages to gather nuanced feedback
on the VR environment. These included structured interviews and observational studies,
which provided critical insights into the usability and educational value of the VR settings.

2.1.2. Quantitative Methodology

Quantitative data collection began with a baseline evaluation of students” understand-
ing of key concepts in electrical circuits. This phase employed a structured questionnaire to
identify initial knowledge gaps and measure learning outcomes post-intervention.

2.1.3. Measurement Tools

To rigorously assess the effectiveness of the VR application, a customized questionnaire
was developed based on Olsen’s frameworks for serious games’ usability testing. The
immersive quality of the VR experience was enhanced using Oculus Quest technology,
which supports interactive learning through six degrees of freedom, ensuring a highly
engaging and educational experience. Each session was carefully timed to last no more
than thirty minutes to optimize focus and prevent cognitive overload.

3. Results
3.1. Initial Diagnosis

An assessment was conducted with ten students enrolled in the “Fundamentals of
Electrical Circuits” course. The objective was to gauge their level of knowledge on key
concepts. This assessment covered various topics, including symbols, electrical compo-
nents and units, areas of measurement, series circuits, and mixed circuits (Table 2). Each
question was categorized by theme and meticulously analyzed. This process enabled the
identification of the students’ strengths and weaknesses concerning their knowledge base.

Table 2. Knowledge level test responses.

Ask Symbology Units Measurement Series Mixed
(1a) (1b) Zones (2) Circuit (3) Circuit (4)
Correct answer 3 9 1 3 4
Wrong answer 7 1 9 7 6

The analysis of the preliminary data, as illustrated in the preceding table, reveals
significant gaps in knowledge across most of the evaluated topics. This initial diagnostic
exercise proved to be the most critical input for determining the specific subjects to be
addressed within the teaching strategy, which was operationalized through the virtual
reality laboratory. The analysis indicates that 90% of the students can identify and associate
electrical components with their corresponding units. However, a majority struggles with
other areas, including symbols, measurement domains, series circuits, and mixed circuits.

3.2. Design and Development of Virtual Reality Modules

For the design and development of the video game, two versions of the teaching strategy
were developed, leveraging challenge-based learning to foster critical thinking, creativity, and
curiosity among students. This approach facilitates a deeper understanding of the subject
matter and enhances problem-solving skills, as supported by Romero-Yesa et al. [37] and
Kaya and Ercag [38], who have documented the effectiveness of challenge-based learning in
stimulating significant educational engagement and improvement in learning outcomes. A
preliminary knowledge diagnosis was performed to identify the most challenging topics for
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students, which then informed the thematic content incorporated into the video game. The
chosen topics were meticulously aligned with the course syllabus to ensure relevance and
educational integrity.

Further detailing the video game’s design, we incorporated instructional elements,
interface designs, and safety measures tailored to the educational context. Notably, the
gameplay was structured to include specific time allocations for each challenge, detailed in
Table 3 below, ensuring that each session maintained optimal engagement without over-
whelming the students. The sequence of scenes, evaluations, and feedback strategies were
carefully orchestrated to provide both auditory and visual cues, enhancing the immersive
experience while safeguarding the educational objectives. The sound environment and
other design elements were chosen to minimize distractions and maximize learning efficacy,
with the entire design process reflecting a meticulous approach to integrating educational
technology effectively.

Table 3. Requirements for the design and development of the video game.

Requirements

Justification

Alternative

Characterization of

To stop the design and development of the
modules, the themes that represented the

The topics were selected based on the subject’s curriculum and

the themes greatest difficulty in the contextualization of the application of the knowledge level test.
knowledge were taken into account.
Virtual reality was used due to its great
Vi . benefits in terms of didactics and pedagogy, The total immersion of the user within the video game allows
irtual reality . g . . . - .
since significant learning for a pedagogical and didactic connection.
has been demonstrated.
Prevents the user (player) from suffering
physical injuries. The Oculus Quest virtual reality device was used, due to its
Safety It is recommended to perform active pause safety guardian system, which avoids collisions with
practices every 15 min for a period of 30 min to the real world.
use the virtual reality glasses again.
Game Core:
use of an interactive character that narrates and introduces the
video game.
The following system of rules was defined:
The accumulation of points.
This is an individual video game.
Challenges only have one solution.
There is a time limit for each challenge.
If the player, at the end of each module, does not solve the
The video game was developed under a . }clhalllenge cc;rrectily, hﬁ rﬁust return tci the beginnigglof }ilt.
criterion of rules and conditions—Game Core, the player solves the cha lenge correctly In one module, he or
Gamepla Game Engine, Game Interface—facilitating the she will automatically continue to the next.
play gme, &

response interaction between the user
and machine.

Game Engine:

The 3D objects were designed under gravity parameters and
high-quality rendering, obtaining a realistic appearance of the
materials associated with each electrical element.
Oculus Touch controls were used for the
communication system.

A VR display device, Oculus Quest, was used.

Game Interface:

Auditory feedback means (narrative audios, button sounds,
and auditory timers) and visual feedback (images, colors,
shapes, numbers, symbols, letters, and three-dimensional
objects) were used.

Graphic section

The aim is for the content to be realistic and to
have a high resolution, omitting distracting
agents, and for the player to be the one who
intuitively discovers the video game, within

the user interface.

Naturalness in movements,
quick interaction responses in real time,
realistic renderings, and
scales according to the real elements.

Music and sounds

During the experience, the user will need to be
oriented and guided in each thematic module
and have feedback on the practices.

Through narration and sound effects, the video game will be
comfortable and intuitive to use.
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Table 3. Cont.

Requirements Justification Alternative
Within each interaction, the user will have a . . .
Duration time limit to be able to correctly solve The video game will have a pop-up message in the last 10 s of

the modules.

each interaction.

Theme contextualization

The context of the video game and all the
elements of the scenario are related to the topic
of fundamentals of direct current
electrical circuits.

The scenario was designed, simulating an electricity laboratory,
ruling out any distraction within the practical experience.

Quantitative measurement
of learning

As this is a video game focused on teaching, it
is important to evaluate the results in each
thematic module.

A scoring system was designed that allows for the measuring
of the results by modules and additionally establishes a final
sum of the victory of the video game.

Didactic environment

Electrical concepts, being ambiguous and
intangible, become more difficult to
understand and contextualize.

The scenario has the objects associated with a symbol and a
type of electrical element.

Degrees of freedom

The controls and interface with the use of
Oculus Quest offer six degrees of freedom,
allowing free and natural movements in space.

At the time of immersion, the user has the option to move in all
three axes and perform head rotations using the
Oculus Quest devices.

3.3. Conceptual Modeling

In this phase, initial concepts for the video game were sketched by hand before
being digitized. Figure 2 illustrates an initial layout of the game environment, detailing
the quantities of electrical components utilized and establishing both the chronological
sequence and the mechanics of the game, including the setting, immersion, interaction,

and puzzles.
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3.4. Production of Artistic Resources

During this stage, various artistic assets were created, including objects, textures,
videos, illustrations, and audio narratives. The following tools were employed for their
development: Blender was used for modeling three-dimensional objects in .blend format;
Corel Draw was utilized for editing and creating vectors, specifically Sprites, in .png format;
and Audacity was used for editing and creating narrative audio files in .mp3 format. For
the rendering phase, a laptop equipped with an Intel Core 17 processor, 16 GB RAM
(Intel Corporation, Santa Clara, CA, USA), and an NVIDIA GEFORCE RTX 2060 (NVIDIA
Corporation, Santa Clara, CA, USA) graphics card was used.

3.5. 3D Modeling

The electrical objects were modeled in three dimensions with a high level of detail,
coupled with the assignment of materials, which were rendered by the Cycles engine
to achieve a realistic representation, as observed in Figure 3. The design of all objects
within the learning environment utilized polygonal modeling techniques, favored for their
ability to create complex shapes through the manipulation of vertices, edges, and faces.
The primary tools employed in this process were Extrude and Subdivision, which are
staple features of modeling software, particularly Blender in this instance. These tools
enable the addition of intricate details to the mesh by starting with a basic geometric
shape in edit mode and then selecting specific faces to extrude. The figure below displays
examples of the modeled objects. The development of virtual reality equipment has led
to significant advancements, particularly in the evolution from virtual reality helmets to
virtual reality glasses. These glasses have enhanced scenario resolution, portability, and
software development, including platforms like Unreal Engine™ and Unity™ © [39].

Figure 3. Element modeling.

3.5.1. Vectorized—Graphical User Interface

For the creation of buttons and electrical symbols, initial sketches were refined and
subsequently vectorized using the Corel Draw program, specifically its free version. This
approach facilitated the production of high-resolution vectors in .png format, ensuring
that the graphical elements retained clarity and detail suitable for the educational content
(Figure 4). The graph below displays the vectors and Sprites that were pre-designed and
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edited in .CDR format, sourced under a free license from the OpenGameArt repository,
showcasing the variety and quality of these graphical components. Similarly, 2D elements
play a crucial role in student tasks, as traditional methods utilize graphics and symbols
that help connect concepts with student understanding [40].

Resistencia 1

Figure 4. Vectorized graphic elements.

As illustrated in the previous graph, symbols served as reference images to signify the
type of electrical element each represented. Moreover, vectors were utilized to graphically
underscore the concepts covered in each module, and a logo was crafted to encapsulate the
essence of the game, serving as a key part of the virtual reality learning environment’s identity.

The process for vectorizing images began with the initial sketching of buttons and
symbols, followed by their vectorization in Corel Draw (X9). Subsequently, the hierarchy
of the vectors was organized in terms of frames, titles, subtitles, and buttons. These
vectors were then exported in .png format to the Unity3D engine. The final steps involved
converting the .png vectors into 2D sprites and arranging the spatial distribution of buttons
within the input menus.

3.5.2. Construction of the Scenario

For the construction of the setting, a 3D digitization was arranged, creating a futuristic
electricity laboratory. This environment comprises three-dimensional elements including
an instruction and menu screen, a workbench, and various 3D objects. The design draws
inspiration from a futuristic laboratory theme, sourced from Unity’s Asset Store. As
depicted in Figure 5, the aim is to foster a gaming and immersive experience for the user.
This immersion is further enhanced through visualization with virtual reality devices, such
as Oculus Quest, thereby stimulating motivation during the execution of learning activities.

For the final arrangement of the scenario, the 3D objects were exported in .blend, .obj,
and .fbx formats to the Unity video game engine. This step facilitated their integration
within the scenario and its associated themes. Following this integration into Unity®, with
the 3D elements designed by the authors, the appropriate lighting for the 3D environment
was established. This meticulous process culminated in the creation of the environment
depicted in Figure 6 as the result.

To ensure students’ effective engagement and understanding, initial instructions
are provided through 2D mediations such as texts and images. These instructions are
presented on a monitor within the VR environment, explaining, in detail, the steps and
tasks students need to perform. This preparatory phase helps students comprehend their
roles and the activities involved in the immersive learning environment. Following this,
students interact with the 3D resources and activities designed to achieve learning outcomes
related to electrical circuits. The preliminary instructions are delivered via a computer, a
familiar resource in the computer laboratories of the educational institution, facilitating a
smooth transition to the immersive 3D experience. This method leverages both 2D and 3D
elements, creating a comprehensive learning pathway that enhances educational outcomes.
Figure 7a,b illustrate the interaction within the serious game. In the selection activities,
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students use controls to pick up 3D objects and place them in the correct category of
circuit elements, as shown in Figure 7a. In the circuit-construction phase, students select
elements such as sources, resistors, and conductors to assemble a series circuit on a giant
breadboard within the 3D virtual environment, as depicted in Figure 7b. This structured
integration of 2D and 3D instructions and activities ensures a progressive and engaging
learning experience.

Menu Principal

Blenvenido 1 nstrucciones VR
noresa tyu nombre - 2 rroouccion

EMENY

Ver Avance

Resistencia Electrica [R)

Ly [ —_‘"ff""__l D

‘ S

Figure 6. The Virtual Electrical Lab—the VE Lab.
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Figure 7. (a) Interaction with 3D objects for categorizing circuit elements. (b) Construction of a series

circuit on a giant breadboard in the 3D virtual environment.

The graphical user interface (GUI) of the virtual laboratory features various menus that
offer students the opportunity to temporarily register their names before proceeding with
the different modules available in the learning environment. Additionally, an instruction
menu provides guidance on using the controls to interact with 3D objects and integrate
them into the construction of electrical circuits. Furthermore, the explanatory interface
plays a crucial role in contextualizing the material through images, illustrations, and text,
elucidating the electrical concepts and virtual reality principles necessary for engaging
with the virtual world effectively.

In response to the innovative application of VR environments to simulate traditional
educational tools like monitors displaying circuit diagrams, the well-documented ed-
ucational benefits of serious games and digital game-based learning environments are
harnessed. Studies by Protopsaltis et al. [41] and Anastasiadis et al. [42] illustrate how
these digital platforms catalyze learning by enhancing student engagement through inter-
active and immersive experiences. Digital games, especially those designed for educational
purposes, transform traditional learning landscapes into comprehensive and interactive
environments where students actively participate and engage with content. This interactive
modality, preferred by digital natives or modern learners who thrive in digital-rich settings,
promotes a deeper understanding and retention of complex concepts such as those encoun-
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tered in electrical circuits. The virtual display of a monitor in the VR laboratory serves more
than a mere visual replication; it integrates with interactive elements that allow students to
manipulate and experiment with circuits in ways traditional static displays cannot match.
By incorporating serious games into education, the natural curiosity and engagement of
learners are leveraged, transforming their interaction with content from passive reception
to active involvement—a crucial shift in technical education where practical understanding
and the application of knowledge are key. Moreover, the inclusion of game elements, such
as points, levels, and feedback, not only makes the learning process more engaging but
also aligns with pedagogical strategies that enhance motivation and improve learning
outcomes. Embedding traditional educational content within a VR platform adheres to
modern educational theories and provides a pedagogically enriched environment that is
adaptive, interactive, and reflective of how students best learn today, aligning with the
advantages of serious games in education which include improved cognitive gains, higher
motivation and engagement levels, and enhanced problem-solving skills.

3.6. Logical Structuring of the GUI

Figures S1 and S2 (in the Supplementary Materials) showcase the class diagram (logical
structure) of the GUI, detailing the various methods, variables, and plugins that facilitate
user interaction. This diagram serves as the foundation for all user navigations within the
GUI, enabling seamless interactions with menus, activities, and conceptual frameworks. In
other research, interaction is crucial for familiarizing users with levels and tutorials to help
them achieve each objective [43].

Figure S1 presents a concept map illustrating the relationship between the user inter-
face and game controls within the virtual reality environment. The GUI is divided into two
key elements: the “VR Instructions Menu” and the “Main Menu”. This map highlights how
the user interacts with the controls and various menus, showcasing the different activities
involved in the application’s use for teaching circuits. Figure S2 illustrates the interac-
tion and components within the virtual world designed to teach concepts of electrical
symbology, such as electrical resistance, voltage, and electrical current. The controls and
gameplay modules are configured to allow for the selection and manipulation of various
circuit elements, enabling users to identify passive, active, and measurement components.
Additionally, users can engage in several questionnaire challenges where they must select
the correct answers. Upon completing the questionnaire, users can build a circuit on a
protoboard using different virtualized elements, enhancing their ability to manipulate and
construct circuits.

The educational structure of the video game is divided into two main sections: the
first part delivers theoretical content, introducing concepts through narratives and texts.
The second part engages students with interactive puzzles, allowing them to apply the
concepts they have learned. This dynamic approach is enhanced by the inclusion of a
scoring system, timers, sounds, and pop-up messages, which provide feedback and signal
achievement to the students.

3.7. Graphical User Interface Coding and Programming

The programming behind the graphical user interface (GUI) was executed in the C#
(C Sharp) programming language, utilizing the Visual Studio 2019 Integrated Development
Environment (IDE) and integrating it into the Unity video game engine. The development
process involved coding various scripts related to entry, GUI navigation, instructions,
question-and-answer interactions, final results, and circuit creation. These scripts underpin
the interactions within each module of the virtual learning environment, facilitating a
seamless and interactive educational experience.
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3.7.1. Control Programming

Control programming was specifically designed to enable interaction with the input
and grip buttons, allowing for the selection and manipulation of objects within the virtual
space. Figure 8 illustrates the control mechanisms.

Axis2D.PrimaryThumbstick Axis2D.SecondaryThumbstick
Button.PrimaryThumbstick (left stick press) Button.SecondaryThumbstick (right stick press)

Reserved

Axis1D.PrimaryindexTrigger

Axis1D.SecondarylndexTrigger

Axis1D.PrimaryHandTrigger Axis1D.SecondaryHandTrigger

Touch.PrimaryThumbRest Touch.SecondaryThumbRest
Figure 8. Oculus Touch input system in Unity. Source: Unity Manual [44].

The controller controls utilized were Oculus Touch, and the final coding was imple-
mented within the Unity3D video game engine, version 2019. It was essential to identify
the input buttons of the Oculus Touch controller within the Unity3D engine and utilize its
native Oculus package, named Oculus Integration. This package comprises basic Oculus
VR features, components, scripts, and plugins in Unity, facilitating certain user actions.

3.7.2. Generation and Installation of the Apk on the Oculus Quest Device

The final compilation of the virtual reality environment and the generation of the APK
were conducted using Unity. Subsequently, the Oculus Quest device was connected, and
the application was installed via the command prompt using the respective commands.

3.8. Implementation and Evaluation of the VR Teaching Strategy

A panel of five experts was selected to use and analyze the teaching strategy, named
the Virtual Electrical Lab. This process allowed for the compilation of observations through
a questionnaire to establish criteria for improvements. The observations, recommenda-
tions, and identified limitations aimed to enhance the video game in terms of usability,
pedagogical integration, and safety.

At the start of the session, with each expert in the virtual reality laboratory, instructions
for using the Oculus Quest virtual reality display device were provided, along with an
introduction to the virtual learning environment. The progress within this environment
was observable from outside the VR device via a screen.

In refining the assessment tools for the serious game, the necessity to adapt the evalu-
ation strategy to better suit the developmental stage of the project was recognized. Initially
guided by general frameworks from the literature [45], a comprehensive questionnaire was
specifically designed to address usability, pedagogical integration, and safety aspects, draw-
ing from established methodologies in usability testing for serious games. This approach
ensures that the game not only meets technical standards but also aligns with educational
goals, providing a safe and effective learning environment. The results from this structured
evaluation are instrumental in directing ongoing adjustments and enhancements, confirm-
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ing the game’s readiness for eventual academic applications and highlighting its potential
for broader educational impacts.

Usability and interaction (expert panel): The survey results from the results on usabil-
ity (Table 4) indicate a highly positive reception of the VR tool’s instructional quality and
design features. Preliminary instructions provided by the developer or course instructor
were rated as either “Excellent” (60%) or “Very Good” (40%), with no responses falling into
lower categories. Similarly, the quality of in-game instructions for controls, object handling,
and circuit building received the same high ratings, indicating clear and effective guidance
for users. Satisfaction with the 3D environment design, including colors, textures, audio,
voices, 3D objects, lighting, and scales, also scored highly, with 60% rating it as “Excellent”
and 40% as “Very Good”. This reflects the immersive and visually appealing nature of
the VR environment. The 2D interface design (main panel) and the sense of immersion
were similarly praised, with a majority of the ratings being in the “Excellent” and “Very
Good” categories. Notably, questions related to interaction (Questions 6 to 11) showed that
evaluators found the objects and buttons intuitive and easy to use, with 60% to 100% of the
responses indicating “Almost always” or “Always”. These results suggest that the VR tool
is user-friendly and effectively engages users through its design and interactive elements.

Table 4. Evaluation results of expert panel: usability characteristics.

. Excellent Very Good Satisfactory Regular Deficient

Question %] [%] %] [%] [%]
1 60 40 0 0 0
2 60 40 0 0 0
3 60 40 0 0 0
4 40 60 0 0 0
5 80 20 0 0 0

Never Almost Sometimes :}:::S: Always

[%] Never [%] [%] o ]y [%]

6 0 0 0 60 40
7 0 0 0 40 60
8 0 0 0 40 60
9 40 60 0 0 0
10 0 0 20 20 60
11 0 0 20 40 40

Pedagogical integration (expert panel): The survey results for pedagogical integration
(Table 5) highlight the strong alignment of the VR system with educational content and its
effectiveness in meeting learning needs. All evaluators (100%) agreed that the electrical
concepts presented were appropriate for teaching basic DC electrical circuits and that the
images and videos related to the concepts were clear. The degree of interaction with the
3D objects within the game was rated highly, with 60% of the responses indicating “5”
(the highest rating) and 40% indicating “4”. This suggests that the VR tool effectively
engages students in interactive learning. Additionally, the circuit-building module was
deemed to meet real electrical circuit practice needs to a great extent or completely by
60% of the evaluators. The implementation of the game as an innovative educational tool
was also rated highly, with 60% of the evaluators believing it contributes to learning the
fundamentals of DC electrical circuits completely. These findings affirm the effectiveness
of the VR tool in enhancing pedagogical integration and providing an engaging and
interactive learning experience, and the electrical concepts presented, in images, videos,
3D objects and symbols, were clear, relevant, and consistent for contextualization in the
teaching of basic direct current electrical circuits.
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Table 5. Evaluation results of expert panel: pedagogical integration characteristics.

Question All Some None
[%] [%] [%]
12 100 0 0
13 100 0 0
. Excellent Very Good Satisfactory Regular Deficient
Question [%] [%] [%] [%] [%]
14 60 40 0 0 0
Question 5 4 3 2 1
15 60 40 0 0 0
. Completely Very Good Satisfactory Regular
Question (%] (%] [%] (%]
16 20 40 40 0
17 60 20 20 0

Safety (expert panel): The safety results from the survey of the evaluators (Table 6)
show a strong consensus on the safety of the VR tool and a lack of adverse effects. No
evaluators reported detecting any errors during gameplay (100% “no”). Additionally, a
majority of the evaluators (80%) indicated that they “never” experienced physical effects
such as dizziness, nausea, or headaches while manipulating objects in the game, with the
remaining 20% reporting “almost never” experiencing such effects. No evaluators reported
that the guide induced them to make mistakes during immersion, nor did they encounter
any obstacles or conflicts that hindered the completion of activities (100% “no”). Regarding
the virtual reality learning environment, no errors in coding or effects related to vertigo or
visual fatigue in the user were detected. These results suggest that the VR tool is not only
safe but also well-designed to prevent common issues associated with VR usage, such as
physical discomfort and navigation errors.

Table 6. Evaluation results of expert panel: safety characteristics.

Question Yes No
18 0 100
20 0 100
21 0 100
Question Always Almost Sometimes ?\}Iel::zt Never
[%] Always [%] [%] o
[%]
19 0 0 0 20 80

The evaluation of the VR application involved a comprehensive assessment of its
usability, pedagogical integration, and safety, utilizing a survey instrument detailed in
Supplementary Materials File S1. This study initially included ten students from the “Fun-
damentals of Electrical Circuits” course and was later expanded to include an additional
17 students, resulting in a total of 27 student participants.

Usability and interaction (students): The usability results (Table 7) indicate a high
level of satisfaction among the students regarding the VR system. For the preliminary
instructions, 94% of the students rated them as either excellent or very good, suggesting that
the guidance provided was clear and effective. Similarly, in-game instructions were highly
rated, with 71% of the students giving them excellent or very good ratings, indicating that
the controls and object handling were well-explained. Satisfaction with the 3D environment
design was also high, with 89% of the students rating it as excellent or very good, reflecting
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the immersive and visually appealing nature of the game. The 2D interface design was
positively received by 94% of the students, suggesting that the main panel’s design elements
were user-friendly. Lastly, the sense of immersion was rated highly by 94% of the students,
highlighting the effectiveness of the VR environment in engaging students. The interaction
section showed that while most students found the interaction with objects and buttons
intuitive, a small percentage faced occasional challenges, potentially due to varying levels
of familiarity with VR technology. The terminology and symbols used were clear to
the majority, but a few students might benefit from additional context or explanation.
Navigation through the main screen was smooth for most, though some adjustments could
enhance the experience further. Although most students did not encounter difficulties
during gameplay, ensuring consistent ease of use for all users remains important. The time
allocated for each module and the feedback provided were generally sufficient, but minor
tweaks could improve the overall learning experience.

Table 7. Evaluation results of student participants: usability and interaction characteristics.

. Excellent Very Good Satisfactory Regular Deficient

Question [%] [%] [%] [%] [%]
1 65 29 0 6 0
2 53 18 0 0 0
3 71 18 12 0 0
4 59 35 6 0 0
5 53 41 6 0 0

Never Almost Sometimes Almost Always
[%] Never (%] Always (%]
[%] [%]

6 59 29 6 6 0
7 82 12 6 0 0
8 59 29 12 0 0
9 6 6 18 41 29
10 12 53 18 18 0
11 41 18 24 12 6

Pedagogical integration (students): The results for pedagogical integration (Table 8)
indicate a strong alignment between the VR system’s educational content and the stu-
dents’ learning needs. A significant majority (94%) of the students found the electrical
concepts appropriate for teaching basic DC electrical circuits, suggesting that the content
was well-chosen and relevant. The clarity of images and videos was affirmed by 82% of
the students, indicating that visual aids were effective in enhancing understanding. The
3D objects used to conceptualize elements and symbols were highly rated by 71% of the
students as excellent or very good, reflecting the success of the visual representation in
aiding comprehension. The degree of interaction with the 3D objects was rated highly,
with 82% of the students giving the highest scores, suggesting that the interactive elements
were engaging and functional. Most students felt that the circuit-building module met
the needs of real electrical circuit practice, with 82% affirming this to a great extent or
completely, highlighting the practical applicability of the VR tool. Additionally, 100% of the
students believed the game contributed significantly to learning the fundamentals of DC
electrical circuits, emphasizing the educational value of the VR environment. These results
suggest that the VR tool effectively bridges theoretical knowledge and practical applica-
tion, possibly due to its immersive and interactive nature, which enhances engagement
and retention.

Safety (students): The safety results (Table 9) suggest that the VR system is generally
safe and stable, with a few areas requiring attention. A slight majority (53%) of the students
did not detect any errors during gameplay, indicating overall stability, though nearly half
of them did report some issues, suggesting occasional glitches that need addressing. Most
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students (53%) never experienced physical effects such as dizziness or nausea, but 47%
reported almost never or sometimes experiencing such effects, indicating that while the VR
environment is mostly comfortable, some students may have sensitivity to VR experiences.
Importantly, all students reported that the guide did not induce any mistakes during
immersion, reflecting clear and effective instructions. Additionally, 82% of the students
did not encounter any obstacles or conflicts that hindered the completion of activities,
demonstrating a well-designed and smoothly functioning VR environment. These findings
suggest that while the VR system is largely safe and user-friendly, ongoing monitoring
and refinement are essential to ensure a consistently positive experience for all users. The
occasional physical effects reported may be due to individual differences in susceptibility
to VR-induced discomfort, highlighting the importance of offering guidelines for optimal
use and ensuring that VR sessions are appropriately timed to minimize any adverse effects.

Table 8. Evaluation results of student participants: pedagogical integration.

Question All Some None
[%] [%] [%]
12 94 6 0
13 82 18 0
. Excellent Very Good Satisfactory Regular Deficient
Question [%] [%] [%] [%] [%]
14 53 18 29 0 0
Question 5 4 3 2 1
15 41 41 18 0 0
. Completely Very Good Satisfactory Regular
Question [%] [%] (%] (%]
16 29 18 29 0
17 76 41 18 0

Table 9. Evaluation results of student participants: safety.

Question Yes No
18 47 53
20 0 100
21 82 18
Question Always Almost Sometimes 1;1::,2? Never
[%] Always [%] [%] [%]
19 0 12 6 29 53

4. Discussion

The development of this research underscores the transformative role of virtual re-
ality (VR) in educational settings, emerging as a robust tool in the teaching and learning
processes. Consistent with the observations by Escartin [46], VR is recognized not merely
as a technological advancement but as a fundamental shift in the educational paradigm,
supporting a more interactive and engaging learning process. Programs in developed
countries have already begun integrating VR across various educational levels, reflecting a
global trend towards immersive learning environments.

This study extends the current understanding of VR by demonstrating that a VR-
based learning environment significantly enhances immersion and interaction with three-
dimensional objects. This enhancement, as described by Miguélez-Juan et al. [47], promotes
a realistic simulation of complex virtual worlds where users engage in real-time through
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tailored electronic devices, thereby boosting motivation and providing a lifelike experience
during theoretical-practical activities. Furthermore, this approach mitigates traditional
risks associated with electrical circuit training, such as electrical hazards and equipment
damage, by providing a safe simulated environment for experimentation and learning.

The feedback from this study’s VR laboratory experience aligns with findings by
Botella et al. [48] and Paszkiewicz et al. [49], which reported a high approval rating for
VR’s application in primary education due to its capacity to safely replicate inaccessible
or hazardous real-world environments. This correlation not only validates VR'’s utility in
diverse educational settings but also highlights its potential in specialized fields such as
electrical engineering education. Feedback from this study’s VR laboratory experience
aligns with findings by Singh [50] and Tanaka et al. [51], which reported a high approval
rating for VR’s application in electrical substation training due to its capacity to safely
replicate inaccessible or hazardous real-world environments. This correlation not only
validates VR’s utility in diverse educational settings but also highlights its potential in
specialized fields such as electrical engineering education.

Despite these advancements, challenges remain, particularly concerning the infrastruc-
ture required for implementing VR. The need for high-performance computers to process
and display intricate simulations remains a significant barrier [46,51]. This infrastructure
challenge is crucial for future research directions, as addressing these barriers could expand
VR'’s accessibility and applicability.

Moreover, while this study focused on the benefits of VR in enhancing the understand-
ing of direct current electrical circuits, its application in the social sciences and other fields
suggests a broader potential. Future studies could explore interdisciplinary applications of
VR, examining its impact on various educational outcomes and its integration into different
curricular areas. Therefore, the findings from this research not only reinforce the efficacy
of VR in enhancing educational experiences but also advocate for its broader adoption in
curriculum design. As digital literacy becomes increasingly vital in higher education, VR’s
role in this domain is likely to expand, necessitating ongoing research into its integration,
scalability, and long-term educational impacts.

Looking ahead, further research should focus on overcoming technological and in-
frastructural barriers to make VR more accessible across educational sectors. Additionally,
studies could explore the long-term impacts of VR on learning retention and student
engagement across diverse demographic groups. Another promising area for future in-
vestigation is the development of customizable VR content that educators can tailor to
specific learning objectives and student needs, potentially transforming VR into a standard
teaching tool across educational levels.

The constant advent of emerging technologies is creating disparities in access and
usage within educational settings, exacerbating issues of digital illiteracy and constraining
the pedagogical potential these advancements might offer. Often, traditional classroom
strategies prioritize the transmission of theories and concepts in ways that isolate students
from engaging and participatory learning processes. Such methods, which emphasize rote
memory, repetition, and obedience, often position the teacher as the sole arbiter of educa-
tional success, thereby diminishing student motivation and hindering the development
of knowledge, skills, and values. Conversely, the integration of emerging technologies,
underpinned by educational theories such as constructivism and linked with innovative
pedagogical methods, offers alternative teaching and learning modalities. Technologies
like virtual reality introduce dynamic and disruptive learning environments that can sig-
nificantly enhance student motivation, acknowledging and building upon students’ prior
knowledge and fostering the development of skills through problem-solving in real-world
contexts [52]. Soler [53] highlights that while virtual reality holds substantial educational
promise, it requires further research to optimize its content and extend its application
broadly.

The survey results underscore the high usability, effective pedagogical integration,
and robust safety of the VR system. A significant majority of the students rated the
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preliminary and in-game instructions, as well as the 3D environment and 2D interface
design, as excellent or very good, indicating clear guidance and a user-friendly design.
The sense of immersion was highly rated, with only minor interaction challenges noted.
The pedagogical integration was strong, with most students finding the electrical concepts
appropriate and the interactive 3D objects effective in enhancing understanding. The circuit-
building module was well-received, meeting practical needs and contributing significantly
to learning the fundamentals of DC electrical circuits. Security-wise, the system was
stable and comfortable for most users, though a few reported minor physical effects.
These findings validate the VR tool’s effectiveness in enhancing educational experiences
and highlight areas for continuous improvement, aligning with this study’s objectives
of exploring VR'’s potential in transforming teaching and learning dynamics in electrical
engineering education.

The comparison of survey results between the expert panel and the students revealed
several key insights into the usability, pedagogical integration, and security of the VR
tool. Both groups rated the preliminary and in-game instructions highly, with the expert
panel giving 60% “Excellent” ratings and students rating them at 94% for preliminary
instructions and 71% for in-game instructions as excellent or very good. This suggests
effective guidance for users, though the students showed slightly higher satisfaction.
Satisfaction with the 3D environment and 2D interface design was also high for both
groups, indicating that the VR tool’s visual and interactive elements were well-received.
The experts and students alike found the interaction intuitive, with a majority indicating
“Almost always” or “Always”, though a few students faced occasional challenges, possibly
due to varying levels of familiarity with VR technology. In terms of pedagogical integration,
both groups recognized the VR tool’s effectiveness in presenting electrical concepts, with
100% of the experts and 94% of the students affirming its appropriateness. The experts
rated the degree of interaction with 3D objects highly, and 71% of the students rated it as
excellent or very good, reflecting successful engagement. Most notably, 60% of the experts
and 82% of the students believed the circuit-building module met real practice needs to a
great extent or completely. Regarding security, both groups reported minimal issues, with
the experts indicating no errors or physical effects and most students reporting similar
comfort levels, though a few noted occasional dizziness or nausea. These findings suggest
that the VR tool is well-designed, user-friendly, and effective in enhancing learning, though
ongoing refinement and attention to individual user experiences could further optimize
its impact. The slight differences in ratings between the two groups may be attributed to
the experts’ familiarity with VR technology and educational tools, compared to students’
varying levels of prior exposure and experience.

Consequently, this study explores the potential of VR to transform educational envi-
ronments, focusing on how immersive technologies can enhance teaching and learning
dynamics. By simulating realistic environments, VR significantly improves upon traditional
educational methods. It provides students with immersive and interactive experiences that
are crucial for understanding and retaining complex concepts, such as electrical circuits.
This research contributes to the evolving understanding of how VR can be effectively
integrated into educational methodologies to facilitate deeper learning.

Theoretically, this research aligns with constructivist learning theories which empha-
size active learning through experience and interaction, rather than a passive absorption
of information. VR allows students to ‘learn by doing’ in a risk-free environment, which
is particularly beneficial in technical disciplines where practical experience is crucial but
often constrained by access to resources or safety concerns.

Practically, the findings from this study demonstrate VR’s potential to increase en-
gagement and motivation among students, which are critical factors in educational success.
By incorporating VR into the curriculum, educators can offer students a more engaging
learning experience that not only improves comprehension but also encourages continuous
learning and curiosity.
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Based on the results of this study, the following are recommended for the application
of VR in educational settings: 1. the integration of VR into existing curricula to provide
students with hands-on experience in a virtual environment, thereby enhancing their un-
derstanding of theoretical concepts; 2. the development of customizable VR content that
educators can tailor to specific educational needs and learning outcomes, making VR a
versatile tool across various subjects; and 3. a continuous evaluation and adaptation of VR
applications in education to ensure they meet the evolving technological standards and ed-
ucational requirements. These recommendations aim to assist educators and policymakers
in leveraging VR technology to transform educational environments and meet the diverse
needs of students. By doing so, VR can play a pivotal role in bridging the gap between
traditional education methods and the digital future, making learning more accessible,
engaging, and effective for everyone.

5. Conclusions

Virtual reality (VR) has emerged as a significant advancement in educational technol-
ogy by enhancing simulation, immersion, and interaction with three-dimensional objects.
These elements are essential for achieving educational objectives, particularly in technical
disciplines such as electrical engineering. This study demonstrates VR'’s transformative
impact, facilitating hands-on, interactive learning experiences that significantly enhance
comprehension and engagement, especially in the study of electrical circuits.

During the testing of the VR game “The Virtual Lab”, no programming errors were
identified that compromised user safety, nor were instances of vertigo or visual fatigue
reported. This confirms the game’s safety and comfort for educational use. It is recommended
that the use of this virtual environment be moderated, with sessions ideally kept under thirty
minutes, particularly for inexperienced users or those with visual and cognitive disabilities.

The immersive VR game surpasses traditional educational methods such as video
games and educational software, particularly in boosting motivation, concentration, and
the incorporation of gamification elements. In the context of electrical circuits, VR supports
the acquisition of complex scientific knowledge more effectively and significantly enhances
learner motivation and attention.

The integration of VR into classrooms has proven to promote equity by providing
students from diverse backgrounds access to innovative learning tools. This inclusivity is
crucial for creating an equitable educational environment where all students can benefit
from advanced technological tools and engage more effectively with challenging subjects
like electrical circuits.

A major challenge in expanding VR in education is the need for adequate infrastruc-
ture, such as high-performance computers and specialized software, necessary to support
the sophisticated simulations required for teaching complex topics like electrical circuits.
This infrastructure challenge underscores the importance of technological readiness in
realizing the full benefits of VR in education.

Future research should focus on overcoming these technological barriers to make
VR more accessible and feasible for widespread educational use. Further studies should
explore the long-term impacts of VR on learning outcomes, including retention rates and
the development of practical skills in electrical engineering, to provide deeper insights into
VR’s comprehensive benefits and challenges within the educational sector.

The practical implications of this study are extensive, particularly in the field of electri-
cal engineering, where VR enables a hands-on learning experience that traditional methods
cannot replicate. By integrating VR technologies into the curriculum, educators can en-
hance educational effectiveness and better align learning experiences with educational
objectives. A continuous evaluation and adaptation of VR applications are recommended
to ensure their ongoing relevance and efficacy, making learning more accessible, engaging,
and effective for students of all backgrounds.
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coding structure; Figure 52: GUI coding structure continued.
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Abstract: As augmented reality (AR) technologies become increasingly integrated into
everyday life, privacy-maintenance concerns about their capacity to capture and process
sensitive visual data also increase. Visual data sanitization and obfuscation may effectively
increase the privacy protection level. This study examines user perceptions of privacy
protection strategies within AR environments. We developed and disseminated a question-
naire to assess users’ preferences, experiences, and concerns related to visual obfuscation
techniques, namely masking, pixelation, and blurring. We collected and analyzed the
responses using both qualitative and quantitative methodologies. The results indicate that
user perceptions varied based on the AR context and individual preferences. Participants
identified blurring as a versatile option that provides the best aesthetic appeal. Users
recognized masking as the most secure method but less visually appealing. This study
also revealed that demographic factors, such as age, education, and occupation, influenced
privacy concerns and the acceptance of obfuscation methods. These findings enhance the
understanding of user preferences and the effectiveness of obfuscation techniques in AR.
These insights can guide the development of privacy-preserving AR applications tailored
to accommodate diverse user needs.

Keywords: augmented reality; blurring; masking; obfuscation techniques; pixelation;
privacy; security

1. Introduction

In the modern era of pervasive digital technology within an increasingly intercon-
nected society, safeguarding privacy and security has emerged as a critical concern. The
extensive volume of visual data generated and disseminated daily—via security cameras,
social media platforms, and mobile devices—poses substantial privacy risks [1]. Visual
media, such as images and videos, frequently encapsulate sensitive information, including
personal details, geolocations, and identities, underscoring the necessity for robust privacy
protection mechanisms [2].

The evolution of privacy threats has paralleled technological advancement, creating
a complex landscape where traditional privacy protection methods often prove insuffi-
cient [3]. As technologies become more immersive and pervasive, the lines separating
private and public spheres are becoming increasingly blurred due to rising immersion and
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pervasiveness. This shift highlights the pressing need for novel approaches or advance-
ments in privacy protection [4].

A notable immersive technology in recent years is augmented reality (AR), which
superimposes digital data onto the real environment [5]. Through the integration of virtual
content with the physical world, AR offers an interactive experience [6]. Its uses are found
in several domains, such as industry, gaming, healthcare, and education [7-10].

However, integrating AR into our daily lives also introduces a new wave of privacy
and security concerns [11]. As AR devices continuously scan our surroundings, they in-
advertently collect sensitive information, raising concerns about bystander privacy [12].
Furthermore, real-time data processing and storage, coupled with location tracking and
behavioral pattern recognition, pose significant risks to the exposure of personal informa-
tion [13]. The advent of shared AR spaces further complicates the privacy landscape as
individuals with diverse privacy preferences engage in a common digital environment [14].

To address these privacy challenges, some techniques can be used to anonymize or
obscure visual data captured by AR devices to ensure that the identities and sensitive
information of individuals are protected [15]. Common methods include blurring, blocking,
and pixelating sensitive information while preserving the overall visual context. However,
the effectiveness and suitability of these techniques can vary depending on the specific
application, context, and the required level of privacy [13]. Thus, we developed SafeAR
(https:/ /safear.ipleiria.pt/ accessed on 13 December 2024), a funded project to enhance
privacy in AR environments. SafeAR focuses on developing services [16] and libraries [17]
to apply privacy-preserving techniques to sensitive visual data captured by AR devices.
Using machine learning to identify sensitive data and obfuscation methods such as blurring,
blocking, and pixelation, SafeAR seeks to protect the identities of individuals and personal
information without compromising the functionality of AR applications.

In this paper, we explore user preferences and perceptions of these privacy-enhancing
techniques, examining which method is considered more secure or effective in different
scenarios. We address the following research questions:

e RQ1: whatis the relationship between demographics (age, education, and occupation)
and the perceived security of different obfuscation methods?

e RQ2: how do different obfuscation techniques (masking, pixelation, and blurring)
affect user experience in AR applications?

e RQ3: what is the relationship between the level of familiarity with AR and the
acceptance of different obfuscation methods?

To answer these questions, we developed and disseminated a questionnaire to a
diverse group of participants. The questionnaire was designed to capture information on
user demographics, their familiarity with AR, and their perceptions of pixelation, masking,
and blurring obfuscation techniques. The collected data were analyzed using statistical
methods to validate the results.

The remainder of this paper is organized as follows. Section 2 provides essential
background information on AR technology and existing privacy protection techniques and
reviews relevant research in AR privacy protection and user studies. To systematically
explore the research question, Section 3 details the research methodology and study design.
Subsequently, Section 4 presents the findings of our study and we analyze the effects of
these findings, offering insight into the considerations of AR privacy. Finally, Section 5
summarizes the conclusions and recommendations for future research directions and
potential solutions to address the privacy challenges posed by AR technology.
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2. Background and Related Work

The integration of digital information into the physical world has reached new levels
of sophistication with advancements in AR technology. AR systems seamlessly incorporate
computer-generated content, including images, sounds, and 3D models, into users’ real-
time view of their environment. This augmentation is typically experienced through smart
glasses or mobile devices equipped with cameras and sensors that analyze the surroundings
to accurately position and display digital content [18].

As AR applications become more prevalent, particularly on mobile platforms, they
present new challenges related to the exposure of sensitive information in both personal
and professional contexts. The technology’s capacity to overlay digital content onto the
real world, while innovative, raises significant privacy concerns that require careful consid-
eration and management [19].

2.1. Privacy Challenges in AR Environments

Privacy challenges in AR environments are inherently multifaceted and complex.
AR systems continuously scan and process their surroundings, often capturing sensitive
information that may inadvertently appear in the background of a user’s view. This con-
tinuous environmental scanning creates a persistent stream of data that must be carefully
managed to protect user privacy [20]. The complexity increases in multi-user scenarios,
where different users may have varying privacy requirements and familiarity levels with
shared AR experiences [21]. Furthermore, the context-dependent nature of AR applications
makes it particularly challenging to implement universal privacy protection measures that
work effectively across all situations [22]. The potential for AR systems to store or process
captured information also raises important questions about data retention and security [23].

2.2. Visual Privacy Protection Techniques

To address these privacy concerns, several visual privacy protection techniques have
been developed and implemented in AR systems. These techniques offer different ap-
proaches to evalute privacy protection with user experience and functionality.

Each of these privacy protection techniques offer distinct advantages and limitations,
making them suitable for different use cases and privacy requirements. The choice between
these methods often depends on factors such as the sensitivity of the information being
protected, the required level of privacy, and the desired user experience. The effectiveness of
these techniques in AR environments is particularly important as the technology continues
to evolve and become more integrated into our daily life.

To illustrate the impact of different obfuscation techniques, Figure 1 compares the
effects of masking (Figure 1b), pixelation (Figure 1c), and blurring (Figure 1d) when applied
to an AR system. These techniques are used to conceal sensitive information displayed on
the screen, demonstrating various methods of privacy protection in AR environments.

Masking: Figure 1b illustrates how this technique involves completely covering sensitive
information with solid shapes or patterns, effectively creating a visual barrier between
the protected content and any observers. While masking provides possibly better privacy
protection and is computationally efficient to implement, it can significantly impact the
user experience by removing all visual context from the protected area [24,25].

Pixelization: In Figure lc, the pixelization technique, also known as the mosaic effect,
offers a different approach to privacy protection. This technique reduces image resolution
in specific areas by averaging pixel values within defined blocks. The result maintains the
visual structure of the protected content while making specific details unclear [26].
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Blurring: Figure 1d illustrates how this technique applies a smoothing effect that preserves
general shapes and colors while obscuring specific details that might be sensitive or private.
Blurring can be implemented with varying intensity levels, offering adaptable privacy

protection based on specific needs [27].

(a) Original Image (“As is”) (b) Masking

(c) Pixelation (d) Blurring

Figure 1. Visualizations of privacy protection techniques in AR. The “As is” image shows the original
image, while masking, pixelation, and blurring can be used to obscure sensitive information on

screens within AR environments.

2.3. Related Work

Important research addresses privacy and security challenges associated with the
protection of personal information, alongside obfuscation techniques that are applied to
visual data.

In Roesner et al. [28], the authors examine security and privacy challenges in AR
systems, focusing on how sensitive information can inadvertently be displayed or recorded
by AR devices. The study discusses how AR-specific contexts, such as shared visual
data and continuous environmental scanning, create privacy risks. The authors propose
mechanisms like access controls for data streams, the obfuscation of sensitive elements, and
user-consent mechanisms that address privacy without interrupting the AR experience.
The study is relevant as it focuses on developing privacy techniques that are uniquely
adapted to the immersive and interactive characteristics of AR environments.

Li et al. [29] explore the effectiveness of blurring and pixelation obfuscation techniques
in protecting the privacy of individuals depicted in images. The study examines how well
these techniques prevent the recognition of sensitive content while balancing the need
for interpretability in different contexts. The study indicates that while both blurring and
pixelation can obscure facial features, their effectiveness varies depending on the context
and the observer’s familiarity with the target subjects.

In Oh et al. [30], the authors explore techniques for person recognition while omitting
facial features, such as relying on body shape, clothing, and pose. The authors address
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how these methods can still allow for recognition in social media contexts, raising privacy
concerns even when facial details are obscured. Their findings suggest that solely obscuring
faces may be inadequate for ensuring comprehensive privacy protection.

Demiris et al. [31] assess the privacy concerns associated with vision-based monitor-
ing systems, which capture video or images for safety monitoring. The study finds that
while monitoring enhances safety, privacy concerns arise from the continuous capture of
personal spaces. They propose obfuscation techniques that extend beyond face conceal-
ment, incorporating methods such as low-resolution imagery and the selective masking of
sensitive areas.

While a few studies have explored the integration of obfuscation techniques within
AR systems, to the best of our knowledge, none have conducted surveys with volunteers
to empirically measure the effectiveness of these techniques in AR-specific contexts.

3. Methodology

This section provides an overview of the research methodology adopted in this study.
It describes the systematic approach taken, detailing the planning, data collection, and
analysis. By outlining each stage, the methodology illustrates how the research was
structured to achieve the study’s objectives in five distinct phases:

e  Phase 1—Preparation: This initial step involved defining the core research objectives,
reviewing related studies, and structuring the questionnaire. The goal was to outline
the research questions and ensure that the questionnaire was thoughtfully designed
to collect the necessary data.

e  Phase 2—Questionnaire: In this phase, the questionnaire was created, using Google
Forms [32] to design and distribute the digital survey. Each question was crafted to
try to align it with the research objectives.

*  Phase 3—Dissemination: This phase involved disseminating the survey link through
social media messages and in-person requests for participation. The survey was also
shared in class with students to further extend its reach.

¢  Phase 4—Data Analysis: Once the survey responses were collected, we began the
data analysis. Using statistical methods, we examined the data to identify patterns
and insights that addressed the research questions.

e  Phase 5—Reporting and Documentation: Finally, we compiled the results of our data
analysis, drew conclusions, and interpreted the significance of the findings.

This study examined user perceptions of privacy protection strategies in AR using a
primarily quantitative research approach, supplemented with qualitative analysis. The aim
was to explore user preferences, experiences, and concerns regarding visual obfuscation
techniques in AR contexts.

The research methodology was structured to address three primary research questions.
We sought to identify how different obfuscation techniques (masking, pixelation, and
blurring) affect user experience in AR applications. Additionally, we aimed to explore the
relationship between demographics (age, education, and occupation) and the perceived
security of different obfuscation methods. Finally, we explored the relationship between
the level of familiarity with AR and the acceptance of different obfuscation methods.

The survey was implemented using Google Forms and was thoughtfully structured
with four distinct sections: demographic user information, privacy and obfuscation aware-
ness, obfuscation technique preference in an AR context, and the adoption and application
of obfuscation techniques. These built upon each other to provide a comprehensive under-
standing of user preferences and perceptions.

189



Future Internet 2025, 17, 55

Demographic information. The first section of the SafeAR questionnaire gathered demo-
graphic information from participants, including gender identity, age, education level, and
current occupation. The questions are visualized in the Appendix in Table A1; these demo-
graphic data were essential for analyzing how different population segments perceive and
accept various privacy protection methods. Also, questions related to smartphone usage
at work and prior AR experience were included to assess participants’ familiarity with
technology, which could influence their acceptance of and engagement with AR solutions.

Privacy and obfuscation awareness. The second section of the questionnaire, detailed in the
Appendix in Table A2, focused on participants” habits, concerns, and knowledge related to
privacy and obfuscation techniques. This section was designed to capture both behavioral
data and awareness levels, providing insight into how participants handle privacy when
sharing visual content online and their familiarity with methods used to protect that privacy.
Participants were inquired about their prior knowledge of different obfuscation methods
and their awareness of potential security vulnerabilities in these techniques.

Obfuscation technique preference in an AR context. The third section focused on privacy
and obfuscation awareness, introducing participants to fundamental concepts of privacy
and obfuscation in digital contexts. As shown in the Appendix in Table A3, we examined
the participants” perceptions of different obfuscation techniques (masking, pixelating,
and blurring) across a variety of AR contexts, as can be seen in Figure 2. This section
aimed to evaluate the suitability of each technique for different scenarios, such as outdoor
environments (bike or people) and indoor environments (document or screen). They were
asked to rate how appropriate each obfuscation technique is for these contexts on a scale
ranging from “Not at all” to “Extremely”, offering insights into their preferences for privacy
protection based on situational needs.

Blurring ‘ Masking

Masking

Blurring S
Pixelization

(a) AR in an indoor context (b) AR in an outdoor context

Figure 2. Examples of obfuscated images in different AR contexts (indoor and outdoor), demonstrat-
ing techniques such as masking, pixelation, and blurring.

In addition to contextual suitability, the questionnaire also explored participants’
perceptions of using each obfuscation method across all AR contexts. Specifically, it
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addressed aesthetic appeal, information preservation, satisfaction, security, and trust,
allowing us to assess how these factors influence users” approaches toward each technique.

The adoption and application of obfuscation techniques. The final section, detailed
in the Appendix in Table A4, offered an overview of users” experiences and approaches
toward incorporating obfuscation techniques into their daily lives. Participants were
asked to evaluate the suitability of obfuscation techniques, such as masking, pixelating,
and blurring, in different AR contexts. In addition to this, the interest in having control
over the degree of obfuscation applied provided insights into how much autonomy users
expect when managing privacy settings. It also assessed their familiarity with obfuscation
applications by asking if they had ever used apps to obfuscate data.

Over the course of a week, the full data collection process was conducted. An introduc-
tory note outlining the goal of this study and its relationship to the project was included at
the start of the questionnaire. In order to balance collecting thorough data with preserving
participant involvement, the survey was developed so that it could take less than 10 min to
complete. No personal identifiable information was taken during the procedure, and all
replies were gathered anonymously to protect participant privacy.

After collecting the data from the questionnaire, the results were analyzed using the
Pandas library [33], which facilitated efficient data manipulation and analysis. Necessary
libraries for data analysis and visualization include Pandas, NumPy, Seaborn, Matplotlib,
SciPy, and Scikit-learn [34].

The analysis focused on understanding the relationship between the level of familiarity
with AR and the acceptance of different obfuscation methods (masking, pixelation, and
blurring). Various statistical methods and visualizations were employed to analyze the data.
Descriptive statistics were calculated, including the mean, median, standard deviation,
minimum, and maximum values for satisfaction ratings across different AR familiarity
levels. Boxplots were used to visualize the distribution of satisfaction ratings for each
obfuscation method across different AR familiarity levels. The Kruskal-Wallis (H) test [35]
was conducted to determine if there were statistically significant differences between the
satisfaction ratings of different obfuscation methods.

4. Results and Discussion

In this section, we present and discuss the results of our study, where we analyze the
responses collected using various data analysis techniques.

4.1. Participant Demographic

Our study included 54 participants (33 were male, 19 were female, and 2 preferred
not to answer) with ages ranging from 15 to 77 years. The mean age (¥) was 30.6 years,
with a standard deviation (s) of 13.1 years. Participants primarily consisted of students and
professionals in education and information technology fields; most of them were familiar
with AR technology.

4.2. Open-Ended User Responses Analysis

Responses about familiarity with obfuscation techniques revealed that over 85% of
participants had limited knowledge of these methods. Nonetheless, some participants
mentioned specific techniques like inpainting [36]—a common approach in visual data
obfuscation—indicating recognition of its applications. One participant noted image
swirling as an obfuscation method, while privacy-preserving photo sharing (P3) [37] and
techniques like halftone and image quantization were also mentioned, reflecting some
awareness of privacy-focused approaches among participants.
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The analysis of open-ended responses about barriers to the adoption of visual data
obfuscation techniques revealed various perceived obstacles. Respondents noted tech-
nical and implementation challenges, usability concerns, and security issues. For ex-
ample, some highlighted the “technical complexity” required to obfuscate visual data
accurately without losing precision or causing high computational costs, which could
impact device performance.

Usability was another concern. Participants expressed reluctance toward function-
alities that add complexity to image-sharing processes, suggesting “convenience” as an
essential factor. Some suggested integrating optional obfuscation features within social
media and photo-sharing platforms to reduce friction and improve user experience.

Finally, concerns about the effectiveness and security of obfuscation methods were
raised, with some participants worried about the potential for reversed obfuscation
techniques. This emphasizes that trust in the security of these methods is crucial for
widespread adoption.

4.3. Addressing Research Questions

(RQ1): The first research question examined the relationship between demographics
and the perceived security of different obfuscation techniques. Figure 3 shows privacy
concerns by age group, highlighting a trend of increasing concern with age. Younger
participants (ages 15-25 and 26-35) generally showed fewer privacy concerns, with many
expressing little or no concern. Conversely, those aged 55+ expressed the most privacy
concerns, with a significant proportion showing extreme concern. The age groups 3645
and 46-55 exhibited moderate concerns. This suggests that younger generations may be
more accustomed to sharing personal information online, while older generations, more
aware of privacy risks, demonstrate greater caution.

Privacy Concern Levels by Age Group
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Figure 3. The distribution of privacy concern levels across five age groups (18-25, 26-35, 36-45, 46-55,
55+). The different colored segments within each bar correspond to the percentage of individuals
who selected a particular level of privacy concern on a Likert scale (1 = Not at all; 5 = Extremely).

Figure 4 presents an analysis of privacy concern levels by educational level. Ele-
mentary school graduates tended to have fewer privacy concerns, possibly due to less
exposure to online activities or a lack of awareness about privacy issues. High school grad-
uates showed a more varied distribution of privacy concerns, with a noticeable increase
in moderate to high levels when compared to elementary school graduates. Participants
with a higher technical qualification exhibited a higher percentage of moderate to high
privacy concerns, likely due to their technical background and awareness of privacy issues.
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Bachelor’s degree holders had a significant proportion of high levels of privacy concerns,
indicating more awareness and concern about privacy issues. Master’s degree holders
showed a high level of privacy concerns, similarly to bachelor’s degree holders, suggest-
ing that higher education levels correlate with increased privacy awareness and concern.
Finally, due to their extensive education and potential involvement in research and data
processing, PhD holders exhibited the highest levels of privacy concerns.

Privacy Concern Levels by Education Level
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Figure 4. Privacy concern levels vary across different education levels. The chart shows the dis-
tribution of privacy concern levels (1 = Not at all; 5 = Extremely) for individuals at six different
education levels.

Figure 5 shows the distribution of privacy concerns across occupations. Students
revealed the most variation and generally fewer concerns. Participants with backgrounds in
technology and educational fields displayed more concern, suggesting a greater awareness
of privacy risks in these fields. Health professionals, in particular, had concentrated
concerns at level 4, likely due to their sensitivity to patient privacy. Retirees exhibited
moderate concern, and unemployed participants showed lower levels, with responses
centered around levels 2 and 3.

Privacy Concern Levels by Occupation
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Figure 5. The distribution of privacy concern levels across six different occupations (student, tech-
nology, education, health, retired, unemployed). The different colored segments within each bar
correspond to the percentage of individuals who selected a particular level of privacy concern on a
Likert scale (1 = Not at all; 5 = Extremely).

193



Future Internet 2025, 17, 55

Rating (Likert)
I v » - w
=} n o 3 S
3 | L

[
h

2.0 1

The analysis indicates that privacy concerns tend to vary across different occupa-
tions. Careers in technology, education, and health are more likely to have high levels of
privacy concerns. This trend suggests that professional background plays a significant
role in raising awareness about privacy issues and the importance of protecting personal
information online.

(RQ?2): The second research question examined how different obfuscation techniques
affect user experience in AR applications. Figure 6 exhibits the adequacy ratings for three
obfuscation techniques (masking, pixelation, and blurring) in four distinct AR contexts:
the outdoor bike, outdoor people, the indoor document, and the indoor screen. We used
the Kruskal-Wallis test (H) to analyze how the different obfuscation techniques affect user
experience across the four different AR contexts. The test aimed to determine if there
were statistically significant differences in the perceived adequacy of obfuscation methods
between these various AR contexts.

Adequacy Ratings for Outdoor Contexts Adequacy Ratings for Indoor Contexts

o
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Figure 6. Mean adequacy ratings for masking, pixelation, and blurring techniques in four different
AR contexts: outdoor bike, outdoor people, indoor document, and indoor screen.

Our results revealed that the best privacy protection method depended on the specific
situation, while no single obfuscation technique was superior. For the outdoor AR contexts,
we obtained the following results:

*  Bicyle: People did not strongly prefer any particular technique (H = 3.58; p = 0.1670),
and they had a slight preference for blurring (M = 3.46; o = 1.35), followed by pixelation
(M =3.15; 0 = 1.03) and masking (M = 2.91; o = 1.55).

®  People: Significant differences were observed (H = 6.00; p = 0.0499). Blurring (M = 3.46;
o = 1.11) was the most preferred, significantly more so than masking (M = 2.80;
o = 1.44), with pixelation (M = 3.26; ¢ = 1.04) in the middle.

For the indoor AR contexts, we obtained the following results:

*  Document: Significant differences emerged between the methods (H =7.91; p = 0.0191).
Pixelation (M = 3.70; ¢ = 1.19) was the most favored, significantly outperforming
masking (M = 2.87; ¢ = 1.63), and blurring (M = 3.11; ¢ = 1.27) fell in the middle.

®  Screen: People did not state strong preferences, rating all three techniques—blurring
(M = 3.46; ¢ = 1.03), masking (M = 3.41; ¢ = 1.47), and pixelation (M = 3.37,
o = 1.16)—similarly (H = 0.18; p = 0.9120).

These findings suggest that the suitability of obfuscation techniques can vary depend-
ing on the specific AR context and the type of visual content involved.

Figure 7 presents the average rating of the three different methods of obfuscation,
masking, pixelation, and blurring, providing comprehensive insight into this question,
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comparing these techniques across the following five metrics: aesthetic, information,
satisfaction, security, and trust.

Average Ratings by Metric and Method

nformation

Satisfaction

-&- Masking
== Pixelation
Blurring

Trust

Figure 7. A comparative analysis of three obfuscation techniques (masking, pixelation, and blurring)
based on five key metrics: aesthetic, information, satisfaction, trust, and security. The radial axis
represents the rating scale using the Likert scale (1 = totally disagree; 5 = totally agree), with higher
values indicating better performance.

Masking was suggested as the most trusted and secure method, but it compromised
aesthetic appeal and user satisfaction. Pixelation offered a balanced approach, preserving
information while maintaining moderate levels of trust and security, albeit at the cost of
aesthetic appeal. Blurring prioritized aesthetic appeal and information retention, but it sig-
nificantly underperformed in terms of security and trustworthiness. This can indicate that
the optimal choice depends on the specific requirements of the application. If prioritizing
trust and security is paramount, masking could be the ideal choice. For applications where
information preservation and aesthetic appeal are crucial, blurring might be considered.
However, pixelation offers a middle ground, balancing information preservation with
reasonable levels of trust and security, even though it sacrifices aesthetic appeal.

(RQ3): Our third research question studied how users’ familiarity with AR technology
influenced their acceptance of different obfuscation methods. Table 1 presents the mean
satisfaction ratings for the blurring, masking, and pixelation methods across different AR
familiarity levels (1 = Not at all; 5 = Extremely).

The data demonstrate that blurring received consistent preference across both ends
of the AR familiarity spectrum, with its highest satisfaction score at AR level 4 (3.75) and
its lowest at AR level 1 (2.33). It still stood out with the highest mean score overall (3.45),
suggesting that it may be the most generally acceptable technique for users across different
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familiarity levels. This could indicate that blurring is more universally suited for various
AR environments, making it the most versatile option.

Table 1. Mean satisfaction — Comparison of blurring, masking, and pixelation across different AR
familiarity levels.

AR Level Blurring Masking Pixelation
1 2.33 3.67 3.33
2 3.67 3.33 2.00
3 3.29 2.94 3.00
4 3.75 2.75 3.44
5 3.60 2.47 3.13
Mean 3.48 2.81 3.13
Std. Dev. 1.37 1.33 1.10

Masking had a lower mean satisfaction score (2.81) and showed moderate variability
in the satisfaction scores, with a standard deviation of 1.33. The highest satisfaction score
for masking was at AR level 1 (3.67), and the lowest was at AR level 5 (2.47). This suggests
that while masking may not be the most preferred method overall, it still has specific
contexts (like AR level 1) where it performs relatively well. The moderate variability
indicates that user experiences with masking can differ, which might imply that it is more
context-dependent and may not provide a uniformly reliable experience across all AR
familiarity levels.

Pixelation had a mean satisfaction score of 3.13 and showed higher variability, espe-
cially with a score of 2.00 at AR level 2. This indicates that while some participants found
pixelation acceptable, it may not be as effective across the full range of AR familiarity levels.
The variability in user responses suggests that pixelation may be less suitable for diverse
AR contexts.

4.4. Discussion

The results of our study provide some insights into user perceptions and preferences
regarding obfuscation techniques for privacy protection in AR applications. Firstly, de-
mographic factors such as age, education level, and occupation significantly influence
privacy concerns. Older participants and those with higher education levels or technical
backgrounds tended to exhibit more privacy concerns, highlighting the importance of
tailoring privacy solutions to different user groups.

Secondly, the user acceptance of obfuscation techniques varied depending on the AR
context and the type of visual content. Blurring emerged as the most preferred technique
for outdoor contexts involving people, while pixelation was favored for indoor document
contexts. This suggests that a standard approach may not be suitable, and context-specific
solutions are necessary to balance privacy protection and user experience.

Thirdly, user familiarity with AR technology played a crucial role in the acceptance
of obfuscation methods. Blurring was consistently preferred across different familiarity
levels, indicating its versatility. However, masking and pixelation showed more variability
in user satisfaction, suggesting that these techniques may be more context-dependent.

Overall, our findings emphasize the need for a nuanced approach to implementing
obfuscation techniques in AR applications. Privacy protection solutions should take into
account demographic factors, contextual requirements, and the varying levels of user
familiarity with AR technology.
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5. Conclusions and Future Work

As AR evolves and is applied in fields such as education, healthcare, and entertain-
ment, addressing privacy concerns becomes more critical for its sustainable adoption. This
work is on the interplay between AR and user privacy, aiming to identify user preferences
and perceptions regarding obfuscation techniques. By understanding user preferences for
obfuscation techniques, one can design AR applications that align with user expectations
while mitigating privacy risks. In this work, we conducted a comprehensive survey.

An analysis of the obtained results led to valuable insights on how users perceived
various obfuscation methods in an AR context. Users generally expressed concerns about
privacy in AR environments but had varying preferences for obfuscation techniques. Blur-
ring emerged as a popular choice for its ability to maintain visual appeal and preserve
information, making it suitable for scenarios in which one prioritizes aesthetics. Masking
was regarded as the most secure and trusted method, though its intrusive nature often
detracted from the overall user experience. However, pixelation was perceived as a median
method across all evaluated criteria. It did not emerge as the best or worst in terms of
visual appeal, preserving information, user satisfaction, trust, and security, positioning it
centrally within the spectrum of user preferences. This indicates that while pixelation may
not excel in any specific category, it offers a balanced approach that could be suitable for
general use cases where a moderate level of obfuscation is acceptable.

Also, results demonstrated that user familiarity with AR technology influenced the
acceptance of obfuscation methods. Although all three methods (blurring, masking, and
pixelation) were generally well received, blurring emerged as the most universally accepted
technique, particularly among users with higher AR familiarity levels. Pixelation had a
medium preference overall and demonstrated consistent user satisfaction across different
familiarity levels. Masking showed more variability in user acceptance, indicating that it
may not be the optimal choice for all AR contexts, especially for high AR familiarity levels.

Demographic factors significantly influenced perceptions of privacy and the accep-
tance of obfuscation methods. Younger individuals and those with a high-school education
tended to have fewer privacy concerns, while older individuals and those with higher edu-
cation levels exhibited greater awareness and caution. Similarly, professional background
emerged as a significant factor, with individuals in the technology, education, and health
sectors demonstrating heightened privacy awareness and concern.

The methods explored in this study have the potential to be applied in safeguarding
sensitive information in shared AR spaces, such as obscuring bystander identities or
protecting proprietary data in industrial settings.

In future work, we intend to incorporate these results into the automatic selection of
obfuscation methods in AR environments, in order to combine the protection of sensitive
data with the quality of user experience.

To address the limitations highlighted by the small sample size and demographic
diversity, future research will focus on expanding the participant pool to enhance the
reliability and generalizability of our findings. We will aim to recruit a larger and more
diverse sample, allowing for more robust conclusions across different user demographics.

Also, some findings can be generalized to other populations and contexts, consid-
ering limitations and specific variables. Excessive generalization may lead to premature
conclusions, warranting further research. Obfuscation methods can protect data privacy
and security but require consideration of ethical and legal implications. Transparent and
auditable methods that preserve data integrity must be developed.

Exploring different cultural and social contexts can provide more valuable insights
into obfuscation methods. Quantitative approaches have limitations, particularly regarding
“unknown unknowns”. Qualitative methods, such as interviews or content analysis, can
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provide a deeper understanding of phenomena, enabling the identification of patterns and
relationships not captured by quantitative approaches.
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Appendix A

This appendix presents the questionnaires used in our study to evaluate the AR
System. The SafeAR questionnaire was structured into four distinct sections to collect
detailed data on user profiles (Table A1), privacy awareness (Table A2), preferences for
obfuscation techniques (Table A3), and overall perceptions (Table A4).

In some questions in the questionnaire, we evaluated user perceptions of three ob-
fuscation techniques: masking, pixelating, and blurring. For clarity, each technique is
represented by a number throughout the tables:

1.  Masking
2. Pixelating
3. Blurring

Similarly, when evaluating user perceptions of these techniques across different criteria,
we used a similar approach:

1. Aesthetic: the visual appeal of the technique.

Information: the clarity and usability of information after obfuscation.
Satisfaction: overall satisfaction with the technique.

Security: the perceived security enhancement provided by the technique.
Trust: the trustworthiness and reliability of the technique.

S

Each question was rated individually in a multiple-choice grid format, as indicated by
the symbol #.

Table A1. SafeAR Questionnaire 1° section: user profile questionnaire.

Question Options

Gender [ Female
[ Male
O Prefer not to answer

Age

Education level U Primary
[ Secondary
[J Technical
[J Bachelor’s
[J Master’s
I Doctorate
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Table A1. Cont.

Question Options

Professional field [J Student
[J Healthcare
[J Education
OIT
[ Legal
[ Finance
L] Services
O Unemployed

Previous AR experience [ Glasses/Headset
0 Smartphone/Tablet
U Spatial projection

Familiarity level with AR [0 1—Not at all
O 2—Slightly
U 3—Moderately
U 4—Very
0 5—Extremely

Table A2. SafeAR Questionnaire 2° section: privacy and obfuscation.

Question Options

Sharing photos or video online U Never
U Rarely
0 Sometimes
O Often
U Very often

Concerned about privacy 0 1—Not atall
O 2—Slightly
0 3—Moderately
0 4—Very
U 5—Extremely

Heard about obfuscation technique #
1-Pixelating 2-Blurring 3-Masking O Yes, I use it regularly
[J Yes, I have used it
O Yes, but I don't use it
O Yes, but I don’t know what they are
O I've never heard of it

Knowledge of reversal of obfuscation U Yes
methods 0 No
0 Maybe

Knowledge about others obfuscation
methods

Table A3. SafeAR Questionnaire 3° section: masking vs. pixelating vs. blurring.

Question Options
Suitable of obfuscation for the current context #

(Bike outdoor)

1-Masking 2-Pixelating 3-Blurring J1—Not at all

0 2—Slightly

0 3—Moderately
0 4—Very

[J 5—Extremely
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Table A3. Cont.

Question

Options

Suitable of obfuscation for the current context #
(Document indoor)
1-Masking 2-Pixelating 3-Blurring

[J1—Not at all
0 2—Slightly

[ 3—Moderately
U 4—Very

0 5—Extremely

Suitable of obfuscation for the current context #
(Screen indoor)
1-Masking 2-Pixelating 3-Blurring

J1—Not at all
0 2—Slightly

0 3—Moderately
U 4—Very

[J 5—Extremely

Suitable of obfuscation for the current context #
(People outdoor)
1-Masking 2-Pixelating 3-Blurring

[0 1—Not at all
[ 2—Slightly

U 3—Moderately
U 4—Very

0 5—Extremely

User perception using Masking to all contexts AR #
1-Aesthetic 2-Information 3-Satisfaction 4-Security
5-Trust

U 1—Disagree totally

0 2—Disagree somewhat

0 3—Neither agree nor disagree
[J4—Agree somewhat

[J 5—Agree totally

User perception using Pixelating to all contexts AR #
1-Aesthetic 2-Information 3-Satisfaction 4-Security
5-Trust

0 1—Disagree totally

1 2—Disagree somewhat

[J 3—Neither agree nor disagree
U 4—Agree somewhat

[ 5—Agree totally

User perception using Blurring to all contexts AR #
1-Aesthetic 2-Information 3-Satisfaction 4-Security
5-Trust

[J 1—Disagree totally

0 2—Disagree somewhat

0 3—Neither agree nor disagree
[J4—Agree somewhat

[J 5—Agree totally

Table A4. SafeAR Questionnaire 4° section: overview of using obfuscation techniques.

Question

Options

Importance of control over the level of obfuscation #
1-Masking 2-Pixelating 3-Blurring

J1—Not at all
O 2—Slightly

0 3—Moderately
J4—Very

[J 5—Extremely

Have ever used an app to obfuscate data

O Yes, frequently
] Yes, sometimes
O No
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Table A4. Cont.

Question Options
Interested in including obfuscation techniques in daily [ 1—Not at all
life 0 2—Slightly
0 3—Moderately
0 4—Very
[J 5—Extremely
Obfuscation techniques should be applied O Yes
automatically 0 No
U Maybe
Obstacles in the process of adopting obfuscation on a
daily basis
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Abstract: Mostly, public places are planned and designed by professionals rather engaging
the community in the design process. Even if the community engaged, the engagement
process was limited to hand drawings, manual mappings, or public discussions, which
limited the general public to visualize and well-communicate their aspirations with the
professionals. Against this backdrop, this study intends to develop a mobile application
called “CityBuildAR”, which uses Augmented Reality technology that allows the end user
to visualize their public spaces in a way they want. CityBuild AR was developed by the
authors using the Unity Real-Time Development Platform, and the app was developed
for an Android Operating System. The app was used to assess community interests in
designing open spaces by categorizing participants into three groups: those with limited,
average, and professional knowledge of space design. The open cafeteria of the University
of Moratuwa, Sri Lanka served as the testbed for this study. The study findings revealed
that: (a) Mobile Augmented Reality is an effective way to engage people with limited
knowledge in space design to express their design thinking, (b) Compared to professionals,
the general public wanted to have more green elements in the public space; (c) Compared
to the professionals, the general public who were not conversant with the designing skills
found the app more useful to express their ideas. The study guides urban authorities in
their placemaking efforts by introducing a novel approach to effectively capture community
ideas for creating inclusive public spaces.

Keywords: mobile augmented reality; placemaking; public spaces; participatory planning;
community engagement; smart city; urban technology; artificial intelligence (AI);
generative Al

1. Introduction

Placemaking is a multifaceted concept that has emerged since the late 20th century [1].
Originally grounded in urban planning and design, it concentrated mostly on developing
functional places that addressed certain requirements. Over time, the concept has evolved
to encompass community engagement, social connection, and environmental sustainability,
illustrating a more comprehensive understanding of how spaces transform into meaningful
places through the active participation of their residents [1]. This shift highlights the
growing importance of community involvement in designing public places [2].
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The primary focus on community in placemaking has transitioned from a marginal
aspect to a fundamental component of the process, highlighting the growing importance of
participatory development [3-7]. For instance, the transformation of the Comuna 13 neigh-
borhood—Medellin in Colombia [8], the development of an extensive public transporta-
tion system—Curitiba in Brazil [9], communities are regarded as active contributors in
defining their environments, promoting ownership and collaboration in urban planning
processes [10]. This shift recognizes the importance of social capital, highlighting that
strong community connections are vital for successful and sustainable placemaking. As an
example, “The High Line” in New York City exemplifies successful placemaking through
community-driven action, where local residents, artists, and activists collectively advo-
cated for the project, secured funding, and shaped its design, strengthening the sense of
ownership that ensures its long-term sustainability [11,12].

However, despite these improvements, community engagement has not always led to
positive outcomes. Superficial participation is common, where communities are invited to
be involved but often only in a limited or symbolic way, leading to feelings of distrust [13].
Additionally, the flexibility of placemaking is sometimes exploited, leading to projects
that mainly benefit specific groups, exacerbating social inequalities and undermining
community cohesion [14,15]. These challenges highlight the ongoing struggle to effectively
address community needs and ensure that participatory approaches are both sustainable
and equitable.

Participatory tools such as hand-drawn sketches, cultural mapping, community meet-
ings, participatory mapping, community surveys, public exhibitions, social media plat-
forms, etc. play a vital role in the placemaking process by enabling citizens to actively
contribute to shaping their environments [16-18]. However, these tools face several chal-
lenges that can limit their effectiveness in truly engaging all members of the community.
For example, community surveys have been used in various urban planning projects to
gather input on public space usage, but these often fail to capture the complexities of urban
dynamics [19]. For instance, the redevelopment of Pruitt-Igoe in St. Louis, Missouri —an
infamous public housing project that was demolished in the 1970s despite initial positive
feedback from residents in surveys. However, these surveys failed to capture the social
and economic realities of the residents, their deep-rooted community ties, and the negative
impacts of isolation and displacement that the demolition would cause [20,21].

Similarly, hand-drawn sketches have been used in participatory design workshops to
visualize community ideas, yet their lack of precision limits their integration into formal
planning processes [22]. Cultural mapping, which integrates artistic approaches to explore
the cultural significance of spaces, has been effective in some cases but struggles with a
lack of standardized methodology, hindering its widespread adoption [23]. For example,
in the Grecanic Area of Southern Italy, a culturally rich region known for its historical
traditions and natural landscapes, cultural mapping was used to capture both material
and immaterial heritage through community surveys and visual data representation. This
approach successfully enhanced local identity and supported sustainable tourism develop-
ment beyond seasonal seaside activities [24]. Community meetings, such as those held in
local councils, aim to gather input from residents but can often perpetuate existing power
imbalances, leading to unequal participation and marginalization of more vulnerable
groups [19]. Participatory mapping has been successfully used in neighborhood planning
to allow community members to mark areas of significance, yet its effectiveness can be
limited by varying levels of spatial literacy [25,26].

Public exhibitions are commonly used to display public space design proposals and
collect feedback, promoting transparency, though they are often constrained by the scale
of participation and the type of feedback they gather [17]. Finally, social media platforms,
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like Facebook or X, have been used to engage a broader audience in the planning process,
yet they require careful management to prevent the digital exclusion of less connected
groups [27,28]. These tools, while invaluable, face significant challenges that hinder their
ability to produce inclusive and equitable outcomes. A common issue is inequality in
participation, where marginalized groups are often excluded from meaningful engagement,
resulting in skewed representation in the decision-making process [19].

Additionally, technological limitations, such as the lack of access to social media
platforms for certain populations, reduce the inclusivity of digital tools [27]. Another
significant challenge is the lack of consistency in methods, as tools like cultural mapping
and hand-drawn sketches often lack standardized methodologies, limiting their ability
to be integrated into broader planning practices effectively [23]. Moreover, generative
artificial intelligence-based design tools, such as MidJourney, etc., are not freely accessible
to the public and may pose usability challenges for general users. Despite these challenges,
the potential for these participatory tools to enhance community engagement remains sig-
nificant. Overcoming these issues, particularly related to representation and methodology,
is crucial for their success in placemaking initiatives.

In response to the challenges discussed above, such as limited access to advanced tech-
nology in certain communities, lack of consistency and standardized methodologies, and
the need for more inclusive digital tools, this study explores the use of Mobile Augmented
Reality (M-AR) technology as a tool to bridge the gap between professionals and the com-
munity in designing places. By integrating real-time visualizations and interactive features,
M-AR provides an opportunity for communities to actively participate in designing their
public spaces in ways that were previously inaccessible. The research questions addressed
by this study include: (a) How can M-AR applications enhance community engagement
in placemaking? and (b) How does the City BuildAR app (version 1.0) bridge the gap
between professionals and the general public in placemaking?

2. Literature Background

The growing interest in M-AR as a tool for participatory planning is driven by its
potential to bridge the gap between digital technology and community engagement. This
literature review examines current research on the application of M-AR in urban planning,
highlighting its advantages and constraints in promoting meaningful community engage-
ment, and establishing the rationale for the study of CityBuildAR 1.0 as a tool to improve
urban planning outcomes.

2.1. What Is M-AR and Why?

Mobile-Augmented Reality (M-AR) is an interactive technology that overlays
computer-generated visuals and, in some cases, audio onto the real-world environment
using mobile devices such as smartphones and tablets. While M-AR predominantly relies
on mobile devices due to their accessibility and cost-effectiveness, it can also be supported
by AR headsets such as Meta Quest, providing an enhanced and immersive user experience
by merging the physical and digital domains [29]. The origin of AR dates to the 1960s
with Ivan Sutherland’s invention of the first head-mounted display system. However, the
term “augmented reality” was officially introduced by Tom Caudell in the early 1990s [30].
Initially, AR systems were confined to industrial and academic uses due to high costs
and technological limitations. With advancements in mobile computing and smartphones,
M-AR become popular and was become more accessible to the general population.

Today, M-AR finds applications across diverse sectors including education, healthcare,
urban planning, and entertainment, enabling users to experience an interactive and immer-
sive overlay of digital content in their real environments [31,32]. In education, AR enhances
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learning by offering immersive, interactive experiences, for instance the “HoloHuman” AR
app (version 1.0.2) designed for anatomy visualizations for medical students, which have
become integral to contemporary medical school curricula [33]. The “Google Expeditions”
which is an educational platform that uses AR to take students on virtual field trips to
various locations around the world [34]. Retailers use AR for virtual product trials, like
IKEA’s furniture placement app, improving customer satisfaction [35]. Tourism also bene-
fits from AR through apps that enhance visitor experiences, such as interactive historical
site tours [36]. Military and defense applications use AR for real-time situational awareness,
with systems like the US military’s IVAS helmets [37]. AR’s influence in entertainment,
particularly gaming, is evident in games like Pokémon GO, which merges virtual and
real environments for player engagement [38]. In automotive industries, AR improves
navigation and car design through systems like BMW'’s augmented HUDs [39]. Although
AR is less frequently utilized in disciplines like philosophy, literary studies, and traditional
sociology, there is growing potential for its use in areas like philosophical simulations,
interactive literary experiences [40].

In M-AR interfaces, three-dimensional virtual images and objects are integrated into
real-world scenes through mobile phone cameras, allowing users to interact with both
simultaneously [41]. For example, M-AR enables architects and planners to visualize urban
designs in realistic settings and support better communication of ideas easily through their
handheld device at any time [42]. This capability not only enhances comprehension and
decision-making but also democratizes participation by making complex design concepts
understandable to non-experts.

M-AR technology can be classified into different types, each providing unique func-
tionality and applications across diverse industries. They are: (a) Marker-Based AR,
(b) Projection-Based AR, and (c) Superimposition-Based Augmented Reality. Marker-Based
Augmented Reality utilizes visual markers, such QR codes, to overlay digital content onto
the physical environment. It is extensively employed in education to develop engaging and
problem-solving-oriented learning experiences [43,44]. For instance, the “HoloHuman”
AR application enables medical students to visualize and interact with 3D models of the
human body by scanning markers on anatomical charts, allowing them to rotate, zoom,
and dissect virtual models for a deeper understanding of complex structures [45]. Simi-
larly, “Quiver Vision” enhances language learning by bringing children’s colored artwork
to life with 3D animations and sounds, creating an interactive way to learn vocabulary,
grammar, and cultural concepts [46]. Markerless augmented reality, in contrast, does not
necessitate predefined markers; it utilizes GPS, accelerometers, and digital compasses
to provide adaptable and immersive experiences, rendering it especially efficacious for
gaming, navigation, and urban planning applications [47-49]. For example, Pokemon Go
(version 0.91.1—Android/version 1.61.1 IOS), which is primarily a gaming application,
demonstrated the potential of devisor’s sensors to encourage exploration and increase foot
traffic in urban areas [50].

Projection-based AR superimposes virtual pictures onto tangible surfaces, enabling
users to engage with digital material directly within real-world environments. This is
particularly advantageous in design and architecture for visualizing concepts in realis-
tic contexts [51,52]. Superimposition-Based Augmented Reality augments or substitutes
aspects of the physical environment with digital overlays, frequently utilized in medical
training and maintenance activities to deliver real-time, contextually relevant informa-
tion [53]. These classifications demonstrate AR’s varied capabilities and its transformational
potential across numerous fields.
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2.2. M-AR as a Participatory Tool

M-AR is widely recognized as an effective participatory tool, enhancing interaction,
engagement, and understanding across multiple fields by integrating digital components
onto physical situations [54]. This technology improves the capacity of individuals and
groups to visualize and engage with complex information, particularly beneficial in collabo-
rative and decision-making contexts through mobile devices such as mobile phones, tablets,
etc. M-AR is revolutionizing individual and community engagement in projects, conver-
sations, and solutions across sectors such as education, healthcare, design, and public
participation [55]. With the extensive use of mobile phones, M-AR transforms conventional
decision-making tools into contemporary digital solutions, integrating AR, Virtual Reality
(VR), and Geographic Information Systems (GIS) to create interactive, portable platforms
for collaborative engagement [42]. Despite its potential, M-AR remains less popular due to
technical challenges such as limited device compatibility, high computational demands,
and the need for robust internet connectivity [56]. Additionally, its adoption is hindered
by a lack of user familiarity, high development costs, and the absence of standardized
frameworks, which collectively restrict its widespread implementation and scalability.

M-AR has emerged as a powerful participatory planning tool, enabling a more inclu-
sive, interactive, and accessible approach to urban and spatial planning. By overlaying
digital elements onto the physical environment, AR enhances visualization, interaction, and
comprehension for planning professionals, stakeholders, and community participants [55].
Traditional participatory methods, reliant on static tools like paper maps, drawings, and
physical models, often fall short in conveying the complexity and spatial dynamics of urban
projects. For instance, MIT’s CityScope project integrates AR with 3D physical models
to allow stakeholders to collaboratively explore urban scenarios, such as transportation
network changes or housing developments, in an understandable format [57]. However,
this approach often requires expert assistance for setup and operation, as it involves tech-
nical devices like projectors or tablets. This complexity makes it less community-friendly
compared to more accessible tools like M-AR platforms, which are easier to use and require
minimal technical expertise.

AR has been widely used as a participatory tool to engage communities in the urban
planning process, providing an interactive platform for understanding and contributing
to urban planning initiatives. In Amsterdam, numerous grassroots projects have utilized
digital tools, including websites and interactive applications, to enhance citizen engage-
ment in urban development. These technologies empower communities to address urban
challenges, cooperate on solutions, and see project outcomes, thereby improving their
capacity to provide informed feedback [58]. In Oslo, Norway, AR was used to support
community-driven planning for urban green initiatives, including the proposal of planting
100,000 trees. This initiative incorporated participatory activities such as visual presen-
tations, drawings, and AR-enhanced simulations, allowing community members to see
and interact with proposed changes in real time [59], and highlighted that AR facilitated
community understanding and participation, encouraging meaningful contributions to
urban planning processes. Similarly in Bandung City, Indonesia, community members
actively participated in data collection and research to identify and address urban planning
issues in their local environment [60].

Out of the 33 AR applications found in literature (Table 1), five are relevant to urban
planning and community engagement. These applications aim to improve urban design,
facilitate community participation, and enhance planning processes through interactive and
immersive technologies. A detailed review of these applications is as follows. In-Citu AR
allows users to visualize urban proposals in real time, improving communication between
planners and residents, though it relies on accurate mapping data and faces accessibility
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challenges. The CitySense App provides real-time data visualization on urban metrics

such as air quality and traffic, fostering greater awareness but risking information overload

and limited user comprehension [61]. The ARPP engages the public in the planning

process by enabling interactive participation in urban design, enhancing transparency,

but is resource-intensive and may face challenges related to digital literacy and device

access [62]. Urban Sketcher encourages community creativity in urban design, promoting

collaboration, though it may lack the professional tools necessary for detailed planning [63].

Wikitude overlays data on real-world environments, enriching public understanding of

urban spaces, yet its reliance on accurate data and potential privacy concerns may limit its

effectiveness [64].

Table 1. Overview of 33 AR applications.

No AR Application Type Focus Developer Reference
. . . Jauschneg &
1 ways2gether Mobile Traffic Planning Stoik—Vienna [65]
AR guiding app for the students and Fr.anc1s.c0 Ramos,’
Augmented Realit visitors around the University of Jaume Sergio Trilles, Joaquin
2 & y Mobile y Torres-Sospedra, and [66]
UJI (ARUJI) [ and available for Android devices as Francisco ]’
an unsigned application Perales—Malaysia
Green Living Fluxeuide—
3 Augmented + virtual Mobile Microclimatic effects Slo%lenia [67]
ReAlity (GLARA)
Samaneh Sanaeipoor;
4 Mijir_n:rt [liAc I:’gion Mobile Digital placemaking app Khashayar Hojjati [68]
PP Emami—Romania
Web/ Provide 3D object placement Arnis Cirulisa,
5 City 3D-AR Mobil in real space for enhanced Kristaps Brigis [42]
obre visualization Brigmanisb—Latvia.
Create, explore and share Metaio—web browser
. Web/ information in a completely new way used in many
6 Junaio Mobile using augmented countries, Latvia, [42,69]
reality Spain, etc.
A smartphone app that notifies
. the public when they are close Alexander
7 Change Explorer Watch/mobile/web to an area that has plans for Wilson—UK (701
redevelopment
City Governments. Make urban
8 In-Citu AR Mobile development accessible and visible Dana Chermesh- [71]
. . . Reshef—US
using AR, city-wide
. . . s H2020 European
9 CitySense App Mobile Co-creation of buildings, spaces Projects—Italy [72]
Platform uses mobile augmented
. reality (M-AR) to engage residents, Saeed Ahmadi
Augme'nt'ed Reality . particularly in under-resourced Oloonabadi, Perver
10 Participatory Mobile N . . [62]
Platform (ARPP) communities, in identifying the design Baran—US, UK,
improvements necessary to enhance  Netherlands, Germany
neighborhood walkability
.. . Visualisation of designed Thomas, Piekarski,
11 Tinmith-Metro Mobile buildings and Gunther [63]
StudierStubeES . . . . Schmalstieg and
12 Software (StbES) Mobile Tracking and visualisation framework Wagner [63]
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Table 1. Cont.

No AR Application Type Focus Developer Reference
Mark Billinghurst,
Gun Lee, Jason Mill,
Rob Lindeman, Adrian
13 City View AR Mobile Disaster Visualization—Earthquake Clark, Thammathip [73]
Piumsomboon, Rory
Clifford, Shunsuke
Fukuden—Austrailia
. Platform for Product .
14 ArChltqu}{_gD and Mobile Presentations in 3D and LLéli}gt:r?z:n [74]
Augmented Reality y
. . Demonstrating underground
15 Vidente Mobile infrastructure virtualization in the field Schall & Mendez [63]
Users can directly alter the real scene
by sketching 2D images which are then . .
16 Urban Sketcher Computer Based applied o the 3D surfaces of the Sareika & Schmalstieg [63]
augmented scene
M-AR application which
captures images from the
surrounding environment (e.g., sights, Wikitude
17 Wikitude Mobile restaurants, streets, and shops) and GmbH—Athens [42,75]
displays relevant Greece
information, on the screen of the
mobile device
Uses your device’s camera to display
18 Nokia city lens Mobile nearby restaura'nts, §t0res, and other Andrew Webster [42]
notable locations in augmented
reality style
ARQuake is an Augmented Reality
(AR)version of the popular Quake Thomas &
19 ARQuake game Computer Based game. Augmented Reality is the Piekarski—Austrailia [76]
overlaying of computer-generated
information onto the real world
Vlahakis, loannidis,
. Karigiannis, Tsotros,
20 Archeoguide Mobile Augment.ed Reahty. based Cultural Gounaris, Stricker, [65]
Heritage On-site GUIDE
Gleue, Daehne &
Almeida—Italy
Example of location-based M-AR for
Albuquerque city. The purpose of the Prof. Chris Holden,
21 Mentira Mobile game is learning Spanish as a foreign Prof. Julie [77]
language and addresses visitors Sykes—Albuquerque
among others
. . . Chowdhury &
22 LocatAR Mobile Persqnal t(?ur gullde using locat.10n data Igbal—Bangladesh & [78]
to identify points of interest in AR .
Pakistan
Montessori
Scholengemeenschap
. City mobile game enabling students to ~ Amsterdam, IVLOS,
23 Frequency 1550 Mobile learn about the history of Amsterdam  Uva -ILO, OSB Open (751
Schoolgemeenschap,

Bijlmer—Amsterdam

209



Future Internet 2025, 17, 115

Table 1. Cont.

No AR Application Type Focus Developer Reference
Uses a journalistic narration genre and
player takes the role of a news reporter
and investigate the different
24 Dow Day Mobile perceptions of virtual characters who  Aris Games—Vietnam [75]
participated in protests against Dow
Chemical Corporation for making
napalm for the war in 1967
A game application which introduces
the user in the cultural history of the
25 Road oantl{hodes island, and it was created using Aris Games—Greece [75]
game the ARIS
authoring tool
MIT Media Lab’s
26 CityScope Mobile Community engagement platform Changing Places [79]
Group (CPG)
. . Hyekyung Imottesjo,
27 Urban CoBuilder Mobile Outdoor urban simulation tool based Jaan-Henrik [80]
on AR .
Kai—Germany
Use image-based AR, with Ltcia Pombo,
28 EduPARK Mobile marker-based tracking, to display Margarida Morais [81]
mainly botanical content Marques—Portugal
Enabling AR handheld device with Su}zs(iaizs\’l ?grr?a?l/kl)\tl“;
29 ARGarden Mobile multi-user interaction to create 3D ! . [82]
utdoor designs Hj Salam and N
© Aismail—Malaysia
Mauricio Hincapi,
Christian Diaz,
Reactivation of Cisneros Market Maria-Isabel
- . Square’s cultural heritage and its Zapata-Cardenas,
30 Vitica Mobile surroundings using GPS and Henry de Jesus Toro (831
augmented reality Rios, Dalia Valencia,
David Giiemes-
Castorena
Encourages children to explore the
. . park and run around, by engaging
31 Magical Park Mobile them in games played inside a blended GEO AR Games [84]
virtual environment
This game brings the blocky
construction set into the physical world.
Minecraft Earth users do not pursue
3 Minecraft Earth Mobile any specific goal; they can merely Mojang Studios in [84]
create, build, and explore in freedom 2009
while playing alone or cooperatively in
a real territory or in an environment
created by the players
This hlgh—tech treasure }.mntmg game, Stuart Aldrich, Erika
users hide a cache (typically a small
. . . . Zhou, Thomas M.,
33 Geocaching Web Based/ waterproof container) in some location [84]
. . . Thomas Manoka,
and post its coordinates along with Ruhais Li

some clues on the Internet

Despite advancements, AR applications face critical limitations. High production

costs restrict accessibility and scalability for community-driven initiatives [85]. Technical

challenges such as battery drain, GPS inaccuracies, and network failures compromise

AR reliability in dynamic outdoor environments, for an example in EduPARK App [81].
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Marker-based tracking is often less effective in natural settings, where moving elements
and sunlight interference hinder performance [86]. Moreover, AR tools frequently focus on
visualization overactive co-creation of public spaces, limiting their utility in placemaking.
Inclusivity remains another major concern, with barriers such as digital literacy, device
accessibility, and technological complexity marginalizing underrepresented voices in par-
ticipatory processes, for an example the Urban Co Builder AR tool [80]. Privacy concerns
and dependency on high-quality data further complicate AR implementation [64].

To fully harness AR’s potential, several key challenges must be addressed. Enhancing
accessibility through affordable, intuitive solutions compatible with common devices
and resolving connectivity issues is essential for real-time collaboration. Developing
standardized frameworks for AR tools that integrate features for continuous community
feedback can bridge the gap between visualization and active participation. Furthermore,
addressing technical performance issues, such as GPS reliability and marker tracking, will
improve AR'’s applicability in diverse urban contexts.

2.3. Placemaking and AR

AR has the potential to enhance user engagement in placemaking by overlaying digital
elements onto physical environments that enrich their interaction and understanding of the
space [15]. In addition, AR fosters place-based storytelling and community engagement by
integrating digital artworks with public spaces, facilitating community-driven placemaking
and creating meaningful connections to the space [27].

As placemaking is a multifaceted process that transforms public spaces into meaning-
ful places, the concept is built around three primary attributes: sociability, physical setting,
and image [13,87]. Sociability refers to the degree to which a place promotes interpersonal
relationships and social interactions. The environment’s layout and design determine the
physical setting, which makes sure the area is safe, usable, and accessible. A space char-
acter and emotional appeal are derived from its identity, history, and aesthetic attributes.
Together, these attributes contribute to a place’s overall sense of belonging, functionality,
and emotional significance, playing a crucial role in creating spaces that serve the needs of
the community.

2.3.1. Sociability and M-AR

The sociability aspect of placemaking emphasizes the promotion of social interactions
in public settings. Placemaking seeks to establish situations that facilitate engagement,
communication, and relationship-building among individuals. AR technology amplifies
social interaction by enabling users to engage with their environment in a more dynamic
and immersive manner [88]. By using AR applications, the users have the ability to co-
design the space with diverse activities that might be missing in the existing situation
and create more social interactions in co-designing one space (play area, seating, visual
appeal). Further, it fosters social cohesion by providing immersive, interactive experiences
that enhance individuals’ understanding and connection with their environment and
one another in a more engaging way [17,25]. The connectedness and inclusiveness of
placemaking enabled by collaborative designs, AR allows communities to express their
interests and unique identities for combating social isolation [88].

2.3.2. Physical Setting and M-AR

The physical setting attribute in placemaking involves the design of the space to ensure
it is functional, accessible, and welcoming [13]. A well-designed physical space promotes
comfort, safety, and usability, which are essential for encouraging people to engage with it.
M-AR technology enhances the physical setting by allowing users to visualize proposed
changes in real time and interact with 3D models of the space in a more flexible way. This
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helps community members and planners understand how new designs will look and feel
in the real world, leading more informed decision-making. With AR, public spaces can be
tested and adjusted before implementation, ensuring they meet the community’s needs
and enhance usability [25].

2.3.3. Image and M-AR

The image of a place is deeply tied to its identity, which emerges from cultural
and social engagement, as well as emotional connections [89] It encompasses the visual
attributes of the environment, as well as the memories and associations it evokes in the
people who use it. AR plays a significant role in enhancing the image of public spaces by
integrating cultural, historical, and artistic elements through digital overlays [90,91]. By
providing an interactive platform for displaying local history, art, and cultural narratives,
AR helps strengthen the emotional connection between the community and the space. It
also enables residents to visualize how proposed changes will impact the image of the
area, ensuring that new designs align with the cultural and symbolic significance of the
place [17]. Through AR, communities can actively participate in shaping the image of their
environment, contributing to a more meaningful and inclusive placemaking process.

3. Research Design

This research utilizes a systematic approach consisting of four key phases. As shown
in Figure 1, initially, a background analysis provides a fundamental comprehension of
planning methods and formulates the research hypothesis. Secondly, an examination
of applications based on literature highlights technological and scientific deficiencies to
anchor the study in relevant results. The development and testing of application encompass
iterative design, production, and evaluation with various stakeholder groups, ensuring the
practical validation of AR tools for placemaking.

3.1. Background Analysis

This phase entails performing a brief literature analysis to examine existing planning
and design methods, encompassing conventional as well as contemporary tools. To guar-
antee thorough coverage, pertinent keywords such as public participation, urban planning,
and participatory tools were employed to search academic databases, including Google
Scholar, ScienceDirect, and Scopus. The hypothesis, “AR applications are effective in
placemaking”, was derived from a brief literature review that identified gaps in community
engagement tools and approaches in the current placemaking process. It also considered
the increasing use of M-AR across various sectors to enhance community participation.
This study aims to test the hypothesis to determine whether AR can improve community
engagement in placemaking.

3.2. Literature-Based Application Review

The literature review concentrated on discovering AR applications pertinent to partic-
ipatory urban planning by the utilization of certain keywords, including ‘Participation’,
‘Augmented Reality’, ‘Planning’, and ‘Public Spaces’. The criteria for selecting research
papers were restricted to peer-reviewed articles, journal publications, and conference
proceedings authored in English. Grey literature, book chapters, and non-English lan-
guage publications were excluded. Skim reading was initially conducted, followed by
a full reading of the main body, and papers lacking AR and placemaking content were
subsequently excluded.

Academic databases like Google Scholar, Scopus, and ScienceDirect were employed
to guarantee thorough coverage in the search. Furthermore, the snowballing technique
was employed to broaden the review’s scope. This involved scrutinizing reference lists
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(backward snowballing) and evaluating citations (forward snowballing) to uncover supple-
mentary articles of interest.

P Planning and Design
--»  Brief Literature  _ i Methodologies
' review '
. b 5 Conventional and
H Contemporary tools
Background Analysis ---!
. e HO: AR Applications are not effective
' : for placemaking
e 2 Hypothesis -
2 HY:: AR Applications are effective for
==y placemaking
Ee -» Technology based review
Appllmlor: Review " - 1
'-=) Research based review
7 ¥ Target Group
- Initiation -- E --» Software
of ' e » Application features
Development -
Application i
- > Production ----9 Sequence Diagram
:-‘) Professionals ---=3 Use of AR Application
II ”lui "’I Iof ----- University Students -~
E g Use of AR application and
- v > Conventional Tool
“-»  GeneralPublic  --'

Figure 1. Methodology flowchart.

A total of 33 AR applications were discovered, of which only 13 expressly focused
on participatory urban planning components, including traffic planning, disaster visual-
ization, infrastructure planning, and digital placemaking. However, the remaining 20 AR
applications show the potential of using AR for community engagement, enhanced user
interaction through real-time visualization, and user experience in various other sectors.
Therefore, all the applications identified using the keywords were included in the study.

Table 1 provides an overview of 33 AR applications, categorizing them by type (Mo-
bile/Web), focus areas, and developers. The majority of these applications are mobile-based,
while a few are web-based. Developers range from individual creators to research institu-
tions, reflecting a wide array of AR innovations across various sectors, including urban
planning, tourism, education, and business. The results underscore considerable deficien-
cies and constraints in the existing realm of AR tools for urban planning, establishing the
foundation for the development of the CityBuild AR—application. Current AR applications
designed for placemaking encountered technological issues, including location retrieval
failures, the absence of a personalized user platform, and restricted functionalities in certain
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applications, such as displaying information on screen and enabling comments instead of
facilitating substantial contributions to placemaking.

3.3. Development of Application

The development of the application consisted of two phases: initiation and production,
as mentioned in the Figure 1. In the initiation phase, identifying the target group, selecting
software and developing the core-features of the app was completed. The production phase
involved with creating the sequence diagram outlining the entire concept of the application,
including both front-end and back-end operations.

3.3.1. Target Group

The primary target demographic for this application is the general public. The program
seeks to be user-friendly and accessible, enabling non-technical users to interact with
its features and meaningfully participate to urban planning processes. To ensure user-
friendliness, the app features an intuitive interface with simple navigation similar to any
other basic crowdsourcing app, and clear instructions through the process to reduce the
learning curve for first-time users in the future. In addition, accessibility is enhanced by
optimizing the app for common mobile devices, such as smartphones and tablets, without
requiring high-end hardware or specialized equipment. The spatial literacy is addressed
through the incorporation of simple, interactive visual aids that simplify complex spatial
data, making it easier for users to comprehend. Furthermore, the app enhances users’
understanding of existing spatial context by providing accurate scale representations, and
high-definition virtual objects, enabling a more realistic design experience.

3.3.2. Software

The application is made using Unity 3D, selected for its intuitive interface, which is
suitable for novice developers. Unity’s capability to export projects across several platforms,
such as iOS, Android, and the web, renders it appropriate for engaging a wide audience.
The program encompasses essential tools for developing AR-based apps, including the AR
Foundation package, which offers comprehensive support for AR functions. Moreover, 3D
models necessary for the application were procured from the Unity Asset Store, facilitating
rapid prototyping and development.

The user engagement is enhanced through the design choices available in Unity 3D and
AR foundation such as integrating real-time AR visualization, intuitive user interfaces, and
especially object placement in the real world. Additionally, user-friendly navigation and the
ability to customize options are available to ensure equal accessibility and understanding
for both experienced and novice users.

3.3.3. Application Features

The application includes various features to facilitate participatory urban planning and
placemaking. The study identified crucial placemaking elements, including trees, benches,
tables, lamp posts, dustbins, and bushes, as determined by the literature review. Therefore,
a similar set of elements were incorporated in the CityBuild AR app as shown in the Figure 2.
These components enable users to construct and see urban environments interactively
in AR. The application allows users to record photographs of their designs, facilitating
documentation and sharing of their ideas. This feature improves user involvement and
facilitates collaborative planning by offering a visual documentation of suggested ideas.
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Figure 2. Used placemaking elements in the application.

3.3.4. Production

The production phase entails developing the application prototype, built specifically
for the Android operating system. The application was created utilizing Unity Engine
version 2021.3.15f1, capitalizing on its strong features for AR development. Multiple
Unity packages were included to facilitate AR functionality: AR Foundation version 4.2.9,
ARCore XR Plugin version 4.2.9, ARKit XR Plugin version 4.2.9 and XR Interaction Toolkit
version 2.0.4.

These tools permitted the incorporation of sophisticated AR features and guaranteed
interoperability among AR-capable devices. Sequence diagrams were employed in the
development process to delineate user interactions and application operations, hence
facilitating a seamless and intuitive user experience. Figure 3 illustrates the Unity 3D
interface, which enabled the integration of AR features in the app development process.

@ AR - ARScene - Android - Unity 2021.3.15f1 Education <DX11> a8 X
File Edit Assets GameObject Component Window Help

Capture Image

2] 1]

Figure 3. Unity 3D interface.

The app sequence diagram was initially created, followed by the development of the
app prototype based on it.

The author initially created the sequence diagram on top of the deficiencies and con-
straints identified from the reviewed 33 AR application. The ‘CityBuildAR” application was
built to address these concerns, functioning as a crowdsourcing platform that allows users
to create personal accounts, join up or log in, and participate in placemaking by constructing
locations according to their preferences. “CityBuild AR” integrates placemaking elements
such as trees, benches, lamp posts, etc. directly into the AR environment, enabling users
to create interactive designs and save them to a cloud-based system to review further by
professional urban planners. Therefore, this app enables community-driven placemaking
by leveraging smartphones as the only required device.

Figure 4 illustrates that the application was designed in three primary phases: user
registration/login, placemaking utilizing provided elements, and saving the design for
reference by other users or professionals.
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Figure 4. Sequence diagram.

The prototype development has been finalized as shown in the Figure 5, and all user
interfaces have been built to improve the app’s user-friendliness. The colors selected for
the user interfaces and the intended placemaking components aim to increase interaction
with the application.

SIGN UP

Version 1.0

SIGN UP

Figure 5. Prototype development.

In the subsequent phase, a preliminary demonstration was executed to evaluate the
application’s functions, its compatibility with the Sri Lankan setting, and the efficacy of
employing a M-AR application as a placemaking instrument.

3.4. Testing the Application

The application underwent testing with three separate user groups: professionals,
university students, and the general public. The rationale for selecting these three groups
is based on the varying levels of knowledge and experience related to placemaking. Pro-
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fessionals were selected for the test because they practice placemaking in both academic
settings and real-world contexts. Meanwhile, university students represent a transitional
group where they learn about theories under academic modules and await to apply them
gradually. Comparatively, the general public lacks formal knowledge or practice regarding
placemaking concepts, with their ideas influenced by day-to-day experiences. Including
a diverse participant profile enables a comprehensive outcome regarding placemaking
enabling a wide range of perspectives.

To attract a broader audience, all individuals interested in placemaking using M-AR
were encouraged to join through a Facebook event (Figure 6), and further information was
disseminated via WhatsApp groups. The open café area of the University of Moratuwa
(Figure 7) was chosen as the location of the study, offering a familiar and approachable
setting for participants. Participants’ consent to participate in the demonstration was
obtained from everyone before engaging in the activities. All the participants were well-
informed that the data collected would be used solely for research purposes and assured
that none of their personal information would be shared.

Discussion 4 Invite /" Edit

wewald
Details

&+ 31 people responded

A3DPRPOS

Event by Daneesha Ranasinghe
Sentra Court,university of Moratuwa
Duration: 7 hr 30 min

Public - Anyone on or off Facebook

We are conducting a demonstration on 6th September to test the effectiveness of

using Augmented Reality (AR) for placemaking. Malne

Venue - UOM Sentra Court Sentra Court,university of Moratuwa
Date - 6th September 2024 Moratuw
Time - 10.00am - 12.00pm / 2.00pm - 4.30pm See less

Moratuwa

Figure 6. Invitation through Facebook.

The study was performed in two sessions. Session A was for the university students
and the general public. Session B was for the professionals. During session A, a registration
form was given to the participants, which collected the details of participant’s age, gender,
present role/status at the university, and subject of study/profession. The form collected
data regarding their expertise and experience in placemaking and AR, their acquaintance
with the study location, their readiness to utilize AR for placemaking purposes, and their
preference in sketching —hand sketch, use of 3D SketchUp software, or other. Then, as
demonstrated in Figure 8a,b, they were asked to design the open café area of the university
using the preferred sketching method.
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Figure 7. Case study area.

(b)

Figure 8. Designing using: (a) Sketchup Modelling and (b) Hand-sketching.

Secondly, they were asked to use the City Build AR application to redesign the same
area. Finally, feedback was collected. An overview of the feedback form is given in Table 2.

Unlike session A, session B did not go with an initial sketching exercise as all the
professionals are experienced architects or urban planners with sketching skills. Therefore,
the CityBuildAR app was directly introduced to them, and they were asked to design
the open café areas. Similarly, the feedback form was given to professionals at the end
the session.

Figure 9 shows some examples of user engagement in designing the UOM cafeteria
during the user demonstration of the CityBuildAR app. As shown in Figure 9, some
participants gathered as groups to discuss the requirements and interests while designing,
and some of them individually designed the space.
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Table 2. Overview of the feedback form.

No Question Type Question Metric
Q1 Closed-ended How comfortable were you using hand sk.etchmg (2D drawing) 5-Point Likert Scale
techniques for placemaking?
Q@ Mixed What are the positives you ?xperlenced whlle'usmg hand sketching Multiple checkboxes and text
(2D drawing) for placemaking?
3 Mixed What challenges did you face while using hand sketching (2D Multiple checkboxes and text
drawing) for placemaking?
Q4 Closed-ended How comfortab.le were you using SketchUp §oftware 3D 5-Point Likert Scale
modelling) techniques for placemaking?

. What are the positives you experienced while SketchUp software .
Q5 Mixed (3D modelling) for placemaking? Multiple checkboxes and text

. What challenges did you face while using hand sketching (2D .
Q6 Mixed drawing)/SketchUp software (3D modelling) for placemaking? Multiple checkboxes and text
Q7 Closed-ended To what extent do you t.hmk AR is effectlve in visualizing and 5-Point Likert Scale

understanding placemaking concepts?
Q8 Closed-ended How easy was it to navigate and. use the AR application for 5-Point Likert Scale
placemaking?

. What challenges did you face, and positives did you experience .

Q9 Mixed while using the AR app for placemaking? Multiple checkboxes and text
Compared to hand sketching /3D modelling software, do you find s
Q10 Closed-ended AR to be a better tool for placemaking? 5-Point Likert Scale
Q11 Closed-ended Do you believe that AR can enhance your.mvolvement in urban 5-Point Likert Scale
planning and placemaking?
Rate your interaction and experience with “Activities—Diversity,
Q12 Closed-ended People’s activities, Cafes, etc.” during placemaking activity using 3-Point Likert Scale
these tools.
Rate your interaction and experience with “Physical
Q13 Closed-ended Setting—Human and Building scale, walkability, accessibility, etc.” 3-Point Likert Scale
during placemaking activity using these tools.
Rate your interaction and experience with
Q14 Closed-ended “Imageability—attractiveness, physical comfort, attachment, etc.” 3-Point Likert Scale
during placemaking activity using these tools.
Q15 Closed-ended Rate app features according to your experience 3-Point Likert Scale
Are there any features you believe should be added or modified in

Q16 Open-ended the AR app? Text
Q17 Closed-ended How willing are you to use AR applications for placemaking 5-Point Likert Scale

activities in the future?

Figure 9. Users engaging in placemaking using the CityBuildAR app.
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4. Analysis and Results

This section provides an overview of the results of the user demonstration conducted
under study, followed by a comprehensive image analysis and an opinion analysis to
highlight the effectiveness of using CityBuild AR for placemaking.

4.1. Overview

Figure 10 indicates the participant breakdown including the three participant groups—
university students, professionals, and the general public—considered in the study. 23 un-
dergraduates between the 18-34 age group participated in the session A. As shown in
Figure 10 below, the participants were from different educational backgrounds, including
urban planning (26%), architecture (6%), business studies (8%), engineering (4%), and
quantity surveying (2%). The majority of the participants were somewhat familiar (54.5%),
and the rest of the participants were very familiar (21.3%) with the placemaking concept
as most of them heard about it through different methods such as academic modules or
studies (80%), from professionals or authorities (32%), and also from social media (40%),
which indicates that some of them were exposed to the concept via multiple methods. In
comparison, 24.2% of the participants were unfamiliar with the concept.

Landscape

Urban Planning
Architecture i

Urban
Planning

- Architecture

Cleaning
Service T

Academic
Staff

Non-Academic
Staff
. Undergraduates

Figure 10. Participants’ Profile.

— Engineering

Non-Academic Quantity Surveying

The non-academic staff members, including technical assistants, drivers, and the
cleaning staff, attended session A to represent the general public’s perspective on using
AR for placemaking. As indicated in Figure 10, a total of 14 individuals, including seven
non-academic members (14%), four cleaning service members (8%), and three others (6%)
aged 35-54 participated in the demonstration. Among them, only three participants
heard about placemaking, and only one participant engaged in placemaking activity by
coordinating a placemaking workshop.

Academic staff from urban planning, architecture, landscape architecture, and en-
gineering fields were taken as professionals to evaluate the CityBuildAR application for
designing the university cafeteria at the University of Moratuwa in session B. A total of
13 academic staff members participated in the demonstration, with the majority represent-
ing the fields of urban planning (eight participants—16%), landscape architecture (three
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participants—6%), and architecture (two participants—4%), respectively. According to their
feedback, a majority of them familiar with placemaking (84.6%) through academic mod-
ules (68.1%), from professionals and authorities in the field (81.3%), through stakeholder
meetings and workshops (56.3%), and some of them through media (18.8%).

The professionals’ role in the previous placemaking activities was described as actively
contributing to the design and planning of green and recreational spaces by integrating
community input, providing technical guidance for infrastructure improvements, and
collaborating with stakeholders through workshops and urban planning projects, refined
through academic modules and practical experiences. Commonly used placemaking
methodologies were participatory mapping, stakeholder meetings, and discussions, while
the tools used to design through hand sketching, AutoCAD 2024, SketchUp 2024 modeling,
physical models, and GIS (10.8.2) tools.

The participants’ familiarity with the selected location (university cafeteria) for the study
was evaluated. The majority of the university students (78.8%—18), general public (92.86%—13),
and professionals—(84.6%—11) who participated were familiar with the location, while the
rest of the participants also responded as somewhat familiar with it. The university students
and professionals responded to the use of cafeteria space for dining, gathering, using ATM, and
other recreational activities, while the general public responded to dining and cleaning the space.
Additionally, the willingness to engage in placemaking through AR has been considered, and
the majority (55.9%) of university students were very interested in it, while the professionals
(52.6%) and general public (51.5%) responded as somewhat interested in it.

4.2. Comparing Hand Sketching, Software with CityBuild AR

Figures 11 and 12, shows the responses for Q1-Q3, which examined the university
students’ opinions in using hand sketches in visualizing and designing the open café areas
during session A.

Easily accesible (requires simple tools) WA
Encourages creativity without technical constraints 56.5%
None (Not comfortable with sketching) 8.7%
Provide a personal touch and artistic freedom 13.0%

Quick way express initial ideas 13.0%

0% 10% 20% 30% 40% 50% 60%

Figure 11. Positive aspects of using hand sketching for placemaking—university students.

Difficulty in visualizing large scale environments accurately 65.2%

o
N

Inability to represent exact design skills %

Lack of sketching and drawing skills [E-3WgS

Limited ability to make quick edits or changes LA
Time consuming activity 8.7%

0% 10% 20% 30% 40% 50% 60% 70%

Figure 12. Challenges of using hand sketching for placemaking—university students.
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Accordingly, most university students selected the hand sketching option and most
felt comfortable (43.5%), while some were uncomfortable (17.4%) with sketching. How-
ever, 60.9% of them identified sketching as an accessible method that provides artistic
freedom and encourages creativity without any technical constraints (56.5%), as shown in
Figure 11. Nevertheless, as shown in Figure 12, participants highlighted challenges such
as difficulty in visualization (65.2%), limitations with making edits to the design (60.9%),
time-consuming (47.8%), and lack of drawing skills (69.6%).

Q4-Q6 examined university students’ feedback for 3D modelling using the SketchUp
software during the study. As shown in Figure 13, even though university students
identified the positive aspects of 3D modelling compared to hand sketching such as the
ability to visualize design from different perspectives (60.9%), facilitate quick adjustments
and changes (73.9%), and support detailed elements (texture, lighting, etc.) (60.9%), they
mentioned the challenges they faced while using Sketch Up 3D modelling at the demo as
shown in Figure 14.

Easy to visualize spaces from different angles and

0,
perspectives 60.9%

Facilitates quick adjustments and edit to designs

Support detailed design elements like texture, lighting,

material etc. 60.9%

Provide a more realistic representations of final concept 39.1%

None (Not comfortable with Sketchup modelling) 13.0%

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure 13. Positive aspects of using 3D modelling—university students.

Difficulty in representing real-world environment 52.2%

Less accessibility (requires significant hardware resources

0,
for smooth performance) 21.7%

Somewhat difficult to beginners 8.7%

Time-consuming activity 17.4%

0% 10% 20% 30% 40% 50% 60%

Figure 14. Challenges of using 3D modelling—university students.

However, none of the participants from the general public category were comfortable
with two alternatives provided at session A— hand sketching and SketchUp 3D modeling.
As indicated in Figure 15, most of them responded about lack of personal drawing skills
and identified it as a time-consuming activity. Further, they have never participated in
placemaking activities using these tools, which was a challenge for them.

Although the study initially excluded Session A for professionals with placemaking
experience, assuming their proficiency in sketching, the participants highlighted chal-
lenges stemming from their limited drawing skills to effectively illustrate and customize
designs—Figure 16. Additionally, 15.4% of professionals emphasized the need for spe-
cialized software for designing, noting that existing tools pose challenges when used
for placemaking.
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Did not participate %

Difficulty in visualizing large scale environements accurately 7.1%
Lack of personal sketching and drawing skills 28.6%

Limited ability to make quick edits and changes 7.1%

Time-consuming activity 14.3%

0% 5% 10% 15% 20% 25% 30%

Figure 15. Challenges of using hand sketching for placemaking—general public.

Lack of personal sketching and drawing skills 23.1%

Less accessibility (requires significant hardware / software
resources)

Limited ability to make quick edits and changes 7.7%

Time-consuming activity 7.7%

0% 5% 10% 15% 20% 25%

Figure 16. Challenges of using existing tools for placemaking—professionals.

4.3. Placemaking with CityBuild AR

In the feedback form shared after session A, Q7-Q13 discussed the participants’ expe-
rience regarding placemaking using CityBuildAR.

The university students” feedback indicated that the majority considered the AR
application easy (43.5%) or very easy (17.4%) to navigate and use for placemaking, while
the rest of them answered neutrally (39.1%). As shown in Figure 17, the ability to visualize
designs in real time, the immersive experience in the real context, and ability to design
multiple scenarios within a limited time were identified as positives. Yet, according to
Figure 18, University students identified technical issues with the app, including app
instability, loading, and performance issues, as well as difficulties in aligning virtual objects
with the real-world environment while using the AR app for placemaking.

Ability to see designsin real-time and in their actual

10,
context Sit=

Easy way to present and discuss design ideas with others I 4.3%

8.7%

Opportunity to visualize multiple scenarios / designs
quickly

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 17. Positive aspects of using AR—university students.

Out of 14 individuals which represented the general public group, seven have used AR
apps previously for gaming (Pokemon Go—developed by Niantic, Inc. software company
in San Francisco, California, USA), advertisements (Dilmah Tea—Sri Lankan Beverage
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Company in Peliyagoda, Western Province, SL), (Coca-Cola—AR billboard for Christmas in
Finland), and other (University Vesak Lantern App—A product of Department of Computer
Science Engineering, University of Moratuwa, Sri Lanka). All 14 participants agreed that
the ease of use and accessibility of AR apps serves as a strong motivation to utilize AR
in placemaking.

Technical issues (Apps stability, loading, performance) 13.9%

User interface (Difficult to understand features)

Problem with aligning virtual elements with real world
environments

78.3%

Time needed to become familiar with the app's features 30.4%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Figure 18. Challenges of using AR—university students.

As shown in Figure 19, the general public has identified using AR as an opportu-
nity to see designs in real time, and it is easy to handle with minimal expertise and
knowledge about the field. However, after using the CityBuildAR app, all of them have
identified challenges as negatives, including the difficulty in understanding the app ele-
ments, and functionality (rotate, delete), and they need time to get familiar with the app

before designing.
Ability to see design in real-time and in their actual context 71.4%
Easy to handle with minial expertise and knowledge 14.3%

Interactive experience (Immersive interaction with design a
7.1%
elements)

Opportunity to visualize multiple scenarios / designs quickly 7.1%

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure 19. Positive aspects of using AR—general public.

Among the professionals who participated, a total of 10 has used AR apps previously
for gaming, advertising, infrastructure project simulations, and storytelling (DEVAR app).
Therefore, the motivating factors for professionals to use AR for placemaking has been
identified as the ability to visualize the designs real-time, ability to design a space with
limited skills, ease of use and accessibility and collaborative features of the app as indicated
in Figure 20.

Nevertheless, after using the AR app the professionals responded with the challenges
they faced, such as technical issues (app stability, loading, performance) and difficulty
aligning virtual objects with the real ground situation, and most of them highlighted that
they needed more time to be familiar with the app before starting the design. Overall,
professionals evaluated the app’s features, including user interface (colors, graphics),
functionalities (rotate, remove), and design components (tables, chairs, trees, benches,
garbage bins, etc.) as good (64.23%), poor (15.38%), and neutral (15.38%).
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Collaborative features

Easy of use and accessibility 23.1%

Easy to design with limited design skills 23.1%

Real time visualization of the design 30.8%

0% 5% 10% 15% 20% 25% 30% 35%

Figure 20. Motivations for using AR—professionals.

Based on the app demonstration conducted with three groups—professionals, univer-
sity students, and the general public—it was observed that professionals mostly preferred
existing tools such as 3D software over the AR application due to its limited features, which
restrict the ability to create unique designs. However, university students identified AR
as a more convenient tool for placemaking as it is easily accessible and does not require
technical expertise or drawing skills. Also, it highlighted its ability to collaborate and
visualize the design in real time. The general public indicated that using the AR app for
placemaking is inclusive and accessible for everyone rather than the existing methodologies,
but sometimes it can be limited due to the unavailability of a compatible smartphone to
run the AR app. All three groups have responded that they need more time to get familiar
with the app before starting designing and the app needs modifications, including more
design elements and functionality (scaling, moving, etc.).

4.4. Image Analysis

Image analysis aims to identify similarities and differences in design methodologies
among different groups and evaluate the impact of M-AR technology on design outputs.
Figures 21-23 indicate the visualizations of university cafeteria designs created by the
three groups during the app demonstration. Three designs from each participant group
are included here to represent how the groups individually applied design elements,
considered the existing context, and incorporated placemaking attributes.

As of Table 3 the designs were classified into three categories and evaluated according
to certain criteria: use of element, functionality, user interaction, and incorporation of AR
features. Table 3 presents a detailed breakdown of the element counts for each design
criterion, providing insights into the specific elements utilized in every individual design.

Table 3 indicated that professionals used limited components in the designs such as
one garbage can in all designs and only a few (15) lampposts, benches (37), and tables (10)
as well. Comparatively, University students included more elements in the design such as
trees (45), bushes (104), tables (26), benches (87), lampposts (35), and garbage bins (15). The
general public added elements comparatively higher than professionals and lower than
university students.

Greenery was added in seven (53.8%) designs of professions without changing the
existing setting of the cafeteria. However, the university students’ designs highlight their
requirements such as more seating (100%) and lighting (82.6%) in the space. Use of shady
trees is emphasized commonly in all designs, while the bushes have been placed for visual
appeal. Comparatively, the general public’s designs indicate familiar layouts, such as
having seating under shades with garbage bins near to them that are replicating existing
patterns. University students prioritized their requirements to gather in visually appealing
and comfortable surroundings.
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(@) (b) (c)

Figure 21. Exemplary visualizations completed using CityBuild AR by Professionals (a) Design 1;
(b) Design 2; and (c) Design 3.

(a) (b) (©)

Figure 22. Exemplary visualizations completed using CityBuild AR by Undergraduate (a) Design 1;
(b) Design 2; and (c) Design 3.

As shown in Table 3, the functionality, including seating, walking paths, lighting, and
greenery, has been considered by the university students when designing, but when it
comes to the general public, the functionality was comparatively not considered, because
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the existing paths were covered and used for the design and no shades were provided for
the seating area. However, the university students prioritized visual appeal and comfort
except for the existing real ground context, but the professionals highly considered the
existing layout by not adding many elements in the design. The general public considered
functionality by having usual requirements such as seating in this space.

(a) (b) (©)

Figure 23. Exemplary visualizations completed using CityBuild AR by General Public (a) Design 1;
(b) Design 2; and (c) Design 3.

Table 3. Image analysis.

Criteria Professional University Student General Public
Tree 23 (1.77) 1 43 (1.87) 33 (2.36)
Bushes 55 (4.23) 104 (4.52) 30 (2.14)
Use of el ‘ Table 10 (0.77) 26 (1.13) 13 (0.93)
se ot elemen Benches 37 (2.85) 87 (3.78) 28 (2.00)
Lamp posts 15 (1.15) 35 (1.52) 11 (0.79)
Garbage bins 1 (0.08) 15 (0.65) 7 (0.50)
Seating Y—11, N—2 Y—23, N—0 Y—11, N—3
Functionali Walking Y—13, N—0 Y—17, N—6 Y—8, N—6
y Lighting Y—7,N—6 Y19, N—4 Y8, N—6
Greenery Y—7,N—6 Y—20, N—3 Y—11, N—3
Physical Setting Y—13, N—0, M—0 Y—23, N—0, M—0 Y—6, N—0, M—38
User Interaction Sociability Y—10, N—0, M—3 Y—18, N—0, M—5 Y—2, N—4, M—S8
Imageability Y—7, N—0, M—6 Y—21, N—0, M—2 Y—5, N—8, M—1
Incorporating AR Designing Y—9, N—0, M—4 Y—23, N—0, M—0 Y—5, N—0, M—S8
features Visualizing Y—0, N—0, M—13 Y—23, N—0, M—0 Y—5, N—0, M—38

1 Count (Mean), Y = Yes/ N = No/M = Moderate.

User interaction with the placemaking, and community engagement aspects while
designing the space, were evaluated under the attributes of physical setting, sociability, and
imageability. According to the analysis, professionals considered the existing setting more
than attractiveness and physical and social comfort. However, university students have
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considered the physical setting, including aspects such as accessibility, walkability, climate
comfort, and spatial characteristics. Additionally, visual appeal, attractiveness, and comfort,
which represent imageability, were also highlighted in the designs. However, the general
public group neglected the accessibility and walkability of space. University students
considered the sociability aspect by incorporating density, diversity of space, and furniture
availability, but the professionals did not add many inputs towards enhancing diversity or
density to the place. The general public moderately considered sociability by incorporating
density and functionality into the design but did not consider the imageability aspect in
the designs.

All three groups—professionals, university students, and the general public—
incorporated AR elements and features in designing and visualizing the space. University
students used AR to create transformative and experimental designs while professionals
focused on enhancing the existing layout with minimal alterations. However, compared to
university students and professionals, the general public used fewer design elements and
focused on familiar layouts resulting in simple visualizations.

This image analysis revealed diverse design methodologies influenced by participants’
backgrounds and the role of AR as a placemaking tool to aid in visualizing the design
ideas.

4.5. Opinion Analysis

The participants’ feedback included insights replated to their placemaking exercise
using the CityBuildAR app. Out of all the participants, 81% have expressed their insights.
The study considered all the open-ended responses and classified them into three themes
based on the response nature. Out of them, 43% have expressed positive sentiments about
the app.

4.5.1. Ability to Visualize and Design with Limited Skills

Some participants identified the CityBuild AR app as an effective tool for visualizing,
and it enabled users to design spaces with limited drawing skills, technical expertise, and
less hardware/software requirements.

e  Opinion 1—"T have limited drawing skills, so I usually engaged in collaborating with
ideas as a group member while another member will visualize. But using this AR
app I can do my own design by myself. But the list of elements and features should
expand to make a unique design”.

e  Opinion 2—"I really liked the interface and elements of the app. It creates a nice design
of myself with limited skills. Wish I had more time to get familiar with this app”.

e  Opinion 3—"Simple and effective for non-designers”.

4.5.2. Impact on Creativity of Users

Majority of the participants indicated that the restricted elements and options available
have constrained the individual design and unique qualities of one another. Additionally,
the app crashes have interrupted the design process often.

e  Opinion 4—"Great concept for enhancing placemaking through real-time visualization.
However, the limited design options and occasional bugs limit its potential in profes-
sional landscape projects. Expanding its feature set would make it more versatile”.

e  Opinion 5—"“App doesn’t allow us to create & visualize unique designs. It generalizes
the designs and with the given elements, it’s limited to create my own design. Realtime
visualization is interesting somehow”.
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e  Opinion 6—"Expanding the range of features and addressing performance concerns
would make it a highly effective tool for professional urban planning and participa-
tory processes”.

Asindicated in the above opinions, the AR app has limited the creativity of participants
and it requires modifications in the app elements, features and scaling to enhance the
uniqueness of designs.

4.5.3. Technical Constraints

Apart from the limited features and elements mentioned above, a majority of them
shared their opinion about the lack of time given to familiarize themselves with the app
before designing. According to their responses, the app familiarity is significant to develop
a proper design.

e  Opinion 7—"App elements are difficult to understand in the beginning, needed
assistance to understand. I had the ability to do a design for cafeteria using this app,
which I wouldn’t be able to do with sketching or other software”.

e  Opinion 8—"Expanding the range of features and addressing performance concerns
would make it a highly effective tool for professional urban planning and participa-
tory processes”.

e  Opinion 9—"Using app for designing is good for me because I have poor drawing
skills. However, it is difficult to understand and design within this limited time given”.

Participants’ feedback highlighted the app potential as a placemaking tool specifically
for enhanced engagement of communities in different levels of knowledge and expertise.
However, as indicated in Figure 24, technical issues such as limited elements and difficulty
in understanding at first need to be addressed to get more creative and unique designs.
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5. Findings and Discussion

5.1. To What Extent Does the CityBuild AR App Bridge the Gap Between Professionals and the
General Public in Placemaking?

The CityBuildAR app allows the general public to design and visualize public spaces
using their mobile phones similar to a professional, which significantly enhances their
ability to participate in placemaking. The conflict between community preferences and the
preferred engagement techniques of the public has caused a lack of public participation in
urban planning with existing conventional methods [92,93].

Furthermore, real-time visualization encourages users to redefine spatial designs with
limited time and expertise because realistic visualizations are more effective than abstract
presentations, especially when it comes to engaging a non-specialist audience like the
general public [93]. AR models can influence people to participate in the planning process
and to provide immediate feedback using AR [94,95]. Especially, CityBuildAR app enables
users to engage in placemaking using high-tech software with limited technical expertise
and experience, which enhances public participation in the process. Therefore, utilizing
AR for placemaking has the potential to bridge the gap between planning practitioners and
the general public when it comes to design and visualization. The use of technologically
advanced applications (AR, VR) can support professionals in creating an inclusive and
accessible participatory planning methodology for all citizens, including students [26,96].

Accordingly, the CityBuildAR app has the potential to support participatory plan-
ning and enhance stakeholder engagement, thereby facilitating the planning process of
authorities. The app could be integrated into community-driven urban planning and
regeneration projects, allowing the community to design and visualize their interests in
real time and provide immediate feedback to the authorities. As an example, in Vienna,
Austria, AR has been used for two urban planning projects to assess its effectiveness in
participatory planning, and the results indicate that AR facilitated better communication
between stakeholders and planners [55].

However, despite its advantages, the application reveals an important gap in the
design process, which is the rationale for designs. During the app demonstration, the
professionals considered the existing layout of the university cafeteria. They added features
to the existing layout without replacing it or ignoring the existing setting because as
professionals they prioritized the functionality and feasibility based on their knowledge
and experience resulting in more grounded designs. In contrast, university students were
innovative and transformative, and they ignored the existing setting in imposing their
design. It shows that as undergraduates, they are often encouraged to think creatively, and
according to their feedback, university students were more familiar with the AR tools and
willing to experiment without any constraints. Comparatively, the general public used the
app to visualize existing patterns and spatial layouts with minimum requirements, which
reflects that using CityBuild AR for designing has been a complete experimental activity
for them. It indicates that knowledge and expertise have a direct impact on the design
when using CityBuildAR. Further, it highlights the app’s flexibility to adapt and address
the needs of different layers in the society in expressing their design thinking.

Overall, the CityBuildAR app allows professionals and the general public to equally
engage in placemaking activities using the application and bridge the gap in terms of
visualization and conceptualization. However, the app allows users to visualize their
requirements and interests through design. Therefore, the designs are biased to each indi-
vidual’s personal preferences and in some cases, the design might not meet the significant
placemaking attributes such as physical setting, imageability, and sociability. On some
occasions, important aspects such as walkability, accessibility, comfort, and density of
activities might not be considered as discussed under image analysis (Figures 20-22). The
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university students” designs and visualizations consist of a total transformative layout that
requires the replacement of the existing elements (concrete pavements).

The general public only focused on their basic requirements such as seating and shad-
ing while the professional designs were more focused on keeping the same layout by adding
a few elements. Therefore, the necessity of incorporating the knowledge of placemaking to
the app using other alternatives such as incorporating gamified can be emphasized.

5.2. Can Mobile-AR Tools Like CityBuildAR Replace Traditional Participatory Planning Methods?

The CityBuildAR app facilitates the use of M-AR in placemaking by engaging with
the three primary attributes: sociability, physical setting, and imageability. This app fosters
sociability by offering an immersive, real-time, interactive experience for modifying public
spaces and promoting collaborative decision-making. Unlike traditional methods that
rely on drawings, 3D renderings that require expertise or public hearings with limited
interaction with the actual space, the CityBuild AR app enables users to visualize designs,
and place and adjust virtual objects in the real-world context, offering a tangible connection
between designs and the physical setting. Additionally, it enhances spatial perception by
enabling users to integrate visual and cultural elements into public spaces and explore the
impact of design elements on the overall character and identity of space, which strengthens
the imageability of space.

The strengths of this app, such as real-time visualization, interactive platform, and
accessibility, eliminate the barriers associated with traditional methods like discussions,
public hearings, and stakeholder meetings, enabling the ability for it to be used as a
contemporary tool for placemaking.

In comparison with the 34 apps reviewed in the literature review, CityBuildAR avoids
location-based errors and GPS inaccuracy [81,97] as this app does not require location
fetching to do the design. The CityBuildAR app relies on markerless AR technology using
real-time place detection and surface tracking through the device’s camera, and the virtual
objects are placed relative to the detected plane. This method allows users to quickly place
objects. Still, this limits the ability to edit/reproduce the same design with high precision,
as it is saved as an image to the cloud. However, the location coordinates and design
configurations are saved to the cloud for later access. Therefore, the CityBuildAR app
enables any individual from any part of the world to create a design and then save the
image to the cloud database, which is handled by the relevant authorities in that area.
Other constraints, like technical complexity and high costs of other AR apps [85,97], were
eliminated by this app, as it requires a smartphone to install the app and then do the design
and save to the cloud. However, the CityBuildAR app also has some inherited limitations,
such as it requires access to a compatible smartphone to run the AR app, basic technical
knowledge to install and operate the app, and an internet connection to connect the app
to the cloud to save the designs. In addition to that, the AR apps identified in the review
do not support citizen engagement in the planning context directly. Even though 13 apps
are related to the urban planning context, only the Smart AR mini application [68] and
ChangeExplorer app [70] enable the real-time engagement of citizens in the real-world
context. Other apps such as City View AR, Wikitude, etc. support only visualization.
Meanwhile, the rest of the 21 apps discussed in the literature are not directly relevant to
the urban planning context, yet they enable community engagement in other fields such
as construction.

Yet, the CityBuildAR app does not provide the capability to replace traditional par-
ticipatory methods completely. As discussed above, this app allows each individual to
do their own unique design and enhance their level of engagement and understanding in
placemaking. But according to the image analysis (Table 3), the consideration of significant
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aspects such as physical setting, sociability, and imageability in placemaking was not high-
lighted in the designs when using the app. However, the limited time allocated, and the
limited space used to design, the characteristics of the space (cement pavements, existing
table, bench layout) have influenced the professionals” designs. Therefore, the feedback
highlights that collaboration between planning practitioners and the community using AR
is essential for effective placemaking.

According to [98], decisions can be made by incorporating the public’s knowledge
into the decision’s calculus. As an example, the local community knows about crimes or
traffic problems in a particular area, and that knowledge can be taken into consideration by
the planners through participatory planning [99]. The collaboration of traditional aspects
and AR apps is effective in communicating the placemaking knowledge with participants
easily. Based on the app demonstration, the CityBuildAR app is somewhat difficult for
people to understand and navigate, and also, this app only enables individual experience
of users, which causes the lack of dialogue and collaborative design of spaces.

Accordingly, mobile AR applications like CityBuildAR can be considered as com-
plementary tools rather than a replacement for traditional tools. This AR app excels in
visualization and enhancing accessibility to the design process, but it should be leveraged
with the professionals’ interpretation before the actual implementation process. The study
highlights that CityBuild AR has the potential to enhance community engagement. How-
ever, when considering placemaking, the necessity of incorporating professional insights
into the general public’s designs is necessary. It can avoid neglect of important aspects like
inclusivity to place, density and diversity of activities, and so on.

5.3. Limitations

CityBuildAR app has technical limitations such as limited elements provided, the
inability to design without being familiar with the app, and the lack of knowledge shared
through the app. The constant addition of new versions and tools to the applications,
rewarding participants by recognizing each input, and continuous responsiveness are
required to enhance user motivation in using these tools and applications for urban plan-
ning [100]. Also, the app does not provide any guidance to the users before the design
process, which needs to be addressed before officially launching the app.

The AR application is presently in the development phase and contains several tech-
nological bugs and constraints that affect its performance.

e  Plane-detection problems: The program necessitates the completion of plane detection
before object placement, as it is incapable of identifying additional planes after objects
have been positioned.

e  Restricted design elements: Participants were given a limited array of items for space
design, perhaps hindering their creativity and design alternatives.

e  Scaling limitations: Users cannot resize items, constraining design flexibility.

e Deletion errors: Specific elements experience faults during deletion, resulting in
difficulties in altering the design.

Notwithstanding these constraints, the program functions as a prototype for par-
ticipatory placemaking utilizing augmented reality. Insights garnered from the testing
sessions will inform subsequent enhancements, rectifying these concerns and augmenting
its usability and functionalities.

6. Conclusions

This research investigated the potential of M-AR technology through the CityBuildAR
app, to bridge the gap between professionals and the general public in placemaking. By an-
alyzing the experiences of university students, general public members, and professionals,
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the study revealed that AR can significantly enhance public participation and engagement
in the design process. The study reveals that the general public and university students
are more flexible in using novel technologies compared to the professionals who have
been active in placemaking for years. Further, the study reveals that the general public
and university students are concerned about green and seating arrangements, whereas
the professionals have considered walking as a fact to think in designing the open space.
However, university students have identified green as a key component in designing open
spaces compared to both professionals and the general public.

As most of the results emphasized, the CityBuildAR app empowers individuals with
limited design skills to visualize and create spatial designs, fostering a sense of ownership
and agency in shaping their surroundings. By combining the strengths of traditional
participatory methods with the innovative capabilities of AR, a more inclusive and effective
approach to placemaking can be achieved. However, the technical errors of the app,
including plane detection errors, limited design elements, and occasional app crashes,
caused less detailed feedback and limited the ability to create participant’s designs.

Future research should explore ways to establish an interactive login within the app
for multiple users to work interactively in designing spaces. The CityBuildAR is to be
developed to enhance collaborative placemaking by introducing ratings, adding comments
to others’ designs, and gamified elements such as scoring, leaderboard, etc. Furthermore,
to prevent server crashes, a guest option is recommended, allowing users to log in and
design once without saving their login information on the server, and only the designs
with location coordinates are saved.

Improving app stability and expanding features such as gamified elements is necessary
to avoid limited participant engagement and to optimize app performance [100-102].
In future iterations, it is essential to enhance the technology to maintain app stability
and facilitate a more user-centric design by analyzing user-engagement levels and the
effectiveness of CityBuildAR in real-world placemaking scenarios. Additionally, real-world
integration through collaboration with authorities and stakeholders is crucial to address
the current limitations and evaluate the long-term impact of the app. Furthermore, the
opinion analysis highlighted that technical constraints limit the ability to create unique
design proposals of each individual, and professionals with experience were somewhat
technology-resistant due to this issue. Therefore, in future studies, the need to address
how to get unique and specific designs and ideas from individuals using technical tools
is significant.

By harnessing the transformative potential of M-AR, cities can foster more inclu-
sive, dynamic, and resilient communities. This technology empowers individuals from
diverse backgrounds to actively participate in shaping urban spaces, ensuring that de-
velopment reflects the needs, aspirations, and identities of all residents. By integrating
M-AR into urban planning and design, cities can promote more collaborative, transpar-
ent, and innovative decision-making processes, ultimately leading to more equitable and
people-centered environments.
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