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Preface

The Reprint on Satellite Terrestrial Networks presents a timely collection of research devoted
to the integration of space and ground communication infrastructures. Its scope covers network
architectures, intelligent resource management, spectrum sharing, security mechanisms, routing
strategies, and application-oriented solutions. The aim is to provide readers with a consolidated view
of the technological foundations and emerging directions that are shaping this field. Our motivation
for compiling this Reprint is the growing importance of global, secure, and resilient connectivity in
the era of low-Earth-orbit constellations and beyond. The contributions demonstrate both theoretical
advances and practical approaches to challenges such as interference coordination, latency reduction,
and robust service delivery. This Reprint is addressed to researchers, engineers, and practitioners
from academia and industry who are engaged in the design, evaluation, and deployment of
next-generation communication systems. We hope that it will inspire further work and collaboration

toward the realization of ubiquitous satellite-terrestrial integration.

Jiaxin Zhang
Guest Editor
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Editorial

Editorial: Satellite Terrestrial Networks: Technologies, Security
and Applications

Jiaxin Zhang

School of Information and Communication Engineering, Beijing University of Posts and Telecommunications,
Beijing 100876, China; jxz@bupt.edu.cn

The ongoing evolution toward sixth-generation (6G) communications necessitates
the deep integration of terrestrial and non-terrestrial infrastructures into the seamless
Space-Air-Ground-Sea Integrated Network. Low Earth orbit (LEO) mega-constellations,
combined with advanced terrestrial networks, offer unprecedented opportunities for global
coverage, resilient connectivity, and low-latency services. However, this paradigm also
introduces formidable challenges in terms of spectrum efficiency, dynamic resource man-
agement, mobility support, security, and end-to-end quality of service. This Special Issue
of Electronics, “Satellite Terrestrial Networks: Technologies, Security and Applications”,
brings together twelve research contributions that collectively advance the state of the art
in these domains.

Recent research has highlighted that STNs will play a decisive role in the evolution
from 5G toward 6G networks, where the integration of non-terrestrial components is no
longer optional but rather a fundamental design principle [1]. A number of survey works
have emphasized that efficient spectrum sharing and interference management remain
among the most critical technical challenges [2]. Furthermore, the rapid growth of low
Earth orbit (LEO) mega-constellations has accelerated the need for scalable routing and
resource allocation schemes capable of coping with highly dynamic topologies [3,4].

In addition to communication aspects, computing and intelligence are increasingly
being integrated into STNs. The paradigm of edge computing, initially studied in terres-
trial mobile networks, has been extended to LEO satellite systems, enabling low-latency
task execution and real-time data processing [5]. Meanwhile, machine learning methods,
including reinforcement learning and graph neural networks, have demonstrated their
potential in optimizing resource allocation, routing, and beam management in dynamic
environments [6,7]. Signal processing research has also advanced toward robust synchro-
nization and anti-jamming techniques, which are crucial for ensuring reliability in contested
environments [2].

Security and resilience are equally pressing issues in STNs. Beyond conventional
cryptographic measures, recent studies have proposed physical-layer security mechanisms
and frequency-hopping strategies to defend against jamming and eavesdropping [8]. At
the system level, the rise of cloud-native platforms and network function virtualization pro-
vides new opportunities for the flexible deployment and orchestration of communication
and computing functions across satellite and terrestrial segments [9].

Against this background, the twelve studies included in this Special Issue provide
concrete solutions and experimental validations that align with these global research
trends. Collectively, they offer both theoretical insights and practical frameworks that bring
satellite—terrestrial networks closer to deployment in real-world scenarios.

Electronics 2025, 14, 3856
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Motivated by the growing role of artificial intelligence in communication networks,
Sun et al. (Contributor 1) introduce SCNOC-Agentic, an LLM-driven framework for satel-
lite network operation and control. The system integrates intent refinement, multi-agent
workflows, long-term memory, and graph-based retrieval, achieving significant improve-
ments in network task planning, fault analysis, and resource optimization. Zhang et al.
(Contributor 2) address the resource management problem in beam-hopping-based satellite
systems, proposing a progressive decomposition framework for joint beam scheduling and
power/frequency allocation. Their approach, supported by geographic isolation mech-
anisms, ensures efficient coexistence between GEO and LEO systems while enhancing
throughput. Song et al. (Contributor 3) tackled the challenge of Doppler frequency-offset
estimation in LEO systems. By leveraging beam pointing information instead of GNSS
support, the authors developed an accurate and lightweight estimation method suitable
for highly dynamic non-terrestrial networks.

Machine learning-based methods are also investigated for interference detection in
GNSS. Baldini and Bonavitacola (Contributor 4) evaluate the impact of signal bit-depth on
the accuracy of wireless interference classification, demonstrating the trade-offs between
hardware sampling constraints and ML model performance. Edge computing and task
offloading are studied by Li et al. (Contributor 5), who propose a joint optimization
framework for task scheduling and communication resource allocation in LEO satellite
edge networks. Their results show improvements in energy efficiency, task completion
rates, and overall system cost. Pan et al. (Contributor 6) focus on burst spread spectrum
signals and introduced a novel signal structure that eliminates synchronization overheads
while improving acquisition reliability, stealth, and resource efficiency.

The coexistence problem between terrestrial IMT base stations and satellite services
is examined by Jia et al. (Contributor 7). Through a power control and intervention
algorithm combined with deep reinforcement learning, they demonstrate how harmful
interference can be mitigated while preserving terrestrial throughput. Wang et al. (Contrib-
utor 8) contribute to routing in satellite self-organizing networks, proposing SQL-CBRP, a
cluster-based routing protocol evaluated on the OMNeT++ platform. Their results show
reduced delay and packet loss compared to classical methods under high loads. Han et al.
(Contributor 9) further advance routing optimization by introducing a deep reinforcement
learning-based multipath routing algorithm for LEO mega-constellations. Their multi-
path discovery and graph-neural-network-based traffic scheduling achieve considerable
improvements in throughput, reliability, and delay over shortest-path schemes.

In the context of beam management, Liu and Pan (Contributor 10) investigate optimal
beamwidth settings for quasi earth-fixed cells in LEO systems, showing that the dynamic
adjustment of beamwidth maximizes uplink coverage probability and outperforms 3GPP
baseline schemes. Anti-jamming mechanisms are studied by Yu et al. (Contributor 11),
who propose a capacity enhancement method for frequency-hopping systems. By adapting
hopping rates, the method improves capacity without compromising jamming resistance.
Finally, Shi et al. (Contributor 12) introduce ComEdge, a cloud-native platform for in-
tegrated computing and communication in satellite-terrestrial networks. By employing
microservices, containers, and service mesh technologies, the platform provides a flexible
environment for real-world deployment and demonstrates the feasibility of Al-driven
network resource management.

The diversity of these studies highlights the breadth of ongoing research in STNs.
Several themes are evident across the contributions: the need for intelligent automation
through machine learning and Al, the challenge of efficient coexistence between hetero-
geneous systems, the focus on robustness against interference and jamming, and the shift
toward practical, deployment-ready platforms. Nonetheless, significant challenges remain,
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including the validation of the proposed solutions under real-world conditions, the bal-
ance between Al-driven efficiency and explainability, the energy constraints of spaceborne
platforms, and the adaptation of algorithms to time-varying and uncertain environments.
Addressing these challenges will be crucial for building scalable, secure, and efficient
satellite—terrestrial networks that are capable of supporting next-generation applications.

Conflicts of Interest: The author declares no conflicts of interest.
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ComEdge: Cloud-Native Platform for Integrated Computing and
Communication in Satellite-Terrestrial Network

Haoyang Shi, Xing Zhang *, Peixuan Wu, Jingkai Chen and Yufei Zhang

School of Information and Communication Engineering, Beijing University of Posts and Telecommunications,
Beijing 100876, China; shihaoyang@bupt.edu.cn (H.S.); peixuan_wu@bupt.edu.cn (PW.);
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* Correspondence: hszhang@bupt.edu.cn

Abstract: Leveraging technological advancements such as containers, microservices, and service
mesh, cloud-native edge computing (CNEC) has become extensively discussed and applied in
both academia and industry. The integration of mobile edge computing and communication is
crucial for the future communication architecture in order to fully utilize distributed and fragmented
communication resources and computing power. The potential for cloud-native integration can
help merge mobile edge computing and communication, enhancing network flexibility and resource
utilization. This paper investigates the implementation plan for extending cloud-native capabilities
to integrated computing and communication (INCCOM) in the satellite-terrestrial network. We
construct an experimental verification platform called ComEdge in a real-world setting. Subsequently,
we analyze the architecture, functional characteristics, and deployment of the platform in a real-world
environment. Furthermore, we explore the solution of deep reinforcement learning in the deployment
of cloud-native core network and conduct a preliminary verification of the platform’s potential to
enable artificial intelligence in a real production environment, which will provide guidance to both
academic and industry sectors. Finally, we conduct an analysis on the challenges and opportunities
encountered by the cloud-native INCCOM network system.

Keywords: satellite—terrestrial network; cloud-native edge computing; integrated computing and
communication; deep reinforcement learning; core network

1. Introduction

In the past few years, the ground communication network has further expanded and
developed with the increase in communication volume worldwide. However, the ground
communication network cannot offer equal coverage to remote areas or the edge network
due to insufficient resource planning, which leads to unassured communication service
quality in these areas. At the same time, satellite communication systems leverage the ben-
efits of high altitude and multicast/broadcast capabilities while complementing traditional
ground networks to enable novel mobile communication networks [1]. Increasingly, orga-
nizations are initiating projects on the satellite—terrestrial hybrid network (STHN). Notably,
OneWeb, O3b, SpaceX, and Telesat are among the companies proposing satellite-based
Internet solutions [2]. As shown in Figure 1, owing to its intrinsic benefits encompassing
wide scope, efficient processing capabilities, and versatile nature, STHN finds application
across numerous practical domains, intelligent transportation systems [3], military tasks,
disaster relief [4], etc.

On the one hand, cloud-native computing inherits from the development of cloud
computing and has the characteristics of Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS) [5]. Additionally, cloud-native computing
achieves high reliability, elasticity, manageability, and observability of applications through
means such as containerization, microservices architecture, declarative API, automated

Electronics 2023, 12, 4252. https:/ /doi.org/10.3390/ electronics12204252 5 https://www.mdpi.com/journal/electronics
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deployment, dynamic configuration, and auto-scaling, better adapting to the rapid changes
in and complexity of cloud environments.

t&dalane Mot\l;éx

//,
Area 5 /

Figure 1. ComEdge platform scenario.

On the other hand, future universal computation requires an open and integrated
network architecture that deeply integrates computing power, communication, and indus-
try intelligence in a decentralized network. This new network architecture will transform
traditional cloud Al into edge Al and then support network for AI (NET4AlI) [6], enabling
a variety of Al applications such as multi-task transfer learning on edge devices [7] and
the integration of edge cloud-native and intelligent wireless communication. Cloud-native
and edge intelligence are the core parts of NET4Al. Artificial intelligence can achieve
better results in edges that are closer to data and have greater elasticity compared to single
cloud computing.

In this context, the trend of cloud-native computing in the telecommunications in-
dustry is on the rise. Compared to almost any other service, telecommunication services
have higher requirements for resilience, security, and performance [8]. The Third Genera-
tion Partnership Project (3GPP) initially introduced the Service-Based Architecture (SBA)
paradigm [9] for 5G Core (5GC). This paradigm involves the decomposition of monolithic
Network Functions (NFs) into multiple microservices, offering finely grained function-
alities. These microservices are designed for deployment as Virtual Machines (VMs) or
lightweight containers (e.g., Docker) in a cloud-native fashion, making efficient use of
cloud computing resources. Consequently, NFs can be dynamically scaled both horizon-
tally (out/in) and vertically (up/down) to accommodate fluctuations in signaling traffic
from a multitude of devices. The emergence of open-source core network platforms such
as Open5GS [10] and Free5GC [11] further assists research in realizing cloud-native core
network.

While the emerging mobile core network can enhance deployment flexibility and
scalability through cloud-native environments [12,13], several challenges need to be ad-
dressed in practical deployments at multiple edge nodes close to users. First, due to
limited computing and data storage resources at edge nodes, the cloud-native network
functions (CNFs) should be distributed across multiple edge nodes and run in response to
terminal service requests following communication protocol procedures. It is foreseeable
that edge-distributed core networks will consume more communication resources than
remote data center-based core networks. Furthermore, running CNFs on edge nodes in-
curs costs for container deployment and operation. Therefore, a cloud-native edge core
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network deployment scheme should be designed to reduce operational costs and control
traffic overhead.

The paper is structured as follows: The challenge of cloud-native INCCOM is intro-
duced in Section 2. The ComEdge experimental platform is detailed in Section 3. Following
this, Section 4 discusses the deployment challenges and solutions for the cloud-native
mobile core network in ComEdge. Section 5 provides an analysis of the challenges and
opportunities encountered by the INCCOM network system. Lastly, Section 6 offers the
paper’s conclusion.

2. The Challenge of Cloud-Native INCCOM

As mobile edge computing (MEC) and Al continue to evolve, computing power has
become ubiquitous. Networks must now offer intelligent services that enable efficient
collaboration between cloud, edge, and terminal computing power [14]. The upcoming
6G network is aimed at achieving seamless global coverage, spanning across land, sea,
air, and space. It will also enable the establishment of a hierarchical network which will
facilitate centralized and distributed collaboration. The network will support distributed
edge autonomy and management, alongside unified and simpler protocols. The integration
of computing and communication systems will enable seamless collaboration among cloud,
edge, network, and computing power. Communication and computing elements will un-
derstand and collaborate with each other, thereby achieving real-time and precise discovery
of available computing power, flexible and dynamic computing, as well as connection
service scheduling. These advancements will offer ubiquitous services, optimizing the
allocation of computing resources, and enhancing the utilization efficiency of communi-
cation and computing resources. At the same time, cloud-native architecture is becoming
a prevailing trend in modern software architecture design patterns. The objective is to
enhance the elasticity, reliability, and scalability of applications. Cloud-native architecture
highlights container-based design, microservices, continuous delivery, and automated
management in order to improve application performance and ease of management. There
is an urgent need to design and implement a smart cloud-native network platform that inte-
grates centralized and distributed architectures and blends communication and computing.
The main challenges are as follows.

The primary challenge is how to effectively control and utilize fragmented resources on
demand, encompassing efficient scheduling of distributed computing resources, complete
utilization of fragmented data silos, appropriate utilization of diverse communication
methods, and effective consolidation of decentralized and heterogeneous models. Task
scheduling, node management, and structure merging are essential aspects to consider
when scheduling fragmented resources. Distributed frameworks such as Hadoop [15] and
Spark [16] have attained maturity and are extensively used in fields like data processing
and machine learning, providing the ability to manage and schedule computing power
in distributed environments. The problems of data silos and model consolidation can be
addressed by utilizing machine learning frameworks such as federated learning, transfer
learning, and lifelong learning.

The second challenge for INCCOM involves ensuring network determinacy and se-
curity. The primary distinction between determinate and non-determinate networks is
the assurance of transmission time. Non-determinate networks may encounter issues
like lost, delayed, or disordered data packets which can affect real-time applications. In
contrast, determinate networks utilize techniques that predict the time of data packet
transmission and guarantee the reliability and stability of real-time applications. In cluster
networks experiencing real-time topology changes, data security, communication security,
and model security are crucial considerations. Blockchain technology and federated learn-
ing have potential in enhancing network and data security, making them a vital aspect of
network security.

It is crucial to note that the deployment method of the core network plays a significant
role in the performance of satellite-ground integrated communication systems in both the
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present and future stages. However, the orchestration of cloud-native network functions in
the core network remains an unresolved issue, with very few works dedicated specifically to
addressing this problem. In the context of the satellite-ground fusion network, ref. [17-19]
discuss several novel core network deployment and management architectures. Ref. [17]
proposes the vision of deploying certain critical network functions in the core network
on satellites to reduce latency. Ref. [18] further elaborates on this vision by distributing
all or some of the network functions of the 5G core network across multiple satellites in
different orbits and leveraging the “service set” mechanism in 5G to alleviate the significant
signaling pressure between satellites and the ground. Ref. [19] addresses the issue of
signaling storms introduced by satellite mobility and presents the in-orbit stateless core
network case. It is important to note that the focus above is on the overall architectural
research of the mobile core network in the satellite-ground fusion network scenario, with
a lack of research on actual deployment algorithms for distributed core networks. In
a typical network environment, the authors of refs. [20,21] implemented a cloud-native
Service Function Chaining (SFC) framework that provides traffic steering mechanisms for
establishing end-to-end network services. In [22], the authors propose a horizontal scaling
algorithm that leverages Control Theory to dynamically adjust the number of instances of
the Access and Mobility Management Function (AMF) based on traffic load. To conserve
resources required for User Plane Function (UPF) instances, the authors of ref. [23] propose
a UPF instance scaling mechanism based on deep reinforcement learning. Although these
efforts reduce the traffic overhead in the control plane of the core network deployed in
the form of virtual machines, containers, or slices, there is a lack of consideration for the
relationship between fluctuating service requests, deployment costs of the core network at
multiple edge nodes, and inter-node control signaling overhead.

Clearly, to simultaneously minimize deployment costs and control signaling overhead
while adapting to the dynamic nature of user service requests, an intelligent CNFs deploy-
ment architecture is required. This architecture provides deployment strategies for CNFs
by learning the spatiotemporal relationships between user service requests, deployment
costs, and control signaling overhead.

3. ComEdge Experimental Platform

With the rapid advancement of architectural technology, the cloud-native concept has
gained widespread acceptance. Various technologies, including service meshes, microser-
vices, containers, and Kubernetes, have become the standard for cloud edge architecture
in the 5G era. Many industry, academic, and research organizations are engaged in the
study of cloud-native edge computing, with examples such as OpenYurt [24], launched
by Alibaba, EdgeFoundry [25] from the Linux Foundation, and KubeEdge [26] by Huawei.
Following an evaluation of different architectural options, we chose KubeEdge to establish
our platform. KubeEdge seamlessly connects cloud and edge applications and resources,
creating a unified computing architecture that brings about better data processing efficiency
and user experience. This section presents a cloud-native INCCOM platform developed
using KubeEdge.

3.1. Platform Scenario

Figure 1 illustrates the cloud-native edge intelligence scenario where the functions of
each node can be flexibly deployed on various real-world devices, such as drones, vehi-
cles, ships, satellites, and cloud hosts in different scenarios. The physical communication
methods used within the cluster are also varied, including but not limited to fiber optic,
wifi, microwave, as well as different types of satellites. Moreover, despite the various
underlying communication methods used, the cloud-native edgemesh [12] technology
shields the complex underlying topology, enabling the platform to be agile in the allo-
cation and scheduling of business, tasks, and resources. The majority of nodes in the
system are equipped with containerized 5G base stations, and the master node deploys
a containerized 5G core network, granting access to numerous 5G terminals through the
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platform’s southbound interface. The platform’s quick deployment on nodes with varied
architectures and forms, added to the flexibility and maneuverability of actual physical
nodes, alongside the integration of satellite links, greatly expands the various application
scenarios of the platform.

In the actual construction of the platform, we use five physical nodes with different
architectures, computing power, and communication capabilities as the main cluster parts
of ComEdge. The actual situation of each physical node is shown in Table 1.

Table 1. The actual situation of each physical node.

Node CrPU Memory Communication Method

nodel X86/64 bit, 16 core 126 GB wifi; ethernet
node2&3 X86/64 bit, 8 core 8 GB wifi

node4 ARM/ 64 bit, 4 core 8 GB ethernet

nodeb5 ARM/ 64 bit, 4 core 4GB wifi;ethernet

Meanwhile, the various nodes in the platform can operate in two working modes
as needed based on the actual situation, and some devices of the ComEdge platform are
shown in Figure 2.
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Figure 2. Actual deployment of ComEdge platform.

Mesh Mode: A network is formed between Nodes 1, 2, 3, and 4 through a wifi hotspot,
with Node 1 creating the hotspot, and Nodes 2, 3, and 4 wirelessly connecting, while Node
5 joins through a wired connection, thus forming a fully functional high-availability cluster.
Our platform deploys multiple master nodes to establish a high-availability cluster that
adopts a master-slave architecture, with the master node in physical node 1 acting as the
primary node, while the other master nodes act as secondary nodes. The primary node
bears the responsibility of processing all requests and forwarding them to the secondary
nodes, which receive and perform the corresponding operations. In case of failure or
ineffectiveness of the primary node, the secondary nodes can automatically take over its
role to ensure the high availability and reliability of the cluster. The multiple master nodes
collaborate with each other and manage all components and resources in the cluster.
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Standalone Mode: The standalone mode refers to the case when only one physical
node is present in the system or when a task is designated to a single physical node. It
proves useful in scenarios where tasks are simplistic or necessitate specific requirements
for edge devices.

3.2. Platform Architecture

The platform architecture, depicted in Figure 3, consists of three main parts. Nodes
integrated with the 5G communication system connect to various terminal devices via
the southbound interface, depending on the scenario, such as a plethora of IoT sensors,
vehicles in the vehicular network, various communication devices across military and
civilian applications, including mobile phones and smart watches. Additionally, nodes
integrated with satellite antennas establish a communication link with high-throughput
Earth-orbiting satellites via the northbound interface, establishing a connection with the
data network. The platform can be deployed on general architectures, including X86 and
ARM operating systems. The system resources are virtualized, and various businesses and
data can be carried out in a containerized way.
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Figure 3. Architecture of ComEdge platform.

The control panel of the platform cluster includes the following important features:

¢ Node management: Node management is an extremely important part of cluster
operation and maintenance. It mainly includes operations such as adding, deleting,
maintaining, monitoring, and auto-scaling nodes.

*  Resource management: Resource management achieves flexible configuration and
scheduling of compute and storage resources through the use of container resource
limitations, requests, and pod scheduling strategies to achieve optimal resource uti-
lization efficiency.

®  Service orchestration: Service orchestration is achieved by managing and coordinating
a group of related containers as an application. The main goal of service orchestration
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is to coordinate aspects such as container storage, networking, deployment, scaling,
and upgrading to create highly available and scalable services, and to provide rich
service discovery and routing mechanisms.

¢  Lifecycle management: Lifecycle management functionality allows users the manage-
ment and monitoring of the entire lifecycle of containers, including container creation,
operation, monitoring, updating, and destruction. Through comprehensive container
management, lifecycle management ensures stable operation and high availability of
containers, improving application efficiency and reliability.

The services of each node in the platform cluster include the following aspects. (1) Task
processing: the tasks to be processed can be resource-intensive tasks distributed over a
certain period of time, or they can be short, lightweight, and stateless tasks. (2) Data
storage: it refers to how to store data in containers and manage the data in the containers.
Considering the characteristics of containers, data persistence is usually not needed, and
only short-term storage is required. (3) Model derivation: Edge intelligence is achieved
by deploying federated learning, transfer learning [27], reinforcement learning, and other
algorithms on various edge devices.

4. Deployment of Cloud-Native Core Network in ComEdge

In addressing the deployment of a cloud-native edge core network on the ComEdge
platform, we formulated the following reasonable research hypotheses. Due to the ability
to fully leverage the dynamic temporal relationships between user service requests, core
network deployment and operational costs, DQN-CNFDA can utilize fewer resources
while effectively reducing system overhead. Other approaches that consider only a single
factor exhibit relatively poorer performance in terms of platform deployment, operational
costs, and resource utilization.

To validate our research hypotheses, in this section, we first introduce the key processes
and deployment examples of the core network. Afterward, we formulate the deployment
optimization problem for the cloud-native edge core network, aiming to minimize the
deployment and control traffic overhead of the core network.

4.1. Example Analysis

To further elucidate the actual processes of core network deployment costs and inter-
node control signaling overhead in multiple edge nodes, it is necessary to provide a
comprehensive analysis with illustrative examples of the key control plane processes that
affect the placement cost of cloud-native edge core networks, such as user registration
and session establishment. Furthermore, to gain a more intuitive understanding of the
distributed core network deployment approaches, it is necessary to provide examples and
compare different static edge core network deployment schemes.

Based on the initial registration and session establishment, these two fundamental
processes clearly demonstrate the control signaling interactions among various network
functions in the core network when fulfilling user service requests. Figure 4 illustrates
the procedures for the initial registration and session establishment in the context of 5G
network deployment. During the UE’s initial registration, the Authentication and Mobility
Management Function (AMF) authenticates the UE and communicates QoS/billing profiles
to the Session Management Function (SMF). Following this, the SMF selects a User Plane
Function (UPF) to serve as the anchor gateway for session establishment. To initiate uplink
data transmission, the UE first establishes a radio connection with the base station, which
subsequently sends a service request to the AMFE. The AMF, in turn, replicates session states
to the base station for effective QoS enforcement. For the delivery of downlink traffic, it
is imperative for the anchor gateway to notify the AMF of data arrival. Subsequently, the
AMF notifies the base station to initiate paging for the UE. If this paging process succeeds,
the UE repeats the aforementioned procedure to establish the session anew. Based on the
above process, it is possible to quantitatively determine the control signaling overhead
between CNFs.

11
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Figure 4. Partial 5G Signaling Process.

With the rise of edge computing and related infrastructure development, deploying
the core network at the edge has become a major trend. The edge core network is po-
sitioned closer to users, which leads to a reduction in data transmission delay and the
upload of sensitive data. This proximity helps conserve network bandwidth, enhance data
transmission efficiency, and alleviate network congestion while simultaneously safeguard-
ing privacy and data security. In additon, utilizing edge nodes as backup nodes reduces
the risk of single point failure and enhances system reliability. Lastly, in comparison to
large data centers, the edge core network significantly minimizes energy consumption and
operational costs. Then, a brief description is provided for three different examples of edge

core network deployment.

In Figure 5a, a relatively complete core network is deployed only on Edge Node 2
The direct consequence of this is that users outside Area 2 need to incur higher edge control
overhead for initial registration and session establishment processes. Additionally, the
resource utilization of the entire edge system is severely imbalanced. This is a scenario
that we should try to avoid in practical deployments. In Figure 5b, a relatively complete
core network is distributedly deployed on Edge Nodes 1, 2, and 3. In this case, the
resource utilization of the edge system is more balanced, and it also improves, to some
extent, the back-haul control overhead for users in Areas 1, 2, and 3. However, this
deployment approach still has drawbacks when the number of users increases, especially
when there is a significant increase in users in Areas 3 and 4. This can lead to more
frequent interactions between AMF, SMF, UPF, and thus consume a substantial amount
of inter-node communication resources. Compared to the first two scenarios, the third
deployment scenario is more reasonable. In the above processes, network functions that
interact frequently with the terminal, such as AMF and UPEF, are deployed on almost every
edge node, while network functions related to authentication, such as UDM and AUSE,
are concentrated on one node. This ensures load balancing between nodes and effectively
controls the control signaling overhead of the system.
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Figure 5. Three Examples of edge core network deployment. (a) A single core network is deployed
on a single edge node. (b) A single core network is deployed on multiple edge nodes. (c) Multiple
core networks are deployed on multiple edge nodes.

It should be noted that the number of users and the volume of requests in the wire-
less coverage areas of various edge nodes are dynamically changing. The above three
examples of edge core network deployments are all static solutions and cannot adapt to
dynamic real-world situations. In the following subsection, we introduce a DQN-based
CNF deployment algorithm.

4.2. DQN-Based CNF Deployment Algorithm (DQN-CNFDA)

We developed a CNF deployment framework based on DQN to address the intricate
relationships among service requests, provisioning costs, and control traffic overhead. This
framework is designed to reduce costs by learning spatiotemporal patterns within service
requests. Once the deployment of each CNF is completed, achieving user registration
services is possible through CNFs interacting within or between nodes following the
communication protocol process. To adaptively place CNFs in response to fluctuations
in service requests, our approach, DON-CNFDA, learns the optimal policy by gathering
rewards through trial-and-error interactions with the environment [28].

To minimize the operation costs of the cloud-native edge core network, we begin by
quantifying the communication between nodes and calculating the associated cost within
the core network. We simplify the model by solely considering the communication cost
between nodes, disregarding the cost within nodes. The meanings of each notation are
explained in Table 2.

Table 2. The meanings of each notation.

Notation Description
E Set of edge nodes
e Edge nodes index
Ng Number of edge nodes
ul Number of available resource units in edge node e at time ¢
S Set of services
s Service index
Fs Set of CNFs in service s
f CNF index in set of CNFs F;
[4 CNF type index
x; f CNF f with type p is provisioned on edge node e at time f or not
né e Number of service s request for CNF f to edge e at time ¢

Formula (1) indicates the occurrence of communication between CNF f € F; and CNF
f +1 € F; across the edge nodes within the time interval t. M(f,s) equals zero if CNF f
and f + 1 are provisioned the same edge node; otherwise, M!(f,s) equals one.

M(fs) =10 ), ), 3 ), min(l,

p p' feFs f'eF,ecEe'c€E

! t t
=€l Xy e Xy o) (1)
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Dcp in (2) represents the cost of individual communication. Meanwhile, Cf,, repre-
sents the overall cost of communication between nodes necessary to accomplish the service
core network.

Cem =) 2, M'(f,s) Y ngp.- Dem. 2

sES feF;s ecE

Dop in (3) represents the deployment cost of an individual CNF, and C},, represents
the deployment cost of the entire edge core network across all the nodes.

CtOP — Z Z x;’f,g . DOP (3)
feFseck

The objective of optimization can be described as

min  Chp + Cipp- 4)

Resources on edge nodes are limited. CNFs deployed should not exceed the number
of available resource units on edge nodes.

E 2 x;/f,e < uﬁ, Vt,e € E. (5)
p feFs

We use the available resource units u!, of each edge node e within time t as the state
space s;. A represents the action space and an action 4; at time ¢ is one of the combinations
of edge clouds, where the number of combinations of edge nodes is 2NE

5t = {uﬁ,ué, ué,uﬁ,...,uﬁ\k}. (6)

Reward r; at time f is defined as

re = —Chp — Ckpr- )

Algorithm 1 introduces the CNFs deployment algorithm based on DON. The weight
g is initialized in Line 1. In Lines 4-10, the model explores placement schemes for CNFs
using various action probabilities of 5. In Line 11, the reward r; and the new state s,
are obtained. Established experience replay D in Line 12 weakens the correlation between
data, leading to an increased stability of the neural network. Lines 13-20 perform random
minibatch of transitions from D in order to compute gradients. The algorithm applies
gradient descent by updating the gradients based on the difference between the target
value (corresponding to the old parameters) and the Q value (corresponding to the new
parameters) to the current parameters. The old parameters are updated with the new
parameters every C steps.

4.3. Evaluation Results

The ComEdge platform’s main experimental environment consists of five edge nodes
as shown in Table 1. The available resource units for edge nodes are set to the minimum
memory value occupied by all CNFs. The main observations in the experiments focus
on the two core network processes introduced in Section 4.1: registration and session
establishment. Based on Alibaba Cloud’s unit costs for CNF’s operation and control
traffic [29], Dpop and D¢y are, respectively, set to 0.875 RMB per hour and 0.233 RMB per
hour. In addition, we implemented DQN-CNFDA using PyTorch and conducted replays
on the ComEdge platform with real data from different cells [30].

The experiments compared the differences in cost and resource utilization among the
following edge core network deployment schemes: (1) DON-CNFDA described in Section 4;
(2) the minimum deployment cost scheme (MDCS) mentioned in [31]; (3) engineering-
experience-based CNF deployment scheme (ENE-CNFDS); (4) random CNF deployment
scheme (R-CNFDS). Among these, Scheme 2 represents a category of current edge core
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network deployments (as described in [31]), which primarily focus on minimizing the
deployment cost of network functions while not paying sufficient attention to control traffic
overhead. Scheme 3 represents the approach described in [17-19], where either the entire
or a portion of core network functions are statically deployed at satellite edge nodes. This
approach solely addresses the significant control traffic overhead issue caused by frequent
user-triggered registration process handovers in the ground core network, while neglecting
the critical factor of deployment costs in the edge core network. The experimental results
of the four aforementioned schemes in the ComEdge platform are presented in Figure 6.

Algorithm 1 DQN-based CNFs Deployment Algorithm (DQN-CNFDA)

1: Initialize action-value function Q with random weights 6

2: Initialize target action-value function Q with weights 6’ = @
3: Initialize replay memory D to capacity N

4: for episode =1, M do

5. Initialize state s
6: fort=1,Tdo
7: Generates the probability § € [0, 1]
8: if § < e then
9: Randomly selects action a; € A
10: else
11: a < argmaxQ(st, as; 0)
a
12: end if
13: Set vy and sy 1
14: Store transition (s, a, 14, S¢11) in buffer D
15: Select random minibatch of transitions (s¢, ¢, 1¢,5¢.4+1) from D
16: if episode ends at time i + 1 then
17: Sety; =r;
18: else .
19: Yi = ri +ymaxg,, Q(six1,ai41; 6/)
20: end if
21: Perform a gradient descent step on (y; — Q(s;, a;;8))? with respect to the network

parameters 0
22: Every C steps reset Q = Q
23:  end for

24: end for
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Figure 6. The results of the experiments conducted on the ComEdge platform.
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Figure 6a illustrates a comparison of platform resource usage for different schemes
as the number of users in the wireless coverage area of edge nodes increases. We use
the more intuitive platform average memory usage. Consistent with subjective inference,
when the number of users within the coverage of edge nodes increases, the number of
running containers in the entire platform also increases accordingly, leading to an increase
in platform memory usage. R-CNFDS neglects the control traffic overhead between nodes,
resulting in inefficient resource utilization. This situation becomes even more severe as the
number of users increases. It is worth noting that when the number of users is small, there
is little difference in resource utilization between MDCS, ENE-CNFDS, and DQN-CNFDA.
With fewer user requests within the node coverage, the required number of containers to
be deployed is limited, resulting in relatively good performance for ENE-CNFDS, even
though it does not consider deployment costs as effectively. Additionally, the lower volume
of control signaling between nodes does not significantly impact MDCS in terms of control
traffic. However, as the number of users increases (e.g., when a single node covers 70 to
100 users), DQN-CNFDA outperforms MDCS and ENE-CNFDS in effectively managing
the relationship between deployment costs, control traffic, and dynamic user requests. It
efficiently scales network functions on each node, leading to more pronounced advantages
in system resource utilization.

Figure 6b illustrates a comparison of the costs associated with distributed deployment
and operation of the core network on edge nodes using various schemes. All the required
CNFs are launched simultaneously at 7:00, resulting in equal costs for all four schemes
at the begin time. The operational costs of the edge core network increase gradually
as the number of edge users and time progresses. The number of edge users gradually
increases over time, leading to a corresponding increase in the operating cost of the edge
core network. From 7:00 to 18:00, DQN-CNFDA successfully minimized the costs. The
advantage of deep reinforcement learning in deploying CNFs on the ComEdge platform
was fully demonstrated. It is worth noting that DQN-CNFDA can predict the placement
of network functions based on user’s service request behavior, while R-CNFDS does not
involve any learning from user behavior, leading to a significant gap between the two.
Furthermore, MDCS and ENE-CNFDS each consider minimizing deployment costs and
controlling the inter-node signaling quantity, which reduces the gap with DQN-CNFDA.
However, due to the lack of utilization of the relationship between dynamic user requests,
deployment costs, and control traffic, MDCS and ENE-CNFDS exhibited significant cost
fluctuations (from 13:00 to 17:00). Therefore, using MDCS and ENE-CNFDS results in
higher deployment and operational costs. Specifically, the DON-based scheme achieved
a maximum cost reduction of up to 6.9% compared to the engineering-experience-based
CNFs deployment scheme.

Based on the experimental results in the aforementioned platform, the proposed DQN-
CNFDA better grasps the relationship between dynamic and time-varying user service
requests, edge-core network deployment, and operational costs compared to engineering
experience and other algorithms. Consequently, it reduces system expenses and enhances
resource utilization efficiency.

5. Opportunities and Challenges
5.1. Intelligent Cluster

In the future integrated network, the terminals, base stations, core networks, etc.,
will evolve towards intelligence and become intelligent network elements. Collaboration
among multiple intelligent entities can be aimed at a single task or multiple tasks. Its
connotation includes task decomposition and combination, goal analysis and modeling,
model training and inference, parameter iteration and sharing, etc. At the same time, for
tasks specific to the physical world, resource scheduling and performance optimization are
carried out for integrated computation and fusion to ensure the reliability of task execution.

Traditional mobile communication networks also utilize collaboration mechanisms,
but these mechanisms are focused on connected collaboration with limited scope, minimal
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data volume, and collaboration restricted to same-level network elements. However, in the
integrated computation network facing Al, multi-intelligent agent collaboration involves
a large scale of collaboration, interactive data volume, and collaboration cost, including
the possibility of multi-level horizontal and vertical collaboration. As a result, existing
collaboration mechanisms cannot be reused. The challenges include selecting collaboration
objects, mining and extracting collaboration information, and determining collaboration
modes and mechanisms while controlling collaboration costs.

5.2. Telecommunications Industry

In the future, society will experience an intelligent era of universal connectivity. The
next-generation mobile communication network will bridge the gap between humanity and
the digital world. The evolution of the core network is crucial in the process of integrated
networking. The core network acts as a convergence point for network businesses and
applications, driving future development. Additionally, the core network is the center of the
entire network topology, connecting various terminals and access networks, with a domino
effect on the entire network. To adapt to the integration of communication and computation,
the following areas need improvement in the process of core network evolution:

e Firstly, the increasing number of network functions leads to more service interactions
between network functions, weaker security mechanisms for service interactions,
and complex operational steps for traffic switching configurations when switching
between new and old versions of services.

®  Secondly, the observability of network function services is poor, the visualization
of topology logic is weak, the storage of service operation logs is not standardized,
and performance indicators are not standardized, which results in a large amount
of manual operations in maintaining network function services and locating and
troubleshooting issues.

¢  Finally, operators already have a pool of virtualized resources in the network function
virtualization (NFV) stage, which are mostly built and distributed in the form of
virtual machine resources. Therefore, it is necessary to consider reusing and migrating
virtualized resources into a cloud-native telecommunications infrastructure, running
the 5G network in the form of containerized resources, and further improving the
flexibility and resource utilization of the network.

6. Conclusions

Due to the growing advancements in cloud-native edge computing and the neces-
sity of effective collaboration amongst cloud, edge, and terminal computing power, the
INCCOM network set the path for the next-generation network evolution. The main
work of this paper is as follows. We begin by discussing cloud-native INCCOM in the
context of a satellite—terrestrial hybrid network. Subsequently, we introduce the ComEdge
experimental verification platform that we created and tested in a real-world setting. We
then proceed to analyze the platform’s architecture, functional characteristics, and the
deployment status in actual production environments. Additionally, we explore the solu-
tion of deep reinforcement learning in the deployment of cloud-native core network and
conduct a preliminary verification of the platform’s potential to enable artificial intelligence
in a real production environment. Lastly, we analyze the challenges and opportunities
facing the integrated network from the perspective of intelligent clusters as well as the
telecommunications industry.
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Abstract: In this paper, we study the enhancement of channel transmission information by expanding
the transmission channel in the frequency-hopping rate dimension in a communication system. This
is achieved using the frequency-hopping spread spectrum (FHSS) without increasing communication
resources, such as power and bandwidth. The anti-jamming capability of the original information
is maintained during this process. The spectral characteristics of the extended signal for frequency-
hopping (FH) transmission are investigated, a demodulation method based on carrier reconstruction
is proposed, the bit error rate performance is simulated, and the capacity enhancement and anti-
jamming ability of the extended signal for FH transmission are analyzed.

Keywords: anti-interference communication; FHSS; capacity enhancement; carrier wave reconstruction

1. Introduction

Satellite communication systems are an important component of next-generation
mobile communication networks. Through the introduction of satellite communication
means, the global coverage of mobile communication systems can be enhanced, thereby
expanding applications in such areas as automatic flight piloting in remote areas [1-3],
maritime logistics monitoring [4,5], global environmental resource monitoring [6,7], and
disaster early warning [8,9].

Satellite communication systems have a significantly increased beam coverage com-
pared to terrestrial communication networks. As long as it is within the beam coverage,
it is possible to interfere with satellite communication signals. In addition, satellite com-
munication systems have high-gain characteristics, with the S-band synchronous-orbit
communication satellite antenna aperture reaching 15 m [10]. The wide-area coverage and
high-gain characteristics of satellite communication systems make the risk and probability
of interference significantly higher, especially for wide-beam antenna systems used for
signaling or IOT message transmission [11].

In order to improve the anti-jamming performance of satellite communication systems
to meet the transmission of highly reliable information, such as signaling transmission, au-
topilot, far-area flight, disaster warning, etc., the spectrum is usually extended in exchange
for a certain anti-jamming gain. The higher the spectrum expansion ratio, the greater the
anti-amming gain. Under the premise of an unchanged transmission bandwidth, the lower
the information rate, the stronger the anti-jamming ability. Therefore, in the above scenario,
the information rates of each user’s signaling secret key, driving instructions, warnings,
etc., are generally reduced to the kbps scale for transmission [12,13].
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According to Shannon’s theorem, there is some room for information capacity im-
provement before the communication link reaches maximum efficiency after spectrum
expansion [14].

Spread spectrum is divided into frequency-hopping spread spectrum and direct spread
spectrum. There is a contradiction between the anti-interference capability of information
transmission and the need for an information transmission rate. To alleviate the contra-
diction between the two, this paper proposes a capacity enhancement method for the
antijamming communication system for FH, which aims to increase the information trans-
mission capacity of the anti-jamming communication system by modulating the incremental
information in the frequency-hopping frequency point dimension without guaranteeing
the anti-jamming capability of the original system or increasing communication resources,
such as the power and bandwidth.

1.1. Related Works

Since the late 1990s, scholars have studied and utilized modulation information on
the amount of change in frequency-hopping frequency point positions, using techniques
such as differential frequency hopping, etc.

The United States-based organization Lockheed Sanders developed CHESS radio
based on differential frequency-hopping technology [15]. With a hopping speed of up
to 5000 hops/s and an information transmission rate of up to 19.2 kb/s, CHESS radio
is equipped to handle tracking interference, and has considerable resistance to fading
ability [16,17]. Zhongying Liu et al. proposed a frequency-hopping detection method based
on STFT (short-time Fourier transform) [18], which was combined with the G-function
to analyze the frequency characteristics of shortwave differential frequency-hopping sig-
nals at each hop time interval, enabling the detection of hopping frequency information.
Qian Bo et al. [19] proposed a multi-hop autocorrelation-based differential frequency-
hopping (DFH) signal detection method for the non-periodic characteristics of DFH signal
hopping sequences.

In recent years, both domestic and foreign scholars in this field have focused on further
optimizing security performance using algorithms such as chaotic sequence encryption, as
well as the design of the principal rate transfer function and the detection of broadband
high-speed frequency-hopping signals.

In 2008, Qu Xiaoxu et al. proposed a FH-DFH approach that combines DFH with
the traditional FH technique to eliminate the correlation between successive frequency
hopping and to improve the anti-interception performance [20]. Several years later, in
2015, Yong Li, Fugiang Yao et al. proposed a frequency domain equalization algorithm
for wideband DFH systems: the frequency domain decision feedback sliding multi-hop
equalization algorithm (DF-SMH-FDE) [21], which can improve the BER performance of
differential frequency-hopping (DFH) systems. In 2022, Yin Aibing and Li Yi [22] designed
an encryption scheme based on pseudo-random sequences of logistic chaotic mapping to
randomly scramble frequency-hopping (FH) patterns to address the poor two-dimensional
uniformity of FH patterns in differential frequency-hopping (DFH) communications, which
are easily intercepted. In doing so, they strengthened the anti-interception capability;
however, this negatively affected the systems’ performance. In 2022, Xin Liu et al. [23]
proposed an enhanced differential frequency-hopping (EDFH) framework, which adds the
transmission and processing processes of training signals to the traditional communication
signal transmission and designs a mixed-signal matched filter (CMF) for user signals and
interference signals at the receiving end.

The research conducted in this field has demonstrated that differential frequency hop-
ping conducts information modulation from the dimension of the amount of change in the
frequency-hopping frequency point position, but the hardware complexity that is required
for differential frequency hopping is high, and it only analyzes and utilizes the technology
from the perspective of a single modulation method. The capacity-boosting modulation
method proposed in this paper is based on the phase modulation and frequency-hopping
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that are already used in anti-jamming communication systems, in which frequency-hopping
dimensional modulation is performed to boost the information capacity. The multidi-
mensional modulation system differs from single dimension modulation in terms of the
demodulation method and BER performance.

In frequency-hopping immunity papers, chaotic sequences are used to control frequency-
hopping patterns to enhance the security of information transmission. Compared with
these papers, the novelty of this paper lies in the use of transmitted information con-
trol instead of chaotic sequence control of the frequency-hopping patterns, which on
the one hand enhances the unpredictability of frequency-hopping patterns and further
improves the security of information transmission; on the other hand, it increases the
dimension of the transmitted information and enhances the transmission capacity of the
anti-jamming system.

1.2. Novelty and Main Contributions

e  Firstly, the capacity enhancement method of FH anti-jamming communication systems
is proposed, the capacity enhancement model of FH anti-jamming communication
systems is established, the expression of FH capacity enhancement signals is given,
and the spectral characteristics of the signal are deduced;

Secondly, the FH capacity-boosting signal demodulation scheme is designed;
Finally, the effect of the new method on improving capacity, BER performance, and
anti-jamming performance is analyzed.

2. Materials and Methods
2.1. FH System Capacity Enhancement Methodology

Previous FH systems selected carriers of different frequencies for modulation through
frequency-hopping patterns; FH patterns carry no information [24] (see Figure 1). A_I
denotes the I-way of information A and A_Q denotes the Q-way of information A.

Mapping Carrier Carrier Al "Matched | 2! Clock
A —H . — . AWGN —— . N
filtering modulation demodulation 3o filter A_Q Lsynchronisation
Carriers of Carriers of
FH pattern —— different different FH pattern
frequencies frequencies
Sender Receiver

Figure 1. Schematic diagram of information rate enhancement for frequency-hopping systems.

The FH system capacity enhancement method, which is used to enhance the infor-
mation transmission capacity of the anti-jamming communication system by modulating
the information at the frequency-hopping point dimension, is presented in Figure 2. A_I
denotes the I-way of information A and A_Q denotes the Q-way of information A. In this
method, the information transmitted in the original FH system is referred to as Information
A, and the incrementally transmitted information is referred to as Information B.

At the transmitter side, for Information A, BPSK modulation is generally used. After
symbol mapping, carrier modulation is performed. The carrier is a frequency-hopping
carrier, and the frequency-hopping rate is selected based on Information B. The frequency-
hopping period is generally an integer multiple of the period of the code element of Infor-
mation A. For Information B, at the transmitting end, sequence modulation is performed
according to the mapping relationship to transform Information B into control information
that does not use frequency carriers. In this case, one code element cycle of Information B
corresponds to one or more frequency-hopping cycles. The output at the transmitter side is
an FH capacity boost signal carrying both Information A and Information B.
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FH Capacity Boost Signal

Mapping Carrier \Z Carrier Al "Matched A Clock
A . — . AWGN . LA
filtering modulation demodulation 3 filter A_Q L synchronisation
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B Sequence Keyed carrier wave Information | | B
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carrier 0
carrier 1
carrier M

Sender Receiver

Figure 2. Schematic diagram of information rate enhancement for frequency-hopping systems.

After passing through the AWGN channel, at the receiving end, carrier reconstruction
is conducted to form a local carrier using Information B; carrier demodulation is then
carried out to form a baseband signal. After the completion of clock synchronization and
judgement, Information A is demodulated. At the receiving end, the carrier frequency
point is measured using the power detector method, and then the baseband Information B
is demodulated according to the modulation mapping relationship.

2.2. FH Capacity Boost Signal Design
2.2.1. FH Capacity Boost Signal Expression

The FH capacity boost signal transmits Information A and Information B in two
dimensions: phase and FM point, respectively.

Information A uses BPSK modulation and Information B equivalently uses FSK modulation.

Without channel coding, the FH capacity boost signal is denoted as

+oo M-1
s() = ), ) a(n)g,(t—nT)bew,, (n)g,(t—nT)cos wmt 1)

n=—ocom=0

where the baseband Information A is expressed as a(n). When A =1, a(n) takes 1, indicating
that the carrier phase is 0. When A =0, a(n) takes —1, which indicates that the carrier
phase is 7. Information A is an equal probability source.

[1 A=1p,(1)=1/2
an) = {1 A=0pa(0) =1/2 @

where the baseband Information B is expressed as b, (n). The b, (n) vector is obtained
from the modulation mapping relation. by, (n) is the coefficient before the carrier at each
frequency point. When b, (n) = 1, it indicates that this carrier frequency is used for
transmission. When b, (n) = 0, it indicates that this carrier frequency is not selected for
transmission. b, (n) to by, (n) correspond to wo, w1 ... w,, ,. In each frequency-hopping
cycle, only one b, (n) is 1 and the others are 0.

When modulating a carrier with different frequency points using Information B, the M
frequency points are divided into I groups of ] frequency points each, which can modulate
k bits of information.

Iszzk 3)

The group label is i (the group label corresponds to the code element label), and
0 <i < (I—1). The frequency points within each group are labeled j,and 0 <j < (J —1).
J is the number of frequency points in each group.

23



Electronics 2023, 12, 4457

Putting Information B in terms of one code element per k bits, the corresponding
decimal value is ig. Each Information B code element cycle corresponds to J frequency-
hopping cycles. The jth frequency-hopping cycle of the current code element corresponding
toby,, (n)is

L (i=ip)N(j=jp) 1/M
b =bw,.(n) = ., B 4
an®) =b M = {0 (2 0] 0219 1 2T @
where0 <m < (M—-1),0<i<(I-1),and0<j<(J—1).
This demonstrates the correspondence between each k bits and code elements in
Information B. The grouping of code elements can undergo real-time chaotic processing to
improve the system’s anti-interception performance.

2.2.2. FH Capacity Boost Signal Generation

The FH capacity boost signal needs to meet the requirements of frequency-hopping
point orthogonality, phase continuity, and code element alignment, as shown in Figure 3.
In Figure 3, A denotes information A, B denotes information B.

"/\\ /\ \ ‘//\\ if{\'\‘ ;f A\\, ‘,"ﬁ\ ‘/[\ (Earrier qu //\\
VAVAVARAIN VARV

Th Modulated carrier

A

B 0L. X 1. 00.. ¥ 0L. )
= TB(=1) Symbol alignment

B 0l... X 01... )

=2 TB(J=2) .

B 01... >_,
=M :

TB(J=M)

Figure 3. FH capacity boost signal generation.

The frequency-hopping points are orthogonal and the carrier frequency points are wy,
wi = 2wy, ..., wpm—1 = Mwy. The carrier signal cos wy, cos wy, .. ., cos wy_1 is orthogonal
in the period cos w. Quadrature frequency hopping is implemented in the baseband first,
and then the frequency-hopped signal is up-converted to RE.

In multi-symbol joint detection, to improve the BER performance of Information B
without affecting the original anti-jamming performance of Information A, i.e., to maintain
the frequency-hopping speed of Information A, multi-symbol joint detection is performed
so that a single Information B code element controls one or more frequency-hopping points.
At the same time, each set of frequency points is orthogonal to one code element period in
the time domain.

To achieve phase continuity—that is, to facilitate the demodulation of Information
A at the receiving end—the phase of the signal at different frequency-hopping points
should change continuously, to ensure that a symbol period is an integer multiple of
the carrier period. To provide the end of a symbol period for the end of the carrier
period, the next symbol starts just for the beginning of the carrier period, so that the phase
changes continuously.

The start and end moments of the code elements of the originating Information A and
Information B are aligned with each other; the code element period of Information A corre-
sponds to an integer number of frequency-hopping cycles; the code element period of Infor-
mation B corresponds to an integer multiple of the code element period of Information A;
and there are an integer number of carrier cycles within each frequency-hopping cycle.
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For baseband Information A, the number of frequency-hopping points is M. The
frequency-hopping rate is rfy. The channel coding efficiency is (1. The information rate is
ra. The code element rate is Ra. In general, the frequency-hopping period Ty is equal to
the code word period Ty, or an integer multiple of the code word period Tx.

For baseband Information B, the code element cycle Tg corresponds to j frequency-
hopping cycles, Ty, where j > 1.

2.2.3. FH Capacity Boost Signal Spectral Analysis

To derive the FH capacity boost signal spectrum, s(t) is divided into steady state and
alternating waves [25].

e  Steady State Wave Analysis

Here, the steady state wave is the statistically averaged component of the random
sequence s(t) and a weighted average of the probability of occurrence of each code element.

When both Information A and Information B are equal-probability sources, the number
of frequency-hopping points is M, and Information A adopts BPSK modulation; there are a
total of 2M possible scenarios for the waveform of s(t) in each frequency-hopping cycle,
and the probability of occurrence of each scenario is 1/2M. The statistical average of each
frequency-hopping symbol is v(t) = 0. Therefore, the s(t) signal contains no steady-state
waves, and the s(t) signal spectrum contains no discrete spectral components.

e  Alternating Wave Analysis
Alternating waves are defined according to the power spectral density Equation:

E[[St(w)? -

Ps(w) = lim
where E denotes the statistical average and T is the interception time, which is set equal to
the length of (2N + 1) code elements, T = (2N + 1)Ts.

First, we find the spectral function, St(t), of the function (1) of the random signal s(t).
The truncated function, st(t), of the random signal, s(t), can be expressed as

st(t) = E\T a(n)g, (t —nT)by,(n)g, (t — nT) cos wot
n=—N
+N
+ Y a(n)g,(t—nT)by, (n)g,(t —nT) cos wt (6)
n=—N

+N
+...4+ ¥ a(n)g,(t—nT)by,,(n)g,(t —nT) cos wpt
n=—N

For simplicity, the carrier term is initially ignored and the first term of the truncation
function is taken to compute the spectrum, St (w).

STy, (t) = st (t) - cos wot (7)
+N
sT,(t) = Z a(n)g,(t —nT)by,(n)g, (t —nT) (8)
n=—N
) . +N )
S, (w) = / st (e Tt = Y a(n)ba,(n) - e 1 Gog(a) )
- n=—-N

where G, (w) = ffooo g, (t)g, (t)e I@tdt.
+N  +N

St (w)[* = k:Z_:N ;Na(n)b(n) e 10MTITG, ()G (w) (10)
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E[a(n)?], E[b(n)?] has a non-zero value only at k = n.

+N
Eisr(@)P = 1 51G(w)? = G 1)

T is the interception time; let it be equal to (2N + 1) code element lengths, T = (2N + 1)Ts.
. (2N+1)

P = lim ————

s(w) = im N 1TM

When the carrier term is added, the power spectral density function of cos wyt is
F[5(w — wo) + 8w + wo)).

Gap (@) 2 = 53/ (w)? (13)

Ps,,, (@) = 35 [|Gap(w — wo)[* + Gap(w + wo) [ (14)
s\, () = 25 [|Gap (@ — wyr)[* + [Gap(w + wwr) ] (1)

Thus, the power spectral density of s(t) is

M
Ps(w) = 3 2= [1Gab( = )| + [Gap(w + o) ] (16)

m=0

Taking eight frequency points as an example, when M = 8, the spectrum of the positive
frequency point of the signal is shown in Figure 4. Each frequency point has equal power
and the positive and negative frequency points are symmetrical about the position of the
zero frequency point, which is consistent with Equation (16).

5 T T
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Figure 4. Schematic diagram of the frequency-hopping spectrum of frequency points.

The spectrum is characterized by the following three points:

(1) No steady state waves in the spectrum and no discrete carrier components, unlike
FM signals;
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(2) The average power at each frequency point is 1/M of the total power, and as the num-
ber of frequency points increases, the average power of the signal at each frequency
point decreases;

(3) The signal power spectrum at each frequency point is the Fourier transform of the
product of the time domain baseband waveforms of signals A and B.

3. Results
3.1. Design of Demodulation Algorithm for FH Capacity Boost Signal
Demodulation Algorithm Flow

As shown in Figure 2, for Information A, coherent demodulation is used to ensure
BER performance. Before demodulating Information A, the carrier frequency of the FH
capacity boost signal must be determined. After the demodulation of Information B, the
carrier reconstruction is performed according to the correspondence between Information B
and the carrier frequency, and then Information A is demodulated using the reconstructed
carrier of Information B. For Information B, the demodulation performance of both the
envelope detection and coherent demodulation converge as the modulation order increases;
for simplicity, the demodulation method of envelope detection is used for Information B.

The specific flow of the demodulation algorithm is as follows:

The received fixed-frequency signal is input into the Gardner loop for timing synchro-
nization after passing through the matched filter, after which the reconstructed carrier of
Information B, demodulated using the power detector method, is used to perform carrier
recovery out of Information A. First, it is determined whether the timing synchronization
is completed or not, and the frequency hopping begins once the timing synchronization is
completed, as shown in Figure 5.

<Fixed frequency receive signals>

Matched filter

Clock
synchronisation
i
Carrier Carrier
demodulation reconstruction

Clock synchronisation ?

Frequency Power
hopping detector

Information A Information B

Figure 5. Demodulation flowchart.

Based on the proposed signal generation and demodulation methods, a simulation
verification system is established to verify the functional performance parameters.

In the simulation verification model, Gardner’s algorithm is used for the timing
error detection of Information A. The carrier recovery of Information A is performed
using a Costas loop. Before the information transmission link is established, a certain
synchronization time is reserved, and the frequency is fixed during the synchronization
time without the transmission of Information B.

e Power Detection Method for Demodulation of Information B

The demodulation of Information B is equivalent to the demodulation of FSK signals.
There are two different methods that can be used to demodulate FSK signals: the coherent
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demodulation method and the power detector method. When the number of frequency
points gradually increases, the demodulation performance of these two methods is similar.
However, the power detector method is relatively simple, so this paper adopts the envelope
detector method. The realization block diagram is shown in Figure 6.

Clock
control
| bandpass 5 5 low-pass
filter filter
bandpass low-pass
— — —
filter filter
receive information - multi- Information B
—_—— ¥ .
syrrfbol —>| comparisons ———————>
union
bandpass low-pass
—] — —
filter filter
bandpass low-pass
filter filter

Figure 6. Block diagram of the power detection method.

In order to improve the received signal-to-noise ratio of Information B, the BER can
be reduced at the expense of the information rate by using a joint detector judgement of
multiple symbols, in which the ] frequency-hopping symbols are jointly estimated as one
Information B symbol.

When | = 16, the Information B symbol keying selects the carrier frequency group of
16 frequency points, and Information B is recovered using the envelope detection method
according to the correspondence between different frequency groups and Information B, as
shown in Figure 7.
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Figure 7. Schematic diagram of joint envelope detection for ] = 16 symbols.
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Figure 7A shows a received signal containing multiple carrier frequencies, and Figure 7B
shows the received signal passing through bandpass filters at different frequencies to
separate the different frequency carriers, respectively. As shown in Figure 7C, the signals
are integrated to take the absolute value, and Figure 7D,E show the combined signals and
the correspondence with Information B in accordance with Information B, respectively.
Finally, the baseband Information B is recovered by the low-pass filter.

Through simulation, the spectra after the multi-symbol joint detector for ] of one, two,
four, eight, and sixteen are shown in Figure 8. The signal power spectral densities are all
enhanced with respect to the ] = 1 signal, and the power spectral density values at the
highest points are enhanced by 4 dB, 9 dB, 12 dB, and 15 dB, respectively.

20 T T T T

Il Il 1 1 Il
0.6 0.8 1 1.2 1.4 1.6 1.8
Frequency (kHz)

Figure 8. Spectrum after joint multi-symbol wave detection.

e  Clock Synchronization

For the Gardner algorithm [26], each code element needs two sampling points, and
each code element cycle only needs to calculate one timing error. The Gardner algorithm
structure is shown in Figure 9.

peak point

receive information Timing Error Loop

Detection Filters

resample

past zero

NCO

Figure 9. Gardner structure.

At the receiving end of Figure 2, the I and Q path baseband signals of Information
A are sampled at twice the code word rate to generate two paths: the peak point and the
over-zero point. After timing error detection is performed, the timing error information
is fed into the loop filter and the phase of the resampled clock signal is controlled by the
NCO. The NCO output is also used for envelope detection and carrier reconstruction for
Information B.

When Information B is not transmitted, the system receiver is equivalent to a general
BPSK demodulator, and the clock synchronization link is normally locked. In this paper,
we focus on the work of the clock loop after the normal transmission of Information A, the
moment at which Information B begins to be transmitted (the moment when the carrier
begins to hop), and the impact of Information B on the clock loop in the presence of different
J values of the error code. The clock loop locking condition is represented by the clock phase
offset statistics’ mean square difference value and the clock phase maximum offset value.

The quality of clock recovery varies for different Eb/NO values for Information A
and different ] values for Information B. The quality of clock recovery is expressed as the
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average frequency shift difference of the clock-phase error signal and the maximum offset
value of the clock phase. The clock recovery quality is expressed in terms of the average
frequency shift difference, o mean, of the clock-phase error signal and the maximum shift
value, e;_max, Of the clock phase, where e; is the error value between the clock recovered
from the timing loop and the standard clock, and € is the average value of e;.

Yler(n) — &
Ot_mean = -~ (17)
n
et max denotes the maximum offset of the clock from the start of transmission of
Information B
Ot max = max|e¢(n)] (18)

Tables 1-3 show the standard deviation values of the clock-phase shift and the max-
imum shift values of the clock phase within 10 s after the start of frequency hopping,
obtained via simulation for different values of | at different SNRs, where the information
rate of Information A is 1 kbps, the frequency-hopping points are 64, and the Eb/NO of
Information A is 4 dB, 9 dB, and 14 dB. The offset value is normalized by the hopping
period Tyy; a maximum offset value of 0.11 is offset by 0.11 times the hopping period.

Table 1. Clock-locked data for Eb/NO = 4 dB with different J values.

J Clock-Phase Shift Standard Deviation Maximum Clock-Phase Offset
1 0.06 0.234375

2 0.054688 0.234375

4 0.05 0.22

8 0.05 0.2

16 0.04 0.193

32 0.0351 0.185

Table 2. Clock-locked data for Eb/NO = 9 dB with different ] values.

J Clock-Phase Shift Standard Deviation Maximum Clock-Phase Offset
1 0.032656 0.103

2 0.033563 0.109375

4 0.034609 0.12

8 0.036 0.12

16 0.035 0.11

32 0.031 0.1

Table 3. Clock-locked data for Eb/NO = 14 dB with different ] values.

J Clock-Phase Shift Standard Deviation Maximum Clock-Phase Offset
1 0.023438 0.085938

2 0.020781 0.039063

4 0.016406 0.054688

8 0.0186 0.04

16 0.0218 0.041

32 0.023 0.04

Figures 10 and 11 present the clock locking for ] values of 1, 2, 4, 8, 16, and 32 for the
Eb/NO values of Information A of 4 dB,9 dB, and 14 dB, respectively. Figure 10 shows the
standard deviation of the clock-phase offset and Figure 11 shows the maximum clock-phase
offset. For the same ] value, the clock-locking quality becomes progressively better with
the increase in the Eb/NO values; the effect of the ] value on the clock-locking quality is
weaker than that of Eb/NO.
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Figure 10. Standard deviation of clock-phase shift for different Eb/NO values and different values of J.
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Figure 11. Maximum shift of clock-phase for different Eb/NO values and different values of J.

e  Carrier Synchronization

The carrier recovery uses the Costas ring [27], which has a block diagram, as shown
in Figure 12. It mainly consists of a phase detector, a numerically controlled oscillator,
and a loop filter. The phase detector is used to identify the phase, i.e., to track the phase
information, which is generally realized with a multiplier. The quadrature frequency
converter module multiplies the received IF signal and the local carrier to form I- and
Q-way baseband signals. The matched filter module filters out the high harmonics of the
baseband signal. The carrier phase error extraction and loop filter cooperate to form the
carrier-phase error signal, which controls the carrier signal in the carrier reconstruction
module for phase adjustment; the carrier reconstruction module carries out carrier selection
and reconstruction according to Information B, as well as the mapping relationship between
Information B and the carriers of different frequency-hopping points.

The quality of carrier recovery varies for different Eb/NO values for Information A
and different ] values for Information B. The quality of carrier recovery is expressed as the
average offset difference, o, of the carrier-phase error signal, where e, is the error between
the carrier recovered from the carrier loop and the carrier at the transmitter, and €. is the
average value of e.

§|ec(n) — e

n

O¢ (19)
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Figure 12. Costas ring structure diagram.

Figure 13 shows the variation in the standard deviation of the carrier-phase error
signal for the J values of 1, 2, 4, 8, 16, and 32 for the Eb/NO values of Information A of
4,9, and 14 dB, respectively. In addition, since the error code of Information B creates
errors in the reconstructed carrier, which also leads to degradation in the quality of the
carrier recovery, the error case of the reconstructed carrier is also presented in Figure 13,
denoted as cw,, where cwg denotes the carrier used for modulation at the transmitter and
cw; denotes the carrier recovered from the loop to be used for carrier reconstruction.

CWe = CWy — CWg (20)
10° - - : : :
I 5b/N0=4
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Figure 13. Quality of carrier recovery under different conditions.

Bit Error Rate

Figure 13 is a histogram of the error probability of the reconstructed carrier, and it
can be seen that the error probability of the reconstructed carrier gradually decreases as
the Eb/NO value of Information A gradually increases with the same ] value. At the same
Eb/NO value, the error probability of the reconstructed carrier decreases as the value of
J increases.

Figure 14 shows the variation in the standard deviation of the carrier phase error
signal for the ] values of 1, 2, 4, 8, 16, and 32 for the Eb/NO values of Information A of 4, 9,
and 14 dB, respectively. As shown in Figure 14, the carrier recovery quality varies with the
Eb/NO value of Information A. At an Eb/NO value of 14 dB for Information A, the value
of o, varies between 0.025 and 0.028. At an Eb/NO value of 9 dB for Information A, o,
varies between 0.046 and 0.05, and the carrier jitter worsens by a factor of two, relative to
the previous condition. At an Eb/NO value of 14 dB for Information A, o, varies between
0.07 and 0.08, and the carrier jitter deteriorates further. Additionally, the carrier recovery
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quality is not sensitive to the value of J or the number of hopping cycles occupied by the
Information B code element, and the carrier quality, 0., varies within 0.01 between different
values of | at the same signal-to-noise ratio, which suggests that carrier recovery can be
carried out normally on the basis of the reconstructed carrier.

0.09 —e— Eb/N0=14dB
0.08 == Eb/N0=9dB
0.07 Eb/N0=4dB

0.06 (A)

)
)
¢

0.04

0.03 P &

0.02

0.01

J

Figure 14. Variation in carrier recovery quality with ] for different signal-to-noise ratios.

3.2. BER Performance Analysis
3.2.1. Information A BER Analysis

Without using channel coding, an information rate of 1 kbps for the Information A
signal is generated; this signal is mapped using the BPSK modulation method and then
subjected to eightfold sampling square-root ascending cosine-forming filtering to form the
Information A baseband signal. The Information A baseband signal and the frequency-
hopping carrier signal are multiplied to form the FH capacity boost signal. The FH carrier
signal is created using Information B by selecting different frequency carriers according to
the keying rule. The simulation specific parameters are shown in Table 4.

Table 4. BER performance simulation parameters.

Parameter Name Parameter Value
Information A modulation BPSK
Information A information rate 1 kbps
Information A channel coding unencoded
Carrier hopping speed 1k hops/s
Number of carrier hopping points 8
Value of 1,2,4,8,16,32

After passing through a Gaussian white noise channel, Information A is demodulated
and then adjudicated bit by bit. After that, the BER is calculated.

Since the demodulation performance of Information A depends on Information B for
carrier reconstruction, the BER of Information B influences the carrier reconstruction effect,
which in turn affects the demodulation performance of Information A.

The BER performance of Information A is simulated under seven cases of | values such
as 1,2,4,8, 16,32, and 32 encoded, as well as coding with different Eb/NO conditions for
Information A. The simulation results are shown in Figure 15. To simplify the simulation
algorithm, eight frequency-hopping points are selected, and to ensure signal orthogonality
in the Information B code element cycle, the same frequency-hopping points are used in
each Information B code element for ] values of 8, 16, and 32.
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Figure 15. Information A BER test data for different J values.

As shown in Figure 15, the BER curve of Information A gradually converges to the
BPSK theoretical value as the value of ] increases. At ] = 32 plus coding, the theoretical value
of Information A is consistent when the BER of Information A at an order of —2 magnitude
(the operating point of Information A after adding channel coding).

3.2.2. Information B BER Analysis

After the FH capacity boost signal passes through the Gaussian white noise channel,
the baseband Information B is recovered using envelope detection.

To reduce the BER of Information B, two methods are used to reduce the information
rate (joint multi-symbol judgement) in addition to channel coding.

Multi-symbol joint judgement reduces the information rate to achieve a lower BER by
sacrificing the transmission rate of Information B and estimating multiple symbols as one
symbol. The Information B code element rates are 1000, 500, 250, 125, 62.5, and 31.25 bps
for the code elements of joint judgement of 1, 2, 4, 8, 16, and 32, respectively. The BER
improvement of Information B is shown in Figure 16. The more symbols that are united,
the better the BER performance of Information B.
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Figure 16. Information B BER test data for different rates.
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To further reduce the bit error rate, the (2, 1) convolutional code is added at the
Information B code element rate of 31.25 bps. A simulation verifies that the bit error
rate reduces further as a result. When ] = 32 and (2, 1) convolutional coding is used, the
Information B BER is less than three orders of magnitude lower than the Information A BER.

3.3. Transmission Upgrade Analysis

The information rate of Information B represents the system transmission capacity
enhancement capability.

To ensure the BER performance of Information B, one Information B code element
cycle, Tp, corresponds to j frequency-hopping cycles, Ty, in which j > 1. The code elements
of each Information B are orthogonal within the code element cycle. The M frequency-
hopping points are divided into 2X groups, with each group including j frequency points.
Each Information B code element carries k bits of information.

Together, the number of code elements, the code element rate, and the coding efficiency
of Information B determine the information rate of Information B.

_ kpg _ khpg  hpglog(M/j)

= - . (21)
T J ]

g

where h is the hopping speed, which is the reciprocal of the hopping period, Ty; pg is the
coding efficiency of Information B.

Equation (21) shows that the larger the number of frequency-hopping points M, the
higher the frequency-hopping rate and the higher the information enhancement capacity.

If M = 1024, the rate of frequency hopping is riy = 10k and the information rate of
Information A is rpo = 5 kbps. To enable Information B to obtain sufficient BER to support
Information A for carrier reconstruction, every four frequency-hopping cycles correspond
to one code word cycle of Information B, in which j = 4. Then, the equivalent Informa-
tion B code element rate is 2.5 kbps; each code element carries four bits of information
(1/2 channel coding). At this stage, the information rate of Information B is rg = 10 kbps.

3.4. Analysis of Anti-Interference Capability
Resistance to Broadband Interference

1. Information A Broadband-Jamming Capability

The anti-interference gain is generally used to reflect the signal’s ability to resist broad-
band interference. When the anti-jamming gain is enhanced by expanding the bandwidth,
the anti-jamming gain is the expanded bandwidth compared with the bandwidth of the
original information modulation signal, as shown in the following equation:
pi _ WSNO o Ws

Gpp = L+ = =
PA pA EbrA I‘AThA

(22)

Gpa indicates Information A immunity gain, Wy denotes the total spreading band-
width, rp is the information rate of A, and Thp is the demodulation BER threshold of
Information A.

Anti-jamming gain is essentially the value of the power that the jamming source needs
to prioritize relative to the jammed link in order to achieve the jamming effect when the
jamming source is in the same location as the transmitter terminals of the jammed system
with the same aperture antennae, and the jammed system has an infinite power link margin.

Since there is no change in W and R before and after the capacity enhancement
method is applied to Information A, the incremental Information B also barely affects
the demodulation BER threshold, Thy, of A. Thus, the signal A anti-interference gain is
unchanged before and after the use of the capacity-boosting method, i.e., the addition of
the transmitted Information B in the channel has little effect on signal A’s ability to resist
broadband interference.
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2. Information B Broadband Interference Resistance

Similarly, the immunity gain of Information B can be expressed as follows:

pB Eer I‘BThB

(23)

Since the expanded bandwidths of Information B and Information A are the same, the
anti-interference gain of Information B depends on the product of the information rate of B
and the demodulation threshold of B.

In general, as long as the number of frequency-hopping points and the frequency-
hopping speed reach a certain value, when the information rate of Information B is equal
to that of Information A, and if the BER demodulation threshold is also the same, the
anti-jamming ability of Information B and Information A is the same.

3. Resistance to Narrowband Tracking Interference for Information A

Information A’s ability to resist narrowband tracking interference depends on factors
such as the frequency-hopping speed and frequency-hopping pattern. The addition of
incremental Information B does not reduce the frequency-hopping speed. The frequency-
hopping pattern changes from being driven by sequence polynomials or functions to
being driven by Information B, which drastically reduces its predictability. The ability of
Information A to resist narrowband tracking interference is strengthened accordingly.

4.  Resistance to Narrowband Tracking Interference for Information B

The demodulation of Information B uses power detection. When the narrowband
interference signal exists on the same frequency as the signal, the power of Informa-
tion B is strengthened, which is conducive to the judgment of Information B. Similarly,
the frequency-hopping pattern of the signal is driven by Information B, which is un-
predictable and decipherable. Therefore, Information B has a strong anti-narrowband
interference capability.

3.5. Comparison with OFDM Signals

OFDM is a multicarrier modulation with high frequency utilization and good resis-
tance to multipath fading [28]. It is generally used in scenarios where frequency resources
are limited and frequency resource efficiency is prioritized, such as terrestrial mobile com-
munications. In mobile communication 5G systems, OFDM signals are divided into two
categories: OFDM access signals and OFDM transmission signals.

FH capacity-boosting signals with high power utilization are generally used in scenar-
ios where power is limited and transmission reliability is a priority, such as anti-jamming
communications, satellite signaling beams, and private network communications.

3.5.1. Comparison of FH Capacity Enhancement Signals with OFDM Access Signals

OFDM access signals, typically used in multi-user access scenarios, transmit narrow-
band information such as access signaling, with the sub-bandwidth typically on the order
of kHz. Within the communication bandwidth, Ws, the frequency resource is divided into
a number of sub-bandwidths, and each sub-bandwidth is divided into a number of time
slots. At the time of access, each user is assigned to a time slot within a sub-bandwidth
to communicate.

The spectral structure of the OFDM access signal is shown in Figure 17.

With the same bandwidth resource-limiting parameter (bandwidth W) and power
resource-limiting parameter (BER threshold Thy ), according to Equation (22), FH capacity-
boosting signal A is able to obtain the same anti-jamming gain when the information rate of
the FH capacity-boosting signal A is the same as the information rate of the OFDM access
signal. At this time, the FH capacity enhancement signal is able to transmit Information B
in addition to Information A. Therefore, the FH capacity enhancement signal transmission
rate is higher than the OFDM access signal.
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Figure 17. OFDM access signal spectrum structure.

FH capacity-boosting signals and OFDM access signals both suffer from random
variations in frequency parameters. The FH capacity-boosting signals use the frequency
parameter variations for transmitting Information B, and the OFDM access signals are used
to indicate multiple access information.

3.5.2. Comparison of FH Capacity Enhancement Signals with OFDM Transmission Signals

OFDM transmission signals, generally used to transmit broadband information, oc-
cupy one or more sub-bandwidths, up to all sub-bandwidths within the bandwidth, when
the transmission rate is at its highest. OFDM transmission signals give priority to the
utilization of frequency resources, so higher-order modulation is generally used.

OFDM transmits the signal using a coding efficiency of 1 and a modulation order of A,
when the demodulation threshold of OFDM is Thoppp, with an occupied bandwidth of W
and a transmission information rate of r = W¢A /1. For ease of calculation, the bandwidth
of the 1/2 sub-bandwidth is ignored, as shown in Figure 18.

Calculating Calculating
Ignored Ignored
Bandwidth Bandwidth

K Ws g

Figure 18. Spectrogram of OFDM transmitted signals.

The information transmission rate is 2rgg_ Ao and the demodulation threshold is Tha
for the case of doubling the signal rate with FH capacity enhancement.

According to Equation (22), the ratio of the immunity of the two types of signals
depends on the following equation:

rrH—A (Tha)

= 24
rorpm (Thorpm) @)

According to Equation (24), for a certain occupied bandwidth, when the BPSK regime
is used for FH capacity enhancement signals and the 16QAM regime is used for OFDM
signals. The demodulation SNR requirement for OFDM high-order modulated signals
is four times that of FH capacity-boosted signals (6 dB). At this point, when roppy is
1000 (30 dB) times as large as rgp— A, the FH capacity-boosting signal is 36 dB more resistant
to interference than the OFDM transmission signal. When roppy and rpy (the total rate of
messages A and B) are equal, FH capacity-boosting signal A is more resistant to interference
than the OFDM transmission signal by 9 dB.

4. Discussion

Interference signals can be carried to the internal communication system through
two ways. One way is through the coupling of the internal transmission line of the
equipment; this type of interference increases the electromagnetic interference shielding
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performance of the equipment chassis materials for suppression [29-32]. The other is
spatially coupled and enters the interior of the system through the receiving antenna,
where the signal is usually suppressed through the means of spectrum expansion. After
the signal spectrum is expanded, lower-rate signals are generally transmitted.

By expanding the information transmission channel in the frequency dimension
of frequency-hopping signals, we increased the amount of transmitted information
and enhanced the information transmission efficiency of the anti-jamming satellite
communication system.

In this paper, a simulation model of a frequency-hopping spread-spectrum communi-
cation system is established, the signal generation method and spectral characteristics are
presented, and the BER rate performance of the system is simulated.

The transmission of Information B does not change the frequency-hopping rate or
bandwidth of Information A, so it does not affect the anti-jamming performance of Infor-
mation A. Due to the unpredictability of Information B, different carrier frequencies are
driven for frequency hopping. This further enhances the unpredictability of Information A
while increasing the communication capacity, increasing the anti-interception capability of
Information A.

In future work, we will continue to study the optimization of demodulation algorithms
to enhance the information capacity of FH signals and DS signals, and we will continue to in-
vestigate the impact of broadband channel characteristics and digital compensation [33,34].

5. Patents
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Abstract: Satellite communication is proposed to fulfill the ubiquitous coverage for next-generation
wireless networks. Considering the propagation delay and path loss, low-earth orbit (LEO) satellites
are widely adopted. However, since the beam boresight directions become close in quasi-earth-
fixed cells (QEFC) scenarios at low elevation angles, the interference increases and causes low
communication quality. This paper introduces the optimal beamwidth maximizing uplink coverage
probability scheme for quasi-earth-fixed cells in LEO satellite communication systems. The proposed
scheme dynamically adjusts the beamwidth to achieve max uplink coverage probability at different
elevation angles. The simulation results show that the proposed scheme matches the exhaustive search
method in different scenarios and target signal-to-interference-plus-noise ratios. Furthermore, the
proposed scheme significantly mitigates interference and improves the uplink coverage probability.
Compared with the 3GPP setting, the proposed scheme improves the uplink coverage probability
by 0.93 at time 100 s, and compared with the three-color frequency reuse, the proposed scheme
improves the uplink coverage probability by 0.195 at time 100 s. The dynamic beamwidth and
boresight direction adjustments enable the satellite to maintain seamless and reliable communication
services across a wide range of operating conditions, ultimately realizing the goal of ubiquitous
communications in the QEFC LEO satellite system.

Keywords: satellite communications; quasi-earth-fixed cells; low-earth orbit satellite; optimal
beamwidth; uplink coverage enhancement

1. Introduction

The fifth-generation mobile network (5G) is expected to provide high-quality com-
munications, such as a high sum rate, low latency, extended coverage, and low power
consumption [1]. However, ubiquitous coverage remains a significant challenge to solve.
According to [2], an estimated 34 percent of the global population cannot use the Inter-
net. To ensure the anytime and anywhere 5G service, satellite communication, also called
non-terrestrial networks (NTNs), was proposed and is becoming increasingly popular. The
satellite communication system provides a comprehensive coverage area, an attractive
solution for ubiquitous wireless coverage for next-generation wireless networks, especially
in areas where terrestrial networks are difficult to deploy or are cost-prohibitive [3]. The
Third-Generation Partnership Project (3GPP), an international standardization organization
for mobile telecommunications, started studying and standardizing how to implement
satellite communication on the 5G New Radio (NR) system in Release 15 and 17. Compared
with medium-earth and geostationary orbit, low-earth orbit (LEO) satellites, with altitudes
less than 2000 km, they are an attractive solution to achieving ubiquitous wireless coverage
and high spectral efficiency by considering propagation delay and channel attenuation.
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Two types of LEO service links are introduced in the 3GPP standard (as shown in

Figure 1):

®  Quasi earth-fixed cells (QEFC): satellites can compensate and steer the beams at the
same position on the earth while satellites move.

e  Earth-moving cells (EMC): satellites cannot provide steerable beams. The position of
beams changes while satellites move.

Since the earth-moving LEO satellite moves very fast and each provides many beams,
user equipment (UE) can stay inside the beam footprint for only a few seconds [4]. The
rapid footprint location change creates problems for paging and handover [5]. Although
3GPP reduces the neighbor cell measurements for handover procedures with predictable
satellite locations using ephemeris information in Release 17, the network still needs to
spend a lot of resources on random access procedures to handle the frequent handovers of
numerous UEs.

L)

%, K> *%,, %,
N %, \\\‘o,. P ’:’ , o,: .
\ 4 s /J\ NS
(2) (®)

Figure 1. Service link types (a) earth-moving cells and (b) quasi earth-fixed cells.

The QEFC LEO satellites are designed to steer beams to specific areas on Earth within
configurable time frames, solving frequent handover issues. Over the years, 3GPP has
developed various handover strategies for the QEFC scenario, such as conditional handover
in Release 17 and satellite switch with re-sync in Release 18 [6]. The QEFC scenario holds
significance for the cellular satellite communications network. However, despite this
importance, only a few studies have discussed and analyzed the performance of QEFC
satellites. The authors of [7] evaluated the throughput and reference signal received
power with different beam-fixed time durations, and the authors of [8] evaluated different
elevation angles” downlink signal-to-noise-plus-interference ratio (SINR). The evaluation
results show that UEs have low communication quality at low elevation angles. However,
they did not delve into the reasons behind this performance drop or propose any solutions.
Hence, addressing the issue of low SINR to enhance signal quality for mobile satellite
communications in the QEFC scenario is essential. This paper aims to fill this gap by
evaluating and analyzing the SINR of QEFC LEO satellites and proposing solutions to
mitigate the low SINR problem, ultimately striving towards achieving ubiquitous coverage.

Since the max transmission power of a handheld user devices is limited to 0.2 watts,
it is hard for the receiver to decode the uplink signal successfully with the long-distance
communication system. Some uplink coverage enhancements were proposed to strengthen
the receiving power in the 3GPP NR standard, including physical uplink shared channel
(PUSCH) repetition [9], joint channel estimation [9], and peak-to-average-power ratio
reduction [10]. To confirm whether the satellite communication system can provide 5G
service, 3GPP analyzed the uplink link budget for NTNs. Unfortunately, the analysis
showed that the carrier-to-noise ratio is insufficient to provide voice-over NR (VoNR)
service (4.75 kbps) at an elevation angle of 30 degrees for LEO 1200 km satellites with
the existing PUSCH repetition method [11,12]. Thus, 3GPP discussed and supported
joint channel estimation for NR NTN in Release-18. Moreover, 3GPP did not consider
interference; interference leads to worse coverage performance.

The interference mitigation scheme must be studied to provide ubiquitous cover-
age in the QEFC satellite communication system. One of the well-known interference
mitigation solutions for satellite communication is frequency reuse. The frequency reuse
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scheme divides the frequency band into sub-bands so that the adjacent beams have disjoint
frequency bands [13]. Although frequency reuse significantly mitigates the interference,
it reduces the available bandwidth for each beam. Furthermore, frequency reuse does
not solve the severe path loss problem; the performance still degrades at low elevation
angles due to high path loss. Another interference mitigation scheme is beamwidth control.
SpaceX in [14] mentions that the increasing size of the spot on the ground increases the
potential for interference with other beams using the same frequencies. SpaceX controls the
half-power beamwidth between 2.15° and 2.45° in the Ku-band to mitigate interference
by controlling the active antenna elements at various steering angles [14]. The authors
of [15] controlled the beamwidth and altitude of the satellite to maximize uplink coverage
probability. The controlled beamwidth mitigates interference by limiting the interference
region and improves the uplink coverage probability. However, the authors of [15] did not
consider the antenna pattern effect, an essential issue in directional antenna systems.

Based on the above discussion, this paper evaluates the performance of QEFC LEO
satellites, an area that has received relatively less attention. We analyze serving and
interference power for each elevation angle by considering the antenna gain, antenna
pattern, and large-scale fading. To improve the uplink coverage probability and solve the
low SINR problem highlighted in [7,8], especially at low elevation angles, we propose
the optimal beamwidth maximizing uplink coverage probability scheme. The proposed
scheme maximizes uplink coverage probability with target SINR for QEFC LEO satellites
by tuning beamwidth for different elevation angles.

The remainder of the paper is organized as follows. The primary notations in this
paper are listed in Table 1. Section 2 introduces the system model, which is the large-scale
channel model described in [16]. Section 3 introduces the proposed optimal beamwidth
maximizing uplink coverage probability. Three parts are included in the proposed scheme:
beam boresight direction, uplink coverage probability analysis model, and beamwidth
optimization. The numerical results and discussion of the proposed scheme are shown in
Section 4. Finally, the concluding remarks are in Section 5.

Table 1. The description of notations.

Notation Distriptions
F, T The set of the simulated frequency band and time. |F| = 3 for FRF3 and |F| = 1 for non-frequency reuse.
Lr, S The set of beams in frequency band f (f € F), UE serving by beam I (I € Ly).
€1,€5 Elevation angle of beam [, elevation angle of user s served by beam .
. Clutter loss. Clutter loss is 0 for the LOS state. The Yalues for the (NLOS state at elevation angle € are defined
in [16].
Ke Shadow fading at elevation angle €. Shadow fading is zero mean Gaussian variable.
01080, INLOS ¢ The variation in shadow fading for lien-of-sight (L(iS[)lzllnd non line-of-sight (NLOS) states at elevation angle
PLOS,es PNLOS,e LOS probability and NLOS probability at elevation angle € [16].
Pkl Angle difference of boresight direction between beam / and beam k (I, k € £ and I # k).
o Angle difference of UE s and boresight direction of beam .
P(x),Py(x) The probability of the condition x to be satisfied, P, (x) = P(x[y).

2. System Model

This paper evaluates and analyzes the multi-beam QEFC LEO satellite system with
inter-beam interference. We use the NTN large-scale channel model defined in [16]. We
assume all users are transmitting with the same power P;. The receiving power P; (¢, m)
from user s to beam [ in satellite with equivalent antenna aperture m at time t is given by

Pyy(t,m) = Pt — Ls(t) — K (1) = Ce, (1) + G (£),m). €))
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Path loss Ls of user s consists of free-space path loss (FSPL), ionospheric loss of 2.2 dB [17],
atmospheric loss, building entry loss, and polarization loss of 3 dB [17]. This paper assumes
all users are outdoors, and atmospheric loss is negligible in the S-band. Atmospheric loss
and building entry loss are equal to zero. The path loss is obtained as follows [16]:

Ls(t) = FSPLs(t) +2.2+3 )
FSPL4(t) = 32.45 +201log;, fc +201log,, ds(t) 3)
ds(t) = [|Xsat(t) — xs(t)]] 4)

where x4, is the location vector of satellite, x; is the location vector of UE s, d is the distance
between user s and the satellite, & is the satellite height, R is the earth radius, and f; is
carrier frequency.

In the 3GPP satellite communication system, the equivalent antenna aperture is used
to model the satellite antenna. The larger equivalent antenna aperture represents more
active antenna elements, which form a narrower and higher power gain beam. The antenna
gain is calculated as follows [16,18]:

G(¢,m) = 10logyq pr*m*A~2g(¢, m) ©
1 ifp =0 6
g(p,m) = 4|M|2, otherwise “

mA~1 sin ¢

where m is equivalent antenna aperture, ¢ is the angle between the boresight of the beam
and UE, [ (.) is the first-kind and first-order Bessel function, A is the wave length, and 7 is
the antenna aperture efficiency 0.57. The maximum antenna gain is 101log;, 77t>m?A 2 dBi.
Finally, the SINR ¢ from user s € S to the serving beam I € L in the satellite expressed
as linear form can be derived as follows

Py l(tr Tf’l)
s1(t,m) = - 7
g ,l( ) ):keﬁf\l Zs,esk ps/’sPs/’l(t,m) + N ( )
s.t. Z Psrs =1 (8)

s’eSk

where N is noise power, and py; € {0,1} is the scheduling factor that captures the
interference from other beams in shared resources. While py ¢ = 1 represents that user s’
transmits in the same radio resource with user s and interferes with user s; while py ; = 0
represents that user s’ does not interfere user s. In this paper, we assume the number of
scheduled users in one resource block of each beam is limited to one, as described in (8).

3. Optimal Beamwidth Maximizing Uplink Coverage Probability Scheme

The proposed optimal beamwidth maximizing the uplink coverage probability scheme
aims to address the increasing FSPL and mitigate inter-beam interference simultaneously
by tuning the active antenna element number to control the beamwidth and antenna
gain. This scheme utilizes a satellite equipped with a phased array antenna to facilitate
adjustable beamwidth. The phased array antenna allows beam direction management as
the satellite moves, meeting the demand for steerable beams in the QEFC system. This
section introduces the management of the beam boresight direction, the uplink coverage
probability analysis model, and the optimization function of the proposed scheme.

3.1. Beam Boresight Direction

In the QEFC satellite system, the network and satellite need to calculate and decide
the beam boresight direction during the beam-fixed time. This section introduces the beam
topology defined in [18] and formulates the beam boresight direction. The beam position is
expressed as Earth-Centered Earth-Fixed (ECEF) coordinates [x; y z)]T. Our beam topology
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follows [18] with the adjacent beam spacing is 3.82°, half-power beamwidth is 4.4127°, and
the distance of the adjacent beam is around 40.2 km. With the pre-defined beam topology
and the satellite orbit, the beam boresight direction [¢;(t) 6;(¢)] can be calculated based
on the satellite angular speed w and relative beam position [x;(t) y;(t) z;(t)]T at time ¢

as follows:
o GE . ME N 3.98 x 1014 9
CVRe+hm)3 ) (Re+h)3 )
2(t) [cos(wt) 0 —sin(wt)] [x
vi(t) = lﬁl(f)] =/ 0 1 0 ] [w] (10)
2;() |sin(wt) 0 cos(wt) | |z
t0(0)] X0 0
90(0)| = {yo| = |0 (11)
20(0) ] Z0 Rg
6;(t) = arccos alt) (12)
Rg
~ arecos Rg +h — Rgcosé(t) (13)

V/R% + (R +h)% — 2Rg(Rg + h) cos 4 (1)

_ hi(t)
0,(f) = arctan () (14)
ei(t) = 5 = M) = i) 1)

where Gp is the earth’s gravitational constant, M is the earth’s mass, ¢ (¢) and 6;(t) are the
zenith and azimuth angle of departure, | = 0 denotes the center beam, and ¢ = 0 denotes
the time when €y(0) = Z. The example for (12) to (15) is shown in Figure 2. With the
defined beam boresight direction, the angular difference between beam I and user s can be
calculated as follows:

[1xsat (t) = X (D11 + [ [%sat () — vi(D)[1* = [Ixu(t) = vi($)]?
2[[xsat () = xu(D)|] - |[xsat (£) — i (£)]| '

@] (t) = arccos

(16)

atellltc
o, 0
» Xsat (t) = 0
e h + R E
h
‘_\\
Rg
t)

Figure 2. The illustration of Equations (12)—(15).

3.2. Uplink Coverage Probability Analysis Model

This section uses mathematical reasoning to build the uplink coverage probability
analysis model. The uplink coverage probability analysis model calculates the uplink
coverage probability with different time ¢ (different elevation angle), equivalent antenna
aperture m, and target SINR . Since the elevation angle and footprint are different within
each beam, the uplink coverage probability of the satellite should be calculated beam by
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beam. We calculate the uplink coverage probability p(t,m,y) of the satellite by the uplink
coverage probability of each beam with weighting as follows:

p(tm,y) =3 Y wP(Z,(t,m)>7) (17)
feFIeLy
st |F|=1,te{T| % <e(t) < g} (18)

where wy is the ratio of the coverage area of beam [. Since the FSPL and elevation angle
result in minor changes within a beam, our model uses the location of the beam center to
present the FSPL and elevation angle to reduce the computation complexity as follows:

P(gs,l(tlm) > '7)
= P(—xe,; = Ce,y + Glof(t),m) = ag (1)) (19)
~ P(—xe — e, + Gloj (), m) > ay(t))

a;(t) =y — P+ Li(t) + Wi(t) (20)
W (t) = 101ogy, (10N/10 4 I (#)) (21)

where W (t) is the interference-plus-noise power of beam [ at time #, and I;(#) is the expect
interference power received in beam [ at time ¢. Similarly, our model uses the location of
the interference beam center to present the FSPL and elevation angle. Since shadow fading
follows zero-mean Gaussian distribution, it is neglectable for the expected interference.
Moreover, since the clutter is zero for LOS users, the LOS probability should be considered.
Considering the LOS probability and received antenna gain, the expected interference
power in linear form is calculated as

I(t) = Z PLOS ek10(Pt_Lk+G(4’k,l(t)rm))/10 + PNLOS 6k]_0(Pt_Lk+G(§0k,l(t)rm))/10 (22)

where ¢y ;(t) denotes the angular difference between two beams. The angular difference
can be derived similarly to (16) as follows:

[Ixsar (£) = vie(t)[ 1> + [[Xsat () = vi($) [ — [[vie(t) = v (1)
2f[xsar () = vi(O)[] - [|xsat (£) = vi(B)]] '

To calculate the uplink coverage probability in (19), the cumulative distribution func-
tion (CDF) for clutter loss, shadow fading, and antenna gain needs to be discussed. Clutter
loss and shadow fading distributions follow LOS probability and Gaussian distribution,
which can be calculated with low complexity. However, the adjacent beam spacing for each
beam is different, so it is complex to calculate the probability of serving antenna gain. Thus,
we simplify the model by assuming the adjacent beam spacings of each beam are the same
value @;. ¢; equals to the average of adjacent beam spacings. With the assumed adjacent
beam spacing ¢; in the hexagonal layout, the receive antenna gain G(¢j(t), m) from user s

(23)

¢k (t) = arccos

to serving beam [ is calculated by assuming 0 < @7 () < %, and the probability of receive
antenna gain is determined as follows (as shown in Figure 3):

et ifo<go<Z

A U= @=3
o (@) = ; g ; 24
Pai(9) {112490[75 — arccos(ép—;)], if &t < ¢ < % @9

A= —— (25)

Finally, the (19) can be driven to joint CDF form as follows:
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P(_KSI —{e + G(‘/’s,l(t)/m) > (1))

= P(?(%,z(’*)ﬂ) — Lo —aq(t) > xe)

= [ po (9)B(Glpm) ~ L —m(t) = xe)) do
’ % (26)

Po (@)PnLos (ke < G(p,m) —ay(t) — Le) dg

(G((P/m) - D‘l(t) - gEl
(TNLos,e,\@

= PLOS ¢ /Oﬁ P3 (@)Pros (ke < G(@,m) —a)(t)) d¢ + pNLOS,e

G(p,m) —ay(t)
0108, V2

[

NG 1
= PLOS ¢, /0 ’ P@(?’)E[l +erf(

) 1
)] do + pnrose [ Pq’)t(@)i [1+erf N de

P@t(QO )

Figure 3. The illustration of probability for receiving antenna gain.

3.3. Beamwidth Optimization

Controlling the beamwidth through the number of active antenna elements, also
known as the equivalent antenna aperture, is crucial for optimizing coverage in NTNs.
Increasing the number of active antenna elements results in a narrower beam with higher
antenna gain and vice versa. Although a narrow beam provides higher antenna gain,
leading to improved signal strength and quality for users within the beam, it also results
in a smaller footprint. This limited coverage area may allow users to move out of the
serving area, potentially causing service interruptions or handover issues. To address this
challenge, the optimal equivalent antenna aperture at different times (elevation angles) and
service demands (target SINRs) can be determined using the uplink coverage probability
function as follows:

mj = argmax p(t,m,7y) (27)
m

s.t. (17), (18), (26). (28)

Using the optimization function, satellites can dynamically adjust the number of active
antenna elements during the beam-fixed time to achieve optimal performance with the
service demand.

Finally, we summarize the proposed optimal beamwidth maximizing the uplink
coverage probability scheme in Algorithm 1, which consists of two parts. In the first part,
the satellite steers the beam to the specified position, where the departure angle follows
¢i(t) and 6;(t) as calculated in (13) and (14). In the second part, the optimal equivalent
antenna aperture m; is calculated, and the antenna configuration is adjusted accordingly
based on this optimal equivalent antenna aperture.
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Algorithm 1 Optimal Beamwidth Maximizing Uplink Coverage Probability Scheme

Input: Beam position on Earth v;(0), satellite hight /1, and time ¢
Output: Beam boresight direction ¢;(t), 6;(t), and optimal equivalent antenna aperture
my
1: forall Beam ! € L do
2 Calculate relative beam position v;(t) from (9) to (11)
3. Calculate beam boresight direction ¢;(t) and 6;(t) from (13) and (14)
4 Satellite steers the beam ! following the beam boresight direction ¢;(t) and 6, ()
5: end for
6: Calculate the optimal equivalent antenna aperture m; from (27) and (28)
7. Satellite tunes the beamwidth based on the optimal equivalent antenna aperture 1}

4. Numerical Results and Discussion

The previous section introduces the proposed optimal beamwidth maximizing uplink
coverage probability. In this section, we compare the proposed scheme with the following;:

1. 3GPP setting: the equivalent antenna aperture is 2 m, the max receive antenna gain is
30 dBi, and the half-power beamwidth is 4.4127° [18].

2. 3GPP setting with three-color frequency reuse (FRE3): The frequency band is divided
into three sub-bands, and the adjacent beams are allocated to different sub-bands.
Other assumptions follow the 3GPP setting. The three-color frequency reuse is also
known as frequency reuse factor three.

3.  Exhaustive antenna aperture search: exhaustively search the equivalent antenna
aperture with the highest uplink coverage probability in a predefined target SINR
for each simulated time. The exhaustive antenna aperture search denotes the upper
bound of the uplink coverage probability for non-frequency reuse.

We calculate the uplink coverage probability using the Monte Carlo method. The
evaluated scenarios are the NTN rural and NTN urban [16]. To fully address the interfer-
ence from other satellites, we simulate a 19-beam satellite scenario with the wrap-around
mechanism. Other simulation assumptions are summarized in Table 2. We evaluate the per-
formance with target SINR —5.6 dB and —8.61 dB. The target SINR —5.6 dB and —8.61 dB
denote the required SINR to satisfy 0.02 block error rate for VoNR with 10 and 20 times
PUSCH repetition (transport block size is 184 bits and modulation order is quadrature
phase shift keying).

Table 2. Simulation assumptions.

Assumption Value
Satellite height 600 km
Satellite beam pattern 19 spot beams with wrap-around
Max antenna gain for 3GPP setting and FRF3 30 dBi
Carrier frequency 2 GHz
UE-type Handheld
UE antenna configuration Omni-directional, —5.5 dBi antenna gain [19]
UE transmit power 23 dBm
UE attachment RSRP
Scheduled bandwidth 180 kHz (1 resource block)
Noise power —147 dBW

4.1. Signal Quality

In this section, we show and discuss the results of signal quality. Firstly, we show the
simulation result of the proposed scheme for the equivalent antenna aperture, antenna gain,
half-power beamwidth, and elevation angle of the center beam in Figure 4. The results
show that the optimal equivalent antenna aperture increases while the elevation angle
decreases. The increasing equivalent antenna aperture provides a higher antenna gain
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and narrower beamwidth. Figure 5 shows the CDF of SINR for different settings in the
NTN rural scenario. With the significant interference mitigation, the FRF3 performs best on
SINR at t = 0, as shown in Figure 5a. Compared to the 3GPP setting, the proposed scheme
improves the SINR by 8.15 dB and 7.4 dB at the 50-percentile point and 5-percentile point
att = 60 and by 12.25 dB and 12.23 dB at the 50-percentile point and 5-percentile point
at t = 100. Compared to the FRF3, the proposed scheme improves the SINR by 2.29 dB
and 1.63 dB at the 50-percentile point and 5-percentile point at = 60 and by 7.68 dB and
8.53 dB at the 50-percentile point and 5-percentile point at t = 100. The SINR results for
the NTN urban scenario are shown in Figure 6. The figure also shows that the proposed
scheme significantly improves the SINR at low elevation angles.
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rural scenario.
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Figure 5. The SINR results for 3GPP setting, FRF3, and the proposed scheme (target SINR —5.6 dB)
in NTN Rural scenario at (a) t =0, (b) t = 60, (c) t = 100.

Figure 7 shows the CDF of interference power for different settings in the NTN rural
scenario. As shown in Figure 7, the interference power increases while time increases
(elevation angle decreases) for both the 3GPP setting, FRF3, and the proposed scheme.
In Figure 7a, compared to the 3GPP setting, the proposed scheme and the FRF3 decrease
interference power by 1.3 dBW and 11.6 dBW at the 95-percentile point. In Figure 7b,
compared to the 3GPP setting, the proposed scheme decreases interference power by
1.8 dBW and 5.2 dBW at the 95-percentile point and the 50-percentile point, and the
FRF3 decreases interference power by 6.6 and 8.7 dB at the 95-percentile point and the
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50-percentile point. In Figure 7c, compared to the 3GPP setting, the proposed scheme
decreases interference power by 1.2 dBW and 5.5 dBW at the 95-percentile point and the
50-percentile point, and the FRF3 decreases interference power by 4.9 dBW and 5.2 dB at
the 95-percentile point and the 50-percentile point.
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Figure 6. The SINR results for 3GPP setting, FRF3, and the proposed scheme (target SINR —5.6 dB)
in NTN Urban scenario at (a) t =0, (b) t =60, (c) t = 100.
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Figure 7. The interference results for 3GPP setting, FRF3, and the proposed scheme (target SINR
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The results presented in Figure 7 highlight a notable increase in interference over
time. This trend primarily arises due to the significant overlap of beam footprints. Figure 8
visually represents the beam topology and footprints at t = 0 and ¢ = 100 for the 3GPP
setting and FRF3. It illustrates how the beam footprints expand, particularly at low
elevation angles, thereby reducing the angular difference between the serving beam and
interfering UE, consequently leading to increased interference. Furthermore, Figure 9 shows
the angular difference and antenna gain from interfering UEs to the center beam. The
interfering UEs in the figure are at the center of their serving beams. Figure 9 demonstrates
a decrease in the angular difference between interfering UEs and the center beam over
time, accompanied by increased received antenna gain. Particularly for the UE located at
(x,y) = (70,0) kilometers, the angular difference decreases from 6.65° to 2.3°, increasing
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antenna gain from 12 dBi to 26.7 dBi. This increase in antenna gain ultimately contributes to
the escalating interference levels. As shown in Figure 10, the average interference rises from
0.64 x 1074 t0 2.08 x 10~ watts for the 3GPP setting. Despite the FRF3 aims to mitigate
interference, the average interference still rises from 0.06 x 1014 to 0.66 x 10~1* watts.
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Figure 8. Beam topology and footprints with elevation angle (a) €y(0) = 90° and (b) €¢(100) = 36.53°
for the 3GPP setting and FRF3. Black dots represent the position of the beam center, and red circles
represent the footprints of half-power beamwidth (4.4127°).
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Figure 9. Angular difference ¢ (t) and received antenna gain G(¢j(t),2) between interfering UE
and the center beam.

Figure 4 illustrates that the satellite forms a narrower beam with the proposed scheme
to mitigate interference as time progresses. Furthermore, as shown in Figure 11, the
proposed scheme effectively reduces the overlap of beam footprints by adjusting the
beamwidth. Specifically, the half-power beamwidth is adjusted to only 1.212° at t = 100,
significantly reducing the overlap of the beam footprints. Although the average interference
power for all three schemes increases as the elevation angle decreases and FRF3 exhibits
lower interference power than the proposed scheme, the proposed scheme demonstrates
a minor increment owing to its narrower beamwidth. Specifically, the 3GPP setting and
FRF3 experience an increase in average interference power of 1.44 x 10~ !4 (225%) and
0.6 x 10~ (1000%) watts, respectively, while the proposed scheme only sees an increase
of 0.5 x 10~1* (123%) watts. This difference can be attributed to the proposed scheme’s
narrower beamwidth, effectively reducing interference overlap. The proposed scheme also
has a significant impact on serving power. As explained in [16,18], FSPL increases with
decreasing elevation angle, leading to a decline in the average serving power for both the
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3GPP setting and FRF3, as shown in Figure 10. Conversely, the average serving power
for the proposed scheme increases from 0.77 x 101 to 2.16 x 10~ watts due to higher

antenna gain. This higher antenna gain compensates for the growing FSPL and mitigates
the impact of growing interference.
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Figure 10. Average serving power and average interference power for QEFC LEO satellite in NTN
rural scenario. The target SINR for the proposed scheme is —5.6 dB.
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Figure 11. Beam topology and footprints with elevation angle €y(100) = 36.53° for the proposed
optimal beamwidth scheme. Black dots represent the position of the beam center, and red circles
represent the footprints of half-power beamwidth (1.212°).

4.2. Uplink Coverage Probability

Figures 12 and 13 show the uplink coverage probability for different target SINR
in NTN rural and NTN urban scenarios. The simulations presented in Figures 12 and 13
show the proposed scheme’s effectiveness in maximizing uplink coverage probability.
The results demonstrate that the scheme’s performance closely approximates the upper
bound established by exhaustive antenna aperture search methods. Specifically, the figures
illustrate that the proposed scheme achieves notable proximity to the upper bound, with
a maximum deviation of around 0.9% in the NTN rural scenario and around 5% in the
NTN urban scenario. This indicates the robustness and efficacy of the proposed scheme in
optimizing beamwidth.

Furthermore, the proposed optimal beamwidth maximizing uplink coverage prob-
ability scheme is advantageous over the 3GPP setting. As shown in Figures 7 and 10,
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the interference increases at low elevation angles, which degrades the uplink coverage
probability. In the NTN rural scenario, with a target SINR of —8.61 dB, the uplink coverage
probability for the 3GPP setting starts above 0.95 but sharply declines to less than 0.36
by t = 100. Similarly, in the scenario with a target SINR of —5.6 dB, the uplink coverage
probability for the 3GPP setting nearly diminishes to zero by t = 100. In contrast, the
proposed scheme maintains an uplink coverage probability of at least 0.93 throughout all
simulated times in the NTN rural scenario, irrespective of the target SINR. In the NTN
urban scenario, where the low LOS probability impacts the uplink coverage probability,
the proposed scheme still significantly improves compared to the 3GPP setting.

Despite FRF3 being considered a helpful interference mitigation scheme, the proposed
scheme demonstrates improved uplink coverage probability through increased serving
power, as shown in Figure 10. In the NTN rural scenario, the proposed scheme and FRF3
exhibit similar uplink coverage probability performance within t = 0 and t = 80. Beyond
t = 80, the proposed scheme outperforms FRF3. In the NTN urban scenario, the uplink
coverage probability of FREF3 surpasses that of the proposed scheme by approximately 0.085
and 0.03 at the beginning, with target SINR values of —5.6 and —8.61, respectively. However,
as time progresses, the uplink coverage probability of FRF3 decreases, eventually falling
below that of the proposed scheme around ¢ = 55 and falling below by approximately
0.176 and 0.08 at t = 100, with target SINR values of —5.6 and —8.61, respectively.
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Figure 12. Simulation results of uplink coverage probability with target SINR —5.6 dB in rural
(dashed) and urban (solid) scenario.

The simulation results and analysis show the proposed scheme’s advantages. The pro-
posed scheme significantly enhances uplink coverage probability, SINR, and interference
mitigation. Furthermore, it closely matches the results obtained from exhaustive search
methods. These improvements indicate that the proposed scheme effectively addresses the
low SINR problem in the QEFC scenario. However, it is essential to acknowledge its limita-
tions. Typically, satellites are equipped with two types of antennas: phased array antennas
or parabolic antennas. Since the proposed scheme focuses on adjustable beamwidth, it may
not be suitable for satellites equipped with parabolic antennas. Moreover, as illustrated in
Figure 4, the optimal equivalent antenna aperture is substantial, three times larger than that
of the 3GPP setting. Achieving such high antenna gain and narrow beam design requires
a significant number of antenna elements. This affects the satellite’s weight and, conse-
quently, the deployment cost. Hence, a trade-off exists between price and performance in
the QEFC scenario.
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Figure 13. Simulation results of uplink coverage probability with target SINR —8.61 dB in rural
(dashed) and urban (solid) scenario.

5. Conclusions

In this paper, we undertake a comprehensive performance analysis of the QEFC LEO
satellite system. Our simulations show that QEFC LEO satellites encounter significant
challenges, including high interference levels and low SINR. To address these issues
and achieve ubiquitous coverage, we introduce an approach to optimizing beamwidth
to maximize uplink coverage probability. Our proposed scheme aims to enhance SINR
by determining the optimal beamwidth configuration that maximizes uplink coverage
probability. We compare the performance of our proposed scheme against two existing
configurations: the 3GPP setting and the three-color frequency reuse scheme.

Simulation results demonstrate that our proposed scheme yields notable improve-
ments in serving power and effectively mitigates interference power compared to con-
ventional configurations. Moreover, our scheme achieves the highest uplink coverage
probability, closely approaching the upper bound of achievable uplink coverage probability.
In the NTN rural scenario, the proposed scheme maintains the uplink coverage probability
above 0.93. By leveraging optimized beamwidths, our proposed scheme offers a promising
solution to the challenges faced by QEFC LEO satellite systems, ultimately enhancing
network performance and facilitating ubiquitous coverage for users. However, considering
the cost implications of the proposed scheme, future studies should explore strategies to
maximize performance while operating within budget constraints.
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Abbreviations

The following abbreviations are used in this manuscript:

3GPP Third-Generation Partnership Project
5G Fifth-Generation mobile network
ECEF Earth-Centered Earth-Fixed

EMC Earth-moving cells

FRF3 Three-color frequency reuse
FSPL Free-space path loss
LEO Low earth orbit

LOS Line-of-sight

NLOS Non-line-of-sight

NR New Radio

NTN Non-terrestrial networks

PUSCH  Physical uplink shared channel

QEFC Quasi earth-fixed cells

SINR Signal-to-interference-plus-noise ratio
UE User equipment

VoNR Voice-over New Radio
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Abstract: The expansion of megaconstellation networks (MCNs) represents a promising solution for
achieving global Internet coverage. To meet the growing demand for satellite services, multipath
routing allows the simultaneous establishment of multiple transmission paths, enabling the transmis-
sion of flows in parallel. Nevertheless, the mobility of satellites and time-varying link states presents
a challenge for the discovery of optimal paths and traffic scheduling in multipath routing. Given
the inflexibility of traditional static deep reinforcement learning (DRL)-based routing algorithms in
dealing with time-varying constellation topologies, DRL-based multipath routing (DMR) enabled by
a graph neural network (GNN) is proposed as a means of enhancing the transmission performance
of MCNs. DMR decouples the stochastic optimization problem of multipath routing under traffic
and bandwidth constraints into two subproblems: multipath routing discovery and multipath traffic
scheduling. Firstly, the minimum hop count-based multipath route discovery algorithm (MHMRD)
is proposed for the computation of multiple available paths between all source and destination
nodes. Secondly, the GNN-based multipath traffic scheduling scheme (GMTS) is proposed as a
means of dynamically scheduling the traffic on each available path for each data stream, based on
the state information of ISLs and traffic demand. Simulation results demonstrate that the proposed
scheme can be scaled to constellations with different configurations without the necessity for repeated
training and enhance the throughput, completion ratio, and delay by 42.64%, 17.39%, and 3.66% in
comparison with the shortest path first algorithm (SPF), respectively.

Keywords: satellite network; multipath routing; deep reinforcement learning; traffic scheduling;
hop count

1. Introduction

The characteristics of megaconstellation networks (MCNs), such as wide area cover-
age, low latency, and high bandwidth, confer upon them unique advantages in remote
area communications and delay-sensitive services (e.g., emergency communications and
disaster monitoring) [1]. The aforementioned advantages have resulted in the accelerated
development of MCNs, which are anticipated to fulfill a multitude of services, includ-
ing communications, remote sensing, navigation, and positioning. Furthermore, MCNs
are poised to become a pivotal component of the infrastructure of the space-air-ground
integrated network (SAGIN) [2-4].

In order to meet the growing demand for satellite communication services, multipath
routing is a promising approach. Multipath routing allows multiple transmission paths
to be established simultaneously between the source and destination nodes for each data
stream, which can increase network throughput [5]. In contrast to single-path routing, mul-
tipath routing allows for the optimal utilization of available bandwidth, thereby alleviating
congestion, improving throughput, and enhancing fault tolerance. This is achieved by
enabling a single service to be transmitted over multiple paths in parallel. Consequently,
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multipath routing facilitates the resilience of resource-constrained satellite networks to
withstand node or link failure scenarios. However, the high dynamics of satellite network
topologies and transmission link states presents challenges for multipath routing discovery
and multipath traffic scheduling [6-8].

Multipath routing discovery is the first challenge posed by the time-varying nature
of satellite topology and traffic. Factors such as changes in satellite attitude and complex
electromagnetic environments can cause laser link transmission rates to decrease or even
fail. Asaresult, link failures may occur frequently in MCNs rather than being an exceptional
event, as in terrestrial networks. The frequent occurrence of link passes or failures impedes
the ability of the broadcast mechanism to discover and maintain routes in a timely manner,
as is the case in terrestrial networks. This results in an increase in the overheads associated
with broadcast and route control. Consequently, topology-based ad hoc routing protocols,
such as ADOV [9], are suboptimal in MCNs. Furthermore, due to the mobility and energy
constraints of LEO satellites, established links are often not stably maintained. Topological
changes in the path discovery process may result in the rapid expiration of discovered
paths, with the corresponding paths no longer existing at the time of data transfer. The
above factors require multipath routing discovery to be able to sense link failures in a timely
manner and reasonably set multiple alternative paths. Some schemes currently deploy path
computation in the ground network control center (NCC) [10]. The NCC improves network
transmission performance by comprehensively considering the distribution of terrestrial
user traffic and link utilization and making full use of the link redundancy brought about
by the mesh topology of the satellite network to plan multiple parallel transmission paths
for each flow at the same time.

Multipath traffic scheduling in MCNss is the second challenge. Complex electromag-
netic environments, satellite attitude changes, and other factors result in fluctuations in link
quality. As a consequence, traditional multipath traffic scheduling based on static routing
is no longer applicable in MCNs. Furthermore, the time-varying nature of terrestrial user
traffic and the fluctuation in link quality render the satellite network incapable of accurately
identifying traffic patterns, and fine-grained traffic scheduling between multiple paths
frequently lacks effective information. Deep reinforcement learning (DRL) has demon-
strated significant advantages in the description of spatiotemporal features, flow decisions,
and other related areas. A considerable number of scholars have opted to adopt DRL for
the purpose of adaptive multipath flow scheduling, as evidenced by [11-14]. However,
the time-varying satellite networks and fluctuating quality of inter-satellite links (ISLs)
necessitate the aggregation of multiple time slices for decision making in models employ-
ing DRL. As the constellation size increases, the model’s dimension expands dramatically,
resulting in a significant increase in computational effort and a reduction in model scala-
bility. Graph neural networks (GNNs) are capable of identifying features and patterns in
graph-structured data, performing relational reasoning and combinatorial generalization
on graph-structured data [15,16], and they can be applied without additional model tuning
to constellations of different topologies and sizes [17,18].

Recently, DRL has demonstrated considerable potential in learning temporal and
spatial traffic characteristics for the purpose of making routing decisions. Researchers have
employed DRL for the purpose of adaptive traffic assignment, with the aim of replacing
static traffic segmentation. However, DRL-based models require the ability to summa-
rize continuous topological snapshots in order to make decisions in a dynamic satellite
environment. Satellite networks have high-dimensional and sparse state spaces, and the
dimensionality of DRL models increases dramatically with the size of the constellation
and the level of traffic demand, which in turn leads to poor model scalability. Graph
neural networks (GNN) facilitate the inference of relational data and the generalization of
combinatorial structures within graph-structured information. This enables application of
the DRL model to satellite constellations of varying sizes without the need for additional
modifications. In light of the aforementioned analysis, we propose DRL-based multipath
routing (DMR) embedded by a GNN to improve the transmission performance of MCNs.
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The multipath routing problem is initially modeled as a stochastic optimization problem,
with the objective of maximising network efficiency under traffic and bandwidth con-
straints. In order to obtain the optimal solution, the original problem is decoupled into two
subproblems: multipath routing discovery and multipath traffic scheduling. With regard to
the initial subproblem, it is proposed that the redundant topology of the satellite network
be fully exploited, with the introduction of a minimum hop count-based multipath routing
discovery (MHMRD) algorithm. MHMRD is designed to compute a number of available
paths between all source and destination nodes. On this basis, the second subproblem
is addressed by the design of GNN-based multipath traffic scheduling (GMTS). GMTS
models the multipath traffic scheduling process as a Markov decision process (MDP),
which dynamically schedules traffic on each available path for each data stream based
on satellite network link state information and traffic demand. Simulation results on Irid-
ium and OneWeb demonstrate that the proposed scheme is not reliant on retraining for
different-sized constellations. Furthermore, the network throughput, average delay, and
flow completion rate exceeded those of the baseline scheme.
The main contributions of this paper are summarized as follows:

¢ The multipath routing problem in satellite networks is modeled as a stochastic op-
timization problem under traffic and bandwidth constraints. The objective is to
maximize network efficiency. The problem is decoupled into a multipath routing
discovery subproblem and a multipath traffic scheduling subproblem.

e In order to address the multipath routing discovery subproblem, the MHMRD al-
gorithm has been proposed as a means of planning multiple minimum hop count
paths for each flow between any pair of nodes in the network based on the link
state information.

e The multipath traffic scheduling subproblem is modeled as an MDP, with the GMTS
scheme proposed to dynamically schedule the proportion of traffic on each available
path for each data stream. GMTS is a scalable solution which can be applied to
different constellations.

The rest of this paper is organized as follows. Section 2 provides some related work. In
Section 3, we provide the system model and problem formulation. In Section 4, DRL-based
multipath routing is described. Section 5 provides the simulation and main results. Finally,
we summarize the results in Section 6.

2. Related Work
2.1. Multipath Routing

In satellite networks, there are multiple paths with an equal number of hops from end
to end. In order to improve the reliability of data transmission and enhance the network
load balancing capability, researchers have proposed the use of multipath routing in satellite
networks, where each flow is divided into multiple subflows for parallel transmission along
different paths. In order to distribute traffic over multiple paths, the traditional equal-cost
multipath (ECMP) method performs static traffic splitting based on message information.
However, the ECMP approach does not consider the limitations of network parameters
such as the bandwidth and delay and is prone to congestion when the network load is high.
To achieve dynamic flow management for multipath routing, a software-defined network
(SDN)-based satellite network architecture has been proposed for central topology control
and traffic control [18-21]. In the SDN-based network architecture, the data plane and
control plane are separated, the SDN controller determines the routing based on the network
parameters and QoS requirements, and the satellite is responsible for data forwarding.
In [22], the authors attempted to integrate network coding and multipath routing in order
to enhance the data transmission efficiency of satellite networks. However, the centralized
control approach is susceptible to high latency issues. In [23], in order to reduce the
control latency and improve the transmission stability, the authors employed a distributed
approach for routing control. In [24], the authors proposed network coding-based multipath
cooperative routing (NCMCR). In order to optimize the transmission capacity, each flow
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in NCMCR is transmitted along multiple disjoint links. However, the aforementioned
multipath routing schemes do not consider the link parameters of the various forwarding
paths and thus are unable to adaptively perform reasonable traffic splitting. In [1], the
authors designed an adaptive traffic balancing scheme among multiple temporal paths by
combining sparse and redundant network coding mechanisms. This approach enables the
achievement of deterministic delay guarantees in limited node resources and multi-user
competition scenarios. Nevertheless, all of the aforementioned routing schemes utilize static
topologies, which precludes them from adapting to satellite networks with dynamically
changing topologies.

2.2. Intelligent Routing

The time-varying satellite network environment and dynamic interstellar links bring
challenges to satellite network routing. In order to ensure the network’s quality of ser-
vice under the conditions of proliferating user and constellation sizes, multipath rout-
ing requires more efficient path planning and finer traffic control strategies. Reinforce-
ment learning is an intelligent tool which supports decision making by interacting with
the environment [25-27], and scholars have proposed numerous intelligent routing schemes
based on reinforcement learning. In [25], the authors developed a supervised deep learning
system for the construction of routing tables. In [28], the authors employed graph-based
deep learning in satellite networks through a neural network architecture called teh graph-
query neural network. Nevertheless, such supervised learning-based routing schemes are
constrained by their inability to generalize and adapt across different constellations. To
address this issue, the authors of [29] proposed a Markov decision process (MDP) model
for satellite network routing, employing multi-agent deep reinforcement learning (DRL) to
satisfy diverse quality of service (QoS) requirements. However, the fixed goal policy ren-
ders DRL-based routing algorithms inflexible, as they are unable to adapt to dynamically
changing networks. It is evident that traditional static objective configurations are unable
to reflect the varying importance of different metrics in dynamic network environments.
In order to address this issue, the authors of [17,30] integrated a graph neural network
(GNN) into DRL intelligences, enabling the timely adjustment of network performance
metrics by predicting the trend of the optimization objectives of routing algorithms. This
enables the intelligences to learn optimal paths which can adapt to different environmental
changes. In [31,32], the authors proposed different DRL architectures, all of which dy-
namically adjust the link weights according to the load of the key nodes or the link load.
In [33], the authors extended the TCP options to piggyback the relevant control information
and flexibly support communication between the subflows of the transport layer and
the SDN controller. An SDN cooperated MPTCP (scMPTCP) architecture was proposed,
which selects routes for new subflows based on the available bandwidth of each route
and avoids the bottleneck of other subflows. It also can adapt to changes in network load.
In [34], the authors proposed a DON controller considering a path loss model based on the
Markov decision process model for network selection and adaptive resource allocation in
heterogeneous networks.

Nevertheless, an examination of the aforementioned research reveals that existing
DRL-based studies are not readily scalable due to their inherent coupling to the input
states and limited topology, which is consistent with the training data. To resolve the
aforementioned contradiction, the proposed DRL-based multipath routing embedded with
a GNN can readily identify the optimal action within a continuous action space. DMR
decouples the multipath routing problem into distinct components—multipath discov-
ery and multipath traffic scheduling—to reduce the solution’s complexity. Concurrently,
the target policy adopted by DMR can be modified in accordance with the prevailing
environmental conditions, thereby enhancing the flexibility of the system with respect to
different topologies.
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3. System Model and Problem Formulation
3.1. Multipath Scenario

The multipath routing scenario in the MCN is shown in Figure 1, where the satellite
network is divided into mutually independent data planes and control planes via the SDN.
In the terrestrial network, data in the send buffer are transmitted to the sender through
routers over multiple hops and aggregated into multiple subflows. Each subflow can
select the optimal transmission path according to the current network condition and then
converge at the receiver.

& : ) Path3
J
By \\\ Wm,Z
Wm %

e & ¢ &

Ggsl:.‘ Sub-flows Sender Sub-flows

Send buffer Receiver

Figure 1. Multipath routing in the megaconstellation network.

The data plane comprises the Walker Delta constellation NgNp/Np/F, which is dis-
tributed in a uniform and symmetrical manner, and the ground station. The Np orbital
planes are distributed uniformly along the equator, while the N satellites are distributed
uniformly on each plane. Each satellite is capable of being connected to four inter-satellite
links (ISLs), comprising two intra-plane ISLs and two inter-plane ISLs. In the control plane,
the network control center assumes the functions of unified topology management, traffic
scheduling, and path control. Due to the mobility of LEO megaconstellation networks,
inter-plane ISLs are subject to frequent disruptions and rebuilds, and the topology is in a
state of constant flux. Consequently, the NCC must be continuously updated to accommo-
date the evolving topology, which presents a significant challenge to multipath routing
planning and traffic scheduling.

3.2. Multipath Routing and Traffic Model

The MCN is modeled as a spatiotemporal graph G = {(V,E,T,N)}, where
V = SU G is the node consisting of all satellites and terrestrial gateways and E = Eg U E¢ is
the set of ISLs Eg and the set of terrestrial links Eg, while T is the time slot vector of a length
N. As illustrated in Figure 1, the mesh topology of the MCN allows for the existence of mul-
tiple potential routes between any given pair of nodes. Assume that the number of packet
flows at time slot t is M (i.e., Py = { (s;,d;)]i = 1,2, - - -, M}). In other words, the variable M
represents the number of subflows, as shown in Figure 1, where three subflows in the sender
are awaiting transmission via multiple paths. The number of available paths between the
source node s; and destination node d; is L, 4., denoted as R; = {pﬁ’l, Pl pﬁVLL}.

Here, p! | is the Ith path between the mth pair of source and destination nodes, consisting
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of all ISLs on that path (i.e., pfn,l = {81,82,~ “ €, ey, }, where 1,,; is the total hop
count of the current link).

Let qéj be the queuing delay of the link ¢, réj be the packet processing delay, and ’yéj be
the link distance. Then, the delay of the /th transmission path of the mth source-destination
node pair can be expressed as follows:

M, x ’)/t
Tnx = ) (qs +ry+ > M)
j=1

where c is the vacuum speed of light and 7,,; denotes the hop count of the current link.
Each source node can divide the traffic into Ly, 4, subflows to pass through L 4 paths
in parallel. Let (U ; be the traffic ratio of each subflow. Then, the sum of L;, 4. subflows
between any pair of source and destination nodes should be one, which can be expressed
as follows:

L
Y w,, =1,¥m=12,--,M 2)
=1

Therefore, the traffic of link ¢; at time t can be expressed by

- ¥ Ythh s, ®

m=1]=

where b}, is the bandwidth requirement of the mth pair to the source and destination nodes
and ¢! m,1 1s the path packet loss rate. Noting that the maximum bandwidth of the interstellar
link is BW, the ISL traffic should not exceed the maximum bandwidth limit, which can be
expressed as follows:

fe; < BW,Ve; € py, (4)

Consequently, the throughput between the mth node pair can be expressed by
foul = max{fetj}/vtfj € Ph ®)

3.3. Problem Formulation

In order to measure the delay and throughput of ISLs, the utility function of the MCN
is defined as

U(ft,di) = B1log(fi) — B2log(d:) (6)

where B and B, are the importance coefficients of the throughput and delay, respectively,
B1 and B, satisfy By + B2 = 1, and f; and d; are the average throughput and delay of the
current time slot, respectively, which can be expressed as follows:

_ M |fm] |px] K
fi=Y 2 ” Ve [1,T] @)
m=11=1y=1
M | ful |pl
Z1 121 Zld
— m =
&= LT ®)
r Ky
m=11=1y=1

where | f;;| is the number of data flows between the mth node pair, |pi| is the number of
packets for the kth data flow, V. is the packet size, and x, € {0,1} is a binary variable
which measures whether the yth packet was successfully sent.
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Consequently, the satellite network multipath routing optimization can be expressed
as the following optimization problem:

PO : maxu(f d) Vte 1, T]
Cl:d= Zdt

C2:f= th
s.t. C3: fg < BW Vej € pml

©)

C4: z W', =1,Ym € [1,M]
cs.dt y <dby, V1 <1 <y<LVme[l,M]

where constraints C1 and C2 denote the average delay and throughput of the satellite
network, respectively, constraint C3 stipulates that the the throughput of link ¢; at any
given moment ¢ cannot exceed the bandwidth limit, constraint C4 denotes that the total
communication between any pair of nodes is the cumulative result of multiple sub-streams
traversing multiple paths, and finally, constraint C5 describes the delay constraints of all
candidate paths between each pair of nodes. It can be seen that PO is an NP-hard problem
with a rugged solution space. PO consists of two parts—multipath routing discovery and
multipath traffic scheduling—which converge slowly and may fall into local optima if
solved by stochastic optimization. In order to reduce the solution’s complexity, this paper
decouples the problem into two subproblems, routing discovery and traffic scheduling, to
improve the efficiency of the algorithm.

4. DRL-Based Multipath Routing

In this paper, we propose DRL-based multipath routing (DMR), as shown in Figure 2,
which first uses the minimum hop count based-multipath discovery algorithm to solve for
multiple paths with acceptable delays and then utilizes the GMTS algorithm to determine
the traffic scheduling scheme based on the state of the constellation network.

P ™ mm Em o e = ===

SDN Controller 1
State Performance matrices

(topology, traffic matrix) (delay, throughput,
GNN Model completion ratio)
Target Policy
T Control plane

l Data plane

|

|

1 Evaluate configuration
I (multipath routing scheme)
|

e e e e o

State
- Action
Network state ) . ’ _—
»Nuwnk S Traftic scheduling policy for
-Traffic demand =
the current traffic demand.
-Reward

Network state

+
\ Traffic demand /

Figure 2. The overall structure of DRL-based multipath routing.
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4.1. Multipath Routing Discovery

The objective of the multipath routing discovery subproblem is to identify the opti-
mal delay path and the suboptimal delay path. In MCNs, the propagation delay, which
depends on the number of path hops, represents a significant component of the end-to-end
delay. Consequently, multipath paths are primarily considered for the hop-optimal and
suboptimal paths within the network. The multipath routing discovery subproblem can be
expressed as follows:

P1: mindfn’l,Vt eT,me[l,M]Ie(l,L]
st dl,, <dj,, V1<I<y<L

m,ys

(10)

The minimum hop count path between any pair of nodes is initially determined. On
this basis, the NCC determines the suboptimal transmission path (i.e., the backup path) for
each flow in descending order of traffic. This is because centralized traffic is more likely
to cause bottleneck link congestion than decentralized tiny traffic. In the Wakler Delta
constellation NsNp/Np/F, as shown in Figure 3, the inclination is «, and the right ascension
of the ascending node (RAAN) difference of adjacent orbits is AQY = 27t/ Np. The phase
difference between neighboring satellites in the same orbit is A® = 27t/ Ng, while the phase
difference between neighboring satellites in adjacent orbits is Av = 27tF / NgNp, while 1
and u; are the argument of latitude (or phase angle) values of the source and destination
satellites, respectively. The argument of latitude is the angle between the ascending node
and the satellite and basically defines the position of the satellite in the orbit, where {(u1)
and ((uy) indicate the longitude difference of the source and destination satellite to the
corresponding ascending nodes, respectively. In the Walker Delta constellation, the end-to-
end hop count includes both transverse inter-plane hops Hj, and intra-plane hops Hy.

Figure 3. Track of sub-satellite point of megaconstellation networks.

4.1.1. Inter-Plane Hops Hj,

The number of inter-plane hops depends on the RAAN difference AY of the orbits
where the source and destination nodes are located. Given a source and destination satellite
pair (s,d), AYy is calculated as follows:

AYy = (Yz — Yl) mod 27T € [0,271'] (11)

where Y7 and Y; are the RAAN values of s and d, respectively. If the destination satellite is
to the west of the source satellite, then the RAAN difference is 271 — AYj. Since the RAAN
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difference between adjacent orbits is constant (i.e., AQ) = 271/ Np), the inter-plane hops in
the west and east directions can be expressed as follows:

H = <2”;QAY°> (12)
Hy = <AA’({)°> (13)

where (x) = sgn(x)|x + 1/2] denotes the integer closest to x, H,~ is the hop count between
the orbital planes to the west, and H,” is the eastward inter-plane hop count.

4.1.2. Intra-Plane Hops H,

The intra-plane hops depend on the phase angle difference Au of the satellite. Each
intra-plane hop increases the phase angle by A®, and each inter-plane hop results in a
phase angle increment of Af. Therefore, the phase angle of the destination satellite can be
expressed as follows:

Uy = uy + Af - Hy? + AD - Hy (14)
Al

where Hv/ is the eastward intra-plane hop count. In order to compute H,, it is necessary
to first eliminate the phase difference Af - H,” caused by Hj, from the phase difference
Au = up — uq, where u; and uy are the argument of latitude values of the source and
destination satellites, respectively. To distinguish between the phase difference due to
eastward and westward propagation, Au can be expressed separately as follows:

Aii = (up —up — Hy,” - Af) mod 27 (15)

A(Lj = (1,[2 —Uq + H;l_ . Af) mod 27t (16)

where Af is the phase angle change due to inter-plane hops. As illustrated in Figure 3,
the track of the sub-satellite point is divided into an ascending segment (from southwest
to northeast) and a descending segment (from northwest to southeast), allowing for the
propagation of data in both directions. Consequently, in this paper, the intra-plane hops in
the four directions are calculated, which can be expressed as follows:

Hy = g‘ (17)
HY = |59 (18)
Hy = ”T/;qfﬁ' (19)
o — '271‘@“" (20)

where Au and Aii denote the phase difference due to westward and eastward propagation

between adjacent orbits, respectively. Meanwhile, HU\, va , HU/ , and H}‘ denote the
phase difference due to hops in the orbit toward the northwest, northeast, southwest, and
southeast, respectively.
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The inter-plane hops Hj, and the intra-plane hops, H, were calculated earlier. Con-
sequently, the end-to-end minimum hop count in the inclined orbit constellation can be
expressed as follows:

Hj™ + Hy
Hf +HY
H," +Hf
H;” + Hy*

H = min (21)

On the basis of obtaining the shortest hop count path, multiple available paths are
generated. Taking the suboptimal path computation between node pairs (s,d) as an
example, firstly, the occupancy frequency F é,b of each link and the minimum hop count
path set sz,b are computed. Meanwhile, the link occupancy frequency threshold ¢, is
defined. The weight m:tz,b € [r1,r2] of link (a,b) is set if F;,b < &; otherwise, m,tz,b € [ra, 13,
where r; < rp < r3 are random numbers. In order to prevent the interconnection of
disparate paths, the NCC will eliminate the links in R;b from the network. Subsequently,
the NCC will identify the optimal feasible paths for (s,d) among the remaining links,
utilising the principle of the shortest end-to-end hop count. The aforementioned process
is repeated continuously until L possible paths between any two nodes in the network
have been identified. The specific process of MHMRD is illustrated in Algorithm 1. The
computational complexity of Algorithm 1is O(N log N).

Algorithm 1: Minimum hop count-based multipath route discovery (MHMRD).

Input: {(V,E,T,N)}, source-destination node pair P
Output: Candidate paths R

1 Initialization: R = @

2 fori=1: N do

3 Compute the minimum hop count path Rf via Equation (21);
4 Compute other available paths;
5 | for(s,d)inPdo
6 forl=1:L—1do
7 Compute the occupancy frequency F é,b of each ISL;
8 for (a,b) in Rt do
9 ‘ Fé,b — Fé,b +1;
10 end
11 for (a,b) in E! do
12 if F{ib < & then
13 | mb, € [rral;
14 end
15 if F} > ¢ then
16 | mb, € [rar3);
17 end
18 end
19 forein R, ; do
20 ‘ Remove the edge from E;
21 end
22 Compute the feasible paths R via minimum hop count path;
23 end
24 end
25 end
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4.2. Multipath Traffic Scheduling

Based on the completion of multipath path discovery, the second subproblem of
multipath routing for MCNs is multipath traffic scheduling, which can be expressed

as follows _
P2: maxU(f,d),VteT

L
1=1 !
fgtj < BW,VEJ' € Pin,l

s.t.

Since the traffic assignment decision in satellite networks depends on the current node
and surrounding node states in the network, independent of the historical state, the multi-
path traffic scheduling subproblem can be described as a Markov decision process (MDP).
The occurrence of failures in ISLs or nodes has the effect of impairing the functionality of
the satellite network, resulting in frequent alterations to the network topology. Given that
the GNN has a superior generalization capability for topologies of varying sizes, this paper
proposes the adoption of GNN-based multipath traffic scheduling (GMTS), as illustrated in
Figure 4. The DRL agent uses a proximal policy optimization (PPO) algorithm, which is an
actor-critic algorithm. At each stage of the MDP, the actor model selects a traffic scheduling
decision, and the critic model assigns a score to that decision based on the environmental
reward feedback. The process is repeated continuously, with the objective of optimizing
the flow scheduling task in order to maximize the cumulative reward.
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Figure 4. The framework of the proposed GNN-based multipath traffic scheduling (GMTS) algorithm.
4.2.1. State

By dividing the time into multiple time slots, the traffic demand matrix within each
time slot can be denoted as TR = [by, by, - - -, bp], where b; denotes the bandwidth between
the ith pair of nodes. According to Equation (5), the throughput of the jth link is f;.
Consequently, the residual bandwidth of the ith link, denoted by c;, can be expressed in
terms of the link bandwidth BW:

¢; = BW _fi/i S [1, L] (23)

Given that the maximum number of hops between pairs of nodes is Hpmay, the jth
path between the ith pair of nodes can be designated as p;; = {e1, €2, - -, en,,, }, and the
corresponding path matrix can be designated as Py = [p1,1,- - -, p1,L, - - -, Pm,]- Therefore,
the state vector at time slot t can be expressed as follows:

St = [Ct, TRt, Gt, Pt],St €S (24)

where S is the satellite network state space.
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4.2.2. Action

Based on the information in the state space, NCC splits the network traffic between
each node pair onto L candidate paths which are precomputed. Therefore, the action is
defined as a vector a; consisting of the proportion of traffic on the candidate paths, which
can be expressed as follows:

ar = [wig, @ @] (25)
where the proportion of flow on each path should satisfy Equation (2).

4.2.3. Reward

After executing action a; under the state s; at time ¢, the agent will gain feedback to
evaluate the effectiveness of the action. In multipath traffic scheduling, the reward is the
objective function of subproblem P2, which can be expressed as follows:

M L B B
ry = 2 Z u(fm,l/ dm,l) (26)

m=11=1

where f,, | is the average throughput on the /th path between the mth pair of nodes and
d,,, is the average delay on the /th path between the mth pair of nodes. The agent will seek
to complete the multipath traffic scheduling with a higher throughput and lower latency.
Since the decision making is divided into multiple phases, the cumulative reward R;, based

on a defined single momentary reward, can be expressed as follows:

Rt - Z pkrt+k+1 (27)
k=0

where p € [0,1] is the discount factor. Given that there are multiple possible actions in
each state, the average gain for each state and the average gain for each state action can be
expressed as follows:

I'u(s) = Eu(Gtlst = s) (28)

Yu(s,a) = Eu(Gtlsy = s,a; = a) (29)

Here, ¥, (s, a) is maximized when the agent of the DRL finds the optimal policy y*,
converting the process of updating ¥ (s, a) with the number of iterations to the Bellman
form; in other words, we have

You(s,a) = Ey[re + p¥u(sii1, 1) st = s,a = a] (30)

After the DRL converges to a stable level, the corresponding optimal action a,,+ can be
expressed as follows:
ay+ = argmax ¥, (s, a) (31)
a

4.3. Training Process of GMTS

The pseudo-code for the GMTS training process is shown in Algorithm 2 with the
computational complexity of O(L). The initialization of yi(s|0*) and Q( s, a|69) is first required,
where 0% and 69 are hyperparameters of the actor network and critical network, respectively.
During the training phase, the experience replay buffer is employed to store environmental
interaction data, including states, actions, and rewards. In order to prevent overfitting, the
generated samples (S, at, 1, 5141, X) are stored in the experience replay buffer at each decision
step. At this point, x € {0,1} is used to determine whether the training of the model is
complete in the current phase. The sample (s, a;,1;,5i11, x) Will be extracted at specified
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intervals in accordance with the playback buffer threshold Buax with the objective of training
the network. At this point, the target Q value can be expressed as follows:

yi=ri+p(l-x) [Q(Si+1,ﬂi+1|9Q)} (32)

Algorithm 2: Training process of the GNN-based multipath traffic scheduling
(GMTS).

Input: Bnax, critic network, actor network, and target network

Output: a-
1 fori=1:Ldo

2 Reset the initial state as s
3 fort=1:T do
4 Compute the action a;, reward r;, and new state s;.1
5 Store (s¢, at, 1t,Sp.41, x) in the replay buffer
6 Update state s; to s;1 while |B| < Bpax do
7 forj=1: Npdo
8 Calculate p; according to Equation (34)
9 Calculate w; according to Equation (36)
10 Calculate the target Q value y; according to Equation (32)
11 Update the probability of sampling transition according to
Equation (35)
12 end
13 end
14 Calculate the loss of the critic network and actor network according to
Equations (38) and (39)
15 Update the parameter of actor network and critic network based on the
gradient descending approach.
16 end
17 end

In the GMTS algorithm, the temporal difference error (TD error) is employed as a
means of gauging the significance of transitions. The TD error between the target Q value
and the current Q value can be expressed as follows:

5 =

vi = Qi l69) (33)
The corresponding proportional prioritization is
pi =i +1 (34)

where 7 denotes an extremely small amount and 7 is added so that the samples can be
sampled even when the TD error is zero. The stochastic sampling method is adopted, and
the probability of sampling transition i is

Pl) = & S (35)

where o« determines how much prioritization is used. When a« = 0, then the sampling
method is degraded to random sampling. The importance sample (IS) weights of

(si, @i, 73,8141, X) are /5

b min
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where B is used for biased and unbiased control. Given the learning rate 9<, the actor
network 69 can be updated in the following way:

92 « 69 + ﬂQaiVQQQ(s, a|9Q>

(37)

Therefore, the loss function of the critic network and actor network can be expressed

as follows:

4.4. Workflow of DMR

1 Bmax 2
— 5
Np ,; i

L, = —Q(s, a\GQ)
where Njp is the size of the replay buffer B.

(38)

(39)

The DRL-based multipath routing (DMR) proposed in this paper can be divided into
two phases, minimum hop count-based multipath path discovery (MHMRD) and GNN-
based multipath traffic scheduling (GMTS), as shown in Figure 5. In the first stage, the
network control center first plans multiple optimal paths between arbitrary node pairs
based on the minimum hop count principle according to the network topology. Specifically,
based on the periodicity and predictability of the satellite orbits, the network is divided
into multiple time slices according to time slot intervals, and the network topology remains
stable in each discrete time slice. Within each time slot, MHMRD calculates L minimum hop
count available paths for each service based on the priority order defined by the MHMRD
based on the end-to-end service volume. After completing the calculation for the current
timeslot, it moves to the next timeslot. In the second phase, the network control center
generates the split ratios for each service on different paths based on the model obtained
from GMTS training and sends them to the corresponding satellites at the appropriate time
before the start of each time slot.

On the one hand, this paper adopts priority experience replay to speed up the con-
vergence of the model by sampling the samples in the experience replay pool according
to a certain priority. On the other hand, due to the dynamic nature of satellite networks,
the network topology and traffic matrices are time-varying, and traditional DNNs cannot
effectively handle such changing inputs. Therefore, in this paper, we adopt GNN for
variable size graph structures and route configurations accordingly. Since GNNs have
better generalization capabilities for dynamic network structures at different scales, they
can be used to aggregate elementary features without specifying the input dimensions.
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Figure 5. DRL-based multipath routing for LEO megaconstellation networks.
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5. Performance Evaluation
5.1. Simulation Set-Up

In this paper, we implement routing computation and multipath traffic scheduling for
LEO megaconstellations in NS3 to analyze the performance of the proposed DMR algorithm.
In order to analyze the scalability of multipath routing on different constellations, this
paper conducts tests on two different-sized constellations. The first constellation was
the Iridium constellation [35] with 66 polar orbiting satellites, and the second was the
OneWeb constellation [36] with 648 satellites, which contains a total of 18 orbital planes
with 36 satellites evenly distributed on each orbital plane. The parameters of the two
constellations are shown in Table 1. In order to validate the performance of multipath
routing under different sizes of traffic demand, a traffic dataset was generated based on
the ground traffic density, where the number of source-destination node pairs was 50. The
proposed GMTS algorithm was implemented based on Python 3.9 and Pytorch 1.14, and
the corresponding parameters are shown in Table 2.

Table 1. Constellation parameters.

Constellation Np Nsg Ng € h E
Iridium 6 11 16 90° 780 km 20°
OneWeb 18 36 16 53° 550 km 20°

Table 2. Training parameters.

Parameter Value

Ng 24

Network parameter Lg 100
V pak 1KB

Ng 32

Bmax 100

Learning parameter o 0.6

B 0.5

0 0.8

The performance of the proposed minimum hop count multipath path discovery-
based (MHMRD) algorithm, which distributes end-to-end traffic in equal proportions
to precomputed multiple paths, was tested first. Based on this, the GMTS algorithm
was trained using inclined orbit constellation topology and traffic matrices [37], which
were deployed to the NCC after training and tested for key metrics such as the average
throughput, latency, and flow completion rate of the satellite network. The following
comparison algorithms were used in this paper:

e  Shortest path first algorithm (SPF): SPF employs the average transmission delay as a
link metric with the objective of minimizing the total delay.

*  Network coding-based multipath cooperative routing (NCMCR) [24]: NCMCR is
designed to address the routing challenges posed by a frequently changing topology
and potentially sparse and intermittent connectivity. The NCMCR algorithm takes
advantage of the predictability of the relative motion of the satellites, with the time-
varying topology modeled as a spatiotemporal map.

e Ant-based multipath backbone routing for load balancing (AMBRLB) [38]: In order
to overcome the issues of traffic overflow and overhead, an ant-based load balancing
multipath backbone routing algorithm in MANET was proposed. Upon the initiation
of transmission by a source node to a destination node, the ant colony optimization
(ACO) algorithm is employed to identify multiple paths with the highest probability
of success.
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®  Deep deterministic policy gradient traffic engineering (DDPG-TE) [39]: This method
employs the DDPG algorithm to dynamically allocate the traffic proportions of differ-
ent transmission paths. It should be noted that the model is not applicable to arbitrary
satellite constellations, as the dimensions of the state and action spaces are constrained
by the size of the input topology and traffic matrices.

5.2. Results and Analysis
5.2.1. Throughput

The average throughput of the MCN over the Iridium constellation and OneWeb
constellation are illustrated in Figure 6, with each data point representing the average value
of the throughput under five consecutive topological snapshots. It can be observed that, in
the context of multipath routing, as the input traffic volume increased, a greater proportion
of traffic was allocated to multiple paths for forwarding, based on different policies. This
resulted in an overall increase in the average network throughput. Nevertheless, the
increase in throughput gradually slowed down. The proposed DMR algorithm exhibited
a superior throughput at varying user sizes. DMR enhanced the average throughput by
30.26% and 8.45% in comparison with SPF and NCMCR, respectively, when the total service
volume reached its upper limit. Figure 6b illustrates the throughput of multipath routing
on the OneWeb constellation. It can be observed that DMR employed the same model as
that used for the Iridium constellation, while the other algorithms were retrained based
on the characteristics of the new network. It can be observed that the DMR algorithm
continued to demonstrate superior performance relative to the other benchmark algorithms
in the context of changes in the constellation topology and size, reflecting the enhanced
generalization ability of DMR. When the traffic intensity was 8 Gbps, DMR demonstrated
an improvement in the average throughput of 42.64% and 9.55% in comparison with SPF
and NCMCR, respectively.
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Figure 6. Average throughput on different constellations with various traffic intensity. (a) Average
throughput for Iridium. (b) Average throughput for OneWeb.

5.2.2. Average Flow Completion Ratio

Figure 7 illustrates the average flow completion ratio for varying traffic intensities on
the Iridium and OneWeb constellations. As the intensity of traffic increased, some nodes in
the network gradually became congested. This is evidenced by a decreasing trend in the
average flow completion ratios of all five routing schemes. At a traffic intensity of 8 Gbps,
the average flow completion ratio of the proposed DMR scheme was enhanced by 17.39%
and 11.52% on the Iridium and OneWeb constellations, respectively, in comparison with SPF.
Meanwhile, on the OneWeb constellation, the average stream completion rate of the DMR
algorithm improved by 1.98%, 2.58%, and 6.49% compared with NCMCR, AMBRLB, and
DDPG-TE, respectively. Consequently, it can be seen that the average flow completion ratio
on the larger OneWeb constellation was consistently higher than that on the smaller Iridium
constellation, even under varying traffic intensities. This demonstrates the advantage of
large-scale constellations in handling high loads. It can therefore be concluded that the
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proposed DMR scheme demonstrates superior generalization ability across different scale
constellations, with a higher flow completion ratio than the baseline scheme.
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Figure 7. Average flow completion ratio of different constellations with various traffic intensity.
(a) Average flow completion ratio for Iridium constellation. (b) Average flow completion ratio for
OneWeb constellation.

5.2.3. Average End-to-End Delay

Figure 8 illustrates the average end-to-end delay as a function of the traffic intensity on
the Iridium and OneWeb constellations. As the network load increased, the queuing delay
also rose, with more flows transmitted along the candidate paths with higher hop counts.
Consequently, the average end-to-end delay gradually increased for all of the compared
schemes. In the Iridium constellation, SPF achieved the lowest end-to-end delay when
the network load was low. This is due to the fact that the scheme always transmits the
packets along the shortest path when all the links in the network are in a normal state. As
the network load increased, when the total service volume reaches the upper bound, SPF is
unable to dynamically change the path to avoid congested paths caused by the increased
load. Consequently, on the Iridium constellation, the DMR scheme reduced the average
end-to-end delay by 3.67%, 1.78%, 1.86%, and 0.86% compared with SPF, NCMCR, DDPG-
TE, and AMBRLB, respectively. Upon extending multipath routing to larger OneWeb
constellations, the delay for DMR approached that of NCMCR, AMBRLB, and DDPG-TE
when the traffic intensity reached its upper limit. This is due to the fact that both the DMR
scheme and the DDPG-TE scheme take into account the dynamic distribution of traffic
across different paths. In general, the mean end-to-end delay of DMR at a high load was
situated between those of SPF and DDPG-TE. The primary objective of multipath routing
is to enhance the network’s throughput and resilience when the topology is disrupted. In
small-scale constellations, multipath routing offers additional routing options which can be
employed to circumvent congested nodes in a timely manner, thereby reducing the delay.
However, in large-scale constellations, there are always sufficient alternative routes, and
the improvement in end-to-end delay metrics is not substantial.

The experimental results demonstrate that the SPF scheme with the shortest path
exhibited a lower average delay in low-load scenarios. However, SPF exhibited the lowest
average throughput and average flow completion ratio, and the performance of SPF
deteriorated rapidly under high-load conditions. In contrast, the proposed DMR scheme
exhibited a better average throughput and flow completion ratio under different loads,
and it exhibited a better generalization ability over constellations of different sizes and
topologies without repeated training.
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Figure 8. Average end-to-end delay for different constellations with various traffic intensities. (a) Aver-
age end-to-end delay for Iridium constellation. (b) Average end-to-end delay for OneWeb constellation.

6. Conclusions

This paper proposed a deep reinforcement learning (DRL)-based multipath routing
(DMR) solution for satellite networks. The objective was to address the multipath routing
transmission problem in LEO megaconstellation networks. The proposed DMR approach
split multipath routing into two subproblems: multipath route selection and multipath
traffic scheduling. In the context of the multipath path selection subproblem, this paper
proposed a centralized routing scheme, MHMRD, which generates a set of available paths
for end-to-end nodes. This is achieved by collecting node state information based on
the current end-to-end minimum hop count and link utilization. In the multipath traffic
scheduling subproblem, GNN-based multipath traffic scheduling (GMTS) is proposed.
Each routing node is controlled by a DQN agent, and the GNN is used to address the issue of
topologically varying satellite network topologies. The optimal multipath traffic scheduling
model was obtained through iterative training. The proposed DMR scheme was finally
validated on two different sizes of megaconstellations in the NS3 simulation environment.
The simulation results demonstrate that the proposed DMR scheme exhibited superior
performance in terms of the average network throughput and average flow completion ratio
compared with the baseline scheme. Furthermore, the DMR scheme effectively addressed
satellite network routing under load balancing while maintaining minimal increases in
delay costs. Furthermore, the DMR scheme devised in this paper exhibited favorable
scalability and adaptability in the context of evolving constellation topologies. It is also
capable of being extended to satellite networks with changing topologies without the
necessity for additional training.

It should be noted that as the size of the constellation continues to expand, the compu-
tational requirements of DQN-based online routing also rise. In the future, we intend to
explore the potential of adopting solutions such as multi-controller deployment to enhance
the responsiveness of the network and further validate its efficacy in real-world scenarios.
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Abbreviations

The following abbreviations are used in this manuscript:

DRL Deep reinforcement learning

DMR DRL-based multipath routing

MHMRD  Minimum hop count-based multipath routing discovery algorithm
GNN Graph neural network

GMTS GNN-based multipath traffic scheduling
MCN Megaconstellation network

SAGIN Space-air-ground integrated network
ISLs Inter-satellite links

SDN Software-defined network

RAAN Right ascension of ascending node

NCC Network control center

LEO Low Earth orbit

DON Deep Q network
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Abstract: Self-organizing networks of small satellites have gradually gained attention in recent
years. However, self-organizing networks of small satellites have high topological change frequency,
large transmission delay, and complex communication environments, which require appropriate
networking and routing methods. Therefore, this paper, considering the characteristics of satellite
networks, proposes the shortest queue length-cluster-based routing protocol (SQL-CBRP) and has
built a satellite self-organizing network simulation platform based on OMNeT++. In this platform,
functions such as the initial establishment of satellite self-organizing networks and cluster mainte-
nance have been implemented. The platform was used to verify the latency and packet loss rate of
SQL-CBRP and to compare it with Dijkstra and Greedy Perimeter Stateless Routing (GPSR). The
results show that under high load conditions, the delay of SQL-CBRP is reduced by up to 4.1%, and
the packet loss rate is reduced by up to 7.1% compared to GPSR. When the communication load is
imbalanced among clusters, the delay of SQL-CBRP is reduced by up to 12.7%, and the packet loss
rate is reduced by up to 16.7% compared to GPSR. Therefore, SQL-CBRP performs better in networks
with high loads and imbalance loads.

Keywords: satellite self-organizing; routing algorithm; OMNeT++

1. Introduction

With the popularization and development of the Internet, the Internet of Things, and
mobile terminals, people’s demand for accessing the network anytime and anywhere is
becoming increasingly urgent. Satellite networks, due to their wide coverage, large commu-
nication capacity, and reliable and secure characteristics, play an increasingly important role
in communication and have attracted extensive attention from academia and industry [1].
Traditional “all-in-one” satellites are expensive to build, and their launch technology is com-
plex, making them unsuitable for mass production and launch. Compared to “all-in-one”
satellites, small satellites have the advantages of low cost, simple launch and use, and high
flexibility [2]. However, one small satellite has a weaker performance in power and comput-
ing capabilities. To address this issue, the concept of wireless self-organizing networking
can be combined with satellite communication to form a satellite self-organizing network
by combining multiple small satellites. In this model, when a task arrives, satellites within
a certain area can construct a network and complete the task together like a large “virtual
satellite”. In this way, multiple small satellites can integrate resources, improving overall
communication and computing capabilities to complete tasks successfully [3].

Currently, satellite self-organizing networks can be categorized into three types based
on the spatial distribution of satellites: self-organized single constellation, self-organized
satellite formation, and self-organized hybrid mega-constellation [4,5].

Self-organized single constellations are formed by temporarily integrating satellites
within one constellation according to the scale of the mission and the coverage area required,

Electronics 2024, 13, 3963. https:/ /doi.org/10.3390/ electronics13193963 77 https://www.mdpi.com/journal/electronics



Electronics 2024, 13, 3963

to jointly complete tasks through self-organized networking. In this scenario, satellites are
isomorphic, with the same functionality and payload.

Self-organized satellite formation integrates satellites within a formation to create a
network. There are two types of satellites in a satellite formation based on the function
and payload: the leader satellite and the follower satellite. The follower satellites move
around the leader satellite and have inter-satellite links with the leader satellite [6]. The
leader satellite has stronger computing and communication capability and a more complete
protocol stack, hence it often serves as the control node and network node for the formation.
Data generated by the follower satellites are all forwarded through the leader satellite.

Self-organized hybrid mega-constellations are constructed by satellites with different
functions distributed at different orbital altitudes. Similar to a single constellation self-
organizing network, this type of network selects multiple satellites to form a self-organizing
network to jointly complete tasks based on mission requirements. Due to the dense
distribution of satellites in a heterogeneous mega-constellation and their placement at
various altitudes, a single satellite may establish more than just four inter-satellite links.
For example, Yan et al. proposed the Grid+ type inter-satellite link connection strategy,
which allows a satellite to establish more than four inter-satellite links [7].

Despite the advantage small satellites have, the frequent topological changes, high
transmission delays, and complex communication environment in networks of small
satellites pose challenges to satellite self-organizing networks, making the routing schemes
applied in traditional terrestrial networks no longer suitable for satellite self-organizing
networks. In detail, The high-speed movement of satellites leads to frequent link switching
and topology updates. If the routing strategies of terrestrial networks are applied to satellite
self-organizing network directly, it would result in significant signaling overhead when
re-building a routing table, occupying limited communication resources and affecting
the performance of the network, especially in large-scale networks [5]. The frequent
topology changes also lead to a high packet loss rate because of the outdated routing
table. Additionally, the complex and harsh space environment, including multipath fading,
the ionosphere, atmosphere, and solar activity, also severely impact inter-satellite links,
potentially leading to the destruction of the links and even the nodes themselves [8].
Additionally, owing to the long-distance transmission between satellites, the delay of
transmission between satellites is high [9].

Therefore, this paper proposes a shortest queue length-cluster-based routing protocol
(SQL-CBRP) for the satellite self-organizing network scenario. This algorithm is based
on a cluster-based network structure, dividing routing into inter-cluster and intra-cluster
routing. Intra-cluster routing is forwarded by the cluster head, while inter-cluster routing
selects the node with the shortest queue length among neighboring cluster heads as the next
hop. This effectively avoids packet loss due to queue overflow (i.e., a new packet arrives
when the queue is full) and reduces queuing delay. Furthermore, to prevent network
collapse caused by the destruction of the cluster head, a sub-head is established. When the
cluster head is destroyed, the sub-head can take over the original cluster head’s role in data
forwarding and cluster management. Additionally, this paper has constructed a satellite
self-organizing network simulation platform based on OMNeT++ and has validated the
performances of SQL-CBRP on this platform, comparing it with Dijkstra’s algorithm and
the GPSR (Greedy Perimeter Stateless Routing) algorithm.

The main works of this paper are as follows:

1. A novel routing strategy for satellite self-organizing network, shortest queue length-
cluster-based routing protocol is proposed, which considers nodes” queue length
when making routing decisions;

2. A satellite self-organizing network simulation platform is built based on OMNeT++.
In this platform, some functions are designed and implemented, including initial
network forming, cluster maintenance, data generation and routing, etc.;

3.  The delay and packet loss performance of the proposed algorithm are tested and
compared with GPSR and Dijkstra.
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2. Related Works

The routing technologies currently applied to wireless self-organizing networks can
generally be divided into three types: topology-based routing algorithms, location-based
routing algorithms, and cluster-based routing algorithms. These three types of algorithms
and their typical algorithms are shown in Table 1.

2.1. Topology-Based Routing Algorithms

Topology-based routing algorithms make decisions based on the network’s topological
structure (such as the number of hops, connectivity). This type of routing strategy is
divided into proactive and reactive approaches. Proactive routing algorithms require nodes
to maintain a global routing table locally and generate path selection schemes based on this
routing table, such as optimized link state routing (OLSR) and its improved algorithms [10].
Reactive routing algorithms, on the other hand, calculate routes on demand based on
real-time node communication requests, such as ad hoc on-demand distance vector routing
(AODV), and its improved algorithms [11]. Yang tested the performances of AODV and
OLSR in wireless self-organizing networks. The results showed that the maximum latency
of AODV is about 4 s, and the packet delivery ratio is approximate 85%; the maximum
latency of OLSR is nearly 2 s, and the packet delivery ratio fluctuates between 20% and
80% [12].

Table 1. Three types of self-organizing routing algorithms.

Self-Organizing Routing Algorithm Characteristics Delay Packet Delivery Rate
Route calculation is based on
: . . the network’s topological OLSR: up to 2 s [12] OLSR: 20-80% [12]
Topology-based routing algorithm structure and is divided into AODV: up to 45 [12] AODV: about 85% [12]

active and passive methods.

Routing is calculated based on
Location-based routing algorithm the geographical location of
the nodes.

GPSR and its improved GPSR and its improved
algorithm: up to 0.45s [13]  algorithm: up to 95% [13]

Divide the network into layers
Cluster-based routing algorithm and categorize routing into CBRP: up to 2.2 s [14] CRBP: higher than 90% [14]
inter-cluster and intra-cluster.

2.2. Location-Based Routing Algorithm

The basic idea of location-based routing algorithms is to make routing decisions based
on the geographical location information of nodes. Greedy Perimeter Stateless Routing
(GPSR) is a typical location-based routing algorithm. In networks using GPSR, nodes do
not need to maintain the topological information of the network. Instead, they only need to
maintain the location information of neighboring nodes and the destination node to select
the neighbor closest to the destination node as the next hop. Dong improved GPSR based
on Double Deep Q-Network (D-DQN) and tested the performance of the new algorithm
and GPSR in mobile self-organizing networks. The results show that the delay of GPSR
and its improved routing algorithm is up to 0.45 s, and the packet delivery rate can reach
95% at maximum [13].

2.3. Cluster-Based Routing Algorithm

The cluster-based routing algorithm divides routing into intra-cluster routing and
inter-cluster routing. Members within a cluster only maintain routing information within
their cluster, while inter-cluster routing is decided by the cluster head or gateway through
on-demand routing. In large-scale networks, this type of algorithm can effectively reduce
the number of nodes involved in routing calculations and shrink the size of the routing
table, thereby reducing storage overhead. Therefore, in large-scale networks, it has better
performance than other algorithms [14]. For example, Cluster-Based Routing Protocol

79



Electronics 2024, 13, 3963

(CBRP) confines flooding to cluster heads and gateway nodes, thereby reducing the over-
head compared to flooding across all nodes in the entire network [15]. Zhang proposed
the Cluster-Based On-demand Multi-path Routing Protocol (COMRP) which searches for
multiple paths that meet QoS requirements through the cluster structure. The results
showed that the delay of COMRP is lower than 1.5 s, while the delay of CBRP is up to
2.2 s [14]. Xu et al. proposed Efficient Clustering V2V Routing Based on PSO (Particle
Swarm Optimization) in VANETs (Vehicular Ad Hoc Networks), whose packet delivery
rate is higher than 90% in VANET: [16].

Although the above algorithms have solved the end-to-end routing problem in self-
organizing networks through various methods, they do not consider the overhead of the
nodes, which may lead to high queuing delay and high loss rate of packet. Therefore, this
paper proposes a new routing algorithm, the shortest queue length-cluster-based routing
protocol (SQL-CBRP), which calculates routes based on the queue length of neighbor nodes.

3. Shortest Queue Length-Cluster-Based Routing Protocol

In the traditional satellite scenario, one satellite can establish up to four inter-satellite
links. But some researchers have proposed encountering inter-satellite links (eISLs), al-
lowing satellites to communicate without predetermined inter-satellite links when they
are visible to each other [17]. In this way, one satellite can establish more than four ISLs.
Based on the concept of eISLs, the scenario considered in this article is as shown in Figure 1.
The satellite nodes are divided into multiple cluster structures, with members within a
cluster directly connected to the cluster head. The cluster heads are interconnected to form
a satellite self-organizing network. Users connect to the satellite and communicate via the
satellite network.

]
/ satellite cluster
Inter-satellite link

Link between ground and
satellite

Intra-cluster routing

Inter-cluster routing

Figure 1. Satellite self-organizing network scenario.

Based on this scenario, a new routing algorithm called Shortest Queue Length-Cluster-
Based Routing Protocol (SQL-CBRP) is proposed. In this algorithm, different nodes perform
different functions. The specific functions are as follows:

e  Cluster head: The cluster heads are generally located at the center of the cluster and
are responsible for managing the cluster structure, maintaining network topology
information, routing computation, and forwarding data packets;

e  Cluster member: The cluster members orbit around the cluster head, directly con-
nected to the cluster head. When a node has data to forward, it sends the data to the
cluster head;

e  Ground control node: The ground control node can communicate with all satellites
in the network. When receiving a request to join the network from a satellite node,
the ground control node assigns it to the nearest cluster head or creates a new cluster
head, and allocates time slots for it;
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e  User: Users on the ground send data to a certain satellite. The data can be forwarded
to the destination through the satellite network, and finally arrive at another user.

3.1. Initial Cluster Creation Process

This paper designs a satellite self-organizing network clustering process based on
the high-rate wireless self-organizing network clustering method from reference [18]. A
ground control node is introduced, and satellites send network access requests and their
information (mainly position information) to the ground node. The ground node completes
the division of cluster structures and the assignment of cluster heads and then sends the
cluster affiliation information of each node back respectively.

The details of the clustering process executed by the ground control node are as follows:

1. The ground control node receives a network access request from a node;

2. The ground node determines whether there is a cluster head that is close enough to
the node. If there is, the node is assigned to the nearest cluster head; if not, the node
becomes a new cluster head;

3. After the assignment is completed, the ground node updates the local cluster structure
information and ends the node’s cluster allocation process.

3.2. Topology Information Maintenance Mechanism

Despite the routing decision process mainly happening in cluster heads, the source
node also needs to know the cluster where the destination node is located to establish
a path from the source node’s cluster to the destination node’s cluster. Therefore, each
cluster head needs to maintain the global cluster structure information of the network.
However, due to the mobility of the satellite self-organizing network, the cluster structure
may change over time. Therefore, it is necessary for the cluster heads to periodically
flood their connection table which contains the topology information of the cluster such as
members and neighbors. The period is consistent with the cluster maintenance cycle.

The details of the topology information maintenance mechanism are as follows:

1. After the periodic cluster maintenance is completed, if the local cluster structure
has been changed, the cluster head updates the connection table and sends it to
neighboring cluster heads;

2. After receiving the broadcast connection table, the neighboring cluster head first
checks if it is a new connection table. If it is, create a new connection table locally and
update the local connection table list. If not, proceed to the next step;

3. Determine whether the connection table is the latest table of the corresponding cluster.
If it is, update the local connection table list. Otherwise, discard this table;

4. Repeat the above three steps in a cycle until the connection table floods over the
entire network.

3.3. Specific Routing Process of SQL-CBRP

As mentioned before, satellite self-organizing network routing faces issues such as
high dynamics, high latency, and high signaling overhead. Therefore, SQL-CBRP adopts the
concept of cluster-based routing, dividing the network into multiple cluster structures and
separating routing into inter-cluster and intra-cluster routing. This approach can reduce
the signaling overhead for network management and to some extent mitigate the impact of
topology changes on routing, thereby reducing packet loss. Additionally, unlike traditional
cluster-based routing protocols, SQL-CBRP does not use on-demand routing to establish
paths passively. This is because in satellite networks with frequent topology changes,
on-demand routing could lead to the frequent transmission of route discovery packets,
which not only result in significant signaling overhead but also introduce latency in the
process of searching for the routes. Accordingly, SOL-CBRP adopts a greedy algorithm to
select the neighbor node with the shortest queue as the next hop, which not only eliminates
the need for frequent route discovery flooding but also reduces queuing delay and packet
loss due to queue overflow.
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The specific routing decision process of SQL-CBRP is as follows: Every time a cluster
head node u forwards a data packet, the next hop cluster head node v sends a message
back to node u, informing it of its current queue length. When node u needs to forward
data the next time, it compares the queue lengths sent back by all neighbor nodes last time
according to the locally maintained neighbor queue length table and selects the neighbor
with the shortest queue length to forward, as shown in Algorithm 1. The process of this
algorithm is as follows:

1.  When a cluster head node CH has a data packet to forward, it determines whether
the destination node is within its cluster. If it is, the packet is sent directly to the
destination node. If not, it consults the connection table;

2. If the local connection table indicates that there is a neighbor node closer to the
destination node, then proceed to the next step. Otherwise, it is determined that the
routing has failed;

3. Among the neighbor nodes closer to the destination node, compare their queue
lengths and select the node with the shortest queue length as the next hop.

Algorithm 1 Routing Algorithm Based on Shortest Queue Length

Input: destination node Dest, neighbor cluster heads’set N

Output: Nexthop;

Calculate the distance between this node and the destination node DistanceLocal

if Dest is in this cluster then

Nexthop <- Dest

else

Calculate distance between neighbor n and destination node

end for

if there are neighbors closer to destination than this node then

1:
2:
3:
4:
5: for each neighbor n €N do
6:
7
8:
9:

Nexthop <- id of the neighbor with shortest queue length

10: else

11: Nexthop <- —1
12: end if

13:  endif

14:  return Nexthop

After the next hop node receives the data packet, it sends back its current queue
length to node CH, and based on this, CH updates the queue length table of its neighbors.
The updates of local queue length information are frequent as the cluster heads forward
packets continuously, so a cluster head can determine next hop based on the queue length
information updated recently, which can lead to a relevant reliable routing decision.

Although the information of nodes” queue lengths adds overhead, it does not need to
be flooded over the entire network. Its transmission is limited between cluster heads, and
it only needs to be sent to the last hop cluster head instead of being broadcasted. Therefore,
the increased overhead is not severe. Compared to routing protocols that require global
flooding of signaling, this algorithm actually reduces the overall network overhead.

4. Satellite Self-Organizing Network Simulation Platform Based on OMNeT++

In this part, a satellite self-organizing network simulation platform based on OM-
NeT++ is built to evaluate the performance of the satellite routing algorithm. OMNeT++ is
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an open-source, component-based discrete event simulation tool widely used for network
simulation. It has the following features:

1. Component-based simulation models: OMNeT++ models are based on components,
which means that models can be constructed from multiple modular components,
facilitating the building and expansion of models.

2. Flexible simulation process design: OMNeT++ allows users to freely design the
simulation process, including the implementation of network protocols and the trans-
mission of packets. Therefore, users can design the network structure and node
behavior according to the specific conditions of their research network scenarios.

3. Graphical User Interface (GUI): OMNeT++ provides a GUI that enables users to
visually observe the simulation process. By observing, users can confirm whether the
designed and implemented functions operate correctly, thus verifying and modifying
the design process.

Given these advantages of OMNeT++, this paper utilizes it to build a satellite self-
organizing network simulation platform. In this platform, initial network formation
clustering, periodic cluster maintenance, data generation and routing, and other functions
are designed and implemented for the satellite self-organizing network. In the following
sections, the simulation platform is introduced from three domains: network domain,
module domain, and function domain.

4.1. Network Domain

In OMNeT++, the distribution of the network is set in the *.ned and *.ini files, where
the number, mobility, and distribution of nodes can be set. In this paper, the distribution
of satellite nodes in the network simulates a leader—follower satellite formation flying
scenario, with one leader node and four follower nodes in a formation. The follower nodes
follow the leader node in orbiting flight, as shown in Figure 2. A total of 20 formations
are set up, with a total of 80 satellites. The distance between the master and slave nodes is
100 km, and the distance between the master nodes is between 600 km and 700 km [19].
During the simulation process, the topology between the master satellites remains relatively
stable.

SatHost4 SatHostd SatHost14 SatHost19

o g

SatHost3 SatHost SatHost1 SatHostBatHost5SatHost6 SatHost13 SatHost10 SatHost11 SatHost18 SatHost15 SatHost16

SatHostZ SatHost? SatHost12 SatHost17

SatHost24 SatHost20 SatHost34 SatHost39
SatHost23 SatHost21 SatHost25 SatHost31 SatHost38 SatHost35 SatHost36
SatHost22 SatHost27 SatHost32 SatHost37

SatHost44 SatHost49 SatHost34 SatHost39
SatHostd3 SatHostd0 SatHostd1  SatHostdB SatHostd5 SatHostds SatHost53 SatHost50 SatHost51 SatHost58 SatHost55 SatHost56

SatHost42 SatHost47 SatHost52 SatHost57

SatHost64 SatHost69 SatHost74 SatHost79

J 0
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SatHost62 SatHost67 SatHost72 SatHost77

Figure 2. Node distribution in simulation.
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4.2. Module Domain

In OMNeT++, a module is a functional entity that can be programmed to perform cer-
tain functions. Modules can communicate through artificially defined interfaces. Addition-
ally, modules can be nested to form a hierarchical structure. In the satellite self-organizing
network system implemented in OMNeT++, the module structure of the ground nodes and
satellite nodes is consistent, both inheriting from the NodeBase module of the INET Frame-
work. Based on the NodeBase module, network layer modules and Mac layer modules
are added, as shown in Figure 3. The downward interface of the network layer module
and the upward interface of the Mac layer module are bidirectionally connected, and the
downward interface of the Mac is bidirectionally connected with the external interface of
the node module. Although the structures of the two types of nodes are consistent, the
functional design of their network layers and Mac layers is not the same, as shown in
Figure 4.
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Figure 3. Structure of satellite and ground node.
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Figure 4. Functions of network layer and Mac layer of satellite and ground node.

The functions of satellite nodes’ network layer module include cluster maintenance,
data generation, and routing. The Mac layer module of the satellite nodes is responsible
for sending messages passed down from the network layer to other nodes, which includes
end-to-end transmission and broadcasting functions.
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The network layer module of the ground nodes is responsible for cluster allocation
to each node when the network is initially established, and the Mac layer module is
responsible for allocating time slots for each node.

The specific function is illustrated in the following part.

4.3. Function Domain

The function domain mainly has four parts: initial network formation, cluster mainte-
nance, time slots allocation, and data generation and forwarding.

4.3.1. Initial Network Formation

Based on the high-speed wireless self-organizing network clustering method from
reference [18], this paper implements a satellite self-organizing network clustering process,
which introduces a ground control node for clustering. Satellites send network access
requests and their information (mainly location information) to the ground node, which
completes the division of the cluster structure and the allocation of cluster heads and then
sends back the cluster allocation information for each node separately. The initial network
formation process is deployed at the network layer module of the ground node.

The specific network formation process is as follows:

1. The joining satellite node sends a network access request message to the ground node;

2. Based on the location information of the joining node and current network cluster
structure, the ground node performs an initial cluster allocation for the new joining
node. After the allocation is completed, the ground node sends a message to the
joining node carrying the assigned node ID, cluster information, whether it is a cluster
head, time slots, and other information;

3. The joining node takes corresponding actions based on its assigned status. If it is
assigned as a member node, it sends a message to the cluster head node, informing
its own ID information and time slot. If it is assigned as a cluster head, it broadcasts
a “hello” message to its neighbors to announce its presence, while also listening for
messages from neighboring cluster heads and new joining member nodes in its cluster
to establish a local connection table.

4.3.2. Cluster Maintenance

After the initial cluster structure is established, due to the movement of the satellites,
the relative positions of the nodes may change. These changes can affect the structure of
the clusters, which may lead to network instability. Therefore, it is necessary to establish a
cluster maintenance mechanism to maintain the relative stability of the clusters.

The content of cluster maintenance mainly involves monitoring and responding to
the behavior of nodes, such as leaving clusters, joining clusters, and damage. The satellite
nodes in the network are divided into three types: cluster head nodes, member nodes, and
isolated nodes. Different nodes perform different cluster maintenance methods to work
together to complete the cluster maintenance. This process is deployed at network layer
modules of satellite nodes.

The specific cluster maintenance operations performed by nodes of different types are
as follows:

1. Cluster head node. The cluster head node maintenance process is shown in Figure 5a.
The cluster maintenance of the cluster head is periodically triggered. By using the
“ScheduleAt()” method in OMNeT++, the network layer module of the cluster head
can send a message object to itself after a certain period. This method can be used to
set a timer to periodically trigger cluster maintenance. After the cluster head triggers
the cluster maintenance operation, it first broadcasts an “isConnected” message to the
member nodes to confirm whether the member nodes are still within their connection
range. If any node has left the cluster, the cluster head updates the local connection
table and floods this new connection table. Meanwhile, the member with the highest
connection degree (i.e., it has the most neighbors in the cluster) is elected as the
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sub-head, and a message is sent to this member to notify it of becoming the sub-head.
When the cluster head is damaged due to certain circumstances, the sub-head can
become the new cluster head to manage other member nodes. This can effectively
avoid the direct demise of the cluster after the cluster head is damaged, thereby
reducing the frequency of cluster structure changes and enhancing the stability of
the network;

Member nodes. The cluster maintenance process of member nodes is shown in
Figure 5b. A timer is also set within the member nodes. If a member node receives
an “isConnected” message from the cluster head before the timer is up, it resets the
timer and sends its own position information and node ID in a “Reply” message to
the cluster head for updating the local connection table and for the next sub-head
election. If the timer is up and the member node still has not received a message from
the cluster head, it is considered that the node has left the communication range of the
cluster head due to its movement. Therefore, the node changes its status to “isolate”
and switches to performing the cluster maintenance methods of an isolated node;
Isolate nodes. The process for isolated nodes to join a cluster is shown in Figure 5c.
An isolated node listens for broadcast messages from cluster heads. If it receives a
broadcast message from a cluster head, it sends a network access request to the cluster
head. Then, a timer starts counting. If the node receives a confirmation message from
the cluster head before the timer is up, the node changes its state to “member”. If
the timer is up and the node still has not received a confirmation message from the
cluster head, it continues to listen for cluster head broadcasts.
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Figure 5. Cluster maintenance process of different nodes. (a) Cluster maintenance process of cluster
head. (b) Cluster maintenance process of member. (c¢) Cluster maintenance process of isolate node.

86



Electronics 2024, 13, 3963

4.3.3. Time Slot Allocation

In order to avoid congestion and packet loss caused by multiple nodes sending
messages simultaneously during message transmission, it is necessary to allocate a time
slot to each node. Nodes send messages within their allocated time slots to prevent sending
messages simultaneously. Since the network has a layered structure and different clusters
are relatively independent, time slots can be independently allocated within each cluster to
achieve the reuse of time slot resources and improve resource utilization. In the scenario
considered in this paper, the number of nodes in a cluster is limited to under 9, so 1 s can
be divided into ten time slots, each 100 ms, and they can be allocated to the member nodes
within the cluster. Time slot allocation can be divided into time slot allocation for nodes
initially joining the network and time slot allocation for isolated nodes joining the network.

The specific process of time slot allocation for initial network access is as follows:

1. When the ground node receives the satellite node’s network access request, after as-
signing the cluster affiliation in the network layer, the Mac layer allocates an idle time
slot to the node and sends the time slot information to the node through a message;

2. After the node receives the message containing the time slot information, it informs
the cluster head of its time slot information through a message;

3. The cluster head updates the utilization of time slot resources in the cluster.

The time slot allocation process for isolated nodes joining the network is as follows:

1. Theisolated node sends a network access request to the cluster head;

2. After receiving the access request, the cluster head checks if there are any remaining
idle time slots in the cluster. If there are idle time slots, proceed to the next step;

3. The cluster head allocates an idle time slot to the new joining node and notifies the
node through a message.

The time slot allocation process is deployed at the Mac layer modules of satellite nodes
and the ground node. Additionally, the Mac layer modules of the satellite nodes also have
the function of managing time slots, where the cluster heads manage the time slots of the
members within the cluster, and the member nodes send data based on their time slots.

4.3.4. Data Generation and Forwarding

Each member node has a certain probability of generating a data packet every second.
The node sends this data packet to the cluster head within its time slot. If the cluster head’s
queue is full when it receives the data packet, the packet is discarded. If the data queue
is not full when receiving a data packet, the data are added to the queue for processing.
Once all the data packets ahead in the queue have been forwarded, the cluster head parses
the destination node of the data packet, calls the routing algorithm function to calculate
the next hop, and forwards it. In the previous text, the specific process of the SQL-CBRP
algorithm has been introduced. To implement this algorithm on the OMNeT++ platform,
nodes need to be able to obtain the location information of other nodes. Since the nodes
inherit from the INET Framework’s NodeBase module, which includes a mobility module,
the location information of each node can be obtained from it. In addition, the algorithm
requires maintaining a neighbor table locally at each node. Therefore, in this platform,
a neighbor class that includes the neighbor’s ID and its queue length is created, and a
neighbor list composed of neighbor objects is created in the network layer module of each
satellite node. Each time a neighbor sends back the queue length information, the queue
length of the corresponding neighbor object is updated for routing decisions. When a
cluster head receives a data packet forwarded from another cluster head, it executes the
same queuing and forwarding process, until the packet arrives at its destination node.

The packet queue and routing calculation functions are deployed at network layer
modules, and forwarding is implemented by Mac layer modules.
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5. Simulation Analysis

The simulation of this paper is based on the satellite self-organizing network platform
introduced before, mainly focusing on the performance of packet delay and packet loss rate
when making routing decisions through SQL-CBRP, and comparing it with the Dijkstra
algorithm based on the minimum number of hops and the GPSR algorithm based on the
shortest distance.

5.1. Simulation Parameters

The simulation parameters are shown in Table 2. The bandwidth setting for satellite
nodes is adapted from the reference [20]. This paper uses 15 Mbps as the message service
transmission rate. According to ZTE’s white paper ‘5G Video Uplink Transmission Applica-
tions and Challenges” published in 2021, the transmission rate for high-definition video is
generally between 8 and 15 Mbps. This paper uses 8 Mbps as the video service transmission
rate. In [21], it is mentioned that the satellite data uplink rate in emergency scenarios is
13.8 Mbps. In this paper, 15 Mbps is adopted as the transmission rate for message services.
Additionally, since the standard rate used for telephony voice communication in G.711
is 64 kbps [22], this paper also uses 64 kbps for the voice service transmission rate. Since
all data must be forwarded by the cluster heads, the cluster heads are prone to be over-
whelmed. To avoid a queue overflow at the cluster head, the number of member nodes in
a cluster should not be too large. Therefore, without loss of generality, in this paper the
maximum number of cluster member nodes is set to 4.

Table 2. Simulation parameters.

Parameter Name Parameter Value
Number of satellite nodes 80
Distance between leaders 600-700 km

Distance between leader and follower 100 km

Nodes’ speed 7.6km/s
Nodes’ longest queue length 9
Rate of packet generation 1 packet/s

Bandwidth of cluster head 30 Mbps [20]

Simulation duration 1500 s
Message service’s data rate 15 Mbps [21]
Voice service’s data rate 64 kbps [22]

Video service’s data rate 8 Mbps

5.2. Simulation Results
5.2.1. Performance of Different Types of Packets

The packet loss rates for the three types of services are shown in Figure 6a. It can be
observed that the packet loss rate of the Dijkstra algorithm is significantly higher than the
other two algorithms. For different services, the algorithm proposed in this paper performs
better than the traditional GPSR in terms of packet loss rate. Specifically, the average loss
rate of SQL-CBRP is about 21.5% lower than GPSR relatively. This is because the SQL-CBRP
algorithm selects the neighbor node with the shortest queue as the next hop, which can
effectively prevent packets from being forwarded to a node whose queue is already full,
thereby reducing the probability of packet loss.

The average delay results for the three types of services are shown in Figure 6b. It can
be seen from the figure that for the three different service scenarios, the routing algorithm
proposed in this study has shown some optimization in terms of delay compared to the
GPSR algorithm. Specifically, the reduction in average delay is about 90 ms, which is about
11.0% lower than GPSR relatively. The emergence of this result is because SQL-CBRP takes
into account both the queue length and the geographical location, which can reduce the
queuing delay and propagation delay simultaneously.
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Figure 6. Packet loss rate and delay of voice, message, and video service in Dijkstra, GPSR, and
SQL-CBRP. (a) Packet loss rate of different types of packets; (b) Delay of different types of packets.

5.2.2. Performance of Different Packet-Sending Probability

The SQL-CBRP proposed in this paper makes routing decisions based on the queue
length of neighboring nodes. Therefore, the number of packets in the network is likely
to affect the performance of the algorithm. To test the impact of the number of network
packets, this section sets different packet-sending probabilities and tests the performances
of the Dijkstra algorithm, GPSR algorithm, and SQL-CBRP algorithm under different
sending probabilities.

According to Figure 7, when the packet-sending probability is 60%, the delay and
packet loss rate of SQL-CBRP are slightly higher than those of GPSR, but the difference is
negligible. When the packet-sending probability is 80% and 100%, the delay and packet
loss rate of SQL-CBRP are reduced to some extent compared to GPSR. Specifically, the
delay is reduced by up to 18.0% relative to GPSR, and the packet loss rate is reduced by up
to 22.1% relative to GPSR.
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Figure 7. Packet loss rate and delay of Dijkstra, GPSR, and SQL-CBRP when the probability of

sending packet is 60%, 80%, and 100%. (a) Packet loss rate of different packet-sending probability;

(b) Delay of different packet-sending probability.

89




Electronics 2024, 13, 3963

loss rate(%)

5.2.3. Performance under Load Imbalance Conditions

To test the performance of SQL-CBRP under load imbalance conditions, the packet-
sending probability of nodes within several clusters is set to 90%, while the packet-sending
probability of the remaining nodes within clusters is set to 60%. The latency and packet
loss rate of the three algorithms are tested under these conditions.

Figure 8 illustrates the comparison of delay and packet loss rate for the three algo-
rithms when the number of high-load clusters is 4, 8, and 12. It is evident that under the
condition of load imbalance, the SQL-CBRP algorithm has a lower delay and packet loss
rate compared to Dijkstra and GPSR. Moreover, compared to GPSR, the delay is reduced by
up to 24.5%, and the packet loss rate is reduced by up to 32.7% relatively. This is because
SQL-CBRP selects nodes with shorter queuing queues (i.e., nodes with lower load) as the
next hop. Therefore, in a network with load imbalance, SQL-CBRP can play a role in load
balancing to a certain extent, thereby directing packets to areas with lower load, which in
turn reduces the network’s latency and packet loss rate.

Figure 8. Packet loss rate and delay of Dijkstra, GPSR, and SQL-CBRP when the number of heavy
load clusters is 4, 8, and 12. (a) Packet loss rate of different numbers of heavy load clusters; (b) Delay
of different numbers of heavy load clusters.

According to the analysis above, it is evident that since the SQL-CBRP algorithm
selects the neighbor with the shortest queue as the next hop, it reduces queuing delay
and effectively avoids packet loss due to queue overflow. Therefore, compared to the
Dijkstra algorithm and the GPSR algorithm, the SQL-CBRP algorithm has lower packet
loss rates and delays for services with different data rates. Specifically, when the network
has high loads or the load distribution is imbalanced, the advantages of SQL-CBRP become
more pronounced.

6. Conclusions

This paper proposes the SQL-CBRP, a new routing strategy for satellite self-organizing
networks, and tests the performance of this routing strategy through a satellite self-
organizing network simulation platform based on OMNeT++. SQL-CBRP combines the
cluster-based routing and greedy algorithm, selecting the next hop by the queue lengths
of neighbor nodes, which can reduce delay, packet loss rate, and the signaling overhead
in the whole network. The results show that for the three types of services with specified
transmission rates, the packet loss rate and delay performance of SQL-CBRP are generally
better than Dijkstra and GPSR. Furthermore, this paper also tests the performance of the
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SQL-CBRP under different packet-sending probabilities. The results indicate that under
conditions of high packet-sending probability and imbalance load, the performance of the
SQL-CBRP algorithm is superior to the other two algorithms, confirming the superiority of
SQL-CBRP in terms of performance under higher and imbalanced network loads.
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Abstract: IMT-2020 (International Mobile Telecommunications-2020) is the prevailing mobile commu-
nication technology at the moment, significantly affecting societal progress. Nevertheless, the roll-out
of the IMT-2020 system has introduced numerous interferences to existing services. The coexistence
with fixed satellite services has become a topical issue currently under consideration. This paper dis-
cusses the compatibility and interference issues between IMT-2020 and the 14 GHz FSS (fixed-satellite
service) uplink, as well as the spectrum access issue solved by artificial intelligence methods. The
study shows that the interference from IMT-2020 macro-base stations to FSS space stations exceeds
the ITU standard by approximately 10 dB. To control the interference, a partition-based power control
algorithm is proposed, which divides ground base stations into multiple areas and virtualizes each
area’s base stations into a single large base station then applies power control to maximize the total
transmission power of the base stations within the area. Furthermore, three intra-partition power
control algorithms are introduced: average power allocation, power allocation based on channel
gain, andna power allocation method based on the maximum intra-partition sum rate. Additionally,
under the assumption that dynamic satellite nodes are available in the system for ground user
access, a spectrum access algorithm utilizing deep reinforcement learning is designed. Simulation
results confirm the effectiveness of the proposed scheme, which can reduce the interference from the
IMT-2020 system to the FSS service below the threshold, ensuring harmonious coexistence of the two
services.

Keywords: IMT-2020; fixed-satellite service (FSS); interference management; power control

1. Introduction

Over the past few decades, the development of mobile communications has signifi-
cantly influenced societal progress. However, the increasing data traffic demands further
exploration of spectrum resources [1]. These resources must support extensive and contin-
uous channel bandwidth.

Spectrum sharing between networks has emerged as a key area of research [2]. How-
ever, deploying IMT-2020 systems across various frequency bands may interfere with
other existing services [3]. In 2019, the World Radiocommunication Conference (WRC23)
addressed this issue. It coordinated the 12.75-13.25-GHz frequency band, used by earth
stations on aircraft and ships, for communication with geostationary space stations in the
Fixed Satellite Service (FSS) [4-6]. This coordination ensures coexistence between existing
services and IMT-2020 in these bands.

Current research focuses extensively on the coexistence possibilities of IMT-2020 with
other existing radio services. Several studies have explored co-channel sharing between
IMT-2020 and Fixed Service (FS) systems [7]. Jo et al. proposed analytical expressions
for frequency-dependent suppression using CP-OFDM, windowed orthogonal frequency-
division multiplexing, and filtered orthogonal frequency-division multiplexing. These
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methods aim to assess the interference of IMT-2020 on existing radar systems. Extensive
analyses have been conducted on the interference between IMT-2020 and satellite services.

However, most of these studies focus on analyzing the interference between IMT-2020
and satellite earth stations, neglecting the interference received by satellite systems [8-16].
This is because satellite systems are located at high altitudes, where the interference from
IMT-2020 is minimal. However, for interference-sensitive satellite systems, the aggregated
interference from numerous IMT-2020 base stations distributed over a large area may still
have significant impacts [17-19]. Therefore, to achieve complete coexistence of both services,
it is necessary to estimate the interference received by existing satellite systems. Generally,
there are two main methods for calculating aggregated interference: The first method
involves calculating the interference power received by the satellite system from a single
IMT-2020 system and then multiplying it by the number of IMT-2020 stations distributed
within the satellite’s main beam coverage [20]. The second method models a single cell of
the IMT-2020 network using a hexagonal grid, calculates the interference received by the
FSS satellite from this network, and finds the maximum number of networks that satisfy
the protection standards [21]. The advantage of these methods is that after considering
the interference from IMT-2020 distributed within a single or very small area, they can
predict the interference power received from multiple IMT-2020 systems in a short period
by multiplying by the coverage area. Both methods can serve as interference evaluation
metrics for IMT-2020 and satellite services, demonstrating the aggregated interference
received by satellites from IMT-2020.

Although there have been studies on IMT-2020 interference received by satellite
systems, research on interference avoidance remains insufficient. Suppressing IMT-2020
interference with satellite FSS services while minimizing or eliminating impacts on IMT-
2020 systems, thus achieving complete coexistence of both services, remains an open
issue [22]. Additionally, in GEO satellite FSS services, due to the high orbital altitude and
large coverage of GEO satellites, there is a significant number of IMT-2020 base stations
within their coverage area. Conventional power control or optimization methods face
immense computational complexity and large-scale signaling interactions when dealing
with numerous IMT-2020 base stations, which is nearly difficult to achieve in practical
deployments [23]. Therefore, achieving low-complexity interference avoidance solutions to
promote coexistence between services is also a key issue to be addressed.

To address these needs, this paper first presents an interference analysis method to cal-
culate the interference received by satellite systems from IMT-2020. It models and analyzes
the actual interference received by satellites from terrestrial IMT-2020, considering factors
such as IMT-2020 antennas, satellite antennas, and satellite-ground channels. The calculated
interference-to-noise ratio is compared with existing protection standards to suggest the
possibility of coexistence between IMT-2020 and FSS services. Based on the results of ag-
gregated interference calculations, an innovative optimization algorithm based on a zoning
strategy is proposed. This algorithm divides the vast number of ground base stations into
zones and virtualizes the base stations within each zone into a virtual macro base station,
allowing for power control of this macro-base station. Furthermore, three intra-zone power
control methods are considered: average power control, power control based on channel
gain, and power control for maximum sum rate, enabling fine-grained optimization of
power control within each zone. This approach effectively reduces the complexity of
IMT-2020 base station power control while avoiding extensive signaling interactions.

The structure of the remaining sections is as follows. In Section 2 of this article,
the interference scenarios are introduced, and the methods for calculating the number
of IMT-2020 base stations within the FSS coverage area, the antenna models, and the
calculation of aggregate interference are clarified. In Section 3, three specific algorithms
are presented. Section 4 analyzes and discusses the simulation results, comparing the
performance of severalschemes. Section 5 provides the conclusion of this article.
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2. System Model
2.1. Satellite-Ground Interference Scenario

When the satellite—ground service of FSS operates normally in the 6-GHz frequency
band, its space stations can receive signals as well as interference. As a new service in
this channel, IMT-2020 may cause such harmful interference. The interference scenario
of the IMT-2020 system on the FSS space stations is depicted in the Figure 1. First, we
have calculated the coverage area of the FSS satellite on Earth. Based on the interference
geometry, the coverage area, S, can be given by the following formula:

S = 27R?(1 — cosa), 1)

where R is the radius of the Earth, and « is the central angle, which is The angle between
the line connecting the Earth to the edge of the coverage area and the line connecting Earth
to the satellite. It can be calculated as:

a = cos ' (R/(R+ H)), (2)

Then, the deployment density value of IMT-2020 macro-base stations in sharing and
compatibility research can be calculated according to the following formula:

DI = Ds x Ra x Rb, 3)

Among them, D; is the density value of the coverage area, which is the density of the
number of base stations per square kilometer. R, represents the ratio of the coverage area to
the city /built-up area/region in the study, and R, represents the ratio of the built-up area
to the total area of the region. IMT-2020 base stations located within the satellite coverage
area are represented as:

Nimr = S x DI X f X frpp, 4)

Among them, f is the factor of network load and frpp is the time division duplex
activity factor.

Figure 1. The interference scenario.

2.2. IMT-2020 Antenna Model

Active Antenna System (AAS) technology is crucial for achieving high transmitter gain
in the IMT-2020 network. ITU-R recommendation M.2101 typically provides an IMT-AAS
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antenna model for IMT-2020 spectrum sharing research. The antenna array consists N, of
and N, elements placed along the y-axis and z-axis respectively, as shown in Figure 2.

Figure 2. AAS antenna unit.

The composite gain of IMT-2020 AAS antenna is calculated by adding the component
gain and array gain, and its mathematical formula is:

A6, ¢) = Ae(6,¢) +101og,

Nh Ny 2

Z Z Wi nm - Vnm

m=1n=1

, ©)

AEg(0,¢) represents the gain of a single element in an antenna array; more specifically,
it depends on various factors such as the azimuth and elevation of the signal, the max-
imum gain of the element, and the horizontal and vertical aspect ratios of the antenna.
The characteristics of IMT-2020 AAS are shown in Table 1.

Table 1. IMT-2020 AAS Characteristics.

Parameter City Suburban
Antenna pattern (m) based on Recommendation 'ITU—R M.2101 based on Recommendation .ITU—R M.2101
Attachment 1 Section 5 Attachment 1 Section 5
Component gain (dBi) 6.4 5.5
Horizontal / vertical 90° H 90° H
3 dB beam W%dth of a single element 65° V 90° V
(in degrees)
Horizontal / vertical front to back ratio 30 30
Antenna polarization linear £+ 45° linear + 45°
Antenna array configuration 16 % 8 16 % 8
(row x column)
Array Ohmic Loss (dB) 2 2
Maximum coverage angle on the
horizontal plane of the base +60 +60
station (degrees)
BS vertical coverage range 90-120 90-120
Mechanical Downtilt (Degrees) 6 10
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2.3. FSS Satellite Antenna Model

According to IMT-2020, for circular or elliptical beam spacecraft antennas with a single
feed source in satellite fixed services, the following radiation patterns should be used as
design indicators outside the coverage area:

Gm —3(/40)", P < ¢ <ayy
Gm + Ls+20log,yz, apo < ¢ < 0.5byy

G(l[]) = Gm + Lg, 0.5bpy < ¢ < by, 6)
X —25log;, ¥, bpg <yp <Y
0, Y <y

In the above equation, Y = bypp10004(Cntls) G(y) represents the gain (dBi) at an
angle deviating from the main beam direction, G, represents the peak gain of the main
lobe (dBi), g represents half of the 3 dB beam width, Lg represents the paraxial sidelobe
level (dB) relative to the peak gain required by the system design, and z represents the
(principal/secondary axis) of the radiation beam. The radiation pattern of a single feed
circular beam antenna can be represented as follows:

Gm —3(/0)?, o < ¢ < ayy
o Gm + Ls, apg < P < blPO
CW) =G+ L +20 - 25logy (/1) bipo <P < 1 @
0, <y

In the formula, 1 represents the value ¢ of time G(y) = 0 dBi. Table 2 shows the
values of the sidelobe levels Lg for —20 dB, —25 dB, and —30 dB.

Table 2. Valuable of a , b and «.

Ls (dB) a b o
-20 2.58 6.32 2
—25 2.88 6.32 2
-30 3.16 6.32 2

2.4. Satellite Ground Channel Model

Basic path loss PL; includes signal free space path loss (FSPL), clutter loss (CL),
and shadow fading (SF). The unit of free space path loss is dB, which satisfies:

FSPL(d, f.) = 32.45 + 201og, o (fe) + 20log,, (d), ®)

where, the tilt distance between the satellite and the ground terminal is d, f. is the carrier
frequency (in GHz) and d is related to the satellite’s orbital altitude, j, geocentric angle,
and «,communication elevation. The specific relationship is as follows:

d = (R+ h)sin(u)/ cos(), )

By solving the equation simultaneously, it can be seen that the relationship between d
and « is as follows

d = /(Rsinw)? + K2 + 2Rl — Rsin(x), (10)

Clutter loss CL(x, fc) simulates signal power attenuation caused by surrounding build-
ings and ground objects. This depends on the elevation angle, carrier frequency, and specific
environment. When the UE is in LOS state, the clutter loss can be ignored and set to 0 dB in
the basic path loss model. Shadow fading SF is a zero mean normal distribution, measured
in dB, with a standard deviation of 02. The following table provides the sum values of
partial elevation angles in different scenarios. The remaining elevation angles can refer to
the values corresponding to the nearest reference angles in Tables 3 and 4.
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Table 3. Shadow fading and clutter loss in urban environments.

. o2 in the o2 in the CL in the o2 in the o2 in the CL in the
Elevation SF SF SF SF
Angle S-Band L.OS S-Band N.LOS S-Band NPOS Ka-Band .LOS Ka-Band NLOS Ka-Band NLOS

Scenario Scenario Scenario Scenario Scenario Scenario
10 4 6 34.3 4 6 443
20 4 6 30.9 4 6 39.9
30 4 6 29.0 4 6 37.5
40 4 6 27.7 4 6 35.8
50 4 6 26.8 4 6 34.6
60 4 6 26.2 4 6 33.8
70 4 6 25.8 4 6 33.3
80 4 6 25.5 4 6 33.0
90 4 6 25.5 4 6 32.9

Table 4. Shadow fading and clutter loss in suburban environments.
. o2 in the 2. in the CL in the o2 in the 2. in the CL in the
Elevation SF SF SF SF
Angle S-Band L.OS S-Band N'LOS S-Band N‘LOS Ka-Band .LOS Ka-Band NLOS Ka-Band NLOS

Scenario Scenario Scenario Scenario Scenario Scenario
10 1.79 8.93 19.52 1.9 10.7 29.5
20 1.14 9.08 18.17 1.6 10.0 24.6
30 1.14 8.78 18.42 1.9 11.2 21.9
40 0.92 10.25 18.28 1.3 11.6 20.0
50 1.42 10.56 18.63 2.7 11.8 18.7
60 1.56 10.74 17.68 2.1 10.8 17.8
70 0.85 10.17 16.50 3.0 10.8 17.2
80 0.72 11.52 16.30 3.6 10.8 16.9
90 0.72 11.52 16.30 0.4 10.8 16.8

2.5. Aggregate Interference Calculations

In order to evaluate the aggregated interference caused by multiple IMT macro-base
stations to FSS spatial receivers, the interference from each BS sector is first calculated
as follows:

IPL = Py + G¢(6;) + G,(6,) — PL — OL, (11)

where [; denotes the single incoming interference power from the base station 7 in dBm/MHz.
Py is the signal power density of one base station in dBm/MHz. G; (6;) is the base station
antenna gain in the direction of the FSS spatial receiver after viewing the beamforming
antenna direction map in dBi. G, (6;) is the gain of the FSS space receiver antenna in the
direction of the base station after considering the off-axis angle, in dBi. PL is the propa-
gation loss, including polarisation discrimination, clutter loss, free-space path loss and
atmospheric gas attenuation, in dB. OL is the transmitter station array ohmic loss in dB. The
overall interference level caused by all IMT-2020 base stations after considering TDD is:

i

Liotar = 10log <0.75 *
i=1

=Npr
Y. 108"/ 10), (12)

The thermal noise power density of the FSS spatial receiver can be calculated as

Np = 10 *log(k * T * 1000 * B) = —110.61 (dBm / MHz), (13)
Finally, I/N can be expressed as I;otal — Nj.
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3. Optimisation Algorithm

The flowchart of the power allocation algorithm based on the partitioning strategy
is given in Figure 3. The input is the coverage area and the number of base stations. The

output is the allocated power, aggregate interference, and throughput.

The coverage area determines the number of stations base

.

Scatter points to give the base
station, user distribution

A

The number of base stations in
each partition

A

Definite number of partition

The base station in the virtual zone forms a virtual large base station, and the
maximum transmit power is the sum of all base stations in the area

Calculate lumped interference based on virtual large base station

4

The threshold is given, and the power of the virtual large base station whose I/N exceeds
the threshold is controlled, and the maximum transmission power is obtained

4

Base stations evenly distribute
power within the zone

v
The lumped interference to the
satellite is calculated from a single
base station

A

Optimized power distribution of
base stations within a partition

A
The lumped interference to the
satellite is calculated from a single
base station

Calculate ground network throughput

Figure 3. Flowchart of power allocation algorithm based on partitioning strategy.

3.1. Average Power Allocation Algorithm Based on Partitioning Strategy

When the maximum transmit power of the virtual large IMT-2020 base station in the
sub-area is determined, the average power distribution scheme distributes the maximum
transmit power of this virtual large base station equally to all IMT-2020 base stations in
the area, thus determining the transmit power of the IMT-2020 base station. The following

table describes the Algorithm 1.

Algorithm 1 Average Power Allocation Algorithm Based on Partitioning Strategy.

1:

Determine the total number of base stations based on the coverage area
2: Obtain the number of base stations within the partition

Calculate the aggregate interference of the virtual large base station based on

each partition

Solve for the maximum transmission power of the base station based on the

threshold value

: Perform average power allocation
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3.2. Power Allocation Algorithm Based on Channel Gain

The core idea of the method is to allocate power according to the channel relationship
between the user and the base station, i.e., the better the channel conditions, the higher the
transmit power.

3.3. Maximum and Rate-Based Power Allocation

The maximum sum rate based power allocation algorithm can be mathematically

represented as: Ny

max Z Rj
j=1

N
s.t. Yy P <P ’ (14)

max
j=1

Itotal
= <]
N = threshold

In the above equation, R; denotes the rate of the user j, which can be expressed as:

PjGtGr’hflz)
2

Rj =log,(1+ , (15)

In addition, P; denotes the transmit power of the IMT-2020 base station j,Py,,, denotes
the maximum transmit power of the virtual IMT-2020 large base station in the sub-area
n,Irotal denotes the aggregate interference to the FSS satellites from all IMT-2020 base
stations in the sub-area, and I;hreshold denotes the interference threshold for the aggregate
interference to the FSS in the sub-area. Since the objective function in the optimisation
problem is non-convex, in order to solve the problem, the non-convex objective func-
tion is transformed into a convex function as follows: Introducing the slack variable x;

satisfies: x; < P]-GtGr|h]- |2

e% < PiGiG,|hj|?,

(16)
Then the optimisation objective function of the original problem can be written as
Ny
log, e()_ x; —In(c?)), (17)
j=1

At this point the problem is convex and an optimised solution can be obtained by
the solver.

4. Simulation Verification
4.1. Simulation Parameters

The simulation parameters are given in this section in Table 5 below.

Table 5. Simulation parameters.

Parameters Value
Number of base stations 439,860
Satellite maximum antenna gain 22 dBi
Network load factor 20%
TDD activity factor 75%
Noise temperature 630 K
Satellite antenna half-beam angle 15°
Antenna bypass level —25dB
Satellite altitude 35,786 km
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Table 5. Cont.

Parameters Value
Maximum transmit power of the base station 46 dBm /100 MHz
Bandwidths 100 MHz
Antenna front-to-back ratio 30 dB
Bypass Level Limit 30 dB
Antenna array element gain 5.5 dBi
3 dB pitch angle 65°
3 dB direction angle 65°
Mechanical downward angle 10°
Antenna Horizontal Spacing 0.5 wavelength
Antenna vertical spacing 0.5 wavelength
Pitch/Direction Input parameters
Base station coverage diameter 300 m
Array of antennas 8H16V

4.2. Performance of Average Power Allocation Algorithm Based on Partitioning Strategy

In Figure 4, it can be seen that the aggregate interference I/N value from the terres-
trial network to the satellite without interference control is concentrated in the range of
5.2-6.8 dB, which exceeds the interference threshold by about 13 dB. Therefore, an ap-
propriate interference control scheme is needed to satisfy the I/N threshold requirement
needed for network coexistence.

Empirical Cumulative Distribution Function
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Figure 4. The empirical cumulative distribution function (CDF) of the aggregate interference-to-noise
ratio (I/N) caused by ground networks on satellites.

In Figure 5, the simulation results of the proposed partition-based interference avoid-
ance method are presented. The ground base stations are divided into 1000 partitions.
Considering the long distance between the satellite and the ground, the deployment po-
sitions of the ground base stations are relatively small compared to the satellite-ground
distance, thus the elevation angles of the base stations within the same partition to the
satellite can be approximately the same. The base stations within a partition are equivalent
to a virtual large base station with a transmit power equal to the sum of all base stations
within that partition, and the interference caused by this equivalent large base station
to the satellite is measured. The figure shows the interference values from 1000 virtual
large base stations to the satellite, and based on experience, an interference threshold of
—34 dB is set for each. The blue line in the figure represents the partitions that meet the
interference threshold, meaning no power control is required, while the red line represents
the partitions that require interference control.
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Figure 5. I/ N (dB) of each region to the satellite when the number of partitions is K = 1000, where
the blue line indicates the partitions that do not require power control. (Threshold = —34 dB,
empirical value).

Figure 6 shows the transmission power values of base stations in each partition after
power control when the number of partitions is K = 1000. In the figure above, an average
power scheme is adopted for the base stations within each partition, so the transmission
power of the base stations within the same partition is the same. The figure only shows the
transmission power of base stations in different partitions. As can be seen, the transmission
power of most base stations is greater than 25 dBm/100 MHz. Meanwhile, due to the
average distribution of power among base stations, there are no sleeping base stations.
Correspondingly, Figure 7 presents the CDF curve of the base station transmission power.
From the figure, we can conclude that 60% of the base stations have a transmission power
less than 46 dBm, which means 40% of the base stations in the network can transmit signals
at their maximum transmission power.
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Figure 6. Transmission Power Values of Base Stations in Each Region after Power Control When the
Number of Partitions is K = 1000.
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Figure 7. CDF Curve of the Transmission Power of Base Stations in Each Region when the Number
of Partitions is K = 1000.

4.3. Performance of the Channel Gain-Based Power Allocation Algorithm Based on
Partitioning Strategy

As observed in Figure 8, under this power allocation scheme, a small portion of base
stations receive the majority of power due to their favorable channel conditions, resulting
in significant rates for their served users. However, the remaining base stations transmit
information with extremely low power, leading to lower user rates. According to statistics,
under a 100-MHz bandwidth, the coverage rate for 50 Mbps is only 34.95%.
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Figure 8. Performance of the Channel Gain-Based Power Allocation Algorithm with Partition-
ing Strategy. (a) Transmission Power of Base Stations within a Single Partition. (b) User Rate within a
Single Partition.

For ease of observation, Figure 9 takes a single partition as an example and shows the
CDF curves of user rates within a partition and for all users. Table 6 compares the perfor-
mance of three different power control methods. The results in the table show that without
power control, the maximum terrestrial network sum rate can be achieved, approximately
9.2447 kbps/Hz. However, at this point, the aggregate interference-to-noise ratio from
terrestrial IMT-2020 base stations to the satellite is approximately 6 dB, far exceeding the
threshold requirement of —6 dB. Among the three power control algorithms, the power
control algorithm based on maximizing the sum rate can achieve the highest sum rate per-
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formance, with the smallest performance loss compared to no power control. However, this
scheme requires solving an optimization problem, resulting in higher computational com-
plexity. The average power allocation scheme can achieve a sum rate performance close to
the maximum sum rate-based method, while requiring minimal computational complexity.
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Figure 9. Performance of the Maximum Sum Rate-Based Power Allocation Algorithm with Partition-
ing Strategy. (a) User Rate within a Single Partition. (b) User Rate CDF Curve.

Table 6. Simulation parameters.

Scheme Sum Rate Performance Loss 100 MHz Coverage Performance

Channel Gain-Based Power Allocation Algorithm

with Partitioning Strategy 3.0370 kbps/Hz 67.14% 50 Mbps@50.19% —6.8977
Average Power Allocation Algorithm with ¢ 555 130 /1y, 13.43% 50 Mbps@100%  —6.8052 dB
Partitioning Strategy
Maximum Sum Rate-Based Power Allocation Y Y
Algorithm with Partitioning Strategy 8.2096 kbps/Hz 11.19% 50 Mbps@100% —6.8443 dB
No Power Control 9.2447 Mbps/Hz 0% 50 Mbps@100% 6.1725 dB

4.4. Research on Self-Organizing Multi-Hop NGSO Access Based on Reinforcement Learning

Based on the scenario and algorithm described earlier, it is assumed that there are
a huge number of LEO satellites connected to ground base stations in space to form a
communication network, and each satellite node has communication and forwarding
functions. Different satellite nodes complete power allocation and ground base station
access according to the algorithm described earlier. It is very important to determine the
spectrum of the network and the connection order of relay satellites, and to complete the
overall specific point-to-point communication network design based on the spectrum access
information of each node. This problem can be optimized as a sequential decision-making
problem. For each node, the model is unknown and needs to be explored through multi-step
learning to make it very suitable for reinforcement learning, as shown in Figure 10 shows.
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Figure 10. Spectrum access strategy update map based on Dueling DQN and empirical playback.

When considering the design of the spectrum access scheme for the satellite wireless
autonomous network, the physical layer environment of the satellite network should
be taken into account. Attention should be paid to the self-organizing spectrum and
node access design scheme for point-to-point communication of network nodes within
the satellite communication network [24]. For the reinforcement learning process of path
and spectrum selection access design, assuming that adaptive coding and modulation
are carried out in each link, the maximum total throughput that can be supported in the
spectrum path is the minimum rate of the link connected by all points, so it is a function
of the lowest signal-to-noise ratio as the bottleneck in each link of the data flow. Such
bottleneck goals are not easily adapted to the Markov decision process framework, so
reinforcement learning agents need to be trained to maximize the bottleneck goals [25].

Define the action space and state space of a reinforcement learning agent for a fre-
quency band. The action of the agent is to select the next hop node for transmission. Since
this paper uses a physical layer network model where the connections are not predeter-
mined, we consider a fixed number of ¢ available neighbors with the strongest channel
environment as candidates. In addition, in order to ensure sufficient detection capability,
we also add a re-detection action, which means that if the agent determines that no current
strongest neighbor is a suitable next hop, it will continue to detect ¢ strongest neighbors
until it finds a suitable next hop. Thus, on a single band, the agent’s action space consists of
c+1 actions: (1) c independent action: Select each of the ¢ strongest neighbors. (2) reprobate:
Repeated detection of the new c strongest neighbors. If the agent reexplores, the agent stays
at the current boundary node at the current time. In the next time step, the agent explores
the next ¢ nearest neighbors and collects the status information of these new neighbor sets.

We consider a wireless AD hoc network in a 1000 km x 1000 km region with F = 3 data
streams. The data stream will be accessed for spectrum selection using B = 8 available
frequency bands, each with 5 MHz bandwidth. The node density distribution is specified
on nine equally divided subregions, each of which is randomly distributed with 6, 8, 7, 6, 5,
10, 8,9, and 6 nodes.

We randomly generated 290,000 satellite wireless AD hoc network layouts to train our
agents. Of these, 20,000 layouts are used for spectrum and communication node selection
based on random exploration to generate the initial experience of the agent, 250,000 layouts
are used to train the agent based on spectrum selection access based on the -greedy strategy,
and the remaining 20,000 layouts are used for extended training, where 0 is set. To test, we
randomly generate 500 new satellite wireless AD hoc network layouts based on the same
distribution, in which case the number of satellite nodes accessing the network is about 65.

This paper uses the bottleneck SINR in the path as the future cumulative reward
assigned Q to each state-action pair. For actual training, SINR is represented on the dB scale
to get a more appropriate range of values. In addition, we added a constant bias to ensure
that rewards are almost always positive. This extends the reward definition to situations
where you can later add a delay-related discount factor. Specifically, the Q function is
defined in terms of SINR in actual training as follows:
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Q(St,ﬂt) = min 10/og1o (SINRn(f) o) b(f)) + bias, (18)

i i1

Next, we present the total rate and minimum rate test results of the deep reinforce-
ment learning agent, that is, the method using Dueling DON, and compare them with
a complete list of benchmarks. These benchmarks are greedy in nature because there is
currently no effective global optimal algorithm for selecting access to the spectrum of
AD hoc networks based on physical layer properties, so compare several currently common
algorithms: (1) Strongest neighbor: Select the strongest neighbor of the wireless channel
from the boundary node. (2) Nearest neighbor: Select the neighbor closest to the target
node. If all neighbors are further from the destination than the agent, the agent will reject.
(3) Minimum interference between neighbors: Select the neighbor with the least interfer-
ence. (4) Maximum data rate between neighbors: Select the neighbor with the highest
link capacity.

All methods follow multi-round sequential spectrum selection access. For Dueling
Deep Q Network (DDQN) agents, the spectrum access solution is described above. For all
benchmarks, the best frequency band is selected based on state characteristics. Figure 11
shows the cumulative probability distribution curve of the total speed. As shown in the
tigure, the proposed method has better performance than other algorithms in terms of total
rate performance and minimum rate performance. We emphasize that this performance is
achieved by reusing a single agent for all data streams, all frequency bands, and all test
network layouts.
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Figure 11. Performance comparison diagram of different algorithms.

5. Conclusions

This paper investigates the compatibility and sharing analysis between IMT-2020
in the 12.75-13.25-GHz frequency band and the uplink of Fixed Satellite Service (FSS).
Based on IMT-2020 antenna and channel models, the analysis of the aggregate interference
from IMT-2020 to FSS services reveals that, without any interference control measures,
the interference from IMT-2020 base stations to FSS services exceeds the ITU standard
threshold by approximately 10 dB. To achieve coexistence between the two services, this
paper proposes a power control scheme based on partitioning, dividing ground base
stations into several regions and virtualizing the base stations within each region into a
virtual macro base station. Through power control of these virtual macro-base stations
within the partitions, the maximum transmission power sum of all base stations within the
region is obtained. Meanwhile, three intra-partition power control algorithms are proposed,
including average power allocation, channel gain-based power allocation, and power
allocation based on maximizing the sum rate within the partition. Simulation comparisons
of the sum rate performance of different power allocation schemes show that average power
allocation and power allocation based on maximizing the sum rate within the partition
result in relatively small performance losses for the IMT-2020 system, achieving 100%
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coverage of 50 Mbps rates under a 100-MHz bandwidth. In summary, this study provides
an effective solution and theoretical support for the coordinated development of IMT-2020
and FSS services.
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Abstract: In order to improve the concealment and security of a point-to-point transparent forwarding
satellite communication system, a signal structure based on aperiodic long code spread spectrum is
designed in this paper. This structure can achieve reliable signal acquisition without special physical
layer synchronization overhead, which can effectively shorten signal transmission time and improve
the concealment of communication. In addition, the performance of burst spread spectrum signal
acquisition is analyzed in detail by establishing a mathematical model, and the influencing factors
and design criteria of the matching filter length for aperiodic long code acquisition are determined.
On this basis, a matched filter acquisition method based on high-power clock multiplexing and
an adaptive decision threshold design method based on an auxiliary channel are proposed. The
above methods effectively reduce hardware complexity and resource consumption caused by long
code acquisition, and realize reliable acquisition under the condition of low SNR. The simulation
results show that under the condition of Eb/NO0 = 3 dB, the transmission efficiency for a 128-symbol
burst frame can be increased by 50%, thereby significantly reducing the burst communication time.
Furthermore, the acquisition success probability can reach 99.99%.

Keywords: burst spread spectrum; no synchronization overhead; acquisition; adaptive threshold

1. Introduction

Satellite communication has many advantages. It has a large communication coverage
area, long communication distance, and the cost of building a station is almost independent
of the communication distance. Besides this, it also has flexible networking, large commu-
nication capacity, good communication quality, strong reliability, etc. This paper focuses on
the satellite communication system of UAVs and submarines, which uses a geosynchronous
high orbit (GEO) satellite. It is well known that three satellites can achieve global coverage,
which means only one satellite can achieve long-distance communication within 2000 km.
The scenario in this paper adopts transparent forwarding and uses a custom private satellite
communication protocol. We take the satellite-drone communication model as an example,
as shown in Figure 1 below. The space and weight of platforms such as drones are severely
limited, so a single input and a single output are usually used. Besides this, the caliber
of the airborne antenna is usually less than 0.3 m. The signal frequency is in the ka/ku
band. The SNR received by the airborne terminal is about 5-8 dB. Due to the influence of
rain fade in the channel, the attenuation of the SNR should be considered. Therefore, in
practical scenarios, reliable communication in the SNR of 3 dB should be satisfied at least.

For submarine and unmanned aerial vehicle satellite communication systems, as well
as submarines and unmanned aerial vehicles used as stealth combat platforms, the commu-
nication system is required to have strong concealment, anti-interference and reliability.
This is especially true for satellite communication based on transparent forwarding, because
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the channel is open, the signal in the communication process is vulnerable to eavesdrop-
ping and interception, and there are serious security threats such as the positioning of
the combat platform and the acquisition of business information by the other party. The
longer the exposure time, the higher the security risk. Burst spread spectrum combines the
advantages of the low spectral density of spread spectrum signals and the short duration
of burst communication, which is an effective anti-interception communication technique.
Therefore, most UAV and submarine satellite communication systems adopt the burst
spread spectrum communication mode at present.

GEO
@ Satellite
~

Wide Beam

Bit St i Y k.
p bl 1 SR [aal

Figure 1. Satellite communication scenario.

Due to the randomness and temporality of burst spread spectrum communication,
synchronization overhead is usually added to the physical layer to realize synchronization.
The frame structure diagram of the physical layer of a typical burst spread spectrum signal
is shown in Figure 2. A burst physical frame is usually composed of synchronous overhead
and effective data, in which the effective data refer to modulation symbols after channel
coding and symbol mapping. Synchronous overhead usually adopts a specific modulation
symbol for a spread spectrum, which is generally composed of three parts, as follows:
synchronization field 1 is used for spread spectrum code synchronization; synchronization
field 2 is used for carrier frequency offset estimation and carrier initial phase estimation;
synchronization field 3 is used to locate the start time of valid data. L is the total length
of overhead 1, 2 and 3. L1 must be at least 64 bytes, and L = L1 + L2 + L3 must be at least
128 bytes [1,2].

‘ Synchronous overhead ‘ effective data
L L2 L3 . n

code carrier Frame
synchronization synchronization synchronization

Figure 2. Physical layer frame structure of a typical burst spread spectrum signal.

The burst spread spectrum based on synchronous overhead usually adopts periodic
code, and the burst spread spectrum signal is a fixed-length frame signal structure. The
baseband signal processing process at the sending end (before he shaping filter) is shown
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in Figure 3. Here, N is the spread spectrum multiple, n is the length of effective data, and
Rc is the code rate.
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Figure 3. The processing flow of burst spread spectrum signal based on synchronous overhead.

The method based on synchronization overhead can make the process of signal syn-
chronization simpler, but it will reduce the efficiency of information transmission. In
particular, submarine and UAV satellite communication systems have the special condi-
tions of low SNR and large carrier frequency offset application [3,4]. In order to achieve
the correct synchronization of the carrier, usually a long synchronization header is needed,
that is, long auxiliary data for capturing and synchronizing the carrier must be included in
a burst frame. This will increase the synchronization overhead of the burst communication
system, affect the communication efficiency, increase the signal space exposure time, and
increase the probability of being intercepted. Removing the overhead of the synchronous
head can greatly improve the transmission efficiency, shorten the airborne exposure time of
the signal, and further improve the anti-interception performance of the communication.

At present, most burst spread spectrum systems realize synchronization based on
synchronization overhead. Paper [5-11] uses the synchronization overhead of the leading
code, frame header, special synchronization sequence and pilot frequency to realize system
synchronization. However, no synchronization overhead is only realized in multiple-input
multiple-output (MIMO) systems, which can achieve no synchronization overhead through
the correlation of multiple signals [12]. The removal of the synchronization cost in single-
input single-output spread spectrum systems only focuses on the carrier synchronization
part, such as by using non-data-assisted methods [13], or it just focuses on removing
frame synchronization overhead, as in paper [14]. The proposed method in this paper can
improve the frame transmission efficiency by removing the synchronization overhead of
the physical layer, and better complement the gaps in related fields.

The length and complexity of synchronization overhead are related to the acquisition
mode, frequency offset, dynamics, SNR and so on. Burst spread spectrum communication
has the characteristics of low power spectrum density, short burst time and random trans-
mission time. Therefore, the system response time is required to be short enough, that is,
the receiver should be able to quickly acquire the signal, demodulate the original signal,
and wait for the arrival of the next signal. This puts forward a high requirement for the
real-time operation and probability of spread spectrum code acquisition.

To remove the physical layer synchronization overhead and ensure synchronization,
an aperiodic long code spread spectrum is used. However, the acquisition of aperiodic
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long codes has the problem of high hardware resource usage, so it is necessary to ensure
the capture success rate and reduce the hardware resource usage.

Typical acquisition methods include sliding correlation, a matching filter, FFT, PMF-
FFT, and so on. However, the sliding correlation method is slow and the search time is
long, which can meet the requirement of fast acquisition set in this paper. The hardware
complexity of the matching filter method is high, and the time domain correlation value is
large, which is proportional to the square of the code period length, so it is not suitable for
the long code acquisition in this paper. The FFT algorithm mainly deals with the acquisition
of spread spectrum signals under the condition of high dynamic and high SNR [15], and is
not applicable to the situation of low SNR in this paper. The PMF-FFT method can shorten
the length of a single matching filter by increasing the number of matching filters, but it
cannot effectively reduce the hardware resource consumption [16,17].

Aiming at long code acquisition, paper [18-20] studies the indirect acquisition method
of short-code-assisted long code acquisition. However, when indirect acquisition is adopted,
the short code with poor anti-interference ability is easily disturbed. Long codes cannot
be captured once interfered with, which means they cannot meet the anti-interference
requirements of the transparent forwarding satellite communication system in this paper.
In addition, refs. [21-24] adopt the direct acquisition method of XFAST and use overlapping
codes to perform correlation operations on the received signals. However, the folding
process of local pseudo-codes will increase the mutual interference between pseudo-codes
and reduce the sensitivity. Therefore, this method is more suitable for acquisition under
the condition of high SNR, but not suitable for the condition of low SNR in this paper.

None of the existing acquisition methods can meet the requirements of acquisition
success rate and hardware resource occupation at low SNR. Therefore, a matching filter
acquisition method based on high-power clock multiplexing is proposed, and the adaptive
decision threshold design method based on auxiliary channels is used to achieve the reliable
acquisition of a spread spectrum code under the condition of low SNR.

Based on the above ideas, the main contributions of this paper are as follows:

e  The synchronization head overhead is removed to improve transmission efficiency—a
burst spread spectrum signal design method using an aperiodic long code spread
spectrum is proposed, and a signal model without physical layer synchronization
overhead is constructed;

e Reliable acquisition is ensured while eliminating synchronization overhead—the
acquisition strategy of the aperiodic long code spread spectrum signal is given, and
the factors affecting the acquisition performance are analyzed in detail;

e  The hardware resource complexity problem caused by aperiodic long code acquisition
is effectively solved—the matching filter length design method is analyzed, and a
matching filter implementation method based on high-power clock multiplexing is
proposed. This method can meet the requirements of resource-limited engineering
applications and high security, and has wide application value;

e  The reliable acquisition of spread spectrum code under the condition of low SNR is
realized—an adaptive decision threshold design method based on auxiliary channels
is proposed.

The rest of this paper is organized as follows. Section 2 introduces the design of the
structure of a burst spread spectrum signal based on an aperiodic long code. In Section 3,
the acquisition performance is analyzed, and the acquisition method of the aperiodic length
code without physical layer synchronization overhead is designed. In Section 4, the design
and implementation of matching filter length based on high-power clock multiplexing are
introduced. In Section 5, an adaptive decision threshold design method based on auxiliary
channels is presented. In Section 6, simulation and experimental tests are carried out, and
the results are given and discussed. A summarization of this paper is given in Section 7.
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2. Burst Spread Spectrum Signal Design Based on Aperiodic Long Code

In order to improve the efficiency of frame transmission, this paper presents a signal
design method to remove the synchronous overhead. To remove the synchronization
overhead, the signal structure needs to be redesigned. The burst spread spectrum signal
without physical layer synchronization overhead adopts an aperiodic long code spread
spectrum. The baseband processing process at the signal sender (before shaping filter) is
shown in Figure 4.
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Figure 4. Processing flow of aperiodic long code signal sender without synchronization overhead.

Compared with the burst spread spectrum signal based on synchronous head, there
are two main differences. First, there is no special synchronous head. Second, the spread
spectrum code adopts an aperiodic length code, which does not repeat in a burst frame.
Therefore, as long as the receiver realizes the synchronization of the spread spectrum
code and locates the spread spectrum code, the beginning time of the burst signal and the
position of the signal in the burst frame are determined. This enables bit synchronization
and frame synchronization, and restores the signal structure.

The receiver processing block diagram of the aperiodic long code spread spectrum
burst signal without physical layer synchronization overhead is shown in Figure 5. The
specific work flow is as follows:

1. Cache the sampled data;

2. Spread spectrum code acquisition—Configure the matching filter parameters to start
the spread spectrum code acquisition. The beginning time of the burst signal can be
located after the spread spectrum code is captured;

3. Spread spectrum code tracking—After the spread spectrum code synchronization, the
data of certain symbol length are taken from the cache for processing to complete the
spread spectrum code tracking;

4.  Carrier frequency offset correction—The best sampling point data corresponding to a
certain symbol length are taken from the cache, and the local spread spectrum code is
de-expanded. After the de-expanding, the carrier frequency offset is estimated based
on the algorithm assisted by no data, and the estimated results are used to correct the
frequency offset of the data in the cache;

5. Carrier phase recovery—After carrier frequency offset correction, the data are read
from the cache for frequency conversion, de-expansion and carrier recovery. Because
there is no data assistance, the phase ambiguity problem exists in the data after
carrier recovery;

113



Electronics 2024, 13, 4586

Data

output

6.  Extract valid data for channel decoding—Phase ambiguity needs to be identified and
corrected during decoding.
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Figure 5. Block diagram of the receiver of burst spread spectrum signal.

The fast and reliable acquisition of an aperiodic long spread spectrum code is the key
and most difficult point of receiving and processing burst spread spectrum signals without
synchronization overhead of the physical layer. According to the application background
of burst spread spectrum acquisition, the acquisition method based on matching filter is
adopted. Compared with the burst spread spectrum receiving based on a synchronous
head, a higher-order matched filter is needed and the hardware implementation complexity
is higher.

The basic principle of using matching filter to achieve spread spectrum code acquisi-
tion is as follows. The correlation between the input signal and the local spread spectrum
code is carried out in a modulation symbol period, and then the test statistics are obtained
by modularization and multiple incoherent accumulations. Then, the test statistics and the
threshold are judged to determine whether the input signal and the local spread spectrum
code are synchronized, and the acquisition performance is determined by the incoherent
accumulation and the decision threshold. Due to the short duration of the burst spread spec-
trum signal, it is necessary to complete the acquisition quickly and ensure the correctness
of the acquisition. Therefore, an incoherent accumulation length and synchronous decision
threshold should be reasonably designed for the given SNR constraints and acquisition
success probability requirements.

3. Strategy and Performance Analysis of Spread Spectrum Code Acquisition

There is delay and rain attenuation in signal propagation, and satellite communication
is exposed to various electromagnetic interferences in space. The satellite channel model
can be designed as an ideal Gaussian channel; the SNR reflects the influence of rain decline,
the anti-interference ability is enhanced by spread spectrum technology, and the signal
synchronization is carried out by acquisition technology.

3.1. Signal Model

The spread spectrum signal waveform can be expressed as s(f), and the chip period
is T,. The receiving end uses the root raised cosine filter to match the s(t) signal, after
which the channel response has the raised cosine characteristic [25]. The signal after passing
through the matched filter can be expressed as r(t), assuming that the local spread spectrum
code is not strictly aligned with the received signal. Then, the normalized spread spectrum
code synchronization error is 7T, where T is the normalized signal transmission delay.
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r(t) is sampled at the chip rate at time t = kT,. Considering the complex baseband model
under an ideal Gaussian channel, the sampled baseband signal can be expressed as

r(k) = As(k)el/ KTt ) 4y (k) 1)

where A is the signal amplitude, f is the carrier frequency and ¢ is the carrier phase after
matched filtering. (k) is the noise after sampling, where n ~ N(0,¢2). For detailed
expressions, please refer to Appendix A.

3.2. Aperiodic Long Code Acquisition Process

The block diagram of burst spread spectrum code acquisition based on a matched
filter is shown in Figure 6.
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Figure 6. Block diagram of spread spectrum code acquisition based on matched filter.

Assuming that the spread spectrum multiple is N, the following strategies are generally
adopted for synchronous acquisition in engineering:

The first step—The local spread spectrum code sequence is correlated with the received
signal of different delays, and the sampling of the 2x bit rate clock is performed. There can
be 2N correlation values in 1 symbol period. Since the spread spectrum code is an aperiodic
long code, there are 2N L possible correlation values. The expression after correlation is

1 (+)N-1 sin(n T) . 1 (H)N-1
—— * —g) ~ TR ) gy *
=g & Wk a) = Ad(—eT) T E D dn 1 G0y e (0 + o)

= Bel? +ny,(q) + ny,(q)

where B = Ah(—7T.)sinc(fT). ny; ~ N(0,02/N), where n,; is the noise caused by
inter-code crosstalk, which can be ignored. The local spread spectrum code is c(k). g is the
number of shift chips, g = IN,IN +1/2,...,(l+1)N — 1. h(t) is the raised cosine function,
and h(—1T,) is the amplitude change caused by the code synchronization error. sinc(fT)
is the amplitude change caused by frequency offset. ¢; is code phase. For the relevant
calculations, please refer to Appendix B.

Binary hypothesis testing is adopted, where

{ Yi(q) = n1,(q), Ho 3)
Yi(q) = Be/? +nq,(q), H;

Here, H is set under the condition that the sender does not send a spread spectrum signal
or the local code is not aligned with the received signal, and Hj is set under the condition
of the local code being basically aligned with the received signal.

Y] is a complex signal, where the signal in I channel is Y7 and thesignal in Q channel is
Yo, and Y; = Y] + jYg. The conjugate multiplication of Y; yields

Z1(q) = Yi(q)Y{ (q) = Y_ Y7 (9) + Y5(q) )
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In the second step, the correlation values, Z;, obtained in the first step are incoherently
accumulated L times, and 24 test statistics are obtained,

L—-1 L—-1
Z(q) = l;) Zi(q) = ;0 Y7 (q) +Y5(q) (5)

In the third step, the test statistic Z(g) obtained in the second step is compared with the
threshold V. If the value is greater than the threshold, it is considered as synchronization.
If the threshold is not exceeded, the next statistics and judgment are carried out. It is hoped
that only 1 of the 2LN possible correlation values that are fully synchronized will exceed
the threshold.

Let P, present the noise power ¢2/N, and so the symbol signal-to-noise ratio is
# = B%/P,. py is the probability density function under the condition of Hy and p; is
the probability density function under the condition of Hj. By integrating pg and p, the
unit false alarm probability Py and unit detection probability P; of each decision can be

obtained. Let the normalized threshold be A = V;,/ (Tg, according to [5,26]
) [+ o0 xL*lefz 7AL—1 )\k
Br= J, Po@HZ = || poledz = [ Tz = L (6)

Pi= " pi(2)dz = / i (Li)(H)/ZE‘("“WPL—l(2\/ Lpx)dx = Qu(v/2Lp, vV24) (7)
Vin A "

where Qy (a,b) is an L-order Marcum Q function, which can be solved by calling function
marcumq(a, b, L) in matlab. The specific form of this function is [27]

x2 4 a2

Qr(a,b) = a*(Lfl)/boo xte 2 ;1 (ax)dx (8)

The synchronous acquisition of spread spectrum signals based on the above strategies
has the following characteristics: a synchronous decision is made for every L symbols, and
2NL decisions can traverse all possible spread spectrum code phases. The probability of
false acquisition can be reduced under the condition of low SNR.

3.3. Acquisition Success Probability and Incoherent Accumulation Length Analysis

The system false alarm probability is the same as the unit false alarm probability,
that is,
Pr =Pf )

As can be seen from Figure 7, if a false alarm occurs in the frame burst period before
the successfully captured decision position, the receiver will directly transfer to the tracking
state and cancel the acquisition. This will miss the successful acquisition decision position
of the burst signal, resulting in a missed signal. If the number of decisions in a period is
M = 2NL, there will be M — 1 false alarms of the decision position in the previous frame
period of the signal, which may lead to missing alarms. The probability of no missing
alarms due to false alarms in the previous frame period is (1 — Pf)M_l. Then, the system
missing probability, that is, the acquisition failure probability, is the missing probability of
the correct decision position plus the failure probability caused by false alarms,

Pv=(1-P)M Py +1-(1-pP)M! (10)
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Figure 7. Signal acquisition decision diagram.

Therefore, the acquisition success probability is the system detection probability, which
is M — 1 (no false alarm) and 1 (no missing alarm), and its calculation formula is as follows:

Pucq =Pp=1-Py= (1_Pf)M_1Pd
1 yk 2NL-1 (11)

— (1—5*/\k§0ﬂ) Qr(\/2Ly, V2A)

In addition, it can be seen from Equation (11) that the acquisition success probability
is jointly determined by the incoherent accumulation length L and the normalized decision
threshold A. The larger the number of incoherent accumulations, the higher the maximum
value of Py, but an increase in L will increase the hardware implementation complexity.
Based on the goal of improving the success probability of the acquisition of burst spread
spectrum signal, the length L determination method is presented in Section 4.1; a matched
filter acquisition implementation method based on high-power clock multiplexing is pro-
posed in Section 4.2 to effectively reduce hardware complexity and resource consumption;
and an adaptive decision threshold design method based on the auxiliary channel is pro-
posed in Section 5. Based on the above designs, the success probability of burst spread
spectrum acquisition can be optimized.

4. Design and Implementation of Matched Filter Based on High-Power
Clock Multiplexing

4.1. Matched Filter Length Design

According to Formula (11), when the length of incoherent accumulations L is fixed,
the values of P, under different normalization thresholds are different, and P, can
reach the maximum at a certain threshold. The maximum value of P, is different under
different incoherent accumulation lengths, and is denoted as Pjx(L). Increasing the length
of incoherent accumulations can improve the success probability of acquisition at suitable
thresholds. As can be seen from Figure 8, the larger the length of incoherent accumulations,
the larger the Pj,(L) value, and it gradually tends to 1. According to the requirement
of acquisition success probability, when the maximum acquisition success probability
under a certain incoherent accumulation length is large enough, the appropriate length of
incoherent accumulation can be obtained. A detailed simulation is shown in Section 5.1.
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Figure 8. The relationship between the maximum value of P;¢; and L.

4.2. Implementation of Matched Filter Based on High-Power Clock Multiplexing

Because the increase in length will increase the complexity of hardware implementa-
tion, this paper presents a solution of high-power clock multiplexing, which can effectively
reduce the resource consumption. Taking 8 x clock multiplexing as an example, the struc-
tural difference between multiplexing and non-multiplexing is shown in Figure 9.
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Figure 9. Comparison of non-multiplexed and multiplexed long code matched filters.
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We assume that the spread spectrum ratio is N, the number of incoherent accumula-
tions is L, and the system is driven by an 8 x code clock (denoted as sclk). The minimum
code phase step during code acquisition is half the chip width, corresponding to the sam-
pling of the 2x code clock, that is, two sample points per chip. Since the system is driven
by 8x code clock (denoted as sclk), the duration of each sample point is four sclk cycles.
Therefore, the length of the shift register of the matched filter input data is designed to be
N /4. The input signal r(k) is shifted once every four sclk cycles, and the register enters a
sample point. The length of a symbol after the spread spectrum is N chips, with 2N sample
points. Therefore, stepping through 2N times yields the complete signal after spreading for
one symbol.

Since X; is only updated every four sclk cycles, the data in the register can be com-
pletely updated every 2Nsclk cycles. When the correlation operation is performed, one
sample point is taken for each code slice. Using sclk drive, four partially relevant values
can be obtained during this period,

I(I+1)N /41
Y;(q) = X(9)Cr = ) r(k—q)c;*(k), 1 =0,1,2,3 (12)
k=IIN/4

where g = IIN/4,IIN/4+ %, ..., I(I+1)N/4—1.
After the data in the register are fully updated four times, that is, after 8N sclk cycles,
the fully correlated value of a symbol can be obtained, which can be expressed as

(I+1)N-1 1
Yi(q)= Y r(k—q)c*(k), whereq :lN,lN+§,...,(l+1)N—l (13)
k=IN

In order to save storage resources, FIFO with a depth of 2N is designed, and sclk is
used as the working clock. If the partial correlation value Y;;(IIN/4) is directly taken as
the current input of the FIFO, then the current output of the FIFO is Y;_q;((I — 1)IN/4).
Assuming that the input of FIFO is a and the output is b, in order to obtain the fully
correlated value of (13), the input design of FIFO is as follows:

_ fYn(g) +b, I#3
a—{ 0, =3 (14)

Thus, every eight sclk cycles (corresponding to one sampling cycle), we can obtain a
fully correlated value corresponding to a certain code phase,

Yi(q) = Y1,(q) +bli=3 (15)

According to Formula (5), in order to improve the reliability of the synchronous
decision, the correlation values of L symbols are incoherently accumulated before the
decision. An FIFO with a depth of 2N is designed and driven by the sampling clock
(2x code clock). If Z;(IN) is directly taken as the current input to the FIFO, then the current
output of the FIFO is Z; 1 ((! — 1)N). Assuming that the input of FIFO is a and the output
is b, in order to obtain the decision statistics after cumulation, the input design of FIFO is
as follows:

(16)

~ [Zi(q)+b, count <2N(L-1)
N 0, count > 2N(L —1)

In this way, the 2N cumulative decision statistics corresponding to each code phase
are obtained in each L symbol period,

Z(Q) = Zl(q) +b count>2N(L—1) (17)
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The result of (17) can be compared with the set threshold to make a synchronous
decision. Therefore, in the following section, we design the input threshold.

5. Adaptive Decision Threshold Design Method Based on Auxiliary Channel

In the actual burst spread spectrum communication system, the noise intensity of
the channel is constantly changing with time. Therefore, in signal detection, if the fixed
threshold is used, it will be difficult to detect the signal correctly and accurately. Therefore,
it is necessary to adaptively change the decision threshold according to the strength of the
current background noise to maintain a high detection probability [28,29]. At this time, the
PN code acquisition of the wireless mobile communication system can be completed only
by real-time estimation of the decision threshold according to the statistical characteristics
of the test statistics Z [30,31]. Based on the statistical characteristics Z of the test statistic,
and the relationship between unit false probability, unit detection probability, acquisition
success probability and decision threshold in (6), (7) and (11), an adaptive design method
of a decision threshold based on the auxiliary channel is proposed.

The block diagram of the acquisition algorithm based on adaptive threshold decisions
is shown in Figure 10. The acquisition threshold V'th is related to the normalized threshold
A and noise power P,,.
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Figure 10. Acquisition algorithm based on adaptive threshold decision.

5.1. Adaptive Threshold Design

The normalization threshold A and the acquisition threshold V};, are defined by (6)
and (7) in Section 3. The normalization threshold does not vary with the SNR, while
the acquisition threshold is the decision threshold of the test statistic Z. The relationship
between A and Vy, is A = Vy;,/ Py,.

The expression of P, in relation to A can be obtained from (11), and the relationship
between A and P,¢; when other variables are fixed is shown in Figure 11. If Py, (A) >,
the target requirement is met. Therefore, the minimum and maximum A are obtained by
Pacq(/\) = 7. The first solution of the equation is Anin, and the second solution is Agy.
Amin and A,y are related to the incoherent accumulation length L, the number of decisions
M, the symbol signal-to-noise ratio # and the target acquisition probability -, that is,
Amin = f(L, M, 1,7), Amax = §(L, M, i, y). We can use 7 to constrain the threshold, obtain
the maximum and minimum A by solving the equation, and select a suitable intermediate
value as the A. When the Py, is maximum, A is Aop¢, which is only related to L, M and p.
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If we choose Aopt at the maximum Py, we need to ensure that the selected Vy, is still
within the acceptable range after being affected by the noise estimation error. Because
Vi = APy, the impact of noise estimation error AP, on V}, at this time (that is, the acquisi-
tion threshold estimation error) is AV = AP, x Aopt- When the error is within the required
range of Py, its relationship with Viin and Vinax is as shown in Figure 12.
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Figure 12. Acquisition threshold estimation error AV diagram.
Vi, is related to L, M, u and P, so we still need to analyze y and P;,.

5.2. Symbolic SNR y and Noise Power P, Estimation

According to Section 5.1, A is related to y. The frequency error and code synchroniza-
tion error will lead to the deterioration of 3, which will affect the selection of V}j,. Therefore,
the influence of frequency error and code synchronization error on SNR is calculated
through formula derivation. See Appendix B for the derivation process.

SNR after despreading is

s = [T NARCA) _ fsn(efD, o F(B) g

According to (18), y is affected by the synchronization error of the spread spectrum
code and carrier frequency difference. It is assumed that the threshold SNR required
by the system is (Es/Np),, dB. In the signal acquisition phase, it can be assumed that
|fT| < 1/4, |tT;| < 1/4. Then, through calculation, when 0 < a < 1, SNR deteriorates
1.82 dB < d < 2.34 dB. The signal-to-noise ratio of the front receiving channel of the
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receiver deteriorates to d’ and is considered at a maximum of 0.5 dB. Then, the actual
working SNR based on logarithmic representation is

Es ) ,
>|—) —d—ddB 19
= (NO th ( )
E _ E ~ [1, when BPSK
where & = gt 4 10lgm + 10IgN(dB), m = {2/ when OPSK"

5.3. Noise Estimation Based on Auxiliary Channels

Since V;, = AP,, when A is constant, V};, is only related to P,. The estimator of P, is
DP,,. The real-time estimation of noise variance can be realized based on auxiliary channels.
We multiply the received sample sequence with unrelated pseudo-noise sequences (values
of +£1) and add them up in a symbolic period to obtain

1 IN
=y L *®Erk (20)
k=(I-1)N+1

Assuming that the observation length is L,,; and the number of auxiliary channels is
1, the estimation result of the noise variance of the auxiliary channel is as follows:

. 1 Lops
Py =M = Y uw® (21)
Lops 1=1

If based on p auxiliary channels, the estimated noise M), of p auxiliary channels can be
calculated using p uncorrelated pseudo-noise sequence x(k), and its mean is the estimated
value of P,

. 1
P, = ?Z M, (22)
i=1

When the SNR changes at high speed, the number of auxiliary channels can be
increased, and the length of observation can be shortened, so the noise estimation can
become more accurate.

6. Results and Discussion

The burst spread spectrum based on synchronous overhead has some problems, such
as low transmission efficiency, long space exposure time and decline in anti-interception
performance. So, the optimal design of the burst spread spectrum is carried out. With Py,
better than 0.9999 and SNR of 3 dB before despreading as the design constraint, the design
method of burst spread spectrum without synchronization overhead is studied using the BPSK
modulation method. According to the relevant background project situation, the data length
of 128 symbols can meet the needs of submarine and UAV burst transmission. Therefore, this
paper assumes that the design requirements of burst spread spectrum are shown in Table 1:

Table 1. Design requirements.

Design Requirements Parameters
Ey /Ny 3dB
data length 16 bytes, 128 symbols
spread spectrum ratio 128
encoding mode LDPC (1/2)
symbol rate 32 ksps
modulation mode BPSK
demodulation mode coherent demodulation
signal duration 4 ms
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In addition, « = 0.3, and demodulation deterioration is not considered temporarily,
while only the carrier frequency difference and code synchronization error are considered,
which are both 1/4, then d = 1.87 dB.

6.1. Incoherent Accumulation Length Design

A Ppeq of at least 0.9999 is required for successful communication. When SNR before
despreading is 2, 3, and 5 dB, P, is simulated according to formula Ppeq = (1- Pf)zNLAPd
(11). The image of Py changing with A can be obtained as shown in Figure 13, and the
simulation data under various SNRs are given in Table 2.
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Figure 13. Py, of different L and different SNR varying with A.

Table 2. Data of the P;c; maximum points when SNR before despreading is 2, 3 and 5 dB.

Eb/NO (dB) L (Symbols) /\opt Pucq Pd Pf
32 61.3 0.5586 0.63 1.4693 x 105
2 64 108.7 0.9202 0.9413 1.3865 x 10~
128 201.3 0.9988 0.9992 1.2863 x 108
32 62.8 0.796 0.8416 6.7883 x 107°
3 64 112.7 0.9881 0.9920 2.3684 x 1077
128 211.4 1 1 2.4605 x 10710
32 68.2 0.991 0.994 3.6968 x 1077
5 64 126.2 1 1 3.5931 x 10~10
128 241.5 1 1 3.8858 x 1016

According to the simulation results, the incoherent accumulation length needs to reach
128 symbols under the 3 dB condition. Under the condition of 5 dB, the incoherent accumu-
lation length of 64 symbols can meet Pyey; > 0.9999. (Results that meat Pgeq requirement are
shown in bold in the table.) Monte Carlo simulation is carried out for the acquisition with
an incoherent accumulation length of 128 at 3 dB. It can be observed in Figure 14 that the
Monte Carlo simulation results are basically consistent with the theoretical curve, and the
maximum acquisition success probability meets P > 0.9999.
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Figure 14. Comparison of theoretical curve and Monte Carlo simulation curve.

However, the adaptive constant false alarm threshold [1,2] did not consider the false
alarm caused by a false alarm, and only selected the threshold according to Ps rather than
the acquisition success probability. According to this method, the threshold obtained
when Py = 0.0001 is 166. It can be observed from the above figure that the acquisition
success probability is close to 0 at this time (the theoretical value is 2.3122 x 10~4), and the
acquisition success probability of the Monde Carlo simulation results is 0. This threshold
cannot achieve successful acquisition, and the false alarm value must continue to be
reduced. Based on the acquisition success probability, the threshold setting method in this
paper is equivalent to giving the exact index basis of false alarm setting on the basis of a
constant false alarm threshold, so as to ensure the acquisition success probability of 99.99%.

6.2. Adaptive Threshold Under the Probability of Target Acquisition Success Probability

As can be seen from Table 2, when the SNR before despreading is 3 dB, and L = 128,
Paeg > 0.9999. In Figure 15, A, and Apgy are obtained at Pyop = 0.9999. In this case,
100,000 Monte Carlo simulations are performed, and the simulation results are shown in
Figure 16. Due to the fluctuation of noise variance, the acquisition thresholds also change.
Similar to Figure 15, Table 3 can be obtained through simulation.

Table 3. Normalized threshold A range when Eb/NO = 3 dB, L = 128.

Y Aopt Asmin Amax
0.9999 205.1 220.9
0.999 211.4 199 231.2
0.99 192.6 246.9

According to Section 5.1, because V}, = APy, the acquisition threshold estimation error
is AV = AP, x Aopt. Taking the median noise P, = 0.2535 of 100,000 simulations as an
example, Table 4 can be calculated based on the data in Table 3. The noise power estimation
error requirements AP, under different acquisition success probabilities can be obtained
by referring to Tables 4 and 5. For example, if we want 7 = 0.9999, then the noise power
estimation errors need to be 0.01 < AP, < 0.005. This method can effectively offset the
negative effect of noise estimation error on Vj,.

124



Electronics 2024, 13, 4586

x Pacq,mar
o Pacq

1+ —% .
~=0.9999 3
I
I

0.8 f ! _
I
I
I
~ l

S 06T i .
I

Amin} /\maz

I

04+ | .
I
I
l
I

0.2 ! 1
I
I
I
l

O L y I L Ll 1 1
0 50 100 150 200 250 300

A

Figure 15. The maximum and minimum normalized thresholds when the target acquisition success
probability -y is 0.9999.

5 1 ! ! 1 !
0

Number of decision <10

Figure 16. Acquisition simulation diagram when Eb/N0 =3 dB, L = 128.

Table 4. The acquisition threshold range under different acquisition success probability requirements .

P, Vopt Y Vnin Vinax
0.9999 51.9928 55.9982
0.2535 53.5899 0.999 50.4465 58.6092
0.99 48.8241 62.5892

Table 5. The estimation acquisition threshold range under different noise estimation errors AP, .

AP, AV Vopt—AV Vopt+AV
0.01 2114 514735 55.7015
0.005 1.0570 52,5329 54.6469
0.001 0.2114 53.3785 53.8013
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Tables 6 and 7 show the simulation results of noise power under different observation
times and numbers of auxiliary channels. Based on the experimental data in Tables 6 and 7, the
noise observation error meets the requirement of Py > 0.9999. With the increase in observa-
tion time and the number of auxiliary channels, the estimated noise error decreases gradually.

Table 6. The estimation of noise power under different observed lengths.

Observed Length L err bias RMSE
1 0.0011 2.3631 x 10~* 0.0333
64 1.6873 x 10~° 4.8980 x 107> 0.0041
128 8.4187 x 10~° 3.3503 x 10~° 0.0029

Table 7. The estimation of noise power under different numbers of auxiliary channels.

Numbers of Auxiliary Channels err bias RMSE
1 3.4355 x 107> —3.5409 x 107° 0.0059
4 8.7349 x 10~° 2.2638 x 1072 0.0030
8 4.4050 x 10~° 7.9486 x 107° 0.0021

Taking the Monte Carlo simulation of a successful acquisition as an example, as shown
in Figure 17, it can be observed that successful acquisition can be achieved when the
acquisition threshold V}, is between Vinin and Viax.

L=128
80 T T T T
+ H1
+ . HO
70 | b
60 [ b

0 0.5 1 1.5 2 2.5 3
Decision times x10*

Figure 17. A successful acquisition of the Monte Carlo simulation.

6.3. Hardware Resource Consumption

The hardware of model xc7k325tffg676-2 was selected for simulation on the Vivado
2018 software platform. This paper adopts 8 x clock multiplexing with two sample points
per chip. As can be seen from the comparison of Tables 8 and 9, LUT decreased by 52.74%,
FF decreased by 48.72%, and BRAM decreased by 32.58%.

Table 8. Non multiplexing.

Resource Utilization Available Utilization%
LUT 189,470 203,800 92.97
FF 320,806 407,600 78.71
BRAM 414 445 93.03
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Table 9. 8x clock multiplexing.

Resource Utilization Available Utilization%
LUT 81,982 203,800 40.23
FF 125,913 407,600 30.89
BRAM 269 445 60.45

6.4. Frame Transmission Efficiency

Assuming an Eb/NO of 3 dB, according to the above simulation, in order to achieve a
reliable decision, the synchronization overhead of the spread spectrum code synchroniza-
tion is 128 symbols (after coding) [1,2]. Valid data comprise 128 symbols. Frame length is
(synchronization overhead + valid data =) 256 symbols. The data transfer efficiency with
synchronization overhead is (valid data length/frame length=) 128/256 = 50%. After the
synchronization cost is removed, the data transmission efficiency can be 100%, and the
data transmission efficiency can be increased by up to 50%. The total signal length and
transmission time are reduced by half, and the concealment of communication is improved.

7. Conclusions

In this paper, a signal structure based on the aperiodic long code spread spectrum is
designed to improve the concealment and security of communication based on a transpar-
ent forwarding point-to-point satellite communication system. It can achieve reliable signal
acquisition without special physical layer synchronization overhead, which can effectively
shorten signal transmission time and improve the concealment of communication. The
receiver is designed based on a matched filter with high-power clock multiplexing to re-
duce hardware complexity and hardware resource consumption. In addition, the decision
threshold is estimated based on the auxiliary channel in real time to realize the adaptive
synchronous decision in the noisy environment and ensure the acquisition success probabil-
ity. The simulation results show that under typical short burst conditions, the transmission
time of a burst signal can be shortened by up to 50% compared with the matching filter
acquisition method with synchronization cost, and the acquisition success probability can
reach more than 99.99% when Eb/NO = 3 dB. In this paper, xc7k325tffg676-2 hardware is
used to simulate on the Vivado platform, and the hardware resource consumption of the
capture matching filter can be reduced by more than 40%.

In future work, we will study the acquisition technology of the burst spread spectrum
satellite communication with high dynamic and large frequency offset.

Author Contributions: Conceptualization, S.P. and L.Y.; methodology, S.P. and L.Y.; software, L.Y.
and S.P; validation, L.Y.; formal analysis, S.P. and Y.W.; investigation, L.Y. and Y.T.; resources, S.P.
and Y.T.; data curation, Y.T. and Y.W.; writing—original draft preparation, L.Y.; writing—review and
editing, S.P, L.Y. and Y.W.,; visualization, L.Y.; supervision, S.P. and Y.W.; project administration,
Y.T,; funding acquisition, S.P. and Y.T. All authors have read and agreed to the published version of
the manuscript.

Funding: This research was funded by an Adaptive Satellite Communication Technology Project,
under grant number 2024-173ZD-040.

Data Availability Statement: The original contributions presented in the study are included in the
article, and further inquiries can be directed to the corresponding authors.

Conflicts of Interest: Authors Shenfu Pan, Leyu Yin and Yan Wang were employed by the company
The 54th Research Institute of China Electronics Technology Group Corporation. The remaining
authors declare that the research was conducted in the absence of any commercial or financial
relationships that could be construed as a potential conflict of interest.

127



Electronics 2024, 13, 4586

Abbreviations

The following abbreviations are used in this manuscript:

GEO Geosynchronous Orbit

MIMO Multiple-Input Multiple-Output

FFT Fast Fourier Transform

PMEF-FFT  Partial Matched Filter-Fast Fourier Transform

XFAST Extended replica Folding Acquisition Search Technique
SNR Signal to Noise Ratio

ISI Intersymbol Interference

Appendix A. Signal Expression

The spread spectrum signal waveform can be expressed as follows (data symbol dj
corresponds to spread spectrum code chip cy ~ cn_1):

oo}

s(t) = i dp Y cww(mT. — pT)hr(t — mT,) (A1)

p=—00 m=-—00

where d), is the data symbol sent, the chip period is T, the spread spectrum multiple is N
and the symbol width is T = NT.. hr(t) is the signal forming pulse, assumed to be the root
rising cosine pulse in this paper, where « is the roll-off factor and has 0 < a <1 [25]. w(#)
is the window function,

(A2)

(1 0<t<NT.
w(t){o else

The receiver applies a matched filter with an impulse response of T 'hr(t) to the
signal in Formula (A1). Then the channel response has the raised cosine characteristic.
Considering the complex baseband model in an ideal Gaussian channel, the matched
filtered signal can be approximated as

r(t) = As(t — TT.) e/ @) 4 p(t) (A3)

where s(t — TT¢) is the baseband signal waveform and n(t) is the noise after matched
filtering. In addition, A is the signal amplitude, T is the normalized signal transmission
delay, f is the carrier frequency and ¢ is the carrier phase after matched filtering.

Sample s(t — TT,) is set according to the chip rate and the sampled data s(k). Assum-
ing that the local spread spectrum code is not strictly aligned with the received signal,
the normalized spread spectrum code synchronization error is T1;. When the signal of
Formula (A3) is sampled at t = kT, the baseband signal after sampling can be expressed as

r(k) = As(k)el@TfKTet9) 4 p(k)

=A oZoj dp OZoj cmw(mT, — pT)h(KT. — mT, — T, )e/ @ fKTete) 4y (k) (Ad)
P

=—00 M=—00

Appendix B. Correlation Operation

Using the local spread spectrum code sequence and the received signal after sampling
r(k) to perform correlation operations, the despreading data are obtained:

1 (I+1)N-1
W=y L M)
k=IN

A (+1)N-1 o . |

=5 L k) ¥ dp ¥ eww(mTe—pT)h(kTe —mTc — TT,)ef2nfkTe+g)
k=IN p=—oo Lm0

1 (+1)N-1

~ c*(k)n(k

N k:ZlN () (k)

1 (+1)N-1
Sity Lo ciknlk)
k=IN

(A5)
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where m = k — g, q is the delay, since the spread spectrum code is an aperiodic long code,
0 < g < IN. S;in (A5) can be expressed as

A (H+D)N-1 o o ,
Si(q) = N Y (k) ¥ dy ¥ cmw(mT.—pT)h(kT, — mT, — T, )e/ 2 fkTe+e)
k=IN p=—c0 ' m=—oo
A UH+D)N-1 oo o , (A6)
== Y (k)X d ¥ crqw(kTe—qT. — pT)h(qTc — T, )/ S kTete)
N k=IN p=—0c0 g=—00

When q = 0 in (A6), the corresponding signal component is

A (I+1)N-1 ,
Si(g=0) =h(-7T) kle c* (k)e(k) zl d, ka(ch — IT)e/(27fkTetg)
= p= m=
A (I+1)N—-1 (2 fkT. )
= Zh(—1T,)d *(k)c(k)e/@nfkTe+e
N(T)zk:ZINCUC()e (A7)
N (T, N o) g
c

sin(rtfT) .
= Adih(—1T.) > 2 pjo
dih(—7Te) T e
Its average power is expressed as

ps =E [(Sm,q:O) (Sm,q:O)*} ~ A2h2(*TTC) {81117-([;({17‘)}2 (A8)

g # 0 corresponds to the ISI caused by the channel band limiting effect (time domain
trailing effect). If only the ISI of two adjacent symbols is considered, |q| < N can be
assumed. pj; is the interference power when q > 0, while p; is the interference power
when g < 0. The total interference power can be expressed as

AZ N-1 -1
PI=pPntrp=g l Y W2 (qTe — 7T, )+ Y. W2 (qT. — TT,) (A9)
g=1 g=—N+1

In summary, the signal after despreading can be approximated as

1 (+1)N-1 sin(tfT) . 1 (H)N-1
Yi(q) = N k:ZlN c*(k)yr(k—gq) ~ Ad1h<—TTc)%€]¢l + N k:ZlN c*(k)n(k) +ny;(q) (A10)

= Bel? +ny,(q) +np,(q)

where B = Ah(—tT.)sinc(fT), n ~ N(0,03), and ny; ~ N(0,02/N). ny, is the noise
caused by ISL The simulation results show that when N > 32, | fT| < 1/4and |tT| < 1/4,
the interference power of (A8) is at least 20 dB lower than the signal power of (A9), which
is negligible in the context of engineering.
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Abstract: In view of the future of the Internet of Things (IoT), the number of edge de-
vices and the amount of sensing data and communication data are expected to increase
exponentially. With the emergence of new computing-intensive tasks and delay-sensitive
application scenarios, terminal devices need to offload new business computing tasks to
the cloud for processing. This paper proposes a joint transmission and offloading task
scheduling strategy for the edge computing-enabled low Earth orbit satellite networks, aim-
ing to minimize system costs. The proposed system model incorporates both data service
transmission and computational task scheduling, which is framed as a long-term cost func-
tion minimization problem with constraints. The simulation results demonstrate that the
proposed strategy can significantly reduce the average system cost, queue length, energy
consumption, and task completion rate, compared to baseline strategies, thus highlighting
the strategy’s effectiveness and efficiency.

Keywords: low Earth orbit satellite networks; edge computing; task offloading; resource
scheduling; deep Q-network

1. Introduction

Traditional terrestrial networks, like 5G, rely on base stations as their fundamental
units of operation. These stations enable the delivery of real-time and rapid services [1].
Nonetheless, terrestrial network deployment faces certain challenges. Primarily, the reach
of terrestrial base stations is limited, making it difficult to establish them in regions such
as deserts, forests, or mountains. Additionally, terrestrial base stations are susceptible to
natural disasters. When events like typhoons, tsunamis, and earthquakes damage these
stations, communication systems can fail, and restoring them swiftly is challenging, which
leads to severe societal and economic disruptions due to interrupted communications. Con-
sequently, satellite communication systems, especially the low Earth orbit (LEO) satellite
networks, offer a flexible deployment option with global coverage, effectively comple-
menting terrestrial networks [2,3]. In densely populated regions, satellite communication
networks can provide substantial support, utilizing their resources for communication,
computing, and storage to ease the burden on terrestrial systems. In locales where terres-
trial networks are unable to reach, satellite networks can assume the role of transmitting
information, thus complementing the terrestrial networks [4].

In the forthcoming era of the Internet of Things (IoT), achieving global connectivity
and intelligence will lead to an exponential increase in the number of edge devices and
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the volume of sensing and communication data. Traditional centralized cloud networks
will no longer be able to efficiently process the massive amounts of data generated by the
IoT [5,6]. The advent of augmented reality, enhanced reality, high-definition live streaming,
and other novel application scenarios further accentuates this challenge. Limitations in
terminal computing power and navigation capabilities may result in suboptimal user
experiences, such as the inability to interact in real time. Mobile Edge Computing (MEC),
a pivotal technology in fifth-generation mobile communications, addresses these issues
by decentralizing resources from central devices to network edge devices. This enables
edge devices to possess certain computing capabilities for processing user requests locally,
providing users with low-latency, high-bandwidth data processing services. Consequently,
MEC alleviates the pressure on core network resources and effectively resolves problems
such as data traffic bottlenecks in the core network [7-9].

In traditional satellite communication systems, satellites usually act as relays for
transferring data from user devices. With the emergence of new computing-intensive
tasks and delay-sensitive application scenarios, terminal devices need to offload new
business computing tasks to the cloud for processing. However, the traditional mode of
uploading data to the cloud for processing cannot meet the current computing-intensive
business needs in terms of low latency and high bandwidth transmission. Therefore, the
integration of satellite communication and edge computing is the development trend of
future satellite networks. Moreover, LEO satellite communication systems inherently offer
low-latency communication due to their proximity to the Earth’s surface and typically
orbit at altitudes between 500 and 2000 km [10]. This close proximity significantly reduces
the signal propagation delay compared to Geostationary Earth Orbit (GEO) satellites,
which orbit at approximately 35,786 km. As a result, LEO satellites can achieve round-
trip signal latencies as low as 20-30 ms, making them suitable for real-time and delay-
sensitive applications [10,11]. The deployment of LEO satellite constellations enhances
communication reliability through redundant coverage and seamless handover capabilities.

These low-latency and high-reliability characteristics of satellite communication sys-
tems, combined with edge computing and storage resources deployed on satellites, can
provide users with strong computing and storage resource support [12-14]. This can sig-
nificantly reduce data transmission between the edge and the central cloud, reduce delay;,
and lower energy consumption. In addition, with the increasing demand for computing
and storage resources in new application scenarios, satellite edge computing can provide
strong computing and storage resource support for new applications.

By integrating MEC technology with LEO satellite communication networks, satellites
not only can receive and forward tasks to ground stations but also deploy MEC servers
onboard, enabling LEO satellites to possess computing and storage resources. This is crucial
for expanding service capabilities. Considering the characteristics of the LEO satellite
communication networks and MEC technology, their integration can fully utilize the
flexible satellite chain routes of LEO communication networks for efficient transmission [14].
Additionally, by deploying satellite servers, we can meet the needs of end users for faster,
better, and safer applications. Therefore, building a LEO satellite edge computing network
is an inevitable trend in the development of communication networks [15]. In our initial
result [16], integrating edge computing technology with LEO networks can significantly
reduce the service response time of LEO satellites, enhance the autonomous task processing
capabilities of satellites, and improve network performance. Moreover, dynamic task
offloading and transmission scheduling are critical for optimizing performance in satellite
networks as they must adapt to various dynamic factors such as fluctuating user demand,
the movement of satellites, changes in network topology, and environmental conditions.
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This adaptability ensures that tasks are efficiently offloaded to the most suitable resources
in real time, thereby enhancing overall system performance and responsiveness.

The existing challenges of latency issues and bandwidth allocation must be addressed
to improve system optimization. Although satellite networks are known for their low
latency advantages, certain applications may still experience latency issues, especially
when bandwidth is constrained during peak usage periods. Effective bandwidth allocation
is crucial as it directly influences task processing speed and response times. Furthermore,
optimizing bandwidth is essential in enhancing resource utilization efficiency, which
ultimately contributes to better overall system performance. The LEO satellite systems
integrated with edge computing need to communicate through satellites and ground
stations, and there is a certain signal transmission delay between satellites and ground
stations. This delay may adversely affect real-time applications and tasks that require
rapid data processing; the bandwidth of satellite communications is relatively limited and
insufficient for supporting large-scale data transmission and processing needs. This means
that bottlenecks may be encountered when processing large-scale data sets and performing
complex computing tasks; the LEO satellite systems integrated with edge computing
require a large amount of energy supply to support their computing and communication
needs. However, current solar battery technology and battery capacity limitations restrict
the energy supply capacity of satellite systems. This may lead to the system being unable
to meet the needs of high-intensity computing tasks. Additionally, satellite systems still
face difficulties in maintenance and updates, as well as high costs.

The major contributions of this paper are as follows:

¢ This paper proposes a novel integration of Mobile Edge Computing (MEC) technol-
ogy with LEO satellite communication networks while comprehensively considering
constraints such as onboard computing and transmission, satellite—ground and inter-
satellite links, and traffic conservation.

¢ This paper formulates the problem of efficient task offloading in the integrated LEO
satellite edge computing network. It defines a cost function based on caching and en-
ergy consumption and models the dynamic task offloading and transmission schedul-
ing problem as a constrained long-term cost function minimization problem.

¢ The original optimization problem is divided into two key components: data task
transmission scheduling and computation task offloading. The data task transmis-
sion scheduling problem focuses on determining the most efficient routes for data
transmission from observation satellites to ground stations, utilizing Dijkstra’s algo-
rithm to identify the shortest paths while accounting for energy consumption. In
contrast, the computation task offloading and computation scheduling problem is
modeled as a Markov Decision Process (MDP), where dynamic factors such as the
arrival of IoT device tasks and the status of relay satellite buffers are considered. This
approach enables the application of reinforcement learning techniques, specifically the
Deep Q-Network (DQN) algorithm, to develop optimal strategies for task offloading
and computation scheduling, which minimize long-term system costs under varying
conditions.

e  Extensive simulations are performed to evaluate the proposed scheme compared with
the existing peers.

The rest of the paper is organized as follows. Section 2 presents an overview of
related work. Section 3 describes the system model, and Section 4 formulates the joint
transmission, task offloading, and computation scheduling problem. The proposed schemes
are introduced in Section 5. Simulation results are presented in Section 6. Finally, we
conclude this paper in Section 7.
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2. Related Works

This section outlines the current research related to task offloading and resource
scheduling in LEO satellite networks.

2.1. Task Offloading in LEO Satellite Networks

In scenarios involving task offloading in LEO satellite networks, references [17,18]
suggest energy-efficient algorithms for task offloading. The work in [17] examines a ground
network supported by LEO satellites and offers a cloud—edge collaborative offloading
strategy that accounts for service quality constraints, facilitating efficient energy offloading
within a satellite network. It provides separate solutions utilizing deep reinforcement
learning and game theory. Meanwhile, Ref. [18] explores a hybrid cloud-edge LEO satellite
computing network with a three-layer structure, focusing on reducing total energy con-
sumption for ground users. This research applies game theory to devise task offloading
strategies for each ground user.

Studies [19-21] introduce algorithms that optimize delay in task offloading. Ref. [19]
presents a network architecture integrating space and ground components to deliver edge
computing services to LEO satellites and UAVs, focusing on reducing task execution delays
through deep reinforcement learning for offloading decisions. Ref. [20] examines task
offloading challenges within modern small satellite systems, proposing a strategy that opti-
mizes delay while offloading and dismantling tasks. For satellite relay computing, Ref. [21]
suggests a collaborative computing approach between satellite and ground to specifically
reduce task response delays.

Other works [22-25] focus on creating energy-efficient and delay-optimized strate-
gies for task offloading. Ref. [22] analyzes the time delays inherent in satellite—ground
communications within relay computing scenarios, proposing a heuristic search algorithm
to balance the computational load and reduce system energy consumption and task exe-
cution delay. Ref. [23] introduces a task offloading method employing a heuristic search
algorithm specifically to lower both energy consumption and task execution delay for
ground users. Ref. [24] also focuses on modern small satellite systems, suggesting a delay-
optimized strategy for both offloading and dismantling tasks. Ref. [25] proposes a local
search matching algorithm to determine the optimal task offloading strategy, targeting a
reduction in energy usage and delay for ground users.

2.2. Resource Scheduling Algorithms for LEO Satellite Networks

The works of [26-28] examine the challenge of satellite transmission delays. Specifi-
cally, Ref. [26] explores the use of ground stations, high-altitude platforms, and LEO satellites
to offer data offloading services to ground users. Meanwhile, Ref. [27] investigates using
satellite chains for data offloading to ground stations, suggesting optimization algorithms to
enhance the download throughput of data at these stations and for data transfer among co-
operative satellites and from satellites to ground stations. Ref. [28] develops a transmission
scheduling algorithm to maximize bandwidth usage in satellite constellations by enhancing
inter-satellite link capacity. Furthermore, Ref. [29] examines the integration of LEO satellite
networks with terrestrial networks, proposing a matching algorithm aimed at maximizing
data transmission rates and user access, factoring in various capacity constraints.

Additionally, Refs. [30-33] delve into the scheduling of computing and storage re-
sources in LEO satellite networks. For instance, Ref. [30] introduces a hybrid satellite—
ground network utilizing software-defined networking, focusing on optimizing the long-
term usage efficiency of communication, storage, and computing resources despite variable
network, storage, and computing states, employing deep Q-learning algorithms for joint
resource allocation optimization. Ref. [31] considers LEO satellites equipped with MEC
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platform computing and storage resources, proposing a service request scheduling ap-
proach to optimize resource use and service quality while reducing system costs. Ref. [32]
suggests a strategy for satellite network storage resource scheduling to maintain user expe-
rience quality, and Ref. [33] explores the joint optimization of wireless resource allocation
and task offloading in satellite networks to leverage the computing power of edge nodes
effectively.

2.3. Task Offloading and Resource Scheduling Algorithms for LEO Networks

In addressing the challenges of task offloading and resource scheduling within LEO
network environments, Ref. [34] examines the varying aspects of task segmentation and the
energy priorities of edge devices. The study introduces an energy-efficient task offloading
and resource scheduling algorithm to minimize both overall delay and energy usage.

Studies [35,36] put forward joint task offloading and resource scheduling algorithms
leveraging deep reinforcement learning. Specifically, Ref. [35] employs a distributed
algorithm grounded in convex optimization to tackle the task offloading and resource
scheduling issue, recasting it as a direct optimization problem of computing resource
scheduling for LEO satellites and simulating the system to maintain high energy efficiency.
Meanwhile, Ref. [36] utilizes a deep reinforcement learning approach for resource allocation,
addressing task offloading to the edge device and task segmentation issues, and applies
a deep reinforcement learning strategy to identify the optimal offloading approach to
minimize delay and energy consumption at the edge device.

Moreover, Refs. [37,38] suggest joint task offloading and resource scheduling frame-
works using deep reinforcement learning. For instance, Ref. [37] proposes an integrated strat-
egy for computing resource allocation and task offloading that adapts to dynamic changes
in the network environment to enhance energy efficiency long-term, employing deep rein-
forcement learning to modulate the offloading strategy dynamically. Meanwhile, Ref. [38]
evaluates LEO network architecture with edge computing, focusing on minimizing user task
processing delay and energy use at the edge node, and proposes a comprehensive strategy
for task offloading and computing resource scheduling to achieve long-term reductions
in delay and energy consumption. Furthermore, Ref. [39] considers dynamic shifts in the
locations of edge devices, satellites, and the network setting, using a deep reinforcement
learning algorithm to optimize user association, offloading, computing, and communication
resource allocation strategy for minimal long-term delay and energy use. Additionally,
Ref. [40] presents a joint task offloading and resource scheduling strategy tailored for LEO
edge computing aimed at minimizing system costs, with simulation outcomes indicating
that the proposed strategy can notably decrease the average system cost.

Despite significant advancements in LEO satellite task offloading research, there
remains a substantial gap in fully leveraging satellite collaboration for efficient resource
utilization. Existing studies, summarized in the Table 1, primarily focus on optimizing task
execution delay and energy efficiency without accounting for the dynamic nature of LEO
networks and the potential of satellite cooperation. To address these gaps, our research
makes the following unique contributions. We propose a groundbreaking integration of
Mobile Edge Computing (MEC) technology with LEO satellite communication networks.
This integration considers unique constraints such as onboard computing capabilities,
satellite—ground and inter-satellite link capacities, and traffic conservation laws, which
have not been collectively addressed in prior works.
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Table 1. Comparison of related works on task offloading in LEO satellite networks.

References Focus Area Methodology Key Contributions Limitations
Task offloading with Game thec?ry, Prop95es cenersy efflqent of Does not address joint
[17,18] Lo energy-efficient floading strategies with ser- .
energy optimization : . . . resource scheduling
algorithms vice quality constraints
. . Reduces task execution de- Limited focus on
Delay-optimized task Deep reinforcement . . .
[19-21] . . lays through offloading opti- computational resource
offloading learning L .
mization scheduling
Balances computational load  Lacks adaptability to
Energy and delay - . .
[22-25] o7 Heuristic algorithms and reduces system energy dynamic network
optimization . Y-
consumption and delays conditions
Satelhte. resource S . Enhances inter-satellite band- Focuseg o.nly on data.
[26-29] scheduling for Optimization algorithms . transmission scheduling,
2 width usage and throughput .
communication not computation
Resource scheduling in Software-defined Improves commumcatl.on, Assumes static resource
[29-33] . . . storage, and computing demands and lacks joint
hybrid networks networking, Q-learning - . . R
efficiency in hybrid networks  optimization
Joint task offloading and Deep' reinforcement Propos.es energy-efficient leltec.1 handling of
[34-36] . learning, convex strategies for task segmenta- dynamic network
resource scheduling Lo . . .
optimization tion and scheduling environments
. Provides  comprehensive .
o Deep reinforcement . P Assumes fixed task
Long-term optimization R strategies for delay and - .
[37-40] . learning, joint L . arrival rates and limited
in LEO networks Lo energy optimization in -
optimization . . scalability
dynamic scenarios
Joint task offloading and L.ong term. cost minimiza Requires hlgh
. . Deep Q-Network-based  tion, real-time adaptability —computational resources
This work dynamic resource

scheduling

optimization

to dynamic task arrivals and
link variability

for reinforcement
learning model training

3. System Model

This section considers the system model comprising the network model, task and

computation model, transmission service model, and link transmission rate model.

3.1. Network Model

The proposed LEO satellite network includes N observation satellites, K relay satellites,

M IoT devices, and a ground station. Observation satellites equipped with sensors and
instruments to collect data from the Earth’s surface, such as imagery or environmental
measurements, focus on data acquisition and initial data processing [41,42]. Relay satellites
are defined as satellites that facilitate communication by receiving data from observation
satellites or IoT devices [43,44] and forwarding it to other satellites, ground stations, or
processing nodes. They possess greater computational and communication capabilities to
handle data relay and task offloading.

In this paper, we distinguish between two types of information handled by satellites:
data and tasks. Data refer to raw information transmitted or forwarded without additional
processing, such as images relayed from an observation satellite to a ground station. Tasks,
on the other hand, involve computational workloads where data need to be processed
to extract useful insights. For example, an IoT sensor may collect temperature readings,
which require analysis to detect anomalies. In our model, if data only require transmission,
we classify it as ‘data’; if computation is required, we classify it as a ‘task’.

When direct communication between an observation satellite and the ground station
is not possible due to their relative positions, observation satellites gather data from
the Earth’s surface and transmit it to relay satellites, which then relay the data to the
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ground station cache. For example, the data can be raw or processed information, such
as images, sensor readings, and measurements that need to be transmitted to ground
stations. Computational tasks may originate from IoT devices and require offloading
to relay satellites for processing due to limited device capabilities. IoT devices create
computational tasks and transmit them either to relay satellites or directly to the ground
station for processing. Computational tasks encompass processing activities generated by
IoT devices or satellites, requiring computational resources to execute functions like data
analysis, image processing, and complex calculations. Accordingly, IoT devices establish
connections with relay satellites through an association process, where each device selects
an appropriate relay satellite for communication and task offloading based on factors such
as signal quality, available resources, and connectivity status.

Let OS,, denote the n-th observation satellite, RSy denote the k-th relay satellite with a
computational capacity of ¢, and ID,, denote the m-th IoT device. Each relay satellite’s
sub-channel offers a bandwidth of B, allowing multiple IoT devices to connect with relay
satellites via Orthogonal Frequency Division Multiple Access (OFDMA) technology. The

specific system layout is depicted in Figure 1.

Relray Observation
Satellites Satellites

Satellite- Inter-Satellite
ground links Links

Ground
Stations

Figure 1. System model.

In the dynamic LEO satellite scenario explored in this paper, to more clearly illustrate
the system’s link dynamics, we consider that the system time T is divided into continuous
intervals of duration 7. Given the nature of inter-satellite links in the LEO network, each
LEO satellite is equipped with four interconnections with other satellites. The links between
satellites within the same orbit are comparatively stable, while those between satellites in
adjacent orbits achieve relative stability through steerable beam technology. Therefore, the
inter-satellite network topology is assumed to remain stable. To describe the connection
status of the inter-satellite communication links, we define x} , € {0,1} as the physical
link indicator between the observation satellite OS,, and the relay satellite RS. If lek =1,
a physical link exists between OS;, and RSy; otherwise, XZ,k = 0. Similarly, xz,k, € {0,1}
represents the link indicator between relay satellites RSy and RSy, where x,r(,k, = 1 indicates
that a link exists, and x ;, = 0 indicates no link. The satellite-to-ground network topology
is assumed to change with each time slot, yet it remains constant within a single time
slot. To describe the satellite-to-ground link status, xfﬂ,k, ; € {O, 1} is used to indicate the
existence of a physical link between the IoT device ID,, and the relay satellite RSy at time
slot t. Here, xfn,k,t = 1 indicates a link exists, otherwise xfn,k, P = 0. Likewise, x‘;f,t c {0, 1}
serves as the indicator for a link between the relay satellite RSy and the ground station at
time ¢, where x‘;i ; = 1 symbolizes an existing link, and xi = 0 symbolizes its absence.
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3.2. Task and Computation Model

Consider that the computational tasks for IoT devices arrive unpredictably during
each time slot and conform to a Poisson distribution. Let 6, signify the computational
task that arrives at IoT device ID,, during time slot ¢. This task 8y, is characterized as
Omi = (Dmt, Fmt), where Dy, = Ay T denotes the size of the task 6y, ¢, and Fy,; indicates
the CPU cycle count necessary to process each bit of data in the task 0,, ¢, where A, signifies
the typical task arrival rate for device 1Dy,.

Considering that IoT devices often have limited computational capabilities and con-
strained energy resources due to their compact size and design, they are not suited for
processing computationally intensive tasks locally. Performing such tasks would result
in significant delays and quickly deplete the device’s battery life. Therefore, rather than
executing computational tasks themselves, IoT devices offload these tasks to relay satellites.
Relay satellites possess enhanced processing power and energy availability, enabling them
to handle tasks efficiently either through onboard computation or by forwarding tasks to
ground stations for processing. This offloading strategy not only conserves the limited
resources of IoT devices but also improves overall system performance by leveraging the
capabilities of more powerful network nodes. Define z,, ; » € {0,1} as the variable indi-
cating the transmission of task 0, ;. A value of z,, ; ; y = 1 means that the task 6y, is sent
to the relay satellite RS during time slot ¢/, while z,, ; , y = 0 means it is not. Furthermore,

let Ai ik € 10,1} denote the decision variable for selecting the ground station offloading
mode for task 0y, ¢. If Ai 1y = L it signifies that the relay satellite RSy chooses the ground

8

station mode for task 6y, ¢ during time slot t', whereas Ak

=0 indicates otherwise.

3.3. Transmission Service Model and Transmission Model

In the scenario outlined in this paper, observation satellites are tasked with contin-
uously monitoring the ground and collecting data transmission services at the outset
of system operations. Denote by Dy, the data collected by the observation satellite OS,,.
Assume that, following data collection, an observation satellite OS; is required to relay
the data to the ground station through relay satellites in the following time slots. Define
Yoxi € 10,1} as the selection variable for satellite transmission relays concerning obser-
vation satellites. A value of 7}, ; = 1 indicates that the observation satellite OS,, sends
data to relay satellite RSy in time slot f, whereas 7} | ; = 0 indicates no transmission. Let
Tnik ¢ € 10,1} represent the transmission selection variable between relay satellites. If
Tnix s = L relay satellite RSy forwards data Dj to relay satellite RSy in time slot £; other-
wise, '7:1,k,k', ; = 0. Additionally, let 'Vi,k, ; € {0,1} be the variable for selecting the ground
station transmission from relay satellites. If 7§z,k,t = 1, the relay satellite RSy transmits data

Dy, to the ground station in the time slot ¢; if not, then ')/5 v = 0.

3.4. Link Transmission Model
Define Rin 1+ as the data rate between the 10T device ID,, and the satellite RSy at time #:

. i pt
P}, G Gllem,k,th,k,t (1)

Ry e = X Blogy | 1+ 72

i . . r . 1 .
Here, P, is the transmission power, G;; and G; are antenna gains, L , , is path loss,

pt
Lm,k,t

loss are critical components in the link budget analysis. They determine the signal-to-

is rain attenuation, and ¢? is noise power. The antenna gains and free space path

noise ratio (SNR) at the receiver, which in turn affects the achievable data rate as per
Shannon’s capacity formula. Higher antenna gains improve the SNR, while larger path
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‘ , 2
losses deteriorate it. According to Equation (23) in [45], L! ,, = (47'1?6?.’;11 wif/ c) where c is

mk,t
the speed of light, din i+ is the distance, and f is the frequency.
Let R;% ; represent the link rate between the relay satellite RSy and the ground station

in time slot f. It is given by the following:

8T8 8T8 TPt
PG Gr L L s
o2

Ry, = x;,Blogy {1+ @)

where P;g is the relay satellite’s transmission power to the ground station, G,:g is the trans-

mission antenna gain, G; is the receiving antenna’s gain, L,f ; denotes the rain attenuation,

2
and Lit indicates the free space loss, which is defined as follows: Li,t = (47rdf/t f/ c)

where d‘,%' ; is the distance between RSy and the ground station during time slot £.
Let RY , represent the link rate between the observation satellite OS, and the relay
satellite RSy, which is given by Equation (4) in [46]:

. o GnGpPuLy

ok = KR TE, /No ©

where G, is the observation satellite’s transmission gain, G; is the relay satellite’s receiving

gain, P, is the power of OS,, sz,k = (47rd2,k f/ c) ? is the free space loss between OS,, and

RSy, ks is the Boltzmann constant, T is the system noise temperature, E;, is the energy per

bit, and Nj is the noise power spectral density. d} , is the distance between OS,, and RSy.
R} i specifies the rate between the relay satellites RSy and RSy, which is given by the

following:

GrGpPrLiw

,
= ) ——— 4
xk'k ksTsEb/NO ( )

r
Ry w

where G| and Gj, are the relay satellite k’s transmission gain and k'’s receiving gain, P|

2
is the power for inter-satellite transmission, L; ,, = (47Td; wf/ c) is the free space loss
between RSy and RSy. dj ;, is the distance between RSy and RSy

4. Optimization Problem Modeling

This section first models the system’s cache queue and energy consumption then
defines the system cost function based on the cache queue and energy consumption. Next,
it considers constraints such as association and computation limitations to model the joint
task offloading and resource scheduling problem as a long-term cost function minimization
problem under these constraints.

The dynamic nature of LEO networks requires a flexible approach to resource schedul-
ing. As the number of IoT devices and their corresponding tasks vary, our system dynami-
cally schedules the transmission and computation resources to ensure efficient processing
and transmission. Continuous assessment of the operational status of satellites and ground
stations allows our framework to respond promptly to changes in network conditions.
The quality of communication channels is monitored to optimize data transmission paths,
ensuring reliable connectivity. The relationships between satellites are considered, allowing
for adaptive scheduling based on the current inter-satellite network topology.

To effectively manage these dynamic factors, our resource scheduling strategy is
designed to adapt in real time. By modeling the task offloading and computation scheduling
processes as a Markov Decision Process (MDP), we enable our system to make informed
decisions based on the current state of the network. This approach ensures that both the
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data transmission and computational tasks are scheduled efficiently, minimizing latency
and maximizing throughput.

4.1. System Cache Queue Modeling

As the computational tasks for IoT devices appear unpredictably and are sent to relay
satellites in successive time slots, it is necessary to model the computation task cache
queue at the devices. Given that relay satellites might handle data transmission services,
accept and transfer computational tasks, and perform onboard tasks in each time slot, it is
important to model a queue at the relay satellites to illustrate the caching scenario. Inspired
by the analysis and modeling in [47-49], we model the queueing as follows.

4.1.1. IoT Device Queues

Let Q! + represent the length of the task queue for computations at the IoT device IDy,
during time slot t. The formula for updating the queue le,t is given by the following:

K ¢t
Qm {41 = min (Ql e, Qi — Z Z Zi ket Dy + Dm,t> 5)
k=1+—=1

where Q4™ denotes the maximum allowable length of the cache queue for the IoT device
ID;, and Zk:1 Zf,zl Zm t k¢ D ¢ + D, denotes the incoming data.

4.1.2. Relay Satellite Queues

Define Qy ; as the queue size for the relay satellite RSy at time t. The update equation
for the queue at the satellite RSy is given by the following;:

Qkt+1 = min {Qmax Qk + Z Yt D 2 Vo i

M t—1
_ZlynktDo+Z Z/\mt/ mt’ (6)
m=1t=1
M t-1
PrT
— / , D,y
mzltlzymtktmm<D ' Emp’ m’t’k’t>}

Here, QP** denotes the upper limit of the queue for RSy; y,, v x+ € {0,1} is a binary
task indicator for the satellite’s task execution. A value of 1 signals that RSy processes
the task 0,, » at time t. The symbol ¢, stands for the computational capacity of RSy, and
D, v k. indicates the workload associated with task 0,, ;/ for RSy at t. The workload update
is defined as follows:

. P T
Dm,t/,k,t+1 = Dm,t/,k,t - mm(D T Dm,t/,k,t (7)
m,tLm,t

Initially, D,, y , ; for satellite RSy is determined by the following:

0, t<t’,and zy,p =1
Dot = t o (®)
Dy, zmppr =land Yo Yypip t7 <t <L

Equation (8) implies that the task is considered empty when there are no incoming
data from the IoT devices, and it reflects the total task size once task execution begins.
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4.2. System Energy Consumption Model

Let E{ denote the energy consumption for executing tasks at time f, comprising energy
spent transmitting tasks from IoT devices to relay satellites, relay satellites computing tasks,
and transmitting tasks to ground stations. The energy consumed by ground stations is
neglected due to their ample power. Ef is given by the following;:

M K t M K M K
Ef = Z Z Epix + Z Z Efn,t,k"‘ Z Z Efm,k )

m=1k=1 m=1k=1 m=1k=1

In Equation (9),

d Efw,t,k = Zm,t,kD%,tan,t / Rin,t,k is the energy to transmit a task 6, ; from IoT device ID,
torelay RSy at t;

e E ik = Ymik€k (D%,t / (pk)2 is the energy for RSy to compute 0, at t where ¢y is the
energy coefficient for RSy;

. E‘fn’ bk = /\m,t,kD(r)n,tpi,t / Ri/ 1 is the energy to send 6y,+ from RSy to ground stations at .
Define Ef as the energy needed for data transmission at time ¢, incorporating data

transfer from observation satellites to relay satellites, among relay satellites, and from relay

satellites to ground stations. The formula for Ef is

N K K K N K
[ o r
P= Y Bt X Bt 1) Bk (10)
n=1k=1 k=1Kk'=1k'#k n=1k=1
where the following holds:

*  Elii = VakDPuPu/ R denotes the energy for observation satellite OS), to send the
data Dj, to the relay satellite RSy at ¢;

*  El vt = Vg PnP' /R o quantifies the energy for relay satellite RSy to transmit
the data D, to another relay satellite RSy at ¢;

. Eﬁ,k, P = 7§,k, Dype/ Ri 2 defines the energy for RS to transmit the data Dy, to ground
stations at t.

4.3. System Cost Model

The system cost function, denoted by U, takes into account both the task queue length
and energy usage and is represented as follows:

T T
U=)Y U =Y mEt+ u0Q: (11)
=1 =1

Here, U; indicates the cost at each time t. The energy consumed, E; = Ef 4 E7, includes
computation and data transmission at time f, while Q; = ZAm/Izl Qpt + Zszl Qk+ reflects
the system’s queue length at the same time. The parameters y; and y; prioritize energy
and queue length, respectively.

4.4. Optimization Constraints

Considering transmission links, link availability, flow conservation, and other con-
straints, the optimization problem needs to satisfy the following constraints.

4.4.1. Transmission Link Constraints
This study assumes that, for any time t, each IoT device can link to only one relay
satellite, which is expressed as follows:

K
Yoz <1, Vmt <t (12)
k=1
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Similarly, at any given ¢, each observation satellite is restricted to a connection with a
single relay satellite, which is expressed as follows:

K
Yok <1, Vn,t (13)
k=1

For the relay satellites, at any moment ¢, data transfer is limited to transmitting from
one observation satellite. This is denoted by the following:

K
Yo Yk <1 Vnkt (14)
K'=1,k' £k

Further, at any point in time ¢, each relay satellite can only facilitate the transmission
of data from one observation satellite within a single relay transfer:

N
,)/:Z,k,k’,t S 1/ Vkr k/ # k,t (15)

n=1

Finally, each relay satellite is also constrained to transmitting data from a single
observation satellite to the ground station. This is defined by the following:

N
Zl Vi <1, Ykt (16)
n—=

4.4.2. Link Availability

IoT devices can transmit computational tasks to relay satellites only when connectivity
is established, which is defined by

=1
X Zmjs Lii oy =0, Vmkt (17)
t/:1 /

where 1) is an indicator function that returns 1 if x is true and 0 otherwise. Similarly,
relay satellites can relay data to ground stations only with an active link:

N
g p—
Y Ve Lis —op =00 Ykt 18)
n=1 8
t—1 2
1Am,t’,k,t g =0y =0 Vk, t (19)
= 18

For data transfer from observation satellites to relay satellites, a valid connection
is necessary:

T
Z VZ,k,t ' 1{x‘;lk:O} == O/ Vn,k (20)
t=1 /
Finally, data can only be exchanged between relay satellites if they are interconnected:

T
> Mt Lag =0y =0 VKK k£K (21)
t=1 ’

The term “x” serves as an indicator of link availability between IoT devices and satellites.
When x = 0, it signifies that the link is not available; thus, the transmission variables must
be set to zero, reflecting the inability to transmit data. This is supported by the indicator
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function, which will yield a value of 1 under these circumstances. Conversely, if x = 1,
which indicates an available link, the transmission variables can assume non-zero values,
allowing for data communication. This logical structure ensures that our model accurately
represents the conditions of link availability within the network.

4.4.3. Task Computation

Given that the relay satellite initiates computing tasks only when all tasks have been
transmitted and that they process just one task in each time slot, we have
y =0, Vm, tktt" <t <t (22)

1
Yt kot {t<t“ ot

M T
Yo Ymppr <1, Vit t>F (23)
m=1+t=1 o

4.4.4. Flow Conservation

In the transmission of user data via inter-satellite and satellite-to-ground communi-
cations, it is essential to adhere to flow conservation laws for both observation and relay
satellites. The flow conservation constraint for an observation satellite OS;, is defined by
the following:

Vn (24)

T M'-]
:o
||

L

Equation (24) ensures that each observation satellite OS,, (where 1 is the index of the
satellite) must transmit its data to exactly one relay satellite RSy within the time frame [1, T].
The summation over k (relay satellites) and ¢ (time slots) ensures that the total number of
transmissions initiated by each observation satellite OS; equals 1. This reflects the principle
that each observation satellite must transmit its data to exactly one relay satellite during the
defined time horizon, maintaining data flow from observation satellites to relay satellites.

For a relay satellite RSy handling the data Dy, the constraint is formulated as follows:

ZVnktJF Z Z'Ynkkt Z E'Ynk'ktJFZ'Ynktf vn, k (25)
K =1k #kt=1 K =1k #k t=1

Equation (25) enforces the principle of flow conservation at each relay satellite RSy for
data originating from a given observation satellite OS;,. It ensures that the total incoming
data flow into the relay satellite RS, equals the total outgoing data flow from RSy, preserv-
ing the continuity of the data flow within the network. The left-hand side represents the
total incoming flow into the relay satellite RSy, which includes data directly transmitted
from the observation satellite and relayed from other relay satellites. The right-hand side
represents the total outgoing flow from the relay satellite RSy, which includes data relayed
to the other relay satellite and transmitted to the ground station.

Equations (24) and (25) embody the principle of flow conservation, stating that for any
given node in the network, the total data inflow must equal the total data outflow. This
principle is vital for maintaining the integrity and efficiency of data transmission within
the satellite network. By applying this conservation principle, we ensure that our model
accurately tracks data movement and resource utilization across the network, thereby
facilitating optimal routing and task offloading strategies.
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4.5. Optimization Model

Considering constraints such as link availability and computation limitations, the opti-
mization model for the joint dynamic task offloading and transmission scheduling problem
based on the long-term cost function minimization under the constraints is the following:

min lim IE
X T—00

Zut

s.b. (12)—(25)

(26)

where X = {7 ,, Vrkk b7 'yi,k,t,zjﬂ,t,,k,t, /\f1 okt Ymy ki) is the set of all variables.

5. Proposed Schemes for Joint Task Offloading and Transmission Scheduling

Solving the long-term cost minimization problem P1 modeled in (26) involves dy-
namic task offloading and computation scheduling strategies for observation satellite
data tasks, IoT device computation tasks, and inter-satellite network topology stability.
The original optimization problem is divided into data task transmission scheduling and
computation task offloading and scheduling problems. For the data task transmission
scheduling problem, a transmission scheduling strategy based on Dijkstra’s algorithm [50]
is proposed. For the dynamic task offloading and scheduling problem, considering the
Markov decision process, a deep learning method is adopted to propose a dynamic task
offloading and scheduling strategy based on DQN.

5.1. Data Task Transmission Scheduling

This section models and addresses the data task transmission scheduling issue, aiming
to devise a transmission strategy. Assuming a static inter-satellite network topology, the
problem is simplified to a directed shortest path with weighted edges. Dijkstra’s algorithm
is utilized to find the shortest routes from observation satellites to the ground station.
To solve the capacity limitations of relay satellites, an enhanced scheduling strategy is
introduced. Excluding conflicts among relay satellites, a scheduling strategy for observation
satellites maps the data transmission route to ground stations. The link weights, determined
by energy consumption, help model this as a directed shortest path problem. Let W), be the
cumulative energy expenditure from OS,, to the ground station, which is represented by
the following:

K T K K T
:kg; itV Z Zk Z K nkk’+227nkt nkt (27)

=1t=1

Here, W, denotes the link weight between the observation satellite OS;, and relay
satellite RSy, W k Y the link weight for the data Dj, between the relay satellites RS, and
RSy, and Wn,k, ; the link weight for the data Dj, from the relay satellite RS to the ground
station at time ¢. These weights are computed as follows.

g
DYP, 0 Dypf Dy By s _
0 ’ X = 1 RT ’ xk k, - 1 T 7 k — 1
e A L ' ;W= e ¢ (28)
+oo, x9, =0 +oo, X =0 +o0, x}%g =0

From (28), it is observed that greater transmission energy reduces link weight. The
shortest path problem between the observation satellite OS,, and the ground station is
modeled as follows:

min W, st (13)=(16),(18), (20), (21), (24), (25) (29)

0 r 8
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The inter-satellite link’s state over time is modeled by representing the ground station
as T nodes, GS;, with 1 <t < T. At each time ¢, link weights to relay satellites depend on
link conditions. Using Dijkstra’s algorithm [50] for shortest path calculations, super nodes
are employed, and virtual ground station nodes have link weights set to zero. Specifically,
to model the time-varying nature of the satellite—ground links, we represent the ground
station as a set of virtual nodes GS; for each time slot f. Each virtual ground station
node GS; corresponds to the ground station at time f, capturing the link availability and
conditions at that specific time. To facilitate the application of Dijkstra’s algorithm, we
introduce a ‘super node’. The super node serves as a single common destination node
and is connected to all virtual ground station nodes GS; with edges of zero weight. This
construction ensures that the shortest path algorithm can effectively consider all possible
paths reaching the ground station over different time slots.

The graph G, = (V, E, Wy,) is constructed, where V includes observation satellites OS,,
relay satellites, and virtual ground station nodes; E consists of satellite—ground station links,
and W, contains link weights. All link weights from ground stations to super nodes are
zero. By constructing the time-expanded graph G, = (V, E, W,,), we capture the dynamic
topology of the inter-satellite network over time. The vertices V include the observation
satellite OS,, relay satellites RSy at different time slots, virtual ground station nodes GS;
representing the ground station at time ¢, and the super node serving as the common
destination. Edges E represent possible transmissions between nodes at consecutive time
slots, with weights Wn indicating the transmission costs. We apply Dijkstra’s algorithm
to this graph to find the shortest path from OS;, to the super node. This path denotes the
optimal sequence of transmissions through relay satellites and time slots, minimizing the
overall transmission cost to the ground station.

Figure 2 illustrates a schematic of the link formed by one observation satellite
OS,; and six relay satellites. Applying Dijkstra’s algorithm to the augmented graph G,
identifies the shortest path between OS, and the virtual ground station nodes. Let
o = {'72,k,t""' I?Z,k,k’,t""’ 'ﬁ,k,t/l < t' < t} represent the data set DY from OS,, to GS;.
Due to multiple hops and the dynamic nature of the inter-satellite link, the original trans-
mission strategy may become infeasible, requiring adjustments. The strategy set 7, ; is
checked for conflicts. If the maximum conflict time f; = arg max{ Yok, .} of the relay satel-
lite transmission strategy exceeds t, the strategy is invalidated; if t; < t, the strategy set
7ty ¢ is retained. The strategy with the minimum weight is selected as the local transmission
scheduling strategy set 77} ;. for OS,,.

RS3

o GSi
RSI e RS3 3
bt oo
S R
~._ GS
[ o & ”””””””” ﬁ ”
05 RS2 RS6 g
5 . /" Super Node
e o
BN RS4 TR

Figure 2. Diagram of link state.
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In the context of independently designing transmission scheduling strategies for obser-
vation satellites, instances may arise where two distinct data tasks commence transmission
from a similar origin and are destined for the same endpoint concurrently. Such scenarios
precipitate a transmission scheduling conflict. To address this issue, the following section
introduces an algorithm capable of adjusting transmission strategies through prioritization.
For illustrative purposes, consider the transmission strategies ), , ;, , and '%zr’,k,k’, ; associated
with the conflicting data DY and D;?, respectively. The algorithm’s fundamental concept is
developed as follows:

1. Assess the Priority of Present Data Tasks:At the current time, evaluate the transmission
energy expended by both conflicting data tasks, assuming that the task with greater
accumulated transmission energy is accorded higher priority. Define E,, ,»_; as the
total transmission energy accumulated by the data task DY preceding time #'. The
expression for E,, _; is given by the following:

Kt —1 KK t'—1
— 0 T
En,t’—l - 2 En,k,t + Z En,k,k’,t (30)
k=1,t=1 k=1k'=1
k! #kt=1

0
nt' —1

for transmitting data task DY up to time t' — 1, considering both observation-to-

The accumulated energy E in Equation (30) quantifies the total energy expended
relay and relay-to-relay transmissions. Specifically, for conflicting data tasks Dj, and
Dy, if E; sy > Eypq, the data task Dj is granted higher priority (i.e., the one
that has already consumed more energy up to time '). This metric is crucial for
prioritizing tasks during scheduling conflicts as tasks with higher accumulated energy
are considered to have greater investment and are, therefore, prioritized to minimize
system cost and resource waste.

2. Modify Transmission Strategy in Accordance with Priority:The aforementioned data
task Dy, enjoying higher precedence, will implement the strategy encapsulated in
ft; . Here, 7t}

task DY. Consequently, the optimal scheduling strategy set is 77;;" = 7. For the data

denotes the designated set of strategies for transmitting the data

task Dj, possessing a subordinate priority, it is imperative to revert to the observation
satellite OS,, and reformulate the transmission scheduling strategy, as detailed in
the Dijkstra-based algorithm developed above. To circumvent subsequent conflicts,

careful consideration must be given to arranging the set containing strategy ¥, , ./ ;,
on KK,

ultimately achieving the refined strategy set 7,

5.2. Dynamic Task Offloading and Computation Scheduling Problem Modeling and Solving

With the transmission scheduling strategy for data tasks established, the relay satel-
lite’s buffer queue status is known for each time slot. Due to the relay satellite’s limited
buffer capacity, dynamic satellite—ground links, and the random arrival of IoT device com-
putation tasks, the task offloading and computation scheduling problem becomes highly
complex and dynamic.

This complexity makes traditional optimization methods less effective, as they may
not efficiently handle the high-dimensional and stochastic nature of the problem. Therefore,
we model the problem as a Markov Decision Process (MDP). By formulating the problem
as an MDP, we can employ reinforcement learning techniques to find optimal policies.
Specifically, we utilize the Deep Q-Network (DQN) algorithm, which integrates deep
learning with Q-learning. DQN is adept at estimating the state—action value function in
high-dimensional spaces, making it suitable for our model. The algorithm leverages deep
neural networks to approximate the optimal Q-values and incorporates experience replay
and target networks to enhance learning stability and efficiency.
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The application of DQN enables the agent (relay satellite) to learn optimal task offloading
and computation scheduling strategies through interactions with the environment, ultimately
minimizing the long-term system cost in the face of uncertainty and dynamic conditions.

Consider the function U; as indicative of the cost associated with the relay satellite’s
activities in managing the offloading of tasks and scheduling of computational procedures
at time instance t. The function Uy is defined mathematically as follows:

Uy = uEr + uo Qs (31)

The challenge surrounding the optimization model for dynamic task offloading and
computation scheduling is formulated by the following:

T ~
)0,

t=1

min lim lIEI
T—o00

, st (12),(17),(19), (22), (23) (32)
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Through solving the above-stated Equation (32), it becomes possible to determine the
strategic approach for selecting computation modes by the relay satellite, denoted as Zin, P kb
Additionally, this leads to the identification of strategies for offloading mode selection
by the ground station, represented by A§1 1 k- along with determining the computation
scheduling strategy denoted by vy, ;.

5.2.1. Markov Decision Process Modeling

When we closely examine Equation (32), it becomes apparent that we are dealing with
a long-term optimization challenge that incorporates randomness through its variables. To
effectively address this problem, it is structured as a Markov decision process, which is
mathematically characterized by the tuple (S, A, ;). Here, S signifies the array of system
states, A = {at} signifies the suite of potential actions, and r; stands for the immediate
reward function associated with the process [51]. The constituents of the state space, action
space, and reward function within this context are further detailed as follows. Let S = {s;}
denote the array of system states at a given time ¢, with each state s; conceptualized
as follows:
st = {Qn, Qi LT, 2} (33)

In this expression, Q; = {Qllt, Qotreees Qrpre--,Q K,t} captures the buffer queue conditions
for each relay satellite at time t; Q} = {Qit, Qé,t" .y Qin,t, e, Qé\/l,t} reflects the buffer queue
status for each IoT device during the same period; Lf - {LZ,k,t' 1<m<M1<k<K}
indicates the rain attenuation coefficient relevant to the communication link connecting
each IoT device and each relay satellite at time t; and xi = {x;’n’k’t, 1<m<M,1<k<K}
depicts the status of logical link existence between each IoT device and each relay satellite
at this time instance. At time ¢, IoT devices have the capability to transfer computation
tasks stored within their buffer queues to relay satellites. Accordingly, let A = {a;} denote
the comprehensive set of actions available at time t, where each action a; encapsulates the
strategies for selecting task offloading modes by IoT devices at that specific moment and
can be expressed as follows:

ar = {Zm,t’,k,t/ Ai,t/,k’t/ym,t’/k,tll S m S ]\/I/1 S t/ < t/1 S k S K} (34)

Under the scenario wherein IoT devices occupy state s; and undertake action a;, the
resulting immediate reward r; is meticulously designed as follows:

K M
Tt = =M (Z Qre+ Y, le,t> — w2k (35)
k=1 m=1
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5.2.2. Determining Satellite Dynamic Link Strategy Based on DQN

Figure 3 illustrates the developed framework for task offloading and scheduling.
The algorithm of DQN, introduced by the DeepMind group, is a reinforcement learning
algorithm integrating deep learning principles widely used in current complex satellite
networks design [19,30,52-54]. Unlike traditional Q-learning, DON is adept at managing
complex state spaces characterized by high dimensionality. In the realm of Q-learning,
such state spaces often pose dimensionality challenges, impeding effective learning. DQN
circumvents these limitations by employing deep neural networks as function approxima-
tors, which allows for the efficient handling of high-dimensional spaces by representing
states as continuous variables, thus enhancing learning efficacy. Moreover, conventional
Q-learning mandates a discrete action space, thereby restricting its utility in scenarios
necessitating continuous action spaces. DQN addresses this limitation by leveraging deep
neural networks to estimate the Q-values for each possible action, thus enabling the han-
dling of continuous action spaces and the selection of the optimal action via optimization
techniques [55]. The integration of an experience replay mechanism permits the storage of
the agent’s experiences in a replay buffer, from which samples are randomly extracted for
training. This approach alleviates the correlation between successive training data, thereby
mitigating the sample correlation issue and bolstering training efficiency and stability.
Consequently, the DON method is proficient at maximizing interactions between intelli-
gent agents and stochastic environments. The “Environment” encapsulates the temporal
dynamics that influence the state, allowing the model to maintain a distinction between
the current conditions and the actions taken, until such action results in a transition to a
‘Next State’.

Figure 3 illustrates the iterative process of the Deep Q-Network (DQN) learning cycle.
Although the figure does not explicitly show an entry point, the process naturally begins
with the first observation of the environment, denoted as the initial state sy. This initial
state is used to determine the first action ay, initiating the sequence of interactions between
the agent and the environment. From this point forward, the system continuously updates
states and actions based on learned policies. This design aligns with conventional DQN
representations, where the emphasis is on the continuous reinforcement learning process
rather than a discrete starting point.

e-Greedy Strate
i Eld Select Action

Update Prediction
Loss Parameters
Cratont , Network < Current State Update Action
O(s,a,;0) State
«— 0.0.L.x l
Action Obtain Policy
Calculate Loss Function l Y
mt k> m,l.l(.l),vmfﬁ.l
Elrymax 0(5,,439)-06s.,a:0)] Network Update 1
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— #1957 141
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Figure 3. Proposed DQN-based task offloading algorithm framework.

During the training phase of the DON (Deep Q-Network) algorithm, the strengths of
both convolutional and recurrent neural networks are harnessed to proficiently estimate the
state-action value function, known as the Q-function. The architecture of DQN comprises
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two distinct networks: the prediction network tasked with generating experience replay
data, and the target network, which computes the state—action value, referred to as the
Q-value. To expedite convergence, DQN employs an experience replay strategy, which
involves the random sampling of accumulated data for training, alongside a smoothing
technique for managing the data effectively. When IoT devices execute actions during the
state s, the associated action value function Q is updated as follows:

Qir1(s,a) = Q(s,a) +a|r(ar|st) + ymax Qi(s',a") — Qy(s,a) (36)

In Equation (36), & denotes the learning rate, and < represents the discount factor. To
tackle the computational intricacies of Equation (36), and prevent divergence of Q-values,
DON introduces a prediction network Q(s,a;0) and a target network Q(s, a; 4 ), which are
responsible for predicting and assessing the Q-values, respectively. Herein, 6 and ¢’ are the
parameters of the prediction network and target network. The parameters 6 are updated
by reducing the loss function:

0 < 0+ vVF(Q(s,alx)) (37)

where v signifies the step size, and F;(Q(s, a|x)) denotes the Q-value loss function, which
is expressed as follows:

F(Q(s,1))) = E(gyapm000)t1(0) | (vt — Q(5,8:0)) (38)

In Equation (38), (s¢, at, tt,5t+1) ~ U(D) symbolizes samples randomly extracted from
the experience replay buffer D, and y; is the output generated by the target network at time
t, which is given by the following:

yr=ri+ vn%ax Q'(s,d;8) (39)

The detailed procedures for the computation task offloading and scheduling algorithm,
rooted in the DQN learning algorithm for interactions between satellite and IoT devices, are
outlined in Algorithm 1. Begin by initializing the prediction and target networks alongside
the state, action, and parameters within the experience replay buffer. Within the state s;,
implement the e-greedy policy to identify the optimal action a; for the target network,
facilitating the transition of the system state from s; to s, 1. Record the experience tuple
(st,at, ¢, 5¢.41) in the experience replay buffer, whose maximum capacity is denoted as D™,
Select a random batch of samples with size D" from this buffer and feed them into the
prediction network to generate predicted Q-values. The target Q-values are computed in
line with Equation (36). Then, determine the discrepancy between the predicted and target
Q-values to update the parameters of the prediction network via Equation (37). The target
network parameters are periodically revised utilizing the prediction network’s parameters.
Iterate these steps until convergence is reached.

We define ‘resource scheduling’ in the context of our study as the strategic scheduling
and management of computational and communication resources within the satellite net-
work. This encompasses both data scheduling, which prioritizes data packet transmission,
and task offloading, which involves distributing computational tasks among various net-
work nodes. Although our primary focus is on optimizing data scheduling paths and task
offloading strategies, these actions are intrinsically linked to efficient resource utilization,
ensuring that the network operates optimally in conjunction with its available resources.
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Algorithm 1 DQN-Based Task Offloading and Scheduling

1: Initialize prediction network Q(s, a;0) and target network Q' (s, a;6’)
2: Initialize experience replay buffer D with capacity D™

3: for each episode do

Initialize state s;

5. for each step in episode do

6: Select action a; using e-greedy policy

7: Execute action a; and observe reward r; and next state sy, 1

8

9

Store (s, at,tt,5¢41) in D
Sample random batch of size D" from D

10: Compute target y; = r; + ymax, Q'(s;11,4’;6")

11: Compute loss F; = E[(y; — Q(st,a1;0))?]

12: Update prediction network parameters 6 <— 0 + vVyF;
13: if step mod update_frequency == 0 then

14: Update target network parameters 6’ < 6

15: end if

16: St < St41

17:  end for

18: end for

6. Simulation Results and Analysis

This section uses the STK simulation software version 6.0 to build a system scenario in
order to obtain real satellite and inter-satellite physical link information, apply Pytorch 2.2.2
and MATLAB 2024a to simulate the algorithms proposed in this paper and the algorithm
in the literature [40], and analyze the performance differences between the two. This
paper presents a novel cost model for an LEO satellite edge computing system, addressing
the challenges of computation offloading. It introduces a joint computation offloading
and resource allocation strategy, which decomposes the problem into two sub-problems:
optimizing computation offloading using game theory and allocating communication
resources via the Lagrange multiplier method. Ref. [40] is selected as a baseline due
to its relevance to IoT applications and its use of energy consumption as a cost metric,
which aligns with our study’s objectives. However, our approach differs significantly in
methodology, as we employ a DON-based optimization rather than the game-theoretic and
Lagrange multiplier methods used in [40]. To enable a fair comparison, we replace our
proposed DQN-based optimization algorithm with the JCORA method from [40] while
keeping all other simulation parameters unchanged. This allows us to directly compare the
performance impact of different optimization strategies under the same system conditions.

Simulation Scenario

In the simulation scenario of this paper, a LEO satellite network is built using the STK
satellite tool (version 6.0), which includes 24 medium-orbit satellites distributed in three
orbital planes with an altitude of 1000 km, 10 observation satellites, and one ground station.
This section uses MATLAB (version 2024a) the Python programming language (version 3.8)
and a Pytorch (version 2.1.2) simulation environment based on the Gym reinforcement
learning environment to simulate the DQN network. During the simulation process, the
number of training steps is set to 4000 steps, and the number of training episodes is set to
30 h. The parameters of the DON network and other parameters are shown in Table 2. This
section averages the simulation results of 600 independent experiments and compares the
proposed algorithm with the algorithm in the literature.
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Table 2. Parameter settings for DON network and simulation

Parameter Value
Learning Rate a 0.001
Discount Factor y [0.1,0.5,0.9]
Experience Replay Buffer Capacity D™ 10,000
Sample Size DPatch 64
Exploration Value e [0.1,1]
Link Bandwidth B 20 MHz
Arrival Rate [0.8, 2] Mbps
u1 and pp ' [1,3]
Rain Attenuation LE?,‘/& [10,20] dB
Boltzmann Constant kg 1.380649 x 10~23 J/K
Thermal Noise Temperature T 300 K
Signal-to-Noise Ratio Ej /Ny 17 dB
Relay Satellite Transmission Power P” 40W
Relay Satellite Transmission Antenna Gain G,® 27 dBi
Relay Satellite Reception Antenna Gain G,® 24 dBi
Observation Satellite Transmission Power P, 40 W
IoT Device Transmission Power P,in 0.1W
Time Slot Length T 0.2s

Figures 4 and 5 show the impact of different learning rates and discount factors on
long-term rewards. As shown in the figure, a learning rate of 0.1 is very clear that the
DQN network does not converge and fluctuates significantly. This is because the learning
rate is too large, and the network jumps directly to the local optimal value, resulting in
suboptimal results. When the learning rate is 0.0001, the network converges slowly, and
even after 400 training steps, there is still a large fluctuation. This is because, during the
learning process, the network converges slowly and requires more training steps to reach
the final reward. When the learning rate is 0.001, the network can reach the optimal reward

after 1000 steps and maintain the reward through continuous training.
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Figure 4. Long-term reward versus number of training steps (with different learning rates).
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Figure 5. Long-term reward versus number of training steps (with different discount factors).

Figure 5 illustrates the impact of different discount factors v on the long-term rewards
during the training of our DQN-based task offloading and computation scheduling algo-
rithm. The discount factor is a critical parameter in reinforcement learning algorithms,
determining how future rewards are valued relative to immediate rewards. When v = 0.1,
the agent exhibits slow convergence with high fluctuations in rewards. This low discount
factor implies that the agent undervalues future rewards, leading to shortsighted decisions
that do not contribute to long-term system optimization. For ¢ = 0.5, the agent shows im-
proved convergence and reduced fluctuations. The balance between immediate and future
rewards allows the agent to learn better policies but still falls short of optimal performance.
With v = 0.9, the agent achieves rapid convergence and higher steady-state rewards. The
high emphasis on future rewards enables the agent to learn strategies that significantly
minimize the long-term system cost. This result indicates that a higher discount factor is
beneficial in the context of our satellite edge computing network, where long-term planning
is essential due to the dynamic and continuous nature of tasks and resources.

In Figure 6, we illustrate the connection between the relay satellite’s maximum queue
length and the system cost, alongside analysis of varied scenarios concerning task com-
putation difficulty. The figure reveals that as the relay satellite’s maximum queue length
grows, the system cost declines. This occurs because a longer queue allows the satellite to
manage more data transmission tasks and adjust computation task scheduling, enhancing
the system’s capacity to prevent data loss and stabilize cost fluctuations. Notably, the
system cost achieved by our proposed method in this study is lower than that reported
in prior research, and with a task computation difficulty of 1000 cycles, the cost reduction
using our approach is slower compared to the method from the literature [40].
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Figure 6. System cost versus maximum queue length of relay satellites.

Figure 7 presents the correlation between the relay satellite’s computation capability
and system cost. It demonstrates that as the satellite’s computation capability increases,
the system cost decreases unevenly across various methods. Figure 7 demonstrates the
relationship between the computational capability of relay satellites and the system cost
in the proposed LEO satellite edge computing network. As the computational capability
of relay satellites increases, the system cost decreases significantly due to improved task
processing efficiency and reduced communication overhead. However, the curve exhibits
a diminishing return effect, where further increases in computational capability yield
only marginal reductions in system cost. This highlights the importance of balancing
computational resources to achieve cost-effective performance. The figure underscores
the efficiency of the proposed joint task offloading and resource scheduling strategy in
optimizing system performance while minimizing costs.

Furthermore, an increase in IoT device numbers also results in uneven decreases in
system costs. This is due to the reduction in task computation time as satellite computation
improves, allowing the task queue to remain stable within a reasonable timeframe, thus
lowering costs. Moreover, a rise in device data quantity leads to more tasks for the system to
process, adding to the costs. The cost via our proposed methodology notably surpasses that
of previous approaches [40], and with enhanced satellite computation, our method’s cost
increase is slower than that of existing methods, underscoring the benefits of our approach.

Figure 8 evaluates the relationship between the average task arrival rate and system
cost under different numbers of IoT devices for the proposed algorithm in this chapter and
the algorithm from [40]. As shown in the figure, as the task arrival rate increases, the system
cost decreases. This is because a higher task arrival rate leads to greater utilization of the
network’s computational, communication, and caching resources, resulting in increased
system costs. Moreover, the system cost achieved by the proposed algorithm in this chapter
is lower than that of the algorithm in [40]. Furthermore, as the task arrival rate increases,
the cost under the proposed algorithm increases at a relatively slower rate.
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Figure 7. System cost versus computing capability of relay satellites.

The system cost metric used in this study incorporates energy consumption, task
processing delays, and other operational factors. By minimizing system costs, the proposed
method achieves significant energy savings in addition to reducing delays and improving
task completion rates. This holistic evaluation provides a comprehensive assessment of the

system’s performance.
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Figure 8. System cost versus the average arrival rate of the tasks.
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7. Conclusions

This paper has comprehensively addressed the joint dynamic task offloading and
resource scheduling problem in LEO satellite edge computing networks. The proposed sys-
tem model incorporates both data service transmission and computational task offloading
and is framed as a long-term cost function minimization problem with constraints. Key
contributions include the development of a priority-based policy adjustment algorithm
for handling transmission scheduling conflicts and a DQN-based algorithm for dynamic
task offloading and computation scheduling. These methods are integrated into a joint
scheduling strategy that optimizes overall system performance. Simulation results demon-
strate significant improvements in average system cost, queue length, energy consumption,
and task completion rate, compared to baseline strategies, highlighting the strategy’s effec-
tiveness and efficiency. Future work will extend the framework to more complex network
scenarios and explore the integration of advanced machine learning techniques to further
enhance security performance [56,57].
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Abstract: The performance of the services provided by Global Navigation Satellite Systems
(GNSSs) can be seriously degraded by the presence of wireless interferences, and Machine
Learning (ML) has been applied to address this problem using the digital artifacts generated
by the GNSS receiver. While such an application is not novel in the literature, the analysis of
the impact of the bit-depth at which the GNSS signal is recorded has not received significant
attention. The type and power level of the wireless interference are also important factors
to investigate in this context. This paper addresses this gap by performing an extensive
analysis of the impact of these factors on a data set of GNSS signals subject to three different
types of wireless interferences with ML and DL algorithms. The analysis is a combination
of a pre-processing phase where the Carrier-to-Noise Ratio (CNR) values of different
satellites are evaluated, the extraction of relevant features for ML, and the application of a
Convolutional Neural Network (CNN) with a multi-head attention layer. The results show
that the proposed approach is able to detect the presence of interference with great accuracy
(e.g., 99%) but the type of interference and bit-depth can decrease the performance.

Keywords: GNSS; machine learning; deep learning; wireless interference

1. Introduction

Global Navigation Satellite System (GNSS) technologies are used in many applications
in the modern world from the automotive domain to the provision of Location-Based
Services (LBSs), synchronization of cellular networks, and so on. Such applications set the
need for delivering high-performance GNSS solutions in terms of performance parameters,
such as accuracy, availability, continuity, and integrity [1].

On the other hand, GNSS signals may be vulnerable to either intentional or uninten-
tional Radio Frequency Interference (RFI) due to their weak received power and the wide
availability of low-cost jammers [2,3]. In particular, jamming is an intentional RFI aimed
to disrupt GNSS-based services by deliberately transmitting powerful signals in GNSS
bands. It would be useful to characterize the type of jamming attack to apply appropriate
mitigation measures.

As in other fields, Machine Learning (ML) and Deep Learning (DL) have been increas-
ingly used in GNSSs to address a number of problems including the detection of ionospheric
disturbances, scenario classification [1], and so on. In parallel, ML and DL were used to
detect and classify types of disturbances like interference in wireless communications [4]
or power quality disturbances in power transmission systems [5].

Electronics 2025, 14, 1147 158 https://doi.org/10.3390/ electronics14061147



Electronics 2025, 14, 1147

The underlying concept of this paper is to apply ML and DL algorithms to the detection
and classification of interferences of GNSSs taking into consideration the specific aspects
of the GNSS context: (1) the digital observables identified with the Carrier-to-Noise Ratio
(CNR) from the GNSS receivers are the result of a pre-processing step where discriminating
information of the wireless interferences may be lost, (2) GNSS satellites may not be
fully visible at the time of the data acquisition and processing, which can also obfuscate
important information on the interferences, and (3) the signal may be processed using
different bit-depths as there is a trade-off between processing time and storage.

The aim of this paper is to investigate the application both of ‘shallow’ (e.g., Decision Tree)
and neural networks ‘deep” ML algorithms to detect and classify different types of wireless
interferences in GNSS data collected from real measurements and processed at different power
levels and bit-depths. Additional details on the novelty and advancement of this study in
comparison to the state of the art in the research literature are provided at the end of Section 2.

The structure of this paper is the following: Section 2 provides a literature review on
the application of ML and DL to the problem of detection and classification of wireless
interference in GNSS signals. Section 3 outlines the overall methodology used for the
implementation of data collection, pre-processing, and the application of the ML and
DL algorithms. In particular, Section 3.2 describes the ML and DL algorithms used to
perform the detection and classification including the Convolutional Neural Network
(CNN) architecture and the features used in the ML application. Section 4 describes the
data set used to evaluate the approach. The data set was generated by the authors in their
laboratory and it will be available to the research community after the publication of the
paper. Section 5 provides the results of the comprehensive analysis of the application of the
proposed approach on the data set for different values of the hyper-parameters (e.g., number
of considered satellites) and the types of wireless interference. Finally, Section 6 concludes
the paper and outlines potential future developments.

2. Related Work

This section provides an overview on the related work on the detection and identi-
fication of wireless interferences in GNSS signals. Section 2.1 gives an overview on the
application of ML to this problem while Section 2.2 reports on the literature where neural
networks including DL are applied.

2.1. Related Work on Machine Learning

An extensive survey on the application of ML and DL to GNSS problems is given
in [1], where the detection of interference is one of the considered sub-cases among others
(estimate of ionospheric effects, signal detection, positioning), and it is often associated
with jamming detection and classification. One of the first studies, which applied ML to
jamming identification and classification is [6] where a twin Support Vector Machine (SVM)
algorithm (TWSVM) was used for real-time interference monitoring. The TWSVM is the
preferred SVM for improved classification performance. In contrast, DL algorithms were
not used and the impact of the bit-depth was not considered at all. Another paper, which
used shallow Machine Learning algorithms was [7], which adopted a combination of SVM
and Principal Component Analysis (PCA) to reduce the feature space. The goal of the
authors of [7] was to detect both jamming and spoofing attacks. However, DL was not used.
Several recent papers have adopted DL algorithms, demonstrating in general a superior
performance to shallow Machine Learning algorithms in this context as discussed in the
next sub-section.
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2.2. Related Work on Neural Networks and Deep Learning

The authors in [8] adopted a CNN (as in this paper) to classify different types of
jamming signals present in GNSS bands. In particular, pulse jamming, narrowband,
and wideband chirp jamming were used to generate the jamming signals. As in this
study, different power levels were also used. The main difference of this paper with [8]
is that the analysis with CNNs is performed directly on the radio frequency space in [8],
while in this study the CNR values are used. The approach in this paper is more realistic
because the classification of the interferences in the original radio frequency space would
require an additional spectrum analyzer component, while the CNR values (as C/ Ny time
series) are provided even by consumer-grade GNSS receivers. Apart from this significant
difference, the authors of [8] do not take into consideration the impact of the bit-depth.
The authors of [9] have also used a CNN with a similar limitation that the DL algorithm is
applied directly to the spectrograms of the combined GNSS and jamming signals, which
can also be computing-intensive due to the need to generate the spectrograms from the
signal in space. The jamming signals used in [9] are chirp-based, pulse, or narrowband
signals, which are similar to the ones used in this paper. The results of [9] show that
SVM achieves better accuracy than the CNN, whereas this study obtained opposite results.
Furthermore, it should be taken in consideration that this study used a more sophisticated
CNN architecture with a multi-head attention layer rather than the baseline two-layer
CNN architecture proposed in [9]. A similar approach was also followed in [10] with a
CNN architecture and [11], where DL algorithms (i.e., ResNet18 and Transformers) were
applied both to the time domain and spectral domain representation of the combination
of the GNSS signal and the interferences. Pulse, chirp, and modulated signals were used
to generate the interference. An evolution of these approaches is to use combinations of
time frequency transforms as in [12], where the Wigner-Ville transform (WVT) and the
spectrograms were used in combination to identify and classify interferences in GNSSs
using a CNN. The studies [10-12] have the same limitation as the previous papers because
the application of the CNN to the original signal or its spectral domain (either with Fast
Fourier Transform (FFT) or with Time Frequency (TF)) does not take into consideration the
processing (e.g., signal correlation) of the GNSS receiver and it would require additional
components. The bit-depth aspect was also not considered. A similar use of spectrogram
and WVT and CNN was adopted in [13], while the authors of [3] applied more sophisticated
DL algorithms and architectures than a vanilla CNN for the classification of interference, but
again the spectrogram was used and no analysis on bit-depth was performed. Regarding
the use of C/ Ny instead of spectrograms, the authors in [14] analyzed the impact of jamming
signals with different levels of power on the C/ Ny but the bit-depth was not considered
and no classification attempt with ML or DL was made.

We summarize in the following bullet list the key contributions and advancements of
this paper in comparison to the reviewed literature:

e With a good degree of novelty, the CNN is applied to the C/ Ny digital artifacts created
by the GNSS receiver instead of the spectral domain representation of the signal in
space. Even if the application of the CNN to the C/Ny observables may be more
challenging because the original Radio Frequency (RF) signal is pre-processed and
some information could be lost, the approach is more practical and realistic because
it relies only on the output of the GNSS receiver and no additional components
(e.g., spectrum analyzer) are needed.

e For the first time in the literature, the impact of the bit-depth storage and reproduction
of the original GNSS signal is evaluated in combination with CNN and the C/Nj
artifacts for the problem of detection and classification of interferences in GNSSs.
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e A CNN with a multi-head attention layer is used for classification, which is more
sophisticated than the CNN architectures used in the literature so far.

®  The authors have produced a novel (because it is based on C/ Ny data) and comprehen-
sive data set with different types of interference, levels of attenuation, and bit-depths,
which was not made available before to the research community. This data set will be
available after the publication of the manuscript.

3. Methodology

This section describes the approach used in this study to detect and classify the differ-
ent types of interference. In particular, Section 3.1 describes the overall set of procedures
and how they are integrated among them. Section 3.2 describes the ML algorithms while
Section 3.3 describes the CNN architecture and related hyper-parameters. Section 3.4
describes the metrics of evaluation.

3.1. Main Flow and Procedures of the Proposed Approach

The overall methodology is pictorially described in Figure 1. On each of the C/Nj time
series generated by the GNSS receiver for each satellite in the constellation, an analysis of
the quality of the data is performed. On the overall set of 47 satellites (24 GPS and 23 Galileo
satellites), roughly half were in conditions of visibility and not all of them provided significant
information for the detection of the interference because the GNSS signal did not have enough
strength for the whole measurement duration. The consequence is that the generated C/ Ny
would not have enough C/Nj points for further processing or its level would be below
an acceptable threshold. For this reason, a pre-processing step is performed, where only
the satellites with a significant mean value are considered. The application of a threshold-
based approach for filtering the appropriate satellites may not be suitable in this context for
the following reasons: (1) It is difficult to set a specific threshold level and the consequent
steps in the methodology could be biased by a wrong threshold value. On the other hand,
an optimization of the threshold would require the repeated execution of the entire set of
procedures described in this methodology, which would be quite time consuming. (2) Due
to the presence of interference, the C/ N series are different for each interference condition
or level of attenuation or bit-depth in the data set. As a consequence, a filtering step with
the threshold may create unbalanced data sets across the different conditions, which may
complicate the application of ML/DL more. This approach is based on a sorting of the average
C/ Ny values for each satellite time series where only the first 8 satellites are considered.
The number 8 was chosen as a trade-off between having enough satellites for the application
of ML/DL and the need to have C/Nj time series with a significant level of quality (C/Np
over 36 dB-Hz). As a consequence, this first pre-processing step for the GNSS satellite selection
is data driven and it does not require hyper-parameters.

The subsequent step is to apply a sliding window with an overlapping factor on
the C/Nj time series for each of the considered 8 satellites. While both the overlapping
factor and the length of the sliding window could be considered hyper-parameters in a
generic time series analysis, their values can be defined in this specific context because
the GNSS receiver will process the GNSS signal in a limited number of samples and a
small value of overlapping factor should be used. The length of the sliding window should
also be long enough to support the estimate of statistical features in the ML approach and
to support the application of the CNN in the DL approach. In addition, the overlapping
factor should be small enough to produce a significant number of samples in the C/Nj
time series with a length of 17,448 samples. Based on these considerations, a value of
4 was chosen for the overlapping factor and a value of 32 for the sliding window size
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to produce a data set of 433 samples for each satellite. In the next phase, two different
branches of the methodology are adopted. For the ML approach, a set of features were
applied to each sliding window to create a feature space for each satellite. The feature
spaces were concatenated on the 8 satellites to create the final feature space on which the
shallow Machine Learning algorithms described in Section 3.2 are applied. For the DL
approach, the segments based on the sliding window length were used as input to the
CNN. However, the size of the data set (433 samples) may be too small for the application
of the CNN. To address this aspect, a simple data augmentation based on the application of
Additive White Gaussian Noise (AWGN) with values +1 dB was used to increase it to three
times the size of the original data set. See [15,16] for a discussion on the advantages of data
augmentation for CNNs. Finally, both the ML and DL algorithms were applied to each of
the 15 interference conditions (3 levels of attenuation x 5 levels of bit-depth) for the different
tasks of interference detection and interference identification (see Section 4 for a description
of the interferences). The detection task is a binary classification problem (identify samples
with the presence of interference from the ones with the absence of interference), while
the identification of the type of interference is a multi-class (the three classes are Wide,
Gaussian, and Narrow interference) problem.

Wireless
Interference

Medium

‘ Low
Bit-Depth
” Pre-processin,
GNSS signal ‘ GNSs digital * ‘ . .
artefacts Number of Satellite
satellites

Resampling

Selection

Sliding window

Detection and Classification

Machine Deep Learning
Learning (CNN)

Figure 1. Methodology of the proposed approach.

3.2. Feature-Based Approach with Machine Learning Algorithms

A feature-based approach with three different shallow ML algorithms was used as a
comparison to the CNN. The features are applied to the windows of the C/ Ny time series and
they are selected due to the specific characteristics of this context: the presence or absence of
interference will, respectively, decrease or increase the C/ Ny values. Features that provide an
estimate of the values or a change in values are preferred. Ultimately, the nine features listed
here were selected: minimum value, maximum value, Root Mean Square (RMS), skewness,
kurtosis, standard deviation, and quantile with proportion 0.7, 0.8, and 0.9.

Three different classifiers were used in this study: the Decision Tree (DT) algorithm,
the Random Forest (RaF) algorithm, and the Extremely Randomized Tree (ERT) algorithm.
The ERT algorithm, which is an evolution of tree-based ensemble methods, is described
by the authors of [17]. The DT algorithm is based on the MATLAB 2023a implementation
using the templateTree and fitecoc functions configured with the automatic hyper-parameters
optimization. The RaF algorithm is based on the MATLAB 2023a implementation using the
templateTree and fitcensemble functions with the Adaptive Boosting algorithm (i.e., AdaBoost)
and the automatic hyper-parameters optimization.
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3.3. CNN Architecture and Hyper-Parameters

A two-layer CNN with multi-head attention and the Adaptive moment estimation
(Adam) solver is used to implement the DL branch of the proposed approach.

A visual representation of the CNN architecture is shown in Figure 2, while the specific
values of the CNN parameters are shown in Table 1.

ion (16x16x32)
ion (8x8x16)

Bath Normalization
RelLU
Bath Normalization
RelLU
Flatten Layer
Fully Connected
SoftMax
Classification

\ Max Pooling (4x4) Stride (2x2)
\ Max Pooling (2x2) Stride (2x2)

Figure 2. Architecture of the Convolutional Neural Network.

These values were identified as optimal for the classification problem. The relatively
low value for the number of epochs was set to 30 to mitigate the risk of overfitting. For the
same reason, a 3-fold approach was used and the CNN classification was repeated 10 times
(for a total of 30 executions of the ML algorithm). The resulting metrics were averaged.
The cross-entropy loss was used as loss function.

Table 1. List of the CNN parameters used in this study.

CNN Parameter Value

Width, filter size, and number of filters of the 1st convolutional layer 16, 16, 32

Width, filter size, and number of filters of the 2nd convolutional layer 8,8,16

1st pooling layer Max pooling (4,4) with Stride (2,2)
2nd pooling layer Max pooling (2,2) with Stride (2,2)
Activation functions REctified Linear Unit (RELU)
Number of heads in the attention layer 8

Number of channels for keys and queries in the attention layer 64

Maximum number of epochs 30

3.4. Metrics of Evaluation

The evaluation metrics used in this study are accuracy, recall, and precision.
The accuracy is defined as

TP+ TN

. 1
TP+ TN+ FP+FN @)

Accuracy =

where TP and TN are the numbers of True Positives and Negatives, respectively, FP and
FN are the numbers of False Positives and Negatives, respectively.
The precision is defined by the following equation:

.. TP
Precision = TP+ EP (2)
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The recall is defined by the following equation:

Recall = e

F1 score is defined by the following equation:

TP+ FN’

Precision x Recall

Flscore =2 x

Precision + Recall”

®)

4)

Confusion matrices are also used a classification metrics. This paper adopts the
convention that column of the matrix represents the instances in an actual class while each

row represents the instances in a predicted class,.

3.5. Computing Platform

The computing platform used to conduct the experimental evaluation is a workstation
equipped with an Intel I9-990KF Central Processing Unit (CPU) (Intel is based in Santa
Clara, CA, USA) with a clock speed of 3.6 GHz, 32 Gbytes of Random Access Memory
(RAM), and the Graphic Processing Unit (GPU) NVIDIA RTX4000. NVIDIA is based
in Santa Clara, CA, USA. MATLAB R2023a from MathWorks was used to perform the
scientific computations with the Signal Processing toolbox and the Machine Learning and
Deep Learning toolbox. MathWorks is based in Natick, MA, USA.

4. Data Set Generation and Processing

This section describes the data set used to evaluate the proposed approach with a
breakdown in Section 4.1 for the description of the test bed and equipment used to generate
the data set, Section 4.2 for the GNSS signal model and the description of the types of
interference, Section 4.3 for the playback configuration with different bit-depths, Section 4.4
for the GNSS receiver configuration, and Section 4.5 for the description of the data set

structure and format.

4.1. Test Bed Setup

The test bed is composed of the following equipment and the overall setup of the
components. The transformation of the GNSS signal in space to the GNSS receiver’s
artifacts (i.e., C/Np) values) is shown in Figure 3.
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The system includes the following:

e  Hardware component USRP X410, which is the primary GNSS recording and playback
system, configured with a custom LabVIEW-based application. Labview is a graphical
system design and development platform produced and distributed by National
Instruments. National Instruments is based in Austin, TX, USA.

e Hardware component X310 (interferent signal generation) is utilized with GNU’s
Not Unix (GNU) Radio on Ubuntu to generate diverse interferent signals, including
Gaussian noise, narrowband chirp, and wideband chirp.

e Variable attenuator precisely controls the power level of the interferer.

e  Software component Windows Platform LabVIEW-based application with standard
LabVIEW driver based on USRP Hardware Driver (UHD) was chosen for its com-
patibility with the X410 Universal Software Radio Peripheral (USRP) and for the
implementation of bit-depth reduction.

e  Software component Ubuntu Environment GNU Radio is used for generating the
interference signals.

The Software-Defined Radio (SDR) platforms are key components of the test bed and
they are briefly described here. As described above, two SDR platforms are used in the test
bed: the NI-Ettus X410 USRP and X310. The X410 is a new high-performance platform that
builds on the success of the previous generation of USRPs, such as the N210, N310, X300,
X310, and NI-2944r. This model is implemented with a new FPGA-based architecture that
provides up to 400 MHz of instantaneous bandwidth per channel, which is twice that of the
previous generation of USRPs. In addition, the X410 communication element includes two
QSFP28 ports, which are able to support data rates of up to 4 x 25 Gbps, which provides
significant support for high-speed data transfer and communication. The X410 analog
front-end includes the ZBX two-channel superheterodyne transceiver, which supports
frequencies ranging from 1 MHz to 8 GHz. It is an improvement in comparison to its older
USRP counterparts thanks to the the implementation of a double intermediate frequency
(IF) architecture, encompassing both intermediate (IF1) and baseband (IF2) stages. This
design mitigates the DC offset problem associated with older zero-IF devices. In other
words, unlike the X310’s zero-IF approach, the X410 eliminates the potential issue of an
undesired carrier component acting as an unintentional GNSS jammer. This, combined with
its improved sensitivity and dynamic range, makes the X410 ideal for faithful recording
and playback of GNSS signals, ensuring the integrity of our study. In this setup, the X410 is
used for the collection of the GNSS signal with 16 bit and the consequent playback with
different bit-depths as described in Section 4.3.

The X310 is a high-performance, scalable SDR, which combines two extended-bandwidth
daughterboard slots covering DC 6 GHz with up to 160 MHz of baseband bandwidth. In this
study, only one of the ports is used. The X310 is used to generate the interference signals
described in Section 4.2 using its zero-IF architecture. The X310 output gain is kept constant
throughout the experiment to ensure that the interfering signal always maintains a consistent
power level not greater than —50 dB over the entire 10 MHz bandwidth.

4.2. GNSS Signal Model and Types of Interference

At the GNSS receiver front-end, the GNSS signal from the different satellites is down-
converted to Intermediate Frequency (IF), sampled into a digital sequence, and finally sent
to the acquisition and tracking blocks. The received signal is expressed as follows:

N

r(t) =) s(i) +w(t) +4(t) ®)

i=1
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where N is the overall number of satellites considered in this study, i indicates the ith
satellite signal, w(t) is the zero-mean white Gaussian noise with variance ¢2, and g(t) is the
interference signal. The desired GNSS signal from the iy, satellite is given by

5i(6) = VBDi(t — 1) - Ci(t — 1) - VT ir—fust+0) ©)

where i denotes the index of in-view satellites; P; is the received power; C;() and D;() are
the +1-valued pseudorandom spreading code and navigation message, respectively; and
T, fir,f4i, and ¢; are the code delay introduced by the channel, IF used by the receiver front-
end, carrier Doppler frequency, and carrier phase, respectively. Three type of interferences
are considered. Wideband and narrowband chirp interferences are represented by

= 7 f ot 19X Fmin g2 4 .
q(t> — 1)j€]2ﬂfl””t+n Tswp t +‘Pj (7)

where for wideband fy,x and f, are 1.57542 GHz (i.e., fiuit) =5 MHz and Tsyp is 5 ps.
For narrowband interference, fiqx and f, are 1.57542 GHz (i.e., fin;) & 20 KHz and Tsyp
is 1 ms.

The Gaussian band interference (random noise characterized by its Gaussian normal
distribution) is represented by

q(t) = \/E]-Zaig(t—iTa)cos(Znﬁt—i—(pj) 8)

where g(t) represents the impulse response of shaping filter, a; is the pseudorandom code
that takes the value —1, +1, and T} is the code duration time.

These types of interference have been used because they are adopted in [3] and for
the following reasons. Gaussian noise is introduced to simulate the background noise
present in real-world environments, such as electromagnetic interference from natural and
man-made sources. Wideband chirps mimic interference sources such as radar systems or
broadband communication signals. Narrowband chirp interference poses a unique threat
to GNSS receivers by potentially disrupting the timing synchronization process.

4.3. GNSS Signal and Playback with Specific Bit-Depth

The data set is created using recorded GNSS signals from an amplified roof antenna (to
ensure adequate reception strength) installed in the JRC premises. Then, real-world signal
and not simulated signals are used for the study. A 25 dB Low Noise Amplifier (LNA),
which includes a GPS L1 band REF filter as well, is introduced to further bolster the signal
level, mitigating potential noise issues. We consider the GPS L1 band even if the data set
includes Galileo E1. To power this external LNA, a bias-tee and a 5V Direct Current (DC)
power supply are incorporated, ensuring its functionality while simultaneously DC blocking
the RF to the output. This step prevents any unwanted DC components from reaching the
subsequent component in the signal processing chain (e.g., X410’s RF input), maintaining
signal integrity. In the X410 SDR, the RF analog signal undergoes conversion to the digital
domain with a sampling rate of 10 MSamples/Sec using a bandwidth of 10 MHz and bit-
depth of 16 bits. This sampling rate and bit-depth provide sufficient resolution to capture the
relevant information within the chosen GPS L1 and Galileo E1 bands and keep the recorded
files small enough. See [18,19] for an analysis of the bit-depth impact in GNSS recording and
playback. The center frequency is set to 1.57542 GHz, encompassing both the L1 and E1 bands
and the maximum gain of 59 dB was used in the LNA of the X410 (to ensure adequate signal
strength for optimal recording). An extended recording duration of 30 min was employed.
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This timeframe allows for the observation of signal variations arising from environmental
fluctuations, satellite movements, and potential interference events.

The next step is to create a representation of the GNSS signal for playback with different
bit-depths, which is one of the main objectives of the study presented in this paper. This
was achieved with a custom LabVIEW application designed specifically for this purpose to
synthesize signal files at various bit-depths: 8, 4, 2, and 1 bit-depths starting from the original
30 min file recorded at 16 bits. The algorithm implemented with LabVIEW discards less
significant bits to achieve the desired bit-depth. For example, transitioning from 16 to 8 bits
involves eliminating the 8 least significant bits while retaining the most significant 8 bits in
the output file. The algorithm was designed to preserve negative numbers with two’s comple-
ment: the bit reduction may impact negative values, essential for In-phase and Quadrature
component (IQ) signals. By using this representation, discarding the Least Significant Bits
(LSBs) preserves the sign bit and, consequently, the negative values embedded within the
signal. This ensures accurate representation of both positive and negative components, which
is crucial for faithful signal reconstruction. On the other hand, discarding LSBs effectively
reduces the signal’s dynamic range. To maintain accurate representation after this reduction,
the original signal must possess sufficient power in its Most Significant Bits (MSBs), which is
the reason why the maximum gain of 59 dB was used.

Some background information on the USRP digital representation and the two’s
complement is provided here because it is a core part of the bit-depth aspect of this study:.
USRPs handle numbers in integer binary format, using 16-bit sequences of 0 s and 1 s.
An 116 integer (signed 16-bit integer) can represent values from —32,768 to 32,767. Each bit
has a specific weight based on its position, starting with 2° for the least significant bit (LSB)
and increasing by a power of 2 for each bit to the left. The positive numbers are directly
represented by their binary equivalent (e.g., the decimal number 10 in 16-bit binary is 0000
0000 0000 1010 with 0 x 20 +1 x 2 +0x 22 +1 x 22 +0x 24 +0 x 2°+ 0 x 26 + 0 x 27
+0x2840x224+0x204+0x21 +0x 21240 x2B +0 x 2% +0 x 21 =10 dec).
The negative numbers are represented with the two’s complement by taking the absolute
value of the number (e.g., 10), converting it to 16-bit binary (e.g., 0000 0000 0000 1010),
inverting each bit (e.g, 1111 1111 1111 0101), and adding 1 to generate the final binary
representation (e.g., 1111 1111 1111 0110). The key point is that the Most Significant Bit
(MSB) of a two’s complement number determines its sign: 0 for positive, 1 for negative.
Therefore, discarding less significant bits in two’s complement representation preserves the
sign bit, maintaining both positive and negative values. In the algorithm implemented in
this study, to achieve bit-depths lower than 16 (e.g., 4), the discarding of the Least Significant
Bit (LSB)s does not impact the sign information. If we take, for example, the decimal number
—15,234, represented in binary as 1100 0100 0111 1110, discarding the four LSBs generates
1100 0100 0111. During playback, the digital content is converted back to I16 by treating
the discarded bits as zeros: 1100 0100 0111 becomes 1100 0100 0111 0000. This results in the
decimal value —15,248, which is very close to the original one, as expected. Although the
precision is reduced, the sign bit (1) is preserved, reflecting the negative nature of the
original value. In general, the error introduced by discarding the four LSBs ranges from
0000 to 1111 (15 dB), causing a minor loss in precision.

To enhance the realism of the interference simulation, the continuous interference
signals generated in the L1 band were transformed into burst transmissions. This inter-
mittent behavior, where the jammer alternates between one-minute ‘on” and ‘off” periods,
better reflects the characteristics of certain real-world interference sources. This intermittent
effect was created on the continuous data stream generated by the chirp signal process
(involving the Signal Source and Voltage-Controlled Oscillator (VCO) blocks) by segmen-
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tation using the stream to tag the stream block (see Figure 4). The burst shaper block
was employed to selectively manipulate the tagged packets. This block was configured
to create alternating one-minute intervals where the interference signal is passed through
(‘on’ state) and suppressed (‘off” state). These intermittent values were also used to define
the label information.
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Figure 4. GNU radio flow graphs for the narrow chirp generation (signal source frequency set to
1 KHz).

Each interference condition is generated using a specific power level of the interferer,
which may change due to the type of interference in the attempt to make the impact
visible in the C/ Ny equivalent (e.g., a wideband chirp interferer has a larger impact than a
narrowband chirp interferer at the same level of dB). The power levels of the interference
are defined by setting the attenuation (using the variable attenuator shown in Figure 3) to
the values presented in Table 2 and represented in the rest of this paper as L; = L (low),
L; =M (medium), and L; = H (high),

Table 2. Definition of the power levels of interference and related attenuation level in the
variable attenuator.

Interference Type il =H (High) Lr=M (Medium) Lr=L (LPW)
ttenuation Value Attenuation Value Attenuation Value

Gaussian Noise 10 dB 20 dB 30 dB

Wideband Chirp 10 dB 20 dB 30 dB

Narrowband Chirp 0dB 5dB 10 dB

4.4. GNSS Receiver Configuration and Generated Digital Artifacts

The experiment utilizes a Septentrio Mosaic X5 GNSS receiver for real-time data
acquisition and logging, which generates the C/Nj time series per satellite at a frequency
of 1 Hz. This metric measures the signal strength of each tracked satellite relative to the
background noise level. C/ Ny indicates a strong capability to accurately track and decode
satellite data.

An example of the impact of the interference on the GNSS C/ Nys artifacts is shown
in Figure 5.

The presence of spikes can be noted in Figure 5. These spikes are due to the Automatic
Gain Control (AGC) algorithm employed in the Septentrio Mosaic X5 GNSS receiver.
Septentrio is based in Leuven, Belgium. This algorithm dynamically adjusts the gain level
to maintain a consistent signal strength, leading to temporary increases when the signal
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weakens corresponding to the observed C/ Ny spikes. Other mechanisms implemented in
the GNSS receiver, which may influence the C/ Ny generation, are the carrier notch filters
(which attenuate narrowband interference around the GNSS carrier frequency), integration
time (affects smoothing of C/ Ny plots), and GNSS selection (allows focusing on specific
constellations). We use the default settings for the GNSS receiver. The selected timing
source is the GPS constellation.
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Figure 5. C/Nj for the satellite considered in this study with the impact of the Gaussian noise
(moderate level: 30 dB attenuation) for the 16 bit playback.

4.5. Data Set Structure and Format

The generated data set is composed of the C/ Ny data generated by the Septentrio
receiver for almost 30 min of signal playback at a rate of 1 Hz. Thus, a time series composed
of 1748 C/ Ny values was generated for each of the considered satellites (32) for each level
of bit-depth (i.e., five bit-depths), three power levels (e.g., L} = M), and four types of
interference scenarios (i.e., three types of interference and the absence of interference).
Taking into consideration that the chosen step is 4 and the window size is 16 C/ Ny value,
433 window samples were generated on which the feature and the CNN were applied. As
mentioned before, an analysis of the C/ Ny samples from the different satellites showed that
not all the satellites are suitable for the analysis because of periods of signal unavailability,
which led to missing samples or samples degraded to low values of C/Np. The rule was to
consider only satellite, where the number of generated values of C/ Ny was not less than
90% of the 1748 samples and value of the C/ Ny was higher than 34 dB-Hz for two-thirds
of the data samples. This was an empirical approach, which can be further refined in
future developments, and it is based on the consideration that there should be enough
valid samples (i.e., C/ Ny values corresponding to the signals of GNSS satellites with LOS
propagation conditions of satellite fix) to support the ML classification. The threshold of
90% was inspired by similar studies where such threshold values were used on the C/Nj to
distinguish between propagation conditions [20]. The result of this filtering step identified
only eight satellites that were suitable for the subsequent phases.

Even these eight satellites could have significant variability in the number of samples,
and a resampling step was performed with the MATLAB interpl function and two different
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algorithms: linear interpolation and nearest neighbor interpolation. These algorithms were
chosen on the basis of the characteristics of the C/ Ny time series with steep transients,
which prompted the authors to discard other algorithms (i.e., cubic spline). The result from
the two interpolation algorithms were basically equivalent and the linear interpolation was
chosen for its computational speed.

Because the number of samples for each type of interference and bit-depth could
be limited to train the CNN algorithm, a simple augmentation step was implemented
to increase the number of samples. Two other sets of 433 samples were generated with
AWGN of 1 dB higher and lower than the measured SNR of the original C/Nj time series.
Considering the case of interference classification, this resulted in a DL problem with
1299 samples x 3 types of interference to have 3897 samples in total as input to the CNN.
In addition, to provide an input wide enough for the CNN classifier, the C/ Ny time series
was resampled by a factor of 2 after the interpolation (i.e., the window given in input to the
CNN has length 32).

5. Results and Discussion

This section presents the results of the application of the proposed approach described
in Section 3 on the data set described in Section 4. This section is structured as follows:
Section 5.1 focuses on the detection of interference, which is implemented as a binary classi-
fication problem. Section 5.2 focuses on the identification (i.e., multi-class classification) of
the different types of interference considered in this study: wideband, Gaussian, and nar-
rowband interference to the GNSS signal. Finally, Section 5.3 discusses the limitations of
the proposed approach.

5.1. Detection of Interference

Figure 6 and the related sub-figures show the detection results using the feature-based
approach for the metric of accuracy, Figure 7 and sub-figures show the precision, and
Figure 8 and sub-figures show the recall for different levels of attenuation. In particular,
Figure 6a, Figure 6b, and Figure 6¢c show, respectively, the detection accuracy for low,
medium, and high levels of interference for the three types of interference and different
levels of bit-depth (called Bp in the rest of this section) as shown in the legend. In a
similar way, Figure 7a—c show the precision values and Figure 8a—c show the recall values.
Regarding Bp, the results are generally consistent across the metrics and the types of
interference: a higher value of Bp (e.g., 16 bits in comparison to 2 bits) provides a higher
value of the metric (e.g., accuracy). The differences are more significant for low levels of
interference, where the detection algorithm has more difficulty in detecting the interference.
This is to be expected because a high value of Bp provides richer and more discriminating
information to the detection algorithm, which supports a better detection of the interference.
However, the figures seem to indicate that Bp = 16 bits are not needed to achieve the
optimal results. Values of 8 bits also provide a detection performance comparable to 16 bits.
These results can be used to reduce the amount of data needed to perform the detection
of interference.

The higher the level of interference, the higher the value of the performance
(e.g., higher accuracy). This is also to be expected because the higher the level is the
more significant the impact on the GNSS signal, which translates to a higher variation in
the C/ N time series.

The results for the different types of interferences are somewhat varied and they
depend on the level of interference. This may also be related to the different interference
power levels defined in Table 2. Narrow interference can be detected more easily than Wide
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and Gaussian interference for low levels of interference, but the Gaussian interference is
detected with higher accuracy with the higher power level of interference.
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Figure 7. Comparison of the detection with the precision metric using the feature-based approach.
(a) low interference level, (b) medium interference level, and (c) high interference level.

Similar results are achieved using the CNN algorithm. To conserve space, only the
accuracy results are shown because the precision and recall graphs present similar results.
The comparison of Figure 9 with Figure 6a—c shows that the CNN is able to obtain a
superior detection performance at the cost of a higher computing complexity. In particular,
for higher values of Bp, the CNN algorithm can obtain perfect detection (i.e., 100%) or near
perfection. For the value of Bp = 1, even the CNN algorithm has a significant number of
misclassification errors because the lower bit-depth degrades significantly discriminating
features, which can be used by the CNN to detect the interference. As expected (and
coherently with the feature-based approach), a low level of interference causes a lower
detection accuracy, especially for the Wide and Narrow types of interference, while the
CNN reaches almost perfect detection for values of Bp higher or equal than 4.
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Figure 8. Comparison of the detection with the recall metric using the feature-based approach. (a) low
interference level, (b) medium interference level, and (c) high interference level.
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Figure 9. Comparison of the detection with the accuracy metric using the CNN-based approach.
(a) low interference level, (b) medium interference level, and (c) high interference level.

5.2. Classification of Interference

Figure 10 and related sub-figures show the comparison of the accuracy and F1-score
using the CNN and the shallow ML algorithms using the feature-based approach. These
results are obtained using the C/ Ny data obtained from all eight GNSS satellites obtained
after the filtering step described in Section 4.5.

In particular, Figure 10a, Figure 10b, Figure 11a, and Figure 11b present, respectively,
the accuracy, F1 score, precision, and recall for different levels of bit-depth and interfer-
ence level (x-axis). The figures show that the four metrics are generally coherent among
themselves. The CNN algorithm generally demonstrates a superior performance to the
shallow ML algorithms with the exception of the ERT, because the ERT equals CNN for
some cases or it is even better with Bp = 16 and L; = M. Considering the ERT has a
significantly lower computing complexity than the CNN, ERT could be the preferred choice
for computing efficient deployments of this approach. ERT mostly outperforms RaF and
DT, which justifies the proposal of ERT in this study. It can be noted that for values of
Bp = 1and Bp = 2, the classification performance drops significantly for the RaF and
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DT algorithms, especially at a low level of the interference power L; = L. This is not
surprising because the classifiers have difficulty in exploiting the discriminating content
due to the limited available information (the reduction in the Bp) and the minor impact of
interference signals with low levels of power because the variations of the C/Nj are less
prominent than for a high level of power. Even in the challenging conditions of low Bp
and L, the performance of the CNN classifier is remarkable as it has almost 100% accuracy
apart from the case of Bp = 2 and L; = M, where it achieves 97% accuracy.
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Figure 10. Comparison of the classification performance for the different approaches (feature- and
CNN-based): (a) accuracy, (b) F1 score.

It is also important to evaluate the performance of the proposed approach for different
numbers of satellites Ng. Figure 12 and related sub-figures show the accuracy and F1
score while Figure 13 and related sub-figures present the precision and recall for different
bit-depths and levels of interference using different numbers of satellites. These figures
were obtained by averaging the results for repeated execution of the CNN algorithm
for the potential combinations of satellites, respectively, in sets of one (8 executions),
two (28 executions), four (70 executions), six (28 executions), and eight (1 executions). It
can be seen that a larger number of satellites increases the classification accuracy across
the different levels of Bp and interference level. This is to be expected because a larger
number of satellites can provide more (and more discriminating) information to the CNN
classifier to identify the specific type of interference. On the other hand, for medium and
high levels of interference, six satellites or even four satellites are enough to obtain an
accuracy/precision and recall equal or similar to the one obtained with all eight satellites.
Both Figures 12 and 13 show that the proposed approach is able to obtain almost perfect
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accuracy/F1 score/precision/recall with Bp higher than 4 and more than four satellites,
which is evidence of the robustness of the proposed approach. The drop in classification
performance is particularly significant between a number of satellites equal to one or two,
especially for L; = L and L; = M. The analysis of these figures stresses the importance
of the pre-processing phase to collect data from as many satellites as possible, because a
lower number of satellites may significantly degrade the classification performance.
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Figure 11. Comparison of the classification performance for the different approaches (feature- and
CNN-based): (a) recall, (b) precision.
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Figure 12. Comparison of the classification performance for different numbers of satellites (Ns) with
CNN: (a) accuracy, (b) F1 score.
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Figure 13. Comparison of the classification performance for different numbers of satellites (Ns) with
CNN: (a) precision, (b) recall.

Figure 14 gives a more detailed view of the classification accuracy with L} = M for dif-
ferent values of the Bp and for one satellite and all eight satellites. As shown in the previous
figures, both the decrease in Bp and Ng lead to a decrease in classification accuracy.
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Figure 14. Comparison of the classification accuracy for different numbers of satellites with CNN
and L[i (a) NS =1, (b) NS =8.

To complement the previous results for accuracy, precision, and recall, we provide
in the following Figures 15 and 16 and related sub-figures the confusion matrices for
different values of Bp, L, and Ng. Predicted values are on the y-axis and True values are
on the x-axis. The figures were generated using the CNN with L; = L, which is the most
challenging for classification.
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(d) Ns = 2, Bp = 16.
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Figure 16. Confusion matrices with different number of satellites Ng (range from 4 to 8) and bit-depth
Bp with low level of interference: (a) Ng = 4, Bp = 2, (b) Ny = 4, Bp = 16, (¢) Ns = 6, Bp = 2,
(d) Ns =6, Bp =16, (e) Ns =8, Bp =2, (f) Ng = 8, Bp = 16.

The figures show that the Wide and Gaussian types of interference are more difficult
to classify in comparison to the Narrow type of interference. As expected, the number of
FPs and FNs is lower in percentage (values outside the diagonal) when more satellites or a
higher value of Bp is used.

5.3. Discussion on the Limitations of the Proposed Approach

The main limitation of the approach presented in this paper is related to the data
set and the filtering process where the data from the GNSS satellites is collected. Even
if real-world signals were collected through a GNSS antenna located in a JRC premises,
the position of the antenna was static and in a limited time frame of 30 min. On the
basis of these data, an empirical filtering step was implemented to select a number of
satellites, X, using a pre-defined threshold with the number of generated values of C/Nj
not less than 90% of the 1748 samples and values of the C/Nj higher than 34 dB-Hz
for two-thirds of the data samples. This filtering step indicated the X=8 satellites used
in the analysis. In a dynamic context, where there could be significant variations in
the propagation environment for the GNSS signal (e.g., a vehicle driving in a urban
environment), the filtering step would benefit of a dynamic threshold setting where the
number of satellites is adjusted according to the quality of C/ Ny generated by the GNSS
receiver. It is also noted from the results presented in Section 5.2 that even with a number
of satellites equal to four, the CNN and ERT classifiers manage to obtain a very high
classification accuracy (i.e., 99% and higher). Then, the proposed approach may be robust
even in a dynamic environment because even a limited set of GNSS satellites would be
enough. Potential approaches to implement dynamic threshold, which have to be timely
and computing-efficient, could be based on a optimization step linked to the threshold
values (e.g., range of the percentage or C/ Ny threshold) where one of the classification
metrics (e.g., accuracy) could be used as a cost function. Due to the need of timely execution,
a shallow ML algorithm like the DT used in this paper could be selected for its computing
efficiency, even if DT demonstrated a low performance in comparison to the CNN in
Section 5.2. The creation of a dynamic data set with the related collection and generation of
interference signals would be much more complex than the the current data set used in this
paper, and this task is deferred to future developments as described in Section 6.

Another limitation of the proposed study is the use of only the C/Ny data from
the GNSS receiver. Even if they are related, other measures like Horizontal Dilution Of
Precision (HDOP), Vertical Dilution Of Precision (VDOP), clock bias, the carrier phase,
pseudorange metrics, and even the satellite elevation features could be used taking inspi-
ration from the studies focused on GNSS LOS/NLOS classification [21,22]. This is also
reserved to future developments.

Finally, even if the CNN classifier has demonstrated an excellent detection and classifica-
tion performance, more recent and sophisticated neural networks models could be evaluated
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and adopted, like Transformers used for GNSS NLOS identification in [23]. On the other hand,
especially in a dynamic environment, there is an important trade-off between computing
efficiency and accuracy and it has to be seen if DL can be applicable or other neural network
algorithms (e.g., feed-forward neural networks) could be more suitable.

6. Conclusions and Future Developments

This paper describes an approach to detect and classify different types of interferences
on GNSS signals based on the application of ML/DL algorithms, where detection means
the capability to reveal the presence of an interference condition in the processed GNSS
signals, while classification refers to the capability to distinguish among different types of
interference (i.e., wideband, Gaussian, and narrowband in this study). In particular, the impact
of three main parameters was considered in the study: (1) the bit-depth at which the GNSS
signal was played back before it was processed by the GNSS receiver, (2) the power level of
the interference signal, and (3) the number of different GNSS satellites used to detect and
classify the interference. This study used ML algorithms and neural networks/Deep Learning
(DL) algorithms. The ML algorithms were a Decision Tree (DT), Random Forest (RaF), and
Extremely Randomized Trees (ERT). The DL was a Convolutional Neural Network (CNN).
The results show that the CNN is able to obtain almost perfect detection accuracy with high
and medium levels of interference power and bit-depth equal or superior to 4 bits with the
wideband and Gaussian interference and eight GNSS satellites. However, the accuracy drops
with a bit-depth equal to 1 or 2, low interference level, and narrowband interference because
the impact of the interference is less distinguishable in the GNSS receiver and because the
bit-depth reduction removes discriminating information for the CNN classifier. Similar results
are obtained for the interference classification task where perfect (100%) or almost perfect
(greater than 99%) accuracy is generally obtained for bit-depth greater and including 4 bits
and interference levels are medium or high, but it drops significantly for a low interference
level and bit-depth of 1 or 2. The DT and RaF generally perform worst than the CNN. It is
noted that the ERT algorithm often achieves a similar level of accuracy to the CNN with less
computing resources, which could support its use in operational scenarios, which requires
computational efficiency. The use of the number of satellites also has a significant impact.
The classification performance degrades significantly when only the information from one or
two satellites is used. The results show that the use of six satellites or eight satellites is quite
similar, supporting the concept that with this specific data set, six satellites would be enough
to distinguish with high accuracy the different types of interference. Then, there is a trade-off
between the need to process more information from a larger number of satellites with the
need for a high classification accuracy:.

This paper has also discussed the limitations of the proposed approach. Even if
real-data from GNSS constellations was used in the study in a significant amount of time,
a dynamic environment where the signal quality from the different satellites changes
frequently (e.g., a GNSS receiver mounted on a vehicle driving in an urban environment)
may be challenging for the proposed approach where a fixed number of satellites is used.
Then, an adaptive algorithm based on the quality of the received signal could be used to
determine in a dynamic way the optimal number of satellites and address the trade-off
mentioned above. The evaluation of the approach proposed in this paper to a vehicular
dynamic context will be the objective of future extensions of this study.

Future developments could go in different directions. One direction would be to
investigate the proposed approach on a dynamic environment (e.g., vehicle moving in
an urban environment) where the propagation conditions change frequently. Then, new
filtering steps should be investigated to determine the optimal thresholds in the data
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pre-processing phase. As suggested in the main body of this paper, a hybrid approach of
shallow and deep ML algorithms could address the need for timely results and computing
efficiency. Another direction may include the application of more sophisticated neural
networks algorithms like a Transformer architecture for improved accuracy or feed-forward
neural networks for higher computing efficiency. Taking in consideration the excellent
performance of the ERT in this study, similar algorithms like Rotation Forest or Deep
Forest could also be used. Finally, this study was mostly based on the use of Carrier-to-
Noise Ratio information (e.g., C/Np) but other relevant information provided by the GNSS
receiver could also be used like carrier phase, pseudorange features, Horizontal Dilution
Of Precision (HDOP) or Vertical Dilution Of Precision (VDOP).
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Abbreviations

The following abbreviations are used in this manuscript:

Adam  Adaptive moment estimation
AGC Automatic Gain Control
AWGN  Additive White Gaussian Noise
CNN Convolutional Neural Network
CNR Carrier-to-Noise Ratio

DC Direct Current
DL Deep Learning
ERT Extremely Randomized Tree

FPGA Field-Programmable Gate Array
GPS Global Positioning System

GNSS  Global Navigation Satellite System
HDOP  Horizontal Dilution Of Precision

IF Intermediate Frequency

IQ in-phase (I) and quadrature (Q)
JRC Joint Research Centre

LNA Low Noise Amplifier

ML Machine Learning

RFI Radio Frequency Interference
SVM Support Vector Machine

TF Time Frequency
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UHD  USRP Hardware Driver

USRP  Universal Software Radio Peripheral
VCO Voltage-Controlled Oscillator

VDOP  Vertical Dilution Of Precision
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Abstract: With the advancement of 5G-Advanced Non-Terrestrial Network (5G-A NTN)
mobile communication technologies, direct satellite connectivity for mobile devices has
been increasingly adopted. In the highly dynamic environment of low-Earth-orbit (LEO)
satellite communications, the synchronization of satellite-ground signals remains a critical
challenge. In this study, a Doppler frequency-shift estimation method applicable to high-
mobility LEO scenarios is proposed, without reliance on the Global Navigation Satellite
System (GNSS). Rapid access to satellite systems by mobile devices is enabled without the
need for additional time—frequency synchronization infrastructure. The generation mecha-
nism of satellite-ground Doppler frequency shifts is analyzed, and a relationship between
satellite velocity and beam-pointing direction is established. Based on this relationship, a
Doppler frequency-shift estimation method, referred to as DFS-BP (Doppler frequency-shift
estimation using beam pointing), is developed. The effects of Earth’s latitude and satellite
orbital inclination are systematically investigated and optimized. Through simulation, the
estimation performance under varying minimum satellite elevation angles and terminal
geographic locations is evaluated. The algorithm may provide a novel solution for Doppler
frequency-shift compensation in Non-Terrestrial Networks (NTNs).

Keywords: low-Earth-orbit (LEO) satellites; beam pointing; Doppler; frequency-offset
estimation

1. Introduction

The relative motion between communication entities gives rise to the Doppler fre-
quency effect, which induces carrier frequency shifts in communication systems. Due to
their high orbital velocities, low-Earth-orbit (LEO) satellites experience significantly more
pronounced Doppler effects, resulting in larger frequency deviations under fixed carrier
frequency conditions [1,2]. Traditional satellite communication systems have predomi-
nantly adopted or are based on Digital Video Broadcasting (DVB) standards. DVB systems
offer strong anti-interference capabilities and excellent resilience to Doppler-induced dis-
tortions. With the ongoing evolution of mobile communication technologies, terrestrial
communication systems are increasingly being extended into space, driving the develop-
ment of Non-Terrestrial Networks (NTNs). NTN systems typically employ orthogonal
frequency-division multiplexing (OFDM), which offers robust multipath resistance through
its subcarrier structure. However, the Doppler resilience of OFDM remains limited com-
pared to that of DVB systems [3].

Electronics 2025, 14, 2539 https://doi.org/10.3390/ electronics14132539
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In satellite-ground communication, two primary approaches are generally used to
address the carrier frequency offset (CFO) between the transmitter and the receiver.

The first involves enhancing signal processing capabilities to improve adaptability to
CFO [4], such as developing demodulation algorithms that can tolerate larger offsets or
designing signals in specialized formats.

The second involves applying frequency-offset compensation prior to signal process-
ing, such as implementing CFO pre-compensation at the receiver side [5].

Both approaches face inherent limitations. Demodulation algorithms capable of han-
dling large frequency offsets tend to increase signal processing complexity and implemen-
tation difficulty. Signals with special formats often lack flexibility and general applicability.
Meanwhile, applying CFO compensation at the receiver adds to the system’s overall
complexity. As a result, these conventional techniques struggle to meet the performance
requirements of high-speed LEO satellite communication and the broader application
demands of NTN systems.

To address Doppler-induced frequency offsets in dynamic and diverse scenarios, the
fundamental principles [6,7] of Doppler generation are revisited. The Doppler correction
techniques used in navigation systems [8,9] are analyzed, and the method by which ground
stations calculate Doppler offsets [10-12] for LEO satellites is studied. Based on these
insights and extensive simulations, a novel approach for frequency-offset estimation and
compensation is proposed. This method leverages beam-pointing information to infer
Doppler frequency offsets. A satellite-centered coordinate system is established using
satellite orbital altitudes, beam elevation angles, and azimuth angles as input parameters.
The positions of the communicating terminals are mapped into this coordinate system. The
frequency offset is then estimated based on variations in beam-pointing directions as the
satellite moves according to the laws governing Doppler shifts.

This paper focuses on the modeling, optimization, and simulation analysis of Doppler
frequency-offset estimations for LEO satellite signals based on beam-pointing perception.
The remainder of this paper is organized as follows. In the Section 2, the Doppler frequency-
offset estimation model based on the satellite coordinate system is established. The Section 3
optimizes the model according to the parameters affecting the model. In the Section 4,
the model is simulated and analyzed and compared with the simulation results of the
STK 11.6.0 software. The Section 5 is the discussion of the model, and the Section 6 is the
conclusion of this article.

2. Model Establishment

In satellite communications, the orbital motion of a satellite is typically described
within the Earth-centered inertial (ECI) coordinate system, where the satellite’s position and
velocity vectors are characterized by six orbital elements. To analyze the Doppler frequency
effect and the resulting Doppler frequency offset, models of the relative position and
relative velocity between the satellite and the ground terminal are commonly established.
However, such models require real-time knowledge of the position, velocity, and other
parameters of both communicating entities, and the associated computations are often
complex and resource-intensive.

2.1. Satellite—-Ground Doppler Frequency Offset

The Doppler frequency offset between satellite S and ground terminal M arises from
their relative velocity. It can be expressed as follows:

Ry = r VMl )
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As shown in Figure 1, Vgy, is the relative speed between satellite S and ground
terminal M, c is the speed of light, F. is the working frequency of the communication
system, and F; is the Doppler frequency offset. Figure 1 is the satellite-ground Doppler
frequency-offset model.

Figure 1. Simple satellite—ground Doppler frequency-offset model.

In Figure 1, V; is the motion speed of the satellite, and « is the angle between the
direction of the satellite’s motion and the connection between the two sides of satellite—
ground communication; we obtain the following:

[Vsm| = [Vs|cosa @)
Thus, Equation (1) yields F; as follows:

E = FC|V5\cosoc

®)

In this model, F; and c are constants, and the satellite speed Vs can be calculated
according to the orbital altitude of the satellite.

However, the angle « is related to both the magnitude and direction of the satellite
speed Vg, and it changes in real time, so the calculation process of cos « is complex. Al-
though Equation (3) is difficult to calculate, it provides an excellent approach for studying
the Doppler frequency shift. We can use the projection of the satellite velocity onto the
line connecting the satellite and the ground terminal (SM) to calculate the satellite-to-
ground relative velocity, thus completing the estimation of the satellite-to-ground Doppler
frequency shift. Based on the satellite velocity-based satellite-to-ground Doppler frequency-
shift model, this paper establishes a simple Doppler frequency-shift estimation model
based on satellite beam pointing. The model uses the beam-pointing information of the
satellite’s antenna to complete the velocity projection of the satellite’s velocity onto the
satellite-to-ground direction, which can simply estimate the satellite-to-ground Doppler
frequency shift.

2.2. Establishment of the Frequency-Offset Model

Equation (3) indicates that the Doppler frequency offset F; is dependent on the angle «.
Within the satellite body’s coordinate system, & can be expressed in terms of the satellite’s
azimuth angle 8, which can be expressed in terms of the satellite’s elevation angle ¢.

The satellite body’s coordinate system is defined as follows:

e  Origin (S): Located at the satellite’s center of mass.
e Z-axis: Directed from the satellite’s center of mass toward the center of the Earth.
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e  X-axis: Lies in the orbital plane, perpendicular to the Z-axis, and points in the direction
of the satellite’s velocity.
e  Y-axis: Determined according to the right-hand rule with respect to the X-axis and Z-axis.

The satellite body’s coordinate system and the Doppler frequency-offset model based
on beam pointing (DFS-BP) are illustrated in Figure 2.

Figure 2. The satellite body coordinate system and the Doppler frequency-offset model based on
satellite beam pointing.

In this paper, the satellite antenna’s coordinate system is defined consistently with the
satellite body’s coordinate system; therefore, no coordinate transformation between the
two systems is required.

According to the characteristics of the satellite body’s coordinate system, we divide
the satellite into three two-dimensional planes: plane XSY, plane XSZ, and plane YSZ. The
satellite S, ground terminal M, and geocentric o form a plane SOM, and the satellite’s Z-axis
is in the plane SOM. Therefore, if solving the radial velocity between satellite S and ground
terminal M is required, this can be divided into two steps:

e  First, the satellite velocity Vs is projected onto the plane SOM. According to the
included angle 6 between Vs and the plane SOM, 0 is the azimuth in the satellite
antenna’s coordinate system. The following can be obtained:

Vy = Vs cos 6 4)

where Vj is on the plane SOM.

e  Then, the velocity Vj is projected onto the straight line SM. According to the included
angle ¢ between Vj and the straight line SM, ¢ is the elevation angle in the satellite
antenna’s coordinate system. The following can be obtained:

Vyp = Vgcos ¢ (5)

where V,, is the radial velocity of the satellite’s velocity Vs along the straight line SM,
and the following is obtained:

Vp = Vs cosBcos ¢ (6)

Since both V,, and |Vs)| are the relative velocities between satellite S and ground
terminal M, we obtain |Vsy| = Vjp.

Therefore, we substitute Equation (6) into Equation (1), and the Doppler frequency
offset based on satellite beam pointing is as follows:

F,
F; = ?CVS cos 0 cos ¢ (7)
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where F, is the working frequency of the signal, c is the signal’s propagation speed, Vs is
the scalar value of Vg, 6 is the azimuth of the satellite antenna, and ¢ is the elevation angle
of the satellite antenna.

In Equation (7), the motion speed Vs of the satellite is as follows:

Vs:\/g,f’:l{—kh 8)

where G is the universal gravitation constant, M is the mass of the Earth, h is the orbit
altitude of the satellite, r is the orbit radius of the satellite, and R is the radius of the Earth.
The Doppler frequency offset F; of Equation (8) is obtained as follows:

F; = E %COSBCOSQIJ )
c r

In this model, F, ¢, G, M, and r are constants, and 6 and ¢ are the pointing angle
parameters of the satellite antenna, which can be calculated through the pointing of the
satellite antenna to the ground terminal. In the case of satellite—ground communication,
the satellite antenna’s azimuth angle 6 and elevation angle ¢ are the parameters that must
be calculated by the satellite, so the angle 6 and ¢ parameters can be directly used in the

calculation of Doppler frequency offsets without recalculation.

3. Model Optimization

The Doppler frequency-offset model based on satellite beam pointing does not account
for the effects of satellite orbital inclination, Earth’s rotation, and other factors related to the
frequency-offset estimation. In this section, the model is optimized and refined accordingly.

In an Earth-centered inertial coordinate system (ECI), the angular velocity is constant.
However, due to the rotation of the Earth, the angular velocity of the satellite in an Earth-
centered fixed coordinate system (ECF) varies with latitude. As shown in Figure 3, 8 is
the geocentric latitude value. Vg represents the tangential velocity of the satellite in the
ECI coordinate system, and VE 4) represents the velocity at latitude  due to the rotation of
the Earth. i represents the inclination of the satellite orbit, i’ represents the angle between
Vs and Vg (g), Vs represents the tangential velocity of the satellite in the ECI coordinate
system, and Vg 4) represents the velocity at latitude f due to the rotation of the Earth. r is
the orbital radius of the satellite. The latitude § plane is parallel to the equatorial plane,
and ' is the projection of r within the latitude B plane.

Equatorial Plane
Latitude p=0°

Figure 3. Relationship between Earth’s rotation and the satellite’s speed.

When the satellite orbital inclination is less than 90°, the direction of the Earth’s rota-
tion speed V) is the same as that of the satellite’s motion speed V. The Earth’s rotation
speed V) will reduce the relative velocity between satellite S and ground terminal M.
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Therefore, when the satellite is located at latitude S, its velocity in the ECF coordinate
system is as follows:
Vg = Vs — V(g (10)

Both sides of Equation (8) are squared, and we obtain the following;:

V2 = (Vs - V,g(ﬁ))2 11)
Then, we obtain the following:
Vs |* = V52 + ‘VE(,;>‘272VS-VE(/5) (12)
Since the angle between vector Vg and vector VE( B) is i/, it follows that
Vs-Vi(g) = |Vs||Vs| cos i’ (13)

Then, Equation (12) yields the following:

2
Vs|* = Vs + ’VE(ﬁ)l - |VS|‘VE(ﬁ)‘cosi’ (14)
Since ’Vﬁ|=|Vﬁ , VE(ﬁ)‘=‘VE(5) , Equation (14) yields
2 2 2 o
|Vs|™ = [Vsl +‘VE(5)‘ _Z‘VSMVE(‘B)’COSI (15)

In the ECI coordinate system, wyg is the angular velocity of the satellite; then, |Vs| is
Vs = rws (16)

Let ' be the radius of the latitude  plane and wg be the angular velocity of Earth’s
rotation. Then, Earth’s rotational velocity at latitude B is

’VE(ﬁ)’ = 7w (17)

Since 7’ is the projection of r within the latitude § plane, then 7’ is

' =rcos B (18)
Thus, | Vg g ‘ is
‘VE([%) ‘ — T'WE COS ﬁ (19)
Then, Equation (15) yields
\Z |2 = r2w2 + r*w% cos B> — 2r*wswg cos B cos i’ (20)

According to the three-dimensional cosine theorem in space, we obtain

cosi = (21)

Thus, | Vj|” is

|V/3|2 = 1r?w? + r*w? cos B* — 2r*wswg cos (22)
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As shown in Figure 3, N is the ascending node of satellite S. In the SON plane,
according to the three-dimensional sine theorem in space, we obtain

sin 3 = sinisin ZNOS (23)

Since 0° < ZNOS < 360°, then —1 < sin ZNOS < 1. When the satellite orbit is a
prograde orbit, sin 3 is
—sini <sinfB < sini (24)

The value range of latitude B is —i < < i; then, using Equation (22), we obtain

rws—f—r wE 2r2wswp cos i B=0°
2 . .
Vg|" = 2+ r2w% cosi® — 2r’wswe cosi B = i (25)
r? “Js + r2w? cos p* — 2r’wswg cosi B is others

Simplifying Equation (24) obtains

r\/wé + w? — 2wswE cos i B=0°
|Vg| = ¢ rws —r wgcosi B = i (26)

r\/wé + w? cos B2 — 2wgwe cosi P is others

Substituting Equation (26) into Equation (7) obtains

%r\/wg—i—w% — 2wswE cos i cos O cos @ ,B=0°
F, = %r(ws — WE cos i) cos 0 cos ¢ , B=&i (27)

E 2 2 2 i i
fr\/ws + Wi cos B* — 2wgswe cosi cosB cos ¢ , B is others

When the eccentricity of the satellite orbit is approximately zero, wg is

GM
ws = 73 (28)
where wg is
271
WE = T (29)
T is the rotation period of the Earth, which is equal to the time of a stellar day. Then,
Equation (27) is
Fcr\/cr§4+(2fr)2 /S cosi cosBcos ¢ ,B=0°
F; = %r(,/GrTM Z%T cosz) cos 0 cos ¢ , B=+i (30)

F, T 2 4 GM : :
Ccr\/ + (T) cos B2 — 5 /&34 cosi cos B cos ¢, B is others

F.,c,G, M, r,i,and T are constants or approximate constants. When = 0° or = =i,
the Doppler frequency shift F; is only related to the azimuth angle 6 and elevation angle
¢ of the satellite antenna’s beam; then, F; g—¢> > Fy3=+;- When 0° < < i, the Doppler
frequency shift F; is related not only to the azimuth angle 6 and elevation angle ¢ of the
satellite antenna beam but also to B.

When the satellite orbital radius is 6878 km and the orbital inclination is 60°,
= 7.3833 km/s, =7.3799 km/s, |Vg_g0| = 7.3746 km/s, and |V _go- | = 7.3653
km/s. For satellites with low orbital altitudes, when f is different, the change in |Vg|’s
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value is less than 0.25%. Therefore, to simplify the calculation,  in Equation (30) can be
approximated as the satellite’s orbital inclination i, and thus, Equation (30) can be written as

F. GM 2r .
F; = ?r( 5 Tcosz) cos 0 cos ¢ (31)

4. Simulation Analysis

To analyze the frequency-offset estimation accuracy of the DFS-BP algorithm, this
paper uses STK’s SGP4 model and the DFS-BP algorithm to perform Doppler frequency-
shift simulations for satellites in different scenarios, and it compares the frequency-offset
estimation errors of the two methods.

This section mainly conducts simulation work in three aspects:

e  Case 1: The DFS-BP algorithm is used to simulate the Doppler frequency offset with
a minimum elevation angle of 0° and a terminal geographic latitude of 0°. The
simulation results are compared against those obtained from the SGP4 model in STK.
Under the condition of the same orbital altitude and orbital inclination, the influence
of different latitude values on the satellite’s beam-pointing frequency-offset estimation
model is analyzed.

e Case 2: The DFS-BP algorithm is used to simulate the Doppler frequency offset
with a minimum elevation angle of 0° and varying terminal geographic latitudes.
The simulation results are compared with those from the SGP4 model in STK. The
accuracy of the Doppler frequency-offset estimation by the DFS-BP algorithm is then
analyzed. To analyze the accuracy of the Doppler frequency-offset estimation of the
DFS-BP algorithm, the Root Mean Square Errors (RMSEs) of the Doppler frequency-
offset estimation errors under different orbital altitudes and orbital inclinations are
compared. The £95% confidence intervals (Cls) are also analyzed.

e  Case 3: The DFS-BP algorithm is employed to simulate the Doppler frequency offsets of
various satellite minimum elevation angles. The simulation results are compared with
those obtained from the SGP4 model in STK. The accuracy of the Doppler frequency-
offset estimation by the DFS-BP algorithm is subsequently analyzed.

4.1. Simulation of Doppler Frequency Shift When the Minimum Elevation Angle Is 0° and the
Geographical Location of the Terminal Is 0°

The Doppler frequency-shift simulation parameters for a minimum elevation angle of
0° are listed in Table 1.

Table 1. Doppler frequency-shift simulation parameter table for a minimum elevation angle of 0°.

Parameter Name Parameter Value
Orbital altitude, h 480 km
Earth radius, R 6378 km
Eccentricity, e 0.0
Orbital inclination, i 50°
Satellite geocentric latitude, 3 0°, 10°, 20°, 30°, 40°, 50°
Earth’s rotation period, T 86,164 s
Signal propagation speed, ¢ 2.998 x 108 m/s
Signal carrier frequency, Fc 2.0 GHz

The simulation process of Doppler frequency-offset estimations under this condition
is as follows:

e According to the simulation parameters, the STK tool is utilized to simulate the
Doppler frequency-offset variation of the LEO satellite during visible time, with
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a minimum elevation angle of 0° and a terminal geographic latitude of 0°. The
simulation outputs include the Doppler frequency-offset variation over the visible
period, as well as the satellite’s azimuth and elevation angles.

e  Using the satellite beam-pointing method, the Doppler frequency-offset variation is
calculated according to the azimuth and elevation angles of LEO satellites.

e  Compare the frequency-offset estimation error between the Doppler frequency-offset
estimation based on STK simulations and the Doppler frequency-offset estimation
based on the DFS-BP method.

e  When the satellite geocentric latitudes are set to 0°, 10°, 20°, 30°, 40°, and 50°, compare
the frequency-offset estimation error between the Doppler frequency-offset estimation
based on STK simulations and the Doppler frequency-offset estimation based on the
DFS-BP method. The differences among the three sub-equations in Equation (30) are
analyzed through the RMSE of the frequency-offset estimation errors.

When the minimum elevation angle of the satellite is 0° and the geographical latitude
of the terminal is 0°, the Doppler frequency-offset estimation of the satellite beam-pointing
method is shown in Figure 4. Figure 4 compares the simulation results of the satellite
beam-pointing method with STK simulation results. Within the visible time of the satellite,
the range of frequency-offset estimation error is [-150 Hz, +150 Hz].

When the minimum satellite elevation angle is 0° and the terminal geographic latitude
is 0°, the satellite’s geocentric latitude g is set to 0°, 10°, 20°, 30°, 40°, and 50°. The error
values of the Doppler frequency-offset estimation by the DFS-BP method are shown in
Figure 5a. The RMSEs of the Doppler frequency-offset estimation errors at different satellite
geocentric latitudes § are shown in Figure 5b. When the satellite’s geocentric latitude j
is set to different values, the RMSE of the Doppler frequency-offset estimation errors of
the three sub-equations of the DFS-BP method are all less than 100 Hz, and the maximum
difference in their RMSE values is 30 Hz.
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Figure 4. Simulation of Doppler frequency shifts when the minimum elevation angle is 0° and the
geographical location of the terminal is 0°. (a) The Frequency shift; (b) The Frequency shift error.
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Figure 5. Doppler frequency-shift simulation and error statistics at different satellite geocentric
latitudes. (a) The Frequency shift error; (b) The Root Mean Squared Error.

4.2.

Simulation of Doppler Frequency Shift When the Minimum Elevation Angle Is 0° and the

Geographical Location of the Terminal Is Adjustable

The Doppler frequency-shift simulation parameters of different terminal geographic

positions and satellite orbits are listed in Table 2.

Table 2. Doppler frequency-shift simulation parameter table for different terminal geographic
positions and satellite orbits.

Parameter Name Parameter Value
Orbital altitude, h 480 km, 500 km, 600 km, 700 km, 800 km
Earth radius, R 6378 km
Eccentricity, e 0.0
Orbital inclination, i 40°, 50°, 60°, 70°, 80°, 90°
Geographical latitude of the terminal, Lat 0°,15°, 30°, 45°
Earth’s rotation period, T 86,164 s
Signal propagation speed, ¢ 2.998 x 108 m/s
Signal carrier frequency, Fc 2.0 GHz

The simulation process of Doppler frequency-shift estimations is as follows:

According to the simulation parameters, the STK tool is used to simulate the change
value of the satellite-ground Doppler frequency offset under the condition that the
minimum elevation angle is 0° and the geographic latitude of the terminal is set to 0°,
15°,30°, and 45°. The simulation results of the Doppler frequency offset and azimuth
and elevation angles of the satellite are outputted.

Using the satellite beam-pointing method, the Doppler frequency offset is calculated
according to the azimuth and elevation angles of the satellite. Compare the errors with
the Doppler frequency-shift variations simulated by STK, analyze the RMSE of the
Doppler frequency shift, and verify the adaptability of the DFS-BP method to different
terminal geographic latitudes.

According to the simulation parameters, the STK tool is used to simulate the change
value of the satellite-ground Doppler frequency offsets under the condition that the
minimum elevation angle is 0° and the satellite orbital altitude h is set to 480 km,
500 km, 600 km, 700 km, and 800 km. The simulation results of the Doppler frequency
offset and azimuth and elevation angles of the satellite are outputted.
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Using the satellite beam-pointing method, the Doppler frequency offset is calculated
according to the azimuth and elevation angles of the satellite. Compare the errors with
the Doppler frequency-shift variations simulated by STK, analyze the RMSE of the
Doppler frequency shift, and verify the adaptability of the DFS-BP method to different
satellite orbital altitudes.

According to the simulation parameters, the STK tool is used to simulate the change
value of satellite-ground Doppler frequency offsets under the condition that the
minimum elevation angle is 0° and the satellite orbital inclination 7 is set to 40°, 50°,
60°, 70°, 80°, and 90°. The simulation results of the Doppler frequency offset and
azimuth and elevation angles of the satellite are output.

Using the satellite beam-pointing method, the Doppler frequency offset is calculated
according to the azimuth and elevation angles of the satellite. Compare the errors with
the Doppler frequency-shift variations simulated by STK, analyze the RMSE of the
Doppler frequency shift, and verify the adaptability of the DFS-BP method to different
satellite orbital inclinations.

Calculate the 95% CI of the Doppler frequency-offset estimation errors based on the
RMSEs under different orbital altitudes and orbital inclinations. Due to the small
sample size, the t-distribution model is selected for confidence interval analyses. The
t-distribution model is CI = X = f 025, —1 in, where ¥ is the average value of RMSE,
t0.025,1—1 is the distribution values at a 95% confidence level, s is the sample’s standard
deviation, and 7 is the sample size.

When the minimum elevation angle of the satellite is 0° and the geographical latitude

of the terminal is set at 0°, 15°, 30°, and 45°, the Doppler frequency-offset estimation

errors of the satellite beam-pointing method are shown in Figure 6. Figure 6a shows

that the frequency-offset estimation error range of the two methods is between [-200 Hz,
+200 Hz] in the whole visible period. Figure 6b shows that the RMSE of the frequency-offset
estimation for ground terminals at different latitudes is less than 100 Hz. The geographical

latitude of the terminal has little effect on the Doppler frequency-offset estimation error.
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Figure 6. Simulation results of frequency-offset estimation error and RMSE for ground terminals at
different latitudes. (a) The Frequency shift error; (b) The Root Mean Squared Error.

To analyze the adaptability of the DFS-BP algorithm to different satellite orbits, this

paper designs simulations of the Doppler frequency-offset estimation and the RMSE of
frequency-offset estimation errors for different orbital altitudes and orbital inclinations.
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When the minimum satellite elevation angle is 0°, simulations of the Doppler
frequency-offset estimation errors and the RMSE of the frequency-offset estimation er-
rors are conducted for satellites with different orbital altitudes ranging from 480 km to
800 km. The simulation results are shown in Figure 7. The results indicate, based on
the DFS-BP algorithm, that the satellite-to-ground frequency-offset estimation errors at
different satellite orbital altitudes fall within the range of [-200 Hz, +200 Hz], and the
RMSE of frequency-offset estimation errors is less than 120 Hz.
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Figure 7. Simulation results of the RMSE of frequency-offset estimations for different orbital altitudes.
(a) The Frequency shift error; (b) The Root Mean Squared Error.

When the minimum satellite elevation angle is 0°, simulations of the Doppler
frequency-offset estimation errors and the RMSE of the frequency-offset estimation er-
rors are conducted for satellites with different orbital inclinations ranging from 40° to
90°. The simulation results are shown in Figure 8. The results indicate, based on the DFS-
BP algorithm, that the satellite-to-ground frequency-offset estimation errors at different
satellite orbital inclinations fall within the range of [-240 Hz, +240 Hz], and the RMSE of
frequency-offset estimation errors fall within the range of [50 Hz, 150 Hz].
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Figure 8. Simulation results of the RMSE of frequency-offset estimations for different orbital inclina-
tions. (a) The Frequency shift error; (b) The Root Mean Squared Error.
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Based on the RMSE results of the Doppler frequency-offset estimation errors for
different orbital altitudes and orbital inclinations, the 95% CI analysis of the satellite-to-
ground Doppler frequency-offset estimation errors of the DFS-BP algorithm is conducted.
The RMSE results of the Doppler frequency-offset estimation errors for different orbital
altitudes are shown in Table 3. The RMSE results of the Doppler frequency-offset estimation
errors for different orbital inclinations are shown in Table 4.

Table 3. The RMSE results of Doppler frequency-offset estimation errors for different orbital altitudes.

Orbital Altitudes 480 km 500 km 600 km 700 km 800 km
RMSE 109 Hz 110 Hz 83 Hz 84 Hz 93 Hz
Table 4. The RMSE results of Doppler frequency-offset estimation errors for different orbital inclina-
tions.
Orbital Inclinations 40° 50° 60° 70° 80° 90°
RMSE 52 Hz 108 Hz 90 Hz 120 Hz 113 Hz 147 Hz

Due to the small sample size for calculating the 95% CI, this paper selects the t-
distribution model for confidence interval calculations. The calculated 95% CI of the
Doppler frequency-offset estimation errors falls within the range of [80 Hz, 112 Hz].

4.3. Simulation of Doppler Frequency Shift When the Minimum Elevation Angle Parameter Is
Adjustable

The Doppler frequency-shift simulation parameters for variable minimum satellite
elevation angles are listed in Table 5.

Table 5. Table of Doppler frequency-shift simulation parameters for variable minimum satellite
elevation angles.

Parameter Name Parameter Value
Orbital altitude, h 480 km
Earth radius, R 6378 km
Eccentricity, e 0.0
Orbital inclination, i 50°
Maximum elevation angle, @;ax 0°, 10°, 20°, 30°, 40°, 50°
Earth’s rotation period, T 86,164 s
Signal propagation speed, ¢ 2998 x 108 m/s
Signal carrier frequency, Fc 2.0 GHz

The simulation process of the Doppler frequency-offset estimation is as follows:

e  According to the simulation parameters, when the minimum elevation angles of the
satellite are set at 0°, 10°, 20°, 30°, 40°, and 50°, we use the STK tool to simulate
the Doppler frequency-offset changes invisible time. The changes in the Doppler
frequency offset and the azimuth and elevation of the satellite are simulated.

e  Using the satellite beam-pointing method, the Doppler frequency-offset variation is
calculated according to the azimuth and elevation angles of LEO satellites.

e  Compare the error between the Doppler frequency-offset change value of the satel-
lite beam-pointing method and the Doppler frequency-offset change value of the
STK simulation.

@max represents the minimum elevation angle of the satellite. ¢, issetat0°,10°,20°,
30°,40°, and 50°. When the azimuth angle is less than 180°, the Doppler frequency-offset
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estimation error of the satellite beam-pointing method is shown in Figure 9. It can be
seen from Figure 8 that the frequency-offset estimation error range of the two methods is
between [-200 Hz, +2000 Hz] in the whole visible period. When the azimuth angle is less
than 180°, the positive deviation error of the frequency-offset estimation increases with an
increase in the minimum elevation angle of the satellite.
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Figure 9. Simulation results of Doppler frequency shifts when the minimum elevation angle is
adjustable (the ground terminal is on the right side of the subsatellite point).

We conducted simulations of the RMSE of the frequency-offset estimation for values
of 0°, 10°, 20°, 30°, 40°, and 50°. The simulation results are shown in Figure 9. The
results indicate that the RMSE of the frequency-offset estimation gradually increases. When
@max = 0°, the RMSE of the frequency-offset estimation does not exceed 100 Hz, and when
@max = 50°, the RMSE is approximately 1900 Hz.

The minimum elevation angles of the satellite are represented, and @y and @yax
are set to values such as 0°, 10°, 20°, 30°, 40°, and 50°. When the azimuth angle exceeds
180°, the Doppler frequency-offset estimation error of the satellite beam-pointing method
is shown in Figure 10. During the entire visible period, the frequency-offset estimation
error ranges of the two methods are between [ 2000 Hz, +200 Hz]. The simulation results
indicate that as the minimum elevation angle value of the satellite increases, the frequency-
offset estimation error of the satellite beam-pointing method also increases.

We conducted simulations on the RMSE of the frequency-offset estimation for values
of 0°,10°, 20°, 30°, 40°, and 50°. The simulation results are shown in Figure 10. The results
indicate that as ¢y,.x increases, the RMSE of the frequency-offset estimation gradually
increases. When ¢;,5x = 0°, the RMSE of the frequency-offset estimation does not exceed
100 Hz, and when @4 = 50°, the RMSE is approximately 2000 Hz.

The simulation results of the DFS-BP algorithm are compared with those obtained
from STK’s SGP4 model. The comparison shows that the terminal’s geographic latitude has
little effect on the Doppler frequency-offset estimation error. When the satellite’s minimum
elevation angle is 0°, the Doppler frequency-offset estimates from both methods are similar,
with estimation errors ranging between —200 Hz and +200 Hz. The RMSE of the DFS-BP
algorithm is less than 100 Hz. As the minimum elevation angle increases, the Doppler
frequency-offset estimates from both methods also increase gradually, with estimation
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errors expanding to a range of approximately —2000 Hz to +2000 Hz. The RMSE of the
DFS-BP algorithm is less than 2 kHz.
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Figure 10. Simulation results of the Doppler frequency shift when the minimum elevation angle is
adjustable (the ground terminal is on the left side of the subsatellite point).

Analyzing the frequency-offset estimation errors as the minimum elevation angle
increases reveals that the difference between the frequency-offset estimates at the start
and end of the satellite-to-ground communication remains under 500 Hz. Future work
can focus on reducing frequency-offset estimation errors through more in-depth research.
Depending on the specific satellite communication scenarios, techniques such as satellite
beam-pointing awareness and fixed error compensation could be applied to optimize
the frequency-offset estimation in the satellite beam-pointing method, thereby enhancing
estimation accuracy.

This section simulates the estimation error accuracy of the DFS-BP algorithm in terms
of the satellite’s geocentric latitude, orbital altitude, orbital inclination, terminal position,
etc., which uses statistical methods such as the RMSE and 95% ClI to analyze the error range
of the DFS-BP algorithm. This proposes follow-up improvement directions for the DFS-BP
algorithm. However, this method does not consider the influence of clocks, equipment, and
systems on the DFS-BP algorithm. This part of the influence will be discussed in Section 5.

5. Discussion

The accuracy of the DFS-BP algorithm proposed in this paper depends on the accuracy
of the satellite antenna’s azimuth and elevation angles, which are closely related to factors
such as antenna pointing accuracy, satellite attitude control accuracy, clock stability, and
radio frequency (RF) tolerance.

(1) Influence of Antenna Pointing Accuracy on the DFS-BP Algorithm

Traditional communication satellites typically have antenna pointing accuracies rang-
ing from 0.1° to 0.5°. Military satellites and navigation satellites usually feature antenna
pointing accuracies that are better than 0.01°. Low-Earth-orbit (LEO) satellites, due to the
requirements of inter-satellite communication, often have antenna pointing accuracies that
are superior to 0.01°.
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Antenna pointing accuracy is primarily determined by two components: hardware
errors and software algorithms. Hardware errors mainly arise from phase errors in phase
shifters and radio frequency (RF) chain errors. Phase errors can be minimized by using digi-
tal phase shifters to increase the effective bits of the phase shifter and improve quantization
accuracy. RF chain errors mainly stem from amplitude and phase errors between chan-
nels, which can be reduced by employing high-precision components and implementing
amplitude predistortion adjustments. In terms of software, beam-pointing compensation
algorithms can be used to reduce RF delays, avoid beam squint, and thus minimize antenna
pointing errors.

(2) Influence of Satellite Attitude Control Accuracy on the DFS-BP Algorithm

Traditional communication satellites have attitude control accuracies of less than 0.1°,
while remote sensing satellites achieve attitude accuracies that are better than 0.05°. Low-
Earth-orbit (LEO) satellites for satellite constellation applications feature attitude control
accuracies that are superior to 0.01°. For instance, the Chang’e-5 probe achieved an attitude
control accuracy of <0.1° during lunar sampling, and the “Jilin-1" satellite can reach an
attitude control accuracy of 0.02°.

The factors influencing satellite attitude control accuracy mainly include star sensors,
gyroscopes, etc. The measurement error of star sensors directly affects attitude control
accuracy, with high-precision star sensors achieving an accuracy of 0.0003°. The bias
stability of fiber optic gyroscopes is 0.01° /h, while that of laser gyroscopes can be better
than 0.001° /h. The combination of high-precision star sensors and laser gyroscopes enables
high-precision satellite attitude control.

A satellite’s attitude control accuracy and antenna pointing accuracy actually affect the
antenna’s pointing information. Based on the requirement that both the antenna pointing
accuracy and satellite’s attitude control accuracy are better than 0.5°, this paper adds
random errors of 0.05° to 0.5° to the antenna’s azimuth and elevation angles for simulation,
and the simulation results are shown in Figure 11. The simulation results indicate that
as the random errors added to the antenna’s azimuth and elevation angles gradually
increase, the Doppler frequency-shift estimation errors also increase progressively, with the
estimation errors remaining within £350 Hz. If the satellite’s altitude control errors and
antenna pointing errors reach a certain threshold, the accuracy of the DFS-BP algorithm
will be affected.
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Figure 11. Influence of pointing errors in azimuth and elevation angles on the results of Doppler
frequency-offset estimation.
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(3) Influence of Clock Stability on the DFS-BP Algorithm

Clock stability is reflected in a signal’s frequency stability. The stability of atomic clocks
is superior to 1071, while that of ordinary oven-controlled crystal oscillators (OCXOs)
is better than 108, Most satellites use atomic clocks as clock sources. For a signal with
an operating frequency of 2 GHz, the signal’s frequency stability caused by either atomic
clocks or ordinary OCXOs is less than 20 Hz. This value is much smaller than the satellite-
to-ground Doppler frequency shift; thus, the influence of clock stability on the DFS-BP
algorithm is negligible.

(4) Influence of Radio Frequency (RF) Tolerance on the DFS-BP Algorithm

Radio frequency (RF) tolerance generally refers to the permissible deviation range
of characteristics such as frequency, power, phase, and amplitude—frequency when RF
equipment is in operation. It is an important indicator for measuring the tolerance capability
of RF components or systems relative to parameter fluctuations and their operational
stability. Among RF characteristics like frequency, power, phase, and amplitude—frequency,
frequency accuracy may impact the DFS-BP algorithm. Frequency accuracy is typically
related to the precision grade of crystal oscillators or clocks, the operating temperature
range, and manufacturing processes. For example, the frequency accuracy of atomic clocks
is usually better than 10~1%, while that of ordinary oven-controlled crystal oscillators is
typically better than 10~7. For a 2 GHz signal, the maximum operating frequency error
caused by the frequency’s accuracy is 200 Hz, which translates to an estimation error of
less than 1 Hz in the DFS-BP algorithm.

6. Conclusions

Building on the development of 5G-A NTN technology and the communication
requirements of mobile terminals directly connected to satellites, we investigated a novel
Doppler frequency-offset estimation method that operates without GNSS guidance and
is tailored for the high dynamics of low-Earth-orbit (LEO) satellite communications. We
analyzed the principles underlying satellite-to-ground Doppler frequency offsets, derived
the relationship between satellite beam pointing and satellite velocities, and proposed a
Doppler frequency-offset estimation method based on satellite beam pointing. Furthermore,
we conducted a detailed study on how parameters such as the Earth’s latitude and the
satellite’s orbital inclination affect this method. Under varying conditions of minimum
satellite elevation angles and terminal geographical locations, we compared the Doppler
frequency-offset estimation results using the satellite beam-pointing method to those from
STK’s SGP4 model. The simulation results show that when a satellite’s minimum elevation
angle is 0°, the frequency-offset estimation errors of both methods lie within £200 Hz, and
the RMSE of the frequency-offset estimation does not exceed 100 Hz. When the minimum
elevation angle is greater than 0°, the error range and the RMSE of the frequency-offset
estimation increase to approximately +2000 Hz.
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Abstract: With the rapid development of heterogeneous satellite networks integrating
geostationary earth orbit (GEO) and low earth orbit (LEO) satellite systems, along with
the significant growth in the number of satellite users, it is essential to consider frequency
compatibility and coexistence between GEO and LEO systems, as well as to design effective
system resource allocation strategies to achieve efficient utilization of system resources.
However, existing beam-hopping (BH) resource allocation algorithms in LEO systems
primarily focus on beam scheduling within a single time slot, lacking unified beam man-
agement across the entire BH cycle, resulting in low beam-resource utilization. Moreover,
existing algorithms often employ iterative optimization across multiple resource dimen-
sions, leading to high computational complexity and imposing stringent requirements
on satellite on-board processing capabilities. In this paper, we propose a BH-based beam
scheduling and resource allocation framework. The proposed framework first employs
geographic isolation to protect the GEO system from the interference of the LEO system
and subsequently optimizes beam partitioning over the entire BH cycle, time-slot beam
scheduling, and frequency and power resource allocation for users within the LEO system.
The proposed scheme achieves frequency coexistence between the GEO and LEO satellite
systems and performs joint optimization of system resources across four dimensions—time,
space, frequency, and power—with reduced complexity and a progressive optimization
framework. Simulation results demonstrate that the proposed framework achieves effective
suppression of both intra-system and inter-system interference via geographic isolation,
while enabling globally efficient and dynamic beam scheduling across the entire BH cycle.
Furthermore, by integrating the user-level frequency and power allocation algorithm, the
scheme significantly enhances the total system throughput. The proposed progressive
optimization framework offers a promising direction for achieving globally optimal and
computationally tractable resource management in future satellite networks.

Keywords: beam-hopping; heterogeneous satellite networks; resource allocation; spectrum
sharing

1. Introduction
1.1. Motivation

With the large-scale deployment of low earth orbit (LEO) satellite constellations,
heterogeneous satellite networks are emerging as a key architectural paradigm for next-
generation space—air communications. Reference [1] provides a detailed overview of their
advantages, such as global coverage, low latency, and high capacity. It also highlights

Electronics 2025, 14, 2887
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key technical challenges, including cross-orbit coordination, interference management,
and efficient resource scheduling across LEO and geostationary earth orbit (GEO) satellite
layers. These heterogeneous satellite networks combine LEO and GEO satellite systems
to exploit their complementary strengths. LEO satellites enable high data rates and low
communication latency, while GEO satellites deliver reliable coverage in a wide area [2].
However, this heterogeneous integration also introduces new technical challenges. In par-
ticular, the coexistence of LEO and GEO systems operating within overlapping frequency
bands can lead to severe inter-system interference, making spectrum sharing a critical
issue to be addressed [3]. In addition, to fully exploit the capacity of the system, satellite
networks are required to allocate communication resources, such as frequency bands, trans-
mission power, time slots, and beam directions in a highly adaptive and dynamic way.
This requirement is particularly critical for LEO satellites, which have greater flexibility
in resource scheduling [4]. However, interdependence among these resources across the
temporal, spatial, spectral, and power domains results in strong multidimensional coupling,
substantially increasing the complexity of joint resource optimization [5].

In conventional multi-beam satellite communication systems, each beam typically
provides fixed coverage over a specific geographic region, lacking the flexibility to adapt
resource allocation in response to dynamic user distribution. This often leads to resource
shortages in high-traffic areas and resource underutilization in low-demand regions, re-
sulting in inefficiencies and waste in the overall allocation of resources of the system [6].
Beam-hopping (BH) technology offers a promising solution to the resource allocation prob-
lem characterized by time-space—frequency coupling in heterogeneous satellite networks.
By dividing operational time into discrete slots, the BH algorithm enables satellites to
dynamically activate beams across different regions based on user demand and channel
conditions, thus achieving multiplexed time-divided coverage and adapting to spatio-
temporal variations in traffic load [7].

BH technology facilitates multi-dimensional resource allocation across the tempo-
ral, spatial, spectral, and power domains. Through this flexible and adaptive resource
management paradigm, the system can dynamically schedule and optimize resources,
ensuring rapid responsiveness to non-uniform traffic distributions and maintaining service
quality guarantees [8]. Furthermore, by leveraging dynamic beam steering capabilities,
BH technology enables precise control over spatial coverage, which not only increases the
number of users that can be served simultaneously but also improves the efficiency of spa-
tial resource utilization [9]. In addition, BH technology supports dynamic frequency and
power allocation across beams, allowing the system to flexibly adapt to diverse user-traffic
demands and service requirements [10].

1.2. Related Work

BH has emerged as a promising technique for enhancing the flexibility and efficiency
of satellite communication systems. Its performance benefits have been extensively val-
idated in the literature. Specifically, [11] quantifies the throughput improvement of
BH over fixed multi-beam illumination at the link-level, while [12] further substantiates
these gains at the system-level by explicitly accounting for inter-beam interference. Build-
ing upon these foundational studies, [13] characterizes BH-based resource management
as a multidimensional optimization problem involving joint time-slot scheduling and
frequency—power allocation.

In the domain of beam scheduling, with the growing density of satellite constellations,
especially in LEO, the simultaneous coverage of overlapping ground areas by multiple
satellites from different orbits has introduced new challenges for beam coordination and
interference mitigation [14]. To support dynamic and uneven traffic demands while mini-
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mizing inter-beam interference within a satellite system, coordinated beam steering and
resource scheduling have attracted growing research interest [15]. For instance, [16] pro-
poses a two-stage approach that jointly minimizes the number of active beams and balances
user load under a fixed power constraint, using graph-theoretic beam clustering and K-
means-based user grouping. Similarly, [17] formulates beam placement as a multi-objective
optimization problem and introduces a genetic algorithm to obtain Pareto-efficient trade-
offs between beam count and spectrum usage. In [18], the authors further extend this line
of work by jointly optimizing beam locations and transmitting power using both iterative
and deep learning-based solutions, significantly improving computational efficiency.

In parallel, research on frequency and power allocation has progressed along a com-
plementary track. The authors of [19] treat spectrum assignment and power control as
separate optimization subproblems. In [20], the authors propose a greedy algorithm for fre-
quency and power allocation in multi-beam LEO systems. The authors of [21] introduce an
automatic power control (APC) mechanism to mitigate co-linear interference in the uplink
and downlink between LEO and GEO systems, thereby effectively reducing inter-system
interference. The authors of [2] presented a joint beam management and power allocation
framework focused on maximizing GEO system throughput while ensuring continuity
for LEO links. Furthermore, [22] presents a frequency and power allocation strategy tai-
lored for multi-beam systems, designed to meet non-uniform user distribution and traffic
demands under constrained power budgets, while exploring the trade-off between total
system capacity and user fairness. In [23], the authors optimize subchannel and power
allocation in a multi-beam satellite communication system to meet traffic requirements,
while simultaneously minimizing power consumption and bandwidth overhead.

1.3. Contribution

Despite the advancements in the existing literature, two critical challenges remain
inadequately addressed. Firstly, existing BH technology resource allocation methods
primarily focus on beam assignment within a single time slot, lacking global optimization
across the entire BH cycle. This limits the effective utilization of temporal resources
within the system. Secondly, while these studies have provided important theoretical
and algorithmic foundations, most either target a single resource dimension or rely on
fully coupled optimization models that impose high computational complexity. Resource
allocation in BH-based systems involves multiple coupled dimensions—beam-footprint
partitioning, time-slot scheduling, and frequency—power allocation. The resulting joint
optimization problem is high-dimensional and computationally complex. Therefore, it is
essential to develop a scheduling framework that can effectively decouple spatio—tempora—
spectral resources and adopt a hierarchical optimization strategy to achieve near-optimal
system performance with reduced computational complexity.

To address the challenges of high-dimensional coupling and suboptimal temporal uti-
lization in BH-based satellite systems, this paper investigates a BH-based beam scheduling
and resource allocation framework. In contrast to conventional approaches that rely on
joint iterative optimization, the proposed framework adopts a progressive, dimension-wise
optimization strategy, in which each resource dimension is handled independently in
a sequential manner, without requiring cross-iteration between modules. This enables
efficient and scalable scheduling with significantly reduced computational complexity.
Specifically, we develop a spatio—temporal-frequency resource allocation framework tai-
lored for heterogeneous GEO-LEO satellite networks. The objective is to fully exploit the
time, spatial, and spectral resources available to the LEO system, thereby enhancing the
overall system throughput. Within the proposed framework, beam-footprint partitioning,
time-slot assignment, beam-level power allocation, and user-specific frequency—power
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allocation are jointly addressed over the entire BH cycle. Each component is indepen-
dently modeled and solved using modular algorithms, including clustering and integer
linear programming (ILP) for spatial optimization, a hybrid greedy-simulated annealing
approach for temporal scheduling, and a Hungarian-water-filling—convex optimization
pipeline for spectral and power domains. Although the resource dimensions are optimized
sequentially, cross-domain dependencies are minimized and there is no need for iterative
feedback between stages, thereby enabling tractable and flexible resource coordination
under realistic constraints.
The main contributions of this paper are summarized as follows:

®  Beam-Footprint Partitioning: to improve the coverage efficiency of multi-beam LEO
satellite systems, we develop a multi-phase beam partitioning strategy that inte-
grates density-aware clustering with ILP. The initial beam layout is guided by user
distribution, where regions of high user density are prioritized during clustering.
Subsequently, ILP is applied to optimize the association between users and beams,
aiming to adjust beam center positions so that users are located as close as possible
to beam centers for enhanced channel gain. An iterative adjustment step eliminates
low-efficiency beams and reallocates their users, thereby increasing beam utilization
efficiency and enabling better adaptation to spatially non-uniform traffic patterns.

*  Time-Slot Beam Scheduling: for scheduling beam positions across time slots within a
BH cycle, we develop a hybrid approach, combining a greedy algorithm and simulated
annealing. A feasible initial schedule is generated using a greedy filling strategy under
constraints on minimum beam separation and per-slot beam limits. A simulated
annealing algorithm is then applied to explore the solution space through probabilistic
perturbations, enhancing the global optimality of beam allocation.

*  Frequency-Power Joint Allocation: we propose a joint optimization method that inte-
grates the Hungarian algorithm and water-filling theorem. The Hungarian algorithm
is used to efficiently match users with sub-bands, while water-filling is applied to
optimize intra-beam power distribution. Finally, we apply convex optimization to
regulate inter-beam power allocation, leading to enhanced system throughput for the
LEO network.

The remainder of this paper is structured as follows. Section 2 introduces the system
model and formulates the joint resource allocation problem in the heterogeneous GEO-LEO
satellite network, encompassing beam-footprint partitioning, time-slot beam scheduling,
and frequency-power allocation with the goal of maximizing the overall system through-
put. Section 3 details the proposed beam-hopping-based resource allocation framework,
which employs a progressive, dimension-wise optimization strategy. Section 4 presents
numerical simulations and analyzes the performance of the proposed algorithms in terms
of throughput and computational efficiency. Finally, Section 5 summarizes the key findings
and outlines potential directions for future research.

2. System Model
2.1. System Setup

This study investigates the resource scheduling problem within a single BH cycle,
in line with the scheduling characteristics of BH systems. Based on the analysis in [24],
the ground-track displacement of a LEO satellite within a single BH cycle is negligible
compared to the beam coverage radius, and user positions are assumed to be static over
this short duration. Thus, we adopt a snapshot-based model where satellite positions and
user distribution remain unchanged within each BH cycle.

The two satellite systems operate over a shared frequency spectrum but serve distinct
service objectives: the LEO network is designed for dynamic, high-density user access,
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whereas the GEO network is tasked with providing stable and continuous coverage. In the
simulation scenario, a representative ground service area is selected, which is served by a
heterogeneous satellite network consisting of Nsa¢ LEO satellites and one GEO satellite as
shown in Figure 1.

GEO satellite system

LEO satellite system

Figure 1. GEO-LEO scenario schematic diagram.

In the time domain, one BH cycle is divided into M discrete time slots. During
each time slot, each satellite determines the positions of its activated beams. In the spa-
tial domain, each LEO satellite is equipped with a multi-beam antenna array and can
simultaneously illuminate up to Npeam beams, with each beam covering a circular area
of radius R. Within a single BH time slot, the total number of active beams across all
Nsat satellites is constrained by N = Nsat - Npeam. 10 mitigate intra-system interference,
the illuminated beams in each time slot must maintain a minimum inter-beam distance
dmin > 4R as suggested in [25]. To mitigate inter-system interference, a protection region
Dggo is established around the GEO users, within which the activation of LEO satellite
beams is prohibited. In the remainder of this study, all LEO users are assumed to be located
outside of the GEO protection region to ensure inter-system interference is avoided during
resource scheduling [26]. In the frequency domain, each LEO satellite is allocated the entire
system bandwidth B, and each beam can serve up to L users, with the bandwidth equally
distributed among them. The total transmit power of each satellite is limited to Ps and the
sum of the power allocated to all beams must not exceed this limit.

By partitioning the time, space, and frequency domains, a three-dimensional
spatio—temporal-frequency resource grid is constructed. Within a single BH cycle, the
Nsat LEO satellites can schedule up to MNL resource units, where each user is limited to
occupying at most, one unit of this grid. To represent user-resource assignment, we define
a binary variable "‘i,b/ 5 € {0,1}, which indicates whether the i-th user is assigned to the
t-th time slot, the b-th beam, and the f-th sub-band. For a given user i, the received signal
power can be expressed as follows:

where Pti bf denotes the transmit power allocated to the i-th user on the f-th sub-band by

the b-th beam in the t-th time slot. G/ represents the beamforming gain from the b-th beam

to the i-th user, and PL f denotes the path loss between the b-th beam and the i-th user.
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The receiver antenna at the user terminal is assumed to be omnidirectional, and thus its
gain is omitted.
The interference received by the i-th user is defined as follows:

;’/b,f =Y P;',b,,f -Gl - PLZ/,f )
b b

where I’ # b represents the aggregated interference from non-serving beams associated
with irrelevant links.
Accordingly, the signal-to-interference-plus-noise ratio (SINR) 4 of the i-th user can
be expressed as follows:
oo Py Gy PLyg @)
WSy P, -Gl PLL L+ N
by WY v, f i

where N; denotes the thermal noise power associated with the sub-band allocated to the
i-th user, which is determined by the sub-band bandwidth and receiver characteristics.

The achievable data rate Ri’b/ f for the i-th user can be calculated based on the Shannon
capacity formula:

R}y, ¢ = Biy flogy(1+7') )

where B!, s the bandwidth of the sub-band assigned to the i-th user via the b-th beam.

2.2. Channel Model

Considering realistic satellite-to-ground propagation conditions, the path loss of the
i-th user when served by the b-th beam on the f-th sub-band is composed of three main
components: free-space attenuation, atmospheric losses, and Rician fading. The overall
path loss is expressed as follows [27]:

) 2
PLy s = <4ncdf> AN (d)p (5)

where p; is the Rician fading factor, d denotes the distance between the b-th beam and the

i-th user, and A(d) represents atmospheric attenuation, which can be further expressed
(434302 +p3) ) ]
as follows: A(d) = 100 1Hs , where pp and pj3 are the cloud and rain attenuation

coefficients, respectively. Hg is the orbital altitude of the satellite.

2.3. Problem Formulation

Within a single BH cycle, the Ng,¢ LEO satellites can schedule up to MNL resource units
and each user is allowed to occupy at most, one such unit. The overall optimization objective
is to maximize the utilization of these multi-dimensional resources while jointly optimizing
the allocation of frequency and power for each satellite’s beams and associated users, so as
to maximize the total system throughput. However, due to the strong coupling across the
spatio—temporal-frequency-power dimensions, direct optimization of the global objective
incurs prohibitively high computational complexity. To address this, we decompose the
original problem into two sub-objectives, enabling a stepwise optimization approach. This
hierarchical strategy allows for the design of low-complexity algorithms capable of achieving
near-optimal solutions with significantly reduced computational overhead.

The first optimization objective aims to maximize the number of scheduled system
resources, which can be formulated as the following objective function, P1:
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M N .
P1: max Z Z Z oclt’b,f (6a)

t=1b=1f=1
s.t. Z”‘i,b,f < 1,Vtriplet{t, b, f} (6b)
i
Y Y Y ay <1V (6¢)
P b oS
aj) ¢ €{0,1}. (6d)

In objective function P1, constraint (6b) ensures that each spatio—temporal—frequency
resource unit can be assigned to at most, one user within a single BH cycle. Constraint (6c)
guarantees that each user can be allocated no more than one such resource unit per BH
cycle. Constraint (6d) specifies that ai/b, risa binary allocation variable.

The second optimization objective aims to allocate satellite beam power, intra-beam
user power, and user frequency resources in order to maximize the total throughput of
users served by the satellite system. This objective can be formulated as the following
optimization problem, P2:

M N Uy
P2: max Z Z Z Ri,b,f,- (7a)
t=1b=1i=1
Uy
st. Y Pl <PVt b (7b)
i=1
Pl >0,V t (7¢)
PP < Prax, Vi, b (7d)
N
Y P} < PVt (7e)
b=1
Uy
Z ftl,b = BS/ Vt/ b (7f)
i=1
fti,b Z 0/ Vl/t (7g)
i ¢ Dgro. (7h)

U; , denotes the number of users served by the b-th beam during the t-th time slot and
ul,, u? 1\ represents the corresponding user set
b ey Uy p P g .
In objective function P2, the associated constraints are interpreted as follows:

e Constraint (7b) specifies that the total power allocated to users under each beam must
not exceed the power assigned to that beam.

e  Constraint (7c) specifies that the power allocated to each user must be non-negative.

e  Constraint (7d) specifies that the power allocated to each beam must not exceed the
predefined beam-level power limit.

e  Constraint (7e) specifies that the total power allocated across all beams must not
exceed the satellite’s onboard power budget.

e  Constraint (7f) specifies that the total bandwidth allocated to users under each beam
must equal the total bandwidth available to the satellite.

e Constraint (7g) specifies that the bandwidth allocated to each user must be non-negative.

e  Constraint (7h) specifies that scheduled LEO users must be located outside the GEO
protection zones in order to eliminate potential interference to GEO system operations.
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Based on the two objective functions defined above, we perform dimension-wise
optimization for spatio—temporal-frequency—-power resource allocation in the LEO system.

3. A Beam-Hopping-Based Global Beam Scheduling and User Resource
Allocation Algorithm

In this section, we propose a beam-hopping-based joint beam scheduling and resource
allocation framework for a resource-constrained heterogeneous GEO-LEO satellite network.
The proposed framework consists of three core components: beam-footprint partitioning,
time-slot-based beam scheduling, and joint frequency-power allocation. The first objective
function P1 is addressed through a two-step process involving beam partitioning and
beam scheduling, with the goal of maximizing the number of scheduled spatio—temporal—-
frequency resources. The second objective function P2 is solved via frequency and power
allocation, aiming to maximize the total system throughput.

Section 3.1 presents the optimization of beam-footprint partitioning using an ILP
approach. Section 3.2, we address the scheduling of beam activations across time slots
by proposing a global beam-slot allocation strategy that accounts for spatio-temporal
dynamics. Section 3.3 introduces a joint optimization of beam-level power allocation and
user-level frequency and power assignment.

3.1. Algorithm A: Beam-Footprint Partitioning Algorithm

In this section, we propose an ILP-based beam-footprint partitioning algorithm. The
Algorithm A predefines the set of beams that can be scheduled for the entire BH cycle
of the LEO system, based on the spatial distribution of LEO users located outside the
GEO protection zones. The objective is to maximize the number of users served per beam,
ensuring that each beam is utilized as fully as possible.

3.1.1. Initial Beam Candidate Generation

In the initial beam candidate generation phase, a density-weighted clustering strategy
is applied to account for the spatial distribution of users. For each user, the number of
neighboring users within a radius R is computed as a local density indicator. Users in
high-density regions are selected and replicated to form a virtual user set, thereby guiding
the K-means algorithm to place more cluster centers in areas with concentrated user
demand. Clustering this density-enhanced user set yields a preliminary set of beam center
coordinates, denoted as {yu1, ua, ..., pn }, by minimizing the sum of squared distances
between users and their assigned cluster centers:

MN )
min ) Y [|xi—pl €)
j=1 xiGCj
where x; denotes the coordinate of i-th user, and C j represents the set of user coordinates
covered by the j-th beam.

3.1.2. Beam-User Matching

After obtaining the initial beam center coordinates, an optimization model is con-
structed to maximize the number of users served by each beam. A binary decision matrix
of size U x MN is defined, where U denotes the number of users and MN denotes the
number of candidate beams. Each element in this matrix is a binary decision variable
denoted as x;j;, where i € {1,2,..., U} and j € {1,2,..., MN}. If xjj = 1, it indicates
that the i-th user is scheduled by the j-th beam ; conversely, if Xij = 0, the i-th user is not
served by the j-th beam.The total number of successfully scheduled users can be computed
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by summing all elements across both user and beam dimensions of the decision matrix.
Accordingly, the optimization objective can be expressed as follows:

u MN

max Z Z Xij (9a)
i=1 j=1

s.t. xjj - dz] <R,Vi,j (9b)

u

le‘]‘ < F,Vj (9C)

i=1

MN

2 xij S 1,Vi. (9d)

j=1

where d;; denotes the distance between the i-th user and the center of the j-th beam. The
constraints are interpreted as follows: constraint (9b) represents the coverage constraint,
where a user is eligible for scheduling by a beam only if it is located within the beam’s
coverage radius R. If d;; > R, then x;; must be 0. Constraint (9¢) is a capacity constraint,
which states that each beam can serve no more than F users. Constraint (9d) is also a
capacity constraint, ensuring that each user can be scheduled by at most, one beam.

3.1.3. Iterative Optimization

Due to the possibility that the algorithms in step 1 and step 2 may generate beams with
insufficient user coverage, an iterative refinement mechanism is introduced to improve
overall beam utilization. Specifically, we define a beam as inefficient if it serves fewer
than F users. After the initial beam—user assignment is completed, all beams are examined
sequentially. The users assigned to inefficient beams are released and merged with the
pool of unscheduled users. A new round of clustering and beam-user assignment is then
performed on the updated user set. The procedure is repeated until either the user capacity
requirement is met for all beams, or a maximum number of iterations is reached.

3.2. Algorithm B: Globally Optimized Beam—Slot Assignment Algorithm

In this section, we propose Algorithm B, a globally optimized beam-slot assignment,
which allocates the beam footprints obtained from Algorithm A to specific time slots within
a BH cycle. The objective is to allocate MN beams across M time slots, where each slot
is constrained to activate no more than N beams. To mitigate intra-slot interference and
ensure reliable system performance, a minimum spatial separation dpnin = 4R must be
maintained between any two simultaneously active beams.

The globally optimized beam-slot assignment algorithm combines a greedy initializa-
tion with a simulated annealing strategy to maximize the total number of scheduled beams,
while satisfying the minimum inter-beam distance constraint and the per-slot capacity limit.
The optimization problem is formulated as follows:

M
max ) _[S¢| (10a)
i=1
st S| < N, Vi (10b)
\/(xi — %)%+ (¥i — ¥j)* = dmin,
Vi, Vpi,pj € St, i # ] (10c)

where S; denotes the set of beams assigned to the f-th time slot, and N represents the
maximum number of beams that can be activated per time slot. Each beam is associated
with a center coordinate p; = (x;,y;),i € {1,2,..., MN}. Constraint (10b) ensures that the

208



Electronics 2025, 14, 2887

number of beams assigned to any time slot does not exceed N, constraint (10c) enforces
that the distance between any two active beams within the same time slot must be greater
than a predefined minimum separation dp,i,. We define a state variable state(b) = t,
b=1{1,2,..., MN},t = {1,2,..., M} to represent that the b-th beam is assigned to the t-th
time slot , where state(b) = —1 indicates that the b-th beam is not scheduled. The principal
parameter settings of the simulated annealing procedure are summarized in Table 1.

Table 1. Simulated annealing optimization simulation parameter settings.

Parameter Value

Initialize temperature T 500

Minimum temperature Tiyin 1073

Cooling rate « 0.95

Max iterations Niax 500

Acceptance rule Metropolis criterion P = e ~AE/T

The pseudocode of Algorithm 1 is as follows:

Algorithm 1 Global Optimization Beam-Time Slot Allocation Algorithm

Phase 1: Initial Solution Construction Based on Greedy Algorithm Principles
Initialize: S = @, state(b) = —1,b ={1,2,...,MN},t = {1,2,...,M};
for each time slot t do

for each beam b do

1
2
3
4
5: if state(b) = —land Vj € Sy, \/(xi - xj)2 + (yi — y]‘)2 > diin then
6
7
8
9

Update the beam allocation set Sy < b;
Update the state variables, state(b) = t;

end if

if |S¢| = N then
10: break
11: end if
12: end for

13:  end for

14:  Phase 2: Refinement Based on Simulated Annealing Optimization

15:  Initialize temperature T, minimum temperature Ty, cooling rate «, max iterations Nmax;
16:  Set the greedy algorithm result as the initial solution Scurrent;

17: while T > Ty, do

18: for 1 to Npax do
19: Randomly select the b-th beam and remove it from the current allocation S¢;
20: Update beam allocation S; and state variables state(b) = —1;
21: for each time slot f do
2. if [S;| < Nyand Vj € Sy, \/ (x; = x;)* + (i — ¥;)* > dmmin then
23 Update the beam set S} < b;
24; Update the state variables, state(b) = t;
25: break
26: end if
27: end for
M M
28: if Y [S}| > ¥ |S¢| then
t=1 t=1
29: Accept the new solution immediately;
30: else
31: Accept the new solution with certain probability;
32: end if
33: end for
34: Update temperature T < aT.

35:  end while
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3.3. Algorithm C: Joint Frequency—Power Allocation Algorithm

This section presents Algorithm C, which performs the joint optimization of frequency
and power resources based on the overall objective defined in objective function P2. For
each beam, the total bandwidth is equally divided into U, , sub-bands, where U, j, is set as
equal to the number of users N, served by the b-th beam in the t-th time slot, resulting
in a sub-band set {B;”b |f =1,2,...,U;}. For each user ”i,b, f’ the achievable data rate
Ri,b, f across all sub-bands B;”b is computed and used to construct a reward matrix. The
Hungarian algorithm is then applied to solve the resulting assignment problem, aiming
to maximize the total system throughput. The frequency allocation problem follows the
objective in objective function P2 and is subject to constraints (7f) and (7g).

For power allocation, we first consider intra-beam power distribution among users.
Given the beam-specific channel parameters and the total power P! allocated to the b-th
beam in the t-th time slot, the intra-beam power allocation can be computed using the
classical water-filling algorithm. The objective is to maximize the sum throughput of users
within each beam, subject to constraints (7b) and (7c). The channel parameter is denoted as

1

. H .
Ay, ;= M%@’ where H, f Tepresents the channel gain, including both the transmit gain and
Uy
path loss. Let y1j, denote the water-filling level corresponding to eachbeamand S, = }. 7
i=1""
Then, the intra-beam user power allocation result can be obtained as follows:
; 1
P;,b =MWy — /\1' (11)
bf
L ob
Mo = N(Pt +Stp) (12)
The power allocation for users under a single beam of a satellite is given by the
following:
; 1. ., 1
iy = N(Pt +Sip) — )‘77 (13)

The inter-beam power allocation is performed based on the results of intra-beam
power distribution. At this stage, the throughput of an individual user can be expressed as
a function of the beam-level transmit power P! as the following:

i i i pi Ai,f b
Riy, = Bj,flogy |1+ A} Py | = logy | = (P + 1) (14)
The total throughput of all users served by a single beam can then be expressed as
follows: U U
th . . th . Al
Rl = L B ¢Ri, = 1 B} flog [;;f(P}’ + st,b)} .
Uy .
=L Byf {logz/\lb +1og, (PP + S;p) — 1og2ut,h]
1
The objective function can then be expressed as follows:
M N g ) Uy i
max;; U, | Urslosa (P + Stp) + ; logyAy, ¢ — Uy plogy (Uy ) (16)

The objective function in (16) aims to maximize the total system throughput and
is formulated as a weighted summation of multiple logarithmic terms, where P! is the
optimization variable, S;}, is a fixed constant obtained from the preceding water-filling

210



Electronics 2025, 14, 2887

algorithm, and logz)\i‘], f and Uy plog, (U} ) are constant terms independent of the optimiza-
tion variable. Since log, (P! + S; ) is a strictly concave function over its domain and both
Ptb > 0 and S;;, > 0 hold, the objective remains concave. Moreover, the constraints of
the optimization problem (7d) and (7e) are linear and do not affect the concavity of the
objective. The form of this problem is consistent with the power allocation formulation
in [23], and can therefore be efficiently solved using standard convex optimization methods.

4. Simulation Results and Analysis
4.1. Simulation Parameters

In the simulation scenario considered in this paper, a circular ground area with a
radius of 700 km is selected as the target service region. This area is jointly covered by four
LEO satellites and one GEO satellite, with each LEO satellite operating in a multi-beam
mode and capable of activating up to four beams simultaneously. Over six time slots, the
LEO satellite system can form up to 96 beam positions that can be scheduled under this
configuration. In each time slot, the GEO satellite activates one beam and establishes a
protection zone with a radius of 150 km around GEO user. Beam coverage from the LEO
satellites is prohibited within this protection zone to avoid interference.The simulation
parameters are summarized in Table 2.

Table 2. Simulation parameter settings.

Parameter Value

LEO Satellite Orbital Altitude 500 km /600 km
Number of LEO Satellites 4

GEOQO Satellite Position 40° E, 100° N
GEO Earth Station Location 40° E, 100° N
Radius of Target Ground Area 700 km

LEOQO Satellite Beam Radius 50 km

Peak Antenna Gain of LEO Satellite 35 dB

3 dB Beamwidth 1.65°
Number of Beams per LEO Satellite 4

Number of Users to Be Served 750

Number of Time Slots 6

System Bandwidth 400 MHz
Carrier Frequency 20 GHz
Noise Temperature 150 K
Maximum LEO Satellite Transmit Power 800 W
Rician Fading Factor 0.95
Cloud/Rain Attenuation Coefficient 0.1/0.05
Maximum Beam Power 250 W

The antenna gain used in the simulation is calculated according to the following
formula [28,29]:

2
G = Go hz(;‘) +36]3PE§[) (17)

where Gy denotes the peak transmit antenna gain of the b-th beam , which is calculated as
4D

(c/f)*
diameter, f is the carrier frequency, and c is the speed of light. Then u = 2.07123

follows: Gop =7 where 7 is the antenna aperture efficiency, D is the antenna aperture

sin ©
Sil’ll @333 4
where @345 denotes the 3 dB beamwidth of the b-th beam, and O, represents the off-axis

angle between the i-th user and the pointing direction of the b-th beam. J;(+) and J3(+) are
the first- and third-order Bessel functions of the first kind, respectively.
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4.2. Performance of the Beam-Footprint Partitioning Algorithm

In this section, we evaluate the performance of the beam-footprint partitioning al-
gorithm. The beam positions generated by Algorithm A are assigned to time slots using
Algorithm 1. If Algorithm A produces only MN beam positions, the assignment per-
formance of Algorithm 1 may degrade in certain scenarios due to the spatial separation
constraints among beams within each time slot. This can lead to a reduced number of
active beams scheduled within a BH cycle, thereby lowering overall resource utilization. To
address this issue, an adjustment factor 9 is introduced. Specifically, Algorithm A generates
OMN candidate beams, and Algorithm 1 selects M N beams from this larger pool for actual
scheduling. In the simulation, d = 1.5. Each LEO satellite can activate up to 4 beams simul-
taneously, resulting in a maximum of 24 beam positions that can be scheduled over six time
slots. Based on this configuration, a total of 144 candidate beams are generated across four
LEO satellites. Theoretically, the maximum number of users that can be scheduled is 432.

Without the iterative optimization mechanism, a significant number of beams serve
fewer than F users, resulting in a total of 408 users being scheduled, with a resource
utilization rate of 94.4%, as illustrated in Figure 2a. After introducing iterative refinement,
the number of inefficient beams is significantly reduced. Consequently, the number of
scheduled users increases to 430, and the resource utilization rate improves to 99.5%, as
shown in Figure 2b.

Waveband Optimization Algorithm Multi-stage Waveband Optimization Algorithm
6L ® Unscheduled Users 6 ® Unscheduled Users
® Scheduled Users ®  Scheduled Users
x  Beam Center x  Beam Center
41+ Beam Coverage Area 4+ Beam Coverage Area
& 2t 8 2f
L v
£ &
z z
N z o
s kS
B 5
g 2t g 2|
> >
-4 L -4+
-6 -6
1 1 ~4 L
-8 -6 -4 -2 0 2 4 6 8 -8 -6 -4 -2 0 2 4 6 8
x-coordinate(meter) x-coordinate(meter)
(a) (b)

Figure 2. Performance of beam-footprint partitioning algorithm. (a) Beam—slot assignment without
iterative optimization; (b) beam-slot assignment with iterative optimization.

4.3. Performance of the Globally Optimized Beam—Slot Assignment Algorithm

In this section, we evaluate the performance of the globally optimized beam-slot
assignment algorithm by comparing the beam distributions across time slots before and
after applying simulated annealing. Under the simulation settings described in Section 4.1,
the maximum number of beams that can be activated over six time slots is 96. Without
simulated annealing, the actual number of activated beams is 90, as shown in Figure 3a.
After applying the annealing-based iterative optimization, the number increases to 96, as
illustrated in Figure 3b.

The comparison reveals that, without simulated annealing, beam allocation in the
first five time slots is based purely on a greedy strategy without global optimization. As
a result, the sixth time slot suffers from a lack of available beam positions, significantly
reducing the total number of active beams during the BH cycle and degrading overall
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Time Slot Beam Distribution Before Optimization

system performance. In contrast, the inclusion of simulated annealing enables global
optimization across all time slots. By introducing random perturbations, the algorithm
escapes local optima that may arise from greedy allocation strategies, thereby increasing
the number of activated beams from 90 to 96, which corresponds to the theoretical upper
bound of system performance.

The proposed hybrid scheduling algorithm, combining greedy initialization with
simulated annealing, exhibits strong scalability. Its computational complexity grows poly-
nomially with the number of candidate beams MN and is largely insensitive to variations
in user density. Experimental results under a large-scale scenario (10 satellites, 240 beams,
and 2500 users) show that the algorithm completes in 0.015 s while activating all 240 beams,
achieving near-global optimality and effectively avoiding the local optima commonly en-
countered by purely greedy strategies. Moreover, the simulated annealing phase can be
further accelerated through multi-threaded perturbation, enabling the proposed method to
scale efficiently to even larger LEO constellation systems.

Time Slot Beam Distribution After Optimization
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Figure 3. Performance of globally optimized beam-slot assignment algorithm. (a) Beam-slot distri-
bution before optimization; (b) beam-slot distribution after optimization.

4.4. Performance of the Joint Frequency—Power Allocation Algorithm

In this section, we evaluate the performance of the proposed joint frequency—power
optimization algorithm through simulation. For power allocation, three baseline schemes
are used for comparison: (1) uniform power allocation across both beams and users,
(2) uniform power allocation across beams only, and (3) uniform power allocation across
users only. The simulation results comparing all four schemes are presented in Figure 4.

The simulation results indicate that optimizing power allocation either across beams
or within beams can significantly enhance system throughput. Among the four evaluated
schemes, Algorithm C, which performs joint power allocation for both satellite beams and
users, achieves the highest performance gain. It improves the total system throughput by
approximately 7.2% to 20% compared to the other uniform power allocation strategies.
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Figure 4. Performance of joint frequency—power allocation algorithm. (a) Throughput comparison of
different power allocation algorithms for each satellite in time slot 1; (b) throughput comparison of
different power allocation algorithms for each satellite in time slot 2.

4.5. Computational Complexity and Runtime Evaluation

We analyze the computational complexity of each sub-algorithm as follows.

For Algorithm A, in the beam generation stage, K-means clustering is applied. Each
iteration requires computing the distances between U users and MN beam centers. If
the number of iterations is denoted by N, the complexity of this process is O(N UMN)).
In beam—user matching, an ILP formulation is adopted. Based on empirical results from
commercial solvers, the complexity of the ILP grows approximately with the number
of variables to the power of 1.3 to 1.6. Therefore, the complexity can be estimated as
O((UMN)'?). Hence, the total complexity of Algorithm A is O(N UMN + (UMN)!®).
This complexity scales polynomially with both the number of users U and the number of
candidate beams MN, making it sensitive to large user populations. However, the modular
structure ensures that beam generation and assignment are handled efficiently and converge
quickly in practice. Therefore, even for large-scale LEO constellations, Algorithm A remains
computationally feasible.

For Algorithm 1, during greedy initialization, each candidate beam must be evaluated
for placement within a time slot by checking the minimum distance constraint with up to N
existing beams. This results in a complexity of O(MN?). In the simulated annealing phase,
assume the total number of random perturbations is Nga. Each perturbation involves
randomly selecting a beam and checking distances against up to N other beams in the new
slot, yielding a complexity of O(Ngp N). Therefore, the overall complexity of Algorithm 1
is O(MN?) + O(NspN) = O(MN?). Since Algorithm 1 only depends on the number of
beams and time slots, but not on the number of users U, it exhibits excellent scalability in
scenarios with dense user deployments. Its complexity increases quadratically with the
number of beams per slot but remains tractable for typical satellite system parameters. This
makes it suitable for real-time or near-real-time scheduling in large constellations.

For Algorithm C, this algorithm involves sub-band assignment, intra-beam power
allocation, and inter-beam power coordination. Sub-band assignment is performed using
the Hungarian algorithm. For each beam, a reward matrix of dimension L x L is constructed,
where L is the maximum number of users per beam. The complexity of Hungarian matching
per beam is O(L?), and the total complexity is O(MNL3). Intra-beam power allocation
using the water-filling method requires ordering the channel gain values. The per-beam
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complexity is O(Llog L), thus a total complexity of O(MNLlogL). Inter-beam power
control is formulated as a convex optimization problem, resulting in a total of O(MN)).
Therefore, the total complexity of Algorithm C is O(MNL?) + O(MNLIlogL) + O(MN).
The complexity of Algorithm C grows with the number of beams MN and the number of
users per beam L, but remains polynomial overall. This ensures tractability even in high-
throughput systems where each beam serves many users. The use of efficient algorithms
like Hungarian matching and water-filling further improves practicality, making this
approach well-suited for dynamic resource management in large-scale satellite systems.
The experiments were conducted under a hardware environment consisting of a
Windows 11 operating system, an Intel i9-13900H processor (Intel Corporation, Santa Clara,
CA, USA), and 16 GB of RAM. Based on the simulation settings described in Section 4.1, the
average runtime of each algorithm is as follows: Algorithm A requires approximately 1.76 s,
Algorithm 1 requires approximately 0.003 s, and Algorithm C requires approximately 5 s.

5. Conclusions

This paper proposes a beam-hopping-based joint beam scheduling and resource allo-
cation framework, which leverages beam hopping technology to perform global scheduling
of beam positions across time slots, enabling efficient multi-dimensional optimization in
time, space, frequency, and power domains. The overall resource allocation problem is
decomposed into three subproblems: beam-footprint partitioning, beam-to-slot assignment,
and joint frequency—power allocation.

First, in the beam partitioning stage, a multi-stage optimization algorithm is intro-
duced to maximize the number of users served by each beam through ILP-based modeling
and iterative refinement. Second, for beam-to-slot assignment, a combination of greedy
and simulated annealing algorithms is employed to optimize beam allocation across time
slots, aiming to reduce inter-beam interference and improve resource utilization efficiency.
Finally, in the frequency and power allocation stage, the Hungarian matching algorithm
and water-filling method are used to efficiently allocate sub-bands and beam power, with
the objective of maximizing user throughput.

Simulation results demonstrate that the proposed dimension-wise optimization ap-
proach significantly improves resource utilization and throughput with relatively low
computational complexity. Compared to traditional joint iterative optimization methods,
the proposed method avoids the heavy computational burden caused by multi-dimensional
iterative coupling. Under the simulation settings used in this study, the system achieves a
resource utilization rate of 99.5%, with a total user throughput improvement ranging from
7.2% to 20%.

The proposed framework provides a flexible and scalable solution for dynamic re-
source management in LEO satellite systems. By decoupling the complex joint optimization
into well-structured subproblems and integrating both exact and heuristic algorithms, it
significantly enhances system performance in terms of throughput and resource efficiency.
Importantly, this framework also offers a promising direction for addressing the coexistence
challenges in heterogeneous satellite networks, such as LEO-GEO integration, by enabling
coordinated and interference-aware scheduling across multiple dimensions. As such, it
lays a solid foundation for the development of intelligent, adaptive, and high-capacity
satellite systems in future space—air—ground integrated networks.

However, the current scheduling framework is primarily based on offline computa-
tion and assumes static system states within each BH cycle. In highly dynamic orbital
environments or under burst-like traffic demands, the responsiveness and timeliness of
scheduling decisions become critical. Future research could incorporate real-time schedul-
ing mechanisms that address computational latency and rescheduling strategies in response
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to dynamic user access and satellite mobility. For example, task priority and link-state
awareness could be integrated to design fast-response dynamic scheduling strategies suited
for more complex operational scenarios.

While this paper has demonstrated the effectiveness of the proposed method in
medium-scale systems, larger-scale satellite constellations and higher user densities will
significantly increase resource coupling and optimization dimensions. To this end, future
work may consider developing distributed or hierarchical scheduling frameworks tailored
for ultra-large-scale constellations—for instance, by enabling inter-layer coordination across
different orbits to achieve globally efficient resource allocation. In addition, incorporating
intelligent methods such as reinforcement learning or graph neural networks to enable
context-aware scheduling strategies presents a promising direction for further exploration.
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Abstract: Large language models (LLMs) have demonstrated powerful capability to solve
practical problems through complex step-by-step reasoning. Specifically designed LLMs
have begun to be integrated into terrestrial communication networks. However, relevant
research in the field of satellite communications remains exceedingly rare. To address this
gap, we introduce SCNOC-Agentic, a novel architecture especially designed to integrate
the management and control of satellite communication systems in LLMs. SCNOC-Agentic
incorporates four components tailored to the characteristics of satellite communications:
intent refinement, multi-agent workflow, personalized long-term memory, and graph-
based retrieval. Furthermore, we define four typical real-world scenarios that can be
effectively addressed by integrating with LLMs: network task planning, carrier and cell
optimization, fault analysis of satellites, and satellite management and control. Utilizing
the SCNOC-Agentic framework, a series of open-source LLMs have achieved outstanding
performance on the four tasks under various baselines, including zero-shot CoT, CoT-5, and
self-consistency. For example, qwen2.5-70B with SCNOC-Agentic significantly improves
the parameter generation accuracy in the network task planning task from 15.6% to 32.2%,
while llama-3.3-70B increases from 16.2% to 29.0%. In addition, ablation studies were
conducted to validate the importance of each proposed component within the SCNOC-
Agentic framework.

Keywords: satellite communication; large language model (LLM); network operation and
control; network task planning

1. Introduction

Al algorithms, exemplified by large language models (LLMs), are effectively applied
across various vertical domains, particularly in communication network applications of
space—air-ground-sea integrated networks (SAGSINSs). In terrestrial communications, re-
search on communication LLMs [1-4] has explored their integration with 5G networks [5,6],
which could facilitate the development of LLMs for satellite-terrestrial networks. Bene-
fiting from the coverage capability of a single communication satellite far exceeding that
of ground base stations, satellite communications have emerged as an effective means to
meet the growing demands of 6G and Internet of Everything (IoE) applications [7,8]. How-
ever, research on LLMs aimed at supporting ubiquitous satellite communication network
services remains extremely limited.

Electronics 2025, 14, 3320 https://doi.org/10.3390/ electronics14163320
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In telecommunications, LLMs (e.g., GPT series [9,10], Qwen [11,12] series) have been
extensively introduced to address various challenges within network systems. For in-
stance, by designing traffic characterization and adjusting network output structures, these
models facilitate a deeper understanding of network traffic [13-15]. Network operation
and maintenance are also facilitated by the use of prompt engineering, network design,
and copilot services [16-18]. Moreover, communication network security is enhanced by
identifying network attacks and generating response plans [19]. Compared with traditional
task-specific models, “LLM-powered networks” offer additional capabilities to commu-
nication systems. These include achieving intent understanding, altering the interaction
methods between networks and operators, and enabling automated network operations.
In addition, compared to terrestrial communications, satellite communications rely more
heavily on the intentions of operations and maintenance personnel for network manage-
ment, making applications based on LLMs in satellite communications more focused on
network management and control aspects.

Despite the demonstrated capability of LLMs in executing complex step-by-step rea-
soning to solve problems, recent research in satellite communications has not kept pace with
advances in model inference capabilities and agent functionalities. Specifically, there is no
established definition or framework on how LLMs can be effectively integrated into satellite
communication networks to address practical challenges within this domain, such as satel-
lite networking planning [20-22], network management [23,24], traffic scheduling [25,26],
and resource allocation [27-30]. Currently, there is also an absence of evaluation regarding
whether LLMs can resolve management and control issues within satellite communication
networks through step-by-step reasoning to derive solutions, alongside generating reliable
parameters via agent invocation. Taking network construction in satellite communications
as an example, when communication tasks for a specific region arise, it becomes necessary
to quickly establish a satellite communication network tailored to these requirements,
ensuring communication network coverage for that area. However, current practices in
the operational management of satellite networks still rely on manually entering task
parameters. This approach suffers from two main disadvantages: (i) Firstly, it requires
high levels of expertise and reliability from personnel, which cannot guarantee the opti-
mization of the parameters. (ii) Secondly, the networking process is time-consuming and
requires several minutes to complete all procedures. Given the potential urgency of satellite
communication tasks, such minute-level networking operations could result in missed
communication opportunities.

To address these challenges, we propose a specially designed agentic framework
for satellite communication operations and management, SCNOC-Agentic, as shown in
Figure 1. This framework is designed for the application of LLMs in satellite communication
systems, encompassing four critical components and making full use of the capabilities
of planning, memory, and tool usage within the agentic method. In the SCNOC-Agentic
framework, leveraging the intent parsing capabilities of LLMs, we have achieved a complete
closed-loop process from communication requirements to the generation and distribution of
network configuration parameters, realizing the goal of rapid and agile response. Looking
ahead, we believe that the SCNOC-Agentic architecture can serve as the control center
in satellite communication systems, capable of achieving full-process management and
control of satellites, terminals, and ground stations.
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Figure 1. Overview of the proposed SCNOC-Agentic framework for satellite communication opera-
tions and management.

The contributions of this work can be summarized as follows:

1.  We propose the SCNOC-Agentic framework for the operation and control of satellite
communications, firstly marking the implementation of the LLMs agent architecture
into this domain, which enhances the capability for rapid and agile response.

2. In SCNOC-Agentic, we introduce four components specifically designed for the char-
acteristics of the satellite communication field: intent refinement, multi-agent work-
flow, personalized long-term memory, and graph-based retrieval. The performance
influence of each component is evaluated through ablation experiments.

3. We design four typical scenarios for applying LLMs in satellite communications:
network task planning, carrier and cell optimization, fault analysis of satellites, and
satellite management and control. The integration of the SCNOC-Agentic framework
within these scenarios is elaborated. Comparative experiments against current state-
of-the-art general models and agents show that SCNOC-Agentic achieves superior
performance across these four scenarios.

The remainder of this paper is organized as follows. Section 2 describes the related
works. Section 3 details the proposed SCNOC-Agentic framework, which comprises
four key components. Subsequently, Section 4 defines the scenarios for four typical applica-
tions. Section 5 describes the experimental results of SCNOC-Agentic in these four typical
scenarios. Finally, Section 6 concludes the paper.
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2. Related Work
2.1. Al-Agentic

LLMs serving as foundation models (FM), such as GPT, Qwen, Llama, and others,
have demonstrated a powerful capability to perform complex step-by-step reasoning to
solve practical problems [31-34]. This advancement is attributed to the in-depth research
into Al agentic work. To enable LLMs to achieve more accurate and reliable responses
when tackling complex real-world issues, it is generally necessary to integrate these models
within specifically designed agentic systems that can access external tools such as database
queries, proprietary model invocations, search engines, etc. An agentic system typically
comprises three modules: planning [35,36], memory [37], and tool use [38,39], where the
LLM plays a crucial role in decision-making and reasoning processes [40]. Furthermore,
pioneering efforts to explore agents for general tasks, including AutoGPT and AutoGen [41],
are designed to address a broad spectrum of general tasks by dissecting user inquiries into
actionable components. These advancements signify a significant leap towards achieving
versatile task automation facilitated by sophisticated Al agents.

In addition, researchers have developed a variety of building blocks and design pat-
terns for different applications. This enables LLMs to solve complex problems by generating
a series of intermediate steps, where each step addresses a simpler sub-problem, thereby
progressively advancing towards the final solution [42]. For example, in [32], the Chain-of-
Thought (CoT) prompting method was proposed. In [43], CoT-SC was introduced, which
aggregates multiple parallel responses from CoT to produce more accurate responses. The
self-refining method proposed in [44] allows for iterative self-reflection aimed at correcting
errors made in previous attempts. Furthermore, LLM-Debate, introduced in [45], enables
different LLMs to debate among themselves, leveraging diverse perspectives to arrive at
superior solutions. In [46], Intelligent Go-Explore was presented, which facilitated the gen-
eration and integration of various responses to better explore potential solutions. Addition-
ally, other crucial building blocks for agentic systems include prompting techniques [47,48],
reasoning methodologies [34], reflection mechanisms [49], developing new skills for em-
bodied agents [50], external memory and Retrieval-Augmented Generation (RAG) [51],
assigning distinct roles to FM modules within the agentic system and enabling their col-
laboration [52-54], among others. These elements collectively contribute to enhancing the
capability and versatility of Al agents to tackle complex tasks in various domains.

The design of LLM-based agent systems needs to be guided by industry-specific prob-
lems. Currently, such systems have shown significant potential in applications in domains
such as finance [55], education [56], and medical diagnostics [54,57]. However, the field of
satellite communications has not kept pace with the advancements in the reasoning capa-
bilities of LLMs and the latest progress in agents” abilities. Current research on applying
LLMs to satellite communication tasks remains limited, with insufficient exploration of
practical integration frameworks between satellite systems and agentic architectures.

2.2. LLM for Communication

Current research in the communication field has explored applications of LLMs.
For instance, in [58,59], potential application directions of LLMs in communications are
discussed. Specifically, in [60], Maatouk et al. introduced TeleQnA, a benchmark dataset to
evaluate LLMs on telecom knowledge. In [61], Karim et al. proposed SPEC5G, a knowledge-
based network protocol Q&A system. In [62], Miao et al. presented NetEval, which focuses
on training LLMs for network operations. In [16], Wei et al. introduced an intention-based
framework using LLM agents to translate network configurations and ensure network
operation. In [63,64], approaches to training specialized LLMs for communications with
small, curated text datasets were proposed. In [65], Wang et al. introduced NetAssistant,
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an LLM-based method for network fault diagnosis that selects appropriate troubleshooting
processes based on user intent. In [66], Chen et al. focused on storing historical fault
analysis records in a vector database, achieving cloud fault root cause analysis RCACopilot
via LLM-based retrieval and analysis. In [67], Yuan et al. proposed UniST, a user mobility
modeling method based on network-LLM. Similarly to the use of general LLMs, research
on LLMs in the communication field focuses primarily on knowledge-based dialogue and
Q&A to provide copilot services for daily maintenance.

Furthermore, research on multi-modal LLMs has also been conducted in the field of
communications. For example, the performance of 6G [68], networks [17], and specific
issues [14] in the communication domain has been enhanced by incorporating visual in-
formation. Simultaneously, multi-modality in the field of communications is not limited
to images and text; network traffic also constitutes a significant modality. For example,
in [19], Wang et al. proposed ShieldGPT, a feature engineering-based network LLM that
utilizes text representations of binary traffic data, which is capable of interpreting slowbody
attack behaviors and generating diverse defense instructions. In [69], Wang et al. adopted
a unidirectional Mamba architecture to propose an efficient pre-trained traffic classification
model, NetMamba. In [17], Wu et al. introduced NetLLM, which designs a multimodal
encoder, removes the default language model head, and adds a trainable network head
tailored for network tasks. In [8], Sun et al. proposed satellite orchestration in 6G via
Al-native frameworks and multi-agent DRL to enhance edge computing efficiency and
explained the role of Al agents in achieving cross-domain collaboration. In [70], Rong et al.
explored LLMs for intelligent control in 6G TN-NTN to address resource management, in-
terference cancellation, and handover challenges. In [71], Hao et al. proposed ToolkenGPT,
which represents each network tool as a new “toolken” and allows the LLM to learn the
embedding representations of these toolkens, thus directly generating toolkens to trigger
tool invocations.

3. Overview of SCNOC-Agentic

This section introduces the proposed SCNOC-Agentic framework designed for satel-
lite communication operation and control, as shown in Figure 1, elaborating on its four
key components.

3.1. Intent Refinement

LLMs inherently possess the ability to understand and parse input intent [16], enabling
a more effective interaction with human intentions. However, the intent parsed by LLMs
is not always precise. To address this, we introduce an intent refinement (IR) component
in SCNOC-Agentic, inspired by the Intent-Driven Networks (IDN) approach [72]. The IR
component validates and refines the user input requirements. As shown in Figure 2, using a
satellite beam adjustment task as an example, when the input is “Adjust the pointing beam
of Kul of the TT03 satellite to the Hawaii region,” the IR component corrects the parsed
intent parameters to their accurate values. This significantly improves the accuracy of intent
translation and simplifies traditional intent management and network operation processes.

The IR component encompasses several steps, including intent translation, template
matching, and conflict detection. Among these, the intent template matching step facilitates
the alignment of parameter templates. It ensures the correctness of both the number
of parameters and their keywords by aligning the parameter names generated by the
model with the actual parameters issued through intent template matching. The intent
translation step converts the intent into parameters that can be understood by satellite
communication agents. For instance, “Query the beam coverage of the Hawaii region”
would translate “Hawaii region” into specific latitude and longitude coordinates [20 N,
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—157 W]. The conflict detection step verifies resource conflicts, such as checking whether a
specific satellite beam frequency resource is already occupied when applying for it, thereby
preventing conflicts.

INPUT

Action: satellite beam adjust

Action Input: {"input.satelliteid": "TT-03",
"input.beamid": “Kul", “Latitude": 40,
“Longitude": 116}

ey
=
=
*U :
-
. . w
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Action Input: {"input.satelliteID": "TianTong-1
Satellite 03", "input.beamID": “ku-01", lI e

"input.latitude": 40, "input.longitude": 116}

OUTPUT

Figure 2. [llustration of the intent refinement (IR) component. For satellite beam adjustment tasks,
the IR component proceeds to revise the parsed intent parameters to the correct values.

Notably, we have integrated Named Entity Recognition (NER) [73] into the IR com-
ponent to handle cases where users employ abbreviated terms instead of full names,
such as using “TT03” for “TianTong-2 Satellite 03”. By incorporating Named Entity
Recognition for matching and correction, the actual system’s robustness and usability
are significantly enhanced.

3.2. Multi-Agent Workflow

Multi-agent collaboration [52-54] is a crucial design for LLMs to address complex satel-
lite communication tasks. In real-world satellite communication scenarios, LLMs generally
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need to invoke different agents through multiple steps to resolve various issues separately.
For example, when fulfilling the requirements of network task planning, resource querying
and allocation are typically performed first, followed by network construction. Therefore,
we have introduced a multi-agent workflow (MaW) component, as shown in Figure 3, to
establish a fixed workflow for handling complex network management and control tasks.
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Figure 3. [llustration of the multi-agent workflow (MaW) component in the SCNOC-Agentic framework.

The MaW component is designed to handle functional requests (as opposed to
question-answering) in satellite communications. It operates by sequentially executing a
series of nodes, making it suitable for automated satellite operations, network formation,
and resource optimization. At its core, the MaW component consists of nodes, each of
which is an independent agent with a specific function. These agents perform critical opera-
tions such as task analysis of satellite communications, resource management, and network
control. By connecting the outputs of different agents to subsequent inputs, multiple agents
can be linked together, enabling plug-in integration and workflow orchestration.

The multi-agents are called through predefined connection relationships. For example,
a beam adjustment agent is restricted from invoking a traffic scheduling model but is
allowed to invoke a resource query agent. When predefined tasks arise, they are decom-
posed into workflows, thereby enhancing the handling of intricate satellite communication
operations and control challenges. Furthermore, the MaW incorporates the invocation
of specific small-scale models. All agents can leverage specialized models within satel-
lite communications, such as traffic prediction models, resource allocation models, and
anti-jamming models, to facilitate decision-making support. The distinction between the
MaW and CoT lies in the fact that the CoT method merely provides templates for LLM
agent invocations, whereas the MaW imposes stringent constraints on system-level agent
invocations. The MaW component significantly improves the accuracy of multistep agent
invocations for complex tasks within the SCNOC-Agentic framework.
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3.3. Personalized Long-Term Memory

The uniqueness of satellite communications lies in its diverse user base, where different
users, such as maritime, vehicular, and airborne users, exhibit distinct behavioral patterns.
To address this, we propose a personalized long-term memory (PLM) component that
personalizes the recording of usage habits and behaviors for each type of user. During
model inference, this component provides context-specific prompts to the model, leveraging
advances in long-context LLMs. The PLM component consists of two parts: preference
and memory. Preference focuses on the rules in the field of satellite communications, and
memory focuses on historical user data.

As shown in Figure 4, the PLM component sets different preferences for different
users and stores the memory of previous usages for each user. This design can have
notably beneficial effects in the field of satellite communications. For example, maritime
users typically rely on a fixed number of satellites and prefer to use the Ku/Ka band.
Given that various types of satellite users have relatively stable behaviors and preferences,
incorporating and customizing the PLM component allows LLMs to distinguish between
different types of users. Consequently, this customization facilitates the provision of
valuable insights to assist LLMs in analysis and decision-making.

3
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Figure 4. [llustration of the personalized long-term memory (PLM) component in the SCNOC-Agentic
framework.

During the reasoning process, the storage and retrieval process of the PLM component
operate as follows: (1) Storage: The system automatically identifies and records personal-
ized information provided by users in conversations, such as mobile users or ship-based
users. Long-term memory in satellite communications should be mutually isolated among
users. (2) Retrieval: Long-term memory can be retrieved either through user prompts or
at designated steps within the MaW component. When users request retrieval of relevant
long-term memory, SCNOC-Agentic generates the final response by summarizing the
personalized information as prior knowledge.

3.4. Graph-Based Retrieval

In light of the complexity of satellite communication systems, to enhance the accuracy
of invocation more reliably, we have constructed the graph-based retrieval (GBR) compo-
nent utilizing the Graph-RAG approach [73]. The abundance of research on Graph-RAG
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underscores its aptitude for encoding heterogeneous and relational information intrinsic
to satellite communication systems, making it highly suitable for practical applications.
By integrating real-time data retrieval capabilities, the Graph-RAG system can effectively
enhance the functionalities of SCNOC-Agentic.

Furthermore, recognizing the privacy concerns associated with certain satellite com-
munication systems, where satellites, beams, and terminal names are often absent from the
pre-training datasets of LLMs, the introduction of the GBR component enables SCNOC-
Agentic to identify named entities not encountered during the LLMs’ pre-training phase.
Specifically, our GBR component is built upon an accumulated corpus of satellite communi-
cation documents, including satellite system design documents, user manuals, educational
materials on satellite communications, and other relevant texts. During the graph con-
struction phase, LLMs extract entities and relationships from structured texts, visually
representing these connections in a graph format. This allows for joint modeling of entities
and their relationships during the retrieval process. In the inference phase, the vectors
generated based on user queries facilitate the retrieval of related entities and corresponding
relationships, indexing knowledge blocks pertinent to queried entities, thereby enhancing
the performance of the LLMs.

4. Scene and Problem Formulation

In this section, we provide detailed definitions of agents for four typical scenarios in
which SCNOC-Agentic is applied and describe how LLMs can be integrated with these
satellite communication scenarios.

4.1. Network Task Planning

With the development of satellite internet, the scale of space-based networks is further
expanding, necessitating a higher level of abstraction for traditional satellite resource
allocation and network construction methods. In response to this, our project proposes
the integration of LLMs based on the SCNOC-Agentic architecture with intention-driven
networks (IDN) [72], as illustrated in Figure 5. This integration aims to facilitate intent-
based task planning in satellite networks.

The network task planning task for satellite communications based on the SCNOC-
Agentic framework is defined as follows: understand the communication intent require-
ments, then complete the allocation of satellite, earth station, and terminal resources, and
finally complete the network construction. For example, if the user inputs 2025.2.10 to
ensure a 30M TDMA communication network in Hawaii, SCNOC-Agentic can understand
and parse the intent input and perform accurate agent selection and parameter generation
step by step. Specifically, under the given conditions of a satellite communication system,
SCNOC-Agentic utilizes the proposed PLM component to prompt on the basis of the
user’s previous task requirements. Currently, it retrieves relevant knowledge bases using
the proposed GBR component to generate prompts. Intent parsing and validation are
performed using general LLMs, as outlined in Section 3.1. The proposed MaW component
formulates the requirements for satellite communication tasks into a multistep execution
workflow. In each step, different agents are invoked by the LLM to execute corresponding
functions.

As shown in Figure 5, the workflow of the network task planning task is divided into
three steps, with each step invoking the corresponding agent for processing: (1) Network
resource query: This initial step involves querying the available resources at the specified
networking location (e.g., Hawaii region) for network task planning. SCNOC-Agentic gener-
ates the necessary parameters and invokes the appropriate agent. The interface definitions
utilize standard MCP and Function Call protocols. The input format is defined as Action
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input:[“input.networktype ”: 2, “input.latitude”: 40, “input.longitude”: 116, “input.time”: date-
time.now()] . The query results include available satellites, the area of beams cover, ground
stations, and terminals within the region, formatted as {[satelliteld1, satelliteld2], [beamld1,
beamld2], [terminalld], terminalld2, terminalld3]}. (2) Network resource allocation: Following
the resource query, this step involves selecting resources based on the query results. It consists
of two parts: selecting satellites, beams, and transponders and choosing available ground
stations and terminals. Subsequently, frequency resources from the selected satellites and
beams are allocated (e.g., dividing 30M from a 100M transponder resource while ensuring
no time conflicts), similar to satellite communication resource allocation studies [27,28]. (3)
Network construction: In the final step, SCNOC-Agentic generates the parameters for network
construction and sends them to the network management system to complete the construc-
tion of the satellite communication network involving satellites, beams, and user terminals.
This structured approach ensures efficient and effective management and control of satellite
communication networks, tailored to meet specific user requirements.
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ﬂ |:{> bandwidth allocated in the

il
10.612-19.642GHz...

ottty bt b b g bt

Figure 5. Illustration of the proposed SCNOC-Agentic framework for the network task planning.
Upon receiving task requirements from communication assurance users, SCNOC-Agentic will sequen-
tially construct the satellite communication network involving satellites, beams, and user terminals.

Compared to traditional satellite communication network task planning, SCNOC-
Agentic-based network task planning offers additional gains by facilitating an end-to-end
process from user intent input to network construction. Traditional methods [74] exclusively
encompass resource planning in terms of frequency and time slots (Step 2 in Figure 5). In
contrast, SCNOC-Agentic network task planning includes satellite and beam selection,
along with the generation of networking parameters.

4.2. Carrier and Cell Optimization

The next generation of broadband communication satellites and satellite internet node
satellites generally adopt onboard processing systems, equipped with phased array antennas.
Optimization of the carrier and cell of phased array antennas is a critical technology for
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achieving low-latency satellite communications for the ubiquitous Internet of Everything (IoE).
Phased array antennas significantly enhance the spatial diversity of the system, enabling time
division coverage of multiple dispersed areas on the Earth’s surface within certain periods,
thereby covering more regions with fewer beam-hopping events. Furthermore, methods such
as [29,30] provide communication capabilities that match service demands by adjusting the
dwell time of beams in different areas within a period.

In the carrier and cell optimization task, SCNOC-Agentic compensates for link dispar-
ities to ensure communication quality by adjusting the Modulation and Coding Scheme
(MCS) instead of slot allocation, as shown in Figure 6. This approach fundamentally
addresses limited-response problems. By predefining M sets of carrier groups, each repre-
senting an MCS, SCNOC-Agentic selects among these to reconcile transmission capability
differences caused by varying antenna aperture sizes and output powers of ground-user
stations. Different carriers are configured with distinct MCSs to accommodate various
types of stations. By adjusting the MCSs, SCNOC-Agentic aims to guarantee access for
most station types while maximizing the bandwidth utilization. Moreover, it optimizes link
impacts from phased array antennas operating in high-frequency bands such as Ku/Ka
and Q/V (e.g., mitigating rain fade). SCNOC-Agentic achieves carrier and cell optimiza-
tion by generating parameters for MCS adjustments and terminal priority settings, but it
cannot calculate the optimal End-to-End Latency (E2EL). Hence, three evaluation metrics
are employed: Agent Select Accuracy (AGA), Parameter Generation Accuracy (PGA),
and Average End-to-End Latency (E2EL), with E2EL reflecting the average delay of all
terminals under specific carrier templates and priority settings. Given that carrier and cell
optimization is NP-hard, making the calculation of optimal E2EL unfeasible, comparisons
are made using a fixed number N of terminals to evaluate the relative performance.
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Figure 6. Illustration of the proposed SCNOC-Agentic framework for the carrier & cell optimization task.
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4.3. Fault Analysis of Satellite

The fault analysis of a satellite via SCNOC-Agentic essentially constitutes a multi-
classification problem, thereby enabling the formulation of tasks as multiple-choice ques-
tions. Utilizing SCNOC-Agentic not only facilitates the identification of single-point equip-
ment failures, such as satellite platform and payload malfunctions but also extends to
the analysis of network-level and link failures, including inter-satellite link and feeder
link failures. This capability is attributed to the SCNOC-Agentic’s foundation on LLMs,
which enables simultaneous analysis of onboard telemetry data, log data, and parame-
ter data from various devices—capabilities beyond the reach of traditional single-fault
analysis models.

We employed a self-developed LEO satellite simulation center to construct experimen-
tal scenarios by receiving telemetry data from payload unit boards. This ground-based
simulation system is designed as a payload controller for LEO satellite constellations,
featuring integrated processing simulations for two satellites. It emulates the operational
status of a satellite communication network, comprising two satellites in 500 km nearly
polar orbits, and supports both payload remote control and telemetry functions.

Artificially setting the payload fault parameters, we simulated four types of payload
anomalies: control board failure (main control unit payload), satellite—ground exchange
unit failure, modem board unit failure, and inter-satellite exchange unit failure. A normal
payload state was also configured for comparison. For each state, 90 min of telemetry data
were collected to establish the experimental dataset, as shown in Table 1. For the fault
analysis of the satellite task, the evaluation primarily adopted the top-k recall rate (Hit@k,
where k = 1, 3) as the key metric, with the Hit@k measure accuracy by verifying whether
the correct fault analysis appeared within the top k predictions.

Table 1. Telemetry information of satellite payload fault status.

Telemetry Status Fault Payload Data Size
Normal - 12,124
Fault state 1 main control unit 5312
Fault state 2 satellite-ground switching unit 5769
Fault state 3 modem board card unit 4793
Fault state 4 inter-satellite switching unit 4902

4.4. Satellite Management and Control

The implementation of satellite management and control tasks based on the SCNOC-
Agentic framework involves controlling the satellite platform and its payloads. As shown
in Figure 7, first, SCNOC-Agentic interprets the intentions of the control commands from
maintenance personnel and performs the correct agent selection. Subsequently, the selected
agent translates these intentions into a set of instructions and uploads them to the satellite.
Finally, adjustments to the satellite are verified through telemetry data. Typical control
command intentions include: “Adjust Ka beam pointing to Hawaii”, “Activate inter-
satellite laser payload”, “Switch X satellite phased array mode to stare”, and “Switch X
satellite to secure communication mode”. Maintenance personnel customize common
command intents based on the SCNOC-Agentic architecture. The PLM module provides
prompts tailored to different individuals, enabling various methods of satellite operation
and control, significantly enhancing the efficiency of management. This task is evaluated
through ASA and PGA.

In satellite and network management, smaller scales allow focus on detailed parameter
configurations of individual satellites. However, as the satellite internet expands, along
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with the broadening operational dimensions, managing all parameter details becomes
increasingly impractical. Consequently, SCNOC-Agentic represents a higher level abstrac-
tion of traditional single-satellite parameter-based management and control, emphasizing
intent understanding for management. Furthermore, the proposed SCNOC-Agentic frame-
work is designed to adapt to more complex network configurations in the future, with the
continuous development of LLMs enhancing intent-driven capabilities.
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Figure 7. Illustration of the proposed SCNOC-Agentic framework for the satellite management and
control task: adjust spot beam pointing according to operators” intent, with parameters automatically
generated by SCNOC-Agentic and translated into command sets uploaded to satellites.

5. Experiments

In this section, the proposed SCNOC-Agentic framework is validated on various
general-purpose LLMs, including the latest versions of Llama3.3-70B, qwen2.5-70B, GPT-4o,
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and GPT-3.5-turbo-0125. All models were assessed using zero-shot CoT [32], by default,
with the temperature parameter set to 0. Various baseline approaches were used, including
zero-shot CoT, which uses the prompt “let us think step by step,” and the CoT prompting
technique with five examples (CoT5) [33]. Regarding self-consistency (SC) [43], the accuracy
was determined based on the majority decision of 20 generations. All baselines completed
experiments on four typical satellite communication operation and control application
scenarios presented in Section 4, along with ablation studies on components. Moreover, on
the basis of the experimental results, we discuss how LLMs can be practically applied to
satellite communication operation and control systems.

5.1. Main Results

We evaluated the performance of the SCNOC-Agentic framework under various
baselines. Table 2 presents the comparative results of the proposed SCNOC-Agentic
framework with different general LLMs and prompting methods on network task planning
and carrier and cell optimization. The best two results are highlighted, with the best result
bolded, underlined, and marked in red, while the second-best is underlined and marked
in blue.

Table 2. Comparative experiments on network task planning and carrier and cell optimization tasks.

Network Task Planning Carrier & Cell Optimization
Model ASA PGA AoP ASA PGA Ei]j)['

General LLMs (default with zero-shot CoT)

GPT-40 0.6736 0.2046 0.835 0.7511 0.5146 302
GPT-40+CoT5 0.7321 0.2339 0.863 0.8164 0.5943 286
GPT-40+SC 0.8101 0.3898 0.903 0.8449 0.7177 290
GPT3.5 0.6171 0.1754 0.835 0.7968 0.4577 343
GPT3.5+CoT5 0.6853 0.1968 0.846 0.7970 0.4962 318
GPT3.5+SC 0.7594 0.3294 0.887 0.8132 0.6037 294
Llama-3.3-70B-Instruct (default with zero-shot CoT)
RawAgent 0.6035 0.1559 0.812 0.6697 0.4608 346
RawAgent+CoT5 0.7029 0.2202 0.840 0.7784 0.5120 280
RawAgent+SC 0.7769 0.3664 0.863 0.7943 0.5753 285
SCNOC-Agentic 0.7029 0.3216 0.887 0.8101 0.6575 312
SCNOC+CoT5 0.7867 0.3762 0.927 0.8354 0.7335 260
SCNOC+SC 0.8491 0.4619 0.945 0.8670 0.7683 277
Qwen-2.5-70B-Instruct (default with zero-shot CoT)
RawAgent 0.6346 0.1617 0.829 0.6840 0.4703 314
RawAgent+CoT5 0.7243 0.2358 0.843 0.7689 0.5151 280
RawAgent+SC 0.7638 0.3586 0.872 0.8006 0.6006 274
SCNOC-Agentic 0.7185 0.2904 0.854 0.8575 0.6797 298
SCNOC+CoT5 0.7828 0.3411 0.921 0.8829 0.7145 273
SCNOC+SC 0.8276 0.4249 0.939 0.9082 0.7841 264

As observed in Table 2, the SCNOC-Agentic-based framework achieved optimal and
suboptimal results across various tasks. In the network task planning task, Llama-3.3-
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70B+SCNOC-Agentic+SC demonstrated the best performance in all metrics. The utilization
of the SCNOC-Agentic architecture resulted in improvements of 7.2% and 9.5% in the AGA
(0.8491 vs. 0.7769) and PGA (0.4619 vs. 0.3664) metrics, respectively. Compared to the
baseline using CoT by default, the SCNOC-Agentic architecture still yielded enhancements
of 9.9% and 16.7% in the AGA (0.7029 vs. 0.6035) and PGA (0.3216 vs. 0.1559) metrics,
respectively. Similarly, in the carrier and cell optimization task, the SCNOC-Agentic
architecture outperformed the Llama and Qwen models under RawAgent, delivering
superior AGA and PGA performance, as well as reduced channel latency. These results
collectively substantiate the efficacy of the SCNOC-Agentic framework.

Meanwhile, although we observe that the proposed SCNOC-Agentic has achieved
significant improvements over state-of-the-art general LLMs and the GPT-40 model, we
believe that the current agents framework still falls short of practical application in satel-
lite communication systems, particularly in network task planning and carrier and cell
optimization tasks. For practical use, it is essential to ensure that the performance of AGA
and PGA is as high as possible, with parameter generation being as reliable as possible.
Therefore, more robust foundational models and engineering tricks or, alternatively, the
design of a superior agent architecture are required.

Similarly, as shown in Table 3, we conducted comparisons using the same baselines and
LLMs on the tasks of fault analysis of satellites and satellite management and control to fully
evaluate the proposed SCNOC-Agentic framework. It can be observed that the proposed
framework achieved the best and second-best results in both tasks. Particularly in the
satellite management and control task, Qwen2.5-70B+SCNOC-Agentic+5SC demonstrated
exceptional performance with an ASA metric of 0.9865 and a PGA metric of 0.8667. This
indicates that LLMs based on SCNOC-Agentic are well-suited for relatively simpler satellite
management and control tasks. It is evident that SCNOC-Agentic outperforms the state-
of-the-art GPT-40 and RawAgent in the same zero-shot CoT, CoT5, and SC settings, with
significant improvements in both ASA and PGA metrics. This enhancement is attributed to
the intent resolution capabilities provided by various components within SCNOC-Agentic.
The MaW component improves the agent’s ability to accurately invoke functions, while
the PLM and IR components significantly enhance parameter generation capabilities. The
ablation experiments for each component will be discussed in Section 5.2.

In addition, we observed that the performance of Hit@1 in the fault analysis of the
satellite task was merely 25.9%, which is far from satisfactory for practical applications.
However, if the Hit@5 accuracy metric is adopted, the optimal result achieved by SCNOC-
Agentic reached 85.2%. Therefore, for the deployment of the fault analysis of satellite
task in real-world satellite communication systems, it is strongly recommended to utilize
the best multiple recommendations provided by LLMs, with final confirmation by the
operation and maintenance personnel. Finally, from a qualitative perspective, applying the
agent capabilities of LLMs to the fault analysis of satellite tasks proved to be less effective
compared to satellite management and control tasks. This discrepancy arises because
fault analysis involves model-based reasoning and decision-making, whereas satellite
management and control primarily concern the generation of interface parameters. Our
findings, as outlined in Tables 2 and 3, indicate that although current SCNOC-Agentic
systems can effectively replace satellite management and control systems in practical
applications, substantial advancements in LLM agent frameworks are still required for
tasks involving computational reasoning in satellite communications before these systems
can be confidently implemented in operational environments.
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Table 3. Comparative experiments on fault analysis of satellite and satellite management and
control tasks.

Fault Analysis of Satellite Satellite Management

Model and Control
Hit@1 Hit@3 Hit@5 ASA PGA
General LLMs (default with zero-shot CoT)
GPT-40 0.190 0.315 0.725 0.8908 0.5285
GPT-40+CoT5 0.214 0.360 0.796 0.9430 0.5761
GPT-40+SC 0.246 0.404 0.818 0.9791 0.6238
GPT3.5 0.164 0.287 0.683 0.7952 0.4809
GPT3.5+CoT5 0.182 0.373 0.742 0.8821 0.5285
GPT3.5+SC 0.227 0.388 0.794 0.9256 0.5761
Llama-3.3-70B-Instruct (default with zero-shot CoT)
RawAgent 0.171 0.269 0.693 0.8121 0.4285
RawAgent+CoT5 0.208 0.349 0.760 0.9169 0.5761
RawAgent+SC 0.203 0.370 0.781 0.9343 0.6714
SCNOC-Agentic 0.185 0.341 0.755 0.9430 0.7238
SCNOC+CoT5 0.224 0.404 0.796 0.9517 0.8714
SCNOC+SC 0.253 0.417 0.827 0.9691 0.9142
Qwen-2.5-70B-Instruct (default with zero-shot CoT)

RawAgent 0.177 0.272 0.684 0.8213 0.4285
RawAgent+CoT5 0.190 0.343 0.770 0.9082 0.5238
RawAgent+SC 0.216 0.362 0.783 0.9430 0.6714
SCNOC-Agentic 0.198 0.354 0.742 0.9704 0.7714
SCNOC+CoT5 0.238 0.394 0.805 0.9778 0.8190
SCNOC+SC 0.259 0.410 0.852 0.9865 0.8667

In this section, we conducted experiments to evaluate the importance of each
component of SCNOC-Agentic under various scenarios, with the results presented in
Tables 4 and 5. The experiments were conducted under the default setting of zero-shot CoT,
where ‘w/0’ is an abbreviation for ‘without’, such as ‘'w/o PLM’ indicating the exclusion of
the PLM component within the SCNOC-Agentic framework while still utilizing the other
three components. Arrows represent the performance gain(t) or drop(]) from component
removal compared to baseline, as well as the percentage change compared to the baseline.
The results of the ablation study demonstrate that all components contribute positively,
highlighting the utility of each component in the design of SCNOC-Agentic. We observed
that the removal of the IR component leads to a decline in PGA performance but has almost
no impact on ASA. This is in line with our expectations. The reason is that the IR component
enhances the accuracy of parameter selection by performing intent correction using named
entity recognition. The role of the IR component is merely to correct parameters, thus it
does not affect the choices made by the agent.
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Table 4. Ablation study on the importance of components on network task planning and carrier and
cell optimization tasks.

Network Task Planning Carrier & Cell Optimization
Model ASA  PGA  Ro ASA  PGA F;E)L

Llama-3.3-70B-Instruct (default with zero-shot CoT)

w/o IR - 02317  0.834 - 0.5082(1) 330(})
w/o WAG 0.6629 02472  0.841 07991 05746 328
w/o PLM 0.6450 02191  0.825 0.7825(]) 0.5284 322
w/o0 GBR 0.6912 02904  0.879 08029  0.6386 293

SCNOC-Agentic 0.7029 0.3216 0.887 0.8101 0.6575 321
Qwen-2.5-70B-Instruct (default with zero-shot CoT)

w/o IR - 02241  0.849 - 05664 293
w/0 WAG 0.6891  0.2598  0.831 07943  0.5341()) 346(])
w/o PLM 0.6639 02205  0.847 0.7879(}) 0.5468 304
w/0 GBR 07084 02745  0.862 0.8354  0.6802(1) 284

SCNOC-Agentic 0.7185 0.2904 0.854 0.8575 0.6797 298

Table 5. Ablation study on the importance of components on fault analysis in satellite and satellite
management and control tasks.

Fault Analysis of Satellite Satellite Management and Control

Model Hit@1 Hit@3 Hit@5 ASA PGA

Llama-3.3-70B-Instruct (default with zero-shot CoT)
w/oIR 0.179 0.303 0.693 - 0.5809(119.7%)
w/o WAG 0.184 0.315 0.719 0.8721(17.5%) 0.6455(110.8%)
w/o PLM 0.177 0.297 0.707 0.8847(]6.4%) 0.6109(15.6%)
w/o0 GBR 0.190 0.338 0.736 0.9343(10.9%) 0.6761(.6.6%)
SCNOC-Agentic  0.185 0.341 0.755 0.9430 0.7238

Qwen-2.5-70B-Instruct (default with zero-shot CoT)
w/oIR 0.180 0.301 0.710 - 0.6092({21.0%)
w/o WAG 0.187 0.318 0.706 0.9095(1.6.2%) 0.6761(]12.4%)
w/o PLM 0.183 0.306 0.692 0.8908({.8.2%) 0.6285(].18.5%)
w/o GBR 0.195 0.320 0.714 0.9617(0.8%) 0.7238(16.2%)
SCNOC-Agentic  0.198 0.354 0.742 0.9704 0.7714

5.2. Components Ablation Study

Additionally, as shown in Figure 8, we calculated the performance drop in each
component across four tasks. The removal of WAG or PLM components was observed
to lead to a significant performance drop, indicating that incorporating WAG and PLM
components is crucial for practical tasks. However, it was noted that eliminating the GBR
component results in only a minor performance drop, suggesting that the introduction of
satellite communication-related knowledge does not significantly enhance the performance
of the LLM agents. However, the inclusion of the GBR component remains meaningful;
for instance, when operators ask question-and-answer type questions (e.g., how many
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satellites are there in the TianTong constellation?), the GBR component can assist the LLM in
generating more definitive responses by retrieving information from the knowledge base.
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Figure 8. Ablation Study of performance drop of four scenarios in each component. (a) Network
task planning; (b) Carrier & cell optimization; (c) Fault analysis of satellite; (d) Satellite management

Compared with traditional algorithms: Compared to traditional feature learning
models, the introduction of LLMs in the field of satellite communications brings not only
performance improvements but also additional application scenarios, achieving objectives
that small models cannot achieve. Meanwhile, the integration of LLMs enables comprehen-
sive state management across the entire satellite network system, whereas smaller models
are typically optimized for specific domains or tasks without considering the overall sys-
tem comprehensively. Unlike small task-specific models, LLMs possess the capability to
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orchestrate tasks, allowing an end-to-end process from initial communication requirements
to decision-making outcomes, thus significantly enhancing the efficiency of satellite com-
munication operations and control. Furthermore, from the perspective of generalization,
versatile LLMs can better adapt and transfer across various tasks and scenarios in satellite
communications, a feat unachievable by traditional models.

Additionally, we propose that the architecture “LLMs + specific small models” rep-
resents the optimal approach for integrating LLMs with existing satellite communication
systems and algorithms. This combination brings new benefits, rather than replacing
traditional small models outright. Given that LLMs have clear limitations and may not be
as precise or efficient in specific areas or tasks (such as traffic scheduling and resource allo-
cation), they can invoke smaller models to handle these detailed tasks. For instance, during
communication network formation, LLMs can first call upon smaller models for resource
allocation, then proceed to issue network formation tasks once idle resources are identified.
This synergy maximizes the strengths of both LLMs and small specialized models.

Benefits of SCNOC-Agentic: We posit that incorporation of SCNOC-Agentic into
satellite communications operations and maintenance control yields significant enhance-
ments, specifically: (1) SCNOC-Agentic advances typical communication scenario matching
and intelligent parsing of communication intents based on intent-based methodologies.
This elevates traditional manual conversion of communication requirements or the human
designation of network parameters to an intelligent automated task analysis driven by
LLMs and intent comprehension, transitioning from a “human-in-the-loop” to a “human-
on-the-side, fully automated” operational paradigm. (2) After integration, SCNOC-Agentic
streamlines information access for communication maintenance personnel, with LLMs
acting as the “next-generation operating system” central to inputting requirements. Main-
tenance personnel interact solely with the Copilots system, issuing communication intents
via LLMs to orchestrate comprehensive satellite communication system responses, such as
querying available bandwidth over Hawaii, adjusting beam directions, or tallying beams
covering the region. (3) Functioning as the control nucleus, LLMs adapt to the evolv-
ing state of satellite communication networks, coordinating subsystems and specialized
“mini-models” for end-to-end management. This realizes a dynamic resource adjustment
approach driven by service demand and optimized for user experience, effectively bal-
ancing resource allocation across the entire domain and optimizing resource utilization
to enhance both satellite resource efficiency and service assurance capabilities. With the
continuous advancement of LLMs, it holds the potential to become a critical technological
pathway towards achieving autonomy in satellite networks.

In addition, each of the four application scenarios mentioned above is complex and
deserves separate study. For example, constructing a satellite network involves various
constellations, satellite types, antennas, and transponders. This paper only presents the
simplest possible examples of how the LLMs’ agentic architecture might be applied in the
field of satellite communications. Subsequent research needs to be developed based on
different satellite communication systems, such as GEO and LEO, spot beam and multi-
beam, etc. The details of satellite networks vary across different systems, making this a
complex issue in itself. It is hoped that future research will explore these applications in
greater depth.

6. Conclusions

In this paper, we introduced the SCNOC-Agentic framework, a large language model
architecture specifically designed for the management and control of satellite communi-
cation systems. Within SCNOC-Agentic, we designed four components tailored to the
characteristics of satellite communications: intent refinement, multi-agent workflow, per-
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sonalized long-term memory, and graph-based retrieval. Subsequently, we conducted
ablation experiments to evaluate the performance impact of each individual component.
Furthermore, we defined four typical scenarios for the application of LLMs within satellite
communications: network task planning, carrier and cell optimization, fault analysis of
satellites, and satellite management and control. We provided detailed explanations of how
SCNOC-Agentic could be applied in these scenarios, demonstrating superior performance
compared to current state-of-the-art general models and agents.

It should be noted that the definable agent scenarios within the satellite communica-
tion domain extended beyond the four outlined in this study. Each of the four application
scenarios mentioned above is complex and deserves a separate study. For example, con-
structing a satellite network involves various constellations, satellite types, antennas, and
transponders. This paper presents only the simplest possible examples of how the LLMs
agentic architecture might be applied in the field of satellite communications. Potential
research areas within satellite communication management and control include user ser-
vice assurance, fault analysis, traffic analysis, and situation generation, among others. For
example, future work may focus on how to enable LLMs to understand communication
protocols and assist in network management. In addition, the proposed SCNOC-agentic
system is still limited by the workflow and prompting methods. Therefore, autonomous
planning of multi-agents is a worthy research direction in the future.

In the future, subsequent research should continue to be conducted according to
different satellite communication architectures, such as GEO and LEO, spot beam and
multi-beam, etc. The details of satellite networks vary across different systems, making this
a complex issue in itself. It is hoped that future research will explore these applications in
greater depth.
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