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Editorial

Editorial: Biometric Recognition—Latest Advances and Prospects

Yunlong Wang 1,*, Zhaofeng He 2, Caiyong Wang 3, Jianze Wei 4 and Min Ren 2

1 New Laboratory of Pattern Recognition, Institute of Automation, Chinese Academy of Sciences,
Beijing 100190, China
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3 School of Intelligence Science and Technology, Beijing University of Civil Engineering and Architecture,

Beijing 102616, China
4 Institute of Microelectronics, Chinese Academy of Sciences, Beijing 100029, China
* Correspondence: yunlong.wang@cripac.ia.ac.cn

We are pleased to present this Special Issue of Electronics, dedicated to exploring
cutting-edge advancements in Biometric Recognition. As digital identity becomes integral
to the “Internet of Everything,” this collection showcases interdisciplinary innovations
spanning sensor design, algorithmic robustness, multi-modal fusion, and real-world ap-
plications. Below, we summarize the key contributions and extend our gratitude to all
participants involved.

1. Research Highlights

1.1. Face Recognition and Animation

• Contribution 1 introduces a prior structure-assisted network for identity-preserving
face animation, leveraging segmentation and landmarks to enhance realism under
motion transfer.

• Contribution 2 addresses asymmetric matching across heterogeneous models
(e.g., ResNet vs. Transformer) using learnable anchors that are critical for edge-device
deployment.

1.2. Ocular Biometrics

• Contribution 3 adapts the Segment Anything Model with a novel “IrisAdapter”
for high-precision segmentation, overcoming domain gaps between natural and
iris images.

• Contribution 4 achieves efficient multi-modal ocular segmentation (periocular/sclera/iris/
pupil) in noisy environments via shape priors and cross-attention.

• Contribution 5 produces a pioneering VR periocular dataset with periocular images
acquired in VR environments, identities and abundant emotion annotations, enabling
implicit authentication and affective computing studies.

1.3. Noise-Robust Authentication

• Contribution 6 mitigate flicker noise and IR reflections in periocular images captured
by head-mounted display devices, achieving 6.39% EER via reflection removal and
SE blocks.

• Contribution 7 enhance voice-based two-factor authentication (2FA) with a GMM-
based web solution, optimizing thresholds for varying acoustic conditions.

1.4. Emerging Modalities and Applications

• Contribution 8 design an open-environment multi-spectral palm vein system with
supervised feature learning (<1% EER).

Electronics 2025, 14, 3108 https://doi.org/10.3390/electronics14153108
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• Contribution 9 produce ultra-wideband (UWB) based real-time leg movement recog-
nition (95% accuracy), enabling seamless human–robot interactions.

• Contribution 10 combine the CNN and Transformer (CrowdCCT) for weakly super-
vised crowd counting, excelling in hybrid feature fusion.

1.5. Security and Ethical Considerations

• Contribution 11 critically review ML vulnerabilities in biometrics (e.g., data poisoning,
deepfakes), urging defenses against adversarial threats.

2. Future Outlook

The work herein signals three key trajectories for biometrics:

• Cross-spectral integration (e.g., visible/infrared/multi-spectral fusion) will drive
seamless authentication in non-cooperative environments.

• Lightweight, explainable AI must evolve to balance accuracy with ethical impera-
tives, addressing bias, privacy, and adversarial threats.

• Metaverse-ready biometrics will require novel sensors and generative models for
immersive identity verification.

• Ethical guardianship must embed privacy-by-design principles and rigorous ethical
frameworks in future advances to prevent the misuse of sensitive biological data.

We expect more collaborations to build trustworthy, inclusive, and ethically grounded
biometric systems for an interconnected world.

Acknowledgments: We thank all contributing authors for their rigorous research advancing develop-
ments in biometrics community. We extend our thanks to peer reviewers whose expertise ensured
the scientific quality and novelty of published works and Special Issue guest editors for their service
in shaping this interdisciplinary discourse.
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PSAIP: Prior Structure-Assisted Identity-Preserving Network for
Face Animation
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Abstract: Face animation aims to render the source image according to the motion of the
driving images while preserving the identity information of the source image. Despite
significant advancements with the introduction of additional information, the literature
lacks a thorough exploration of identity preservation. This paper proposes a Prior Structure-
Assisted Identity-Preserving (PSAIP) network for face animation. Specifically, we introduce
the additional priors of portrait segmentation images and face landmarks, which provide
rich face geometric information while masking background interference to generate more
realistic face images. Furthermore, we design an identity-enhancing generator network
to adaptively fuses the identity feature information extracted from the source portrait
and motion representations. Also, we utilize an identity-aware feature loss based on
segmentation to avoid background distractions and monitor the identity preservation
ability of the model. Extensive experiments on the VoxCeleb dataset and HDTF dataset
show that our method is superior in identity preservation and realistic visual effects.

Keywords: face animation; prior structure; identity preserving; feature fusion; generative
adversarial networks

1. Introduction

Face animation refers to inputting a face video as well as a static face image; the former
is called the driver video and the latter is called the source image, and then capturing
the relative changes in the pose as well as the expression of the character from the driver
video, so as to drive the character in the source image to make the same expression and
movement. It is worth noting that preserving the identity information of the source image
is a crucial goal in this task. This task plays a crucial role in multimedia applications such
as film production [1], human–computer interaction [2], digital human animation [3,4], and
virtual reality [5].

Generating high-quality face animation videos usually requires fulfilling two crucial
conditions: (1) pose preservation, i.e., the pose and expression of the character in the gener-
ated video should strictly be consistent with that of the driver character, and (2) identity
preservation, i.e., the character in the generated video should retain the same identity
as the source character. Although previous studies [6–13] have attained increased video
fidelity and higher pose preservation capabilities, identity preservation is still a challenging
problem, especially when the identity of the source portrait and the driver portrait differs
greatly. Certainly, due to the inherent diversity in facial geometries among individuals, the
alterations in expressions are not uniform or consistent across all faces. In addition, the
human visual system is susceptible to small deviations in facial geometry.

Electronics 2025, 14, 784 https://doi.org/10.3390/electronics14040784
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With the rapid development of Generative Adversarial Networks (GANs) [14], many
deep learning-based methods [6,7,15–17] have shown promising results in face animation.
Siarohin et al. [6] animate input faces by learning dense motion fields conditioned on
unsupervised motion-specific keypoints, but the generated video faces undergo geometrical
deformations. Zhao et al. [7] can better model the facial movements through the thin-
plate spline transformation. Meanwhile, the background of the image interferes with the
detection of the keypoints, resulting in the semantic misalignment of the keypoints. In
contrast, Agarwal et al. [8] provide before and after background information through
portrait masks, but lack more accurate motion flow, making the video unrealistic. Zhang
et al. [9] predict the motion field through predefined face landmarks, which can better
maintain the geometry of the face, but cannot model the face details well due to the lack
of texture information of the face. Therefore, the prior knowledge, i.e., face geometry and
textures, should be considered together for better identity preservation.

Furthermore, existing generative networks [6,7,10,18] warp the source image through
different processing methods, but most of them ignore the importance of identity infor-
mation in the warping process. For example, Siarohin et al. [6] directly use the flow field
to warp the source image, Wang et al. [10] improve the fidelity of the result by adaptively
fusing the occlusion mask, and Zhao et al. [7] perform multi-resolution occlusion masks
to make the features more fully fused. However, all these methods inevitably lose subtle
identity-aware features, resulting in the identity loss problem. Therefore, more identity
features should be taken into account in the generator model.

To solve the above issues, in this paper, we design a prior structure-assisted identity-
preserving network for face animation, which better preserves portrait identity in three
ways. First, we use an additional prior to provide rich face structure information for
the network structure. Specifically, we employ the mediapipe [19] model to generate
portrait segmentation images and 468 head landmarks. The segmentation image can
effectively separate the foreground and background information of the image and reduce
the interference of background on keypoints detection. The landmark can provide richer
face geometric information. Second, we design an identity-enhancing generator network
to enhance the perceived identity by fusing the identity features of the source portrait.
Specifically, we adaptively fuse the identity feature information extracted from the source
portrait as well as the motion representations learned from the source and driver frames
through the Identity Adaptive Denormalization (IADE) layer to better synthesize identity-
preserving face animation effects. Finally, we introduce a segmented image-based identity-
aware feature loss for the model. To ensure that the identity information of the portrait
can be better preserved while preventing the interference of background information,
we compute the dissimilarity between the source segmented portrait and the generated
segmented portrait as a loss to supervise the identity preservation capability of the model.
Both the qualitative and quantitative results demonstrate the superior performance of our
method when equipped with these three components (see Figure 1 for an illustration of
our face animation results).

The main contributions are summarized as follows:

• We propose an additional face structure prior to provide richer face geometric infor-
mation to the model and improve the reasonableness of the generated results.

• We design an identity-enhancing generator network to enhance the identity-awareness
by fusing the identity features of the source portraits. This significantly reduces the
identity loss during the generation process.

• We introduce a segmented image-based identity-aware feature loss to improve the
identity preservation of the model.

5
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Figure 1. Example results generated by our PSAIP. The left two columns are self-reconstruction and
the right two columns are cross-reconstruction. The model can animate the source image to generate
a realistic portrait image according to the driving image.

2. Related Works

2.1. Face Animation

Researchers have taken many different approaches to face animation. Early
studies [20,21] mainly used computer graphics techniques that required human inter-
vention to animate faces. Most recently, deep learning-based methods have been gradually
developed, and related studies can be categorized into two parts: dense motion learning-
based methods and face prior assisted-based methods.

Dense Motion Learning-Based Methods. Dense motion learning-based methods
refer to the modeling of relative motion flows in different regions of the image by unsuper-
vised means or conditioned on unsupervised keypoints, and the dense motion flows are
superimposed to generate a warp field. For example, Wiles et al. [15] directly estimated
the relative motion fields by unsupervised means using deep neural networks. Siarohin
et al. [16] employed U-Net [22] to predict multiple pairs of keypoints unsupervised to
estimate transformations of the animation. The follow-up work FOMM [6] utilized affine
transformations to estimate motion near multiple keypoints, generating more accurate mo-
tion fields and thus significantly improving the quality of motion transfer. Wang et al. [23]
introduced 3D spatial keypoints to estimate dense motion fields and enhance the repre-
sentation in 3D space to model more flexible and accurate motion. Siarohin et al. [17]
replaced unsupervised keypoints with planar regions on 2D that can be rotated and scaled
by PCA [24], and propose to model foreground and background motion separately. Zhao
et al. [7] proposed the thin-plate spline (TPS) [25] transformation to replace the affine
transformation for estimating the optic flow for the relative motion of the keypoints. As a
non-linear transformation, TPS allows for a more flexible estimation of the optical flow and
can be better used for large-scale motion. TPSMM [7] produced state-of-the-art results in
dense motion learning-based methods. These methods described above can model flexible
and accurate motion flows, but have the obvious disadvantage of lacking a face prior and
ignoring the rich information about face geometry.

Face Prior Assisted-Based Methods. Due to the specificity of faces, using predefined
face prior for face animation is also an effective way. Some previous approaches [9,26–29]
chose to use some prior knowledge of faces (e.g., face landmarks, 3DMM [30]) as conditions
to train the warping field in a self-supervised manner. Zakharov et al. [19] constructed

6
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a neural rendering system using the SPADE layer [31], and generated a low-frequency
component and a high-frequency component, then fused the two components to obtain the
final result. Zhao et al. [27] presented an efficient model by combining local motion and
global motion, and this model can be better implemented to animate face images through
sparse landmarks. However, these landmarks are not dense enough to produce accurate
warping flows. Zhang et al. [9] generated more accurate motion fields by predicting motion
fields from dense face landmarks. Ren et al. [28] proposed a model for controlling face
motion using the parameters of the 3D Morphable Model (3DMM) [30], which generated
face images with accurate motion and realism based on free control. Wang et al. [10]
modeled faces using a 3DMM to generate more realistic faces. Although these methods
preserve the geometry of the face well, the warping fields of these methods do not use
accurate flowing ground truth, are less expressive and flexible, and can only simulate
coarse geometric deformations.

In this paper, we introduce a face prior in dense motion learning-based method for
face animation. This not only facilitates the provision of richer face structure information,
but also generates accurate warped flow fields. We improve the identity preservation
capability of the model while ensuring the reasonableness of the generated results.

2.2. Generative Adversarial Network

Recently, Generative Adversarial Networks (GANs) [14] were trained to synthesize
realistic images, which generally consist of a generator and a discriminator. Due to its
powerful generative capabilities, GANs have achieved significant success in face animation.

There have been a number of studies [32,33] using the basic framework of GANs for
synthesizing realistic faces. Some subsequent algorithms have achieved better generaliza-
tion by proposing effective morphing modules [6,15–17,34]. There are also works that use
an advanced version of GAN for face animation. For example, Tewari et al. [35] extracted
the 3DMM parameters of the face and conditioned these parameters to manipulate the
pre-trained StyleGAN [36] as a way to animate the face. However, it is not suitable for
animating real-world images as it only maps latent variables. Our work builds on the basic
GAN framework to complete the face animation through a deformation module, while
proposing an effective identity preservation module for better generation.

2.3. Identity Feature Fusion

Identity feature fusion is an extremely effective operation in most tasks of face edit-
ing, including face swapping [37–39], face synthesis [40,41], and face animation [42,43].
Extensive experiments have demonstrated that performing identity feature fusion can help
models better preserve the identity information of characters, which is extremely important
for face animation.

In the field of face exchange, FaceShifter [39] extracted the identity of the source
portrait and the attributes of the target portrait, and integrated the identity and attribute
features for face synthesis through Adaptive Attentional Denormalization (AAD) layers.
In the field of audio-driven face animation, Zhong et al. [43] injected extracted audio
features into the model through AdaIN [44] as a way to guide speaker generation and
ensure lip-synchronization. In the field of video-driven face animation, Zhan et al. [42]
employed 3DMM-derived multiple guidance to improve face animation by using the
3DMM-drawn images through SPADE [31] to guide face animation and improve the
identity preservation of the model. Many methods [6,16,25,28,45,46] utilized the predicted
motion field to directly warp the source image, which inevitably results in identity loss
during the generation process. Our method extracts the identity features of the source

7
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character and injects them into the encoder, allowing the identity features to be more fully
fused for better identity preservation.

3. Methods

3.1. Overview

We design an elaborate framework for face animation, named PSAIP, as shown in
Figure 2. PSAIP takes the source image S ∈ R

H×W×3 and the driving image D ∈ R
H×W×3

as inputs. We expect to generate a realistic face image O ∈ R
H×W×3 where the motion

information is learned from the driver image while maintaining the identity information
of the source image. The proposed method consists of three main components: structural
priors to the motion estimator, an identity-enhancing generator network, and an identity-
aware feature loss. The structural priors to the motion estimator take S and D as inputs, and
generates optical flow of the source and driving images conditioned on the prior knowledge
of face structure (see Section 3.2). Moreover, the identity-enhancing generator network
performs a warping operation on the encoded S utilizing the optical flow and multi-scale
occlusion masks generated by [25], and then adaptively fuses the identity features extracted
from Sm at each layer of the decoder to better preserve the source identity (see Section 3.3).
For further personalized facial modeling, we introduce identity-aware feature loss for
identity-preserving face animation (see Section 3.4).

Figure 2. Overview of PSAIP framework. Our approach takes the source and driver images as inputs
and uses their portrait segmentation images and facial landmarks as auxiliary priors. We introduce
Sin and Din to extract keypoints and perform background motion estimation for S and D. We then
predict the overall motion optical flow and multiscale masking layers through a motion estimation
network. We use Eid to extract the identity feature extracts implied by S and fusion them into the
generator. Finally, we compute the identity loss between Om and Sm to ensure the stability of the
identity information.

3.2. Structural Priors to the Motion Estimator

Face geometry knowledge and face textures are helpful to guide the model to obtain
better identity information in the process of generation. The introduction of these structural
prior knowledge is benefit for the keypoint detector with more knowledge about the
structure of the portrait and to improve the accuracy of keypoint detection. Among them,
the face landmark map provides 468 important landmarks of the face, which provides more
geometric information of the face for the keypoint detector and makes the model more
focused on the keypoint detection of the face part. Meanwhile, the portrait segmentation
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image separates the background and foreground information so that the keypoints can
only be detected from the foreground, focusing on the face part, without neglecting other
important human elements such as hair and neck. In order to learn the motion flow
effectively, the keypoint detector is employed to learn the transformation of the foreground,
whereas the Background (BG) Motion Estimator is utilized to learn the transformation of
the background.

Specifically, we randomly select two frames with different dimensions of H × W × 3
in the same video, which are used as S and D in the input, respectively. Before performing
keypoint detection, mediapipe [19] is employed to preprocess S and D separately to
generate the segmented images of the portrait (Sm, Dm) with dimensions of H × W × 3
and the face landmark maps (Sl , Dl) with dimensions of H × W × 1. Subsequently, the
generated portrait masks (Tm, T ∈ (S, D)) and face landmark maps (Tl , T ∈ (S, D)) are
concatenated in a channel fashion to obtain Sin and Din with dimensions of H × W × 4, i.e.,
Sin = Concat(Sm, Sl), Din = Concat(Dm, Dl). Finally, Sin and Din are input to the keypoint
detector. In this case, the keypoint detector is selected from TPSMM [7] in our framework,
and it detects the keypoints Ki ∈ R

50×2 in the image in an unsupervised manner via
ResNet18 [47], which is defined as follows:

KT
i = Kp(Tin), T ∈ (S, D), (1)

where Kp is the keypoints detector.
In addition, we use S and D as inputs to the BG estimator to perform motion estimation

Tbg on the background of the image alone, as the background information is also non-
negligible in face animation. We use the two generated sets of keypoints KS

i and KD
i

for predicting the warping optical flow, and we use the motion estimation module from
TPSMM to compute the TPS transform between the keypoints, and then fusion Tbg to
obtain the warping optical flow Ms→d as well as the multiscale occlusion map, i.e.,

Tt = TPS(KS
i , KD

i ), (2)

Ms→d = EM(Tkp, Tbg), T ∈ (S, D), (3)

where Tt denotes the TPS transformation between the keypoints (KS
i , KD

i ); TPS denotes
the thin-plate spline transformation function; Ms→d denotes the warped optical flow we
obtain; and EM stands for the motion estimation module.

3.3. Identity-Enhancing Generator Network

The direct application of the predicted flow field to warp the source image tends
to introduce artifacts and compromise subtle perceptual characteristics. Consequently, a
generative network enriched with identity information becomes essential to generate more
realistic results, ensuring accuracy in both pose and expression. In this work, we propose
an identity-enhancing generator network by using identity features as additional inputs
to better preserve the identity of the source character without changing the pose and the
expression upfront (see Figure 3a). Initially, we encode the source image. Subsequently, we
employ the estimated optical flow to warp the feature map, simultaneously reconstructing
the absent regions of the feature map using occlusion masks. Ultimately, in the decoding
process, we adaptively integrate identity features into the final output.

9
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Figure 3. Overview of the Identity-Enhancing Generator Network. (a) Detailed structure of the
generator, (b) detailed structure of the IADE Resblock, and (c) detailed structure of the IADE layer.

Identity Adaptive Denormalization (IADE). In order to adaptively adjust the identity
feature embedding into the decoder, we propose the Identity Adaptive Denormalization
(IADE), which is the main component of IADE Resblock, as shown in Figure 3b,c. During
the decoder process, the identity feature Zid of the source image is injected into each
IADE Resblock, as shown in Figure 3b. We believe that Zid should be fused adaptively,
so we elaborate an IADE layer that uses denormalization for feature fusion. As shown in
Figure 3c.

Specifically, the Zid is initially projected onto MLP layers, and subsequently convolved
to generate the modulation parameters γ and β. InstanceNorm normalizes the input of
IADE layer hin to hIN . Subsequently, the produced hIN is multiplied with the parameter γ

and added to the parameter β for normalized activation, and the output is named as the
identity-aware feature hid, which is defined as follows:

hid = hIN ⊗ γ + β, (4)

where ⊗ denotes the Hadamard product. Then, the fusion mask M̃ is generated by Conv
and Sigmoid operations:

M̃ = σ(Conv(hin)). (5)

The value of M̃ is between 0 and 1. Finally, we combine hid and hIN using the mask M̃
as a weighting parameter to obtain the final output hout of the IADE layer, which is defined
as follows:

hout = hIN ⊗ (1 − M̃) + hid ⊗ M̃. (6)

3.4. Identity-Aware Feature Loss

Identity preservation is necessary to generate high-quality face animations. Previous
methods provide only image-level supervision and do not constrain the identity feature loss
of images. Therefore, we introduce a segmented image-based identity-aware feature loss to
supervise the identity preservation capability. To ensure that the identity information of
the portrait can be better preserved while preventing the background information from
interfering with the loss, we calculate the dissimilarity between the source segmented
portrait Sm and the generated segmented portrait Om as the loss:

Lid = 1 − cos(Eid(Sm), Eid(Om)), (7)

where Sm is the portrait segmentation map of the source image, Om is the portrait segmen-
tation map of the generated image O, and Eid is the identity feature extractor. The identity
feature extractor is employed to extract identity features from Sm and Om, respectively,
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and the dissimilarity is calculated between the two identity features. The identity-aware
feature loss constrains the identity similarity between Sm and Om, i.e., it represents the
identity similarity between the source image S and the generated image O. This effectively
enhances the capability to maintain the identity of the framework.

3.5. Training Losses

Following [6,7], we use Lr to supervise reconstruction effects at different resolutions.
The loss can be expressed as follows:

Lr = ∑
i
(Vi(D)− Vi(O)), (8)

where Vi is the ith layer of the pre-trained VGG-19 network [48].
We utilize the equivariance loss Le to impose constraints on the keypoint detector:

Le = |Kp(Tr(Sin))− Tr(Kp(Sin))|, (9)

where Tr is the random TPS transformation, and Kp is the keypoints detector.
What is more, we employ the warping loss to additionally constrain the warped coded

images within the generator network:

Lw = ∑
i
|W̃(Ui(S)− Ui(D))|, (10)

where Ui represents the ith layer in the encoder and W̃ is the warping operation based on
the predicted optical flow Ms→d.

The comprehensive loss function is a fusion of the above loss functions:

Ls = Lid + Lr + Le + Lw. (11)

4. Experiments

4.1. Datasets & Metrics

Datasets: We evaluate our model on the VoxCeleb dataset [49], which contains
22,496 face videos extracted from YouTube. We adopt the same pre-processing strat-
egy as that of [6] to crop faces from the original videos. During pre-processing, each
video is cropped and resized to 256 × 256 for training and testing. In total, we obtain
18,025 videos for training and 473 videos for testing. The length of the videos ranges from
64 to 1024 frames.

To further validate the robustness and effectiveness of our model, we also tested the
model on the HDTF dataset [50] for validation. This dataset consists of 410 videos from
300 different identities. We reduced the cropped faces to 256 × 256 resolution, and we will
obtain all videos as a new test set to evaluate our model again.

Metrics: We calculate the Manhattan Distance (L1) to represent the reconstruction
capability of the model. For the visual quality and realism of the generated images, we use
Fréchet Inception Distance (FID) [51,52] for evaluation. The quality of our image generation
is evaluated using Structural Similarity Index Measure (SSIM) [53] and Peak Signal to
Noise Ratio (PSNR). Based on previous work [6], we use the Average Euclidean Identity
Distance (AEID) to measure the degree of preservation of the identity information. We use
the widely used face recognition model Open-face [54] to extract the identity features of
two faces from the generated video and ground-truth video, and then compute the average
Euclidean distance between them. The smaller the AEID distance, the better the identity
information is preserved.
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4.2. Implementation Details

During training and testing, instead of generating multiple frames as a video, we
process them frame by frame. We randomly extract two frames in the same video to be
the source image S and driver image D. Before we train the whole model end-to-end,
the source and driver frames are pre-processed separately, and we extract the portrait
segmentation image and 468 facial landmarks using mediapipe [19] as a geometric prior
for the face. We refer to the pre-trained face recognition model ArcFace [55] as our identity
feature extractor, because ArcFace has better stability and robustness while meeting our
computational needs. In addition, we adjust the weight of the identity loss lid to four
different settings with values of 0.2, 0.5, 1, and 2, and finally determine that a weight of
1 yields more reasonable reconstruction results.

We deploy a Tesla V100 GPUs to train the model on the VoxCeleb dataset [49] for
about 10 days. We set 100 epochs with a batch size of 16, and repeat the dataset video
list 75 times for each epoch. The model is trained by the Adam Optimizer with the initial
learning rate being set to 2 × 10−4.

4.3. Comparisons with Other Methods

To thoroughly assess the efficacy of our PSAIP in the face animation task, we utilize the
VoxCeleb dataset and HDTF dataset for a multifaceted comparison with several advanced
face animation methods, including X2Face [15], FOMM [6], PIRender [28], and TPSMM [7].
For a fair comparison, we use officially published code for training. For the four models
above and the proposed PSAIP, we perform face animation on the test set of 473 videos
using two inference strategies (self-reconstruction and cross-reconstruction). We compare
the reconstruction results quantitatively and qualitatively. Figure 4 shows our qualitative
results with other methods, where the first two rows are self-reconstruction and the last
three rows are cross-reconstruction. Tables 1 and 2 show the quantitative results of our
PSAIP with other methods.

Self-Reconstruction: Self-reconstruction involves undertaking the face animation task
using a scenario where the source image and the driving video feature the same individual.
The initial frame of the video is designated as the source image, while the subsequent
frames are treated as the driving ones. Under these conditions, our expectation is for the
generated video to closely mirror the original video. Therefore, we calculate L1, FID, SSIM,
PSNR, and AEID to quantitatively evaluate the generated video in various aspects.

The first two rows of Figure 4 show the effects of the five models under the self-
reconstruction strategy. We can observe that X2Face produces obvious warping effects, and
FOMM basically maintains the pose of the driving character, but there are artifacts and
the face is unreasonable. PIRenderer is of poor quality and not realistic enough. TPSMM
maintains the pose and identity of the character well, but due to the lack of a certain facial
prior, it is not reasonable in the generation of facial details (such as the eyes of the man
in the first row). In contrast, our framework can generate more accurate facial geometric
details such as eyes and mouths.

For a more objective comparison, we present in Table 1 the quantitative results eval-
uated in the Voxceleb dataset, where PSAIP outperforms the other methods under the
self-reconfiguration strategy for most of the metrics, and only achieves competitive results
for SSIM and FID. To further validate the effectiveness of our model, we conducted test
experiments again on the HTDF dataset, and the quantitative results of our test experiments
are demonstrated in Table 2. PSAIP clearly achieves optimal results. It is worth noting
that our method performs particularly well in terms of AEID values on both datasets. As
a result, our model can generate more realistic and reasonable faces with better character
preservation.
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Figure 4. Qualitative results for self-reconstruction (top two rows) and cross-reconstruction (bottom
three rows) on the VoxCeleb dataset.

Cross-Reconstruction: Cross-reconstruction differs from self-reconstruction in that
the subjects featured in the source image and the driving video do not share the same
identity. Cross-reconstruction is a much more meaningful setup because most real-world
applications require the source image and the driver video to be different people. For
cross-reconstruction, we first randomly sort the videos in the test set. The first frame of a
video is set as the source image, the next video in the sequence is as the driver video, and
when the first frame of the last video in the sequence is used as the source image, we use
the first video in the sequence as the driver video. With our setup, each video in the test
set can be used as both the source and driver video, and the overall frame count of the
473 videos remains the same in the final generated result.

For a qualitative comparison of the cross-reconstruction, we can observe from the last
three rows of Figure 4 that ours distinctly exhibits superior visual outcomes. The most
obvious of these is that previous methods suffer from a leakage of appearance data from
the driving portrait and they produce faces that bear a resemblance to the identity depicted
in the driving image. In contrast, our model enhances the facial geometric information,
especially details such as eyes and teeth, while more effectively retaining the identity
features of the source character. Tables 1 and 2 also include quantitative results for the
various methods in the cross-identity setting. In this case, as there is no ground truth to use
as a comparison, we only count AEID and FID for the reconstruction results. The AEID-c
and FID-c values presented in Table serve as evidence that PSAIP produces videos that are
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not only more realistic and sensible, but also more effectively preserve the characteristics of
the source image.

Table 1. Quantitative results for VoxCeleb self-reconfiguration and cross-reconfiguration. -c indicates
cross-reconstruction. The symbol ‘↓’ indicates a preference for smaller values, while ‘↑’ denotes a
preference for larger values. The optimal results are emphasized in bold.

Method L1 ↓ FID ↓ SSIM ↑ PSNR ↑ AEID ↓ FID-c ↓ AEID-c ↓

X2Face [15] 0.0833 39.8220 0.5288 28.4935 0.5156 67.8122 0.7278
FOMM [6] 0.0422 12.2464 0.6901 29.1699 0.1590 17.7347 0.5611

PIRender [28] 0.0592 15.9981 0.6600 29.9740 0.2322 16.8866 0.5971
TPSMM [7] 0.0404 10.6923 0.7881 30.8830 0.1470 16.5776 0.5597

Ours 0.0396 10.7576 0.7873 30.9882 0.1248 16.3589 0.5407

Table 2. Quantitative results for HTDF self-reconfiguration and cross-reconfiguration. -c indicates
cross-reconstruction. The symbol ‘↓’ indicates a preference for smaller values, while ‘↑’ denotes a
preference for larger values. The optimal results are emphasized in bold.

Method L1 ↓ FID ↓ SSIM ↑ PSNR ↑ AEID ↓ FID-c ↓ AEID-c ↓

X2Face [15] 0.0742 30.2147 0.6347 27.6324 0.6245 63.2147 0.8324
FOMM [6] 0.0373 11.5148 0.7980 28.0126 0.2674 18.3420 0.6421

PIRender [28] 0.0576 12.6485 0.7254 27.9362 0.3072 18.4476 0.7097
TPSMM [7] 0.0298 10.3982 0.8101 28.4267 0.2142 17.7432 0.6207

Ours 0.0284 10.2123 0.8135 28.4762 0.1989 17.5497 0.6100

4.4. Ablation Study

To demonstrate the effectiveness and necessity of each of our contributions, we sepa-
rately set several variants of our model and conduct experiments. Baseline indicates the
test results of the baseline model; Baseline + prior indicates that we add the face priors
to the Motion Estimator on the baseline model; Baseline + prior + Zid indicates that we
design the identity-enhancing generator network based on Baseline + prior; and Ours

indicates the final model after we introduce the face priors to the Motion Estimator, the
identity-enhancing generator network, and the identity feature loss.

Figure 5 and Table 3 show the qualitative and quantitative results of our ablation
experiments. When the face prior is introduced, more reasonable geometric details of the
face can be generated (see Figure 5-Baseline + prior), and the AEID metrics are significantly
optimized. When the identity-preserving generator network is updated, more realistic
images can be generated (see Figure 5-Baseline + prior + Zid), there is a significant decrease
in the L1 reconstruction loss, PSNR and AEID have a more significant improvement. Finally,
after introducing the loss of identity features based on segmented images, the face details
are adjusted again (see Figure 5-Ours), and the optimal AEID value also shows that this
work excels in preserving the identity.

From the above quantitative and qualitative results, each of our works is effective and
necessary. What is more, our model can generate more accurate facial geometric details,
better preserve the identity information of the characters, and effectively improve the
credibility of the generated results.
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Table 3. Quantitative ablation study for self-reconstruction. The symbol ‘↓’ indicates a preference for
smaller values, while ‘↑’ denotes a preference for larger values. The optimal results are emphasized
in bold.

Method L1 ↓ PSNR ↑ AEID ↓

Baseline 0.0404 30.8830 0.1470
Baseline + prior 0.0404 30.8873 0.1285

Baseline + prior + Zid 0.0398 31.0086 0.1269
Ours 0.0396 30.9882 0.1248

Figure 5. Qualitative ablation study for self-reconstruction. We show the impact of different modules
in detail.

4.5. Limitations

Although our method synthesizes photo-realistic results with better identity preserva-
tion, there are still some limitations. Figure 6 depicts two typical failures. The right half
of the face of the lady in the first row was not reconstructed as accurately as we expected
due to the occlusion of the hand in the source image. The man in the second row was
reconstructed with a lip and chin section, but the generated image lacks realism. We posit
that significant occlusions hinder our model from obtaining sufficient feature informa-
tion, posing challenges in accurately reconstructing the occluded portions. Improving the
occlusion-awareness and auto-repair capabilities might be used for further improvement.

Figure 6. Some fail cases. When the source image is occluded, our model cannot be perfectly
reconstructed.
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5. Conclusions

In this paper, we propose a Prior Structure-Assisted Identity-Preserving network for
face animation, which uses portrait segmentation images and face landmarks to provide
rich face structure prior to the model. These prior information effectively improve the
structure of reconstructed faces and increase the rationality of the generation. In addi-
tion, we design an identity-enhancing generator network to enhance the identity feature
information of the source portrait to reduce the identity loss caused by the generation
process. Finally, the identity-aware feature loss is introduced to supervise the identity
preservation capability of the model. The superiority of our approach is verified through
extensive experiments, which demonstrate that PSAIP can preserve more complete and
authentic identity features in the source portrait, surpassing state-of-the-art methods across
most metrics.
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Abstract: Face verification and identification traditionally follow a symmetric matching
approach, where the same model (e.g., ResNet-50 vs. ResNet-50) generates embeddings for
both gallery and query images, ensuring compatibility. However, real-world scenarios often
demand asymmetric matching, especially when query devices have limited computational
resources or employ heterogeneous models (e.g., ResNet-50 vs. SwinTransformer). This
asymmetry can degrade face recognition performance due to incompatibility between
embeddings from different models. To tackle this asymmetric face recognition problem,
we introduce the Learnable Anchor Embedding (LAE) model, which features two key
innovations: the Shared Learnable Anchor and a Light Cross-Attention Mechanism. The
Shared Learnable Anchor is a dynamic attractor, aligning heterogeneous gallery and query
embeddings within a unified embedding space. The Light Cross-Attention Mechanism
complements this alignment process by reweighting embeddings relative to the anchor,
efficiently refining their alignment within the unified space. Extensive evaluations of
several facial benchmark datasets demonstrate LAE’s superior performance, particularly
in asymmetric settings. Its robustness and scalability make it an effective solution for
real-world applications such as edge-device authentication, cross-platform verification,
and environments with resource constraints.

Keywords: asymmetric face recognition; face identification; face verification; shared learnable
anchor; light cross-attention

1. Introduction

Deep-learning-based face recognition technology has experienced remarkable ad-
vancements in recent years and is increasingly employed in various real-world applications.
This technology plays a critical role across domains such as missing person searches [1],
attendance verification systems [2], and financial security [3], contributing significantly to
the recognition of individuals. Particularly in scenarios such as contactless authentication,
access control, and real-time monitoring via surveillance cameras, face recognition proves
to be highly useful, enhancing both security and convenience.

Deep-learning-based face recognition systems typically rely on a single model to
generate embeddings for both gallery and query images, a method commonly referred
to as symmetric face recognition [4–8]. This approach is highly effective in controlled envi-
ronments where the same model is consistently employed across all devices. However,
relying on a single model is not always feasible in real-world scenarios. Instead, multiple
devices often utilize different models to meet computational and memory constraints. For
instance, resource-limited edge devices (e.g., smartphones) may adopt lightweight models
to minimize computational overhead and memory usage. In contrast, high-performance
servers or cloud infrastructures can employ larger and more complex models to maximize
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the accuracy of face embedding extraction. Such heterogeneous cross-device authentication
scenarios commonly arise in financial systems, access control, and IoT ecosystems. Ensur-
ing seamless interoperability in these settings is critical for user convenience and security.
Consequently, when designing face recognition systems, it is imperative to account for
various model and device environments to provide accurate and consistent embedding
compatibility across different models. This variation introduces challenges, as embeddings
generated by one model may not align perfectly with those from another, leading to perfor-
mance degradation and inconsistencies. The illustration of differences between symmetric
and asymmetric face recognition is shown in Figure 1.

Figure 1. Symmetric and asymmetric face recognition. (a) Symmetric face recognition in which both
face models are identical for the gallery and query; (b) asymmetric face recognition in which models
A and B may differ in architecture, training techniques, or optimization strategies.

In practice, deploying heterogeneous models within a face recognition system is
often necessary due to differences in hardware capabilities, optimization needs, or specific
contextual requirements at the enrollment and query ends, which is known as asymmetric
face recognition (AFR) [9–11]. For example, a lightweight model might be used on resource-
constrained hardware at the query end, while a more sophisticated model operates on a
server for enrollment. These practical considerations underscore the importance of ensuring
interoperability between different face recognition models, allowing for consistent and
reliable performance regardless of device or model variations. Addressing these challenges
is crucial for enhancing face recognition systems’ robustness, scalability, and adaptability
in diverse real-world environments.

A key challenge in AFR lies in the compatibility of facial embeddings generated by
different deep-face models (e.g., VGGNets, ResNets with different depths, MobileFaceNet,
faceViT, etc.), which can significantly degrade matching performance. When two distinct
models produce embeddings for the same face, misalignment or incompatibility between
embeddings can result in low match scores, leading to recognition failures even for legiti-
mate users. This issue becomes critical in multi-device ecosystems or systems employing
diverse models to meet hardware constraints or specific requirements. For example, a
user might authenticate using a smartphone running one model and later access the same
system via a tablet using a different model. Without addressing this compatibility is-
sue, the system’s ability to provide seamless and reliable authentication across devices
is compromised.

Addressing the AFR challenge requires embedding harmonization across models to
ensure compatibility without compromising accuracy or computational feasibility. This is
not merely a technical hurdle but a critical enabler for modern face recognition systems’
robustness, usability, and scalability in diverse applications.

Recent research has made significant strides in addressing the problems of ASR. Wang
et al. [9] introduced the Residual Bottleneck Transform (RBT) and integrated it into pre-
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trained gallery and query models, projecting facial embeddings into a unified embedding
space. While effective at aligning embedding spaces across models, this method suffers
from instability in the unified space, resulting in prolonged training times that limit its
practicality in real-time or large-scale applications.

In a complementary effort, Shoshan et al. [10] proposed a method that aligns the
gallery embedding space with the query embedding space rather than creating a unified
space. This approach achieves greater training stability and improved recognition per-
formance by adjusting gallery embeddings relative to query embeddings. Additionally,
they implemented an ensemble strategy using multiple gallery models to enhance the
performance further. However, as the number of models increases, so do computational
costs, creating a trade-off between recognition accuracy and system efficiency.

We propose the Learnable Anchor Embedding (LAE) model to address the challenges
of asymmetric face recognition (AFR) by aligning embeddings within a unified space
using Shared Learnable Anchors (SLAs). These anchors serve as dynamic reference points
during training, guiding embeddings from heterogeneous models toward alignment and
significantly enhancing recognition accuracy.

The Light Cross-Attention Mechanism complements the SLA by directly computing
attention scores between facial embeddings and anchors through a dot product. This
streamlined approach reduces computational overhead while preserving the ability to
capture meaningful relationships between embeddings.

Unlike prior methods such as RBT [9], which suffer from bottlenecks and information
loss during dimensional transformations, the LAE framework integrates an SLA and the
Light Cross-Attention Mechanism to harmonize embeddings efficiently. The SLA learns
critical shared features across models, while the attention mechanism emphasizes and
refines these features, ensuring robust compatibility and outstanding performance even in
resource-constrained environments.

The main contributions of this paper are as follows:

• We propose the Learnable Anchor Embedding (LAE) model for AFR problems. The
LAE model employs shared learnable anchors during training to align embeddings
from heterogeneous models within a unified embedding space, significantly improv-
ing alignment and enhancing recognition accuracy across heterogeneous models.

• We propose the Light Cross-Attention Mechanism to complement shared learnable
anchors by directly computing attention scores between facial embeddings and shared
learnable anchors using a dot product, reducing computational complexity and pa-
rameter overhead while ensuring efficient and effective embedding transformations
for improved AFR performance.

• We demonstrate the effectiveness of the proposed LAE model for AFR across vari-
ous heterogeneous facial models by evaluating it in verification and identification
tasks. Our results highlight the ability of the LAE model to enable the seamless
operation of diverse face recognition technologies. This significant improvement in
cross-platform compatibility showcases the robustness and versatility of the proposed
method, enhancing its practical applicability in real-world scenarios.

2. Related Work

2.1. Asymmetric Face Recognition

Asymmetric Face Recognition (AFR), also called cross-model face recognition, tackles
the challenge of ensuring compatibility between embeddings generated by different deep-
learning-based face recognition models. This emerging field has garnered some attention.
Existing solutions to AFR can be broadly categorized into two types: generative-based
approaches and transform-based approaches.
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2.1.1. Generative-Based Approaches

Chen et al. [12] introduce the R3 Adversarial Network (R3AN) to address cross-model
face recognition challenges. The R3AN framework consists of three main components: re-
construction, representation, and regression, which transform feature distributions between
different models. By incorporating adversarial learning, particularly in the reconstruction
path, the authors demonstrate improved performance in comparing features from various
sources. The study highlights the significance of the AFR problem and presents R3AN as
an efficient solution for feature transformation across different face recognition systems.
The authors emphasize the framework’s efficiency in updating features without storing
face images, making it suitable for scenarios requiring frequent model updates.

However, R3AN’s reconstruction path may generate blurry, low-detail images that
compromise visual quality, while the complex three-path architecture increases the
implementation difficulty. The system raises privacy concerns by demonstrating the
potential to decode face features into approximate original images, which could be
ethically problematic.

2.1.2. Transform-Based Approaches

Wang et al. [9] tackled the challenge of AFR with an integrated representation learning
framework tailored for face recognition and person re-identification. This paper proposes
a unified representation learning framework by introducing a lightweight Residual Bot-
tleneck Transformation (RBT) module and a new training scheme based on knowledge
distillation to optimize embedding spaces. The framework aims to enable correct recogni-
tion and retrieval of identities without re-encoding user images, which is crucial for privacy
concerns. The method works by aligning feature classes across models and restricting
mapped features to have more compact intra-class distributions, resulting in improved
compatibility and more discriminative features.

Shoshan et al. [10] introduced an embedding transformation model that aligns the
gallery model embeddings with the query model’s embedding space, eliminating the need
for knowledge distillation. This approach leverages multiple independently trained gallery
models built with varying architectures or datasets alongside a single lightweight query
model to enhance retrieval accuracy. Additionally, they proposed a method for assessing
the uncertainty of gallery images, enabling the filtering of problematic samples to improve
the overall system accuracy. This technique allows the query system to effectively interpret
embeddings from diverse sources, bolstering the precision and reliability of face recognition
systems in complex and heterogeneous environments.

2.2. Backward-Compatible Training

Backward-Compatible Training (BCT) [13,14] is a notion that is closely aligned with
AFR. BCT enables new models to generate features directly comparable with existing mod-
els, facilitating the adoption of new technologies while preserving compatibility with legacy
data. This approach eliminates the need to recompute existing embeddings, streamlining
the integration of updated algorithms.

Shen et al. [13] proposed a BCT framework for visual feature learning, ensuring that
new embeddings remain comparable to their predecessors, regardless of changes in model
architecture, feature dimensions, or loss functions. This framework eliminates the need to
reprocess entire datasets during model upgrades. Central to their approach is the concept
of “influence loss”, which leverages the classifier from the existing model to enhance the
robustness and adaptability of BCT.

Building on these advancements, Liang et al. [14] introduced MixBCT, an improved
method for addressing the limitations of traditional BCT in image retrieval systems.

22



Electronics 2025, 14, 455

MixBCT combines old and new features during training, enabling new models to bet-
ter align with the distribution of legacy features. By requiring only a single loss function,
this approach simplifies the training process and reduces the retraining overhead. MixBCT
enhances model compatibility, enabling rapid deployment of new models while maintain-
ing performance consistency with existing systems.

3. Proposed Method

3.1. Overview

Figure 2 illustrates the proposed Learnable Anchor Embedding (LAE) model for
addressing asymmetric face recognition problems (ASR). The model ensures compatibil-
ity between heterogeneous face recognition models and comprises two phases: training
and inference.

Figure 2. The proposed LAE model: (a) The SLA is shared during the training stage. (b) The SLA is
used separately for the query and gallery during inference. (c) Feedforward layer. Lcls represents the
classification loss, and Lsup denotes the supervised contrastive loss. Parentheses indicate dimensions,
and the arrow (->) symbolizes transformation.
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During the training phase, embeddings zQ and zG are extracted from the query and
gallery face models, which may differ in architecture, feature dimensions, or training
methodologies. A Shared Learnable Anchor (SLA), denoted as K̂, acts as a mediator to
unify these embeddings. The gallery and query embeddings are refined through their
respective light cross-attention blocks and feedforward layers, which capture intricate
relationships between embeddings while preserving computational efficiency.

To optimize the transformation, the LAE model is trained using Supervised Con-
trastive Loss (SupConLoss) [15] and Classification Loss, which ensures that identity-specific
discriminative features are retained during the transformation process. This optimization
enables the SLA to guide the face embeddings into a unified embedding space that is
robust, discriminative, and agnostic to the underlying model differences.

The trained SLA is independently applied to both LAE models during the inference
phase, as shown in Figure 2b. It projects the query and gallery embeddings into the unified
embedding space, ensuring alignment regardless of the inherent heterogeneity between
the models. The transformed embeddings are then utilized for matching.

3.2. Learnable Anchor Embedding Model

The LAE model consists of three key components: a Shared Learnable Anchor (SLA),
two independent lightweight cross-attention modules, and their corresponding feedfor-
ward networks, each dedicated to processing gallery and query embeddings. This dual-path
architecture is designed to optimize feature representations uniquely tailored to the distinct
properties of gallery and query embedding, as depicted in Figure 2a.

A softmax layer (classifier) is appended to both LAE models during the training phase
to facilitate optimization. However, this softmax layer is removed during inference. The
LAE modules operate independently in the inference setup to process gallery and query
embeddings, as illustrated in Figure 2b.

Notably, LAE models are modular and can be cascaded sequentially to refine alignment
progressively. The details of each component are explored in the subsections below.

3.2.1. Shared Learnable Anchor and Light Cross-Attention Mechanism

The SLA is the foundation for aligning heterogeneous embeddings from gallery and
query models within a unified embedding space. Represented as a learnable embedding,
K̄, the SLA is dynamically optimized during training through ReLU-activated nonlinear
transformations. This adaptability enables the SLA to act as a flexible attractor, pulling
the disparate embeddings from both models closer to a shared representation. The SLA
ensures compatibility across models with differing architectures, feature dimensions, and
training distributions by aligning the embeddings.

To further enhance this alignment, the Light Cross-Attention Mechanism comes into
play, building upon the SLA’s functionality. Traditional self-attention mechanisms in
Transformer [7] rely on separate linear transformations of query, key, and value matrices,
leading to significant computational overhead. In contrast, using a dot product, the
proposed light cross-attention mechanism simplifies this process by directly computing
the attention scores between the facial embeddings and the SLA, bypassing the need
for additional linear transformations. This streamlined approach drastically reduces the
number of parameters and computational costs while retaining the ability to capture the
relationships between the embeddings and the SLA effectively.

The interplay of the SLA and the light cross-attention mechanism is central to the
proposed framework. The SLA acts as the anchor, attracting and aligning the embeddings.
At the same time, the light cross-attention mechanism reweights the facial embeddings
relative to the SLA, refining their positions in the unified embedding space. Together,
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they form a cohesive system where the SLA provides the target alignment, and the cross-
attention mechanism ensures efficient and accurate embedding transformation, driving
improved compatibility and performance in asymmetric face recognition tasks.

After computing the attention score, z · K̂T , it is divided by the dimension of the
SLA to prevent the dot product value from becoming excessively large and stabilize
training. Subsequently, the softmax function is applied to convert the attention score into
a probability distribution, normalizing the importance of each value to a range of [0, 1].
The resulting importance weights are multiplied by the facial embedding z, generating a
re-weighted facial embedding ẑ, which is expressed as follows:

ẑ = softmax
(

z · K̂T
√

d

)
z (1)

The RBT [9] relies on a bottleneck process to refine data, which often results in signifi-
cant information loss, and it depends solely on the loss function to align embeddings within
a unified vector space. In contrast, the Shared Learnable Anchor (SLA) and Light Cross-
Attention Mechanism collaboratively extract and emphasize shared features across models
during the embedding process. The SLA identifies critical features, while the Light Cross-
Attention Mechanism assigns weights to these features, enhancing their representation
and ensuring efficient interaction between embeddings. This synergy not only preserves
information but also amplifies the most significant features, effectively addressing the
limitations of previous methods.

3.2.2. Feedforward Layer

As shown in Figure 2c, the feedforward layer (FFL) takes the transformed facial
embedding ẑ, which has passed through the light cross-attention mechanism, as its input. A
linear transformation is initially applied to ẑ, incorporating weight matrices and bias terms.
Subsequently, the GELU [16] activation function is employed to introduce nonlinearity,
enhancing the model’s representative capacity.

The output of GELU is then passed through a dropout layer [17], where some neu-
rons are randomly deactivated, helping to prevent overfitting. Following this, a second
linear transformation is applied, and the resulting output undergoes dropout before being
combined with ẑ. Finally, Layer Normalization stabilizes the output and improves the
training efficiency.

Algorithm 1 provides a detailed step-by-step procedure for transforming facial em-
beddings, z, into a unified embedding space. The input z is derived from a pre-trained face
model. During training, the algorithm dynamically generates the Shared Learnable Anchor
(SLA) with 512 learnable parameters. In contrast, the testing phase employs pre-trained
SLA weights. The SLA, together with z, is processed through the light cross-attention
mechanism, producing ẑ, where the common feature vectors are adaptively reweighted
based on the SLA. Finally, ẑ is passed through a feedforward layer, transforming it into a
unified and refined feature vector ready for downstream tasks.
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Algorithm 1 Learnable Anchor Embedding (LAE) Model

1: Input: Facial embedding, z∗, where ∗ ∈ {Q, G}
2: Output: Transformed facial embedding (z̄∗), where ∗ ∈ {Q, G}
3:
4: Step 1: Shared Learnable Anchor (SLA)
5: if Training then
6: Generate a 512 random parameters k̄.
7: The SLA K̂ ← RELU(LinearTrans f orm(k̄)).
8:
9: zQ and zG share the same SLA K̂.

10: else
11: Freeze the SLA K̂.
12: zQ and zG utilize the trained SLA K̂.
13: end if
14:
15: Step 2: Light Cross-Attention

16: ẑ∗ ← softmax
(

z∗·K̂T√
d

)
z∗

17:
18: Step 3: Feedforward Layer
19: Norm ← LayerNorm(ẑ∗)
20: Trans f ormed ← LinearTransform(GELU(Norm))
21: z̄∗ ← LayerNorm(Trans f ormed + Norm)
22: return z̄∗

3.3. Loss Functions
3.3.1. Classification Loss

In this paper, we utilize ArcFace loss [18] as our classification loss function, as it is
designed to boost the discriminative power of facial embeddings. ArcFace achieves this
by incorporating an angular margin penalty into the softmax loss, effectively redefining
traditional softmax logits in angular terms. By adding a margin to the angle between
an embedding and its corresponding class weight, ArcFace ensures tighter clustering of
embeddings within the same class while increasing the separation between different classes.
This dual enhancement of intra-class compactness and inter-class distinction leads to highly
separable and robust embeddings.

ArcFace loss computation is based on the cosine similarity between z̄i and wj, and it
is defined as

cos θi,j =
wT

j z̄i

‖wj‖‖z̄i‖ (2)

Here, i indexes the samples, and j indexes the identity label C. z̄i represents the LAE-
transformed facial embedding of the i-th sample in a batch with N samples. wj denotes the
weight embedding associated with the j-th class in the network’s last fully connected layer,
serving as the classifier for each class. During the training phase, a classifier is incorporated
into the final fully connected layer of the LAE model to compute the ArcFace loss. However,
this classifier is removed during inference to streamline the model’s operation.

Based on Equation (4), ArcFace loss is expressed as

LArcFace = − 1
N

N

∑
i=1

log
es·cos(θi,yi

+m)

es·cos(θi,yi
+m) + ∑C

j=1,j 	=yi
es·cos θi,j

(3)

where m is the margin and s is the scaling factor, with values of m = 0.5 and s = 32 being
used in the experiments.

The classification loss Lcls is defined as the sum of the ArcFace losses corresponding to
the query and gallery LAE models, and it is denoted by LQ

ArcFace and LG
ArcFace, respectively:
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Lcls = LQ
ArcFace + LG

ArcFace (4)

3.3.2. Supervised Contrastive Loss

ArcFace loss enhances inter-class separability by introducing an angular margin, en-
suring that embeddings of different classes are well separated in the embedding space.
However, real-world data often present challenges such as noisy labels, hard-to-classify
samples, and imbalanced distributions. To address these limitations, we integrate Su-
pervised Contrastive Loss (SupConLoss) [15], which complements ArcFace by refining
intra-class compactness and improving local pairwise relationships.

SupConLoss achieves this by leveraging relationships between positive pairs (embed-
dings from the same identity) and negative pairs (embeddings from different identities).
For each LAE-transformed embedding z̄i, it evaluates its similarity to all other transformed
embeddings z̄j, pulling positive pairs closer while pushing negative pairs further apart.
This detailed pairwise optimization is particularly effective in handling hard-to-classify
samples, such as those near decision boundaries or imbalanced data distributions.

The combination of ArcFace and SupConLoss offers several key benefits. ArcFace
establishes strong global separability by optimizing the angular margins between classes,
while SupConLoss refines local relationships, ensuring tighter clustering within classes and
better separation between difficult pairs. This synergy makes the model robust to challeng-
ing data conditions and capable of handling noisy or imbalanced datasets more effectively.

Together, these two loss functions deliver a balanced optimization strategy that en-
hances inter-class separability and intra-class compactness. They significantly boost the
model’s discriminative power by complementing each other, resulting in superior perfor-
mance across large-scale and fine-grained datasets, particularly in challenging scenarios.

The loss function is formulated as follows:

Lsup =
1
N

N

∑
i=1

1
|P(i)| ∑

p∈P(i)
− log

exp(z̄i · z̄p/τ)

∑a∈A(i) exp(z̄i · z̄a/τ)
(5)

where P(i) denotes the set of all positive samples z̄p that belong to the same class as sample
i, and A(i) represents the set of all anchor samples z̄a excluding sample i. In our exposition,
each sample in the batch is used as an anchor one time. The term τ is a temperature
hyperparameter used to scale the similarity scores. It is set to 0.07 in the experiments.

3.3.3. Total Loss

The total loss used to optimize the LAE model is defined as follows:

Ltotal = Lcls + Lsup (6)

4. Experiments

4.1. Setup
4.1.1. Training Dataset

We used MS1M-Retina [19] as the training dataset for the LAE model. MS1M-Retina
is a comprehensive facial image collection that is well suited for training face recognition
models, as it includes a wide range of facial expressions, lighting conditions, and angle vari-
ations, which enhance the model’s performance. As it is a large-scale facial image dataset, it
helps the model effectively learn various facial transformations. For comprehensive details
about the MS1M-Retina dataset, please refer to the Appendix A.1.
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4.1.2. Testing Dataset

For testing, we utilized datasets for two main purposes: performance comparison
with state-of-the-art (SOTA) methods [9,10] and evaluation of the model’s generalization
ability.

The testing datasets used include IJB-B [20], IJB-C [21], LFW [22], CALFW [23],
CPLFW [24], and RFW [25]. IJB-B is a large-scale dataset containing images and videos
capturing facial variations under different conditions, allowing us to evaluate the model’s
robustness in various environments. IJB-C is an extension of IJB-B, encompassing more
diverse identities and conditions, thereby providing a more challenging evaluation scenario.
LFW is a widely used benchmark for face verification featuring unconstrained facial images.
CALFW is a variation of LFW designed to test age variation’s impact on face recognition.
CPLFW is another variation of LFW created to evaluate face recognition performance
under pose variations, thus assessing the model’s robustness to pose changes. RFW is used
to evaluate the model’s performance across different racial groups, helping to highlight
potential biases and measure recognition accuracy without racial bias. For more details
about the testing datasets, please refer to the Appendices A.2–A.7.

4.1.3. Experimental Setup

The hardware platform used for the experiments included an NVIDIA RTX 4080 Super
graphics card, an Intel(R) Core(TM) i7-14700KF processor, and a total of 64 GB of DDR4
RAM (four 16 GB). The software environment consisted of CUDA version 12.6 and NVIDIA
driver version 560.35.03, with PyTorch 2.5.1 installed.

The facial recognition models utilized in this study include MobileFaceNet (MBF) [4],
ResNet50 (Res50) [5], ResNet152 (Res152) [5], Swin Transformer Tiny (SwinTransformerT) [6],
and Swin Transformer Small (SwinTransformerS) [6]. MBF, SwinTransformerT, and
SwinTransformerS are lightweight models designed for efficiency, while ResNet50 and
ResNet152 are larger, more complex models with greater computational demands.

To ensure fairness, these face models utilized the standard configurations and the
pre-trained weights provided by Face X Zoo [26]. The Swin Transformer used images of
size 224 × 224, whereas the other face models [4,5] used images of size 112 × 112.

The LAE and SOTA models were trained for 15 epochs, starting with an initial learning
rate of 0.1, which decreased at 5 and 10 through learning rate scheduling. The batch size
was consistently set to 512 across all models.

4.2. Performance Criteria

We used well-established face recognition metrics to assess the proposed model’s
performance. For verification tasks, the Receiver Operating Characteristic (ROC) curve was
employed to measure the True Positive Rate (TPR) at a False Positive Rate (FPR) of 10−3.
This metric effectively captures the model’s ability to verify identities while minimizing
false positive occurrences.

The Cumulative Match Characteristic (CMC) curve was used for identification tasks,
with the top-1 identification accuracy being reported at a False Alarm Rate (FAR) of 100.

The evaluation extended across large-scale datasets, such as IJB-B and IJB-C, and
smaller benchmarks, including LFW, CALFW, CPLFW, and RFW. These smaller datasets
were analyzed using verification accuracy (ACC), a straightforward yet reliable metric
for binary classification. This diverse set of metrics enabled a comprehensive evaluation
of the model’s robustness across various scenarios, including cross-pose, cross-age, and
racial diversity.
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4.3. Performance Comparison

Table 1 comprehensively compares the state-of-the-art (SOTA) models, focusing on
their verification and identification performance. This evaluation includes symmetric
configurations, such as MBF vs. MBF and Res50 vs. Res50, and asymmetric configurations,
such as MBF vs. Res50. All experiments were conducted under consistent conditions, with
careful parameter tuning to ensure a fair and unbiased assessment.

Table 1. A comparison of the verification and identification performance for symmetric and asym-
metric configurations and SOTA models.

Approaches Configurations Params FLOPs
IJB-C IJB-B LFW CALFW CPLFW RFW

Ver. (%) Id. (%) Ver. (%) Id. (%) ACC (%) ACC (%) ACC (%) ACC (%)

- (MBF, MBF) - - 91.2 90.2 89.6 89.2 99.5 93.7 82.7 90.5
- (Res50, Res50) - - 96.3 95.3 95.3 94.4 99.7 95.3 88.2 95.6

- (MBF, Res50) - - 0.0 0.0 0.8 0.0 50.7 51.3 49.3 50.5

Wang et al. [9] (MBF, Res50) 1.08 M 1.08 M 88.2 87.7 86.4 87.1 98.7 93.1 84.4 86.8
Shoshan et al. [10] (MBF, Res50) 1.08 M 1.08 M 92.5 90.2 87.4 87.9 99.2 94.0 85.3 91.4

Ours (MBF, Res50) 1.06 M 1.05 M 93.8 92.3 92.3 91.3 99.6 94.5 86.2 92.3

The results reveal that symmetric configurations, particularly MBF vs. MBF and Res50
vs. Res50, achieved high accuracy across the verification and identification tasks. However,
the asymmetric configuration (MBF vs. Res50) showed significantly poorer performance,
especially on the IJB-B and IJB-C datasets. This stark contrast emphasizes the challenges of
addressing AFR problems and reveals the limitations of existing models in such scenarios.

In the proposed approach, we emphasize storage requirements and computational
complexity as critical metrics for evaluating model efficiency and real-world applicability.
Specifically, Params (number of parameters) and FLOPs (floating-point operations per sec-
ond) serve as principal indicators, allowing us to measure the model size and computational
load explicitly. By doing so, we ensure that our model maintains a lightweight footprint
suitable for resource-constrained environments while preserving high performance.

From this perspective, we conducted a systematic comparison of our proposed method
against the SOTA techniques introduced by Wang [9] and Shoshan et al. [10]. Despite
operating with only 1.06 M parameters and 1.05 M FLOPs, our model significantly improves
the computational efficiency and achieves superior performance on large-scale datasets
compared with the competing methods. For instance, on the IJB-C dataset, it achieved
93.8% verification and 92.3% identification rates, outperforming all existing approaches.
Likewise, on the IJB-B dataset, it demonstrated excellence by achieving 92.3% verification
and 91.3% identification rates. These results underscore the strength of our approach in
maintaining high accuracy despite its lightweight design.

Beyond these large datasets, our method also excelled on other benchmark datasets.
It achieved an outstanding accuracy of 99.6% on LFW, setting a new benchmark for this
widely used test set. On more challenging datasets such as CALFW and CPLFW, our
method recorded accuracies of 94.5% and 86.2%, respectively, outperforming all competi-
tors. Moreover, it achieved an accuracy of 92.3% on the RFW dataset, showcasing its
robustness and generalization capabilities across diverse recognition tasks.

These experimental results highlight the strength of our approach. Its ability to balance
computational efficiency with exceptional accuracy demonstrates its potential as a robust
and versatile face recognition solution under challenging asymmetric configurations.
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5. Ablation Experiments

5.1. MLP vs. LAE Models

In this ablation study, we compare the performance of a baseline model utilizing
an MLP as a nonlinear transformation module with our proposed LAE model. Both
approaches employ the same loss functions, combining ArcFace and SupConLoss to ensure
a fair comparison.

The query facial embeddings are generated using a pre-trained MobileFaceNet, while
the gallery embeddings are derived from a pre-trained ResNet50. For the baseline, the MLP
module takes a 512-dimensional facial embedding as input, processes it through a single
nonlinear transformation layer, followed by a linear transformation layer, and outputs a
512-dimensional embedding. Notably, both the MLP and LAE models are designed to be
stackable, allowing for flexibility in the module configuration.

Table 2 highlights the impact of stacking MLP and LAE modules on the performance
metrics. For the MLP module, increasing the number of stacked layers leads to linear
growth in parameters and FLOPs, accompanied by modest improvements in verification
(Ver) and identification (Id) accuracies. For instance, when the number of MLP modules
increases from one to four, the verification accuracy improves from 88.1% to 89.3%, while
the identification accuracy rises from 85.3% to 87.1%.

Table 2. Verification and identification accuracy with the number of stacked LAE and MLP modules.
The numbers in parentheses represent the numbers of stacked modules.

The Number of Modules Params FLOPs
IJB-C

Ver. (%) Id. (%)

MLP (1) 1.05 M 1.05 M 88.1 85.3
MLP (2) 2.10 M 2.11 M 88.6 85.8
MLP (3) 3.15 M 3.16 M 89.0 86.7
MLP (4) 4.20 M 4.21 M 89.3 87.1

LAE (1) 0.53 M 0.54 M 93.6 92.0
LAE (2) 1.06 M 1.07 M 93.8 92.3
LAE (3) 1.59 M 1.62 M 93.7 92.1
LAE (4) 2.12 M 2.17 M 93.6 91.9

In contrast, the LAE module demonstrates its peak performance with one or two mod-
ules, beyond which the performance stabilizes or slightly declines. Specifically, verification
accuracy improves marginally from 93.6% with one module to 93.8% with two but begins
to drop when additional modules are introduced. This suggests that the LAE module
achieves optimal performance with a limited number of layers, while excessive stacking
may risk overfitting and diminishing returns.

5.2. Light Cross-Attention Ablation

This subsection explores three variants of the lightweight cross-attention mechanism:
no transform, linear transform, and nonlinear transform. As illustrated in Figure 2, the
lightweight cross-attention mechanism consists of two key components: cross-attention
and a transformation layer. We investigate configurations without transformation and
cases employing linear and nonlinear transformations to analyze their versatility. This
systematic comparison sheds light on the role of transformation layers in enhancing cross-
attention effectiveness.

Table 3 summarizes the impact of different transformation strategies on verification
(Ver) and identification (Id) performance. The no-transform and linear transform configu-
rations achieved identical verification accuracy of 93.6%, while the nonlinear transform
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slightly improved, reaching 93.8%. This indicates that the introduction of nonlinearity
enhances verification performance, albeit modestly.

Table 3. Ablation study on the light cross-attention mechanism.

Transformation Type No Transform Linear Transform Non-Linear Transform

Ver. (%) 93.6 93.6 93.8
Id. (%) 89.1 89.0 89.3

The nonlinear transform again outperformed the other configurations in terms of
identification accuracy, achieving 89.3% compared with 89.1% for no transform and 89.0%
for the linear transform. Notably, the linear transform resulted in a small dip in performance
compared with the no-transform configuration.

These findings highlight the added representational power that the nonlinear trans-
formation provides, which leads to consistent verification and identification performance
improvements over simpler alternatives.

5.3. Loss Function Ablation

This subsection studies the impact of Arcface loss and SupConloss in the proposed
model. Table 4 highlights ArcFace Loss’s and SupConLoss’s effects on verification and
identification performance. The ‘�’ indicates that a loss is applied, while ‘-’ denotes its
absence.In the first row, only ArcFace Loss is used, resulting in a verification accuracy of
96.1% and an identification accuracy of 70.6%. In the second row, when only SupConLoss
is applied, the verification accuracy rises significantly to 98.2%, and the identification
accuracy improves to 88.4%. Finally, combining ArcFace Loss and SupConLoss yields the
best results, with the verification accuracy reaching 98.5% and the identification accuracy
increasing to 92.3%.

Table 4. Ablation study on loss functions.

Classification Loss SupConLoss
IJB-C

Ver. (%) Id. (%)

� - 96.1 70.6
- � 98.2 88.4
� � 98.5 92.3

These findings underline the significant contribution of SupConLoss to boosting
verification and identification performance. SupConLoss achieves much better results
than using only the classification loss. Furthermore, the ArcFace Loss and SupConLoss
combination demonstrates a synergistic effect, delivering the highest overall performance
in both metrics.

5.4. Ablation on Asymmetric Models Matched with IJB-C

In this subsection, we describe an additional ablation study conducted for various
asymmetric models that were matched with IJB-C. As presented in Table 5, the comparative
analysis reveals that combinations involving SwinTransformer models (Tiny and Small)
consistently deliver superior accuracy. For example, pairing ResNet50 as the query model
with SwinTransformerS as the gallery model achieves a verification accuracy of 98.8% and
an identification accuracy of 93.4%, outperforming most other combinations involving
MobileFaceNet or ResNet models. Notably, configurations that exclusively use SwinTrans-
former models, such as SwinTransformerT paired with SwinTransformerS, achieve the best
overall performance, with a verification accuracy of 98.9% and an identification accuracy of

31



Electronics 2025, 14, 455

95.8%. These findings emphasize the enhanced performance of Transformer-based models
when used in tandem.

MobileFaceNet combinations with SwinTransformer also demonstrated strong per-
formance, outperforming those involving ResNet. For instance, pairing MobileFaceNet
with SwinTransformerS achieved a verification accuracy of 98.7% and an identification
accuracy of 93.3%. This setup resolved the AFR problem and confirmed the compatibility
between CNN- and Transformer-based models. These results underscore the critical role of
pre-trained model selection in determining the effectiveness of individual components and
overall system performance.

Table 5. Ablation study on the matching of various asymmetric models.

Query Gallery IJB-C
Model Model Ver. (%) Id. (%)

MobileFaceNet ResNet50 98.5 92.3
MobileFaceNet ResNet152 98.5 92.5

ResNet50 ResNet152 98.5 92.5
MobileFaceNet SwinTransformerT 98.6 92.9
MobileFaceNet SwinTransformerS 98.7 93.3

ResNet50 SwinTransformerT 98.7 93.1
ResNet50 SwinTransformerS 98.8 93.4

SwinTransformerT SwinTransformerS 98.9 95.8

6. Conclusions

This paper introduces Learnable Anchor Embedding (LAE), a novel model designed
to tackle the challenges of Asymmetric Face Recognition. The LAE model employs a
Shared Learnable Anchor (SLA) to align face embeddings from heterogeneous models
into a unified embedding space, greatly improving compatibility across asymmetric face
recognition systems. The model incorporates a Light Cross-Attention Mechanism to en-
hance the efficiency further, enabling effective embedding transformation while keeping
the computational complexity and parameter overhead to a minimum. The proposed
LAE model exhibits exceptional alignment capabilities and achieves high face recognition
accuracy across diverse asymmetric configurations involving heterogeneous models. The
experimental results on verification and identification tasks demonstrate its effectiveness
in ensuring robust cross-platform compatibility. Future research will focus on developing
a more generalized training approach. This will enable the LAE framework to retain
its performance when paired with alternative pre-trained models, further broadening
its applicability.
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Appendix A. Dataset Details

Appendix A.1. MS1M-Retina

MS1M-Retina is derived from the MS-Celeb-1M dataset [19], where face images have
been preprocessed using the Retina-Face detector [27]. All images are cropped and aligned
to a resolution of 112 × 112 pixels, resulting in a total of 5.1 million images corresponding
to 93k distinct identities. Figure A1 shows sample data from the dataset.

(a) (b) (c) (d) (e)

Figure A1. Samples of the MS1m-Retina dataset.

Appendix A.2. IJBB

The IJBB dataset comprises 1845 subjects, including 21,798 images, 55,026 video frames,
and 12,115 templates. The dataset retains its original resolution, with faces provided in
an uncropped and unaligned state, requiring additional preprocessing before being used
for facial recognition tasks. It incorporates various variations such as pose, illumination,
expression, resolution, and occlusion, and it is specifically designed to evaluate the perfor-
mance of facial recognition algorithms in unconstrained environments. Supporting both
verification and identification protocols, the dataset is widely used for research purposes.
Due to the inclusion of sensitive information, its access and usage require approval from
NIST, and licensing restrictions prohibit the direct display or sharing of images.

Appendix A.3. IJBC

The IJBC dataset comprises 130,000 images and over 300,000 face annotations designed
for robust facial recognition and detection tasks. The dataset captures significant pose,
illumination, expression, resolution, and occlusion variations, ensuring a comprehensive
evaluation of algorithmic performance in real-world conditions. With high-quality an-
notations such as bounding boxes and landmarks, IJBC supports both verification and
identification protocols. It is widely utilized in research, particularly for evaluating algo-
rithm generalization in unconstrained scenarios. Access to the dataset requires approval
due to sensitive content, and licensing restricts the public display of the data.

Appendix A.4. LFW

The LFW dataset contains 13,233 images of faces collected from the web. This dataset
consists of 5749 identities with 1680 people with two or more images. In the standard LFW
evaluation protocol, the verification accuracies are reported on 6000 face pairs.
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Appendix A.5. CALFW

The CALFW dataset comprises 13,233 images of 5749 identities, and it is specifically
designed to address the challenges of cross-age facial recognition in unconstrained environ-
ments. The dataset introduces deliberate intra-class variations by including 3000 positive
pairs with significant age gaps and 3000 negative pairs with matched gender and race, mini-
mizing inter-class attribute differences. All images have high-quality annotations, including
landmarks for face alignment, and they are available in aligned and unaligned formats.

CALFW maintains the same size and protocol as the LFW dataset to enable direct
performance comparisons while emphasizing real-world challenges such as age variations.
It supports a verification protocol with “same/different” pairs, ensuring consistency with
standard face verification benchmarks. The dataset is openly available, but appropriate
citation is required for academic use.

Appendix A.6. CPLFW

The CPLFW dataset comprises 13,233 images of 5749 identities, specifically designed
to address the challenges of cross-pose facial recognition in unconstrained environments.
To introduce deliberate pose variations within intra-class variance, the dataset includes
3000 positive pairs with significant pose differences and 3000 negative pairs with matched
gender and race, minimizing inter-class attribute differences. All images have high-quality
annotations, including landmarks for face alignment, and they are available in aligned and
unaligned formats.

CPLFW maintains the same size and protocol as the LFW dataset to enable direct
performance comparisons while emphasizing real-world challenges such as pose varia-
tions. It supports a verification protocol with “same/different” pairs, ensuring consistency
with standard face verification benchmarks. Pose differences between positive pairs in
CPLFW are significantly larger than in LFW, making CPLFW a more challenging dataset
for evaluating algorithms under cross-pose conditions.

Access to the CPLFW dataset is openly available, but appropriate citation is required
for academic use.

Appendix A.7. RFW

The Racial Faces in-the-Wild (RFW) dataset is a testing benchmark designed to study
racial bias in face recognition. It consists of four subsets: Caucasian, Asian, Indian, and
African, each containing approximately 3000 identities and 6000 image pairs for face verifi-
cation. This structure enables fair evaluation and comparison of algorithm performance
across racial groups.
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Abstract: The Segment Anything Model (SAM) has made breakthroughs in the domain
of image segmentation, attaining high-quality segmentation results using input prompts
like points and bounding boxes. However, utilizing a pretrained SAM model for iris
segmentation has not achieved the desired results. This is mainly due to the substantial
disparity between natural images and iris images. To address this issue, we have devel-
oped SAM-Iris. First, we designed an innovative plug-and-play adapter called IrisAdapter.
This adapter allows us to effectively learn features from iris images without the need to
comprehensively update the model parameters while avoiding the problem of knowledge
forgetting. Subsequently, to overcome the shortcomings of the pretrained Vision Trans-
former (ViT) encoder in capturing local detail information, we introduced a Convolutional
Neural Network (CNN) branch that works in parallel with it. This design enables the
model to capture fine local features of iris images. Furthermore, we adopted a Cross-Branch
Attention mechanism module, which not only promotes information exchange between
the ViT and CNN branches but also enables the ViT branch to integrate and utilize local
information more effectively. Subsequently, we adapted SAM for iris image segmentation
by incorporating a broader set of input instructions, which included bounding boxes,
points, and masks. In the CASIA.v4-distance dataset, the E1, F1, mIoU, and Acc of our
model are 0.34, 95.15%, 90.88%, and 96.49%; in the UBIRIS.v2 dataset, the E1, F1, mIoU,
and Acc are 0.79, 94.08%, 88.94%, and 94.97%; in the MICHE dataset, E1, F1, mIoU, and Acc
were 0.67, 93.62%, 88.66%, and 95.03%. In summary, this study has improved the accuracy
of iris segmentation through a series of innovative methods and strategies, opening up new
horizons and directions for large-model-based iris-segmentation algorithms.

Keywords: iris segmentation; pretrained large models; segment anything model; large
model fine-tuning

1. Introduction

Iris-recognition technology necessitates a thorough analysis of eye images, which
includes not only identifying the iris texture with individual characteristics but also deal-
ing with non-iris components such as eyelids, eyelashes, and reflections. Accurate iris
segmentation is critical for further image processing and feature extraction [1]. Inaccurate
segmentation can result in image-pixel misalignment, which reduces the accuracy of iris
recognition. As a result, researchers are constantly looking for more efficient algorithms
to accurately segment the iris area from complex eye images, eliminate other interfering
factors, and improve the overall performance of the iris-recognition system. The principle
of iris segmentation is illustrated in Figure 1.
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Figure 1. Iris segmentation. The figure on the left represents the components of the human eye,
where the part between the orange inner circle and the blue outer circle is the part to be segmented,
and the figure on the right represents the segmentation mask, where the white part is the part to be
segmented correctly.

Conventional iris-segmentation techniques, such as edge detection and Hough trans-
form methods, are put to the test in terms of performance and stability when confronted
with undesirable conditions such as eye occlusion, image blurring, insufficient resolution,
or reflections. As a result, improving the accuracy and reliability of iris segmentation under
these non-ideal conditions has emerged as a major focus of current research. The use of
deep learning algorithms, including advanced image segmentation architectures such as
FCN [2], U-Net [3], Transformer [4], provide a more accurate and stable solution for iris
segmentation due to their powerful feature learning and boundary recognition abilities.

The applicability of U-Net to iris-segmentation tasks was first studied in depth and
the computational efficiency of the algorithm was explored in detail by Lozej et al. [5].
Wu et al. [6] proposed a model Dense U-Net combining U-Net and DenseNet to improve
iris-segmentation accuracy under non-ideal conditions. Zhang et al. [7] further developed
the field by proposing the FD-U-Net algorithm, which utilizes dilation convolution instead
of the traditional convolution operation, thus making significant progress in extracting
global features, especially in processing the details of iris images. It shows excellent per-
formance in handling the details of iris images, which enables the algorithm to maintain
its outstanding performance in heterogeneous iris-segmentation tasks as well. Wang et al.
proposed IrisParseNet [8], an efficient multitasking iris-segmentation method based on
U-Net. The method models the iris mask and its parameterized inner and outer boundary
information through a unified multitask network framework, which not only enhances the
robustness and generalization ability of the algorithm but also provides a solid technical
foundation for iris segmentation under non-ideal conditions. The Transformer architecture,
with its unique self-attention mechanism, has revolutionized the domain of natural lan-
guage processing with its ability to efficiently capture long-distance dependencies. With
its gradual application in the field of image segmentation, this innovative technique is
beginning to show its potential in visual tasks. Sun et al. [9] took an exploratory step in the
field of iris segmentation by proposing HTU-Net, a hybrid architecture that incorporates
Transformer. The architecture employs a convolutional layer in the encoding stage to
capture the intensity of local features while utilizing the Transformer to capture correlation
information at a distance. In the decoding stage, by introducing a gating mechanism,
HTU-Net is able to capture rich multi-scale contextual information. In addition, Sun et
al. designed the pyramid center perception module to further enhance the ability to cap-
ture global features of the iris, while Gu et al. [10] further advanced the field by deeply
integrating the Swin Transformer [11] with the U-Net architecture, which dramatically
improves the iris region by accurately modeling contextual information interactions be-
tween image pixels separation accuracy from background noisy pixels. Meng et al. [12]
proposed a bilateral segmentation backbone network that combines the advantages of
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Swin Transformer and CNN for more efficient feature extraction. They also introduced
the Multi-scale Information Feature Extraction Module, a module capable of extracting
finer-grained multi-scale spatial information, as well as the Channel Attention Mechanism
Module to enhance the discriminability of iris regions.

The Segment Anything Model (SAM), a groundbreaking development by Meta, has
revolutionized the realm of image segmentation. It boasts superior capabilities for segment-
ing intricate scenes and a multitude of objects. In addition, the SAM model is designed
to have GPT-like Prompt-based working capability compared to models such as U-Net,
FRED-Net [13], OR-Skip-Net [14], etc., which means that it can use simple textual com-
mands or clicking prompts to edit the image during image segmentation tasks which is not
common in traditional models such as U-Net. However, when applying it to specific tasks,
such as iris segmentation, we face a unique set of challenges. These challenges require us
to fine-tune the model to fit more specialized and specific application scenarios. Therefore,
we make a series of improvements to SAM to obtain better iris-segmentation results. The
contributions of this paper are summarized in the following aspects:

1. The Segment Anything Model (SAM) was applied to the field of iris segmentation in
this paper, confirming the great potential and efficacy of large pretrained models in
handling this intricate visual task. This also opens up new avenues for future research
on iris-segmentation algorithms based on large models.

2. Adapter technique has been proven to be an efficient strategy for fine-tuning large
models to fit specific tasks. In this paper, we present an innovative plug-and-play
adapter, the IrisAdapter, which is specifically designed to capture iris domain-specific
information. The introduction of this adapter allows us to perform effective fea-
ture learning on iris images without comprehensively updating the entire model
parameters while ensuring that the original knowledge of the model is preserved
to avoid the problem of knowledge forgetting. More importantly, the application of
IrisAdapter significantly reduces the computational and economic costs associated
with large-scale model training.

3. In order to cope with the inadequacy of the pretrained ViT encoder in extracting
localized detail information of iris images, this paper introduces a CNN branch that
works in parallel with ViT. This design enables the model to capture the fine local
features of iris images through the CNN branch. Furthermore, we employ a Cross-
Branch Attention mechanism module, the introduction of which not only facilitates
the information exchange between the ViT and CNN branches but also enables the
ViT branch to integrate and utilize the local information of iris images more effectively.
Through this fusion strategy, our model significantly enhances the ability to recognize
iris details while maintaining the sensitivity of ViT to global contextual information,
thus improving the overall segmentation performance.

2. Related Work

2.1. Segment Anything Model

Over the past few years, there has been a surge of inspiration drawn from large-scale
language models like ChatGPT and GPT, and many researchers have devoted themselves to
developing models with similar capabilities. These models not only have strong generaliza-
tion capabilities, but also can be quickly adapted and scaled to the target task domain with
a very small number of samples or even in the case of zero samples. Meta’s FAIR Lab has re-
cently released the Segment Anything Model (SAM) [15], a model at the forefront of image
segmentation technology that promises to revolutionize the field of computer vision. The
architecture and pipeline of SAM is shown in Figure 2. The pipeline of SAM is as follows:
receive input image and prompt information, extract features by image encoder, process
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prompts by Prompt Encoder, generate segmentation mask by mask decoder, process dis-
ambiguation by data engine, and finally output accurate segmentation result. Intensively
trained on millions of images and over a billion masks, SAM is capable of accurate image
segmentation based on a wide range of prompts such as foreground/background points,
bounding boxes, masks, text, and more. Impressively, SAM is able to provide effective
segmentation results even when the prompt information is not sufficiently clear. SAM’s
core strength lies in its rich knowledge accumulated through training on large-scale data,
which has allowed it to learn and master the basic concepts of objects. Based on this deep
understanding, SAM is able to segment any object, even when faced with never-before-seen
objects, without additional training or fine-tuning, demonstrating excellent zero-sample
generalization capabilities. This capability not only reflects SAM’s advancement in the
domain of image segmentation but also heralds the great potential of large pretrained
models in solving complex visual problems.

Figure 2. SAM architecture.

2.2. Task-Specific SAM Fine-Tuning

SAM offers a superior framework for interactive segmentation, making itself a bench-
mark for image segmentation that relies on prompts. However, due to the domain differ-
ences between natural images and iris images, the performance of SAM shows a significant
degradation when applied to iris images. The reason for this can be attributed to the
method of data acquisition: iris images are captured using specific protocols and special-
ized sensors and are presented in different modes (near-infrared, visible light). These
images are, therefore, based on a set of physical properties and energy sources that are very
different from natural images. Therefore, the research in this paper fine-tunes SAM for a
specific iris-segmentation dataset.

There are many studies on fine-tuning SAM in specific tasks. Chen et al. proposed
SAM adapters [16], which employ domain-specific information or visual cues to segment
networks through the use of simple but effective adapters. Ma et al. [17] collected 11 medi-
cal image datasets with different modalities and fine-tuned the SAM mask decoder on more
than 1 million masks while preserving the original bounding box prompts. Deng et al. [18]
proposed a multi-bounding box-triggered uncertainty estimation method for SAM, which
has achieved a significant improvement in retinal image segmentation. Wu et al. proposed
MSA [19], which utilizes an adapter technique to integrate medical-specific knowledge into
SAM. Zhang et al. [20] proposed SAMed to integrate low-rank [21] into SAM. These pre-
ceding studies show that fine-tuning strategies or adapters can improve the performance of
SAM on specific tasks. In order to combine the advantages of both the base model and the
domain-specific model, Farmanifard et al. [22] developed a pixel-level iris-segmentation
model, IrisSAM, and the primary innovation of this research lies in the integration of
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different loss functions when fine-tuning SAM on eye images. Li et al. [23] propose nnSAM,
which represents an integration of the SAM model with nnUNet, enhancing the precision
and robustness of medical image segmentation.

2.3. Interactive Segmentation

Interactive segmentation is the splitting of the foreground and background that the
user needs to be segmented by providing certain interactive information by the user, includ-
ing clicks, bounding boxes, closed curves, non-closed curves, and other interactive methods.
It is characterized by obtaining information from the guidance of user interaction. The
algorithm then iteratively improves the segmentation based on user feedback. Interactive
segmentation is useful in many applications that require precise extraction of objects, such
as medical image segmentation [24].

3. Methodology

3.1. Overview

Inheriting the decoder and prompt encoder of the original SAM, SAM-Iris improves
the image encoder to better adapt to the iris-segmentation task. The architecture and
pipeline of SAM-Iris is shown in Figure 3. First, we adjust the input resolution of the image
encoder by reducing it from 1024 × 1024 to 256 × 256, and this improvement significantly
enhances the computational efficiency of the model. Then, to compensate for the lack of
local feature extraction in the original ViT encoder, we introduce a CNN branch dedicated
to capturing fine local information in the image, thus enhancing the model’s iris details.
Then, by introducing the CBA (Cross-Branch Attention) module, we realize the effective
information exchange between the CNN branch and the ViT branch, and this cross-branch
synergy enables the model to comprehensively utilize the advantages of the two branches
to generate richer and more accurate feature representations. Finally, the outputs of the
CNN branch and the ViT branch are merged to form an image embedding through which
the encoder and decoder predict the iris mask. Furthermore, SAM requires post-processing
to generate high-quality segmentation masks after the segmentation task, which includes
up-sampling, which up-samples the dimensions of the model output to the dimensions
of the original image, and binarization, which converts the up-sampled mask prediction
results to binary masks through binarization.

Figure 3. The architecture and pipeline of SAM-Iris, where “Freeze” means not updating the
parameters and “Update” means updating the parameters.
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3.2. Adapter

As computer hardware performance improves and the number of pretrained large
model parameters increases, full fine-tuning while training downstream tasks becomes
expensive and time-consuming. Based on this, the emergence of an Adapter alleviates
the above problem. Adapter inserts parameters for downstream tasks into each layer of
the pretrained model freezes the body of the model during fine-tuning, and trains only
the task-specific parameters, thus reducing the computational power overhead during
training. In the SAM model, the image encoder, as the component with the largest number
of parameters, is the most important part of the SAM model. As such, we keep the
original encoder parameters frozen during the fine-tuning process while equipping each
Transformer module with an adapter. The implementation strategy is as follows: first,
the resolution of the input feature map is efficiently reduced to C × 1 × 1 using global
average pooling to achieve a compact representation of the features. Subsequently, these
compressed channel embeddings are further compressed by a linear layer, followed by
another linear layer, to reduce the compressed embeddings to the original dimension.
This compression and reduction process not only preserves the key information but also
enhances the representation of the features. Finally, the reduced channel embeddings are
multiplied element-by-element with the original feature maps, and the results obtained
will be used as inputs to the next layer to provide a richer and finer feature representation
for the model. To further enhance the performance of the model, we introduce skip
connections after each adapter, a design that not only preserves more low-level features
but also promotes the effective fusion of features at different levels, thus enhancing the
model’s ability to capture details. With this innovative adapter technique, we are able to
significantly improve the performance and adaptability of the model in iris-segmentation
tasks while maintaining computational efficiency. The structure of IrisAdapter is shown in
Figure 4.

Figure 4. The structure of IrisAdapter.
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3.3. Prompt Encoder

The SAM model’s prompt encoder is highly capable, offering support for four modes
of prompts: point, bounding box, mask, and textual prompts. Given the lack of pretrained
models for matching iris images to text, this study focuses on fine-tuning the other three
prompt modes. Compared to previous approaches that use only a single prompt for fine-
tuning, the research work in this paper provides an innovative extension to retain the three
prompt modes of point, bounding box, and mask. Specifically, the model proposed in
this paper employs an integrated strategy that utilizes both sparse prompts (points and
bounding boxes) and dense prompts (masks). For the treatment of point prompts, we em-
ploy position-encoded vector embedding combined with two learnable vector embeddings,
which represent the positions of the foreground and background, respectively, and enrich
the expressive power of the point prompt by their sum. For bounding box prompts, we
use the position encoding of the points where the upper left and lower right corners are
located, as well as the learnable embedding vectors representing these two corners, to
accurately capture the features of the bounding box. For the application of dense prompt,
in this paper, We employ the low-resolution feature maps produced following the model’s
initial iteration as a mask prompt. Utilizing two convolutional embeddings, we reduced
the input mask’s dimensions by a factor of four, concurrently modifying the number of
output channels to one quarter and one sixth of the initial input channels, respectively.
Ultimately, by using a 1 × 1 convolutional kernel, the channel dimensions are mapped to
256 to ensure that the feature maps are sufficiently expressive while remaining informative.
This combined use of sparse and dense prompts not only improves the model’s capacity for
capturing iris image features but also enhances the model’s adaptability and flexibility to
different prompt modes, providing powerful technical support for accurate segmentation
and analysis of iris images. The structure of Prompt Encoder is shown in Figure 5.

Figure 5. The structure of Prompt Encoder.

3.4. Mask Decoder

In this study, we used the original mask decoder of the SAM model, preserved its
structure, and did not make any changes. During the training process, we focused on
continuously optimizing and updating the parameters of the mask decoder. This decoder
is composed of a pair of Transformer layers: a dynamic mask prediction header responsible
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for generating the initial prediction of the mask and an intersection-to-union (IoU) score
regression header that focuses on improving the match between the predicted mask and
the real mask. This design is not only lightweight and efficient but also very powerful
in terms of functionality. In the model’s default mode of operation, it is able to generate
three independent mask predictions for each prompt simultaneously. By comparing these
predictions, the model selects the mask with the highest IoU score as the optimal solution,
which guides the parameter updates. This approach ensures that the model is able to
continuously improve itself during the training process, gradually increasing the accuracy
and reliability of the mask predictions.

3.5. CNN Branch

The CNN branch is made up of a succession of convolution-pooling blocks that are
linked consecutively. To be precise, the input data initially traverses a single convolutional
block, which is then succeeded by a trio of sequential convolutional-pooling blocks. In
this process, the spatial dimensions of the feature maps output from the CNN branch
are matched to the feature maps of the ViT branch. In the following section of the CNN
branch, these convolutional layers are sequentially iterated four times. Each convolutional
layer is equipped with a 3 × 3 convolutional kernel for the convolution operation, and
each convolutional-pooling hierarchy contains a maximum pooling layer with a step size
and a pooling kernel of 2 following the convolutional layer. The structure of a single
convolutional block is shown in Figure 6.

Figure 6. The structure of a single convolutional block.

3.6. Cross-Branch Attention

The Cross-Branch Attention (CBA) module facilitates an information exchange path-
way between the CNN and ViT branches, enhancing the model’s ability to incorporate
missing local information. The structure of Cross-Branch Attention module is shown in
Figure 7. For the feature map FV from the ViT branch and the feature map FC from the
CNN branch, the representation formula is as follows.

CBA(FV ,FC) =

(
σ

(
FV Mq(FC Mk)

T

√
dm

)
+ R

)
(Mv) (1)

where σ denotes the SoftMax function. Mq ∈ R
d×dm , Mk ∈ R

d×dm , Mv ∈ R
d×dm denotes

Q, K, and V in the attention mechanism, denotes the relative position encoding, and
R ∈ R

hw×hw denotes the dimensionality of the CBA module, dm denotes the dimensionality
of the CBA module.
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Figure 7. The structure of Cross-Branch Attention module.

3.7. Loss Function

In the iris-segmentation task, the number of non-iris pixels is much larger compared to
the number of iris pixels, and this class imbalance problem can seriously interfere with the
segmentation performance. To address the problem, we employ a combined loss function
that includes Dice Loss, Focal Loss, and IoU Loss to supervise the model’s training process.

Dice Loss, originating from a seminal paper [25], was specifically designed to address
the strong imbalance that exists between positive and negative samples in segmentation
tasks. This loss function, with its unique advantages, optimizes the model’s performance
when dealing with unbalanced datasets and improves the model’s accuracy in recognizing
a small number of categories. Dice Loss, by assessing the resemblance between the model’s
predictions and the actual labels, prompts the model to focus more on positive samples
that constitute a minor part of the dataset. This approach effectively equalizes the influence
of various categories and ensures the model’s capacity for generalization and robustness,
as detailed further below:

Ldice = 1 − 2|Predicted ∩ Target|
|Predicted|+ |Target| (2)

where Predicted represents the mask predicted by the model and Target represents the
true mask.

IoU Loss (Intersection over Union loss) [26] is a loss function that measures the degree
of overlap between predicted and true results and evaluates the performance of a model
by calculating the ratio of intersection and concatenation between the predicted and true
masks. The core principle of this loss function is that it provides intuitive feedback on
the model’s performance by quantifying how well the predicted mask matches the true
mask. IoU Loss is particularly suited to segmentation tasks that require high accuracy, as
defined below:

LIoU = −|Predicted ∩ Target|
|Predicted ∪ Target| (3)

Focal Loss [27] was introduced to address a common challenge in iris-segmentation
tasks—the significant imbalance between positive and negative samples. This loss function
is an innovative extension of the traditional cross-entropy loss function, which effectively
adjusts the sensitivity of the loss function to different samples by introducing a dynamic
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scaling factor γ. The core idea of Focal Loss is to reduce the weight of its contribution
to the loss function during training for samples that are easily correctly categorized by
the model, i.e., easy-to-distinguish samples, and to increase the weight for samples that
are difficult to be accurately recognized by the model, i.e., hard-to-distinguish samples,
increase their weights, thus prompting the model to focus on these challenging samples
more quickly. In this way, Focal Loss optimizes the model’s learning process, enabling
the model to learn and distinguish those elusive details in the iris-segmentation task more
efficiently, and significantly improves the model’s ability to recognize a small number of
classes of samples. Its formula is as follows:

LFocal = (1 − pt)
γ· log pt (4){

pt = p, y = 1
pt = 1 − p, otherwise

(5)

where pt denotes the probability that the model is predicted to be a foreground, and γ is a
dynamic scaling factor to adjust the balance between positive and negative categories. The
value of p ranges from 0 to 1 and is the probability that the model predicts a mask.

Finally, the joint loss function is formulated as, where w and s are tunable hyperparameters:

Ltotal = w ∗ LFocal + Ldice + s ∗ LIoU (6)

3.8. Fitune Strategy

In this paper, we draw on the essence of the SAM model as well as other interactive
segmentation methods and train the model in depth by simulating the process of interac-
tive segmentation. Specifically, for each batch of data, we employ a training strategy of
9 iterations. In the crucial first iteration, we initiate the segmentation process by randomly
selecting a foreground point or bounding box as a sparse prompt with the same probability.
The foreground points are carefully sampled from the real mask, while the bounding box is
a maximal enclosing rectangular box computed based on the real mask, with points at its
four corners allowed to have an offset of up to 5 pixels in order to increase the robustness
of the model. In the first iteration, we adopted a comprehensive update strategy, updating
the parameters of the adapter, prompt encoder, and mask decoder simultaneously. This
comprehensive update provides a solid starting point for the model to capture key features
of the image more accurately in subsequent iterations. Starting from the second iteration,
we adopt a more flexible sparse prompt strategy by randomly selecting 1, 3, 5, or 9 points as
prompt, which not only increases the diversity of the training but also motivates the model
to learn to segment efficiently with different numbers of prompt. At the same time, the
model uses the low-resolution feature maps generated in the previous iteration as dense
prompts for the current iteration, and this strategy enables the model to gradually refine its
understanding of the mask in successive iterations. In the last iteration, as well as randomly
selected intermediate iterations, we only provide a dense prompt, which aims to guide
the model to focus on extracting information from the existing feature prompt to further
improve the accuracy and reliability of its predictions.

4. Experiments and Analysis of Results

4.1. Introduction to the Dataset

In this paper, we assess the performance of our proposed model across three iris-
segmentation datasets: CASIA.v4-distance, UBIRIS.v2, and MICHE. These three datasets
cover a variety of challenging factors such as different spectra (visible and near-infrared),
devices, and distances, and their dataset-related information is shown in Table 1.
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Table 1. Experimental dataset. Where NIR denotes near-infrared light and VIS denotes visible light.

Dataset Train Test Resolution Device Spectral

CASIA.v4-distance 300 100 640 × 400 CASIA long-range iris camera NIR
UBIRIS.v2 500 445 400 × 300 Canon EOS 5D VIS

MICHE 680 191 400 × 400 iPhone 5 Samsung Galaxy S4 Samsung Galaxy Table2 VIS

CASIA.v4-distance [28]: This dataset was captured using a CASIA long-range iris
camera in near-infrared light. We use the same protocol as [29] for experiments, which
contained 400 iris images at 640 × 480 resolution. The first 300 images from the first
30 subjects were used for training, and the last 100 images from the last 10 subjects were
used for testing.

UBIRIS.v2 [30]: This dataset was captured under visible light conditions using a
Canon EOS 5D camera. A subset of 1000 UBIRIS.v2 images at 400 × 300 resolution was
used in the NICE.I [31] competition. We use the same protocol [31] as NICE.I competition
for experiments, which selected 945 of these images to be manually labeled, of which
500 images were used for training and 445 images for testing.

MICHE [32]: This dataset was created in order to evaluate and develop algorithms for
visible light iris images captured on the mobile device. It includes visible light iris images
captured by three mobile devices (iPhone 5, Samsung Galaxy S4, Samsung Galaxy Table2)
under unconstrained conditions. We use the same protocol as [8] for experiments, which
selected 871 visible light images from MICHE, which contains 680 training images and
191 images for testing.

4.2. Metric

FP (False Positive) denotes the number of pixels that predicted the non-iris region as
the iris region, and TN (True Negative) denotes the number of correctly predicted pixels in
the non-iris region, FN (False Negative) denotes the number of pixels for which the iris
region is predicted as a non-iris region, and TP (True Positive) denotes the number of pixels
for which the iris region is correctly predicted.

4.2.1. mIoU

The mIoU represents the average intersection ratio for the type of pixel points in
the iris image. A larger value of mIoU represents a better segmentation result where k
represents the number of classes. The formula for mIoU is as follows.

mIoU =
1

k + 1

k

∑
i=0

TP
FN + FP + TP

(7)

4.2.2. F1

The F1 Score is calculated from Precision and Recall. A larger value of F1 Score means
better segmentation results. The formula for F1 Score is as follows.

F1 =
2 × Precision × Recall

Precision + Recall
(8)

Precision =
TP

TP + FP
(9)

Recall =
TP

TP + FN
(10)
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4.2.3. E1

E1 denotes the ratio of inconsistent pixels to the total pixels obtained by computing
the dissimilarity of the predicted segmented image to each pixel in the ground truth. The
smaller the value of E1, the better the segmentation result is, and the calculation formula is
as follows.

E1 =
∑N

k=1 ∑i,j∈(m,n) G(i, j)
⊕

O(i, j)
N × m × n

(11)

where N denotes the number of iris images, m as well as n denotes the width and height of
the iris images, G(i, j) and O(i, j) denote the predicted segmentation results and the pixels
of the labeled images, respectively, and

⊕
denotes the logical heterodyne operation.

4.2.4. Accuracy

Accuracy represents the ratio of the number of correctly predicted pixel points to
the total number of pixels in the iris image. A larger value of Acc represents a better
segmentation result and is calculated as follows.

Acc =
TP + TN

TP + FN + FP + TN
× 100% (12)

4.3. Experimental Setup

This paper introduces an algorithm that is fully developed using the PyTorch frame-
work and is trained on a single Nvidia RTX 4090 GPU. Considering the limitations of
computational resources, and especially given the concentration of parameters in the en-
coder part of the SAM model, we chose to use ViT-B (Base) as the encoder for fine-tuning
the model. Given the relatively limited dataset available for training, we set the batch size
to 2 and employed an Adam optimizer with a learning rate of 0.0001 and a weight decay
of 0.01 throughout the training process. To ensure that the model could fully learn and
generalize on the limited data, the training process was conducted over 15 epochs. Prior
to the commencement of the training process, the resolution of the images was uniformly
adjusted to normalize them to 256 × 256 pixels. In the case of images with a width or height
less than 256 × 256 pixels, a strategy of zero edge padding was employed to ensure the
integrity and proportion of the image were maintained. In all other instances, a bilinear
interpolation technique was utilized to resize the image, therefore guaranteeing that the
quality and details were correctly handled during the zoom-in process.

4.4. Analysis of Experimental Results
4.4.1. Comparison Experiment

As shown in Table 2, our model demonstrates exceptional performance on a multitude
of iris-segmentation datasets, including CASIA.v4-distance, UBIRIS.v2, MICHE-I. In the
comparative experiments, a variety of algorithms were selected for analysis, including the
traditional algorithm RTV-L 1 [33]. This was complemented by the inclusion of several
advanced algorithms, including CNN-based U-Net [3], Deeplab V3+ [34], MFCNs [29],
CNNHT [35], and IrisParseNet [8], as well as Transformer-based Swin Transformer [11]
and TransUNet [36]. An analysis of the results indicates that the model introduced in
this study surpasses CNN-based models across all four performance metrics. This result
unequivocally demonstrates the superiority of the self-attention mechanism in Transformer
in capturing long-distance dependent information in images, which markedly enhances the
segmentation performance. Moreover, the Transformer-based algorithms Swin Transformer
and TransUNet demonstrate superior performance compared to their CNN-based coun-
terparts, further substantiating the efficacy of the self-attention mechanism. The encoder
and decoder of the SAM-Iris model are both comprised of a Transformer layer, wherein
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the encoder incorporates the pretrained large-scale model ViT-B and the IrisAdapter mod-
ule, a novel addition that endows the model with enhanced iris image feature extraction
capabilities. Notably, the incorporation of bounding boxes and point prompts enhances
the model’s precision in defining the iris’s annular area, which in turn effectively steers
the segmentation algorithm towards higher accuracy. In comparison with the current
state-of-the-art Transformer algorithms, Swin Transformer and TransUNet, SAM-Iris has
been demonstrated to possess superior iris-segmentation capabilities.

Table 2. Comparison of experimental results. Where an upward arrow indicates that a larger value is
better, and a downward arrow indicates that a smaller value is better.

Methods
CASIA.v4-Distance UBIRIS.v2 MICHE-I

E1↓ F1↑ mIoU↑ Acc↑ E1↓ F1↑ mIoU↑ Acc↑ E1↓ F1↑ mIoU↑ Acc↑
RTV-L 1 [33] 0.68 87.55 78.25 81.04 1.21 85.97 77.63 88.83 2.42 79.24 71.47 88.97
U-Net [3] 0.42 93.96 88.84 91.28 0.91 91.59 84.67 92.50 0.76 92.63 86.67 93.36
Deeplab V3+ [34] 0.53 92.43 86.83 - 0.88 91.16 85.90 - 0.77 91.93 85.79 -
MFCNs [29] 0.59 93.09 - - 0.90 91.04 - - 0.74 92.01 - -
CNNHT [35] 0.56 92.27 86.58 89.01 0.97 90.34 82.98 91.14 0.80 91.41 85.27 91.66
IrisParseNet [8] 0.41 94.25 89.52 93.29 0.84 91.78 84.88 92.31 0.66 93.05 87.27 92.53
SwinTransformer [11] 0.40 94.52 89.68 93.91 0.99 91.46 83.96 91.52 0.91 91.34 84.67 92.39
SwinUNet [37] 0.37 94.67 90.03 94.22 0.92 92.37 84.64 92.72 0.71 91.34 86.93 93.79
TransUNet [36] 0.39 94.51 89.72 93.27 0.91 91.55 84.57 91.67 0.73 92.71 86.75 93.10
MedSAM [17] 0.47 92.94 86.81 92.67 0.93 90.58 83.27 90.75 0.81 92.02 84.95 93.04
IrisSAM [22] 0.45 93.79 87.82 93.58 0.93 91.12 84.05 92.43 0.80 92.06 84.25 92.15
Ours 0.34 95.15 90.88 96.49 0.79 94.08 88.94 94.97 0.67 93.62 88.66 95.03

Visual comparisons of the iris-segmentation results from SAM-Iris are depicted in
Figures 8 and 9. In the subplots of these result comparisons, blue-colored areas represent
true positives (correct predictions), while red areas represent false positives (incorrect
predictions in non-iris regions), and green represents true negative pixels (incorrect pre-
dictions in iris regions). Observing the results, it can be found that the method proposed
in this paper not only accurately segments the outer and inner contours of the iris re-
gion but also enables the image encoder to learn iris features more efficiently, therefore
effectively avoiding incorrect segmentation of the pupil region. In addition, the method
also shows higher accuracy when dealing with eyelash occlusion and highlight regions,
successfully excluding factors that are not related to the iris region. This improvement is
mainly attributed to the enhancement of the CNN branch, which significantly improves
the information extraction ability of the image encoder in localized regions, thus improving
the prediction quality of the iris mask. With this comprehensive strategy, SAM-Iris not only
achieves a significant improvement in overall segmentation accuracy but also demonstrates
its excellent performance in detail processing.
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Figure 8. Visualization of visible light iris-segmentation results. Blue-colored areas represent true
positives, red areas represent false positives, and green represents true negative pixels.

Figure 9. Visualization of NIR iris image segmentation results. Blue-colored areas represent true
positives, red areas represent false positives, and green represents true negative pixels.

4.4.2. Ablation Experiment

As detailed in Table 3, this section presents a comprehensive set of ablation studies
designed to assess the individual impact of each component on enhancing performance. For
consistency, the iris images in all four sets of experiments were resized to 256 × 256 pixels.
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The first set of experiments used the original SAM model without fine-tuning. The results
show that the model performs poorly in segmenting iris regions and lacks the ability to
generalize to specific iris-segmentation tasks. This finding emphasizes the need for targeted
fine-tuning of the SAM model. The next three sets of experiments further validated that
the fine-tuned SAM model can be effectively adapted to the target domain. In the second
and third sets of experiments, the results showed that the IrisAdapter adapter was able to
significantly improve the image encoder’s ability to extract iris features, thus confirming
the effectiveness of the adapter technique in optimizing the SAM model. In addition, the
second and fourth sets of experiments demonstrated the importance of local information
in improving the quality of iris segmentation, and the experimental results proved that
the CNN branch successfully introduced key local features for the ViT branch, further
enhancing the model’s capacity to capture iris details.

Table 3. Results of the ablation study. Where an upward arrow indicates that a larger value is better,
and a downward arrow indicates that a smaller value is better.

Methods
CASIA.v4-Distance UBIRIS.v2 MICHE-I

E1↓ F1↑ mIoU↑ Acc↑ E1↓ F1↑ mIoU↑ Acc↑ E1↓ F1↑ mIoU↑ Acc↑
NoFitune-SAM 3.78 37.33 24.97 64.41 6.47 32.17 21.42 77.03 5.19 43.84 31.05 67.26
SAM+IrisAdapter 0.44 91.43 88.07 96.15 0.91 93.19 87.41 94.22 0.82 91.47 84.66 92.45
SAM+CNNBranch 3.77 56.86 40.48 52.26 4.97 57.41 41.89 66.68 4.31 48.96 33.77 57.02
Ours 0.34 95.15 90.88 96.49 0.79 94.08 88.94 94.97 0.67 93.62 88.66 95.03

4.4.3. Prompt Experiment

The SAM model is pretrained by an interactive promptable segmentation method,
where a series of prompts (points, boxes, masks, etc.) are simulated for each training image,
and the loss is defined as the deviation between the model’s predicted mask and the true
mask. This interactive capability allows SAM to obtain reasonable segmentation results
in a single interaction, which is usually not the case with traditional models. The data
in Table 4 reflect in detail the performance of the iris-segmentation task when using a
bounding box (Bbox) and different numbers of point prompt (1 point, 3 points, 5 points,
9 points) on different datasets. It is noticeable that as the number of point prompts increases
incrementally, the model’s performance metric remains largely constant. This suggests
that using an appropriate number of point prompts is advantageous for enhancing the
precision of iris segmentation. However, when the number of point prompt exceeds a
certain threshold, the performance improvement is not significant, indicating that more
point prompts are not better, but there is an optimal number of prompts. In addition, point
prompt demonstrates an advantage in improving iris-segmentation performance compared
to the bounding box prompt. Point prompts are able to localize key regions of the iris more
accurately, which allows the model to understand and segment the iris contour in greater
detail. This performance improvement further confirms the superiority of point prompts
over bounding box prompts in iris-segmentation tasks. Taken together, these findings
provide important guidance: when designing SAM-based iris-segmentation algorithms, an
appropriate amount of point prompts should be considered to optimize performance and
also highlight the effectiveness of point prompts in accurately capturing iris features.
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Table 4. Prompt comparison experiment results.

Prompt Mode
CASIA.v4-Distance UBIRIS.v2 MICHE-I

E1↓ F1↑ mIoU ↑ Acc↑ E1↓ F1↑ mIoU↑ Acc↑ E1↓ F1↑ mIoU↑ Acc↑
Bbox 0.36 94.89 90.45 96.11 0.72 93.24 87.83 94.02 0.68 93.35 88.27 94.95
1 Point 0.34 95.15 90.88 96.49 0.79 94.08 88.94 94.97 0.67 93.62 88.66 95.03
3 Points 0.37 94.68 90.22 96.03 0.73 93.20 87.79 93.92 0.68 93.33 88.27 94.87
5 Points 0.37 94.66 90.21 96.01 0.73 93.20 87.79 93.92 0.68 93.31 88.25 94.84
9 Points 0.37 94.67 90.22 96.01 0.73 93.19 87.77 93.91 0.68 93.33 88.27 94.87

4.4.4. Interactive Segmentation Visualization

Figure 10 provides a visualization of the segmentation effect of the NIR iris image,
with different prompts to see the differences in the segmentation results. Starting from
the original image in Figure 10a, we can see the original unsegmented iris image, which
provides a reference for the subsequent visualization. In Figure 10b–f, it can be seen that
the model is able to segment the iris region accurately and interactively under different
prompt modes that are considered to be set.

Figure 10. Interactive segmentation results.

5. Conclusions

In this paper, we have successfully applied the Segment Anything Model (SAM) to
the iris-segmentation domain through a series of innovative research efforts, confirming
the great potential and effectiveness of large pretrained models in handling this complex
visual task. We propose the IrisAdapter adapter as a plug-and-play tool that effectively
captures iris domain-specific information while avoiding a full update of the entire model
parameters, reducing the computational and economic cost of the training process. In
addition, by introducing a CNN branch working in parallel with ViT and a Cross-Branch
Attention mechanism module, our model makes significant progress in extracting local
detail information of the iris image, enhances the ability to recognize iris details, and
improves the overall segmentation performance. Future work can further explore and
optimize the adapter technique for a wider range of application scenarios and requirements.
Meanwhile, we will also focus on how to further improve the SAM model’s ability to extract
local features as well as pre-training large model fine-tuning techniques to achieve higher
accuracy iris segmentation.
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Abstract: Multi-modal ocular biometrics has recently garnered significant attention due to its poten-
tial in enhancing the security and reliability of biometric identification systems in non-constrained
scenarios. However, accurately and efficiently segmenting multi-modal ocular traits (periocular,
sclera, iris, and pupil) remains challenging due to noise interference or environmental changes, such
as specular reflection, gaze deviation, blur, occlusions from eyelid/eyelash/glasses, and illumina-
tion/spectrum/sensor variations. To address these challenges, we propose OcularSeg, a densely
connected encoder–decoder model incorporating eye shape prior. The model utilizes Efficientnetv2
as a lightweight backbone in the encoder for extracting multi-level visual features while minimizing
network parameters. Moreover, we introduce the Expectation–Maximization attention (EMA) unit to
progressively refine the model’s attention and roughly aggregate features from each ocular modality.
In the decoder, we design a bottom-up dense subtraction module (DSM) to amplify information
disparity between encoder layers, facilitating the acquisition of high-level semantic detailed features
at varying scales, thereby enhancing the precision of detailed ocular region prediction. Additionally,
boundary- and semantic-guided eye shape priors are integrated as auxiliary supervision during train-
ing to optimize the position, shape, and internal topological structure of segmentation results. Due to
the scarcity of datasets with multi-modal ocular segmentation annotations, we manually annotated
three challenging eye datasets captured in near-infrared and visible light scenarios. Experimental
results on newly annotated and existing datasets demonstrate that our model achieves state-of-the-art
performance in intra- and cross-dataset scenarios while maintaining efficient execution.

Keywords: ocular segmentation; iris segmentation; sclera segmentation; biometric recognition; shape
prior

1. Introduction

As a form of single-modal ocular biometrics, iris recognition has gained widespread
recognition as a reliable authentication method due to its unique, stable, accurate, and
noninvasive characteristics [1]. It has found extensive applications across various domains,
including public safety, border control, mobile payment, and the metaverse. Additionally, in
recent years, research has indicated that other ocular modalities (as illustrated in Figure 1),
such as sclera and periocular [2,3], can effectively complement the iris recognition, substan-
tially enhancing its suitability, accuracy, and security [4–7]. To exploit multi-modal ocular
traits for recognition, the initial step is to perform multi-modal ocular segmentation on
the input eye image. As depicted in Figure 2, this study concentrates on the simultaneous
segmentation of the periocular (as a background class), sclera, iris, and pupil regions. As a
result, the segmented region of interest (ROI) images of the periocular, sclera, and iris are
further fed into their corresponding feature extractors to extract multi-modal identity fea-
tures for fusion recognition. As for the pupil, it can serve various purposes, such as fatigue
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detection and gaze estimation [8]. Given that multi-modal ocular segmentation occurs
during the pre-processing stage, any inaccuracies in segmentation could result in the loss
of identity-related modality information or the introduction of distracting textures. Such
inaccuracies can substantially impair the accuracy of multi-modal ocular recognition [9,10].

Figure 1. Periocular and ocular components (sclera, iris, and pupil). The eye image is from the
SBVPI [11] dataset.

Figure 2. A standard multi-modal ocular recognition pipeline typically incorporates multi-modal
segmentation to identify the regions of interest (ROIs) for fusion recognition.

Biometric recognition usually occurs in constrained scenarios. However, with the
deepening of its application in our daily lives, it has become a trend to develop ocular
biometrics in non-constrained scenarios (e.g., at-a-distance, on-the-move, and visible illu-
mination), which would greatly reduce the constraints for user cooperation and imaging
conditions. However, under these conditions, the segmentation process is highly suscep-
tible to various noise factors such as specular reflection, gaze deviation, motion/defocus
blur, occlusions from eyelid/eyelash/glasses, as well as environmental changes such as
variations in illumination/spectrum/sensor. In addition, as a pre-processing operation,
it should also be computationally efficient for practical deployment. Overall, achieving
accurate and efficient multi-modal ocular segmentation is inherently challenging.

Some efforts have been made in the literature to enhance the accuracy of multi-modal
ocular segmentation. Early approaches, such as EyeNet [12] and MinENet [13], primarily
utilized classic CNN architectures like ResNet [14] to assess the feasibility of multi-modal
ocular segmentation tasks. Subsequently, several models based on improved encoder–
decoder architecture, such as RITnet [15], SCN [16], and Eye-UNet [17], were proposed to
elevate segmentation accuracy further. In recent years, to enhance segmentation perfor-
mance with limited annotated datasets, methods based on semi-supervised learning have
been proposed [18]. Hassan et al. introduced a new framework named SIPFormer [19],
which integrates transformer architecture for this multi-modal segmentation task. At the
same time, it improves segmentation accuracy and introduces many parameters, reducing
model efficiency. Additionally, most current methods are trained and evaluated on datasets
from a single collection environment with limited samples, such as OpenEDS [20], which

55



Electronics 2024, 13, 1967

may not adequately reflect the performance in real-world ocular recognition scenarios.
Therefore, substantial challenges remain in developing efficient, accurate, and generalizable
multi-modal ocular segmentation models.

More specifically, several challenges are highlighted in the multi-modal ocular seg-
mentation task: (i) Current models exhibit inadequate adaptability to environmental fluc-
tuations, encompassing factors like illumination, resolution, and contrast, among others,
coupled with heightened computational complexity, constraining their applicability in
resource-constrained settings like embedded devices. (ii) Most current models utilize an
end-to-end pixel-wise semantic segmentation strategy for multi-modal ocular segmentation.
However, they often fail to effectively leverage prior knowledge concerning the overall
eye shape and the spatial distribution of different modalities. Consequently, this limitation
hinders the extraction of contextual features, rendering the models prone to segmentation
errors. (iii) The availability of finely annotated multi-modal ocular datasets in real-world
open environments is scarce. Furthermore, certain datasets mentioned in the literature,
like OpenEDS [20], exhibit limited accessibility or are not specifically collected for ocular
biometrics.

This paper proposes a novel multi-modal ocular segmentation approach, named Ocu-
larSeg, to address the challenges above. The proposed approach is an encoder–decoder
model like U-Net [21]. Specifically, the encoder employs the lightweight Efficientnetv2 [22]
as the backbone for extracting multi-level visual features while mitigating computational
complexity. Since the initially extracted hierarchical features are relatively coarse and
lack discrimination for multi-modal ocular traits, we further introduce the Expectation–
Maximization Attention (EMA) [23] module to alleviate this problem. Unlike certain
mechanisms that require generating large attention maps, resulting in high computa-
tional complexity and consuming significant GPU memory—such as the self-attention
mechanism in Transformer [24]—the EMA module is designed based on the Expectation–
Maximization [25] algorithm. This allows it to dynamically adjust attention weights within
the neural network and integrate spatial information. Such a design enhances the model’s
perceptual and discriminative abilities in noisy environments, thereby achieving coarse
aggregation of ocular features and effectively improving the accuracy of prediction results.

In the decoder, we focus more on the information differences between different levels
and consider that the semantic features at the deep level are richer and more likely to cap-
ture intricate ocular parts; hence, we propose a bottom-up densely connected subtraction
module. It starts from the deepest level and applies subtraction units to the feature maps at
all scales larger than the current one. This facilitates the exchange of cross-resolution feature
information while accentuating useful distinctions between features, thereby eliminating
interference from redundant components. Moreover, we incorporate the prior knowledge
of ocular by integrating the boundary-guided prior and semantic-guided prior as supple-
mentary constraints within the model structure and training procedure. This optimization
enhances the model’s predictive capabilities across various modalities and diminishes
mis-segmentation. Lastly, we manually annotate three diverse multi-modal ocular datasets
collected under visible and near-infrared light conditions with noise to assess the model’s
accuracy and generalization in real-world open environments. Experimental findings on
self-collected and publicly available datasets show that our model achieves state-of-the-art
performance in intra- and cross-dataset scenarios while maintaining low computation costs.

In summary, our main contributions can be summarized as follows:

• We present OcularSeg, a highly efficient and accurate, densely connected encoder–
decoder model tailored for multi-modal ocular segmentation. This model integrates
a lightweight EfficientNetv2 as its backbone, an EMA module for aggregating fea-
tures from different modalities, and a bottom-up dense subtraction module to refine
prediction results through feature exchange across different levels.

• We incorporate prior knowledge of eye shape, including boundary-guided and semantic-
guided priors, to offer additional and refined guidance for the model’s predictions
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regarding shape, position, and structural relationships between different modalities.
This inclusion substantially enhances the accuracy of our method.

• We manually annotate three diverse eye image datasets collected under various
environmental conditions, encompassing illumination, resolution, and spectrum dif-
ferences. These datasets are meticulously categorized for periocular, sclera, iris, and
pupil pixels. Combining these datasets with existing ones demonstrates our method’s
effectiveness, superiority, and efficiency for multi-modal ocular segmentation across
intra- and cross-dataset scenarios.

The structure of this paper is as follows: Section 2 reviews related work, while Section 3
elaborates on our multi-modal ocular segmentation framework. The experimental settings,
including datasets and evaluation protocols, are detailed in Section 4. In Section 5, we
present and analyze the experimental results quantitatively and qualitatively. Finally,
Section 6 concludes the paper and discusses future work.

2. Related Work

Few studies have concentrated on multi-modal ocular segmentation, particularly for
delineating multiple ocular regions from images using a single segmentation model. Rot
et al. [26] pioneered the training of a convolutional encoder–decoder network based on
SegNet [27], categorizing pixels into six classes: pupil, iris, sclera, eyelashes, canthus,
and periocular (as listed in Table 1). Subsequently, Ref. [28] manually annotated 500 eye
images from the NICE. I competition dataset [29], expanding on NICE. I’s two-category
real iris segmentation mask to encompass 10 semantic categories. Their work achieved
comparable segmentation accuracy utilizing FCN networks [30]. In another approach,
Ref. [31] designed a miniature multi-scale segmentation network (Eye-MS) founded on
multi-scale interconnected convolutional modules. They also developed a lightweight
variant named Eye-MMS, containing only 80k parameters, to preserve performance while
reducing parameters.

The eye segmentation challenge organized by Facebook research was conducted on
the OpenEDS dataset [20]. Kansal et al. proposed Eyenet [32] to address this challenge,
employing residual connections, multi-scale supervision, a squeeze-and-excitation mod-
ule [33], and a convolutional block attention module [34]. MinENet [13] was introduced to
streamline model complexity by removing redundancy within the central layer of ENet [35],
which utilizes a dilated and asymmetric convolution design. Chaudhary et al. proposed
the RITnet architecture [15], amalgamating DenseNet [36] and U-Net [21], integrating
pre-processing enhancement operations and boundary-aware loss functions to produce
clear regional boundaries.

Table 1. Comparison of the proposed method with other multi-class ocular segmentation methods.

Method Backbone Dataset
Spectrum

Modality Weakness
NIR VIS

Rot et al. [26] SegNet MASD [37] - � S/I/P/E/C/PO
The dataset is relatively
small, consisting of
120 samples.

D. et al. [28] FCN NICE.I [29]/MobBIO [38] - � S/I/P/E/C/PO/SR/EB/H/GF
The computational de-
mands and rough anno-
tation.

Eye-MMS [31] - OpenEDS [20] � - S/I/P/PO
The model is simple and
the accuracy is poor.

EyeNet [12] ResNet50 OpenEDS [20] � - S/I/P/PO
Large number of param-
eters and additional op-
timization.

MinENet [13] ENet OpenEDS [20] � - S/I/P/PO
Only the modifications
in the model architec-
ture.
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Table 1. Cont.

Method Backbone Dataset
Spectrum

Modality Weakness
NIR VIS

RITnet [15] U-Net/DenseNet OpenEDS [20] � - S/I/P/PO
It is computationally in-
tensive and includes pre-
processing.

iBUG [39] VGG-16/ResNet101 iBUG (Proprietary) [39] - � S/I

Utilized for iris-only
and sclera-only seg-
mentation, including
pre-processing and post-
processing operations.

Eyenet [32] ResNet OpenEDS [20] � - S/I/P/PO
Contains extensive post-
processing.

EyeSeg [40] - OpenEDS [20] � - S/I/P/PO
Contains redundant pro-
cessing.

SCN [16] SegNet Proprietary [16] - � S/I
Introduced a large num-
ber of parameters.

Ocular-Net [41] lite-residual NICE-II [42]/SBVPI [11] � - S/I
Trains each region in-
dividually, working on
one region at a time.

SSL [18] - OpenEDS [20] � - S/I/P/PO
Poor for low-quality im-
ages.

SIPFormer [19] Transformer CASIA [43] � - S/I/P/PO

Contains a large number
of parameters, as well
as a large number of
pre-processing and post-
processing.

Eye-UNet [17] ResNet OpenEDS [20] - � S/I/PO Inference time is not
ideal.

OcularSeg (Ours) Efficientnetv2 Proprietary � � S/I/P/PO
Rigorous training is re-
quired.

S = Sclera, I = Iris, P = Pupil, E = Eyelashes, C = Canthus, PO = Periocular (background), SR = Specular reflections,
EB = Eyebrows, H = Hair, GF = Glass frames, NIR = Near-infrared, VIS = Visible light.

Subsequently, Ref. [39] introduced a low-resolution ocular segmentation dataset, offer-
ing two types of annotations: 30 keypoints and pixel-level annotations. They conducted
preliminary eye segmentation investigations using deformable model-based methods and
DeepLab with Atrous CNN+CRF, respectively. EyeNet [12] tackled multiple heterogeneous
tasks related to gaze estimation and user semantic understanding. In addition, the fea-
ture encoding layer utilized ResNet50 as the backbone and integrated feature pyramid
(FPN) [44] to capture the information across different scales. Similarly, EyeSeg [40] incorpo-
rated two key components: residual connections and dilated convolutional layers. This
combination substantially improved performance without considerably increasing compu-
tational complexity. Furthermore, Luo et al. [16] introduced a shape-constrained network
(SCN), which first uses VAE-GAN [45] to learn shapes, and employed pre-trained networks
to regularize the training of SegNet. They curated and annotated a dataset comprising 8882
ocular images from 4461 facial images with varying resolutions, lighting conditions, and
head poses. Subsequently, Naqvi et al. proposed Ocular-Net [41], a deep-learning-based
lite-residual network. Additionally, Kothari proposed EllSeg [46], a simple three-category
full ellipse segmentation framework, to extend the traditional encoder–decoder architec-
ture. The results demonstrated that predicting pupil and iris centers and directions yielded
superior performance compared to pixel-level segmentation models.

Hassan et al. [19] introduced SIPFormer, a novel framework comprising encoder, de-
coder, and transformer modules designed for joint segmentation. Their approach includes
a pre-processing stage to enhance eye features while suppressing information from the
periocular regions. By leveraging transformer modules, SIPFormer demonstrates improved
feature learning capabilities, resulting in high accuracy in segmenting multi-modal features.
Similarly, Eye-UNet [17] tackled the segmentation challenge posed by low-quality human
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eye images captured outdoors. Initially, they curated a dataset of 5000 low-quality eye
images with varying lighting conditions, occlusions, and motion blur. Based on U-Net
architecture, their proposed network replaces the backbone network with Resnet18 and
integrates an attention mechanism and a deep supervision module [47].

The field of ocular segmentation is dynamically evolving, witnessing the emergence of
novel architectures and fusion strategies for multi-model data. Early studies predominantly
focused on a single spectrum, such as visible light, employing traditional deep-learning
techniques. While these methods succeeded under specific conditions, their limitations
become apparent with increasing data volume and task complexity. To address these
challenges more effectively, we advocate for a deep learning architecture amalgamating
traditional and modern prior knowledge methods. By doing so, we aim to accurately
capture subtle features and structures in eye images, offering a comprehensive solution for
ocular segmentation.

3. Methodology

3.1. Overview

The proposed OcularSeg model is designed to perform joint segmentation of the
periocular, sclera, iris, and pupil from ocular scans. A high-level overview of the model is
depicted in Figure 3. This architecture begins by extracting features using a lightweight
network, yielding five feature embeddings Ei, i ∈ {1, 2, 3, 4, 5} through five distinct feature
extraction stages. Subsequently, a convolution filter having size (3 × 3) pixels is applied
individually to each feature embedding to reduce the channels to 64 and further minimize
parameter redundancy. The resulting features are passed through the EMA module for
feature aggregation. Following this, different levels of features are directed to the dense
subtraction module, producing the decoder feature map Di, i ∈ {1, 2, 3, 4, 5}. Ultimately,
each Di progressively contributes to the decoder and is combined with eye shape prior to
generate the final predictions.











 













Figure 3. Overview of the proposed OcularSeg model.

3.2. Feature Extraction

We adopt the lightweight Efficientnetv2 [22] as the backbone to extract five levels of
features. Then, a convolution filter having size (3 × 3) pixels is applied to the feature map
output by each encoder block, standardizing the number of channels to 64. This facilitates
subsequent operations and reduces the number of parameters. The resulting latent features
Ei are then fed into the EMA [23] network, as shown in Figure 4. The attention mechanism
is rethought from the perspective of the Expectation–Maximization (EM) [25] algorithm.
Specifically, the EM algorithm is employed to identify a more compact base set μ and then
operate the attention on this set. Through dynamic learning and adjustment of attention
weights, we can obtain discriminative feature representations, enabling the model to focus
more on key regions and specific semantic categories. Details are described as follows:
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Starting with an input feature map Ei of size (C × H × W) pixels, where C, H, and
W denote the number of channels, height, and width, respectively, it is reshaped into an
N × C matrix by flattening it along the spatial dimensions (N = H × W for simplicity).
Herein, Ej

i ∈ R
C represents the C-dimensional feature vector at pixel j. The EMA module

comprises three key operations: responsibility estimation (AE), likelihood maximization
(AM), and data re-estimation (AR). Given the input Ei ∈ R

N×C and initial bases μ ∈ R
K×C,

AE estimates latent variables Z ∈ R
N×K, resembling the Expectation (E) step in the EM

algorithm. Subsequently, AM utilizes this estimation to update the bases μ, resembling the
Maximization (M) step in the EM algorithm. The AE and AM steps alternate for a fixed
number of iterations (here, we empirically set it to 3). Finally, with the converged μ and Z,
AR reconstructs the original Ei as Y.

This algorithm treats the construction base μ as the learnable parameter and the
attention map Z as the latent variable. The objective is to find the maximum likelihood
estimate of the parameters. It has been demonstrated that the complete data likelihood
ln p(Ei, Z) monotonically increases with the iteration of EM steps. The E step computes the
expectation value for each position, leveraging the current attention weights and feature
representations to estimate the significance associated with each position. The M step
utilizes the estimated E values to adjust the attention weights, thereby directing the model’s
focus towards features deemed more critical for the current ocular segmentation task. This
module is integrated into the feature extraction stage of the segmentation model, called the
EMA unit. By alternating the E step and the M step, the EMA module dynamically learns
and adjusts the attention weights. Consequently, the updated Z and μ better reconstruct
the original ocular data Ei, reducing intra-class feature differences and rendering features
more compact.

In summary, the operation of AE in the t-th iteration is formulated as

Z(t) = softmax
(

λEi

(
μ(t−1)

)�)
, i ∈ {1, 2, 3, 4, 5}, (1)

where λ is a hyperparameter that controls the distribution of Z.

Figure 4. Overall structure of the EMA unit, where AE and AM execute alternately.

3.3. Dense Subtraction Module

In the classic U-shaped segmentation architecture, various feature levels undergo
gradual fusion within the decoder via element-wise addition or concatenation. Nonetheless,
these conventional operations often lead to substantial redundancy, undermining the
complementary relationship between features at disparate levels and resulting in inaccurate
segmentation. To alleviate this problem, we propose a bottom-up dense subtraction module
(DSM), where each subtractor module is designed based on the multi-scale subtraction unit
(MSU) from M2SNet [48]. Concretely, the subtractor employs all-one convolutional filters
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of size (1 × 1), (3 × 3), and (5 × 5) pixels to compute detail and structure differences based
on pixel–pixel and regional patterns, defined as follows:

Subtractor(DSh , DSl) = Conv(

| F(DSh)1×1 
 F(DSl)1×1 | +
| F(DSh)3×3 
 F(DSl)3×3 | +
| F(DSh)5×5 
 F(DSl)5×5 |),

(2)

where 
 is the element-wise subtraction operation, and F(·)n×n represents a convolutional
filter of size (n × n) pixels. The subtractor captures complementary information from
DSh and DSl , representing high-level and low-level semantic features, respectively, and
emphasizes their differences, thereby enriching information for the decoder.

As depicted in Figure 3, to obtain high-level complementary information at multiple
feature levels, we horizontally and vertically connect multiple subtractors to compute a
series of differential features with varying orders and receptive fields. Subsequently, we
aggregate scale-specific features DSi

1 and cross-scale differential features DSi
n 	=1 between

the corresponding and higher levels. This process can be expressed as follows:

DSk
i =

7−i

∑
j=k+1

∣∣∣Subtractor(DSj
i−1 , DSk

i−1)
∣∣∣, (3)

where i and k represent the row and column indices of the feature maps in DSM, respectively.
Notably, the channel number of each feature map is kept uniform. This process aids in
further restructuring semantic information after feature extraction and aggregation from
the original backbone, thereby facilitating efficient segmentation of the eye region.

3.4. Decoder with Eye Shape Priors

Finally, the results generated by the DSM are input into the decoder for feature
enhancement and up-sampling. The decoder feature map Di is obtained as

Di =
6−i

∑
k=1

DSi
k + UP[Conv(Di+1)], i = 2, 3, 4, 5. (4)

where Conv denotes the convolution filter of size 3 × 3 pixels and UP represents the
up-sampling operation.

Due to the fixed positional relationship between each modality imposed by the ocular
region’s physiological structure and functional requirements, a specific aggregation of eye
features exists. Considering this property, we incorporate the convex hull [49] of the ocular
region, design the eye shape within the decoder part to constrain the ocular region, and
guide the model to focus more effectively on key regions of the eye image. As illustrated
in Figure 5a, we integrate the boundary-guided prior into the high-resolution layer D1.
Initially, a convolution filter having size (3 × 3) pixels is applied to D2, followed by a
softmax operation to generate a binary supervised signal M. Subsequently, M undergoes
a slicing operation to acquire a probability-valued feature map, which is then element-
wise multiplied with the result of the up-sampling operation on D2 to obtain D1. The
formulation is as follows:

M = so f tmax[Conv(D2)], (5)

D̃ =
5

∑
i=1

DS1
i + UP[Conv(D2)], (6)

D1 = D̃ ⊗ UP(M [:, 1, :, :]), (7)

where Conv denotes the convolution filter of size 3 × 3 pixels, UP represents the up-
sampling operation, and the notation ⊗ signifies element-wise multiplication.
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By augmenting visual features, the boundary-guided eye shape prior can furnish more
accurate and reliable information in ocular image analysis. This constraint mechanism is
anticipated to elevate performance and accuracy in processing and analyzing eye images,
particularly in tasks necessitating refined modeling of visual attention regions.

Figure 5. An illustration of the proposed eye shape priors.

When observing a person’s eyes, discernible features encompass the ocular regions
and the positional relationships among the periocular, sclera, iris, and pupil areas. The
pupil typically manifests as a black circular region positioned centrally within the eye. The
iris, between the black pupil and the white sclera, presents as a colored circular region,
while the sclera encompasses the iris. The periocular region, comprising the skin around
the eyes, may exhibit various textures surrounding the above ocular modalities. These
components collectively contribute to the distinct semantic features of each individual’s eye.
We aim to fine-tune a pre-trained VGG network to correct and enhance feature discrepancies
between prediction results and ground truth progressively, from shallow to deep layers.
This process, termed semantic-guided prior, captures the semantic relationships between
different modalities by supervising the generation of 4-classes prediction results.

It is evident that low-level feature maps harbor abundant information, whereas high-
level feature maps encapsulate more location information, as depicted in Figure 5b. We
extract multi-scale features from the prediction and ground truth, respectively. Subse-
quently, the feature difference between them is computed as loss L f :

L f = l1
f + l2

f + l3
f + l4

f , (8)

where li
f is described as

li
f =

∥∥∥Fi
P − Fi

G

∥∥∥
2
, i = 1, 2, 3, 4, (9)

where Fi
P and Fi

G represent the feature maps extracted from prediction results and ground-
truth labels at layer i from shallow to deep, respectively. Thus, li

f is calculated as the
Euclidean distance (L2-Loss) between two feature maps at the same level.

3.5. Training Objectives

During the training process, we utilize three loss functions to optimize the entire model:
boundary-guided prior loss, semantic-guided prior loss, and regular semantic segmentation
loss. Specifically, for the boundary-guided prior loss, we employ a combination of cross-
entropy loss [50] and dice loss [51] for joint optimization to learn the ocular masks of the
eye regions. Mathematically, it is formulated as LB:

LB = α · Lb
CE + β · Lb

Dice. (10)

The semantic-guided prior loss is expressed as L f , as described in Section 3.4. For
the regular semantic segmentation loss LS, we employ structure loss, consisting of cross-
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entropy loss and IoU loss, to learn multi-modal (4-classes) ocular segmentation results.
Mathematically, the function of LS is formulated as

LS = δ · (Ls
IoU + Ls

CE). (11)

Overall, these loss functions are jointly optimized as follows:

Ltotal = LB + LS + γ · L f . (12)

In the loss functions above, the terms α, β, γ, and δ are tunable hyperparameters. The
LCE and LDice terms are commonly employed in training models for semantic segmentation
tasks. While the gradient calculation of LCE is more intuitive, facilitating easier optimiza-
tion, LDice effectively addresses pixel category imbalance, making it suitable for our eye
images. Additionally, the LIoU loss aids in suppressing false positives by quantifying the
intersection-over-union ratio between the prediction masks and the ground-truth masks.

4. Experimental Settings

This section outlines the experimental setup for the ocular segmentation task. We
commence by introducing the dataset collected and annotated for this purpose. Subse-
quently, we describe the performance metrics utilized and discuss recent state-of-the-art
baseline methods for comparative evaluation. Finally, we provide detailed insights into
implementing the proposed method and any reproduced methods used in the study.

4.1. Datasets

We are dedicated to constructing comprehensive and accurate datasets to address the
existing scarcity data, enabling the model to perform effectively across various real-world
application scenarios. Our experiments gathered five standard datasets, each potentially
containing different ocular modalities and image qualities. For instance, MOBIUS is a
dataset of low quality, encompassing annotations for all four required modalities, whereas
SBVPI is of high quality but only includes sclera and periocular modalities. The specifics of
these datasets are outlined in Table 2; each of them is divided into two subsets, where 80%
of the images are randomly selected for training and the remaining 20% for testing. We
augmented the annotations based on the original datasets, ensuring the availability of all
necessary annotations for experimental training, as depicted in Figure 6.

Figure 6. Example images and corresponding ground-truth segmentation masks of five datasets.

Table 2. Summary of the datasets used in our method.

Subset Spectrum Quality Images Training Set Testing Set Input Size Original Supplement

ESLD [52] VIS low 2353 1882 471 256 × 128 S/I/P/PO -
MOBIUS [53] VIS low 3500 2800 700 288 × 160 S/I/P/PO -
UBIRIS.v2 [54] VIS low 919 735 184 288 × 160 I S/P/PO
SBVPI [11] VIS high 1233 986 247 288 × 160 S/PO I/P
MMU [55] NIR low 993 794 199 288 × 160 - S/I/P/PO

S = Sclera, I = Iris, P = Pupil, PO = Periocular (background), NIR = Near-infrared, VIS = Visible light.
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It is important to note that within these five datasets in Figure 6, (a), (b), and (e) are
categorized under coarse labeling, while (c) and (d) fall under elaborate labeling. Coarse
labeling provides complete information without noise, simulating real-world scenarios
where labeling may lack detail and comprise only basic structural information. By incor-
porating these coarse annotations, we aim to enhance the model’s robustness, enabling it
to handle better challenges, such as missing or incomplete annotations that may arise in
real-world environments. In contrast, elaborate annotations prioritize offering high-quality
and accurate information, potentially including noise, occlusions, or other complexities, to
ensure the model receives adequate guidance when learning crucial features. This is partic-
ularly crucial for tasks demanding high data accuracy, such as medical image recognition,
where capturing subtle structures accurately is paramount. By leveraging both coarse and
elaborate annotations in our experiments, we seek to further enhance the model’s ability to
handle diverse modalities, balance its performance across different annotation levels, and
enable it to adapt flexibly to various application scenarios. The relevant information for
each dataset is as follows:

ESLD [52] is a multi-type ocular structure dataset comprising ocular images captured
by standard cameras under natural lighting conditions and synthetic ocular images. The
dataset is obtained through three primary methods: (i) capturing facial images of users
during computer usage; (ii) obtaining facial images from public datasets captured with stan-
dard cameras under natural lighting conditions; (iii) generating synthetic eye images using
the UnityEye software (https://www.cl.cam.ac.uk/research/rainbow/projects/unityeyes/
tutorial.html (accessed on 16 May 2024)). These acquisition methods yielded 1386, 804, and
1600 eye images. Subsequently, 40 feature points within the ocular region are annotated
on the original images, and ocular images of varying sizes are normalized to dimensions
of 256 × 128 pixels. This dataset serves as valuable support for researchers investigating
changes in users’ emotional and psychological states through the analysis of ocular images.
The ground-truth iris/sclera/pupil/periocular segmentation masks were manually labeled
by the dataset owner.

MOBIUS [53] was developed for mobile ocular biometrics in uncontrolled environ-
ments. It comprises 16,717 RGB images of 200 eyes from 100 Caucasian subjects, with an
image resolution of 3000 × 1700 pixels. Images in the dataset were captured under various
gaze directions (left, right, straight, and up) using three different mobile phones, i.e., Sony
Xperia Z5 Compact (made by Sony, in Tokyo, Japan), Apple iPhone 6s (made by Apple Inc.,
in Cupertino, CA, USA), and Xiaomi Pocophone F1 (made by Xiaomi, in Beijing, China),
resulting in considerable variability in image quality. We utilize a subset of this dataset
specifically for ocular segmentation research, where annotations for the four modalities
were manually created by the dataset owner.

UBIRIS.v2 [54] was originally collected for less-constrained iris recognition. It includes
11,102 RGB images from 261 subjects captured on the move and at a distance with a Canon
EOS 5D camera (made by Canon Inc., in Tokyo, Japan). In the experiment, we utilize the
subset from the NICE. I competition [29], where each image was manually labeled with iris
mask. We also manually annotated the ground-truth masks of sclera, pupil, and periocular
regions.

SBVPI [11] is a high-quality ocular dataset tailored for sclera recognition, but it is
also suitable for iris and periocular recognition research. It consists of 1858 RGB images
of 110 eyes from 55 Caucasian subjects, captured with a DSLR camera in a controlled
laboratory setting, with a resolution of 3000 × 1700 pixels. Similar to MOBIUS, images
in SBVPI were captured under four different gaze directions (left, right, straight, and
up). We employ a subset of this dataset for our experiments, and manually annotate the
iris and pupil masks for each image based on the sclera and periocular segmentation
annotations previously provided by the dataset owner. Notably, the image quality in SBVPI
is substantially higher than that of all other datasets.

MMU [55] is provided by the Malaysian Multimedia University and captured under
near-infrared light conditions. The dataset comprises two subsets, MMU1 and MMU2,
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categorized based on noise exposure and image quality. MMU1 contains 450 iris images
with less noise, while MMU2 contains 995 images captured at a distance, with a 320 × 238
pixels resolution. These images exhibit various types of noise, such as eyelashes, eyelids,
occlusions, specular reflections, uneven lighting, nonlinear deformation, and low contrast.
We manually labeled a subset with ground-truth iris/sclera/pupil/periocular segmentation
masks for our experiments.

Our experimental design aimed to ensure the model’s robust performance across a
wide range of data qualities and complexities. This comprehensive evaluation validates the
model’s efficacy and adaptability in real-world applications, enabling it to be generalizable
and handle data with diverse modalities and annotation levels.

4.2. Evaluation Metrics

To measure the performance of multi-modal ocular segmentation, we compute the
Precision (P), Recall (R), F1-score (F1), Intersection over Union (IoU), and Dice score (Dice)
for each modality, respectively, and then take the mean value of all modalities as the whole
evaluation metrics. The single-modal performance metrics are defined as follows:

• Precision (P): It measures the proportion of correctly predicted pixels to the total
number of predicted pixels, calculated as TP

TP+FP .
• Recall (R): It measures the proportion of correctly predicted pixels relative to the total

number of ground-truth pixels, formulated as TP
TP+FN .

• F1-score (F1): Defined as the harmonic mean between precision and recall, given by
2 · P·R

P+R . It is a balance metric between precision and recall and is considered as the
prior metric for comparing different methods.

• Intersection over Union (IoU): Represents the ratio between (i) the size of the intersec-
tion of the predicted and ground-truth regions and the size of their union, calculated
as (ii) TP

TP+FN+FP .
• Dice score (Dice): Another measure of the overlap between predicted results and ground-

truth labels, commonly used in segmentation tasks. It is calculated as 2TP
2TP+FN+FP .

TP represents the number of true positives, indicating correctly predicted pixels; FP
stands for false positives, representing background pixels incorrectly predicted as pixels;
and FN denotes false negatives, indicating pixels incorrectly predicted as background pixels.
These metrics are bounded in 0 and 1, where a higher value indicates a better segmentation
result. In addition, the multi-class receiver operating characteristic (ROC) and precision–
recall (PR) curves are generated by varying the decision threshold to yield different binary
segmentation masks, thereby evaluating the overall segmentation performance.

4.3. Implementation Details

The proposed model is implemented in PyTorch (Version: 1.8.0) and initialized with the
Efficientnetv2 [22] pretrained on ImageNet. Throughout the experiment, we standardized
the image resolutions of different datasets to a fixed size using bilinear interpolation,
as outlined in Table 2, to facilitate batch processing. We employed the SGD optimizer
to optimize our model, with a batch size of 8, momentum of 0.9, and weight decay of
1 × 10−4. Our learning rate policy followed the polynomial decay, where the learning
rate is multiplied by (1 − iter

max_iter )
power with the power of 0.9. We set the initial learning

rate to 0.1 and the maximum iteration to 30,000. The hyperparameters α, β, γ, and δ were
configured to 1, 1, 0.1, and 1, respectively. All experiments were conducted using a single
NVIDIA RTX 3090 GPU (made by NVIDIA Corporation, in Santa Clara, CA, USA).

5. Experimental Results

5.1. Comparison with State-of-the-Art

In this section, we assess the performance of multi-modal ocular segmentation on the
collected datasets. To ensure a fair comparison, we evaluate not only classical CNN-based
semantic segmentation models such as U-Net [21], DeepLabv3+ [56], and transformer-based

65



Electronics 2024, 13, 1967

methods like TransUNet [57] but also recent ocular segmentation methods like EyeSeg [40]
and Eye-UNet [17]. As the base model of our proposed OcularSeg, M2SNet [48] is also
used for comparison. We retrain these baseline methods on the same training datasets used
for our proposed method. As outlined in Section 4.3, we utilized the proposed method to
predict segmentation results for four categories, subsequently computing Precision, Recall,
F1, IoU, and Dice metrics for different methods. The comparison results are presented in
Table 3.

Table 3. Comparison of the proposed OcularSeg method with existing methods on five datasets. The
bold values represent the best performances.

Dataset Method Precision (%) ↑ Recall (%) ↑ F1(%) ↑ IoU (%) ↑ Dice(%) ↑

ESLD

U-Net [21] 87.3481 83.8864 85.9616 76.2965 82.8186
DeepLabv3+ [56] 87.6251 86.5164 87.0468 77.8608 83.6691
TransUNet [57] 87.8762 86.3939 87.1206 77.9557 84.3116
M2SNet [48] 87.3153 87.6695 87.4766 78.4824 84.6058
EyeSeg [40] 87.2658 84.0316 85.5464 75.7187 82.0045
Eye-UNet [17] 87.6377 86.8893 87.2518 78.1396 84.3350
OcularSeg (ours) 87.4155 88.2361 87.8214 78.9869 84.9862

MOBIUS

U-Net [21] 91.5314 91.1735 91.3513 84.6038 90.3752
DeepLabv3+ [56] 90.7674 92.5963 91.6383 84.9759 90.6610
TransUNet [57] 92.2497 90.7409 91.4758 84.7980 90.3963
M2SNet [48] 92.1401 91.8056 91.9716 85.5650 90.9405
EyeSeg [40] 90.6816 88.9764 89.8077 82.1804 88.2383
Eye-UNet [17] 92.2172 90.3344 91.2222 84.2480 89.6927
OcularSeg (ours) 92.1548 92.6767 92.4134 86.2826 91.4060

UBIRIS.v2

U-Net [21] 92.2269 93.5845 92.8452 87.0086 90.1322
DeepLabv3+ [56] 92.7268 93.8245 93.2649 87.6711 90.8170
TransUNet [57] 93.2628 93.7707 93.5077 88.0714 91.2042
M2SNet [48] 91.8245 95.0000 93.3620 87.8614 91.0248
EyeSeg [40] 91.4751 93.7088 92.5234 86.4000 89.2864
Eye-UNet [17] 92.9044 93.9907 93.4320 87.9459 90.7327
OcularSeg (ours) 94.2200 93.1717 93.6832 88.3299 91.3085

SBVPI

U-Net [21] 95.4764 96.8177 96.1145 92.5744 95.6842
DeepLabv3+ [56] 95.2275 97.1899 96.1734 92.6796 95.7601
TransUNet [57] 95.9070 96.9274 96.4031 93.0974 96.0489
M2SNet [48] 95.8556 96.7834 96.2979 92.9049 95.8969
EyeSeg [40] 94.6019 96.2444 95.3999 91.2714 94.7392
Eye-UNet [17] 96.4776 95.7972 96.1274 92.5865 95.7257
OcularSeg (ours) 95.2585 97.7663 96.4817 93.2409 96.1035

MMU

U-Net [21] 95.2909 95.4245 95.3484 91.2482 95.1574
DeepLabv3+ [56] 95.0387 95.6079 95.2998 91.1421 95.1575
TransUNet [57] 96.0650 94.7250 95.3441 91.2222 95.1254
M2SNet [48] 95.3193 94.1703 94.6143 89.9287 94.3720
EyeSeg [40] 96.2267 93.5702 94.8473 90.3489 94.6760
Eye-UNet [17] 93.4111 95.0539 94.2011 89.3189 94.0891
OcularSeg (ours) 95.2293 95.9017 95.5616 91.6152 95.4080

It can be seen that our proposed method demonstrates the best performance in most
metrics across all datasets, particularly low-quality ones. However, it is noteworthy that
our method does not consistently achieve optimality in terms of the Precision metric. Our
analysis indicates that this phenomenon may arise due to the model’s tendency to be-
come more aggressive in predicting positive (target) categories during iteration, thereby
increasing false positives. Several specific issues contribute to this behavior, including the
following: (i) Imbalanced category distribution: In scenarios where the ocular region occu-
pies a relatively small portion of the image compared to background categories, the model
may overpredict the target category to ensure a higher Recall. Consequently, this behavior
can increase false positives in the background, resulting in lower Precision. (ii) Model
prediction bias: Semantic segmentation models are often biased toward larger objects or
more prominent image regions. This bias can cause the model to overpredict target cate-
gories, consequently increasing Recall. However, due to this bias, some predictions may
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lack accuracy, leading to lower Precision. (iii) The trade-off between Recall and Precision:
A trade-off exists between Recall and Precision, wherein increasing Recall typically leads to
a decrease in Precision and vice versa. This trade-off reflects the model’s inherent balance
between accurately capturing all relevant instances of the target category (Recall) and
minimizing false positives (Precision). To comprehensively evaluate the model’s perfor-
mance, it is essential to consider multiple metrics rather than focusing solely on a single
metric. Evaluating the model using a combination of metrics provides a more holistic
understanding of its performance across various aspects.

Furthermore, we conducted a detailed analysis of the OcularSeg performance by
examining the receiver operating characteristic (ROC) and precision–recall (PR) curves for
each category on the MOBIUS dataset, as illustrated in Figure 7. In the ROC curves depicted
in Figure 7a, we observed that our proposed method accurately predicts the positive
labels in each category after careful training. Comparatively, the precision–recall curves in
Figure 7b are more sensitive to the unbalanced categories, making them particularly suitable
for our ocular segmentation task and demonstrating the superiority of our algorithm
more intuitively. Additionally, the area-under-the-curve (AUC) values, represented as
the area in the figure, serve as quantitative indicators of the model’s superior predictive
performance. Among these, the micro-average (https://sklearn-evaluation.ploomber.io/
en/latest/classification/micro_macro.html (accessed on 16 May 2024)) performs excellently
in addressing category imbalance and effectively reflects the overall performance, especially
when the sample size of some categories substantially outweighs others. Conversely, the
macro-average is suitable for scenarios where each category is treated equally and remains
unaffected by category imbalance.

Figure 7. (a) Receiver operating characteristic (ROC) and (b) precision–recall (PR) curves generated
by our proposed method, OcularSeg, for each class on the MOBIUS dataset.

5.2. Qualitative Evaluation

Here, a qualitative evaluation is performed to further analyze the proposed model. To
this end, we select several representative and challenging eye images from all datasets for
experiments, and different segmentation models are used for comparisons. The visualiza-
tion results are shown in Figure 8. It can be seen that our OcularSeg model outperforms
other baseline models in accurately segmenting four ocular modalities across the majority
of samples. Nevertheless, we acknowledge that there is still room for improvement in
existing methods when dealing with lower-quality datasets such as the ESLD and MOBIUS.
This could be attributed to the presence of serious noise interference in the dataset such
as blur, occlusions, specular reflection, and uneven illumination, coupled with potential
errors in annotations.

In non-constrained scenarios, apart from normally captured eye images, a variety of
variables such as changes in head pose, errors in eye movement tracking, or illumination
variations often result in the occurrence of almost closed, fully closed, or misaligned eyes
in the captured images. These extreme cases are of significant interest to the research
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community as they reflect the robustness of the model in real-world applications. For
this reason, we select several representative samples from the low-quality UBIRIS.v2 [54]
dataset for testing. Figure 9 shows their multi-modal ocular segmentation results using
the proposed OcularSeg. As can be seen, our model is still able to accurately segment the
multi-modal ocular structures in the face of these adverse factors. Therefore, visual results
demonstrate that the opening and closing state or position of the eyes does not significantly
affect the accuracy of our model in most cases.

Figure 8. Multi-modal ocular segmentation results of challenging samples on multiple datasets.
(a) Original images, (b) Ground-truth labels, (c) OcularSeg (ours), (d) U-Net, (e) DeepLabv3+,
(f) TransUNet, (g) M2SNet, (h) EyeSeg, (i) Eye-UNet.

Figure 9. Multi-modal ocular segmentation results of extreme cases using the proposed OcularSeg,
including (a) almost closed eye images, (b) fully closed eye images, and (c) misaligned eye images,
which are from the UBIRIS.v2 [54] dataset.

5.3. Comparison with Single-Modal Segmentation Techniques

In this section, we compare the performance of the multi-modal OcularSeg model to
the performance of the OcularSeg model trained only for a single modal by leveraging the
low-quality ESLD and MOBIUS datasets. The single-modal OcularSeg model is trained by
removing two eye shape priors and modifying the final number of segmentation categories
to two (modality and background). As a result, both OcularSeg variants have approximately
the same set of parameters. The experimental results are shown in Tables 4 and 5.
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As we can see from the results, the multi-modal OcularSeg model consistently out-
performs the single-modal OcularSeg model in terms of F1, IoU, and Dice metrics across
different datasets for segmenting each individual modality. For example, on the ESLD
dataset, the multi-modal OcularSeg model achieves the F1 metric improvements by 0.0303%,
0.8639%, 0.8884%, and 1.2606%, respectively, for the periocular, sclera, iris, and pupil cate-
gories. Besides, corresponding improvements on the MOBIUS dataset are 0.0615%, 0.5704%,
0.8595%, and 2.1062%, respectively. Figure 10 also visually shows the improvements of the
multi-modal OcularSeg model over the single-modal OcularSeg model in terms of the IoU
metric. These results suggest the potential advantages of multi-modal ocular segmentation
in enhancing the performance of single-modal ocular segmentation.

Table 4. Comparison of multi-modal and single-modal segmentation results on ESLD with the
proposed OcularSeg. The bold values represent the best performances.

Dataset Category Precision (%) ↑ Recall (%) ↑ F1 (%) ↑ IoU (%) ↑ Dice (%) ↑

ESLD

Periocular (single-modal) 98.5216 99.1404 98.8300 97.6871 98.8114
Periocular (multi-modal) 98.9457 98.7750 98.8603 97.7462 98.8373
Sclera (single-modal) 85.0790 80.9840 82.9810 70.9124 80.1791
Sclera (multi-modal) 83.7979 83.8919 83.8449 72.1836 81.1347
Iris (single-modal) 88.0152 85.9134 86.9516 76.9154 84.1478
Iris (multi-modal) 86.7830 88.9230 87.8400 78.3167 85.1080
Pupil (single-modal) 80.7008 78.2368 79.4497 65.9059 73.5095
Pupil (multi-modal) 80.1353 81.3545 80.7403 67.7012 74.8650

Table 5. Comparison of multi-modal and single-modal segmentation results on MOBIUS with the
proposed OcularSeg. The bold values represent the best performances.

Dataset Category Precision (%) ↑ Recall (%) ↑ F1 (%) ↑ IoU (%) ↑ Dice (%) ↑

MOBIUS

Periocular (single-modal) 98.8133 99.181 98.9968 98.0135 98.9827
Periocular (multi-modal) 99.0999 99.0168 99.0583 98.1343 99.0455

Sclera (single-modal) 93.9194 91.9747 92.9369 86.8057 92.3554
Sclera (multi-modal) 93.5948 93.4199 93.5073 87.8063 92.9326
Iris (single-modal) 91.0376 90.8156 90.9265 83.3625 89.7834
Iris (multi-modal) 91.4323 92.1424 91.7860 84.8189 90.6959

Pupil (single-modal) 84.5237 81.9092 83.1959 71.2269 80.7107
Pupil (multi-modal) 84.4922 86.1277 85.3021 74.3711 82.9499

Figure 10. Performance comparison of single-modal and multi-modal segmentation on (a) ESLD and
(b) MOBIUS datasets with the proposed OcularSeg.

For the observed improvements in performance, we analyze that the reason may be as
follows: (1) The richer information and stronger complementary provided by multi-modal
segmentation enable the model to robustly resist the interference of noise frequently en-
countered in single-modal scenarios. (2) Multi-modal segmentation alleviates the problem
of foreground–background category imbalance during segmentation. These experimental
findings further highlight the advantages of our multi-modal ocular segmentation model
and offer valuable insights for enhancing single-modal segmentation methods.
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5.4. Cross-Domain and Cross-Spectrum Evaluation

Addressing the generalization challenge of multi-modal ocular segmentation, we
endeavor to assess performance across domains and spectral ranges using the datasets
provided. Leveraging the diversity of label annotations in these datasets, we conduct a
cross-domain evaluation using UBIRIS.v2 and SBVPI for visible light scenarios. At the
same time, we utilize MOBIUS and MMU datasets for the cross-spectral problem. The
experimental results are summarized in Tables 6 and 7.

Table 6. Cross-domain performance comparison on UBIRIS.v2 and SBVPI.

Training Testing Precision (%) ↑ Recall (%) ↑ F1(%) ↑ IoU (%) ↑ Dice (%) ↑
UBIRIS.v2 SBVPI 93.4298 88.2239 90.5547 83.1643 90.4116
SBVPI UBIRIS.v2 79.7851 90.7899 83.7912 73.5187 80.2446

Table 7. Cross-spectral performance comparison on MOBIUS and MMU.

Training Testing Precision (%) ↑ Recall (%) ↑ F1(%) ↑ IoU (%) ↑ Dice (%) ↑
MOBIUS MMU 93.6960 89.0114 91.0423 84.3484 90.7386
MMU MOBIUS 84.7607 60.2717 66.2934 54.2809 62.6713

In evaluating visible light cross-domain performance, we assess the model’s ability
to generalize to a new domain by learning visible light features. This analysis aids in
understanding the model’s adaptability across diverse visible light datasets and offers
valuable insights for real-world applications. As illustrated in Figure 11, the visualization
highlights the model’s robust generalization performance in the visible light domain.
Notably, the model demonstrates effective transfer learning between the UBIRIS.v2 and
SBVPI datasets, indicating its proficiency in capturing common visible light features.
Consequently, the model achieves satisfactory segmentation across different data sources,
bolstering the feasibility of ocular biometrics applications in varied visible light conditions.

Figure 11. Visualization of cross-domain (a,b) and cross-spectral (c,d) segmentation results using the
proposed OcularSeg.

The assessment of cross-spectral performance introduces additional complexities
compared to cross-domain evaluation. In our experiments using MOBIUS for visible light
and MMU for near-infrared light, we observed a disparity in performance. Specifically,
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the model exhibited better performance when generalized from the visible to the near-
infrared spectrum, whereas the reverse, near-infrared to visible light generalization yielded
comparatively lower results. This observation underscores the inherent challenges of
adapting models to eye images captured across different spectral ranges.

Our experimental findings underscore the persistent challenges encountered in cross-
domain and cross-spectral segmentation tasks. While we have made strides in achieving
favorable outcomes on specific datasets, extending model performance to diverse con-
ditions remains intricate. These challenges stem from fundamental differences in image
features, resolutions, and lighting conditions inherent to each dataset, making accurate
generalization across varied environments difficult. Consequently, achieving satisfactory
performance on one dataset does not guarantee similar results on others. Moreover, ad-
dressing the cross-spectral problem amplifies the complexity of model adaptation to diverse
spectral bands. Effectively coping with this challenge necessitates the model’s sensitivity
and adaptability to comprehend and capture the distinct information in different spectral
ranges. Successfully navigating these complexities demands a deeper understanding of the
intricate relationships between specific spectral bands and robust adaptation strategies.

5.5. Computational Complexity Analysis

In this section, we analyze the computational complexity of the proposed model
during both the training and testing phases. First, we compare the convergence speed
and performance of different segmentation models in the training. Therefore, we draw
their corresponding IoU curves (Figure 12a) and loss curves (Figure 12b) with respect
to the epochs, which are generated on the validation set and training set of the ESLD
dataset, respectively. It should be noted that the original training set is partitioned into a
final validation set comprising 10% of the data and a final training set consisting of the
remaining 90% during the model development.

(a) (b)

Figure 12. IoU curves (a) and loss curves (b) of different segmentation models.

By observing the overall trend of the curves, we have the following findings: (1) For all
methods, the IoU metric gradually increases while the loss value decreases over time until
they all reach stability. (2) Our OcularSeg model exhibits the fastest convergence speed at
the initial stages and maintains the highest performance throughout. Hence, we can con-
clude that compared to several baselines, our OcularSeg model does not impose a heavier
training burden; instead, it demonstrates higher accuracy in most of the training time.

Secondly, we evaluate the computational complexity of different segmentation mod-
els in the testing. The model parameter amount, FLOPs, running time, and frames per
second (FPS) are calculated in the consistent simulation environment, where the latter
three metrics are with respect to the input of 288×160 pixels. From the results in Table 8,
we can observe that (1) our OcularSeg model exhibits a more compact computational
load regarding model parameters than other majority methods and (2) our OcularSeg
model can process 24.08 FPS and requires 6.55 GFLOPs and 41.53 ms to process a sin-
gle image. Although there are some gaps between our method and the most simplified
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one regarding inference efficiency, it is crucial to note that while the most simplified
method may be computationally more efficient, it sacrifices segmentation accuracy. Overall,
thanks to the strategies employed for optimizing the model structure, such as lightweight
feature extraction and cross-layer connections in DSM, our OcularSeg model achieves
a good balance between performance and efficiency, rendering it feasible for real-time
biometric applications.

Table 8. Computational complexity analysis. The bold and underlined values represent the best and
second-best performances, respectively.

Metrics OcularSeg (Ours) U-Net [21] DeepLabv3+ [56] TransUNet [57] M2SNet [48] EyeSeg [40] Eye-UNet [17]

Params (M) ↓ 22.65 39.40 59.34 93.19 27.7 0.25 31.04
FLOPs (G) ↓ 6.55 61.70 18.76 128.68 6.92 3.28 41.92
Runtime (ms) ↓ 41.53 10.70 34.66 48.57 27.74 11.79 12.95
FPS ↑ 24.08 93.46 28.85 20.59 36.05 84.82 77.22

5.6. Ablation Study

We refine our research through ablation studies conducted on the challenging ESLD [52]
dataset to validate the effectiveness of the core components of our method. The experimen-
tal results are detailed in Table 9, where the symbol � denotes the inclusion of the module,
whereas � indicates its absence. Among the evaluation metrics, Precision, Recall, and F1 are
notably influenced by data imbalance. Therefore, we prioritize IoU and Dice for their ability
to comprehensively and accurately capture the degree of overlap between prediction results
and ground truth. Starting with Efficientnetv2 as the baseline, with simple subtraction cells
as setting a, we analyze the contribution of each component in detail.

Table 9. Ablation experiments of the four parts in our proposed method. Here, Prior1 represents the
boundary-guided prior and Prior2 is the semantic-guided prior. The bold values represent the best
performances.

Settings EMA DSM Prior1 Prior2 Precision (%) ↑ Recall (%) ↑ F1(%) ↑ IoU (%) ↑ Dice (%) ↑
a � � � � 85.9952 85.9889 85.6497 76.7358 82.5455
b � � � � 86.4852 87.9172 86.1581 76.9980 83.4262
c � � � � 85.8027 87.9969 86.7555 77.3918 84.3962
d � � � � 88.2327 86.8165 87.5091 78.5481 84.8176

e (ours) � � � � 87.4155 88.2361 87.8214 78.9869 84.9862

In setting b, we enhance the original baseline model by integrating the EMA algo-
rithm, which aggregates the features of ocular modalities in the spatial domain after feature
extraction. Incorporating this module yields gains of 0.26% and 0.88% on the evaluation
metrics IoU and Dice, respectively. Moving to set c, we interconnect DSM across layers
to accentuate feature disparities between adjacent layers, effectively mitigating the inter-
ference of redundant features. This enhancement encourages the model to extract richer
semantic information, and the quantitative metrics in the experimental results corroborate
the effectiveness of this component, with improvements of 0.39% and 0.97% in IoU and
Dice, respectively.

Finally, in settings d and e, the position, shape, and internal topological relationship
among modalities are supervised by the boundary-guided prior and the semantic-guided
prior. Compared with the previous modules, the eye shape prior proves more effective
in performance enhancement, underscoring the efficacy of our proposed eye shape prior
constraints. Especially, in d, we introduce the convex hull as an extra boundary supervision.
This step is akin to using manually annotated labels, providing more accurate guidance
for the ocular boundary by leveraging external forces. Compared to internal annotations
of the eye, convex hull is often smoother and relatively accurate. Therefore, by utilizing
such prior knowledge for auxiliary supervision, precise boundary information of the target
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is provided, enabling the model to better understand the spatial location and shape of
the ocular during learning. Additionally, this prior weakens noise around the ocular,
helping to reduce errors and noise in prediction results, thus enhancing the accuracy
and generalization capability of the segmentation model. Overall, this represents a global
optimization, whereas improvements in other modules often only optimizes specific feature
representations locally, leading to limited performance gains. Quantitative results also
demonstrate the effectiveness of the boundary-guided prior in segmentation performance
compared to other modules.

6. Conclusions and Future Work

This study investigates the multi-modal ocular segmentation task in non-constrained
scenarios, including near-infrared and visible light illumination conditions. To tackle this
challenge comprehensively, we have annotated multiple challenging datasets and devel-
oped an effective segmentation model (OcularSeg). Our model encompasses lightweight
feature extraction, feature aggregation, bottom-up dense connection layers, and guidance
from eye shape priors, ultimately achieving state-of-the-art performance. We particularly
emphasize performance enhancement compared to single-modal approaches and explore
feasibility issues in cross-domain and cross-spectral contexts.

Future research directions will prioritize further optimization of the model to enhance
its generalization ability and adaptability, especially for ocular images spanning differ-
ent domains and spectral ranges. We will introduce more advanced domain adaptation
techniques and inter-domain normalization methods, and enhance the model’s ability to
perceive spectral differences. Despite the progress made, there remains a pressing need
to expand the size of available datasets, which currently hampers the training of more
sophisticated segmentation models. Additionally, we will focus on algorithm optimiza-
tion to improve efficiency and actively explore hardware acceleration solutions to ensure
real-time inference.
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Sclera segmentation and eye recognition benchmarking competition. In Proceedings of the IEEE International Joint Conference
on Biometrics (IJCB), Denver, CO, USA, 1–4 October 2017; pp. 742–747.

38. Sequeira, A.F.; Monteiro, J.C.; Rebelo, A.; Oliveira, H.P. MobBIO: A multimodal database captured with a portable handheld
device. In Proceedings of the International Conference on Computer Vision Theory and Applications (VISAPP), Lisbon, Portugal,
5–8 January 2014; Volume 3, pp. 133–139.

39. Luo, B.; Shen, J.; Wang, Y.; Pantic, M. The iBUG Eye Segmentation Dataset. In Proceedings of the 2018 Imperial College
Computing Student Workshop (ICCSW), London, UK, 20–21 September 2018; Volume 66, pp. 7:1–7:9. [CrossRef]

40. Perry, J.; Fernandez, A.S. EyeSeg: Fast and Efficient Few-Shot Semantic Segmentation. In Proceedings of the European Conference
on Computer Vision Workshops (ECCVW), Glasgow, UK, 23–28 August 2020; Springer: Berlin/Heidelberg, Germany, 2020;
pp. 570–582.

41. Naqvi, R.A.; Lee, S.W.; Loh, W.K. Ocular-net: Lite-residual encoder decoder network for accurate ocular regions segmentation
in various sensor images. In Proceedings of the IEEE International Conference on Big Data and Smart Computing (BigComp),
Busan, Republic of Korea, 19–22 February 2020; pp. 121–124.

42. Bowyer, K.W. The results of the NICE. II iris biometrics competition. Pattern Recognit. Lett. 2012, 33, 965–969. [CrossRef]
43. Test, B.I. CASIA.v4 Database. Available online: http://www.idealtest.org/dbDetailForUser.do?id=4 (accessed on 16 May 2024).
44. Lin, T.Y.; Dollár, P.; Girshick, R.; He, K.; Hariharan, B.; Belongie, S. Feature pyramid networks for object detection. In Proceedings

of the IEEE Conference on Computer Vision and Pattern Recognition (CVPR), Honolulu, HI, USA , 21–26 July 2017; pp. 2117–2125.
45. Larsen, A.B.L.; Sønderby, S.K.; Larochelle, H.; Winther, O. Autoencoding beyond pixels using a learned similarity metric. In

Proceedings of the International Conference on Machine Learning (ICML), New York, NY, USA, 20–22 June 2016; pp. 1558–1566.
46. Kothari, R.S.; Chaudhary, A.K.; Bailey, R.J.; Pelz, J.B.; Diaz, G.J. Ellseg: An ellipse segmentation framework for robust gaze

tracking. IEEE Trans. Vis. Comput. Graph. 2021, 27, 2757–2767. [CrossRef]
47. Lee, C.Y.; Xie, S.; Gallagher, P.; Zhang, Z.; Tu, Z. Deeply-supervised nets. In Proceedings of the International Conference on

Artificial Intelligence and Statistics, San Diego, CA, USA, 9–12 May 2015; pp. 562–570.
48. Zhao, X.; Jia, H.; Pang, Y.; Lv, L.; Tian, F.; Zhang, L.; Sun, W.; Lu, H. M2SNet: Multi-scale in Multi-scale Subtraction Network for

Medical Image Segmentation. arXiv 2023, arXiv:2303.10894.
49. Seidel, R. Convex hull computations. In Handbook of Discrete and Computational Geometry; Chapman and Hall/CRC: Boca Raton,

FL, USA, 2017; pp. 687–703.
50. Pihur, V.; Datta, S.; Datta, S. Weighted rank aggregation of cluster validation measures: A Monte Carlo cross-entropy approach.

Bioinformatics 2007, 23, 1607–1615. [CrossRef] [PubMed]
51. Milletari, F.; Navab, N.; Ahmadi, S.A. V-net: Fully convolutional neural networks for volumetric medical image segmentation. In

Proceedings of the International Conference on 3D Vision (3DV), Stanford, CA, USA, 25–28 October 2016; pp. 565–571.
52. Zhang, J.J.; Sun, G.M.; Zheng, K.; Li, Y.; Fu, X.H.; Ci, K.Y.; Shen, J.J.; Meng, F.C.; Kong, J.P.; Zhang, Y. ESLD: Eyes segment and

landmark detection in the wild. J. Image Graph. 2022, 27, 2329–2343.
53. Vitek, M.; Das, A.; Pourcenoux, Y.; Missler, A.; Paumier, C.; Das, S.; De Ghosh, I.; Lucio, D.R.; Zanlorensi, L.A.; Menotti, D.; et al.

Ssbc 2020: Sclera segmentation benchmarking competition in the mobile environment. In Proceedings of the IEEE International
Joint Conference on Biometrics (IJCB), Houston, TX, USA, 28 September–1 October 2020; pp. 1–10.

54. Proença, H.; Filipe, S.; Santos, R.; Oliveira, J.; Alexandre, L.A. The UBIRIS. v2: A database of visible wavelength iris images
captured on-the-move and at-a-distance. IEEE Trans. Pattern Anal. Mach. Intell. 2009, 32, 1529–1535. [CrossRef]

55. Teo, C.C.; Neo, H.F.; Michael, G.; Tee, C.; Sim, K. A robust iris segmentation with fuzzy supports. In Proceedings of the
International Conference on Neural Information Processing: Neural Information Processing. Theory and Algorithms, Sydney,
Australia, 21–25 November 2010; Springer: Berlin/Heidelberg, Germany, 2010; pp. 532–539.

75



Electronics 2024, 13, 1967

56. Chen, L.C.; Zhu, Y.; Papandreou, G.; Schroff, F.; Adam, H. Encoder-decoder with atrous separable convolution for semantic image
segmentation. In Proceedings of the European Conference on Computer Vision (ECCV), Munich, Germany, 8–14 September 2018;
pp. 801–818.

57. Chen, J.; Lu, Y.; Yu, Q.; Luo, X.; Adeli, E.; Wang, Y.; Lu, L.; Yuille, A.L.; Zhou, Y. TransUNet: Transformers Make Strong Encoders
for Medical Image Segmentation. arXiv 2021, arXiv:2102.04306.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

76



electronics

Article

AffectiVR: A Database for Periocular Identification and Valence
and Arousal Evaluation in Virtual Reality

Chaelin Seok 1, Yeongje Park 1, Junho Baek 1, Hyeji Lim 1, Jong-hyuk Roh 2, Youngsam Kim 2, Soohyung Kim 2

and Eui Chul Lee 3,*

1 Department of AI & Informatics, Graduate School, Sangmyung University, Seoul 03016, Republic of Korea;
202334018@sangmyung.kr (C.S.); 202331043@sangmyung.kr (Y.P.); 202232029@sangmyung.kr (J.B.);
202232034@sangmyung.kr (H.L.)

2 Cyber Security Research Division Electronics and Telecommunications Research Institute (ETRI),
Daejeon 34129, Republic of Korea; jhroh@etri.re.kr (J.-h.R.); kimzt@etri.re.kr (Y.K.); lifewsky@etri.re.kr (S.K.)

3 Department of Human-Centered Artificial Intelligence, Sangmyung University, Seoul 03016,
Republic of Korea

* Correspondence: eclee@smu.ac.kr

Abstract: This study introduces AffectiVR, a dataset designed for periocular biometric authentication
and emotion evaluation in virtual reality (VR) environments. To maximize immersion in VR envi-
ronments, interactions must be seamless and natural, with unobtrusive authentication and emotion
recognition technologies playing a crucial role. This study proposes a method for user authentication
by utilizing periocular images captured by a camera attached to a VR headset. Existing datasets have
lacked periocular images acquired in VR environments, limiting their practical application. To address
this, periocular images were collected from 100 participants using the HTC Vive Pro and Pupil Labs
infrared cameras in a VR environment. Participants also watched seven emotion-inducing videos, and
emotional evaluations for each video were conducted. The final dataset comprises 1988 monocular
videos and corresponding self-assessment manikin (SAM) evaluations for each experimental video.
This study also presents a baseline study to evaluate the performance of biometric authentication
using the collected dataset. A deep learning model was used to analyze the performance of biometric
authentication based on periocular data collected in a VR environment, confirming the potential for
implicit and continuous authentication. The high-resolution periocular images collected in this study
provide valuable data not only for user authentication but also for emotion evaluation research. The
dataset developed in this study can be used to enhance user immersion in VR environments and
as a foundational resource for advancing emotion recognition and authentication technologies in
fields such as education, therapy, and entertainment. This dataset offers new research opportunities
for non-invasive continuous authentication and emotion recognition in VR environments, and it is
expected to significantly contribute to the future development of related technologies.

Keywords: biometric authentication; head-mounted display; infrared periocular images; periocular
dataset

1. Introduction

The global head-mounted display (HMD) market was valued at approximately USD
22.31 billion in 2022 and is expected to grow at a compound annual growth rate (CAGR) of
35.8% from 2023 to 2028 [1]. This growth indicates the accelerated adoption and technologi-
cal advancements of HMDs across various fields such as virtual reality (VR), augmented
reality (AR), gaming, medical applications, and military training. Immersion is a key
element of VR experiences, playing a critical role in determining the quality of user experi-
ence. Higher immersion levels allow users to have more natural and realistic experiences
in VR environments, significantly enhancing educational outcomes, therapeutic effects,
and satisfaction in entertainment [2]. To increase immersion, various technical elements,
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including field of view, resolution, user recognition, and feedback, are crucial. These ele-
ments enhance interaction and realism in virtual environments, enabling deeper immersion.
In particular, in order to maximize immersion, interaction in a VR environment must be
natural and uninterrupted, and for this, implicit continuous authentication and emotion
recognition play an important role.

Implicit continuous authentication is a method that allows authentication to occur
naturally without the user being aware of the process, maintaining security without disrupt-
ing immersion in VR environments [3]. This approach continuously verifies user identity
during a session, enhancing security and convenience by removing the need for repetitive
actions like entering personal identification numbers(PINs). Periocular biometrics, which
utilizes features around the eyes—such as eyelids, eyelashes, eyebrows, lacrimal glands,
eye shape, and skin texture—holds significant potential for this in HMDs [4]. The periocular
region offers high recognition accuracy with simple data acquisition [5]. In HMDs, the eye
area remains fixed, making the process resilient to motion noise and ensuring consistent
authentication. Emotion evaluation plays an important role in enhancing the realism of VR
content. It helps develop better VR environments and uses the emotions felt by users as key
data for evaluating VR content [6]. Emotion recognition enables VR systems to interact with
users more naturally, creating environments that foster deeper immersion. For example,
in educational VR content, emotion recognition monitors users’ understanding or interest
in real-time, allowing dynamic adjustments to the learning content, thereby maximizing
learning effectiveness [7].

However, the development of technologies to enhance immersion still faces significant
barriers due to a lack of suitable data. Most existing public datasets do not include
periocular data obtained from VR devices, primarily relying on data captured by external
cameras. Notable datasets like the CASIA Iris Database, IIT Delhi Dataset, and ND-Iris
0405 contain data collected with external equipment, not cameras embedded in headsets
used in VR environments [8–10]. Thus, these datasets fail to reflect the specific conditions
of VR, limiting their applicability in VR-based user authentication and emotion evaluation
research. To overcome these limitations, this study collected data from 100 participants
wearing VR devices. The high-resolution data accurately capture the features of the
periocular region, providing essential material for user authentication and related research
in VR environments. Additionally, participants watched seven emotion-inducing videos,
with their emotions recorded according to Russell’s emotion model, creating a dataset
that can be used for future emotion evaluation in VR. This study presents a baseline for
periocular biometric using the collected data, demonstrating the potential for its use in
various future research areas.

2. Related Works

2.1. Dataset

Because it is difficult to acquire data in a VR environment, the data acquired in a VR
environment are limited. Therefore, we compared our dataset with some existing datasets,
including a periocular dataset that was not acquired in a VR environment. A comparison is
presented in Table 1.

High-quality images are required for accurate periocular authentication. However,
most public datasets have a low resolution of 640 × 480 or less, and among public datasets,
high-resolution datasets have a low number of subjects. In addition, because most datasets
obtained from VR environments were collected in the initial state of wearing VR, there is a
lack of consideration of actual use environments, such as situations where the user takes off
the VR device and puts it back on. However, in this study, we proceeded with the process
of wearing the VR device again each time we watched each video. Therefore, a dataset was
constructed taking into account changes in the eye position in the image depending on the
device location.
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Table 1. Comparison of periocular datasets.

Dataset #Images #Participants Resolution Camera/Sensor Environment

CASIA-IrisV4 [8] 54,607 2800 640 × 480 - Non-VR
IIT Delhi Iris Database [9] 1120 224 320 × 240 JIRIS, JPC1000, digital CMOS camera Non-VR
ND-Iris 0405 [10] 64,980 356 640 × 480 LG 2200 iris imaging system Non-VR
UBIRIS.v1 [11] 1877 241 300 × 300 Nikon E5700 Non-VR
UBIRIS.v2 [12] 11,002 261 72 × 72 Canon EOS 5D Non-VR
MRL Eye Dataset [13] 84,898 37 640 × 480 Intel RealSense RS 300 sensor Non-VR

1280 × 1024 IDS Imaging sensor Non-VR
752 × 480 Aptina sensor Non-VR

OpenEDS [14] 356,649 152 400 × 640 - VR
VISA Dataset [15] 3501 100 640 × 480 IriSheild Camera Non-VR
NVGaze [16] 7400 30 640 × 480 - VR
OpenEDS2020 [17] 550,400 90 640 × 400 - VR
Our Dataset 5,199,175 100 1920 × 1080 HTC Vive Binocular Add-on VR

2.2. User Authentication Using Head-Mounted Display

Liebers et al. [18] proposed a research direction that utilizes behavior-based eye
biometrics to enhance security in VR environments as more and more HMDs with built-in
eye tracking functions are released to the market. Eye tracking technology must accurately
track and analyze the user’s eye movements or patterns. However, for some users, there
may be issues with the accuracy and reliability of the authentication system because not
all users respond comfortably to eye tracking technology. Luo et al. [19] pointed out that
more and more personal and sensitive data are being generated due to the spread of VR
and proposed a new biometric authentication method that adapts the human visual system
(HVS) to the VR platform. OcuLock [20] is a system that combines an electro-oculography
(EOG)-based HVS detection framework and a record comparison-based authentication
scheme. This system considers the entirety of the HVS, including the eyelids, eye muscles,
cells, and peripheral nerves, as well as eye movements. OcuLock achieved low equivalent
error rates (EERs) of 3.55% and 4.97%. However, the OcuLock system uses EOG-based
sensors to detect the HVS. Therefore, it has the disadvantage of requiring a separate sensor.
Lohr et al. used the DenseNet architecture for end-to-end eye movement biometrics (EMBs)
as a new method for user authentication in VR and AR devices. An EER of 3.66% was
achieved using 5 s of registration and authentication. However, because this study relies on
high-quality eye movement data, eye-tracking sensors in VR/AR devices may have lower
signal quality than the data used in this study.

2.3. User Authentication Using Periocular Authentication

Oishi et al. [21] proposed a method to improve mobile device user authentication by
combining iris and periocular authentication using a machine learning algorithm called
AdaBoost. To overcome the limitations of low-quality cameras commonly installed in
mobile devices, this paper proposed using peripheral authentication in combination with
iris scanning. This method compensated for the loss of iris authentication accuracy caused
by low-resolution cameras. However, the method of this study relies heavily on the quality
of the camera built into the mobile device. Additionally, an excellent image sensor and lens
are required to obtain high-quality iris images. Zhao et al. [22] proposed a new framework
for efficient and accurate matching of automatically acquired periocular images in a less
restricted environment. They explained that by using the SCNN framework for periocular
recognition, it can be useful in situations where accurate iris recognition is difficult. As a
result of experiments on four databases, higher accuracy and EER were achieved compared
to existing state-of-the-art methods. However, in this study, real-world data can often be
highly variable and noisy, so a dataset that does not require preprocessing for these cases
was used.
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3. Data Acquisition

3.1. Ethics Statement

This study was exempt from review by the Sangmyung University Institutional Review
Board as it did not involve any direct interaction with human subjects or any procedures
that posed more than minimal risk to participants (IRB Exemption Number: EX-2023-006).
Prior to the experiment, participants were provided with a detailed explanation of the
experimental procedure and precautions, and informed consent was obtained. All personal
data (e.g., name, periocular images) were collected anonymously. Additionally, the consent
form stated that participants could withdraw from the experiment at any time if they felt
dizziness or discomfort.

3.2. Participants

Through the distribution of flyers within the university and utilizing social networks,
we recruited a total of 101 participants. The eligibility criteria for participation were
healthy adults aged 18 and above. Participants with suboptimal vision were allowed to
wear transparent contact lenses or glasses. However, for individuals wearing glasses,
the experiments were conducted twice (once with glasses on and once without glasses).
During the experiments, one participant (P057) requested to discontinue the experiments,
and consequently, the data from this participant were excluded from the final dataset.

3.3. Apparatus

For the playback of virtual reality content, the HTC Vive Pro was used, featuring dual
active-matrix organic light emitting diode (AMOLED) 3.5” displays with a resolution of
1440 × 1600, a refresh rate of 90 Hz, and a field of view of 110°. Inside the HMD, an infrared
camera from Pupil Labs, the HTC Vive Binocular Add-on, was installed to capture eye
movements. This camera boasts a resolution of 1920 × 1080, 30 fps, a field of view over
100°, and a camera latency of 8.5 ms. Each camera is equipped with five infrared light
emitting diodes (LEDs) to capture images of the eyes in dark environments. The cameras
are connected to a laptop via USB cable, which has a 10-core 2.80 GHz i7-1165G7 CPU,
16 GB memory, and Intel(R) Iris(R) Xe Graphics. To display augmented reality content,
the HMD is connected to a more powerful laptop with a 14-core 2.7 GHz i7-12700H CPU,
32 GB memory, and an NVIDIA RTX 3080 Laptop GPU with 16 GB VRAM. Although the
HTC Vive Pro has a refresh rate of 90 Hz, the images are captured at 30 fps, resulting in a
mismatch of frame rates that introduces noise into the video.

3.4. Procedures

To consider variations in pupil size and position related to emotions, as well as changes
in pupil size influenced by image brightness, seven distinct images were carefully chosen
for the experimental set. These images encompassed a range of valence and arousal
values and varying levels of brightness. The video employed in a previous study [23]
was a 360° video designed for the VR environment, providing valence and arousal values
associated with each video. Four videos, representing positive arousal, positive non-arousal,
negative arousal, and negative non-arousal, were selected from the aforementioned study.
However, it was judged that the videos that induced positive and negative arousal were
not appropriate, so through an internal meeting, external positive and negative arousal
videos were added. Additionally, to induce neutral emotions, a method involving the
display of everyday objects on the screen was adopted—a recognized approach for inducing
neutral emotions [24]. Consequently, a total of seven videos were chosen, and Table 2
outlines the valence and arousal values, video length, and triggering emotion of each
video. For externally sourced videos, the anticipated valence and arousal values were
provided. The video set comprised two positive arousal videos, two negative arousal videos,
one negative non-arousal video, one positive non-arousal video, and one neutral video.
Figure 1 illustrates a example from the experiment’s video. The images were thoughtfully
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curated to encompass indoor and outdoor scenes, dark and bright environments, aiming to
comprehensively consider changes in pupil size due to brightness.

Figure 1. Example from the experiment’s video.

Each video has a duration ranging from 70 (s) to 90 (s), followed by a 3 min break
after its conclusion to alleviate any potential dizziness. During this break, participants
underwent a self-assessment using the self-assessment manikin (SAM) to gauge emotional
arousal [25]. SAM is a widely employed method for investigating an experimenter’s emo-
tional response to various stimuli. The SAM includes a positive–negative scale representing
emotions and an arousal–non-arousal scale indicating the level of arousal, as depicted in
Figure 2, with each scale having nine levels. In addition, because this dataset assumes an
actual usage environment, the user’s free movement and gaze movement are not controlled,
and since the HMD is worn again for each video, there is variation in eye position for each
video even though it is the same person.

Figure 2. Self-assessment manikin questionnaire.
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Table 2. Information about the video.

VID 1 VID 2 VID 3 VID 4 VID 5 VID 6 VID 7

Valence 3.5 (expect) 7.47 5 (expect) 6.17 3.2 2.38 7 (expect)
Arousal 7 (expect) 5.35 3 (expect) 7.17 5.6 4.25 7.5 (expect)
Time (s) 90 70 90 90 90 90 90

Emotion Negative
arousal

Positive
non-arousal Neutral Positive

arousal
Negative
arousal

Negative
non-arousal

Positive
arousal

3.5. Data Records

In this research, video acquisition was successfully completed for 100 out of the
101 participants, with one individual opting out of the experiment. Consequently, data
for approximately 5,199,175 frames were obtained. The participants viewed seven videos
designed to evoke emotions, and corresponding survey results were collected. The compo-
sition of the dataset is shown in Figure 3. Accordingly, the video data of each subject who
participated in the experiment was structured to match the survey results for the video.
During the experiment, information on whether lenses were worn and whether glasses
were worn was also collected as metadata. In particular, whether the experiment was
conducted first with glasses on or without them was expected to have a significant impact
on emotion recognition, and the relevant information was recorded together. The resulting
dataset was constructed by considering various aspects of the experiment and the reliability.

Figure 3. Composition of the dataset.

Figure 4 visually presents the data obtained through the experiment, and there is a
change in the eye position of the same subject in each image. Furthermore, it clearly illus-
trates differences in periocular characteristics among subjects, including variations in eye
shape, the presence or absence of double eyelids, and the shape of eyelashes. The observed
distinctions in periocular features suggest the potential for subject identification based
on these characteristics. It is worth noting that when subjects wear glasses, accurately
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locating the eye area may pose challenges due to the reflection of infrared light by the
lenses. Addressing these challenges may require additional image processing technology
or controlled lighting conditions.

Figure 4. Data example (data from p000 to p007).

Figure 5 displays the image and histogram without glasses in (a) and with glasses in
(b). In both cases, there is a substantial distribution of pixels with low brightness values
(10–30) due to the VR-induced black borders around the eyes. Particularly in case (b), there
is a significant increase in pixels with high brightness values (240 250) attributed to light
reflecting from the glasses lens compared to (a). Moreover, the presence of glasses creates a
shadow, and sporadic light-colored pixels exist due to dust or light reflection on the lenses,
resulting in a distinctly different histogram. Additionally, in (a), distinct user features such
as the iris and eyelashes are clearly visible in the center of the image, but in (b), these
features are less evident as the pupils are notably positioned above the center due to the
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presence of glasses. However, in both dataset types, the diameter of the iris in the entire
periocular frame is not sufficient, so these datasets may not be suitable for iris recognition.

Figure 5. Example image (P003) and histogram. (a) Image w/ glasses; (b) image w/o glasses.

Figure 6 provides a visual representation of the evaluation results for each video, while
Figure 7 illustrates the valence and arousal values of each image in a box-and-whisker
plot. In Figure 6, you can see that the distribution of emotional levels for each video
allows for relative distinction. However, it is evident from Table 3 that the valence and
arousal values are denser than anticipated. Particularly, even in videos designed to induce
arousal, the arousal values appear to be distributed lower, and overall valence values are
distributed higher. Observing Figure 7, it is evident that valence demonstrates an overall
distribution of high values, whereas arousal values exhibit an overall distribution of low
values. This observation can be attributed to two potential factors. Firstly, during the
selection of experimental videos, it is conceivable that the videos were chosen to elicit
an overall low arousal value, possibly to accommodate a broader audience. Secondly,
the immersive nature of wearing a VR headset and experiencing a 360-degree video may
have induced positive emotions in the subjects.

Table 3. Average of valence and arousal as a result of the survey.

VID 1 VID 2 VID 3 VID 4

Valence Arousal Valence Arousal Valence Arousal Valence Arousal

4.12 5.33 7.6 2.54 5.61 1.61 6.12 4.79

VID 5 VID 6 VID 7

Valence Arousal Valence Arousal Valence Arousal

4.33 4.79 3.88 2.79 7.59 4.15
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Figure 6. Survey results of valence and arousal distribution.

Figure 7. Box-and-whisker plot of valence and arousal as a result of the survey.

4. Method

4.1. Data Cleansing

Considering that the shape of both eyes is different for each person, only the right eye
image was utilized in this study. Additionally, images featuring subjects wearing glasses
were excluded from analysis due to the challenges posed by infrared light reflection on
the lenses, making accurate eye area localization difficult. Moreover, images capturing
closed or blinking eyes acquired during the experiment were omitted from consideration
as they were deemed unsuitable for biometric recognition. The acquisition of eye images
using infrared lights and cameras within the VR device introduce potential damage to
iris images due to reflected infrared light in the iris area. To mitigate this, a process was
implemented to remove reflected light present in the iris area. For the iris recognition
task, an additional step involved converting the iris area into a square image using polar
coordinate transformation. Given the dynamic nature of each user’s eye position when
wearing VR, a deep learning approach for accurate pupil extraction was deemed more
effective than traditional algorithmic methods. Thus, a deep learning model based on
Inception [26] was employed. Trained to detect and locate the pupil in real time within
noisy images, this model consists of several inception blocks and reduction blocks, utilizing
convolution filters and pooling layers of various sizes within each block. The model used
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was pretrained, and to exclude instances of closed or slightly closed eyes, eight frames
of video were removed based on the absence of detected pupils during the extraction
process. Figure 8 visually illustrates the functioning of the model, with white and red
circles indicating the predicted pupil model generated by the pupil area detection model.
Frames classified as having open eyes are represented by white circles, while frames
identified as closed eyes are visualized as red circles.

Figure 8. Examples of pupil extraction detection. A red dot indicates that the pupil was not detected
in that frame, while a white dot indicates that the pupil was detected. Only frames where the pupil
was detected were used for training the model. (a): When the eyes are open, (b) when eyes are
half-open (in this case, it is classified as a frame with eyes closed), (c): when eyes are closed.

4.2. Dataset

For training the biometric recognition model, images were extracted and utilized from
our dataset. Participants in this database viewed a total of seven videos, and from each,
15 images were randomly extracted for the training process. A total of 105 images were
used per subject, and a total of 10,500 learning data for 100 subjects were constructed and
model learning was performed. Considering the variability of the VR wearing environment,
random parallel movement and brightness augmentation were applied to the images when
learning the model. Additionally, considering that impostor pairs are more diverse than
genuine pairs in an actual biometric authentication environment, the ratio of impostor pairs
was increased when forming genuine and impostor pairs in 10,500 pieces of training data to
enable robust comparison. The genuine and impostor matching tests were conducted using
a dedicated test dataset, excluding the data utilized for training. Considering the relatively
small number of subjects in the database, five-fold cross-validation performance was
measured. The overall average performance was then calculated to evaluate the system.

4.3. Periocular Recognition Model

In this study, a Siamese-network-based deep learning model was utilized to compare
and analyze the performance of biometric recognition models based on periocular data
obtained from a VR environment. The Siamese network is a deep learning model structure
that shares weights between CNN models. In the case of genuine image pairs, the feature
values of the two images become closer, while in the case of impostor pairs, the feature
values become further apart. The overall model structure is shown in Figure 9. In this
study, the performance comparison was conducted by modifying the feature extraction
network model based on the Siamese network. The three deep learning models used as
feature extraction networks were MobileNetV3Large [27], EfficientNetB0 [28], and the
Siamese-network-based deep learning model proposed by Hwang et al. [29]. Each model
has its unique characteristics, covering a wide spectrum from lightweight models to high-
performance models.

MobileNetV3 [27] is a lightweight deep learning model designed for efficient com-
putational performance in mobile and embedded environments. The MobileNet series
utilizes depthwise separable convolution, which reduces the number of parameters while
optimizing the computation speed. MobileNetV3 further advances this by introducing
the squeeze-and-excitation (SE) module and the hard swish activation function, striking
a balance between performance and efficiency. It is evaluated as a model that consumes
fewer computational resources, performs fast computations, yet still delivers respectable
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recognition performance. In this study, MobileNetV3Large was selected, considering the
possibility of real-time processing on VR devices.

EfficientNet [28] is a model designed with a compound scaling strategy, which expands
the network’s depth, width, and resolution in a balanced way. EfficientNetB0 is the lightest
version in this series, balancing performance and efficiency, making it a model that can
be applied to various use cases. A key feature of EfficientNet is that it does not simply
improve performance by increasing the model’s size but achieves optimization in both
performance and efficiency through compound scaling. EfficientNetB0’s strength lies in its
ability to deliver high performance even with limited data, making it suitable for the VR
dataset, which was collected from a relatively small number of subjects.

The study by [29] argued that useful features for periocular biometrics might exist
even at relatively lower layers in CNN-based models. As a result, the model was designed
to utilize features extracted from intermediate layers of the deep learning model. Based on
Deep-ResNet18, feature maps extracted from each stage are transformed into vectors using
Global Average Pooling. These transformed vectors are then connected to a fully connected
layer, mapping them to vectors of the same size. Consequently, one vector is generated
for each convolutional layer stage, and the final feature vector is created by concatenating
these vectors. This feature vector is used to perform periocular biometrics by comparing
the two subjects.

The input images used for the model had a resolution of (240, 320). All models were
trained using the TensorFlow and Keras libraries, and the Adam optimizer, which generally
shows good performance, was used as the optimizer for training. The binary cross-entropy
was employed as the loss function. To save the model with the best performance, the model
parameters at the point where the validation loss was the lowest were saved. The batch size
for training was set to 16, and the model was trained for a total of 10 epochs. Additionally,
to prevent overfitting during training, the early stopping technique was applied, halting
training if the validation loss did not improve for five consecutive epochs.

Figure 9. Siamese network structure for model training.

5. Results

In this study, we measured the false acceptance rate (FAR) and false rejection rate
(FRR) based on similarity thresholds to compare the performance of the models and con-
ducted receiver operating characteristic (ROC) curve and equal error rate (EER) analyses.
A lower EER indicates a more robust biometric recognition system, and in most biometric
systems, the threshold is typically set based on the value derived from the EER. In biometric
recognition, minimizing the FAR, which is associated with the incorrect identification of
others, is critical. Consequently, the FRR performance was evaluated under the condition
that FAR remained below 1%. Table 4 summarizes the performance of the proposed bio-
metric recognition models. As seen in the table, the performance of each model varies in
terms of EER and FRR. MobileNetV3Large and EfficientNetB0 exhibited similar perfor-
mances, with EERs of 7.11% and 6.55%, respectively. In contrast, the model proposed by
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Hwang et al. [29] showed relatively lower performance with an EER of 10.76%. When
comparing FRR at a FAR of less than 1%, MobileNetV3Large and EfficientNetB0 achieved
similar performance, with FRRs of 24.90% and 25.37%, respectively, whereas the model
proposed by Hwang et al. [29] displayed a lower performance with an FRR of 34.41%.

Table 4. Biometric recognition performance of different models.

Model EER [%] FRR (FAR < 1%) [%]

MobileNetV3Large 7.10 24.90

EfficientNetB0 6.55 25.36

Hwang et al. [29] 10.76 34.41

Figure 10 visualizes the ROC curves for each model. Through the analysis of each
curve, it was found that the MobileNetV3Large model demonstrated an AUC of 0.98, which
is very close to 1, indicating excellent performance. Similarly, the EfficientNetB0 model
also showed an AUC of 0.98, exhibiting identical performance to MobileNetV3Large and
demonstrating very high performance. Given that EfficientNetB0 has a lower EER than
MobileNetV3Large, both models display similar overall performance, but EfficientNetB0
may slightly outperform MobileNetV3Large. On the other hand, the model proposed by
Hwang et al. [29] achieved an AUC of 0.95, which, although slightly lower than the other
two models, still maintains high performance.

Figure 10. Comparison of ROC curves: (a) MobileNetV3Large; (b) EfficientNetB0; (c) Hwang
et al. [29].

Figure 11 illustrates the genuine–impostor distribution of the models using the pro-
posed dataset as input. The X-axis represents the distance between the feature vectors of
two images, while the Y-axis represents the probability density at that distance. The closer
the feature vector distance between two images, the higher the likelihood that the pair is
genuine, and the further the distance, the higher the likelihood that the pair is an impostor.
Typically, the distributions of genuine and impostor pairs each form two Gaussian distribu-
tions, and the smaller the overlapping region between the two distributions, the better the
biometric recognition performance is considered to be. For the MobileNetV3Large model,
genuine data are primarily located between Euclidean distances of 0.0 and 0.8. The distri-
bution of the genuine data is very narrow and skewed to the left, indicating that genuine
matches occur at very small distances. The impostor data are mainly positioned between
Euclidean distances of 0.2 and 1.5 and follow a symmetric normal distribution. This sug-
gests that the MobileNetV3Large model can effectively distinguish between genuine and
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impostor data, as the overlap between the two distributions is relatively small, indicating
excellent performance. In contrast, the EfficientNetB0 model shows a broader distribution
for genuine data compared to MobileNetV3Large, with the distribution spreading further to
the right. The genuine data is primarily located between Euclidean distances of 0.0 and 1.0.
And the impostor data is mainly positioned between Euclidean distances of 0.2 and 1.8 and
follows a symmetric normal distribution. The impostor distribution also spreads more
to the right, forming a symmetrical distribution. This model’s broader distributions for
both genuine and impostor data imply that the model includes more uncertainty, and the
boundary between the two classes is relatively less distinct. Therefore, despite having the
lowest EER, the EfficientNetB0 model suggests that its criteria for distinguishing between
genuine and impostor pairs are not as clear as those of the MobileNetV3Large model.
For the model proposed by Hwang et al. [29], the genuine distribution is more spread out
compared to the previous two models, with a slightly asymmetrical normal distribution
skewed to the left. The impostor distribution is similar to that of the EfficientNetB0 model
but is skewed more to the left. The genuine data are spread between Euclidean distances of
0.2 and 1.5, and there is more overlap between the distributions of genuine and impostor
data than in the previous two models. This indicates that the difference between genuine
and impostor data is smaller, which contributes to the relatively lower performance of
this model.

Figure 11. Comparison of genuine–impostor distribution: (a) MobileNetV3Large; (b) EfficientNetB0;
(c) Hwang et al. [29].

6. Discussion

This study attempted to overcome the limitations of existing datasets by building a
VR dataset recorded while subjects experienced actual VR content. Most existing public
datasets were acquired from Westerners and were not suitable for VR research because
they did not reflect the uniqueness of the VR environment by using data acquired from
external cameras. Additionally, datasets captured in VR have a small number of subjects
or low resolution. In contrast, this study collected high-resolution images using a cam-
era attached to a VR device targeting Koreans and constructed a richer dataset through
emotion-inducing videos. To induce emotions, the subjects watched seven videos, and after
watching, the subjects checked the level of positive/negative and arousal/non-arousal
through a self-assessment manikin questionnaire. The results of the questionnaire showed
that the valence value was generally high, and the arousal value was generally distributed
similarly across all videos. This may be because, during the selection process for the
experimental videos, videos that generally induce low arousal values were included, which
various subjects could watch. It is also possible that this resulted from cultural differences
between Western and Eastern societies. It may also be because the experience of wearing
VR and watching 360-degree videos itself induced positive emotions in the subjects. In the
case of emotion recognition, it is feasible to predict the numerical values corresponding to
emotions in the videos used in our constructed dataset through regression, using metrics
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such as mean absolute error, or to utilize each emotion as a category and use accuracy
for prediction.

This study also presents a baseline for utilizing the dataset. Periocular biometric
identification was performed using the constructed dataset. To improve the quality of the
data, frames with eyes closed or blinking were removed, and frames with rapid changes in
pupil size were filtered. This process improves the reliability and accuracy of biometrics,
allowing the model to effectively learn the key features needed to distinguish between
real and counterfeit. And the feature extraction network of the Siamese network was
replaced with various models for comparative analysis. The results of this study highlight
the comparative performance of three feature extraction networks—MobileNetV3Large,
EfficientNetB0, and the model proposed by Hwang et al. (2020)—in terms of EER, FAR,
and FRR. The models were evaluated using ROC curves and genuine–impostor distribution
analysis to gauge their accuracy and ability to distinguish between genuine and impostor
data. The analysis of the genuine–impostor distribution further illuminates the strengths
and weaknesses of each model. The MobileNetV3Large model presents a compact and
well-separated distribution of genuine and impostor data, with genuine data clustering
tightly between Euclidean distances of 0.0 and 0.8. This narrow distribution, coupled with
minimal overlap between the two classes, indicates that MobileNetV3Large can effectively
distinguish between genuine and impostor matches, making it highly reliable for biometric
recognition. In contrast, EfficientNetB0, despite its lower EER, shows a broader distribution
of both genuine and impostor data. This broader spread suggests more uncertainty in
the model’s classification boundaries, making it less clear-cut in distinguishing between
genuine and impostor data. The overlap between the distributions is larger than that of
MobileNetV3Large, indicating that EfficientNetB0, while effective, may not be as confident
in its predictions.

Also, balancing FAR and FRR is a critical challenge in biometric recognition systems.
In this study, we evaluated FRR under the condition that FAR remained below 1%, as well
as by analyzing the EER. However, there is a need for more detailed analysis of FRR
performance at various FAR thresholds. Specifically, exploring methods to achieve an
optimal FAR/FRR balance tailored to the needs of specific applications could be a key focus
for future research. Also, no emotion rating data were used in the baseline, and images
of glasses wearers were excluded from the analysis due to infrared reflection. Therefore,
future research will expand the scope of application of the model by including various
states such as glasses wearers, eye closure, and blinking and will contribute to expanding
the use of periocular in more diverse fields through emotion classification, etc.

7. Conclusions

This study establishes a periocular dataset acquired in real VR usage environments,
providing a crucial foundation for research in biometric recognition and emotion assess-
ment. Existing datasets fail to reflect the unique characteristics of VR environments and
often have limitations such as low resolution or a small number of subjects. In contrast,
the dataset from this study includes high-resolution images captured using a camera at-
tached to a VR device, specifically focusing on Korean subjects, making it more suitable
for practical applications. The significance of this dataset is particularly highlighted in
its potential to enable non-invasive continuous authentication and emotion assessment
in VR environments. This opens possibilities for applications in fields where immersion
is critical, such as education, therapy, and entertainment. The data collected alongside
emotion-inducing videos can serve as a valuable resource for emotion recognition research,
contributing to the development of more personalized and sophisticated VR environments.
In conclusion, the dataset created in this study will serve as a key cornerstone for advanc-
ing technologies in user authentication and emotion recognition within VR environments.
Based on this, the quality of user experiences can be enhanced, and safer, more reliable VR
environments can be established. The expansion of such research lays the foundation for
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VR technology to provide tangible value across various industries and make significant
contributions to the future development of immersive technologies.
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Abstract: This study proposes a biometric authentication method using infrared (IR)-based
periocular images captured in virtual reality (VR) environments with head-mounted dis-
plays (HMDs). The widespread application of VR technology highlights the growing need
for robust user authentication in immersive environments. To address this, the study
introduces a novel periocular biometric authentication system optimized for HMD usage.
Ensuring reliable authentication in VR environments necessitates overcoming significant
challenges, including flicker noise and infrared reflection. Flicker noise, caused by alter-
nating current (AC)-powered lighting, produces banding artifacts in images captured by
rolling-shutter cameras, obstructing biometric feature extraction. Additionally, IR reflection
generates strong light glare on the iris surface, degrading image quality and negatively
impacting the model’s generalization performance and authentication accuracy. This study
utilized the AffectiVR dataset, which includes noisy images, to address these challenges. In
the preprocessing phase, iris reflections were removed, reducing the Equal Error Rate (EER)
from 6.73% to 5.52%. Furthermore, incorporating a Squeeze-and-Excitation (SE) block
to mitigate flicker noise and enhance model robustness resulted in a final EER of 6.39%.
Although the SE block slightly increased the EER, it significantly improved the model’s
ability to suppress noise and focus on critical periocular features, ensuring enhanced ro-
bustness in challenging VR environments. Heatmap analysis revealed that the proposed
model effectively utilized periocular features, such as the skin around the eyes and eye
contours, compared to prior approaches. This study establishes a crucial groundwork for
advancing robust biometric authentication systems capable of overcoming noise challenges
in next-generation immersive platforms.

Keywords: biometric authentication; head-mounted display; infrared periocular images;
noise reduction

1. Introduction

The rapid advancement of virtual reality (VR) and augmented reality (AR) tech-
nologies is accelerating the rise of the metaverse, creating new digital spaces that offer
immersive experiences and realistic interactions for users [1,2]. These immersive experi-
ences enable personalized services based on user data but also raise significant concerns
regarding the security and privacy of the vast amounts of user data being collected [3].
Therefore, developing reliable authentication mechanisms for immersive platforms such as
the metaverse has become an essential task.

Electronics 2025, 14, 240 https://doi.org/10.3390/electronics14020240
93



Electronics 2025, 14, 240

Currently, VR and AR platforms primarily rely on traditional authentication methods
such as personal identification numbers (PINs) or passwords [4]. However, these methods
are not well suited to immersive environments and may detract from the user experience.
Furthermore, in environments that require continuous authentication, existing methods
reveal significant security vulnerabilities [5]. This highlights the urgent need for new
authentication technologies that balance immersion with security.

One promising technology to address this challenge is periocular biometric authenti-
cation. This technology leverages unique biometric features around the eye, such as the iris,
eyelids, and eyelashes, to identify users. It shows significant potential, especially for provid-
ing continuous and reliable authentication even while wearing a VR headset [6,7]. However,
implementing this technology effectively in VR environments requires addressing several
noise-related challenges.

One major noise issue in VR environments is flicker noise. This noise arises from
brightness fluctuations caused by alternating current (AC)-powered lighting, producing
banding artifacts in images captured by rolling-shutter cameras [8]. Flicker noise hinders
the accurate extraction of iris and surrounding biometric features due to continuous bright-
ness variations. Existing synchronization technologies and filtering algorithms aimed
at mitigating this problem face challenges related to high technical complexity and cost,
making practical application difficult [9,10]. Another significant obstacle is infrared (IR)
reflection noise. IR reflections generated by VR headsets cause strong light reflections on
the iris surface, distorting image details and introducing significant noise during model
training. Furthermore, reflection patterns change dynamically with gaze shifts, negatively
affecting the generalization performance of the model and the accuracy of authentication.

This study proposes a periocular biometric authentication method optimized for VR
environments by utilizing the AffectiVR dataset [11], which contains images affected by
flicker noise and IR reflection noise. Designed to overcome the limitations of existing
authentication systems, this study specifically addresses major noise challenges in VR
scenarios. The proposed process effectively removes IR reflections from the iris area, pro-
viding stable training data. Furthermore, the proposed model accurately captures detailed
biometric features of the iris and surrounding tissues, enhancing the reliability of biometric
authentication models. Despite realistic constraints such as flicker and reflection noise
in immersive VR environments, the proposed process delivers highly reliable biometric
authentication. This advancement significantly contributes to improving user experiences
and strengthening security levels in next-generation digital platforms such as the meta-
verse. The key contributions of this study are as follows. First, the model’s performance
is enhanced by removing IR illumination reflections. Second, the model’s reliability is
ensured by mitigating the impact of flicker noise.

This manuscript is organized as follows: Section 2 reviews related works, highlight-
ing previous studies on periocular biometrics and their limitations. Section 3 presents
the proposed method, including dataset preprocessing, model architecture, and train-
ing procedures. Section 4 discusses experimental results and comparative analysis with
baseline models. Finally, Sections 5 and 6 conclude the study with implications and
future directions.

2. Related Works

2.1. Biometric Authentication Using Head-Mounted Display

Sivasamy et al. [12] proposed a novel system called VRCAuth for continuous user
authentication in VR environments. To address the limitations of password or PIN-based
initial authentication, which struggles to continuously verify user identity during VR usage,
VRCAuth analyzes user head movements using VR headset sensors to provide seamless
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continuous authentication. The system leverages various machine-learning algorithms to
identify users without disrupting their activities. However, since it relies solely on head
movements, distinguishing attackers with similar patterns from legitimate user behavior
may be challenging. Additionally, while the system achieves high accuracy with multiple
classifiers, its training and updating processes may pose inefficiencies when handling
real-time scenarios or large-scale datasets.

Bhalla et al. [13] explored user authentication using IMU (Inertial Measurement Unit)
data collected from AR head-mounted displays and proposed a novel authentication system
leveraging holographic headset sensor data as an auxiliary continuous behavioral biometric.
A user study using Microsoft HoloLens collected unique motion samples, including head
movements and hand gestures, from participants within an AR environment. The findings
indicate that IMU data from head-mounted displays can effectively profile and authenticate
users, demonstrating the potential for continuous authentication based on user interactions
in AR environments. However, the study’s sample size was limited to five subjects, posing
challenges in generalizing findings to real-world applications.

Lohr et al. [14] employed the DenseNet architecture for end-to-end Eye Movement
Biometrics (EMB) as a novel method for user authentication in VR and AR devices. Their
study achieved an EER of 3.66% using 5 s of registration and authentication. However,
since the method relies on high-quality eye movement data, the eye-tracking sensors in
VR/AR devices may not match the signal quality of the data used in their research.

2.2. Biometric Authentication Using Periocular Images

Kumari et al. [15] proposed a novel periocular biometrics system for robust authen-
tication in scenarios impacted by the COVID-19 pandemic. Addressing the limitations
of contact-based biometrics like fingerprint systems or face biometrics affected by mask-
wearing, the proposed method focuses on the periocular region as it remains visible and
provides sufficient discriminative information. The system combines handcrafted features
(e.g., HOG), non-handcrafted features from pretrained CNN models, and semantic informa-
tion, such as gender, extracted through a custom CNN model. A feature fusion approach
ensures robust performance across varied conditions, including eyeglasses, masked eye
regions, and pose variations. Despite achieving high accuracy with feature fusion and
multiclass SVM classifiers, the computational complexity of combining multiple feature
types may limit real-time applicability or scalability for large datasets.

Zhang et al. [16] proposed a deep feature fusion approach for iris and periocular
biometrics on mobile devices to address challenges like low-resolution images and limited
computational resources. Using maxout CNNs for compact feature extraction and adaptive
weights for multimodal fusion, the system optimizes joint representation, achieving high
accuracy and outperforming traditional methods. They also introduced the CASIA-Iris-
Mobile-V1.0 database, the largest NIR mobile iris dataset, to support further research.

Almadan et al. [17] attempted to solve the problem that, despite the high performance
of the convolutional neural network (CNN) model for periocular image-based user au-
thentication on mobile devices, it is difficult to deploy on mobile devices with limited
resources because the model requires large space and has high computational complexity
due to millions of parameters and calculations. To this end, they evaluated five neural
network pruning methods and compared them with the knowledge distillation method to
analyze the performance of CNN model inference and user biometric authentication using
periocular images on mobile devices. However, this approach was tested on periocular
images collected from mobile devices, and it presents the challenge of being difficult to
implement in a head-mounted display environment.
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Zou et al. [18] proposed a lightweight CNN that combines the attention mecha-
nism and intermediate features, considering that although deep learning-based periocular
biometric algorithms have made great progress, it is necessary to improve network perfor-
mance with fewer parameters in practical applications. Experimental results using three
public datasets and one self-collected periocular dataset demonstrate the effectiveness of
the proposed network. However, it shares the disadvantage of being difficult to apply in a
head-mounted display-wearing environment, as in the previous study.

Lohith et al. [19] proposed a multimodal biometric method using multiple biometric
information to solve the problem that single-modal biometrics may deteriorate performance
due to limitations such as intra-class variation and non-universality because it identifies users
using one biometric information. In the paper, multimodality biometric authentication is
proposed through feature-level fusion using biometric information from the face, ear, and
periocular regions, and CNN is applied for feature representation. However, this approach
necessitates additional inputs beyond the periocular region, which may limit its applicability.

3. Proposed Method

Figure 1 illustrates the periocular image-based biometric authentication system pro-
posed in this study. The proposed method can be broadly divided into four processes,
with the second process further comprising four subprocesses. Detailed explanations for
each step are provided in the following. We used PyTorch and OpenCV libraries in our
experiments, versions 2.5.3 and 4.2.0.34 respectively.

Figure 1. The periocular image-based biometric authentication system proposed in the study.

3.1. Dataset

In this study, the AffectiVR dataset [11] was used. This dataset contains data collected
from 100 participants, and images around the eyes were recorded in a VR environment
using the HTC Vive Pro and the ‘HTC Vive Binocular Add-on’. During the dataset collection
process, 360-degree videos were selected based on the study of [20], and 7 videos were
selected considering changes in pupil size and eye movements of the participants. The
videos included various lighting conditions, such as natural light, indoor lighting, and dark
indoor environments, and reflected both static and dynamic viewpoints.

Each video played for approximately 90 s, and participants were able to freely control
their movements and gaze directions. After watching the videos, a 3-minute break was
provided to relieve fatigue caused by VR exposure. The data were recorded as a monocular
video of each eye at 30 frames per second, 1920 × 1080 resolution, providing high-resolution
data suitable for analyzing individual features such as skin texture around the eyes, eyelid
shape, and eyelashes. This dataset contains a total of 5,199,175 frames of video data.

3.2. Data Preprocessing

Due to individual differences in the shape of the left and right eyes, this study utilized
only the right eye’s images. This approach was taken to maintain consistency in analysis
and minimize variables that could arise from differences in the shape of both eyes. Addi-
tionally, frames unsuitable for biometric authentication, such as those depicting blinking,
were excluded from the dataset acquired in this experiment. To remove frames where the
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eyes were closed, the following method was used: first, the pupil was extracted, and frames
where the pupil was not captured, where the pupil’s center suddenly moved significantly, or
where the pupil’s radius abruptly changed, were classified as frames with closed eyes. This
process filtered out frames where the pupil was not clearly visible or displayed abnormal
movement. Furthermore, in cases where the eyes were partially closed, it was likely that the
frame was captured either during the act of opening or closing the eyes; thus, an additional
eight frames surrounding the closed-eye frame were also removed. Through this method,
we ensured that only images of open eyes were obtained. As a result, we secured periocular
images exclusively in the open-eye state through a rigorous data filtering process, enhancing
the reliability of the study and enabling accurate biometric authentication.

Additionally, reflections in the iris area typically have significantly higher brightness
values compared to the surrounding regions, and this can act as noise during model
training. To mitigate the impact of reflection noise, this study employed a method to
remove reflections present in the iris. While eliminating reflections in the iris region
can be problematic in iris authentication systems that directly rely on iris texture, we
determined that this would not impact performance in our study, as we utilized periocular
features in addition to the iris. The process of reflection removal proceeded as follows: the
coordinates of the pupil center detected earlier were used to eliminate reflections. Since
the size of the human iris does not exhibit significant variation between individuals, a
circular region of interest (ROI) with a radius of 75 pixels was established around the
detected pupil center. This ROI encompassed the iris area and served as the region for
reflection detection. To detect reflections within this iris ROI, OpenCV was utilized, which
identified the location and size of bright spots representing reflections. In this process,
OpenCV’s SimpleBlobDetector class was utilized and the minThreshold parameter was set
to 190 to detect light reflection pixels. Once reflections were detected, the pixel values of a
neighboring 7 × 7 region were analyzed to calculate the median value. The median value
was used because it is less affected by outliers, allowing for more accurate interpolation. The
calculated median value was then applied to the pixels containing reflections, effectively
removing them. Through this interpolation process, a clean iris image with removed
reflections was obtained. Figure 2 presents a comparison of images before and after
reflection removal. In the image before reflection removal, noticeable reflections are present
in the iris area; however, in the image after reflection removal, the reflections with higher
values than the surrounding pixels are eliminated, resulting in a cleaner iris image. This
can enhance the model’s performance.

Figure 2. Example of removing reflective light (a): before removing reflective light, (b) after removing
reflective light.
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3.3. Model

To train the biometric authentication model, images were extracted from a dataset
specifically constructed through experiments. To ensure an equal number of images per
subject, 15 images were randomly selected from each subject’s data for training. Ultimately,
105 images were compiled for each subject, resulting in a total of 10,500 training samples
for 100 subjects, which were then used to train the model. To account for the variability
in device positioning when wearing a VR headset, random horizontal translation and
brightness adjustment were applied to the images during model training. Furthermore,
recognizing that there are more impostor pairs than genuine pairs in real biometric authen-
tication scenarios, the proportion of impostor pairs increased within the 10,500 training
samples to create a robust comparison that closely mirrors actual conditions.

The base model structure utilized was a Siamese network-based deep learning model,
as proposed in Hwang et al. [21]. The Siamese network is a deep learning model structure
designed to learn the relationship between feature vectors of two images extracted from a
convolutional neural network (CNN) model with shared weights. The goal is to minimize
the distance between feature vectors for positive pair images while maximizing the distance
for negative pairs. The Siamese network model structure is illustrated in Figure 3, while
the feature extraction model structure is depicted in Figure 4.

Figure 3. Siamese network architecture used for training.

In a CNN used for image feature extraction, shallow layers capture low-level features,
while deeper layers extract high-level features. Typically, CNNs have multiple stacked
layers, with the final output feature vector being utilized for further processing. However,
Hwang et al. [21] suggested that useful features for biometric authentication based on
eye images can also exist in the intermediate layers of CNN-based models. Thus, they
designed the model to also utilize features extracted from the intermediate layers of the
deep learning model. To achieve this, global average pooling is applied to the feature maps
extracted from each layer to convert them into 1-dimensional vectors. These converted
vectors are then connected to a fully connected layer to generate a unified 1-dimensional
vector. As a result, one feature vector is generated for each convolutional layer, and the
final feature vector is produced by merging them. These two feature vectors are then used
to compare the two images, therefore performing biometric authentication based on the
periocular image.
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Figure 4. Structure of the feature extraction model proposed in the study by Hwang et al. [21].

The model employed in this experiment was based on the Deep-ResNet18 architecture
introduced by Hwang et al. [21]. Additionally, the periocular images used as inputs for the
model were downsampled from the original resolution of 1920 × 1080 to a lower resolution
of 320 × 240. The detailed structure of the model used in this experiment is summarized in
Table 1.

The dataset used for training the deep learning model contained noise manifested
as thick horizontal lines in the images, as shown in Figure 5. This type of noise can be
misinterpreted as a feature during model training. To mitigate this issue, we incorporated
a Squeeze-and-Excitation (SE) block after the Residual block in our model. The SE block,
commonly used in computer vision research to enhance image authentication performance,
models the interdependence between channels to highlight significant features and sup-
press less relevant ones. It is a simple module that integrates seamlessly into various
convolutional neural network (CNN) architectures and adds minimal additional parame-
ters, therefore improving performance without substantially increasing model complexity.
The Residual block structure with the SE block is illustrated in Figure 6.

For comparative performance evaluation, we modified the feature extraction model
and conducted training under identical conditions. We selected two comparison models,
MobileViT [22], and ResNet34 [23], to ensure a fair evaluation, particularly considering
the need for continuous biometric authentication in practical environments. Models with
excessive parameters were excluded from comparison to avoid undue complexity.

Training was performed using the Adam optimizer, known for its effectiveness, with
binary cross-entropy as the loss function. To identify the best-performing model, we saved
the model parameters corresponding to the lowest validation loss. The batch size was set
to 16, and training was conducted for 10 epochs. To prevent overfitting, we employed early
stopping, halting training if validation loss did not improve over 5 consecutive epochs.
Performance evaluation involved splitting the dataset into training and testing sets at an 8:2
ratio and performing 5-fold cross-validation. The final performance metrics were calculated
as the average across the five folds. The experiments were performed using Python 3.8.17
and CUDA 11.6, with TensorFlow 2.7.0 as the learning framework.
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Table 1. Structure of the Deep-ResNet18 periocular image-based biometric authentication model
proposed in the study by Hwang et al. [21].

Block #Layer Structure #Channel

Block 1 1 Conv(7 × 7), stride = 2 322 Max Pooling(3 × 3), stride = 2

Block 2

3 Conv(3 × 3)

32

4 Conv(3 × 3)
5 Shortcut(2, 4) 1

6 Conv(3 × 3)
7 Conv(3 × 3)
8 Shortcut(5, 7) 1

Block 3

9 Conv(3 × 3), stride = 2

64

10 Conv(3 × 3)
11 Shortcut(8, 10) 1

12 Conv(3 × 3)
13 Conv(3 × 3)
14 Shortcut(11, 13) 1

Block 4

15 Conv(3 × 3), stride = 2

128

16 Conv(3 × 3)
17 Shortcut(14, 16) 1

18 Conv(3 × 3)
19 Conv(3 × 3)
20 Shortcut(17, 19) 1

Block 5

21 Conv(3 × 3), stride = 2

256

22 Conv(3 × 3)
23 Shortcut(20, 22) 1

24 Conv(3 × 3)
25 Conv(3 × 3)
26 Shortcut(24, 25) 1

Pooling

27 Vector(8) 2 32
28 Vector(14) 2 64
29 Vector(20) 2 128
30 Vector(26) 2 256

Concat 31 Concatenate(29, 30, 31, 32) 480
1 Shortcut(x, y): A shortcut structure that performs element-wise addition operations on the x and y layers.
2 Vector(x): Performs a fully connected layer operation with nodes of the same size as global average pooling
for x.

Figure 5. Noise observed in image data over time.
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Figure 6. Residual block structure with SE block.

4. Results

4.1. Comparison of Results Before and After Reflective Noise Suppression

First, to compare the performance before and after reflection removal, the model was
trained and evaluated with and without removing reflected light. Table 2 presents the
biometric authentication performance based on whether reflection removal was applied. In
biometric authentication, it is crucial to maintain a low False Acceptance Rate (FAR), which
relates to the risk of incorrectly recognizing an impostor as a legitimate user. Therefore, we
compared the False Rejection Rate (FRR) when the FAR was less than 1%. In this study,
heatmap analysis was conducted to investigate the prediction results of the biometric
authentication model. This technique visualizes the significant regions in the model’s
output and has been widely used in recent computer vision-based studies, such as object
detection and image classification. Many of these studies have employed the gradient-
weighted class activation mapping (Grad-CAM) method [24]. Grad-CAM evaluates the
gradient of each pixel concerning the model’s output, reflecting the degree of influence
each pixel has on the final result. Pixels that are more influential are represented in red on
the heatmap, indicating their importance.

Figure 7 illustrates the results of a heatmap analysis conducted to assess the im-
pact of reflection removal on model performance. As seen in Figure 7, the influence of
specular light pixels is significant in images that have not undergone reflection removal.
This suggests that specular light features are heavily relied upon during the biometric
authentication process. However, in the images where reflection removal was applied, it is
evident that the model focuses more on features related to the shape of the eyes and the
surrounding skin rather than on specular light. Thus, it can be concluded that the model
was trained to prioritize specific periocular features over specular light using the images
applied to reflection removal. Figures 8 and 9 display the Genuine–Impostor distribution
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and the receiver operating characteristic (ROC) curve, respectively, for the model when
evaluated with the AffectiVR dataset used in this study. The x-axis of Figure 8 represents
the distance between the feature vectors of the two images input into the model. Typically,
the Genuine–Impostor distribution forms two Gaussian curves with some separation, and
the less overlap there is between these distributions, the better the biometric authentication
performance. According to the performance evaluation, training the model with the data
after reflection removal led to improvements in both the Equal Error Rate (EER) and the
False Rejection Rate (FRR) when the False Acceptance Rate (FAR) was less than 1%.

Table 2. Comparison of Biometric Authentication Performance with and without Reflection Removal.

Performance (%) Before Reflection Removal After Reflection Removal

EER 6.73 5.52
FRR (FAR < 1%) 23.70 19.28

Figure 7. Heatmap images according to reflection removal; (a) before reflection removal, (b) after
reflection removal. Red on the heatmap indicates a higher value, while blue indicates a lower value.

Figure 8. Comparison of Genuine—Impostor distribution graphs according to reflection removal;
(a) before reflection removal, (b) after reflection removal.

102



Electronics 2025, 14, 240

Figure 9. Comparison of ROC curves according to reflection removal; (a) before reflection removal,
(b) after reflection removal.

4.2. Comparison of Results Before and After Using SE Block

In order to compare the performance before and after utilizing the SE block structure,
models before and after introducing the SE block structure were trained. Table 3 shows
the biometric authentication performance depending on whether the SENet structure was
reflected. Figure 10 shows the Genuine–Impostor distribution and ROC curve of the model
predicted using the AffectiVR dataset in this study as input, and Figure 11 shows the
Genuine—Impostor distribution and ROC curve of the model trained by integrating the
SENet structure into the model. The x-axis in Figure 10b is the distance between the
feature vectors of two images used as inputs of the model. According to the performance
measurement results, when the model was trained using the data after introducing the
SENet structure, it was confirmed that the performance slightly decreased in both measures
of EER and FRR.

Figure 10. Biometric authentication performance results before reflecting SENet structure. (a) ROC
curve, (b) Genuine—Impostor distribution.
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Figure 11. Biometric authentication performance results after reflecting SENet structure. (a) ROC
curve, (b) Genuine—Impostor distribution.

Table 3. Comparison of performance results depending on whether SENet structure is reflected or not.

Model EER FRR (FAR < 1%)

Deep-ResNet [21] 5.52 19.28
Deep-SE-ResNet 6.39 24.52

Through Figure 12, we can see that the preprocessed image mainly utilizes the features
around the eyes related to the skin around the eyes and the shape of the eyes instead of the
power noise. Therefore, we can conclude that by incorporating the SENet structure into the
model, the performance decreased, but the model was trained to emphasize the specific
features around the eyes rather than the power noise.

Figure 12. Heatmap images according to whether the SENet structure is integrated or not. (a) Image
before integration, (b) image after integration. Red on the heatmap indicates a higher value, while
blue indicates a lower value.
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4.3. Additional Model Training and Performance Comparison

In this study, to compare models suitable for the dataset environment, two additional
models were trained by changing only the feature extraction network while maintaining
the same environment. This experiment aimed to compare the performance of a deeper
model within the same architecture and the performance of a model incorporating an
attention mechanism. To this end, ResNet34 [23] and MobileViT [22] were additionally
trained.

The choice of MobileViT over vanilla ViT was driven by the requirement for real-
time performance in user biometric authentication systems, particularly in head-mounted
display (HMD) environments. MobileViT offers a more lightweight structure, which is
crucial for maintaining real-time processing capabilities while achieving high accuracy. The
performance evaluation of each model is presented in Table 4.

Table 4. Comparison of biometric authentication performance according to the number of parameters
of several backbone models.

Model Parameters EER FRR (FAR < 1%)

ResNet34 [23] 5.7 M 5.61 18.44
MobileViT [22] 2.3 M 6.39 30.33
Deep-SE-ResNet 3.2 M 6.39 24.52

5. Discussion

In this study, when comparing the performance before and after integrating the SENet
structure, the EER of the model slightly decreased from 5.52% to 6.39% and the FRR
(FAR < 1%) slightly decreased from 19.28% to 24.52% after introducing the SENet structure.
In a performance comparison with the ResNet34 model and the MobileViT model, the
ResNet34 model achieved the best performance with an EER of 5.61% and an FRR of 18.44%,
while the MobileViT model had the poorest performance with an EER of 9.74% and an
FRR of 30.33%. These results show that the performance of the Deep-SE-ResNet model
slightly decreased after the introduction of the SE block, but the heatmap analysis results
show that the model with the SE block introduced learns only specific and meaningful
periocular features better. This indicates that the model has shifted towards more effectively
suppressing abnormal features such as power noise and more clearly extracting periocular
features, which are crucial for biometric authentication. Power noise was recognized as
a major feature in the previous model, but with the introduction of the SE block, these
abnormal features were suppressed, and instead, specific features such as the skin around
the eyes and the shape of the eyes were highlighted as major features. Our study used
periocular images that are not front-facing like those used in prior research, and they
contain power noise. Considering that the SE block suppresses noise and emphasizes
crucial features, we expect that performance could be further improved if noise-free data
were utilized. In particular, the SE block models the interdependence between channels
to emphasize important features and suppress less important features, so the model was
trained in a direction that enables more reliable biometric authentication. Based on these
results, the model that introduced the SE block is significant in that the model was changed
to extract only the features of the meaningful part of the data.

Therefore, despite a slight decrease in performance, the introduction of the SE block
contributed to extracting more reliable features for biometric authentication by suppressing
abnormal features such as power noise and emphasizing periocular-specific features. This
suggests an important direction for future research on user biometric authentication in
VR environments, and it is expected that the dataset and model of this study will play an
important role in increasing the applicability in real-world environments.
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These findings underscore the unique advantage of using SE blocks and reflective
noise suppression in environments where maintaining specific feature fidelity is critical.
By actively down-weighting noise-prone areas and highlighting periocular features, this
approach enables the model to be more resilient to variations that can compromise authen-
tication accuracy. Such robustness is crucial for VR environments, where environmental
noise and lighting inconsistencies are common. Thus, our method lays the groundwork for
creating authentication systems that are both adaptive and precise in real-time applications.

In addition, as a result of experiments using multiple models, the Deep-SE-ResNet18
model showed the most effective performance relative to the number of model param-
eters. This suggests that the Deep-SE-ResNet18 model can achieve high performance
even with relatively few parameters, considering the relationship between the dataset
size and the number of model parameters. These results emphasize the necessity and
practicality of lightweight models in biometric authentication research in virtual reality en-
vironments and show that they can increase the applicability in environments that require
real-time performance.

6. Conclusions

In this study, we utilized the AffectiVR dataset for user authentication in a virtual
reality head-mounted display environment and presented a biometric authentication model
using it. We utilized the AffectiVR dataset, which was acquired from virtual reality devices
and is therefore suitable for real environments. This dataset is essential for user authen-
tication research in a virtual reality environment and can also contribute to improving
biometric authentication performance with high-resolution images. Additionally, we re-
moved reflected light from the iris, which can act as noise, to enhance the model’s ability to
learn features around the eyes. Through this preprocessing, we improved the performance
from the existing 6.73% to 5.52% EER.

The dataset used in this study contained noise in the form of horizontal lines. Upon
analyzing the heatmap of the existing model, we observed that the heatmap was centered
around this noise. To reduce the impact of this noise, we introduced the SE block structure,
resulting in a slightly higher EER of 6.39%. However, further heatmap analysis revealed
that the model with the SE block focused on biometric features around the eyes rather than
the noise. This study also compared various models and presented a benchmark that will
be valuable for future research.

Given the limited research on periocular biometrics in virtual reality environments,
this study offers several significant advantages. First, it provides an opportunity to develop
and verify a more realistic biometric authentication model using data collected in an
actual virtual reality device usage environment. Second, this study successfully trained
a model that is robust to power noise, which can occur in a VR environment, using the
SE block structure. This can serve as an important reference for developing models that
consider similar environments in future studies. Finally, by comparing various models and
presenting a benchmark, this study makes an academic contribution that researchers can
use to develop more effective biometric authentication systems in the future. Finally, by
comparing various models and presenting a benchmark, this study makes an academic
contribution that researchers can use to develop more effective biometric authentication
systems in the future.

In future studies, we will optimize machine-learning algorithms to enable faster and
more accurate real-time authentication. Moreover, we anticipate that extracting the iris
from the image and combining it with periocular biometrics to perform multi-biometric
authentication will yield even better performance. Iris authentication technology, known
for its high accuracy and security, combined with existing eye image-based authentica-
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tion, could establish a dual security system, ensuring high reliability even in a virtual
reality environment. We expect that this multi-biometric authentication system will further
strengthen security by analyzing various biometric characteristics such as the user’s eye
blinking and gaze movements.

In addition, incorporating SE blocks into the model demonstrated robustness to noise
in Grad-CAM qualitative evaluations. This indicates the potential to develop models
less influenced by noise, addressing one of the major challenges in learning with the
AffectiVR dataset. In other words, this suggests that the model could demonstrate strong
generalization capabilities when applied to other datasets without the noise present in
the AffectiVR dataset. Therefore, future research will focus on improving performance
by integrating SE blocks and conducting evaluations on data collected from various head-
mounted devices.
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Abstract: This paper presents a voice biometrics system implemented in a web application as part
of a two-factor authentication (2FA) user login. The web-based application, via a client interface,
runs registration, preprocessing, feature extraction and normalization, classification, and speaker
verification procedures based on a modified Gaussian mixture model (GMM) algorithm adapted
to the application requirements. The article describes in detail the internal modules of this ASR
(Automatic Speaker Recognition) system. A comparison of the performance of competing ASR
systems using the commercial NIST 2002 SRE voice dataset tested under the same conditions is
also presented. In addition, it presents the results of the influence of the application of cepstral
mean and variance normalization over a sliding window (WCMVN) and its relevance, especially
for voice recordings recorded in varying acoustic tracks. The article also presents the results of
the selection of a reference model representing an alternative hypothesis in the decision-making
system, which significantly translates into an increase in the effectiveness of speaker verification. The
final experiment presented is a test of the performance achieved in a varying acoustic environment
during remote voice login to a web portal by the test group, as well as a final adjustment of the
decision-making threshold.

Keywords: speaker recognition; biometrics (access control); authentication; cepstral analysis; Gaussian
mixture model; genetic algorithms; system verification

1. Introduction

The two-factor login method described in this article using a voice biometrics system
is implemented in the novel PicWATermark system for user verification and authentication.
This is implemented, among other things, by means of voice biometrics but also by means of
a marking method using a watermark as an identifier contained in the digital material [1,2].
In addition, the module will have in-built copyright protection mechanisms for the creators
of the digital material, e.g., to identify the digital images taken.

The voice biometrics system that is the subject of this article provides convenient
functionality for the user using the PicWATermark system, enhancing not only login
convenience but also security. In addition, in this era of the prevailing SARS-CoV-2
virus pandemic, it allows the PicWATermark system to be used efficiently without the
need to remove a protective mask or gloves, which would be necessary when using
facial biometrics or a fingerprint as a second login component. It is also important to
remember that the human voice, as a biometric, does not require additional passwords to
be remembered or other sensitive data to be entered, and every user has it with them at all
times. This represents a significant advantage over the use of additional passwords, which
are becoming increasingly difficult to remember due to the complexity required.
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The implementation of the voice biometrics module is shown in Figure 1. Voice au-
thentication is one of the three possible two factor authentication (2FA) methods in the
PicWATermark system (alongside photo and PIN authorization). The voice authentication
module in the system exists as a Docker container that communicates with the user authen-
tication module via a REST API. The BIO module, which is part of the voice authorization
module, consists of two submodules. The first is the learning submodule, which is used in
the creation of the user voice model. The testing submodule, on the other hand, is used
in biometric verification mode, during which the characteristic features of the voice are
compared with a previously created model of the user’s voice.

 

Figure 1. Implementation diagram for the user authentication module in the PicWATermark system.

User login to the PicWATermark system using the voice authorization module must
be preceded by the activation of two-factor authorization in the user account. During this
operation, the user is asked to provide a 25 s voice sample, through which a voice model
will be created. Once the model has been successfully generated, the user can log into the
system using their voice. To do this, in addition to the standard login data (username and
password), the user must record a 5 s voice sample, which is then analyzed by the testing
submodule of the voice biometrics module (BIO). After successful verification of the login
and password and a voice sample, the user is granted access to the PicWATermark system.

The aforementioned architecture of the voice biometrics system has been further
elaborated upon in Section 3. Secure login constitutes a daily challenge faced by nearly
every computer or smartphone user in the contemporary world. Therefore, in response to
this issue, the authors have attempted to create a voice biometric system and subsequently
integrate it into a two-factor authentication system.

2. Related Works

In this section, an analysis of the latest scientific publications in the areas of 2FA and
voice biometrics is presented.

In the first instance, the authors will focus on presenting the most commonly used
components of 2FA. As research demonstrates, the utilization of the second factor of
authentication has become a socially prevalent phenomenon [3–5]. Only 21% of users
employ single-factor authentication, while as many as 72% utilize a second factor of
authentication to enhance its security.

In Table 1, the authors have compiled popular authentication factors constituting
2FA [6–12]. They have subjected them to comparison based on the following parameters:
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− Universality—every individual should possess the considered factor;
− Uniqueness—the factor should ensure a high degree of differentiation among individuals;
− Collectability—the factor should be measurable through practical means;
− Performance—determines the potential for achieving accuracy, speed, and reliability;
− Acceptability—society should not have reservations about the use of technology employed
by the specific factor.
− Spoofing—indicates the level of difficulty in intercepting and falsifying a sample of data
from the respective factor.

Table 1. Comparison of individual factors for 2FA: H—high; M—medium; L—low; n/a—unavailable
[8,10].

Factor Universality Uniqueness Collectability Performance Acceptability Spoofing

Password n/a L H H H H
Token n/a M H H H H
Voice M L M L H H
Facial H L M L H M

Ocular-based H H M M L H
Fingerprint M H M H M H

Hand geometry M M M M M M
Location n/a L M H M H

Vein M M M M M M
Thermal image H H L M H H

Behavior H H L L L L
Beam-forming n/a M L L L H

OCS 1 n/a L L L L M
ECG 2 L H L M M L
EEG 3 L H L M L L
DNA H H L H L L

1—Occupant Classification Systems (OCS); 2—Electrocardiographic (ECG) Recognition; 3—
Electroencephalographic (EEG) Recognition.

Subsequently, the authors conducted a review of currently employed voice biomet-
rics methods. The vast majority of authors use the cesptral method to create a unique
vector of discriminant features, as well as mel-scale summation filters to create so-called
mel-frequency cepstrum coefficients (MFCCs) [13–23]. Additional distinctive features are also
used, such as T-phase features [3] or features based on the method of Linear Predictive Coding
(LPC) [13,16,19–21].

Another essential element of the architecture of speaker recognition systems is an
effective classifier. A popular and effective classification method is the Gaussian mixture
model with Universal Background Model (GMM-UBM) method or its various modifications.
Using a high number of Gaussian distributions per voice model [13–15]. In recent years,
there has also been a trend towards the use of Deep Neural Networks (DNN) [17,18,24],
including Convolutional Neural Networks (CNN) [19], as well as so-called Long Short-Term
Memory Networks (LSTM) [16,20,21]. Another type of neural network is the Time Delay
Neural Network (TDNN) [21–25], as well as the Sequence-to-Sequence Attentional Siamese
Neural Network (Seq2Seq-ASNN) [26].

The authors of this paper use mel-cepstral features and weighted cepstral features
during the generation of discriminant features, as well as a GMM classifier with a few
Gaussian distributions, providing memory-saving processing, which is importance for the
implementation of the voice biometric system. For a detailed description of the various
processing steps, see Section 3. It should be noted that cross-comparing speaker recognition
systems is not the easiest thing to do. This is because there are a number of commercial
voice datasets that are used to test the effectiveness of Automatic Speaker Recognition (ASR)
systems. Nevertheless, it can be concluded that, depending on the speech processing
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methods used and the voice base used, the above-mentioned authors achieve an equal error
rate (EER) of between 16.09% and 0.73%.

The voice biometrics system described in this paper performs at a very good level
relative to its competitors, taking additionally into account the fact that the experiments
presented were carried out under real-world conditions using a cloud implementation of
the ASR system. The individual test results are presented in Section 4 of the article.

Furthermore, it should be noted that most of the voice biometric systems described
in the literature lack practical aspects and attempts at their real-world implementation.
The authors of this article have taken on the challenge of developing and implementing
a practical voice biometrics system that, considering Table 1, is excellently suited for
use in 2FA systems. The utilization of voice biometrics for this purpose represents an
innovative idea and a significant contribution to existing research, especially in comparison
to commonly used additional security measures such as passwords, facial recognition, or
fingerprint scans. Moreover, this approach is highly secure, as demonstrated in Section 4.

3. Methods

The structure of the ASR system described in this article is shown in Figure 2. The
remainder of this section describes the individual modules of the ASR system in more
detail, starting with the speech acquisition and signal pre-processing processes and the
associated proprietary methods for selecting the processed speech frames. Another element
of the operation of the presented voice biometrics system is the process of extracting,
selecting, and normalizing the unique characteristics of the speaker’s voice. The process
involved cepstral analysis of the speech signal as well as a genetic algorithm. This is
followed by a presentation of the classifier used, using Gaussian mixture models, which is
a memory-efficient and individually information-rich classification method. The next stage
of processing is the decision-making process and the normalization of the final speaker
verification result.

 

Figure 2. Operating diagram of the voice user verification module.

112



Electronics 2023, 12, 3791

3.1. Signal Acquisition

The first stage of the ASR system is the acquisition of voice signals. We are talking
about signals subject to verification as well as signals that are training material for the
creation of voice models. During acquisition, the quality of the acoustic track used, as well
as the conditions in which the voice recordings were made, are important considerations.
In the presented implementation of the ASR system, the stability of the Internet connection
is also of importance due to the need to upload the recorded speech fragment to the
PicWATermark server.

3.2. Signal Pre-Processing

During the pre-processing of the speech signal, several operations are carried out to
prepare the signal for feature extraction, thereby minimizing the impact of the recording
device on system performance.

The first of the processes implemented is the clipping of silences, which are a typical
part of almost every vocal utterance. This operation makes it possible to reduce the number
of signal frames processed, which increases the speed of voice recognition and, above
all, the efficiency of correct speaker verification, as only the frames relevant to speaker
recognition are analyzed. In the presented implementation of the system, silence clipping is
implemented twice. The first “rough” clipping of silence is carried out by the front-end using
Voice Activity Detection. Thanks to this approach, a selection of signal frames containing
speech is already made during recording, which saves both time and the transfer of data
sent by the user to the PicWATermark server. Further “fine” selection of ASR-relevant
frames is carried out in further signal pre-processing.

Another operation performed on the processed speech signal, already taking place
on the PicWATermark server, is its normalization, where two actions are performed, i.e.,
removal of the mean value and scaling. The removal of the mean value from the digital
speech signal is due to imperfections in the acquisition process. A speech signal in physical
terms is nothing more than variations in sound pressure, so its average value can be
assumed to be zero. In the practical implementation of digital speech signal processing,
this value is almost always non-zero. This is due to the processing of speech fragments of
finite length. The second action performed on the signal is scaling, which compensates
for the mismatch between the speech signal and the range of the transducer. This allows
quietly recorded parts of speech to be amplified. In the case of an ASR system designed
for speaker verification independent of speech content, it is not necessary to preserve the
energy relations occurring between the individual signal fragments. Therefore, in the
present system, scaling is implemented relative to the maximum value of the signal to
avoid distortions and make maximum use of the available number representation.

The next stage is signal filtering, known as pre-emphasis. It aims to compensate for
the phenomenon found in the speech signal of lower amplitudes of higher frequency
components relative to lower frequency components [27]. The aforementioned filtering is
of greatest importance for frequencies above 3 kHz [28], so in the presented implementation
of the ASR system, which processes signals with a maximum frequency of 4 kHz, its
importance is minor.

The next step in the pre-processing of the speech signal is filtering in the frequency
domain to reduce the components of the sound that are inaudible to humans. For this
purpose, a high-pass filter with the amplitude characteristics shown in Figure 3 was used.
The filter parameters were selected through an optimization process.

The speech signal processed in this way is then divided into short (quasi-stationary)
fragments called frames. Each processed frame is analyzed separately and used in the
creation of a separate distinctive feature vector.

Associated with the segmentation process is the windowing operation, i.e., the multi-
plication of the signal by an assumed time window with a width that determines the length
of the frame. The time window is moved along the time axis with a specific increment. To
minimize the phenomenon of so-called spectrum leakage, i.e., strong artifacts present in
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the processed signal. The ASR system presented here uses a Hamming window with low
sidelight levels.

 
Figure 3. Amplitude characteristics of a 22-order Chebyshev filter of type II [29].

The final element of speech signal pre-processing is the selection of signal frames rele-
vant to the ASR system. The aforementioned silence clipping function is the first “coarse”
element to eliminate silence for longer parts of speech. In the presented implementation of
the ASR system, three additional mechanisms are used to allow more accurate selection of
signal frames.

The first is implemented to extract only voiced parts of speech, carrying information
about the laryngeal tone. In the voiced frames, there are maxima in the frequency domain
in a regular manner, which cannot be said for the voiceless fragments of processed speech,
which resemble more of a noise signal. Using the autocorrelation function allows the
sonority of the signal frame under consideration to be determined. The highest value of
the autocorrelation function is obtained for zero offset; however, the bar is related to the
energy of the signal, which is why the second maximum of the autocorrelation function
is considered when looking for sonorous frames, which should be juxtaposed with the
empirically determined sonority threshold [29].

Another criterion used to select representative signal frames is the re-detection of
frames containing only the speech signal. This time with the elimination of shorter frag-
ments of silence. The assumed minimum length of the cut frame of silence and the applied
offset are of the same size as those used in the extraction of individual features in this ASR
system. The process of selecting a threshold value for this criterion was also subject to
optimization [29].

The final stage of frame selection is carried out on the basis of checking their noise
level. This is made possible by determining the fundamental frequency using independent
methods—autocorrelation F0ac and cepstral F0c. These two methods of determining F0
have different resistance to signal noise. Proper use of this property makes it possible to
determine which signal frames do not meet the accepted quality criterion (1) [30]. According
to the literature, the autocorrelation method of determining the fundamental frequency is
considered more accurate than the cepstral method; however, it is less robust to the noise
of the signal under consideration. Therefore, the smaller the difference occurring between
the fundamental frequency determined by these methods, the more the frame of the signal
under consideration can be considered less noisy [29].

|F0c − F0ac| ≤ p f min(F0c, F0ac) (1)

where pf represents the optimized threshold value [29].

3.3. Extraction of Distinctive Features

Another essential module of two-factor login using a voice biometrics system is
the generation of speakers’ personal characteristics. This stage is particularly important
because errors and shortcomings therein reduce the discriminatory capacity of speakers’
voices, which, in the later stages of the system’s operation, can no longer be made up for.
The main objective of the parameterization is to transform the temporal input waveform
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in such a way as to obtain a possibly small number of descriptors containing the most
relevant information about the speaker’s voice, thus minimizing their sensitivity to signal
variation that is irrelevant to this system, i.e., dependent on the content of the speech or the
parameters of the acoustic track used during acquisition.

Due to the redundancy of the signal in the time domain, it is much more efficient
from the point of view of this voice biometrics system to analyze it further in the frequency
domain. One of the reasons for this approach is inspired by the functioning of the sense of
hearing, which, in the course of evolution, has been adapted to interpret the amplitude-
frequency envelope of the speech signal appropriately [31].

The frequency form of the speech signal is the initial element in the subsequent
parameterization. In the presented voice biometrics system, two types of descriptors
requiring further mathematical transformations of the amplitude spectrum have been used,
namely weighted cepstral features and mel-cepstral features.

For the generation of weighted cepstral features, the next process is the logarith-
mization of the amplitude spectrum, whereby the multiplicative relationship between the
slow-variable component and the amplitudes of the individual stimulus-derived pulses is
converted into an additive relationship. By subjecting such a signal to an inverse Fourier
transform, the slow-variable waveforms associated with the transmittance of the vocal
tract are placed close to zero on the cepstral time axis, called pseudo-time, while the pulses
associated with the laryngeal sound start approximately within the period of the laryn-
geal signal and repeat every period. The final step in the generation of weighted cepstral
features is to multiply the resulting signal in the pseudo-time domain by a summation
filter bank that takes into account not only the maximum amplitudes of the bands in the
cepstrum but also the values surrounding them, which also carry individual information
about the speaker’s voice.

During mel-cesptral feature generation, the Mel-Frequency Cepstrum Coefficients
(MFCC) method was used [32]. It works by multiplying the amplitude Fourier spectrum
after transformation through a mel filter bank, which mimics the human auditory organ and
its non-linear sensitivity to stimuli from different frequency ranges, resulting in improved
perception. Figure 4 illustrates this feature for 30 filters and a maximum signal frequency
of 4 kHz.

 

Figure 4. Distribution of 30 mel filters in the frequency range up to 4 kHz [29].

The processed signal is then logarithmized, similar to the weighted cepstral features.
The final step in mel-cepstral feature generation is subjecting the signal to a cosine transfor-
mation for feature decorrelation.

3.4. Selection of Distinctive Features

Worldwide research shows that using the maximum set of features does not always
produce the best results [33–36]. Feature selection often offers the possibility of obtaining
higher or the same classification accuracy for a reduced feature vector, which in turn
translates into reduced computation time.
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When assessing feature quality, some features may be in the form of measurement
noise, degrading the ability to recognize a given pattern, while others may be highly
correlated with each other, resulting in the dominance of these features over the others and
usually adversely affecting the quality of the classification.

An important element is the choice of feature selection method. A wide variety
of selection methods, ranging from fast ranking methods to time-consuming methods
incorporating complex classifiers, are available in the literature. The best-known quality
measures and feature selection methods include the Fisher coefficient, t-statistics, cross-
correlation, sequential forward selection, genetic algorithms, and linear discriminant analysis.

In the system presented here, the authors used a genetic algorithm to select the most
representative features of the speaker’s voice. This method takes into account the synergy
of the features and makes it possible to obtain an optimal set of them; however, it is time-
consuming. The working principle of the implemented feature classifier using a genetic
algorithm is shown in Figure 5. In contrast, a detailed description of the genetic feature
selector created by the authors is described in the article [34].

 

Figure 5. Flowchart of feature selection using a genetic algorithm [34].

3.5. Normalization of Distinctive Features

In the presented voice biometrics system, the normalization of distinctive features is
realized using the mean value of a given feature and its standard deviation in the processed
signal frame (cepstral mean and variance normalization over a sliding window—WCMVN) [28].
Norming is perfomed according to the following formula:

x̂t(i) =
xt(i)− μt(i)

δt(i)
(2)
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where xt(i) and x̂t(i) are the i-th components of the feature vectors in the considered frame
before and after normalization, respectively, while μt and δt are respectively the mean value
and standard deviation at time t for the feature vectors adopted during normalization [28].

3.6. Creation of Voice Models

Classification in the presented voice biometrics system is implemented based on a
linear combination of Gaussian distributions. By making appropriate use of the distinctive
features that constitute the learning data for the classifier, it is possible to create memory-
efficient, rich in individual information, voice models called Gaussian mixture model.

During the operation of the classifier, the models iteratively adjust their parameters,
i.e., expectation values, covariance matrices, and distribution weights, to the learning data
according to the Expectation Maximization (EM) algorithm.

The operation of the EM algorithm involves the iterative repetition of two steps. The
first is the estimation of the a posteriori probability value of the current model occurrence
for the observations of the considered learning data. In contrast, the second step is maxi-
mization, allowing the parameters of the new model to be determined [37], maximizing the
aforementioned probability function. Each subsequent step uses the quantities calculated
in the previous step. The model learning process ends when there is no adequate increment
in the reliability function or if the maximum number of iterations is reached.

During the speaker identification process, a decision is made as to which of the
speakers represented by the λk voice models (for k = 1, . . ., N, where N is the number of
voices in the considered dataset) is most likely to belong to the recognized fragment of
the voice signal represented by the set of personal feature vectors X. The discrimination
function then takes the form [37].

gk(X) = p(X|λk) (3)

The selection of the most likely voice model is carried out by ranking according to the
criterion [37].

k∗ = arg maxgk(X) (4)

In order to convert the multiplicative relationship between consecutive observations
into an additive one, in a practical implementation, the logarithmic value of the reliability
function (log-likelihood) is determined, and the criterion is Equation (5) [37].

lk∗ = arg max
1≤k≤N

T

∑
t=1

logp( xt|λk) (5)

where the probability p(xt|λk) is the weighted sum of the Gaussian distributions for a
single observation t.

Also associated with the classification process using GMM is the Universal Background
Model (UBM), which is created using learning data from different classes [38,39].

The model has two main uses. The first is to use it as initiating data in the process of
creating models of specific speakers. With this approach, the model can be trained in fewer
iterations as it does not start with strongly outlying initial data. The GMM-UBM algorithm
has been more extensively described and tested in earlier studies by the authors [39,40].

The universal voice model can also be used in a decision-making system to determine
the alternative hypothesis proving that the signal comes from another speaker in the
population [41,42].

3.7. Decision-Making System

In the decision-making system of the speaker verification system, there are two hy-
potheses about the probability of unique features of a recognized utterance in a given
statistical model of the speaker. The hypotheses can be formulated as follows:

− H0 (null hypothesis)—the voice signal X comes from speaker k,
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− H1 (alternative hypothesis)—the voice signal X comes from another speaker ~k from the
population.

Deciding whether a voice signal X comes from speaker k or comes from another
speaker ~k depends on the relationship between the null and alternative hypothesis prob-
abilities and the juxtaposition with the detection threshold θ. If we assume that the null
hypothesis is represented by the λhyp model and the alternative hypothesis by the λhyp
model, this relationship can be described by Equation (6):

Λ(X) =
p
(

X
∣∣∣λhyp

)
p
(

X
∣∣∣λhyp

) > θ (6)

The above equation is called the likelihood ratio test (LRT) or Neyman-Pearsonar test [28,42].
The likelihood quotient (6) is also often given in the logarithmic Equation (7)

Λ(X) = log

⎛⎝ p
(

X
∣∣∣λhyp

)
p
(

X
∣∣∣λhyp

)
⎞⎠ = logp(X|λhyp)− logp(X|λhyp) > θ (7)

As the null hypothesis, the result obtained from Equation (5) can be taken as the
null hypothesis, where the GMM classifier created by the authors looks for the maximum
value of the sum of the logarithms of the probability densities telling the occurrence of the
feature xt vector in the speaker model λk. Accordingly, this relationship can be presented
as follows:

logp(X|λhyp) = max
1≤k≤N

T

∑
t=1

log p(xt|λk) (8)

where: N is the number of all voices in the dataset and T is the number of personal feature
vectors extracted from the recognized speech signal. Determining the value of the logarithm
of the plausibility of the alternative hypothesis logp(X|λhyp) in the system presented here
is performed by directly using the logarithm of the plausibility obtained by the UBM
universal voice model created (described in Section 4.2).

logp(X|λhyp) = logp(X|λUBM) (9)

3.8. Normalizing the Outcome of the Verification

The final processing step in this voice biometrics system is the normalization of the
user verification result. For this purpose, the authors used the C-normalization (com-
bined normalization) method—a combination of Z-normalization (zero normalization) and
T-normalization (test normalization), assuming that the results of Z and T normalization
are independent random variables. During its implementation, the results were subject to
transformation according to the formula [43]:

C =
T + Z

2
∼ N

(
μZ + μT

2
δ2

Z + δ2
T

4

)
(10)

where μZ and μT are successively the averages resulting from the Z- and T-normalizations,
and δZ and δT are the standard deviations of these normalizations. The first component
of formula (10) (T-normalization) is implemented at test time (online), the test recording
is checked against the declared speaker model and a group of other cohort models, and
then the speaker under consideration is assigned the mean and variance of these scores. In
the case of the other component of Equation (10) (Z-normalization), the model is checked
against initial statements of which the modeled speaker is not the author, and then the
speaker under consideration is assigned the mean and variance from these results.
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In addition, an important element of this normalization is the proper selection of the
models included in the cohort involved in determining the components of Equation (10).

4. Results

This section contains experimental results illustrating the optimization process of
selected elements of the voice biometrics system that have not been investigated before in
the authors’ previous research [44,45]. The first part of the section presents a proposal to
improve the performance of the decision-making system, and the second part presents the
impact of feature normalization and verification score normalization on the effectiveness
of voice biometrics in a multisession voice dataset. In contrast, the last part of the section
provides the results of the optimization of the adopted decision threshold.

4.1. Impact of the Normalization of Distinctive Features on the Effectiveness of the ASR System

The first experiment conducted was to verify the speaker verification results obtained
using a multisession voice dataset consisting of recordings of 50 speakers recorded on
10 independent acoustic tracks at a sampling rate of 8 kS/s [46]. This allows the per-
formance of voice biometrics to be tested in a varied acoustic environment, making the
presented results more realistic (red markings in Figure 6). An attempt was also made
to additionally normalize the signal’s distinctive features by including the mean value
of a feature and its standard deviation in the processed signal frame WCMVN [28] (blue
markings in Figure 6). The results also include two options for how to test the ASR system.
The first allows the system to be tested using the same acoustic tracks that were used to
create the voice models (indicated by the circles in Figure 6). The other (more complex)
requirement, on the other hand, requires that different acoustic tracks are used when testing
the ASR system than those used when creating the voice models (indicated by the triangles
in Figure 6).

 
Figure 6. Results of speaker verification in the multisession voice dataset.

As the results in Figure 6 show, it is appropriate to use additional normalization of
distinctive features, which has a direct impact on increasing the effectiveness of speaker
verification. This increase is particularly noticeable for the more difficult testing option of
using different acoustic tracks when creating voice models and testing the ASR system.
This option is an extremely difficult situation, but it may occasionally occur in a real-life
situation when using an ASR system.

4.2. Optimization of the Adopted Alternative Hypothesis in the Decision-Making System

In subsequent experiments, a series of studies were carried out using the NIST 2002
SRE commercial voice dataset, which contained recordings of 330 voices (191 female,
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139 male) [47]. The recordings were resampled to a sampling rate of 8 kS/s, similar to
telephony conditions. The aim of the research was to test the impact of varying the selection
of the alternative hypothesis λhyp of the reliability quotient used to make a decision during
speaker vetting.

The first approach assumed the determination of λhyp, by means of the mean of the
logarithms of the reliability M of the population models, which are not also the declared
models (Figure 7). A test of this solution is shown later in this section.

Figure 7. Diagram for determining the credibility quotient for the alternative hypothesis, derived
from the average of the logarithms of credibility from M population models.

The other option involved the determination of an alternative hypothesis using a
universal voice model (UBM), for which M speakers’ learning data was used. Figure 8
shows a diagram of the proposed solution. A test of this solution is shown in Figure 9
(blue lines).

Figure 8. Diagram for determining the credibility quotient for the alternative hypothesis, derived
from the logarithm of the credibility of the universal voice model.

For experiments requiring speaker identity (user/intruder), half of the voice models
and all test signals were used. The results presented in Figure 9 illustrate the impact of the
number of voices included in the reference model (necessary to determine the alternative
hypothesis) on the quality of the classification. The options adopted mirror the solutions
presented in Figures 7 and 8, but are enriched by varying the selection of the nearest voice
models.

The first option involves selecting the closest voices from the dataset to the speech
fragment to be verified (online), which will then be used to create a reference model λhyp.
The second (offline) option, on the other hand, involves selecting the closest voices to the
speaker model created during learning and then creating a reference model based on this
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λhyp. In addition, results for a UBM created from randomly selected voices from the base
(green line) are also presented.

 
Figure 9. Performance results of the ASR system depending on the reference model used, obtained
from the NIST 2002 SRE voice dataset.

As can be seen from the above experiments, the best of the proposed options for the
reference model is to use a universal voice model (UBM), created from the most similar
voice models against the test (online) recording. The number of votes used for λhyp, chosen
by the authors, is 8, which is primarily due to the lowest EER value obtained.

Figure 10 shows an illustration of the operational curve (ROC) and the detection error
trade-off (DET) curve for the most favorable option. In addition, the exact values of the
area under the curve (AUC) and the equal error rate (EER) are presented.

 

Figure 10. Results of speaker verification of the most favorable alternative hypothesis selection option
in the NIST 2002 SRE voice dataset using the ROC curve and DET curve.

4.3. Optimization of the Decision Threshold

For the final verification of the implemented voice biometrics module in the PicWA-
Termark system, a series of tests were carried out, and a group of speakers were invited to
perform them. The tests were conducted in three groups. The first involved 21 testers, who
carried out the process of teaching and testing the voice biometrics module. Each speaker
created their voice model on the first of the two available audio tracks. The first audio track
consisted of the following: a Trust GXT 232 MANTIS microphone with USB connector and
a Dell Latitude 5285 tablet with integrated sound card. The other track, in turn, consisted of
a Trust MC-1300 microphone with a 3.5 mm jack connector and a Lenovo Y510p notebook
with an integrated sound card. In the next sequence, each speaker performed a login test
for their own account on both audio tracks. In further illustrations, a more complex variant
of testing the system was used, i.e., logging in to the account from a different device than
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the user voice model. In addition, a series of potential attempts were made to hack into
another user’s account using both acoustic tracks, logging into the account of the next
person on the user list. This approach allows the dataset to make n voices, n attempts to
log the right users, and n attempts to log potential intruders.

Subsequent voice biometrics tests in the PicWATermark system were performed in
two rounds (10 and 24 participants). These experiments were already taking place during
the COVID-19 outbreak, forcing them to be conducted entirely remotely. After creating
their voice model, each tester was asked to attempt to log in to their own account and to
the account of the next speaker on the list. It should be noted at this point that each speaker
logged in from a completely independent acoustic track, which makes the voice verification
results obtained significantly more realistic.

A total of 55 speakers were experimented with in three rounds, allowing the results
of 110 logins to be collected (55 to their own account and 55 to another user’s account as
an intruder). Figure 11 provides an illustration of the reliability quotient results obtained
when trying to log in to one’s own account (green circles) and another user’s account (red
circles). The experiments were carried out with a fixed decision threshold of “0” (blue line),
resulting in an accuracy (ACC) classification score of 91.82% from 110 logins to the system.

Figure 11. Summary illustration of the speaker verification results obtained by the group of speakers
testing the voice biometrics module.

A selection of decision threshold values (Figure 12) was also made, which resulted in
a significantly higher classification accuracy of 93.64% for decision thresholds “4” (black
point) and “9” (purple point).

The final evidence of the correct operation of the implemented speaker verification
system are the depictions of the operational curve (ROC) and detection error trade-off
(DET) curve shown in Figure 13. In addition, the area under the curve (AUC) and the
equilibrium error rate (EER) were determined, which quantify the quality of the decision-
making system. The results presented in Figure 13 are based on a sample of 110 speaker
logins in the PicWATermark system.
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Figure 12. Optimization of the decision threshold of a speaker recognition system based on
110 verifications.

Figure 13. Evaluation of a voice biometrics classifier based on the ROC curve and DET curve in a
dataset of 110 speaker logins in the PicWATermark system.

Given these results and the fact that they were carried out on numerous independent
acoustic tracks, it seems reasonable to adjust the decision threshold in further implemen-
tations of the PicWATermark system. As the choice of an appropriate decision threshold
represents a trade-off between the convenience of logging into one’s own account and
the danger of intrusion by an intruder, the authors adopted trials at level “9” in further
implementations of the system. This approach allows for an increase in the achievable
value of the ACC and increases the safety of the system.

4.4. Comparison with other Speaker Verification Methods

To test the validity of using the Gaussian mixture model method for speaker classi-
fication, the authors compared the results obtained with other available methods. The
classification method based on Gaussian mixture models is not one of the latest trends
in the field of voice biometrics, but nevertheless, in a situation where we have a small
representation of data for a given class, it performs excellently. In order to confirm this
thesis, the authors conducted independent tests using the commercial voice dataset NIST
2002 SRE [47] described in Section 4.2. The same test conditions were used, i.e., the voice
recordings were divided into a 25 s training fragment and a 5 s test fragment. The experi-
ment used all 330 available voices, which were resampled to a sampling rate of 8 kS/s. The
authors compared the ASR system presented in this paper, using the author’s feature set
and optimized GMM classifier, with two other available systems whose implementation
allowed them to be downloaded and tested for performance on their own [48,49]. The need
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to independently test other speaker classification systems was due to the fact that results
described by other authors are often difficult to compare. This is because of the different
voice datasets used to test the system, as well as because of the different ways in which the
experiments were conducted, among other things, the different lengths of recordings used
to train and test the system.

The first of the alternative speaker verification methods that were compared is the
I-vector method [48], which aims to model the overall variability of the training data
and compress the information into a low-dimensional vector. The used classifier was
pre-trained using the LibriSpeech dataset of approximately 10,000 h of speech corpora [50].
The details of the operation of this method are beyond the scope of the article and are
presented in the publication [51].

The second speaker verification method that was compared is the YAMNET (Yet
Another Mixture of Experts Network) method, which is a neural network model developed
by Google for classifying various audio sounds [49]. It has been trained on a large base of
different categories of sounds, including animal noises, music, and environmental sounds,
among others. For the purposes of this article, a transfer learning technique was used
to apply the YAMNET network to speaker verification. Implementation details of the
YAMNET network are presented in the article [52,53].

Table 2 presents a summary of the obtained EER values for the 3 methods of speaker
verification, i.e., optimized author’s GMM, I-vector, and YAMNET.

Table 2. Results of speaker verification method comparison using the NIST 2002 SRE dataset, which
consists of 330 speakers.

Name of the Speaker
Verification Method

Optimized Custom GMM I-Vector YAMNET

Number of features 23 60 64 *
EER 9.69% 10.91% 11.21%

* 64 is the number of mel bands in the mel septrogram.

5. Conclusions

The web-based implementation of the voice biometrics system presented in this
article has undergone extensive optimization and operational testing. The high speaker
verification results obtained demonstrate that voice biometrics can be successfully used as
a 2FA component. Tests were performed using commercial and in-house voice datasets.
For example, in the light of research based on the NIST 2002 SRE dataset [13], the results
achieved by the authors are at least satisfactory, achieving a 6.4% lower EER.

However, the most valuable experiment was the testing of the implemented voice
biometrics system by speakers logging in remotely to their accounts from independent
acoustic tracks. The tests resulted in an EER value of 7.27% when sampling 110 system
logins by 55 testers. This is the closest to real-world use of the voice biometrics module in
the PicWATermark system.

In addition, the authors conducted independent tests of other implementations of
voice biometric systems based on the I-vector method and YAMNET. The tests were
conducted under the same system testing conditions. The ASR system presented in the
paper achieved a lower EER of 1.22% than the I-vector classifier [48] and 1.52% lower than
the YAMNET classifier [49]. This demonstrates the superior ability of the presented ASR
system to classify speakers compared to other systems. The relatively low EER obtained
compared to other methods is due, among other things, to well-chosen discriminative
features, appropriately optimized GMMs, and small data representations for given classes,
for which GMMs perform excellently in data generalization.

Furthermore, it is important to note that the practical implementation of the present
voice biometrics system in the context of 2FA, as presented in the article, opens new avenues
for the utilization of this type of biometrics in security systems. The objective set forth by
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the authors, which aimed at creating an effective voice biometrics system and implementing
it in a practical 2FA setting, has been successfully achieved.

Certainly, the developed voice biometrics system needs to be further improved and
address the current threats facing voice biometrics, such as increasing the system’s resilience
against impersonation attempts, including using deepfake technology, which, together with
the development of artificial intelligence, could pose a major challenge to voice biometrics in
the future. Nevertheless, this work is a significant contribution to the practical applications
of voice biometrics in 2FA systems, highlighting the difficulties and challenges faced by
the authors of similar systems, which include, among others, the system’s resistance to the
diversity of voice recording devices as well as the scalability of the system architecture that
allows for efficient handling of large user bases.
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Abstract: A multi-spectral palm vein image acquisition device based on an open environment has
been designed to achieve a highly secure and user-friendly biometric recognition system. Further-
more, we conducted a study on a supervised discriminative sparse principal component analysis
algorithm that preserves the neighborhood structure for palm vein recognition. The algorithm
incorporates label information, sparse constraints, and local information for effective supervised
learning. By employing a robust neighborhood selection technique, it extracts discriminative and
interpretable principal component features from non-uniformly distributed multi-spectral palm vein
images. The algorithm addresses challenges posed by light scattering, as well as issues related to
rotation, translation, scale variation, and illumination changes during non-contact image acquisition,
which can increase intra-class distance. Experimental tests are conducted using databases from the
CASIA, Tongji University, and Hong Kong Polytechnic University, as well as a self-built multi-spectral
palm vein dataset. The results demonstrate that the algorithm achieves the lowest equal error rates of
0.50%, 0.19%, 0.16%, and 0.1%, respectively, using the optimal projection parameters. Compared to
other typical methods, the algorithm exhibits distinct advantages and holds practical value.

Keywords: palm vein recognition; multispectral image; feature extraction; dimensionality reduction

1. Introduction

Palm vein recognition technology appeared in 1991 [1], and it utilizes the unique-
ness and long-term stability of palm vein distribution for identity authentication [2,3]. It
attracted people’s attention because of its high security, liveness detection, user accept-
ability [4], and convenience. Traditional palm vein recognition requires users to place
their palms inside an image acquisition box to avoid interference from visible light. To
enhance recognition accuracy, contact-based captures with hand immobilization devices
are used, imposing significant constraints on users. Non-contact palm vein acquisition
in open environments is more user-friendly, but it introduces interference from visible
light on near-infrared imaging. The non-transparency, non-uniformity, and heterogeneity
of tissues surrounding the palm vein result in the scattering of near-infrared light used
for palm vein illumination [3]. The presence of visible light in open environments exac-
erbates scattering, increases noise, and leads to un-clear imaging and poor image quality,
reducing the amount of useful information. This is the fundamental reason affecting the
recognition performance of palm vein images. Furthermore, the non-contact acquisition
method enlarges intra-class differences due to rotations, translations, scaling, and changes
in illumination during multiple captures of the same sample. These two dilemmas make
palm vein recognition highly challenging.

Palm vein recognition technology has developed four main approaches based on fea-
ture extraction methods: texture-based methods, structure-based methods, deep learning-
based methods, and sub-space-based methods [3].

Texture-based methods, such as double Gabor orientation Weber local descriptor (DG-
WLD) [5], multi-scale Gabor orientation Weber local descriptors (MOGWLD) [6], difference
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of block means (DBM) [7], democratic voting down-sampling (DVD) [8], and various local
binary pattern [9] (LBP) variants mentioned in [10], extract information about the direc-
tion, frequency, and phase of palm vein texture as features for matching and recognition.
However, these methods are limited by the inadequate richness and clarity of texture
information in palm vein images, which can result in decreased recognition performance.

Structure-based methods, such as the speeded-up robust feature (SURF) operator [11],
histogram of oriented gradient (HOG) [12], and maximum curvature direction feature
(MCDF) [13], extract point- and line-based structural features to represent palm veins.
Recognition performance may be adversely affected in cases of poor image quality, as
certain point and line features might be lost.

Deep learning-based methods employ various neural networks to automatically ex-
tract features and perform classification and recognition, overcoming the limitations of
traditional feature extraction methods. For instance, Wu et al. [1] selectively emphasize clas-
sification features using the SER model and weaken less useful features, thereby addressing
issues related to rotation, translation, and scaling. Similarly, Wei et al. [14] applied neural
architecture search (NAS) techniques to overcome the drawbacks of manually designed
CNNs, expanding the application of NAS technology in palm vein recognition. However,
these methods may require large palm vein databases, limiting their applicability.

Sub-space-based methods, such as two-dimensional principal component analysis
(2D-PCA) [15], neighborhood-preserving embedding (NPE) [16], two-dimensional Bhat-
tacharyya bound linear discriminant analysis [17], and variants [18–20] of classical meth-
ods such as PCA, treat palm vein images as high-dimensional vectors or matrices. These
methods transform the palm vein images into low-dimensional representations through
projection or mathematical transformations for image matching and classification. Sub-
space methods offer advantages, such as high recognition rates and low system resource
consumption, compared to other approaches. However, due to their disregard for the
texture features of the images, they may exhibit a certain degree of blindness in the dimen-
sionality reduction process. This could lead to the omission of some discriminative features
that are crucial for classification, particularly in non-contact acquisition methods in open
environments, where the impact on recognition performance becomes more pronounced.

Non-contact palm vein image acquisition in open environments has garnered sig-
nificant research attention due to its hygienic and convenient nature, offering promising
prospects for various applications. Nevertheless, the scarcity of non-contact acquisition
devices and publicly available datasets in open environments has impeded progress in
non-contact palm vein image recognition research. Consequently, this study focuses on
three key contributions: Firstly, the proposal of a multi-spectral palm vein image acqui-
sition device specifically designed for open environments. Secondly, the establishment
of a non-contact palm vein image dataset utilizing the developed acquisition device. Fi-
nally, addressing the existing challenges in the field, the study introduces a supervised
discriminative sparse principal component analysis algorithm with a preserved neigh-
borhood structure (SDSPCA-NPE) for palm vein recognition. As a sub-space method,
this approach combines supervised label information with sparse constraints, resulting in
discriminative and highly interpretable palm vein features. It mitigates issues related to
un-clear imaging and poor texture quality, expands the inter-class distance of projected
data, and enhances discriminability among different palm vein samples. During projection,
the concept of neighborhood structure information, commonly employed in non-linear
dimensionality reduction methods, is introduced. Robust neighborhood selection tech-
niques are utilized to preserve similar local structures in palm vein samples before and
after projection. This approach captures the non-uniform distribution of palm vein images
and improves the drawbacks arising from increased image variations within the same
class due to rotation, scaling, translation, and lighting changes. Experimental evaluations
conducted on self-built palm vein databases and commonly used public multi-spectral
palm vein databases, including the CASIA (Institute of Automation, Chinese Academy of
Sciences) database [21], the Tongji University database, and the Hong Kong Polytechnic
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University database [22], demonstrate the superior performance of the proposed method
compared to current typical methods.

The remaining sections of this paper are organized as follows: Section 2 introduces
the self-developed acquisition device; Section 3 presents the proposed algorithm; Section 4
describes the experiments and results analysis; and Section 5 concludes the paper.

2. Multi-Spectral Image Capture Device

When near-infrared light (NIR) in the range of 720–1100 nm penetrates the palm, the
different absorption rates of NIR radiation by various components of biological tissues
result in a high absorption rate of blood hemoglobin (including oxygenated and deoxy-
genated hemoglobin). This leads to the formation of observable shadows, allowing the
identification of vein locations and the generation of palm vein images [3]. Due to the
reflection, scattering, or fluorescence in different tissues of the palm, the optical penetration
depth varies from 0.5 mm to 5 mm. Vein acquisition devices [2] can only capture superficial
veins, and palm vein images are typically obtained using a reflection imaging approach. To
improve user acceptance and enhance comfort during palm vein recognition, open envi-
ronment capture is employed, which un-avoidably introduces visible light (390–780 nm)
illuminating the palm and entering the imaging system, resulting in the acquisition of
multi-spectral palm vein images. As shown in Figure 1, visible light entering the skin
increases light scattering, thereby interfering with clear palm vein imaging [22].

Figure 1. Palm vein image schematic diagram.

The self-developed non-contact palm vein image acquisition device in an open envi-
ronment is shown in Figure 2. To enhance the absorption of near-infrared light by palm
veins and minimize interference from visible light, the device employs two CST brand
near-infrared linear light sources, model BL-270-42-IR, with a wavelength of 850 nm. These
light sources are equipped with an intensity adjustment controller. The device uses an
industrial camera, model MV-VD120SM, for image capture. The captured images are
grayscale with a resolution of 1280 pixels × 960 pixels and 8 bits.
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Figure 2. Device for self-built palm vein database collection.

3. Method

The proposed methodology consists of the following steps: (1) image pre-processing,
(2) feature extraction (SDSPCA-NPE), and (3) feature matching and recognition.

3.1. Image Pre-Processing

The most important issue in image pre-processing is the localization of the region
of interest (ROI). ROI extraction normalizes the feature area of different palm veins, sig-
nificantly reducing computational complexity. In this study, the ROI localization method
proposed in reference [2] was adopted. This method identifies stable feature points on the
palm, namely the valleys between the index and middle fingers and between the ring finger
and little finger. Through ROI extraction, it partially corrects image rotation, translation,
and scaling issues caused by non-contact imaging.

The ROI extraction process is illustrated in Figure 3. Firstly, the original image
(Figure 3a) is denoised using a low-pass filter. Then, the image is binarized, and the
palm contour is extracted using binary morphological dilation, refining it to a single-pixel
width. Vertical line scanning is performed from the right side to the left side of the im-
age, and the number of intersection points between the palm contour and the scan line is
counted. When there are 8 intersection points, it indicates that the scan line passes through
four fingers, excluding the thumb. From the second intersection point, p2, to the third
intersection point, p3, the palm contour is traced to locate the valley point, point A, between
the index finger and the middle finger (Figure 3c), using the disk method [2]. Similarly,
between p6 and p7, the valley point, point B, between the ring finger and the little finger is
located. Points A and B are connected, forming a square ABCD on the palm with the side
length equal to the length of AB, denoted as d. This square is then grayscale normalized
and resized to a size of 128 pixels × 128 pixels, resulting in the desired ROI, as shown in
Figure 3d.

scan
p1

p4
p5

(a) (b)

Figure 3. Cont.
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Figure 3. Flow chart of palm vein image ROI extraction: (a) denoising; (b) determine the cross point;
(c) determine the valley point; and (d) extract the ROI region.

3.2. Feature Extraction (SDSPCA-NPE)

Palm vein images often encounter interference in the form of partial noise and defor-
mation during the non-contact acquisition process. These disturbances not only increase
the difficulty of processing palm vein data but also pose challenges to dimensionality
reduction and classification, which hinder palm vein image recognition. To address these
unique characteristics of palm vein images, this study employs supervised discriminative
sparse principal component analysis (SDSPCA) [23] for dimensionality reduction and
recognition. SDSPCA combines supervised discriminative information and sparse con-
straints into the PCA model [15], enhancing interpretability and mitigating the impact of
high inter-class ambiguity in palm vein image samples. By projecting palm vein images
using SDSPCA, the integration of sparse constraints and supervised learning achieves
more effective dimensionality reduction for classification tasks, ultimately improving the
recognition performance of palm vein images. The SDSPCA model is depicted below:

min
Q

‖ X − QQTX ‖2
F + α‖ Y − QQTY ‖2

F + β ‖ Q ‖2,1

s.t. QTQ = Ik

(1)

Optimize as follows [23]:
Step 1:

‖X − QQTX‖2
F

= Tr
((

X − QQTX
)T(

X − QQTX
))

= Tr
(

XTX − XTQQTX
)

= Tr
(

XTX
)
− Tr

(
QTXXTQ

)
Tr

(
XTX

)
as a fixed value, independent of the final minimization problem solution.

Step 2:

min
Q

‖X − QQTX‖2

F
= min

Q
− Tr

(
QTXXTQ

)
By simple algebraic calculation [24], the above equation can be optimized as follows:

min
Q

‖ X − QQTX ‖2
F + α‖ Y − QQTY ‖2

F + β ‖ Q ‖2,1

= min
Q

− Tr
(

QTXXTQ
)
− αTr

(
QTYYTQ

)
+ βTr

(
QTDQ

)
= min

Q
Tr
(

QT
(
−XXT − αYYT + βD

)
Q
)

s.t. QTQ = Ik

(2)

In the proposed method, α and β are weight parameters. The training data matrix
is X = [x1, . . . , xn]

T ∈ R
n×d, where n is the number of training samples, and d is the
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feature dimension. Using Y = [y1, . . . , yn]
T ∈ R

n×c as the label matrix of the dataset X, Y is
constructed as follows:

Yi,j =

{
1, i f cj = i, j = 1, 2 . . . , n, i = 1, 2, . . . , c
0, otherwise

(3)

where c represents the number of classes in the training data, and cj ∈ {1, . . . , c} represents
the class labels. The optimal Q consists of k-tail eigenvectors of Z = −XXT − αYYT + βD,
where D ∈ R

n×n is a diagonal matrix, and the i-th diagonal element is:

Dii =
1

2
√

Σk
j=1Q

2

ij
+ ε

(4)

where ε is a small positive constant to avoid dividing by zero.
SDSPCA has achieved good performance in palm vein recognition. However, when

faced with partially low-quality palm vein images, the method exhibits a performance
decline. The underlying reason lies in the sparse characteristics of palm vein images, where
the effective information often occupies only a few dimensions in the high-dimensional
space. This effective information exhibits inherent structures and features among palm
vein images, providing a certain level of correlation and similarity among data points
in high-dimensional space. These correlations and similarities result in the formation
of a low-dimensional manifold in the high-dimensional space for the palm vein dataset,
which is essential for dimensionality reduction-based recognition. However, palm vein
images captured in open environments suffer from image quality degradation due to
the scattering of palm veins under near-infrared illumination. This leads to un-clear
imaging of some palm vein patterns and poor image quality. Additionally, within the same
sample, variations in rotation, scale, translation, and lighting conditions during multiple
captures further increase image differences. Under the influence of these factors, effective
information is reduced and interfered with, leading to interactions in high-dimensional
space. As a result, palm vein images exhibit an un-evenly distributed low-dimensional
manifold with high inter-class similarity and large intra-class differences. Therefore, as
SDSPCA is a linear dimensionality reduction method that performs linear projection on the
entire dataset, it has limitations in capturing the un-even non-linear geometric structure of
the palm vein dataset in high-dimensional space. Consequently, palm vein samples cannot
be well distributed in the final linear projection space, limiting the classification capability.

In order to address the aforementioned issue, previous researchers have utilized sev-
eral non-linear dimensionality reduction methods, such as locally preserving projection
(LPP) [25], locally linear embedding (LLE) [26], and neighborhood preserving embed-
ding (NPE). However, although these methods have achieved non-linear dimensionality
reduction, their classification capability is limited. Therefore, this paper proposes a su-
pervised discriminative sparse PCA algorithm, named SDSPCA-NPE, that preserves the
neighborhood structure. This algorithm inherits the advantages of SDSPCA in enlarging
the inter-class distance through supervised learning while overcoming its limitations. By
incorporating the constraints of NPE, the proposed method introduces local structural infor-
mation to capture the non-linear geometric structure of the palm vein dataset. As a result,
the projected palm vein data exhibits an improved distance distribution, enhancing the
classification performance of palm vein data. The model for NPE is presented as follows:

min∑i ‖ xi − ∑j Wijxj ‖2

= min
W

Tr
(

XT(I − W)T(I − W)X
)

= min
W

Tr
(

XTMX
)

s.t. XTX = Ik

(5)
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M is the result of multiplying the transpose matrices of (I − W) and (I − W). Wij
represents a matrix consisting of distance weight coefficients between Xi and Xj in the
original space. The construction process of Wij is described here first. If Xi and Xj is a
k-nearest neighbor relationship, then the following heat kernel function calculation is used.
In the following equation, if it is not a k-nearest neighbor relationship, then Wij is equal
to 0.

Wij = e−
‖Xi−Xj‖2

t (6)

The ‘t’ represents the bandwidth parameter used in the computation of the heat kernel
matrix [27].

NPE, in essence, aims to preserve the local linear relationships among palm vein
data samples during dimensionality reduction. It directly approximates a non-linear
projection space that satisfies the implicit low-dimensional manifold of palm vein data
while striving to retain the relative proximity relationships between data points. This
ensures the connectivity of the same samples during dimensionality reduction of low-
dimensional manifolds, thereby reducing the impact of noise and outliers.

Specifically, NPE performs linear reconstruction on palm vein samples within local
regions, typically using a k-nearest neighbor approach. By minimizing the reconstruction
error in the dimensionality reduction process, the local structure is preserved in the projec-
tion space. This yields a complex non-linear low-dimensional embedding space within the
high-dimensional manifold, consequently reducing the intra-class distance after projection
and achieving optimal dimensionality reduction. Figure 4 illustrates the schematic diagram
of the NPE principle.

Figure 4. Flowchart of the NPE.

The neighborhood preserving embedding (NPE) technique employed in our proposed
method allows for capturing the non-linear and non-uniform distribution of the palm
vein dataset in high-dimensional space. This capability enables the method to mitigate
the effects of variations, such as rotation, scaling, translation, and changes in lighting
conditions, which often lead to increased differences in palm vein images of the same class
across multiple captures. Moreover, it helps reduce the interference caused by outliers
present in the palm vein samples. In the context of palm vein recognition, when the original
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palm vein data exhibits a non-uniform distribution within a class due to the influence
of outliers, linear dimensionality reduction methods that seek the final projection space
through global linear transformations often fail to preserve the non-linear and non-uniform
distribution structure of the high-dimensional palm vein dataset. Consequently, they
demonstrate low tolerance towards outliers during dimensionality reduction, resulting in
the misclassification of such samples. In contrast, by applying NPE’s non-linear mapping
and utilizing robust neighborhood selection techniques, the method encompasses the
outliers within the neighborhood range. This allows the outliers to be pulled closer to
samples of the same class during the dimensionality reduction process, ultimately resulting
in a more compact distribution of palm vein samples within the low-dimensional space for
the same class and larger separations from samples of other classes.

The proposed method is as follows:

min
Q

‖ X − QQTX ‖2
F + α‖ Y − QQTY ‖2

F + β ‖ Q ‖2,1 +δ∑i ‖ xi − ∑j Wijxj ‖2

= min
Q

− Tr
(

QTXXTQ
)
− αTr

(
QTYYTQ

)
+ βTr

(
QTDQ

)
+ δTr

(
QTXXTMXXTQ

)
= min

Q
Tr
(

QT
(
−XXT − αYYT + βD + δXXTMXXT

)
Q
)

s.t. QTQ = Ik

(7)

The optimal Q consists of k-tail eigenvectors of Z = −XXT −αYYT +βD+ δXXTMXXT .
We initialize the Q, and we calculate D based on a given formula, and obtain Z. With Z and
D at hand, we proceed to update the Q values through this iterative process, ultimately
arriving at the optimal Q [23].

The proposed method, SDSPCA-NPE, is a supervised learning variant of PCA that
inherits the advantages of SDSPCA. The approach utilizes sparse-constrained principal
component analysis, which not only extracts and condenses the main components of palm
vein images, but also reduces the ambiguity associated with PCA dimensionality reduction.
Additionally, class labels are incorporated into the algorithm model, preserving the category
information of palm vein images. This constraint influences the extraction of principal
components by approximating the given label information through linear transformations.
As a result, the similarity of feature vectors projected from different classes of palm vein
samples is reduced. The final method extracts highly interpretable and well-classifiable
principal component features from palm vein images while mitigating the performance
interference caused by poor image quality due to lighting variations. This makes it more
suitable for palm vein recognition.

The final proposed method, SDSPCA-NPE, introduces local structural information
to address the limitations of SDSPCA, which only considers global and class information
in supervised learning. By incorporating sparse constraints and class information, the
resulting feature vectors exhibit strong interpretability and sensitivity to class information,
effectively reducing the impact of lighting variations in palm vein images and improving
the problem of high inter-class similarity. This leads to better inter-class distances. Addi-
tionally, the method preserves the local structural information of the data during projection,
maintaining certain neighborhood relationships from the original palm vein data. This
enhances tolerance for non-uniformly distributed outliers and reduces intra-class distances.
As a result, the final palm vein feature vectors demonstrate improved classification perfor-
mance, with increased inter-class distances and decreased intra-class distances in terms of
distance distribution. Figure 5 provides an overview of the proposed method.
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Figure 5. Flowchart of the proposed method.

3.3. Feature Matching and Recognition

By projecting the ROI image onto the projection matrix, a set of coordinates repre-
senting the position of the image in the sub-space can be obtained, serving as the basis for
classification. After feature extraction, the image p yields a set of positional coordinates, Fp,
in the sub-space, which are used as the matching feature vectors. Firstly, the within-class
and between-class thresholds, t, are calculated based on the distribution curves of matching
within the training set. Within-class matching refers to matching different images from
the same palm, while between-class matching refers to matching images from different
palms [2]. The matching distance is computed as the Euclidean distance between the
feature vectors Fp of image p and Fq of image q, denoted as:

Distancepq =
∣∣Fp − Fq

∣∣ (8)

Intra-class and inter-class matching curves are drawn, and the Euclidean distance
corresponding to the intersection of the two curves is the threshold t.

Figure 6 shows the distribution of the Euclidean distances between the feature vectors
of the palm vein images for intra- and inter-class matching. The solid line is the intra-class
distance distribution, and the dashed line is the inter-class distance distribution. The t-value
corresponding to the intersection point is 0.165, representing a matching threshold of t =
0.165. The threshold ‘t’ is subject to variation, and it may differ for different databases.

Figure 6. Curves of matching distribution for intra-class and inter-class.
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For matching, the two image feature vectors in the test set are computed to calculate
the Euclidean distance if they satisfy the following:

Distance < t (9)

It is considered to belong to the same person and is accepted; otherwise, it is rejected.

4. Experimental Results and Analysis

The proposed algorithm was validated for its feasibility through experiments con-
ducted on a self-built image database, the image database of the Institute of Automation,
the Chinese Academy of Sciences, the image database of Hong Kong Polytechnic University,
and the image database of Tongji University.

4.1. Feature Matching and Recognition

Four palm vein databases collected by heterogeneous devices under different condi-
tions are considered to evaluate the proposed method’s recognition accuracy.

(1) Self-built image databases: The self-developed device for palm vein image acquisition
shown in Figure 2 was used for shooting, and the acquisition environment is shown
in Figure 7. Two hundred and sixty-five palm images of the left and right hands of
265 people were collected. The left and right hands of the same person were regarded
as different samples. In total, 530 palms were captured, with 10 images taken for each
hand, resulting in a total of 5300 images. In the scope of the 5300 images we collected,
the FTE rate of our device is 0%.

(2) CASIA (Chinese Academy of Sciences Institute of Automation) databases: Multi-
spectral Palm Vein Database V1.0 contains 7200 palm vein images collected from 100
different hands. Its palmprint images taken at 850 nm wavelength can clearly show
the palm veins, making it a universal palm vein atlas.

(3) Hong Kong Polytechnic University databases (PolyU): The PolyU multi-spectral
database collects palmprint images under blue, green, red, and near-infrared (NIR)
illumination. The CCD camera and high-power halogen light source form a contact
device for contact collection. Palm vein samples are extracted from palmprint images
collected under near-infrared illumination. It contains 250 palm vein images collected
by users under a near-infrared light source, and 6000 images were collected.

(4) Tongji University databases: Tongji University’s non-contact collection of palm vein
galleries has a light source wavelength of 940 nm. It contains 12,000 palm vein image
samples from individuals between 20 and 50. These images were captured using
proprietary non-contact acquisition devices. The data were collected in two stages,
including 600 palms, and each palm had 20 palm vein images.

Figure 7. Acquisition environment of the self-built database.
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Figures 8–11 show the basic situation of each database sample. As shown in the figure,
the collected images are affected by the palm vein itself and external factors, and there are
different degrees of blurring.

(a) (b) (c)

Figure 8. Self-built database samples: (a) Sample 1; (b) Sample 2; and (c) Sample 3.

(a) (b) (c)

Figure 9. CASIA database samples: (a) Sample 1; (b) Sample 2; and (c) Sample 3.

(a) (b) (c)

Figure 10. PolyU database samples: (a) Sample 1; (b) Sample 2; and (c) Sample 3.

(a) (b) (c)

Figure 11. Tongji database samples: (a) Sample 1; (b) Sample 2; and (c) Sample 3.

4.2. Performance Evaluation and Error Indicators

Each of the databases consists of 100 classes, with six images per class. For each class,
the first four images are used for training, while the remaining two images are used for
testing. After feature extraction, a total of 40,000 matches are performed among the 200 test
palm vein images. Among these matches, 400 matches are performed for samples of the
same class, while 39,600 matches are performed for samples of different classes [2]. The
threshold value ‘t’ is determined based on the distribution curve of intra-class and inter-
class samples in the training set. The performance of the recognition system is evaluated
using the following metrics: false rejection rate (FRR), false acceptance rate (FAR), correct
recognition rate (CRR), and recognition time.

FRR =
NFR
NAA

× 100% (10)

FAR =
NFA
NIA

× 100% (11)
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NAA and NIA are the total numbers of attempts by legitimate and fake (illegal)
users, respectively; NFR and NFA are the number of false rejects and false acceptances,
respectively. CRR is defined as:

CRR =
Number o f correct identi f ication
Total number o f identi f ication

× 100% (12)

As an error indicator, the equivalent error rate (EER) and receiver operating character-
istic (ROC) curves are used, as they are the most commonly used indicators for reporting
the accuracy of biometric systems in verification mode.

4.3. Parameter Adjustment and Sensitivity Analysis

By adjusting the parameters of the SDSPCA-NPE method, we tested their impact on
the final recognition performance in order to determine the optimal parameter combination.
In the SDSPCA-NPE method, the weight parameters significantly influence the recognition
effectiveness of palm vein features. During the training stage of SDSPCA-NPE, there are
three parameters: α, β, and δ. These parameters primarily determine the influence factors
for class information, regularization, and local structure.

Taking Figure 12a as an example, we conducted numerous experiments with different
values of k to find the optimal setting that ensures a good trade-off between performance
and computational efficiency. Setting k to be too large can lead to the curse of dimensionality,
resulting in computational challenges and potential over-fitting. Conversely, selecting k to
be too small may lead to insufficient information representation and decreased performance.
After determining the optimal value for k, we kept α constant and made changes to β and
δ. The performance of these parameters was recorded in four different databases, and the
results are presented in Figure 12.

(a) (b) (c)

Figure 12. Performance index and parameter relationship: (a) β and δ; (b) α and δ; (c) α and β. The
blue to red gradient represents the CRR from low to high.

The conclusion drawn is that SDSPCA-NPE is robust to β within the range of [0.01, 100],
but sensitive to α and δ. Specifically, within a certain range, the weights assigned to class
information and local information have a significant impact on the classification ability.

4.4. Ablation Experiments

In the experiment, the proposed method integrates global information, category infor-
mation (supervised), and local information, aiming to verify the performance improvement
achieved by combining these pieces of information. To validate this, individual experiments
were conducted using the NPE, SDSPCA, and SDSPCA-NPE algorithms on the same image
database. The specific performance results can be found in Figure 13.
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Figure 13. Performance of different components in the database.

From Figure 13, it can be observed that the proposed method, EER, demonstrates
superior performance across all four datasets. Furthermore, NPE and SDSPCA exhibit the
expected performance differences when applied to datasets that adhere to their respective
dimensionality reduction principles. In conclusion, the SDSPCA-NPE algorithm combines
the strengths of each individual algorithm, effectively integrating class-specific, global, and
local information. It exhibits better applicability compared to SDSPCA and NPE alone,
resulting in more desirable performance outcomes.

4.5. Performance Comparison

A comparison of our proposed algorithm with several typical algorithms is presented
here, evaluating their performance on four databases. Table 1 displays the performance
results (CRR/EER) of different algorithms. The corresponding ROC curves are illustrated
in Figure 14.

Here are some introductions to these used algorithms:

(1) PCA: This method extracts the main information from the data, avoiding the compari-
son of redundant dimensions in palm vein images. However, it may result in data
points being mixed together, making it difficult to distinguish between similar palm
vein image samples, leading to sub-par performance.

(2) NPE: NPE retains the local information structure of the data, ensuring that the pro-
jected palm vein data maintains a close connection among samples of the same class.
It effectively reduces the intra-class distance of similar palm vein samples. However,
this method assumes the effective existence of local structures within the palm vein
samples. It lacks robustness for samples that do not satisfy this data characteristic,
such as palm vein images with significant deformation.

(3) SDSPCA: SDSPCA incorporates class information and sparse regularization into PCA.
It exhibits a certain resistance to anomalous samples (e.g., blurry or deformed images)
in palm vein images. However, its classification capability still cannot overcome
the inherent limitations of PCA, resulting in the loss of certain components crucial
for classification and un-satisfactory performance, especially for similar palm vein
image samples.

(4) DBM: DBM utilizes texture features extracted from divided blocks, offering a simple
structure, easy implementation, and fast speed. However, its performance is signifi-
cantly compromised when dealing with low-quality or deformed palm vein images.
Nevertheless, it performs reasonably well on high-quality palm vein data.

(5) DGWLD: DGWLD consists of an improved differential excitation operator and dual
Gabor orientations. It better reflects the local grayscale variations in palm vein images,
enhancing the differences between samples of different classes. However, it still
struggles with sample rotation and deformation issues in non-contact palm vein
images, and it incurs higher computational costs.
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(6) MOGWLD: MOGWLD builds upon the dual Gabor framework by extracting multi-
scale Gabor orientations and improving the original differential excitation by con-
sidering grayscale differences in multiple neighborhoods. This method enhances
the discriminative power for distinguishing between samples from different classes.
However, despite the improvement over the previous method, it increases the compu-
tational time and does not fundamentally enhance the classification ability for blurry
and deformed samples within the same class.

(7) JPCDA: JPCDA incorporates class information into PCA, effectively reducing inter-
class ambiguity. However, it does not perform well with non-linear palm vein data.

From Table 1 and Figure 14, it can be observed that sub-space methods, such as
the SDSPCA-NPE algorithm, outperform other texture-based methods in terms of time
efficiency. In terms of specific performance, the algorithm achieves superior results across
four databases, with the best CRR and EER performance. It also exhibits better time
complexity compared to the majority of methods. However, it should be noted that certain
methods show lower time complexity and even better EER performance on individual
image databases. Nonetheless, these algorithms lack universality and are not applicable for
distinguishing palm vein images, especially when dealing with non-uniformly distributed
palm vein databases.

Table 1. Performance of different algorithms in a database.

Algorithms Database EER (%) Times(10−4 s)

PCA [15]

Self-built 0.28 19.59
CASIA 2.38 19.77
PolyU 1.5 19.45
Tongji 6 19.58

DBM [7]

Self-built 5.01 521.54
CASIA 22.53 522.52
PolyU 2.31 525.16
Tongji 5.66 549.56

DGWLD [5]

Self-built 8.26 2020.56
CASIA 22.85 2066.15
PolyU 7.21 2058.94
Tongji 3.66 2054.89

MOGWLD [6]

Self-built 10.26 24,645.82
CASIA 19.70 24,645.92
PolyU 5.13 24,645.79
Tongji 2.73 24,659.23

NPE [16]

Self-built 0.50 13.81
CASIA 7.50 13.90
PolyU 1 14.19
Tongji 9.6 14.11

SDSPCA [23]

Self-built 1.50 13.56
CASIA 15.39 13.89
PolyU 5.50 13.57
Tongji 10.75 13.63

JPCDA [28]

Self-built 0.13 24.56
CASIA 0.72 24.39
PolyU 0.50 24.77
Tongji 0.55 24.96

SDSPCA-NPE

Self-built 0.10 19.77
CASIA 0.50 38.50
PolyU 0.16 19.75
Tongji 0.19 19.69
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(a) (b)

(c) (d)

Figure 14. ROC curves. (a) Self-built database. (b) CASIA database. (c) PolyU database. (d) Tongji
database.

It can be concluded that SDSPCA-NPE, as a supervised algorithm, effectively combines
local structural information and global information for dimensionality reduction, yielding
better overall performance than other algorithms across the four databases.

5. Conclusions

We have designed an open-environment palm vein image acquisition device based on
multi-spectral imaging to achieve a high-security palm vein recognition system. Addition-
ally, we have established a non-contact palm vein image dataset. In this study, we propose a
supervised discriminative sparse principal component analysis (SDSPCA-NPE) algorithm
that preserves the neighborhood structure to improve recognition performance. By utilizing
sparse constraints in supervised learning, the SDSPCA-NPE algorithm obtains interpretable
principal component features that contain class-specific information. This approach reduces
the impact of issues such as un-clear imaging and low image quality during the acquisition
process. It expands the inter-class distance and enhances the discriminability between dif-
ferent palm vein samples. Moreover, we introduce the neighborhood structure information
into the projection step using robust neighborhood selection techniques, which ensure the
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preservation of similar local structures in the palm vein samples before and after projection.
This technique captures the un-even distribution of palm vein images and addresses the
drawbacks of increased image differences within the same class caused by rotation, scale
variation, translation, and illumination changes. Experimental results demonstrate the
effectiveness of the proposed method on three self-built databases, the CASIA database,
the Hong Kong Polytechnic University database, and the Tongji University database. The
equal error rates achieved are 0.10%, 0.50%, 0.16%, and 0.19%, respectively. Our approach
outperforms other typical methods in terms of recognition accuracy. The system achieves
real-time performance with an identification time of approximately 0.0019 s, indicating its
practical value. Future work will focus on miniaturizing the palm vein acquisition device
and developing recognition algorithms to accommodate large-scale palm vein databases.
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Abstract: This study introduces a methodology for the real-time detection of human movement
based on two legs using ultra-wideband (UWB) sensors. Movements were primarily categorized
into four states: stopped, walking, lingering, and the transition between sitting and standing. To
classify these movements, UWB sensors were used to measure the distance between the designated
point and a specific point on the two legs in the human body. By analyzing the measured distance
values, a movement state classification model was constructed. In comparison to conventional
vision/laser/LiDAR-based research, this approach requires fewer computational resources and
provides distinguished real-time human movement detection within a CPU environment. Conse-
quently, this research presents a novel strategy to effectively recognize human movements during
human–robot interactions. The proposed model effectively discerned four distinct movement states
with classification accuracy of around 95%, demonstrating the novel strategy’s efficacy.

Keywords: ultra-wideband sensor; human-following robot; human movement pattern; classification

1. Introduction

In recent years, the rapid advancements and innovations in robotics have led to the in-
creased integration of robots into daily life, work environments, and various industries [1–5].
As a part of this integration, the ability for robots to perceive human movements and be-
haviors accurately and respond appropriately has become increasingly important [6–8].
This capability is not only vital for the robot’s stability but also in improving the user con-
venience and work efficiency [9,10]. Therefore, a smooth response system between humans
and robots has become one of the primary research topics in robotics [11,12]. To establish
an effective response system, it is essential for robots to first discern and understand the
current human movements. Addressing this challenge, this paper presents a methodology
by which robots can perceive human movements.

In the domain of robotics, the accurate perception of user movement is paramount in
enhancing the interaction between humans and robots. Currently, there is vigorous research
in the fields of vision and laser sensing aimed at achieving this objective [13–26]. Vision-
based systems are advantageous for their ability to capture detailed imagery, enabling the
analysis of complex human postures with high accuracy. This is complemented by the
richness of the visual information available, such as color and texture, which aids in the
precise interpretation of human actions. Laser sensing, on the other hand, offers precision
in distance measurement and is capable of tracking movements accurately, even under
varied environmental conditions. However, methods utilizing vision or lasers come with
the drawback of requiring large computational resources [27,28]. Additionally, vision and
laser sensing faces challenges when temporary occlusions occur, such as when an obstacle
momentarily obscures the person, making it difficult to discern their posture [29,30].
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Contrary to these approaches, this study proposes a methodology that simply adds
an additional UWB sensor to an existing UWB-based human-following robot [31,32]. This
method enables the real-time classification of human movement using minimal CPU opera-
tions, without using deep learning tools. Additionally, by relying on the distance metrics
between sensors, this technique can offer superior reliability in detecting human movement
states over vision- or laser-based methods, particularly in situations where temporary
visual obstructions of the user occur. Additionally, the robustness of the UWB sensors
facilitates the robot’s ability to track movements with a reasonable degree of accuracy, even
when the user is performing cornering maneuvers [32]. This means that the robot can
effectively follow a person moving around corners, maintaining the tracking performance
despite the user being momentarily beyond direct sight. This capability demonstrates
the potential for the robot’s operational effectiveness in complex environments, where
obstacles frequently obstruct the line of sight.

In this study, while dealing with human movements, movements initiated by both legs
were especially focused on. The reason for focusing on the movement of both legs was as
follows. In most situations, human locomotion is primarily carried out via the movement
of the two legs. From this perspective, if a mobile robot can understand the actions of a
person’s two legs, the robot will be able to actively respond to human movement.

In the case of huma-following robots, which utilize UWB sensors, it is especially
important to discern the movements of both human legs. Traditional human-following
robots [31–33] employing ultra-wideband (UWB) sensor technology ascertain the position
of a user through bilateration, calculating the distance from the robot to the person. These
systems typically follow the user based on their location. However, this approach is limited
to only identifying the user’s position and does not provide any information on how the
user is moving. As a result, this limitation leads to several challenges and issues. For
instance, if a user simply sits down and stands up in the same spot, this action can result in
distance change, causing the robot to mistakenly interpret it as a positional shift, leading
to unintended movements. Similarly, if a worker stops and moves slightly to perform
a simple task, the robot might perceive these minor movements as positional changes,
reacting continuously and behaving in a manner inconsistent with the user’s intention.
However, if the robot understands not only the user’s positional information but also the
type of movement, the mobile robot can deal with the various situations appropriately.

In order to address the aforementioned challenges, this paper introduces a novel
methodology that involves attaching an additional UWB sensor to the human body, thereby
enabling the acquisition of distance measurements for both human legs. By observing
the changes in distance values corresponding to both legs, this study discerned user
movements, thereby revealing insights into the movements of the human legs, which was
previously unattainable through conventional methods. In addition, to accurately interpret
user movements, human movement states were initially categorized into four distinct
states: stopped, walking, lingering, and sitting/standing. For each category, patterns in the
distance values corresponding to the different movements were analyzed. Based on these
patterns, a movement classification model was subsequently developed. The classification
of each movement was conducted in the following three stages. First, a binary classification
was performed to distinguish between stopped and non-stopped (walking, lingering,
sitting/standing) states based on velocity and acceleration values derived from the distance
data. A simple threshold was established for this purpose. Second, among the non-stopped
movements, a further binary classification was conducted to differentiate walking from
non-walking (lingering, sitting/standing) movements. To achieve this, human walking
patterns were modeled, and the characteristics of these patterns were identified using the
Fast Fourier Transform (FFT) and cosine similarity, facilitating movement classification.
Third, the classification between lingering and sitting/standing was made by comparing
the slope of the acceleration values of both legs over a specific period. Through these three
stages, the user’s movements were comprehensively classified into the four specified states.
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This paper initially introduces a methodology that prioritizes the classification of
human movement states into four categories, focusing on the changes in the user’s location.
Following this, it validates the suitability of attaching sensors to both legs of the user,
based on the modeling of the human walking sequence. Subsequently, the paper analyzes
patterns in the sensor data corresponding to the previously defined four states and proposes
a model to classify these states based on the analyzed patterns. The paper concludes with
an analysis of the experimental results.

Designed in the structured manner shown in Figure 1, the study not only presents a
novel approach to understanding and classifying human movements but also significantly
contributes to the field of robotics by providing a comprehensive framework to enhance
human–robot interaction. Through the meticulous application of this methodology, the
paper aims to offer insights that pave the way for more intuitive and efficient human-
following robots, thereby marking a step forward in the integration of robotic systems into
human-centric environments.

Figure 1. Definition of human movement states.

2. Definition of Human Movement State

In prior research, the study of human movement typically focuses on the direction and
speed of a person’s travel or on classifying a more diverse array of movements, including
walking, jumping, jogging, lying down, standing, sitting, stair climbing, and falling. These
studies are conducted to understand pedestrian gait states, to detect accidents such as falls
during daily activities, and to quantify and define human movements for applications
in kinesiology, biomechanics, and biomedicine. Tools such as soft-robotic-stretch (SRS)
sensors, video cameras, piezoelectric accelerometers, pyroelectric infrared (PIR) sensors,
Mica2 sensors, and IMU sensors have been utilized for these purposes [34–40].

In contrast to these existing studies, this research focuses on the movements exhibited
by users in a working environment when interacting with a human-following robot. In
scenarios wherein a robot is following a person, especially a worker, uncommon move-
ments such as jumping or lying down are beyond the scope of this research and thus
not considered. Instead, this model is specialized for scenarios that are probable during
work-related activities.

In this study, human movements are categorized into four principal categories for the
purpose of robot detection. To categorize movements associated with human locomotion,
three main classifications were initially identified: stationary states, movements resulting in
a change in location, and movements without a significant change in location. In a human-
following robot, it is essential for the robot to categorize human movements into stationary
and non-stationary states. Furthermore, it is crucial to subdivide the non-stationary states
of human movement into those involving significant positional changes and those that
do not.

The necessity to classify human movements into stationary and non-stationary states
arises from the inherent sensor inaccuracies present in real-world robotic applications.
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Sensors attached to both the robot and the human subject are prone to errors, which can
lead to false interpretations of user motion; a stationary human may be perceived as moving
due to these errors, increasing the likelihood of the robot malfunctioning. In the context of
a worker-following robot, which often involves carrying heavy loads and closely trailing
a user, the ability to accurately discern the user’s stationary and mobile states becomes
crucial. If the robot were to respond to error values while the user is stationary, this could
lead to accidents within the working environment. Therefore, it is important to ensure
precise differentiation for the safety of operational environments [9].

The reason for distinguishing between non-stationary human states that involve a
change in position and those that do not is as follows. In cases of movements involving
significant positional changes, such as walking, it is crucial for the robot to classify these as
situations where it should follow the human’s shifting location. For movements that do
not result in significant positional changes, such as lingering or transitions between sitting
and standing, the robot should recognize that alterations in sensor-detected distances do
not necessitate adjustments in response to the human’s location changes.

In this study, movements that do not result in a significant change in location are
categorized as lingering and transitions between sitting and standing. In scenarios whereby
workers need to squat to access materials from the robot’s payload, it is important that the
robot does not misconstrue this action as a change in the worker’s position, which would
otherwise lead to the unnecessary movement of the robot, potentially complicating the
worker’s task or even causing a collision risk. Additionally, in a working environment,
workers are likely to take occasional brief pauses to manage tasks. If a worker-following
robot were to respond to every instance of such lingering, it would decrease the robot’s
operational efficiency and similarly elevate the risk of accidents. Hence, for both effi-
ciency and safety in robotic operations, it is imperative that robots discern lingering and
sitting/standing behaviors and respond appropriately to each [9].

Therefore, within the scope of this study, human movements are systematically clas-
sified into three broad categories: a stationary state, movements resulting in a change in
location, and movements without a significant change in location. Under this classifica-
tion scheme, a stopped state corresponds to a stationary state in this paper. A walking
state corresponds to movements that result in a location change. A lingering state and
sitting/standing state correspond to movements without significant location changes. Con-
sequently, human movement within the context of this research is categorized into four
distinct types: stopped, walking, lingering, and sitting/standing.

3. Human Walking Sequence Modeling

Prior to developing a model for the classification of human movement states, this
research first sought to establish the validity of using UWB sensors for movement classifi-
cation and to determine the optimal placement of sensors for the accurate assessment of
human motion. In order to achieve this objective, this section focused on modeling the
walking state, identified as the most complex and characteristic among the four defined
movements. By abstracting the human walking sequence and comparing it with actual
experimental data, efforts were made to pinpoint the sensor placement that best captured
the intricacies of the walking pattern.

Considering the inherent error margin of approximately 10 centimeters in UWB
sensors, this research conducted a series of experiments to identify the optimal leg position
for sensor attachment [41]. When the sensors are positioned at the upper part of the leg,
close to the waist, the variation between the legs during walking is minimal, making it
difficult to discern the characteristics of the human gait due to the inherent measurement
error of approximately 10 centimeters associated with UWB sensors. Therefore, placing
UWB sensors in proximity to the waist region proved to be inappropriate to capture the
characteristics of the human gait. Conversely, positioning the sensors too low, beneath
the knee, resulted in an increase in measurement errors due to the proximity of the UWB
sensors to the ground, which is a characteristic limitation of UWB sensors, thus complicating
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the acquisition of clean patterns [42]. Considering these factors, the sensors were affixed
slightly above the knee, and it was experimentally observed that the gait patterns derived
from the measured distances at this location were more distinct compared to previous trials.

Therefore, to demonstrate that sensor placement slightly above the knee yielded clear
and consistent gait patterns during walking, preliminary modeling was conducted to deter-
mine how the UWB sensor distance readings would manifest in ideal walking scenarios.
For a visual representation, Figure 2 illustrates the trajectory of the sensors positioned
directly above the knee during a human walking sequence. In Figure 2, the dark orange
segment represents the left leg, while the light orange segment indicates the right leg. In
the visualized patterns, it can be observed that, during the walking phase, the support-
ing leg maintains a straight alignment, largely unaffected by the movement of the knee
joint. Concurrently, the hip point near the waist of the supporting leg serves as the pivot,
enabling the opposite thigh to execute a circular motion, propelling forward. Considering
these assumptions, the movement of the human legs during walking is represented by a
combination of sine and cosine functions as follows.

Figure 2. Human walking sequence. The light orange area represents the right leg of the subject,
while the dark orange area indicates the left leg. The red points denote specific points above the
knees, highlighting the locations where the UWB sensors are attached on the legs. The red curved
lines connecting these points illustrate the trajectory during walking.

x1 = r1 cos(θ1), y1 = r1 sin(θ1) (1)

x2 = (r1 + r2) cos(θ1), y2 = (r1 + r2) sin(θ1) (2)

x3 = (r1 + r2) cos(θ1) + r2 cos(θ2), y3 = (r1 + r2) sin(θ1) + r2 sin(θ2) (3)

Initially, the distance from the heel to a point slightly above the knee is defined as r1.
Given the angle, θ1, created by the supporting leg with the ground, the location directly
above the knee can be depicted as (x1, y1), as detailed in Equation (1). The distance from
this point to the waist is marked as r2. The position of the waist corresponds to Equation (2).
Using these parameters, the position above the knee for the opposite leg can be denoted
as (x3, y3). When the opposite thigh forms an angle, θ2, with the ground, it aligns with
Equation (3).

To compare the distance value data evident in the ideal walking pattern with the
actual measured values, a simulation environment representing ideal conditions was
conceptualized. To obtain a clean pattern, the values of r1 and r2 in the proposed equation
were set to 0.5, analogous to the experimenter, and the maximum angle of leg separation
during walking was established at 60 degrees. In the actual experimental environment, the
distance from the robot’s UWB sensor to the UWB sensors on the person’s legs is measured.
To reflect this, the simulation environment recorded the distances from the point (−2, 0.5)
to the recurring patterns of (x1, y1) and (x3, y3) throughout the simulation. The specific
point (−2, 0.5) was chosen in the simulation to mirror the actual experimental setup where
the height of the UWB sensors on the robot’s legs from the ground was similar to the
height of the UWB sensors on the experimenter’s legs from the ground. Consequently,
in the simulation, the r1 value and the y-coordinate of the specific point were set to be
equal to maintain consistency with the experimental conditions. Furthermore, in actual
situations, smoother transitions between both legs are expected to occur compared to the
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model constructed with the above equations. Therefore, a moving average was applied, as
demonstrated in the ideal conditions represented in Figure 3.

Figure 3. Trajectories of distance values from a fixed point to both legs during a walking scenario. In
the graph, the red line represents the right leg, while the blue line signifies the left leg. (a) modeled
ideal conditions; (b) practically measured values.

Subsequently, an experiment was conducted to compare the ideal gait pattern with
the practical pattern obtained from attaching UWB sensors to the legs. As observed in
Figure 3, which displays the results of the experiment, the designed gait model closely
mimics the actual walking pattern. This similarity suggests that when UWB sensors are
attached slightly above the knees, they can effectively capture the characteristic crossing
of the legs, thereby lending credibility to the use of UWB sensor measurements for the
classification of complex gait patterns. This foundational understanding serves as the basis
for the more in-depth analysis of human movement patterns in the subsequent sections of
this paper.

4. Human Movement Pattern Analysis

In this study, user movements were classified into four distinct categories, stopped,
walking, lingering, and sitting/standing, as per the definitions provided earlier. The
analysis predominantly utilized distance measurements acquired from ultra-wideband
(UWB) sensors attached to both legs of the human, which were used to calculate the
distance to the robot.

In Figure 4, a brief overview of the ultra-wideband (UWB) sensors employed in this
study is provided prior to proceeding with the analysis. Two sensors were affixed to
the robot, functioning as anchors, with the primary purpose of determining the user’s
position through the process of bilateration. Although a single UWB sensor could suffice
for position identification, two UWB sensors were attached to the user in this study. This
configuration was chosen not only to precisely pinpoint the user’s location but also to
leverage the movement data obtained from both legs, thereby accurately determining
various user movements.

To implement this, the distance information of the two legs was represented as shown
in Figure 5. If there are two UWB sensors on the robot and two on the person, a total of
four distance values are generated. Among these values, the relevant distance is the one
from the center of the robot to the user. Utilizing Stewart’s theorem [43], a well-known
result in geometry, values L and R were derived as shown in Equation (4). Notably, the
distance between the two UWB sensors on the robot was 0.6 m in the experiments.

L =

√
d2

1 + d2
2

2
− 0.32, R =

√
d2

3 + d2
4

2
− 0.32 (4)
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Figure 4. Schematic of a human-following robot using two UWB sensors.

Figure 5. Top view of human and robot.

Utilizing the distance value L obtained from the left leg and the distance value R
from the right leg, experiments were conducted for the four movement states previously
defined. The experimental results are illustrated in Figure 6. Upon the detailed examination
of the scenarios presented in Figure 6, a notable characteristic became apparent. In the
walking scenario, the legs exhibited an alternating movement pattern with the distance
values progressively increasing. In contrast, the other movement scenarios displayed
synchronized motion of both legs, with the distance values exhibiting minimal fluctuations
and remaining within a stable range.

This observation highlights a clear relationship between the legs’ movement patterns
and their distance values from a specific point. Utilizing this relationship allows for the
precise identification of the user’s activity. To enhance the visibility of these distinctive
characteristics and to extract meaningful features from each movement pattern, a series of
data processing steps were employed.

Initially, the raw data underwent a smoothing process via a moving average technique,
which helped to reduce the inherent measurement errors of the UWB sensors. This was
followed by first-order differentiation to highlight the rate of change in the distance values.
Another round of moving average smoothing was applied to refine the data further. Subse-
quently, second-order differentiation was conducted to calculate the acceleration values,
providing insights into the rapidity of movement changes. To emphasize the variations in
movement patterns, these acceleration values were once again smoothed using a moving
average. These processing steps led to the distinct separation of the various movement pat-
terns, as illustrated in Figure 7. This enhanced clarity enables a more precise and insightful
analysis of the user’s activities.
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Figure 6. Representative distance data for four types of human movement. In the graph, the red line
represents the right leg, while the blue line signifies the left leg. (a) distance fluctuations recorded
while the subject remains stationary; (b) distance changes measured between the legs while walking;
(c) variations in the distance between the legs when the subject is lingering in place; (d) distance
alterations observed between the legs during repeated transitions from sitting to standing.

Figure 7. Processed acceleration data for four distinct movement types. In the graph, the red
line represents the right leg, while the blue line signifies the left leg. (a) smoothed acceleration
changes while the subject is stationary; (b) smoothed acceleration data measured from the legs during
walking; (c) smoothed acceleration fluctuations of the legs when the subject is lingering; (d) smoothed
acceleration variations of the legs during repeated sitting-to-standing transitions.
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Upon analyzing the acceleration data presented in Figure 7, significant characteristics
are revealed. In the case of the walking movement, each leg operated autonomously, inter-
secting at specific instances. At these intersection points, the velocity of the supporting leg
was reduced to a minimum, while the opposing leg simultaneously achieved its maximum
velocity. As a result, the acceleration values approached zero at these intersection points.
Additionally, due to the distinct movement patterns exhibited by each leg, their acceleration
values tended to progress in opposite directions. This characteristic uniquely distinguished
the walking state from other types of movement.

Conversely, during the lingering and sitting/standing states, the movement patterns
generated by each leg exhibit pronounced similarities to one another. This resulted in the
acceleration values following a parallel trajectory rather than diverging. The recognition
and utilization of these observed differences in movement patterns played a crucial role in
accurately classifying each specific type of movement state in subsequent analyses.

5. Human Moving Pattern Classification Method

In this section, the methodology used to classify individual states based on the previ-
ously established human movement state is presented, utilizing distance measurements
taken by the robot from both legs of the user. This paper leverages a tree-structured
algorithm, as defined in Figure 1, categorizing human movements efficiently in a CPU
environment without the necessity for pattern classification methods such as deep learning.
When classifying user movements using computer vision methods with deep learning,
models such as VGG-16, ResNet-50, and GoogleNet are employed, which require the use
of approximately 138 million, 25 million, and 7 million parameters, respectively, leading
to considerable computational demands [44–46]. Contrastingly, the tree-structured algo-
rithm proposed in this study is designed for computational efficiency, requiring fewer than
100 computations to effectively categorize human movements. This marked difference
highlights the superior efficiency of our approach over deep learning methodologies, which
rely on millions of parameters and extensive training periods.

As depicted in Figure 8, the initial step in this methodology is to ascertain whether
the individual is moving or stopped. This differentiation is crucial as it not only enhances
the operational efficiency of the robot but also presents clear demarcation from other
movement patterns, justifying its placement at the top of the priority list. Following this, the
walking state, which significantly influences changes in the user’s position, is identified and
segregated. This is crucial because, in the case of a human-following robot, there must be a
responsive system to detect changes in a person’s position and subsequently follow them,
provided that they are not in a stationary state. Subsequent classifications are made for
movements such as lingering and sitting/standing, which contribute to an enhanced user
experience and increased stability in the robot’s operations. A variety of methods, including
velocity and acceleration value comparisons, Fourier transformations, cosine similarity
measures, and gradient change observations, are employed for these classifications.

Additionally, the rationale behind dividing the classification modeling process into
three distinct steps is rooted in performance considerations. Specifically, if the Fourier
transformation, utilized in Step 2, were to be employed as the sole method for the differ-
entiation of all movement types, certain classifications would become challenging. For
instance, the walking state can be identified due to the independent movement of each
leg, resulting in crossing patterns in the distance value graphs of the legs, as previously
explained. However, other states, such as stopped, sitting/standing, and lingering, are
more difficult to distinguish using this method alone, as these involve less independent leg
movements and more similar motion patterns. Similarly, if only the gradient difference
comparison method used in Step 3 were to be applied, the stopped and sitting/standing
states, wherein both legs move or remain still together, would show gradient differences
close to zero. In contrast, walking and lingering, where the legs move independently, would
exhibit larger gradient differences, making it challenging to accurately classify all four
states using this method alone. Therefore, this paper initially proposes a basic model that
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classifies movements according to a tree structure in three steps. Subsequently, to further
enhance the performance, an enhanced method is introduced. As a reference, the UWB
sensor values are refreshed every 0.2 s. The velocity and acceleration values referenced
herein are derived from the simple subtraction of consecutive sensor readings, without
division by 0.2 s.

Figure 8. Steps for classification of 4 human movement states.

5.1. Step 1—Method to Distinguish between Stopped and Non-Stopped States

To accurately determine whether the current user’s state is stopped or non-stopped,
it is imperative to comprehend the characteristics of the UWB sensor. The UWB sensor
exhibits a distance measurement error of ±0.1 m. Consequently, even when a user is
stationary, the sensor’s margin of error may cause it to mistakenly interpret the user as
being in motion, potentially leading the robot to act in a manner that does not align with
the user’s intentions.

Theoretically, a stationary user could exhibit a velocity of up to 0.1 − (−0.1) = 0.2 and
acceleration of 0.2 − (−0.2) = 0.4 due to this sensor error. However, empirical tests with
the UWB sensor attached to a person’s body demonstrated that the velocity magnitude
seldom surpasses 0.02 when in a stopped state, and the acceleration magnitude consistently
stays below 0.004. These findings indicate that the sensor error does not abruptly oscillate
between its minimum and maximum values. Rather, it progressively increases or decreases,
providing the rationale for the observed data and ensuring reliability in distinguishing
between stopped and non-stopped states.

Given these observations, a velocity threshold of 0.02 and an acceleration threshold
of 0.004 were set to distinguish between the stopped and non-stopped states. These
thresholds effectively encompass all instances of the stopped state while ensuring that
other movement states do not breach these boundaries. Within these thresholds, both
velocity and acceleration tend to converge towards 0. For other movement states, such
as walking, lingering, and sitting and stopping, the values consistently fall outside these
thresholds. In all conditions except the stopped state, when the velocity approaches
zero, acceleration takes on positive or negative values outside the established threshold.
Conversely, if the acceleration approaches zero, the velocity exhibits positive or negative
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values outside the established threshold. Therefore, only in the stopped state do both the
velocity and acceleration values appear within the established threshold limits.

5.2. Step 2—Method to Distinguish between Walking and Non-Walking States

To effectively distinguish between walking, lingering, and the states of sitting/standing,
it is crucial to comprehend the characteristic patterns of the walking state manifested in
repetitive waves. Figures 6 and 7 provide clarity on this issue, illustrating the patterns of
the distance values and smoothed acceleration values, respectively.

In the instance of walking, there is continuous movement as each leg alternates,
leading to persistent changes in the user’s position. Analyzing the acceleration data reveals
a fascinating pattern: the acceleration graphs for each leg consistently intersect, moving in
opposite directions. This phenomenon, where the graph of one leg moves inversely to the
other, can be aptly described as demonstrating reduced similarity between the graphs.

Conversely, during lingering, there is not any distinct or systematic pattern. Rather,
the motion exhibits a degree of randomness. Upon closely examining the acceleration
values for both legs, it becomes apparent that the movement patterns do not follow exact
opposite directions. Instead, the patterns of movement seem to be mirrored, creating an
impression of one leg appearing to chase the other.

For sitting/standing activities, distance values provide key insights. When a user sits,
the UWB sensor’s relative distance increases sharply. Similarly, when the user stands up,
there is a marked decline in the distance value. The simultaneous movement of both legs,
as they fold during sitting or extend during standing, results in high similarity between the
acceleration graphs of the two legs.

Based on the observed patterns, the similarity of the smoothed acceleration graphs
generated by each leg serves as a classification tool. Lower similarity between the graphs
of both legs suggests a walking state, while higher similarity indicates a lingering state or a
sitting/standing state. To quantify the similarity between these graphs, the acceleration
values over a specific period underwent decomposition into periodic components through
the application of the Discrete Fourier Transform (DFT), as expressed in Equation (6).
Cosine similarity was then applied to these components for comparison. Considering the
need for real-time application, the Fast Fourier Transform (FFT) was chosen instead of the
conventional Discrete Fourier Transform (DFT). The components obtained from the FFT
for each graph were subsequently used to calculate the cosine similarity, as outlined in
Equation (9). It is important to note that the similarity values range from −1 to 1, where a
value closer to −1 indicates low similarity (characteristic of walking), and values near +1
denote high similarity, aligning with other types of movement.

Based on the observed patterns, the similarity of the smoothed acceleration graphs
generated by each leg serves as a classification tool. Lower similarity between the graphs
of both legs suggests a walking state, while higher similarity indicates a lingering state or a
sitting/standing state. To quantify the similarity between these graphs, the acceleration
values over a specific period underwent decomposition into periodic components through
the application of the Fourier Transform (FT):

F(ω) =
∫ ∞

−∞
f (t)e−jωt dt (5)

In this study, due to the discrete nature of the sensor values, the Discrete Fourier
Transform (DFT) was specifically utilized:

fk =
N−1

∑
n=0

xne−
2πi
N kn for k = 0, . . . , N − 1 (6)
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Considering the need for real-time application, the Fast Fourier Transform (FFT) was
chosen instead of the conventional Discrete Fourier Transform (DFT):

F[k] = Feven[k] + e−j 2π
N k · Fodd[k] for k = 0, . . . ,

N
2
− 1 (7)

F[k +
N
2
] = Feven[k]− e−j 2π

N k · Fodd[k] for k = 0, . . . ,
N
2
− 1 (8)

The components obtained from the FFT for each graph were subsequently used to
calculate the cosine similarity, as outlined in Equation (9). It is important to note that the
similarity values range from −1 to 1, where a value closer to −1 indicates low similarity
(characteristic of walking), and values near +1 denote high similarity, aligning with other
types of movement.

similarity(A, B) = cos(θ) =
A · B

‖A‖‖B‖ (9)

5.3. Step 3—Method to Distinguish between Lingering and Sitting/Standing

To discern the scenarios of lingering and sitting/standing, the differential gradient of
the acceleration values obtained from each leg was utilized. Relying solely on the FFT and
cosine similarity methodologies depicted in Section 5.2 posed challenges in distinguishing
between these two movement states due to their almost identical graphical representations,
often yielding similarity values close to 1. Nevertheless, upon meticulous analysis, a
distinct pattern emerged: during transitions into sitting or standing positions, the legs
exhibited nearly synchronous movements, resulting in almost identical acceleration profiles.
This distinctive pattern sharply differentiates it from the lingering scenario, providing a
solid foundation for categorization.

For sitting/standing, any sudden increase or decrease in acceleration corresponds to
the act of sitting or standing, respectively. During these actions, the acceleration graphs for
both left and right legs show striking similarities, leading to a gradient difference close to
zero. In contrast, the lingering scenario reveals noticeable gradient differences between two
consecutive points. To enhance the reliability of this method, rather than considering only
two points, an average gradient difference across five points was computed and utilized as
a threshold for classification. For this analysis, let the coordinates of the left leg acceleration
vector be denoted as (a1, b1), . . . , (a5, b5) and those of the right leg as (c1, d1), . . . , (c5, d5). By
formulating Equation (10), all possible gradients across these five points can be computed.
The average of these values was termed as the 5-point gradient difference average in
this study.

Gradient difference =
1

10

5

∑
l=2

l−1

∑
k=1

∣∣∣∣ bl − bk
al − ak

− dl − dk
cl − ck

∣∣∣∣ (10)

5.4. Enhanced Method for Human Moving Pattern Classification

In Step 2, by leveraging the FFT results, most of the data related to walking, lin-
gering, and sitting/standing motions were effectively classified using cosine similarity.
Furthermore, the approach used in Step 3, which compared the gradient difference in the
acceleration data between lingering motion and sitting/standing motion, was effective for
the majority of the data sets. However, despite the effectiveness of these methods, some
specific data points were not precisely classified.

To elucidate the observed phenomena, Figure 9 is presented as an example. Figure 9
graphically depicts the acceleration values for both walking and lingering situations. In
Figure 9, the green sections depict instances where the graph aligns with the intended
pattern, while the red sections represent deviations from the expected trajectory. In the
walking scenario, represented by the green regions, the graphs trend in opposing directions,
leading to diminished similarity between the two graphs. Conversely, during lingering
situations, the graphs derived from both legs adhere to a complementary pattern, exhibiting
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increased similarity. However, the red sections reveal anomalies. In walking scenarios,
the gradient differences between consecutive points nearly converge to zero, enhancing
their similarity. The lingering scenario, highlighted in the red region, diverges from its
typical pattern, with the two graphs briefly intersecting, mimicking the walking pattern.
This transient intersection arises because, during lingering, the patterns of the two legs
momentarily shift, mirroring aspects of the walking pattern.

Figure 9. Analysis of the observed anomalie. In the graph, the red line represents the right leg, while
the blue line signifies the left leg. (a) examples of data acquired during walking, illustrating desired
outcomes within the green box and undesired deviations within the red box; (b) instances of data
captured while lingering, showing preferred directional results in the green box and non-preferred
anomalies in the red box.

For this reason, while most scenarios manifest as intended, akin to the green region,
there are sporadic occurrences of unintended situations resembling the red region. To
address these inconsistencies, a straightforward and effective approach was implemented.
While the majority of the data are classified correctly, transient misjudgments arise at
specific points due to the inherent characteristics of human movement. In instances where
making a decision at a particular point proves challenging, the system is designed to
reference the immediately preceding data. It retains classification details from the last five
instances, spanning a 1-s duration, and adopts the state most frequently identified during
that interval. This method effectively manages such outlier scenarios.

6. Experiments and Results

To evaluate the accuracy of the human moving pattern classification method proposed
in this study, experiments were conducted across four distinct human movement scenar-
ios: stopped, walking, lingering, and sitting/standing. Subsequently, after carrying out
experiments for each of these scenarios, composite scenarios were designed and tested
to demonstrate how the method discerned human actions in real-world situations. This
involved setting up experiments that mimicked real-life conditions by combining elements
from the initial four scenarios, thereby obtaining results that showcased the method’s
effectiveness in accurately classifying human movements in complex and variable environ-
ments. Beginning with the experimental setup, Decawave’s ultra-wideband sensor was
utilized. Specifically, as shown in Table 1, the model used wasDWM1001-DEV, boasting an
operating frequency of 6.5 GHz and a detection frequency of 5 Hz, with sensor accuracy of
±10 cm [47].The equipment was sourced from Decawave, a part of Qorvo, from Dublin,
Ireland. Two UWB sensors were mounted on the experimental robot at a distance of 60 cm
apart. For human subjects, two sensors were affixed slightly above the knees on both legs,
allowing for the acquisition of a total of four distance values from the robot to the person.
To ensure the stability of the sensors’ positions on the legs during the experiments, they
were securely fixed using velcro straps. The experimental setup can be seen in Figure 10.

For this experiment, the authors of this paper conducted the tests personally. To
validate the experimental methodology, the four situations were initially modeled as
depicted in Figure 11. The participant was then instructed to act according to these models.
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By monitoring the participant’s actions, it was ensured that the data collected closely
matched the modeled behaviors. During the experiment, the distance from the ground to
the sensors on the participant’s legs was set at 0.6 m, and the distance from the sensors
located on the participant’s legs to the waist was 0.4 m. The following details the four
experimental scenarios.

Table 1. Parameters and specifications of the UWB sensor and human movement.

Parameter Value

Device DW1001-DEV (UWB sensor)
Operating Frequency 6.5 GHz
Detection Frequency 5 Hz
Detection Error ±0.1 m
Distance between Two Robot Sensors 0.6 m
Robot Sensor-to-Ground Distance 0.5 m
Walking Speed ∼1 m/s
Lingering Speed ∼0.5 m/s
Sitting/Standing Speed ∼0.5 m/s

Figure 10. Experimental setup with test robot and participant outfitted with UWB sensors:
(a) the ultra-wideband (UWB) sensor module used for the experiment; (b) overall view of the
autonomous robot equipped with UWB sensors; (c) participant’s legs fitted with UWB sensors in a
real-world setting.

Figure 11. Schematic representations of participant scenarios for different states in the experiment:
(a) the participant in a stationary state; (b) the participant walking towards the robot; (c) the partici-
pant in a lingering state; (d) the participant transitioning between sitting and standing positions.
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• Stopped Scenario

In this scenario, UWB sensors were attached to both legs of the user, maintaining a
stationary position. Instead of attaching the UWB sensors to a static object, the decision was
made to attach them to the body and minimize movement to capture information about
human immobility. This approach was adopted to obtain data relevant to the stopped state.

• Walking Scenario

As elaborated in the Methods section under human walking sequence modeling,
walking was executed in a manner whereby the cross movement of both legs was distinctly
visible. The experiment was conducted with an average walking speed of 0.5–1 m/s. It was
assumed that the walker would move in the direction facing the sensor for this experiment.

• Lingering Scenario

This scenario was designed with the assumption that one leg would be the primary
mover, while the other would remain largely stationary. The primary leg briefly steps
forward and returns to its original position. The other leg, although displaying minor
directional shifts or movements in response to the motion of the primary leg, showed no
other significant movement during the experiment.

• Sitting and Standing Scenario

After modeling the typical motions of sitting and standing, a scenario was conceived
whereby both legs simultaneously descended as the user sat and rose as the user stood
in place. This approach was designed to clearly delineate the actions of sitting down and
standing up.

Based on the provided scenarios, experiments were conducted as depicted in Figure 12.
Using these experiments, distance data were acquired from the UWB sensors on the robot
to the UWB sensors on both legs of the participant in each respective situation. During
this process, the modeled motions for each scenario were repeated to consecutively collect
100 data points for each, yielding a total of 400 data points. Subsequently, these distance
data were utilized to perform classification.

For a precise analysis, the distance data were stored in the form of a CSV (Comma-
Separated Values) file. The data were imported into Python, followed by the execution and
visualization of Steps 1, 2, and 3. Specifically, for Step 1, which was the classification of the
stopped state, classification was done simply through designating speed and acceleration
thresholds. Due to this straightforward approach, visualization was not conducted for this
step, and only an accuracy evaluation was performed.

Following Step 2, the cosine similarity values were obtained as results. These results
were then represented over time steps using Python. Additionally, to observe the distribu-
tion of results for each movement state, visualizations of the histogram and kernel density
estimation were carried out for the cosine similarity outcomes as depicted in Figure 13.
Consequently, in the walking scenario, since the acceleration values of both legs proceeded
in opposite directions, the cosine similarity values were observed to be predominantly close
to −1. For the lingering and sitting/standing situations, since both legs moved similarly,
the cosine similarity values largely appeared to be close to 1.

In Step 3, the outcome was derived using the slope differences of the acceleration
values from the previous five points. Similarly, histograms and kernel density estimations
were conducted to understand the distribution of outcomes for each movement state, as
depicted in Figure 14. For the lingering state, as both legs moved somewhat independently,
the histogram clearly showed a significant deviation in the slope differences of their
acceleration values from 0. In the sitting/standing state, as the experiment was based on a
scenario wherein both legs moved down and up simultaneously, the histogram revealed
that the slope difference of the acceleration values between the legs was closely aligned
to 0.
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Figure 12. Actual experimental setup. In the image, the large red box indicates the location of
the robot, while the small red box denotes the position of the UWB sensor attached to the body.
(a) actual experimental process of a stopped motion scenario; (b) actual experimental process of a
walking motion scenario; (c) actual experimental process of a lingering motion scenario; (d) actual
experimental process of a sitting/standing motion scenario.
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Figure 13. Results utilizing FFT and cosine similarity from Step 2: (a) histogram and kernel
density estimation of cosine similarity scores derived from the walking scenario dataset; (b) his-
togram and kernel density estimation of cosine similarity scores derived from the lingering scenario
dataset; (c) histogram and kernel density estimation of cosine similarity scores derived from the
sitting/standing scenario dataset.

Figure 14. Gradient difference analysis from Step 3: (a) histogram and kernel density estimation
of gradient differences for the lingering scenario; (b) histogram and kernel density estimation of
gradient differences for the sitting/standing scenario.

Following the thresholds mentioned in the Methods section, the data were classi-
fied. The classification accuracy results for each step can be observed in Table 2. For the
basic model, Step 1 showed an impeccable 100% accuracy across all movement states:
stopped, walking, lingering, and sitting/standing. Subsequently, in Step 2, the walking
state exhibited accuracy of 84%, the lingering state had 78%, and the sitting/standing state
demonstrated high accuracy of 96%. In Step 3, where the classification was conducted for
the lingering and sitting/standing states, the accuracy rates were 87% and 91%, respectively.
While the basic model showcased high accuracy, there were instances in which it failed
to classify certain values correctly. To address these limitations, an advanced model for
human movement classification, proposed in this paper, was implemented. Compared to
the basic model, the advanced model in Step 1 maintained 100% accuracy for movement
states. In Step 2, the accuracy for the walking state improved from 84% to 97%, the linger-
ing state from 78% to 92%, and the sitting/standing state reached a perfect score of 100%.
Moreover, in Step 3, the accuracy for the lingering state surged from 87% to 95%, and, for
the sitting/standing state, it increased slightly from 91% to 93%. This resulted in average
overall accuracy of approximately 95%.

Additionally, to illustrate the outcomes in real-world settings when individuals en-
gage in complex movements, further experiments were conducted. These experiments
were designed considering a human-following robot environment, wherein a scenario was
simulated with the user loading items onto the human-following robot and moving. The
scenario unfolded as follows: the user approached the robot by walking, came to a stop in
front of the robot, and then sat down to retrieve items from the robot; then, they stood up
again and finally moved away from the robot. This complex scenario encompassed walk-
ing, stopping, and transitions between sitting and standing. The distance measurements

161



Electronics 2024, 13, 1300

obtained from this experiment, along with the calculated speed and acceleration values,
are presented in Figure 15.

Table 2. Classification accuracy for different human moving states.

Human State Step 1 Step 2 Step 3

Method Basic Advanced Basic Advanced Basic Advanced

Stopped 100 100 - - - -
Walking 100 100 84 97 - -

Lingering 100 100 78 92 87 95
Sitting/Standing 100 100 96 100 91 93

Note: A dash (-) indicates that classification did not occur for the movement at the respective stage.

Figure 15. Measured outcomes under a composite scenario, considering a real-world human-
following robot context. The scenario simulated a user approaching the robot, stopping, sitting
to pick up an item, standing, and then moving away from the robot. (a) Variation in measured
distances; (b) changes in computed velocities after smoothing with a moving average; (c) changes in
computed accelerations after smoothing with a moving average.
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As illustrated in the results visualized in Figure 15, the data exhibited distinct move-
ment states throughout the experiment. From the 50th to the 90th index, the subject is
in a walking state. This is followed by a stopped state from the 90th to the 170th index.
A transition between sitting and standing is observed from the 170th to the 180th index.
The subject returns to a stopped state from the 180th to the 270th index, followed by
another transition between sitting and standing from the 270th to the 280th index. The
subject remains in a stopped state from the 280th to the 370th index, transitions back to a
walking state from the 370th to the 420th index, and ultimately exhibits a stopped state
again from the 420th to the 450th index. These segments effectively demonstrate the capa-
bility of the proposed method to classify complex human movements within a dynamic
human-following robot environment.

For the speed and acceleration values, a moving average smoothing technique was
applied to correct the values, resulting in a slight shift in the indices compared to the initial
distance measurements. Despite this shift, the application of the previously mentioned
three phases allowed for the clean classification of movement states. Due to the moving
average, there was a mismatch between the indices of the actual measured distances and
the calculated speed/acceleration values. Therefore, the fine adjustment of the indices was
performed to account for this delay, and the experimental results were processed through
the three-step methodology.

The final classification of movement states achieved accuracy of 95% for the stopped
state, approximately 83% for the walking state, and 90% for transitions between sitting
and standing. Overall, the method demonstrated accuracy of 92%, closely mirroring
the individual measurement accuracy of 95%. This consistency underscores the model’s
effectiveness in real-world scenarios, confirming its robust performance across different
states of movement.

7. Conclusions

In this study, the focus was on enhancing human–robot interaction by allowing a
robot equipped with UWB sensors to detect human movements in real time. The study
presented an enhanced approach extending beyond the traditional method that utilized a
pair of UWB sensors on a robot and a single UWB sensor on a person to derive two distance
measurements and ascertain the person’s location through bilateration. This advancement
involves affixing UWB sensors to each of the individual’s legs, thereby not only pinpointing
the user’s location but also discerning their movement states, including sitting, walking,
lingering, and transitioning between sitting and standing. These movement states, crucial
in a workspace setting, were defined to aid the robot in recognizing and adapting to the
human’s activities. By recognizing these behaviors, the robot is better equipped to support
and interact with workers, thereby fostering a more collaborative environment.

In this study, distinct patterns for each movement state were elucidated using distance
data between UWB sensors on robots and humans, based on distance measurements, veloc-
ity, and smoothed acceleration values. A three-stage classification method was proposed. In
Step 1, velocity and acceleration thresholds were utilized to differentiate the stopped state
from others. Step 2 employed the FFT and cosine similarity to distinguish walking motions
from lingering and sitting/standing motions. In Step 3, the five-point gradient difference
method introduced in the paper effectively differentiated between lingering motion and
sitting/standing motion. The study’s three-step classification method demonstrated high
efficacy in identifying human movement states, with the initial step perfectly distinguish-
ing stationary states. Subsequent steps showed substantial accuracy, with improvements
observed when an enhanced method incorporating brief historical data was applied. This
approach yielded near-perfect accuracy rates across all movement states, achieving overall
average accuracy of approximately 95%.

The final constructed model demonstrates that, with minimal computation in a CPU
environment, it can effectively recognize and classify four types of movements with ap-
proximate accuracy of 95%. Additionally, in experiments simulating composite motion
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scenarios that considered real-world environments, the model achieved overall accuracy of
92%. This experimental outcome evidences the considerable success of the classification
algorithm, offering a novel approach to detecting human movements in the field of robotics
to enhance human–robot interaction. The methodology proposed in this paper addresses
a significant challenge in follower robots utilizing UWB sensors. It not only tracks the
location of a person but also understands and responds to their current behaviors, thereby
improving both the safety and convenience of follower robots in work environments. In
conclusion, the experimental methodologies and classification models introduced in this
study are expected to make a significant impact on the field of robotics. By enabling robots
to accurately interpret human intentions and behaviors, the research extends beyond fol-
lower robots with UWB sensors to a multitude of sectors, such as industrial safety, medical
assistance, and personalized service robotics. This paves the way for enhanced service
coordination and support, marking the advent of a new era of synergy between humans
and robots across various operational environments.
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Abstract: During the past five years, there has been an increasing trend of weakly supervised crowd
counting methods being developed since such methods just rely on count-level annotations and
avoid a laborious labeling process. But, the existing weakly supervised methods usually fail to
achieve comparable counting performance to the fully supervised methods. To improve the accuracy
of crowd counting tasks, we propose to combine the convolutional neural network (CNN) and
Transformer frameworks. Since CNN focuses on capturing local detail information and Transformer
can effectively extract global context information, we believe that the combination of CNN and
Transformer could learn more efficient feature representations for crowd images. Our proposed
framework is named CrowdCCT (Crowd Counting via CNN and Transformer), and it is composed
of a CNN feature extraction part, a Transformer feature extraction part, and a counting regression
part. In the CNN part, we utilize DenseNet121 to learn rich semantic features with its inherent dense
connection structure. In the Transformer part, we introduce two attention modules, Multi-Scale
Dilated Attention (MSDA) and Location-Enhanced Attention (LEA), working together to extract
more expressive features. The output features are then fed into the regression part to generate the
predicted counting results. Experiments on four crowd counting benchmark datasets demonstrate
that our proposed CrowdCCT can achieve superior performance. Also, the experimental results
validate the feasibility and effectiveness of combining CNN and Transformer for weakly supervised
counting tasks. Our work could be expected to promote further combination research on CNN
and Transformer.

Keywords: crowd counting; weakly supervised; transformer; CNN

1. Introduction

Crowd counting is an important task in the analysis of crowd scenes, aiming to
automatically estimate the number of people in an image or video frame [1]. With the
growth in population and the growing trend of urbanization, there are frequent occurrences
of crowds gathering in public places. So, crowd counting currently plays an essential role in
many scenarios, such as public safety, traffic management, urban planning, and abnormal
situation warning [2,3].

In the last decade, deep-learning-based approaches have been developed rapidly and
proven to be effective for many computer vision tasks, including crowd counting. Typical
crowd counting methods usually take advantage of the powerful feature extraction capa-
bility of convolutional neural networks (CNNs) and have achieved excellent performance
in recent years [1,4–7]. Researchers have also succeeded in designing complex networks
to handle various challenges in crowd counting, such as large-scale variation, perspec-
tive distortion, and occlusions. For example, Zhang et al. [1] proposed a multi-column
convolutional neural network (MCNN) to capture the scale variation in individuals in
a crowd. He et al. [7] designed a joint attention network including a multi-order scale
attention module and a multi-pooling relational channel attention module, which can be
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used to obtain more scale information and reduce the impact of background occlusion,
respectively. However, these methods belong to the fully supervised category, and they
obtain the total number of people in a crowd image by regressing a density map. Thus,
they require point-level annotations as prior information. Point-level annotation requires
marking the human head position of each individual in the crowd, which is laborious
and time-consuming. Especially in congested scenes, as shown in Figure 1, completing
the annotation for a single image requires over 10,000 points of the human head position,
which demands significant labeling effort.

(a) (b)

Figure 1. Illustration of the laborious point annotations for a dense crowd image. (a) An example
image from UCF-QNRF dataset. (b) The corresponding annotation results with red points marked on
each head.

Different from fully supervised methods, weakly supervised counting methods only
require count-level annotation information, which is the total number of humans in a crowd
scene and can be acquired with much less annotation effort. Therefore, methods based
on weakly supervised learning have gained increasing attention in recent years. CNN
and Transformer are two commonly used frameworks in the existing weakly supervised
methods. Lei et al. [8] proposed to use a small number of point-level annotations and a
large number of count-level annotations during the CNN training process. They pointed
out that the total number of persons can be obtained economically in real crowd scenes.
Yang et al. [9] proposed a soft-label sorting network to help CNN backbone enhance its
counting ability. However, CNN-based weakly supervised methods cannot achieve sat-
isfactory performance due to the limited receptive fields of convolutional kernels, which
weaken their ability to capture the global context information in the crowd images.

To overcome this limitation, Transformer-based weakly supervised methods have
been proposed. The Transformer architecture can capture long-range dependencies effec-
tively due to its global receptive fields [10]. The Transformer architecture can overcome
the shortcomings of CNN. Transformer-based methods have achieved superior counting
performance. Specifically, Transformer-based methods split input images into patches and
then arrange these patches into sequences of linear embeddings. These embeddings are
then taken as the inputs of the Transformer encoder. Liang et al. [11] applied the Vision
Transformer (ViT) [12] as the backbone network to extract the crowd features and regressed
the predicted counts directly. However, ViT is limited in extracting multi-scale features.
Considering the scale variation problem in crowd counting, hierarchical Transformer archi-
tectures have been introduced in this task recently [13–15]. Tian et al. [16] proposed the
CCTrans model based on pyramid Transformer Twins [13]. Li et al. [17] proposed the CCST
model based on Swin Transformer [15] and customized an adaptive fusion regression head.
All these methods are striving to handle scale variation in human heads well.

For weakly supervised crowd counting methods, severe scale variation is still a
challenge regarding improving the counting accuracy. An efficient feature representation
can play a critical role in improving crowd counting performance. Generally, a CNN
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can be derived to be more concentrated on extracting the local semantic features and
Transformer could capture a global feature representation to build long-range dependency
relationships. Hence, we propose the CrowdCCT model by combining the CNN and
Transformer architectures to extract effective crowd features, which takes advantage of
CNN and Transformer to improve the counting accuracy. Specifically, we utilize DenseNet,
a powerful CNN model, to extract abundant local feature information by utilizing its special
dense connection. Then, the output feature maps are transferred into the Transformer
framework. To solve the scale variation problem, a Multi-Scale Dilated Attention (MSDA)
module is introduced, in which different dilation rates are arranged for different heads
to learn an effective multi-scale feature representation. Moreover, a Location-Enhanced
Attention (LEA) module is designed to help locate the positions of persons and distinguish
foreground objects from complex background aspects more accurately.

To summarize, the main contributions of this paper are as follows:

(1) For the weakly supervised crowd counting problem, we propose CrowdCCT, an
effective joint framework that combines CNN and Transformer. This joint learning
framework can take advantage of both CNN and Transformer to achieve highly
efficient feature representations.

(2) In the Transformer part, we develop two valuable attention modules called MSDA and
LEA. MSDA is designed to overcome the challenge presented by the scale variations
in human heads by mining the semantic correlations among different crowd regions.
LEA can help to reduce background noise via enhancing the location information
of individuals.

(3) Extensive experiments on multiple benchmark datasets show that the proposed
CrowdCCT outperforms pure CNN-based and pure Transformer-based weakly su-
pervised methods. In addition, our method is very competitive compared with some
fully supervised methods.

The rest of this paper is organized as follows. Section 2 introduces the related works
on crowd counting. Section 3 presents the details of the proposed CrowdCCT. In Section 4,
we describe the experimental settings and compare our results with other state-of-the-art
methods. Finally, Section 5 concludes this work.

2. Related Works

In this section, we briefly review some mainstream related works on crowd counting
and present them, mainly with CNN-based and Transformer-based classifications.

2.1. CNN-Based Crowd Counting

Convolutional neural networks (CNNs) have been successfully applied in the field
of computer vision [18,19]. With the rapid development of CNNs, density-map-based
counting methods generated by deep learning have become a research hotspot for the task
of crowd counting.

Previously, Fu et al. [20] pioneered the application of CNNs in crowd counting by
introducing a model that utilizes a cascade of two CNN classifiers. Thereby, the accuracy
and speed of density estimations have been significantly enhanced. Zhang et al. [1]
proposed the multi-column CNN (MCNN) structure that utilizes filters with various
receptive field sizes to extract features. Thus, the CNN model can adapt scale variation
caused by changes in viewing perspective. Moreover, MCNN promoted the development of
the multi-scale strategy applied in crowd counting. Afterwards, Cheng et al. [21] formulated
a multi-column mutual learning (MCML) method to further improve the learning ability
of the multi-scale CNN model. Liu et al. [22] proposed a novel scale-aware and global
contextual network (SGCNet) that utilizes multi-scale attention mechanisms to selectively
enhance features at different scales. Wang et al. [23] introduced a multi-scale features fused
network with a multi-level supervised path to generate high-quality density maps.

Researchers also investigated the applications of the pyramid architecture. Sindagi et al. [24]
explored a contextual pyramid CNN (CP-CNN) and employed this model to encode the local
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and global context into the density estimation process. Liang et al. [25] established residual
pyramid dilated convolution modules with different dilated rates. In addition, exploiting
other useful information could help to improve the model performance. Shi et al. [26]
introduced a perspective-aware CNN (PACNN) to predict perspective maps and incorpo-
rate them as perspective-aware weighting layers into the network model. Liu et al. [27]
developed a novel LibraNet in which they formulate crowd counting as a sequential de-
cision problem and implement it as scale weighing. Song et al. [28] proposed a purely
point-based framework, aiming to handle the crowd counting and individual localization
tasks simultaneously.

Due to laborious annotation costs regarding crowd counting, weakly supervised
counting methods have been developed. Yang et al. [9] introduced a soft-label sorting
strategy working in conjunction with the counting CNN model. Lei et al. [8] proposed a
novel multiple auxiliary task training (MATT) approach in which both the primary branch
and the auxiliary branch could generate density maps to encode more accurate position
information. Although these approaches mitigate the dependence on costly point-level
annotations to some extent, CNN-based weakly supervised techniques still face inherent
challenges, especially the limitation of global context modeling capability. Therefore, these
methods cannot achieve satisfactory performance.

2.2. Transformer-Based Crowd Counting

Modeling context information is critical for crowd counting and density estimation.
The Transformer framework has the advantage of capturing long-range dependencies.
For fully supervised crowd counting, Bai et al. [29] introduced CounTr, a novel end-to-
end Transformer approach for crowd counting and density estimation. Liu et al. [30]
treated crowd counting as a decomposable point querying process and built a point query
Transformer model.

With the development of weakly supervised counting methods, Liang et al. [11] intro-
duced ViT into the task of crowd counting and first proposed a Transformer-based weakly
supervised crowd counting method, TransCrowd. It demonstrated that a Transformer-
based model could effectively extract the semantic crowd information more effectively
than a CNN-based model. Then, Tian et al. [16] developed the CCTrans method by adopt-
ing pyramid Transformer backbone Twins [13] and also constructed a pyramid feature
aggregation module. Savner et al. [31] proposed CrowdFormer to simulate the human’s
top-down visual perception mechanism by utilizing overlap patching Transformer blocks.
Deng et al. [32] introduced a unified Transformer-based framework to implement weakly
supervised crowd counting and crowd localization tasks. Chen et al. [33] developed a
novel hybrid lightweight weakly supervised crowd counting network. GhostNet is utilized
as the backbone, but Swin Transformer blocks are incorporated to mitigate the requirement
of global context information.

Based on the aforementioned literature, researchers have also started to construct a
combination framework by exploiting the advantages of both CNN and Transformer. For
fully supervised crowd counting, Liu et al. [34] proposed a pyramid Transformer CNN
network (PTCNet) that employs pyramid ViT [14] to extract multi-level global context
information of crowds and then utilizes three CNN branches to learn the features of vari-
ous scales. For weakly supervised crowd counting, Li et al. [35] designed a hypergraph
association crowd counting (HACC) framework. The backbone of HACC is based on Swin
Transformer and multi-scale dilated pyramid CNN. Moreover, a novel hypergraph associa-
tion module was proposed to handle the problem of uneven distribution of crowd density.

To the best of our knowledge, there are currently few studies on weakly supervised
crowd counting based on combining CNN and Transformer. How to effectively combine
these two different frameworks in complex crowd counting tasks remains a key research
challenge. This work aims to establish a joint CNN and Transformer network model and
achieve better counting performance under weakly supervised settings.
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3. Methods

In this section, we outline the framework of CrowdCCT and provide a detailed
introduction of its components. CrowdCCT, as illustrated in Figure 2, is composed of three
main components: CNN part, Transformer part, and regression part.

L

 

Figure 2. An overview of the proposed CrowdCCT.

In this model, we utilize a three-phased processing flow for efficient crowd counting.
Initially, each image is divided into fixed-size patches and a corresponding image sequence
is composed of these patches. Then, the image sequences are taken as the input of the
CNN part. This phase aims to learn the semantic features of the crowd in the image
and provides a foundation for further analysis. Next, the output of the CNN part is
optimized. Specifically, the number of channels in the feature map is reduced from 1024 to
768 via a series of convolutional layer operations. This step helps to reduce the number
of parameters while maintaining the expressive ability of the features and contributes
to the lightweighting and efficiency of the model. Subsequently, the optimized feature
maps are fed into the Transformer part. At this phase, the feature vectors pass through
the MSDA and LEA modules. The MSDA module aims to extract and integrate the
semantic information at multiple scales, which can enhance the representation ability of
the features. Conversely, the LEA module serves to improve the accuracy of counting
through enhancing the attention at specific locations. Thus, it can assist the model to focus
on key areas in the image, such as crowded areas. The outputs of these two modules are
then passed to a Hadamard product operation for further processing of the feature vectors.
Here, Hadamard product is the operation of element-wise multiplication of two matrices
of the same dimension. Ultimately, the Transformer part reconstructs the output into a
two-dimensional feature map, containing rich information of crowd distribution. Then, a
counting regression operation is applied to convert the feature map information into an
accurate crowd counting prediction. Through this structured and hierarchical processing
approach, our model can not only extract key features from images but also predict the
number of people in a crowd image accurately.

3.1. CNN Part

A pure Transformer processes images by passing them into the Transformer block
directly. However, effectively extracting both global and local features is crucial in weakly
supervised counting tasks. As pure Transformers struggle to extract local features directly
and effectively, CNN is introduced to assist with the procedure of feature extraction. With
a multi-layered structure, CNN can learn representations of image features, evolving from
simple to complex. At lower levels, CNN captures basic visual patterns like edges and
textures. At higher levels, CNN can recognize more complex shapes and object features.
This hierarchical processing of feature extraction is essential for understanding crowds and
person distributions in crowd images.
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Since DenseNet121 [36] excels regarding high performance in many computer vision
tasks, such as object detection and classification, the CNN part adopts it for feature ex-
traction in crowd counting and uses the extracted features as the input of the Transformer
part. DenseNet121 utilizes a dense connectivity scheme that connects each layer to every
other layer in a feed-forward manner, in which each layer takes the feature maps of the
previous layer as input and passes its own feature maps to all subsequent layers. The
network is organized with multiple tightly connected dense blocks, as shown in Figure 3.
The DenseNet121 used in our experiments consists of three dense blocks, which have the
same number of layers. To enrich the feature information while minimizing the number
of model parameters, we remove the final pooling layer and the fully connected layer of
DenseNet121. For an input image I ∈ RH×W×3, where H and W represent the height and
width, 3 is the number of channels, and the operation of the CNN part can be defined
as below:

R f = Fdense (1)

where R f represents the result of feature extraction and Fdense denotes the calculation
process of DenseNet121. In this way, the CNN part can extract features with rich semantic
information, which ensures the effectiveness of feature extraction. It also helps our model
to generate high-resolution feature maps, thus improving the accuracy of crowd counting.

 

Figure 3. The DenseNet with three dense blocks used in the CNN part. The layers between two
adjacent blocks are referred to as transition layers, and they change the size of feature maps via
convolution and pooling operation.

3.2. Transformer Part

As shown in Figure 2, the Transformer part consists of two key modules: the Multi-
Scale Dilated Attention (MSDA) and the Location-Enhanced Attention (LEA). The two
modules work together to enhance the expressiveness of features.

Initially, the Transformer part takes the output from the CNN part as its input. The
output of the CNN part offers rich contextual information and provides a foundation for
further Transformer processes. Especially, MSDA and LEA in the Transformer part process
the input data separately. Then, a Hadamard product operation is conducted with the
output results of these two attention modules in order to integrate the features from both
modules and enhance the feature expression ability. The whole process can be expressed
by the following three formulas:

x1 = FMSDA(xin) (2)

x2 = FLEA(xin) (3)

xout = x1 � x2 (4)

where x1 denotes the feature passing through the MSDA module, x2 denotes the feature
passing through the LEA module, and � is the Hadamard product.

3.2.1. Multi-Scale Dilated Attention (MSDA)

Based on the locality and sparsity observed in the global attention of shallow layers
in vanilla Vision Transformers [11], we develop the operation of sliding window dilated
attention (SWDA). Compared to traditional sliding window computations, SWDA does
not perform self-attention computation for all keys and values. Instead, it selects keys and
values within a sliding window centered on the query patch sparsely. Only a portion of the
positions within the window participate in the self-attention computation for the current
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query block, while the other positions are ignored. Formally, the SWDA can be described
as follows:

X = SWDA(Q, K, V, r) (5)

where Q, K, and V represent the query matrix, key matrix, and value matrix, respectively.
Each row of the three matrices indicates a single query/key/value feature vector.

We use (i, j) to represent the position coordinates of a query patch in the feature map.
By taking (i, j) as the center of the query patch, a window with size ω × ω slides over
the feature map. Furthermore, we define a dilation rate r to control the degree of sparsity.
Through the SWDA operation, keys and values are sparsely selected within this window
for self-attention computation. For any position (i, j) in the feature map, the corresponding
component of the output X from SWDA operation can be formulated as below:

xij = Attention(qij, Kr, Vr) = Softmax(
qijKT

r√
dk

)Vr, 1 ≤ i ≤ W, 1 ≤ j ≤ H (6)

where H and W denote the height and width of the feature map, respectively. The con-
ditions of 1 ≤ i ≤ W, 1 ≤ j ≤ H ensure that computations are performed for every
position in the feature map. dk denotes the dimensionality of the keys. Kr and Vr are sparse
selections from the K and V feature maps, respectively.

As shown in Figure 4, we use a 3 × 3 kernel size with dilation rates r = (1, 2, 3) for
different heads. Also, the sizes of receptive fields utilized in different heads are 3 × 3, 5 × 5,
and 7 × 7. Given the query positioned at (i, j), keys and values located in the set (i′, j′) of
coordinates, defined as below, will be selected for performing self-attention operation.{(

i′, j′
)
i′ = i + p × r, j′ = j + q × r

}
, −ω

2
≤ p, q ≤ ω

2
(7)

where ω is the window size as mentioned above; p and q are control variables for calculating
each point in the set (i′, j′).

Concat

Linear

r

r
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Sliding Window 
Dilated Attention

Q

r
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VK

Heads

Figure 4. Flow chart of MSDA module.

The SWDA conducts the self-attention operation for all query patches via sliding
window. For query patches located at the edges of the feature map, we adopt the zero-
padding strategy. Then, based on SWDA operation, the MSDA module is designed to
employ different dilation rates for different heads, where each dilation rate corresponds to
a different window size. Different heads have different attention window sizes; thus, each
head serves to extract information from different scales. The combination of the attention
results from different scales can be helpful in the capture of rich information across scales,
thereby enhancing the overall performance of the network. The MSDA module is explicitly
provided with the properties of locality and sparsity by sparsely selecting keys and values
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around the center of a query patch. It can model long-range dependencies in the global
context effectively, even under sparse selection.

As shown in Figure 4, MSDA module begins with a given feature map X, which
initially undergoes linear projection to extract the corresponding query (Q), key (K), and
value (V) matrices. The feature map X is then partitioned into n different heads; each
head calculates the self-attention independently on a subsegment of the feature map. For
each head hi, attention is calculated by multi-scale SWDA with unique dilation rates ri.
Specifically, the MSDA can be formulated as below:

hi = SWDA(Qi, Ki, Vi, ri), 1 ≤ i ≤ n (8)

X = Linear(Concat[hi, . . . , hn]) (9)

where hi represents the dilation rate for head hi and Qi, Ki, and Vi are the feature map slices
of head hi. The outputs for {hi}n

i=1 are concatenated together and finally fed into a linear
layer for feature aggregation. The dilation rate of the head hi determines the sparsity and
receptive field size when executing SWDA. By setting different dilation rates for different
heads, MSDA effectively aggregates semantic information at various scales within the
attended receptive field.

3.2.2. Location-Enhanced Attention (LEA)

Traditional self-attention mechanism takes global context information into consider-
ation during computation but encounters shortcomings when dealing with local details.
To further improve the discriminative ability of local features, we develop LEA module
with a position encoding block to enhance self-attention mechanism. In simple terms, we
combine the output of self-attention with the local enhanced position encoding, resulting
in an enhanced output. As shown in Figure 5, the working flow of position encoding can
be found in the dotted box.

 

Figure 5. The specific diagram of LEA module.

Both Norm1 and Norm2 are normalization layers, which are used to standardize
input features. The MLP (multi-layer perceptron) is capable of performing nonlinear
transformations on input data to extract complex feature relationships. Positional encoding
can generate position-related encodings by depth-wise convolution and actually contains
the order information of the sequence. Since the input sequences are constructed with
image patches, the order information implies the spatial location information in the original
images. Hence, positional encoding helps to enhance the model’s ability of perceiving local
spatial structures combined with adding the related information to each feature map.

In the position encoding block, we map the input tensors into three matrices, query,
key, and value, and calculate the attention scores via dot product. Specifically, for the
input tensor X ∈ RH×W×C, we can obtain the query, key, and value matrices by linear
transformations shown below:

Q, K, V = XWQ, XWK, XWV (10)
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where WQ, WK, and WV are the learnable parameter matrices. Subsequently, the similarity
between the query and the key is calculated via dot product and adjusted with the scaling
factor

√
d.

A = Softmax(
QKT
√

d
) (11)

Then, we take A as the attention weight and multiply A by the value matrix V to
obtain the self-attention output.

X1 = AV (12)

To enrich the local semantic information in the above output, we introduce position
encoding into the self-attention mechanism. Specifically, we process the input tensor
with a depth-wise convolution operation to capture positional encoding within the local
neighborhood. Given the input tensor X, we first rearrange it into a suitable format for
convolution operations and then apply depth-wise convolution. The operation of position
encoding can be represented as below:

XPE = Conv2D(X) (13)

where Conv2D is the depth-wise convolution operation and XPE refers to the result of
position encoding. Such encoding can capture the position information of the input tensor
within the local area, which is helpful to enhance the model’s sensitivity to background
noise and foreground people.

Finally, we add the position encoding result to the attention output to enhance the
local information. This enhanced information is then projected and regularized by a linear
layer and a dropout layer. The specific process can be expressed as the following formula:

X = Dropout(Linear(X1 + XPE)) (14)

By introducing local enhancement with positional encoding, as LEA module takes the
global context into consideration while enhancing the representation of local features, it is
beneficial for the counting task, which requires fine spatial dependencies.

3.3. Regression Part and Loss Function

The regression part serves as the final count prediction. After feature extraction and
fusion in the previous parts, the necessary rich information for regression is learned. As
shown in Figure 6, the regressor used in our model mainly contains two fully connected
layers, two activation layers based on ReLU, and a dropout layer with the ratio of 0.8.
The first layer reduces the feature dimensions, and the parameters of subsequent layers
decrease accordingly. The final layer outputs the predicted crowd counts.

x = FC2(Dropout(ReLU(FC1(ReLU(x f ))), p)) (15)

where x f denotes the final features obtained from CNN and Transformer parts and p is the
dropout ratio [37].

ReLU FC1 ReLU Dropout FC2
 

Figure 6. Diagram of the regression part.

We utilize L1 loss, also known as the mean absolute error, to measure the difference
between the predicted value and the ground-truth value. L1 calculates the average of
the absolute differences across all data points to provide a robust measure of prediction
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accuracy, which is more efficient than other loss functions, such as L2 loss (mean squared
error). L1 loss can be expressed as

L1 =
1
M

M

∑
i=1

|Pi − Gi| (16)

where Pi and Gi represent the predicted count and the corresponding ground truth for
the ith image. M denotes the batch size of the training images.

4. Experiments and Results

To evaluate the performance of our proposed CrowdCCT, we conduct experiments
on four widely used crowd counting datasets. In the following, we sequentially present
the implementation details, datasets, the evaluation metrics, the comparative results, the
visualization of feature maps, and ablation studies.

4.1. Implementation Details

Our experiments are carried out on the platform of PyTorch 2.0 with a NVIDIA
V100 GPU. For the CNN part, we adopt DenseNet121 as the feature extraction network.
Specifically, we remove the final pooling layer and the fully connected layer. For the
Transformer part, the backbone is similar to ViT [12], including 12 Transformer layers. The
number of heads is also set to 12. In the MSDA module, the window size is set to 32.

During the training phase, several widely used data augmentation strategies are
utilized, such as random flipping and gray scaling. According to TransCrowd [11], we
resize all original images to 1152 × 768 (landscape) or 768 × 1152 (portrait) and then
crop each image into 6 patches of size 384 × 384. The number of people in each patch is
calculated by the location annotation in the image. Pretrained weights from ImageNet are
used to initialize the Transformer encoder. Adam optimizer is utilized with the learning
rate of 1 × 10−5 and weight decay of 1 × 10−4 to train the whole model. In addition, the
batch size is set to 16s.

4.2. Datasets

ShanghaiTech Dataset [1]: This dataset consists of 1198 images with a total of
330,165 instances. The dataset is divided into two parts based on density: Part_A and
Part_B. Part_A contains 482 images with densely populated crowds. The training set
includes 300 images, and the test set includes 182 images. Part_B contains 716 images with
sparsely populated crowds. The training set includes 400 images, and the test set includes
316 images.

UCF_CC_50 Dataset [38]: The UCF_CC_50 dataset is the first challenging large-scale
crowd counting dataset. It was created with web images from public lectures. To capture
diverse scenes, the images were collected with different labels, such as concerts, protests,
stadiums, marathons, etc. It contains 50 images, with an average of 1280 individuals per
image and a total of 63,075 instances across all images. The number of individuals per
image ranges from 94 to 4543.

UCF-QNRF Dataset [39]: This dataset includes 1535 challenging images with 1.25 million
instances. The minimum and maximum object counts per image are 49 and 12,865, respec-
tively. Images are sorted based on count. Every 5th image is selected for testing, resulting in
1201 images for training and 334 images for testing. This large-scale dataset covers various
locations, viewpoints, perspectives, and time periods of day.

JHU-CROWD++ Dataset [40]: This dataset consists of 4372 images and 1.51 million
instances, with an average resolution of 910 × 1430. The dataset contains some scenes
under severe weather and lighting conditions, such as snow, rain, and haze, and provides
rich crowd head location annotations.
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4.3. Evaluation Metrics

To evaluate the accuracy of our approach, the mean absolute error (MAE) and the
mean squared error (MSE) are adopted as metrics. Specifically, MAE and MSE are defined
as below:

MAE =
1
n

n

∑
i=1

|xi − xi| (17)

MSE =
1
n

n

∑
i=1

(xi − xi)
2 (18)

where n represents the number of images in the test set, xi represents the ground-truth
count of the ith image, and xi is the estimated number of pedestrians in the ith image. A
smaller MAE indicates better accuracy of the network, while a smaller MSE indicates better
robustness of the network.

4.4. Comparison to Existing Methods

The effectiveness of the proposed CrowdCCT is demonstrated through detailed com-
parisons with state-of-the-art methods on these datasets mentioned above. As shown in
Table 1, the quantitative results from the ShanghaiTech, UCF_CC_50, and UCF-QNRF
datasets are listed for comparison. We compare our method with some advanced fully su-
pervised methods and weakly supervised methods. The best results for weakly supervised
methods are indicated in bold font, and the second-best are indicated with underline. It
can be observed from Table 1 that our method can achieve comparable performance with
early fully supervised methods, such as MCNN [1], Switching-CNN [41], PACNN [26],
S-DCNet [42], and so on. Compared to weakly supervised methods, including the pure
CNN network proposed by Yang et al. [9], MATT [8], and pure Transformer architec-
tures like TransCrowd [11], CrowdFormer [31], MSPT-Net [43], and SR2 [44], our method
presents superior performance.

Table 1. Performance comparison regarding ShanghaiTech, UCF_CC_50, and UCF-QNRF datasets.

Method
SHTech Part_A SHTech Part_B UCF_CC_50 UCF-QNRF

MAE MSE MAE MSE MAE MSE MAE MSE

MCNN [1] 110.2 173.2 26.4 41.3 377.6 509.0 277.0 426.0
CMTL [45] 101.3 152.4 20.0 31.1 322.8 397.9 252.0 514.0

Switching-CNN [41] 90.4 135.4 21.6 33.4 318.1 439.2 228.0 445.0
CP-CNN [24] 73.6 106.4 20.1 30.1 295.0 320.9 - -
ACSCP [46] 75.7 102.7 17.2 27.4 291.0 404.6 - -
PACNN [26] 66.3 106.4 8.9 13.5 267.9 357.8 - -
S-DCNet [42] 58.3 95.0 6.7 10.7 204.2 301.3 104.4 176.1
LibraNet [27] 55.9 97.1 7.3 11.3 - - 88.1 143.7
P2PNet [28] 52.7 85.1 6.3 9.9 172.7 256.2 85.3 154.5

Sorting-Net [9] 104.6 145.2 12.3 21.2 - - - -
MATT [8] 80.1 129.4 11.7 17.5 355.0 550.2 97.2 168.5

CCTrans [16] 64.4 95.4 7.0 11.5 245.0 343.6 92.1 158.9
TransCrowd-T [11] 66.1 105.1 10.6 19.7 288.9 407.6 98.9 176.2
TransCrowd-G [11] 66.1 105.1 9.3 16.1 272.2 395.3 97.2 168.5
CrowdFormer [31] 63.5 107.7 7.7 12.8 233.3 336.6 91.5 166.9

MSPT-Net [43] 65.5 97.1 7.8 12.8 - - 94.3 162.7
SR2 [44] 63.9 99.6 8.4 14.0 - - 96.5 153.1

CrowdCCT (ours) 63.4 94.4 9.1 12.5 211.3 337.2 91.1 161.8

The best results are in bold, and the second-best are indicated with underline.

As shown in Table 1, our proposed model significantly improves both MAE and MSE
metrics on these datasets. The ShanghaiTech Part_A dataset contains images from a wide
range of scenes with large variations in crowd density, so accurately estimating the number
of people is very challenging. Our proposed method, CrowdCCT, achieves the best MAE
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of 63.4 and the best MSE of 94.4. Compared to the earlier CNN-based fully supervised
method ACSCP [46] and PACNN [26] (MAE of 66.3), our method makes encouraging
progress. Compared to earlier CNN-based weakly supervised method MATT [8] (MAE
of 80.1), our model achieves superior results by a large margin. Moreover, compared to
advanced methods CCTrans [16], TransCrowd [11], and CrowdFormer [31], our model still
presents the best performance. These results indicate that combining CNN and Transformer
could adapt to different densities better, while the regression head could learn optimal
ratios from large-scale datasets. On the ShanghaiTech Part_B dataset, our model obtains
the results of MAE 9.1 and MSE 12.5. Compared to the latest models, our model exhibits
slightly lower performance. But, compared to TransCrowd [11], the first Transformer-based
weakly supervised method, our model demonstrates an improvement in counting accuracy
and a relatively large decrease in MSE. It can also be seen that all models achieve excellent
results on the Part_B dataset because, compared to other datasets, the crowd density of
Part_B is relatively low and there exist very few occlusions.

UCF_CC_50 dataset has only 50 images and all of them contain highly dense crowds.
We use five-fold cross-validation to train our model for this dataset. Compared with other
weakly supervised methods, our method achieves the best MAE of 211.3 and the second-
best MSE of 337.2. Particularly, when compared to TransCrowd, we can see the obvious
improvements on both MAE and MSE metrics. The reason may be that the combination of
CNN and Transformer integrates local and global information effectively, which can inject
strong robustness into our model when facing highly dense scenarios.

For the experimental results on the UCF-QNRF dataset, we can observe that the pro-
posed CrowdCCT reaches first place regarding MAE with 91.1 and third place regarding
MSE with 161.8. We also find that CCTrans [16] and CrowdFormer [31] present comparable
performance on this dataset with MAE values of 92.1 and 91.5, respectively. These two
methods both utilize the pyramid-structured ViT to extract multi-scale features. Differently,
we propose to use a Multi-Scale Dilated Attention module in the ViT backbone to capture
multi-scale features. Moreover, we develop a Location-Enhanced Attention module to rec-
ognize foreground people more precisely. Hence, from an overall viewpoint, our proposed
CrowdCCT can perform better than CCTrans [16] and CrowdFormer [31].

To further verify the generalization ability of our proposed model, we have con-
ducted experiments on the JHU-CROWD++ dataset. The experimental results are listed
in Tables 2 and 3. “Low”, “Medium”, and “High” indicate the sub-categories in JHU-
CROWD++ dataset based on different degrees of crowd density. The best results are
indicated in bold font, and the second-best are indicated with underline. In our experi-
ments, we use a validation set to assess the performance of different models and select the
best one, and then test it on the test set.

Table 2. Performance comparison regarding validation set of JHU-CROWD++.

Method
Low Medium High Overall

MAE MSE MAE MSE MAE MSE MAE MSE

MCNN [1] 90.6 202.9 125.3 259.5 494.9 856.0 160.6 377.7
CMTL [45] 50.2 129.2 88.1 170.7 583.1 986.5 138.1 379.5
SANet [47] 13.6 26.8 50.4 78.0 397.8 749.2 83.1 272.6
SFCN [48] 11.8 19.8 39.3 73.4 297.3 620.4 59.3 229.3

BL [49] 6.9 10.3 39.7 85.2 279.8 620.4 59.3 229.2
CG-DRCN [40] 17.1 44.7 40.8 71.2 317.4 719.8 67.9 262.1

TransCrowd-T [11] 7.1 10.7 33.3 54.6 302.5 557.4 58.4 201.1
TransCrowd-G [11] 6.7 9.5 34.5 55.8 285.9 532.8 56.8 193.6
CrowdFormer [31] 8.9 26.0 34.2 55.4 251.6 501.5 53.4 183.3
CrowdCCT (ours) 5.6 8.1 31.4 48.3 260.3 528.1 51.6 182.1

The best results are in bold, and the second-best are indicated with underline.
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Table 3. Performance comparison regarding test set of JHU-CROWD++.

Method
Low Medium High Overall

MAE MSE MAE MSE MAE MSE MAE MSE

MCNN [1] 97.1 192.3 121.4 191.3 618.6 1166.7 188.9 483.4
CMTL [45] 58.5 136.4 81.7 144.7 635.3 1225.3 157.8 490.4
SANet [47] 17.3 37.9 46.8 69.1 397.9 817.7 91.1 320.4
SFCN [48] 16.5 55.7 38.1 59.8 341.8 758.8 77.5 297.6

BL [49] 10.1 32.7 34.2 54.5 352.0 768.7 75.0 299.9
CG-DRCN [40] 19.5 58.7 38.4 62.7 367.3 837.5 82.3 328.0

TransCrowd-T [11] 8.5 23.2 33.3 71.5 368.3 816.4 76.4 319.8
TransCrowd-G [11] 7.6 16.7 34.8 73.6 354.8 752.8 74.9 295.6
CrowdFormer [31] 10.6 37.4 30.4 50.5 301.3 680.4 65.4 265.9
CrowdCCT (ours) 5.5 16.5 34.9 53.9 302.3 585.2 63.5 227.2

The best results are in bold, and the second-best are indicated with underline.

According to Tables 2 and 3, our method can achieve superior performance com-
pared to some mainstream fully supervised methods, such as MCNN [1], SFCN [48],
CG-DRCN [40], and so on. Compared with Transformer-based weakly supervised meth-
ods, our method performs better than classical TransCrowd and obtains competitive results
on both MAE and MSE metrics with CrowdFormer. It can be seen from Tables 2 and 3 that
our method demonstrates superior performance, with lower MAE and MSE values on the
overall evaluation of validation set and test set than CrowdFormer. Hence, based on the
results listed in Tables 1–3, CrowdCCT obtains satisfactory counting accuracy, and thus
the effectiveness of combining CNN and Transformer for the task of crowd counting is
verified.

The computation cost of a model is also a crucial factor, and we present the com-
parison results with several recent studies in Table 4. As can be observed, the overall
computational cost of our proposed CrowdCCT is relatively larger than other single CNN
or Transformer models. Hence, it is unavoidable to produce a greater parameter quan-
tity by combining CNN and Transformer. But, the comparison result of GFLOPs could
be acceptable, which benefits from the design of our MSDA module in the Transformer
part. Our model just needs to perform the self-attention calculations selectively in MSDA
module. Therefore, how to reduce the parameters of the combination model is the focus of
our subsequent research.

Table 4. Comparison of the computation costs of different methods.

Method Resolution Backbone Params (M) GFLOPs

P2PNet [28] 384 × 384 CNN 19.2 58.8
BL [49] 384 × 384 CNN 21.6 45.7

TransCrowd-T [11] 384 × 384 Transformer 86.8 46.4
TransCrowd-G [11] 384 × 384 Transformer 90.4 46.7

CCTrans [16] 384 × 384 Transformer 104.2 50.3
CrowdCCT (ours) 384 × 384 CNN + Transformer 128.3 54.6

To demonstrate the robustness of our model across various scenarios, we choose some
example images randomly and present the corresponding prediction results in Figure 7.
The first row illustrates the model’s adaptability to different crowd densities, varying from
sparse to dense. The second row displays images under various lighting conditions. The
third row demonstrates the adaptability of our model under severe weather conditions.
The experimental results show minimal discrepancies between ground-truth and predicted
values for these images consistently, proving that our model could still perform well under
challenging environments.
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Different 
densities

Different 
light conditions

Different 
weather 

conditions

GT: 27, Pred: 27.0 GT: 180, Pred: 185.3 GT: 1049, Pred: 1070.2

GT: 2673, Pred: 2324.5 GT: 586, Pred: 567.7 GT: 145, Pred: 132.9

GT: 74, Pred: 74.5 GT: 111, Pred: 115.2 GT: 19, Pred: 23.7  
Figure 7. Examples of crowd counting estimation under different conditions.

4.5. Visualization

To further validate the effectiveness of the proposed CrowdCCT, we visualize the
results of final convolutional layer with heat maps. Figure 8 shows several examples of
the JHU-CROWD++ dataset. Although only being trained with weakly supervised count-
level annotations, our model can still effectively distinguish foreground persons from
background and pay more attention to the crowd region in the images. It is also noted that
there are still a few crowd regions not being afforded attention due to the lack of individual
person annotations.

Image

GT: 348  GT: 432

Pred: 329.5  Pred: 428.6

Heat map

 Pred: 157.5

GT: 158

Figure 8. Visualization examples of feature maps.

4.6. Ablation Study

We conducted various ablation experiments on the CrowdCCT model to verify the
contribution of each component and to justify the reasoning behind it. Tables 5 and 6
present the ablation study results on the ShanghaiTech dataset. Since our MSDA module
divides the feature map into three different heads, each of which calculates the self-attention
independently on a subsegment of the feature map, it uses the dilation rates to control
feature extraction. To verify the effect of different dilation rate combinations on feature
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extraction, we designed three different combinations of dilation rate values to verify
their contribution. Table 5 shows that different combinations of dilation rates produce
different impacts.

Table 5. Ablation study for different dilation rates on MSDA.

Dilation Rates
SHTech Part_A SHTech Part_B

MAE MSE MAE MSE

1, 1, 2 67.7 108.5 17.5 37.9
2, 2, 4 68.1 115.2 18.2 39.5
1, 2, 3 63.4 94.4 9.1 12.5

Table 6. Ablation study for different components in our model.

CNN Part
Transformer Part SHTech Part_A SHTech Part_B

MSDA LEA MAE MSE MAE MSE
√

71.5 136.8 12.5 23.7√
148.9 230.8 48.7 87.9√
132.8 213.7 38.1 65.2√ √
126.4 201.2 24.6 61.1√ √
68.1 113.5 11.7 23.7√ √
67.5 112.1 11.1 20.1√ √ √
63.4 94.4 9.1 12.5

As shown in Table 5, the model performs best when the dilation rates are set
with r = (1, 2, 3). With this combination, the model can capture both local details
and context information due to the progressively increasing dilation rates and expanding
receptive field.

When r = (1, 1, 2), the first two heads use the same dilation rate r = 1, which makes
the heads focus on a smaller receptive field, while the third head expands the receptive
field slightly with r = 2. This combination aims to study the effect of multiple heads
operating at the same scale and compare it with combinations regarding different dilation
rates across three heads. The results show that this configuration reduces the ability to
capture multi-scale information.

For r = (2, 2, 4), the first two heads use the same dilation rate r = 2, resulting in
a medium receptive field, while the third head extends the large receptive field. This
combination allows us to study the effect of using larger receptive fields, especially when
multiple heads focus on capturing broader contextual information. The results indicate
that setting the receptive field too large will lead to the loss of crucial information, resulting
in slightly lower overall performance.

We can draw the conclusion that our ablation experiments reveal the contribution of
different dilation rate combinations to the model performance. In particular, a combination
of progressively increasing dilation rates r = (1, 2, 3) is able to capture multi-scale features
effectively, resulting in the best performance.

We also explored the roles of parts in CrowdCCT. According to Table 6, it is observed
that the CNN part and MSDA and LEA modules in the Transformer part can provide their
corresponding progressive improvements to the whole model. This trend is consistent
across both the Part_A and Part_B datasets.

Specifically, on the Part_A dataset, the CNN part obtains the evaluation metrics with
MAE of 71.5 and MSE of 136.8. The MSDA module achieves MAE of 148.9 and MSE of
230.8, and the LEA module can reach 132.8 on MAE and 213.7 on MSE. When utilizing
MSDA and LEA simultaneously in the Transformer part, our model can achieve an obvious
performance improvement with MAE of 126.4 and MSE of 201.2. Hence, the combination
of these two attention modules in the Transformer part also plays an important role.

Additionally, we observe that that LEA has superior performance compared to MSDA.
The possible reason is that LEA incorporates local enhanced positional encoding, which
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enables it to capture and utilize spatial information and pinpoint crowd information more
precisely. Therefore, LEA can integrate location-based context more efficiently, leading to
improved accuracy in crowd counting. On the other hand, MSDA utilizes a multi-scale
dilated mechanism by sparsely selecting features. Although this module is designed to
focus on the most relevant features at various scales, the process of sparse selection might
inevitably overlook certain critical information.

As shown in Table 6, the CNN part contributes a great deal to the improvements
regarding both the MAE and MSE metrics. This phenomenon suggests CNN’s proficiency
in capturing intricate patterns that other modules might overlook. CNN can effectively
capture and extract local features, which are essential for the counting task. Moreover, the
DenseNet used in the CNN part has the ability of retaining and exploiting information at
different levels of dense connectivity and enables each layer to receive features from all
previous layers directly. MSDA and LEA, as ViT attention modules, also play crucial roles in
enhancing the model’s overall performance. They are superior at capturing global context
and dependencies within the data, which can complement the local feature extraction
capabilities of DenseNet. This synergy between local and global feature extraction helps
the model to be more robust and predict more accurately.

In summary, the joint model of CNN and Transformer achieves superior performance.
The proposed model combination effectively extracts both global-level features and location
information, empowering the model to learn multi-scale information from key areas. We
also experimentally verify the reasonableness of the model parameter selection.

5. Conclusions

This paper proposes a novel network architecture named CrowdCCT, in which Trans-
former is utilized as the backbone and combined with CNN for feature extraction to address
the challenges of weakly supervised crowd counting tasks. The proposed CrowdCCT con-
sists of three main parts. The CNN part is responsible for extracting visual features of
crowds from input images. The Transformer part learns global contextual information
using self-attention mechanisms and captures contrasting features between the foreground
and background, and the counting regression part uses features extracted from the previous
two parts to predict crowd counts. Through extensive experiments and visual analysis,
we verify the effectiveness and superior performance of CrowdCCT in weakly supervised
crowd counting tasks.

The limitation of our model is the large number of parameters, making it undesirable
for practical applications currently. In the near future, we will explore a deeper integration
approach between CNN and Transformer for the crowd counting task while lessening the
model size.

Author Contributions: Methodology, Y.C.; Formal analysis, D.Z.; Investigation, D.Z.; Writing—original
draft, Y.C. All authors have read and agreed to the published version of the manuscript.

Funding: This work was supported in part by the National Natural Science Foundation of China (No.
62271035) and Beijing Municipal Natural Science Foundation (No. 4232021).

Data Availability Statement: The raw data supporting the conclusions of this article will be made
available by the authors on request.

Conflicts of Interest: The authors declare no conflicts of interest.

References

1. Zhang, Y.Y.; Zhou, D.S.; Chen, S.; Gao, S.; Ma, Y. Single-Image Crowd Counting via Multi-Column Convolutional Neural Network.
In Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition, Las Vegas, NV, USA, 27–30 June 2016.

2. Li, D.; Zhang, H.J.; Ji, Y.Z.; Ding, Y.X. Crowd Counting by Using Multi-Level Density-Based Spatial Information: A Multi-Scale
CNN Framework. Inf. Sci. 2020, 528, 79–91.

3. Jing, S.; Kang, K.; Loy, C.C.; Wang, X.G. Deeply Learned Attributes for Crowded Scene Understanding. In Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition, Boston, MA, USA, 7–12 June 2015.

182



Electronics 2024, 13, 5053

4. Xu, C.F.; Qiu, K.; Fu, J.; Bai, S.; Xu, Y.C.; Bai, X. Learn to Scale: Generating Multipolar Normalized Density Maps for Crowd
Counting. In Proceedings of the IEEE/CVF International Conference on Computer Vision, Seoul, Republic of Korea, 27 October–
2 November 2019.

5. Tripathi, G.; Singh, K.; Vishwakarma, D.K. Convolutional Neural Networks for Crowd Behavior Analysis: A Survey. Vis. Comput.
2019, 35, 753–776. [CrossRef]

6. Wang, S.Z.; Lu, Y.; Zhou, T.; Di, H.; Lu, L.; Zhang, L. SCLNet: Spatial Context Learning Network for Congested Crowd Counting.
Neurocomputing 2020, 404, 227–239. [CrossRef]

7. He, Y.Q.; Xia, Y.F.; Wang, Y.Z.; Yin, B.Q. Jointly Attention Network for Crowd Counting. Neurocomputing 2022, 487, 157–171.
[CrossRef]

8. Lei, Y.J.; Liu, Y.; Zhang, P.; Liu, L. Towards Using Count-Level Weak Supervision for Crowd Counting. Pattern Recognit. 2020,
109, 107616. [CrossRef]

9. Yang, T.F.; Li, G.R.; Wu, Z.; Su, L.; Huang, Q.M.; Sebe, N. Weakly-Supervised Crowd Counting Learns from Sorting Rather Than
Locations. In Computer Vision–ECCV 2020: 16th European Conference, Glasgow, UK, 23–28 August 2020, Proceedings, Part VIII 16;
Lecture Notes in Computer Science 2020; Springer International Publishing: Berlin/Heidelberg, Germany, 2020; Volume 12353,
pp. 1–17.

10. Ashish, V.; Noam, S.; Niki, P.; Jakob, U.; Llion, J.; Aidan, N.G.; Lukasz, K.; Illia, P. Attention is All You Need. In Proceedings of the
Advances in Neural Information Processing Systems, Long Beach, CA, USA, 4–9 December 2017.

11. Liang, D.K.; Chen, X.W.; Xu, W.; Zhou, Y.; Bai, X. TransCrowd: Weakly-Supervised Crowd Counting with Transformers. Sci.
China Inf. Sci. 2022, 65, 160104. [CrossRef]

12. Dosovitskiy, A.; Beyer, L.; Kolesnikov, A.; Weissenborn, D.; Zhai, X.H.; Unterthiner, T.; Dehghani, M.; Minderer, M.; Heigold, G.;
Gelly, S.; et al. An Image Is Worth 16×16 Words: Transformers for Image Recognition at Scale. In Proceedings of the International
Conference on Learning Representations, Virtual, 26 April–1 May 2020.

13. Chu, X.X.; Tian, Z.; Wang, Y.Q.; Zhang, B.; Ren, H.B.; Wei, X.L.; Xia, H.X.; Shen, C.H. Twins: Revisiting the Design of Spatial
Attention in Vision Transformers. In Proceedings of the 35th International Conference on Neural Information Processing Systems,
Online, 6–14 December 2021; Volume 34, pp. 9355–9366.

14. Wang, W.H.; Xie, E.; Li, X.; Fan, D.P.; Song, K.; Liang, D.; Lu, T.; Luo, P.; Shao, L. PVTv2: Improved Baselines with Pyramid Vision
Transformer. Comput. Vis. Media 2022, 8, 415–424. [CrossRef]

15. Liu, Z.; Lin, Y.T.; Cao, Y.; Hu, H.; Wei, Y.X.; Zhang, Z.; Lin, S.; Guo, B. Swin Transformer: Hierarchical Vision Transformer
Using Shifted Windows. In Proceedings of the IEEE International Conference on Computer Vision, Montreal, QC, Canada,
10–17 October 2021.

16. Tian, Y.; Chu, X.X.; Wang, H.P. CCTrans: Simplifying and Improving Crowd Counting with Transformer. arXiv 2021,
arXiv:2109.14483.

17. Li, B.; Zhang, Y.; Xu, H.H.; Yin, B. CCST: Crowd Counting with Swin Transformer. Vis. Comput. 2023, 39, 2671–2682. [CrossRef]
18. Teng, Q.; Sun, S.; Song, W.; Bei, J.; Wang, C. Deep Convolutional Neural Network for Indoor Regional Crowd Flow Prediction.

Electronics 2024, 13, 172. [CrossRef]
19. Sowmya, B.P.; Supriya, M.C. Convolutional Neural Network (CNN) Fundamental Operational Survey. Learn. Anal. Intell. Syst.

2021, 21, 245–258.
20. Fu, M.; Xu, P.; Li, X.D.; Liu, Q.; Ye, M.; Zhu, C. Fast Crowd Density Estimation with Convolutional Neural Networks. Eng. Appl.

Artif. Intell. 2015, 43, 81–88. [CrossRef]
21. Cheng, Z.Q.; Li, J.X.; Dai, Q.; Wu, X.; He, J.Y.; Hauptmann, A.G. Improving the Learning of Multi-Column Convolutional

Neural Network for Crowd Counting. In Proceedings of the 27th ACM International Conference on Multimedia, Nice, France,
21–25 October 2019.

22. Liu, Q.; Guo, Y.Q.; Sang, J.; Tan, J.H.; Wang, F.S.; Tian, S. SGCNet: Scale-Aware and Global Contextual Network for Crowd
Counting. Appl. Intell. 2022, 52, 12091–12102. [CrossRef]

23. Wang, Y.J.; Zhang, W.; Huang, D.X.; Liu, Y.Y.; Zhu, J.H. Multi-Scale Features Fused Network with Multi-Level Supervised Path
for Crowd Counting. Expert Syst. Appl. 2022, 200, 949–960. [CrossRef]

24. Sindagi, V.A.; Patel, V.M. Generating High-Quality Crowd Density Maps Using Contextual Pyramid CNNs. In Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition, Honolulu, HI, USA, 21–26 July 2017.

25. Liang, L.J.; Zhao, H.L.; Zhou, F.B.; Zhang, Q.; Song, Z.L.; Shi, Q.X. Sc2net: Scale-Aware Crowd Counting Network with Pyramid
Dilated Convolution. Appl. Intell. 2023, 53, 5146–5159. [CrossRef]

26. Shi, M.J.; Yang, Z.H.; Xu, C.; Chen, Q.J. Revisiting Perspective Information for Efficient Crowd Counting. In Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition, Long Beach, CA, USA, 15–20 June 2019.

27. Liu, L.; Lu, H.; Zou, H.W.; Xiong, H.P.; Cao, Z.G.; Shen, C.H. Weighing Counts: Sequential Crowd Counting by Reinforcement
Learning. Eur. Conf. Comput. Vis. 2020, 16, 164–181.

28. Song, Q.Y.; Wang, C.G.; Jiang, Z.K.; Wang, Y.B.; Tai, Y.; Wang, C.J.; Li, J.L.; Huang, F.Y.; Wu, Y. Rethinking Counting and
Localization in Crowds: A Purely Point-Based Framework. In Proceedings of the IEEE International Conference on Computer
Vision, Montreal, QC, Canada, 10–17 October 2021.

183



Electronics 2024, 13, 5053

29. Bai, H.Y.; He, H.H.; Peng, Z.X.; Dai, T.Y.; Chan, S.H.G. Countr: An End-To-End Transformer Approach for Crowd Counting and
Density Estimation. In European Conference on Computer Vision; Lecture Notes in Computer Science 2022; Springer Nature: Cham,
Switzerland, 2022; Volume 13806, pp. 207–222.

30. Liu, C.X.; Lu, H.; Cao, Z.G.; Liu, T.L. Point-Query Quadtree for Crowd Counting, Localization, and More. In Proceedings of the
IEEE International Conference on Computer Vision, Paris, France, 1–6 October 2023.

31. Savner, S.S.; Kanhangad, V. CrowdFormer: Weakly-Supervised Crowd Counting with Improved Generalizability. J. Vis. Commun.
Image Represent. 2023, 94, 103853. [CrossRef]

32. Deng, M.F.; Zhao, H.L.; Gao, M. CLFormer: A Unified Transformer-Based Framework for Weakly Supervised Crowd Counting
and Localization. Vis. Comput. 2024, 40, 1053–1067. [CrossRef]

33. Chen, Y.Q.; Zhao, H.L.; Gao, M.; Deng, M.F. A Weakly Supervised Hybrid Lightweight Network for Efficient Crowd Counting.
Electronics 2024, 13, 723. [CrossRef]

34. Liu, J.Y.; Li, H.; Kong, W.H. Multi-Level Learning Counting via Pyramid Vision Transformer and CNN. Eng. Appl. Artif. Intell.
2023, 123, 184–196. [CrossRef]

35. Li, B.; Zhang, Y.; Zhang, C.Y.; Piao, X.L.; Yin, B.C. Hypergraph Association Weakly Supervised Crowd Counting. ACM Trans.
Multimed. Comput. Commun. Appl. 2023, 19, 859–873. [CrossRef]

36. Huang, G.; Liu, Z.; Maaten, L.V.; Weinberger, K.Q. Densely Connected Convolutional Networks. In Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition, Honolulu, HI, USA, 21–26 July 2017.

37. Nitish, S.; Geoffrey, H.; Alex, K.; Ilya, S.; Ruslan, S. Dropout: A Simple Way to Prevent Neural Networks from Overfitting. J.
Mach. Learn. Res. 2014, 15, 1929–1958.

38. Idrees, H.; Saleemi, I.; Seibert, C.; Shah, M. Multi-Source Multi-Scale Counting in Extremely Dense Crowd Images. In Proceedings
of the IEEE Conference on Computer Vision and Pattern Recognition, Portland, OR, USA, 23–28 June 2013.

39. Idrees, H.; Tayyab, M.; Athrey, K.; Zhang, D.; AIMaadeed, S.; Rajpoot, N.; Shah, M. Composition Loss for Counting, Density
Map Estimation and Localization in Dense Crowds. In Computer Vision–ECCV 2018: 15th European Conference, Munich, Ger-
many, 8–14 September 2018, Proceedings, Part II 15; Lecture Notes in Computer Science 2018; Springer International Publishing:
Berlin/Heidelberg, Germany, 2018; Volume 11206, pp. 544–559.

40. Sindagi, V.A.; Yasarla, R.; Patel, V.M. JHU-Crowd++: Large-Scale Crowd Counting Dataset and A Benchmark Method. IEEE
Trans. Pattern Anal. Mach. Intell. 2022, 44, 2594–2609. [CrossRef] [PubMed]

41. Sam, D.B.; Surya, S.; Babu, R.V. Switching Convolutional Neural Network for Crowd Counting. In Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition, Honolulu, HI, USA, 21–26 July 2017.

42. Xiong, H.; Lu, H.; Liu, C.X.; Liu, L.; Cao, Z.G.; Shen, C.H. From Open Set to Closed Set: Counting Objects by Spatial Divide-
and-Conquer. In Proceedings of the IEEE International Conference on Computer Vision, Seoul, Republic of Korea, 27 October–
2 November 2019.

43. Zhang, S.L.; Lei, T.; Wang, Y.B.; Zhou, Q.; Xue, M.I.; Zhou, W.Q. A Crowd Counting Network Based on Multi-Scale Pyramid
Transformer. CAAI Trans. Intell. Syst. 2024, 19, 67–78.

44. Gao, M.; Deng, M.F.; Zhao, H.L.; Chen, Y.J.; Chen, Y.Q. Improving MLP-Based Weakly Supervised Crowd-Counting Network via
Scale Reasoning and Ranking. Electronics 2024, 13, 471. [CrossRef]

45. Sindagi, V.A.; Patel, V.M. CNN-Based Cascaded Multi-Task Learning of High-Level Prior and Density Estimation for Crowd
Counting. In Proceedings of the 2017 14th IEEE International Conference on Advanced Video and Signal Based Surveillance
(AVSS), Lecce, Italy, 29 August–1 September 2017; pp. 1–6.

46. Shen, Z.; Xu, Y.; Ni, B.B.; Wang, M.S.; Hu, J.G.; Yang, X.K. Crowd Counting via Adversarial Cross-Scale Consistency Pursuit. In
Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition, Salt Lake City, UT, USA, 18–23 June 2018.

47. Cao, X.K.; Wang, Z.P.; Zhao, Y.Y.; Su, F. Scale Aggregation Network for Accurate and Efficient Crowd Counting. In Computer
Vision–ECCV 2018: 15th European Conference, Munich, Germany, 8–14 September 2018, Proceedings, Part V 15; Lecture Notes in
Computer Science 2018; Springer International Publishing: Berlin/Heidelberg, Germany, 2018; Volume 11209, pp. 734–750.

48. Wang, Q.; Gao, J.Y.; Lin, W.; Yuan, Y. Learning from Synthetic Data for Crowd Counting in the Wild. In Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition, Long Beach, CA, USA, 15–20 June 2019.

49. Ma, Z.H.; Wei, X.; Hong, X.P.; Gong, Y.H. Bayesian Loss for Crowd Count Estimation with Point Supervision. In Proceedings of
the IEEE International Conference on Computer Vision, Seoul, Republic of Korea, 27 October–2 November 2019.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

184



electronics

Article

The Role of Machine Learning in Advanced Biometric Systems

Milkias Ghilom and Shahram Latifi *

Department of Electrical & Computer Engineering, University of Nevada, Las Vegas, NV 89154, USA;
ghilom@unlv.nevada.edu
* Correspondence: shahram.latifi@unlv.edu

Abstract: Today, the significance of biometrics is more pronounced than ever in accurately allowing
access to valuable resources, from personal devices to highly sensitive buildings, as well as classi-
fied information. Researchers are pushing forward toward devising robust biometric systems with
higher accuracy, fewer false positives and false negatives, and better performance. On the other
hand, machine learning (ML) has been shown to play a key role in improving such systems. By
constantly learning and adapting to users’ changing biometric patterns, ML algorithms can improve
accuracy and performance over time. The integration of ML algorithms with biometrics, however,
introduces vulnerabilities in such systems. This article investigates the new issues of concern that
come about because of the adoption of ML methods in biometric systems. Specifically, techniques to
breach biometric systems, namely, data poisoning, model inversion, bias injection, and deepfakes,
are discussed. Here, the methodology consisted of conducting a detailed review of the literature in
which ML techniques have been adopted in biometrics. In this study, we included all works that
have successfully applied ML and reported favorable results after this adoption. These articles not
only reported improved numerical results but also provided sound technical justification for this
improvement. There were many isolated, unsupported, and unjustified works about the major advan-
tages of ML techniques in improving security, which were excluded from this review. Though briefly
mentioned, we did not touch upon encryption/decryption aspects, and, accordingly, cybersecurity
was excluded from this study. At the end, recommendations are made to build stronger and more
secure systems that benefit from ML adoption while closing the door to adversarial attacks.

Keywords: bias; deepfake; deep learning; generative adversarial networks; model inversion; privacy

1. Introduction

The adoption of ML allows the field of biometrics to use different authentication
methods than what is currently present. In one study, researchers used ML to classify
different handwriting as an authentication method [1]. Here, the authors employed a
multi-class SVM to perform the verification and identification of persons based on their
handwriting using a given PIN. Although this study was conducted using a very small
sample size (30 people), it showed that ML can be used to detect anomalies present in
someone’s handwriting in order to detect an impostor. With more training and a larger
dataset, this could become a very secure method of authentication, as users tend to have
different handwriting, especially when it comes to smaller details, like how specific letters
are written or how the ink trails when the pen is lifted in a specific direction. In [2],
template protection using DL was addressed while in [3], face and gate traits were captured
by video cameras. Here, the effect of ML on the fusion process was the subject of study.
In another study [4], the authors discussed the application of classical and ML methods
to achieve facial recognition. They further proposed the development of a software tool
for authentication. In [5], the authors checked the identification accuracy of the machine
learning algorithm REPTree (a decision tree) on selected biometric datasets that had been
deployed and evaluated on the data mining tool WEKA. They reported an accuracy of
95% on selected datasets. In another interesting work [6], the authors studied behavioral
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biometrics based on touch dynamics and phone movement. Using two publicly available
datasets—BioIdent and Hand Movement Orientation and Grasp (H-MOG)—this study used
seven common machine learning algorithms to evaluate performance, including Random
Forest, Support Vector Machine, K-Nearest Neighbor, Naive Bayes, Logistic Regression,
Multilayer Perceptron, and Long Short-Term Memory Recurrent Neural Networks, with
accuracy rates reaching as high as 86%. In another paper [7], the authors studied the
classification performance of biometrics using the ML methods Random Tree, the Multilayer
Perceptron Neural Network (MPNN), and the C4.5 decision tree (DT) algorithms. The
Random Forest classifier algorithm exhibited greater performance compared to the other
techniques, obtaining a 93.5% accuracy.

In addition, deep learning (DL)-based methods represent the current state of the art
for solving pattern recognition tasks. This is especially important, as in DL, the features are
not hand-crafted for classification; rather, they are developed by the DL system after seeing
the dataset. This means that deep learning-based biometric systems can render a lower
FMR and, thus, a higher level of security [2]. Two main applications of ML in biometrics
are shown below.

1.1. CAPTCHA (Completely Automated Public Turing Test to Tell Computers and Humans Apart)

Real-time CAPTCHAs are a new technology that could improve the security of bio-
metric techniques. By requiring the user to perform some sort of action, like looking into
the camera, they can verify that there is indeed a human accessing the device. Alongside
that, by randomizing the requests, attackers cannot predict what to expect, therefore pro-
viding a stronger level of security. Moreover, utilizing ML to further enhance the security
of CAPTCHAs can be game-changing. CAPTCHAs using ML can be trained to detect
anomalies present in the patterns of users. By determining what “feels” like human input
and what “feels” like bot input, the device can learn to identify differences and eventually
be able to detect ML bots that act and solve CAPTCHAs somewhat similarly to humans.

1.2. Continuous Biometrics

Integrating ML with a biometric system also opens the possibility of utilizing “contin-
uous authentication” to protect its users. Currently, most biometric systems employ a static
approach, where the user is authenticated once and is logged in until they log out. This
opens the door for attackers to gain access while the user is logged in. Researchers have
pointed out the vulnerabilities of static authentication, where the genuine user logs into the
system at the start of the session. If there is a change of user during the session, that change
will remain undetectable for as long as the impostor is logged in [2].

ML can be utilized to detect subtle variations in biometrics to ensure that only autho-
rized users are authenticated while increasing accuracy and reliability to provide a better
user experience for those who use these devices regularly. “Supervised ML can be used to
classify the data much more accurately”.

Another study [8] that is cited in this paper analyzed the mouse movements of users
as a method of continuous authentication by using data collection software that ran in
the background. In this study, features such as click elapsed time, movement speed,
movement acceleration, and relative position of extreme speed are utilized by a Support
Vector Machine (SVM) technique to classify the behavior as belonging to the genuine user
or impostor.

Despite all the advantages that come about as a result of ML adoption, there are some
downsides too, which are the main focus of this paper. Attacks on data that introduce
biases and backdoors may undermine the accuracy and integrity of ML models. ML mod-
els’ “black box” qualities are used in model inversion attacks to extract private biometric
information. Deepfakes, created utilizing deep learning algorithms, may fool speech and
facial recognition systems and allow for illegal access and identity theft. The security
of these systems is also threatened by adversarial attacks, like forging real samples or
changing precise biometric data. Additionally, vulnerabilities are amplified by the transfer-
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ability of attacks between related systems. Furthermore, biased training data may lead to
misidentification and unjust outcomes by introducing prejudice and discrimination into
biometric systems. To improve the security and fairness of biometric systems, this article
emphasizes the necessity for strong solutions, such as using enhanced deepfake detection
tools and addressing biases in training data. In addition, the user’s privacy should be a
main consideration while designing biometric systems. The following research questions
are addressed in this paper:

Q1: We have a rich body of literature on the positive impacts of ML on biometrics. Is
there a disadvantage to this adoption? And, if so, how do we address the problems?

Q2: In general, does the introduction of ML techniques make the system more vulner-
able or less? If more, what are the remedies?

1.3. Inclusions and Exclusions

The consequences of using a database for training the ML module of a biometric
system are included in this study. Pertinent aspects such as adversarial attacks, data
poisoning, model inversion, and, more importantly, GANs (basis of deepfakes) are also
included. We did not entertain the encryption/decryption of data, as this calls for a different
treatment. Furthermore, a popular subset of ML, deep learning, is not the focus here, and
the listed negative impacts in Section 2 apply to deep learning as a subset of ML.

The rest of this paper is organized as follows. Section 2 examines the potential
negative effects of ML adoption in biometric systems, focusing on model inversion attacks
and data poisoning attacks that give ML models biases and back doors and examining
the adverse effects of deepfake technologies on biometric systems. The transferability of
attacks between comparable systems is also covered here. Recommendations to overcome
the adverse effects are presented in Section 3. Section 4 offers a futuristic view of biometrics
and other concluding remarks.

2. Negative Impact of Machine Learning on Biometrics and Methodology

In this section, we elaborate on some of the negative impacts of ML on biometrics. It
is emphasized that the list is not exhaustive, and there may be other disadvantages that are
not mentioned here due to space limitations. Furthermore, we explain the methodology at
the end of the section.

2.1. Adversarial Attacks

Biometric systems depend on ML models to effectively categorize and verify people
based on their distinctive biometric features. These models are, however, open to adver-
sarial attacks that seek to alter or disrupt the input data in such a manner that the model
erroneously classifies it. In the realm of biometrics, adversarial attacks may take many
different forms. Making bogus samples is one typical method. An attacker can create fake
biometric data replicating authorized people’s characteristics or new identities [9]. To trick
the model and gain unauthorized access, the attacker injects these fake samples into the
system. By showing a synthetic but seemingly realistic visage that closely matches the
face of an authorized user, for instance, the attacker may try to deceive a facial recognition
system. Altering accurate biometric information is a different kind of adversarial attack.
An attacker may try to get around the system’s authentication procedure by changing the
properties of a person’s biometric attributes, such as fingerprints or speech patterns [10].
This manipulation might include physical changes, like the application of synthetic finger-
prints, or digital changes to the biometric information that has been recorded in a database.
The intention is to trick the system into erroneously considering the changed biometric
data, allowing unwanted access or facilitating identity theft.

2.2. Data Poisoning

ML algorithms use training data to find patterns and provide precise predictions.
Regarding biometric systems, the training data generally comprise individual biometric
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samples. The performance of the biometric system may be harmed if an attacker can
introduce biases or malicious models by manipulating the training data used to develop the
method [11]. Attacks known as “data poisoning” include adding erroneous or malicious
samples to the training data. An attacker hopes to influence the model’s learning process in
a way that provides inaccurate or skewed outputs. For instance, an attacker may provide
many samples from a specific demographic group, causing the model to behave biasedly
when authenticating group members. Backdoors may be inserted into the model as part of
data poisoning attacks. Attackers could introduce specific samples or patterns that function
as triggers to the training data, leading the model to react incorrectly to inputs. By using
these covert backdoors, unauthorized users could get around the system’s authentication
procedure. The security and integrity of the training data must be guaranteed to prevent
data poisoning attacks. This entails putting into practice methods like data validation,
anomaly detection, and data sanitization to find and eliminate potentially poisonous
samples. The training data should be monitored and audited often to detect potentially
harmful biases or strange trends.

2.3. Model Inversion

An assault known as a “model inversion attack” may be used to exploit ML models,
especially those employed in biometric systems. These attacks include a hostile actor
querying the model to rebuild or obtain sensitive data. Regarding biometrics, the possible
repercussions of model inversion attacks are especially problematic since they might
endanger people’s privacy by enabling attackers to reproduce the original biometric data,
such as a face image or fingerprint, using the model’s replies. A model learns to make
predictions or categorize data by examining patterns and correlations during training.
However, the underlying workings of the model often need to be more transparent and
easier to access. The “black box” characteristic of ML models refers to this opacity [12].

An adversary uses a model inversion attack to try to reverse-engineer it by taking
advantage of the model’s “black box” characteristics. The attacker wants to retrieve
private data that the model has learned during its training phase by giving it carefully
constructed inputs and seeing how it responds. This extracted information may include
personal information or particular traits related to the biometric data being utilized. Model
inversion attacks pose a severe privacy risk for biometric systems [13]. For identification
or verification, biometrics depends on distinctive physical or behavioral traits, such as
fingerprints or facial features. The system’s security safeguards may be circumvented if an
attacker can recreate the original biometric data by querying the model, allowing illegal
access or impersonation.

2.4. Deepfakes

Deepfake technology uses ML techniques, especially deep learning, to produce syn-
thetic media that are very convincing and lifelike. This technology makes it possible to
change images, films, and audio recordings, often in a manner that makes it impossible to
tell the difference between the actual and fake objects. Attackers may use deepfakes to trick
voice- or face-recognition-based biometric systems, enabling them to pass as someone else.
Deep learning models are trained on a lot of data, including photographs or recordings of
the intended subject, to produce deepfakes. By comprehending and imitating the patterns
and characteristics seen in the training data, these models are trained to create very exact
imitations. Deepfakes can change material in various ways, such as by swapping out faces
in movies or changing speech in audio recordings.

Deepfakes constitute a severe security issue in the context of biometric systems. For in-
stance, voice recognition systems depend on distinctive vocal traits to verify or authenticate
people. Attackers, however, may use deepfakes to duplicate someone’s voice with startling
precision, making it difficult for the system to distinguish between the natural person
and the artificial imitation. Deepfakes that effectively modify a person’s look or imitate
another person’s facial characteristics may also deceive face recognition algorithms [14].
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Unauthorized access, identity theft, or the fabrication of false identities might result from
this. The creation of reliable detection techniques is necessary to stop deepfake assaults.
Developing algorithms and approaches that can recognize deepfakes based on differences
in the synthesized media is a current area of research for engineers and researchers. These
detection methods examine numerous media features, such as visual artifacts, inconsis-
tent facial expressions, or strange audio patterns, to distinguish between authentic and
artificial information.

2.5. Transferability of Attacks

The situation where an attack that takes advantage of flaws in one biometric system
may be used in other similar systems is known as the transferability of assaults. The
context of ML-based biometric systems makes this idea especially pertinent. Suppose a
hacker can effectively locate and exploit vulnerabilities in one of these systems. In that
case, they may be able to utilize the same attack method to penetrate other systems that
use comparable ML models or algorithms. The effect of vulnerabilities is amplified by
the portability of attacks across many systems, potentially impacting various platforms.
To identify and verify people based on distinctive biometric qualities like fingerprints,
facial features, or speech patterns, ML-based biometric systems use algorithms and models
trained on big datasets [15]. During the authentication process, these models analyze the
training data to identify patterns and correlations that will help them make choices about
people’s identities.

These models, however, are not flawless and may be exposed to numerous kinds of
assaults. For instance, an attacker may try to trick the system by delivering a biometric
sample that has been altered such that it seems fundamental to the model but differs from
the original biometric attribute. This can result in impersonation or illegal access. When an
attack is successful against one system, it shows that the ML models or algorithms being
used include more profound flaws. These deficiencies may result from shortcomings in the
training set, design errors in the model, or restrictions in the overall system layout. Hackers
may be able to use the same flaws in similar systems by knowing these vulnerabilities.
Assaults’ transferability severely hampers the security of biometric systems. Because
attackers may use the same attack technique to compromise other systems with comparable
properties, identifying and exploiting a vulnerability in one system can have far-reaching
effects. This places the responsibility for addressing vulnerabilities in their systems and the
broader consequences for other systems in the field on developers and researchers.

2.6. Bias and Discrimination

ML algorithms’ bias and discrimination are a growing source of worry since they
have the ability to reinforce and amplify preexisting societal biases and prejudices. When
trained on skewed or underrepresented datasets, these algorithms may unintentionally
learn and perpetuate biased behaviors, producing unjust results and harming people.
Biometric systems are one area where prejudice and discrimination may have a significant
impact. Biometric systems employ physiological or behavioral traits like fingerprints or
facial features to identify and validate people. These algorithms may incorrectly identify
or reject people based on their demographic characteristics, such as race or gender, if the
training data used to construct them are biased or unrepresentative. For instance, a facial
recognition system may need help in correctly identifying people with darker skin tones if
it is trained on mostly light-skinned faces and lacks variety in its training data [16]. Certain
demographic groups may have increased rates of false positives, which might result in
misidentification and unfair repercussions. Similar to the previous example, a gender bias
may develop if a system is primarily trained on data from one gender, which can result in
the incorrect identification or exclusion of people from other genders.

Such prejudices and discrimination in biometric systems might have detrimental
effects, primarily when these systems are utilized for crucial tasks like access control or
law enforcement. Misidentifications may result in unjustified arrests or access rejections,
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disproportionately harming certain groups and reinforcing systemic prejudices. Hackers
may use the possibility of prejudice and discrimination in biometric systems to their
advantage [17]. To further their goals, adversaries may consciously influence or exploit the
system’s fundamental prejudices. Because a particular ethnic group is more likely to be
mistakenly identified by a face recognition system than others, an attacker may try to get
around one by using this prejudice.

2.7. Scalability Issues

When ML models employed in biometric systems are used in extensive applications,
they encounter difficulties known as scalability concerns. The amount of computer power
and processing time necessary for authentication likewise rises dramatically as the number
of users and transactions rises. Security holes and chances for attackers to take advantage
of flaws in the system are only two issues that might result from this. The additional
processing resources needed to accommodate many users is one of the significant issues.
Biometric data are analyzed and matched using ML models, which often utilize sophisti-
cated algorithms and extensive calculations. The system must process more data as the
user base grows, which might place a burden on the computing resources [18]. This may
result in slower reaction times, more latency, and decreased system performance.

The duration of the authentication procedure is another problem. Biometric systems
must contrast the user-provided biometric data with the reference templates in the system’s
database. The time it takes to complete this matching procedure might drastically grow as
the number of users and transactions rises. The authentication procedure may take longer,
harming the user experience and the system’s effectiveness. Scalability problems may
lead to security flaws. For instance, the system may need help verifying each request in a
timely way when it is overloaded with many users and transactions. Attackers may take
advantage of this by conducting denial-of-service attacks or barrage the system with phony
requests, which would overload its capacity and perhaps circumvent security measures.
Furthermore, scalability problems could allow attackers to take advantage of architectural
flaws in the system. Additional components, interfaces, or integrations will likely be added
when the system is scaled up to serve a broader user base. These upgrades could become
entry points for attackers to enter the system and undermine its security if not adequately
evaluated and guarded.

2.8. Methodology

The methodology used here consisted of conducting a detailed review of the literature
in which ML techniques have been adopted in biometrics. In this study, we included all the
works that have successfully applied ML and reported favorable results after this adoption.
These articles not only reported improved numerical results but also provided sound
technical justification for this improvement. It is well understood that integrating ML with
biometrics brings forth more robustness and discrimination power (for classification) to a
biometric system. Nonetheless, the vulnerabilities and biases introduced as a result of ML
adoption should not be ignored, and this is the main objective of this review.

3. Recommendations to Prevent Flaws in ML-Based Biometric Systems

3.1. Strong Training Data

Robust training data are the cornerstone of every ML model that succeeds. The col-
lection of examples used to train the model and give it the ability to predict or categorize
correctly is known as the training data. To guarantee the validity and efficacy of the final
model, these data must be reliable and of a high caliber. It is critical to develop trustworthy
data-gathering techniques. Data training includes defining the criteria for picking data
sources and guaranteeing their trustworthiness and authority [19]. Data may come from
various sources, including public databases, surveys, user-generated content, and specialist
data suppliers. It is critical to validate the data’s validity and correctness by referring to
numerous sources or using data validation procedures. Another characteristic of good
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training data is that they accurately portray real-world settings and include various sam-
ples. The data should consist of the necessary traits and patterns the model must learn
to generate reasonable predictions. Biased or skewed training data may lead to biased or
faulty models. As a result, it is critical to properly curate the training data to minimize
any biases and guarantee that they are representative of the target population. It is vital to
safeguard the training data from modification or compromise. Unauthorized changes to
the training data might add inaccuracy or purposefully mislead the model. Implementing
robust data security measures, like encryption and access limits, may assist in protecting
the integrity of the training data. Regular audits and monitoring can also help detect any
suspicious activities or data breaches.

3.2. Adversarial Defensive Mechanisms

Adversarial assaults are purposeful efforts to trick or manipulate a machine learning
model by exploiting its flaws. Adversarial defensive mechanisms are tactics and procedures
created to recognize and thwart such assaults, strengthening models’ integrity and imper-
viousness to manipulation. Adversarial training is one strategy for adversarial defense.
This method entails adding hostile samples to the training data. Adversarial examples
are samples deliberately altered to fool the model while seeming like the original samples.
By including these malicious cases during training, the model can better comprehend
and manage these perturbations, strengthening its defense against adversarial assaults.
Robust feature engineering is another protective strategy. Features may be constructed to
strengthen the model against adversarial assaults rather than depending exclusively on
raw input data. These qualities may capture higher-level semantic information that is more
resilient to disturbances. For instance, models may be created for picture classification
tasks emphasizing vital elements like textures or forms more than pixel values.

Adversarial defense may also be improved via ensemble approaches. The total model
becomes increasingly resistant to adversarial assaults via the independent training of
numerous models and the combination of their predictions. Assaults by adversaries
often target certain flaws in individual models. Still, using a variety of projections from
an ensemble makes it more complicated for adversaries to design successful assaults.
Continuous research and development are necessary to keep one step ahead of hostile
threats. Researching new defensive tactics and upgrading current ones is essential since
attackers’ methods constantly evolve. This entails investigating adversarial attack detection
techniques, strengthening adversarial training methodologies, and encouraging research
community partnerships to exchange information and ideas.

3.3. Regular Model Updates

The efficacy and security of biometric systems must be maintained via regular model
upgrades. As technology develops, new attack routes and flaws can emerge that unscrupu-
lous actors might exploit. It is crucial to regularly update and enhance the ML models
employed in biometric systems to remain ahead of these threats. Organizations may quickly
detect and fix vulnerabilities in their designs by staying up to date on the most current
advancements in biometric security research and best practices [20]. Keeping up with new
attack methodologies, biometric spoofing techniques, and adversarial ML developments
are all part of this. Regular model upgrades make the incorporation of better algorithms
and tactics to fend off these changing threats possible.

A problem called concept drift, which happens when the statistical characteristics of
the data used to train the model change over time, may also be addressed using regular
model updates. Aging, accidents, and environmental changes are just a few variables
that might alter biometric data. The system may keep its accuracy and dependability by
incorporating new data into the models and considering these changes. Regular upgrades
also guarantee that the biometric system complies with changing regulatory standards [21].
Businesses must modify their biometric systems to comply with these evolving regulatory
frameworks as privacy and data protection regulations continue to change. Regular updates
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make it possible to put privacy-enhancing strategies into effect, use secure data handling
procedures, and adhere to data storage and retention policies.

3.4. Integrated Biometrics

Multi-modal biometrics is the process of authenticating a person using several bio-
metric modalities. Multi-modal biometrics integrates two or more modalities, such as
voice, face, fingerprint, iris, or behavioral attributes, for identification purposes rather
than depending only on one biometric feature, such as a fingerprint or face [22,23]. There
are significant benefits to using various biometric modalities. It first makes it harder for
attackers to simultaneously impersonate or change several biometric traits. For instance,
it can be difficult for an attacker to duplicate a person’s vocal rhythm and facial features
perfectly. The entire security of the authentication process is increased by this multi-modal
method, which considerably increases the difficulty for attackers to trick the system. By
lowering the rates of erroneous acceptance and rejection, multi-modal biometrics improve
accuracy and dependability. The method may increase confidence in identifying a person
by merging different biometric modalities. The system may fall back on one modality to
provide proper authentication in situations when one modality needs to be more accurate
due to various reasons.

Additionally, multi-modal biometrics enables enhanced resilience against individual
and environmental fluctuations. For instance, the system may use other accessible modali-
ties, such as the person’s face or voice, for verification if their fingerprint is momentarily
hidden by moisture or damage. However, it is crucial to consider the compromises brought
about by multi-modal biometrics, such as a system’s increased complexity, cost, and user
experience. Multiple biometric modalities may need more hardware, processing power,
and computing resources to integrate and manage [18]. User acceptability and convenience
should also be considered when deploying multi-modal biometric systems since they may
need different enrollment processes and longer authentication times.

4. Conclusions

Biometric systems’ capabilities have unquestionably been improved by machine learn-
ing, but this technology also introduces vulnerabilities that need to be addressed. The
security and fairness of biometric systems are seriously jeopardized by adversarial at-
tacks, data poisoning attacks, model inversion attacks, deepfakes, the transferability of
attacks, and biases and discrimination. Strong remedies are needed to reduce these hazards.
The ability to discriminate between real information and phony information may benefit
from improved deepfake detection algorithms. Several potential future paths may be
investigated to achieve this goal. This is especially important as research on GANs has
progressed tremendously since its inception in 2014. There is a constant need for research
and improvement in deepfake detection methods. The countermeasures to identify and
distinguish between real and altered biometric data must improve along with deepfake
technology. This will be crucial in preserving the reliability and integrity of biometric
systems. Efforts should be concentrated on enhancing training data security. Attacks on
data that are intended to poison them make clear the necessity for robust data validation,
anomaly detection, and data sanitization techniques. The reliability and accuracy of bio-
metric models may be improved by routinely monitoring and reviewing training data
to help avoid biases and malicious models from entering the system. Transparency and
comprehensibility should be given top emphasis in ML biometric models. Enhancing these
models’ interpretability may provide users insights into how they make decisions, allowing
them to see weaknesses and fix them. It is feasible to manage and reduce the dangers
posed by model inversion assaults by understanding the basic principles of ML models.
Biometric technologies may continue to develop as safe and dependable instruments for
identification and authentication across a variety of areas by resolving these flaws and
encouraging fairness.
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