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Preface

This Reprint brings together eight published papers from the Special Issue “Emerging

Distributed and Parallel Computing Systems”. Our motivation for producing this Reprint was

simple: progress in modern computing is increasingly driven by systems that must scale across

nodes, protect data in motion, and support intelligent, data driven workloads under tight efficiency

constraints. The selected contributions reflect this reality across a range of complementary

perspectives.

Several papers focus on trust and privacy for distributed environments, including authentication

and key agreement for wireless sensor networks and for the 5G Internet of Vehicles, as well as a

hybrid privacy-preserving distributed framework for origin–destination matrix computation. Other

contributions highlight the growing role of machine learning methods and data representation,

including deep reinforcement learning-based recommendation and tensor-based multi-view

projection clustering. Three review articles consolidate current knowledge and point to open research

directions, covering trends in parallel and distributed systems, analysis of TLS 1.3-encrypted traffic,

and software-defined wide-area networks.

This Reprint is intended for researchers, practitioners, and postgraduate students who want

a concise snapshot of current methods, challenges, and research opportunities in distributed and

parallel computing.

Yawen Chen and Fei (Travis) Dai

Guest Editors
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Editorial

Emerging Distributed/Parallel Computing Systems

Yawen Chen 1,* and Fei Dai 2,*

1 School of Systems and Computing, University of New South Wales, Canberra, ACT 2600, Australia
2 School of Computing, Eastern Institute of Technology, Napier 4112, New Zealand
* Correspondence: wendy.chen1@unsw.edu.au (Y.C.); tdai@eit.ac.nz (F.D.)

1. Introduction

Computing continues to evolve rapidly, driven by data-intensive applications, AI
workloads, and increasingly heterogeneous, interconnected infrastructures. Distributed
and parallel computing systems are foundational to this evolution, enabling scalable
performance, resilience, and efficient resource utilization across cloud, edge, and cyber–
physical deployments. This Special Issue, titled “Emerging Distributed/Parallel Com-
puting Systems”, will highlight cutting-edge advances, emerging trends, and key chal-
lenges spanning architectures, algorithms, systems, and applications in distributed and
parallel computing.

The Special Issue is now closed (deadline: 15 November 2025) and includes eight
peer-reviewed papers—five research articles and three review papers—covering surveys of
timely subfields, as well as research contributions to security, privacy, and learning-enabled
data processing.

2. Overview of Published Contributions

A helpful way to understand the collection is through dividing its papers into
four themes.

Theme A—Foundations and surveys: trends, programmability, and encrypted visibility

“State of the Art in Parallel and Distributed Systems: Emerging Trends and Challenges”
surveys key trends across parallel computing and modern distributed paradigms, and it
clarifies how the two areas are related. It also summarizes open challenges and future op-
portunities, providing a concise roadmap for researchers and practitioners. Two additional
surveys provide deep dives into important enabling layers of modern distributed systems.
The survey on Transport Layer Security (TLS) 1.3 encrypted traffic analysis [1] reviews
how new protocol features change what can (and cannot) be inferred from encrypted
traffic and organizes state-of-the-art techniques and limitations. The software-defined
wide area network (SD-WAN) survey [2] synthesizes architectures and research directions,
including traffic engineering, orchestration, and security considerations in programmable
wide-area networking.

Theme B—Lightweight security and authentication in distributed environments

Two papers address authentication and key agreement in settings characterized by
openness, mobility, and constrained endpoints. One proposes a practical two-factor mutual
authentication protocol for distributed wireless sensor networks using physical unclonable
functions (PUFs), strengthening resistance to impersonation and node capture while sup-
porting efficient session key negotiation. Another introduces a lightweight certificateless
anonymous authentication and key negotiation scheme for the 5G Internet of Vehicles,
targeting the security–latency requirements of high-mobility vehicular scenarios.

Electronics 2026, 15, 438 https://doi.org/10.3390/electronics15020438
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Theme C—Privacy-preserving distributed computation

DistOD presents a hybrid privacy-preserving distributed framework for origin–
destination matrix computation, reflecting the growing need for distributed analyt-
ics tools that protect sensitive information while still supporting practical deployment
and scalability.

Theme D—Learning-enabled methods for modern data processing pipelines

Two papers explore learning-driven approaches relevant to scalable decision-making
and analytics workflows. One proposes a deep reinforcement learning recommendation
approach based on multi-level attention mechanisms. The other presents a tensor-based
method for uniform and discrete multi-view projection clustering, contributing to efficient
optimization under multi-view settings.

3. Research Outlook

Across these contributions, two issues stand out. First, trustworthiness, includ-
ing authentication, privacy, and operating under encrypted visibility, is increasingly
central to distributed/parallel system design. Second, intelligence as an optimization
tool (e.g., learning-based methods) is becoming more common across system and data
pipeline contexts.

Motivated by the topics represented in this Special Issue, promising future directions
include the following:

• Security and privacy by design for distributed endpoints (sensors, vehicles, Internet
of Things), supported by strong threat models and practical efficiency constraints;

• Measurement and control under encryption, balancing operational needs with
privacy expectations;

• Programmable wide-area infrastructures and orchestration mechanisms that enforce
performance and security policies end-to-end;

• Scalable privacy-preserving analytics, especially for mobility, smart cities, and cross-
organization data collaboration;

• Bridging systems and machine learning (ML), including federated and distributed
learning, with methods that are reproducible, interpretable, and deployment-ready [3].

4. Conclusions

This Special Issue brings together eight papers that reflect the continued evolution of
distributed and parallel computing systems to become more secure, more privacy-aware,
and increasingly data- and learning-driven. We hope that this collection serves as a useful
reference for the community and helps to shape future research and developments in
emerging distributed/parallel computing systems.

Acknowledgments: We thank all authors for their valuable contributions and all reviewers for their
time and constructive feedback. We also thank the Electronics Editorial Office for their professional
support throughout the Special Issue process.
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Software-Defined Wide Area Networks (SD-WANs): A Survey

Chunle Fu, Bailing Wang * and Wei Wang

School of Computer Science and Technology, Harbin Institute of Technology, Weihai 264200, China;
16b903044@stu.hit.edu.cn (C.F.); wwhit@hit.edu.cn (W.W.)
* Correspondence: wbl@hit.edu.cn

Abstract: SD-WANs are an innovative software-defined network (SDN) technology used to reinvent
networks, services, and applications in wide area network (WANs). The development of SD-WANs
ranges from network optimization in the past to service provision platforms at present and distributed
computing systems in the future. The existing surveys on SD-WANs are fragmented, covering specific
problems only, and are not comprehensive with detailed research directions. This paper seeks to
provide a systematic survey on SD-WANs by introducing major research directions and stating
specific problems. Therefore, four major research directions related to traffic engineering, network
optimization and systems, service orchestration, and the security issues of SD-WANs are sequentially
introduced, along with detailed statements relating to specific problems and the classification of
state-of-the-art research. Finally, the trends and challenges regarding SD-WANs are summarized and
our future work is described.

Keywords: SD-WAN; SDN; traffic engineering; network optimization and systems; service orchestration;
security issues

1. Introduction

SD-WANs were first proposed in Google’s B4 data centers to achieve high utilization,
load balancing, and elastic computing of valuable interconnected links between geographi-
cally distributed clouds [1]. Over the last decade, SD-WANs have always been recognized
as an innovative SDN technology that can be used to reinvent networks, services, and ap-
plications in WANs, ranging from remodeling the architecture of internet service provider
(ISP) [2] to facilitating the ubiquitous connectivity of smart cities [3], enabling the heteroge-
neous interconnection in fog computing [4], and establishing the Internet of Everything in
Internet of Things (IoT) [5].

The development of SD-WANs can be divided into three stages, namely SD-WAN
1.0, SD-WAN 2.0, and SD-WAN 3.0, representing the past, present, and future of SD-WAN,
respectively. SD-WAN 1.0 provided low-cost deployment, high-efficiency management,
and a high utilization bandwidth of network optimization, while SD-WAN 2.0 has evolved
into an abundant service provision platform, providing services such as network intercon-
nection, secure remote access, quality of service (QoS) strategies, cybersecurity policies, and
other advanced on-demand services. SD-WAN 3.0 is considered as a promising distributed
computing system combined with cutting-edge technologies of artificial intelligence, fog
computing, edge computing, network security, and IoT.

To further investigate research directions related to SD-WANs, seven surveys on
SD-WANs [6–12] can be found, although six of them are conference papers or short papers.
The other study [6], presented a review on a specific control failure problem in SD-WANs,
and does not comprehensively cover the vast majority of SD-WAN research directions.
Therefore, this paper seeks to provide a systematic survey on SD-WANs by introducing ma-
jor research directions, specific problems, and the classification of state-of-the-art research.

This paper reviews 79 studies on SD-WANs, and then provides a systematic and
comprehensive survey by revisiting 7 existing surveys, introducing 4 research directions

Electronics 2024, 13, 3011. https://doi.org/10.3390/electronics13153011 https://www.mdpi.com/journal/electronics4



Electronics 2024, 13, 3011

and classifying the state-of-the-art research according to specific research problems. As
shown in Figure 1, the structure and content of this survey can be divided into five parts:
surveys, traffic engineering, network optimization and systems, service orchestration, and
the security issues of SD-WANs.

Figure 1. Structure and content of this survey.

The rest of this paper is organized as follows. Section 2 provides the related work.
Section 3 to Section 6 introduce traffic engineering, network optimization and systems,
service orchestration, and the security issues of SD-WANs, respectively. Section 7 discusses
the trends and challenges relating to SD-WANs. Section 8 concludes this paper.

2. Related Work

Seven surveys on SD-WANs can be found, although six of them are conference pa-
pers or short papers. Dou and Guo [6] presented a review of a specific control failure
problem by stating its impacts on path programmability and network performance, classi-
fying solutions of state-of-the-art network recovery under controller failures, evaluating
limitations of the existing technologies, and pointing out future challenges and potential
directions. Yalda et al. [7] reviewed SD-WANs from both physical and logical perspectives
to clarify differences and provided a comparison and classification of existing technolo-
gies, ranging from definitions, fundamentals, capabilities, and advantages to architectures
of the state-of-the-art SD-WANs. Rose Varuna and Vadivel [8] conducted a survey to
discuss characteristics of SD-WANs in orchestration and automation, the capabilities of
self-learning and failover, the applications for end-to-end secure communication and cloud
environments, and solutions for network attacks and security issues. Ujan et al. [9] re-
viewed the latency-oriented controller placement problem for SD-WANs to prove that other
functional objectives should be complemented for multi-objective optimization so that
the placement of the controller can achieve a well-rounded outcome for various scenarios.
Rajagopalan [10] carried out a brief overview for SD-WANs and solutions of load balancing
through SD-WANs. Yang et al. [11] revisited the status and challenges of legacy WANs,
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then introduced the architecture of an SD-WAN and its representative advances, finally an
SD-WAN-based multi-objective network and its applications were mentioned. Michel and
Keller [12] provided an overview of SDNs in WANs, focusing on the evolution of SDNs,
along with research and future directions relating to SD-WANs.

To summarize, the existing surveys on SD-WANs are fragmented, covering specific
problems only, and are not comprehensive with detailed research directions. This paper
seeks to provide a systematic survey on SD-WANs by introducing major research directions
and stating specific problems.

3. Traffic Engineering of SD-WAN

The traffic engineering of SD-WANs was first mentioned in [1,13] for network de-
ployment, traffic management, and edge controllability of interconnected data centers to
achieve the high utilization and elastic provision of cloud-based services. As SD-WANs
are gradually applied in the interconnection of enterprise branches, fog computing, edge
computing and IoT, subsequent research was conducted on traffic measurement [14–20],
traffic scheduling [1,13,21–32], and failover and recovery [33–43], as classified in Table 1.

Table 1. Research contents, specific problems, and work related to SD-WAN traffic engineering.

Research Contents Specific Problems Related Work

Traffic measurement
Measurement of data transmission [14–17]

Measurement of routing and forwarding [18–20]

Traffic scheduling Flow-level traffic scheduling [1,13,21–26]
Application-level traffic scheduling [27–32]

Failover and recovery Node failures and recovery [33–37]
Link failures and recovery [38–43]

3.1. Traffic Measurement

Research on traffic measurement is mainly based on testbeds or commercial platforms to
evaluate the performance of data transmission [14–17] and routing and forwarding [18–20] in
the SD-WAN data plane. Details of the research on traffic measurement are shown in Table 2.

Table 2. Details of the research on traffic measurement.

Paper Measurement Objects Measurement Tools
Measurement Environment

Testbeds Real Network

[14] Overlay Open source tools
√

[15] Overlay Open source tools
√

[16] Overlay Commercial platform
√

[17] Overlay Commercial platform
√ √

[18] Overlay Open source tools
√

[19] Overlay Open source tools
√

[20] Underlay/overlay Open source tools
√

In relation to the measurement of data transmission, Scarpitta et al. [14] realized a
high-performance user-space solution to monitor transmission delay for segment routing
with IPv6(SRv6)-based SD-WAN services and integrated and evaluated this solution in an
open source SD-WAN prototype called EveryWAN. Iddalagi and Mishra [15] analyzed the
impacts of a bidirectional forwarding detection (BFD) protocol on the performance of data
transmission, established an SD-WAN testbed based on open source tools, and proved that
BFD traffic introduces additional delay and jittering and forms an overhead in the uplink
streams, affecting mainstream traffic as well. Manova et al. [16] carried out a case study
on an active WAN of an Indonesian company, which has three connections, namely an
SD-WAN, traditional Multiprotocol Label Switching (MPLS), and an Ethernet over Internet
Protocol (EoIP), respectively. Performance tests relating to QoS and data transmission on
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SD-WAN systems were conducted to measure network delay and the change in delay in
different time periods. Troia et al. [17] built two SD-WAN testbeds with the open source
software ONOS for a municipal network of Italian cities and simulation platforms in their
laboratory. Then, a ONOS-based traffic measurement plugin was developed and the open
source tool eBPF was used to monitor real-time network traffic. Finally, the SD-WAN was
proved to be capable of network recovery and service failover.

Regarding the measurement of routing and forwarding, Emmanuel et al. [18] built an
SD-WAN testbed with the open source project GNS3 to capture real-time data packets for
traffic classification so that the results of classification were further utilized as guidelines
for controllers to improve network performance and resource utilization. Fares et al. [19]
studied the routing optimization problem in SD-WAN autonomous network systems and
built an SD-WAN experimental platform based on open source projects including ONOS,
Mininet, and Quagga for obtaining the statistics of network traffic, the construction of
SD-WAN topologies, and the selection of routing algorithms. The experimental results
showed that the increase in topology complexity and node size leads to poor routing
performance. Zhao et al. [20] provided an accurate queueing system of packet forwarding
in an SD-WAN and measured the average packet delay through an OpenFlow switch to
achieve an optimization model of controller cluster deployments in WANs.

3.2. Traffic Scheduling

Considering the granularity of traffic scheduling, related work can be divided into
flow-level traffic scheduling [21–26] and application-level traffic scheduling [27–32]. De-
tailed optimization objectives of the research on traffic scheduling are shown in Table 3.

Table 3. Detailed optimization objectives of the research on traffic scheduling.

Paper
Optimization Objectives

Latency Bandwidth
Utilization

Rate
Load

Balancing
Resilience

System
Overhead

Network
Overhead

Time
Overhead

[1]
√ √ √ √ √ √

[13]
√ √ √ √ √

[21]
√ √ √

[22]
√ √ √

[23]
√ √ √

[24]
√ √ √

[25]
√ √

[26]
√ √

[27]
√ √ √

[28]
√ √

[29]
√ √ √ √

[30]
√ √ √

[31]
√ √

[32]
√ √ √

In terms of flow-level traffic scheduling, Guo et al. [21] proposed a threshold-based
critical flow routing method to maintain SD-WAN load balancing with less controller syn-
chronization. Ma et al. [22] proposed a distributed storage mechanism of two-dimensional
routing in combination with SRv6 and a corresponding SRv6 header compression method
to realize the lightweight deployment of SD-WAN multipath routing. Borgianni et al. [23]
explored using reinforcement learning algorithms to predict network performance degra-
dation and to change routing information proactively for improving SD-WANs’ overall
network performance. Xin and Wang [24] presented a load balancing method by parti-
tioning traffic demands into multiple groups within a scalable SD-WAN framework and
defined a link-based optimization formulation under constraints of both bandwidth and
latency. Ouamri et al. [25] formulated a QoS-oriented problem of joint optimization for
SD-WAN average request delay and survivability, and then proposed a multi-agent deep
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Q-Network algorithm to redefine its reward function with the optimization objectives.
Ghaderi et al. [26] redefined a neural network-based traffic encoding matrix and designed
a deep-reinforcement-learning-based traffic engineering framework for SD-WANs.

In terms of application-level traffic scheduling, Fan et al. [27] proposed a relay node
selection and routing approach to minimize the number of relay nodes under transmission
latency constraints in a cloud-native SD-WAN and solved this combinatorial optimization
problem based on constraint programming. Botta et al. [28,29] proposed a control and
orchestration plane for SD-WANs based on a cooperative version of multi-agent reinforce-
ment learning for dynamic overlay selection and accommodating diverse network policies
with varying QoS and cost objectives. Quang et al. [30] proposed a global QoS policy
optimization model to dynamically adjust the rate limits of applications based on their
requirements according to the evolution of network conditions. Ouamri et al. [31] studied
component migration to balance load between headquarters and branch sites by proposing
an MPLS-based SD-WAN and formulating a non-linear binary program to jointly optimize
load balancing and running costs. Du et al. [32] proposed a federated learning method
to minimize the total time of routing and forwarding through well-designed client selec-
tion and scheduling in an SD-WAN, which significantly reduced the upload time of each
iteration, with slight impacts on the number of iterations.

3.3. Failover and Recovery

Network failures in SD-WANs can be classified as node failures and link failures, with
the corresponding studies being [33–37] and [38–43], respectively. Details of the research
on failover and recovery are shown in Table 4.

Table 4. Details of the research on failover and recovery.

Paper Optimization Objective Method Algorithm Evaluation

[33,34] Robustness and availability Switch-controller mapping / Simulation
[35–37] Programmability recovery Flow-controller mapping Heuristic Simulation

[38] Time overhead Protocol optimization / Simulation
[39,40] Availability and resilience / / Testbed

[41] Throughput and resilience Protocol optimization / Simulation
[42] System and network overhead Multi-objective optimization Heuristic Testbed
[43] QoS and time overhead Routing optimization Reinforcement learning Testbed

To solve the controller failure problem in SD-WANs, Altheide et al. [33,34] proposed a
fully distributed SD-WAN control plane and achieved a highly robust traffic engineering
solution to implement fine-grained global policies while remaining responsive even in the
event of device failures, network failures, or network partitioning. Guo et al. [35] proposed
a switch-level programmability recovery scheme based on high-end commercial SDN
switches. A mixed-integer programming of joint-flow-mode selection and switch mapping
problem was defined and solved with an efficient heuristic algorithm, representing an
improved method based on their previous research [36,37].

Botta et al. [38] studied the effectiveness of the BFD protocol to monitor SD-WAN links
for rapid failure detection and seamless failover, and then proposed an automatic tuning
mechanism for the parameters of the BFD protocol to enhance the accuracy of detection
and reduce the time of failover across diverse WAN types. Troia et al. [39,40] established
two SD-WAN testbeds in a municipal network and a campus network, respectively, to
prove the ability of SD-WANs to guarantee service availability and resilience in cases of
network failure. Zhang et al. [41] presented a WAN-aware MPTCP to aggregate multiple
WAN links into a virtualized large pipe for better resilience, thus minimizing application
performance degradation under WAN link failures. Shojaee et al. [42] formulated the
SD-WAN failure recovery problem as a multi-objective MILP optimization problem for all
possible single-link failures and designed a software-defined proactive recovery mechanism
to improve bandwidth allocation and switch-memory usage. Golani et al. [43] proposed a
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fault-tolerant reactive routing system for SD-WANs to monitor various network parameters
in real time and to recover failure links if necessary.

4. Network Optimization and Systems of SD-WAN

Research on the network optimization and systems of SD-WANs mainly includes
the controller placement problem [44–51] and SD-WAN-based systems [52–61], which are
introduced in Sections 4.1 and 4.2, respectively.

4.1. Controller Placement Problem

The controller placement problem was first proposed in [62] to determine the number
of controllers and their locations in an SDN topology. The placement of controllers directly
determines the overall network performance of software-defined networking architectures,
especially for SDNs in WANs. Therefore, related controller placement in SD-WANs can be
classified by optimization objectives.

The vast majority of related work focuses on the optimization of control latency.
Dou et al. [44] defined a controller placement with a switch-controller mapping solution
and developed a programmability explorer by calculating the programmability of crit-
ical flows at switches to optimize the control latency of SD-WANs. Adebayo et al. [45]
addressed a switch-to-controller allocation problem that considered switch-to-controller la-
tency and heterogeneity of controller capacities and proposed two neighborhood centrality-
based algorithms to implement ideal allocation and placement. Qi et al. [46] optimized
SD-WAN control latency by rationally placing controllers, establishing switch-controller
mapping and developing a heuristic algorithm to achieve the trade-off between network
performance and time complexity. Adekoya and Aneiba [47] applied and improved an
evolutionary algorithm called Non-Dominated Sorting Genetic Algorithm III of Mechanical
Engineering to achieve high convergence and the diversification of controller placement.
Chakraborty et al. [48] designed a distributed scheme on coalition formation game and
social choice theory which is able to optimally place controllers and periodically assess
the placement of controllers based on real-time network traffic. Sminesh et al. [49] pro-
posed a modified-density peak clustering algorithm to determine multi-controller place-
ment and proved its effectiveness by comparing it to the hierarchical k-means, modified
affinity propagation, and basic DP clustering algorithms in selected networks from the
Internet Topology Zoo.

Other complementary optimization objectives of the controller placement problem
in SD-WANs include the capacity of controllers [45,50], the failure of nodes [51], and the
transmission latency of the data plane [27].

4.2. SD-WAN Based Systems

Research on SD-WAN-based systems can be divided into the design of SD-WAN-based
systems [52–56] and evaluations of SD-WAN solutions [57–61].

In terms of the design of SD-WAN-based systems, Menoni et al. [52] proposed an
SD-WAN embedded white-label solution with low cost and low energy consumption which
is suitable for commercial and academic use. Borgianni et al. [53] proposed an innovative
architecture by integrating an SD-WAN and Satellite 6G to support applications in remote
areas or in high-latency environments. Elizabeth et al. [54] established a dynamic multi-
point VPN solution for SD-WANs by applying open source protocols, namely multipoint
generic routing encapsulation, IPsec (Internet Protocol Security) encryption, and the next
hop resolution protocol. Ushakov et al. [55] proposed an SD-WAN-based solution for the In-
ternet of Vehicles by integrating an SD-WAN API controller with the edge points of overlay
networks and solving the problem of bandwidth overload of overlay networks with en-
crypted traffic. Scarpitta et al. [56] introduced SD-WAN scenarios, illustrated the principles
of SDNs and NFV, and designed an open source implementation called EveryWAN.

In terms of the evaluation of SD-WAN solutions, Tiana et al. [57] tested an SD-WAN
platform of a telecommunications company in Indonesia and proved that the SD-WAN
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offers significant improvements over traditional WANs, including increased network effi-
ciency, better management and control, flexibility in deployment and scalability, increased
security, and lower operating costs. Troia et al. [58] presented the performance evaluation
results measured in an SD-WAN testbed deployed in the municipal network to prove the
capabilities of service availability and network protection of an SD-WAN. Hussain et al. [59]
presented their case studies on Google’s deployment of SD-WANs in data center networks
and TMNA’s deployment of SD-WANs and provided suggestions and best practices for
deploying and managing SD-WANs. Soejantono et al. [60] carried out failover and recovery
tests on an IPsec-based SD-WAN instance deployed in Indonesia and obtained results
indicating that an SD-WAN works appropriately when one of the multiple links is down.
Hong et al. [61] presented the five-year evolution of B4, Google’s private software-defined
WAN from the perspectives of hierarchical network topologies, traffic engineering, and
solutions to network failures.

5. Service Orchestration of SD-WAN

Research on SD-WAN service orchestration mainly focuses on service function chain-
ing (SFC) [63–65] and service orchestration platforms [28,66–68].

Regarding research on SFC, Jiang et al. [63] formulated an SFC problem considering
the heterogeneity of geographically distributed SD-WANs and designed heuristic algo-
rithms to deploy SFC requests in batches. Leivadeas et al. [64] established collaboration
and information exchange between enterprise branches and networks by configuring se-
curity, data privacy, and routing services of Amazon SD-WAN services, examining and
evaluating the overall performance. Zhang et al. [65] proposed a service offloading method
for jointly allocating communication and computation resources based on cloud-edge
collaboration in SD-WANs.

Regarding research on service orchestration platforms, Botta et al. [28] designed
an SD-WAN control and orchestration plane for network policy orchestration in order
to implement dynamic overlay selection and to guarantee on-demand network perfor-
mance. Perez et al. [66] set up a flexible, resilient and cloud-native SD-WAN orchestra-
tion solution for enterprise and academic networks purely based on open source tools.
Kone and Kora [67] put forward a practical approach for management and orchestration
based on open source platforms and evaluated their proposed testbed by orchestrating
services of the Voice over Internet Protocol. Balachandran et al. [68] proposed a blockchain-
based orchestration framework to allow the SDN clients and vendors to create, manage,
and execute services through an auditable and zero-trust based solution.

6. Security Issues of SD-WAN

Research on security issues includes improvements to cybersecurity methods for
SD-WANs [69–73] and innovations relating to SD-WAN security frameworks [68,74–77].

In terms of improvements to cybersecurity methods for SD-WANs, Ergawy et al. [69]
introduced a game-based theoretic approach to model potential attack scenarios and to
drive a proactive moving target defense method to prevent the potential exploitation of
SD-WANs. Zhang et al. [70] proposed a machine learning-based anomalous traffic de-
tection framework to extract representative features directly from the raw traffic and to
make real-time adjustments based on an evolving isolation forest in complex environ-
ments. Lembke et al. [71] proposed a secure network update protocol for SD-WANs to
preserve security by authenticating network events, to provide reliability by replicating
the control plane, and to maintain resilience by using a distributed ledger for failure de-
tection. Satheesh et al. [72] applied a machine learning framework to detect Distributed
Denial of Service (DDoS) attacks in SD-WAN environments and improved the random
forest algorithm to obtain better performance in traffic classification. Fan et al. [73] built
blockchain-coordinating controllers (BCCs) to secure the control channel of SD-WANs
formed by the distributed controllers spread across multiple domains, providing resilience
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against security threats in the control plane and guaranteeing secure control communica-
tions, even when the credentials of n controllers are compromised.

In terms of innovations relating to SD-WAN security frameworks, Yiliyaer and Kim [74]
studied a secure access service edge (SASE) framework via the comparison of an MPLS
VPN and an SD-WAN, the introduction of a zero-trust architecture, and the detailed imple-
mentation of secure web gateways and a cloud access security broker. Szymanski et al. [75]
presented a cybersecurity via determinism paradigm for IoT by designing a forwarding sub-
layer for deterministic SD-WANs, along with services of access control, rate control, and
isolation control for improvements to cybersecurity. Bustamante and Avila-Pesantez [76]
compared the cybersecurity of SD-WANs in commercial mechanisms versus an open
source solution. It was found that the commercial solution provides better security mech-
anisms regarding confidentiality, integrity, and availability, while the open source solu-
tion offers tools for adaptability to future threats thanks to the efforts of the community.
Balachandran et al. [68] presented a blockchain-based authentication and access control
framework for a multi-stakeholder SD-WAN infrastructure that adheres to the zero-trust
security model. Lopez-Millan et al. [77] proposed a solution to manage IPsec SAs with
SD-WAN architectures to avoid manual configuration in the network resources and to
enable the reduced involvement of network administrators.

7. Trends and Challenges of SD-WAN

SD-WANs were born as a combinatorial technique of WANs, SDNs, and network
function virtualization (NFV) to reinvent networks, services, and applications in WANs.
To leverage the controllability and programmability of SDNs, SD-WANs were originally
used in data center networks and ISP networks to achieve high-efficiency management
and a high utilization bandwidth. Therefore, SD-WAN 1.0 was considered as a network
optimization technology to enhance the efficiency of network management, operations,
and utilization.

Due to automatability and extensibility of NFV, SD-WANs are now applied to establish
ubiquitous interconnections [78] in cloud computing, edge computing, and the Internet
of Everything by constructing overlay networks, orchestrating user-defined services, and
scheduling system-defined resources. As a result, SD-WAN 2.0 has evolved into a network
service provision platform, providing services such as network interconnections, network
acceleration, remote access, and cybersecurity solutions. Compared to the traditional
WANs, SD-WAN 2.0 is superior in its zero-touch network deployment, high-performance
service provision, and auto-constructed security solutions.

SD-WAN 3.0 is considered as a promising distributed computing system combined
with cutting-edge technologies of artificial intelligence, fog computing, edge computing,
network security, and IoT. Therefore, the challenges relating to SD-WANs can be divided
into three aspects. First, the optimization of distributed resource management and schedul-
ing is compulsory to guarantee the QoS of services and applications. Second, improvements
to parallel service orchestration, placement, and deployment are challenging due to com-
plex network structures, multi-dimensional network elements, and abundant network
services. Last but not least, cybersecurity issues of SD-WAN are vital to consider, meaning
that software-defined security and software-defined perimeters for hierarchical topologies
and heterogeneous devices are worthy of further investigation.

8. Conclusions

The existing surveys on SD-WANs are fragmented, covering specific problems only,
and are not comprehensive with detailed research directions. This paper seeks to provide
a systematic survey on SD-WANs by introducing the major research directions, present-
ing the research contents, and stating specific problems. Traffic engineering, network
optimization and systems, service orchestration, and security issues are sequentially in-
troduced as the four major research directions in SD-WANs. Specific research contents or
problems relating to traffic measurement, traffic scheduling, failover and recovery, and
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the placement of controllers are illustrated and classified according to the corresponding
state-of-the-art research.

It is found that studies in the past decade have mainly focused on traffic engineering,
network optimization, and SD-WAN systems. However, more attention has been paid to-
ward service orchestration and security issues in the last 5 years. The trends in the research
indicate the development of SD-WANs that migrate from network optimization to service
provision, revealing that SD-WANs are far more than software-defined networking. Therefore,
SD-WANs are regarded as a variety of software-defined features in wide area networks,
including their services relating to network interconnections, network acceleration, remote
access, and cybersecurity solutions. In the near future, SD-WANs can be considered as promis-
ing distributed computing systems combined with cutting-edge technologies of artificial
intelligence, fog computing, edge computing, network security, and IoT. Therefore, challenges
in the related research include distributed resource management, parallel service orchestration,
software-defined security issues, and software-defined perimeter problems.
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Abstract: In the current 5G vehicle network system, there are security issues such as wireless
intrusion, privacy leakage, and remote control. To address these challenges, an improved lightweight
anonymous authentication key negotiation scheme based on certificate-less aggregate signatures is
proposed and its security and efficiency are analyzed. The result shows that the scheme can offer
security attributes including anonymity, traceability, and revocability, as well as effective identity
authentication, and it can resist forgery attacks, man-in-the-middle attacks, tampering attacks, and
smart card loss attacks. Moreover, compared with similar schemes, it possesses superior security
and more efficient computational efficiency and less communication overhead, thereby being more
appropriate for high-speed, large-capacity, low-latency, and resource-constrained 5G vehicle network
application scenarios.
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1. Introduction

The 5G Internet of Vehicles regards vehicles as the fundamental unit and interacts
with roadside infrastructure RSU (Road Side Unit), cloud servers, and humans. It depends
on key technologies such as 5G communication technology, sensor technology, information
security technology, vehicle autonomy [1], big data and cloud computing technology, and
human–computer interaction technology to achieve the efficient unification and information
interaction of “vehicle-person-road-cloud”. In the current 5G Internet of Vehicles system,
there are numerous nodes, complex channels, an open network, and substantial information
interaction. Security issues such as wireless intrusion, privacy leakage, and remote control
keep emerging during the application of the Internet of Vehicles, seriously threatening the
communication security and data privacy of the Internet of Vehicles. A secure and efficient
authentication key negotiation protocol is a crucial means to counter such security attacks.
The focus of this paper is to meet the requirements of authentication key negotiation of
users in the Internet of Vehicles with a large number of vehicles and reduce the calculation
cost of the authentication key negotiation scheme in the meanwhile.

2. Related Work

Currently, the authentication key negotiation schemes are mainly based on public
key infrastructure, identity-based, and certificate-less cryptography. The authentication
scheme based on PKI is the most commonly used one [2–5]. However, the PKI-based
authentication scheme struggles to deal with the application scenarios in the Internet
of Vehicles, because there are a large number of on-board units (OBUs) in circulation,
whose certificates need to be issued, updated, and revoked frequently. At the same time,
digital certificates are often broadcast during the interaction process, resulting in a large
communication overhead and affecting system efficiency. To address the issue of large
public key certificate management overhead in the authentication scheme based on PKI,
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Internet of Vehicles authentication key negotiation schemes based on identity have been
proposed [6–9]. The identity-based authentication scheme utilizes known user information
as the public key to avoid the use of digital certificates, such as identity ID, telephone
number, etc. But in the identity-based authentication scheme, the public–private key pair
is generated by the key generation center based on user information, thereby causing
a key escrow problem. To avoid this problem, scholars have proposed a certificate-less
cryptography-based [10] authentication key negotiation scheme [11–14]. In the certificate-
less authentication key negotiation scheme, the user controls his own secret value and the
partial private key allocated by the KGC together as the private key, thereby avoiding the
key escrow problem and also reducing the certificate management overhead. In 2020, Zhang
et al. [11] introduced a pre-signature mechanism to achieve the identity authentication
of vehicle users and designed an anonymous authentication key negotiation protocol for
cloud services in the Internet of Vehicles, but due to the use of relatively fixed temporary
identity information, it does not have strong anonymity, and the scheme fails to meet
security characteristics such as resistance to temporary key leakage attack, perfect forward
security, and resistance to spoofing attack [12]. In 2021, Zhang [13] proposed an efficient
anonymous identity authentication and key negotiation scheme based on certificate-less
aggregate signatures, but this scheme employs computationally intensive bilinear pair
operations, which is not suitable for Internet of Vehicles systems with low latency and low
computational overhead requirements. Xiong [14] proposed a lightweight group-based
5G V2X anonymous access authentication and digital transmission scheme, leveraging the
advantages of low latency and high reliability of the 5G network to form a temporary group
for a certain range of OBUs, combining certificate-less aggregate signcryption technology
and the Chinese remainder theorem to achieve efficient management of group keys. In
2022, Liu et al. [15] proposed an elliptic curve certificate-less anonymous authentication
scheme without bilinear pairs that supports batch verification, reducing the computational
load of RSUs. However, this scheme is prone to user identity leakage when the vehicle
smart card is lost and struggles to withstand spoofing attacks. Wang et al. [16] proposed a
certificate-less aggregate signature algorithm for vehicular Ad hoc Network, which lacks
anonymity and is unable to resist replay attack and simulation attack. Xi et al. [17] proposed
a data sharing and security authentication scheme in the Internet of Vehicles. Compared
to the scheme in [16], it has been improved, featuring authenticated identity anonymity
and the ability to resist simulation attack, but it still cannot counter replay attack. Ye
et al. [18] proposed an aggregate signature algorithm that introduces a timestamp to resist
replay attack but still has a key escrow problem. Bao et al. [19] proposed a certificate-less
anonymous authentication scheme for VANETs, which utilizes ring signature to achieve
strong anonymity. However, it involves bilinear operation with a high calculation cost,
and thus, its scalability in large-scale deployments is weak. In 2023, Shahidinejad A
et al. [20] proposed a self-certified key exchange protocol for hybrid electric vehicles based
on Blockchain. And then, in 2024, Shahidinejad et al. [21] proposed an anonymous lattice-
based authentication protocol for vehicular communications; it is a post-quantum scheme.

The key contributions of our work are as follows. To offer more secure and efficient
authentication and key negotiation for the 5G Internet of Vehicles with a large number
of vehicles, an improved anonymous authentication key negotiation scheme based on
certificate-less aggregate signatures is proposed. The scheme adopts a certificate-less public
key cryptosystem, and the KGC generates a partial private key of the vehicle user. This,
along with a random number generated by the vehicle user itself, constitutes the user’s
private key, thereby resolving the key escrow issue in the identity-based authentication
scheme as well as the large public key certificate management overhead in the authentica-
tion scheme based on PKI. To protect the privacy of users, this scheme introduces long-term
pseudonyms and short-term pseudonyms. The long-term pseudonym is employed to
conceal the real identity of the vehicle user and generate the user’s private key, and then
the short-term pseudonym is used to hide the vehicle’s long-term pseudonym to safeguard
the identity privacy of the vehicle user during each authentication process. In the process
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of signature authentication and key negotiation, to reduce the system’s computational over-
head and enhance the interaction efficiency between users, a lighter elliptic curve-based
algorithm without the bilinear pair operation is adopted. Security analysis is provided
to show that the proposed scheme meets the standard security objectives for the authen-
tication key negotiation protocol. And a formal security proof is also provided to prove
that it is secure under the random oracle security model and the assumption of ECDLP.
Security and efficiency comparison analysis is provided to demonstrate the superiority of
the proposed scheme against state-of-the-art methods.

3. Security Objectives and Models

3.1. Security Objectives

This section will define the security objectives that need to be fulfilled by the effi-
cient anonymous identity authentication and key agreement scheme of the 5G vehicle
network based on the certificate-less aggregate signature, including the anonymity of
vehicles [22], traceability and revocability, effective identity authentication, unlinkability,
forward security and backward security, and the ability to resist various attacks.

3.1.1. The Anonymity of Vehicles

The vehicle network system is required to encrypt or conceal the real identity infor-
mation of vehicles to prevent attackers from obtaining the real identity information of
vehicles by using the obtained messages when monitoring the communication channel.
This anonymity of vehicles is conditional rather than absolute. Since the identity of vehi-
cles cannot be derived from the exchanged messages, they can still be identified by the
network activity.

3.1.2. Traceability and Revocability

The vehicle network system needs to possess the ability to trace false identities and
false information and revoke the identities of illegal vehicles.

3.1.3. Effective Message Authentication

A secure vehicle network protocol needs to possess the ability to effectively authen-
ticate information with a large amount of interaction, including the authentication of its
timeliness and integrity, thereby ensuring the correctness and reliability of the source of
the message.

3.1.4. Unlinkability

Due to the close association among each node in the vehicle network system, it is
necessary to guarantee unlinkability to prevent attackers from attacking one attribute and
associating it with other secret information.

3.1.5. Forward Security and Backward Security

In the large amount of data interaction in the vehicle network system, it is neces-
sary to prevent attackers from analyzing the historical and future values of this secret
information based on the obtained secret information, that is, it should have forward and
backward security.

3.1.6. The Ability to Resist Various Attacks

A secure vehicle network authentication key agreement protocol should be able to
deal with the primary attack modes, such as eavesdropping attack, tampering attack, replay
attack, man-in-the-middle attack, and simulation attack [23].

3.2. Security Model

This section will elaborate on the security model of the proposed vehicle network
authentication key agreement scheme [24] based on the certificate-less aggregate signature.
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Firstly, we define two types of adversaries, namely AI and AII. Adversary AI can query
the private key of a legitimate vehicle and can also query and replace the public key of the
legitimate vehicle with its own generated public key. Adversary AII is an internal attacker,
equivalent to a malicious but passive KGC, who can query the master key of the KGC and
some private keys of the vehicle user, yet is unable to replace the public key.

The attack capabilities of these two types of adversaries are defined through the
description of five random oracles:

Hash query, where the adversary queries this oracle and obtains the corresponding
hash record on the vehicle list;

Partial private key extraction query, where the adversary makes this query to the
oracle and acquires the partial private key on the record list;

Public key extraction query, where the adversary queries this oracle and retrieves the
public key on the record list;

Secret value extraction query, where the adversary queries this oracle and obtains the
private key of the user on the record list;

Signature query, where the adversary queries this oracle and obtains a legal signature
of a message.

Next, we define two games, namely Game0 and Game1. Adversary AI plays Game0
with challenger C, and Adversary AII plays Game1 with challenger C.

Game0: The system parameters p, adversary AI, and challenger C are defined.

1. In the Initialization stage, the challenger C sends the system parameters, excluding
the system master key after initialization, to the adversary AI, and randomly selects
an identity to await the start of the challenge.

2. In the Query stage, the adversary conducts hash queries, partial private key extrac-
tion queries, public key extraction queries, secret value extraction queries, signature
queries, and other random oracle queries.

3. In the Forgery stage, adversary AI generates a forged signature based on the informa-
tion obtained from the query.

According to the forking lemma [25], if the adversary AI successfully outputs three
sets of legal signatures using the above queries, then it is said that the adversary AI wins
this game.

Game1: The system parameters p, adversary AII, and challenger C are defined.

1. In the Initialization stage, the challenger C sends the initialized system parameters to
the adversary AII, and randomly selects an identity to await the start of the challenge.

2. In the Query stage, the adversary conducts hash queries, partial private key extrac-
tion queries, public key extraction queries, secret value extraction queries, signature
queries, and other random oracle queries.

3. In the Forgery stage, adversary AII generates a forged signature based on the informa-
tion obtained from the query.

According to the forking lemma [25], if the adversary AII successfully outputs three
sets of legal signatures using the above queries, then it is said that the adversary AII wins
this game.

4. Lightweight Certificate-Less Anonymous Authentication Key Negotiation Scheme

4.1. Design of the Scheme

The overall design diagram of the scheme is shown in Figure 1, including the key
generation center (KGC), the trusted center (TA), the Road Side Unit (RSU), and the on-
board unit (OBU). The brief description of the scheme is as follows.
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Figure 1. Design of the lightweight authentication key negotiation protocol based on certificate-less
aggregate signature in 5G Internet of Vehicles.

System initialization: KGC and TA generate the public parameters and public–private
key pairs of the system.

Generation of long-term pseudonym: The TA verifies the identity information of
OBUi and password PWi in the system, and outputs the long-term pseudonym PIDi of the
vehicle according to the identity information of the vehicle OBUi, and sends it to the vehicle
OBUi through a secure channel, and the vehicle OBUi stores the long-term pseudonym on
the smart card.

Generation of partial private key: The vehicle OBUi secretly sends the long-term
pseudonym to the KGC, and the KGC generates the partial private key pski of the vehicle,
and sends it to the TA and OBUi through a secure channel.

Generation of the vehicle public–private key pair: After the vehicle successfully
validates the partial private key, it combines this partial private key to generate the vehicle
public–private key pair.

Generation of short-term pseudonym: The vehicle generates a short-term pseudonym
LIDi based on the real identity OIDi and the long-term pseudonym PIDi.

Signature: OBUi use the partial private key generated by the KGC and the secret value
generated by itself to sign the message.

Single verification: The message recipient verifies the legitimacy of the signature on
the message, and if it is legal, it outputs as true.

Key negotiation: The vehicle OBUi negotiates a pair of safe and correct shared secret
values KUR and KRU with RSUi, and performs a calculation to obtain the shared session
key SK.

Aggregate signature: Aggregate the message signatures of the vehicle OBUi, OBUi,
. . ., OBUn and output the aggregate signature σ = R1, R2, . . ., Rn, τ.

Batch verification: Verify the legitimacy of the aggregate signature σ = R1, R2, . . ., Rn,
τ of the aggregated message M1, M2, . . ., Mn and if it is legal, it outputs as true.

A more detailed description will be given in Section 4.2.
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4.2. Description of the Scheme

This section will give a detailed description of the scheme. The lightweight authenti-
cation key negotiation protocol based on certificate-less aggregate signature includes the
Algorithms 1–9.

Algorithm 1. System initialization.

Both KGC and TA are the trusted third parties that generate the public parameters and the
public–private key pairs of the system. The system initialization algorithm is as follows:

1. TA constructs the elliptic curve G and the generator P on the elliptic curve.
2. TA constructs a random number α ∈ Z∗

q , calculates Tp = α·P, where TA secretly stores α as
its own master key.

3. KGC constructs a random number β ∈ Z∗
q , calculates Pp = β·P, where KGC secretly stores β

as its own master key.
4. Use α and β jointly to form the master key of the Internet of Vehicles system.
5. KGC selects hash functions H1, H2, H3, , H4, where H1 : {0, 1}∗ → Z∗

q ,
H2 : {0, 1}∗ × G × G → Z∗

q , H3 : G × {0, 1}∗ → {0, 1}∗ ,
H4 : G × G × {0, 1}∗ × G × G × G → Z∗

q , and TA and KGC publish the public parameter
p =

{
G, P, Pp, Tp, H1, H2, H3, H4

}
.

Algorithm 2. Long-term pseudonym generation.

The long-term pseudonym generation stage is divided into two parts; one part is for the TA
to verify the real identity of the vehicle, and the other part is for the TA to generate a long-term
pseudonym PIDi for the vehicle.

1. The vehicle inputs its real identity OIDi and password PWDi, takes Tp as the public key of
the encryption algorithm, and sends the encrypted identity information IDi and PWi to TA.
Then, TA decrypts it to obtain the real identity information of the vehicle and compares it
with the information in the vehicle list UL to verify the legitimacy. If it exists in the list and
the information is true, the vehicle can be regarded as a legitimate vehicle.

2. TA decrypts the information sent by vehicle OBUi to obtain the real identity of the vehicle
OIDi, selects a random number t ∈ Z∗

q , calculates the long-term pseudonym
PIDi = (t + αH1(OIDi))mod q, and stores it in the smart card, then distributes the smart
card to the vehicle.

Algorithm 3. Key generation.

KGC and OBUi perform the following operations to generate the public–private key pair of
the vehicle.

1. OBUi encrypts the long-term pseudonym with the public key Pp and transmits the
encrypted message to KGC.

2. KGC decrypts the message to obtain the long-term pseudonym of the vehicle; it should
verify whether the long-term pseudonym exists in the vehicle list UL. If the verification is
successful, KGC selects a random number ri ∈ Z∗

q , calculates Ri = ri · P,
hi = H2

(
PIDi‖Ri‖Pp

)
, si = (ri + hi·β) mod q, and generates the partial private key

pski = (si, Ri) of the vehicle OBUi.
3. KGC sends (OIDi, PIDi, pski) to TA through a secure channel, and TA stores it in the

vehicle list UL.
4. KGC sends the partial private key pski to the vehicle OBUi through a secure channel.
5. After the vehicle OBUi receives the partial private key, it first verifies whether

si·P = Ri + hi·Pp is established, to obtain the legitimacy of pski. If it is established, pski can
be regarded as the available partial private key.

6. OBUi selects a random number ai ∈ Z∗
q as the other partial private key of the vehicle, so the

public–private key pair of the vehicle is pki = ai·P, ski = (ai, pski).
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Algorithm 4. Short-term pseudonym generation.

OBUi generates the one-time short-term pseudonym LIDi using the real identity of the
vehicle and the long-term pseudonym according to the following steps. The short-term
pseudonym LIDi of the vehicle consists of two parts as follows.

1. The first part is LIDi
1. OBUi randomly selects δ ∈ Z∗

q , and calculates LIDi
1 = δ·P.

2. The second part is composed of the real identity of the vehicle, the long-term pseudonym,
the password, and the timestamp Ti. OBUi is calculated.

3. LIDi
2 = OIDi ⊕ H3

[(
δ·Tp

)‖PIDi‖Ti
∣∣∣∣H1(PWDi)

]
.

Therefore, the short-term pseudonym LIDi of the vehicle is as follows:

LIDi =
(

LIDi
1, LIDi

2, Ti

)
=

{
LIDi

1 = δ·P
LIDi

2 = OIDi ⊕ H3
[(

δ·Tp
)‖PIDi‖Ti

∣∣∣∣H1(PWDi)
] (1)

Algorithm 5. Signature generation.

OBUi constructs the signature of the vehicle according to the following steps and broadcasts
the signed message to all other members in the system.

1. OBUi randomly selects γi ∈ Z∗
q , and calculates Di = γi·P.

2. OBUi calculates wi = H4

(
Di, LIDi

1, LIDi
2, Tj, pki, Ri, Pp

)
,

vi = H4

(
mi, Di, LIDi

1, LIDi
2, Tj, pki, Ri, Pp

)
, τi = γi + vi(wi·ai + si) mod q.

3. OBUi constructs the signature of the vehicle, that is, the tuple σi = (Ri, Di, τi).

4. OBUi constructs the tuple Mi =
(

LIDi, pki, mi, hi, σi, Tj

)
, and broadcasts this tuple to all

other members in the Internet of Vehicles system.

Algorithm 6. Single verification.

After the message recipient (taking RSUi as an example) receives the signed message
broadcasted by OBUi, it verifies the signature. If the verification result is true, the identity of the
message sender is authenticated as legal; otherwise, the message sender is an illegal user.

1. RSUi verifies whether the timestamp Ti is valid, to ensure the freshness of the short-term
pseudonym LIDi of the vehicle OBUi.

2. RSUi verifies whether the timestamp Tj is valid. If it is invalid, the information will be
discarded directly. If it is valid, the subsequent steps will be carried out.

3. RSUi calculates w′
i = H4

(
Di, LIDi

1, LIDi
2, Tj, pki, Ri, Pp

)
,

v′i = H4

(
mi, Di, LIDi

1, LIDi
2, Tj, pki, Ri, Pp

)
.

4. RSUi verifies whether the equation τi·P = Di + v′i
(
w′

i ·pki + Ri + hi·Pp
)

is established. If it
is established, it is considered that the output is true and the vehicle’s identity is legal and
trustworthy; otherwise, the vehicle’s identity is illegal and untrustworthy. The correctness
proof is as follows:

τi · P = [γi + vi(wi · ai + si)] · P
= γi · P + vi(wi · ai + si) · P
= Di + vi(wi · ai · P + si · P)
= Di + vi(wi · pki + si · P)
= Di + vi[wi · pki + (ri + hi · β) · P]
= Di + vi[wi · pki + (ri · P + hi · β · P)]
= Di + vi

(
wi · pki + Ri + hi · Pp

)
(2)

If the information in the broadcast message Mi =
(

LIDi, pki, mi, hi, σi, Tj

)
has not been

modified, then w′
i = wi, v′i = vi, which means

Di + v′i
(
w′

i · pki + Ri + hi · Pp
)
= Di + vi

(
wi · pki + Ri + hi · Pp

)
= τi · P (3)
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Algorithm 7. Key negotiation.

In this section, the two communicating parties need to negotiate a same-session key (taking
the communication between OBUi and RSUi as an example). After the signature authentication,
the key negotiation scheme is designed, as shown in Figure 2.
As shown in Figure 2, OBUi and RSUi take the following steps to negotiate the same-session key:

1. OBUi selects a random number kU ∈ Z∗
q , calculates hU = H2(LIDU‖RU‖pkU),

TU = (kU · (aU + sUhU))P.
2. OBUi selects a random number kR ∈ Z∗

q , calculates hR = H2(IDR‖RR‖pkR),
TR = (kR · (aR + sRhR))P.

3. OBUi sends TU to RSUi, and at the same time, RSUi sends TR to OBUi.
4. After receiving TR, OBUi calculates the shared secret value KUR = (kU · (aU + sUhU))TR.
5. After receiving TU, RSUi calculates the shared secret value KRU = (kR · (aR + sRhR))TU.

Then, the same-session key can be calculated, respectively, by OBUi and RSUi , as follows:

SK = H4(LIDU , TU, TR, KUR) = H4(LIDU , TU, TR, KRU) (4)

The correctness analysis is as follows:

KUR = (kU · (aU + sUhU))TR
= (kU · (aU + sUhU))(kR · (aR + sRhR))P
= (kR · (aR + sRhR))(kU · (aU + sUhU) )P
= (kR · (aR + sRhR))TU

(5)

Algorithm 8. Aggregate signature.

When there are n messages in the system that need to be signed, the n signatures for these n
messages are aggregated by RSUi. The messages and signatures are M1, σ1 = (R1, Dn1, τ1),
M2, σ2 = (R2, D2, τ2). . ., Mn, σn = (Rn, Dn, τn), and the aggregated certificate-less signature is

σ = R1, D1, R2, D2, . . . , Rn, Dn, τ, where τ =
n
∑

i=1
τi.

Algorithm 9. Batch verification.

After the message recipient receives the aggregated certificate-less signature σ, it verifies the
aggregated signature. If the verification is passed, the aggregated signature is considered legal;
otherwise, it is not legal. The verification steps are as follows:

1. Calculate τ′ =
n
∑

i=1
τ′

i , and if τ′ = τ, then the aggregated signature is considered valid;

otherwise, the aggregated signature is invalid, and it will be discarded directly.
2. Calculate w′

i , v′i , i = 1, 2, . . . , n, by following the steps in Algorithm 6.
3. Verify the equation

τ′ ·P =
n

∑
i=1

Di +
n

∑
i=1

v′i
(
w′

i ·pki + Ri + hi·Pp
)

(6)

If it is established, the aggregated certificate-less signature is considered legal.

23



Electronics 2024, 13, 3288

Figure 2. Key negotiation stage.

5. Security Analysis and Proof

5.1. Security Analysis

This section will analyze whether the protocol proposed in this paper meets the
standard security objectives proposed in Section 3.1.

5.1.1. Anonymity of Vehicles

During communication, the vehicles need to conceal their initial real identities. When
a vehicle applies to the TA for a long-term pseudonym, it uses an encryption algorithm to
encrypt the real identity OIDi with the encryption key Tp. Therefore, the attacker cannot
calculate the real identity of the vehicle without knowing the master key α of the TA; the
TA calculates and distributes the long-term pseudonym PIDi = (t + αH1(OIDi))mod q.
Due to the one-way nature of the hash function and the fact that the attacker cannot obtain
the random number t, the attacker cannot calculate the real identity OIDi of the vehicle
through the long-term pseudonym PIDi, ensuring the anonymity of the real identity OIDi
of the vehicle. To further ensure the security of the vehicle’s identity, this paper introduces
the concept of a vehicle’s short-term pseudonym, so that the identity of the vehicle in the
communication process is sessionized, like the session key. The short-term pseudonym
consists of the real identity, long-term pseudonym and password of the vehicle, and a
timestamp, which can be calculated as

LIDi =
(

LIDi
1, LIDi

2, Ti

)
=

{
LIDi

1 = δ·P
LIDi

2 = OIDi ⊕ H3
[(

δ·Tp
)‖PIDi‖Ti

∣∣∣∣H1(PWDi)
] (7)

If the attacker wants to obtain the real identity of the vehicle, he needs to calculate the
equation OIDi = LIDi

2 ⊕ H3
[(

δ·Tp
)‖PIDi‖Ti

∣∣∣∣H1(PWDi)
]
. However, the attacker cannot

obtain δ; even if he obtains the smart card which stores the long-term pseudonym of the
vehicle, he cannot obtain the password of the vehicle, so the attacker cannot calculate the
result of this equation and thus cannot obtain the real identity OIDi, that is, the anonymity
of the vehicle can be ensured.

5.1.2. Traceability and Revocability

TA usually stores and maintains the vehicle list UL, so when a vehicle has a dispute or
other untrusted behavior during the communication process, TA can compare the suspect
identity information and long-term or short-term pseudonym with the vehicle list UL, and
then it can calculate OIDi = LIDi

2 ⊕ H3
[(

α·LIDi
1
)‖PIDi‖Ti

∣∣∣∣H1(PWDi)
]

to trace the real
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identity and legality of this disputed vehicle; thus, the user behavior can be traced and
verified in the Internet of Vehicles system. And the illegal vehicles will be revoked from the
vehicle list. Therefore, this protocol can guarantee the traceability and revocability of the
Internet of Vehicles system.

5.1.3. Effective Message Authentication

All of the communication entities in the RSUi or domain of RSUi can verify the
legitimacy of the message mi by validating the pseudonym LIDi, signature σi, and other
information of the vehicle OBUi.

In the Internet of Vehicles system, if the vehicle OBUi wants to communicate with
other entities, it first needs to be verified by the TA. Then, the TA will distribute a long-term
pseudonym PIDi to the vehicle OBUi, and at the same time, the TA will also save the
OBUi to the vehicle list UL. Therefore, it can ensure that the attacker cannot attack the
real identity of the vehicle during the communication process. Then, the vehicle can use
its short-term pseudonym LIDi, which is composed of the real identity OIDi, long-term
pseudonym PIDi, timestamp, and password, to interact with other communication entities.
After the message recipient receives the message, it should first check the timestamp. If
the time has expired, the message will be discarded; otherwise, it then checks whether
the equation τi·P = Di + v′i

(
w′

i ·pki + Ri + hi·Pp
)

holds. If it holds, it can be considered
that the signature is authenticated, and the message sender can be recognized as a legal
user. If it does not hold, then it is considered that the message sender is illegal, and the
message will be discarded. Therefore, the protocol designed in this paper can complete the
authentication in terms of timeliness and integrity.

5.1.4. Unlinkability

In the certificate-less authentication scheme proposed in this paper, by constructing
different random numbers t, δ, the real identity OIDi of the vehicle is hidden during the
communication with the long-term pseudonym PIDi and the short-term pseudonym LIDi.
The existence of the random numbers t, δ reduces the correlation between the long-term
pseudonym PIDi and the short-term pseudonym LIDi, and the attacker cannot obtain one
pseudonym through linking another pseudonym. Therefore, the protocol in this section
can meet the unlinkability requirement of the Internet of Vehicles system.

5.1.5. Forward Security and Backward Security

The attacker may intercept the signature σi = (Ri, Di, τi) of the vehicle OBUi, where
τi = γi + vi(wi·ai + si) modq, and γi is randomly selected, so the attacker cannot obtain
the previous and future signatures through the signature currently obtained. In addition,
for the session key SK = H4(LIDU , TU, TR, KUR) = H4(LIDU , TU, TR, KRU), due to the
existence of the random numbers kU , kR and the one-way nature of the hash function,
the attacker also cannot obtain the previous and future session keys by using the current
session key. Therefore, the proposed authentication key agreement scheme in this section
satisfies the requirements for forward security and backward security.

5.1.6. Ability to Resist Attacks

The following analysis shows the proposed scheme’s ability to resist regular attacks
against the authentication key negotiation protocol.

1. Replay attack: In the authentication key agreement scheme designed in this section, a
timestamp is introduced. During each authentication, the validity of the timestamp is
first checked, and if it is valid, the subsequent steps will be carried out; otherwise, this
message will be discarded. In this scheme, two timestamps need to be added. The
first timestamp is added when generating the short-term pseudonym of the vehicle
OBUi, to ensure the timeliness of the short-term pseudonym. The second timestamp
is added when broadcasting the message Mi =

(
LIDi, pki, mi, hi, σi, Tj

)
, to ensure the

timeliness of the broadcast message. The introduction of timestamps can effectively
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prevent the attacker from repeatedly sending the messages of the two communication
parties in the channel and prevent the attacker from obtaining the secret information
he expected. Therefore, the authentication key agreement protocol in this article can
effectively resist replay attacks.

2. Man-in-the-middle attack: This protocol adopts a certificate-less authentication method,
relying on the difficult problem of ECDLP. The adversary cannot completely simulate a
vehicle to generate message

{
LIDi, pki, mi, hi, σi, Tj

}
as a middleman, and the vehicle

uses the public parameters published by the trusted party in the communication
process, so there is no opportunity for a middleman to deceive the communication
participants. Therefore, this scheme can resist man-in-the-middle attacks.

3. Tampering attack: In this scheme, the message
{

LIDi, pki, mi, hi, σi, Tj
}

broadcasted
by OBUi is signed, where σi is the digital signature, which can ensure the integrity
of the message. At the same time, this scheme has a traceability mechanism for
suspicious information and identities. When the attacker tampers with the message in
the communication channel, the traceability of the user identity can help to discover
whether the information has been tampered with by the attacker. Therefore, the
authentication scheme proposed in this article can resist tampering attacks.

4. Simulation attack: In the simulation attack, the attacker may imitate the structure
of the pseudonym to disguise himself as a legitimate vehicle. However, under the
assumption of ECDLP, the attacker cannot obtain the master key, which is protected
by the trusted part, so he cannot forge a standardized pseudonym. Therefore, this
scheme has the ability to resist simulation attacks.

5. Eavesdropping attack: Though malicious eavesdropping attacks on the Internet of
Vehicles system are continuous and the occurrence of the eavesdropping behavior
cannot be prevented, the proposed authentication key agreement scheme uses a
secure channel or encryption to protect the secret information, and the session key
negotiated will play an encryption role when the communication entities conduct
dialogue interaction. Therefore, this scheme can prevent malicious attackers from
obtaining confidential information and user privacy through eavesdropping.

5.2. Security Proof

This section will formally prove that the proposed scheme is secure under the security
model in Section 3.2 and the assumption that the Elliptic Curve Discrete Logarithm Problem
(ECDLP) is difficult to resolve.

Definition 1. If two types of adversaries AI and AII win the game with a non-negligible probability
in polynomial time to solve the ECDLP, then this scheme satisfies nonforgeability in the random
oracle model and is computationally secure.

Theorem 1. In a probabilistic polynomial time, assuming that the adversary AI performs the game
for time t, performs Q(h) hash queries, Q(sk) partial private key extraction queries, Q(pk) partial
private key extraction queries, and Q(σ) signature queries, and finally forges a legal signature with
an advantage as ε, then within time t′ ≤ t +O(Q(1) + Q(3) + (Q(2) + Q(4) + Q(sk) + Q(pk)
+Q(σ))ts), the adversary needs to solve the difficult ECDLP problem with a probability not lower

than ε
Q(sk)

(
1 − 1

Q(sk)

)Q(sk)
, where ts represents the operation time of a scalar multiplication on

the elliptic curve group G.

Proof of Theorem 1. The outline of the proof is shown in Figure 3. The specific derivation
process is as follows:
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Figure 3. Outline of proof of Theorem 1.

Construct P, Q = aP, where a is a randomly selected number, a ∈ Z∗
q , and P is a

generator on the elliptic curve G. According to the assumption of the ECDLP, the challenger
C needs to find a in order to solve the ECDLP.

1. Initialization stage: The challenger C initializes the system parameters and sends them to
the adversary, and the challenger C randomly selects an identity ID′ as its challenge iden-
tity in this game, and the system parameters are p =

{
G, P, Pp = Q, Tp, H1, H2, H3, H4

}
.

2. Query stage: The adversary AI will perform the following random oracle queries.

• H1 query: When the adversary AI queries this oracle, the challenger records the
interaction between the adversary AI and the challenger C in the list
L1 = (IDi, H1(IDi)). When the challenger C finds the corresponding record
in the list L1, it returns H1(IDi) to the adversary AI; otherwise, it randomly
selects H1(IDi) ∈ Z∗

q and gives it to the adversary AI, and adds (IDi, H1(IDi))
to the list L1.

• H2 query: When the adversary L1 queries this oracle, the challenger records the in-
teraction between the adversary AI and the challenger C in the list
L2 =

(
PIDi

∣∣∣∣Ri
∣∣∣∣Pp, ri

)
. When the challenger C finds the corresponding record

in the list L2, it returns ri to the adversary AI; otherwise, it randomly selects
ri ∈ Z∗

q and gives it to the adversary AI, and adds (PIDi||Ri ||Pp, ri
)

to the
list L2.

• H3 query: When the adversary AI queries this oracle, the challenger records the
interaction between the adversary AI and the challenger C in the list
L3 =

((
δ·Tp

)‖PIDi‖Ti
∣∣∣∣H1(PWDi), ui

)
. When the challenger C finds the cor-

responding record in the list L3, it returns ui to the adversary AI; otherwise, it ran-
domly selects ui ∈ Z∗

q and gives it to the adversary AI, and adds((
δ·Tp

)‖PIDi‖Ti
∣∣∣∣H1(PWDi), ui

)
to the list L3.

• H4 query: When the adversary AI queries this oracle, the challenger records the
interaction between the adversary AI and the challenger C in the list
L4 =

(
Di‖ LIDi

1‖ LIDi
2‖Tj‖pki‖Ri‖Pp, li

)
. When the challenger C finds the

corresponding record in the list L4, it returns li to the adversary AI; other-
wise, it randomly selects li ∈ Z∗

q and gives it to the adversary AI, and adds(
Di‖ LIDi

1‖ LIDi
2‖Tj‖pki‖Ri‖Pp, li

)
to the list L4.
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• Partial private key extraction query: When the adversary AI queries this ora-
cle, the challenger records the interaction between the adversary AI and the
challenger C in the list Lsk = (PIDi, pski). When the challenger C finds the
corresponding record in the list Lsk, it returns li to the adversary AI; otherwise, if
PIDi 
= PID′

i , it randomly selects pski ∈ Z∗
q and gives it to the adversary AI, and

adds (PIDi, pski) to the list Lsk, and if PIDi = PID′
i , the game ends.

• Public key extraction query: When the adversary AI queries this oracle, the chal-
lenger records the interaction between the adversary AI and the challenger
C in the list Lpk = (PIDi, ai, pki). When the challenger C finds the corre-
sponding record in the list Lpk, it returns pki to the adversary AI; otherwise, if
PIDi 
= PID′

i , it randomly selects ai ∈ Z∗
q and gives it to the adversary AI, and adds(

Di‖ LIDi
1‖ LIDi

2‖Tj‖pki‖Ri‖Pp
)

and (PIDi, ai, pki) to Lsk and Lpk, respectively.
• Secret value extraction query: When the adversary AI queries this oracle, if

PIDi = PID′
i , the challenger C quits and ends the game; otherwise, if there

is a record (PIDi, ai, pki), the challenger C returns ai to the adversary AI, and
otherwise, the challenger C adds the record (ai, pki) to the list Lpk and returns ai
to the adversary AI.

• Signature query: When the adversary AI queries this oracle, the challenger
C obtains H1(PIDi), H2

(
PIDi

∣∣∣∣Ri
∣∣∣∣Pp

)
, H3

((
δ·Tp

)‖PIDi‖Ti
∣∣∣∣H1(PWDi)

)
,

H4
(

Di‖ LIDi
1‖ LIDi

2‖Tj‖pki‖Ri‖Pp
)

from the lists L1, L2, L3, L4, respectively.
If PIDi 
= PID′

i , the challenger C outputs the signature σi corresponding to the
message mi and returns it to the adversary AI; otherwise, it calculates Di = γi·P,
wi = H4

(
Di, LIDi

1, LIDi
2, Tj, pki, Ri, Pp

)
, vi = H4

(
mi, Di, LIDi

1, LIDi
2, Tj, pki, Ri, Pp

)
,

τi = γi + vi(wi·ai + si) mod q, and returns the correct signature σi = (Ri, Di, τi)
of the message mi to the adversary AI.

3. Forgery stage: After the adversary AI completes the above queries, it outputs a forged
signature. If PIDi = PID′

i , the challenger C ends the game; otherwise, if the adversary
wants to win the game, it needs to find out the corresponding signature information
from the information obtained from the queries, and it needs to make the equation
τi·P = Di + v′i

(
w′

i ·pki + Ri + hi·Pp
)

hold.

According to the forking lemma [25], the adversary AI also needs to obtain two other
valid signatures σ

(λ)
i , (λ = 2, 3), and all three signatures need to make the equation

τi·P = Di + v′i
(
w′

i ·pki + Ri + hi·Pp
)

hold. Since there is pki = ai·P, Pp = β·P, Di = γi·P,
then τλ

i ·P = Di + v′i
(
w′

i ·pkλ
i + Ri + hi·Pp

)
, λ = 1, 2, 3.

The challenger C needs to solve this linearly independent equation and output a as
the solution to the ECDLP.

In the partial private key extraction stage, the challenger C has a probability of at least(
1 − 1

Q(sk)

)Q(sk)
to not abandon the operation, and in the forgery stage, the challenger C

has a probability of at least 1
Q(sk) to not abandon the operation. Therefore, the challenger C

successfully solves the ECDLP within time t′ ≤ t+O(Q(1) + Q(3)+(Q(2) + Q(4) + Q(sk)

+Q(pk) + Q(σ))ts) with a probability of at least ε
Q(sk)

(
1 − 1

Q(sk)

)Q(sk)
. Since the adversary

AI cannot win the game with a negligible probability in polynomial time, then this scheme
has nonforgeability security in the random oracle model. �

The proof is completed.

Theorem 2. In a probabilistic polynomial time, assuming that the adversary AII performs the game
for time t, performs Q(h) hash queries, Q(x) secret value extraction queries, Q(pk) partial private
key extraction queries, and Q(σ) signature queries, and finally forges a legal signature with an
advantage as ε, then within time t′ ≤ t+O(Q(1) +Q(3) + (Q(2) + Q(4) + Q(pk) + Q(σ))ts),
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the adversary needs to solve the ECDLP with a probability not lower than ε
Q(pk)

(
1 − 1

Q(pk)

)Q(pk)+Q(x)
,

where ts represents the operation time of a scalar multiplication on the elliptic curve group G.

Proof of Theorem 2. The proof process is similar to that of Theorem 1, but the adversary
AII does not have the ability to perform partial private key extraction queries, and this will
not be elaborated here. �

6. Discussion of Performance

This section will conduct a performance comparison and analysis of the proposed au-
thenticated key agreement scheme in this paper from the aspects of security, computational
overhead, and communication overhead.

6.1. Security Comparison

The following part will compare the protocol in this paper with the protocols proposed
in other studies from the perspective of security. Table 1 shows the comparison results
of this scheme and other similar schemes [15–18] in terms of anonymity, traceability and
revocability, identity privacy, message authenticity, unlinkability, resistance to man-in-
the-middle attack, resistance to replay attack, resistance to simulation attack, key escrow
resilience [26], and batch verification.

The security comparison is shown in Table 1. The aggregate signature scheme pro-
posed in [16] does not have anonymity, for the real identity of the vehicle is used in the
authentication process. And it is proved in [17] that the scheme in [16] cannot resist replay
attack and simulation attack, with relatively low security. These drawbacks make it unsuit-
able for large-scale IoV networks with high complexity and uncertainty. The scheme in [17]
has been greatly improved compared to [16]; it possesses higher security for its identity
anonymity in the authentication and the ability to resist simulation attack, but it still cannot
resist replay attack, for it does not include a timestamp in the signature message. The
scheme in [18] introduces a timestamp to resist replay attack, but it is constructed by using
identity-based cryptography, and all user keys are generated by a third party, which will
lead to a key escrow problem; this drawback makes it unsuitable for large-scale 5G IoV
networks. The scheme proposed in [15] stores the vehicle’s real identity and password in
an anti-tampering smart card, which is costly. Furthermore, once the smart card is lost, the
user’s identity will be exposed. At the same time, when the trusted authority calculates
the user’s long-term fake identity, it does not use its own master key, which means that
the malicious user without the trusted authority’s master key can simulate and forge the
long-term fake identity of the vehicle. In addition, when the KGC generates a partial
private key for the user, it does not use a one-time random number, so attackers can analyze
the historical and future values of the partial private key for the vehicle based on the
obtained partial private key value, that is, the scheme proposed in [15] does not meet the
requirement of forward security and backward security. According to the security analysis
and proof in Section 5, the authenticated key agreement scheme proposed in this paper can
solve the security problems in [15–18] and can resist more types of attacks. Vehicle users
also do not need to use expensive anti-tampering devices. Even if the smart card is lost, as
previously analyzed, the attacker cannot calculate the vehicle’s real identity OIDi through
the long-term pseudonym PIDi stored in the smart card. Therefore, the scheme can ensure
the anonymity of the vehicle’s real identity OIDi and has stronger security.
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6.2. Computational Overhead Comparison

To analyze the computational overhead of the scheme, we define Tbp as the execution
time of a bilinear operation, Tem as the execution time of a point multiplication operation
on ECC, and Tea as the execution time of a point addition operation on ECC. For the
simulations, a PC with Inter Core i7-10710CPU and 16 GB of DDR3 memory was employed,
and algorithms were chosen from MIRACL cryptographic library. The simulation steps
are as follows. Construct elliptic curve E : y2 = x3 + x(modp1) and E : y2 = x3 + ax +
b(modp), where the lengths of integers p1 and p are 64 bytes and 20 bytes, respectively,
G1 is a cyclic subgroup of elliptic curve E, and G is a cyclic subgroup of elliptic curve E.
Perform the bilinear pair operation e: G1 × G1 → GT, point multiplication operation, and
point addition operation on the cyclic group G, with an average of 5000 executions for
each operation. The simulation results show that Tbp is approximately equal to 9.15 ms,
Tem is approximately equal to 5.69 ms, and Tea is approximately equal to 0.01 ms. Since
the time consumption of hash function operation and modular multiplication operation is
significantly lower than that of bilinear operation and point multiplication operation on
ECC, they are not discussed in the comparison range of the computational overhead of
the scheme. The comparison of the computational overhead of this scheme and similar
schemes is shown in Table 2.

Table 2. Computational overhead comparison.

Scheme Sign/ms Verify/ms Total/ms

Scheme in [15] Tea 4Tem + 2Tea 5Tem + 2Tea
Scheme in [16] 4Tem + 2Tea 3Tem + Tea + 3Tbp 7Tem + 3Tea + 3Tbp
Scheme in [17] 3Tem + 2Tea 3Tem + 2Tea 6Tem + 4Tea
Scheme in [18] 3Tem + Tea 3Tem + 2Tea 7Tem + 4Tea

This paper’s scheme Tea 4Tem + 3Tea 5Tem + 3Tea

The calculation overhead of each scheme is presented in Table 2, covering the execution
time in the signature stage and the verification stage, as well as the total execution time.
The time unit is ms. As shown in Table 2, this scheme does not utilize the bilinear operation.
Instead, it employs point multiplication and point addition operations on the elliptic curve,
which have a smaller computational overhead. In the signature process, the vehicle only
employs one elliptic curve point multiplication operation. This is highly suitable for the
vehicle end with limited computing power to generate signatures, and this relatively low
calculation cost enables the scheme to be applicable in large-scale deployment environments
with numerous vehicles. In the verification stage, this scheme also has a relatively smaller
computational overhead compared with [16–18]. Although it performs one more elliptic
curve point addition operation in the verification stage compared with the scheme in [15],
this scheme has better security than the scheme in [15], and the time consumption of
one point addition operation is significantly lower than that of one point multiplication
operation, so the impact on the operational efficiency of the scheme is minor. Meanwhile,
the processes of aggregate signature and batch verification enhance the overall efficiency
of the scheme. Therefore, this scheme is more appropriate for the large-scale 5G vehicle
network than other similar schemes. Figure 4 shows the comparison of the operation time
of this scheme and similar schemes.
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Figure 4. Operation time comparison [15–18].

6.3. Communication Overhead Comparison

This section will compare the scheme in this paper with other similar certificate-
less aggregation schemes [15–18] from the perspective of communication overhead. The
comparison contents include the signature length of a single message and the length of the
broadcast message Mi minus the message mi. Elliptic curves E and E are constructed. The
element |G1| in the bilinear mapping group E has a length of 128 bytes, and the integer
has a length of 64 bytes. The element |G| in the group E has a length of 40 bytes, and the
integer has a length of 20 bytes. The comparison of communication overhead with other
schemes is shown in Table 3.

Table 3. Communication overhead comparison.

Scheme Length of Signature Length of Broadcast Message

Scheme in [15] 60 Bytes 188 Bytes
Scheme in [16] 272 Bytes 272 Bytes
Scheme in [17] 120 Bytes 300 Bytes
Scheme in [18] 100 Bytes 248 Bytes

This paper’s scheme 100 Bytes 228 Bytes

In the proposed scheme, the broadcast message Mi =
(

FIDi, pki, mi, hi, σi, Tj
)
, where

the short-term pseudonym LIDi has a length of |G|+
∣∣∣Z∗

q

∣∣∣+ |T| = 64Bytes, the public key

pki has a length of |G| = 40Bytes, hi has a length of
∣∣∣Z∗

q

∣∣∣ = 20Bytes, the timestamp Tj has

a length of |T| = 4Bytes, the signature σi has a length of 2|G|+
∣∣∣Z∗

q

∣∣∣ = 100Bytes, and the

length of the broadcast message is 4|G|+ 3
∣∣∣Z∗

q

∣∣∣+ 2|T| = 228Bytes.
Using the same method, we can calculate the communication overhead of the schemes

in [15–18]:
In the scheme proposed in [15], the broadcast message Mi =

(
mi, σi, QIDi, FIDi, Vpubi

, Tj

)
,

where the long-term pseudonym QIDi has a length of
∣∣∣Z∗

q

∣∣∣ = 20Bytes, the short-term

pseudonym FIDi has a length of |G|+
∣∣∣Z∗

q

∣∣∣+ |T| = 64Bytes, the public key Vpubi
has a length

of |G| = 40Bytes, the timestamp Tj has a length of |T| = 4Bytes, the signature σi has a length

of |G|+
∣∣∣Z∗

q

∣∣∣ = 60Bytes, and the broadcast message length is 3|G|+ 3
∣∣∣Z∗

q

∣∣∣+ 2|T| = 188Bytes.
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For the broadcast message Mi = (mi, σi) in the scheme of [16], only the signature σi is
included, and its length is 2|G|+ |G1|+

∣∣∣Z∗
q

∣∣∣ = 272Bytes, then the length of the broadcast
message is also 272 bytes.

In the scheme of [17], the broadcast message Mi includes the pseudonym AIDi,
the user’s public key SPKAIDi , the signature σi, where the pseudonym has a length of

|G|+
∣∣∣Z∗

q

∣∣∣ = 60Bytes, the user’s public key has a length of 3|G| = 120Bytes, the signature

has a length of |G|+ 4
∣∣∣Z∗

q

∣∣∣ = 120Bytes, then the total length of the broadcast message is

5|G|+ 5
∣∣∣Z∗

q

∣∣∣ = 300Bytes.
In the scheme of [18], the broadcast message Mi includes the signature σi, the times-

tamp TS, the fake identity PID, the secret value Qi, the public key PKVi , where the signature

σi has a length of |G|+ 3
∣∣∣Z∗

q

∣∣∣ = 100Bytes, the timestamp TS has a length of |T| = 4Bytes,

the fake identity PID has a length of |G|+
∣∣∣Z∗

q

∣∣∣+ |T| = 64Bytes, the secret value Qi has
a length of |G| = 40Bytes, the public key PKVi has a length of |G| = 40Bytes, so the total

length of the broadcast message is 4|G|+ 4
∣∣∣Z∗

q

∣∣∣+ 2|T| = 248Bytes.
Figure 5 shows the comparison of communication overhead. It can be observed that

the proposed scheme has a lower communication overhead than the similar schemes
in [16–18], and it is slightly higher than the scheme in [15], but it has higher security.
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Figure 5. Communication overhead comparison [15–18].

7. Conclusions

In this paper, an anonymous authentication key negotiation scheme for 5G vehicle net-
works is proposed based on certificate-less aggregate signature. Two types of pseudonyms,
namely long-term and short-term ones, are constructed to conceal the real identity of
vehicles. Meanwhile, the partial private key of the vehicle is generated and distributed
according to the long-term pseudonym to solve the problem of key escrow. Through
security and performance analysis and verification, it is shown that the proposed scheme in
this paper is provably secure under the random oracle model and meets the characteristics
of anonymity, traceability and revocability, identity privacy, etc. Additionally, it can resist
simulation attacks, man-in-the-middle attacks, and smart card loss attacks. Compared with
similar schemes, it possesses stronger security and better computing efficiency and com-
munication efficiency, making it more suitable for application in the 5G vehicle network.
In future work, we will focus on potential extensions of the scheme, such as adaptations
for different IoV environments, integration with emerging technologies like Blockchain,
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and further discuss the practical implementation challenges and potential deployment
scenarios in real-world IoV systems.
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Abstract: The widespread adoption of encrypted communication protocols has significantly enhanced
network security and user privacy, simultaneously elevating the importance of encrypted traffic
analysis across various domains, including network anomaly detection. The Transport Layer Security
(TLS) 1.3 protocol, introduced in 2018, has gained rapid popularity due to its enhanced security
features and improved performance. However, TLS 1.3’s security enhancements, such as encrypting
more of the handshake process, present unprecedented challenges for encrypted traffic analysis,
rendering traditional methods designed for TLS 1.2 and earlier versions ineffective and necessitating
the development of novel analytical techniques. This comprehensive survey provides a thorough
review of the latest advancements in TLS 1.3 traffic analysis. First, we examine the impact of TLS
1.3’s new features, including Encrypted ClientHello (ECH), 0-RTT session resumption, and Perfect
Forward Secrecy (PFS), on existing traffic analysis techniques. We then present a systematic overview
of state-of-the-art methods for analyzing TLS 1.3 traffic, encompassing middlebox-based interception,
searchable encryption, and machine learning-based approaches. For each method, we provide a
critical analysis of its advantages, limitations, and applicable scenarios. Furthermore, we compile
and review key datasets utilized in machine learning-based TLS 1.3 traffic analysis research. Finally,
we discuss the main challenges and potential future research directions for TLS 1.3 traffic analysis.
Given that TLS 1.3 is still in the early stages of widespread deployment, research in this field remains
nascent. This survey aims to provide researchers and practitioners with a comprehensive reference,
facilitating the development of more effective TLS 1.3 traffic analysis techniques that balance network
security requirements with user privacy protection.

Keywords: TLS 1.3; encrypted traffic analysis; machine learning; interception techniques; searchable
encryption

1. Introduction

With the rapid development of the Internet, encrypted communication protocols have
become crucial in safeguarding network communication security. According to Google’s
Transparency Report from April 2024 [1], 94% of traffic across all Google products and
services, as well as web pages loaded via HTTPS in the Chrome browser (Windows system),
is encrypted. Since its inception in 1999, the Transport Layer Security (TLS) protocol [2],
the most widely used secure transmission protocol, has undergone multiple iterations
and improvements. Notably, TLS 1.3, released in August 2018 [3], with enhanced security,
higher performance, and greater flexibility, has garnered widespread attention and rapid
adoption in both academia and the industry. According to the latest statistics from Qualys
SSL Labs [4], as of May 2024, 70.1% of websites surveyed by SSL Labs support TLS 1.3,
and this proportion is continuing to rise. It is foreseeable that TLS 1.3 will become the de
facto standard for Internet communication encryption in the coming years.

However, the widespread adoption of TLS 1.3 presents new challenges for network
traffic analysis. Compared to its predecessor, TLS 1.2 [5], TLS 1.3 introduces significant
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protocol design improvements and new features, making traditional traffic analysis meth-
ods based on TLS 1.2 and earlier versions difficult to apply directly. For instance, existing
machine learning-based TLS 1.2 traffic classification methods primarily rely on plaintext
features from the handshake phase, such as packet length and sequence patterns. Due to
TLS 1.3’s reduction in handshake round trips, the observed packet length sequences and
traffic characteristics during the handshake phase have changed. This change leads to a
decrease in the effectiveness of classification methods based on packet length sequences
when distinguishing between different sessions or applications, necessitating adjustments
to accommodate new patterns in TLS 1.3 traffic, as demonstrated by recent studies [6].
Additionally, TLS 1.3 enhances privacy protection by strengthening encryption during the
handshake process, significantly reducing the plaintext information available during this
phase. The Encrypted Server Name Indication (Encrypted SNI) extension further limits
traffic analysis visibility, objectively restricting the effectiveness of traditional traffic analy-
sis methods. Recent research [7] indicates that, to maintain high classification performance
in TLS 1.3, existing models require corresponding adjustments. This includes re-selecting
and extracting new features applicable to TLS 1.3, such as changes in traffic patterns caused
by 0-RTT session resumption, and enhancing the feature extraction capabilities of models
using time series analysis and deep learning techniques. Moreover, retraining models
to encompass TLS 1.3-specific traffic characteristics is also a crucial step in improving
classification performance.

In light of the pervasive adoption of TLS 1.3 and its significant impact on traffic
characteristics, it is crucial to assess and improve the applicability of existing TLS 1.2 traffic
analysis methods in the TLS 1.3 environment. On the one hand, security threats such as
malware and botnets are actively utilizing TLS 1.3 to evade detection, making the analysis
and identification of their traffic behavior urgent. On the other hand, network operators
and service providers still need to legally and compliantly identify and manage TLS 1.3
traffic to achieve network optimization and anomaly diagnosis. Additionally, in specific
fields such as cybercrime investigation and national security, there remains a need for the
compliant analysis of TLS 1.3 traffic. Therefore, researching new traffic analysis methods
and techniques for TLS 1.3 is not only a frontier topic in academic research but also has
broad application prospects and practical relevance.

In response to the challenges posed by TLS 1.3, the academic community has con-
ducted extensive and in-depth research. This paper not only deeply analyzes the new
features introduced by TLS 1.3 and their impact on traffic analysis but also systematically
reviews the latest achievements in TLS 1.3 traffic analysis to support future research.

1.1. Data Sources and Methodology of Study

In this survey, we systematically reviewed literature relevant to TLS 1.3 traffic anal-
ysis. We conducted comprehensive searches across major academic databases such as
IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and Google Scholar. Our
search employed a range of keywords including “TLS”, “TLS 1.3”, “TLS-1.3”, “network
traffic”, “encrypted traffic”, “traffic analysis”, “traffic classification”, “machine learning”,
“middleboxes”, and “searchable encryption”. Although our primary focus was on publica-
tions from 2018 onwards—postdating the release of TLS 1.3—we also included seminal
works from earlier years that remain relevant. Recognizing that some papers do not ex-
plicitly mention “TLS 1.3” but offer applicable methodologies (e.g., searchable encryption),
we included these studies in our review. Additionally, we explored Internet standards
repositories for relevant technical standards related to TLS.

In total, we collected 223 documents comprising papers, websites, technical standards,
and other resources. After filtering out those not directly relevant to our study’s focus,
approximately 120 references were incorporated into our paper. For a detailed evaluation of
TLS 1.3 traffic analysis techniques’ progress, we prioritized high-impact papers published
in leading conferences and journals, ultimately selecting 37 papers for in-depth assessment.
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By detailing our data sources and methodology, we aim to provide transparency in
our research process and facilitate reproducibility for future studies.

1.2. Differences from Existing Surveys

As early as 2015, Velan et al. [8] conducted a systematic review of methods for en-
crypted traffic analysis. Since then, extensive research has been conducted in this field by
scholars. In this survey, we present existing research on encrypted traffic analysis, with a
primary focus on TLS 1.3 traffic analysis techniques.

Table 1 compares this study with other surveys on encrypted traffic analysis. Recent
studies have provided comprehensive surveys on encrypted traffic analysis [9–12], covering
techniques and applications such as machine learning and deep learning. Some researchers
have concentrated on the application of deep learning in anomaly detection [13] and
network attack detection [14]. With the emergence of new network architectures and
application scenarios, researchers have started investigating encrypted traffic analysis in
fields such as mobile applications [15–17], the Internet of Things (IoT) [18], and Software-
Defined Networking (SDN) [19]. Poh et al. [20] focused on privacy protection issues and
surveyed techniques for privacy-preserving encrypted traffic inspection. In the field of TLS-
encrypted traffic analysis, Oh et al. [21] investigated various techniques for detecting TLS
1.2-encrypted malicious traffic in Security Operations Center (SOC) scenarios. Although de
Carnavalet et al. [22] studied TLS 1.3 and earlier versions, their work primarily focused on
surveying and analyzing interception mechanisms and motivations, lacking investigation
into other traffic analysis techniques. This paper aims to comprehensively review the
research progress in TLS 1.3 traffic analysis techniques, discuss the applicability and
limitations of existing methods, and explore future research directions.

Table 1. Differences between existing encrypted traffic analysis surveys and this survey.

Encryption
Survey Year

Protocol
Domain Contributions

[8] 2015 Various ETC Summarized methods for ETC and analysis

[9] 2019 Various ETC Overviewed the application of DL in ETC tasks

[10] 2019 Various NTC
Systematically reviewed the process of using ML
techniques for TC

[13] 2019 Various NAD1
Summarized various methods for NAD1 using
DL techniques

[15] 2019 Various Mobile
Extensively surveyed the application of DL
techniques in Mobile

[16] 2019 Various Mobile ETC
Evaluated the performance of DL in Mobile ETC
tasks through experiments

[19] 2019 Various
SDN network

intrusion detection
Investigated the current state of research on
intrusion detection using ML methods in SDNs

[17] 2020 Various Mobile ETC
Proposed a general framework for evaluating the
effectiveness of DL in mobile ETC

[18] 2020 Various IoT-TC
Reviewed various techniques and methods for
IoT-TC

[11] 2021 Various ETA
Comprehensive review of ETA research progress
from application, technology, and countermeasure
perspectives

[20] 2021 Various
Privacy

protection
Investigated various privacy-preserving techniques
for ETA over network middleboxes

[12] 2022 Various ETA
Thoroughly reviewed various methods for ETA
using ML techniques
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Table 1. Cont.

Encryption
Survey Year

Protocol
Domain Contributions

[21] 2022 TLS 1.2 Malicious ETA
Specifically surveyed various analysis techniques
for detecting TLS malicious traffic in SOC scenarios

[14] 2023 Various NAD2 Reviewed and analyzed DL-based NAD2 techniques

[22] 2023 TLS
Interception
Technology

Discusses the implementation methods and underlying
motivations of various TLS interception mechanisms

Ours 2024 TLS 1.3 ETA
Surveyed the latest advancements in ML-based TLS 1.3
traffic analysis techniques

Note 1: NTC denotes Network Traffic Classification. ETA denotes encrypted traffic analysis. ETC denotes
encrypted traffic classification. NAD1 denotes network anomaly detection. NAD2 denotes network
attack detection. Mobile denotes Mobile and Wireless Networks. TC represents traffic classification.
ML represents machine learning and DL represents deep learning. Note 2: In this survey, we
distinguish between ETA and ETC. ETA encompasses a wide range of techniques and applications for
analyzing encrypted traffic, including traffic characterization, anomaly detection, and performance
analysis. ETC, on the other hand, is a subset of ETA that specifically deals with categorizing encrypted
traffic into predefined classes, such as application types or protocols.

1.3. Research Objectives and Contributions of This Paper

This paper aims to address the significant challenges posed by the adoption of TLS
1.3, focusing on several key research questions.

• What improvements does TLS 1.3 have compared to previous versions? What chal-
lenges do these changes pose to traditional traffic analysis methods?
This question aims to identify specific features of TLS 1.3 that complicate existing
analysis techniques and require new approaches.

• What are the main categories of current TLS 1.3 traffic analysis techniques? What
are the latest advancements in these methods? How applicable and limited are these
methods?
By exploring this question, we aim to provide a comprehensive overview of current
methodologies and their effectiveness in handling TLS 1.3 traffic.

• In studies using machine learning methods to analyze TLS 1.3 traffic, what TLS 1.3
datasets are currently available? What is the quality of these datasets?
This question aims to summarize the main datasets used in the field of TLS 1.3 traffic
analysis, analyze their importance in research, and point out the deficiencies of current
datasets.

• What challenges do current TLS 1.3 traffic analysis techniques face? What are the
future research directions?
This question seeks to highlight gaps in current research and propose potential areas
for future investigation.

By addressing these questions, this paper not only reviews existing literature but also
provides a roadmap for future research in analyzing TLS 1.3-encrypted traffic.

The main contributions of this paper include the following:

• Firstly, this paper conducts a comprehensive survey of recent major techniques for TLS
1.3 traffic analysis, including middlebox-based interception techniques, searchable
encryption techniques, machine learning-based traffic analysis methods, analyzing
their advantages, disadvantages, and applicable scenarios. To our knowledge, this
paper is the first study which specifically focuses on TLS 1.3 traffic analysis techniques.

• Secondly, this paper analyzes the impact of TLS 1.3 protocol changes on traffic analysis.
We delve into the impact of new features in the TLS 1.3 protocol on traditional traffic
analysis methods, such as encrypted ClientHello, 0-RTT session resumption, and PFS,
highlighting the challenges posed by these changes.
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• Moreover, we summarize the main datasets used in the field of TLS 1.3 traffic analysis,
emphasize the importance of datasets in research and point out the current deficiencies
in datasets.

• Finally, the existing issues and future directions of TLS 1.3 traffic analysis are analyzed
in this survey.

1.4. Survey Organization

The organization of this paper is as follows. Section 1 outlines the research background,
differences from existing surveys, and the main contributions of this study. Section 2 intro-
duces the main application areas of TLS traffic analysis, including network security threat
detection, network management and service quality assurance, user behavior analysis and
privacy protection, and network censorship and forensics. Section 3 focuses on discussing
the new features of TLS 1.3 and their impact on traffic analysis. We present the core part
of this paper in Section 4, which comprehensively reviews the latest progress in TLS 1.3
traffic analysis techniques, including middlebox-based interception techniques, searchable
encryption techniques, and machine learning-based analysis techniques. The key chal-
lenges in TLS 1.3 traffic analysis and explores future research directions are summarized
in Section 5. Finally, a conclusion is drawn in Section 6. Through this organization, this
paper aims to comprehensively and systematically introduce the latest research progress in
the field of TLS 1.3 traffic analysis, analyze the advantages and disadvantages of existing
methods, and identify directions for future research.

2. Applications of TLS Traffic Analysis

A significant portion of Internet traffic is now encrypted using the TLS protocol.
Encrypted traffic analysis has broad applications in network security threat detection,
network management and Quality of Service (QoS) assurance, user behavior analysis and
privacy protection, and network censorship and forensics.

2.1. Network Security Threat Detection

Encrypted traffic analysis is widely used in network security threat detection. Many
network attacks and malware utilize the TLS protocol to protect their communications,
thereby concealing their malicious activities. However, detecting such attack traffic remains
feasible, and machine learning methods have proven highly effective in identifying ma-
licious TLS traffic. Researchers have proposed various methods for detecting malicious
encrypted traffic [23–33], employing machine learning algorithms to analyze the behavior
patterns of TLS-encrypted traffic and detect various security threats such as malware,
botnets, and DDoS attacks. This is crucial for safeguarding critical information infrastruc-
tures in government, enterprises, and the financial sector. Additionally, using specific TLS
configuration parameters to detect malware is a common method. For example, comparing
the hash value of the ClientHello parameters during the TLS handshake (also known as
TLS fingerprinting) with an internal database can detect malware [34].

2.2. Network Management and Quality of Service Assurance

With the widespread adoption of encryption protocols like TLS, the prevalence of
encrypted traffic is increasing. Many studies analyze TLS-encrypted traffic to identify the
applications or services to which the traffic belongs, such as distinguishing between video,
gaming, and instant messaging applications. This helps Internet Service Providers (ISPs)
or network managers understand the composition of traffic from different applications
and services, facilitating tasks such as traffic engineering and bandwidth allocation to
ensure the quality of critical services and improve user experience [35–39]. For instance,
classification methods based on Server Name Indication (SNI) [40,41] are frequently used
to provide QoS. Although encryption technologies like Encrypted Client Hello (ECH) may
hinder SNI-based classification, research indicates that effective QoS-aware classification
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can still be achieved by analyzing the payload of the TLS handshake, even when SNI is
hidden [42,43].

2.3. User Behavior Analysis and Privacy Protection

Although the TLS protocol aims to secure the content of data packets, encrypted traffic
generated by different websites or applications still exhibits identifiable differences. These
distinguishing features, such as packet length, direction, and sequence, can be used to
infer the websites or applications a user is accessing, and even specific actions within an
application. This analysis of user behavior and preferences is valuable for fields such as
advertising and recommendation systems. However, excessive user behavior analysis can
infringe on user privacy. Researchers have proposed privacy-preserving traffic analysis
methods that focus on identifying potential information leaks from encrypted traffic, such
as website fingerprinting [44–48], application fingerprinting [49–52], and user behavior
identification [53–57]. These methods can detect and prevent behaviors that may infringe
on user privacy, which is crucial for protecting user privacy. With the increasing number of
privacy protection regulations, such as GDPR and CCPA, encrypted traffic analysis is also
employed to ensure compliance with data processing activities.

2.4. Network Censorship and Forensics

As more Internet traffic is encrypted using protocols like TLS, various techniques are
employed to censor TLS and extended HTTPS traffic, enabling censorship authorities to
identify and filter illegal or inappropriate content in encrypted traffic, such as malware,
spam, hate speech, terrorism-related content, and corporate policy compliance [58]. Since
encryption limits the effectiveness of content-based filtering, many studies focus on identi-
fying and intercepting traffic based on TLS handshake metadata [21,59–61]. For example,
the SNI field can be used for censorship [62–66], and server certificates can be used to
review HTTPS content [67]. Research on TLS interception techniques using middlebox
network devices demonstrates that these devices can be used for detailed traffic analysis
and monitoring within the network [68,69]. Machine learning algorithms are also com-
monly used in encrypted traffic censorship. By analyzing the TLS handshake process and
traffic patterns, censorship authorities can identify specific services and applications and
detect anomalies that may indicate security threats or prohibited content [11,21]. In the
field of network forensics, censorship techniques can be used to extract evidence from
TLS-encrypted traffic [70,71], investigate security incidents, data breaches, and cybercrimes,
providing critical information for law enforcement.

In summary, these application areas illustrate the significant and multifaceted impor-
tance of TLS-encrypted traffic analysis in the contemporary network environment. Future
research should prioritize the optimization of TLS-encrypted traffic while maintaining the
confidentiality and security of the data.

3. New Features of TLS 1.3 and Their Impact on Traffic Analysis

3.1. Changes in TLS Protocol Versions

The Transport Layer Security (TLS) protocol is the cornerstone of secure Internet
communication, evolving from the Secure Sockets Layer (SSL) protocol initially developed
by Netscape. Its primary goal is to encrypt data transmitted over the Internet to prevent
eavesdropping and tampering, thereby ensuring secure communication between web
browsers and servers.

TLS 1.0, introduced in 1999 (RFC 2246 [2]), was an upgrade from SSL 3.0, addressing
multiple security issues present in SSL 3.0. TLS 1.1, released in 2006, is documented in
RFC 4346 [72]. TLS 1.2, published in 2008 (RFC 5246 [5]), introduced significant updates
compared to TLS 1.1. As of today, TLS 1.2 remains the most widely used version, with 99.9%
of surveyed websites supporting it [4]. Earlier versions, namely TLS 1.0 and TLS 1.1, were
deprecated in March 2021 [73].
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The latest version, TLS 1.3, released in 2018, is defined in RFC 8446 [3]. It represents a
major overhaul of the TLS protocol, removing outdated encryption algorithms, shortening
the handshake process to speed up connections, and implementing forward secrecy by
default, thereby providing stronger security guarantees and better privacy. Unlike the slow
adoption of previous TLS versions, TLS 1.3 has been rapidly deployed. Within 15 months
of its standardization, approximately 20% of connections used TLS 1.3, and about 30% of
popular domains had adopted it [74].

3.2. Impact of TLS 1.3 on Traffic Analysis

As the latest version of the secure transmission protocol, TLS 1.3 introduces several
innovative features that enhance communication security and efficiency while presenting
new challenges for traffic analysis. This section examines the main new features and
their impacts.

(1) Simplified Handshake Process: In TLS 1.2 and earlier versions, completing a full
handshake required two round-trip times (RTTs) (as shown in Figure 1). The first RTT
involved negotiating encryption parameters through “ClientHello” and “ServerHello” mes-
sages, while the second RTT completed the key exchange. TLS 1.3 compresses the previous
Hello negotiation process, reducing the handshake time to one RTT (as shown in Figure 2).
The client includes all necessary key-sharing information (such as pre-shared keys or El-
liptic Curve Diffie–Hellman key shares) along with a list of supported cipher suites in its
initial ClientHello message. Upon receiving the ClientHello, the server selects a cipher suite
and immediately sends the ServerHello, certificate, key exchange parameters, and all other
messages in a single transmission. This design significantly reduces the number of round
trips required for the handshake, thereby enhancing connection establishment speed [3,75].
This means that communication between the client and server is faster, especially when
establishing new connections, thereby significantly enhancing performance and user ex-
perience. However, this simplified process also changes the observable characteristics of
the TLS handshake, potentially complicating traffic classification methods that rely on
analyzing handshake patterns.

Client                                                Server

ClientHello
ServerHello

Certificate*
ServerKeyExchange*

CertificateRequest*
ServerHelloDone

Certificate*
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finished                

[ChangeCipherSpec]
Finished

Application Data    Application Data

Figure 1. TLS 1.2 full handshake framework (from RFC 5246, * indicates a message that is optional).

Additionally, TLS 1.3 introduces the early_data extension, allowing for zero round-trip
time (0-RTT) session resumption with previously visited websites. In TLS 1.3, if the client
and server have previously established a connection and the server permits 0-RTT data,
the client can send application data with the first handshake message. In contrast, TLS
1.2 and earlier versions required at least one full round-trip communication (1-RTT) to
send application data. This necessitates redesigning session-based traffic classification
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methods, as the traffic characteristics under 0-RTT mode differ from those of traditional TLS
handshake processes. Moreover, the 0-RTT mode introduces new scenarios for malicious
traffic analysis, as attackers might exploit 0-RTT to conduct replay attacks.

Client                                                           Server

ClientHello
+ key_share*
+ signature_algorithms*
+ psk_key_exchange_modes*
+ pre_shared_key*              

ServerHello
+ key_share*  

+ pre_shared_key*  
{EncryptedExtensions}  

{CertificateRequest*}  
{Certificate*}

{CertificateVerify*}  
{Finished}

[Application Data*]
{Certificate*}
{CertificateVerify*}
{Finished}              
[Application Data]     [Application Data]

Server Params

Key Exch

Key 
Exch

Auth

Auth

Figure 2. TLS 1.3 full handshake framework (from RFC 8446, + indicates noteworthy extensions sent
in the previously noted message, * indicates a message that is optional).

(2) Enhanced Security: In TLS 1.2 and earlier versions, the RSA key exchange was a
common method. In this mode, the client generates a pre-master secret (PMS), encrypts it
with the server’s RSA public key, and transmits it to the server. The server decrypts the
PMS with its private key, and both parties derive session keys from the PMS for subsequent
encryption of communication. Traditional TLS interception techniques could passively
decrypt traffic if the middlebox possessed the server’s RSA private key, thus enabling
intrusion detection, content filtering, and other traffic analysis tasks [22]. However, TLS
1.3 makes significant changes by removing support for outdated and insecure encryption
algorithms and mandating stronger encryption methods. It eliminates RSA-based key ex-
change, requiring all key exchanges to use forward-secure key agreement mechanisms such
as Diffie–Hellman Ephemeral (DHE) or Elliptic Curve Diffie–Hellman Ephemeral (ECDHE).
Perfect Forward Secrecy (PFS) ensures that, even if the server’s key is compromised in the
future, past communications cannot be decrypted, as each session utilizes independently
generated ephemeral keys. These improvements in TLS 1.3 enhance security, particularly
against key compromise and replay attacks. Even if a third party possesses the server’s RSA
private key or static DH private key, they are unable to decrypt TLS 1.3 communications.
This means that traditional traffic analysis methods relying on passive decryption with the
server’s private key are no longer effective, posing challenges for middleboxes that need to
perform specific network operations. Network operators, content providers, and security
solution providers must reconsider their strategies and explore new methods to adapt to
these changes.

(3) Encrypted ClientHello (ECH): TLS 1.3 introduces an extension called Encrypted
ClientHello (ECH) [76], previously known as Encrypted Server Name Indication (ESNI).
ECH is an extension to TLS 1.3 that is currently being standardized by the IETF TLS working
group [77]. While not a standard component of TLS 1.3, and with a limited practical appli-
cation in real-world networks at present, ECH represents a significant privacy-enhancing
technology that warrants discussion due to its potential impact on traffic analysis. In tradi-
tional TLS handshakes, the client sends a ClientHello message to the server, which includes
privacy-sensitive information such as Server Name Indication (SNI) and Application-Layer
Protocol Negotiation (ALPN) in plaintext. Internet Service Providers (ISPs) often use SNI to
identify specific applications and monitor network operations. ECH aims to encrypt most
of the ClientHello content, including SNI, leaving only a minimal amount of necessary
information in plaintext to facilitate the handshake. This enhancement, if widely adopted,
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could significantly improve user privacy by preventing third parties from accessing the
actual SNI information. However, it simultaneously poses challenges for traffic analysis
based on service quality (QoS) classification and network monitoring. Many existing traffic
classification methods, such as SNI-based classification [40,41], rely on unencrypted hand-
shake metadata. The introduction of ECH represents a significant challenge in the field of
network traffic analysis and management, requiring innovative approaches to maintain
effective network monitoring and security in an increasingly privacy-focused Internet
landscape.

In summary, TLS 1.3 introduces several new features, such as ECH, 0-RTT, and PFS,
which enhance security and performance but present new challenges for traffic analysis.
To address these challenges, researchers need to thoroughly analyze the TLS 1.3 protocol
mechanisms, identify new traffic characteristics, and study new traffic analysis techniques.

4. TLS 1.3 Traffic Analysis Techniques

The new features of the TLS 1.3 protocol, such as the simplified handshake process
and encrypted SNI, enhance communication security and efficiency, but they also present
unprecedented challenges for traffic analysis. To address these challenges, researchers
have devised various traffic analysis techniques. Generally, existing TLS 1.3 traffic analysis
techniques can be categorized into two types: active detection and passive detection.

(1) Active Detection Techniques: These techniques primarily utilize middlebox devices to
perform decryption or partial decryption of the original encrypted traffic, thereby making
the payload information or keywords visible. This enables the use of deep packet inspection
(DPI) or rule-based matching to identify malicious traffic. Common solutions encompass
middlebox-based interception techniques, searchable encryption, and trusted execution
environment (TEE) (e.g., SGX [78]).

(2) Passive Detection Techniques: These techniques do not alter the underlying protocol
(i.e., TLS 1.3) nor decrypt the encrypted traffic for inspection. They primarily include
machine learning-based analysis techniques and statistical analysis based on traffic char-
acteristics. Passive detection techniques can analyze traffic without compromising the
security of TLS 1.3, though their detection accuracy and granularity may not be as high as
those of active detection techniques.

We introduce three primary types of TLS 1.3 traffic analysis techniques below: middlebox-
based interception, searchable encryption-based analysis, and machine learning-based
analysis. We discuss their fundamental principles, advantages, disadvantages, and chal-
lenges, with an emphasis on recent research progress. Middlebox-based interception
techniques, despite facing certain challenges, remain the most widely used active detec-
tion methods. Searchable encryption-based analysis techniques achieve essential traffic
detection functions while protecting privacy, thus becoming a new research direction. Ma-
chine learning-based analysis techniques have made significant progress in accuracy and
efficiency with the development of deep learning, thereby becoming a research hotspot in
passive detection techniques.

4.1. Middlebox-Based Interception Techniques

Middlebox-based interception techniques, such as SSL/TLS proxy servers, involve
inserting an intermediary entity between the sender and receiver of encrypted traffic. This
entity can decrypt and inspect the traffic, as shown in Figure 3. These techniques are
mainly used for network security detection and censorship. Table 2 summarizes existing
middlebox interception schemes that support TLS 1.3 traffic.
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Figure 3. TLS traffic interception model based on middleboxes.

Table 2. Summary of middlebox solutions that support TLS 1.3.

Changes to Forward Privacy Performance Deployment
Work Year

TLS 1.3 Secrecy Protection HL CO BO Complexity
Application Scenarios

TLS_visibility
[79]

2018 Yes Partial M M M M H Enterprise server TLS inspection

ETS
[80]

2022 No No M M L L M Passive decryption of internal enter-
prise traffic

LURK
[81]

2022 No Yes H M M L M

Centralized management of TLS cer-
tificates and keys in enterprise in-
tranets, securityaudit systems for
monitoring TLS traffic

RFC9345
[82]

2023 No Yes M L L L M Content Delivery Networks, remote
data centers

ACCE-AP
[83]

2018 No Yes H M M M M Content Delivery Networks, enter-
prise firewalls, and content filtering

MaTLS
[84]

2019 Yes Yes H M M L H
Enterprise networks, Content Deliv-
ery Networks, Middlebox in cloud
services

ME-TLS
[85]

2019 No Yes M M L L M Industrial IoT, smart homes

ZKMB
[86]

2022 No Yes H H H L M Encrypted DNS filtering, HTTP fire-
walls

Zombie
[87]

2024 No Yes H M M M M
DNS filtering, keyword filtering for
search engine queries, Data Loss Pre-
vention (DLP)

Note: HL denotes the handshake latency. CO denotes the computational overhead. BO denotes the bandwidth
overhead. H denotes high. M denotes medium. L denotes low.

4.1.1. Session Splitting and Key-Sharing Techniques

To inspect TLS-encrypted traffic, TLS sessions are typically split, or TLS keys/secrets
are shared after session establishment to circumvent TLS. The primary method of session
splitting involves inserting a middlebox into the TLS connection and dividing it into two or
more sessions. The client establishes an end-to-end TLS session with a middlebox (usually
a TLS proxy), which, in turn, acts as a client and communicates with the target server.
At this point, the middlebox acts as both the client and server. This model requires proper
configuration of the client to trust certificates issued by the middlebox.

When clients cannot accept split TLS sessions, some techniques inspect traffic by
sharing TLS secrets provided by the client. Browsers like Firefox can log TLS encryption
information [88] (such as handshake/application traffic encryption information for TLS
1.3) to passively decrypt corresponding TLS traffic, but support for this feature is limited to
a few applications and is subject to restrictions, and it may be abused.

Sharing the server’s certificate private key is another effective method for passively
monitoring TLS traffic [79,89]. When systems like intrusion detection obtain the server’s
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certificate private key, they can decrypt the TLS traffic. Although these practices com-
promise the end-to-end security of TLS and pose risks of man-in-the-middle attacks and
privacy issues, they are still widely deployed in antivirus software and enterprise net-
work devices [69,90,91]. Due to the enhanced security of TLS 1.3, particularly through the
mandatory use of PFS and the removal of some outdated and insecure encryption suites,
including RSA-based key exchange mechanisms, its suitability for passive monitoring has
decreased. Possessing the server’s private key is no longer sufficient to inspect TLS 1.3
traffic. These changes make traditional interception methods, such as man-in-the-middle
attacks (MITM) and key sharing, more challenging or impossible.

To facilitate server-side traffic monitoring, a simple solution is to make the server’s DH
key share static [22] and then share the private part with the middlebox, which reconstructs
the TLS session secrets similarly to the server. However, the resulting semi-static DH key
exchange no longer provides forward secrecy, contradicting the original intent of TLS 1.3.
ETS [80], standardized by ETSI (European Telecommunications Standards Institute), is a
variant of TLS 1.3 with semi-static DH keys, primarily used for the passive decryption
of internal enterprise traffic. In the scenarios described in the ETS standard, connections
entering the public Internet are protected by regular TLS, and, once inside the enterprise
or data center, the traffic is forwarded to the final server using ETS. ETS provides keys to
enterprise servers and middleboxes through a key management server, which significantly
increases deployment complexity and attack risk. Due to the lack of forward secrecy, ETS
has been criticized by various organizations.

An Internet draft [79] suggests establishing a tls_visibility extension in TLS 1.3, al-
lowing pre-approved third parties to inspect connections. Clients opt in by indicating
their willingness in the ClientHello message. This proposal is suitable for inspecting TLS
connections to internal enterprise servers. However, if malicious users control the client
and choose not to disclose TLS keys and secrets, they can circumvent the IPS inspection of
encrypted traffic.

4.1.2. Delegation Credential Mechanisms

Although session splitting and key-sharing techniques can enable the inspection of
TLS traffic, these methods often reduce TLS security. To maintain TLS security while
allowing limited access to encrypted traffic, some new mechanisms have been proposed
that delegate certain operations to trusted third parties.

The Limited Usage of Remote Key (LURK) protocol [92,93] is an extension to the TLS
protocol that outsources sensitive key material to a remote LURK server, allowing LURK
clients to interact with it for cryptographic operations. This design allows TLS handshakes
without directly exposing private keys, thereby increasing security, especially in distributed
and multi-tenant environments. LURK has defined a specific extension for TLS 1.3 [81]
to ensure secure and effective TLS delegation and key management when using TLS 1.3,
but its security guarantees have yet to be formally verified.

Internet standard RFC 9345 [82] introduces the concept of delegation credentials to
address some limitations between TLS endpoint operators and certificate authorities, such
as certificate validity periods, usage modes, and supported algorithms. It designs a mech-
anism for using “delegation credentials” in the TLS 1.3 handshake protocol, compatible
with TLS 1.3, but may face challenges in practical deployment and operation.

4.1.3. Multi-Party TLS Protocol Variants

While delegation credential mechanisms offer ways to securely delegate certain TLS
operations to trusted third parties, they still maintain a relatively simple protocol structure.
However, as TLS 1.3 becomes more widely adopted and security requirements continue
to evolve, researchers have begun exploring more complex approaches that allow trusted
middleboxes to participate in TLS sessions while maintaining end-to-end encryption.
These approaches, often referred to as multi-party TLS protocol variants, attempt to strike a
balance between security, functionality, and compatibility. Such protocols typically involve
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modifying the TLS handshake process, introducing new message types or extensions to
enable middlebox awareness and control.

When simple TLS session splitting and key-sharing solutions are unsustainable, such
as incompatibility with TLS 1.3, another approach is to involve middleboxes in the TLS
handshake and assign them different permissions or selectively expose parts of the traffic.
Naylor et al. [94] pioneered proxy accountability, proposing the mcTLS protocol, which
provides fine-grained access control for all proxy TLS connections between clients and
servers. However, mcTLS is designed based on TLS 1.2 and does not natively support TLS
1.3. Bhargavan et al. [83] proposed a provably secure alternative to mcTLS: a general TLS
proxy protocol design whose security can be modularly proven based on the underlying
TLS security. The study implemented a prototype system based on the miTLS library,
demonstrating how to instantiate the proposed design with TLS 1.3. Due to the end-to-end
encryption characteristics of TLS limiting the functionality of middleboxes, Lee et al. [84]
proposed a modified TLS protocol called maTLS, designed to be middlebox-aware, allow-
ing middleboxes to participate in TLS sessions in a controllable and auditable manner.
In terms of TLS 1.3 compatibility, maTLS was specifically designed to support TLS 1.3 by
adding an ExtendedFinished message after the server’s Finished message in pure server
authentication mode. Since maTLS requires additional processing to support middlebox
functionality, it may impact some performance advantages of TLS 1.3.

Li et al. [85] designed and implemented the ME-TLS protocol based on TLS 1.3 to ad-
dress some limitations of traditional TLS protocols in IoT environments, allowing endpoints
to introduce middleboxes into sessions with mutual consent. In ME-TLS, middleboxes can
participate in TLS sessions while maintaining communication security without modifying
the TLS 1.3 handshake structure, ensuring compatibility with existing systems. In actual
deployment and application, careful consideration of middlebox management, protocol
implementation complexity, and security challenges is essential.

4.1.4. Zero-Knowledge Proof Schemes

Traditionally, middleboxes decrypt traffic for inspection to enforce network policies,
which compromises user privacy. An alternative approach seeks to balance network policy
enforcement with privacy preservation. Zero-knowledge proof schemes offer a promising
direction by allowing middleboxes to verify compliance with network policies without
decrypting the traffic.

Traditionally, middleboxes decrypt traffic for inspection to enforce network policies,
but this compromises user privacy. Paul Grubbs et al. [86] proposed the concept of Zero-
Knowledge Middleboxes (ZKMBs), which can verify whether traffic complies with specific
network management policies without decrypting it. The paper demonstrated how to
combine a ZKMB with unmodified TLS 1.3, designing optimized zero-knowledge proofs
for TLS 1.3 session keys. However, its computational overhead is significant, adding
several seconds of traffic delay even under optimistic assumptions and relatively simple
policies. Subsequently, the authors proposed a novel system called Zombie [87] based on
ZKMB, adopting three techniques to reduce end-to-end delay, capable of handling policies
based on regular expression matching, specifically designed and implemented for TLS 1.3
to ensure policy enforcement on network traffic while maintaining TLS 1.3 security and
privacy. Compared to previous work, Zombie can reduce client and middlebox overhead
by about 3.5 times, but it is still far from deployment in real-world network environments.

In summary, TLS 1.3 presents new requirements and challenges for interception
methods. While new interception schemes attempt to achieve lawful interception and
analysis of traffic without compromising the security of TLS 1.3, the effectiveness, security,
and feasibility of deployment of these schemes remain key issues to be addressed in
both research and practice. For example, general solutions like maTLS require support
from both parties, and, unless these new schemes are widely deployed, users can easily
choose to use standard TLS. Additionally, formal verification and security analysis of
TLS 1.3 interception schemes have not yet met the required standards and require further
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research. It is important to note that these interception techniques violate the end-to-end
security characteristics, raising privacy and potential compliance issues, especially as user
privacy awareness increases, often requiring a balance between security, privacy protection,
and practicality.

4.2. Searchable Encryption Techniques

With the rapid development of the Internet and cloud computing, network security
concerns have become increasingly prominent. Deep packet inspection (DPI) is an effective
network security technology that can thoroughly analyze network traffic to detect and
prevent malicious activities. However, traditional DPI techniques require decrypting
traffic, which can lead to privacy violations and security risks. To address this issue,
researchers have proposed searchable encryption (SE) [95], which can detect malicious
traffic through token matching without decryption. The core idea of SE is to establish
a mappable relationship between encrypted keywords (tokens) and encrypted rule sets
via a searchable encryption scheme. This technology aims to protect data privacy while
supporting the efficient search and processing of encrypted data.

Middlebox systems based on searchable encryption (as shown in Figure 4) typically
cannot directly decrypt TLS session data. Instead, they deploy proxy modules on the
client and server sides, maintaining a dedicated encrypted token transmission link for
traffic detection. Specifically, endpoint proxies tokenize the original network traffic using
TLS session keys, generating encrypted tokens. These tokens are then encrypted with
keys derived from the TLS session key and transmitted through a dedicated link to the
middlebox. The middlebox maintains a rule set encrypted with the same derived key,
such as rules for malicious traffic, and performs rule matching on the received encrypted
token data to identify potential threats. After detection, the endpoint proxy verifies the
consistency between the TLS session data and the token transmission link data to prevent
attackers from bypassing detection through forged token data.

Figure 4. Middlebox model based on searchable encryption.

According to our literature search, no specific research on searchable encryption tech-
niques for TLS 1.3 traffic exists. Theoretically, SE can handle any form of encrypted traffic
without decrypting the content, as long as the traffic can be processed by the encryption/de-
cryption and rule-matching mechanisms in the system. Since TLS 1.3 primarily enhances
security and performance without changing the fundamental nature of encrypted traffic,
SE techniques are applicable to both TLS 1.3 and other encrypted traffic types. We have
reviewed relevant studies on encrypted traffic analysis using SE since 2018 (after the release
of TLS 1.3), summarized in Table 3, and introduce them below.
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4.2.1. Foundational Searchable Encryption Techniques

Sherry et al. [96] proposed BlindBox, the first DPI scheme based on searchable
encryption, allowing middleboxes to match encrypted detection rules within encrypted
packets without decryption, thus providing good user privacy protection. BlindBox
establishes two connections between the client and server, one for the TLS session and
another for token matching, thereby enabling the detection of encrypted traffic. Subse-
quently, several studies have utilized searchable encryption for encrypted traffic analysis
(e.g., Embark [108], BlindIDS [109], SPABox [110], and Yuan et al. [111]). Generally,
these studies incur high computational and communication overhead due to the use of
encryption techniques.

4.2.2. Performance-Optimized Searchable Encryption Techniques

Building upon the foundational work in searchable encryption, researchers have
focused on optimizing performance to address the high computational and communication
overhead associated with earlier systems. These performance-oriented approaches aim to
enhance encryption and detection speeds, improve rule processing efficiency, and reduce
overall system latency.

Ning et al. [97] proposed the PrivDPI system, which significantly improved BlindBox’s
performance by introducing a reusable obfuscation-rule generation technique. Then, they
further improved the performance of PrivDPI through the Pine scheme [98], which supports
rule addition operations. Kim et al. [101] proposed the P2DPI system, which uses Key-
Homomorphic Pseudo-Random Functions (KH-PRFs) to exchange encrypted detection
rules, achieving the effective inspection of TLS-encrypted traffic without compromising
user privacy. P2DPI shows significant improvements in connection setup and encryption
speed, surpassing PrivDPI.

Canard et al. [102] proposed a symmetric encryption-based intrusion detection system,
which demonstrates significant improvements in encryption and detection speed compared
to BlindBox [96] and BlindIDS [109], showcasing better practicality.

These performance-optimized systems represent significant progress in making search-
able encryption more viable for real-world applications. By addressing the challenges of
speed and efficiency, these approaches have paved the way for more practical implementa-
tions of privacy-preserving deep packet inspection in encrypted networks.

4.2.3. Advanced Privacy and Security Mechanism

While performance optimization remains crucial, the evolving landscape of cyber
threats and increasing privacy concerns have driven researchers to develop more sophis-
ticated privacy and security mechanisms for searchable encryption. These advanced
approaches aim to enhance the protection of both user data and detection rules, while
maintaining the ability to effectively analyze encrypted traffic.

Ren et al. [99] proposed the EV-DPI system with a two-layer filtering architecture,
ensuring the privacy of packet payloads and inspection rules while improving process-
ing efficiency using fast symmetric encryption systems such as hash functions. EV-DPI
supports deep packet inspection (DPI) in cloud environments, ensuring both privacy and ef-
ficiency. However, EV-DPI cannot dynamically add new rules and may fail when handling
discontinuous tokens.

Jia et al. [104] proposed the OTEPI system, which uses Oblivious Transfer (OT) tech-
nology for rule encryption and natural language processing (NLP)-based tokenization to
optimize text payload processing, thereby reducing the number of generated tokens to
lower computational load. Results show that OTEPI can accurately detect rule matches in
encrypted traffic while maintaining both traffic and rule privacy. Compared to previous
methods, it achieves a better balance between communication traffic consumption and
computational resource usage.
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Deng et al. [105] proposed the DCDPI system for encrypted traffic detection, introduc-
ing the VBTree+ (an improved virtual binary tree structure) and token continuity check
mechanism, supporting dynamic rule addition and efficient token continuity checks, en-
hancing system flexibility and robustness while ensuring forward privacy, i.e., not leaking
the relationship between historical tokens and rules when updating rules.

Recently, Zhang et al. [106] proposed a privacy-preserving lightweight cloud-based
DPI execution verification scheme, which protects the privacy of DPI rule sets. This scheme
introduces a commitment-based delayed sampling mechanism and a trusted third party
based on Intel SGX, thereby achieving efficient and secure verification.

These studies showcase innovative techniques that push the boundaries of privacy-
preserving searchable encryption, introducing novel cryptographic methods, improved
rule management, and robust verification mechanisms. These advancements not only
address the limitations of earlier systems but also pave the way for more secure and flexible
encrypted traffic analysis solutions.

4.2.4. Domain-Specific and Emerging Technology Solutions

As searchable encryption techniques continue to evolve, researchers are increasingly
focusing on tailoring these solutions to specific domains and leveraging emerging technolo-
gies. This trend reflects the growing need for specialized approaches that can address the
unique challenges posed by different environments, such as IoT ecosystems and industrial
settings. Additionally, the integration of cutting-edge technologies like blockchain and
trusted execution environments is opening up new possibilities for enhancing the security,
efficiency, and functionality of searchable encryption systems.

In the cloud computing domain, the previously mentioned EV-DPI system by
Ren et al. [99] stands out for its optimization for cloud environments. While its privacy-
preserving aspects were discussed earlier, it is worth noting that EV-DPI’s two-layer filtering
architecture is particularly well suited for the distributed nature of cloud computing,
offering a balance between privacy protection and efficient processing in large-scale cloud
infrastructures.

Fan et al. [100] present GKA_DPI, an encrypted traffic detection scheme designed
for IoT environments. This scheme addresses the limitations of existing schemes, such as
PrivDPI, in the one/many-to-many communication model of IoT by using a dynamic group
key agreement protocol to reduce power consumption. The scheme is particularly suitable
for IoT environments using the MQTT protocol. Although GKA_DPI offers enhanced
efficiency and security, it is more complex to deploy.

Chen et al. [103] proposed a novel scheme using symmetric encryption to extract
tokens from traffic, combining hash functions and pseudo-random functions to obfuscate
rules. This scheme is used to detect encrypted network traffic in IoT environments while
protecting the privacy of transmitted data.

Zhang et al. [107] also proposed the BTDPI system, a blockchain-based privacy-
preserving traceable encrypted traffic detection system designed for industrial IoT scenarios.
BTDPI uses a two-layer filtering architecture and an online–offline certificate-free aggregate
signature mechanism, enabling efficient detection and anomaly source tracing of encrypted
traffic. Experimental results show that BTDPI is 26.7 times faster than existing systems
when processing 3000 tokens and 3000 rules.

These domain-specific solutions demonstrate how searchable encryption techniques
are being adapted to meet the diverse needs of modern network ecosystems. From IoT-
specific protocols to cloud-optimized architectures and blockchain integration, these ap-
proaches showcase the versatility and potential of searchable encryption in various techno-
logical contexts.
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Despite the progress made in using SE for encrypted traffic analysis, several challenges
persist. First, these schemes typically require additional computational resources, which
may increase performance overhead. Second, the limitations of regular expression detection
prevent these schemes from fully replacing traditional DPI techniques. Although SE-
based traffic analysis methods are theoretically applicable to TLS 1.3, practical deployment
and application necessitate adapting and optimizing related systems to address the new
security features and performance requirements of TLS 1.3. Future research should focus
on proposing efficient and compatible SE schemes to support secure traffic analysis based
on TLS 1.3, necessitating further exploration by academia and the industry.

4.3. Machine Learning Methods for TLS 1.3 Traffic Analysis

Machine learning has become a powerful tool for extracting information features
without decrypting traffic, making it widely applicable to TLS-encrypted traffic analysis.
Since the payload of TLS is encrypted, most machine learning methods utilize statistical or
behavioral features of TLS-encrypted traffic, such as packet size, direction, and timing data,
to train corresponding machine learning models.

The release of TLS 1.3 in 2018 brought significant security enhancements, including
reduced handshake round trips and the removal of insecure encryption algorithms, altering
the characteristics of TLS 1.3 traffic. For example, the TLS 1.2 handshake typically required
the exchange of 5 to 7 packets, whereas the TLS 1.3 handshake can be completed with
0 to 3 packets. Therefore, the effectiveness of machine learning-based traffic analysis
methods suitable for TLS 1.2 and earlier versions in the context of TLS 1.3 remains to be
explored. In this section, we provide a comprehensive overview of the latest advancements
in machine learning-based TLS 1.3-encrypted traffic analysis. As shown in Table 4, we
summarize the relevant research on machine learning-based TLS 1.3 traffic analysis.

4.3.1. Feature Extraction and Representation Learning

The advent of TLS 1.3 has necessitated the development of new feature extraction
and representation learning techniques. This is primarily because the TLS 1.3 protocol
encrypts all information after the handshake, thereby significantly reducing plaintext
information. This change renders many encrypted traffic analysis methods based on
TLS 1.2 plaintext features ineffectual. Consequently, researchers have proposed various
innovative approaches to address this challenge.

Akbari et al. [112] extracted features using flow statistics, traffic shape (size, time, and
direction), and raw bytes of the TLS handshake, constructing a neural network architecture
based on convolutional neural networks (CNNs) and stacked LSTM layers for encrypted web
traffic classification. Although not specifically analyzed for TLS 1.3, this method reduces reliance
on server identity exposure fields (such as SNI), making it adaptable to the TLS 1.3 environment.

Fu et al. [31] proposed an encrypted malicious traffic detection system called ST-Graph,
which uses graph representation learning algorithms to analyze the spatial and temporal
characteristics of network behavior by constructing interaction graphs between hosts and
servers to reveal patterns of malicious activities. Experimental results show that even after
removing features related to the TLS protocol, ST-Graph can still achieve 99.85% accuracy,
demonstrating its potential for effective analysis and detection of malicious activities within
the TLS 1.3 environment. Taking a novel approach to traffic representation, Chen et al. [123]
proposed a novel traffic graph representation model called Weaved Flow Fragment (WFF)
by deeply studying the transmission patterns and interaction characteristics of encrypted
traffic, converting the packet sequence of encrypted traffic into a graph to better capture
the intrinsic relationships between packet sequences. Based on this model, the authors pro-
posed an integrated graph neural network (EGNN) architecture, significantly improving the
accuracy of encrypted traffic classification through voting and stacking integration mech-
anisms. The dataset includes new protocols (TLS 1.3, QUIC, and DTLS) and applications,
demonstrating EGNN’s better applicability in open-world environments.
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Yun et al. [114] proposed a new method called NeuTic, which is based on the packet
sequence of each TLS flow. This method is designed to effectively classify raw TLS flows
generated by multiple “cloud” applications. This method can automatically capture long-
distance dependencies between elements in the packet sequence, achieving robust and
accurate classification of encrypted TLS traffic. It should be noted that the dataset used in
this study includes both TLS 1.2 and TLS 1.3 traffic, but the authors did not distinguish
between these versions in subsequent experiments and analyses, treating them collectively.

Focusing on specific security threats, Kumar et al. [121] proposed a new machine
learning model for detecting phishing URLs within encrypted traffic. For TLS 1.3 traffic,
the authors extracted features from ClientHello and ServerHello messages for phishing
detection, yielding significant results. However, these features mainly focus on visible
information exchanged during the TLS handshake. Given the enhanced privacy protection
in TLS 1.3, exploring deeper and more distinctive features from TLS 1.3 traffic remains a
promising direction.

Addressing the challenge of web fingerprinting, Mavroudis et al. [118] proposed an
adaptive method that learns low-dimensional representations (embedding models) of input
data to achieve high-accuracy recognition of web pages in TLS 1.2- and TLS 1.3-encrypted
traffic. To facilitate further research, the authors released the TLS 1.3 dataset, Github500.
However, the single-source nature of this dataset and the lack of testing for scenarios with
significant dynamic changes in web pages suggest that further validation and improvement
of the model’s adaptability is necessary.

Addressing the challenges of analyzing encrypted traffic across different TLS versions,
Piet et al. [116] proposed an automated network traffic analysis framework called GGFAST,
which searches for characteristic patterns in information length and provides corresponding
packet length conversion functions for different encryption methods such as stream ciphers,
block ciphers, and AEAD under different TLS versions. On a dataset collected from a large
enterprise network, GGFAST was able to identify 95.1% of DNS-over-HTTPS (DoH) traffic
within TLS traffic, partially overcoming the challenges of analyzing TLS 1.3-encrypted
traffic.

Recently, Xie et al. [122] proposed a method called Rosetta, which uses TCP-aware
traffic enhancement mechanisms and self-supervised learning to understand implicit TCP
semantics, thereby extracting robust features of TLS traffic. Experiments show that Rosetta
significantly improves the performance of existing deep learning models in classifying
TLS traffic in diverse network environments. Although this study did not specifically
analyze TLS 1.3 traffic, Rosetta’s method is protocol-agnostic and applicable to TLS 1.3,
aiding researchers and network administrators in better understanding and analyzing
TLS 1.3-encrypted traffic. Li et al. [124] proposed an incremental learning framework
called Multi-view Sequences Fusion (MISS), which improves the classification accuracy
of encrypted traffic by extracting multi-view sequence features, generating cross-view
information, and adaptively fusing multi-view data. The framework also mitigates the
problem of knowledge forgetting during model evolution by designing plasticity and
stability branches. Although the study did not specifically discuss the TLS 1.3 protocol,
the methodology and techniques of the MISS framework provide a possible solution for
classifying TLS 1.3-encrypted traffic.

These diverse approaches to feature extraction and representation learning demon-
strate the ongoing efforts to adapt to the challenges posed by TLS 1.3, paving the way for
more effective and robust encrypted traffic analysis techniques.

4.3.2. Deep Learning Models and Algorithms

While some researchers have focused on advancing feature extraction and represen-
tation learning techniques, others have concentrated on developing sophisticated deep
learning models and algorithms to address the challenges posed by TLS 1.3-encrypted
traffic analysis. The deep learning models and algorithms discussed in this section aim to
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improve classification accuracy, enhance generalization capabilities, and increase adaptabil-
ity to new protocols and emerging threats.

Chen et al. [6] proposed a service classification method for encrypted traffic based
on the length of multiple protocol data units (PDUs), utilizing the Markov properties
between PDU length sequences and employing a length-sensitive capsule neural network
(LS-CapsNet) model for traffic classification. Although this method is suitable for the TLS
1.3 environment, it has not been validated using a TLS 1.3 dataset. Subsequently, the authors
proposed a length-sensitive composite deep learning (LSCDL) model to achieve encrypted
traffic service classification [113], which showed good classification results on a proprietary
dataset containing a significant amount of TLS 1.3 traffic.

Although ECH encrypts sensitive information (such as SNI) in the ClientHello mes-
sage, posing challenges to existing algorithms that rely on this information for traffic
classification, new algorithms can still effectively classify TLS-encrypted traffic. Sham-
simukhametov et al. [115] proposed two new traffic classification algorithms (AB-RF and
RB-RF) to address the challenges introduced by ECH. Even with ECH encryption in TLS
1.3, traffic classification based on the TLS handshake remains feasible.

Existing solutions heavily rely on deep features such as data size, making it difficult
to generalize for unseen data. How to use open-domain unlabeled traffic data to learn
representations with strong generalization capabilities remains a significant challenge.

Lin et al. [7] proposed a model called ET-BERT, which pre-trains deep datagram-level
representations on large-scale unlabeled data and then fine-tunes on small-scale labeled
data for specific tasks to achieve accurate classification of encrypted traffic. The authors
collected a new dataset named CSTNET-TLS 1.3. ET-BERT significantly improved the F1
score of the encrypted application classification task by 10.0%, reaching an F1 score of
97.4%, significantly surpassing existing methods.

Barut et al. [117] proposed a residual one-dimensional image transformation model
(R1DIT) based on raw data, using meta-learning methods (transfer learning and few-shot
learning) to extend its classification accuracy to unseen malware categories, capable of
identifying newly emerging TLS 1.3 malware traffic. Due to the very small size and highly
imbalanced category distribution of the target dataset, further validation on larger and
more comprehensive datasets is required to verify the proposed method’s efficacy.

Luxemburk et al. [119] provided a robust framework and method set for analyzing
TLS-encrypted traffic, creating and evaluating a large TLS dataset, and proposing effective
methods for detecting unknown services. Although the dataset covers TLS 1.3 protocol
traffic, the study did not specifically discuss TLS 1.3 traffic analysis separately.

Li et al. [120] proposed a new semi-supervised encrypted traffic classification frame-
work called PASS, which improves the model’s ability to learn features of minority class
applications through contrastive pre-training and semi-supervised learning while reducing
dependence on labeled training data. The study analyzed TLS 1.3 protocol traffic and
validated the effectiveness of the PASS framework in handling the latest encrypted protocol
traffic through experiments on the CSTNET-TLS 1.3 dataset.

4.3.3. Datasets

Table 5 lists the datasets used in the field of TLS 1.3 traffic analysis. It is important to
note that many TLS datasets do not explicitly indicate whether they contain TLS 1.3 traffic,
which can complicate the evaluation of machine learning models designed for this protocol
version. Therefore, Table 5 only includes datasets that explicitly state that they contain TLS
1.3 traffic.

In the area of service classification, the study [115] used the WNL TLS dataset, which
includes network traffic from 100 popular websites and background network traffic, cov-
ering 12 categories and 3547 flows, including TLS 1.3 traffic. The CSTNET-TLS 1.3 [7]
is the first dataset for TLS 1.3, which was collected in 2021 and contains traffic from 120
applications deployed on Alexa Top-5000 websites using TLS 1.3.
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We observed that, due to the scarcity of public datasets, most works in this section did
not use public datasets to train models but instead used self-created datasets. For example,
the dataset [113] collected in the CERNET environment includes traffic from seven services,
with a significant amount of TLS 1.3-encrypted traffic. Another dataset [114] includes TLS
traffic from 15 mobile applications from companies like Alibaba, Baidu, and ByteDance,
as well as six video/short video mobile applications, covering both TLS 1.2 and TLS 1.3.
The dataset used for encrypted application classification [116] consists of seven datasets,
comprising 15 categories, including POP3-over-TLS, IMAP-over-TLS, SMTP-over-TLS,
and HTTP-over-TLS.

The dataset [117] focuses on malware traffic classification, extracting TLS 1.3 traf-
fic from the CICDDoS2019 dataset, covering five DDoS variants and 209 TLS 1.3 mal-
ware flows.

In addition to the aforementioned datasets, numerous other datasets have been re-
leased. However, a comprehensive statistical analysis of these datasets has not been
conducted in this study, primarily because the majority of newly proposed datasets do not
explicitly specify whether they include TLS 1.3 traffic, even when released during the pe-
riod of widespread TLS 1.3 adoption. For instance, the Malicious_TLS dataset [125] serves
as a valuable resource for studying encrypted malicious traffic. This dataset encompasses
22 categories of real-world encrypted malicious traffic generated by malware families
active between 2018 and 2021, along with benign TLS traffic for comparative purposes. All
samples were collected from actual networks and encrypted using TLS. However, the paper
does not explicitly state whether the dataset contains TLS 1.3 traffic or specify the exact
proportion of TLS 1.3 traffic within the dataset.

Although some public datasets are available for TLS 1.3 traffic analysis, the lack of
publicly available, labeled datasets means that most research still relies on private datasets.
This highlights the need for more comprehensive public datasets to support research and
development in this domain. In addition, the lack of clear information on the distribution
of TLS versions is also the reason for the current lack of TLS 1.3 datasets.

Machine learning techniques can be directly applied to existing TLS 1.3 traffic without
any modifications to the protocol itself. This makes machine learning methods easy to
deploy while preserving the end-to-end encryption security provided by the TLS 1.3
protocol. This contrasts with other technologies that require protocol modifications (such
as access control technologies) or changes to client/server settings (such as middlebox,
searchable encryption, and trusted hardware). However, machine learning struggles
to achieve the fine-grained, rule-based detection capabilities of deep packet inspection.
Current research mainly focuses on tasks such as traffic classification and anomaly detection,
with limited capabilities for executing more complex security policies. Additionally, due
to privacy and security concerns, publicly available TLS 1.3 traffic datasets are small and
lack diversity. Most studies use privately collected datasets, which poses challenges for fair
evaluation and comparison of algorithms and limits the reproducibility and generalization
of research findings.
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5. Challenges and Future Research Directions in TLS 1.3 Traffic Analysis

5.1. Challenges

(1) Technical Challenges Introduced by TLS 1.3: TLS 1.3 enhances security and efficiency
through measures such as PFS, 0-RTT session resumption, and encryption of all handshake
messages. While some new interception schemes for TLS 1.3 have been proposed, they often
fall short in terms of security, performance, and deployment costs. For example, maTLS [84]
and tls_visibility [79] lack sufficient security analysis and validation, and ETS [80] has been
criticized for its lack of forward secrecy. Designing secure, efficient, and easily deployable
interception schemes remains a significant challenge.

(2) Balancing Privacy and Security: TLS 1.3 further strengthens user privacy protection,
but middlebox-based interception and searchable encryption technologies may pose infor-
mation leakage risks. Users and privacy advocates typically aim to maximize the protection
of communication content, while network operators need to inspect traffic for compliance
or security reasons. Balancing user privacy protection with network security is a critical
challenge in TLS traffic analysis.

(3) Comprehensive Detection Capabilities: Current technologies like searchable encryption
and machine learning methods have limited detection capabilities compared to plaintext
inspection. Searchable encryption primarily supports keyword matching and struggles
with regular expression matching. While machine learning can perform traffic classifi-
cation and anomaly detection, it falls short in executing complex security policies and
rules. Expanding these technologies to cover more detection needs is an urgent challenge.
Although trusted hardware solutions can achieve full functionality, their deployment
flexibility is limited.

(4) Challenges for Machine Learning Techniques: Machine learning techniques can analyze
traffic without changing existing network settings or decrypting network traffic, providing
an optimal solution for passive detection. However, the standardization and widespread
use of ECH pose significant challenges to these methods. With valuable feature information
such as SNI becoming invisible, the statistical model of encrypted traffic changes dramati-
cally. This shift increases the difficulty of traffic classification, demanding machine learning
models with enhanced feature extraction and generalization capabilities to uncover pat-
terns from limited metadata and temporal features of encrypted traffic. The impact of
ECH on machine learning techniques extends beyond feature availability. It necessitates
a fundamental rethinking of model architectures and training strategies to adapt to this
new, more opaque traffic environment. Furthermore, the scarcity of publicly available
TLS 1.3 traffic datasets hinders related research. Since TLS 1.3 is not yet widely deployed,
most research is in the exploratory stage. To achieve the large-scale application of machine
learning methods in TLS 1.3 traffic analysis, more work is needed in dataset construction,
feature engineering, model performance optimization, and knowledge transfer.

(5) Incomplete Adoption and Complex Environment: The current limited adoption of
ECH and the continued use of lower TLS versions for side channels create a complex
environment [126] for traffic analysis. Researcher must now contend with a mix of fully
encrypted, partially encrypted, and legacy traffic patterns. This diversity poses significant
challenges for developing consistent and effective traffic analysis techniques. It requires
adaptive methods capable of handling multiple protocol versions and encryption levels
simultaneously, complicating both the design of analysis algorithms and their real-world
deployment. Moreover, this transitional phase may persist for an extended period, ne-
cessitating flexible and scalable solutions that can evolve with the changing landscape of
encrypted traffic.

5.2. Future Research Directions

Future research directions in TLS traffic analysis should include the following:
(1) Privacy-Preserving Traffic Detection Technologies: Research methods that combine

various privacy-preserving technologies to allow authorized parties to perform limited
detection on encrypted traffic without compromising forward secrecy. Implementing
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privacy-preserving techniques can introduce significant computational overhead and com-
plexity. Research should focus on optimizing cryptographic protocols to reduce overhead
and improve efficiency, developing hybrid approaches that combine multiple privacy-
preserving techniques. For example, exploring privacy-preserving traffic detection tech-
nologies based on searchable encryption, homomorphic encryption, secure multi-party
computation, and trusted execution environments can meet network security and manage-
ment needs while protecting user privacy. environments can meet network security and
management needs while protecting user privacy.

(2) Machine Learning-Based Traffic Analysis Technologies: With the development of deep
learning, graph neural networks, and multimodal learning, researchers are continuously
exploring new methods to improve the accuracy and efficiency of encrypted traffic anal-
ysis. For example, using graph neural networks to model the spatiotemporal features of
encrypted traffic and multimodal learning to integrate traffic metadata, external threat
intelligence, and other heterogeneous information. The scarcity of labeled datasets and the
need for robust feature extraction in the face of limited metadata visibility are significant
hurdles. Active learning and federated learning can help address data scarcity by leverag-
ing unlabeled data. Transfer learning and meta-learning can enhance model generalization,
while graph neural networks and multimodal learning can improve feature extraction from
encrypted traffic.

(3) System Verifiability and Transparency: Given the complexity of the TLS 1.3 protocol
and the black-box nature of encryption, users find it difficult to verify whether the behavior
of traffic analysis systems aligns with their claims. Some studies mention using trusted
hardware and cryptographic proofs to provide partial transparency, but these face many
challenges in actual deployment. Interdisciplinary research involving cryptography, formal
verification, and secure hardware is needed to develop frameworks that ensure system
trustworthiness. Combining formal verification with machine learning could automate
verification processes, enhancing efficiency and coverage.

(4) Customized Interception Schemes: Security requirements, privacy protection needs,
and performance optimization goals can vary significantly across different scenarios, com-
plicating the design of interception schemes. This diversity necessitates the development
of tailored interception approaches based on specific characteristics and requirements of
each environment. To address this challenge, it is crucial to develop modular intercep-
tion architectures customized for specific contexts, such as enterprise networks, cloud
services, and IoT ecosystems. This approach will ensure robust security while optimizing
performance for each unique setting. For example, enterprise networks may prioritize data
leakage prevention and access control, cloud services may focus on multi-tenant isolation
and virtualization security, and IoT may emphasize device authentication and lightweight
encryption. Successful implementation of this strategy requires close collaboration with
industry stakeholders to accurately identify and address their specific needs and concerns.

(5) Detection Function Expansion: Research technologies that can support multiple
detection needs simultaneously to meet the requirements of various middlebox services,
for example, developing technologies capable of regular expression matching and complex
rule detection [20] to provide detection capabilities equivalent to plaintext analysis. Further
exploration is needed of the application of machine learning in encrypted traffic analysis,
expanding machine learning-based passive analysis techniques to cover more detection
needs, for instance, using deep learning to automatically extract advanced features, unsu-
pervised learning to discover unknown threats, and reinforcement learning to optimize
detection strategies. Additionally, methods such as active learning and data synthesis can
help generate high-fidelity labeled data for training models.

6. Discussion

Through a comprehensive review of the state-of-the-art research efforts in analyzing
TLS 1.3-encrypted traffic, we have identified several key findings and lessons learned.
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Middlebox interception techniques, such as TLS proxies and session splitting, have
been widely used for network security and management. However, the enhanced security
features of TLS 1.3, such as mandatory forward secrecy and the removal of insecure
cryptographic algorithms, have rendered traditional interception methods less effective
or even infeasible. While researchers have proposed various TLS 1.3-aware interception
schemes, their security, performance, and deployability still require further investigation
and improvement. This highlights the need for developing more secure, efficient, and easily
deployable interception schemes that can adapt to the evolving TLS protocol.

Searchable encryption techniques enable encrypted traffic inspection without de-
crypting the content, providing a promising approach for privacy-preserving analysis.
Although existing searchable encryption schemes are theoretically applicable to TLS 1.3
traffic, their practical deployment and adaptation to the new protocol features remain an
open challenge. The limitations of existing schemes in terms of efficiency, functionality
extension, and formal security analysis necessitate further research to make searchable
encryption a viable solution for TLS 1.3 traffic analysis.

Machine learning has emerged as a powerful tool for encrypted traffic analysis, capable
of extracting valuable information from encrypted traffic without decryption. Despite
the challenges posed by TLS 1.3’s enhanced encryption and reduced metadata visibility,
researchers have developed innovative machine learning models that leverage various
traffic features, such as packet lengths, timing, and flow patterns. However, the scarcity of
publicly available TLS 1.3 datasets and the need for robust feature engineering and model
optimization remain significant obstacles to the widespread adoption of machine learning
techniques in this domain. Collaborative efforts in dataset creation and sharing, as well as
advancements in feature extraction and model generalization, are crucial for the progress
of machine learning-based TLS 1.3 traffic analysis.

Balancing privacy and security is a critical challenge in TLS traffic analysis. While
TLS 1.3 strengthens user privacy protection, middlebox-based interception and searchable
encryption technologies may pose information leakage risks. Finding solutions that protect
user privacy while allowing necessary traffic inspection for security purposes requires
a delicate balance and innovative approaches. Privacy-preserving traffic detection tech-
nologies that combine various techniques, such as searchable encryption, homomorphic
encryption, secure multi-party computation, and trusted execution environments, hold
promise for achieving this balance.

These findings underscore the importance of continued research and innovation in
TLS 1.3 traffic analysis techniques. By addressing the identified challenges and exploring
the proposed future research directions, we can develop more effective, secure, and privacy-
preserving solutions for analyzing TLS 1.3-encrypted traffic.

7. Conclusions

The widespread adoption of TLS 1.3 has brought significant improvements in security
and privacy for encrypted communication. However, this has also posed unprecedented
challenges for encrypted traffic analysis. This survey provides a comprehensive overview
of the state-of-the-art research efforts in analyzing TLS 1.3-encrypted traffic. We have
systematically reviewed three major analysis approaches: middlebox interception tech-
niques, searchable encryption methods, and machine learning-based techniques. For each
approach, we have conducted a critical examination of its applicability, strengths, and limi-
tations in the context of TLS 1.3.

TLS 1.3 traffic analysis is a dynamic and challenging field with significant implica-
tions for network security, management, and privacy. While existing techniques have
made notable progress, there remain open problems and opportunities for future research.
Several key research directions deserve further exploration, including the development
of privacy-preserving traffic inspection techniques, advancements in machine learning
techniques for encrypted traffic analysis, and the establishment of formal verification meth-
ods and security transparency frameworks. By addressing these challenges and exploring
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innovative solutions, we can fully realize the potential of encrypted traffic analysis in the
context of TLS 1.3. This will enable effective network monitoring and protection while
preserving user privacy.

Author Contributions: Conceptualization, J.Z. and Z.S.; methodology, J.Z.; formal analysis, J.Z. and
Z.S.; investigation, J.Z.; resources, J.Z.; data curation, J.Z.; writing—original draft preparation, J.Z and
Z.S.; writing—review and editing, W.F., W.H., T.H. and Z.Z.; visualization, J.Z. and Z.S.; supervision,
Z.S.; project administration, J.Z.; funding acquisition, J.Z. All authors have read and agreed to the
published version of the manuscript.

Funding: This study was funded by the University’s Independent Research Project (Grant
No. 2022508020).

Data Availability Statement: Data sharing is not applicable.

Conflicts of Interest: The authors declare no conflicts of interest.

References

1. Google. HTTPS Encryption on the Web. Available online: https://transparencyreport.google.com/https/overview (accessed on
18 April 2024).

2. Allen, C.; Dierks, T. The TLS Protocol Version 1.0. RFC 2246. 1999. Available online: https://www.rfc-editor.org/info/rfc2246
(accessed on 19 April 2024).

3. Rescorla, E. The Transport Layer Security (TLS) Protocol Version 1.3. RFC 8446. 2018. Available online: https://www.rfc-editor.
org/info/rfc8446 (accessed on 19 April 2024).

4. Qualys. Qualys SSL Labs—SSL Pulse. Available online: https://www.ssllabs.com/ssl-pulse/ (accessed on 19 April 2024).
5. Rescorla, E.; Dierks, T. The Transport Layer Security (TLS) Protocol Version 1.2. RFC 5246. 2008. Available online: https:

//www.rfc-editor.org/info/rfc5246 (accessed on 19 April 2024).
6. Chen, Z.; Cheng, G.; Jiang, B.; Tang, S.; Guo, S.; Zhou, Y. Length matters: Fast internet encrypted traffic service classification

based on multi-PDU lengths. In Proceedings of the 2020 16th International Conference on Mobility, Sensing and Networking
(MSN), Tokyo, Japan, 17–19 December 2020; pp. 531–538.

7. Lin, X.; Xiong, G.; Gou, G.; Li, Z.; Shi, J.; Yu, J. Et-bert: A contextualized datagram representation with pre-training transformers
for encrypted traffic classification. In Proceedings of the ACM Web Conference 2022, Lyon, France, 25–29 April 2022; pp. 633–642.
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Abstract: The origin–destination (OD) matrix is a critical tool in understanding human mobility, with
diverse applications. However, constructing OD matrices can pose significant privacy challenges, as
sensitive information about individual mobility patterns may be exposed. In this paper, we propose
DistOD, a hybrid privacy-preserving and distributed framework for the aggregation and computation
of OD matrices without relying on a trusted central server. The proposed framework makes several
key contributions. First, we propose a distributed method that enables multiple participating parties
to collaboratively identify hotspot areas, which are regions frequently traveled between by individuals
across these parties. To optimize the data utility and minimize the computational overhead, we
introduce a hybrid privacy-preserving mechanism. This mechanism applies distributed differential
privacy in hotspot areas to ensure high data utility, while using localized differential privacy in
non-hotspot regions to reduce the computational costs. By combining these approaches, our method
achieves an effective balance between computational efficiency and the accuracy of the OD matrix.
Extensive experiments on real-world datasets show that DistOD consistently provides higher data
utility than methods based solely on localized differential privacy, as well as greater efficiency than
approaches based solely on distributed differential privacy.

Keywords: origin–destination matrix; differential privacy; distributed privacy-preserving framework

1. Introduction

The origin–destination (OD) matrix captures the flow of individuals between any two
regions. This matrix has been extensively applied across a wide range of fields due to its
ability to provide valuable insights into mobility patterns [1]. In transportation manage-
ment, OD matrices serve as the basis for traffic simulation models that enable efficient
resource allocation, congestion reduction, and the optimization of public transportation
systems [2–5]. In urban planning, OD matrices guide the development of sustainable cities
by supporting evidence-based decisions about infrastructure investment and land use.
They provide urban planners with critical insights into commuting patterns, enabling more
effective and efficient urban design strategies [6,7].

Beyond transportation and urban planning, OD matrices play a critical role in public
health and epidemiology, where they are used to model the spread of infectious diseases
and assess the impact of human mobility on disease transmission [8,9]. In economic
development, OD matrices are critical in modeling spatial interactions, providing insights
into the flow of economic activity between locations and enabling the more accurate
analysis of regional economic patterns and infrastructure impacts [10]. In addition, OD
matrices are used in geographic analysis to represent and explore spatial interactions
between locations, enabling the identification of complex flow patterns [11]. These diverse
applications underscore the importance of OD matrices in comprehensively understanding
and managing human mobility, making them indispensable for both theoretical research
and practical implementation.

Despite the widespread utility of the OD matrix, its use can pose significant privacy
risks to individuals. Because the OD matrix captures information about movement between
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regions, it has the potential to reveal sensitive personal information, including users’ travel
routines and behavioral patterns. This risk arises particularly when the data are used
without sufficient protective safeguards, making it possible to re-identify individuals based
on their movement data. Researchers have demonstrated that combining mobility data
with auxiliary information, such as publicly available demographics or social media check-
ins, can make it possible to identify individuals with a high degree of accuracy [12–14].
Therefore, similar privacy concerns arise when collecting and sharing OD matrices, as the
aggregated movement data can still reveal patterns that are vulnerable to re-identification
attacks [15,16]. This is particularly problematic when OD matrices are shared with external
organizations or released for public use, as the risk of unauthorized access, data breaches, or
misuse increases [17,18]. In such scenarios, malicious attackers could exploit the published
OD matrix data to identify individuals or gain insights into sensitive movement patterns.

Therefore, privacy concerns have become a major obstacle in constructing OD matrices,
as many individuals are reluctant to share their location data due to potential misuse. This
reluctance stems from the sensitive nature of location data, which can reveal work and
home locations, travel patterns, and even personal habits [19,20]. Without sufficient trust
in how their data are handled, individuals are less likely to participate in data collection
efforts, resulting in incomplete or unreliable datasets [21,22]. As a result, the absence
of comprehensive and secure privacy measures can significantly limit the collection of
essential movement data, undermining the accuracy and utility of the resulting OD matrices.
To overcome these challenges, it is critical to develop privacy-preserving techniques that
protect individuals’ data while still enabling the generation of OD matrices with high utility.

Recently, the distributed approach has become increasingly popular, allowing multiple
parties to work together to achieve a common goal without directly sharing their data. This
method ensures that each party’s data are kept private, not only from other participants but
also from the central server managing the process. As a result, it is particularly useful in
situations where a trusted server is unavailable or where privacy concerns are paramount.
For example, federated learning is widely used in deep learning to train models across
distributed data sources [23–25]. Federated clustering allows data from multiple sources to
be grouped together without compromising privacy [26,27]. In addition, secure multiparty
computation allows multiple distributed parties to jointly compute a function over their
inputs while ensuring that each party’s input remains private [28,29].

To address privacy concerns when constructing OD matrices, a distributed solution
can be utilized to compute the matrix without sharing sensitive movement data with
external, untrusted entities. Figure 1 presents a motivating example for this work, where
each party, such as a service provider, maintains a trusted relationship with its users. As a
result, each party is able to construct a local OD matrix using the trajectory information
provided by its users. To compute an aggregated and global OD matrix, these parties
collaborate with each other. Since the central server is not trusted in this scenario, each
party shares only a privacy-preserved version of its local OD matrix with external entities,
thus preserving their privacy while enabling the computation of the global OD matrix. Here,
the privacy-preserved local OD matrix is generated using privacy-preserving mechanisms,
such as differential privacy (DP) [30]. In this approach, even if the central server is not fully
trusted, as is often the case in real-world applications, it can compute the combined OD
matrix from the sanitized data provided by all parties, without having access to the raw
OD matrices of individual participants.

Therefore, in this paper, we propose a distributed privacy-preserving framework
for the computation of OD matrices using DP, which is the de facto standard for privacy-
preserving data collection and publication. The contributions of this paper can be summarized
as follows.

• We present DistOD, a distributed privacy-preserving framework for the aggregation
and computation of OD matrices in the absence of a trusted central server, a common
scenario in real-world applications.
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• We propose a distributed method that allows participating parties to collaboratively
identify hotspot areas, which represent regions frequently traveled between by indi-
viduals across multiple parties.

• To enhance the utility of the resulting OD matrix, our approach employs a hybrid
privacy-preserving mechanism. Specifically, we apply distributed DP (DDP) to collect
OD data for hotspot areas, while using localized DP for non-hotspot regions. This
hybrid approach balances between reducing the computational overhead associated
with using only DDP and mitigating the reduced data utility often caused by relying
solely on localized DP. By balancing the computational overhead with data utility,
the proposed method enables more efficient OD matrix generation while maintaining
higher accuracy.

• Finally, we validate the effectiveness of our proposed framework through experiments
on real-world datasets, demonstrating that it can accurately compute OD matrices
without relying on a trusted central server. This highlights the practical applicability
of our approach in real-world scenarios.

The remainder of this paper is organized as follows. Section 2 reviews the related work.
Section 3 outlines the necessary background and formally defines the problem addressed in
this paper. Section 4 presents the proposed framework for the computation of OD matrices.
Section 5 evaluates the proposed approach through experiments conducted on real-world
datasets, and Section 6 presents the conclusions of the paper.

Figure 1. Overview of distributed privacy-preserving OD matrix computation framework.

2. Related Work

2.1. OD Matrix Estimation and Computation

There has been extensive research focused on the estimation and computation of
OD matrices. In this section, we briefly summarize some key studies. Mamei et al. [31]
explored the estimation of OD matrices using call detail records (CDRs). They introduced
two approaches: the time-based approach, which estimates user movements directly from
CDRs generated within specific time windows, and the routine-based approach, which
uses the routine movements of individuals to compute the OD matrix. Castiglione et al. [32]
proposed a method for the estimation of OD matrices by combining principal component
analysis (PCA) with a Kalman filter (KF). Their approach uses PCA to capture spatial
correlations between variables, while the KF framework effectively handles the nonlinear
relationship between traffic data and time-dependent OD flows. To address key challenges
in OD matrix estimation, such as underdetermination and lags caused by varying traffic
conditions, Xiong et al. [33] proposed an integrated approach that uses deep learning to
infer the structures of dynamic OD sequences and applies structural constraints to guide
traditional numerical optimization. Sun et al. [34] proposed two bi-level models for the
reconstruction of the origin–destination demand in congested networks using both link and
route travel times. Tsanakas et al. [35] proposed a data-driven approach to estimating time-
dependent OD matrices using floating car data through a data-driven network assignment
mechanism, which provides a linear mapping of the OD matrix to link flow observations.
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A two-step process for the estimation of bicycle OD matrices was proposed by [36]. The
proposed approach first generates a primary OD matrix using a gravity model and then
refines it with a path flow estimator to produce the final OD demand. Ros-Roca et al. [37]
proposed a new constrained nonlinear optimization model that reduces the number of
variables linearly based on the network size, rather than quadratically. By using traffic-
related data, the proposed approach avoids the need for traditional traffic assignment and
bi-level iterative processes.

With the recent success of deep learning techniques across diverse fields, there has
been growing interest in applying these methods to predict OD flow matrices. Li et al. [38]
present a generative network-based approach for the accurate prediction of network-
wide ride-sourcing passenger demand OD matrices. Their model effectively captures
spatiotemporal features and external dependencies, demonstrating superior performance
and convergence when evaluated on real-world datasets. OD-GPT [39] is a generative
pre-training model inspired by natural language processing that predicts OD flows by
framing grid sequence prediction as a next-token prediction task. This approach effectively
captures complex spatiotemporal dependencies in urban environments. GODDAG [40]
is a framework designed to generate OD flow data in cities lacking historical records,
utilizing a graph neural network-based mobility model paired with domain adversarial
training. It learns mobility patterns from data-rich source cities and seamlessly transfers
this knowledge to estimate OD flows in new urban areas. Chen et al. [41] proposed a
framework using an autoencoder network with feature transfer to estimate urban dynamic
OD matrices by integrating connected vehicle trajectories and limited automatic vehicle
identification data.

2.2. Privacy-Preserving Techniques for OD Matrix Computation

There have been several proposals to address privacy concerns in the publication
and estimation of OD matrices. Shaham et al. [18] introduced a technique for the privacy-
preserving publication of multi-dimensional OD matrices that capture intermediate points
along individual trips. By exploiting DP and taking into account important data prop-
erties, such as the density and homogeneity, their method provides robust privacy pro-
tection while ensuring high query accuracy. Matet et al. [17] presented an approach for
the k-anonymization of OD matrices, addressing privacy concerns in mobility data. By
exploiting the low dimensionality of OD data, the proposed method explores a larger
solution space than traditional generalization algorithms while maintaining scalability for
high-flow matrices. Yin et al. [42] introduced a spatial generalization approach based on
k-anonymization to protect the privacy of OD matrices derived from mobile phone location
data. Their method addresses the challenge of preserving data utility for mobility analysis
while mitigating the risk of re-identification. Kohli et al. [43] developed an algorithm for the
construction of differentially private mobility matrices, such as OD matrices, with formal
privacy guarantees. They also explored practical strategies to balance privacy and data
accuracy, providing valuable guidance for the responsible use of private mobility data.

The method proposed in this paper differs fundamentally from the existing approaches
in the way in which it addresses privacy concerns in the handling of OD matrices. Existing
methods assume the presence of a trusted central server that manages raw OD matrices
and processes them to enhance the privacy. In contrast, the approach proposed in this
paper assumes the absence of a trusted central server, necessitating a decentralized solution.
As a result, the proposed method provides enhanced privacy protection by ensuring that
no party has centralized access to the raw OD data.

2.3. DP in Distributed Systems

DP is widely used in various distributed environments to ensure data privacy, particu-
larly in scenarios where sensitive information is shared across multiple devices, networks,
or organizations. Its application spans a variety of areas, including federated learning,
federated clustering, and Internet of Things (IoT) networks. In federated learning, DP is
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commonly used to protect individual user data by adding noise to local model updates
before they are aggregated, ensuring that sensitive information remains protected through-
out the learning process, without being shared directly with a central server [44–46]. In
federated clustering, DP is used to collaboratively perform clustering tasks across dis-
tributed data sources, while ensuring that each party’s data remain private [47,48]. By
adding noise to intermediate results or cluster centers, federated clustering with DP ensures
that individual data points are not revealed, even when the collective task is complete. In
addition, DP is being used in distributed environments such as cloud and fog layers to
securely collect diverse IoT data while maintaining privacy and enabling data analysis and
aggregation across multiple sources [49–51]. By integrating DP into these environments,
sensitive IoT data, such as health information from wearable devices, smart home data, and
location data from mobile sensors, can be collected and processed without compromising
individual privacy.

The approach proposed in this paper shares structural similarities with federated
learning and federated clustering, as each participating party collaborates to construct a
global OD matrix. In addition, it is similar to distributed methods that collect data from
diverse sources, as the global OD matrix is built by aggregating the local OD matrices of
each participating party. We note that this is the first work to apply DP in the collaborative
computation of a global OD matrix in a distributed environment, where the central server
is assumed to be untrusted.

2.4. Security Patterns in Distributed Systems

A security pattern is a reusable solution to a common security problem encountered
in software design and system architecture [52,53]. These patterns provide a structured
framework for the implementation of security practices, enhancing systems’ robustness
and resilience against potential threats. In this subsection, we provide a brief overview of
the existing work on security patterns in distributed systems.

Uzunov et al. [54] presented a pattern-oriented approach to designing authorization
infrastructure for distributed systems. They introduced a security solution framework that
guides developers in building custom, application-specific authorization models through
the incremental application of microprocess and product patterns. Security and Depend-
ability (S&D) Artefacts [55] extended the concept of security patterns by incorporating
dependability mechanisms that dynamically adapt to changing contextual conditions. S&D
Artefacts are structured to cover the entire system lifecycle, providing a comprehensive
library of solutions that enhance both the security and dependability in distributed systems.
With the widespread adoption of cloud computing, several studies have focused on devel-
oping security patterns for cloud environments [56–59]. Moral-Garcia et al. [57] introduced
enterprise security patterns to address recurring security challenges in protecting informa-
tion systems within cloud-based platforms. Anand et al. [58] proposed a pattern-based
cloud security framework that offers practical security solutions, which enable developers
to implement them without needing to be security experts. Rath et al. [59] explored security
patterns for cloud software as a service (SaaS) that address various security concerns, such
as system security, data security, and privacy, and provided guidelines and case studies for
the implementation of these patterns on platforms such as AWS and Azure.

3. Preliminaries

In this section, we first present the background information for this paper and then
formally define the problem addressed in this paper. In addition, we describe the threat
model assumed in this work.

3.1. Differential Privacy

DP is based on a mathematical framework that provides a probabilistic privacy guar-
antee even in the presence of attackers with arbitrary background knowledge [30]. DP
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guarantees that an attacker will not be able to determine with certainty whether a particular
individual is included in the published dataset. It is defined as follows.

Definition 1 ((ε, δ)-DP). A randomized algorithm A satisfies (ε, δ)-DP if, for (1) any two neigh-
boring datasets, D1 and D2, and (2) any possible output O of A, the following condition holds:

Pr[A(D1) = O] ≤ eε × Pr[A(D2) = O] + δ. (1)

Two datasets, D1 and D2, are defined as neighbors if they differ by only one record.
The privacy parameter ε, referred to as the privacy budget, controls the strength of the
privacy guarantee. This definition ensures that, for any output of the algorithm A, an
adversary cannot confidently determine whether the input was D1 or D2.

The Gaussian and Laplace mechanisms are two widely used mechanisms in achieving
DP. The Gaussian mechanism achieves (ε, δ)-DP by adding random noise drawn from the
Gaussian distribution.

Definition 2 (Gaussian Mechanism). Given a function f , the Gaussian mechanism A releases
the following differentially private output:

A(D) = f (D) +N (0, σ2) (2)

where N (0, σ2) represents noise drawn from a Gaussian distribution with mean 0 and variance σ2.
The standard deviation σ is defined as

σ =
Δ f ·√2 ln(1.25/δ)

ε
(3)

Here, Δ f is the global sensitivity, representing the maximum amount by which the
output of f may change when a single record in the dataset is modified. Similarly, the
Laplace mechanism achieves (ε, 0)-DP by adding noise drawn from a Laplace distribution
with mean 0 and scale Δ f

ε .
One of the key characteristics of DP is the composition property, which ensures that

the overall privacy guarantee is maintained when multiple differentially private algorithms
are applied to the same dataset. However, the total privacy budget accumulates with each
application. Specifically, if k mechanisms, each providing (εi, δi)-DP, are applied to the
same dataset, the combined privacy guarantee becomes

(
∑k

i=1 εi, ∑k
i=1 δi

)
-DP. This means

that, while the privacy is maintained, the total privacy budget increases with the number
of algorithms used.

Variants of Differential Privacy

DP has several variants designed for different privacy needs and scenarios. Two
commonly used variants are local differential privacy (LDP) and DDP.

LDP [60,61] provides DP guarantees at the individual data point level. In this approach,
noise is added directly to each user’s data before they are shared or aggregated. This ensures
that privacy protection is applied at the source, without relying on a trusted central server.
Because each data point is obfuscated independently, LDP results in a larger loss of data
utility due to the significant amount of noise required.

Similar to LDP, DDP [62,63] operates without relying on a trusted central server.
However, it differs from LDP in one fundamental way. Noise is added to the combined
output, ensuring that the overall result satisfies DP while allowing for more accurate data
analysis compared to LDP. Unlike LDP, where each data point is individually protected,
DDP guarantees DP only for the aggregated data, making it suitable for scenarios where
collaboration among parties is required to compute joint statistics, while protecting the
privacy of the entire dataset.
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3.2. Problem Definition and Threat Model

Let assume that the entire space is partitioned into non-overlapping regions, denoted
as R = {ri | i = 1, 2, . . . , m}. The OD matrix contains the directional mobility data,
specifying the movement between origins and destinations. Let F be an m × m matrix,
where each element F[i, j] represents the volume of flow from region ri to region rj. Typically,
an OD matrix captures the mobility patterns between all regions within a given city.

Let us assume that P = {pi | i = 1, 2, . . . , n} represents a set of parties, where each
party pi could be a service provider, such as an application provider, that maintains a trust
relationship with its users. Let Fi denote the OD matrix corresponding to each party pi ∈ P.

The objective of this paper is to compute the combined OD matrix, F, by aggregating
the individual OD matrices from each participating party (i.e., F = ∑n

i=1 Fi) under the
assumption that the central server is untrusted. In this scenario, the original OD matrices
from each party cannot be directly shared with the central server or with other parties due
to privacy concerns. Therefore, this paper leverages DP to protect each party’s sensitive
OD matrix during the aggregation process. By using DP, each party can share a privacy-
preserving version of its OD matrix, allowing the central server to compute the combined
matrix without accessing the original data.

3.3. Threat Model

Mobility data are highly sensitive and vulnerable to privacy attacks, especially re-
identification attacks. Adversaries can leverage auxiliary information to link anonymized
mobility patterns to specific individuals [64]. This type of attack poses significant privacy
risks and requires the use of privacy mechanisms.

In this paper, we assume two primary adversary models: the honest-but-curious
adversary and re-identification attack models. In the honest-but-curious adversary model,
the central server and the participating parties are assumed to follow the protocol as
specified, but remain curious and may attempt to infer additional information from the
data that they receive. In the re-identification attack model, we assume that adversaries
may have access to auxiliary data, such as publicly available home and work locations.
These adversaries can attempt to re-identify the individuals by correlating the entries in
the OD matrix with this external information.

4. Distributed Privacy-Preserving Computation of OD Matrix Without Trusted
Central Server

In this section, we introduce a distributed framework for the privacy-preserving compu-
tation of OD matrices without the need for a trusted central server. We begin by presenting
the baseline approaches and highlighting their limitations. Next, we detail the proposed
DistOD framework, which is designed to compute OD matrices efficiently and effectively in
distributed environments, balancing the computational overhead with data utility.

4.1. Baseline Approaches

Algorithm 1 presents the pseudocode for the t-th participating party, which is identi-
cally applied to all other parties, to distributively compute an OD matrix while ensuring
privacy through localized DP. We note that, in our work, localized DP refers to a setting
where each party (e.g., a service provider) applies DP to a local dataset collected from its
users. This approach differs from LDP [60,61], where noise is added directly to individual
data points at the user level before any data aggregation occurs.

The algorithm iterates over each element (i, j) of the OD matrix, adding noise to Ft[i, j]
to locally satisfy ε-DP (line 5). After perturbing all non-zero entries, the party uploads the
perturbed data to the central server for aggregation. Since OD matrices are typically sparse,
this approach perturbs and reports only non-zero elements of the OD matrix. We assume
that reporting only the non-zero elements poses a minimal privacy risk, as these elements
alone are insufficient to reconstruct sensitive individual movement patterns or compromise
user privacy in a meaningful way.
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Algorithm 1 Aggregation of OD matrix based on localized DP.

1: Each Participating Party Processing:
2: Initialize Ot as an empty list
3: for each (i, j) where i, j ∈ {1, 2, . . . , m} do
4: if Ft[i, j] > 0 then
5: Append (i, j, Ft[i, j] +N (0, σ2)) to Ot
6: end if
7: end for
8: Report Ot to the central server

In Algorithm 1, each party perturbs the elements of its local OD matrix independently
to locally satisfy ε-DP, which can lead to an excessive amount of noise being added when
all perturbed data from multiple parties are aggregated. For example, consider the case
where the (i, j) element is non-zero for all parties, such as in the case of popular regions.
When the central server aggregates the data from all users, the combined value of the
(i, j) element will be ∑n

t=1 Ft[i, j] + n · N (0, σ2), which results in an overly noisy aggregated
value. Since the goal is to compute the sum of the data across parties, rather than each
individual value, it is sufficient to add noise to the final aggregated sum. By satisfying ε-DP
globally instead of locally, we would only need to add noise N (0, σ2), which is significantly
less than n · N (0, σ2).

In Algorithm 2, a DDP framework is used with secure multiparty aggregation (SecAgg)
to compute the OD matrix in a privacy-preserving manner. Unlike Algorithm 1, where
each party independently adds noise to its OD matrix to satisfy ε-DP locally, this approach
distributes the noise across parties, significantly reducing the total amount of noise intro-
duced during the aggregation process. Each participating party iterates over each element
(i, j) of the OD matrix, adding noise drawn from a Gaussian distribution, N (0, σ2

n ), where
n is the total number of participating parties (line 4). Although the smaller noise added
at each party individually does not provide ε-DP protection for its data, the aggregated
noise across all parties ensures that the final combined result satisfies the ε-DP guaran-
tee [62,63]. For example, for the (i, j) element, the combined value across all parties will
be ∑n

t=1(Ft[i, j] +N (0, σ2

n )) = ∑n
t=1 Ft[i, j] +N (0, σ2), which satisfies the ε-DP requirement

for the aggregated data. Once the noise has been added, each party encrypts its perturbed
matrix using the SecAgg protocol (line 6), ensuring that the central server can compute only
the aggregated sum of the OD matrices from all participating parties, while preventing
access to individual data that may not independently satisfy ε-DP.

Algorithm 2 Aggregating OD matrix based on DDP with secure aggregation.

1: Each Participating Party Processing:
2: Initialize F′

t as m × m matrix
3: for each (i, j) where i, j ∈ {1, 2, . . . , m} do

4: F′
t [i, j] ← Ft[i, j] +N (0, σ2

n )
5: end for
6: Encrypt F′

t using SecAgg protocol
7: Report encrypted F′

t to the central server

Even though Algorithm 2 reduces the noise added to the data, it incurs a significant
computational overhead. First, unlike Algorithm 1, each party cannot simply upload its
non-zero elements, since the non-zero entries in each party’s OD matrix differ from one
another. If parties only reported non-zero elements, when combined by the central server,
there would not be enough noise added to satisfy ε-DP. Secondly, while there have been
significant advances in secure multiparty aggregation techniques, such as those in [65,66],
the computational overhead when using these techniques is still considerably high for both
the central server and the participating parties. Moreover, the size of the OD matrix can be
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prohibitively large, making it impractical to report all elements. For instance, if the entire
space is divided into a 100-by-100 grid of regions, the corresponding matrix would be
104-by-104, resulting in a total of 108 elements. Reporting such a large number of elements
is not feasible due to computational and communication constraints. As a result, while
Algorithm 2 effectively reduces the amount of added noise, it remains computationally
expensive because of these limitations.

4.2. Proposed DistOD Framework

In this subsection, we introduce the proposed DistOD, a distributed privacy-preserving
framework for the computation of OD matrices without relying on a trusted central server.
Figure 2 provides an overview of the DistOD process, which consists of two main phases.

Figure 2. The proposed DistOD framework consists of two main phases. In the hotspot identification
phase, hotspot areas are collaboratively identified using location clustering. In the aggregation phase,
a hybrid privacy-preserving mechanism is employed by applying DDP to collect OD data for hotspot
areas and using localized DP for non-hotspot areas to ensure privacy.

• In the hotspot identification phase, each party performs local clustering and sends
the clustering results to the central server. The server then identifies hotspot areas
based on the clustering results from all parties and distributes the identified hotspot
information back to all parties.

• In the OD matrix aggregation phase, a hybrid privacy-preserving mechanism is
employed: DDP is applied to the OD data for hotspot areas, while localized DP is
used for non-hotspot areas. After applying the DP mechanisms, each party uploads
its OD matrix to the central server, which then aggregates these matrices to compute
the global OD matrix.

The rationale behind applying DDP to hotspot areas is as follows. As discussed in
the previous subsection, DDP introduces less noise to the raw data compared to localized
DP. However, the difference in the amount of noise added by each approach can vary
significantly depending on the number of common occurrences shared among parties—for
instance, in an extreme case where only one party (e.g., the i-th party) has recorded visits
for a particular region pair (rs, re) in the OD matrix, applying localized DP results in noisy
data Fi[s, e] +N (0, σ2). On the other hand, if DDP is applied, the noisy data are expressed
as ∑n

t=1 Ft[s, e] + n · N (0, σ2

n ), which is simplified to Fi[s, e] +N (0, σ2). Thus, in this extreme
scenario, there is no advantage of using DDP over localized DP in terms of data utility.
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With this in mind, the proposed DistOD approach first identifies hotspot regions that
many parties are likely to visit and then applies DDP to these areas to maximize the benefits
of using DDP. The detailed steps of each phase are presented below.

4.2.1. Hotspot Identification Phase

In our scenario, the central server is untrusted, and the participating parties do not
trust each other. This necessitates a method to identify hotspot areas without directly
sharing sensitive raw data. To address this, we employ location clustering techniques.
Each party independently clusters its location data and shares only these aggregated
results with the untrusted central server, enabling hotspot identification while preserving
data privacy. Furthermore, in Section 4.2.3, we extend this clustering-based approach by
incorporating DP. This additional layer of protection mitigates the potential for privacy
breaches when sharing even the aggregated clustering results with the server. The process
of collaboratively identifying hotspot areas consists of local clustering performed by each
participating party and hotspot detection performed by the central server.

Local Clustering: Given a region ri ∈ R, let (xi, yi) represent the center coordinates
of ri. Furthermore, let fi denote the frequency of ri, which represents the number of times
that ri appears as either an origin or destination in the OD matrix. This frequency can be
computed by summing the values in both the row and column corresponding to ri in the
OD matrix as follows:

fi =
n

∑
h=1

Ft[i, h] +
n

∑
h=1

Ft[h, i] (4)

Given the dataset RD = {(xi, yi, fi) | i = 1, 2, . . . , m}, where (xi, yi) represents the
center coordinates of region ri and fi represents the frequency (weight) of visits for region
ri, we apply the k-means algorithm to partition the m regions into k clusters. The k-means
algorithm minimizes the following objective function:

minimize
k

∑
j=1

∑
ri∈Cj

fi ·
∥∥∥(xi, yi)− (μj,x, μj,y)

∥∥∥2
(5)

where Cj is the set of points (regions) in cluster j and (μj,x, μj,y) is the centroid of cluster j.
After performing k-means clustering, the clustering result is represented as

CR = {(μj,x, μj,y, wj) | j = 1, 2, . . . , k}, where wj is the weight representing the total
visit frequency of all regions assigned to cluster Cj, calculated as wj = ∑ri∈Cj

fi. This set of
cluster centers and weights is then uploaded to the central server for further processing.
The clustered regions represent a privacy-preserving version of the users’ location data, as
only the aggregated cluster centers and their associated weights are shared, rather than the
individual raw data.

Hotspot Detection: Upon receiving the k-means clustering results from all partici-
pating parties, the central server identifies the hotspots that correspond to the top-l most
frequently visited regions. Let CR = {CR1, CR2, . . . , CRn} represent the set of k-means
clustering results received from the n participating parties. For each CRt ∈ CR, the server
assigns a weight to each region based on its proximity to the cluster centers. This is per-
formed using a Gaussian kernel, where regions closer to a cluster center are assigned higher
weights, effectively prioritizing areas with higher visit densities.

For each clustering result CRt from the t-th party, the server assigns a weight to each
region based on its proximity to all cluster centers. The weight assigned to a region ri from
the clustering result CRt is calculated as

Wt(ri) = ∑
(μj,x ,μj,y ,wj)∈CRt

wj × exp

(
− (xi − μj,x)

2 + (yi − μj,y)
2

2γ2

)
(6)

Here, γ controls the spread of the Gaussian kernel, determining the extent to which each
cluster center influences the surrounding regions. As a result, the weight assigned to each
region is the cumulative sum of the contributions from all cluster centers in the clustering
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result CRt, where each contribution is weighted by the total visit frequency of the regions
within its corresponding cluster.

After calculating the weights for each region based on all clustering results in CR,
the server aggregates these values to compute the global weight for each region. The
global weight for a region ri is computed by summing the weights assigned to it by all
participating parties, as follows:

Wglobal(ri) =
n

∑
t=1

Wt(ri). (7)

Finally, the server identifies hotspots by selecting the top l regions with the highest
global weights. However, selecting regions based on their global weights alone may lead
to the inclusion of irrelevant areas, such as regions that are not part of the road network. To
prevent this, we first apply a road map filter to exclude any regions that are not on roads,
ensuring that only meaningful areas are selected as hotspots. We then sort the remaining
regions by their global weights and select the top l regions with the highest weights. This
refined set of regions is then returned to each participating party for further analysis.

4.2.2. OD Matrix Aggregation Phase

In the OD matrix aggregation phase, each party first applies a hybrid DP mechanism
to its OD matrix. The privacy-preserved OD matrices are then uploaded to the central
server, which aggregates them to compute the global OD matrix.

Hybrid DP Mechanism: Algorithm 3 presents the proposed hybrid DP mechanism,
which combines DDP for hotspot areas and localized DP for non-hotspot areas, ensuring
a balance between computational efficiency and data utility in the aggregation of the OD
matrix. Each participating party processes its local OD matrix by iterating over each pair of
regions (i, j). For hotspot areas, the party applies DDP by adding Gaussian noise N (0, σ2

n )
to the OD matrix entry Ft[i, j] (line 5). For non-hotspot areas, if the value Ft[i, j] is greater
than 0, Gaussian noise N (0, σ2) is added to the OD matrix entry (line 8). After processing,
the values in ODDP

t are encrypted using the SecAgg protocol, which ensures the secure
aggregation of the DDP results without compromising individual privacy. Finally, both
ODDP

t and Ot are reported to the central server for further aggregation.
To improve the utility of the resulting OD matrix, our approach uses a hybrid privacy-

preserving mechanism. By applying DDP to high-density regions (hotspots), we ensure
that the OD matrix remains highly accurate in these critical areas by reducing the amount
of noise introduced. On the other hand, localized DP is applied to non-hotspot areas to
protect individual privacy using a simpler and more computationally efficient mechanism,
although this comes at the cost of reduced accuracy.

Algorithm 3 Hybrid privacy-preserving mechanism for OD matrix aggregation.

1: Each Participating Party Processing:
2: Initialize ODDP

t and Ot as empty lists
3: for each (i, j) where i, j ∈ {1, 2, . . . , m} do
4: if ri and rj belongs to a hotspot area then

5: Append (i, j, Ft[i, j] +N (0, σ2

n )) to ODDP
t

6: else
7: if Ft[i, j] > 0 then
8: Append (i, j, Ft[i, j] +N (0, σ2)) to Ot
9: end if

10: end if
11: end for
12: Encrypt ODDP

t using SecAgg protocol
13: Report encrypted ODDP

t and Ot to the central server

Aggregation of the Global OD Matrix: Upon receiving all DP-applied OD matrices
from all parties, the central server proceeds to aggregate them to compute the global OD
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matrix. This process is performed in two distinct steps. First, for the elements of the OD
matrix corresponding to hotspot areas, the data received from the parties are encrypted
using the SecAgg protocol. Thus, the server collaborates with all participating parties to
securely decrypt these data, ensuring that it only accesses the aggregated results, without
being able to access the individual data of each party. Secondly, for the elements of the OD
matrix corresponding to non-hotspot areas, the server directly aggregates the noisy data
provided by each party.

We also note that, in practice, a small number of parties may be adversarial or drop
out during the secure aggregation process. In such cases, the server may either receive an
inaccurate sum of the noise-added data or be unable to access the aggregated data due
to the absence or malfunctioning of certain parties. The issue of dealing with adversarial
parties or dropouts has been extensively studied in the literature [62]; therefore, we do not
address it in this paper. These techniques can be seamlessly integrated into the proposed
method. Instead, this paper focuses on the hybrid approach of using DDP and localized DP
in the context of computing the OD matrix, with the goal of balancing the computational
overhead and data utility.

4.2.3. Enhancing Privacy in the Hotspot Identification Process

As mentioned earlier, although the proposed DistOD approach shares the cluster
results with the untrusted central server rather than the raw data, sharing the cluster
centers can still lead to privacy breaches. To enhance the privacy during the hotspot
identification process, we can leverage DP to perturb the cluster centers before uploading
them to the server. Specifically, after performing k-means clustering, we generate the
perturbed clustering result that satisfies (ε1, δ1)-DP as follows:

CR =
{(

μj,x +N (0, σ2
1 ), μj,y +N (0, σ2

1 ), wj

)
| j = 1, 2, . . . , k

}
(8)

Here, σ1 is defined as Δ f ·
√

2 ln(1.25/δ1)
ε1

. This ensures that the shared cluster centers are
differentially private, minimizing the risk of privacy breaches while still allowing for
effective hotspot identification.

Through the composition property of DP, given the total privacy budget ε, the re-
maining privacy budget, ε2(= ε − ε1), is used to perturb the OD matrix, as presented in
Algorithm 3. This enhanced privacy inevitably reduces the utility of the aggregated OD
matrix, as the accuracy of hotspot identification is affected by the noise added to the true
cluster centers, and the reduced privacy budget ε2 is used to perturb the OD matrix during
aggregation. In the experimental section, we will evaluate the impact of this enhanced
privacy mechanism on the utility of the aggregated OD matrix.

4.2.4. Integration of Security Patterns in DistOD Framework

A security pattern is a reusable solution to a common security problem in software
design and system architecture [52,53,56]. These patterns outline recurring security issues
and provide best-practice solutions that can be consistently applied in specific contexts
to improve the security of system development and operation. In this subsection, we
describe how security patterns are integrated into the DistOD framework to provide robust
protection against potential security threats. To secure the DistOD framework, we propose
to implement security patterns that address the challenges of distributed and privacy-
preserving OD matrix computation, ensuring secure interactions, data flow management,
and the protection of sensitive information.

Interaction Security Pattern: The decentralized structure of the DistOD framework
necessitates that interactions between participating parties and the central server occur in
an environment where trust cannot be inherently established. Given this lack of mutual
trust, it becomes essential to assume security measures that ensure that only legitimate
entities are involved in data exchange and computation. To address this, we propose the
use of an authentication and authorization pattern as a fundamental component for secure
interactions. In this model, each party undergoes a thorough authentication process, using
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secure protocols to verify its identity before participating in any data-related activities.
Once authenticated, an authorization mechanism must be in place to confirm that the entity
has the necessary permissions to access or process specific data. This layered approach to
identity verification and access control ensures that only verified and authorized parties
are allowed to participate in the distributed computation of OD matrices.

Data Flow Security Pattern: To secure the transmission of data within the DistOD
framework, we propose a secure data transmission pattern. This pattern assumes the
use of encryption mechanisms to protect the confidentiality of data as they flow between
the parties and the untrusted central server. By encrypting all shared data, such as the
clustering results and noise-added OD matrices, this pattern prevents eavesdropping and
guarantees secure data flows during the computation of OD matrices.

Cryptographic Protection Pattern: In the DistOD framework, while all data transmis-
sions are protected using the data flow security pattern, data associated with hotspot areas
require additional protection due to the use of DDP. To address this need, we assume the
use of a cryptographic protection pattern that enhances the privacy by ensuring that the
central server can only access aggregated results, rather than individual data. This pattern
is applied specifically to the OD matrix elements corresponding to hotspot areas, where
DDP is used to add noise to each party’s data before sharing. By using cryptographic
techniques such as the secure aggregation protocol, individual values from the hotspot
data remain inaccessible to the central server, which can only access the aggregated sum of
these elements.

The security patterns described in this subsection significantly increase the robustness
and reliability of the DistOD framework, making it well suited for real-world applications
that require strong data security and privacy protections.

5. Experiment

In this section, we present an experimental evaluation of the proposed DistOD method
using real-world datasets.

5.1. Experimental Setup
5.1.1. Datasets

We evaluated the effectiveness of the proposed DistOD framework using two differ-
ent datasets.

• The T-Drive dataset [67] contains one week of trajectory data from 10,357 taxis
in Beijing. The T-Drive dataset provides detailed information, including taxi IDs,
timestamps, and latitude–longitude coordinates. To generate meaningful origin–
destination pairs, we divided the location data into two-hour intervals and used
each interval to determine the origin and destination points. This process resulted in
660,000 origin–destination pairs.

• The Porto dataset [68] consists of GPS coordinates collected from 442 taxis oper-
ating in Porto, Portugal. For the experiment, we processed these data to extract
1,323,078 origin–destination pairs.

In the experiment, we simulated a scenario with 50 participating parties (i.e., n = 50)
and distributed the origin–destination pairs evenly among them to create their respective
local OD matrices.

For the experiment, we divided the geographic area into four grid sizes, 25 × 25,
50× 50, 75× 75, and 100× 100, resulting in 625, 2500, 5625, and 10,000 regions, respectively.
Each origin or destination location was mapped to the corresponding region to which it
belonged. Consequently, the size of the OD matrix used in the experiments was 625 × 625,
2500 × 2500, 5625 × 5625 and 10,000 × 10,000, depending on the grid size.

5.1.2. Baseline and Evaluation Metrics

In the experiments, we evaluated the proposed DistOD against the localized DP-based
method (DPGM) in Algorithm 1 and the DDP-based approach (DDPALL) in Algorithm 2. We
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note that the DDPALL used in the experiments is based on methods commonly utilized in
federated learning contexts, such as [23]. In addition, we compared DistOD with a localized
DP-based method using the Staircase mechanism [69] (DPSM), which is known to introduce
less noise into the original data compared to the Gaussian and Laplace mechanisms.

The mean absolute error (MAE), which quantifies the difference between the actual
value and the estimated one, was used for evaluation:

MAE =
∑gi∈G ∑gj∈G R(gi) · R(gj) ·

∣∣F[i, j]− F̂[i, j]
∣∣

∑gi∈G ∑gj∈G R(gi) · R(gj)
(9)

Here, F represents the true OD matrix, while F̂ denotes the estimated OD matrix generated
by the algorithm used in the experiments. In addition, R(gi) is an indicator function that
returns 1 if the region gi is part of the road network and 0 otherwise. By including the road
network in the MAE calculation, we ensured that the MAE was computed meaningfully,
considering only valid origin–destination pairs located within the road network.

5.1.3. Experimental Settings

In the experiment, the privacy budget ε was varied between 0.25 and 1.0, with δ
fixed at 10−5. These values are consistent with standards observed in the DP literature,
where ε values below 2.0 are typically chosen to balance privacy and utility in practical
applications. Lower ε values (e.g., 0.25) provide stronger privacy, while higher values allow
for moderate privacy, allowing for a range of scenarios to assess the privacy–utility tradeoff.
The choice of δ = 10−5 reflects the common practice of setting δ to a small constant, as lower
values (e.g., 10−5 or less) help to control the probability of significant privacy loss. This
ensures that the privacy guarantee is consistently maintained, minimizing the probability
of re-identification even under adversarial conditions.

For the identification of hotspot regions in the proposed DistOD method, we set
the number of clusters (k) to 50 and the Gaussian kernel parameter (γ) to 10. All algo-
rithms were implemented in Python 3.8, and the experiments were conducted on a system
equipped with Intel Xeon 5220R CPUs and 64 GB of RAM.

5.2. Evaluation Results

Figure 3 shows the effect of the varying privacy budget (ε) on the MAE. In these
experiments, ε ranged from 0.25 to 1.0, while the size of the OD matrix was fixed at
10,000 × 10,000. For the proposed DistOD framework, the size of the hotspot areas was
varied at between 5% and 20% of the total number of regions (i.e., 10,000). As the value of
ε decreased (i.e., as the level of privacy increased), the MAE increased for all approaches.
This is because stronger privacy guarantees (lower ε) introduce more noise into the true
data, which reduces the accuracy of the estimated OD matrix. Specifically, as ε decreased,
the σ of the Gaussian mechanism increased, resulting in more noise being added. On
the other hand, as the privacy budget ε increased (i.e., as the level of privacy decreased),
the σ of the Gaussian mechanism decreased, resulting in less noise being added and thus
improving the accuracy.

This tradeoff between data utility and privacy is a well-known characteristic of DP-
based methods. Therefore, choosing an appropriate privacy budget requires balancing the
desired level of data utility with the required level of privacy, both of which depend on the
specific requirements of the application. For example, applications that deal with highly
sensitive data may require stronger privacy guarantees, even if this means compromising
the accuracy of the results. On the other hand, applications that require accurate data
insights for effective decision-making might tolerate a slightly reduced level of privacy in
exchange for higher data accuracy.

As expected, among the four different methods, the DDP-based approach (DDPALL)
shows the best performance, while the localized DP-based methods, DPGM and DPSM,
show the worst performance. The proposed method, DistOD, performs at an intermediate
level within these two categories. However, it is important to note that although the DDP-
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based approach provides the highest accuracy, this comes at a significant computational
cost, making it less practical for large-scale applications. This limitation will be explored in
more detail in Section 5.3.
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Figure 3. Effect of varying privacy budget (ε) on MAE. (a) T-Drive dataset. (b) Porto dataset.

Furthermore, as the size of the hotspot areas increases, a decrease in the MAE is
observed. This is because, in the proposed DistOD, the DDP-based approach is applied to
the hotspot areas, which collaboratively adds noise to the true data among the participating
parties to satisfy ε-DP. As a result, the total error decreases as more regions are covered by
the DDP-based approach. However, it is important to note that this improved performance
in terms of data utility comes with higher computational costs due to the complexity
of the DDP-based approach. As the hotspot size increases, the computational overhead
increases because more regions are processed using the DDP mechanism. Therefore, there
is a tradeoff between improving the data utility and managing the computational efficiency.

Figure 4 shows the effect of the varying OD matrix sizes on the MAE. In this exper-
iment, the OD matrix size was varied among 625 × 625, 2500 × 2500, 5625 × 5625, and
10,000 × 10,000, while the privacy budget ε was fixed at 0.5. As seen in the figure, the
DDP-based approach (DDPALL) consistently achieved the lowest MAE, indicating the
best performance, while the localized DP-based methods, DPGM and DPSM, exhibited the
highest MAEs, reflecting the worst performance. The proposed method, DistOD, showed
intermediate performance between these two categories, following the same trend as
observed in Figure 3.

For the Porto dataset, the MAE steadily decreases as the OD matrix size increases.
However, for the T-Drive dataset, the relationship between the OD matrix size and MAE
does not follow a consistent pattern. Specifically, the MAE decreases as the matrix size
increases from 625 × 625 to 5625 × 5625, but then rebounds when the matrix size reaches
10,000 × 10,000. This behavior is explained as follows: when calculating the MAE, only
valid origin–destination pairs within the road network are considered, which means that
the MAE is influenced more by the number of meaningful origin–destination pairs than
by the matrix size itself. In the Porto dataset, the number of valid origin–destination pairs
increases proportionally with the matrix size, resulting in a steady decrease in the average
MAE. However, in the T-Drive dataset, the number of valid origin–destination pairs reaches
a stable point at a matrix size of 5625 × 5625. Beyond this size, the MAE is less dependent
on the matrix size and more influenced by the actual data distribution. This observation
highlights that the relationship between the matrix size and error is less pronounced when
limited to practical, applicable origin–destination pairs within the road network.
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Figure 4. Effect of varying OD matrix size on MAE. (a) T-Drive dataset. (b) Porto dataset.

Figure 5 shows the experimental results when DP is applied to enhance the privacy
during hotspot identification, as discussed in Section 4.2.3. This experiment used the
T-Drive dataset with ε values ranging from 0.25 to 1.0 and evaluated two OD matrix sizes,
2500 × 2500 and 10,000 × 10,000. The size of the hotspot areas was fixed at 20% of the
total number of regions. In addition, the experiments explored different splits of the total
privacy budget between the hotspot identification and OD matrix collection phases, using
ratios of 1:9, 2:8, 3:7, 4:6, and 5:5. For example, in Figure 5, DistOD (1:9) indicates that 10%
of the privacy budget is allocated to the hotspot identification phase, while the remaining
90% is allocated to the OD matrix collection phase. For comparison, we also plot the results
of the DDP-based approach (DDPALL) and the localized DP-based methods, DPGM and
DPSM. Furthermore, the figure also shows the DistOD method, which does not use the DP
mechanism during the hotspot identification phase.

As shown in the figure, the MAE increases as a larger portion of the privacy budget
is allocated to the hotspot identification phase, leaving less for the OD matrix collection
phase. This suggests that, to maintain the data utility in the collected OD matrix, it is more
important to minimize the noise during the OD matrix collection phase than to enhance
the accuracy of hotspot area identification. This is because the noise introduced during the
collection of the OD matrix has a direct impact on the accuracy of the origin–destination
estimates. While accurately identifying hotspot areas is valuable, the overall quality of
the OD matrix is primarily influenced by how well the collected data capture the actual
movement patterns.

Furthermore, as expected, DistOD without the DP mechanism during hotspot identi-
fication consistently shows a lower MAE compared to DistOD using the DP mechanism
in this phase. More importantly, as shown in the figure, even with a 5:5 privacy budget
split between hotspot identification and OD matrix collection, the proposed DistOD still
outperforms the localized DP-based approaches. This demonstrates that, despite allocating
a significant privacy budget to hotspot identification, DistOD maintains a superior balance
between privacy and utility compared to localized methods.

Figure 6 presents the experimental results when applying DP in hotspot identification,
where the size of the hotspot regions was varied from 5% to 20% of the total regions. In
these experiments, the total privacy budget was divided between the hotspot identification
and OD matrix collection phases at a fixed ratio of 1:9. For comparison, the localized
DP-based methods, DPGM and DPSM, are also included in the graph.
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Figure 5. Experimental results showing the impact of DP in hotspot identification with the T-Drive
dataset: effect of varying the allocation of the total privacy budget between the hotspot identification
and OD matrix collection phases. (a) OD matrix size = 2500× 2500. (b) OD matrix size = 10,000 × 10,000.

As shown in the figure, there is a slight but consistent increase in the MAE when
DP is applied during hotspot identification, compared to when it is not. This increase in
error can be attributed to two main factors. First, the introduction of the DP mechanism
during hotspot identification adds noise, resulting in the less accurate identification of
hotspot areas. Second, a smaller portion of the privacy budget is left for the OD matrix
collection phase, further reducing the utility of the collected data. However, despite this
slight reduction in utility, the use of DP during hotspot identification can add an important
layer of privacy protection, as the true clustering results are not directly shared with the
untrusted central server.

(a) (b)

Figure 6. Experimental results showing the impact of DP in hotspot identification with the T-Drive
dataset: effects of varying hotspot size on MAE. (a) OD matrix size = 2500 × 2500. (b) OD matrix
size = 10,000 × 10,000.

5.3. Performance Analysis Regarding the Communication and Computational Costs

This subsection provides a performance analysis of the communication and compu-
tation overheads incurred when using secure aggregation in DDP. Secure aggregation
has been extensively studied, and the recent work in [66] introduces a scalable protocol
where the communication and computational costs of each participating party depend
logarithmically on the number of parties. Specifically, for n parties, the communication
and computational costs per party are O(log2 n + L) and O(log2 n + L log n), respectively,
where L represents the length of the input vectors. Furthermore, the server’s communica-
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tion and computational costs are O(n(log2 n + L)) and O(n(log2 n + L log n)), respectively.
Therefore, when the number of participating parties is fixed, the dominant factor affecting
the communication and computational overhead of DDP is L, which corresponds to the
number of elements in the OD matrix collected using DDP in this work.

Table 1 presents the relative ratio of the number of OD matrix elements where the
DDP mechanism is applied under the proposed DistOD method compared to the number
of OD matrix elements where the DDP mechanism is applied under the pure DDP-based
method (DDPALL), as described in Algorithm 2. The relative ratio is defined as

Relative Ratio =
Number of elements using DDP with DistOD

Number of elements using DDP in with DDPALL
(10)

This relative ratio quantifies the reduction in the number of elements requiring expensive
secure aggregation when using the proposed DistOD method compared to the pure DDP-
based approach, DDPALL.

In Table 1, the size of the hotspot areas for the proposed DistOD method is varied
between 5% and 20% of the total number of regions. As expected, as the size of the hotspot
areas increases, the relative ratio also increases, indicating a corresponding increase in
the communication and computational overhead caused by the use of secure aggregation.
More importantly, the relative ratio remains significantly less than 1, demonstrating that
the proposed DistOD method significantly reduces the communication and computational
overhead associated with secure aggregation compared to the pure DDP-based approach
(DDPALL).

Table 1. The relative ratio of the number of OD matrix elements where the DDP mechanism is applied
using the proposed DistOD method compared to the pure DDP-based method (DDPALL).

OD Matrix Size

625 × 625 2500 × 2500 5625 × 5625 10,000 × 10,000

DistOD (5%) 0.0059 0.0159 0.0189 0.0203

DistOD (10%) 0.0229 0.0520 0.0570 0.0593

DistOD (15%) 0.0503 0.0944 0.1011 0.1089

DistOD (20%) 0.0857 0.1402 0.1546 0.1647

6. Conclusions

In this paper, we have introduced DistOD, a distributed privacy-preserving framework
for the computation OD matrices, which addresses the challenge of constructing these
matrices without relying on a trusted central server. The proposed DistOD framework
employs a hybrid privacy-preserving approach that combines DDP for hotspot regions
with localized DP for non-hotspot regions. This method optimizes both the computational
efficiency and data utility, achieving a tradeoff between accuracy and privacy. Extensive
experiments on real-world datasets demonstrate that DistOD consistently outperforms
localized DP-based methods in terms of data utility and surpasses the pure DDP-based
approach in terms of efficiency. As a result, DistOD achieves a better balance between utility
and efficiency in collecting and computing OD matrices compared to these approaches.
The results also highlight the effectiveness of our approach in handling scenarios where no
trusted server is available, a common requirement in real-world applications.

For future work, we plan to extend this framework to other domains, such as health-
care and IoT, where privacy concerns are equally important. In the healthcare domain,
the framework can be adapted to protect sensitive patient mobility data, which is crucial
for epidemiological studies and public health research. In the IoT, it can be used to pro-
tect the privacy of location data generated by connected devices, ensuring the safe and
responsible use of data in smart environments. In addition, we recognize the significant
value in developing formalized security patterns for privacy-preserving computation in
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distributed systems. Future research will focus on these patterns to further enhance the
robustness and reliability of the DistOD framework, supporting broader applications in
privacy-sensitive domains.
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Abstract: Traditional recommendation systems, which rely on static user profiles and historical
interaction data, frequently face difficulties in adapting to the rapid changes in user preferences
that are typical of dynamic environments. In contrast, recommendation algorithms based on deep
reinforcement learning are capable of dynamically adjusting their strategies to accommodate real-time
fluctuations in user preferences. However, current deep reinforcement learning recommendation
algorithms encounter several challenges, including the oversight of item features associated with high
long-term rewards that reflect users’ enduring interests, as well as a lack of significant relevance be-
tween user attributes and item characteristics. This leads to an inadequate extraction of personalized
information. To address these issues, this study presents a novel recommendation system known as
the Multi-Level Hierarchical Attention Mechanism Deep Reinforcement Recommendation (MHDRR),
which is fundamentally grounded in a multi-layer attention mechanism. This mechanism consists of a
local attention layer, a global attention layer, and a Transformer layer, allowing for a detailed analysis
of individual attributes and interactions within short-term preferred items, while also exploring
users’ long-term interests. This methodology promotes a comprehensive understanding of users’
immediate and enduring preferences, thereby improving the overall effectiveness of the system over
time. Experimental results obtained from three publicly available datasets validate the effectiveness
of the proposed model.

Keywords: recommendation systems; multi-level attention mechanisms; high-reward item features;
deep reinforcement learning

1. Introduction

In contemporary society, the rapid proliferation of information has resulted in users
encountering substantial challenges related to information overload, thereby complicat-
ing the process of swiftly identifying relevant content within extensive datasets. As a
response to this issue, recommendation systems have been developed as sophisticated
information-filtering mechanisms, primarily designed to anticipate products or services
that may be of interest to users and to deliver personalized recommendations. Through
the analysis of users’ historical data and behavioral patterns, these systems are capable
of generating customized recommendation lists for individual users, thereby enhancing
the efficiency of information retrieval and mitigating the challenges associated with in-
formation overload [1]. In practical applications, recommendation systems have become
essential in various domains, including e-commerce, social networking, and online video
platforms [2].

In recent years, recommendation system algorithms have undergone a significant
evolution, transitioning from content-based methods to collaborative filtering, matrix fac-
torization, and, more recently, to deep learning and hybrid recommendation approaches [3].
Initially, these systems primarily generated recommendations by analyzing the attributes of
items; however, this content-based filtering method encountered limitations in fulfilling the

Electronics 2024, 13, 4625. https://doi.org/10.3390/electronics13234625 https://www.mdpi.com/journal/electronics88



Electronics 2024, 13, 4625

requirements for diversity and novelty. As collaborative filtering and matrix factorization
techniques matured, recommendation systems began to utilize user behavior and rating
patterns to generate recommendations based on the similarities among users or items. Nev-
ertheless, as the scale of data increased and user behavior became more intricate, traditional
collaborative filtering and matrix factorization methods began to reveal limitations in man-
aging sparse data and extensive datasets. The introduction of deep learning has revitalized
recommendation systems [4], as neural network models are capable of capturing complex,
nonlinear relationships between users and items, while effectively processing unstructured
data such as text, images, and videos. Concurrently, hybrid recommendation methods
that integrate attention mechanisms have been widely proposed [5–7], further improving
the accuracy and diversity of recommendations. However, conventional deep learning
approaches predominantly rely on static models, which struggle to adapt to dynamic
changes in user preferences, thereby inadequately promoting long-term user satisfaction
and the recommendation of long-tail items.

To mitigate these limitations, reinforcement learning has increasingly been integrated
into recommendation systems. By conceptualizing the recommendation process as a
Markov Decision Process (MDP), these systems can continuously refine their strategies
based on user feedback, leading to enhanced outcomes in terms of long-term cumulative
rewards and user satisfaction. Notably, deep reinforcement learning (DRL)-based meth-
ods have achieved significant advancements in recommendation systems, as researchers
leverage the robust representational capabilities of deep learning to manage large datasets
and adaptively modify recommendation strategies [8]. Within the realm of DRL rec-
ommendation algorithms, numerous innovative approaches have been explored in state
representation, such as the incorporation of both positive and negative user feedback and
contextual information, including time, location, and device type, thereby enriching the
dimensions and complexity of the state model [9–11]. However, the majority of existing
methods continue to concentrate primarily on modeling short-term user behavior data.
While some initiatives have aimed to enhance recommendation effectiveness by analyzing
interaction features between users and items, these approaches are often limited to basic
attribute calculations and fail to conduct a thorough analysis of the interrelations among
attributes, resulting in a low attribute relevance between users and items and an incomplete
extraction of personalized information. To address these challenges, this paper proposes a
novel recommendation system with several key contributions: (1) A sophisticated multi-
layer attention mechanism has been developed to accurately capture and analyze user
preference data. This mechanism specifically integrates the features of items associated with
high long-term rewards into the state representation, which are subsequently examined
through the Transformer layer within the multi-layer attention framework. These features
not only encapsulate users’ enduring intrinsic interests but also contribute to stability by
mitigating random fluctuations in short-term behaviors, thereby enhancing the robustness
and stability of the recommendation algorithm during the training process. (2) By utilizing
both local and global attention layers within the multi-layer attention mechanism, we are
able to assess the significance of each individual attribute within the feature vectors of users
and items, as well as the interactions among these attributes. This approach facilitates the
extraction of additional auxiliary information from user behavior data, enabling the capture
of comprehensive attribute associations between users and their recently preferred items,
which in turn improves the accuracy and depth of personalized recommendations. (3) We
have established a novel reinforcement learning-based Markov Decision Process (MDP)
framework, upon which we propose a deep reinforcement learning recommendation model
known as MHDRR. This model has been empirically validated in real-world scenarios,
demonstrating its efficiency and superiority in practical recommendation contexts.

The structure of this paper is organized as follows: Section 2 reviews the related
literature; Section 3 examines the application of reinforcement learning frameworks in rec-
ommendation systems; Section 4 elaborates on the architecture and training methodologies
of the MHDRR model; Section 5 outlines the experimental settings, analyzes the results,
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and investigates the influence of various factors on model performance; and Section 6
concludes the study while proposing directions for future research.

2. Related Work

2.1. Traditional and Deep Learning Recommendation Technologies

Recent advancements in the domain of recommendation systems have been substan-
tial. Initially, these systems predominantly utilized content-based filtering techniques,
which generated recommendations by examining the attributes of items [12]. However,
to overcome the shortcomings of content-based approaches, particularly regarding diver-
sity and novelty, collaborative filtering methods were developed. These methods assess
behavioral and rating patterns among users or items to generate recommendations based
on similarities. This approach gained prominence in the late 1990s. Nevertheless, the
rapid expansion of the internet and the increase in data volume revealed the limitations of
traditional collaborative filtering techniques in managing large-scale datasets and address-
ing data sparsity. Consequently, matrix factorization techniques emerged as a solution,
becoming prevalent in recommendation systems during the 2000s. By decomposing the
user–item interaction matrix into lower-dimensional latent factors, matrix factorization sig-
nificantly enhanced the capacity to process large datasets and improved recommendation
accuracy [13].

The advent of deep learning in the 2010s further transformed recommendation sys-
tems. These technologies utilize neural networks to model complex nonlinear relationships
between users and items, effectively handling unstructured data such as text, images, and
videos, thereby markedly improving the performance and applicability of recommendation
systems [4]. For instance, He et al. [5] substituted traditional inner product operations with
a multi-layer perceptron to model user-item interactions, resulting in considerable enhance-
ments in implicit feedback-based recommendation systems. Additionally, some researchers
have integrated attention mechanisms to leverage auxiliary information embedded in
historical data. For example, Kang et al. [6] combined the advantages of Markov chains
(MCs) and recurrent neural networks (RNNs) to capture long-term semantics and critical ac-
tions in user behavior through attention mechanisms, thereby enhancing recommendation
performance across both sparse and dense datasets. Pang et al. introduced a hierarchical
attention mechanism to thoroughly analyze user–point of interest (POI) interaction data at
various levels, examining the contributions of individual features, feature combinations,
and overall features, which significantly enriched the depth and breadth of data mining
in recommendation systems [7]. Huang et al. [14] addressed long-tail POI mining and
cold-start challenges by employing attention mechanisms to extract and analyze both
explicit and implicit features from user data in a structured, local-to-global manner.

Building on these advancements, hybrid recommendation algorithms have gradually
emerged. Liu et al. [15] proposed a novel sequential recommendation system, LinRec,
based on the Transformer model, which utilized an L2-Normalized Linear Attention mech-
anism to significantly decrease the computational complexity associated with traditional
dot-product attention mechanisms. Wu et al. [16] implemented multi-layer interactive
information propagation and holographic embeddings, integrating knowledge graphs
and attention mechanisms to effectively incorporate neighboring information and inferred
relationships among entities, thereby substantially enhancing the model’s ability to utilize
multi-source information.

Since the mid-2010s, hybrid recommendation algorithms have emerged as a promi-
nent trend in the research and application of recommendation systems. These algorithms
amalgamate various recommendation techniques, including matrix factorization, collabo-
rative filtering, and deep learning, to mitigate the limitations associated with individual
methods regarding accuracy and scalability. For instance, Li et al. [17] introduced a person-
alized course recommendation approach utilizing the BERT model. This method enhances
information extraction from course content by integrating deep learning with big data
technologies and implementing a domain-specific feature differentiation strategy, thereby
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improving the performance of the recommendation system. Similarly, Qiu et al. [18] devel-
oped a novel recommendation model, DuoRec, which incorporates regularization through
the uniformity property in contrastive learning to address distributional challenges in the
item embeddings produced by sequential deep learning models.

Nevertheless, the aforementioned recommendation methods predominantly operate
under a static model assumption, which inadequately captures dynamic fluctuations
in user preferences and fails to effectively accommodate the evolution of user interests.
Furthermore, these methods often prioritize the optimization of short-term metrics, such
as click-through rates, while overlooking long-term user satisfaction. As a result, they are
susceptible to the influence of historical behaviors, leading to a tendency to recommend
popular items and encountering difficulties in identifying high-quality long-tail items,
which are niche products with significant demand.

2.2. Recommendation Technology Based on Reinforcement Learning

Reinforcement learning (RL) presents a distinctive approach to recommendation
systems, diverging from traditional and deep learning-based methodologies. By conceptu-
alizing the recommendation process as a Markov Decision Process (MDP), RL facilitates the
continuous adaptation of recommendation strategies in response to user feedback, thereby
progressively improving the quality of recommendations. This approach aims to optimize
cumulative long-term rewards, allowing for effective adaptation to the evolving interests
of users and enhancing overall satisfaction over time [19]. Nevertheless, RL techniques
encounter challenges related to limited feature representation capabilities and face compu-
tational constraints when addressing extensive state and action spaces in recommendation
tasks. To mitigate these limitations, deep reinforcement learning (DRL) integrates the
representational strengths of deep learning, employing deep neural networks to analyze
intricate user behavior patterns, manage substantial data volumes, and flexibly adjust
strategies to accommodate shifts in user preferences, thus enabling more sophisticated and
efficient applications within recommendation systems [8].

For instance, Zhao et al. [20] developed a collaborative filtering algorithm utilizing
deep generative adversarial networks, which harnesses reinforcement learning to fully
leverage users’ immediate feedback on current recommendations, employing GANs to sat-
isfy RL’s data requirements and optimizing the negative sampling technique. Zhang et al. [9]
improved the recommendation efficacy in Deep Q-Network (DQN) state representations
by incorporating both positive and negative user feedback. Khurana et al. [21] utilized
a Graph Convolutional Network to generate embeddings for users, items, and sessions,
and applied Double Deep Q-Network technology to refine recommendation strategies,
effectively addressing overestimation bias while preserving recommendation diversity.
Gao et al. [22] introduced uncertainty-based weights to penalize unstable Q-values, sig-
nificantly enhancing long-term user satisfaction in recommendation systems. However,
value-based methods that assess Q-values for all potential actions in each state can become
inefficient in contexts with extensive action spaces [23]. To address the challenges posed by
large action spaces and facilitate efficient single-step updates, researchers have incorpo-
rated the Actor–Critic model into recommendation systems. For example, Liu et al. [10]
proposed a deep reinforcement learning framework aimed at optimizing interactive recom-
mendation systems, devising four state representation schemes to enhance the learning
of recommendation strategies. Xin et al. [24] tackled the challenges of absent negative
reward signals and temporal dependencies in reinforcement learning for recommendation
systems by integrating supervised negative Q-learning (SNQN) with a negative sampling
strategy and supervised advantage Actor–Critic (SA2C). Jiang et al. [11] introduced a deep
reinforcement learning recommendation system (UCSRDRL) featuring user–item state
representations, thereby improving recommendation quality through the enhanced model-
ing of user–system interactions. Padhye et al. [25] combined the Actor–Critic framework
with the TD3 method, employing convolutional neural network (CNN) layers to capture
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sequential patterns among documents and achieving low-variance delayed policy updates,
which effectively improved document retrieval performance in large action spaces.

Notwithstanding the progress made in the field, a majority of deep reinforcement
learning (DRL)-based recommendation systems utilize a variety of innovative strategies
to enhance and optimize state representation. These strategies often include the integra-
tion of both positive and negative feedback, as well as the incorporation of contextual
information such as temporal factors, geographical location, and device type, all aimed at
improving the comprehensiveness of state modeling. However, numerous methodologies
continue to prioritize short-term user behavior data, frequently neglecting the extraction of
features associated with items that yield high long-term rewards, which are essential for
accurately capturing users’ enduring preferences. Furthermore, although certain studies
have attempted to enhance the performance of recommendation systems by examining
user–item interaction features, there remains a notable deficiency in the thorough analysis
of individual feature attributes and their intricate interactions with other attributes. This
shortcoming limits the model’s capacity to effectively address more complex and dynamic
patterns of user behavior.

3. Reinforcement Learning Recommendation System Modeling

The fundamental component of a reinforcement learning (RL) strategy is the MDP,
which is characterized by the tuple (S, A, P, R, γ). In the context of recommendation system,
the state space (S) encompasses all potential user preferences and behavioral patterns;
the action space (A) consists of all feasible recommendation actions that the system may
undertake; the state transition function (P) delineates how states evolve in response to
specific actions; the reward function (R) assesses the immediate effectiveness of each
recommendation based on user feedback; and the discount factor (γ) evaluates the trade-off
between short-term and long-term rewards [8]. In general, it is assumed in the literature
that the MDP is fully observable; that is, at any point in time t, the observed value θt equals
the state St, as illustrated in Equation (1); the recommendation system identifies the optimal
action at each decision point based on the current state, with the objective of maximizing
the long-term cumulative reward.

Vπ(s) = max
π

Eπ

[
∑∞

k=0 γkRt+k | St = s
]
, (1)

where Eπ represents the expected cumulative reward under policy π, Rt+k denotes the
immediate reward at future time step t + k, and St = s is the initial state. The MDP for the
model described in this paper is defined as follows:

State Space S: st = (Is, Il , u), where Is = {i1, i2, . . . , im} represents the user’s history of
positive interactions (interests). Il = {i1, i2, . . . , in} represents items with special behaviors
(high-reward) prior to time step t, and u represents user information.

Action Space A: The action at ∈ R
1×k is a continuous parameter vector, where k is the

dimensionality of the item embeddings. The action at is used to compute scores via the dot
product with each candidate item it ∈ R

1×k, recommending the item with the highest score
to the user.

Transition Probability P: When the recommendation system recommends a product to
the user, if the user shows no interest, the state remains unchanged. If the user is interested,
Is is updated to {i2, i3, . . . , im+1}. If the user displays a liking (high-reward behavior) for
the product, then Is is updated to {i2, i3, . . . , im+1} and Il is updated to {i2, i3, . . . , in+1}.

Reward R: When the recommendation system executes action at and recommends an
item to the user, the user’s feedback influences the distribution of rewards. Specifically,
the reward function r(st, at) adjusts based on the user’s response to the recommendation
action, thereby measuring the immediate effectiveness of each recommended action.

Discount Factor γ: γ ∈ [0, 1] is defined as a factor used to balance the importance of
immediate and long-term rewards in decision-making. When γ = 0, the system prioritizes
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immediate rewards and disregards long-term effects; conversely, when γ = 1, it considers
immediate and long-term rewards as equally important.

4. Model Framework and Training

This section offers a comprehensive examination of the deep reinforcement learn-
ing architecture and training methodology employed by the MHDRR model, structured
into three principal components. Initially, Section 4.1 provides an in-depth analysis of
the state generation module, wherein a multi-layer attention mechanism is utilized to
extract state information from user behavior data, thereby furnishing critical input for
the decision-making process of the reinforcement learning algorithm. Subsequently, Sec-
tion 4.2 delineates the architecture of the MHDRR model, elucidating the manner in which
these state inputs facilitate the dynamic adjustment of recommendation strategies via the
Actor–Critic approach. Lastly, Section 4.3 addresses the training module, elaborating on the
model’s continuous learning and optimization processes through interaction data, aimed
at enhancing the efficacy of the recommendation system.

4.1. Status Module

The architecture of the user state generation module is illustrated in Figure 1. This
module comprises an input layer, an embedding layer, and a multi-layer attention mecha-
nism. The input layer incorporates fundamental user information alongside data regarding
positively interacted items, which are subsequently encoded into dense vectors via the
embedding layer for advanced processing. Central to the state module is the multi-layer
attention mechanism, which encompasses a local attention layer, a global attention layer,
and a Transformer layer [26]. These components work in concert to facilitate a thorough
analysis of user interaction data. The local and global attention layers employ convo-
lutional neural networks (CNNs) and linear transformations for feature extraction: the
local attention layer is dedicated to examining users’ immediate preferences concerning
specific attributes, while the global attention layer addresses interactions among attributes
from a more expansive viewpoint, thereby elucidating overarching trends in users’ recent
preferences. Furthermore, the Transformer layer evaluates features associated with high
long-term rewards, thereby capturing users’ enduring interests. Ultimately, the features
derived from both short-term and long-term analyses are synthesized within the composite
attention layer to formulate a comprehensive and nuanced representation of the user state.
Subsequent sections will elaborate on each component in detail.

Figure 1. User status generation module.
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4.1.1. User and Item Feature Embedding Module

In this model, users and items are encoded as low-dimensional vectors through
an embedding layer. Specifically, each item is associated with a low-dimensional vec-
tor, termed item embedding i ∈ R

p, achieved through a learnable embedding matrix
I = θ I ∈ R

p×N , where the dimension of I is p × N, p represents the dimensionality of the
vector, and N is the number of items. Similarly, the user’s embedding vector u ∈ R

q is
generated through a learnable embedding matrix U = θU ∈ R

q×M, where q is the vector
dimension and M is the total number of users.

4.1.2. Multi-Layer Attention Mechanism for Extracting User’s Recent Preference Features
Module

The varying significance of different attributes in relation to users and items is note-
worthy; for example, the genre of a movie is generally considered more critical than its
duration in the context of movie recommendations. Furthermore, the interactions among
a movie’s attributes are complex, as the overall interpretation of these attributes is often
conveyed through their combinations. For instance, a film that incorporates both crime and
adventure elements may be particularly appealing to male audiences, whereas the inclusion
of romantic or comedic elements could equally attract female viewers. Consequently, this
paper proposes a multi-layer attention mechanism to address the challenges associated
with individual attributes and their interactions. By analyzing both the local and global
features of items that users have recently engaged with positively, this mechanism extracts
valuable auxiliary information from the intricate dynamics of attributes. This approach
aims to optimize the generation of state representations within the decision-making process,
ultimately leading to more accurate recommendation outcomes.

Extraction of Local Features L: In this study, we employ a CNN [27] to extract local
features, denoted as L. The feature vector X is constructed by concatenating the user’s
embedding vector, denoted as u, with the embeddings of m items with which the user
has most recently engaged positively. Convolution operations are applied to the input
feature vector Xi to extract local features using convolutional kernels k = (n, 1), n ∈ z+,
ensuring that local features are meticulously extracted from each individual feature (i.e.,
each column), as illustrated in Equation (2).

fout(Xi, Cout) = fb(Cout) + ∑Cin−1
n=1 fw(Cout, (n, 1)) ∗ fin(Xi, (n, 1)) (2)

In this context, Cin, Cout, fb(), fw(), and fin() represent the number of input channels, the
number of output channels, the bias function, the weight function, and the input prepro-
cessing, respectively. The symbol ∗ denotes cross-correlation, and Xi ∈ X. Subsequently,
a ReLU activation function is utilized, resulting in the extraction of the local features
as follows:

Li = ReLU( fout(Xi, Cout) · W0 + b0), (3)

where W0 and b0 are defined as learnable parameters, while Li ∈ L denotes the extracted
local features. Ultimately, the contribution of each feature is computed using Equations (4)
and (5) to facilitate the adjustment of its weight. Subsequently, all features are aggregated
through a weighted summation, as articulated in Equation (6), based on their respective
contributions. This process culminates in the formation of the final local feature vector L,
which incorporates attention weights.

dl
i = VT

l tanh(Ul Li + bl), (4)

al
i =

exp
(

dl
i

)
∑k

i=0 exp
(
dl

i
) , 1 ≤ i ≤ k, (5)

L =
k

∑
i=0

ai·Li (6)
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where tan h() is a nonlinear activation function, Vl , Ul , bl represent trainable parameters,
and k denotes the dimension of L, · representing vector multiplication.

Extraction of Global Features G: To extract the latent information from the overall
features, including the combined features, this study establishes the convolutional kernel
size as k = (n, m), where n ∈ z+, m ≥ 2. This configuration allows for the scanning of
multiple attributes in each iteration, as illustrated in Equation (7).

fout
(
Xj, Cout

)
= fb(Cout) +

Cin−1

∑
n=1

cin−1

∑
m=2

fw(Cout, (n, m))· fin
(
Xj, (n, m)

)
, (7)

In this context, let Xj represent the vector constructed from the combination of j
features, where Xi ∈ X. Subsequently, as indicated in Equation (8), the Rectified Linear
Unit (ReLU) function is employed to derive global features. Analogous to the process of
extracting local features, Equations (9)–(11) are utilized to calculate the global feature vector
G along with the corresponding attention weights.

Gj = ReLU
(

fout
(
Xj, Cout

)
W1 + b1

)
, (8)

dg
j = VT

g tanh
(
UgGj + bg

)
, (9)

aj =
exp

(
dg

j

)
∑k

j=0 exp
(

dg
j

) , 1 ≤ j ≤ q, (10)

G =
q

∑
j=0

aj·Gj, (11)

where W1, b1, Vg, Ug, bg are trainable network parameters and q represents the dimension
of the combined features.

4.1.3. The Multi-Layer Attention Mechanism Extracts the User’s Long-Term Preference
Module for High-Reward Items

Incorporating all high-reward item features prior to time step t as the user’s long-term
preference state I, each item’s feature vector is represented as Z1, Z2, · · · , ZN. These vectors
are subsequently input into a Transformer layer for feature transformation. As illustrated in
Figure 2, the position encoding of each item is initially defined through an integer sequence
and is then mapped to position embedding vectors p ∈ R

k using a learnable embedding
matrix, where k denotes the dimension of the item embeddings. These position embedding
vectors are combined with the original feature vectors zi of the items to produce enhanced
input feature vectors yi = zi + pi. The self-attention layer processes the enhanced feature
vectors yi through three distinct linear transformations to generate the query matrix Q, key
matrix K, and value matrix V. The output of the self-attention mechanism is computed as
specified in Equation (12).

Attention(Q, K, V) = softmax
(

QKT
√

dk

)
V, (12)

where dk represents the dimension of the key vectors and the softmax function is utilized
as a nonlinear activation function. Following this, a multi-head attention mechanism is
implemented to process the queries, keys, and values. The self-attention output from each
attention head is computed as illustrated in Equations (13) and (14) by employing the
corresponding weight matrices. These outputs are subsequently aggregated through an
output weight matrix.

MultiHead(Q, K, V) = Concat(head1, head2, . . . , headh)WO, (13)
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headj = Attention
(

QWQ
j , KWK

j , VWV
j

)
, (14)

where headj represents the output from the j-th attention head, while WQ
j , WK

j , and WV
j

denote the specific weight matrices associated with that attention head. Additionally, WO

refers to the weight matrix utilized for the output linear transformation. Subsequent to the
self-attention module, a feed-forward network is employed, as illustrated in Equation (15),
which serves to augment the model’s capacity for nonlinear processing.

FFN(x) = max(0, xW1 + b1)W2 + b2, (15)

Figure 2. Structure diagram of Transformer layer.

In the context of the feed-forward network, W1 and W2 represent the weight matrices,
while b1 and b2 denote the bias vectors. The function max(0, x) corresponds to the ReLU
activation function. Furthermore, in accordance with Equation (16), average pooling is
performed across all item feature vectors.

hpool =
1
N

N

∑
i=1

h′′
i , (16)

where h′′
i denotes the output item feature vectors derived from the Transformer layer,

while hpool represents the average of all item feature vectors. It is posited that hpool
encapsulates the user’s long-term preferences for high-reward item features; therefore, we
define I = hpool.

4.1.4. Feature Fusion Module of Multi-Layer Attention Mechanism

To effectively integrate the user’s recent local features L, global features G, and long-
term high-reward features I, we utilize an attention layer to weight and combine these
features. Specifically, we define the following fusion formula Equation (17):

A = α · L + β · G + γ · I, (17)

where α, β, and γ are the weight coefficients learned through the attention mechanism,
calculated as per Equations (18)–(20):

α = softmax(eL, eG, eI), (18)

β = softmax(eL, eG, eI), (19)
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γ = softmax(eL, eG, eI), (20)

where eL, eG, eI are the unnormalized weight values computed by a feed-forward
neural network.

4.2. MHDRR Recommendation Process

The architecture of the recommendation model presented in this paper is illustrated in
Figure 3. The Actor network generates actions based on the current state, which is produced
by the state module. The state st is processed through two ReLU layers to enhance its
nonlinear processing capabilities, followed by a Tanh layer to adjust the output range,
thereby ensuring that the action values remain within an appropriate interval. Ultimately,
the action at is determined by the equation at = πθ(st), where πθ represents the policy
network and θ denotes the parameters of the policy network. To enhance exploration
efficiency and mitigate the risk of converging to local optima during training, an ε-greedy
strategy [28] is employed, which introduces a degree of randomness in the action selection
process. The action at ∈ R

1∗k is represented as a continuous parameter vector, where k
denotes the dimension of item embeddings. Furthermore, at is utilized to compute scores
through the dot product with each item it ∈ R

1∗k in the candidate set, as specified in
Equation (21), for the purpose of selecting recommended items.

scoret = itaT
t , (21)

Figure 3. Working principle diagram of MHDRR model.

The item exhibiting the highest dot product score will be recommended to the user.
Upon acceptance of a recommended item by the user, the system acquires the user’s
immediate feedback, denoted as rt, which functions as a reward signal to assess the
immediate impact of the recommendation. To enhance the training and optimization of the
recommendation algorithm, the triplet (st, at, rt) is documented and stored in an experience
pool. The parameters θ of the Actor network are updated via policy gradient, in accordance
with Equation (22).

∇θJ(πθ) ≈ 1
N ∑

t
∇aQω(s, a)|s=st,a=πθ(st)∇θπθ(st), (22)

In this context, let N represent the batch size and Qω(st, at) denote the Q-value derived
from the Critic network. The Critic network, which is a deep Q network, plays a crucial
role in evaluating the efficacy of the action policies generated by the Actor network. It
approximates the true state–action value function Qω(st, at), commonly referred to as
the Q-function, utilizing a deep neural network parameterized as Qπ(st, at). The Critic
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network computes the Q-value based on the current state st and the action taken at, in
conjunction with the immediate reward rt and the expected reward for the subsequent
state st+1. The Q-value is then updated in accordance with Equation (23).

Qω(st, at) = rt + γEst+1∼E [Qω′(st+1,πθ(st+1))], (23)

where γ denotes the discount factor, while Est+1∼E signifies the expected value of achieving
the subsequent state st+1 following a transition from the current state st and action at. To
facilitate the training of the Critic network, this study employs the Temporal Difference (TD)
learning algorithm, which utilizes a loss function L grounded in the mean squared error
between the target Q-value yi and the Q-value estimated by the Critic network, denoted as
Qω(si, ai). The target Q-value, yi, is computed according to Equation (24).

yi = riγQω′(si+1, πθ(si+1)), (24)

where Qω′ is the target Critic network and ω′ represents the parameters of the target Critic
network. The loss function L for the Critic network is shown in Equation (25):

L =
1
N ∑i(yi − Qω(si, ai))

2, (25)

where yi represents the target Q-value, N denotes the batch size, and Qω signifies the
Q-value as determined by the current Critic network. The parameters ω of the Critic
network are adjusted through the minimization of this loss function, thereby enhancing the
accuracy of the predictions regarding the expected return for various state–action pairs.

4.3. Training Module

The algorithm is trained utilizing the Deep Deterministic Policy Gradient (DDPG)
method [29]. Algorithm 1 delineates the training technique employed by the proposed
model. The process commences with the initialization of the networks, wherein the Actor
network, denoted as πθ , and the Critic network, represented as Qω, are assigned ran-
dom initial weights. Concurrently, the target networks, πθ′ and Qω′ , are initialized based
on the weights of the original networks to ensure the synchronization of their parame-
ters (lines 1–2). Furthermore, the replay buffer, denoted as D, is initialized to store state
transitions, thereby facilitating the experience replay mechanism (line 3).

In each session, the initial state is established based on the user interaction history or
predetermined environmental settings (line 5). The Actor network utilizes the policy πθ(st)
in conjunction with the current state st to ascertain the action at at each time step (line 7).
The action at is employed to recommend products, prompting the environment to yield
a new state st+1 and the associated reward rt (lines 8–9). The newly generated state and
reward information are subsequently recorded and stored in the replay buffer D for future
training iterations (line 10).

During the training process, the replay buffer is periodically sampled in batches to
facilitate the training of the Actor and Critic networks. The update of the parameters of the
Critic network entails the computation of the target Q-value yi and the minimization of the
mean squared error between the predicted Q-values and the target Q-values (lines 11–13).
In the case of the Actor network, the policy gradient method modifies the action policy
based on the gradient information supplied by the Critic network, thereby improving
decision-making performance (line 14).

Furthermore, a weighted average with a parameter τ is employed to gradually update
the parameters of the target networks. This approach alleviates fluctuations in the learning
process by partially integrating weights, thereby enhancing the stability of the learning
process (lines 16–17). The entire procedure concludes upon the completion of all scheduled
sessions, resulting in the return of the trained network parameters θ and ω (line 20). These
returned network parameters are subsequently utilized in a practical recommendation
system to facilitate decision support.
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Algorithm 1. Training Process of the MHDRR

1: Set random weights for the actor network πθ and the critic network Qω ;
2: Set up the target networks πθ′ and Qω′ with weights θ′ ← θ and ω′ ← ω ;
3: Set up the replay buffer D;
4: for session = 1, M do

5: Based on the history of user interactions, set the initial state s0;
6: for t = 1, T do

7: The actor selects an action at according to the current
WWWWWWWWWWWWWlpolicy πθ(st);
8: Execute action at, recommend items, and observe the

WWWWWWWWWWWWWlreward rt = R(st, at);
9: Set st+1 according to the defined state transition function;
10: Store the state transition (st, at, rt, st+1) in D;
11: Take a sample from D of a mini-batch of N
WWWWWWWWWWWWwwwWtransitions (st, at, rt, st+1);
12: Set yi = ri + γQω′ (si+1, πθ′ (si+1));
13: Utilizing Equation (25), update the critic network;
14: Utilizing Equation (22), update the critic network;
15: Modify the target networks’ parameters:
16: θ′ ← τθ + (1 − τ)θ′ ;
17: ω′ ← τω + (1 − τ)ω′ ;
18: end for

19: end for

20: return θ and ω;

5. Experiments and Analysis

5.1. Experimental Setup

The MHDRR algorithm was implemented utilizing Python 3.6 and TensorFlow 2.5.0.
All experimental procedures were conducted on a personal computer featuring an Intel
i7-10875H CPU and an NVIDIA RTX 3060 GPU. During the training of the model, the
average utilization rates for the CPU and GPU were recorded at 70% and 80%, respectively.
Each iteration involved the processing of a mini-batch consisting of 32 samples, with an
average processing duration of approximately 3 s per batch.

For the experimental analysis, three distinct versions of the Movielens dataset were
employed: ML_100k, ML_1M, and ML_10M. Detailed information regarding these datasets
is presented in Table 1. In the data preparation phase, users who had provided fewer
than 10 total ratings were excluded from the dataset. The datasets were subsequently
divided into training and testing subsets, with 80% of the data randomly allocated for
model training and the remaining 20% designated for testing purposes. It is important to
note that users were not represented in both the training and testing sets concurrently.

rt = r(st, at) =
1
2
(rating − 3), (26)

where rating is the score a user gives to an item. Prior to time step t, the ten most recent
items that received ratings above 3 are utilized to represent the state of recent interest.
Additionally, all items rated as 5 before time step t are regarded as indicative of the state
of long-term high-reward preferences. Two independent Adam optimizers are employed
to update the parameters of the Actor and Critic networks, respectively. To mitigate the
risk of overfitting, L2 regularization is incorporated during the optimization process. The
learning rate for the Actor network is established at 1 × 10 −4, whereas the learning rate
for the Critic network is set at 1 × 10 −3. The discount factor γ is assigned a value of 0.9
to modulate the contribution of future rewards. In the multi-head attention layer of the
Transformer architecture, n = 4 heads are utilized. During the recommendation process,
the system considers all movies within the candidate set, with the exception of those that
have been previously recommended.
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Table 1. Introduction to the dataset.

Dataset Users Items Ratings Scale

ML_100K 943 1682 100,000 [1–5]
ML_1M 6040 3952 1,000,209 [1–5]

ML_10M 69,878 10,677 10,000,054 [1–5]

5.2. Evaluation Metrics

This paper utilizes HR@K and NDCG@K as evaluation metrics. HR@K denotes
the ratio of positive ratings provided by users among the top K items recommended
by the recommendation system, whereas NDCG@K signifies the normalized discounted
cumulative gain, which evaluates the quality of the ranking within the recommendation
list. The calculations for these metrics are presented in Equations (27)–(29).

HR@K =
NumberO f Hits@K

GT
, (27)

DCG@K =
1
N

N

∑
u=1

K

∑
i=1

2reli − 1
log2(i + 1)

, (28)

NDCG@K =
DCG@K

IDCG
, (29)

The variable NumberOfHits@k denotes the quantity of items within the top K recom-
mendations that align with the user’s actual interests, while GT represents the total number
of items in the test set that the user finds appealing, with reli ∈ [0, 1]. Additionally, the term
represents the reward value for the i-th movie, and IDCG refers to the ideal discounted
cumulative gain (DCG) for the optimal arrangement of recommendations.

5.3. Comparative Models

This study utilizes several baseline models for comparative analysis, categorized into
three distinct groups: traditional collaborative filtering-based recommendation models,
deep learning-based recommendation models, and deep reinforcement learning-based
recommendation models. The specific models employed include PMF [30], SVD++ [5],
NCF [31], GRU4Rec [32], SASRec [6], DQN [33], DEERS [9], and DRR [10].

PMF: Probabilistic Matrix Factorization (PMF) interprets the process of matrix de-
composition by breaking down the user interaction matrix into a product of low-rank
latent factor matrices corresponding to users and items. This methodology, when inte-
grated with a restricted Boltzmann machine model, markedly enhances the accuracy of
recommendations for users who exhibit sparse rating patterns.

SVD++: SVD++ is an enhancement of the latent factor model that incorporates neigh-
borhood models and extends its functionality to leverage both explicit and implicit user
feedback. This integration significantly improves the accuracy of recommendations.

NCF: Neural Collaborative Filtering (NCF) utilizes a multi-layer perceptron to learn
the interaction function between users and items, thereby introducing nonlinearity to
augment the model’s expressive capacity.

GRU4Rec: The first model to apply recurrent neural networks within a recommen-
dation system, specifically designed for contexts that rely on short-term session data as
opposed to extensive long-term user histories.

SASRec: A sequence model that employs self-attention mechanisms to identify perti-
nent items from relatively brief user action histories, utilizing this information to forecast
the subsequent item.

DQN: A deep reinforcement learning algorithm that combines deep learning tech-
niques with Q-learning. It processes environmental states using a neural network model,
generates Q-values for each potential action, and selects actions based on these Q-values.

100



Electronics 2024, 13, 4625

DEERS: The first model designed to dynamically acquire optimization strategies
through user feedback, employing reinforcement learning techniques. This model places
a specific emphasis on the effective integration of both positive and negative feedback to
enhance the quality of recommendations.

DRR: A model grounded in the Actor–Critic framework; however, it fails to account
for long-term features and the interactions between user and item attributes within its
state modeling.

5.4. Experimental Results and Analysis

The comparative experimental results are shown in Tables 2–4. Across the different
sizes of the MovieLens datasets (100 k, 1 M, and 10 M), the MHDRR model consistently
demonstrated superior performance, particularly on the larger 1 M and 10 M datasets,
where it outperformed all other models in both HR@10 and NDCG@10 metrics. Even on
the smaller 100 k dataset, where user–item interactions are relatively limited, the MHDRR
model was still able to provide highly accurate recommendations. When applied to
the larger 1 M and 10 M datasets, this model significantly improved the generalization
capability and accuracy of the recommendation system by effectively utilizing the extensive
user interaction data. This highlights the clear advantage of the MHDRR model in handling
large-scale datasets and demonstrates its ability not only to predict user interest points
more accurately but also to prioritize items in the recommendation list that users are likely
to find more appealing, thereby delivering more personalized recommendation results.

Table 2. MovieLens_100k experiment results.

Models
K = 5 K = 10

HR NDCG HR NDCG

PMF 0.3182 0.2157 0.4691 0.2641

SVD++ 0.2721 0.1828 0.4253 0.2310

NCF 0.4891 0.3467 0.6601 0.4024

GRU4Rec 0.5185 0.3611 0.6807 0.4236

SASRec 0.5269 0.3706 0.6910 0.4243

DQN 0.2813 0.1802 0.4324 0.2290

DEERS 0.5060 0.3585 0.6595 0.4084

DRR 0.7198 0.4963 0.7853 0.5457

MHDRR 0.7102 0.4988 0.8012 0.5749

Among the various models based on collaborative filtering, Probabilistic Matrix Fac-
torization (PMF) and SVD++ predominantly utilize historical interaction data for linear
predictions, which constrains their ability to effectively address nonlinear and complex
relationships. In contrast, Neural Collaborative Filtering (NCF) leverages deep learning
techniques to introduce nonlinearity, demonstrating superior performance compared to
PMF and SVD++ across two datasets of varying sizes. Furthermore, the MHDRR model
integrates both deep learning and reinforcement learning methodologies. This integration
not only enables the capture of nonlinear and complex relationships between users and
items but also facilitates the dynamic adjustment of recommendation strategies in response
to changes in user behavior. Consequently, MHDRR exhibits an enhanced adaptability and
efficiency in managing large datasets compared to PMF, SVD++, and NCF.

101



Electronics 2024, 13, 4625

Table 3. MovieLens_1M experiment results.

Models
K = 5 K = 10

HR NDCG HR NDCG

PMF 0.3019 0.1995 0.4521 0.2479

SVD++ 0.2434 0.1635 0.3709 0.2044

NCF 0.5030 0.3512 0.6682 0.4050

GRU4Rec 0.6602 0.4857 0.8057 0.5329

SASRec 0.6676 0.4936 0.8063 0.5389

DQN 0.2969 0.1942 0.4513 0.2421

DEERS 0.4918 0.3497 0.6543 0.4023

DRR 0.6936 0.4468 0.8116 0.4045

MHDRR 0.7259 0.5121 0.8397 0.5511

Table 4. MovieLens_10M experiment results.

Models
K = 5 K = 10

HR NDCG HR NDCG

PMF 0.4775 0.3318 0.6434 0.3854

SVD++ 0.3836 0.2828 0.5072 0.3330

NCF 0.7635 0.5809 0.8816 0.6194

GRU4Rec 0.7937 0.6212 0.8989 0.6566

SASRec 0.8240 0.6567 0.9143 0.6862

DQN 0.4909 0.3407 0.6573 0.3947

DEERS 0.7224 0.5708 0.8389 0.6085

DRR 0.8697 0.7182 0.9387 0.7543

MHDRR 0.8854 0.7551 0.9428 0.7792

Among the various deep learning-based recommendation models, the SASRec model
demonstrates superior performance across both datasets. The SASRec model utilizes a
self-attention mechanism that effectively identifies significant items from brief sequences
of user behavior, suggesting that the modeling of short-term interests can improve recom-
mendation accuracy. However, traditional deep learning algorithms typically update their
recommendation strategies solely during the training phase, which restricts their adaptabil-
ity to shifts in user preferences. In contrast, the strength of the MHDRR model resides in
its capacity to integrate both short-term behavioral sequences and long-term high-reward
feedback. Through its dynamic adjustment capabilities derived from reinforcement learn-
ing, the MHDRR model significantly enhances the understanding of and responsiveness
to users’ long-term preferences, thereby achieving substantial improvements in sequence
prediction accuracy and long-term user satisfaction.

Among the three models based on deep reinforcement learning, the MHDRR model
is distinguished from both DQN and DEERS by its integration of value-based and policy-
based reinforcement learning algorithms. This model incorporates evaluation mechanisms
specifically designed to address the potential challenges associated with high variance
and local optima that may arise during policy evaluation. In contrast, although the DRR
model also utilizes the Actor–Critic framework, it inadequately accounts for the long-term
high-reward characteristics of users and fails to effectively represent comprehensive state
information. The MHDRR model, through its multi-level attention mechanism and the
integration of long-term high-reward item features, offers a more nuanced analysis of user
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behavior patterns. This capability enables the recommendation system to more accurately
predict and adapt to fluctuations in user preferences.

5.5. Ablation Experiment and Analysis

In order to assess the efficacy of the multi-layer attention mechanism in identifying
short-term preference characteristics and long-term high-reward feedback attributes within
the MHDRR framework, a series of experiments were performed utilizing the MovieLens-
1M dataset. These experiments involved the selective retention of one or more components
of the multi-layer attention mechanism, specifically the local feature module, the global
feature module, and the long-term high-reward feedback feature module. A comprehensive
summary of the configurations employed in each model is presented in Table 5.

Table 5. Models used in the ablation experiment.

Model
Local Features of

Multiple Layers of
Attention

Multi-Layer Global
Features of Attention

Long-Term
High-Reward

Feedback
Characteristics

HDRR
√

MDRR
√ √

MHDRR-L
√ √

MHDRR-G
√ √

MHDRR
√ √ √

The results of the ablation experiments, as illustrated in Figures 4 and 5, indicate
that the HDRR model exhibits the lowest performance. This finding suggests that relying
exclusively on the capture of long-term preferences, without considering short-term user
behavior, fails to adequately address the requirements of recommendation systems. In
contrast, while the MDRR model incorporates a multi-level attention mechanism to capture
short-term preference features, its performance diminishes relative to the comprehensive
MHDRR model when long-term high-reward feedback features are excluded. This ob-
servation underscores the critical importance of these features in enhancing the quality
of recommendations. Furthermore, the comparison between MHDRR-L and MHDRR-G,
both of which retain long-term high-reward feedback features, reveals that MHDRR-G
outperforms MHDRR-L. This finding affirms the significant role of the global features of
short-term preferences, as captured by the multi-level attention mechanism, in compre-
hending broader user preferences. Notably, MHDRR demonstrates superior performance
across all evaluated metrics, thereby validating that the integration of short-term local and
global features with long-term high-reward feedback features is essential for an effective
recommendation system. This evidence illustrates the synergistic effect of these features in
improving recommendation accuracy and user satisfaction, thereby confirming the efficacy
of the multi-level attention mechanism and long-term high-reward feedback.

5.6. Hyperparameter Experiment and Analysis

In this study, we explored the impact of embedding dimensions on the performance
of the MHDRR framework by conducting experiments on three movie-rating datasets of
varying sizes (Movies-100k, Movies-1M, and Movies-10M), with embedding dimensions
set at 16, 32, 64, 100, 150, and 200. The experimental results are shown in Figures 6–8. The
results indicate that as the embedding dimensions increased from 16 to 100, both the hit rate
(HR@10) and normalized discounted cumulative gain (NDCG@10) improved significantly
across all three datasets, suggesting that higher embedding dimensions effectively capture
complex user–item interaction relationships. However, when the embedding dimensions
reached 150 and 200, the improvement in recommendation performance began to plateau,
likely indicating that the model had reached its learning capacity given the current data, and
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further increases in embedding dimensions might lead to overfitting and wasted resources.
Therefore, based on a balance of performance and efficiency, an embedding dimension of
100 was determined to be optimal, ensuring the best trade-off between recommendation
accuracy and computational resource utilization.

Figure 4. HR performance of different models.

Figure 5. NDCG performance of different models.

Figure 6. Parameter study on embedding size d on the MovieLens-100k datasets.
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Figure 7. Parameter study on embedding size d on the MovieLens-1M datasets.

Figure 8. Parameter study on embedding size d on the MovieLens-10M datasets.

6. Conclusions

This paper presents a novel recommendation system, referred to as MHDRR, which
integrates a multi-level attention mechanism with deep reinforcement learning algorithms.
This integration significantly enhances the system’s ability to extract key information from
user feedback data and effectively captures the intricate relationships between users and
items. Additionally, the system incorporates features related to long-term high-reward
items, enabling it to accurately identify and respond to users’ inherent interests, thereby
optimizing the long-term benefits of the recommendation system. The model was evalu-
ated using the publicly available MovieLens-100K, MovieLens-1M, and MovieLens-10M
datasets, and comparative analyses with other models indicate that MHDRR substan-
tially improves both the accuracy of recommendations and the normalized discounted
cumulative gain metrics.

In recommendation systems, diversity serves as a critical metric for evaluating the
quality of a recommendation list. A recommendation list characterized by high diversity
encompasses a wide and varied array of items, thereby providing users with diverse options
that enrich their exploration experience and overall satisfaction [34]. Future research will
concentrate on improving the diversity of recommendation systems to more effectively
address the extensive needs of users.
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Abstract: In a distributed wireless sensor network (DWSN), sensors continuously perceive
the environment, collect data, and transmit it to remote users through the network so as
to realize real-time monitoring of the environment or specific targets. However, given the
openness of wireless channels and the sensitivity of collecting data, designing a robust
user authentication protocol to ensure the legitimacy of user and sensors in such DWSN
environments faces serious challenges. Most of the current authentication schemes fail to
meet some important and often overlooked security features, such as resisting physical
impersonation attack, resisting smartcard loss attack, and providing forward secrecy. In
this work, we put forward a practically secure two-factor authentication scheme using
a physically unclonable function to prevent a physical impersonation attack and sensor
node capture attack, utilize Chebyshev chaotic mapping to provide forward secrecy, and
improve the efficiency and security of session key negotiation. Furthermore, we use the
fuzzy verifier technique to prevent attackers from offline guessing attacks to resist smartcard
loss attacks. In addition, a BAN logic proof and heuristic security analysis show that the
scheme achieves mutual authentication and key agreement as well as prevents known
attacks. A comparative analysis with state-of-the-art schemes shows that the proposal not
only achieves desired security features but also maintains better efficiency.

Keywords: authentication protocol; physical impersonation attack; physically unclonable
function; Chebyshev chaotic mapping; distributed wireless sensor networks

1. Introduction

The development of microelectronics technology, computing technology, and wireless
transmission technologies has promoted the rapid development of low-power multifunc-
tional sensors for integrating various functions such as information collection, environ-
mental sensing, and wireless communication in miniaturized volumes [1]. A distributed
wireless sensor network consists of users, gateways, and many static or mobile microsen-
sors that form a multihop self-organizing network through wireless communication, realize
data collection and data aggregation, and transmit the data through a wireless channel by a
gateway to a remote user for further analysis and processing [2]; its architecture is shown in
Figure 1. A DWSN has a wide range of application scenarios, such as industrial Internet of
Things [3], wireless medical sensor networks [4], smart homes [5], mine monitoring [6], etc.
Note that since a WSN is the foundation of a DWSN, this paper also discusses the security
of a WSN in the related works section. In a DSWN, wireless sensors are characterized by
limited energy, computing power, and transmission bandwidth, and they are typically de-
ployed in unmanned or harsh environments. Because the data gathered by wireless sensors

Electronics 2025, 14, 10 https://doi.org/10.3390/electronics14010010
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are often important and sensitive and are transmitted wirelessly, it is easy for attackers
to launch malicious attacks, such as eavesdropping, blocking, tampering, and replaying,
during the communication process [7,8]. In a DWSN, the most serious case is that the node
is subjected to a physical impersonation attack. By capturing the wireless sensor node in
the network, the attacker obtains all the information (including the key) in the node, clones
it, disguises it as a legitimate node, and participates in various network activities. Due
to its legitimate information, the cloned node cannot be identified by ordinary security
authentication methods. Although IEEE 802.15.4 provides some security services for the
lower layers of the WSN stack, it also has some security defects [9]. Moreover, the openness
of wireless networks and the scanty resources of wireless sensors make it necessary to
establish appropriate authentication and key agreement mechanisms at the application
layer to ensure secure communication between legitimate users and the sensors.

Figure 1. The typical architecture of a DWSN.

1.1. Related Works

As the key technology of network security, the user authentication protocol verifies
the user’s legality and encrypts the transmission data between communication parties.
It is crucial to ensure network security, and this is a prerequisite for ensuring the secure
transmission of data and access by authorized users. In recent years, as sensor-based
IoT technologies have been increasingly widely used in industrial and other scenarios,
designing user authentication protocols for DWSNs has attracted the attention of the
research community. In general, for DWSN user authentication protocols, in addition to
being suitable for the actual needs and capable of user anonymity, mutual authentication,
and high efficiency, they should also be able to defend against malicious attacks, like insider
attacks, replay attacks, and physical impersonation attacks [10]. It is worth noting that the
sensor node physical impersonation attack is easily overlooked.

Researchers have proposed various user authentication protocol schemes based on
the hash function to address the challenges posed by the high-security requirements and
resource constraints imposed by wireless sensors due to data sensitivity in the WSN
environment [11–21]. Although these schemes are efficient in computation cost, they
are still subject to some attacks, resulting in session key leakage or failure to meet the
relevant security properties of the session key, which cannot guarantee the session key’s
security negotiated by the two parties. For example, Das [22] proposed a three-factor
(password, smartcard, biometrics) authentication protocol for a large-scale DWSN, but
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we found that Das’s scheme suffered from smartcard loss attack, failed to provide sensor
node anonymity, and could not thwart a physical impersonation attack. Md. et al. [23] also
found that Das’s scheme failed to resist a known session-specific temporary information
attack and replay attack; the scheme [13] lacks forward secrecy; that is, if the system key is
obtained by an attacker, the attacker can calculate the session key shared by the user and the
sensor; protocols [12,14,15,19,20] are vulnerable to a temporary information leakage attack;
protocols [11,16–18] cannot withstand a session key leakage attack; and protocols [15,19–21]
could not thwart a physical impersonation attack. To address the security flaws of these
authentication schemes by using the hash function, Wang et al. emphasized that public
key operations should be employed to construct an authentication protocol in universal
circumstances [24]. Compared with RSA and other public key cryptosystems, elliptic curve
cryptography (ECC) has the merits of a shorter key length and faster computing speed,
and it has been widely employed in various authentication protocols [25–33]. However,
this kind of user authentication, using an ECC protocol for the WSN environment, still has
the problem of high computation cost. Moreover, related research has shown that these
authentication schemes based on ECC still lack anonymity and cannot resist security risks
like a user impersonation attack and insider attack. Thus, designing a DWSN authentication
protocol that not only can resist various known attacks and satisfy favorable security
properties but also achieve a good trade-off between security and efficiency is a very
challenging task.

Because public key cryptography with Chebyshev chaotic mapping has the merits of
not relying on large prime numbers, faster computation, and shorter encryption length
under the same security strength compared with modular exponential and ECC in public
key cryptosystems, some researchers have proposed user authentication schemes using
chaotic mapping [34,35]. Wang et al. [34] reported that a previous scheme lacked forward
secrecy and was insecure to resist a session key leakage attack, impersonation attack, sensor
node impersonation attack, desynchronization attack, and temporary information leakage
attack; additionally, they suggested an improved anonymous authentication protocol to
surmount these defects. However, our examination revealed that Wang et al.’s scheme fails
to resist a gateway impersonation attack and temporary information leakage attack. To
overcome the lack of forward secrecy, lack of three-factor (password, smartcard, biometric)
security, and other defects in the previous scheme, Xu et al. [35] suggested a three-factor
authentication protocol with chaotic mapping; however, the attacker can launch a replay
attack because their scheme lacks a timestamp mechanism, and when insiders obtain
registration information and the smartcard, they can recover some secret information and
launch a user impersonation attack correspondingly. Li et al. [36] suggested an enhanced
scheme with chaotic mapping to overcome the shortcomings in the previous scheme.
Unfortunately, we point out that Li et al.’s solution is not appropriate in practice because,
in their architecture, the user is capable of communicating directly with the sensor without
having to go through a gateway, which shows that the communication distance is too far
and that the signal transmission needs to consume more energy, resulting in the rapid
depletion of the scanty energy of the sensor. Over the past few years, several enhanced
authentication schemes [37–39] have been devised to eliminate the security weaknesses of
previous protocols and to improve their efficiency using chaotic mapping in recent years.
These schemes provide better security features compared to [10,27–30], but we note that
none of them can defend against a sensor node physical impersonation attack.

Because sensors in the current DWSN are still at risk of being captured and physically
impersonated by attackers, a new technique called PUF is being used in sensor nodes to
improve the security of WSN authentication protocols. Recently, Shao et al. [40] put forward
a mutual anonymous authentication protocol using PUF and a fuzzy extractor to thwart
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a desynchronization attack and privileged-insider attack for a wireless medical sensor
network environment. In their scheme, both the user and the sensor use PUF to negotiate a
session key to secure real-time data transmission between them. However, their scheme is
not resistant to a desynchronization attack, and it is expensive to deploy because PUF is
used on both the user and sensor sides. To resolve the faultiness of physical-layer security
and over-centralized problem of the wireless medical sensor network, Wang et al. [41]
devised a lightweight authentication protocol using PUF and blockchain technology with
dynamic identity updates. Although this solution successfully addressed the physical-layer
security of the sensor, all three participants in the authentication process needed to save
many challenge response pairs in advance, which undoubtedly took up plenty of storage
space for each of them. Lee et al. [42] presented a three-factor anonymous authentication
scheme with PUF to ensure the secure communication of a wireless medical sensor network.
It is possible for Lee et al.’s protocol to eliminate a sensor node capture attack within their
protocol; however, the challenge response pairs saved in the gateway note are not updated
during the authentication process, which exposes their scheme to potential risks such as an
insider attack. In [43], a multifactor authentication scheme utilized PUF for an IoT-enabled
WSN to provide a solution for accessing remote sensors through a base station. Recently,
to address security shortcomings in three different schemes, Tyagi et al. [44] suggested an
authentication scheme using PUF and ECC. However, we discovered that Tyagi et al.’s
solution did not renew the challenge response pair as Lee et al.’s scheme [42], and the
sensors directly communicate with the user as the scheme [36]. Although their scheme may
protect against a sensor node physical impersonation attack, the high computation cost
and communication cost or inner design flaws make them impractical in deployment.

1.2. Research Motivation and Contribution

Due to the huge application potential of a DWSN in many scenarios, some authen-
tication protocols applied to the DWSN environment still have security defects, so it is
extremely necessary to design authentication protocols with high security that are suitable
for the DWSN environment. On the one hand, due to the scant energy and computation
capability of wireless sensors, traditional network security technologies cannot be directly
employed in a DWSN; thus, an authentication protocol for a DWSN should be designed
to be efficient and lightweight. On the other hand, the data collected and transmitted
by wireless sensors are frequently sensitive and can even lead to serious problems such
as privacy disclosure and personal security, so there is a higher demand for security. In
addition, compared to other public key cryptography systems such as ECC, Chebyshev
chaotic mapping not only reduces computation cost on a wireless sensor with limited
resources but also improves computation efficiency of the authentication scheme while
maintaining higher security. In particular, sensor nodes are easily captured by attackers
to launch a physical impersonation attack, so an authentication protocol must be able to
defend against a physical impersonation attack. To solve these problems, we propose a
DWSN anonymous authentication scheme using PUF and Chebyshev chaotic mapping.

The following are the contributions of this paper:

1. We put forward an anonymous user authentication scheme for a DWSN utilizing
PUF, Chebyshev chaotic mapping, and two factors, i.e., password and smartcard. Our
scheme uses PUF only on sensor nodes to thwart a physical impersonation attack,
and there is no need to prepare many challenge response pairs in advance. The
challenge-response information of the sensor node is also not fixed but varies during
each authentication process to guarantee the sensor node’s physical security, and
this does not require a special additional phase. In addition, we use the public key
cryptography system Chebyshev chaotic mapping, which can not only prevent the
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guessing attacks caused by the simple use of the hash function to generate the shared
session key but can also ensure the same security with only one-third of the operation
cost compared with an ECC.

2. We demonstrate the security of our scheme by using the BAN logic and heuristic
analysis to demonstrate that it not only achieves secure session key negotiation and
mutual authentication but also has the ability of preventing various known attacks
while possessing the desired security features.

3. We analyze the performance by comparing our protocol with that of state-of-the-art
relevant protocols to indicate that our protocol produces a better trade-off between
efficiency and security.

2. Preliminaries

2.1. Chebyshev Chaotic Mapping

Let p and t be variables, and p ∈ Z+, t ∈ [−1, 1]. The definition of p degree
Chebyshev polynomial is as follows: Tp(t): [−1,1] → [−1, 1], Tp(t) = cos(parccos(t)) [45].
When p ≥ 2, the equivalent iterative relation is Tp (t) = 2 t Tp−1(t) − Tp−2(t), where
T1(t) = t and T0(t) = 1. Chebyshev polynomial satisfies the following semigroup prop-
erty: Tq(Tp(t)) = Tqp(t) = Tpq(t) = Tp(Tq(t)), where q and p ∈ Z+. When p > 1, the Chebyshev
polynomial is also called the Chebyshev chaotic mapping.

For example, we set p = 0, 1, 2, . . ., and t = 0.3; thus, T0(t) = 1, T1(t) = 0.3, T2(t) =
2tT1(t) − T0(t) = −0.82, T3(t) = −0.792, T4(t) = 0.3448, T5(t) = 0.99888, T6(t) = 0.2545, and
T6(t) = T3(T2(t)) = T2(T3(t)) = 0.2545. By repeating this process, a series of values can be
obtained that satisfy the semigroup property, and as the number of iterations increases, the
output will exhibit complex and unpredictable characteristics.

In 2008, Zhang [46] proved that the Chebyshev polynomial still satisfies the semigroup
property if the variable t is extended to the interval (−∞, +∞). The extended Chebyshev
polynomial is described as Tp (t) = 2tTp−1(t) − Tp−2(t) mod P, where P is a large prime
and t ∈ (−∞, +∞). For convenience, mod P is left out in the subsequent subsections. The
security of the extended Chebyshev polynomial is mainly based on the following two
mathematical problems as follows:

Discrete Logarithm Problem (DLP): Given a, b = Tr(a), P, and a ∈ (−∞,+∞), find r in
polynomial time such that b ≡ Tr(a) is infeasible.

Diffie–Hellman Problem (DHP): Given a, Tr(a), Ts(a), P, and a ∈ (−∞,+∞), find b in
polynomial time such that b ≡ Trs(a) is infeasible.

2.2. Physically Unclonable Function

A physically unclonable function (PUF) is a function that uses structured differences
within a physical circuit so that any input challenge outputs a unique and unpredictable
response [47]. A PUF’s output response is based on the intrinsic properties of the physical
system, so each PUF is unique, unpredictable, and difficult to replicate or simulate. The
PUF can also realize several traditional public key encryption functions while reducing the
computation and communication overhead. The PUF is embedded as the basic unit in the
computing device, which enhances the security of the protocol, and the computing time
can be negligible. The PUF can be expressed as a functional relationship between the input
challenge C and the output response R, i.e., R = PUF(C).

2.3. Adversary Model

To facilitate the reader’s comprehension of the cryptanalysis of our proposal in Sec-
tion 4, an adversary model depicting the attacker’s capabilities is presented here according
to the relevant literature.
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1. The attacker can completely manipulate the public channel; that is, the attacker can
intercept, block, tamper, and retransmit the message on the public channel [48,49].

2. The attacker can draw out the secret parameters on the smartcard [50].
3. To facilitate memory, the identity and password set by the user often have low entropy,

so the attacker can conduct an offline guessing attack on the user’s identity and
password simultaneously by enumeration [24,51,52].

4. The lengths of the random numbers and keys chosen by each communicating entity
are large enough that an attacker cannot successfully guess them in polynomial
time [53].

5. When considering an insider attack, insiders can derive the registration message sent
by the user during the registration phase [54,55].

2.4. Security Requirements

In light of the literature [48,53], an efficient and robust DWSN user authentication
protocol should meet the security requirements as follows.

1. Provide N-factor security: For an N-factor (password, smartcard, biometric informa-
tion, etc.) authentication protocol for the DWSN, even if an attacker obtains N − 1
factors, the attack cannot log into the system.

2. Defense against known attacks: The DWSN authentication protocol should be robust
enough to defend against known attacks like an impersonation attack, an insider
attack, a temporary information leakage attack, and a replay attack.

3. Provide forward secrecy: If the master key of the system is leaked, an attacker should
either be unable to recover the previous session keys or be unable to calculate future
session keys.

4. Prevent a sensor node capture attack: If an attacker captures a sensor node, other
sensor nodes are not affected.

5. User anonymity: The attacker cannot disclose the real identities of users.
6. Mutual authentication and key agreement: Mutual authentication between the sensor

and the user is achieved, and a shared session key is negotiated.

3. Our Proposed Scheme

In this section, we suggest a two-factor (password, smartcard) authentication protocol
for the DWSN. Our scheme improves security and efficiency mainly in three aspects:

1. We use PUF to thwart a physical impersonation attack and sensor node capture attack.
2. Because it is imperative that the public key algorithm is used to improve the security

of the protocol [24], we adopt the Chebyshev chaotic mapping algorithm, which is
superior to other public key algorithms in terms of efficiency, to improve efficiency
and provide forward secrecy.

3. We utilize a fuzzy verifier mechanism to eliminate an offline guessing attack caused
by the loss/stolen smartcard being acquired by attackers.

Our solution consists of five phases: system setup, user registration, sensor node
registration, login and authentication, and password update.

The meanings of the symbols used in this article are listed in Table 1.
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Table 1. The meaning of notations.

Notation Meaning

GWi The ith gateway node
Ui ith user
Sj jth sensor node
IDi Ui’s identity
PWi Ui’s password
SIDj Sj’s identity
KGi GWi’s master key
Kj Sj’s secret password key
h() A secure one-way hash function
Ti Timestamp, i = 1, 2, . . ..
|| Concatenation
⊕ Bitwise XOR operation
→ The public channel

3.1. System Setup

The ith gateway node GWi selects the master key KGi, a large prime number αi, a
Chebyshev polynomial parameter βi ∈ (−∞,+∞), calculates GP = TKGi(βi), and stores
{KGi, αi} secretly and publishes {GP, βi}.

3.2. User Registration

1. Ui sets the identity IDi and password PWi and then delivers a registration request
message {IDi} to the GWi via a secure channel.

2. On receiving the message, GWi checks whether IDi is in the database. If IDi already
exists, GWi aborts the registration. Otherwise, it stores IDi in the database and selects
random numbers x and Rg, calculates DIDi = h(IDi||Rg), UIDi = DIDi⊕h(x||KGi),
Pi = h(UIDi||KGi), stores {Pi, x} into the database, and stores {UIDi, DIDi, h(), βi} into
the smartcard. Finally, GWi delivers the card to Ui through a secure channel.

3. After receiving the smartcard, the user chooses a random number r and calcu-
lates Ai = h(PWi||r), selects δ ∈ [28, 210], calculates Ri = r⊕h(IDi||PWi) mod
δ, Hi = DIDi⊕h(PWi||IDi||r), Li = UIDi⊕h(IDi||Ai), Vi = h(Ai||IDi), replaces {UIDi,
DIDi} with {Hi, Li} in the smartcard, and keeps (Ri, Vi, δ) in the smartcard.

3.3. Sensor Node Registration

1. Sj chooses the identity SIDj and a random number Rj, calculates PRj = h(SIDj||Rj),
and sends the registration request information {SIDj, PRj} to the GWi.

2. After receiving {SIDj, PRj}, GWi calculates KSj = h(PRj||KGi), Pj = h(SIDj||KGi), stores
{Pj, PRj} in the database, and then transmits {KSj, Cs} to Sj via a secure channel, where
Cs is a challenge.

3. On receiving {KSj, Cs}, Sj computes Rs = PUF(Cs), sends to GWi, and stores {PRj, KSj}
in memory.

4. GWi stores {Cs, Rs} in the database.

3.4. Login and Authentication

1. Ui inserts the smartcard, inputs IDi and PWi, calculates r* = Ri⊕h(IDi||PWi) mod
δ, Ai* = h(PWi||r*), Vi* = h(Ai*|| IDi), and verifies that Vi

* == Vi holds. If not, Ui

terminates this session. Otherwise, Ui selects random number a and timestamp
T1, computes A1 = Ta(βi), DIDi = Hi⊕h(PWi||IDi||r*), UIDi = Li⊕h(IDi||Ai*),
V1 = h(DIDi ||UIDi||A1||T1), M1 = (UIDi||SIDj||V1)⊕Ta(GP), and transmits a
login request {A1,M1, T1} to GWi.
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2. On receiving the user’s login request, GWi uses the current timestamp T1
′ to verify

|T1
′ − T1| ≤ ΔT, decrypts M1 by computing M1⊕TKGi(A1) to obtain UIDi, SIDj,

V1, calculates Pi = h(UIDi ||KGi), Pj = h(SIDj||KGi), retrieves the secret value x
according to Pi, retrieves {Cs, Rs, PRj} according to Pj, calculates KSj = h(PRj||KGi),
DIDi = UIDi⊕h(x||KGi), V1

′ = h(DIDi||UIDi||A1||T1), and verifies whether V1’
== V1 holds. If the stipulation is false, GWi aborts the session; otherwise, GWi

chooses random number b and timestamp T2, M2 = (h(b||DIDi)||Cs)⊕h(KSj||SIDj),
V2 = h(SIDj||h(b||DIDi)||A1||Rs||T2), and finally delivers {M2, A1, V2, T2} to Sj.

3. On receiving the incoming message, Sj verifies |T2’ − T2| ≤ ΔT with the current
timestamp T2’ and calculates (h(b||DIDi)’||Cs’) = M2⊕h(KSj||SIDj), Rs’ = PUF(Cs’),
V2’ = h(SIDj||h(b||DIDi)’||A1||Rs||T2), and verifies whether V2’ == V2 holds. If
not, Sj ends the session; otherwise, Sj selects random number c and timestamp T3,
computes Cs

new = h(Cs||h(b||DIDi)’), Rs
new = PUF(Cs

new), A2 = Tc(y), session key
SKsu = h(h(b||DIDi)’||A1||A2||Tc(A1)), V3 = h(Rs

new||KSj||h(b||DIDi)’||A2||T3),
Lj = Rs

new⊕KSj, M3 = h(A1||A2||SKsu), and finally sends the message {A2, Lj, V3, M3,
T3} to GWi.

4. On receiving the message, GWi verifies that |T3’ − T3| ≤ ΔT, where T3’ is the current
timestamp, calculates Rs

new = Lj⊕KSj, V3’ = h(Rs
new ||KSj||h(b||DIDi)’||A2||T3),

and determines whether V3’ and V3 are equal. If not, GWi ends the session. Otherwise,
GWi obtains the current timestamp T4, and calculates Cs

new = h(Cs||h(b||DIDi)’),
M4 = h(b||DIDi)⊕h(DIDi||UIDi||T4), V4 = h(M3||DIDi||T4), replaces {Pj, Cs, Rs,
PRj} with {Pj, Cs

new, Rs
new, PRj}, and finally sends {A2, M4, V4, T4} to Ui.

5. Upon receiving the message from GWi, Ui uses the current timestamp T4’ to ver-
ify |T4’ − T4| ≤ ΔT, calculates h(b||DIDi)′′= M4⊕h(DIDi||UIDi||T4), SKus =
h(h(b||DIDi)′′||A1||A2||Ta(A2)), V4’ = h(h(A1||A2||SKus)||DIDi||T4), and com-
pares V4’ and V4 for equality. If V4’ and V4 are equal, Ui accepts SKus as the session
key with Sj; otherwise, Ui terminates the session.

This phase is illustrated in Figure 2.

3.5. Password Update

If the user intends to renew the password, the subsequent steps are necessary.

1. Ui inserts the smartcard into the card reader and types his IDi and password
PWi. The smartcard calculates r = Ri⊕h(IDi||PWi) mod δ, Ai = h(PWi||r),
DIDi = Hi⊕h(PWi||IDi||r), UIDi = Li⊕h(IDi||A*), Vi’ = h(Ai||IDi), and compares
Vi’ and Vi for equality. If the two are equal, the smartcard executes the next step;
otherwise, the card ends this session.

2. Ui inputs his IDi and new password PWi
new, calculates Ai

new = h(PWi
new||r), Ri

new =
r⊕h(IDi||PWi

new) mod δ, Hi
new = DIDi⊕h(PWi

new||IDi||r), Li
new = UIDi⊕h(IDi||Ai

new),
and Vi

new = h(Ai
new||IDi).

3. Ui replaces {Hi, Li, Ri, Vi} with {Hi
new, Li

new, Ri
new, Vi

new} on the card.
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Figure 2. The login and authentication phase.
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4. Security Analysis

In this section, we first employ BAN (Burrows_Abadi_Needham) logic [48] to demon-
strate the security of the proposal, and then, we perform a heuristic analysis to show that
the proposal can thwart known attacks and satisfies the security requirements of DWSNs.

4.1. Security Proof

BAN logic is a belief-based modal logic that has been widely used in the formal
analysis of key agreement security of cryptographic authentication protocols. We employ
the BAN logic to prove the security property of mutual authentication and key agreement
in the proposal. To save space, we use the BAN symbols and rules in [48] to perform the
security proof of the proposal.

We define the following goals of our protocol:

Goal 1: Ui|≡Sj|≡(Ui
SK↔ Sj)

Goal 2: Ui|≡(Ui
SK↔ Sj)

Goal 3: Sj|≡Ui|≡(Ui
SK↔ Sj)

Goal 4: Sj|≡(Ui
SK↔ Sj)

The idealized form of the messages transmitted by each communication participant
during the authentication process is described as below:

Msg1: Ui → GWi: <A1, M1, T1>DIDi

Msg2: GWi → Sj: <h(b||DIDi), A1, V2, T2>KSj

Msg3: Sj → GWi: <A2, Lj, V3, M3, T3>KSj

Msg4: GWi → Ui: <A2, h(b||DIDi), V5, T4>UIDi

According to the initial state of the proposal, we make the following assumptions:

1. H1: Ui|≡#(T4)
2. H2: GWi|≡#(T1)
3. H3: Sj|≡#(T2)
4. H4: GWi|≡#(T3)

5. H5: GWi|≡GWi
DIDi↔ Ui

6. H6: Sj|≡GWi
KSj↔ Sj

7. H7: GW|≡GWi
KSj↔ Sj

8. H8: Ui|≡Sj|≡Ui
SK↔ Sj

9. H9: Ui|≡Ui
UIDi↔ GWi

10. H10: Sj|≡Ui|≡Ui
SK↔ Sj

The validity of the proposal on the basis of the above definition and the BAN logic
rules is carried out as follows.

From Msg1, we obtain S1:

GWi�<A1, M1, T1> DIDi

Thus, according to S1, H5, and the message meaning rule, we obtain S2:

GWi|≡Ui|~<UIDi, DIDi, A1, T1>

According to S2, H2, and the freshness-conjuncatenation rule, we obtain S3:

GWi|≡#<UIDi, DIDi, A1, T1>
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According to S2, S3, and the brief rule, we obtain S4:

GWi|≡Ui|≡<UIDi, DIDi, A1, T1>

From Msg2, we obtain S5:

Sj�<h(b||DIDi), A1, V2, T2>KSj

According to S5, H6, and the message meaning rule, we obtain S6:

Sj|≡GWi|~<h(b||DIDi), A1, V2, T2>

According to S6, H3, and the freshness-conjuncatenation rule, we obtain S7:

Sj|≡#<h(b||DIDi), A1, V2, T2>

According to S6, S7, and the brief rule, we obtain S8:

Sj|≡GWi |≡<h(b||DIDi), A1, V2, T2>

From Msg3, we obtain S9:

GWi�<A2, Lj, V3, M3, T3>KSj

According to S9, H7, and the message meaning rule, we obtain S10:

GWi|≡Sj|~<A2, Lj, V3, M3, T3>

According to S10, H4, and the freshness-conjuncatenation rule, we obtain S11:

GWi|≡#<A2, Lj, V3, M3, T3>

According to S10, S11, and the brief rule, we obtain S12:

GWi|≡Sj|≡<A2, Lj, V3, M3, T3>

From Msg4, we obtain S13:

Ui�<A2, h(b||DIDi), V5, T4>UIDi

According to S13, H9, and the message meaning rule, we obtain S14:

Ui|≡GWi|~<A2, h(b||DIDi), V5, T4>

According to S14, H1, and the freshness-conjuncatenation rule, we obtain S15:

Ui|≡# <A2, h(b||DIDi), V5, T4>

According to S14, S15, and the brief rule, we obtain S16:

Ui|≡GWi|≡<h(b||DIDi), A1, V2, T2>

Because SK = h(h(b||DIDi)||A1||A2||Ta1(A2)), and according to S12 and S16, we
obtain S17:

Ui| ≡ Sj| ≡ (Ui
SK↔ Sj) (Goal 1)
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According to S17, H8, and the Jurisdiction rule, we obtain S18:

Ui| ≡ (Ui
SK↔ Sj) (Goal 2)

According to S4 and S8 and because SK = h(h(b||DIDi)||A1||A2||Ta1(A2)), we
obtain S19:

Sj| ≡ Ui| ≡ (Ui
SK↔ Sj) (Goal 3)

Finally, according to S19, H10, and the Jurisdiction rule, we obtain S20:

Sj| ≡ (Ui
SK↔ Sj) (Goal 4)

Therefore, Goals 1–4 have been proven successfully, and it means that, in the proposal,
Ui and Sj not only authenticate mutually but also generate a session key between them.

4.2. Security Analysis

We analyze the security of our scheme and finally compare it with related protocols
with regard to security properties.

1. Smartcard loss attack: Assume that the attacker derives the smartcard of the le-
gitimate user and retrieves the secret data {Hi, Li, Ri, Vi, h(), δ, βi} on the card
through the side channel analysis technique [50], where Hi = DIDi⊕h(PWi||IDi||r),
Li = UIDi⊕h(IDi||Ai), Vi = h(Ai||IDi), and Ai = h(PWi||r), Ri = r⊕h(IDi||PWi) mod
δ. If the attacker intends to guess IDi and PWi through Hi and Li because the attacker
knows nothing about the secret parameter r of the user Ui and the secret parameters
(x, Rg) and the master key KGi of the GWi, the attack will not succeed. In addition, if
the attacker intends to guess IDi and PWi through Vi, first, r must be found by calc
unnecessary ulating r = Ri⊕h(IDi||PWi) mod δ. However, due to the protection of
the fuzzy verifier technique, the probability of the attacker’s guessing success is very
trivial and can be ignored [24]. Therefore, our scheme can defend against a smartcard
loss attack.

2. N-factor security: Our protocol is a two-factor (password, smartcard) scheme; thus,
N = 2. On the one hand, if the attacker only acquires the password, clearly, the
attacker cannot log in to the system. On the other hand, if the attacker only obtains the
smartcard, although the attacker can extract the secret parameters on the smartcard,
as analyzed in item 1 of Section 4.2, the attacker still cannot guess the user’s password
and cannot log into the system. Thus, our scheme can provide N-factor security.

3. Insider attack: Suppose the insider obtains the user’s registration request {IDi}, tem-
porarily derives the user’s smartcard, retrieves the secret parameters {Hi, Li, Ri, Vi, h(),
δ, βi} on the card through a side channel analysis attack, and then prepares to guess the
user’s password PWi through the parameters (Hi, Li, Ri, Vi), as analyzed in item 1 of
Section 4.2, due to the protection of the fuzzy verifier mechanism, the attacker will fail
to acquire r so that the correct PWi cannot be guessed, and finally, the two important
parameters (DIDi, UIDi) of the user cannot be disclosed. In addition, we suppose an
insider has obtained the sensor information {Pj, Cs, Rs, PRj} stored in GWi and eaves-
drops on the interaction messages {M2, A1, V2, T2} and {A2, Lj, V3, M3, T3} between
GWi and the sensor. Although the attacker can obtain the updated PUF response
by computing Rs

new = Lj⊕Rs, because the calculation of the session key involves
parameters A1 and A2 and the attacker cannot break the DLP and DHP problems, the
attacker cannot calculate the session key based on h(h(b||DIDi)’||A1||A2||Tc(A1)).

Therefore, our protocol can protect against an insider attack.
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4. Forward secrecy and backward secrecy: In our protocol, if an attacker acquires Ui’s
smartcard, the attacker cannot launch a successful guessing attack on IDi and PWi,
so our protocol does not suffer from the forward secrecy issue as in Kwon et al.’s
scheme. On the other hand, even if the master key KGi of the GWi is disclosed to
the attacker, because the session key SK= h(h(b||DIDi)’||A1||A2||Tc(A1)) and the
attacker cannot obtain PRj, the attacker is incapable of calculating KSj; as a result,
h(b||DIDi) cannot be obtained by calculating M2⊕h(KSj||SIDj). More importantly,
although the attacker can eavesdrop on the messages containing A1 and A2 in the
public channel, the attacker still cannot calculate SK because calculating Tc(A1) is
equivalent to solving the DLP problem and the DHP problem. In summary, our
scheme can provide forward and backward secrecy for session keys.

5. Mutual authentication: In some schemes, like Kwon et al.’s protocol [15], the mutual
authentication among Ui, GWi, and Sj relies on the single secret parameter HIDi. Once
the attacker acquires the parameter HIDi, the attacker can impersonate a legal user to
deliver a valid login request to GWi and pass the authentication of GWi and Sj and,
finally, generate a shared session key with Sj. In our scheme, the authentication of GWi

to Ui depends on these secret parameters (αi, Pi, x, KGi); the mutual authentication of
GWi and Sj depends on the two parameters of KSj and SIDj, and SIDj transmitted on
the open channel is not in clear text; the authentication of Ui to GWi relies on two secret
parameters of UIDi and DIDi. It can be observed that the mutual authentication among
communication entities in our scheme does not depend on a single parameter but on
multiple sets of mutually independent secret parameters. This makes it extremely
difficult for attackers to spoof messages to deceive communication entities and pass
their verification. Thus, our scheme achieves mutual authentication among the three
communication participants Ui, GWi, and Sj.

6. Desynchronization attack: Since our scheme does not need to synchronously update
the related information between GWi and the user’s smartcard in each authentication
process to keep user anonymity and to prevent the attacker from tracing, our scheme
can defend against a desynchronization attack.

7. Replay attack: In our scheme, the messages sent by Ui, GWi, and Sj all contain times-
tamps, and the timestamps are protected using a hash function in Vi (i = 1, 2, 3, 4).
Upon receiving the message, the receiver must not only check the freshness of the
timestamps but must also check the corresponding hash value Vi. If the attacker
intends to conduct a replay attack by intercepting the message and changing the
timestamp and retransmitting the message to the receiver, it will cause the Vi calcu-
lated by the hash function at the receiver’s side using the timestamp as a parameter to
be inconsistent with the received Vi, and the session will be ended. Thus, our scheme
can prevent a replay attack.

8. Sensor node capture Attack: If the attacker captures the sensor node Sj, the attacker
can read the key KSj from the sensor’s memory and restore h(b||DIDi) of the
three parameters needed to reveal the session key based on the eavesdropped
messages {M2, A1, V2, T2} and {A2, Lj, V3, M3, T3}. Because the session key
SK = h(h(b||DIDi)′′||A1||A2||Ta(A2)), the attacker is still unable to reveal the ses-
sion key as the attacker also faces both the DLP problem and the DHP problem. In
addition, due to the features of PUF, the attacker cannot produce Rs or Rs

new from Cs

or Cs
new, which is necessary to generate the valid authenticators V2 and V3, respec-

tively. In this way, even if the sensor Sj is captured by an attacker, it will not affect the
secure communication between other sensor nodes and Ui. Thus, our protocol can
defend against a sensor node capture attack.
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9. Man-in-the-middle attack: Assuming the attacker blocks the user’s login request mes-
sage {A1, M1, T1}, because he does not obtain {KGi, αi}, he or she cannot decrypt
M1 to obtain relevant information (UIDi, SIDj, V1). In addition, if the attacker ob-
tains {KGi, αi} by some means, but because V1 = h(DIDi||UIDi||A1||T1) and the
attacker cannot obtain x, it is not feasible to fake V1. Hence, our proposal can thwart a
man-in-the-middle attack.

10. User anonymity: Suppose the attacker eavesdrops on four messages, {A1, M1, T1}, {M2,
A1, V2, T2}, {A2, Lj, V3, M3, T3}, and {A2, M4, V4, T4}, in the login and authentication
phase, since M1 is ciphertext, other parameters are generated using random numbers
(a, b, c), timestamps, and hash functions, and the message in each user login process is
different. In addition, there is no user identity information that allows for the attacker
to track the user according to these messages, and the attacker also cannot determine
whether different login request messages are delivered by the same user. Thus, the
proposal achieves user anonymity.

11. User Impersonation Attack: In the proposal, if the attacker is going to conduct a user
impersonation attack to deceive GWi, the attacker must first produce a valid login
request message {A1, M1, T1}. However, without knowledge of the user’s IDi, PWi, and
parameters (DIDi, UIDi), the attacker cannot produce a valid login request message.
In addition, it has been pointed out in item 1 of Section 4.2 that, even if the user’s
smartcard is stolen by the attacker, the guessing attack on IDi and PWi will not be
successful. It is also pointed out in item 2 of Section 4.2 that, even if the user’s IDi and
smartcard are obtained by the attacker and the attacker starts guessing the password,
he or she will fail due to the protection of the fuzzy verifier technique. Hence, the
proposal can thwart a user impersonation attack.

12. Physical impersonation attack: This attack indicates that an attacker can imitate the
sensor to send a fake message {A2, Lj, V3, M3, T3} to GWi and pass the validation
of GWi. However, if the attacker intends to recreate the same wireless sensor as the
original wireless sensor with the PUF, the fake message {A2, Lj, V3, M3, T3} generated
by the attacker through the invalid PUF will be discriminated and rejected by the GWi.
Hence, the proposed scheme can defend against a physical impersonation attack.

13. DoS attack: In our scheme, an attacker might send a previously valid message {A1,
M1, T1} to GWi repeatedly to consume the target’s resources. If the attacker alters T1

to T1’ so that Tct − T1’ ≤ Δt is valid, where Tct is the current time and Δt represents
a very small time interval, although GWi passes the verification of timestamp T1’,
GWi also calculates V1’ = h(DIDi||UIDi||A1||T1’) according to T1

’ and then deter-
mines whether V1’ = V1 is valid. Obviously, since V1 = h(DIDi ||UIDi||A1||T1),
V1’ = h(DIDi||UIDi||A1||T1’), and T1’ 
= T1 and the attacker does not know DIDi

and UIDi, the attacker cannot forge V1 to pass authentication. So V1’ = V1 does
not hold, and GWi terminates the session. Similarly, if an attacker repeatedly sends
messages {M2, A1, V2, T2}, {A2, Lj, V3, M3, T3}, and {A2, M4, V4, T4} to the sensor,
gateway, and user to launch a DoS (Denial of Service) attack, it will also be unsuccess-
ful. The analysis process is similar to the above. Therefore, our scheme can prevent a
DoS attack.

14. Comparison of security features: According to the above security analysis, we compare
the proposal with state-of-the-art schemes [28,29,33,40,42–44] with respect to security
features, and the result is as exhibited in Table 2, where “

√
” means that the attack can

be thwarted or the security property can be satisfied, while “x” means that the attack
cannot be resisted or the security property cannot be satisfied. It can be observed from
Table 2 that the scheme [44] cannot prevent a physical impersonation attack, though
it uses the PUF function on the user side. Although the scheme [40] uses the PUF
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function on both the user side and sensor side, it is not resistant to a desynchronization
attack. Furthermore, compared with other related schemes, our scheme can defend
against more attacks and satisfy more security properties, while other schemes are
subject to some security flaws, more or less.

Table 2. Comparison of security features.

Security
Features

[28] [29] [33] [40] [42] [43] [44] Ours

S1
√ √ √ × × √ √ √

S2
√ √ √ × × √ √ √

S3
√ √ √ √ √ √ √ √

S4 × × × √ √ √ × √
S5

√ √ √ × × √ × √
S6

√ √ √ √ √ √ √ √
S7 × √ √ √ √ √ √ √
S8

√ √ √ √ √ × √ √
S9

√ × √ √ √ √ √ √
S10

√ √ √ √ × × √ √
S11

√ √ √ √ × × √ √
S12 × × × √ √ √ × √
S13

√ √ √ √ √ √ √ √
S14 × √ √ √ × √ √ √

S1: Resist smartcard loss attack; S2: Resist user impersonation attack; S3: Resist GW impersonation attack;
S4: Resist sensor node capture attack; S5: Resist desynchronization attack; S6: Provide forward secrecy; S7: Resist
replay attack; S8: Resist insider attack; S9: Resist man-in-the-middle attack; S10: User anonymity; S11: Sensor
node anonymity; S12: Resist physical impersonation attack; S13: Mutual authentication and key agreement;
S14: Resist DoS attack.

When considering the influence of the external environment on the proposal, various
states can be constructed, such as the user sends an authentication request, the gateway
verifies the authenticity of the user’s identity, the sensor verifies the authenticity of the
gateway and the user, the gateway verifies the authenticity of the sensor’s identity, the user
verifies the authenticity of the gateway’s identity, and then the Markov chain is established.
If the external environment changes, such as an increase in network latency or an attacker
attempts brute-force intercepted messages, the timestamp mechanism resolves these issues.
Although this may affect the probability of transition, the future state depends only on the
current state, not on past states and historical information, so the execution process of the
proposal conforms to the Markovian effect and does not conform to the non-Markovian
effect [56]. These are left for a future in-depth analysis.

5. Performance Analysis

In this section, we compare the performance of the proposal with state-of-the-art
schemes [28,29,33,40,42–44] with respect to the login and authentication phase in four
aspects: computation overhead, communication overhead, sensor throughput, and
storage overhead.

5.1. Computation Overhead

For convenience, we use the running time of various cryptographic operations in the
literature [34,35] as the benchmark to calculate the computation overhead of each scheme.
Suppose that TH, TP, TC, TF, and TS denote the execution times of a hash function, an
elliptic curve point multiplication, a Chebyshev polynomial calculation, a Rep function
of the fuzzy extractor, and the symmetric encryption/decryption, respectively, and their
values are 0.5 ms, 63.08 ms, 21.02 ms, 63.08 ms, and8.7 ms, respectively. Since the XOR
operation takes very little time, we ignore its time overhead. Table 2 shows the comparison
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results between the proposal and relevant protocols in terms of computation overhead. For
ease of understanding, we show Table 3 as a graph in Figure 3.

Table 3. Comparison of computation overhead.

[28] [29] [33] [40] [42] [43] [44] Ours

Ui 7TH + 3TP 6TH + TF + 2TP + 2TS 13TH + TF + 2TP 13TH + TF 18TH + TF 9TH 12TH +TF + 2TP 9TH + 3TC
GWi 9TH + TP 3TH + 6TS 10TH + 2TP 17TH + TF 22TH 15TH + 2TS + 3TF 8TH 12TH + TC

Sj 8TH + 2TP 2TH + 2TP + 2TS 6TH 8TH + TF 12TH + TF 9TH + TF + TS 6TH + 2TP 6TH + 2TC
Total cost 24TH + 6TP 11TH + TF + 4TP + 10TS 29TH + TF + 4TP 38TH + 3TF 52TH + 2TF 33TH + 4TF + 3TS 26TH + TF + 4TP 27TH + 6TC
Computation
overhead (ms) 390.48 407.9 329.9 208.24 467.56 286.22 328.4 139.62

Figure 3. Comparison of computation overhead [28,29,33,40,42–44].

5.2. Communication Overhead

According to [34], we set the length of the random number, elliptic curve, hash
value, Chebyshev polynomial, identity, timestamp, and encrypted block lengths to 128
bits, 320 bits, 160 bits, 128 bits, 32 bits, 32 bits, and 128 bits, respectively. Table 3 shows
the comparison results of communication overhead between the proposal and relevant
schemes [28,29,33,40,42–44]. Moreover, for the sake of understanding, we present Table 4
as a graph, as shown in Figure 4.

Table 4. Comparison of communication overhead.

[28] [29] [33] [40] [42] [43] [44] Ours

Communication overhead (bits) 3252 3456 1952 2752 2016 5120 2656 1952

Figure 4. Comparison of communication overhead [28,29,33,40,42–44].

5.3. Sensor Throughput

Because wireless sensors are often deployed in unattended environments, it is difficult
for users to replenish their energy in real time. A wireless sensor consumes a certain
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amount of energy to receive and send data, so its network throughput is closely related
to its life cycle. Therefore, we analyze the network throughput to examine its impact on
the life cycle of the sensor node. The comparison results of the sensor node throughput
between the proposed scheme and the other schemes [28,29,33,40,42–44] are shown in
Table 5 and Figure 5.

Table 5. Comparison of sensor node throughput.

[28] [29] [33] [40] [42] [43] [44] Ours

Receive 928 640 384 896 512 1024 1152 480
Send 852 896 352 512 192 864 960 480
Total (bits) 1780 1536 736 1408 704 1888 2112 960

Figure 5. Comparison of sensor node throughput [28,29,33,40,42–44].

5.4. Storage Overhead

By comparing the proposal with state-of-the-art protocols [28,29,33,40,42–44] in terms
of their own storage overhead for the three communication participants Ui, GWi, and Sj,
the results are illustrated in Table 6 and Figure 6.

Table 6. Comparison of storage overhead.

[28] [29] [33] [40] [42] [43] [44] Ours

Smartcard 544 736 960 832 640 2464 1728 746
Gateway 640 608 832 1312 896 2016 448 1204
Sensor 192 192 352 320 512 192 480 320
Total 1376 1536 2144 2464 2048 4672 2656 2270

Figure 6. Comparison of storage overhead [28,29,33,40,42–44].
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5.5. Comprehensive Analysis

From the performance comparison of the four aspects mentioned above, we can see
that our scheme has favorable performance. From Table 3 and Figure 3, we can see that the
proposal requires the least computation time of 139.62 ms. Compared with that of the other
schemes, the computation overhead of our protocol has a significant advantage over that
of the other schemes [28,29,33,40,42–44]. Furthermore, from Figures 4 and 5, we can see
that our protocol and Saini et al.’s scheme [33] have the lowest communication overhead
among all the protocols, our protocol is slightly higher than protocols [33,42] in terms
of sensor throughput, and Figure 6 also shows that our protocol is slightly higher than
protocols [28,29,33,42] but better than protocols [40,43,44] in terms of storage overhead.
Although schemes [40,44] use PUF to ensure the security of authentication, it can be seen
from Figure 3 to Figure 6 that they have no advantage in terms of computation overhead,
communication overhead, sensor node throughput, and storage overhead compared with
our scheme, and the computation cost of [42] is three times that of our scheme. Moreover,
the computation overhead and communication overhead of [43] are almost 2.5 times
greater than those of our scheme, and their storage overhead is 2 times greater than that
of our scheme. In addition, as can be seen from Table 2, scheme [40] fails to avoid a
smartcard loss attack and user impersonation attack. Both scheme [42] and scheme [43]
cannot provide user anonymity and sensor node anonymity, which makes it difficult for
them to protect user privacy and the sensor does face some potential attacks; thus, these
schemes cannot fully meet the security requirements of a DWSN. In summary, our scheme
is more efficient than most of the related schemes while satisfying comprehensive security
requirements. Compared with other related protocols, our protocol can achieve a better
trade-off between performance and security, so it is more suitable for deployment in the
WSN application environment.

6. Conclusions

In this study, we suggest an anonymous authentication scheme with PUF and Cheby-
shev chaotic mapping for a DWSN to resist some security defects, especially the easily
overlooked physical impersonation attack, and we use BAN logic to prove the security of
the protocol. In addition, our protocol is compared with related protocols in five aspects,
security features, computation overhead, communication overhead, sensor throughput,
and storage overhead. The results show that, although our protocol is not the most efficient
compared with the competitive schemes, it can fulfill the security requirements that are
needed for DWSN circumstances. Consequently, our protocol is more suitable for actual
deployment than the related schemes. The countermeasure we took to eliminate the se-
curity defects is suitable for addressing the security weaknesses in similar authentication
protocols, and this countermeasure can also be used as a reference for designing new
protocols in the future.

In future work, we plan to use a more advanced public key algorithm to reduce the
runtime of the public key operation and to improve the performance of this protocol. In
addition, we will build an environment suitable for conducting DWSN experiments, such as
connecting dedicated wireless sensors to actual hardware, such as Arduino or Raspberry Pi,
for testing or using simulation software NS-3 3.40 to simulate network behavior, simulate
various attack scenarios (such as node capture attack, replay attacks, etc.), verify the security
of the protocol, and measure indicators such as computation overhead, communication
overhead, and energy consumption for performance evaluation.
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Abstract

Driven by rapid advancements in interconnection, packaging, integration, and computing
technologies, parallel and distributed systems have significantly evolved in recent years.
These systems have become essential for addressing modern computational demands, of-
fering enhanced processing power, scalability, and resource efficiency. This paper provides
a comprehensive overview of parallel and distributed systems, exploring their interrela-
tionships, their key distinctions, and the emerging trends shaping their evolution. We
analyse four parallel computing paradigms—heterogeneous computing, quantum comput-
ing, neuromorphic computing, and optical computing—and examine emerging distributed
systems such as blockchain, serverless computing, and cloud-native architectures. The
associated challenges are highlighted, and potential future directions are outlined. This
work serves as a valuable resource for researchers and practitioners aiming to stay informed
about trends in parallel and distributed computing while understanding the challenges
and future developments in the field.

Keywords: parallel computing; distributed systems; emerging trends; system challenges;
future directions

1. Introduction

In the continually advancing field of computing, parallel and distributed systems have
emerged as indispensable tools for addressing the escalating demands for computational
power, scalability, and efficient resource utilisation. For instance, the rapid growth of
artificial intelligence (AI) workloads has driven the need for computing systems capable
of processing datasets exceeding petabyte scales, such as those required for training large
language models like GPT-4, which involves hundreds of billions of parameters [1]. With
advancements in interconnection networks, packaging technologies, system integration,
and computational architectures, these systems have demonstrated remarkable improve-
ments in performance, enabling the management of increasingly large-scale and complex
workloads [2]. By facilitating the concurrent execution of tasks across multiple proces-
sors and nodes, parallel and distributed systems underpin modern solutions to critical
computational challenges, including big data analytics, AI, real-time simulations, and
cloud-based services.

The significance of parallel and distributed systems extends beyond their computa-
tional capabilities, as they play a pivotal role in driving innovation across various industries.
For example, in high-performance computing (HPC), these systems enable climate mod-
elling [3] and molecular dynamics simulations [4], while distributed architectures power
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applications like global-scale content delivery networks [5] and decentralised finance [6]. A
recent study indicates that distributed systems in finance have great potential to improve
processing speeds for decentralised applications [7]. However, these benefits come with
significant challenges, including scalability, security, interoperability, fault tolerance, legal
compliance, and the integration of diverse and heterogeneous resources [7]. Addressing
these challenges is essential for ensuring the sustained evolution and utility of parallel and
distributed systems.

Despite their critical importance, many existing reviews of parallel and distributed
systems either focus narrowly on specific aspects or lack comprehensive analyses of their
historical development, emerging trends, and future challenges. This paper aims to bridge
this gap by providing a holistic overview of these systems and exploring their evolution,
interrelationships, and distinctions. Furthermore, it examines key challenges associated
with parallel and distributed systems and proposes actionable future research directions to
guide the field’s continued advancement.

The organisation of this paper is illustrated in Figure 1, which provides a clear roadmap
of the topics discussed. Section 2 defines parallel and distributed systems, introduces key
categories, and explores their interrelationships and distinctions. Section 3 examines
emerging trends in parallel systems, focusing on heterogeneous computing, quantum
computing, neuromorphic computing, and optical computing. Section 4 explores emerging
trends in distributed systems, highlighting blockchain and distributed ledgers, serverless
computing, cloud-native architectures, and distributed AI and machine learning (ML)
systems. Section 5 discusses the primary challenges facing these systems, providing
specific metrics and real-world examples. Section 6 outlines actionable future research
directions to address these challenges. Finally, Section 7 concludes this paper.

Figure 1. Logical overview of this paper’s structure. This figure illustrates the organisation of sections,
their interdependencies, and the logical progression of topics in this review.

2. Overview of Parallel and Distributed Systems

This section defines parallel and distributed systems, introduces various categories and
common architectures, and explores their relationships and synergies. This foundational
understanding sets the stage for a deeper examination of their historical context, key
concepts, and terminologies.

2.1. Parallel Systems

Parallel systems are computational architectures designed to execute multiple tasks
simultaneously by dividing computations into smaller sub-tasks processed concurrently
across multiple processors or cores within a single machine or a closely connected clus-
ter [8]. Their primary objective is to reduce computation time and improve performance
efficiency, with applications in scientific simulations, image processing, and large-scale
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data analysis [9]. Key features of parallel systems include concurrency, coordination among
processors, and efficient utilisation of shared resources.

Traditional parallel systems can be categorised into three main types: Shared Memory
Systems, where multiple processors share a common memory space, allowing for direct
communication through shared variables—examples include multi-core processors and
symmetric multiprocessors (SMPs); Distributed Memory Systems, in which each processor has
its own private memory and communicates with others by passing messages—examples
include cluster computing and massively parallel processing (MPP) systems; and Hybrid
Systems, which combine shared and distributed memory approaches, often seen in modern
supercomputers and HPC clusters to leverage the advantages of both architectures. Com-
mon architectures include Central Processing Units (CPUs), found in everyday devices like
laptops and smartphones, enabling parallel task execution to improve performance and
efficiency; General-Purpose Graphics Processing Units (GPGPUs), used in gaming, video ren-
dering, and AI applications to perform massive parallel computations; Application-Specific
Integrated Circuits (ASICs), custom-designed hardware optimised for specific applications
such as cryptocurrency mining and specialised AI algorithms, providing high performance
and energy efficiency; and Field-Programmable Gate Arrays (FPGAs), which are reconfig-
urable silicon devices that can be electrically programmed to implement various digital
circuits or systems [10], commonly used in scientific research, aerospace, and defence.

The origins of parallel computing can be traced back to the late 1950s with the advent
of vector processors and early supercomputers like the IBM Stretch [11] and the CDC
6600 [12]. Significant advancements occurred in the 1980s with the introduction of MPP sys-
tems [13], including the Connection Machine [14] and the Cray series [15]. These systems
utilised thousands of processors to perform simultaneous computations, paving the way
for modern parallel architectures. In the 1990s and 2000s, the development of multi-core
processors [16] and GPGPUs [17] revolutionised parallel computing by making it more
accessible and efficient. The rise of ML, big data, and deep learning advancements led to a
surge in demand for high-performance parallel processing hardware. However, traditional
parallel hardware began to show limitations in providing the necessary processing capacity
for AI training. Challenges such as insufficient interconnection bandwidth between cores
and processors and the “memory wall” problem—where memory bandwidth cannot keep
up with processing speed—became critical bottlenecks. To address these challenges, scien-
tists and engineers have been developing innovative parallel computing systems tailored
for AI and other demanding applications. Recent innovations, including heterogeneous
computing, quantum computing, neuromorphic systems, and optical computing, aim to
address these limitations, as discussed in Section 3.

2.2. Distributed Systems

Distributed systems are computational architectures where multiple autonomous
computing nodes, often geographically separated, collaborate to achieve a common ob-
jective [18]. These nodes communicate and coordinate their actions by passing messages
over a network [19]. Distributed systems emphasise fault tolerance, scalability, and re-
source sharing, making them essential for various applications, including cloud computing,
distributed databases, and blockchain networks. Key features of distributed systems in-
clude the ability to handle node failures gracefully, scale out by adding more nodes, and
efficiently manage distributed resources.

Distributed systems can be categorised into several types: Client–Server Systems, where
clients request services and resources from centralised servers—examples include web
applications and enterprise software; Peer-to-Peer (P2P) Systems, in which nodes act as
both clients and servers, sharing resources directly without centralised control—examples
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include file-sharing networks and blockchain platforms; Cloud Computing Systems, which
provide scalable and flexible resources over the Internet—examples include Amazon Web
Services (AWS) and Google Cloud Platform (GCP); and Edge Computing Systems, which pro-
cess data near the source of generation to reduce latency and bandwidth usage—examples
include Internet of Things (IoT) devices and real-time analytics systems. Common architec-
tures in distributed systems include the Client–Server Model, used in web services where
web browsers (clients) communicate with web servers to fetch and display content; Cloud
Infrastructure, utilised for on-demand resource provisioning, hosting applications, and
data storage, as seen in platforms like AWS and GCP; and IoT Networks, which connect
various smart devices, enabling them to communicate and perform tasks collaboratively in
real-time.

The concept of distributed systems emerged in the 1970s with the development of
ARPANET, the precursor to the modern Internet [20]. Early distributed systems focused on
resource sharing and remote access to computational power. The 1980s and 1990s witnessed
the growth of distributed databases [21] and the Client–Server Model [22], which became
fundamental in enterprise computing. The 2000s marked the rise of cloud computing and
big data, epitomising the distributed system paradigm by providing scalable, on-demand
computing resources over the Internet [23]. Technologies like Hadoop and MapReduce [24]
enhanced the capability to process large datasets in a distributed manner. More recently,
edge computing [25] and the IoT [26] have extended the reach of distributed systems to the
periphery of networks, enabling real-time processing and decision-making at the edge. The
development of digital cryptocurrencies and advancements in AI have further propelled
the growth of distributed systems. In this paper, we focus on emerging trends such as
blockchain and distributed ledgers, serverless computing, cloud-native architectures, and
distributed AI and ML systems, which will be explored in Section 4.

2.3. Relationship and Synergy Between Parallel and Distributed Systems

Parallel and distributed systems are integral to modern computing, each contributing
to efficiently executing large-scale and complex tasks. While they serve distinct purposes,
their relationship is characterised by complementary roles and overlapping functionalities.
Parallel systems are designed to maximise computational speed within a single machine or
tightly coupled cluster [27]. By dividing a large task into smaller sub-tasks and processing
them simultaneously across multiple processors, parallel systems achieve significant reduc-
tions in computation time. This makes them ideal for HPC applications like AI training
and real-time data processing. Distributed systems, on the other hand, are engineered to
leverage multiple autonomous nodes that collaborate over a network to achieve a common
goal. This architecture prioritises scalability, fault tolerance, and resource sharing, making
distributed systems suitable for applications that require robust, scalable, and reliable
infrastructure, such as cloud computing and distributed databases.

In some scenarios, parallel and distributed systems can overlap, creating hybrid
systems that combine the strengths of both architectures. For instance, a distributed system
might employ parallel processing within individual nodes to further enhance performance.
Conversely, a parallel system might distribute tasks across closely connected clusters,
incorporating distributed computing elements. Both parallel and distributed systems aim
to improve computational efficiency and handle large-scale problems, but they do so with
different focuses and methods. The primary distinction between parallel and distributed
systems lies in their architecture and operational focus:

• Architecture: Parallel systems use multiple processors or cores within a single machine
or a closely connected cluster to perform concurrent computations [8]. Distributed
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systems, on the other hand, involve multiple independent machines that communicate
over a network [19].

• Coordination and communication: In parallel systems, communication between pro-
cessors is typically fast and direct due to their close proximity. Distributed systems
require communication over potentially large distances, often leading to higher latency
and the need for sophisticated communication protocols.

• Scalability and fault tolerance: Distributed systems are designed to scale out by adding
more nodes and are built with fault tolerance in mind [28], allowing them to continue
functioning even if some nodes fail. Parallel systems focus on scaling up by adding
more processors to a single machine [29], with fault tolerance often a secondary
consideration.

• Resource sharing: Distributed systems emphasise resource sharing and collaboration
among independent nodes, each potentially equipped with its own local resources,
such as distributed memory. Parallel systems concentrate resources within a single
system, focusing on components like cache systems to enhance computational power.

Understanding the relationship and differences between parallel and distributed
systems is crucial for engineers, researchers, and students as they explore the diverse
applications and challenges within these fields. Both systems play vital roles in advancing
computational capabilities and addressing the demands of modern technology.

3. Emerging Trends in Parallel Systems

The development of parallel systems has primarily followed two main directions:
enhancing existing computing architectures and creating new parallel architectures to
adapt to new applications, such as ML. Industry leaders like Intel, AMD, and NVIDIA
exemplify this trend by producing new products based on advanced architectures annually,
targeting general tasks, servers, AI training, etc. The rapid development of deep learning
has spurred the proposal of many innovative architectures, such as near-memory comput-
ing architecture, heterogeneous computing architecture, quantum computing architecture,
neuromorphic computing architecture, and optical computing architecture, aimed at over-
coming the memory wall of traditional Von Neumann architecture [30]. In response to the
increasing volumes of processing data and advancements in AI, we explore the emerg-
ing trends in parallel systems across four key areas: heterogeneous computing, quantum
computing, neuromorphic computing, and optical computing.

3.1. Heterogeneous Computing

Heterogeneous computing integrates different types of processors and specialised
computing units to work together, leveraging their unique strengths to enhance overall
system performance and efficiency. As new architectures are proposed and technological
advancements continue, heterogeneous computing continues to evolve. To explore the
emerging trend of heterogeneous computing within parallel systems, we first examine
the evolution of computing and then focus on advanced ultra-heterogeneous computing
(UHC). Specifically, we discuss the software and hardware architectures that support UHC
and provide an outlook on its future developments.

Figure 2 outlines the evolution of computing, beginning with single-engine serial
processing followed by homogeneous computing then heterogeneous computing, and
culminating in UHC. The evolution of heterogeneous computing can be described in four
stages. In the first stage, a single processor handles all computational tasks sequentially,
limiting performance to the capabilities of a single processing unit. As the demand for
higher performance grew, this led to the second stage, which marked the introduction of
homogeneous parallel processing. Here, multiple cores of the same type, such as multi-
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core CPUs or ASICs, work together to perform tasks in parallel. This approach improves
performance by distributing workloads across several identical processors. However, the
need to optimise diverse tasks pushed the transition to the third stage: heterogeneous
computing. In this stage, two types of processors, such as CPUs and GPUs, are combined
to handle various computational tasks more effectively, with each processor type optimised
for specific operations, thereby enhancing overall efficiency. Finally, as applications became
more complex and diverse, the necessity to maximise computational efficiency and per-
formance led to the final stage: UHC. This stage integrates multiple types of processors,
such as CPUs, GPUs, neural processing units (NPUs), and data processing units (DPUs),
combining their specialised strengths to address complex computational needs.

Performance
(FLOPS)

Stage 1:
Single-Engine

Serial

Stage 2:
Homogeneous

Parallel

Stage 3:
Heterogeneous

Parallel

Stage 4:
Ultra-Heterogeneous

Parallel

Single-core processor

Multi-core/Many-core processor
(CPU, GPU, ASIC, etc.)

CPU+XPU

CPU+GPU+
NPU+XPU

Figure 2. Evolution of various computing eras. This figure outlines the evolution of computing, from
single-engine serial processing to ultra-heterogeneous parallel processing, highlighting key stages in
this transformation. The different colours in the squares represent various processor types utilized in
each stage.

With the development of technology, we are entering the early stages of UHC, which
promises higher performance than in previous eras. For instance, systems integrating CPUs,
GPUs, and DPUs have already demonstrated significant improvements in handling various
AI tasks [31]. However, such systems rely on the support of both software and hardware.
Figure 3 illustrates the software and hardware layers required for UHC systems. The
software layer is responsible for effectively managing and optimising diverse processing
units. Software frameworks support seamless communication and coordination between
different types of processors, allowing tasks to be dynamically assigned to the most suitable
processing unit. Advancements in frameworks like CUDA and OpenCL have significantly
enhanced interoperability and workload allocation across processors, enabling efficient
dynamic task management [32]. This involves developing sophisticated schedulers, re-
source managers, and communication protocols that can handle the complexities of UHC
environments. Additionally, programming models and languages (e.g., CUDA, OpenCL,
OpenMP, MPI, etc.) must evolve to provide abstractions that simplify the development of
applications for UHC systems, enabling developers to leverage the full potential of diverse
computing resources without needing to manage low-level hardware details [33].
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Figure 3. Hardware and software layers of UHC. This figure depicts the essential software and
hardware components required for UHC systems, emphasising interoperability and workload
distribution.

The hardware architectures for UHC integrate multiple processing units into a cohesive
system. This involves designing interconnects that provide high-bandwidth, low-latency
communication between CPUs, GPUs, NPUs, DPUs, and other specialised processors.
Memory architectures will also evolve to support efficient data sharing and movement
between different processing units, minimising bottlenecks and maximising throughput.
Innovations like 3D stacking and advanced co-packaging technologies play a pivotal
role in enabling UHC systems by reducing communication delays and improving system
performance [34].

The future of UHC is promising, with potential applications spanning various fields,
including AI, scientific computing, and real-time data processing. As demand grows for
more powerful and efficient systems, UHC architectures are poised to become increasingly
prevalent. Advances in both technological infrastructure and development frameworks
will be instrumental in driving this evolution, facilitating systems that seamlessly integrate
diverse processing units to deliver unparalleled performance and efficiency.

3.2. Quantum Computing

Quantum computing represents a significant departure from classical computing
paradigms, utilising the principles of quantum mechanics to perform computations. Unlike
classical computers that process information as binary bits (0’s and 1’s), quantum computers
leverage quantum bits (qubits), which can exist in multiple states simultaneously due to
the phenomenon of superposition. This enables quantum computers to process vast
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amounts of information in parallel, making them particularly powerful for certain types of
computations. Quantum computing research began in the 1980s [35]. Although its initial
development was slow due to technological barriers, it has accelerated rapidly in recent
decades with the scaling up of qubit numbers in superconducting systems [36]. To explore
the emerging trends in quantum computing, we start by discussing quantum computers
and their applications, followed by an explanation of the different types of qubits and their
development trends. Finally, we conclude with an overview of the current state and future
prospects of quantum computing.

Quantum computers leverage qubits, which can exist in multiple states simultaneously
(superposition) and be entangled with one another, enabling exponential increases in com-
putational power for certain types of problems [37]. To illustrate superposition, consider a
coin spinning in the air: unlike a classical bit that is either heads or tails, a qubit remains
in a combination of both states until measured. Similarly, entanglement can be visualised
as a pair of dice that always show the same number, regardless of their distance from
each other. Despite these advantages, qubits are highly sensitive to environmental noise
and interactions, leading to stability issues and significant error rates. These limitations
present a major challenge to the development of practical quantum systems, as maintaining
coherence and minimising errors often require complex error correction protocols and
cryogenic environments.

Quantum gates are designed to manipulate the coefficients of basis states, perform-
ing general functions akin to logic gates in traditional computing systems [38]. Another
essential concept, quantum interference, allows quantum algorithms to amplify correct solu-
tions while cancelling out incorrect ones, significantly improving computational efficiency.
Quantum algorithms specifically exploit the principles of superposition, entanglement,
and quantum interference to execute computations more efficiently than classical com-
puters [39]. Building on these unique properties, quantum computing holds promise for
solving complex problems currently intractable for classical computers, such as large-
scale optimisation, cryptography, and quantum physical system simulation [40]. Major
technology companies and research institutions are heavily investing in quantum comput-
ing research, driving rapid advancements in practical quantum computers and efficient
quantum algorithms.

There are various physical systems to realise qubits, each offering distinct advan-
tages and contributing to the overall progress in quantum computing. Superconducting
qubits utilise superconducting circuits and are among the most mature technologies in
this domain [36]. However, they require extremely low temperatures, increasing opera-
tional complexity and cost. Silicon qubits, based on semiconductor technology similar
to classical computer chips [41], offer compatibility with existing fabrication techniques
but face scalability challenges, as quantum coherence deteriorates with size. Trapped-ion
qubits use ions trapped in electromagnetic fields and manipulated with lasers [42], known
for their high fidelity, but their operations are inherently slower, posing limitations for
large-scale computations. Neutral atom qubits employ neutral atoms trapped in optical
lattices [43], facilitating scalable quantum computing, yet achieving consistent trapping
and manipulation across large arrays remains challenging. Diamond-based qubits utilise
nitrogen-vacancy centres in diamonds [44], which can be manipulated at room temperature
but often suffer from low qubit density and complex fabrication. Photonic qubits use
photons to encode quantum information [45], providing advantages in communication
due to their speed and low loss, but their integration into computational frameworks and
achieving scalable photonic processors remain significant hurdles.

The current state of quantum computing demonstrates a promising trajectory, with
continuous advancements in qubit technology and quantum algorithms. Despite earlier
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bottlenecks in qubit stability, fidelity, and scalability, ongoing research has successfully
addressed many of these issues, enabling steady progress in increasing qubit numbers.
As depicted in Figure 4, the number of qubits in quantum processors has been steadily
increasing across different technologies. IBM’s roadmap outlines plans to scale its Flamingo
systems to 1000 qubits by 2027 and deliver quantum-centric supercomputers with thou-
sands of logical qubits by 2030 and beyond [46]. This trend highlights quantum computing’s
potential to revolutionise fields requiring immense computational power, such as materials
science, AI, and high-energy physics.

Figure 4. Qubit growth in quantum computers over recent years. This figure presents the increasing
number of qubits in quantum processors, reflecting advancements in quantum computing technology.

Current applications of quantum computers span a wide range of domains, demon-
strating tangible benefits in solving complex problems that challenge classical systems. In
cryptography, quantum computers are revolutionising secure communication by exploiting
superposition and entanglement to enhance encryption and decryption processes [47]. Sim-
ilarly, in molecular simulation, quantum algorithms enable precise modelling of molecular
structures and interactions, crucial for drug discovery [48], materials science [49], and
other chemistry-related fields [50]. These advancements hold the potential to accelerate
breakthroughs in healthcare, energy, and environmental sustainability. Moreover, financial
modelling is another promising domain, where quantum computers optimise portfolios,
predict market trends, and manage risk with unprecedented speed and accuracy [51].

The rise of quantum machine learning (QML) adds a new dimension to the application
of quantum computers. QML leverages quantum algorithms to enhance ML tasks such as
classification, pattern recognition, and autonomous decision-making [52]. By leveraging
quantum speed-ups, QML can process complex datasets more efficiently than classical
methods, offering advantages in fields such as finance, healthcare, and AI. Figure 5 illus-
trates the workflow of QML, highlighting the interaction between quantum data, quantum
gates, and ML models in tasks such as image classification and dynamic decision-making
in autonomous systems.

In conclusion, quantum computing represents one of the most transformative trends
in the evolving landscape of parallel systems. By harnessing the fundamental prin-
ciples of quantum mechanics, quantum computing is poised to complement classi-
cal HPC, unlocking unprecedented computational power for scientific discovery and
industrial applications.
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Figure 5. Overview of QML. This figure illustrates the integration of quantum
computing principles in ML, showing how quantum algorithms leverage qubit-
based computation. The green arrows indicate the data flow of quantum information between
processing units.

3.3. Neuromorphic Computing

Neuromorphic computing is a class of brain-inspired computing architectures which,
at a certain level of abstraction, simulate the biological computations of the brain. This
approach enhances the efficiency of compatible computational tasks and achieves com-
putational delays and energy consumption with biological computation. The term “neu-
romorphic” was introduced by Carver Mead in the late 1980s [53,54], referring to mixed
analogue–digital implementations of brain-inspired computing. Over time, as technology
evolved, it came to encompass a wider range of brain-inspired hardware implementa-
tions. Specifically, unlike the von Neumann architecture’s CPU–memory separation and
synchronous clocking, neuromorphic computing utilises neurons and synapses, the funda-
mental components, to integrate computation and memory. It employs an event-driven
approach based on asynchronous event-based spikes, which is more efficient for the brain-
like sparse and massively parallel computing, significantly reducing energy consump-
tion. At the algorithmic level, the brain-inspired Spike Neural Network (SNN) serves as
an essential algorithm deployed on neuromorphic hardware, efficiently completing ML
tasks [55,56] and other operations [57,58]. Recent advancements in VLSI technology and
AI have propelled neuromorphic computing towards large-scale development [59]. This
introduces developments in neuromorphic computing from both hardware and algorithmic
perspectives and discusses future trends.

IBM TrueNorth is based on distributed digital neural models designed to address
cognitive tasks in real time [60]. Its chip contains 4096 neurosynaptic cores, each core
featuring 256 neurons, with each neuron having 256 synaptic connections. On the one
hand, the intra-chip network integrates 1 million programmable neurons and 256 million
trainable synapses; on the other hand, the inter-chip interface supports seamless multi-
chip communication of arbitrary size, facilitating parallel computation. By using offline
learning, various common algorithms such as convolutional networks, restricted Boltzmann
machines, hidden Markov models, and multi-modal classification have been mapped to
TrueNorth, achieving good results in real-time multi-object detection and classification
tasks with milliwatt-level energy consumption.

Neurogrid, a tree-structured neuromorphic computing architecture, fully considers
neural features such as the axonal arbor, synapse, dendritic tree, and ion channels to
maximise synaptic connections [61]. Neurogrid uses analogue signals to save energy and

138



Electronics 2025, 14, 677

a tree structure to maximise throughput, allowing it to simulate 1 million neurons and
billions of synaptic connections with only 16 neurocores and a power consumption of only
3 watts. Neurogrid’s hardware is suitable for real-time simulation, while its software can
be used for interactive visualisation.

As one of the neuromorphic computing platforms contributing to the European Union
Flagship Human Brain Project (HBP), SpiNNaker is a parallel computation architecture
with a million cores [62]. Each SpiNNaker node has 18 cores, connected by a system
network-on-chip. Nodes select 1 neural core to act as the monitor processor, assigned an
operating system support role, while the other 16 cores support application roles, with
the 18th core reserved as a fault-tolerance spare. Nodes communicate through a router to
complete parallel data exchange. SpiNNaker can be used as an interface with AER sensors
and for integration with robotic platforms.

Intel’s Loihi is a neuromorphic research processor supporting multi-scale SNNs,
achieving performance comparable to mainstream computing architectures [63,64]. Loihi
features a maximum of 128,000 neurons per chip with 128 million synapses. Its unique
capabilities include a highly configurable synaptic memory with variable weight precision,
support for a wide range of plasticity rules, and graded reward spikes that facilitate learn-
ing. Loihi has been evaluated in various applications, such as adaptive robot arm control,
visual–tactile sensory perception, modelling diffusion processes for scientific computing
applications, and solving hard optimisation problems like railway scheduling. Loihi2 [65],
as a new generation of neuromorphic computing and an upgrade of Loihi, is equipped
with generalised event-based messaging, greater neuron model programmability, enhanced
learning capabilities, numerous capacity optimisations to improve resource density, and
faster circuit speeds. Importantly, besides the features from Loihi1, Loihi2 has shared
synapses for convolution, which is ideal for deep convolutional neural networks.

SNNs are an essential algorithmic component of neuromorphic computing. To ac-
complish a task, we should consider how to define a tailored SNN and deploy it on
hardware [54]. From a training perspective, algorithms can be categorised into online
learning and offline learning. The offline-learning approach first deploys the SNN on
neuromorphic hardware and then uses the plasticity features to approximate backpropaga-
tion. This is a real-time method for optimising hardware simulation of plasticity. Offline
learning involves training an Artificial Neural Network (ANN) on a CPU or GPU based on
specific tasks and data, then converting the ANN to an equivalent SNN and deploying it
on neuromorphic hardware. As a key to training algorithms, various studies have analysed
backpropagation.

An Energy-Efficient Backpropagation approach successfully implemented backpropa-
gation on TrueNorth hardware [56]. Importantly, this method treats spikes and discrete
synapses as continuous probabilities, allowing the trained network to map to neuromorphic
hardware through probability sampling. This training method achieved 99.42% accuracy on
the MNIST dataset with only 0.268 mJ per image. Furthermore, backpropagation through
time (BPTT) has been implemented on neuromorphic datasets, providing a training method
for recurrent structures on neuromorphic platforms [66]. Benefiting from these training
optimisations, SNNs in neuromorphic computing have been applied in various ML tasks
such as Simultaneous Velocity and Texture Classification [67], Real-time Facial Expression
Recognition [68], and EMG Gesture Classification [69]. Similarly, they have been used
in neuroscience research [70,71]. SNN-based neuromorphic computing is also utilised in
non-ML tasks. Benefiting from the neuromorphic vertex–edge structure, graph theory
problems can be mapped onto the hardware [58,72,73]. Additionally, it has been applied to
solving NP-complete problems [74].
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Neuromorphic computing often aims to replicate aspects of biological neural pro-
cessing in hardware, but there is an ongoing debate over how strictly such systems must
adhere to biophysical plausibility versus employing more abstract ML methods. On the
one hand, SNN models, such as the Izhikevich formulation [75], focus on capturing the
temporal dynamics of real neurons, which can yield insights into how biological brains
encode and process information. Research has shown that such models can replicate
a variety of neuronal firing patterns with computational efficiency, providing a bridge
between computational neuroscience and neuromorphic engineering [76]. On the other
hand, more traditional ML algorithms, such as Bayesian inference [77], support vector
machines [78], or the large language models [79] dominating modern AI, tend to trade
some fidelity to biological detail for mathematical tractability, scalability, and often better
empirical performance on a range of industrial tasks.

Despite the proven feasibility of neuromorphic computing in many tasks, it remains
largely experimental. In today’s landscape of energy-consuming AI driven by GPU clusters,
bringing neuromorphic computing out of the lab and achieving performance equal to or
better than GPU-based AI with low energy consumption is a significant trend [80–82]. Stan-
dardised hardware protocols and community-maintained software will be crucial. From a
neuroscience research perspective, neuromorphic computing simulates brain structures
to varying degrees. Leveraging these simulations could provide new insights into neural
mechanisms and brain function. Neuromorphic computing has a close-loop relationship
with both AI and neuroscience, drawing inspiration from and serving both fields, tightly
linking their development and advancing our understanding of intelligence.

3.4. Optical Computing

Optical computing utilises the properties of light to perform parallel computations,
providing the potential to significantly exceed the speed and efficiency of electronic comput-
ing [83]. Unlike electronic computing, which relies on the movement of electrical charges,
optical computing uses photons to carry and process information. Because light travels
faster and experiences minimal resistance, optical computing has the potential to signifi-
cantly improve processing speeds and energy efficiency. Research in optical computing
can be traced back to the early 1960s [84]. Over the years, the primary focus of optical com-
puting has been on integrating optical components for communication within computer
systems or incorporating optical functions due to advances in electronic technology [84].
Although these elements remain under development and have yet to mature, the adaptation
and exploration of optical computing, especially in AI, have grown rapidly in recent years
due to the boom in AI and the limitations of traditional electrical architectures. To explore
the emerging trends in optical computing, we first examine the different categories of
optical computing systems and then discuss the potential and outlook of optical computing
in AI.

Optical computing systems can be categorised into analogue, digital, and hybrid
optical computing systems (OCS). Each category differs in how it processes information,
balancing speed, precision, and scalability. Analogue optical computing systems (AOCS)
utilise the continuous nature of light to perform computations, leveraging properties such
as intensity, phase, and wavelength to represent and process data. This enables high
precision and real-time processing capabilities, making AOCS suitable for signal processing
and image recognition applications. On the other hand, digital optical computing systems
(DOCS) operate on binary principles similar to traditional electronic computers, where light
is used to represent binary data (0’s and 1’s) and perform logical operations through optical
gates. DOCS can achieve exceptionally high-speed processing and parallelism, ideal for
tasks requiring rapid data computation. However, scalability and integration difficulties
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pose significant challenges for DOCS, particularly in large-scale systems. Hybrid optical
computing systems (HOCS) combine the strengths of both analogue and digital approaches,
integrating continuous and discrete data representations to optimise performance across a
broader range of applications. By leveraging the unique advantages of light, such as its
speed and bandwidth, these hybrid systems can enhance computational efficiency and
open new frontiers in fields such as telecommunications, AI, and scientific simulations.
Table 1 summarises the features of these three systems.

Table 1. Comparison of optical computing systems. This table compares analogue optical computing
systems (AOCS), digital optical computing systems (DOCS), and hybrid optical computing systems
(HOCS) based on key characteristics such as data type, speed, error susceptibility, complexity,
integration challenges, and applications.

Feature AOCS DOCS HOCS

Data type Continuous Discrete (binary) Both continuous
and discrete

Speed Very high High High
Error susceptibility Higher Lower Balanced
Complexity Lower Higher Medium
Integration Challenging Easier Moderate

Applications
Real-time
processing,
imaging

Logic operations,
data storage

Neural networks,
adaptive optics

Optical computing also leverages optical components such as microring resonators
(MRRs) and Mach–Zehnder interferometers (MZIs) to design essential elements such as
logic gates, switches, storage devices, routers, and photonic integrated circuits. Micror-
ing resonators act as miniature loops that guide and filter light, while Mach–Zehnder
interferometers function as optical switches, enabling precise control over light-based
computations. The development of these components has been pivotal in advancing the
field, leading to the creation of more compact and powerful photonic circuits. Initially,
research focused on the fundamental properties of light and how it could be manipulated
for computation. Over time, advancements in materials science and nanofabrication have
enabled greater miniaturisation and improved integration of optical components.

Optical computing is making significant strides across multiple domains, particu-
larly in telecommunications, AI, and HPC. Key areas of impact include the following:
1. Telecommunications: Optical components enhance data transmission speeds and net-
work capacity. Photonic technologies in fibre-optic networks reduce latency and increase
bandwidth, making them integral to modern communication infrastructures [85]. 2. AI:
Optical neural networks, particularly those utilising MZIs, enable AI computations at
speeds beyond conventional electronic processors. One notable example is the use of
optical matrix multiplication for accelerating deep learning models, significantly reducing
energy consumption in AI training [86]. 3. HPC: The integration of photonic integrated
circuits (PICs) and photonic–electronic co-design is advancing HPC infrastructures [87].
The adoption of optical interconnects in HPC provides high bandwidth and lower energy
consumption, significantly improving data transfer efficiency for large-scale simulations
and AI training [88]. Despite these advancements, optical computing still faces challenges,
including manufacturing complexities, optical loss, and crosstalk, which hinder large-scale
adoption [89]. However, ongoing research in photonic materials and integrated circuit
design continues to address these limitations, paving the way for more scalable optical
computing solutions.
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Optical computing has evolved significantly with advances in component technology,
growing applications, and increasing research interest. While it is not yet poised to replace
electronic computing entirely, it is expected to play a complementary role, particularly
in areas demanding ultra-fast, energy-efficient computations. As research progresses,
breakthroughs in nanophotonics, integrated optical chips, and AI-driven photonic com-
puting will likely drive optical computing toward mainstream adoption. With further
improvements in scalability and integration, optical computing may soon redefine HPC,
revolutionising fields such as AI, communications, and beyond. For readers interested in a
more in-depth exploration of optical computing, the review papers [84,86,90], as well as
the book [91], provide comprehensive insights into its fundamentals and applications.

4. Emerging Trends in Distributed Systems

In the rapidly evolving landscape of computing, distributed systems have become
integral to handling the scale, complexity, and diversity of modern applications. By lever-
aging multiple interconnected computing resources, distributed systems provide scalable,
resilient, and efficient solutions that traditional centralised systems cannot offer. As data
volumes grow exponentially and applications demand real-time processing and decision-
making, innovative approaches in distributed computing are essential. This section explores
the emerging trends in distributed systems, focusing on four key areas: blockchain and
distributed ledgers, serverless computing, cloud-native architectures, and distributed AI
and ML systems. These advancements are redefining how data are managed, processed,
and secured across various industries, enabling new possibilities while addressing critical
scalability, efficiency, security, and privacy challenges.

4.1. Blockchain and Distributed Ledgers

The concept of the blockchain was first coined by Satoshi Nakamoto in 2008 after the
failure of the global financial system in 2007 [92]. Though he did not formally define the
blockchain, he demonstrated the blockchain concept for electronic cash (called Bitcoin)
transfers where no central authority is needed to prevent double-spending. The first
successful Bitcoin transaction took place in 2009 when Satoshi Nakamoto transferred 10
BTC (Bitcoin) to Hal Finney. Satoshi uses a peer-to-peer network to timestamp transactions
through a hash-based Proof-of-Work chain, which acts as an unchangeable record unless
the Proof of Work is redone. However, the concept of blockchain is fundamentally based
on three elements: (i) blind signature, a cryptographic concept proposed by David Chaum
in 1989 for automation of payment [93]; (ii) timestamped documents which secure digital
documents by stamping the documents with the date [94]; and (iii) Reusable Proof of
Work (RPoW), a mechanism for preventing double-spending and securing decentralized
networks, later extended into a reusable format by Hal Finney in 2004 [95]. Therefore,
researchers formally defined the blockchain as a meta-technology which combines several
computing techniques [96]. However, the most widely adopted definition of blockchain is
a distributed digital ledger technology with a ledger of transactions, or blocks, that form a
systematic, linear chain of all transactions ever made. Blockchain presents timestamped
and immutable blocks of highly encrypted and anonymised data not owned or mediated
by any specific person or groups [97,98]. A block in a blockchain is primarily identified
by its block header hash or block hash, a cryptographic hash made by hashing the block
header twice through the SHA256 algorithm. In addition, a block can also be identified by
the block height, which is its position in the blockchain or the number of blocks preceding
it in the blockchain. The Merkle tree offers a secure and efficient way to create a digital
fingerprint for the complete set of transactions. A blockchain structure is shown in Figure 6,
where blocks are connected through their respective hash code.
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Figure 6. Basic structure of a blockchain block. This figure presents the fundamental components of a
blockchain block, explaining how distributed ledger technology ensures security and integrity in
decentralised networks.

Distributed ledger technology (DLT) is the underlying generalised concept that makes
the blockchain work in a distributed platform. The concept of DLT incorporates principles
from “The Byzantine General Problem”, described by Lamport et al. [99], which evaluates
the strategies for achieving consensus in distributed systems despite conflicting information
in an adversarial environment. Consensus protocols, like Proof of Stake, allow participants
to achieve a shared view of the ledger without intermediaries. Emerging mechanisms,
such as Proof of Space and Proof of Authority [100], have gained attention for their lower
energy consumption and faster transaction verification times compared to Proof of Work.
These mechanisms aim to address the inefficiencies and environmental impacts associated
with traditional methods, offering tailored solutions for specific use cases. Additionally,
cryptographic techniques, such as the Schnorr Signature Scheme and Merkle Tree, enhance
data integrity and trust within blockchain frameworks, reinforcing secure data verification
processes [101]. A distributed ledger is a digital record maintained across a network
of machines, known as nodes, with any updates being reflected simultaneously for all
participants and authenticated through cryptographic signatures [102].

Beyond cryptocurrencies, blockchain’s applications span a wide range of industries,
including eHealth [103,104], intellectual property [105,106], education, digital identity, fi-
nance [107–109], supply chain [110–112], IoT [113–115], etc. In supply chain management,
blockchain frameworks such as IBM Food Trust provide end-to-end traceability, ensuring
transparency and accountability. Case studies, such as Walmart’s use of blockchain to track
food provenance, have quantified significant reductions in tracing times, from days to
seconds, illustrating blockchain’s potential to streamline operations and mitigate fraud.
In healthcare, blockchain’s anonymity and immutability features make it unparalleled for
secure information sharing among different providers, forming the foundation of modern
healthcare, alternatively termed Healthcare 5.0. Numerous frameworks such as MeD-
Share [116], Medblock [117], HealthBlock [118], and BLOSOM [119] have been developed
to secure patient records. BCIF-EHR, an interoperable blockchain-based framework pro-
posed in [103], facilitates seamless sharing and integration of electronic health records
(EHRs) while preserving privacy and security. However, the framework requires a decen-
tralised authentication and access control mechanism to restrict access to authorised entities
only. Addressing this limitation, TrustHealth [104] integrates blockchain with a trusted
execution environment, designing a secure database that ensures the confidentiality and
integrity of EHRs. TrustHealth also incorporates a secure session key generation protocol,
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enabling secure communication channels between healthcare providers and the trusted
execution environment. Such advancements exemplify blockchain’s ability to transform
healthcare by improving interoperability, security, and trust.

Despite its broad applicability, blockchain faces challenges such as latency and high
energy consumption, particularly in Proof-of-Work-based systems. These issues can hinder
real-time applications and raise concerns about environmental sustainability. Addition-
ally, blockchain’s reliance on distributed consensus mechanisms can lead to cold-start
issues in networks with low node participation, delaying transaction validation. Overall,
blockchain’s transformative potential lies in its ability to provide secure, transparent, and
decentralised solutions across diverse sectors, fundamentally changing how data integrity
and trust are managed.

4.2. Serverless Computing

The concept of serverless computing emerged in the mid-2000s with cloud services
like Amazon S3 and EC2, which simplified infrastructure management for developers [120].
However, a major breakthrough came in 2014 with the introduction of AWS Lambda [121],
which established the Function-as-a-Service (FaaS) model. This allowed developers to
execute code in response to events without managing servers, providing automatic scaling
and reducing operational overhead [122]. IBM OpenWhisk (2016) later expanded on this
concept by offering an open-source alternative that prioritised flexibility [123]. Further
advancements included Microsoft Azure Functions [124] and Google Cloud Run [125],
which integrated containerised workloads to extend serverless capabilities.

Serverless computing provides automatic scalability, eliminating the need for manual
resource management. A key advantage of this model is its “pay-as-you-go” pricing struc-
ture, where users pay only for the compute time they consume rather than pre-allocated
resources, significantly reducing costs for variable workloads [126]. These benefits make
serverless computing ideal for applications such as web services [127], IoT [128], and large-
scale data processing [129]. Industries including finance, healthcare, and e-commerce utilise
serverless computing to enable rapid scaling and resource efficiency. Major companies
like Netflix and Airbnb rely on serverless architectures to handle fluctuating traffic loads,
ensuring a smooth user experience during peak demand [130]. Studies indicate that server-
less platforms can handle up to 10,000 concurrent function executions while maintaining
response times below 500 ms, making them suitable for real-time applications [131].

Despite its advantages, serverless computing presents several challenges. One major
concern is cold-start latency, which occurs when an idle function is invoked and requires
initialisation. To mitigate this, techniques such as function pre-warming, optimising con-
tainer configurations, and adjusting function granularity have been developed, reducing
cold-start delays by up to 50% in production environments [132,133]. Another issue is
vendor lock-in, where applications become dependent on proprietary cloud provider im-
plementations. To overcome this, multi-cloud serverless frameworks like Knative and
OpenFaaS have emerged, allowing developers to deploy serverless workloads across mul-
tiple providers, increasing flexibility and reducing dependency risks [134]. Furthermore,
serverless architectures are not well suited for long-running processes, as they impose
execution time limits. Hybrid serverless–edge computing models are increasingly being
explored to process latency-sensitive workloads closer to the data source, particularly for
IoT applications [135].

Ongoing advancements aim to enhance serverless computing’s flexibility and per-
formance. AI-based function pre-warming, such as Alibaba Cloud’s Function Compute
prediction models, proactively warms up instances to reduce startup delays [136]. Fed-
erated serverless architectures provide cost-effectiveness and resource efficiency [137].
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Additionally, confidential computing techniques like secure enclaves are being integrated
to enhance function-level security, mitigating multi-tenant isolation concerns [138]. For
high-frequency workloads, the unpredictable costs of serverless computing can some-
times make traditional cloud computing a more economical option. Research into more
transparent and cost-efficient serverless pricing structures is ongoing [139].

Overall, while serverless computing offers scalability, cost efficiency, and opera-
tional flexibility, its adoption requires addressing challenges related to latency, vendor
dependence, and security. Continued advancements in optimisation techniques, multi-
cloud interoperability, and pricing models will further enhance its impact on the future of
cloud computing.

4.3. Cloud-Native Architectures

Cloud-native architectures began with distributed systems research in the 1990s [140]
and the introduction of virtualisation by VMware in 1998 [141]. In 2006, AWS launched EC2
and S3, making on-demand cloud services widely available [120]. DevOps ideas took off
around 2009 [142], combining development and operations to speed up software delivery.
Docker emerged in 2013 as a platform for packaging applications into lightweight contain-
ers [143], followed by Google’s open-source release of Kubernetes in 2014 to orchestrate
and manage containerized workloads [144].

Docker emerged in 2013 for packaging applications into lightweight containers [143],
followed by Google’s open-source release of Kubernetes in 2014 to orchestrate and manage
containerised workloads [144]. The Cloud Native Computing Foundation (CNCF) formed
in 2015 and made Kubernetes its first project [144], while AWS Lambda (launched in 2014)
introduced serverless computing [121], and service meshes emerged to handle microservice
communication [128].

Today, cloud-native architecture optimises cloud application performance by integrat-
ing microservices, containerisation, and continuous integration/continuous delivery (as
shown in Figure 7) [145,146]. These techniques enable modularity, scalability, and reliability.
Microservices divide applications into independent, manageable services, containerisation
ensures consistent deployment, and CI/CD accelerates the development life cycle, creating
a robust framework for efficiently handling dynamic workloads. Tools like Docker and
Kubernetes simplify container orchestration, streamline scaling, and accelerate deployment
pipelines [147]. Unlike traditional monolithic structures, cloud-native applications are
modular, allowing components to be managed, scaled, and updated independently. This
makes cloud-native architectures highly effective in dynamic environments demanding
rapid iteration and resilient deployment [148–150].

Alongside these core components, advanced communication paradigms such as
Partitioned Global Address Space (PGAS) models and Remote Direct Memory Access
(RDMA) further enhance cloud-native platforms [151]. PGAS models provide a shared
memory abstraction across distributed systems, emphasising data locality and reducing
communication overhead, making them particularly suitable for high-performance ap-
plications in cloud environments. RDMA further enhances infrastructure efficiency by
enabling direct memory-to-memory transfers between nodes, bypassing CPU involvement
to minimise latency and maximise throughput. These technologies are critical for opti-
mising the performance of modern distributed systems and are increasingly adopted in
cloud-native platforms.

Cloud-native architectures also play a pivotal role in Industry 4.0, where real-time
data processing across IoT and edge devices matters most. These architectures realise
smooth integration in distributed systems, hence managing large-scale, latency-sensitive
data efficiently [152]. By incorporating PGAS and RDMA, these architectures can handle
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complex data flows and resource-intensive tasks with greater efficiency, supporting the
scalability demands of Industry 4.0. One of the prominent design elements of cloud-
native designs is the multi-cloud and distributed cloud models that, for instance, enable
the deployment of applications across multiple cloud providers [153]. This increases
availability and avoids vendor lock-in, giving flexibility and resilience to enterprises by
utilising unique services across cloud platforms [154].

Figure 7. Key building blocks of a cloud-native architecture. This figure illustrates the four fun-
damental components of cloud-native systems: containers, microservices, DevOps, and CI/CD.
These elements enable scalability, automation, and continuous deployment in modern cloud
computing environments.

On top of this, cloud-native architectures leverage Platform-as-a-Service (PaaS) en-
vironments to simplify infrastructure management and scaling [155]. Cloud federation
strategies improve interoperability across providers, enabling seamless service migration
and management in heterogeneous systems [156]. Infrastructure as Code (IaC) automates
resource provisioning, ensuring efficient and secure application deployment [157]. By
combining these methods with advanced communication paradigms, cloud-native archi-
tectures offer robust fault tolerance and high resource utilisation, supporting a range of
workloads from e-commerce to scientific computing.

Despite these benefits, cloud-native approaches come with their own set of challenges.
Integrating PGAS and RDMA can be complex, requiring specialised hardware and in-depth
expertise, which may raise costs and limit portability across diverse platforms. Deploying
microservices at scale also necessitates comprehensive observability solutions to handle
complex debugging and performance monitoring tasks. In multi-cloud scenarios, while
the flexibility is appealing, organisations may still encounter partial vendor lock-in due to
unique service integrations. Security remains a prominent concern, as misconfigurations in
container orchestration or vulnerabilities within microservices can open pathways for data
breaches. Additionally, the rapid pace of innovation in the cloud-native ecosystem demands
continual learning and adaptation, placing pressure on both developers and operators to
stay abreast of emerging tools and best practices [144]. Balancing these challenges with the
clear advantages of agility, scalability, and resilience is essential for successful adoption
across various industries.

4.4. Distributed AI and ML Systems

Distributed AI and ML systems are the backbone for scalable training and deployment
of complex models across decentralised networks [158]. Unlike the centralised approach,
this architecture allows the computation to be distributed among different nodes, reducing
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the latency in training and efficiently processing large datasets [159]. This ML approach
can optimise learning and AI inference, particularly for resource-constrained devices
such as IoT or edge computing devices used in real-time applications [160]. It aligns
with the principles of federated learning, which allow for collaborative model training
without the need to share raw data, thus preserving data privacy and reducing bandwidth
demands [161]. By leveraging intelligent agents in a distributed environment, these systems
can significantly reduce model training time while maintaining robust fault tolerance [162].
Moreover, distributed learning algorithms applied in different application areas, such
as 6G [163] and smart grid systems [164], illustrate how these methods can optimise
resource usage and enable real-time decision-making with minimal latency. Advanced
variants, such as AutoDAL, enable automatic hyperparameter tuning within distributed
learning frameworks, addressing scalability and efficiency challenges in large-scale data
analysis [165].

Federated learning is an emerging area in distributed AI, allowing model training
across decentralised devices or servers without centralising raw data. This approach im-
proves privacy and reduces data transfer costs, with models trained locally on edge devices
and only shared parameters sent back to central servers, as shown in Figure 8 [166]. Feder-
ated learning is especially valuable in applications with strict privacy requirements, such
as healthcare and finance, where regulatory constraints limit centralised data storage [167].
However, federated systems face significant challenges in balancing privacy preserva-
tion and model accuracy. Privacy-preserving techniques, such as differential privacy and
secure multi-party computation, introduce noise or encryption that can reduce model
performance [168]. To address this, privacy-aware optimisation algorithms, such as those
incorporating adaptive noise levels or secure aggregation protocols, have been proposed
to maintain accuracy while ensuring data security [169,170]. Another critical challenge in
federated systems is communication overhead, especially in scenarios involving frequent
synchronisation of model updates across devices. This overhead can significantly increase
latency and reduce efficiency in large-scale systems. Potential solutions include strategies
like periodic aggregation, where updates are transmitted at predefined intervals rather
than continuously [171], and selective model updates, which prioritise transmitting critical
updates based on gradient sparsity or importance [172]. Additionally, techniques such as
gradient compression and quantised updates can minimise communication costs without
sacrificing accuracy, making federated learning more scalable and efficient in distributed
environments [173,174]. These advancements demonstrate that federated learning can
address privacy and efficiency challenges effectively, paving the way for its widespread
adoption in privacy-sensitive domains.

Distributed training systems enable simultaneous model training across multiple
nodes, significantly accelerating the development of complex AI models. Techniques like
data parallelism, model parallelism, and pipeline parallelism optimise resource usage,
making them essential for large-scale training tasks in fields like natural language process-
ing and computer vision, where computational demands are exceptionally high [175]. By
distributing workloads across multiple nodes, these systems reduce the dependence on
centralised infrastructures, promoting scalable, efficient, and resource-adaptive ML [176].
Despite these advantages, distributed training systems face several challenges that limit
their efficiency and effectiveness. Communication overhead, caused by frequent synchroni-
sation of parameters across nodes, can result in increased latency and inefficient bandwidth
utilisation, particularly in large-scale systems [177]. Techniques like gradient sparsifica-
tion [178], optimised collective communication protocols [31], and Asynchronous Stochastic
Gradient Descent (ASGD) [179,180] aim to mitigate these issues by reducing the volume
of data transmitted during updates and allowing nodes to operate more independently.
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However, these methods often struggle to maintain model accuracy due to inconsistent
parameter updates [181], requiring advanced consistency management algorithms, such
as dynamic weighting of updates, to address this trade-off. Another significant challenge
is managing data heterogeneity, as data distributed across nodes are often non-IID (non-
independent and identically distributed), leading to skewed model updates that hinder
training effectiveness [182]. Solutions like adaptive loss functions, dynamic weighting
of local models, and frameworks such as AdaFed [183] dynamically adjust the contribu-
tions of local models based on data quality, improving convergence. Privacy-preserving
methods, such as differential privacy and secure multi-party computation, add further
complexity by introducing noise or encryption to protect sensitive data, which can degrade
model accuracy [184]. Privacy-aware optimisation strategies such as PSDF [185] are being
developed to balance security with performance. Resource optimisation is another critical
issue [186], particularly in decentralised environments with heterogeneous hardware capa-
bilities and network reliability. Adaptive resource allocation frameworks that dynamically
adjust computation and communication parameters based on workload demands and
node capacities [187] are essential for efficient resource utilisation, but implementing these
frameworks requires robust scheduling algorithms and real-time monitoring. Addressing
these challenges through innovative algorithms, resource management strategies, and
privacy-aware techniques is essential for unlocking the full potential of distributed training
systems.

Figure 8. Step-by-step illustration of federated ML. This figure explains the federated learning
process, highlighting key stages such as local model training, aggregation, and privacy-preserving
updates.

In summary, distributed AI and ML systems offer transformative potential by enabling
scalable, efficient, and secure training across decentralised networks, while challenges such
as communication overhead, data heterogeneity, and synchronisation remain, ongoing
advancements in adaptive algorithms and privacy-preserving methods continue to address
these issues, paving the way for widespread adoption in sectors like healthcare, finance,
and IoT.

5. Challenges in Parallel and Distributed Systems

Parallel and distributed systems have revolutionised the way computational tasks are
performed, enabling the handling of complex and large-scale applications. However, these
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systems face several challenges that can hinder their efficiency and effectiveness. This sec-
tion delves into the key challenges in parallel and distributed systems, including scalability
and performance, security and privacy, fault tolerance and reliability, interoperability and
standardisation, energy efficiency, and ethical concerns.

5.1. Scalability and Performance

Achieving scalability while maintaining high performance is one of the foremost chal-
lenges in parallel and distributed systems. As the number of processors or nodes increases,
bottlenecks can arise due to limitations in network bandwidth, synchronisation overhead,
and resource contention [188]. These issues can significantly degrade system performance,
negating the benefits of adding more computational resources. A notable example of
scalability challenges is in distributed AI systems, where training large-scale models like
GPT3 involves 175 billion parameters spread across thousands of GPUs [189,190]. Syn-
chronisation overhead during gradient updates can significantly impact training efficiency,
especially as the number of GPUs increases [191]. Studies have shown that communica-
tion overhead during parameter updates and gradient synchronisation can dominate the
training time in large-scale distributed systems, reducing the benefits of scaling out [192].
Additionally, memory bandwidth and latency constraints exacerbate the problem, reducing
the overall efficiency of these systems [175].

Addressing these challenges requires integrated solutions that consider the distinct
demands of heterogeneous, quantum, neuromorphic, and optical computing paradigms.
In heterogeneous computing, task scheduling algorithms ensure efficient workload dis-
tribution among diverse processing units (e.g., CPUs, GPUs, DPUs) to prevent resource
underutilisation [193]. Advanced scheduling algorithms dynamically assign tasks to appro-
priate processors, optimising execution and guaranteeing energy consumption [194]. For
quantum computing, modular quantum architectures and hybrid quantum–classical sys-
tems help manage the scalability of qubit systems while reducing error propagation [195].
In neuromorphic computing, innovations such as photonics integration, online learning,
and 3D stacking enhance the scalability of ANNs by increasing density and reducing power
consumption [196]. For optical computing, material advancements such as silicon photonics
and integrated photonic circuits enable the scaling of optical interconnects while minimis-
ing crosstalk and optical loss. Hardware/software co-design innovations further enhance
the performance of optical computing systems [87]. Optimising communication proto-
cols [197], dynamic resource allocation [198], and adaptive scheduling algorithms [199]
improve data transfer and task management. Gradient compression techniques in dis-
tributed AI systems reduce communication delays, while optical interconnects [85] and
optical wireless communication [200] provide high-bandwidth, low-latency data transfer,
enhancing overall system efficiency. Together, these advancements improve workload
distribution, enabling parallel and distributed systems to scale efficiently and meet the
demands of complex modern applications.

5.2. Security and Privacy

Security and privacy are paramount concerns in distributed environments where data
and resources are shared across multiple nodes [201]. Threats such as unauthorised access,
data breaches, and malicious attacks can compromise the integrity and confidentiality
of the system. Distributed systems are particularly vulnerable due to their open and
interconnected nature, which can be exploited by attackers. A notable case involved a major
cloud service provider experiencing downtime across its network due to a coordinated
ransomware attack, resulting in financial losses exceeding USD 1.85 million and extensive
recovery efforts [202]. Similarly, in parallel systems used for HPC, side-channel attacks that
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exploit shared memory vulnerabilities have exposed sensitive data, highlighting the need
for enhanced security measures [203].

To address these challenges, robust security solutions should span hardware, software,
and cryptographic advancements [204]. Encryption methods such as AES-256 and secure
communication protocols like TLS ensure data protection during storage and transmission,
while authentication mechanisms, including multi-factor authentication, enhance access
control [205]. Zero-trust architectures and Trusted Execution Environments limit attack
surfaces by isolating sensitive computations and continuously validating user and device
credentials [206]. In distributed systems like blockchain, mechanisms such as Merkle trees
and Proof-of-Stake consensus algorithms maintain data integrity and ensure secure transac-
tion validation [207]. With the advent of quantum computing, post-quantum cryptography,
including lattice-based cryptography, and quantum key distribution are critical for secur-
ing communications and future-proofing systems against quantum-enabled threats [208].
These solutions, when integrated into parallel and distributed systems, provide resilience
against evolving cyber threats, safeguarding user privacy and ensuring system reliability.

5.3. Fault Tolerance and Reliability

Fault tolerance and reliability are critical in ensuring that parallel and distributed
systems continue to operate correctly even in the presence of component failures [209].
Hardware malfunctions, network issues, or software errors can lead to system downtime or
data loss, which is unacceptable in mission-critical applications. For instance, distributed
systems supporting global financial transactions need to maintain uninterrupted operation
despite hardware failures or network disruptions, as downtime can result in significant
financial and reputational losses [210].

Many methods have been proposed to address these challenges in various distributed
computing scenarios. Redundancy and replication ensure high availability and data
integrity by maintaining multiple copies of critical data across nodes [206], while check-
pointing periodically saves system states, enabling recovery without restarting entire
processes [211]. Self-healing algorithms and dynamic task migration mitigate the impact
of hardware and software failures by redistributing workloads to healthy nodes or com-
ponents [212]. Similarly, modular architectures and error-correcting codes enhance the
reliability of quantum systems by addressing decoherence and qubit failures [209]. Neu-
romorphic systems benefit from fault-tolerant designs and techniques that accommodate
various types of resistive random-access memory faults [213]. Optical interconnect systems
rely on the ONOS SDN controller for dynamic provisioning of data connectivity services
and advanced automatic failure recovery [214]. Middleware solutions, such as those sup-
porting distributed frameworks (e.g., Apache Spark) or blockchain consensus algorithms
(e.g., Proof of Stake), enhance robustness against node failures and maintain consistency
across distributed systems [210]. By integrating these strategies, parallel and distributed
systems can enhance reliability, minimise disruptions, and meet the demands of modern
mission-critical applications.

5.4. Interoperability and Standardisation

In heterogeneous environments where diverse systems and technologies coexist, inter-
operability becomes a significant challenge [215]. Orchestrating operations across different
platforms, protocols, and interfaces requires careful coordination. Without standardisation,
integrating new components or scaling the system can lead to incompatibilities and in-
creased complexity. Managing heterogeneity in UHC systems, where CPUs, GPUs, NPUs,
and DPUs have to collaborate seamlessly, exacerbates these challenges.
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To address these challenges, adopting standardised communication protocols and
resource allocation frameworks is essential [216]. Protocols like MPI and NCCL enable
efficient data exchange in parallel systems [197], while resource allocation frameworks such
as Kubernetes facilitate task distribution in distributed systems [144]. Middleware solutions
abstract hardware and platform differences, simplifying the integration of components
in heterogeneous and distributed environments [206]. For quantum systems, modular
architectures and standardised quantum gates ensure compatibility between quantum and
classical components, enabling hybrid quantum–classical workflows [217]. Neuromorphic
systems require different neural coding schemes for achieving the best performance of
neuromorphic systems under different design constraints [218]. In optical systems, the
optical gates, photonic integrated circuits, and optical architectures are still evolving, and
the development of standards and related protocols is ongoing [89]. Industry standards
and open architectures promote interoperability, allowing diverse systems to work together
while fostering collaborative innovation. For example, distributed frameworks like Apache
Hadoop and TensorFlow support heterogeneous hardware, ensuring compatibility across
CPUs, GPUs, and accelerators [219]. Such standardisation efforts reduce development
costs, streamline integration, and enable parallel and distributed systems to scale efficiently,
incorporating emerging technologies with minimal complexity.

5.5. Energy Efficiency

As parallel and distributed systems scale up, power consumption becomes a growing
concern [220]. High energy usage not only increases operational costs but also has envi-
ronmental implications due to the carbon footprint associated with large data centres and
computing clusters. A notable example is the training of large-scale AI models like GPT-3,
which reportedly consumed approximately 1287 megawatt-hours (MWh) of electricity
during its training phase, emitting over 550 metric tons of carbon dioxide if powered by
non-renewable sources [221]. This substantial energy use underscores the importance of
implementing energy-efficient solutions across all parallel and distributed systems.

Addressing energy-efficiency challenges in parallel and distributed systems requires
a holistic approach that integrates energy-efficient hardware, intelligent algorithms, dy-
namic power management, and sustainable infrastructure. Hardware innovations, such
as neuromorphic chips like Intel’s Loihi [63] and optical network processors [222,223],
significantly reduce energy consumption through specialised designs and advanced tech-
nologies. Energy-aware algorithms, such as SkipTrain in decentralised learning [224],
enhance efficiency by strategically skipping certain training rounds and replacing them
with synchronisation rounds. Quantum algorithms like QAOA further minimise compu-
tational overhead, improving overall energy efficiency [216]. At the infrastructure level,
renewable-powered data centres [220] and dynamic workload migration support sustain-
able operations. Additionally, techniques such as dynamic voltage and frequency scaling
(DVFS) and adaptive power gating optimise energy usage by adjusting power levels based
on workload demands [225]. For blockchain systems, energy-efficient consensus protocols
such as Proof of Authority reduce power consumption while maintaining security and
operational viability [100], helping to mitigate their environmental impact.

5.6. Emerging Ethical Concerns

As AI becomes increasingly integrated into parallel and distributed systems, ethical
concerns have emerged as a critical challenge [226]. Issues such as algorithmic bias, misuse
of sensitive user data, and lack of transparency in decision-making processes can under-
mine trust, fairness, and accountability in AI-driven systems [227]. For example, biased
AI models deployed in distributed healthcare platforms can lead to unequal treatment
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outcomes, disproportionately disadvantaging marginalised groups [228]. Similarly, inade-
quate data governance in cloud-based AI systems can result in privacy violations, exposing
sensitive user information to misuse or unauthorised access [229].

Addressing these challenges requires a multi-faceted approach across governance,
technology, and collaboration. Robust governance frameworks and adherence to ethical
guidelines throughout the AI life cycle are essential for ensuring accountability. Explainable
AI (XAI) techniques can improve transparency by providing interpretable insights into
decision-making processes, reducing the risk of biased or opaque outcomes [230]. Privacy-
preserving technologies, such as federated learning, allow data to remain decentralised,
mitigating risks associated with data misuse or breaches [167]. Federated learning has
shown promise in fields like healthcare, enabling collaborative model training without
compromising data privacy [231]. Additionally, interdisciplinary collaborations among
technologists, ethicists, and policymakers are vital for establishing standards and poli-
cies that promote equitable and responsible AI deployment. Standards such as fairness
metrics, model validation protocols, and data auditing mechanisms ensure AI systems
align with ethical principles. For instance, blockchain-based audit trails can improve ac-
countability in distributed systems by recording data usage and decision-making processes
securely and transparently [232]. By integrating these strategies, parallel and distributed
systems can address emerging ethical concerns, fostering trust and ensuring sustainable,
equitable development.

6. Future Directions

Building on the challenges outlined in this paper, it is evident that significant advance-
ments are still needed to overcome scalability, energy efficiency, and security limitations in
parallel and distributed systems. As these systems evolve, several emerging technologies
and research areas show promise for addressing current obstacles and driving innovation.
This section discusses the future directions of each class of parallel and distributed systems.

• Heterogeneous computing: As computing moves towards UHC architectures integrating
diverse processors such as CPUs, GPUs, TPUs, FPGAs, and specialised accelerators,
significant advancements are required to address challenges in scalability, energy effi-
ciency, and complexity [233]. These architectures have the potential to revolutionise
computing by leveraging the unique strengths of each processor type; however, their
successful implementation depends on overcoming several critical obstacles. One key
research direction is the development of hybrid scheduling algorithms [234]. These
algorithms should dynamically adapt to varying computational demands, both online
and offline, while optimising energy efficiency and performance [235]. Additionally,
designing energy-aware resource management frameworks that minimise power con-
sumption without compromising computational throughput is crucial for meeting
sustainability goals [236]. Another vital area of focus is high-bandwidth, low-latency
interconnect technologies, which are essential for seamless data exchange among
heterogeneous components [237]. Innovations such as photonic interconnects and
3D packaging can alleviate bandwidth bottlenecks and reduce latency, enabling effi-
cient communication between processors [238]. To enhance developer adoption and
simplify programming for heterogeneous systems, further refinement of frameworks
such as CUDA, OpenCL, SYCL, and oneAPI, as well as emerging unified program-
ming models like CodeFlow [239], is essential. These frameworks should provide
robust abstractions, allowing developers to harness the full potential of diverse ar-
chitectures without dealing with low-level hardware complexities. Finally, synergies
among quantum computing, neuromorphic systems, optical computing, and opti-
cal interconnects present exciting opportunities for future exploration. Advancing
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these interdisciplinary technologies will be critical in shaping the next generation of
high-performance, energy-efficient computing architectures.

• Quantum computing: The future trajectory of quantum computing is shaped by several
critical technological and practical imperatives. At the hardware level, the ongoing
development of diverse qubit technologies—including superconducting, silicon-based,
trapped-ion, and photonic implementations—remains essential for advancing quan-
tum computing capabilities [36,42,43]. While these platforms have demonstrated
significant progress, challenges such as noise reduction, high error rates, and deco-
herence should be effectively addressed to realise practical quantum advantage [37].
Current quantum error correction protocols require substantial qubit overhead, ne-
cessitating innovative approaches that can scale efficiently with system size [240].
Industry roadmaps, such as IBM’s plan to develop processors with thousands of
qubits [46], highlight the importance of achieving fault tolerance while maintaining
quantum coherence across larger qubit arrays. The integration of quantum computing
with classical computing represents a promising direction for near-term applications.
Hybrid quantum–classical systems, particularly in ML and optimisation tasks, can
leverage the complementary strengths of both paradigms [217]. To facilitate broader
adoption, the field will address interconnected challenges, including quantum in-
frastructure development. Establishing robust quantum networking protocols and
leveraging optical interconnects will be crucial for scaling quantum systems beyond
single-processor implementations [195]. Additionally, the development of standard-
ised quantum software frameworks and advanced error mitigation techniques will
be instrumental in enhancing accessibility and usability [240]. Beyond technical ad-
vancements, the socioeconomic implications of quantum computing warrant careful
consideration. The transformative potential of quantum technologies spans multiple
industries, with significant applications in cryptography [47] and molecular simu-
lation [48]. Ensuring equitable access to quantum resources and fostering a skilled
quantum workforce will be critical in maximising the societal benefits of quantum
computing across diverse sectors and regions.

• Neuromorphic computing: Inspired by the brain’s architecture, neuromorphic com-
puting is rapidly emerging as a promising solution for achieving energy-efficient,
event-driven processing, particularly in AI and ML tasks [53]. Despite its potential,
scalability remains a significant hurdle, as building larger neuromorphic systems
demands advancements in technological infrastructure, development tools, and inte-
gration strategies [59]. Future progress should focus on enhancing the programma-
bility of neuromorphic hardware to enable larger, more complex systems capable of
addressing diverse AI and ML workloads [241]. This includes improving the flex-
ibility and accessibility of programming environments to facilitate adoption by a
broader range of developers and researchers. In parallel, the development of SNNs
as foundational algorithms requires further exploration, particularly in areas such as
backpropagation [56] and online learning [242], to enhance their adaptability, scala-
bility, and real-time performance. The practical adoption of neuromorphic hardware
faces challenges such as the lack of standardised protocols and the high costs of chip
fabrication. Initiatives like Intel’s Loihi 2 platform have demonstrated progress in
commercialising neuromorphic computing [65], but broader collaboration among
academia, industry, and policymakers will be necessary to standardise frameworks,
reduce costs, and accelerate adoption. Integrating neuromorphic computing with
photonics presents a promising avenue for addressing key challenges, including scala-
bility, energy efficiency, precision, and standardised performance benchmarks [196].
As the technology evolves, addressing ethical concerns and promoting the responsible
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use of brain-inspired systems will be critical [243]. Ensuring equitable access, avoiding
misuse, and fostering transparency in neuromorphic applications will help ensure
that the technology benefits society responsibly.

• Optical computing: The future of optical computing holds transformative potential for
meeting the escalating demands of modern computing systems, particularly in AI,
telecommunications, and HPC [84]. Advancing this technology requires addressing
several critical research challenges through innovative solutions and interdisciplinary
collaboration. A key research direction is the development of next-generation photonic
integrated circuits, with a particular focus on advancing core components such as
MRRs and MZIs [238]. These components will evolve to meet stringent requirements
for scalability, efficiency, and reliability. The advancement of all-optical processing
presents promising opportunities, including the development of optical gates and
logical units, high bit-rate signal processing, and optical quantum computing [89].
High-performance optical interconnects offer significant advantages over traditional
electrical interconnects, enabling efficient data transmission in large-scale systems
such as data centres, supercomputers, and quantum networks [85]. Industry adoption
is already underway, as demonstrated by Google’s integration of photonic components
in data centres and the emergence of optical neural network research prototypes [88].
In the quantum computing domain, optical components play a crucial role in facilitat-
ing high-bandwidth communication between quantum processors, addressing key
challenges related to quantum network scalability and efficiency [195]. To accelerate
the practical deployment of optical computing systems, research efforts should focus
on three key areas: miniaturisation techniques, advanced materials development, and
scalable manufacturing processes. These technological advancements are essential for
achieving cost-effective, energy-efficient solutions that can expand access to HPC capa-
bilities. This expansion is particularly crucial for small and medium-sized enterprises
and academic institutions, which stand to benefit significantly from more accessible
advanced computing resources. As optical computing technologies mature, they are
poised to revolutionise industries by delivering unprecedented computational power,
sustainability, and accessibility. This evolution represents a major step toward meeting
the growing computational demands of modern society while aligning with global
sustainability goals.

• Blockchain and distributed ledgers: Blockchain and DLTs present a decentralised, tamper-
resistant way to ensure security and transparency in distributed systems [102]. These
technologies eliminate intermediaries and offer immutable transaction records, en-
abling trustless environments in applications like cloud computing, IoT, and supply
chain management. However, challenges such as latency, high energy consump-
tion in Proof-of-Work-based systems, and cold-start delays hinder their scalability
and responsiveness. Future research should prioritise the development of scalable
blockchain architectures with energy-efficient consensus mechanisms [244]. Innova-
tions such as Proof of Stake and sharding can significantly reduce energy consumption
while maintaining robust security and enabling high transaction throughput [245].
These advancements are essential to ensuring blockchain’s feasibility in real-time
applications and resource-constrained environments. Another promising direction
is the creation of tailored blockchain frameworks for specific distributed computing
applications. Decentralised file systems, for example, can leverage blockchain to
ensure data availability, integrity, and secure sharing [246], while decentralised cloud
services can benefit from blockchain’s capabilities in managing resource allocation
and security [113]. Interoperability among blockchain networks is another key area,
requiring standardised protocols and cross-chain communication to enable multi-
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platform applications. Practical use cases, such as supply chain management and IoT,
already demonstrate blockchain’s potential to enhance traceability, secure resource
sharing, and improve trust [110]. Efforts to minimise blockchain’s environmental
impact through energy-efficient mechanisms and green blockchain initiatives further
align with global sustainability goals. By addressing these challenges, blockchain
and DLTs can revolutionise distributed systems, transforming how data integrity,
transparency, and trust are managed across industries.

• Serverless computing: Serverless computing, which abstracts infrastructure manage-
ment and allows developers to focus solely on code execution, is emerging as a
transformative paradigm in parallel and distributed systems. By automatically scaling
based on demand, serverless architectures are particularly well suited for distributed
applications with highly variable workloads, providing cost efficiency, flexibility, and
ease of deployment [134]. However, serverless computing faces challenges such as
cold-start latency, latency associated with initialising functions, and difficulties in
managing stateful, resource-intensive applications [132,135]. Future advancements
should address these limitations. Improving the latency and scalability of serverless
frameworks is essential, particularly for HPC and real-time distributed systems [132].
Fine-grained resource management techniques and enhanced serverless orchestration
mechanisms are needed to efficiently handle parallel tasks across distributed nodes,
ensuring optimised workload distribution and responsiveness [236]. Serverless sys-
tems show significant potential in AI/ML workflows, enabling seamless deployment
of ML models and distributed training pipelines [247]. Their adoption in multi-
cloud environments can ensure interoperability across cloud platforms, reducing
vendor lock-in and improving resource utilisation [248]. Additionally, techniques like
container pre-warming, lightweight virtualisation, and predictive scaling can miti-
gate cold-start issues, making serverless computing viable for latency-sensitive and
resource-constrained environments [132]. By overcoming these challenges, serverless
computing can significantly contribute to the evolution of parallel and distributed
systems, enabling more scalable, efficient, and adaptable architectures across a wide
range of industries.

• Cloud-native architectures: Cloud-native architectures are transforming distributed
computing by leveraging microservices, containerisation, and orchestration tools like
Kubernetes to enable auto-scaling, fault tolerance, and resilience. By decomposing
applications into smaller, independent components, these architectures provide flexi-
bility and adaptability, ensuring consistent performance even under varying workload
demands [146]. Future advancements should enhance the coordination and orchestra-
tion of microservices to ensure data consistency across geographically dispersed cloud
resources. For instance, an optimised communication solution has been proposed
to enhance inter-service communication in microservices [249]. Synergies with large
generative AI models are essential to enable dynamic load balancing between cloud
and edge nodes, optimising costs of goods sold and improving resource accessibil-
ity [250]. Multi-cloud orchestration initiatives, such as the expansion of the Kubernetes
ecosystem [144] and platforms like Google’s Anthos [251], demonstrate the feasibility
of cross-cloud collaboration for managing complex workloads. Energy efficiency is
a critical challenge as cloud-native systems scale. Green computing strategies, such
as intelligent container scheduling and life-cycle management, can reduce energy
consumption and environmental impact [225]. Additionally, improved container or-
chestration algorithms that dynamically allocate resources are vital for aligning these
architectures with sustainability goals [252]. Security and privacy are paramount due
to the decentralised nature of microservices [253], which increases vulnerabilities in

155



Electronics 2025, 14, 677

inter-service communication. Robust encryption, authentication, and real-time moni-
toring are needed to mitigate risks, particularly in sensitive domains like healthcare
and finance. By addressing these challenges and fostering synergies with emerging
technologies, cloud-native architectures can drive innovation and sustainability across
industries such as smart cities, real-time analytics, and scientific research. These
systems will remain a cornerstone of distributed computing, delivering efficiency,
resilience, and adaptability.

• Distributed AI and ML: The future of distributed AI and ML presents transforma-
tive opportunities alongside significant technical challenges that require innovative
solutions. As distributed workloads grow in scale and complexity, addressing funda-
mental issues in model synchronisation, communication efficiency, and computational
overhead becomes increasingly critical [158,177]. A key research direction is the de-
velopment of advanced distributed learning frameworks, with a particular emphasis
on federated learning architectures, which enable privacy-preserving training across
decentralised nodes [171]. These frameworks will evolve to handle heterogeneous
data distributions and varying computational capabilities across nodes while main-
taining model consistency and performance. Establishing standardised benchmarks
for federated learning, particularly in sensitive domains such as healthcare and fi-
nancial services, will be crucial for validating system robustness and reliability [167].
Such benchmarks should assess not only model accuracy but also critical metrics
such as communication efficiency, privacy preservation, and resource utilisation. An-
other crucial research direction is the advancement of edge AI technologies, which
enable sophisticated AI processing at the network edge [160]. This paradigm shift
toward edge-centric AI architectures promises significant improvements in latency
reduction and bandwidth optimisation, particularly for real-time applications in au-
tonomous systems and IoT networks. Future research should focus on developing
lightweight, efficient models capable of operating within the resource constraints of
edge devices while maintaining high-performance standards [160]. The integration
of distributed AI with emerging computing paradigms opens new avenues for inno-
vation. Hybrid architectures combining classical systems with quantum processors
hold promise for solving complex optimisation problems [217], while neuromor-
phic computing offers potential for energy-efficient, event-driven processing [56].
These integrations require interdisciplinary research efforts to address challenges
in cross-platform optimisation, data flow management, and system interoperabil-
ity. Additionally, the development of standardised interfaces and programming
abstractions will be essential to enabling seamless integration across these diverse
computing platforms. To fully realise the potential of these advancements, the field
should also address broader socio-technical challenges. This includes developing
robust frameworks for ethical AI deployment [254], ensuring equitable access to dis-
tributed AI resources, and establishing clear guidelines for responsible innovation.
The long-term success of distributed AI systems will ultimately depend on balanc-
ing technical advancements with practical considerations of cost, scalability, and
societal impact.

7. Conclusions

This paper has provided a comprehensive overview of parallel and distributed sys-
tems, emphasising their pivotal role in meeting the escalating computational demands
of modern applications. By exploring their interrelationships and key distinctions, we
established a foundation for understanding the emerging trends shaping their evolution.
In the domain of parallel systems, we analysed four emerging paradigms: heterogeneous
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computing, quantum computing, neuromorphic computing, and optical computing. In
the sphere of distributed systems, we examined several emerging trends: blockchain and
distributed ledgers, serverless computing, cloud-native architectures, and distributed AI
and ML systems. Additionally, we discussed the challenges that persist in these systems,
including scalability limitations, security and privacy concerns, fault tolerance, interoper-
ability issues, and energy efficiency demands. Addressing these challenges is crucial for
the continued evolution and broader adoption of parallel and distributed systems.

Future research should focus on advancing software frameworks, developing innova-
tive hardware architectures, optimising communication protocols, and designing efficient
algorithms. By embracing these emerging trends and proactively tackling associated chal-
lenges, we can develop more powerful, efficient, and adaptable computing systems. Such
advancements will drive innovation across various sectors, contribute to scientific and tech-
nological progress, and meet the complex demands of the future computational landscape.
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Abstract

Multi-view graph clustering (MVGC) utilizes affinity graphs to efficiently obtain informa-
tion between views. Although various excellent MVGC methods have been proposed, they
still have many limitations. To surmount these limitations, this work develops a novel
tensor-based unified and discrete multi-view projection clustering (TUDMPC) approach.
Specifically, TUDMPC uses projection and the L2,1-norm for feature selection to reduce the
effects of redundancy and noise. Meanwhile, the differences among similar graphs are
minimized through the tensor kernel norm to better leverage information across views and
capture high-order correlations. In addition, the rank constraint is applied to keep the affin-
ity graphs with a discrete cluster structure, and the clustering results are obtained directly
in a unified joint framework. Finally, an efficient optimization algorithm is proposed to
obtain the clustering results. Experiments are conducted to compare the clustering results
of TUDMPC with seven baseline methods. The results show that TUDMPC outperforms
the existing methods.

Keywords: multi-view clustering; tensor kernel norm; projection learning; graph learning

1. Introduction

For the majority of applications, the collected data are from various sources with
different formats. For example, a website can include images, audio, and other types of
data in various ways, and may be considered multi-view data. Consensus cluster struc-
tures among different view data can be found by multi-view clustering (MVC) methods.
Different views of data may have consistent information in a specific underlying data
structure. Capturing information on inter-view consistency and complementarity is one of
the hotspots in multi-view clustering studies.

Graphs are a crucial data structure for visually displaying the connections of data.
Multi-view graph clustering (MVGC), with outstanding performance and widespread ap-
plications in numerous industries [1], can use affinity graphs to efficiently obtain consistent
and complementary information [2].

Numerous MVGC approaches have demonstrated promising performance. Kumar et al. [3],
by developing Co-regMSC, used feature factorization to obtain latent embedding, learn
affinity graphs by reducing the differences in low-dimensional latent embedding of various
views, and achieve decent performance. However, Co-regMSC does not distinguish the

Electronics 2025, 14, 817 https://doi.org/10.3390/electronics14040817
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weights of various views. Nie et al. [4] proposed to distribute weights to various views in
an adaptable manner. However, this approach uses preset similarity graphs, and, hence, its
clustering performance is heavily influenced by the initial graphs. Jing et al. [5] used hy-
pergraph embedding to select important features while fusing all views in the Grassmann
space. However, these approaches still have the following two limitations. (1) Learning
affinity graphs in high-dimensional spaces with redundant and high-dimensional features
can lead to the curse of dimensionality and feature spoofing problems. (2) Most affinity
graphs can only consider the shared information but cannot capture the higher-order
correlations, making the generated affinity matrix poor-quality.

To address the high dimensionality issue, a large number of dimensionality reduction
techniques [6–8] have been applied to MVC. Yuan et al. [9] presented an unsupervised
feature selection method that simultaneously removes irrelevant features. Gao et al. [8]
transformed high-dimensional data into a subspace using a projection matrix but did not
care about the local structure and complementarity. To use higher-order and complementary
information, researchers presented the tensor kernel norm methods [10–14]. Wu et al. [15]
learned uniform graph and low-rank tensor, which reduces the dimensionality of data and
retains higher-order information, but does not perform feature selection for dimensionality
reduction, with performance susceptible to noise. Liu et al. [14] used tensor constraints to
capture the global structure of views under deep learning.

High-order information among different views can be captured by tensors. The
existing tensor-based methods do not consider redundant information, and most of them
do not directly obtain clustering results during optimization but use other clustering
algorithms subsequently, such as K-means or spectral clustering, to obtain the results. In
order to perform feature selection and structure preservation in a unified framework and
capture both complementary and higher-order information without subsequent steps to
obtain clustering results, this study proposes a brand-new MVC approach called tensor-
based unified and discrete multi-view projection clustering (TUDMPC). As depicted in
Figure 1, the approach uses projection to learn low-dimensional spatial features and uses the
L2,1-norm for feature selection to eliminate the effects of redundancy and noise. Meanwhile,
the divergence between similar graphs is minimized by a tensor kernel norm to better
utilize the high-order correlations and complementary information of related graphs with
different views. In addition, the Laplace rank constraints are imposed to ensure that the
affinity graphs have discrete cluster structures and that the clustering results are obtained
directly in a unified framework. This work makes the following major contributions:

• The high-dimensional data in the view are mapped to a low-dimensional potential
space by projection learning to reduce the complexity of the method and to avoid
dimensional catastrophes. Meanwhile, the L2,1-norm is utilized for feature selection
to remove the problem of outliers and redundant data on the clustering. The use of
post-fusion in the low-dimensional space can adaptively and more accurately learn
affinity graphs while maintaining the popular structure.

• The proposed TUDMPC minimizes the differences between views by using the tensor
kernel norm, which makes excellent use of complementarity and captures the high-
order correlations.

• The affinity graph generated from TUDMPC representing the clustering structure and the
clustering results can be obtained in a unified framework without subsequent processing.

• An efficient iterative algorithm is developed to implement TUDMPC. The experi-
mental results show that TUDMPC outperforms some of the baseline methods using
datasets from the literature and from online websites.
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The rest of this paper is structured as follows. In Section 2, related work is briefly
reviewed. The details of TUDMPC, along with its background knowledge, are described
in Section 3. The optimized iterative algorithm is described in Section 4. Experimental
experiments are reported in Section 5. Conclusions are provided in Section 6.

Figure 1. Flowchart of the TUDMPC algorithm.

2. Related Works

Numerous MVC methods have been developed, which can be generally classi-
fied into graph-based [1,3,16–24], subspace-based [4,25–30], and matrix decomposition-
based [6,14,31–33].

The graph-based methods use graph topology to construct consistent similarity matri-
ces. Wang et al. [20] advocated the learning of each view-specific and consistent affinity
matrices in a mutually reinforcing approach. Xia et al. [21] exploited an MVC network
that facilitates joint self-supervised learning and blocks the diagonal representation of
data. Ren et al. [18] introduced the low-dimensional space with energy-conserving proper-
ties into clustering, using energy-preserving feature projection-based techniques to solve
high-dimensional and corrupted data problems. Sang et al. [22] suggested an automatic
weighted multi-view projection clustering approach that allows simultaneous manifold
learning, dimensionality reduction, and consistent graph learning. Zhao et al. [23] extracted
local information of binary codes to obtain the best clustering results by orthogonalizing
the mapping matrix to remove redundant data and embedding bipartite graphs into a
unified clustering framework.

Multi-view clustering based on matrix factorization tries to find the subspace where
most of the data points are located by factorizing the original data as a product of two non-
negative, including the base and the coefficient, matrices and utilizing the coefficient matrix
to acquire the clustering results. Deng et al. [31] presented unconstrained non-negative
matrix factorization guided multi-view clustering without non-negative restrictions by
employing mapping functions that meet the non-negativity requirement, which allows
extending the optimization method and employing learning rates to guide the optimization.
Liu et al. [32] linked matrix factorization with probabilistic latent semantic analysis to
improve clustering performance. Shi et al. [33] reconstructed non-negative and orthogonal
graphs and updated the soft label matrix to create a superior similarity matrix.
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Multi-view subspace clustering approaches consider that the data are not distributed
uniformly but are distributed in the underlying subspace, and thus the clustering structure
can be found in the potential low-dimensional subspace. Lv et al. [28] proposed partition
fusion, where multiple partitions are generated and all partitions are merged into one
common partition. Chen et al. [34] presented the diversity-embedded depth matrix
decomposition for multi-view clustering, which uses diversity loss for the depth matrix
decomposition and reduces redundant features. Fu et al. [35] used tensor to obtain
high-order information and fuse multiple subspaces over the Grassmann manifold and
additionally applied the rank constraint on the consensus affinity matrix to gain clustering
results directly in a unified subspace.

3. TUDMPC and Its Preparation

The details of TUDMPC are described in this section. The main notations used in the
methods are introduced, the motivation of the developed method is briefly presented, and
the method is finally described in detail.

3.1. Notations

In the following, italic letters represent scalars, boldface lowercase letters represent
vectors, and boldface capital letters represent matrices. Furthermore, boldface script letters
represent third-order tensors, ‖A‖2.1 = ∑j ‖A(:,j)‖2 denotes the L2,1-norm of the matrix
A and ‖A‖F represents the Frobenius norm of the matrix A. Additional notations are
provided in Table 1.

Table 1. Additional notations.

Notations Descriptions

c, n and V The number of clusters, samples and views, respectively,
mv Projection dimension in view v
dv The number of features in view v
X(v) ∈ Rdv×n Data matrix of view v
Z(v) ∈ Rdv×mv Projection matrix of view v
S(v) ∈ Rn×n Similarity matrix in view v
F ∈ Rn×c Clustering indicator matrix
1, I and 0 Matrix of all 1 s, the identity matrix and matrix of all 0 s

3.2. Motivation

Most of the collected data in real life are high-dimensional and involve plenty of noise
and redundant information due to the acquisition equipment and other factors. Therefore,
poor clustering results may be obtained if the affinity map is generated directly from
these raw data [22]. Although the various views provide consistent and complementary
information [2], many multi-view clustering methods only generate consistent structural
graphs by considering only consistent information but ignoring the complementary infor-
mation. Additionally, multi-view clustering using the projection matrix for dimensionality
reduction ignores the high-order correlation, thus making the generated similarity matrix
less accurate and affecting the clustering performance. Therefore, the proposed TUDMPC
takes the information complementarity and high-order correlation between views into
full consideration in dimensionality reduction and noise removal and ensures that the
affinity graph has a discrete clustering structure by introducing the Laplacian matrix rank
constraint, and directly obtaining the clustering results in a unified framework without
subsequent processing.
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3.3. The TUDMPC Method
3.3.1. MVGC

Let X(1),...,X(V) denote the multi-view data containing V views and X(v) = [x
(v)
1 ,...,x(v)n ]

∈ Rdv×n, x
(v)
i ∈ Rdv×1 represent data point i in view vs., and dv represent the number

of features. MVGC usually first constructs a similarity graph based the on original data,
followed by k-means clustering or spectral clustering [22]. Therefore, the goodness of the
affinity matrix constructed for use as an input to subsequent spectral clustering influences
the final performance. To resolve this issue, Wang et al. [36] preserved the local manifold
structure in the following way:

min
S(v)

V

∑
v=1

n

∑
i,j=1

∥∥∥x
(v)
i − x

(v)
j

∥∥∥2

2
s(v)ij + γ

∥∥∥S(v)
∥∥∥2

F

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1

, (1)

where S(v) ∈ Rn×n is the affinity matrix, and s(v)ij represents the element of its row i column j.

3.3.2. Projection Learning

The purpose of using the projection matrix is to reduce the data dimension and to
effectively improve the computational time complexity [37]. Based on the projection matrix,
a L2,1-norm constraint is used for feature selection and noise removal [22] to maintain
compactness. The following model is used to construct the projection matrix:

min
S(v) , Z(v)

V

∑
v=1

n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + α

∥∥∥Z(v)
∥∥∥

2,1
+ γ

∥∥∥S(v)
∥∥∥2

F

s.t. S(v)1= 1, s(v)ii = 0, 0n ≤ S(v) ≤ 1n, (Z(v))
T

X(v)(X(v))
T

Z(v)=I

, (2)

where α and γ are the parameters, and Z(v) ∈ Rdv×mv with mv ≤ dv.

3.3.3. Tensor Kernel Norm

Given a third order tensor C ∈ Rn1×n2×n3, let C(i) denote the frontal slice i of C, and
C denote the discrete fast Fourier transform (FFT) of C along the three dimensions, i.e.,
C = fft(C, [ ] , 3). Thus, C = fft(C, [ ] , 3).

Definition 1 (tensor Kernel Norm [38]). Given C ∈ Rn1×n2×n3, its nuclear norm is given by

‖C‖∗ =
n3

∑
i=1

∥∥∥C(i)
∥∥∥∗ =

n3

∑
i=1

min(n1,n2)

∑
j=1

σj(C(i)). (3)

The tensor kernel norm enables efficient acquisition of higher-order correlation information.

3.3.4. Rank Constraint

Multi-view clustering methods that use Laplace rank constraints to directly obtain
clustering results can avoid the problems of being trapped in locally optimal solutions
associated with the subsequent use of clustering methods such as K-means or spectral
clustering. The direct implementation of multi-view clustering through the Laplace rank
constraints essentially embeds the clustering step into the optimization process of repre-
sentation learning, rather than treating it as an independent post-processing step. This
approach outperforms the step-by-step strategy in both theoretical consistency and stability
of results and is especially suitable for clustering complex multi-view data.
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Lemma 1 ([39]). The connective part of a matrix S has the same number of zero eigenvalues as its
Laplacian matrix Ls, where Ls = D − (S + ST)/2, D is a diagonal matrix whose elements Dii are

given by
n
∑

j=1
(sij + sT

ij)/2, and sij is the element of S in row i and column j.

Lemma 1 shows that the Laplacian matrix Ls with zero eigenvalues has c weights,
and has rank(Ls) =n − c. Because rank(Ls) is difficult to compute, the condition is relaxed
based on the work of Hao et al. [36] to obtain the following:

rank(Ls) =n − c =
c

∑
i=1

σi(Ls), (4)

where σi(Ls) is the ith smallest eigenvalue of matrix Ls.

Theorem 1 ([40]). If H ∈ Rn×n is a real symmetric matrix, then:

min
fT

i fj=
{

1,i=j
0,i 
=j

c

∑
i=1

fT
l Hfl = min

FTF=I
tr (FTHF)

=λ1 + ... + λc

=
c

∑
l=1

aT
l Hal

= tr(ΘTHΘ)

, (5)

where Θ = [a1, a2..., ac] and λ1 ≤ ... ≤ λn are the n orthonormal eigenvectors and n eigenvalues
of H, respectively.

According to Theorem 1, the following can be obtained:

c

∑
j=1

σj(Ls) = min
FTF=I

tr(FTLsF), (6)

where F=[f1, ..., fc] ∈ Rn×c.
Therefore, combining the tensor kernel norm, and (1), (2), (3) and (6), the TUDMPC

model is stated as follows:

min
S(v) , Z(v) , F

V

∑
v=1

n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + α

∥∥∥Z(v)
∥∥∥

2,1
+ ‖S‖∗

+ γ
∥∥∥S(v)

∥∥∥2

F
+ β tr(FTLsF)

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1, (Z(v))
T

X(v)(X(v))
T

Z(v)=I, FTF = I

, (7)

with S(:,v, :) =S(v). The TUDMPC model allows direct access to the clustering results.

4. Optimization and Complexity Analysis

4.1. Optimization

To obtain the optimal solution of (7), instead of using heuristic optimization proce-
dures, an iterative alternating method is used to transform the constrained problem into
non-constrained sub-problems. An iterative solution algorithm is developed to find exact
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solutions because heuristic procedures can only find quick and approximate solutions.
Model (7) is modified by adding the auxiliary variable G to become:

L =
V

∑
v=1

(
n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + γ

∥∥∥S(v)
∥∥∥2

F
+ ‖G‖∗ + α

∥∥∥Z(v)
∥∥∥

2,1
)

+ β tr(FTLsF)+〈Y ,S−G〉+ μ

2
‖S − G‖2

F

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1, (Z(v))
T

X(v)(X(v))
T

Z(v)=I, FTF = I

, (8)

where Y is the tensor of Lagrange multipliers, and μ > 0 is a penalty coefficient.
Thus, the optimization algorithm is composed of the following four modules.

4.1.1. Updating Z(v) by Fixing S(v), F and G
When Z(v) is updated, the other variables are fixed:

min
V

∑
v=1

(
n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + α

∥∥∥Z(v)
∥∥∥

2,1
)

s.t. (Z(v))
T

X(v)(X(v))
T

Z(v)=I

. (9)

This process is discussed for only one of the views as each is independent:

min
n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + α

∥∥∥Z(v)
∥∥∥

2,1

s.t. (Z(v))
T

X(v)(X(v))
T

Z(v)=I

, (10)

where
∥∥∥Z(v)

∥∥∥
2,1

= 2Tr ((Z(v))TW(v)Z( v )), and w(v)
ii is the value of the diagonal element of

W(v) with w(v)
ii = 1/2

∥∥∥Z(v)(i, : )
∥∥∥

2
. Thus, (10) can be written as the following:

min
n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + αTr ((Z(v))TW(v)Z( v ))

s.t. (Z(v))
T

X(v)(X(v))
T

Z(v)=I

. (11)

Model (11) is solved by the Lagrange multiplier method with the Lagrangian as shown
in (12) as follows:

L= Tr ((Z(v))TX(v)L
(v)
s (X(v))

T
Z(v)) + αTr ((Z(v))TW(v)Z( v ))− Tr (ψ((Z(v))TX(v)(X(v))

T
Z(v) − I)), (12)

where ψ is a diagonal matrix of the Lagrange multipliers.
The solution approach of Sang et al. [22] can be used to find a solution of (12).

4.1.2. Updating S(v) by Fixing Z(v), F and G
The sub-problem with S(v) as the variables can be written as:

min
S(v)

V

∑
v=1

(
n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + γ

∥∥∥S(v)
∥∥∥2

F
)

+ β tr(FTLsF)+〈Y ,S − G〉+ μ

2
‖S − G‖2

F

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1

. (13)
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The problem (13) can be rewritten as:

min
S(v)

V

∑
v=1

(
n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + γ

∥∥∥S(v)
∥∥∥2

F
)

+ β tr(FTLsF)+
μ

2

∥∥∥∥∥S(v) − G(v)+
Y(v)

μ

∥∥∥∥∥
2

F

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1

. (14)

With dv
ij =

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
, f v

ij =
β
V

∥∥fi − fj
∥∥2

2 and E(v) = G(v)− 1
μ Y(v), and

e
(v)
i ∈ R1×n as the row vector of E(v), the model in (14) for view vs. is transformed into (15)

min
n

∑
j=1

dv
ijs

(v)
ij + γ

∥∥∥s
(v)
i

∥∥∥2

2
+ f v

ijs
(v)
ij +

μ

2

∥∥∥s
(v)
i − e

(v)
i

∥∥∥2

2

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1

, (15)

where s
(v)
i ∈ R1×n is the row vector of S(v).

Let ov
ij = dv

ij + f v
ij , then (15) is rewritten as

min
n

∑
j=1

ov
ijs

(v)
ij + γ

∥∥∥s
(v)
i

∥∥∥2

2
+

μ

2

∥∥∥s
(v)
i − e

(v)
i

∥∥∥2

2

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1

. (16)

The model in (16) can be rewritten as:

min
∥∥∥∥s

(v)
i +

ov
i

2γ

∥∥∥∥
2

2
+

μ

2γ

∥∥∥s
(v)
i − e

(v)
i

∥∥∥2

2

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1

, (17)

where ov
i ∈ R1×n is the row vector composed of ov

ij.
The Lagrangian corresponding to (17) is given as follows

L(s(v)i , η, δ) =

∥∥∥∥s
(v)
i +

ov
i

2γ

∥∥∥∥
2

2
+

μ

2γ

∥∥∥s
(v)
i − e

(v)
i

∥∥∥2

2
− η(s

(v)
i 1 − 1)− s

(v)
i δ, (18)

where η ≥ 0, δ ∈ Rn×1 and δ ≥ 0 are the Lagrange multipliers.
After deriving the partial derivatives of L(s(v)i , η, δ) in (18) with respect to s

(v)
i and

setting them to 0, the following is obtained

2(s(v)i +
ov

i
2γ

) +
μ

γ
(s

(v)
i − e

(v)
i )− η1T − δT = 0. (19)

By the KKT condition, s
(v)
i δj = 0 holds. Therefore, the following updated solution for

s(v)ij is obtained:

s(v)ij =

⎧⎪⎨
⎪⎩

(
μe(v)ij −ov

ij+ηγ

2γ+μ

)
+

, i 
= j

0, i = j

, (20)

where e(v)ij is element j of e
(v)
i .
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To simplify the calculation, the k-nearest neighbor approach [22] is employed. Sorting
from the smallest to the largest gives s(v)ik > 0, and s(v)ik+1= 0, and the results in (20) become:

−ov
ik + μe(v)ik + γη > 0, −ov

ik+1 + μe(v)ik+1 + γη= 0. (21)

Given s
(v)
i 1= 1, the following can be obtained from (20):

η =
1
k
(2+

μ

γ
+

k

∑
m=1

ov
im
γ

−
k

∑
m=1

μ

γ
e(v)im ). (22)

Combining (21) and (22), the following holds:

γ =
1
2
(kov

ik+1 − kμe(v)ik+1 − μ −
k

∑
m=1

(ov
im − μe(v)im )). (23)

By (20) and (23), the updated solution of s(v)ij can be rewritten as:

s(v)ij =

⎧⎪⎪⎨
⎪⎪⎩

μe(v)ij −ov
ij+ov

ik+1−μe(v)ik+1

k(ov
ik+1−μe(v)ik+1)+

k
∑

t=1
(μe(v)it −ov

it)

, i ≤ k

0, i > k

. (24)

4.1.3. Updating G by Fixing S(v), F and Z(v)

The update of G can be written as:

min ‖G‖∗+〈Y ,S − G〉+ μ

2
‖S − G‖2

F

= min
1
μ
‖G‖∗+

1
2

∥∥∥∥S+
Y
μ

− G
∥∥∥∥

2

F

. (25)

Using the results of Hu et al. [41], the solution to problem (25) is

G∗ = UΓe[Σ]V
T , (26)

where UΣVT is the singular value decomposition of the matrix G.

4.1.4. Updating F by Fixing S(v), Z(v) and G
The update of F can be written as below:

min β tr(FTLsF)

s.t. FTF = I
. (27)

The matrix F consists of c eigenvectors corresponding to the c smallest eigenvalues
of Ls. Then, c clusters can be identified depending on the connection of graph S with

S = ∑ (S(v) + (S(v))
T
). Let ς denote the number of eigenvalues of the Laplacian matrix

Ls that equals 0 in each iteration. In particular, update β to β = β × 2 when ς < c or to
β = β/2 when ς > c + 1. Except for the above two conditions, the search process ends.

The steps of the iterative alternating method, i.e., the TUDMPC algorithm, is outlined
in Algorithm 1.
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Algorithm 1 Steps in the TUDMPC algorithm

Require: Multi-view datasets X(v) for v= 1, 2...,V, the projection dimension mv for
v= 1, 2...,V, and the parameters α, β and k.

Ensure: Graph S with c-connected components.
1: Initialize S(v) via (1)
2: Initialize Z(v) using the approach proposed by Sang et al. [22];
3: Initialize G via (26);
4: while the convergence criteria are not satisfied do

5: Update S(v) using (24);
6: Update Z(v) by (11);
7: Update G via (26);
8: Update F by (27);
9: Y=Y + μ(S −J );

10: μ = min(ρμ,μmax);
11: end while

12: Obtain the c clusters directly from graph S =
V
∑

v=1
(S(v) + (S(v))

T
).

4.2. Complexity Analysis

Four modules, i.e., the updating of S(v), G, Z(v) and F, respectively, are included in
the TUDMPC algorithm to solve (7). Specifically, the complexities of updating S(v), Z(v), F

and are O(Vnk), O(Vmvdv
2), O(cn2) and O(n2Vlogn + n2mv

2), respectively. Overall, the
complexity of the TUDMPC algorithm is O(t(Vnk+Vmvdv

2 + cn2 + n2Vlogn+ n2mv
2)) ≈

O(tn2(c + Vlogn + mv
2)), where t is the number of iterations.

5. Numerical Experiments and Analysis of Results

Six datasets are used in the experiments to test the performance of TUDMPC, and
seven baseline algorithms are used for comparison. Meanwhile, five evaluation metrics
are selected to assess the performance of TUDMPC and other methods. Furthermore,
the convergence of the TUDMPC algorithm is examined. Finally, the sensitivity of the
performance of the TUDMPC algorithm is analyzed as the parameter values change.

5.1. Experimental Setup

Datasets. The effectiveness of TUDMPC is tested on six datasets. Basic details about
the datasets used are given in Table 2.

• MSRC-v1: This dataset contains 20 groups of images of objects, each with about
100 images. It is mainly used for object recognition and image segmentation tasks.
The dataset is suitable for multi-view clustering and image classification, where each
image symbolizes a different “perspective”.

• HW2sources: This is a handwritten digital recognition dataset, which contains hand-
written digital samples from multiple perspectives and comes from different writings.
This dataset provides diversity and different writing styles and is suitable for testing
the performance of clustering algorithms on non-uniform data.

• 100leaves: This dataset contains 100 different types of leaf images, and each leaf has
multiple images, which are mainly used for plant classification. It can help evaluate
the effectiveness of multi-view learning in natural image data.

• NGs: This dataset contains different levels of detail of natural images and is suitable
for exploring fine-grained object classification. Multi-view provides more information
and is suitable for testing the performance of multi-view clustering algorithms in
different details.
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• Hdigit: Similar to HW2sources, this dataset is also about handwritten numbers
but comes from different recording methods or devices. It provides more sam-
ple variability for handwritten digital recognition and can test the stability of
clustering algorithms.

• ORL: The ORL dataset contains 400 face images of 40 different people, which includes
relevant information in expressions, facial ornaments and minute gestures, and is
often used in face recognition studies. The different features of the face images in
the ORL dataset are extracted by using four feature extraction methods including
Generalized Search Tree (GIST), Local Binary Pattern (LBP), Histogram of Orientation
Gradients (HOG) and Gradient Energy Norm Tensor (CENT), which are considered
as four views. The obtained feature dimensions of the four views are 512, 59, 864, and
254, respectively.

Baseline methods. The performance of the TUDMPC is compared with those of
the following seven baseline methods: SC [42], Co-regMSC [3], MVGL [43], MCGC [44],
AWP [45], GMC [20] and SFMC [46].

Evaluation metrics. The evaluation metrics used to measure the performance of the
clustering methods include accuracy (ACC), purity, normalized mutual information (NMI),
recall and F-score. The value of each of these five evaluation metrics is in the interval of
[0, 1], and the larger the value of each metric, the better the clustering results. To reduce
the effect of randomness, each method is run on each dataset 20 times independently, and
the mean and standard deviation are calculated and reported for each method. The results
are reported in the following tables and are also visualized in the following figures. The
best mean value for each assessment metric is highlighted, and the next best mean value is
italicized for each dataset.

Parameter setting. Some parameters must be specified beforehand. Specifically, k = 10
is used for the baseline methods using the KNN method. In addition, the affinity graph of
SFMC is a bipartite graph, so the anchor point scale is set to 0.5 as described in Li et al. [46]
where SFMC was originally proposed. For all baseline methods used in the experiments, the
parameter settings proposed in the original articles publishing the corresponding methods
are used.

Table 2. Basic information of the different databases.

Datasets Instances (n) Views (V ) Clusters (c) Dimensions

MSRC-v1 [47] 210 5 7 24/576/512/256/254
HW2sources [36] 2000 2 10 784/256
100leaves 1 1600 3 100 64/64/64
NGs 2 500 3 5 2000/2000/2000
Hdigit 3 10,000 2 10 784/256
ORL [48] 400 4 40 512/59/864/254
1 https://archive.ics.uci.edu/dataset/241/one+hundred+plant+species+leaves+data+set, accessed on 12 May
2023; 2 http://lig-membres.imag.fr/grimal/data.html, accessed on 12 May 2023; 3 https://cs.nyu.edu/home/
people/in_memoriam/roweis/data.html, accessed on 12 May 2023.

5.2. Analyses of Experimental Results

The clustering results measured in the five evaluation metrics for all methods are
reported in Tables 3–8. The findings below are drawn from these results.

For the MRSC_v1 dataset, as shown in Table 3, TUDMPC has the best performance of all
the methods. For example, the mean ACC of TUDMPC is 28.09%, 12.07%, 17.62%, 17.14%,
18.09%, 17.62%, and 14.28% higher, and the mean NMI of TUDMPC is 28.82%, 12.78%, 9.45%,
12.49%, 18.24%, 7.68% and 5.94% higher, than those of SC, Co-regMSC, MVGL, AWP, MCGC,
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GMC and SFMC, respectively. The results of the HW2sources, 100leaves and Hdigit datasets
are presented in Tables 4, 7 and 8 and have very similar patterns.

The results for the high-dimensional NGs dataset, as presented in Table 5, illustrate
that TUDMPC also obtained better clustering results than the baseline methods. The main
reason is that the proposed TUDMPC reduced the dimensions by using the projection
matrix and using the L2,1-norm for feature learning to remove noise and redundant infor-
mation when learning the similarity matrix on clean and low-dimensional data, while the
baseline methods learned the initial affinity map directly from the original data.

As the results of the ORL dataset in Table 6 illustrate, TUDMPC achieved the optimal
result for the ACC, NMI, F-score and recall indicators, although it did not achieve the best
results in purity. Overall, TUDMPC has better performance than the baseline method.

One of the main reasons for the proposed TUDMPC to outperform the SC method
on all the datasets is that the proposed TUDMPC uses tensor to take into account the
complementary information and preserves the local manifold structure. This result shows
the success of the proposed approach in enhancing the functionality of MVC.

These results provide evidence to validate the performance and effectiveness of
TUDMPC. Two main reasons contribute to the good performance of TUDMPC. (1) Projec-
tion learning is utilized to map high-dimensional data to a space of lower dimension to
reduce method complexity, prevent dimensional curses, and lessen the effects of noise and
redundancy. (2) The high-order correlations and complementarities included in the various
views are effectively utilized by the application of the tensor kernel norm.

To visualize this effect, the affinity matrices are visualized for the datasets MRSC_v1,
NGs and 100leaves in Figure 2–4, respectively. The number of diagonal blocks in the
figure is the number of clusters obtained by running the corresponding algorithm, and the
rest of the surrounding blue highlights are unclassified data points. As shown in these
figures, MCGL can obtain the block diagonal structure, which is not clear and the number
of obtained diagonal blocks is not equal to the total number of clusters. Although MVGL,
GMC and SFMC can obtain the right number of diagonal blocks, like MCGC, many data
points are clustered around these blocks resulting from noisy and redundant information.
By contrast, TUDMPC not only obtained the correct diagonal blocks but also fully captured
the complementary information between views using the tensor kernel norm, thereby
making the clustering structure clearer.

The t-distribution random neighborhood embedding (t-SNE) [49] is also used to
visualize the diagonal block distribution of affinity matrices to assess the clustering perfor-
mance. As examples, the affinity matrices of the HW2sources and MSRCv1 datasets, with
10 and 7 clusters, respectively, are shown in Figures 5 and 6, where each number in the
legend represents a cluster. Both SC and Co-regMSC use Gaussian functions to construct
view-specific similarity maps [22]. As shown in these figures, SC cannot obtain a clear
cluster structure because it does not leverage the complementary information. Compared
to the baseline methods, the similarity matrices obtained by TUDMPC can reveal clearer
cluster structures with fewer incorrectly clustered data points.
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Table 3. Clustering results for the MRSC_v1 dataset.

Methods ACC NMI Purity R F

SC 0.6429 ± 0.0000 0.5595 ± 0.0003 0.6905 ± 0.0000 0.5141 ± 0.0009 0.5306 ± 0.0005
Co-regMSC 0.8031 ± 0.0066 0.7199 ± 0.0095 0.8031 ± 0.0066 0.6821 ± 0.0069 0.6931 ± 0.0081
MVGL 0.7476 ± 0.0000 0.7532 ± 0.0000 0.8810 ± 0.0000 0.5860 ± 0.0000 0.6736 ± 0.0000
AWP 0.7524 ± 0.0000 0.7228 ± 0.0000 0.8810 ± 0.0000 0.6029 ± 0.0000 0.6867 ± 0.0000
MCGC 0.7429 ± 0.0000 0.6653 ± 0.0000 0.8286 ± 0.0000 0.5453 ± 0.0000 0.6191 ± 0.0000
GMC 0.7476 ± 0.0000 0.7709 ± 0.0000 0.7905 ± 0.0000 0.8089 ± 0.0000 0.6968 ± 0.0000
SFMC 0.7810 ± 0.0000 0.7883 ± 0.0000 0.8095 ± 0.0000 0.8138 ± 0.0000 0.7404 ± 0.0000
TUDMPC 0.9238 ± 0.0000 0.8477 ± 0.0000 0.9238 ± 0.0000 0.8548 ± 0.0000 0.8505 ± 0.0000

Bold indicates the best value and the next best value is shown in underline.

Table 4. Clustering results for the HW2sources dataset.

Methods ACC NMI Purity R F

SC 0.6156 ± 0.0002 0.6356 ± 0.0003 0.6831 ± 0.0002 0.5193 ± 0.0002 0.5406 ± 0.0002
Co-regMSC 0.8284 ± 0.0057 0.8787 ± 0.0087 0.9152 ± 0.0097 0.7781 ± 0.0039 0.8233 ± 0.0064
MVGL 0.4326 ± 0.0059 0.4997 ± 0.0030 0.5395 ± 0.0055 0.3363 ± 0.0040 0.3737 ± 0.0037
AWP 0.7510 ± 0.0000 0.7752 ± 0.0000 0.8390 ± 0.0000 0.6575 ± 0.0000 0.7047 ± 0.0000
MCGC 0.6158 ± 0.0004 0.6359 ± 0.0006 0.6833 ± 0.0004 0.5197 ± 0.0005 0.5410 ± 0.0005
GMC 0.9940 ± 0.0000 0.9853 ± 0.0000 0.9940 ± 0.0000 0.9881 ± 0.0000 0.9880 ± 0.0000
SFMC 0.9765 ± 0.0000 0.9440 ± 0.0000 0.9765 ± 0.0000 0.9540 ± 0.0000 0.9537 ± 0.0000
TUDMPC 0.9955 ± 0.0000 0.9897 ± 0.0000 0.9955 ± 0.0000 0.9911 ± 0.0000 0.9910 ± 0.0000

Bold indicates the best value and the next best value is shown in underline.

Table 5. Clustering results for the NGs dataset.

Methods ACC NMI Purity R F

SC 0.5260 ± 0.0000 0.2950 ± 0.0000 0.6040 ± 0.0000 0.3726 ± 0.0000 0.4130 ± 0.0000
Co-regMSC 0.9462 ± 0.0009 0.8458 ± 0.0027 0.9462 ± 0.0009 0.8939 ± 0.0017 0.8951 ± 0.0017
MVGL 0.9560 ± 0.0000 0.8779 ± 0.0000 0.9560 ± 0.0000 0.9119 ± 0.0000 0.9137 ± 0.0000
AWP 0.6980 ± 0.0000 0.7131 ± 0.0000 0.8940 ± 0.0000 0.6138 ± 0.0000 0.7009 ± 0.0000
MCGC 0.5340 ± 0.0000 0.5402 ± 0.0000 0.9320 ± 0.0000 0.3619 ± 0.0000 0.5131 ± 0.0000
GMC 0.9820 ± 0.0000 0.9392 ± 0.0000 0.9820 ± 0.0000 0.9643 ± 0.0000 0.9643 ± 0.0000
SFMC 0.2040 ± 0.0000 0.0160 ± 0.0000 0.2080 ± 0.0000 0.9802 ± 0.0000 0.3300 ± 0.0000
TUDMPC 0.9820 ± 0.0000 0.9408 ± 0.0000 0.9820 ± 0.0000 0.9643 ± 0.0000 0.9641 ± 0.0000

Bold indicates the best value and the next best value is shown in underline.

Table 6. Clustering results for the ORL dataset.

Methods ACC NMI Purity R F

SC 0.5438 ± 0.0069 0.7533 ± 0.0023 0.5768 ± 0.0056 0.3783 ± 0.0067 0.3951 ± 0.0059
Co-regMSC 0.8462 ± 0.0124 0.9339 ± 0.0035 0.8978 ± 0.0075 0.7564 ± 0.0169 0.7953 ± 0.0130
MVGL 0.6769 ± 0.0000 0.8529 ± 0.0000 0.8563 ± 0.0000 0.1448 ± 0.0000 0.2442 ± 0.0000
AWP 0.7706 ± 0.0000 0.8936 ± 0.0000 0.8381 ± 0.0000 0.6339 ± 0.0000 0.6884 ± 0.0000
MCGC 0.6206 ± 0.0000 0.7659 ± 0.0000 0.8156 ± 0.0000 0.5760 ± 0.0000 0.1067 ± 0.0000
GMC 0.8375 ± 0.0000 0.9388 ± 0.0000 0.8675 ± 0.0000 0.8728 ± 0.0000 0.7692 ± 0.0000
SFMC 0.7500 ± 0.0000 0.9176 ± 0.0000 0.7925 ± 0.0000 0.8650 ± 0.0000 0.6565 ± 0.0000
TUDMPC 0.8650 ± 0.0000 0.9516 ± 0.0000 0.8900 ± 0.0000 0.8956 ± 0.0000 0.8086 ± 0.0000

Bold indicates the best value and the next best value is shown in underline.
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Table 7. Clustering results for the 100leaves dataset.

Methods ACC NMI Purity R F

SC 0.5417 ± 0.0075 0.7529 ± 0.0026 0.5782 ± 0.0050 0.3748 ± 0.0056 0.3939 ± 0.0049
Co-regMSC 0.8474 ± 0.0087 0.9344 ± 0.0025 0.8992 ± 0.0059 0.7599 ± 0.0101 0.7978 ± 0.0077
MVGL 0.6769 ± 0.0000 0.8529 ± 0.0000 0.8563 ± 0.0000 0.1448 ± 0.0000 0.2442 ± 0.0000
AWP 0.7706 ± 0.0000 0.8936 ± 0.0000 0.8381 ± 0.0000 0.6339 ± 0.0000 0.6884 ± 0.0000
MCGC 0.6206 ± 0.0000 0.7659 ± 0.0000 0.8156 ± 0.0000 0.0576 ± 0.0000 0.1067 ± 0.0000
GMC 0.8238 ± 0.0000 0.9292 ± 0.0000 0.8506 ± 0.0000 0.8874 ± 0.0000 0.5042 ± 0.0000
SFMC 0.7088 ± 0.0000 0.8633 ± 0.0000 0.7275 ± 0.0000 0.7682 ± 0.0000 0.3548 ± 0.0000
TUDMPC 0.9325 ± 0.0000 0.9705 ± 0.0000 0.9431 ± 0.0000 0.9322 ± 0.0000 0.8690 ± 0.0000

Bold indicates the best value and the next best value is shown in underline.

Table 8. Clustering results for the Hdigit dataset.

Methods ACC NMI Purity R F

SC 0.6810 ± 0.0127 0.7183 ± 0.0055 0.7582 ± 0.0128 0.5917 ± 0.0104 0.6280 ± 0.0116
Co-regMSC 0.9921 ± 0.0000 0.9789 ± 0.0000 0.9921 ± 0.0000 0.9843 ± 0.0000 0.9844 ± 0.0000
MVGL 0.9965 ± 0.0000 0.9885 ± 0.0000 0.9965 ± 0.0000 0.9930 ± 0.0000 0.9930 ± 0.0000
AWP 0.7534 ± 0.0000 0.8052 ± 0.0000 0.8475 ± 0.0000 0.6817 ± 0.0000 0.7270 ± 0.0000
MCGC 0.1002 ± 0.0000 0.0018 ± 0.0000 0.9991 ± 0.0000 0.0999 ± 0.0000 0.1816 ± 0.0000
GMC 0.9981 ± 0.0000 0.9939 ± 0.0000 0.9981 ± 0.0000 0.9962 ± 0.0000 0.9962 ± 0.0000
SFMC 0.9924 ± 0.0000 0.9763 ± 0.0000 0.9924 ± 0.0000 0.9849 ± 0.0000 0.9849 ± 0.0000
TUDMPC 0.9987 ± 0.0000 0.9957 ± 0.0000 0.9987 ± 0.0000 0.9974 ± 0.0000 0.9974 ± 0.0000

Bold indicates the best value and the next best value is shown in underline.

(a) (b) (c)

(d) (e) (f)

Figure 2. Visualization of the affinity matrices of the MSRC_v1 dataset. (a) SC. (b) MCGC. (c) MVGL.
(d) GMC. (e) SFMC. (f) TUDMPC.
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(a) (b) (c)

(d) (e) (f)

Figure 3. Visualization of the affinity matrices of the NGs dataset. (a) SC. (b) MCGC. (c) MVGL.
(d) GMC. (e) SFMC. (f) TUDMPC.

(a) (b) (c)

(d) (e) (f)

Figure 4. Visualization of the affinity matrices of the 100leaves dataset. (a) SC. (b) MCGC. (c) MVGL.
(d) GMC. (e) SFMC. (f) TUDMPC.
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Figure 5. Visualization of the HW2sources dataset. (a) SC. (b) Co-regMSC. (c) AWP. (d) MCGC.
(e) MVGL. (f) TUDMPC.
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Figure 6. Visualization of the MSRC_v1 dataset. (a) SC. (b) Co-regMSC. (c) AWP. (d) MCGC.
(e) MVGL. (f) TUDMPC.
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5.3. More Applications

Section 5.2 demonstrated the clustering performance of TUDMPC using five metrics
as compared with seven baseline methods using six real datasets. To prove the usefulness
of TUDMPC, the clustering results of TUDMPC on two more real datasets are reported
in this subsection. The ORL face image dataset, as used above, and the HW handwritten
digital image dataset are used to verify the effectiveness of TUDMPC on real image data.

5.3.1. Datasets

The HW dataset contains handwritten digital images of the numbers 0 to 9, which
are taken from a map of Dutch utilities available in the UCI Repository [50]. There are
200 samples for each digit for a total of 2000 handwritten patterns. In this work, the original
image features are presented in six feature views, including 76-dimensional character
shapes, 216-dimensional contour-dependent Fourier coefficients, 64-dimensional Karhunen-
Love coefficients, 47-dimensional Zernike moments, 240-dimensional pixel averages in a
2 × 3 window, and 6-dimensional morphology features, i.e., feature dimensions for the
six views are 76, 216, 64, 47, 240 and 6, respectively.

The ORL dataset is described in Section 5.1. Some of the actual images of the above
two datasets are shown in Figures 7 and 8.

Figure 7. Some face images from the ORL dataset (10 × 10).

Figure 8. Some handwritten digital images from the HW dataset (10 × 50).

5.3.2. Analysis of the Application Results

The visual recognition results of TUDMPC for the first 100 face images of the ORL
dataset are presented in Figure 9, where images in the same cluster are identified by the
same color. As Figure 9 shows, TUDMPC misclassified only two groups of face images, i.e.,
images 12 and 20 of the first row and images 1, 4, 5, 7 and 9 of the fourth row, out of the
10 groups of face images presented, and classified the rest of the groups correctly. Thus, the
face image recognition performance of TUDMPC is satisfactory.
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The visual recognition results of TUDMPC for the 500 handwritten digital images
from the HW dataset are presented in Figure 10, where the images in the same cluster are
identified by the same color. From Figure 10, TUDMPC misclassified 28 out of the presented
500 handwritten digital images and classified the remaining 472 handwritten digital images
correctly. Thus, TUDMPC has excellent performance in digital image recognition.

Figure 9. Some face image recognition results of TUDMPC on the ORL dataset (10 × 10).

Figure 10. Some handwritten digital image recognition results of TUDMPC on the HW dataset
(10 × 50).

5.4. Ablation Experiments

The ablation experiments are used to verify the validity of the projection matrix
and tensor. Specifically, the projection matrix Z(v) is removed from the original model
and obtained as TUDMPC1, and the tensor is removed from the original model and
obtained method is designed as TUDMPC2. TUDMPC1 and TUDMPC2 are shown in
(28) and (29) below:

min
S(v) , F

V

∑
v=1

n

∑
i,j=1

∥∥∥x
(v)
i − x

(v)
j

∥∥∥2

2
s(v)ij + ‖S‖∗ + γ

∥∥∥S(v)
∥∥∥2

F
+ β tr(FTLsF)

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1, FTF = I

. (28)

min
S(v) , Z(v) , F

V

∑
v=1

n

∑
i,j=1

∥∥∥(Z(v))
T

x
(v)
i − (Z(v))

T
x
(v)
j

∥∥∥2

2
s(v)ij + α

∥∥∥Z(v)
∥∥∥

2,1
+ γ

∥∥∥S(v)
∥∥∥2

F
+ β tr(FTLsF)

s.t. s(v)ii = 0, 0n ≤ S(v) ≤ 1n, S(v)1= 1, (Z(v))
T

X(v)(X(v))
T

Z(v)=I, FTF = I

. (29)

The performances measured in ACC and NMI of the TUDMPC, TUDMPC1 and
TUDMPC2 on the 100leaves dataset are given in Figure 11. From the figure, the projection
learning and the tensor learning can be seen to facilitate MVC. Especially, projection
learning can significantly enhance the clustering performance by capturing the structure of
the data in a low-dimensional space free of noise and redundant data.
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Figure 11. Results of the ablation experiments on the 100leaves dataset.

5.5. Convergence Analysis

To show the convergence more clearly and to verify the theoretical results, the con-
vergences of TUDMPC on the MRSC_v1, HW2sources, ORL and 100leaves datasets are
depicted in Figure 12. The objective function value gradually declines with the increase in
the number of iterations and can stabilize after about 20 iterations. Therefore, TUDMPC
has excellent convergence.
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Figure 12. Convergence on some datasets. (a) MRSC_v1. (b) HW2source. (c) ORL. (d) 100leaves.
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5.6. Sensitivity Analyses

The objective function (7) of the TUDMPC has three parameters, i.e., α, γ and mv, that
need to be determined. According to (23), the search for an optimal value of γ is trans-
formed to the search for the optimal value of k. Therefore, the sensitivity of the clustering
performance of TUDMPC when γ changes can be analyzed when k changes. The value of k
is empirically chosen from the interval [5,30]. It is challenging for the clustering method to
find the best values for α for all datasets because different datasets have distinct properties.
Therefore, this study uses grid search to find the best values of the regularization parameter
α from the set

{
10−2, 10−1, 1, 10, 102, 103, 104, 105

}
. Simultaneously, according to Sang

et al. [22], the value of mv is set according to (30) in the following,

mv=

{
c
2 − 1, ifdv < n
c − 1+dv − n, otherwise

. (30)

The obtained clustering results with different parameter values are shown in Figure 13
for the evaluation metric ACC. As shown in the figure, ACC is relatively stable as α and k
change and is insensitive to the values of α and k on the ORL, NGs, and HW2sources datasets.
On the MSRC_v1 and 100leaves datasets, clustering performance remains stable as the value
of α changes and varies with the value of k, and as can be seen in Figure 13, the best clustering
performance is achieved on the MSRC_v1 dataset when k = 25, and on the 100 datasets when
k = 15, when the clustering performance is optimal.

(a) (b) (c)

(d) (e)

Figure 13. Sensitivity analysis on different datasets as parameters α and k change. (a) MSRC_v1.
(b) HW2sources. (c) 100leaves. (d) NGs. (e) ORL.

187



Electronics 2025, 14, 817

5.7. Statistical Tests

The Friedman test is a non-parametric statistical test that is mainly used to determine
if there are statistically significant differences among multiple related populations. In this
section, the Friedman test is used to compare the clustering effects of the SC, Co-regMSC,
MVGL, MCGC, AWP, GMC, SFMC and TUDMPC algorithms to determine if there are any
significant differences among them to further demonstrate in more depth that TUDMPC
outperforms these baseline methods. Statistical tests were carried out using the ACC, NMI
and purity values. The Friedman test showed significant differences in the performance
among these methods at a significance level of 0.05, and the results are reported in Table 9.

Table 9. Results of the Friedman test.

Metrics χ2 d f p-Value

ACC 24.97 7 0.0008
NMI 25.89 7 0.0005
Purity 18.92 7 0.0084

As the results in the table show, the p-values are all much smaller than the significance
level of 0.05. Therefore, it is proved that there are significant differences in the performance
among these clustering algorithms. The Nemenyi test is used to further determine the
significant differences in the performance of each pair of algorithms. The test statistic CD is
calculated using (31) as follows:

CD = qa

√
M(M + 1)

6N
, (31)

where qa, N and M are the number of datasets, number of algorithms, and the threshold
of the Tukey distribution, respectively. Since eight algorithms are used in this work, the
conventional settings are M = 8, N = 5 and qa = 2.359. Hence, CD = 3.6545 is obtained by
using (31). Figure 14 illustrates the results of the Nemenyi test for the eight algorithms at a
significance level of 0.05.
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Figure 14. Results of the Nemenyi Test. (a) ACC. (b) NMI. (c) Purity.

From the results in Figure 14, the performance of TUDMPC is statistically different
from those of SC, MVGL, MCGC and AWP in ACC and NMI, and statistically different
from those of SC, SFMC and AWP in purity. The above statistical test results show that
TUDMPC outperforms the baseline methods.

6. Conclusions

A novel tensor-based unified and discrete multi-view projection clustering method
(TUDMPC) is proposed. This approach uses the projection matrix to extend the high-
dimensional information and store the information in a low-dimensional space, thus reducing
the time processing complexity. Additionally, TUDMPC uses feature selection to lessen the
impact of noise and redundancy. More accurate affinity matrices can be learned adaptively in
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the low-dimensional space. Meanwhile, the tensor kernel norm is used to better exploit the
complementarity and the high-order correlation of the views. In addition, the rank constraint
is applied to keep the affinity matrices with a discrete cluster structure, and the clustering
results are directly obtained in a unified framework. According to numerical experimental
results, TUDMPC is more effective than the other cutting-edge methods.

However, as described in Section 5.6, TUDMPC is a little sensitive to the parameter
settings. Subsequent studies will focus on parameter-free clustering approaches. Meanwhile,
deep learning can further capture the underlying data structure of the original data. Therefore,
in the future, deep learning will be introduced into TUDMPC for further research.
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