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Abstract

This paper addresses stability issues, including voltage fluctuation, a frequency offset, and
broadband oscillation resulting from the high penetration of renewable energy in a pho-
tovoltaic high-permeability distribution network. This paper proposes an active support
control strategy which is energy storage grid-connected based on a virtual synchronous
generator (VSG). This strategy endows the energy storage system with virtual inertia and
a damping capacity by simulating the rotor motion equation and excitation regulation
characteristics of the synchronous generator, and effectively enhances the system’s ability
to suppress power disturbances. The small-signal model of the VSG system is established,
and the influence mechanism of the virtual inertia and damping coefficient on the sys-
tem stability is revealed. A delay compensator in series with a current feedback path is
proposed. Combined with the damping optimization of the LCL filter, the instability risk
caused by high-frequency resonance and a control delay is significantly suppressed. The
novelty lies in the specific configuration of the compensator within the grid–current feed-
back loop and its coordinated design with VSG parameters, which differs from traditional
capacitive–current feedback compensation methods. The experimental results obtained
from a semi-physical simulation platform demonstrate that the proposed control strategy
can effectively suppress voltage fluctuations, suppress broadband oscillations, and improve
the dynamic response performance and fault ride-through capability of the system under
typical disturbance scenarios such as sudden illumination changes, load switching, and
grid faults. It provides a feasible technical path for the stable operation of the distribution
network with a high proportion of new energy access.

Keywords: virtual synchronous generator (VSG); photovoltaic high-permeability distribution
network; active support control; broadband oscillation suppression; delay compensation
control

1. Introduction

As noted in [1], driven by a carbon peak and carbon neutrality targets, the scale
of grid-connected renewable energy, particularly photovoltaics, has experienced rapid
expansion. The high proportion of photovoltaic access has led to profound changes in the
operating characteristics of the distribution network, and the traditional power system
dominated by synchronous generators is facing severe challenges. The intermittence and
volatility of photovoltaic power generation, coupled with the relatively weak grid structure

Electronics 2026, 15, 323 https://doi.org/10.3390/electronics15020323
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of the distribution network, make the voltage fluctuation problem increasingly prominent.
When the penetration rate exceeds 30%, the system inertia is significantly reduced and the
voltage regulation ability is weakened, which has become a technical bottleneck restricting
the consumption of a high proportion of new energy. To address these challenges, “active
support technology” in this context refers to the capability of grid-connected converters to
proactively provide voltage and frequency regulation, inertia response, and damping to
the grid, rather than merely following grid conditions. The problem of voltage fluctuation
is manifested in three aspects: a voltage flicker caused by the short-term fluctuation of the
photovoltaic output, a voltage over-limit caused by a day and night power reversal, and
an insufficient voltage support capacity during fault. The research in Reference [2] shows
that the grid following the control mode adopted by traditional photovoltaic inverters
is difficult to provide necessary support for in terms of the grid voltage and frequency.
The fundamental reason is that the control mode leads to the lack of rotational inertia and
damping characteristics of the system. When the light or load changes suddenly, it is easy
to cause significant voltage oscillations, which not only affect the power quality, but also
pose a threat to the safety and stability of the power grid. In order to compensate for this
inertia deficit, virtual synchronous generator (VSG) control technology has been introduced.
The technology introduces the rotor motion equation of the synchronous generator into
the inverter control algorithm and cooperates with the energy storage unit to make the
inverter have the ability to actively support the power grid. The core of VSG technology
is to simulate the electromechanical transient characteristics of synchronous generators,
so that the energy storage system can provide an effective inertial response and damping
support for the power grid, thus realizing the technical evolution from passive adaptation
to a grid change to active participation in grid regulation and control. The empirical
research in Reference [2] shows that the energy storage system equipped with VSG can
reduce the voltage fluctuation by more than 40%, and it also has significant advantages
in terms of economic and environmental benefits. In the photovoltaic high-permeability
distribution network, the coordination of VSG and energy storage has been proven to be
the key technical path. However, its effectiveness is highly dependent on the fineness
of the control strategy. In this regard, the academic community has carried out in-depth
optimization research: In terms of parameter adaptation, the fuzzy parameter adaptation
method proposed in Reference [3] makes the inertia and damping parameters of VSG
have a dynamic adjustment ability, which significantly improves the suppression effect of
the system on power disturbance. In terms of dealing with complex working conditions,
the literature [4] coordinates active power fluctuation suppression and current balance
control by reconstructing the negative sequence current and multi-objective optimization
for unbalanced grid voltage conditions, and expands the application scenarios of VSG. In
terms of system-level coordination, the research in References [5,6] solves the coordination
problem between energy storage SOC and grid frequency modulation, as well as the stable
operation problem under fault conditions, which consolidates the theoretical basis of the
energy storage system participating in the active support of the power grid. The evolution
of voltage fluctuation suppression technology is closely related to the design of VSG core
parameters. Reference [7] revealed through a small-signal model that the synergy of virtual
inertia and the damping coefficient has a nonlinear effect on the stability of the system,
and parameter tuning needs to achieve a balance between the dynamic response speed
and steady-state accuracy. Reference [8] improved the response speed of the controller
through algorithm innovation. However, there are still bottlenecks in the current research:
the adaptive mechanism of VSG parameters mostly depends on a single variable, which
fails to fully consider the coupling effect of the photovoltaic output randomness and grid
impedance, and the dynamic balance between the SOC recovery of energy storage and the
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frequency regulation demand of the power grid also requires more refined optimization
algorithms. In summary, the stability problem of the photovoltaic high-permeability
distribution network is manifested in the multi-symbiosis of voltage, frequency, and power
oscillations. It is difficult for traditional means to meet the urgent needs of the system for
‘active support’. The grid-connected ability of the energy storage system through VSG
technology is closely related to the core parameters of a VSG and the characteristics of
the local power grid [9]. Therefore, this paper proposes an active support control strategy
for energy storage which is grid-connected based on a VSG, aiming at improving the
stability and power quality of the photovoltaic high-permeability distribution network. The
typical three-phase grid-connected converter circuit topology of the technology is shown in
Figure 1, which mainly includes an energy storage unit, bidirectional DC/DC converter, DC
bus capacitor, three-phase inverter bridge, output filter, distribution network, phase-locked
loop (PLL), VSG control loop (including power–frequency and reactive–voltage regulation
and virtual impedance, etc.), and PWM generator.

Figure 1. Energy storage VSG control topology diagram.

2. The Control Principle and Small-Signal Model Modeling of Energy
Storage VSG

2.1. System Structure and Basic Model

In this study, a lithium battery energy storage system serves as the primary energy
storage unit. The system structure is illustrated in Figure 1. Its main structure includes that
the output active and reactive power of the grid-connected converter is as follows:

⎧⎨
⎩

P = E
R2

g+X2
g
(RgVgcos δ + XgVgsin δ − RgE)

Q = E
R2

f +X2
g
(−RgVgsin δ + XgVgcos δ − XgE)

(1)

In the formula, E is the output three-phase AC voltage Vabc for the grid-connected
converter; Xg is the inductance of the line inductance Lg; Vg is the amplitude of the three-
phase voltage at the grid-connected point, which is the power angle; the transmission line
is inductive, that is, the inductance is much larger than the resistance; and, in the case of
the grid-connected energy storage system, there is no phase difference between the output
voltage of the grid-connected converter and the grid-side voltage. The primary function of
energy storage in VSG is to deliver rapid power support through charging and discharging
processes [10], which is mainly described as the dynamic model of both power dynamics
and energy dynamics.
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The energy storage responds to the power command Pref through a power electronic
converter, and its dynamic characteristics are usually simplified as a first-order inertial link:

Tbat
dPbat

dt
+ Pbat = Pref (2)

In the formula, Pbat is the actual output power of the energy storage, which is limited
by the time constant Tbat; Pref is the reference power of the energy storage; and Tbat is the
response time constant of the energy storage power (typical value is 10 ms–100 ms).

The state of the energy storage dynamic model is directly related to the electromagnetic
power Pe of the VSG through the DC bus voltage Vdc and the model is as follows:

Cdc
dVdc

dt
= Pbat − Pvsg (3)

In the formula, Cdc is the DC bus capacitor; Pvsg is the active power of the VSG output
to the power grid; and the energy storage reflects the energy balance state through the
DC-side voltage connected to the DC/AC converter. When the energy storage power Pbat

is unbalanced with the VSG output power Pvsg, the Vdc change triggers the VSG to adjust
Pe to maintain the energy balance.

2.2. Dynamic Modeling and Time-Varying Characteristics of Lithium Battery Energy
Storage System

The dynamic characteristics of the lithium battery energy storage system are not only
affected by its power response time constant Tbat, but also highly dependent on its time-
varying parameters such as the state of charge, internal resistance, open circuit voltage,
temperature, and aging degree. In order to more truly reflect the actual dynamic behavior
of energy storage in a VSG, this paper adopts the dynamic description of a lithium battery
based on an equivalent circuit model.

The equivalent circuit model of the lithium battery (second-order RC model) can be
expressed as:

Vbat = Voc(SOC)− Ibat · R0(SOC)− V1 − V2 (4)

dV1

dt
=

Ibat
C1

− V1

R1C1
,

dV2

dt
=

Ibat
C2

− V1

R2C2
(5)

In the formula, Voc(SOC) is the open circuit voltage of the battery, which has a nonlinear
relationship with SOC; R0(SOC) is the Ohmic internal resistance, changing with SOC; R1,
C1 and R2, C2 characterize the short-term and long-term polarization effects of the battery,
respectively; and Ibat is the battery current, limited by the maximum charge and discharge
current Imax.

The relationship between the energy storage output power Pbat and battery terminal
voltage and current is as follows:

Pbat = Vbat · Ibat (6)

The model can more accurately reflect the voltage drop, energy loss, and response
delay characteristics of the battery during dynamic power support, and provide a more
realistic modeling basis for the inertial support capability of a VSG.

2.3. Operation Constraint and Power Limit Model of Energy Storage System

In actual operation, the power output of the energy storage system is limited by
multiple physical constraints, including the upper and lower limits of SOC, the maximum
charging and discharging power, the power ramp rate, and the voltage/current safety
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range. These constraints directly affect the virtual inertia response and dynamic adjustment
ability of the VSG.

The actual output power Rramp of the energy storage system needs to meet the follow-
ing constraints:

Pmin(SOC) ≤ Pbat ≤ Pmin(SOC)∣∣∣ dPbat
dt

∣∣∣ ≤ Rramp
(7)

Among them, Pmin and Pmax are SOC-related power limits and Rramp is the power
ramp rate limit.

Current and voltage constraints:

|Ibat| ≤ Imax, Vmin ≤ Vbat ≤ Vmax (8)

In addition, the allowable operating range of SOC is as follows:

SOCmin ≤ SOC ≤ SOCmin (9)

These constraints will be incorporated into the subsequent small-signal modeling and
control design to ensure the safety and feasibility of the system in actual operation.

2.4. Control Principle of Energy Storage VSG

In the VSG control system, the key parameters such as the capacitor voltage Vf and
output current ig need to be sampled for the power calculation. The reference voltage of the
system can be obtained by active and reactive reference power Pref and Qref. The reference
value of the voltage and current is obtained by double-loop control, and finally, the PWM
drive signal is output to realize the output control of the system [11].

A virtual synchronous machine is an advanced control technology that simulates the
dynamic behavior of a synchronous motor through a power electronic converter. Its core
goal is to provide the power grid with inertia, damping, and power regulation capabilities
similar to traditional synchronous generators, especially for power systems with a high
proportion of renewable energy access [12].

The VSG achieves dynamic characteristics by simulating the rotor motion equation
and excitation control equation of the synchronous motor:

{
J dω

dt = Tm − Te − DpΔω
dδ
dt = ω − ω0 = Δω

(10)

In the formula, Tm and Te are the mechanical torque (provided by energy storage) and
electromagnetic torque of the motor, respectively; J is the moment of inertia; Dp is virtual
damping; and there is also the actual angular frequency of the system and the rated angular
frequency of the system.

The dual-loop control of a VSG aims to balance the grid-friendly dynamic character-
istics and fast disturbance rejection capability. The two-layer loop has a clear division of
labor and coordinated operation. The specific configuration is as follows.

The schematic diagram of double-loop control is shown in Figure 2: the outer loop
includes a P-f adjustment module and a Q-V adjustment module, and the voltage reference
signal is generated based on the VSG core dynamic equation; the voltage PI regulator
and the current PI regulator are connected in series in the inner loop, and the closed-loop
tracking is realized by sampling Vf and ig. The VSG output end is connected to the power
grid through the LC filter (matching with the sampling parameter Vf) to ensure the smooth
transmission of the signal.

https://doi.org/10.3390/electronics150203235



Electronics 2026, 15, 323

Figure 2. Voltage–current double-loop decoupling control block diagram in dq synchronous rotating
coordinate system.

In order to ensure the frequency change within the allowable fluctuation range, the
relationship between the active power of the generator and the frequency is called the
active power–frequency static characteristics of the generator set. Referring to the principle
of the synchronous generator governor, the relationship between the virtual synchronous
generator P-f is as follows:

Pm = Pref − KP(ω − ω0) (11)

In the formula, Kp is the active power adjustment coefficient. By combining with
Equation (11), the active-frequency control equation of VSG can be obtained, which is
as follows:

Pm − Pe

ω
= J

dω

dt
+ DpΔω (12)

In the formula, Pe is the electromagnetic power of the system. The damping of the VSG
system is improved so that the energy storage system has the ability to suppress power
oscillation in power regulation.

The mathematical model of the VSG excitation link is based on the virtual excita-
tion regulator, and the reactive power–voltage regulation is realized by simulating the
electromagnetic characteristics of the synchronous motor, which can be expressed as:

E = E0 + n(Qref − Qe) + Kv(Uref − U) (13)

In the formula, E0 is the VSG output no-load voltage amplitude and Kv and n are the
reactive voltage proportional coefficient and reactive droop coefficient.

In actual control, the real-time state information of the energy storage system is
uploaded to the VSG control layer through the battery management system (BMS). This
information is used to dynamically adjust the power instructions Pref and Qref of the VSG to
ensure that the energy storage system provides inertial support and damping adjustment
within a safe range. Therefore, the energy storage dynamics and energy availability
have been integrated into the VSG control logic through the outer loop power command
generation mechanism, rather than directly presented in the topology as an independent
signal path.

2.5. Derivation of Double-Loop Control Transfer Function

The outer loop realizes the mapping from the power reference value to the voltage refer-
ence value, and the transfer function is deeply coupled with the VSG dynamic characteristics.

https://doi.org/10.3390/electronics150203236
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Combining Formulas (11) and (12) and considering the relationship between the
electromagnetic torque and active power, it is derived that:

Gpw(s) =
Δω(s)
Pre f (s)

=
1

Js2 + Dps + Kp
(14)

where Kp is the active power regulation coefficient. The denominator comprehensively
reflects the inertia J, damping Dp, and static adjustment ability Kp of the system.

Based on the excitation control Equation (14), the Q-V regulation transfer function
is simplified:

GQV(s) =
Vf ,re f (s)
Qre f (s)

=
Kv

1 + n
X Vf N

(15)

In the formula, Kv is the proportional coefficient of the reactive power and voltage,
n is the reactive power droop coefficient, and VfN is the rated capacitor voltage, which
ensures that the reactive power deviation is effectively converted into the voltage reference
value adjustment.

The PI regulator is used to realize the tracking without a static error in the inner loop.
The transfer function is constructed based on the LC filter model (L is the output inductance
and C is the filter capacitance).

The voltage loop takes Vf as the feedback signal and the transfer function of the PI
regulator is as follows:

GPI−V(S) = KPV +
KiV

S
(16)

The open-loop transfer function of the voltage loop is as follows:

GV(s) = GPI−V(s) · 1
Ls + 1

Cs
(17)

The voltage loop compares Vf,ref with the sampling Vf, and the output current reference
value ig,ref .

The current loop uses ig as the feedback signal and the transfer function of the PI
regulator is as follows:

GPI−I(S) = KPI +
KiI
s

(18)

The open-loop transfer function of the current loop is as follows:

GI(s) = GPI−I(s) · 1
Ls

(19)

By comparing ig,ref and sampling ig, the current loop outputs the PWM modulation
signal to suppress inductor current fluctuation and load disturbance.

2.6. VSG Small-Signal Model

In order to further illustrate the influence of the moment of inertia and the damping
coefficient on the stability of the virtual synchronous machine system, it is necessary to
establish a small-signal model of a virtual synchronous control system [13]. According to
the (1) energy storage system grid converter output active power, the reactive power can
obtain the system output complex power S expression, as shown in the following:

S =
ERgVg cos δ + XgVg sin δE − RgE2

R2
g + X2

g
+ j

−RgVg sin δE + XgVg cos δE − XgE2

R2
f + X2

g
(20)
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An energy storage system grid-connected converter active small-signal model:

ΔP = Δδ
−RgVg sin δE + XgVg cos δE

R2
g + X2

g
+ ΔVg

ERg cos δ + Xg sin δE
R2

g + X2
g

(21)

An energy storage system grid-connected converter reactive small-signal model:

ΔQ = Δδ
RgVg cos δE + XgVg sin δE

R2
g + X2

g
+ ΔE

RgVg sin δ − XgVg cos δ

R2
g + X2

g
(22)

When the energy storage grid-connected converter is in the grid-connected state, the
virtual angular velocity of the VSG control system is the rated virtual angular velocity,
that is, the combined (21) and (22). The small-signal model of VSG control can be derived
as follows: {

−ΔP = s(Jω0s + Dω0)Δδ

s(1 + TaS)ΔE = −(kvs + kps + ki
)
ΔQ

(23)

In the formula, s is the Laplacian operator; Ta is the delay time constant; kp is the
reactive power proportional coefficient; and ki is the reactive power integral coefficient.

Define matrix Y as:
Y =

(
Δδ′, ΔE′, Δδ, ΔE

)
(24)

In the formula, Δ is the derivative of Δδ, ΔE
′

is the derivative of ΔE, and the small-
signal model of the combined Formulas (23) and (24) and the VSG control system of the
grid-connected converter in the stable grid-connected operation state is as follows:

Y′ =

⎡
⎢⎢⎢⎣
−D

J 0 − ∂P/∂δ
Jω0

− ∂P/∂E
Jω0

A
Ks

B
Ks

C
Ks

D
Ks

1 0 0 0
0 1 0 0

⎤
⎥⎥⎥⎦Y (25)

The expressions of the variables A, B, C, and D in the formula are as follows:

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

A = −(kv + kp)
∂Q
∂δ

B = −(kv + kp)
∂Q
∂E

C = −ki
∂Q
∂δ

D = −ki
∂Q
∂E

(26)

According to Equation (23), the root locus diagrams of virtual inertia J and virtual
damping D of the system are drawn, respectively.

To precisely analyze the influence of parameters J and D on system stability via the
root locus method, the characteristic equation of the system is derived from the linearized
small-signal model. The root locus is plotted based on the following open-loop transfer
function form:

Gopen(s) = K
Gother(s)
s(Ts + 1)

(27)

where the variable gain K represents the key parameters under investigation (i.e., the virtual
inertia J or the virtual damping coefficient D). The term s(Ts + 1) in the denominator
corresponds to the dominant dynamics of the power loop, primarily reflecting the inertial
and damping characteristics. Gother(s) encompasses the aggregated dynamics of other
fixed parts in the system, such as the current control inner loop (modeled as a first-order
delay), measurement filters, and the linearized coefficients from matrices A, B, C, and D in
Equation (24). The stability analysis using this model focuses on the outer power/voltage
control loop of the VSG, with the inner current loop dynamics being included in Gother(s).
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The model describes the dynamic behavior of the entire VSG control system under
grid-connected steady-state operating conditions, covering active and reactive power
control loops (including the current inner loop). Although the root locus is drawn based on
the whole system model, the analysis conclusion clearly points out that the root cause of
the system oscillation instability lies in the insufficient equivalent damping of the current
control loop, and the configuration of the virtual inertia and damping parameters directly
affects the equivalent damping characteristics. Therefore, the root locus essentially reflects
the role of the equivalent damping of the current loop in the whole system dynamics,
which provides a theoretical basis for the subsequent improvement of the control strategy
of enhancing the damping of the current loop through the series compensator.

The root locus analysis of Figure 3a,b shows that the root cause of the system oscillation
instability lies in the insufficient equivalent damping characteristics of the current control
loop, which is mainly due to the improper configuration of the virtual inertia and the
virtual damping parameters: if the virtual inertia is too large or too small, the system
stability margin or inertial support capacity will be reduced, while the lack of virtual
damping directly weakens the system’s ability to dissipate oscillation energy and suppress
disturbances [14]. In order to directly solve the core problem of the insufficient equivalent
damping of this current loop, a method of connecting a specific compensator in series to
the grid current feedback path and improving the current controller is adopted. The core of
the improved method is that a controllable additional damping effect is actively injected
into the current feedback signal by a compensator, and its physical essence is to introduce a
designable negative feedback mechanism. This is equivalent to the damping ratio of the
dynamic enhanced current loop, which pulls the unstable poles that may be close to the
imaginary axis back to the stable region and effectively suppresses the oscillation. At the
same time, by properly designing the compensator parameters, the overdamping effect
caused by excessive damping can be avoided while providing sufficient damping to ensure
stability, thereby optimizing the dynamic performance of the system. Therefore, in view
of the oscillation problem caused by an improper parameter configuration, the current
controller is improved, and the scheme of the series compensator to the current feedback
path is improved, and the effective compensation is realized by accurately improving the
equivalent damping capacity of the current loop. Different from the idea of suppressing
oscillation mainly through external impedance remodeling in Reference [15], the series
compensator proposed in this paper directly acts on the current feedback loop and stabilizes
the system pole by increasing the equivalent damping, avoiding the increase in the control
complexity and performance degradation caused by additional impedance. At the same
time, compared with the inertial simulation and impedance remodeling on the DC side
in [16], the method in this paper takes into account the low-frequency inertial support and
high-frequency resonance suppression in the AC grid-connected scenario, which is more
suitable for the broadband stability requirements of the photovoltaic high-permeability
distribution network.
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Figure 3. The root locus variation diagram of virtual inertia J and virtual damping D.

3. The Influence of Battery Limitation on VSG Inertial Response
Is Analyzed

In order to quantitatively analyze the influence of energy storage system constraints on
the VSG virtual inertial response, this chapter discusses the dynamic response characteristics
of a VSG during large grid frequency disturbances under different SOC conditions, current
constraints, and power ramp constraints through simulation and sensitivity analyses.

The SOC state of the energy storage system directly affects its available power support
capability. When the SOC is close to the lower limit (such as 20%), the energy storage
discharge capacity is limited, resulting in insufficient inertial support power provided by
the VSG during the frequency drop, and the system frequency recovery time is prolonged.
On the contrary, energy storage under a high SOC state can provide a sufficient inertial
response, but attention should be paid to overcharge protection.

In order to quantify the influence of SOC, the virtual inertia effective coefficient
is defined:

η J(SOC) =

⎧⎨
⎩1, SOCopt ≤ SOC ≤ SOCmax

SOC−SOCmin
SOCopt−SOCmin

SOCmin ≤ SOC < SOCopt
(28)

SOCopt is the optimal operating point (usually 50–80%). The actual virtual inertia can
be corrected to the following:

Je f f = J · η J(SOC) (29)

4. Influence of Current Limitation and Power Ramp on
Dynamic Response

The current limitation Imax and power ramp rate Rramp directly affect the power re-
sponse speed of the VSG. In the early stage of a large disturbance, if the energy storage
cannot output enough power quickly, the system frequency drop will be more serious.

Considering the current limit, the actual output power of the energy storage is cor-
rected to the following:

Pbat, actual =

⎧⎨
⎩Pbat, cmd |Ibat| ≤ Imax

sgn(Pbat, cmd)·Vbat·Imax, |Ibat| > Imax
(30)
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The power ramp constraint is approximated by the following first-order hysteresis:

Pbat,out(s)
Pbat,actural(s)

=
1

τramp + 1
(31)

5. Modeling Design of Grid-Side Converter

The LCL filter of the grid-side converter is the key connection between the unit and
the grid. This paper also considers the influence of the time-varying characteristics of
the energy storage system on the DC-side dynamics to ensure the integrity of the system-
level analysis.

di1(t)
dt

=
1
L1

uinv(t)− 1
L1

i2(t) (32)

duc(t)
dt

≡ 1
C

i1(t) =
1
C

i2(t) (33)

di2(t)
dt

=
1
Lg

uc(t) =
1
Lg

ug(t) (34)

The transfer function of the output voltage uinv(s) and the grid-connected current i2(s)
is calculated by the Laplace transform as follows:

GLCL(s) =
1

sL1L2C(s2 + ω2
r )

(35)

ωr =

√
L1 + L2

L1L2C
(36)

fr = ωr/2π (37)

In the formula, s2 + ω2
r is the resonant unit of the system, ωr is the resonant angular

frequency, and fr is the resonant frequency.
In actual operation, the output voltage uinv(s) is affected by the time-varying char-

acteristics of the energy storage battery. According to Section 2.2 (4), there is a coupling
relationship between the DC-side voltage Vdc and the battery terminal voltage Vbat. The
time-varying relationship is transmitted to the grid-side converter through the DC bus
capacitance equation, thus affecting the dynamic response of the system.

Consider that the filter will have a resonant peak at the resonant frequency fr, resulting
in the high-frequency oscillation of the system.

GLCL_d(s) =
1

sL1L2C(s2 + 2ςωr + ω2
r )

(38)

In the formula, ς is the damping coefficient and the damping effect of the system can
be obtained by changing this parameter.

In the photovoltaic-rich distribution network, the SOC state of the energy storage
affects the system damping demand. When the SOC is low, the battery internal resistance
(SOC) increases and the system damping characteristics change. Therefore, the active
damping control proposed in this paper considers the energy storage state, and the damping
coefficient is designed as:

ζe f f = ζ0 ·
[

1 + α · (1 − SOC
SOCmom

)

]
(39)
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where α is the adjustment coefficient to ensure that the oscillation can be effectively sup-
pressed under different SOC conditions.

In this paper, the commonly used capacitive current feedback active damping method
is selected to analyze the system. The diagram annotates the primary inputs and feedback
signals of the system: the power references Pref(s) and Qref(s), the grid current feedback ig(s),
the capacitor voltage feedback Vf(s), and the grid voltage Vg(s). The control chain comprises
the VSG outer loop, the voltage loop PI controller, the current loop quasi-proportional-
resonant controller Gi(s), the control delay Gd(s), the zero-order hold Gh(s), the PWM and
inverter module, and the LCL filter with damping optimization. The arrow directions
indicate the signal flow. The current outer loop controller uses a quasi-proportional resonant
controller Gi(s) to achieve zero steady-state error tracking of the grid-connected current.
The expression is as follows:

Gi(s) = kp +
2ωckrs

s2 + 2ωcs + ω2
0

(40)

In the formula, ω0 and ωc represent the basic angular frequency and the resonant
angular frequency, respectively, and kp and kr are the proportional coefficient and the
resonant coefficient of the quasi-proportional-resonant controller, respectively.

Gd(s) is the total control delay of the system, which mainly includes the delay in
the control process of the current outer loop and the damping inner loop and Gh(s) is a
zero-order holder, which is used to realize the conversion from a digital signal to an analog
signal after sampling. The expressions of the two are as follows:

Gd(s) = e−sTs (41)

Gh(s) =
1 − e−sTs

s
(42)

In the formula, Ts is the sampling period. Using jω instead of s, the frequency response
of Formula (10) can be expressed as shown in Formula (43):

Gh(jω) =
1 − e−jωTs

jω
=

sin(0.5ωTs)

0.5ω
e−0.5jωTs ≈ Tse−0.5jωTs (43)

Substituting s = jω into (43), the approximate expression of the zero-order holder
is finally obtained, as shown in Formula (43). It can be seen that the zero-order holder
introduces a half-sampling period delay to the system.

6. Design of Delay Compensator

Under the condition of a weak grid, the calculation, sampling, and PWM delay in
the control system will seriously deteriorate the phase margin of the system and threaten
the stability. The traditional method uses the transcendental function to compensate, but
there is a problem of physical implementation difficulties. Therefore, an improved delay
compensation scheme is proposed in this paper. The core is to connect the compensator
GP(z) in series with the grid current feedback path and realize the effective compensation
of the control delay by reconstructing the feedback path structure. The system structure is
shown in Figure 5. Compared to Figure 4, a delay compensator Gp(z) is connected in series
within the grid current feedback path. The compensator input is the grid current feedback
signal ig(s), and its output is the compensated signal ig,comp(s), which is then fed into the
current loop controller. This structure is designed to counteract the phase lag introduced
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by the control delay Gd(s) and the zero-order hold Gh(s), thereby enhancing system stability
under high grid inductance conditions.

( )iG s

11/sL

1/sC

21/sL
lcl filter

dk

d ( )G s h ( )G s pwmk
cuinvu2refi

2i

1i

Figure 4. Block diagram of the non-compensated control system.
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lcl filter

dk

pwmk
cuinvu2refi

2i

1i

( )iG z d ( )G z h ( )G zp ( )G z

Figure 5. Block diagram of control system with compensation.

The expression of the compensator Gp(z) obtained by a calculation is as follows:

Gp(z) =
z3 + A1z2 + A2z + A3

z3 + B1z3 + B2z + B3
(44)

Of which :

⎧⎪⎪⎨
⎪⎪⎩

A1 = −2cos ωrTs

A2 = 1 +
kdkpwmsin (ωrTs)

ωr L1

A3 = − kdkpwmsin (ωrTs)
ωr L1

⎧⎪⎪⎨
⎪⎪⎩

B1 =
kdkpwm
ωr L1

sin(γωrTs)− 2cos(ωrTs)

B2 = 1 + kdkpwmsin[(1−γ)ωrTs ]
ωr L1

− kdkpwmsin(γωrTs)
ωp L1

B3 = − kdkpwmsin[(1−γ)ωrTs ]
ωr L1

(45)

According to the control theory, the closed-loop poles of the system are determined by
the roots of the characteristic equation:

1 + G(z)H(z)Gp(z) = 0 (46)

Before compensation, the characteristic equation is as follows:

1 + G(z)H(z) = 0 (47)

After compensation, the compensator Gp(S) enters the loop in a multiplicative manner,
and the characteristic equation becomes the following:

1 + G(z)H(z)× z3 + A1z2 + A2z + A3

z3 + B1z2 + B2z + B3
= 0 (48)

By carefully designing the positions of its zeros (molecular roots) and poles (denom-
inator roots) in the z-plane, Gp(z) can provide the required precise phase advance at key
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frequency points (such as near ωr) to offset the inherent phase lag caused by the total delay
Tdelay and the object characteristic L1 in the system.

Pole shift: Comparing the above new characteristic equation with the original equation,
it is equivalent to a dynamic correction link Gp(z) in series on the original open-loop transfer
function G(z)H(z). In the root locus analysis, this is equivalent to the introduction of a
new open-loop zero pole, thereby changing the shape of the root locus and guiding the
closed-loop pole to move from the position that might otherwise be close to the unstable
boundary to a stable region with a sufficient damping ratio.

7. Experimental Verification and Analysis of Energy Storage
Grid-Connected System

In order to verify and evaluate the effectiveness of the proposed VSG-based energy
storage grid-connected active support control strategy, this experiment uses a semi-physical
simulation analysis method. This method combines hardware equipment and a simulation
model. By embedding the core controller of the energy storage converter (implementing
the VSG algorithm) as a hardware-in-the-loop (HIL) into the real-time simulation platform,
it can simulate the dynamic behavior of the energy storage system in the real distribution
network environment with high precision in the laboratory environment. Compared with
a pure software simulation, this method can effectively reduce the model deviation caused
by simplifying the power electronic switching process and controller hardware delay, so
that the test results are closer to the actual engineering application, so as to effectively
evaluate the performance of this strategy in improving the stability of the photovoltaic
high-permeability distribution network (such as voltage support, frequency regulation,
and power oscillation suppression).

The operating conditions of the photovoltaic high-permeability distribution network
are significantly affected by the fluctuation of the light intensity and the light changes are
random and intermittent. Therefore, in order to effectively evaluate the active support
ability of the proposed VSG control strategy under typical disturbances, the following key
scenarios are set up in this experiment.

A light mutation scene: the step change of the photovoltaic output is simulated in a
short time (such as cloud occlusion) and the fast power response and inertia support effect
of the VSG are tested.

Load switching or fault scenarios of the distribution network: the voltage support
capability, fault ride-through capability, and damping effect of the VSG on system oscillation
are tested by simulating a local load mutation or short-circuit fault on the grid side.

In the scenario of a sudden illumination change (the photovoltaic output step decreases
from an 80% rated power to 50% rated power), the voltage waveform at the key bus, the
system frequency variation curve, and the active and reactive power dynamic response
waveform of the VSG output are shown in Figure 6 when comparing the energy storage
system with conventional PQ control and the energy storage system with the proposed
VSG active support control.

In the load switching scenario, the voltage recovery waveform of the key bus is shown
in Figure 6 as shown in Figure 7 with the proposed VSG control method and without the
control method. The specific parameters are shown in Table 1 and the parameter pairs are
shown in Table 2.
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(a) (b) 

 
(c) 

Figure 6. Steady-state waveforms of grid-connected current and voltage under uncompensated
control. (a) The steady-state waveform of phase A grid-connected current and voltage when the
inductance of the previous method is 0 mH. (b) The steady-state waveform of phase A grid-connected
current and voltage when the inductance of the previous method is 1 mH. (c) The steady-state
waveform of phase A grid-connected current and voltage when the inductance of the previous
method is 2 mH.

 
(a) (b) 

 
(c) 

Figure 7. Steady-state waveforms of grid-connected current and voltage under compensation control.
(a) When the inductance of the proposed method is 0 mH, the steady-state waveforms of phase A
grid-connected current and voltage are obtained. (b) When the inductance of the proposed method
is 1 mH, the steady-state waveforms of phase A grid-connected current and voltage are obtained.
(c) When the inductance of the proposed method is 2 mH, the steady-state waveforms of phase A
grid-connected current and voltage are obtained.
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Table 1. Parameters of the semi-physical simulation platform.

Parameter Value

Rated Power 10 KVA
DC Bus Voltage 700 V

Grid Voltage (L-N, RMS) 220 V
Grid Frequency 50 Hz

Inverter-side Inductor 1.8 mH
Grid-side Inductor 0.6 mH

Filter Capacitor 20 μF
Virtual Inertia 0.5 kg·m2 [*]

Virtual Damping 20 N·m·s/rad [*]
Active Droop Coefficient 1 × 10−4

Reactive Droop 1 × 10−3

Sampling/SwitchingFrequency 10 kHz
Current Loop PRController 2200

* Note: The values of J and D were selected through root locus analysis (Figure 3) to ensure system stability with
adequate damping ratio (>0.7) for the nominal operating point, while providing sufficient inertia time constant.

Table 2. Performance comparison between conventional PQ control and proposed VSG control.

Performance Indicator Conventional PQ Control Proposed VSG Control Improvement

Voltage Dip duringlllumination Change 15.2% 8.5% 44% reduction
Frequency Nadir after LoadSwitch 49.3 HZ 49.7 Hz 0.4 Hz higher
Settling Time for VoltageRecovery 0.45 s 0.18 s 60% faster

Oscillation Damping Ratio (estimated) 0.25 0.68 Significantly more damped

Based on the experimental results shown in Figures 6 and 7, when the inductance is
set to Lg = 0 mH, the grid-connected current remains in phase with the grid voltage under
appropriate operating parameters—whether or not the delay compensation controller
is activated—thereby ensuring system stability. The grid strength is proportional to the
inductance value. With Lg = 1 mH and without compensation control, high-frequency
resonant components in both the grid-connected current and voltage gradually increase,
yet the system can still maintain a stable operating condition. However, as the inductance
rises further to Lg = 2 mH, significant high-frequency resonant oscillations appear in the
grid current and voltage. If this trend persists, the grid-connected system will eventually
become unstable. In Figure 7, after introducing the delay compensation controller, the
grid-connected current and voltage remain in phase even as the inductance increases, and
the high-frequency resonant components are effectively suppressed. This demonstrates
that the proposed control strategy can successfully mitigate broadband oscillations in the
energy storage grid-connected system. Even under adverse grid conditions, this control
method maintains system stability and exhibits a favorable dynamic performance.

8. Conclusions and Prospect

Aiming at the problems of voltage fluctuation, frequency deviation, and power os-
cillation in the photovoltaic high-permeability distribution network, this paper studies
the active support technology of the energy storage grid connection based on the VSG.
By constructing a VSG control strategy, the inertia and damping characteristics of the
synchronous generator are simulated to make up for the lack of system inertia caused by a
grid connection of the power electronic equipment. A small-signal model is established
to analyze the cooperative adjustment mechanism of virtual inertia and the damping co-
efficient and to reveal the nonlinear influence of the parameter configuration on stability.
The current feedback compensator and LCL filter damping optimization scheme are de-
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signed to effectively suppress the instability risk caused by the high-frequency resonance
and control delay. Semi-physical simulation experiments show that the technology can
significantly reduce voltage fluctuations, suppress broadband oscillations, and improve the
system stability and power quality under sudden illumination changes, load switching,
and fault scenarios.

Aiming at the stable operation of a photovoltaic high-permeability distribution net-
work, this paper proposes an active support and oscillation suppression strategy which is
energy storage grid-connected based on a VSG. Compared with the existing representative
work, the innovation of this paper is mainly reflected in the following.

(1) A delay compensator in series with the current feedback path is proposed. Com-
bined with the damping optimization of the LCL filter, the cooperative suppression of the
high-frequency resonance and control delay is realized, and the effective frequency band of
oscillation suppression is broadened.

(2) The small-signal model of the VSG system including energy storage dynamics is
established, and the nonlinear relationship between virtual inertia, the damping coeffi-
cient, and system stability is clarified, which provides a theoretical basis for a parameter
adaptive design.

(3) The comprehensive advantages of the proposed strategy in voltage support, fre-
quency regulation, and broadband oscillation suppression under various disturbances
such as illumination mutation, load switching, and a grid fault are verified by a semi-
physical simulation, which provides a new solution for the active stability control of a
high-proportion new-energy distribution network.

Several limitations remain in the current research, such as the dependence of a VSG
parameter adaptation mechanism on a single variable, the dynamic balance algorithm of
energy storage SOC recovery, and the frequency regulation demand needs to be optimized.
In the future, it is necessary to focus on exploring the parameter adaptive strategy of
multivariable coupling and integrate the randomness of the photovoltaic output and the
impedance characteristics of the power grid to achieve precise parameter tuning. The
integration of a VSG and energy storage should be deepened and the energy management
algorithms that take into account the dynamic response and economy should be developed;
the application verification of the extended technology in practical scenarios such as a
complex grid topology and high proportion of a new energy cluster grid connection offers
enhanced technical support for the safe and stable operation of the new power system.
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Abstract: Aviation electrification is an inevitable trend leading the development of future
aviation technology, and its development cannot be separated from high-performance
onboard power systems. As a key equipment of the system, the DC converter plays a core
role in energy conversion, and its operational reliability directly affects the stability of the
entire system. As the core component of the converter, capacitors have become a weak
link in system reliability due to their high failure rate. Therefore, accurate monitoring of
their health status is of great significance. To achieve fast, high-precision online monitoring
of capacitors, this paper proposes an intelligent monitoring strategy that integrates Haar
wavelet transform and Kalman filter. This method only requires the collection of inductance
current and output voltage signals during regular operation, without the need for additional
installation sensors. The capacitance current is reconstructed and used to accurately identify
the capacitance value (C) and equivalent series resistance (ESR) throughout the entire life
cycle in strong noise environments. The simulation and experimental results show that the
strategy has good robustness under different operating conditions, with recognition errors
of C and ESR controlled within 3% and 2%, respectively, demonstrating the feasibility of
the proposed method.

Keywords: DC-DCconverter; aluminum electrolytic capacitor; wavelet transform; current
reconstruction; Kalman filter

1. Introduction

More Electric Aircraft, as a representative of the new generation of aviation electrical
architecture, gradually replaces traditional mechanical transmission methods such as hy-
draulic and pneumatic systems with electrical energy integration technology, significantly
improving the comprehensive utilization efficiency of onboard energy [1,2]. In this system,
DC–DC power converters undertake the core function of energy conversion, and their
operational reliability has a decisive impact on the entire onboard power system [3].

In actual flight missions, DC–DC converters often face rapidly changing operating
conditions. The key components such as internal power semiconductors, capacitors, and
inductors are prone to performance degradation under the coupling effect of electrical
thermal multi-physical field stress, which in turn affects the overall reliability of the system.
Aluminum electrolytic capacitors (AEC) have become key components of DC–DC convert-
ers due to their excellent filtering and voltage stabilization performance [4]. However, as
shown in Figure 1, the fault statistics of the converter indicate that the failure rate of AEC is
as high as about 30%, which is considered the weakest link in the converter and is therefore
commonly used as a reference indicator to evaluate its overall lifespan [5].
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Figure 1. Distribution diagram of main failed components [5].

The capacitance (C) and equivalent series resistance (ESR) are key electrical parameters
for evaluating the aging state of capacitors [6,7]. It is generally believed that when the
capacitance drops to 80% of the initial value or the ESR rises to twice the initial value, the
capacitor fails. State monitoring technology is the core means of identifying the aging
status of capacitors and achieving fault warning [8,9]. According to whether the system
operation needs to be interrupted during the monitoring process, existing methods can be
mainly divided into two categories: offline monitoring and online monitoring [10].

Offline monitoring methods typically require pausing system operation in order to
accurately obtain key health status parameters of capacitors. In this method, using an LCR
tester to directly measure the C and ESR is a typical means, with a measurement accuracy
of up to 0.1%. Therefore, it is often used as a benchmark to evaluate the accuracy of other
parameter identification methods. In order to simplify the configuration of measurement
equipment, an experimental method based on an RC circuit was proposed in [11]. This
method analyzes the phase relationship between the capacitor terminal voltage and the
input voltage and combines graphic processing and model simplification to achieve ESR
extraction of capacitors in the frequency range of 100 Hz to 100 kHz. To further reduce
the influence of human errors in the graphical analysis process, the Newton–Raphson
numerical iteration method was introduced to achieve accurate estimation of ESR and
capacitance values at a low frequency of 120 Hz by solving the nonlinear equation system
describing the voltage relationship [12]. Although the offline monitoring method has the
advantage of high accuracy, its operation usually requires the removal of capacitors from
the circuit, which is costly to implement and makes it difficult to meet the requirements of
continuous operation and real-time evaluation of the system in practical engineering.

Online monitoring technology, as a non-invasive detection method, can obtain real-time
operation status and performance parameters of capacitors under continuous circuit op-
eration conditions. A real-time monitoring method for input and output capacitors with
ESR estimation was developed for boost converters, and the influence of load, duty cycle,
inductance, and temperature on ESR estimation accuracy was systematically analyzed [13].
Another study proposes a non-invasive online monitoring technology that achieves state as-
sessment by analyzing the correlation characteristics between capacitor voltage and current
during transient processes [14]. For flyback converters, existing studies have constructed
online models suitable for continuous conduction mode and intermittent conduction mode,
which can infer the capacitance value C and ESR parameters based on the voltage ripple
of the capacitor [15,16]. However, this type of method is complex in analyzing the model,
sensitive to changes in operating mode, and has limited adaptability.

In response to the above shortcomings, this paper proposes a fusion monitoring strat-
egy based on Haar wavelet transform and Kalman filter: the switch sequence is accurately
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extracted from the inductor current through Haar wavelet transform, and the capacitor
current can be reconstructed without additional hardware; furthermore, by utilizing the
Kalman filtering algorithm, high-precision and full lifecycle online identification of capac-
itors C and ESR was achieved in strong noise environments. This method only requires
the collection of conventional inductor current and output voltage signals, significantly
improving the practicality, robustness, and engineering applicability of the monitoring sys-
tem. Finally, the effectiveness of the proposed strategy under different operating conditions
was verified through simulation and experiments.

The rest of the paper is organized as follows. Section 2 analyzed the mechanism
of capacitor aging and changes in key parameters. The basic working principle of the
boost converter is elaborated on in Section 3. Section 4 focuses on a capacitor current
reconstruction method based on the Haar wavelet transform. The estimation of the C and
ESR parameters using a Kalman filter algorithm is introduced in Section 5. Simulation
verification and analysis are conducted in Section 6, followed by a systematic discussion
and evaluation of the experimental results in Section 7. Finally, the conclusion of this work
is presented in Section 8.

2. Aging Mechanism and Key Parameters of Capacitors

The aging of aluminum electrolytic capacitors is a complex electrochemical process,
and its main failure modes are the decrease in C and the increase in equivalent series
resistance ESR. Understanding the physical nature of these parameter changes is crucial for
accurately monitoring their health status.

2.1. Aging Mechanism of Capacitors

The internal structure of aluminum electrolytic capacitors is mainly composed of
anode aluminum foil, electrolyte, and cathode aluminum foil, and its dielectric layer is an
aluminum oxide film generated on the surface of the anode aluminum foil through anodic
oxidation. The capacitance value is determined by (1), [17].

C = ε
As

ds
(1)

where ε is the dielectric constant, As is the effective area, and ds is the thickness of the
dielectric layer. During the lifespan of a capacitor, its geometric dimensions (As, ds) remain
essentially unchanged. The decrease in capacitance value is mainly attributed to the
decrease in effective dielectric constant. This is not due to changes in the properties of the
stable alumina dielectric layer itself, but rather because the electrolyte used as the cathode
gradually evaporates and decomposes under working temperature and electric field stress.
The reduction in electrolyte leads to a decrease in its contact area with the dielectric layer
and changes the interface characteristics, which is equivalent to a decrease in the effective
dielectric constant of the overall system forming the capacitor, resulting in a continuous
decrease in the measured capacitance value.

ESR is the equivalent of all active losses of a capacitor in a series equivalent model.
These losses mainly include: the resistance of the electrolyte itself (the main contribution);
contact resistance between electrode foil and electrolyte; and ohmic resistance of electrode
leads and connection points. The volatilization and decomposition of the electrolyte directly
lead to a decrease in its ionic conductivity, significantly increasing the body resistance and
contact resistance, thereby causing an overall increase in ESR. Therefore, the increase in
ESR directly characterizes the increase in internal power loss of capacitors.
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2.2. Loss Tangent Analysis

The tangent of the loss angle (tanδ) is a classic and important parameter for evaluating
the insulation state of electrical equipment. It is defined as the ratio of active power loss to
reactive power in an insulating medium. In the series equivalent circuit model of capacitors,
tanδ can be expressed as follows [18]:

tan δ =
I2 · ESR

I2/(ω · C)
= ω · C · ESR = 2π f · C · ESR (2)

As shown in (2), tanδ is directly proportional to the product of C and ESR. As the capac-
itor ages, the C value decreases while the ESR value increases, and the combined effect will
cause a significant change (usually an increase) in tanδ. Therefore, tanδ is a sensitive param-
eter that can comprehensively reflect the degradation of capacitor insulation performance.

2.3. Complex Impedance Analysis

The aging state of capacitors is fully reflected in the frequency characteristics of their
complex impedance Z(f ). As described in Section 2.2, in the series model, the modulus and
phase angle are [19]

|Z| =
√
(ESR)2 +

(
1

ω · C

)2
, arg(Z) = −arctan

(
1

ω · C · ESR

)
(3)

In theory, by accurately measuring the impedance modulus and phase angle of a
capacitor at a certain frequency, both C and ESR can be calculated simultaneously. This
is exactly the basic principle of many offline monitoring instruments. However, online
and non-invasive monitoring in DC–DC converters faces challenges: On the one hand, the
excitation signal is limited, and the system itself does not provide pure sine excitation for
sweep frequency measurement. On the other hand, capacitor current and voltage ripple
are non-sinusoidal signals containing switching noise, and it is very difficult to accurately
extract impedance phase angle information directly from them.

In response to the above challenges, this article proposes a robust monitoring strategy
based on time-domain analysis in strong noise and non-sinusoidal excitation environments.
By accurately tracking the changes in C and ESR, this method effectively avoids the problem
of extracting impedance phase angle online and can also be used for indirectly detecting
the insulation state of capacitors.

3. Working Principle of Boost Converter

Boost converters have been widely used in the energy distribution of aircraft power
systems due to their efficient energy conversion and flexible voltage regulation characteris-
tics [20]. Figure 2 shows the topology of a typical boost converter, which mainly consists of
input power supply uin, power inductor L, switch tube S, diode Q, output capacitor C and
its ESR, and load R.

Figure 2. Topology of boost converter.
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When the switch tube is conducting, the switch tube S is approximately in a
short-circuit state. The input power uin charges the inductor L, and the inductor cur-
rent iL increases, resulting in an increase in inductor energy storage; at the same time, the
output capacitor C independently supplies power to the load R to maintain the load current
ic, resulting in a gradual decrease in the output voltage uc.

When the switch tube is turned off, the switch tube S is in an open-circuit state, and the
energy stored in the inductor L is released through the freewheeling diode Q, and together
with the input power source uin, it supplies power to the load while charging the output
capacitor C. During this process, the inductor current iL decreases and the output voltage
uc increases accordingly.

This paper focuses on the steady-state operating characteristics of converters in con-
tinuous conduction mode (CCM). The steady-state operating waveform of C and ESR
in series is shown in Figure 3, revealing the dynamic correlation between switch signals,
inductor current, and output voltage. It is crucial to note that the monitoring methodology
developed in this work is specifically designed for and validated under this CCM regime.
The reason for choosing CCM is that the core requirements for high efficiency, high relia-
bility, high power density, and low electromagnetic interference in aviation applications
fundamentally contradict the inherent characteristics of discontinuous conduction mode
(DCM), such as large current ripple, high component stress, and significant electromagnetic
interference. Due to the above advantages, CCM has become the preferred solution for this
type of application. Furthermore, the subsequent capacitor current reconstruction strategy
fundamentally relies on the continuous and periodic nature of the inductor current in CCM.
Its direct application to DCM is precluded, as the DCM operation, characterized by periods
of zero inductor current, violates this core signal prerequisite.

Figure 3. Steady-state operating waveform of CCM.

4. Capacitor Current Reconstruction Based on Haar Wavelet Transform

4.1. Haar Wavelet Transform for Extracting Switch Sequences

The variation in inductor current is directly driven by the switching sequence, and the
information of this sequence can be indirectly obtained from the ripple of inductor current.
Therefore, this paper uses wavelet transform as a time-frequency analysis tool to extract
switch signals from inductor currents.

Wavelet transform decomposes non-stationary time series into different time-frequency
domains through a set of scalable and translational basis functions (wavelet function and
scale function) [21–23]. This process generates two types of coefficients: approximate coef-
ficient A and detail coefficient D. The approximation coefficient A represents the contour
or trend component of the signal in the low-frequency range, reflecting the macroscopic
structure of the signal; the detail coefficient D captures the details or abrupt components
of the signal in the high-frequency range. The wavelet transform utilizes low-pass and
high-pass filter banks corresponding to the scale function ϕ(n) and wavelet function ψ(n),
respectively, to decompose the signal into the low-frequency approximation coefficient A[i,
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τ] that characterize its contour and high-frequency detail coefficient D[i, τ] that contains
its details, as shown in (4) and (5). By changing the scale parameter i and translation
parameter τ, the time-frequency window of the analysis can be adaptively adjusted to
achieve multi-scale signal analysis [24].

A[i, τ] =
1√
2i ∑n

IL(n)ϕα,τ

(
n − τ

2i

)
(4)

D[i, τ] =
1√
2i ∑n

IL(n)ψα,τ

(
n − τ

2i

)
(5)

The scale function of the Haar wavelet basis has tight support characteristics, and its
domain is limited to a finite unit interval, usually taken as [0, 1), with a function value
of 1 within this interval and a constant value of 0 outside the interval, as shown in (6).
Power switching transistors cause changes in inductor current when they are turned on
and off. The selection of the Haar wavelet for locating switching transients is driven
by its minimal support set, limited to only two data points, which provides essential
benefits for real-time implementation. It introduces a latency of just one sampling period,
a delay that is negligible in the context of state monitoring yet critical for maintaining
high-speed operational responsiveness. Computationally, the Haar transform requires only
simple addition and subtraction operations, resulting in an extremely light processing load
suitable for resource-constrained embedded platforms. Although wavelets with longer
support such as those from the Daubechies family can achieve better noise suppression,
they inevitably introduce greater delays and require more complex calculations. Given that
the primary objective is accurate detection of switching instants rather than optimal signal
denoising, the Haar wavelet offers the most favorable trade-off among speed, simplicity,
and practically sufficient accuracy [25–27].

ϕ(n) = [1, 1], ψ(n) = [1,−1] (6)

Substituting (6) into (4) and (5) yields

A(n) =
IL(n) + IL(n + 1)

2
√

2
(7)

D(n) =
IL(n)− IL(n + 1)

2
√

2
(8)

Under a steady-state operating condition, the inductance current of the boost converter
is analyzed. According to Equations (7) and (8), the waveform of the inductance current
during charging and discharging can be represented as shown in Figure 4 after Haar
wavelet transform. During the inductor charging phase (corresponding to the t2 period),
the inductor current shows an upward trend, and at this time, its approximation coefficient
A and detail coefficient D satisfy (9).

⎧⎪⎪⎨
⎪⎪⎩

iL(t) > iL(t − 1)

A(t) = iL(t−1)+iL(t)
2
√

2
> 0

D(t) = iL(t−1)−iL(t)
2
√

2
< 0

(9)
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Figure 4. Capacitor current waveform after wavelet transform.

During the inductor discharge stage (corresponding to the t1 period), the inductor
current gradually decreases, and the corresponding approximate and detailed parameters
comply with (10). ⎧⎪⎪⎨

⎪⎪⎩
iL(t) < iL(t − 1)

A(t) = iL(t−1)+iL(t)
2
√

2
> 0

D(t) = iL(t−1)−iL(t)
2
√

2
> 0

(10)

We performed wavelet transform on the inductor current under charging and dis-
charging conditions, and the decomposition results are shown in Table 1. Analysis shows
that the approximation coefficient A is always positive, reflecting the low-frequency trend
of the signal; the detail coefficient D effectively characterizes the system dynamics: it is
negative during charging and positive during discharging. By utilizing this polarity feature,
the detail coefficient can be used to extract switch sequences (charging as 1, discharging as
0). It should be noted that the extraction process is based on the calculation of the current
difference between adjacent sampling points, and the resulting switch sequence has a
delay of one sampling period compared to the actual driving signal. This is an inherent
characteristic of the algorithm and will be considered in subsequent analysis.

Table 1. Signal characteristics and reconstructed switch sequence after wavelet transform.

Parameter Charge Discharge

Approximate coefficient A A > 0 A > 0
Detail coefficient D D < 0 D > 0

Switch sequence 1 0

4.2. Capacitor Current Reconstruction

The key to capacitor status monitoring lies in accurately obtaining capacitor current
information. However, installing additional current sensors not only increases system
complexity and cost, but may also introduce additional measurement errors and electro-
magnetic interference. Therefore, this paper proposes a capacitor current reconstruction
method based on inductor current and its extracted switch sequence, without the need
for a dedicated current sensor. The derivation of this method is based on the circuit topol-
ogy and switch operation mode of boost converter. The specific implementation process
is as follows:
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Consider the main circuit topology of the boost converter shown in Figure 1. According
to the KCL law, there exists the following current relationship at the node where the
capacitor is connected to the load:

ic(t) = iq(t)− io(t) (11)

The conduction state of the diode is determined by the switching signal SPWM(t) of
the switching transistor. In an ideal situation, when SPWM(t) = 0 (switch off), the diode
conducts and its current can be expressed as

iq (t) = iL (t) (12)

When SPWM(t) = 0 (switch on), the diode is turned off, and its current can be
expressed as

iq (t) = 0 (13)

Therefore, the diode current can ideally be expressed as the product of the inductor
current and the inverse code of the switch signal:

iq(t) = iL(t) · SPWM(t) (14)

Given the inherent delay in digital control systems, the inductor current at the current
sampling moment is actually determined by the switch state of the previous cycle. If the
current switch signal is directly multiplied by the current, it will cause phase errors, which
will affect the convergence and accuracy of subsequent parameter identification algorithms.
Therefore, it is necessary to perform timing correction on the diode current formula in the
discrete time domain as follows:

iq(t) = iL(t) · SPWM(t − 1) (15)

When the circuit is in steady-state operation, the average value of the capacitor current
is zero within one switching cycle. Therefore, the load current io is equal to the average
value of the diode current iq, that is,

io(t) = avg
(

iL(t) · SPWM(t − 1)
)

(16)

By substituting (15) and (16) into (11), the capacitance current can be calculated
as follows:

ic(t) = iL(t) · SPWM(t − 1)− avg
(

iL(t) · SPWM(t − 1)
)

(17)

In summary, the capacitor current in the boost converter can be determined by both the
inductor current and the switching sequence, and the required delayed switching sequence
is exactly the same as the switching sequence extracted after wavelet transform.

5. Capacitor State Monitoring Based on Kalman Filter

To achieve accurate monitoring of capacitor C and ESR, it is necessary to establish
a discrete relationship model between capacitor terminal voltage and current in the time
domain. Firstly, based on the working principle of the boost circuit, the transfer function
between the capacitor terminal voltage and current can be derived, as shown in (18).

G(s) =
U(s)
I(s)

=
ESR · Cs + 1

Cs
(18)
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Further using the Tustin transform method shown in (19), discretize (18) to obtain the
discrete form shown in (20), where Δt represents the sampling period.

s =
2

Δt
z − 1
z + 1

(19)

G(z) =

(
ESR + Δt

2C

)
z + Δt

2C − ESR

z − 1
(20)

Finally, transform the variable relationships described in (20) into a structural form
suitable for parameter identification:

Uc,k = Uc,k−1 +

(
ESR +

Δt
2C

)
Ic,k +

(
Δt
2C

− ESR
)

Ic,k−1 (21)

According to the parameter identification form established in (21), it can be incorpo-
rated into the framework of Kalman filtering (KF) for solving. This form is highly consistent
with the standard state space model of KF, where the terminal voltage of the capacitor can
be used as an observed variable, and the capacitance C to be accurately estimated and the
equivalent series resistance ESR together form the state vector of the system.

The KF algorithm mainly consists of two equations: the state equation and the mea-
surement equation, as shown in (22) and (23), respectively [28,29]:

X(k) = A(k)X(k − 1) + T(k)ωk (22)

Y(k) = H(k)X(k) + vk (23)

Among them, X(k) represents the state vector at time k; A(k) represents the state
transition matrix, which is used to establish an iterative relationship between the state
variables at the previous k − 1 time and the current k time; T(k) represents the noise driven
matrix; ωk represents process noise excitation; Y(k) represents the observation vector; H(k)
represents the observation matrix; and vk represents observation noise excitation. It should
be noted that ωk and vk are uncorrelated Gaussian white noise with a mean of 0 and follow
a normal distribution, namely ωk~N(0, Qk), vk~N(0, Rk), where Qk is the covariance matrix
of process noise and Rk is the covariance matrix of observation noise [30].

To achieve capacitor parameter identification, this study collected inductor current
and voltage data during the operation of the boost converter, extracted capacitor current
using Haar wavelet transform, and then performed state estimation based on KF method.
In this model, matrices A and T are identity matrices, and the terminal voltage Uc is the
observation vector Y. The noise covariance R and Q are adjusted according to the system
accuracy to obtain. The state vector X and observation matrix H of the KF can be derived
from (21), corresponding to (24) and (25), respectively:

X(k) = [k1 k2 k3]
T (24)

H(k) = [Uc,k−1 Ic,k Ic,k−1] (25)

The relationship between C and ESR can be derived from (21) and (24) as follows:

⎧⎪⎨
⎪⎩

ESR = k2−k3
2

C = Δt
(k2+k3)

(26)
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Construct the online monitoring process shown in Figure 5 based on the derived state
and measurement equations. This process is based on the KF algorithm, which recursively
estimates the state vector by inputting the capacitor terminal voltage and operating current
in real time and directly solves and outputs the online identification results of capacitor C
and ESR.

Figure 5. Online identification process of KF algorithm.

The process of the method used in this chapter is shown in Figure 6. Firstly, collect
the inductor current and capacitor voltage signals from the boost converter; subsequently,
the inductance current was subjected to Haar wavelet transform using (8) to extract its
detail coefficient D. According to Table 1, the switch sequence SPWM delayed by one
sampling period was derived from the detail coefficient D. Combine the switch sequence
with the inductor current and reconstruct the capacitor current through (17). Furthermore,
the measured capacitor voltage is combined with the reconstructed capacitor current to
construct the state space equation of the system. Finally, based on the KF algorithm, the
state space equation is solved to achieve accurate estimation of capacitance C and ESR.

The state space model proposed in this article is derived from the ideal topology of
the boost converter, aiming to clearly explain the core theoretical basis of the method. This
model has not explicitly considered non-ideal factors such as inductance parasitic resistance,
switch voltage drop, PCB routing resistance, etc. However, it should be emphasized that
the KF algorithm itself has inherent robustness to a certain degree of model uncertainty. In
the state estimation process, the effects of these unmodeled dynamic characteristics and
parasitic parameters can be effectively incorporated and absorbed into the process noise
covariance matrix Qk. By adjusting Qk and Rk appropriately, the filter can compensate for
model mismatch to some extent, thus still achieving accurate state estimation.
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Figure 6. Flow chart of capacitor state monitoring based on wavelet transform and KF algorithm.

6. Simulation Verification

Based on the monitoring algorithm proposed in the previous text, a simulation model
of the boost converter was built in the Plecs 4.8 environment. In this model, the output
capacitance is characterized in the form of an ideal capacitor series with equivalent resis-
tance, and the system controller adopts a PI control strategy. The data processing adopts
Origin 2024b. During the simulation process, the inductor current signal and capacitor
voltage signal are synchronously collected for the validation of subsequent capacitor state
monitoring algorithms; at the same time, the waveform of the capacitor current is recorded
to evaluate the effectiveness of the capacitor current reconstruction method based on Haar
wavelet transform.

The simulation model and parameters (listed in Table 2) are established based on
a typical set of components from a single manufacturing batch, aiming to validate the
fundamental principle of the proposed method. The experimental object is the steady-state
operating condition of the boost converter under a 0.4 ms operating cycle, and its key
waveform is shown in Figure 7. Among them, Figure 7a is the collected capacitor voltage
waveform, which will serve as the basis for subsequent capacitor electrical parameter
estimation. The waveform of the collected inductor current is shown in Figure 7b. By
performing Haar wavelet transform on the current signal, the approximate coefficients are
obtained as shown in Figure 7c. It can be seen that the approximation coefficient preserves
the main trend and dynamic characteristics of the original inductor current well. On the
other hand, the detail coefficients obtained from wavelet transform are shown in Figure 7d.
This detail coefficient contains high-frequency switch information of the system, which
can be used to extract a sequence of switch states delayed by one sampling period. Based
on the extracted switch sequence and inductor current information, the reconstructed
capacitor current waveform is shown in Figure 7e. By comparing and analyzing it with the
actual capacitance current obtained through data collection in Figure 7f, it can be seen that
both have good agreement in amplitude and phase, and the waveform characteristics are
basically the same. The simulation model and parameters (listed in Table 2) are established
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based on a typical set of components from a single manufacturing batch, aiming to validate
the fundamental principle of the proposed method.

Table 2. System simulation parameters.

Parameter Value

Input voltage Uin 140 V
Output voltage UC 270 V

Inductance L 650 μH
Capacitor C 680 μF

Load R 105 Ω
Switching frequency f s 20 kHz

Figure 7. Simulation process of capacitor current reconstruction. (a) Capacitor voltage within 0.4 ms.
(b) Inductor current within 0.4 ms. (c) Approximation coefficient after wavelet transform. (d) Detail
coefficient after wavelet transform. (e) Reconstructed capacitor current. (f) Real capacitor current.

To verify the accuracy of the KF algorithm in estimating capacitance C and ESR, the
capacitance simulation model was set with C at 680 μF and ESR at 0.1 Ω. By collecting the
voltage across the capacitor and combining it with the reconstructed capacitor current, the
system evaluates the accuracy and robustness of the capacitor state monitoring algorithm
under different sampling frequencies, capacitor lifecycles, different input voltages, and
noise interference environments.

1. Different sampling frequencies

To evaluate the impact of sampling frequency on the accuracy of electrolytic capacitor
parameter identification, this paper conducted comparative experiments using four sam-
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pling frequencies: 200 kHz, 400 kHz, 600 kHz, and 800 kHz, based on a switching frequency
of 20 kHz. By analyzing the identification results of C and ESR at different sampling fre-
quencies, the effects of sampling rate on the stability and accuracy of parameter estimation
were evaluated. The identification results are shown in Table 3. The identification errors of
C and ESR are shown in Figure 8.

Table 3. Identification results of different sampling frequency parameters.

Sampling Frequency C True C Predicted Relative Error ESR True ESR Predicted Relative Error

100 kHz 680 μF 749.70 μF 10.25% 100 mΩ 90.13 mΩ 9.87%
200 kHz 680 μF 699.65 μF 2.89% 100 mΩ 98.59 mΩ 1.41%
400 kHz 680 μF 683.88 μF 0.57% 100 mΩ 99.70 mΩ 0.30%
600 kHz 680 μF 677.35 μF 0.39% 100 mΩ 99.86 mΩ 0.14%
800 kHz 680 μF 678.84 μF 0.17% 100 mΩ 100.09 mΩ 0.09%

Figure 8. Identification errors of C and ESR at different sampling frequencies.

The identification results show that the estimation error of C and ESR can be controlled
within 3% in the frequency range of 200 kHz to 800 kHz. When the sampling frequency is
increased to 400 kHz, the identification accuracy of C and ESR is significantly improved;
when the sampling frequency is further increased to 800 kHz, the accuracy improvement
effect gradually approaches saturation. This phenomenon indicates that moderately increas-
ing the sampling frequency helps to suppress the interference of high-frequency switching
noise on parameter identification, but excessively high sampling rates have limited con-
tribution to accuracy improvement. Therefore, a sampling rate of 400 kHz (20 times the
switching frequency) is established as a benchmark that effectively balances high identifica-
tion accuracy with computational load for the proposed method. Given that high sampling
frequency significantly increases the data storage and processing burden of the system, and
with a focus on finding a balance between accuracy and resource consumption, future work
will set the sampling frequency for capacitance parameter identification based on the KF
algorithm to 400 kHz. It is noteworthy that for applications where the switching frequency
is inherently lower, this 20× ratio principle allows the method to be implemented with a
correspondingly lower, more feasible sampling rate on resource-constrained hardware.

2. Capacitor lifecycle

Considering that the C and ESR of electrolytic capacitors undergo significant changes
with aging during long-term operation, it is necessary to effectively monitor their entire
lifecycle status. This paper takes the nominal capacitance value of 680 μF and ESR of 0.1 Ω
as the initial healthy state, and the failure threshold is set as the capacitance value dropping
to 80% of the initial value (544 μF) and ESR rising to twice the initial value (0.2 Ω). To
verify the effectiveness and robustness of the proposed parameter identification algorithm,
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testing and analysis were conducted at five typical aging stages: 0% (initial state), 25%,
50%, 75%, and 100% (failure state). The identification results are shown in Table 4.

Table 4. Identification results of capacitor life cycle parameters.

Aging State C True C Predicted Relative Error ESR True ESR Predicted Relative Error

0% 680 μF 683.88 μF 0.57% 100 mΩ 99.70 mΩ 0.30%
25% 646 μF 649.94 μF 0.61% 125 mΩ 124.46 mΩ 0.43%
50% 612 μF 615.24 μF 0.53% 150 mΩ 149.66 mΩ 0.23%
75% 578 μF 580.77 μF 0.48% 175 mΩ 174.37 mΩ 0.36%

100% 544 μF 547.81 μF 0.70% 200 mΩ 201.02 mΩ 0.51%

From the data in Table 4, it can be seen that at different aging stages, the predicted
values of capacitor C and ESR are highly consistent with the true values. The maxi-
mum relative error of capacitor C is 0.70% (100% aging state), and the minimum is 0.48%
(75% aging state); the maximum relative error of ESR is 0.51% (100% aged state) and the
minimum is 0.23% (50% aged state). The relative error of C and ESR identification under
all operating conditions remains within 1%, indicating that the parameter identification
method proposed in this paper has good estimation accuracy and robustness under dif-
ferent aging states and can effectively achieve state monitoring of the entire life cycle of
electrolytic capacitors.

3. Different input voltages

Under different power conditions, the monitoring of capacitor status will have an
impact on the accuracy of parameter identification due to changes in the circuit operating
point. To evaluate the impact of this factor, this paper constructs different power operating
conditions by adjusting the input voltages to 80 V, 140 V, and 200 V while ensuring that the
output voltage of the boost converter is stable at 270 V. The capacitor parameter identifi-
cation method is simulated and verified under these conditions. Figures 9 and 10 show
the capacitor voltage, inductor current, and switch sequence waveforms corresponding to
input voltages of 80 V and 200 V, respectively.

Figure 9. Input voltage 80 V working waveform.
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Figure 10. Input voltage 200 V working waveform.

The identification results obtained by setting C to 680 μF and ESR to 0.1 Ω are shown
in Table 5. From the identification results, it can be seen that under different input voltage
conditions, the identification results of capacitor C and ESR are highly consistent with
their actual values, and the maximum relative errors do not exceed 1%, indicating that the
parameter identification method proposed in this paper has good accuracy and robustness.
However, as the input voltage increases, the identification error shows a gradually increas-
ing trend. Specifically, the identification error of capacitor C increased from 0.31% at 80 V
input to 0.73% at 200 V input; the identification error of ESR also increased from 0.19%
to 0.51%. The main reason for this phenomenon is that when the input voltage increases,
the duty cycle of the boost converter decreases accordingly, resulting in a decrease in the
ripple amplitude of the capacitor current and output voltage. Due to the fact that ripple is
a dynamic excitation signal in the parameter identification process, its amplitude reduction
will weaken the ability to extract key state information, while the measurement noise level
remains basically unchanged, resulting in a decrease in the system’s signal-to-noise ratio.
This change affects the convergence performance of the KF, causing a slight decrease in
parameter identification accuracy with increasing voltage.

Table 5. Simulation identification results under different input voltages.

Aging State C True C Predicted Relative Error ESR True ESR Predicted Relative Error

80 V 680 μF 682.11 μF 0.31% 100 mΩ 99.81 mΩ 0.19%
140 V 680 μF 683.88 μF 0.57% 100 mΩ 99.70 mΩ 0.30%
200 V 680 μF 684.96 μF 0.73% 100 mΩ 99.49 mΩ 0.51%

4. Noise interference

Under the Gaussian white noise model, system noise is usually assumed to have
uniformly distributed frequency components. Although this assumption is convenient for
theoretical analysis under ideal conditions, there is a certain gap between it and the statisti-
cal characteristics of noise in actual aviation operating environments. To more accurately
evaluate the performance of the proposed method under near real aviation conditions, this
study introduces colored noise with strong correlation as the testing condition. The colored
noise is generated by a first-order autoregressive model:

Vk+1 = λk+1/kVk + ek (27)
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where λk+1/k = 1.0001, ek~N(0,0.006). To eliminate the influence of random errors on the
identification results, independent simulations were repeated 100 times for each noise
configuration. The current and voltage observation signals obtained each time were input
into the KF algorithm for parameter identification, and the identification error distribution
was finally calculated as shown in Figure 11.

Figure 11. Distribution of identification error.

According to Figure 11, in 100 independent simulation experiments, the identifica-
tion error of capacitor C is mainly concentrated in the range of −0.5% to 2%, and the
identification error of ESR is mainly concentrated in the range of −1% to 1%. The vast
majority of error samples are concentrated around zero, with the highest proportion of
errors within ± 2%, reflecting the good noise suppression ability of the KF. This error dis-
tribution further validates the effectiveness and robustness of the parameter identification
method proposed in this paper in noisy environments.

7. Experimental Verification

To verify the performance of the capacitor state monitoring algorithm proposed in
this paper, detailed experimental testing and analysis were conducted in this section. The
experimental platform structure is shown in Figure 12, where the DC power supply is
connected to a bidirectional DC–DC converter operating in boost mode, and the output of
the converter is connected to an electronic load to simulate actual working conditions. To
obtain key waveform data, use an oscilloscope to synchronously collect the output voltage
signal, inductor current signal, and switch drive signal of the converter. The control system
builds corresponding control algorithms in the upper computer, deploys them to the rapid
prototyping controller through code generation, and finally outputs PWM signals to the
DSP of the bidirectional DC–DC converter, achieving closed-loop control and algorithm
execution. This section of the experiment validated the same batch of components, and
the results were statistical validation of multiple components to ultimately prove their
universality. The experimental platform parameters are shown in Table 6, which are
basically consistent with the simulation.
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Figure 12. Experimental setup.

Table 6. Experimental platform parameters.

Parameter Value

Input voltage Uin 140 V
Output voltage UC 270 V

Inductance L 650 μH
Nominal value of capacitor C1 680 μF

Load R 105 Ω
Switching frequency f s 20 kHz

7.1. Analysis of Experimental Results

To eliminate the deviation between the actual and nominal values of the capacitor, the
TH2830 LCR tester was used to accurately measure the actual parameters of the capacitor.
The measured capacitance value C was 667.01 μF, and the equivalent series resistance ESR
was 83.57 mΩ. The specific results are shown in Figure 13. Under steady-state conditions,
with 140 V as the input voltage, the experimental waveforms of output voltage, inductor
current, and switch drive signal were collected through an oscilloscope, as shown in
Figure 14.

Figure 13. Measurement of actual capacitance value.

After preprocessing the data collected by the oscilloscope, the Plecs model was im-
ported. The capacitor voltage and inductor current obtained at a sampling frequency of
400 kHz are shown in Figure 15a,b, respectively. Further Haar wavelet transform was
applied to the inductor current, and the approximate coefficients obtained are shown in
Figure 15c, whose waveform is basically consistent with the simulation results in Figure 7c;
the detail coefficient is shown in Figure 15d. Although there is some fluctuation within the
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effective interval under the influence of actual sampling and noise interference, the overall
trend of change still remains consistent with the simulation. Based on the above analysis,
the extracted switch sequence is shown in Figure 15e, which is basically consistent with
the actual switch sequence shown in Figure 15f, verifying the correctness of the switch
sequence extraction algorithm proposed in this paper. Further combining the derived (17),
the waveform of the capacitor current is reconstructed, as shown in Figure 15g.

Figure 14. Experimental waveform under 140 V input voltage.

Figure 15. The experimental process of capacitor current reconstruction. (a) The capacitor voltage is
within 0.4 ms. (b) Inductor current within 0.4 ms. (c) Approximate coefficient after wavelet transform.
(d) Detail coefficient after wavelet transform. (e) Refactored switch sequence. (f) Real switch sequence.
(g) Refactoring capacitor current.

The experimental waveforms collected by an oscilloscope under input voltages of
80 V and 200 V are shown in Figure 16. The specific process of reconstructing the capacitor
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current is consistent with the method described in Figure 15 and will not be repeated here.
By using the reconstructed capacitor current and capacitor voltage as inputs and importing
them into the KF algorithm model, the parameter estimation of capacitor C and ESR can be
achieved. The corresponding results are shown in Table 7.

Figure 16. Experimental waveforms at different input voltages. (a) 80 V. (b) 200 V.

Table 7. Experimental identification results under different input voltages.

Aging State C True C Predicted Relative Error ESR True ESR Predicted Relative Error

80 V 667.01 μF 656.74 μF 1.54% 83.57 mΩ 82.75 mΩ 0.98%
140 V 667.01 μF 652.61 μF 2.16% 83.57 mΩ 82.62 mΩ 1.14%
200 V 667.01 μF 648.21 μF 2.82% 83.57 mΩ 82.11 mΩ 1.75%

To better evaluate the performance of the proposed method from simulation to ex-
periment, simulation verification was conducted again based on the actual capacitance
parameters measured on the experimental platform. Specifically, in the simulation model,
the capacitance value was set to 667.01 μF, the ESR was set to 83.57 mΩ, and the remaining
parameters were consistent with Table 2. Under the condition of 140 V input voltage, the
recognition results of the method are C = 669.92μF and ESR = 83.26 mΩ. The corresponding
relative errors are 0.43% and 0.37%, respectively. Compared with the simulation results,
the parameter identification error in the experimental environment has increased, mainly
due to the difference between the ideal simulation model and the actual experimental
system. The unmodeled parameters such as circuit and inductance parasitic resistance
in the experimental circuit introduce additional losses, while sensor measurement errors
and environmental electromagnetic interference also lead to signal quality degradation.
In addition, the parameter tolerances and non-ideal characteristics of actual components
jointly affect the recognition accuracy. However, the experimental identification errors
of capacitor C and equivalent series resistance ESR were still controlled within 3% and
2%, respectively, fully verifying the effectiveness and robustness of this method under
non-ideal practical conditions. In addition, the overall identification accuracy of ESR is
higher than that of capacitor C, and with the increase in input voltage, the identification
accuracy of both shows a decreasing trend, which is consistent with the change pattern
reflected in the simulation results.

7.2. Comparative Analysis and Discussion

To fully verify the superiority of this method, this section compares it with the classical
frequency-domain impedance analysis method. As described in Section 2.3, impedance
analysis can directly calculate C and ESR by measuring the impedance amplitude and phase
angle of a capacitor at a specific frequency. This comparative experiment was conducted
on the same experimental platform (parameters shown in Table 6) with an input voltage
of 140 V. For impedance analysis, the impedance at the first harmonic of the switching
frequency (20 kHz) was extracted from the time-domain signal collected by the oscilloscope,
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which includes the capacitor voltage and reconstructed capacitor current. Specifically, the
amplitude and phase angle of the frequency point are estimated by performing DFT
analysis on the signal, and then C and ESR are calculated [31]. The comparison results are
shown in Table 8.

Table 8. Performance comparison between the proposed method and impedance analysis method.

Method C Predicted Relative Error ESR Predicted Relative Error

LCR tester (benchmark) 667.01 μF - 83.57 mΩ -
Proposed method 652.61 μF 2.16% 82.62 mΩ 1.14%

Impedance analysis method 602.74 μF 9.64% 94.35 mΩ 12.90%

According to Table 8, under the same online experimental environment, the recogni-
tion accuracy of our method is much higher than that of the impedance analysis method
based on DFT. The main reason for the significant error (>9%) in the impedance analysis
method is that the capacitor voltage and current signals in DC–DC converters are not
single-frequency sine waves but switch ripples containing rich harmonic components. In
the context of non-sinusoidal and strong noise, extracting the phase angle information of
a single frequency point through DFT is highly susceptible to interference from spectral
leakage and background noise, resulting in significant deviations in amplitude and phase
angle estimation, which seriously reduces the accuracy of parameter identification. The
time-domain analysis method proposed in this article accurately extracts switch dynam-
ics through Haar wavelet transform and uses KF to estimate the optimal time-domain
model parameters, cleverly avoiding the problem of directly conducting high-precision
phase angle measurement. Therefore, this method achieves online monitoring with near
offline accuracy while maintaining its non-invasive advantages, and its comprehensive
performance is significantly better than traditional online impedance analysis methods.

8. Conclusions

This paper proposes an online monitoring method that integrates Haar wavelet trans-
form and KF for the state monitoring requirements of boost converter aluminum electrolytic
capacitors in multi-electric aircraft. The research focuses on solving two core problems:
non-invasive reconstruction of capacitor current and high-precision identification of key
parameters throughout their lifecycle.

Firstly, a switch sequence extraction and capacitor current reconstruction strategy
based on Haar wavelet transform is proposed. This method only requires the collection
of inductance current signals during regular operation, and by analyzing the polarity
changes in its detail coefficients, accurately restores the switch sequence, thereby achieving
non-invasive reconstruction of capacitor current without the need for additional hardware.
Furthermore, a discrete state space model of the capacitor is established, combined with the
KF algorithm, to recursively estimate C and ESR under strong noise background, achieving
high robustness online identification of key parameters.

Simulation and experimental results show that the fusion monitoring method exhibits
excellent performance under various operating conditions, including different sampling
frequencies, aging degrees, input voltages, and noise environments. In simulation, the
identification error between capacitor C and ESR can be controlled within 1%; under
experimental conditions, the recognition errors of C and ESR were less than 3% and
2%, respectively, verifying the comprehensive advantages of this method in accuracy,
robustness, and engineering applicability. It should be pointed out that the experimental
validation of this study is currently based on a single capacitor sample. Although the
proposed method achieved satisfactory accuracy on this component, future work will
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include statistical validation on multiple components and units to further confirm the
universality and robustness of the method across a wider range of component differences.
Furthermore, extending the proposed methodology to handle DCM operation represents
another critical direction for future research, aiming to broaden the applicability of this
monitoring strategy across all potential converter operating conditions. This study provides
a practical and efficient solution for online status monitoring and predictive maintenance
of key capacitive components in aviation grade DC–DC converters.
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Abstract

Electric drive systems (EDSs) are vital for automotive and industrial applications but
remain highly vulnerable to cyber and physical anomalies (CPAs), such as inverter open-
circuit faults, sensor failures, and malicious cyberattacks. Ensuring reliable EDS operation
requires the controller to receive accurate and uncompromised feedback and reference sig-
nals continuously. However, many existing data-driven detection and mitigation strategies
rely on large training datasets, impose significant computational overhead, and often lose
effectiveness under various abnormal operating conditions. To overcome these limitations,
this paper introduces a trust evaluation framework that continuously assesses the reliability
of all incoming signals to the EDS controller by combining behavioral analysis with histori-
cal reliability records. The proposed scheme offers a lightweight and model-independent
approach, enabling reliable, adaptive decision-making by leveraging both current and
historical signal behavior. To this end, this paper further integrates the resulting trust
values into a torque-split optimization algorithm, enabling adaptive load optimization by
dynamically reducing the torque contribution of motors operating under abnormal or low-
trust conditions, thereby demonstrating clear applicability for automotive drive systems.
The framework is validated in a real-time OPAL-RT environment across multiple CPA
scenarios, demonstrating accurate anomaly detection and adaptive torque redistribution.
Owing to its simplicity and versatility, the proposed method can be readily extended to
other safety-critical drive applications.

Keywords: electric drive system; cyber or physical anomalies; open-circuit fault (OCF);
trust evaluation; diagnosis; adaptive load optimization

1. Introduction

In recent years, the application of power electronic systems (PESs) has become central
to a wide range of industries, including the automotive sector, industrial automation, utility
grid power management, and marine power systems. Advanced control schemes associated
with these PESs have enhanced their efficiency and enabled higher power density. However,
these advancements in control, communication, and power levels have also made them
increasingly susceptible to a range of cyber anomalies and physical faults [1,2]. Therefore,
various model-based [3–9] and data-driven schemes [10–17] are proposed in the existing
literature for the detection of these cyber and physical anomalies. Model-based schemes
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are favored over data-driven approaches due to their faster diagnostic speed and lower
computational requirements. However, their performance is often limited under uncertain
operating conditions due to system nonlinearities and high reliance on the accuracy of
the system’s mathematical model. In contrast, data-driven approaches do not depend on
an explicit system model and are capable of handling complex system dynamics through
advanced machine learning techniques. Nevertheless, data-driven schemes face challenges
related to the scarcity of real-world training data associated with CPAs and the high
computational cost involved.

Compared to existing methods for the detection of CPAs, trust evaluation schemes offer
a more effective approach to assessing the behavioral reliability of key entities, particularly
feedback and reference signals, which are integral to any closed-loop control framework.
Moreover, trust evaluation approaches integrate the advantages of both data-driven and
model-based schemes. They operate independently of system models, impose a low com-
putational burden, and eliminate the need for large offline training datasets. Moreover,
trust evaluation leverages both current and historical operational data, allowing it to assess
cumulative behavior over time, leading to more reliable and adaptive decision-making.
However, the effectiveness of these frameworks heavily depends on the quality of the
reliability assessment metrics and the accurate identification of relevant system parameters.

In this context, ref. [18] introduced a metrics-based trustworthiness scheme for routing
protocols in low-power and lossy networks. This approach strengthens security mech-
anisms against selfish behaviors and internal attackers while achieving lower energy
consumption and a higher packet delivery ratio. Moreover, a lightweight and reliable
trust mechanism based on multi-source feedback information fusion is proposed in [19]
to enhance the adoption of IoT edge devices. This approach effectively mitigates the im-
pact of bad-mouthing attacks caused by malicious feedback providers. Additionally, a
multi-dimensional attack-resistant trust model designed for acoustic sensor networks is
proposed in [20], utilizing packet error loss, packet loss rate, and link capacity. Given the
unreliable communication channels in underwater environments, trust models originally
designed for terrestrial wireless sensor networks cannot be effectively adapted for acoustic
applications. Similarly, ref. [21] introduces a distributed trust mechanism for wireless
sensor network applications, integrating communication trust, energy trust, data trust,
recommended reliability, recommended similarity, and indirect trust. Moreover, ref. [22]
proposes a context-aware trust evaluation approach that employs a multi-source reputa-
tion and trust-based mechanism to assess user trustworthiness in fog-based IoT. In [23],
a trust-based mechanism for detecting distributed denial-of-service attacks in vehicular
ad hoc networks is presented. The trust evaluation incorporates factors such as residual
energy, frequency value statistics, trust policy, trust hypothesis statistics, and data factors.
Moreover, a trust assessment scheme [24] is proposed for online social networks, integrat-
ing context-specific information, locally generated social trust relationships, and network
topological structure data. This approach enhances social trust prediction by up to 5.5%
compared to existing methods. Additionally, ref. [25] introduces a mobility trust evaluation
model based on communication success rate and sensor node energy consumption to esti-
mate trust values in heterogeneous vehicle networks. In this framework, a mobility strategy
is developed for electric vehicles to minimize the total number of transmission hops in
trust evaluation. Ref. [26] presents a simplified blockchain-based consensus algorithm
for trust evaluation in massive machine-type communication, addressing the lack of an
inherent security framework in the Internet of Energy Things and Industrial Internet of
Things. Moreover, as federated learning is preferred for its distributed nature, low latency,
and high privacy benefits, ref. [27] proposes a trust evaluation framework for federated
learning in digital twins for mobile networks based on individual and coordinated trust
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values for participating users. This framework addresses the limitations of the simplex
evaluation factor in conventional coarse-grained trust calculation methods.

To the best of our knowledge, most existing trust evaluation schemes are designed
primarily for communication networks or sensor data in distributed systems, where inter-
actions between nodes are governed by trust values. In these systems, the failure of a node
does not necessarily compromise overall functionality. However, this is not applicable
when centralized control is integrated with various input signals processed over a fixed
sampling period for continuous decision-making. In this case, halting the interaction of
these incoming signals would disrupt the entire operation. As such, existing schemes
lack a methodology specifically tailored to centralized control systems, particularly for
applications like EDS. To address this gap, the proposed work introduces a trust evaluation
framework for an EV-based EDS, where a decline in trust values triggers a response that
reduces the torque demand for the associated EDS under abnormal conditions. More-
over, much like communication networks, these operational technology systems are also
vulnerable to various types of CPAs. Therefore, adapting trust-based frameworks from
communication networks to cyber-physical systems offers a valuable enhancement to the
paradigm of trust evaluation, expanding its application in automotive systems. Moreover,
Table 1 illustrates a concise summary that synthesizes the contributions of the proposed
scheme and contrasts them with the key limitations of prior studies. The contributions of
this work can be summarized as follows:

1. A generalized trust computing method is proposed, applicable to any system with
centralized control and incoming feedback and input signals. Since this framework
involves several tunable factors, it can be adjusted to meet the specific requirements
of different systems.

2. The robustness of the proposed trust method is validated across a diverse range of
CPAs. To achieve this, this scheme is integrated with a real-time EDS model simulated
on OPAL-RT, effectively simulating various CPA scenarios, including power switch
open-circuit faults, current sensor faults, and cyberattacks.

3. This work presents a trust-aware torque-split optimization algorithm that incorporates
the trust values of each EDS to further optimize torque distribution across each traction
motor, following the principles of adaptive load optimization (ALO).

Table 1. Characteristics and limitations of past studies and the proposed approach.

Method Investigated System Anomaly Modes Contributions Key Limitations

[28]

Electric drive system

False data injection (FDI)
attacks

Cyberattack detection
and impact analysis on
3-phase current

• Data-driven schemes rely
heavily on the availabil-
ity and quality of training
datasets.

• Most diagnostic methods
depend only on instanta-
neous current values, with-
out considering historical
system behavior.

• Existing schemes can typi-
cally detect only a limited
range of cyber and physi-
cal anomalies.

[29] FDI and relay
attacks

Cyberattack detection
and impact analysis on
3-phase current

[30] FDI attacks
Cyberattack detection
and impact analysis on
3-phase current

[31] OCFs in single
power switch

Impact analysis on
stator current, detection
and distinguish OCFs

[32]
Single and Double
switch OCFs in
power converter

Impact analysis on
stator current, detection
and distinguish OCFs

[17]

Single and double
switch OCFs in
power converter
and FDI attacks

Impact analysis,
detection and
differentiation

43



Electronics 2025, 14, 3697

Table 1. Cont.

Method Investigated System Anomaly Modes Contributions Key Limitations

[18]
Low-power
and lossy
networks

Selfish behaviors
and internal
attackers

Strengthens security
mechanism; lower
energy consumption
and higher packet
delivery ratio

• Most trust evaluation
schemes are limited to
distributed control and
not applied to centralized
systems.

• Trust evaluation has not
yet been explored in the
context of electric drive
systems.

• Current schemes lack a
response mechanism to
mitigate the impact once
anomalies are detected.

[19] IoT edge
devices

Bad mouthing
attacks

Lightweight and
reliable trust
mechanism

[20]
Acoustic
sensor
networks

Cyberattacks Multi-dimensional
attack-resistant trust

[21]
Wireless
sensor
network

None Distributed trust
mechanism

[23]
Vehicular
ad hoc
networks

Denial-of-service
(DoS) attacks

Trust-based mechanism
for detecting
distributed DoS attacks

[25]

Heterog-
eneous
vehicle
networks

None

Trust evaluation for
mobility strategy to
minimize the total
number of
transmission hops

This
work

Electric
drive system

Cyberattacks,
OCFs, and
sensor faults

• A trust-based strategy is developed to detect various cyber
and physical anomalies.

• The trust score is integrated into the torque-split optimization
to minimize anomalies’ impact on motor drive characteristics.

In this article, Section 2 presents the formulation of the trust evaluation framework
for EDS and trust-aware torque-split optimization. Section 3 outlines the trust dynamics
for various CPAs to validate the proposed approach’s applicability and evaluates the
performance of trust-aware torque-split optimization under different EDS trust values.
Finally, Section 4 provides the conclusion.

2. Trust-Aware Control Framework for Electric Drive System

Modern EVs can generally be classified into single-motor or multi-motor drive systems.
Traditional EDSs typically lack a continuous authentication mechanism for feedback and
reference input signals sent to the motor controller. This absence of the authentication pro-
cess makes the EDSs vulnerable to disruptions caused by non-routine operating conditions,
such as cyberattacks or physical faults, which can further compromise gate drive signals,
thereby jeopardizing the system’s security and operational reliability. To address this, a
trust evaluation framework is integrated at the controller’s input as a security checkpoint,
as shown in Figure 1. This framework continuously monitors the integrity of input signals
from sensors and the CAN bus, serving as a monitoring mechanism for the EDS. The details
of this trust evaluation framework are explained below.

Figure 1. Schematic diagram of an electric motor drive based on trust-aware control.
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2.1. Trust Behavior Model

To assess the trust level of incoming signals involved in the EDS controller’s decision-
making process, the controller must comprehensively record the behavior of these signals.
The frameworks supporting the trust evaluation (TEi) of the incoming signals within the
time window (ti) can be formalized as shown in Equation (1). Here, RBi represents the
recorded behavior of the signals, where i represents the segment number corresponding to
data within the sliding window. Since these signals are not validated at every sampling
instant, the trust evaluation is performed after collecting data over a specified window size.
This approach implicitly assumes that the entities contributing to each window remain
trustworthy and continue transmitting data to the EDS controller. Once the window is
completed, the trustworthiness of the previously accepted entities is reassessed through
re-evaluation. This procedure distinguishes the proposed mechanism from a zero-trust
approach, where no entity is ever implicitly trusted and every incoming signal must be
validated before entering the controller. In contrast, zero-trust is not practical for EDS ap-
plications because reliable behavioral validation cannot be achieved from a single sampling
instant; instead, a dataset spanning a defined window size is required for meaningful trust
assessment. Additionally, even if a trust mechanism were applied at each sampling instance
of EDS, it could introduce computational delays that would compromise the performance
of the subsequent controller by increasing the total harmonic distortion. Therefore, this
proposed trust mechanism is referred to as a trust mechanism rather than a zero-trust
mechanism. This recorded data from each window serves as the input for exploratory data
analysis (EDA) techniques. Additionally, RLi denotes the reliability score of the incoming
signals, while RLhis captures their historical reliability record, derived by applying expo-
nential normalization to the values obtained from EDA. Together, these parameters are
used to quantify the proposed trust evaluation framework.

TEi = 〈RBi, EDAi, RLi, RLhis〉 (1)

The recorded behavior is expressed in Equation (2), where the size of each behavioral
segment (bhi, f ) is determined by the length of the extracted features or the window size,
denoted as (lg), with ( f ) representing the number of different features. The features of
the EDS (Ef ), utilized to compute bhi, f , are outlined in Equation (3). Here, Im

d,q and ωm
m

represent the measured current and speed values, respectively, while Ire f
d,q and ω

re f
m denote

their corresponding reference values. These values, corresponding to the stator current
and speed of the permanent magnet synchronous machine (PMSM), can be obtained via
model predictive current control, as presented in [33]. Furthermore, the formulation of
bhi, f in Equation (4) incorporates the degree of abnormality (abnDEDA

(i,k) ) observed between
measured and reference values during the interaction of incoming signals with the EDS
controller. This is achieved by employing EDA techniques, including mean, interquartile
range, and Pearson correlation, for each set of values shown in Equation (3). Consequently,
the proposed trust evaluation scheme leverages EDA methods to accurately quantify the
operational discrepancies in the EDS.

RBi = 〈bhi, f 〉 ε lg (2)

Ef = 〈Im
d , Im

q , Ire f
d , Ire f

q , ωm
m , ω

re f
m 〉 (3)

bhi, f = abnDEDA
(i,k) = EDA(i,k)(Em

f , Ere f
f ) (4)

Here, Em
f and Ere f

f are the measured and reference values of EDS features, respectively.
The estimated values of operational abnormalities, derived through EDA techniques, are
utilized to assess the operational reliability of the EDS, with their records systematically
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maintained as part of the EDS historical reliability database. Moreover, residual values
obtained by taking the mean square error between the measured and reference values of Id,q

are analyzed through EDA to ensure stationarity. The mean and interquartile range of these
residuals are then used to compute bhi, f , which is subsequently applied in Equation (5) to

evaluate the reliability of the traction inverter’s feedback signals (RL f b
i ). Conversely, for

the speed values, the Pearson correlation coefficient is employed to calculate bhi, f , which is
subsequently used in Equation (5) to evaluate the reliability values of the EDS input signals
(RLin

i ). As the reliability is evaluated for all incoming signals of the EDS controller, both
input and feedback signals are taken into account. Furthermore, the reliability formulation
for the input signal is separated from that of the feedback signals, because this can also
help to localize the reliability degradation between feedback and inputs for future work.
Different data normalization methods are utilized for RL f b

i and RLin
i because of the nature

of the input data. Furthermore, since RLin
i utilizes an EDA approach with values already

scaled between 0 and 1, the negative exponent-based scaling is not applied for computing
RLin

i . The parameter Ni in Equation (5) denotes the total number of bhi, f values considered
in the numerator, which can vary based on the number of EDA techniques utilized. The
value of Ni while computing RLin

i will be 1. The reliability values are bounded within
the range [0, 1] due to the applied normalization scheme. This method for estimating
operational reliability is highly versatile and can be scaled to apply to other systems.
Moreover, the overall signal-based reliability of EDS is formalized in Equation (6).

RL f b
i (Δt) = ∑ e−bhi, f

Ni
, RLin

i (Δt) =
bhi, f

Ni
(5)

RLtotal
i = RLin

i (Δt) + RL f b
i (Δt) (6)

Hence, the recorded behavior of the EDS is used to represent its operational trustwor-
thiness. To evaluate the overall EDS reliability value while considering both hardware-
based feedback signals and user-provided input signals, the calculation is formalized in
Equation (7). In this formulation, where multiple values are aggregated, normalization
plays a crucial role in ensuring balanced evaluation, as shown in Equation (7). This equa-
tion also incorporates historical reliability values, which serve as a weighting factor to
determine the current reliability. The weighting factor is expressed as e−RLhist , where RL−ive

j
denotes the historical negative interactions. Additionally, the term (σ.c) represents the
time-forgetting factor, which gradually diminishes the influence of historical negative inter-
actions on current reliability values over time. This indicates that the historical reliability
values based on the far past will not have much value. Moreover, since the historical relia-
bility values account only for negative interactions, a higher RLhist value leads to a smaller
outcome from the negative exponent-based weighting factor in (5), thereby reducing the
overall system reliability, and vice versa.

RLi(Δt) = e−RLhist .RLtotal
i (7)

RLhist =

√
∑ RL−ive

j

1 +
√

∑ RL−ive
j

− σ.c, j ε { f b, in} (8)

The variable c represents the number of negative iterations in the past 10 interactions.
Additionally, σ corresponds to the variance (var) of the behavioral stability of the EDS with
segment length lg, denoted as Si(Δt), which is calculated using Equation (9). The stability
value is determined based on the consecutive interaction of Ef for each sampling period.
The variance of the captured data is higher in cases of abnormal operational behavior
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compared to normal conditions. These dynamics are then employed to estimate σ, which
influences the changes in reliability values over time under varying operational conditions.

Si(Δt) =
Ez+1

f − Ez
f

lg
; σ =

√
var(Slg

i ) (9)

2.2. Trust Evaluation Model

This section explains the proposed trust evaluation criteria for EDSs. The primary
objective of this approach is to assess the operational trustworthiness of an EDS, based on its
operational reliability values. The resulting trust values will be incorporated into the torque-
split optimization algorithm, as illustrated in Figure 2. In this way, the distribution of the
required total torque can be further optimized, taking into account the trustworthiness of
each EDS and reducing the torque demand from an EDS already operating under abnormal
conditions. The trust value, Ti(e

−Tf ), is calculated using Equation (10), where a higher trust
factor (Tf ) results in a higher trust value. The mathematical formulation in Equation (10)
is designed to regulate the rate of change in trust values. It is assumed that trust can
neither start at zero nor one; instead, it always begins at 0.5. Furthermore, Equation (10)
ensures that trust does not increase abruptly but rather grows gradually over time toward
a maximum value of 1, without ever exceeding it. This behavior is also illustrated in the
graphical results presented in the Results section. These dynamics primarily depend on
the trust factor (Tf ), which in turn is governed by the variations in the previously obtained
reliability values.

Ti(e
−Tf ) =

⎧⎨
⎩0, if : e−Tf = 0

max{0, min(0.5 + (1 − e−Tf ), 1)}, else.
(10)

Tf = α. φ

√
RLi(Δt).g(t), φ = 0.5 (11)

Moreover, the value of α, which enforces an acceptable reliability threshold for com-
puting trust, is estimated via Equation (12). Through α, one can distinguish between normal
conditions, mild abnormalities, and severe abnormalities based on the current reliability
values. Additionally, the function g(t) in Equation (13) modifies the reliability values to
regulate the rate at which trust changes over time, ensuring that trust increases gradually.
The terms (σ · c) and g(t) describe how trust changes over time, showing a quick drop at
first and then a slow recovery, as can be seen for various case study scenarios in the Results
section. Furthermore, the weighting factors (δ and ζ) can be adjusted to regulate the rate of
trust variation across behavioral segments, depending on the specific application.

α =

⎧⎨
⎩1, if : 0.5 < (RL f b

i )&(RLin
i ) < 1

0, otherwise.
(12)

g(t) = min{(1 − e−δ.t2
.ζ), 1} (13)

Hence, the main purpose of these formulations is to express reliability values in terms
of trust while controlling their dynamics under both normal and abnormal conditions,
ensuring that trust decreases sharply when needed but recovers gradually.

2.3. Trust-Aware Torque-Split Optimization

The primary function of the EDS is to deliver the required torque necessary to generate
the yaw moment commanded by the vehicle’s lateral stability control system. In Figure 2,
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Motors 1 and 2 represent the motor drives on the front-right and rear-right wheels, respectively,
while Motors 3 and 4 correspond to the front-left and rear-left motor drives. The total torque
demand (Trqdem) and speed demand are initially distributed between the right and left motors.
These distributed torque and speed values are then used to determine the torque-split ratio
(Trqsr) between the front and rear wheels, separately for the right and left sides. In this context,
Equation (14) illustrates how the torque is calculated for the right-side wheels.

Trq1 = Trqsr(Trqr
(dem)); Trq2 = 1 − Trq1 (14)

Trqr
(dem)

is the demanded torque for the right-sided wheels of the vehicle. The torque
for the two right wheels as a function of associated trust values [Ti,1(Δt) and Ti,2(Δt)]
is defined by Equations (15) and (16), where Δ ˆTrq1 and Δ ˆTrq2 represent the additional
torque required to achieve yaw moment (γ), as expressed in Equation (17). Here, Df and
Dr represent the distances from the vehicle’s center of mass to the front and rear axles,
respectively, Ld denotes the distance between the front and rear axles, and rw is the dynamic
tire radius.

Trq1 = Ti,1(Δt)
(
Trq1 − Δ ˆTrq1

)
(15)

Trq2 = Ti,2(Δt)
(
Trq2 − Δ ˆTrq2

)
(16)

Δ ˆTrq1 =
Df rw

(Df + Dr)Ld
γ; Δ ˆTrq2 =

Drrw

(Df + Dr)Ld
γ (17)

Based on the physical constraints, each xth motor (x = 1, 2) has associated maximum
(Trqx,max) and minimum (Trqx,min) torque limits, as shown in Equation (18). Similarly, the
torque for the left-side motors (x = 3, 4) can be estimated in the same manner.

Trqx =

⎧⎪⎨
⎪⎩

Trqx, if :< Trqx < Trqx,max}
Trqx,min, if : Trqx < Trqx,min

Trqx,max, else

(18)

Furthermore, interior permanent magnet synchronous motors (IPMSMs) are com-
monly chosen as traction motors in electric vehicles (EVs) due to their high power density
and smooth torque production. In this context, Figure 1 illustrates the IPMSM-based con-
figuration of a single EDS. Moreover, the dynamic mathematical model in [33] is utilized to
model the model-predictive current control-based IPMSM controller for EDS.

Figure 2. Application of trust-based evaluation on torque-split optimization.
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3. Real-Time Experimental Validation

The effectiveness of the proposed trust evaluation approach is validated using a real-
time simulation model of the EDS shown in Figure 1. This experimental setup aims to
illustrate the viability of the presented framework for real-time applications. The EDS with
ATM-based MPC is implemented in a MATLAB/Simulink environment integrated with a
real-time digital simulator, i.e., Opal-RT OP4510. The model is executed in RT-LAB with
real-time hardware synchronization. Moreover, the detailed implementation of EDS in
OPAL-RT is shown in Figure 3, where the power converter and IPMSM are simulated in
the FPGA solver with a sampling time of up to 210 ns , and the controller is implemented
in the CPU of OPAL-RT with a sampling rate of 25 μs.

Figure 3. Motor drive system with MPC-based control implementation on OPAL-RT testbed.

3.1. Trust Value Estimation

This study evaluates the effectiveness of the proposed trust estimation scheme for
an EDS under non-routine operating conditions, including open-circuit faults (OCFs) in
traction inverter power switches, current sensor faults, and cyberattacks, as detailed in
Table 2. These cyber and physical anomalies, discussed in [17,34], are selected due to their
prominence in existing research. The real-time effects of these anomalies on the electrical,
mechanical, and thermal parameters of the EDS are not reiterated here, as they have already
been thoroughly analyzed in [17]. The following subsections validate the proposed trust
evaluation framework in relation to these cyber and physical anomalies.

Table 2. CPAs considered for the proposed trust evaluation strategy.

Cases Category Description

I SS-OCF [17] OCF instigated in S4.
II SDS-OCF [17] OCF instigated in S3, S4.
III CDS-OCF [17] OCF instigated in S3, S6.
IV PDS-OCF [17] OCF instigated in S3, S5.
V Stuck fault [17] Stuck fault in phase-B current sensor.
VI Sensor OCF [17] OCF fault in phase-A current sensor.
VII Cyberattack [34] Targeting reference speed of EDS.
VIII Cyberattack [17] Targeting Phase B current. [mul = 2]
IX Cyberattack [17] Targeting Phases B, C currents. [mul = 2]
X Cyberattack [17] Targeting Phases A, B, C currents. [mul = 5]
XI Cyberattack [17] Targeting Phases A, B currents. [mul = −0.75]
XII Cyberattack [17] Targeting Phase A current. [mul = −1.2]
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3.1.1. Dynamics of Trust Value During Power Switch Faults

The OCF-based physical faults in the traction inverter of an EDS are classified into four
categories: single-switch (SS) OCF, series-double-switch (SDS) OCF, cross-double-switch
(CDS) OCF, and parallel-double-switch (PDS) OCF [17]. These faults are simulated by
permanently setting the gating signal of a specific power switch in the inverter to zero,
replicating the conditions of an OCF. In this section, one fault from each category—single
and double-switch—is introduced to observe the dynamics associated with reliability and
trust value computations using the proposed scheme.

In this context, the reliability is estimated using Equation (6), the weighted reliability
via Equation (7), and the trust values using Equation (10) for each OCF case study, as shown
in Figure 4. All values are normalized between 0 and 1. The reliability calculated using
Equation (6) remains above 0.8 unless an OCF occurs in the EDS. At the moment an OCF oc-
curs, the reliability drops sharply due to the event-driven assessment approach embedded
in Equation (6). However, this reliability measure does not consider the cumulative impact
of past negative interactions caused by CPAs. As a result, the reliability value returns
to its original level once the fault is removed. To address this, the weighted reliability
is computed using Equation (7), which incorporates a time-forgetting factor. This factor
prevents the reliability from immediately returning to 1 after the fault is cleared. Instead,
the reliability gradually recovers, reflecting the lingering impact of past negative events.
As a result, the time-forgetting factor ensures a more realistic and gradual restoration of
the reliability values over time. Furthermore, the trust values are estimated for each OCF
case, with the initial trust value set at 0.5, representing a baseline level of intermediate
trust in the EDS at the start. As the EDS operates under normal conditions, the trust value
gradually increases over time, reflecting the natural progression of trust in any system. In
the event of an OCF, the trust value decreases but subsequently recovers, gradually rising
back, based on the dynamics driven by the corresponding reliability values. Moreover, the
recovery time associated with each fault category after the fault is cleared varies in each
case, as shown in Figure 4, because it is influenced by the variance values highlighted in
Equation (9). Moreover, it is assumed that no negative historical interactions exist in this
case. As a result, the rates of change in reliability and trust are similar.

(a)

(b)

Figure 4. Cont.
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(c)

(d)

Figure 4. Trust evaluation dynamics during OCF-based physical faults: (a) SS-OCF [Case I],
(b) SDS-OCF [Case II], (c) CDS-OCF [Case III], (d) PDS-OCF [Case IV].

3.1.2. Dynamics of Trust Value During Sensor Faults

Two types of physical faults in the EDS current sensor are considered: stuck fault and
OCF. In the case of a stuck fault, where the phase-B current remains fixed at a constant
value, the corresponding impact on reliability and trust quantification is illustrated in
Figure 5a. Similarly, when the current sensor associated with phase-A fails and provides
zero current feedback to the EDS controller (OCF), the resulting variations in reliability and
trust are depicted in Figure 5b. It is evident that the recovery time is longer in the case of
an OCF fault due to the increased fluctuation in the stability values, and this behavior is
formulated using Equation (9).

(a)

(b)

Figure 5. Trust evaluation dynamics during sensor-based physical faults: (a) stuck fault [Case V],
(b) OCF [Case VI].
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3.1.3. Dynamics of Trust Value During Cyberattacks

This section analyzes the dynamics of trust values in the EDS under various cyber-
attacks affecting the reference input speed signal and feedback signals. Specifically, for
a cyberattack targeting the reference speed, the Pearson correlation coefficient (PCC) be-
tween the message sequence patterns of the input and feedback speed in the CAN bus, as
reported in [34], is shown in Figure 6a. The corresponding variations in the trust value of
the EDS, computed using Equation (10) and derived from the PCC values, are depicted
in Figure 6b. Notably, unlike other cases, attacks that manipulate the reference speed
do not increase the total harmonic distortion of the feedback three-phase current. As a
result, the impact of a gradual increase in trust is negligible, leading to a trust value that
closely follows the observed PCC variations, as shown in Figure 6b. Moreover, cases VIII
to XII examine cyberattacks that manipulate the 3-phase feedback current values from the
current sensor, thereby affecting the EDS controller. These attacks are formulated as de-
scribed in [17] and are further classified into positive and negative multiplier-based attacks.
Additionally, the reliability and trust values associated with these positive and negative
multiplier-based false data injection attacks on three-phase feedback current are illustrated
in Figures 7 and 8. Among these cases, case VIII exhibits the shortest trust recovery time,
as it involves tampering with only a single phase, whereas cases X and XII have the longest
trust recovery times, evaluated based on the number of behavioral segments.

(a)

(b)

Figure 6. Case VII: Trust evaluation dynamics during a cyberattack on reference speed. (a) Pearson
correlation coefficient [34], (b) trust value dynamics.

Hence, estimating the trust values using the proposed model-based scheme validates
its effectiveness, demonstrating its applicability to various types of CPAs. Consequently,
it can be utilized to monitor the operational status of the EDS, enabling its integration
into the torque-split optimization algorithm for real-time updates of the required torque
values. Additionally, the proposed scheme can serve as an anomaly detection mechanism.
However, implementing this functionality may require a dynamic threshold estimation
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scheme, which will be the focus of future work. Moreover, the comparison of contributions
between proposed and prior studies is highlighted in Table 3.

(a) (b)

(c)

Figure 7. Trust evaluation dynamics under positive multiplier-based cyberattacks: (a) Case VIII,
(b) Case IX, (c) Case X.

(a)

(b)

Figure 8. Trust evaluation dynamics under negative multiplier-based cyberattacks: (a) Case XI,
(b) Case XII.
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Table 3. Comparison of the proposed contributions with prior anomaly-detection studies.

Research
Methodology

CA Detection
OCF

Detection
SF Detection

Detection
Time (ms)

Accuracy (%)

[35] T NT NT – 92.10
[30] T NT NT 50.0 99.50
[36] NT T NT 40.0 88.53
[11] NT T T 20.0 98.83
[28] T NT NT 12.5 99.90
[37] T NT NT 10.0 90.00
[29] T NT NT 2.5 98.44

This work T T T 2.5 100
CA: Cyberattack. OCF: Open-Circuit Fault. SF: Sensor Fault. NT: Not Tested. T: Tested.

3.2. Impact of Trust Values on Torque-Split Optimization

To evaluate the impact of individual EDS trust values on torque-split optimization, a
vehicle model, as described in [38], is utilized. The drive cycle used for this vehicle model is
shown in Figure 9. Additionally, the optimized torque demands for each motor in a four-motor
drive system are presented in Figure 10. Under normal operation, when the trust values
exceed 0.8, each EDS is considered fully trustworthy based on its operational performance.
As a result, during this phase, the torque-split optimization algorithm operates normally.
The torque values associated with each motor (M1, M2, M3, and M4) during this normal
operation are shown as original torque values in Figure 10, corresponding to the drive cycle
illustrated in Figure 9. To investigate the impact of the previously calculated trust values,
it is assumed that EDS-1 and EDS-4 experience CPAs, which are detected by the proposed
trust evaluation framework. As a result, these trust values are input into the torque-split
optimization algorithm to reduce the torque demand from the affected EDSs, as they are under
stress due to the CPA event. Specifically, the trust values for EDS-1 and EDS-4 are reduced to
0.6 and 0.7, respectively. Consequently, the torque values for M1 and M4 are also reduced,
as shown by the updated torque in Figure 10. The average percentage difference between
the original and updated torque for M1 and M4 is 40% and 30%, respectively. Moreover,
Figure 11 illustrates the residual values obtained using the reference (Ire f

dq ) and measured (Im
dq)

current values. The results demonstrate that reducing the demanded torque during a CPA
event effectively minimizes system-level fluctuations, thereby mitigating the impact of CPA.
In this context, anomalies associated with physical faults, sensor faults, and cyberattacks are
considered in Figure 11 to validate this mitigation approach.

Figure 9. Drive cycle utilized for the vehicle model.
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Figure 10. Torque values corresponding to each electric motor in an EV.

Figure 11. Impact of ALO on system fluctuations during various CPAs: with ALO [red], without
ALO [blue].

Hence, this approach to reducing torque demand can mitigate the impact of CPAs on
system performance. By lowering the torque demand, the EDS reduces the current drawn
from the battery. As a result, the impact of the associated CPA on system performance is
lessened. This reduction in current not only minimizes the effect on the battery’s state of
charge (SoC) but also decreases the likelihood of further failures that may stem from the
initial CPA event.

4. Conclusions

The proposed trust evaluation framework for EDS monitors the reliability of the
controller’s input signals using EDA schemes, which are subsequently utilized to formulate
trust values. This scheme facilitates the detection of various CPAs and enhances the
resilience of EDS by continuously assessing and monitoring reliability. Furthermore,
integrating trust values with torque-split optimization serves as a mitigation strategy,
reducing the impact of anomalies on system-level fluctuations through ALO.

Various case studies involving open-circuit faults, sensor malfunctions, and cyber
threats validate the effectiveness of the proposed framework in identifying and mitigat-
ing these anomalies while demonstrating its applicability and versatility across different
scenarios. This approach can be further refined to distinguish between different types of
anomalies, thereby enabling precise localization. Moreover, the scale of disruption can be
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characterized based on its impact on the trust values. Moreover, since an electric vehicle
can be equipped with multiple EDSs, performing trust evaluation for each system enables
researchers to develop health monitoring applications and implement responsive control
strategies in the event of reliability degradation in any individual EDS.

Additionally, the integration of the proposed scheme with torque split optimization
can be further enhanced for different realistic driving conditions while further incorporating
vehicle dynamics, which will be the focus of our future work.
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Abstract: With the ever-growing reliance on digital communication networks in microgrids
equipped with digital control systems and highly distributed energy resources, the threat
of cyberattacks is more present than ever. Therefore, a robust cybersecurity response frame-
work could be in place to secure smart grids, including microgrids, against cyberattacks.
Adaptive protection systems, which are crucial for microgrid reliability and resilience, are
also vulnerable. On the other hand, multi-agent systems are often employed in microgrid
adaptive protection, providing a decentralized and cooperative framework where intelli-
gent agents can monitor system conditions, exchange information, and detect anomalies.
Many researchers in the literature have focused on addressing microgrid protection with
multi-agent systems against physical faults in scenarios with various degrees of distributed
energy resource penetration. Other research efforts have leveraged multi-agent systems, as
well as technologies such as artificial intelligence, machine learning, advanced encryption,
and authentication, to enhance the capabilities of microgrids for maintaining resilient
operation under cyberattacks. However, both physical and cybersecurity anomalies have
rarely been tackled in the same scheme. This paper aims to provide a systematic review
of the use of cybersecurity strategies for multi-agent-based adaptive protection schemes.
From the results of this study, it was found that most research efforts do not address micro-
grid protection with an integrated approach, considering both physical and cybersecurity
threats, as well as the application of established industry communication and cybersecurity
standards. All of this, while maintaining scalability and performance, is crucial.

Keywords: microgrid; multi-agent; adaptive protection; cybersecurity

1. Introduction

Microgrids (MGs) are localized groups of power sources and loads that can operate
in connection with the primary power grid or independently in an ‘islanded’ mode. They
integrate various distributed energy resources (DERs) such as solar panels, wind turbines,
and battery storage systems [1,2]. A key feature of alternating current (AC) microgrids is their
ability to operate autonomously, which enhances resilience against power outages and natural
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disasters. This autonomy in MGs is achieved through a hierarchical control structure that
includes primary, secondary, and tertiary controls [3,4]. Microgrids enhance the operational
flexibility and resilience of power systems by enabling the integration of renewable energy
sources and allowing for self-sustained operation during grid failures [1,2]. Microgrids
support the global shift towards sustainable and clean energy by integrating renewable
energy sources, thereby reducing the carbon footprint associated with power generation [1].
They provide energy independence and increased robustness against long-lasting outages,
which is particularly beneficial for critical facilities like military installations [1].

Despite their advantages, conventional protection techniques for microgrids cannot
cope with the dynamic nature of microgrid operations and the increasing number of
DERs and features of smart grids, exposing the limitations of these more static protection
designs [5]. Various researchers have proposed adaptive protection relay strategies that
dynamically adjust protection settings in response to changes in the microgrid’s operational
conditions. This is crucial for maintaining reliability and stability, particularly given the
variability introduced by distributed generation sources such as solar and wind [6,7].
An approach presented by various authors is adaptive protection based on multi-agent
systems (MASs). In this method, either software or hardware agents continuously monitor
the microgrid’s status and adjust relay settings accordingly. This ensures that protection
schemes remain effective under varying operational conditions, such as changes in load
or generation [6,8]. An MAS applies advanced communication protocols, such as IEC
61850 GOOSE [9], based on Ethernet and standard communication protocols used for high-
speed and high-priority communication, to facilitate fast and reliable data exchange among
agents [10–12]. This ensures coordinated protection actions and enhances the system’s
responsiveness to faults and network changes, while reducing dependency on a central
control unit and improving the system’s resilience and flexibility [8,13].

The cybersecurity landscape for microgrids has become increasingly complex. The
2025 ERO Reliability Risk Priorities Report by North American Electric Reliability Corpo-
ration (NERC) emphasizes that rapid infrastructure growth and digitization—including
information technology (IT) and operational technology (OT) convergence, cloud-based
technology reliance, artificial intelligence (AI) emergence, and dispersed management sys-
tems such as DER aggregators and Internet of Things (IoT) devices—significantly expand
the cyberattack surface for MGs [14]. The report projects a 30% growth in electrical demand
by 2050.

Inverter-based resources (IBRs) and DERs represent as much as 90% of new generation
capacity added annually [14]. However, they rely heavily on information and communica-
tion technologies (ICTs), transforming these systems into complex cyber-physical energy
systems (CPESs) that are inherently vulnerable to cyber threats [15]. Critical components,
including smart meters, digital metering devices, advanced metering infrastructure (AMI),
phasor measurement units (PMUs), and industrial electronic devices (IEDs), represent
vulnerabilities when inadequately protected [15]. These distributed components constantly
communicate with control centers through multiple channels, increasing the probability
of cyberattacks.

Consequently, despite their operational advantages, microgrids and MAS-based adap-
tive protection schemes face significant cybersecurity challenges due to their communi-
cation dependencies. These threats can target both control and communication entities,
making microgrids susceptible to attacks such as false data injection (FDI) and denial-
of-service (DoS) [12,16]. The absence of centralized DER monitoring, combined with the
widespread adoption of inverter-based DERs and software-intensive ICT infrastructure,
further complicates the cybersecurity landscape [17]. Addressing these multifaceted chal-
lenges is crucial for maintaining the integrity of modern power systems [15,18]. The NERC
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reports that 69% of online threats evaluated by its Electricity Information Sharing and
Analysis Center (E-ISAC) aim to sabotage the power grid. Therefore, given the increasing
number of cyber threats, there is an urgent need to develop strategies for the resilient
management of microgrids. This includes proactive and comprehensive responses to
cyberattacks, ensuring reliable operation [15].

This paper aims to provide a systematic review of the challenges, current advances,
and future trends in cybersecurity strategies for MG MAS-based adaptive protection
schemes, as well as the technologies used to develop them. The main contributions are as
follows:

(i) A synthesis and critical evaluation of existing cybersecurity approaches for MAS-
based adaptive protection in microgrids.

(ii) An identification of the research gaps and a proposal for future research directions.

The remainder of this paper is organized as follows. Section 2 discusses the applied
methodology. Section 3 provides an overview of AC microgrids and MAS-based adaptive
protection. In Section 4, the cybersecurity threats to MAS-based adaptive protection in
AC microgrids are described, followed by a more specific discussion on existing solu-
tions and current research for securing MASs in adaptive protection in Section 5. Finally,
Sections 6 and 7 conclude this review by presenting the conclusions and outlining future
research directions, respectively.

2. Methodology

A detailed search was conducted on four principal scholarly databases: Scopus, IEEE,
Web of Science, and Google Scholar. MAS-based adaptive protection schemes and cyber-
security in the literature from the last five years were selected, while some foundational
works were also included from earlier periods. A structured combination of keywords
was employed, including “microgrid,” “smart grid,” “adaptive protection,” “multi-agent
systems,” “cybersecurity,” and “cyber-attacks.” The data collected was subjected to a crit-
ical analysis, resulting in the conclusions presented at the end of this review. Initially,
the authors analyzed the contributions of the relevant works, and subsequently, the most
recent primary research papers on each subtopic were identified and subjected to the same
analysis strategy. Figure 1 presents a conceptual diagram of the methodology followed.

Figure 1. Methodology.

3. Overview of AC Microgrids and MAS-Based Adaptive Protection

3.1. Structure and Components of AC Microgrids

AC microgrids are localized power systems that integrate various DERs, energy
storage systems (ESSs), loads, and control units. They can operate in both grid-connected
and islanded modes, providing flexibility and reliability in power supply.
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Several key components comprise the fundamental structure of a microgrid. The
first are distributed generation (DG) units. These can be from renewables such as solar
panels, wind turbines, and other renewable energy sources connected to the AC grid via
inverters [19,20], but can also come from non-renewable sources, such as diesel generators
and other conventional power sources, which can also be part of the DG units, directly con-
nected to the AC bus [19]. Another component can be energy storage systems (ESSs). These
can include lithium-ion batteries, lead-acid batteries, sodium-based batteries, vanadium
redox flow batteries, and hydrogen storage systems [21]. ESSs are typically connected to
the local AC bus through direct current (DC)-to-AC converters with inductance capaci-
tance (LC) filters to ensure stable voltage and power quality [22]. Loads are considered
part of the component lineup within microgrids. These can be residential, commercial, or
industrial loads that the microgrid serves. Loads can vary in their power requirements
and operational characteristics [23,24]. Subsequently, we have control units, which manage
the immediate power balance and voltage/frequency regulation within the microgrid.
This includes inverter control for renewable sources and synchronization mechanisms for
grid connections [19,25]. These units ensure long-term stability and optimal operation by
dispatching energy sources according to predefined setpoints and participation factors [25].

A microgrid operates in two primary modes: grid-connected and islanded modes. In
grid-connected mode, the microgrid operates in synchronization with the primary grid,
allowing for power exchange and enhanced overall grid stability [19]. In islanded mode,
the microgrid operates independently from the primary grid, relying on its internal DG
units and ESS to maintain power supply [19,26]. A synchronization process is required to
ensure smooth transitions between these modes to prevent large power flows and potential
damage to loads [19].

AC MGs are complex systems that integrate various components and require sophis-
ticated control strategies to ensure reliable and efficient operation. The combination of
renewable and non-renewable energy sources, along with advanced energy storage and
control systems, makes them a versatile solution for modern power needs. Figure 2 shows
an MG system with the point of common coupling (PCC) with the grid, protection relays,
circuit breakers (CBs), and DER, as well as the agents of an MAS.

Networked microgrids face a multitude of general challenges, primarily stemming
from their dynamic nature and the integration of diverse distributed energy resources
(DERs). A central issue is the dynamic and complex operating conditions introduced by
the intermittent and fluctuating output of renewable energy sources, leading to difficulties
in system stability and protection [5]. This is further complicated by sophisticated and
dynamic microgrid topologies that frequently change, coupled with bidirectional power
flow. This renders conventional unidirectional protection schemes inadequate and can
cause issues like unwanted tripping or protection blinding [27]. Finally, the growing
intelligence and connectivity of microgrid components directly expose them to an increasing
landscape of cyber-physical security threats, making robust cybersecurity measures and
data security paramount for seamless and secure operation [27,28].
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Figure 2. MG structure with local components and agents.

3.2. MAS in MG Protection and Cybersecurity

Microgrids face unique challenges due to their ability to operate in both grid-connected
and islanded modes. This dual-mode operation requires significant reconfiguration of
electrical protections to maintain selectivity and reliability, as fault conditions can change
drastically between modes [15]. Additionally, inverter-based distributed generators in
microgrids often provide low short-circuit currents, making fault detection challenging [29].
Consequently, adaptive protection has the objective of dynamically adjusting protection
settings in response to changing conditions within a microgrid, isolating faults quickly
and efficiently, thereby minimizing the impact on the rest of the network. This approach
ensures that protection schemes remain effective under varying operational scenarios, such
as transitioning between grid-connected and islanded modes [15,30].

Adaptive protection plays a vital role in enhancing the cyber resilience of microgrids.
By dynamically adjusting to operational changes and potential cyber threats, adaptive
protection helps maintain reliable operation even in the face of unforeseen incidents [31].
Multi-agent systems (MASs) are an effective method for implementing adaptive protection
schemes, particularly in a decentralized structure, offering advantages such as higher speed,
reliability, and scalability compared to centralized approaches [32,33]. In multiple research
papers, the focus of applying MAS has been to enhance the accuracy of fault detection
and location [7,8,33–36]. They coordinate the operation of relays and circuit breakers to
ensure effective fault isolation, which is crucial for adaptive protection schemes [37–39].
The MAS-based protection system utilizes intelligent electronic devices (IEDs) as agents.
Agents in the MAS collect real-time data on current and voltage from the distribution
system [34]. These agents possess capabilities such as communication, decision-making,
and data processing, which are essential for adaptive protection in microgrids [39].

An MAS fundamentally relies on the communication infrastructure for its operation
and effectiveness [5,13]. The communication infrastructure enables agents, regardless of
their organization into layers or zones, to communicate and cooperate with their envi-
ronment [10,40]. Communication protocols, such as IEC 61850 (which includes GOOSE
technology), are frequently employed to facilitate high-speed and secure data transmission
between intelligent electronic devices (IEDs) that act as agents [10,41]. Whether structured
hierarchically or on a peer-to-peer basis, reliable and fast communication is deemed essen-
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tial for effective MAS operation in real-time power system applications [42,43]. Therefore,
dependable and fast communication is deemed a critical enabling factor for effective MAS
operation in real-time power system applications [44,45]. A consolidated comparison of
the reviewed approaches is presented in Table 1 below.

Table 1. Summary of recent MAS-based approaches to adaptive protection.

Ref. VLD CMP CSCAD

[46] JADE ACL •
[47] MATLAB/Simulink • •

[48] DIgSILENT MATLAB • Eliminates communication dependency
between agents for fault isolation

[49] PSCAD/EMTD • •

[41] ETAP
OPAL-RT

IEC 60870 [50]
/Modbus •

[39] MATLAB/Simulink
JADE TCP/IP Protection against physical faults and

cyberattack detection

[40] MATLAB/Simulink IEC 61850
Reducing telecommunication risk and

minimizing time delay for single-event faults
by using offline calculations

[42] MATLAB
JADE Binary data exchange between agents

Enhances robustness against cyberattacks and
one-point failures by operating in a fully

distributed manner

[36] PSCAD/EMTDC JADE FIPA
Reduces the risk of communication failures

and delays by having a backup offline
protection strategy

[10] ETAP IEC 61850 •

[51] ETAP
MATLAB IEC 61850

Self-healing scheme that adapts based on
virtual local area network (VLAN)

segmentation and communication mapping

[38] Not detailed • •

[44] JADE
MATLAB Blockchain for information exchange •

[52] Simulink
AnyLogic • •

[53] ETAP IEC 61850 •
[7] MATLAB • •

[54] RSCAD
JADE • •

[55] MATLAB • •
[56] MATLAB IEC 61850 •

Legend: CMP = Communication protocols, CSCAD = Cybersecurity-related challenges addressed, VLD = Valida-
tion method, ACL = Agent communication language, • = Unclear or not addressed.

An MAS also plays a role in enhancing cybersecurity by monitoring cyberattacks
and implementing countermeasures, thereby maintaining the integrity and reliability of
the protection system [39,57,58]. Khatana et al. [59] developed a distributed malicious
agent detection scheme to enable honest DERs to detect and isolate the communication
links of maliciously behaving DERs in their neighborhood during distributed power al-
location. This approach represents a novel method for intruder detection and isolation;
however, its robustness needs to be validated under a broader range of attack scenarios.
Karanfil et al. [60] introduced a security monitoring platform based on the IEC 62351-
7:2017 standard [61] for network and system management (NSM). This represents the first
implementation of a microgrid-specific security monitoring solution using the IEC NSM
framework for real-time cyberattack detection—additionally, Roy et al. [62] designed a ma-
chine learning-based MAS framework incorporating a Master Agent (MA) for cyberattack
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detection and Slave Agents (SAs) for localized mitigation. Detection is conducted centrally
via a one-class classifier (OCC) trained on secure data. At the same time, mitigation is
managed in a decentralized fashion using Support Vector Regression (SVR) models in-
formed by local measurements. The system targets previously unseen attacks in automatic
generation control (AGC) and high-voltage direct current (HVDC) systems. Albarakati
et al. [39] proposed an MAS-based adaptive protection mechanism for cyberattack detection
and fault response in distribution networks. The framework enables fault location, line
isolation, system reconfiguration, and differentiation between cyber-induced and natural
faults, thus reducing relay malfunctions and improving reliability.

In addition to detection, an MAS can autonomously mitigate attacks by leveraging dis-
tributed response mechanisms. Al-dulaimi et al. [63] introduced a data-driven cooperative
stochastic control system for islanded AC microgrids, featuring a lightweight prevention
model to mitigate false data injection (FDI) and a communication-based controller. The pro-
posed system enhances performance in frequency restoration and power sharing in sparse
networks, while also reducing reliance on centralized control schemes that are vulnerable
to compromise. A cybersecure distributed secondary control strategy for inverter-based is-
landed microgrids was introduced by Bidram et al. [16]. The approach utilizes the Weighted
Mean Subsequence Reduced (WMSR) algorithm to eliminate corrupted information from
compromised agents, leveraging time-varying communication graphs to enhance security
without relying on static assumptions.

Both detection and mitigation can also be combined. Hu et al. [64] presented a decen-
tralized consensus decision-making (DCDM) approach leveraging blockchain technologies
for cybersecurity protection in multi-microgrid (MMG) systems. This design eliminates the
need for a central authority, thereby addressing the single point of failure (SPoF) challenge
inherent in centralized architectures. Zhou et al. [65] proposed a hierarchical MAS-based
detection and mitigation (MHDM) scheme with three layers of rule-based anomaly detec-
tion. This structure enables the classification of operational states using cyber-physical and
fault-specific data, enhancing the detection of diverse cyberattack vectors. Choi et al. [66]
developed an MAS-based cyberattack detection and mitigation framework for distribu-
tion automation systems (DASs). The system employs message authentication for data
integrity and validates control commands using power system domain knowledge, ef-
fectively distinguishing cyberattacks from physical faults by leveraging both cyber and
physical characteristics.

An MAS can also support cybersecurity risk management by enabling trust-based
decision frameworks. Boakye-Boateng et al. [67] proposed a trust management system
where substation risk posture is computed based on trust scores from intelligent electronic
devices (IEDs) and supervisory control and data acquisition (SCADA) human–machine
interfaces (HMIs). This system enables the dynamic assessment of security states based on
device behavior over time.

To strengthen the cyber-resilience of microgrid systems, MAS-based frameworks can
be focused on adapting control schemes under adversarial conditions. Wang et al. [68]
proposed a cooperative control strategy for bidirectional interlinking converters (BICs) in
networked AC/DC microgrids. The method uses adaptive control to coordinate agents’
responses during false signal injection attacks. It is resilient to node compromises that may
be undetectable by traditional intrusion detection systems. Abianeh et al. [69] developed a
multi-agent deep reinforcement learning (RL) approach for cybersecurity in DC microgrids.
This framework automatically identifies weaknesses in conventional detection methods
and generates stealthy FDI attacks, enabling a more robust vulnerability analysis and
offering a novel complementary detection mechanism for the secondary control layer.
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In summary, MAS frameworks offer significant benefits for microgrid cybersecurity,
including enhanced reliability, scalability, autonomy, flexibility, and resilience [16,65,70]. Table 2
provides a comparative overview of the reviewed MAS-based MG cybersecurity approaches.

Table 2. Overview of MAS-based MG cybersecurity approaches.

Ref. Contribution CStd FC ATT EU Key Tools CSCAD

[59] Distributed detection for malicious DER • DT FDI • OPAL-RT, UDP − Detecting and isolating malicious DER;
deviant behavior

[63] Integrates distributed stochastic control and
intelligent secondary frequency control • MT FDI, DoS • MATLAB − Cyberattacks on communication links and

local controls

[67] MAS-based trust management system for
substation risk • DT DoS • Docker, Python, JADE,

Modbus TCP/IP
− Protocol-based attacks on IEDs and

SCADA HMIs

[60] Hybrid rule-based and ML anomaly detection IEC 62351 DT MitM OPAL-RT, IEC 61850 IEC-104 [9,50] − Cyberattack detection via a security
monitoring platform with ML

[69] Multi-agent deep RL for vulnerability ID and
detection of FDI attacks • ID FDI • MATLAB/Simulink, dSPACE

− Maintaining stealth under compromised
links; overcoming detection failure for
stealthy FDIs

[62] ML-based MAS for unseen data integrity and
availability attacks • DT FDI • Unspecified

− Detecting and neutralizing unseen
cyberattacks; detection using only secured
training data

[39] MAS for fault location, isolation,
reconfiguration, and cyberattack detection • DT FDI • MATLAB/Simulink, TCP/IP, JADE − Protection against physical faults and

cyberattack detection

[64] Decentralized consensus decision-making
(DCDM) with blockchain for cybersecurity • DM • BLK Blockchain − Timely mitigation of cyberattack risks;

decentralized consensus

[68] Distributed resilient control for BICs in
AC/DC microgrids • CO FDI • MATLAB/Simulink

OPC-UA

− Managing coordinated node attacks;
resilient control not reliant on prompt
detection/isolation

[65] Three-level hierarchical MAS for detecting and
mitigating cyberattacks/physical faults • DM LAN

MitMDoS • MATLAB/Simulink,
TCP/IP, JADE

− Detecting and mitigating cyberattacks;
distinguishing from physical faults

[16] Secure intrusion mitigation for microgrid
distributed control systems • MT FDI • MATLAB/Simulink

− Secure intrusion mitigation; ensuring
connectivity under attack; restoring
frequency/voltage

[66] MAS for cybersecurity-enhanced DAS with
anomaly detection/mitigation IEC 62351 DM MitM

DoS MATLAB, IEC 61850
− Detecting and dealing with cyberattacks in

distribution system; maintaining resiliency
during outage

Legend: CStd = Cybersecurity standard, ATT = Attack, EU = Encryption and authentication, FC = Focus,
CSCAD = Cybersecurity-Related Challenges Addressed, DT = Detection, CO = Coordination, MT = Mitigation,
ID = Identification, BLK = Blockchain, MitM = Man in the middle, FDI = False data injection, DoS = Deniel of
service, • = Unclear, = Applied.

4. Cybersecurity Threats in AC Microgrids

4.1. Cyber Threats in Power Systems

With increased dependence on communication in microgrid management, cyberat-
tacks pose a more prevalent threat. Most studies provide simulations, models, or tax-
onomies rather than empirical breakdowns of the various types of cyberattacks. As a
result, precise counts or percentage shares of malware, DDoS, and FDIA, among others,
across real-world power systems and microgrids are not systematically reported in the
reviewed literature. Nonetheless, in the literature, it has been found that power systems,
such as microgrids, can be subjected to multiple identified attack strategies that exploit
their vulnerabilities.

A significant vulnerability of cyber-physical systems like microgrids and smart grids
stems from the heavy dependency on communication infrastructure for real-time moni-
toring, protection, and operational interoperability, which makes these systems prone to
attacks that manipulate data or disrupt physical systems [28]. Key vulnerable components
include intelligent electronic devices (IEDs) such as sensors, gateways, smart meters, and
smart relays, which attackers can infiltrate with malware or access physically/remotely
to send false commands, statuses, or inaccurate measurements [28,71]. The inherent inter-
dependence of cyber and physical systems means that cyberattacks can trigger physical
damage, such as component overloading, fires, and blackouts, and physical disruptions
can, in turn, create new cyber vulnerabilities. These interconnected vulnerabilities pave
the way for sophisticated coordinated cyber-physical attacks, such as coordinated FDI
against communication links or Electrical Internet of Things (EIoT) botnet attacks, which
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can cause widespread frequency instability, cascading failures, and significant operational
and economic impacts across the grid [72].

Building upon the classification framework of [73], this section adopts a taxonomy-
driven structure to categorize these threats, aligning them with their attack vectors, targeted
layers, and potential impacts on microgrid operations [73], providing a foundation for the
following subsections. Figure 3 illustrates the taxonomy of cyberattacks on microgrids with
MAS-based adaptive protection.

 

Data integrity

Infrastructure

Coordinated

Zero day/APT

Human Microgrid

Physical power

Device/IED

Communication

MAS/Agent layer

Substation autiomation

Human processes

Cybersecurity threats Microgrid layers

Figure 3. Taxonomy of cyberattacks in microgrids with MAS-based adaptive protection.

4.1.1. Data Integrity Attacks

In data integrity attacks, there is a malicious attempt to alter the data used for critical
functions within the power system, such as false data injection (FDI) and data manipulation
attacks. These attacks attempt to inject misleading data into the system, or modify it,
which can corrupt the decision-making processes of control systems. FDI can lead to
incorrect operational responses, potentially causing instability in power delivery and
system failures [60,74].

4.1.2. Infrastructure and Communication Attacks

Infrastructure attacks try to exploit weaknesses in the hardware, software, and commu-
nication infrastructure connecting digital measuring devices and communication protocols,
which can lead to unauthorized access and control over the power systems [15,75], includ-
ing central control and monitoring systems, and often take the form of denial-of-service
(DoS) attacks. In DoS attacks, the aim is to disrupt the availability of services by over-
whelming the communication channels or control systems. This can prevent legitimate
users from accessing critical services, leading to operational disruptions in power sys-
tems [60,75]. Another form is in which an attacker discreetly intercepts and manipulates
communication between two legitimate parties or systems while remaining unnoticed,
called a man-in-the-middle (MitM) attack [76]. These cyber threats can also target DERs,
compromising their control systems and leading to cascading failures and power outages.
These attacks exploit vulnerabilities in the communication networks that connect the DER
to the microgrid [15,60].

4.1.3. Human-Focused Threats

Ransomware attacks can target critical infrastructure, such as pipelines and power
grids, locking operators out of their systems until a ransom is paid. This type of attack, in
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which the human factor is involved, can halt operations and cause significant economic
losses [16,75]. Additionally, employees or contractors with access to sensitive systems can
intentionally or unintentionally cause harm. Insider threats can lead to data breaches or
sabotage, making them a significant concern for power system security [75].

4.1.4. Coordinated and Multi-Stage Attacks

Coordinated attacks are simultaneous, sophisticated, and potentially stealthy cyberat-
tacks implemented at multiple nodes in a networked MG system [77]. Coordinated attacks
on all nodes present a significant challenge for traditional detection and isolation-based
countermeasures [68]. These may come in the form of replicating device readings (replay
attack) or constructing an FDI attack vector (optimized attack) to mask a physical attack
on the power system, designed to neutralize the physical attack’s impact on measurement
residuals and go undetected, or a series of coordinated and interconnected attack stages
(multi-stage attack), often combining cyber and physical components [73].

4.1.5. Zero-Day and Advanced Persistent Threats (APTs)

Cyber-physical systems are often found to be vulnerable to unseen or unknown threats
and exploited by what is called a zero-day attack. This is a type of cyberattack for which
knowledge-based detection strategies are ineffective [58]. The primary reason for this
ineffectiveness is that such strategies rely on an up-to-date database of each known attack
vector. Since a zero-day attack is novel and previously unseen, an existing database would
not contain information about its specific attack vector, rendering these traditional detection
methods useless.

By means of advanced tactics, stealthy techniques, and persistent focus on specific
targets, advanced persistent threats (APT) can infiltrate MASs over time, gathering intelli-
gence and eventually disrupting the coordination and decision-making processes critical
for adaptive protection in power systems [76].

4.2. Impact of Cyberattacks on MAS-Based Adaptive Protection in Microgrids

MAS-based schemes rely on communication networks to coordinate and execute
protection strategies. Cyberattacks can target these networks to introduce delays or alter
data, leading to incorrect fault detection and isolation, thereby compromising the adaptive
protection mechanism [39]. Moreover, the interconnected nature of hybrid AC-DC micro-
grids means that an attack on one sub-grid could have repercussions on the entire system.
For instance, an attack affecting the AC sub-grid’s frequency stability might harm the DC
side’s battery voltage stability, leading to system-wide instability [1].

By manipulating data integrity, FDI attacks work by data injections that can manip-
ulate the data exchanged between agents in MASs, leading to false fault detection or
mis-operation of protection devices. This can disrupt the adaptive protection strategies
designed to respond to real-time grid conditions [60]. Subsequently, this results in voltage
and frequency instability, potentially causing cascading failures and power outages in AC
microgrids [16,78]. Additionally, denial-of-service (DoS) attacks overwhelm the commu-
nication channels used by MASs. These DoS attacks can prevent timely data exchange
and decision-making, hindering the system’s ability to adapt to changing conditions and
effectively protect the grid [79].

Attacks targeting communication networks can delay or block data exchange between
components, such as those used in multi-agent systems (MASs), which are crucial for adap-
tive protection [17]. This disruption can prevent timely decision-making and coordination,
affecting the overall stability and reliability of the system. Individuals with access to these
MAS components can intentionally disrupt operations by altering configurations or inject-
ing malicious code, thereby affecting the system’s adaptive protection capabilities [79,80].
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Additionally, MASs in power systems rely on software for developing algorithms for
decision-making and coordination. Taking advantage of this fact, cyberattacks targeting
software vulnerabilities can compromise agent functionality, leading to incorrect protection
actions or failure to respond to faults [77,79].

Table 3 summarizes the impact of cyberattacks on the MAS-based protection of mi-
crogrids, categorizing these attacks across system layers and highlighting representative
techniques and their objectives.

Table 3. Crosswalk of cyberattacks and their impact on MAS adaptive protection.

Ref. Attack Type Target Layer Example Impact on MAS

[60,74,78] Data Integrity (FDI) MAS/Agent, Comm. False measurement injection False fault detection,
mis-tripping

[60,75,79] DoS Comm. Network, MAS Flooding IEC 61850 GOOSE Delayed/failed
adaptive response

[76,80] MitM Comm. Network Altered relay settings Hidden miscoordination

[75,80] Insider Threat MAS Software, Ops. Config. sabotage Loss of coordination

[58,76,77] APT/Zero-Day All layers Persistent infiltration Long-term disruption of MAS

5. Existing Solutions

MGs’ increasing integration of digital control systems, communication networks,
and DERs makes them highly susceptible to various cyber threats. Existing solutions,
encompassing prevention, detection, isolation, and resilient control, are essential for the
effective management and secure operation of microgrids. The most noteworthy strategies
found in the literature are presented in the subsequent subsections.

5.1. Cybersecurity Standards in Power Systems

Embracing structured cybersecurity standards is at the forefront of a secured mi-
crogrid, providing a general framework for developing, deploying, and managing cy-
bersecurity best practices fitted to the unique needs of microgrids [81,82]. On this note,
several standards and frameworks are highlighted in the literature as being relevant to
microgrid cybersecurity.

The NERC CIP standards provide a foundational and broad framework for the overall
cybersecurity and resilience of the bulk power system against various forms of cyber threats
and attacks by focusing on robust security practices and incident management [76]. The
NERC CIP standards, while mandatory for bulk electric system entities, are often criticized
for their compliance-heavy focus, extensive documentation requirements, and limited
agility in adapting to emerging threats [12,83].

IEC 62351 is a primary security-related international standard that specifies measures
for ensuring end-to-end security in power systems, enhancing IEC 61850 and IEC 60870
communication standards. It is applicable in defending against breaches in confidentiality,
system availability, data integrity attacks, unauthorized access, and network vulnera-
bilities [84]. The IEC 62443 [85] framework focuses on risk assessment and mitigation,
providing guidelines covering security levels and system requirements crucial for main-
taining operational continuity in smart grids [81,86]. The primary challenge identified with
IEC 62443 relates to justifying its adoption when other standards are already in place [83].

ISO/IEC 27000 [87] outlines the requirements for establishing, employing, and main-
taining an information security management system (ISMS) [81,88]. This standard is
particularly relevant for ensuring security during potential data integrity attacks. However,
these standards are often IT-centric, requiring significant tailoring to accommodate the
real-time, safety-critical constraints of OT environments [83,88].
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The NIST standard provides technical guidance to develop effective wide cybersecu-
rity strategies in the United States (U.S.), including for Smart Grid applications regarding
information systems, SCADA and industrial automation systems, IoT devices, and cryp-
tographic security with the NIST SP 800 Series [76]. Additionally, NISTIR 7628 provides
high-level requirements for cybersecurity and definitions of the logical interfaces of DER
systems. The main challenge with NIST is that its IT-centric security controls, such as
automatic account disabling, often cannot be directly applied to Operational Technology
(OT) devices due to their lack of inherent automatic functionality, necessitating manual
processes or compensating controls.

The IEEE is a leading professional organization dedicated to advancing technology,
and it develops numerous standards for power and energy systems. The IEEE 2030 [89]
Series covers MG, smart grid (SG), and battery energy storage system (BESS) interoper-
ability and cybersecurity [84,90]. IEEE 1686 [91] defines the cybersecurity capabilities of
intelligent electronic devices (IEDs) used in electric power systems [84]. Cybersecurity
in DER is managed by IEEE 1547.3 [92], while the security of electric power substations
in smart grids is addressed by the IEEE 1402 and IEEE C37.240 standards [93,94]. The
challenges associated with IEEE standards for microgrids include fragmented coverage,
where existing regional codes may have apparent gaps in technical specifications for inter-
connection and interoperability with distributed generation, leading to reliance on multiple
IEEE standards with varying relevance that can quickly become outdated by emerging
control technologies [12]. Additionally, minor regional electrical parameter differences
and distinct environmental conditions further complicate the effective implementation
of these universal standards, requiring careful adaptation for local microgrid protection
and operation [95].

Table 4 presents a summary with the primary focus of each standard, as well as its
main limitations in the context of microgrids.

Table 4. Summary of cybersecurity-related standards for power systems.

Ref. Standard Focus/Use Key Limitations

[12] NERC CIP
Widely used in power utilities to
identify cyber vulnerabilities and

recommend protections

Manual, costly compliance; not tailored
for microgrids or modern communication

tech like Wireless Sensor
Networks (WSNs)

[96] IEC 62351 Enhances IEC 61850 with security for
communication/data transfer

Optional use; introduces latency; lacks key
management; vulnerable to replay, DoS,

Simple Network Time Protocol
(SNTP) attacks

[88] ISO/IEC 27000-series ISMS framework, widely used in
information security governance

Limited technical controls; less adaptable
to resource-constrained devices;

variable implementation

[81,97,98] NIST Cybersecurity Framework Flexible framework for critical
infrastructure protection

IT centric; voluntary adoption; incomplete
mapping to other standards; limited smart

grid specificity

[12] IEEE Standards Technical protocols and cybersecurity
for DER, IEDs, and substation systems

Fragmented coverage; multiple standards
with varying relevance to
microgrid-scale protection

The implementation of these standards in power systems faces persistent challenges
that span regulatory, technical, and operational domains. These challenges are amplified
by the complex and evolving nature of standards, the unique requirements of operational
technology, and the dynamic threat landscape confronting modern grids [14,83]. Table 5
consolidates the primary barriers identified in recent literature, highlighting issues such as
the proliferation of overlapping standards, interoperability limitations, insufficient domain-
specific guidance, and the difficulty of integrating legacy infrastructure. By summarizing
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these challenges, the table provides a structured foundation for understanding where
current standards fall short and where future efforts should focus to ensure robust, effective
cybersecurity for critical energy systems.

Table 5. Key challenges in implementing cybersecurity standards in power systems.

Challenge Description

Complexity of Standards
- Proliferation of evolving, and sometimes conflicting,

standards across jurisdictions complicates
implementation.

Interoperability Issues
- Inconsistent requirements and interpretations hinder

seamless integration of multi-vendor systems.

Domain-Specific Gaps
- Generic guidelines often fail to address the unique

operational constraints of OT environments.

Resource Constraints
- Limited technical expertise, funding, and time restrict

comprehensive deployment, particularly in smaller
utilities.

Compliance vs. Effectiveness
- Emphasis on regulatory compliance may overshadow

the pursuit of genuine security robustness.

Evolving Threat Landscape
- The rapid evolution of attack techniques frequently

outpaces the update cycles of standards.

Testing and Validation
- Absence of standardized testbeds and validation

methodologies limits assurance of effectiveness.

Legacy System Integration
- Inability of aging infrastructure to meet modern security

requirements leads to partial or insecure adaptations.

5.2. Encryption in MAS-Based Microgrids

Cryptography is one of the most popular and widely used security mechanisms,
with a history dating back to the history of written language itself. The approach is to
develop mathematical methods for encoding information into ciphers to protect it from
unauthorized access, which could be potentially hostile. Therefore, encryption of sensitive
data is one of the first and most effective steps toward countering threats such as MitM
and FDI attacks, unauthorized access to malicious agents, agent log modification, and
provenance attacks. In this last one, a mobile agent’s itinerary details are disclosed to
an adversary [58].

In multi-agent-based microgrids, researchers have explored a range of cryptographic
and trust-enhancing mechanisms to secure agent-to-agent communications and ensure
privacy-preserving consensus and optimization. Current approaches commonly inte-
grate cryptographic primitives (e.g., homomorphic encryption, secret sharing, symmet-
ric/asymmetric encryption), programmable cryptographic controllers, and emerging tech-
nologies such as distributed ledgers and quantum key distribution (QKD). While these
methods demonstrate effectiveness in laboratory testbeds and simulation environments,
they exhibit significant variations in computational cost, latency, and deployment assump-
tions.

The researchers in [99] propose a cryptography-based programmable (crypto-control)
method, such as the Dynamic Encrypted Weight Addition (DEWA) scheme, which com-
bines partial homomorphic encryption with secret sharing to enable secure distributed
control. This method has already been validated in RTDS simulator testbeds that integrate
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software-defined network (SDN) and IoT components. However, this approach would
require further work to adapt DEWA to other communication-based controls. Similarly,
fully homomorphic encryption has been used to solve distributed optimal power flow and
energy management systems (EMS) problems, showing that privacy-preserving optimiza-
tion is feasible, although the computational burden remains significant [100]. Additionally,
partial homomorphic encryption paired with event-triggered communication has also
proven promising, as it reduces unnecessary data exchanges while preserving the confi-
dentiality of local agent information [101,102]. Other scholars have applied lightweight
elliptic-curve-based homomorphic hybrids to improve efficiency further, for example, in
AMI data falsification detection, offering a more practical alternative to computationally
heavy Cheon–Kim–Kim–Song (CKKS) schemes [103]. Despite these advances, homomor-
phic encryption imposes significant latency and computational overheads on the low-power
controllers typically used in distributed energy resources [6].

The studies summarized in Table 6 emphasize that advanced cryptographic primitives
can impose prohibitive computational burdens on resource-constrained smart grid devices,
underscoring the need for careful architectural design and optimization [104]. Therefore,
the various approaches in existing studies demonstrate technical feasibility, but reveal gaps
in scalability, standardization, and operational guidelines.

Table 6. Performance impact, threats, and key management.

Ref. Encryption Type Performance MAS Use Cases Notes and Mitigations

[104]
Symmetric

authenticated
encryption

Low latency, suitable
for fast control

Frequent control
and telemetry

Use for time-critical channels;
combine with mutual

authentication and rolling keys

[100–102]
Homomorphic

encryption
(partial/fully)

High CPU utilization
and latency on-device

Privacy-preserving
aggregation, distributed

optimal power flow (OPF)

Useful for sums/optimization;
mitigate by offloading,

event-triggering, or encrypting
only aggregates

Mohamed et al. [105] use a private proof-of-work blockchain to safeguard control
and measurement data against denial-of-service (DoS) attacks while employing H-infinity
controllers to mitigate uncertainty. Awais et al. [106] propose a blockchain-secured peer-to-
peer energy marketplace enhanced with shielded execution environments to prevent data
tampering by third parties. Sharma and Sarojwal [107] extend this to adaptive smart con-
tracts and identity-based microgrid schemes, utilizing hashing and blockchain to enhance
point-to-point (P2P) trading against DDoS attacks. These approaches collectively highlight
blockchain’s capacity to ensure integrity and secure transactions, though scalability, latency,
and the absence of AI-driven detection remain open challenges.

5.3. Authentication

Authentication is the process of recognizing an agent’s identity in the MAS by associat-
ing an incoming request with a set of identifying credentials. Since a request may originate
on a remote host and may traverse several machines and network channels that are secured
in different ways (and are not equally trusted), it is non-trivial to authenticate the source
of communication in a distributed system [58]. In the literature, multiple techniques have
been identified. Table 7 below presents a summary.
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Table 7. Summary of authentication solutions.

Ref. Technique Authentication Description/Use Drawbacks

[108,109]

Public Key Infrastructure (PKI)

Digital Certificates
Authenticates agents and
ensures message integrity

and non-repudiation

Poor scalability and high
management and
maintenance costs

[110,111] JSON Web Token (JWT)

Used with PKI for
stateless, secure

communication, and
frequent remote calls

Highly centralized is
limiting for MG

[112,113] One-Pass Authentication Lightweight Mechanisms

Reduces communication
and computational

overhead, especially in
large agent systems

Challenges in maintaining
user anonymity and
session key secrecy

Limitations in balancing
efficiency, performance,

and security

[114,115] Group Key Management Group Re-key Protocols

Ensures that all agents
share the same encryption

key for secure group
communication

Most are insecure and
susceptible to MitM and
impersonation attacks, or

are not suitable for
autonomous MG

[104,116] Blockchain + ZKP -

Audit, settlements,
reputation, market

transactions; off-chain
techniques and

permissioned ledgers
reduce overhead

High storage and
computation, throughput

limits; best for
non-real-time

market functions

Various researchers have expressed that traditional identity authentication based on
PKI digital certificates has poor scalability and high management and maintenance costs,
making it unsuitable for large-scale power end-side devices [111,117]. Furthermore, there
are inherent security issues with certificate authorities that manage digital certificates,
which can be a significant drawback in complex power systems in terms of managing the
lifecycle of certificates, such as issuance, distribution, and revocation [110,117].

JWT-based authentication solutions are highly centralized, which poses challenges in
meeting legal obligations on privacy. This centralization can be a significant limitation in
decentralized environments like microgrids [110,111,118]. Other scientific articles identified
that blockchain-based authentication mechanisms that use JWTs face issues such as not
fully protecting prosumer privacy, susceptibility to multiple security attacks, and high
computational and communication resource demands [119].

Lightweight authentication mechanisms, while reducing computational costs, may
still face challenges in maintaining user anonymity and session key secrecy. For example,
the SE-LAKAF framework did not initially preserve user anonymity and session key confi-
dentiality, which are critical for secure communications [113]. Furthermore, lightweight
group authentication methods need to balance efficiency with security, and there are
limitations in overseeing the performance and security requirements of smart grid applica-
tions [120]. Subsequently, group re-key protocols must efficiently manage the complexity
of key distribution and re-keying processes.

Permissioned blockchains with zero-know proof (ZKP) and blockchain-backed trust
management schemes have been shown to provide accountability, auditability, and agent
credibility assessments in MAS-based energy markets [116]. Additionally, quantum key
distribution (QKD) authentication schemes have been prototyped for SCADA/machine-
to-machine (M2M) communication channels in DER environments, demonstrating their
feasibility for quantum-secured authentication [121]. However, these strategies impose high
storage and computation requirements and are not well suited for real-time performance
functionality [104,116]. Despite these advances, most of the schemes are insecure and sus-
ceptible to MitM and impersonation attacks or are not suitable for autonomous MGs [115].
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Mezquita et al. [122] present a multi-agent architecture where producers and consumers
trade through blockchain-backed smart contracts that ensure non-repudiation. Cheng and
Chow [123] propose a Bayesian reputation metric that helps distributed agents evaluate
one another’s trustworthiness during consensus, complementing cryptographic methods
without requiring blockchain ledgering. Rath et al. [74] offer a blockchain-based peer-to-
peer validation layer that authenticates nodes, paired with anomaly detection and recovery.
These studies reveal how blockchain and probabilistic trust metrics can enhance MAS
authentication, though comprehensive identity management at scale is still an unresolved
bottleneck. Consequently, the proposed methods need to ensure that they do not introduce
significant computational overhead or additional security vulnerabilities [117,120].

5.4. Distributed Detection, Mitigation, and Prevention

Multi-agent systems (MASs) are particularly effective in distributed environments due
to their ability to operate autonomously and collaboratively. This is crucial for detecting and
mitigating cyber threats in real time across large networks [124–126]. Consequently, agent-
based architecture offers capabilities such as autonomy, reactivity, proactivity, and mobility,
which are desirable for intrusion detection systems (IDSs) [125]. These features enable the
system to adapt to new threats dynamically and efficiently. Accordingly, a hybrid approach
that combines different detection methodologies, such as signature-based, anomaly-based,
and stateful protocol analysis, has been found to enhance the detection capabilities of IDPSs
in MAS environments [127,128]. This hybrid approach helps in identifying both known
and unknown threats.

In this context, the integration of machine learning algorithms, such as convolutional
and recurrent neural networks, improves accuracy and reduces the false favorable rates
of IDPSs [129,130]. These algorithms can analyze large datasets and detect patterns in-
dicative of cyber threats. Other researchers have established a decentralized multi-agent
reinforcement learning (MARL) scheme that is used to enhance the detection process by
allowing agents to learn from their environment and improve their detection strategies
over time [131,132]. Such a case would be the work of Roy et al. [62], which can potentially
provide a solution for unexpected threats such as zero-day attacks.

MAS-based IDPSs can process and analyze data in real time, ensuring timely detection
and response to cyber threats. This is achieved through continuous monitoring and the
use of advanced data processing techniques [126,133]. Some authors argue that the use
of MASs enables scalable solutions that can effectively manage the vast amounts of data
generated in large networks. This is particularly important in environments like cloud
computing and big data networks [132,134]. Wang et al. [68] present the ability to maintain
frequency/voltage regulation and real/reactive power sharing under both single and
multiple node attacks, including coordinated node attacks on all control agents, which
are difficult for detection and isolation methods to manage. Subsequently, MAS-based
IDPSs can provide proactive responses to detected threats, such as automatic incident
response and endpoint quarantine, thereby mitigating the impact of cyberattacks [128].
Bougueroua et al. [124] argue that the high messaging rates for collaboration are the primary
performance bottleneck in multi-agent IDPS.

Zhang et al. [135] propose an event-triggered distributed detection and recovery
method using stationarity and consistency features for attack identification, complemented
by neural networks that reconstruct normal states and controls in DC microgrids. Instead of
building a blockchain-enabled framework that validates transactions, Rath et al. [74] detect
compromised nodes through physics-informed analysis and use predictive controllers for
multi-hop recovery. Cheng and Chow [123] advance this line by incorporating a Bayesian
reputation metric to enhance distributed trust and expose stealthy attacks in a real-time
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testbed—meanwhile, Zhang et al. [136] model false data injection within load-sharing
protocols and analyze stability regions under attack. Together, these works demonstrate
the promise of AI and MAS-based distributed detection, though they often lack integration
with blockchain consensus or broader end-to-end resilience frameworks.

5.5. Resilience Strategies

The decentralized coordination feature of MAS-based adaptive protection, combined
with cybersecurity best practices, is crucial for enhancing resilience in microgrids. For
instance, in the event of a fault, agents negotiate to determine the optimal protection
strategy, considering factors such as fault currents and communication latencies [137].
This decentralized approach ensures that the system remains functional even if some
components fail due to cyberattacks or other sources, thereby improving resilience [36,52].
However, these approaches require real-time verification and are computation intensive.

Another approach to building resilience is the integration of protection strategies for
both pre- and post-contingency conditions [63]. As mentioned by the authors, during
pre-contingency, relays autonomously adapt their settings to maintain coordination with
other relays. In post-contingency scenarios, the microgrid central controller (MGCC) plays
a crucial role in adapting protection settings to manage subsequent faults. This unified
approach would ensure that the system is prepared for potential cascading failures, thereby
enhancing overall resilience.

Moreover, to address the challenges of communication failures, researchers have
proposed minimal communication protection schemes [138]. These schemes utilize voltage
and current measurements to detect faults and isolate only the faulted feeder, thereby
reducing reliance on extensive communication networks. This approach not only improves
resilience but also minimizes power outages by limiting the impact of faults caused by
communication issues.

Another development is the integration of AI and machine learning (ML) with MAS to
enhance fault detection, classification, and coordination [52]. Subsequently, deep learning
algorithms can be trained to detect faults with high accuracy and determine the optimal
protection strategy, as presented by [48]. Additionally, recurrent neural networks (RNNs)
have been used to estimate state variables and detect faults in real time [139]. Federated
reinforcement learning (Fed-RL) has been proposed to improve the resilience of networked
microgrids. This approach allows multiple agents to learn optimal control policies while
preserving data privacy. The learned policies are then transferred to hardware-in-the-loop
testbeds, bridging the gap between simulation and real-world implementation [140]. This
method is particularly effective in handling model complexities and unknown dynamic
behaviors of inverter-based resources. Therefore, the combination of AI and MAS enables
the system to adapt to various operational modes and improve resilience.

The literature shows that energy storage devices, such as supercapacitors and lithium-
ion batteries, have been integrated into MAS-based protection systems to enhance re-
silience. These devices can provide the necessary fault current during islanded mode or
communication failures, ensuring that circuit breakers can trip correctly [141,142]. This
approach would not incur additional costs, as energy storage devices are already part of the
microgrid infrastructure.

Hierarchical protection strategies leveraging MASs have been developed to address
dynamic operational variations in microgrids. These strategies integrate a dual-tier sys-
tem, where higher tiers make operational decisions and lower tiers oversee event analysis
and relay configuration updates [143]. This hierarchical approach ensures swift and au-
tonomous protection coordination, even during prolonged adjustments of the main relay.
State-observer-based protection schemes have been proposed to enhance fault detection
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and classification. These schemes use particle filters to estimate the measured current and
voltage signals, enabling the detection of both high- and low-impedance faults with high
accuracy [139]. The use of state observers ensures that the system can operate effectively in
both grid-connected and islanded modes.

A three-stage emergency approach has been developed to improve the resilience of
hybrid networked microgrids. This approach involves offline analysis to determine the
resilient operation zone, real-time monitoring of the operating point, and the implementa-
tion of corrective countermeasures during contingencies [144]. This method ensures that
the microgrid operates within a secure zone, preventing unnecessary tripping of the DER.

MAS-based fault localization and restoration methods have been proposed to improve
resilience. These methods use phase angle comparison of current signals to detect faults
and isolate them without requiring voltage transformers or relays [145]. Additionally,
power restoration processes are implemented to restore the microgrid to its normal state
after the fault is cleared.

Ahmad et al. [146] propose a blockchain-integrated distributed energy resources man-
agement system (DERMS) that substitutes for central control during outages, thus ensuring
DER coordination. Mohamed et al. [105] couple blockchain replication with H-infinity
control to maintain frequency stability under DoS, while Babahajiani and Zhang [147]
introduce push-sum synchronization and quantum-inspired methods to strengthen dis-
tributed control against communication failures and cyber threats. Zhang et al. [135] also
contribute here by pairing distributed anomaly detection with neural network recovery to
restore microgrid operations. Collectively, these works highlight creative pathways toward
resilient MAS-based microgrids, but often lack a unified integration of blockchain, AI, and
MAS within a single pipeline.

Figure 4 provides a summary of the various resiliency and redundancy strategies
found in recent relevant literature. Here, each of the nine blocks represents a strategy,
along with the features listed under each one. The blocks, as depicted in the literature, are
identified as follows: MAS coordination [36,137], Pre- and post-contingency [36], Minimum
communication [138], Integration of AI and ML [52], BESS [141,142], Hierarchical protec-
tion [143], State observer-based schemes [139], Three-stage emergency approach [144], and
Localization and restoration with MAS [145].

Figure 4. Resiliency strategies.
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5.6. Scalability and Performance

Scaling cybersecurity measures in microgrids within the MAS presents several chal-
lenges, particularly in maintaining system performance. The integration of DER and
advanced communication technologies increases system complexity and uncertainties,
making microgrid management more challenging [148,149]. Moreover, the need for real-
time responsiveness to cyberattacks further complicates the technical landscape, requiring
innovative frameworks to manage disturbances without complete recalculation of power
flow equations [150].

Ensuring optimal control performance while addressing cybersecurity threats is a
challenging task. For instance, the informatics artificial neural network (I-ANN) de-
signed for DERs in weak microgrids in [151] aims to enhance robustness and damping
while mitigating rapid fluctuations in voltage and frequency. However, replacing conven-
tional proportional integral (PI) controllers with I-ANN introduces new complexities in
system optimization.

Maintaining real-time adaptability and computational efficiency is crucial for effective
operation. The proposed frameworks must optimize operational points, including resource
generation and network reconfiguration, while considering technical, economic, and re-
liability parameters [150]. This requires balancing the need for immediate updates with
the computational load. Khatana et al. [59] propose an attack detection solution with a
low computational and communication footprint for attack detection. This would be very
much in line with the highly distributed resources of MGs.

Multi-agent systems must coordinate effectively to manage controller components
within individual microgrids and neighboring grids. This coordination is essential for
maintaining system performance during cyberattacks [152,153]. Abianeh et al. [69] propose
a distributed, multi-agent malicious DER detection and isolation scheme that offers modular
integration and is less impacted by communication delays compared to centralized methods.
Nonetheless, it does require extensive data and high-performance computation.

Ensuring scalability and resilience in large-scale systems is a significant challenge. In-
novative methods, like the considerable change sensitivity (LCS) method and hierarchi-
cal distributed control systems, are proposed to enhance real-time adaptability and re-
silience [150,153]. Al-dulaimi et al. [63] provide an approach that reduces the need for
constant control updates and adapts to limited bandwidth. However, due to the need for com-
munication and coordination among numerous agents, it has become increasingly complex.

Babahajiani and Zhang [147] explore scalable synchronization protocols, such as push-
sum consensus, which remain robust in unbalanced networks, while Mezquita et al. [122]
demonstrate how MAS negotiation and blockchain settlement can reduce transaction
costs while increasing throughput and posing challenges in identity management. Mo-
hamed [154] broaden the view with a review of AI and blockchain in renewables, highlight-
ing the computational and environmental costs associated with scaling these technologies.
These contributions underscore that while MAS, blockchain, and AI offer compelling secu-
rity and control benefits, performance constraints and integration trade-offs remain central
to future research.

Table 8 summarizes the main challenges of scaling cybersecurity measures in multi-
agent microgrids, along with corresponding approaches proposed in the literature. The
table highlights the trade-offs between system complexity, control performance, real-time
adaptability, coordination, and scalability.
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Table 8. Summary of the scalability and performance challenges of MAS-based MG cybersecurity.

Ref. Challenge Area Key Issues Proposed Approaches Limitations/Trade-Offs

[148–150] System Complexity

DER integration and
advanced communication

technologies increase
uncertainties and

complicated management.

Innovative frameworks to
manage disturbances without

recalculating full power
flow equations.

Added complexity in
microgrid operations.

[151] Control vs. Cybersecurity
Difficult to ensure optimal
control performance while
addressing cyber threats.

I-ANN enhances robustness
and damping, mitigating
rapid voltage/frequency

fluctuations.

Replacement of PI controllers
with I-ANN introduces new
optimization complexities.

[59,150] Real-Time Adaptability
and Efficiency

Balancing immediate
updates with

computational efficiency.

Frameworks optimizing
generation/reconfiguration
under technical, economic,
and reliability constraints;

low-footprint attack detection.

High trade-offs between
updating speed and
computational load.

[69,152,153] Multi-Agent Coordination

Agents must coordinate
within and across
microgrids during

cyberattacks.

Distributed malicious DER
detection and isolation,

modular and less
delay-sensitive than
centralized methods.

Requires extensive data and
high-performance computing.

[63,150,153] Scalability and Resilience
Large-scale adaptability

and resilience
remain challenging.

Large change sensitivity (LCS)
method, hierarchical
distributed control,

bandwidth-efficient solutions.

Increased complexity in
communication and

coordination with scale.

6. Discussion

A review of the tables and figures shows that research on MAS-based adaptive protec-
tion for microgrids has clearly matured in terms of technical sophistication, yet the attention
given to cybersecurity is far less consistent. In fact, the treatment of security often feels
partial or secondary. A few patterns stand out quite firmly: adaptive protection itself has
advanced more quickly than its secure implementation, most studies lean heavily toward
detection rather than full resilience, and many of the same structural issues—scalability,
interoperability, and real-time performance—continue to surface.

One prominent example is provided in Table 1, where most schemes aim to improve
the speed of fault detection, isolation, and selectivity. That is significant progress, but
what is evident is how rarely these same studies consider encryption, authentication, or
standards compliance. The result is a curious mismatch: technically advanced controllers
that, in practice, remain vulnerable to even basic cyber threats.

A second pattern is evident in Table 2. Much of the cybersecurity research focuses on
two well-known categories of attack: false data injection (FDI) and denial-of-service (DoS)
attacks. While these are serious risks, the narrow focus is problematic. Real microgrids
are likely to face more complex conditions, including coordinated or long-term intrusions.
Some recent work attempts to address this by combining detection and mitigation within
the same framework, which is a welcome move in the direction of resilience rather than
relying solely on anomaly flagging.

The trade-offs involved are most evident in Figures 2 and 4, as well as in the synthesis
presented in Table 8. Pushing more intelligence to local nodes or reducing communica-
tion needs can indeed improve responsiveness; however, this often comes with a heavier
computational burden and greater design complexity. On the other hand, hierarchical or
distributed consensus methods can scale well and improve resilience, but they introduce ad-
ditional latency and communication overhead. In short, each solution solves one problem
while creating another, and this balancing act is at the heart of MAS-based cybersecurity.
Metrics, therefore, need to go beyond detection accuracy and consider delays, communica-
tion footprint, and the system’s ability to remain stable under less-than-ideal conditions.
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Finally, Table 4 highlights the underutilization of existing standards, including NERC
CIP, IEC 62351, ISO/IEC 27000, and several IEEE guidelines. The reasons are not surprising:
implementation is costly, many standards were designed for IT rather than OT environ-
ments, and DER controllers are often too resource-constrained to support the cryptographic
load. Standards provide an essential starting point, but they cannot be taken as ready-made
solutions for microgrids.

Taken together, these results suggest a field that is both creative and fast-paced, yet
also fragmented. Researchers are exploring diverse approaches, yet there is little sign of
convergence on shared practices, datasets, or benchmarks. The tables and figures provide
a valuable overview of current progress, but they also highlight the significant work still
needed before MAS-based cybersecurity for microgrids becomes a practical reality.

7. Potential Future Directions

Future research could focus on developing security mechanisms and architectures
that adhere to established industry standards. This would make them more practical and
trustworthy for real-world applications. Validating cybersecurity strategies, especially
those using distributed control or multi-agent systems (MASs) in cyber-physical testbeds
that realistically emulate power system communication networks and protocols (such as
IEC 61850 GOOSE/MMS or DNP3), could provide valuable insights. Evaluating how these
strategies impact performance and their effectiveness in realistic protocol environments
is essential. Designing solutions in alignment with critical infrastructure standards, such
as IEC 62443 or NERC CIP (where applicable), and evaluating their compliance and
interoperability should also be a priority.

Another critical area is the integration of lightweight, real-time cryptographic tech-
niques into microgrid communication and control systems. These methods must account
for the computational limitations of devices while still providing robust protection against
data manipulation and eavesdropping. Researchers should aim to move beyond isolated
detection or mitigation tools and develop comprehensive security frameworks. These
frameworks would ideally cover intrusion prevention, detection, identification, mitigation,
and recovery and be validated in complex, multi-domain cyber-physical testbeds with
realistic attack scenarios and diverse grid operations. At the same time, authentication and
access control methods tailored to the unique operational technology (OT) environment of
microgrids are needed to prevent unauthorized access and control actions.

There is also an opportunity to focus on secure-by-design MAS-based adaptive pro-
tection frameworks for microgrids. This involves embedding cryptographic protocols
and trust management directly into the communication and decision-making processes
of distributed agents. Achieving this requires developing novel MAS architectures and
control/security algorithms that include lightweight encryption, strong authentication,
and secure key management, all of which are designed for resource-constrained power
system devices.

Research could investigate how machine learning (ML) and AI-based detection and
mitigation systems can be effectively integrated with other cybersecurity functions, such
as secure configuration, vulnerability scanning, and automated incident response. This
integration is crucial for MAS-based adaptive protection in microgrids, where reliable and
safe communication is critical.

8. Conclusions

A significant gap exists in developing and validating microgrid cybersecurity solu-
tions that explicitly adhere to or implement relevant cybersecurity standards (e.g., NIST,
IEC 62443, IEC 62351 beyond NSM). Furthermore, the absence of applied encryption, digital
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signatures, and secure key management is a critical gap. These techniques are crucial for en-
suring the confidentiality, integrity, and authenticity of data and control signals exchanged
within microgrids, particularly in distributed architectures that rely on communication
networks. While some studies address secure communication channels, there is a lack of
applied research on robust authentication mechanisms, especially those suitable for diverse
and potentially resource-constrained microgrid components and agents (e.g., behavioral
authentication, mutual authentication protocols). Although an MAS is used for distributed
control, the applied research does not explicitly detail how communication between agents
is secured using techniques like encryption or digital signatures, or how trust among
agents is cryptographically established and maintained. While detection and mitigation are
active areas of research, a comprehensive approach encompassing identification, protection,
detection, response, and recovery, as outlined in frameworks like NIST, is less evident in
the applied techniques.

The lack of standard security practices was a limiting factor when developing this
literature review; therefore, a great deal of insight could have been derived regarding the
performance of the research articles discussed under close-to-real-world conditions. A
summarized overview and a critical analysis of the existing cybersecurity landscape for
MAS-based adaptive protection in microgrids were presented. Furthermore, this review
identified multiple research gaps and various future research directions.
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The following abbreviations are used in this manuscript:

AC Alternating Current
ACL Agent Communication Language
AES Advanced Encryption Standard
AGC Automatic Generation Control
AI Artificial Intelligence
APT Advanced Persistent Threat
AsyE Asymmetric Encryption
BESS Battery Energy Storage System
BIC Bidirectional Interlinking Converter
BLK Blockchain
CB Circuit Breaker
CHIL Controller Hardware-in-the-Loop
CIP Critical Infrastructure Protection
CKKS Cheon–Kim–Kim–Song
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DAS Distribution Automation System
DC Direct Current
DCDM Decentralized Consensus Decision-Making
DER Distributed Energy Resource
DES Data Encryption Standard
DG Distributed Generation
DL Deep Learning
DM Detection And Mitigation
DNP3 Distributed Network Protocol 3
DoS Denial-of-Service
DT Detection
ECC Elliptic Curve Cryptography
EIoT Electrical Internet of Things
ELK Elasticsearch, Logstash, and Kibana
EMS Energy Management System
ESS Energy Storage System
FDI False Data Injection
Fed-RL Federated Reinforcement Learning
FIPA Foundation for Intelligent Physical Agent
FNR False Negative Rate
FPR False Positive Rate
GOOSE Generic Object-Oriented Substation Event
HIL Hardware-in-the-Loop
HMI Human–Machine Interface
HVDC High-Voltage Direct Current
I-ANN Informatics Artificial Neural Network
ICT Information and Communication Technology
IDPS Intrusion Detection Protection System
IDS Intrusion Detection System
IED Intelligent Electronic Device
IoT Internet of Things
IP Internet Protocol
IPS Interface Protection System
ISE Integral Squared Error
ISMS Information Security Management System
JADE Java Agent Development Framework
JWT Json Web Token
LAN Local Area Network
LC Inductance Capacitance
LCS Large Change Sensitivity
M2M Machine-to-Machine
MA Master Agent
MAC Media Access Control
MARL Multi-Agent Reinforcement Learning
MAS Multi-Agent System
MG Microgrid
MGCC Microgrid Central Controller
MHDM MAS-Based Detection and Mitigation
MitM Man-in-the-Middle
ML Machine Learning
MMG Multi-Microgrid
MT Mitigation
NERC North American Electric Reliability Corporation
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NSM Network and System Management
OCC One-Class Classifier
OPF Optimal Power Flow
OT Operational Technology
PCC Point of Common Coupling
PCS Paillier Cryptosystem
PF Performance Function
PI Proportional-Integral
PKI Public Key Infrastructure
RI Resilience Index
RL Reinforcement Learning
RNN Recurrent Neural Network
RSA Rivest–Shamir–Adleman
RT Real-Time
RTAC Real-Time Automation Controller
SA Slave Agent
SCADA Supervisory Control and Data Acquisition
SG Smart Grid
SMV Sampled Measured Value
SNTP Simple Network Time Protocol
SPoF Single Point of Failure
SVR Support Vector Regression
SyE Symmetric Encryption
TADR True Attack Detection Rate
TCP/IP Transport Control Protocol/Internet Protocol
TNR True-Negative Rate
TPR True-Positive Rate
UDP User Datagram Protocol
U.S. United States
VLAN Virtual Local Area Network
W-MSR Weighted Mean Subsequence Reduced
WMSR Weighted Mean Subsequence Reduced
WSN Wireless Sensor Network
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Abstract: In order to improve the ability to suppress unbalanced voltage in bipolar DC
microgrids, a comprehensive power regulation control of a novel shared energy storage
system is proposed for a multi-scenario bipolar DC microgrid. The novel shared energy
storage system is composed of an electric spring (ES) with a full-bridge DC/DC converter
and non-critical load (NCL) in series, considering demand-side response. The proposed
comprehensive power regulation control can enable the bipolar DC microgrid to deal with
various scenarios. When operating in stand-alone mode, the unbalanced voltage caused
by greater unbalanced power can still be suppressed under the proposed control of the
shared energy storage. In case of distributed energy storage (DES) failure on the source
side, the shared energy storage can realize DC voltage regulation and maintain system
operation by reducing NCL power. In grid-connected operation, the shared energy storage
can actively cooperate with the power dispatching of the utility grid for storage reduction
of DES on the source side. Thus, the reliability and resilience of the bipolar microgrid
have been improved. Finally, to verify the effectiveness of the proposed control strategy,
hardware-in-the-loop experimental results are presented in this paper.

Keywords: novel shared energy storage; bipolar DC microgrid; electric spring; power
dispatching; demand-side response

1. Introduction

Recently, DC loads such as electronic equipment, electric vehicles, and DC motors,
have been widely used in daily life. In addition, due to not suffering from the issues of
harmonics, reactive power loss, and phase synchronization, DC microgrids are of great
significance to renewable energy consumption, and have received much attention [1–3].
According to the form of power distribution and the number of power supply buses, DC
microgrids are classified into unipolar and bipolar. Bipolar DC microgrids with three-
wire structures (positive bus, negative bus, and neutral bus) not only inherit the general
advantages of unipolar DC microgrids, but also are superior in terms of having different
voltage levels, further improving the flexibility of the DC power supply [4–6].

During the operation of a bipolar DC microgrid, unbalanced voltage between the
positive and negative poles is a problem worthy of attention. Unbalanced current caused
by the power difference will increase the power loss of the network. Moreover, the current

Electronics 2025, 14, 1866 https://doi.org/10.3390/electronics14091866
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in the neutral bus will also bring about load voltage deviation, deteriorating the quality of
the power supply [7,8]. Therefore, it is necessary to suppress unbalanced voltage to ensure
the efficient and reliable operation of bipolar DC microgrids.

In previous studies on bipolar DC microgrids, unbalanced voltage and power regu-
lation have usually been accomplished by adopting a splitting capacitor-based converter
with balanced voltage control for distributed energy storage (DES) on the source side [9,10].
Aiming at splitting capacitor-based bipolar DC microgrids, scholars mainly focus on the
converter topology and control method. For the unbalanced voltage suppression con-
trol method of a traditional three-level converter, Refs. [11–13] studied a three-level buck
converter and boost converter, and proposed corresponding control methods for voltage
regulation; while [14] focused on model predictive control (MPC) of a three-level bidirec-
tional converter (T-LBC) to realize bidirectional power flow and voltage balance in a bipolar
DC microgrid. However, the topologies and control methods mentioned above use DES to
achieve power regulation (e.g., suppress unbalanced voltage and power dispatching) of a
bipolar DC microgrid only from the perspective of the source side, without considering
demand-side response.

In fact, distributed resources such as household energy storage and electric vehicles
near the demand side have bidirectional regulation functions, which can flexibly switch
roles between being power producers and consumers to achieve clean, low-carbon, safe,
and efficient development of power systems [15–17]. In recent years, the concept of shared
energy storage has been proposed and rapidly developed. Shared energy storage can
effectively reduce operating costs, promote on-site consumption of renewable energy, and
achieve power/frequency regulation by utilizing the complementarity of DES among
different users; Refs. [18–22] proposed shared energy storage operation management frame-
works based on capacity allocation and energy interaction. Based on shared energy storage
devices, Ref. [23] proposed an energy capacity trading strategy to minimize the operating
costs for microgrids; Ref. [21] studied a day-ahead scheduling model of a regional inte-
grated energy system considering sharing energy storage equipment utilizing cooperative
game theory. However, the above studies only involve optimizing the operation and
capacity configuration of shared energy storage to achieve long-term economic benefits,
with little consideration given to the participation of shared energy storage in short-term
power regulation under changeable demand-side response.

Aiming at the control of shared energy storage considering demand-side response,
using a DC electric spring (ES) to eliminate voltage imbalance has emerged as a potential
method [24]. By dividing the load into critical load (CL) and non-critical load (NCL), a DC
ES can take advantage of the loose voltage or power adjustment range of the NCL to obtain
flexible regulation ability. Meanwhile the CL and NCL are both in operation. Up till now,
DC ESs have been studied in the fields of stabilizing DC bus voltage [25,26], restraining
harmonics [27,28], and improving system inertia; Ref. [29] proposed a distributed control
method based on MPC for both improving system inertia and reducing voltage deviation;
Ref. [30] studied a DC ES and its functionalities of DC bus regulation and fault-ride through
support; Ref. [31] utilized a DC ES to reduce the power loss on the line resistance in a DC
microgrid. However, the above studies only aimed to improve the performance of DC
microgrids in islanded operation.

Motivated by the above, this paper establishes a novel shared energy storage system
based on a DC ES configuration with the combination of economic control in grid-connected
operation and performance improvement in islanded operation. The proposed compre-
hensive power regulation method can not only improve the ability of unbalanced voltage
suppression and realize voltage support in the case of DES failure, but also adjust power
consumption according to the power dispatching command.
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2. Analysis of Studied Bipolar DC Microgrid Equipped with a Novel
Shared Storage System

2.1. Overview and Operation Principle

Figure 1 shows the configuration of the studied bipolar DC microgrid with three DC
buses, namely, the positive bus (P), negative bus (N), and neutral bus (0), which is equipped
with a novel shared storage system. A cluster of distributed generators (DGs) is installed on
the power supply side. The generated power can be fed with ±0.5 VDC (P−0 and 0-N) and
VDC, where VDC is the nominal value of the P-N bus voltage. DES is normally responsible
for both the bus voltage regulation and unbalanced voltage suppression through a T-LBC.
On the demand side, except for the conventional loads composed of the constant power
load (CPL) and resistive load, ESs with the structure of NCLs in series are combined to
inform the shared energy storage system for both the positive and negative poles, allowing
flexible power consumption. This novel shared energy storage system consisting of an ES
and series-connected NCLs can achieve charging and discharging by making the NCLs
bear voltage deviations with full consideration of users’ demands.
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Power Supply Side Demand SideDC Bus
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Wind

Distributed 
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Figure 1. Configuration of studied bipolar DC microgrid with novel shared energy storage.

The bipolar DC microgrid with novel shared energy storage is generally able to operate
in stand-alone or grid-connected mode with the disconnection or connection of the utility
grid. For the DES control system, a droop control method with voltage balance of the
neutral bus is adopted to manage the parallel operations of the DGs, which has been
well explored in previous research work. Thus, the proposed control strategy is targeted
at the shared energy storage on the demand side, which can adapt to both stand-alone
and grid-connected operation modes. Based on the system structure in Figure 1, the
proposed comprehensive power-regulation-controlled shared energy storage system can
consequently work in three operation modes in response to the specific scenarios illustrated
in Figure 2.

(1) Secondary compensation mode: In scenario 1, when DES exists, the shared energy
storage is controlled to realize secondary compensation for eliminating the bus voltage
deviation caused by the droop characteristic and improving the ability to suppress
unbalanced voltage.

(2) Voltage regulation mode: In scenario 2, when DES fails, the shared energy storage
is controlled as two DC voltage sources, regulating the bus voltage and maintaining
the power balance between the positive and negative poles by adjusting the power
consumption of the NCL.

92



Electronics 2025, 14, 1866

(3) Power dispatching mode: In scenario 3, when the bipolar DC microgrid operates in
grid-connected mode, the shared energy storage is controlled as the current source,
managing the part of the power flow between the microgrid and the utility grid.

Scenario 1
DES: Main voltage source 
Shared Energy Storage: 
Secondary compensation

Scenario 2
DES: Fails
Shared Energy Storage: 
Voltage regulation

Scenario 3
DES: Main voltage source 
Shared Energy Storage: 
Power dispatching 

unscheduled/
scheduled

unscheduled/
scheduled

scheduled

Stand-alone mode

scheduled

Grid-connected mode

Figure 2. Main control objectives of bipolar DC microgrid mode switch in different scenarios.

2.2. Realization of Secondary Compensation

In order to further analyze the voltage imbalance suppression ability, the bipolar
DC microgrid with the novel shared energy storage shown in Figure 1 was simplified, as
demonstrated in Figure 3. Since a DG controlled by MPPT can be regarded as a power
source with changing power in real time, it can be represented by the negative of the CPL
power. Define P1,2 = PCPL1,2 − PRES1,2, then P1,2 > 0 indicates that the power generated by
the DGs is less than the power consumed by the loads. On the contrary, P1,2 < 0 means that
the supplied power is more than load power. The subscripts 1 and 2 represent the power
between P-0 and 0-N, respectively.
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Figure 3. Simplified configuration of studied bipolar DC microgrid with novel shared energy storage.

A CPL can be simulated by the controlled current source and resistance connected in
parallel expressed in (1).

ICPL,i = 2
PCPL,i

V0
− PCPL,i

V2
0

VCPL,i (i = 1, 2) (1)

where ICPL,i is the current absorbed by CPLi, VCPL,i is the voltage across CPLi, PCPL,i is the
power consumed by CPLi, V0 is the voltage of the normal operation point, and V0 = 0.5 VDC.
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In a shared energy storage system, an ES with the structure of an NCL in series
can be equivalent to a controlled voltage source and resistance connected in series. The
relationship of voltage, current, and power is described in (2).

⎧⎪⎪⎨
⎪⎪⎩

INCL,i =
VNCL,i
RNCL,i

Vi = VNCL,i + VES,i (i = 1, 2)

PSL,i =
V2

NCL,i+VNCL,iVES,i
RNCL,i

(2)

where VNCL,i, INCL,i, and RNCL,i are the voltage, current, and resistance of NCLi. PNCL,i is
the sum of the power of NCLi and ESi.

According to the KCL law in Figure 3 and the CPL equivalent model in (1), the
relationship between the currents in the positive bus I1, negative bus I2, and neutral bus I0

can be obtained as in (3) without considering shared energy storage.

I0 = I1 − I2 =
2P1

V0
− P1

V2
0

V1 − 2P2

V0
+

P2

V2
0

V2 (3)

where P1,2 is the net power consumed after equivalence of the RES and CPL. V1 and V2

are the voltages of the positive and negative poles. The subscripts 1, 2, and 0 denote the
positive, negative, and neutral buses, respectively.

The neutral bus current of the T-LBC can be calculated by (4):

IM = I0 + C1
dV1

dt
− C2

dV2

dt
(4)

where IM is the output current in the neutral line of the T-LBC. C1 and C2 are the
output capacitance.

When C1 and C2 are designed to be the same and equal to C, (5) can be deduced by
integrating (4).

V1 − V2 =
1
C

∫ Ts

0
(IM − I0)dt (5)

Because the value of I0 is related to the difference of P1 and P2, V1 = V2 can only
be realized by controlling IM. According to (4), V1 = V2 will cause IM = I0. Using the
relationship of V1 = V2 = V0 = 0.5 VDC, the following can be obtained.

IM = I0 =
(P1 − P2)

V0
=

2(P1 − P2)

VDC
(6)

Substituting the relationship between the input and output currents of the T-LBC,
shown as IM ≤ (1 − D)IL, into (6), the imbalance in power can be further obtained.

P1 − P2 ≤ (1 − D)ILVDC

2
(7)

where D and IL are the duty cycle and input current of the T-LBC.
Therefore, in the bipolar DC microgrid without shared energy storage, only when

the imbalance power meets (7) can neutral-point voltage balance control be achieved by
the T-LBC.
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After considering shared energy storage, combining (2) and (3), I0, I1, and I2 are
changed into the following.

⎧⎪⎪⎨
⎪⎪⎩

I0 = I1 − I2

I1 = 2P1
V0

− P1
V2

0
V1 +

V1−VES1
RNCL1

I2 = 2P2
V0

− P2
V2

0
V2 +

V2−VES2
RNCL2

(8)

According to (8), and further assuming RNCL,1 = RNCL,2, (4) and (7) can be rewritten
as (9) and (10).

IM =
2(P1 − P2)

VDC
+

VES2 − VES1

RNCL
(9)

P1 − P2 ≤ (1 − D)ILVDC

2
+

(VES1 − VES2)VDC

2RNCL
(10)

where VES1 − VES2 can be controlled to be larger than 0.
Therefore, after equipping shared energy storage in the bipolar DC microgrid, the

value of unbalanced power can be greater than that in (7). That is, the system has a stronger
ability to suppress unbalanced voltage.

2.3. Regulation of Bus Voltage as Voltage Source

When DES in the system fails and exits the operation, shared energy storage is con-
trolled as follows.

(1) ES1 and ES2 can keep V1 and V2 running at the rated voltage point V0 by controlling
VES1 and VES2. Therefore, the stability of the bus voltage within a certain range
is maintained.

(2) Coordinating PSL1 and PSL2 can ensure P1 + PSL1 = P2 + PSL2. Thus, unbalanced
voltage control is achieved.

2.4. Ability of Power Dispatching

Define that PG is the interactive power between the bipolar DC microgrid and the grid.
It is worth noting that it is assumed that PG is a known parameter obtained by upper-level
optimization. How factors such as user behavior and electricity prices affect PG is not
considered in this paper. PG > 0 means there is power transmission from the bipolar DC
microgrid to the grid, while PG < 0 indicates that the bipolar DC microgrid absorbs power
from the grid. Then, the load power consumption of the whole system can be calculated by
P1 + PSL1 + P2 + PSL2. Assuming that the power transmitted by DES through the T-LBC is
PS, PS > 0 means discharging of DES, otherwise the DES is charging. Thus, according to the
V-I relationship of the series ESs in (2), PG can be described by (11).

PG = PS − (P1 + P2 + PSL1 + PSL2)

= PS − P1 − P2 − VDC
2RNCL

(2VDC − VES1 − VES2)
(11)

It can be seen from (11) that PG can be adjusted by controlling VES1 and VES2, which
means power consumed by NCLs can be dispatched by controlling the ES according to
the dispatching command PG. Although the efficiency of the NCLs will be affected, the
bus voltage of the system can be compensated and economic power dispatching can be
achieved by increasing or decreasing the power consumption of the NCLs.

3. Proposed Comprehensive Power Regulation Control Strategy

The comprehensive power regulation control strategy proposed in this paper is di-
vided into two parts: the voltage support of shared energy storage in stand-alone operation
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mode, and the power dispatching in grid-connected operation mode. In this section, these
two parts are described in detail. The topology of shared energy storage is composed of an
ES with full-bridge DC/DC converter and NCLs connected in series, as shown in Figure 4.
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Figure 4. Topology and control diagram of shared energy storages.

We take one shared energy storage system as an example to explain the control strategy
in detail; the control system of another one can be designed in the same way. Since DES
adopts droop control with voltage balance control for the neutral bus, the load voltage VDC

has a deviation due to the droop characteristics. Thus, there is also a voltage drop in V1

and V2. In order to compensate for the voltage deviation, the ES with full-bridge DC/DC
converter adopts voltage–current double-loop control, as shown in (12).

⎧⎪⎨
⎪⎩

Vref
1 = V0

Iref
ES1 = (Vref

1 − V1) ∗ GV1

d1 = (Iref
ES1 − IES1) ∗ GI1

(12)

where GV1 and GI1 are the transfer functions of the PI controller in the voltage loop and
current loop, respectively. d1 is the duty cycle of IGBT (Insulated Gate Bipolar Transistor);
T11/T14, and T12/T14 are controlled by (1 − d1). Vref

1 and Iref
ES1 are the reference values of

the voltage outer loop and current inner loop.

3.1. Design of Unbalanced Voltage Suppression Control with Voltage Support in
Stand-Alone Mode

When the bipolar DC microgrid operates in stand-alone mode, shared energy storage
needs to further improve the ability of unbalanced voltage suppression on the basis of bus
voltage deviation compensation. Therefore, by adding the unbalanced voltage correction
to (12), the ES can compensate the voltage imbalance, as shown in (13).

ΔV1 = (V1 − V1 + V2

2
) ∗ G′

piV (13)

where G′
V1 is the transfer function of the PI controller with the objective of enforcing zero

(V1 − V2), achieving voltage balance between V1 and V2 by adding the imbalance correction
ΔV1 to the bus voltage reference.
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On the other hand, (13) is also critical for enabling the bus voltage regulation capability
in the event of DES failure. At this moment, due to the constant voltage control of the ES in
(12), as long as the power balance is maintained, the system will not collapse when DES
fails. The NCL power can be either decreased or increased by controlling the ES voltage,
thus the power provided/absorbed by the failed DES before can be balanced by the NCL.

3.2. Design of Unbalanced Voltage Suppression Control with Power Dispatching in
Grid-Connected Mode

In grid-connected operation mode, the power command PG on the inverter is sent
from the dispatching center. In order to cooperate with the power dispatching of the
utility grid, power consumed by NCLs should be adjusted according to PG. Different
from the condition in stand-alone operation mode, load power should be reduced when
PG > 0, which indicates the utility grid requests power from the microgrid. When the
utility grid needs to transmit power to the microgrid, that is, PG < 0, the NCL needs to
increase the consumed power, improving the power transmission capacity of the microgrid.
Considering that the ES adopts constant voltage control, the change in power can only be
obtained by correcting the reference current of the NCL. Therefore, the current correction
can be calculated by the following.

{
ΔI1d = (Vmin

NCL1 − VNCL1) ∗ G′
piI PG > 0

ΔI1i = (Vmax
NCL1 − VNCL1) ∗ G′

piI PG < 0
(14)

where Vmin
NCL1 and Vmax

NCL1 are the allowable minimum and maximum voltages of NCL1. G′
piI

is the transfer function of the PI controller with the objective of enforcing zero (Vmin
NCL1 −

VNCL1) or (Vmax
NCL1 − VNCL1).

In order to further deal with the case of using shared energy storage to improve the
unbalanced voltage suppression capability, a power imbalance correction is carried out
for the current correction according to the different consumed powers of PSL1 and PSL2.
Therefore, the current correction shown in (14) is rewritten as (15).

{
ΔI1d = G′

piI ∗ (Vmin
NCL1 − VNCL1 + max{(VNCL1 − VNCL2), 0}) PG > 0

ΔI1i = G′
piI ∗ (Vmax

NCL1 − VNCL1 + min{(VNCL1 − VNCL2), 0}) PG < 0
(15)

where max {(VNCL1 − VNCL2), 0} stands for the larger value between (VNCL1 − VNCL2) and
0, and min {(VNCL1 − VNCL2), 0} represents the smaller value between (VNCL1 − VNCL2)
and 0.

Equation (15) means that when PG > 0, the shared energy storage with less total power
between PSL1 and PSL2 is limited to the allowable minimum power value of the NCL, and
the other one is adjusted according to the voltage balance. Similarly, when PG < 0, the
shared energy storage with larger power between PSL1 and PSL2 is set to the allowable NCL
maximum power. According to the above analysis, the current reference value of NCL1 in
power dispatching mode is calculated as follows:

ΔINCL1 =

⎧⎪⎨
⎪⎩

ΔI1d, PG > 0
0, PG = 0
ΔI1i, PG < 0

(16)

Iref
ES1 = (Vref

1 − V1) ∗ GV1 + ΔV1 − ΔINCL1 (17)

Thus, power dispatching can be achieved by using (16) and (17). It is worth mentioning
that the power dispatching function in grid-connected mode can be enabled by a variable δ.
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When PG is equal to 0, δ is equal to 0. Otherwise, δ is equal to 1. As shown in Figure 4, the
blue box is controlled by δ, marked in red.

4. Stability Analysis

Since the proposed control strategy is aimed at the full-bridge DC/DC converter of
the ES in the shared energy storage, the dynamics of the voltage outer loop and current
inner loop can be decoupled for stability analysis. A stability analysis of a conventional
voltage-controlled full-bridge DC/DC has been presented in [31]. The analysis for the
proposed unbalanced voltage suppression-controlled ESs in the bipolar DC microgrid
can be carried out based on it. Figure 5 shows the equivalent control diagram of the
autonomous controlled ES1, where the output voltage and current can be obtained from
(18), and the current relationship between ES1 and ES2 is described in (19).

{ .
VES1 = − VES1

RNCL1CES1
− IES1

CES1
+ V1

RNCL1CES1.
IES1 = VES1

2LES1
− r

LES1
IES1 − Δd

2LES1
VB1

(18)

where r is the equivalent series resistor of inductor LES1. Δd is the difference in the duty
ratios between T11 and T13, calculated as Δd = 2d1 − 1.

{
CD

.
V1 = VS1−V1

rd
− P1

V1
− INCL1

CD
.

V2 = VS2−V2
rd

− P2
V2

− INCL2
(19)

V1
GV1

V0 GI1

GpiV
V2

IES1
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sCES
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IES1 V1
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Figure 5. Equivalent control diagram of one shared energy storage.

The state-space model of unbalanced voltage correction and NCL current correction
can be obtained by introducing intermediate variables ϕpiV and

{
kiiV1

.
ϕpiV1 = V1−V2

2
kiiI1

.
ϕpiI1 = k1VNCL1 + k2(VNCL1 − VNCL2)

(20)

The state-space model of the voltage loop and current loop can also be obtained in a
similar way.

{
kiV1

.
ϕV1 = V0 − V

kiI1
.
ϕI1 = kpV1(V0 − V1) + ϕV1 + kpiV1(V1 − V2)/2 + ϕpiV1 + kpiI1[(k1 − k2)VNCL1 − k2VNCL2] + ϕpiI1

(21)

The state space model of ES1 and its control system can be expressed in the following
by integrating (18)–(21) and combining the voltage current relationship shown in (2).

{ .
X1 = A1X1

X1 = [V1, VES1, IES1, ϕpiV, ϕpiI, ϕV1, ϕI1]
T (22)

Thus, duty cycle d1 can be obtained through (23).

d1 = kpI1kiI1
.
ϕI1 + ϕI1 (23)
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In the same way, the state-space model of ES2 can be obtained, which will not be re-
peated here. Therefore, based on the current relationship shown in (19), the state-space model of
Figure 4 can be expressed as

.
X = AX, where X = [V1,2, VES1,2, IES1,2, ϕpiV1,2, ϕpiI1,2, ϕV1,2, ϕI1,2]

T.
With the state-space model of the whole system presented in (4), the stability analysis

of unbalanced voltage suppression-controlled ESs can be developed with the parameters
listed in Table 1. In order to analyze the stability under different unbalanced load power
and dispatching power from the utility grid, the root locus plot considering changes in
ΔP =|P1 − P2| and PG is shown in Figure 6.

Table 1. Parameters of controller.

Description Symbol Nominal Value

ES output capacitance CES1,2 500 × 10−6 F
ES input inductance LES1,2 3 mH

Equivalent series resistance r 0.01 Ω
Proportional gain in GV kpV1,2 3

Integral gain in GV kiV1,2 10
Proportional gain in GI kpI1,2 5

Integral gain in GI kiI1,2 50
Proportional gain in GpiV kpiV1,2 0.5

Integral gain in GpiV kiiV1,2 25
Proportional gain in GpiI kpiI1,2 0.01

Integral gain in GpiI kiiI1,2 3
Equivalent control parameters k1,2,3,4 0.65/0/0.65/1

Resistance of NCL RNCL1,2 4.5 Ω/7.5 Ω
Power of CPL P1,2 3 kW/1 kW
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Figure 6. Root locus diagram of the overall system for stability analysis. (a) 0 < ΔP < 500. (b) −3000
< PG < 3000.
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It can be seen from Figure 6a, with the increase in ΔP, the eigenvalues λ1,2, λ4, and λ7,8

are vulnerable to being influenced. However, although λ7,8 move towards the unstable
area, all the eigenvalues are located in the left half-plane with the range of 0~5000, which
indicates the system is stable.

When PG increases, the small-signal stability is also changed, especially λ3,4 and λ9,10,
which, respectively, move towards the right half-plane and move far away from the real
axis, as shown in Figure 6b. A stability analysis of the proposed control in the condition
where PG = 0, k1, k2, k3, and k4 are set to 0 in stand-alone operation is also presented.

5. Results and Discussion

To verify the effectiveness of the proposed control strategy, hardware-in-the-loop
experiments based on the OPAL-RT real-time simulator and MATLAB/Simulink 2020a
simulation environment were developed, as presented in Figure 7. The control systems of
the shared energy storage were implemented by a DSP(TMS320F28335) controller, while
the mathematic model of the system, including the loads shown in Equation (1), were
established by OPAL-RT based on the MATLAB/Simulink modeling environment. The
DSP controller and OPAL-RT were connected through built-in input/output modules,
while the host computer and OPAL-RT were connected through TCP/IP. The effect of
the communication delay is not considered in this paper. The basic parameters of the
tested bipolar DC microgrid shown in Figure 3 can be seen in Table 2, which shows the
power scale of the studied system and the limit values of both power generation and
power consumption.
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Figure 7. HIL experimental setup.

Three cases with different scenarios for changes in stand-alone mode and grid-
connected mode were tested. With the controller parameters given in Table 1, the power
of the NCLs, CPLs, and DES of the studied system are observed to explain the control
performance, and also the voltages of the positive and negative poles.
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Table 2. Parameters of the studied bipolar DC microgrid.

Descriptions Value

Nominal DC voltage of positive and negative pole 150 V
Maximum power of DES 3 kW

Range of power generation by DGs 0~7 kW
Range of power consumption by CPLs 2~10 kW

Range of P1 and P2 −10~10 kW
Resistance of NCL in positive pole 4.5 Ω
Resistance of NCL in negative pole 7.5 Ω

Allowable voltage deviation of NCL −20~20%
Droop coefficient of T-LBC 7 × 10−3

5.1. Case 1: Secondary Compensation Mode

In case 1, the performance of shared energy storage operating in secondary compensa-
tion mode with the change in CPLs is studied and the experimental results are presented
in Figure 8. The results without shared energy storage are also presented. Initially, P1

and P2 are −2.5 kW and −4 kW, respectively. Here, the negatives of P1 and P2 mean that
the power generated by the DGs is greater than that consumed by the CPLs. The power
difference between the positive and negative poles can be calculated by ΔP = |P1 − P2|. In
this condition, the bipolar DC microgrid without shared energy storage can also regulate
the DC bus voltage and suppress unbalanced voltage through the control of the T-LBC, as
shown in Figure 8b before t = 2 s. However, there are still voltage deviations in V1 and
V2. Fortunately, this drawback is solved when the bipolar DC microgrid is equipped with
shared energy storage, as shown in Figure 8a. It can be concluded that with the proposed
control of shared energy storage, the DC bus voltage deviation caused by droop control of
the T-LBC has been reduced from 2.67% to 0.01%.

V
ol

ta
ge

 (V
)

120

130

140

150

160

0 1 2 3 4

(a) V2V1

P=1500 W  P=4000 W  

V 0 V  

V
ol

ta
ge

 (V
)

120

130

140

150

160

0 1 2 3 4
Time (s)

V2V1

P=1500 W  P=4000 W  

V=8 V  

(b)

Figure 8. Experimental results of DC voltage in case 1. (a) With proposed control of shared energy
storage in bipolar DC microgrid. (b) Without shared energy storage in bipolar DC microgrid.

Power change happens at t = 2 s. P1 suddenly changes from −2.5 kW to 0 kW. ΔP
subsequently increases from 1.5 kW to 4 kW, which has gone beyond the unbalanced
voltage suppression ability of the T-LBC. Thus, in Figure 8b, the voltage difference occurs
after t = 2 s, where V1 = 138 V and V2 = 146 V. While in Figure 8a, with the proposed control
of shared energy storage, the voltage imbalance has been well eliminated for the different
power consumed in NCL1 and NCL2. The difference between V1 and V2 has been reduced
from 5.3% to around 0%.
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5.2. Case 2: Secondary Compensation Mode to Voltage Regulation Mode

Case 2 demonstrates the mode switch from secondary compensation to voltage regu-
lation mode in stand-alone operation. The experimental results are shown in Figure 9. The
initial conditions are the same as in case 1. At t = 2 s, the T-LBC fails and disconnects from
the DC bus. As shown in Figure 10, the shortage power caused by the failing of the T-LBC
is compensated by further reducing the power consumed by NCL1, from 4.5 kW to 3.2 kW,
and by NCL2, from 2.75 kW to 2 kW. Consequently, the DC bus voltages of the positive
and negative poles are regulated and balanced by the shared energy storage, as shown in
Figure 10, where V1 = V2 ≈ 150 V. Thus, the effectiveness of the proposed control strategy
from secondary compensation mode to voltage regulation mode in stand-alone mode has
been verified.

 
Figure 9. Experimental results of power distribution in case 2.

 
Figure 10. Experimental results of DC voltage in case 2.

5.3. Case 3: Secondary Compensation Mode to Power Dispatching Mode

In case 3, the performance of the studied system operating from secondary compen-
sation mode to power dispatching mode is explored, and Figures 11 and 12 show the
experimental results. The initial conditions are the same as in case 1 before t = 2 s, as shown
in Figure 11. The bipolar DC microgrid is connected with the utility grid at t = 2 s. With
the condition of PG = 3 kW, NCLs reduce its power consumption to enable the microgrid
output a larger PG. Thus, DES only needs to output 1.9 kW to smooth the power imbal-
ance. However, if the NCL does not reduce its power consumption, DES will output a
power greater than 3 kW, which has already exceeded the maximum output power of DES.
Therefore, the bipolar DC microgrid cannot meet the power dispatching of the utility grid
without reducing NCL power in some conditions.

Furthermore, the performance of the power dispatching mode with PG change in grid-
connected operation is also presented between t = 2 and 6 s. When t = 4 s, the dispatching
power PG changes from 3 kW to −4 kW, which means the utility grid transmits power to
the bipolar DC microgrid. The consumed power of the NCLs increases to the maximum
load power Pmax

NCL1 and Pmax
NCL2. With the condition of PNCL,1 = 7.2 kW and PNCL,2 = 4.3 kW,

DES only needs to output power of 1 kW through the T-LBC.
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Figure 11. Experimental results of power distribution in case 3.

 

Figure 12. Experimental results of DC voltage in case 3.

During the operation of mode transferring and the change in PG, the DC voltage
of V1 and V2 can be well maintained to be balanced and stable, as shown in Figure 12.
The effectiveness of the proposed control strategy from secondary compensation mode
in stand-alone operation to power dispatching mode in grid-connected operation has
been verified.

In order to reflect the advantages of the power dispatching mode of the ESs, Table 3
shows the NCL consumption power and DES output power under the conditions of actively
adjusting power and non-regulation power, respectively.

Table 3. Comparison of results with/without power dispatching control.

With Power Dispatching
Control

Without Power
Dispatching Control

PG = 0 kW
PNCL,1 = 4.5 kW PNCL,1 = 4.5 kW
PNCL,2 = 2.75 kW PNCL,2 = 2.75 kW
PDES = 1.12 kW PDES = 1.12 kW

PG = 3 kW
PNCL,1 = 3.2 kW PNCL,1 = 4.2 kW
PNCL,2 = 1.92 kW PNCL,2 = 2.1 kW

PDES = 1.9 kW PDES = 3 kW = Pmax
DES

PG = −4 kW
PNCL,1 = 7.2 kW PNCL,1 = 5.2 kW
PNCL,2 = 4.32 kW PNCL,2 = 3.5 kW

PDES = −1 kW PDES = −2.0 kW

It can be seen from Table 3 that when PG > 0, NCLs can reduce the power consumption
to enable DES to output less power. So, the capacity of DES can be reduced and the bipolar
microgrid can output more PG. Similarly, when PG < 0, NCLs can reduce the input power
of DES by increasing the power consumption, so as to make the microgrid have the ability
to absorb greater PG.
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6. Conclusions

In this paper, comprehensive power regulation control of shared energy storage with
both voltage support and power dispatching for a multi-scenario bipolar DC microgrid is
proposed. The proposed control is targeted at ensuring the performance of the bipolar DC
microgrid in different conditions, which are stand-alone operation, DES failure condition,
and grid-connected operation. In this way, the voltage deviation is reduced by about 2.67%
in stand-alone operation, and DES achieves a lower power in power dispatching mode than
in grid-connected operation. Furthermore, when DES fails, DC voltage can still be regulated
by decreasing the power consumption of the shared energy storage. With the proposed
control, the reliability and resilience of the bipolar DC microgrid are both improved. Then,
the system’s stability under proposed control is analyzed based on small-signal modeling,
and the HIL experimental results for different operating conditions are carried out to verify
the effectiveness of the proposed control.
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Abstract: Recent years have seen increasing attention paid to autonomous decentralized
microgrids that are disaster-resistant and suitable for local consumption of locally generated
renewable energy power. Although various methods have been discussed for achieving
microgrids through autonomous decentralized cooperative control, there are few reports
that have reached the stage of field testing. In this study, I propose a novel method for
configuring the baseline of DC microgrids, where storage batteries are distributed and
directly connected to the DC bus. I have built a testbed to demonstrate the operation of
the DC microgrid through autonomous decentralized cooperative control. My method
simply employs the droop characteristics inherent in batteries, and I introduce the new
concept of a ‘weakly coupled grid’. This approach allows the realization of microgrids with
autonomous decentralized cooperative control without the need for advanced and complex
grid control technologies using DC/DC converters, and with a simple configuration.
Additionally, by directly connecting batteries to the baseline, I introduce a grid stabilization
method achieved by imparting electrical inertia to the baseline. This paper describes the
construction method, the operation principle, and safe and stable operational methods for
autonomous decentralized microgrids using this approach, aiming to serve as a guide for
those who wish to build autonomous decentralized controlled microgrids in practice.

Keywords: DC microgrid; autonomous decentralized cooperative control; directly
connecting batteries to the baseline; droop control; electrical inertia; weakly coupled grid

1. Introduction

In recent years, large-scale and catastrophic natural disasters have become increas-
ingly frequent in many countries around the world. The primary cause of these disasters
is believed to be global warming, and the reduction in greenhouse gas emissions, such as
CO2, has become an urgent issue. Therefore, efforts are being made to shift from fossil fuels
to renewable energy sources in power generation. However, there are several challenges to
overcome. Power generation by renewable energy, such as solar or wind power, is intermit-
tent and unstable, and as the ratio of power generated by renewable energy increases, it can
destabilize power grid systems. Furthermore, there is insufficient capacity in the existing
power grids to accommodate additional renewable energy power generation. Additionally,
the existing power grids, which are based on large-scale centralized power generation and
long-distance transmission, are vulnerable to major disasters and can also be targets of
terrorist attacks.

Against this backdrop, regional microgrids based on the principle of local production
and consumption of electricity are gaining attention [1–5]. Particularly in residential
areas, direct current (DC) microgrids that connect small power generators using renewable
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energies, such as solar panels and wind turbines, and storage batteries through DC buses are
drawing keen interest [6–11]. Although DC microgrids require the installation of dedicated
power lines, they are simpler to control and offer greater flexibility in grid configuration
compared to alternating current (AC) grids. Field testing and social implementations
have already been conducted in various parts of the world, although control methods and
baseline voltages vary [12–14]. However, even if a microgrid is constructed, maintaining
and operating it over the long term is not easy.

Microgrid control methods include centralized control, decentralized control, hier-
archical control, and various other approaches [15–21]. The centralized control method,
illustrated in Figure 1a, is employed in existing power grids. This approach relies on
centralized controllers situated in the central control rooms of power companies, which
monitor and manage the entire grid. Several devices within the grid are connected to the
centralized controller via communication lines, allowing for unified management of the
grid. This method enables optimization across the entire grid. However, if the central-
ized controller fails or the communication lines are disrupted, the entire grid becomes
uncontrollable, making it vulnerable to large-scale disasters [22–25].

In contrast, the autonomous decentralized cooperative control (ADCC) method, as
depicted in Figure 1b, is a unique control method that does not involve a centralized
controller and communication lines that connect devices. Each device connected to the
grid independently makes decisions and controls itself [26–32]. This method lacks the
framework to monitor the entire grid, making overall grid optimization challenging and
limiting it to local or partial optimization of grids. Nevertheless, even if part of the grid is
damaged, the remaining parts can still function to some extent, making this method effec-
tive during disasters. Additionally, this approach allows for relatively easy modifications
and expansions of the grid, enabling the creation of a flexible and scalable grid. However,
since the ADCC does not have a mechanism for monitoring the entire grid, each device
does not know the status of the entire grid. Under such circumstances, the issue is how
each device can autonomously control itself.

The key is for each device to understand the situation around it as accurately as
possible. Although ADCC does not know the situation of the entire grid, it is possible for
each device to understand the situation of the grid around it to a certain extent. (That is
the subject of this paper, which I will explain in detail later.) On that basis, some rules
regarding grid use are established so as not to have a negative impact on the grid, and
the system is such that all devices follow those rules and achieve their own purpose. For
example, the purpose of each device is to feed renewable-energy-generated electricity into
the grid in the case of a renewable energy generator such as PV or wind power. Also, in the
case of a power load, it is to obtain power from the grid and start up when it is needed.
However, in that case, it is necessary to avoid having a negative impact on the grid, so
some kind of rule (Grid Code) regarding grid use is necessary. (That is also the subject of
this paper, as I will explain in detail later.)

By introducing such a system, it is possible to maintain and operate the grid without
centralized controllers and communication lines. In essence, this system establishes rules
for proper grid utilization, with each device adhering to those rules while exercising
self-restraint. This approach creates a democratic grid that can be effectively maintained
and managed.

This paper focuses on the operating principles, construction methods, control methods,
and safety measures of DC microgrids with ADCC, which enable practical use. Specifically,
I propose an ADCC DC microgrid created by directly connecting distributed small batteries
to the baseline. I built an experimental testbed for this type of DC microgrid to verify
the feasibility of the method and have successfully operated it stably for over three years.
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Herein, I share the knowledge and challenges gained from this experience, hoping to
provide useful insights for those planning to construct microgrids in the future.

 
(a) 

 
(b) 

Figure 1. Control methods of power grids: (a) centralized control method; (b) autonomous decentral-
ized cooperative control (ADCC) method.

2. Key Elements in Grid Control

Regardless of ADCC, there are two important factors in grid control: (1) droop con-
trol, which allows the coordinated operation of multiple generators within the grid au-
tonomously, and (2) electrical inertia, which is essential for stabilizing the grid. Droop
control is used in existing power grid systems to enable multiple synchronous generators
to cooperate while sharing the load and supplying power to the grid. Specifically, each
synchronous generator has droop characteristics, as shown in Figure 2a, where the genera-
tor’s rotational speed decreases as the load rate increases, causing the output voltage or
frequency to decrease. This helps counteract frequency changes in the system by increasing
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(decreasing) the load rate when the system frequency decreases (increases) due to some fac-
tor. Additionally, because each synchronous generator has this characteristic, neighboring
synchronous generators can share the load and operate in coordination.

 
(a) 

(b) 

Figure 2. Droop characteristics of (a) synchronous generators; (b) DC/DC converters.

On the other hand, electrical inertia is very important for stabilizing the grid. When
using electrical appliances at home, some appliances require several times their rated power
consumption for a very short time when the switch is turned on. This power consumed at
the start of the appliance is called inrush power or starting power, and the reason why even
large electrical appliances can start up normally is because of the significant electrical inertia
delivered to the household power plug. In existing power systems, there is essentially
no energy storage, so there is always a need to balance generation and consumption (the
principle of simultaneous power supply and demand). Therefore, a mechanism to cope
with instantaneous increases in power load is necessary, and in power systems, power plant
generators handle this. In other words, the source of electrical inertia is the rotational kinetic
energy stored in the heavy turbines of thermal and hydro powerplant generators. This
energy is instantaneously (within a few microseconds) converted into electrical energy and
released into the grid system in response to sudden increases in power consumption. Since
wind turbines in wind power generation do not have heavy turbines or synchronization
mechanisms to store kinetic energy, there is a concern that the introduction of wind power
generation will reduce the electrical inertia of the existing power system.

The two factors mentioned above are also important in the case of DC grids, and these
mechanisms must also be present in ADCC DC microgrids. In DC microgrids, distributed
power sources such as generators and batteries are generally connected to the baseline
via DC/DC converters. Therefore, the DC/DC converters have droop characteristics with
respect to the baseline voltage, as shown in Figure 2b, to enable coordinated operation
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of the distributed power sources [33–35]. However, as the number of distributed power
sources increases, the number of droop parameters to be handled also increases, making
control more complex. Therefore, I devised a method to achieve coordinated operation by
focusing on the droop characteristics inherent in the battery itself. This will be discussed in
Section 4.

Electrical inertia in DC grids is also crucial for stabilizing the grid and coping with
sudden changes in power load. For instance, when rapid charging of electric vehicles
(EVs) begins, the baseline voltage drops due to a sudden increase in power load. If the
baseline has significant electrical inertia, this voltage drop will be small; however, if the
electrical inertia is low, a large voltage drop will occur. In general DC microgrids, DC/DC
converters connected to distributed power sources handle this change [36,37]. When the
baseline voltage starts to drop, control works to supply more power from distributed power
sources such as generators or batteries to the baseline. This can handle some increases in
power load, but if the power supplied exceeds the rated power of the DC/DC converters,
protection circuits will activate and stop the output. Additionally, this control requires a few
milliseconds, during which the power load may give up on starting, or in the worst-case
scenario, the grid may go down.

From this perspective, electrical inertia in DC grids can be considered the ‘maximum
power’ that can be instantaneously extracted from a certain point on the baseline or power
line. Here, ‘instantaneous’ specifically refers to a period ranging from a few seconds to
at most a few tens of seconds, differing from power supply sustainability over several
hours and referring solely to instantaneous force. This is a very short time sufficient to start
household appliances requiring high inrush power. The power sustainability for long-term
operation of appliances is related to battery capacity and is distinct from electrical inertia.

3. DC Grid with Distributed Batteries Directly Connected to the
Baseline

Based on that background, I propose a DC microgrid, as shown in Figure 3, where
multiple small batteries are directly connected to the baseline. In a typical DC microgrid,
distributed power sources such as batteries are connected to the baseline via DC/DC con-
verters. This makes it possible to connect batteries with terminal voltages different from the
baseline voltage, as DC/DC converters perform voltage conversion. Additionally, DC/DC
converters allow free power transfer between the batteries and the baseline. However,
when directly connecting batteries to the baseline, the terminal voltage of the batteries
must match the baseline voltage. This can be achieved by connecting multiple battery
cells in series to form the bulk battery, but some constraints may arise if different types of
battery cells with varying cell voltages are mixed. Nonetheless, the following significant
advantages outweigh these drawbacks:

1. Utilizing the droop characteristics inherent in the batteries themselves for coordinated
operation among distributed batteries.

2. Directly delivering the large electrical inertia of the batteries to the baseline without
passing through the DC/DC converters, resulting in substantial electrical inertia for
the baseline.

3. Since each distributed battery is directly connected to the baseline, the state of charge
(SoC) of each battery spontaneously equalizes over time.

These aspects will be discussed in detail in the following sections.
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Figure 3. My method of directly connecting distributed batteries to the baseline.

4. Inherent Droop Characteristics of Batteries

The droop characteristics inherent to batteries can be formulated from the equivalent
circuit of batteries. The basic equivalent circuit of a battery consists of an electromotive
force E in series with an internal resistance ri, as shown in Figure 4a. If a load resistance is
connected, and the value of the load resistance RL is equal to ri, the battery can deliver the
maximum power, defining a load rate of 100%. When a load RL of any value is connected,
the load rate α is given by

α =
4riRL

(ri + RL)
2 , (1)

 

(a) (b) 

Figure 4. Droop characteristics of a battery: (a) basic equivalent circuit of a battery; (b) relationship
between the load rate α and the terminal voltage Vt.

Meanwhile, the terminal voltage Vt of the battery, given the electromotive force E, is

Vt =
RL

ri + RL
E, (2)
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The relationship between the load rate α and the terminal voltage Vt is thus

α = 4
(

Vt

E
− V2

t
E2

)
, (3)

This relationship is depicted in Figure 4b, representing the droop characteristics of
inherent batteries. Generally, as the load rate increases (i.e., as the output current increases),
the terminal voltage drops due to the voltage drop across the internal resistance. However,
the droop coefficient changes its sign depending on whether the value of the load resistance
is greater than or less than the internal resistance of the battery.

To achieve ADCC, it is necessary to use the region where the droop coefficient is
negative, i.e., the upper half of the graph, when the load resistance is greater than the
internal resistance of the battery. Moreover, where the load rate is 50% or less, a nearly
linear relationship is observed between the load rate and the terminal voltage, enabling
stable droop operation.

Equation (3) indicates that the droop characteristics of the battery do not depend
on the value of internal resistance. Consequently, even if the battery deteriorates and its
internal resistance increases, the load rate will be maintained at the same value as when
it was new, as long as the value of the electromotive force (equal to the terminal voltage
without loading), does not change. Furthermore, even with a mix of different types of
batteries, if their electromotive force is uniform, the load rate can be equalized across the
batteries. While the electromotive force of batteries naturally depends on the SoC, as will
be explained in Section 9, the electromotive force of lithium-ion batteries can be regarded
as nearly constant within a specific range of SoC values. Thus, by directly connecting
batteries of the same type and equal terminal voltage to the baseline, the inherent droop
characteristics of the batteries can be leveraged for cooperative operation.

Measurement of the internal resistance of a lithium iron phosphate (LiFePO4) battery
rated at 51.2 V, 40 Ah showed that the internal resistance was approximately 75 mΩ, de-
pending on the state of charge (SoC) and the magnitude of the discharge current. Therefore,
the load rate for a 1C (40 A) discharge of this battery is approximately 12%, and under
normal usage conditions, the load rate remains relatively low, which allows for effective
droop control.

Thus, by directly connecting batteries with a matched terminal voltage to the baseline,
ADCC can be achieved using the batteries’ inherent droop characteristics.

5. Electrical Inertia in DC Grids

In Section 2, I defined electrical inertia in DC grids as ‘the maximum power that
can be instantaneously extracted from a point on the baseline or power line’. The term
‘instantaneous’ refers to the time it takes for typical power load equipment to complete the
startup process and enter steady-state operation, specifically ranging from a few seconds
to several tens of seconds. Electrical inertia in existing power systems also operates within
this time frame. Therefore, the ability to supply power over several hours is different in
both meaning and unit (J), as it is the electrical energy that can be supplied. Consequently,
the unit for electrical inertia in DC grids should be watt (W).

If we consider the electrical equivalent circuit of a battery, as shown in Figure 4a, the
maximum power Pmax that can be extracted from the battery terminals is given by the
following Equation (4).

Pmax =
E2

4ri
, (4)

When directly connecting batteries to the baseline, there is a certain amount of con-
ductor resistance in the baseline, so the electrical inertia depends on the thickness of the
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power line in the baseline, and the maximum power that can be extracted varies depending
on the point on the baseline. The maximum power that can be extracted decreases as one
moves further away from the directly connected battery, and the electrical inertia weakens.
At a point sandwiched between two directly connected batteries, contributions to electrical
inertia from both batteries can be obtained.

Figure 5 shows the calculation results of electrical inertia (the maximum power that
can be extracted from that point) when a 51.2 V, 60 Ah lithium iron phosphate (LiFePO4)
battery with an internal resistance measurement value of 50 mΩ is directly connected to
a baseline with a cross-linked polyethylene insulated vinyl sheath (CV) cable of 14 SQ
thickness (1.34 Ω/km), where N represents the number of battery divisions. However,
it is assumed that when dividing the battery, the value of internal resistance increases in
proportion to the number of divisions. When directly connecting distributed batteries
with the same total capacity, it is found that it is better to divide them and distribute them
evenly along the baseline rather than connecting a large-capacity battery to one point to
ensure uniformly large electrical inertia throughout the entire baseline. If divided into
40 parts (N = 40), small batteries with 1.5 Ah each are placed on the baseline at 25 m
intervals, enabling the provision of electrical inertia of more than 10 kW throughout a
1 km baseline. The duration of the electrical inertia also lasts for more than 10 min in the
discharge range suitable for droop control of 3C or less, which is sufficient for the startup
of typical equipment.

(a) 

(b) 

Figure 5. Calculation of electrical inertia for number of battery divisions N: (a) divided battery
placement on the baseline; (b) calculated electrical inertia on the baseline.
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The magnitude of electrical inertia in DC microgrids directly connected to the baseline
is determined by the internal resistance of the batteries used and is not directly related to
battery capacity. However, the value of internal resistance of the batteries is inversely pro-
portional to battery capacity. The discharge response speed of batteries varies depending on
the type of battery, but in the case of lithium-ion batteries, it is less than a few microseconds.
Therefore, since power transmission through power lines occurs at nearly the speed of
light, electrical inertia reaches the power load within a few microseconds after switching
on the equipment. However, when a DC/DC converter for voltage conversion is used
between the batteries and the baseline, the response speed slows to several milliseconds
or more due to the electrical control of the DC/DC converter, and the maximum power
is further limited by output devices, which may prevent the inherent electrical inertia of
the batteries from being fully transmitted to the baseline. This is the primary reason for
directly connecting batteries to the baseline.

6. Spontaneous Equalization of Each Battery SoC

In the proposed battery direct-connected DC grid, distributed batteries with the same
terminal voltage are connected by a single baseline, so even if there is a temporary difference
in terminal voltage, it will equalize over time. This has been demonstrated by my testbed
and will be discussed in Section 9. In this case, the terminal voltage of the battery reflects
the battery’s SoC, assuming that the terminal voltage of a battery with a higher SoC is high
than that of a battery with a lower SoC. This is generally the relationship in typical batteries.
As a simple calculation, if a potential difference of 1 V occurs between adjacent batteries,
and the electrical resistance of the baseline connecting the batteries is 0.1 Ω (corresponding
to the conductor resistance of a 100 m length of 14 SG CV cable), if the baseline voltage is
400 V, 2 kW of power will flow from the battery with a higher terminal voltage to the one
with a lower terminal voltage. This results in the spontaneous equalization of the SoC.

In typical microgrids, the SoC of each distributed battery is monitored by a controller
installed somewhere, and if there is an imbalance in the SoC between batteries, the controller
commands the DC/DC converter connected to the battery to artificially equalize the SoC.
When directly connecting batteries to the baseline, such operations are unnecessary for
SoC equalization.

This spontaneous SoC equalization by direct connection to the baseline is independent
of the capacity of the distributed batteries. Therefore, even if batteries with different
capacities are connected to the baseline, spontaneous equalization of SoC occurs for all
batteries. Furthermore, even if the batteries are degraded, the typical battery degradation
mode only increases internal resistance and does not significantly change the electromotive
force value, so there is no significant problem even with slightly degraded batteries.

7. Locality of Autonomous Decentralized Control and a Weakly
Coupled Grid

Autonomous distributed control is a method in which each device using the grid
controls autonomously, so the control must be localized. In other words, the control of
one device should not extend to neighboring devices, and there should be no interference
between their controls. For example, a charge controller is used to charge the battery with
power generated by solar panels. The charge controller monitors the terminal voltage of
the battery being controlled and decides whether to charge or stop charging based on that
terminal voltage. Therefore, as shown in Figure 6a, when a single charge controller controls
the charging of each battery, this allows for the proper use of the charge controller and
poses no problem. However, in this case, the batteries are not connected by power lines, so
they are in ’island mode’ and no power exchange occurs between them.
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(a) Island mode 

 
(b) Strongly coupled grid 

 
(c) Weakly coupled grid 

Figure 6. Differences in charging control methods depending on the strength of electrical coupling
between batteries: (a) island mode; (b) strongly coupled grid; (c) weakly coupled DC grid.

However, as shown in Figure 6b, when batteries are directly connected to the baseline,
they may be affected by the terminal voltage of adjacent directly connected batteries,
leading to incorrect charging control as the charge controller cannot accurately grasp the
terminal voltage of the intended battery. Similarly, the charge control might extend to
adjacent batteries, causing them to be charged as well. Thus, to achieve ADCC, the control
must be localized and should not affect neighboring devices. To prevent this, I propose a
‘weakly coupled grid’ (Figure 6c) with weak electrical coupling between devices connected
to the grid.

In existing power grids, generators at power plants, transformers at substations, and
power loads at consumers are electrically strongly coupled, forming a tightly coupled grid.
Consequently, the baseline voltage is considered constant everywhere, and centralized
control is performed. In contrast, my proposed battery directly connected to the DC grid
requires a loosely coupled condition where each device is electrically weakly coupled.
The strength of the electrical coupling between each device is an indicator of the capacity
of the power lines connecting those devices, relative to the rated power of each device
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(generation power for generators, charge/discharge power for batteries, and consumption
power for power loads). Therefore, the lower the electrical resistance of the power lines
connecting the devices, the higher the voltage, and the larger the allowable current, the
stronger the coupling. As a result, the weakly coupled grid I propose, allowing for a
small deviation of the baseline voltage to which each device is connected, even if they
are connected by a single baseline. Having devices weakly coupled electrically means
each device can maintain the independence of ADCC in the short term while allowing for
relatively slow power exchange between devices in the long term.

8. Grid Configuration and Safety Measure

The method of configuring DC baselines with distributed and directly connected
batteries is shown in Figure 7. In this configuration, small batteries are distributed and
directly connected to the positive and negative baselines, with the midpoint of those
batteries grounded. For example, in the case of a baseline voltage of about 50 V, two
batteries with an equal terminal voltage of 25 V are connected in series, and the midpoint
is grounded. This enhances resistance to lightning strikes and electromagnetic pulse (EMP)
attacks and ensures safety against leakage currents. Power generation equipment such
as solar panels and power load devices is connected to the positive and negative lines
of the baseline to send or receive power. Therefore, if there is no ground fault causing
leakage on one of the baseline lines, the same magnitude of current flows in the opposite
direction in the positive and negative lines, preventing any external leakage magnetic field.
Additionally, if a ground fault occurs, the imbalance in current flow between the positive
and negative lines can be easily detected by a clamp-type leakage detector or similar device.

Figure 7. Configuration of the DC baseline.

In this setup, the two lines of the baseline are fixed at +25 V and −25 V with respect to
the ground potential, so in the unlikely event of electric shock due to leakage, the voltage
shock will not exceed this value. Of course, if both poles of the baseline are touched, one
will experience the full 50 V baseline voltage.

In the event of a direct lightning strike on the baseline, a momentary high voltage will
occur, possibly damaging storage batteries and equipment near the strike point. However,
the damaged storage batteries could serve as a fuse, potentially protecting other equipment.
In the case of induced lightning, the directly connected storage batteries function as large
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capacitors, absorbing the surge current caused by the lightning. Similarly, the effects of
magnetic storms or EMP attacks are mitigated due to this function.

Since the same magnitude of current flows in both the positive and negative lines
of the baseline, the positive and negative sides of the directly connected batteries always
maintain the same SoC and an equal voltage magnitude with opposite polarity relative
to the midpoint. To correct any imbalance, a cell balancer with correction capabilities is
desirable [38,39].

When directly connecting batteries to the baseline, it is necessary to match the terminal
voltage to the baseline voltage. This is not particularly difficult since various types of
batteries with different terminal voltages are widely available in the market. The LiFePO4
batteries used in my constructed microgrid have a cell voltage of 3.2 V, with many commer-
cially available options of 25.6 V (8 cells in series) or 51.2 V (16 cells in series). Therefore,
as shown in the figure, by connecting these in series, storage batteries that correspond to
baseline voltages of 50 V or 400 V can be configured.

In the proposed DC grid, which is characterized by the distribution and direct con-
nection of batteries to the baseline to provide electrical inertia, safety measures are indis-
pensable because large currents flow during ground faults or short circuits in the baseline,
potentially leading to major accidents [40,41]. Of course, existing AC power grids are also
equipped with circuit breakers (CBs) and fuses in various locations to prepare for such
accidents. While existing ultra-high voltage circuits in power grids require special CBs to
cut the arc discharge that occurs during circuit disconnection, the DC microgrid envisioned
here has a baseline voltage of around several hundred volts, so such special CBs are not
considered necessary. However, since many commercially available CBs are for AC use,
CBs that can be used with DC are required. When a short circuit or ground fault occurs in
the baseline, an abnormal large current flows momentarily. The mechanism to detect this
and cut the circuit is the same as existing ones, but a considerably large current capacity
(hundreds of amperes) and rapid response are required.

As an example, various safety measures for the DC grid with a baseline voltage of
400 V are shown in Figure 8. By installing overcurrent CBs that detect and cut overcurrent
at various locations in the baseline, the shorted section can be isolated on both sides from
the baseline, preventing accident escalation. In this way, the installation of overcurrent CBs
along the baseline is feasible only in weakly coupled grids. In contrast, in strongly coupled
existing grids, it is uncommon to install overcurrent CBs in the middle of transmission or
distribution lines.

Figure 8. Safety measures for microgrids.

At the very least, as shown in the figure, overcurrent CBs should be installed at all
connection points between the distributed batteries and the baseline. In my constructed
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microgrid, 63 A CBs are installed between each battery and the baseline. Therefore, it is
possible to replace each battery (hot swap) without stopping the grid, and CBs are also
installed between each power box and the baseline, allowing each power box to be freely
connected or disconnected from the baseline.

Furthermore, when a short circuit or ground fault occurs in the baseline, a large
discharge current occurs from the batteries directly connected to the nearby baseline,
leading to an abnormal drop in terminal voltage. Therefore, it is also effective to install
abnormal voltage CBs that detect and cut the circuit upon detecting an abnormal bat-
tery terminal voltage. This is also effective for protecting batteries from overcharging or
over-discharging. Some lithium-ion batteries are equipped with a BMS function that dis-
connects from the terminals to protect the battery when the terminal voltage drops below a
specified value.

On the other hand, ground fault accidents can be addressed with a breaker based on
the same principle as commercially available AC residual current devices (RCDs). In a
neutral point grounded DC baseline with the baseline voltage’s neutral point grounded as
shown in the figure, the magnitude of current flowing in the positive and negative sides
of the baseline should normally be equal, but if a ground fault occurs somewhere, this
becomes unbalanced and can be detected by a conventional clamp meter or RCD. There-
fore, countermeasures can be taken by installing such devices at various locations along
the baseline.

9. Demonstration Experiment

To verify the feasibility of the battery directly connected DC microgrid, I constructed
a testbed of the microgrid on my university campus, as shown in Figure 9. Power boxes,
which house LiFePO4 batteries with a rated terminal voltage of 51.2 V, are installed on the
rooftops of four school buildings, namely Buildings 1–4 (B1–B4). These are connected by a
power baseline made up of 14 SQ CV cables. Additionally, 800 W solar panels are installed
on the rooftops of Buildings 1–3 (B1–B3) and connected to the batteries within each power
box through MPPT charge controllers. The baseline is laid in a T-shape with Building 4 (B4)
serving as a hub and Buildings 1–3 (B1–B3) being the endpoints of the baseline. The B4 hub
is equipped with a battery with double the capacity (240 Ah) compared to the batteries in
B1–B3, although it does not have solar panels installed.

The reason for installing the power boxes outdoors on the rooftops of school buildings
is to mitigate the risk of fire from lithium-ion batteries, to comply with fire safety regu-
lations, and to prepare for future replacements of existing power distribution grids with
DC systems, wherein distributed storage batteries are envisioned to be installed at pole
transformer locations. Consequently, the power boxes are waterproofed, lined with insula-
tion on the inside, and further covered with a silver sheet. The batteries have shown no
significant damage or degradation even though the outdoor temperatures can drop below
freezing in winter and exceed 40 ◦C during summer days. The power boxes also contain
MPPT charge controllers, DC/AC inverters, mini-PCs for monitoring, and switching hubs
for wired network links, all of which have been installed for over three years and continue
to function normally.

This microgrid operates off-grid (island mode), entirely powered by renewable energy
(solar power). The power loads consist of distributed micro-datacenters installed on the
rooftops of buildings B1–B3, which consume approximately 100 W of power on a regular
basis, and electric vehicle (EV) charging spots. When the baseline voltage is sufficiently
high, the EVs are occasionally charged. Table 1 shows the specifications of the microgrid.

118



Electronics 2025, 14, 1356

Figure 9. Testbed of the battery directly connected DC microgrids.

Table 1. The specifications of the constructed DC microgrid.

Battery Solar Panel DC/AC Inverter Monitoring

Building 1 LiFePO4
51.2 V, 60 Ah × 2 800 W 100 V, 3 kW

for EV charging

Battery voltage
Battery temperature

Charging current
PV power generation

Building 2 LiFePO4
51.2 V, 60 Ah × 2 800 W 100 V, 1.5 kW

Battery voltage
Battery temperature

Charging current
PV power generation

Building 3 LiFePO4
51.2 V, 60 Ah × 2 800 W 100 V, 1.5 kW

Battery voltage
Battery temperature

Charging current
PV power generation

Building 4 LiFePO4
51.2 V, 60 Ah × 4 − 100 V, 3 kW

for EV charging
Battery voltage
Baseline current

Entire grid
LiFePO4

51.2 V, 600 Ah
(~30 kWh)

2.4 kW − Grid Code:
Baseline voltage: 51~56 V

The devices connected to this grid operate autonomously in a distributed cooperative
manner without exchanging information via communication lines. For example, the charge
controller of the solar panel performs MPPT control when the terminal voltage of the
connected battery is 56 V or lower. However, when it seems likely to exceed 56 V, it
switches to float mode to maintain 55.6 V, to prevent overcharging or battery damage.

Additionally, when the battery terminal voltage drops below 51 V, a low-voltage alarm
is sent to the administrator via email, leading to manual suppression of power load usage.
If the battery voltage continues to drop further, the battery management system (BMS)
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within the battery stops output to the terminals to prevent over-discharge damage. As
an off-grid power source, this microgrid handles such situations by disconnecting power
loads before reaching this final measure. Therefore, the baseline voltage fluctuates within
the range of 51 V to 56 V even during normal operation, requiring power loads to be
designed to operate within this voltage range. In practice, the DC/AC converters used
in the system can operate within this voltage range. (For reference, the voltage range of
Japan’s household 100 V indoor wiring is regulated by Article 38 of the Electricity Business
Act Enforcement Regulations to be within the range of 95 to 107 V, not exceeding ±6 V of
101 V).

In this grid, each device connected to the grid is required to comply with the grid usage
rule (Grid Code) regarding the baseline voltage, which is to operate within the range of
51 V to 56 V. Therefore, each device autonomously controls its operation to avoid deviating
from that range. For example, if the baseline voltage is close to the upper limit of 56 V, and
further power supply might exceed the appropriate range, solar power generators will
refrain from supplying power, even if they have the potential to generate it. Similarly, if the
baseline voltage is close to the lower limit of 51 V, and further power consumption might
fall below the appropriate range, the load will not start operating.

Such an ADCC grid might appear imperfect due to its limitations in overall optimiza-
tion. However, output suppression of renewable energy power generation in existing grids
is already common. The critical point is to minimize the frequency of such occurrences.
The grid should be designed to ensure that these events are exceedingly rare. In addition,
since the batteries of each power box are directly connected to the baseline, any voltage
difference at the terminal voltage will naturally be equalized through power exchange via
the baseline.

The charge controllers for solar panels are USB-connected to the mini-PCs within the
power boxes, and through a wired LAN laid along the power baseline, the generated power,
charging power, temperature inside the box, etc., can be monitored in real-time. This setup
is solely for monitoring purposes and does not involve any specific control. Figure 10
shows the monitoring screen of the microgrid, allowing monitoring at 1 s intervals for the
battery terminal voltage, and at 1 min intervals for the battery temperature, solar panel
generation power, power consumption of the connected loads, etc.

The LiFePO4 batteries used in my microgrid are configured with 16 series-connected
and 12 parallel-connected 26,650 cells (3.2 V, 3.3 Ah). The relationship between the terminal
voltage and SoC (approximate) at no load is estimated as shown in Figure 11. Therefore, the
SoC of the batteries near the measurement point of the baseline can be roughly estimated
from the baseline voltage. This means that each device connected to the baseline can
understand the power situation (the SoC of the distributed battery) around it by sensing
the baseline voltage.

Figure 12 shows the time variations in solar power generation and battery terminal
voltage (equal to the baseline voltage at that point) at B1, B2, and B3 measured over the
course of one month, January 2023 [42]. Multiple solar panels are connected to each battery
via charge controllers; however, due to the moderate conductor resistance of the CV cables
between each battery, they are loosely coupled, ensuring the independence of each charge
controller’s regulation. Each device autonomously adheres to the grid regulations, resulting
in the battery terminal voltage of each power box ranging from 51 to 56 V. Consequently,
even if temporary discrepancies occur due to activities such as EV charging, the terminal
voltage of each battery naturally equalizes over time.
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Figure 10. Monitor screen of the microgrid operation.

Figure 11. Relationship between battery terminal voltage and SoC.
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Figure 12. System operation record for one month, January 2023.

In this microgrid, multiple small batteries are directly connected to the baseline, and
voltage is always applied to the baseline, allowing for instantaneous power extraction
from any point on the baseline. Furthermore, the power supply to the load is coordinated
by multiple batteries in the vicinity, distributing the power load across multiple batteries
(coordinated power supply). To demonstrate this, an experiment was conducted on a sunny
day, 14 April 2023, from 9:40 A.M. to 11:00 A.M., where power was artificially extracted
from the B4 power box using an electronic load device.

Figure 13 shows the graphs of (a) solar power generation, (b) the terminal voltage
of each battery, and (c) the inflow and outflow current of the B4 power box over time,
as recorded during that period. The three buildings, B1 to B3, where the solar panels
are installed are adjacent to each other and all have the same rated (800 W) solar panels,
resulting in similar solar power generation, as shown in Figure 13a. At the start of the
measurement period, the batteries in B1 to B3 were receiving 550–600 W of generated
power from each solar panel. The terminal voltage of the batteries in B1 and B3 was high,
at around 54 V. On the other hand, the batteries in B4, which did not have solar panels,
and B2, which consumed power due to the micro-datacenter, had slightly lower voltages
(Figure 13b).

In the experiment, the power consumption of the electronic load device connected
to B4 was switched every 10 min in the following order: 0 W, 1200 W, 200 W, 800 W,
600 W, 2000 W, 1500 W, and 0 W. Figure 13c shows that a large current was discharged
from the B4 battery, directly connected to the electronic load. In the graph, the positive
values on the vertical axis for B1 to B4 represent discharging from each battery, and the
negative values represent charging to each battery. At the beginning of the experiment, B4’s
battery was being charged by the batteries in B1 and B3. The graph indicates that when a
large load, such as 2 kW, was connected, the nearby batteries coordinated to supply power
(coordinated power supply), supporting the validity of droop control by the battery itself.
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Figure 13. Graph of time change in power load experiment: (a) solar power generation, (b) terminal
voltage of each battery, and (c) inflow and outflow current of the B4 power box over time.

In coordinated power supply, the distribution ratio of power supply from each battery
is determined solely by the voltage difference at the terminals of each battery and the
electrical resistance of the power lines connecting them. Figure 14a shows the simplified
equivalent circuit of the baseline and batteries in my DC microgrid. Each battery is
represented by a DC voltage source corresponding to its electromotive force and internal
resistance, while the baseline cables are modeled as electrical resistances with lumped
constants representing their conductor resistance. V1 to V4 and r1 to r4 represent the
electromotive force of each battery (with variations depending on their SoC) and their
internal resistance, while R1 to R3 mainly represent the conductor resistance of the baseline
cables connecting the batteries, and R4 represents contact resistances such as terminal
connections. Table 2 shows measured parameter values of the equivalent circuit for my
microgrid. Based on this equivalent circuit, the voltage at each node and the current flowing
through each branch can be easily calculated using DC circuit theory. Figure 14b compares
the measured baseline currents I1 to I4 at B4 with their calculations with the simplified
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equivalent circuit model, and the two align closely. This demonstrates that the state of
the grid can be accurately described using such a simple equivalent circuit model and
straightforward calculations, which is one of the features of a battery directly connected
DC grid.

 
(a) 

(b) 

Figure 14. (a) Simplified equivalent circuit of the baseline and batteries in my DC microgrid,
(b) measured baseline currents I1 to I4 at B4 and calculations with the simplified equivalent
circuit model.

Table 2. Measured parameter values of the equivalent circuit for my microgrid.

r1~r3 r4 R1 R2 R3 R4

75 mΩ 32 mΩ 142.5 mΩ 170 mΩ 320 mΩ 5.5 mΩ

In this grid, the baseline has a large electrical inertia, so that a large amount of power
can be always extracted from any point on the baseline. Next, experiments applying
power loads to the batteries on B1 to B3 were conducted to investigate the power supply
distribution ratio from each battery in response to the applied loads.

Figure 15 illustrates the power supplied by each battery, including the newly measured
results for B4, with different colors used to indicate the contributions. Positive values on the
vertical axis represent the discharge power of the batteries, while negative values indicate
charging power. During the experiments, solar generated power also flowed into the
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batteries at the nodes B1 to B3, so the power generation needed to be subtracted to calculate
the applied load values. Consequently, the red line labeled “Net Demand” represents the
net load power after subtracting the solar power generation. A negative value for this line
indicates that the solar power generation exceeded the applied load power. From Figure 15,
it can be observed that the battery connected to the applied load naturally had the highest
contribution ratio. However, nearby batteries also shared a substantial portion of the load,
demonstrating the effectiveness of coordinated power supply.

Figure 15. Power supply distribution of each battery when the power load is connected to (a) B1,
(b) B2, (c) B3, and (d) B4.

Finally, I would like to mention the disaster resilience of this microgrid. The greatest
feature of the weakly coupled ADCC DC grid is that even if a part of the baseline is cut
and the grid is split into two, the two separated grids can continue to function normally
as independent ADCC grids. In my testbed, CBs are installed between each power box
and the baseline, and it has been confirmed that there is no change in the grid when they
are disconnected at any moment. The two grids that are separated can both continue to
operate normally. Additionally, if the baseline voltages of the two grids are almost equal,
they can be reconnected to form a single grid again. In other words, the grid can be discon-
nected and reconnected at any time with a single touch, which also underscores its strong
disaster resilience.

10. Interconnection with Existing Power Grid

In microgrids that rely primarily on unstable renewable energy power generation,
stable power supply remains a significant challenge. Conversely, existing power grid
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systems are vulnerable to natural disasters and face destabilization issues as the integration
of renewable energy progresses. By interconnecting with existing power grid systems, I
aim to cover the shortcomings of both systems, achieving a green, resilient, and stable
power supply.

Figure 16 illustrates the method of interconnection between both grids. Within dis-
tributed regional microgrids, the goal is to utilize locally generated renewable energy, such
as small-scale solar, wind, and hydroelectric power, to the fullest extent, while maintaining
power supply through the provision of engine-driven emergency power sources in case
of power shortages. However, equipping each microgrid with its own emergency power
source is not efficient. By interconnecting with existing power grid systems, power can be
received from the grid during shortages. Therefore, while each microgrid aims for partial
optimization of power distribution through ADCC, the existing power grid system aims
for overall optimization by equalizing power distribution among microgrids. This division
of roles leverages the strengths of both microgrids and existing power grid systems. In this
case, short-term and small-scale power fluctuations are addressed by the electrical inertia
within each microgrid (momentary response), while long-term and large-scale fluctuations
are addressed by power supply from the grid (sustained response).

Figure 16. Interconnection with existing power grid.

Interconnection with the existing power grid also enables power exchange between
microgrids. If renewable energy generation within a microgrid exceeds consumption and
storage batteries become fully charged, off-grid systems will have to halt power generation.
However, with interconnection, surplus power can be fed back into the grid and utilized
by microgrids experiencing power shortages, thereby effectively utilizing the renewable
energy potential without waste. Utilizing the existing power grid allows for wide-area
power exchange and realizes overall optimization of power distribution.

11. Conclusions

This paper proposes a novel approach for constructing a DC grid by directly connect-
ing small batteries along the DC bus in a distributed manner and introduces a method for
achieving autonomous decentralized cooperative control (ADCC).

126



Electronics 2025, 14, 1356

Conventional DC grid systems have treated the DC baseline, which is situated at the
lowest physical layer of the grid’s system hierarchy, as mere wiring for power exchange
among devices. Consequently, essential grid-stabilizing functions such as electrical inertia
and droop control for coordinated operation between distributed power sources were
implemented within the upper control layer via DC/DC converters with pseudo-inertia or
configured droop parameters. In contrast, the battery-integrated DC baseline proposed
herein is not just a passive conductor but serves as a “functional powerline” by endowing
it with electrical inertia and enabling functions such as coordinated power supply and
distribution balancing among connected batteries. This was realized by leveraging the
intrinsic droop characteristics of batteries. By directly connecting batteries to the baseline,
their inherent droop properties were utilized to achieve coordinated operation among
distributed batteries without relying on DC/DC converters. Additionally, this architecture
allows for significant electrical inertia to permeate throughout the grid, contributing to grid
stability. Furthermore, spontaneous power exchange among batteries directly connected to
the baseline naturally resolves temporary imbalances in state of charge (SoC) over time.

We also explored the ADCC method tailored for DC grids employing this battery-
integrated baseline. For ADCC to be realized, it is crucial for each device connected to the
grid to grasp the state of the grid. Unlike centralized control, it is difficult for individual
devices to have a comprehensive understanding of the state of the entire grid, but they
can have some understanding of the state of the grid in their own neighborhood. In the
proposed architecture, the SoCs of nearby batteries are reflected in the baseline voltage.
This enables individual devices to infer the local grid state (e.g., power conditions) from
the baseline voltage. Moreover, maintaining the independence of each device’s control is
imperative, for which methods to ensure the locality of device control were examined. I
identified that weak electrical coupling among devices connected to the baseline is essential
to achieving ADCC. In other words, electrical control should not extend beyond adjacent
devices, while still allowing for gradual power exchange over the long term, necessitating
an appropriate coupling strength.

To validate the feasibility of this approach, a DC microgrid testbed with battery-
integrated baselines was constructed on a university campus, and the fluctuations of
photovoltaic (PV) generation and baseline voltage were monitored over a one-month pe-
riod. The results confirmed the locality of PV charging control for individual distributed
batteries, demonstrating that PV charge controllers accurately regulated only their re-
spective batteries. Consequently, the baseline voltage was maintained within the optimal
range of 51–56 V, and temporary SoC imbalances caused by electric vehicle (EV) charging
naturally equalized over time. Furthermore, experiments with electronic loads at various
baseline points confirmed the coordinated operation of distributed batteries near the loads,
effectively supplying power collaboratively.

While numerous advantages of the proposed architecture have been demonstrated,
challenges remain. Firstly, the terminal voltage of batteries directly connected to the
baseline must match the baseline voltage within a certain range. Preparing enough of
such batteries is a potential issue. My testbed was small, and I built a baseline to fit
10 available batteries with terminal voltages of 51.2 V. Whether suitable batteries are widely
available for the commonly utilized baseline voltage range of 350–400 V remains uncer-
tain. Additionally, my testbed utilized new batteries in experiments spanning less than
three years. Long-term issues related to battery degradation over 10 or 20 years warrant
further investigation.

Safety concerns also present a challenge. While direct connecting batteries provide sig-
nificant electrical inertia, they also pose risks, such as substantial current flow from nearby
batteries in the event of a short circuit or ground fault. Although safety measures were
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incorporated into my testbed, and no accidents occurred during testing, the effectiveness
of these measures under actual fault conditions remains to be confirmed.

Despite these challenges, the biggest feature of this method is that it delegates basic
grid-operating functions such as electrical inertia and power distribution balancing, which
were conventionally handled by the higher-level control layer, to the physical layer of
the baseline. This approach alleviates the burden on the control layer, allowing it to
focus on more advanced and efficient operations. By integrating the proposed “functional
powerline” into existing DC grids to form a composite system, basic control tasks such
as grid stabilization and power distribution balancing can be managed at the baseline
level. Consequently, the higher control layers and application layers of the grid system can
be dedicated to more sophisticated applications, including energy management systems
(EMSs) or power trading, facilitating the development of application-centric systems.

The proposed ADCC-based DC microgrid demonstrates resilience, as even in cases of
partial system failure, the remaining components can maintain functionality to some extent.
This characteristic makes it particularly suitable for residential areas in disaster-prone
regions. Equipping individual households with small batteries interconnected via weak
DC baselines will enable sharing of locally generated power, such as solar energy, among
neighboring households—potentially paving the way toward a resilient and community-
based power infrastructure.
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Abbreviations

The following abbreviations are used in this manuscript:

AC alternating current
ADCC autonomous decentralized cooperative control
BMS battery management system
CB circuit breaker
CO2 carbon dioxide
CV cross-linked polyethylene insulation vinyl sheath
DC direct current
EMP electromagnetic pulse
EV electric vehicle
LAN local area network
MPPT maximum power-point tracking
PC personal computer
PV photovoltaic (solar cell)
RCD residual current device
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SoC state of charge for batteries
SQ square meters
USB universal serial bus
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Abstract: This paper presents a two-time-scale human-centric microgrid optimization
framework, developed based on singular perturbation theory. First, a comprehensive
model is constructed, integrating the electrical characteristics of microgrid components
with the evolutionary dynamics of consumer behavior. Subsequently, the system is decom-
posed into distinct fast and slow time scales using singular perturbation theory, enabling
the effective separation of rapid electrical responses from the slower motivational dynamics
of consumer behavior. Tailored optimal control strategies are then formulated for each
time scale to ensure the rapid stabilization of fast system dynamics in response to transient
disturbances and the gradual optimization of slow system dynamics under steady-state
conditions. Finally, the proposed approach is validated through preliminary numerical sim-
ulations, which demonstrate its potential effectiveness in maintaining microgrid stability
under transient conditions, facilitating behavioral adaptation, and improving operational
efficiency of the microgrid.

Keywords: consumer behavior dynamics; human-centric microgrid systems; optimal
control strategies; singular perturbation theory; two-time-scale optimization

1. Introduction

The increasing demand for clean energy and the shift toward decentralized power
systems have made microgrids a critical component of modern energy infrastructure.
Microgrids offer enhanced reliability, flexibility, and efficiency by integrating distributed en-
ergy resources (DERs) such as solar and wind power [1–5]. The development of operational
architectures and energy management systems for multiple microgrid clusters further
enhances their potential in complex energy systems. Additionally, recent advancements in
microgrid planning, operation, and control have laid the foundation for the application
and promotion of various control methods [6–9]. However, beyond these technological
developments, consumer behavior plays an equally crucial role in shaping the future of
microgrid systems.

In response to evolving energy demands, traditional energy management models have
transformed into intelligent, human-centric, and distributed frameworks, where consumer
behavior plays a pivotal role in optimizing energy consumption and system efficiency [10–15].
Guttromson et al. [16] first introduced a personalized residential energy model in 2003,
emphasizing the influence of appliance usage and consumer behavior on energy efficiency,
which was later advanced by Aksanli et al. [17] through user-driven smart scheduling to
optimize consumption. Moreover, the rise of distributed power trading and cooperative
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mechanisms has introduced new challenges to self-regulation in energy internet systems.
Teng et al. [18] demonstrated how consumer behavior mitigates price fluctuations through
distributed trading, an area further explored by Tushar et al. [19] using game theory in P2P
energy trading. Moreover, Cintuglu et al. [20] analyzed its effects on microgrid frequency
control and stability. Furthermore, active consumer participation is crucial for the success of
community energy projects. O’Neill-Carrillo et al. [21] demonstrated the shift from passive
consumers to active participants in Caribbean energy projects, which significantly boosted
local socio-economic development, while Fragniere et al. [22] examined user acceptance
through ethnographic methods and the SECI model, proposing strategies for microgrid adop-
tion. Indeed, in microgrid control, consumer behavior plays a critical role in system dynamics.
Cucuzzella et al. [23] were the first to integrate psychological and social motivations into the
distributed control of DC microgrids, revealing the profound impact of consumer behavior
on system stability. Building on this, Feng et al. [24] introduced a human-cyber-physical
framework to further explore the interaction between consumer behavior and microgrid
dynamics. Doumen et al. [25] quantified the effects of different decision-making motives on
distribution grid operations through simulations, offering new insights into microgrid control
strategies.

Although consumer behavior is critical in microgrid management, the dynamic com-
plexity of these systems equally demands sophisticated control strategies. Previous research
has predominantly focused on single time-scale control [26–31]. However, in recent years,
multi-time-scale control has garnered increasing attention and become a topic of signif-
icant interest. In theoretical research, the foundation of two-time-scale control was laid
by Kokotović et al. [32], who utilized singular perturbation theory to decouple rapid and
slow system dynamics. Litkouhi and Khalil [33] later refined this approach by extending it
to multirate control specifically in discrete-time systems. Building on these foundations,
Zhang et al. [34] and Yu et al. [35] introduced event-triggered mechanisms to enhance the
robustness of cyber-physical systems, asynchronously regulating fast and slow dynamics.
The framework was further expanded in [36] to account for uncertainties in nonlinear
stochastic systems, offering a more comprehensive control strategy. In the realm of micro-
grid applications, Zhang et al. [37] proposed a two-time-scale energy management model
that integrates day-ahead and intraday scheduling, optimizing both economic efficiency
and system reliability under the fluctuations of renewable energy. This concept was ad-
vanced in [38] with a hierarchical frequency stability control strategy, specifically designed
for islanded microgrids, utilizing multi-time scale to ensure rapid dynamic responses and
long-term stability. Furthermore, Bao et al. [39] and Zhang et al. [40] demonstrated the
effectiveness of multi-time-scale coordination in optimizing the management of diverse
energy resources, thereby improving overall system efficiency and stability. Further ad-
vancements have tackled the increasingly complex interactions within microgrids. Hua
et al. [41] introduced a three-time-scale hybrid control algorithm to manage the interaction
between inverters and batteries in islanded microgrids, ensuring large-signal stability and
operational reliability.

Despite the fact that prior studies have offered valuable insights into energy manage-
ment, they have largely overlooked the intricate interplay between consumer behavior
and microgrid dynamics, particularly across two-time scales. This gap in the literature
highlights the need for a more integrated control approach. Consequently, to bridge this
gap, we propose a novel two-time-scale control framework that explicitly incorporates
consumer behavior into microgrid dynamics. By leveraging singular perturbation theory,
we decouple the microgrid system into fast and slow dynamics, thereby facilitating the
development of optimized control strategies that specifically address the distinct challenges
posed by each time scale. Fast dynamics address immediate physical system responses,
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while slow dynamics capture the gradual evolution of consumer behavior influenced by
motivations and interventions. The main contributions of this paper are as follows:

1. A novel hierarchical optimization control framework that independently manages
system dynamics across different time scales. It effectively handles the interaction be-
tween electrical dynamics and consumer behavior in microgrids and can be extended
to other complex multi-time-scale systems. This framework ensures system stability
and operational efficiency in dynamic environments.

2. A two-time-scale control method is introduced for microgrids integrating consumer
behavior. Using singular perturbation theory, it decouples fast electrical responses
from slower consumer behavior evolution, allowing optimized control for both tran-
sient and steady-state dynamics, improving response speed and long-term stability.

The remainder of this paper is organized as follows: Section 2 introduces the prelimi-
naries and problem formulation, including integrated system modeling and the decoupling
approach. Section 3 elaborates on the primary findings, including the optimization chal-
lenges for both fast and slow dynamics, along with the design of optimal controllers, and it
offers a comprehensive stability analysis of the proposed control strategy. Section 4 presents
numerical simulations to validate our method, followed by conclusions in Section 5.

2. Preliminaries and Problem Formulation

This chapter introduces a framework that integrates physical systems with consumer
behavior. By first presenting both physical and behavioral models, the chapter elucidates
how consumer behavior is incorporated into system dynamics. Subsequently, singular
perturbation theory is employed to decouple fast and slow dynamics, laying a solid
foundation for optimal control strategies.

2.1. System Modeling

The microgrid system analyzed in this study, as shown in Figure 1, consists of N inter-
connected prosumers, each comprising a distributed generation unit (DGU) and associated
loads. These prosumers are connected through communication networks and physical
links to enable the exchange of energy and information, closely simulating real-world
operational scenarios. Within this framework, the load characteristics of each prosumer
are dynamically influenced by consumer behavior. Consumer behavior is shaped by both
external social interventions (such as economic incentives, price regulations, and policy
initiatives) and intrinsic motivations. These intrinsic motivations arise from the interaction
of two dominant value systems: hedonic values, which prioritize personal satisfaction and
immediate gratification, and biospheric values, which emphasize environmental responsi-
bility and sustainable development. Together, these factors determine consumers’ energy
usage patterns and consistently influence the load characteristics of the microgrid.

Figure 1. Two-time-scale microgrid framework: integrating consumer behavior with load and
generation dynamics.
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The internal electrical configuration of each prosumer is shown in Figure 2. The
distributed generation unit DGU consists of a power source and a voltage source converter
(VSC), which together form the core components for energy conversion and regulation.
The load connected to the DGU represents consumer demands, and prosumers are inter-
connected via transmission lines, enabling bidirectional energy and information exchange
within the microgrid. As depicted in Figure 2, the dynamic processes at the physical level
of the microgrid proceed as follows:

Cf V̇d = −R−1
s Vd + ωrCf Vq + Itd + B Id − ILdg, (1a)

Cf V̇q = −ωrCf Vd − R−1
s Vq + Itq + B Iq − ILqg, (1b)

L f İtd = −Vd − R f Itd + ωrL f Itq + ud, (1c)

L f İtq = −Vq − R f Itq − ωrL f Itd + uq, (1d)

Lİd = −BTVd − RId + ωrLIq, (1e)

Lİq = −BTVq − ωrLId − RIq, (1f)

where the subscripts d and q denote the direct and quadrature components, respectively. Cf

and L f represent the filter capacitance and inductance, which define the system’s filtering
characteristics. g represents the consumer load, while R f and Rs are the system and load
resistances, respectively, which influence power dissipation. Vd and Vq represent the load
voltages, while Itd and Itq are the output currents of the DGU. Id and Iq represent the
currents along the transmission lines, with R and L corresponding to the resistance and
inductance of the transmission lines, respectively. The system dynamics are governed by
the input voltages u, while B, the edge-node incidence matrix of the prosumer’s communi-
cation topology, defines the structure of information exchange between nodes. The angular
frequency ωr characterizes the system’s operational frequency.

Figure 2. Schematic representation of the internal electrical configuration of a prosumer in a micro-
grid.

The internal consumer behavior dynamics of each prosumer are illustrated in Figure 2.
The operation of the microgrid is influenced by both the dynamics of the physical layer
and consumer behavior. As described in the literature [24], consumer behavior is shaped
by motivations, social interventions, and personal values, all of which impact energy
consumption patterns. Decisions are driven by a combination of external interventions and
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personal values. To model this, a consumer behavior framework is proposed to capture the
dynamic interaction between motivations and interventions, as follows:

ċ = B(n − c − Fs), (2a)

ṅ = D(whed − n) + E(wbio − n), (2b)

where the variable c describes the dynamic evolution of behavior, representing the response
of consumers to external influences or interventions. n represents the motivational variable,
shaped by diverse values, including the hedonic value whed and biospheric value wbio,
both of which jointly affect the decision-making process of consumers. The variable s
quantifies the strength of social interventions, while the matrix F governs the intensity
of these interventions. The parameter B dictates the rate at which behavioral changes
occur. Parameters D and E serve as weights and time constants, regulating the combined
effects of interventions and values on behavior. Together, these parameters capture the
complex interplay between personal values, external interventions, and the dynamics of
consumer behavior.

Building on the consumer behavior model, the integration of behavioral and physical
layers is achieved by substituting the behavioral variable c with the load control input
g, thereby converting abstract behavioral dynamics into concrete physical signals. This
transformation seamlessly integrates consumer energy decisions into the microgrid’s load
control mechanism, enabling the system to adjust loads adaptively based on real-time
demand. The integrated system equations are as follows:

Cf V̇d = −R−1
s Vd + ωrCf Vq + Itd + B Id − ILdc, (3a)

Cf V̇q = −ωrCf Vd − R−1
s Vq + Itq + B Iq − ILqc, (3b)

L f İtd = −Vd − R f Itd + ωrL f Itq + ud, (3c)

L f İtq = −Vq − R f Itq − ωrL f Itd + uq, (3d)

Lİd = −BTVd − RId + ωrLIq, (3e)

Lİq = −BTVq − ωrLId − RIq, (3f)

ċ = B(n − c − Fs), (3g)

ṅ = D(whed − n) + E(wbio − n). (3h)

2.2. System Decoupling

The integrated system equations can be expressed as

⎧⎪⎪⎨
⎪⎪⎩

ẏ = Ayyy + Ayzz + Gyu + B′
yx,

ż = Azyy + Azzz,

ẋ = Hw − Px,

(4)

where y =
[
VT

d VT
q IT

td IT
tq cT

]T
and z =

[
IT
d IT

q

]T
represent the electrical re-

sponses and behavioral dynamics, respectively, while the control input vector is given by

u =
[
uT

d uT
q sT

]T
. The system is influenced by intrinsic consumer values, represented

by the vector w =
[
wT

hed wT
bio

]T
, and x =

[
x
]

denotes the motivational variables. Addi-

tionally, the matrices H =
[

D E
]

and P =
[

D + E
]

describe the relationships between

the system’s behavioral dynamics and external factors, B′ =
[
0 0 0 0 B

]�
, where

Ayy is defined as follows:
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Ayy =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

− 1
RsCf

ωr
1

Cf
0 − ILx

Cf

−ωr − 1
RsCf

0 1
Cf

− ILy
Cf

− 1
L f

0 − R f
L f

ωr 0

0 − 1
L f

−ωr − R f
L f

0

0 0 0 0 −B

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

where Ayz and Azy are defined as follows:

Ayz =

⎡
⎣ B

Cf
0 0 0

0 B
Cf

0 0

⎤
⎦

T

, Azy =

[
−BT

L 0 0 0 0
0 −BT

L 0 0 0

]
,

where Azz and Gy are defined as follows:

Azz =

[
− R

L ωr

−ωr − R
L

]
, Gy =

⎡
⎢⎢⎢⎢⎢⎢⎣

0 0 0
0 0 0
1

L f
0 0

0 1
L f

0

0 0 −BF

⎤
⎥⎥⎥⎥⎥⎥⎦

.

In the proposed framework, the variable n evolves on a slower time scale compared
to other variables, resulting in a two-time-scale system. Traditional control methods face
challenges in addressing this, necessitating a more tailored approach. By applying singular
perturbation theory, we assume that fast variables reach a steady state in the slow system,
while slow variables remain constant in the fast system. This enables the decomposition of
the system into distinct fast and slow dynamic subsystems. The decoupled slow system is
represented by the following equations:

⎧⎪⎪⎨
⎪⎪⎩

ẋs = Hw − Pxs,

0 = Ayyys + Ayzzs + Gyus + B′
yxs,

0 = Azyys + Azzzs,

(5)

where the variables xs, ys, zs and us represent the slow dynamic components of x, y, z and
u. In the steady state of the slow system, the following holds:

0 = Hw − Pxs, (6a)

0 =
(

Ayy − Ayz A−1
zz Azy

)
ys + Gyus + B′

yxs, (6b)

where zs = −A−1
zz Azyys.

In the fast dynamic subsystem, it can be expressed as

ẏ f = ẏ − ẏs

= Ayyy + Ayzz + Gyu + B′
yx

= Ayyys + Gyus + Ayzzs + B′
yxs + Ayyy f + Gyu f + Ayzz f ,

(7)

where the variables x f , y f , z f and u f represent the fast dynamic components of x, y, z and u.
By substituting Equation (6b) into Equation (7), the independent fast dynamic equation

can be derived as follows:

ẏ f = Ayyy f + Gyu f + Ayzz f . (8)

136



Electronics 2025, 14, 808

Similarly,

ż f = Azyy f + Azzz f . (9)

In the steady state of the fast system, the following holds:

0 =
(

Ayy − Ayz A−1
zz Azy

)
y f + Gyu f , (10)

where the fast dynamic state variable is expressed as z f = −A−1
zz Azyy f . The currents Id f

and Iq f are defined in terms of the voltages Vd f and Vq f , where Id f = −α1Vd f − α2Vq f and
Iq f = −α2Vd f + α1Vq f . The parameters α1 and α2 are given by α1 = BR/(L2

c ω2
r + R2) and

α2 = BLcωr/(L2
c ω2

r + R2), respectively.

3. Main Result

This section analyzes the optimization challenges arising from the decoupled fast and
slow dynamics of the system. For each time scale, distinct optimization objectives are estab-
lished, followed by the design of tailored controllers to address the unique characteristics
of both the fast and slow dynamics.

3.1. Optimization Control Process

The optimization control process, as shown in Figure 3, is designed to ensure contin-
uous adaptation and optimization based on real-time data. The process begins with the
continuous monitoring of the system status, ensuring that all relevant parameters are up-
dated in real time. These real-time variables are then input into the optimization controller,
which adjusts the control signals accordingly. The optimization controller is responsible
for updating control signals across both fast and slow time scales, ensuring the system
can effectively respond to both immediate and gradual changes. Once the control signals
are updated, the system executes the control strategy, applying the necessary adjustments
to maintain optimal performance. Following execution, the system status is updated to
reflect the latest changes, after which the process returns to the monitoring step. Through
this iterative process, the system remains in a state of continuous optimization, effectively
managing both fast and slow dynamic conditions.

3.2. Optimization for Slow Dynamics

In the system, slow dynamics govern long-term behaviors, prioritizing stability, ef-
ficiency, and adaptability, while fast dynamics manage transient responses to address
short-term disturbances and achieve rapid stabilization. The system’s optimization aims to
balance these two objectives, improving both operational efficiency and adaptability. Opti-
mizing slow dynamics focuses on aligning system performance with consumer demands,
ensuring a balanced supply and demand, minimizing external interventions, reducing
energy waste, and promoting sustainability. This approach takes into account factors
such as economic incentives and environmental considerations, with the goal of achieving
long-term stability and adaptability while minimizing external influence. The following
optimization design outlines the strategy for achieving these goals:

Fs =
ζ

2 ∑ θul(nis − cis)
2 +

κ

2 ∑ θci

(
I2
tds + I2

tqs

)
+

μ

2
‖uds‖2 +

ν

2
‖uqs‖2

+
ρ

2
‖ss − sr‖2 +

τ

2
‖Vds − Vdr‖2 +

φ

2
‖Vqs − Vqr‖2,

(11)

where θci ∈ R > 0 denotes the unit cost for prosumer i, while θul ∈ R > 0 reflects the
degree of satisfaction prosumer i derives from meeting their load demand. A higher value
of θuli indicates a greater expectation for comfort from prosumer i. By minimizing the error,
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the objective is to guide the voltage towards its nominal value, thereby achieving precise
voltage regulation and minimizing |nis − cis|. The parameters ζ, κ, μ, ν, ρ, τ, and φ are
tunable constants, each serving to prioritize different control objectives.

Figure 3. The optimization control process flowchart.

By incorporating steady-state conditions as constraints and aligning them with pre-
defined optimization objectives, a comprehensive optimization problem is established.
These equations enforce critical physical constraints, such as power balance, frequency
stability, and voltage limits. Let z∗s =

[
x∗T

s y∗T
s u∗T

s
]T denote the optimization variable. The

optimization problem for slow dynamics is then formulated as follows:

min
z∗s

Fs(z∗s ) (12a)

s.t. 0 = Hw − Px∗s (12b)

0 =
(

Ayy − Ayz A−1
zz Azy

)
y∗

s + Gyu∗
s + B′

yx∗s . (12c)

Remark 1: In optimization theory, Karush–Kuhn–Tucker (KKT) conditions are essential
tools for solving constrained optimization problems. Derived through the method of
Lagrange multipliers, they describe the relationship between the objective function, the
constraints, and the Lagrange multipliers [42]. The KKT conditions provide necessary
optimality conditions for constrained optimization problems and are widely applied in
solving various types of optimization tasks.

Using the KKT conditions, we derive the optimal solutions for the relevant variables,
including the state variables x̄∗s and ȳ∗s , and the control variable ū∗

s . By setting the control
variable to us = ū∗

s during optimization, it reaches its optimal state, driving the state
variable ys towards the optimal value ȳ∗s . Meanwhile, the state variable xs naturally
converges to its steady-state value x̄∗s . As a result, the system converges to the steady-state
solutions ys = ȳ∗s and xs = x̄∗s , ensuring global optimal performance across time scales.
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3.3. Optimization for Fast Dynamics

The optimization of fast dynamics aims to mitigate short-term disturbances, such as
sudden load variations or external factors, ensuring a rapid system response and stability
during transient conditions. The system must swiftly adapt to fluctuations to maintain both
stability and performance. By optimizing fast dynamics, the system can quickly regain
stability, thereby ensuring long-term operational efficiency. This approach enhances both
dynamic responses and robustness in complex environments. Let y f = y − ys represent the
fast dynamic component, with the objective of driving these variables toward zero to guide
the system toward its optimal steady-state values. Therefore, the following optimization
objective function is proposed:

F f =
ζ ′

2 ∑ θ′ul‖ci f ‖2 +
κ′

2 ∑ θ′ci

(
I2
td f + I2

tq f

)
+

μ′

2
‖ud f ‖2 +

ν′

2
‖uq f ‖2

+
ρ′

2
‖s f ‖2 +

τ′

2
‖Vd f ‖2 +

φ′

2
‖Vq f ‖2,

(13)

where the parameter θ′ul reflects the influence of consumer load on behavior variable ci f ,
while θ′ci captures the cost associated with adjusting current variables Itd f and Itq f . The
parameters ζ ′, κ′, ρ′, τ′, and φ′ are weights that control the importance of behavior, current,
and voltage deviations in the optimization process. Specifically, ζ ′ governs the behavior
variable, ρ′ controls social intervention, and κ′, τ′, and φ′ ensure that current and voltage
remain close to their desired values. Finally, μ′ and ν′ adjust the control inputs ud f and uq f ,
ensuring optimal control effort. The overall goal of this objective function is to minimize
deviations across behavior, current, and voltage, while optimizing control input to maintain
system stability and performance in fast dynamics.

By incorporating the optimization objectives with the constraint conditions, the opti-
mization problem for fast dynamics can be formulated as follows:

min
ŷ∗f

F f (ŷ∗f ), (14a)

s.t. 0 = α′1V∗
d f + α′2V∗

q f + I∗td f − I∗Ld f c∗f , (14b)

0 = α′3V∗
d f + α′1V∗

q f + I∗tq f − I∗Lq f c∗f , (14c)

0 = −V∗
d f − R f I∗td f + ωrL f I∗tq f + u∗

d f , (14d)

0 = −V∗
q f − ωrL f I∗td f − R f I∗tq f + u∗

q f , (14e)

0 = Bc∗f + Fs∗f , (14f)

where α′1 =
(
− 1

Rs
− α1

)
, α′2 =

(
ωrCf − α2

)
, and α′3 =

(
−ωrCf − α2

)
.

Let λ := [λT
1 , λT

2 , λT
3 , λT

4 , λT
5 ]

T ∈ R
5N denote the vector of the Lagrange multipliers

corresponding to the constraints. Below is the explicit form of the Lagrangian for the given
optimization problem:

L = F f (ŷ∗f ) + λ1

(
α′1V∗

d f + α′2V∗
q f + I∗td f − I∗Ld f c∗f

)
+ λ2

(
α′3V∗

d f + α′1V∗
q f + I∗tq f − I∗Lq f c∗f

)
+ λ3

(
−V∗

d f − R f I∗td f + ωrL f I∗tq f + u∗
d f

)
+ λ4

(
−V∗

q f − ωrL f I∗td f − R f I∗tq f + u∗
q f

)
+ λ5

(
Bc∗f + Fs∗f

)
.

(15)
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The first-order optimality conditions for this optimization problem, as outlined by the
KKT framework, are provided as follows:

0 = τ′V∗
d f + λ1α′1 − λ2α′3 − λ3, (16a)

0 = τ′V∗
q f + λ1α′2 + λ2α′1 − λ4, (16b)

0 = κ′ I∗td f + λ1 − λ3R f − λ4ωrL f , (16c)

0 = κ′ I∗tq f + λ2 − λ3ωrL f − λ4R f , (16d)

0 = ζ ′c∗f − λ1 I∗Ld f − λ2 I∗Lq f + λ5B, (16e)

0 = μ′u∗
d f + λ3, (16f)

0 = ν′u∗
q f + λ4, (16g)

0 = ρ′s∗f + Fλ5, (16h)

0 = α′1V∗
d f + α′2V∗

q f + I∗td f − I∗Ld f c∗f , (16i)

0 = α′3V∗
d f + α′1V∗

q f + I∗td f − I∗Lq f c∗f , (16j)

0 = −V∗
d f − R f I∗td f + ωrL f I∗tq f + u∗

d f , (16k)

0 = −V∗
q f − ωrL f I∗td f − R f I∗tq f + u∗

q f , (16l)

0 = Bc∗f + Fs∗f . (16m)

To obtain an optimal solution, we use the derived KKT conditions as the foundation
for designing a distributed control mechanism that ensures both local and global objectives
are achieved. In this framework, controllers exchange information through a communica-
tion network that mirrors the physical network topology, utilizing primal-dual dynamic
mechanisms for coordination across multiple nodes. The specific formulation is shown
as follows:

−θ1V̇∗
d f = τ′V∗

d f + λ1α′1 − λ2α′2 − λ3, (17a)

−θ2V̇∗
q f = φ′V∗

q f + λ1α′3 + λ2α′1 − λ4, (17b)

−θ3 İ∗td f = κ′ I∗td f + λ1 − λ3R f − λ4ωrL f , (17c)

−θ4 İ∗tq f = κ′ I∗tq f + λ2 − λ3ωrL f − λ4R f (17d)

−θ5 ċ∗f = ζ ′c∗f − λ1 I∗Ld f − λ2 I∗Lq f + λ5B, (17e)

−θ6u̇∗
d f = μ′u∗

d f + λ3 + γ1, (17f)

−θ7u̇∗
q f = ν′u∗

q f + λ4 + γ2, (17g)

−θ8 ṡ∗f = ρ′s∗f + Fλ5 + γ3, (17h)

θ9λ̇1 = α′1V∗
d f + α′2V∗

q f + I∗td f − I∗Ld f c∗f , (17i)

θ10λ̇2 = α′3V∗
d f + α′1V∗

q f + I∗td f − I∗Lq f c∗f , (17j)

θ11λ̇3 = −V∗
d f − R f I∗td f + ωrL f I∗tq f + u∗

d f , (17k)

θ12λ̇4 = −V∗
q f − ωrL f I∗td f − R f I∗tq f + u∗

q f , (17l)

θ13λ̇5 = Bc∗f + Fs∗f , (17m)

where the matrices θ1, θ2, θ3, θ4, · · · ∈ R
N×N are positive diagonal matrices, whose ad-

justment can modulate the dynamic response of the controller. Moreover, the vectors
γ1, γ2, and γ3 serve as control input ports, facilitating the interconnection between the
controller and the physical system. It is important to emphasize that, because of the strict
non-convexity of the objective function with respect to c∗f , I∗dx f , I∗dy f , u∗

x f , u∗
y f , and s∗f , the
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linearization of the constraints ensures that, given the constants γ1, γ2, and γ3, the optimal
solution ȳ∗f remains unique. This unique solution provides a reliable basis for optimizing
control, ensuring both robustness and stability in practical implementation.

3.4. Stability Analysis

To ensure that the controller can accurately respond to the dynamic fluctuations of the
physical layer while maintaining system stability and performance, we have implemented
specific configurations for the control variables, external interventions, and the coupling
parameters γ1, γ2, and γ3, which serve to link the physical and network layers, as follows:

ud f = u∗
d f , uq f = u∗

q f , s f = s∗f , (18)

γ1 = Itd f , γ2 = Itq f , γ3 = −2FT BT PTc, (19)

where the matrix P is determined by the Lyapunov equation BT P + PB + Q = 0, where P
is the symmetric positive definite matrix to be solved, and Q is a given symmetric positive
definite matrix.

The storage function for the physical layer is defined as follows:

Sp =
1
2

(
V̇T

d f Cf V̇d f + V̇T
q f Cf V̇q f + İT

td f L f İtd f + İT
tq f L f İtq f + İT

d f Lc İd f + İT
q f Lc İq f + ċT

f Pċ f

)
= −V̇T

d f R−1
s V̇d f − V̇T

q f R−1
s V̇q f − İT

td f R f İtd f − İT
tq f R f İtq f + İT

tq f u̇q f − V̇T
d f ILdċ f

− V̇T
q f ILqċ f − İT

d f Rİd f − İT
q f Rİq f − ċTQċ − 2ċT PAFṡ + İT

tq f u̇d f .

(20)

According to Young’s inequality, we can derive the following:

−V̇T
d ILdċ − V̇T

q ILqċ ≤ V̇T
d ILdV̇d

2ε1
+

V̇T
q ILqV̇q

2ε2
+ ċT ε1 ILd

2
ċ + V̇T

q
ILq

2ε2
V̇q + ċT ε2 ILq

2
ċ. (21)

Substituting into the physical storage function yields the following:

Ṡp � −V̇T
d

(
R−1

s − ILd
2ε1

)
V̇d − V̇T

q

(
R−1

s − ILq

2ε2

)
V̇q − ċT

(
Q − ε1 ILd

2
− ε2 ILq

2

)
ċ

− 2ċT PAFṡ + İT
tdu̇d + İT

tqu̇q

� −2ċT PAFṡ + İT
tdu̇d + İT

tqu̇q.

(22)

Similarly, the storage function for the optimized controller is as follows:

Sc =
1
2

(
V̇∗T

d θ1V̇∗
d + V̇∗T

q θ2V̇∗
q + ċ∗Tθ3 ċ∗ + İ∗T

td θ4 İ∗td + λ̇T
1 θ9λ̇1 + λ̇T

2 θ10λ̇2 + λ̇T
3 θ11λ̇3

+ İ∗T
tq θ5 İ∗tq + u̇∗T

d θ6u̇∗
d + u̇∗T

q θ7u̇∗
q + ṡ∗Tθ8 ṡ∗ + λ̇T

4 θ12λ̇4 + λ̇T
5 θ13λ̇5

)
.

(23)

Its derivative is given by

Ṡc � −V̇∗T
d τ′V̇d − V̇∗T

q φ′V̇q − İ∗T
td κ′ İ∗td − İ∗T

tq κ′ İ∗tq + 2ċT PAFṡ − İT
tdu̇d − İT

tqu̇q

− ċ∗Tζ ′ ċ∗ − u̇∗T
d μ′u̇∗

d − u̇∗T
q ν′u̇∗

q − ṡ∗Tρ′ ṡ∗

� 2ċT PAFṡ − İT
tdu̇d − İT

tqu̇q.

(24)

The storage function for the entire closed-loop system is as follows:

S = Sp + Sc. (25)
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Moreover, it holds that
Ṡ = Ṡp + Ṡc � 0. (26)

There exists a forward-invariant Ω, and in accordance with LaSalle’s invariance
principle, any solution with initial conditions lying within Ω will asymptotically converge
to the maximal invariant set defined by Ω ∩ {(x f , xc) ∈ R

16N+2E | ẏ f = 0, b∗f = 0, İ∗td f =

0, İ∗tq f = 0, u̇d f ∗ = 0, u̇q f ∗ = 0, s∗f = 0}. Subsequently, based on the corresponding

conditions, it can be deduced that within this maximal invariant set, λ̇1, λ̇2, λ̇3, λ̇4 and λ̇5 all
become zero. Finally, by examining steady-state constraints, it is evident that x̄s is uniquely
determined by ūs = ū∗

s . Thus, we can conclude that, at a steady state, the physical state
variables coincide with the corresponding optimization variables.

4. Numerical Simulation

To validate the efficacy of the proposed controller, we conducted a series of simulation
experiments. The experimental setup consists of 10 prosumers, with the topology illustrated
in Figure 4. The black arrows indicate the direction of current flow, while the dashed lines
represent the communication links between the microgrids. Each prosumer is connected
to its neighboring nodes via transmission lines. Specific parameters of the microgrids,
such as voltage, current, and load impedance, along with those related to the consumer
behavior model, are sourced from [24], as shown in Table 1. These parameters, derived from
long-term monitoring of multiple distributed energy resources, closely mirror real-world
operational conditions.

Figure 4. The topology of interconnected prosumers.

The parameters related to the consumer behavior model are as follows:

D = 10−5 × diag(1.4, 1.4, 1.6, 1.6, 1.44, 1.44, 1.6, 1.6, 1.48, 1.48),

E = 10−5 × diag(1.6, 1.4, 0.6, 0.6, 1.62, 1.62, 0.6, 0.6, 1.64, 1.64),

whed = [0.5 0.76 0.81 0.81 0.72 0.72 0.5 0.3 0.6 0.5]T ,

wbio = [0.4 0.6 0.6 0.6 0.7 0.7 0.5 0.3 0.6 0.5]T .

Scenario 1: Optimization Effectiveness Under Normal Operating Conditions
To evaluate the effectiveness of the proposed control strategy under normal operating

conditions, a baseline scenario was designed in which the system operates without external
disturbances or sudden fluctuations. In this scenario, the microgrid follows typical load
and generation patterns while consumer behavior remains stable. The primary objective is
to validate the control strategy’s performance optimization in a stable environment.

The simulation results, presented in Figures 5 and 6, illustrate the recalculated system
parameters, including phase-a voltage Va, current Ia, power output Pvsc, load power
demand PL, and consumer behavior variables. The controller demonstrates its effectiveness
by maintaining the voltage Va consistently at the target value, with fluctuations tightly
constrained across both transient and steady-state phases. Likewise, the current Ia exhibits
rapid dynamic stability, with oscillations diminishing swiftly to reach steady-state values.
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Additionally, the power output Pvsc and load power PL stabilize within a short time frame,
highlighting the controller’s exceptional dynamic adjustment capability and efficiency in
steady-state operation.

Table 1. Physical parameters.

Pros. 1 Pros. 2 Pros. 3 Pros. 4 Pros. 5

Cf (μF) 62.86 62.86 62.86 62.86 62.86
L f (mH) 2.1 2.0 1.9 1.8 2.1
R f (mΩ) 40.2 38.7 34.6 31.8 40.1

Rs (Ω) 11 13 11 13 11
ILd (A) 25 23 35 31 25
ILq (A) −12 −15 −10 −18 −12
Vr

x (V) 120
√

2 120
√

2 120
√

2 120
√

2 120
√

2
Vr

y (V) 0 0 0 0 0
θci = θui 1 1 1 1 1

Line 1 Line 2 Line 3 Line 4 Line 5
Rc (Ω) 0.25 0.27 0.24 0.26 0.25
Lc (μH) 1.2 1.3 1.8 2.1 1.2

Pros. 6 Pros. 7 Pros. 8 Pros. 9 Pros. 10

Cf (μF) 62.86 62.86 62.86 62.86 62.86
L f (mH) 2.02 1.9 1.82 2.1 2.02
R f (mΩ) 38.7 34.6 31.8 40.2 38.7

Rs (Ω) 13 10.86 13 10.86 13
ILd (A) 23 35 31 25 23
ILq (A) −15 −10 −18 −12 −15
Vr

x (V) 120
√

2 120
√

2 120
√

2 120
√

2 120
√

2
Vr

y (V) 0 0 0 0 0
θci = θui 1 1 1 1 1

Line 6 Line 7 Line 8 Line 9 Line 10
Rc (Ω) 0.27 0.24 0.26 0.25 0.27
Lc (μH) 1.3 1.8 2.1 1.2 1.3

Figure 5. Scenario 1. Electrical Response of the System.
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Figure 6. Scenario 1. Dynamics of Consumer Behavior, Motivation, and Social Intervention.

Additionally, the trends of consumer behavior c and motivational variables n reveal
that, even with low levels of external intervention s, consumer behavior gradually adapts
and converges to the desired steady-state values. This indicates the control strategy’s effec-
tiveness in optimizing long-term behavioral dynamics while minimizing intervention costs.
By leveraging the controller’s optimization capabilities, the system achieves improved
operational efficiency while maintaining a harmonious balance between consumer behavior
and system stability. These findings provide both theoretical and practical support for the
sustainable operation of microgrids.

Scenario 2: Impact of Consumer Types on Simulation Outcomes
This scenario investigates the impact of different consumer value orientations on sys-

tem performance through two simulation cases. In the first case, where consumer behavior
is driven by hedonic values, simulation results in Figures 7 and 8 show a significant increase
in energy consumption. This leads to a higher power output from the generation units
Pvsc and a greater load power demand PL, thereby increasing system stress. Despite this,
the controller effectively maintains voltage Va close to its target, and current Ia stabilizes
quickly, demonstrating robustness under high-load conditions.

Figure 7. Scenario 2. Electrical Response of the System under Hedonic Value-Dominated Consumer.
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Figure 8. Scenario 2. Dynamics of Consumer Behavior, Motivation, and Social Intervention under
Hedonic Value-Dominated Consumer.

In contrast, the second case assumes consumer behavior is driven by biospheric
values, as illustrated in Figures 9 and 10. In this scenario, both power output and load
demand decrease substantially. The controller keeps Va at the target value, consistently
optimizing performance across varying loads. Analysis of social intervention intensity s
and consumer behavior c shows that consumers motivated by biospheric values converge
to stable behavior with minimal intervention, while those driven by hedonic values require
stronger interventions.

Figure 9. Scenario 2. Electrical Response of the System under Biospheric Value-Dominated Consumer.
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Figure 10. Scenario 2. Dynamics of Consumer Behavior, Motivation, and Social Intervention under
Biospheric Value-Dominated Consumer.

These findings underscore the substantial impact of consumer motivations on sys-
tem resource consumption and control costs while validating the controller’s consistent
performance across different consumer types. The comparative analysis highlights that
optimizing consumer motivations not only reduces energy consumption but also achieves
a balanced trade-off between control costs and sustainable operation, thereby enhancing
the overall efficiency of microgrid systems.

Scenario 3: Effectiveness of the Control Strategy under Behavioral and Motivational
Shifts

To assess the adaptability and robustness of the proposed control strategy under
challenging conditions, a scenario was designed to simulate abrupt changes in consumer
behavior and motivational parameters. This setup mimics the impact of external inter-
ventions, economic incentives, and social pressures on consumer decision-making and
behavioral dynamics.

At t = 0.5, significant changes occur in the components D and E of the motivational
model parameter n, as well as in the hedonic value whed and biospheric value wbio. The
updated parameters are defined as follows:
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D = 10−5 × diag(1.4, 1.4, 1.6, 1.6, 1.44, 1.44, 1.6, 1.6, 1.48, 1.48),

E = 10−5 × diag(7.2, 6.3, 8.2, 6.8, 7.5, 6.5, 8.4, 7.8, 7.5, 8.6),

whed =
[
0.45 0.5 0.35 0.5 0.45 0.4 0.3 0.5 0.3 0.5

]T
,

wbio =
[
0.3 0.5 0.45 0.5 0.3 0.4 0.3 0.5 0.45 0.5

]T
.

At t = 1, the behavioral variable b abruptly shifts to 1, while the motivational model
parameters D and E, along with the hedonic value whed and biospheric value wbio, return
to their initial values. This dual-phase scenario effectively captures dynamic shifts in
consumer behavior and motivation.

The simulation results for Scenario 3, shown in Figures 11 and 12, demonstrate that
the controller stabilizes voltage Va near its target despite abrupt changes in consumer
behavior and motivational parameters. Oscillations in current Ia are suppressed, and the
system quickly converges to steady-state values. Power output Pvsc and load demand
PL also stabilize rapidly. The control strategy dynamically adjusts intervention levels
based on the magnitude of disturbances, minimizing costs while maintaining efficiency.
Consumer behavior and motivational variables converge to steady-state values without
affecting system performance. Further results show that voltage Vx remains stable even
with external interventions at t = 1. The controller effectively regulates voltage and
manages load variations, guiding consumer behavior toward a steady state.

Figure 11. Scenario 3. Electrical Response of the System.

Figure 12. Scenario 3. Dynamics of Consumer Behavior, Motivation, and Social Intervention.
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These results further validate the effectiveness and robustness of the control strategy
under complex scenarios. Even in the face of sudden disruptions, the system consistently
maintains stable electrical performance and load balance. This demonstrates the controller’s
optimization capabilities and its potential for broad application in future microgrid systems.

5. Conclusions

This paper introduces a novel two-time-scale optimization framework for integrated
consumer-microgrid systems, utilizing singular perturbation theory. By constructing a
comprehensive model that couples the electrical properties of microgrid components with
the evolutionary dynamics of consumer behavior, the system is effectively decomposed
into fast and slow time scales. This separation allows for the formulation of optimal
control strategies tailored to both transient and steady-state dynamics. The approach
ensures rapid stabilization of fast dynamics in response to disturbances and the gradual
optimization of slow behavioral adaptations. The primary contribution of this work lies
in its innovative use of singular perturbation theory to decouple the system into distinct
time scales, allowing for more efficient management of both microgrid operations and
consumer behavior simultaneously. This dual focus on both transient and long-term system
behavior is a significant advancement over previous models that either focused on short-
term responses or neglected the adaptive behavior of consumers. Additionally, this paper
is among the first to apply such a framework to integrated consumer-microgrid systems,
where both technological and behavioral dynamics must be considered in tandem. By
leveraging this approach, it becomes possible to achieve a balance between rapid system
stabilization and long-term optimization, which is a crucial factor in enhancing system
resilience and efficiency. Numerical simulations in three different scenarios validate the
framework’s effectiveness in enhancing system stability, promoting long-term behavioral
adaptation, and improving the overall operational efficiency of the microgrid.

6. Further Work

While the proposed framework demonstrates significant promise in improving the
performance of integrated consumer-microgrid systems, there are several avenues for
future research to address its current limitations. Firstly, the model presented in this
paper focuses on the interaction between consumer behavior and microgrid operations
in a simplified environment. Future work could explore the integration of more complex
consumer behavior patterns, such as those influenced by market conditions, incentives, or
social factors, to further refine the system’s adaptability.

Additionally, the current simulations are conducted within a limited set of scenarios.
Future studies should investigate a broader range of operational conditions and distur-
bances to assess the robustness and scalability of the proposed framework under more
diverse real-world situations. Moreover, the optimization approach could be extended to
incorporate uncertainty modeling, such as unpredictable changes in energy demand or
supply, which would enhance the system’s ability to respond to unforeseen challenges.

Lastly, future work could consider the implementation of the proposed framework in
a real-world microgrid setup to verify the practical applicability and performance of the
system. This would provide further insights into the feasibility of real-time optimization
and its impact on the operational efficiency of microgrids in diverse environments.
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Abstract: This paper proposes a control method for the voltage stability of DC microgrid
buses based on a disturbance estimation feedforward compensation strategy, aiming to
enhance the dynamic response characteristics of the system. A nonlinear disturbance
observer is designed to estimate the load current, and the estimated value is applied to
the control loop through the feedforward compensation strategy, effectively mitigating the
impact of load disturbances on voltage. To simplify the complex dynamic characteristics of
the nonlinear observer, a linear equivalent method is employed. This strategy significantly
improves the dynamic regulation performance of the DC bus voltage, ensuring system
stability and control accuracy.

Keywords: DC microgrid; voltage stability; disturbance estimation; feedforward compensation

1. Introduction

As an important part of the future power system, the DC microgrid has been widely
used in the scenarios of new energy grid connection, distributed energy access, and frequent
load changes [1–3]. Its high efficiency, flexibility, and compatibility with energy storage
systems show great potential in terms of grid stability, energy efficiency, and environmental
friendliness. However, the dynamic characteristics of DC microgrids are complex and
susceptible to external disturbance, especially the rapid change of the load current, which
makes it difficult to guarantee the dynamic stability of DC bus voltage. Therefore, it is
particularly important to design an effective control strategy for bus voltage stability control
of the DC microgrid [4–6].

The bus voltage stability control of the DC microgrid is an important research field
that ensures the reliability of the system. With the increase in distributed energy and
load fluctuations, the control strategies for bus voltage show a diversified trend [7,8]. At
present, the main busbar voltage control methods include the sag control method [9,10],
the hysteresis control method [11,12], the model predictive control method [13,14], and the
disturbance observer and feedforward compensation control method [15]. The sag control
method mainly realizes the regulation of bus voltage by adjusting the power distribution
curve. Taye et al. [16] proposed a sag control method for distributed energy systems and
studied its influence on power distribution. Lin et al. [17] introduced the concept of virtual
impedance to improve the voltage regulation accuracy of sag control. Montegiglio et al. [18]
conducted an in-depth analysis of the dynamic stability of sag control in microgrids and
discussed the influence of load fluctuation on voltage stability. In addition, Du et al. [19]
applied the droop control method in a distributed power generation system and verified
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its effectiveness in inverter control. Although sag control has advantages in distributed
systems without communication, its voltage regulation accuracy is poor, and it cannot meet
the dynamic performance requirements.

The hysteresis control method is widely used in power electronic equipment because
of its superior dynamic response performance. Zhou et al. [20] studied the application of
hysteresis control in boost converters and proved that it has good control performance
when the load changes sharply. Li et al. [21] proposed a hysteresis current control strategy
suitable for grid-connected inverters, which significantly improved the transient response of
the system. At the same time, Tang et al. [22] designed a hysteresis current control method
for single-phase inverters, which has excellent performance in dynamic responses. Behera
et al. [23] discussed the application of hysteresis control in renewable energy microgrids
and demonstrated its effect on voltage regulation. However, the switching frequency
of the hysteresis control method is not fixed, which can easily cause an electromagnetic
disturbance, which limits its popularization in practical applications.

Control strategies should be selected based on the specific equipment type used in
the DC microgrid, such as the power sources, converters, and energy storage systems. For
instance, photovoltaic power generation systems often face significant power fluctuations
due to environmental conditions such as cloud cover and sunlight intensity. These fluctua-
tions require more adaptive and accurate control strategies to ensure stable bus voltage
regulation. In comparison, battery energy storage systems (BESS) have relatively stable
power outputs, making them more suited for control strategies that focus on voltage regu-
lation under varying load conditions. Additionally, fuel cells and distributed generation
sources each have unique characteristics that must be considered when designing control
systems for voltage stability.

Power converters, such as DC-DC converters and DC-AC inverters, also play a critical
role in determining the best control method. DC-DC converters often require voltage and
current regulation, especially when handling energy from sources like photovoltaic systems.
Meanwhile, DC-AC inverters, which are frequently used for integrating renewable energy
sources, often require more sophisticated control methods, such as model predictive control
(MPC) or disturbance observers, due to their interaction with AC grids.

Model predictive control (MPC) has become a research hotspot in recent years because
of its accurate prediction and high dynamic performance of complex systems. Jayan
et al. [24] proposed a MPC method for multilevel inverters, which effectively improved the
control accuracy of the system. Cheng et al. [25] further studied the application of MPC
in power electronic devices and drive systems, demonstrating its adaptability to complex
systems. Yu et al. [26] discussed the advantages and disadvantages of MPC in distributed
energy systems through a comprehensive review of MPC in microgrids. Yu et al. [27]
proposed a MPC strategy for power converters and drivers to improve their computational
complexity and real-time control performance. However, the MPC method has a strong
dependence on the mathematical model of the system and high computational complexity,
which limits its application in real-time control.

Disturbance observer and feedforward compensation methods are particularly effec-
tive in DC microgrids with frequent and rapid load disturbances. These methods estimate
the disturbance in the system, which allows for real-time compensation to maintain voltage
stability. Alipour et al. [28] proposed a disturbance observer-based control method for
power converters in DC microgrids to improve the dynamic response of the system. Wang
et al. [29] designed a nonlinear disturbance observer for voltage regulation of the DC
bus, which significantly improved the stability of the system. Cui et al. [30] proposed a
novel feedforward compensation strategy to improve the bus voltage regulation effect
through real-time observation of the load disturbance. Yu et al. [31] optimized the existing
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feedforward compensation control and proposed a compensation strategy suitable for
scenarios with rapid load changes. In addition, Sarrafan et al. [32] designed a disturbance
suppression control method using the observer to improve the voltage stability of the
system by observing load disturbances. Hanzaei et al. [33] studied the control strategy
based on disturbance observation in nonlinear systems and proposed a scheme to improve
the voltage regulation performance. When selecting the most appropriate control strategy,
the type of power converter and the energy storage system play an important role in deter-
mining the dynamic characteristics of the system and the level of disturbance it can handle.
For example, systems relying heavily on photovoltaic generation and energy storage will
benefit from control methods that can handle both steady-state regulation and dynamic
disturbances. In contrast, systems utilizing inverter-based distributed generation may
need more advanced control systems capable of real-time adaptation to rapidly changing
load profiles.

However, the existing feedforward compensation control methods based on distur-
bance observation have some shortcomings. First of all, the design of a nonlinear distur-
bance observer is complicated, especially for the dynamic characteristics of the power
generation system. The existing observer has a high computational cost and dynamic
response delay in practical application. Secondly, when the load current changes rapidly,
the compensation effect of the existing method is not ideal, and the compensation is not
timely or the observation is not accurate, which affects the regulation accuracy of the bus
voltage. To solve the above problems, this paper presents a method of bus voltage stability
control based on a disturbance estimation feedforward compensation control strategy. The
main contributions are as follows:

(1) By designing a nonlinear disturbance observer for the load current, an accurate
estimation of the load current disturbance is realized.

(2) Combined with the linear equivalent processing method of the nonlinear observer,
the complex dynamic characteristics of the nonlinear observer are simplified.

(3) The feedforward compensation control gain based on load current disturbance es-
timation is further designed, which significantly improves the dynamic regulation
ability and voltage control accuracy of the system.

The rest of this paper is organized as follows. Section 2 introduces the power genera-
tion system model of a DC microgrid and the design of a voltage–current double closed-loop
control strategy. In Section 3, the design process of the nonlinear disturbance observer and
disturbance estimation feedforward compensation control strategy is introduced in detail.
A comparative simulation verification experiment of the bus voltage dynamic character-
istics of the DC microgrid is given to prove the effectiveness of the proposed method in
Section 4. Finally, a conclusion is drawn in Section 5.

2. DC Microgrid Architecture and Design of the Voltage–Current
Double Closed-Loop Control Strategy

The DC microgrid system architecture consists of a distribution network, photovoltaic
power generation system, controllable distributed power sources, energy storage system,
demand response loads, and conventional loads. All these components are ultimately
controlled by the microgrid central controller. The structure of the DC microgrid system is
shown in Figure 1 below. In the following sections, the power generation system model
and the voltage–current dual closed-loop control strategy in the system will be analyzed
and studied.
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Figure 1. DC microgrid architecture.

The synchronous generator plays a critical role in the DC microgrid as a primary
power source, ensuring voltage and frequency stability. It not only provides a stable
power output but also offers necessary support during load fluctuations, renewable energy
generation variations, or system faults. In the DC microgrid, as the load demand changes
or the output from renewable energy sources like photovoltaic systems fluctuates, the
synchronous generator adjusts its output power to maintain the balance of the system,
ensuring the grid remains stable under sudden disturbances.

The power generation system of a DC microgrid consists of an engine and its speed
regulation system, a synchronous generator, and a PWM-VSR rectifier. For the power
generation system of a DC microgrid using the PWM-VSR rectification method, its dynamic
characteristic mathematical model can be re-expressed as follows:

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

Lq
diq
dt = −rsiq − ωrLdid + ωrλm − uq

Ld
did
dt = −rsid + ωrLqiq − ud

Cdc
dvdc
dt =

3(udid+uqiq)
2vdc

− iL

(1)

In Equation (1), iq and id represent the synchronous generator stator currents, with the
direction of flow out of the motor taken as positive. uq and ud represent the synchronous
generator stator voltages, and vdc is the output direct current voltage. iL is the unknown
load current of unknown magnitude.

The synchronous generator exhibits strong dynamic response capabilities, quickly
adjusting its output in response to load changes or system disturbances to maintain system
stability. For example, during sudden load increases, photovoltaic generation variations, or
energy storage system interventions, the synchronous generator helps regulate the voltage
and frequency by adjusting its output, preventing overloads or voltage fluctuations from
impacting the microgrid. Particularly in frequency regulation, the synchronous generator’s
response is critical for maintaining frequency stability and ensuring the grid’s dynamic
response capability under various disturbances. In this paper, a PWM-VSR dual closed-
loop current decoupling control structure was designed for the voltage–current inner loop
controller of the DC microgrid power generation system. The control system block diagram
is shown in Figure 2.

The stator current of the DC microgrid power generation system was selected with a
PI controller, and its control action can be expressed as follows:

{
e∗q = kpi(i∗q − iq) + kii

∫
(i∗q − iq)dt

e∗d = kpi(i∗d − id) + kii
∫
(i∗d − id)dt

(2)
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The expression of the decoupled controller function in Figure 2 is

{
u∗

q = −ωrLdid + ωrλm − e∗q
u∗

d = ωrLqiq − e∗d
(3)

By substituting Equations (2) and (3) into Equation (1), the closed-loop transfer func-
tion of the stator current can be obtained as follows:

Gi(s) =
iqd(s)
i∗qd(s)

=
kpis + kii

Lqs2 +
(
rs + kpi

)
s + kii

(4)

It can be seen from Equation (4) that, under decoupling control, the stator current
becomes a typical linear second-order system, and the controller parameters can be obtained
by setting the damping ratio ξ and the natural frequency ωn.

2ξωn =
rs + kpi

Lq
(5)

ω2
n =

kii
Lq

(6)

The current control damping ratio of PWM-VSR in the DC microgrid power generation
system is set to ξ = 1.8, and the natural frequency is set to ωn = 110 rad/s.

 

Figure 2. The control structure of the synchronous generator PWM−VSR dual−loop controller.

As can be seen from the PWM-VSR double closed-loop control structure diagram of
the synchronous generator, the v2

dc control method is selected in this paper to adjust the bus
voltage of the DC microgrid power generation system, and its closed-loop transfer function
can be expressed as

Gv(s) =
3Uq(skpv + kiv)

Cdcs2 + 3Uqkpvs + 3Uqkiv
(7)

It can be seen from Equation (7) that the bus voltage v2
dc control loop is still a typical

second-order system, and the damping ratio ξ and natural frequency ωn of the system can
also be set to obtain the parameters of the controller.

The synchronous generator works closely with other key components of the DC mi-
crogrid, such as photovoltaic systems, energy storage systems, and controllable distributed
power sources. Through coordinated control strategies, these components work together
to ensure power balance and system stability within the microgrid. For instance, when
load fluctuations occur, the energy storage system can adjust its storage state to balance the
power, while the synchronous generator provides necessary stability support to maintain
the voltage and frequency of the grid. Furthermore, variations in the output of photovoltaic
systems can affect the microgrid’s stability and the synchronous generator coordinates with
the photovoltaic systems to dynamically adjust the power generation to balance the power
flow and stabilize the grid voltage.
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3. Design of the Disturbance Estimation Feedforward Compensation
Control Strategy for Bus Voltage in the DC Microgrid

It can be seen from Equation (1) that the change in the unknown load current will
directly affect the dynamic characteristics of DC bus voltage. Therefore, a nonlinear dis-
turbance observer for the load current is designed for the DC microgrid power generation
system to estimate the load current of the DC microgrid power generation system.

3.1. Design of the Nonlinear Disturbance Observer for the Load Current

The nonlinear disturbance observer is designed to estimate the dynamic changes in the
load current within the DC microgrid. The primary function of the observer is to accurately
estimate the load current and predict future disturbances based on the observed changes,
providing real-time information for the feedforward compensation control.

Before the design of the nonlinear disturbance observer for the DC microgrid power
generation system, this paper first makes a general statement on the working principle of
the nonlinear disturbance observer. Most of the existing nonlinear systems can be described
by the following standard affine system model:

{ .
x = f (x) + g1(x)u + g2(x)d
y = h(x)

(8)

In Equation (8), x is the state variable of the system, u is the control input variable of
the system, d is the unknown constant disturbance variable of the system, f (x) is the system
state function, g1(x) is the input channel function of the system, g2(x) is the disturbance
channel function of the system, and h(x) is the output function of the system.

According to the basic principle of nonlinear disturbance estimation, the unknown
disturbance variable d in Equation (8) can be approximated by a nonlinear disturbance
observer as follows:{ .

z = −l(x)g2(x)z − l(x)[g2(x)p(x) + f (x) + g1(x)u]
d̂ = z + p(x)

(9)

In Equation (9), d̂ is the estimated value of the system disturbance, z is the intermediate
variable of the disturbance observer, p(x) is the nonlinear function to be designed in the
disturbance observer, l(x) is the gain of the disturbance observer, and l(x) and p(x) satisfy
the following relation:

l(x) =
∂p(x)

∂x
(10)

Therefore, this paper defines the estimated error of disturbance as

ed = d̂ − d (11)

According to Equation (8)–(11), the dynamic characteristics of the disturbance estima-
tion error can be derived:

.
ed =

.
d̂ −

.
d = z + ∂p(x)

∂x
.
x

= −l(x)g2(x)ed
(12)

If the system shown in Equation (12) is asymptotically stable, then the estimation
error ed of the disturbance variable will eventually converge to 0, and the disturbance
estimate will eventually converge to the actual value of the disturbance, while the speed of
convergence depends on the size of l(x)g2(x).

By using the nonlinear disturbance observer shown in Equation (9), the load current
nonlinear disturbance observer can be designed and studied for the DC microgrid power
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generation system with PWM-VSR rectification control. The mathematical model of the
DC microgrid power generation system can be rewritten in the standard form of nonlinear
affine system as follows:

⎡
⎢⎣

.
vdc.
iq.
id

⎤
⎥⎦ =

⎡
⎢⎣ 3

(
udid + uqiq

)
/(2Cdcvdc)(−rsiq − ωrLdid + ωrλm − uq

)
/Lq(−rsid + ωrLqiq − ud

)
/Ld

⎤
⎥⎦+

⎡
⎢⎣ −1/Cdc

0
0

⎤
⎥⎦ · iL

.
x = f (x) + g1(x) · u g2(x) · d

(13)

In Equation (13), the load current iL is the disturbance quantity d to be estimated in
the system, and the disturbance channel function g2(x) is

g2(x) =
[
−1/Cdc 0 0

]T
(14)

It can be seen from Equation (14) that the disturbance channel g2(x) of the power
generation system of the DC microgrid has only one non-zero variable, so the disturbance
observer gain l(x) can be designed as

l(x) =
[
l1 0 0

]
(15)

According to Equations (10) and (15), the undetermined function p(x) of the distur-
bance observer can be obtained as follows:

p(x) = l1vdc (16)

The dynamic characteristics of the estimation error of the nonlinear disturbance
observer shown in Equation (12) can be simplified as

.
ed = −l(x)g2(x)ed = l1/Cdc · ed (17)

According to the nonlinear disturbance observer in Equation (9) and the affine mathe-
matical model of the power generation system, the design results of the load current distur-
bance observer of the DC microgrid power generation system can be obtained as follows:

{ .
z = l1/Cdcz + l2

1vdc/Cdc − l1 · 3
(
udid + uqiq

)
/(2Cdcvdc)

îL = z + l1vdc
(18)

In Equation (18), îL is the estimated load current of the DC microgrid power generation
system, z is the intermediate variable of the disturbance observer, vdc is the DC bus voltage,
ud and uq are the stator voltages of the synchronous generator in the rotor coordinate
system, id and iq are the stator currents, and l1 is the gain of the disturbance observer
to be designed.

As can be seen from Equation (18), the designed disturbance observer needs infor-
mation about the stator voltage of the synchronous generator, which will be troublesome
to use. Therefore, the disturbance observer given in Equation (18) is further improved in
this paper.

First, it is assumed that the estimated error convergence bandwidth of the designed
nonlinear disturbance observer is much smaller than the stator current control bandwidth
of the synchronous generator, so that the dynamic change process of the stator current in
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the synchronous generator can be ignored. According to the mathematical model of the
stator voltage of the power generation system shown in Equation (1), it can be obtained:

{
uq = −rsiq − ωrLdid + ωrλm

ud = −rsid + ωrLqiq
(19)

According to the conditions of the stator current ring i∗d = 0 and the electron-
generating resistance rs ≈ 0 of the power generation system, the mathematical model
of the stator voltage of the power generation system Equation (19) can be further simplified
as follows: {

uq = ωrλm

ud = ωrLqiq
(20)

By substituting the simplified stator voltage Equation (20) into the nonlinear distur-
bance observer Equation (18), the final design result of the nonlinear disturbance observer
for the load current of the power generation system can be obtained:

{ .
z = l1/Cdcz + l2

1vdc/Cdc − l1 ·
(
3ωrλmiq

)
/(2Cdcvdc)

îL = z + l1vdc
(21)

where ωr is the speed of the generator, and λm is the flux linkage of the synchronous motor.
It can be seen from Equation (17) that, as long as l1/Cdc is less than zero, the distur-

bance observer estimation results of the power generation system will inevitably converge
progressively to the actual load current value. Therefore, the dynamic relationship between
the estimated load current îL and the actual load current iL can be further written in the
form of a transfer function:

îL(s) =
1

τNDOs + 1
iL(s) (22)

where τNDO = −Cdc/l1. From the above equation, it can be seen that disturbance ob-
server is equivalent to a low-pass filter time constant for τNDO, τNDO is smaller, and the
disturbance observer to estimate the load current convergence speed is faster.

Thus, the design of the nonlinear disturbance observer for the load current of the
auxiliary power generation system is completed. In this paper, the estimated value of the
load current will be used to carry out feedforward compensation for the bus voltage of the
DC microgrid. The designed feedforward compensation controller structure principle of
power generation system disturbance is shown in Figure 3.

Figure 3. Disturbance feedforward compensation controller for the auxiliary generation system.

As can be seen from Figure 3, the load current îL estimated by the disturbance observer
is superimposed to the given value Gf f (s) of the stator current of the generator via the
feedforward compensation control gain i∗q . The purpose is to use the value estimated by
the nonlinear disturbance observation to offset the influence of the load current change on
the DC bus voltage.

This observer is tightly integrated with the feedforward compensation control strategy.
By using the load current estimates provided by the observer, we can compensate for
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disturbances in advance. Specifically, the estimated values from the observer are fed into
the feedforward control loop to adjust the voltage before disturbances impact the system,
thereby reducing the effect of disturbances on the bus voltage.

3.2. Design of the Disturbance Estimation Feedforward Compensation Control Strategy for the
Load Current

In DC microgrids, maintaining the stability of the bus voltage is crucial to ensuring
the safe and reliable operation of the system. To effectively address the impact of load
disturbances on the bus voltage, this paper proposes a disturbance estimation-based
feedforward compensation control strategy. By designing a nonlinear disturbance observer
to estimate the load current, the estimated value is applied to the voltage control loop
through feedforward compensation, significantly enhancing the system’s dynamic response
capability. This section first introduces the basic working principle of the feedforward
compensation control strategy, then details the calculation process of the control gain and
optimizes the differential component of the controller gain. Finally, this section presents
an improved control method by combining the V-I droop control strategy, and the overall
system working principle is illustrated through a control structure diagram.

As shown in Figure 3, the dynamic characteristics of bus voltage under the control of
feedforward compensation for the disturbance estimation can be expressed as

vdc(s) =
(1/sCdc)Gvdc(s)Gi(s)(3ωrλm/2vdc)

1+(1/sCdc)Gvdc(s)Gi(s)(3ωrλm/2vdc)
v∗dc(s)

− 1
sCdc+Gvdc(s)Gi(s)(3ωrλm/2vdc)

iL(s)

+
Gf f (s)Gi(s)(3ωrλm/2vdc)

sCdc+Gvdc(s)Gi(s)(3ωrλm/2vdc)
îL(s)

(23)

where Gvdc(s) is the DC bus voltage controller, Gi(s) is the closed-loop transfer function
of the stator current, and Gf f (s) is the gain of the disturbance feedforward compensation
controller. As can be seen from Equation (23), in order to eliminate the influence of the
load current iL on the bus voltage vdc of the DC microgrid power generation system, the
gain Gf f (s) of the disturbance feedforward compensation controller needs to meet the
following relation:

Gf f (s)Gi(s)(3ωrλm/2vdc)îL(s) = iL(s) (24)

From the dynamic characteristics of the nonlinear disturbance observer, it can be seen
that there is a low-pass filter 1/(τNDOs + 1) between the estimated load current îL(s) and
the actual current iL(s). Therefore, the gain of the disturbance feedforward compensation
controller Gf f (s) can be obtained by Equation (24), the magnitude of which is

Gf f (s) =
τNDOs + 1

Gi(s)(3ωrλm/2vdc)
(25)

In this paper, by substituting Equation (4) of the closed-loop control transfer function
Gi(s) of the stator current of the generator into Equation (25) and further simplifying the con-
troller gain of the disturbance feedforward compensation, the following can be obtained:

Gf f (s) =
τNDOs+1

3ωrλm/2vdc
·
(

Lqs+rs
kpis+kii

s + 1
)

≈ τNDOs+1
(3ωrλm/2vdc)

(
Lq
kpi

s + 1
)

≈ 1+(τNDO+Lq/kpi)s
(3ωrλm/2vdc)

(26)

It can be seen from Equation (26) that the gain of the disturbance feedforward com-
pensation controller Gf f (s) contains a pure differential link s, which will introduce a
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high-frequency disturbance into the given value of the stator current iq. Therefore, this
paper uses the differential link containing a low-pass filter to replace it, and then, the final
disturbance feedforward compensation controller gain Gf f (s) is as follows:

Gf f (s) =
1

(3ωrλm/2vdc)
·
(

1 +

(
τNDO + Lq/kpi

)
s

τLFs + 1

)
(27)

In Equation (27), τLF is the low-pass filter time constant of the differential element in
the gain Gf f (s) of the disturbance feedforward compensation controller.

Therefore, this paper completes the design of a feedforward compensation control
strategy for load current disturbance estimation of the DC microgrid power generation
system. Combined with the V-I sag control strategy at the voltage end, an improved V-I sag
control method for the DC microgrid power generation system based on disturbance esti-
mation feedforward compensation is formed, and its control structure schematic diagram
is shown in Figure 4.

 

Figure 4. Structure of the modified droop controller for the DC microgrid power generation system
based on disturbance estimation and feedforward compensation.

Based on the above content, in order to solve the contradiction between the dynamic
regulation characteristics of DC bus voltage in the DC microgrid power generation system
and system stability, a feedforward compensation control strategy for the power generation
system disturbance estimation is proposed in this paper, and a nonlinear disturbance
observer for the DC microgrid power generation system is designed to estimate the load
disturbance current. Then, the disturbance feedforward compensation control method
is given, and the disturbance feedforward compensation control gain is designed. The
dynamic influence of load current change on the DC bus voltage is offset by the estimated
disturbance current, and the contradiction between bus voltage stability and dynamic
regulation characteristics of the original DC microgrid is solved.

4. Comparative Simulation and Verification of Bus Voltage Dynamic
Characteristics of the DC Microgrid

In order to verify the effectiveness of the proposed feedforward compensation control
strategy for disturbance estimation, this paper further conducts time–domain simulation
analysis of the dynamic characteristics of the DC microgrid power generation system,
as follows.
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4.1. Effectiveness Simulation Verification of the Nonlinear Disturbance Observer Design for the
DC Microgrid Power Generation System

In order to verify the effectiveness of the design of nonlinear disturbance observer
for the load current of the DC microgrid power generation system, a simulation example
is designed for the dynamic characteristics of the power generation system under the
condition of load current variation. In this simulation example, the DC microgrid power
generation system is connected to an equivalent constant power load, and the system only
operates under double closed-loop voltage–current control.

The DC microgrid power generation system initially works in a no-load state, the
prime mover speed is 376.9 rad/s, and the DC bus voltage is 5 kV. At 10 s, the constant
power load connected to the DC microgrid power generation system changes from 0 MW
to 2 MW, and the corresponding simulation results of the system dynamic characteristics
are shown in Figure 5.

 
(a) (b) 

 
(c) (d) 

Figure 5. (a) DC bus voltage. (b) Stator current of the synchronous generator. (c) DC output current.
(d) Generator speed.

As can be seen from the simulation curve of the dynamic response characteristics of
DC bus voltage shown in Figure 5, the sudden increase in the load current will lead to
rapid discharge of the bus capacitance, and the DC bus voltage will drop from the original
5 kV to 3.94 kV in less than 50 ms. Due to the voltage regulation of the DC microgrid power
generation system, the stator current of the synchronous generator and the DC current
output of the system will gradually rise, and the DC bus voltage will start to adjust back
and return to the given 5 kV after about 850 ms.
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As can be seen from the simulation results of the speed characteristics of the syn-
chronous generator in Figure 5, the sudden increase in the constant power load will reduce
the prime mover speed from 376.9 rad/s to 374.3 rad/s. Due to the adjustment and control
of the prime mover speed regulation system, the original expected speed of 376.9 rad/s
will be restored at 18.6 s. The comparison simulation curve between the dynamic character-
istics of the load current of the DC microgrid power generation system and the tracking
characteristics of the estimated value of the nonlinear disturbance observer is shown in
Figure 6.

Figure 6. Simulation results for the actual load current and nonlinear disturbance observer estimations.

It can be seen from the simulation results that the load current estimate given by
the nonlinear disturbance observer filters out the high-frequency noise in the original
load current, which verifies that the load current estimate of the nonlinear disturbance
observer has the characteristics of a low-pass filter and further verifies the validity of the
theoretical derivation.

However, it should be noted that there is a certain overshoot of the constant power
load current in the simulation results, which is caused by the voltage drop of the DC bus.
When the DC bus voltage is adjusted back to 5 kV at 10.8 s, the constant power load current
also stabilizes at 400 A, which is consistent with the given 2 MW load power.

In the simulation example, this paper verifies that the nonlinear disturbance observer
has a good dynamic tracking effect and there is no static deviation between the estimated
load current and the actual load current and fully verifies the validity of the design of the
nonlinear disturbance observer for the DC microgrid power generation system through the
time–domain simulation analysis of the system characteristics when the constant power
load power surges.

4.2. Effectiveness Simulation Verification of the Disturbance Feedforward Compensation Control
Method Design for the DC Microgrid Power Generation System

In this example, a comparative time–domain simulation study of the DC bus voltage
dynamic response characteristics of the system before and after the disturbance feedforward
compensation control strategy is enabled is carried out to verify the effectiveness of the
disturbance feedforward compensation control strategy design.

In this simulation example, the constant power load suddenly increases from 2 MW
to 3 MW at 20 s, and the corresponding DC bus voltage dynamic characteristics of the
time–domain simulation results are shown in Figure 7.
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(a) (b) 

Figure 7. (a) Non-disturbance feedforward compensation control; (b) feedforward compensation
control with disturbance.

As can be seen from Figure 7a, at 20s, when the constant power load suddenly increases
from 2 MW to 3 MW, the simulation results of bus voltage dynamic characteristics of the DC
microgrid generation system without the disturbance feedforward compensation control
strategy show a serious voltage sag phenomenon. The lowest value of DC bus voltage is
4503 V, and its dynamic control deviation is close to 10%. It cannot meet the power quality
requirements of the DC microgrid power generation system. Moreover, as can be seen from
Figure 7, the callback speed of the DC bus voltage is very slow, and it takes about 1 s to
slowly recover to the given standard voltage of 5 kV. The dynamic characteristics of DC
bus voltage are extremely sensitive to the change in load power.

As can be seen from Figure 7b, in the constant power load, the mw spurted from 2 to
3 mw 20 s, the disturbance feedforward compensation control strategy of the DC microgrid
power system bus voltage dynamic control effect was good, the lowest value of the DC bus
voltage was 4947 v, and the maximum dynamic control deviation was only 1%. Although
the DC bus voltage has an overshoot of about 20 V during the callback process, it only
accounts for 0.4% of the 5 kV standard voltage. Moreover, the callback speed of the DC bus
voltage is very fast, and it only takes about 100 ms to restore to the standard 5 kV, and the
dynamic response characteristics of the voltage are excellent.

Comparing the time–domain simulation results of the system characteristics shown in
Figure 7a,b, it can be clearly seen that the disturbance feedforward compensation control
strategy proposed in this paper effectively offsets the influence of the constant power load
current change on the dynamic characteristics of the DC bus voltage of the system, which
reduces the instantaneous drop amplitude of the bus voltage and speeds up the callback
speed of the DC bus voltage. The DC bus voltage dynamic response characteristics meet
the power quality requirements of the DC microgrid power generation system.

In the simulation example, this paper verifies the effectiveness of the design of the DC
bus voltage feedforward compensation control strategy by comparing the dynamic charac-
teristics of the DC bus voltage before and after the disturbance feedforward compensation
control strategy is enabled.

4.3. Analysis of the Influence of Disturbance Estimation Feedforward Compensation Controller
Parameter Variation on the Dynamic Characteristics of DC Bus Voltage

In this example, the time–domain simulation study of system characteristics is carried
out around the influence of disturbance estimation feedforward compensation controller
parameter change on the DC bus voltage dynamic characteristics.
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• A. Influence of the time constant τLF on the DC bus voltage dynamic characteristics

The first is the time–domain simulation analysis of the influence of the change of the
time constant of the low-pass filter in the approximate differential link of the disturbance
feedforward compensator on the dynamic characteristics of the DC bus voltage. A 2 MW
constant power load is applied at 10 s, and the obtained time–domain simulation results
of the system dynamic response characteristics are shown in Figure 8a, as the simulation
results of the dynamic characteristics of DC bus voltage with the low-pass filter time
constant τLF = 1/1000 of the approximate differential link in the disturbance feedforward
compensator. Figure 8b corresponds to the simulation results of the DC bus voltage
dynamic characteristics at τLF = 1/200.

  
(a) (b) 

Figure 8. (a) The time constant of the low-pass filter is 1/1000. (b) The low-pass filter time constant
is 1/200.

It can be seen from the time–domain simulation analysis results of the above system
that, the smaller the time constant τLF of the approximate differential link of the disturbance
feedforward compensator, the smaller the corresponding DC bus voltage dynamic control
deviation and the voltage callback time. When τLF = 1/1000, the corresponding minimum
DC bus voltage is 4866 V, the dynamic control deviation of the voltage is 2.8%, the maximum
voltage is 5052 V, the overshoot is about 1%, and the voltage callback time is about 75 ms.
When τLF = 1/200, the corresponding DC bus voltage minimum value is 4764 V, the
dynamic control deviation is about 5%, the maximum voltage is 5107 V, the overshoot is
about 2%, and the voltage callback time is about 110 ms.

In summary, the selection of the low-pass filter time constant τLF of the approximate
differential link in the disturbance feedforward compensator needs careful consideration: if
τLF is too small, the high-frequency noise suppression ability of the approximate differential
link is insufficient. If τLF is too large, it will have an adverse effect on the dynamic
characteristics of DC bus voltage. In this paper, through the time–domain simulation of the
system, the high-frequency noise suppression ability and voltage dynamic characteristics
of the approximate differential link are considered, and the time constant of the low-pass
filter in the approximate differential link is determined to be τLF = 1/1000.

• B. Influence of time constant τNDO on the DC bus voltage dynamic characteristics

In the simulation example, the system load power suddenly increases from 0 MW
to 2 MW at 10 s, and the corresponding time–domain simulation results of the system
dynamic characteristics are shown in Figure 9. Among them, Figure 9a,b correspond to
the time–domain simulation results of the system characteristics when the time constant
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of the nonlinear disturbance observer is τNDO = 20 ms. Figure 9c,d correspond to the
time–domain simulation results of the τNDO = 200 ms system characteristics.

  
(a) (b) 

  
(c) (d) 

Figure 9. (a) Load current and disturbance estimation when τNDO is 20 ms. (b) The DC bus voltage
when τNDO is 20 ms; (c) load current and disturbance estimation when τNDO is 200 ms; (d) τNDO is
the DC bus voltage at 200 ms.

As can be seen from Figure 9a, with the nonlinear disturbance observer for the
τNDO = 20 ms time constant, the nonlinear disturbance observer presents a good dynamic
load current estimate of the tracking effect, and about a 100 ms estimate of the size of
the load current can be realized without static error tracking. As shown in Figure 9b, the
minimum value of the DC bus voltage is 4865 V, the dynamic control deviation is about 3%,
the maximum voltage is 5050 V, the overshot is about 1%, and the callback time of the DC
bus voltage is about 110 ms.

As you can see from Figure 9c, when the nonlinear disturbance observer time constant
is τNDO = 200 ms, estimates of the nonlinear disturbance observer given for the load
current can be realized without static error tracking, but its tracking speed is slower, an
intermediate process taking about 1 s or so. From the simulation results of the DC bus
voltage dynamic regulation characteristics shown in Figure 9d, it can be seen that the
minimum DC bus voltage corresponding to τNDO = 200 ms is 4853 V, which corresponds
to a dynamic control deviation of about 3%, which is not much different from 4865 V
corresponding to Figure 9b. The voltage callback time is also about 120 ms, and the
maximum voltage is 5024 V. On the contrary, it is slightly smaller than 5050 V in Figure 9b.

From the above system characteristic of the time–domain simulation results, it can
be found that the nonlinear disturbance observer time constant τNDO change will impact
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the dynamic tracking characteristics of the disturbance estimation, and the smaller the
τNDO, the better the dynamic effect of the load current estimates. However, the change
in τNDO has no significant effect on the dynamic characteristics of the DC bus voltage
regulation, because the dynamic characteristics of the disturbance observer have been
taken into account and compensated for in the design process of the disturbance feed-
forward compensation controller. Therefore, the change in the time constant τNDO of the
nonlinear disturbance observer does not affect the dynamic characteristics of the DC bus
voltage, which also verifies the validity of the design results of the disturbance feedforward
compensation controller.

5. Conclusions

This paper presents a feedforward compensation control strategy for disturbance
estimation of the DC microgrid power generation system, which solves the contradiction
between the dynamic response characteristics and stability of the bus voltage of the DC
microgrid power generation system. A nonlinear disturbance observer for the DC microgrid
power generation system is designed, and the load current estimate is given by using the
observer. The disturbance feedforward compensation controller is designed, and the
influence of load current on the dynamic characteristics of DC bus voltage is offset by
the estimation of the disturbance observer. A time–domain simulation experiment of
dynamic characteristics of the DC microgrid power generation system is designed to
verify the effectiveness of the proposed feedforward compensation control strategy for
disturbance estimation, and the influence of the approximate differential low-pass filter
parameters in the feedforward compensation controller for disturbance estimation and the
time constant of the nonlinear disturbance observer on the dynamic characteristics of the
system are simulated. The effectiveness of the feedforward compensation control strategy
for disturbance estimation of the power generation system is verified.

Although the proposed feedforward compensation control strategy significantly im-
proves the dynamic response of the DC microgrid’s bus voltage, it is not without limita-
tions. The performance of the disturbance estimation is sensitive to the accuracy of the
load current measurement and the nonlinear disturbance observer’s parameters. For large
disturbances or highly dynamic load changes, the effectiveness of the control may degrade,
and the system may not maintain optimal voltage regulation. Further studies will focus on
evaluating the strategy under more extreme conditions and refining the estimation and
compensation approach for better robustness.
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Abstract: With the increasing integration of distributed energy resources into modern power systems,
virtual synchronous generators (VSGs) have been a promising approach to imitate the inertial
response of synchronous generators, thereby enhancing microgrid stability in a dynamic state.
When many VSGs are integrated into microgrids, the dynamic characteristics of the system become
increasingly complex. Current studies typically assume that different VSGs are connected to a
common coupling point, focusing on analyzing the interaction characteristics, which may overlook
the widely distributed line impedances in microgrids with distance between different facilities. This
may lead to incomplete understanding of the interaction dynamics when VSGs are distributed over
long feeder lines. Therefore, this paper proposes and investigates a multi-node, multi-VSG model
incorporating line impedances among different nodes, establishing transfer function models for
multi-node load disturbances and the frequency responses of individual VSGs. The study explores
the dynamic response characteristics of VSGs under varying parameter influences and proposes
principles for designing VSG port impedance and inertia parameters to optimize system dynamic
frequency characteristics. The findings, validated through simulations in PSCAD v46, provide
insights for enhancing the flexibility and reliability of grids incorporating VSGs.

Keywords: VSG; multi-node; dynamic frequency characteristic; microgrids; frequency regulation

1. Introduction

Grid-connected inverters are essential for linking renewable energy sources and energy
storage with the microgrid [1–4]. However, with the increased installation of distributed
power sources, the reduction in synchronous generators leads to decreased system inertia
and increased voltage fluctuations [5–7].

The Grid-Following (GFL) control strategy, as the mainstream inverter control strategy
currently applied in power grids, has been successfully utilized for the grid connection of
renewable energy sources [2,8]. GFL control utilizes a phase-locked loop (PLL) to track
the phase angle of the grid voltage [3,9]. This synchronization method allows for rapid
dynamic adjustment of the output current, which enhances grid flexibility and optimizes
the use of renewable resources such as wind and solar power [4]. Nonetheless, in the
weak grid, the synchronization loop may have problems in stability, leading to potential
disconnection of inverters [10]. Additionally, when grid power is mainly supplied by
inverters using GFL control, the lack of inertia can cause substantial frequency deviations
due to changes in generation or load, resulting in system instability [8]. Therefore, as
grid stability continues to weaken, strategies like the virtual synchronous generator (VSG),
which provide voltage/frequency support and improved power regulation [3], become
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increasingly valuable. These strategies can provide relatively stable voltage and frequency
when facing disturbance from both the source and load sides [11].

The VSG control method is designed based on the mechanical equations of a syn-
chronous generator (SG) to develop an active power control loop, thereby establishing
frequency and phase references [5,12]. To adapt the VSG control to many different sit-
uations, including filter type, sensor type and location, and dc-link power source type,
many different VSG methods are proposed [13–15]. The critical parts of them include
active and reactive power control, which relate to the frequency and voltage control, re-
spectively [16,17]. By controlling the power of energy storage on the inverter’s dc side, the
VSG provides rotational kinetic energy to simulate the inertia of SG, offering damping and
inertia after frequency variations. Moreover, reactive power control, like virtual excitation
control or direct reactive power droop control [5], is investigated for optimizing control
strategies to enhance voltage performance in the dynamic state [6].

Correspondingly, the performance of VSGs in microgrids is investigated in many
studies. Usually, single-machine systems are analyzed in which a single VSG connects to a
voltage source in series with line impedance. In these studies, small-signal models have
been developed for a single-VSG system, and frequency domain analysis is used to explore
the stability boundaries considering virtual inertia and other control parameters [18–20].
However, the conclusion of single-VSG analysis neglects the interaction among different
inverters, which may not be used in situations with multiple distributed sources, and the
related dynamic performance is not considered [21]. Therefore, some researchers study
the interaction among different VSGs, where stability issues and transient behaviors are
studied under various conditions. In [22], a method based on the Lyapunov method is
proposed to control the oscillations of VSGs around the grid’s center-of-inertia frequency.
In [23], a state-space model of two VSGs is developed to analyze the stability and dynamic
performance. In [24], a master–slave control method with instantaneous frequency is
proposed in islanded microgrids. In summary, this research focuses on the stability of
multiple VSGs in parallel at a Point of Common Coupling (PCC), either in an islanded or a
grid-connected microgrid. These studies do not fully consider the dynamic interaction and
the frequency response features.

Usually, the line impedance between different nodes is simplified and not consid-
ered [25]. The interactions between multiple VSG units introduce further complexity,
particularly when connected across different nodes. In [26], a parameter-adaptive VSG
controller for multi-terminal direct-current systems is proposed to improve the damping
of the low-frequency oscillation problem and mitigate the impact of VSGs on dc voltage
stability. In [27,28], a transfer function model of VSGs is proposed to analyze the frequency
and phase response of an ac bus. Interactive frequency performance is improved with
VSG control methods. However, this paper also uses the PCC to describe the interaction
among different inverters, without considering the impedance among different nodes.
Moreover, in the following study [29], this model is further developed to describe the
power interaction with the same weakness. Some papers consider virtual damping in
improving the dynamic performance. In [30], the influence of damping is analyzed after
considering changing of the reference, where the transient power is also studied. Other
studies may consider impedance in relation to both resistance and inductance. For example,
in both [25,30], the resistance in line impedance is considered for performance analysis.
However, in all of these studies, they use the PCC as a base and all converters connect to
the PCC. Simulation-based analysis is also considered in some studies. This technology
is usually applied to power grids, which mainly focus on specific configurations. While
simulations serve as a valuable analytical tool, their inherent constraints highlight the
need for mathematical modeling to enhance the understanding of multi-VSG dynamics.
Therefore, in the situation that the line is long and the impedance between different nodes
cannot be neglected, the performance may not be precise enough. It is necessary to develop
models that incorporate the influence of line impedance between different nodes to better
determine the performance of VSG-based systems.
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This paper investigates the influence of line impedance parameters between different
nodes and load disturbances with various spatial distributions on the configuration of
inertia and port impedance in multi-VSG parallel systems under a multi-node network
topology. The dynamic characteristics are analyzed using a transfer function model and
validated through simulation results. This study provides insights for improving the
frequency dynamic characteristics of multi-VSG systems, aiming to enhance frequency
stability, flexibility, and reliability in distribution networks, especially in systems where
VSGs are widely dispersed. The main contributions of this paper are summarized as
follows:

(1) A parallel model of multi-VSGs is proposed. Compared with existing models, this
model considers that the VSGs are not connected to a PCC, where the line impedance
between different nodes is considered.

(2) With the proposed model, different parameters of VSGs from the front node to end
node are considered. Therefore, the VSG’s parameters in different locations can be
further studied to improve the transient performance, which was often neglected in
previous research.

(3) In the parameter analysis, both the inertia and impedance are considered in many
different scenarios, which can provide a substantial reference for choosing reasonable
parameters whilst considering the location of VSGs.

2. VSG Control Strategies and Dynamic Characteristic Analysis

2.1. The Principle of the VSG Control Strategy

In a typical weak grid, considering factors such as LCL-type filter impedance, inverter
virtual impedance, and transformer equivalent impedance, the AC port characteristics
of inverters are nearly inductive. Therefore, the phase difference is related to the active
power among different nodes, where the P-f droop characteristic is adopted to realize
frequency and active power regulation. The active power control strategy employed in
this paper for a VSG is centered around the rotor mechanical equations and frequency
control equations of synchronous generators. The relationship between torque and power
is illustrated in Equation (1). Here, Tm represents the mechanical torque and Te represents
the electromagnetic torque. In this paper, Tm in a VSG is determined by the droop control
loop, which is illustrated in Equation (2), replacing the traditional governor control loop
for primary frequency regulation and simplifying the control loop.

J
dω

dt
= Tm − Te − Dp(ω − ωg) (1)

where J is the rotational inertia; Dp is the damping coefficient; ω is the synchronous machine
rotational frequency; ωg is frequency at the grid connection point.

Tm =
Pref + kp(ωref − ω)

ω
≈ Pref + kp(ωref − ω)

ω0
(2)

where kp is the droop coefficient; ωref and Pref are the reference of frequency and power; ω
is the actual frequency in a VSG. For analytical convenience, the rated frequency ω0 is used
in Equation (2) to replace the actual frequency in the power and torque relationship.

By combining Equations (1) and (2) and neglecting the effect of the damping coefficient,
we obtain Equation (3).

Jω0
dω

dt
= Pref − Pout + kP(ωref − ω) (3)

2.2. The Complete VSG Control Strategy

With the analysis, the diagram of the complete control loop of VSG is shown in Figure 1.
The active power control of a VSG is from Equations (1) and (3). The reactive power loop of
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the VSG is same as the regular Q-V droop control. In addition, the inner dual loop control
is applied, which includes both the voltage and current control loops with a PI regulator.
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Figure 1. The diagram of complete VSG control strategy.

2.3. Dynamic Characteristic Analysis of Single Grid-Connected VSG

To analyze the impact of the frequency dynamics of the VSG control strategy on load
power disturbance, we consider the case of a single grid-connected VSG operating in
parallel with a load. Ignoring the frequency characteristics of the load and line losses, when
the load changes, the power should be balanced among the grid, VSG and load, which is
shown in (4).

ΔPg + ΔPvsg = ΔPload (4)

We extract the relationship between frequency variation and power variation and
perform the Laplace transform in Equation (3), which allows us to assess the impact of
changes in inverter output power on the variation in inverter output frequency, as shown
in Equation (5). The equation indicates that changes in inverter output power affect the
deviation of the steady-state frequency. Adjusting the inertia influences the transient
frequency variation.

Δωvsg = − ΔPvsg

Jω0s + kp
(5)

When the output port of the VSG is predominantly inductive with reactance XL,
the relationship between active power and phase can be expressed as Equation (6). This
expression is one of the theoretical foundations for frequency control in a VSG.

ΔPvsg =
3EUs

2XL
Δδ = kvsg(Δθvsg − Δθ1) (6)

where E is the equivalent electromotive force at the output port of the VSG; Us is the
voltage at the node; kvsg is the line coefficient under the assumption of there being no
voltage magnitude variation, which equals 3EUs/2XL; θ1 is the voltage phase at the node.
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Similarly, for the power grid, a similar relationship between active power output and
phase angle is shown in Equation (7).

ΔPg =
3UgUs

2Xg
Δδg = kg(Δθg − Δθ1) (7)

where Ug is the voltage at the grid, kg is the line coefficient under the assumption of minus
voltage magnitude variation, and θg is the voltage phase at the grid. Here, the grid phase is
set as the reference axis of phase.

Combining Equations (4)–(7), for a single grid-connected VSG operating in parallel
with a load, the impact of load power variation on the phase of the bus is given by Equation
(8). It can be observed that a change in load power causes an instantaneous phase shift at
the bus, and the subsequent frequency variation is influenced by the rotational inertia and
the impedance of the VSG’s output port.

Δθ1

ΔPLoad
= − Jω0s2 + kps + kd

(kd + kg)(Jω0s2 + kps) + kdkg
(8)

It can also be observed that the VSG emulates the inertia characteristics of synchronous
generators, improving the dynamic frequency response of the grid, reducing the rate of
change in frequency, and providing inertial support for the grid frequency. This paper
further develops the models with the impact of line impedance between different nodes,
thereby enhancing the frequency performance analysis for multiple VSGs in microgrids.

3. Analysis and Modeling of Multi-VSG Parallel Systems

In a multi-VSG parallel system with a PCC, all inverters deliver power to the same
node. This section uses a three-machine system as an example to establish the mathematical
models for both the single-node multi-machine parallel topology with a common coupling
point and the multi-node multi-machine parallel topology. Based on these models, a
comparative analysis is performed to investigate the impact of line impedances between
nodes on the system’s frequency response.

3.1. Transfer Function Model of a Single-Node Multi-Machine Grid-Connected System

Firstly, by further developing a model based on the model in Section 2 into a dual-
machine system, the transfer function for the node frequency response can be easily
obtained. After the load changes, the voltage phase at the node will experience a sudden
shift, and the subsequent frequency variation will be influenced by the rotational inertia set
for both VSGs (J1 and J2) and the magnitude of the droop coefficient.

Δθ1

ΔPload
= −(

1
kg +

1
1

kd1
+ 1

J1ω0s2+kp1s

+ 1
1

kd2
+ 1

J2ω0s2+kp2s

) (9)

By comparing the forms of Equations (8) and (9), the phase deviation at the connected
node caused by a load step change for each VSG can be described by a similar expression
in a single-node multi-machine system. The expression can also be derived from Equations
(5) and (6), as shown in Equation (10). This expression is defined as the additional active
power compensation provided by the VSG when a load step occurs at the connected node,
denoted in this paper as km(s), which equals ΔPvsg_i/Δθ1.

km(s) =
1

1
kd

+ 1
Jω0s2+kps

(10)

At this point, the single-node two-VSG system and extended single-node n-VSG grid-
connected systems corresponding to Equations (8) and (9) can all be represented by a single
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expression, as shown in Equation (11). For the single-node three-VSG system in Figure 2,
n = 3 in Equation (11).

Δθ1

ΔPload
= −(

1

Kg +
n
∑

i=1
Kmi(s)

) (11)

1stVSG

2ndVSG

Grid

Load
3rdVSG

Ug 0

Xg

X1

X2

X3

Uvsg_1 vsg_1

Uvsg_2 vsg_2

Uvsg_3 vsg_3

Us(pc c) 1

PCC

Figure 2. The topology of a single-node three-machine grid-connected system.

If the VSG’s control parameters and port impedances are similar, the system can be
approximately analyzed as a single-machine system. In this case, considering the dynamic
frequency response of nodes in a multi-machine system has its limitations. Therefore, this
paper analyzes a multi-VSG topology that considers the line impedance between nodes.

3.2. Transfer Function Model of a Multi-Node Multi-Machine Grid-Connected System

To illustrate the general characteristics of frequency response under impedance effects,
this paper investigates the transfer function model in a three-node three-VSG grid structure,
as shown in Figure 3, to obtain the principle that can be further used in the system with more
VSGs. Firstly, due to the presence of line impedance between nodes, spatial differences
arise among the nodes. It is necessary to distinguish between each node, the connected
VSGs, and the loads. To clearly express the relationships between quantities in a multi-node
system, the state variables are defined and represented in vector form.⎧⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Δωvsg =
[
Δωvsg_1 Δωvsg_2 Δωvsg_3

]T
Δθnode =

[
Δθnode_1 Δθnode_2 Δθnode_3

]T
ΔPvsg =

[
ΔPvsg_1 ΔPvsg_2 ΔPvsg_3

]T
ΔPload =

[
ΔPload_1 ΔPload_2 ΔPload_3

]T
(12)

where θnode is the voltage phase at the node and subscript i is used to distinguish each
node, along with the VSG and load connected to it.

1stVSG

2ndVSG

Grid

Load1

Load2

3rdVSG Load3

Ug 0

Xg

X1

X2

X3

Xline1

Xline2

Uvsg_1 vsg_1

Uvsg_2 vsg_2

Uvsg_3 vsg_3

Unode_1 node_1

Unode_2 node_2

Unode_3 node_3

Node1

Node2

Node3

Figure 3. The topology of a three-node three-machine grid-connected system.
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Combining the content from Section 2, Equation (13) holds.

ΔPg +
3

∑
i=1

ΔPvsg_i =
3

∑
i=1

ΔPload_i (13)

Considering the relationship of active power between nodes, Equation (14) holds.

3Unode_iUnode_i+1

2Xline_i
Δδnode_i = kL_i(Δθnode_i − Δθnode_i+1) (14)

where Unode is the voltage at the node; kL is the line coefficient under the assumption of
there being no voltage magnitude variation. Considering the power flow relationships in
the three-node system, Equation (15) holds.

{
KL_1(Δθnode_1 − Δθnode_2) = ΔPload_2 + ΔPload_3 − ΔPvsg_out_2 − ΔPvsg_out_3

KL_2(Δθnode_2 − Δθnode_3) = ΔPload_3 − ΔPvsg_out_3
(15)

Combining Equations (5)–(10) and (13)–(15) and expressing them using the vector
form in Equation (12), the following relationship holds.

⎧⎨
⎩

Δωvsg = A1ΔPout
ΔPout = A2Δθnode

A3ΔPout + A4Δθnode = A5ΔPload

(16)

where

A1 =

⎡
⎢⎢⎣

− 1
Jiω0s+kp_i

0 0

0 − 1
Jiω0s+kp_i

0

0 0 − 1
Jiω0s+kp_i

⎤
⎥⎥⎦

A2 =

⎡
⎣ −km_1(s) 0 0

0 −km_2(s) 0
0 0 −km_3(s)

⎤
⎦

A3 = A5 =

⎡
⎣ 1 1 1

0 1 1
0 0 1

⎤
⎦, A4 =

⎡
⎣ −kg 0 0

kL_1 −kL_1 0
0 kL_2 −kL_2

⎤
⎦

Performing matrix operations on this equation yields the following result:

Δωvsg = A1A2(A2A3+A4)
−1A5ΔPload = GΔPload (17)

where

G =

⎡
⎣Gω11(s) Gω12(s) Gω13(s)

Gω21(s) Gω22(s) Gω23(s)
Gω31(s) Gω32(s) Gω33(s)

⎤
⎦

where G represents the relationship matrix between the frequency of each VSG and the
load disturbances. Using this relationship, Equation (18) can be derived.

Δωvsg_1 = Gω11ΔPload_1 + Gω12ΔPload_2 + Gω13ΔPload_3 (18)

And Gω1i(s) represents the transfer function of the frequency of the VSG connected
at node 1 with respect to the load power change at node i. From Equation (18), it can be
observed that in the three-node model, the impact of load disturbances at each node on the
frequency of any VSG varies. Simplifying these load disturbances as if they all occur at a
single node in a single-node model will introduce discrepancies in the dynamic response
analysis. The subsequent analysis of the three-node, three-VSG model is performed utilizing
this transfer function model.
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4. Dynamic Frequency Characteristics of Three-Node Three-VSG System

Using the transfer function presented in Section 3, the dynamic frequency responses
of each VSG can be obtained under load step changes at different nodes. By analyzing the
maximum frequency deviation (MFD), rate of change of frequency (RoCoF) and adjustment
time to reach a steady state under disturbances, the dynamic characteristics of each VSG
can be assessed.

This section examines the effects of load disturbance locations, line impedance between
nodes, and the virtual inertia (J) and port impedance of each VSG on the frequency dynamic
characteristics of VSGs. Sections 4.1 and 4.2 focus on analyzing how variations in practical
conditions—such as load disturbance locations and line impedance—affect the dynamic
frequency at each node. Conversely, Sections 4.3 and 4.4 investigate how to optimally
configure parameters and allocate resources under these varying conditions to achieve
an optimized performance in practical scenarios. Specifically, this section identifies the
patterns of changes in VSG frequency dynamics influenced by these factors and, based on
these observations, proposes and validates optimization strategies for frequency dynamics
within a three-node, three-VSG grid.

4.1. Dynamic Frequency Characteristics with Load Disturbances at Different Locations

First, the impact of load disturbance location is analyzed to differentiate between
single-node and multi-node models, particularly regarding the consideration of spatial
differences between nodes. The findings highlight the comprehensiveness and practicality
of multi-node models in capturing dynamic characteristics more effectively compared to
single-node models.

The specific parameters are outlined in Table 1. To reflect the differences caused
by disturbance location, disturbances are concentrated at each of the three nodes. The
frequency characteristics of the VSGs at the initial and terminal nodes are observed to
derive the underlying patterns. The results are shown in Figure 4.

Table 1. Parameter of the transfer function model of three-node three-VSG system.

Parameters Values

Evsg_i (i = 1, 2, 3) 220 V
Unode_i (i = 1, 2, 3) 220 V

Ji 1 kg·m2

ω0 314 rad/s
Lg Li (i = 1, 2, 3) 0.4 mH
LXLine_i (i = 1, 2) 0.4 mH

Kp 50 × 103 w·s/rad

(a) VSG1(initial) (b) VSG3(terminal) 

Figure 4. Step response of VSG frequency at different load positions.
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For the terminal VSG3, as the disturbance distance increases, the MFD decreases and
RoCoF reduces, and the same applies for the initial VSG1. However, the terminal VSG
experiences a greater frequency deviation at shorter disturbance distances compared to
the initial VSG1, indicating that the dynamic frequency performance of the terminal VSG3
is significantly weaker than that of the initial VSG1. Therefore, to optimize the dynamic
frequency characteristics of VSGs in a multi-node model, it is essential to first enhance the
dynamic performance of the terminal VSG. Additionally, balancing the load distribution
to reduce the burden on the terminal VSG can optimize the overall system’s frequency
dynamic characteristics.

4.2. Dynamic Frequency Characteristics Under Different Line Impedences

To assess the impact of varying line impedances on the dynamic frequency character-
istics of VSGs under load disturbances within this structure, four scenarios are considered
in this section. The specific parameters are outlined in Table 2, and other parameters are
the same as those listed in Table 1. The results are shown in Figures 5–8.

Table 2. Parameter of the transfer function model of the three-node three-VSG system.

Scenario LXline_1 (Lx1) LXline_2 (Lx2) Load Set

1 0.1/0.2/0.4/0.6/0.8 mH 0.4 mH Evenly
2 0.1/0.2/0.4/0.6/0.8 mH 0.4 mH Node 1
3 0.1/0.2/0.4/0.6/0.8 mH 0.4 mH Node 3
4 0.1/0.2/0.4/0.6/0.8 mH 0.1/0.2/0.4/0.6/0.8 mH Node 1

(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 5. Step response of VSG frequency in scenario 1.
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(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 6. Step response of VSG frequency in scenario 2.

(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 7. Step response of VSG frequency in scenario 3.
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(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 8. Step response of VSG frequency in scenario 4.

Scenario 1: The line impedance LXline_1 between Nodes 1 and 2 is varied, while the
line impedance LXline_2 between Nodes 2 and 3 is kept constant. The dynamic frequency
responses of the three VSGs are analyzed after the load disturbance is evenly distributed
across the three nodes.

Scenario 2: The line impedance LXline_1 between Nodes 1 and 2 is varied, while the
line impedance LXline_2 between Nodes 2 and 3 is kept constant. The dynamic frequency
responses of the three VSGs are analyzed following a load disturbance at Node 1.

Scenario 3: The line impedance LXline_1 between Nodes 1 and 2 is varied, while the
line impedance LXline_2 between Nodes 2 and 3 is kept constant. The dynamic frequency
responses of the three VSGs are analyzed following a load disturbance at Node 3.

Scenario 4: Both the line impedance LXline_1 between Nodes 1 and 2 and the line
impedance LXline_2 between Nodes 2 and 3 are varied. The dynamic frequency responses
of the three VSGs are analyzed following a load disturbance at Node 1.

As can be observed in Figure 5, when load disturbances are reasonably distributed
across each node, increasing the line impedance between Node 1 and Node 2 results in a
reduction in the MFD of VSG1, along with an increase in the adjustment time, effectively
improving the frequency dynamic response in the microgrid context. However, the MFD
of the VSGs connected at Node 2 and Node 3 increases, leading to a certain loss in dynamic
performance at those nodes. Furthermore, as shown in Figure 5b,c, both the MFD and
RoCoF increase as the VSG is closer to the terminal, demonstrating that the dynamic
performance of the frequency deteriorates when the node approaches the end of the line.

From Figure 6, when load disturbances are primarily concentrated at Node 1 (the
initial node), the frequency variation of VSGs closer to Node 1 is larger, indicating that load
disturbances primarily rely on local VSGs for inertia support. The impact on VSGs further
from the disturbance is smaller. Even at the terminal, where VSG3 is more susceptible to
disturbances, the frequency deviation and rate of change are significantly smaller compared
to VSG1 and VSG2, which are closer to the initial node. Increasing the line impedance
between Node 1 and Node 2 causes load disturbances to rely even more on the inertia
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support provided by local VSGs. Consequently, the frequency deviation of VSG1 increases,
adjustment time decreases, and dynamic performance deteriorates. In contrast, VSGs 2 and
3, separated by the impedance between Nodes 1 and 2, experience a reduction in frequency
deviation and rate of change. This suggests that increased line impedance acts as a barrier
to disturbances, making local disturbances more reliant on local VSG inertia support and
consequently reducing the dynamic frequency characteristics of the local VSG.

When disturbances are concentrated at Node 3 (the terminal) in Figure 7, increasing
the line impedance between Node 1 and Node 2 results in a decrease in the dynamic
performance of VSG2 and VSG3 at Nodes 2 and 3, while the dynamic performance of
VSG1 at Node 1 improves. This demonstrates that line impedance acts as a barrier to load
disturbances, with the impact of the disturbances being increasingly supported by VSG2
and VSG3, which are separated by the impedance.

As the line impedance between nodes increases in Figure 8, it further limits the
propagation of load disturbances, resulting in greater support for the disturbances from
the local VSG1. The impact on VSG2 and VSG3 is reduced, which benefits the optimization
of the dynamic frequency characteristics of VSG2 and VSG3.

4.3. Dynamic Frequency Characteristics Under Different Inertia

VSGs require additional capacity to provide virtual inertia, with larger virtual ro-
tational inertia necessitating greater investment. Therefore, optimizing the allocation of
virtual inertia is crucial from an economic perspective. In this section, the impact of virtual
inertia allocation is analyzed using a three-node, three-VSG model. To evaluate the effect
of varying inertia on the dynamic frequency response of VSGs under load disturbances,
three scenarios are considered. The parameters are detailed in Table 3, and the results are
presented in Figures 9–14.

Table 3. Parameter of the transfer function model of three-node three-VSG system.

Scenario J1 Xline_1/Xline_2 Load Set

1 0.5/1/3/5/8 kg·m2 0.4 mH Evenly
2 0.5/1/3/5/8 kg·m2 0.4 mH Node 1
3 0.5/1/3/5/8 kg·m2 0.4 mH Node 3

When load disturbances are evenly distributed across each node and the line impedance
between nodes is set to 0.4 mH, the MFD and RoCoF are larger for VSG3, which is closer
to the terminal. This further confirms that the dynamic frequency performance of VSGs
deteriorates as they approach the terminal. Additionally, as the inertia (J) of the initial
VSG1 increases, the dynamic frequency characteristics of VSG1 are optimized, while those
of VSG2 and VSG3 deteriorate. Notably, the MFD of VSG3, closer to the terminal, is greater
than that of VSG2. This indicates that when load disturbances are evenly distributed, the
optimization of dynamic performance at the initial end results in a further improvement in
dynamic performance at the terminal end.

Figure 10 shows that when the load is evenly distributed across the three nodes, both
the MFD and RoCoF of VSG1 exhibit a decreasing trend as J1 varies, leading to improved
dynamic frequency characteristics. Specifically, the rise in RoCoF, indicating a slower rate
of frequency decline, contributes to the optimization of the frequency’s dynamic response.
In contrast, the MFD of VSG2 and VSG3, positioned at terminal nodes, displays a more
substantial variation, with this trend becoming more pronounced as they are located closer
to the network’s edge.
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(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 9. Step response of VSG frequency in scenario 1.

 
(a) MFD (b) RoCoF 

Figure 10. MFD and RoCoF in scenario 1.

Figure 11 shows that when load disturbances are primarily concentrated at Node 1,
increasing the virtual inertia (J) of VSG1 improves its dynamic frequency characteristics.
Additionally, this increase also optimizes the dynamic frequency performance of VSG2
and VSG3, which are closer to the terminal. This indicates that when load disturbances
are concentrated, increasing the inertia (J) of the local VSG not only enhances the dynamic
frequency characteristics of the local VSG but also has a beneficial effect on nearby VSGs.
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(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 11. Step response of VSG frequency in scenario 2.

(a) MFD (b) RoCoF 

Figure 12. MFD and RoCoF in scenario 2.

From Figure 12, it can be clearly observed that as the value of J1 varies, both the
MFD and RoCoF of VSG1 exhibit a more sensitive change compared to VSGs at other
nodes, indicating a significant optimization effect. This also demonstrates that the inertia
parameter has a greater impact on the local VSG connected to the node where the load
disturbance occurs.

When load disturbances are primarily concentrated at the terminal (Node 3) in
Figure 13, increasing the inertia (J) of VSG1 at the initial node results in a decrease in
RoCoF but an increase in the maximum frequency deviation of VSG1. The maximum
frequency deviation of VSG2 also increases, and the deviation for VSG3 becomes larger
compared to VSG2, with increased fluctuations during the recovery process. In this case,
increasing the virtual inertia of VSG1 is detrimental to the overall dynamic frequency
performance of the system.
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(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 13. Step response of VSG frequency in scenario 3.

(a) MFD (b) RoCoF 

Figure 14. MFD and RoCoF in scenario 3.

From Figure 14, it can be clearly observed that when the load is primarily concentrated
at Node 3, the MFD of VSG2 and VSG3 shows a significantly increasing trend as J1 varies,
while VSG1 is not as sensitive. A comparison with Figures 10 and 12 reveals a strong
correlation between the setting of inertia (J) and the location where the load is concentrated.

However, it is worth noting that in Figure 10b, as J1 varies, the RoCoF of VSG3 initially
improves and then deteriorates. This indicates that when the inertia parameter is not well
matched with the load disturbance, increasing inertia (J) can lead to an overall rise in
system MFD, but it also enhances the RoCoF of the VSG at the load location.

4.4. Dynamic Frequency Characteristics Under Different Port Impedances

The output port impedance of the inverter, including line impedance, virtual impedance,
and transformer equivalent impedance, can be flexibly adjusted by modifying the vir-
tual impedance. Meanwhile, the line impedance between nodes, as a grid parameter, is
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generally treated as a fixed value. Thus, studying the impact of VSG port impedance on
the frequency dynamic response of the inverter provides another approach to optimizing
dynamic performance, which will be discussed in this section.

Considering the conclusion drawn in Section 4.2, when the line impedance between
a node and its neighboring nodes decreases, the reliance of the local VSG on frequency
support for mitigating local load disturbances is reduced, leading to improved dynamic
frequency characteristics for the local VSG, and vice versa. Based on this conclusion, a
hypothesis can be proposed: when the impedance at the VSG port increases, the load
disturbance at the connected node will reduce its reliance on the frequency support of the
corresponding VSG (i.e., the local VSG), thereby improving the local VSG’s dynamic fre-
quency characteristics, but at the cost of deteriorating the dynamic frequency performance
of other VSGs in the system.

To validate the aforementioned hypothesis and explore the influence of inertia within
this context, this section establishes two scenarios for discussion. The specific parameters
are outlined in Table 4 and the results are shown in Figures 15–18.

Table 4. Parameter of the transfer function model of three-node three-VSG system.

Scenario J1/J2/J3 L2 Load Set

1 2/2/2 kg·m2 0.1/0.2/0.4/0.8/1 mH Node 2
2 1/1/1 kg·m2 0.1/0.2/0.4/0.8/1 mH Node 2

(a) VSG1 (b) VSG2 

 
(c)VSG3 

Figure 15. Step response of VSG frequency in scenario 1.
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(a) MFD (b) RoCoF 

Figure 16. MFD and RoCoF in scenario 1.

(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 17. Step response of VSG frequency in scenario 2.

In Figure 15, when the load disturbance is primarily concentrated at Node 2, increasing
the port impedance of VSG2 results in a significant reduction in the frequency deviation
and an increase in the recovery time of VSG2. This indicates that the dynamic frequency
characteristics of VSG2 are optimized as the port impedance increases, thus validating the
hypothesis that increasing port impedance benefits the dynamic frequency characteristics
of VSGs.

At the same time, the frequency response of neighboring VSGs, VSG1 and VSG3, fol-
lows a similar pattern. As the port impedance L2 increases to 1 mH, the frequency deviation
range and rate reach their maximum, causing a deterioration in frequency characteristics.
When L2 is reduced gradually to 0.2 mH, the frequency deviation decreases and reaches
its minimum value. However, further decreasing L2 to 0.1 mH results in an increase in
frequency deviation range.
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(a) MFD (b) RoCoF 

Figure 18. MFD and RoCoF in scenario 2.

From Figure 16, it can also be observed that as the port impedance L2 increases,
both the MFD and RoCoF of VSG2 show a significant improvement trend. However, the
frequency responses of the other two VSGs deteriorate correspondingly.

This demonstrates that increasing port impedance can negatively impact the dynamic
characteristics of VSGs at other nodes. Additionally, it is observed that the frequency re-
sponse deviation of VSG3 is notably larger than that of VSG1, corroborating the conclusion
in Section 4.1.

In Case 2, when the virtual inertia (J) of all three VSGs is simultaneously reduced,
the frequency response characteristics follow a pattern similar to that observed in Case 1.
Specifically, the frequency deviation range of VSG2 increases significantly when the port
impedance is small, while the frequency deviations of VSG1 and VSG3 remain relatively
unchanged. As the port impedance increases to 1 mH, the frequency deviation range of
VSG2 shows minimal variation.

This indicates that as the port impedance decreases, the impact of the virtual inertia
set on the VSGs becomes more pronounced compared to when the port impedance is large.
Therefore, while considering the efficiency of virtual inertia usage, a larger port impedance
for VSGs is not always beneficial. From the comparison between Figures 16 and 18, it can
be seen that changing the value of inertia (J) for the three VSGs only affects the magnitude
of the values, without impacting the overall trend of variation. Therefore, integrating the
conclusions from the above discussion with the experimental results, under the conditions
of this section, a port impedance value for L2 in the range of 0.4–0.8 mH is suitable.

4.5. Optimization Strategies and Validation of Dynamic Frequency

From the analysis of the results on the dynamic frequency characteristics of VSGs
under various individual and combined influencing factors discussed in Sections 4.1–4.4,
the following qualitative conclusions and dynamic performance optimization strategies
can be derived:

Sections 4.1 and 4.2 focus on the impact of actual load disturbance locations and
line impedance between nodes within the circuit topology on the dynamic frequency
characteristics of each VSG. The key qualitative conclusions are as follows:

1. The dynamic frequency characteristics of each VSG vary depending on the location
of the load disturbance. The closer the disturbance occurs to the connected node, the
greater the MFD and RoCoF during the frequency response process. Additionally, for each
VSG, differences arise due to the position of the connected node. Compared to terminal
nodes, VSGs located closer to the grid exhibit superior dynamic performance, especially
when load disturbances occur at the connected node, where terminal VSGs show poorer
performance.

2. Increasing the line impedance between nodes has a detrimental effect on frequency
response during unbalanced load conditions. When load disturbances occur at one end of
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the line impedance, the VSG at the opposite end will participate less in active power regu-
lation during frequency response, thereby improving its dynamic frequency characteristics.
Conversely, the dynamic frequency characteristics of the VSG on the load disturbance side
will deteriorate.

Sections 4.3 and 4.4 discuss the impact of parameter J and port impedance under
specific conditions of node impedance and disturbance locations. The key qualitative
conclusions are as follows:

1. When a disturbance occurs at the connected node, increasing the local VSG’s
inertia can significantly improve its dynamic performance. However, this can lead to a
deterioration in the dynamic performance of VSGs at other nodes, with the degree of
impact varying depending on the specific location of the disturbance.

2. Increasing the port impedance can improve the dynamic frequency performance of
the VSG at the connected node, but it also results in a reduction in performance at other
nodes. Increasing the overall system inertia level does not change this trend.

Based on the analysis of the effects of practical influencing factors, as well as the
summarized impacts of virtual inertia J and port impedance on the dynamic frequency
characteristics of VSGs under different conditions, the following optimization conclusions
are derived:

1. The dynamic frequency performance of the VSG at the initial node is better than
that at the terminal node. Therefore, optimization should focus on the terminal VSG. The
line impedance between connected nodes impedes active power interaction between the
two nodes, which in turn worsens the dynamic frequency characteristics on the side where
the load disturbance occurs. Thus, attention should be given to the combined impact of
load disturbance location and the magnitude of line impedance between nodes on the
dynamic performance at each node, in order to assess the strength of dynamic frequency
characteristics for each VSG.

2. The inertia of each VSG should be reasonably set according to the distribution of
load disturbances, with increased inertia allocated to areas where load disturbances are
concentrated. If the load disturbance does not match the inertia parameter, it is likely to
result in a deterioration of the frequency characteristics at the disturbance node, although
it may also lead to an improvement in the RoCoF of the VSG at the node connected to the
load disturbance.

3. Increasing the port impedance will improve the dynamic frequency characteristics
of the VSG at that node, but it will also lead to a deterioration in the dynamic characteristics
of VSGs at other nodes. This further necessitates that the port impedance be well matched
to the load disturbance location.

To theoretically validate the correctness of the optimization strategies, a set of parame-
ters for the three-node model is considered. Under the guidance of the dynamic frequency
optimization strategies, optimization is performed, and the dynamic frequency characteris-
tics of the initial and terminal VSGs are compared before and after the optimization. The
parameters before and after optimization are shown in Table 5. And the results are shown
in Figure 19.

Table 5. Parameters before and after adjustment.

Fixed Parameters Values

LXLine_i (i = 1, 2) 0.4 mH/0.2 mH

Adjustment J1/J2/J3 L1/L2/L3 Load Set

Before 3/1/1 kg·m2 0.4/0.6/0.2 mH 10 kw in Node 3
After 1/1/3 kg·m2 0.2/0.4/0.6 mH 10 kw in Node 3
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(a) VSG1 (b) VSG3 

Figure 19. Step response of VSG frequency before and after adjustment.

From Figure 19, it can be observed that when the load disturbance occurs at the
end, specifically at Node 3, increasing the port impedance and virtual inertia at VSG3,
while reducing the port impedance of VSG2 and VSG1, effectively optimizes the dynamic
frequency response of VSG3. Furthermore, the dynamic frequency response of VSG1,
located at the front end, shows no significant changes, demonstrating the effectiveness of
this optimization strategy.

5. Simulation Validation

To further verify the validity of the model and the correctness of the frequency dynamic
performance optimization strategy, the topology described in this paper is simulated using
PSCAD v46. The simulation model uses the circuit structure shown in Figure 3.

5.1. Validation of the Transfer Function Model

In a three-node three-VSG system, when an external load undergoes a step change at
Node 1, the frequency response of three VSGs is shown in Figure 15. And the parameters
of the simulation and theoretical experiment are shown in Table 6. It should be noted
that in the simulation, to eliminate the influence of inner loop parameters on the dynamic
frequency response of each VSG, the inner loop parameters are set to the same values.

Table 6. Parameter of three-node three-VSG system.

Parameters Values

Evsg_i (i = 1, 2, 3) 220 V
Unode_i (i = 1, 2, 3) 220 V

Ji (i = 1, 2, 3) 1 kg m2

ω0 314.15 rad/s
Lg Li (i = 1, 2, 3) 0.4 mH
LXLine_i (i = 1, 2) 0.4 mH

Lf/Cf 2 mH/40 μF
Kp 50 × 103 w s/rad

ΔPload 300 kW
Voltage Loop P/I 50/2
Current Loop P/I 0.13/2

As shown in Figure 20, under the same parameter settings and disturbance values, the
simulation and theoretical frequency response results exhibit a similar trend, though there
is a certain degree of numerical error. This discrepancy is due to the theoretical calculation
neglecting the variation in voltage amplitude at the nodes. The oscillations in frequency
during the recovery process are determined by the bandwidth difference of the VSG P
control loop and the dual-loop bandwidth in the simulation, but this does not affect the
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correctness of the trend observed in both results. Therefore, it can be concluded that the
theoretical model has been validated.

(a) VSG1 (b) VSG2 

 
(c) VSG3 

Figure 20. Theoretical and PSCAD/EMTDC results.

5.2. Validation of the Dynamic Performance Optimization Strategy

Next, the simulation model is used to validate the optimization strategy discussed in
Section 4.5, with the specific parameters selected being the same as those in Table 4. And
the load disturbance is set as 300 kW. To clearly demonstrate the correctness of the strategy,
the results are also validated by analyzing the changes in the VSG port impedance and
virtual inertia to eliminate the impact caused by the overlap of the two factors. The specific
experimental parameters are shown in Table 7.

Table 7. The simulation experiment parameters.

Scenario Attribute J1/J2/J3 L1/L2/L3

1 Reference 3/1/1 kg m2 0.4/0.6/0.2 mH
2 Vary L 3/1/1 kg m2 0.2/0.4/0.6 mH
3 Vary J 1/1/3 kg m2 0.4/0.6/0.2 mH
4 Vary Both 1/1/3 kg m2 0.2/0.4/0.6 mH

In Figure 21, with only the port impedance changed, both the MFD and RoCoF
of VSG3 are significantly improved, while the RoCoF of VSG1 shows a slight reduction.
However, the MFD remains similar, and the overall system dynamic frequency performance
is enhanced. This indicates that the adjustment of variable port impedance has effectively
optimized the frequency dynamic response.
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(a) VSG1 (b) VSG3 

Figure 21. Simulation validation results of varying port impedance.

In Figure 22, similarly, when only the inertia is changed without altering the port
impedance, the RoCoF of VSG3 decreases, but the MFD of VSG3 shows little variation.
Meanwhile, the RoCoF of VSG1, located at the initial end, remains nearly constant. Al-
though the overall system dynamic frequency performance improves, the effect is not
pronounced, which indicates that when the port impedance is not optimally configured,
the frequency optimization benefits from increased inertia are limited.

 
(a) VSG1 (b) VSG3 

Figure 22. Simulation validation results of varying inertia.

In Figure 23, when both factors are altered, the dynamic performance of VSG3 shows
significant improvement, while the RoCoF of VSG1 increases further, although the MFD
remains relatively stable. This indicates a certain degree of enhancement in the system’s
frequency characteristics, thereby demonstrating the effectiveness of the frequency opti-
mization strategy. And the specific experimental results are shown in the tables below.

Table 8 presents the MFD and RoCoF of each VSG during the frequency response
process under each experimental condition, along with percentage comparisons to the
reference group. From Table 8, a comparison between groups 1 and 4 clearly shows that
under the dynamic frequency optimization strategy proposed in this paper, the MFD of the
terminal VSG3 at the disturbance location significantly decreases, reaching only 62% of its
value before adjustment. Although the MFDs of VSG1 and VSG2 both increase, Table 9
shows that the system’s average MFD is only 86.1% of the original, demonstrating the
effectiveness of the optimization strategy.
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(a) VSG1 (b) VSG3 

Figure 23. Simulation validation results of varying both factors.

Table 8. The first set of specific experimental results.

Scenario
VSG1 VSG2 VSG3

MFD (rad/s) RoCoF (Hz/s) MFD (rad/s) RoCoF (Hz/s) MFD (rad/s) RoCoF (Hz/s)

1 (Reference) 0.788777 −0.154971 1.279293 −0.210996 3.069388 −0.158310

2
0.937706 −0.128584 1.517007 −0.053582 1.973153 −0.138003

1.19 × 100% 1.17 × 100% 1.19 × 100% 1.75 × 100% 0.64 × 100% 0.87 × 100%

3
0.908160 −0.159783 1.411547 −0.274579 2.723192 −0.325253

1.15 × 100% 1.03 × 100% 1.10 × 100% 1.30 × 100% 0.89 × 100% 2.06 × 100%

4
0.896958 −0.189921 1.618510 −0.082723 1.908000 −0.240437

1.14 × 100% 1.23 × 100% 1.27 × 100% 1.61 × 100% 0.62 × 100% 1.52 × 100%

Table 9. The second set of specific experimental results.

Scenario
Average of Three VSGs

MFD (rad/s) RoCoF (Hz/s)

1 (Reference) 1.712486 −0.174759

2
1.475289 −0.106723

0.861 × 100% 0.611 × 100%

3
1.680300 −0.253205

0.981 × 100% 1.449 × 100%

4
1.474489 −0.171027

0.861 × 100% 0.979 × 100%

However, it is noteworthy that the comparison between scenarios 2 and 4 in Table 9
reveals that, despite similar average MFDs, reducing J1 and increasing J3 leads to a de-
terioration in the system’s average RoCoF. The data in Table 8 indicate that the RoCoF
change of the terminal VSG3 is most pronounced, consistent with the trend shown in
Figure 14b in Section 4.3. This also highlights that when considering inertia configuration,
it is insufficient to match the inertia only to the load; the impact of inertia reduction at
non-disturbance nodes on the RoCoF at the disturbance node must also be considered.

Overall, the frequency optimization strategy proposed in this paper proves to be
effective.

6. Conclusions

Considering a practical microgrid structure, this paper proposes a multi-node, multi-
machine model that takes into account the line impedance between nodes and establishes a
transfer function model from load disturbances to VSG frequency response. By analyzing
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the impact of inter-node line impedance and load disturbance location on dynamic fre-
quency, as well as studying the effects of configuring parameters such as virtual inertia and
port impedance under different disturbance conditions, a strategy is ultimately proposed
to improve the dynamic frequency response of VSGs in multi-node microgrids. This ap-
proach explicitly considers spatial differences between nodes and provides a more effective
strategy for improving frequency response in multi-node microgrid systems. The main
conclusions are as follows:

1. Compared with traditional single-node analysis methods, the proposed strategy
significantly enhances the dynamic frequency characteristics of the system under different
load disturbance conditions. By appropriately adjusting virtual inertia and port impedance,
the MFD and RoCoF of the system are effectively reduced, resulting in greater resistance to
frequency disturbances.

2. The proposed method is suitable for complex, practical microgrid systems, taking
into account the effects of inter-node line impedance and spatial differences, which im-
proves the consistency of frequency response. At the same time, the strategy improves
resource utilization efficiency and reduces the need for over-dimensioned hardware, al-
though it also increases the complexity of modeling and parameter tuning, which may pose
challenges for simpler systems.

Future research will focus on addressing the issue that optimizing frequency character-
istics at specific nodes may lead to reduced performance at other nodes, in order to achieve
balanced frequency response across all nodes. In addition, more advanced optimization
algorithms will be explored to achieve deeper performance improvements, ultimately
enabling optimal control solutions.
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Abstract: In this paper, we present an optimization planning method for enhancing power quality
in integrated energy systems in large-building microgrids by adjusting the sizing and deployment
of hybrid energy storage systems. These integrated energy systems incorporate wind and solar
power, natural gas supply, and interactions with electric vehicles and the main power grid. In the
optimization planning method developed, the objectives of cost-effective and low-carbon operation,
the lifecycle cost of hybrid energy storage, power quality improvements, and renewable energy uti-
lization are targeted and coordinated by using utility fusion theory. Our planning method addresses
multiple energy forms—cooling, heating, electricity, natural gas, and renewable energies—which
are integrated through a combined cooling, heating, and power system and a natural gas turbine.
The hybrid energy storage system incorporates batteries and compressed-air energy storage systems
to handle fast and slow variations in power demand, respectively. A sensitivity matrix between the
output power of the energy sources and the voltage is modeled by using the power flow method in
DistFlow, reflecting the improvements in power quality and the respective constraints. The method
proposed is validated by simulating various typical scenarios on the modified IEEE 13-node distri-
bution network topology. The novelty of this paper lies in its focus on the application of integrated
energy systems within large buildings and its approach to hybrid energy storage system planning in
multiple dimensions, including making co-location and capacity sizing decisions. Other innovative
aspects include the coordination of hybrid energy storage combinations, simultaneous siting and
sizing decisions, lifecycle cost calculations, and optimization for power quality enhancement. As
part of these design considerations, microgrid-related technologies are integrated with cutting-edge
nearly zero-energy building designs, representing a pioneering attempt within this field. Our results
indicate that this multi-objective, multi-dimensional, utility fusion-based optimization method for
hybrid energy storage significantly enhances the economic efficiency and quality of the operation
of integrated energy systems in large-building microgrids in building-level energy distribution
planning.

Keywords: integrated energy systems; hybrid energy storage; utility fusion theory; power quality
improvements; large-building microgrids; multiple energy sources

1. Introduction

In recent years, integrated energy systems (IESs) have emerged as efficient energy
supply models combining multiple forms of energy, such as cooling, heating, electricity,
and gas, for unified planning and dispatch [1–3]. Incorporating this kind of design into the
building sector, which involves major energy consumption, can facilitate the creation of
nearly zero-energy buildings and support the transition to new power systems [4–6]. In this
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context, combined cooling, heating, and power (CCHP) systems with microgrids extend
the energy supply capabilities of traditional microgrids. This integration not only fuses the
functions of cooling, heating, and providing electricity but also promotes the full utilization
of renewable energy sources [7,8]. However, several challenges are encountered in planning
IESs in large buildings, including conflicts in system operation efficiency, the impact of
uncertainties, high peak-load supply pressure, and the low absorption rates of wind
and solar energy [9]. Numerous studies have proven that well-designed energy storage
systems can act as buffers in ensuring efficient and stable system operation, making hybrid
energy storage planning a crucial element for the stable, eco-friendly, and cost-effective
development of IESs in microgrids for large buildings [10–14].

IES planning has been optimized widely in research, namely, by constructing multi-
dimensional optimization objectives to evaluate that each aligns with the characteristics of
the system models [15]. While some studies have considered multiple types of economic
costs, such as operation and maintenance costs, equipment construction costs, and en-
ergy transaction costs [16–19], other studies have begun to consider their optimization
objectives from multiple perspectives. These include minimizing the investment and
operational costs, maximizing efficiency, and reducing carbon emissions under various
uncertainties [20]. In some approaches, planning is modeled as a deterministic bi-objective
optimization problem in which the investment and operational costs are targeted alongside
robustness [21]. For integrated energy systems equipped with carbon capture, optimiza-
tion models focus on minimizing the investment costs, energy purchase costs, energy
sales revenue, and carbon costs [22]. In coordinating integrated energy system planning
and designing capacity allocation schemes for scenarios involving high renewable energy
penetration, both environmental penalties and subsidies for generating renewable energy
are accounted for in the operational costs [23]. Another model proposed for a regional
integrated energy system, which includes electric, thermal, and cooling buses, has also
considered cost-effective and low-carbon operation of the system [24]. On the basis of these
studies, it is evident that in addition to economic goals, multiple dimensions, including
carbon emissions and system robustness, have been considered in research in order to meet
the requirements of various scenarios.

Energy storage devices play the key bridging role of energy hubs in integrated en-
ergy systems. Indeed, researchers have utilized various types of energy storage systems
to smooth the output power of stochastically volatile renewable energy systems, such
as those incorporating wind and solar power [25,26], as well as to harmonize and com-
pensate for fluctuating changes in customer loads, thereby improving their operational
efficiency [27]. It has been demonstrated that introducing an optimal energy storage model
into an integrated energy system can also enhance its operational flexibility [28]. Addi-
tionally, in simulating and comparing wind turbines with and without energy storage,
the inclusion of energy storage was verified as an effective improvement in the efficiency of
renewable energy utilization [29]. Thus, planning energy storage systems in designing IESs
has been the subject of substantial research attention. Considering objectives such as battery
lifespan degradation, minimizing the annual operational and storage investment costs,
and economic efficiency, studies have explored how to optimize regional integrated energy
systems (RIESs) by using hybrid battery/pumped storage, multi-energy storage systems
in IESs, and hybrid energy storage planning [30–32]. Some research has also focused on a
joint planning model for integrated energy systems with shared storage, aiming to plan
the optimal construction timeline for storage equipment based on the total investment and
operational costs [33]. However, despite these contributions, most of the existing studies on
planning energy storage in IESs have focused primarily on the construction costs, the lifes-
pan of the centralized storage systems, and the economic benefits to system operation
while often overlooking the design of distributed hybrid energy storage systems at the
operational level. Choosing the optimal siting can further enhance system performance,
improve power quality, and increase the flexibility and safety of the configuration. With the
current policy developments, higher renewable energy integration can also yield additional
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benefits, such as securing government subsidies and “green power certificates”. Therefore,
renewable energy utilization rates should be considered part of the optimization objectives.
However, existing research on microgrid IEEs for large buildings has not fully leveraged
the advantages of storing energy by using distributed siting and hybrid configurations to
promote high-quality operation and renewable energy utilization, and such limitations
have hindered the potential of energy storage systems in this context.

Motivated by the aforementioned studies, this paper uses a linearized DistFlow model
to examine the underlying grid configuration and operational constraints of an IES for a
large-building microgrid. Multiple optimization objectives are incorporated, including its
cost-effective and low-carbon operation, lifecycle construction costs, system power quality
improvements, and renewable energy absorption. By integrating these factors with utility
fusion theory, we achieve optimal hybrid energy storage planning for IESs in large-building
microgrids, ensuring low-carbon, cost-effective, and efficient renewable energy utilization
while maintaining optimized system operation.

The salient features of this study are as follows:

• This study establishes a DistFlow power flow model of an IES for a large-building
microgrid, improving power quality by considering the sensitivity of the node voltages
and power injected into the microgrid. It also incorporates renewable energy, CCHP,
electric vehicle charging interactions, and hybrid energy storage systems, facilitating
the optimization of IESs that make use of multiple energy sources.

• The planning method proposed addresses how to manage fast and slow variations
in power demand for hybrid energy storage on the basis of multi-cycle variations in
power. This comprehensive model lays the foundation for optimizing the location and
capacity of hybrid energy storage planned in IESs in large-building microgrids.

• Considering multiple dimensions beyond economic and low-carbon factors, includ-
ing power quality optimization, new energy consumption, and the lifecycle cost of
hybrid energy storage systems, this study coordinates all of these different aspects by
using utility fusion theory, resulting in comprehensive and reliable planning under
various scenarios.

The remainder of the paper organized as follows: Section 2 establishes the under-
lying model of the IES in a large-building microgrid. In Section 3, we design the multi-
dimensional optimization objectives and formulate the operational constraints of the IES in
a large-building microgrid. In Section 4, we demonstrate the effectiveness and performance
of the planning model based on case studies. Section 5 discusses and summarizes the
research content and value of this study. For the reader’s convenience, Tables A1 and A2
list the variable and parameter symbols used in this paper, respectively.

2. Analysis of Integrated Energy Systems in Building Microgrids

2.1. Mathematical Models of Integrated Energy Systems in Large Buildings

Figure 1 illustrates the IES used in large-building microgrids discussed in this paper.
To fully explore the potential of large buildings to accommodate renewable energy and the
development of new power systems, this system takes into account the impact of wind and
solar power generation. Additionally, this system features multi-energy complementarity,
allowing users to switch between energy sources flexibly based on the electricity pricing at
the time of use, facilitating a comprehensive response to demand [34]. Moreover, the system
accounts for how charging stations in buildings can optimize the charging process to
improve the energy supply–demand balance while still meeting users’ needs. However,
due to the uncertainty of electric vehicle charging and its limited scale, this aspect has
a limited impact on energy systems involving numerous energy devices and complex
operations. Therefore, the IES is configured with a more flexible and reliable hybrid energy
storage system to accommodate fluctuations in the renewable energy output and load. The
optimization planning of hybrid energy storage is at the core of designing an cost-effective,
high-quality, operational IES for a large building. Specifically, the CCHP system established
consists of electric chillers, electric heaters, microturbines, natural gas boilers, and lithium
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bromide absorption chillers. The microturbines simultaneously provide both electricity
and heat. Meanwhile, the energy storage system, in combination with the electric heating
and cooling units, meets the power, heating, and cooling demands of the IES by storing
excess electricity during periods of low demand and releasing it with peak demand, thereby
smoothing any demand spikes. The natural gas boilers can provide supplementary heating
when electric heating is not feasible, and the absorption chillers can utilize any excess
heat for cooling. By linking these components through a distribution network power flow
model, the CCHP system achieves the gradient utilization of energy and the coordinated
complementation of various energy forms.

Figure 1. Distributed integrated energy system.

2.1.1. The Microturbine

The relationship between the heat generated by the microturbine and its electrical
output power is [23]

qMT
i,n (t) =

pMT
i,n (t)

(
1 − ηMT

e − ηMT
l

)
ηMT

e
(1)

where qMT
i,n is its exhaust heat at node i at time t in the nth scenario; pMT

i,n is its electrical
output power at node i at time t in the nth scenario; ηMT

e is its electrical efficiency, set to 0.3;
and ηMT

l is its heat loss coefficient, set to 2%.
The natural gas consumed by the microturbine can be expressed as

vMT
i,n (t) =

pMT
i,n (t)

qMT
i,n Lng

(2)
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where vMT
i,n is the amount of natural gas consumed by the microturbine per unit time; Lng is

the lower heating value of natural gas, set to 9.78 (kW·h)/m³; and ΔT is the length of the
time step.

2.1.2. The Natural Gas Boiler

The heat generated by the natural gas boiler is [2]

qBLR
i,n (t) = nhLngvBLR

i,n (t) (3)

where qBLR
i,n is the heat output of the natural gas boiler, nh is the boiler’s efficiency, and vBLR

i,n
is the natural gas consumption of the boiler per unit time.

2.1.3. The Electric Heater

The heat generated by the electric heater is

qEH
i,n (t) = CEH

op pEH
i,n (t) (4)

where qEH
i,n is the heat output of the electric heater, CEH

op is its coefficient of performance
(COP), and pEH

i,n is its electrical power consumption.

2.1.4. The Electric Chiller

The cooling capacity of the electric chiller is

rEC
i,n (t) = CEC

op pEC
i,n (t) (5)

where rEC
i,n is the cooling capacity of the electric chiller, CEC

op is its COP, and pEC
i,n is its electrical

power consumption.

2.1.5. The Absorption Chiller

Using heat to drive the cooling cycle, the cooling capacity of the absorption chiller
is [2]

rACH
i,n (t) = CACH

op qACH
i,n (t) (6)

where rACH
i,n is the cooling output of the absorption chiller; CACH

op is its COP, set to 1.38; and
qACH

i,n is its heat input at time t.

2.1.6. Hybrid Energy Storage

With the aim of achieving energy supply–demand balance and voltage support, this
paper incorporates designing the parameters of hybrid energy storage devices into decision
making for the optimization of IESs in microgrids for large buildings. By considering the
characteristics of different energy storage technologies, these systems can be tailored to
meet diverse needs [35,36]. Battery energy storage systems (BESSs) offer high flexibility
and fast responses to energy or load fluctuations. In contrast, compressed-air energy
storage (CAES) systems feature long lifespans, low loss, and low self-discharge rates but
slower response times, making them suited to energy peak shifting. Therefore, this paper
proposes a hybrid energy storage system that combines batteries and CAES for better
adaptation to IESs in large-building microgrids, enhancing the flexibility of their design
and economic efficiency. In terms of the differences in the charge–discharge response speed,
power, and capacity costs between the two, CAES systems have a longer power update
cycle, making them well equipped to handle shifts in renewable energy peaks and real-time
electricity price utilization. Conversely, batteries require faster power update rates to absorb
the volatility of renewable energy systems and the randomness of their short-term output.
Currently, industrial facilities with high and fluctuating energy demands are among the
types of buildings suited to installing CAES systems, where CAES can be used to balance
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their energy consumption. Additionally, large commercial buildings and data centers with
sufficient space and continuous energy needs may also consider the use of CAES for backup
power and load balancing, while remote or isolated facilities with limited grid access can
use CAES as a long-term energy storage solution.

Batteries typically have a higher energy conversion efficiency and smaller discharge
depth compared with CAES. On the other hand, CAES systems generally have lower
energy conversion efficiency but can achieve larger charge–discharge depth. Therefore,
when designing a hybrid energy storage system, it is essential to consider efficiency during
the charge–discharge processes to ensure the corresponding energy-level calculations are
accurate. The specific model of the energy storage system is built as follows [8]:

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

pcCAES
i,n (lTCAES) = pcCAES

i,n (lTCAES+TBATT) = · · ·
= pcCAES

i,n (lTCAES+(NT−1)TBATT)

pdCAES
i,n (nNTTBATT) = pdCAES

i,n (nNTTBATT+TBATT) = · · ·
= pdCAES

i,n (nNTTBATT+(NT−1)TBATT)

eCAES
i,n (t) = ECAES0

i,n +
t

∑
s=1

ΔT
[
nCAES

c pcCAES
i,n (s)− pdCAES

i,n (s)
/

nCAES
d

]
eBATT

i,n (t) = EBATT0
i,n +

t
∑

s=1
ΔT
[
nBATT

c pcBATT
i,n (s)− pdBATT

i,n (s)
/

nBATT
d

]
(7)

where TBATT is the power variation cycle of the BESS; lTCAES is the lth power variation cycle
of the CAES system, ranging from 0 to T/NT − 1; NT is the ratio of the power variation
cycle of the CAES system to that of the BESS; pdCAES

i,n is the discharge power of the CAES
system; pdBATT

i,n is the discharge power of the BESS; pcCAES
i,n is the charge power of the

CAES system; pcBATT
i,n is the charge power of the BESS; eCAES

i,n is the remaining energy of the
CAES system; ECAES0

i,n is the initial energy of the CAES system; nCAES
c and nCAES

d are the
charging and discharging efficiency of the CAES system; eBATT

i,n is the remaining energy of
the BESS; EBATT0

i,n is the initial energy of the BESS; and nBATT
c and nBATT

d are the charging
and discharging efficiency of the BESS.

2.1.7. Electric Vehicle Charging Stations

Just as hybrid energy storage systems have a buffering effect on the electricity sup-
ply, EVs provide a limited response to demand. We modeled user charging behavior by
utilizing variables such as user access to charging stations, the expected charging time,
and the target battery level and integrated it into the model, prioritizing the need for electric
vehicles to reach the user’s expected battery level by the projected charging completion
time. During the vehicle charging process, the charging load can be dynamically adjusted
based on the real-time energy supply and demand, ensuring that the building’s core load
requirements are not compromised.

eEV
i,n (t) = EEV0

i,n +
t

∑
s=1

ΔT
[
nEVCS

c pcEVCS
i,n (s)− pdEVCS

i,n (s)
/

nEVCS
d

]
(8)

where pcEVCS
i,n is the charging power provided by the charging station to the electric vehicle,

pdEVCS
i,n is the discharging power drawn from the electric vehicle by the charging station,

eEV
i,n is the remaining energy (state of charge) of the electric vehicle, EEV0

i,n is the initial energy
(initial state of charge) of the electric vehicle, and nEVCS

c and nEVCS
d are the charging and

discharging efficiency of the EV charging station.

2.2. The DistFlow Power Flow Model for an IES in a Large-Building Microgrid

Once the hybrid energy storage system is integrated, the system is able to balance
electricity purchases from the main grid with the renewable energy output to meet the load
demands and improve voltage quality. Basic power flow constraints, such as the power
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balance at each node and the voltage limits at each node, must be adhered to considering
the formation of the underlying distribution network. The DistFlow model is adopted as
the power flow model for the microgrid. For computational convenience, the DistFlow
model is linearly approximated to establish the operating constraints of the underlying
distribution network, and then a power flow model of this network is established.

Let Pi,n and Qi,n represent the active and reactive power flows into node i in the
underlying distribution network. Given that the underlying distribution network has a
tree topology with the distributed generation located at the root node, each node has only
one incoming power flow. The active power and reactive power balance at each node in
the underlying distribution network can be written as⎧⎪⎨

⎪⎩
∑

j∈Si

Pj,n = Pi,n + pi,n, ∀i ∈ N
∑

j∈Si

Qj,n = Qi,n + qi,n, ∀i ∈ N (9)

where Si denotes the set of child nodes for grid node i; Pj,n and Qj,n are the active and
reactive power flows from node i to node j in the nth scenario; pi,n and qi,n denotes
the injected power of all the devices accessing node i in the nth scenario, including the
contributions from the grid, photovoltaic systems, wind power systems, energy storage
systems, and electrical loads; and N denotes the set of all the nodes in the microgrid. pi,n
and qi,n are in the following form:

pi,n = pGP
i,n (t) + pMT

i,n (t) + pPV
i,n (t) + pWTG

i,n (t) + pdCAES
i,n (t) + pdBATT

i,n (t) + pdEVCS
i,n (t)

−pcCAES
i,n (t)− pcBATT

i,n (t)− pcEVCS
i,n (t)− pLOAD

i,n (t)− pEH
i,n (t)− pEC

i,n (t)
(10)

where pGP
i,n is the power purchased from the grid, pPV

i,n is the output power from the photo-
voltaic system, pWTG

i,n is the output power from the wind power system, and pLOAD
i,n is the

electrical load.
Considering the voltage constraints at the nodes in the system, the voltage at the grid

connection node will be set as the reference value. According to the linearized DistFlow
model, the voltage at the other nodes in the grid can be expressed as follows:

Vi,n = Vj,n − riPi,n + xiQi,n

V0
, j = θ(i), i ∈ N (11)

where Vi,n is the voltage magnitude at node i in the nth scenario, θ(i) represents the
previous node connected to node i, ri is the line resistance with node i as the endpoint, xi
is the line reactance with node i as the endpoint, and V0 is the reference voltage for the
entire microgrid.

3. Configuration of Distributed Hybrid Energy Storage System’s Capacity and Its
Operational Optimization

The variables for optimization include the hourly quantities of electricity and gas
purchased for each day of the integrated energy system’s operation, the operational power
values in each part of the hybrid energy storage system, and the design capacity and rated
power of each energy storage device based on the operational conditions. The aim of the
optimization process is to minimize the total lifecycle costs of the hybrid energy storage,
including economic and low-carbon operational costs, while maintaining power quality.
The constraints in the design take into account the linearized DistFlow power flow model
for the underlying distribution network, the operational models of the cooling and heating
equipment, the constraints on the output of the devices in the system, and the operational
models of hybrid energy storage devices.
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3.1. Optimization Objective Function for Distributed Multi-Energy Storage Configuration

The optimization objective for the hybrid energy storage configuration considers its
cost-effective and low-carbon performance during system operation, reflecting the costs
associated with purchasing external energy and the construction costs of the hybrid energy
storage system over its entire lifecycle, including the initial costs of investing in the power
of its design and its capacity and the cumulative costs of CAES over its lifespan. Finally,
the power flow is calculated to tailor the optimization objective to voltage fluctuations,
highlighting the support provided by the design of the energy storage in terms of the
system voltage.

3.1.1. Economic Cost

The integrated energy system’s operational cost is based on the external purchase
of electricity and natural gas, accounting for time-of-use pricing to maximize the utiliza-
tion of its storage capacity and exploit peak–valley energy pricing. The optimization
timeframe is based on the lifespan of CAES, summing up all daily operational events
and then aggregating them across its entire lifecycle considering the frequency of specific
scenarios occurring.

fTrans=nlife

NS

∑
n=1

T

∑
t=1

nscen
n ΔT

[
CG

P VG
n (t) + CE

P(t)pGP
n (t)

]
(12)

where nlife represents the designed usage time for the energy storage system, NS is the
number of scenarios, T is the total number of time intervals, nscen

n is the frequency of the nth
scenario, ΔT is the time interval within each unit of time, CG

P is the purchase cost per unit of
natural gas, VG

n is the consumption of natural gas per unit time, CE
P is the time-of-use price

of purchasing electricity from the grid, and pGP
n is the quantity of electricity purchased

from the grid per unit time.

3.1.2. Low-Carbon Cost

Carbon emission targets are part of operational cost optimization and are similar in
form to economic cost. Carbon emissions from natural gas consumption and grid electricity
generation are considered and then integrated with the carbon market trading price to
unify the unit of measurement of the objective function.

fCO2e=nlife

NS

∑
n=1

T

∑
t=1

nscen
n ΔTCC

P

[
mgasVG

n (t)+mgrid pGP
n (t)

]
(13)

where mgas is the carbon emission factor for natural gas and mgrid is the carbon emission
factor for the grid. These values are based on the carbon market trading prices.

3.1.3. Lifecycle Cost of Hybrid Energy Storage System

The lifecycle cost of energy storage encompasses all costs related to the energy storage
system throughout its entire lifecycle, including its design and construction, maintenance
and operation, and replacement and recycling. This comprehensive metric permits a more
thorough evaluation of the system’s economic efficiency and sustainability. The objective
function designed accounts for the initial construction costs and the annual operating and
maintenance costs, as well as the costs of replacing and recycling equipment, based on the
system’s lifespan, adjusted for the standard discount rate [26].

fES = CES
E Eset + CES

P Pset

+
Y
∑

y=1

COM
E Eset+COM

P Pset+Clabornlabor+CR
CEset+CRec

(1+r)y
(14)

where CES
E is the unit cost of storage capacity, Eset is the installed capacity of the energy

storage solution, CES
P is the unit cost of storage power, Pset is the installed power of the
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energy storage solution, Y is the service life in years of the system design, COM
E is the

maintenance cost per unit of energy storage capacity, COM
P is the maintenance cost per

unit of power, Clabor is the cost per person per year of maintenance personnel, nlabor is the
number of energy storage system operation and maintenance personnel, CR

C is the cost of
replacements per unit of energy storage capacity, CRec is the cost of energy storage recovery,
and r is the standard discount rate or the benchmark rate of return.

The cost of recovery is expressed as

CRec = (CES
E Eset + CES

P Pset)× FEOL (15)

where FEOL is the end-of-life cost ratio, which is the ratio of the recovery cost to the initial
investment and can be positive or negative.

3.1.4. Minimizing Voltage Deviation

In this study, we incorporate modeling the power flow and making calculations for the
underlying grid into the integrated energy system, allowing us to obtain the voltage values
at various nodes. By considering the per-unit (pu) system, the absolute deviations in each
node’s voltage from the standard reference voltage are summarized and then aggregated
over multiple typical scenarios throughout the system’s entire operational period, resulting
in an objective function that reflects the quality of the system’s power supply.

fVolt=nlife

NS

∑
n=1

T

∑
t=1

nscen
n ΔT

[ N
∑
i=1

|V∗
i (t)− 1|

]
(16)

where V∗
i is the normalized value of the voltage at node i.

3.1.5. Renewable Energy Utilization

We also consider the system’s actual ability to utilize renewable energy in this study.
By calculating the difference between the renewable energy actually used by the system
during its operation and the maximum amount of renewable energy theoretically able to
be generated, we derive an objective function that reflects the system’s capacity to utilize
renewable energy.

fUtilization=nlife

NS

∑
n=1

T

∑
t=1

nscen
n ΔT

[
Ptheory

energy(t)− Preal
energy(t)

]
(17)

where Preal
energy is the total new energy output power of the actual operation of the system,

and Ptheory
energy is the total maximum new energy output power that can theoretically be

generated by the system.

3.1.6. The Composite Objective

The first three indicators proposed in this paper are unified into a cost function
measured by price, while the fourth and fifth indicators used are operational voltage
quality and renewable energy utilization. Given that these indicators reflect different types
of utility and that there are conflicts and complementarities between them, based on utility
fusion theory, we designed a utility function to characterize to what extent these various
objectives are satisfied. This ultimately represents a comprehensive evaluation objective
function that can be used to guide the optimization planning process. First, the three
objective functions that have already been unified are combined:

f1= fTrans + fCO2e + fES (18)

And the fourth and fifth objective functions reflecting the system’s operational effec-
tiveness indicators are
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f2= fVolt
f3= fUtilization

(19)

Since the three types of objectives in this study are all minimization optimization
problems with differing units and magnitudes, the difference ratio is used as the basic
utility function for the optimization objectives. In transforming each optimization metric
into a dimensionless basic utility value within the range of 0 to 1, it can thereby normalize
these metrics and eliminate the incommensurability between them. The difference ratio
effectively reflects the discrepancy between the current value for each optimization metric
and its theoretical optimal value.

Fk =
f max
k − fk

f max
k − f min

k
(20)

where Fk is the underlying utility function for the kth objective, fk is the kth objective
function, f max

k is the theoretical maximum of the kth objective function, and f min
k is the

theoretical minimum of the kth objective function.
Considering the negative correlation between the objective of the minimum voltage

deviation, reflective of the level of the system’s operational optimization, and the cost
indicators for construction and operation, we use a distance function to combine it with
these cost indicators. Additionally, the utility function designed is inversely proportional
to the original objective function. Therefore, the final multi-dimensional utility integration
objective function for the configuration of the hybrid energy storage system is formulated
as a maximization problem:

min W = ω1F1 + ω2F2 + ω3F3 (21)

where ω1, ω2, and ω3 are the weights corresponding to each type of utility function.

3.2. Distributed Hybrid Energy Storage Configuration Optimization Constraints
3.2.1. Power Flow Operation Constraints

The voltage constraints for the node design specify the upper and lower bounds of
voltage fluctuations:

Vlower
i,n ≤ Vi,n ≤ Vupper

i,n , ∀i ∈ N (22)

where Vlower
i,n is the lower bound of the voltage magnitude at node i and Vupper

i,n is the upper
bound of the voltage magnitude at node i.

3.2.2. Cold/Heat Load Demand Energy Balance Constraints

Ensuring a balance between the cooling and heating load requirements in buildings is
crucial. Based on models of the electric chillers, electric heaters, micro gas turbines, gas
boilers, and absorption chillers, a thermal load energy balance constraint is established for
the system: {

rEC
i,n (t) + rACH

i,n (t) = rload
i,n (t)

qMT
i,n (t) + qBLR

i,n (t) + qEH
i,n (t) = qload

i,n (t)
(23)

where rload
i,n is the cooling load demand at node i in the nth scenario and qload

i,n is the heating
load demand at node i in the nth scenario.

3.2.3. Equipment Unit Output Constraints

Among the constraints on the output of various forms of equipment in the integrated
energy system are the non-negative constraints on natural gas consumption and the opera-
tional output constraints on different energy supply devices, such as micro gas turbines,
natural gas boilers, electric chillers, electric heaters, and absorption chillers. In the hybrid
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energy storage system, constraints on the charging and discharging power limits are also
considered. To avoid energy being lost due to the energy storage simultaneously charging
and discharging, for each energy storage device in the system, a binary variable U is
introduced to indicate its operating state (charging or discharging), constrained between 0
and 1. Therefore, the overall equipment operation constraint can be expressed as

Pmin ≤ APrun ≤ UPmax

Prun =
[

PEU
run PES

run
]T

PEU
run =

[
qBLR

i,n (t) pGP
i,n (t) pEC

i,n (t) pEH
i,n (t) pMT

i,n (t) rACH
i,n (t)

]
PES

run =
[

pcCAES
i,n (t) pdCAES

i,n (t) pcBATT
i,n (t) pdBATT

i,n (t) pcEVCS
i,n (t) pdEVCS

i,n (t)
]

Pmin =
[

0 0 0 0 0 0 0 0
]T

Pmax =
[

B G C H M R PCAES
i PCAES

i PBATT
i PBATT

i PEVCS
i PEVCS

i

]T

U =

⎡
⎢⎢⎢⎢⎣

I6×6 0 0 0 0
0 UcCAES

i,n (t) 0 0 0
0 0 UdCAES

i,n (t) 0 0
0 0 0 UcBATT

i,n (t) 0
0 0 0 0 UdBATT

i,n (t)

⎤
⎥⎥⎥⎥⎦

A =

[
nhLng 0

0 I7×7

]

(24)

where Prun is the set of operational state variables for each device in the system; A is the
matrix of the system equipment’s operating parameters; U is the matrix of the 0–1 variables
indicating the operating states of the hybrid energy storage devices; Pmin is the set of the
lower limits of the output of each piece of equipment; Pmax is the set of the upper limits
of the output of each piece of equipment; PEU

run is the set of the operational state variables
for the system’s energy supply-related equipment; PES

run is the set of the operational state
variables for the system’s hybrid energy storage devices; PCAES

i is the installed power of the
CAES device designed; PBATT

i is the installed power of the BESS device designed; B is the
upper limit on the heat provided by the boiler; C is the upper limit on the electric chiller’s
power; H is the upper limit on the electric heater’s power; G is the upper limit of power
purchases per unit of time on the grid; M is the upper limit on the electrical power of the
microturbine; R is the upper limit on the refrigeration power of the absorption chillers;
UcCAES

i,n is a 0–1 variable, which is the state of charge flag for the CAES system; UdCAES
i,n is

a 0–1 variable, which is the state of discharge flag for the CAES system; UcBATT
i,n is a 0–1

variable, which is the state of charge flag for the BESS; and UdBATT
i,n is a 0–1 variable, which

is the discharge state flag for the BESS.
In order to avoid simultaneously discharging and charging an energy storage device

and to impose constraints on the siting of the hybrid energy storage installation, constraints
for charging and discharging the energy storage system that vary in sign are designed
as follows: ⎧⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

UcCAES
i,n (t) + UdCAES

i,n (t) ≤ 1
UcBATT

i,n (t) + UdBATT
i,n (t) ≤ 1

UcCAES
i,n (t) ≤ XCAES

i
UdCAES

i,n (t) ≤ XCAES
i

UcBATT
i,n (t) ≤ XBATT

i
UdBATT

i,n (t) ≤ XBATT
i

(25)

where XCAES
i is a 0–1 flag variable for the siting of the CAES device indicating whether or

not a CAES system is installed at the ith node, with this value equal to 1 if it is, and XBATT
i

is a flag variable for whether the ith node has battery storage installed or not.
The constraints on the siting flag variables are as follows:
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⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

XCAES
i ≤ Xcanset

i
XBATT

i ≤ Xcanset
i

n
∑

i=1
XCAES

i = Ncaes

n
∑

i=1
XBATT

i = Nbatt

(26)

where Xcanset
i is a flag for whether energy storage devices can be installed at the sith node,

which takes 1 if so and 0 otherwise; NCAES is the total number of nodes selected for CAES
installation; and NBATT is the total number of nodes selected for battery installation.

3.2.4. Operational Constraints on the Hybrid Energy Storage System

The effect of the depth of discharge is taken into account in the constraints on the
upper and lower limits of the energy level of the storage system:⎧⎪⎪⎪⎨

⎪⎪⎪⎩
eCAES

i,n (T) ≥ ECAES0
i,n

eBATT
i,n (T) ≥ EBATT0

i,n
nCAES

depthECAES
i ≤ eCAES

i,n (t) ≤ ECAES
i

nBATT
depthEBATT

i ≤ eBATT
i,n (t) ≤ EBATT

i

(27)

where ECAES
i is the installed capacity of the CAES unit, EBATT

i is the installed capacity of
the BESS unit, dCAES

depth is the lower limit of the discharge depth for CAES, and dBATT
depth is the

lower limit of the discharge depth for the BESS.
We set the power, as well as the capacity constraints, installed for the hybrid energy

storage system devices: ⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

PCAES
min ≤ PCAES

i ≤ PCAES
max

PBATT
min ≤ PBATT

i ≤ PBATT
max

ECAES
min ≤ ECAES

i ≤ ECAES
max

EBATT
min ≤ EBATT

i ≤ EBATT
max

PCAES
set =

N
∑

i=1
PCAES

i

PBATT
set =

N
∑

i=1
PBATT

i

ECAES
set =

N
∑

i=1
ECAES

i

EBATT
set =

N
∑

i=1
EBATT

i

(28)

where PCAES
MAX is the upper limit of the installed power of the CAES device; PMAX

MIN is the lower
limit of the installed power of the CAES device; PBATT

MAX is the upper limit of the installed
power of the BESS device; PBATT

MIN is the lower limit of the installed power of the BESS device;
ECAES

MAX is the upper limit of the installed capacity of the CAES device; ECAES
MIN is the lower

limit of the installed capacity of the CAES device; EBATT
MAX is the upper limit of the installed

capacity of the BESS device; and EBATT
MIN is the lower limit of the installed capacity of the

BESS device.
Overall, the planning model considers time-series variables across multiple typical

scenarios, including the actual renewable energy output, grid electricity purchases, nat-
ural gas purchases, the operational status of the CCHP devices, and the charging and
discharging power of the hybrid energy storage devices with different variation cycles. It
also considers overall decision variables such as the location of the energy storage devices,
their rated charging and discharging power, and their storage capacity. By optimizing for
a composite objective that includes operational economic costs, the full lifecycle cost of
the energy storage systems, carbon emission costs, power quality, and renewable energy
utilization, the model ultimately determines the optimal location, rated power, and storage
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capacity configuration for each energy storage device, providing a valuable reference for
the design and planning of IESs in large-building microgrids.

4. Results: A Case Study of a Hybrid Energy Storage Configuration in Integrated
Energy Systems for Large-Building Microgrids

This paper is based on an improved IEEE 13-bus test case to which a hybrid energy
storage system is added and into which renewable energy generation and a CCHP system
are integrated. The renewable energy output and building load data cover four typical
scenarios for spring, summer, autumn, and winter. In practically planning for large build-
ings, local, multi-year historical meteorological data can be used to calculate and generate
actual photovoltaic and wind power generation data. By applying clustering analysis (such
as K-means, DBSCAN, etc.) to the output curves for each season, representative output
curves can be selected for the typical daily output, serving as foundational scenarios for
planning. The system parameters are designed as shown in Table 1, and the time-of-day
tariff data are shown in Table 2.

Table 1. Parameters of the integrated energy system.

Equipment Type Equipment Parameter Parameter Value

Microturbine
Electrical efficiency ηMT

e 0.3
Heat loss coefficient ηMT

l 2 %
Upper limit of the electrical power M 150 kW

Natural gas boiler
Boiler efficiency nh 0.9

Upper limit of heat B 100 kW

Electric heater
COP CEH

op 3.5
Upper limit of power H 400 kW

Electric chiller
COP CEC

op 3.5
Upper limit of power C 400 kW

Absorption chiller
COP CACH

op 1.38
Upper limit of refrigeration power R 200 kW

Battery

Ratio of the power variation cycle NT 4
Charging efficiency nBATT

c 0.9
Discharging efficiency nES,BATT

d 0.9
Unit cost of storage capacity CES,BATT

E 168 USD/kWh
Unit cost of storage power CES,BATT

P 70 USD/kW
Maintenance cost per unit of capacity COM,BATT

E 4.2 USD/kWh
Maintenance cost per unit of power COM,BATT

P 3.5 USD/kW
Replacement cost per unit of capacity CR,BATT

C 168 USD/kWh
End-of-life cost ratio FBATT

EOL 0.05
Standard discount rate rBATT 0.08

Lower limit of discharge depth dBATT
depth 0.2

CAES

Charging efficiency nCAES
c 0.6

Discharging efficiency nCAES
d 0.6

Unit cost of storage capacity CES,CAES
E 14 USD/kWh

Unit cost of storage power CES,CAES
P 1120 USD/kW

Maintenance cost per unit of capacity COM,CAES
E 0.28 USD/kWh

Maintenance cost per unit of power COM,CAES
P 2.8 USD/kW

End-of-life cost ratio FCAES
EOL 0.1

Standard discount rate rCAES 0.08
Lower limit of discharge depth dCAES

depth 0

EVCS
Charging efficiency nEVCS

c 1
Discharging efficiency nEVCS

d 1

Natural gas
Purchase cost CG

P 0.14 USD/m³
Carbon emission factor mgas 1 kgCO2/m³

Lower heating value of natural gas Lng 9.78 (kW·h)/m³
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Table 2. Time-share tariff.

Time Prices

0:00–7:00 0.0434 USD/kWh
7:00–10:00/15:00–18:00/21:00–24:00 0.084 USD/kWh

10:00–15:00/18:00–21:00 0.1386 USD/kWh

The load demands of the CCHP system and the output of renewable energy are
illustrated in the following series of figures. Figure 2 illustrates the maximum photovoltaic
and wind power output that can theoretically be generated for a building at time intervals of
30 min. These data were derived based on the typical renewable energy output generation
scenarios designed in [37] considering the influence of seasonal variability and short-term
intermittency. Based on the variations in these curves, we factored the typical scale of
large buildings into generating the renewable energy output data, as shown in the figure.
Figure 3 shows the fluctuations in the electric load, heating load, and cooling load over a
24 h period.

Figure 2. Theoretical total new energy output of integrated energy system .

Figure 3. Total load demands of various types in integrated energy system.

For the hybrid energy storage optimization planning model proposed, the constraints
and integrated utility objectives were modeled by using MATLAB 2021b and Yalmip on a
Windows computer equipped with a 12th Gen Intel(R) Core(TM) i7-12700 processor and
16 GB of RAM. Optimization was performed by using the Gurobi solver, with an actual
solving time of 362 s. The optimization results for the siting and sizing of the hybrid energy
storage system are shown in Figure 4.

Figures 5 and 6 illustrate the 24 h optimized operation results for the BESS and the
centralized CAES system, respectively, in different scenarios within a distributed unit of
a building. It is worth mentioning that since the model in this paper focused on long-
term planning and was optimized over a longer time scale, a relatively long time interval
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of 30 min was selected. Given that the response times of the battery energy storage
and small-scale compressed-air energy storage systems designed are within the range of
seconds and minutes, respectively, ample time is allocated for these actual energy storage
systems to respond to the power variation demands shown in the response curve. From the
comparison, we can see that the BESS experiences larger power fluctuations and operates
at a higher power limit, reflecting its role in managing the variability in the renewable
energy output. In contrast, the CAES system operates at a lower power but has a larger
capacity, emphasizing its function in peak shaving and applying cost-effective electricity
strategies based on time-of-use pricing.

Figure 4. Results of optimizing siting and capacity planning for hybrid energy storage system equip-
ment.

Figure 5. Charging and discharging power of hybrid energy storage system devices.
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Figure 6. Remaining energy during charging and discharging processes of hybrid energy storage
system devices.

In designing and comparing different combinations of objectives, we consider the
following: Combination 1 represents the independent use of the basic utility function
F1; Combination 2 represents an objective function combining F1 and F2; Combination 3
represents an objective function composed of F1 and F3; and Combination 4 represents an
objective function composed of F1, F2, and F3, with the final optimization results compared
as shown in Figure 7. Subfigure (a) compares the economic costs, including the system’s
operational costs, the carbon trading costs, and the full lifecycle cost of the hybrid energy
storage system. Subfigure (b) compares the voltage quality, reflected in the total voltage
deviation across nodes. Subfigure (c) compares the renewable energy utilization, showing
the actual renewable energy output against the theoretical maximum output. It is evident
that in integrating different utilities for multi-objective optimization, we can control the
economic costs while enhancing the operational quality of the system.

Figure 7. The distributed integrated energy system.

5. Conclusions

This paper established the operational constraints on the equipment and power flow
in an IES in a microgrid for a large building. We proposed an optimization model that
integrated multiple objectives, including its operational economic and low-carbon costs,
the construction costs for the energy storage devices, power quality, and renewable energy
utilization. Optimizing the siting and operational configuration of the hybrid energy
storage system enhances the renewable energy consumption within the IES in this context.
With the aims of constructing zero-energy buildings with an improved power quality and
accelerating the transition to a higher-quality power supply system in mind, this study
applied hybrid energy storage technology within the IES in a large-building microgrid. Its
main conclusions are as follows:

• In designing the IES in this paper, a power flow model, a CCHP model, and a hybrid
energy storage model were considered. The installation node locations and power
capacities of the hybrid energy storage devices were planned out, providing a valuable
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reference for integrating renewable energy systems into large buildings and ensuring
a higher-quality power supply.

• Optimizing the configuration of the hybrid energy storage accounted for the compre-
hensive needs of its cost-effective and low-carbon operation, its lifecycle construction
costs, the power quality in the grid’s operation, and renewable energy utilization.
By establishing a utility integration function, the siting and sizing of hybrid energy
storage are optimized on the basis of multiple objective dimensions, providing a refer-
ence for planning more comprehensive IESs in research on large-building microgrids.

• In planning the optimization of the proposed model, we derived the location and
sizing of hybrid energy storage devices, as well as the power and capacity variation
curves for different storage systems. This further validated the effectiveness of the
multi-period approach to designing hybrid energy storage presented in this study.
Comparing various multi-objective combinations of our chosen indicators demon-
strated that the planning results positively impact economic efficiency, power quality,
and renewable energy utilization. These findings indicate that the multi-objective
integrated planning method is effective in improving the overall performance and
sustainability of IESs in microgrids for large buildings.

The model proposed in this paper focused on overall planning, meaning that some
of the operational processes of various devices were simplified. For instance, the power
transition processes in the energy storage devices and voltage changes due to battery cycle
aging were omitted, and the models of the CCHP system’s components were linearized.
Although we made these simplifications in order to reduce the computational complexity of
the overall planning process, this represents a limitation of our study. In the future, we will
consider more precise modeling methods and advanced algorithms, such as hierarchical op-
timization and machine learning-based intelligent optimization algorithms, to enhance the
accuracy of the planning results. Additionally, we will extend the simulation-based work
carried out in this paper to more practical experimental validation, further investigating the
potential of planning optimized energy storage for IESs in microgrids for large buildings.
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Appendix A

The following table lists all the variable and parameter symbols used in this article.
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Table A1. Variable symbols and their descriptions.

Symbol Description Symbol Description

qMT
i,n , qBLR

i,n , and qEH
i,n

Heat output of the microturbine, natural gas
boiler, and electric heater VG

n Consumption of natural gas per unit time

pMT
i,n Electrical output power of microturbine pGP

n
Total electricity purchased from grid per unit

time

vMT
i,n and vBLR

i,n
Amount of natural gas consumed by

microturbine and gas boiler Eset and Pset Installed capacity/power of energy storage

pEH
i,n and pEH

i,n
Electrical power consumption of electric heater

and chiller CRec Cost of energy storage recovery

rEC
i,n and rACH

i,n
Cooling output of electric chiller and absorption

chiller V∗
i Normalized value of voltage at node i

qACH
i,n Heat input of absorption chiller Preal

energy
Total new energy output power of actual

operation of system
pdCAES

i,n , pcCAES
i,n ,

pdBATT
i,n , and

pcBATT
i,n

Discharge/charge power of CAES/BESS fk and Fk
kth objective function and underlying utility

function for kth objective

eCAES
i,n and eBATT

i,n Remaining energy of CAES system/BESS Prun
Set of operational state variables for each device

in system

pcEVCS
i,n and pdEVCS

i,n
Charging/discharging power provided by

charging station to electric vehicle U Matrix of 0–1 variables for operating states of
hybrid energy storage devices

eEV
i,n Remaining energy of electric vehicle PEU

run and PES
run

Set of operational state variables for equipment
related to system’s energy supply and hybrid

energy storage devices

Pi,n and Qi,n
Active and reactive power flows into node i in

underlying distribution network PCAES
i and PBATT

i Designed installed power of CAES/BESS devices

pi,n and qi,n Injected power of all devices accessing node i
UcCAES

i,n , UdCAES
i,n ,

UcBATT
i,n , and UdBATT

i,n

State of charge and discharge flags of
CAES/BESS devices

pGP
i,n Power purchased from grid XCAES

i and XBATT
i Flag variable for siting of CAES/BESS device

pPV
i,n and pWTG

i,n
Output power from photovoltaic and wind

power systems ECAES
i and EBATT

i Installed capacity of CAES/BESS units

Vi,n Voltage magnitude at node i

Table A2. Parameter symbols and their descriptions.

Symbol Description Symbol Description

ηMT
e and ηMT

l
Electrical efficiency and heat loss

coefficient of microturbine mgas and mgrid
Carbon emission factor for natural gas and grid

Lng Lower heating value of natural gas CES
E and CES

P Unit cost of storage capacity and power
nh Boiler efficiency Y Service life in years of system design

CEH
op , CEC

op , and
CACH

op

Coefficients of performance (COPs) of
electric heater, electric chiller,

and absorption chiller
COM

E and COM
P

Maintenance cost per unit of energy storage capacity
and power

TBATT and l TCAES
Power variation cycle of BESS and lth
power variation cycle of CAES system Clabor Cost per person per year of maintenance personnel

NT
Ratio of power variation cycle of CAES

system to BESS nlabor
Number of energy storage system operation and

maintenance personnel
ECAES0

i,n and EBATT0
i,n Initial energy of CAES/BESS units CR

C Replacement cost per unit of energy storage capacity
nCAES

c , nCAES
d , nBATT

c ,
and nBATT

d

Charging and discharging efficiency of
CAES/BESS units r Standard discount rate or benchmark rate of return

EEV0
i,n

Initial energy (initial state of charge) of
electric vehicle FEOL End-of-life cost ratio

nEVCS
c and nEVCS

d
Charging and discharging efficiency of

EV charging station Ptheory
energy

Total theoretical maximum new energy output
power

Si Set of child nodes for grid node i f max
k and f min

k
Theoretical maximum and minimum of kth

objective function

N Set of all nodes of microgrid ω1, ω2, and ω3
Weights corresponding to each type of utility

function
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Table A2. Cont.

Symbol Description Symbol Description

pLOAD
i,n Electrical load Vlower

i,n and Vupper
i,n

Lower and upper bounds of voltage magnitude at
node i

θ(i) Previous node connected to node i rload
i,n and qload

i,n Cooling and heating load demands

ri and xi
Line resistance and reactance with node i

as endpoint A Matrix of system equipment operating parameters

V0 Reference voltage for entire microgrid Pmin and Pmax
Set of lower and upper limits of output of each piece

of equipment

nlife
Designed usage time of energy storage

system B, C, H, M, R, and G

Upper limit of boiler heat power, electric chiller’s
power, electric heater’s power, microturbine’s

electrical power, absorption chiller’s cooling power,
and power purchases per unit of time on grid

NS Number of scenarios Xcanset
i Flag for node being installable

T Total number of time intervals NCAES and NBATT
Total number of nodes selected for installation of

CAES/BESS
nscen

n Frequency of nth scenario dCAES
depth and dBATT

depth Lower limit of CAES/BESS discharge depth

ΔT Time interval within each unit of time
PCAES

MAX , PMAX
MIN , PBATT

MAX ,
and PBATT

MIN

Upper and lower limits of installed power of
CAES/BESS device

CG
P and CE

P
Purchase cost per unit of natural gas and

time-of-use price from grid
ECAES

MAX , ECAES
MIN , EBATT

MAX ,
and EBATT

MIN

Upper and lower limits of installed capacity of
CAES/BESS device
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