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Editorial

Entropy Method for Decision Making with Uncertainty

Małgorzata Przybyła-Kasperek

Institute of Computer Science, University of Silesia in Katowice, Bedzinska 39, 41-200 Sosnowiec, Poland;
malgorzata.przybyla-kasperek@us.edu.pl; Tel.: +48-32-269-17-56

1. Introduction

In complex socio-technical systems, uncertainty is the rule rather than the exception.
Decisions depend on partial, ambiguous, or noisy evidence; data are distributed or
privacy-sensitive; and stakeholders operate in cooperative–competitive environments.
In this Special Issue, we bring together entropy-based methods, rough and fuzzy set
formalisms [1], expert and distributed learning systems [2], and game-theoretic models
to develop interpretable, robust, and privacy-aware decision support spanning areas of
medicine [3], cybersecurity, and environmental risk [4].

The articles selected for this Special Issue reflect a noticeable shift in current
research: from isolated modelling techniques to integrated uncertainty pipelines capable
of combining robustness, interpretability, privacy awareness, and mathematical rigour.
A clear example of this integration is found in the paper on interval-valued entropy
measures for interval-valued fuzzy sets, where uncertainty is treated not as a nuisance
but as an explicit, structured signal [5]. By embedding these interval entropies into a
federated learning framework, the authors demonstrate that medical risk prediction can
remain privacy-preserving while achieving high sensitivity even under heterogeneous,
non-IID data distributions. The study illustrates how epistemic uncertainty, often flattened
into scalar indicators, can become a valuable and interpretable component of diagnostic
reasoning. A similar orientation toward uncertainty as a guiding principle appears in the
paper [6], focused on entropy-based mimic-defence scheduling. Here, entropy serves
not only as a statistical descriptor but also as a strategic tool. The REWS algorithm
developed by the authors is grounded in incomplete-information game theory and
addresses the realistic scenario of memory-based attackers operating under tight resource
constraints. The paper [7] on urban flood resilience builds on this thread by showing
how heterogeneous data modalities—numerical, interval, and linguistic—can be naturally
merged into a unified evaluation framework. By combining SW-GAHP weighting with
cloud-model fusion, the authors capture interpersonal and intrapersonal consistency while
preserving the inherent semantic uncertainty in expert assessments. Uncertainty also
lies at the heart of the hybrid weighting scheme [8], which responds to a long-standing
problem in multi-criteria decision making: entropy weights are sensitive to outliers,
while purely statistical dispersion measures may disregard meaningful variability. By
integrating IQR-based robustness and entropy-based information, the authors create a
weighting model that adapts smoothly to the level of contamination within the data.
Recent investigations have further illuminated the critical role of normalization choices
in entropy-based multi-criteria decision analysis, particularly their impact on ranking
stability amid data variability. Such data-driven perspectives underscore the need for
preprocessing strategies that enhance empirical robustness, ensuring that entropy weights
remain reliable across diverse and uncertain decision scenarios. A more fundamental
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analysis of uncertainty appears in [9], where a method for cloud-model similarity is
presented. This enhancement corrects systematic similarity overestimation, improves
concept discrimination, and yields more reliable performance in multi-expert decision
settings and time-series classification. Its conceptual cornerstone is straightforward
yet powerful: uncertainty should be decomposed, not collapsed. The contribution on
coalition-based decision trees [10] provides a compelling perspective on distributed
decision making, where conflicts between independently maintained data sources are
inevitable. By combining Pawlak’s conflict analysis, coalition formation, decision tree
induction, and decision-template fusion, the authors develop a transparent and powerful
methodology for reducing global decision entropy in multi-source environments.

In conclusion, this collection of papers serves as a coherent response to the growing
need for decision-support systems that acknowledge and exploit uncertainty rather than
suppress it. Across various domains—including medical diagnostics, cyber defence,
environmental assessment, statistical weighting, cloud-model reasoning, and distributed
classification—the authors show that entropy and related constructs provide not only
mathematical elegance but also operational value.

2. Key Research Gaps

Contemporary research on uncertainty-aware decision making often confronts
limitations that stem from oversimplified representations of uncertainty, insufficient
robustness to data imperfections, or a lack of mechanisms that reconcile heterogeneous
or conflicting information. A recurring challenge is the difficulty of capturing epistemic
uncertainty in a form that preserves its structure rather than collapsing it into single-point
indicators. Approaches based on interval entropies demonstrate how uncertainty
can be quantified without losing the nuance of incomplete or imprecise evidence,
particularly in settings where privacy constraints and fragmented information make
classical aggregation impractical.

A further obstacle for complex decision problems arises from heterogeneous data
sources, inconsistent expert judgments, and mixed information formats. Real-world
systems rarely rely on a single data modality, and traditional multi-criteria methods have
struggled to combine numerical precision, linguistic descriptions, and interval uncertainty
in a principled way [11,12]. Methodologies that fuse weighting schemes with cloud-model
reasoning offer a pathway toward unified treatment of multi-modal evidence, ensuring
that ambiguity, vagueness, and variability are not treated as noise but as meaningful
components of the decision process.

Equally important is the tendency for information-theoretic weights to become
unstable in the presence of noise or outliers [13]. Pure entropy weighting is highly sensitive
to numerical irregularities, while dispersion-based weights such as those derived from
variability measures often disregard valuable informational structure. Hybrid approaches
that explicitly balance robustness and information sensitivity create a more adaptive
weighting mechanism—one capable of responding to contamination levels and shifting
data distributions in a controlled and interpretable way.

Distributed decision-making environments often rely on implicit or opaque aggregation
mechanisms, making it difficult to trace how conflicting or incomplete data influence
the final outcome [14]. Structured approaches that combine conflict analysis, coalition
formation, and interpretable model fusion address this gap by offering transparent
mechanisms for understanding how individual data sources contribute to collective
decisions, especially when these sources disagree or vary in reliability.

Closing these gaps requires viewing uncertainty not as a residual quantity to be
suppressed, but as a foundational principle that shapes how information is represented,

https://doi.org/10.3390/e28020141
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combined, and interpreted. By embracing this richer and more structural understanding
of uncertainty, future methods can advance toward decision processes that are not only
more accurate, but also more transparent, resilient, and attuned to the complexity of
real-world environments.

3. Future Research Directions

Looking ahead, several broad research trajectories appear increasingly important for
the evolution of uncertainty-aware decision making—directions that extend well beyond
the methods and case studies explored so far, and that will likely shape the next decade
of developments in this field. A first direction involves the construction of multi-layered
uncertainty architectures capable of operating seamlessly across scales, modalities, and
degrees of abstraction [15]. Future systems will need to integrate probabilistic inference,
fuzzy semantics, interval representations, causal reasoning, and learning-based uncertainty
estimates into an integrated conceptual and computational framework.

A second major opportunity lies in developing autonomous systems that can
negotiate uncertainty, not just model it. As AI agents increasingly interact with
one another—and with human decision makers—mechanisms for uncertainty-aware
negotiation, coordination, and conflict resolution will become indispensable [16]. Research
is needed on protocols in which agents exchange uncertainty-qualified information, justify
their recommendations, and collaboratively decide when to defer, escalate, or abstain.
These mechanisms must be flexible enough to operate in mixed human–machine teams
and robust enough to withstand adversarial manipulation.

Equally significant is the emerging need to rethink data quality and trustworthiness
in environments where data may be incomplete, strategic, corrupted, or intentionally
deceptive. Traditional assumptions of stationarity and benign noise no longer hold. Future
work will need to integrate provenance tracking, explainable uncertainty diagnostics,
trust scores, and mechanisms for detecting epistemic anomalies. This includes designing
learning systems capable of identifying when uncertainty arises from insufficient evidence,
when it signals concept drift, and when it reflects adversarial activity [17].

In parallel, the rise of complex, high-dimensional data streams—sensor networks,
multimodal monitoring, autonomous vehicles, remote healthcare—demands advances in
real-time uncertainty quantification [18,19]. Future systems must be capable of updating
uncertainty assessments not just at inference time but continuously, reflecting evolving
contexts, shifting environmental conditions, and newly acquired evidence. Lightweight
yet expressive representations of uncertainty will be crucial for enabling such dynamic
adaptation under computational constraints.

Taken together, these research directions suggest a future in which uncertainty is not
something to be avoided but something to be used. In such a future, intelligent systems will
recognize uncertainty as a source of information and context rather than a weakness. This
shift can lead to decision-making approaches that are not only more advanced technically,
but also better suited to the complexity, unpredictability, and interconnected nature of the
real environments in which they operate.
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Abstract: On the third-party cloud platform, to help enterprises accurately obtain high-quality and
valuable business resources from the massive information resources, a bilateral matching method
for business resources, based on synergy effects and incomplete data, is proposed. The method
first utilizes a k-nearest neighbor imputation algorithm, based on comprehensive similarity, to fill
in missing values. Then, it constructs a satisfaction evaluation index system for business resource
suppliers and demanders, and the weights of the satisfaction evaluation indices are determined,
based on the fuzzy analytic hierarchy process (FAHP) and the entropy weighting method (EWM). On
this basis, a bilateral matching model is constructed with the objectives of maximizing the satisfaction
of both the supplier and the demander, as well as achieving the synergy effect. Finally, the model is
solved using the linear weighting method to obtain the most satisfactory business resources for both
supply and demand. The effectiveness of the method is verified through a practical application and
comparative experiments.

Keywords: bilateral matching; synergy effect; business resources; fuzzy analytic hierarchy process;
entropy weight method; data analytics

1. Introduction

The third-party cloud platform provides support for business collaboration for vari-
ous enterprises, such as suppliers, distributors, service providers, 4S shops, and logistics
providers. As the number of enterprises on the third-party cloud platform grows, so does
their business collaboration, resulting in the accumulation of a large number of business
resources [1,2]. These business resources include data resources, process resources, ser-
vice resources, product resources, etc., which can help enterprises improve supply chain
management efficiency, strengthen business collaboration, perform data analysis, provide
decision support, and more. These bring greater competitive advantages and development
opportunities to enterprises. However, with the continuous increase of business resources,
it is difficult for enterprise users on the cloud platform to obtain high-quality and valuable
resources that meet their own requirements. This leads to the problem of information
overload. Therefore, on the third-party cloud platform, how to quickly and accurately
obtain high-quality and valuable business resources from complex and massive informa-
tion resources is one of the key problems in improving an enterprise’s competitiveness
and operational efficiency. To meet this challenge, we adopt a bilateral matching method.
The method integrates the personalized business needs of both the supply and demand
sides, selecting the most satisfying business resources for both parties from a vast array of
information resources [2]. By optimizing the matching relationship between the supply
and demand sides, it helps enterprises to efficiently identify the required resources, reduce

Entropy 2024, 26, 669. https://doi.org/10.3390/e26080669 https://www.mdpi.com/journal/entropy5
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information redundancy, and achieve an overall optimal collaboration effect between sup-
pliers and demanders. In the field of cloud manufacturing, many scholars have conducted
extensive studies on the matching problem, focusing on aspects such as research and
development (R&D) tasks, quality of service (QoS), and business resources [1,2].

In terms of R&D tasks, Lu et al. [3] proposed a truthful double auction mechanism,
to address the problem of matching users’ task requirements and providers’ resources
in bilateral cloud markets. This mechanism uses Lyapunov optimization technology to
minimize the cost for users, which is beneficial for both the cloud service provider and the
user. Li et al. [4] proposed a novel two-sided matching model based on dual hesitant fuzzy
preference information, to solve the fuzziness and uncertainty of preference information in
the matching process of complex product manufacturing tasks on the cloud manufacturing
platform. Liu et al. [5] proposed a task assignment method based on bilateral matching
(TAMBM) between subtask and designer, to address the problem of collaborative design
subtasks assignment in design teams. They constructed a multi-objective optimization
model for collaborative design task allocation based on bilateral matching, and they used
the improved sparrow search algorithm to solve the model. In terms of QoS, Hao et al. [6]
proposed a QoS-based two-sided matching model of cloud services, in order to solve the
problem of on-requirement mutual selection of service providers and tasks in a cloud
manufacturing environment. For the manufacturer–dealer bilateral adaptation problem in
the intelligent cloud manufacturing environment, Fang et al. [7] proposed a new bilateral
adaptation algorithm based on Q-learning and an improved Gale–Shapley algorithm, to
gain superior results. In order to evaluate and optimize the adaptability of service-matching
strategies, Xue et al. [8] proposed a computational experiment-based evaluation framework
for service-matching strategies, which can simulate all kinds of actual scenarios, to verify
the performances of service-matching strategies. In terms of business resources, Yu et al. [2]
proposed a business resource bilateral matching model (BRBMM), which can accurately
obtain high-quality and valuable business resources from massive information resources.
In order to improve the accuracy of matching decisions between manufacturing service
resources and tasks in a cloud environment, Xiao et al. [9] proposed a matching decision
method for manufacturing service resources, which considers multiple influencing factors
in resource matching. In other applications, Wang et al. [10] proposed a two-sided matching
model (TMM), to address the challenges of information asymmetry and low matching
efficiency in the freight market by leveraging adverse user behaviors to enhance platform
matching efficacy. To solve personnel–position matching issues, Yu et al. [11] introduced an
intuitionistic fuzzy two-sided matching model (IFTMM), which employs novel intuitionistic
fuzzy Choquet integral aggregation operators to describe correlations between evaluation
attributes, and which effectively enhances accuracy in personnel–position matching.

The above methods studied the matching problem from different angles and achieved
good results. However, they relied on matching the complete data. When the cloud
platform cleans and organizes the received data, issues such as poor data quality and
inconsistent data formats may lead to data loss [12]. This will impact the accuracy of the
matching. Also, existing matching methods based on business resources rarely consider
synergy effects. Therefore, the above methods cannot be perfectly applied to business
resource matching on the third-party cloud platform, and there is a common problem of
poor accuracy in the matching process. To solve these problems, this paper proposes the
bilateral matching-method for business resources (BMBR) based on synergy effects and
incomplete data. In order to solve the problem of missing data, the method firstly uses the
comprehensive similarity-based k-nearest neighbor imputation algorithm (CSKI) to fill in
the missing values. Then, a satisfaction evaluation index system is constructed, and the
weights of the satisfaction evaluation indexes are determined based on the FAHP and the
EWM. On this basis, a two-sided matching model is established based on synergy effects.
Finally, the linear weighting method is applied to solving the model, in order to obtain the
most satisfactory business resources for both the supply and demand sides.

6
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The main contributions of this study are as follows: (1) Proposing CSKI for filling in
missing values, which combines a business resource attributes-based similarity measure
and a hybrid difference-based similarity measure. (2) Constructing a satisfaction evaluation
index system based on the demander’s requirements and the supplier’s preferences. (3) The
synergy effect is is determined by the the collaboration requirements between business
resource demanders and suppliers. The two-sided matching model is established based
on the synergy effects. (4) We conducted experiments on six different business resource
datasets, and the results demonstrate that our proposed method can effectively improve
matching accuracy compared to the state-of-the-art matching methods, and that it can
enhance overall satisfaction for both parties.

The remaining sections of this paper are organized as follows: Section 2 introduces
the proposed method. In Section 3, we present an example application and comparative
analysis of this article. The paper is concluded in Section 4.

2. Methodology

The main structure of the proposed BMBR method is illustrated in Figure 1. It contains
four components: (1) imputation of missing values; (2) constructing a satisfaction evaluation
index system; (3) normalization of the satisfaction evaluation index values; (4) construction
and solution of a multi-objective optimization model. In Figure 1, B is is a matrix formed
by randomly extracting evaluation index-related data resources from the data space of the
third-party cloud platform, and A is a matrix formed by extracting the attribute information
of business resources from the data space of the third-party cloud platform.

Figure 1. The structure of the proposed method.

2.1. Imputation of Missing Values

This section introduces CSKI, which aims to fill in missing values in B for accurate
matching. The principle of CSKI is to find the k′ data points that are most similar to the
missing data based on the existing data points, and then, to use them to predict and fill
in the missing values. To calculate the missing values, we need to evaluate the similarity
values between each pair of business resources.

2.1.1. Quantification of the Textual Data

The original business resource dataset comprises text data that require conversion into
numerical form for bilateral matching. To facilitate this conversion, a text convolutional
neural network (TextCNN) is employed. Subsequently, the text data are classified into five
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categories: excellent (5 points), good (4 points), average (3 points), poor (2 points), and very
poor (1 point).

TextCNN is a text classification model based on convolutional neural networks (CNN).
It usually consists of the following four layers: input layer, convolution layer, pooling layer,
and fully connected layer. The input layer converts B into a matrix of word embeddings
with dimensions n× k through the word2vec model, where n represents the number of
words in the textual data and k represents the dimension of the word embedding matrix.
The convolutional layer is used to extract local features. In this layer, convolutional kernels
of sizes 2, 3, and 4 are employed, to capture relationships between different character spans.
The pooling layer extracts important information from the feature maps computed by
the convolutional layer [13]. In this layer, we utilize 1-max pooling for all convolutional
kernels and then cascade them, to obtain the final feature vector. The fully connected layer
serves as the last layer in the TextCNN model construction. It is built based on the output
of the pooling layer and the number of classification categories. The softmax function is
employed to obtain the ultimate classification results. In this layer, dropout is used to
avoid overfitting.

2.1.2. Business Resource Attributes-Based Similarity Measure

The similarity measure based on the business resource attributes is calculated by
assessing the attribute information of the resources (e.g., type, quantity, volume, customer
ID, etc.), to determine the similarity between business resources. This is called (SMBRA).
The attribute information usually has large dimensions, which increases the computational
complexity of the similarity calculation [14,15]. In this paper, we use a sparse autoencoder
to reduce the dimensionality. The sparse autoencoder is a neural network model for
unsupervised learning that can learn a set of meaningful feature representations from input
data. It encodes the input data into a low-dimensional sparse representation by training a
neural network with multiple hidden layers, and it then reconstructs the original input data,
using a decoder. Compared to traditional autoencoders, sparse autoencoders incorporate
sparsity constraints on the activation function of the hidden layers.

A sparse autoencoder consists of an encoder and a decoder. Suppose A = {X1, X2, · · · ,
Xi, · · · , Xn} denotes the business resource attribute data; n denotes the number of training
samples; Xi =

(
xi1, xi2, . . . , xip

)
is a p-dimensional attribute vector. The encoder of the

sparse autoencoder can be applied, to obtain the nonlinear representations of the input
vectors [16]. The formulation of the encoder is shown as follows:

h = f (WA + b) (1)

where h is the feature vector, W denotes the weight matrix for the encoder, f represents the
activation function, and b represents the bias vector for the encoder. The formulation of the
decoder is shown as follows:

Y = f ′
(
W ′h + b′

)
(2)

where W ′ represents the weight matrix for the decoder, f ′ is the activation function, b′
denotes the bias vector for the decoder, and Y is the reconstruction of A. The objective of
Fcost is to minimize the reconstruction error between input and output:

Fcost =
1
n

n

∑
i=1
‖Yi − Xi‖2 (3)

We add an additional sparse penalty term, to optimize the objective function. The sparse
penalty term Jsparse (ρ) is shown as follows:

Jsparse (ρ) =
q

∑
m=1

(
ρ log

ρ

ρm
+ (1− ρ) log

1− ρ

1− ρm

)
(4)

8
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ρm =
1
n

n

∑
i=1

f (WmXi + bm) (5)

where ρm denotes the average activation of the hidden unit m; ρ is the sparse parameter;
and q is the number of hidden-layer neurons.

In addition, a regularization item that can penalize the weights of the network is
added to the loss function, to avoid overfitting [16]. It is shown as follows:

Jweight (W) = λ1
(‖W‖2 +

∥∥W ′∥∥
2

)
(6)

where λ1 is the weight attenuation coefficient and Jweight (W) represents the sparse penalty
term. Accordingly, the objective function of the sparse autoencoder is represented as follows:

Jloss (W, b) = Fcost + Jweight (W) + μJsparse (ρ) (7)

where Jloss (W, b) is the overall objective loss function and μ is the weighting coefficient of
the sparse penalty term.

The sparse autoencoder described above has just one hidden layer, so it has a limited
ability to learn features from data. To improve its learning ability, it is important to build
a deep sparse autoencoder that can effectively learn potential features from the business
resource attribute data. Therefore, this paper utilizes the learning model proposed in the
literature [17] to train a deep sparse autoencoder. In the training algorithm, the first hidden
layer can be trained using the input data, and then the output obtained from the first
hidden layer can be used to train the second hidden layer, and so on [18]. A is the input
data of the deep sparse autoencoder. The latent features X′ of A can be represented as
follows:

X′ =

X′1
...

X′i
...

X′n

⎡⎢⎢⎢⎢⎢⎢⎣

x′11 · · · x′1k · · · x′1ŭ
...

. . .
...

. . .
...

x′i1 · · · x′ik · · · x′iŭ
...

. . .
...

. . .
...

x′n1 · · · x′nk · · · x′nŭ

⎤⎥⎥⎥⎥⎥⎥⎦ (8)

where X′i are the latent features for the ith business resource, x′ik represents the kth latent
feature of X′i , and ŭ implies the number of latent features where ŭ � p.

Based on the above, we use cosine similarity to calculate the similarity between the
ith and jth business resources in X′. Cosine similarity measures the angle between the
corresponding vectors of the ith and jth business resources in the vector space. The value
of cosine similarity ranges from −1 to 1, where a value of 1 signifies complete similarity, 0
indicates no similarity, and −1 denotes complete opposition. The similarity is calculated
as follows:

sim(i, j)SMBRA =
∑ŭ

k=1 x′ik × x′jk√
∑ŭ

k=1
(

x′ik
)2

√
∑ŭ

k=1

(
x′jk

)2
(9)

where sim(i, j)SMBRA is the similarity between the ith business resource and the jth
business resource.

2.1.3. Hybrid Difference-Based Similarity Measure

To improve the efficiency of the similarity measurement in B, we use the hybrid difference-
based similarity measure (HDSM) proposed by reference [14]. Suppose B = {Y1, Y2, · · · , Yi,

9
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· · · , Yj, · · · , Yn
}

, where Yi =
(
y′i1, y′i2, . . . , y′iu

)
and Yj =

(
y′j1, y′j2, . . . , y′ju

)
, respectively, in

which some y′ik may be missing. The HDSM can be formulated as follows:

sim(i, j)HDSM = 1− RiRj + 1
G

(10)

where Ri
(

Rj
)

is the sum of the non-missing values y′ik
(

y′jk
)

of Yi
(
Yj

)
, and the corresponding

y′jk
(
y′ik

)
represent the missing values. G is the product of the two sums of the non-missing

values for both Yi and Yj:

Ri = ∑
y′ik non-missing

y′jk missing

y′ik = ∑
k∈Ii\Ij

y′ik (11)

Rj = ∑
y′jk non-missing

y′ik missing

y′jk = ∑
k∈Ij\Ii

y′jk (12)

G =

⎛⎝ ∑
y′ik non-missing

y′ik

⎞⎠⎛⎝ ∑
y′jknon-missing

y′jk

⎞⎠ =

(
∑
k∈Ii

y′ik

)⎛⎝ ∑
k∈Ij

y′jk

⎞⎠ (13)

where Ii
(

Ij
)

denotes the set of (non-missing) values for the ith business resource (the jth
business resource), and ‘\’ is the complement operator in the set theory.

2.1.4. Comprehensive Similarity and the Predicted Value

When there are more missing values, we use the HDSM to calculate similarity; when
there are fewer missing values, we integrate the SMBRA and the HDSM, to accurately
calculate the similarity between business resources. In the case of a few missing values, the
algorithm should smoothly transition to using the original data values for the similarity
calculation. The sigmoid function is used to conduct the smoothing process, in order to
calculate the final similarity. The final similarity calculation is as follows:

FSij = σ · sim(i, j)SMBRA + (1− σ) · sim(i, j)HDSM (14)

σ = 2×
(

1− 1
1 + exp(−|Ii|)

)
(15)

where σ is the sigmoid function.
The final similarity is utilized to establish the nearest neighbor set of the target business

resource by selecting the business resources with the highest similarity values. These
nearest neighbors are used to predict the value of item k for the ith business resource by
Equation (16):

IRik =
∑j∈Ni

FSij × y′ik
∑j∈Ni

FSij
(16)

where Ni is the nearest neighbors set of the ith business resource and IRik denotes the
predicted value of the ith business resource on item k. The predicted value IRik is used to
fill in the missing value for the ith business resource on item k.

2.2. Constructing a Satisfaction Evaluation Index System

The evaluation indices of satisfaction are important for BMBR. We carefully analyze
the demander’s requirements and the supplier’s preferences, and we then construct a
satisfaction evaluation index system.

10
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2.2.1. Matching Analysis Based on Business Resource Demanders

Business resource demander-based matching aims to find the optimal business re-
sources that meet the business requirements of the demander from a huge amount of
information resources [2]. On the third-party cloud platform, it is influenced by several
factors [19]. These factors include the quality, price, and timeliness of the resources, as
well as the service capability, fulfillment capability, and responsiveness of the supplier. In
summary, the satisfaction evaluation indices of the demander are shown in Table 1.

Table 1. Satisfaction evaluation index system based on business resources demanders.

Index
Index
Value

Index Description Index Nature

Quality (ra1) rv1 The quality of the business resources. Quantitative Positive
Price (ra2) rv2 The price of the business resources. Quantitative Reverse

Timeliness (ra3) rv3
The timeliness with which the suppliers provide the business
resources. Quantitative Reverse

Service capability (ra4) rv4 The after-sales service capability of the suppliers. Quantitative Positive
Fulfillment Capability (ra5) rv5 The supplier’s ability to perform the contract. Qualitative Positive

Responsiveness (ra6) rv6 The supplier’s responsiveness to the business resource needs. Qualitative Positive

In Table 1, rv1, rv2, rv3, rv4, rv5, and rv6 indicate the evaluation index values. They are
as follows:

rv1 = 1− Nr

Ns
(17)

rv2 = Pr + Cc (18)

rv3 = Tr + Tt (19)

rv4 = So + (1− Sc) (20)

In Equation (17), rv1 represents the value of ra1, Ns is the total sales volume of the
business resources, and Nr is the return quantity. In Equation (18), rv2 denotes the
value of ra2, Pr is the price of the business resources, and Cc is the collaboration cost.
In Equation (19), rv3 denotes the value of ra3, Tr is the response time, and Tt is the delivery
time. In Equation (20), rv4 denotes the value of ra4, So indicates an on-time delivery rate
for the business resources, Sc indicates the complaint rate of the business resources, rv5
denotes the value of ra5, and rv6 is the value of ra6. They are determined qualitatively by
the demanders.

2.2.2. Matching Analysis Based on Business Resource Suppliers

Business resource supplier-based matching aims to select the best demander that
meets the supplier’s preference from the demanders [2]. The satisfaction evaluation indices
of the supplier are shown in Table 2:

Table 2. Satisfaction evaluation index system based on business resource suppliers.

Index Index Value Index Description Index Nature

Reputation (ca1) cv1 The corporate reputation of the demander. Qualitative Positive
Payment speed (ca2) cv2 The speed at which the demander pays. Qualitative Positive

Collaboration potential (ca3) cv3 The long-term cooperation capacity of the demander. Qualitative Positive

In Table 2, cv1, cv2, and cv3 indicate the evaluation index values. They are determined
qualitatively by the suppliers.
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2.3. Normalization of the Satisfaction Evaluation Index Values

In order to eliminate the dimensional and magnitude differences between different
indicators, it is necessary to normalize the satisfaction evaluation indicator data [2]. We use
the data from B to form the quantified satisfaction evaluation matrices RV and CV.RV is a
satisfaction evaluation matrix based on business resource suppliers. RV is shown below:

RV =

⎡⎢⎢⎢⎢⎢⎢⎣

rv11 · · · rv1k · · · rv1u
...

. . .
...

. . .
...

rvi1 · · · rvik · · · rviu
...

. . .
...

. . .
...

rvn1 · · · rvnk · · · rvnu

⎤⎥⎥⎥⎥⎥⎥⎦ (21)

where rvik represents the kth index value of the ith business resource in the RV matrix.
Similarly, CV ∈ Rm×n is a satisfaction evaluation matrix based on business resource
suppliers. Its elements are represented as cvik, where 1 ≤ i ≤ n and 1 ≤ k ≤ v; cvik is
the kth index value of the ith business resource in the CV matrix. Since the satisfaction
evaluation indices all have different scales, it is necessary to normalize all the index values.
Additionally, any contrary negative indicator values are converted to positive indicator
values, to address the inconsistency of the index types:

dv′ik =
{

dvik−dvmin
dvmax−dvmin

, dvmax − dvmin �= 0

1 , dvmax − dvmin = 0
(22)

dv′ik =
{

dvmax−dvik
dvmax−dvmin

, dvmax − dvmin �= 0

1 , dvmax − dvmin = 0
(23)

where dvik is rvik or cvik, dv′ik is the normalized value of dvik, which falls within the range
[0, 1]; dvmax is the maximum value in the set {dv1k, . . . , dvik, . . . , dvnk}; and dvmin is the
minimum value in the set {dv1k, . . . , dvik, . . . , dvnk}.

RV and CV are converted to the corresponding normalized satisfaction evaluation
matrices RV′ and CV′ by Equations (22) and (23). RV′ and CV′ inherit the same dimensions,
and their elements are denoted as rv′ik and cv′ik.

2.4. Determination of Weights

The determination of weights is a crucial step in bilateral matching. In business co-
operation, the demands and suppliers of business resources have different preferences for
the satisfaction evaluation indices, due to different perspectives of consideration. We use
the FAHP to calculate the subjective weights of the evaluation indicators, in order to reflect
the demands and preferences of both the demanders and the suppliers. However, using
only subjective weights cannot reflect the objective differences in the evaluation indices. In
order to more fully reflect the rationality of weighting, we use the EWM to calculate the
objective weight of the evaluation indices.

2.4.1. FAHP

The FAHP is a decision analysis method that combines fuzzy theory and the analytic
hierarchy process (AHP), which is mainly used to deal with complex decision factors
with ambiguity and uncertainty. It is mainly used to evaluate the weight of multi-factor
influences, especially when there are subjective judgments and ambiguities between factors.
It determines the subjective weight through the following steps:

• Build Fuzzy Complementary Judgment Matrix

Assume that there is a set of relevant factors in the evaluation indicators
rak (k = 1, 2, . . . , u). Using the 0.1–0.9 scaling method shown in Table 3 for quantitative scal-
ing, the fuzzy complementary judgment matrix FI = [ f ikk′ ]u×u is obtained. The element of
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the FI denotes the importance of rak compared with rak′ , 0 ≤ f ikk′ ≤ 1 ( 1 ≤ k ≤ k′ ≤ u),
f ikk′ + f ik′k = 1, f ikk = 0.5. The FI serves as a crucial instrument for assessing the impor-
tance of the factor set. It is constructed by integrating the evaluation results of experts on
the significance of each factor within the set of evaluation index factors.

Table 3. 0.1–0.9 scale method and its meaning.

Scale Meaning of Scale

0.5 rak and rak′ are equally important

0.6 rak is slightly more important than rak′

0.7 rak is generally more important than rak′

0.8 rak is much more important than rak′

0.9 rak is more important than rak′

0.1, 0.2, 0.3, 0.4 y = 1 − x

• Weight Calculation

According to the opinions of k different experts, n′ different fuzzy judgment matrices
are constructed, denoted as FI1, FI2, . . . , FIl′ , . . . , FIn′ . The weight of the kth metric provided
by the l′th expert opinion is calculated according to Equation (24):

wk =
∑u

k′=1 f ikk′ +
u
2 − 1

u(u− 1)
(24)

• Consistency Test

In order to determine whether the weights calculated according to Equation (24) are
reasonable, it is necessary to perform a consistency test. The compatibility index between
the judgment matrix and the weight matrix is as follows:

I(FI, W∗) = 1
u2

u

∑
k=1

u

∑
k′=1
| f ikk′ + wk′k − 1| (25)

W∗ = (wkk′)u×u (26)

wkk′ = wk/(wk + wk′) (27)

If the value of the compatibility index is less than 0.1, the judgment matrix could be
considered to have satisfactory consistency.

• Subjective Empowerment

The subjective weight vector Ws1 =
(
ws1

1 , ws1
2 , · · · , ws1

u
)

is obtained by combining the
opinions of all experts through the maximum characteristic root method. The detailed steps
of the maximum characteristic root method are described in the previous literature [20].
Similarly, the subjective weight vector Ws2 =

(
ws2

1 , ws2
2 , · · · , ws2

v
)

of the satisfaction evalua-
tion indices based on the business resource suppliers is obtained.

2.4.2. EWM

The EWM is one of the classic algorithms for calculating the weight of the indicator [21].
It determines the weight by calculating the information entropy values of each indicator.
For an indicator, the bigger the entropy value is, the smaller the degree of discreteness of
the indicator is, the smaller the impact of the indicator [22]. The information entropy is
calculated by its definition, as follows:

Ek = − 1
ln n

·
n

∑
i=1

pik · log pik (28)
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where pik represents the index of the ith business resource under the kth indicator. And its
formula is defined as follows:

pik =
rv′ik

∑n
i=1 rv′ik

(29)

The weight of the kth satisfaction evaluation index based on the business resource deman-
ders is as follows:

wd1
k =

1− Ek

∑m
k=1(1− Ek)

(30)

Similarly, the weight ws1
k of the kth evaluation indicators based on the suppliers is obtained.

2.5. Construction and Solution of a Multi-Objective Optimization Model

The purpose of the bilateral matching for business resources is to ensure that both
the demander and the provider participants achieve maximum satisfaction. Given the
collaboration requirements between the demander and the provider, this paper integrates
the synergy effect into a two-sided matching strategy.

2.5.1. Construction of Multi-Objective Optimization Model

Based on the RV′ and CV′, the supplier’s maximum matching satisfaction and the
demander’s maximum matching satisfaction are as follows:

max SF1(sri) = 1−
√

u

∑
k=1

(
wd1

k × rv∗′k − ws1
k × rv′ik

)2
(31)

max SF2(sri) = 1−
√

v

∑
l=1

(
ws2

l × cv′il − wd2
l × cv∗′l

)2
(32)

s.t. wd1
k ≥ 0, ws1

k ≥ 0,
u

∑
k=1

wd1
k = 1,

u

∑
k=1

ws1
k = 1,

ws2
l ≥ 0, wd2

l ≥ 0,
v

∑
l=1

ws2
l = 1,

v

∑
l=1

wd2
l = 1

where sri is the ith business resource; max SF1(sri) represents the maximization of deman-
der satisfaction in business resource matching; max SF2(sri) denotes the maximization of
supplier satisfaction in business resource matching; rv∗′k refers to the normalized input
value of the kth satisfaction evaluation index from the demander of business resources; wd1

k
is the subjective weight of rv∗′k ; ws1

k is the objective weight of rv′ik; cv∗′l is the normalized
input value of the kth satisfaction evaluation index from the supplier of business resources;
ws2

l is the objective weight of cv′il ; wd2
l is the subjective weight of cv∗′l . We utilize the above

FAHP to determine the subjective weight. Additionally, we employ the above EWM to
calculate the objective weight.

In order to help enterprises accurately obtain high-quality and valuable business
resources on the third-party cloud platform, it is necessary to consider the collaboration
requirements between business resource demanders and suppliers [12,23]. The better the
synergy between business resource demander u and supplier v, the higher the likelihood
of u choosing the ith business resource provided by v . Therefore, in this study, the synergy
satisfaction of u choosing i is measured by the degree of synergy effect between u and
v. The synergy effect is mainly expressed in three aspects: co-community relationship,
transaction performance, and business resource-sharing ability.

Communities include various cloud platforms, alliances, and online groups [24]. The
strength of the common community relationship QS depends on the number of common
communities in which both u and v participate:
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QS =
|NRu ∩ NRv|
|NRu ∪ NRv| (33)

where NSu(NRv) is a set of communities in which u(v) participates.
Transaction performance can reduce transaction costs and increase service efficiency [25].

The interactive transaction strength CS is dependent on the total transaction volume TA in all
periods and the cooperation activities CA in the current period. CS can be calculated as follows:

CS = η1
∑m

k̆=1
CTk̆

uv × Nk̆
uv

max f ,v ∑m
k̆=1

CTk̆
f v × Nk̆

f v

+ η2
CTnow

uv
maxm

f ,v ∑m
k̆=1

CTnow
uv

, f = 1, 2, . . . , n (34)

where CTk̆
uv and Nk̆

uv are the number and the single transaction volume of the transactions in
the k̆th period, respectively; f denotes the supplier corresponding to the business resource;
CTnow

uv is the transaction volume between u and v in the current period; and η1 and η2
indicate the relevant criteria weights.

Business resource sharing ability means the level of information sharing. It is shown
as follows:

IS =
Ntuv

Pt
(35)

where IS denotes business resource sharing capacity; Ntuv represents the number of times
u uses the business resources provided by v. Pt is a fixed period.

In conclusion, the synergy satisfaction is shown below:

SF3(sri) = δ1QS′uv + δ2CS′uv + δ3 IS′u (36)

where QS′uv, CS′uv, IS′u are normalized numbers using Equation (22), and δ1, δ2, δ3 denote
the weights of QS′uv, CS′uv, IS′u respectively.

2.5.2. Solution of Multi-Objective Matching Model

For resolving this multi-objective optimization model, the linear weighting method
is exploited, to convert the multi-objective model into a single-objective optimization
model [25]. This is shown as Equation (37):

max SF(sri) = θ1 × SF1(sri) + θ2 × SF2(sri) + θ3 × SF3(sri)

s.t. θ1 ≥ 0, θ2 ≥ 0, θ3 ≥ 0,

θ1 + θ2 + θ3 = 1

(37)

where θ1, θ2, θ3 are the weights of SF1(sri), SF2(sri), SF3(sri), respectively. By default,
θ1 = θ2 = θ3 = 1/3. However, in the actual business environment, the values of θ1, θ2,
and θ3 can be determined based on the specific requirements of both the demander and
the supplier.

3. Example Application and Comparison Analysis

For this section, an example of bilateral matching on the “ASP/SaaS-based manufac-
turing value chain collaboration platform” was applied, to verify the effectiveness of the
proposed method. Furthermore, to evaluate the performance, we compared it with other
state-of-the-art matching methods.

To implement the proposed method, we utilized the Python 3.9 programming lan-
guage in Anaconda software version 2021. We obtained 300,000 customer transaction data
of parts agents from the ASP/SaaS-based manufacturing industry value chain collabo-
ration platform for 2019–2021 [2,26]. We extracted data resources related to auto parts
from the data space of the platform, to form six datasets [2]. The first dataset, consisting
of “Engine Parts”, was called dataset_1. The second dataset, consisting of “Clutch and
Transmission Parts”, was called dataset_2. The third dataset, consisting of “Hydraulic Lift
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Parts”, was called dataset_3. The fourth dataset, consisting of “Body and Interior / Exterior
Parts”, was called dataset_4. The fifth dataset, consisting of “Electrical Parts”, was called
dataset_5. The sixth dataset, consisting of “Brake Parts”, was called dataset_6. We set the
following core parameters for the TextCNN: the convolution sizes were 2, 3, and 4; the
number of filters was 100; the dropout rate was 0.5; and the batch size was 128. The feature
dimension of the word was 100, the window size was 5, and the minimum word frequency
for truncation was 5.

3.1. Example Application

The paper employed the business resources of engine parts as a case study to validate
the proposed method. Specifically, we randomly selected 12,000 data resources related to
auto parts from dataset_1, which constituted matrix B, as presented in Table 4. To process
the textual data in Table 4, we utilized the textCNN for quantifying the text information.
Subsequently, we presented the resulting quantized data in the same table. For Table 4, we
applied the CSKI approach to addressing missing values, which led to the generation of an
updated Table 4 displaying the results obtained after filling in the missing values.

Table 4. Parts business resource.

Business
Resource

Return
Quantity

Return Quantity
(after Filling)

Total Volume
sales

Total Volume Sales
(after Filling) . . . Response Speed

Response Speed
(Quantified Value) . . .

rs1 599 599 19,484 . . . Responded more
promptly. . . 5 . . .

rs2 192 192 15,500 15,500 . . .
The company

responded quickly
. . .

4 . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . .

rs1199 525 525 10,014 10,014 . . .
Had a faster

response time
. . .

4 . . .

rs1200 328 16,561 16,561 . . .
The response

speed was
general. . .

3 . . .

The paper took the business data resource requirements of an automobile after-sales
service enterprise ds1 for a certain engine part as an example, to verify the feasibility and
effectiveness of the proposed method. Through preliminary screening, eight business
resources from different suppliers were identified: namely, rs1, rs2, rs3, rs4, rs5, rs6, rs7, rs8.
Subsequently, bilateral matching of business resources was realized. The data from Table 4
was utilized to construct satisfaction evaluation matrices RV and CV in Table 5, based on
the satisfaction evaluation index system. Subsequently, normalized satisfaction matrices,
denoted as RV′ and CV′, were derived from Table 5, using Equations (22) and (23). These
normalized matrices are presented in Table 6.

Table 5. Satisfaction matrices of business resources.

RV CV

Business resource rv1 rv2 rv3 rv4 rv5 rv6 cv1 cv2 cv3

rs1 0.9952 37.68 10.7 1.7 2 4 4 4 5
rs2 0.9847 34.2 2.4 1.71 3 4 3 1 4
rs3 0.9111 33.6 31.5 1.6 1 1 1 4 2
rs4 0.9575 45.88 9.4 1.71 2 2 5 3 3
rs5 0.9910 39.4 23.4 1.79 1 3 4 2 4
rs6 0.9886 40.61 4.5 1.64 2 3 5 5 1
rs7 0.9834 39.6 20.7 1.71 2 3 2 4 5
rs8 0.9916 39.83 17.4 1.72 5 3 5 3 4

Matching request rv∗1 rv∗2 rv∗3 rv∗4 rv∗5 rv∗6 cv∗1 cv∗2 cv∗3
ds1 0.98 35 10 1.8 4 5 4 5 3
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Table 6. Normalized satisfaction matrices of business resources.

RV CV

Business resource rv′1 rv′2 rv′3 rv′4 rv′5 rv′6 cv′1 cv′2 cv′3
rs1 1 0.6393 0.7148 0.5 0.25 0.75 0.75 0.75 1
rs2 0.8751 0.9111 1 0.55 0.5 0.75 0.5 0 0.75
rs3 0 1 0 0 0 0 0 0.75 0.25
rs4 0.5517 0 0.7595 0.55 0.25 0.25 1 0.5 0.5
rs5 0.9501 0.5055 0.2784 0.95 0 0.5 0.75 0.25 0.75
rs6 0.9215 0.4111 0.9278 0.2 0.25 0.5 1 1 0
rs7 0.8597 0.4899 0.3711 0.55 0.25 0.5 0.25 0.75 1
rs8 0.9572 0.4719 0.4845 0.6 1 0.5 1 0.5 0.75

Matching request rv∗′1 rv∗′2 rv∗′3 rv∗′4 rv∗′5 rv∗′6 cv∗′1 cv∗′2 cv∗′3

ds1 0.8193 0.8487 0.7388 1 0.75 1 0.75 1 0.5

The data from Table 4 were used in Equations (33)–(35) to calculate QS′, CS′, IS′.
The weight coefficients were set as δ1 = δ2 = δ3 = 1/3 for solving the mathematical
optimization model [25]. These weights and data were then applied in Equation (36) to
calculate SF3. The corresponding results are presented in Table 7.

Table 7. Matching satisfaction in different dimensions.

Business Resource QS′ CS′ IS′ SF3 SF1 SF2 SF

rs1 0.8649 0.8134 0.9418 0.8734 0.8614 0.8239 0.8529
rs2 0.7268 0.7867 0.9101 0.8079 0.8693 0.6442 0.7738
rs3 0.7839 0.6610 0.8466 0.7638 0.6761 0.7296 0.7232
rs4 0.7162 0.9256 0.9524 0.8647 0.7716 0.8263 0.8209
rs5 0.7379 0.8205 0.9312 0.8299 0.8085 0.7404 0.7929
rs6 0.8400 0.7682 0.8677 0.8253 0.8003 0.8171 0.8143
rs7 0.7519 0.8571 0.9471 0.8520 0.8267 0.7572 0.8120
rs8 0.7745 0.7837 0.9418 0.8333 0.7453 0.8092 0.7959

The subjective weights of the evaluation indices ra1 − ra6 were calculated by the
FAHP. They were wd1

1 = 0.1911, wd1
2 = 0.1667, wd1

3 = 0.1581, wd1
4 = 0.1734, wd1

5 = 0.1644,
and wd1

6 = 0.1463. The objective weights of the evaluation indices ra1 − ra6 were calcu-
lated by the EWM. They were ws1

1 = 0.1011, ws1
2 = 0.1312, ws1

3 = 0.1472, ws1
4 = 0.1534,

ws1
5 = 0.3249, and ws1

6 = 0.1422. The subjective weights of the evaluation indices ca1 − ca3

were calculated by the FAHP. They were wd2
1 = 0.3172, wd2

2 = 0.3538, and wd2
3 = 0.329. The

objective weights of the evaluation indices ca1− ca3 were calculated by the EWM. They were
ws2

1 = 0.3289, ws2
2 = 0.3356, and ws2

3 = 0.3355. The weights mentioned above, along with the
data from Tables 6 and 7, were used in Equations (31), (32) and (37) to calculate SF1, SF2, and
SF. The detailed results can be found in Figure 2. After performing descending sorting on
the satisfaction values corresponding to different dimensions, the sorting results of SF1, SF2,
and SF were obtained. The sorting result of SF1 was rs2>rs1>rs7>rs5>rs6>rs4>rs8>rs3. The
sorting result of SF2 was rs4>rs1>rs6>rs8>rs7>rs5>rs3>rs2. The sorting result of SF was
rs1>rs4>rs6>rs7>rs8>rs5>rs2>rs3.

In Figure 2, it can be observed that in the SF1 ranking, rs2 had the highest satisfaction,
indicating that this resource was most suitable for meeting the demander’s requirements.
In the SF2 ranking, rs4 had the highest satisfaction, indicating that this resource best met
the supplier’s requirements. According to the SF ranking, it is evident that rs1 had the
highest satisfaction, ranking second in both SF1 and SF2. And rs1’s collaborative satisfaction
value was significantly better than others. This indicates that BMBR not only meets the
requirements of the supplier and demander very well, but also takes into account the
synergy effects.
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Figure 2. The results of SF1, SF2, and SF.

3.2. Evaluation Indicators and Comparison Analysis
3.2.1. Evaluation Indicators

To validate the effectiveness of BMBR, we evaluated the performance of the method
with accuracy (ACC) and the F1 measure. Accuracy is the proportion of the number of
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samples that the method predicts correctly over the total number of samples. It can be
calculated as

FACC =
TP + TN

TP + TN + FP + FN
(38)

where FACC indicates the ACC value; TP is the number of positive samples judged as
positive; TN is the number of negative samples judged as negative; FP is the number of
negative samples judged as positive; and FN is the number of positive samples judged
as negative [27]. Positive samples are business resources that are actually used by the
demander. Negative samples are business resources that are not used by the demander.
The larger the ACC value is, the better the performance of the match is.

The F1 measure reflects the overall ability of bilateral matching. A higher F1 value
indicates better quality of matching. F1 can be calculated as

F1 =
2PR

P + R
=

2TP
2TP + FP + FN

(39)

P =
TP

TP + FP
, R =

TP
TP + FN

(40)

where P represents Precision and R represents Recall.

3.2.2. Comparison Analysis

This paper conducted experiments on six datasets, to evaluate the performance of
the proposed method compared with other matching methods. The abbreviations and full
terms of the other matching methods are detailed in Table 8.

Table 8. Abbreviations and full terms.

Abbreviation Full Term

TAMBM [5] task assignment method based on bilateral matching

BRBMM [2] business resource bilateral matching model

TMM [10] two-sided matching model

IGARSM [28] improved genetic algorithm for resource service matching

IFTMM [11] intuitionistic fuzzy two-sided matching model

BMBR-SS BMBR without synergy satisfaction

BMBR-SSC BMBR without synergy satisfaction and CSKI

BMBR-SSCK BMBR-SSC with k-nearest neighbor

BMBR-SSCE BMBR-SSC with expectation maximization

BMBR-SSCM BMBR-SSC with multiple imputation

BMBR-SSCR BMBR-SSC with regression model

To validate the effectiveness of BMBR, we compared BMBR with BMBR-SS, BMBR-
SSC, BMBR-SSCK, BMBR-SSCE, BMBR-SSCM, and BMBR-SSCR. The comparison result of
the experiment is detailed in Figure 3. As shown in Figure 3, the ACC values of BMBR-SS
were higher than BMBR-SSC, BMBR-SSCK, BMBR-SSCE, BMBR-SSCM, and BMBR-SSCR
on all six datasets. This indicates that CSKI in BMBR effectively filled in missing values,
thereby improving the matching accuracy of BMBR. Additionally, BMBR had a higher
ACC value than BMBR-SS, indicating that incorporating synergy effects into the matching
method improved the matching performance.
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Figure 3. Comparison of different algorithms on different datasets.

To further validate the performance of the proposed method, we compared BMBR with
TAMBM, BRBMM, TMM, IGARSM, and IFTMM on two datasets (dataset_2 and dataset_6).
As shown in Figure 4, the F1 value gradually decreased as the number of business resources
increased. And it is easy to see that the F1 value of BMBR was significantly higher than that
of TAMBM, BRBMM, TMM, and IFTMM on two datasets. This indicates that the matching
quality of BMBR is superior to the other five methods. And this indicates that BMBR plays
a positive role in improving matching quality.

Figure 4. Comparative analysis of business resource matching quality.

4. Conclusions

On the third-party cloud platform, to help enterprises quickly and accurately obtain
high-quality valuable business resources from the complex and massive information re-
sources, we propose a bilateral matching method for business resources based on synergy
effects and incomplete data. This method firstly applies CSKI, to address the issue of
missing values. Then, it constructs a satisfaction evaluation index system for both supplier
and demander, and the weights of the satisfaction evaluation indices are determined based
on the FAHP and the EWM. Finally, a bilateral matching model of the business resources
is constructed with the objectives of maximizing the matching satisfaction of both the
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supplier and the demander, as well as achieving the synergy effect. The rationality and
effectiveness of the proposed model were validated through experimental analysis, using
the engine parts data resource in the automobile after-sales service industry as an example.
The superiority effectiveness proposed was verified by comparing with other methods.

Although this research work has some advantages in bilateral matching, there are still
some limitations. For example, the proposed method lacks the ability to adjust in real time
for dynamic changes of business resources on the third-party cloud platform. In our future
work, we will introduce adaptive algorithms, to make the matching method dynamically
adaptable, to respond to data changes and user demands in real time. In addition, we will
apply this method to other fields, to verify the applicability of the proposed method.
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Abstract: In recent years, urban floods have occurred frequently in China. Therefore, there is
an urgent need to strengthen urban flood resilience. This paper proposed a hybrid multi-criteria
group decision-making method to assess urban flood resilience based on heterogeneous data, group
decision-making methodologies, the pressure-state–response model, and social–economic–natural
complex ecosystem theory (PSR-SENCE model). A qualitative and quantitative indicator system is
formulated using the PSR-SENCE model. Additionally, a new weighting method for indicators, called
the synthesis weighting-group analytic hierarchy process (SW-GAHP), is proposed by considering
both intrapersonal consistency and interpersonal consistency of decision-makers. Furthermore, an
extensional group decision-making technology (EGDMT) based on heterogeneous data is proposed
to evaluate qualitative indicators. The flexible parameterized mapping function (FPMF) is introduced
for the evaluation of quantitative indicators. The normal cloud model is employed to handle various
uncertainties associated with heterogeneous data. The evaluations for Beijing from 2017 to 2021 reveal
a consistent annual improvement in urban flood resilience, with a 14.1% increase. Subsequently,
optimization recommendations are presented not only for favorable indicators such as regional
economic status, drainability, and public transportation service capacity but also for unfavorable
indicators like flood risk and population density. This provides a theoretical foundation and a guide
for making decisions about the improvement of urban flood resilience. Finally, our proposed method
shows superiority and robustness through comparative and sensitivity analyses.

Keywords: urban flood resilience; group decision-making; heterogeneous data; indicator system;
normal cloud model

1. Introduction

Since the onset of the Industrial Revolution, there has been a significant increase in
humanity’s impact on the natural environment. This has resulted in climate change and
environmental degradation, posing a threat to the delicate global ecological balance and
the survival of mankind. The UN Office for Disaster Risk Reduction (UNDRR) released
the Global Assessment Report (GAR 2023), which emphasizes how critical it is to build
resilience to face and overcome adversity. Almost 3000 natural disasters occurred world-
wide between 2021 and 2023. Of these, meteorological disasters constituted the majority,
accounting for over 60%. The relentless recurrence of events like heavy rains, floods, hur-
ricanes, and tornadoes has resulted in significant loss of life, extensive property damage,
and societal instability.

Scholars have given the idea of resilient cities much attention. In 2013, the Urban
Resilience Framework was unveiled by the Rockefeller Foundation as part of the “100 Re-
silient Cities” initiative, which chose 100 communities globally for practical application and
study [1]. As a result, the concept of “urban flood resilience” was created. Currently, urban
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flood resilience has become a subject of extensive research. Orense et al. [2] developed
a coastal community resilience evaluation system from a risk perspective, applying the
analytic hierarchy process (AHP) and Delphi technique for vulnerability assessment and
management. Kotzee et al. [3] introduced a socioecological index and applied it to three
flood-prone cities in South Africa, choosing 24 social and ecological factors to evaluate the
regional distribution of flood impacts. Dong and his colleagues [4] analyzed flood control
strategies for cattle farms in Heilongjiang Province using 15 factors to characterize the
natural environment, culture, community, and economy.

Although previous studies have greatly advanced the assessment of urban flood
resilience, these studies only considered the ability to withstand flood disasters in urban
flood resilience. As a result, the identification of weak points in the resilience process
and a greater comprehension of the theories and mechanisms behind urban resilience are
overlooked. Additionally, many evaluation methods predominantly focus on qualitative
discussions, with only a few combining both subjective and objective elements.

In light of these considerations, this research endeavors to analyze the resilience
process and its characteristics. To identify relevant factors, a conceptual framework known
as the PSR-SENCE model is first built. Subsequently, to determine the primary contributing
factors, a thorough systematic review (SR) was performed. Finally, the ultimate influencing
factors are determined through group decision-making involving experienced experts in
relevant fields. This represents the paper’s first major contribution.

In research on methods for evaluating urban flood resilience, some studies tend to
construct specific indicators for evaluating disaster resilience [3,5,6]. However, urban flood
resilience is a multidimensional, comprehensive cross-temporal capability, and the scope
of consideration of a single indicator is too one-sided and difficult to fully express its
characteristics. Multi-Criteria Decision-Making (MCDM) is an extension of decision theory.
Hence, the MCDM method, which serves as a means to assess or rank objects based on
a range of diverse criteria, has found extensive application in flood disaster assessment.
However, in the research on calculating indicator weights via GAHP, most previous papers
focused on aggregating individual preferences to group consensus [7–10] but ignored the
importance of determining the weights of decision-makers. This paper proposes a synthesis
weights GAHP (SW-GAHP) method, which comprehensively considers decision-makers’
intrapersonal consistency and interpersonal consistency to determine the decision-makers’
weights. This constitutes the second primary contribution of this paper.

In previous multi-criteria evaluation approaches [11–15], there has often been a focus
on assessing quantitative indicators, with limited discussion on qualitative indicators. The
integration of both quantitative and qualitative evaluation methods has been constrained,
resulting in evaluation outcomes lacking a deeper understanding and failing to compre-
hensively capture the overall problem. This paper adopts an approach that combines both
quantitative and qualitative evaluations. In terms of assessing quantitative indicators,
traditional methods [11–15] typically employed the linear normalization method. However,
some indicators do not adhere to linear patterns. Thus, this paper employs the flexible
parameterized mapping function (FPMF) for the evaluation of quantitative indicators.
The FPMF can accommodate both linear and nonlinear change patterns, making it more
versatile. This forms the third primary contribution of this paper.

In terms of assessing qualitative indicators, group decision-making (GDM) technology
is currently used extensively. However, previous expert empowerment methods for GDM
treatment, such as direct customized allocation by a super decision-maker, are usually
subjective. Yang et al. [16] adopted an objective weighting approach that combines the
degree of uncertainty and the consistency of participants’ evaluation results based on
normal cloud models. However, their consistency calculation only considered the expected
values of the evaluation results. The fourth primary contribution of this paper lies in
describing the distance computation technique of the normal cloud model and introducing
a novel technique for group decision-making known as the extensional group decision-
making technology (EGDMT).
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Numerous uncertainties exist in both quantitative and qualitative indicators, and re-
searchers have employed various concepts to characterize these uncertainties. Li et al. [17,18]
presented the idea of a cloud model that both represents randomness and fuzziness based
on probability theory and type-2 fuzzy sets. Recently, Yang et al. [16] and numerous other
scholars [19–22] have explored decision-making methodologies grounded in cloud models.
NCMs stand out by being capable of jointly modeling fuzziness and randomness while
offering more straightforward and intuitive operations. Consequently, the use of NCMs has
grown significantly in recent years. The introduction of a heterogeneous decision-making
information fusion method is the paper’s fifth important contribution. This method can
combine exact numbers, statistical data, interval numbers, linguistic terms, NCMs, and
linguistic expressions.

To summarize, this paper’s primary contributions are as follows:

(1). A conceptual framework for evaluating urban flood resilience was established by
the PSR-SENCE model, and an extensive SR approach was integrated to produce an
indicator system for thorough evaluation.

(2). A novel indicator weight determination method named SW-GAHP is proposed, which
takes into account both intrapersonal and interpersonal consistency while considering
the decision-making quality of different decision-makers.

(3). The use of the FPMF method for resilience calculation of quantitative indicators can
handle both linear and nonlinear patterns for indicators with different meanings,
thereby accurately reflecting their actual impact on urban flood resilience.

(4). An EGDMT method is proposed for evaluating qualitative indicators, where decision-
maker weights are determined based on the uncertainty degree and group consensus
bias of their decision-making information.

(5). A heterogeneous decision-making information fusion method is introduced for evalu-
ating qualitative indicators.

The remainder of this paper is organized as follows: Section 2 provides the prerequisite
knowledge needed for understanding the paper. Section 3 outlines the construction of
the evaluation indicator system. Section 4 introduces the urban flood resilience evalua-
tion methodology, including the SW-GAHP, FPMF, and EGDMT methods. In Section 5,
the proposed method is applied to a case study of Beijing’s flood resilience evaluation,
and recommendations are made in light of the findings’ analysis. Section 6 offers a com-
prehensive and detailed comparison with previous methods. Finally, Section 7 offers
concluding thoughts.

2. Preliminaries

2.1. Cloud Model Theory

Let T be a qualitative term that is defined on the discourse universe U = {u}. Let
x ∈ U be a random instance of T, and μT(x) ∈ [0, 1] represents the degree of certainty that
x belongs to T, which corresponds to a stochastic variable exhibiting stable trends. The
cloud model describes a concept through three numerical characteristics: expectation (Ex),
entropy (En), and hyper-entropy (He).

Ex represents the mathematical average of the cloud droplet’s position within the
universe. It serves as the most representative point embodying the qualitative concept and
acts as the sample that is most commonly used to quantify the concept.

En measures the degree of uncertainty, taking into account the concept’s fuzziness
and randomness. On one hand, En quantifies the randomness of the qualitative concept,
reflecting the dispersion of cloud droplets representing the concept. On the other hand, En
measures the ambivalence of the qualitative concept, indicating the range of acceptable
cloud droplet values within the universe space.

He is the uncertainty degree of En.
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2.1.1. Normal Cloud Model

The normal cloud model (NCM) is based on the normal distribution and Gauss
membership function [17].

Definition 1 ([23]). Let U be the universe of discourse, and let Ã be a qualitative concept in
U. If x ∈ U is a random instantiation of concept Ã, which satisfies x ∼ N

(
Ex, En′2

)
, En′ ∼

N
(
En, He2), and the certainty degree of x belonging to concept Ã satisfies

y = e
− (x−Ex)2

2(En′)2 (1)

Therefore, a normal cloud is the distribution of x throughout the universe U.

2.1.2. Operation Rules

Within the same universe, the arithmetic operation rules [24–28] for NCMs C1 =
(Ex1, En1, He1) and C2 = (Ex2, En2, He2) are defined as follows:

C1 + C2 =

(
Ex1 + Ex2,

√
En2

1 + En2
2,

√
He2

1 + He2
2

)
(2)

C1 − C2 =

(
Ex1 − Ex2,

√
En2

1 + En2
2,

√
He2

1 + He2
2

)
(3)

C1 × C2 =

(
Ex1Ex2,

√
(En1Ex2)

2 + (En2Ex1)
2,

√
(He1Ex2)

2 + (He2Ex1)
2
)

(4)

T1/T2 =

⎛⎜⎝ Ex1

Ex2
,

√√√√(
En1

Ex2

)2
+

(
Ex1En2

Ex2
2

)2

,

√√√√(
He1

Ex2

)2
+

(
Ex1He2

Ex2
2

)2
⎞⎟⎠ (5)

Definition 2. Let C1 = (Ex1, En1, He1) and C2 = (Ex2, En2, He2) be two NCMs in U. The
distance between C1 and C2 is defined as follows:

bias(Cd, C) =
√

ε
∣∣Exd − Ex

∣∣2
+ φ

∣∣End − En
∣∣2
+ ϕ

∣∣Hed − He
∣∣2. (6)

where ε, φ, ϕ are three proportionality coefficients, 0 < ε < 1, 0 < φ < 1, 0 < ϕ < 1.

Definition 3 ([24]). Let Ci = (Exi, Eni, Hei) (i = 1, 2, . . . , n) be a set of NCMs in U. The
synthetic operator is a mapping CS: Cn → C .

CS(C1, C2, . . . , Cn) =

(
1
n

n

∑
i=1

Exi,
1
6

(
max

i
(Exi + 3Eni)−min

j

(
Exj −3Enj

))
,

√
n

∑
i=1

He2
i

)
(7)

The En and He of the synthetic NCM are both larger than or equivalent to those of each
individual NCM. Consequently, the synthetic NCM includes a wider range of uncertainties,
thereby providing a broader and more generalized coverage of information.

Definition 4 ([24,26]). Let Ci = (Exi, Eni, Hei)(i = 1, 2, . . . , n) be a set of NCMs in U. A
mapping CWA: Cn → C , serves as the weighted average operator following

CWA(C1, C2, . . . , Cn) =
n

∑
i=1

wiCi/
n

∑
i=1

wi (8)

where wi is the weight of Ci.
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According to the inference [24,26], if wi ∈ [0, 1], i = 1, 2, . . . , n is a real number and
∑n

i=1 wi = 1; then, Equation (8) is easy to understand as follows:

CWA(C1, C2, . . . , Cn) =

(
n

∑
i=1

wiExi,

√
n

∑
i=1

(wiEni)
2,

√
n

∑
i=1

(wi Hei)
2

)
(9)

2.2. Conversion of Heterogeneous Data

Within the framework of group decision-making, participants frequently provide
assessment outcomes as heterogeneous decision information (HDI). HDI mainly appears
in two variants: numeric and linguistic. The numeric form encompasses precise numbers,
interval numbers, and statistical data. Conversely, linguistic form consists of linguistic
terms and linguistic expressions.

The conversion method for heterogeneous data, as combined from Yang et al. [29] and
Yang et al. [16], is as follows:

2.2.1. Conversion of Numeric Type Data

For an exact number, both En and He values are set to 0.

v → T(v, 0, 0) (10)

Let an interval number be represented as I = [IL, IU]. The conversion formula is
as follows:

I → T
(

IL + IU

2
,

IU − IL

6
, 0

)
(11)

If statistical numbers follow a normal distribution or closely approximate it, the first
step is to compute the mean μ and standard deviation σ of the numbers. The statistical
numbers can then be represented using an NCM as follows:

S∼N(μ,σ) → T(μ, σ, 0) (12)

2.2.2. Conversion of Linguistic Type Data

When experts offer their evaluation opinions, they may tend to prefer selecting
linguistic-type information because it aligns with human language conventions. Linguistic
type information consists of two primary forms: linguistic terms and linguistic expressions.

With a dataset gathered from 175 individuals, ranging from 0 to 10 on a scale, Yang
et al. converted 32 language terms into NCMs using membership function fitting and fuzzy
statistics [30]. In a subsequent study [29], five of the original 32 models and two adaptive
linguistic terms, along with two linguistic terms, were utilized for credibility evaluations.
NCMs encoded nine linguistic terms, as shown in Figure 1 [16]. The nine linguistic
terms, each associated with distinct grades as delineated in Figure 1, are also used in this
study’s context.

Figure 1. NCM-encoded nine linguistic terms.
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When experts provide their evaluation opinions, they can directly choose appropriate
linguistic terms from Figure 1.

Experts frequently turn to linguistic expressions to explain their opinions when faced
with uncertainty while expressing hesitant opinions. However, it is important to note that
linguistic expressions are not readily amenable to quantitative calculations and require
conversion into hesitant linguistic term sets through specific conversion functions. Consid-
ering that Context-Free Grammar’s (GH) definition of the comparative linguistic approach
closely resembles human expression, this paper adopts the rules outlined in Definition 5
for deriving linguistic expressions.

Definition 5 ([31]). Let GH be a context-free grammar, and H = {T0, . . . , Tn} be a linguistic term
set. The elements of GH = (VN , VT , I, P) are defined as follows:

VN = {<primary term>,<composite term>,<unary relation>,<binary relation>,
<conjunction>};

VT = {lower than, greater than, at least, at most, between, and, T0, T1, . . . , Tn}; I ∈ VN;
P = {I ::=< primary term >|< composite term >,<primary term>::= T0|T1| . . . |

Tn, <composite term>::=<unary relation><primary term>|<binary relation ><primary term>
<conjunction><primary term>, <unary relation>::= lower than|greater than|at least|at most,
<binary relation>::=between, <conjunction>::=and}.

Using the defined principles fGH , linguistic expressions are converted into hesitant
cloud linguistic term sets (HCLTSs).⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

fGH (Ti) = {Ti|Ti ∈ H}
fGH (at most Ti) =

{
Tj

∣∣Tj ∈ H and Tj ≤ Ti
}

fGH (lower than Ti) =
{

Tj
∣∣Tj ∈ H and Tj < Ti

}
fGH (at least Ti) =

{
Tj

∣∣Tj ∈ H and Tj ≥ Ti
}

fGH (greater than Ti) =
{

Tj
∣∣Tj ∈ H and Tj > Ti

}
fGH (between Ti and Tj) =

{
Tk

∣∣Tk ∈ H and Ti ≤ Tk ≤ Tj
}

(13)

Finally, the synthetic operator given in Definition 3 is used to convert the HCLTS into
an NCM.

3. Urban Flood Resilience Factors

3.1. Conceptual Framework

Rapport and Friend [32] first proposed the PSR model in 1979; subsequently, this
model was altered by the United Nations Environment Programme (UNEP) and the Orga-
nization for Economic Cooperation and Development (OECD) and used to assess environ-
mental concerns such as greenhouse gas impacts, pollution, and climate change (OECD,
2013) [33]. Three types of indicator layers make up the PSR model: pressure (P), state (S),
and response (R).

The complex ecosystem of a city is thought to be represented by the social–economic–
natural complex ecosystem (SENCE). On the basis of complex ecosystem theory, Wang and
Ma (1984) [34] proposed the SENCE model in the 1980s. Three distinct systems are thought
to comprise cities: society, economy, and nature [35]. In 2023, Zhu and Li established the
PSR-SENCE model conceptual framework. Using this model as a conceptual framework
for studying urban flood resilience’s primary factors and how they interact, they identified
24 factors within three different dimensions [36].
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Based on the PSR-SENCE model, in conjunction with the disaster system theory (DST),
the framework for the concept of urban flood resilience is established within the following
three dimensions: (1) Pressure Dimension: This dimension primarily quantifies the level
of risk that the urban system faces in relation to urban flooding. It specifically addresses
the inherent pressures placed on the composite urban ecosystem. It also includes factors
contributing to flooding as outlined in DST. (2) State Dimension: This dimension primarily
concerns the stable condition of the complex urban socio-economic and natural ecological
system during flood disasters. It represents the environment’s capacity to bear and endure
floods in the DST. It embodies urban flood resilience attributes like robustness, redundancy,
and timeliness, demonstrating the city system’s ability to withstand and counteract the
pressure exerted by flood disasters. Under the combined influence of flood disaster pressure
and subsequent responses, the state also undergoes continuous changes. (3) Response
Dimension: This dimension mainly focuses on the ability of urban entities, particularly
those that bear the brunt of flood disasters, to implement response and recovery measures
for urban social, economic, and natural systems post-flood disasters. It reflects the strategic,
contemplative, and comprehensive qualities of urban flood resilience. Additionally, it
highlights how urban institutions, such as businesses, social groups, governments, and
citizens, are able to respond to flood disasters and draw lessons from both positive and
negative experiences.

3.2. Identified Factors

Based on the aforementioned urban flood resilience conceptual framework, a com-
prehensive SR method is employed to identify the key factors that impact urban flood
resilience. The following procedure outlines the factors that are needed to assess urban
flood resilience.

(1). Screening: To begin, a search was carried out in the Web of Science Core Collection
using keywords such as “urban flood resilience” or “city flood resilience” combined
with “assessment” or “evaluation”. This process yielded 1172 relevant papers. Sub-
sequently, the titles and abstracts were screened, and 96 papers remained. Finally,
a full-text review was conducted, papers that were less relevant to the scope of this
study were eliminated, and a total of 87 papers were obtained.

(2). Expanding: After reviewing the selected papers, relevant and high-quality references
were identified, leading to an expansion in the number of references to a total of 106.

(3). Extract: Key influencing factors were extracted from the papers, and those mentioned
more than once were considered. In total, 48 factors were identified and categorized
according to the urban flood resilience conceptual framework.

(4). Determine: Experts with over five years of experience in the fields of urban resilience,
disaster risk reduction, and emergency management were consulted. Through expert
discussions and deliberations, a final indicator system comprising 23 key influencing
factors was established for the evaluation of urban flood resilience.

3.3. Urban Flood Resilience Evaluation Indicators

Following the outlined conceptual framework and factors identified, an urban flood
resilience evaluation indicator system was developed, as depicted in Figure 2.

Each indicator’s significance and assessment methodology are elaborately explained
in Table 1, including a total of fifteen quantitative indicators and eight qualitative indicators.
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Figure 2. Urban flood resilience evaluation indicator system.

Table 1. The meaning and evaluation method of each indicator.

Dimensions Indicators Description Expression Justification

Pressure

Natural
pressure

Short-term heavy
rainfall (C1)

Daily rainfall statistics during the rainy
season of the current year C1 =

{
r1

d, r2
d, . . . , rn

d
}

[37–39]

Flood risk (C2) The degree of flood risk faced by the city Fuzzy [40–42]

Topographic feature (C3) Number between the highest and lowest
points per area C3 = hh − hl [43]

State

Social state

Special needs (C4) Percentage of the population
with disability C4 = Nd

Ntp
[44–46]

Vulnerable groups (C5) Percentage of the population aged over
60 and under 15 C5 =

Nu f +Nos
Ntp

[44–46]

Population density (C6) Population to area ratio C6 =
Ntp
S

[47]

Economic state

Regional economic
status (C7)

Regional GDP data released by the
National Bureau of Statistics C7 = Vragdp [48,49]

Unemployment rate (C8) Proportion of urban unemployed
population to total population C8 =

Njp
Nwp

[50]

Natural state

Drainability (C9) Density of urban drainage networks C9 = Ltdn
Area [51–53]

Green coverage (C10) Proportion of the vertical projection area
of vegetation on the ground per area C10 =

Sg
S

[51–53]

Density index of water
network (C11)

Average amount of river distribution
per area C11 =

m
∑

i=1
Nri

m
[51–53]

Response

Social response

Emergency services
for response and

recovery (C12)

Number of police stations, fire stations,
and emergency

operation centers per 10,000 population C12 =

3
∑

i=1
Ni

Ntp

[54–56]

Citizen safety awareness
and satisfaction (C13)

Citizens’ awareness of safety knowledge
and their sense of safety attainment Fuzzy [57]
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Table 1. Cont.

Dimensions Indicators Description Expression Justification

Social response

Meteorological station
network density (C14)

The number of regional
meteorological stations C14 = Nms

Area [4,58,59]

Hydrological station
network density (C15)

The number of regional
hydrological stations C15 =

Nhgs
Area

[4,58,60]

Early warning
capacity (C16)

Comprehensive prediction accuracy and
warning efficiency Fuzzy [4,58,61]

Knowledge learning
ability (C17)

The ability to learn from and simulate
past disaster experiences Fuzzy [62]

Economic
response

Urban maintenance and
construction budget (C18)

The proportion of financial expenditure
dedicated to maintaining public safety in

the city
C18 =

Eps f
Ecl f

[63]

Flood insurance (C19) Per capita insurance costs in the city C19 =
Ef ir
Ntp

[64,65]

Economic diversity (C20) The richness or diversity of the city’s
economic forms Fuzzy [66]

Natural
response

Food availability (C21) The food supply capacity for the affected
population in the city Fuzzy [67–69]

Public transportation
service capacity (C22)

The transportation capacity for personnel
and materials Fuzzy [42,67,68]

Communication
capacity (C23)

The communication capability for
emergency rescue operations Fuzzy [67,68,70]

4. Urban Flood Resilience Evaluation Methodology

4.1. Evaluation Framework

The proposed method has four primary steps, as described in Figure 3. First, an
urban flood resilience evaluation indicator system is constructed (Section 3). Second, the
weights of these indicators are determined using the SW-GAHP method (Section 4.2). Third,
methods for evaluating quantitative and qualitative indicators are proposed (Section 4.3).
Ultimately, all indicators’ evaluation results are combined using the weighted average
operator for NCMs, as described in Section 4.4.

4.2. Indicator Weight Calculation Using SW-GAHP

The AHP is recognized as one of the most prevalent methodologies for calculating
indicator weights. Additionally, GAHP models are employed for issues involving multiple
participants. This section introduces an enhanced GAHP method termed SW-GAHP for
the weighting of indicators.

4.2.1. Synthesis Weighting Method (SWM) for DMs

Within GAHP research, the majority of previous studies have concentrated on the
methods for aggregating individual preferences into group consensus [7–9]. However,
the importance of ascertaining the weights of decision-makers (DMs) has not been ade-
quately addressed.

This paper introduces a novel weighting approach of DMs termed SWM, which ac-
counts for both intrapersonal and interpersonal consistencies in Pairwise Comparison
Matrices (PCMs). Intrapersonal consistency pertains to the “inconsistency level” within a
single PCM. A diminished “inconsistency level” indicates fewer internal contradictions
within a PCM, suggesting superior decision-making quality. Conversely, interpersonal
consistency is concerned with the divergence between individual preferences and the col-
lective consensus. A smaller “deviation” reflects a greater alignment between an individual
decision-maker and the rest of the DMs.
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Figure 3. Flowchart of the methodology.

Intrapersonal Consistency

Let C = {c1, c2, . . . , cm} represent a finite set of m indications, with the i-th indicator
represented by ci. A finite set of k DMs is denoted by D = {DM1, DM2, . . . , DMk}. The
m×m matrix Ad =

[
ad

ij

]
, d = 1, 2, . . . , k represents the PCMd of DMd. if

(
ad

ij > 0 is positive

for ∀i and j) and reciprocal
(

ad
ji = 1/ad

ij for ∀i and j). Its general element aij shows how
many times item i is more important than element j. A PCM is said to be consistent if and
only if aie = aijaje for ∀i, j, e, 1 ≤ i, j, e ≤ n. In practical decision-making problems, a PCM is
likely to exhibit inconsistency. Nonetheless, the extent of consistency can vary significantly,
quantifiable by the Consistency Ratio (CR).

CR =
CI
RI

(14)

where RI represents the average CI value of randomly created PCMs of the same size and
CI represents A’s consistency index.

CI =
λmax −m

m− 1
(15)

where λmax ≥ m is the largest eigenvalue of the PCM. In AHP, an acceptable degree of
consistency is generally indicated by CR < 0.1.

The “inconsistency level” of PCM provided by an individual is measured using the CR.

αd =
max

(
0.1− CRd, 0

)
k
∑

d=1
max

(
0.1− CRd, 0

) (16)
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where CRd is the CR of the d-th DM’s PCM and αd is the weight assigned to the d-th DM
according to intrapersonal consistency.

Interpersonal Consistency

Interpersonal consistency is assessed by the variance of an individual DM’s PCM from
the mean of all DMs’ PCMs. This variance is determined using the Euclidean distance.

Firstly, calculate the average matrix A =
[
aij

]
m×m of all DMs as follows:

aij =
1
k
(a1

ij + a2
ij + . . . + ak

ij) (17)

Next, calculate the deviation of an individual DM’s matrix Ad from the average
matrix A.

LAd A =

√√√√ m

∑
i=1

m

∑
j=1

(ad
ij − aij)

2 (18)

Lastly, as the “deviation” measure is of a cost type, its normalization and standardiza-
tion methods are defined as follows:

Ls
Ad A

= 1− LAd A
k
∑

d=1
LAd A

.

βd =
Ls

Ad A
k
∑

d=1
Ls

Ad A

(19)

where βd is the weight assigned to the d-th DM according to interpersonal consistency.

Synthesis Weights of DMs

By synthesizing interpersonal consistency and intrapersonal consistency, the synthesis
weight of the d-th DM is calculated.

γd = ναd + (1− ν)βd (20)

where ν is the adjustable parameter and 0 < ν < 1, γd is the synthesis weight assigned to
the d-th DM.

4.2.2. Indicator Weighting

The weight vector DMd, represented as wd = [wd
1, wd

2, . . . , wd
m], is the normalized

eigenvector of the matrix Ad that corresponds to the biggest eigenvalue λd
max. Subsequently,

the weight of indicator Ci, denoted as wi, is calculated using the arithmetic weighted
average of the weight vectors from k DMs.

wi =
k

∑
d=1

γdwd
i , i = 1, 2, · · · , m. (21)

Finally, the weight vector of m indicators using GAHP is w = [w1, w2..., wm].
Algorithm 1 describes the SW-GAHP algorithm.
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Algorithm 1. SW-GAHP algorithm.

Input: PCMs {(Ad)m×m} on m indicators from k DMs (d = 1, 2, . . ., k).
Output: w = {w1, w2, . . ., wm}.
Procedure:

1: for d = 1: k
2: Calculate the largest eigenvalue λd

max and its eigenvector wd.
3: Calculate CRd by Equations (14) and (15).
4: Calculate each DM’s intrapersonal consistency weight αd by Equation (16).
5: end
6: Calculate the average matrix A of all DMs by arithmetic mean value.
7: for d = 1: k
8: Calculate the deviation LAd A of the d-th DM’s PCM from A by Equation (18).
9: Calculate each DM’s interpersonal consistency weight βd by Equation (19).
10: Calculate each DM’s synthesis weight γd by Equation (20).
11: end
12: for i = 1: m
13: Calculate the weight wi of indicator Ci by Equation (21).
14: end

PCMs are used to determine the weight vectors of indications under the same parent
indicator at each level, in line with the hierarchical structure of the indicator system. As
a result, the weights of the indicators at lower levels are determined by multiplying the
weight vectors in a sequential manner, starting at the highest level and working down to
the lowest.

4.3. Indicator Evaluation
4.3.1. Quantitative Indicator Evaluation Using FPMF

The quantitative data include various dimensions and trends. Traditional normal-
ization methods often utilize linear transformations, such as the 0–1 method. This paper
adopts the FPMF [71] for normalizing all quantitative indicators. By integrating three
adjustable pre-defined parameters: minimum value, maximum value, and exponent k,
which cater to both linear and nonlinear function mappings with increasing or decreasing
trends, this method demonstrates superior flexibility and adaptability.

In terms of directional trends, quantitative indicators are divided into benefit-type or
cost-type categories. Benefit-type indicators, where higher values are more desirable, are
mapped using increasing functions. Conversely, cost-type indicators, where lower values
are preferred, are mapped using decreasing functions.

Within the category of benefit-type indicators, they are further classified into convex
and concave increasing functions. In the case of cost-type indicators, decreasing functions
are applied, which include both convex and concave decreasing functions.

The formula for the convex increasing function (CvIF) is as follows:

f (x) =

⎧⎪⎪⎨⎪⎪⎩
0, x ≤ xmin

10 ·
(

x−xmin
xmax−xmin

)k
, xmin < x < xmax

10, x ≥ xmax

(22)

The formula for the concave increasing function (CcIF) is as follows:

f (x) =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
10, x ≤ xmin

10 ·
(

1−
(

xmax−x
xmax−xmin

)k
)

, xmin < x < xmax

0, x ≥ xmax

(23)
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The convex decreasing function (CvDF) is represented by the following formula:

f (x) =

⎧⎪⎪⎨⎪⎪⎩
10, x ≤ xmin

10 ·
(

xmax−x
xmax−xmin

)k
, xmin < x < xmax

0, x ≥ xmax

(24)

The formula for the concave decreasing function (CcDF) is as follows:

f (x) =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
0, x ≤ xmin

10 ·
(

1−
(

x−xmin
xmax−xmin

)k
)

, xmin < x < xmax

10, x ≥ xmax

(25)

In this context, xmin denotes the minimum value of the quantitative indicator, while
xmax represents its maximum value, and k (k ≥ 1) is an exponent that signifies varying rates
of increase or decrease.

When k = 1, the mapping function f (x) exhibits a linear increase/decrease within the
range [xmin, xmax]. Conversely, for values of k other than 1, the mapping function f (x)
portrays a nonlinear increase/decrease within the same range [xmin, xmax].

This paper includes fifteen quantitative indicators, of which eight are increasing and
seven are decreasing; only C1 is a statistical number, while the others are exact numbers.
The extreme values of C1, C3, C6, C7, and C8 are selected according to the relevant level
classification standards. For example, if the daily rainfall is within the range of 0–10 mm,
the rainfall level is categorized as light rain. A rainfall level greater than 250 mm is
classified as exceptionally heavy. Therefore, the xmin for short-term heavy rainfall C1 is
set to 0 mm, and the xmax is set to 250 mm. If the elevation difference is between 0 and
200 m, it is a plain, and if it is greater than 2000 m, it is a mountain. Therefore, the xmin
of topographic feature C3 is set to 0, and the xmax is 2000. When the population density
is less than 1 person/km2, the area is an extremely sparsely populated area; when the
population density is greater than 100 people/km2, the area is a densely populated area.
Therefore, xmin of population density C6 is 0, xmax is 100, and so on. The determination
of extreme values for the remaining indicators is achieved through expert consultation.
Details regarding the FPMFs and associated parameters for various indicators are provided
in Table 2.

Table 2. FPMFs and relevant parameters for different indicators.

Indicators xmin xmax k FPMF

C1 0 250 2 CvDF
C3 200 2000 1 CvDF
C4 0 5% 3 CcDF
C5 0 50% 3 CcDF
C6 0 100 2 CcDF
C7 0.6607 58.412 4 CcIF
C8 2% 10% 2 CcDF
C9 0 3.76 2 CcIF
C10 25% 50% 2 CcIF
C11 0 2269 3 CcDF
C12 0 1 2 CcIF
C14 0 500 2 CvIF
C15 100 20,000 2 CcDF
C18 0 10% 2 CcIF
C19 0 10,000 2 CcIF
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By employing the FPMFs and parameters outlined in Table 2, the evaluation result ei
of the quantitative indicator Ci is determined. Subsequently, this result is transformed into
an NCM Cei according to the method described in Section 2.2.

4.3.2. Qualitative Indicator Evaluation Using Group Decision-Making Techniques with
Heterogeneous Data

Experts may represent their evaluation opinions of qualitative indicators by exact
numbers, interval numbers, linguistic terms, or linguistic expressions. An exact number or
interval number can be converted into an NCM by (10) or (11) in Section 2.2.1. A linguistic
term can be encoded by an NCM, as shown in Figure 1 in Section 2.2.2. A linguistic
expression can be represented by the context-free grammar GH and then converted into
an NCM as described in Section 2.2.2. Consequently, our qualitative indicator evaluation
method is capable of managing heterogeneous data, and uncertainty is modeled and
propagated by NCMs.

In order to more accurately determine the weight of DMs, this paper defined the
distance between two NCMs by incorporating En and He in the calculation of consistency.
Thus, an EGDMT method is proposed based on the uncertainty degree and group consensus
bias, which is considered more comprehensively without increasing the burden on the DMs.

(1). Uncertainness degree

The uncertainty degree (UD) of an NCM is described as follows:

ηd = End + 3Hed, d = 1, 2, . . . , k.

UDd =
1− ηd

/
k
∑

d=1
ηd

k
∑

d=1

(
1− ηd

/
k
∑

d=1
ηd

) (26)

where (Exd, End, Hed) represents the evaluation result of the d-th DM, and UDd denotes
the UD of the d-th DM.

(2). Group consensus bias

Group consensus bias (GB) is defined as the deviation of an individual’s evaluation
result from the collective outcome. In this study, the three parameters of NCM, specifically
Ex, En, and He, are utilized to calculate GB.

Initially, the mean of all DMs’ evaluation results is calculated as follows:

C = (Ex, En, He) =
1
k

k

∑
d=1

Cd (27)

where Cd represents the evaluation result given by the d-th DM.
Subsequently, the bias of the d-th DM is computed as follows:

bias(Cd, C) =
√

ε
∣∣Exd − Ex

∣∣2
+ φ

∣∣End − En
∣∣2
+ ϕ

∣∣Hed − He
∣∣2 (28)

where ε, φ, ϕ are three adjustable parameters.
Finally, the metric termed “deviation degree” is categorized as a cost-type indicator.

The standardization and normalization methods for this metric are described as follows:

δd = 1− d(Cd, C)
k
∑

d=1
d(Cd, C)

, d = 1, 2, · · · , k.

GBd =
δd

k
∑

d=1
δd

(29)
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where GBd represents the weight assigned to the d-th DM based on the GB.

(3). Qualitative indicator evaluation

In the end, the relative weight of each DM is determined by combining the UD and GB.

χd = μUDd + (1− μ)GBd (30)

where μ is the adjustable parameter and 0 < μ < 1, and χd is the relative weight of the
d-th DM.

Using the weighted arithmetic mean method, the evaluation result of the qualitative
indicator Ci, denoted as Cei, is calculated.

Cei =
k

∑
d=1

χded
i , i = 1, 2, · · · , m (31)

where ed
i (d = 1, 2, . . ., k) is the evaluation result of Ci from DMd.

Algorithm 2 describes the EDGMT algorithm for evaluating qualitative indicators.

Algorithm 2. EGDMT with heterogeneous data for the evaluation of qualitative indicators.

Input: heterogeneous data on a qualitative indicator from k DMs.
Output: the evaluation result Cei.
Procedure:

1: Covert heterogeneous data into NCMs (Exd, End, Hed), (d = 1, 2, . . ., k).
2: for d = 1: k
3: Calculate each DM’s UDd by Equation (26).
4: end
5: Calculate average NCM C of NCMs by Equation (27).
6: for d = 1: k
7: Calculate the bias d(Cd, C) of an individual DM’s NCM from the average NCM of DMs

by Equation (28).
8: Calculate each DM’s GBd by Equation (29).
9: Calculate each DM’s weight χd by Equation (30).
10: end
11: Calculate the evaluation result of a qualitative indicator Ci represented as Cei by

Equation (31).

4.4. Multi-Criteria Comprehensive Evaluation

The indicators’ evaluation results, both quantitative and qualitative, are Ce =
[Ce1, Ce2, . . . , Cem], and the weights of the indicators are w = [w1, w2, . . . , wm]. Then, the
weighted average operator of the NCM (Section 2.1.2) is used to aggregate the evaluation
results of multiple indicators.

Re =
m

∑
i=1

wiCei (32)

5. Case Study

In this section, to illustrate the implementation specifics and prove the viability of
the suggested approach, a real-world example of an urban flood resilience evaluation of
Beijing from 2017 to 2021 is provided.

5.1. Calculate the Weights of the Indicators

PCMs are required for three indications in the first level of the Beijing urban flood
resilience indicator system: pressure, state, and response. As shown in Table 3, six 3 × 3
PCMs were collected from six DMs.

The six PCMs’ weight vectors were computed as follows: [0.3889, 0.2778, 0.3333],
[0.3810, 0.2857, 0.3333], [0.4836, 0.1677, 0.3487], [0.3889, 0.2778, 0.3333], [0.3636, 0.3030,
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0.3333], and [0.3810, 0.2857, 0.3333]. The CRs were computed as follows: 0, 0, 0.0009, 0,
0, or 0. The LAd A values were calculated as 0.2408, 0, 0.3253, 1.6306, 0.2408, 0.5069, and
0.3253. Then, for λ = 0.5, the weights of the six DMs were calculated as 0.1761, 0.1735,
0.1329, 0.1761, 0.1679, and 0.1735. Lastly, using the weighted arithmetic mean of the six
weight vectors, the weight vectors of the three indicators were calculated to be [0.3945,
0.2701, 0.3354].

Table 3. The first level indicators’ six PCMs from six DMs.

1 1 1 1 2 1 1 1

2 1 3 1 1 3 1 1 1 4 1 2 3 1

4 2 1 3 1 3 1 2 1 2 1 3 2 1

Likewise, three 3 × 3 PCMs for the second-level indications in the “state” category
were acquired from three DMs. It was determined that the weight vectors for the three
indicators under “state” were [0.2790, 0.3208, 0.4001]. Additionally, five 3 × 3 PCMs were
gathered from five DMs in order to support the “response” second-level indicators. The
three indicators under “response” have been determined to have the following weight
vector: [0.3922, 0.2760, 0.3318]. The weight vector for the sole indicator under ‘pressure’
was assigned a value of 1.

Furthermore, in the third-level indicator system, there are seven indicators. These
seven indicators’ weight vectors were computed as follows: [0.4965, 0.3086, 0.1949], [0.1595,
0.2426, 0.5979], [0.7073, 0.2927], [0.4129, 0.2133, 0.3738], [0.1210, 0.0986, 0.2878, 0.2959,
0.1081, 0.0886], [0.5086, 0.1868, 0.3047], and [0.2327, 0.3511, 0.4122].

Consequently, the 23 bottom-level indicators’ weights were determined and are shown
in Table 4. The indicator bearing the highest weight is C7, whereas C4 possesses the lowest
weight. The calculated weights for the indicators were applied to all years from 2017
to 2021.

Table 4. The weight calculation results for the indicators from 2017 to 2021.

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 C11 C12

Weight 0.0897 0.0546 0.0384 0.0150 0.0293 0.0599 0.1002 0.0323 0.0511 0.0444 0.0465 0.0367
Rank 2 6 11 23 19 5 1 16 7 10 9 13

C13 C14 C15 C16 C17 C18 C19 C20 C21 C22 C23

Weight 0.0155 0.0297 0.0314 0.0330 0.0161 0.0612 0.0244 0.0340 0.0376 0.0510 0.0680
Rank 22 18 17 15 21 4 20 14 12 8 3

5.2. Obtain the Evaluation Data

The evaluation method is proposed in Section 4.3. We illustrate the process of calcu-
lating the evaluation results of indicators using data from 2021. The same process can be
applied in other years.

Quantitative data from 2017 to 2021 were sourced from various authorities, including
the National Statistical Yearbook, Beijing Statistical Yearbook, Chinese meteorological
stations, China Water Resources News, and the Beijing Water Authority. These data include
15 indicators: C1, C3 to C12, C14, C15, C18, and C19. Notably, C1 represents the statistical data
of daily rainfall during the rainy season in 2021. Conversely, qualitative indicators C2, and
C21 to C23 were evaluated by five experts in the natural domain using heterogeneous data.
Indicator C20 was assessed by four experts in the economic domain, while C13, C16, and C17
were evaluated by three experts in the social domain. The evaluation of all 23 indicators in
2021 is depicted in Table 5.

These qualitative evaluation data were subsequently converted into NCMs using the
method described in Section 2.2, as shown in Table 6.
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Table 5. The evaluation of 23 indicators in 2021.

C1 C3 C4 C5 C6 C7 C8 C9

2021

-- 940.71 2.49% 26.34% 1334 18.398 3.20% 1.15

C10 C11 C12 C14 C15 C18 C19

49% 166 0.25 514 37.17 6.90% 3795.51

C2 C21 C22 C23

DM1: [1, 2]
DM2: low

DM3: (1.5, 0.5, 0.033)
DM4: lower than low

DM5: 1.5

DM1: [8, 9]
DM2: high

DM3: (8.5, 0.5, 0.033)
DM4: greater than high

DM5: 8.3

DM1: [7, 8]
DM2: sh

DM3: (7.5, 0.5, 0.033)
DM4: between sh and high

DM5: 7.5

DM1: [8.5, 9.5]
DM2: vh

DM3: (9.5, 0.5, 0.033)
DM4: between high and vh

DM5: 9.4

C13 C16 C17 C20

DM6: 7
DM7: sh

DM8: between sh and high

DM6: 8.8
DM7: high

DM8: between high and vh

DM6: 8
DM7: sh

DM8: between sh and high

DM9: 8.2
DM10: (8.3, 0.5, 0.023)

DM11: [8, 8.6]
DM12: lower than high

Table 6. The NCMs for 5 years according to the 23 indicators.

C2 C21 C22 C23

2021

DM1: (1.5000, 0.1667, 0)
DM2: (1.2460, 1.0620, 0.0340)
DM3: (1.5000, 0.5000, 0.0330)
DM4: (0.0985, 0.4570, 0.0297)

DM5: (1.5000, 0, 0)

DM1: (8.5000, 0.1667, 0)
DM2: (8.7430, 1.2420, 0.0410)
DM3: (8.5000, 0.5000, 0.3300)
DM4: (9.8875, 1.0540, 0.0336)

DM5: (8.3000, 0, 0)

DM1: (7.5000, 0.1667, 0)
DM2: (7.1050, 1.0270, 0.0410)
DM3: (7.5000, 0.5000, 0.3300)
DM4: (7.9240, 1.4075, 0.0580)

DM5: (7.5000, 0, 0)

DM1: (9.0000, 0.1667, 0)
DM2: (9.7750, 1.0540, 0.0270)
DM3: (9.5000, 0.5000, 0.3300)
DM4: (9.2590, 1.3200, 0.0491)

DM5: (9.4000, 0, 0)

C13 C16 C17 C20

DM1: (7.0, 0, 0)
DM2: (7.1050, 1.0270, 0.0410)
DM3: (7.9240, 1.4075, 0.0580)

DM1: (8.80, 0, 0)
DM2: (8.7430, 1.2420, 0.0410)
DM3: (9.2590, 1.3200, 0.0491)

DM1: (8.0, 0, 0)
DM2: (7.1050, 1.0270, 0.0410)
DM3: (7.9240, 1.4075, 0.0580)

DM1: (8.2, 0, 0)
DM2: (8.3, 0.5000, 0.0230)

DM3: (8.3, 0.1, 0)
DM4: (7.9240, 1.4075, 0.0580)

Finally, the 15 quantitative indicators were standardized and converted into NCMs
through FPMF, as well as through the conversion of heterogeneous data. The eight qualita-
tive indicators were transformed into NCMs using heterogeneous data conversion and the
EGDMT, as illustrated in Table 7.

Table 7. The NCMs of 23 indicators in 2021.

C1 C2 C3 C4 C5

2021

(9.2698, 0.8889, 0) (1.8401, 0.4911, 0.0172) (5.8849, 0, 0) (8.7649, 0, 0) (8.5380, 0, 0)
C6 C7 C8 C9 C10

(0, 0, 0) (7.6954, 0, 0) (9.7750, 0, 0) (5.1816, 0, 0) (9.9840, 0, 0)
C11 C12 C13 C14 C15

(9.9961, 0, 0) (4.8160, 0, 0) (6.2672, 0.7222, 0.0328) (10, 0, 0) (9.9999, 0, 0)
C16 C17 C18 C19 C20

(9.0809, 0.7731, 0.0272) (9.1224, 0.7755, 0.0273) (9.0390, 0, 0) (10, 0, 0) (9.0549, 0.5483, 0.0731)
C21 C22 C23

(9.0333, 0.6885, 0.1034) (7.0694, 0.6756, 0.0959) (9.3771, 0.6774, 0.1143)

5.3. Comprehensive Evaluation and Analysis

In Sections 5.1 and 5.2, the weights and evaluation results for the indicators are derived.
Then, the evaluation results for Beijing’s flood resilience are computed using the weighted
average cloud operator, as shown in Table 8.
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Table 8. The evaluation results for Beijing’s flood resilience from 2017 to 2021.

2021 2020 2019 2018 2017

Result (7.5733, 0.1111,
0.0104)

(7.0543, 0.0902,
0.0109)

(7.0090, 0.0962,
0.0118)

(6.7500, 0.1016,
0.0114)

(6.6388, 0.1021,
0.0121)

As the cloud model incorporates Ex, En, and He, the assessment results are analyzed
using a multi-area graph, taking into full consideration the uncertainty contained in the
evaluation results. In the multi-area graph, the expected value curve is depicted by the
central dark green line, demonstrating the variation of expected values with the indicator
values. The regions transitioning from dark green to light green denote the “basic values”,
“peripheral values”, and “uncertain values” areas in that order.

Consideration is given to the score cloud parameters (Ex, En, He). The “basic value”
region corresponds to the score interval [Ex − En, Ex + En]. According to the characteristics
of the normal cloud model, this interval contributes 68.26% of the total contribution.
The “peripheral value” region includes the intervals [Ex − En, Ex − 3En] and [Ex + En,
Ex + 3En], collectively accounting for 31.48% of the total contribution. Together, the “basic
value” and “peripheral value” regions constitute 99.74% of the total contribution, indicating
the fuzzy range of the score.

The outermost region, known as the “uncertain value” region, includes [Ex − 3En,
Ex − 3(En + 3He)] and [Ex + 3En, Ex + 3(En + 3He)]. This area is subject to both subjective
and objective uncertainty factors.

The evaluation results of Beijing’s urban flood resilience and the top three ranked indi-
cators, regional economic status (C7), short-term heavy rainfall (C1), and communication
capability (C23), from 2017 to 2021 are shown in Figure 4.

 

Figure 4. Changes in the evaluation results of Beijing’s urban flood resilience from 2017 to 2021 and
the top three ranked indicators.

It can be seen from Figure 4. The change pattern of Beijing’s urban flood resilience
can be summarized as a rapid increase during the periods of 2017–2019 and 2020–2021,
with a slower increase between 2019 and 2020. The resilience score escalated from 6.6388 in
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2017 to 7.5733 in 2021, reflecting a 14.1% enhancement. As shown in Figure 4 and Table 9,
the rapid increase phase was primarily driven by significant improvements in the top ten
indicators, including regional economic status (C7), communication capacity (C23), flood
risk (C2), and drainability (C9). However, the slower increase phase occurred because the
rate of improvement in these indicators decreased significantly, and the urban maintenance
and construction budget (C18), ranked fourth, actually declined.

Table 9. Evaluation results of key indicators of Beijing’s urban flood resilience from 2017 to 2021.

2017 2018 2019 2020 2021

C18 (9.0140, 0, 0) (9.0452, 0, 0) (9.2710, 0, 0) (9.1590, 0, 0) (9.0390, 0, 0)

C2
(1.6160, 0.6740,

0.0849)
(1.7054, 0.6730,

0.0686)
(1.7738, 0.6778,

0.1011)
(1.6671, 0.4989,

0.0613)
(1.8401, 0.4911,

0.0172)

C9 (4.6896, 0, 0) (4.8817, 0, 0) (4.9575, 0, 0) (4.9575, 0, 0) (5.1816, 0, 0)

Figure 5 displays the weights of various indicators and their evaluation results for
2021. The angle of each sector illustrates the weight of the indicator. The green sector
symbolizes the expected value of the indicator, while the light green region represents a
portion of the “outer value” interval of the indicator, with a score range of [Ex, Ex + 3En].
The yellow sector signifies a segment of the “uncertain value” interval, characterized by a
score range of [Ex + 3En, Ex + 3(En + 3He)].

 

Figure 5. The evaluation results and weights of 23 indicators.

When Figure 5 is correlated with Table 4, it becomes evident that among the top ten
indicators ranked by weight, the scores of positive indicators C7, C9, and C22 necessitate
enhancement. Such improvements could be realized through the development of the
regional economy, expansion of drainage pipelines, and optimization of road traffic, thereby
augmenting urban flood resilience in Beijing. On the other hand, the scores of negative
indicators C6 and C2 are relatively low, and increasing Beijing’s urban flood resilience by
reducing flood risk and population density is necessary. High scores, such as C23, C18,
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C11, and C10, pose greater challenges for improvement and can be maintained in their
current state.

Moreover, the changes in uncertainty in the evaluation of Beijing’s urban flood re-
silience and major indicators are shown in Figure 5. Using the 2021 data as a reference,
Table 10 illustrates the representative indicators En, 2En, and He for uncertainty values,
outer values, and basic values, which are integral to the uncertainty representation of Bei-
jing’s urban flood resilience. Figure 5 and Table 10 reveal that the uncertainty in Beijing’s
urban flood resilience has significantly decreased compared to the uncertainty in major
indicators. The decrease rate (DR) of Beijing’s urban flood resilience (C) is as high as 73.0%
compared to that of the statistical indicator C1, and it is 64.6% compared to that of the
qualitative indicator C23.

Table 10. The uncertainty of the evaluation of urban flood resilience and major indicators.

En 2En He DR/%

C 0.2399 0.4798 0.0104 -
C7 0 0 0 -
C1 0.8889 1.7778 0 -
C23 0.6774 1.3548 0.1143 -

C–C1 - - - 73.0
C–C23 - - - 64.6

C–C1 represents the change in evaluation result C compared to the indicator C1
score, while C–C23 represents the change in evaluation result C compared to the indi-
cator C23 score.

5.4. Sensitivity Analysis

λ denotes the adjustable parameter in the computation of indicator weights for the
DM comprehensive weight, while μ is the adjustable parameter in the calculation of expert
relative weights for indicator evaluation. Sensitivity analysis involves altering λ and μ
from 0 to 1 to investigate the impacts of these adjustable parameters λ and μ on the final
evaluation outcomes.

The impact of the variation in the urban flood resilience indicator weights with respect
to λ is shown in Figure 6. As depicted in this figure, with increasing λ, only slight variation
occurs in the indicator weights. This outcome suggests that the weights of indicators are
not sensitive to variations in λ, indicating a strong correlation between intrapersonal and
interpersonal consistency in the computation of indicator weights. The employed method
for calculating indicator weights, SW-GAHP, exhibits high robustness.

The influence of varying μ on the qualitative evaluation outcomes of urban flood
resilience indicators in 2021 is shown in Figure 7. During the evaluation of indicators,
eight qualitative indicators were considered, originating from the social, economic, and
natural domains. Table 11 displays the effect of μ on the DMs’ weights of three social
domain indicators (C13, C16, and C17). This table indicates that the weights assigned
by different experts to the same indicator exhibit notable variation with changes in μ
values. However, as observed in Figure 7, the adjustable parameter μ exerts minimal
influence on the evaluation results of the eight qualitative indicators, which remain largely
constant. These findings suggest that the evaluation outcomes of qualitative indicators
are not sensitive to μ, highlighting significant individual differences among experts but
a negligible effect on collective results. This outcome also affirms the robustness of the
EGDMT in indicator evaluation.

Figures 8 and 9 display the variations in the urban flood resilience evaluation results
from 2017 to 2021. The analysis reveals that, on one hand, with μ = 0.5, irrespective of
the λ value, the evaluation results from 2017 to 2021 exhibit only minor changes, while
maintaining a consistent upward trend. On the other hand, with λ = 0.5, regardless of
the μ value, the evaluation results for the same period remain nearly constant, with the
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overall upward trend continuing. These findings suggest that the urban flood resilience
evaluation is not sensitive to either λ or μ, thus affirming the high robustness of the urban
flood resilience assessment method proposed in this study.

Figure 6. Changes in the indicator weight with λ.

Figure 7. The indicator evaluation changes with μ.

Table 11. Variation in the weights assigned by DM in the social domain with respect to μ.

μ
C13 C16 C17

χ1 χ2 χ3 χ1 χ2 χ3 χ1 χ2 χ3

0.0 0.3157 0.2951 0.3893 0.2933 0.3405 0.3663 0.2899 0.3334 0.3767
0.5 0.4078 0.2936 0.2985 0.3966 0.2998 0.3036 0.395 0.2962 0.3088
1.0 0.5 0.2922 0.2078 0.5 0.259 0.241 0.5 0.259 0.241
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Figure 8. The urban flood resilience evaluation changes with λ.

Figure 9. The urban flood resilience evaluation changes with μ.

6. Discussion

A comprehensive evaluation model is proposed in this paper, including both quantita-
tive and qualitative indicators. The SW-GAHP method effectively integrates the inputs of
multiple decision-makers, assigning relevance to decision-makers based on their intraper-
sonal and interpersonal consistency. This approach aligns more closely with real-world
scenarios, yielding more precise indicator weights. For the appraisal of qualitative indica-
tors, the EGDMT, capable of handling heterogeneous data with various uncertainties, is
proposed. The evaluation of quantitative indicators is facilitated through the use of FPMF.

As far as we are aware, no research has been conducted that simultaneously takes
into account heterogeneous data, qualitative and quantitative indicators, and an all-
encompassing evaluation of urban flood resilience in the body of current literature. Since
previous methods do not exhibit similar capabilities, direct computational comparisons are
not feasible. Thus, this paper refrains from a direct methodological comparison. Instead, a
comparative analysis is conducted to highlight the distinctive attributes of our proposed
method. The comparison of our approach with several recent methodologies is detailed in
Table 12.
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Table 12. Analytical comparison using recent methods.

Methods
Indicator
Selection

Indicator Evaluations Data Types
Indicator
Weights

Expert
Weights

Result

Zhang,
Shang. [11] PSR-SEEI Linear normalization Exact numbers EWM+AHP -- a crisp number

Zhang et al.
[15] SEIE Linear normalization Exact numbers AHP -- a crisp number

Li, Zhang,
et al. [61] RCRA

Quantitative indicators:
linear normalization

Qualitative indicators:
Group

decision-making

Exact numbers
Hesitant fuzzy set

weighted
averaging
operator

minimum
divergence

model
a crisp number

Proposed
method

PSR-
SENCE+SR

Quantitative indicators:
FPMF

Qualitative indicators:
Group

decision-making

Exact numbers
Interval numbers

Statistical numbers
Linguistic terms

Linguistic expressions

SW-GAHP SWM
UD+GB an NCM

Given the multitude of factors that must be considered in evaluating urban flood
resilience, it is essential to devise a MCDM method that can effectively include both
qualitative and quantitative indicators. Initially, in constructing the indicator systems, prior
methodologies [11,15,61] employed their respective frameworks to thoroughly examine
the disturbance process of urban floods. This analysis includes the “pressure” prior to the
disturbance, the “state” during the disturbance, and the “adaptation” subsequent to the
disturbance. However, there is a lack of comprehensive and systematic indicator screening
methods. This paper uses a comprehensive SR indicator screening method and describes in
detail the process of selecting 23 key indicators from 1172 related studies. This approach is
more universal than the other methods and has certain guiding significance in this research
field. Secondly, the resilience of quantitative indicators, when calculated using the linear
normalization method, often fails to accurately represent the actual degree of resilience. In
this paper, the resilience of quantitative indicators is determined through the FPMF method.
This method is adept at adapting to both linear and nonlinear change rules of indicators
with varying meanings, thus accurately reflecting their real impact on urban flood resilience.
Thirdly, group decision-making technology is used to evaluate the resilience of qualitative
indicators in the face of uncertainty. As indicated in Table 12, prior methods [11,15] are
limited to handling exact numbers, and Li, Zhang, et al. [61] can also accommodate hesitant
fuzzy information containing uncertainty. In contrast, the methodology proposed in this
paper is capable of managing heterogeneous data, including exact numbers, statistical data,
interval numbers, linguistic terms, and linguistic expressions. Regarding the allocation
of indicator weights, previous methods [11,15,61] did not utilize group decision-making
technology. While Zhang and Shang [61] involved five decision-makers in the evaluation
of qualitative indicators, they only considered the group consensus among DMs for the
weight of DMs. The SW-GAHP method allows multiple DMs to participate and assign
the weight of indicators by combining the intrapersonal and interpersonal consistency of
the DMs, effectively using collective intelligence. Finally, a novel qualitative indicators
evaluation method, the EGDMT, is proposed. This method can handle and convey uncertain
information during the evaluation process, and the final results incorporate both numerical
values and uncertainties, a feature not found in previous methods [11,15,61], which lack
the capability to manage uncertainty, yielding only deterministic results.

The application case and the comparative analysis herein demonstrate that this paper
offers a more rational and effective approach for urban flood resilience evaluation. It utilizes
a hybrid multi-indicator group decision-making method based on the PSR-SENCE model,
heterogeneous data, and group decision-making techniques. The advantages of the method-
ology presented in this paper with regard to earlier approaches are clearly articulated.
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(1). A comprehensive SR method was utilized to identify 23 critical influencing factors.
(2). A thorough qualitative and quantitative evaluation of urban flood resilience

was conducted.
(3). The resilience evaluation of quantitative indicators accounted for both linearity and

nonlinearity, in accordance with their respective meanings, employing the FPMF
method for evaluation.

(4). Group decision-making technology is used to evaluate qualitative indicators, allowing
multiple decision-makers in the field to participate while weighting based on the
decision-maker’s contribution, considering intrapersonal consistency and interper-
sonal consistency.

(5). Heterogeneous data, including various uncertainties, such as exact numbers, statistical
data, interval numbers, linguistic terms, NCMs, and linguistic expressions, are utilized
to articulate evaluation results. This approach significantly increases the flexibility
and applicability of knowledge representation across different stakeholders.

(6). A new method for determining indicator weights, designated SW-GAHP, is proposed.
This method comprehensively assesses the decision-making quality in a rational
manner. It ensures a more objective and precise determination of weights for each
evaluation indicator.

(7). Cloud model theory is applied to manage the uncertainty inherent in heterogeneous
data. The final result, represented by an NCM, incorporates not only numerical
information but retains uncertainty information as well.

(8). A new evaluation method, EGDMT, is proposed to evaluate the qualitative indicators.
This method facilitates a comprehensive and accurate evaluation of urban flood
resilience without imposing additional burden on decision-makers, proving to be
more reasonable and effective compared to previous methods.

(9). The hybrid MCGDM method is characterized by a clear problem description and a
transparent implementation process. All calculations can be executed automatically
through programming.

7. Conclusions

Extreme flooding is a significant challenge for urban development and building in
an era of rapidly increasing population expansion and urbanization. This paper pro-
poses a hybrid MCDM method based on the PSR-SENCE model, heterogeneous data,
and group decision-making technology (GDMT). Based on the PSR-SENCE model, a com-
bined indicator system including both quantitative and qualitative measures is constructed.
Additionally, a new indicator weight calculation method called SW-GAHP is proposed.
This method thoroughly considers both the intrapersonal consistency and interpersonal
consistency of different DMs, increasing the rationality and accuracy of the weights of
the indicators. An EGDMT method based on heterogeneous data is proposed for the
evaluation of qualitative indicators. This method accounts for the uncertain degree and
group consensus bias of DMs. It not only eases the burden on the super-decision-maker
but also uses collective wisdom for decision-making, thereby minimizing the influence of
individual biases on the overall evaluation. For the assessment of quantitative indicators,
the more pragmatic FPMF method is utilized to enhance the rationality of quantitative
indicator evaluation. Subsequently, the evaluation of both quantitative and qualitative
indicators is converted into NCMs, enabling a consistent consideration of the uncertainty
inherent in various heterogeneous data. The urban flood resilience evaluation not only
includes numerical information but also retains uncertainty information, aligning more
closely with human cognition and facilitating ease of understanding and acceptance. The
evaluation of urban flood resilience in Beijing shows a year-on-year improvement from
2017 to 2021 with an overall increase of 14.1%. Moreover, based on the 2021 data, the
uncertainty in the urban flood resilience evaluation of Beijing is significantly reduced,
particularly when compared to the top three ranked indicators of short-term heavy rain-
fall and communication capacity. This underscores the effectiveness of the method that
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integrates qualitative and quantitative aspects, thereby enhancing the precision of urban
flood resilience evaluation. Recommendations for positive indicators such as regional
economic status, drainage capability, and public transportation service capacity include
the vigorous development of regional economies, enhancement of urban drainage capacity,
and optimization of urban road traffic management. For negative indicators like flood
risk and population density, strategies involve reducing land population density through
relevant diversion policies, enhancing residential environments, and decreasing the faced
flood risk. These recommendations offer a theoretical foundation and decision-making
guidance for improving urban flood resilience. Finally, through comparative and sensitivity
analyses, the superiority and robustness of the method have been substantiated.
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Abstract

The research described in this paper focuses on key aspects of learning from data concerning
the symptoms of depression and how to prevent it. The computer support system designed
for that purpose combines data privacy protection from various sources and uncertainty
modeling, especially for incomplete data. The mentioned aspects are key to real-life
medical diagnostic problems. From among the different paradigms of machine learning,
a federated learning-based approach was chosen as the most suitable to take up the
challenge. Importantly, computer support in medical diagnostics often requires algorithms
that are appropriate for processing data expressing uncertainty and that can ensure high-
quality diagnostics. To achieve this goal, a novel decision-making algorithm is used
that employs interval entropy measures based on the theory of interval-valued fuzzy
sets. Such an approach enables one to take into account diagnostic uncertainty, express it
exactly, and interpret it easily. Furthermore, the applied classification technique offers the
possibility of a straightforward explanation of the diagnosis, which is a situation required
by many physicians. The presented solution combines innovative technological approaches
with practical user needs, fostering the development of more effective tools in mental
health prevention.

Keywords: interval-valued fuzzy set theory; interval-valued entropy; data uncertainty;
federated decision-making; depression risk detection

1. Introduction

This article presents some important results regarding work on a computer system
designed to support the analysis of screening tests for identifying the risk of depressive
episode occurrence and preventing depression. The use of machine learning algorithms
will optimize systemic screening support for depression prevention, making the proposed
solution a practical and efficient tool in public health. The proposed system will be available
to researchers as a platform for knowledge and experience exchange, as well as to medical
practitioners, particularly primary care physicians, to support them in identifying their
patients’ depression risk. It is worth emphasizing that detecting the initial symptoms of
depression and implementing the appropriate therapy often prevent the development of
the disease. Depression is an increasingly common disease in modern societies. Computer-
aided diagnosis of depression is the subject of various studies. For example, applying
deep learning to natural language processing and using it to analyze social media posts
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for the diagnosis of depression has great potential [1,2]. However, more can and should
still be done not only to diagnose the existing disease but also to identify the risk of its
future occurrence, which, as mentioned, allows for its prevention in many situations. In [3],
a methodology for diagnosing the risk of depression was proposed. However, the issue
of data privacy still was a problem, i.e., how to learn to indicate the risk of depression
effectively with small datasets. The answer is an implementation of algorithms reaping
the benefits of limited cooperation, i.e., from exchanging only information about certain
parameters of classification/models. This aspect is addressed in this work. One of the
main priorities of the system is the protection of the privacy of data taken from various
sources through the use of federated learning techniques [4,5]. The occurrence of this need
is common, especially in smaller medical centers where the collected data are not sufficient
to successfully use AI techniques to support diagnosis (in this case, depression) due to their
small sizes and various internal defects. Some medical data are survey-based, and thus
burdened with uncertainty resulting from the specificity of the human mind. For example,
individuals may interpret and describe the same situation differently depending on their
mood or well-being at various points in time. As a result, the decision-making process
based on them is also subject to uncertainty. That is why using advanced methods to
present and handle uncertainty is a key element of the methodology adopted in this work.
A distinctive feature of the described research is the implementation of a nonstandard
decision-making algorithm that integrates interval entropy measures from an epistemic
and ontic perspective, based on the theory of interval-valued fuzzy sets (IVFSs) [6,7].

Thus, this paper focuses on two key aspects of modern decision support systems:
learning from distributed but federated data sources and modeling various forms of
uncertainty. We discuss the following:

1. A federated technique for generating a global decision as a method that can respect
uncertainty and provide support in cases with the problem of incomplete data (in the
form of interval-valued fuzzy sets) and different local models;

2. Collective decision-making enhanced the effectiveness of local models in early diag-
nostic systems for depression. These models were developed using a new method
that incorporates entropy measures from an epistemic perspective. In this work, we
broaden the concept of entropy by introducing new definitions of interval entropy,
viewed through an epistemic lens. We also investigate their potential applications,
particularly highlighting their usefulness in different areas of data analysis.

2. Related Works

Depression is an increasingly prevalent condition in modern societies. According
to data from the World Health Organization (WHO), an estimated 3.8% of the adult
population is affected by depression, which translates to approximately 280 million people
worldwide. In cases of moderate or severe depressive episodes, life-threatening situations
may arise. In the most severe cases, depression can lead to suicide, with over 700,000 people
dying by suicide globally each year. Suicide is the fourth leading cause of death among
individuals aged 15–29 [8]. Current methods for diagnosing early-stage depression often
rely on diagnostic tools that serve as support for psychiatrists. These include various
assessment scales and tests such as the Beck Depression Inventory, Hamilton Depression
Rating Scale, PHQ-9, QIDS-SR, HDRS, GDS, CES-D, and CESD-R [9,10]. One of the most
recent tools, the CESD-R, was developed in 2004 by William Eaton et al. as an updated
version of the CES-D scale [11]. This scale is among the most widely used instruments in
psychiatric epidemiology. The CESD-R is a self-report tool in which individuals respond to
20 statements describing their potential well-being or behaviors. Respondents choose from
five possible answers, ranging from 0 (not at all or less than one day) to 4 (nearly every
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day for two weeks). The total score ranges from 0 to 80 points. According to the authors,
a score of 16 points or higher may indicate a concerning result, suggesting the need for
psychiatric or psychological consultation [9].

The 16-point threshold is a topic of debate in the medical community. Therefore, in
this article, we utilize the recently proposed and more sensitive test SenDD [3] for machine
learning, which evaluates the risk of depressive episodes more rigorously than existing
methods in the literature. Moreover, the presented approach prioritizes data privacy (us-
ing diverse datasets) and is designed to accommodate imprecise data sources, including
those with missing values. Federated learning addresses privacy concerns by enabling
collaborative algorithm training without the necessity of exchanging sensitive data, thus
tackling key challenges in data governance and privacy [4,12,13]. Unlike distributed learn-
ing within data center environments or traditional methods of processing private data,
federated learning presents unique challenges, including communication efficiency, hetero-
geneity, and privacy. This paradigm has been extensively studied in works such as [4,5,14],
and we investigate its potential application in diagnosing depression. The second key
issue addressed in this work is the problem of missing data. To tackle this, the theory
of interval-valued fuzzy sets demonstrates itself as an effective tool for classifying data
with uncertainty. Interval-valued fuzzy sets [6,7] offer flexibility in defining the degree
to which elements belong to a given set concept [15]. Researchers have introduced a vari-
ety of operators and measures for interval-valued fuzzy sets. These include aggregation
measures such as implication, entropy, or similarity, as well as containment measures
(precedence index). These have been applied in decision-support processes [16–20]. Repre-
senting uncertainty is crucial for decision-making in the case of incomplete information
or imprecise data. The selection of an appropriate representation method depends on the
problem’s context and the characteristics of the available data. In interval-valued fuzzy sets,
uncertainty is managed by representing attribute values as intervals. This paper adopts
an epistemic approach, where attribute or measurement values for individual objects are
defined within the bounds of intervals. The literature contains several approaches for
modeling uncertainty and imprecision to enable learning from incomplete or ambiguous
data and classifying them, as explored in studies such as [21–23]. However, there is still
a need for more effective methods to represent uncertainty. In this work, we propose
interval entropy measures based on the concepts of possibility and necessity. To this end,
we introduce various comparability measures to construct interval entropy measures that
are either more restrictive or general compared to classical approaches. The proposed
system integrates a federated machine learning algorithm with a novel diagnostic test to
support preventive diagnostics particularly when the input data are incomplete.

3. Representation of Uncertainty by Interval-Valued Fuzzy Set Theory

The prevalent presence of uncertainty in real-life datasets constitutes the primary mo-
tivation for the research described in this paper. The direction and methods of the research,
apart from enhancing federated learning, stem from many challenges of decision-making
support, particularly in medical practice. Uncertainty or imprecision finds an effective
representation through interval-valued fuzzy sets, as evidenced by numerous practical
applications. The concept of interval-valued fuzzy sets is based on the understanding that
uncertainty can arise from two distinct sources: epistemic and ontic. In the epistemic sense,
which is exploited in this paper, uncertainty is attributed to the lack of precise knowledge,
where the interval represents limit values encompassing a single desired value.

Application of IVFS to various real-world problems, such as pattern recognition,
medical diagnosis, decision-making, and image thresholding, often involves leveraging
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critical measures like distances, inclusion, equivalence, similarity, or entropy within interval-
valued fuzzy sets, as discussed in works such as [24–27].

Entropy measures, in particular, are a focal point of our research. We introduce a novel
approach to defining these measures, specifically aimed at modeling uncertainty. Further-
more, these newly proposed entropy measures play a pivotal role as a core component of
the innovative diagnostic system we have developed.

3.1. Orders in the Interval Setting

A crucial object in the interval-valued fuzzy set theory is a set LI = {[ζ, ζ] : ζ, ζ ∈ [0, 1],
ζ � ζ} which denotes a family of all subintervals of the unit interval. In the articles by
Zadeh [7], Sambuc [6], Turksen [28], and Gorzalczany [29], an interval-valued fuzzy set

(IVFS) Z in X (X �= ∅) is defined as a mapping Z : X → LI such that for each x ∈ X, the
interval Z(x) = [Z(x), Z(x)] expresses the degree of membership of an element x to Z. We
assume that the considered universe of discourse will be finite—that is, X = {x1, . . . , xn}.
Further, the family of all interval-valued fuzzy sets in X will be denoted by IVFS(X). All
elements [ζ, ζ] of LI such that ζ = ζ are called crisp.

What is more, we may denote Z ∈ IVFS(X) as Z =
{〈x, Z(x)〉 : x ∈ X, Z : X → LI}.

The interval-valued fuzzy set is a straightforward generalization of a classical fuzzy set
described by

{〈x, Z(x)〉 : x ∈ X, Z : X → [0, 1]
}

. Indeed, for fuzzy sets, the membership
of each element x is always a precisely given real number. On the other hand, the degree of
membership of an element x to the interval-valued fuzzy set (perceived from the epistemic
point of view—see [30]) is not precise: we know only its upper and lower bounds. This is
why interval-valued fuzzy sets appear to be very useful for our considerations.

3.1.1. Partial and Linear Orders

The best-known partial order in LI is defined as follows:

[ζ, ζ] ≤2 [η, η] ⇔ ζ ≤ η, ζ ≤ η. (1)

with the joint and meet operations defined in LI , respectively, as

[ζ, ζ] ∨ [η, η] = [max(ζ, η), max(ζ, η)], [ζ, ζ] ∧ [η, η] = [min(ζ, η), min(ζ, η)].

These create the structure (LI ,∨,∧), which is a complete lattice, where 1LI = [1, 1] and
0LI = [0, 0] are the greatest and the smallest element of (LI ,�2), respectively.

In many real-life problems, we need a linear order to compare any two intervals, so we
are interested in extending the partial order �2 to a linear one. We call this relation an ad-
missible order as in the source paper [31], from which Definition 1 and Proposition 1 come.

Definition 1. An order ≤Adm in LI is called admissible linear if

1. ≤Adm is linear in LI;
2. For all ζ, η ∈ LI ζ ≤Adm η whenever ζ �2 η.

Proposition 1. Let Ψ, Υ : [0, 1]2 → [0, 1] be two continuous aggregation functions such that for
all ζ = [ζ, ζ], η = [η, η] ∈ LI, the equalities Ψ(ζ, ζ) = Ψ(η, η) and Υ(ζ, ζ) = Υ(η, η) hold if
and only if ζ = η. If the order �Ψ,Υ on LI is defined by

ζ �Ψ,Υ η ⇔ Ψ(ζ, ζ) < Ψ(η, η) or (Ψ(ζ, ζ) = Ψ(η, η) and Υ(ζ, ζ) � Υ(η, η)), (2)

then �Ψ,Υ is admissible.
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Admissible orders were studied, e.g., in [32,33]. A construction of admissi-
ble linear orders based on aggregation functions was explored (increasing operation
A : [0, 1]2 → [0, 1] such that A(0, 0) = 0 and A(1, 1) = 1 [34]).

3.1.2. Possibility and Necessity Issue

We will now discuss alternative definitions of orders on LI . We observe structures
with possible and necessary comparability relations (called “interval orders” in the sense
used in the papers of Fishburn in 1970–1985 or Fodor and Roubens (1994)) suitable to the
epistemic issue, which follow an intuitive approach to many real-life problems. Properties
of the presented below comparability relations were also considered and partially described
in [35] or [36].

Necessary Relation

We define the following case of comparability of intervals restricted to the partial or
linear order, i.e., necessary relation, which we may interpret as conjunctive (ontic) relation.
We say that one interval contains a collection of true values of each variable smaller than or
equal to all true values from the second interval.

ζ ≤nec η ⇔ ζ ≤ η, (3)

where ζ, η ∈ LI . It can be interpreted as a satisfied relation for disjoint collections of values.
We observe that in LI , the relation ≤nec is antisymmetric, is transitive, and has the Ferrers
property [35].

Possible Relation

This relation describes a more general situation, which we may write as follows:

ζ ≤pos η ⇔ ζ ≤ η, (4)

where ζ, η ∈ LI .
Notice that the relation ≤pos is more appropriate for the epistemic (disjunctive) setting

of the intervals. So, if [ζ, ζ] is an imprecise description of variable ζ and [η, η] is an imprecise
description of variable η, then [ζ, ζ] ≤pos [η, η] means that it is possible that the true value
of ζ is smaller than or equal to the true value of η. Thus, the relation≤pos can be interpreted
straightforwardly [37].

3.2. Aggregation Functions

Now, we recall the concept of an aggregation function in LI . We consider aggregation
with respect to both relations �2 and �Adm. Later, we use the notation≤ both for the partial
or admissible linear order, with 0LI = [0, 0] and 1LI = [1, 1] as a minimal and maximal
element of LI , respectively. By replacing the monotonicity condition, the natural order
≤, with the admissible linear orders or relations ≤pos and ≤nec, new types of aggregation
functions are obtained [20] and denoted by Apos, Anec, respectively. Therefore, we use
the concepts of aggregation consistent with the mentioned orders (similar to [20,33,38,39])
as follows:

Definition 2. An operation A : (LI)n → LI, where n � 2, is called an interval-valued
aggregation function if it is increasing with respect to the order ≤ (partial or admissible linear or
possible or necessary), i.e., for all ζi, ηi ∈ LI:

ζi ≤ ηi ⇒ A(ζ1, . . . , ζn) ≤ A(η1, . . . , ηn) (5)

54



Entropy 2025, 27, 162

and A(0LI , . . . , 0LI︸ ︷︷ ︸
n×

) = 0LI , A(1LI , . . . , 1LI︸ ︷︷ ︸
n×

) = 1LI .

Sometimes, to shorten the notation, we write An
i=1(ζi) instead of A(ζ1, . . . , ζn). This is

especially useful when the aggregated objects cannot be denoted concisely.

Example 1. The following operations represent classic, possible (belonging to the set of pos-
aggregation functions—Apos), or necessary (belonging to the set of nec-aggregation
functions—Anec) aggregation functions:

Amean([ζ, ζ], [η, η]) =

[
ζ + η

2
,

ζ + η

2

]
,

Apos([ζ, ζ], [η, η]) =

{
0LI ζ = η = 0LI

[A(ζ, η), 1], otherwise,

Anec([ζ, ζ], [η, η]) =

[
ζ + η

2
, max

(
ζ + η

2
,

ζ + η

2

)]
,

where A is an aggregation function.

3.3. Interval Entropy

We can now proceed to the concept of interval entropy. We propose various compara-
bility measures used to define entropy, which may be more restrictive or general compared
to the classical approach. Whatever kind of uncertainty there is (imprecision, vagueness,
partial truth, measurement errors, uncertainty of interpretation/evaluation of features, and
the like), one may be interested in measuring its extent. In probability theory, Shannon’s
entropy [40] is commonly applied to quantify the average uncertainty of prediction in a
random experiment. There exist also entropy-like measures in evidence theory (cf. [41]). De
Luca and Termini [42] utilized entropy to evaluate the degree of fuzziness. Yager [43] pro-
posed expressing the measure of uncertainty related to a fuzzy set by the distance between
this fuzzy set and its complement. Later on, papers appeared in which generalizations of
the entropy were defined for fuzzy sets, interval-valued fuzzy sets, and intuitionistic fuzzy
sets (cf. [25,44,45]). Unfortunately, the proposed entropies still assumed scalar real values
(from the unit interval), similar to fuzzy sets, and disregarding completely the fact that
interval-valued fuzzy sets contain additional uncertainty connected with the inability or
hesitance in the unambiguous determination of the membership function.

We are inspired by [46–48], which propose a definition of entropy based on partial or
linear orders. In comparison with [47], we extend in this paper the definition of entropy
by adding a fourth axiom, which is essential from the application point of view. It is an
axiom of the stability of entropy with respect to negation N (N : LI → LI that is decreasing
with respect to ≤ with N(1LI ) = 0LI and N(0LI ) = 1LI [49]). The presented definition
proposed and studied in [50] also extends the definition of [48] by using the width of
intervals (axiom e2), so uncertainty information is reflected more. But before that, we will
introduce the following notation: for e ∈ LI , such that N(e) = e, i.e., e is the equilibrium
point, we denote by E ∈ IVFS(X) a mapping such that E(x) = e for all x ∈ X. Moreover, in
this article, we develop the concept of entropy by introducing yet other (in the epistemic
and ontic sense) definitions of interval entropy, and in the following sections, we examine
their application potential, with particular emphasis on applications in broadly perceived
data analysis.
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Definition 3. Let N be a strong (i.e., involutive and decreasing) interval negation with equilibrium
point e ∈ LI closest to the point [0.5, 0.5]. A function EI : IVFS(X)→ LI is an interval entropy
on IVFS(X) with respect to the negation N and order ≤ if for A, B ∈ IVFS(X), the following hold:

(e1) EI(S) = 0LI iff S is crisp;
(e2) EI(E) = [1− w(e), 1], where w(e) is a width of interval e;
(e3) EI(A) ≤ EI(B), if A(x) ≤ B(x) ≤ e or A(x) ≥ B(x) ≥ e for all x ∈ X;
(e4) EI(A) = EI(AN), where AN(x) = N(A(x)) for all x ∈ X.

The next theorems show how to apply a similarity measure and adequate negation
function from each class (standard, as well as possible and necessary as in [3]) for con-
structing an interval entropy. In the classic case, we have the following method of interval
entropy construction [50]:

Proposition 2. Let Sstd be a similarity measure that satisfies conditions given in [50], where A1 is
an idempotent aggregation function. Then, a function EI : IVFS(X)→ LI defined as

EI(A) = Sstd(A, AN) (6)

is the interval entropy with respect to an involutive interval negation N with equilibrium point e.

Example 2. If we use a similarity measure given in [50] with any precedence indicator considered
there, we obtain the interval entropy measures that fulfill condition (e4) in Definition 3 for the
standard interval negation N(x) = [1− x, 1− x], where x = [x, x].

Let us consider a new measure of possible entropy, also called an optimistic entropy
measure that takes into account the comparability relation of intervals.

Definition 4. Let Npos be a strong involutive negation of the possibility of the equilibrium point
e ∈ LI (Npos(e) = e). Function Epos : IVFS(X)→ LI is the interval possible entropy on IVFS(X)
with respect to the negation N if for A, B ∈ IVFS(X), the following hold:

(EP1) Epos(A) = 0LI , if A is a crisp set;
(EP2) Epos(E) = [1− w(e), 1], where w(e) is the width of interval e;
(EP3) Epos(A) ≤pos Epos(B), if A(x) ≤pos B(x) ≤pos e or A(x) ≥pos B(x) ≥pos e for all x ∈ X.

The method of constructing the interval optimistic (possible) entropy based on the
possible similarity measure is as follows:

Proposition 3. Let Spos be a possible similarity measure. Then, the function E : IVFS(X)→ LI

Epos(A) = Spos(A, ANpos) (7)

is the interval possible entropy with respect to Npos (involute interval possible negation with
equilibrium point e).

Proof. If A is a crisp set, then we directly obtain Epos(A) = 0LI . We can obtain (EP2) directly
by the idempotency of the similarity measure and the idempotency of the aggregation
function A.
If A ≤pos B ≤pos E, then A ≤pos B ≤pos E ≤pos BNpos ≤pos ANpos and, consequently, from
the monotonicity of the similarity measure, we have

Epos(A) = Spos(A, ANpos) ≤pos Spos(A, BNpos) ≤pos Spos(B, BNpos) = Epos(B).
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In a similar way and by the symmetry of the similarity measure, we can prove the
case A ≥pos B ≥pos E, which ends the proof of (EP3) and Proposition 3.

Example 3. If we use the possibility similarity measure from [3], we then obtain an entropy measure
that satisfies Equation (7) with respect to N(x) = [1− x, 1− x] for

Spos(A, B) = An
i=1B(Precpos(A(xi), B(xi)), Precpos(B(xi), A(xi))),

where A = Amean,B = ∧ and Precpos fulfills

PrecA(a, b) =

⎧⎪⎨⎪⎩
[1− w(a), 1], if a = b,
1LI , if a <pos b,
Apos(Npos(a), b), else.

Another class of entropy is the necessary entropy measure, which uses the necessary
relation when comparing intervals.

Definition 5. Let Nnec be a strong (involute) interval necessary negation with an equilibrium
point e ∈ LI. The function Enec : IVFS(X)→ LI is the interval necessary entropy on IVFS(X)

with respect to the negation of Nnec if for A, B ∈ IVFS(X),

(EN1) Enec(A) = 0LI , if A is a crisp set;
(EN2) Enec(E) = [1− w(e), 1];
(EN3) Enec(A) ≤ Enec(B), if A(x) ≤nec B(x) ≤nec e or A(x) ≥nec B(x) ≥nec e for all x ∈ X.

Analogously to possible entropy, based on the necessary similarity measure, we can
obtain the necessary entropy:

Proposition 4. Let Snec be the necessary similarity measure. Then, the function Enec : IVFS(X)→ LI

Enec(A) = Snec(A, ANnec) (8)

is the interval necessary entropy with respect to Nnec (involutional interval necessary negation with
equilibrium point e).

Proof. If A is a crisp set, then (cf. Example 3)

{Precnec(A(xi), B(xi)), Precnec(B(xi), A(xi))} ∈ {0LI , 1LI}

and because Bnec has a neutral element 1LI , we obtain Enec(A) = 0LI .
(EN2) can be directly obtained from the idempotency similarity measure.
If A ≤nec B ≤nec E, then A ≤nec B ≤nec E ≤nec BNnec ≤nec ANnec and by the isotonicity of
the necessary similarity measure we have

Enec(A) = Snec(A, ANnec) ≤nec Snec(A, BNnec) ≤nec Snec(B, BNnec) = Enec(B).

In a similar way, by the symmetry of the similarity measure, we can prove the following
case: A ≥nec B ≥nec E. This ends the proof of (EN3) and this proposition.

Example 4. If we use the necessary similarity measures from [3], then we obtain an entropy
measure that satisfies Equation (8) with respect to N(x) = [1− x, 1− x].
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4. Problem and Idea of Solution and Methodology

In this work, we support the problem of early diagnosis/prevention of depression,
especially when a given medical center has few or incomplete data.

We investigate such situations when different data sources (medical centers supporting
the diagnosis of depression prevention) have different datasets, not excluding imbalanced
data (NON-IID data, i.e., Non-Independently and Non-Identically Distributed Data), and
for privacy protection reasons (restrictive privacy regulations applicable to the creation of
datasets) cannot make their data available to other centers. Alone, they have low diagnostic
effectiveness. For such situations, we propose incorporating the idea of federated decision-
making based on models obtained independently from separated data sources.

4.1. Dataset Description

The database on which the research was carried out in this work consists of answers to
two diagnostic tests, (CESD-R (The Center for Epidemiologic Studies Depression Revised
Scale) and SenDD (Sensitive Depression Diagnosis)), received by the CAWI technique. The
same 750 students were respondents to each test. This collection will be expanded in the
future, but as a cross-section of the student environment, it was a good basis for research.

The SenDD test includes 22 questions (condition attributes) plus a binary diagnosis
(decision attribute). Condition attributes consist of 20 basic questions (attributes 1–20) and
2 verification questions (attributes 21–22) [3]. The answers to each question are as follows:

• Definitely yes: 4 points;
• Rather like this: 3 points;
• It’s hard to say: 2 points;
• Probably not: 1 point;
• Definitely not: 0 points.

All twenty basic questions follow the pattern “the more, the worse”, while two verification
questions follow the pattern “the more, the better”.

The dataset was constructed in two steps:

1 Answers to questions from the SenDD test (questions 1–22)
2 Decisions created in the following way:

– For answers to questions 1–20, decisions obtained by the same respondent in the
CESD-R test were assigned, a so-called initial (assuming a two-class representa-
tion of the decision): depression or no depression.

– Then, using the SENSDEPR [3] algorithm, decisions that were on the border-
line of decisions between classes were evaluated using verification questions
and modified to classes: depression threat (includes cases of depression) and
no depression.

The dataset used in the experiments described in this paper consists of 750 records
(objects) with 501 “0” (no depression) values and 249 “1” (depression or subliminal de-
pression) values as decision values. Moreover, it includes missing values on the level of
approximately 5%. The dataset is described in more detail in [3].

The effectiveness in terms of obtaining greater sensitivity of the SenDD test compared
to other datasets, as well as the method presented in Algorithm 1, was confirmed by using
the CESD-R test after the initial calculation of the diagnosis (modified to binary: sick “1” or
healthy “0” ). Verification was realized in two-stage studies (repeated every 4 weeks on the
same group of subjects for both tests) and we verified the SenDD test for its more sensitive
diagnostics—i.e., earlier (by 4 weeks) indication of depression. This is an important piece
of information regarding more sensitive tests (20% of respondents confirmed depression
4 weeks later with the CESD-R test) [3].
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Algorithm 1: Diagnosing danger of depression
input : dataset P—collection of objects described by 20-element vectors of values

of condition attributes i ∈ C, two verification attributes (numbered by 21,
22), and scalar value of decision attribute;
k—number of nearest neighbors;
y—object under classification.

output : Decision class for the tested object y
1 � Two-stage data fuzzification
2 for each i ∈ C do

3 for each x ∈ P do

4 normalize value x[i] to unit interval [0, 1], namely,

5 x[i]← x[i]−mi
Mi−mi

, where Mi, mi maximal and minimal values of i, respectively
(FS)

6 end

7 end

8 for each x ∈ P do

9 for each i ∈ C do

10 if x[i] is missing then x[i]← [0, 1] (IFVS)
11 else x[i]← [x[i], x[i]] (IFVS)
12 end

13 end

14 end

15 � Finding k nearest neighbors of y
16 for all x ∈ P do

17 sim(x)← S(x, y)
18 end

19 Find sim[x1, . . . , xk], i.e., k most similar objects to y.
20 if only decision class = 1 is represented in sim[x1, . . . , xk] then

21 return 1
22 end

23 if all k nearest neighbors represent decision class = 0 then

24 replace k-th neighbour with nearest neighbour from decision class = 1
25 end

26 � Aggregation
27 for each decision class dec ∈ {0, 1} do

28 Select from sim[x1, . . . , xk] its representative xdec with the lowest values of
entropy

29 end

30 E0 ← E(x0), E1 ← E(x1)

31 S0 ← sim(x0), S1 ← sim(x1)

32 y[dec]← Classi f y(S0, S1) (Algorithm 2)
33 � Sensitivity of diagnosis—modification of decision assignment:
34 y[dec]← Veri f y_Decision(y[21], y[22], y[dec]) (Algorithm 3)
35 return y[dec]

4.2. The Procedure of Depression Prediction

The procedure proposed below takes into account all the research challenges we
set: i.e., maintaining privacy and handling imperfections in data, such as uncertainty or
non-balanced data. The procedure consists of the following three stages:
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1. Algorithm 1 (included also Algorithms 2 and 3)—which learns depression prediction
in the local mode, i.e., individually for each local data in the form of SenDD test
answers. The algorithm utilizes interval entropy and similarity measures. Its role is
analogous to learning individual classifiers of ensemble classifiers;

2. Algorithm 4—which generates collective and optimal decisions for several NON-IID
data. It is a kind of classification conflict resolution;

3. Algorithm 5 (“Decision Rule”)—which accepts or rejects changes in the decision value
suggested by Algorithm 4.

We will discuss all three stages below.

Algorithm 2: Procedure Classify (interval dec0, interval dec1)

1 � Attention! The order of ifs is important.
2 if w(dec1) < w(dec0) then

3 if dec1 ≥ 0.5 then return 1 (class “1” wins)
4 if dec0 ≥ 0.5 then return 0 (class “0” wins)
5 if dec1 ≥ 0.5 then return 1
6 if dec0 ≥ 0.5 then return 0
7 return“No Decision”

8 end

9 if w(dec1) > w(dec0) then

10 if dec0 ≥ 0.5 then return 0
11 if dec1 ≥ 0.5 then return 1
12 if dec0 ≥ 0.5 then return 0
13 if dec1 ≥ 0.5 then return 1
14 return “No Decision”

15 end

16 if w(dec1) = w(dec0) then

17 if dec1 ≤ dec0 then

18 if dec0 ≥ 0.5 then return 0
19 if dec1 ≥ 0.5 then return 1
20 if dec0 ≥ 0.5 then return 0
21 if dec1 ≥ 0.5 then return 1
22 return “No Decision”

23 end

24 if dec0 < dec1 then

25 if dec1 ≥ 0.5 then return 1
26 if dec0 ≥ 0.5 then return 0
27 if dec1 ≥ 0.5 then return 1
28 if dec0 ≥ 0.5 then return 0
29 return“ No Decision”

30 end

31 end

Algorithm 3: Procedure Verify_Decision (interval val1, interval val2, interval dec)

1 if val1 < 2 and val2 < 2 and dec = 0 then

2 if D(S(y, ox), S(y, oz)) < 0.5 then

3 return dec = 1
4 else

5 return dec = 0
6 end

7 end
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Algorithm 4: Federated system for diagnosing risk of depression
input : Z = set of local models of data;

y—object under classification;
output : Decision class for the classified object y

1 � Step 1. Find the decision of y on the basis of each local model by using Algorithm 1
2 y0 ← 0
3 y1 ← 0
4 � Local models “vote” for the decision of y: 0 or 1
5 for all z ∈ Z do

6 if y[dec]z = 0 then

7 y0 ++

8 end

9 if y[dec]z = 1 then

10 y1 ++

11 end

12 end

13 � Step 2. Establish collective decision based on federation
14 if y0 = y1 then

15 if y0 = 0 then

16 return “No Decision”
17 else

18 if Aggregation (Entropies of class [dec] = 1) > Aggregation (Entropies of class [dec] = 0)
then

19 return y[dec] = 0
20 else

21 return y[dec] = 1
22 end

23 end

24 else

25 if y0 > y1 then

26 return y[dec] = 0
27 else

28 return y[dec] = 1
29 end

30 end

Algorithm 5: Procedure Decision_Rule (measure EF∈{ACC, SENS, SPEC, PREC},
table of EF values for all datasets zi and federated model with final decision (FD))

1 zmax ← arg maxi(EF(zi)) for zi ∈ Z
2 if EF(FD) ≥ EF(zmax) then

3 return [dec]FD

4 else

5 return [dec]zmax

6 end

4.2.1. New Algorithms for Diagnosis of Depression

Algorithm 1 for depression detection is based on the answers to the SenDD questionnaire. The
proposed algorithm is an epistemic extension of the SENSDEPR algorithm [3]. Unlike the previous
algorithm, we propose the use of entropy as a measure of assessing data uncertainty.

In the initial phase of the algorithm, we perform a two-stage fuzzification procedure on the
input data values. This reduces each value to an interval from the LI family. In particular, each certain
value a is normalized to the value b ∈ [0, 1] and replaced by the interval [b, b]. Missing values are
replaced by the interval [0, 1].
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The kNN algorithm is the basis of the approach proposed in Algorithm 1. The choice of
kNN as the classification method used in the system was dictated, first of all, by the research
conducted in [3,9,51,52], where kNN turned out to be one of the most effective methods in the
problem of diagnosing depression. As a well-explained tool, it is the best choice for our system.
By good explainability, we mean a process of searching for a diagnosis and its interpretation that
is understandable by domain specialists. The technique we propose for searching for a diagnosis
among objects with a similar distribution of features (similar answers) is analogous to the procedure
used in medicine called “case study” and is accepted by medical communities. Additionally, taking
into account imprecision through the use of IVFS provides a natural combination of machine learning
and human thinking often associated with uncertainty. In the mentioned articles, we may observe
comparing methods of classification with results obtained using other methods of machine learning
and different psychiatric tests with new tests used in the diagnosis of depression. For example, in [51],
one can observe an application of the kNN and Random Forest algorithms for diagnosing depression
based on CESD-R test answers. In this application, the kNN algorithm classified better than Random
Forest. The choice of test CESD-R as a source of decision values assigned to objects from the SenDD
dataset was dictated by its efficiency in comparison with the following depression diagnosing tests:
Beck, Hamilton Depression Rating Scale, PHQ-9, QIDS-SR, HDRS, GDS, and CES-D [3,9,10]. The
obtained dataset in our research was used for testing a new, more effective, and sensitive diagnostic
model based on the following:

• SenDD;
• Algorithms 1–4;
• Algorithm 5 (Decision Rule), which is explained in the next part of this paper.

The selection of nearest neighbors of a classified object is realized first by choosing k most
similar (according to used similarity measure) objects from input data and next by taking the most
similar representatives of each decision class present among k nearest neighbors. Interval values of
similarity measures are the basis of the choice of the decision value for the object under classification.
In particular, in the presented Algorithm 1, we apply the “selection method” based on the width of
intervals, a critical point 0.5, and four types of order, namely, ≤ ∈ {≤2,≤Adm,≤pos,≤nec}.

Then, among the k most similar objects to y in each decision class (lines 16–19), we use the
object entropy measure and select the one with the lowest uncertainty, i.e., the lowest entropy
(lines 21–22 of the algorithm code). Thus, in the next step of the algorithm, for the two intervals
obtained corresponding to each class, we use the following method leading to the decision-making,
where for the classes “0” (no depression) and “1” (depression or subliminal depression), intervals
are denoted as d0 and d1, respectively, in accordance with their connection with the neutral value
[0.5, 0.5]. In addition, the algorithm may refrain from making decisions “No Decision” (procedure
Classify (Algorithm 2) in line 24). This, in turn, is subject to possible correction in the last part of the
algorithm depending on the patient’s answers to the last two so-called verifying questions (attributes
21 and 22 with values less than 2 on a scale [0–4], which means a negative psychological situation for
the respondent, according to expert assessment). In such a situation, for a primary diagnosis that
does not indicate depression, a change is made (procedure Verify_Decision (Algorithm 3) on line 26).

The following symbols are used in Algorithms 1–3:

• x—element of input dataset P;
• x[i]—i-th coordinate of vector x;
• w(r)—width of interval r;
• r, r—left and right end of interval r;
• ox—object which is the most similar to y;
• oz—object which is the most similar to y with decision value “1”, i.e., oz[dec] = 1;
• ox[21], ox[22]—values of attributes 21, 22

(the answers for verification questions 21 and 22) of object ox;
• D—distance measure,

D([ζ, ζ], [η, η]) = max(|ζ − η|, |ζ − η|);
• E—entropy measure constructed by methods of Propositions 6, 9, and 12, respectively, for

classes standard, possible, and necessary (E ∈ {Estd, Epos, Enec});
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• S—similarity measure constructed by methods from [3,50]: S ∈ {Sstd, Spos, Snec} (Spos cf.
Example 10).

4.2.2. Federated Decision-Making

In Algorithm 4, which is the second step of the procedure for depression prediction, we present
a method for generating the final decision—a global decision. It uses decisions obtained in Algorithm
1 based on data in each local set participating in the federation for a given object. The federated
decision (final decision, Algorithm 5) is based on the idea of federated learning [4,5], where decisions
obtained on local data have an impact on the final decision (provided that they do not spoil the
effectiveness of the local model) based on the plurality voting technique. The proposed method
additionally takes into account the use of the entropy measure in the case of an equal number of
obtained local decisions for each class.

The Decision Rule procedure (Algorithm 5) suggests federated decision-making [dec]FD

(Algorithm 4) only for local sets with local model efficiency lower than the collective decision
designation in order to make a final decision (FD). The goal is to not worsen the quality of classification
for all local datasets.

Let us recall the definitions of some of the coefficients used in Algorithm 5 and experiments:

• Accuracy: ACC = TP+TN
TP+TN+FP+FN ;

• Specificity: SPEC = TN
TN+FP ;

• Precision: PREC = TP
TP+FP ;

• Sensitivity: SENS = TP
TP+FN .

Here, TP stands for the number of correctly classified positive cases, TN is the number of correctly
classified negative cases, FP is the number of incorrectly classified negative cases, and FN is the
number of incorrectly classified positive cases.

Proposing the use of the new entropy in the epistemic aspect in both of the new proposed
algorithms (generating an individual decision in individual local sets and generating a federated
decision) is a novelty presented in this paper and the effectiveness of this will be presented in the
next section.

5. Experimental Results of Different Aspects of Real Problems

We demonstrate the effectiveness of the proposed algorithms using widely used measures of
accuracy (ACC), sensitivity (SENS), specificity (SPEC), and precision (PREC).
We investigate the mentioned values of effectiveness obtained in the following scenarios:

1. Scenario 1: centralized model. The model was trained on a 70% input dataset and tested on a 30%
input dataset. We compared the SENSDEPR algorithm [3] and Algorithm 1.

2. Scenario 2: local models. Due to biased data division (NON-IID data), the distribution of
classes among clients was uneven. We created three local models from the input dataset.
Client 1 received a balanced division of classes with a 50–50% split of decision classes. However,
Clients 2 and 3 received an unbalanced distribution, with one having 80% cases of class 0 and
the other having 80% cases of class 1. Local models were tested on a balanced 15% test set
separated from the dataset before splitting into local sets.

3. Scenario 3: federated decision-making based on Algorithm 4. The method was used only for
local models with lower effectiveness than the federation’s effectiveness (Algorithm 5).

It is worth noting that during the experiments (in Figure 1), only one effectiveness measure was
applied in the Decision Rule procedure (Algorithm 5). Namely, it was the accuracy measure. Despite
this, values of other efficiency parameters (SENS, SPEC, PREC) were also recorded.

In each scenario, 10-fold cross-validation was used. In addition, various model parameters
were considered:

• k ∈ {1, 3, 5, 7};
• Operator aggregation functions, orders, and similarity were used to build adequate classes

(standard/classic, possible, and necessary for different entropy measures).
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Figure 1. Experimental scenarios.

We present the best results in Tables 1–4.
Firstly, in Scenario 1, i.e., in the Baseline Model, where the dataset was complete and lacked any

uncertainty (due to removing cases with missing values), the SENSDEPR algorithm described in [3]
(which has also been compared with other methods of diagnosis given in the literature) is compared
with Algorithm 1. The outputs are presented in Table 1 for optimal results obtained in the considered
possible cases (possible similarity, entropy, and aggregation were used).

Table 1. Performance of algorithms with full data.

Scenarios Dataset ACC SENS SPEC PREC

Scenario 1—Baseline—Algorithm SENSDEPR All Data 0.97 0.81 0.984 0.981

Scenario 1—Baseline—Algorithm 1 All Data 0.988 0.785 0.989 0.865

Experiments conducted according to scenarios 2 and 3 are presented separately for the three
discussed classes of entropy measures: classic, possible, and necessary aspects. The results demon-
strate that the federated model, corresponding to scenario 3, achieved higher efficiency compared
to the other scenarios. We observed enhanced performance in key metrics such as accuracy, sensi-
tivity, specificity, and precision. Improving sensitivity and specificity is particularly important for
NON-IID data, especially for possible entropy measures used in Algorithm 1. A similar dependency
arose for the centralized model when compared with the most effective similarity measure used in
the SENSDEPR algorithm [3]. This observation is significant as it underscores the potential of the
proposed algorithm in future studies of other real problems by using possible measure similarity or

entropy, i.e., optimal measures from the point of view of representation uncertainty. We also present
the best results of classification efficiency in the tables below when using accuracy as efficiency in the
Decision Rule algorithm (Algorithm 5) (EF = ACC).

Firstly, in Table 2, we can see the performance of the model on NON-IID data in the classic case:

Table 2. Performance on NON-IID data in classic case.

Scenarios Dataset ACC SENS SPEC PREC

Scenario 2 Client 1 0.764 0.781 0.685 0.744
–Local Models Client 2 0.653 0.58 0.904 0.599

Client 3 0.616 0.973 0.646 0.616

Scenario 3—Federated Decision-Making (Algorithm 4) 0.723 0.715 0.735 0.732
Decision Rule (Algorithm 5) 0.764 0.781 0.685 0.744
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Now, in Table 3, we present the performance of the model on NON-IID data in the possible case:
Finally, we compare in Table 4 the above results with the performance of the model on NON-IID

data in the necessary case:

Table 3. Performance on NON-IID data in possible case.

Scenarios Dataset ACC SENS SPEC PREC

Scenario 2 Client 1 0.887 0.887 0.667 0.854
–Local Models Client 2 0.871 0.488 0.959 0.654

Client 3 0.642 0.987 0.354 0.642

Scenario 3—Federated Decision-Making (Algorithm 4) 0.7125 0.635 0.79 0.769
Decision Rule (Algorithm 5) 0.887 0.887 0.667 0.854

Table 4. Performance on NON-IID data in necessary case.

Scenarios Dataset ACC SENS SPEC PREC

Scenario 2 Client 1 0.695 0.67 0.72 0.717
–Local Models Client 2 0.746 0.467 0.895 0.653

Client 3 0.597 0.895 0.573 0.572

Scenario 3—Federated Decision-Making (Algorithm 4) 0.701 0.685 0.7175 0.716
Decision Rule (Algorithm 5) 0.746 0.467 0.895 0.653

In Tables 1–4, we present the best results for each class for different parameters such as aggrega-
tions, order, and number of k (k = 5) for similarities of objects and, finally, entropy measures. The best
results were observed for possible measures, especially for Spos (from Example 3), which was also
used in the construction of possible entropy measures. We see the greatest progress (we improved
the efficiency of the classification of weak clients while not worsening the efficiency of strong partners
(clients) of the federation) for key measures such as ACC and PREC, which is a priority for equally
important problems such as people’s health and safety.

6. Summary and Future Plans

In this article, we demonstrated an actual application and the use of new definitions of entropy
in the necessary, possible, and standard aspects of a modification of the diagnostic model based on
a generalized kNN algorithm. We introduced entropies in the optimistic and pessimistic aspects
of interval-valued fuzzy relations. The new algorithm creates a more sensitive diagnosis. We also
proposed an ensemble decision-making method for small and NON-IID datasets.

The interval calculus approach proposed in the article turned out to be very effective. Intervals
were used to represent the uncertainty of data, and the comparability measures related to the
interval calculus take into account different epistemic, more or less restrictive (possible or necessary)
approaches, as illustrated with the comparability measures considered—i.e., entropy measures tend
to be more flexible due to uncertainty.

In particular, the new entropy measure proposed in this paper proved to be useful for improving
the efficiency of the proposed algorithm for proposing decisions under conditions of small or faulty
datasets and in cases dealing with data privacy problems.

Proposing the use of entropy in both algorithms (generating an individual decision in individual
local sets and generating a federated decision) is a novel aspect in this paper.

The research we present is preliminary research. In the next stages, we plan to obtain consent
for clinical trials from a relevant bioethics committee and expand the research in the following areas:

• Consideration of different screening periods to determine the sensitivity threshold of the test;
• Use of different methods of the imputation of missing data;
• Taking into account the influence of membership in different social groups on decisions (exami-

nation of the influence of social–psychological characteristics on decisions), different types of
data, etc.
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Moreover, in the future, we will continue tests on the correctness of the process of decision-
making to tune algorithms to work in an online system for producing fast diagnoses. The created
system will be used in screening selected risk groups, including school-age children, who increasingly
exhibit mood disorders. The system for diagnosing risk of depression will be widely used among
people of different age groups. Thus, the database will be expanded.

Realizing that the proposed system, especially the local classification of threats, is strongly
related to the specificity of a given problem/disease entity, the problem of developing the indicated
federated decision-making technique will be associated with the modification of the classification
algorithm in relation to the new research problem.

The development of the methodology will take the following into account:

• Various data types, including categorical data. The database will be expanded with additional
information about living conditions collected in interviews to propose a relationship between
the diagnosis and the socioeconomic situation of respondents.

• Comparison with other methods used in the diagnosis of depression, as well as analysis of the
potential use of other methods taking into account data noise.
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Abstract

With more China railway business information systems migrating to the China Railway
Cloud Center (CRCC), the attack surface is expanding and there are increasing security
threats for the CRCC to deal with. Cyber Mimic Defense (CMD) technology, as an active
defense strategy, can counter these threats by constructing a Dynamic Heterogeneous
Redundancy (DHR) architecture. However, there are at least two challenges posed to the
DHR deployment, namely, the limited number of available schedulable heterogeneous
resources and memorization-based attacks. This paper aims to address these two chal-
lenges to improve the CRCC-DHR reliability and then facilitate the DHR deployment. By
reliability, we mean that the CRCC-DHR with the limited number of available heteroge-
neous resources can effectively resist memorization-based attacks. We first propose three
metrics for assessing the reliability of the CRCC-DHR architecture. Then, we propose an
incomplete-information-based game model to capture the relationships between attackers
and defenders. Finally, based on the proposed metrics and the captured relationship, we
propose a redundant-heterogeneous-resources scheduling algorithm, called the Entropy
Weight Scheduling Algorithm (REWS). We evaluate the capability of REWS with the three
existing algorithms through simulations. The results show that REWS can achieve a bet-
ter reliability than the other algorithms. In addition, REWS demonstrates a lower time
complexity compared with the existing algorithms.

Keywords: China Railway Cloud Center; DHR architecture; entropy; game theory; mimic
defense; scheduling

1. Introduction

The China Railway Cloud Center (CRCC) is primarily responsible for the construc-
tion and deployment of various business information systems supporting China Railway
internal services, production, management, and office functions to various end nodes [1].
These nodes may be the China Railway Corporation nodes, regional center nodes, or
station-segment nodes [1]. Figure 1 illustrates the CRCC architecture, characterized by the
deployment of unified computing resources and unified security protection resources at
the central nodes of the corporation. The CRCC should meet the security requirements
of the regional center nodes and station-segment nodes when these nodes access various
business systems deployed in the CRCC. This is achieved by implementing unified security

Entropy 2025, 27, 208 https://doi.org/10.3390/e27020208
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protection and access aggregation measures at the network edges of these nodes. These
protection measures ensure secure data access across different application domains.

 

Figure 1. The architecture of the CRCC.

The past years have witnessed a surge in the number and sophistication of zero-day
vulnerabilities, which pose a critical threat to organizations of all sizes [2], and an increase in
APT attacks on the critical infrastructures, such as public transportation and electricity [3–5].
As the scale of information system construction in the CRCC has continuously expanded,
the risk of various attacks is becoming even more severe. There are the following two main
reasons.

(1) The attack surface of various application systems is growing [6]. As various produc-
tion, offices, and service systems of the railway rapidly expand, the types of intelligent
terminals at regional center nodes and station-segment nodes keep being diversified.
Additionally, the stations accommodate many more individuals, through which at-
tacks may be carried out on the CRCC if these individuals are not protected well. This
leads to a gradual increase in the overall attack surface of the CRCC systems. As a
result, the probability of attack occurrence is continuously rising.

(2) Artificial Intelligence (AI) technologies and advancements are being used in cyber
attacks [7,8]. The attacks can apply the knowledge memorization of previous attacks
to make adaptive adjustment to the defense strategy, thus making the attack more
persistent, covert, and not easy to counter.

70



Entropy 2025, 27, 208

Techniques of addressing security and reliability issues include Moving Target Defense
(MTD) [9–11], Cyber Mimic Defense (CMD) [12,13], Byzantine Fault Tolerance [14–16], and
Redundancy Fault Tolerance [17,18] technologies. The characteristics of these technologies
are summarized in Table 1.

Table 1. Comparison of different technical characteristics (“
√

” indicates that the condition is satis-
fied).

Approach Primary Model
Features

Fault Tolerance
Dynamic Heterogeneity Redundancy

BFT Master-slave
√

3f – 1
FTR Master-slave

√
f + 1, 2f, 3f. . .

MTD Master-slave
√ √ f + 1, 2f, 3f. . . or

time redundancy
CMD customizable

√ √ √
customizable

Among the techniques mentioned, Cyber Mimic Defense (CMD) technology is one
of the prevailing methods. It aims to make the targeted system uncertain and dynamic in
time and space so as to effectively counter potential attacks. CMD technology constructs
a Dynamic Heterogeneous Redundancy (DHR) architecture. This architecture introduces
the fault-tolerant features of dynamism, heterogeneity, and redundancy into the system. It
also introduces closed-loop feedback features into the system. These introduced features
enhance the system’s robustness and intrinsic security [19–21]. Compared with other
technologies, CMD offers more flexibility in the architectural pattern and fault-tolerant
form. As a result, CMD technology significantly enhances the security and reliability of
systems in various complex scenarios.

Studies and the application of CMD technology have demonstrated its effectiveness
in addressing endogenous security problems. However, there are at least two weaknesses
in applying this technology within the CRCC.

Weakness 1: The existing research assumes that there are infinite schedulable hetero-
geneous resources in the cloud environment.

Weakness 2: They assume that there is no information entropy decay in the redun-
dancy scheduling process. This decay makes the entire CMD system unable to guarantee
its reliability when there exist memorization-based attacks. By memorization, we mean that
the adversary can apply the information, which the adversary obtains in the previous at-
tacks, to the later attacks. But this decay exists when there is a finite number of schedulable
resources and there exists memorization-based attacks.

This paper aims to deal with these two weaknesses. The main contributions are listed
as follows.

(Contribution 1) We propose three reliability assessment metrics for the CRCC-DHR
architecture under the conditions of limited schedulable heterogeneous resources and
memorization-based attacks. The metrics are detailed in Section 3, including the number
of scheduling states of the redundancy resources (executors), the information entropy
value, and the decay rate of the information entropy value. These metrics are based on the
information, which can be obtained by the adversary after a successful attack and will be
applied to the subsequent attacks.

(Contribution 2) We propose an incomplete-information-based game model to capture
the relationships between attackers and defenders for the DHR architecture under the
conditions of limited schedulable resources and memorization-based attacks. We also
apply information entropy to solve the model and then derive the condition that should be
satisfied in order to guarantee the maximum attacker–defender equilibrium gain.
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(Contribution 3) We propose an information-entropy-weight-based redundant execu-
tor scheduling algorithm. We firstly define the reliability maximization model, where we
define the objective function based on the metrics in Contribution 1, and we construct the
constraints based on both the metrics in Contribution 1 and the game model developed in
Contribution 2.

We perform simulations to evaluate the proposed algorithm’s capability by comparing
it with three existing algorithms, with respect to the traditional scheduling cycle metrics as
well as the metrics proposed in this paper.

The subsequent parts of this paper are organized as follows. Related work is presented
in Section 2. The reliability index model under the conditions of limited schedulable
resources and with a memorization-based attack is introduced in Section 3. The game theory
modelling method and the scheduling algorithm are introduced in Section 4. Experimental
simulations are carried out in Section 5, and the conclusions of this paper and outlooks of
the future work are presented in Section 6.

The variables in the article and the symbols of the formulas are shown in Table 2.

Table 2. Symbol definition.

Symbol Definition

A A mimic defense system

ai The i-th redundant resources/executors in A

n The number of redundant resources/executors in redundant resource pools

m The number of redundant executors in a scheduling process

k The number of failed redundancies in system A

p(ai) Probability that the redundant executor ai is disabled by an attack

p(ai . . . al)l−i Jointly distributed probability of the failure of l-i redundancies together

p(A)m The failure probability of system A with a scheduling redundancy of m

pxt The probability that xt pieces of information are available

F(pxt) The uncertain function of the probability of the occurrence of xt

t The t-th scheduling state, 1 ≤ t ≤ T

T The number of (scheduling) states

FPA(t) The information entropy metric of system A

FPA(Δt) The decay rate of the information entropy value

b Attack cost for an adversary b > 0

c Defender’s base gain when the system is functioning normally, c > 0

e Attacker’s base gain when undetected, e > 0

d Cost to the defender when scheduling 1 redundant executor, 0 < nd ≤ c

B Total gain from a successful attack by an attacker, 0 < nb ≤ B

λ
Proportionality parameter of return expectations for different ranges of values of k, 0 < λ <

1

{α, β} Equilibrium solution of the game model

t(ai) Attacked state of the redundant executor ai

w(FPai(t)) Information entropy weight function of the redundant executor ai in state t

w(FPai(Δt)) The rate of change of the information entropy weights when the redundant executor ai
changes from state ti to state ti + 1

eai(t0) Decay rate threshold for information entropy values

di Classification of computational results for redundant executor ai

εai Randomized offset values for redundant executor ai weights

V Mimetic adjudication results
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2. Related Work

The DHR architecture [12,13] is the core architecture of the CMD, including the com-
ponents of input agents, executors, voters, policy schedulers, and a pool of heterogeneous
redundant executors, as illustrated in Figure 2. The fundamental processing flow of the
system is as follows:

(i) Dynamically Allocating Redundant Executors: The scheduling module dynamically
assigns redundant executors from the pool to the processing module using a dynamic
selection algorithm.

(ii) Forwarding User-Sent Message Status: The input agent forwards the status of the
messages sent by the user to different redundant executors within the processing
module.

(iii) Processing and Making a Consistent Decision: The redundant executors process the
received requests and send them to the voting unit. The voting unit then makes a
consistent decision and produces the output result.

(iv) Negative Feedback and Redundant Executors Rescheduling: If any inconsis-
tent rulings are detected during the decision-making process, the redundant re-
sources/executors that are responsible receive negative feedback. This feedback is
sent back to the scheduling module, which triggers the rescheduling of the redundant
executors.

Figure 2. Dynamic Heterogeneous Redundancy model structures.

There exists research on mimic defense architectures for public and private cloud
networks. Li et al. [22] proposed a mimic cloud security architecture called Mimi-cloud
for 5G core networks. This architecture enhances the security of 5G core networks by
uniformly computing the heterogeneous vector metrics of container cloud environments.
It also improves security through unified Kubernetes scheduling and the cross-checking
of container cloud executables. Wu et al. [23] introduced an active defense development
framework for cloud-native environments. They used technologies such as multi-version
assembly, multi-instance deployment, and diversified compilation to increase the system
complexity and then improve its ability to resist attacks. Wang et al. [24] proposed an
IoT DHR architecture based on the double deep reinforcement learning network (DDQN).
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They used the DDQN network to train and optimize scheduling and decision strategies.
This enables dynamic scheduling in container cloud environments driven by Kubernetes.
Sepczuk [25] developed a defense model that combines the DHR architecture with a WAF
firewall in a cloud environment. The WAF firewall establishes temporary redundant
execution rules when potential HTTP attacks are detected, thereby enhancing the security
of the system.

Regarding the optimization of mimic defense strategies, the relevant research pri-
marily uses various modelling techniques, which mathematically model and simulate the
dynamic scheduling strategies of redundant executors. These modelling techniques include
probability models, game models, and information entropy models, which are detailed in
the following.

(i) Studies based on probabilistic modeling.

This type of study is a classical approach. Through the probabilistic model, researchers
optimize the probability of a successful attack on a redundant executor. They use the
heterogeneity of the executor as a metric to assess the likelihood of an attack. Based on this
assessment, they develop relevant scheduling strategies.

Chen et al. [26] addressed the nonlinear problem of component heterogeneity superpo-
sition. They introduced a heterogeneous evaluation model based on the minimum L-order
error probability. Li et al. [27] proposed several scheduling algorithms, including a time
threshold-based TIRTS scheduling algorithm, a task-based threshold TARTS scheduling
algorithm, and the MQS multi-level queue scheduling algorithm. Zhu et al. [28] developed
a comprehensive scheduling algorithm called HHAC. This algorithm is based on high-order
heterogeneity and adaptive historical confidence. It aims to optimize the dynamic strategy
of the DHR architecture. They also analyzed the dynamic indicators of the CRS, TIRTS,
RSMS, and HHAC algorithms. Shao et al. [29] proposed a dynamic scheduling algorithm
called HCDC. This algorithm is based on historical credibility and K-Means heterogeneous
clustering. Through simulation experiments, they compared the HCDC algorithm with the
RS, MD, and OMD algorithms in terms of attack rates and other indicators.

(ii) Studies based on game model and information entropy model.

Research based on the game model focus on analyzing the gain indicators for both
attacking and defending parties within the DHR architecture. This involves examining the
system’s response to operational events. The goal is to improve the system reliability by
optimizing the game strategies of both the attackers and defenders. Research using the
information entropy model, on the other hand, assesses system reliability by monitoring
changes in information entropy during the operation of the mimic defense system.

Hu et al. [30] analyzed the heterogeneity of redundant executors and the probability
of being attacked based on the information entropy theory. They proposed a defense chain
model incorporating information entropy and heterogeneity. The numerical analysis of
the attack success rate was conducted using the successive Markov model to verify the
effectiveness of the DHR architecture. Chen et al. [31] proposed a dynamic architecture
evaluation method based on incomplete information game strategies. They used the
Markov chain model to calculate and evaluate the benefits for both offense and defense.
This approach was used to verify the security of the architecture. Shi et al. [32] developed an
evolutionary DHR system. They addressed the issue of a limited number of heterogeneous
executors by introducing evolutionary sub-strategies for the executors. The effectiveness
of their proposed scheme was verified through the construction of a game model. Hu
et al. [33] used the static game theory to explore the unique Nash equilibrium within the
DHR architecture. They applied the Adam algorithm to analyze and validate the dynamics,
heterogeneity, and failure rates affecting the DHR architecture in detail. Shao et al. [34]
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proposed an active defense method, which exploited adaptive anomaly sensing for the
mimic IoT. This method aimed to deal with uncertain threats, such as known vulnerabilities
and backdoors existing within the IoT, which were difficult for traditional passive network
security technologies to effectively counter.

In summary, there has been extensive research on the application of mimic defense
architectures in cloud environments and the optimization of defense strategies. However,
issues remain in two key areas of related research:

(i) Research on the mimic defense architecture in cloud-centric environments often
assumes that there are sufficient schedulable heterogeneous resources. Currently,
relevant studies mainly focus on leveraging Kubernetes as the management and
scheduling center within the cloud center system architecture. Kubernetes is used for
the unified and rapid deployment of container cloud environments and integrates
with the DHR architecture to enhance system reliability. However, there is limited
research on the reliability of private cloud centers as unified carriers for multi-system
multiplexing. These centers typically have more uniform resources to be allocated
and insufficient scheduling heterogeneity.

(ii) There is less research on the reliability of mimetic scheduling strategies against
memorization-based attacks. Currently, research on mimic defense scheduling strate-
gies mainly addresses none-memorization-based attacks. These attackers do not focus
on specific targets or analyze the attack environment after the attack. In such cases,
the system’s long-term reliability can be maintained through scheduling and cleaning
strategies for the redundant executors. However, the situation is different for those
cases where there exist attacks with clear targets and 0-day vulnerability attacks.
Traditional scheduling methods cannot fully clarify these threats in the short term.
That is, there is a lack of research on the reliability of mimetic scheduling strategies
under these conditions.

In our previous research [35], we modeled and analyzed the reliability-related metrics
of the DHR architecture for application-oriented systems based on failure probability
modeling in the CRCC. The process is as follows:

(i) We consider a mimic defense system A with a total redundancy of n and m heteroge-
neous redundant executors that can be dispatched at a time, denoted as {a1 . . . am}n,
and make the following assumptions:

Assumption 1. The reliability factors affecting system A include only system failures due to attacks
on the redundant executors and do not include other failure factors.

Assumption 2. When an adversary launches an attack, there is at most only a single redundant
executor to fail, and the attack is an independent event.

The system reliability R(A)m can be expressed by its failure probability function p.
That is, as shown in Equation (1), where p(A)m denotes the failure probability of the
proposed defense system A and p(ai . . . aj)j−i denotes the joint distribution probability of
l-i redundant executors failing together.

R(A)m = 1− p(A)m = 1−
m

∑
l−i=[(m+1)/2]

p(ai . . . al)l−i (1)

(ii) We further set n redundant executors, each of which consists of some different com-
ponents. For any two redundant executors, there is often a certain degree of ho-
momorphic similarity between the different components. The higher the degree of
similarity of the components or the higher the number of similar components, the
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higher the probability that a common-mode vulnerability will lead to the failure of
the two redundant executors. The system failure probability can be further expressed
in Equation (2):

p(A)m =
m

∑
l−i=[(m+1)/2]

p(ai . . . al)l−i =
m

∑
l−i=[(m+1)/2]

p(ai)p (ai+1 . . . al |ai) l−i−1 (2)

Also, noting that sij denotes the similarity of any two redundant executors ai, aj, the
system A similarity can be represented by the matrix S as follows:

S =

⎛⎜⎜⎝
1 . . . s1n
...

. . .
...

sn1 · · · 1

⎞⎟⎟⎠ (3)

If the relationship between the similarity and the probability of an attack on a redun-
dant executor is expressed as f (sij), then the probability p(aj

∣∣ai) of the redundant executor
ai being successfully attacked can be expressed by Equation (4).

p(aj
∣∣ai) = p(aj) · f (sij) (4)

Then, for system A, the failure probability p(A) under the majority consensus decision
condition, i.e., the number of failed redundancies k satisfies k≥ [(m + 1)/2], can be expressed
by Equation (5).

p(A)m =
m

∑
k=[

m + 1
2

]

k

∏
i=1,j �=i

p(ai)p(aj) f (sij) (5)

Through the above analysis, it can be concluded that there are two key factors affecting
the failure probability of the DHR architecture, i.e., the probability p(ai) of redundant
executors being attacked, and the similarity mapping function f (sij) between the redundant
executors. p(ai) is related to the security of each component of the system, which is a
relatively fixed attribute. f (sij) is related to the size of the entire resource pool of the cloud
center, and the type and number of heterogeneous components. Since cloud environments
are often built uniformly in practice, the number of heterogeneous resources that can be
scheduled is very limited, and thus the range in the variation of the two attributes p(ai)

and f (sij) is also limited, which does not allow for an effective assessment of the reliability
of the CRCC-DHR architecture under the condition of limited schedulable resources.

This paper considers the CRCC-DHR where there are limited schedulable heteroge-
neous resources and various targeted memorization-based attacks from external networks.
We use the information entropy model to perform the modeling and analysis. Additionally,
we propose a redundancy scheduling algorithm based on random entropy weights and
the game model. This algorithm aims to improve the reliability of the mimic defense
architecture in environments with limited scheduling resources and memorization-based
attacks.

3. Three Metrics for Assessing the Reliability of the
CRCC-DHR Architecture

The discussions in Section 2 indicate that it is hard to assess the reliability of CRCC-
DHR architectures well under the conditions of limited heterogeneous resources and
memorization-based attacks using the failure probability approach [35]. Therefore, this
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section proposes information-entropy-based metrics to analyze the reliability of the CRCC-
DHR architecture.

We consider the common attack chain for a system attack, including four stages:
scanning, vulnerability detection, attack implantation, and attack maintenance, as shown
in Figure 3.

Figure 3. Attack chain.

For memorization-based attacks, the adversary often first scans and sniffs the target
host and then implants an attack agent on the system through 0-day vulnerabilities. When
the attack is blocked at any stage, the attacker will record the blocked state and then resume
scanning and sniffing in the subsequent attacks.

It is known that the reliability of the redundant system A stems from the uncertainty
of being attacked [30]. The greater the uncertainty, the more effort an attacker must employ,
resulting in a higher system reliability. This uncertainty can be measured by the system’s
information entropy H, which is the expected value of the uncertainty probability for each
redundant executor within the system. That is, for a system X = {xt|x1 . . . xl} containing l
executors, its total information entropy can be expressed by Equation (6).

H(X) = E(F(pxt)) = −
l

∑
t=1

pxt log pxt (6)

where pxt denotes the probability that xt pieces of information are available, and F(pxt)

denotes an uncertain function of the probability of the occurrence of xt.
We use H(A) to denote the initial total entropy of the mimetic defense system A. Sup-

pose there exists a 0-day vulnerability in A, which cannot be eliminated through offline
cleaning for the time being. Then, under the condition of infinite redundant executor
resources, the defender can force the attacker to repeat between states 1 and 2 by continu-
ously performing new redundant executors’ scheduling. That is, in the information entropy
model, a single redundant executor can be attacked to make the entropy decrease. But when
n tends towards infinity, the total information entropy of the system still remains undimin-
ished. In addition, under the condition of finite redundant resources/executors, although
the defender can conduct repeated scheduling by scheduling the complete redundant
executors, the adversary has memory (that is, the adversary can conduct memorization-
based attacks) and then can continuously increase the attack success probability. That is,
in the information entropy model, the attacker’s attack success probability increases with
repeated scheduling, and the overall information entropy of the system decreases. The
trend graph of the system information entropy in two cases is shown in Figure 4.

Before we present the information entropy-based metrics, we first give the following
two assumptions:

Assumption 3. The heterogeneous redundant system A adopts the classical majority-consistent
strategy for output adjudication.

Assumption 4. There exists a state indicator T for a redundant executor ai, which represents the
adjustable interval of that redundant executor from completely risk-free to completely failed under
the condition of having memorization-based attacks. pxt(ai) denotes the failure probability of the
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system in the t-th state of ai, t ∈ (1, T), and pxt(ai) is a monotonically increasing function of the
state variable t.

  
(a) (b) 

Figure 4. (a) Trend of information entropy loss during the scheduling of redundant systems under
infinite resources. (b) Trend of information entropy loss during the scheduling of redundant systems
under finite resources.

Then, we assessed the total information entropy of the heterogeneous redundant
system A being attacked by any redundant executor. That is, the total information entropy
of the system is the sum of the information entropy of each redundant executor being
attacked successfully, which can be expressed according to Equation (7).

H(A) = H(a1, . . . , am)

= −( T
∑

t=1
pxt(ai) log pxt(ai) +

T
∑

t=1
pxt(aj

∣∣ai) log pxt(aj
∣∣ai) + . . .)

= − m
∑

i=1

i
∑

j=1

k
∑

t=1
(pxt(ai) f (sij) log(pxt(ai) f (sij)))

(7)

s.t.[(n + 1)/2] ≤ m ≤ n
0 ≤ f (sij) ≤ 1

In Equation (7), when any redundant executor ai fails due to an attack, H(ai) is reduced
to 0, and the information entropy of the system decreases. However, the entropy of a single
redundant executor ai is not monotonically decreasing. With these discussions, we now
present the three metrics:

(Metric 1) The number of scheduling states of the redundancy resources/executors

We choose the number of scheduling states T as the first metric, which can be used as
a basis for the information entropy and the trend of the information entropy change. In
addition, it can be used as a basis for analyzing metric normalization in comparison with
other scheduling algorithms. See Section 5.

(Metric 2) The information entropy value

Equation (8) defines the uncertainty function FPA(t), which is a monotonically de-
creasing function in the range of t ∈ [1, T] and is positively correlated with H(A). FPA(t) is
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the information entropy metric of the system. By removing pxt(ai) from Equation (7), we
obtain the computing formula of FPA(t), as shown in Equation (8).

FPA(t) = −( T
∑

t=1
log pxt(ai) +

T
∑

t=1
log pxt(aj

∣∣ai) + . . .)

= − m
∑

i=1

i
∑

j=1
( f (sij) ·

T
∑

t=1
log(pxt(ai) f (sij))

(8)

s.t.[(n + 1)/2] ≤ m ≤ n
0 ≤ f (sij) ≤ 1

(Metric 3) The decay rate of the information entropy value

In Equation (8), FPA(t) can denote the information entropy value of the CMD system
A at the moment of state t. The smaller FPA(t), the less reliable the system. Additionally,
when FPA(t) is 0, the system becomes completely unreliable. In addition, we propose the
decay rate of the information entropy value FPA(Δt) as the third evaluation metric for
assessing the system’s reliability. FPA(Δt) can be expressed as in Equation (9).

FPA(Δt) = −
m

∑
i=1

i

∑
j=1

( f (sij) · log(
pxt + ΔpxΔt

pxt
)) (9)

A larger FPA(Δt) value indicates a larger decay rate in the system entropy information
entropy value, i.e., the fewer times the system can cope with memorization-based attacks,
and the lower the system’s resistance to memorized attacks.

4. Scheduling Algorithm Based on the Information Entropy and
Game Model

This section first presents a game model to capture the relationships between attackers
and defenders, then the algorithm for scheduling redundant executors is given.

4.1. Game Model

Consider the game state of the mimic defense system for both attackers and defenders,
each aiming for benefits. The adversary wishes to destroy the system by attacking the
redundant executors to gain benefits, while the defender wishes to analyze the adversary’s
attack strategy to make corresponding defense scheduling and reduce the benefits gained
by the attacker. The benefits of both sides are negatively correlated. In the process of
strategy adjustment, when both the adversary and the defender cannot gain more benefits
by adjusting the strategy, the game reaches equilibrium, at which time the adversary will
give up the attack due to the inability to obtain the desired attack benefits.

In this model, whether the adversary launches a subsequent attack in any attack state
t mainly depends on whether the probability of the adversary obtaining a gain satisfies its
expectation when the state moves from t to t + 1. Therefore, we first present the game model
based on the complete information, i.e., the benefit matrix under the full information. Then,
by pointing out its weakness, we give the game model based on incomplete information,
and based on this, the equilibrium point is solved.

4.1.1. Game Model Based on Complete Information Conditions

Consider a game model G = {Ω, T, P, U}.
(1) Ω= {ΩA, ΩD} denotes the game participants: attacker ΩA and defender ΩD.
(2) T = {T A, TD} denotes the game strategy space, the attacker strategy TA =

{TA1, TA2}, and the defender strategy TD = {TD1, TD2}. TA1 means that the attacker
performs an attack strategy, TA2 means that the attacker performs a no-attack strategy, TD1
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means that the defender performs an active scheduling defense, and TD2 means that the
defender shuts down the system.

(3) P= {αA, βD} denotes the game strategy execution probability space. The probabil-
ity that the adversary attacks to execute the strategy is denoted as αA and the probability
that the defender executes the strategy is denoted as βD. Thus, αA = {α, 1− α} and
βD = {β, 1− β}.

(4) U = {U A, UD} denotes the payoff space of the game participants. UA is the
attacker’s payoff and UD is the defender’s payoff.

At the same time, we make the following assumptions:

Assumption 5. Both players of the game will execute the strategy only if they are sure that the
payoff of the strategy is positive.

The gain parameter symbols of the adversary and the defender in system G are shown
in Table 1. For the heterogeneous redundant system A with m redundancy, consider the
offensive and defensive game strategies when the number of failed redundancies k satisfies
k < [m+1

2

]
and k ≥

[
m+1

2

]
, respectively, and construct the payoff matrix under the full

information condition, as shown in Table 3.

Table 3. Payoff matrix under full information.

k < [(n + 1)/2] k ≥ [(n + 1)/2]

TD1 TD2 TD1 TD2

TA1 (−kb,c−kd) (e−kb,0) (B−kb, −kd) (e−kb,0)
TA2 (e,c−kd) (e,0) (e,c−kd) (e,0)

From the results of the payoff matrix in Table 3, it is evident that under the conditions
of complete information, the adversary can achieve the maximum gain regardless of the
strategy adopted by the defender. There is no equilibrium point. This further confirms
that the DHR architecture, under the conditions of infinite resources, cannot ensure the
stable operation of the system when facing a memorization-based attack on a definite target
under limited resources.

4.1.2. Game Model Based on Incomplete Information Conditions
Model Under the Condition of the Incomplete Information Game

Similarly in the game model G = {Ω, T, P, U}. To obtain an equilibrium solution
for the system, the information about k needs to be hidden, transforming the model into
an incomplete information game. At the same time, although the system itself has two
sets of equilibrium points—(TA1, TD1), (TA2, TD2) or (TA2, TD1), (TA1, TD2)—the defender
must choose one. In other words, for the defender’s basic goal of maintaining the normal
operation of the system, the equilibrium point needs to be among (TA2, TD1), (TA1, TD2) as
much as possible.

By averaging the return expectations under the incomplete information condition, we
can obtain the payoff matrix for this condition. This matrix is shown in Table 4.

Table 4. Payoff matrix under incomplete information.

k Unknown

TD1 TD2

TA1 ((1− λ)B− kb, λc− kd) (e − kb,0)
TA2 (e,c − kd) (e,0)
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Model Equilibrium Solving Under Incomplete Information Game

The equilibrium equation under the mixed strategy condition can be obtained using
the return matrix in Table 3:

((1− λ)B− kb)α = (e− kb)(1− α) (10)

(λc− kd)β = (c− kd)(1− β) (11)

From Equations (7) and (8), two equilibrium solutions can be obtained.

α =

{
e− kb

(1− λ)B− 2kb+e
,

(1− λ)B− kb
(1− λ)B− 2kb + e

}
(12)

β =

{
kd− c

(1− λ)c + 2kd
,
(2− λ)c + kd
(1− λ)c + 2kd

}
(13)

It is necessary to put the desired equilibrium point at (TA2, TD1), so it is necessary to
have the equilibrium solutions {α, β}.

e− kb
(1− λ)B− 2kb+e

≥ (1− λ)B− kb
(1− λ)B− 2kb + e

(14)

kd− c
(1− λ)c + 2kd

≤ (2− λ)c + kd
(1− λ)c + 2kd

(15)

That is, from Equations (14) and (15), the constraints on the desired equilibrium point
can be expressed by Equation (16).

e > (1− λ)B (16)

For the adversary, when there exists a revenue constraint e > (1− λ)B, the adversary
may not make an attack because of an insufficient revenue, and its strategic equilibrium
point is α. But for the defender, as long as the adversary satisfies the constraint e > (1− λ)B
and the defender performs defensive scheduling, there exists a strategic equilibrium point β.

Redundant Scheduling Constraint Solving Based on Incomplete Information Game Models

We now derive the relationship between attack basic gain e and information entropy by
combining with the metric formulas in Section 3. Consider a set of m executors {a1 . . . am}
with T states for each redundant executor. For any redundant executor ai, it is randomly in
the t-th state. We make the following two assumptions with the set:

Assumption 6. For the set of executors {a1 . . . am}, the total benefit of a successful attack by the
adversary is B. The metric of the information entropy value of {a1 . . . am} under the condition of
state t is FPA(t), and B ≈ FPA(t).

Assumption 7. The base gain when the adversary is not traced is a constant value e and e is much
larger than the attack cost of a single redundant executor b. The base gain is average and equal for
all the T states, denoted as e(t0).

Then, according to Equations (12) and (14), the equilibrium solution and constraints
of the set of executors {a1 . . . am} for the attacker can be expressed by Equation (17).

α = e−kb
(1−λ)FPA(t)−2kb+e

s.t.e > (1− λ)FPA(t)
(17)
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In general, the gains available to the attacking party increase gradually as the attack
continues. At state t, FPA(t) = mb can be taken. Since the objective function of the
equilibrium solution α is a decreasing function of FPA(t) in the range of T, the maximum
value of the model under the satisfied condition can be obtained and the objective function
maxα satisfies Equation (18).

maxα =
e− kb

(1− λ)mb− 2kb+e
(18)

Meanwhile, according to Assumption 7, combined with the constraints of Equation (17),
we obtain the constraints shown in Equation (19).

e(t0) = e(Δt) ≥ (1− λ)FPA(Δt) (19)

From Equations (18) and (19), we calculate the limiting value lim
e/b→m

maxα when the

ratio of the base gain e to the single redundant executor gain b converges to the total
number of executors m. The solution of lim

e/b→m
maxα with respect to the number of attacked

redundant executors k within its definition domain is [(m + 1)/2] or [(m− 1)/2]. That
is, a scheduling algorithm is designed to make the attacker’s gain in any t-state close to
[(m + 1)/2] or [(m− 1)/2], and to satisfy that the change in the base gain from the t-state
to t + 1. The maximum attacker–defender equilibrium gain is guaranteed when the amount
of state change satisfies Equation (19).

4.2. The Description of the Scheduling Algorithm

According to the analysis results in Section 4.1, we propose a redundant executor
scheduling algorithm based on the information entropy of randomized weight: REWS
(Random Entropy Weight Scheduling Algorithm).

The key steps of the algorithm are as follows. Firstly, select a collection of redundant
executors, and construct a redundant executor’s attacked state value interval for each of
them, which can be a separate indicator such as the number of attacks or the number of
scheduling, or a composite indicator of multiple elements. Then, construct the state and
information entropy weight function, as well as design the information entropy weight
decay rate function when the state changes. Next, perform random scheduling of the set
of redundant executors with weight random update feedback so that the updated sum
of the weights of each redundant executor is in the vicinity of [(m + 1)/2] or [(m− 1)/2]
information entropy weights. That is, the information entropy weights satisfy the maximum
value of the attacker’s gain when the gains of the adversary and the defender are balanced.
Finally, the calculation of the updated information entropy value makes the adversary
unable to discern whether the attack result satisfies the gain or not, thus improving the
reliability of the system. The flow chart of the algorithm is shown in Figure 5 and the three
steps are detailed in the following:

Step 1. Initialization (Algorithm 1). First, in a redundancy pool with a margin of
n, starting with the first redundant executor, set the range of the number of redundant
executor states {t(ai)|t(ai) ∈ [1, T]}. Then, construct the weight function w(FPai(t)) of
the redundant executor state and the information entropy value, construct the decay rate
function w(FPai(Δt)) of the information entropy value when the state changes, and set the
decay rate threshold of the information entropy value eai(t0).

Step 2. Randomized scheduling with weight updates (Algorithm 2). First, determine
the total redundancy m of the set of redundant executors for this scheduling, and perform
a random scheduling computation in the pool of redundant bodies if the state intervals
are satisfied and the decay rate of the information entropy value satisfies the threshold
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condition of eai(t0). At each redundant executor scheduling, the adjudication result V is the
product of each redundant executor’s computation result di and its weights cumulatively.
The computational results di are all compared with their previous settlement results, taking
1 if they are the same, and −1 if they are not.

Then, within the information entropy decay rate threshold, each redundant executor
weight w(FPai(t + 1)) that is scheduled is updated so that it is randomly fetched within the
range of the offset εai, i.e., it satisfies w(FPai(t + 1)) ∈ [w(FPai(t + 1))− εai, w(FPai(t + 1)) +
εai]. The weights after taking values satisfy the conditions in Equation (20) or (21).

m

∑
i=1

maxw(FPai(t + 1)) =
m

∑
i=1

(w(FPai(t + 1) + εai) = w(
[(m+1)/2]

∑
i=1

FPai(t)) (20)

m

∑
i=1

minw(FPai(t + 1) =
m

∑
i=1

(w(FPai(t + 1)− εai) = w(
[(m−1)/2]

∑
i=1

FPai(t)) (21)

Step 3. If ai is not the last redundant executor, step 2 is repeated. Otherwise, a fictitious
adjudication is performed based on the entropy weight value with the redundant executor
calculation result. The resulting optimal V of the weight-based adjudication can indicate the
reliability of the system as shown in Equation (22), i expresses the i-th redundant executor.

maxV =
m
∑

i=1
w(FPai(t))di

s.t.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

di = 1, di+1 =

{
1, i f di+1 ⊕ di = 1
−1, i f di+1 ⊕ di = 0

m
∑

i=1
maxw(FPai(t + 1)) =

m
∑

i=1
(w(FPai(t + 1) + εai) = w(

[(m+1)/2]
∑

i=1
FPai(t))

m
∑

i=1
minw(FPai(t + 1) =

m
∑

i=1
(w(FPai(t + 1)− εai) = w(

[(m−1)/2]
∑

i=1
FPai(t))

FPai(Δt) ≤ e(t0)

(22)

Algorithm 1 Initialization

INPUT: redundancy pool n, Redundancy n, range of redundant executor states {t(ai)|t(ai) ∈ [1, T]},
information entropy weight function w(FPai(t)), decay rate function of the information entropy value
w(FPai(Δt)), decay rate threshold of the information entropy value eai(t0).

OUTPUT: The set of redundant executor states t_set, initial weight set w_set, information entropy value
decay rate set rt_set, and information entropy value decay rate threshold set ct_set.

1 for 1 ≤ I ≤ n do:
2 t_set = t_set + {t(ai)}
3 w_set = w_set + {w(FPai(t))}
4 rt_set = rt_set + {FPai(Δt)}
5 ct_set = ct_set + {eai(t0)}
6 endfor
7 output t_set,w_set,rt_set,ct_set
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Algorithm 2 Randomized scheduling with weight updates

INPUT: Scheduled set of redundancies A = {a1 . . . am}, Residual degree m of set A, Stochastic scheduling
function C(m,n), the result of the redundant executor ai randomized scheduling d(i), the result set D, the
redundant executor ai weight update offset value εai .

OUTPUT: mimetic adjudication result V.

1 Initialization
2 D = C(m,n)
3 for d(i) in D do:
4 if (t_set(i) > T) or (rt_set(i) > ct_set(i)) then
5 V = null
6 output V
7 break
8 end if
9 end for
10 if V �= 0 then
11 for d(i) in D do:
12 if d(i) ⊕ d(0) = 1 then
13 V = V + w_set (i)*d(i)
14 else if d(i) ⊕d(0) = 0 then
15 V = V + (−w_set (i))*d(i)
16 end if
17 if t_set (i) + 1 ≤ T then
18 t_set (i) = t_set (i) + 1
19 if w_set (I + 1) > 0 then
20 w_set (I + 1) = random (w(FPai(t_set(i + 1)))± ε)
21 end if
22 end if
23 end for

24 if ((
[(m+1)/2]

∑
1

(w_set(i)) ==
m
∑
1
(w_set(i + 1))) or

[(m−1)/2]
∑
1

(w_set(i)) ==
m
∑
1
(w_set(i + 1))) and

(V = null) then
25 output V
26 else
27 output null
28 end if
29 end if
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Figure 5. The flow chart of the algorithm.

5. Simulation Evaluation

In this section, we perform simulations to evaluate the scheduling algorithm REWS
under memorization-enabled attacker and finite resource qualification conditions, as well as
the metrics (defined in Section 3) related to the information entropy value. The experiments
are conducted using the system with an Intel Core i7 7200 CPU, 16 GB DDR memory,
and a Windows 11 Professional operating system. The software running environment is
Python 3.9.

5.1. Experiment Setup

The experiment initialization design mainly includes basic conditions initialization,
index initialization, and algorithm model initialization, detailed in the following:

(i) Basic conditions initialization

It is mainly set for the redundant resource pool and the set of redundant executables.
In this paper, we set a redundant pool with a redundancy n of 9. The similarity between the
redundant executors is randomly generated with a β-distribution with parameters (5, 15),
and then the similarity matrix Sij is obtained as shown in Equation (23).⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 0.229 0.134 0.316 0.242 0.345 0.280 0.225 0.383
0.229 1 0.125 0.215 0.209 0.302 0.210 0.069 0.153
0.134 0.125 1 0.259 0.282 0.321 0.206 0.240 0.185
0.316 0.215 0.259 1 0.404 0.139 0.358 0.165 0.181
0.242 0.209 0.282 0.404 1 0.241 0.361 0.238 0.190
0.345 0.302 0.321 0.139 0.241 1 0.280 0.270 0.319
0.280 0.210 0.206 0.358 0.361 0.280 1 0.386 0.292
0.225 0.069 0.240 0.165 0.238 0.270 0.386 1 0.264
0.383 0.153 0.185 0.181 0.190 0.319 0.292 0.264 1

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
(23)
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At the same time, according to the relationship between the redundancy and the safety
gain in the existing research, we select the redundant executor set margin m as 3 and 4 for
the computational research.

(ii) Metric normalization for the assessment of dynamism

In order to compare the algorithms and metrics in the experiments with those in
the established research, it is necessary to normalize the metrics proposed in this paper
with the traditional metrics. Consider a mimic defense system A. Among the traditional
research metrics, the scheduling cycle metric T is generally used to evaluate the dynamics
of the system.

We investigate the mainstream scheduling algorithms proposed in recent years, in-
cluding the heterogeneity-based CRS algorithm [13], the heterogeneity-based extension
of the history confidence-based HDCD [31], and the HHAC algorithm [29]. The average
number of scheduling times for a single redundant executor of the system during one
scheduling cycle is about 3.6 and 8.9 times at residuals m = 3 and 4, respectively. Therefore,
for the purpose of metric normalization, we adopt the average number of times that a single
redundant executor is dispatched within one scheduling cycle of these three algorithms as
the upper limit of the state range of the redundant executor.

(iii) Initialization of the information entropy weight-based scheduling model

According to the study in Section 3, wt = w(FPai(t)) is a composite function of the
attacked state of the redundant executor, where FPai(t) is a monotonically decreasing
function on t. Meanwhile, the function for when there is a memory attack and as t increases,
the information that can be mined is decreasing gradually, i.e., dH(A)

dt decreases gradually

and lim
t→∞

dH(A)
dt = 0. Therefore, in this paper, the function w = e−ηt with similar properties

is selected to replace the composite function for the approximate solution analysis. Where,
η is the regulation parameter, w is the entropy weight, and t is the state of the redundant
executor being attacked.

Meanwhile, from the conclusion of the above study, it is necessary to control the range
of the scheduling state values within 4.6 and 9.9 times when the margin m is taken as 3 and
4. Therefore, we take 1 and 0.25, respectively, and the results are shown in Figure 6.

The maximum number of states is approximated as 5 and 10 in both cases and the
values of each scheduling weight are shown in Tables 5 and 6.

Table 5. The entropy weights are taken at w = e−t.

T w

1 0.37
2 0.15
3 0.05
4 0.02
5 approximately equal to 0

Therefore, the weighting function parameters η can be taken as 0.5 and 0.25, respec-
tively, and the decay rate thresholds θ for the overall information entropy value are 20%
and 10%, respectively, for the comparison experiments.
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Table 6. The entropy weights are taken at w = e−0.25t.

t w

1 0.78
2 0.61
3 0.47
4 0.37
5 0.29
6 0.22
7 0.17
8 0.14
9 0.11

10 approximately equal to 0

 
(a)

 
(b) 

Figure 6. (a) Weights and scheduling time functions for η of 1. (b) Weights and scheduling times
functions for η of 0.25.

5.2. Experimentation and Analysis of Algorithm Dynamics Under Limited Resource Conditions

We conduct simulation experiments to compare the CRS, HDCD, HHAC, and REWS
algorithms under limited resources. To facilitate the comparison of the experimental results,
this paper makes the following assumptions:

Assumption 8. All the redundant executor program sets cannot be repeated with the initial
program.
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Assumption 9. Any redundancy set scheme that has been invoked is also unrepeatable (including
HDCD, HHAC 2 algorithms with no increase in historical confidence or local confidence, Local
Confidence (LC) and a decay rate of 100%).

Under this condition, we conduct two experiments on dynamics, through which we ex-
pect to find the algorithm with the highest average scheduling period, the average number
of states of the redundant executors, and the scheduling period to state ratio. Among them,
the higher the average scheduling period, the stronger the system dynamics and the higher
the reliability; a higher average number of states of the redundant executors indicates a
higher initial information entropy value under the condition of limited resources, i.e., the
stronger the reliability of the initial state; and the higher the ratio of the scheduling period
to the state indicates that each scheduling under the condition of limited resources plays
a bigger role in the reliability of the system. We conducted 100 independent experiments
under simulated finite resource conditions and obtained the following results.

(i) At m = 3, the REWS algorithm is chosen as the weighting function for the experi-
ments. The scheduling period T of the CRS algorithm, the HDCD algorithm, the HHAC
algorithm, and the REWS algorithm is shown in Figure 7a–d.

  
(a) (b) 

  
(c) (d) 

Figure 7. (a) CRS algorithm scheduling period for m = 3. (b) HCDC algorithm scheduling period for
m = 3. (c) HHAC algorithm scheduling period for m = 3. (d) REWS algorithm scheduling period for
m = 3.

The average number of scheduling states for the CRS algorithm, the HDCD algorithm,
the HHAC algorithm, and the REWS algorithm for m = 3 is shown in Figure 8a–d.
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(a) (b) 

 
(c) (d) 

Figure 8. (a) Average number of scheduling states for the CRS algorithm for m = 3. (b) Average
number of scheduling states for the HCDC algorithm for m = 3. (c) Average number of scheduling
states for the HHAC algorithm for m = 3. (d) Average number of scheduling states for the REWS
algorithm for m = 3.

(ii) The REWS algorithm selects w = e−0.25t as the weight function for the experiment
at m = 4. The scheduling period T of the CRS algorithm, the HDCD algorithm, the HHAC
algorithm, and the REWS algorithm is shown in Figure 9.

The average number of scheduling states for the CRS algorithm, the HDCD algorithm,
the HHAC algorithm, and the REWS algorithm for m = 4 is shown in Figure 10a–d.

The comparison of the experimental results is shown in Table 7.

Table 7. Different scheduling algorithms scheduling cycle T. Average number of scheduling states, n;
period-to-state ratio, T/n.

Redundancy m = 3 Redundancy m = 4

Scheduling Cycle
T

Average Number of
Scheduling States n

Period-to-State
Ratio T/n

Scheduling Cycle
T

Average Number of
Scheduling States n

Period-to-State
Ratio T/n

CRS 12.27 3.63 3.38 14.26 9.04 1.57

HCDC 6.96 2.44 2.85 11.39 8.36 1.36

HHAC 11.84 4.24 3.01 15.55 9.71 1.60

REWS 14.05 4.00 3.51 20.57 9.00 2.28
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(a) (b) 

  
(c) (d) 

Figure 9. (a) CRS algorithm scheduling period for m = 4. (b) HCDC algorithm scheduling period for
m = 4. (c) HHAC algorithm scheduling period for m = 4. (d) REWS algorithm scheduling period for
m = 4.

From the experiments, it can be observed that the average scheduling period of the
REWS algorithm is about 14.05 and 20.57 under the conditions of redundancy 3 and 4,
respectively, even though the scheduling of the redundant system failure is about 14.05 and
20.47 times at this point. This result is 1.14 and 1.44 times more than the CRS algorithm,
2.01 and 1.8 times more than the HCDC algorithm, and 1.18 and 1.32 times more than the
HHAC algorithm, respectively, and it also shows that the REWS algorithm has a better
dynamic than the other algorithms under the condition of limited resources. Secondly, the
average number of states of the REWS algorithm is 4 and 9, respectively, which is only
slightly lower than the HHAC algorithm. This indicates that its initial reliability is better
and only slightly worse than the HHAC algorithm. Finally, the period-to-state ratios of the
REWS algorithm are 3.51 and 2.28, respectively, which are 1.03 and 1.45 times higher than
those of the CRS algorithm, 1.23 and 1.67 times higher than those of the HCDC algorithm,
and 1.17 and 1.43 times higher than those of the HHAC algorithm. This suggests that, even
in the case of a less-than-optimal initial reliability, the scheduling of each time of the REWS
algorithm plays a more significant role in the system reliability than the other algorithms.
The system reliability is better than the other algorithms and the scheduling effectiveness
of the system is higher.
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(a) (b) 

 
(c) (d) 

Figure 10. (a) Average number of scheduling states for the CRS algorithm for m = 4. (b) Average
number of scheduling states for the HCDC algorithm for m = 4. (c) Average number of scheduling
states for the HHAC algorithm for m = 4. (d) Average number of scheduling states for the REWS
algorithm for m = 4.

5.3. Reliability Analysis Under a Memorization-Based Attack

For targeted memorization-based attacks, if an attacker discovers a high-threat 0-day
vulnerability in a redundant executor, it is often difficult for the defender to quickly find
an effective countermeasure. This means that all the scheduling strategies with respect
to that redundant executor are at risk. Therefore, in this paper, we set the condition that
a single redundant executor is unreliable after each scheduling, i.e., the decay rate of the
information entropy is 100% to simulate the memorization-based attack for the experiments.
We would like to experimentally find the algorithm that can resist the maximum number of
memorized attacks under the condition of memorized attacks, and the experimental steps
are specified as follows:

(i) First, still choosing the residual degree m = 3, 4, according to the similarity matrix
constructed in Section 4.1, the average similarity of the above four algorithms is calculated
as shown in Table 8.

Table 8. Average similarity of the four different scheduling algorithms.

Average Similarity CRS HCDC HHAC REWS

m = 3 0.254 0.170 0.144 0.254

m = 4 0.244 0.191 0.171 0.240

(ii) In order to simplify the calculation, let f (sij) = sij, then according to Equation (8),
the initial information entropy values of the four algorithms can be calculated as shown in
Table 9.
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Table 9. Information entropy value of the different scheduling algorithms.

CRS HCDC HHAC REWS

Information entropy value 27.282 28.082 28.346 27.282

(iii) Finally, under the condition that the decay rate θ of the information entropy of a
single redundant executor is 100% and according to the algorithmic process in Section 4,
the scheduling is carried out at the residual degree of m = 3 and 4, respectively, then the
trend of the information entropy is shown in Figure 11a,b.

 
(a)

 
(b) 

Figure 11. (a) Experiments on different algorithms against memorization-based attacks for m = 3.
(b) Experiments on different algorithms against memorization-based attacks for m = 4.

From the experiments, it can be observed that the redundancy is permanently unreli-
able by the back side of the scheduling due to the memorization-based attack, which makes
the traditional scheduling algorithms, such as the CRS algorithm, the HCDC algorithm,
and the HHAC algorithm, unreliable by at most 3 and 2 attacks, respectively. As for the
REWS algorithm, after the first scheduling, it can quickly adaptively adjust the adjudication
strategy through the weights to make the attacker and the defender reach an equilibrium.
This means that the subsequent scheduling in the case of the information entropy of the
redundant executor that has been scheduled is 0, and it can still guarantee that the total
information entropy value of the set of redundant executors is greater than 0, which in turn
makes the whole system able to withstand 7 and 6 attacks to make the system unreliable.
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5.4. Analysis of the Algorithm Time Complexity

According to the related literature, the time complexity of the CRS algorithm, the
HCDC algorithm, the HHAC algorithm, and the main part of the REWS algorithm is shown
in Table 10.

Table 10. The time complexity of the four different scheduling algorithms.

CRS HCDC HHAC REWS

Time complexity o(n2) o(n2 ×Y) o(n(n2 + (n− 1)n)) o(n(n× t))

The CRS algorithm has the smallest time complexity of o(n2), the REWS algorithm
has a slightly larger time complexity than the CRS algorithm and a smaller time complexity
than the HCDC algorithm and the HHAC algorithm, which is o(n(n× t)), and the HCDC
algorithm and the HHAC algorithm have the largest time complexity of o(n2 × Y) and
o(n(n2 + (n− 1)n)), respectively. Here, t is the number of scheduling times determined
according to the different weight functions and Y is the number of redundant executor
scheduling times based on the historical confidence.

6. Conclusions and Future Work

This paper aims to address the problem of a gradual decrease in the reliability of
the scheduling cycle in the face of limited scheduling resources and a memorization-
based attack environment. Based on the mimic defense system of the DHR architecture in
the cloud service platform of the railroad internal service network, relying on the actual
engineering and construction scenarios of the CRCC, we propose three reliability evaluation
metrics of the CRCC-DHR architecture in terms of the number of scheduling states of the
redundancy executors, the information entropy value, and the decay rate of the information
entropy value. On this basis, the problem is modeled and solved based on the incomplete
information game model, and at the same time, a random entropy weight redundant
executor scheduling algorithm, namely, the REWS algorithm, is further proposed.

Then, based on the evaluation metrics proposed in this paper, simulations are con-
ducted to verify and compare the dynamics of the system and the reliability capability
against memorization-based attacks of the REWS algorithm, the CRS algorithm, the HCDC
algorithm, and the HHAC algorithm under the conditions of a residual degree of 3 and
4. The experimental analysis shows that the average scheduling period of the REWS algo-
rithm is 1.14 and 1.44 times that of the CRS algorithm, 2.01 and 1.8 times that of the HCDC
algorithm, and 1.18 and 1.32 times that of the HHAC algorithm, respectively, under the
conditions of residuals 3 and 4, i.e., it means that the REWS algorithm is a better dynamic
under the conditions of limited resources. Meanwhile, the cycle state ratio of the REWS
algorithm is 1.03 and 1.45 times the CRS algorithm, 1.23 and 1.67 times the HCDC algo-
rithm, and 1.17 and 1.43 times the HHAC algorithm, which means that each scheduling
of the REWS algorithm plays a greater role in the system reliability and the scheduling
effectiveness of the system is higher. In terms of the reliability against memorization-based
attacks, under the condition of margins of 3 and 4, the REWS algorithm can withstand 7
and 6 attacks, respectively, to make the system unreliable, while the traditional scheduling
algorithm can be made unreliable at most 3 and 2 attacks, respectively, i.e., its reliability is
higher due to the traditional scheduling algorithm.

Although the REWS algorithm improves the reliability of the DHR architecture under
the conditions of limited scheduling resources and memorization-based attacks, the total
information entropy of the system still gradually decreases. Further improvements to the
REWS algorithm will be explored in future research, focusing on enhancing the information
entropy model. In addition, scalability is a big limitation of our scheduling algorithm.
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We will explore how to deal with this limitation and will also explore the reinforcement
learning technique to design the scheduling algorithm. Moreover, we will explore how to
collect data in the CRCC-DHR, establish a similarity matrix, and verify the effectiveness of
our algorithm.
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Abstract

Uncertainty quantification in cloud models requires simultaneous characterization of
fuzziness (via Entropy, En) and randomness (via Hyper-entropy, He), yet existing similarity
measures often neglect the stochastic dispersion governed by He. To address this gap, we
propose HECM-Plus, an algorithm integrating Expectation (Ex), En, and He to holistically
model geometric and probabilistic uncertainties in cloud models. By deriving He-adjusted
standard deviations through reverse cloud transformations, HECM-Plus reformulates
the Hellinger distance to resolve conflicts in multi-expert evaluations where subjective
ambiguity and stochastic randomness coexist. Experimental validation demonstrates three
key advances: (1) Fuzziness–Randomness discrimination: HECM-Plus achieves balanced
conceptual differentiation (δC1/C4 = 1.76, δC2 = 1.66, δC3 = 1.58) with linear complexity
outperforming PDCM and HCCM by 10.3% and 17.2% in differentiation scores while
resolving He-induced biases in HECM/ECM (C1–C4 similarity: 0.94 vs. 0.99) critical for
stochastic dispersion modeling; (2) Robustness in time-series classification: It reduces the
mean error by 6.8% (0.190 vs. 0.204, *p* < 0.05) with lower standard deviation (0.035 vs.
0.047) on UCI datasets, validating noise immunity; (3) Design evaluation application: By
reclassifying controversial cases (e.g., reclassified from a “good” design (80.3/100 average)
to “moderate” via cloud model using HECM-Plus), it resolves multi-expert disagreements
in scoring systems. The main contribution of this work is the proposal of HECM-Plus,
which resolves the limitation of HECM in neglecting He, thereby further enhancing the
precision of normal cloud similarity measurements. The algorithm provides a practical
tool for uncertainty-aware decision-making in multi-expert systems, particularly in multi-
criteria design evaluation under conflicting standards. Future work will extend to dynamic
expert weight adaptation and higher-order cloud interactions.

Keywords: entropy (En); hyper-entropy (He); cloud model; Hellinger distance; uncertainty
quantification; multi-expert conflict resolution; multi-criteria design evaluation

1. Introduction

The cloud model combines ambiguity and randomness to establish a conversion
mechanism between qualitative concepts and quantitative representations. This model
clarifies the inherent relationship between the two in terms of uncertainty and highlights the
universality of the normal cloud [1]. Over the years, cloud models have been extensively
developed and applied in various fields, such as scientific decision-making [2], image
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fusion [3], uncertainty clustering [4], expert systems [5], and decision support systems [6].
Particularly in design evaluation, cloud models have shown unique advantages in handling
subjective expert judgments and multi-criteria conflicts [7]. These assessments often involve
ambiguous criteria (e.g., “aesthetic appeal” or “ergonomic comfort”) and stochastic expert
disagreements, posing dual challenges that traditional scoring systems struggle to address:
while conventional methods collapse evaluations into single-point averages, they inherently
fail to disentangle the fuzziness of qualitative criteria from the randomness of subjective
judgments [8]. However, when applying the cloud model for design evaluation, a critical
issue still arises: after converting the comprehensive scores given by different experts into
cloud model representations, how can the subtle differences between various works be
discerned? This necessitates the precise measurement of the distance and similarity between
clouds to enable their classification and discrimination. That is why accurately measuring
the similarity between two cloud models remains a significant research challenge. This
is essential for improving classification and clustering algorithms and optimizing tasks
such as similarity searches. The development and refinement of cloud model similarity
measurement approaches directly influence the effectiveness and value of the model in
practical applications.

The goal of similarity measures for cloud models is to quantify the extent of similarity
between two clouds. Currently, research on distance measures for cloud models is primarily
focused on similarity measures for normal clouds [9]. Existing similarity measures include
the following components. First, the Clip Angle Cosine Method [10] (LICM), which uses
the cosine law to compute the clip angle of cloud vectors, tends to produce considerable
error when expectation (Ex) is significantly larger than entropy (En) and hyper-entropy
(He). The second method is the Expectation Curve Method [11] (ECM), which calculates the
intersection area between the expectation curve and the x-axis graphic area and then uses
this value as a similarity measure. However, this method overlooks the impact of He. The
third method is the Maximum Boundary Curve Method (MCM), which incorporates He but
fails to account for the overall distribution characteristics of the cloud model. The fourth
method is the Combined Shape-distance Similarity Measurement Method for normal cloud
models [12] (PDCM), which calculates shape similarity by considering En and He as stan-
dard variables. Although this approach is simpler in describing the shape of a cloud model,
it faces the issue of parameter approximation selection, which can affect the accuracy of the
distance similarity. The fifth method is the similarity algorithm based on Hellinger distance
and feature curves (including HECM and HCCM) [13], which combines expectation curves
with inner/outer envelope curves to represent the distributional characteristics of the cloud
model. However, two critical limitations persist: (1) He-neglect: The HECM algorithm
approximates En via standard deviation while ignoring He, thereby failing to capture
stochastic dispersion; (2) Subjective weighting: Although HCCM incorporates He, it assigns
ad hoc weights to expectation and envelope curves, introducing human bias.

Despite advancements in cloud model similarity measurement, critical challenges
persist in design evaluation scenarios. First, existing methods (e.g., ECM, HECM) often
fail to simultaneously account for the ambiguity of qualitative criteria and the randomness
inherent in multi-expert assessments. Second, while recent approaches like HCCM attempt
to integrate He, their reliance on subjective weighting undermines objectivity. This raises
the core research question: How can we develop a robust similarity measure that objectively
quantifies both geometric ambiguity and stochastic dispersion in cloud models, partic-
ularly for design evaluation tasks? Motivated by these limitations, this study proposes
HECM-Plus, a hyper-entropy-enhanced Hellinger distance algorithm, with three key goals:
(1) to eliminate heuristic weight assignments by deriving He-adjusted standard deviations
through reverse cloud transformations; (2) to unify Ex, En, and He for holistic uncertainty
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representation; and (3) to enable precise discrimination of subtle differences between
design alternatives. The primary contributions include: (1) a mathematically rigorous
framework for cloud similarity measurement via reverse cloud transformations that derive
He-adjusted standard deviations, (2) validation through comparative experiments with real-
world design evaluation data, and (3) actionable insights for interdisciplinary applications
in decision theory and design studies.

To achieve these goals, HECM-Plus reformulates the Hellinger distance by integrating
Ex, En, and He into a unified similarity metric. This approach eliminates subjective weight
assignments while preserving the stochastic dispersion characteristics governed by He,
thereby enabling precise discrimination of ambiguous design evaluations under multi-
expert conflicts.

2. Cloud Model

2.1. Cloud and Cloud Drops

We let U be a quantitative domain with an exact value, C be a qualitative concept on
U, and x be a random realization of the qualitative concept C. If the quantitative value
x ∈ U and x are a one-time random realization of the qualitative concept C with certainty,
then μ(x) ∈ [0, 1] is a random number with a stable tendency

μ : U → [0, 1] ∀x ∈ U x → μ(x) (1)

The distribution of x over the domain U is called a cloud, and each x is referred to as
a cloud drop [14,15]. The cloud is characterized by three numerical features: Ex, En, and
He. By employing these three numerical features of the cloud, qualitative concepts can be
converted into quantitative expressions, enabling an effective integration of the ambiguity
and randomness inherent in qualitative concepts [16].

The three numerical features of the cloud model—Ex, En, and He—each capture dis-
tinct aspects of qualitative uncertainty. For example, numerical characteristics C(70, 3,
0.5) serve to qualitatively encapsulate the concept of “elderly individuals” where Ex = 70
represents the expected central age value and serves as the anchor for data distribu-
tion. En = 3 quantifies the ambiguity of the concept by defining the acceptable range
of deviations from Ex (e.g., the fuzziness in determining what constitutes “elderly”).
He = 0.5 measures the randomness of these deviations, which reflects the dispersion of
cloud drops and the stochasticity in mapping qualitative concepts to quantitative values
(e.g., variations in expert interpretations). Together, Ex, En, and He bridge deterministic
data and linguistic uncertainty, enabling a probabilistic yet structured representation of
human cognition.

2.2. Normal Cloud

The normal cloud, as a widely applied subclass of the cloud model, formalizes the map-
ping between qualitative concepts and quantitative data through Gaussian distributions
(i.e., normal distributions) governed by Ex, En, and He.

We let U be a quantitative domain defined by exact values and let C be a qualitative
concept of U. If the quantitative values and x are a one-time random realization of the
qualitative concept C, then x satisfies x ∼ N(Ex, En′2), where En′ ∼ N(En, He2) and x
satisfy the certainty for C:

μ = e
− (x−Ex)2

2(En′)2 (2)

The distribution of x over domain U is a normal cloud.
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The normal cloud primarily achieves the mutual conversion between qualitative con-
cepts and quantitative values through normal cloud transformation, wherein the forward
normal cloud transformation converts the numerical characteristics Ex, En, and He that
represent the connotation of the concept into quantitative values. Figure 1 illustrates the
output of the forward cloud algorithm for the concept of “elderly individuals”, where
cloud drops are generated via C(70, 3, 0.5) and n = 3000.
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Figure 1. Cloud chart for the concept of “elderly individuals”.

2.3. Forward Cloud Algorithm and Reverse Cloud Algorithm
2.3.1. Forward Cloud Algorithm

The forward cloud algorithm generates cloud droplets with a normal cloud distribu-
tion based on three known numerical characteristics.

Given Expectation (Êx), Entropy (Ên), Hyper-entropy (Ĥe), and the number of cloud
drops (n), the algorithm proceeds as follows [17]:

• Step (1) Generate a normally distributed random number yi = RN(Ên, Ĥe) with Ên as
the mean and Ĥe as the standard deviation.

• Step (2) Generate a normally distributed random number xi = RN(Êx, yi) with Êx as
the mean and yi (the random number generated in Step 1) as the standard deviation.

• Step (3) Calculate the certainty degree:

μ(xi) = exp

(
− (xi − Êx)2

2yi
2

)
(3)

• Step (4) Designate the value xi with certainty degree μ(xi) as a cloud drop in the
numerical domain. Repeat Steps (1)~(3) until the required n cloud drops are generated.
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2.3.2. Reverse Cloud Algorithm

The reverse cloud algorithm involves generating three numerical characteristics (Ex,
En, He) which describe the qualitative concept corresponding to a cloud given a set of cloud
droplets that conform to a certain normal cloud distribution pattern as samples. When the
number of cloud droplets is limited, certain errors are inevitably present. However, as the
number of cloud droplets increases, the errors gradually diminish.

The estimated numerical characteristics of the qualitative concepts, namely Expecta-
tion (Êx), Entropy (Ên), and Hyper-entropy (Ĥe), are computed based on the sample point
xi(i = 1, 2, · · · , n) [18,19].

By calculating the sample mean, first-order sample absolute central moment, and
sample variance, we obtain the following:

X =
1
n

n

∑
i=1

xi (4)

1
n

n

∑
i=1

∣∣xi − X
∣∣ (5)

S2 =
1

n− 1

n

∑
i=1

(xi − X)
2 (6)

The estimates of Êx, Ên, and Ĥe are computed as follows:

Êx = X (7)

Ên =

√
π

2
× 1

n

n

∑
i=1

∣∣xi − Êx
∣∣ (8)

Ĥe =
√

S2 − Ên2 (9)

3. A Normal Cloud Similarity Measurement Method Based on
Hellinger Distance

3.1. Normal Cloud Distribution Approximation

Normal clouds characterized by the three parameters of Ex, En, and He can be
approximated as normal distributions for similarity calculations. For normal clouds
Ci(Exi, Eni, Hei) and Cj

(
Exj, Enj, Hej

)
, their probability density functions can be approxi-

mated as follows (note that here, μ represents the mean of the distribution and σ represents
the standard deviation of the distribution):

fi(x) =
1

σi
√

2π
exp

(
− (x− μi)

2

2σi
2

)
(10)

f j(x) =
1

σj
√

2π
exp

(
− (x− μj)

2

2σj
2

)
(11)

3.2. Hellinger Distance Calculation

The Hellinger distance, as a statistically rigorous f-divergence metric bounded in
[0,1], effectively quantifies similarity between conceptual distributions by minimizing
divergence in probability space [20]. When applied to cloud model distance measurement,
this metric demonstrates dual advantages: first, it inherently captures both geometric
positioning (via Ex) and stochastic dispersion (via En/He) through algebraic parameter
fusion, enabling holistic uncertainty quantification; second, it exhibits superior performance
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in non-Gaussian scenarios by leveraging reverse cloud transformations to integrate He-
adjusted standard deviations, thereby correcting estimation biases inherent in traditional
metrics when handling heavy-tailed expert evaluation data.

The Hellinger distance is employed to quantify the similarity between two probability
distributions and is defined as follows:

H( fi, f j) =

√
1−

∫ √
fi(x) · f j(x), dx (12)

By substituting the expressions for fi(x) and f j(x), we obtain

H( fi, f j) =

√√√√√1− 1√
σ2

i + σ2
j

√
2π

exp

(
− (μi − μj)

2

4(σ2
i + σ2

j )

)
(13)

3.3. Similarity Conversion

To transform the Hellinger distance into a similarity measure, the following equation
is used:

Sim = 1− H( fi, f j) (14)

3.4. HECM and HECM-Plus Algorithm
3.4.1. HECM Algorithm

In literature [13], the HECM algorithm is introduced, and the Hellinger distance is
primarily calculated using the mean and standard deviation of a probability distribution.
The mean is considered the expected value of the normal cloud, and the standard deviation
is used as an approximation of the En of the normal cloud (note that here, μH represents
the mean of the distribution and σH represents the standard deviation of the distribution,
specifically within the context of the HECM algorithm):

μH
i = Êxi (15)

(σH
i )

2
= Êni

2 (16)

μH
j = Êxj (17)

(σH
j )

2
= Ênj

2 (18)

Then, the similarity is calculated as follows:

HHECM( fi, f j) =

√√√√√1− 1√
Êni

2 + Ênj
2
√

2π
exp

⎛⎝− (Êxi − Êxj)
2

4(Êni
2 + Ênj

2)

⎞⎠ (19)

SimHECM = 1− HHECM( fi, f j) (20)

However, this approach ignores the impact of He.

3.4.2. HECM-Plus Algorithm

In this section, the reverse cloud algorithm from Section 2.3.2 is applied to calculate the
standard deviation by considering the effects of En and He (note that here, μ+ represents
the mean of the distribution and σ+ represents the standard deviation of the distribution,
specifically within the context of the HECM-Plus algorithm):

μ+
i = Êxi (21)
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(σ+
i )

2
= Êni

2 + Ĥei
2 (22)

μ+
j = Êxj (23)

(σ+
j )

2
= Ênj

2 + Ĥej
2 (24)

Then, the similarity is calculated as follows:

HHECM−Plus( fi, f j) =

√√√√√1− 1√
(Êni

2 + Ĥei
2) + (Ênj

2 + Ĥej
2)
√

2π
exp

⎛⎝− (Êxi − Êxj)
2

4
[
(Êni

2 + Ĥei
2) + (Ênj

2 + Ĥej
2)

]
⎞⎠ (25)

SimHECM−Plus = 1− HHECM−Plus( fi, f j) (26)

4. Comparative Analysis of Experiments

4.1. Numerical Simulation Experiments

In this study, numerical simulation experiments were conducted on four normal cloud
concepts presented in the literature [9–13]. These are C1 (1.5, 0.62666, 0.339), C2 (4.6, 0.60159
0.30862), C3 (4.4, 0.75199, 0.27676), and C4 (1.6, 0.60159, 0.30862). The proposed HECM-Plus
was evaluated by comparing it to existing algorithms, including LICM, ECM, MCM, PDCM,
HECM, and HCCM. Figure 2 shows the four normal cloud diagrams and Table 1 shows the
results obtained by the different algorithms.

Figure 2. Cloud diagrams of the four cloud models.

Table 1. Similarity results of different algorithms.

Similarity LICM ECM MCM PDCM HECM HCCM HECM-Plus

S(C1,C2) 0.96 0.01 0.33 0.01 0.04 0.22 0.04
S(C1,C3) 0.97 0.04 0.37 0.03 0.11 0.26 0.08
S(C1,C4) 0.99 0.94 0.96 0.89 0.99 0.99 0.94
S(C2,C3) 0.99 0.86 0.95 0.80 0.97 0.86 0.87
S(C2,C4) 0.97 0.01 0.38 0.01 0.04 0.22 0.04
S(C3,C4) 0.98 0.04 0.37 0.03 0.11 0.26 0.09

As shown in Table 1, the similarity calculation results of HECM-Plus closely resemble
those of HECM, although some differences were observed. For instance, in the comparison
of C1 vs. C4, the similarity values of HECM and HCCM are overestimated at 0.99, while
HECM-Plus yields a corrected value of 0.94. Upon examining the cloud diagrams in
Figure 1, the distinct morphology between C1 and C4 confirms that HECM-Plus aligns
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more closely with subjective judgment. Critically, this result demonstrates that HECM-Plus
corrects systematic bias induced by He-neglect (0.94 vs. 0.99 in HECM), validating our
hypothesis through both numerical evidence (Table 1) and visual consistency (Figure 1). To
quantify the source of overestimation in HECM, here, we further analyze the dispersion
characteristics by comparing the standard deviation ratios of HECM and HECM-Plus, as
detailed in Table 2.

Table 2. Variance and standard deviation ratios of HECM vs. HECM-Plus.

Cloud
Model

HECM
Variance

HECM-Plus
Variance

Variance
Increase (%)

HECM Standard
Deviation Ratio

HECM-Plus Standard
Deviation Ratio

C1 0.3927 0.5076 29.3% √
0.3927/0.3619 ≈ 1.042

√
0.5076/0.4571 ≈ 1.054C4 0.3619 0.4571 26.3%

The standard deviation ratio column (1.042 vs. 1.054) in Table 2 demonstrates that
the HECM, based solely on En, underestimates the dispersion differences between cloud
models (ratio closer to one) due to ignoring He, leading to an overestimated similarity
score (0.99). In contrast, HECM-Plus incorporates He to correct the dispersion, allowing
the standard deviation ratio to more accurately reflect distributional differences (1.054),
thereby reducing the similarity score (0.94).

A notable improvement is observed in the similarity between C2 and C3. While HECM
yields an overestimated value of 0.97, HECM-Plus reduces it to 0.87 by explicitly accounting
for He. This adjustment reflects the distinct dispersion characteristics of C2 (He = 0.30862)
and C3 (He = 0.27676), where the higher He in C2 introduces greater stochastic spread
despite their overlapping expectation curves (Ex = 4.6 vs. 4.4). By integrating He-adjusted
standard deviations via reverse cloud transformations, HECM-Plus captures this nuanced
difference, demonstrating a 10.3% reduction in similarity error compared to HECM.

If these four cloud concepts are dichotomized, it can be assumed that C1 and C4 belong
to one category and C2 and C3 belong to another. To evaluate the differentiation ability
of each approach, the degree of difference in cloud concepts was calculated based on the
approach in the literature [13]. Table 3 presents the result of the degree of difference.

Table 3. Degree of variation of different algorithms.

Degree of
Variation

LICM ECM MCM PDCM HECM HCCM HECM-Plus

δC1 0.05 1.83 1.22 1.74 1.83 1.50 1.76
δC2 0.05 1.70 1.19 1.58 1.86 1.28 1.66
δC3 0.03 1.64 1.16 1.54 1.72 1.20 1.58
δC4 0.03 1.83 1.17 1.74 1.83 1.50 1.76

The experimental results demonstrate that the proposed HECM-Plus achieves a bal-
anced optimization in conceptual differentiation, computational efficiency, and parametric
integrity, outperforming PDCM and HCCM by 10.3% and 17.2% in average differentiation
scores (δC1 = 1.76, δC2 = 1.66, δC3 = 1.58, δC4 = 1.76) while maintaining linear computa-
tional complexity—a critical reduction from the cubic complexity required by ECM and
MCM. Although HECM and ECM exhibit marginally higher differentiation (e.g., δC1 = 1.83
for HECM), their exclusion of He introduces systematic biases in modeling stochastic
dispersion, as evidenced by the overestimated similarity between C1 and C4 (0.99 for
HECM vs. 0.94 for HECM-Plus, aligning with visual judgment in Figure 2). By integrating
He into the standard deviation via reverse cloud transformations, HECM-Plus quantifies
uncertainty dynamics that prior methods fail to capture, while its algebraic parameter
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fusion eliminates the need for matrix-based integrations, enabling scalable deployment in
real-time systems. These advancements confirm that HECM-Plus provides a theoretically
rigorous and computationally efficient framework for cloud model similarity measurement,
addressing both the limitations of He-neglect in existing methods and the complexity of
matrix-driven approaches.

4.2. Time Series Classification Experiments
4.2.1. Classification Calculation Process

The high dimensionality of time series data provides a robust framework for evaluat-
ing classification algorithms. This study employs the UCI Synthetic Control Chart Time
Series dataset [21] (6 classes, 600 instances × 60 timestamps), where each class contains
100 homogeneous time series simulating industrial control scenarios.

Data partitioning followed established protocols: the first 90 instances per class formed
the training set (540 total), while the remaining 10 instances constituted the test set (60 total).
Building upon literature [13] where HECM achieved minimal classification error, we
implemented incremental dimensionality reduction (2–30 dimensions) on both sets to
benchmark HECM-Plus against HECM. The classification workflow comprised:

• Step (1) Data Preprocessing Stage: The first 90 rows from each category were selected
as the training set, and the remaining 10 rows formed the test set, resulting in a training
set of 540 time series and a test set of 60 time series.

• Step (2) Segmentation and Dimensionality Reduction: The dimensionality parameter d
was adjusted within the range of 2 to 30. Each time series (60 timestamps) was divided
into d non-overlapping equal-length segments. If the total length was not perfectly di-
visible by d, the remainder data points were truncated to ensure equal segment lengths.
The mean value of each segment was calculated to achieve dimensionality reduction.

• Step (3) Reverse Cloud Feature Extraction: The reverse cloud algorithm was applied
to each dimensional segment to extract digital features of cloud concepts (Ex, En, and
He for HECM-Plus; Ex and En for HECM).

• Step (4) Similarity Calculation: Using HECM-Plus and HECM, the similarity be-
tween cloud concepts in the training set and the test set was computed, and multi-
dimensional similarity matrices were constructed.

• Step (5) Classification Decision: Based on the 1-nearest neighbor principle, the category
with the highest similarity in each dimensional similarity matrix was selected as the
classification result.

• Step (6) Performance Evaluation: The classification error rate (ratio of misclassified
samples to the total samples) was calculated to evaluate the algorithm’s classification
performance and accuracy.

4.2.2. Classification Calculation Results

Figure 3 shows the classification error rates of HECM-Plus and HECM at different
dimensions. Table 4 presents the mean and standard deviation of these error rates. As
shown in Figure 3, HECM-Plus exhibits a significantly lower classification error rate than
HECM, particularly in high-dimensional settings. As shown in Table 4, HECM-Plus exhibits
a lower mean classification error rate and standard deviation than HECM, indicating its
superior classification performance and greater stability.

To statistically validate the dimensional superiority observed in Figure 3 and Table 4, a
paired t-test was conducted to assess the classification performance of HECM-Plus against
HECM. The results yielded a t-statistic of −3.2856 (p = 0.0027), indicating a statistically
significant difference between the two algorithms at a significance level of α = 0.05. The
negative t-value confirms that HECM-Plus achieves a significantly lower mean classification
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error rate compared to HECM across all dimensional configurations (2D–30D). This finding
is consistent with the experimental observations in Figure 3 and Table 4, where HECM-
Plus demonstrates reduced error variance and improved robustness in high-dimensional
time-series classification tasks.
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Figure 3. Classification error rate.

Table 4. Means and standard deviations of classification error rates.

Mean Classification Error
Rate

Standard Deviation of
Classification Error Rate

HECM-Plus 0.19033905 0.034925326
HECM 0.204222243 0.047171944

In summary, HECM-Plus offers several significant advantages over existing meth-
ods, including:

• Comprehensiveness and Accuracy: HECM-Plus effectively captures the geomet-
ric characteristics of cloud concepts and quantifies their differences by considering
three essential numerical features: Ex, En, and He. This method minimizes information
loss and significantly improves the accuracy and reliability of concept differentiation
and classification. In particular, Ex indicates the central tendency of cloud concepts,
En captures their ambiguity, and He represents the degree of their discreteness. By
incorporating these features, HECM-Plus effectively captures the core characteristics
of cloud concepts, resulting in more dependable classification results for complex
datasets. This method improves classification accuracy and enhances the robustness
of the model, ensuring consistent and stable performance across various dataset types
and sizes.

• Computational Efficiency: HECM-Plus mainly depends on numerical features to
perform direct algebraic operations, eliminating the need for complex integration
calculations. Compared with traditional algorithms such as ECM, MCM, and PDCM,
HECM-Plus offers a more direct and concise calculation process, leading to a sig-
nificant reduction in computational complexity. This optimization not only reduces
computational resource requirements but also significantly improves computation
speed. In particular, when handling large-scale datasets, the algorithm substantially
reduces the required time, thereby improving operational efficiency.

• Universality and Extensibility: The Hellinger distance is an f-scattering that meets the
criteria of distance axiomatization. Thus, it is suitable for use not only with traditional
cloud models but also with higher-order normal clouds and high-dimensional cloud

105



Entropy 2025, 27, 475

models. The broad applicability of the Hellinger distance is one of its key advantages.
The flexibility and adaptability of HECM-Plus allow it to address various real-world
challenges, making it a crucial tool in various fields.

5. Application of HECM-Plus to Conflict Resolution in Design

In design work evaluation, conventional approaches typically depend on subjective
assessments from a team of experts, simplifying the evaluation process by calculating
an average score to determine the final grade of the work. However, this simplification
discards critical uncertainty information inherent in multi-expert systems. To address this,
we adopt a cloud model framework, a three-parameter representation (Ex, En, He) that
quantifies expected value (Ex), fuzziness (En), and stochastic dispersion (He) of evaluations.
While averaging (Ex) is effective for highly consistent evaluations, the cloud model reveals
two hidden uncertainties: En measures ambiguity in criteria interpretation (e.g., “What
defines a ‘good’ design?”), and He captures randomness in expert opinions (e.g., “Why
do ratings vary so widely?”). This dual perspective is essential for resolving conflicts in
scattered or controversial cases.

Table 5 presents the design work scores from a university in Chengdu. Using tradi-
tional methods, the average scores of Work 1 and Work 2 were 83.5 and 80.3, respectively,
both classified as “good” (80–90 range). However, Work 2 exhibits significant uncer-
tainty: its scores span from 61 to 95 (see Table 5), indicating high En (ambiguity in quality
criteria) and He (random divergence among experts). This complexity is invisible to mean-
based methods.

Table 5. Expert ratings of design work.

No. Expert 1 Expert 2 Expert 3 Expert 4 Expert 5 Expert 6 Expert 7 Expert 8 Expert 9 Expert 10

Work 1 88 85 83 82 89 83 88 83 75 79
Work 2 61 90 75 80 85 95 85 82 80 70

To address this, we employ reverse cloud transformation to model dual uncertainties
explicitly. Work 1 is represented as (83.5, 4.0106, 0.87467), while Work 2 becomes (80.3,
8.8985, 2.6882). Here, En captures the spread of ratings (fuzziness), and He quantifies their
stochastic dispersion.

Historical rating clouds are defined as follows:

• Excellent: (95, 2, 0.5),
• Good: (85, 4, 1.0),
• Moderate: (75, 6, 1.5),
• Poor: (50, 8, 2.0).

This transformation not only preserves the average rating values but also highlights the
ambiguity and randomness of the ratings, providing a more detailed and comprehensive
dimension of information for accurate assessment. Figure 4 shows the six clouds, where
the deep blue cloud represents the rating cloud of Work 1 and the orange cloud represents
the rating cloud of Work 2.

The concentrated morphology of Work 1′s deep blue cloud (lower En and He) reflects
consistent expert consensus with minimal ambiguity, aligning with the “good” grade’s
narrow criteria. In contrast, Work 2′s dispersed orange cloud exhibits greater horizontal
spread (En = 8.8985) and vertical thickness (He = 2.6882), visually quantifying its ambiguous
“moderate/good” boundary and stochastic score dispersion (61–95), which structurally
overlaps the medium-grade cloud’s probabilistic distribution.
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Figure 4. Cloud model representations of design works.

To confirm this observation, HECM-Plus introduced in this study was used for a
comparative analysis with HECM. As shown in Table 6, both algorithms consistently
categorized Work 1 as “good,” accurately reflecting its rating. This demonstrates the sta-
bility and reliability of the algorithms in the evaluation. However, in the more complex
evaluation of Work 2, although both algorithms assigned a “moderate” rating, the results
differed significantly from those obtained using traditional scoring approaches. In particu-
lar, HECM-Plus achieved a similarity of 0.6963 in classifying Work 2 as “moderate,” which
is substantially higher than the 0.6157 similarity of HECM. This improvement is attributed
to the explicit incorporation of He in HECM-Plus, which quantifies the stochastic dispersion
of expert opinions. By integrating He into the adjusted standard deviation calculation,
HECM-Plus captures the inherent randomness in controversial evaluations—such as the
scattered ratings of Work 2—thereby enhancing discriminative accuracy. This comparison
not only demonstrates that HECM-Plus has higher discriminative accuracy when dealing
with complex and scattered data but also further indicates its advantage when dealing with
more controversial works.

Table 6. Evaluation results of the cloud models.

Algorithm Work Excellent Good Moderate Poor Grade

HECM-Plus 1 0.0983 0.8716 0.4447 0.0165 Good
2 0.1989 0.5713 0.6963 0.1199 Moderate

HECM 1 0.0167 0.8144 0.2792 0.0004 Good
2 0.0936 0.5205 0.6157 0.0204 Moderate

Moreover, we found that the discriminative margin of HECM-Plus (0.6963− 0.5713 = 0.125)
is substantially higher than that of HECM (0.6157 − 0.5205 = 0.0952) when analyzing the
similarity difference between the “medium” and “good” grades. These results further
confirm the superiority of HECM-Plus in discriminating adjacent grades and enhancing
discrimination accuracy. This improvement stems from HECM-Plus’s explicit modeling of
He-driven stochastic dispersion, which quantifies the randomness in expert disagreements
(e.g., Work 2′s wide score distribution), while En captures the inherent ambiguity of
qualitative criteria like “moderate” versus “good”. By bridging design studies’ need for
aesthetic interpretation with decision theory’s demand for probabilistic rigor, HECM-Plus
resolves interdisciplinary conflicts by quantifying both conceptual ambiguity (En) and
stochastic dispersion (He). The method adapts classification boundaries through probability
density comparisons when evaluation criteria differ across domains.

In multi-expert design evaluation, the cloud model significantly enhances evaluation
efficacy through its certainty (Ex), fuzziness (En), and randomness (He). It quantifies the

107



Entropy 2025, 27, 475

fuzziness of concepts via En (e.g., the semantic boundary dispersion of expressions like
“design quality slightly above average”) and characterizes randomness using He (e.g.,
the random fluctuations in different experts’ thresholds for “average”). This mechanism
precisely captures the cognitive traits of semantic ambiguity and individual threshold
deviations in expert ratings. Furthermore, Ex can soften discrete scores (e.g., 80.3 points)
into corresponding semantic levels (e.g., “good”) while effectively mitigating the “hard
boundary” distortion issue of traditional threshold methods through the constraints of
En and He (e.g., average scores of 79.9 and 80.1 are continuously mapped due to the
extensibility of En and He rather than being forcibly categorized into different levels).
The cloud model can transform discrete scores into continuous probability distributions,
making it inherently compatible with multidisciplinary experts’ varying interpretations of
indicators like “innovativeness”. For example, art experts focus on “aesthetic fuzziness”
while mechanical experts emphasize “technical feasibility randomness”. It is precisely
because the cloud model characterizes concepts through these three features so that robust
aggregation from discrete individual ratings to group consensus can be achieved, providing
interpretable support for cross-domain complex evaluations. Therefore, He clearly cannot
be ignored in the distance measurement of the cloud model. HECM-Plus tackles the issue of
traditional cloud models overlooking He in distance measurement, offering a scientific and
concise algorithm to resolve conflicts in multi-criteria design evaluation while maintaining
the probabilistic nature of expert opinions.

6. Conclusions

The accurate measurement of cloud model similarity is pivotal for advancing
uncertainty-aware decision systems. This study proposed HECM-Plus, a Hyper-entropy-
enhanced Hellinger similarity algorithm that integrates Ex, En, and He through reverse
cloud transformations. Three key contributions emerge:

• Conceptual discrimination: By reformulating the Hellinger distance with He-adjusted
standard deviations (Equations (21)–(24)), HECM-Plus achieved a 12.5% higher dis-
criminative margin than HECM in resolving multi-expert conflicts (Table 6), correcting
overestimated similarities (e.g., 0.94 vs. 0.99 for C1–C4 in Table 1) through rigorous
uncertainty decomposition.

• Statistical robustness: In time-series classification, HECM-Plus reduced the mean error
by 6.8% (0.190 vs. 0.204, p < 0.05) and variance by 26% (Table 4), with a paired t-test
confirming significant improvement (t = −3.2856, p = 0.0027), demonstrating superior
stability in high-dimensional settings.

• Conflict resolution in multi-criteria design evaluation (MCDM): By reclassifying con-
troversial designs (e.g., overriding an 80.3 average “good” to “moderate” via He-
weighted thresholds in Section 5), the algorithm resolved subjective disagreements in
expert evaluations, offering a principled framework for design quality assessment.

However, HECM-Plus’s performance depends on the representativeness of expert
ratings, where biased or non-random samples may distort He estimation. HECM-Plus
relies on Gaussian approximations for cloud model distributions, which may degrade
performance with heavy-tailed or multi-modal expert evaluation data, as observed in
design controversies. Furthermore, the reverse cloud algorithm requires sufficient samples
for stable He estimation, and limited expert panels may amplify variance in En/He recovery.
Additionally, the current implementation assumes equal expert reliability, meaning biased
ratings disproportionately influence Ex/En/He without robustness mechanisms to mitigate
such distortions. Biased or non-random samples may affect He estimation. Future work
will focus on:
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• Extending HECM-Plus to higher-order normal clouds and high-dimensional scenarios
while maintaining its computational efficiency.

• Integrating reliability metrics to dynamically adjust expert contributions during re-
verse cloud transformations, mitigating bias in He estimation.

• Deploying the algorithm in real-time decision support systems for applications ranging
from intelligent design iteration to industrial process monitoring.

These advancements establish HECM-Plus as a theoretically grounded and compu-
tationally efficient tool for uncertainty quantification, bridging geometric ambiguity and
stochastic dispersion in uncertainty-aware decision analytics.
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Abstract

In multi-criteria decision-making (MCDM) environments characterized by uncertainty
and data irregularities, the reliability of weighting methods becomes critical for ensuring
robust and accurate decisions. This study introduces a novel hybrid objective weight-
ing method—IQRBOW-E (Interquartile Range-Based Objective Weighting with Entropy)
—which dynamically combines the statistical robustness of the IQRBOW method with
the information sensitivity of Entropy through a tunable parameter β. The method al-
lows decision-makers to flexibly control the trade-off between robustness and information
contribution, enhancing the adaptability of decision support systems. A comprehensive
experimental design involving ten simulation scenarios was implemented, in which the
number of criteria, alternatives, and outlier ratios were varied. The IQRBOW-E method
was integrated into the VIKOR framework and evaluated through average Q values, sta-
bility ratios, SRD scores, and the Friedman test. The results indicate that the proposed
hybrid approach achieves superior decision stability and performance, particularly in data
environments with increasing outlier contamination. Optimal β values were shown to
shift systematically depending on data conditions, highlighting the model’s sensitivity and
adaptability. This study not only advances the methodological landscape of MCDM by
introducing a parameterized hybrid weighting model but also contributes a robust and
generalizable weighting infrastructure for modern decision-making under uncertainty.

Keywords: decision support systems; multi-criteria decision-making; interquartile range;
entropy weighting; hybrid weighting method; outlier robustness

1. Introduction

In today’s complex decision-making environments, the combination of uncertainty, in-
formation overload, and the need to evaluate multiple criteria has made it more important
than ever for decision-makers to have access to supportive tools. In particular, Decision
Support Systems (DSSs) provide analytical support in such uncertain conditions, helping
to create decision-making processes and enabling organizational strategies to be grounded
on a more solid foundation [1,2]. However, the success of these systems to a large extent
depends on the accuracy, reliability, and robustness of the weighting methods integrated
into the decision-making process [3,4]. In the literature, weighting methods are generally
classified into three main categories: subjective, objective, and hybrid approaches. Sub-
jective methods rely on expert judgments or survey-based preferences, whereas objective

Entropy 2025, 27, 867 https://doi.org/10.3390/e27080867
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methods are based on data-driven statistical and mathematical computations. Hybrid
methods, on the other hand, generally aim to combine the strengths of both subjective
and objective approaches, offering more flexible and comprehensive solutions for complex
decision-making problems. The increasing importance of hybrid approaches has been
emphasized in various domains, especially in environments where decision ambiguity
coexists with data irregularity [5–7].

In this context, multi-criteria decision-making (MCDM) methods have gained signifi-
cant importance in both the academic literature and real-world applications. In MCDM
processes, objectively determining the relative importance levels of criteria is a fundamental
step that directly affects the integrity of the decision. Although many weighting methods
have been proposed in the literature for this purpose, each has its own limitations. For ex-
ample, the Entropy method, which is an information-based approach, measures differences
between criteria through statistical diversity but is sensitive to outliers in the data [8,9]. On
the other hand, the Interquartile Range-Based Objective Weighting (IQRBOW) method,
which utilizes the distributional characteristics of the data, produces more robust results,
especially in data sets containing outliers [10]. However, this method may be limited in
terms of information content sensitivity.

In this study, a new hybrid structure called IQR-Based Objective Weighting with Entropy
(IQRBOW-E) is introduced, which combines the strengths of the two aforementioned meth-
ods. IQRBOW-E enables decision-makers to establish a flexible balance between statistical
robustness and information sensitivity through the β parameter. Thus, both the robustness
of IQRBOW against outliers and the information-based sensitivity of Entropy are blended
together, resulting in a more balanced, flexible, and reliable weighting approach.

The proposed IQRBOW-E method is not limited to MCDM applications and can
also be integrated into the core data processing infrastructure of DSSs. The robustness of
the method has been tested under various scenarios and analyzed in detail in terms of
advantages and stability conditions. Additionally, this study aims to demonstrate that
hybrid weighting can maintain stability in changing data structures, thereby providing a
reliable foundation for decision support mechanisms.

The main contributions of this study are summarized as follows:

• A novel hybrid objective weighting method (IQRBOW-E) is proposed, combining
IQR-based robustness and Entropy-based information sensitivity.

• The method provides a flexible structure for adjusting the trade-off between robustness
and information contribution in weighting processes through a tunable parameter β.

• An extensive simulation-based experimental design with varying numbers of criteria,
alternatives, and outlier ratios is developed to evaluate performance.

• The IQRBOW-E method is integrated into the VIKOR framework and evaluated
using statistical and decision-theoretic criteria such as Q values, SRD scores, advan-
tage/stability ratios, and the Friedman test.

• The findings demonstrate that IQRBOW-E outperforms traditional methods, especially
in environments with high uncertainty and outlier contamination.

The remainder of this paper is organized as follows: Section 2 presents a review of
related works on weighting methods in MCDM. Section 3 introduces the methodology, in-
cluding the development of the IQRBOW-E method and the experimental design. Section 4
provides the simulation results and statistical analyses under various decision scenarios.
Section 5 discusses the implications of the findings. Finally, Section 6 concludes the paper
and outlines directions for future research.
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2. Related Works

In MCDM processes, the accurate determination of the relative importance levels of
decision criteria is considered one of the key determinants of final decision quality. In
this context, weighting procedures are examined in the literature under two main groups:
subjective and objective weighting methods [10]. Subjective methods are generally based
on decision-makers’ judgments, expert opinions, or survey-based evaluations and heavily
incorporate the influence of human factors [11]. In contrast, objective methods adopt
a systematic, repeatable, and computation-based approach based on numerical data in
the decision matrix [10]. Prominent examples of objective methods include Entropy [9],
IQRBOW [10], Standard Deviation [12], CRiteria Importance Through Intercriteria Correla-
tion (CRITIC) [13], MEthod based on the Removal Effects of Criteria (MEREC) [14], Gini
Index [15], and PCA-based [16] weighting methods. Each of these methods is designed to
assign a priority level to criteria based on their data distribution or information contribu-
tion. However, most of these methods are either susceptible to outliers due to their focus
on variance alone or, even if they are information theory-based, fail to tolerate irregularities
in the data structure. These challenges can limit the decision support capacity of objective
methods under conditions where real-world data contain uncertainty, incompleteness,
and noise.

One of the most widely used methods among these is Entropy-based weighting,
which is based on Shannon’s approach, the founder of information theory. It assigns
greater weight to criteria with high information content by calculating the uncertainty
of criterion values [9]. The Entropy method is successful in highlighting criteria with
high discriminatory power by considering the internal variations of the criteria in the
decision matrix. Indeed, in this regard, it produces very effective results, especially in
consistent and balanced data sets. However, the method is sensitive to outliers in the data,
as probability-based approaches normalized according to the total of criterion values can
lead to significant weight shifts even with minor data deviations. Additionally, the Entropy
method is limited in terms of statistical robustness because it focuses on the distribution
density rather than the range of criterion values.

As an alternative, the IQRBOW method proposed in the recent literature evaluates the
importance level of criteria based on the interquartile range (IQR), a statistical dispersion
measure [10]. The IQR represents the middle 50% of the data set, which is calculated as the
difference between the first and third quartiles (Q3 − Q1), and is resistant to outliers. In
this regard, IQRBOW allows criterion weights to be obtained without distortion, especially
in decision-making environments containing outliers. Compared to Entropy, IQRBOW
offers a more robust approach and can produce reliable results regardless of the symmetry
or variance of the data set. However, it has low sensitivity to the information density
in the data, as it only considers the distributional width and does not take into account
the discriminative information provided by the criterion. This can cause IQRBOW to
be ineffective in some decision-making environments with information deficiencies or
homogeneous data sets.

In recent years, hybrid weighting methods have been developed to combine the
advantages of different structures, such as Entropy and IQRBOW [17]. Some of these
studies combine weights through arithmetic averages or weighted combinations [11], while
others prefer approaches such as fuzzy logic [18,19], the maximum Entropy principle, or
ideal solution reference evaluation [20,21]. However, most of these hybrid methods neither
offer an adjustable parameter (e.g., β) to balance the contribution of the two methodologies
nor provide a systematic approach to optimize such a parameter. This prevents decision-
makers from establishing a flexible balance according to the data structure, thereby limiting
the potential of the hybrid structure.
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The IQRBOW-E method, developed to address these shortcomings, is an innovative
weighting approach that combines statistical robustness with information sensitivity. The
method integrates IQRBOW’s robust structure against outliers and Entropy’s information
theory-based discriminative power through the β parameter in a dynamic manner. As a
result, decision-makers or system designers can control which method is dominant based
on the structure of the data set and develop an adaptive solution strategy instead of a
fixed weighting structure. IQRBOW-E can be evaluated not only as a decision-making
algorithm but also as a flexible and robust infrastructure that can be integrated into decision
support systems.

3. Methodology

The IQRBOW-E method proposed in this study is a new objective weighting approach
that aims to calculate criterion weights in multi-criteria decision-making processes based
on both information sensitivity and statistical robustness. The method combines two
fundamental weighting systems—Entropy and IQRBOW—to offer a hybrid system based
on the β parameter, which establishes a dynamic balance between these methods. Unlike
fixed weight combinations, this hybrid approach provides an adaptable framework tailored
to the nature of the data set and is designed for integration with decision support systems.

3.1. Data Set Creation and Normalization

The first and fundamental step in the decision-making process is to clearly define the
alternatives and evaluation criteria. The decision matrix used in this study is modeled in a
structure that includes alternatives in rows and criteria in columns. Each cell represents the
numerical value that a specific alternative receives in terms of a specific criterion.

Some of the criteria in the decision matrix are of the “benefit” type, meaning that
higher values are preferred. Others are of the “cost” type, where lower values are preferred.
To compare these two different types of criteria under the same framework, the criterion
values must be scaled (normalized) using an appropriate method.

In this study, the min–max normalization method was used to eliminate biases that
may arise from criteria having different scales and units (Equations (1) and (2)).

x′ij (bene f it) =
xij −min

(
xj

)
max

(
xj

)−min
(

xj
) (1)

x′ij (cost) =
max

(
xj

)− xij

max
(

xj
)−min

(
xj

) (2)

Here, x′ij represents the normalized value of the alternative i and criterion j; xij rep-
resents the original criterion value; min

(
xj

)
and max

(
xj

)
represents the minimum and

maximum values of the jth criterion, respectively.
In this method, the values of each criterion are converted to a range between 0 and

1 according to their own minimum and maximum ranges. For benefit-type criteria are
scaled so that lower values tend toward 0 and higher values tend toward 1, whereas
cost-type criteria follow the opposite trend. This ensures that all criteria are assessed on a
unified scale.

Min–max normalization enables direct comparison between alternatives without
distorting the information content of the decision matrix. It also facilitates the statistical
soundness of subsequent weighting and ranking processes.
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3.2. Calculation of Entropy Weights

The Entropy method is an objective weighting approach that evaluates the contribution
of each criterion to the decision process using an information theory-based measurement.
In this method, the greater the diversity of criterion values, the higher the information
content of that criterion is considered to be. Accordingly, criteria with low diversity are
assumed to contribute less to the decision process and are assigned lower weights.

When calculating Entropy weights, each normalized criterion cell value is first divided
by its column total to obtain a probability distribution (Equation (3)):

pij =
x′ij

∑m
i=1 x′ij

(3)

Here, pij represents the normalized and standardized (probability) value of alternative
i for criterion j; x′ij represents the value normalized using the min–max method; and m is
the total number of alternatives.

Prior to computing Equation (3), each raw element x′ij is scaled to the [0, 1] interval
by the monotonic min–max operator in Equation (2). This preprocessing step (i) converts
cost-type criteria to a common benefit direction, (ii) ensures all values are strictly non-
negative so that pij · lnpij is well-defined, and (iii) prevents large-magnitude attributes from
numerically dominating the Entropy term.

The Entropy value of each criterion is calculated using the information theory approach
with the following formula (Equation (4)):

ej = −k ·∑m
i=1 pij · ln pij (4)

Here, ej represents the Entropy value of criterion j; while k = 1
ln(m)

serves as
a normalization factor (fixed for a given decision matrix). This factor rescales ej so
that 0 ≤ ej ≤ 1 and its dependence on the number of alternatives m guarantees
comparability across different matrix sizes. As the Entropy value increases, the information
value of the criterion decreases. Therefore, the weights are calculated using dj = 1− ej,
which is the complement of Entropy. The Entropy-based weight of each criterion is obtained
as follows (Equation (5)):

wj =
dj

∑n
j=1 dj

(5)

Here, wj is the final Entropy weight of criterion j and n denotes the total number of
criteria [9].

3.3. Calculation of IQRBOW Weights

IQRBOW is an objective method that uses IQR, a statistical distribution measure, to de-
termine criterion weights [10]. This approach was developed to make the decision-making
process more reliable, especially in data sets with outliers. IQR represents the middle 50%
of the data and provides a robust measure of variability that is not affected by extreme
values. Unlike standard-deviation- or variance-based weighting schemes, IQRBOW mea-
sures dispersion with the inter-quartile range (IQR)—a statistic that remains unaffected
until at least 25% of the observations are contaminated with outliers. Because variance
increases quadratically with extreme values, even a single outlier can dominate weights
when variance is used, whereas the IQR changes only if the quartiles themselves shift.

In the IQRBOW method, the importance level of the criteria is calculated in direct
proportion to the spread of each criterion in the data distribution. Criteria with higher IQR
values are assumed to have greater variability and contribute more to the decision-making
process.
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For each criterion, the IQR value is calculated as the difference between the third
quartile (Q3) and the first quartile (Q1) (Equation (6)):

IQRj = Q3 −Q1 (6)

Here, IQRj represents the IQR value for criterion j, while Q3 and Q1 represent the
third and first quartile values for that criterion, respectively.

Since IQR measures the spread of values concentrated around the center of the data,
it is highly insensitive to outliers. This feature enhances the statistical robustness of the
method in decision-making processes.

After calculating the IQR values for all criteria, these values are normalized by dividing
them by the total IQR, and the criterion weights are calculated as follows (Equation (7)):

wj =
IQRj

∑n
j=1 IQRj

(7)

The IQRBOW method is resistant to outliers because it focuses on the central part of
the statistical distribution, producing reliable results, especially when the data set deviates
from normality. Instead of evaluating criteria using statistical measures such as mean and
variance, which are sensitive to outliers, evaluating them using a more robust structure
ensures the consistency of decision quality. With this feature, IQRBOW offers higher
stability and reliability compared to traditional weighting methods [10].

3.4. Calculation of IQRBOW-E Weights

IQRBOW-E is a flexible and controllable hybrid weighting approach developed by
combining the strengths of the Entropy and IQRBOW methods. The main objective of this
method is to integrate the statistical robustness offered by the IQRBOW method into the
decision-making process while maintaining the information-based sensitivity obtained by
the Entropy method.

The IQRBOW-E method is defined by the β parameter, which enables the decision-
maker to balance the effect of the two methods. It is defined in the range β ∈ [0, 1] and
controls the balance in the hybrid weight structure. Thanks to this parameter, the decision-
maker can choose between an information-sensitive or robustness-focused approach de-
pending on the data structure. The method’s computational process is carried out in a
single step (Equation (8)):

wIQRBOW−E
j = β · wIQRBOW

j + (1− β) · wEntropy
j (8)

In this formula, wIQRBOW
j represents the weight of criterion j computed using the

IQRBOW method (see Equation (7)), and wEntropy
j denotes the weight calculated using the

Entropy method (see Equation (5)). The parameter β ∈ [0, 1] is used to balance the influence
of the two methods, allowing for a flexible integration of robustness and information
sensitivity. This formula processes both weight vectors in a normalized form of the same
size and creates a vector that is scaled to the [0, 1] range and normalized to be the sum of
the resulting hybrid weights is 1.

• When β = 1 is true, the method is reduced to pure IQRBOW, i.e., it is based entirely
on statistical robustness.

• When β = 0 is true, the method becomes pure Entropy, creating a structure based on
information diversity.

• In the 0 < β < 1 range, a controlled blend of IQRBOW and Entropy is obtained.
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Thanks to this structure, IQRBOW-E offers an adaptable weighting system for different
data structures and decision problems. For example, if the data set contains outliers, a
higher β value is preferred, while lower β values are recommended when information
differences between criteria are prominent. This flexibility makes the method both theoreti-
cally robust and dynamically applicable within decision support systems. Additionally,
this structure can be directly integrated not only with ranking-focused methods like VIse
Kriterijumska Optimizacija I Kompromisno Resenje (VIKOR) [22] but also with Technique
for Order of Preference by Similarity to Ideal Solution (TOPSIS) [8], Evaluation based on
Distance from Average Solution (EDAS) [23], Measurement of Alternatives and Ranking
according to COmpromise Solution (MARCOS) [24], Grey Relational Analysis [25], and
other objective decision models. Thus, IQRBOW-E provides a modular, robust, and general-
purpose weighting infrastructure for both classical and modern MCDM applications.

3.5. Experimental Design and Application Scenarios

The overall procedure of the proposed IQRBOW-E method is summarized in a
flowchart (Figure 1), which visualizes the key steps from synthetic data generation to
decision evaluation and highlights the feedback mechanism that enables recalibration of
hybrid weights via the β parameter when needed.

Figure 1. Flowchart of the proposed IQRBOW-E methodology.

Figure 1, illustrating the workflow from data generation and normalization to hybrid
weighting, integration into VIKOR, and result evaluation. A feedback loop from the evalu-
ation step to hybrid weight recalibration is also included to reflect the model’s adaptability
through β tuning.
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The proposed IQRBOW-E method has been tested under various experimental scenar-
ios to understand the effects of differences in data structure on weighting results and to
evaluate the robustness of the method. In this context, the experimental design is based on
controlled simulations aimed at observing the effects of different numbers of criteria and
alternatives, outlier ratios, and the β parameter in the hybrid structure.

To evaluate the impact of the proposed IQRBOW-E method on decision-making out-
comes, the VIKOR method was selected as the ranking framework. VIKOR is particularly
suitable for decision problems characterized by conflicting criteria and uncertain data,
which aligns with the objectives of our study. Unlike other MCDM methods, VIKOR incor-
porates two key decision principles—acceptable advantage and acceptable stability—which
make it well-suited for assessing both performance and robustness under varying data
structures. Consistent with VIKOR’s original formulation, we regard these principles
as satisfied only when (i) the acceptable-advantage gap exceeds its theoretical threshold,
i.e., ΔQ ≥ 1/(m − 1), and (ii) the same alternative simultaneously attains first place in
either the S or R ranking, yielding a 100% stability ratio. In VIKOR, S (group utility) is the
weighted sum of normalized deviations from the positive-ideal across all criteria (lower
S indicates better overall performance), whereas R (individual regret) is the maximum of
those weighted deviations on any single criterion (capturing the worst-case shortfall) [22].
These features enabled us to systematically evaluate how different β values influence not
only ranking outcomes but also consistency and decision reliability.

In each experimental condition, decision matrices were synthetically generated, and
criterion weights were calculated using IQRBOW-E. The synthetic data were generated
using a simulation-based approach with controlled randomness. Each criterion in the
decision matrix was produced using independent normal distributions whose means were
randomly drawn from a uniform range between 50 and 150, and standard deviations were
randomly selected between 5 and 20. These ranges were selected to reflect a moderate level
of variability commonly observed in real-world MCDM applications. They help ensure
that the data contain sufficient dispersion without being unrealistically volatile or overly
uniform. This setting allows for meaningful normalization and reliable interpretation
of weighting behaviors. Additionally, outliers were introduced in relevant scenarios by
replacing selected values with extreme values calculated based on the upper bound of
the interquartile range (IQR). The random generation process was seeded (Seed = 42) to
ensure reproducibility across all simulations, which were repeated 1000 times for each
scenario. These weights were then evaluated in terms of ranking performance using the
VIKOR method, one of the commonly used methods in multi-criteria decision-making. The
objective here is to identify under which conditions IQRBOW-E produces the most stable,
advantageous, and reliable decisions.

The grid-search routine is not tied to the VIKOR-specific quantity Q. When an-
other ranking model is employed, the primary ordering statistic of that model can simply
replace Q in the algorithm. For instance, in TOPSIS, one may minimize the average
closeness coefficient CC (distance to the positive ideal solution) while retaining the same
ranking–stability and advantage checks. Likewise, for PROMETHEE, the net outranking
flow φi could serve as the optimization objective. In this way, the β selected always repre-
sents the point at which the hybrid weighting yields the most favorable performance for
the target MCDM algorithm.

Within the scope of the experimental study, a series of controlled parameters were
used to evaluate the performance of the proposed IQRBOW-E method in different data
structures. These parameters are components that determine the basic structure of the
decision matrix and the experimental conditions [26]. First, two basic structural variables,
namely, the number of criteria and the number of alternatives, were considered. These
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variables determine the size and complexity of the decision matrix, enabling the method’s
stability to be tested at different scales. Second, the outlier ratio was varied to measure
the statistical robustness-based advantage of IQRBOW-E. In this context, outliers were
systematically added to the data set at rates of 0% (no outliers), 1%, 5%, and 10% [27]. In
this study, the outlier ratio is defined as the proportion of decision matrix elements that
are intentionally replaced by extreme values. The β value, the most fundamental control
parameter of the hybrid structure, was scanned with increasing values between 0 and
1, and the optimal equilibrium point was determined for each scenario. In this context,
the optimal equilibrium point refers to the value β that simultaneously (i) minimizes the
average VIKOR compromise measure Q, (ii) satisfies VIKOR’s advantage and stability
conditions ( ΔQ ≥ 1/(m − 1) and S = 100%), and (iii) lies within the largest contigu-
ous β-interval fulfilling both criteria. Additionally, to obtain reliable and generalizable
results under all conditions, each scenario was repeated 1000 times, and a fixed random
number generator (seed) was used to eliminate the effect of randomness [28,29]. Thanks
to this multi-dimensional parameter set, both the knowledge-based and robustness-based
properties of IQRBOW-E were thoroughly tested, and the method’s applicability to dif-
ferent decision problems was scientifically demonstrated. The scenarios are summarized
in Table 1.

Table 1. Descriptive information about the scenarios.

Scenario
Number of

Criteria
Number of

Alternatives
Outlier
Ratio

Objective

Sc1 10 10 0% Basic performance assessment
Sc2 10 10 1% Outlier data
Sc3 10 10 5% Outlier data
Sc4 10 10 10% Outlier data
Sc5 10 15 0% Data size increase
Sc6 10 20 0% Data size increase
Sc7 15 10 0% Data size increase
Sc8 20 10 0% Data size increase
Sc9 20 20 0% Data size increase
Sc10 20 20 10% Outlier data + Data size increase

The IQRBOW-E method was integrated into the VIKOR method to measure the
impact of weights on the decision-making process. VIKOR evaluates alternatives based
on both group benefit (S) and maximum dissatisfaction (R) criteria and ranks them using
the Q value [30]. The determination of the best alternative was analyzed not only based
on the Q value but also through VIKOR’s two fundamental decision rules: “acceptable
advantage” and “acceptable stability” conditions [31]. Thus, not only numerical superiority
but also compliance with decision theory was tested [22].

Additionally, the average and distribution of Q values (box plots), ranking stability
(Sum of Ranking Differences—SRD scores), and variance analysis (Friedman test) were
measured under different β values to statistically determine at which β levels IQRBOW-E
offers the most robust performance. The effectiveness of the proposed method was assessed
using three key evaluation metrics: the stability ratio, the SRD, and the Friedman test, each
of which is presented below in formal mathematical notation.

The stability ratio [22] metric measures how often the same alternative ranks first
across simulation runs. It is calculated as Equation (9):

SR =
nstable
ntotal

(9)
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where nstable is the number of simulations where the top-ranked alternative remains the
same, and ntotal is the total number of simulation iterations (e.g., 1000).

SRD quantifies the deviation of the rankings from an ideal reference (e.g., average
ranking). For each alternative Ai, its SRD score [10,32] is computed as Equation (10):

SRDi = ∑m
j=1

∣∣∣rij − rre f
j

∣∣∣ (10)

where rij is the rank of alternative Ai in simulation j, and rre f
j is the reference rank (typi-

cally the average rank across simulations for position j). A lower SRDi indicates greater
similarity to the ideal ranking.

The Friedman test [33] assesses whether rankings across different β values differ
significantly. The test statistic is calculated as Equation (11):

X2
F =

12
nk(k + 1) ∑k

j=1 R2
j − 3n(k + 1) (11)

where n is the number of alternatives, k is the number of β configurations, and Rj is the sum
of ranks for the j− th configuration. A p-value below 0.05 indicates significant differences
among rankings.

4. Results

In this section, the performance of the weights obtained using the proposed IQRBOW-
E method under different scenarios has been evaluated through systematic simulations
and statistical analyses. In each scenario, variables such as the number of criteria applied
to the decision matrix, the number of alternatives, and the outlier ratio were considered;
the β parameter was scanned in equal steps between 0 and 1 to analyze the performance
dynamics of the hybrid method. The VIKOR method was used as a reference during
the evaluation process, and the best alternative was determined for each β based on the
obtained Q values. Additionally, the ranking results were examined not only based on
the Q values but also according to the fundamental decision criteria of VIKOR, namely
the acceptable advantage and acceptable stability criteria. Each simulation output was
analyzed in terms of the average Q value, the stability of the best alternative, SRD scores,
distribution stability via box plots, and statistical significance via the Friedman test. Thus,
it has been demonstrated at which β levels IQRBOW-E most effectively combines its
information sensitivity (Entropy) and statistical robustness (IQRBOW) properties.

The scenario SC1 was considered as the baseline structure representing the base
evaluation environment without outliers. In this scenario, the weights obtained using
the IQRBOW-E method were tested by changing the β parameter in equal steps between
0 and 1, and the average Q value was calculated for each β. As shown in Figure 2, the
average Q value starts at a high level, reaches a minimum around β ≈ 0.43, and then
increases again. This indicates that the hybrid structure significantly affects decision quality
and that optimizing the β value is necessary.

Additionally, the decision rules of the VIKOR method, namely the acceptable advan-
tage and acceptable stability ratios, have also been analyzed. Figure 3 shows the fulfillment
rates of these two criteria according to the β value. The range where both advantage and
stability conditions are met is concentrated around β ≈ 0.43− 0.45; this supports the
selection of an optimal β value not only based on the average Q but also according to the
decision rules.

Within this scenario, enhanced optimal beta has been determined as β = 0.43,
which has both a low average Q value and an advantage and stability ratio of over 90%.
Additionally, the absolute optimal β value, which yields the lowest average Q value, has
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been calculated as 0.425. These values indicate that the decision-maker can achieve both
quality and decision reliability within a flexible range.

Figure 2. Average Q Value Based on β Value.

Figure 3. Advantage and Stability Ratios Based on β.

The distribution of Q values is presented in Figure 4 using a box plot; it was observed
that within the β = 0.425− 0.45 range, not only a low average but also a narrow variance
and stable distribution was obtained. Evaluating decision quality with a single value and
through its distribution highlights the robust decision-making capability of IQRBOW-E.

Additionally, the change behavior of the best alternative at different β values is shown
in Figure 5. Alternative 1 remains the best alternative throughout the entire scenario until
β ≈ 0.60, after which Alternative 4 takes the lead. This observation demonstrates that the
hybrid structure offers decision stability within a certain range and that shifts in the weight
structure have a limited effect on decisions.

The trends of the Q values of the alternatives according to different q values are pre-
sented in five separate sub-panels in Figure 6. This visual demonstrates that the IQRBOW-E
method is stable not only with respect to the β parameter but also with respect to the q
parameter. In particular, the dominance of Alternative 1 at q = 0.5 and q = 0.75 values
indicate that it contributes to the stability of the method.
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Figure 4. Q Value Distribution According to β Value.

Figure 5. Change in the Best Alternative with Beta Value.

The Si and Ri values of the VIKOR components of the decision matrix are presented
comparatively in Figure 7. Alternative 1 stands out systematically in terms of Q value thanks
to both its low S value (high group benefit) and low R value (low maximum dissatisfaction).

On the other hand, Entropy, IQRBOW, and hybrid weights are compared with a radar
chart in Figure 8. It can be visually observed how the hybrid structure balances the weights
at β = 0.43, while maintaining the robustness effect in criteria where IQRBOW is dominant
and the information contribution based on Entropy is effective, especially in criteria such
as K1 and K3. Here, K1–K10 are shorthand labels for ten distinct evaluation criteria defined
in Table 1; some of these criteria are cost-type and others are benefit-type, as specified in
the corresponding scenarios.

The stability of decision rankings was measured using SRD scores. SRD is an important
measure of decision consistency because it is based on average rankings. As shown in
Figure 9, Alternative 1 has the lowest SRD value and is the most stable alternative.
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Figure 6. Alternative-Based Q Trends According to Different q Values.

Figure 7. Si and Ri Values According to Alternatives.

Finally, the Friedman test was used to determine the statistical difference between the
rankings, and the results were significant (χ2 = 350.0075, p = 0.0000). This indicates
that different β values significantly affect the ranking and that the selection of the optimal
β is not only theoretically but also statistically justified.

The impact of the weights obtained using the proposed IQRBOW-E method under
various data sets on the decision-making process was evaluated through ten different
experimental scenarios. The scenarios included increases in the number of criteria and
alternatives, outlier ratios, and combinations of these factors (see Table 2). For each
scenario, the β parameter was scanned in equal steps between 0 and 1, and the optimal β
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was determined based on the obtained Q values. Additionally, decision rules within the
VIKOR method, such as acceptable advantage and stability ratios, were also included in
the analysis process.

Figure 8. Comparison of Criteria Weights.

Figure 9. SRD Scores: Based on Average Rankings.

According to the analysis results, it was observed that the optimal β value generally
concentrated in the range of 0.4–0.8 in scenarios without outliers (Sc1 and Sc5–Sc9) and
low-scale scenarios (10 criteria, 10 alternatives, etc.). This range adequately represents both
information-based sensitivity and distributional robustness. When the outlier ratio exceeds
5% (Sc3, Sc4, and Sc10), the optimal β value was observed to increase steadily, highlighting
the effect of the IQRBOW-E method. This confirms that IQRBOW-E offers a data-sensitive
and adaptive structure.

β optimization, decision stability, and ranking statistics for all scenarios are summa-
rized in Table 2. As the outlier ratio increases, the optimal β value systematically rises, and
SRD scores generally become more volatile.
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When all scenarios are considered, it was observed that the optimal β value obtained
using the IQRBOW-E method not only reduced the average Q scores but also increased
ranking stability. The best alternative’s protection ratio remained high, especially in the
β = 0.43− 0.80 range; the results with the lowest variance in terms of SRD scores were
also obtained in this range. Friedman test results revealed significant differences across
all scenarios (p < 0.001), indicating that the β parameter statistically influences ranking.
These findings suggest that the optimal β value should be determined systematically and
based on the data structure, rather than randomly.

Table 2. Summary table of scenarios.

Scenario Optimal β Average Q Advantage (%) Stability (%) Min SRD Friedman p

Sc1 0.425 0.0747 100 100 1.634 <0.001
Sc2 1 0.0496 100 100 1.195 <0.001
Sc3 1 0.0496 100 100 1.195 <0.001
Sc4 1 0.1136 0 100 1.634 <0.001
Sc5 0.8 0.0281 100 100 1 <0.001
Sc6 0.675 0.0124 100 100 1.22 <0.001
Sc7 0.95 0.0018 100 100 1 <0.001
Sc8 1 0 100 100 1 <0.001
Sc9 0.9 0.2571 100 100 1.268 <0.001
Sc10 0.975 0.3638 100 100 2.902 <0.001

5. Discussion

This study has demonstrated that the IQRBOW-E method developed for use in deci-
sion support systems is not merely a theoretical proposal, but also capable of producing
highly flexible, robust, and relevant outputs under varying data sets. The findings clearly
demonstrate that hybrid approaches with parametric controllability offer much more
reliable decision-making processes than classical single-source weighting methods. In
particular, the balance achieved between information sensitivity (Entropy) and statistical
robustness (IQRBOW) through the β parameter can be evaluated not only as a mathematical
optimization element within the method but also as a flexibility tool capable of modeling
the decision-maker’s strategic preferences.

In practical applications, the choice between IQRBOW, Entropy, or their hybrid form
(IQRBOW-E) should depend on the characteristics of the data and decision environment.
The IQRBOW method is advantageous in scenarios where robustness against outliers
and noise is crucial. On the other hand, the Entropy method is more appropriate when
discriminating information among criteria is prioritized in a clean, structured data set. The
hybrid weighting model (Equation (8)) enables decision-makers to dynamically adjust this
trade-off via the β parameter. For instance, higher β values (e.g., β ≥ 0.7) are recom-
mended in volatile environments, whereas lower β values may suit contexts emphasizing
informational clarity.

One of the most striking findings worthy of discussion is that, even at low outlier
rates, the optimal β value converges toward 1.0 in some scenarios. This indicates that the
information-based Entropy approach can systematically break down in the presence of
outliers, while IQR-based robustness consistently maintains decision quality.

On the other hand, the width of the optimal β range that satisfies the advantages and
stability conditions shows that the method can work without being confined to a narrow
optimization window, i.e., it offers a wide range of applications to decision-makers. This
structure, integrated with ranking methods such as VIKOR, is consistent with decision
rules and also stands out in terms of ranking stability measured by SRD scores.
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This demonstrates that IQRBOW-E not only achieves a low Q value but also possesses
a structure that enhances the repeatability and reliability of decisions. Therefore, IQRBOW-
E can be regarded not only as a methodological improvement but also as a tool that
enhances confidence in the reliability and integrity of decision-making processes.

6. Conclusions

This study focuses on the structural nature of weighting in decision-making processes
and proposes IQRBOW-E, a parametrically adjustable hybrid method that balances infor-
mation sensitivity and robustness. Comprehensive experimental analyses conducted under
various scenarios demonstrate that this method not only achieves high performance in
average success measures but also in ensuring decision rules and ranking stability.

The adaptability of IQRBOW-E to data structures and its flexible β parameter are
the most fundamental features that distinguish the method from fixed-structure classical
approaches. The results of this study demonstrate that a scalable and modular weighting
method capable of responding to the dynamic needs of decision support systems is feasible.

In this context, IQRBOW-E has the potential to offer reliable, adaptable, and inter-
pretable solutions not only within the MCDM framework but also in more complex, multi-
dimensional decision environments characterized by uncertainty and data irregularities.
By enabling a tunable balance between robustness and information sensitivity through
the β parameter, the method allows decision-makers to adjust weighting strategies dynami-
cally based on the characteristics of the data. Future research could build on this flexibility
by integrating IQRBOW-E with fuzzy logic, interval-based representations, or hierarchical
decision models. Additionally, comparative analyses involving real-world data sets and
alternative MCDM methods such as TOPSIS, MARCOS, or EDAS would further enrich the
applicability and generalizability of the proposed approach.

This study operates under certain assumptions and within specific limitations that
should be acknowledged. The simulation-based evaluation was conducted using syn-
thetically generated decision matrices with normally distributed values and assumed
independence among criteria. While this design provides a controlled environment for test-
ing robustness, it may not fully capture the complexities of real-world decision problems.
Moreover, the current analysis focused solely on quantitative performance indicators—such
as average Q values, SRD scores, and decision stability—without addressing computational
cost or decision-making efficiency. These limitations present valuable directions for future
work, particularly for studies seeking to validate the method using empirical data or assess
its performance across a broader spectrum of decision-making contexts.
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Abstract

In distributed data environments, classification tasks are challenged by inconsistencies
across independently maintained sources. These environments are inherently characterized
by high informational uncertainty. Our framework addresses this challenge through a
structured process designed for the reduction of entropy in the overall decision-making
process. This paper proposes a novel framework that integrates conflict analysis, coalition
formation, decision tree induction, and decision template fusion to address these challenges.
The method begins by identifying compatible data sources using Pawlak’s conflict model,
forming coalitions that aggregate complementary information. Each coalition trains a
decision tree classifier, and the final decision is derived through decision templates that
fuse probabilistic outputs from all models. The proposed approach is compared with a
variant that does not use coalitions, where each local source is modeled independently.
Additionally, the framework extends previous work based on decision rules by introducing
decision trees, which offer greater modeling flexibility while preserving interpretability.
Experimental results on benchmark datasets from the UCI repository demonstrate that
the proposed method consistently outperforms both the non-coalition variant and the
rule-based version, particularly under moderate data dispersion. The key contributions
of this work include the integration of coalition-based modeling with decision trees, the
use of decision templates for interpretable fusion, and the demonstration of improved
classification performance across diverse scenarios.

Keywords: distributed data; classification; decision trees; hierarchical system; conflict
analysis; coalition formation; decision templates; interpretability

1. Introduction

Contemporary systems for data processing and analysis operate in environments
where information originates from multiple independently managed sources. Such frag-
mentation is a natural consequence of the organization of institutions, business processes,
or research units collecting and storing their records according to internal procedures. On
the one hand, this provides flexibility and allows data collection methods to be tailored
to specific needs and conditions; on the other, it introduces serious challenges. Individual
sources may represent reality differently–by applying distinct measurement protocols,
storing datasets in heterogeneous formats, or maintaining varying levels of detail. As
a result, simple aggregation is often impossible or leads to contradictory conclusions, which
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undermines the reliability of analyses. Consequently, the integration of distributed data
has become one of the central concerns of modern data science.

This problem is universal and arises across many practical domains. In medicine,
patient records are often stored in different healthcare providers, each relying on its own
diagnostic procedures and laboratory tests. As a result, examination outcomes and the
medical decisions derived from them may vary between hospitals. It is not uncommon for
the same patient to be treated in more than one facility, which can lead to inconsistencies
and discrepancies in diagnoses. In the financial sector, independent institutions maintain
separate databases, where information about the same client may be differ depending on
the applied risk assessment methods, directly influencing credit and investment decisions.
Comparable difficulties also occur in business, where individual company branches analyze
sales locally, focusing on the specifics of their market. This local perspective hinders
the creation of a coherent organizational picture and limits the ability to make effective
strategic decisions.

In response to these difficulties, the literature presents a variety of approaches to
distributed data classification [1,2]. Broadly, they can be divided into interpretable models,
such as decision trees and rule-based classifiers [3–6], and black-box models, including
neural networks and deep learning techniques [7]. While the latter often achieve very high
accuracy, the lack of explainability limits their usefulness in applications that require trans-
parency of the classification process. Ensemble methods such as bagging, boosting, and
stacking [8,9] represent another important research direction. However, these techniques
mainly focus on improving predictive performance rather than integrating knowledge
across multiple sources. More recently, federated learning has gained attention [10,11],
allowing decentralized model training while preserving the privacy of local data. Although
this approach addresses increasing demands for data protection, it typically relies on
complex black-box models, without providing interpretability. Another line of research
involves hierarchical classification schemes [12], where local models are combined within
a higher-level structure; however, these methods do not directly resolve the issue of diver-
gent predictions between sources. Managing uncertainty in multi-source and distributed
environments has been a central topic in information fusion and decision-making research.
Among the most influential frameworks, Dempster–Shafer evidence theory provides a
flexible approach for representing and combining uncertain information, extending clas-
sical probability theory by allowing belief assignments to subsets of hypotheses rather
than singletons [13,14]. This property makes Dempster–Shafer theory particularly suitable
for applications in sensor fusion, fault diagnosis, and risk analysis [15–17]. However, the
transformation of basic probability assignments into actionable probability distributions
remains a critical challenge. Traditional methods such as the pignistic probability transfor-
mation redistribute mass uniformly across focal elements [18], while optimization-based
approaches aim to minimize entropy for improved decisiveness [19]. Recent research intro-
duces graph-based models to capture structural relationships among focal elements. For
example, the ordered visibility graph probability method constructs a directed graph based
on basic probability assignments ordering [20], while its weighted variant integrates belief
entropy to improve interpretability [21]. Paper [17] proposes an enhanced probabilistic
transformation using weighted visibility graph networks combined with advanced entropy
measures, such as Jiroušek’s decomposable entropy [22]. Comparative studies show that
these methods outperform classical probability transformation. Consequently, this research
aligns with the fundamental principles of information theory, specifically focusing on
maximizing information gain through classification model synergy and minimizing overall
decision entropy across the distributed architecture.
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Against this background, methods for the formal analysis of conflicts in distributed
data are gaining growing relevance. One of the foundation approaches is Pawlak’s conflict
analysis model [23], which enables the identification and description of dependencies
between agents. This idea was subsequently extended, among others, within the framework
of rough set theory [24], and also linked to three-way decision theory [25]. A study [26]
demonstrated the possibility of broadening classical models by considering analysis across
two universes. More recent research [27] has also shown that the approach can be applied
in hierarchical systems, where scenarios of disagreement are constructed using methods
inspired by cluster analysis.

In parallel, research has advanced on methods fusing classification results, aimed
at producing a consistent decision from the predictions of multiple local models. The
simplest strategies include majority voting and averaging, but these typically overlook
relationships between classifiers and fail to capture more complex decision patterns. To
overcome this limitations, decision templates were proposed by Kuncheva [28], which
capture the characteristic behavior of ensembles and serve as a reference for evaluating
new cases.

This paper introduces a new approach to the classification of distributed data, which
combines conflict analysis, the construction of tree-based models, and the mechanism of
decision templates. In the first stage, data sources are grouped into coalitions, enabling their
collaboration and better utilization of complementary information. Next, decision trees
are trained for each coalition. The final component is the application of decision templates,
which provide stable result integration and robustness against local inconsistencies.

In the authors’ earlier study [29], conflict analysis was integrated with rule-based
classification. Decision rules were induced using four algorithms: exhaustive search,
covering, genetic, and LEM2. For classification purposes, three alternative strategies were
applied: (1) the choice of the class of the first matching rule, (2) the assignment of the most
frequent decision among matching rules, and (3) the selection of the class with the highest
sum of covering rule weights. The analysis focused on comparing different induction-
classification configurations. In a subsequent work [30], the same rule-based framework
was further developed, where the classification process relied on the decision template
mechanism. Building on this line of research, the current study extends the coalition- and
template-based framework to decision trees. Replacing rules with trees broadens the ability
to model complex, hierarchical dependencies between attributes, offering greater flexibility
and integration potential, while preserving the interpretability of the classification process.

The contribution of this work is threefold:

• A novel framework for distributed data classification that integrates coalition
formation based on conflict analysis with decision tree induction and decision
template fusion.

• An interpretable modeling approach, where decision trees are used instead of rule-
based classifiers, enabling the representation of complex attribute dependencies while
maintaining transparency.

• A robust fusion mechanism, which leverages decision templates to integrate predic-
tions from multiple coalition-based models, improving classification accuracy and
consistency across diverse data sources.

The organization of the paper is as follows. Section 2 presents the proposed method,
covering the construction of local models and the use of decision templates. The datasets
and the experimental procedure are described as well. Section 3 reports and analyzes the
obtained results. The implications of the findings and the study’s limitations are discussed
in Section 4. Finally, Section 5 concludes with a summary of contributions and prospects
for future work.
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2. Materials and Methods

This section introduces the data representation used in the study and the proposed
framework for distributed data. It also includes an illustrative example to demonstrate
the operation of the method, followed by the description of the experimental setup used
for evaluation.

2.1. Data Representation and Notation

Formally, we assume that the distributed data are represented as a set of local decision
tables T = {Ti : i ∈ {1, . . . , n}}. Each Ti = (Ui, A, d) consists of a set of objects Ui,
a set of conditional attributes A, and a decision attribute d. Within this study, the local
tables are considered to be described by the same set of conditional attributes. As they
originate from the same domain, the decision attribute is also common to all of them.
This formalization ensures a consistent basis for further analysis and enables subsequent
modeling and classification procedures.

2.2. Proposed Classification Framework

The proposed method can be outlined in four main stages:

1. Forming coalitions of sources using conflict analysis;
2. Combining data within each coalition and training a decision tree model on the

aggregated set;
3. Deriving prediction vectors for training instances and generating a decision template

corresponding to each decision class;
4. Conducting the final classification, where prediction vectors of test samples are

matched against the decision templates using normalized Euclidean distance.

The workflow of the proposed framework is summarized in Figure 1.
Initially, coalitions of local tables are identified using Pawlak’s conflict analysis

model [23]. For this purpose, each conditional attribute is expressed in a simplified form
by assigning it one of three values from the set {−1, 0, 1}. This transformation provides
a uniform representation of local tables, which is then used for constructing the information
system S = (T, A). The assignment procedure differs depending on the type of attribute.

The use of simple quantisation into {−1, 0, 1} follows the original formulation of
Pawlak’s conflict analysis model [23], which emphasizes symbolic representation and
interpretability over numerical precision. This approach enables a clear and intuitive com-
parison of local data sources by reducing attribute values to a common scale of deviation
from the global norm. While more nuanced encoding or adaptive discretisation methods
could retain richer data characteristics, they often introduce additional complexity and
may obscure the interpretability of the conflict relations. In contrast, the three-valued
representation preserves the transparency of the model and aligns with the foundational
principles of conflict analysis in distributed environments.

For each quantitative attribute aquan ∈ A, we assign to every local table Ti its mean

value, written as Val
i
aquan . Subsequently, the global mean Valaquan and the global standard

deviation SDaquan are calculated over the entire collection of tables. Based on these statistics,
we introduce a mapping aquan : T → {−1, 0, 1}, specified as follows:

aquan(Ti) =

⎧⎪⎪⎨⎪⎪⎩
1 if Valaquan + SDaquan < Val

i
aquan

0 if Valaquan − SDaquan ≤ Val
i
aquan ≤ Valaquan + SDaquan

−1 if Val
i
aquan < Valaquan − SDaquan

(1)
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Figure 1. Workflow of the proposed classification framework for distributed data.

A value of 0 indicates that the attribute in the considered table remains within the
typical range observed across all tables. A value of 1 means that it exceeds the global
tendency, whereas −1 corresponds to lower-than-usual values.

In contrast, for a qualitative attribute aqual ∈ A, we describe its distribution within
each local table Ti. If aqual admits c distinct categories val1, . . . , valc, we define the vector
Vali

aqual
= (ni

1, . . . , ni
c), where each component ni

j denotes the number of objects in Ti taking
the value valj. Each vector is then normalized. Subsequently, to reduce this representation,
the 3-means clustering algorithm with Euclidean distance is applied to the set of such
vectors. The obtained centroids are then sorted in descending order according to the value
of their first coordinate. The clusters are assigned the values 1, 0, and −1, respectively.
As a result, three groups of tables are obtained, characterized by similar distributions of
attribute values.

With conditional attributes represented in the three-valued form, we define a conflict
function ρ : T × T → [0, 1] describing the relation of two local tables. It is given by

ρ(Ti, Tj) =
card{a ∈ A : a(Ti) �= a(Tj)}

card{A} . (2)

The value of ρ(Ti, Tj) corresponds to the proportion of attributes on which the tables
disagree. A lower value indicates higher similarity, while a higher value reflects stronger
divergence. Tables satisfying ρ(Ti, Tj) < 0.5 are considered compatible and are grouped
into the coalition. Hence, each coalition consists of tables that are mutually consistent in at
least half of the attributes.
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The compatibility threshold of 0.5 originates from Pawlak’s original conflict analysis
model [23], which interprets agreement in more than half of the attributes as sufficient
for establishing compatibility. This simple and intuitive criterion ensures interpretability
and aligns with the foundational principles of conflict-based reasoning. Previous studies
introduced parameterized extensions with adjustable thresholds to give more flexibility
in coalition formation. For example, ref. [31] examined the effect of such parameters in a
dispersed data classification framework based on allied relations, which is conceptually
different from the approach used in this work. While the present study adopts the classical
threshold for consistency with the original model, future work will explore parameterized
variants to assess their influence on coalition structure and classification performance.

Next, an aggregation decision table Taggr
j = (Uaggr

j , A, d) is created by merging the

data from all local tables belonging to that coalition. The universe Uaggr
j is defined as the

union of objects from the constituent tables. The sets of conditional attributes A and the
decision attribute d are retained from the original representation. For every object x ∈ Ui,
the corresponding attribute values in the aggregated table are obtained directly from its
source table Ti.

For each coalition, a decision tree model following the classification and regression tree
(CART) algorithm with the Gini index as the splitting criterion [32] is trained on the aggre-
gated table Taggr

j . Although the Gini index is used, it is a measure of impurity functionally
related to the concept of information entropy often employed in decision tree induction.
Both measures aim to achieve the maximum information gain (i.e., the largest possible
reduction in classification uncertainty) at each node split, thereby explicitly grounding the
model construction in information theory principles. Entropy and information gain will be
utilized in future research as key criteria for determining the optimal partitioning of tree
structures. The Gini index was selected due to its computational efficiency and its proven
effectiveness in classification tasks involving dispersed data. In particular, previous re-
search has shown that the Gini index performs comparably to other criteria such as entropy
and twoing in distributed environments. For example, ref. [33] conducted a comparative
study of splitting criteria for decision trees applied to dispersed data, demonstrating that
while entropy and twoing offer alternative perspectives on impurity, the Gini index remains
a robust and interpretable choice. Its simplicity and speed make it especially suitable for
large-scale distributed systems, which aligns with the goals of this framework.

Since the decision template fusion method [28] operates on probability-based pre-
dictions, each classifier produces outputs at the measurement level for both training
and test objects. For an object x, these probabilities are obtained in Python 3.13.0 us-
ing the predict_proba function from the scikit-learn library [34] and are represented
as a normalized vector [μj,1(x), · · · , μj,i(x), · · · , μj,c(x)], where c denotes the number of
decision classes.

In the next step, probability outputs from all coalition-based classifiers are used to
construct decision templates. The process of constructing templates DTi by averaging
prediction vectors (Equation (3)) serves as a fusion mechanism designed to minimize the
collective uncertainty (or output entropy) of the ensemble. By integrating probabilistic
outputs from all coalition models, this approach effectively extracts a consensus informa-
tional profile, which increases the stability and reduces the entropy of the final classification
decision compared to individual local predictions. For each decision class i, a template DTi

is built by averaging the prediction vectors of training objects that belong to this class:
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DTi =
1

card{Xi} ∑
x∈Xi

⎡⎢⎢⎢⎢⎢⎣
μ1,1(x) · · · μ1,i(x) · · · μ1,c(x)

· · ·
μj,1(x) · · · μj,i(x) · · · μj,c(x)

· · ·
μL,1(x) · · · μL,i(x) · · · μL,c(x)

⎤⎥⎥⎥⎥⎥⎦, (3)

where Xi denotes the set of training objects labeled with class i, and L is the number of
coalition-based models.

To classify a new (test) object x̄, a decision profile is generated from its probability
predictions across all classifiers:

DP(x̄) =

⎡⎢⎢⎢⎢⎢⎣
μ1,1(x̄) · · · μ1,i(x̄) · · · μ1,c(x̄)

· · ·
μj,1(x̄) · · · μj,i(x̄) · · · μj,c(x̄)

· · ·
μL,1(x̄) · · · μL,i(x̄) · · · μL,c(x̄)

⎤⎥⎥⎥⎥⎥⎦. (4)

The final decision is made by comparing the decision profile DP(x̄) with each decision
template DTi using the normalized Euclidean distance:

s(DP(x̄), DTi) =
1

L · c
L

∑
m=1

c

∑
l=1

(
DPm,l(x̄)− DTm,l

i
)2, (5)

where DPm,l(x̄) and DTm,l
i refer to the values at the m-th row and l-th column of DP(x̄)

and DTi, respectively. The object x̄ is then assigned to the class whose template yields the
smallest distance, indicating the closest match between the prediction patterns.

For clarity, the pseudo-code of the proposed framework is presented in Algorithm 1.
The computational complexity can be determined by analyzing the operations carried
out within its individual components. The creation of the information system involves
deriving summary statistics for all conditional attributes across the collection of local tables.
This operation requires O((N + n) · m) time, where N = ∑n

i=1 card{Ui}, n = card{T},
and m = card{A}. Because typically N ≥ n, the contribution of the n-dependent part is
marginal relative to the effort associated with processing all objects. Pairwise conflict
function values are next obtained by comparing the three-valued attribute representations
of each pair of local tables. With n(n−1) ordered pairs, this stage scales as O(n2 · m).
Coalition formation proceeds by identifying subsets of local tables that satisfy the com-
patibility condition (ρ < 0.5); in the worst case, determining all admissible groupings
entails examining all subsets of the n tables, leading to an exponential upper bound of
O(2n). After the coalition structure has been established, the data within each coalition
are aggregated by concatenating the objects originating from its constituent local tables.
Across the framework, this operation is linear in the total number of instances, yielding
O(N). Training a CART model for each coalition requires O(Nj · m log Nj) for a dataset
of size Nj = card{Uaggr

j }. Summing these contributions over all coalitions gives a total

cost of O
(

∑j Nj · m log Nj
)
. Since Nj ≤ N for all j, this term can be upper-bounded by

O
(
(∑j Nj) ·m log N

)
. Decision templates are then constructed by averaging the prediction

vectors produced by the k coalition models over the training objects assigned to each
decision class. Since each probability vector contains c components, this stage runs in
O(N · k · c). Finally, classifying a new object consists in generating its decision profile from
the predictions of all coalition-based models and comparing it with each decision template.
Each distance computation takes O(k · c), so the classification of a single object proceeds in
O(k · c2).
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Taken together, the overall computational complexity of the proposed framework
is dominated by the exponential cost of coalition formation, while all remaining stages
operate in polynomial or linear time. In practical scenarios, however, compatible coalitions
tend to emerge earlier in the process, so only part of the possible subsets is explored. Thus,
the final coalition structure is obtained faster than the theoretical upper bound suggests.

Algorithm 1 Pseudo-code of the proposed classification framework for distributed data
Input: A set of local decision tables T = {Ti = (Ui, A, d)}n

i=1.
Output: Final classification result for a test object x̄.
Creation of information system
for each conditional attribute a ∈ A, define the function a(Ti) ∈ {−1, 0, 1}:

if a is quantitative then
Use Equation (1)

else
Apply the procedure described for qualitative attributes

Form the information system S = (T, A).
Coalition formation
for each pair (Ti, Tj) ∈ T × T:

Use Equation (2) to compute the conflict function value ρ(Ti, Tj)

Group local tables into coalitions C1, . . . , Ck (where k denotes the number of coalitions) so
that tables within each coalition satisfy ρ(Ti, Tj) < 0.5.
Data aggregation
for each coalition Cj:

Combine local tables into the aggregated table Taggr
j = (Uaggr

j , A, d)

Model training
for each aggregated table Taggr

j :

Train a CART decision tree model CTaggr
j using the Gini index

Construction of decision templates
for each training object x:

for each coalition model CTaggr
j :

Obtain the class-probability vector μj(x) = [μj,1(x), . . . , μj,i(x), . . . , μj,c(x)]
(where c is the number of decision classes)

for each decision class i:
Average prediction vectors of training objects belonging to class i to generate the
decision template DTi according to Equation (3)

Final classification
for a (new) test object x̄:

for each coalition model CTaggr
j :

Obtain the class-probability vector μj(x̄) = [μj,1(x̄), . . . , μj,i(x̄), . . . , μj,c(x̄)]

Form the decision profile DP(x̄) using Equation (4)
Compute normalized Euclidean distances s(DP(x̄), DTi) as defined in Equation (5)
Return the decision class i corresponding to the smallest distance s(DP(x̄), DTi)

2.3. Illustrative Example

To demonstrate the operation of the proposed framework, consider a symbolic,
practice-oriented example reflecting a business environment. Three local decision tables,
denoted as T1, T2, and T3, represent customer purchasing activity recorded by different
regional branches, as summarized in Table 1. All local tables share the same set of con-
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ditional attributes A = {a1, a2, a3} and a common decision attribute d. Attributes a1 and
a2 are quantitative, while a3 is qualitative. Specifically, a1 denotes the customer’s average
number of transactions per month, a2 represents the average purchase value (expressed in
relative units), and a3 indicates the dominant shopping channel (online, retail, or business).
The decision attribute d indicates the customer satisfaction level, where 1 corresponds to
low and 2 to high satisfaction. This dataset is entirely synthetic and was designed solely
for explanatory purposes.

Table 1. Example of local tables.

T1

U1 a1 a2 a3 d

x1 8 10 online 1
x2 9 10 online 1
x3 8 11 retail 2

T2

U2 a1 a2 a3 d

x1 9 11 retail 1
x2 8 12 business 2
x3 9 10 retail 2

T3

U3 a1 a2 a3 d

x1 13 7 business 1
x2 13 7 retail 1
x3 14 8 business 2

Following the procedure described in Section 2.2, all conditional attributes are trans-
formed into the three-valued representation {−1, 0, 1} according to Pawlak’s conflict anal-
ysis model. This process varies depending on whether the attribute is quantitative or
qualitative. Table 2 presents the resulting information system obtained for the local tables
T1, T2, and T3.

Table 2. Information system.

a1 a2 a3

T1 0 0 −1
T2 0 0 0
T3 1 −1 1

Based on the information system, the conflict function is computed in line with
Pawlak’s model. The generated conflict matrix is shown in Table 3, where each element
quantifies the degree of disagreement between two local tables in terms of their symbolic
attribute representations.

137



Entropy 2025, 27, 1205

Table 3. Conflict matrix.

T1 T2 T3

T1 0.00 0.33 1.00
T2 0.33 0.00 1.00
T3 1.00 1.00 0.00

With the threshold ρ < 0.5, local tables T1 and T2 are compatible and form coalition
C1 = {T1, T2}, whereas T3 remains separate as C2 = {T3}. For each coalition, data are
aggregated and a CART decision tree is constructed using the Gini index.

Afterward, the coalition-based classifiers produce class-probability predictions for
two decision classes (c = 2) and two coalitions (L = 2). In accordance with Equation (3),
averaging the predictions across training objects within each decision class yields two
decision templates, DT1 and DT2, associated with classes 1 and 2, respectively:

DT1 =

[
0.80 0.20
0.40 0.60

]
, DT2 =

[
0.25 0.75
0.00 1.00

]
.

As can be seen, in DT1 the first coalition assigns a higher probability to class 1 (0.80 vs. 0.20),
indicating a stronger association with this class. In contrast, the second coalition within
DT1 shows a higher probability for class 2 (0.60 vs. 0.40), suggesting partial disagreement
between coalitions in terms of class preference. In DT2, both coalitions assign higher
probabilities to class 2, which indicates a more consistent representation of this class across
the coalitions.

For a test object x̄ described by the attributes a1 = 9, a2 = 11, and a3 = retail, the
prediction profile obtained across the coalitions is given by:

DP(x̄) =

[
1.00 0.00
0.00 1.00

]
.

The first coalition assigns the test object x̄ entirely to class 1, while the second coalition
assigns it to class 2, providing conflicting predictions. To determine the final classification,
the similarity between the decision profile and each decision template is computed using
the normalized Euclidean distance (Equation (5)). The resulting distances are:

s
(

DP(x̄), DT1
)
= 0.1, s

(
DP(x̄), DT2

)
= 0.28125.

As the smaller distance reflects greater similarity between the decision profile and the
corresponding decision template, the test object x̄ is assigned to class 1. Interpreted in
business terms, the model predicts that the customer belongs to the low-satisfaction group.

2.4. Experimental Setup and Evaluation Procedure

The experiments, intended to assess the effectiveness of the proposed method, were
performed on three datasets—Balance Scale, Vehicle Silhouettes [35], and Car Evalua-
tion [36]—all sourced from the UCI Machine Learning Repository [37]. Each dataset was
divided into two non-overlapping subsets using a stratified sampling strategy: 70% of
the instances were assigned to the training set, while the remaining 30% formed the test
set. The Balance Scale dataset includes 625 instances, with 437 used for training and 188
for testing, defined by four categorical attributes and three decision classes representing
balance states: B (balanced), L (titled left), and R (titled right). The Vehicle Silhouettes
dataset contains 846 instances, of which 592 were used for training and 254 for testing.
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These are described by 18 numerical attributes and grouped into four decision classes cor-
responding to different vehicle types: bus, opel, saab, and van. Finally, the Car Evaluation
dataset comprises 1728 records (1209 for training and 519 for testing), characterized by
six categorical attributes and four decision labels reflecting car acceptability levels: unacc
(unacceptable), acc (acceptable), good, and vgood (very good).

Although the data are not originally distributed, they were divided into several local
tables to simulate the presence of multiple data sources that describe the same decision
problem. Four configurations were tested, with 5, 7, 9, and 11 local tables. These settings
provide a gradual increase in data fragmentation, allowing the analysis of the method’s
robustness and coalition formation behavior. Consequently, twelve versions of the datasets
were generated. All local tables retained the complete set of attributes but contained only
a portion of the training data. The stratified sampling ensured that, for each decision class,
instances were proportionally assigned to the tables. Such a setup enables meaningful
comparison and coalition formation, as the observed differences between sources result
from the intrinsic properties of the data rather than from variations in class composition.

Classification performance was evaluated on the test set of each dataset. A diverse set
of indicators was used to provide a multidimensional view of the results, namely accuracy
(Acc), balanced accuracy (BAcc), precision (Prec.), recall, F-measure (F.m.), and geometric
mean (G-mean). In general, accuracy expresses how many observations were correctly
assigned to their true categories. When focusing on specific classes, precision measures
the correctness of positive predictions, while recall indicates the proportion of real class
members that were successfully detected. Their joint behavior is captured by the F-measure,
calculated as the harmonic mean of these two quantities:

F-measure = 2 · Precision · Recall
Precision + Recall

. (6)

Since the analyzed datasets differ in class distribution, additional measures were incor-
porated. Balanced accuracy summarizes the average recall obtained for all classes, while
G-mean evaluates the uniformity of performance, rewarding models that achieve compara-
ble recall across categories.

The experiments were structured according to the main principles of the proposed
framework, and consisted of the following steps:

• Creation of coalitions among local decision tables;
• Training decision tree models using the data combined within each coalition;
• Construction of prediction vectors for training and test instances with reference to the

built decision trees;
• Generation of class-specific decision templates;
• Final classification of test samples based on normalized Euclidean distance to the

decision templates.

To provide a reference for performance evaluation, a baseline approach was also
implemented. In this variant, conflict analysis and coalition formation were omitted, and
each local table was used to train an independent decision tree model.

3. Results

This section presents the obtained results and their analysis. The evaluation is struc-
tured around three main aspects. The first part concerns the performance and execution
time of the proposed method in comparison with the baseline approach, the second ad-
dresses its interpretability through the examination of the generated decision templates,
and the third focuses on the findings in relation to those achieved for the rule-based variant
of this framework [30].

139



Entropy 2025, 27, 1205

3.1. Comparison with the Baseline Approach

As presented in Table 4, the proposed approach generally yields higher classification
results than the baseline method. In the case of the Balance Scale dataset, results for 5 local
tables are not included due to the absence of coalitions in this configuration. For other tested
dispersion levels, the proposed framework consistently outperforms the baseline across
all dispersion levels, achieving higher values in most evaluation metrics. This observation
highlights the robustness of the method, which demonstrates stable and reliable predictive
performance for this dataset.

In contrast, the findings for the remaining data collections reveal a more diverse
pattern. While the proposed approach often surpasses the baseline, its performance varies
with the level of data dispersion. The framework tends to produce stronger results under
moderate dispersion, suggesting that coalition formation is particularly effective when each
local table retains sufficient information for meaningful conflict analysis. Moreover, metrics
such as F-measure and G-mean follow a similar trend, confirming that the proposed
method provides more balanced predictions across decision classes. As the degree of
dispersion increases and local tables become smaller and less representative, a slight
decline in performance can be observed.

Table 4. Results of classification accuracy (Acc), balanced accuracy (BAcc), precision (Prec.), recall,
F-measure (F-m.), and geometric mean (G-mean) for the proposed and baseline approaches across
datasets and dispersion levels.

Dataset # Local Proposed Approach Baseline Approach

Tables Acc/BAcc/Prec./Recall/F-m./G-Mean Acc/BAcc/Prec./Recall/F-m./G-Mean

Balance Scale
7 0.739/0.627/0.819/0.739/0.772/0.816 0.670/0.633/0.866/0.670/0.741/0.791
9 0.686/0.644/0.867/0.686/0.752/0.801 0.654/0.676/0.893/0.654/0.731/0.788

11 0.739/0.738/0.889/0.739/0.791/0.838 0.670/0.688/0.902/0.670/0.746/0.800

Vehicle Silhouettes

5 0.752/0.745/0.751/0.752/0.750/0.832 0.693/0.675/0.688/0.693/0.688/0.791
7 0.709/0.691/0.714/0.709/0.709/0.804 0.709/0.696/0.710/0.709/0.705/0.804
9 0.780/0.766/0.786/0.780/0.781/0.853 0.760/0.750/0.770/0.760/0.756/0.840

11 0.689/0.673/0.682/0.689/0.681/0.787 0.717/0.698/0.707/0.717/0.706/0.807

Car Evaluation

5 0.767/0.670/0.786/0.767/0.774/0.779 0.755/0.697/0.777/0.755/0.763/0.765
7 0.765/0.750/0.792/0.765/0.773/0.782 0.742/0.741/0.782/0.742/0.753/0.775
9 0.751/0.702/0.783/0.751/0.761/0.775 0.769/0.769/0.810/0.769/0.780/0.811

11 0.757/0.760/0.795/0.757/0.768/0.791 0.776/0.797/0.823/0.776/0.787/0.822

Figure 2 presents box plots comparing the distribution of classification accuracy and
F-measure for the proposed coalition-based approach and the approach without coalition
formation. The plots reveal that the coalition-based method achieves higher median
values for both metrics (0.751 for accuracy and 0.768 for F-measure) compared to the
non-coalition variant (0.717 and 0.746, respectively). Moreover, the interquartile range for
the proposed approach is narrower, indicating greater stability and less variability across
different data dispersion scenarios. The lower whisker for the non-coalition approach
extends to substantially smaller values, suggesting that this method is more sensitive to
unfavorable configurations of distributed data.
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Figure 2. Comparison of accuracy and F-measure obtained for the proposed and the baseline ap-
proaches.

Additionally, to complement the theoretical complexity analysis, the execution time of
the proposed framework was compared with that of the baseline model. All computations
were performed on a portable computer equipped with an AMD Ryzen 5 4600H processor,
32 GB RAM and Microsoft Windows 11. The algorithms were implemented in Python.
Table 5 reports the exact running times (in seconds) for all three datasets and dispersion
levels. Across all configurations, the proposed method consistently runs faster than the
baseline, with differences becoming more pronounced as the number of local tables in-
creases. These results demonstrate that, despite the exponential worst-case complexity of
coalition formation, the observed runtime stays within practical limits for all tested settings
(up to 11 local tables).

Table 5. Execution time (in seconds) of the proposed and baseline approaches across datasets and
dispersion levels.

Dataset # Local Tables Proposed Approach Baseline Approach

Balance Scale 7 1.975 3.555
9 2.980 4.077

11 2.678 5.003

Vehicle Silhouettes 5 3.181 3.889
7 3.262 5.211
9 3.327 6.400

11 2.848 7.747

Car Evaluation 5 5.756 6.951
7 8.209 9.213
9 9.367 11.977
11 10.904 14.278

3.2. Interpretability Analysis

An important feature of the proposed approach is its interpretability, which allows for a
detailed examination of how individual local models contribute to the final class assignment.
This property makes it possible to identify patterns of specialization and the impact of
coalition-based aggregation. To illustrate this aspect and provide a clearer insight into the
behavior of the ensemble framework, Tables 6–8 present exemplary decision templates
corresponding to one selected dispersion level for each dataset. The configurations were
chosen based on the largest observed difference in classification accuracy between the
proposed and baseline approaches, making them the most informative for further analysis.
Specifically, the templates were obtained for the following numbers of local tables: 7 for
Balance Scale, 5 for Vehicle Silhouettes, and 7 for Car Evaluation. In the tables, decision
templates are denoted by the class labels (e.g., DTB for class B), which are denoted as DTi

in Equation (3). Each local model CTaggr
j is derived, in the proposed approach, from the

141



Entropy 2025, 27, 1205

aggregated table Taggr
j formed within a coalition, whereas in the baseline, CTi originates

from the individual table Ti. The values in the columns p(class) represent the averaged class
membership probabilities μj,i(x) for each local model. For the chosen dispersion levels, the
following coalitions were formed in the proposed method:

• Balance Scale (7 local tables, 4 coalitions): {T2, T4, T5, T6}, {T1}, {T7}, {T3};
• Vehicle Silhouettes (5 local tables, 4 coalitions): {T1, T5}, {T4}, {T3}, {T2};
• Car Evaluation (7 local tables, 6 coalitions): {T4, T5}, {T2, T5}, {T2, T6}, {T1}, {T7}, {T3}.

Table 6. Decision templates for the Balance Scale dataset (7 local tables) for the proposed and baseline
approaches. The values in the columns p(class) represent the averaged class membership probabilities
μj,i(x) for each local model.

Proposed Approach

Decision Template Local Model p(B) p(L) p(R)

DTB

CTaggr
1 0.588 0.235 0.176

CTaggr
2 0.206 0.529 0.265

CTaggr
3 0.294 0.235 0.471

CTaggr
4 0.235 0.382 0.382

DTL

CTaggr
1 0.030 0.950 0.020

CTaggr
2 0.055 0.806 0.139

CTaggr
3 0.134 0.776 0.090

CTaggr
4 0.050 0.866 0.085

DTR

CTaggr
1 0.020 0.025 0.955

CTaggr
2 0.054 0.153 0.792

CTaggr
3 0.134 0.079 0.787

CTaggr
4 0.084 0.104 0.812

Baseline Approach

Decision Template Local Model p(B) p(L) p(R)

DTB

CT1 0.206 0.529 0.265
CT2 0.324 0.324 0.353
CT3 0.235 0.382 0.382
CT4 0.324 0.382 0.294
CT5 0.235 0.265 0.500
CT6 0.265 0.529 0.206
CT7 0.294 0.235 0.471

DTL

CT1 0.055 0.806 0.139
CT2 0.104 0.761 0.134
CT3 0.050 0.866 0.085
CT4 0.060 0.871 0.070
CT5 0.040 0.701 0.259
CT6 0.060 0.886 0.055
CT7 0.134 0.776 0.090

DTR

CT1 0.054 0.153 0.792
CT2 0.069 0.114 0.817
CT3 0.084 0.104 0.812
CT4 0.074 0.084 0.842
CT5 0.099 0.030 0.871
CT6 0.059 0.158 0.782
CT7 0.134 0.079 0.787
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Table 7. Decision templates for the Vehicle Silhouettes dataset (5 local tables) for the proposed and
baseline approaches. The values in the columns p(class) represent the averaged class membership
probabilities μj,i(x) for each local model.

Proposed Approach

Decision Template
Local

Model
p(Bus) p(opel) p(saab) p(van)

DTbus

CTaggr
1 0.918 0.014 0.041 0.027

CTaggr
2 0.856 0.027 0.110 0.007

CTaggr
3 0.836 0.075 0.041 0.048

CTaggr
4 0.877 0.021 0.062 0.041

DTopel

CTaggr
1 0.043 0.713 0.189 0.055

CTaggr
2 0.085 0.591 0.268 0.055

CTaggr
3 0.018 0.530 0.372 0.079

CTaggr
4 0.043 0.585 0.341 0.030

DTsaab

CTaggr
1 0.053 0.267 0.600 0.080

CTaggr
2 0.053 0.287 0.580 0.080

CTaggr
3 0.053 0.340 0.507 0.100

CTaggr
4 0.080 0.307 0.567 0.047

DTvan

CTaggr
1 0.023 0.045 0.023 0.909

CTaggr
2 0.068 0.076 0.045 0.811

CTaggr
3 0.030 0.008 0.076 0.886

CTaggr
4 0.008 0.121 0.038 0.833

Baseline Approach

Decision Template
Local

Model
p(Bus) p(opel) p(saab) p(van)

DTbus

CT1 0.863 0.000 0.096 0.041
CT2 0.877 0.021 0.062 0.041
CT3 0.836 0.075 0.041 0.048
CT4 0.856 0.027 0.110 0.007
CT5 0.911 0.021 0.027 0.041

DTopel

CT1 0.024 0.689 0.232 0.055
CT2 0.043 0.585 0.341 0.030
CT3 0.018 0.530 0.372 0.079
CT4 0.085 0.591 0.268 0.055
CT5 0.079 0.549 0.329 0.043

DTsaab

CT1 0.027 0.460 0.447 0.067
CT2 0.080 0.307 0.567 0.047
CT3 0.053 0.340 0.507 0.100
CT4 0.053 0.287 0.580 0.080
CT5 0.087 0.247 0.593 0.073

DTvan

CT1 0.038 0.038 0.083 0.841
CT2 0.008 0.121 0.038 0.833
CT3 0.030 0.008 0.076 0.886
CT4 0.068 0.076 0.045 0.811
CT5 0.068 0.114 0.061 0.758
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Table 8. Decision templates for the Car Evaluation dataset (7 local tables) for the proposed and
baseline approaches. The values in the columns p(class) represent the averaged class membership
probabilities μj,i(x) for each local model.

Proposed Approach

Decision Template Local Model p(acc) p(Good) p(unacc) p(vgood)

DTacc

CTaggr
1 0.704 0.019 0.277 0.000

CTaggr
2 0.692 0.017 0.280 0.011

CTaggr
3 0.652 0.017 0.314 0.017

CTaggr
4 0.599 0.041 0.346 0.015

CTaggr
5 0.599 0.043 0.325 0.033

CTaggr
6 0.665 0.032 0.281 0.022

DTgood

CTaggr
1 0.229 0.510 0.219 0.042

CTaggr
2 0.219 0.552 0.208 0.021

CTaggr
3 0.104 0.549 0.285 0.062

CTaggr
4 0.292 0.458 0.229 0.021

CTaggr
5 0.188 0.469 0.240 0.104

CTaggr
6 0.104 0.490 0.240 0.167

DTunacc

CTaggr
1 0.093 0.010 0.890 0.007

CTaggr
2 0.097 0.009 0.882 0.011

CTaggr
3 0.077 0.009 0.896 0.018

CTaggr
4 0.119 0.019 0.845 0.017

CTaggr
5 0.103 0.014 0.870 0.014

CTaggr
6 0.135 0.005 0.836 0.024

DTvgood

CTaggr
1 0.122 0.000 0.278 0.600

CTaggr
2 0.022 0.044 0.278 0.656

CTaggr
3 0.022 0.067 0.144 0.767

CTaggr
4 0.311 0.044 0.267 0.378

CTaggr
5 0.000 0.222 0.156 0.622

CTaggr
6 0.111 0.233 0.167 0.489

Baseline Approach

Decision Template Local Model p(acc) p(Good) p(unacc) p(vgood)

DTacc

CT1 0.599 0.041 0.346 0.015
CT2 0.558 0.024 0.392 0.026
CT3 0.665 0.032 0.281 0.022
CT4 0.550 0.056 0.394 0.000
CT5 0.654 0.071 0.268 0.007
CT6 0.617 0.098 0.285 0.000
CT7 0.599 0.043 0.325 0.033

DTgood

CT1 0.292 0.458 0.229 0.021
CT2 0.271 0.458 0.271 0.000
CT3 0.104 0.490 0.240 0.167
CT4 0.208 0.479 0.271 0.042
CT5 0.271 0.521 0.125 0.083
CT6 0.229 0.444 0.243 0.083
CT7 0.188 0.469 0.240 0.104

DTunacc

CT1 0.119 0.019 0.845 0.017
CT2 0.083 0.006 0.901 0.009
CT3 0.135 0.005 0.836 0.024
CT4 0.164 0.015 0.812 0.008
CT5 0.112 0.030 0.849 0.009
CT6 0.133 0.015 0.837 0.014
CT7 0.103 0.014 0.870 0.014

DTvgood

CT1 0.311 0.044 0.267 0.378
CT2 0.178 0.222 0.289 0.311
CT3 0.111 0.233 0.167 0.489
CT4 0.178 0.000 0.289 0.533
CT5 0.311 0.044 0.133 0.511
CT6 0.200 0.111 0.156 0.533
CT7 0.000 0.222 0.156 0.622

As can be observed for the Balance Scale dataset, the most noticeable difference
between the two approaches appears in the decision template corresponding to class B.
In the baseline approach, none of the local models assign the highest probability to this
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class; instead, the dominant probabilities are associated with other classes. In contrast,
in the proposed approach, CTaggr

1 clearly indicates class B with the highest probability
(0.588), demonstrating the emergence of a localized specialization for this class. This
effect is directly linked to the coalition underlying CTaggr

1 , which aggregates information
from multiple local tables and strengthens the model’s ability to capture class-specific
patterns. For the templates DTL and DTR, both approaches show generally consistent
results. However, the proposed approach produces sharper probability peaks (e.g., 0.955
for CTaggr

1 in DTR compared to 0.871 for CT5 in the baseline), reflecting stronger class
assignment within coalitions. For the Vehicle Silhouettes dataset, the proposed approach
also reinforces class assignment, but the differences between the two approaches are more
subtle. This is due to the fact that only one coalition is multi-table, while the remaining
coalitions consist of single tables. Notably, for the Car Evaluation dataset, more pronounced
enhancement effects are observed, particularly for the templates corresponding to classes
vgood and good, where the average probability increases from 0.482 to 0.585 and from 0.474
to 0.505, respectively.

These observations confirm that the decision templates offer a transparent perspective,
highlighting the role of coalition structures in shaping the final classification outcomes.
In the baseline approach, each model is trained on an individual local table, which may
lead to fragmented class patterns. In contrast, coalition-based models, built on merged and
compatible data sources, capture more coherent decision tendencies, resulting in clearer
and more stable class-related behaviors, thus improving interpretability.

3.3. Comparison with Rule-Based Models

To better understand the effect of the chosen local modeling strategy, the proposed tree-
based approach was also compared with its variant relying on decision rule induction [30].
Table 9 summarizes the classification results obtained with rule-based models for each
dataset and dispersion level. These results come directly from [30], which used the same
datasets as in the present study. In that work, four rule induction algorithms were con-
sidered: the exhaustive search algorithm, the covering algorithm, the genetic algorithm,
and LEM2. For each configuration, the method achieving the highest classification accu-
racy was selected and reported in the table. The abbreviations Exh and Gen refer to the
exhaustive search and genetic algorithms, respectively, while Exh/Gen indicates identical
results for both methods. The last column, ΔAcc, shows the difference in accuracy (in
percentage points) between the proposed tree-based framework and its rule-based counter-
parts. Positive values indicate that the tree-based approach outperformed the rule-based
variant, whereas negative values correspond to the opposite case. For the Balance Scale
dataset, results for 5 local tables are again not included due to the absence of coalitions in
this configuration.

A closer look at the results reveals that the use of decision trees as local models often
leads to better classification performance compared to rule-based models. The most evident
differences are observed for the Vehicle Silhouettes and Car Evaluation datasets under
moderate dispersion levels. In these configurations, higher values of ΔAcc are obtained–for
instance, for Vehicle with 9 local tables, the accuracy increases by 0.079, corresponding to
an 11.27% relative gain. In addition, the improvements are also visible in other evaluation
metrics, including G-mean, balanced accuracy, and F-measure. For Vehicle, these effects
appear across most dispersion levels (e.g., an increase in G-mean from 0.797 to 0.853 for
9 local tables), and for Car, particularly at lower dispersion levels, with G-mean improving
in all tested configurations. These tendencies suggest that decision trees adapt better to the
underlying structure of the data, resulting in more balanced predictions across decision
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classes. This, in turn, strengthens the coalition-based framework by improving its overall
classification reliability, especially under favorable dispersion conditions.

Table 9. Results of classification accuracy (Acc), balanced accuracy (BAcc), precision (Prec.), recall,
F-measure (F-m.), and geometric mean (G-mean) for the coalition approach using decision rule
models across datasets and dispersion levels, as reported in [30].

Dataset # Local Tables Best Rule Induction Method Acc/BAcc/Prec./Recall/F-m./G-Mean ΔAcc

Balance Scale
7 Exh/Gen 0.745/0.742/0.890/0.745/0.795/0.841 −0.006
9 Exh/Gen 0.686/0.681/0.856/0.686/0.745/0.798 0.000
11 Exh/Gen 0.697/0.670/0.863/0.697/0.756/0.806 +0.042

Vehicle Silhouettes

5 Exh 0.713/0.700/0.711/0.713/0.706/0.803 +0.039
7 Exh 0.701/0.686/0.697/0.701/0.693/0.796 +0.008
9 Exh 0.701/0.695/0.707/0.701/0.693/0.797 +0.079
11 Gen 0.701/0.690/0.706/0.701/0.696/0.796 −0.012

Car Evaluation

5 Gen 0.744/0.674/0.761/0.744/0.750/0.745 +0.023
7 Exh/Gen 0.748/0.641/0.760/0.748/0.752/0.743 +0.017
9 Exh/Gen 0.765/0.726/0.786/0.765/0.772/0.774 −0.014
11 Exh/Gen 0.765/0.758/0.790/0.765/0.773/0.783 −0.008

4. Discussion

The experimental results demonstrate that the proposed tree-based framework often
achieves better classification performance compared to both the baseline approach and
the rule-based variant. The improvements are most visible when the local tables preserve
enough informative structure to enable meaningful collaboration between models. This
cooperation allows the models to better exploit complementary knowledge available across
local sources. These outcomes highlight the potential of coalition-based mechanisms to
enhance the robustness of the classification process and support more balanced and reliable
decision-making in distributed data settings.

A key factor behind this improvement is the way coalition formation increases the
representativeness of the training data and, consequently, the reliability of the classification
process. By aggregating similar local tables into larger coalitions, the method reduces the
negative impact of limited sample size and local variability. As a result, the decision tree
models can better capture underlying patterns and improve their generalization capability.
The use of decision templates also provides a clear and interpretable view of how coalition-
level models contribute to the final classification outcome. This is particularly valuable in
scenarios where transparency and explainability are essential.

Another important observation concerns the method’s behavior under different levels
of data dispersion. The best results are achieved mainly at moderate dispersion, where the
balance between local variability and shared structure is optimal for coalition formation.
At this level, local tables contain enough distinct yet complementary information to make
aggregation meaningful, while not being too fragmented to undermine the learning process.
As dispersion increases, the representativeness of individual tables decreases, which natu-
rally limits the gains from aggregation. In such settings, the performance of the method
declines, but in a predictable manner, reflecting the reduced informational value of the local
sources. Although other approaches may outperform it at the highest dispersion level, the
proposed strategy maintains a reasonable level of effectiveness, highlighting its robustness
to data fragmentation. These observations are consistent with information theory princi-
ples: lower uncertainty enables more efficient knowledge integration, while higher entropy
constraints the capacity for meaningful collaboration between distributed models.

Although this study focuses exclusively on the Gini index, future work will explore
the use of alternative splitting criteria such as entropy and twoing. These criteria may offer
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different insights into data structure and classification performance, particularly in the
context of dispersed data. Comparative experiments involving multiple impurity mea-
sures could help identify optimal strategies for specific data distributions and application
domains. Such extensions would enhance the generalizability and adaptability of the
proposed approach.

An additional factor contributing to the effectiveness of the approach is the use of
decision trees as local models. Their ability to capture complex relationships and produce
well-structured decision boundaries enhances the quality of the coalition aggregation,
leading to more coherent and informative decision templates. This suggests that the
selection of flexible and expressive local models can play a crucial role in maximizing the
benefits of coalition-based mechanisms in distributed classification settings.

Despite these promising results, the proposed approach has several limitations that
should be acknowledged. First, its effectiveness depends on the number and size of the
local tables. When the tables become too small or unbalanced, the benefits of coalition for-
mation are reduced. Second, the method introduces an additional computational overhead
associated with building and maintaining coalition structures, which may become relevant
for large-scale applications. Although the theoretical complexity grows exponentially with
the number of local tables, the empirical results (Section 3.1) indicate that the execution
time remains reasonable even for the largest tested configuration (11 local tables). This
suggests that the proposed approach is computationally feasible in moderately distributed
environments and that its practical scalability is more favorable than implied by the the-
oretical analysis. Third, the current evaluation was conducted on a limited number of
datasets and controlled data partitioning scenarios. Although these benchmark datasets
allow for a transparent and interpretable assessment of the framework’s behavior, more
complex, noisy, or domain-specific data will be considered in future work, as they are likely
to require further methodological refinement to ensure scalability and robustness.

From a practical perspective, the proposed coalition-based framework may be particu-
larly beneficial in scenarios where data are inherently fragmented or decentralized. Such
settings frequently occur in areas where direct data integration is difficult or impossible due
to technical, organizational, or legal constraints. By enabling more effective aggregation of
knowledge from multiple sources without requiring full data centralization, the approach
provides a flexible solution for improving classification performance in distributed environ-
ments. Furthermore, the use of decision templates supports a higher level of interpretability,
which can be advantageous in domains where transparency and explainability are critical,
such as healthcare, finance, or business.

5. Conclusions

This work introduced a distributed data classification method that integrates conflict
analysis, coalition formation, decision tree induction, and decision template fusion. The
proposed framework enables knowledge to be combined from multiple sources while
keeping the resulting model transparent and effective across data sources. Furthermore, by
utilizing the Gini index to maximize information gain during tree induction and employing
Decision Templates to minimize decision entropy during final fusion, this framework offers
a methodology that is deeply rooted in information theory for uncertainty management in
decentralized systems.

The approach was experimentally evaluated on three benchmark datasets from the
UCI Machine Learning Repository: Balance Scale, Vehicle Silhouettes, and Car Evaluation.
Its performance was compared with a baseline method that does not involve coalition
formation as well as with a rule-based variant proposed in previous work by the authors.
The results demonstrated that the proposed method often achieved better classification
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performance, with the improvement observed at moderate levels of data dispersion. In
addition, the study also analyzed the generated decision templates, showing that they
strengthen the specialization of class predictions and provide a transparent representation
of coalition-level behavior.

The proposed coalition-based approach provides a practical and transparent way to
integrate distributed knowledge through partial aggregation of local data, without requir-
ing full centralization. This makes it particularly relevant in domains such as healthcare,
finance, or business, where information is often fragmented across multiple independent
entities. By supporting more coherent and explainable decision-making, the method has
the potential to address key challenges associated with decentralized data environments.

Future research will focus on extending the proposed approach to scenarios in which
local tables are defined over partially different feature sets. Such an extension will make it
possible to evaluate the robustness and adaptability of coalition-based mechanisms under
more realistic and heterogeneous data conditions.
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Abstract

Normalization is a critical step in Multiple-Criteria Decision Analysis (MCDA) because it
transforms heterogeneous criterion values into comparable information. This study exam-
ines normalization techniques through the lens of entropy, highlighting how criterion data
structure shapes normalization behavior and ranking stability within TOPSIS (Technique
for Order Preference by Similarity to Ideal Solution). Seven widely used normalization
procedures are analyzed regarding mathematical properties, sensitivity to extreme values,
treatment of benefit and cost criteria, and rank reversal. Normalization is treated as a
source of uncertainty in MCDA outcomes, as different schemes can produce divergent
rankings under identical decision settings. Shannon entropy is employed as a descriptive
measure of information dispersion and structural uncertainty, capturing the heterogeneity
and discriminatory potential of criteria rather than serving as a weighting mechanism.
An illustrative experiment with ten alternatives and four criteria (two high-entropy, two
low-entropy) demonstrates how entropy mediates normalization effects. Seven normaliza-
tion schemes are examined, including vector, max, linear Sum, and max–min procedures.
For vector, max, and linear sum, cost-type criteria are treated using either linear inver-
sion or reciprocal transformation, whereas max–min is implemented as a single method.
This design separates the choice of normalization form from the choice of cost-criteria
transformation, allowing a cleaner identification of their respective contributions to rank-
ing variability. The analysis shows that normalization choice alone can cause substantial
differences in preference values and rankings. High-entropy criteria tend to yield stable
rankings, whereas low-entropy criteria amplify sensitivity, especially with extreme or
cost-type data. These findings position entropy as a key mediator linking data structure
with normalization-induced ranking variability and highlight the need to consider entropy
explicitly when selecting normalization procedures. Finally, a practical entropy-based
method for choosing normalization techniques is introduced to enhance methodological
transparency and ranking robustness in MCDA.

Keywords: Multiple-Criteria Decision Analysis; normalization techniques; TOPSIS; entropy;
ranking stability; rank reversal; data distribution; cost and benefit criteria; uncertainty

1. Introduction

Multiple-Criteria Decision Analysis (MCDA) is a fundamental methodological frame-
work for evaluating and ranking alternatives characterized by multiple, often conflicting
criteria [1,2]. MCDA has been widely applied in the social sciences, including economics,
management, business, finance, and public policy [3–7], among others.
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The MCDA process typically includes constructing a decision matrix, normalizing
criteria, weighting, and aggregating into a final preference score [1,8]. Among these steps,
normalization is pivotal. It allows for a comparison of criteria measured on different
scales and directly affects both the stability and interpretability of ranking results [9,10].
Normalization is not a trivial methodological choice but a decision-analytic component
with substantive implications. Normalization interacts with the intrinsic characteristics
of the data. This interaction can further influence ranking outcomes. Criteria with larger
magnitudes or broader numerical ranges may disproportionately affect aggregation results
if normalization is inadequately selected. This can lead to biased rankings and potentially
misleading decisions [11–14].

Consequently, normalization is increasingly viewed not merely as a technical prepro-
cessing step, but as a decision-analytic component with substantive implications for ranking
outcomes, robustness, and rank reversal phenomena [15–18]. In this sense, normalization
contributes to decision-making uncertainty, since alternative normalization procedures
may generate different rankings even when all other elements of the MCDA model remain
unchanged. This highlights uncertainty as an inherent methodological feature of MCDA
rather than simply stemming from data constraints.

Over the past two decades, a substantial body of research has examined normalization
techniques in MCDA, addressing their formal properties [11,19], effects on rankings [20–22],
and robustness across decision contexts [15,23–25]. Despite its recognized importance, the
choice of normalization technique in many MCDA applications is rarely theoretically
justified, and sensitivity analyses with respect to normalization are often omitted or only
superficially discussed.

Entropy, introduced by Shannon [26], quantifies uncertainty or dispersion within a
dataset. In this study, uncertainty is understood in a structural sense, arising from the
informational heterogeneity of criterion data and its interaction with normalization proce-
dures. In MCDA, entropy is often employed as an objective weighting technique. Criteria
with higher variability and lower entropy are assigned higher weights. Criteria with more
uniform values receive lower weights [27,28]. Extensions such as Tsallis [29] and Rényi
entropy [30] have been proposed to handle incomplete, noisy, or highly complex decision
data. Beyond weighting, entropy provides insight into the structural properties of criterion
data. It reflects the intrinsic informational content of a criterion and distinguishes between
low-entropy criteria, which exhibit pronounced disparities and high discriminatory poten-
tial, and high-entropy criteria, which show near-uniform values and limited discrimination
power. This distinction is particularly important for normalization, as different techniques
respond differently to data dispersion, extreme values, and skewness.

Despite extensive research, a methodological gap remains: the role of entropy as a
mediator between data structure and normalization behavior has not been systematically
examined. Specifically, it is unclear how criteria with different entropy levels respond to
various normalization procedures and how this interaction affects ranking robustness.

This study addresses this gap by providing a structured theoretical and empirical
analysis of normalization techniques in MCDA, explicitly considering the influence of
criterion entropy on normalization outcomes. Rather than using entropy as a weighting
mechanism, we treat it as a descriptive measure of data distribution, which helps explain
and interpret the behavior of normalized values and resulting rankings.

This study addresses the following research question:
How does the entropy level of criterion data influence the behavior of different normalization

techniques and the resulting ranking stability in MCDA methods such as TOPSIS?
Normalization techniques are not distribution-neutral transformations. Their effects

depend critically on the underlying data structure, particularly on the degree of dispersion
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and the presence of extreme values. Ranking stability is understood here as the consistency
of alternative ordering under different normalization techniques, measured through rank
correlation and rank reversal analysis.

To illustrate the proposed framework, an empirical experiment is conducted using a
decision matrix of ten alternatives and four criteria, comprising two high-entropy and two
low-entropy criteria. Seven widely used normalization procedures are applied, including
vector normalization, max normalization, linear sum normalization, linear cost inversion,
reciprocal cost transformation, and linear max–min normalization. Cost-type criteria
are handled according to the specific formulation of each normalization method. This
controlled example allows for examining how entropy and cost treatment interact with
normalization, providing a practical context for the theoretical analysis without implying
that the observed effects are universally generalizable.

This study contributes to the literature in several ways. First, it synthesizes existing
normalization research by organizing methods according to their mathematical properties
and sensitivity to data distribution. Second, it introduces entropy as a unifying descriptive
concept linking raw data structure with normalization behavior and ranking stability. Third,
it provides a systematic comparative analysis of selected normalization techniques and
illustrates their effects through an empirical example based on TOPSIS (Technique for Order
Preference by Similarity to Ideal Solution) [8]. TOPSIS was chosen due to its popularity
and extensive application across various decision-making contexts [8,31,32]. Originally
developed with vector normalization, TOPSIS has since been extended with alternative
normalization methods to enhance ranking consistency and discriminatory power [33].
Moreover, this study develops a conceptual link between entropy, data distribution, and
normalization behavior. It demonstrates that normalization is not distribution-neutral
and that entropy mediates its impact on ranking stability. These contributions advance
methodological transparency and offer practical guidance for selecting normalization
procedures in entropy-diverse decision problems.

The paper is organized as follows. Section 2 introduces entropy as a descriptor of the
criterion data distribution. Section 3 presents a detailed theoretical analysis of selected
normalization techniques and their properties. Sections 4 and 5 provides an illustrative
empirical example using TOPSIS. Section 6 concludes with a discussion of findings and
directions for future research.

2. Entropy in Multiple-Criteria Decision Analysis

2.1. Shannon Entropy as a Descriptor of Criterion Information

Entropy, a fundamental concept from information theory introduced by Shannon [26],
quantifies uncertainty, disorder, or information content in a system. In MCDA, it char-
acterizes the distributional structure and uncertainty inherent in criterion values across
alternatives. From this perspective, entropy captures the uncertainty inherent in criterion
distributions, which affects the stability of normalized rankings. Unlike classical disper-
sion measures such as variance or range, which focus on the spread of values around
the mean and largely depend on their magnitude, entropy captures the evenness of the
distribution. In other words, entropy evaluates how uniformly values are distributed
across categories or alternatives, regardless of their absolute size. This allows entropy
to reveal subtle differences in the structure of the data that may remain hidden when
using traditional dispersion measures [34]. Such characteristics make entropy particularly
useful in MCDA, as it helps to better capture the relative differences among criteria and
alternatives, where decision matrices involve heterogeneous criteria in different units and
diverse data distributions [8,35,36].
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Let a decision problem consist of m alternatives A1, A2, . . . , Am evaluated with respect
to n criteria C1, C2, . . . , Cn. The decision matrix is denoted as

D =
[
xij

]
, (1)

where xij represents the performance of alternative Ai under criterion Cj.
To evaluate the informational structure of a given criterion, the original values are

transformed into non-negative proportions:

pij =
xij

∑m
i xij

(i = 1, 2 . . . , m; j = 1, 2, . . . n). (2)

This formulation implicitly assumes non-negative criterion values and reflects relative
rather than absolute performance differences.

The Shannon entropy of criterion Cj is defined as:

Ej = − 1
ln m∑m

i=1 pijln pij, j = 1, 2, . . . , n. (3)

Here, the factor − 1
ln m serves as a normalization factor, ensuring that the entropy

value Ej lies in the range [0, 1].
High entropy values indicate a relatively uniform distribution, implying limited

discriminatory power. Low entropy reflects stronger dispersion and higher informational
content. When xij = 0, the term pijln pij = 0 is conventionally assumed to be zero. To
avoid zero values in practical applications, Ref. [28] proposed a modified formulation that
introduces a small positive constant C, ensuring strictly positive proportions.

Entropy measures the informational capacity of a criterion to differentiate alternatives
rather than its importance or preference weight. This distinction is crucial in methodological
studies that aim to analyze the behavior of MCDA models under varying data structures,
independently of decision-maker preferences [13,25].

Several generalized entropy measures have been proposed to capture uncertainty
under different assumptions, including Rényi entropy [30], Tsallis entropy [29], and fuzzy
entropy [37]. These formulations differ in sensitivity to extreme values, tail behavior,
and dominance effects, and have been applied in MCDA to address incomplete, noisy, or
non-extensive data environments [36,38]. Despite these developments, Shannon entropy
remains widely used for its strong theoretical foundation, simplicity, intuitive interpretation,
and lack of tuning parameters, enhancing transparency and reproducibility. Accordingly,
this study adopts it as a representative measure of criterion data dispersion.

2.2. Entropy-Based Weighting: Applications and Limitations

In MCDA literature, entropy is most commonly employed as an objective weighting
technique, referred to as the entropy weight method (EWM). The underlying assumption is
that criteria exhibiting greater variability (lower entropy) contain more decision-relevant
information and should therefore receive higher weights, whereas criteria with more
uniform values (higher entropy) contribute less information and are assigned lower weights.
This approach reduces the influence of subjective judgment [29,36,39,40].

Two computational schemes are commonly used for EWM: direct entropy estimation
from the original criterion values and entropy estimation following normalization, typically
using max–min scaling. The choice between these approaches affects the resulting entropy
values and criterion weights [13,41].

The EWM has been widely applied across a broad range of domains, including
management-oriented analyses [42], financial performance evaluation [43], environmen-
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tal quality assessment [44], sustainable energy systems [45,46], water resources manage-
ment [47], facility and location selection problems [48], urban air quality evaluation [49],
and tourism performance analysis [46,50]. In these studies, EWM is frequently integrated
with established multi-criteria methods such as TOPSIS, VIKOR (VIekriterijumsko KOm-
promisno Rangiranje), AHP (Analytic Hierarchy Process), COPRAS (Complex Proportional
Assessment), and others, to support objective criterion weighting and ranking.

The entropy method, commonly applied for objective weight determination [51],
exhibits several limitations. It assumes that greater variability implies higher criterion
importance, which may not reflect decision-makers’ priorities, as criteria with low disper-
sion can still be essential in practice. As a result, entropy-based weights may inadequately
represent strategic or policy-related relevance. In addition, entropy weights are sensitive
to data preprocessing, particularly normalization and scaling procedures, which can sub-
stantially affect the resulting weight distribution. This sensitivity raises concerns regarding
the robustness and reproducibility of results [13]. Moreover, the method assumes inde-
pendence among criteria and does not account for potential interrelationships, which may
distort importance assessment in complex decision contexts. Finally, the purely data-driven
nature of entropy excludes expert judgment, suggesting that entropy-based weighting is
more effective when combined with subjective or hybrid approaches rather than used as a
standalone method [52–55].

These limitations motivate a broader interpretation of entropy beyond its traditional
role in weighting and justify its use as a descriptive analytical tool in methodological
MCDA research.

2.3. Entropy as a Descriptive Characteristic of Criterion Data Structure and Its Methodological
Role in Normalization

Beyond weighting, entropy can be interpreted as a descriptive characteristic of the de-
cision matrix, capturing the internal distribution of criterion values. From this perspective,
entropy does not prescribe importance but provides a systematic explanation of:

• the inherent discriminatory power of the criteria before aggregation,
• similarities and differences in data structure across decision problems,
• the sensitivity of MCDA results to data characteristics rather than preferences.

This interpretation is particularly relevant in methodological studies focusing on
normalization, ranking stability, and rank reversal, where the objective is to analyze how
MCDA techniques respond to varying data conditions rather than to support a single
decision-making case.

Normalization is a fundamental step in MCDA, transforming heterogeneous criteria
into comparable, dimensionless scales. Since entropy captures the distributional structure
of criterion values before normalization, it provides a natural framework for analyzing how
normalization interacts with data characteristics. Different techniques respond differently
to dispersion, skewness, and extreme values. Consequently, criteria with identical ranges
but different entropy levels may produce substantially different normalized values and
inter-alternative distances, even when the original matrix is unchanged. Importantly,
entropy does not modify normalization formulas directly but influences outcomes indirectly
through its interaction with the mathematical properties of the methods [11].

Entropy mediates the effects of normalization on ranking stability. By capturing the
structural characteristics and inherent uncertainty of criterion distributions, entropy helps
explain why alternative normalization schemes may produce different rankings, even
when weights and decision-maker preferences remain unchanged. Consequently, joint
consideration of entropy and normalization provides a theoretically grounded framework
for evaluating ranking robustness in MCDA. This perspective directly motivates the em-
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pirical analysis that follows and underpins the comparative assessment of normalization
techniques presented in the next section.

In this study, entropy is used solely as a descriptive measure of data structure, distinct
from its traditional role in objective weighting in MCDM, to avoid potential confusion.

3. Normalization Techniques in MCDA—Overview and Conceptual
Framework

3.1. Conceptual Foundations of Normalization in MCDA

Normalization is a fundamental preprocessing step in MCDA, transforming criterion
values expressed in different units, ranges, or magnitudes into a common and comparable
scale. Without proper normalization, criteria with larger numerical values may dominate
aggregation results, regardless of their actual importance. Effective normalization, therefore,
ensures balance, interpretability, and fairness in multi-criteria evaluation.

From a methodological perspective, normalization techniques can be broadly classi-
fied into vector, linear, and non-linear transformations [33]. Vector normalization scales
criterion values with respect to the overall magnitude of observations for a given criterion,
preserving relative proportions while accounting for differences in units. Linear normaliza-
tion methods, such as max, max–min, and sum-based transformations, are widely used due
to their simplicity, transparency, and ease of implementation. Non-linear normalization
approaches, although less frequently applied, are particularly useful for data characterized
by strong skewness, exponential growth, or logarithmic relationships, allowing for more
flexible handling of extreme values.

In this study, seven normalization techniques commonly applied in MCDA are exam-
ined, with particular emphasis on their use within the TOPSIS framework (see Appendix A).
Normalization methods have been applied in TOPSIS studies, depending on the authors
and the problem context. Non-linear vector normalization has been used in two main
variants: N1, applied in [11,25,56–58], and N2, used by [11,59]. Among linear normalization
methods, the max method has been employed in variants N3 [23,25,57,59] and N4 [11,58].
The max–min method (N5) has been used in [11,25,59]. Finally, the sum method has been
applied in variants N6 [23,58] and N7 [25,57,59].

Each normalization procedure explicitly distinguishes between benefit and cost criteria.
A criterion is classified as a benefit criterion when higher values indicate more desirable
performance, whereas a cost criterion represents situations in which lower values are
preferred. For each method, the corresponding formulations for both criterion types are
analyzed in the subsequent sections. This analysis will provide insights into the strengths
and weaknesses of each normalization technique.

The analysis focuses on the comparative characteristics of normalization techniques,
including the range of normalized values, sensitivity to extreme observations, dependence
on the number of alternatives, and invariance under linear and positive affine transforma-
tions. Particular attention is devoted to the issue of rank reversal, which may arise when
alternatives are added to or removed from the decision set, potentially affecting ranking
stability [60,61]. As emphasized by Aires & Ferreira [62], rank reversal constitutes a central
and unresolved issue in MCDM, involving diverse methods and scenarios, and continues
to motivate research on the modeling and robustness of rankings.

In addition to scale and range, the internal distribution of criterion values influences
normalization outcomes. Even with similar numerical ranges, criteria can differ in how uni-
formly their values are distributed across alternatives. This characteristic can be described
using entropy, which here serves solely as a descriptor of data distribution rather than a
weighting mechanism. Entropy highlights the discriminatory power of criteria and helps
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explain differences in normalization effects, particularly regarding ranking stability and
sensitivity to rank reversal.

A normalization formula N is said to satisfy the Linear Transformation property if, for
criteria Ci and Cj, where yij = axij with a > 0, it holds that

N
(
yij

)
= N

(
xij

)
. (4)

Similarly, a normalization formula N satisfies the Positive Affine Transformation
property if, for criteria Ci and Cj, where yij = axij + b with, a > 0 and b �= 0, it holds that

N
(
yij

)
= N

(
xij

)
. (5)

These properties describe whether normalization outcomes remain invariant under
rescaling or shifting of criterion values. Overall, this analysis will provide insights into the
strengths and weaknesses of each normalization technique.

3.2. Literature Review on Normalization Techniques and Ranking Stability in MCDA

This section reviews the main research streams on normalization techniques in
MCDA, with particular emphasis on their mathematical properties, effects on ranking
outcomes, and implications for ranking stability. The review provides the methodological
background for the comparative analysis of normalization procedures presented in the
subsequent sections.

The first direction focuses on the classification and formal properties of normaliza-
tion techniques. Foundational studies distinguished vector-based, linear, and non-linear
methods and analyzed their mathematical characteristics, including sensitivity to extreme
values, scale dependence, and invariance under linear and affine transformations [11,19].
Jahan and Edwards [57] provided a comprehensive overview, identifying thirty-one nor-
malization techniques and discussing their advantages and limitations in engineering
decision problems. More recent surveys further systematize these methods, highlight
implementation pitfalls, and propose guidelines for their appropriate use [10,18,19].

The second direction examines how normalization affects ranking outcomes. Empirical
studies show that applying different normalization techniques to the same data can produce
substantially different preference values and alternative rankings, even when weighting
and aggregation procedures remain unchanged [20–22]. These differences are often due to
varying sensitivity to extreme values, the number of alternatives, and the treatment of cost
and benefit criteria. Rank reversal, where the relative ordering of alternatives changes due
to normalization choices or modifications in the decision set, has emerged as a key concern
in this research [10,60,63].

The third direction considers normalization within specific MCDA methods. Different
techniques have been applied and compared across TOPSIS [8,12,13,25,64], VIKOR [65],
AHP [66], COPRAS [22], SAW (Simple Additive Weighting) [11,15], ELECTRE (ÉLements
pour laaide à la DÉCision-REcherche et ELimination) [11,67], PROMETHEE II (Preference
Ranking Organization Method Enrichment Evaluations) [68], the Hellwig method [69],
and others.

The fourth direction involves empirical evaluation and robustness analysis. Compara-
tive studies use correlation measures, ranking consistency indices, and simulation-based
experiments to assess how normalization choices influence ranking stability under different
decision scenarios [15,23–25,70]. Max–min, vector, sum, and max normalization are among
the most frequently used techniques, but are also highly sensitive to data distribution and
extreme values [18]. Ranking stability is frequently assessed using ranking consistency in-
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dices, Kendall and Spearman coefficients, and mean error measures, providing quantitative
support for the choice of normalization [24,56,71].

Finally, a key research stream focuses on normalization techniques in TOPSIS and
offers guidance for their selection. Vector normalization is generally considered the most
consistent across different problem sizes and data ranges [24,35,56,59]. However, sum nor-
malization can serve as an effective alternative depending on data characteristics [21,28,56].

3.3. Normalization Procedures and Their Properties

Let C = {C1, . . . , Cn} denote the set of criteria and A = {A1, . . . , Am} the set of
alternatives. The performance score of alternative Ai with respect to criterion Cj is denoted
by xij where i = 1, 2, . . . , m and j = 1, 2, . . . , n.

Each normalization method provides distinct formulations for benefit and cost cri-
teria and exhibits different mathematical properties, sensitivity to data distribution, and
implications for ranking stability.

3.3.1. Vector Normalization (N1, N2)

Vector normalization scales the performance ratings of alternatives relative to the
Euclidean norm of the vector formed by all alternatives for a given criterion.

For benefit criteria, the normalized value nij is calculated as:

nij =
xij√

∑m
i=1

(
xij

)2
(N1, N2) (6)

For cost criteria, two commonly used variants exist. In the first variant (N1), lower
values are preferred by subtracting the normalized value from one [57]:

nij = 1− xij√
∑m

i=1
(

xij
)2

(N1) (7)

In the second variant (N2), reciprocal values are used [8]:

nij =
1/xij√

∑m
i=1

(
1/xij

)2
(N2) (8)

N2 cannot be applied if any xij = 0, as this results in division by zero.
Vector normalization rescales values according to their relative contribution to the

overall magnitude of the criterion vector. As a consequence, normalized values depend
not only on the absolute magnitude of each alternative. They also depend on the relative
distribution of values across all alternatives. The normalized values are dimensionless and
lie within the interval [0, 1], although the effective range depends on the ratio between
extreme values.

For benefit criteria, the range of normalized values is:⎡⎣ min
i

xij√
∑m

i=1
(

xij
)2

;
max

i
xij√

∑m
i=1

(
xij

)2

⎤⎦ (9)

For cost criteria, the ranges differ between N1 and N2. In the case of N1:⎡⎣1−
max

i
xij√

∑m
i=1

(
xij

)2
; 1−

min
i

xij√
∑m

i=1
(

xij
)2

⎤⎦ (10)
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whereas for N2: ⎡⎣ 1/max
i

xij√
∑m

i=1
(
1/xij

)2
;

1/min
i

xij√
∑m

i=1
(
1/xij

)2

⎤⎦. (11)

These expressions indicate that both the distribution of criterion values and the number

of alternatives directly influence the normalization outcome. As the ratio
max

i
xij

min
i

xij
or

min
i

xij

max
i

xij

decreases, normalized values are compressed into a narrower portion of the [0, 1] interval.
Moreover, for a fixed distribution of values, increasing the number of alternatives tends to
reduce the length of the effective normalized interval [11].

Vector normalization satisfies the Linear Transformation property but not the Positive
Affine Transformation property [11]. Changes in the domain of criterion values, such as
adding or removing alternatives, may influence normalized scores and potentially lead to
rank reversal, affecting ranking stability [60].

Vector normalization is moderately sensitive to extreme values, especially in the
reciprocal-based N2 variant. For criteria where most values are clustered near one end of the
range (low-entropy), vector normalization compresses the differences among the remaining
alternatives, making them harder to distinguish. In contrast, for criteria with a wider
spread of values (high-entropy), the normalization better preserves the relative distances
between alternatives. Overall, the impact on ranking stability is medium compared to other
normalization methods.

Despite these limitations, vector normalization remains one of the most widely
adopted approaches in MCDA due to its conceptual simplicity and compatibility with
distance-based aggregation methods [11,25,56–58]. It should be noted that in the stan-
dard TOPSIS method [8], the normalization Equation (6) is applied to cost criteria as well.
The positive and negative ideal solutions can be determined directly, without converting
cost-type criteria into benefit-type criteria.

3.3.2. Linear Max Normalization (N3, N4)

Linear max normalization rescales criterion values relative to the maximum observed
performance.

For benefit criteria, the normalized value nij is defined as:

nij =
xij

max
i

xij
(N3, N4.) (12)

For cost criteria, two alternative formulations are employed to reflect the preference
for lower values. In the N3 variant, the normalized value is computed as [57]:

nij = 1− xij

max
i

xij
(N3) (13)

In contrast, the N4 variant uses a reciprocal relation with respect to the minimum
observed value [11,58]:

nij =
min

i
xij

xij
(N4) (14)

While N3 preserves linear proportionality, N4 introduces nonlinear penalization of
higher costs. These formulations cannot be applied if max

i
xij = 0, as division by zero

would occur. Here, max
i

xij and min
i

xij denote the maximum and minimum performance

ratings, respectively, among all alternatives for the j-th criterion.
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A key advantage of linear max normalization is its linearity. The transformation
preserves proportional differences between alternatives by scaling all values directly with
respect to the maximum (or minimum in the case of N4 for cost criteria). Consequently, the
relative ordering of alternatives is maintained without distortion of proportional relation-
ships [23]. For benefit criteria, the range of normalized values obtained using linear max
normalization is: ⎡⎣ min

i
xij

max
i

xij
; 1

⎤⎦. (15)

For cost criteria, the normalized ranges differ depending on the selected variant. In
the case of N3, the range is: ⎡⎣0; 1−

min
i

xij

max
i

xij

⎤⎦ (16)

whereas for N4 it becomes: ⎡⎣ min
i

xij

max
i

xij
; 1

⎤⎦ (17)

All these ranges lie within the interval [0, 1]. Importantly, their length depends solely

on the ratio
min

i
xij

max
i

xij
or

max
i

xij

min
i

xij
, between the minimum and maximum values, rather than

on the internal distribution of criterion values. Unlike vector normalization, linear max
normalization, the normalized range does not reflect the full internal distribution of the
data. Linear max normalization satisfies the Linear Transformation property and does not
satisfy the Positive Affine Transformation property [11].

Linear max normalization is highly sensitive to extreme values due to reliance on
maximum or minimum scores. Low-entropy criteria amplify contrasts among alternatives
with extreme values, enhancing discrimination, while high-entropy criteria yield clustered
normalized scores. The overall impact on ranking stability is relatively high compared to
vector normalization and shows the role of entropy in interpreting N3 and N4 [60].

The method is simple, fast, and intuitive, making it suitable when extreme values are
meaningful. However, reliance on maximum and minimum values requires caution in the
presence of outliers or changing alternative sets.

3.3.3. Linear Max–Min Normalization (N5)

Linear max–min normalization (N5), unlike linear max normalization, max–min
normalization maps all criterion values linearly onto [0, 1], considering both maximum and
minimum values. The worst observed performance is assigned a normalized value of 0,
while the best observed performance receives a value of 1. Relative differences between
alternatives are preserved proportionally within the normalized scale.

For benefit criteria, the normalized value nij is defined as:

nij =
xij −min

i
xij

max
i

xij −min
i

xij
(N5) (18)

For cost criteria, where lower values are preferred, the normalization is adjusted
accordingly [11]:

nij = 1−
xij −min

i
xij

max
i

xij −min
i

xij
(N5) (19)
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In these formulas, max
i

xij and min
i

xij denote the maximum and minimum perfor-

mance ratings, respectively, across all alternatives for the j-criterion.
This property ensures direct comparability across criteria, regardless of their original

units or magnitudes, and greatly facilitates interpretation in subsequent aggregation and
ranking procedures [23]. N5 satisfies both the Linear Transformation property and the
Positive Affine Transformation property [11]. This distinguishes N5 from vector, max, and
sum-based normalization techniques and provides a degree of robustness with respect to
simple rescaling of the original data. However, when comparing linear max normalization
(N3) and max–min normalization (N5), we can observe that N3 can be regarded as a
special case of N5, in which the minimum of the scale is set to a conventional absolute
zero, independent of the observed data. Nevertheless, N3 and N5 are generally treated as
distinct normalization methods in the literature.

Max–min normalization preserves wide dispersion for low-entropy criteria and pro-
duces clustered scores for high-entropy criteria, reflecting its interaction with data structure.
While it is invariant to rescaling, the method remains sensitive to extreme values. Outliers
define the maximum and minimum, which can compress other scores and affect discrim-
ination. The fixed [0, 1] range maps values proportionally. Low-entropy criteria yield
widely dispersed normalized scores, while high-entropy criteria produce tightly clustered
values, reducing effective resolution. Changes in the set of alternatives may alter maxima
or minima, potentially causing rank reversal. Techniques such as introducing extreme
fictitious alternatives [62,72] can help stabilize rankings.

In practice, N5 is widely used in SAW and other linear aggregation methods due to
its simplicity and interpretability, though careful handling of outliers and alternative set
changes is required.

3.3.4. Linear Sum Normalization (N6, N7)

Linear sum normalization rescales values relative to the total sum of a criterion.
Larger original values dominate the normalized sum, while smaller values contribute
proportionally less.

For benefit criteria, the normalized value nij is computed as:

nij =
xij

∑m
i=1 xij

(N6, N7) (20)

For cost criteria, two variants are typically used. In the first variant (N6), the normal-
ized value is inverted to reflect preference for lower values.

Linear: Sum (N6) [58]:

nij = 1− xij

∑m
i=1 xij

(N6) (21)

In the second variant (N7), reciprocal values are employed [57]:

nij =
1/xij

∑m
i=1

(
1/ xij

) (N7) (22)

N7 cannot be applied when xij = 0 as this would result in division by zero. Conse-
quently, careful preprocessing or alternative normalization methods are required when
zero values occur in cost criteria.

Normalized values sum to one, making it suitable for assessing relative contributions.
As a result, sum-based normalization is frequently employed in weighted aggregation
models and proportional evaluation frameworks [58].
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The range of normalized values depends on the original distribution of criterion
values. For benefit criteria, the normalized values lie within:[min

i
xij

∑m
i=1 xij

;
max

i
xij

∑m
i=1 xij

]
(23)

For cost criteria, the ranges differ between N6 and N7.
In N6, the range is: [

1−
max

i
xij

∑m
i=1 xij

; 1−
min

i
xij

∑m
i=1 xij

]
(24)

whereas in N7 it becomes: ⎡⎣ 1/max
i

xij

∑m
i=1 1/xij

;
1/min

i
xij

∑m
i=1 1/xij

⎤⎦ (25)

Linear sum normalization (N6, N7) rescales criterion values relative to the total sum.
Reciprocal transformations can be optionally applied for cost criteria. Similar to vector
normalization, sum-based normalization is influenced by both the distribution of criterion
values and the number of alternatives. The method is sensitive to extreme or zero values.
Such values can compress other scores and reduce discrimination.

Low-entropy criteria produce asymmetric distributions that favor alternatives with
extreme values. High-entropy criteria, in contrast, yield nearly uniform or clustered scores,
which affects effective resolution. N6 is suitable for simple proportional inversion of cost
criteria. N7 uses reciprocal scaling for stronger cost dominance. Both variants satisfy the
Linear Transformation property but not the Positive Affine Transformation property [11].

The impact on ranking stability ranges from medium to high, depending on the data
distribution and the set of alternatives. Both N6 and N7 normalizations are intuitive and
widely used. However, care is required when handling outliers, zeros, or changes in the
alternative set [58].

3.4. Comparison of Normalization Methods—Integrated View

All normalization methods satisfy the fundamental requirement of scale comparability
by transforming heterogeneous criterion values into dimensionless measures suitable for
comparison across alternatives.

Normalization mechanism. The underlying mechanisms differ across methods. Vector
normalization (N1, N2) scales values relative to the Euclidean norm of the vector formed
by all alternatives for a given criterion. Linear max normalization (N3, N4) scales values
relative to the maximum (or minimum) observed value. Max–min normalization (N5) uses
both the maximum and minimum to linearly map values into the [0, 1] interval. Linear sum
normalization (N6, N7) rescales values relative to the total sum of the criterion, optionally
employing reciprocal transformations for cost criteria (N2, N7).

Linearity and invariance. Only max–min normalization (N5) satisfies both the Linear
Transformation and Positive Affine Transformation properties, making it invariant to
rescaling and shifting of criterion values. Vector normalization (N1, N2), linear max
normalization (N3, N4), and linear sum normalization (N6, N7) satisfy only the Linear
Transformation property; adding a constant to all values shifts normalized scores and may
affect rankings.

Sensitivity to extreme values. Methods relying on maximum or minimum values
(N3–N5) are highly sensitive to outliers, which may compress or distort normalized scores.
Sum-based normalization (N6, N7) is also sensitive to extreme values, particularly when
a small number of alternatives dominate the total sum. Vector normalization (N1, N2) is
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moderately less sensitive, as scaling is performed relative to the Euclidean norm. Overall,
vector normalization (N1, N2) shows medium sensitivity to extreme values, max-based
normalization (N3, N4) shows high sensitivity, max–min normalization (N5) moderate,
and sum-based normalization (N6, N7) medium to high, depending on data distribution.

Interaction with zero values. Zero or very small values pose challenges for methods
using division or reciprocal transformations. Vector normalization (N2) and sum normal-
ization (N7) cannot be directly applied when xij = 0 without prior adjustment. Max-based
(N3, N4) and max–min (N5) methods handle zero values more robustly, although caution
is still required when zeros coincide with extreme values. In practice, preprocessing or
introducing a small positive constant may be necessary to avoid division-related issues.

Dependence on data distribution and entropy. Vector and sum-based normalizations
(N1, N2, N6, N7) are strongly influenced by the internal distribution of criterion values.
Low-entropy criteria dominated by a few alternatives tend to produce compressed or
asymmetric normalized values, reducing discriminatory power, whereas high-entropy
criteria yield more uniform scores. Max-based methods (N3, N4) preserve contrasts among
dominant alternatives in low-entropy criteria. Max–min normalization (N5) maintains
wide dispersion for low-entropy criteria and clustered values for high-entropy criteria,
indicating that entropy governs effective resolution rather than the formal [0, 1] scaling.

Sensitivity to the number of alternatives and rank reversal. All normalization methods
may be affected by changes in the set of alternatives. Vector (N1, N2) and sum-based
(N6, N7) methods respond to both the number of alternatives and the data distribution.
In max-based and max–min normalization methods (N3–N5), the most common source
of rank reversal is the change in the maximum or minimum value. This contrasts with
sum-based normalization (N6–N7), where adding a new alternative alters the total sum
and may cause rank reversal even without modifying the extrema [62].

Cost-type criteria treatment. Two main approaches are commonly applied for cost
criteria. The first approach, linear cost inversion, rescales the original values by subtracting
them from one. This preserves proportional differences and ensures that lower costs
receive higher normalized values (N1, N3, N5, N6). The second approach, reciprocal
cost transformation, rescales values using the reciprocal function. It increases the relative
differences among higher costs while still reflecting the preference for lower values (N2,
N4, N7). This distinction is relevant because linear inversion and reciprocal transformation
produce different relative score distributions, especially when cost values vary considerably.
As a result, the relative ordering and separation of alternatives may differ across MCDM
methods employing these normalizations and may lead to different ranking outcomes.

Practical implications. Vector normalization is simple and compatible with distance-
based methods, though it requires caution when handling zero or very small values (N2).
Max-based normalization (N3, N4) is computationally efficient and intuitive but highly
sensitive to outliers. Max–min normalization (N5) ensures uniform scaling and invariance
to rescaling, although extreme values may still distort rankings. Sum-based normalization
(N6, N7) emphasizes relative contributions but is sensitive to extreme or zero values,
potentially affecting ranking stability.

Overall, the choice of a normalization method should consider its linearity properties,
sensitivity to extreme and zero values, interaction with data entropy, and potential for rank
instability. Normalization should therefore be regarded as a structural modeling decision
rather than a purely technical preprocessing step. These conceptual differences form the
basis for the empirical comparison of normalization-induced ranking stability presented
in the next section. Selecting an appropriate normalization method involves balancing
mathematical properties, data characteristics, expected ranking stability, and the practical
interpretation of the transformed scale by decision-makers.

https://doi.org/10.3390/e28010114
162



Entropy 2026, 28, 114

4. Data and Experimental Design

4.1. Research Framework and Objectives

The empirical part of this study systematically examines the impact of normalization
methods and entropy structure on the stability of rankings in MCDA. This analysis builds
on the theoretical discussion in the previous section. It focuses on how different normaliza-
tion methods transform the same decision matrix and how these transformations interact
with criterion distributions to influence rankings.

The primary objective of the empirical investigation is to assess ranking robustness
under different normalization schemes. In particular, the study identifies conditions
under which rankings remain stable and conditions that lead to ranking instability when
normalization methods vary. Special attention is given to the role of entropy as a descriptive
measure of criterion heterogeneity, hypothesized to moderate the sensitivity of normalized
values to scale transformations and extreme observations.

Rather than treating normalization as a neutral preprocessing step, the empirical
framework explicitly models it as a methodological factor that can alter inter-alternative
distances and, consequently, decision outcomes. This perspective allows a more nuanced
evaluation of MCDA results and contributes to the broader discussion on methodological
robustness and transparency in multi-criteria decision support.

4.2. Decision Matrix and Data Structure

The empirical analysis is based on a decision matrix comprising ten alternatives
evaluated against four criteria. Criteria C1 and C2 are benefit-type criteria, where higher
values indicate better performance, whereas C3 and C4 are cost-type criteria, for which
lower values are preferred. This framework reflects typical decision-making problems that
consider both gains and losses simultaneously. The dataset was deliberately constructed
to include both high-entropy and low-entropy criteria in order to examine normalization-
induced effects under controlled conditions, rather than to model a specific real-world
decision problem.

Table 1 presents the original decision matrix together with basic descriptive statistics
and Shannon entropy values for each criterion.

Table 1. Decision matrix with basic descriptive statistics and Shannon entropy values.

Alternative C1 C2 C3 C4

A1 10 5 40 6
A2 20 21 30 8
A3 24 20 28 10
A4 10 20 26 12
A5 24 80 22 50
A6 10 22 24 8
A7 26 5 26 10
A8 22 21 28 9
A9 20 23 10 10
A10 30 20 28 8

mean 19.60 23.70 26.20 13.10
variability 34.99 83.63 26.98 94.63
min 10.00 5.00 10.00 6.00
max 30.00 80.00 40.00 50.00
max/min ratio 3.00 16.00 4.00 8.33
entropy 0.9712 0.8824 0.9824 0.8743
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The dataset is characterized by substantial heterogeneity in scale, dispersion, and
distributional form. Shannon entropy values are computed for each criterion (Table 1).
In this study, entropy is not employed as a weighting mechanism but exclusively as
a descriptive indicator of the data structure, capturing the degree of heterogeneity and
dominance within each criterion. High-entropy criteria distribute information evenly across
alternatives, whereas low-entropy criteria concentrate information in a few observations,
which amplifies sensitivity to normalization methods.

Criteria C1 and C3 exhibit relatively high entropy values, indicating a fairly uniform
distribution of performance values across alternatives. Although these criteria display
moderate variability, no single alternative consistently achieves the highest values across
all alternatives. As a result, their informational content is evenly spread, and differences
among alternatives are gradual rather than abrupt.

In contrast, criteria C2 and C4 are characterized by low entropy values combined with
high variability and pronounced extreme observations. In both cases, a small number of
alternatives concentrate a large share of the total informational content. For C2, exception-
ally high benefit values strongly differentiate a limited subset of alternatives, while for C4,
extreme cost values introduce strong asymmetry into the distribution. Such low-entropy
structures are expected to amplify the effects of normalization, particularly for methods
that depend on extreme values or proportional scaling.

Importantly, the original decision matrix remains unchanged throughout the analysis.
All observed differences in normalized values, TOPSIS scores, and rankings arise exclu-
sively from the application of alternative normalization procedures and their interaction
with the entropy structure of the criteria.

4.3. Experimental Design and Procedure

The experimental design follows a controlled, stepwise procedure. First, the orig-
inal decision matrix is normalized using seven normalization techniques (N1–N7), as
defined in the methodological section. Benefit and cost criteria are treated according to the
formulations specific to each normalization method.

Next, the TOPSIS method (see Appendix A) is applied to each normalized decision
matrix using identical criterion weights (equal weights) and aggregation rules. By keeping
all other modeling components constant, the experimental setup isolates the effects of
normalization and entropy on ranking outcomes. Finally, ranking stability is evaluated
by comparing the positions of alternatives across different normalization methods, with
particular attention to instability and consistent ranking patterns.

In addition to the baseline experiment, a controlled sensitivity scenario is introduced
to examine how small changes in low-entropy criteria influence ranking stability across
normalization methods. Specifically, the value of the benefit-type criterion C2 for alternative
A5 is reduced from 80 to 40, increasing its entropy from 0.8824 to 0.9466. This modification
is intentionally limited and targets an alternative previously identified as sensitive due to
extreme performance.

5. Results and Discussion

5.1. Effects of Normalization on TOPSIS Scores and Rankings

This section analyzes ranking variability induced solely by normalization choice, with
all other modeling components held constant. Ranking stability is interpreted not as a
normative criterion of correctness but as an indicator of methodological robustness under
controlled variation. Table 2 reports the TOPSIS coefficients TN1–TN7 and Table 3 the
corresponding rankings obtained under normalization methods N1–N7.
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Table 2. TOPSIS coefficients obtained under normalization methods N1–N7.

Alternative TN1 TN2 TN3 TN4 TN5 TN6 TN7

A1 0.462 0.301 0.391 0.391 0.366 0.489 0.270
A2 0.539 0.327 0.502 0.409 0.500 0.557 0.305
A3 0.536 0.313 0.524 0.393 0.540 0.549 0.291
A4 0.495 0.233 0.441 0.258 0.418 0.516 0.226
A5 0.511 0.590 0.545 0.503 0.549 0.493 0.632
A6 0.531 0.317 0.477 0.369 0.453 0.552 0.300
A7 0.489 0.278 0.498 0.379 0.529 0.497 0.246
A8 0.542 0.321 0.520 0.401 0.528 0.556 0.300
A9 0.574 0.487 0.596 0.525 0.615 0.578 0.454
A10 0.559 0.377 0.563 0.480 0.592 0.568 0.347

Table 3. Rankings obtained by TOPSIS under normalization methods N1–N7.

Alternative Range TN1 Range TN2 Range TN3 Range TN4 Range TN5 Range TN6 Range TN7

A1 10 8 10 7 10 10 8
A2 4 4 6 4 7 3 4
A3 5 7 4 6 4 6 7
A4 8 10 9 10 9 7 10
A5 7 1 3 2 3 9 1
A6 6 6 8 9 8 5 6
A7 9 9 7 8 5 8 9
A8 3 5 5 5 6 4 5
A9 1 2 1 1 1 1 2
A10 2 3 2 3 2 2 3

To evaluate the consistency and correlation of results obtained from TN1–TN7 based
on normalization techniques N1–N7, both Pearson and Spearman correlation coefficients
were calculated. The results are presented in Table 4.

Table 4. Pearson and Spearman Correlation Coefficients between TN1–TN7 under normalization
methods N1–N7.

Pearson
Coefficients

TN1 TN2 TN3 TN4 TN5 TN6 TN7
Spearman
Coefficient

TN1 TN2 TN3 TN4 TN5 TN6 TN7

TN1 1.000 TN1 1.000
TN2 0.368 1.000 TN2 0.673 1.000
TN3 0.844 0.651 1.000 TN3 0.794 0.806 1.000
TN4 0.553 0.857 0.756 1.000 TN4 0.673 0.915 0.867 1.000
TN5 0.785 0.581 0.984 0.737 1.000 TN5 0.661 0.697 0.964 0.782 1.000
TN6 0.935 0.056 0.614 0.314 0.559 1.000 TN6 0.939 0.491 0.612 0.479 0.503 1.000
TN7 0.294 0.989 0.590 0.779 0.514 −0.026 1 TN7 0.673 1.000 0.806 0.915 0.697 0.491 1.000

Despite identical data, equal weights, and aggregation procedures, noticeable differ-
ences emerge in TOPSIS scores and final rankings. This confirms that normalization choice
alone can materially affect decision outcomes.

At an aggregate level, alternatives A9 and A10 consistently occupy the top positions
across all normalization methods. Their strong and well-balanced performance across both
benefit and cost criteria results in high closeness coefficients regardless of the normalization
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scheme. This convergence indicates that alternatives with robust multi-criteria profiles are
less sensitive to normalization-induced distortions.

In contrast, alternatives with mixed or asymmetric performance profiles exhibit sub-
stantial ranking variability. The most pronounced example is alternative A5, which displays
the widest range of ranking positions across normalization methods. A5 achieves an excep-
tionally high value on the low-entropy benefit criterion C2, but simultaneously performs
poorly on the low-entropy cost criterion C4. Consequently, its final ranking strongly de-
pends on how normalization methods amplify benefit dominance and penalize extreme
costs. Methods that preserve or emphasize extreme benefit values generally result in higher
rankings for A5, while methods that apply stronger penalties to high cost values, partic-
ularly those using reciprocal transformations, tend to lower its ranking. This illustrates
how low-entropy criteria drive ranking instability and magnify the methodological role
of normalization.

Beyond these extremes, the remaining alternatives exhibit intermediate and more nu-
anced ranking behavior. Alternatives A2 and A8 generally occupy upper-middle positions
across normalization methods, reflecting relatively strong performance combined with
moderate sensitivity to normalization choice. Alternative A3 shows moderate variability,
typically remaining in the middle of the ranking. Alternatives A6 and A7 consistently
appear in the lower-middle part of the rankings. Although their positions shift slightly
depending on the normalization method, these shifts are relatively minor compared to
those observed for A5. Finally, alternatives A1 and A4 remain at the bottom across all
normalization methods, confirming that normalization effects are least influential for the
lowest-scoring alternatives.

Figures A1–A7 (Appendix B) present the normalized criteria values N1–N7, the dis-
tances to the positive and negative ideal solutions, and the TN1–TN7 closeness coefficients.
Normalized values differ according to the selected method. Differences are particularly
noticeable between methods using linear cost inversion and those employing reciprocal
cost transformations. The spread of TN1–TN7 values varies substantially, with the smallest
spread observed for TN1 and TN6 (0.112 and 0.089, respectively) and the largest for TN2
and TN7 (0.358 and 0.407, respectively).

Reducing A5’s value in criterion C2 from 80 to 40 causes noticeable ranking shifts
across normalization methods, highlighting TOPSIS’s sensitivity to data structure and
normalization choice (see Table 5). A comparison of the two experimental settings shows
that ranking changes are uneven across alternatives. A5 consistently drops in all normal-
ization methods, losing between one and four positions, while other alternatives shift
only slightly, typically by one position at most. This asymmetric response shows that
alternatives performing very well on benefit criteria but poorly on cost criteria are the most
sensitive to normalization. The pronounced drop of A5 confirms that alternatives near
the decision frontier are particularly affected by small data changes, while balanced or
lower-performing alternatives remain largely stable. This asymmetric response indicates
that sensitivity is concentrated on alternatives that previously combined strong benefit
dominance with poor cost performance.
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Table 5. Rankings obtained under normalization methods N1–N7 after modification of criterion C2
for alternative A5.

Alternative Range TN1 Range TN2 Range TN3 Range TN4 Range TN5 Range TN6 Range TN7

A1 9 8 10 8 10 9 8
A2 5 4 5 4 5 4 4
A3 4 7 3 6 3 5 7
A4 7 10 9 10 9 7 10
A5 10 2 7 3 6 10 2
A6 6 6 6 7 8 6 6
A7 8 9 8 9 7 8 9
A8 3 5 4 5 4 3 5
A9 1 1 1 1 1 1 1
A10 2 3 2 2 2 2 3

5.2. Ranking Convergence, Divergence, and Ranking Stability

Analysis of ranking agreement reveals a structured pattern of convergence and diver-
gence among the considered normalization methods. The strongest convergence occurs for
rankings TN2 and TN7, which produce identical rank orders (Spearman = 1.000). High
agreement is also observed between TN3 and TN5 (Spearman = 0.964), indicating that
these normalization approaches lead to very similar evaluations of alternatives despite
differences in their mathematical formulations.

More broadly, TN3 shows the highest overall consistency with the remaining methods,
exhibiting strong correlations across a wide range of comparisons (Spearman = 0.612–0.964).
This suggests that TN3 provides a balanced transformation of criterion values, preserving
relative differences between alternatives while avoiding excessive amplification of extreme
values, which contributes to stable ranking behavior.

In contrast, TN6 exhibits the weakest overall agreement with the other normalization
methods. Its rankings show particularly low correlations with TN2, TN4, TN5, and TN7
(Spearman = 0.491, 0.479, 0.503, and 0.491, respectively). This divergence can be attributed
to the combination of linear sum normalization and linear cost inversion, which respond
differently to dominant observations and low-entropy criteria.

These patterns indicate that normalization differences are not merely technical. They
reflect how each method processes extreme values, total sums, and cost-type criteria.
Methods that handle costs nonlinearly or rely on proportional scaling tend to respond more
strongly to low-entropy criteria, increasing ranking variability.

Given this structured pattern of convergence and divergence, a natural next step is
to move beyond pairwise correlation analysis and provide formal support for selecting
normalization methods that yield robust and representative rankings. For this purpose, a
procedure for supporting multi-criteria method selection is applied (see Appendix A.2).
This procedure is based on average similarity scores computed across rankings obtained
with different normalization techniques. The resulting similarity measures are as fol-
lows: TN1—0.700, TN2—0.733, TN3—0.733, TN4—0.727, TN5—0.667, TN6—0.640, and
TN7—0.733. These values indicate that TN2, TN3, and TN7 show the greatest agreement
with the remaining methods. Notably, TN3 also achieves the highest average Spearman
rank correlation (0.808) between the TOPSIS-based ranking and the other approaches. In the
modified example, the similarity values increase to TN1—0.733, TN2—0.746, TN3—0.773,
TN4—0.767, TN5—0.733, TN6—0.740, and TN7—0.747. Here, TN3 clearly stands out,
demonstrating the strongest overall consistency. This result is further confirmed by the
highest average Spearman rank correlation (0.882) with the remaining methods.
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5.3. Role of Entropy in Explaining Normalization Effects

Entropy provides a unifying explanatory framework for interpreting the observed
results. High-entropy criteria (C1 and C3) contribute to ranking stability, as their uniform
distributions limit the impact of normalization-induced rescaling. Differences among
alternatives remain relatively proportional across methods. In contrast, low-entropy criteria
(C2 and C4) amplify normalization effects by concentrating informational content in a small
number of observations. When such criteria are normalized, especially using methods
sensitive to extreme values or total sums, small methodological differences translate into
large changes in normalized values, distances to ideal solutions, and final rankings.

Correlation analysis confirms the role of entropy in shaping normalization outcomes.
High-entropy criteria show strong alignment across normalization methods. This is re-
flected in high Spearman and Pearson correlations for alternatives with relatively uniform
performance. In contrast, low-entropy criteria amplify the effects of methodological choices,
such as the type of normalization and cost treatment. As a result, they contribute to greater
ranking variability. Entropy, therefore, works together with these factors: it moderates
sensitivity to extreme values, interacts with the normalization method, and, combined
with cost-type treatment, affects how differences between alternatives are preserved. This
confirms that ranking instability is structurally driven rather than random. Weaker cor-
relations, such as those between TN2 and TN6, illustrate how low-entropy criteria, when
combined with specific normalization and cost-handling approaches, increase sensitivity
for certain alternatives.

The sensitivity experiment further confirms this mechanism: reducing the extreme
value of criterion C2 for alternative A5 weakens its dominance under low-entropy con-
ditions and leads to a consistent rank decline across all normalization methods, with the
magnitude of this decline reflecting the specific sensitivity of each normalization technique.

5.4. Treatment of Cost Criteria and Directional Effects

The handling of cost-type criteria plays a critical role in shaping TOPSIS outcomes.
Linear cost inversion, applied in TN1, TN3, TN5, and TN6, rescales cost values proportion-
ally, ensuring consistent penalties for high-cost alternatives across normalization methods.
This proportional treatment contributes to strong alignment of closeness coefficients and
rankings, as reflected in high Spearman correlations between TN3 and TN5 (0.964) and be-
tween TN1 and TN6 (0.939). Whether normalization is max-based or max–min, the relative
differences in costs among alternatives are preserved, leading to stable rankings even for
alternatives influenced by low-entropy criteria (see also Figures A1–A7 in Appendix B). The
reciprocal cost transformation used in TN2, TN4, and TN7 imposes non-linear penalties on
high-cost alternatives. TN7 aligns perfectly with TN2 (Spearman = 1.000), while correla-
tions with TN4 are slightly lower but still high (Spearman = 0.915), indicating generally
consistent effects with minor differences in ranking outcomes.

This dual effect of nonlinear cost handling and differing normalization method in-
creases sensitivity to low-entropy or extreme-value alternatives, resulting in weaker corre-
lations and notable differences in absolute TOPSIS scores, as seen in TN2/TN6 (0.491).

These observations demonstrate that both the type of cost transformation and the
normalization method jointly shape ranking stability, interacting with entropy to determine
the sensitivity of alternatives to methodological choices. High correlations occur when
cost differences are preserved proportionally, whereas nonlinear cost penalties or differing
normalization bases amplify ranking variability and highlight the structural sensitivity of
certain alternatives.
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5.5. Summary of Empirical Findings

The empirical analysis demonstrates that normalization techniques significantly in-
fluence TOPSIS rankings, especially in the presence of low-entropy criteria and extreme
observations. Equally important is the treatment of cost-type criteria, which interacts with
entropy and normalization to determine ranking stability. While some alternatives exhibit
strong ranking robustness, others are highly sensitive to normalization choice, leading to
rank reversal.

These results support the central premise of this study: normalization is a substantive
modeling decision rather than a purely technical preprocessing step. Entropy serves
as a powerful diagnostic tool for anticipating normalization effects, assessing ranking
stability, and evaluating the influence of cost treatment, thereby clarifying the impact of
methodological decisions and improving robustness in MCDA applications.

5.6. Discussion

The primary objective of this study is not to identify a universally optimal normal-
ization method. Rather, it seeks to demonstrate that normalization constitutes a sub-
stantive methodological choice whose effects depend on the distributional properties of
criteria—quantified here through Shannon entropy—and on the treatment of cost-type
indicators. By systematically examining how entropy structure interacts with different
normalization schemes, the study provides diagnostic insights into ranking stability and
methodological robustness in MCDA applications. In this framework, ranking stability is
not interpreted as correctness or decision optimality, but as an indicator of methodological
robustness with respect to controlled variations in normalization and data characteristics.

The results of the empirical experiment provide clear evidence that normalization
techniques play a decisive methodological role in MCDA, especially when combined with
aggregation procedures such as TOPSIS. Although normalization is often treated as a
routine preprocessing step, it fundamentally shapes inter-alternative distances, affects
extreme observations, and ultimately determines ranking stability.

A key insight is the explanatory power of entropy as a descriptor of the criteria data
structure. High-entropy criteria exhibit relatively uniform value distributions. This limits
the impact of normalization-induced rescaling and preserves proportional differences
across alternatives. This effect is evident for C1 and C3, whose high entropy corresponds
to consistent contributions to TOPSIS scores under all normalization schemes.

Low-entropy criteria, dominated by extreme values and strong asymmetries (C2 and
C4), amplify the sensitivity of normalized values to the chosen normalization method.
Methods relying on extreme values, total sums, or reciprocal transformations respond
differently to these dominant observations. As a result, substantial variation occurs in
TOPSIS scores and rankings.

The observed TN1–TN7 rankings confirm that ranking instability is a systematic con-
sequence of interactions among data structure, normalization approach, and cost criterion
treatment. Alternatives with balanced performance, such as A9 and A10, remain robust
across methods. In contrast, alternatives with extreme benefit and extreme cost values,
like A5, exhibit pronounced ranking variability. This observation is practically relevant
because, in many real-world MCDA applications, the analyst begins with a performance
table—crisp, interval, or fuzzy—and normalization constitutes the first modeling operation
that propagates data structure into ranking outcomes.

The treatment of cost-type criteria is a critical methodological issue. Linear inver-
sion, reciprocal transformation, and sum-based normalization impose different penalty
structures on high-cost values. Differences may be negligible for high-entropy criteria but
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become decisive under low-entropy conditions. This reinforces that cost criteria cannot be
treated as mere inversions of benefit criteria.

Overall, entropy, normalization approach, and cost-type treatment jointly mediate
ranking stability. This finding underscores the need for transparent diagnostic anal-
ysis in MCDA applications and cautions against treating normalization as a neutral
preprocessing step.

Building on the theoretical analysis and empirical findings, this study proposes an
entropy-informed diagnostic procedure to support the selection of normalization tech-
niques in MCDA. Although the empirical investigation was conducted using TOPSIS, the
framework is not method-specific. It can be applied to other MCDA approaches that rely
on normalized decision matrices and ranking-based outputs.

Proposed diagnostic procedure for selecting normalization methods in MCDA:
Step 1. Entropy assessment. Compute Shannon entropy for all criteria. Identify

low-entropy criteria that may dominate the ranking. This step helps anticipate potential
sensitivity to normalization and highlights the criteria for which normalization choice is
most consequential (see Section 2).

Step 2. Normalization verification. Apply several normalization techniques repre-
senting different mathematical principles (e.g., linear, reciprocal, sum-based). Evaluate
each method with respect to desirable theoretical properties, such as sensitivity to extreme
values, preservation of proportional differences, cost-type treatment, and robustness to
changes in the alternative set (see Section 3).

Step 3. Selection of candidate methods. Based on the verification, select a subset of
normalization techniques that best balance robustness, discrimination, and interpretability
given the structure of the decision problem.

Step 4. Comparative ranking analysis. Apply the selected normalization methods
to the decision matrix. Generate rankings using the chosen MCDA method (e.g., TOPSIS
or other ranking-based techniques). Compare rankings to identify alternatives exhibiting
high variability. Detect systematic sensitivity patterns, particularly in the presence of
low-entropy criteria and extreme performance values (see Section 4).

Step 5. Optional formal method selection. For a more formal assessment, apply
the procedure described in Appendix A.2. This approach uses inter-ranking similarity
measures to compare rankings obtained from multiple MCDA methods. It identifies those
producing results most consistent with the others. Additionally, alternative selection criteria
may be considered, such as the average Spearman rank correlation or other rank-based
agreement measures.

After Step 5, the procedure does not prescribe a single mandatory decision rule.
Depending on the decision context, the analyst may either:

(i) select one normalization method as representative,
(ii) adopt a consensus ranking based on several highly consistent methods, or
(iii) report a stability profile to emphasize the uncertainty of rankings.
The choice depends on whether the priority is methodological parsimony, robustness,

or transparency for stakeholders.
This diagnostic framework provides a practical tool for evaluating normalization ef-

fects, verifying methodological properties, and selecting normalization techniques aligned
with the informational structure of the decision problem. Explicitly incorporating entropy
and cost-type treatment, it supports more transparent, robust, and interpretable MCDA
outcomes. The procedure is presented as a step-wise flowchart in Figure 1.
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Figure 1. Proposed step-wise diagnostic procedure for selecting normalization methods in MCDA.

6. Conclusions

This study examined the role of normalization techniques in MCDA, focusing on the
interplay between criterion entropy, cost-type treatment, and ranking stability. A central
contribution is the use of Shannon entropy as a descriptive indicator of data structure
rather than a weighting mechanism. Normalization is shown to be a substantive method-
ological choice that influences preference values, relative distances, and final rankings.
High-entropy criteria support stable rankings, while low-entropy criteria increase sensi-
tivity to normalization. Alternatives with extreme performances are particularly affected,
as demonstrated in the TOPSIS experiment and controlled sensitivity scenario. Cost-type
treatment, linear inversion, reciprocal, or sum-based normalization, further shapes rank-
ings, especially under low-entropy conditions. The findings highlight the need to consider
entropy, normalization method, and cost-type treatment jointly for transparent and robust
MCDA results. The practical, entropy-based procedure for selecting normalization methods
is also proposed.

This study also emphasizes the practical implications for decision-makers: by assessing
entropy and understanding the sensitivity of rankings to normalization, analysts can better
anticipate which alternatives are likely to experience rank reversals. This approach supports
more informed and defensible decision-making, particularly in contexts where extreme
values or asymmetric data are present.

Despite these contributions, the study has several limitations that suggest directions
for future research. First, the analysis used a single dataset and focused on TOPSIS; extend-
ing the framework to other MCDA methods, such as PROMETHEE, VIKOR, ELECTRE,
or COPRAS, would clarify its generality. Second, criterion weights were held constant;
exploring interactions between entropy-based weighting and normalization represents a
natural extension. Third, only Shannon entropy was considered, which captures statisti-
cal dispersion but may not fully represent uncertainty in highly skewed or heavy-tailed
datasets. Alternative measures, such as Rényi or Tsallis entropy, may provide comple-
mentary insights. Fourth, the methodology assumes non-negative data, which can restrict
applicability in contexts with negative or mixed-scale criteria. Finally, although synthetic
data support controlled experimentation, they may not capture all complexities of real
decision problems, and thus generalization should be approached cautiously.

Future research should address these limitations through systematic robustness anal-
yses across diverse decision matrices, varying the number of alternatives and criteria,
distributional characteristics, and the presence of extreme or missing values. Large-scale
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simulations and empirical studies would help validate the observed effects and refine
practical guidance for normalization selection.

It is also important to note that the current findings are based on a synthetic dataset,
which allows controlled experimentation but may not capture all complexities of real-world
decision problems. Future work using diverse empirical datasets would help validate the
generalizability of the observed effects.

Additionally, the proposed entropy-informed diagnostic procedure could be inte-
grated into decision support software or applied as a preliminary step in organizational
decision-making processes, providing a systematic way to anticipate and mitigate potential
ranking instabilities.
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Appendix A.

Appendix A.1. The TOPSIS Procedure

TOPSIS [8] is a multi-criteria decision-making method for ranking alternatives based
on their distances from an ideal and an anti-ideal solution. TOPSIS starts by defining a
finite set of alternatives A = {A1, . . . , Am} and criteria C = {C 1, . . . , Cn}, which together
form the decision matrix:

D =
[
xij

]
m×n.

The criteria are divided into benefit and cost types, and weights wj are assigned to the
criteria such that

∑n
i=1 wi = 1.

The decision matrix is normalized (using one of the normalization procedures N1–N7)
to obtain the normalized matrix:

D =
[
xij

]
m×n

The decision matrix is weighted to obtain the weighted normalized matrix:

∼
D =

[ ∼
xij

]
m×n

,
∼
xij = wjxij.

Based on
∼
D, the positive ideal solution and the negative ideal solution are defined as

A+ = [ max
i

∼
xij for the benefit criteria; min

i

∼
xij for the cost criteria]

and
A− = [ min

i

∼
xij for the benefit criteria; max

i

∼
xij for the cost criteria].

For each alternative Ai, the distances from the ideal d+i and anti-ideal solutions d−i are
computed (using the Euclidean metric):

d+i =

√(∼
xij − ∼

x
+

j

)2
and d−i =

√(∼
xij − ∼

x
−
j

)2
.
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Finally, the relative closeness to the ideal solution is determined as

Ti =
d−i

d−i + d+i

and alternatives are ranked in descending order of Ti.

Appendix A.2. Procedure for Supporting Multicriteria Method Selection [73]

The procedure is based on inter-ranking similarity measures. It involves comparing
the rankings of a set of m alternatives, A1, A2, . . . , Am, obtained by applying v different
multi-criteria methods. As a result, v distinct rankings are generated. These rankings
are then compared pairwise. The comparison outcomes are interpreted as inter-ranking
similarities, quantified using the ranking similarity measure mpq, defined as follows:

mpq = 1− 2∑m
i=1

∣∣cip − ciq
∣∣

m2 − z
, p, q = 1, 2, . . . , v,

where cip—represents the position of the i—th alternative in the ranking generated by the
p—th method; ciq—represents the position of the i—th alternative in the ranking generated

by the q—th method; z =

{
0, m ∈ P
1, m /∈ P

where P denotes the set of even natural numbers.

All pairwise inter-ranking similarities can be aggregated into the matrix M:

M =
[
mpq

]
=

⎡⎢⎢⎢⎢⎣
1 m12

m21 1
m13 . . . m1v

m23 . . . m2v
...

...
mv1 mv2

...
...

...
mv3 . . . 1

⎤⎥⎥⎥⎥⎦
To assess the overall similarity of the ranking obtained using the p—th multi-criteria

method with respect to all remaining rankings, it is sufficient to compute the average of the
elements in the p—row (or column) of matrix M, excluding the diagonal element.

This value, denoted by up, is given by:

up =
1

v− 1∑v
q = 1
p �= q

mpq, p, q = 1, 2, . . . , v.

Finally, the multicriteria method corresponding to the highest average similarity value
is selected:

up = max
p

up

This approach ensures that the chosen method produces rankings most consistent
with the others.

Appendix B.

Figures A1–A7 present normalized criterion values for alternatives A1–A10, their
distances to the positive and negative ideal solutions, and the corresponding TOPSIS
closeness coefficients (TN1–TN7) under normalization methods N1–N7.
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(a) Normalized criteria values for alternatives 
(b) Distances to positive and negative ideal solutions and TOPSIS 

closeness coe cients 

Figure A1. Normalization N1.

  

(a) Normalized criteria values for alternatives 
(b) Distances to positive and negative ideal solutions and TOPSIS 

closeness coe cients 

Figure A2. Normalization N2.

 

(a) Normalized criteria values for alternatives 
(b) Distances to positive and negative ideal solutions and TOPSIS 

closeness coe cients 

Figure A3. Normalization N3.
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(a) Normalized criteria values for alternatives 
(b) Distances to positive and negative ideal solutions and TOPSIS 

closeness coe cients 

Figure A4. Normalization N4.

 

(a) Normalized criteria values for alternatives 
(b) Distances to positive and negative ideal solutions and TOPSIS 

closeness coe cients 

Figure A5. Normalization N5.

 

(a) Normalized criteria values for alternatives 
(b) Distances to positive and negative ideal solutions and TOPSIS 

closeness coe cients 

Figure A6. Normalization N6.
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(a) Normalized criteria values for alternatives 
(b) Distances to positive and negative ideal solutions and TOPSIS 

closeness coe cients 

Figure A7. Normalization N7.
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48. Şahin, M. Location Selection by Multi-Criteria Decision-Making Methods Based on Objective and Subjective Weightings. Knowl.
Inf. Syst. 2021, 63, 1991–2021. [CrossRef]

49. Lin, H.; Pan, T.; Chen, S. Comprehensive Evaluation of Urban Air Quality Using the Relative Entropy Theory and Improved
TOPSIS Method. Air Qual. Atmos. Health 2021, 14, 251–258. [CrossRef]

50. Dehdashti Shahrokh, Z.; Nakhaei, H. An Entropy (Shannon) Based Approach for Determining Importance Weights of Influencing
Factors in Selecting Medical Tourism Destinations. Int. J. Travel Med. Glob. Health 2016, 4, 115–121. [CrossRef]

51. Tzeng, G.-H.; Chen, T.-Y.; Wang, J.-C. A Weight-Assessing Method with Habitual Domains. Eur. J. Oper. Res. 1998, 110, 342–367.
[CrossRef]

52. Duckstein, L.; Gershon, M.E.; McAniff, R. Model Selection in Multiobjective Decision Making for River Basin Planning. Adv.
Water Resour. 1982, 5, 178–184. [CrossRef]

53. Ma, J.; Fan, Z.-P.; Huang, L.-H. A Subjective and Objective Integrated Approach to Determine Attribute Weights. Eur. J. Oper. Res.
1999, 112, 397–404. [CrossRef]

54. Dai, N.T.; Kuang, X.; Tang, G. Differential Weighting of Objective Versus Subjective Measures in Performance Evaluation:
Experimental Evidence. Eur. Account. Rev. 2018, 27, 129–148. [CrossRef]

55. Qu, W.; Li, J.; Song, W.; Li, X.; Zhao, Y.; Dong, H.; Wang, Y.; Zhao, Q.; Qi, Y. Entropy-Weight-Method-Based Integrated Models for
Short-Term Intersection Traffic Flow Prediction. Entropy 2022, 24, 849. [CrossRef]

56. Chakraborty, S.; Yeh, C.-H. A Simulation Based Comparative Study of Normalization Procedures in Multiattribute Decision
Making. In Proceedings of the 6th Conference on 6th WSEAS Int. Conf. on Artificial Intelligence, Knowledge Engineering and Data Bases;
Citeseer: New York, NY, USA, 2007; Volume 6, pp. 102–109.

57. Jahan, A.; Edwards, K.L. A State-of-the-Art Survey on the Influence of Normalization Techniques in Ranking: Improving the
Materials Selection Process in Engineering Design. Mater. Des. 2014, 65, 335–342. [CrossRef]

58. Zaidan, B.B.; Zaidan, A.A. Comparative Study on the Evaluation and Benchmarking Information Hiding Approaches Based Multi-
Measurement Analysis Using TOPSIS Method with Different Normalisation, Separation and Context Techniques. Measurement
2018, 117, 277–294. [CrossRef]

59. Çelen, A. Comparative Analysis of Normalization Procedures in TOPSIS Method: With an Application to Turkish Deposit
Banking Market. Informatica 2014, 25, 185–208. [CrossRef]

60. García-Cascales, M.S.; Lamata, M.T. On Rank Reversal and TOPSIS Method. Math. Comput. Model. 2012, 56, 123–132. [CrossRef]
61. Aires, R.F.d.F.; Ferreira, L. A New Approach to Avoid Rank Reversal Cases in the TOPSIS Method. Comput. Ind. Eng. 2019, 132,

84–97. [CrossRef]
62. Aires, R.F.D.F.; Ferreira, L. The Rank Reversal Problem in Multi-Criteria Decision Making: A Literature Review. Pesqui. Oper.

2018, 38, 331–362. [CrossRef]
63. Pena, J.C.; Nápoles, G.; Salgueiro, Y. Normalization Method for Quantitative and Qualitative Attributes in Multiple Attribute

Decision-Making Problems. Expert Syst. Appl. 2022, 198, 116821. [CrossRef]
64. Wachowicz, T.; Roszkowska, E. Enhancing TOPSIS to Evaluate Negotiation Offers with Subjectively Defined Reference Points.

Group Decis. Negot. 2025, 34, 715–749. [CrossRef]
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