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Preface

This Reprint was prepared in order to present a focused yet diverse collection of recent studies

in electrical, electronics, and communications engineering. Its scope reflects on the broad and

evolving character of the field by bringing together contributions devoted to programmable hardware

and digital design; embedded and wearable systems; communication and networking solutions;

signal processing, antenna, and microwave engineering; cybersecurity and intelligent computational

methods. Although these topics are varied, they are connected by a shared interest in practical

implementation system performance reliability and relevance to current engineering challenges.

The purpose of this Reprint is to provide readers with an integrated view of ongoing

developments across areas that increasingly interact in contemporary research and applications. The

motivation for preparing this Reprint was the opportunity to gather contributions that illustrate

both methodological advances and real-world engineering perspectives within a single volume. In

this way the Reprint highlights not only progress within individual subfields but also the growing

convergence of hardware, software, communications, and data-driven approaches.

This Reprint is addressed to researchers, engineers, academics, and advanced students interested

in current directions, future challenges, and interdisciplinary connections in modern electrical

electronics and communications engineering.

Alexander Barkalov, Larysa Titarenko, and Kazimierz Krzywicki

Guest Editors

ix





Editorial

Advances and Outlook in Electrical, Electronics and
Communications Engineering

Alexander Barkalov 1,*, Larysa Titarenko 1,2 and Kazimierz Krzywicki 3,*

1 Institute of Metrology, Electronics and Computer Science, University of Zielona Gora, ul. Licealna 9,
65-417 Zielona Gora, Poland; l.titarenko@imei.uz.zgora.pl

2 Department of Infocommunication Engineering, Faculty of Infocommunications, Kharkiv National University
of Radio Electronics, Nauky Avenue 14, 61166 Kharkiv, Ukraine

3 Department of Technology, The Jacob of Paradies University, ul. Fryderyka Chopina 52/b.7,
66-400 Gorzow Wielkopolski, Poland

* Correspondence: a.barkalov@imei.uz.zgora.pl (A.B.); kkrzywicki@ajp.edu.pl (K.K.)

1. Introduction

Electrical, electronics, and communications engineering continue to play a central
role in modern technological development, underpinning the digital infrastructure that
enables computation, connectivity, sensing, and control across virtually all sectors. Over
the last decade, progress in semiconductor integration, programmable and heterogeneous
computing, and advanced signal processing has accelerated the pace at which complex
systems can be designed and deployed [1]. In particular, programmable hardware platforms
(including FPGA-based and other reconfigurable architectures) remain essential where low
latency, deterministic behavior, and energy-efficient processing are required, while modern
design flows increasingly combine high-level abstractions with implementation-aware
optimization [2].

In parallel, communications engineering is being reshaped by growing demands
for high-throughput and low-latency services, as well as by the need to provide reliable
connectivity for a large number of devices. The evolution toward next-generation mobile
networks and converged access/backhaul architectures has highlighted the importance
of end-to-end performance modeling, traffic engineering, and resilient operation under
dynamic conditions [3]. A further major trend is the adoption of data-driven techniques
and machine learning to support network management, resource allocation, and signal
processing tasks, offering improved adaptivity but also creating new requirements related
to robustness, interpretability, and validation [4]. These developments are closely linked to
a broad shift toward edge and fog computing paradigms, where computation is distributed
closer to data sources to reduce latency and bandwidth usage, often under strict energy
constraints [5].

At the system level, increasing complexity presents persistent challenges in design,
implementation efficiency, reliability, and integration. Modern electronic systems frequently
blend hardware and software components, incorporate distributed sensing/actuation, and
operate under safety, security, and maintainability constraints that must be addressed
throughout the life cycle [6]. Reliability and fault tolerance remain crucial in safety- and
mission-critical deployments, motivating continued research into redundancy strategies,
runtime monitoring, and practical fault models [7]. In addition, the expanding attack
surface of interconnected systems has made security-by-design and trusted operation—
including authentication, integrity, and supply-chain assurance—an increasingly important
engineering objective [8]. Across all these topics, energy efficiency has become a primary

Appl. Sci. 2026, 16, 2736 https://doi.org/10.3390/app16062736
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optimization target, driven by sustainability considerations and by the practical limitations
of mobile, wearable, and distributed embedded devices [9].

Against this background, the Special Issue entitled “Feature Paper Collection in the
Section ‘Electrical, Electronics and Communications Engineering’” brings together four-
teen peer-reviewed articles that reflect current advances across programmable hardware,
communication networks, signal processing, embedded systems, antennas and microwave
structures, and emerging interdisciplinary applications. Collectively, the contributions
highlight how progress in the field increasingly depends on cross-layer thinking—linking
algorithms, architectures, and implementation decisions with realistic deployment con-
straints and measurable performance outcomes [10].

2. Overview of Contributions

Several contributions focus on programmable hardware and digital system imple-
mentation. Salauyou et al. demonstrated an efficient FPGA implementation technique
using ASMD-FSMD methods, achieving significant performance improvements in digital
devices (contribution 1). Similarly, Kubica and Czerwinski analyzed triple modular redun-
dancy mitigation techniques in FPGA systems, addressing reliability challenges in critical
applications (contribution 2).

Communication systems and signal processing are another major research area repre-
sented in this Special Issue. Klinkowski and Więcek analyzed latency prediction models
in packet-switched Xhaul networks, demonstrating improved performance using data-
driven approaches (contribution 3). Datta et al. proposed a neural beamforming method
for multi-channel speech enhancement, improving speech quality in complex acoustic
environments (contribution 4). Lee et al. presented a secure authentication scheme for
fog-based vehicular networks, improving both performance and security (contribution 5).
Lee et al. also introduced a denoising autoencoder-based localization method, improving
connectivity-based localization accuracy (contribution 6).

Research on antennas and microwave systems is represented by several important
contributions. Madji et al. presented a novel antenna design capable of generating circularly
polarized beams with improved performance characteristics (contribution 7). Negri et al.
provided a comprehensive review of two-dimensional leaky-wave antennas and their
design techniques (contribution 8). Çolak and Ertay proposed an efficient design method
for glide-symmetric waveguide structures, improving microwave system design efficiency
(contribution 9). Karkanis et al. presented a comparative study of microwave ablation
applicators, providing insights into electromagnetic and thermal performance optimization
(contribution 10).

Embedded systems and electronic measurement techniques were addressed in several
contributions. Suchorolski et al. analyzed analogue and digital methods for magnetic flux
estimation in voltage transformers, demonstrating effective implementation approaches
(contribution 11). Januszkiewicz and Nowak introduced textile-based microwave trans-
mission lines for wearable electronic systems, providing new possibilities for wearable
communication technologies (contribution 12).

In addition, system-level and interdisciplinary contributions highlight emerging ap-
plications and design methodologies. Lew et al. proposed a distributed software build
assurance framework using blockchain to improve software supply chain integrity (contri-
bution 13). Łukaniszyn et al. reviewed the use of artificial intelligence and digital twins
in personalized healthcare, demonstrating the growing importance of intelligent systems
integration (contribution 14).

https://doi.org/10.3390/app160627362
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Taken together, these contributions reflect current trends in electrical, electronics, and
communications engineering and demonstrate the continued development of advanced
electronic and communication systems.

3. Research Challenges and Future Directions

Despite significant advances, several important research challenges remain. Improving
hardware efficiency, reliability, and scalability continues to be essential, particularly in
programmable logic systems and embedded platforms (contributions 1 and 2).

Communication systems must support increasing performance requirements while
maintaining reliability and efficiency. Advances in communication protocols, signal pro-
cessing, and network optimization will remain critical research areas (contributions 3–6).

Antenna and microwave system design continues to evolve, supporting new applications
in wireless communication, sensing, and medical technologies (contributions 7–10).

Embedded systems, wearable electronics, and intelligent integrated systems represent
another important research direction, requiring efficient hardware–software integration
and innovative system architectures (contributions 11–14).

4. Conclusions

This Special Issue presents a diverse collection of research contributions address-
ing key challenges and emerging trends in electrical, electronics, and communications
engineering. The published papers demonstrate advances in programmable hardware,
communication systems, signal processing, antenna design, embedded systems, and intelli-
gent applications.

We would like to thank all of the authors for their valuable contributions, the reviewers
for their careful evaluations, and the editorial staff of Applied Sciences for their support
throughout the publication process.

We hope that this Special Issue will contribute to further advances in electrical, electron-
ics, and communications engineering and inspire future research in these important areas.

Author Contributions: Conceptualization, A.B., L.T. and K.K.; validation, A.B., L.T. and K.K.; formal
analysis, A.B., L.T. and K.K.; investigation, A.B., L.T. and K.K.; writing—original draft preparation,
A.B., L.T., K.K.; supervision, A.B. All authors have read and agreed to the published version of
the manuscript.
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Performance Testing of the Triple Modular Redundancy
Mitigation Circuit Test Environment Implementation in Field
Programmable Gate Array Structures

Marcin Kubica 1,2 and Robert Czerwinski 1,2,*
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Abstract: The logic structures implemented in Field Programmable Gate Arrays (FPGAs) are often
critical and their correct operation is vital. FPGA devices are often used in areas where there
is increased ionising radiation (space, medical diagnostics, aviation or nuclear power). There is
therefore a need for mechanisms to correct radiation-induced errors. A common approach is the
redundant implementation of particularly critical parts of the logic structure. By triplicating selected
fragments, it is possible not only to detect potential errors but also to correct them. Such an approach
is called triple modular redundancy (TMR), and its essence lies in the use of specialised voting
circuits called voters, which allow the erroneous results of individual subcircuits to be eliminated by
voting. The triplicate circuit under consideration, together with the voter, constitutes the mitigation
structure. It becomes necessary to develop a test environment to assess the correct operation of these
circuits. Also key is the efficiency of the implementation of these structures, which can be related to
the occupation of logical resources or the power consumption of a given implementation. This paper
demonstrates the essence of implementing a test environment to test the correctness of the mitigation
of logic structures using TMR voters. An error injector mechanism using the Pseudo-Random Bit
Sequence (PRBS) register is proposed, which introduces an element of randomness into the testing
process. The aim of this research is to determine the implementation efficiency of the proposed test
environment. In the experimental part, the implementation costs of the proposed solution were
examined. The results indicate that between 66 and 109 LUT blocks were required to implement the
error injector, corresponding to a relatively small increase in dynamic power consumption: by 22%
for combinational circuits and by 37% for sequential circuits.

Keywords: TMR; voter; mitigation; technology mapping

1. Introduction

Designing complex digital systems implemented in FPGA (Field Programmable Gate
Array) devices is a challenging task. In most cases, there are a number of constraints to
consider. As a rule, these constraints may relate to power consumption [1–5], the availability
of logic resources [6–8] or speed of operation [9]. In many cases, it is also necessary to
consider in the design process the specific characteristics of the environment in which the
device will operate. It is often the case that an FPGA device is exposed to ionising radiation,
which can lead to a number of errors in the operation of the implemented functionality.
Application areas where increased levels of radiation can be expected include aerospace,
medical diagnostics, nuclear power plants and most importantly, space applications.

FPGA devices are often used in space missions [10,11]. A deeper analysis of this
environment therefore becomes necessary. As shown in [12], three main sources of radiation
for space missions within the solar system can be distinguished, and these are galactic
cosmic rays, solar radiation and radiation belts. Galactic cosmic rays are high-energy

Appl. Sci. 2024, 14, 8604. https://doi.org/10.3390/app14198604 https://www.mdpi.com/journal/applsci5
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protons from interstellar space that reach the solar system. Solar radiation is a stream of
plasma emitted in all directions by the sun. This emission can be quite violent during
Coronal Mass Ejections (CMEs). The last source of radiation is radiation belts. These
are areas of increased radiation resulting from accumulations of energetic particles in the
magnetic field of planets.

From a technological point of view, an FPGA device is a semiconductor device. Radia-
tion effects impact semiconductors in the following ways: Single-Event Effects (SEEs) and
Dose effects. Dose effects correspond to a permanent change in selected parameters due to
prolonged exposure to radiation. SEEs are associated with phenomena resulting from the
impact of a single particle on a logic structure. Such an event is random and instantaneous.
It can cause a change in the value of individual bits. The work [13] divides SEEs into Soft
Error (no physical damage) and Hard Error (physical damage) phenomena.

Soft Errors are upsets to the device operation. The most important types of Soft Errors
are single-event transients (SETs), single-event upsets (SEUs) and single-event function
interrupts (SEFIs). A SET event corresponds to the generation of additional pulses in
combinational logic that can be propagated throughout the logic structure. SEU-type
events correspond to a change in the state of a memory element due to the impact of a
high-energy particle. SEFIs, on the other hand, correspond to a change in the normal
functioning of the device (a change in the circuit functionality).

Also in the case of Hard Errors, several types of events can be distinguished. These
can be distinguished as a single-event latch-up (SEL), which is a circuit latch-up induced by
radiation; single-event burnout (SEB), which is short-circuiting caused when a high-energy
ion impacts a transistor source; and single-event gate rupture (SEGR), which involves
physical damage to the gate oxide insulation in a silicon structure.

The main contribution of this paper is a novel test circuit for mitigation circuits
using TMR (triple modular redundancy) voters, based on the PRBS (Pseudo-Random
Bit Sequence) register. The solution proposed in this paper will allow for more efficient
testing of the mitigation capability of TMR circuits with a slight increase in the number
of logic resources and power consumption required. This is of particular importance in
space applications where such limitations are particularly relevant. Section 2 discusses
the mitigation methods used in FPGA devices. Particular attention is paid here to triple
redundancy. The design of different voter models is also discussed. Section 3 presents the
concepts of a test environment for mitigation circuits using the PRBS. The focus is on the
efficiency problem of implementing these circuits in FPGA devices. Section 4 addresses the
practical implementation problems of the test environment in projects. Section 5 presents
the experimental results obtained. This paper is concluded with a summary.

2. Theoretical Background

There are many mitigation methods to reduce the impact of radiation on the per-
formance of a digital device [11,12,14]. Of course, technological methods, such as the
appropriate doping of silicon, can be discussed to improve the mitigation properties [15].
Naturally, it is also crucial to ensure the adequate shielding of digital devices. Unfortunately,
in many cases, these methods are insufficient and SEEs can still occur. In this situation, it is
crucial that the digital system is properly designed to resist these phenomena.

In many space missions, key digital-system elements are implemented in FPGA
devices (telemetry systems, onboard computers and AI systems) [16–20]. This raises
the question of mitigation methods targeting FPGA devices. An extremely important
component of FPGA devices is the configuration memory. This is most often SRAM (Static
Random-Access Memory), which stores information on how to configure and interconnect
the available resources of the FPGA device in the logical structure. As a result of SEUs, the
values of selected configuration bits in the configuration memory can be swapped, which
will affect the resulting logical structure. This problem is illustrated in Figure 1.

6



Appl. Sci. 2024, 14, 8604

Figure 1. Impact of SEUs on configuration memory.

The primary mitigation method in this case is scrubbing, which involves ‘refreshing’
configuration memory from an external source. Scrubbing techniques are the subject of
many research papers [21–24].

Radiation can also affect the logical structure itself. In this case, there are also mitiga-
tion techniques. The primary technique is the use of systems using Error Checking and
Correction (ECC) [25]. Correction coding most commonly uses the Hamming code [26] or
the Reed–Solomon code [27].

An extremely important method of mitigation is redundancy. The use of redundancy
in mitigation processes involves replicating selected functional blocks or circuits several
times in order to perform exactly the same task. In extreme cases, where the space mission
is specifically exposed to significant radiation, entire units are duplicated. If the duplicated
modules, at the same time, function in exactly the same way (the state of their outputs
is the same), this means that there have been no SEE-induced errors in the operation of
the modules. If, however, the signals on their outputs are different, this means that a fault
must have occurred in one of the duplicated modules. Naturally, duplicating parts of a
circuit, modules or entire devices several times is expensive. This raises the question of
how many times a circuit fragment should be duplicated to ensure effective mitigation. It
turns out that replicating the circuit twice only allows statements to be made that an SEE
phenomenon has occurred but without the possibility of error correction. For this reason,
triple redundancy (TMR, triple modular redundancy) is commonly used. In this approach,
three identical and independent modules perform the same functionality. If one of them
malfunctions due to an SEE, by comparing the state of the outputs of all three modules,
the expected (correct) state of the module’s outputs can be unambiguously determined by
a voting process. Of course, a single fault is assumed. Thus, in order to realise TMR, it is
necessary to have a voter comparing the outputs of the individual modules and realising
the voting. The essence of TMR is illustrated in Figure 2.

TMR is one of the basic mitigation techniques. It is the subject of many scientific
papers [28–32]. It should be noted that one of the main drawbacks of this approach is the
significant growth of the logical structure obtained. The use of TMR significantly increases
the number of logical resources used. There are methods to reduce them [33,34]. Naturally,
it is also extremely important to adopt a strategy for using TMR in a project [35].
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Figure 2. The idea of TMR operation.

As already mentioned, a key element of TMR is the voters. Voters in the voting process
select the majority answer from triplicated modules. Most often, these are fairly simple
combinatorial arrangements. There are a number of voter designs. These are summarised
in the work [36]. Some of the more important constructions include the classical voter [37],
the Kshirsagar voter [38], the Ban and Naviner voter [39], the Balasubramanian voter [40]
or the Mux-based voter [36]. The structures of the individual voters are shown in Figure 3.

Figure 3. Examples of voter constructions: classical voter (a), Kshirsagar voter (b), Ban and Naviner
voter (c), Balasubramanian voter (d) or Mux-based voter (e).

The classic voter is a design based on an AND–OR structure. This type of solution
fit well into older PLD (Programmable Logic Device) circuit architectures such as CPLDs
(Complex Programmable Logic Devices), where the core of the circuits were PAL (Pro-
grammable Array Logic) cells [41,42]. Of course, there is nothing to prevent these voters
from also being used in FPGAs. In the case of the Kshirsagar voter or Naviner voter, the
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designs are based on XOR gates, leading to more reliable fault tolerance. A certain modifi-
cation of the classical voter is the Balasubramanian voter, where the AND–OR structure
is implemented in the form of a logic cell. It is also possible to implement the voter using
only multiplexers (the Mux-based voter).

The work [36] is limited to a power and area analysis of transistor structures corre-
sponding to individual voter designs. In the case of FPGA devices, voters are implemented
either as IP (Intellectual Property) cores or in the form of HDL (Hardware Description
Language) descriptions. Of course, the HDL description itself can take different forms:
an array description, a structural description or a description in the form of equations.
Often, FPGA device chip manufacturers provide their voter solutions [43,44]. Independent
companies offering synthesis tools also support high-reliability designs [45]. In many
cases, the inputs as well as the outputs from the voter are complex interfaces, e.g., AXIS
(Advanced eXtensible Interface; Stream protocol) [43]. Taking all this into account, it is
crucial to efficiently map the voter along with redundant modules (mitigation circuits) into
LUT (Look-up Table) blocks, which form the basis of the FPGA chip architecture. LUT
blocks are simple memories in which logic functions with a limited number of inputs are
implemented. Of course, at the appropriate stages of logic synthesis, complex designs are
split (function decomposition) and mapped into these resources [8].

Let us therefore consider the concepts of a test environment implemented in a real
FPGA chip to test the correctness of error correction by TMR mitigation circuits.

3. Test Environment for TMR Mitigation Structures

Assessing the effectiveness of the implementation of mitigation mechanisms using
TMR voters is a difficult task. It is possible to imagine a whole range of factors on which
effectiveness should depend, such as the occupation of logical resources necessary for their
implementation and power consumption.

From a logic-resource-occupation point of view, more efficient solutions are those
that use less logic resources (a smaller silicon area). In the classical approach, the aim is
to minimise transistors or gates. In the case of FPGAs, the problem is more complicated
because the implemented logic functions are mapped in LUT blocks. These blocks imple-
ment simple logic functions with a small number of variables (e.g., 6). Logic functions in a
larger number of variables have to be decomposed and then mapped into several suitably
interconnected logic blocks [8]. Obviously, looking at the TMR voter, it is apparent that
these structures are simple enough that, in theory, a single LUT block should be sufficient to
implement them. The resource utilisation of the redundant modules attached to the voter
inputs remains an open question. It turns out that synthesis tools can in some cases produce
results far from optimal, which can result in a significant growth of the logic structure. In
addition, it should be noted that TMR voter inputs are not necessarily single-bit. Each
input can be an n-bit bus, making the voter itself much more complex. It is also possible to
imagine much more complex voter designs, e.g., using a golden model (a priority model)
or designs in which individual inputs are assigned appropriate weights. Theoretically, a
voter can have more voting inputs (of course, this is no longer TMR), and the process of
selecting the correct data is then more complex, involving a significantly higher number of
necessary logic resources. From the point of view of FPGAs, it is also important how the
voter and the circuits attached to its inputs are described in the HDL language. It turns
out that a combinational circuit can be described in many ways (by arrays, equations and
structural descriptions), which often leads to solutions using a different number of logic
resources. Taking all this into account, evaluating the effectiveness of mitigation structures
in terms of the use of logical resources is an extremely important issue.

Of considerable importance from the point of view of mitigation structures using TMR
is their power consumption. The power consumed by a digital circuit is the sum of static
and dynamic power. Static power depends on the technology in which the circuit is made.
Mitigation circuits are not separate ICs, so a comparison in terms of static power makes
no sense. The situation is different for dynamic power, which depends on the switching
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frequency of the digital circuit. The dynamic power Pdyn of an n-vertex logic network can
be expressed by (1):

Pdyn =
1
2

V2
dd f

n

∑
i=1

CiSWi (1)

where Vdd is the supply voltage of the digital circuit and f is the frequency of the clock
signal. Additionally, this power depends on the product of the connection capacitance
between the nodes of the logic network Ci and the switching activity SWi. In the classical
case, the vertices of the logic network are the individual gates, while in the case of FPGAs,
they are the LUT blocks. The key parameter from the perspective of power reduction is
the switching activity (SW). The switching activity SWi is related to the probability of
‘switching’ the considered ith node to the opposite state, i.e., the transition from 0 to 1 or
the transition from 1 to 0. The switching activity can be expressed by (2):

SWi = 2P(x)(1 − P(x)) (2)

where P(x) is the probability of the variable x taking the value one. In the case of mapping
in logic gates, knowing the probability at the inputs P(x), one can determine the probability
of the value one at their output P(y); for example, NOT: P(y) = 1 − P(x), two-input AND:
P(y) = P(a)P(b), two-input OR: P(y) = 1 − (1 − P(a))(1 − P(b)). Of course, such an
analysis can be applied to more complex gate structures such as TMR voters. This means
that for different voter designs, different SW values can be obtained depending on the logic
structure, and similarly for the circuits connected to the voter inputs. This means that the
dynamic power consumed for equivalent mitigation structures may differ. A circuit will be
more efficient if it has a lower switching activity. It is naturally open to determine the value
of P(x) for the individual inputs of the implemented circuits. As a rule, for the analysis, it
is assumed that the probability of 0 appearing is the same as the probability of 1 appearing
at the input P(1) = P(0) = P(x) = 0.5. In the case of mapping the logic network in LUT
blocks, such an analysis in terms of the SW would be very difficult to carry out. As a rule,
FPGA manufacturers provide suitable simulators to estimate dynamic power. There are
also academic tools to determine the power of ABC [46] or PowerdekBDD [2,3]. In such
an analysis, care should be taken to ensure that the probabilities of 0 and 1 are the same
for the inputs to a given mitigation structure. In this situation, a good solution may be to
attach a clock signal of a certain frequency to the individual inputs, as shown in Figure 4.

Figure 4. Connecting input signals to the voter to determine dynamic power.

Extremely important from the perspective of studying mitigation circuits using TMR
is to assess their error-correction capability. Naturally, under simulation conditions, a TMR
voter will perform as expected. This may be slightly different in a real hardware implemen-
tation, where the performance of the voter may depend on the dynamic properties of the
implemented circuits. In the case of FPGAs, this verification will involve implementing
the mitigation circuit under a test in a hardware-test environment implemented in an
FPGA device.
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It is often the case that synthesis tools, in the process of optimising a circuit in terms of
the number of blocks, realise the sharing of logic resources between selected logic functions.
The common parts (the subfunction) of several selected functions are only realised once in
a single shared subcircuit. Then, the result of this subfunction is delivered to the selected
functions. From the point of view of reducing the number of logic blocks and power, this
is an advantageous phenomenon (a given section of the circuit can be realised only once,
rather than several times for the selected functions separately). Unfortunately, from the
point of view of TMR mitigation, it is a very unfavourable phenomenon. The individual
circuits attached to the voter should not have parts in common. Let us imagine a situation in
which individual modules A, B and C have a part of the circuit in common, implementing a
specific subfunction. If an error occurs in this part of the circuit, the error will be propagated
through all three modules in exactly the same way. This means that the voter will not detect
any differences in its inputs and will not correct the error. Such a case is shown in Figure 5.
Thus, it can be seen that optimising the implementation in terms of the number of resources
can, in some cases, lead to a degradation of the mitigation properties of the circuit.

Figure 5. Impact of resource sharing on the mitigation properties of TMR.

A key component of the hardware-test environment is the error injector. Under normal
operating conditions, the same signal is present on all inputs of the voter. In order to test
the voter’s ability to correct an error, it is necessary to replace one of the input signals with
an erroneous one (an error injection into the voter). In the general case, the error injector
consists of two blocks: an error-sequence generator and an error selector, as shown in
Figure 6.

Figure 6. Block diagram of the error injector.

In the simplest case, the selector can be implemented based on OR, AND or XOR gates.
In the case of the OR function, the values for which the injector has generated a high state
are blocked in the high state; in the case of the AND function, those for which the injector
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has generated a low state will be blocked in the low state. In the case of an XOR function,
those values for which the injector has generated a high state are negated.

In the case of the error-sequence generator, two concepts can be distinguished: a
concept in which the error is triggered at fixed cyclic and specified intervals, and a concept
in which the error is triggered at random. The concept with randomness seems to better
reflect SEU phenomena, which is why the authors focus on it later in this article.

There are various forms and possibilities for building such an error-sequence generator.
One solution may be to use a module that generates a Pseudo-Random Bit Sequence (PRBS).
To generate the PRBS, a shift register with feedback implemented by an XOR-type logic gate
is usually used. Each shift register is associated with some polynomial over a finite body.
The maximum length is for shifting registers associated with primitive (non-decomposable)
polynomials over the body. Such registers include the polynomial X15 + X14 + 1, which is
associated with the sequence denoted PRBS15. It uses a 15-bit ring register and involves
215 − 1 combinations (32,767 combinations). Since the polynomial is prime, the number
of states includes all but zero. The micro-architecture of the error injector using the XOR
function and the PRBS15 module is shown in Figure 7. When PRBS[15] returns a high state,
the data bits are negated and thus an error is injected into the data stream.

Figure 7. Micro-architecture of a fault injector module using PRBS for a single channel.

An injection circuit built in this way provides a very high error rate because the
distribution of zeros and ones is practically comparable in the output stream of the PRBS
block (all possible states from the 15-bit space without the 0..00 state).

It is very common that a single voter input (the input channel) corresponds to an
n-bit vector (bus) rather than a single bit. In this situation, the error injector should
provide randomness when injecting an error with respect to both the channel and the
bus bit. This type of operation is provided by the circuit shown in Figure 8. An input
demultiplexer redirects a single PRBS15 stream to one of the channels, while a second layer
of demultiplexers ensures that this stream is redirected to a specific bit on the k-bit bus.
XOR gates ensure that the specified bit is negated, thus infecting the channel at that point
in time. Such an architecture ensures that an error is injected into a randomly selected bit of
a randomly selected channel. In this case, only one PRBS15 module is implemented, from
whose output the stream for error injection is taken. Naturally, the demultiplexers are also
controlled from individual registers (PRBS[1]-PRBS[15]). The error injector presented in
Figure 8 ensures that a single error is injected into a randomly selected bit of a randomly
selected channel.

The error injector is a key component of the hardware-test environment and can be
used in the process of testing the correctness of the mitigation of a design using TMR,
implemented in FPGAs. This concept is discussed in Section 4.
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Figure 8. Micro-architecture of the error injector module for buses.

4. The Essence of Using a Hardware-Test Environment Based on an Error Injector to
Test the Correctness of Design Mitigation

From a mitigation point of view, it is crucial to identify the circuit locations where
TMR voters should be placed. It is extremely important to secure the memory elements
appropriately. In the most elementary case, the individual registers can be triplicated as
in Figure 9a. However, it must be remembered that the voter is then built into each set of
registers. Although this kind of protection seems best, the disadvantage is the overhead
resulting from the use of multiple voters. Therefore, in practical applications, triple modular
redundancy is considered for the entire module performing a specific function, as shown in
Figure 9b. This approach leads to a significant reduction in the number of voters required.

However, the question remains open as to how to test such a circuit, or more precisely,
where to inject the errors. Well, attaching an error injector to the output of a module
performing a specific function will have a different purpose than attaching an error injector
to the input of such a circuit. In the former, it will be possible to analyse SEU-type error
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corrections, and in the latter also SEFI-type errors. This is because a change in the input
state in the module can lead to a malfunction of this circuit (for example, the sequential
automaton will go to the wrong state). At the same time, the individual modules of a given
block subject to TMR may have different numbers of input and output ports. The error
injector circuit will then be attached to each input and output, as shown in Figure 10.

Figure 9. Triple modular redundancy system: applied to registers (a) and applied to modules
performing a specific function (b).

Figure 10. Triple modular redundancy system applied to modules performing a specific function.

The hardware-test environment with fault injection blocks shown in Figure 10 demon-
strates the need for a flexible approach to testing. The FNCT block contains three modules
(MODULE A, B and C). Each has a slightly different configuration of input and output
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ports: MODULE A has one input and two output ports, MODULE B has two input and one
output and MODULE C has one input and one output. In the general case, the ports are
multibit and the use of an error injector as in Figure 8 is appropriate here, with the injector
module shown here broken down into three FNCT blocks. For example, MODULE A IN
ERR_INJ at the input of MODULE A in FNCT block #0, FNCT #1 and FNCT #2 are one and
the same injector enabling the generation of errors at the inputs of the individual modules.
Of course, testing the correctness of the mitigation in the TMR circuit shown in Figure 10
only makes sense for injecting errors into one channel, i.e., into one of the three inputs.
Secondly, as errors are injected at the input of a given module, errors are not injected at
their output, in line with the very idea of TMR, which says that two misrepresentations are
not corrected. In contrast, the testing of MODULE A, MODULE B and MODULE C can be
carried out in parallel if there is no data flow between these modules, i.e., they perform
functions independent of each other.

The error injector proposed by the authors was used in a mitigation study of the Quasar
project carried out by KP Labs for the ESA (European Space Agency) [47]. This shows
that the proposed solutions are scalable. This project uses an AMD Kintex UltraSacle+
FPGA device (XCKU035-2SFVA784I). The use of a device with such significant resources is
necessary due to the need to implement a complex design (a radio channel for telemetry
modules, telecommand, encryption, etc.). In general, in space missions, the implemented
designs are most often so large that it is necessary to use FPGA devices with significant
logical resources. Naturally, a TMR-based mitigation process is therefore often used
for large-scale projects. The experimental section presents the results of mitigation in
this project.

5. Experimental Results

A key element in assessing the effectiveness of a test-environment implementation is to
evaluate that implementation in terms of the occupation of logic resources and the dynamic
power consumption of the corresponding logic structures. The method of determining
both the number of logic resources required and the dynamic power consumption boils
down to synthesising appropriately described circuits in HDL languages (Verilog HDL) in
selected synthesis tools. In this paper, both commercial tools (Vivado from AMD) and the
academic ABC [46] were used for synthesis.

In order to carry out the experiments, it is necessary to identify the circuits that
will be mitigated. A popular set of benchmarks [48] was chosen, which contains both
combinational and sequential circuits. The individual benchmarks contain a descrip-
tion of the function in Verilog, which was subjected to an initial minimisation targeting
multioutput function.

Before proceeding to the actual experiments, it is extremely important to determine
the occupancy of the logical resources and to determine the dynamic power of a single
voter. Various voter designs were considered (described in Section 2). After synthesis in
the Vivado tool targeting seven-series FPGAs, as expected, each voter can be realised on a
single LUT block regardless of the solutions presented in Section 2. Similarly, the dynamic
power in each case was 0.086 W. Taking this into account, a classical voter design was used
in further experiments in the mitigation circuits (Figure 3a).

The first series of experiments was carried out in the ABC academic system. The
synthesis was targeted at LUT blocks with four inputs. We decided to choose blocks with
as few inputs as possible in order to highlight the differences between the different series of
experiments as clearly as possible. The approaches without mitigation (Bench. column) and
with mitigation (Bench.+vot. column) were compared. The results for the combinatorial
systems are summarised in Table 1 and for the sequential systems in Table 2.

In both tables, the first columns describe each benchmark: the name of the benchmark
(Name), the number of inputs (IN), the number of outputs (OUT) and, in the case of
sequential circuits, the number of internal FSM states (ST). For each series, the number of
vertices of the logic network (nd) is specified. This number directly corresponds to the
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number of LUT blocks with four inputs. In addition, the switching activity value (SW),
which is directly related to the dynamic power, was specified. The last row is the sum of
the individual values, as shown as graphs in Figure 11.

Table 1. Results of the synthesis of combinatorial circuits in the ABC system.

Bench. Bench.+vot.
Name IN OUT nd SW nd SW

9sym 9 1 118 48.47 118 46.99
alu2 10 8 43 18.62 43 19.59
alu4 14 8 756 251.86 759 253
b12 15 9 26 12.18 26 11.65
clip 9 5 156 57.39 162 59.56

cm162a 14 5 13 6.79 13 6.57
cm163a 16 5 13 6.31 13 5.98
cm85a 11 3 14 6.85 14 6.55
con1 7 2 5 2.97 5 2.91

ex1010 10 10 748 219.01 751 227.31
f51m 8 8 55 25.38 55 24.85
rd53 5 3 21 10.81 21 10.49
rd73 7 3 67 27 76 28.72
rd84 8 4 272 93.02 268 89.72
sao2 10 4 80 29.59 82 29.35
sqrt8 8 4 26 11.24 22 10.39
t481 16 1 72 23.52 72 22.6
x2 10 7 18 7.57 18 7.65

xor5 5 1 2 1.28 2 1.2

Sum 2505 859.86 2520 865.08

Table 2. Results of the synthesis of sequential circuits in the ABC system.

Bench. Bench.+vot.
Name IN OUT ST nd SW nd SW

bbtas 2 2 6 6 3.22 15 8.47
beecount 3 4 7 18 6.48 53 19.77

dk14 3 5 7 40 28.23 118 78.04
dk15 3 5 4 26 15.3 77 46.67
keyb 7 2 10 124 41.01 313 96.9
lion 2 1 4 3 1.13 10 3.79

lion9 2 1 9 5 1.77 16 6.29
mc 3 5 4 8 4.54 23 14.03

train4 2 1 11 3 1.46 8 4.41
train11 2 1 4 17 4.76 50 14.39

Sum 250 107.90 683 292.76

Looking at the graphs in Figure 11a,b, it can be seen that the results obtained are
practically the same regardless of whether triple redundancy was implemented or not. The
expected result is a situation where the number of blocks and the dynamic power will
be about three times higher in the approach where there is TMR (Bench.+Vot.) than for
the approach without TMR (Bench.). Such a relationship can be observed for sequential
systems. For the number of blocks (Figure 11c), the growth of the logic structure due to
the implementation of TMR is 2.73 times. In the case of power, on the other hand, it is
2.71 times. Looking at combinational circuits, it can be seen that the expected redundancy
was removed in the optimisation process during the synthesis process. In this situation,
the question of methods for describing mitigating systems remains open. In the case of
sequential circuits, the relationship between the number of blocks in the cases is less than
three, indicating that the synthesis process was carried out in such a way that there must
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be resource sharing between the individual modules attached to the voter inputs. Given
the nature of TMR, it is an open question whether this is a beneficial phenomenon. The SW
relationship in Figure 11d directly reflects the relationship of the number of resources used,
so it is difficult to speak of power optimisation.

Figure 11. Summary results of the synthesis in ABC: for combinational circuits, number of logic
network vertices (a) and SW value (b); for sequential circuits, number of logic network vertices (c)
and SW value (d).

Having analysed the effects of the implementation of the mitigation circuits, it is
possible to move on to an analysis of the implementation of the test environment, of
which the error injector (EI) is a major component. A comparison was made between the
benchmarks given the mitigation (Bench.+Vot.) and the benchmarks to which the test
environment containing the error injector (EI) was additionally added. Due to the complex
description of the EI, the synthesis for both series was realised in the Vivado system for
the logic blocks contained in the seven-series FPGAs. The results obtained are shown in
Table 3 for the combinational circuits and Table 4 for the sequential circuits.

In both tables, the number of LUT blocks (LUT) was determined for each series. In
addition, the dynamic power (Power) value is specified. The last row is the sum of the
individual values, as shown as graphs in Figure 12.

Analysing the graphs in terms of the number of blocks used, it can be seen that for the
considered set of benchmarks, the implementation of a test environment containing an error
injector significantly increases the number of LUT blocks used (3.6 times for combinational
circuits and almost 10 times for sequential circuits). However, it should be noted here that
the benchmarks considered describe very small test circuits, so the relationships described
are not entirely reliable for describing the implementation efficiency. It is worth noting that
between 66 and 109 LUT blocks are required to implement the error injector, so the more
complex the circuit, the lower the potential cost of EI implementation.

It is very interesting to compare the dynamic power in both cases (Figure 12b,d).
Despite the significant growth of the logic structure in the case with the EI, the dynamic
power increases only slightly (by 22% for combinational circuits and by 37% for sequential
circuits). This indicates a good implementation efficiency of the test environment, even for
small circuits.
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Comparing the power consumption results between Bench. and Bench.+vot., it can
be seen that the results obtained are practically the same. Minor differences are due to the
nature of the synthesis tool in the placement and routing stages.

Table 3. Results of the synthesis of combinatorial circuits in the Vivado system.

Bench. Bench.+vot. Bench.+vot.+El
Name IN OUT LUT POWER LUT POWER LUT POWER

9sym 9 1 6 0.441 6 0.442 73 0.851
alu2 10 8 14 2.703 14 2.702 103 3.26
alu4 14 8 286 5.978 286 5.978 373 6.493
b12 15 9 14 2.29 13 2.305 110 2.817
clip 9 5 20 2.924 27 3.083 110 3.547

cm162a 14 5 7 1.435 7 1.433 91 1.944
cm163a 16 5 7 1.351 7 1.349 93 1.85
cm85a 11 3 6 0.793 6 0.793 81 1.29
con1 7 2 2 0.799 2 0.799 74 1.236

ex1010 10 10 170 8.11 170 8.121 279 8.95
f51m 8 8 10 3.925 10 3.923 99 4.487
inc 7 9 10 2.963 10 2.963 105 3.533

rd53 5 3 2 1.491 2 1.491 77 1.946
rd73 7 3 6 1.953 6 1.953 81 2.423
rd84 8 4 11 2.11 11 2.115 94 2.578
sao2 10 4 30 1.182 34 1.251 110 1.667
sqrt8 8 4 6 1.536 6 1.535 87 2.025
t481 16 1 5 0.721 5 0.721 72 1.135
x2 10 7 8 1.671 8 1.639 94 2.146

xor5 5 1 1 0.776 1 0.776 68 1.191

Sum 621 45.152 631 45.372 2274 55.369

Table 4. Results of the synthesis of sequential circuits in the Vivado system.

Bench. Bench.+vot. Bench.+vot.+El
Name IN OUT ST LUT POWER LUT POWER LUT POWER

bbtas 2 2 6 3 0.473 3 0.467 74 0.878
beecount 3 4 7 7 1.074 7 1.072 88 1.546
dk14 3 5 7 7 2.885 7 2.89 91 3.383
dk15 3 5 4 4 2.475 4 2.475 88 2.985
keyb 7 2 10 48 0.774 48 0.774 121 1.207
lion 2 1 4 2 0.245 2 0.245 69 0.636
lion9 2 1 9 2 0.265 2 0.265 69 0.636
mc 3 5 4 4 2.481 4 2.481 86 2.775

train11 2 1 11 4 0.265 4 0.263 71 0.662
train4 2 1 4 2 0.183 2 0.183 68 0.567

Sum 83 11.12 83 11.115 825 15.275

As written in the previous chapter, the proposed solutions were used in a project of
considerable complexity (the Quasar project [47]). The synthesis targeting the XCKU035-
2SFVA784I chip was realised in the Vivado tool (due to the support of the FPGA chip
manufacturer, AMD). In this vendor’s devices, LUT blocks are grouped into more advanced
CLB (Configurable Logic Block) cells, which can operate in well-defined configurations. In
the first instance, synthesis was carried out without any mitigation. This led to the use of
113,347 LUT blocks, representing 55.80% of all blocks (corresponding to 26,027 complex
CLB blocks (85.90%)). The described TMR mitigation was then carried out in the report
of the encryption modules. This led to the use of 137761 LUT blocks, representing 67.82%
of the total blocks (corresponding to 30,300 complex CLB blocks (99.49%)). It should be
noted here that the system had to perform resynthesis several times for the synthesis to
be successful. The bitstream was then generated and the FPGA device was programmed
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and tested using prototype DPU. This shows that the solutions proposed in this paper
can be applied to practical applications of considerable complexity, which is crucial when
designing devices aimed at space missions.

Figure 12. Summary results of synthesis in Vivado: for combinational circuits, number of LUT blocks
(a) and dynamic power value (b); for sequential circuits, number of LUT blocks (c) and dynamic
power value (d).

6. Conclusions

The aim of this paper was to demonstrate the efficiency of the implementation (mea-
sured by the number of logic resources used and dynamic power consumption) of the TMR
mitigation circuit test environment. A novel element was the introduction of an ‘element
of randomness’ into this environment through the use of the PRBS register in the error
injectors. The testing performed revealed a number of observations.

The first observation is the issue of the synthesis of mitigation circuits. It is clear
that the synthesis algorithms are focused on circuit optimisation, which, in extreme cases,
can limit the robustness of the circuit to radiation errors (e.g., sharing logic resources).
The second observation concerns the number of resources used by the error injector. It
can be seen that in this case, it is inefficient to apply mitigation to small circuits. The
last observation concerns dynamic power and shows that the implementation of the test
environment does not significantly affect its consumption. All these observations lead to
the conclusion that it is worthwhile to implement this environment provided that we have
sufficient logic resources in the FPGA.

The efficient synthesis of mitigation circuits has proven to be of great importance. It is
becoming necessary to develop algorithms that, on the one hand, provide suitably efficient
logic structures and, on the other hand, do not degrade the mitigation properties of circuits.
The authors plan to address the problem of mitigation-oriented synthesis in the future.
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Abbreviations

The following abbreviations are used in this manuscript:

AXI Advanced eXtensible Interface
AXIS Advanced eXtensible Interface; Stream protocol
CME Coronal Mass Ejection
CPLD Complex Programmable Logic Device
CLB Configurable Logic Block
ECC Error Checking and Correction
ESA European Space Agency
FPGA Field Programmable Gate Arrays
HDL Hardware Description Language
LUT Look-up Table
PAL Programmable Array Block
PRBS Pseudo-Random Bit Sequence
SEB Single-event burnout
SEE Single-Event Effect
SEFI Single-event function interrupts
SEGR Single-event gate rupture
SEL Single-event latch-up
SET Single-event transient
SEU Single-event upset
SRAM Static Random-Access Memory
TMR Triple modular redundancy
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Abstract: Computing and networking are increasingly implemented in software. We design and
build a software build assurance scheme detecting if there have been injections or modifications in
the various steps in the software supply chain, including the source code, compiling, and distribution.
Building on the reproducible build and software bill of materials (SBOM), our work is distinguished
from previous research in assuring multiple software artifacts across the software supply chain.
Reproducible build, in particular, enables our scheme, as our scheme requires the software ma-
terials/artifacts to be consistent across machines with the same operating system/specifications.
Furthermore, we use blockchain to deliver the proof reference, which enables our scheme to be
distributed so that the assurance beneficiary and verifier are the same, i.e., the node downloading the
software verifies its own materials, artifacts, and outputs. Blockchain also significantly improves the
assurance efficiency. We first describe and explain our scheme using abstraction and then implement
our scheme to assure Ethereum as the target software to provide concrete proof-of-concept imple-
mentation, validation, and experimental analyses. Our scheme enables more significant performance
gains than relying on a centralized server thanks to the use of blockchain (e.g., two to three orders of
magnitude quicker in verification) and adds small overheads (e.g., generating and verifying proof
have an overhead of approximately one second, which is two orders of magnitude smaller than the
software download or build processes).

Keywords: software supply chain; assurance; software integrity; applied cryptography; blockchain

1. Introduction

We use computer software products in our everyday lives from digital information
transfer to sensor implementations to machine control. Due to our heavy reliance on
software products, securing software development and its supply chain has become of
paramount importance. Malicious modifications or injections, such as malware and back-
doors, can compromise software, yielding vulnerabilities for applications and operations
building on the software. Software development trends, such as open-source software
projects, an increasing number of software repositories, and collective software develop-
ments, have resulted in even greater security risks, as they contribute to having more
diverse, dynamic, and complex software supply chain involving many actors and contribu-
tors to software development.

Previous and ongoing research and development contribute toward securing software
development and its supply chain. Such research and development includes the Software
Bill of Materials (SBOM) and reproducible build. SBOM generates a record of software sup-
ply chain components to enable transparency, accountability, and tracking of the software
development process. SBOM has been mandated for software products in commerce in
the US by an executive order [1]. Reproducible build, on the other hand, is also known
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as deterministic verifiable build because, given the source code and the build condition,
it generates an identical build. Reproducible build can detect a compromise (malicious
change, such as a backdoor or malware insertion at the compiler) in the build condition.
Instead of advancing SBOM and reproducible build technologies themselves, we build on
previous research and development for these technologies to secure their outputs.

We secure the software supply chain against malicious compromise or injections in
various steps in the supply chain. More specifically, we build a software build assurance
scheme to detect the following compromises [2,3]: there has been a compromise and a
change/insertion in the build or distribution process, the source code has been modified,
or the download repository provides a different/modified code. The user downloading
the software can detect such changes and verify the software integrity confirming that
the software has not been modified from that by the legitimate source. To achieve such
goals, the user generates a proof based on the software artifacts (code, compiler outputs,
SBOM outputs) and compares it with a reference proof. We rely on the security-robust
cryptographic hash function to generate the proof so that a malicious adversary cannot
manipulate the proof or avoid detection, e.g., the adversary’s injection or change in the
software, which can occur in different parts of the software download and build processes,
changes the pseudo-random proof.

We use blockchain to serve as the trusted authority to provide the reference proof for
verification on the user machine. Blockchain is appropriate for such purpose because it has
high security in payload integrity (cannot change or modify the payload content on the
blockchain ledger), resistance to a single point of failure (as long as the majority of the dis-
tributed participants follow the protocol), and high visibility and accountability (thanks to
the distributed storage and easy read-access). We also utilize blockchain’s strength in auto-
matic broadcasting and distributed storage to distribute the proof offline, i.e., the reference
proof can be shared any time before the software build assurance proof verification.

Our work applies generally to all software projects in principle. We thus describe
our scheme in the abstract using variables in Section 4 to highlight the general applica-
bility. For synergy and to provide a concrete implementation instance of our scheme for
validations and system-based analyses, we implement our scheme in Section 5 targeting
the Ethereum cryptocurrency software (developed by a collective group of developers,
while implementing the operations to process transactions of approximately tens of billions
of dollars market capitalization magnitude). We implement the blockchain, serving as a
decentralized trusted authority for our scheme using Ethereum Smart Contract, which can
be used to build various digital decentralized applications.

In this paper, we build on reproducible build and blockchain and apply them to
achieve the following research contributions beyond the state of the art.
• We assure the software artifacts, including but beyond the source code.
• We make the software assurance distributed so that the assurance beneficiary and

verifier align, i.e., the node downloading and using the software verifies its materials
and artifacts.

• We achieve significant performance gains compared to the approach based on a
centralized server.

2. Software Supply Chain Background

Generic Software Supply Chain Paths: The software supply chain starts with the
developer who stores and shares the source code (s) in a repository. The source code,
along with the dependencies, will then be used in the build process involving compiling
the source code into machine-readable code. The build/compilation process outputs the
software build (b) and the documentation (d).

There are two popular paths to download and build software. First, the user can
download the source code and the dependencies from the source code repository and the
dependencies repositories, respectively, and then build/compile the software themself.
Second, a distribution platform can facilitate the download by providing the pre-build
packages to the user. The user then compiles and builds the software from those packages.
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Our work focuses on these two paths as they are the most typical paths for software
download/build.

SBOM and Reproducible Build: More recent software download and build processes
involve reproducible build for b and the software bill of materials (SBOM) for d. SBOM
is mandated for the software for commerce and generates a record and documentation of
the software supply chain components to enable transparency, accountability, and tracking
of the software development process. Reproducible build, also known as deterministic
verifiable build, provides an identical build output given the source code and the build con-
dition to detect a compromise in the compiler or in the build condition. Major open-source
software projects, such as Debian for Linux distribution, Tor for anonymous routing, and
cryptocurrency blockchain (including Bitcoin Core and Ethereum), support reproducible
build; we discuss the relevant recent research in Section 7.2. We also describe the concrete
implementation of SBOM using Syft and reproducible build for Ethereum Archanes in
greater detail in Section 5.

3. Problem Statement and Our Contribution

3.1. Problem Statement: Threats against Software Supply Chain
In this section, we describe the threats against the software supply chain that motivate

our work. More specifically, we describe the threats residing within the main components
and entities, described in Section 2 and illustrated in Figure 1.

Figure 1. Software supply chain involving SBOM and reproducible build. This diagram illustrates the
distribution-platform path, while the other user-direct path without the distribution is not illustrated
due to space constraint.

Source Code Repository: Malicious actors can create an entirely new repository that
is malicious from the creation. By doing so, victims will be downloading from a malicious
repository. If it is an existing repository, malicious actors can also submit malicious merge
requests that will turn into a backdoor or be exploitable by hiding the malicious intent via
control characters, intentional concealing, and masking code differences [4]. This would
effectively conceal malicious intent within the source code in the repository and hence
compromise it. Another threat could also be to utilize configuration errors like leaked API
keys in repositories and social engineering techniques that can empower a malicious actor
to gain control of the source code or repository [5]. Once gaining control, malicious actors
can modify the repository to carry out malicious intent.

Dependencies Repository and Build Process: Similar to source code repositories,
the build process involves retrieving dependencies from designated repositories. This
is facilitated by the utilization of package managers like npm and pip. This, however,
could also lead to vulnerabilities like injections of malicious code from repositories into the
dependency tree [6] that would affect the build process. Another type of threat that is not
related to compromise of the dependencies repository but is related to the build process
would be typosquatting or package confusion [7]. This technique is where malicious
actors rely on and exploit common typing errors of users based on misspelling, character
substitution, and pluralization of package names to carry out the attack. As examples,
‘ethereum-go’ vs. ‘etheruem-go’, ‘backdoor-pkg’ vs. ‘backdoor-pkgs’, and many more.
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Distribution Platform: While malicious actors can attempt to inject malicious code
into the source code repository, which would compromise the software supply chain,
the distribution platform may also often rely on third-party dependencies and if these
dependencies have vulnerabilities, it is another attack vector that malicious actors may
choose to exploit.

SBOM: CISA suggests various types of SBOM, but in our case, we are focusing on
the build type [8]. This means the SBOM creates a list of all the components needed for
our project from the build process (b). If both the dependencies repository and the build
process are compromised, it puts the accuracy of the SBOM at risk.

3.2. Our Contributions: Assurance Targets Across Software Supply Chain and Blockchain for
Distributed Authority

We build a software build assurance scheme to check and assure the integrity of the
various steps in the supply chain to defend against the active modification and malicious
threats described in Section 3.1, More specifically, we use the software artifacts generated
from the supply chain, namely, the source code (s), the build output including compilation
(b), and the SBOM documentation (d), as the inputs and targets of our software assurance.
We describe and explain these software artifacts as well as the software build assurance
scheme in greater detail in Section 4.

In addition to assuring the software in multiple stages in the supply chain, our work
advances beyond the approaches requiring a centralized authority and real-time protocol
interactions with the centralized server, c.f., remote code attestation. Our scheme does
not involve such centralized authority and instead uses blockchain to replace the cen-
tralized server authority. We also build on recent software development technologies of
reproducible build and SBOM to enable our scheme; the reproducible build, in particular,
enables our use of blockchain because it generates a deterministic software artifact in b to
enable multiple recipients.

Our software build assurance is agnostic to the software applications, and our work
can apply to any software in principle. However, our work requires reproducible build
so that the software artifacts/compiler outputs are consistent across different machines
If the software artifacts (the inputs of our assurance scheme) are not consistent and vary
across machines, the verification does not work due to our scheme’s use of the hash
function (which produces a different output if using different inputs). While we provide a
concrete validation using one software application for the Ethereum blockchain, we leave
further validation and demonstration of other software applications to show the general
applicability for future work. Previous research, however, has applied similar techniques
as ours on other software applications, e.g., Bitcoin [9] and in cellular networking [10],
although these assure only the software codes (which tends to be more consistent, e.g., a
legitimate software source provides the same set of source code files).

4. Our Scheme

We build on SBOM and reproducible build, described in Section 2. We provide
assurance of the software artifacts so that any changes and modifications of the software
artifacts are detected. We thus take the outputs and the artifacts of the software supply
chain, including those from SBOM d and reproducible build b, and input them into our
scheme. The user of the software development, and the entity downloading the software
conduct the software build assurance.

We present our scheme using abstraction and variables in this section while providing
a more concrete implementation instance in Section 5.

4.1. Our Protocol Overview
The software supply chain makes use of the source code s and builds/compiles the

software to generate b and the documentation d, as described in Section 2. Our scheme uses
the SBOM to generate d and reproducible build to generate b so that b, given the user’s
compiler and the build conditions, provides the same b. Thanks to the use of reproducible
build, other entities, given the same build condition and environment, also produce the
same b. Our scheme, described in Figures 2 & 3 executed by the user, takes these software
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artifacts, i.e., s, b, d, to construct a proof p. Table 1 lists these variables used in our paper,
and the rest of the section describes our scheme in greater detail.

Figure 2. Our scheme overview, including information sources and inputs from the authority (pro-
viding the assurance reference) and the repository ecosystem. The authority’s reference information
delivery is implemented in blockchain in our scheme, while the centralized server approach relies on
the online, real-time networking with a remote centralized server.

Figure 3. Online process from source code s to build/compilation b to the generation of proof p.

Table 1. Variable descriptions (Section 4) and assignments for implementation (Section 5).

Variable Description Our Implementation

s Source code files of the specific version of
the target software downloaded by user

Source code files of the latest Ethereum
software, Archanes (v1.13.4)

b Reproducible build compiler output from
user

Geth of Archanes (v1.13.4) stored in the
Ethereum repository [11]

d
SBOM documentation of the specific ver-
sion of the target software generated by
user

SBOM documentation of the Ethereum
software, Archanes (v1.13.4)

p Proof for the target software generated by
the user

Proof for Archanes (v1.13.4) generated by
the user

s′ Source code files of the specific version of
the target software from authority

Source code files of the latest Ethereum
software, Archanes (v1.13.4)

b′ Reproducible build compiler output from
infrastructure from authority

Geth of Archanes (v1.13.4) stored in the
Ethereum repository [11]

d′ SBOM documentation of the specific ver-
sion of the target software from authority

SBOM documentation of the Ethereum
software, Archanes (v1.13.4)

p′ Proof reference from blockchain Proof stored in the Ethereum blockchain
and centralized server

ID Index of Proof Index of Proof, p′ in the Ethereum
blockchain

H Hash function SHA-256
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The authority is a logical entity that provides the information to the user about what
the software artifacts and the proof should be, which we call the references and use the
prime variables in Table 1. The authority can be implemented in many ways as long as it
is an entity that has ownership over the source code in terms of storing or distributing it
to users, for example, the software vendor who developed it. The authority provides the
reference build (b′), the reference documentation (d′), the software ID and the reference
proof (p′) to the user. p′ is generated in the same way as p but only from the authority. p′ is
computed by the authority and is a deterministic function of s′, b′, d′, similarly to how p is
computed by the authority and is a deterministic function of s, b, d. Thus, if s = s′, b = b′,
and d = d′ and there has been no unauthorized modifications and changes in s′, b′, d′, then
p = p′. The user assures that the software artifacts have been unmodified and the software
supply chain integrity by comparing p and p′; if p �= p′, then the breach is detected.

4.2. Authority Implementation and Offline vs. Online
For the authority implementation, we compare our scheme against the centralized

server approach. In the centralized server approach, the authority providing the reference
inputs for software build assurance is a centralized remote server and requires real-time
networking between the server and the user, c.f., remote code attestation discussed in
Section 7.

Our distributed scheme, in contrast, implements the authority using blockchain. We
use blockchain to replace the centralized server and to provide the proof reference p′. The
use of blockchain enables the user to forgo networking beyond its own node for software
assurance verification. We describe the blockchain design and application for our assurance
scheme to implement the distributed authority in greater detail in Section 4.5.

We define online vs. offline to better explain the overhead differences. The online
operations occur at the time of the software download, while the offline operations can
occur before the software download and build. The offline overheads and costs are lower
than the online overheads because the offline activity can occur any time before the time
of the software download and build. Our work specifically enables the delivery of the
authority-reference inputs offline by using blockchain. Blockchain automatically synchro-
nizes and delivers the reference information offline at the time when the software updates
are available in the repositories, which is in advance of the online software update to
the user.

4.3. Building Blocks: Hash Function, Merkle Tree, and Blockchain
The cryptographic hash function is a mathematical algorithm that turns input into

a fixed-size string of characters, known as a hash value. It ensures data integrity by
generating unique hash values for different inputs and exhibiting properties like collision
and pre-image resistance, making it challenging for adversaries to tamper with or to
reverse-engineer the data.

Merkle trees, building on the cryptographic hash functions themselves, utilize these
properties to create a hierarchical structure. Building the tree starts with a set of leaf node
values x1, x2, . . . , xn, where each node xi would contain hash value H(xi). In the next level
of the tree moving up would be the parent node that would contain the hash value of the
concatenation of two of the children nodes, for example, H12 = H(H(x1)||H(x2)). The
process will continue to build on the next level until a root hash is formed. This root hash
represents the entire dataset concisely. A Merkle tree [12] based on a hash function is known
to be efficient for verification and is popularly used in many computing applications, as
described in Section 7.3.

Blockchain provides a cryptographic system with robust security properties using
the likes of the hash function, the Merkle tree, and the public-key digital signature. It
provides a digital ledger with high integrity where one can securely track who wrote the
transaction on the ledger. Specifically, blockchain utilizes the public-key digital signature
to provide authenticity, non-repudiation, and data integrity [13]. Such robust security
properties enable the blockchain to be applied to high-risk security applications. One
notable example is the cryptocurrency blockchains processing digital financial transactions.
However, while we use similar cryptographic construction for the ledger security as the
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cryptocurrency, our blockchain application environment having the software authorities
(e.g., known software sources which are more reputable than the others) enables the use of
a permissioned consensus protocol (e.g., as opposed to a permissionless protocol, such as
that based on proof of work), providing significantly more efficient processing.

4.4. Proof Generations for p and p′ Using Merkle Tree for Setting Up Assurance
In Figure 4, we use ID, s, b, and d as the leaf nodes (which are the nodes on the bottom

of the tree) highlighted in gold color. As the source file inputs (s) contain multiple files,
we denote each individual file as Fi, where i indicates the source code file index. With the
use of a one-way hash function, the Merkle tree computation propagates from bottom to
top. The final Root computation yields the Root, which serves as the proof p. The same
computation occurs from the authority side providing the reference but using ID, s′, b′,
and d′ to generate p′, as described in Section 4.5. The Merkle tree is used in both offline
blockchain and online user-side computing, which are described in greater detail in the
following sections.

Figure 4. Merkle tree application for our scheme, where Fi are the source code s files and the Root is
the proof p.

4.5. Blockchain for Authority: Reference Distribution in Offline and Access in Online
We use blockchain to serve as the authority to provide the reference information to

enable the online user-side verification, in contrast to the centralized server approach
implementing the logical authority on a physical remote server machine, as described in
Section 4.2. In addition to having high payload integrity (cannot change or modify the
payload content on the blockchain ledger) and high visibility and accountability (thanks
to the distributed storage and easy read-access), we apply blockchain to implement the
authority because blockchain supports automatic broadcasting and distributed storage to
distribute the proof offline.

In our scheme, blockchain enables the reference proof to be distributed to the prospec-
tive downloading users offline (i.e., any time before the software download, build, and
the build assurance verification). The networking and sharing of the proof reference infor-
mation of p′ (s′, b′, d′ are used to compute p′ but do not get networked) are offline so that
they are stored within the user machine before the software download and build. In online,
i.e., when downloading and building the software, the user simply accesses the blockchain
database stored within its machine (computing only). In contrast, the centralized server
approach involves the p′ delivery and networking online (networking and computing).
Because the networking and distribution of the reference information of p′ are offloaded to
before the software download/build, our scheme is significantly more efficient than the
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centralized server approach. without the explicit networking with another node, as this
information is already stored in the local database provided by the blockchain.

We build the authority using a permissioned blockchain, which controls the entities
who can write on the blockchain and require registration. These entities generate the
references s′, b′, d′, p′ and distribute them to write on the blockchain database, the database
being locally stored and distributed to many other nodes. The entities can vary, including
the software developers who write/commit/upload on the repositories or a third-party
entity dedicated for software build assurance, in our scheme implementation. blockchain
monitors and tracks the s′, b′, d′, p′ for accountability, so such entity control can be dynamic,
i.e., an entity can be revoked. In our work, we focus on the scheme framework itself as
opposed to making strong recommendations about the ecosystem when implementing our
scheme framework, including who can generate the blockchain payloads and who has the
write-access on the blockchain and the trade-off analyses (e.g., third-party entity outside of
the developers themselves or the source-code repository can provide the separation, which
can be useful in some software applications). While our scheme supports different ecosys-
tem models and can support various entities who can contribute to writing/uploading
s′, b′, d′, p′, in our concrete implementation instance in Section 5, we introduce a third-
party entity to write and upload the s′, b′, d′, p′ on the blockchain data. Because of the
permissioned blockchain, we use proof-of-authority for our consensus protocol, which is
significantly more efficient and transaction-scalable (generating more transactions) than the
permissionless blockchains, such as those for cryptocurrency (e.g., Bitcoin and Ethereum).

4.6. User-Side Verification (Online)
In online, i.e., during the software development, including the download of s and the

build of b and d, the user computes and generates the proof p described in Section 4.4. In
user-side computing, a user first downloads the ID and s of the target software from the
repository and compiles s in their machine to obtain b and d. Then, it is involved in the
proof generation process by constructing the Merkle tree using s, b, and d to calculate its
proof, p, for the target software version. The proof verification process involves retrieving
the respective ID and p′ from the blockchain and comparing p with p′. If both p and p′
match then it assures the user about the s, b, and d, i.e., all the software artifacts correspond
to the authority-references and s = s′, b = b′, and d = d′.

5. Our Scheme Implementation to Assure the Ethereum Software Chain

While Section 4 describes our scheme using abstraction and the variables which
are generally applicable across software projects and cryptographic function choices, we
provide an implementation instance of our scheme in this section to provide a proof-of-
concept and provide concrete analyses. Our implementation consists of the generation
of proof on both the blockchain side and the user side. In this section, we focus on the
user-side, computing p using s, b, d, but the same applies to the authority (blockchain in our
scheme), with p′ depending on s′, b′, d′ and thus omits the prime variables on the authority.

5.1. Authority Implementation For Our Scheme (Blockchain) vs. Centralized Server Approach
(Remote Server)

Our scheme uses blockchain to distribute the authority-reference information offline,
and the user can use this reference information to check the software artifacts of s, b, d online
at the time of software download and build, as described in Section 4. The use of blockchain
enables the user to access and retrieve the relevant reference information within its device,
as blockchain provides distributed storage on the user. In contrast, the centralized server
approach requires the user to communicate with the remote server authority to retrieve the
reference information.

To demonstrate the efficiency of our scheme’s proof verification enabled by the
blockchain use, we implement the centralized server approach described in Section 4.2
and implement a remote server as the centralized authority to provide the references for
software build assurance. We implement the remote servers in various locations and,
more specifically, in four distinct locations in the world (two in the United States and two
overseas) through the Google Cloud Platform. More specifically, the remote servers are
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located in “Iowa”, “California”, “Singapore”, and “London”. We use these geographical
locations to label and identify the distinct remote authority servers for the centralized
authority.

5.2. Target Software for s
Our target software is the Ethereum cryptocurrency software. More specifically, the

source code s is the latest Ethereum software version, Archanes (v1.13.4). Our work is
generally applicable to any software project in principle. However, we chose the Ethereum
cryptocurrency software because it is highly relevant to our work. Ethereum cryptocurrency
is highly relevant because of its high-security risk. Ethereum cryptocurrency is developed
by a collective group of developers, making it highly vulnerable to software compromise.
Cryptocurrency is also very popular with its operations to process transactions (the market
capitalization is in tens of billions of dollars), and thus compromising the integrity of the
software has a high breach impact.

5.3. Building Blocks for Our Scheme for b and d
5.3.1. b Using Reproducible Build

The current Ethereum builds and supports reproducible build in popular OSs, such as
Linux, Windows, and MacOS [11]. In our implementation, we focus on the reproducible
build for the Linux 64-bit processor. The reproducible build output b (which becomes one
of the inputs to our proof generation in our scheme) is the compilation output, which is the
geth (Archanes (v1.13.4)) running the Ethereum node and wallet. This b is stored in the
official Ethereum repository.

5.3.2. d Using SBOM
We use an open-source SBOM generator tool called Syft [14] for our implementation.

Using Syft, the SBOM includes information on geth for Archanes (v1.13.4), 91 packages as
dependencies, and its relationships (total 181) between packages. The generated SBOM will
then be used as d in our implementation. We chose Syft as it can convert between SBOM
formats easily and works well with another tool called ‘Grype’, which is a vulnerability
scanner that can scan for any common vulnerability and exposure (CVE). This would be
particularly helpful to incorporate in a future proof of concept.

5.4. Proof Generation Using Merkle Tree and Hash
Based on the overview of the Merkle tree in Section 4.3 and Figure 4, we build Proof

generation with the Merkle tree construction using the open-source implementation of
Merkle tree [15] and Proof verification functionalities using C++, OpenSSL SHA-256 hash
implementation and recursive directory iterator, and a regular expression to retrieve all
relevant files of the Ethereum latest version, Archanes (v1.13.4) (excluding dynamic user-
specific and configuration files) associated with C, C++, and shell. The ID, s, b, and d of
Archanes (v1.13.4) are the inputs of the Merkle tree for proof generation. We have a total of
1350 inputs of the Merkle tree with s containing 1347 inputs and 1 input each from ID, b,
and d. However, we use cyclic extension of these files till 2048 inputs as discussed in [9] to
make it a balanced Merkle tree with the number of leaf nodes equal to the power of two.

5.5. Blockchain for Reference Proof Delivery
We build a smart contract using Solidity v0.8.21 to upload the ID and its respective p (as

a form of key-value pair) on the local private Ethereum blockchain. As a proof-of-concept
(PoC) implementation, we do not upload ID and p in the Ethereum Mainnet to avoid
transaction fees. Our smart contract design enables the maintainers of the smart contract
to add new nodes with write permission. We use two mappings in our smart contract:
authorization mapping (maps the address to a Boolean value specifying the authorization
of the address to modify the ledger) and key-value pair mapping (maps the Proof with
the respective ID). It can also verify whether a node has the write privilege using the
authorization map before granting permission to upload an ID with the p on the blockchain.
A user can retrieve p for the respective ID from the blockchain for proof verification.
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5.6. Hardware and Experimental Setup
Our experiment consisted of two main pieces of hardware that we used for user and

remote servers. The remote servers are only used in the centralized server approach. For
user hardware, we use Intel Xeon CPU E5-1650 v2 with 32GB RAM. We use the Google
Cloud Platform (GCP) for our remote server that has 2 vCPU with 8GB RAM. While
the power of a processor (CPU) is important, the memory specification on the random
access memory (RAM) provides information on the capability of a computer to access and
process data. We also implemented an in-memory data store using the Redis open-source
database [16] for higher efficiency in data storage access.

6. Experimental Analyses

We implement our scheme and empirically verify the correctness of our scheme in
implementation, i.e., correctly detect the modifications of the software artifact inputs to our
scheme in Section 6.1. After verifying that our scheme correctly detects the changes and
modifications of the software artifacts, we analyze the performances. Our performance
measurements and analyses include the online user-side computing for proof generation
and verification (compared with the software download/build latencies) in Section 6.2. For
our performance analyses, we measure latency, storage/memory, and processing. Further-
more, to highlight the efficiency of the authority delivering the references of s′, b′, d′, p′,
we implement and compare the performances of our blockchain-based scheme vs. the
approach based on a centralized server.

6.1. Verification Correctness
We observe that a change in s, b or d changes the proof p so that it becomes p �= p′ due

to the pseudo-random hash functions used in our implementation. More specifically, in
our implementation, omission of a file, addition of a new file, and even a single bit flip in
s, b or d changes p so that p �= p′, failing the integrity check and verification, and detecting
the changes in the software supply chain in s, b or d.

6.2. Computing Performances
Computational Latency: A user needs to perform leaf node construction (hashing all

the files of the Ethereum software, compiler output, and SBOM document) and then finally
generate the non-leaf nodes up to the Merkle root to generate a proof using the Merkle
tree in Figure 4. The leaf-node construction corresponds to the bottom lines for the hash
computations of the leaf nodes (ID, b, d, and the source files F) in Figure 4, while the non-
leaf node construction takes the preceding hash outputs as the inputs to progress upward.
The leaf-node construction is the dominant factor of the computing overhead because of
the longer sizes and the processing for ID, b, d, and the source files F. In our measurements,
the leaf nodes construction and the non-leaf nodes construction take 1082 ms or 1.082 s and
14.48 ms, respectively, resulting in a proof generation latency of 1096 ms or 1.096 s. On the
other hand, the proof verification takes only 0.4254 ms. Therefore, the computing overhead
including the proof generation and verification is 1097 ms or 1.097 s for the software build
assurance of the Ethereum software artifacts. To compare, the Ethereum software download
takes 157 s and 371 s for compilation, which are two orders of magnitude greater than our
online scheme overhead of 1.097 s. Both the software download/build and the user-side
proof generation and verification occur online.

Storage, Memory, and Processing: Though each Ethereum software version can have
different b values (thus different p) based on the operating systems and processors, a user
needs to store the Merkle tree of only the Ethereum software version it is using. For the latest
Ethereum software version (Archanes (v1.13.4)), the Merkle tree size is 197.42 kilobytes
with a total of 1972 files, including the SBOM document and compiler output. Moreover,
in our experiment, it takes only 3–5% RAM and 1–2% CPU usage for Proof generation
and verification.
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6.3. Authority Delivering References: Our Scheme vs. Centralized Server Approach
As described in Section 4.5, our scheme utilizing blockchain enables the networking

and distribution of the reference information of p′ offline, in contrast to the centralized
server approach which relies on a server and the online networking and sharing of p′. The
proof verification process online (more specifically, after the software download/build and
the proof generation for p) operates very differently between our scheme vs. the centralized
server approach. In this section, we focus on the online software build assurance verification
process. We also analyze how the efficiency of the verification affects the bandwidth of
the assurance operations (the number/rate of assurances supported by our scheme vs. the
centralized server approach).

Online Proof Verification For Our Scheme vs. Centralized Server Approach: Be-
cause our scheme only involves computing while the centralized server approach involves
both networking and computing (computing and verification based on the communication
receiving results of p′), our scheme is significantly more efficient in the online proof ver-
ification operation. Figure 5 shows the empirical measurement distribution in CDF and
identifies the average values in dotted vertical lines. The proof verification takes 0.4254 ms,
while the centralized server approach takes at least 91.42 times more, depending on the
locations. Among the distinct remote servers serving as the authority to our scheme, the
Iowa server is the quickest at 38.89 ms (91.42 times slower than our use of blockchain for
the authority) and the London server is 370.9 (871.9 times slower). In general, the remote
servers in the US nation (the user is also in the US) perform much better than the ones
outside, because they go through a smaller number of distinct internet service providers
(ISPs). In our experiments, our scheme based on the blockchain-authority performs two to
three orders of magnitude quicker than having a centralized, remote authority.

Figure 5. The proof verification time between our scheme using distributed blockchain vs. centralized
remote servers.

Assurance Bandwidth For Our Scheme vs. Centralized Server Approach: Using
blockchain as the authority for our scheme as opposed to the centralized server approach
also provides significant improvement in the rate support. We define the bandwidth here
to be the number of assurance resolutions that can be supported using our scheme. We
experimented using 1000 requests per second and observed how many of those requests
were resolved, including the final verification. As shown in Figure 6, if using the blockchain
as the authority, our scheme can support 905.9 assurance resolutions per second. If using
a remote centralized server as the authority for our scheme, the bandwidth is limited
to between 17.90 (London with the worst performance) and 63.78 (Iowa with the best
performance). Comparing between the distinct remote-server simulations, similarly to the
above latency measurements, the remote servers in the US perform much better than the
authority servers outside.
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Figure 6. Bandwidth performance in assurance resolutions per second in comparison between our
scheme and remote server locations.

6.4. Supports Software Assurance Requirements
Our scheme is applied for the software build assurance. New software versions, which

are the new inputs of our software assurances, only occur when the software is updated.
For Ethereum cryptocurrency, which is our target software for assurance, there have been
22 version updates since 2014 [17], so 2.2 version updates per year. The current Ethereum
stable build [11] supports three different operating systems of Linux, Mac OS, and Windows,
so 6.6 updates per year. Our scheme bandwidth performance of 905.9 assurance resolutions
per second in Section 6.3 is enough to support our software build assurance application for
Ethereum, as a 6.6 assurance resolutions per year requirement is significantly smaller than
the 905.9 assurance resolutions per second our scheme supports.

The blockchain ledger also grows according to the software build assurance require-
ment to support new software version updates. The 6.6 version updates per year require-
ment results in the blockchain ledger growing 1.3030 kB = 6.6 × 197.42 kB per year if
storing the entire Merkle tree nodes, where 197.42 kB is for each software build version as
empirically analyzed in Section 6.2. This blockchain storage requirement is significantly
less than most applications, such as the global financial transaction processing in cryptocur-
rency, whose ledger sizes are typically of the order of tens of GB, and, for more popular
cryptocurrencies, such as Bitcoin and Ethereum, of the order of hundreds of GB. As the
ledger’s storage requirements remain minimal, even with multiple updates, the overall
storage overhead is negligible, given the relatively small size of each update.

7. Related Work

7.1. Remote Code Attestation
Our work is related to remote code attestation that verifies the integrity of the running

code on the users’ system, adopting several hardware-based, software-based, and hybrid
techniques. Hardware-based attestation techniques [18–20] involve hardware components,
e.g., trusted platform module (TPM), software guard extensions (SGX), and software-
based attestation techniques [21–24], that involve a challenge and response protocol in
real-time, time synchronization, empty memory space filling, etc. An advancement of
these techniques, hybrid attestation techniques [25–27], integrates both hardware-based
and software-based techniques, minimizing the hardware cost with embedded processing
components, e.g., field-programmable gate array (FPGA), memory protection unit (MPU)
and micro-controller unit (MCU), etc. Our scheme goes beyond the research in remote code
attestation in two ways: first, our scheme verifies the integrity of a software in different
stages of the supply chain; second, our scheme does not rely on the centralized authority
by using a distributed blockchain.
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7.2. Reproducible Build
Reproducible build yields a deterministic build which achieves reproducibility when,

with identical source code, build environment, and build instructions, any entity can
recreate precise, bit-for-bit copies of all specified artifacts. [28] Projects and development
efforts, such as Debian packages [29], Gitian [30], and other Linux distribution [31,32],
focus on the reproducibility and verifiable build where there will be involvement using
a virtual environment that would fix non-deterministic variables. Some other methods
also include removing embedded timestamps from binary and making changes to the
CFLAGS variable to produce a deterministic output [33]. It is also worth mentioning
that [34] suggested that having a deterministic build for close-source software proves to
be difficult due to lack of documentation and many other compilation processes that are
susceptible to non-deterministic output [35]. Our work assumes, builds on, and uses the
reproducible build technology.

7.3. Hash and Merkle Tree Applications for Securing Integrity
Our work builds on the Merkle tree and hash function to construct our scheme for

software integrity. Previous research has utilized the Merkle tree and hash function for
integrity in other applications and purposes than ours, including in over-the-air vehicular
software updates [36,37], vehicular firmware updates [38,39], transactions, blocks, and
the consensus mechanism in blockchain [40,41], cryptocurrency and cellular networking
software assurance [9,10]. Version control systems (VCSs) used for project collaborations
include Git [42], Subversion [43], and Mercurial [44]. Our work uses the Merkle tree to
achieve different goals than these previous works, i.e., we use it to assure software integrity.

7.4. Blockchain for Security
Blockchain provides security for many types of systems, e.g., identity management [45],

electronic voting [46], decentralized cryptocurrencies [47], supply chain management [48],
healthcare [49], public key infrastructure (PKI) [50,51], cellular networking [52], the Internet
of Things (IoT) [53], and vehicular networking [54], etc. The use of blockchain in these
systems mitigates several types of security risks and attacks, e.g., single point of failure,
data tampering, unauthorized access control, users’ identity and data breach, distributed
denial-of-service (DDoS) attacks, Sybil attacks, replay attacks, injection attacks, and man-
in-the-middle (MITM) attacks, etc. with its properties such as decentralization, anonymity,
immutability, transparency, and automatic synchronization, etc. In our scheme, we use
these properties of blockchain to preserve the software supply chain integrity, which has a
different goal from that of the previous research.

8. Conclusions

In this paper, we design and build a software build assurance scheme assuming repro-
ducible build (for deterministic build output) and SBOM (for documentation, recording,
and tracking of the software development). Our software build assurance scheme checks
the integrity against (unauthorized or unintentional) changes and modifications in multiple
software artifacts generated in the software supply chain. More specifically, it checks the
integrity of the software artifacts of the source code (s or F, the latter of which corresponds
to the source code in multiple files), build or compilation output (b), and the documentation
or record (d). Computing on these inputs and using cryptographic hash and Merkle tree
yields the proof p in our scheme. We further use blockchain to serve as the authority pro-
viding the reference information for our scheme; this information provides the comparison
reference and corresponds to what the software artifacts should be. In addition to the
blockchain providing high integrity and control on the write-access, the distributed storage
and automatic broadcasting strengths of the blockchain provide significant performance
advancements in the online software build assurance verification processes by offloading
the reference delivery to offline before the time of the software download/build.

In addition to describing our scheme using abstraction and variables, we empirically
implement our scheme targeting the Ethereum software as the object of assurance to show
the correctness of our scheme (i.e., changes are detected). Our empirical performance
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analyses based on our implementation also show that our scheme is appropriate and
provides small and manageable costs in the software download/build process, e.g., our
scheme’s online overhead is two orders of magnitude smaller than both the download and
build/compilation duration. Furthermore, the blockchain-based authority is also two to
three orders of magnitude quicker than the authority based on a centralized remote server.
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Featured Application: Featured Application: The potential application of the work relates to

novel digital twins of patients or their organs based on artificial intelligence.

Abstract: Digital society strategies in healthcare include the rapid development of digital twins (DTs)
for patients and human organs in medical research and the use of artificial intelligence (AI) in clinical
practice to develop effective treatments in a cheaper, quicker, and more effective manner. This is
facilitated by the availability of large historical datasets from previous clinical trials and other real-
world data sources (e.g., patient biometrics collected from wearable devices). DTs can use AI models
to create predictions of future health outcomes for an individual patient in the form of an AI-generated
digital twin to support the rapid assessment of in silico intervention strategies. DTs are gaining
the ability to update in real time in relation to their corresponding physical patients and connect
to multiple diagnostic and therapeutic devices. Support for this form of personalized medicine
is necessary due to the complex technological challenges, regulatory perspectives, and complex
issues of security and trust in this approach. The challenge is also to combine different datasets and
omics to quickly interpret large datasets in order to generate health and disease indicators and to
improve sampling and longitudinal analysis. It is possible to improve patient care through various
means (simulated clinical trials, disease prediction, the remote monitoring of apatient’s condition,
treatment progress, and adjustments to the treatment plan), especially in the environments of smart
cities and smart territories and through the wider use of 6G, blockchain (and soon maybe quantum
cryptography), and the Internet of Things (IoT), as well as through medical technologies, such as
multiomics. From a practical point of view, this requires not only efficient validation but also seamless
integration with the existing healthcare infrastructure.

Keywords: artificial intelligence; machine learning; medical engineering; personalized medicine;
digital twin; DT; AI-based DT; omics

1. Introduction

The concept of digital twins as virtual representations of physical objects or systems
has a history dating back several decades [1,2]. Although the term “digital twin” only
gained popularity 20 years ago, its basic concepts have been around for over 60 years. Key
milestones in the history of digital twins include:

1. Early foundations (1960s–1980s);
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2. Development of the digital twin concept (1990s–2000s);
3. Technological advances (2010s);
4. Modern applications (2020s) [2–4].

The concept of using computers to simulate physical systems began in the 1960s and
1970s with the development of computer-aided design (CAD) systems that allowed the
creation of digital models of physical objects. The early concept of DTs is believed to be
partially related to NASA’s use of pairing technology to create mirror systems during the
Apollo missions, which created physical and digital replicas of spacecraft on Earth, enabling
the monitoring and troubleshooting of space missions. In the 1990s, the development
of product lifecycle management (PLM) systems integrated product lifecycle data and
processes into digital models for design, manufacturing, and maintenance. The term
“digital twin” was first used by Dr. Michael Grieves at the University of Michigan in 2002
as a virtual representation—a real-time digital equivalent of a physical object or process.
The development of the Internet of Things in the 2010s extended the capabilities of DTs to
include sensors embedded in physical objects. These enabled real-time data collection and
communication with their digital counterparts. During this period, digital twins have been
implemented in many industries, including healthcare, as discussed later. Subsequently,
the integration of AI and machine learning (ML) with DTs has enabled more sophisticated
analysis and predictive capabilities. As a result, DTs have evolved from static models
to dynamic systems capable of simulating complex behaviours and scenarios. In 2020,
the Digital Twin Consortium was established to promote best practices and standardize
digital twin technologies across technology companies, government agencies, and academic
institutions. The further development of AI-based DTs by 2030 will be based on emerging
technologies, including those based on 6G (Figure 1) [4–6].

Figure 1. DTs development against the background of AI development (own version).

The story of digital twins in healthcare began to gather momentum in the 2010s, with
the rise of the Internet of Things and artificial intelligence (AI)-based data analytics enabling
the real-time monitoring of patient health through wearable devices. Early applications
focused on creating digital replicas of organs, such as the heart, to simulate conditions and
optimize treatment plans. The concept has been further developed through the integration
of AI and machine learning, enabling personalized medicine through predictive modelling
of patient outcomes. By the mid-2010s, digital twins were being used in surgical planning,
where virtual models of a patient’s anatomy helped surgeons practice and refine procedures
before actual surgeries. The COVID-19 pandemic has accelerated interest in digital twins as
a tool to manage and predict the spread of the virus and assess the impact of public health
interventions. Advances in genomics have also enabled the creation of digital twins at the
cellular level, facilitating more targeted therapies. Hospitals began implementing digital
twins of entire facilities to optimize patient flow and resource management, improving
overall efficiency. This concept extended to drug development, where virtual models of
human physiology were used to simulate drug interactions, reducing the time and cost
of clinical trials. The increasing availability of high-quality medical data and advanced
computing power have made digital twins more accessible and accurate, driving their
widespread adoption. From the 2020s, AI-based DT technologies in healthcare are poised to
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revolutionize patient care, offering unprecedented levels of personalization and predictive
power (Figure 2) [7–11].

Figure 2. Evolution of AI-based DTs in healthcare [12–15].

2. Materials and Methods

2.1. Dataset and Devices

In developing the bibliometric analysis methods for this review, we focused on explor-
ing the research landscape in the area of parameter selection strategies and development of
AI-based DTs and possible innovations and clinical applications in this research area. For
this purpose, we used bibliometric methods as analytical tools to review scientific publi-
cations. To better guide our review and selection of publications, we formulated research
questions that help us discover key aspects of the research area, concerning research ques-
tion 1 (RQ1)—the evolution of research topics/problems over time; RQ2—the geographical
distribution of studies/publications, authors, scientific institutions, and publications with
the highest impact; and RQ3—topics that may shape future research agendas. To achieve
the above objectives, it was crucial to fully understand the current state of research, industry
practices (connecting science and engineering, manufacturing and clinical applications),
efforts, and future research directions in the pursuit of the optimal selection of AI-based DTs
for a specific clinical application. Here, the analysis and interpretation of bibliometric data
can make a key contribution to the ongoing discussion and build a more solid foundation
for further analysis and research (Figure 3).

The criterion for selecting articles for review was also that we mainly wanted to use
open sources in order to select not only new but also studies that are easily accessible for
people from different fields, showing a broader perspective on AI-based DT. It is worth
noting that not all publications were in English, and results published in national languages
in India, China, South Korea, and Arab countries may not be available in other languages.

2.2. Methods

The study followed some of the points in the PRISMA 2020 guidelines [16] for creating
a review with bibliographic analysis, namely point #3—rationale; point #4—objectives,
point #5—eligibility criteria; point #6—sources of information; point #7—search strategy;
point #8—selection process; point #9—data collection process; point #13a—synthesis meth-
ods; point #20b—synthesis results; and point #23a—discussion. In the review, we used
the tools built into the Web of Science (WoS), Scopus, and PubMed databases, as well as
the Biblioshiny tool from the Bibliometrics Rv.4.1.3 package for bibliometric analysis. This
approach is better suited for bibliometric and scientometric studies, sometimes offering
more precise categorization into conceptual/area/branch structures, authors, documents,
and sources, and the different results are presented using graphs and information tables
with a choice of analysis and visualization. Due to the complexity and interdisciplinary
nature of the topic, we summarized the results of the review in a table.
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Figure 3. Bibliometric analysis procedure.

3. Results

After analysing the content of the main databases in the field of AI-based DT, we
searched for research articles in three main databases: WoS, Scopus, and PubMed. This
choice was dictated by the wide scope of research results they contained and the detailed
data and analytical tools that allow for comprehensive analyses, which is particularly
beneficial when conducting interdisciplinary bibliometric analyses and assessing the impact
of research results, as was the case in our study. When creating advanced queries tailored
to our research goals, we applied filters to select relevant publications. In this way, we
limited our search to articles in English. Later in the study, we manually reviewed the
articles again, excluding some of them (including duplicates) to match our research goals,
which resulted in the final sample size (Figure 4). The WoS search was performed using
“Topic” (the search was carried out using the set: title, abstract, keyword plus, and other
keywords); the Scopus search was performed using the following set: article title, abstract,
and keywords; and the PubMed search was performed using manual keyword sets.

Three databases were searched using the keywords “artificial intelligence” or “machine
learning”, “digital twin” and “healthcare”. The obtained publications were subjected to
further selection (Figure 4).

We started the bibliometric analysis with descriptive statistics to understand the
characteristics of the dataset of the selected group of scientific publications, including
leading authors, research institutions, topic areas, and emerging trends in the topic area
under study (Figure 5). This allows us to identify evolving vocabulary and major research
achievements. Examining changes in trends over time allows us to note changes in the
focus/mainstream of research over time and the type and dynamics of the area, including
the categorization of publications into topic clusters and a picture of the connections
between research topics. This enabled the easier further identification of key topics and
subdomains, including emerging research directions.
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Figure 4. A PRISMA flow diagram of the review process using selected PRISMA 2020 guidelines [16].
Partial PRISMA 2020 checklist is added as Supplementary Materials.

Figure 5. Review results: (a) AI + DT (183 publications, 2019–2024); (b) ML + DT (134 publications,
2019–2024).

The summary of the bibliographic analysis results is presented in Table 1. The largest
number of research articles and almost three times fewer reviews were observed. A
significant part of all publications were conference papers and book chapters. Most of the
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publications were works in the field of computer science and engineering, with medicine
only in third place. More than half of the leading topics were technological issues, and a
smaller part was medicine. The table presents details of diseases and patient conditions
that were addressed by the developed AI-based DTs. The leading countries conducting and
financing research turned out to be large countries of Asia, North America, and Europe,
which is also reflected in the leading affiliations and names of the leading researchers.

Table 1. Summary of results of bibliographic analysis (WoS, Scopus, PubMed).

Parameter/Feature Value

Leading types of publication Article (35.9%), conference paper (25.1%),
book chapter (15.2%), review (13.9%)

Leading areas of science Computer science (31.0%), Engineering (20.4%),
Medicine (10.6%)

Leading topics

Industrial: design and manufacturing,
telecommunications, security systems,
human–computer interactions

Medical: cardiac arrhythmia, neuromuscular disorders,
nursing, tuberculosis and leprosy, wounds and ulcers,
ECK, multiple sclerosis, high-level disinfection

Leading countries India, USA, China, UK, Italy, Canada, Germany

Leading scientists N. Wickramsinghe, A. Athar, J. Cai, T. Huynh-The, H.C.
Kim, N. Ulapane, C. Yi, J. Zelcer

Leading affiliations Swinburne University of Technology, Galgotias University,
Mohamed Bun Zayed University of Artificial Intelligence

Leading funders (where
information available)

National Natural Science Foundation of China, Horizon
2020 Framework Programme/European Commission,
Ministry of Science and ICT of South Korea, Ministry of
Science and Technology of China

3.1. Sources of Data for AI-Based DTs

The creation and maintenance of AI-based DTs in healthcare is facilitated by the
availability of large historical datasets from previous clinical trials and other real-world
data sources (e.g., patient biometrics collected from mobile devices). AI-based DTs in
healthcare rely on a diverse set of data sources to accurately model a patient’s health
status. Electronic health records (EHRs) provide a structured medical history, including
diagnoses, treatments, and laboratory test results. Mobile devices and remote monitoring
systems provide real-time physiological data such as heart rate, blood pressure, and
activity levels. Medical imaging (e.g., MRI, CT scans) offers detailed anatomical and
functional information that is crucial for creating accurate models of organs and systems.
Genomic data provide personalized insights into a patient’s genetic predispositions and
potential responses to treatment. Patient-reported outcomes and data from mobile health
apps capture subjective experiences, symptoms, and lifestyle factors that impact health.
Environmental and social determinants of health provide context about external factors,
such as air quality and socioeconomic status, that affect a patient’s well-being. Pharmacy
records provide information on medication adherence and potential interactions. Finally,
clinical notes and unstructured data from healthcare professionals add valuable narrative
information, often processed using natural language processing (NLP) techniques to help
others understand a patient’s condition. There is also the challenge of combining disparate
datasets and omics to quickly interpret large datasets to generate health and disease
indicators to improve sampling and longitudinal analysis [17–20].

Multiomics in AI-based DTs involves integrating data from multiple “omics”
disciplines—genomics, proteomics, transcriptomics, metabolomics, and epigenomics—
to create a comprehensive and personalized model of a patient’s biological processes.
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Genomics provides information about a patient’s DNA sequence and genetic variants,
helping to predict disease risk and response to treatment. Proteomics analyses the proteins
expressed by genes, offering insight into cellular function and disease mechanisms. Tran-
scriptomics examines RNA transcripts to understand patterns of gene expression that can
indicate how genes are activated or repressed under specific conditions. Metabolomics
focuses on metabolites, small molecules produced during metabolic processes, revealing
real-time physiological states and treatment responses. Epigenomics examines DNA modi-
fications that affect gene expression without changing sequence, providing information
on how environmental factors affect genetic activity. By integrating these omics layers,
AI-based DTs can model the complex interplay of biological processes with unprecedented
precision. This holistic approach allows for the more accurate prediction of disease pro-
gression, treatment efficacy, and personalized healthcare strategies, ultimately improving
patient outcomes [21–24].

3.2. AI-Based DT Architecture

An AI-powered patient DT is a virtual replica that dynamically reflects a patient’s
physiological, psychological, and behavioural states in real time. The architecture typically
integrates data from multiple sources, such as EHRs, wearable devices, and imaging
systems, to create a comprehensive patient model. The system uses advanced machine
learning algorithms to continuously update and refine the twin, ensuring it accurately
reflects the patient’s current health status. A key component is a predictive analytics
engine that can simulate potential outcomes based on different treatment scenarios, helping
clinicians make informed decisions. The architecture often includes a feedback loop in
which the AI analyses real-time data, predicts changes, and recommends interventions that
are then validated and implemented in the real world. Interoperability is key, enabling the
digital twin to integrate with various healthcare systems and devices, ensuring a seamless
flow of data. Privacy and security measures, such as encryption and anonymization, are
integral to protecting sensitive patient data. DT models also include a user interface that
provides visualizations and insights for medical professionals, enabling them to more
effectively monitor and manage patient health. In advanced implementations, the twin
can incorporate natural language processing (NLP) to interpret unstructured data from
clinical notes and patient communications, further enriching the model. Finally, continuous
learning capabilities ensure that the DT model evolves over time, adapting to new medical
knowledge and the changing the health profile of an individual patient [22–27].

DTs represent a virtual model of a physical system, object, or process in real time,
which is why their accuracy and functionality rely heavily on advanced AI models and ML
methods and the accuracy of the data learned and used later for model honing. At the core
of DTs are AI-based models such as deep learning, reinforcement learning, and generative
models, which are used to predict and optimise the performance of physical/physiological
entities. In healthcare applications, neural networks, such as convolutional neural networks
(CNNs) and recurrent neural networks (RNNs), enable DTs to process sensor data, identify
patterns, and predict future patient behaviour. These models are trained using large
datasets that record historical performance, often relying on supervised learning methods
to map inputs to specific outputs, such as predicting failures/illnesses or optimising
operations. Unsupervised learning techniques such as clustering and anomaly detection
are key in identifying patterns in unlabelled data, enabling DTs to detect unusual body
system behaviour or emerging faults in real time. As a particularly effective method for
decision-making in dynamic environments, reinforcement learning (RL) enables DTs to
autonomously optimise processes such as autonomous systems, where the DT continuously
improves its performance by interacting with its environment. Physics-based neural
networks (PINNs) are also being used to embed physical laws directly into AI models,
ensuring that predictions are consistent with known physical constraints, which is crucial
in areas such as healthcare, aerospace, or energy systems, where deviations from physical
laws can lead to dangerous consequences. The integration of generative models, such as
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variational autoencoders (VAEs) and generative adversarial networks (GANs), enables
the creation of virtual simulations that mimic the performance of a physical twin under
different conditions, helping to proactively maintain or test new configurations without
affecting actual operations. In addition, transfer learning allows DTs to quickly adapt to
new environments or conditions, using knowledge from one model or system to optimise
another. Real-time feedback loops between a physical entity and its digital counterpart
are facilitated by AI models that process continuous streams of data, often involving
complex sensor fusion techniques to combine data from different sources. A growing trend
is the implementation of federated learning in DTs, where multiple twins collaborate to
improve their models without sharing raw data, thus protecting privacy and reducing
data transfer needs. DTs are evolving to use hybrid AI models that combine data-driven
machine learning approaches with traditional physics-based simulations to provide more
accurate, reliable, and interpretable results. These AI models allow digital twins to move
from mere simulations to fully autonomous systems capable of self-adaptation, prediction,
and decision-making in complex and changing environments.

There is no single formalized framework for AI-based DTs; moreover, depending
on the application, the patient–organ model itself may not be the final result, but only
an intermediate link for the further development of personalized medicines or implants
(Figures 6–9) [28–32].

Figure 6. AI-based DT architecture (own version based on [22–27]).

Figure 7. Example of basic workflow for AI-based DTs (own version based on [22–27]).

Figure 8. Example of advanced workflow for AI-based DTs (own version based on [22–27]).
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Figure 9. Example of pharmaceutical workflow for AI-based DTs for personalized drugs (own version
based on [22–27]).

3.3. AI-Based DT Building

The proposed steps for building AI-generated DTs in personalized healthcare are as
follows (Table 2). For the purposes of this study, it was assumed that DTs can be applied
to both a sick patient and a healthy person (e.g., an athlete) in the context of preven-
tive medicine [33,34]. Therefore, DTs must reflect both physiological and pathological
processes/states.

Table 2. Stages of building AI-generated DTs in personalized healthcare (own version based on
[33–39]).

Stage
Number

Stage Name Tasks

1 Data collection
Collecting comprehensive and diverse patient data, including electronic health records,
genetic information, lifestyle data, and real-time data from wearable devices, to create a

detailed foundation for the digital twin.

2 Data integration and
preprocessing

The collected data undergoes integration and pre-processing, where data from different
sources is standardized, cleaned, and organized (e.g., normalized, balanced) to ensure

consistency and readiness for modelling.

3 Model/algorithm selection
and development

AI algorithms and ML models are selected and developed to represent the patient’s
physiological systems, health status, and potential responses to treatment. This can be

carried out based on pre-prepared initial templates for easier initialization.

4 Simulation
and calibration

The DT is simulated using the processed data, and the model is calibrated to reflect the
patient’s actual current health status by adjusting parameters to ensure that the DT

accurately reflects the patient’s unique characteristics important for clinical diagnosis. Also,
the directions and degree of their changes should be the same as those of the patient.

5 Validation
and testing

The constructed DT undergoes rigorous validation and testing against real-world outcomes
to ensure that it accurately predicts the patient’s health trajectory and response to

various interventions.

6 Personalization and adaptation
The DT is then personalized by incorporating patient-specific factors and continually

updating the model with new data to reflect any changes in the patient’s health over time
and to keep the DT current (concurrent with the physical original).

7 Integration into clinical processes
The DT is integrated with clinical processes, providing healthcare providers with a tool for
real-time decision support, treatment planning, and monitoring patient progress. Initially,

this may be carried out using the infrastructure of medical simulation centres.

8 Feedback and refinement

As a DT is used in clinical practice, continuous feedback is collected from medical
professionals and healthcare providers and results are monitored, leading to the continuous

refinement and improvement of the model (both the technology itself, its engine and
templates, and the specific DT of a healthy patient or one with specific conditions).

9 Ethical and regulatory compliance Ensuring DT compliance with ethical standards and regulatory requirements is key, with
attention paid to patient consent, data privacy, and legal issues.

10 Implementation and monitoring
Finally, the DT is implemented for use in personalized healthcare, with continuous
monitoring to track its performance and effectiveness and to make further changes

if necessary.

11 Continuous improvement
The DT is never finished; it constantly evolves with changes in technology and the patient’s

health, and after the patient dies and is anonymized, it serves as a basis for the teaching,
learning, simulation, and development of the next generation of DTs.

The integrated digital twin model in personalised healthcare, generated by AI, is a
dynamic, virtual representation of a patient’s physiological and medical state. It is con-
stantly evolving, reflecting real-time input from wearables, EHRs, and genetic information.
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Artificial intelligence ensures model convergence by optimising algorithms that adapt and
improve based on a variety of biomedical data, ensuring high quality and accurate simula-
tions. Machine learning models dynamically adapt as new data are introduced, providing
a personalised profile that becomes increasingly accurate over time. To systematically
populate the model, artificial intelligence integrates structured (clinical data, lab results)
and unstructured data (doctors’ notes, imaging) using NLP and other AI techniques. The
model predicts individual responses to treatment and medical conditions by simulating
complex interactions in the patient’s biological systems. Using patient-specific data helps
doctors make more informed decisions about diagnosis, treatment plans, and disease
prevention. The AI system continuously monitors convergence rates, ensuring that as the
digital twin develops, its simulations are consistent with the patient’s actual physiological
responses. As more patients submit data, the AI learns from the larger dataset, further
refining predictions and personalised care recommendations. Finally, the convergence of
the model relies on a feedback loop between data collection, AI-based insights, and actual
clinical outcomes, ensuring both the precision and accuracy of personalised healthcare.

The structure of such an integrated digital twin model in personalised healthcare
consists of several interconnected layers: data acquisition, data processing, AI-based
modelling, simulation, and feedback. Data acquisition includes the continuous collection of
biomedical data from wearables, EHRs, and genetic databases, ensuring the capture of both
real-time and historical data. The data processing layer cleans, organises, and standardises
the incoming data, enabling consistent input for AI algorithms. AI-based modelling uses
ML and deep learning techniques to interpret the data and generate personalised health
models that adapt as more information becomes available. Layers of simulation then
predict patient-specific outcomes, such as disease progression, response to treatment, or
physiological changes.

3.4. AI-Based DT Clinical Use

DTs can use AI models to predict future health outcomes for individual patients in
the form of an AI-generated digital twin to support the rapid assessment of intervention
strategies in silico. We gain the ability to update real-time data from our physical patients
and connect to multiple diagnostic and therapeutic devices. To date, at least several
methods have been defined for the use of AI-generated DTs in personalized healthcare. By
analysing a patient’s DT, physicians can predict the onset of diseases or complications before
they manifest in various scenarios, enabling early intervention and potentially preventing
adverse health events and reducing the invasiveness and cost of therapeutic interventions.
DTs can be used to simulate a patient’s response to different treatment options, allowing
healthcare providers to tailor treatments based on DT predictions, thereby optimizing
outcomes for the individual. DTs can be used to model a patient’s response to different
medications, helping to identify the most effective medications and doses while minimizing
side effects, especially in cases where personalized drug therapy is crucial. Surgeons can
use DTs to plan complex surgeries by simulating different procedural approaches and
predicting outcomes, thereby reducing risk and improving surgical precision. DTs enable
the continuous monitoring of a patient’s health through real-time data analysis, allowing
for timely adjustments to treatment plans and the management of chronic conditions.
Interestingly, patients can interact with their DTs to better understand their health status,
the impact of lifestyle choices, and the potential outcomes of different treatments, allowing
them to make more informed decisions.

With improved diagnostics and prognosis, AI has the potential to revolutionize various
fields of medicine by supporting medical professionals for AI-cased DTs. The implementa-
tion of omni-channel engagement in digital health interventions and digital twins allows
the flexibility of personalization that can increase and sustain patient engagement in digi-
tal health interventions and, ultimately, the quality of care and patient outcomes [40,41].
Yada et al. proposed to supplement structured cancer patient data with clinical concepts
extracted from unstructured text (e.g., hospital discharge notes) using NLP techniques
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to extract disease and drug names and link them to medical concepts using medical dic-
tionaries. These data included richer information on patient symptoms than tabulated
diagnosis records and could be a useful supplement, further enhanced by a drug safety
module that captures suspected adverse drug reactions caused by the concomitant use
of anticancer drug pairs [42]. In the study by Khan et al., DTs support the monitoring of
respiratory failure, accelerating necessary interventions, helping to personalize treatment
plans, and providing decision support to healthcare professionals. Respiratory data were
collected using an ESP32 Wi-Fi Channel State Information (CSI) sensor and statistically
augmented with time-series data to generate larger synthetic respiratory data with the
comparative analysis of the experimental and synthetic datasets. These data were then
denoised (smoothed and filtered) and dimensionality reduced using principal component
analysis (PCA). The patient’s breaths per minute (BPM) were estimated from the raw
patient data with an accuracy of 92.3% from the raw respiratory data and an accuracy
of 89.2% and 83.7% from the combined real and synthetic respiratory datasets with the
larger synthetic dataset, respectively [43]. The study by Avanzato et al. demonstrates an
approach to the diagnosis and treatment of chest diseases known as Lung-DT, which is
based on IoT sensors and AI algorithms and is used to establish a digital representation of
a patient’s respiratory health. Based on the YOLOv8 neural network, this system classifies
chest X-rays into five distinct lung disease categories (normal, COVID-19, lung opacity,
pneumonia, and tuberculosis) with an average accuracy of 96.8%, a precision of 92%, a
recall of 97%, and an F1 score of 94%.This not only allows for the real-time monitoring of
lung health through continuous data collection from IoT sensors, facilitating early diagnosis
and intervention, but also the automated and objective evaluation of chest X-rays, reducing
the dependence on subjective human interpretation and combining multiple data streams
for personalized treatment plans [44]. Maglogiannis et al. presented the AI4Work project
approach to using digital twin technology to improve work environments where AI and
robots seamlessly collaborate with humans in a human–machine task division across six
domains. DTs can help occupational physicians and psychologists create a sustainable
work environment, e.g., by monitoring the physical and mental health of hospital staff to
predict burnout symptoms. In education, AI4Work can help maintain the mental health
of teachers and students and a sustainable learning environment [45]. Kuriakose et al.
showed that most of the research on DTs in healthcare has been carried out since 2018, with
significant contributions from the interdisciplinary fields of AI, ML, and data science. It en-
ables data interoperability and privacy protection and primarily represents an opportunity
for chronic disease management, predictive analysis, drug discovery, and surgery plan-
ning [46]. Adibi et al. have shown that sensor-driven digital twins can further extend the
capabilities of location-based services (LBS) in smart environments to meet both healthcare
needs and patient requirements. The broader use of wearable medical devices, AI-based
health analytics, and digital twin applications will help improve personalized healthcare
interventions and emergency response capabilities. This demonstrates the potential of
mobile DTs with patients [47]. In telemedicine, DTs can be used to deliver personalized
care plans and real-time health monitoring to remote patients, ensuring that they receive
high-quality care regardless of their location [46,47]. DTs enable virtual clinical trials, where
multiple scenarios can be tested in a model before actual human trials, improving design
and reducing risk in developing new therapies. By simulating multiple risk factors and
their interactions, digital twins can provide personalized health risk assessments, helping
to identify and mitigate potential threats to a patient’s health. In post-operative or chronic
care settings, DTs can be used to track a patient’s rehabilitation progress, providing insight
into the recovery process and adjusting care plans as needed to support optimal recovery.
These benefits of AI-based DTs will see them dominate the healthcare market, displacing
competing solutions [48–52].

It is possible to improve patient care through various means (simulated clinical trials,
disease prediction, the remote monitoring of the patient’s condition, treatment progress,
treatment plan adjustments), especially in the environment of smart cities and smart territo-
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ries and through the wider use of 6G, blockchain (and soon maybe quantum cryptography),
and the Internet of Things (IoT), as well as in the field of medical technologies, such as
multiomics. From a practical point of view, this requires not only efficient validation but
also seamless integration with the existing healthcare infrastructure [53–58].

AI-based DTs in preventive medicine are used to proactively monitor and manage a
patient’s health, with the goal of preventing diseases before they occur. By continuously
analysing real-time data from sources such as wearable devices and electronic health
records, DTs can identify early warning signs and subtle changes in a patient’s health.
Predictive analytics within a twin model can predict the likelihood of developing specific
conditions based on personalized risk factors such as genetics, lifestyle, and environmental
influences. This includes early signs of aging or differences in fitness (but also risk) in
athletes. These insights allow medical professionals to implement targeted interventions,
such as lifestyle modifications or preventive treatments, to mitigate potential health risks.
DTs can simulate the effects of different preventive strategies, helping clinicians choose the
most effective approach for each person. It also supports personalized health education,
providing patients with tailored recommendations to maintain optimal health. Overall,
AI-based DTs enable a shift from reactive to proactive healthcare, significantly increasing
efforts to prevent disease and maintain health [56–60].

3.5. User Interfaces

AI-based DTs in healthcare are characterized by user interfaces that are highly intu-
itive and visually engaging, designed to present complex data in an easily understandable
format. They often include 3D representations of the human body, where clinicians can
interact with different organs or systems, gaining real-time insight into the patient’s condi-
tion. Interactive dashboards display a wealth of information, from vital signs to predictive
analytics, using clear graphs, tables, and color-coded alerts to highlight critical issues.
Interfaces are typically responsive, adapting to different devices such as tablets or desktops,
ensuring accessibility in a variety of clinical environments. Advanced features can include
simulation controls that allow healthcare providers to predict the outcomes of potential
treatments by manipulating variables in the digital twin. Natural language processing
capabilities are often integrated, allowing users to search the system using conversational
language, making the technology more accessible to non-specialists. The interfaces also
emphasize data privacy and security, with multi-layered authentication and encrypted
data streams to protect patient information. Collaboration tools are embedded, allowing
multiple healthcare providers to simultaneously view and interact with the DT, supporting
a collaborative approach to patient care. Additionally, these interfaces are designed to be
highly configurable, allowing clinicians to tailor the display to their specific needs, whether
focusing on a specific organ system or integrating a specific patient history. They also
offer real-time updates and notifications, informing users of any significant changes in a
patient’s condition or new insights generated by the AI algorithms. Finally, the interfaces
often include educational modules, providing training and support to healthcare providers,
ensuring they can effectively use the advanced features of the digital twin [61,62].

3.6. Interoperability

Interoperability between AI-based healthcare DT systems and other eHealth systems
is key to seamless data exchange and integration. These systems are typically designed
to communicate with EHRs, allowing DT systems to automatically retrieve patient data
such as medical history, lab results, and imaging studies. Standard protocols such as HL7
and FHIR are often used to ensure consistent and accurate data exchange between the
digital twin and various healthcare systems. AI-based DT systems are also capable of
integrating with clinical decision support systems (CDSSs), enabling real-time insights
to be incorporated into clinical workflows. Interoperability extends to mobile devices
and remote monitoring tools, enabling the continuous transfer of patient data, which is
then processed and visualized in the digital twin interface. These systems often include
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application programming interfaces (APIs) that enable connections to other healthcare
applications, facilitating the creation of a comprehensive and connected ecosystem. Data
interoperability ensures that digital twins can be used across healthcare settings, from
hospitals to outpatient clinics, ensuring continuity of care. They are also designed to meet
regulatory standards such as HIPAA and GDPR, ensuring secure data exchange between
systems and protecting patient privacy. Furthermore, AI-powered DTs can integrate with
public health databases and research platforms, providing anonymized data for large-scale
research and epidemiological tracking. Finally, interoperability with telehealth platforms
enables the use of digital twins during remote consultations, providing clinicians with
detailed patient information regardless of location [61–64].

4. Discussion

Previous studies and publications indicate that AI-generated DTs will play a key role
in personalized healthcare by creating dynamic, real-time models of individual patients
(or their organs), enabling precise and tailored flexible treatment plans. In a smart city
environment, they will facilitate continuous monitoring and proactive health management,
seamlessly integrating with digital health infrastructures such as IoT devices, telemedicine
platforms, and entire eHealth systems. These AI-based models will enable the predictive
diagnosis, early intervention, and optimization of healthcare resources, improving overall
public health outcomes. In addition, DTs provide patients with personalized insights about
their health, promoting informed decision-making and better engagement in their own
care. In this way, DTs are a transformative tool in the transition towards more personalized,
efficient, and proactive healthcare systems [63,64].

4.1. Current State of the Art Limitations

Healthcare DTs require diverse data from different sources, such as electronic health
records, wearable devices, and genetic information. Integrating these different types
of data into a coherent model remains a significant challenge. While AI can generate
DTs, ensuring that they adapt (including through self-learning) in real time to reflect the
changing condition of the patient remains difficult, especially in the case of unpredictable
health events. Using sensitive personal data (including health data) to generate DTs raises
privacy concerns. Ensuring that patient data are securely managed and compliant with
regulations such as the EU GDPR is a critical limitation. The accuracy of AI-generated DTs
depends on the quality and quantity of the data used. Inaccurate or incomplete data can
lead to unreliable models, potentially resulting in incorrect diagnoses or health prognoses.
Creating and maintaining complex DTs, especially those that simulate entire physiological
systems, requires significant computing power that may not be readily available in all
healthcare settings. In addition, there is no universal standard for how DTs should be
built or used in healthcare, especially in the case of AI/ML, leading to inconsistencies
in their development and application across organizations and systems. The use of DTs
in healthcare raises ethical questions, such as who is liable if a DT makes an incorrect
prediction and how to ensure equitable access to this technology. While DTs may work
well at a small scale or for specific use cases, scaling these models to widespread use across
patient populations is challenging due to the variability of individual health profiles. The
complex algorithms behind AI-based digital twins can be difficult to interpret, making it
difficult for healthcare providers to trust and act on the predictions and insights generated
by these models. The regulatory framework for AI-based digital twins in healthcare is still
evolving, and the approval processes, accountability, and long-term validation of these
technologies are uncertain [65–67].

4.2. Directions for Further Research

Future research should focus on developing methods for the seamless (automatic)
integration of different data sources, including standard formats and protocols, to improve
the interoperability and consistency of DTs across healthcare systems. Exploring advanced
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AI techniques for real-time data processing and dynamically updating DTs (reflecting the
patient’s current health status) will be critical to ensuring that these models accurately
reflect the patient’s current health status. Exploring ways to increase the accuracy of digital
twins through improved data quality, more comprehensive datasets, and improved AI algo-
rithms will be essential for reliable health predictions and interventions. Research should
prioritize the development of robust privacy-preserving technologies such as federated
learning, blockchain, and advanced encryption methods to protect sensitive patient data
while enabling the generation of effective, reliable DTs. Exploring scalable, cost-effective
computational methods, including the use of cloud computing and edge computing, will
be critical to making DTs more accessible and feasible at all levels of healthcare. Research
should delve into the ethical implications of digital twins, including establishing clear
guidelines for accountability, transparency, and fairness in the use of AI-generated models
in healthcare. Developing methodologies to scale digital twins to serve diverse and large
patient populations, accounting for differences in genetics, lifestyle, and environmental
factors, is a key area for future research. There is a need for research into explainable AI
(XAI) approaches that can make digital twin models more understandable to healthcare
providers, enabling them to trust and effectively use these tools in clinical decision-making.
Conducting long-term studies to confirm the efficacy and safety of DTs in various clinical
scenarios will be important for regulatory approval and widespread adoption. The ultimate
goal is to explore how to effectively integrate DTs into existing clinical processes, including
developing user-friendly interfaces and decision support systems that streamline rather
than disrupt healthcare delivery [67–71].

The future of AI-based DTs is linked to emerging technologies such as ML, 6G, IoT,
edge computing and augmented reality (AR), and the growing awareness of AI-based DTs
among healthcare professionals and their patients. The development of legal medicine
(health medicine) can have a major impact here. This future means even greater precision,
speed, and accessibility of DTs, making it an integral part of eHealth and smart city and
smart territory environments.

5. Conclusions

Digital society strategies in healthcare include the rapid development of digital twins
(DTs) of patients and of human organs in medical research and clinical practice to more ef-
fectively, quickly, and cheaply use artificial intelligence (AI) to develop effective treatments.
The evolution of digital twins from basic computer simulations to advanced, AI-based,
real-time virtual representations has been driven by advances in computer science, data
analysis, and data transmission and collection. Digital twins are now an essential tool
in modern healthcare and are poised to play a key role in future clinical advances. Sup-
port for this form of personalized medicine is necessary due to the complex technological
challenges, regulatory perspectives, and complex security and trust issues in this approach.
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39. Wojcik, G.M.; Kamiński, W.A. Self-organised criticality as a function of connections’ number in the model of the rat somatosensory
cortex. In Proceedings of the Computational Science–ICCS 2008: 8th International Conference, Kraków, Poland, 23–25 June 2008;
Proceedings, Part I 8. Springer: Berlin/Heidelberg, Germany, 2008; pp. 620–629.

40. Bhattad, P.B.; Jain, V. Artificial Intelligence in Modern Medicine—The Evolving Necessity of the Present and Role in Transforming
the Future of Medical Care. Cureus 2020, 12, e8041. [CrossRef] [PubMed]

41. Blasiak, A.; Sapanel, Y.; Leitman, D.; Ng, W.Y.; De Nicola, R.; Lee, V.V.; Todorov, A.; Ho, D. Omnichannel Communication to Boost
Patient Engagement and Behavioral Change With Digital Health Interventions. J. Med. Internet Res. 2022, 24, e41463. [CrossRef]
[PubMed]

42. Yada, S.; Nishiyama, T.; Wakamiya, S.; Kawazoe, Y.; Imai, S.; Hori, S.; Aramaki, E. Utility analysis and demonstration of real-world
clinical texts: A case study on Japanese cancer-related EHRs. PLoS ONE 2024, 19, e0310432. [CrossRef] [PubMed]

43. Khan, S.; Alzaabi, A.; Ratnarajah, T.; Arslan, T. Novel statistical time series data augmentation and machine learning based
classification of unobtrusive respiration data for respiration Digital Twin model. Comput. Biol. Med. 2024, 168, 107825. [CrossRef]
[PubMed]

44. Avanzato, R.; Beritelli, F.; Lombardo, A.; Ricci, C. Lung-DT: An AI-Powered Digital Twin Framework for Thoracic Health
Monitoring and Diagnosis. Sensors 2024, 24, 958. [CrossRef]

45. Maglogiannis, I.; Trastelis, F.; Kalogeropoulos, M.; Khan, A.; Gallos, P.; Menychtas, A.; Panagopoulos, C.; Papachristou, P.;
Islam, N.; Wolff, A.; et al. AI4Work Project: Human-Centric Digital Twin Approaches to Trustworthy AI and Robotics for
Improved Working Conditions in Healthcare and Education Sectors. Stud. Health Technol. Inform. 2024, 316, 1013–1017. [CrossRef]

46. Kuriakose, S.M.; Joseph, J.; Rajimol, A.; Kollinal, R. The Rise of Digital Twins in Healthcare: A Mapping of the Research Landscape.
Cureus 2024, 16, e65358. [CrossRef]

47. Adibi, S.; Rajabifard, A.; Shojaei, D.; Wickramasinghe, N. Enhancing Healthcare through Sensor-Enabled Digital Twins in Smart
Environments: A Comprehensive Analysis. Sensors 2024, 24, 2793. [CrossRef]

48. Krittanawong, C.; Rogers, A.J.; Aydar, M.; Choi, E.; Johnson, K.W.; Wang, Z.; Narayan, S.M. Integrating blockchain technology
with artificial intelligence for cardiovascular medicine. Nat. Rev. Cardiol. 2020, 17, 1–3. [CrossRef]
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Featured Application: The research results described in the article will find applications in

modern systems that integrate electronic devices with textiles in the form of e-textiles and

intelligent clothing.

Abstract: This paper introduces a novel approach to fabricating textile microwave transmission
lines through knitting techniques. These textile-based transmission lines, capable of transmitting
high-frequency signals between wearable transceivers and antennas, offer significant potential for
the development of advanced wearable electronics. By leveraging a single technological process, our
proposed method enables the creation of flexible and wearable devices. To demonstrate the feasibility
of this approach, we present the design and numerical modeling of a microstrip line operating
within the gigahertz frequency range. A prototype structure was fabricated and experimentally
characterized, revealing moderate attenuation of less than 5 dB for frequencies below 2.5 GHz.
However, a major challenge in the field of wearable electronics is the real-time applicability of such
devices. Our work aims to address this challenge by providing a flexible and scalable solution for
integrating wireless communication capabilities into wearable systems. Future research will focus on
further optimizing the design and fabrication processes to enhance performance and minimize signal
loss, ultimately enabling the realization of practical and user-friendly wearable devices.

Keywords: e-textiles; knitted fabric; wearable electronics; microwave elements

1. Introduction

Wearable systems are made of electronic devices designed to be worn on the body,
often integrated into clothing or accessories. These systems leverage advancements in
technology to provide a wide range of functionalities, enhancing various aspects of daily
life [1]. Wearable systems can be used for health monitoring, tracking vital signs, detecting
anomalies, and providing early warnings for potential health issues [2]. They can also be
used for fitness and activity tracking, measuring steps, heart rate, sleep patterns, and calorie
consumption to support fitness goals [3]. Additionally, wearable systems can be employed
for environmental sensing, monitoring air quality, noise levels, and other environmental
factors to assess exposure and inform decision-making [4]. Furthermore, wearable systems
can enhance personal safety by detecting falls, emergencies, or threats, and providing
immediate assistance or alerting designated contacts [5]. They can also offer augmented
reality experiences, enhancing the physical world with digital information and providing
immersive interfaces [6]. Wearable systems can be used for data transmission, collecting
and transmitting data for analysis, research, or communication purposes [7–11]. Finally,
they can provide entertainment and gaming experiences, offering interactive content and
social connectivity [12]. The versatility of wearable systems enables them to cater to
diverse needs and preferences, making them a growing and influential segment of the
technology landscape.
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Wearable electronics benefits from technology development, especially the miniatur-
ization of integrated circuits and improvement of power density available from recharge-
able batteries. Since high-frequency transceivers have become a one-chip solution, high-
frequency wireless transmission has become available for wearable systems. This, however,
requires textile antennas and textile transmission lines to connect them with electronic
devices. The development of textile-based microwave transmission lines is essential for
the realization of fully integrated wearable electronic systems, as presented in Figure 1.
Microwave transmission lines serve as crucial conduits for delivering radio frequency (RF)
signals from transceivers to antennas and need to have a fixed impedance (usually 50 Ω)
and low signal attenuation in high-frequency ranges. In the context of wearable devices,
where antennas are often fabricated from textile materials [13–16], the use of textile trans-
mission lines offers significant advantages. By employing a fully textile-based structure,
the entire system becomes inherently flexible and lightweight, ensuring comfort and ease of
wearability [15–17]. This integration of textile components not only enhances the aesthetic
appeal of wearable devices, but also facilitates seamless integration with clothing and other
textiles, providing a more natural and unobtrusive user experience.

 
Figure 1. Schematic view of the wearable wireless system with textile antenna and textile transmis-
sion line.

Textile transmission lines can be fabricated with different technologies. The embroi-
dery of conductive yarn into dielectric textile substrate was used in [18]; however, the
limited precision of the embroidery process affected the performance of the structure. An-
other paper presents textile lines that were made by sewing electro-conductive strips onto a
non-conductive textile substrate for the composition of textile materials [19]. This approach,
however, requires a precise positioning of the upper and lower layers relative to each
other and their stabilization during the stitching process. Also, screen-printing technology
has been applied for textile transmission line fabrication [20]. Using this technology, the
minimal feature size depends not only on the paste, the stencil, and the number of printing
passes, but also on the textile substrate; it has been shown that wide geometrical tolerances
are not suitable for microwave structures. Textile transmission lines were fabricated using
conductive yarns and ultrasonic welding technology [21]; however, this technology influ-
ences the thickness of the dielectric layers, melting the yarns, and may not be suitable for
high-frequency applications.

The technology of spacer knitted fabrics, also known as layered knitted fabrics or 3D
knitted fabrics, has been known for many years and is widely used in many industries.
Products manufactured in this way can be found on a daily basis in the furniture industry
(as upholstery for office furniture, sofas, and headboards), automotive industry (seats,
covers, filters), footwear (specialized insoles for footwear, upper part of shoes), and cloth-
ing (protective clothing, sportswear), but new development opportunities are constantly
emerging for manufacturers of this type of knitted fabric [22–26]. Recently, distance knitted
fabrics have been used in wound dressings, compression products, channel mats, and
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composite products [27–30]. Three-dimensional knitted products can be made of classic
knitting yarns made of staple or filament fibers, natural, artificial or synthetic fibers, threads
with special electrically conductive properties, technical threads with increased mechanical
or thermal strength, or waterproof or luminescent yarns [27–31].

Spacer knitted fabrics differ from classic knitted fabrics in that they are mostly made
of two layers [31–34], but there are also known works where a three-layer weft product
has been obtained [35]. It is worth emphasizing that these layers are not dependent on
each other and are often even separated by a certain distance, defined at the production
stage. This distance can be achieved in three ways: connections through stitches, through
intermediate yarn, or by scooping. The connections between the decks in 3D knitted
fabric are extremely important because they determine the subsequent physical properties
of the material. Depending on needs, spacing between the layers of 2 to 65 mm can be
achieved [36].

Innovative knitted commodities based on weft distance knitted fabrics are created on
special machines called crochet machines; flat crochet machines or cylindrical machines can
be used for this purpose [37]. The spacer knitted fabric technology allows for the production
of textile materials with unique properties that cannot be obtained by any other methods
(low specific gravity, high elasticity, appropriate thermoregulatory properties). It is worth
noting that it is possible to design a layered structure in which each layer has different
properties; these properties can be completely independent of each other or even divergent
(e.g., one side of the material can absorb moisture and the other be hydrophobic) [38,39].
In one preparation stage, a material is made from three or more coils, which makes the
manufacturing process itself relatively cheap and simple compared to other methods of
creating spatial textiles.

A single-process fabrication method for textile transmission lines offers significant
advantages for wearable electronics. By seamlessly integrating conductive and insulating
elements within a textile structure, this approach enhances mechanical integrity, electrical
performance, and scalability. This leads to improved durability, consistent impedance
matching, reduced interference, and efficient production. Furthermore, the resulting de-
vices are highly flexible, lightweight, and comfortable to wear. This enables the creation of
complex and multifunctional wearable electronic systems, such as smart clothing, health
monitoring devices, and interactive garments. By seamlessly integrating transmission lines
into clothing, we can create truly functional and stylish wearable devices that blend seam-
lessly into our everyday lives. In this paper, a microwave transmission line is presented that
was fabricated with knitting technology. In one technological process, a 3D structure was
fabricated that consists of a conducting strip on top of a dielectric structure that separates it
from the conducting ground plane. The following sections present the transmission line
design and preliminary computer simulations. This is followed by a detailed description
of the knitting technology that was used for the prototype fabrication. Later, the results
of measurements obtained with the prototype transmission line are presented and com-
pared to the results of simulations. It is shown that the proposed structure can be used for
microwave wearable systems that operate below 2.4 GHz ISM band.

2. Materials and Methods

2.1. Microstrip Transmission Line Model

Microwave transmission lines enable the transmission of high-frequency signals from
a source to the load. In the case of wearable wireless systems, the signal source is the
transmitter output and the load is the textile antenna, as presented in Figure 1. Each of
these elements is characterized by its impedance, as shown for the case of the microstrip
line in Figure 2, where the source of the signal a1 is connected to port 1 of the line, while
the output signal b2 at port 2 is connected to the load (textile antenna, potentially).
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Figure 2. Microstrip transmission line impedances and signal definition.

To avoid reflection losses, the transmitter output impedance Zg should be equal to
the characteristic impedance of the line Zs, and this should be equal to the antenna input
impedance Zl. Typically, high-frequency elements have an impedance aimed at the ref-
erence value Z0 = 50 Ω, and any component of the system, such as the transmission line,
should have a very similar value of impedance. In high-frequency systems, where unbal-
anced transmission lines (such as the microstrip line discussed herein) are predominantly
used, the characteristic impedance is standardized to a value previously common in coaxial
lines. Except for the 75 Ω cable used in television systems, the majority of coaxial cables
and connections in everyday use have a 50 Ω characteristic impedance. These decisions
are justified by the fact that an air-filled coaxial line has maximum power capacity at a
characteristic impedance of roughly 30 Ω and minimum attenuation at a characteristic
impedance of roughly 77 Ω. Therefore, a 50 Ω characteristic impedance is a trade-off
between highest power capacity and least attenuation [40]. The measure of impedance
matching that is used in this paper is the S11 element of the scattering matrix, defined in
logarithmic scale (in dB) as follows (1) [41]:

|S11| = 20 · log10

(
Zs − Z0

Zs + Z0

)
, (1)

where

Zs is line impedance;
Z0 is the reference impedance of the system (50 Ω).

In the case where the impedance of the elements is equal to the reference impedance
Z0, there is no signal reflection and the value of the S11 module approaches minus infinity.
The greater the impedance mismatch, the greater the signal reflection and the value of the
S11 module. In extreme cases (short circuit or open circuit), the value of this parameter is
0. It is desired then for the transmission line to have as small an S11 module as possible;
however, practically, values below −10 dB are acceptable, since this corresponds to the case
when the reflected signal power is 10 times smaller than the power of the inserted signal.

Another important parameter describing the transmission line is signal attenuation.
Referring to Figure 2, it is the ratio of the output signal b2 at port 2 to the input signal
a1 at port 1. It can be described by the parameter S21 of the scattering matrix, which is
the transmittance from port 1 to port 2, and is defined in logarithmic measure as follows
(2) [41]:

|S21| = 20 · log10

(
b2

a1

)
, (2)

where

a1 is the signal inserted at port 1;
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b2 is the signal leaving port 2.

The value of the S21 parameter should be as high as possible, ideally being 0 for a
lossless line, for which b2 = a1. In practice, lines with attenuation not exceeding a few
decibels are acceptable.

The microstrip line, which has been extensively studied, is a widely used form of
planar transmission line due to its easy miniaturization and integration with passive
and active microwave devices, as well as its ability to be made using photolithographic
methods [40].

Figure 3 illustrates a microstrip line’s geometry. A thin layer of conducting material,
of thickness hg, is placed on the lower surface of a dielectric material of thickness hd and
permittivity εr. On the upper surface of the dielectric, there is a thin strip of conducting
material of width ws and thickness hs, while L is the length of the line.

 
Figure 3. Microstrip transmission line dimensions.

The microstrip transmission line is an unsymmetrical quasi-TEM waveguide that
requires the connection of the conducting layer (that is located on the bottom surface of the
dielectric) to the ground potential, as presented in Figure 2. It is then compatible with the
transceivers, which often have unsymmetric output, and with antennas with unsymmetric
feeding; it is especially compatible with microstrip antennas that also have a dielectric
backed with a grounded conductor layer [42].

In the literature, there are analytical relations used both for designing and analyzing
the microstrip transmission line [41,42]. The first approach allows the determination of
the dimensions of the line, assuming the required characteristic impedance. The second
approach assumes knowledge of the structure geometry and material properties. On this
basis, the line input impedance and other parameters, such as attenuation or the velocity
of signal propagation, are calculated. A significant limitation of this approach is that the
analytical formulas are derived assuming that the thickness of the conductive strip is many
times smaller than the thickness of the dielectric. It is then possible to ignore the edge
effects associated with the complex distribution of the electric field at the boundary of the
strip and the dielectric. In the case of the textile transmission line presented here, such
an assumption is not met because in knitting technologies it is impossible to obtain very
thin conductive layers. Knowing the parameters of this technology, it was assumed that
strip thickness would be approximately hs = 0.5 mm and substrate thickness would be
hd = 3.5 mm. For this structure, hs is 1/7 of the substrate thickness, and in such a case the
analytical approach cannot be applied.

To design a knitted microstrip transmission line that operates in a 2.4 GHz band,
computer simulations were applied in the CST Studio Suite program (2022.05 release).
Simulations were made in a time domain using the Finite Integration Technique (FIT) [43].
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This allowed us to include in the simulations the significant thickness of the strip in relation
to the dielectric. Figure 4 shows a cross-sectional view of the line model in which a complex
structure of knitwear is approximated as the homogenous material. The knitted dielectric
substrate is modeled as a lossy dielectric and characterized by a relative permittivity εr
and loss tangent tan (δ). The conducting surfaces at the bottom of the dielectric and the
strip are modeled as perfect conductors. In this model, hexahedral mesh was used, the size
of which was automatically adjusted to the geometry of the model. The shortest edge of
the mesh was 0.1 mm (in the region of the ground conductor) and the largest was 2.5 mm
(in the free space region). The distribution of the module of electric field intensity in this
structure is presented in Figure 5. In this case, the complex nature of this distribution in the
area of the side walls of the strip, near the dielectric, is visible.

Figure 4. Numerical model of microstrip transmission line (cross-section).

 
Figure 5. The electric field intensity in the cross-section of the transmission line model at 2.5 GHz.

The geometrical parameters of the microstrip line were selected considering the limi-
tations of the available equipment and the knitting technology employed for its fabrication.
This necessitated the use of a 3.5 mm thick dielectric substrate. The strip height that could
be obtained in the considered technology was equal to 0.5 mm, while its width was chosen
to be significantly smaller than the substrate; however, this parameter could not be varied
over a wide range. The final geometrical parameters of the line that could be realized using
the available equipment are presented in Table 1.

To investigate the behavior of the textile transmission line, a series of numerical simu-
lations were conducted using a transmission line model. Given the inherent uncertainty in
the electrical properties of textile substrates, a parametric approach was adopted to explore
the impact of varying relative permittivity (εr) and loss tangent (tan (δ)) on the line’s perfor-
mance. Simulations were carried out for εr values ranging from 1 to 4 and tan (δ) values
from 0 to 0.2. For clarity, only the results corresponding to three representative values of
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each parameter are presented in Figures 6 and 7. Figure 6 illustrates the S11 parameter for
different εr values and tan (δ) = 0.05, while Figure 7 depicts the S21 parameter for varying
tan (δ) values and εr = 1.5. The comprehensive simulation dataset was instrumental in
identifying the optimal material properties for the fabricated prototype line. By comparing
the simulation results to the experimental measurements, the actual values of εr and tan (δ)
were determined.

Table 1. Parameters of the transmission line.

Parameter Value (mm)

Line length, L 115
Line width, W 65

Strip width, Ws 11
Thickness of dielectric, hd 3.5
Thickness of the strip, hs 0.5

Thickness of the ground plane, hg 0.2

 
Figure 6. S11 obtained from simulations for tan (δ) = 0.05 and various εr parameters.

 

Figure 7. S21 obtained from simulations for εr = 1.5 and various values of the tg(δ) parameter.
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2.2. Microstrip Transmission Line Fabrication Technology

To fabricate the knitted transmission line, weft spacer knitted fabric technology was
selected, as it provides the possibility of making the product using a small amount of
raw material, directly from the coil, bypassing the processes of yarn preparation before
production, such as rewinding or weaving. A model of 3D weft knitted fabric is made of two
outer layers made with a basic weave (usually shaker stitch), bonded with a monofilament
thread (separates the outer layers). The monofilament thread does not form loops: it is
knitted in the form of take-up, keeping the outer layers at a distance from each other. The
construction of the classic spacer knitted fabric is shown in Figure 8.

Figure 8. Spacer knitted fabric structure.

The microstrip transmission line was made using spacer weft knitting technology on
a Mayer & Cie cylindrical crochet machine (Mayer & Cie, Albstadt, Germany), type OVJA
36. The machine had a needle number of 20 (E20), a cylinder with a diameter of 30 inches,
and a needle pitch of 1.27 mm (Figure 9).

 
Figure 9. The Mayer & Co knitting machine used in the work to create a transmission line.
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This knitted fabric consists of two outer layers made of basic weaves and an inner
layer made of sections of threads running between the outer layers of the knitted fabric.

The outer layers of the knitted fabric are created with a plain stitch, using two types
of yarns: Shieldex Z100HB yarn (Shieldex, Bremen, Germany) with a linear mass of
117/17 dtex (transmission path and mass plane) and polypropylene monofilament with a
diameter of 0.08 mm (the remaining area of the upper layer of the knitted fabric surrounding
the electroconductive path). The inner layer, called the spacer, is made of monofilament
polypropylene thread. The selection of materials for the textile transmission line was
primarily influenced by the capabilities of the crochet machine. This machine, typically
used for producing flat structures, was adapted to create 3D structures by adjusting the
cylinder position. The needle count of the machine determined the suitable yarn diameter,
with 0.08 mm threads proving optimal for smooth operation and precise stitch formation.
Extensive experimentation with different yarn types revealed that this particular diameter
minimized yarn stress, preventing errors in the knitted fabric. While the type of yarn
did not significantly affect production capacity, factors such as machine speed and weave
pattern influenced the overall performance.

All the component weaves forming the spacer knitted fabric are shown in Figure 10,
while Figure 11 shows the produced sample taken using an OPTA-TECH SN series stereo-
scopic microscope (OPTA-TECH, London, UK) in cooperation with the Opta View Version
4.3.0.6001 software. A spatial knitted fabric in the form of the so-called sleeve was obtained.
The parameters of the knitted fabric forming the transmission line are presented in Table 2.

 
Figure 10. Spacer knitted weaves: (a,b) plain stitch; (c) monofilament providing distance (not forming
the knitted mesh).

Table 2. Parameters of the knitted fabric forming the transmission line.

Parameter Value

Fabric Thickness (mm) 0.47
Surface Mass, Mp (g/m2) 423

Course Density, Pr (course/10 cm) 202
Wale Density, Pk (wales/10 cm) 94

Loop Shape Factor, C 0.46
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Figure 11. The knitted fabric: (a) top view showing the transmission path weave (top of the sample);
(b) cross-section; (c) view of the bottom layer (ground plane).

3. Results

The technology described above enabled the fabrication of a prototype textile mi-
crostrip line. A visual representation of the prototype line is provided in Figure 12. This
prototype was subsequently employed in the next phase of research to conduct measure-
ments of the transmission line’s characteristic parameters. For this purpose, a measurement
setup, illustrated in Figure 13, was utilized. This comprised a vector network analyzer
(Anritsu MS4647B, Atsugi-shi, Japan) and measurement probes in the form of open-ended
coaxial cables (Huber+Suhner Multiflex 86, Herisau, Switzerland), which were connected
to the transmission line for testing. Prior to the measurements, the analyzer was calibrated,
and the calibration plane was shifted to the connection point between the coaxial probe
and the tested line.

Using the measurement setup described above, the parameters characterizing the
textile transmission line were measured. Figure 14 presents the measurement results of
the S11 parameter module (in red). The corresponding simulation result (in blue), which
exhibited the closest match, is superimposed on the measurement data. The best agreement
was obtained for simulations with a substrate relative permittivity of εr = 1.5 and a dielectric
loss tangent of tan (δ) = 0.15. Figure 15 shows the measurement results for the S21 parameter
of the prototype line. In this case, as well, the closest simulation result, obtained for the same
material parameters as for the S11 parameter, was superimposed on the measurement data.
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(a) (b) 

Figure 12. Prototype of the knitted transmission line: (a) top side; (b) bottom side (ground plane).

 

Figure 13. Measurement setup for transmission line characterization.

The transmission line presented in our paper is intended for wearable applications,
where it may be subjected to bending due to the curvature of the human body. While
twisting is less likely, bending along the longitudinal axis is a significant concern. To
evaluate this, we conducted bending tests on a cylindrical surface with a 100 mm radius.
The experimental setups for convex and concave bending are depicted in Figures 16 and 17.
A Styrofoam form was utilized to introduce deformation into the prototype textile line. This
choice of material was based on the need to minimize measurement artifacts. Styrofoam’s
electrical properties (at 3 GHz, εr = 1.03, tan (δ) = 0.0001 [40]), being comparable to those of
air, ensured that the fixture would have a negligible impact on the measured parameters.
The results of these measurements, specifically the impact on the S11 and S21 parameters,
are presented in Figures 18 and 19.
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Figure 14. S11 obtained from measurements of prototype line compared with results of simulations
for εr = 1.5 and tg(δ) = 1.5.

 
Figure 15. S21 obtained from measurements of prototype line compared with results of simulations
for εr = 1.5 and tg(δ) = 1.5.

Air permeability is a crucial characteristic of wearable devices as it ensures user com-
fort. The developed prototype line underwent air permeability testing. The air permeability
of the knitted structure shown in this work gave an average result of 861 dm3/(m2·s). This
is similar to other knitted fabrics of this kind. Several knitted fabrics with similar structural
parameters (tightness, surface mass, thickness) made of polyester and cotton yarns were
analyzed, and average results were obtained for them in the range of 814–901 dm3/(m2·s).
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Figure 16. The experimental setup for convex bending.

Figure 17. The experimental setup for concave bending.

Figure 18. Measurement results of S11 parameter for bent transmission lines compared with a
straight line.
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Figure 19. Measurement results of S21 parameter for bent transmission lines compared with a
straight line.

4. Discussion

Based on the analysis of the measurement results for the prototype line, it can be
concluded that the textile technology that was used in this research enabled the fabrication
of a transmission line whose parameters allow its application in the transmission of high-
frequency signals in the 2.4 GHz band. In this frequency range, the line exhibits good
impedance, matching a reference impedance of Z0 = 50 Ω. For the center frequency of this
band, the value of the S11 parameter does not exceed −10 dB.

The developed transmission line section, 115 mm in length, exhibits an acceptable
level of signal attenuation in the considered band (i.e., frequencies below 2.5 GHz). The
value of the S21 parameter is not less than −5 dB. This may result both from dielectric
losses in the textile insulating material and from the limited conductance of the conductive
fiber layers. Dielectric loss is a crucial factor affecting the performance of high-frequency
transmission lines. Excessive dielectric loss can result in significant signal attenuation and
distortion, particularly at higher frequencies. To mitigate these effects, several strategies can
be employed, including the careful selection of low-loss textile materials, the optimization
of transmission line design, and the utilization of precise fabrication techniques.

Previous research has explored various approaches to address dielectric losses in
textile-based transmission lines. These include the use of low-loss dielectric materials, the
optimization of line geometries, and the development of advanced fabrication techniques.
However, at this stage of the research, the transmission line is not optimized in terms of
selecting materials with the lowest possible loss. In further research, it will be verified to
what extent the selection of fiber material will affect the line attenuation and what effect
the parameters of the technological process (such as the density of spacer fibers) have on
this phenomenon.

In a simplified numerical model of the line, as shown in Figure 7, the attenuation of the
line (S21 parameter) depends on the dielectric losses of the insulating material. Assuming
a tan (δ) value of 0.15, the simulation results were found to be in agreement with the
measurement results. This value can be adopted for the design of lines of this type in order
to account for energy losses in both the dielectric and in the conductive layers.

As shown in Figures 14 and 15, a fairly good agreement between the simulation
and measurement results was obtained. The slight discrepancies between them may be
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attributed to the influence of the open-ended coaxial probe on the measurement result. This
point introduces a discontinuity in the measurement setup structure and can be a source of
additional errors. Nevertheless, the overall good agreement between the measurements
and simulations indicates that the proposed method allows for the effective determination
of material parameters of a complex structure such as spacer fabric. The simplification of
the composition of fibers and air to a homogeneous material characterized by permittivity
and dielectric loss appears to be a sufficient approximation for engineering applications.

Figures 18 and 19 demonstrate that bending the transmission line with a radius of
curvature of 100 mm has a negligible impact on its electrical performance. Interestingly,
when using a convex fixture, a minor improvement in impedance matching and a reduction
in attenuation were observed at 2.4 GHz. This phenomenon could be attributed to a slight
reduction in the thickness of the dielectric substrate. These results indicate that further
optimization of the transmission line design by varying the dielectric substrate thickness
may yield beneficial outcomes.

Further work on textile transmission lines of the considered type will focus on the
selection of materials and process parameters to minimize line attenuation. Studies will
also be conducted to develop a method of connecting the considered type of line to a coaxial
guide in order to facilitate the realization of connections for both measurement purposes
and the implementation of target microwave systems.

5. Conclusions

The presented research demonstrates the feasibility of knitting technology for fab-
ricating textile-based transmission lines suitable for high-frequency applications in the
2.4 GHz band. The fabricated line exhibits good impedance matching and acceptable
attenuation levels, despite the inherent dielectric losses associated with textile materials.
The simulation results align well with the measured performance, validating the proposed
modeling approach. Importantly, bending the line with a 100 mm radius of curvature has a
minimal impact on its electrical characteristics.

The proposed method offers a unique advantage by eliminating the need for post-
processing techniques like sewing or gluing, thereby simplifying the manufacturing process
and enhancing the overall reliability of fabricated structures. The precise control over line
geometry and the close agreement between theoretical predictions and experimental results
underscore the potential of this approach.

However, challenges remain in terms of scalability, cost-effectiveness, and long-term
durability. Future research will focus on addressing these limitations by exploring advanced
knitting techniques, optimizing material selection, and implementing robust packaging
strategies. Additionally, investigating the integration of these lines with various antenna
types and developing techniques for efficient signal transmission and reception will be
crucial for practical applications.
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Maciej Owsiński 2, Artur Łukaszewski 1, Łukasz Kolimas 1 and Łukasz Nogal 1,*

1 Electrical Power Engineering Institute, Warsaw University of Technology, 75 Koszykowa Street,
00-662 Warsaw, Poland; piotr.suchorolski.dokt@pw.edu.pl (P.S.); adam.smolarczyk@pw.edu.pl (A.S.);
piotr.lukaszewski.dokt@pw.edu.pl (P.Ł.); sebastian.lapczynski.dokt@pw.edu.pl (S.Ł.);
michal.szulborski.dokt@pw.edu.pl (M.S.); lukasz.kolimas@pw.edu.pl (Ł.K.)

2 The Institute of Power Engineering—National Research Institute, 8 Mory Street, 01-330 Warsaw, Poland;
maciej.owsinski@ien.com.pl

* Correspondence: lukasz.nogal@pw.edu.pl

Abstract: The main objective of the research described in the article was to determine the following:
Is it possible to estimate the magnetic flux linkage in the core of a voltage transformer using analogue
or digital methods? Will it be possible to estimate it approximately both in the normal state and in
the state of deep core saturation (ferroresonant state)? The research aimed to identify the advantages
and disadvantages of both proposed estimation methods. As part of the research described in this
paper, a simulation model was developed and executed in the MATLAB/Simulink environment to
generate a series of secondary voltage and flux waveforms in voltage transformers. The secondary
voltage and flux waveforms were modelled under ground fault conditions, initiating ferroresonance
oscillations in the medium-voltage network. To determine the associated flux from the simulated
secondary voltages of the voltage transformers, an analogue integration circuit, a voltage analogue
input circuit and a numerical integration algorithm with offset elimination were developed and
implemented in an STM32 microcontroller. The obtained reference flux waveforms were used to
verify the accuracy of the estimation of flux waveforms obtained using the analogue and digital
methods. As a result, it was determined that both methods allow for a relatively accurate estimation
of the periodic component of the magnetic flux. It also presented how both methods respond to the
presence of slowly changing (aperiodic) components. Possible applications were proposed in order
to create an innovative criterion for detecting ferroresonance oscillations.

Keywords: magnetic flux; voltage transformer; ferroresonance; medium voltage networks; integrating
circuit; trapezoidal integration method; STM32 microcontroller; MATLAB/Simulink

1. Introduction

Despite the increasing usage of voltage and current sensors in today’s electric power
industry, conventional inductive voltage transformers are still widely used. The use of
ferromagnetic-core voltage transformers means that ferroresonance in medium-voltage
networks is still an ongoing problem.

Ferroresonance of (parallel) currents, occurring mostly in medium-voltage networks
with an isolated neutral point, is characterised by the appearance of sub-harmonics, har-
monics or, in general, non-linear zero-order voltage oscillations. For this reason, the most
common methods of detecting ferroresonance in medium-voltage networks are based on
the observation of the secondary neutral voltage 3u0 of the transformer. This voltage can
be measured in an open triangle voltage transformer system or calculated digitally by
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summing samples of the individual phase waveforms. Nevertheless, there is an alternative
method, which consists of observing the waveform of the resultant flux associated with the
primary and secondary windings, which induces a voltage in the secondary windings of the
voltage transformer. Having the core magnetisation characteristics (obtained, e.g., by mea-
surements) and having information on the shape of the resultant associated flux waveform,
it is possible to approximately determine the saturation of the core. The proposed method is
an innovative approach, as it is an attempt to estimate the associated magnetic flux in order
to determine the state of the transformer core, and is not widely undertaken. The proposed
approach is inclined to observe the mechanism causing ferroresonance oscillations and not
to observe only its effects—the secondary voltage of the zero sequence.

To obtain the waveform of the resultant flux associated with the primary and secondary
windings, the time integral must be calculated from the secondary voltage waveform (and
then converted to the primary side). A voltage transformer is essentially a transformer in
an idle state [1].

According to the simplified equivalent diagram of an ideal transformer shown in Figure 1,
we can write the equation describing the current distribution in a voltage transformer:

i1 = i′2 + iμ =
1
ϑ
·i2 + iμ (1)

Figure 1. Simplified equivalent circuit of a transformer (winding leakage resistances and induc-
tances omitted).

Due to the relatively high value of the load resistance R of the transformer, we can
write that the secondary current i′2, converted to the primary side, is much smaller than the
magnetising current iμ:

i′2 � iμ (2)

Therefore, Formula (1) takes the form:

iμ = i1 − i′2 (3)

Assuming that the inequality (2) is valid, we obtain the approximation (4), according
to which the magnetising current iμ is approximately equal to the primary current i1 of the
voltage transformer:

iμ ≈ i1 (4)

The individual currents i1, i′2 and iμ are associated with the flux linkages Ψ1, Ψ′
2 and

Ψμ = Ψ12. The linkage in the primary and secondary windings Ψ12 is the resultant linkage
according to the following formula:

Ψ12 = Ψ1 − Ψ′
2 = Ψ1 − ϑ·Ψ2 (5)

Relationship (5) is illustrated in Figure 2, which shows the distribution of linkages in
the core of a transformer.
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Figure 2. Illustrative drawing of a transformer with a ferromagnetic core with marked linkages Ψ1

and Ψ′
2 from individual windings n1 and n2, as well as the resultant associated flux Ψ12 from both

windings (leakage fluxes not taken into account).

Similarly to the current in Equation (2), for a magnetic circuit, we can write the
inequality resulting from the state of the voltage transformer, which is close to the no-
load state:

Ψ′
2 � Ψ12 (6)

As a consequence, approximation (7) is true, according to which the mutual flux
linkage Ψ12 is approximately equal to the flux linkage in the primary winding Ψ1.

Ψ′
2 � Ψ12 (7)

Differentiating on both sides of approximation (7) with respect to time, we obtain the
following approximation:

u1 =
dΨ1

dt
≈ dΨ12

dt
= ϑ·u2 (8)

Omitting the left-hand side of the approximation (8), we obtain the following equation:

dΨ12

dt
= ϑ·u2 (9)

Then, integrating both sides of Equation (9) with respect to time, we obtain the
following equation: ∫ dΨ12

dt
dt =

∫
ϑ·u2dt (10)

After rearranging Equation (10), we obtain integral Equation (11), which is the depen-
dence of the flux linkage associated with both windings (converted to the primary winding
side), and therefore the magnetising flux linkage in the core, on the time integral of the
secondary voltage of the voltage transformer:

Ψ12 = ϑ·
∫

u2dt + C (11)

In Equation (11), which contains the indeterminate integral, there is also an integration
constant C, the value of which is calculated from the knowledge of the initial conditions
(12), i.e., the value of the resultant flux linkage Ψ12 at the first moment of integration of the
secondary voltage waveform u2.

Ψ12(0) = Ψ0 (12)

In practice, the initial condition, i.e., the exact value of the linkage Ψ0, is not known (or
even available to determine). More about the problem of determining the initial conditions
in the practical implementation of the numerical integration algorithm is described in
Section 5.3.
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Stable ferroresonance oscillations occurring in medium voltage networks are mostly
sub-harmonic oscillations with frequencies close to 25 Hz [2]. They are initiated by tran-
sients accompanying the elimination of ground faults or switching processes (voltage
switching). Under specific conditions, ferroresonance subharmonic oscillations of approxi-
mately 12.5 Hz, harmonic oscillations of approximately 50 Hz, quasi-periodic oscillations
or chaotic oscillations may also be induced. Each of these types of oscillations has a
characteristic resultant flux linkage waveform.

If, therefore, it is assumed that a method based on observation of the resultant magnetic
flux waveform is to be used for ferroresonance detection, the problem of selecting an
appropriate method for estimating this waveform becomes fundamental. This is because
the chosen estimation method should allow us to reproduce as accurately as possible
the shape of the flux waveform compared to the real waveform (which is the reference
waveform in this case).

2. State-of-the-Art

The phenomenon of series ferroresonance of voltages in high-voltage networks, as
well as parallel ferroresonance of currents in medium-voltage networks, has been widely
described in [2–6]. In these studies, the authors presented a qualitative analysis of the
phenomenon and attempted to explain the mechanism of ferroresonance excitation. They
pointed to a number of factors, such as saturation of the magnetic core of the voltage
transformer or power transformer, the operation of the network under no-load conditions,
the network topology and associated switching processes. This included short-circuit
tripping, recloser cycles, switching, or, finally, the transverse and reciprocal parameters of
the network: the capacitances of the cable lines, the capacitances of the overhead lines, or
the capacitive coupling of adjacent lines between their tracks.

Issues narrowed down to ferroresonance in medium-voltage networks with an isolated
neutral point have been analysed by means of computer simulation studies on the models
developed in [7–14].

The results of simulation studies conducted on a ferroresonance detection method
based on the measurement of magnetic flux in the core of a voltage transformer are pre-
sented in [15]. In that paper, a detection method is proposed in which the secondary
waveform of the zero-sequence component voltage (3u0), measured in an open triangle
voltage transformer system, is integrated. This voltage is filtered using a first-order Walsh
filter, which, being a low-pass filter, simultaneously performs an integration operation
and filters out the 25 Hz sub-harmonic component of the neutral flux (3Ψ0). However, the
integration method used is imperfect, as it has a strongly non-linear frequency response
(total attenuation of frequencies that are multiples of 50 Hz). This approach, although
sufficient for the chosen application, is nevertheless insufficient when the aim is to perform
the integration over a wide frequency band while keeping the frequency response as linear
as possible.

In addition, a large collection of publications [16] focused on detection methods
related to the measurement and analysis of zero voltage (3u0). One can indicate other
detection methods based on the use of neural networks and artificial intelligence [17,18],
in which a suitably trained algorithm is tasked with selectively identifying the waveform
as ferroresonance oscillations. Other, less frequently used, methods include vibroacoustic
methods [19], based on the analysis of recorded sound waves.

The analogue integration method used in the research described in this paper is based
on a prepared electronic circuit. It is a solution well-known and described in the literature
on the fundamentals of analogue electronics [20–22]. Similarly, the proposed discrete
signal integration method, which was implemented in a microcontroller, is one of the basic
numerical integration methods widely described in the literature on this topic [23].
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3. Voltage Transformer Model

This chapter presents the developed electrical model of a conventional (inductive)
voltage transformer. The description of the prepared simulation model has been narrowed
down only to the model of the voltage transformer, given its key role in the problem of
testing simulation systems with ferroresonance oscillations in medium voltage networks.

Figure 3 shows an electrical equivalent model of a voltage transformer in the form
of a T-type quadrupole with two secondary windings, whose terminals are labelled a-
n and da-dn [24]. The primary winding, with terminals marked a-n, is used to obtain a
secondary three-phase system connected in a full star arrangement. The secondary winding,
with terminals marked da-dn, is designed to be connected in a secondary open-triangle
arrangement to measure the zero-sequence voltage (triple zero voltage 3u0). The equivalent
circuit diagram shown is for a voltage transformer in one phase only (phase L1) [25,26].

Figure 3. Equivalent diagram of the T-type voltage transformer (phase L1) with secondary circuits
(terminals da-dn connected in an open delta configuration).

The developed mathematical model includes voltage transformers operating on all
three phases. This procedure is necessary because the phenomenon of parallel ferroreso-
nance (currents) occurs in medium-voltage networks only as a disturbance of a three-phase
nature (which, it should be noted, is not necessarily of a symmetrical nature).

The primary circuit of a single-phase voltage transformer for phase L1 (terminals on
the left side of the figure marked A-N) is described by the voltage equation:

u1 = uL1 + uR1 + uμ1 (13)

The flow of currents in the primary circuit, on the other hand, is described by following
the equation:

i1 = iμ + i2 = (iΨ(Ψ) + iFe) + i2 (14)

Assuming that the two secondary circuits are connected to the secondary circuit via
an idealised air transformer with winding ratios ϑ1−21 and ϑ1−22, the current, i2, can be
described by the following equation:

i2 =
i21

ϑ1−21
+

i22

ϑ1−22
(15)

Current i2 is the total load current of the voltage transformer, fed to the primary side
of the transformer, and resulting from the individual values of secondary currents i21 and
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i22. According to the equivalent diagram shown in Figure 3, Equation (13) can be expanded
to the form of the following equation:

u1 = L1
di1
dt

+ R1i1 + RFe(iFe)iFe (16)

After substituting Equation (14) into Equation (16), the following equation was obtained:

u1 = L1
di1
dt

+ R1i1 + RFe(iFe)(i1 − iΨ(Ψ)− i2) (17)

Equation (17) can then be transformed to form (18) which is a first-order non-linear
differential equation.

di1
dt

=
1
L1

(u1 − R1i1 − RFe(iFe)(i1 − iΨ(Ψ)− i2)) (18)

The non-linearity of the differential Equation (18) results from the non-linearity of
the function describing the magnetisation curve of the non-linear coil (in the form of the
dependence of the magnetising current on the associated flux iΨ(Ψ)) and from the non-
linearity of the function describing the total core loss curve (in the form of the dependence
of the loss resistance on the core loss current RFe(iFe)).

The voltage uμ21, representing the electromotive force (induced voltage) in the primary
secondary circuits, forms a voltage equation of the form with the other voltage drops:

uμ21 = uL21 + uR21 + uRB21 (19)

Knowing that uμ21 is equal to the following:

uμ21 =
uμ1

ϑ1−21
(20)

The voltage Equation (19) can be developed into an equation based on the equivalent
diagram from Figure 3:

uμ21 = L21
di21

dt
+ R21i21 + RB21i21 (21)

After substituting Relation (20) into Equation (21) and performing the transformation,
the following equation was obtained:

uμ1

ϑ1−21
= L21

di21

dt
+ (R21 + RB21)i21 (22)

By performing a further transformation of Equation (22), a first-order differential
equation of the form was obtained:

di21

dt
=

1
L21

[
uμ

ϑ1−21
− (R21 + RB21)i21

]
(23)

According to Ohm’s law, the voltage drop uRB21(L1) across the load resistance RB21 in
phase L1 is as follows:

uRB21(L1) = RB21i21 (24)

According to the electrical equivalent circuit diagram in Figure 3, the secondary circuit,
connected in an open triangle arrangement, forms a series connection of all three secondary
winding leads of the auxiliary windings together with the series connected load resistance.
This circuit can be described by a voltage equation of the following form:

uμ22(L1) + uμ22(L2) + uμ22(L3) = 3uL22 + 3uR22 + uRB22 (25)
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Equation (25) can be developed and transformed to the following form:

1
ϑ1−22

3

∑
p=1

uμ(p) = 3L22
di22

dt
+ 3R22i22 + RB22i22 = 3L22

di22

dt
+ (3R22 + RB22)i22 (26)

After further transformations, Equation (26) takes the form (27), which is a first-order
differential equation.

di22

dt
=

1
3L22

[
1

ϑ1−22

3

∑
p=1

uμ(p) − (3R22 + RB22)i22

]
(27)

According to Ohm’s law, the voltage drop uRB22 across the load resistance RB22 is
as follows:

3u0 = uRB22 = RB22i22 (28)

The voltage uRB22 is equal in value to the tripled secondary voltage of the zero order.
The voltage drops across the transverse elements visible in the primary winding

circuit in Figure 3—the voltage drop across the non-linear coil, the voltage drop across the
non-linear resistance and the voltage drop across the primary winding of an air-perfect
transformer—are equal to each other, as expressed in the following equation:

uμ1 = uΨ = uRFe (29)

After appropriate substitutions and transformations, Equation (29) can be developed
into an equation of the following form:

uΨ =
dΨ
dt

= RFe(iFe)iFe = RFe(iFe)(i1 − iΨ(Ψ)− i2) (30)

The above Equation (30) is a non-linear differential equation of the first order.
The function describing the non-linear ferromagnetic core coil is expressed in terms of

an incomplete power polynomial to approximate the magnetisation curve of the modelled
voltage transformer. The function describing the non-linear coil takes the form of the
following equation:

iΨ(Ψ) = a1Ψ + a5Ψ5 + a7Ψ7 (31)

The values of the coefficients of the incomplete power polynomial appearing in
Equation (31) are taken in turn:

a1 = 6·10−4

a5 = 1.5·10−8

a7 = 3·10−12
(32)

By performing the substitution of Equation (31) into Equation (30), the flux Ψ was
obtained, which is a first-order non-linear differential equation of the following form:

dΨ
dt

= RFe(iFe)
[
i1 −

(
a1Ψ + a5Ψ5 + a7Ψ7

)
− i2

]
(33)

Figure 4 shows the non-linear magnetising current characteristics of a non-linear
ferromagnetic core coil iΨ(Ψ), depending on the magnetic flux associated with the primary
winding Ψ.
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Figure 4. Nonlinear function describing: (a) nonlinear coil with ferromagnetic core, (b) nonlinear
resistance representing total losses in the core.

The characteristic shown in Figure 4 was approximated by a folded function with two
functions: for iFe between 0 and IRFe_1

RFe =
RFe_max + RFe_min

2
− RFe_max − RFe_min

2
·cos

(
π·|iFe|

IRFe_max

)
(34)

and for iFe greater than IRFe2
RFe = a·|iFe|+ b (35)

where, for the individual constants appearing in Equation (34), values were used as follows:

RFe_2 = 574000 Ω
RFe_min = 400000 Ω
IRFe_max = 0.0107 A

IRFe_1 = 0.0116 A
IRFe_2 = 0.0212 A
IRFe_2 = 715700 A

(36)

The value of the constant RFe1 , which defines the range for the first component of the
folding function, is calculated from the following formula:

RFe1 =
RFe_max + RFe_min

2
− RFe_max − RFe_min

2
cos

(
π·IRFe_1

IRFe_max

)
(37)
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The constants a and b, appearing in Equation (35), were calculated from the follow-
ing equation:

a = (RFe_2 − RFe_1)/(IRFe_2 − IRFe_1)
b = −(a·IRFe_1) + RFe_1

(38)

On the right-hand side of Figure 4, one can see the non-linear characteristic of the
resistance of the total losses in the core of the voltage transformer RFe depending on the
active current of the losses in the core iFe. Equations (34)–(38) were developed by the
authors of the paper and represent a proposed approximation of the non-linear resistance
function RFe.

The composite of the non-linear characteristics described by Equations (31), (34) and
(35) (shown in Figure 4) together form an electrical representation of the static hysteresis
loops. The equations allow the shape of the static hysteresis loops to be reproduced for
the entire range over which they were measured. The static hysteresis loops obtained by
modelling are shown in Figure 5.

Figure 5. Static hysteresis loops modelled by nonlinear equations: static loop in the deep saturation
state of the modelled voltage transformer (below), superimposed static hysteresis loops for different
values of the measured voltage (on top).

It is worth noting at this point that the modelled static hysteresis loops are, in fact,
a composite of the averaged trajectories along which the peak value point of the current
and associated flux waveforms move. The resulting static loops are, therefore, only an
electrical representation of the active and reactive components of the current drawn by
the magnetising branch. This has consequences because, in dynamic states, the proposed
hysteresis loop model will behave differently from what the real waveforms would suggest.
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The inconsistency of the simulated waveforms with the real waveforms will be smaller the
deeper the core saturation is simulated. In the case of modelling ferroresonance oscillations,
the transformers operate in a deeply saturated state, which is conducive to reducing the
relative error of the simulation results.

It should, therefore, be borne in mind that the proposed model, based on the repre-
sentation of static hysteresis loops, is only an approximation of the behaviour of the actual
hysteresis loop. However, it is a more accurate approximation than a constant value of the
loss resistance RFe is assumed. Nevertheless, the developed model has some limitations
and imperfections. The most important of these are:

1. Only averaged modelling of flux and magnetising current waveforms in transient
(dynamic) states.

2. Incorrect modelling of the magnetic remanent in the case of long short-circuit dura-
tions in the L1 phase, where a metallic short has occurred. In the model, the magnetic
remanent disappears slowly with a certain time constant.

3. The shape of the modelled hysteresis loop does not depend on the frequency, temper-
ature or dynamics of the magnetising current change.

However, despite the mentioned limitations and imperfections, the developed model
is sufficient for the purpose of the simulation studies performed.

4. Simulation-Generated Reference Flux Waveforms

The developed simulation model of a medium-voltage network with an isolated
neutral point, together with a prepared model of a set of voltage transformers for each
phase in the network, was used to generate reference core flux waveforms in phase L1.

The simulation model of the medium voltage network with an isolated neutral point
was developed in the MATLAB/Simulink simulation environment. However, a detailed
presentation of the simulation model was not presented and described in this paper due to
its extensiveness. Nevertheless, the prepared three-phase simulation model consisted of
an equivalent model of the power supply system, the network earth capacitance and the
previously described voltage transformer model. Ferroresonance oscillations in the model
were initiated by eliminating the earth fault in phase L1 (by making a step change in the
phase-to-earth resistance). The simulation parameters are presented in Table 1.

Table 1. Simulation parameters set in MATLAB/Simulink program for the developed medium
voltage network model.

Parameter: Value:

Start time: 0.0 s
Stop time: 0.5 s

Type: Variable step
Solver: ode23 (stiff/Mod. Rosenbrock)

Max step size: 1 × 10−5

Min step size: 1 × 10−7

Initial step size: 1 × 10−6

Relative tolerance: 1 × 10−5

Absolute tolerance: Auto

The simulation-generated flux waveforms acted as a reference for the waveforms
obtained using the chosen phase-voltage integration methods, analogue and digital, were
compared. The following waveforms were generated for the specified simulation conditions
and the specified value of the grid earth capacitance: secondary zero-sequence voltage 3u0,
the secondary voltage of the L1 phase voltage transformer u21(L1) and the linkage in the
core of the L1 phase voltage transformer Ψ12(L1).

The generated waveform of the secondary zero-sequence voltage 3u0 was used to
determine which kind of ferroresonance oscillations (no oscillations, self-damped, steady-
state) occurred for the adopted network earth capacitance and to identify the type of
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induced ferroresonance oscillations (sub-harmonic, harmonic, quasi-periodic, chaotic). The
secondary voltage waveform of the voltage transformer for the L1 phase u21(L1) served as
the signal fed to the input of the analogue (electronic) integration circuit or to the input of
the system performing numerical integration in the microcontroller after prior discretisation
of the signal. For this purpose, the waveforms of the secondary voltages u21(L1) were saved
to *.mat files and converted to COMTRADE format files. The prepared COMTRADE files
were loaded and forced as actual voltage waveforms using an Omicron CMC-type tester.
Finally, the magnetic linkage waveform Ψ12 served as a reference waveform (instantaneous
expected value waveform), to which the flux waveforms obtained using analogue and
digital integration were then compared.

In each of the simulations carried out, the factor intended to initiate ferroresonance
oscillations was the elimination of a metallic ground fault. The short circuit was switched
on when the flux in the core reached its maximum value (the maximum flux remanent
value during the short circuit). The short circuit was eliminated after a time of 95 ms, at the
moment when the short circuit current passed through zero.

Figure 6 summarises the waveforms of secondary voltage 3u0, voltage u21(L1) and flux
Ψ12(L1), for a network, the earth capacitance of C0 = 17.5 μF. On the left, the waveforms
are sequentially t over the time interval from 0 s to 0.5 s. On the right, there is an enlarged
section of the left waveform in the time interval from 0.14 s to 0.34 s.

Figure 6. Waveforms (from top): secondary voltage 3u0, phase secondary voltage u21(L1) of phase L1,
associated flux Ψ12(L1) of phase L1 for the assumed value of the network capacitance to earth equal
to C0 = 17.5 μF.

For the adopted value of the earth capacitance (C0 = 17.5 μF), no ferroresonance
occurred as a result of the elimination of the earth fault, but only a slowly varying oscillation
that faded over time.
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Figure 7 summarises the waveforms of secondary voltage 3u0, voltage u21(L1) and flux
Ψ12(L1), for a network ground capacitance of C0 = 1.85 μF.

Figure 7. Waveforms (from top): secondary voltage 3u0, phase secondary voltage u21(L1) of phase L1,
associated flux Ψ12(L1) of phase L1 for the assumed value of the network capacitance to earth equal
to C0 = 1.85 μF.

For the adopted value of the ground capacitance (C0 = 1.85 μF), the elimination of the
ground fault resulted in a sub-harmonic self-damped ferroresonance, with an oscillation
frequency close to 25 Hz.

Figure 8 summarises the waveforms of secondary voltage 3u0, voltage u21(L1) and flux
Ψ12(L1), for a network ground capacitance of C0 = 1.5 μF.

Figure 8. Cont.
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Figure 8. Waveforms (from top): secondary voltage 3u0, phase secondary voltage u21(L1) of phase L1,
associated flux Ψ12(L1) of phase L1 for the assumed value of the network capacitance to earth equal
to C0 = 1.5 μF.

For the adopted value of the ground capacitance (C0 = 1.5 μF), the elimination of the
ground fault resulted in a sub-harmonic steady-state ferroresonance, with an oscillation
frequency close to 25 Hz.

Figure 9 summarises the waveforms of secondary voltage 3u0, voltage u21(L1) and flux
Ψ12(L1), for a network ground capacitance of C0 = 0.1 μF.

Figure 9. Waveforms (from top): secondary voltage 3u0, phase secondary voltage u21(L1) of phase L1,
associated flux Ψ12(L1) of phase L1 for the assumed value of the network capacitance to earth equal
to C0 = 100 nF.

For the adopted value of the earth capacitance (C0 = 0.1 μF), the elimination of the
earth fault resulted in a harmonic steady-state ferroresonance, with an oscillation frequency
close to 50 Hz (oscillation close to the mains frequency).

Figure 10 summarizes the waveforms of secondary voltage 3u0, voltage u21(L1) and
flux Ψ12(L1), for a network ground capacitance of C0 = 0.009 μF.
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Figure 10. Waveforms (from top): red color is secondary voltage 3u0, blue color is phase secondary
voltage u21(L1) of phase L1, green color is associated flux Ψ12(L1) of phase L1 for the assumed value
of the network capacitance to earth equal to C0 = 9 nF.

For the adopted value of the earth capacitance (C0 = 9 nF), a quasi-periodic self-
damped ferroresonance, characterised by strong oscillation nonlinearity, occurred as a
result of the elimination of the ground fault.

5. Applied Magnetic Linkage Estimation Methods

In order to carry out tests aimed at comparing the analogue and numerical integration
methods, it was necessary to construct a suitable measuring system. An electronic circuit
implementing the analogue integration operation on the input voltage signal, an analogue
input circuit implementing the conditioning of the input voltage signal and a development
board of the NUCLEO H7A3ZI Q type with an integrated STM32 microcontroller were
developed and manufactured. An overview photo of the prepared measurement system is
shown in Figure 11.

5.1. Input of Analogue Circuit

The voltage signal generated by the Omicron CMC-type tester was fed to the input of
an analogue conditioning circuit. This circuit adjusts the measured voltage signal so that it
can be fed to the input of the analogue-to-digital converter in the STM32 microcontroller.
An electronic schematic of the analogue voltage input circuit implementing the signal
conditioning is shown in Figure 12.
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Figure 11. Prepared measurement system consisting of an analogue integrator, analogue voltage
input and a NUCLEO-H7A3ZI-Q development board.

Figure 12. Schematic diagram of the analogue voltage input electronic circuit that performs input
signal conditioning.

The analogue voltage input circuit has two pairs of input terminals:

1. Galvanically isolated input terminals IN_Tr, isolated by a voltage reduction trans-
former. This input is not marked on the diagram as it was not used;

2. Input terminals without galvanic isolation IN_F, connected directly to the low-pass
filter. This input is dedicated to the connection of a voltage divider with a buffer. The
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described divider mediated the signal exchange between the voltage output of the
Omicron CMC-type tester and the IN_F input terminals.

In addition, the analogue voltage input circuit consists of five subcircuits:

1. Input a low-pass filter with a cut-off frequency equal to the following:

fc_IN =
1

2·π·(Rf_IN·Cf_IN)
=

1
2·π·(5 kΩ·10 nF)

= 3183 Hz (39)

This filter provides pre-filtering of the voltage input signal, suppressing high-
frequency noise.

2. Non-inverting active amplifier with adjustable voltage gain in the following range:

Gu1 = 1 +
Rf
R

= 1 +
(0 ÷ 20) kΩ

3.3 kΩ
= (1 ÷ 7.06) (40)

3. DC voltage source (offset) separated by a buffer, with adjustable voltage gain in the
following range:

Uoffset = URef·
(

1 +
R1

R2

)
· R4

R3 + R4_max
= 2.495 V·

(
1 +

10 kΩ
10 kΩ

)
· (0 ÷ 20) kΩ
10 kΩ + 20 kΩ

= (0 ÷ 3.33) V (41)

The preset fixed voltage Uoffset is used to artificially raise the AC voltage of the input
signal so that it can be applied to the input of the analogue-to-digital converter, which
processes voltages in the range of 0 V to 3.3 V. The preset DC voltage is as follows:

Uoffset = 1.65 V (42)

4. Non-inverting summing active amplifier with constant voltage gain equal to the following:

Gu2 = 1 (43)

This circuit sums a voltage input signal (alternating) and a fixed voltage Uoffset, creat-
ing a variable positive voltage signal.

5. An output low-pass filter with a cut-off frequency is equal to the following:

fc_OUT =
1

2·π·(Rf_OUT·Cf_OUT)
=

1
2·π·(10 kΩ·10 nF)

= 1592 Hz (44)

This filter provides final filtration of the output voltage signal, suppressing fast-
changing interference (noise) from the electronic circuit. The cut-off frequency fc_OUT has
been selected in such a way as to suppress signals with a frequency higher than that defined
by the sampling theorem, also known as the Nyquist–Shannon theorem [27,28], for the
assumed sampling frequency f p:

fc_OUT ≤ fp

2
(45)

The adjusted output signal is finally passed to the input of the analogue-to-digital
converter of the STM32 microcontroller on the NUCLEO-H7A3ZI Q development board.

5.2. The Used Analogue Method

The electronic diagram of the developed analogue integrating circuit is shown in
Figure 13. The analogue integrator consists of six subcircuits:

1. Input resistive voltage divider with an adjustable ratio in the following range:

ϑd_IN =
R2

R1 + R2_max
=

(0 ÷ 20) kΩ
300 kΩ + 20 kΩ

= (0 ÷ 0.0625) (46)

The divider provides an initial adjustment (reduction) of the input signal amplitude.
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2. A voltage buffer with a voltage gain equal to the following:

Gu1 = 1 (47)

3. High-pass filter with a cut-off frequency as follows:

fc_1 =
1

2·π·(Rf_1·Cf_1)
=

1
2·π·(330 kΩ·330 nF)

= 1.46 Hz (48)

Figure 13. Schematic diagram of an electronic circuit performing analogue integration.

This filter ensures the cut-off of the DC component that could appear in the input
signal. However, the use of high-pass prefiltering causes deterioration of the parameters of
the integrator in the electronic circuit.

4. Non-inverting active amplifier with adjustable voltage gain in the following range:

Gu2 = 1 +
Rf
R

= 1 +
(0 ÷ 20) kΩ

100 kΩ
= (1 ÷ 6) (49)

5. Inverting integrator (low-pass filter), with additional parallel connected resistance
Rf_INT in the feedback loop, with the following cut-off frequency:

fc_INT =
1

2·π·(Rf_INT·Cf_INT)
=

1
2·π·(470 kΩ·330 nF)

= 1.03 Hz (50)
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And the blocking frequency:

f0_INT =
1

2·π·(R1_INT·Cf_INT)
=

1
2·π·(47 kΩ·330 nF)

= 10.26 Hz (51)

The cut-off frequency fc_INT and the stop frequency f0_INT selected in this way for the
expected input signal with a frequency of 25 Hz allows for relatively accurate integration
of the waveform. The phase shift (delay) of the output signal relative to the input signal
with a frequency of 25 Hz is −83.93◦, and for a frequency of 50 Hz, it is −87.30◦. This
value takes into account the initial signal shift (lead) introduced by the high-pass filter
(differentiator). An additional parallel resistor Rf_INT in the feedback loop ensures gradual
discharge of the capacitor Cf_INT, due to which the system suppresses the DC component
in the output signal with a time constant equal to the following:

f0_INT =
1

2·π·(R1_INT·Cf_INT)
=

1
2·π·(47 kΩ·330 nF)

= 10.26 Hz (52)

6. Inverting active amplifier with adjustable voltage gain in the following range:

Gu3 = −Rf
R

=
(0 ÷ 100) kΩ

20 kΩ
= (−5 ÷ 0) (53)

The voltage signal generated by the Omicron CMC tester was fed to the input of
the analogue integrator, while the output signal of the analogue integrator was finally
transmitted to the input of the analogue voltage input system (IN_F input terminals without
galvanic isolation).

5.3. The Used Digital Method

To implement the digital integration of the phase waveform of the secondary voltage,
a numerical method known as the trapezoidal method (sometimes also called the modified
Euler method, which can also be interpreted as a variant of the Heun method) was used.
The trapezoidal method is an implicit second-order method. The basic implicit Forward
Euler method with next-value prediction can be derived from the Formula (54), which is a
formula for the derivative of a function.

dy
dt

= lim
Δt→0

y(t + Δt)− y(t)
Δt

(54)

The differential expression contained in formula (54) was converted into the form of
a function:

dy
dt

= f(t, y) (55)

The time interval Δt contained in Formula (54) is replaced by a constant and finite step
size h:

Δt = h (56)

Assuming a constant and finite step h, the limit for Δt tending to zero was eliminated
from Formula (54) and an approximation of the form (56) was obtained. The obtained
result is more accurate in relation to the analytical solution, with the smaller the value of
step h.

f(t, y) ≈ y(t + h)− y(t)
h

(57)

Formula (56) is written in discrete form:

f(tn, yn) =
yn+1 − yn

h
(58)
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After transformation, Equation (58) was obtained, which expresses the implicit Euler
method with the prediction of the next value:

yn+1 = yn + h·f(tn, yn) (59)

For the continuous form of the input signal of the measured secondary voltage, we
can write the following:

dy
dt

= f(t, y) = u2(t) (60)

For the discrete form of the input signal of the measured secondary voltage, we can
write the following:

f(tn, yn) = u2(n) (61)

Assuming that
n = m − 1 (62)

then, by substituting expression (62) into the indices in Formula (59), the prediction was
shifted to the current step:

y(m−1)+1 = ym−1 + h· f (tm−1, ym−1) (63)

By arranging Equation (59) and transforming it into the discrete form of the flux path,
the following equation was obtained:

Ψ(m) = Ψ(m − 1) + h·u2(m − 1) (64)

Similarly, the basic implicit Backward Euler Method can be derived from Formula (65)
for the derivative of a function. This time, however, the derivative is determined from the
current value and one step back (the earlier value):

dy
dt

≈ y(t)− y(t − h)
h

(65)

Formula (65) was written for a discrete signal in the following form:

f(tn, yn) =
yn − yn−1

h
(66)

Formula (66) was transformed into the following form:

yn = yn−1 + h·f(tn, yn) (67)

To move one step forward, Formula (67) is modified to the following:

yn+1 = yn + h·f(tn+1, yn+1) (68)

Assuming that
n = m (69)

then, by substituting expression (67) into the indices in Formula (69), the following equation
was finally obtained for the flow course:

Ψ(m) = Ψ(m − 1) + h·u2(n) (70)

The modified Euler method used in the numerical integration algorithm is, in fact, a
combination of the two basic Euler methods described earlier. The modification introduced,
however, consists in the fact that two values of the voltage waveform from two moments
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of time are used to perform the integration operation, and then they are averaged, which is
expressed by the following equation:

yn+1 = yn +
h
2
·[f(tn, yn) + f(tn+1, yn+1)] (71)

assuming that
n = m − 1 (72)

Finally, Equation (71), after substituting Equation (72) for subscripts, was transformed
into (73) in such a way that it expresses the current value of the flux curve determined
on the basis of the previous value of the flux curve (initial value) and the average of the
current and previous values of the integrated voltage curve:

Ψ(m) = Ψ(m − 1) +
h
2
·[u2(m − 1) + u2(m)] (73)

Equation (73) expresses the implicit modified Euler method of the second order. This
form is almost identical to the form of the equation used in the Heun method. However, in
the case of the adopted method, it is necessary to perform the prediction of the function
value for the next step using the basic Euler method because after shifting (delaying) the
algorithm by one step, the algorithm is calculated based on the measured value of the
integrated voltage. The advantage of the chosen numerical integration method is the
improvement of the accuracy of the obtained results in comparison with the previously
presented basic Euler methods. Figure 14 shows a pictorial comparison of the accuracy of
numerical methods (basic Euler methods and the applied modified Euler method) with
respect to the exact solution.

Figure 14. Graph illustrating integration errors for the considered numerical integration methods
(green section—forward Euler, blue section—backward Euler, red section—modified Euler, black
section—analytical solution).

As can be seen from the above figure, the modified Euler method, with averaging,
provides a much more accurate solution compared to both basic methods. As mentioned in
the introduction (Section 1), the indefinite integral Equation (11) contains an integration
constant C, the value of which is calculated based on the knowledge of the initial conditions,
i.e., the initial value of the linkage Ψ0; however, this value is not known. Therefore, in
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practical applications of the numerical integration algorithm, it is assumed that for the first
iteration, when m = 1, the initial value of the associated flux is equal to zero:

Ψ(m − 1) = Ψ(0) = 0 (74)

This assumption, although convenient, is, however, false. Assuming zero initial
conditions means that in the case of integration of a sinusoidal waveform, an additional
constant component will appear in the solution, the value of which will depend on the
initial phase angle of the integrated waveform (in practice, until the integration begins).

∫
A·sin(ωt)dt = − 1

ω
·A·cos(ωt) + C (75)

Assuming zero initial conditions for solving Equation (75), we obtain the follow-
ing equation:

− 1
ω
·A·cos(ωt) + C = 0 (76)

Equation (76) has been rearranged to determine the value of the integration constant C:

C = 0 +
1
ω
·A·cos(ωt) (77)

Equation (77) is calculated for time t = 0:

C =
1
ω
·A·cos(ω·0) = 1

ω
·A (78)

Finally, substituting the result of Equation (78) into Equation (75), we obtain Equation (79),
which is true for assumed zero initial conditions:∫

A·sin(ωt)dt = − 1
ω
·A·cos(ωt) +

1
ω
·A =

1
ω
·A·(−cos(ωt) + 1) =

1
ω
·(−A·cos(ωt) + A) (79)

According to Formula (79), the value of the integration constant depends on the
amplitude A and on the value of ωt, i.e., on the initial phase angle of the integrated
waveform. Furthermore, according to the basic Formula (80) for the indefinite integral of
the constant a, the solution is a linear function whose slope is equal to the constant a:

∫
adx = a·x + C (80)

This means that the integration operation is sensitive to the presence of a constant
component in the input signal. Considering technical limitations, it is necessary to modify
the numerical integration algorithm in such a way that during subsequent iterations,
both the constant component in the input signal and the constant component (offset) in
the output signal resulting from the assumed zero initial conditions are eliminated. A
simplified block diagram of the proposed integration algorithm with offset elimination is
shown in Figure 15.

The algorithm uses Walsh filters of order 0 (rectangular filters of the average value with
a window width of 25 Hz). Subtracting the average value calculated from the input signal
eliminates the problem of the presence of a constant component of the input signal, resulting
in a linear rise/fall of the solution. The elimination of the constant component at the output
is ensured by filtering the constant component from the solution, the value of which is
then subtracted in the feedback loop from the signal entering the integrator. The calculated
average value is also multiplied by an appropriately selected gain/attenuation coefficient β.
This coefficient should always be less than 0.5. Otherwise, in certain conditions, problems
with the obtained stability (convergence) of the solution may occur. Adopting values
of the β coefficient closer to 0.5 results in faster elimination of the constant component
but at the cost of increasing the decaying oscillations of the solution. The adoption of
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smaller values, closer to 0.1, extends the elimination time of the DC component but allows
obtaining an asymptotically stabilising solution. In the proposed algorithm, the value of
the gain/attenuation coefficient was assumed to be β = 0.25. The sampling frequency of
the analogue signal was fp = 3200 Hz.

Figure 15. Simplified block diagram illustrating the idea of the applied numerical integration
algorithm with elimination of the constant component at the input and output of the integrator.

6. Results

Using the analogue and numerical (digital) methods of integrating phase voltage
waveforms, the estimated associated flux waveforms in the core of the simulated voltage
transformer were obtained. For both integration methods, the obtained flux waveforms
were superimposed on the reference waveforms generated by the simulation model.

6.1. Results of the Analogue Method

Figure 16 shows a comparison of the reference flux curve and the curve estimated
using an analogue integrator for the network capacitance to earth C0 = 17.5 μF.

Figure 16. Comparison of the reference flux curve (grey, dashed) and the curve estimated by the
analogue integration system (blue) for the capacitance C0 = 17.5 μF.
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Figure 17 shows a comparison of the reference flux curve and the curve estimated
using an analogue integrator for the network capacitance to earth C0 = 1.85 μF.

Figure 17. Comparison of the reference flux curve (grey, dashed) and the curve estimated by the
analogue integration system (blue) for the capacitance C0 = 1.85 μF.

Figure 18 shows a comparison of the reference flux curve and the curve estimated
using an analogue integrator for the network capacitance to earth C0 = 1.5 μF.

Figure 18. Comparison of the reference flux curve (grey, dashed) and the curve estimated by the
analogue integration system (blue) for the capacitance C0 = 1.5 μF.

Figure 19 shows a comparison of the reference flux curve and the curve estimated
using an analogue integrator for the network capacitance to earth C0 = 100 nF.

Figure 20 shows a comparison of the reference flux curve and the curve estimated
using an analogue integrator for the network capacitance to earth C0 = 9 nF.

For all flux patterns (Figures 16–20) obtained by using the analogue method, an
aperiodic decay of the associated flux pattern in phase L1 was observed during the short
circuit. If a constant component occurred in the reference ferroresonance oscillation patterns
(Figures 19 and 20), it was damped. This means that the analogue method used does not
allow for the estimation of the magnetic remanence in the core or the constant component
in the flux pattern. The oscillating, slowly changing component occurred in the reference
pattern (Figure 16) and was represented less accurately when the rate of its change was
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the highest. For all flux patterns, after damping the constant component, the periodic
components were represented with relatively high accuracy.

Figure 19. Comparison of the reference flux curve (grey, dashed) and the curve estimated by the
analogue integration system (blue) for the capacitance C0 = 100 nF.

Figure 20. Comparison of the reference flux curve (grey, dashed) and the curve estimated by the
analogue integration system (blue) for the capacitance C0 = 9 nF.

6.2. Results of the Digital Method

Figure 21 shows a comparison of the reference flux curve and the curve estimated
using the proposed numerical integration algorithm with offset elimination for the network
capacitance to earth C0 = 17.5 μF.

Figure 22 shows a comparison of the reference flux curve and the curve estimated
using the proposed numerical integration algorithm with offset elimination for the network
capacitance to earth C0 = 1.85 μF.

Figure 23 shows a comparison of the reference flux curve and the curve estimated
using the proposed numerical integration algorithm with offset elimination for the network
capacitance to earth C0 = 1.5 μF.

Figure 24 shows a comparison of the reference flux curve and the curve estimated
using the proposed numerical integration algorithm with offset elimination for the network
capacitance to earth C0 = 100 nF.
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Figure 21. Comparison of the reference flux curve (grey, dashed) and the curve estimated with
the proposed numerical integration algorithm with offset elimination (red) for the capacitance
C0 = 17.5 μF.

Figure 22. Comparison of the reference flux curve (grey, dashed) and the curve estimated with
the proposed numerical integration algorithm with offset elimination (red) for the capacitance
C0 = 1.85 μF.

Figure 25 shows a comparison of the reference flux curve and the curve estimated
using the proposed numerical integration algorithm with offset elimination for the network
capacitance to earth C0 = 9 nF.

For all flux courses (Figures 21–25) obtained by using the proposed digital method, a
nonlinear, oscillatory-like decay of the flux course was observed in the voltage-free interval
range. If a constant component occurred in the reference ferroresonance oscillations courses
(Figures 24 and 25), it was damped. This means that the proposed digital method does not
allow for the estimation of the magnetic remanence in the core or the constant component
in the flux course. The oscillating, slowly changing component occurred in the reference
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course (Figure 21) and was represented incorrectly, with a relatively large error. For all flux
courses, after damping the constant component, the periodic components were represented
with relatively high accuracy.

Figure 23. Comparison of the reference flux curve (grey, dashed) and the curve estimated with
the proposed numerical integration algorithm with offset elimination (red) for the capacitance
C0 = 1.5 μF.

Figure 24. Comparison of the reference flux curve (grey, dashed) and the curve estimated with
the proposed numerical integration algorithm with offset elimination (red) for the capacitance
C0 = 100 nF.
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Figure 25. Comparison of the reference flux curve (grey, dashed) and the curve estimated with the
proposed numerical integration algorithm with offset elimination (red) for the capacitance C0 = 9 nF.

6.3. Comparison of the Results

After completing the research on both applied integration methods, the analogue
and digital methods, aimed at comparing the estimated associated flux waveforms with
the reference waveforms generated by simulation, an attempt was made to perform a
comparative analysis of the results for both integration methods. Comparing the results
of both methods, the accuracy (convergence) of the results, the speed of convergence and
the stability of the solution were analysed. Comparing both methods with each other, as
well as with the reference waveform, it was found that both methods do not allow for
correct estimation of the constant component of the flux waveform. This is an expected
consequence of using a differentiator and an additional resistor in the feedback loop of the
differentiator of the analogue system. Similarly, for the digital method, this is a consequence
of using mean value filters that eliminate the constant component, both at the input and
output of the algorithm. Both methods allow for the estimation of the periodic component
of the flux waveform but with different amplitude and angular accuracy. In the case of the
analogue method, as the frequency of the input voltage signal decreases, the angular shift of
the signal relative to the expected delay by 90◦ also decreases. Therefore, the accuracy of the
integration operation decreases. Below the frequency of 10.26 Hz, the integration process
stops completely, and the response of the analogue system is similar to the differentiation
operation (the output signal leads the input signal in phase). This characteristic explains
the change in the dynamics of the estimated slowly changing component in the flux course
(Figure 20). The integrating term used in the digital method allows for the correct estimation
of the periodic component for low frequencies, but the added average value filters, with the
measurement window width set to 25 Hz, cause the estimated flux signals with a frequency
lower than 25 Hz to be strongly distorted (Figure 25). This results from the oscillating
responses of the average value filters at signal frequencies lower than the filter cut-off
frequency (too narrow a measurement window of the filters). These oscillations, although
with a much smaller amplitude, will also appear when the input signal frequency is not an
integer multiple of the 25 Hz frequency. This feature is a source of estimation errors for the
digital method.

The digital method was characterised by a faster, although nonlinear, elimination of
the constant component (convergence to the steady state). The analogue method allows for
a shorter elimination time of the constant component but at the cost of the angular accuracy
of the integration operation.
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Due to better integration properties for low frequencies, the applied analogue method
allowed for a more accurate representation of the periodic components of the flux waveform.
The digital method, although less accurate, turned out to be faster. The use of average
value filters with a wider measurement window (e.g., for a frequency of 12.5 Hz) would
improve the accuracy of the estimation but at the cost of extending its time.

7. Conclusions

The article presents the results of tests of two selected methods of integrating the
secondary voltage waveforms of a voltage transformer, generated using a simulation model,
in order to determine the linkage waveforms in the transformer core. The secondary voltage
integration was performed using an analogue method on a prepared electronic integrator
and a digital method using the proposed numerical integration algorithm (trapezoidal
method) with the elimination of the constant component implemented in the STM32
microcontroller. The estimated flux waveforms were then compared with the reference flux
waveforms generated by simulation in order to qualitatively assess the results obtained for
the tested integration methods.

Based on the tests of selected integration methods, the following was found:

1. Both the analogue and digital methods are able to relatively accurately estimate the
periodic component of the associated flux in steady states;

2. None of the applied integration methods is able to estimate the constant component
of the associated flux in the core (magnetic remanence). This results from the necessity
of eliminating the offset of the integration operation, both in the case of the analogue
and digital methods and eliminating the constant component from the input signal;

3. For the adopted parameters of both applied integration methods, the elimination of
the constant component is faster for the proposed digital method;

4. For the analogue method, the speed of eliminating the constant component depends
on the adopted values of the parameters of the integrating element and the param-
eters of the differentiating element (high-pass filter used to eliminate the constant
component of the input signal);

5. For the digital method, the speed of eliminating the constant component depends
on the adopted widths of the measurement windows of the average value filters.
Extending the width of the measurement window results in a slower filtration speed
but improves the accuracy of estimating the periodic components of the slowly
changing flux;

6. For a signal with a frequency of 25 Hz, the analogue method estimates the waveform
of the linkage with a larger angular error than the proposed digital method. This
results from the use of a differentiating term and the parameters of the integrating
term. Reducing the angular error is possible by increasing the time constant and,
therefore, by slowing down the dynamics of the system (slower elimination of the
constant component);

7. The applied analogue method allowed for a more accurate estimation of the oscilla-
tory decaying component compared to the proposed digital method. The errors in
estimating slowly changing components result from the selected parameters and the
properties of the mean value filters;

8. The advantage of the applied digital method is its flexibility due to its implementation
in a microcontroller. This algorithm can be relatively easily modified, unlike the
electronic system (analogue method) implemented in hardware;

9. Both the analogue and digital methods can be used as methods for estimating the
linkage within the core in order to identify ferroresonance, provided, however, that
the detection criterion is based only on measurements of the periodic component in
the steady state;

10. Studies of the analogue input circuit have shown that the use of an operational
amplifier operating in an inverting differential circuit allows for obtaining smaller
interferences in the output signal than in the case of the used summation circuit. The

100



Appl. Sci. 2024, 14, 11304

input signal should then first pass through the inverting amplifier and then be fed
to the inverting (negative) input of the differential circuit. A constant offset voltage
would be fed to the non-inverting (adding) input;

11. In the case of an attempt to estimate the flux waveform from the secondary voltage
waveform, it is necessary not to use galvanic separation. Otherwise, the integration
operation will, as it were, estimate the flux in the separating transformer and not in the
core of the voltage transformer. In addition, the use of a separating transformer will
result in an additional phase shift that is sensitive to the frequency of the input signal;

12. The proposed numerical integration algorithm with the elimination of the constant
component (offset) implemented within the digital method requires further research.

8. Summary and Proposed Applications

As the main findings, it should be emphasised that both applied methods—analogue
and digital—can be alternatively used to implement the integration operation and estimate
the magnetic flux linkage in the core of a voltage transformer. Both methods allow for
determining the periodic component of the flux course. Due to the construction of the
proposed analogue electrical circuit and the offset elimination in the digital algorithm, it is
not possible to estimate the magnetic remanence in the core. It is also worth noting that
the problem of eliminating the offset of the numerical integration operation and making
it insensitive to the constant component makes the digital algorithm quite complicated.
This problem was addressed in the paper [15], where, in order to avoid this problem, it
was decided to perform an approximate integration operation through a digital low-pass
filter. Since this filter itself also suppresses the constant component, it also allows only
for estimating the periodic component of the flux course (correctly only for a limited
frequency range).

Potentially, both methods could be used to create a unique criterion for detecting
ferroresonant oscillations in medium voltage networks. Phase voltages or zero sequence
voltage could then be integrated. Magnetic fluxes calculated in this way could constitute
an input signal for the excess element calculating the RMS value or the peak value of the
periodic course. Measurements of both of these criteria quantities are, of course, associated
with further problems (in particular, dependence on frequency). Nevertheless, even for
a measurement window of constant width, the development of a new detection criterion
using the estimated magnetic flux linkage is possible.

Another application could also be proposed as an attempt to estimate the location
of the instantaneous operating point on the magnetisation characteristic of a voltage
transformer. Assuming that the shape of the magnetisation characteristic is not known, an
additional measurement of the current drawn by the voltage transformer is necessary. In
combination with the estimated periodic component of the magnetic flux, this would allow
for the estimation of the course of the magnetic hysteresis. The measured distorted current
drawn by the transformer, which is almost equal to the magnetising current, could be the
basis for reproducing the magnetic remanence in the transformer core. Of course, such an
application requires further research and the development of a method for measuring the
very small current drawn by the voltage transformer. Despite these difficulties, magnetic
flux estimation could also be useful in this case.
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Abstract: In this paper, we present an array-fed Fabry–Perot cavity antenna (FPCA) based on a
partially reflecting sheet (PRS) capable of generating a circularly polarized (CP), highly directive,
far-field radiation pattern in the 27–28.5 GHz frequency range. The PRS, the cavity, and the array
of feeders serve to different purposes in this original structure. The PRS is engineered to produce a
circular polarization from a linearly polarized source placed inside the cavity. The cavity is optimized
to obtain a directive conical beam from the dipole-like pattern of the simple source, and allows
for a frequency scan of the beam along the elevation plane. The array of feeders is designed to
obtain a pencil beam whose azimuthal pointing direction can be controlled by properly phasing the
sources. The radiation performance is studied with a specific application of the reciprocity theorem
in a full-wave solver along with the pattern multiplication principle. A number of array-pattern
configurations in terms of operation frequency and phase shift are investigated and presented to
show the potential of the proposed solution in terms of design flexibility and radiation performance.

Keywords: Fabry–Perot cavity antennas; circular polarization; phased arrays;
leaky-wave antennas

1. Introduction

Several applications areas, such as remote sensing, satellite communications, radar,
and health engineering call for antenna solutions capable of realizing circularly polarized
(CP) beams. No need for reciprocal alignment, improved resistance to multipath fading,
and the capability to easily overcome obstacles on the data link confer an increased appeal
to the CP regime [1–3]. With respect to other modern techniques, based on metasurfaces in
transmitting or reflecting mode (see, e.g., [4–7]), CP leaky-wave antennas (LWAs), using
a single-element structure, offer notable advantages in terms of compactness, planar ge-
ometries, and simple feeding schemes, critical for antennas in integrated complex systems.
Two significant advantages of CP-LWAs compared to other techniques are represented
by the inherent frequency-scanning property and the possibility to suitably engineer the
radiating aperture to realize polarization-conversion metasurfaces. These two properties
result in a significant simplification of the primary sources, which can, in turn, rely on
simple, non-directive, dipole-like, linearly polarized elements [8–18].

Interestingly, attempts to exploit these two properties for obtaining scanning CP
beams recently involved the use of 1-D LWAs based on substrate integrated waveguides
(SIWs) [19,20]. While these solutions allow for radiating an elevation-directive CP fan beam
from the backward to the forward quadrant through the broadside, they cannot reconfigure
the beam over the azimuthal plane.
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In this respect, Fabry–Perot cavity antennas (FPCAs) [21] offer a flexible and advanta-
geous solution. As is well known [22], FPCAs can be modeled as 2-D LWAs, and are often
designed to radiate either a linearly polarized (LP) pencil beam at the broadside, or an
LP frequency-scannable (almost omnidirectional) conical beam [14]. Progress has recently
been made in realizing CP beams, as well as in beam-shaping techniques.

Independent excitation of both a TM and a TE leaky wave has been proven as an
effective technique in [23]. A way to ensure the two required modes consists of employing
two distinct sources. A vertical electric dipole (VED) is obtained by the insertion of a coaxial
cable through the ground plane to excite a TM leaky wave, whereas the TE counterpart
can be excited by an equivalent vertical magnetic dipole (VMD) or, more practically, by a
circular array of slots etched in the ground plane [24]. Considering a resonant cavity formed
by a ground plane and a homogenized partially reflective surface (PRS), the proposed
approach enables polarization control, easily switching from LP to CP beams. This feature
is achieved through an antenna biasing system that equalizes the magnitudes of the vertical
and horizontal far-field components and provides the desired phase shift in quadrature
[23]. The antenna design in [23] demonstrates the flexibility in obtaining CP beams, once
two complementary feeders are provided in the cavity. To reduce the complexity of the
feeding structure, different antenna architectures for producing CP beams were explored.

Linear-to-circular polarization conversion has been investigated through different
techniques. A self-polarizing FPCA architecture has been proposed in [25], employing a
nonresonant frequency selective surface (FSS) to induce resonance and a further twisting
surface to produce the desired feature of circular polarization. A simple LP feeder is
employed to generate resonance inside the cavity, which enables partial power leakage to-
wards a polarizing ground plane, producing the complementary field component. Accurate
cavity optimization allows it to radiate a pure CP beam at the broadside.

Synthetic materials, given to their artificially derived properties, have extensively
reshaped applications, including the sector of guiding and radiating systems.

Recent advancements in the development of metasurfaces inspired interesting de-
signs that operate in both reflection and transmission modes, also including tunable
properties [26–34].

The profitable use of a metasurface-based PRS has been further investigated to obtain
compact planar geometries devoted to polarization conversion. In [35,36], the typical
highly reflective PRS is designed as a layered superposition of dielectric substrates and
metals. Specifically, in [36], two separated patches decoupled by a metallic plane are
considered in a transmitting–receiving scheme, with the bottom one exhibiting a high
reflectivity necessary for high elevation selectivity, and the upper shaped one responsible
for polarization conversion.

On the other hand, electronic beam-control methods, as part of beam shaping, have
been proposed in [37–40], where the dimensions of the design elements are tuned to adjust
the modal features of the supported leaky-wave solutions. A classic strategy to perform
electronic beam steering consists of exploiting the standard array theory. Simple free-space
arrays may require a large number of elements to obtain a fine direction tuning, suffering
from parasite cross-talk phenomena among elements, grating lobes, and requiring complex
feeding systems [41]. Embedding multiple sources in resonant cavities has been proven
effective in [42,43], in terms of array thinning, simplification of the feeding scheme, and
grating lobes mitigation.

In this work, we combine the concepts of polarization conversion and electronic array-
based beam steering to obtain a novel polarization-conversion metasurface (PCM) with
an increased axial-ratio (AR) elevation stability and an enhanced azimuthal symmetry
of the unit cell. The main goal of this study is to design an FPCA capable of radiat-
ing highly directive CP pencil beams in any desired direction within a certain angular
range by exploiting both the leaky-wave frequency scanning behavior and the use of
multiple feeders.
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This paper is organized as follows. In Section 2, the theoretical background and the
PCM design strategy are presented. The latter is exploited in Section 3, where the element
patterns of an optimized, original unit cell are obtained through computationally efficient
full-wave simulations based on the reciprocity theorem. The consequence of embedding
multiple sources is then illustrated in Section 4 for a few case studies. The final remarks
and future perspectives are discussed in Section 5.

2. Unit-Cell Design and Analysis Strategy

The antenna structure is presented in Figure 1, as well as a detailed zoom on the PCM
unit cell. Three main components should be distinguished: the PCM, the ground plane, and
a simple horizontal electric dipole (HED) oriented along the y axis and placed in the middle
of the cavity to have maximum gain [44,45]. Here, we consider both the ground plane and
the PCM of infinite extent without taking into account possible truncation effects, as is
typical for leaky-wave antennas with high aperture efficiency [14]. As concerns the source,
an FPCA is commonly fed by any LP dipole-like radiator [22]. The use of a horizontal
magnetic dipole (HMD), typically implemented through a resonant slot on the ground
plane [46], or an HED, usually in the form of an L-shaped probe [22], allows for obtaining
the broadside pencil beam, which are instead not possible with vertical dipole sources [14].

Figure 1. Pictorial representation of the proposed FPCA. The insets on the left show the PCM unit
cell through different perspective views, indicating the main design parameters.

Concerning the PCM, this has been designed on the basis of the one proposed in [36],
which has been suitably improved in order to ensure a good performance at different
elevation and azimuth angles to allow for an efficient electronic scan of the beam. In
particular, the PCM consists of three metallic patches sandwiching two square Rogers
RO3203 dielectric substrates, whose dimensions are reported in Table 1. The bottom
metallic square patch is responsible of field reflections inside the cavity [36], while the top
metallic patch is shaped to obtain an LP-to-CP conversion [35]. The symmetry of the upper
metallic patch with respect to the diagonal plane (see Figure 1) is instrumental to obtain
the right-hand circular polarization (RHCP) [35,36]. The two top/bottom metallic sheets
are separated by a further metallic layer located between them; the electrical coupling
between the top and bottom layers is ensured by a pair (rather than a single, as in [36])
vertical via holes, whose symmetric location with respect to the center of the unit cell helps
in improving the scanning performance of the resulting antenna.
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As in [36], thanks to the stratified geometry of the PCM, one may optimize trans-
mission features by tailoring the top patch without significantly affecting the reflection
features, which are essentially established by the bottom patch. The central metallic patch
that separates the dielectric substrates decouples the transmission and reflection patches so
that their optimization can be carried out independently. Moreover, it has been shown that
the position of the vias (see Figure 1), whose reciprocal distance accounts for the required
phase quadrature between horizontal and vertical radiated components, does not modify
the reflectivity of the bottom patch seen by the resonating field, both in terms of magnitude
and phase. Hence, the phase of the reflection coefficient can be used, in particular, to design
the cavity height h for maximum radiated power at broadside, according to von Trentini’s
formula [21], and it is not affected by further calibration steps.

In the case under analysis, a broadside pencil beam is obtained for h = 3.5 mm.
Since typical multiple reflections inside an FPCA are supposed to modify the conver-

sion properties of the free-standing PCM, we directly optimize the polarization-conversion
properties of the latter in a reciprocity-based scenario. The latter accounts for multiple
bounces that define the actual behavior of the device.

The optimization of the PCM top patch is performed by tuning the dimensions of
its constituent elements on a given azimuthal plane, here the xz plane, such that the CP
conditions are fulfilled, i.e., |E

θ
|=|Eφ |, and ∠E

θ
−∠Eφ = ±90◦.

The standard formulation based on the reciprocity theorem gives

J
test

· EHED = J
HED

· Etest (1)

where J and E represent the electric current density and the electric field, respectively, in the
presence of the source (subscript ‘HED’) or of a test dipole in the far-field region producing
an impinging plane wave (subscript ‘test’).

By reciprocity, the electric fields sampled by an ideal probe (oriented as the original
HED), produced by plane waves impinging on the structure from different azimuthal and
elevation angles, allow for recovering the overall 3-D far-field pattern for the Eφ and Eθ

components from the incident TE and TM Floquet waves in the unit cell [47]. The CP
components are finally obtained by the following transformation:

[
ERHCP
ELHCP

]
=

1√
2

[
1 j
1 −j

][
Eθ

Eφ

]
(2)

with ERHCP and ELHCP being the right-hand and left-hand circular-polarization
components, respectively.

The design parameters of the PCM are here optimized to have an RHCP broadside
pencil beam at 27 GHz with low cross-polarization levels. Thanks to the aforementioned
decoupling between the top and bottom layers of the PCM, the modifications introduced
in the optimization of the top layer have very little impact on the reflection coefficient
and hence on the cavity height. This concept is corroborated in Figure 2, where the
reflection-coefficient phase is reported for different optimization steps showing a quasi-
perfect superposition. The complete list of optimized unit-cell parameters is reported in
Table 1, (see Figure 1 for the definition of the symbols).
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Figure 2. A comparison of the phases of the PCM reflection coefficient is presented. The blue dashed
line represents the optimized configuration, while the red solid and black dotted lines correspond to
sub-optimal cases, reflecting variations in the dimensions of the transmitting patch, the via holes,
and their mutual distance.

Table 1. Unit -cell design parameters.

lc (mm) lu (mm) le (mm) lb (mm) hs (mm)

3.33 3 1.33 2.53 0.46

hd (μm) dv (mm) do (mm) sy (mm) sx (mm)

5 0.42 0.63 0.18 0.3

3. FPCA: Element Patterns and Far-Field Polarization

At this stage, one can evaluate the far-field components Eθ and Eφ over different
directions and, thus, obtain the corresponding ERHCP and ELHCP quantities through (2).
The desired co-polar, far-field pattern of the ERHCP component is reported in Figure 3a–e
for different frequencies in the overall 27–28.5 GHz range. As expected, in Figure 3a, a
broadside pencil beam is observed at 27 GHz. The −3 dB gain and 3 dB AR isolines are
reported with a dashed black line and solid magenta line, respectively. It is manifest that
the design process effectively led to a CP narrow beam at broadside for 27 GHz.

As expected, as the frequency increases, the pencil beam turns into a conical beam,
preserving its CP features. As shown in Figure 3b, at 27.3 GHz, an almost azimuthally
symmetric beam pointing at θ = 12◦ is obtained with a half-power beamwidth (HPBW)
well within the 3 dB AR range, thus demonstrating that the CP condition is maintained
over the main beam. At higher frequencies, namely up to 28.2 GHz, one may observe from
Figure 3c,d that a CP beam is maintained at elevation angle as large as θ = 32◦.

However, in this latter operating condition, the azimuthal symmetry of the beam is
affected and the CP condition compromised around φ = −50◦ and φ = 130◦. Such behavior
is more evident at even larger frequencies (see results for 28.5 GHz in Figure 3e), where the
CP condition is compromised over larger azimuthal ranges, with the radiation maximum
occurring for θ = 37◦.

An additional increase in frequency, although not shown, further enlarges the regions
outside the CP regime, thus worsening the antenna radiation performance.

Finally, in Figure 3f, the importance of choosing the unit-cell design parameters in
a cavity environment is stressed. The colormap shows the AR considering the PCM
in a free-standing environment, after the reciprocity-driven optimization process. As is
manifest, the AR levels are completely outside those limits that enclose the CP region,
thus suggesting that the ground plane presence strongly modifies the PCM behavior. The
in-cavity optimization procedure, while being uncommon for FPCA modeling, constitutes
a simple and precise technique to account for multiple reflections, which otherwise would
provide a detrimental effect on preserving satisfactory AR values.
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Considered patterns of the co-polar right-hand component are also reported as 3-D
radiation patterns in Figure 4a–e, where the elevation scan is evident as we depart from
the broadside condition at 27 GHz in Figure 4a and approach an elevation angle of almost
θ = 40◦, Figure 4e.

For comparison, at corresponding frequencies, the cross-polar ELHCP component
(normalized to the co-polar radiation maximum) is shown in Figure 5a–e to be −20 dB
under the ERHCP component.
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Figure 3. By exploiting the reciprocity theorem, the absolute value of the cavity antenna far-field
component ERHCP is reported in dB through a colormap normalized with respect to its maximum, for
different elevation and azimuth angles at a working frequency f equal to (a) 27 GHz, (b) 27.3 GHz,
(c) 28 GHz, (d) 28.2 GHz, and (e) 28.5 GHz. Magenta and black isolines represent the 3 dB axial-ratio
(AR) level and the half-power beamwidth (HPBW) regions, respectively. (f) shows the different AR
response of the PCM in a free-standing configuration (not placed above any cavity).
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(a) (b) (c)

(d) (e)

Figure 4. Pictorial representation of the co-polar, far-field component ERHCP, in a 3-D format. From
the broadside pencil beam starting condition in (a), by stepping up the operation frequency, the
radiation pattern evolves to azimuthally invariant, conical patterns (b–e).
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Figure 5. The cross-polar far-field component ELHCP is reported after being normalized with respect
to the ERHCP maximum at each frequency. As it manifests, being on average −20 dB under the desired
co-polar component within the main beam, its contribution to the far-field radiation is negligible.

4. FPCA: Array Feeding and Azimuth Scan

The presented FPCA results demonstrate the feasibility of frequency-based scanning
of the elevation plane using a directive CP beam, enabled by the proposed PCM. However,
this solution does not allow for both having a pencil beam off broadside and varying
the azimuthal angle of the beam. For this purpose, a 2-D grid of sources can be used
by exploiting the pattern multiplication principle of array theory. This idea has been
demonstrated in [48] (an overview of array-fed 2-D LWAs is given in [49]) for LP beams
using a planar array of feeders to gain further control of the beam features of an FPCA. In
particular, the leaky-wave dispersion is exploited to scan by frequency the beam in elevation,
whereas the phasing of the feeders allows for scanning in azimuth. This technique is here
suitably modified for CP beams.
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As is known from basic theory, the electric far-field pattern EAP radiated by the array
is given by

EAP = AF EEP (3)

where EEP is the element-pattern radiated when a single HED source is placed in the cavity
and AF is the relevant array factor. Here, the HEDs are arranged in a uniform planar 2-D
array configuration so that the array factor is given by [41]

AF =
1

NM
sin(N ψx

2 )

sin(ψx
2 )

sin(M ψy
2 )

sin(ψy
2 )

(4)

where N is the number of elements along the x axis, M is the number along the y axis, the
quantities ψx and ψy depend on the spherical angles θ, φ, and the phase shifts Δφx, Δφy
along x, y through

ψx = kdx sin θ cos φ + Δφx

ψy = kdy sin θ sin φ + Δφy
(5)

where k is the wavenumber, and dx and dy stand for inter-element spacing along x and y
axes, respectively.

Here, we consider N = 4 and M = 10, for a total number of 40 elements. A common
design criterion in standard antenna array theory consists of requiring the distance between
adjacent elements to be lower than half a wavelength. This is to avoid grating lobes, specially
if it is necessary to scan elevation angles far from the broadside, namely up to 60◦ and beyond.
Here, the elevation angle is limited to approximately 40◦, so grating lobes should not appear,
even if such a condition is not strictly met. Additionally, possible unwanted lobes at different
pointing angles are washed away due to high elevation selectivity of the element pattern,
suggesting that sparser feeding grids can be considered [42]. Consequently, an equal inter-
element spacing along the two directions, viz. dx = dy, has been chosen, setting a distance
equal to twice the unit-cell periodicity, dx = dy = 2lc = 6.66 mm. Since the lower frequency
is 27 GHz, corresponding to λ = 11.11 mm, the element spacing is slightly higher than
half a wavelength, but the results in Figure 6 confirm that we still manage to suppress
all of the spurious lobes. In particular, in Figure 6, the ability of the proposed FPCA to
radiate a CP pencil beam in any elevation direction (between θ = 0◦ and θ 
 40◦), as
well as any azimuthal direction is demonstrated. Specifically, in Figure 6a, we show the
possibility of producing a CP beam with the maximum at θ = 12◦ on the φ = −60◦ plane.
The desired elevation angle is obtained by considering a 27.3 GHz working frequency,
by exploiting the inherent frequency-scanning property of the LWA element pattern (see
Figure 3b). For the azimuth-angle pointing direction φ = −60◦, the array theory [41] is
applied to achieve the required inter-element phase difference values of Δφx = −22.68◦
and Δφy = 39.28◦, as derived from (5). In a similar manner, by fixing the working frequency
at 28 GHz and setting Δφx = −105.05◦ and Δφy = 0◦, we ensure a perfect CP pencil-beam
with the maximum on φ = 0◦ at θ = 28◦ (see Figure 6b). Similarly, by further increasing
the frequency to 28.5 GHz, and thus considering the maximum of the element pattern
at θ = 37◦, a perfectly CP pencil beam can be obtained on the φ = 30◦ plane imposing
Δφx = −113.14◦ and Δφy = −65.32◦ (see Figure 6c).
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Figure 6. |ERHCP| radiation-pattern colormaps obtained through the proposed array-fed FPCA
pointing at (a) θ = 12◦ and φ = −60◦, (b) θ = 28◦ and φ = 0◦, and (c) θ = 38◦ and φ = +30◦. The
black dashed and magenta solid lines represent the HPBW and AR = 3 dB boundaries, respectively.

We have thus demonstrated that the proposed array-fed FPCA is able to generate a
pure CP pencil beam pointing at various directions. It is worthwhile to point out that the
proposed approach does not consider the mutual coupling among the sources. However, as
shown in [48], and experimentally validated in [50], this effect can be taken into account and
easily mitigated, keeping cross-coupling scattering coefficients well under the threshold
of −15 dB.

5. Conclusions

In this work, a compact, planar, Fabry–Perot cavity antenna is studied as a possible
launcher for electronically steerable, circularly polarized pencil beams. A versatile and
original application of the reciprocity theorem allowed for optimizing the unit-cell param-
eters. This latter strategy, though unusual for periodic metasurface design, constitutes a
fast and effective way to account for multiple bounces, which otherwise may considerably
affect the stability of the axial ratio.

Here, due to structure of the unit-cell, which is a multilayered stack of dielectrics and
metallic patches, the in-cavity optimization process allows for evaluating and mitigating
resonance effects on polarization degradation. The axial ratio is hence kept under the 3 dB
threshold in the half-power beamwidth from 27 GHz corresponding to broadside radiation,
to 28.5 GHz, where a conical, azimuthally invariant beam is obtained with the radiation
maximum set on almost 40◦ off-broadside on the elevation plane.

Inserting a theoretical planar array of 40 equispaced, uniform sources accounting for
horizontal electric dipoles, allows us to demonstrate that the associated array factor is
capable of transforming the omnidirectional conically shaped element pattern to a circularly
polarized pencil beam. Taking advantage of the frequency sweep and properly phasing the
elements in the array, elevation and azimuth planes are scanned, respectively.

Obtained results clearly confirm that the reciprocity-based design is valid for di-
mensioning compact, planar, and electronically scanning CP pencil-beam launchers, with
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limitations appearing when the off-broadside angle steers to considerable values. Further-
more, this approach also demonstrates that, with respect to more classical solutions, based
on free-space arrays, the problem of grating lobes appears to be considerably mitigated
due to the directive nature of the element pattern.

Although the covered elevation angles are already sufficiently large for many practical
applications, the obtained results clearly show that, in future works, further improvements
in the unit-cell design could potentially extend the region in which elevation scan is possible
in the CP regime.
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Abstract: The paper presents an application of the ASMD-FSMD technique for designing
high-performance digital circuits on the example of an implementation of sequential multi-
pliers in reconfigurable FPGA devices. The method primarily enables multiple operations
on the same variable within a single clock cycle. The experiments were conducted using the
QuartusPrime tool and Cyclone 10 LP devices, as well as Vivado tools and the Kintex Ultra-
Scale family device. The bit size of multiplicands varied from 4 to 128. A comparison of the
ASMD-FSMD technique with the traditional approach using datapath with the controller
has shown that the performance of the sequential multipliers increases by a factor of 2 and,
for some examples, by a factor of 3. Practical recommendations for using the ASMD-FSMD
technique to improve the performance of digital devices, as well as directions for further
studies, are given in the conclusion.

Keywords: algorithmic state machine with datapath; finite state machine with datapath;
high-level synthesis; performance; FPGA; Verilog HDL

1. Introduction

Typically, a digital device is designed and represented by an operational unit (datapath)
and a control unit (controller). As a rule, these blocks are designed separately. The datapath
is based on a set of standard functional units (registers, buses, multiplexers, etc.). The
controller is implemented as a finite state machine (FSM).

The ASMD-FSMD method for creating digital devices involves describing the opera-
tion of the device as a diagram of an algorithmic state machine with datapath (ASMD) and
coding the project in Verilog HDL as a finite state machine with datapath (FSMD).

Due to their clearness, algorithmic state machines (ASMs) are widely used to represent
FSM behavior. The ASMs were first proposed in [1] as an alternative to automata graphs.
In [2], it was proposed to use the ASM to describe the behavior of a control unit and
operations performed in the datapath. Such ASM was called an ASMD. Recently, ASMD
charts have been increasingly used in projects implemented in field programmable logic
devices (FPGA): for the implementation of industrial control systems [3], to implement the
asin function using the CORDIC (coordinate rotation digital computer) algorithm [4]; in
the hardware implementation of the cryptographic algorithm AES (Advanced Encryption
Standard) [5]; when designing a universal asynchronous receiver-transmitter (UART) [6];
in the hardware implementation of high-speed speech classifiers [7]; when designing a
memory controller with high performance and low power consumption [8], etc.

In [9], it is proposed to combine the datapath and controller and represent them as
a finite state machine with a datapath (FSMD). The FSMDs for synchronous and asyn-
chronous projects are given in [10]. FSMDs are widely used in high-level synthesis: in the
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equivalence test method based on value propagation [11], for checking the correctness of
translation of C/C++ descriptions into a register transfers level (RTL) [12], to solve the
problem of global elimination of common subexpressions [13], etc.

The ASMD-FSMD technique for designing digital devices was first presented in [14].
In the ASMD-FSMD technique, it is proposed to describe the project code in Verilog HDL
(hardware description language) directly according to the ASMD chart in the form of
FSMD. A comparison of the ASMD-FSMD technique with the traditional approach in the
case of using the Mealy FSM and the Moore FSM as a control unit is given in [15]. In [16],
the ASMD-FSMD technique for designing digital signal processing devices is considered.
The paper [17] presents the application of ASMD-FSMD methodology to the design of
embedded processors on FPGA. The main advantage of the ASMD-FSMD technique is a
significant reduction of design time (5–7 times). In addition, the use of the ASMD-FSMD
technique, as compared to the traditional approach, allows, in most cases, the reduction of
the implementation cost and increase in the speed of the devices.

Increasing the performance of digital devices and systems is always a topical prob-
lem. High performance is important in the design of the following devices and systems:
adders [18,19], multipliers [20,21], frequency synthesizers [22], digital FIR filters [23,24],
pipelines [25], accelerators [26], a datapath [27], memory access controllers [28,29], en-
coders/decoders for communication systems [30], programmable logic controllers [31],
encryption systems [32], convolutional neural networks [33], finite state machines [34,35]
as well as in high-level synthesis of digital systems [36,37]. It is also noticed in [38] that
even slight variations in the description of devices using hardware description language
(HDL) can result in notably distinct hardware implementations, affecting the final area
usage, speed, and power consumption.

The proposed paper addresses the problem of increasing the performance of digital
devices by applying the ASMD-FSMD technique. The main idea lies in the possibility
of performing several operations on the same variable in one Verilog HDL procedural
block. As a result, several operations can be executed during one clock cycle. It leads to an
increase in device performance, as compared to the traditional approach. The proposed
approach is demonstrated by an implementation in reconfigurable FPGA of sequential
multipliers. Experimental studies have shown that using the ASMD-FSMD technique
allows for increasing the performance of sequential multipliers on average by a factor of 2
and, for some examples, by a factor of 3.

The main contribution of this paper is the use of the ASMD-FSMD technique for
designing high-performance digital devices. The novelty of the proposed technique is the
execution of several operations with the same variable in one clock cycle, which leads to an
increase in the performance of the device.

The main goal of the paper is to justify the increase in the performance of digital
devices using the ASMD-FSMD technique, as well as provide practical recommendations
for the design of high-performance digital devices by the ASMD-FSMD technique.

Summarizing the above, the originality and novelty of the proposed approach consist
of the following key points:

• The use of the ASMD-FSMD technique for designing high-performance digital devices;
• The execution of several operations with the same variable in one clock cycle;
• The justification for the increase in the performance of digital devices using the ASMD-

FSMD technique;
• The verification of the advantages of the ASMD-FSMD technique through implemen-

tations of the multiplier;
• The identification and summarization of practical recommendations for the design of

high-performance digital devices using the ASMD-FSMD technique.

117



Appl. Sci. 2025, 15, 410

The paper is organized as follows. Section 2 presents the traditional approach to
the design of sequential multipliers. Section 3 discusses the ASMD-FSMD technique and
presents the main hypothesis of the work. Section 4 presents the results of the experimental
studies. The conclusions in Section 5 give recommendations for the practical use of the
ASMD-FSMD technique to increase the performance of digital devices, as well as indicate
directions for further research of the ASMD-FSMD technique.

2. Traditional Approach to the Design of Sequential Multipliers

The following classical multiplication methods are known by which sequential multi-
pliers are built:

• Algorithm a: the least significant bit of the multiplier is examined, the multiplier is
shifted to the right, and the multiplicand to the left;

• Algorithm b: the most significant bit of the multiplier is examined, the multiplier is
shifted to the left and the multiplicand to the right;

• Algorithm c: the most significant bit of the multiplier is examined, and the multiplier,
along with the partial product, are shifted to the left;

• Algorithm d: the least significant bit of the multiplier is examined, and the multiplier,
along with the partial product, is shifted to the right.

The datapath of the sequential multiplier c, as presented in Figure 1, consists of
the following:

• A and B: the multiplicand and multiplier, respectively;
• Registers ra and rb for storing the multiplicand and multiplier, respectively;
• Register rp for storing the result;
• Counter cnt generates the done signal to indicate the end of the multiplication process

and the internal signal roll that is used by the FSM.

Figure 1. The datapath of the sequential multiplier c.
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Input signals for every block are defined as follows:

• load: to load the values of multiplied words A and B into registers ra and rb;
• load_p: to load the result of addition into the register rp;
• clr: to reset the register rp and the counter cnt;
• ena: to allow the shift of the content of the register rb and the increase the counter cnt;
• ena_p: to allow the shift of the register rp;
• clk: clock signal;
• reset: reset signal;

The datapath of the sequential multiplier d presented in Figure 2 consists of:

• A and B: the multiplicand and multiplier, respectively;
• Registers ra and rb for storing the multiplicand and multiplier, respectively;
• Register rp for storing the result;
• Counter cnt, which generates the signal done to indicate the end of the multiplication

process, and the internal signal roll, used by the FSM.

Figure 2. The datapath of the sequential multiplier d.

Input signals for every block are used for:

• load: to load the values of multiplied words A and B into registers ra and rb;
• load_p: to load the result of addition into the register rp;
• clr: to reset the register rp and the counter cnt;
• ena: to allow the shift of the content of the register rb and the increase the counter cnt;
• ena_p: to allow the shift of the register rp;
• clk: clock signal;
• reset: reset signal.

Using the ASMD-FSMD technique is the most efficient (in terms of speed) in designing
multipliers c and d. So, consider the traditional approach in the design of multipliers c and
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d. The datapath in the case of the traditional approach for both algorithms is shown in
Figures 1 and 2, respectively.

The counter cnt generates the signal done, which indicates the end of the multiplication
process and the internal signal roll that is used by the FSM. The process of multiplying the
numbers A and B starts with the signal run.

The control functions identically for both algorithms (c and d). The FSM (Figure 3),
based on the values of the signals run and roll, generates the necessary values for the
control signals. These include load, which loads the values of multiplied words A and B
into registers ra and rb; load_p, which loads the result of addition into the register rp; clr,
which resets the register rp and the counter cnt; ena, which allows the shift of the content
of the register rb and the increase the counter cnt; ena_p, which allows the shift of the
register rp. Additionally, the multiplier is controlled by the clock signal clk and the reset
signal reset.

Figure 3. The control device of the sequential multipliers c and d in the form of Mealy’s FSM.

In the state S0, the FSM waits for the signal run, which starts the multiplication process
by switching to the state S1 and generating the signals load and clr. Since two clock cycles
are required to load the results of the addition into the register rp and shift the content of
the register rp, one multiplication cycle corresponds to two states, S1 and S2. When the FSM
transitions from the state S1 to the state S2, the addition result is loaded into the register rp
by the signal load_p, and the content shift of the register rb is performed by the signal ena.
When the FSM transitions from state S2 to state S1 by the signal ena_p, the content of the
register rp is shifted to the left. The multiplication process is terminated by the signal roll,
and the FSM transitions to the state S0. Thus, in the traditional approach, the multiplication
of N-bit numbers A and B using the algorithm c is performed in n = 2N + 1 clock cycles.

3. The ASMD-FSMD Technique

The development of digital devices using the ASMD-FSMD technique consists of
constructing the ASMD chart of device behavior and creating Verilog code in the form of
the FSMD [14].

The ASMD chart consists of ASMD blocks (Figure 4). Every ASMD block represents
the FSMD’s behavior within a single state over one clock cycle. The ASMD block includes
one state box (rectangle). Also, it may have several decision boxes (rhombuses) and
conditional output boxes (ovals). The rhombuses may both precede ovals and follow ovals.
The ASMD block has only one input, which is the input to the state box, and may have one
or more outputs. The inputs and outputs of boxes are connected by arcs. Feedback loops
are prohibited inside an ASMD block. Algorithm loops and wait states in the ASMD chart
are implemented using external feedback (concerning the ASMD block).
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Figure 4. The ASMD block.

For the Moore FSMD, the operations performed in some states are written inside the
state box. In the Mealy FSMD, the actions associated with transitions are noted within the
conditional output boxes. Logical expressions are placed inside the decision boxes, with
the decision block outputs being represented as either zero or one, indicating transitions
based on whether the logical expression evaluates to false or true. Any operations written
into either rectangles or ovals can be used if they are admissible in the Verilog HDL. The
same is true for the logical expressions written down in rhombuses. The ASMD chart is a
composition of connected ASMD blocks. Each output of any ASMD box can be connected
to only one input of another box, i.e., branching of the algorithm is possible only in the
decision boxes. The Verilog code of the design is built directly from the ASMD chart
created before.

The ASMD-FSMD technique can be represented as the following Algorithm (Figure 5):

1. The FSMD states are determined.
2. The ASMD block is constructed for each FSMD state.

a. Within the ASMD decision boxes, logical expressions are placed, and their
values are evaluated in this state.

b. In a Moore FSMD, the actions that are executed on the register content within
this state are listed within the state box.

c. In the Mealy FSMD, the operations carried out on the content of the registers
during these transitions are placed in the conditional output box.

3. ASMD blocks are linked to one another following the device’s operational algorithm.
Each ASMD block’s output may be connected to only one input of the same or a
different ASMD block.

4. When needed, the ASMD is adjusted to enhance the device’s performance or area.
For instance, through analysis of the algorithm loops, the ASMD is altered to reduce
the number of states within the loop.

5. The FSMD Verilog code is developed directly from the ASMD chart. Variables in
the Verilog code are equivalent to the device registers. Logical statements in the if

conditions align with those in the ASMD conditional boxes. Actions depicted in
ASMD blocks are presented as procedural blocks enclosed between begin. . .end. For
Moore FSMD, the operations conducted in the respective ASMD block are specified in
the state box, and subsequent states are determined by ASMD transitions. In the case
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of Mealy FSMD, every action performed in the associated ASMD block is presented
in an algorithmic description format.

6. The FSMD is implemented using a suitable design tool.
7. End.

Figure 5. The ASMD-FSMD algorithm.

The primary distinction from traditional methods lies in combining two digital system
description techniques within a single algorithm. An FSM described using ASMD is
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referred to as a state machine with a datapath (FSMD). The ASMD-based FSMD design
methodology is called the ASMD-FSMD technique. Unlike traditional designs, the FSMD
is not explicitly divided into a control unit (FSM) and a datapath. Instead, it more closely
aligns with a behavioral or algorithmic representation of the device’s operation. The
central step in this design approach is creating an ASMD chart that represents the behavior
or operational algorithm of the digital device. This approach avoids strict separation
between the datapath and control unit. However, the ASMD chart establishes FSM states
corresponding to the control unit’s states. This linkage helps synchronize the device’s
operation with clock cycles, enabling developers to track the clock cycle count for each
branch of the algorithm. Additionally, the ASMD chart does not directly specify the
datapath’s structure, leaving its implementation flexible.

Note that the ASMD language provides more possibilities for describing the behavior
of the device than the traditional approach. For example, for a Mealy FSMD in one
ASMD block, it is possible to perform various variable operations sequentially, compare
the obtained values with each other or with constants, and, depending on the results of
the comparison, perform some operations with the same variables. Moreover, all these
operations are performed in one clock cycle. Thus, with ASMD, it is possible to describe a
digital device on a behavioral level, which is impossible with the traditional approach.

Hypothesis 1. Using the ASMD-FSMD technique allows one to perform multiple oper-
ations on the same variable in a single clock cycle, which leads to an increase in device
performance compared to the traditional approach.

Experience with the ASMD-FSMD technique [14–16] shows that the ASMDs of Mealy
FSMDs are better suited for building high-performance digital devices. As an example, let
us consider the ASMDs for the Mealy FSMD, which describes multipliers c and d (Figure 6).

The ASMD chart of the multiplication algorithm c (Figure 6, on the left) consists of
two ASMD blocks, which correspond to the states S0 and S1 of Mealy’s FSMD. State S0

waits for the signal run, when run = 1 the variables are initialized. State S1 corresponds
to the multiplication loop. When rb[N − 1] = 1, the multiplicand value is added to the
content of the register rp; otherwise, nothing is added. The counter cnt value is then
incremented, and the content of the register rb is shifted to the left. The value of the counter
cnt is checked in the same ASMD block. If cnt = N − 1, then the flag done is set, and the
multiplication process ends. Otherwise, the content of the register rp is shifted to the left,
and the multiplication cycle is repeated.

The ASMD chart of the multiplication algorithm d (Figure 6, on the right) is very
similar to the ASMD of algorithm c. The differences are not significant, and they concern
the register shift direction, the addition range, and the rb register bit, which should be
checked. When rb[0] = 1, the multiplicand value is added to the content of the upper part
(2N − 1 : N) of register rp; otherwise, nothing is added. During the incrementation of the
counter cnt value, the content of the register rb is shifted to the right. If cnt is not equal to
N-1, then the content of the register rp is shifted to the right, and the multiplication cycle
is repeated.
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Figure 6. The ASMD charts for the multiplication algorithms: left is approach c and right is approach d.

Note that in one ASMD block, the value of the register rp is added, the content of
the register rp is shifted, and the value of the counter cnt is increased, and this value is
compared with N − 1. Thus, when using the ASMD-FSMD technique, the multiplication of
N-bit numbers A and B by algorithm c is performed in n = N + 1 clock cycles.

Directly from the ASMD charts in Figure 6, we can write the Verilog code of the
sequential multiplier in the form of the FSMD, which implements the multiplication
algorithm c (Appendix A, module mult_c_Mealy_FSMD).

The variables in the ASMD charts for the multiplication algorithms presented in
Figure 6 are described in the following:

• ra: multiplicand (value of register ra);
• rb: multiplier (value of register rb);
• rp: result (value of register rp);
• cnt: counter (value of register cnt);
• done: the value of the output signal done (from cnt).

The simulation results of the project mult_c_Mealy_FSMD in the tool Quartus Prime
are shown in Figure 7. It shows that the multiplication of 4-bit numbers is performed
in five clock cycles, i.e., the multiplication of N-bit numbers is performed in N + 1 clock
cycles. For comparison, Figure 8 shows the simulation results of the synchronous multiplier,
which implements the algorithm of multiplication c, which was designed by the traditional
approach. Figure 8 shows that the multiplication of 4-bit numbers is performed in nine
clock cycles.
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Figure 7. The simulation results of the multiplier (algorithm c) were designed using the ASMD-FSMD
technique.

Figure 8. The simulation results of the multiplier (algorithm c) are built using the traditional approach.

Similarly to the project implementing algorithm c, we can describe algorithm d in the
form of Verilog code. This code is shown in Appendix B (module mult_d_Mealy_FSMD).
The simulation results of the project mult_d_Mealy_FSMD in the Quartus Prime are shown
in Figure 9. It shows that the multiplication of 4-bit numbers is performed in five clock cy-
cles. For comparison, Figure 10 shows the simulation results of the synchronous multiplier,
which implements the algorithm of multiplication d, designed by the traditional approach.
It shows that the multiplication of 4-bit numbers is performed in nine clock cycles.

Figure 9. The simulation results of the multiplier (algorithm d) were designed using the ASMD-FSMD
technique.

Thus, our hypothesis (that using the ASMD-FSMD technique allows multiple opera-
tions on the same variable in one clock cycle, resulting in increased device performance) is
fully confirmed.
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Figure 10. The simulation results of the multiplier (algorithm d) are built using the traditional
approach.

4. Experiments and Discussion

The Quartus Prime 21.1 software tool was used for implementation in FPGA Cyclone
10 LP of the multipliers c and d. The multiplication algorithms c and d were implemented
using the traditional approach in the form of the datapath and the FSM, as well as using
the ASMD-FSMD technique. The designs were investigated with input word widths of 4, 8,
16, 32, 64, and 128 bits. The experimental results are shown in Table 1, where mult_c_N
and mult_d_N are projects that implement multiplication algorithms c and d, respectively;
N is the width of the input words A and B in bits; LT and LA are the numbers of used FPGA
logic elements (the implementation cost) in case of the traditional approach and when
using the ASMD-FSMD technique, respectively; tT and tA are the time of multiplication
operation in nanoseconds in case of the traditional approach and when using the ASMD-
FSMD technique with operating frequency 100 MHz; LT/LA and tT/tA are relations of
corresponding parameters.

Table 1. The experimental results of the implementation of multipliers c and d by the Quartus tool.

Example LT LA LT/LA tT tA tT/tA

mult_c_4 35 35 1.00 40.25 20.22 1.99
mult_c_8 60 65 0.92 93.11 47.82 1.95
mult_c_16 112 138 0.81 183.55 97.72 1.88
mult_c_32 208 270 0.77 452.46 238.75 1.98
mult_c_64 405 540 0.75 1267.69 639.39 1.98
mult_c_128 793 1006 0.79 8216.11 4200.59 1.96
mult_d_4 32 29 1.10 41.77 20.67 2.02
mult_d_8 58 48 1.21 82.48 36.41 2.27
mult_d_16 98 75 1.31 159.26 53.86 2.96
mult_d_32 176 141 1.25 410.87 158.33 2.59
mult_d_64 338 271 1.25 940.51 355.62 2.64
mult_d_128 663 528 1.26 4851.80 2178.69 2.23

Table 1 shows that using the ASMD-FSMD technique allows, on average, to increase
the performance of the algorithm c by a factor of 1.96 (1.99, for example, mult_c_4) and the
algorithm d by a factor of 2.45 (2.96, for example, mult_c_16). In addition, the ASMD-FSMD
technique allows, on average, for algorithm d to reduce the implementation cost by a factor
of 1.23 (for example, mult_c_16 by a factor of 1.31) [16]. A comparison of area (LT/LA) and
time (tT/tA) ratios can also be seen in Figure 11.
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Figure 11. The comparison of LT/LA and tT/tA ratios for multipliers implemented by the Quartus tool.

Similar studies were also performed using the software tool Vivado 2021.1 in the
implementation of multipliers in FPGAs of the family Kintex UltraScale. The experimental
results are given in Table 2.

Table 2. The experimental results of the implementation of multipliers c and d by the Vivado tool.

Example LT LA LT/LA tT tA tT/tA

mult_c_4 19 23 0.83 74.56 38.30 1.95
mult_c_8 35 33 1.06 138.79 68.59 2.02
mult_c_16 66 65 1.02 275.55 145.52 1.89
mult_c_32 132 90 1.47 589.23 299.41 1.97
mult_c_64 267 171 1.56 1241.75 629.66 1.97
mult_c_128 528 462 1.14 2537.88 1239.05 2.05
mult_d_4 20 13 1.54 89.49 37.54 2.38
mult_d_8 36 24 1.50 157.24 69.26 2.27
mult_d_16 65 41 1.59 305.59 145.28 2.10
mult_d_32 124 90 1.38 619.21 307.82 2.01
mult_d_64 267 170 1.57 1216.07 629.85 1.93
mult_d_128 525 268 1.96 2466.98 1288.97 1.91

When implementing multipliers using the software tool Vivado, the ASMD-FSMD
technique allows to increase the performance by a factor of 2.04 (2.38 for the example
mult_d_4) and decrease the implementation cost by a factor of 1.39 (1.98 for the example
mult_d_128). A comparison of area (LT/LA) and time (tT/tA) ratios can also be seen in
Figure 12.

The results provided in Tables 1 and 2 and Figures 11 and 12 show that in most
examples, the area and the time are decreasing significantly. The results obtained with
the Vivado tool were better than the results from the Quartus tools according to area ratio
(geometric mean equal to 1.35 for Vivado and 1.01 for Quartus), but according to time ratio,
the Quartus tool was better (geometric mean equal to 2.18 for Quartus and 2.03 for Vivado).
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Figure 12. The comparison of LT/LA and tT/tA ratios for multipliers implemented by the Vivado tool.

Additionally, a comparison of the maximum clock signal frequency was performed for
all tested systems. The results are shown in Table 3, where FTC and FAC are the maximum
frequency of clock in MHz in case of the traditional approach and when using the ASMD-
FSMD technique for Cyclone 10 LP device and Quartus tool; FTK and FAK are the maximum
frequency of clock in MHz in case of the traditional approach and when using the ASMD-
FSMD technique for Kintex Ultrascale device and Vivado tool; FAC/FTC and FAK/FTK are
relations of corresponding parameters.

Table 3. Maximum operating frequency of the implemented multipliers.

Example FTC FAC FAC/FTC FTK FAK FAK/FTK

mult_c_4 177.75 190.55 1.07 120.71 130.57 1.08
mult_c_8 137.23 169.49 1.24 122.49 131.22 1.07
mult_c_16 130.4 142.96 1.10 119.76 116.82 0.98
mult_c_32 98.23 102.41 1.04 110.31 110.22 1.00
mult_c_64 64.94 65.65 1.01 103.89 103.23 0.99
mult_c_128 36.99 39.31 1.06 101.27 104.11 1.03
mult_d_4 194.78 209.38 1.07 122.93 133.19 1.08
mult_d_8 181.88 192.09 1.06 120.83 129.94 1.08
mult_d_16 156.99 197.94 1.26 114.53 117.01 1.02
mult_d_32 135.21 153.09 1.13 108.20 107.20 0.99
mult_d_64 97.05 125.6 1.29 107.72 103.20 0.96
mult_d_128 62.33 79.95 1.28 104.99 100.08 0.95

Table 3 shows that the maximum clock frequency for circuits described with the
ASMD-FSMD technique in most cases was generally slightly higher than the maximum
operation frequency of circuits developed with the traditional approach. It can also be
seen that this frequency depends on the device and tool used. For the Cyclone device and
Quartus tool, the advantage of the presented technique was higher than for the Kintex
device and Vivado tool. This is the result of using different placing and routing algorithms
in the design tools and differences in the architectures of the FPGA devices.

Note that the Quartus and Vivado software tools were used with the default synthesis
parameters. Thus, the effectiveness of the ASMD-FSMD technique does not depend on the
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design tool used (Quartus or Vivado), and the effectiveness of the ASMD-FSMD technique
is determined solely by describing the behavior of the digital device in the ASMD chart.

The improved performance of digital devices is due to the efficient implementation
of Verilog compilers. However, in the traditional approach, when a device is presented as
a datapath and an FSM, these capabilities of Verilog HDL compilers are simply not used.
Thus, the advantage of the ASMD-FSMD technique over the traditional approach is to
effectively use the capabilities of Verilog HDL compilers.

5. Conclusions

The following hypothesis was investigated in the paper: in the ASMD-FSMD tech-
nique, it is possible to perform several operations with the same variable in one clock cycle,
which leads to an increase in the device performance compared to the traditional approach.
This hypothesis was fully confirmed by the implementation of sequential multipliers
in FPGA.

The presented approach is not limited only to multipliers; it can be applied to the
design process of various devices, where control device and datapath are used. The
multiplier design process is only an example of how this methodology was used to improve
the implementation results. Of course, it cannot completely replace a variety of multipliers
types. There are a lot of different approaches, mostly not sequential, such as Wallace,
Booth, Dadd’s, CSAM (Carry-Save Array Multiplier), and others. The user can also apply
embedded MAC (multiply and accumulate) blocks of FPGA. The aim of this work was not
to develop the best multiplier but to show how the presented technique can improve the
results of sequential circuit synthesis by only changing the way the system is described
in the HDL language. Our recommendations for the practical use of the ASMD-FSMD
technique to implement high-performance digital devices are as follows:

• Use the ASMD chart for the Mealy FSMD;
• The cycles of the algorithm should be described by an ASMD chart with a minimum

number of states (ASMD blocks), preferably using only one state;
• In one ASMD block, multiple operations can be applied to the same variable, and the

results of those operations can be checked.

Future studies on enhancing the performance of the ASMD-FSMD technique should
focus on the following:

• Determining subsets of Verilog HDL operations that can be executed with the same
variable in one procedural block;

• Determining subsets of Verilog HDL operations that cannot be executed with the same
variable in one procedural block;

• Determining by how much (in a number of clock cycles) the performance of a digital
device increases when certain operations are combined in one procedural block.

Note that the ASMD-FSMD technique can also be used with other hardware descrip-
tion languages, such as VHDL and SystemVerilog, as well as in the design of digital devices
not only on FPGA but also on ASICs (Application Specified Integrated Circuits).

The results of this experiment showed that the different factors of different tools
(Vivado, Quartus) are better optimized. Thus, future work should also verify the impact of
external factors on the results should be verified, including the following:

• Hardware description language used for implementation;
• Synthesis parameters are used in the Vivado and Quartus tools.
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Appendix A

This appendix presents an example of a Verilog code of the sequential multiplier in
the form of the FSMD, which implements the multiplication algorithm c.

module mult_c_Mealy_FSMD
#(parameter N = 4) //operand size
(input clk, reset, run, //control signals
input [N − 1:0] a, b, //multiplicand a and multiplier b
output reg [2*N-1:0] p, //product p
output reg done); //multiplication termination flag
reg [2*N − 1:0] rp; //register declaration
reg [N − 1:0] ra, rb;
reg [N:0] cnt; //counter
localparam [0:0] s0 = 0,s1 = 1;//states of FSMD
reg [0:0] state; //state variable
//behavioral description of FSMD
always @(posedge clk, negedge reset)

if(!reset) state <= s0; //reset of FSMD
else

case (state)
s0: if(run)

begin //the first ASMD block
rp = 0; cnt <= 0; done <= 0;
ra <= a;
rb <= b;
state <= s1;

end
else state <= s0;

s1: begin //the second ASMD block
if(rb[N − 1])rp = rp + ra;
cnt <= cnt + 1’b1;
rb <= rb << 1;
if (cnt == N − 1)
begin

done <= 1’b1;
p <= rp;
state <= s0;

end
else
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begin
rp = rp << 1;
state <= s1;

end
end

default: state <= s0;
endcase

endmodule

Appendix B

This appendix presents an example of a Verilog code of the sequential multiplier in
the form of the FSMD, which implements the multiplication algorithm d.

module mult_d_Mealy_FSMD
#(parameter N = 4)
(input clk, reset, run,
input [N-1:0] a,b,
output [2*N-1:0] p,
output reg done);
reg [2*N:0] rp;
reg [N-1:0] ra,rb;
reg [N_cnt-1:0] cnt;
localparam N_cnt = clogb2(N − 1);
function integer clogb2(input [N − 1:0] v);

for (clogb2 = 0; v > 0; clogb2 = clogb2 + 1)
v = v >> 1;

endfunction
localparam [0:0] s0 = 0, s1 = 1;
reg [0:0] state;
always @(posedge clk, negedge reset)

if(!reset) state <= s0;
else

case (state)
s0: if(run)

begin
rp = 0; cnt <= 0; done <= 0;
ra <= a;
rb <= b;
state <= s1;

end
else

state <= s0;
s1: begin

if(rb[0]) rp = rp[2*N − 1:0] + {ra,{N{1’b0}}};
cnt <= cnt + 1’b1;
rb <= rb >> 1;
if (cnt == N − 1)
begin

rp = rp >> 1;
done <= 1’b1;
state <= s0;
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end
else
begin

rp = rp >> 1;
state <= s1;

end
end

default: state <= s0;
endcase

assign p = rp[2*N − 1:0];
endmodule
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Abstract: Recently, the application of fog-computing technology to vehicular ad hoc net-
works (VANETs) has rapidly advanced. Despite these advancements, challenges remain
in ensuring efficient communication and security. Specifically, there are issues such as the
high communication and computation load of authentications and insecure communica-
tion over public channels between fog nodes and vehicles. To address these problems, a
lightweight and secure authenticated key agreement protocol for confidential communi-
cation is proposed. However, we found that the protocol does not offer perfect forward
secrecy and is vulnerable to several attacks, such as privileged insider, ephemeral secret
leakage, and stolen smart card attacks. Furthermore, their protocol excessively uses elliptic
curve cryptography (ECC), resulting in delays in VANET environments where authenti-
cation occurs frequently. Therefore, this paper proposes a novel authentication protocol
that outperforms other related protocols regarding security and performance. The pro-
posed protocol reduced the usage frequency of ECC primarily using hash and exclusive
OR operations. We analyzed the proposed protocol using informal and formal methods,
including the real-or-random (RoR) model, Burrows–Abadi–Nikoogadam (BAN) logic, and
automated validation of internet security protocols and applications (AVISPA) simulation
to show that the proposed protocol is correct and secure against various attacks. Moreover,
We compared the computational cost, communication cost, and security features of the
proposed protocol with other related protocols and show that the proposed methods have
better performance and security than other schemes. As a result, the proposed scheme is
more secure and efficient for fog-based VANETs.

Keywords: fog computing; vehicular ad hoc network; lightweight; key agreement; perfect
forward secrecy; BAN logic; RoR model; AVISPA simulation

1. Introduction

The vehicular ad hoc network (VANET) [1] offers a promising approach to improv-
ing communication and data sharing between vehicles and infrastructure, transforming
contemporary transportation. The VANET facilitates several applications, including road
safety support, modernized traffic management, and improved driving experiences [2]. To
provide these services, it is essential to handle the large amounts of traffic data generated
by vehicles, which requires rapid data transmission and real-time data processing [3].
Traditional VANET architecture has used cloud computing technology for data storage
and processing to satisfy these requirements. However, the cloud server is far from the
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vehicle; thus, processing the numerous data generated by a vehicle results in high latency
and communication costs.

Fog computing [4] is a promising solution to improve the functionality of VANET
environments, providing real-time processing and storage capabilities and using the com-
munication and computing resources of each vehicle more efficiently. Furthermore, fog
computing enables efficient data processing, enhanced scalability, and low-latency com-
munication by extending the concept of cloud computing to the network edge in VANET
environments [5]. Therefore, integrating fog computing with VANETs is necessary to
improve the capabilities of autonomous vehicles.

However, fog-based VANETs encounter security challenges that threaten road safety
and system integrity [6]. The interconnectedness of vehicles makes them vulnerable to
cyberattacks, and messages transmitted over VANETs on public channels can be tampered
with, replayed, intercepted, or deleted by an attacker. Moreover, the dynamic characteristics
of fog nodes and reliance on wireless communication necessitate a robust authentication
scheme to safeguard operations in fog-based VANETs [7]. Fog-based VANETs must sat-
isfy certain security requirements, such as secure data transmission, privacy protection,
and authentication.

Therefore, robust security protocols must be developed to authenticate entities and
reduce potential threats. In 2024, Awais et al. [8] proposed a secure and lightweight
authentication scheme to strengthen the security of fog-based VANETs. However, problems
typically occur, such as session key exposure due to ephemeral secret leakage attacks and
high communication costs due to the frequent use of public keys. Therefore, this paper
proposes an improved protocol to address these security concerns effectively and enhance
the overall reliability and efficiency of fog-based VANETs.

2. Related Works

This study introduces several papers that have described fog-based VANETs. Hou
et al. [9] proposed a vehicular fog-computing architecture that uses vehicles as the in-
frastructures to improve communication and computational capacity. This architecture
performs communication and computation by efficiently employing the resources of indi-
vidual vehicles via a collaborative aggregation of end-user clients or nearby edge devices.
Combining the resources of individual vehicles significantly improves the quality of vehic-
ular applications and services. Peixoto et al. [10] proposed a framework for data clustering
to reduce traffic data at the edge of vehicular networks using fog computing. The proposed
framework for data clustering introduces two techniques to minimize the traffic informa-
tion flow: a baseline technique that detects traffic congestion and two modified clustering
techniques that order points to identify the clustering structure and density-based spatial
clustering of applications with noise. This framework maintains high accuracy, even in
highly congested vehicular traffic conditions, and reduces the communication costs in
VANETs. Pereira et al. [11] introduced a framework for applying fog-computing technology
in a VANET environment. Furthermore, they proposed a proof-of-concept system for data
analyses in a fog-based VANET environment. Their study applied actual VANET data to
demonstrate that fog computing is as effective as cloud computing. Their study demon-
strated that distributed fog nodes can cooperate to process crucial data, quickly providing
reliable data for smart city decision support systems. Farooqi et al. [12] designed a priority-
based fog-computing model for smart-city vehicle transportation to reduce delays and
latency. When the fog node was overloaded, they redirected high-priority requests to an
adjacent node and transmitted low-priority requests to the cloud for additional processing.
This technique reduced latency and delays by 20% and 35%, respectively, compared to the
cloud computing architecture, allowing efficient communication between devices.
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This research introduces several papers describing authentication protocols in wire-
less communication environments. For example, in 2017, Hamid et al. [13] proposed a
triparty authenticated key agreement (AKA) protocol using a fog-computing facility in a
healthcare environment. The proposed protocol uses bilinear pairing cryptography and
decoy technology to access and store private healthcare data securely. In 2018, Jia et al. [14]
proposed a triparty AKA protocol for fog-based healthcare systems. They employed an
elliptic curve cryptosystem and bilinear pairing to guarantee the security of the session
key. In 2018, Okay et al. [15] described a secure data aggregation protocol for smart grids
using fog computing based on the additive privacy scheme proposed by Domingo-Ferrer.
Moreover, in 2018, Lyu et al. [16] introduced an efficient and privacy-preserving aggrega-
tion scheme using fog-computing architecture to maintain aggregator anonymity. This
protocol uses differential privacy and homomorphic encryption to safeguard aggregator
obliviousness. In [13,14], computationally expensive cryptographic technology was used
for the authentication phase. Bilinear pairing cryptography has high communication costs
due to its computational complexity and the additional data required for key generation
and data transmission. Moreover, precise data, such as healthcare information, demand
high accuracy and reliability, increasing the latency. However, in fog-based VANETs, low
latency is vital due to the importance of real-time data transmission and quick decision-
making between vehicles. Therefore, the methods in [13,14] are inefficient and unsuitable
for fog-based VANETs. In [15,16], the smart-grid environment is based on static data
and designed without considering the dynamic network scalability, resulting in a lack of
real-time data processing and responsiveness to dynamic situations. However, in fog-based
VANETs, where many vehicles move simultaneously, real-time communication and data
processing between vehicles and minimizing latency are essential. Therefore, the methods
in [15,16] are unsuitable for fog-based VANETs.

Many researchers have studied effective and practical authentication schemes based
on fog-based VANETs to address the security and privacy protection demands of vehicle
communication. Ma et al. [17] proposed a novel AKA protocol without bilinear pair-
ing to enable secure communication in fog-based VANETs. The protocol offers securely
shared session keys, privacy protection, and mutual authentication. Eftekhari et al. [18]
suggested a security-enhanced, three-party pairwise shared key agreement protocol for
fog-based vehicular communication. They demonstrated that the protocol introduced
by Ma et al. [17] does not satisfy several vital security requirements and is vulnerable
to security attacks. To address these challenges, they reduced the communication costs
compared to the protocol by Ma et al. [17] and improved security by defending against
diverse attacks. Kumar et al. [19] introduced an authentication protocol based on fog
nodes that adopts a multitrusted authority architecture, using operations based on ECC to
achieve low communication and computational costs. They designed a robust and efficient
authentication protocol using ECC and symmetric key encryption and decryption systems.
Wu et al. [20] designed an authentication key exchange scheme that enhances secure com-
munication in fog-based VANETs with fog nodes as relay nodes. This approach leads to a
secure and efficient third-party authentication key exchange scheme. The proposed scheme
uses only a few simple operations, including the cryptographic hash function, exclusive
OR (XOR), and ECC, considering the restricted computing capabilities of vehicle users and
fog nodes. Awais et al. [21] proposed a three-party AKA protocol for fog-based VANETs
without depending on bilinear pairing. They used ECC to mitigate security threats in public
wireless communication channels. Furthermore, they employed lightweight cryptographic
operations for low computational and communication costs. Hedge et al. [8] introduced
an efficient and secure authentication scheme using key agreement and management for
a cloud–fog-device framework. This scheme applied symmetric trivariate polynomials,
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elliptic curve cryptography (ECC), and a fuzzy extractor for authentication. Awais et al. [22]
proposed a novel four-party AKA protocol for fog-based VANETs using only lightweight
cryptographic techniques and ECC without utilizing bilinear pairing technology. These
protocols [8,17–22] proposed an authentication protocol for fog-based VANETs. However,
these protocols require high computational and communication costs in order for them to
be utilized in a fog-based VANET environment and do not meet several security require-
ments. Therefore, we proposed a secure and efficient authentication scheme for fog-based
VANETs to address these issues.

3. Preliminaries

This section covers the concepts of ECC, the threat model, and the system model
illustrated in Figure 1.

Figure 1. Fog-based VANET architecture.

3.1. Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) [23] is a public key encryption method that applies
the mathematical structure of elliptic curves. An elliptic curve, E, is defined as Eq(a, b):
y2 = x3 + ax + b(modp), where a, b ∈ Fp, and p and q are large prime, and 4a3 + 27b2 �= 0.
Then, we can select an additive cyclic elliptic curve group, G, with the order q and generator
P. The properties of group G are listed below.

• Elliptic Curve Discrete Logarithm Problem: Given two random points, A, B ∈ G,
calculating a random value k satisfying A = k · B in polynomial time is infeasible.

• Elliptic Curve Computational Diffie–Hellman (ECCDH) Problem: Given three random
points, A, M, N ∈ G, calculating mnA satisfying M = mA and N = nA in polynomial
time is infeasible.

3.2. Threat Assumption Model

This paper adopts the Dolev–Yao security model [24–26] and the Canetti and Krawczyk
security model [27–29] as threat models for the proposed protocol. The capabilities of an
adversary, A, are summarized as follows:

• A can intercept, modify, eavesdrop, and replay messages on public communication
channels.
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• A and vehicles know the identities of all fog nodes. A may be a legitimate vehicle user
or a privileged insider on the cloud server.

• A can obtain the secret values of the smart card through power analysis attacks [30,31].
• A can obtain long- or short-term keys from the network and attempt to compute

the session key. The long-term keys are the private keys of the network entities,
and the short-term keys are the random values generated during the authentication
process [32].

In a real VANET environment, the cloud server and fog nodes are securely connected,
making it difficult for attackers to compromise them. However, vehicles can be captured or
stolen by attackers, making them vulnerable targets. Therefore, we considered vehicles as
insecure entities and assumed a threat model.

3.3. System Model

The system model includes the cloud server (CS), fog node (FNj), and vehicle user (Vi).

• Cloud server (CS): The CS is a fully trusted entity that initializes the system setup
and provides registration services for Vi and FNj and stores the verification values
derived from their identities for authentication.

• Fog Node (FNj): FNj is a semi-trusted entity in the protocol that has its own com-
puting capabilities and storage capacity. The fog node mediates the authentication
messages transmitted between CS and Vi. Once the authentication phase is complete,
FNj establishes a shared session key with CS and Vi. FNj has data storage servers and
is a wireless communication facility in VANET environments.

• Vehicles (Vi): Each Vi employs its on-board unit to communicate with other vehicles
or infrastructure and collect real-time traffic information. In addition, Vi is considered
untrustworthy in fog-based VANETs, so the adversary can perform attacks after
registering as a legitimate user.

4. Proposed Protocol

This section introduces the proposed protocol comprising five phases: initializa-
tion, registration, login and authentication, password update, and user revocation and
re-registration. Table 1 lists the notations for the proposed protocol.

Table 1. Notations of the proposed protocol.

Notation Description

Vi Vehicle user
FNj Fog node
CS Cloud server
IDi Identity of vehicle user
IDj Identity of fog node
PIDi Pseudo identity of vehicle user
RIDi Secret pseudo identity of vehicle user
PSWi Password of vehicle user
Ni Secret key of vehicle user
Nj Secret key of fog node
s, xi, yj Secret keys of cloud server
ri Set of random numbers
Ri Set of public keys
SKi−j−cs Session keys of Vi, FNj, and CS
Authi, Authj A secret value needed for authentication
h(·) Cryptographic hash function
⊕ Exclusive OR operation
‖ Concatenation operation
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4.1. Initialization Phase

CS selects large prime numbers p, q and a, b ∈ Fp. Then, CS selects a secure elliptic
curve, Eq(a, b) : y2 = x3 + ax + b (4a3 + 27b2 �= 0), in a finite field, Fp, and t = log2p

represents the security metrics. Moreover, G denotes a cyclic group with order q with a
base point P. Then, CS randomly selects an integer, s ∈ Z∗

q , as a secret key and computes
Ppub = sP. The public system parameters are released as (G, P, Ppub), whereas the value
of s remains confidential. Then, CS selects secure one-way hash functions h(.) : {0, 1}∗ →
{0, 1}tn, generating a 256-bit output and a fuzzy verifier, 24 ≤ s0 ≤ 28. Finally, CS publishes
system parameters {Ppub, Eq, P, h(.)} and keeps s secret.

4.2. Vehicle Registration Phase

Each vehicle transmits a registration request to a fully trusted cloud server in this
phase and receives a smart card.

Step 1: Vi inputs a user identity (IDi) and password, PSWi, and chooses an integer, 24 ≤
s0 ≤ 28. Vi computes RPSWi = h(IDi ‖ PSWi ‖ s0) and PIDi = h(IDi ‖ RPSWi ‖ s0)

and sends (IDi) to CS in a secure manner.

Step 2: After responding to the request of Vi, CS randomly selects xi ∈ Z∗
p and calculates

Ni = h(PIDi ‖ s ‖ xi). Then, CS stores Ni on a smart card and sends it to Vi through
a secure channel. CS also stores the pair (PIDi, xi) in a database.

Step 3: Then, Vi computes Mi = h((h(IDi)⊕ PSWi)mods0) and N∗
i = h(RPSWi ‖ Mi)⊕

Ni. Vi stores (N∗
i , Mi, s0) on a smart card and deletes Ni.

Figure 2 presents the vehicle registration phase.

Vehicle user (Vi) Cloud server (CS)

Inputs IDi and PSWi
Chooses s0
Computes RPSWi = h(IDi ‖ PSWi ‖ s0)
PIDi = h(IDi ‖ RPSWi ‖ s0)

PIDi−−−−−−−−→
Secure channel

Selects xi ∈ Z∗
p

Calculates Ni = h(PIDi ‖ s ‖ xi)
Store Ni in smart card
Stores the pair (PIDi, xi)

Smartcard←−−−−−−−−
Secure channel

Computes Mi = h((h(IDi ⊕ PSWi)mods0)
N∗

i = h(RPSWi ‖ Mi)⊕ Ni
Stores (N∗

i , Mi, s0) in smart card
Deletes Ni in smart card

Figure 2. Proposed vehicle registration phase.

4.3. Fog Node Registration Phase

FNj is registered with CS before deployment. To achieve this, FNj transmits its identity
IDj to CS, which randomly selects yj from the set of integers, where yj ≤ Z∗

p. Afterward,
CS computes Nj = h(IDj ‖ s ‖ yj) and securely transmits Nj to FNj and stores the pair
(IDj, yj) in its database. Figure 3 presents the fog node registration phase.
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Fog node (FNj) Cloud server (CS)

Selects IDj
IDj−−−−−−−−→

Secure channel
Selects yj ∈ Z∗

p
Calculates Nj = h(IDj ‖ s ‖ yj)
Stores the pair (IDj, yj)

Nj←−−−−−−−−
Secure channel

Figure 3. Proposed fog node registration phase.

4.4. Login and Authentication Phase

In this phase, CS, FNj, and Vi authenticate each other using their secret values and
agree on a shared session key for secure communication. Figure 4 presents their interactions,
and the details are provided below.

Step 1: Insert IDi and PSWi and compute M′
i = h((h(IDi)⊕ PSWi)mods0). After comput-

ing, check whether M′
i = Mi; if not true, Vi will terminate the session and notify

the user of the login failure. Then, Vi request the user to retry the login process. If
true, Vi computes RPSW ′

i = h(IDi ‖ PSWi ‖ s0) and Ni = N∗
i ⊕ h(RPSW ′

i ‖ M′
i).

Next, Vi selects a random number, r1 ≤ Z∗
q , and calculates R1 = r1P, R̄1 =

r1Ppub, RIDi = PIDi ⊕ h(R̄1), and Qi = h(R̄1 ‖ Ni ‖ IDi ‖ IDj), and Vi transmits
(D1 = R1, RIDi, Qi, IDj) to FNj.

Step 2: FNj verifies the freshness of the random number in D1 from Vi and selects a
random number, r2 ∈ Z∗

q , to calculate R2 = r2P and Lj = h(Nj ‖ IDj ‖ Qi). FNj then
transmits (D2 = R1, RIDi, R2, r2R1, Lj, IDj) to CS.

Step 3: After receiving the authentication request from FNj, CS verifies the freshness of the
random number in D2 from FNj and computes R̄′

1 = sR1 and PID′
i = RIDi ⊕ h(R̄′

1).
CS checks its database for items that correspond to (PID′

i , xi) and (ID′
j, yj). If CS does

not find such items, it rejects the request and terminates the session. If CS finds the
items, CS continues with additional computations as follows: - N′

i = h(ID′
i ‖ s ‖ xi)

- N′
j = h(IDj ‖ s ‖ yj) - Q′

i = h(R̄′
1 ‖ N′

i ‖ ID′
i ‖ IDj) - L′

j = h(Nj ‖ IDj ‖ Q′
i). CS

checks whether L′
j = Lj is true, and if conditions are not true, CS will terminate the

current session and request FNj and Vi to retry the authentication process. Otherwise,
CS randomly chooses r3 ∈ Z∗

q , calculates R3 = r3P, and computes the following: -
Ri−j−cs = r3 · (r2R1) - Kij = h(Ni ‖ Ri−j−cs)⊕ h(Nj ‖ Ri−j−cs) - SKi−j−cs = h(h(Ni ‖
Ri−j−cs) ‖ h(Nj ‖ Rii − j − cs) ‖ Ri−j−cs) - Authj = h(h(Ni ‖ Ri−j−cs) ‖ Ri−j−cs ‖
SKi−j−cs). Then, CS transmits (D3 = Kij, R3, r3R1, Authj) to FNj.

Step 4: After receiving the response from CS, FNj verifies the freshness of the random
number in D3 from CS and computes Ri−j−cs = r2 · (r3R1), h(Ni ‖ Ri−j−cs) = Kij ⊕
h(Nj ‖ Ri−j−cs), SKi−j−cs = h(h(Ni ‖ Ri−j−cs) ‖ h(Nj ‖ Ri−j−cs) ‖ Ri−j−cs), and
Auth′j = h(h(Ni ‖ Ri−j−cs) ‖ Ri−j−cs ‖ SKi−j−cs). Then, FNj verifies whether
or not Auth′j = Authj is true, and if conditions are not true, FNj will terminate
the current session and notify CS of authentication failure. If true, FNj computes
Authi = h(Authj ‖ h(Nj ‖ Ri−j−cs)) and transmits (D4 = Kij, r2R3, Authi) to Vi.

Step 5: After receiving the response of FNj, Vi verifies the freshness of the random number
in D4 from FNj and computes Ri−j−cs = r1 · (r2R3), h(Nj ‖ Ri−j−cs) = Kij ⊕ h(Ni ‖
Ri−j−cs), SKi−j−cs = h(h(Ni ‖ Ri−j−cs) ‖ h(Nj ‖ Ri−j−cs) ‖ Ri−j−cs), Auth′j =
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h(h(Ni ‖ Ri−j−cs) ‖ Ri−j−cs ‖ SKi−j−cs), and Auth′i = h(Auth′j ‖ h(Nj ‖ Ri−j−cs)).
Then, Vi verifies whether or not Auth′i = Authi; if conditions are not true, Vi will
terminate the current session.

After the authentication phase is fully completed, a secure shared session key is
established between Vi, FNj, and CS.

Vehicle user (Vi) Fog node (FNj) Cloud server (CS)

% Login
Inserts IDi , PSWi
Computes
M′

i = h((h(IDi)⊕ PSWi)mods0)
Checks M′

i = Mi
If not true, rejects login try;

% Generate authentication message
Otherwise, computes
RPSW ′

i = h(IDi ‖ PSWi ‖ s0)
Ni = N∗

i ⊕ h(RPSW ′
i ‖ M′

i )
r1 ∈ Z∗

q , R1 = r1P, R̄1 = r1Ppub
RIDi = PIDi ⊕ h(R̄1)
Qi = h(R̄1 ‖ Ni ‖ IDi ‖ IDj)

(D1=R1,RIDi ,Qi ,IDj)−−−−−−−−−−−−→
% Relay authentication message
r2 ∈ Z∗

q , R2 = r2P
Lj = h(Nj ‖ IDj ‖ Qi)

(D2=R1,RIDi ,R2,r2R1,Lj ,IDj)−−−−−−−−−−−−−−−−→
% Verify authentication message
R̄′

1 = sR1
Computes
PID′

i = RIDi ⊕ h(R̄′
1)

Search the entire (PID′
i , xi), (IDj , yj) in database

If not found, rejects the request and terminates the session
Otherwise, computes
N′

i = h(ID′
i ‖ s ‖ xi)

Nj = h(IDj ‖ s ‖ yi)
Q′

i = h(R̄′
1 ‖ N′

i ‖ ID′
i ‖ IDj)

L′
j = h(Nj ‖ IDj ‖ Q′

i)

Checks L′
j = Lj

If not true, terminates the session;

% Generate response message
Otherwise, chooses r3 ∈ Z∗

q , R3 = r3P
Computes Ri−j−cs = r3 · (r2R1)
Kij = h(Ni ‖ Ri−j−cs)⊕ h(Nj ‖ Ri−j−cs)
SKi−j−cs = h(h(Ni ‖ Ri−j−cs) ‖ h(Nj ‖ Ri−j−cs) ‖ Ri−j−cs)
Authj = h(h(Ni ‖ Ri−j−cs) ‖ Ri−j−cs ‖ SKi−j−cs)

(D3=Kij ,R3,r3R1,Authj)←−−−−−−−−−−−−−
% Relay response message
Computes
Ri−j−cs = r2 · (r3R1)
h(Ni ‖ Ri−j−cs) = Kij ⊕ h(Nj ‖ Ri−j−cs)
SKi−j−cs = h(h(Ni ‖ Ri−j−cs) ‖ h(Nj ‖ Ri−j−cs) ‖ Ri−j−cs)
Auth′j = h(h(Ni ‖ Ri−j−cs) ‖ Ri−j−cs ‖ SKi−j−cs)

Checks Auth′j = Authj

If not true, terminates the session;
Otherwise, computes Authi = h(Authj ‖ h(Nj ‖ Ri−j−cs))

(D4=Kij ,r2R3,Authi)←−−−−−−−−−−−
% Verify response message
Computes
Ri−j−cs = r1 · (r2R3)
h(Nj ‖ Ri−j−cs) = Kij ⊕ h(Ni ‖ Ri−j−cs)
SKi−j−cs = h(h(Ni ‖ Ri−j−cs) ‖ h(Nj ‖ Ri−j−cs) ‖ Ri−j−cs)
Auth′j = h(h(Ni ‖ Ri−j−cs) ‖ Ri−j−cs ‖ SKi−j−cs)

Auth′i = h(Auth′j ‖ h(Nj ‖ Ri−j−cs))

Checks Auth′i = Authi
If not true, terminates the session;

Figure 4. Proposed authentication phase.
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4.5. Password Update Phase

Vehicle users can update their passwords as often as desired, as follows:

Step 1: After entering IDi and PSWi in the smart card, Vi sends a password change request.

Step 2: The smart card computes RPSWi = h(IDi ‖ PSWi ‖ s0) and Mi = h(h(IDi) ⊕
PSWi)mods0) and then checks whether or not M′

i = Mi matches the stored Mi to
verify the authenticity of M′

i . If the verification is confirmed, the smart card inputs
IDi and PSWi.

Step 3: First, the new password, PSWnew
i , must be entered. Then, the smart card gen-

erates 24 ≤ snew
0 ≤ 28 and calculates RPSWnew

i = h(IDi ‖ PSWnew
i ‖ snew

o ) and
Mnew

i = h(h(IDi)⊕ PSWnew
i )modsnew

0 ). Finally, the smart card replaces (N∗
i , Mi, s0)

with (Nnew
i , Mnew

i , snew
0 ).

4.6. User Revocation and Re-Registration

If Vi is compromised, CS deletes (IDi, xi) from its database. Then, login attempts with
the previous smart card are rejected.

CS allows Vi to re-register through registration. Vi re-registers using the same identity
and an updated password. Afterward, CS assigns a new random number, xnew

i , and stores
it in the database with Vi’s PIDi.

4.7. Fog Node Revocation

If FNj is compromised, CS deletes (IDj, yj) from its database. Access requests from
FNj are denied afterward because the random number yj is needed to verify authentication
requests.

5. Security Analysis

This section analyzes the proposed protocol using formal and informal methods.

5.1. Formal Analysis
5.1.1. BAN Logic

This section presents the Burrows–Abadi–Nikoogadam (BAN) logic [33] of the pro-
posed protocol. The BAN logic method is a formal approach used for analyzing and
verifying the correctness of authentication protocols. Table 2 presents the notation and
definitions, and the BAN logic rules are provided below.

Table 2. Burrows –Abadi–Nikoogadam (BAN) logic notation.

Notation Description

θ1, θ2 Principals
σ1, σ2 Statements

θ1| ≡ σ1 θ1 believes σ1
θ1| ∼ σ1 θ1 once said σ1
θ1 ⇒ σ1 θ1 controls σ1
θ1 � σ1 θ1 receives σ1

#σ1 σ1 is fresh
(σ1)K σ1 is encrypted by K

θ1
K←→ θ2 θ1 and θ2 have shared key K

SK Session key
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5.1.2. Burrows–Abadi–Nikoogadam (BAN) Logic Rules

1. Message meaning rule (MMR):

θ1

∣∣∣ ≡ θ1
K↔ θ2, θ1 � (σ1)K

θ1| ≡ θ2| ∼ σ1

2. Nonce verification rule (NVR):

θ1| ≡ #(σ1), θ1| ≡ θ2

∣∣∣ ∼ σ1

θ1| ≡ θ2| ≡ σ1

3. Jurisdiction rule (JR):
θ1| ≡ θ2| =⇒ σ1, θ1| ≡ θ2| ≡ σ1

θ1

∣∣∣ ≡ σ1

4. Belief rule (BR):
θ1

∣∣∣ ≡ (σ1, σ2)

θ1

∣∣∣ ≡ σ1

5. Freshness rule (FR):
θ1

∣∣∣ ≡ #(σ1)

θ1

∣∣∣ ≡ #(σ1, σ2)

5.1.3. Goals

The goals are to demonstrate that the vehicle user, Vi, fog node, FNj, and cloud server,
CS, all agree on the same session key, SK.

G 1: Vi| ≡ Vi
SK←→ FNj

G 2: Vi| ≡ FNj| ≡ Vi
SK←→ FNj

G 3: FNj| ≡ Vi
SK←→ FNj

G 4: FNj| ≡ Vi| ≡ Vi
SK←→ FNj

G 5: FNj| ≡ CS SK←→ FNj

G 6: FNj| ≡ CS| ≡ CS SK←→ FNj

G 7: CS| ≡ CS SK←→ FNj

G 8: CS| ≡ FNj| ≡ CS SK←→ FNj

5.1.4. Idealized Forms

The following idealized forms of each message are transmitted during the authentica-
tion phase:

D1 : Vi → FNj : (R1, Qi)Ni

D2 : FNj → CS : (R1, R2, r2R1, Lj)Nj

D3 : CS → FNj : (R3, r3R1, h(Ni ‖ Ri−j−cs))h(Nj‖Ri−j−cs)

D4 : FNj → Vi : (r2R3, h(Nj ‖ Ri−j−cs))h(Ni‖Ri−j−cs)
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5.1.5. Assumptions

The assumptions of the proposed protocol are provided below.

A1: Vi| ≡ #(r2R3)

A2: FNj| ≡ #(R1)

A3: FNj| ≡ #(R3)

A4: CS| ≡ #(R2)

A5: Vi| ≡ FNj ⇒ (Vi
SK←→ FNj)

A6: FNj| ≡ CS ⇒ (CS SK←→ FNj)

A7: CS| ≡ FNj ⇒ (CS SK←→ FNj)

A8: FNj| ≡ Vi ⇒ (Vi
SK←→ FNj)

A9: Vi| ≡ Vi
h(Ni‖Ri−j−cs)←−−−−−−→ FNj

A10: FNj| ≡ CS
h(Nj)←−→ FNj

A11: CS| ≡ CS
h(Nj)←−→ FNj

A12: FNj| ≡ Vi
h(Ni‖Ri−j−cs)←−−−−−−→ FNj

A13: Vi| ≡ Vi
h(Ni)←−→ CS

A14: CS| ≡ Vi
h(Ni)←−→ CS

5.1.6. Burrows–Abadi–Nikoogadam (BAN) Logic Proof

The BAN logic proof is based on the following assumptions and idealized forms:

S 1: FNj receives D1.

S1: FNj � (R1, Qi)Ni

S 2: CS receives D2.

S2: CS � (R1, R2, r2R1, Lj)Nj

S 3: Applying S2 and A11 to the MMR yields S3.

S3 : CS| ≡ FNj| ∼ (R1, R2, r2R1, Lj)

S 4: Applying S3 and A4 to the FR yields S8.

S4 : CS| ≡ #(R1, R2, r2R1, Lj)

S 5: Applying S3 and S4 to the NVR yields S5.

S5 : CS| ≡ FNj| ≡ (R1, R2, r2R1, Lj)

S 6: We can obtain S6 by applying S5 to the BR.

S6 : CS| ≡ FNj| ≡ (r2R1)

S 7: FNj receives D3.
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S7: FNj � (R3, r3R1, h(Ni ‖ Ri−j−cs))h(Nj‖Ri−j−cs)

S 8: Applying S7 and A10 to the MMR yields S8.

S8 : FNj| ≡ CS| ∼ (R3, r3R1, h(Ni ‖ Ri−j−cs))

S 9: Applying S8 and A3 to the FR yields S9.

S9 : FNj| ≡ #(R3, r3R1, h(Ni ‖ Ri−j−cs))

S 10: Applying S8 and S9 to the NVR yields S10.

S10 : FNj| ≡ CS| ≡ (R3, r3R1, h(Ni ‖ Ri−j−cs))

S 11: We can obtain S11 by applying S10 to the BR.

S11 : FNj| ≡ CS| ≡ (r3R1)

S 12: Vi receives D4.

S12: Vi � (r2R3, h(Nj ‖ Ri−j−cs))h(Ni‖Ri−j−cs)

S 13: Applying S12 and A9 to the MMR yields S13.

S13 : Vi| ≡ FNj| ∼ (r2R3, h(Nj ‖ Ri−j−cs))

S 14: Applying S13 and A1 to the FR yields S14.

S14 : Vi| ≡ #(r2R3, h(Nj ‖ Ri−j−cs))

S 15: Applying S13 and S14 to the NVR yields S15.

S15 : Vi| ≡ FNj| ≡ (r2R3, h(Nj ‖ Ri−j−cs))

S 16: We can obtain S16 by applying S15 to the BR.

S16 : Vi| ≡ FNj| ≡ (r2R3)

S 17: From S6, S11, and S16, Vi, FNj, and CS can compute the session key SKi−j−cs =

h(h(Ni ‖ Ri−j−cs) ‖ h(Nj ‖ Ri−j−cs) ‖ Ri−j−cs).

S17: Vi| ≡ FNj| ≡ Vi
SK←→ FNj (Goal 2)

S18: FNj| ≡ Vi| ≡ Vi
SK←→ FNj (Goal 4)

S19: FNj| ≡ CS| ≡ CS SK←→ FNj (Goal 6)

S20: CS| ≡ FNj| ≡ CS SK←→ FNj (Goal 8)

S 18: The JR can be applied to S21, S22, S23, and S24 using A5, A8, A6, and A7, respectively.

S21: Vi| ≡ Vi
SK←→ FNj (Goal 1)

S22: FNj| ≡ Vi
SK←→ FNj (Goal 3)

S23: FNj| ≡ CS SK←→ FNj (Goal 5)

S24: CS| ≡ CS SK←→ FNj (Goal 7)

Finally, the vehicle user, fog node, and cloud server mutually authenticate each other.
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5.1.7. Real-or-Random Model

The real-or-random (RoR) model [34] is a formal security analysis method that proves
the semantic security of the session key in the authentication protocol. In the proposed
protocol, the participants are the vehicle user, fog node, and cloud server: Tak1

Vi
, Tak2

FNi
, and

Tak3
CS, respectively. In the RoR model, adversary A can intercept, eavesdrop, replay, and

modify all insecure channel messages to determine the session key, SK. A can perform
the queries Execute(Tak1

Vi
, Tak2

FNi
, Tak3

CS), CorruptSC(Tak1
Vi
), Send(Takn

x , Msg), and Test(Takn
x ).

Table 3 presents the queries performed by A.

Table 3. Queries in the real-or-random (RoR) model.

Query Description

Execute(Tak1
Vi

, Tak2
FNi

, Tak3
CS)

A can eavesdrop messages transmitted via public channels
between Tak1

Vi
, Tak2

FNi
, and Tak3

CS. A can perform passive
attacks with these messages.

CorruptSC(Tak1
Vi
)

A can obtain secret values stored in the stolen smart card
of Tak1

Vi
by performing this query.

Send(Takn
x , Msg)

By performing this query, A can send a message, Msg, to a
participant, Takn

x . Furthermore, A can obtain a response
message from a participant, Takn

x .

Test(Takn
x )

In the last game, A performs this query. When this query is
performed, an unbiased coin, c, is tossed. The head
represents 1 and the tail represents 0. If c = 1, then Takn

x

returns the session key, SK; If c = 0, then Takn
x returns a

random number. In other cases, Takn
x returns NULL. If A

correctly guesses that the returned value is the session key,
SK, A wins the game.

Theorem 1. We define qha, |Hash|, qsend, and l as the number of hash queries performed by A,
the range space of the hash function, the number of send queries performed by A, and the length
of the identity Vi, respectively. Furthermore, the breaking possibility of the ECCDH problem is
AdvpECC

M (A), and the Zipf parameters are C′ and s′. When Advp(A) is the probability that A
breaks the session key in polynomial time, we prove the following equation:

Advp(A) ≤ q2
ha

|Hash| + 2AdvpECC
M (A) + 2max{C′qs′

send,
qsend

2l } (1)

Proof. A plays five games, GMn(n = 0, 1, 2, 3, 4), based on the RoR model. AVTGWIGMn(A)

represents the advantage of A to break the session key after playing the game GMn.

• GM0: In the first game, A selects a random bit, r. A does not know any information
required to calculate the session key, SK, and has no queries to perform. Thus, we
derive the following equation:

Advp(A) = |2AVTGWIGM0(A)− 1|. (2)

• GM1: A performs the Execute query to conduct an eavesdropping attack. From
that query, A obtains all public channel messages (D1 = R1, RIDi, Qi, IDj), (D2 =

R1, RIDi, R2, r2R1, Lj, IDj), (D3 = Kij, R3, r3R1, Authj), and (D4 = Kij, r2R3, Authi).
Afterward, A performs a Test query to calculate the session key, SK. However, A
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cannot calculate the session key, SK, because it is masked by long-term keys Ni and
Nj and the short-term key Ri−j−cs. Thus, we obtain the following equation:

AVTGWIGM1(A) = AVTGWIGM0(A). (3)

• GM2: In this game, A performs the Send and Hash queries to calculate the session
key, SK. To obtain the values needed for calculating the session key, SK, A must
determine the hash collision using messages from the public channel. Thus, we obtain
the following equation due to the birthday paradox [35]:

|AVTGWIGM2(A)− AVTGWIGM1(A)| ≤ q2
ha

2|Hash| . (4)

• GM3: In this game, A tries to compute SK with the messages (D1 = R1, RIDi, Qi, IDj),
(D2 = R1, RIDi, R2, r2R1, Lj, IDj), (D3 = Kij, R3, r3R1, Authj), and (D4 = Kij, r2R3,
Authi). However, the session key, SK, consists of Ri−j−cs = r3 · r2 · r1 · P, derived from
the ECCDH problem. Therefore, we obtain the following inequality:

|AVTGWIGM3(A)− AVTGWIGM2(A)| ≤ AdvpECC
M (A). (5)

• GM4: In the last game, A performs the CorruptSC query and extracts (N∗
i , Mi, s0)

from SC. However, A cannot compute the session key, SK, because the smart card
values are masked with a hash function using IDi and PSWi. Thus, we obtain the
following inequality using the Zipf law [36]:

|AVTGWIGM4(A)− AVTGWIGM3(A)| ≤ max{C′qs′
send,

qsend

2l }. (6)

At the end of all games, A must guess whether or not r is correct from the Test query.
Therefore, we obtain the following equation:

AVTGWIGM4(A) =
1
2

. (7)

We derive the following equation from Equation (2) and (3):

1
2

Advp(A) = |AVTGWIGM0(A)− 1
2
|

= |AVTGWIGM1(A)− 1
2
|.

(8)

We also compute the following equation from Equations (7) and (8):

1
2

Advp(A) = |AVTGWIGM1(A)− AVTGWIGM4(A)|. (9)
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We apply the triangular inequality to the Equation (9).

1
2

Advp(A) = |AVTGWIGM1(A)− AVTGWIGM4(A)|
≤ |AVTGWIGM1(A)− AVTGWIGM3(A)|
+ |AVTGWIGM3(A)− AVTGWIGM4(A)|
≤ |AVTGWIGM1(A)− AVTGWIGM2(A)|
+ |AVTGWIGM2(A)− AVTGWIGM3(A)|
+ |AVTGWIGM3(A)− AVTGWIGM4(A)|

≤ q2
ha

2|Hash| + AdvpECC
M (A) + max{C′qs′

send,
qsend

2l }.

(10)

By multiplying Equation (10) by two, we obtain the following result:

Advp(A) ≤ q2
ha

|Hash| + 2AdvpECC
M (A) + 2max{C′qs′

send,
qsend

2l }. (11)

Finally, we prove the semantic security of our proposed protocol using the RoR
model.

5.1.8. AVISPA Simulation

In this section, we presents formal security verification of our proposed protocol
using AVISPA [37]. AVISPA has been widely used to verify the security of authentication
protocols, primarily to assess their resilience against man-in-the-middle and replay attacks.
Moreover, AVISPA is a formal analysis tool that implements an authentication protocol
using the High-Level Protocol Specification Language (HLPSL). In addition, AVISPA uses
four back-end models: “on-the-fly model-checker (OFMC)”, “constraint logic-based attack
searcher (CL-AtSe)”, “SAT-based model-checker (SATMC)”, and “tree automata based on
automatic approximations for the analysis of security protocols (TA4SP)”. The back-end
models evaluate the security features of an authentication protocol and generate the output
format as a result. Since XOR operation is used in our proposed protocol, we only use
OFMC and CL-AtSe back-end models. Figure 5 depicts the simulation results, and the
proposed protocol is considered safe. Therefore, we can demonstrate that the proposed
protocol resists replay and man-in-the-middle (MITM) attacks.

Figure 5. Simulation results under OFMC and CL-AtSe.
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5.2. Informal Analysis

This section demonstrates that the proposed protocol satisfies the security properties
detailed below.

5.2.1. Anonymity and Untraceability

In the proposed protocol, the vehicle user performs the authentication step using the
pseudo identity, PIDi, and the temporary identity, RIDi, ensuring the anonymity of the
vehicle user. Furthermore, PIDi and RIDi change dynamically with each session due to
timestamps and random values; hence, the attacker cannot track the vehicle user. Therefore,
the proposed protocol guarantees the anonymity and untraceability of the vehicle user.

5.2.2. Perfect Forward Secrecy

If the long-term keys s, xi, and yj of the cloud server are exposed to an attacker, the
attacker can compute the long-term keys of the vehicle and the fog node, Ni and Nj.
However, the attacker cannot recognize both the long- and short-term keys of the network
simultaneously (Section 3.2) because, even if the attacker knows the values of Ni and Nj,
the attacker cannot determine the value of Ri−j−cs, consisting of the random values r1, r2,
and r3. Therefore, the attacker cannot calculate the session key, comprising the long-term
keys Ni and Nj and short-term key Ri−j−cs. Therefore, the proposed protocol can safeguard
perfect forward secrecy.

5.2.3. Stolen-Verifier Attack

If the cloud server database is leaked to the attacker, the attacker can obtain the pseudo
identity and the random value xi of the vehicle user and the identity and random value yj

of the fog node. The attacker may endeavor to calculate the session key using these values.
However, without knowing the short-term keys r1, r2, and r3, the attacker cannot compute
the session key. Furthermore, the pseudo identity of the vehicle is masked with its identity,
password, and s0, and the attacker cannot derive sensitive information from the identity
and the random values xi and yj of the fog node.

5.2.4. Stolen Smart Card Attack

The attacker can steal the vehicle’s smart card to obtain the stored data (N∗
i , Mi, s0).

Based on these parameters, the attacker may attempt to impersonate the vehicle user and
calculate the session key. However, all parameters are masked with the ID, password, and
s0 value of Vi. The attacker must guess the ID and password simultaneously, which is
computationally infeasible. Therefore, the proposed protocol is resistant to stolen smart
card attacks.

5.2.5. Session Key Disclosure Attack

The attacker may attempt to determine the session key using messages from the public
channel and the obtained values. However, to compute the session key, the attacker must
guess the values of Ni, Nj, and Ri−j−cs, which are masked in a hash function using s, xi, yj,
and random values. The attacker cannot obtain these values; thus, the proposed protocol
resists session key disclosure attacks.

5.2.6. Replay and Man-in-the-Middle Attacks

To attempt a replay attack, the attacker may intercept public channel messages D1,
D2, D3, and D4. However, these messages contain timestamps T1, T2, T3, and T4 and
verification parameters Qi, Lj, Authi, and Authj, and each entity checks the freshness of
the messages. Therefore, the network participants can confirm the secret parameter values.
Thus, the proposed protocol resists replay and MITM attacks.
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5.2.7. Ephemeral Secret Leakage Attack

If the temporary secret random values r1, r2, and r3 are leaked, the attacker may
attempt to calculate the value of Ri−j−cs. However, the attacker cannot know the long- and
short-term keys of the network simultaneously (as seen in the threat model assumptions);
thus, even if the attacker knows the random values r1, r2, and r3, they cannot determine the
values of Ni and Nj. Therefore, the attacker cannot compute the session key, comprising
the long-term keys Ni and Nj and short-term key Ri−j−cs. Therefore, the proposed protocol
resists ephemeral leakage attacks.

5.2.8. Privileged Insider Attack

If the attacker acquires all values used during the registration process, they may
attempt to guess the ID and password of the vehicle user. However, the values used during
the vehicle registration phase are masked in a hash function, including the ID, password,
and s0 values, making it impossible to guess them simultaneously. Therefore, the proposed
protocol is resilient to privileged insider attacks.

6. Performance Analysis

In this section, the computational and communication cost of our protocol is compared
to that of existing related protocols [18–21].

6.1. Computational Cost Analysis

This subsection compares the computational cost of our proposed protocol
with [8,17–22]. We denoted the consumption time of the ECC scalar multiplication, hash
operation, symmetric cryptography operation, and fuzzy extractor as Tem, Th, Te/d, and Tf .
We used a cryptography library called MIRACL to measure all operations in these protocols.
We conducted experiments in different environments, considering the computing perfor-
mance of vehicles and fog nodes. First, we conducted an experiment on a desktop equipped
with an i7-4790 intel CPU, 16 GB of RAM, and a Linux Ubuntu 20.04-desktop-amd64 op-
erating system to reflect the high computing performance of the fog nodes. Moreover,
we conducted the same experiment on a Raspberry PI 3B with an ARM Cortex-A53 and
1 GB of RAM to reflect the low computing performance of vehicles. We summarized the
execution time for each operation in Table 4. We configured the PUF response produced by
a fuzzy extractor to ensure noise resilience, assuming that the execution time is the same
as that for ECC scalar multiplication. We investigated the computational costs deriving
from all operations performed during the authentication phase of these protocols. In Ma
et al.’s protocol [17], a vehicle performed three ECC scalar multiplications and four hash
operations, so we calculated the computational cost of the vehicle as 3Tem + 4Th = 4.479 ms.
A fog node performed four ECC scalar multiplications and four hash operations, so we cal-
culated the computational cost of the fog node as 4Tem + 4Th = 5.968 ms. The cloud server
performed eight ECC scalar multiplications and nine hash operations, so we calculated the
computational cost of the cloud server as 8Tem + 9Th = 11.939 ms. Thus, the total cost of
vehicle, fog node, and cloud server is 15Tem + 17Th = 22.386 ms.

Table 4. Execution time for each operation.

Notations Descriptions Desktop Raspberry PI

Tem ECC scalar multiplication 1.489 ms 2.579 ms
Th Hash operation 0.003 ms 0.021 ms
Te/d Symmetric cryptography operation 0.001 ms 0.013 ms
Tf Fuzzy extractor 1.489 ms 2.579 ms
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In Eftekhari et al.’s protocol [18], a vehicle performed three ECC scalar multiplication
operations and fourteen hash operations, so we calculated the computational cost of the
vehicle as 3Tem + 14Th = 4.509 ms. A fog node performed three ECC scalar multiplications
and sixteen hash operations, so we calculated the computational cost of the fog node as
3Tem + 16Th = 4.515 ms. The cloud server performed three ECC scalar multiplications and
seventeen hash operations, so we calculated the computational cost of the cloud server
as 3Tem + 17Th = 4.518 ms. Thus, the total cost of vehicle, fog node, and cloud server is
9Tem + 47Th = 13.542 ms.

In Kumar et al.’s protocol [19], a vehicle performed five ECC scalar multiplications,
eleven hash operations, and one symmetric cryptography operation, so we calculated the
computational cost of the vehicle as 5Tem + 11Th + 1Te/d = 7.479 ms. A fog node performed
five ECC scalar multiplications, ten hash operations, and two symmetric cryptography
operations, so we calculated the computational cost of the fog node as 5Tem + 10Th +

2Te/d = 7.477 ms. The cloud server performed two ECC scalar multiplications, three
hash operations, and three symmetric cryptography operations, so we calculated the
computational cost of the cloud server as 2Tem + 3Th + 3Te/d = 2.99 ms. Thus, the total
cost of vehicle, fog node, and cloud server is 12Tem + 24Th + 6Te/d = 17.946 ms.

In Wu et al.’s protocol [20], a vehicle performed two ECC scalar multiplications
and eight hash operations, so we calculated the computational cost of the vehicle as
2Tem + 8Th = 3.002 ms. A fog node performed four ECC scalar multiplications and five
hash operations, so we calculated the computational cost of the fog node as 4Tem + 5Th =

5.971 ms. The cloud server performed three ECC scalar multiplications and thirteen hash
operations, so we calculated the computational cost of the cloud server as 3Tem + 13Th =

4.506 ms. Thus, the total cost of vehicle, fog node, and cloud server is 9Tem + 26Th =

13.479 ms.
In Awais et al.’s protocol [8], a vehicle performed three ECC scalar multiplications and

six hash operations, so we calculated the computational cost of the vehicle as 3Tem + 6Th =

3.002 ms. A fog node performed four ECC scalar multiplications and four hash operations,
so we calculated the computational cost of the fog node as 4Tem + 4Th = 5.971 ms. The
cloud server performed four ECC scalar multiplications and nine hash operations, so we
calculated the computational cost of the cloud server as 4Tem + 9Th = 4.506 ms. Thus, the
total cost of vehicle, fog node, and cloud server is 11Tem + 19Th = 16.436 ms.

In Hedge et al.’s protocol [21], a smart device performed three ECC scalar multi-
plications and thirteen hash operations, so we calculated the computational cost of the
vehicle as 3Tem + 13Th = 4.506 ms. A fog node performed five ECC scalar multiplica-
tions and ten hash operations, so we calculated the computational cost of the fog node
as 5Tem + 10Th = 7.475 ms. The cloud server performed four ECC scalar multiplications
and six hash operations, so we calculated the computational cost of the cloud server as
4Tem + 6Th = 5.974 ms. Thus, the total cost of smart device, fog node and cloud server is
12Tem + 29Th = 17.955 ms.

In Awais et al.’s protocol [22], we calculated the computational costs by combining
those of the fog nodes and the RSUs. A vehicle performed three ECC scalar multiplications
and three hash operations, so we calculated the computational cost of the vehicle as
3Tem + 3Th = 4.476 ms. A fog node performed five ECC scalar multiplications and five hash
operations, so we calculated the computational cost of the fog node as 5Tem + 5Th = 7.46 ms.
The cloud server performed six ECC scalar multiplications and ten hash operations, so we
calculated the computational cost of the cloud server as 6Tem + 10Th = 8.964 ms. Thus, the
total cost of vehicle, fog node and cloud server is 14Tem + 18Th = 20.9 ms.

In our proposed protocol, a vehicle performed three ECC scalar multiplications and
fifteen hash operations, so we calculated the computational cost of the vehicle as 3Tem +
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15Th = 4.512 ms. A fog node performed two ECC scalar multiplications and ten hash
operations, so we calculated the computational cost of the fog node as 2Tem + 10Th =

3.008 ms. The cloud server performed three ECC scalar multiplications and twelve hash
operations, so we calculated the computational cost of the cloud server as 3Tem + 12Th =

4.503 ms. Thus, the total cost of vehicle, fog node, and cloud server is 8Tem + 37Th =

12.023 ms.
We show the comparison results of computational cost of our proposed protocol and

other related protocols in Table 5 and Figure 6. The results show that our proposed protocol
has a lower total computational cost, especially on the fog node side, than related protocols.
Therefore, we can state that our proposed protocol has relatively higher computational
efficiency than other related protocols.

Table 5. Comparison of computational costs.

Protocol Vehicle User Fog Node Cloud Server Total

[17] 4.479 ms 5.968 ms 11.939 ms 22.386 ms
[18] 4.509 ms 4.515 ms 4.518 ms 13.542 ms
[19] 7.479 ms 7.477 ms 2.99 ms 17.946 ms
[20] 3.002 ms 5.971 ms 4.506 ms 13.479 ms
[8] 4.485 ms 5.968 ms 5.983 ms 16.436 ms
[21] 4.506 ms 7.475 ms 5.974 ms 17.955 ms
[22] 4.476 ms 7.46 ms 8.964 ms 20.9 ms
Proposed 4.512 ms 3.008 ms 4.503 ms 12.023 ms

Figure 6. Visualization of computational costs comparison [8,17–22].

6.2. Communication Cost Analysis

This subsection compares the communication cost of our proposed protocol
with [8,17–22]. We denoted that the ECC point, hash output, random nonce, identity,
and timestamp were 320, 256, 256, 128, and 32 bits, respectively. In Ma et al.’s protocol [17],
a vehicle transmitted {AIDUi , TUi , R1, α}, so we calculated the communication cost of the
vehicle as 864 bits. A fog node transmitted {AIDUi , AIDFNj , TUi , TFNj , R1, R2, R̂2, α, β} and

{R2, R3, R̂
′
3, TCS, γ̄}, so we calculated the communication cost of the fog node as 3296 bits.

The cloud server transmitted {R3, R̂3, R̂
′
3, TCS, γ, γ̄}, so we calculated the communication

cost of the cloud server as 1504 bits. Thus, the total cost of vehicle, fog node, and cloud
server is 5664 bits.
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In Eftekhari et al.’s protocol [18], a vehicle transmitted {RIDDR, XVE, yVE, hCS
VE, T}, so

we calculated the communication cost of the vehicle as 1120 bits. A fog node transmitted
{RIDFS, RIDDR, XFS, XVE, yFS, yVE, hCS

FS , T} and {mRIDDRnew
CS , XFS, XCS, hVE

FS }, so we calcu-
lated the communication cost of the fog node as 3104 bits. The cloud server transmitted
{mRIDDRnew

CS , mRIDFSnew
CS , XCS, hFS

CS, hVE
CS }, so we calculated the communication cost of the

cloud server as 1344 bits. Thus, the total cost of vehicle, fog node, and cloud server is
5568 bits.

In Kumar et al.’s protocol [19], a vehicle transmitted M1 = {PKV , PIDVi, V1, T1} and
M5 = {PKV1 , V5, T5}, so we calculated the communication cost of the vehicle as 1600 bits.
A fog node transmitted M2 = {M1, PKF, PIDFNj, V2, T2} and M4 = {PKF1 , V4, T4}, so we
calculated the communication cost of the fog node as 2592 bits. The cloud server transmitted
M3 = {C3, V3, T3}, so we calculated the communication cost of the cloud server as 544 bits.
Thus, the total cost of vehicle, fog node, and cloud server is 4736 bits.

In Wu et al.’s protocol [20], a vehicle transmitted M1 = {PIDi, Ni, B2, B3, Tv}, so we
calculated the communication cost of the vehicle as 992 bits. A fog node transmitted
M2 = {M1, PFSIDj, Nj, Nij, B5, B6, Tf } and M4 = {Kij, V1, Njc, Tc, Tf 2}, so we calculated
the communication cost of the fog node as 3200 bits. The cloud server transmitted M3 =

{Kij, V1, V2, Nc, Nic, Tc}, so we calculated the communication cost of the cloud server as
1440 bits. Thus, the total cost of vehicle, fog node, and cloud server is 5632 bits.

In Awais et al.’s protocol [8], a vehicle transmitted D1 = {R1, RIDi, Qi}, so we
calculated the communication cost of the vehicle as 832 bits. A fog node transmitted
D2 = {D1, R2, R̂2, RIDj, Lj} and D4 = {R2, R3, Xi, Authi}, so we calculated the com-
munication cost of the fog node as 3136 bits. The cloud server transmitted D3 =

{R3, Yj, Xi, Authi, Authj}, so we calculated the communication cost of the cloud server
as 1344 bits. Thus, the total cost of vehicle, fog node, and cloud server is 5312 bits.

In Hedge et al.’s protocol [21], a smart device transmitted {CIDs, RV2, Csm, T1}, so
we calculated the communication cost of the vehicle as 864 bits. A fog node transmitted
{CIDs, CIDf , Csm, Cf , Fc, FUIDi, RV2, FV2, T1, T2} and {Fsm, T4, FCSUIDi, T3, CV2}, so we
calculated the communication cost of the fog node as 3136 bits. The cloud server transmitted
{CV2, T3}, so we calculated the communication cost of the cloud server as 352 bits. Thus,
the total cost of vehicle, fog node, and cloud server is 4352 bits.

In Awais et al.’s protocol [22], we calculated the computational costs by combining
those of the fog nodes and the RSUs. A vehicle transmitted M1 = {TIDUi , R1, α}, so we
calculated the communication cost of the vehicle as 704 bits. A fog node transmitted M2 =

{M1, TIDRSUk , R2, β}, M3 = {M2, TIDFNj , R3, γ}, M5 = {R10, Xk}, and M6 = {R9, Xi}, so
we calculated the communication cost of the fog node as 4672 bits. The cloud server
transmitted M4 = {R7, R8, R9, Xj}, so we calculated the communication cost of the cloud
server as 1344 bits. Thus, the total cost of vehicle, fog node, and cloud server is 6592 bits.

In our proposed protocol, a vehicle transmitted D1 = {R1, RIDi, Qi, IDj}, so we
calculated the communication cost of the vehicle as 960 bits. A fog node transmit-
ted D2 = {R1, RIDi, R2, r2R1, Lj, IDj} and D4 = {Kij, r2R3, Authi}, so we calculated
the communication cost of the fog node as 2432 bits. The cloud server transmitted
D3 = {Kij, R3, r3R1, Authj}, so we calculated the communication cost of the cloud server as
1152 bits. Thus, the total cost of vehicle, fog node, and cloud server is 4544 bits.

We show the comparison results of communication cost for our proposed protocol
and other related protocols in Table 6 and Figure 7. In Table 6 and Figure 7, the results
show that our proposed protocol has the lowest total communicational cost among other
related protocols. Therefore, we can state that our proposed protocol has relatively higher
communication efficiency than other related protocols.
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Table 6. Comparison of communication costs.

Protocols Communication Costs

[17] 5664 bits
[18] 5568 bits
[19] 4736 bits
[20] 5632 bits
[8] 5312 bits
[21] 4352 bits
[22] 6592 bits
Proposed 4544 bits

Figure 7. Visualization of communication costs comparison [8,17–22].

6.3. Security Features

We compared the security features of the proposed protocol with those of related
protocols [8,17–22]. We considered (SF1) “preservation of anonymity”, (SF2) “preservation
of untraceability”, (SF3) “preservation of perfect forward secrecy”, (SF4) “resistance to
stolen verifier attack”, (SF5) “resistance to stolen smart card attack”, (SF6) “resistance to
session key disclosure attack”, (SF7) “resistance to replay attack”, (SF8) “resistance to MITM
attack”, (SF9) “resistance to ephemeral secret leakage attack”, and (SF10) “resistance to
privileged insider attack”. Table 7 summarizes the comparison of security features. The
results show that the proposed protocol has superior security than other related protocols
in fog-based VANET environments.

Table 7. Comparison of security features.

Security Features [17] [18] [19] [20] [8] [21] [22] Proposed

SF1 O O O O O O O O
SF2 O O O O O O O O
SF3 O O O O X - O O
SF4 O O O - O - O O
SF5 O O - - X O - O
SF6 O - - - O - O O
SF7 O O O O O O O O
SF8 O O O O O O O O
SF9 X O O O X O O O

SF10 X - - - - O - O
-: Not considered. X: Insecure. O: Secure.
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7. Conclusions

In this study, we proposed a lightweight and robust authentication protocol for secur-
ing fog-based VANETs. Considering the features of fog-based VANETs, we used the ECC
system and fuzzy verifier to establish a session key securely and efficiently for vehicle-to-
infrastructure communication. The proposed protocol provides perfect forward secrecy
and resists various attacks, such as trace and ephemeral secret leakage attacks. Furthermore,
we conducted informal and formal security analyses to demonstrate the efficiency and
security robustness of our protocol. The informal security analysis demonstrated that our
protocol satisfies security requirements and the formal security analysis using BAN logic,
the AVISPA simulation tool, and the RoR model, demonstrating that our protocol offers
mutual authentication and session key security. Finally, we compared the performance
of our protocol with that of other related protocols to evaluate its efficiency. The results
demonstrated that our protocol outperformed the compared protocols in computational
and communication cost. In the future, we plan to assess our protocol’s practical issues
through simulations that consider actual VANET conditions. Moreover, future research
will aim to expand this study to enable secure communication under various network
conditions. Additionally, we plan to introduce outsourcing computing methods to lower
the computational costs for vehicles, and these improvements will expand the potential
applications of intelligent vehicle systems.
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Abstract: Two-dimensional leaky-wave antennas offer effective, compact, single-feeder,
easy-to-fabricate solutions to the longstanding problem of realizing a simultaneously di-
rective and low-profile radiating device. These traveling-wave antennas have been thus
proposed as wideband, reconfigurable, or frequency-scanning radiating structures in dif-
ferent application contexts, spacing from the microwave to terahertz frequency range.
These diverse contexts call for a comprehensive guide to characterizing and designing
two-dimensional leaky-wave antennas. In this work, a review of numerical techniques
for the analysis of either quasi-uniform or radially periodic leaky-wave antennas is pro-
posed in order to provide the reader with straightforward yet effective design guide-
lines. Theoretical results are corroborated through full-wave simulations of realistic three-
dimensional models of the considered devices, thus demonstrating the effectiveness of the
proposed methods.

Keywords: leaky-wave antennas; numerical methods; Fabry–Perot cavity antennas; radi-
ally periodic leaky-wave antennas; metasurfaces

1. Introduction

Leaky-wave antennas (LWAs) are radiating devices constituted by waveguiding
structures which allow for continuous power radiation while propagating along their
length [1–3]. Although the working principle is rather intuitive, the design of radiating
devices by partially open waveguides found its mathematical and physical rigorous foun-
dation only in the 1950s thanks to the famous work of N. Marcuvitz [4]. This paper,
together with the works of T. Tamir and A. A. Oliner [5,6], had an important impact on
the development of LWAs: thanks to an efficient and elegant theory, rather simple analyti-
cal procedures were outlined for designing such radiating devices, in a period when the
computational resources were very limited. Nowadays, such a straightforward theoretical
approach has been experimentally verified in different scenarios and with different radiat-
ing devices [7–15]. Moreover, this design method is still relevant and faster than full-wave
optimization procedures [16].

It is well known that this kind of radiating devices shows many advantages since
LWAs are simple and low-cost solutions able to generate highly directive beams pointing
at almost arbitrary angles [17]. Moreover, they show a reconfigurability feature in terms of
pointing angle since their beam naturally scans with frequency [18] or, if a fixed frequency
is desired, they are able to scan electronically by incorporating tunable elements into the
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design, such as varactor diodes [19], ferrites [20], microelectromechanical systems [21]
based on micromachining technologies [22], graphene [23,24], or liquid crystals [25].

The main critical aspects of LWAs are typically related to the following trade-offs:
pattern fractional bandwidth vs. directivity (leaky-wave antennas are usually highly
directive but show a narrow bandwidth), reconfigurability vs. complexity (the higher the
desired reconfigurability at a fixed frequency, the more complex the device architecture),
and radiation efficiency vs. aperture size (a large radiating aperture is needed to achieve a
highly directive antenna) [2]. Fortunately, various solutions have been proposed in recent
years to address these challenges. For instance, to improve the figure of merit defined by the
product of directivity with bandwidth, Fabry–Perot cavity antennas (FPCAs) incorporating
a thick partially reflecting sheet (PRS) [26,27] or exhibiting high truncation effects [28,29]
have been developed and studied through different techniques. As concerns, instead,
reconfigurable leaky-wave antennas, different technological solutions have recently been
addressed from the microwave to the terahertz frequency ranges [30–34]. Moreover, the
longstanding problem of designing directive LWAs through compact devices has been
solved by exploiting tapering techniques [35,36].

The effectiveness and the importance of LWAs from both a theoretical and a practical
viewpoint are thus clear. However, a paper reviewing simple numerical techniques for
characterizing LWAs and providing design guidelines for such radiators is still missing.
This work aims to fill this gap by describing, step by step, the design workflow of uniform
and radially periodic two-dimensional (2-D) LWAs which represent the common archi-
tectures of more sophisticated solutions, such as holographic [37] and modulated surface
antennas [38–41], or even near-field focusing devices [42–44].

This manuscript is organized as follows. In Section 2, an established classification of
LWAs is presented, highlighting the need for various approaches to analyze different kinds
of these radiators. In Sections 3 and 4, the numerical techniques for the analysis and design
of uniform and radially periodic 2-D LWAs are presented, respectively. Conclusions are
finally drawn in Section 5.

2. Classification of Leaky-Wave Antennas

In this section, a widely accepted [1,18] classification of LWAs is provided with the
aim of introducing the different working principles and radiating features of the devices
discussed in this work.

The first distinction among LWAs is related to the geometry of the radiating device.
Specifically, LWAs can be classified as one-dimensional (1-D) or two-dimensional (2-D),
depending on whether the guiding structure is mainly linear or planar, respectively. In
other words, a principal fixed direction of propagation can be easily identified in 1-D LWAs
(see Figure 1a), whereas 2-D LWAs are, in general, radial devices commonly fed in the
center, and are characterized by a partially guided wave propagating along a plane (see
Figure 1b). This aspect influences the radiation properties of the device; a 1-D structure
typically generates fan beams, whereas a 2-D structure produces pencil beams or conical beams,
depending on the operating frequency [18].

The other classification concept, which affects the scanning behavior of the antenna,
is related to the working principle of the device and it allows us to define uniform, quasi-
uniform, and periodic LWAs. When the cross section of the radiator remains constant
along the propagation direction, the structure is usually referred to as 1-D uniform LWA. A
classic historical example is a rectangular waveguide with a longitudinal slit (see Figure 2a),
which enables power to leak as it propagates [45–47]. The radiation is usually related to
the perturbation of the fundamental guided mode, which is, in general, a fast wave. In the
transmission mode, 1-D LWAs are commonly fed from one side of the input waveguide
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launching the traveling leaky wave. By properly varying the working frequency, the main
beam is scanned from nearly broadside to nearly endfire, with some intrinsic problems for
the generation of a beam exactly at broadside or endfire [18]. It is worthwhile to point out
that 1-D LWAs can also be fed in the center to generate leaky waves that propagate in both,
opposite, directions. Such 1-D LWAs are commonly referred to as bidirectional [18].

(a) (b)

Figure 1. (a) Pictorial representation of a 1-D LWA. The electromagnetic field is partially guided in
the x direction in the gray structure. The amount of transmitted power has an exponential decay
due to radiation and expressed by the leakage constant αx, generating a far-field radiation pattern
pointing in the θ0 direction. (b) Schematic view of a 2-D LWA. As in (a), the electromagnetic field is
partially guided in the gray structure, undergoing an exponential decay of the transported power
related to the leakage constant α in the radial direction.

When there is a periodic modulation of the geometry in the longitudinal direction
of the radiating structure with a period d much lower than the operating wavelength λ,
the device is referred to as 1-D quasi-uniform LWA. The radiation properties of this kind
of antenna are similar to those of 1-D uniform LWAs since both of them work with only
the fundamental mode in propagation. The performance, however, can significantly be
improved with respect to the uniform case by properly engineering the periodic modulation.
For instance, the idea proposed in [48] to reduce the leakage rate and achieve a more
directive antenna with respect to the uniform, slotted, rectangular waveguide was to
consider closely placed holes rather than a continuous, longitudinal slit responsible for
cutting the current lines on the metal walls of the guide (see Figure 2b).

When there is a periodic modulation of the geometry along the longitudinal direction
of the radiating structure with a period p approximately larger than half of the operating
wavelength λ, the device is referred to as 1-D periodic LWA. The difference with respect
to the 1-D quasi-uniform LWA is given by its working principle. While in the quasi-
uniform case there is only the fundamental, basically fast mode in propagation, in 1-D
periodic LWAs the guided wave is represented by an infinite number of Floquet modes (or
space harmonics) due to the larger periodicity. A typical example of 1-D periodic LWAs
is a dielectric waveguide or a microstrip that is loaded by perturbations with periodicity
comparable to the wavelength [49] (see Figure 2c). As is common in this kind of structures,
the fundamental Floquet mode is usually slow. For this reason, LWAs are typically designed
so that the n = −1 harmonic is fast, enabling the device to radiate. A key advantage of 1-D
periodic LWAs over the abovementioned types is their ability to scan from the backward
to the forward quadrant. However, it is important to note that the antenna performance
significantly deteriorates when the main beam approaches broadside. This issue, caused by
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the presence of an open stopband, has been extensively studied, and various strategies have
been proposed to mitigate its negative effects (see, e.g., [41,50–52]).

Figure 2. Pictorial representation of (a) a slitted rectangular waveguide (uniform 1-D LWA), (b) a
rectangular waveguide with closely spaced holes (quasi-uniform 1-D LWA), (c) a grounded dielectric
slab (GDS) with relative permittivity εr and with a metal strip grating supporting periodicity p ∼ λ

on top (1-D periodic LWA), (d) a GDS supporting a 2-D periodic screen with periodicity d � λ

(quasi-uniform 2-D LWA), and (e) a GDS supporting annular concentric microstrip rings (radially
periodic 2-D LWA).

The definition of LWAs based on the working principle of 1-D structures can be
extended to the 2-D case. Two-dimensional uniform and quasi-uniform LWAs are indeed
2-D partially open waveguiding structures able to support a cylindrical leaky wave which
radially propagates outward from the central source [53]. This type of LWA can, typically
by varying the frequency, generate a directive pencil beam at broadside or a conical beam
with its axis aligned with the vertical direction. Interestingly, by considering an array
feeding scheme, a directive pencil beam can be achieved off broadside [54], even with a
circular polarization if a proper polarization-conversion metasurface is employed [55–57].
As for their 1-D counterpart, the radiation features of 2-D uniform and quasi-uniform LWAs
are commonly related to the fundamental leaky mode, which is a fast wave. One of the most
important examples of 2-D uniform LWAs is a grounded dielectric slab (GDS) with a PRS
on top, constituting an FPCA (see Figure 2d) [16].

Similarly to the distinction among 1-D periodic and uniform or quasi-uniform LWAs, it is
possible to define a 2-D periodic leaky-wave antenna when a 2-D partially open waveguiding
structure presents a periodic modulation capable of propagating higher-order Floquet
modes. If the periodicity occurs in only one dimension, which is a common case study, the
radiating device is referred to as a 1-D periodic 2-D LWA. A typical example in this context,
which corresponds to the structure analyzed in this work, is the case of an annular metal
strip grating printed on top of a GDS (see, e.g., [7]) where the periodicity is only present in
the radial direction (see Figure 2e). If the periodicity occurs in two directions, as in the case
of a metal-patch array printed on a GDS studied in [58], the radiating device is referred to
as a 2-D periodic 2-D LWA.

This work deals with the numerical methods and the design rules that can be efficiently
used for characterizing 2-D uniform and quasi-uniform LWAs (FPCAs) and 1-D periodic
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2-D LWAs. These approaches can also be profitably exploited for the design of their 1-D
counterparts [43,59].

3. Fabry–Perot Cavity Antennas

This section deals with the design of FPCAs. While the theoretical working principles
and design workflow for these radiating devices are presented in Section 3.1, the numer-
ical techniques needed for describing such FPCAs are reported in Sections 3.2 and 3.3.
The possible realizations of a feeder for such devices are then reported in Section 3.4
and the implementation of an efficient and fast full-wave simulation of FPCAs is shown
in Section 3.5.

3.1. Theoretical Background

Fabry–Perot cavity antennas are constituted by a grounded dielectric slab with a
partially reflecting sheet on top. These devices are usually fed through dipole-like sources
in the center (see Figure 3a). If a vertical electric dipole (VED)—which can be easily imple-
mented through a coaxial cable [60,61]—or a vertical magnetic dipole (VMD)—commonly
realized through a loop antenna [62,63]—is exploited, a cylindrical leaky wave with a pure
transverse magnetic (TM) or electric (TE) polarization is excited, thus generating an omni-
directional conical beam (see the results shown in Section 3.5). However, radiation at broad-
side is prevented in this case by the null enforced by the source geometry [16]. With the aim
of achieving a broadside pencil beam, a horizontal magnetic dipole (HMD)—commonly
implemented through a slot on the ground plane excited by a microstrip [17] or a rectangu-
lar waveguide [64–66]—or a horizontal electric dipole (HED)—typically realized through
an L-probe, bent coaxial feed [67,68]—has to be employed. Such sources excite both TE and
TM cylindrical leaky waves [53] and, thus, some difficulties in producing omnidirectional
conical beams may arise due to possible TE–TM disequalization [16].

Figure 3. (a) Schematic representation of an FPCA (constituted by a grounded dielectric slab—in
gray—with a PRS on top), its source (realized through dipole-like feeders), and its far-field radiation
pattern (which can be a broadside pencil beam or a scanned conical beam). The red box on the
left represents the possible implementations of the PRS unit cells through simple isotropic meta-
surfaces based on metallic lattices (black regions) printed on top of the dielectric slab (gray areas).
(b) Transverse equivalent network of the FPCA. Y0 and Yd represent the wave admittances of the free
space and the dielectric constituting the cavity, respectively, and Ys is the equivalent sheet admittance
of the PRS.
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Once the feeder has been properly chosen, physically implemented, and matched
(as discussed in the following, Section 3.4), the goal is to properly design the FPCA to
achieve the desired performance in terms of directivity, pointing angle, working frequency,
bandwidth, and efficiency. This objective can be achieved by simultaneously designing the
PRS with the GDS characteristics, viz., the cavity height h, the lateral dimension L, and the
dielectric-filling permittivity εr (see Figure 3a). On the one hand, the electrical thickness of
the cavity mainly determines the beam angle [69]. On the other hand, the reflectivity of the
PRS controls how much power leaks during propagation. For this reason, the beamwidth
mainly depends on the PRS design [1]. These intuitive physical concepts can be rigorously
described through the leaky-wave theory [16] or the reciprocity approach [70], obtaining, in
both cases, closed-form design equations for FPCAs.

The first parameter which can be easily chosen is the minimum lateral dimension L of
the FPCA (see Figure 3a). This parameter has to be designed to ensure that the radiating
characteristics of an infinite structure remain nearly unchanged when implemented in
a practical device, thereby achieving high radiation efficiency (assuming the structure
has low material losses). In other words, this means that L has to be designed to avoid
significant edge effects. The design goal to achieve a very high aperture efficiency is thus to
reach the lateral aperture with the power as low as possible or, in other terms, to let almost
all the transmitted power radiate before reaching the FPCA’s lateral boundaries. In lossless
FPCAs, the radiation efficiency is given by [1,18]

ηL = 1 − e−αL (1)

A simple design equation for L is thus found for a desired value of the aperture efficiency
(a typical minimum lower bound is set at ηL = 90% [16]):

L = − ln (1 − ηL)

α
(2)

Thus, the importance of accurately evaluating the leaky attenuation constant α for
the correct design of the device is clear. Such a parameter not only affects the aperture
efficiency, but also the beamwidth, the directivity, and the fractional bandwidth (FBW).

On the other hand, the leaky phase constant β mainly determines the pointing
angle of the device at a given frequency. (provided the attenuation constant is small,
as commented next.) For this reason, in general, the correct evaluation of the leaky
wavenumber kρ = β − jα—with β and α being the leaky phase and attenuation constants,
respectively—plays a fundamental role. For this reason, simple yet effective methods for
the evaluation of kρ are reported both in the case of FPCAs and radially periodic LWAs
in this work. While a Bloch analysis is needed for the latter [7], this procedure is ad-
dressed through the transverse resonance technique in the former case, as discussed in detail
in Section 3.2. This method requires the representation of the FPCA through a transverse
equivalent network (see Figure 3b): the GDS is considered to be a transmission-line section
whose dimension and characteristic impedance depend on the cavity height, the consid-
ered polarization, and the dielectric permittivity of the material (assuming μr = 1 for
simplicity); the PRS, if lossless (the lossy case is a natural evolution of this analysis and it is
discussed in [71]), is commonly well represented through a purely imaginary impedance
sheet Zs = jXs [72,73] (see, e.g., the inset on the left in Figure 3a,b).

In the leaky-wave perspective, the radiation features of the FPCAs are known once
the leaky-wave wavenumber is correctly evaluated. By assuming that the feeder launches
an omnidirectional cylindrical leaky wave with small attenuation constant α � k0 (where
k0 is the vacuum wavenumber), the latter provides the main contribution to the field on
the antenna aperture plane at z = 0 (see Figure 3a) [5,6]. These cylindrical leaky waves
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are known in closed formulas (reported for the first time in [53]) and they can be used to
evaluate the far-field radiation pattern through a simple Fourier transform, thus obtaining
the following (assuming an infinite aperture):

SF(θ) =
4|kρ|2

|k2
ρ − k2

0 sin2 θ|2 (3)

where SF stands for space factor.
From the far-field radiation pattern in (3), one can easily retrieve important design

relations [53]. For instance, the maximum value of SF for different θ angles is obtained by
minimizing the denominator in (3). It is thus clear that the pointing angle for the FPCA is
given by

θ0 = arcsin

⎡
⎣
√(

β

k0

)2
−
(

α

k0

)2
⎤
⎦ (4)

Since α � k0 in order to have a dominant leaky-wave contribution to the leaky-wave
aperture [5,6], Equation (4) reveals that β mainly determines the pointing angle θ0. Starting
from Equation (3), one can also easily derive the half-power beamwidth (HPBW) Δθ as [16]

Δθ = 2
α

k0
sec θ0 (5)

Also, Equation (5) reveals an important result. The beamwidth, which is strictly
related to the directivity, mainly depends on the attenuation constant α. The lower α is, the
narrower the beamwidth is and, in turn, the pattern peaks in the pointing-angle direction.
Therefore, the more reflective the PRS is and, in turn, the lower α is (since the PRS reactance
controls the amount of power which leaks out), the more directive the antenna is. This
relation between the directivity D and the attenuation constant α is expressed in a closed
formula for an FPCA radiating at broadside as [16]

D 
 k2
0π2

8α2 (6)

It is worthwhile to point out that the attenuation constant is also strictly related to
the bandwidth. In particular, it has been shown in [74] that, when broadside radiation is
considered, the fractional bandwidth (FBW)—defined as the frequency range, normalized
with respect to the central frequency, over which the power density at broadside decreases
by less than 3 dB [70]—can be computed as [16]

FBW =
2α2

k2
0εr

(7)

By observing Equations (6) and (7), an evident trade-off between directivity and frac-
tional bandwidth appears. The figure of merit (FoM) given by the product D · FBW for an
FPCA based on a single thin PRS is constant and equal to

FoM = D · FBW 
 2.47
εr

(8)

It is thus clear that low-permittivity and low-loss materials are the best choice for maximiz-
ing this figure of merit.

With these formulas in mind, one can easily find three different working conditions for
FPCAs depending on the mutual comparison of β and α. When β < α, the FPCA radiates
at broadside [74] in the so-called reactive region. A deep analysis of FPCAs radiating in
this frequency range has been presented in [75]. The condition β 
 α provides, instead,
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the best working point to maximize the radiated power at broadside [74]. In this context,
a broadside pencil beam is produced by the FPCA with a beamwidth which depends on
the Xs or, similarly, on the α value. Finally, by increasing the frequency, the condition
β > α is reached. In this working region, FPCAs generate a scanning conical beam whose
pointing angle mainly depends on the β value through (4) and the beamwidth on the α

value through (5) (and, in turn, on the Xs value). These aspects, along with additional
design formulas, are rigorously addressed by exploiting the transverse resonance technique
discussed in the following subsection.

3.2. Evaluation of the Dispersion Curves

The standard procedure for determining the eigenvalues in waveguiding structures
requires one to solve Maxwell’s equations in any homogeneous region of the domain of
interest and then apply the appropriate boundary conditions [76]. A nontrivial solution is
then obtained by discretizing the problem, thus reducing it to a linear algebraic system, and
enforcing the determinant of the coefficient matrix to be equal to zero. The complex roots
of the resulting determinantal equation—which is commonly referred to as a dispersion
equation—are the desired eigenvalues. This approach enables the expression of any solution
to the problem in terms of its eigenvalue (the waveguide mode) and eigenfunction (the
modal field), up to a multiplicative constant that depends on the excitation. This procedure,
however, could be lengthy for devices with different media and complicated structures.
Since, in the leaky-wave perspective, we are usually interested only in the evaluation of
the eigenvalues, a faster approach is given by the transverse resonance technique [77]. It is
indeed well known [78] that the eigenvalues of a waveguide problem correspond to the
pole singularities of an appropriate characteristic Green’s function in the kz complex plane,
which represents the voltage (or current) in a transmission line along one of the transverse
directions of the waveguide [5,6]. In this network formalism, the pole singularities corre-
spond to the resonances of the transverse equivalent network (TEN) model, which can be
effectively calculated using both analytical and numerical methods.

Since FPCAs are constituted by a grounded dielectric slab with a PRS on top, their TEN
is formed by a transmission-line segment—with characteristic admittance Yd and transverse

number kzd =
√

k2
0εr − k2

ρ—terminated, on one side, on the equivalent sheet admittance
of the PRS Ys, and, on the other side, on a short circuit representing the ground plane
(see Figure 3b). The term PRS generally denotes any type of screen that provides partial
shielding of the radiation emitted by the primary dipole-like source located within the
cavity [16]. For this reason, PRSs may take various forms that are conveniently categorized
into three different classes [16] (see Figure 4):

Figure 4. Schematic representation of Fabry–Perot cavity antennas with different physical imple-
mentation of their partially reflecting screen: (a) single-layer superstrate, (b) dielectric multilayer,
and (c) homogenized metasurface. Different gray-scale colors represent different dielectric relative
permittivities, while the black color represents metal areas.
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• Single-layer dielectric covers which are typically implemented through a quarter-
wavelength-thick high-permittivity slab [79,80];

• Dielectric multilayers consisting of alternating quarter-wavelength-thick slabs of high
and low permittivity to realize a distributed Bragg reflector [81];

• Homogenized metasurfaces which are realized through subwavelength (with period
p � λ0) periodic planar arrangements of metal scatterers [82].

The last class is the most common at microwave frequencies and beyond to reduce
dielectric losses [82]. This kind of PRS is rigorously represented by an equivalent impedance
Zs with a tensor-like form and a spatially and frequency-dispersive model. However, since
PRSs with simple geometries are commonly implemented in FPCAs that are typically
required to operate over a narrow FBW and/or at a fixed beam angle (or over a small
angular variation) [82], the model of the PRS is usually constituted by a single, scalar,
generally complex, sheet impedance Zs = Rs + jXs, with Rs and Xs being the equivalent
sheet resistance and reactance of the PRS, respectively. For lossless isotropic metasurfaces,
this contribution is given by a scalar, purely imaginary, sheet impedance Zs = jXs. This
assumption is valid for a large class of metasurfaces, even in the terahertz frequency
range [82]. Typical examples, shown in Figure 3a, are 2-D patch arrays, metal strip gratings,
and fishnet-like metasurfaces [72,73,82]. A method for the evaluation of such equivalent
impedance value is shown in the following, Section 3.3.

Depending on the nature of the PRS (viz., if the metasurface is mainly inductive or
capacitive) and on the considered polarization, a variety of modes (i.e., surface, leaky, or
plasmonic) can be generated. The generation of the different kinds of waves and their
nature is discussed in depth in [83]. In this manuscript, we are just interested in leaky-wave
modes for achieving an effective, compact, and directive radiating device. The application
of the transverse resonance techniques [77] to the TEN implies equating to zero the sum of
the input impedance or admittance looking downward and looking upward at an arbitrary
cross section of the equivalent transmission line. In this case study, it is convenient to
assume z = 0 as a reference plane where the PRS is present (see Figure 3). In this manner,
on the one side (the upper), there is the free-space characteristic admittance Y0, and, on the
other side (the lower), there is the parallel admittance of the equivalent PRS admittance
Ys = 1/Zs (which is purely imaginary if the PRS is lossless, obtaining Ys = jBs, with
Bs = −1/Xs) and of the short-circuited transmission-line section Ysc = −jYd cot (kzdh).
Therefore, the dispersion equation of the FPCA in the presence of a lossless PRS reads:

Y0 + Ysc = Y0 + jBs − jYd cot (kzdh) = 0 (9)

It is worthwhile to point out that, in FPCAs able to produce a broadside pencil beam,
by exciting the structure through an HED or an HMD both TE and TM modes are excited.
It is thus important to report here the different quantities that appear in (9) for both
polarizations, indicating with the hat ·̂ the normalization with respect to the free-space
wavenumber k0 and with η0 = 120π Ω the vacuum characteristic impedance.

YTE
0 =

k̂z0

η0
, YTE

d =
k̂zd

η0μr
, k̂z0 =

√
1 − k̂2

ρ, k̂zd =
√

εrμr − k̂2
ρ (10)

YTM
0 =

1
k̂z0η0

, YTM
d =

εr

η0k̂zd
, k̂z0 =

√
1 − k̂2

ρ, k̂zd =
√

εrμr − k̂2
ρ (11)
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By considering a nonmagnetic material (μr = 1) and by substituting Equations (10) or (11)
in (9), the dispersion equation for TE,

√
1 − k̂2

ρ + jBsη0 − j
√

εr − k̂2
ρ cot

(
k0h

√
εr − k̂2

ρ

)
= 0 (12)

or TM, (√
1 − k̂2

ρ

)−1
+ jBsη0 − jεr

(√
εr − k̂2

ρ

)−1
cot

[
k0h

√
εr − k̂2

ρ

]
= 0 (13)

modes are achieved, respectively. The zeros in Equations (12) and (13) can numerically
be found efficiently through the Padé algorithm [84]. In particular, by searching for the
complex improper roots (i.e., with Im[kz] > 0), the dispersion curves of the leaky-wave modes
can be found and one can predict the radiating performance of the FPCAs under analysis.

3.3. Evaluation of the Equivalent Sheet Impedance of a Partially Reflecting Sheet

The evaluation of the equivalent sheet impedance Zs for a homogenized metasurface
is a crucial step in the design of the realistic devices for FPCAs. A scalar sheet impedance
Zs, which generally depends on the polarization, can represent a planar patterned metal
sheet if its periodicity p is much lower than the operative wavelength λ. This assumption,
which corresponds to the homogenization principle, is needed to let only the fundamental
n = 0 Floquet harmonic propagate.

In order to evaluate the Zs value, the unit cell of the homogenized metasurface is
implemented on a commercial solver (such as CST Microwave Studio [85] or HFSS [86])
in a periodic environment (which means the application of phase-shift walls as boundary
conditions on the periodicity directions). On top of the patterned metal, an air block is
considered and, at the bottom, a grounded dielectric slab, where the metasurface lies, is
assumed. In Figure 5, for instance, the case of a fishnet-like metasurface printed on top of a
grounded dielectric slab of thickness h is considered.

Figure 5. Full-wave model of a fishnet-like metasurface unit cell in a periodic environment on the
left. A wave port is considered on top and it impinges on the homogenized-metasurface unit cell,
taking into account the substrate effect. On the bottom, a perfect-electric-conductor (PEC) condition
is considered in order to represent the ground plane of the dielectric slab. On the right, the equivalent
transmission-line model of the problem is shown.

By de-embedding the reference plane for the wave port shown in Figure 5 at the
metasurface level (z = 0), the reflection coefficient S11 at the air–PRS interface is retrieved
from the full-wave solver. At this point, one can easily evaluate the input admittance Yin

(see Figure 5) as

Yin = Y0
1 − S11

1 + S11
(14)

where Y0 is the vacuum wave admittance of the mode in propagation.
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By observing the equivalent circuit in Figure 5, it is clear that Yin, evaluated through a
full-wave simulation, is given by the parallel of the homogenized-metasurface admittance
Ys and the input admittance of an h-thick, short-circuited, transmission-line segment with
the dielectric characteristic admittance Yd and propagation constant kzd. Therefore, the
desired Ys value is straightforwardly evaluated as

Ys = Yin − jYd cot(kzdh) (15)

Once the equivalent admittance is known, the evaluation of the equivalent sheet
impedance of the homogenized metasurface is trivial:

Zs = Rs + jXs = 1/Ys (16)

with Rs the equivalent resistance (which takes into account ohmic and dielectric losses) and
Xs the equivalent sheet reactance (in lossless material, one commonly has Zs = jXs). The
reactance sign can be either positive or negative, representing an inductive- or capacitive-
like metasurface, respectively.

In order to corroborate the proposed approach, an inductive-like partially reflecting
sheet with Xs closed-form homogenization expressions is considered. In particular, a
metal strip grating printed on an air-like grounded dielectric slab with strip width w and
periodicity p is assumed (see Figure 6). For this kind of unit cell, it has been demonstrated
in [72] that

Xs =
η0k0 p

2π
ln
(

csc
πw
2p

)
(17)

In Figure 6, for a fixed working frequency and periodicity, the equivalent reactance
computed through full-wave simulations and theoretical formulas for different w/p filling
factors are in a perfect agreement, thus corroborating the proposed approach.

Figure 6. A schematic representation of a metal strip grating is reported on the left (metal and air
are described in gray and blue, respectively). The equivalent sheet reactance of the homogenized
metasurface is reported on the right, showing a remarkable agreement between the numerical analysis
furnished in [72] and the proposed full-wave approach.

3.4. Feeding Schemes and Matching Networks

In this subsection, the physical implementation of the feeders of FPCAs is discussed. So
far, ideal, dipole-like sources have been assumed. From a practical viewpoint, these kinds of
feeders do not exist but they can be realized through devices with similar radiating features.
Moreover, in order to avoid return-loss effects, which have been completely neglected so
far, the feeding schemes have to be properly engineered to be adequately matched. Such a
goal is addressed in different manners depending on the considered source.

In the case of a VED-like feeder, a coaxial cable is commonly employed. The latter
can be matched e.g., by efficiently choosing the penetration depth of its inner conductor
and/or its dielectric filling in the FPCA. Moreover, a circular metallic patch can be properly
designed in the center of the PRS as an additional element of the matching network. These
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parameters are usually optimized through parametric full-wave simulations [60,61,87].
Additionally, a similar approach is commonly employed for HED- and VMD-like sources,
since they are implemented through bent coaxial cables in the FPCA, viz. an L-probe [67]
and a loop antenna [62,63], respectively. Particular attention is needed for HMDs. The
latter are implemented through rectangular slots on the ground plane and, depending on
their feeding scheme, they can be matched in different manners. For subresonant slots, a
microstrip feeding network is commonly employed and it can be matched through standard
transmission-line techniques [88,89]. In the case of quasi-resonant slots, the device can
be fed through rectangular waveguides [44,66] whose return loss can be improved with
different techniques [88]. In particular, an efficient transmission-line-based method that
requires a single full-wave simulation to design capacitive irises has been proposed and
validated in [64].

3.5. Full-Wave Validation of the Theoretical Model

This subsection simultaneously provides a rapid full-wave simulation setup for FPCAs
and a validation of the theoretical leaky-wave model and of the correct antenna design.
In order to carry this out, a case study is considered with an equivalent sheet impedance
Xs = 30 Ω and a dielectric slab with negligible losses (lossy cases are thoroughly discussed
in [71]), thickness h = 2.77 mm, and relative permittivity εr = 3. It is worthwhile to point
out that the Xs, εr, and h values can be properly designed to achieve the desired radiating
features at a certain frequency f0, as previously discussed in Section 3.1.

Once the design parameters of the proposed FPCA are fixed, one can easily evaluate
the leaky-wave dispersion curves through the transverse resonance technique applied to
the TEN of the device, as thoroughly discussed in Section 3.2. In this manner, the profile of
the phase and attenuation constant normalized with respect to the vacuum wavenumber
k0, viz. β̂ = β/k0 and α̂ = α/k0, respectively, are retrieved vs. frequency f , as shown
in Figure 7a. From the dispersion curves, it is clear that the proposed device is able to
generate a pencil beam with a maximum radiated power at broadside at fc = 29.88 GHz,
when βTE 
 αTE 
 βTM 
 αTM [74]. Moreover, as previously discussed in Section 3.2,
one can assert that the device is working in the reactive regime for f < fc [75] and it
is generating a conical beam for f > fc. By exploiting the evaluation of the dispersion
curves, it is also possible to choose the lateral extension of the device to achieve a radiation
efficiency of, at least, 90 % at a certain working frequency fw = 33 GHz. In particular, by
considering α = min{αTE( fw), αTM( fw)}, the minimum extension of the radiating device
is set at L = 38.96 mm through (2).
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Figure 7. (a) Dispersion curves of both the TE and TM modes of the phase and attenuation constants
normalized with respect to the vacuum wavenumber k0, viz. β̂ = β/k0 and α̂ = α/k0, respectively.
(b) Radiation patterns, normalized with respect to their maximum on a linear scale, of the simulated
FPCA at different frequencies.
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Once the minimum lateral dimension of the FPCA has been found, the device is ready
to be simulated on a commercial full-wave solver to verify its radiation property. In order to
perform that and to strongly reduce the computational effort, one can implement the source
as an ideal dipole (its physical implementation and matching techniques are discussed in
Section 3.4) and the PRS through a surface impedance boundary condition (SIBC)—the
design of the real reflecting layer can be addressed through a homogenized metasurface
designed with the approach shown in Section 3.3. It is worthwhile to point out that the
SIBC has to be described with a frequency-dispersive behavior which respects the Foster’s
reactance theorem [90]. Therefore, depending on the inductive-like or capacitive-like nature
of the PRS, one has to enforce Zs = jωL or Zs = −j/ωC, respectively, on the full-wave
solver. Specifically, the lumped inductance L and capacitance C value are fixed so as to
match the desired Xs value at the working frequency of the design.

By applying the simulation guidelines discussed so far, a three-dimensional (3-D)
model of the proposed FPCA has been implemented on CST Microwave Studio [85] through
a transparent SIBC on top of a cylindrical grounded dielectric slab with height h = 2.77 mm,
aperture diameter L = 40 mm, and relative permittivity εr = 3. By exciting the device
through an HED in the middle of the cavity [55], the far-field radiation patterns for f > fc

reported in Figure 7b were achieved. The generation of conical beams, with a scanning
pointing angle θ0 which varies as the frequency increases through (4), is thus demonstrated.

4. Radially Periodic Leaky-Wave Antennas

This section deals with the analysis of radially periodic LWAs. Since the latter are
constituted by two-dimensional, leaky-wave, radiating devices, the design rules in terms
of directivity and fractional bandwidth as a function of the leaky phase and attenuation
constants are the same as those presented in Section 3.1. The main difference lies in the
evaluation method of β and α. In FPCAs, it is indeed possible to consider the PRS in
the homogenization regime and, thus, to exploit the transverse resonance technique ap-
plied to the TEN of the device. In radially periodic LWAs, the periodicity of the annular
metal strip grating printed on top of the GDS is instead comparable to the operating
wavelength λ and the radiation is usually related to the first-order, fast, Floquet–Bloch
mode in propagation [43,87]. Here, we provide a simple technique for the Bloch anal-
ysis in Section 4.1 and validate it in Section 4.2 through a full-wave simulation of the
entire structure.

4.1. A Simple Technique for the Bloch Analysis

As mentioned above, a two-dimensional radially periodic LWA is constituted by
a subwavelength-thick grounded dielectric slab with an annular metal strip on top
(see Figure 2e) [7]. By considering an azimuthally symmetric source, such as a VED,
it is possible to locally linearize the radial structure as a 1-D periodic metal strip grating,
which can be conveniently described in terms of space harmonics [7]. The radial leaky-wave
propagation over an annular metal strip grating can indeed be seen as a 1-D propagation
over an infinite metal strip grating with phase advance normal to the printed strips thanks
to the azimuthal symmetry of the device [7]. This aspect is well explained in Figure 8,
where the linearization process for an azimuthally symmetric radial periodicity on a 2-D
structure is reported straightforwardly.

The device can thus be analyzed as a 1-D periodic LWA. In this context, the generic
m-th Floquet space harmonic (with m = 0, ±1, ±2, . . . ) has a dispersive behavior related to
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the fundamental harmonic wavenumber kρ0 = β0 − jα and a periodicity (along the radial
direction) p as follows:

kρm = β0 +
2πm

p
− jα (18)

The structure is usually designed to let the m = −1 harmonic propagate in the work-
ing bandwidth. Thus, it is manifest that, in this case too, it is crucial to accurately determine
the leaky wavenumber for the theoretical design and performance assessment of the LWA.
In this context, the possibility to describe the device through its linearized counterpart [7]
(see Figure 8) is crucial for the evaluation of the leaky radial wavenumber. This is be-
cause different techniques have been already proposed for retrieving the dispersion
diagram of leaky modes propagating in 1-D periodic LWAs (see, e.g., [91–94] and
the references therein).

Figure 8. The complex leaky radial wavenumber, kρ, of the radially periodic LWA (represented on
the left) can be approximately seen as the complex leaky longitudinal wavenumber kx of an infinite,
linear, metal strip grating with phase advance normal to the printed strips (as shown on the right) [7].

In this paper, in order to avoid the implementation of an ad hoc method-of-moments
(MoM) approach for the considered structures [91], the need for complicated numerical
routines [93], or the correct selection of higher-order modes in the simulation model [92], a
method originally proposed for the analysis of frozen modes is exploited [95].

In order to corroborate the proposed approach, the reference case in [87] is considered
since the dispersion curves are retrieved through an MoM [91]. While, in [87], the radially
periodic device was considered to be a wideband Bessel-beam launcher (BBL) in the near-
field region, the same structure will be considered here as an LWA in the far-field region.
The wideband BBL proposed in [87] works with a central frequency f0 = 23 GHz through
a GDS with relative permittivity εr = 2.2 and thickness h = 3.14 mm perturbed by a metal
strip grating with periodicity p = 10 mm and slot width s = 6 mm (see Figure 9a).

In order to apply the approach proposed in [95], two waveguide ports are defined here
in the periodic direction with a height hport = 3.5 h and lateral dimension wport = λ0/4 to
ensure the correct representation of the fundamental TM0 surface wave of the grounded
dielectric slab. Moreover, as shown in Figure 9a, perfect-magnetic-conductor (PMC) bound-
aries and an open boundary condition are assigned along y and z, respectively.

At this stage, the transfer matrix of a single unit cell is obtained through CST full-wave
simulations [85] by multiplying the transfer matrix obtained considering N + 1 unit cells
with the inverse of the one with N unit cells [95]. The T matrix of the single unit cell, which
takes into account the mutual coupling of adjacent cells, can thus be found. Then, the leaky
phase and attenuation constants can be derived through well-known formulas [88,92,94].
As shown in Figure 9b (for the two case studies N = 6 and N = 7) and Figure 9c (for the
two case studies N = 15 and N = 16), this method perfectly evaluates the phase constant
β regardless of the number of periods utilized in the analysis. This is not the case for the
evaluation of the leakage constants as shown in Figure 9d,e, since the evaluation of α is
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typically more difficult [94]. By adding unit cells in the CST simulation, indeed, the only
effect is to introduce additional numerical noise. This is due to the fact that α represents an
amplitude decay and, by considering high values of N, the evaluation of this parameter
is performed over distances at which most of the power has already been radiated by the
equivalent 1-D periodic LWA implemented on CST. On the other hand, a small number of
periods does not suitably represent the mutual coupling among unit cells.

Figure 9. (a) Schematic representation of the full-wave model of the linearized counterpart of the
radially periodic 2-D LWA constituted by a grounded dielectric slab (pink solid) with N unit cells
of a metal strip grating on top (dark areas). The two rectangular areas delimited by light-gray lines
represent the two considered waveguide ports. In one of them, the modal field distribution is reported
through lines of force, showing the correct excitation of the TM0 mode in the device. (b–e) Dispersion
diagrams of the normalized leaky (b,c) phase β̂ and (d,e) attenuation α̂ constants. While the blue
dashed lines represent the reference case obtained through an MoM approach [87], black dashed and
dotted lines represent the limiting, unperturbed cases of a parallel-plate waveguide (PPW) and of a
grounded dielectric slab (GDS) structure, respectively. The green and magenta colors represent two
subsequent case studies: N = 6 and N = 7 for (b,d), and N = 15 and N = 16 for (c,e).

By observing the dispersion curves of the leaky phase and attenuation constants,
the presence of the open-stopband phenomenon, which is related to the contradirectional
coupling between two Floquet–Bloch harmonics, is clear [41]. When β tends to zero, indeed,
the value of α varies quickly, preventing the proper generation of a beam at broadside [41]:
initially, it shows a sharply peaked behavior due to the accumulation of reactive energy, and
then it drops to zero at the broadside frequency [3]. Although this aspect goes beyond the
interest of this paper, it is worthwhile to point out that different techniques were proposed
to mitigate or suppress the open stopband, thereby improving the near-field [96] and
far-field radiating properties of 1-D and 2-D LWAs [97,98].

4.2. Full-Wave Validation of the Theoretical Model

In this subsection, the 3-D model of the radially periodic LWA studied in [87] is
simulated in CST Microwave Studio with the aim of deriving its far-field radiation pattern.
The results are reported in Figure 10 through 3-D radiation patterns normalized with
respect to their maximum in a linear scale. As expected, the device generates a conical
beam in the far-field region pointing at θ0, which decreases as the frequency increases from
17 GHz to 20 GHz. This aspect is in perfect agreement with the dispersion curves reported
in Figure 9 since the absolute value of β decreases in that frequency range and, thus, θ0

decreases, as expected from (4).
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Figure 10. Three-dimensional radiation pattern of the considered radially periodic LWA in a linear
scale at (a) 17 GHz, (b) 18 GHz, (c) 19 GHz, and (d) 20 GHz.

5. Conclusions

This paper provides guidelines for the characterization and design of uniform, quasi-
uniform, and radially periodic two-dimensional leaky-wave antennas from theoretical,
numerical, and simulative viewpoints.

In particular, as concerns the analysis of Fabry–Perot leaky-wave antennas, different
techniques and methods are reviewed: the leaky-wave approach for predicting and design-
ing the performance of the radiating device, the application of the transverse resonance
technique to the transverse equivalent network of the antenna, the evaluation and design of
a desired equivalent sheet impedance through homogenized metasurfaces, and the correct
choice and implementation of a realistic feeder. As concerns radially periodic leaky-wave
antennas, a simple technique for the Bloch analysis is proposed and corroborated. More-
over, all the considered designs are verified through full-wave simulations, confirming
the validity of the proposed approaches for a simple, effective, and fast design of different
kinds of leaky-wave antennas.
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Abbreviations

The following abbreviations are used in this manuscript:

1-D One Dimensional
2-D Two Dimensional
3-D Three Dimensional
BBL Bessel-Beam Launcher
FBW Fractional Bandwidth
FoM Figure of Merit
FPCA Fabry–Perot Cavity Antenna
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GDS Grounded Dielectric Slab
HED Horizontal Electric Dipole
HMD Horizontal Magnetic Dipole
HPBW Half-Power Beamwidth
LWA Leaky-Wave Antenna
MoM Method of Moments
PEC Perfect Electric Conductor
PMC Perfect Magnetic Conductor
PPW Parallel-Plate Waveguide
PRS Partially Reflecting Sheet
TEN Transverse Equivalent Network
VED Vertical Electric Dipole
VMD Vertical Magnetic Dipole
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Abstract: This work presents a comparative analysis of microwave ablation applicators,
including both antenna-based and open waveguide designs, which are guided and in-
serted into tumors via catheters. Applicators previously proposed in the literature are
evaluated through both electromagnetic and thermal simulations. The objective is to assess
temperature distribution within the tumor and surrounding healthy tissues; with a focus
on identifying patterns of heat diffusion. Although a variety of applicators have been
designed, each typically operates at different central frequency or targets specific tumor
shapes and tissue types. In this study, we standardize conditions by analyzing multiple
applicators’ designs for the same tumor type. The results highlight the shape of the ablation
zone and corresponding temperature distribution, offering insights into potential healthy
tissue damage. This comparative analysis provides critical information for optimizing
microwave ablation applicators for more precise and effective treatment.

Keywords: microwave ablation; Specific Absorption Rate (SAR); temperature distribution;
ablation zone; aspect ratio

1. Introduction

Microwave ablation (MWA) has emerged as a prominent thermal therapy technique
for the treatment of tumors. As a minimally invasive procedure, it offers a promising
alternative to traditional surgical methods, providing the benefits of reduced recovery time,
lower risk of complications and side effects and the potential for outpatient treatment.
Therefore, MWA is a powerful tool in the fight against cancer, a disease that has plagued
humanity from its emergence and is one of the leading causes of death worldwide. The
primary mechanism of MWA involves the use of microwave energy to generate heat,
inducing localized coagulative necrosis of tumor cells. This procedure has been effectively
applied to a range of cancers, including liver, lung, kidney, bone tumors etc., making it a
versatile tool in the oncological arsenal [1–5].

The efficacy and safety of microwave tumor ablation heavily depends on the design
and performance of the microwave applicator and the device responsible for delivering
microwave energy to the targeted tissue [6]. Various microwave applicators have been
developed, each with unique characteristics that influence their heating patterns, penetration
depth, and overall ablation efficiency. The fundamental designs for antennas include
monopole, dipole, and slot antennas [6–11]. These antennas typically generate “comet-
shaped” ablation zones due to backward heating along the antenna shaft, that in turn is
caused by leaking currents mainly resulting from the unbalanced structure of the antennas.
This leads to the unintended burning of not only the tumor but also of healthy tissue. To
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address this issue, modified antennas have been proposed through the incorporation of
chokes or sleeves [6,7,12–18]. These modifications improve the radiation pattern and reduce
the backward heating effect, thereby minimizing the tail of the comet-shaped ablation zones.

Initially, chokes and sleeves were added externally to the antenna, but more recent
designs have integrated these components within the antenna structure to reduce invasive-
ness [6,7,19,20]. Additionally, backward heating has been mitigated by incorporating more
slots into the antenna design [6,7,21–26] or by employing cooling systems (water-cooled
antennas [27–31], gas-cooled antennas [32–34]). Alternative designs include helix and
spiral antennas [7,35–41] and flexible antennas as well [42]. Finally, in case it is not possible
to achieve the desired efficiency when optimizing the structural/electrical parameters of
the antenna alone, an impedance matching network can be introduced into the design to
further enhance the antenna’s performance [6,35].

Another solution to achieve impedance matching and improve the antenna’s perfor-
mance is a balun (balanced-to-unbalanced transformer). This is a critical component in
antenna systems to transition between balanced and unbalanced circuits while preserving
the desired signal characteristics. Balanced systems, such as dipole antennas, have two
symmetrical conductors with equal and opposite currents, while unbalanced systems, such
as coaxial cables, consist of a single conductor with a return path through a ground plane.
Without a balun, the unbalanced nature of the feed line can induce undesired currents
on the outer surface of the coaxial cable, leading to distortions in the radiation pattern,
increased reflections, and unwanted heating along the feed line. Various balun designs
have been developed to address these issues, including λ/4 sleeves, choke baluns, and
tapered-slot configurations. These designs introduce high-impedance points or suppress
surface currents, ensuring effective impedance matching and minimizing interference. The
choice of balun modification depends on the specific application, bandwidth requirements,
and physical constraints, making it a versatile solution for achieving efficient and reliable
antenna performance in diverse scenarios.

Therefore, the choice of applicator plays a crucial role in achieving optimal therapeutic
outcomes. Factors such as the geometry of the applicator, operating frequency and cooling
mechanisms can significantly affect the precision of energy delivery and the extent of the
ablation zone.

The designed applicators include the monopole (initial design) [43], capacitive capped
monopole antenna [44], dual-slot antenna [45], multi-slot antenna [21], floating sleeve
dipole (FSD) antenna [46], choke dipole antenna [47], triaxial antenna [47], balun-free
base-fed monopole (balun-free helical antenna) [47], balun-free helical dipole antenna [48],
and a helical open waveguide structure (featuring a helix with an increasing radius starting
at the end of the outer conductor of the coaxial cable) [41]. The selection of these designs is
deliberate. The basic monopole design was initially implemented to observe the comet-
shaped ablation zone, followed by the dual-slot antenna, a modified design intended to
address the backward heating issue. The triaxial and choke dipole antennas, along with
the FSD dipole antenna, were incorporated because they are utilized in commercial MWA
systems approved by the U.S. Food and Drug Administration (FDA) [47]. According
to [21,44], multi-slot antenna and capacitive capped monopole antenna provide more
spherical ablation zones than others. Moreover, the FSD antenna was implemented on the
grounds that it provides similar results to the balun-free helical antenna. Finally, all helical
designs were included to compare them with our recent work [41].

The first part of this study concerns the benefits of helical open waveguide structure
and the comparison with monopole. Then, the work focuses on the precise simulation
of all these designs as presented in previous works. To ensure accuracy, the dimensions,
lengths, boundaries, frequency, properties, and materials used were closely aligned with
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those in the corresponding papers. This alignment is essential for conducting a fair and
valid comparison of all indicative applicators considered. After performing the simulations
and confirming that the results, specifically the temperature distribution, closely match
those of the corresponding parsing studies, the final part of the study is undertaken. This
involves implementing all designs within a two-compartment model (tumor and healthy
tissue), which provides a reasonably accurate representation of anatomical geometry [49].

This paper aims at comparing the different microwave applicators used in microwave
tumor ablation, focusing on their design principles and studying for the same tumor. These
published studies have mainly focused on the liver using a two-compartment model, which
applies different properties to tumor and healthy tissue. A two-compartment model is
already a good approximation in terms of anatomical geometry. However, it is crucial to
use accurate tissue properties for each compartment, as the predicted treatment outcome
is highly sensitive to these parameters. Ultimately, this study compares the temperature
distribution of different applicators when applied to the same tumor models as well as the
shape of the ablated region and its impact on healthy tissue.

To sum up, this work provides the first comparative study where multiple, published,
microwave applicators are simulated under unified conditions. The novelty of this study
lies in its approach: simulations are conducted under standardized conditions, including a
two-compartment model that better approximates real experimental results.

2. Materials and Methods

2.1. Applicators Structure: Geometrical Characteristics

The applicators to be examined herein (the authors made any possible effort to comply
with the PRISMA process [50]) are illustrated in Figure 1 and are proposed in [21,41,43–48].
The complete flow diagram detailing the PRISMA screening and selection process is
provided in the Supplementary Materials (see Supplementary Figure S1).

The triaxial, choke dipole, balun-free base-fed monopole, balun-free helical dipole, and
multi-slot antennas are all constructed out of UT-085C. The FSD antenna (Figure 1g) was
fabricated using 50 Ω UT-085C-LL semi-rigid coaxial cable from Micro-Coax (Pottstown, PA,
USA). The monopole antenna (Figure 1) was constructed out of RG-405. The dimensions of
the coaxial cable of the capacitive capped monopole, dual-slot antennas, and helical open
waveguide were specifically defined by authors for their optimal applicators’ performance.
Furthermore, all the applicators with their geometrical parameters are presented at Figure 1
and enlisted with detail in accompanying Tables, (Tables 1 and 2).

Table 1. Coaxial cable dimensions of the designs under study.

Coaxial Cable
Dimensions

Outer Conductor
Diameter (mm)

Inner Conductor
Diameter (mm)

Center Conductor
Diameter (mm)

Commercial
Coaxial Cables

Figure, References

Monopole 2.18 1.68 0.51 RG-405 Figure 1a, [43]

Capacitive capped
monopole 2.197 1.676 0.511 NA Figure 1b, [44]

Multi-slot 2.2 1.68 0.51 UT-085C Figure 1c, [21]

Dual-slot 0.86 0.66 0.2 NA Figure 1d, [45]

Triaxial 2.2 1.68 0.51 UT-085C Figure 1e, [47]

Choke dipole 2.2 1.68 0.51 UT-085C Figure 1f, [47]

Balun-free base-fed
monopole 2.2 1.68 0.51 UT-085C Figure 1g, [47]

FSD 2.2 1.676 0.515 UT-085C-LL Figure 1h, [46]

Balun-free helical dipole 2.38 1.67 0.51 UT-085C Figure 1i, [48]

Helical open waveguide 7.96 6.36 1.9 NA Figure 1j, [41]
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Figure 1. Topology of all designs considered in this work. The above figures represent: Monopole [43]
(a), Capacitive capped monopole antenna [44] (b), Multi-slot antenna [21] (c), Dual-slot antenna [45]
(d), Triaxial antenna [47] (e), Choke antenna [47] (f), Balun-free base-fed monopole antenna [47] (g),
Floating sleeve dipole (FSD) antenna [46] (h), Balun-free helical dipole antenna [48] (i), and Helical
open waveguide structure [41] (j). The light blue, purple, and white colors indicate Teflon, air, and
copper, respectively.
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Table 2. Details of the designs’ parameter values (all parameters listed in Table 2 correspond to
magnitudes depicted in Figure 1 for the respective applicators).

Design Values of Parameters (mm) Overall Diameter (mm) Frequency (GHz) Power (W)

Monopole l = 140, lm = 12.7 2.18 2.45 40

Capacitive capped monopole L = 6.2, r = 1, d = 1 2.797 5.8 10

Multi-slot L1 = 4.8,L2 = 19,L3 = 18,dct = 1.1, N = 10,
s = 0.8, w = 0.6 2.6 2.45 30

Dual-slot L1 = 1, L2 = 9, L3 = 1.44, L4 = 4.5, L5 = 0.8 1 2.45 NA

Triaxial lf = 12.5, lm = 23.5, inner and outer
diameter of sleeve = 2.5 and 3.2 3.5 1.9 40

Choke dipole lc = 30, lf = 8, lm = 23, inner and outer
diameter of choke = 2.5 and 3.2 3.5 1.9 40

Balun-free base-fed monopole
l3 = 26, l2 = 35, l1 = 4, g = 4, lh = 20, N = 10
number of turns of helix, inner diameter of

copper tube = 0.876
3.1 1.9 40

FSD hs = 23.5, hb = 10.4, g = 2, ha = 10.4, inner
and outer diameter of sleeve = 2.5 and 3.2 3.5 1.9 42

Balun-free helical dipole lm = 24, lh = 18, N = 9.9 number of turns
of helix 2.8 1.9 42

Helical open waveguide
lm = 7.61, N = 4 number of spirals,

hsp = 12 mm, l = 56.56 mm, inner diameter
of copper tube = 2.546 mm

7.96 0.915 25

2.2. Comparison Criteria Definition

In microwave ablation (MWA), an optimal antenna is characterized by minimal in-
vasiveness to the patient, high energy transmission efficiency, and the ability to achieve
a target ablation zone with precision in both size and shape [6]. Additional important
criteria include the antenna’s peak temperature, deposited power, temperature distribution,
insertion depth, and the control of heat dispersion within healthy tissue.

The evaluation and comparison of antenna and waveguide designs are based on these
essential criteria. In the following sections, the applicators’ dimensions are detailed, and
simulations verifying existing studied designs are presented. Additionally, the Specific
Absorption Rate (SAR) and temperature distribution at a standardized insertion depth and
deposited power are analyzed. Finally, the dimensions of the ablation zone and the aspect
ratio are presented to enable a thorough comparison and analysis.

2.3. Simulation Framework and Methods for Applicator Analysis

Microwave ablation (MWA) involves the absorption of electromagnetic energy by
biological tissues, leading to localized heating. The electromagnetic field distribution is
governed by Maxwell’s equations:

∇x
→
E = −jωμ

→
H (1)

∇x
→
H =

→
J + jωε

→
E (2)

where
→
E and

→
H are the electric and magnetic fields, ε is the electrical permittivity, μ is the

magnetic permeability, ω is the angular frequency and
→
J is the current density.

These equations are coupled with tissue dielectric properties to calculate the power
deposition in tissues, quantified as Specific Absorption Rate (SAR) [51]:

SAR =
σ

2ρ
| |→E | |2 (3)

182



Appl. Sci. 2025, 15, 2142

where σ is the tissue conductivity
→
E is the electric field strength and ρ is the tissue density.

The resultant heat diffusion in the tissue is governed by the Penne’s bioheat equation:

ρc
dT
dt

= ∇·k∇T + Q −ωblcbl(T − Tbl) + Qmeta (4)

where ρ and c are the tissue density and specific heat, T is the temperature, k is the
thermal conductivity, Q represents the heat generated by electromagnetic absorption (SAR),
the perfusion term accounts for cooling by blood flow ωblcbl(T − Tbl), and Qmeta reflects
tissue metabolism.

In the electromagnetic simulations, boundary conditions of Perfectly Matched Layers
(PMLs) are applied at the computational domain boundaries to absorb outgoing waves and
prevent artificial reflections. For thermal boundary conditions, a constant temperature is
assumed at the tissue surface, set to body temperature (37 ◦C). This assumption simplifies
the modeling while aligning with the study’s focus on standardized comparisons across
applicator designs.

These equations and conditions provide the foundation for accurate modeling of
electromagnetic and thermal fields, enabling the standardized comparison of applicator
designs in this study. By incorporating realistic material properties and boundary condi-
tions, this approach ensures that simulation results are closely aligned with experimental
and clinical scenarios. Herein, a commercial electromagnetic simulator (CST) is utilized
which incorporates the above equations and reliably solves both the electromagnetic and
thermal problems.

2.4. Verification of Already Existed Designs

We present the verification of existing designs as modeled herein by comparing them
with those reported in the literature. The purpose of this section is to ensure that the applicators
are correctly constructed as intended by the proposing researchers. The temperature profiles,
power settings, and material properties (both dielectric and thermal) used in the simulations
are aligned with or closely matched to those in the referenced studies. In cases where certain
values were not explicitly provided—for instance, power is not specified in reference [45], and
precise dielectric properties are absent in references [21,43,46–48]—we have approximated
these parameters as closely as possible. This verification is illustrated in Figure 2.

       
(a) (b) (c) 

                 
(d) (e) 

Figure 2. Cont.
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(f) (g) (h) 

                 
(i) (j) 

Figure 2. SAR of dual-slot and temperature distribution (ablation zone) of all the other designs
and comparison with the figures (experiments or simulations) in their corresponding references.
(a) Monopole → Figure 6 in [43]; (b) Capacitive capped monopole → Figure 4 in [44]; (c) Multi-slot
→ Figures 2 and 7 in [21]; (d) Balun-free helical dipole → Figures 5 and 7 in [48]; (e) Dual-slot →
Figure 12 in [45]; (f) Triaxial → Figures 4 and 5 in [47]; (g) Choke → Figures 4 and 5 in [47]; (h) Balun-
free base-fed monopole → Figures 4 and 5 in [47]; (i) FSD → Figures 4 and 9 in [46]; (j) Helical open
waveguide → Figure 7 in [41].

Although all the applicators reviewed in this work were previously simulated, de-
signed, and tested in their respective publications [21,41,43–48], it was deemed necessary to
repeat the simulations using the same phantom model utilized in the corresponding trials to
ensure a reliable and fair comparison. Initially, a simulation replicating the original model
and conditions was conducted to verify the reported performance. Subsequently, each
applicator was inserted into a tumor and simulated to evaluate its SAR and temperature
distribution. These results are compared according to the criteria defined above.

The applicators in Figure 2a,c,d,f,g,i retain the comet-tail shape of ablation area, which
causes difficulties in ensuring the safe exposure of healthy tissues on the back side of the
applicators. On the contrary, the treated area is closer to a spherical shape in Figure 2b,h.
However, it is only in Figure 2j that the ablation area is restricted inside the tapered spiral
providing the means to control the exposure of the healthy tissue.

3. Results

This section presents a comparative analysis of the simulation results for the appli-
cators, focusing on Specific Absorption Rate (SAR) and temperature distribution. First,
the simulation results are provided for all designs using identical parameters as reported
by the original authors. Subsequently, simulations are presented for both a homogeneous
model and a two-compartment model, each with consistent power deposition, identical
healthy tissue and tumor properties, and the same placement insertion depth.

3.1. Performance of the Homogeneous Model for All Designs

In this part of the paper, simulation results for Specific Absorption Rate (SAR) and
temperature distribution are presented for all designs within a homogeneous model cor-
responding to a mean biological tissue with εr = 46.8 and σ = 0.861 at 915 MHz [52]. The
simulations were conducted with consistent power deposition and the same insertion
depth across all designs. Explicit comparisons follow in the two next subsections.
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3.1.1. Specific Absorption Rate (SAR) of the Homogeneous Model for All Designs

In this analysis, we examine the SAR distribution of all applicators using the same
homogeneous model (Figure 3). According to IEEE norm [51], SAR should be measured or
defined as a mean value averaged over either 1 g or 10 g of mass, namely, corresponding
to 1 cm3 or 10 cm3 of tissue. However, the numerical simulator estimates the “point SAR”
in order to be accurately transferred to the Pennes bioheat diffusion equation solver. This
approach may involve overestimation of point defined power absorption around metallic
edges and particularly near metallic tips and corners. In turn, this may yield unexpected,
overestimated local temperatures. In Figure 3, we present SAR contours at levels of 2.5, 5,
7.5, and 10 W/kg.

 
(a) 

 
(b) 

 

(c) 

 

(d) 

 
(e) 

 
(f) 

 

(g) 

 

(h) 

 
(i) 

 
(j) 

Figure 3. Specific Absorption Rate (SAR) of the different applicators embedded in a homogeneous
tissue with εr = 46.8, σ = 0.861 at 915 MHz. Monopole antenna (a), capacitive capped monopole
antenna (b), multi-slot coaxial antenna (c), dual-slot antenna (d), triaxial antenna (e), choke dipole
antenna (f), balun-free base-fed monopole (g), floating sleeve dipole antenna (FSD) (h), balun-free
helical dipole antenna (i), helical open waveguide structure (j) at one model (healthy tissue). The
blue, purple, red, and yellow colors indicate SAR contours of 2.5, 5, 7.5, and 10 W/kg, respectively.
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The 2.5 W/kg contour represents a low exposure level, generally regarded as safe
according to norm [51]. The 5 W/kg contour indicates moderate exposure, which may
still fall within safe limits for healthy tissue. The 7.5 W/kg contour approaches levels
where caution may be necessary, depending on the duration of exposure. Finally, the
10 W/kg contour reflects a high exposure level that could increase the risk of thermal
damage, particularly with prolonged exposure. Regarding the shape of the treated area, the
same observation noted for Figure 2 also applies to Figure 3 exhibiting comet-tail, nearly
spherical, or nearly rectangular shapes.

3.1.2. Temperature Distribution of the Homogeneous Model for All Designs

We examine the temperature distribution in Figure 4 of all the above applicators using
the same homogeneous model.

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

 
(g) 

 
(h) 

  

Figure 4. Temperature distribution of the different applicators embedded in a homogeneous tissue
with εr = 46.8, σ = 0.861 at 915 MHz. Monopole antenna (a), capacitive capped monopole antenna
(b), multi-slot coaxial antenna (c), dual-slot antenna (d), triaxial antenna (e), choke dipole antenna
(f), balun-free base-fed monopole (g), floating sleeve dipole antenna (FSD) (h), balun-free helical
dipole antenna (i), and helical open waveguide structure (j). The blue, purple, red, and yellow colors
indicate temperature contours of 38 ◦C, 42 ◦C, 46 ◦C, and 50 ◦C, respectively.
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We present the temperature contours of 38, 42, 46, and 50 degrees Celsius. We examine
especially these contours on the grounds that irreversible changes start at 38 ◦C and beyond,
the possibility of cell necrosis starts at 42 ◦C, the cancer cells are destroyed into few hours at
46 ◦C and into few minutes at 50 ◦C. The shapes of the temperature equi-level lines follow
that of the SAR. The desired spherical or rectangular shapes, assumed more adaptable to
tumor ones, are supported again by capacitive capped (b), multi-slot coaxial (c), balun-free
(g), and open helical (j) cases. However, only the last one is promising to control-restrict
the area above 42 ◦C inside the tumor. As we can see from Figure 4, the results of our
simulations for the homogeneous model are close to what depicted in the corresponding
papers [21,41,43–48]. However, as shown next in Section 3.3.2, the behavior of temperature
distribution changes when we are using a more realistic two-compartment model for
the tumor.

3.2. Temperature Distribution of Helical Open Waveguide Structure vs. Monopole for the
Two-Compartment Model

The helical open waveguide structure [41] is discussed here, with simulation results
presented to demonstrate its flexibility in producing various ablation zone shapes.

Figure 5 presents two designs in which the spirals are arranged in a suboptimal
configuration, reducing their effectiveness in containing the electromagnetic field within
the tumor. This arrangement results in unintended exposure of surrounding healthy tissue
to potentially harmful levels of electromagnetic energy. Figure 5a depicts a helical open
waveguide structure consisting of three spirals, while Figure 5b shows a structure with two
spirals. Both configurations share a height of 12 mm and a monopole length of 7.61 mm.

  
(a) (b) 

Figure 5. Temperature distribution of suboptimum designs of the helical open waveguide structure:
(a) with 3 spirals, (b) with 2 spirals.

The adjustment of the number of spirals, in combination with their opening (e.g., dif-
ferent openings for tumors with diameters of 3 cm and 2 cm) and the dimensions of the
coaxial cable, play a crucial role in mitigating the issue of backward heating. This issue can
be effectively addressed by increasing the number of spirals, as demonstrated in Figure 6.
Figure 6 illustrates the ablation zones produced under different configurations.

These results demonstrate that by adjusting the power of the generator and altering
the monopole length and spiral height, it is possible to produce various ablation zone
shapes. In the first two images (a, b), the ablation zone assumes a spherical shape. In
images (c, d), simulations present an ellipsoid-shaped ablation zone. In images (e–g),
the simulations depict a bell-shaped ablation zone. These simulations were conducted
on a large intestine model with a tumor diameter of 3 cm and power source 25 W, with
the properties of both the large intestine and tumor taken from [41], as large intestine
εr = 57, σ = 1.09, and tumor εr

t = 60, σt = 0.67. The tissue and tumor model in this section
is placed in the large intestine, consistent with [41], which initially analyzed the helical
open waveguide structure under these conditions. This study extends the findings of [41]
by performing a parametric analysis of the same antenna, varying the monopole length
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and spiral height to optimize its performance in the large intestine model. In contrast, for
simulations in other sections, we employed a liver model to provide a unified evaluation
framework for comparing different designs. This approach ensures both consistency with
prior studies and meaningful cross-design comparisons.
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Figure 6. Parametric analysis of helical open waveguide structure (a–g) and design of monopole (h–l):
2 spirals with height = 3 mm and 2 spirals with height = 12 mm (a), 4 spirals with height = 12 mm (b),
4 spirals with height = 12 mm (c), 4 spirals with height = 3 mm (d), 2 spirals with height = 1 mm and
2 spirals with height = 4.5 mm (e), 3 spirals with height = 3 mm and 1 spiral with height = 12 mm (f),
4 spirals with height = 3 mm (g). The length of monopole is 7.61 mm at (a,b,e–h), 12 mm at (c,i,j), 3
mm at (d), and 24 mm at (k,l).
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In the final images (h–l), the monopole design is depicted for different lengths (7.61 cm:
h, 12 cm: i, j and 24 cm: k, l) and different source powers (25 W: images h, i, k, and 50 W:
j, l). For (h, i, j) cases, the backward heating problem persists, resulting in a comet-
shaped ablation zone that leads to the burning of healthy tissue. In contrast, in all other
simulations, the backward heating issue is eliminated by properly adjusting the number
and the density of the helices, confining the heat to the tumor and leaving the surrounding
healthy tissue unaffected.

The results of Figure 6 indicate that the spirals function as a shield, effectively trapping
the electromagnetic field within the spiral structure, and consequently within the tumor. To
achieve this desired outcome, extensive simulations and careful refinements are required.

In summary, the number of spiral turns and their configuration play a critical role in
achieving the desired outcome: eliminating backward heating and ensuring that only the
tumor is ablated. Additionally, the open and tapered helical structure provides flexibility
in shaping ablation zones, enhancing the safety and precision of microwave ablation as a
treatment modality.

3.3. Performance of the Two-Compartment Model for All Designs

In this segment of the study, simulation results for Specific Absorption Rate (SAR) and
temperature distribution are presented for all designs within a two-compartment model
corresponding to a mean biological tissue εr = 46.8 and σ = 0.861 and tumor with εr = 57.09
and σ = 1.05 at 915 MHz [52,53]. The simulations were conducted with consistent power
deposition and the same insertion depth across all designs. Explicit comparisons follow in
the two next subsections.

3.3.1. Specific Absorption Rate (SAR) of the Two-Compartment Model for All Designs

Figure 7 presents the SAR distribution of a two-compartment model across all designs.
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(f) 

Figure 7. Cont.
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Figure 7. Specific Absorption Rate (SAR) with a deposited power of 40 W of monopole antenna
(a), capacitive capped monopole antenna (b), multi-slot coaxial antenna (c), dual-slot antenna (d),
triaxial antenna (e), choke dipole antenna (f), balun-free base-fed monopole (g), floating sleeve dipole
antenna (FSD) (h), balun-free helical dipole antenna (i), and helical open waveguide structure (j) in
the two-compartment model (healthy tissue and tumor). The blue, purple, red, and yellow colors
indicate SAR contours of 2.5, 5, 7.5, and 10 W/kg, respectively.

All simulations were conducted using the same tumor type with consistent properties.
It is obvious that only two applicators restrict the electromagnetic energy within the tumor.
These are the balun-free base-fed monopole (Figure 7g) and the helical open waveguide
(Figure 7j). Explicitly, one may see that the 7.5 W/kg contour lies entirely inside the tumor
only for these two cases.

3.3.2. Temperature Distribution of the Two-Compartment Model for All Designs

This part of the results addresses the temperature distribution across all designs within
a two-compartment model. The corresponding results are displayed in Figure 8. It is again
clear that only the two applicators Figure 8g,j show the temperature contours above 42 ◦C
restricted inside or slightly outside the tumor boundary. Since it is desired to cauterize a
ring of about 1 cm beyond the tumor boundary, Figure 8g is obtained for the appropriate
deposited power of 40 W. However, the applicator of Figure 8j allows for an additional
small increase of the source power.

We analyze the temperature distribution of all the, aforementioned, applicators using
both a simple model and a two-compartment model. The temperature contours at 38 ◦C,
42 ◦C, 46 ◦C, and 50 ◦C are presented. As mentioned before, these specific contours are
of particular interest because irreversible changes in tissue begin at 38 ◦C, cell necrosis
becomes possible at 42 ◦C, and cancer cells are destroyed within a few hours at 46 ◦C and
within a few minutes at 50 ◦C.

The tumor diameter was set to 3 cm for the multi-slot, triaxial, choke, FSD, balun-free
base-fed monopole, and balun-free helical dipole antennas, and 2 cm for the monopole,
capacitive monopole, dual-slot antennas, and helical open waveguide. This variation is
based on the ablation zone dimensions reported in the literature and the attempt to confine
the treatment temperature (50 ◦C) within the tumor. Both tumor models were assumed to
be perfectly spherical. As observed, there are notable differences between the homogeneous
model and the two-compartment model.

A comparative description of Figures 2–7 is given next in the discussion section.
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Figure 8. Temperature distribution with a deposited power of 40 W of monopole antenna (a),
capacitive capped monopole antenna (b), multi-slot coaxial antenna (c), dual-slot antenna (d), triaxial
antenna (e), choke dipole antenna (f), balun-free base-fed monopole (g), floating sleeve dipole
antenna (FSD) (h), balun-free helical dipole antenna (i), and helical open waveguide structure (j) in
the two-compartment model (healthy tissue and tumor). The blue, purple, red, and yellow colors
indicate temperature contours of 38 ◦C, 42 ◦C, 46 ◦C, and 50 ◦C, respectively.

3.4. Quantitative Comparison of Ablation Performance Across Applicators Under Standardized
Conditions

The final focus of the results is to provide a quantitative comparison of all designs.
To ensure consistency, each applicator design is initially positioned within healthy tissue
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(homogeneous model—HM) and subsequently within healthy tissue with tumor (two-
compartment model—TCM) at the same insertion depth, with all configurations set to
receive an identical power level (same deposited power equal to 40 W). Comparison criteria
include maximum temperature, ablation zone dimensions (diameter and length), aspect
ratio, and dimensions penetration of the 38 ◦C zone into healthy tissue. The outcomes of
this comparison are summarized in Table 3. It is observed that the maximum temperature
is too high for the applicators; Figure 1g,j presented the best energy concentration inside
the tumor.

Table 3. Comparison of all designs as aware of maximum temperature, ablation zone, and aspect
ratio (in all cases, the absorbed power deposited in the tissues was the same and equal to 40 W).

Design

Maximum
Temperature (◦C)

Ablation Diameter/d1

(mm)
Ablation Length/d2

(mm)
Aspect Ratio

(d2/d1) Figure,
References

HM TCM HM TCM HM TCM HM TCM

Monopole 142 160.7 18.3 18.4 28 30.6 1.53 1.66 Figure 1a,
[43]

Capacitive capped monopole 145.1 117.1 30.3 34.8 22.1 21.2 0.73 0.61 Figure 1b,
[44]

Multi-slot 84.8 79.45 26.9 31.4 32.8 29.6 1.22 0.94 Figure 1c,
[21]

Dual-slot 143.9 96.9 22 18.8 25.5 25.5 1.16 1.36 Figure 1d,
[45]

Triaxial 76.8 68.6 23.2 23.7 40.6 38.7 1.75 1.63 Figure 1e,
[47]

Choke dipole 86.1 79.7 26.3 26.6 32.2 32.2 1.22 1.21 Figure 1f,
[47]

Balun-free base-fed monopole 121.3 124.6 27.9 28.1 26.4 26.2 0.95 0.93 Figure 1g,
[47]

FSD 95.2 74.1 24.4 27.4 35.8 31.3 1.47 1.14 Figure 1h,
[46]

Balun-free helical dipole 116.2 98.1 22.9 28.4 32.6 33.8 1.42 1.19 Figure 1i,
[48]

Helical open waveguide 187 150.3 18.9 19 17.5 16.9 0.93 0.89 Figure 1j,
[41]

However, this can be reduced by lowering the microwave source power without any
compromise in the ablation zone shape. Besides that, this maximum temperature value may
be fictitiously caused by the high values of the considered point SAR. In turn, excessive
SAR values are related to field singularities at metallic edges. In any case, this issue
needs further examination through careful research. Table 4 illustrates the performance
metrics of applicators after power reduction to achieve safe maximum temperature. We
consider values close to 100 ◦C as the maximum temperature, where the water starts to
boil and evaporate.

Although water evaporation may seem to involve major complications, there is no
clear relevance in the standards, e.g., Ref. [51], denoting a maximum allowable temperature.
Notably, the deposited power was reduced as shown in Table 4 to 10–30 W to maintain a
maximum temperature close to 100 ◦C. The highest reduction was observed in the most
focusing applicator of helical open waveguide. The question is whether, in most cases
where the deposited energy is restricted within the tumor, the entire tumor is uniformly
covered/ablated. To examine this option, the corresponding temperature distribution is
depicted in Figure 9.
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Table 4. Comparison of applicators with adjusted power to maintain safe maximum temperature
limits (HM = homogeneous model, TCM = two compartment model).

Design

Deposited
Power (W)

Maximum
Temperature (◦C)

Ablation
Diameter/d1 (mm)

Ablation
Length/d2 (mm)

Aspect Ratio
(d2/d1) Figure,

References
HM TCM HM TCM HM TCM HM TCM HM TCM

Monopole 25 20 102.5 98.4 14.9 12.9 22.4 20.3 1.5 1.57 Figure 1a,
[43]

Capacitive capped
monopole 20 30 93.3 100.4 23.7 31.5 17.3 18.3 0.73 0.58 Figure 1b,

[44]

Dual-slot 25 - 103.8 - 19.6 - 23.9 - 1.22 - Figure 1d,
[45]

Balun-free base-fed
monopole 30 30 100.2 103 24.4 25.5 25 24.8 1.02 0.97 Figure 1g,

[47]

Balun-free helical dipole 30 - 96.8 - 21.9 - 31.6 - 1.44 - Figure 1i,
[48]

Helical open waveguide 10 15 103 93.7 14.5 14.9 14.8 14.5 1.02 0.97 Figure 1j,
[41]

 
(a) 

 

(b) 

 

(c) 

 

(d) 

 

(e) 
 

(f) 
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Figure 9. Cont.
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Figure 9. Temperature distribution for applicators of Table 4 and deposited power levels:
(a) monopole antenna with 25 W deposited power, (b) monopole antenna with tumor and 20 W
deposited power, (c) capacitive-capped monopole antenna with 20 W deposited power, (d) capacitive-
capped monopole antenna with tumor and 30 W deposited power, (e) balun-free base-fed monopole
antenna with 30 W deposited power, (f) balun-free base-fed monopole antenna with tumor and 30 W
deposited power, (g) dual-slot antenna with 25 W deposited power, (h) balun-free helical dipole
antenna with 30 deposited power, (i) helical open waveguide structure with 10 W deposited power,
and (j) helical open waveguide structure with tumor 15 W deposited power. Temperature contours
are indicated by colors: blue (38 ◦C), purple (42 ◦C), red (46 ◦C), and yellow (50 ◦C).

Figure 9 illustrates, through schematic representations, the results presented in Table 5.
It is observed that the 50 ◦C isothermal line encloses the 3 cm or 2 cm tumor diameter in all
cases. However, only the open waveguide (Figure 9j) restricts the 38 ◦C isothermal to only
1 cm beyond the tumor boundary as desired to avoid healthy tissue damage.

Table 5. Comparison of all designs with respect to the 38 ◦C penetration zone. The two rightmost
columns denote the depth g (mm) that the 38 ◦C isothermal extends beyond the tumor boundary.

Design

38 ◦C Penetration Zone

Figure,
References

Diameter/d1 (mm) Length/d2 (mm)
Extension Beyond the 3 mm or 2 mm Diameter

Tumor (mm)

HM TCM HM TCM
Diameter/d1TCM-dtumor

= Extension Ring g
(mm)

Length/d2TCM-dtumor =
Extension Ring g

(mm)

Monopole 48.4 45.4 80.8 85 25.4 65 Figure 1a, [43]

Capacitive capped
monopole 58.2 66.4 40 39.4 44.4 19.4 Figure 1b, [44]

Multi-slot 51.9 56.4 53 54.1 26.4 24.1 Figure 1c, [21]

Dual-slot 46.3 47.1 49.2 55.3 27.1 35.3 Figure 1d, [45]

Triaxial 54 55.1 70.8 69.8 25.1 39.8 Figure 1e, [47]

Choke dipole 55.1 56.6 65.2 63.5 26.6 33.5 Figure 1f, [47]

Balun-free base-fed
monopole 56.2 56.1 43.8 50.4 26.1 20.4 Figure 1g, [47]

FSD 51.7 55.9 63.5 68 25.9 38 Figure 1h, [46]

Balun-free helical dipole 53.3 55.1 63.1 63.7 25.1 33.7 Figure 1i, [48]

Helical open waveguide 30.8 29.9 25.1 24.2 9.9 4.2 Figure 1j, [41]

Finally, Table 5 presents the 38 ◦C penetration zone for all applicators and the deviation
of this zone from the tumor, providing a quantitative assessment of the uncontrolled
temperature distribution. Specifically, the extension of the 38 ◦C isothermal beyond the
tumor’s diameter (2 cm or 3 cm) is calculated by subtracting the tumor’s dimensions from
the isothermal’s length (horizontal axis) and diameter (vertical axis).

4. Discussion

Our objective was to replicate all designs proposed in the literature, with implemen-
tations closely following those reported in previous studies, using the data provided in
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the respective publications. Figures 2–4 (results for the homogeneous model) show favor-
able comparisons with simulation and experimental results reported in the literature for
the homogeneous model. However, when a tumor model volume of 2 cm or 3 cm, with
distinct dielectric properties from healthy tissue (two-compartment model), is introduced
(Figures 7 and 8), the shape and form of the temperature distribution are significantly
altered and deformed. Similar observations are evident from the SAR distribution, shown
in Figures 3 and 7.

As demonstrated in Figures 2–8 and Table 3, some applicators produce nearly spherical
ablation zones, indicating a uniform distribution of electromagnetic energy into the region
of interest. However, there is a notable lack of control over temperature distribution
(examine the temperature contours at 38 ◦C and 42 ◦C), which becomes particularly critical
when the tumor is located near sensitive biological structures, such as blood vessels.
This issue is partially mitigated by the balun-free, base-fed monopole antenna and fully
addressed only by the helical open waveguide structure. As shown in Table 4, the 38 ◦C
penetration zone exceeds the tumor dimensions by less than 1 cm in both diameter and
length only for the helical open waveguide structure. This, combined with the safety
margin of approximately 1 cm, makes this applicator the most secure and ideal choice for
tumors located near vulnerable biological tissues. The main drawback of this helical open
waveguide is its challenging construction and placement. Our group is brainstorming
on this issue, where a convenient and practical solution is found that will be presented
in a follow-up paper. In any case, other researchers are welcome to propose appropriate
mechanical solutions.

Additionally, precise power calibration is essential to achieve spherical ablation zones;
deviations in power can lead to elliptical ablation zones. Accurate applicator positioning is
also critical, as the design directly affects its efficacy in ablating the tumor. The applicator
must be inserted into the tumor before the microwave ablation (MWA) process begins,
which may risk the dissemination of tumor cells. Positioned at the tumor periphery,
the applicator initiates ablation immediately upon insertion, a critical step to prevent
metastasis that can occur if cancer cells enter the bloodstream during treatment. The helical
open waveguide structure, for instance, could address this concern by initiating MWA
immediately upon insertion, thereby reducing the risk of tumor cell dissemination and
enhancing treatment outcomes.

In the helical open waveguide design, spirals serve as a protective shield, enabling
precise control of the electromagnetic field and allowing flexibility in adjusting the shielding
based on the clinical context. For example, if the tumor is adjacent to sensitive biological
tissues and no safety margin exists, a stronger shield can be applied. Conversely, if a safety
margin is present, the shielding can be adjusted to a lower intensity.

As MWA is an image-guided treatment modality, the helical open waveguide design
further enhances precision by encapsulating the target tumor with minimal operator error
when guided by imaging techniques, thus increasing the safety of the procedure. However,
given that MWA is a minimally invasive treatment, the size of the helical open waveguide
is a primary limitation compared to existing applicators and other designs analyzed here.
Additionally, it appears to create a smaller ablation zone than other designs. However, the
ablation zone coincides with the tumor volume; thus, different sizes can be utilized in each
case so as to exactly fit each tumor.

It is important to note that several designs in this analysis—including the capacitive
capped monopole antenna, dual-slot antenna (as referenced in [45]), and helical open
waveguide—have not yet been physically constructed. While this may limit direct experi-
mental validation, the computational model provides an initial assessment of each design’s
theoretical performance relative to existing designs.
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Moreover, it is important to address the management and control of maximum tem-
perature during therapy. The simulator utilizes the point-wise Specific Absorption Rate
(SAR) as the thermal source point, which may occasionally lead to an overestimation of
maximum temperature levels. Despite this, it is essential to continuously monitor tem-
perature throughout the therapy to ensure it remains within a safe range. Temperature
control can be achieved using sensors that provide real-time temperature measurements.
Additionally, regulating the microwave source power or employing cooling mechanisms
can help maintain safe temperature levels. Notably, the designs in Figure 1e,f mentioned
above are already in clinical use and have received FDA approval, ensuring consistent tem-
perature control for patient safety. However, for designs that have not yet been constructed
or approved by the FDA, it is crucial to prioritize patient safety by implementing these
temperature control measurements rigorously.

Recall that this study is a computational comparative analysis. The simulations do not
account for changes in tissue properties that occur during ablation, such as temperature-
dependent dielectric properties, nor do they incorporate thermodynamic mechanisms like
the latent heat of water vaporization. These factors inevitably introduce some discrepancies
between simulation results and ex vivo ablation experiments. A challenging next step is to
encourage researchers to carry out the corresponding simulation studies. Nonetheless, the
presented simplified simulations offer valuable insights into the relative performance of
these designs in ablation scenarios.

5. Conclusions

This study presents the first comparative analysis of microwave ablation (MWA) appli-
cators under standardized conditions, utilizing both homogeneous and two-compartment
models. It also evaluates the safety aspects of MWA by investigating not only the tempera-
ture thresholds for effective treatment (50 ◦C and 60 ◦C) but also the isothermal contours
at 42 ◦C and 38 ◦C. These contours are critical to ensuring the safety of MWA, a key fac-
tor in advancing this therapeutic modality. To achieve this, a two-compartment model,
incorporating both tumor and healthy tissue, is employed. This model provides a ro-
bust framework for validating the performance of MWA applicators under these critical
conditions.

This comparative analysis was conducted between previously developed microwave
ablation applicators. Initially, various applicators were modeled, including the monopole,
capacitive-fed monopole antenna, floating sleeve dipole antenna, dual-slot antenna, multi-
slot antenna, triaxial antenna, choke antenna, balun-free base-fed monopole antenna,
balun-free helical dipole antenna, and the helical open waveguide structure.

Following the simulation phase, our results show strong alignment with those reported
in the literature. We subsequently tested the applicators using (i) a homogenous tissue and
(ii) a two-compartment model, incorporating a tumor with a diameter of 3 cm or 2 cm. This
model differentiated between healthy tissue and the tumor by assigning distinct electrical
properties, offering a reliable approximation of anatomical geometry.

The results revealed notable differences in the behavior of the electromagnetic field
between the homogeneous model and the two-compartment model. Notably, all applicators
except for helical open waveguide failed to confine the temperature field within the tumor,
resulting in unintended damage to surrounding healthy tissue. In contrast, helical open
waveguide demonstrated the capability to limit the ablation zone effect to the tumor region,
thereby enhancing the safety and precision of the microwave ablation process. However, its
current size is unsuitable for an immediate exploitation as a minimally invasive microwave
ablation (MWA) applicator, even though a plethora of folding techniques exist that may
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devise a mechanism to compress the spirals inside the catheter. These can be unfolded to
form the proper shape after the insertion of the catheter inside the tumor.

Supplementary Materials: The following supporting information can be downloaded at: https:
//www.mdpi.com/article/10.3390/app15042142/s1, The flow diagram illustrating the PRISMA
screening and selection process is available as Supplementary Figure S1 online.
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Abstract: In contrast to conventional localization methods, connectivity-based localization
is a promising approach that leverages wireless links among network nodes. Here, the Eu-
clidean distance matrix (EDM) plays a pivotal role in implementing the multidimensional
scaling technique for the localization of wireless nodes based on pairwise distance mea-
surements. This is based on the representation of complex datasets in lower-dimensional
spaces, resulting from the mathematical property of an EDM being a low-rank matrix.
However, EDM data are inevitably susceptible to contamination due to errors such as mea-
surement imperfections, channel dynamics, and clock asynchronization. Motivated by the
low-rank property of the EDM, we introduce a new pre-processor for connectivity-based
localization, namely denoising-autoencoder-aided EDM reconstruction (DAE-EDMR). The
proposed method is based on optimizing the neural network by inputting and outputting
vectors of the eigenvalues of the noisy EDM and the original EDM, respectively. The
optimized NN denoises the contaminated EDM, leading to an exceptional performance
in connectivity-based localization. Additionally, we introduce a relaxed version of DAE-
EDMR, i.e., truncated DAE-EDMR (T-DAE-EDMR), which remains operational regardless
of variations in the number of nodes between the training and test phases in NN operations.
The proposed algorithms show a superior performance in both EDM denoising and localiza-
tion accuracy. Moreover, the method of T-DAE-EDMR notably requires a minimal number
of training datasets compared to that in conventional approaches such as deep learning
algorithms. Overall, our proposed algorithms reduce the required training dataset’s size
by approximately one-tenth while achieving more than twice the effectiveness in EDM
denoising, as demonstrated through our experiments.

Keywords: connectivity-based localization; denoising autoencoder; Euclidean distance
matrix; multidimensional scaling; neural networks

1. Introduction

To configure, monitor, and control many applications in Internet of Things (IoT)
networks, accurate localization of every sensor will be a key enabling technology for private
5G applications and beyond, especially for industries [1]. Many systems with localization
algorithms have been developed by means of wireless sensor networks for both indoor
and outdoor environments. To achieve a higher localization accuracy, additional hardware
implementations are utilized by most of the existing localization solutions, which increase
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the cost and considerably limit location-based applications. Consequently, conventional
localization methods such as global positioning systems (GPSs) are not suitable, as their
direct implementation in IoT networks involves prohibitive demands for sophisticated
equipment and substantial energy consumption and cannot meet the required accuracy
level, for instance, in industrial setups. These limitations have significantly restricted the
practical scalability of IoT networks. To overcome these challenges, massive wireless
connections in IoT networks are leveraged for the cooperative location estimation of IoT
devices, which is called connectivity-based localization [2–9]. This approach not only
tackles the limitations of the conventional localization methods but also enhances the
localization accuracy, resulting in more robust and energy-efficient localization within
IoT networks.

From an algorithmic standpoint, multidimensional scaling (MDS) is a widely em-
ployed collection of statistical methods which are extensively utilized to create mappings
of items based on their distance, i.e., dissimilarity [10–15]. MDS methods are able to
represent complex datasets in spaces with lower dimensions; meanwhile, they maintain
the dissimilarity relations among the items in the original datasets. Here, the Euclidean
distance matrix (EDM) is the key information for implementing the MDS technique, which
is constructed using pairwise distance measurements. The EDM serves as a useful descrip-
tion of the point sets and a solid foundation for localization algorithm design due to its
effective description of the point sets. However, in real-world environments, EDM data are
inevitably prone to contamination due to errors resulting from different sources, such as the
measurement resolution, signal quality, network asynchronization, non line-of-sight (NLoS)
conditions, and so on. In fact, the contamination in the EDM degrades the localization
performance of the MDS, particularly in large-scale IoT networks. Errors in the EDM may
lead to inaccurate and imprecise location estimations, which will result in a less reliable
and robust connectivity-based localization process. Hence, it is critical to address the
EDM contamination issue to ensure accurate and efficient localization in large-scale IoT
networks.

To mitigate the effects of noisy measurements on the EDM, denoising techniques have
been extensively utilized, and they aim to denoise a noisy EDM by resolving properly
designed optimization problems such as semi-definite relaxation [16,17] and low-rank
tensor completion [18]. However, they rely on solving complex optimization problems,
which may limit their efficiency and effectiveness. Developments in artificial intelligence
(AI) methods, particularly neural network (NN)-based denoising methods such as [19–22],
have become promising in leveraging statistical inference as a novel and potentially more
robust alternative for dealing with noisy measurements in EDM-based localization.

The existing NN-based EDM denoising techniques require computations that scale
with the square of the total number of nodes since both the input and output of the NN
framework are based on pairwise distances. This is due to the combinatorial nature of
measuring and generating the distances between node pairs. As the number of nodes
increases, the computational complexity grows quadratically, leading to the need for a large
training dataset size and extensive NN models.

In addition, the existing NN-based denoising methods may not be suitable for IoT
networks due to their resource limitations. Although major research efforts have focused on
big data analysis and deep neural networks, it is crucial to consider that most IoT devices
face severe limitations in terms of their data acquisition capabilities, computational power,
and memory size. Hence, the successful implementation of efficient NN-based algorithms
that can handle big data while considering the resource limitations of IoT devices is a
critical challenge to address.
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In this paper, we propose a novel denoiser for a noisy EDM, referred to as DAE-
EDMR (Readers can understand our framework more easily by referring to Figure 1. Our
method is based on the mathematical fact that the EDM measured from N nodes in a
k-dimensional space must have a rank of at most k + 2. Abstractly, this implies that N-
choose-2 pairwise distances can be rearranged into a k-dimensional structure. Consequently,
if the pairwise distances are not accurately measured, reconstructing these segments would
require embedding them into a higher-dimensional space. Using this concept, we optimize
the NN model for EDM denoising by utilizing the eigenvalues to capture how the nodes are
volumetrically distributed. A detailed explanation is given in Section 2), which leverages a
denoising autoencoder (DAE). To increase the efficiency of the NN operations, we exploit
the low-rank property of the EDM, which is bounded to only a k + 2 number of eigenvalues,
where k is the dimension of the Euclidean space, independent of the number of sensor
nodes [23]. Leveraging this valuable mathematical observation, we design our NN model
by inputting and outputting vectors of the eigenvalues of the noisy and original EDMs,
respectively. Through these inputting/outputting rules, the proposed scheme achieves
remarkable denoising results, even with a relatively small training dataset. The efficiency
of the proposed denoiser is attributed to the utilization of the low-rank property of the
EDM, which helps the NN model to establish better inference with limited training data. In
fact, the combination of the DAE and EDM is highly attractive due to the complementary
features of these two techniques. On the one hand, the DAE is a powerful NN framework
for manifold learning, which enables it to effectively capture intricate data patterns and
facilitate efficient denoising. On the other hand, the EDM exhibits an extremely-low-rank
property, contributing to the dimensionality reduction. Regarding the online complexity,
the proposed method requires eigenvalue decomposition (EVD) of the EDM as a pre-
processing step for the NN operations.

Figure 1. An illustration of an example of the proposed DAE-EDMR (Additionally, truncated DAE-
EDMR (T-DAE-EDMR) is presented as a relaxed version of DAE-EDMR. This additional work is
carried out to make the optimized NN model more efficient by using the dominant k + 2 eigenvalues
as the input data. Details can be found in Section 2.3).

In addition, we propose a technique called truncated DAE-EDMR, i.e., T-DAE-EDMR,
to enhance the robustness of DAE-EDMR to diverse environments conditions, such as
changes in the number of nodes, even after NN optimization. In other words, T-DAE-
EDMR offers the flexibility to be utilized in scenarios where the number of nodes varies
between the training and test phases. The T-DAE-EDMR scheme involves feeding k + 2
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eigenvalues from the noisy EDM to the NN, which are extracted through (k + 2)-truncated
EVD. In contrast, DAE-EDMR inputs N eigenvalues, making T-DAE-EDMR more versatile
in accommodating different environments and simultaneously reducing the online com-
plexity. Hence, T-DAE-EDMR is envisioned to demonstrate its superior effectiveness in
environments characterized by a large number of nodes or frequent topology changes, such
as vehicle-to-everything (V2X) systems.

To summarize, the main contributions of the proposed algorithms to denoising the
noisy EDMs and enhancing the localization accuracy are four-fold:

• Minimizing the reconstruction errors for the EDM through the mix-up of mathe-

matical evidence and NNs: We reveal the potential to reconstruct the EDM according
to the low-rank property of the ground-truth EDM and the low-dimensional repre-
sentations of the NN operation, which is robust to various noise models in distance
measurements.

• Reducing the size of the training dataset and NN model: We develop an efficient NN
framework requiring a small-sized training dataset and NN model. This is based on
the novel inputting and outputting for the NN model, which consist of the eigenvalues
of the noisy EDM and the ground-truth EDM, respectively.

• Assisting the existing connectivity-based localization algorithms as a pre-processor:
We combine our proposed scheme with the connectivity-based localization technique
to validate its utility in various environments. It is verified that these joint frameworks
show a superior performance compared to that of the conventional approaches. This
achievement is highly remarkable, as we only need to extract the eigenvalues of an
EDM, requiring marginal online complexity.

• Making the NN model robust to the dynamics of wireless networks: By addition-
ally presenting a modified model of our proposed model, we introduce an NN that
can be robust to the variability in wireless networks, e.g., the number of nodes in the
test phase is changed after NN optimization.

The remainder of this paper is organized as follows: Section 2 presents the system
model, the problem design, and the method for the proposed algorithms. In Section 3,
we provide numerical results to demonstrate the superiority of our proposed algorithms
compared to other schemes even given the aspects of various environments. Finally,
Section 4 presents the concluding remarks.

2. The Proposed Schemes: DAE-EDMR and T-DAE-EDMR

2.1. The System Model and Problem Formulation

Consider a collection of N nodes in a k-dimensional Euclidean space, X = [x1, · · · , xN ] ∈ Rk×N,
where the positions of all N nodes, x1, · · · , xN ∈ Rk, are randomly distributed. With the
knowledge of the positions of P(> k) reference nodes, we estimate the positions of the
remaining N-P nodes. To accomplish this, we will utilize the concept of an EDM denoted
by D ∈ RN×N

+ . It is a symmetric matrix whose (i, j)-element can be represented as follows:

D(i, j) = d2
ij = ||xi − xj||22 =< xi − xj, xi − xj >, (1)

where dij is the true distance between nodes i and j.
To model practical measurements, we first consider three types of random variables

due to the environment as follows:

• BN : ranging errors dependent on the signal quality;
• BU : ranging errors due to clock asynchronization;
• BNLoS: non line-of-sight (NLoS) events.
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We assume that BN , BU , and BNLoS follow normal, uniform, and Bernoulli distribu-
tions, respectively. Hence, we can define the random variable for the bias, Bbias, as follows:

Bbias = BN + BU + RNLoSBNLoS, (2)

where RNLoS is the distance bias in the event of NLoS conditions. Note that Bbias does not
follow any known probability distribution, as it is a convolution of three different distributions.

Second, we assume that the distance is measured using a grid consisting of measure-
ment resolutions, which is determined by the ranging configuration, e.g., the time of arrival
(ToA). Thus, we define the quantization function QG to represent the measured distance
with a resolution of G, e.g., Q10(23) = 20.

Third, we formulate a function to indicate whether the distance is measured or not,
based on the communication capability between nodes i and j, as follows:

δij =

{
1 if dij is measured,
0 otherwise.

(3)

Thus, the noisy measurement of the distance between the i-th and the j-th nodes is
defined as follows:

d̃ij = δij · QG(dij + eij), (4)

where eij is the realization of Bbias. Then, we can define the noisy EDM using the follow-
ing expression:

D̃ = [d̃2
ij]

N
i,j=1 ∈ RN×N

+ . (5)

Finally, the objective of this paper is to find the denoising function H, which is
formulated as

min
H

||D −H(D̃)||2F. (6)

2.2. Method I: DAE-EDMR

In the conventional approaches, the denoising function was set as H: RN×N
+ �→ RN×N

+ ,
more specifically H: D̃ �→ D, such as in semi-definite relaxation and nonlocal patch tensor-
based methods. These techniques require high computational complexity, as they perform
iterative matrix multiplication operations while solving high-order optimization problems.
In order to overcome this problem, NN-based techniques have recently been proposed.
However, the dimension of the input and output data is large, which are the entire elements
of the EDM. As a result, they exhibit low performance and require a large amount of
training data and a large-sized neural network.

Considering the above problems, we propose a new method, namely DAE-EDMR, to
denoise the noisy EDM in an efficient way.

2.2.1. A Denoising Process

Before describing the framework of DAE-EDMR, we will revisit the low-rank property
of an EDM [23].

Property 1. The rank (D), corresponding to the points in Rk, is at most k + 2.

This is based on the following equality:

D = 1Ndiag(XTX)T − 2XTX + diag(XTX)1T
N , (7)

where 1N is the one-vector of size N. According to rank characteristics, the rank of D is
bounded to the summation of the ranks of each term, i.e., rank(D) ≤ rank(1Ndiag(XTX)T)+
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rank(XTX) + rank(diag(XTX)1T
N) = 1 + k + 1. This determines the rank of an EDM as

extremely low, i.e., rank(D) ≤ k + 2, regardless of the number of nodes. It implies that it is
effective to perform denoising given the small dimension of the (potential) latent space of
an NN model, i.e., the similar level of the rank of the EDM, rather than treating the distance
information as a whole.

Now, let s ∈ Rk+2 and s̃ ∈ RN denote the vectors whose elements are the descending-
order eigenvalues of D and D̃, respectively. Thus, the optimal denoising function
H∗: RN �→ Rk+2 can be constructed as follows:

H∗ = argmin
H

||s −H(s̃)||22. (8)

Here, we design a fully connected NN framework denoted by HNN to approximate
H∗. To this end, we will define the required terms as follows:

• N′: The dimension of the latent space.
• W ∈ RN′×N , W′ ∈ R(k+2)×N′

: The weight matrices for encoding and decoding, respectively.
• b ∈ RN′

, b′ ∈ Rk+2: The bias vectors for encoding and decoding, respectively.
• S : The activation function for neural networks. At the propagation between the

final hidden layer and the output layer, S(a) = a, i.e., an identity function. For
other types of propagation between adjacent layers, S(a) = ea−e−a

ea+e−a , i.e., a hyperbolic
tangent function. And S(a) = (S(a[1]), · · · , S(a[P]))T where a ∈ RP is an arbitrary
input vector.

With these terms (For simplicity, the description of the NN model design throughout
this article is based on a single hidden layer; however, it is obvious that deeper hidden
layers can be made using multiple encoding/decoding function parameters, i.e., {θi}I

i=1
and {θ′i}I

i=1, where I, θi, and θ′i are the depth of the NN model and the i-th encoding and
decoding function parameters), we define fθ as the encoding function where the parameter
θ is {W, b}, i.e., fθ(s̃) = S(Ws̃ + b). In addition, we define g

θ
′ as the decoding function

where the parameter θ
′

is {W′, b′}, i.e., g
θ
′ ( fθ(s̃)) = S(W′ fθ(s̃) + b′).

Finally, we can define HNN consisting of the optimal encoding and decoding functions,
denoted by fθ∗ and gθ′∗, respectively, as follows:

HNN = { fθ∗, gθ′∗} = argmin
fθ ,gθ′

1
M

M

∑
i=1

||s(i) − gθ′( fθ(s̃
(i)))||22, (9)

where M is the number of training datasets. Let Θ be all of the model parameters,
i.e., Θ := θ ∪ θ′ = {W, W′, b, b′}; then, it simultaneously updates every parameter in
Θ at each iteration toward the direction of the steepest descent as follows:

Θ(n+1) = Θ(n) − η∇Θ

( 1
M

M

∑
i=1

||s(i) − gθ′( fθ(s̃
(i)))||22

)
, (10)

where ∇Θ is the gradient operator with respect to Θ and η is the learning rate related to the
step size. Through this procedure, we can optimize the fully connected NN model HNN

for denoising the eigenvalues.
Next, in the test phase, let ŝ(j) denote the j-th denoised eigenvalues with the optimized

HNN, and this can be obtained as follows:

ŝ(j) = HNN(s̃(j)) = gθ′∗( fθ∗(s̃(j))). (11)
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Finally, the denoised EDM D̂(j) can be reconstructed as follows:

D̂(j) = Ṽ(j)diag(ŝ(j))
[
Ṽ(j)]T , (12)

where Ṽ(j) ∈ RN×(k+2) is the matrix consisting of k + 2 eigenvectors of D̃(j).

2.2.2. The Connectivity-Based Localization Process

To obtain an estimate of X, which is denoted by X̂ ∈ Rk×N , based on the classical MDS
method, we first define the geometric centering matrix as follows:

C = IN − 1
N

1N1T
N ∈ RN×N , (13)

where IN is the identity matrix N by N in size. Next, the estimated centered Gram matrix
(GM) is obtained as

Ĝc = −1
2

CD̂C ∈ RN×N . (14)

Recalling the fact that Ĝc = X̂T
c X̂c, where X̂c is the centered X̂, we can easily obtain X̂c

through the k-truncated EVD of Ĝc. Based on this, we can finally obtain X̂ through a
rigid linear transform, i.e., rotation and translation, of X̂c with the pre-knowledge of
[x1, · · · , xP] ∈ Rk×P, which are the positions of the reference nodes.

2.3. Method II: Truncated DAE-EDMR (T-DAE-EDMR)

This subsection introduces T-DAE-EDMR, which is the relaxed version of DAE-EDMR.
From the previous subsection, the low-rank property of the EDM can be used more effi-
ciently from the NN training/test point of view. Assume that the NN model is optimized in
a network with N nodes. Here, we consider a scenario where the number of nodes changes
at the test phase, which is frequently shown in wireless networks. If the NN model can be
used flexibly under this kind of environment change, it will be a more efficient utilization.

For this reason, we newly define the optimal denoising function H∗
T : Rk+2 �→ Rk+2,

which can be formulated as follows:

H∗
T = argmin

H
||s −H(s̃T)||22, (15)

where s̃T ∈ Rk+2 is the (k + 2)-truncated vector of s̃ in descending order.
Again, we can design T-DAE-EDMR denoted by HNN

T with a new { fθ∗, gθ′∗} as
{ fθT∗, gθ′T∗}. In order to construct T-DAE-EDMR, we only need to change the dimen-

sion of the weight matrix for encoding to W ∈ RN′×(k+2), and all the other configurations
are the same as for HNN. Now, HNN

T can be obtained through the M training dataset
as follows:

HNN
T = { fθT∗, gθ′T∗} = argmin

fθ ,gθ′

1
M

M

∑
i=1

||s(i) − gθ′( fθ(s̃
(i)
T ))||22. (16)

Next, in the test phase, let ŝ
(j)
T denote the j-th denoised eigenvalues with the optimized

HNN
T , and this can be written as

ŝ
(j)
T = HNN

T (s̃
(j)
T ) = gθ′T∗( fθT∗(s̃

(j)
T )). (17)

Finally, in the test phase, we can again obtain the j-th denoised EDM D̂
(j)
T as follows:

D̂
(j)
T = Ṽ(j)diag(ŝ(j)

T )
[
Ṽ(j)]T . (18)
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After obtaining D̂T , performing connectivity-based localization involves repeating the
work in Section 2.2.2 but replacing D̂ with D̂T .

Overall, Algorithms 1 and 2 describe the processes of DAE-EDMR and T-DAE-
EDMR, respectively.

Algorithm 1 The DAE-EDMR process

1: [The training phase (M: number of training datasets)]
2: Collect the training dataset of true and noisy EDMs, i.e., D(i) and D̃(i), for all

i ∈ {1, · · · , M}.
3: for i ← 1 to M, do
4: Extract the vectors of the eigenvalues of D(i) and D̃(i), i.e., s(i) and s̃(i).
5: end for
6: Optimize the NN-based denoiser consisting of encoding/decoding functions based on

(9), i.e., HNN(= { fθ∗, gθ′∗}), by inputting and outputting s̃(i) and s(i), respectively.
7: [The test phase (L: number of test datasets)]
8: Collect the test dataset of true and noisy EDMs, i.e., D(j) and D̃(j), for all j ∈ {1, · · · , L}.
9: for j ← 1 to L, do

10: Make the input vector s̃(j) referring to step 4.
11: Generate ŝ(j) by passing s̃(j) to HNN.
12: Obtain the denoised EDM, i.e., D̂(j), based on (12).
13: Implement the classical MDS with D̂(j) to obtain the estimate of X(j).
14: end for

Algorithm 2 The T-DAE-EDMR process

1: [The training phase (M: number of training datasets)]
2: Collect the training dataset of true and noisy EDMs, i.e., D(i) and D̃(i), for all

i ∈ {1, · · · , M}.
3: for i ← 1 to M do
4: Extract the eigenvalues of D(i), i.e., s(i).
5: Select the dominant k + 2 eigenvalues of D̃(i), i.e., s̃

(i)
T .

6: end for
7: Optimize the NN-based denoiser consisting of encoding/decoding functions based on

(16), i.e., HNN
T (= { fθT∗, gθ′T∗}), by inputting and outputting s̃

(i)
T and s(i), respectively.

8: [The test phase (L: number of test datasets)]
9: Collect the test dataset of true and noisy EDMs, i.e., D(j) and D̃(j), for all j ∈ {1, · · · , L}.

10: for j ← 1 to L, do

11: Make the input vector s̃
(j)
T by referring to step 5.

12: Generate ŝ
(j)
T by passing s̃

(j)
T to HNN

T .

13: Obtain the denoised EDM, i.e., D̂
(j)
T , based on (18).

14: Implement the classical MDS with D̂
(j)
T to obtain the estimate of X(j).

15: end for

2.4. Computational Complexity and Memory Utilization of DAE-EDMR and T-DAE-EDMR

Since the training process is performed offline and will not affect the online denoising
overhead, we mainly consider the complexity of online denoising. Recalling the dimen-
sion of the latent space N′ and the depth of the NN model I, FLOPs of O(IN′N) and
O(IN′(k + 2)) are basically required in DAE-EDMR and T-DAE-EDMR, respectively, in
terms of the online complexity for the fully connected NN model’s operation. The proposed
DAE-EDMR requires an additional online complexity of O(N3) FLOPs [24] for EVD of
the noisy EDM D̃ ∈ RN×N

+ compared to conventional NN-based works requiring online
complexity for matrix multiplications (As is generally known, the FLOPs required to extract
the eigenvalues are 4N3/3. Additionally, in the case of the extraction of the eigenvalues
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and eigenvectors together, the required FLOPs are 8N3/3. In our work, we only take the
eigenvalues because these alone are sufficient for denoising and reducing the number of
FLOPs required in offline training. Furthermore, since EDMs are inherently symmetric
matrices, extracting the eigenvalues can be performed more efficiently. Investigating this
aspect further could be an intriguing direction of future work, potentially leading to more
computationally efficient approaches to EDM-based processing.). Additionally, T-DAE-
EDMR can reduce the online complexity of DAE-EDMR to O((k + 2)N2) FLOPs regarding
the truncated eigenproblem. Furthermore, in contrast to traditional EDM-based NNs,
which require a memory storage proportional to O(N2) due to their pairwise distance
representations, our proposed model significantly reduces the memory usage by limiting
the input and output dimensions to k + 2. This allows for a more scalable and efficeint
implementation, making it particularly suitable for large-scale networks.

3. Simulation Results

In this section, we analyze the effect of DAE-EDMR and T-DAE-EDMR from various
perspectives. We compare the performance of our proposed methods with that of the
conventional algorithms, which are semi-definite relaxation [16], the nonlocal patch tensor-
based method [18], and conventional NN-based methods referred to as deep-learning-
based methods A [19] and B [22]. We also provide the result for the undenoised EDM
to show the denoising performance of each algorithm. Overall, we will demonstrate the
effectiveness of each scheme in denoising the noisy EDM and assess its impact on the
localization performance.

3.1. The Simulation Setup

The performance of the proposed algorithms is evaluated via 5000 episodes. We define
two error metrics: the EDM error and the localization error. The EDM error quantifies the
deviation between the denoised EDM and the original EDM. Specifically, it is computed by
first taking the Frobenius norm of their difference and then normalizing it by the Frobenius
norm of the original EDM, with the final result averaged over all experimental trials. This
metric provides a measure of the accuracy of the denoised pairwise distances. Meanwhile,
the localization error represents the average localization error across all experimental trials,
capturing the overall accuracy of the proposed method in reconstructing spatial coordinates.

In the simulations, N is set to 30, and the entire nodes are randomly distributed
over a 100 × 100-sized space. Furthermore, the resolution of the distance measurements
is assumed to be 10. Next, we set the variables of the noisy measurements, which are
defined in Section 2 A, as follows: BN∼N (0, 5), BU∼U (0, 10), BNLoS∼Ber(0.5) (except for
Section 3C), and RNLoS = 25. In addition, δij in (3) follows Ber(0.9) for all i, j, i.e., 10% of the
distance measurements are missed on average. To clearly confirm the performance in EDM
denoising, all of the EDM measurements follow the above assumptions in terms of the
statistical parameters for error modeling and the resolution of the distance measurements,
irrespective of whether the pair measuring their distance contains the reference/target
node. Additionally, except for Table 1a, the number of reference nodes (P) is 18. The
classical MDS [23] is utilized as the localization method to estimate the position of the
target nodes.

Throughout all cases for NN optimization, the squared error and the scaled conjugate
gradient are applied as the loss function and the optimization method, respectively. We
consider a fully connected NN model. Furthermore, the depth of the hidden layer and the
number of perceptrons per hidden layer are 2 and 450, respectively. With the exception of
Figure 2, the size of the training dataset (M) was 10,000 for all experiments. We tested on
NVIDIA RTX A2000 GPU machines (Santa Clara, CA, USA).
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Figure 2. Performance comparison according to the number of training datasets. (a) NMSE between
ground-truth and denoised EDMs and (b) localization error in meters.

Table 1. The performance of each scheme under varying cardinalities of the sensor network (left:
NMSE between ground-truth and denoised EDMs; right: Localization error in meters).

(a) In Cases of Variation in the Number of Reference Nodes (P) Where the Number of Reference and Target
Nodes (N) is Fixed to 30.

Algorithms � Variations P = 5 P = 10 P = 15 P = 20 P = 25

None (undenoised) 0.532�31.69 0.554�26.41 0.539�25.28 0.535�25.01 0.538�24.31
Semi-definite relaxation 0.466�24.70 0.458�20.21 0.457�18.69 0.470�18.31 0.477�18.10

Nonlocal patch tensor-based method 0.321�24.31 0.326�19.46 0.328�18.12 0.330�17.78 0.325�17.36
Deep-learning-based method A 0.530�29.65 0.527�25.65 0.522�22.82 0.533�22.91 0.539�22.91
Deep-learning-based method B 0.334�24.64 0.323�19.71 0.328�18.29 0.325�18.04 0.326�17.90

DAE-EDMR 0.180�17.57 0.176�15.72 0.178�13.92 0.177�13.81 0.172�12.03
T-DAE-EDMR 0.183�18.62 0.183�14.89 0.183�13.59 0.178�12.94 0.176�12.42

(b) In Cases of Variation in the Number of Nodes After NN Optimization Where the Number of Reference
Nodes is Fixed to 18.

Algorithms � Variations Nnew − N = −10 Nnew − N = −5 Nnew = N Nnew − N = 5 Nnew − N = 10

None (undenoised) 0.552 � 24.32 0.540 � 22.80 0.533 � 21.57 0.525 � 20.48 0.521 � 20.01
Semi-definite relaxation 0.482 � 21.37 0.472 � 20.04 0.465 � 18.51 0.456 � 17.99 0.451 � 17.89

Nonlocal patch tensor-based method 0.332 � 19.06 0.325 � 18.11 0.320 � 17.12 0.316 � 16.89 0.314 � 16.51
Deep-learning-based method A N/A N/A 0.531 � 24.12 N/A N/A
Deep-learning-based method B N/A N/A 0.327 � 18.91 N/A N/A

DAE-EDMR N/A N/A 0.177 � 13.22 N/A N/A
T-DAE-EDMR 0.491 � 20.21 0.219 � 15.77 0.179 � 13.47 0.185 � 14.17 0.323 � 17.78

3.2. Simulation Results According to the Number of Training Datasets

Figure 2 shows the performance of each algorithm with respect to the size of the
training dataset used in the NN optimization process. Only the NN-based methods show
variation in their performance with the size of the training dataset.

Despite the large size of the training dataset, such as 105, the conventional deep-
learning-based methods are not able to surpass the performance of the nonlocal patch
tensor-based method.

This can be attributed to the challenge of extracting valuable information from the
raw and unrefined training dataset. Remarkably, the T-DAE-EDMR technique outperforms
the other techniques even when M is just 102. In addition, DAE-EDMR shows a noticeable
improvement when M is increased to 103. It is noteworthy that when M is 105, DAE-EDMR
shows a slightly better performance than that of T-DAE-EDMR. This observation implies
that extracting information from N contaminated eigenvalues, instead of solely relying on
the k + 2 highest values among them, can yield advantages when a large training dataset
is available.
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3.3. Simulation Results According to NLoS Probability

Figure 3 illustrates the impact of the NLoS probability on the EDM and localization
errors. It is assumed that the NLoS probability follows a Bernoulli distribution. As the NLoS
probability increases, the error for distance measurements naturally increases, resulting
in a worse localization performance. Therefore, the non-NN-based techniques are in line
with this general situation. On the other hand, a different phenomenon appears from the
information-theoretic perspective. In the NN-based methods, i.e., deep-learning-based
methods A and B, DAE-EDMR, and T-DAE-EDMR, the EDM error takes the form of a
concave function for the NLoS probability. This is related to the fact that the variance in
and the entropy of Ber(p) are p(1 − p) and −p log(p)− (1 − p) log(1 − p), respectively,
which are in the form of concave functions. Interestingly, our proposed methods show
a superior localization performance in the extreme case where the NLoS probability is 1
and can therefore be effectively applied in environments where NLoS conditions occur
frequently. For future work, an interesting denoising task may involve modeling the
distance measurement error due to NLoS conditions as a joint random variable, considering
both the event occurrence and distance biasing. This approach could provide valuable
insights into further enhancing the denoising techniques in the presence of errors due to
NLoS conditions.
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Figure 3. Performance comparison according to the NLoS probability. (a) NMSE between ground-
truth and denoised EDMs and (b) localization error in meters.

3.4. Simulation Results According to the Variation in the Cardinality of the Sensor Network

In this subsection, we deal with the dynamics of the sensor nodes. Table 1a shows
the EDM and localization errors for a case where only P is changed while keeping N
constant (N = 30). Since the EDM measurements are independent of P, only the denoising
performance of each algorithm affects the EDM error. In the case of localization errors,
it can be seen that the performance improves as P increases for all algorithms, and the
two algorithms we propose show an excellent performance overall.

Table 1b shows the impact of the change in the number of nodes after NN optimization
is performed, with N equal to 30. In other words, this experiment serves to verify the
flexibility of T-DAE-EDMR when the number of nodes, N, changes between the training
and test phases. For convenience, we will refer to the changed value of N as Nnew. In
the undenoised scenario, as Nnew increases, the possibility of cooperation between the
nodes increases; consequently, it can be seen that the performance marginally improves.
As expected, T-DAE-EDMR shows its denoising capability well when Nnew is equal to
N. In addition, since the model is optimized based on the information for a situation
where N is 30, the performance of T-DAE-EDMR deteriorates as the value of |Nnew − N|
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increases. Nevertheless, our proposed T-DAE-EDMR can be considered an effectively
designed algorithm that can adapt robustly to a change in the number of nodes between
the training and test phases. Due to its potential, T-DAE-EDMR could be very useful in
highly time-varying networks.

3.5. Simulation Results According to the Utilized Matrices

Figure 4 shows the results of applying our techniques to both an EDM and a GM,
where a GM has a sharper condition in terms of its low-rank property. Under this setting,
the EDM error and the localization error are investigated with respect to the size of the
training dataset. A GM is created by multiplying the centering matrix on both sides of
the EDM, and it is clear that it has a sharper condition than that of the EDM. In other
words, rank(GM) ≤ k where k is the dimension of the Euclidean space. As can be seen in
Figure 4, both tests show a mostly similar performance when the size of the training dataset
is large enough since they contain essentially the same information. However, in cases
where the training dataset is insufficient, a slight deterioration in performance is observed
when the GM is applied. This can be inferred because when the GM is created through
the multiplication of the EDM and the centering matrix, then some useful information is
contaminated during this procedure, as the centering matrix is a singular matrix.
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Figure 4. Performance comparison according to the utilized matrices. (a) NMSE between ground-
truth and denoised EDMs and (b) localization error in meters.

4. Discussion and Conclusions

In this paper, we investigated the problem of denoising a contaminated Euclidean
distance matrix (EDM) for high-accuracy connectivity-based localization based on the
mathematical fact of an EDM, i.e., its low-rank property. Compared to conventional neural
network (NN)-based algorithms with large-scale frameworks, we proposed two efficient
algorithms, called denoising-autoencoder-aided EDM reconstruction (DAE-EDMR) and
truncated DAE-EDMR (T-DAE-EDMR), which show a superior EDM denoising perfor-
mance. Notably, the latter is designed within the NN framework, enabling it to achieve
a robust performance even with a limited number of training datasets. Our contribu-
tions stem from the concept of inputting N (or k + 2 dominant) eigenvalues of the noisy
EDM into the NN model, with the addition of marginal online complexity for eigenvalue
decomposition (EVD) of the EDMs. Furthermore, T-DAE-EDMR reinforces the robust-
ness of DAE-EDMR to variations in the number of nodes between the training and test
phases. T-DAE-EDMR inputs the k + 2 dominant eigenvalues of the noisy EDM into the
NN, extracted through (k + 2)-truncated EVD. This approach, as opposed to inputting N
eigenvalues into DAE-EDMR, enhances the robustness to changing environments while
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reducing the required training dataset and off/online complexity. The proposed approach
effectively leverages the linear algebraic properties of wireless localization. In particular,
the use of eigenvalues to optimize the NN model for EDM denoising suggests that the
volume of the convex hull formed by the distributed nodes can be interpreted as the crucial
information. Our experimental results demonstrate that the proposed algorithms reduce
the required training dataset’s size to nearly one-tenth of its original size while achieving
more than twice the effectiveness in EDM denoising. Given the suitability of the proposed
methods for massive connectivity scenarios, our approach offers useful advantages for
practical deployment. Furthermore, there is an opportunity to further enhance the EDM
denoising performance by incorporating deeper mathematical insights, considering not
only eigenvalues but also eigenvectors. Building on these strengths, future research will
focus on extending our proposed schemes to localization and tracking techniques that can
more robustly adapt to time-varying environments, making them even more applicable to
large-scale implementations.
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Abstract: In this research, a multi-channel target speech enhancement scheme is proposed
that is based on deep learning (DL) architecture and assisted by multi-source tracking
using a labeled random finite set (RFS) framework. A neural network based on minimum
variance distortionless response (MVDR) beamformer is considered as the beamformer
of choice, where a residual dense convolutional graph-U-Net is applied in a generative
adversarial network (GAN) setting to model the beamformer for target speech enhance-
ment under reverberant conditions involving multiple moving speech sources. The input
dataset for this neural architecture is constructed by applying multi-source tracking using
multi-sensor generalized labeled multi-Bernoulli (MS-GLMB) filtering, which belongs to
the labeled RFS framework, to obtain estimations of the sources’ positions and the associ-
ated labels (corresponding to each source) at each time frame with high accuracy under
the effect of undesirable factors like reverberation and background noise. The tracked
sources’ positions and associated labels help to correctly discriminate the target source
from the interferers across all time frames and generate time–frequency (T-F) masks cor-
responding to the target source from the output of a time-varying, minimum variance
distortionless response (MVDR) beamformer. These T-F masks constitute the target label set
used to train the proposed deep neural architecture to perform target speech enhancement.
The exploitation of MS-GLMB filtering and a time-varying MVDR beamformer help in
providing the spatial information of the sources, in addition to the spectral information,
within the neural speech enhancement framework during the training phase. Moreover,
the application of the GAN framework takes advantage of adversarial optimization as
an alternative to maximum likelihood (ML)-based frameworks, which further boosts the
performance of target speech enhancement under reverberant conditions. The computer
simulations demonstrate that the proposed approach leads to better target speech enhance-
ment performance compared with existing state-of-the-art DL-based methodologies which
do not incorporate the labeled RFS-based approach, something which is evident from the
75% ESTOI and PESQ of 2.70 achieved by the proposed approach as compared with the
46.74% ESTOI and PESQ of 1.84 achieved by Mask-MVDR with self-attention mechanism
at a reverberation time (RT60) of 550 ms.

Keywords: SRP-PHAT; deep learning; microphone array; MS-GLMB filtering; beamform-
ing
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1. Introduction

Speech enhancement is generally performed as a front-end signal processing procedure
in a speech processing pipeline, whose primary objective is to improve the intelligibility
and quality of target speech under noisy, reverberant conditions. A common example of
an indoor acoustic environment is the so-called “cocktail party” scenario [1], where multi-
ple speech sources are speaking at the same time. Unlike conventional approaches [1–7],
contemporary research has treated speech enhancement as a supervised learning problem
from the context of deep learning (DL) [8–30]. Among these works [8–26] are those that
outline DL-based speech enhancement methodologies, where convolutional and recurrent
neural architectures have been utilized to combine spectral and spatial features for target
speech enhancement, while the works outlined in [27–30] utilize graph neural architectures
to perform speech enhancement. Among the DL-based speech enhancement approaches,
mask-based beamformers [8,13] and neural spectro-spatial filtering [14,15] are two promi-
nent approaches which provide excellent performance even under high reverberation and
low acoustic signal-to-noise ratio (SNR). While the mask-based beamforming approach
outlined in [8] provides a DL-based time-varying (TV) beamformer to enhance the target
speech, the neural spectro-spatial filtering approach presented in [14] performs complex
spectral mapping (CSM), which involves the mapping of real and imaginary components
of an input mixture spectrogram to those of a target speech spectrogram by a DL archi-
tecture. Despite their advantages, both these methods suffer from a common drawback
due to their apparent failure to consider the random nature of the cardinality of the speech
sources in motion, something which is attributed to the disappearance of existing sources
as well as the appearance of new sources inside the acoustic environment. A failure to
account for sources’ appearances and disappearances directly impacts the performance of
speech enhancement.

The multi-sensor generalized labelled multi-Bernoulli (MS-GLMB) [6,31,32] filtering
algorithm within the labelled random finite sets (RFS) framework offers a flexible mecha-
nism by which to address the problem of the unknown and time-varying cardinality of the
speech sources in a Bayesian setting and helps to resolve the space-time permutation ambi-
guity by jointly estimating the sources’ positions and labels. The space-time permutation
problem, also referred to as the data association problem, addresses the uncertainty about
which measurement is associated to which source in space, as well as the uncertainty about
associations between different measurements and sources across different time frames [6].
A solution to space-time permutation ambiguity leads to better source tracking and hence
to improved target speech enhancement in the presence of reverberation, noise and motion
of the sources.

In this work, MS-GLMB filtering is applied within the dynamic speech enhancement
framework during training time, in order to assist the deep neural architecture to learn,
within each time frame, the mapping from a reverberant mixture of speech signals belong-
ing to mobile sources located at different spatial positions to the desired mask specific to
the target source. This approach differs from the approach in [26], as, during test time, the
proposed neural architecture presented in this work directly predicts the desired source-
specific mask from the input magnitude spectrogram, without the need for additional
MS-GLMB filtering. The contemporary research works on MS-GLMB filtering-assisted
speech enhancement do not focus on the use of multi-source tracking based on MS-GLMB
filtering to create datasets for training DL architectures for target speech enhancement
under reverberant conditions [6,26,31]. An interesting research work in this direction can
be found in [33], where it has been demonstrated through computer simulation results
that the utilization of the outputs of the GLMB-based multi-target tracking filter by the
subsequent deep reinforcement learning (RL) module leads to better tracking performance.
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The overall system proposed in [33] utilizes the observations from the GLMB filter to learn
the system dynamics and the reward function and ultimately leads to the prediction of
each target’s next states. However, the domain of application of the methodology pre-
sented in [33] is different from acoustic domain, and the application area is different from
speech enhancement.

In this article, we have utilized the MS-GLMB filter to assist in the construction of
training label sets for the subsequent neural target speech enhancement module. The
training procedure considers the relative motion of the different acoustic sources within
the indoor environment, as well as the effects of reverberation and noise, which leads to
improved training of the neural architecture. As such, the proposed system is capable of
dynamically enhancing the target speech in the cocktail party scenario.

In some previous works, an angular/directional feature was used to assist neural
speech enhancement [13,15–18,20] by using visual information, and was utilized to con-
struct a directional feature which can lead to robust performance. However, in situations
where visual information suffers from impairments, such as low light ambient conditions,
camera jitters, or obstruction in the field of view (FoV) of the camera due to motion of the
sources, the acoustic information, such as the speech signal, is the only source of infor-
mation which needs to be exploited by the neural beamformer to perform target speech
enhancement. In the approach presented in this article, the impact of reverberation and the
sources’ motion at each time frame are considered by the MS-GLMB filtering to provide
estimates of the sources’ positions at each time frame as well as their associated labels,
which in turn help to train the subsequent neural architecture to predict the desired mask
corresponding to the target speech source even in the presence of reverberation, noise
and the motion of the sources. In other words, the MS-GLMB filtering assists the neural
architecture to discriminate the target source from the interfering sources and to learn the
mapping from the input features to the target source-specific mask with higher accuracy,
leading to improved target speech enhancement performance.

The neural architecture used in this work to model the beamformer operation is a
residual dense convolutional U-Net framework with a graph convolutional recurrent neural
network (GCRNN) [34] module embedded within the bottleneck and the skip connection
layers. The neural framework can be referred to as a residual dense graph-U-Net (RD-
graph-U-Net) applied in a generative adversarial network (GAN) [35,36] setting. Details
about the neural architecture are presented in Section 3. While traditional supervised
techniques based on deep convolutional neural frameworks have demonstrated good
speech enhancement performance, they are prone to unseen adversarial conditions, which
can render the overall neural framework incapable of discriminating between the original
desired signal and noisy received signal at the input. The mask estimation framework based
on GAN [21–25] is an alternative to the conventional CNN-based framework, whereby the
GAN learns a mapping function from the noisy received signal to the time–frequency (T-F)
mask by undergoing a discriminative process involving minimization of the distributional
divergence between the model and data distribution. A GAN-based T-F mask estimation
framework can lead to considerable improvement in speech intelligibility under noisy
acoustic conditions while being flexible in application to real-time implementations and
also generalizable to different T-F representations. On the contrary, non-GAN framework
approaches to learning the mapping function may be incapable of enhancing noisy speech
with improvements in intelligibility and auditory perception as compared with a GAN-
based T-F masking approach.

Prior research works on GNN-based target speech enhancement are presented in [27–30].
More information about graph signal processing concepts and applications of graph neural
frameworks can be found in [37–39]. As the name indicates, the proposed deep neural
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architecture is actually a U-Net framework [40], which incorporates residual dense network
(RDN) [41–43] modules in the encoder and decoder pathways. The residual block in the
RDN module improves the generalization capability of the network architecture, while
the dense convolutional module [44] within the RDN facilitates feature re-use, promotes
gradient flow among the neural layers and reduces the number of parameters, leading
to an overall improvement in accuracy and reduction in computational complexity. The
presence of a GCRNN module in the bottleneck and skip-connection layers improves the
feature extraction capability of the overall architectural framework. Due to the presence of
the GCRNN module, the multi-channel latent space of the signals is transformed into a
graph domain, resulting in an increase in the flexibility in exploitation of spatiotemporal
and spectral information. The neural architecture for speech enhancement used in this
work combines the advantageous features of both GANs and GCRNNs to provide good
performance under noisy acoustic conditions. The overall GAN-based setting can help the
architecture to undergo a discriminative process involving minimization of the distribu-
tional divergence between the model and data distribution, while the GCRNN embedded
within the bottleneck layer can facilitate exploitation of the implicit information (i.e., spatial
and spectro-temporal information) through transformation of the multi-channel latent
space at the end of the encoder path to graph domain. Consequently, the overall speech
intelligibility is improved under noisy acoustic conditions as compared with existing ap-
proaches. While the work presented in this article attempts to present an innovative speech
enhancement methodology with the help of MS-GLMB filtering and neural architecture-
assisted beamforming, it utilizes an acoustic parameter setup such as microphone array
geometry and positions as well as room dimensions which have been already utilized
in prior research works [6,26,31,45]. While some of the simulation parameters might be
similar, the approach presented in this article differs from the works in [6,26,31,45] due
to the utilization of MS-GLMB filtering to create the datasets (incorporating the effects of
sources’ motion and reverberation) that are used to train the neural architecture.

The contributions of this paper are two-fold:

i. Construction of label-set data for training a neural architecture for target speech
enhancement with the help of MS-GLMB filtering-based multi-source tracking and a
time-varying MVDR beamformer, one which takes into account the effect of reverber-
ation, noise and motion of the sources at each time frame. While the GLMB-assisted
tracking relies on initial location information provided by steered response power
phase transform (SRP-PHAT) [46], the inclusion of the tracking framework within
the neural training procedure helps to develop the knowledge of spectro-spatial in-
formation of the moving sources within the neural architecture, so that it is able to
generalize to “unseen” acoustic conditions as well and directly predict the desired
T-F mask.

ii. Construction of a residual dense convolutional U-Net architecture with an embedded
GCRNN module, referred to as RD-graph-U-Net, which is applied in a GAN setting
to predict the target source-specific mask.

The proposed approach is tested on publicly available datasets [47–51] using speech
quality evaluation metrics [52–54]. The image source method (ISM) [55] is used to generate
the room impulse response (RIR) between the source speaker and receiver microphone
array. Adaptive momentum estimation (ADAM) [56] is selected as the optimization strat-
egy to train the proposed neural architecture. Based on computer simulation results, it
can be inferred that the proposed methodology improves the intelligibility of the speech
corresponding to target source in motion, under noisy reverberant conditions involving
multiple moving speech sources. The proposed approach is also tested with recorded RIRs
obtained from Aachen impulse response (AIR) [57] database, where it shows good results.
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This is largely because of the signal discriminative capability of the proposed neural ap-
proach, which it acquires due to the training procedure outlined in Section 3. The proposed
approach can be applicable in many practical scenarios such as conferencing [58], assistive
listening devices [59] and speech transcription systems [60]. The remainder of the article
is arranged as follows. Section 2 describes the system model of the overall methodology;
Section 3 describes the proposed neural architecture-based speech enhancement module;
Section 4 provides a brief discussion about the proposed approach; Section 5 presents some
future research directions in this area; and, finally, Section 6 concludes this article.

2. System Model

Similar to magnitude–domain spectra, which are widely used in mono-aural speech
enhancement, both real and imaginary spectrograms exhibit a spectro-temporal structure,
which is useful for training the deep neural algorithm. While the complex spectrograms
provide spectral cues, the spatial cues are obtained from the directional feature as well as
inter-microphone phase difference (IPD). The combination of spectral and spatial cues can
be referred to as spectro-spatial features, and it enables the neural beamformer to learn to
suppress the interfering signals arriving from directions other than the target speech signal.
In this section, the overall procedure of MS-GLMB filtering-assisted spectro-spatial feature
construction is described, followed by the minimum variance distortionless response
(MVDR) beamforming. While Sections 2.1–2.3 highlight the operations of SRP-PHAT for
the localization of sources, MS-GLMB filtering for tracking of sources and exploitation of
spectro-spatial information for guiding the T-F masking-based speech enhancement, the
operation of the beamformer is described in Section 2.4. The beamformer selected for this
work is GSC-MVDR of a time-varying nature, which exploits the spatial information of the
sources and dynamically enhances the speech signal corresponding to the target source.

2.1. Steered Response Power Phase Transform (SRP-PHAT)

The SRP method, PSRP(X), can be treated as the output power of a filter-and-sum (F-S)
beamformer, one which is steered to a set of source positions defined under a spatial grid.
X = [x, y]T is a vector, and represents the (x, y) position coordinates of the target acoustic
source [46].

The phase transform (PHAT) is a weighting technique whose inclusion in the formu-
lation of SRP helps to emphasize the phase information of the involved signals, thereby
avoiding peak spreading [46]. For a microphone array with N elements, PSRP(X) can be
expressed as the summation of individual generalized cross correlation (GCC) functions,
RGCC

nm (τ(X)):
PSRP(X) = ∑N−1

n=0 ∑N−1
m=0 RGCC

nm (τ(X)) (1)

Unlike simplified scenarios, in realistic acoustic propagation environments, the signals
received from different microphone elements do not simply differ from each other because
of the delay that is dependent on the relative position of the source with respect to other
microphone elements. This is due to the impairments caused by multipath effects like
reverberation as well as the presence of ambient and diffuse noise. Hence, the mapping
from SRP-PHAT to 3D positional coordinates using simple regression methods suffers
from inaccuracies.
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2.2. MS-GLMB Filtering

Multi-sensor (MS) RFS filtering-based tracking provides superior performance than
single sensor tracking when multiple acoustic sources are in motion [6,31,32]. MS-GLMB
filtering is applied in this work, whereby the propagation of the filtering density is achieved
through a recursive procedure comprising two steps, namely the time update and the
data update. In this work, the time-updated and data-updated filtering densities can be
expressed in closed-form via the GLMB density [6,31,32]:

π(Xk) = Δ(Xk)∑θ1:k∈θ1:k
ω(θ1:k)(L(Xk))∏xk∈Xk

p(θ1:k)(xk) (2)

In (2), θ1:k ∈ θ1:k represents the history of multi-array association mappings up to
frame ‘k’, i.e., θ1:k=̂(θ1, θ2 . . . θk). The term L(Xk) can be further expressed as follows:

L(Xk)=̂{l : (xk, l) ∈ Xk} (3)

Furthermore, in (2), the term Δ(.) denotes a distinct label indicator where Δ(Xk) = 1
if and only if the cardinality of the label set denoted by |L(Xk)| equals the cardinality of Xk

denoted by |Xk|. Each weight term ω(θ1:k)(L(Xk)) in (2) is a non-negative weight, such that
their sum equals 1:

∑L⊆IL0:k
∑θ1:k∈θ1:k

ω(θ1:k)(L) = 1 (4)

Each of the non-negative weights in (3) and (4), represented by ω(θ1:k)(L(Xk)), can
be interpreted as a probability of the sources with label set L(Xk) being active, while at
the same time being associated with the detections indicated by the history of multi-array
association mappings up to the frame ‘k’, denoted by θ1:k. Finally, the term p(θ1:k)(xk) in (2)
represents the probability density of the source (with label ‘l’) that is located at the state
xk =

(
α

pos
k , αvel

k

)
. A detailed explanation of the terms in (2) can be found in [6,31,32]. The

estimated position and label corresponding to the sources at each frame ‘k’ can be expressed
as follows:

Xest
k =

{(
α

pos
k,1,est, lest

1

)
,
(

α
pos
k,2,est, lest

2

)
. . .

(
α

pos
k,Nk ,est, lest

Nk

)}
(5)

In (5), the term Nk =
∣∣Xest

k

∣∣ denotes the estimated number of sources at the kth frame.

The estimated position and its corresponding label
(

α
pos
k,i,est, lest

i

)
, i = 1, 2 . . . Nk can be used

to construct the steering vector corresponding to the direction of the target source repre-
sented by the position–label pair (αpos

k,d,est, lest
d ) while directing spectral nulls in the directions

of the interfering sources denoted by the position–label pairs,
(

α
pos
k,i,est, lest

i

)
, ∀i �= d. As

reported in [6], such a beamformer can dynamically enhance the speech corresponding
to the target acoustic source by utilizing the estimates from the GLMB filter. In this work,
we focus on utilizing MS-GLMB filtering to assist the construction of the target label set
(in this case, the T-F mask specific to the target speech source) for the neural architecture.
Due to the association of a unique label with every speech source within the environment,
the MS-GLMB filtering helps to correctly discriminate between the target source and the
interfering sources, which helps to train the subsequent deep neural architecture with an
appropriately constructed label set specifically to the target source in motion under noisy
reverberant conditions. The following sub-section provides more details on the role of
MS-GLMB filtering in the overall target speech enhancement procedure.
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2.3. Spectro-Spatial Information-Guided T-F Domain Masking for GSC-MVDR Beamformer

In prior state-of-the-art research works on neural network-assisted target speech
enhancement [11–13], the angular feature (AF) was computed and used to construct an
input feature set for the subsequent DL architecture, which predicts the target label (e.g.,
a mask specific to the target source). While the works outlined in [11–13] use AF as
input feature for transformer- and recurrent neural network (RNN)-based deep neural
architectures, the work outlined in [26] applies the feature set constructed using AF to a
fully convolutional neural architecture arranged in a U-Net structure. The input feature
set in all of these works comprised a concatenation of magnitude spectrogram, IPD, and
AF. In addition, the works in [6,31,32] involve MS-GLMB filtering to compute the labels
distinguishing the target source from the interfering sources at every time frame, which
were also instrumental in constructing T-V beamformer weights. The overall procedure
outlined in [26] is expressed in Figure 1, for reference.

Figure 1. Target speech enhancement with MS-GLMB filtering-assisted covariance mask prediction
and GSC-based D-S beamformer [26].

Within the indoor environment, the area of potential target locations is divided into
multiple angular sectors, each of which corresponds to an angular position of the target
source at any time frame. The labelled RFS framework is helpful to demarcate the potential
locations of the target speech source at different time frames from those of the interfering
sources. This, in turn, helps to generate the training input dataset for the DL architecture,
where the generated dataset reflects the effect of reverberation as well as the activity status
of the target source. As the target and the interferers can be in different states of motion
at different time frames, the dataset generated using the labelled RFS framework will
reflect the state of the sources at different instants of time, which in turn helps to train the
DL architecture more efficiently to predict the mask in a dynamic manner. The overall
procedure can also be referred to as a form of beam zooming [20], where the applied DL
architecture facilitates beam zooming on the potential location of the target source at each
time frame.

In this work, the angular location information of the target source is utilized to create
the training dataset on which the proposed neural architecture is trained. The dataset is
constructed from the magnitude spectrogram, while the label set (T-F mask specific to
target source) to train the neural architecture is constructed from the spatial information of
the target source estimated by the MS-GLMB filter. The procedure is depicted in Figure 2.
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Figure 2. T-F mask prediction using a spectro-spatial feature set (constructed from input multichannel
spectrogram and location information obtained by MS-GLMB filtering) and proposed residual dense
convolutional graph-U-Net framework (training phase).

While the AF used in previous works [11–13] is instrumental in achieving good
target speech enhancement performance due to the construction of a feature set comprising
spectro-spatial features corresponding to the target source, it may be helpful to use a simpler
feature set (such as magnitude spectrogram) as input to the deep neural architecture, while
still leveraging the spatial information of the moving target source at each frame to construct
a suitable target label set to train the neural architecture. Hence, in this work, the proposed
deep neural architecture is trained on the magnitude spectrograms of the received multi-
channel reverberant mixture with the target source-specific T-F masks generated as labels,
the latter having been generated by utilizing the spatial information of the multiple sources
in motion. While direct estimation of a T-F mask from the complex spectra of received
multichannel speech, as reported in [14,15], can also lead to dereverberation, speaker
separation and noise cancellation, the exploitation of speaker-dependent spatial features
for the generation of a label set for the deep neural architecture can lead to improvement in
signal selectivity, which in turn can improve the performance of the beamformer.

Figure 3 shows the operation of the proposed neural framework during testing phase.
The sequence of blocks at the lower half of this figure illustrates the implicit dependence
of the neural processing on the spatial information of the target source. As the spatial
information corresponding to the target source is utilized in the training of the proposed
neural framework, the trained neural model incorporates the spatial information in addition
to the spectral information. As such, the overall neural speech enhancement can be
described as a spectro-spatial information processing framework. Hence, this methodology
can also be referred to as spectro-spatial neural speech enhancement. Beamforming leads
to an improvement in the SNR of the source-of-interest (SOI), resulting in a subsequent
improvement in intelligibility under noisy and reverberant conditions. With the inclusion
of T-F masking, a further improvement in the intelligibility of the SOI is achievable even in
the presence of multiple interfering speakers. The training label generation procedure can
be compactly explained in terms of subsections A and B.
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Figure 3. T-F mask by the proposed residual dense convolutional graph-U-Net framework
(testing phase).

2.4. TV-GSC-MVDR Beamformer

In this sub-section, the TV-MVDR beamformer based on a GSC structure, referred to
as TV-GSC-MVDR, is described, and is utilized in the T-F mask generation process as part
of the neural network training.

The MVDR beamformer can be formulated by the following constrained optimization
problem:

minwwHRnw s.t.wH .dsteer = 1 (6)

The optimal solution to (6) is given as follows:

wopt =
(Rn)

−1.dsteer

(d steer)
H(Rn)

−1.dsteer
(7)

In Equations (6) and (7), the term dsteer denotes the beam-steering vector which is
computed from the TDOA (alternatively, DOA). The term Rn denotes the noise covariance
matrix, while the terms w and wopt refer to MVDR beamformer weights and optimal
MVDR beamformer weights, respectively. The selection of the steering vector for the kth
frame (denoted by dk) is achieved by exploiting the source state and corresponding label
predicted by the MS-GLMB filter. As pointed out in [6], the steering vector can be selected
by choosing the column vector from the steering matrix D(q)

k,xest
k
( f ) for the kth time frame,

where D(q)
k,xest

k
( f ) can be expressed as follows:

D(q)
k,xest

k
( f ) =

⎡
⎢⎢⎢⎢⎣

ejω f (τ(α
pos
k,1 ,u(q,1))) · · · e

jω f (τ(α
pos
k,Nest

k
,u(q,1)))

...
. . .

...

ejω f (τ(α
pos
k,1 ,u(q,Mq))) · · · e

jω f (τ(α
pos
k,Nest

k
,u(q,Mq)))

⎤
⎥⎥⎥⎥⎦ (8)

In (8), the terms α
pos
k,1 . . . α

pos
k,Nest

k
denote the positions of sources indexed 1. . .Nest

k at

frame ‘k’, u(q,1) . . . u(q,Mq) denote the positions of microphones indexed (q, 1) . . .
(
q, Mq

)
for

the qth array and microphone elements
(
1 . . . Mq

)
, respectively. The term τ

(
α

pos
k,n , u(q,m)

)
,

n = 1 . . . Nest
k , m = 1 . . . Mq represents the time delay between nth source located at position

α
pos
k,n and the mth microphone element of the qth array represented by the position u(q,m).

The term ω f denotes the angular frequency. Finally, the term Nest
k denotes the estimated

number of sources in the acoustic environment.
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The steering vector selection is achieved by the following operation:

d(q)k,lest
i
( f )= ((D(q)

k,xest
k
( f ))H)

#
.rNest

k
(lest

i ) (9)

In (9), as described in [8], the term rNest
k

(
lest
i
)

denotes the selection operator, which

selects the steering vector for the target speaker. The dimension of rNest
k

(
lest
i
)

depends on

the number of estimated sources. The term d(q)k,lest
i
( f ) denotes the steering vector selected

by the operation in (9) for the T-F point (k, f), where the suffix lest
i denotes the label of

the source estimated by the MS-GLMB filtering algorithm, which helps to demarcate the
target source from the interfering sources within the time frame. Thus, the dynamic MVDR
beamformer weight for the kth frame can be expressed as follows:

wk,lest
i

(q) =
Rn

−1.d(q)
k,lest

i
( f )

(d(q)
k,lest

i
( f ))

H
.Rn

−1.d(q)
k,lest

i
( f )

(10)

A. T-F Mask Generation for constructing label set for training neural architecture.

The beamformer output is utilized to compute the T-F mask corresponding to the
target source at each time frame, which can lead to dynamic speech enhancement. Let the
output of the beamformer at the T-F point (f, k) be denoted by sMVDR

k,lest
i

( f ). As pointed out

in [7], while the beamforming gain for the location of the target source might be higher than
for the locations of interferers, the power spectrum in each T-F window may be dominated
by interfering sources, in addition to noise and reverberation, during periods of inactivity
of the target source or loud speech from the interfering sources. A spectral power ratio is
computed to determine the T-F locations, which are dominated by the target speech and
interference, respectively. This spectral power ratio can be expressed as follows:

GMVDR
k,lest

i
( f ) =

|sMVDR
k,lest

i
( f )|2

|sMVDR
k,lest

j
( f )|2 , i �= j (11)

In (11), while the numerator represents the power of the target signal (also referred to
as SOI) in the spectral domain, the denominator also represents the power of the interferer
source, sMVDR

k,lest
j

( f ), identified by the estimated label lest
j , in the spectral domain. The binary

mask can be selected as:

Mk, lest
i
( f ) =

⎧⎨
⎩

1, i f GMVDR
k,lest

i
( f ) ≥ 1

0, i f GMVDR
k,lest

i
( f ) < 1

(12)

Using the mask in (12), the enhanced speech corresponding to the target source can be
obtained as follows:

STF
k,lest

i
( f ) = Mk, lest

i
( f ).sMVDR

k,lest
j

( f ) (13)

By masking out those T-F bins, where the SOI is overwhelmed by speech from inter-
fering sources as well as background noise, the intelligibility of the SOI can be considerably
improved. The binary masks Mk,lest

i
( f ) are generated from the label set for training the pro-

posed residual dense Graph-U-Net-based GAN, as pictorially depicted in Figures 2 and 3.

B. Dataset Construction

The steps involved in the construction of the dataset for training the neural architecture
are mentioned in this subsection, as follows:
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(i) Selection of clean speech signals corresponding to three speakers from publicly avail-
able speech databases such as LibriSpeech and WSJ0mix. This is also mentioned in
Section 4 on experimental results.

(ii) Generation of acoustic room impulse responses (RIRs) using the image source
method (ISM).

(iii) Selection of reverberation times—RT60 of 550 ms, 250 ms and 50 ms—in three rooms
of different dimensions.

(iv) Generation of noise samples at different acoustic SNRs.
(v) Creation of reverberant, noisy mixture of speech signals by convolution of clean

speech signals with generated RIRs, with the addition of reverberation and noise samples.
(vi) Estimation of position coordinates and label of each source using MS-GLMB

filtering algorithm.
(vii) Enhanced speech signal corresponding to target source across different time frames

using GSC-MVDR beamforming.
(viii) Construction of T-F mask from the output of beamformer as explained in Section 2.4 A.
(ix) Creation of training dataset (to train the neural architecture) comprising the rever-

berant speech mixtures as input data and T-F masks as corresponding labels. In
addition, the dataset is split into training, validation and testing datasets. This is
further elaborated in quantitative terms in Section 4, where the experimental setup
is described.

3. Residual Dense Convolutional Graph-U-Net-Based GAN for Target
Speech Enhancement

Before discussing the overall neural architecture with the embedded graph convo-
lutional network (GCN) module, the following subsections will present preliminaries on
graph signal processing (GSP) [37] concepts and GAN operations [35,36].

3.1. Graph Signal Processing: Basic Concepts

Graph neural networks (GNNs) comprise a new class of neural architecture, which
operates on graph-structured data. GNNs are capable of aggregating information from
neighboring nodes of the graph, which help these neural architectures to encode structural–
relational information into the overall representation. Consider G as a graph where the set
of nodes is represented by V and the set of edges is represented by E . Mathematically, this
can be expressed as follows:

G = (V , E) (14)

The GCN applies a non-linear transformation on the input X ∈ R|V|×N , where |V|
denotes the cardinality of the nodes of the graph and N denotes the node feature size. The
operation of the GCN can be mathematically represented as follows:

H(l) = g(D− 1
2 AD− 1

2 H(l−1)W (l−1)) (15)

where D ∈ R|V|×|V| is a diagonal matrix, A ∈ R|V|×|V| is the adjacency matrix,
H(l) ∈ R|V|×K is the lth hidden layer with K hidden features, W (l−1) is the set of trainable
parameters at the (l-1)-th layer and g(.) denotes the non-linear activation function. The
term H(0) represents the input X to the GCN.

3.2. Generative Adversarial Network: Basic Concepts

GAN was proposed by Goodfellow et al. in 2014 [35]. Its ability to generate realistic
images and generalize well to pixel-wise, complex distributions has led to its widespread
use in numerous applications in image restoration, computer vision, speech processing,
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wireless communications, etc. In speech enhancement, GAN architecture is capable of
providing fast enhancement performance due to the absence of any recursive operation like
RNN. Moreover, GAN architecture is able to learn from different speakers and noise types,
which renders it capable of providing good target speech enhancement performance under
noisy conditions. A GAN includes two models, the generator (G) and the discriminator
(D). The generator (G)’s main task is to learn an effective mapping, which can imitate
the real data distribution to generate novel samples related to those of the training set.
This is achieved by G when it solely maps the data distribution characteristics to the
manifold defined in the prior distribution, without memorizing input–output pairs. The
GAN operates through an adversarial process which can be formulated as a mini–max
game between G and D. The objective function of the mini–max game can be expressed
as follows:

minGmaxDV(D, G) = Ex∼pdata [log(D(x))] + Ez∼pz(z)[log(1 − D(G(z)))] (16)

Several GAN architectures have been applied to target speech enhancement [21–25],
where most of these are based on the conditional GAN (c-GAN) approach [24]. While tradi-
tional GAN can generate realistic samples, there is no control on the data being generated
in such as an unconditional generative architecture. For speech enhancement tasks, it is
necessary to control the generated data samples based on the noisy input samples (for e.g.,
received multi-channel speech mixture). This issue is addressed by the c-GAN framework,
where the neural architecture is conditioned to control the data generation process based on
the input data. c-GANs have demonstrated promising performance in noise suppression.
The c-GAN architecture is trained to generate the spectrogram of clean speech given the
noisy speech spectrogram; however, it ignores the phase mismatch problem.

3.3. Architecture of Residual Dense-U-Net with Embedded GCRNN

In prior research works involving graph convolutional blocks embedded in U-Net’s
bottleneck layer [27–29], residual dense blocks were not explicitly applied in encoder and
decoder parts of the architecture. In this article, a residual dense-U-Net architecture with a
GCRNN embedded within the bottleneck layer (i.e., the GCRNN acts as the core embedding
layer) is used as the neural framework of choice, and processes the spectro-spatial features
to predict the target source-specific T-F mask. In addition, the skip connections also include
GCRNN blocks. As mentioned earlier, neural architecture is applied in a GAN setting.
In the generator, the embedded GCRNN’s nodes are set equal to the number of channels
that are also referred to as kernels of the last RDN layer in the encoder part of the U-
Net architecture. The generator and discriminator network’s operations are based on
mini–max principles.

The encoder is composed of a stack of residual, densely connected convolutional
blocks, whereas the decoder is composed of a stack of residual, densely connected decon-
volutional blocks. Each densely connected block is a stack of four convolutional layers,
with dense connections between layers. The output of each densely connected block in the
encoder is passed through a GCRNN block-based skip pathway and then concatenated
with the features of the corresponding residual densely connected de-convolutional block
in the decoder.

A residual dense block (RDB) is a set of neural architecture, which can not only obtain
the state from the preceding RDB via a contiguous memory (CM) mechanism but can
also fully utilize all of the layers via local dense connections [41–43]. It contains densely
connected layers, local feature fusion (LFF) and local residual learning together to lead
to the CM mechanism. While residual learning modules, as in Res-Net architecture, can
lead to better generalization capability of the model, they lack the dense concatenation
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of previous convolutional outputs to successive feature maps. Due to the presence of
dense connectivity, a dense convolutional network, such as DenseNet [44], is able to utilize
information from all previous convolutional operations, which allows the gradients to
flow through several paths and thus enables richer information to be combined for feature
extraction in consecutive layers. While the combination of residual and dense modules has
been proposed in contemporary research works, their application in the domain of target
speech enhancement for sources in motion seems limited. In the following subsections, the
operation of the residual dense Graph-U-Net in a GAN setting is explained.

3.3.1. Generator Network: Residual Dense Graph-U-Net

The generator is a U-Net structure whose encoder is responsible for extracting the
local and structural features. It halves the size of the feature maps using the convolutional
kernel (whose stride is 2) instead of using pooling mechanism. Each convolutional layer is
sequentially followed by one rectified linear unit (ReLU) and one instance normalization
(IN) layer, which leads to significant reduction in the computational load. The process
increases the receptive field of the network, which in turn improves model robustness.

The skip connections in the U-Net bypass the intermediate compression stages and
directly pass fine-grained information to the decoder. As their presence facilitates flow of
gradients through deeper layers of the overall network architecture, the skip connections
can lead to better training performance by the network.

The operations of the generator network can be expressed in terms of hierarchical
feature extraction and down-sampling at the encoder, the transformation of the multi-
channel latent space of signals to the graph domain by the GCRNN module (embedded
in the bottleneck layer), which leads to exploitation of spatio-temporal as well as spectral
information in a more flexible manner, and up-sampling at the decoder. The operations of
the residual dense blocks at the encoder part can be expressed as follows:

Fd = Hd
RDB(Fd−1) = Hd

RDB(Hd−1
RDB(. . . (H1

RDB(F0)))) (17)

In Equation (17), the term Hd
RDB(.) represents the composite operation of convolution

and ReLU at the RDB. As pointed out in [42,43], the residual dense block implements a CM
mechanism by passing the state of the preceding residual dense block to each layer of the
current residual dense block. The operation of the c-th convolution layer within the d-th
residual dense block can be expressed in terms of the concatenation of the feature maps
provided by the (d − 1)th residual dense block as well as the (c − 1) convolutional layers
1, 2 . . . (c − 1) belonging to the d-th residual dense block, which results in (G0 + (c − 1). G0)

feature maps. G0 is the number of output feature maps, also referred to as growth rate.
This is the dense connectivity, which helps to preserve the feed-forward nature. The overall
operation can be expressed as follows:

Fc
d = ReLU(Wc

d [Fd−1, F1
d , F2

d . . . Fc−1
d ]) (18)

In Equation (18), Wc
d represents the weights of the c-th convolutional layer, whereas Fc

d
represents the output of the c-th convolution layer within the d-th residual dense block. The
operation of the LFF component of the residual dense block can be expressed as follows:

HLF
d = HLFF

d ([Fd−1, F1
d . . . , Fc

d , . . . FC
d ]) (19)
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In Equation (19), HLFF
d (.) represents the 1-by-1 convolutional operation in the d-th

RDB. Finally, the output of the RDB can be expressed as the output of local residual learning
operation, as follows:

Fd = Fd−1 + FLF
d (20)

The RDB employed in this work is pictorially depicted in Figure 4.

Figure 4. Architecture of the RDB utilized within each layer of encoder and decoder of the residual
dense Graph-U-Net (The different colors denote the dense interconnections between convolutional
layers within the dth residual block).

The last RDB of the encoder produces representations of dimension H-by-T’-by-F’,
where H denotes the number of filters in the last residual dense convolutional layer of
the encoder. As shown in Figure 5, the representations obtained at the last residual dense
convolutional layer of the encoder parts are used to construct a graph with H nodes.

Figure 5. Prediction of T-F mask using the residual dense convolution-based Graph-U-Net framework
for speech enhancement.

A. Graph Construction

In this article, the graph neural architecture is presented based on a message passing
neural network, which operates through two phases, namely the message passing phase
and the read-out phase [34,39]. The operations of these two steps for graph construction are
expressed in terms of feature aggregation and update. The k-nearest neighbors (k-NN) [34]
aggregation is utilized for graph construction, whereby it is possible to acquire k-NN by
computing the Euclidean feature distance matrix, D ∈ RTF×TF, formulated as follows:

dmn =
√

∑D(vm − vn)
2 (21)

In (21), the term dmn ∈ D denotes the distance from node vm to node vn. A graph
is constructed by applying k-NN to every node where the resultant graph is of shape
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D × F × T × k, for which F × T nodes with D features are linked by directed edges. More
specifically, each node in the constructed graph points to an edge feature set of size k which
contains k neighbor nodes. A self-loop is also represented by pointing a node to itself. The
graph convolution operation can be represented as a sequence of aggregation and update
operations which can be expressed as follows:

G′ = F (G,W) (22)

= Update(Aggregate
(G, Wagg

)
, Wupdate) (23)

In Equations (22) and (23), G denotes the input graph of a specific GCN layer, G′

denotes the output graph of a specific GCN layer, Wagg denotes the learnable weights of
the aggregation operator and Wupdate denotes the learnable weights of the update operator.
The operation described in Equations (22) and (23) can be further elaborated with the help
of Equations (24)–(27). If the set of neighbor nodes of the i-th node vi is represented by
N (vi), the graph convolution operation represented by Equations (22) and (23) can be
re-expressed as follows:

v′i = h(vi, g
(
vi,N (vi), Wagg

)
, Wupdate) (24)

While in the graph convolutional layer, the aggregate operator can be either of the
permutation-invariant operators, such as mean, sum, max, attention etc., the max-relative
operator is applied in Equation (24) for the aggregate operation, which can be expressed by
Equations (25) and (26), as follows:

Ψji = vj − vi s.t. vj ∈ N (vi) (25)

g(.) = v′i =
[
vi, max

{
Ψji

}]
(26)

The update operation in Equation (24) is implemented by a multi-layer perception
(MLP), as follows:

h(.) = MLP
(
Concat

(
vi, v′i

))
(27)

B. Operation of the GCRNN module

The output of the last RDB, denoted by Fd of dimensions H-by-T’-by-F’, is treated
as a graph signal with H nodes and feature size T’*F’. The construction of the graph
is mentioned in subsection A. The thus-constructed graph is processed by the GCRNN
module embedded in the bottleneck layer, which acts as a bridge between the encoder and
decoder. This bottleneck layer is responsible for capturing all of the critical features while
maintaining spatial information. The output of the GCRNN layer is forwarded through
the different residual dense convolutional layers of the decoder part, as a result of which
the hidden features are transformed to the original dimension at the output of the decoder
of the overall U-Net architecture. Each skip connection pathway connecting an encoder
layer with the corresponding decoder layer in the U-Net architecture is also considered
by a GCRNN block. In this work, the GCRNN is a GCN for feature extraction and is
selected together with long short-term memory (LSTM) for sequence learning. The overall
operations of the GCRNN module can be expressed as follows:

FGCN
t = CNNG(Fd,t) (28)
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it = σ(Wxi.FGCN
t + Whi.ht−1 + Wci � ct−1 + bi) (29)

ft = σ(Wx f .FGCN
t + Wh f .ht−1 + Wc f � ct−1 + b f ) (30)

ct = ft � ct−1 + it � tanh(Wxc.FGCN
t + Whc.ht−1 + bc) (31)

ot = σ(Wxo.FGCN
t + Who.ht−1 + Wco � ct + bo) (32)

ht = ot � tanh(ct) (33)

In (28), the term Fd,t represents the input to the GCN denoted by the expression
CNNG(.), whereas the term FGCN

t represents the output of the GCN gate. As evident from
the above discussion, the input Fd,t ∈ RH×T′.F′ is the output of the encoder with H nodes
and T’*F’ features.

3.3.2. Discriminator Network

The discriminator is similar to the encoding stage of the generator network. Thus, it
consists of a series of densely connected residual convolution blocks. Leaky ReLU (lReLU)
is applied following the convolutional layers in the discriminator. After the down sampling
process, the feature maps will pass through a fully connected layer whose output is a
confidence value representing the similarity between the generated mask and true mask.

The functionalities of the generator and discriminator can be concisely expressed by
the following steps:

Update discriminator such that (x, y)-pairs are classified as real i.e., D(x, y) = 1.
Update discriminator such that the pair comprising generated samples xpred and true

labels y are classified as fake i.e., D(xpred, y) = 0.
Freeze the discriminator and update the generator such that the discriminator classifies

the (xpred, y)-pair as real i.e., D(xpred, y) = 1.

3.3.3. Loss Function Used in Residual Dense Graph-U-Net GAN

For updating the generator and discriminator networks, the least-squares (LS) cost
function is utilized in this work, and substitutes the conventional cross-entropy loss func-
tion of the binary classifier in the discriminator by an LS-based loss function. Furthermore,
the application of the LS-based loss function can lead to improvements in the quality of the
generated samples in the generator network and, due to increased stability, improvements
in the training performance of the generator network. Moreover, an additional loss func-
tion term is also used in the GAN network, which minimizes the L1 distance between the
generated samples and the clean samples. The L1 term is controlled by a hyper-parameter
term, λ. The loss functions corresponding to the discriminator and generator networks are
given by (28) and (29) respectively:

Discriminator : minDL(D) =
1
2
Ex,y∼pdata(x,y)[D(x, y)− 1]2 +

1
2
Ez∼Z,y∼pdata(y)

[
D(xest, y)

]2 (34)

Generator : minGL(G) = Ez∼Z,y∼pdata(y)
[
D(xest, y)− 1

]2
+ λ.

∣∣∣∣xest − y
∣∣∣∣

1 (35)
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3.4. Loss Function

In most works on speech enhancement using DL, the mean square error (MSE)-based
loss function is used as the criterion for training the neural architecture. In addition to
MSE, the scale invariant signal-to-noise ratio (SI-SNR) can also be incorporated within the
loss function as a training criterion. A loss function combining the SI-SNR and MSE for
better training of the neural architecture has been applied in [27], leading to good speech
enhancement performance under low SNR conditions. Following [27], we also apply the
combination of SI-SNR and MSE as the loss function in this work, whereby the formulation
of the loss function can be explained by (36)–(40), as follows:

xtarget =
< xenh, xclean > .xclean

||xclean||22
(36)

znoise = xenh − xclean (37)

LSI−SNR(xclean, xenh) = 10.log10(
||xtarget||22
||znoise||22

) (38)

In (36)–(38), the terms xenh and xclean represent the enhanced and clean target speech
signals in the time domain, respectively. The operation < ., . > denotes the dot product
operation between any two vectors. In (38), ||.||22 denotes the L2 (or Euclidean) norm. The
SI-SNR-based loss function is denoted by LSI−SNR(.). If the true mask and estimated mask
are denoted by Mclean and Mest (where Mest ∈ {

MDL
s , MDL

int+noise
}

), respectively, then the
MSE loss function can be expressed as follows:

LMSE(Mclean, Mest) = ∑t, f [(Re(M clean)− Re(Mest))
2 + (Im(M clean)− Im(Mest))

2] (39)

In (39), Re(.) and Im(.) denote the real and imaginary parts, respectively. Based on
(38) and (39), the combined loss function can be expressed as follows:

L(xclean, xenh) = LSI−SNR(xclean, xenh) + log(LMSE(Mclean, Mest)) (40)

4. Computer Simulation Results

4.1. Experimental Dataset
4.1.1. Speech Source Parameters

In order to evaluate the effectiveness of the proposed methodology, in this work
we have constructed a new dataset of simulated speech sources in motion under noisy,
reverberant conditions. Speech signals corresponding to the sources have been selected
from the WSJ0mix [46] and LibriSpeech [47] speech corpuses, while the noise samples
were selected from CHiME-3 [48], the diverse environments multichannel acoustic noise
database (DEMAND) [49] and environment sound classification (ESC-50) [50] databases.

The signals from WSJ0mix and CHiME-3 are randomly selected and mixed for SNRs
between 2 dB and 10 dB. The selected noise samples from the DEMAND database corre-
spond to noise signals recorded in diverse acoustic environments such as a busy subway
station, an office cafeteria, and a university restaurant. Fifteen noises were selected for
training and validation sets, whereas three noises were selected for the testing set. The
SNR selected for training and validation sets were randomly sampled between −5 dB and
0 dB. However, for the testing set, different SNR values of −5 dB, 0 dB and 5 dB were
used. ESC-50 is a dataset for environment sound samples, one which contains a total of
2000 environmental sound recordings organized into 5 primary classes, namely animal,
natural, human, interior/domestic and exterior. The dataset is labelled with 50 classes and
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is also available with noise added to the audio signals. Therefore, the ESC-50 dataset also
provides a plethora of sound waveforms which can be added to speech waveforms in the
indoor environment to illustrate the target speech waveform enhancement task. In this
work, a training set comprising 7000 speech mixtures was created for training the proposed
neural architecture, whereas a validation set comprising 1000 speech mixture signals for
validation and a testing set comprising 1000 speech signal mixtures for testing the proposed
neural architecture were also created. MATLAB 2024b is used to generate the reverberant
speech signals, whereas Tensorflow 2.11 is used with Python version 3.9 to train and test the
proposed neural approach. The signals were sampled at 16 KHz. In addition, a Hamming
window of a duration of 20 ms was utilized to segment the waveforms into a set of time
frames, whereby an overlap of 50% between adjacent frames is applied. The size of the
DFT applied to each time frame of received speech signal mixture is therefore of a length of
320 points.

The room impulse response (RIR) between the source speaker and the receiving
microphone array is generated using the ISM [55] approach. The acoustic scene parameters
used for this simulation are tabulated in Table 1. For each simulated RIR, the room geometry,
array position and start and end coordinates of the source speakers are randomly selected.
Similar parameters of acoustic scenes and microphone array configurations have also been
considered in [6,26,31]. However, this work involves a DL-based combined approach of
tracking and enhancement, and the DL parameters used in this work are mentioned in
Section 4.3. The speech signals corresponding to the 3 speakers are simulated inside a room
with the dimensions of 10 m by 18 m by 6 m, where the reverberation times denoted by
RT60 are considered as 50 ms, 250 ms and 550 ms, respectively. During the training phase,
RT60 values of 50 ms, 250 ms and 550 ms are chosen, whereas during the testing phase,
RT60 values of 550 ms are chosen to test the performance of the DL architecture. A single
microphone array with 6 sensors is simulated. The maximum number of speakers chosen
is 3. The RIRs were generated using ISM [54] at the above-mentioned reverberation times.
The sampling frequency is taken to be 16,000 Hz.

Table 1. Acoustic scene parameters.

Room Dimensions in x,y
Coordinates (in m)

X (14 m) Y (22 m)

SNR (in dB) 0–60 (training) 15, 35, 80 (testing)

Reverberation time, T60 (in ms) 50, 250, 550 550

Microphone array Linear 6 sensors per array

Number of speakers 3 (training) 3 (testing)

In the simulation setting, a maximum number of 3 speakers is selected, and these
are placed in continuous motion inside the room. The different microphone sensors
‘coordinates are taken to be (7.11, 6.0), (7.11, 5.55), (7.11, 5.10), (7.11, 4.65), (7.11, 4.20) and
(7.11, 3.75). The motion of the speakers is modelled by the Langevin model. Details about
the Langevin model can be found in [6] and the references therein. The state equations
governed by the Langevin model can be expressed as follows:

α
pos
k+1 = α

pos
k +∅.αvel

k (41)

αvel
k+1 = e−β∅.αvel

k + ϑ.
√

1 − e−2β∅.Σk (42)
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In (41) and (42), α
pos
k and αvel

k represent the 3D position vector and velocity vector of
the target speaker in motion. The terms β, φ and Σk represent the rate constant which
controls the rate of decay of velocity, discretization time step interval, and process noise,
respectively. The process noise Σk is a 3D Gaussian vector with mean zero and covariance,
σΣ.σT

Σ , where σΣ represents the standard deviation of the process noise. The Langevin
model parameters used for the simulation are included in Table 2.

Table 2. Parameters of the Langevin model.

Parameters Values

β (in s−1) 10

ϑ (in ms−1) 1

φ (in ms) 32

σΣ (in ms−1) [4.5, 4.5, 4.5]T

4.1.2. MS-GLMB Filtering Parameters

The 3D coordinates of the target source are obtained from the SRP-PHAT data. These
3D coordinates are used to construct the measurement set for the MS-GLMB filter. Table 3
outlines the parameters corresponding to the MS-GLMB filter. In this work, the same
parameters of MS-GLMB filter are used as used in [6].

Table 3. Parameters of the MS-GLMB filter.

rB(l1) 0.005

rB(l2) 0.005

rB(l3) 0.005

μ
(1)
B [5.0 1.0 1.8 0 0 0]T

μ
(2)
B [4.0 3.0 1.5 0 0 0]T

μ
(3)
B [2.5 0.5 1.5 0 0 0]T

P(1)
B diag([0.15; 0.15; 0.15; 0.15; 0.15; 0.15]T)

P(2)
B diag([0.15; 0.15; 0.15; 0.15; 0.15; 0.15]T)

P(3)
B diag([0.15; 0.15; 0.15; 0.15; 0.15; 0.15]T)

The birth parameters of the 3 speakers can be denoted by
{

rB(li), pB(., li)=̂N (.; μ
(i)
B , P(i)

B )} 3

i=1
,

where rB(li) denotes the birth probability of the ith speaker with label li and pB(., li) denotes
the birth probability density of the ith speaker, which is a Gaussian with mean μ

(i)
B and

covariance P(i)
B . The Gaussian mean μ

(i)
B represents a vector which contains the expected

location of the birth of the ith speaker with label li. The covariance P(i)
B signifies the spatial

uncertainty associated with the ith speaker. The estimated label corresponding to the target
speaker is obtained by MS-GLMB filtering. The label information is helpful in demarcating
the trajectories corresponding to the different speech sources within the environment,
which in turn helps the algorithm to track the sources in motion across all the time frames.

4.2. MS-GLMB Filtering Based Multi-Source Tracking Filter

As mentioned earlier, the multi-array measurements are processed by the MS-GLMB
filter at each frame, whereby the source tracks comprising positions and labels are estimated.
In this regard, it is useful to mention that a track can be considered as a function whose
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domain comprises the set of time instants at which the source exists. In general, a track
corresponding to a particular source exists when the estimated positions of that source
across the time frames can be associated with a common label. In practical scenarios, such
as online multi-object tracking, the source may intermittently speak or disappear from the
scene, giving rise to fragmented (or broken) tracks. Another scenario which frequently
happens in online multi-object tracking is that which, when multiple sources are in very
close proximity, the associated labels and their tracks may interchange. Figure 6 depicts the
prediction of the (x-, y-) coordinates across all of the time frames by the MS-GLMB filtering
at RT60 = 550 ms and compares against the ground truth positions.

 

Figure 6. Plot of estimated (x-, y-) coordinates by MS-GLMB filter across all time frames at reverbera-
tion time RT60 = 550 ms and acoustic SNR = 35 dB. The colored tracks in the form of straight lines
indicate the original i.e., ground truth trajectories corresponding to 3 speech sources, whereas the
colored tracks with dots indicate estimates of the source trajectories obtained by the MS-GLMB filter.

As observed from Figure 6, the application of MS-GLMB filtering to multi-source
tracking in the acoustic domain leads to estimation of source tracks, which can still closely
resemble the ground-truth tracks under the effects of noise and reverberation. This is due to
the ability of the MS-GLMB filter to resolve the space-time permutation problem by jointly
estimating the source labels and positions. This framework can account for noise, false
positives and false negatives in the multi-array measurements (in this case, SRP-PHAT-
based acoustic measurement at each array). Furthermore, source motions, labels as well
as their appearances and disappearances are also incorporated into the formulation of the
MS-GLMB filter for multi-source tracking. Because of these advantages, the MS-GLMB
filter can guide the construction of input features in order to train the proposed neural
framework, whereby the input feature set includes the directional information of the target
source provided by the MS-GLMB filter.
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4.3. Experimental Setup for the Residual Dense Graph-U-Net

In order to evaluate the extent to which the proposed methodology works under different
acoustic environments, the proposed approach is subject to different room environments where
the room dimensions are different from those of the original environment. The room dimen-
sions considered for evaluating the proposed approach under different acoustic conditions are
chosen as 5.80 m by 3.30 m by 2.00 m, 7.50 m by 3.50 m by 2.80 m and 10.50 m by 6.50 m by
3.40 m. The rooms corresponding to these three different room dimensions are designated
as ‘Test Room I’, ‘Test Room II’, and ‘Test Room III’, respectively. Table 4 presents the overall
summary of experimental conditions, while Table 5 depicts the test rooms’ dimensions. Table 6
presents the positions of microphone elements within each test room.

Table 4. Summary of experimental conditions.

Configuration of Mask Estimation Network (Generator)

ENCODER
Number of down-sampling layers 5
Number of RDBs in each encoder layer 1
Kernels of CNN layers in each encoder block {64, 128, 128, 128, 32}
Kernel sizes of CNN layers 3 × 3
Stride 2 × 2
Padding 0

DECODER
Number of up-sampling layers 5
Number of RDBs in each decoder layer 5
Kernels of CNN layers in each decoder block {32, 128, 128, 128, 64}
Kernel sizes of CNN layers 3 × 3
Stride 2 × 2
Padding 0
Loss Function MSE
Optimization criterion ADAM
Learning rate 10−4

Batch size 32

Table 5. Test room dimensions.

Test Room I 5.80 m by 3.30 m by 2.00 m

Test Room II 7.50 m by 3.50 m by 2.80 m

Test Room III 10.50 m by 6.50 m by 3.40 m

Table 6. Microphone positions for Test Room I, Test Room II and Test Room III.

Position 1 [(2.40, 0.3), (2.60, 0.3),
(2.80, 0.3), (3.0, 0.3),
(3.20, 0.3), (3.40, 0.3)]

Position 2 [(4.00, 0.3), (4.20, 0.3),
(4.40, 0.3), (4.60, 0.3),
(4.80, 0.3), (5.00, 0.3)]

Position 3 [(3.6, 3.11), (3.4, 3.11),
(3.2, 3.11), (3.0, 3.11),
(2.8, 3.11), (2.6, 3.11)]

The reverberation time used for these environments is RT60 = 550 ms. The microphone
sensors’ coordinates are varied so that the positions of the array elements are different from
those placed in the room in which the algorithm was originally trained. The different positions
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of the microphone sensors in the array in the test environments are tabulated in Table 6. The
configurations selected in Tables 5 and 6 have also been applied in prior research works and are
included in [31,45]. In particular, the research work presented in [45] utilized a Dense-U-Net
architecture, which performs localization of acoustic sources in motion. The training procedure
involved in that research work involved training and testing the Dense-U-Net architecture
using three test rooms as well as a six-element linear microphone array whose positions were
varied in the three rooms to effectively train the neural architecture to predict the locations of
the sources with high accuracy in the presence of acoustic impairments like reverberation as
well as sources’ motion. Motivated by the results presented in [45], the work presented in this
article also utilizes the same test room dimensions and microphone array positions as in [45]
for testing the proposed speech enhancement approach.

In the test environments, apart from varying the microphone sensors’ positions, the
SNR is varied such that the selected acoustic SNRs fall in the set [0 dB, 10 dB, 20 dB,
30 dB, 40 dB, 50 dB, 60 dB]. To test the proposed approach, an SNR value is randomly
selected from the above set of SNRs, whereby the test room dimensions and positions of
the microphone array sensors are also randomly selected from Tables 5 and 6 respectively.

4.4. Evaluation Metrics

The proposed methodology is compared with other methodologies which have also
been applied to the moving speech sources scenario. As evaluation metrics, enhanced
short-time objective intelligibility (ESTOI) [51], perceptual evaluation of speech quality
(PESQ) [52], SI-SNR [18] and signal-to-distortion ratio (SDR) [53] are used for performance
comparison in this work. In this section, the spectrograms of the clean target speech,
reverberant mixture and enhanced speech are first presented for comparison. Second,
the proposed approach is evaluated against other state-of-the-art neural speech enhance-
ment approaches in terms of some established evaluation metrics. Figure 7a–c depict the
spectrograms of clean target, reverberant mixture, and enhanced speech corresponding to
waveforms selected from the LibriSpeech dataset.

Figure 7. (a) Spectrogram of the clean speech signal belonging to the target source, (b) spectrogram of
the reverberant mixture of speech signals corresponding to 3 sources, (c) spectrogram of the enhanced
speech signal corresponding to target source. The colored portion of the spectrograms between 0.5 s
and 1.3 s denote the presence of speech (All speech signals belong to LibriSpeech dataset).
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Figure 8a–c depict the spectrograms of the clean target, reverberant mixture, and
enhanced speech corresponding to the waveforms selected from the Ws2J0mix dataset.

Figure 8. (a) Spectrogram of the clean speech signal belonging to the target source, (b) spectrogram
of the reverberant mixture of speech signals corresponding to 3 sources, (c) spectrogram of enhanced
speech signal corresponding to the target source. The colored portion of the spectrograms between
0.5 s and 1.3 s denote the presence of speech (All speech signals belong to WS2J0 dataset).

As evident from the spectrograms presented in Figures 7 and 8, the proposed neural
approach of speech enhancement successfully cancels the background noise and reverbera-
tion to enhance the target speech, even when the sources are in motion and intermittently
speaking. This is evident from Figures 7c and 8c. Next, Table 7 shows a performance
comparison in terms of objective metrics such as PESQ and SI-SNR between the proposed
approach and other state-of-the-art approaches at three different RT60 values (550 ms,
250 ms and 50 ms), which tackle the problem of speech enhancement including speech
dereverberation and interference cancellation under dynamic scenarios.

Table 7. Performance comparison of different state-of-the-art approaches for speech dereverberation
under dynamic conditions at 3 different reverberation times.

Method RT60 = 550 ms RT60 = 250 ms RT60 = 50 ms

PESQ
SI-SNR

(dB)
PESQ

SI-SNR
(dB)

PESQ
SI-SNR

(dB)

MS-GLMB filter-assisted DS 2.41 4.42 2.79 10.73 2.91 13.94
TI-MVDR 2.43 2.35 2.73 4.42 2.76 5.13
Online-MVDR 3.22 4.85 3.38 5.62 3.45 6.52
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Table 7. Cont.

Method RT60 = 550 ms RT60 = 250 ms RT60 = 50 ms

PESQ SI-SNR (dB) PESQ SI-SNR (dB) PESQ SI-SNR (dB)

MS-GLMB filter-assisted MVDR 3.28 5.65 3.44 6.55 3.51 7.66
DOA-MVDR 3.43 8.85 3.49 9.75 3.55 10.36
Mask-MVDR with self-attention 3.57 10.37 3.60 10.55 3.65 12.66
U-Net with embedded GCN 3.56 10.54 3.65 11.66 3.67 12.78
RD-GAN 3.58 10.58 3.67 11.72 3.69 12.82
RD-Graph-U-Net-GAN (proposed approach) 3.60 10.77 3.70 11.88 3.85 12.86

4.4.1. Beamformer Baselines for Performance Comparison

In this section, an overview of the state-of-the-art beamformer approaches is presented.
The proposed approach is compared with these approaches for target speech enhancement
under reverberant conditions involving moving sources. The evaluated baseline beamform-
ers can be denoted by time invariant MVDR (TI_MVDR), online MVDR (online_ MVDR)
involving online computation of SCM, block MVDR (BLK_ MVDR) involving block-wise
processing of time-varying SCM, direction-of-arrival (DOA)-based MVDR (DOA_MVDR)
baseline, mask-based MVDR using attention mechanism (ATT_MASK_ MVDR), residual
dense GAN-based beamformer (RD-GAN) [25] and GCN-based MVDR (GCN_ MVDR).
Outlines of such beamformer baselines can be obtained from [8,25,29].

TI-MVDR Beamformer Baseline

The TI_MVDR system computes the SCM in a time-invariant fashion, where the
assumption is that the transfer function is static within an utterance. The time-invariant
SCMs can be computed as follows:

Φv
f = ∑T

τ=1
1

∑T
τ′=1 mv

τ′ ,f
mv

τ,f.Yτ,f.YT
τ,f (43)

In (43), the term Yτ,f.YT
τ,f can be represented by Ψv

τ,f, which can be referred to as an
instantaneous SCM (ISCM) at the T-F bin. The term mv

τ′ ,f ∈ [0, 1] represents the T-F mask.
In (43), the superscript v ∈ {S, N} denotes the indices of speech (S) and noise (N).

Online MVDR Beamformer Baseline

The online_MVDR system involves the application of a recursive approach to compute
a time-varying (T-V) SCM, Φv

t,f. Such an approach can lead to the computation of SCMs
for the MVDR beamformer in an online manner. The recursive computation of the online
SCMs can be expressed as follows:

Φv
t,f = α.Φv

t−1,f + Ψv
t,f = ∑t

τ=1 αt−τ .Ψv
τ,f (44)

The online_MVDR approach enables the computation of SCMs as well as MVDR beam-
former weights at each time frame, which in turn allows for the tracking of a speech source.

Block MVDR Beamformer Baseline

The BLK_MVDR system involves the computation of SCM corresponding to each time
block of the signal into which it is divided. The block-wise computation of the time-varying
SCMs can be expressed as follows:

Φv
t,f = ∑t+L

τ=t−L
1

∑t+L
τ′=t−L mv

τ′ ,f
.Ψv

τ,f (45)
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In (45), the term L denotes the block-size parameter and (2L + 1) frames were utilized
for the computation of SCM for each block.

DOA-Based MVDR Beamformer Baseline

The DOA_MVDR system computes the steering vector from the DOA information
which can be expressed as follows:

ht,f = [ej 2πf
υ τ1 , ej 2πf

υ τ2 . . . ej 2πf
υ τC ]

T
(46)

In (46), ht,f denotes the beam steering vector, υ the speed of sound waves, and τC the
propagation delay w.r.t origin for microphone indexed C. The steering vector is constructed
from the DOA information and can be used to construct SCM corresponding to speech
signal, which can be utilized in the MVDR beamformer formulation. A baseline beamformer
can be constructed utilizing the a priori known DOA information with which performance
of other beamformers may be compared in acoustic scenarios involving speech sources
in motion.

Mask-Based MVDR Beamformer Baseline Based on Attention Mechanism

The details of this work can be obtained from [8]. In this sub-section, a brief overview
of the approach behind this baseline beamformer is included. The baseline beamformer
in [8] involves a generalized approach to the computation of SCMs for moving speech
sources, which can be interpreted as the weighted sum of ISCMs, weighted by attention
weights. A self-attention-based neural architecture is utilized to predict these attention
weights. The procedure to compute the attention weights involves processing the vectorized
ISCMs by a neural network architecture, which can be expressed as follows:

{
ct

υ

}T
t=1

= F υ({Ψv
t,f}T

t=1;Pυ) (47)

In (47),
{

ct
υ

}T
t=1

represents the attention weights, F υ(.) the neural architecture oper-

ation,
{

Ψv
t,f

}T

t=1
the ISCMs and Pυ the parameters of the neural architecture. Once the

attention weights are constructed, they are utilized to compute the SCMs which then help
to compute the MVDR beamformer weights. In [8], it has been pointed out that the efficacy
of this approach lies in the ability of the self-attention-based neural architecture to predict
the attention weights which facilitate the accumulation of ISCMs from a similar direction
while making it possible to track a speech source.

Apart from the abovementioned baseline beamformers, the ‘gcn_mvdr’ baseline
beamformer is presented in [29], which involves the incorporation of a GCN module within
the neural architecture. Such an approach helps in the exploitation of spatio-temporal and
spectral information in a flexible manner.

Performance comparisons between the proposed approach and other state-of-the-art
neural approaches on simulated RIRs are presented in Tables 7 and 8. Table 7 presents
the performance comparison in terms of speech dereverberation, whereas Table 8 presents
the performance comparison in terms of speech separation on simulated RIRs. Moreover,
evaluation of the proposed approach on recorded RIRs is also presented in Table 9.
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Table 8. Performance comparison of different approaches for speaker separation under 3 different
levels of reverberation.

Method RT60 = 550 ms RT60 = 250 ms RT60 = 50 ms

ESTOI
(%)

PESQ
SI-SNR

(dB)
SDR
(dB)

ESTOI
(%)

PESQ
SI-SNR

(dB)
SDR
(dB)

ESTOI
(%)

PESQ
SI-SNR

(dB)
SDR
(dB)

MS-GLMB
filter-assisted DS 47.63 1.81 −2.60 1.40 63.88 2.23 3.71 6.27 68.80 2.32 5.96 8.06

TI-MVDR 40.53 1.74 −5.42 0.24 40.77 1.89 −2.87 2.71 41.95 1.89 −3.49 2.28
Online-MVDR 45.20 1.79 −4.06 1.00 55.57 2.05 −0.89 4.14 52.78 1.99 −1.85 3.47

MS-GLMB
filter-assisted MVDR 56.80 2.02 0.46 3.76 79.23 2.75 8.31 10.86 79.71 2.75 7.95 10.72

DOA-MVDR 40.70 1.76 −4.68 0.94 54.91 2.26 −1.44 4.28 50.00 2.16 −2.14 3.55
Mask-MVDR with
self-attention 46.74 1.84 −3.48 1.61 59.59 2.25 −0.22 5.02 54.00 2.10 −1.82 3.54

U-Net with embedded
GCN 72.32 2.56 2.03 5.97 75.10 2.67 3.36 7.58 78.71 2.78 5.87 9.44

RD-GAN 46.99 1.87 −3.14 1.40 58.22 2.16 −1.19 3.06 60.65 2.24 0.25 3.96
RD-Graph-U-Net
(proposed approach) 75.00 2.70 2.16 6.12 79.60 2.88 3.77 7.80 80.50 2.90 5.96 9.66

Table 9. Evaluation of proposed approach on recorded RIRs.

Method
Office Room

(RT60 = 0.52 s)
Corridor

(RT60 = 1.25 s)

PESQ ESTOI (%) PESQ ESTOI (%)

RD-Graph-U-Net (proposed approach) 3.06 77.40 2.56 75.58

MS-GLMB filter-assisted MVDR 2.77 74.46 2.25 72.23

Mask-MVDR with self-attention 2.85 75.56 2.36 73.39

U-Net with embedded GCN 2.84 75.32 2.29 72.78

4.4.2. Performance Comparison of Proposed Approach on Simulated and Recorded RIRs

From Table 7, it is evident that the proposed approach of the residual dense Graph-U-
Net, assisted by MS-GLMB filtering, outperforms the other state-of-the-art approaches of
target speech enhancement under reverberant conditions, when the sources are in motion
with intermittent speech activity. This is because the spectro-spatial features extracted
by the MS-GLMB filtering framework provides training data for the proposed neural
architecture by incorporating the effects of reverberation and motion of the sources, which
helps the proposed neural architecture to learn the mapping from input spectro-spatial
features to the target source-specific mask better than other approaches where a motion
model of the speech sources is not considered.

In Table 8, ESTOI, PESQ, SI-SNR and SDR are used as the evaluation metrics of
choice. Compared with STOI, ESTOI provides a more comprehensive assessment of the
intelligibility of enhanced speech by considering additional factors such as additive and
convolutional distortions that are commonly encountered in real-world scenarios.

As observed from Table 8, the TI_MVDR cannot handle the moving sources well
because the estimated SCMs by TI_MVDR are time-invariant in nature, which causes the
beamforming filter coefficients to also be time invariant. The online_MVDR method does
appear to track moving sources but, in this approach, the tracking seems to depend on the
forgetting factor that is responsible for providing exponentially less weight to the older
ISCMs. Therefore, it is cumbersome to tune this parameter in order to offer optimal per-
formance for various acoustic conditions that may arise during movements of the speech
sources. The BLK_MVDR approach also suffers from sub-optimal performance due to the
challenge involved in tuning the block sizes during online SCM computation. Because,
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during online operation, the objective is to perform beamforming based on an adequate
number of signal samples received within a short time interval, it is challenging to tune
the block size of received signals so as to provide optimal performance with this approach.
The DOA_MVDR baseline approach serves as a benchmark for evaluating the performance
of other beamforming approaches whereby an ‘oracle’ approach is designed with a priori
knowledge of the DOAs. While it helps in performance evaluation, in practical scenarios,
perfect knowledge of the DOAs cannot be obtained a priori because the estimated DOA
information will be contaminated by noise imperfections. Finally, the mask-based MVDR
beamformer approach with self-attention neural architecture seems to provide good perfor-
mance under source movements due to the capability of the self-attention-based neural
architecture to focus on a particular DOA direction. However, all of these beamforming
approaches suffer from the assumption of a fixed cardinality of the sources, whereas the
cardinality of the speech sources may vary due to the appearance and disappearances of
the sources at different time frames within the acoustic environment. Due to the random
nature of the cardinality, the MVDR beamformer needs to be dynamic in nature in order to
be able to accurately steer the beam towards the target source while directing nulls towards
the interfering sources at different time frames. In this regard, the proposed approach
seems to outperform other state-of-the-art approaches of speech enhancement using DL
techniques under reverberant conditions when all the sources are in motion. While the
MS-GLMB-assisted source tracking helps in target source tracking across the time frames,
the presence of dense convolutions with residual blocks in the neural architecture helps
to cancel the noise better than conventional convolutional modules in the U-Net architec-
ture. Moreover, the presence of GCRNN in the bottleneck of the overall U-Net helps to
exploit the implicit information, such as spatial and temporal-spectral information, in a
more flexible manner as compared with conventional methodologies. Speech enhance-
ment methods based on conventional beamforming are sensitive to the motion of acoustic
sources, which explains why the performance of the conventional GSC-based beamformer
degrades in dynamic conditions. Estimation of the time-varying statistics, using labelled
RFS-based algorithms and DL architectures, within the conventional beamforming pipeline
(such as GSC-MVDR) lead to improved speech intelligibility and speech quality than the
approaches without labelled RFS and DL methodology. This can be attributed to the fact
that the labelled RFS-based algorithms provide a powerful framework to model the motion
of the sources, which in turn leads to better construction of the dataset by considering
the effects of time-varying interference and multipath impairments such as reverberation
with higher accuracy. From Tables 7 and 8, it is evident that the performance of the inte-
grated MS-GLMB filtering-assisted neural beamforming is superior to other neural speech
enhancement methods under reverberant conditions when the sources are in motion.

Unlike the results in Tables 7 and 8, which were based on simulated RIRs, in this sub-
section, we outline the results of the application of the proposed approach to recorded RIRs.
The Aachen impulse response (AIR) [57] database is used for selecting the recorded RIRs, in
this case two RIRs, recorded from office and corridor environments and with RT60 = 0.52 s
and 1.25 s respectively. Moreover, noise samples from the DEMAND database were added
to these RIRs to create a noisy, reverberant dataset at a low acoustic SNR of 0 dB.

As observed from Table 9, the proposed neural approach also outperforms other
methods of speech enhancement in terms of objective quality metrics under recorded RIRs.
This indicates that the proposed method is also able to generalize well to recorded RIRs,
under noisy conditions.
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4.4.3. ANOVA Analysis

In this sub-section, we confirm the significance of the results achieved using the
proposed speech enhancement approach over other methods using the analysis-of-variance
(ANOVA) approach. The statistical tests were conducted at a 95% confidence interval.
The differences between achieved ESTOI and PESQ using the proposed method and other
approaches are considered to be significant if the probability value denoted by the p-value
is less than 0.05 and if the F-value of the Fisher–Snedecor distribution (also referred to as
the F-distribution) is higher than its critical value (F-critical). Table 10 presents the results
of the statistical test at a 95% confidence interval with the value of F-critical at 4.10.

Table 10. ANOVA analysis of speech enhancement methods at 95% confidence interval.

Speech Enhancement Approach PESQ ESTOI

p-Value F-Value p-Value F-Value

Proposed approach -> noisy speech 0.001 50.25 0.001 54.24

Proposed approach -> MS-GLMB filtering-assisted MVDR beamformer 0.023 12.17 0.042 09.45

Proposed approach -> mask MVDR with self-attention 0.021 20.07 0.031 15.15

Proposed approach -> U-Net with embedded GCN 0.012 14.76 0.039 12.15

From the results presented in Table 10, it is clear that the results are statistically
significant, and that the proposed approach consistently outperforms prior state-of-the-art
approaches in terms of speech intelligibility and quality (represented by ESTOI and PESQ
metrics, respectively).

4.4.4. Ablation Study

In order to investigate the contribution of different components in the proposed neural
speech enhancement architecture, in this sub-section we conduct an ablation study. In this
study, we compare variants of the proposed speech enhancement approach whereby the
results are presented in Table 11.

Table 11. Results of ablation study.

Method RT60 = 550 ms RT60 = 250 ms RT60 = 50 ms

PESQ ESTOI PESQ ESTOI PESQ ESTOI

Proposed approach 2.70 75.00% 2.88 79.60% 2.90 80.50%

w/o GCRNN block in skip connections 2.65 72.60% 2.84 76.70% 2.87 78.40%

w/o Residual block in encoder and decoder 2.57 69.50% 2.75 72.22% 2.78 76.32%

w/o Discriminator 2.67 74.43% 2.85 77.45% 2.89 79.20%

In Table 11, the PESQ and ESTOI values corresponding to variants of the proposed
approach are listed, and these clearly demonstrate the superior performance achieved
by the proposed approach. The entry ‘w/o GCRNN block in skip connections’ indicates
that the GCRNN blocks were removed from the skip connections of the overall U-Net
architecture, while including the GCRNN in the bottleneck layer of the U-Net. There is a
decrease in PESQ value by 0.05 for the reverberation time RT60 of 550 ms after the removal
of the GCRNN blocks from the skip connections, which is due to reduction in feature
extraction capability of the neural architecture. As the GCRNN block in the bottleneck
layer is still left unchanged, some degree of flexibility in the exploitation of spatiotemporal
and spectral information is still maintained. There is also a slight reduction in ESTOI
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value due to removal of the GCRNN blocks from the skip connections, which indicates
a slight reduction in speech intelligibility. The entry ‘w/o Residual block in Encoder
and Decoder’ in Table 11 indicates the removal of residual blocks from the encoder and
decoder pathways of the U-Net architecture while keeping other components intact. It
is evident that the removal of residual blocks leads to loss of feature preservation in the
overall neural architecture, which is why the PESQ and ESTOI values become diminished.
The entry ‘w/o Discriminator’ refers to the case in which the discriminator of the GAN
framework is removed. As expected, the PESQ and ESTOI values are reduced as compared
with the original proposed approach, as the non-GAN neural framework is incapable of
discriminating between the original desired signal and the noisy received signal at the
input and is also prone to adversarial conditions.

5. Discussion

The MS-GLMB filtering can solve the space-time permutation problem. Hence, its
application in the source tracking-assisted beamforming procedure is useful to generate
the labels (i.e., identities) of the multiple sources, along with their location estimates, across
all of the time frames, with high accuracy even under low SNR and high reverberation and
while sources change their positions and speak intermittently. The estimated labels are
instrumental in correctly discriminating between the target speech source and interferers,
which facilitate the construction of time-varying MVDR beamformers and subsequent T-F
mask corresponding to the target source. This in turn can enhance the target speech in a
dynamic manner within each time frame, even under the combined effect of imperfections
caused by the sources’ motion, reverberation and background noise. The T-F masks thus
generated form an effective target label set for the proposed neural architecture, which
is robust to imperfections caused by background noise, reverberation and motion of the
sources. As an appropriate motion model such as the Langevin model is considered in
modelling the motion of the sources while implementing the MS-GLMB filter, the dynamic
changes in positions of the mobile sources are accounted for, which is reflected in the
training procedure of the proposed residual dense Graph-U-Net-based neural speech
enhancement model. In prior works concerning speech enhancement using deep neural
architectures [8–30], the dynamics of the sources in motion using appropriate motion
models were not considered, which is why the state-of-the-art deep neural architectures
employed in prior research works may not provide satisfactory performance under the
combined effect of imperfections caused by reverberation, noise and interfering sources.
As evident in this work, the label generation procedure for training the neural architecture
considers the sources’ motion, whose trajectories possess different start and termination
points as well as different velocities. Moreover, the circumvention of the space-time
permutation problem by the MS-GLMB filtering leads to correct discrimination between
the target source and the interfering sources across all of the time frames, which in turn
assists the training label generation procedure to generate the T-F masks with high accuracy.
The proposed neural framework effectively learns the mapping from the spectrograms
corresponding to a received multichannel reverberant mixture of speech signals belonging
to the multiple sources at different spatial positions to the T-F mask corresponding to the
target source. Through this overall procedure, the knowledge about the sources’ spatial
information, as well as the dynamic beamformer’s operation within each time frame, are
implicitly included within the training procedure of the proposed neural framework, which
enables the trained version to generalize to unseen conditions such as different RIRs, SNRs
and variations in the sources’ motion. While the research work outlined in [18–20], relying
on “complex spectral mapping,” as well as the research works in [14,15], aim to predict
the target source-specific mask to enhance the target speech, as mentioned earlier they
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do not consider the motion of the sources, nor do they consider the random nature of
the cardinality of the sources while training the respective neural architectures. Hence,
compared with those approaches, the approach presented in this article performs better
under dynamic conditions.

As pointed out in [19,25,42,43], the goal of dense connections is to maximize the
information processing from all layers, whereas the inclusion of residual connections leads
to an improved utilization of information as well as preservation of signal integrity. The
combination of dense and residual connections leads to the formation of the residual dense
block which improves the network efficiency. This in turn ensures an enhancement in the
fusion of feature information. While similar approaches of target speech enhancement
using GCN have been reported, this work embeds a GCRNN module in a residual dense
convolutional U-Net framework, which is different from the neural architectures adopted
in [27–29].

6. Application Scenarios of the Proposed Approach

In this sub-section, we outline a few applications for which the proposed speech
enhancement approach can be leveraged.

6.1. Applications in Conferencing Scenarios

During video conferencing, the quality of speech can become severely degraded due
to background noise, reverberation, the number of recording microphones, the geometry of
the microphone array, the acoustic and circuit design of the microphone arrays, the interfer-
ence due to speakers, etc. [58]. Therefore, speech enhancement is a critical component of
the overall speech processing system and plays an important role in video conferencing
applications. As compared with a microphone placed very close to a speaker, microphone
arrays offer better speech intelligibility by offering significant directional gain as well as
effective noise reduction, thereby leading to an improvement in overall audio experience
for the participants in the conference. Due to the motion of the speakers, it is necessary to
track them and switch the focus towards the desired speaker in a dynamic manner. For
this reason, microphone array-based speech enhancement techniques which incorporate
localization and tracking methods are ideal for ensuring clear and intelligible communi-
cation in conference rooms, rooms which involve participants changing their positions
or intermittently speaking from different locations. The proposed approach in this paper
involves multiple microphone arrays with an MS-GLMB filtering algorithm to track the
speakers and deep neural architecture-based speech enhancement. Such an approach can
be leveraged to dynamically enhance the targeted speech in a conference environment.

6.2. Applications in Assistive Listening Devices

The proposed approach can be leveraged to assistive listening devices such as hearing
aids in order to improve the overall audio experience of the listener. Due to the distributed
nature of the multi-microphone array configuration used in this work, it possesses the
advantages of spatial diversity, enhanced noise reduction performance, and flexibility of
placement. Spatial diversity indicates the placement of microphones at different positions
which can enable the speech enhancement system to distinguish between the speech
emanating from the target source and interfering signals and noise arriving from different
directions. This can, in turn, help the system to isolate and enhance the desired speech signal
while suppressing undesired components. The enhanced noise reduction performance
can be attributed to beamforming, which helps to focus on a speech signal arriving from
a specific direction while suppressing other directions. Finally, owing to its distributed
nature, the microphone array elements can be flexibly placed across the user’s clothing,
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or they can be distributed across the indoor environment, so as to effectively capture the
acoustic signals from different directions [59]. The proposed approach, if leveraged to a
distributed microphone array-based hearing aid application, can localize the speech source-
of-interest at each time frame and improve the intelligibility of speech by performing
dynamic beamforming-based target speech enhancement.

6.3. Applications in Automatic Speech Recognition for Speakers in Motion

Automatic speech recognition is a crucial step in the overall speech processing pipeline,
one which requires the application of appropriate speech enhancement technique to im-
prove speech intelligibility. This is most critical in scenarios involving moving speakers
who change their positions across different time frames while speaking intermittently. The
movement of speakers introduces additional challenges, such as changing acoustics, noise,
as well as motion-induced acoustic impairments which hamper accurate recognition of the
received speech signal. Automatic speech recognition is an important procedure in speech
transcription systems [60]. The proposed technique can be leveraged to such scenarios
where the source tracking assisted neural beamformer can effectively isolate the desired
speech component from the interference signals, thereby leading to better recognition of
the target speech as well as better transcription.

7. Conclusions

In this research work, a deep neural architecture for enhancing the target speech under
reverberant conditions is proposed, whereby the training labels are created by exploiting
the spatial information of the sources across all of the time frames using MS-GLMB filtering.
Such an approach helps to correctly discriminate between the target source and interfering
sources and the overall methodology demonstrates better performance in scenarios in
which the sources are in motion than state-of-the-art neural speech enhancement meth-
ods which do not employ MS-GLMB filtering. The positive outcome of the proposed
methodology lies in the incorporation of the spectro-spatial information within the train-
ing procedure of the neural architecture, which enables the trained neural architecture to
directly predict the desired T-F masks from the input magnitude spectrograms even under
“un-seen” acoustic conditions, such as different RIRs, SNRs and sources’ motion, which
were not included in the training phase.

8. Future Work

As mentioned in the article, the methodology exploits the SRP-PHAT-based acoustic
measurements for constructing the measurement set for the MS-GLMB filter. While the
tracking performance is generally good in the presence of noise and reverberation, it can
be further improved by modeling the SRP-PHAT computation by a suitable deep neural
architecture. Such a neural SRP approach can provide increased noise immunity to the
localization and tracking procedure, which can lead to improved reliability under sources’
motions as well as background noise and reverberation. This in turn can lead to better
target source separation by the MVDR beamformer module.

The proposed neural architecture can be leveraged in audio-visual information-guided
target speech enhancement, where the visual tracking of the target speech source can be
assisted by a neural acoustic localization. Such a neural localization framework can benefit
from the residual dense convolutional Graph-U-Net applied in this work. Moreover,
the proposed neural framework can also be incorporated within the audio-visual speech
enhancement module.
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Abbreviations

DL Deep learning
MVDR Minimum variance unbiased response
GAN Generative adversarial network
MS-GLMB Multi-sensor generalized labeled multi-Bernoulli
RFS Random finite set
T-F Time–frequency
SNR Signal-to-noise ratio
CSM Complex spectral mapping
FoV Field of view
GCRNN Graph convolutional recurrent neural network
RDN Residual dense network
SRP-PHAT Steered response power phase transform
IPD Inter-microphone phase difference
TV Time-varying
GSC Generalized side-lobe canceller
GSP Graph signal processing
GCN Graph convolutional network
CM Contiguous memory
LFF Local feature fusion
ReLU Rectified linear unit
IN Instance normalization
k-NN k-nearest neighbors
LSTM Long short-term memory
SI-SNR Scale invariant signal-to-noise ratio
MSE Mean square error
ISM Image source method
RIR Room impulse response
ESTOI Enhanced short time objective intelligibility
PESQ Perceptual evaluation of speech quality
SDR Signal-to-distortion ratio
TI-MVDR Time invariant minimum variance unbiased response
SCM Signal covariance matrix
ISCM Instantaneous signal covariance matrix
AIR Aachen impulse response
ANOVA Analysis-of-variance
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Abstract: Glide-symmetric double-corrugated parallel-plate waveguides (GS-DCPPWs)
have essential technical properties such as an electromagnetic bandgap, lower dispersion,
and the ability to control the equivalent refractive index. For this reason, a fast and simple
analysis and design of GS-DCPPW structures have great importance to improve related
microwave systems. This paper introduces a novel design methodology based on the
auxiliary functions of generalized scattering matrix (AFGSM) for the dimensional synthesis
of GS-DCPPWs. We test the applicability of the AFGSM method on a variety of numerical
examples to determine the passband/stopband regions of single and GS-DCPPWs before
applying the design procedure. Certain design specifications are chosen, and unit cell
dimensions are constructed in accordance with the proposed design technique. Three
design scenarios are considered to assess the success of how well the design criteria can be
met with the proposed method. The designed unit cells have been periodically connected
in a various finite numbers to create periodic filters as a test application for adjusting
the electromagnetic bandgap. The success of the periodic GS-DCPPW filters obtained
with the proposed design strategy in meeting the specified design requirements has been
tested using full-wave electromagnetic simulators (CST Microwave Studio and HFSS). The
results indicate that the combined use of the equivalent transmission line circuit and the
root-finding routine provided by the proposed method facilitates rapid, efficient, versatile,
and approximate designs for corrugated parallel-plate waveguides. Moreover, the design
methodology provides the viability of developing a minimal unit cell and a compact
periodic filter performance with respect to the literature counterparts.

Keywords: corrugated parallel-plate waveguides; dimensional synthesis; glide symmetry;
periodic filter design

1. Introduction

Electromagnetic propagation properties of periodic structures have been the subject
of extensive investigation for decades [1–10]. These structures include properties like
how waves move forward and backward and how fast and slow they are, as well as
the presence and effect of bandgaps [11–14]. The examination and elucidation of these
characteristics of periodic structures across many geometric models maintain the relevance
of this subject [5,7,9,11–13]. These significantly higher technical properties have established
their role in critical applications, which include antennas, frequency-selective surfaces,
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filters, and metasurfaces [14–19]. Essentially, periodic structures can be employed in filters
to establish stopbands and attain multiple pass and stopband characteristics through the
exploitation of degrees of freedom [14–16]; in antennas to facilitate wide-angle scanning
and enhance radiation efficiency across an extensive frequency range [17]; in metasurfaces
to direct electromagnetic waves and transform them into various wave configurations
with specified attributes [18]; and in frequency-selective surfaces to generate passband
and stopband regions, expand operational bandwidth, and improve polarization converter
performance [19]. These components are indispensable to various devices utilized in
microwave and millimeter-wave applications.

In recent years, the analysis, design, and investigation of periodic structures with
higher symmetries in microwave applications have gained prominence [20–25]. The uti-
lization of these symmetries in periodic structures began 50–60 years ago [1,26–28]. Glide-
symmetric periodic structures, applicable to various geometries [21,26,29–37], have been
extensively studied by researchers due to their outstanding performance in reducing disper-
sion, controlling bandgaps and bandwidth, and adjusting the equivalent refractive index for
particular applications [22,27]. One of the geometries that implement glide symmetry com-
prise corrugated parallel-plate waveguides (CPPWs). These structures are frequently em-
ployed in the development of broadband microwave devices [17,28,38,39]. When making
microwave devices with CPPW periodic structures that have glide-symmetric corrugations,
it is important to first figure out the structure’s dispersion diagram. A dispersion diagram
provides critical insights into the attenuation and phase connection of the structure [40].

Recent analyses of dispersion diagrams for these structures have been extensively per-
formed through mode-matching techniques, method of moments, frequency domain, and
eigenmode solvers of full-wave electromagnetic simulators, as well as their corresponding
designs [29,32,36,41–44]. Mode-matching formulations have been used in [29,41] to inves-
tigate the dispersion characteristics of glide-symmetric periodic structures. Conversely,
these methodologies are inadequate for elucidating the physical comprehension of the
impact of glide symmetry on the periodic structure. In frequency domain solvers, network
parameters (scattering (S)-parameters, ABCD parameters) of the unit cell of the periodic
structure are determined using multimodal excitation, and the dispersion diagram of the
periodic structure is derived by substituting the obtained parameters into the eigenvalue
equation [4,5,45]. Despite the complex geometry of the periodic structure, it is feasible to
precisely derive the dispersion diagram by analyzing the behavior of the eigenvalues using
these methods. Nevertheless, full-wave simulators result in excessively prolonged calcu-
lation durations. Consequently, investigating and proposing the bandgap characteristics
of glide-symmetric parallel plate waveguides using simple and effective computational
techniques can drastically reduce design time.

An equivalent circuit model has been recently introduced for the analysis of CPPWs
featuring glide-symmetric corrugations [36]. This equivalent circuit model allows for the
assumption that in the regions excited by discontinuities, only the dominant mode is
propagated inside a periodic structure among an infinite set of higher-order modes [46].
This circuit model is a rapid and effective method that calculates the ABCD parameters
of the unit cell and produces dispersion results that are comparable to those of full-wave
simulators for a broad spectrum of geometrical parameters [36]. By deriving the circuit
model of this structure [36] and obtaining the ABCD or S-parameters from the circuit
model, the dispersion diagram of the model can only be obtained by solving the eigenvalue
equations specified in [5,36]. Moreover, the auxiliary functions of generalized scattering
matrix (AFGSM) method [5] is an extremely successful alternative technique that identifies
passband and stopband regions of periodic structures by analyzing the zero crossings of
auxiliary functions. This method, explained in detail in [5], does not need to solve the
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eigenvalue equation (EE). A significant reduction in computation load can be achieved in
this way for controlling bandgaps of periodic structures. It has been previously applied in
numerous applications, including rectangular waveguides [5,14], photonic crystals [47],
and helix slow-wave structures [14,48], to determine the passband/stopband regions of
periodic structures and unit cell designs. To the best of our knowledge, the AFGSM method
has not been applied to the analysis, design, and investigation of CPPW structures with
glide-symmetric corrugations.

This study proposes a novel design procedure for one-dimensional glide-symmetric
double CPPW structures based on the AFGSM method in the open literature. Firstly, we
performed analyses to test the effectiveness of the AFGSM method in determining the
passband/stopband regions in the considered structures. We compared the results of each
analysis with the eigenvalue equation. The next stage involved selecting design require-
ments and obtaining unit cell designs through dimensional synthesis using the proposed
method. This method can yield numerous unit cell dimensions that align with the same
design requirements. We evaluated the filtering performances of final designs using finite
periodic implementations to understand whether optimal unit cell dimensions determined
by the AFGSM method meet the design requirements. The full-wave electromagnetic
simulators (HFSS and CST Microwave Studio) were used for testing the filtering perfor-
mances of unit cells designed with the AFGSM method. We compared the performance of
filters designed using the proposed design procedure with the reported literature. One of
the main contributions is that we provide here a different perspective to gather network
parameters of CPPW structures by using the equivalent transmission line model with their
scattering matrices. Graphical illustrations of EE and AFGSM methods of single and glide-
symmetric double CPPW structures were compared for the analysis and design stages.
Other contributions can be explained from the analysis and design results, demonstrating
that the presented method can be efficiently utilized for observing the electromagnetic
bandgap of CPPWs. The proposed design method that obtains the unit cell’s S-parameters
using an equivalent circuit model is more fruitful than those in the literature, which utilize
full-wave electromagnetic solvers for gathering S-parameters [44,45]. Another important
contribution in this study is providing the ability to minimize the glide-symmetric DCPPW
unit cell design for compactness via the AFGSM method. Additionally, the auxiliary func-
tions provide a fast design advantage in determining the passband/stopband regions in
the structures under examination. The next sections present important information about
how to easily use single and glide-symmetric double CPPW periodic structures to find
the electromagnetic bandgap and bandwidth using the AFGSM method. The sections also
discuss the use of these structures to create a periodic filter using the proposed method as
an example application.

2. Materials and Methods

Theory and Design Strategy

Figure 1 demonstrates single and glide-symmetric double CPPW structures. As men-
tioned in [36], if h2 = h3 and m = p/2, the unit cell has glide symmetry, as demonstrated
in Figure 1. Full-wave electromagnetic simulators are capable of modeling these structures
to derive their dispersion characteristics. On the other hand, the longitudinal transmission
line model for these geometries is presented using the circuit model described in [36], as
shown in Figure 2. The circuit approach developed by Marcuvitz, with detailed information
provided in Appendix A and in [49], was utilized for the circuit structure pertinent to this
problem. This methodology combines the circuit model from Figure 2 with the necessary
parameters from Appendix A, resulting in terminals for single and double corrugations
with a short circuit configuration. The phase constant of single Floquet mode supported
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by the unit cell of the periodic structure under consideration can be determined using the
following equation [36]:

cos (βx p) =
A( f ) + D( f )

2
= A( f ). (1)

The parameters βx, p, A( f ), and D( f ) in Equation (1) represent the Floquet phase
constant associated with the periodic structure with respect to the x direction, the unit
cell’s period, and the matrix elements A and D, which is a function of frequency and of
the ABCD matrix referring to the unit cell, respectively. This study will investigate the
scattering matrix representation of the unit cell in both the input and output reference
planes. We will determine the scattering matrix for each structure in the circuit model
inside the unit cell, as illustrated in Figure 2. As shown in Figure 1, the next step is to
stack the scattering matrices of these structures on top of each other to get the full set of
S-parameters for the corrugated waveguides’ periodic structure. Figure 2 demonstrates the
representations of subcircuits. The scattering matrices of the block structures can be seen to
cascade from the first block (S1) to the last block (S5), ending with the scattering matrix
of the whole structure. S matrices of all models given in Figure 2a,b are explained in the
Appendix A. The phase constant for the structure’s dominant mode can be found using the
eigenvalue equation given below [5] after obtaining the unit cell’s S-parameters:

cos (βx p) =
1 + S2

11 + S2
21

2S21
. (2)

The two parameters S11 and S21 in Equation (2) indicate the scattering parameter
components of the unit cell. Full-wave simulators can accomplish multimodal excitation
for the unit cell. We can utilize the generalized scattering matrix elements from full-wave
simulators to determine the passband and stopband regions of the periodic structure within
the following equation [5]:

[
I −S11

0 −S12

][
b1

a1

]
+ λ

[
−S12 0

−S22 I

][
b1

a1

]
= 0. (3)

The AFGSM method can be used for finding band edge frequencies in a symmetric
unit cell structure in the case of multimode excitation, and it is described in the literature
with the equation below [5]:

X f ull
± = 2 Im(Sn,n ± Sn,n+P)−

P

∑
k=M+1

|Sn,k ± Sn,k+P|2 = 0. (4)

There are a total of P modes, with M and P − M being the number of propagating
and non-propagating modes in the waveguide used in Equation (4). Si,j is the generalized
scattering matrix element, and n is the input port that corresponds to the dominant propa-
gating waveguide mode. Single-mode propagation can occur when using the circuit model
of the CPPW structure given in Figure 2. Furthermore, the reduced form of Equation (4) can
be written taking into account the equivalent transmission line model only for P = M = 1
and n = 1 [5]:

X± = 2 Im(S1,1 ± S1,2) = 0. (5)

All notations are listed in Appendix B. Equation (5) can only be used for the dominant
mode, not including higher-order mode interaction. Despite the fact that some deviations
from the design objectives can occur in periodic filter design [50], the circuit model can be
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utilized for rapidly computing the dimensions of unit cells. The designer can significantly
reduce computational burden by solving Equation (5) using the root-finding routine, as
opposed to using the fine frequency sweeps of Equation (2) to derive the dispersion diagram
of glide-symmetric double CPPWs. This fast approach reduces the size of the design space
and provides a simple and approximate design method. Unit cell analysis is important for
analyzing the dispersion diagram of the periodic structure and establishing approximate
solutions. In addition, the finite number of unit cells examined gives the designer an
important insight into the compatibility of the passband/stopband regions of the periodic
structure and its filtering behavior. Based on this information, the applicability of the
AFGSM method for the unit cell analysis of corrugated PPW structures and the dimensional
synthesis of such filters will be tested. Firstly, Equation (5) is applied to determine the
passband/stopband regions of a single corrugated PPW, and then the dimensional synthesis
of the same structure in accordance with the design requirements is performed. A similar
process will be applied for the analysis and dimensional design of glide-symmetric CPPWs.
In this context, the following design strategy has been established:

• Step 1: Select single/glide-symmetric double CPPW model and start appropriate unit
cell configuration.

• Step 2: Constrain the design space so that the dimensional parameters of the unit cell
based on the circuit model given in Figure 2 are in the appropriate range.

• Step 3: Modify the dimensions in the limited design space obtained in Step 2, and de-
termine the appropriate unit cell parameters satisfying the given design requirements
employing Equation (5).

• Step 4: Connect the designed unit cells back-to-back a finite number of times to meet
the design requirements and obtain the filter responses with full-wave simulators.

(a)

(b)

Figure 1. Unit cell geometries of 1D corrugated parallel-plate waveguides. (a) single CPPW ; (b) glide-
symmetric DCPPW.
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(a)

(b)

Figure 2. Equivalent circuit model of (a) single-corrugated and (b) glide-symmetric double-
corrugated PPW structures.

3. Results and Discussion

3.1. Numerical Examples

We first investigate the applicability of the AFGSM method for determining the pass-
band and stopband regions of corrugated PPW structures. The final phase is dimensional
synthesis in accordance with the design objectives. Figures 3 and 4 serve as analysis ex-
amples to evaluate the efficacy of the AFGSM method in distinguishing passband and
stopband regions including not only wide but also narrow stopbands inside single and
glide-symmetric double-corrugated PPW structures. Parametric details of Figure 3a,b are
given with εr = 1, p = 6 mm, h1 = 3.5 mm, h2 = 4.33 mm, a = 5.1 mm, and b = 0.45 mm
and εr = 1, p = 9 mm, h1 = 6 mm, h2 = 1 mm, a = 1 mm, and b = 4 mm, respec-
tively. All parameter values of Figure 4a,b are taken as εr = 1, p = 6 mm, h1 = 3.5 mm,
h2 = h3 = 15 mm, a = 3 mm, and b = 1.5 mm and εr = 1, p = 9 mm, h1 = 10 mm,
h2 = h3 = 1 mm, a = 0.5 mm, and b = 4.25 mm, respectively. The first and second stop-
bands of the periodic structure are obtained by applying the eigenvalue equation to the
wide stopband example in Figure 3. These stopbands are located within the ranges of
12.14–19.58 GHz and 29.89–37.26 GHz, respectively. The AFGSM method yields the band
edge frequencies of 12.136 GHz, 19.584 GHz, 29.881 GHz, and 37.263 GHz, respectively.
The AFGSM method identified the band edges with a maximum difference of 6 MHz,
which coincides with the results derived from the eigenvalue equation. Figure 3b presents
a narrowband example, indicating the first and second stopband edges at nearly 16.33 GHz,
16.71 GHz, 32.29 GHz, and 33.43 GHz for AFGSM and EE. We achieved band edges near
the eigenvalue equation in the narrow stopband scenario, with a maximum deviation
of 7 MHz.
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(a) (b)

Figure 3. Dispersion diagram and X+ , X− frequency behavior of single-corrugated PPW for (a) wide
and (b) narrow stopband region analysis.

(a) (b)

Figure 4. Dispersion diagram and X+ , X− frequency behavior of glide-symmetric double-corrugated
PPW for (a) wide and (b) narrow stopband region analysis.

Figure 4a,b demonstrates that the zero crossings of the X+ and X− functions in the
AFGSM method consistently align closely with the band edge frequencies in the dispersion
diagrams derived from the eigenvalue equation solutions. Floquet mode transitions are
observed in certain regions of the dispersion diagrams without stopbands in Figure 4a,b,
with transitions occurring at 4.52 GHz and 13.49 GHz, respectively, and 16.57 GHz in
Figure 4b. In these regions, the zero crossings of the X+ and X− functions occur at identical
frequencies. Table 1 presents the band edge frequency results associated with Figure 4a,b.
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Based on all these analysis results, it is possible to say that Equation (5) provides an alterna-
tive method to determine the passband/stopband regions of one-dimensional corrugated
PPW structures. Furthermore, the AFGSM functions clearly demonstrate the separation of
the band edges, even if the stop bandwidth is narrow. The interval division root-finding
routine determines the roots of the X+ and X− functions, eliminating the need for fine
frequency sweeps and reducing the computation time by a factor of six compared to the
eigenvalue equation. Figures 5 and 6 illustrate the dispersion diagrams and the character-
istics of auxiliary functions for single and glide-symmetric double-corrugated PPW unit
cells with varying dielectric constants. Parameter values of Figure 5a,b are given as εr = 1,
εr = 2.25, and εr = 3, εr = 11.2 with p = 12 mm, h1 = 3 mm, h2 = 0.5 mm, a = 5 mm, and
b = 3.5 mm for all cases, respectively. Details of the parameters in Figure 6a,b are taken
as εr = 1, εr = 2.25, and εr = 3, εr = 11.2 with p = 16 mm, h1 = 4 mm, h2 = h3 = 8 mm,
a = 4 mm, and b = 6 mm for all cases, respectively. The variations in the dielectric constant
have evidently induced adjustments in the passband and stopband regions of the structure,
and the auxiliary functions effectively demonstrate the band separation via zero crossings.
We have modeled the single-corrugated and glide-symmetric double-corrugated PPW unit
cell for multimode excitation (ten waveguide modes for each geometry) using the CST
frequency domain solver. In the CST frequency domain solver, the S-parameters associated
with the dominant mode of multimode excitation have been extracted and included in
the eigenvalue equation shown in Equation (2). Furthermore, all S-parameters derived
from CST have been included in Equation (4). Figures 7 and 8a illustrate the dispersion
diagrams for all operations and the characteristics of the auxiliary functions. These results
indicate that the simulator-assisted AFGSM functions are indistinguishably identical to
the eigenvalue equations derived from CST and the equivalent circuit (EC) at the band
edges. In Figure 8a, the band edge frequency derived from the eigenvalue equation of
EC at about 12 GHz seems higher. This variation is due to a limited level of high-order
mode interaction inside the circuit model. Parametric details of Figures 7 and 8 are given
as εr = 1, p = 8.28 mm, h1 = 1 mm, h2 = 1.8 mm, a =1.08 mm, and b = 3.6 mm and εr = 1,
p = 26.5 mm, h1 = 0.5 mm, h2 = h3 = 2 mm, a = 1.5 mm, and b = 12.5 mm, respectively.
Figure 7b demonstrates that the stopband of the structure extends exclusively owing to the
gradual increase in h2. We investigated manufacturing tolerances in Figure 8b by slowly
changing the glide symmetry of the structure. The offset or gradual breaking of the glide
symmetry of one corrugation results in the broadening of the structure’s stopband.

(a) (b)

Figure 5. Dispersion diagram and X+, X− frequency behavior of single-corrugated PPW for different
dielectric loading for (a) εr = 1, εr = 2.25 (b) εr = 3, εr = 11.2.
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In order to apply the dimensional design approach, the following two design objectives
were identified:

• (a) Ku-band filter design with a suppression level of more than −50 dB in the
15.20–17.78 GHz range for a single CPPW.

• (b) X-band filter design with a suppression level of more than −60 dB in the
8.27–10.91 GHz range for glide-symmetric double CPPWs.

Table 1. Band edge frequency results for the frequency behaviors of the EE and AFGSM methods in
Figure 4a,b.

Figures
X+ X− EE X+ = X− = 0
[GHz] [GHz] [GHz] [GHz]

Figure 4a 4.681 8.157 4.69–8.15 4.52, 13.49
Figure 4b 32.729 33.364 32.73–33.363 16.57

(a) (b)

Figure 6. Dispersion diagram and X+ and X− frequency behavior of glide-symmetric double-
corrugated PPW for different dielectric loading for (a) εr = 1, εr = 2.25 (b) εr = 3, εr = 11.2.

(a) (b)

Figure 7. (a) CST-FD dispersion diagram. X f ull
+ , X f ull

− frequency behavior of the dominant mode
of a single CPPW unit cell, and the dispersion diagram of the equivalent circuit model geometry
under multimode excitation. (b) Tolerance analysis of single CPPW unit cell with h2 variation using
full-wave simulator assisted X f ull

+ , X f ull
− .
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(a) (b)

Figure 8. (a) CST-FD dispersion diagram. X f ull
+ , X f ull

− frequency behavior of the dominant mode of a
single CPPW unit cell, and the dispersion diagram of the equivalent circuit model geometry under
multimode excitation. (b) Tolerance analysis of glide-symmetric DCPPW unit cell with Δa variation
using full-wave simulator assisted X f ull

+ , X f ull
− .

3.2. Design of Unit Cell and Cascade Connection Analysis of Corrugated PPW Structures

The design phase begins with the selection of an appropriate unit cell model. We
select the initial parameters h1 = 1 mm, h2 = 1.8 mm, a = 0.8 h2, and b = 2.2 h2 for the
air-filled single-corrugated PPW model. This selection implements the design procedure
as outlined in the initial step. At this point, the design of the unit cell transitions to the
determination of the critical parameters of the design geometry. Figure 9 illustrates the
relationship between the geometrical parameters of the AFGSM functions and the zero
crossings across various frequencies. In the second step, the design procedure maintains
the constrained design spaces (with respect to h1 and h2 for h1 = 1 mm and h2 = 1.8 mm)
while restricting a and b to specific ranges, as illustrated in Figure 9. The variations given
in this figure provide a solution for obtaining the parameters corresponding to the targeted
stopband bandwidth for the parameters under investigation.

Figure 9. Frequency dependence of bandgap on a/h2 and b/h2 computed via AFGSM functions X+

and X−.
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Step 3 investigates the variation in X+ and X− functions for the dimensions in the
limited design space obtained in step 2. Figure 9 illustrates that the X+ and X− functions for
the lines b = 2 h2 and a = 0.6 h2 possess a stopband that satisfies the design requirements,
as depicted for X and Y point pairs. The AFGSM method enables the initial selection and
simultaneous modelling of specific geometric parameters within the frequency range that
meets design criteria, offering the designer precise alternatives for determining the optimal
geometry of the unit cell, as demonstrated in Figure 9. In the final step, Figure 10a shows
the dispersion diagram of the designed unit cell, satisfying the suppression-level design
criterion. We obtained a unit cell design with a stopband of 4.06 GHz bandwidth and a
center frequency of 16.51 GHz. To test the band properties, we connected unit cells back to
back in varying numbers, as illustrated in Figure 10b. Figure 10b shows that the full-wave
electromagnetic solver results are quite compatible. The |S21|-dB results of the EC model
for the cascade-connected single-corrugated PPW unit cells exhibit a less deep stopband
region in contrast to the |S21|-dB results from the full-wave electromagnetic model of the
structure. The EC model is inadequate for accurately representing the discontinuities in the
cross-sections for this structure. Discontinuities in the sections result in the excitation of
high-order modes. Only the reactive components on the junction planes receive evaluation
for high-order mode interactions in the circuit model [36]. Mode-matching methods may
be used on these structures to obtain results comparable to full-wave electromagnetic
simulation outcomes [31]. As it is well-known in periodic structures, increasing the number
of unit cells leads to a deeper stopband in single CPPWs. In this example, we ensured
adequate design requirements by increasing the number of unit cells (N) to 10.

(a) (b)

Figure 10. (a) Designed bandgap via AFGSM functions. (b) Amplitude–frequency characterization of
cascading different numbers of the designed single C-PPW unit cell via CST, HFSS, and EC results.

For glide-symmetric double CPPW structures, we set the parameters to a = 1 mm,
h1 = 0.5 mm, h2 = h3 = 1 mm, and b = 12.4 mm. This selection implements the design pro-
cedure as outlined in the initial step. We limited the a and h2 = h3 parameters to 1–2.5 mm
and b to 12.4–13.6 mm at intervals of 0.1 mm by creating multiple design spaces and pre-
serving the glide-symmetry case. This limitation significantly reduces the computational
burden in achieving the design requirements. In the design space, the stopband edges of
the first stopband region for each parameter are found and recorded using X+ and X−
functions. We obtained a significant dataset on a large scale, determining the band edge
frequencies determined by the AFGSM functions in the constrained design space. The
dataset contains a variety of selectable stopband frequencies and the stopband widths
situated at these centers. We have selected a center frequency in this context that can cover
the targeted stopband. From this set of data, Equation (5) pulls out the values for different
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dimensions with a center frequency of 10 GHz, different stop bandwidth values, and a
certain frequency deviation (δ), as shown in Table 2. The AFGSM method offers various
design dimensions for identifying appropriate unit cell parameters via multi-geometric
parameter optimization, as illustrated in Table 2. The crucial aspect prior to dimensional
design, as illustrated in the dataset of the second example, is to restrict the design area
to a defined region. In this case, the AFGSM approach guarantees the quick and precise
operation of the design algorithm. At this point, three scenarios, bold and italicized in
Table 2, have been selected to meet the design requirements of the dimensional design
applicability of Equation (5) for the same and different stop bandwidths.

Table 2. Width of stopbands (Δ f = f1 − f2) centered 10 GHz versus a, h2 = h3, and b for h1 = 0.5 mm
and εr = 1 with a certain frequency deviation (δ). Frequency deviation is a quantity dependent upon
the identification of band edge frequencies within a certain error frequency range and divergence
from the expected center frequency.

Δ f δ a h2 = h3 b
[GHz] [MHz] [mm] [mm] [mm]

1.8 30 1.1 1.1 13.6
2 10 1.2 1.1 13.5
2.7 10 1.5 1.2 13.2

1.7 1 13.3
3 10 1.2 1.8 12.9
3.2 10 1.5 1.5 12.9
3.6 10 1.7 1.5 12.8

2.1 1.1 13.1
3.8 10 1.3 2.2 12.5

1.7 1.6 12.7
2.2 1.1 13.1

4 20 1.5 2 12.5
1.9 1.5 12.7
2 1.4 12.8
2.1 1.3 12.9
2.2 1.2 13
2.3 1.1 13.1

4.4 10 2 1.6 12.6
10 2.4 1.2 13

4.8 2.4 1.4 12.8
The bold & italics cases shows selected different scenarios.

Figures 11–13 illustrate dispersion diagrams and the dominant mode of the |S21| fre-
quency characteristics derived from various finite periodic configurations of designed unit
cells throughout three selected scenarios. All AFGSM function behaviors and dispersion
characteristics of all scenarios given in Figures 11a, 12a, and 13a indicate that the roots of
the AFGSM functions can efficiently seperate passband/stopband regions. The analysis
of the filtering characteristics obtained by cascading the unit cells was performed in CST
Microwave Studio and HFSS simulation environments. In order to model one-dimensional
corrugated PPWs in CST and HFSS, it was necessary to assign appropriate boundary
conditions. For this purpose, in CST, electric (Et = 0) and magnetic (Ht = 0) conditions
were used; in HFSS, perfect E and perfect H boundary conditions were assigned to the
top, bottom, and side walls of the considered structures, respectively. The same computer
was used to run the simulations of CST, HFSS, and our code of the proposed method.
The ordinary laptop had an Intel (R) Core (TM) i7-6700HQ CPU@2.6 GHz with 16 GB
RAM. In the examined structures, the first ten dominant waveguide modes of excitation
were satisfied to perform with the waveguide port in CST and with the waveport in HFSS,
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and the frequency characteristics of the first dominant mode of |S21| were investigated.
Obtaining the dataset in the given limited design space took 360 h with CST Eigen Mode
Solver, while solving the eigenvalue equation based on the circuit model took 612 s. The
same dataset was generated in 20 s using the AFGSM method. We observe from Figure 11a
that Scenario 1’s band edges were 8.648 GHz and 11.344 GHz. In the first scenario, we
selected a stop bandwidth of 2.7 GHz and determined the dimensions using the AFGSM
functions, with a deviation of 10 MHz. The filtering characteristics of the unit cell designed
in Scenario 1 with different numbers of finite periodic arrays are given in Figure 11b. The
periodic arrangement of the geometry considered in Scenario 1 significantly increased
the passband fluctuation levels, as shown in Figure 11b. However, it is evident that the
design specifications have not yet reached their target. Selecting unit cell parameters with a
broader stopband would prove beneficial in terms of both size and design goals. Figure 12b
unequivocally illustrates that a periodic arrangement with N = 10 adequately fulfills the
design specifications, and the passband ripple levels are considerable. The specified design
requirements primarily provide the starting stopband frequency for the suppression level
but do not determine the required stop bandwidth in Figure 13b.

Figures 11 and 12b illustrate that the results of the full-wave electromagnetic simu-
lation and the EC model converge with an increasing number of unit cells. In Figure 13b,
although an EC simulation result that aligned with the required stopband was achieved,
it was noted that the full-wave electromagnetic simulation results yielded a smaller and
less deep stopband region. The discrepancies occur due to the placement of the anticipated
stopband region in the upper modes of the dispersion diagram, the prominence of dis-
continuity regions inside the structure, and the resultant increase in higher-order mode
interactions. The single-corrugated and glide-symmetric double-corrugated PPW designed
bandstop filters for two examples exhibit ripples outside the band. Figures 10b–13b indi-
cate that these ripples are at lower levels in the substantially single-corrugated PPW filter.
In the X-band filter designs, significant ripples have been observed, particularly in the
low passbands. The characteristics of the periodic arrangement anticipate these ripples.
Furthermore, Figures 11–13 clearly demonstrate that the use of glide symmetry enhances
the ripples generated by the periodic design. In this situation, passband ripples can be
managed using a different design method that employs the AFGSM algorithm, either by
adjusting the unit cell parameters of the broken glide symmetry [15,27,37,42,51–53] or by
examining each unit cell parameter with tapering technology [15,54]. These solutions are
not investigated here due to the stopband characteristics of the periodic arrangements of
the GS-DCPPW unit cell only being taken into account for testing purposes. The frequency
characteristics of |S21|, with a constant unit cell count of N = 10 for all selected scenarios,
are presented in Figure 14.

Table 3 presents the design unit cell parameter values for all scenarios and the overall
filter dimensions achieved for N = 10. Currently, there are trade-offs regarding filter
performance and dimensions for the scenarios given in Figure 14 and Table 3. Initially,
fulfilling the design specifications of Scenario 1 will evidently necessitate an increased
number of unit cells. This circumstance will lead to a substantial increase in passband
ripple levels. Consequently, Scenario 1 fails to satisfy the design specifications. Scenario 2
satisfies the design specifications with an identical quantity of unit cells, in contrast to
the other two scenarios, which utilize varying sizes yet yield the same stopband width.
Furthermore, the overall filter length of Scenario 2 is shorter than that of Scenario 3,
presenting a compact design possibility. Conversely, while Scenario 3 does not entirely
fulfill the design specifications, its ripple levels in the passband surpass those of Scenario 2,
thereby providing a design advantage to Scenario 3. Table 3 shows that Scenario 3 provides
a compact design that is advantageous in terms of filter height. In glide-symmetrical double
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CPPWs, the frequency characteristics of |S21|, illustrated by the finite periodic combinations
in Figures 11b, 12b, and 13b, indicate that frequency behaviors of the cascaded unit cell
begin to approach the center frequency of the stopband depicted in Table 2 as the number
of unit cells increases. The situation is important to consider in ascertaining the designer’s
requirements. Utilizing this knowledge, the designer begins the design by selecting a
higher stopband center frequency, extracting the unit cell design parameters from the
AFGSM functions and trying to ascertain the design requirements. The AFGSM method
finds different solutions that meet the same design criteria. These solutions allow you to
choose the unit cell with the smallest dimension possible, which makes it easier to create
small designs.

(a) (b)

Figure 11. (a) Obtained passband–stopband characterization of designed glide-symmetric DCPPW
with AFGSM functions and other computation methods for Scenario 1. (b) |S21| frequency characteri-
zation of cascading different numbers of the designed GS-DCPPW unit cell of Scenario 1 via CST,
HFSS, and equivalent circuit results.

(a) (b)

Figure 12. (a) Obtained passband–stopband characterization of designed glide-symmetric DCPPW
with AFGSM functions and other computation methods for Scenario 2. (b) |S21| frequency characteri-
zation of cascading different numbers of the designed GS-DCPPW unit cell of Scenario 2 via CST,
HFSS, and EC results.
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(a) (b)

Figure 13. (a) Obtained passband–stopband characterization of designed glide-symmetric DCPPW
with AFGSM functions and other computation methods for Scenario 3. (b) |S21| frequency characteri-
zation of cascading different numbers of the designed GS-DCPPW unit cell of Scenario 3 via CST,
HFSS, and EC results.

Figure 14. Comparison of Scenario 1, Scenario 2, and Scenario 3 for obtaining design objectives.

Table 3. Designed unit cell parameters for all scenarios and total filter dimensions (TFDs) for N = 10.

Studies
a b h1 h2 = h3 p h1 + h2 + h3 TFD
[mm] [mm] [mm] [mm] [mm] [mm] [mm]

Scenario 1 1.5 13.2 0.5 1.2 27.9 2.9 279
Scenario 2 1.5 12.5 0.5 2 26.5 4.5 265
Scenario 3 2.3 13.1 0.5 1.1 28.5 2.7 285
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Table 4 compares the performance of designed periodic bandstop filters with simi-
lar performances reported in the open literature. The designed filter exhibits a broader
suppression level bandwidth (SLBW) and achieves more compact design according to [5].
Bandstop filter designs based on microstrip technology given in [55–57] have notably
compact configurations. Ref. [55] has a similar suppression level as Scenario 2, whereas the
designed filter demonstrates a wider stopband bandwidth. However, Refs. [56,57] show
higher suppression characteristics and narrow bandwidths with respect to the developed
filter. One clearly states that despite the conventional cavity BPF design given in [58]
having small dimensions, the suppression level bandwidth could not be as wide as the
designed filter. It can be revealed that although the BPF design based on hybrid (microstrip–
stripline) technology [58] depicts compact dimensions, the developed filter has a wider
suppression level. A major drawback of the developed filter is its very high fluctuation
levels in the passband. Conversely, we note that the stopband slope is superior to other
designs except [5,58] for the upper transition band, respectively. However, regarding the
normalized circuit size, the performance of the proposed filter is slightly lower compared
to other designs.

Table 4. A comparison table for designed bandstop fiter via the AFGSM method with the literature studies.

Works f0, Technology PR1 * PR2 * SLBW SS1 * SS2 * Physical Dimensions NCS *
[GHz] [dB] [dB] [GHz] dB/GHz dB/GHz [mm × mm × mm] λg × λg × λg

[5], Figure 10,
MM-GSM 9, Waveguide ∼1 ∼1 @-60 dB, 0.1 ∼370 ∼370 1120.14 × 22.86 × 10.16 Not given

[55], Figure 6,
SONNET 9.7, Microstrip ∼0.1 ∼0.1 @-60 dB, 1 ∼33.04 ∼20.56 12.87 × 7.04 × 0.25 0.65 × 0.36 × 0.01

[58], Figure 9,
Conv. BSF 9.3, Waveguide ∼0.6 ∼0.6 @-60 dB, 1.23 ∼10.57 ∼37 86 × 74 × 18 Not given

[58], Figure 9,
Prop. BSF 9.35, Hybrid ∼0.6 ∼0.6 @-55.5 dB, 2.67 ∼61.67 ∼370 15 × 8 × 1 0.5 × 0.25 × 0.04

[56], Figure 10a,
State (01) 10.3, Microstrip ∼0.15 ∼0.56 @-20 dB, 0.215 ∼92.5 ∼46.25 7.3 × 7.5 × 0.508 0.4 × 0.42 × 0.03

[56], Figure 10a,
State (10) 10.2, Microstrip ∼0.15 ∼0.51 @-20 dB, 0.22 NA * NA * 7.3 × 7.5 × 0.508 0.4 × 0.42 × 0.03

[56], Figure 14a,
Vb=25V 9.56, Microstrip ∼0.10 ∼0.16 @-20 dB, 0.192 ∼119.35 ∼84.09 7.3 × 7.5 × 0.508 0.38 × 0.39 × 0.03

[57], Table 5,
Open-short 9, Microstrip ∼0.5 ∼0.5 @-10 dB, 0.7 NA * NA * 6.1 × 6.2 × 0.4 0.51 × 0.52 × 0.03

This work,
Scenario 2,
Figure 14, CST

9.59, Waveguide ∼6.6 ∼2.5 @-60 dB, 2.64 ∼148 ∼185 265 × 26.5 × 4.5 8.47 × 0.85 × 0.85

* PR1: lower region passband ripple; PR2: upper region passband ripple; SS1: low-frequency stopband slope;
SS2: high-frequency stopband slope; NCS: normalized circuit size; NA: not available, λg has been determined
based on the frequency f0 in this table.

The AFGSM approach relies on the S-parameters of the unit cell, which emphasize the
need to ascertain the S-parameters of the structure. One of the easiest ways to carry these
calculations out is by utilizing the equivalent circuit model of the investigated periodic
structure. Ref. [36] provides that the impact of glide symmetry is obviously identical
to merely reducing the spatial period by half. This equivalent circuit model addresses
the impact of the glide symmetry of the periodic structure within the AFGSM approach.
The demonstrated equivalent circuit model, if it supports multimode excitation, enables
the extraction of precise information on the passband/stopband regions of the studied
geometry via Equation (4). If the model supports single-mode excitation, we can derive
comprehensive information using Equation (5). Adapting the multimode equivalent circuit
model [19] to glide-symmetric periodic structures like GS-DCPPWs and, in this direction,
modeling 1D and 2D periodic structures such as frequency-selective surfaces [19], holey
metasurfaces [29], tapered/non-tapered corrugated planar transmission lines [31,59,60],
and composite FHMSIW/SSPP waveguides [61–63] for determining band edges using

264



Appl. Sci. 2025, 15, 5876

reformulated or novel AFGSM functions and comparing the results with full-wave simu-
lators could be an important future study. Furthermore, using full-wave electromagnetic
simulators provides the ability to gather scattering characteristics for all structures analyzed
under multimode excitation via frequency domain analysis of the unit cell. Incorporating
the scattering parameters derived from this point of origin into Equation (4) establishes the
full-wave simulation-assisted AFGSM method. The investigation or design of the complex
periodic structures described in [59–63] may be performed using the AFGSM methodology.
In this context, the inclusion of higher-order modes enhances the precision of the resulting
analysis or design results. This condition results in an increase in computation time. The
mode-matching methodology yields the S-parameters of the unit cell, and when included
in the AFGSM method, it may decrease computing time.

4. Conclusions

This study aimed to investigate the potential of the AFGSM method in analyzing
and designing corrugated parallel-plate waveguide unit cells. The AFGSM method made
it simple to find the passband and stopband regions of single and glide-symmetric dou-
ble CPPW periodic structures. This method led to the development of a novel design
procedure for filter designs with CPPW structures. We demonstrate that we can design
glide-symmetric double CPPW filters using the AFGSM method. The design procedure
demonstrates the ability to determine the minimum unit cell size. The proposed method
and design procedure yield a bandstop filter characteristic that is more compact and has a
high degree of suppression bandwidth. The AFGSM method allows for thorough studies
of the bandgap in corrugated parallel-plate waveguides, no matter the mode number, and
it also helps in checking initial manufacturing tolerances.
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Appendix A. Network Representation Explanation of Expanded Version
of Equivalent Circuit of Corrugations and Obtaining S-Parameters of
Unit Cell with All Definitions

To find the scattering matrices of all structures belonging to the unit cells given in
Figure 2, it is necessary to find the scattering matrix of each block element Si (i = 1, 2, ..., 5).
Since blocks S1, S3, and S5 in Figure 2 are conventional transmission lines, the scattering
parameters of a lossless transmission line of length l are defined as follows:

[
STL

]
=

[
0 e−jk0l

e−jk0l 0

]
. (A1)

By replacing l and k0 = 2π f /c (where f and c are the frequency and speed of light)
with the length and phase constant of the block under consideration, the scattering pa-
rameters for blocks S1, S3, and S5 can be found. In this case, l is b for S1 and S3 in a
single-corrugated PPW; in a glide-symmetric double-corrugated PPW, it is (p − m − a)/2
for S1 and S5 and (m − a) for S3. S2 and S4 circuits play a crucial role in determining the
scattering parameters of the unit cells in the corrugated PPW structures under study. To
clarify this situation, the open forms of the π circuits (S2 and S4) are given in Figure A1a,b,
with series stubs reduced in Figure 2.

(a)

(b)

Figure A1. Full view of π circuit in (a) S2 and (b) S4 blocks given in Figure 2.
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The reactive elements indicated in Figure A1a,b are located at the junctions to account
for higher-order mode interactions [36]. The corrugations consist of a series of stubs
terminated with a short circuit. Impedance expressions (ZA and ZB) for the reduced forms
of the π circuits mentioned in this work are given. Figure A1 presents the derivation of ZA

and ZB in a sequentially numbered format. In step 1, YA is first derived using the provided
equality YA = jBa, followed by the calculation of ZA as ZA = 1/YA [49].

Ba =
2a

λ0η0

[
tan−1(1/α) +

ln(
√

1 + α2)

α

]
(A2)

The equality in Equation (A2) is represented by α, λ0, and η0, corresponding to
a/2h1, 2π/k0, and 120π, respectively. In step 2, the impedance of the transmission line
Zshi(i = 2, 3) = jη

′
0 tan (k0hi)(i = 2, 3), which is terminated by a short circuit, is considered.

The admittance of this structure Yshi(i = 2, 3) = 1/Zshi is derived from this point. Here, η‘
0

is equal to η0
a

h1
[49,64]. In step 3, the admittance Yd = jBd of the capacitor linked to Yshi is

determined using the equations shown below [49]:

Bd =
h1

λ0η0

( π

3α
+ A2

)
(A3)

A2 = 2
[
α tan−1(1/α) +

tan−1(α)

α
+ ln(

1 + α2

4α
)− π(1 + α2)

6α

]
− A1 (A4)

A1 = −2α

π
e
(
− 2 tan−1(α)

α

)[
1 +

5 + α2

4(1 + α2)
e
(
− 2 tan−1(α)

α

)
+
[ 4

1 + α2 +
(5 − α2

1 + α2

)2] e
(
− 4 tan−1(α)

α

)
9

]
(A5)

In step 4, Ze may be computed using Yd and Yshi derived in steps 2 and 3, as Ze =

1/(Yshi +Yd). The admittance of the inductance specified in step 5, Yc = −jBc, is calculated
using the given equation, and Zc = 1/Yc is found [49].

Bc =
λ0

(2πaη0)
(A6)

In step 6, the admittance Yf = 1/(Ze + Zc) is found using the impedances Zc and Ze

obtained in steps 4 and 5. In step 7, the admittance of the inductance specified is found
using the following equation [49]:

Bb =

[
Ba−

[(
2h1

λ0η0

)(
πα
3 + A1

)]]

2
(A7)

In step 8, using the admittances Yf and Y1 found in steps 6 and 7, ZB = 1/(Yf + Y1) is
obtained. Thus, all the ZA and ZB impedances given in Figure 2 can be easily determined.
The π circuits given in Figure A1a,b are symmetrical circuits, and the scattering parameters
are defined below:

Sπ
11 = Sπ

22 =
{[(η0||ZA) + ZB]||ZA} − η0

{[(η0||ZA) + ZB]||ZA}+ η0
(A8)

Sπ
21 = Sπ

12 = (1 + S11)
η0||ZA

(η0||ZA) + ZB
(A9)
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After the scattering matrices of each Si (i = 1, 2, ..., 5) block circuit are found, the
scattering matrices of the blocks are cascaded as [SA] and [SB], respectively, by the following
equations, and the scattering parameters of the unit cell are obtained:

S11 = SA
11 +

SA
12SB

11SA
21

1 − SA
22SB

11
(A10)

S12 =
SA

12SB
12

1 − SB
11SA

22
(A11)

S21 =
SB

21SA
21

1 − SA
22SB

11
(A12)

S22 = SB
22 +

SB
21SA

22SB
12

1 − SB
11SA

22
(A13)

Appendix B. Notation List

A( f ), D( f ) The A and D elements of ABCD parameters
a The corrugate width of single and glide-symmetric double CPPW
a1, b1 The normalized power waves used in scattering parameters
b The length of half of each ridge in the CPPW
βx The Floquet phase factor propagating in the x direction
δ The frequency deviation
Δ f The width of the stopband
εr The dielectric constant of the material loaded in the CPPW
Et The tangential component of the electric field
f The frequency
f1 The last frequency of the stopband
f2 The first frequency of the stopband
h1 The height between corrugated parallel plates
h2 The height of the bottom section of corrugated parallel plates
h3 The height of the top section of corrugated parallel plates
Ht The tangential component of the magnetic field
I The block identity matrix
l The length of any transmission line
λ The eigenvalue
m The gliding operator
N The number of unit cells
p The period of the periodic structure
S11, S12, S21, S22 The elements of a classical scattering matrix of a two-port network
S11, S12, S21, S22 The block submatrices of the generalized scattering matrix
X f ull
± The complete form of auxiliary functions

X± The reduced form of auxiliary functions
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11. Şimşek, S.; Topuz, E.; Niver, E. A novel design method for electromagnetic bandgap based waveguide filters with periodic
dielectric loading. AEU-Int. J. Electron. Commun. 2012, 66, 228–234. [CrossRef]

12. Coves, A.; San-Blas, A.A.; Bronchalo, E. Analysis of the dispersion characteristics in periodic Substrate Integrated Waveguides.
AEU-Int. J. Electron. Commun. 2021, 139, 153914. [CrossRef]

13. Mesa, F.; Rodríguez-Berral, R.; Medina, F. On the computation of the dispersion diagram of symmetric one-dimensionally
periodic structures. Symmetry 2018, 10, 307. [CrossRef]
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Abstract: Accurate prediction of maximum flow latency is crucial for ensuring the efficient
transport of latency-sensitive fronthaul traffic in packet-switched Xhaul networks while
maintaining the reliable operation of 5G and beyond Radio Access Networks (RANs). Deter-
ministic worst-case (WC) models provide strict latency guarantees but tend to overestimate
actual delays, resulting in resource over-provisioning and inefficient network utilization. To
address this limitation, this study evaluates a data-driven Quantile Regression (QR) model
for latency prediction in Time-Sensitive Networking (TSN)-enabled packet-switched Xhaul
networks operating under dynamic traffic conditions. The proposed QR model estimates
high-percentile (tail) latency values by leveraging both deterministic and queuing-related
data features. Its performance is quantitatively compared with the WC estimator across
diverse network topologies and traffic load scenarios. The results demonstrate that the QR
model achieves significantly higher prediction accuracy—particularly for midhaul flows—
while still maintaining compliance with latency constraints. Furthermore, when applied
to dynamic Xhaul network operation, QR-based latency predictions enable a reduction in
active processing-node utilization compared with WC-based estimations. These findings
confirm that data-driven models can effectively complement deterministic methods in
supporting latency-aware optimization and adaptive operation of 5G/6G Xhaul networks.

Keywords: 5G; 6G; Xhaul; packet-switched network; latency modeling; machine learning;
quantile regression; time-sensitive networking; network optimization

1. Introduction

The evolution toward the fifth- and sixth-generation (5G/6G) mobile networks, in-
creasingly based on centralized (C-RAN) and virtualized (vRAN) radio access architectures,
brings unprecedented performance demands to the underlying transport layer, commonly
referred to as the fronthaul (FH) or converged Xhaul [1,2]. A major challenge in these new
mobile networks is the support of ultra-reliable low-latency communications (URLLC),
where the overall end-to-end delay must be kept within the order of a millisecond—or even
less—while maintaining reliability levels approaching 99.999% [3]. Within the transport
segment, stringent constraints apply in particular to high-priority FH user-plane traffic, for
which standardized profiles typically assume a maximum one-way latency budget targeted
at or below 100 μs [4,5]. Under these conditions, the ability to accurately predict network
latency becomes essential for ensuring the expected Quality of Service (QoS) levels. Reliable
latency prediction under time-varying traffic loads enables intelligent routing, adaptive
resource allocation across network slices, and effective admission control, thereby ensuring
Service Level Agreement (SLA) compliance and stable network performance [6–10].

Ethernet-based, packet-switched Xhaul networks have emerged as a cost-effective and
scalable solution for transporting heterogeneous radio data flows between distributed radio
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and processing elements in 5G/6G RANs [4,11–13]. However, their operation is inherently
affected by non-deterministic delays resulting from packet buffering and contention in
Ethernet switches (bridges), which make it challenging to provide the strict delay guar-
antees required by latency-sensitive FH traffic. To meet these demands, packet-switched
Ethernet Xhaul networks have been enhanced with Time-Sensitive Networking (TSN)
mechanisms, standardized for fronthaul applications in IEEE 802.1CM [11]. The TSN suite
of IEEE standards specifies traffic classes, scheduling profiles, and mechanisms such as
time-aware shaping and frame preemption that enable deterministic, bounded transmis-
sion delays [14,15]. While TSN significantly improves delay determinism, its guarantees
can degrade under high and bursty FH loads, where contention among high-priority flows
still leads to excessive buffering and increased queuing delays [16,17]. Consequently, main-
taining predictable latency requires not only TSN mechanisms but also accurate latency
models that capture the buffering behavior of packet flows and enable real-time prediction
and control of delay during dynamic network operation.

Traditional queuing-theory models are primarily intended to estimate average de-
lays [18]. Although these models can be extended to approximate high-percentile delay
values [17,19], such formulations remain approximations that, while useful for FH link
dimensioning [17], cannot ensure the strict maximum latency guarantees required in 5G
RANs. To achieve strict delay compliance, deterministic worst-case (WC) latency models,
often derived using Network Calculus [20] or related analytical frameworks [11,21], are
typically employed to establish upper bounds that flow latencies cannot exceed. However,
the main drawback of WC estimates lies in their pessimistic nature, as they remain accurate
under low traffic conditions but become increasingly conservative as congestion builds up
in multi-hop networks [20]. This conservatism leads to resource over-provisioning and,
consequently, inefficient utilization of network capacity [22].

To overcome the limitations of conservative WC modeling and enable more efficient
resource utilization, data-driven modeling approaches have gained increasing attention.
Machine Learning (ML) and Deep Learning (DL) methods are now increasingly applied
to capture network performance dynamics, often framing latency estimation as a time-
series prediction [7,8] or as a regression problem [9,22]. However, data-driven techniques
have rarely been applied to predict maximum flow latencies in packet-switched Xhaul
networks, with only a few studies addressing this topic. Among these, ref. [22] focuses on
TSN-based Ethernet Xhaul networks, employing a linear regression (LR) model to predict
maximum flow latencies and thereby refine the estimates produced by a deterministic WC
model. In contrast, the authors of [19] investigate a different transport technology—namely,
time-slotted FlexE—which follows a circuit-style transmission paradigm rather than packet
switching. Consequently, the applicability of data-driven latency prediction methods to
TSN-enabled packet-switched Xhaul networks, as defined in the IEEE 1914.1 standard [4]
and referenced in Open RAN (O-RAN) specifications [12], remains largely unexplored.

In this study, we evaluate the effectiveness of a regression-based approach for predict-
ing maximum flow latencies in TSN-enabled packet-switched Xhaul networks. The analysis
focuses on the Xhaul network operating under dynamic conditions, as expected in 5G/6G
environments, where both traffic loads and flow configurations may change over time.
Specifically, we employ a Quantile Regression (QR) model [23], which is well suited for
this task as it estimates high-percentile delay values and thus effectively captures the tail
behavior of latency distributions under variable traffic conditions. The model is trained
using a comprehensive data set generated for multiple Xhaul topologies and diverse traffic
load scenarios, ensuring broad representativeness of network states. Its performance is
then evaluated in a dynamic network environment, where both traffic configurations and
load levels vary over time. The predictive accuracy and robustness of the QR model are
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compared against the deterministic WC estimator, providing quantitative insights into
the potential of data-driven methods to complement analytical latency modeling in future
5G/6G transport networks.

The main contributions of this study are summarized as follows:

• A regression-based approach is proposed to predict maximum flow latencies in dy-
namic TSN-enabled packet-switched Xhaul networks.

• The performance of the proposed QR predictor is evaluated and compared with
deterministic WC latency estimations in a dynamic Xhaul scenario characterized by
varying traffic loads and changing Xhaul flow configurations.

• The accuracy and applicability of the QR model, trained on a comprehensive data set
generated under diverse network configurations and load conditions, are validated
across a wide range of evaluation scenarios.

• The impact of data-driven latency prediction on overall network performance is
analyzed, demonstrating its potential to enhance deterministic latency modeling in
dynamic Xhaul operation.

The novelty of this work lies in the quantitative comparison of a data-driven QR
model against a deterministic WC model for latency prediction of traffic flows in complex
Xhaul topologies (mesh and ring). We demonstrate that the improved accuracy of the QR
model yields measurable, multi-percent gains in resource efficiency during network opera-
tion, thereby providing a practical, data-driven solution to mitigate the over-provisioning
inherent in conservative WC estimations.

The remainder of this paper is organized as follows. Section 2 reviews the related
literature. Section 3 introduces the main assumptions of the considered network and traffic
models. Section 4 presents the deterministic WC and data-driven QR latency models
analyzed in this study. Section 5 outlines the data generation workflow for ML analysis,
including the details of the network scenarios and evaluation tools. Section 6 describes the
dynamic packet-switched Xhaul network scenario used for model evaluation. Section 7
reports the results of simulation experiments, while Section 8 provides their interpretation
and discussion. Finally, Section 9 concludes the paper and summarizes the main findings.

2. Related Works

Latency management in TSN-based packet-switched networks focuses on mitigat-
ing the non-deterministic delays caused by packet buffering and contention in Ethernet
bridges (switches). Solutions defined within the IEEE TSN family of standards, including
IEEE 802.1CM, dedicated to fronthaul networks [11], as well as IEEE 802.1Qbv scheduled
traffic [14] and IEEE 802.1Qbu frame preemption [15], aim to provide the deterministic
transmission guarantees required by latency-sensitive services. In particular, IEEE 802.1CM
explicitly defines the individual latency components, including queuing delays, and spec-
ifies a reference latency model for the calculation of worst-case delay in TSN-enabled
packet-switched fronthaul networks [11].

Early research efforts concentrated on implementing and evaluating standards-based
fronthaul solutions such as Common Public Radio Interface over Ethernet (CoE) and en-
hanced CPRI (eCPRI), in conjunction with TSN mechanisms defined in IEEE 802.1CM [16].
Several studies investigated whether TSN techniques, including IEEE 802.1Qbv scheduled
traffic and IEEE 802.1Qbu frame preemption, are capable of satisfying the stringent delay
and jitter requirements imposed on fronthaul traffic [24]. Additionally, advanced schedul-
ing algorithms aimed at jitter minimization, such as exhaustive-search or the proposed
Comb-Fitting scheduling methods, were introduced to maintain packet delay variation
within the required strict limits [16].
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Deterministic analytical approaches, particularly those based on Network Calculus
(NC) [20], have been extensively applied to estimate worst-case upper bounds on end-to-
end latency [21,25]. NC is widely used for worst-case delay analysis in TSN networks,
especially for time-triggered or other latency-critical traffic classes [26]. While NC provides
formal bounds, these bounds often overestimate actual latencies, potentially leading to the
over-dimensioning of network resources [22].

Queuing theory models [18] are widely employed to analyze latencies in packet-
switched networks. Classical models such as M/M/1 and G/G/1 are, however, primarily
intended for estimating mean delays and thus insufficient to guarantee the strict maximum
latency requirements imposed by 5G/6G systems [19,27]. Nevertheless, several extensions
and more sophisticated models have proven effective. For instance, the N*D/D/1 model
has been successfully applied to estimate extreme queuing delay percentiles-such as the
99.9999999th percentile corresponding to a Frame Loss Ratio (FLR) target of 10−7-for aggre-
gated eCPRI high-priority FH flows in 5G New Radio (NR) networks [17]. This approach
enables maximizing link lengths while maintaining compliance with IEEE 802.1CM latency
constraints. Furthermore, a queuing-based model combining a Quasi-Birth-Death (QBD)
process for centralized unit (CU) and distributed unit (DU) nodes with Open Jackson
Network theory for the packet-switched fronthaul segment has been proposed to evaluate
end-to-end delays under flexible functional split configurations [27]. In more general Deter-
ministic Networking (DetNet) scenarios, the M/M/1 envelope model has been introduced
as a simple yet effective methodology for obtaining tight upper bounds on delay percentiles,
providing a practical tool for network planning and dimensioning [28].

To achieve higher accuracy than deterministic bounds and enable proactive network
management, recent studies have increasingly adopted data-driven modeling approaches.
ML and DL techniques are applied to predict network latency, typically formulated as
time-series forecasting or regression problems, which are particularly relevant for URLLC
scenarios [9]. Linear Regression (LR) has been employed to refine deterministic WC latency
estimates by training on simulated data, thereby improving prediction accuracy and miti-
gating the risk of resource over-dimensioning [22]. More advanced Neural Network (NN)
architectures—such as Feedforward Neural Networks (FNN), Convolutional Neural Net-
works (CNN), Recurrent Neural Networks (RNN), and Long Short-Term Memory (LSTM)
models—have been explored to forecast network latency based on historical measurement
data [29]. Graph Neural Network (GNN) models, including RouteNet and GraphSAGE,
have also been applied to predict per-flow end-to-end delays by leveraging network
topology, flow configuration, and dynamic indicators such as queue utilization [25]. A
lightweight Multi-Layer Perceptron (MLP) model for accurate Round-Trip Time (RTT)
prediction in 5G NSA edge networks was proposed in [30] and validated using real-world
measurement data collected across diverse mobility scenarios. The authors of [8] intro-
duced an adaptive contrastive learning framework that employs a dilated-convolution
encoder and a hierarchical contrastive loss function to predict network latency in 5G URLLC
scenarios, using real-world data collected along the entire communication path. Hybrid
approaches that integrate analytical latency bounds from NC (e.g., Total Flow Analysis or
Separate Flow Analysis) as input features for GNNs have been shown to further enhance
the prediction of high-latency quantiles [25].

5G/6G networks built upon O-RAN architectures are expected to increasingly rely on
Artificial Intelligence (AI) and ML for dynamic spectrum management, resource allocation,
and real-time network control and optimization [31,32]. Within this context, several recent
studies have applied AI/ML techniques to enhance latency management in next-generation
RANs. In [33], the authors proposed an O-RAN-compliant mathematical framework for
6G networks supporting multiple URLLC services, incorporating a Stochastic Network
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Calculus (SNC)-based controller that allocates guaranteed radio resources and ensures
that packet delay violation probabilities remain within prescribed service-level tolerances.
In a related line of work, ref. [34] presented an AI-driven latency forecasting system,
implemented and validated within a functional 5G O-RAN hardware prototype, which
leverages a bidirectional LSTM model for real-time prediction of air-interface delay and
link quality to support adaptive, latency-aware decision-making.

Despite increasing interest in data-driven latency modeling, only a few studies ex-
plicitly address the prediction of maximum one-way latencies in packet-switched Xhaul
networks. In [19], a Deep-Q learning approach was proposed to forecast input traffic
patterns and optimize resource allocation, using the 99.9th percentile delay along Xhaul
paths as a strict performance constraint. However, that study focused on a time-slotted
FlexE-based Xhaul network, which follows a circuit-style transmission paradigm and thus
differs from the non-deterministic packet-switching behavior defined in IEEE 802.1CM
TSN networks. In contrast, ref. [22] examined a TSN-based Ethernet Xhaul network and
introduced an LR model to refine deterministic WC latency estimates. While the LR ap-
proach improved average prediction accuracy, it inherently estimates conditional means
rather than high-percentile values, and therefore requires additional engineering to capture
tail latency behavior, limiting its applicability in practice.

To the best of our knowledge, no prior work has investigated a regression-based
approach employing a QR model specifically designed to predict high-percentile latencies
in dynamic TSN-enabled packet-switched Xhaul networks, where both traffic loads and
flow configurations vary over time.

3. Network Model

The study considers a packet-switched Xhaul network that interconnects the functional
components of a RAN [4]. The assumptions regarding the network, traffic, and latency
models follow those adopted in our previous works [10,35,36]. The architecture consists of
three main entities: (i) radio units (RUs) located at antenna sites, (ii) distributed units (DUs)
that perform part of the baseband processing and can be virtualized at processing-pool
(PP) nodes, and (iii) centralized units (CUs) positioned at a hub node to complete the radio
processing chain. The RUs, PPs, and the hub are interconnected through an Ethernet-based
transport infrastructure that multiplexes and routes data flows among these entities [11].

The considered network supports two categories of traffic. Fronthaul (FH) flows
connect the RUs with their assigned PP nodes hosting DUs, whereas midhaul (MH) flows
connect PPs with the hub node performing CU functions. Communication occurs in both
directions: uplink (UL, RU → PP → hub) and downlink (DL, hub → PP → RU), resulting in
four flow types: FH-UL, FH-DL, MH-UL, and MH-DL. Each flow type is characterized by
distinct bit-rate and latency requirements. The RUs attached to a common access switch are
assumed to form a cluster that may require joint DU processing for multi-cell coordination.
Consequently, all FH flows originating from the same cluster are routed to a common
DU node.

All flows are transmitted as periodic bursts of Ethernet frames that encapsulate radio
data [17,37]. Bursts are forwarded end-to-end without fragmentation, following a store-
and-forward policy at each switch. Traffic scheduling follows a strict-priority discipline [11],
where FH bursts have higher priority than MH bursts, and bursts of the same priority
are served in the first-in–first-out (FIFO) order. Each burst consists of a fixed number
of Ethernet frames, and the time interval between consecutive bursts, referred to as the
transmission window, depends on the applied 5G numerology [38]. For numerology index
μ ∈ [0, 4], the subcarrier spacing equals 15 × 2μ kHz, resulting in a transmission window
of 66.6 × 2−μ μs [17,38]. Each network instance defined in Section 5 and evaluated in
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Section 7 assumes a fixed numerology to examine its impact on latency modeling and
overall network performance.

Figure 1 shows an example of FH and MH packet burst transmission and buffering in
both UL and DL directions of the packet-switched Xhaul network. The figure illustrates
the periodic generation of bursts, their traversal through consecutive switching nodes, and
the operation of TSN mechanisms that apply strict-priority burst scheduling.

Figure 1. Transmission and buffering of FH and MH packet bursts in uplink and downlink directions
in a packet-switched Xhaul network.

Although the network illustrated in Figure 1 ensures that latency-sensitive FH traffic
is prioritized over MH traffic, contention among bursts of the same priority may still lead
to considerable queuing delays. Because reliable RAN operation requires that the one-way
latencies of FH and MH flows remain within predefined limits [4,5], predicting maximum
burst delays accurately becomes critical for ensuring service-level compliance. This study
therefore investigates the Xhaul transport network under these latency constraints, using
analytical and data-driven latency models described in the next section.

4. Latency Models

The Xhaul transport network must ensure that the one-way latency experienced by
any packet flow remains within predefined limits [4,5]. In the considered packet-switched
Xhaul network scenario, this requirement implies that the delay of any burst belonging to
a flow cannot exceed a specified maximum value. In this section, we present two latency
models used to estimate or predict these delays: a deterministic worst-case (WC) estimator
and a data-driven quantile regression (QR) predictor.

4.1. Worst-Case Model

The considered worst-case latency model was introduced in [11] for estimating packet
delays in TSN packet-switched fronthaul networks, where flows of different priorities
coexist. It accounts for static delays caused by signal propagation in links (LP

f ), packet

store-and-forward operations in switches (LSF
f ), and transmission times of packet bursts

over links (LT
f ), as well as for buffering delays that occur at switch output ports (LB

f ). For a
given flow f , the total latency is expressed as

LWC
f = LP

f + LSF
f + LT

f + LB
f , (1)

where the first three components represent static delays, and the last term corresponds to
buffering delays accumulated along the path.

The WC model assumes worst-case buffering delays. In particular, LB
f is estimated as

an upper bound on the queuing latency of bursts served under the strict-priority scheduling
algorithm (adopted in this study), derived using the principles of network calculus theory,
as discussed in [21]. These buffering delays arise from two sources:
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• bursts belonging to other flows of equal or higher priority that may be transmitted
before the burst of the considered flow, and

• the largest burst of a lower-priority flow that may already be in transmission and is
not preempted.

For a flow f routed through buffered links e along path p, the buffering latency LB
f is

calculated as

LB
f = ∑

e∈p

⎛
⎝ ∑

q∈H( f ,e)
L(q, e) + max

q∈L( f ,e)
L(q, e)

⎞
⎠, (2)

where H( f , e) denotes the set of flows with equal or higher priority than f that share link e,
L( f , e) represents the set of lower-priority flows interfering with f , and L(q, e) is the latency
contribution of an interfering flow q on link e, corresponding to the transmission delay of
the burst of flow q in that link. The first term in (2) aggregates the delays caused by all
higher- or equal-priority flows, while the second term accounts for the largest delay that
can be introduced by a lower-priority flow already in transmission.

4.2. Quantile Regression Model

The quantile regression model provides a data-driven alternative to deterministic
latency estimation by learning the conditional distribution of flow latency from observed
data. Unlike ordinary least-squares regression, which estimates the conditional mean of
a dependent variable, QR predicts a specific quantile (e.g., 0.95 or 0.99) of the latency
distribution, thereby capturing high-percentile delay behavior. This capability makes QR
particularly suitable for packet-switched Xhaul networks, which must comply with strict
one-way latency limits and where queuing effects produce long-tailed latency distributions
that are not well characterized by mean-based models. The concept of quantile regression
was first introduced in [39] and has since been widely adopted in predictive modeling,
including recent applications to delay forecasting in packet networks [40].

From a theoretical viewpoint, QR extends classical linear regression by replacing the
mean-squared loss with an asymmetric quantile (pinball) loss, which penalizes underes-
timation more heavily for higher quantiles [23]. Given a flow f described by a vector of
features x f = [x f ,1, x f ,2, . . . , x f ,n], the QR-predicted latency is expressed as:

LQR
f = β0 +

n

∑
i=1

βi x f ,i, (3)

where β0 is the intercept and βi are regression coefficients. The coefficient values βi

(0 ≤ i ≤ n) are obtained by minimizing the quantile loss function

LQ(y, ŷ) =

⎧⎨
⎩Q (y − ŷ), if y ≥ ŷ,

(1 − Q) (ŷ − y), otherwise.
(4)

where Q is the desired quantile level (0 < Q < 1), and y and ŷ are the actual and pre-
dicted latency values, respectively. This asymmetric loss function enforces conservative
predictions for high quantiles (e.g., Q ≥ 0.99), thereby reducing the risk of underestimating
latency values.

In this study, the feature set combines descriptors that represent both static path
properties and dynamic queuing interactions of packet flows. The complete feature set
used for each flow f includes:

278



Appl. Sci. 2025, 15, 12487

• Routing path characteristics: hop count Nhops
f , the number of buffered links along

the path Nbuffers
f , and the static latency Lstat

f , representing the sum of propagation,

store-and-forward, and transmission delays, i.e., Lstat
f = LP

f + LSF
f + LT

f ;

• Deterministic latency bound: the worst-case latency estimate LWC
f , which serves as a

baseline input linking the QR model to analytical latency bounds;
• Queuing-related indicators:

– LEP,same
f —buffering contribution from equal-priority (EP) flows entering the same

switch input port g. It captures the overlap between the reception delay of the
burst of flow f (L( f , g)) and the transmission delay of a burst of another EP
flow q at the switch output port e (L(q, e)). If L(q, e) ≤ L( f , g), the burst of
flow q is completely transmitted before the burst of flow f is fully received, and
no buffering delay is introduced. Otherwise, a partial buffering delay occurs,
which is reduced proportionally to the difference between the burst reception
and transmission times.

– LEP,other
f —buffering contribution from EP flows arriving from other input ports.

It accounts for the longest EP burst from each such port, and is calculated as the
sum of their respective delay contributions.

– LHP,sum
f —aggregated buffering impact from higher-priority (HP) flows, calculated

as the total delay induced by all such flows contending for transmission at the
same output port.

This combination of deterministic and empirical features enables the QR model to
learn both the structural characteristics of the routing path and the stochastic variability
caused by packet contention.

5. Data Generation

This section describes the methodology used to generate the data sets used in the ML
analysis and training of the QR latency prediction model. The data generation process
integrates optimization-based flow allocation and packet-level network simulations to
produce representative latency measurements under diverse Xhaul configurations. The
following subsections outline the main network and system assumptions, the workflow
for building the data sets for ring and mesh topologies, the underlying MILP optimization
used to obtain feasible flow allocations, and the simulation framework used for latency
measurements and feature extraction.

5.1. Main Assumptions

The study considers two representative Xhaul transport topologies: ring and mesh
networks [10,41,42]. In the case of ring networks (RING-N), the number of switching nodes
(N) ranges from 5 to 10, whereas for mesh (MESH-N), two larger networks are analyzed,
with N ∈ {20, 38}. The corresponding topologies are shown in Figure 2.

For each topology, network scenarios were generated with varying numbers of
RUs (R), randomly attached to the switching nodes. In RING-N networks, we consider
R ∈ {10, 20, 30}, while in MESH-N networks the range extends to R ∈ {10, 20, 30, 40, 50}.
The parameters of the network links, including capacities and lengths, are shown in
Table 1 [10], where the actual link lengths are randomly selected within given ranges.
Propagation delays are derived assuming a transmission speed of 2 × 105 km/s, which
reflects the typical velocity factor of optical fiber (≈0.67c). Each switch introduces a store-
and-forward latency of 5 μs, corresponding to the forwarding delay value used for latency
analysis in Annex B of the IEEE 802.1CM standard [11].
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Figure 2. Xhaul transport network topologies assumed in analysis: RING-N and MESH-N.

Table 1. Parameters of network links.

Link Bit-Rate [Gbit/s] Length [km]

switch–RU 25 [0.2 . . . 0.5]
switch–switch 100 [1 . . . 3]
switch–PP 400 [0.2 . . . 0.5]
switch–hub 400 [10 . . . 15]

In the analysis, we assume a radio system configured with eight MIMO layers, 32 an-
tenna ports, and 100 MHz channels [43]. The functional split adopts Option 7.2 for FH
and Option 2 for MH [44]. The corresponding maximum radio data flow rates, derived
from the model in [43], are 21.624 Gbps and 22.204 Gbps for FH uplink and downlink, and
3.024 Gbps and 4.016 Gbps for MH uplink and downlink, respectively. Two numerologies
are considered, μ ∈ {1, 2}. The Ethernet frame size is fixed at 1542 bytes, consistent with the
assumptions adopted in [11]. The burst size for each flow follows directly from the radio
bit-rate, the Ethernet frame size, the applied numerology, and the periodic traffic generation
model proposed in [17] and described in detail in [35]. Flow routing is determined using
the k-shortest path algorithm.

5.2. Data Generation Workflow

Two independent data sets were created for the ML analysis, one for the ring and the
other for the mesh topology, using the network scenarios and system parameters defined
in Section 5.1 within the procedure illustrated in Figure 3.

Figure 3. Data set generation workflow.

The data generation workflow in Figure 3 consists of the following two steps.

Step 1: Generating feasible flows—feasible FH and MH flows satisfying capacity and latency
constraints were generated for each network scenario. For this purpose, a mixed-integer
linear programming (MILP) optimization method, discussed in Section 5.3, was applied
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assuming maximum Xhaul flow bit-rates (ρ = 1.0) and latency estimation based on the
WC model.
Step 2: Generating data features—the goal of this step was to generate the data features,
including the measurement of the actual latencies, for each individual data flow produced
in Step 1. To this end, packet-level Xhaul network simulations were executed for each
network scenario and data were gathered, as described in Section 5.4.

For the ring topology, a total of 7200 network scenarios were processed. Specifically, six
networks with different numbers of switching nodes (N) were considered, each combined
with three RU counts (R), according to the assumptions in Section 5.1. Every configuration
was repeated ten times with random RU-to-switch assignments and evaluated under two
radio numerologies (μ). For each flow, the one-way latency limit was set either as a random
value between 50 μs and 150 μs in the case of FH, or as a fixed 1 ms for MH flows [4].
Traffic load levels ρ ∈ {0.1, 0.25, 0.5, 0.75, 1.0} were considered, where ρ denotes the fraction
of the maximum radio flow bit-rates (see Section 5.1) allocated to corresponding flow
types (FH/MH in both uplink and downlink). To introduce variability, the bit rate of
each flow was further perturbed by a random deviation bounded by δ ∈ {0, 0.1, 0.2, 0.5},
while ensuring that the resulting load remained within 0.01 ≤ ρ ≤ 1.0. Assuming on
average 20 RUs per scenario and four flows per RU, the resulting ring data set contains
576,000 labeled flow samples.

The data set for the mesh topology was derived from 12,000 distinct scenarios. It com-
prises two networks with different numbers of switching nodes (N), each combined with
five RU counts (R) as defined in Section 5.1. Every configuration was evaluated under ten
random RU-to-switch assignments and two numerologies. For each case, three FH latency
limits were applied: (a) a fixed 75 μs, (b) a fixed 100 μs, and (c) a randomly chosen value
between 50 μs and 150 μs, independently assigned per flow. The same sets of ρ and δ as in
the ring scenarios were considered. Assuming an average of 30 RUs per scenario and four
flows per RU, the mesh data set comprises 1,440,000 labeled flow samples.

The generated data sets were used in the ML analysis to train and test the QR la-
tency prediction model with the quantile parameter set to Q = 0.9999. The model was
implemented using the QuantileRegressor class from the scikit-learn Python library and
trained separately for each data flow type (FH-UL, FH-DL, MH-UL, MH-DL), numerology,
and network topology (ring or mesh). In the training process, the regularization coefficient
was set to α = 0, and the highs solver was used as the underlying optimization method. All
remaining optimization settings followed their default values, and no additional parameter
tuning was applied.

Figures 4 and 5 illustrate the relationship between the measured maximum one-way
flow latencies and the corresponding values estimated using the WC model (left) and
predicted by the QR model (right). Dedicated plots for individual flow types and network
topologies are presented, covering the complete RING-N and MESH-N data sets and both
numerologies, μ ∈ {1, 2}. Each point represents a pair of measured and modeled latency
values, with color intensity reflecting sample density, where darker regions indicate areas
of higher concentration. These plots show how closely the QR-based predictions align with
the actual flow latencies compared to the more conservative WC estimates.

To quantitatively assess model performance, the coefficient of determination (R2)
metric available in the Python scikit-learn library was used. The R2 score ranges from
−∞ to 1, with higher values indicating better model accuracy. Table 2 summarizes the R2

results obtained for the evaluated models across different network scenarios—RING-N
and MESH-N—and numerologies μ ∈ {1, 2}. Results are reported separately for FH and
MH flows in both uplink (UL) and downlink (DL) directions.
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Figure 4. Flow latencies in RING-N networks: measured, WC-estimated, and QR-predicted.

Figure 5. Flow latencies in MESH-N networks: measured, WC-estimated, and QR-predicted.

The results in Table 2 show that the WC model performs very well for FH flows,
achieving R2 values of 0.918–0.96 for FH-UL and up to about 0.98–0.991 for FH-DL. How-
ever, its accuracy declines noticeably for MH flows, leading to less reliable latency estimates
for this flow type. In all cases, the QR model provides more accurate latency predictions
than the WC model, with particularly large improvements observed for MH flows.

Table 2. Comparison of the R2 score of WC and QR latency models in networks RING-N and
MESH-N for numerologies μ ∈ {1, 2}.

R2 Score

FH MH

Network μ Model UL DL UL DL

RING-N 1 WC 0.952 0.990 0.633 0.012
QR 0.980 0.993 0.952 0.864

2 WC 0.956 0.991 0.823 0.516
QR 0.986 0.995 0.972 0.929

MESH-N 1 WC 0.960 0.990 0.754 0.381
QR 0.984 0.993 0.944 0.873

2 WC 0.918 0.980 0.884 0.480
QR 0.974 0.991 0.963 0.853
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5.3. MILP Optimization

Feasible allocations of FH and MH flows, necessary for conducting the network
simulations, were obtained using the MILP optimization model introduced in [35]. For
clarity and brevity, only the main modeling assumptions are summarized below, while the
full mathematical formulation can be found in [35].

The MILP models a problem of planning a packet-switched Xhaul network, jointly
finding the placement of DUs at selected PP nodes and the routing of FH and MH flows
between RUs, PPs, and the hub. The formulation includes constraints ensuring that each
cluster of RUs is assigned to a common PP location, that the link utilization does not exceed
available capacity, and that individual flow latencies remain within the imposed limits.
The objective is to minimize the number of active PPs required to satisfy these constraints.
The MILP problem is solved using the CPLEX v.12.9 optimizer [45].

5.4. Network Simulations

The transmission and routing of packet flows between Xhaul network elements were
emulated using an event-driven simulator developed in the OMNeT++ v.5.6.1 environ-
ment [46]. For each network scenario, the simulations provided measurements of actual
flow latencies and feature values associated with individual flows. The simulator emulates
the operation of packet switches, including output-buffer queuing and prioritized handling
of fronthaul packets. The main assumptions adopted in the simulator implementation are
summarized below.

• Packet bursts from each flow source are transmitted periodically within a transmission
window defined by the 5G radio numerology, as detailed in Section 3, following the
traffic model described in [17].

• To introduce variability and avoid repetitive buffering patterns, the departure time of
each burst (i.e., its offset relative to the start of the transmission window) is randomly
modified every two transmission periods. Furthermore, the simulation enforces that
all bursts complete their transmission within each two-window cycle, preventing
temporal congestion caused by overlapping bursts from the same source.

• A store-and-forward switching mechanism without cut-through is assumed, meaning
that each burst is fully received at the input port before transmission begins at the
output port.

• Packet bursts are queued in a first-in–first-out (FIFO) manner and transmitted as
complete units, without fragmentation or interleaving.

• Switches operate according to the strict-priority algorithm [11], which ensures that
high-priority (HP) latency-sensitive FH bursts are always served before lower-priority
(LP) MH bursts.

• Profile A of operation, as defined in [11], is applied, guaranteeing that an LP burst
already being transmitted cannot be preempted by an HP burst.

• The latency of a flow, defined as the maximum one-way delay, is taken as the largest
delay value measured among all bursts of that flow transmitted during the entire
simulation.

• Each simulation assumes the transmission of 107 bursts, after which the simulation
terminates.

6. Evaluation Scenario

The latency models are evaluated in a dynamic network scenario illustrated in Figure 6.
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Figure 6. Evaluation scenario illustrating the reallocation of DUs and the adaptation of FH and MH
routing paths as traffic load increases.

The network evaluation scenario assumes a progressive increase in network traffic
load—from low to high levels—accompanied by dynamic reallocation of DU units among
PP nodes and the adaptation of FH and MH routing paths. At low load conditions (see
Figure 6a), DU units are aggregated into a smaller number of active PPs, allowing the
remaining PPs to enter a sleep mode and thereby improving energy efficiency [47]. As
the traffic load (ρ) increases, and either link utilization approaches capacity limits or flow
latencies become excessive, DUs are gradually reallocated to PPs located closer to their
corresponding RUs to satisfy capacity and latency constraints (see Figure 6b,c).

The implemented DU reallocation mechanism consists of the following two stages.

Stage 1: Selection of PP nodes—In an offline preprocessing stage, a pair of PP nodes,
denoted as PPmin and PPmax, is determined for each RU by solving the MILP optimization
model described in Section 5.3 for two extreme network load conditions, namely the
minimum (ρ = 0.1) and maximum (ρ = 1.0) traffic levels.
Stage 2: DU reallocation—During the network simulation, whenever a change in traffic load
is detected, the system verifies whether the current DU allocation satisfies the transmission
capacity and latency constraints of all flows. If these conditions are not met, an inactive
PPmax node hosting the largest number of DUs is activated, and the corresponding DUs
are reallocated to this node. The reallocation is carried out only to the minimum extent
required to restore feasibility, ensuring that the number of active PP nodes remains as small
as possible throughout the simulation.

The network simulations start with the traffic load set to ρ = 0.1, with all DUs initially
allocated to their corresponding PPmin nodes. At each simulation step, the traffic load
is incremented by Δρ = 0.05, and network reconfiguration is performed when required,
following the procedure described above. The simulations continue until the traffic load
reaches ρ = 1.0.

The considered dynamic network scenario effectively reflects the adaptive nature of
packet-switched Xhaul networks, which can reconfigure flow allocations in response to
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varying traffic conditions, making it well suited for evaluating latency models across a
wide range of traffic loads. It is essential to note that the latency constraints verified during
traffic-load variations in the network simulations are evaluated using one of the latency
models introduced in Section 4, namely the WC or QR model, depending on the case under
analysis. Simultaneously, the actual flow latencies are measured in the simulator and used
as a reference to assess the accuracy of the employed model and to validate its reliability, as
discussed in the next section.

7. Results

In this section, the QR and WC latency models are numerically evaluated in dynamic
packet-switched Xhaul networks, using the evaluation scenario introduced in Section 6.
We begin by validating the maximum FH latencies predicted by the QR model against
the given latency limits, and by comparing them with WC estimations and simulation
outcomes for ring and mesh topologies. Next, we assess the prediction accuracy of both
models for FH and MF flows under different traffic loads, latency limits, and numerologies.
Finally, we analyze the impact of latency prediction accuracy on network performance
in terms of PP utilization, considering the number of RUs, traffic load, latency limits,
and numerologies as evaluation parameters. These results provide an overview of how
model choice influences latency estimation, SLA compliance, and resource efficiency in
packet-switched Xhaul networks.

7.1. Validation of QR Model

Here, we examine the reliability of the QR model, specifically verifying whether its
maximum latency estimates remain within the imposed latency limits. Figures 7 and 8
present the maximum one-way FH latencies in RING-N and MESH-N networks, respec-
tively, as functions of traffic load (ρ). Simulation results (denoted as Sim) are compared with
the quantile regression predicted values (QR) and the worst-case estimated values (WC),
assuming FH latency limits of 75 μs and 100 μs. For each load level, the reported value
corresponds to the maximum latency across all analyzed scenarios, i.e., different network
instances and parameter settings, assuming N ∈ {6, 8, 10} for RING-N and N ∈ {20, 38}
for MESH-N topologies, R ∈ {10, 20, 30} RUs, and numerologies μ ∈ {1, 2}, with 10 ran-
dom RU placements considered for each network setting. The results were obtained for the
networks using the QR model.
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Figure 7. Maximum fronthaul latencies in RING-N networks under varying traffic load (ρ), obtained
for networks utilizing the QR model, assuming FH latency limits of (a) 75 μs and (b) 100 μs, compared
with simulation results (Sim) and WC estimates.
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The results in Figures 7 and 8 show that the QR predictions remain below the la-
tency limits across the entire range of ρ, confirming QR as a reliable model for one-way
latency estimation in dynamic packet-switched Xhaul networks with varying traffic loads.
The reported maximum predicted values are also close to the corresponding simulated
latencies—particularly in MESH-N networks—with deviations typically within a few
microseconds. In contrast, the WC estimates consistently exceed the FH latency limits,
reflecting their conservative, overestimation approach. It is worth noting that these results
correspond to networks optimized using the QR model, which explains why the WC
estimates may lie above the limits.
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Figure 8. Maximum fronthaul latencies in MESH-N networks under varying traffic load (ρ), obtained
for networks utilizing the QR model, assuming FH latency limits of (a) 75 μs and (b) 100 μs, compared
with simulation results (Sim) and WC estimates.

7.2. Accuracy of Latency Models

Next, we analyze the accuracy of latency predictions (Δ), defined as the relative
difference between estimated or predicted latencies and the simulation results, where lower
values of Δ indicate higher accuracy.

Figure 9 shows the average prediction accuracy of the WC and QR models for FH
flows in RING-N and MESH-N networks, evaluated over the same set of scenarios as
in Section 7.1. The values of Δ are plotted as functions of traffic load (ρ) for FH latency
limits LFH = 75 μs and 100 μs, illustrating how both models behave under different load
conditions.
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Figure 9. Average prediction accuracy of FH latencies as a function of traffic load (ρ), obtained with
the WC and QR models for FH latency limits of 75 μs and 100 μs in (a) RING-N and (b) MESH-
N networks.
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In Figure 9, the average accuracy results for FH flows indicate that QR achieves higher
accuracy than WC, with Δ ranging from about 5% (for LFH = 75 μs in MESH-N) to 13% (for
LFH = 100 μs in RING-N), compared to WC, where Δ varies between 6% (for LFH = 75 μs
in MESH-N) and up to 18% (for LFH = 100 μs in RING-N). Accuracy for both models
is generally higher across the entire range of ρ when lower latency limits are imposed.
In RING-N networks, both models exhibit reduced accuracy at low loads, which improves
as ρ increases and stabilizes beyond ρ ≥ 40%. The highest accuracy in MESH-N is observed
at moderate loads (20% ≤ ρ ≤ 40%), while performance deteriorates at both very low and
very high load conditions.

Figure 10 extends the accuracy analysis to MH flows in RING-N and MESH-N net-
works, again as a function of traffic load (ρ) for latency limits LFH ∈ 75, 100 μs. Compared
to FH flows, a different trend can be observed: in RING-N networks, the accuracy of
both models decreases as ρ increases. Moreover, while the QR model maintains a level
of accuracy comparable to that for FH flows, the accuracy of the WC model deteriorates
sharply at higher loads in RING-N, with Δ exceeding 22% on average.
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Figure 10. Average prediction accuracy of MH latencies as a function of traffic load (ρ), obtained
with the WC and QR models for FH latency limits of 75 μs and 100 μs in (a) RING-N and (b) MESH-
N networks.

Table 3 reports the average prediction accuracy of the WC and QR latency models for
both FH and MH flows. The values are averaged over RING-N and MESH-N scenarios for
traffic loads ρ ranging from 0.1 to 1.0 (step 0.05), with FH latency limits LFH ∈ {75, 100} μs
and numerologies μ ∈ {1, 2}

Table 3. Average prediction accuracy (Δ) of the WC and QR latency models for FH and MH flows in
RING-N and MESH-N networks, evaluated for FH latency limits LFH ∈ {75, 100} μs and numerolo-
gies μ ∈ {1, 2}.

Model WC Model QR Absolute Difference

Network LFH [μs] μ FH MH FH MH FH MH

RING-N 75 1 7% 14% 6% 8% 1% 6%
2 10% 10% 7% 5% 3% 5%

100 1 13% 19% 11% 12% 2% 7%
2 14% 12% 10% 7% 4% 5%

MESH-N 75 1 6% 8% 5% 6% 1% 2%
2 9% 7% 7% 5% 2% 2%

100 1 10% 12% 9% 9% 2% 3%
2 14% 9% 11% 7% 4% 2%
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The results in Table 3 confirm the trends shown in Figures 9 and 10, with QR reducing
the average prediction error by several percentage points (pp) compared to WC, as summa-
rized in the last two columns of the table. For FH flows, predictions are generally more
accurate (lower values of Δ) for the lower numerology (μ = 1), particularly in the case
of WC. In contrast, for MH flows, both models perform better at the higher numerology
(μ = 2). Another observation is that prediction accuracy decreases when the FH latency
limit (LFH) is increased.

Concluding this subsection, QR predictions achieve consistently higher accuracy than
WC estimations for both FH and MH flows. Nevertheless, the error of QR predictions still
ranges from a few to several percent depending on the network scenario and traffic load,
which motivates further exploration of alternative ML models that may deliver additional
improvements in prediction accuracy.

7.3. Impact on Network Performance

Finally, we assess the impact of latency prediction models on network performance in
terms of processing resource utilization.

Figure 11 presents the average number of active PPs (bars) and the relative reduction
in PPs (lines) achieved with QR predictions compared to WC estimates in RING-N and
MESH-N networks. The results are averaged over the network instances considered in the
previous subsection—covering different traffic loads, latency limits, and numerologies—
and are reported for scenarios with varying numbers of RUs, R ∈ {10, 20, 30}. The use
of QR predictions consistently reduces the number of required active PPs compared with
WC-based estimates, with the relative savings most pronounced in MESH-N networks and
increasing with the number of RUs, reaching nearly 10% in some scenarios.
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Figure 11. Average number of active PPs (bars) and relative reduction of PPs (lines) achieved with
the QR model compared to the WC model in (a) RING-N and (b) MESH-N networks scenarios with
different numbers of RUs (R).

Figure 12 presents a similar analysis of PP utilization gains, this time as a function
of traffic load (ρ). QR-based latency predictions require fewer active PPs than WC, with
average reductions ranging from about 2% to more than 6%. The relative difference between
the models remains relatively stable across the entire load range in MESH-N networks,
whereas in RING-N networks it decreases with increasing traffic load.
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Figure 12. Average number of active PPs (bars) and relative reduction of PPs (lines) achieved
with the QR model compared to the WC model under different traffic loads (ρ) in (a) RING-N and
(b) MESH-N networks.

Table 4 reports the average performance gains obtained by using QR instead of WC for
different FH latency limits (LFH) at specific traffic loads in RING-N and MESH-N networks.
Gains are evident for both latency limits, with savings in active PPs typically ranging from
2% to 11%, and the highest values observed in lightly loaded networks (ρ = 0.2) with the
higher latency limit of 100 μs.

Table 4. Average performance gain, expressed as the reduction in active PPs achieved with the QR
model compared to the WC model, in RING-N and MESH-N networks under different traffic loads
(ρ) and FH latency limits LFH ∈ {75, 100} μs.

Traffic Load (ρ)

Network LFH [μs] 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

RING-N 75 4% 3% 3% 4% 3% 2% 2% 3% 3% 2%
100 4% 11% 6% 5% 4% 2% 3% 2% 1% 2%

MESH-N 75 3% 3% 5% 5% 6% 6% 6% 6% 6% 6%
100 5% 8% 4% 4% 4% 4% 4% 4% 4% 4%

Furthermore, Table 5 presents similar results, but this time for different numerologies,
μ ∈ 1, 2. In MESH-N networks, QR shows consistently larger benefits at μ = 2 compared
with μ = 1 for almost all traffic loads (ρ ≥ 0.2), whereas in RING-N networks the results
are more variable across load levels.

Table 5. Average performance gain, expressed as the reduction in active PPs achieved with the QR
model compared to the WC model, in RING-N and MESH-N networks under different traffic loads
(ρ) and numerologies μ ∈ {1, 2}.

Traffic Load (ρ)

Network μ 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

RING-N 1 6% 5% 4% 4% 3% 1% 1% 2% 3% 2%
2 1% 9% 5% 4% 4% 3% 4% 3% 1% 1%

MESH-N 1 5% 2% 2% 3% 5% 4% 4% 4% 4% 3%
2 3% 9% 10% 8% 7% 8% 8% 8% 8% 8%

8. Discussion

This Section provides concluding remarks on the analysis presented in Section 7 and
discusses the applicability of the QR-based latency predictor.
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1. The comparison presented in Section 7 shows that deterministic WC estimation, while
ensuring that latency limits are not violated, is overly conservative. WC values often
exceed the actual latencies observed in simulations, which may lead to rejecting feasi-
ble configurations and allocating more network resources than necessary. In contrast,
the QR-based predictions remain within acceptable limits and closely approximate the
measured latencies, making them a more accurate approach for estimating maximum
one-way delays.

2. The accuracy analysis confirms that the QR model consistently reduces prediction
errors for both FH and MH flows. Although the absolute error still reaches a few
percent in some cases, it represents a clear improvement over the WC estimator,
especially in mesh topologies and at higher traffic loads. The results also show that
tighter latency limits improve the accuracy of both models and that the impact of
numerology differs between FH and MH flows. These observations highlight the
need for parameter-aware adaptation of predictors and motivate the exploration of
more advanced ML models.

3. At the network level, more accurate latency prediction translates directly into im-
proved resource efficiency. When QR-based estimates are applied during network
operation, a decrease of 1–11% in active processing nodes is observed on average,
depending on the scenario. Although these gains may seem modest, they become sig-
nificant in large-scale deployments, where even small efficiency improvements yield
noticeable reductions in energy consumption and operational costs. Importantly, this
effect is consistent across different network sizes, traffic loads, and RU configurations,
confirming the robustness of the QR approach.

4. An important consideration regarding the applicability of the QR model is the range
of network sizes and traffic loads represented in the training data. In this study, the
maximum load level was limited to ρ = 1.0, corresponding to the full radio-flow
bit-rate defined for each RU, and therefore representing the intended maximum Xhaul
traffic. Scenarios with ρ > 1.0—i.e., exceeding the nominal RU capacity—were not
considered. While the QR predictor may still produce reasonable outputs under
such conditions, proper training for these extreme loads would require incorporating
corresponding samples into the dataset. Similarly, although the training data cover a
diverse set of topologies, including ring networks with up to 10 switches and mesh
networks with up to 50 RUs, applying the model to significantly larger or structurally
different networks would likely require extending the training dataset to ensure
robust generalization.

5. The QR model is well suited for packet-switched Xhaul networks because it focuses on
conservatively predicting high-quantile latency values. In this study, the QR predictor
incorporates worst-case latency estimations as one of its input features. If analogous
WC estimations can be formulated for scenarios with additional traffic classes or more
advanced QoS differentiation schemes, the same QR-based methodology could be
extended to those settings as well. Extending the approach to multi-class priority
scheduling or differentiated QoS policies therefore constitutes a promising direction
for future research.

6. While the evaluation considers a broad range of traffic loads and dynamically chang-
ing flow configurations, it does not explicitly address extreme operating conditions
such as sudden traffic surges or link failures. The analysis assumes that traffic remains
within the SLA-compliant maximum bit-rate levels defined for the flows. Never-
theless, the simulations include scenarios with varying routing configurations and
time-varying loads, suggesting that the QR model may retain applicability in situa-
tions where flows must be rerouted following a link failure. A systematic investigation
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of such extreme network states, particularly those involving abrupt congestion spikes
or partial network outages, remains an important topic for future research.

7. An additional consideration concerns the computational complexity of the QR model
in the context of dynamic network operation. Although the model is intended for
real-time use, its training is performed entirely offline using large data sets that cover
diverse traffic loads and routing configurations. For the mesh topology, training
on the complete dataset of up to 1.44 million labeled samples, corresponding to
360,000 samples per flow type, required approximately 1.5–2 h per flow type on a
standard laptop. Once trained, the model can be deployed without further retraining,
even under dynamically changing flow configurations. Inference is lightweight (sub-
millisecond), as it involves only simple linear operations on features such as WC and
other latency-related components, which are dynamically computed through iterative
summation of per-link latency values along each flow’s routing path. These properties
make the QR predictor entirely suitable for real-time network control. While a formal
complexity analysis of the underlying optimization solver is beyond the scope of this
work, the empirical results indicate that the approach is computationally efficient and
practically deployable.

8. Overall, the obtained results show that applying the QR model in latency-sensitive
packet-switched Xhaul networks improves efficiency without violating SLA con-
straints. By mitigating conservatism in WC estimates, the QR approach enables
more effective use of network resources. These findings support the integration of
data-driven latency predictors into future network control and management systems,
including those operating within the O-RAN architecture, enabling proactive and
automated network optimization.

9. Conclusions

This study addressed the problem of accurate latency prediction in dynamic TSN-
enabled packet-switched Xhaul networks that transport fronthaul and midhaul traffic in
5G and beyond RANs. Two latency modeling approaches were considered and compared:
a deterministic worst-case model derived from network calculus principles, and a data-
driven quantile regression model designed to predict high-percentile (tail) flow latencies.
The WC model provides strict upper bounds on transmission delays, ensuring network
reliability but often resulting in overly conservative (overestimated) latency values.

In contrast, the QR model estimates conditional quantiles of latency distributions,
leveraging both deterministic and queuing-related data features.

The results demonstrate that the QR model significantly improves the accuracy of
latency prediction—particularly for midhaul flows—while maintaining compliance with
stringent latency limits required by 5G/6G RANs. When applied in a dynamic network
operation scenario, the QR-based predictions translate into measurable resource savings,
reducing the number of active processing nodes by several percent compared with WC-
based estimations.

These findings confirm that data-driven models can effectively complement determin-
istic latency models, offering a practical means to mitigate the over-provisioning effects
typical of conservative WC calculations.

Future work will focus on further improving latency prediction accuracy beyond
the results achieved with the QR model by exploring alternative, more advanced ML
and DL models. In addition, the data-driven modeling framework will be extended
toward hybrid learning approaches that combine analytical latency bounds with real-time
telemetry data, enabling continuous model adaptation during network operation. These
developments are expected to further enhance the predictive reliability of latency models in
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evolving 6G Xhaul systems and facilitate their integration into digital-twin-based network
management platforms.
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