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Chaı̈maâ Kissi, et al.

Optimized Digital Watermarking for Robust Information Security in Embedded Systems
Reprinted from: Information 2025, 16, 322, https://doi.org/10.3390/info16040322 . . . . . . . . . 1

Eman Shalabi, Walid Khedr, Ehab Rushdy and Ahmad Salah

A Comparative Study of Privacy-Preserving Techniques in Federated Learning: A Performance
and Security Analysis
Reprinted from: Information 2025, 16, 244, https://doi.org/10.3390/info16030244 . . . . . . . . . 18

Egor Shiriaev, Tatiana Ermakova, Ekaterina Bezuglova, Maria A. Lapina and Mikhail

Babenko

Reliablity and Security for Fog Computing Systems
Reprinted from: Information 2024, 15, 317, https://doi.org/10.3390/info15060317 . . . . . . . . . 54

Wanying Li, Woon Kwan Tse and Jiaqi Chen

Privacy and Security Mechanisms for B2B Data Sharing: A Conceptual Framework
Reprinted from: Information 2024, 15, 308, https://doi.org/10.3390/info15060308 . . . . . . . . . 73

Feng Zhao and Song Fan

Protecting Infinite Data Streams from Wearable Devices with Local Differential Privacy
Techniques
Reprinted from: Information 2024, 15, 630, https://doi.org/10.3390/info15100630 . . . . . . . . . 90

Yeslam Al-Saggaf and Julie Maclean

Smartphone Privacy and Cyber Safety among Australian Adolescents: Gender Differences
Reprinted from: Information 2024, 15, 604, https://doi.org/10.3390/info15100604 . . . . . . . . . 106

Qian Feng, Shenglong Du, Wuzheng Tan and Jian Weng

Efficient Cryptographic Solutions for Unbalanced Private Set Intersection in Mobile
Communication
Reprinted from: Information 2024, 15, 554, https://doi.org/10.3390/info15090554 . . . . . . . . . 123

Saqib Saeed, Hina Gull, Muneera Mohammad Aldossary, Amal Furaih Altamimi, Mashael

Saeed Alshahrani, Madeeha Saqib, et al.

Digital Transformation in Energy Sector: Cybersecurity Challenges and Implications
Reprinted from: Information 2024, 15, 764, https://doi.org/10.3390/info15120764 . . . . . . . . . 154
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Preface

Since the publication of the first edition of ‘Digital Privacy and Security’, the digital landscape

has evolved substantially. Emerging technologies, the proliferation of connected devices, the

exponential growth of personal data, and the consolidation of generative artificial intelligence

(AI) demand a constant re-evaluation of digital privacy and security strategies. This second

edition expands the discussion by integrating recent research that reflects the current complexities

of this rapidly changing environment and digital transformation acceleration for individuals and

organizations.

The resilience of embedded systems against digital threats is a central theme in Optimized

Digital Watermarking for Robust Information Security in Embedded Systems, where digital

watermarking is used not only for protection but also as a mechanism of resilience against

unauthorized manipulation. Security is now built into devices from the ground up, rather than added

as an afterthought.

Federated learning, a promising tool for collaborative data analysis without centralization,

brings specific privacy challenges. A Comparative Study of Privacy-Preserving Techniques in

Federated Learning offers a comparative overview of the most effective approaches, showing the

delicate balance required between performance and data protection.

In the realm of wearable devices, the continuous stream of data poses new vulnerabilities.

Protecting Infinite Data Streams from Wearable Devices with Local Differential Privacy Techniques

proposes local differential privacy solutions, demonstrating that even in scenarios of constant data

collection, it is possible to safeguard user identity without compromising functionality.

The social dimension of cybersecurity gains relevance in Smartphone Privacy and Cyber

Safety among Australian Adolescents, which reveals important gender differences in perception

and behavior. Understanding these factors is key to developing effective educational policies and

protection tools.

Cryptographic solutions have also advanced. Efficient Cryptographic Solutions for Unbalanced

Private Set Intersection in Mobile Communication addresses mobile communication scenarios where

shared data sets are uneven, proposing secure and efficient methods to preserve privacy even in

resource-constrained environments.

In the corporate sphere, secure data sharing between businesses is vital in interdependent digital

ecosystems. Privacy and Security Mechanisms for B2B Data Sharing presents a conceptual framework

for enterprise data exchange practices, strengthening trust in digital B2B relationships.

The digitalization of the energy sector introduces unique challenges. In Digital Transformation in

Energy Sector: Cybersecurity Challenges and Implications, the risks associated with automation and

the interconnectivity of critical infrastructure are explored, emphasizing the urgency of sector-specific

solutions to ensure stability and security.

As fog computing becomes a key paradigm for real-time applications, Reliability and Security

for Fog Computing Systems discusses strategies to ensure reliability and protection in these

decentralized systems, often located at the network edge. Finally, the human factor remains a

vital link in digital security. Improving the Cybersecurity Awareness of Young Adults through a

Game-Based Informal Learning Strategy demonstrates that playful, informal learning approaches

are effective in raising cybersecurity awareness among young people, an especially connected and

vulnerable demographic.

This second edition reaffirms that digital privacy and security are not merely technical challenges

ix



but also social, ethical, environmental, and educational ones. By bringing together contributions

that span disciplines and contexts, this volume offers a comprehensive and updated view of the

many fronts on which the fight for protection in the digital world is being waged. Building a secure

digital future requires, more than ever, constant innovation, critical thinking, and multidisciplinary

collaboration and cooperation.

José Braga de Vasconcelos, Hugo Barbosa, and Carla Cordeiro

Guest Editors
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Optimized Digital Watermarking for Robust Information
Security in Embedded Systems

Mohcin Mekhfioui 1,2,*, Nabil El Bazi 1, Oussama Laayati 1, Amal Satif 2, Marouan Bouchouirbat 1, Chaïmaâ Kissi 2,

Tarik Boujiha 2 and Ahmed Chebak 1

1 Green Tech Institute (GTI), Mohammed VI Polytechnic University, Benguerir 43150, Morocco
2 National School of Applied Sciences, Ibn Tofail University, Kenitra 14000, Morocco
* Correspondence: mohcin.mekhfioui@um6p.ma

Abstract: With the exponential growth in transactions and exchanges carried out via the
Internet, the risks of the falsification and distortion of information are multiplying, encour-
aged by widespread access to the virtual world. In this context, digital image watermarking
has emerged as an essential solution for protecting digital content by enhancing its durabil-
ity and resistance to manipulation. However, no current digital watermarking technology
offers complete protection against all forms of attack, with each method often limited to
specific applications. This field has recently benefited from the integration of deep learning
techniques, which have brought significant advances in information security. This article
explores the implementation of digital watermarking in embedded systems, addressing
the challenges posed by resource constraints such as memory, computing power, and
energy consumption. We propose optimization techniques, including frequency domain
methods and the use of lightweight deep learning models, to enhance the robustness and
resilience of embedded systems. The experimental results validate the effectiveness of these
approaches for enhanced image protection, opening new prospects for the development of
information security technologies adapted to embedded environments.

Keywords: convolutional neural network; digital watermarking; image protection; cryp-
tography; steganography; IoT; embedded systems

1. Introduction

Digital watermarking is a technique for embedding hidden information within digital
media, like images, audio, or video, primarily used to protect intellectual property and
verify content authenticity. Unlike visible watermarks in printed materials, digital water-
marks are generally invisible to users and are integrated directly into the media data. This
approach serves various purposes, such as copyright protection, content authentication,
and tamper detection, while remaining robust against modifications, including compres-
sion and filtering [1]. Recent advancements have improved watermarking’s resilience to
digital processing, allowing embedded information to withstand common editing and
transformation operations, thereby enhancing its effectiveness in securing digital assets [2].

By drawing on concepts from cryptography and signal processing, digital watermark-
ing supports the tracking of intellectual property rights in a digitally pervasive environment,
thus making it a crucial technology in today’s multimedia and information-sharing age [3].

Optimizing digital watermarking for enhanced information security has become es-
sential, especially in embedded environments where data integrity and protection against
unauthorized access are critical. Contemporary research has developed sophisticated water-
marking algorithms that balance robustness and invisibility by using advanced techniques

Information 2025, 16, 322 https://doi.org/10.3390/info16040322
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like the Shearlet domain and multi-objective optimization algorithms, improving resistance
to hybrid attacks while preserving image quality [4].

To further enhance watermark security, algorithms incorporating artificial intelligence,
such as artificial bee colony optimization, have been applied to strengthen watermark
robustness and imperceptibility [5]. Other approaches leverage selective encryption com-
bined with swarm optimization techniques to adjust embedding factors dynamically, thus
improving the resilience of the watermark against various image processing attacks [6].

Emerging hybrid methods such as the integration of discrete wavelet transform (DWT)
and singular value decomposition (SVD) are utilized to achieve high imperceptibility in
medical image applications, critical for protecting sensitive healthcare data [7]. Further-
more, adaptive embedding techniques using neural networks and histogram analysis are
being explored to optimize extraction processes, which is crucial in environments with the
frequent transmission of data [8].

This evolving field also includes optimized solutions like the Lorenz chaotic func-
tion for adaptive watermark embedding in QR codes, enhancing security and preventing
unauthorized data extraction [9]. For aerial remote sensing images, techniques combin-
ing redundant discrete wavelet transform and singular value decomposition have been
implemented to provide robust protection in multimedia security [10].

Recent advancements in digital watermarking have greatly improved security and ro-
bustness, especially for applications requiring high imperceptibility and resilience against
attacks. In the medical field, an optimized watermarking approach based on Integer
Wavelet Transform and Particle Swarm Optimization has shown effectiveness in protecting
sensitive images, balancing robustness and imperceptibility to suit various medical imaging
modalities [11]. A novel approach integrating chaotic encryption for digital images has
been proposed, enhancing the security and flexibility of watermark embedding through the
Lorenz chaotic model [12]. Additionally, a hybrid technique combining dual watermarking
and nature-inspired optimization algorithms, such as the Firefly and Particle Swarm Opti-
mization methods, provides an optimal scaling factor for robust embedding in E-health
applications [13]. Machine learning has also been applied to watermarking for improved
performance; recent studies highlight its role in optimizing feature selection for secure,
robust watermarking applications across various media [14]. In a parallel development,
innovative watermarking schemes using Curvelet transform and multiple chaotic maps
have demonstrated enhanced imperceptibility and localization capabilities, addressing
both copyright protection and tampering detection effectively [15].

These advancements signify an important trend in watermarking, balancing imper-
ceptibility, robustness, and security to protect data integrity in embedded environments,
thereby reinforcing digital rights management and enhancing information security across
various applications.

To give you a better idea of our contribution, Table 1 provides a comparative summary
of the main existing digital watermarking techniques. It describes their main methods,
strengths, and limitations, highlighting the diversity of approaches in this field and the
need to find solutions optimized for embedded environments. This comparison highlights
current research gaps, namely the absence of watermarking techniques that are both robust
and lightweight for practical deployment in embedded systems with limited resources.

Table 1 highlights the diversity of digital watermarking approaches, ranging from
classical SVD-based methods to hybrid techniques combining artificial intelligence, fre-
quency domain transformations, and chaotic encryption. While many of these solutions
demonstrate strong robustness or high imperceptibility, most suffer from limitations such
as computational complexity, lack of adaptability, or unsuitability for embedded systems.
These observations underline the need for an optimized method that balances security,

2
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efficiency, and lightweight implementation—precisely the focus of the approach proposed
in this article.

Table 1. Summary of major existing digital watermarking solutions.

Reference Year Techniques Strengths Limitations

Podilchuk & Delp [2] 2001 Algorithm taxonomy,
applications

Foundational framework for
watermarking systems

No empirical
algorithm proposals

Chang et al. [1] 2005 SVD-based embedding High imperceptibility and
robustness to compression

Sensitive to
geometric distortions

Sadiku et al. [3] 2017 Overview of watermarking
types

General classification and
use cases

No technical innovation
or testing

Haghighi et al. [4] 2020 Shearlet, MLP, NSGA-II Optimized blind and
multipurpose watermarking

High
computational complexity

Hemdan [7] 2020 SVD, DWT, wavelet fusion High fidelity, secure for
medical images

Increased processing due
to scrambling

Sunesh et al. [8] 2020 ANN, histogram shape Content-adaptive
watermarking

Performance varies by
image type

Sharma et al. [5] 2021 Nature-inspired
optimization

Secure and robust for
color images

Not ideal for
grayscale images

Mohan et al. [6] 2021 Selective encryption,
optimization

Robust transmission for
natural images

Focused on landslide image
applications

Pan et al. [9] 2021 Improved SMS, QR code
embedding

Effective QR-specific
watermarking

Not suitable for
general images

Devi et al. [10] 2022 G-BAT hybrid optimization Robust 3-level watermarking Complex parameter tuning

Anand & Singh [13] 2022 Hybrid optimization and
encryption Tailored for E-healthcare Highly domain-specific

Abdi & Boukli
Hacene [11] 2023 Medical image optimization Efficient and secure for

E-health Limited to medical data

Hao et al. [12] 2023 Chaotic encryption, live code Real-time secure
watermarking

Experimental;
lacks benchmarks

Rai et al. [14] 2023 Machine learning Adaptable, robust
watermarking Needs quality training data

Xiao et al. [15] 2023 Curvelet transform +
multiple chaotic maps

High imperceptibility and
precise localization

Complexity in
implementation and

parameter tuning

In this study, we developed and implemented a tattoo integrator on a Raspberry
Pi platform, enabling the rapid incorporation of a user-selected tattoo. An optimization
methodology was proposed, incorporating adapted arithmetic and a communication inter-
face optimized for platform-specific hardware. A new software and hardware architecture
dedicated to tattoo processing was introduced. The performance of the watermarking
processor was analyzed, demonstrating that the designed system can run at high speed on
Raspberry Pi. This adaptation illustrates the efficiency and flexibility of the Raspberry Pi
platform for applications requiring rapid integration and high-performance execution.

2. Materials and Methods

2.1. System Architecture

This study proposes an innovative architecture for a watermarking system utilizing
neural networks to ensure the security of multimedia data while maintaining robustness
and energy efficiency. The developed system integrates several key components and
processes (Figure 1):
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Figure 1. The architecture of the proposed watermarking system.

(a) Acquisition Block:

The acquisition block component captures the multimedia signals to be secured. It
includes a camera for image acquisition and a microphone for audio capture. These signals
are processed in real time by Raspberry Pi, which is equipped with interfaces to manage
the input from these devices efficiently. The raw multimedia data are temporarily stored
for further processing.

(b) Processing and Communication Block:

The processing and communication block is managed by Raspberry Pi, which inte-
grates neural network algorithms to embed digital watermarks into the captured multime-
dia data.

• Watermark Embedding: Neural networks are trained to adaptively embed robust and
imperceptible watermarks into images and audio signals while ensuring their fidelity.

• Data Encryption: To secure the watermarked multimedia, the data are encrypted
before storage or transmission.

• Communication Module: The system establishes a secure connection to a web server,
where the processed data are uploaded. This ensures that the data are accessible
remotely for further decryption and validation [16].

(c) Decryption and Validation System:

The watermarked and encrypted multimedia data stored on the web server can be
accessed and decrypted using an auxiliary embedded device or a smartphone application.
This subsystem is responsible for validating the integrity of the watermark and ensuring
data authenticity.

• Decryption Device: Either another embedded board (e.g., a secondary Raspberry
Pi platform) or a smartphone processes the decryption and retrieves the embedded
watermark.

• Verification Algorithms: Neural networks are also utilized at this stage to extract and
validate the embedded watermark, ensuring robustness against potential attacks.

(d) Supervision and Monitoring System:

The Supervision System is an integral component of the proposed architecture, de-
signed to provide users with a secure, efficient, and user-friendly platform for monitoring
and managing watermarked multimedia data. This system is implemented as a cross-
platform Android/iOS application developed using Python 3.13.0 frameworks, and it
leverages AI algorithms to decrypt received images, extract embedded audio, and validate
watermarks for data integrity. It enables the seamless playback of the recovered audio and
includes a translation feature for converting the audio into the user’s preferred language
if needed. The application provides a secure environment with end-to-end encryption,
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ensuring only authorized users can access or process the data, while real-time monitoring
and alert features notify users of new files or anomalies.

This architecture emphasizes the seamless integration of watermarking techniques
into a practical and secure multimedia management system, leveraging the computational
power of neural networks and embedded hardware for robust, real-time operations.

2.2. Digital Watermarking Background

Image watermarking is a digital technique that involves embedding hidden infor-
mation within an image to serve purposes such as copyright protection, authentication,
and traceability. The primary objective is to embed a watermark that is imperceptible
to viewers but resilient enough to survive various types of image manipulation, such as
compression or cropping. This process involves balancing two key requirements: the
watermark must be robust (resistant to removal or degradation from attacks) and visually
imperceptible. By utilizing sophisticated embedding techniques, such as altering frequency
or spatial domains, watermarking allows for durable and invisible security features within
images [17].

Watermarking methods have advanced significantly to include adaptive schemes,
which use the properties of the human visual system, such as masking effects, to further
embed watermarks in less perceptible areas, making them robust to common attacks like
JPEG compression and filtering [18]. Additionally, the spatial domain approach, which
modifies the intensity of specific pixels, has also been effective in achieving robustness
without requiring the original image for watermark extraction, ensuring security even un-
der geometrical distortions [19]. Figure 2 summarizes a typical image watermarking flow,
divided into three main steps: insertion, transmission, and extraction. In the insertion stage,
a watermark (in our case an audio file) is inserted into a digital image using a secret au-
thentication key. This step slightly modifies the original image, resulting in a watermarked
version that looks almost identical to the original but contains hidden information.

Figure 2. General schema of digital watermarking.

In the transmission phase, the watermarked image is transmitted over a wired or wire-
less transmission line. It may be exposed to various transformations such as compression,
resizing, or noise.

In the extraction stage, the watermark is extracted from the image using the same
authentication key as was used during insertion. The extracted watermark is then compared
with the original. If it matches, the image is considered authentic. If not, the image may
have been altered or modified.

2.2.1. Mathematical Principle of Watermarking

Watermarking methods can be categorized into two main types: spatial methods and
frequency methods.
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• Spatial Methods

Spatial methods embed the watermark directly in the time domain of the audio
signal. A common approach is to add a low-amplitude signal to the original audio signal.
Mathematically, this can be represented as follows:

y(t) = x(t) + αw(t) (1)

where y(t) is the watermarked audio signal, x(t) is the original audio signal, w(t) is the
watermark signal, and α is a weighting factor determining the amplitude of the watermark.

• Frequency Methods

Frequency methods, on the other hand, embed the watermark in the frequency domain
of the audio signal. A common technique is to use the Fourier transform to convert the
audio signal to the frequency domain, embed the watermark, and then convert the signal
back to the time domain. This can be formulated as follows:

1. The Fourier transform of the original audio signal:

X( f ) =
∫ ∞

−∞
x(t)e−j2π f tdt (2)

2. Embedding the watermark in the frequency domain:

Y( f ) = X( f ) + βW( f ) (3)

3. Using the inverse Fourier transform to obtain the watermarked signal:

y(t) = F−1{Y( f )} =
∫ ∞

−∞
Y( f )ej2π f td f (4)

where (X(f )) and (Y(f )) are the frequency domain representations of the original and
watermarked audio signals, respectively.

W( f ) =
∫ ∞
−∞ w(t)e−j2π f tdt is the watermark signal in the frequency domain.

β is a weighting factor.

2.2.2. Application

Watermarking technology has expanded into various applications, demonstrating its
critical role in data protection, authentication, and privacy across diverse fields. In 5 G
communication and the Internet of Things (IoT), watermarking secures data transmission
by embedding identifiers that safeguard against unauthorized access—an essential feature
given the extensive data exchange between interconnected devices [20]. Similarly, cyber
systems and intellectual property protection leverage watermarking for digital rights man-
agement, ensuring traceability and the verification of digital content authenticity [21,22].

In medical imaging, watermarking serves as a privacy safeguard by embedding
personal data within medical images without visually altering them, thus maintaining both
privacy and data integrity during transmission and retrieval [23]. Moreover, smart city
applications utilize watermarking to ensure data integrity in environments susceptible to
cybersecurity threats, helping manage and secure large-scale information flow across urban
infrastructures [24]. Watermarking’s applications extend further into cloud storage, e-
voting systems, and remote education, highlighting its integral role in maintaining security
in increasingly interconnected digital ecosystems [25]. Figure 3 provides an overview of
the key practical areas where digital watermarking is essential.
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Figure 3. Applications for digital watermarking.

In the realm of audio data, watermarking presents unique challenges due to constraints
involving sound quality and human perception. Research highlights that a watermark
must be robust enough to endure compression and transmission operations without de-
grading audio quality. Optimization techniques are essential to balance robustness with
imperceptibility, ensuring that the watermark remains unobtrusive while maintaining its
functionality.

2.2.3. Performance Requirements in Digital Watermarking

For an effective watermarking scheme, the design algorithm must fulfill specific
requirements and characteristics, as these are essential for assessing the technology’s
performance. The importance of each characteristic varies based on the intended application
of the watermark. Below, we outline the key requirements for a digital watermarking
scheme along with the evaluation metrics used for each.

(a) Robustness

Robustness measures the watermark’s ability to withstand various signal-processing
manipulations, including both intentional attacks (e.g., compression, noise) and uninten-
tional distortions. Different types of watermarking schemes—such as robust, fragile, and
semi-fragile—target varying levels of robustness. In instances where the watermark takes
the form of a two-dimensional matrix, its resilience is often assessed via the normalized
cross-correlation (NC), measuring the similarity between the original watermark w and the
extracted watermark w′ [26]:

NC =
∑H

i=1 ∑L
j=1

(
wijw′

ij

)
√

∑H
i=1 ∑L

j=1
(
wij

)2
√

∑H
i=1 ∑L

j=1

(
w′

ij

)2
(5)

where H and L define the height and width of the watermark.
The image watermarking techniques that are robust against various geometric and

filtering attacks have shown improved robustness through adaptive embedding meth-
ods [27].

(b) Imperceptibility

7
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Imperceptibility ensures that the watermark remains visually or audibly undetectable,
preserving the quality of the host content. This is particularly essential in images, audio,
and video media.

• The Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index Model (SSIM)
are common metrics; PSNR values above 40 dB are generally considered impercepti-
ble [28].

PSNR = 10 × log10(
max(c)2

1
RC ∑R

i=1 ∑C
j=1

(
cij−mij

)2 ) (6)

where max(c) is the largest possible pixel value for the cover image c, which is 255 if
we use 8 bits for each grayscale value, and R and C denote the height and width of
images c and m.

• Adaptive techniques, which adjust watermark embedding based on image features,
have shown improved imperceptibility, as they use human visual sensitivity to reduce
visible distortion [29].

(c) Capacity

Capacity represents the maximum amount of data that can be embedded as a wa-
termark without compromising quality. Applications requiring extensive metadata or
copyright information embedded within content prioritize high-capacity methods.

• Higher capacities often necessitate trade-offs with imperceptibility and robustness.
Multiple watermark systems are increasingly employed to balance these demands [30].

(d) Complexity

Complexity addresses the computational efficiency needed for watermark embedding
and extraction, especially vital for real-time applications like video streaming.

• Efficient processing times are crucial, often requiring optimization through hardware
implementations or advanced algorithms [31].

(e) Security

Security ensures that the watermark resists removal or alteration, making encryption
and secure embedding techniques essential.

• Measures like the NPCR (Number of Changing Pixel Rate) and UACI (Unified Averaged
Changed Intensity) are used to assess resilience against tampering [32]. These two
measures are used to evaluate the efficiency of image watermarking against potential
attacks. They are usually used to analyze the resistance of the watermarked images
to pixel-level changes. NPCR and UACI scores should always be close to 1 and 0.33,
respectively, to achieve good security. Higher values mean resistance will be better.

2.2.4. Watermarking with Neural Network

Watermarking with neural networks has emerged as a robust method for protecting in-
tellectual property in multimedia and AI models. Various techniques have been developed,
such as embedding watermarks directly into the outputs of neural networks by training
them alongside a watermark extraction network, which ensures that the watermark is
integrated without impairing the network’s task performance [33]. Other approaches,
like dynamic watermarking, leverage neural networks to adaptively embed and retrieve
watermarks, increasing resilience against attacks such as false authentication and image
compression [34]. Additionally, digital watermarking techniques embed watermarks into
deep neural network parameters, ensuring robustness against fine-tuning and parameter
pruning while retaining model performance [35]. Blind watermarking algorithms also
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demonstrate efficacy by using back-propagation neural networks to embed watermarks
that are resilient to various image processing attacks [36]. These neural network-based wa-
termarking techniques highlight their adaptability and robustness, making them essential
tools for protecting digital assets and verifying model ownership in the era of AI.

2.2.5. Deep Learning-Based Watermark Embedding and Extraction Architecture

To improve robustness while maintaining a lightweight computational profile suitable
for embedded systems, we designed a deep learning-based watermarking system using
convolutional neural networks (CNNs). This approach allows for the embedding of an
audio signal into an image with high imperceptibility and efficient extraction capabilities.

The proposed system includes two core components: a hiding model and an extraction
model. The hiding model takes two inputs: a color image (of size 128 × 128 × 3) and an au-
dio signal reshaped into a grayscale matrix of the same spatial dimensions (128 × 128 × 1).
These two inputs are concatenated along the channel axis to form a unified input volume,
which then passes through two convolutional layers, each with 64 filters and a 3 × 3 kernel
using ReLU activation. The final output layer uses a 3-filter convolution with a sigmoid
activation function to generate a stego-image, which visually resembles the original image
but carries the embedded audio data in its pixel values.

The extraction model, in turn, is designed to reverse this process. It takes the stego-
image as input and passes it through a similar set of convolutional layers to decode and
reconstruct the embedded audio matrix. The output layer has a single filter and uses a
sigmoid activation function to produce the final extracted audio signal.

Training was conducted using a small dataset for proof of concept, consisting of a
single image–audio pair. The model was trained for 100 epochs with a batch size of 1
using the Adam optimizer and a learning rate of 0.0001. Although our neural network
learns to embed and extract data directly from pixel patterns, this approach is conceptually
compatible with LSB-style embedding, as it alters pixel values subtly in a way that mimics
the minimal perturbation found in LSB techniques while leveraging learned patterns for
greater robustness. Despite the minimal dataset, the results demonstrated the successful
embedding and extraction of the audio signal with good visual imperceptibility and
waveform fidelity.

3. Results

This section presents the results obtained when evaluating the watermarking sys-
tem developed to embed a .wav audio file in a PNG image using Raspberry Pi. Tests
were carried out to evaluate performance in terms of processing time, data quality after
watermarking, and robustness in the face of various modifications.

3.1. Simulation Results

To evaluate the performance of the proposed AI-based watermarking process, we
used a 1920 × 1080-pixel image and a 5 s audio extract. The image was chosen from
a collection of standard images, while the audio was recorded in WAV format, with a
sampling frequency of 44.1 kHz and a bit depth of 16 bits. These data were chosen for their
ability to represent common multimedia formats while also enabling us to evaluate the
effectiveness of the watermarking system on relatively large files.

3.1.1. Processing Time

The system’s overall processing time was measured from the data capture, processing,
and transmission stages. Capturing audio data using a microphone connected to Raspberry
Pi takes around 0.7 s for a 5 s .wav file. Similarly, capturing a PNG image with a camera
and resizing it to a standard resolution of 1920 × 1080 pixels takes an average of 0.2 s.
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Integrating the audio file into the image using the least significant bit (LSB) water-
marking algorithm takes around 1.2 s for typical audio file sizes. Finally, the transmission
of the marked image to the web server via a local Wi-Fi network takes an average of 0.8 s.
This means that the entire process, from data capture to transmission, takes less than 2.9 s,
demonstrating the viability of the method for real-time applications.

Figure 4 summarizes the processing times associated with each step. Among all the
stages, the watermark embedding process is the most time-consuming, which is consistent
with the computational effort required to modify pixel values at scale, especially for high-
resolution images. Although the LSB technique is conceptually simple, its implementation
over a 1920 × 1080-pixel matrix requires sequential operations that accumulate to over one
second of processing.

Figure 4. Processing times for different steps.

In contrast, image acquisition and resizing are fast operations due to the small file size
and the optimized pipeline between the CSI camera and the processor. Audio capture is
slightly more time-intensive, as the system buffers and encodes several seconds of audio in
WAV format. Transmission time depends on the size of the output image and the stability
of the Wi-Fi network but remains under one second in all tested scenarios.

3.1.2. Data Quality

Image and audio quality after watermarking was assessed to ensure the efficiency
of the process. The quality of the marked image was analyzed by measuring the Peak
Signal-to-Noise Ratio (PSNR), which reached an average value of 35.86 dB. This value
indicates that the modifications made to the image are imperceptible to the human eye,
thus guaranteeing the discretion of the watermarking.

For extracted audio, quality was measured using the Signal-to-Noise Ratio (SNR),
which reached an average of 37.2 dB. These results show that the extracted audio is clear and
intelligible, with negligible losses compared to the original file. These two measurements
confirm that the system can preserve data quality while performing watermarking.

Figure 5 shows the PSNR values for five different test images after watermarking.
All values lie between 34.4 dB and 37.3 dB, confirming that image fidelity is consistently
preserved across different image types. Slight variations in the PSNR are mainly due to
differences in image texture and color complexity; for example, images with flat or uniform
areas (such as a wall or a white table) tend to retain slightly higher PSNR values, while
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those with more detailed textures (such as nature scenes) show a slightly lower PSNR due
to greater embedding activity at the pixel level.

Figure 5. PSNR values for images after watermarking.

Nevertheless, all measured values remain above the 30 dB threshold, which is widely
accepted as the point beyond which distortions are considered imperceptible to the human
eye. This proves that the system achieves its objective of invisible watermarking, ensuring
that the visual quality of content is not affected for practical use.

3.1.3. Robustness

The system was tested to assess its robustness in the face of various transformations
applied to the marked image, such as compression, geometric transformations, and the
addition of noise.

• The system is robust to lossless compression (PNG), with minimal degradation in the
quality of the extracted audio data.

• Lossy compressions, such as those associated with the JPEG format, significantly
reduce the quality of extracted data, especially at high compression ratios.

• Minor geometric transformations (e.g., rotation of less than 5◦ or partial cropping) do
not significantly affect performance. However, major transformations, such as a 90◦

rotation or excessive cropping, make correct data extraction difficult.
• Finally, the addition of moderate noise in the image slightly affects the extracted audio,

but it remains intelligible.

These results are visually summarized in Figure 6, which shows the Signal-to-Noise
Ratio (SNR) of the extracted audio under each condition. The SNR remained above 30 dB in
cases of minor distortions, confirming robustness and clear audio output. In contrast, JPEG
compression and strong rotations caused a drop below 30 dB, showing the watermark’s
vulnerability under these more aggressive modifications.

In summary, the watermarking system we developed offers satisfactory performance
for practical applications. Its fast processing time (less than 2.9 s) makes it suitable for
embedded environments and scenarios requiring real-time processing. The high quality of
the images and audio after watermarking guarantees the system’s discretion and efficiency.
Finally, although the system is robust to minor modifications and lossless compression,
there is room for improvement to increase its resistance to lossy compression and complex
geometric transformations. These results demonstrate that the system is a viable solution
for applications requiring secure embedded data integration.
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Figure 6. The robustness of the watermarking system (SNR).

3.2. Real-Time Results

The proposed system was designed, assembled, and tested in a laboratory environ-
ment. This section describes the hardware configuration and connections between the
various components.

The assembly was designed to provide a stable and functional configuration. A camera
was connected to the Raspberry Pi platform’s CSI port, while a USB microphone [36] was
plugged into one of the available USB ports. All components were installed on a prototyping
board, with support to stabilize the camera. Raspberry Pi was powered by a 5 V/3A AC
adapter to ensure reliable operation. A local Wi-Fi network connection was configured to
enable the transmission of marked data to the server.

Figure 7 shows a block diagram of the real system, showing the connections between
the various components.

Figure 7. The hardware configuration of our system.

The process was divided into several stages. Firstly, the microphone and camera
were tested to capture real-time data, namely audio files in .wav format and PNG images.
Next, the audio was embedded in the image locally on Raspberry Pi using the least
significant bit (LSB)-based watermarking algorithm. The figure below illustrates how
the least significant bits (LSBs) are modified in the watermarking process. The image is
compressed to reduce file size, and metadata such as the image format or unique identifier
are included. Transmission is conducted via HTTP protocol, using a Python library as
requested. To guarantee data security during transfer, an HTTPS connection is preferred.
The web server, configured to receive these files, saves them and prepares them for further
processing. This architecture enables efficient, secure communication between Raspberry
Pi and the server.
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This system offers several advantages. The components used are cost-effective, making
the system accessible to a wide range of environments. The configuration is flexible, allow-
ing sensors to be added or replaced for other applications. Finally, the system’s simplicity
makes it easy to transport, making it suitable for scenarios requiring rapid deployment.

Data Decoding and Validation

Once the marked image has been received by the server, a dedicated script extracts
the embedded audio data. This process inverts the LSB algorithm, reading the modified
bits from the image pixels to reconstruct the binary sequence of the audio file. The audio is
then recreated and saved in its original .wav format.

To validate data integrity, a comparison is made between the extracted audio and the
original audio. This allows us to assess the fidelity of the integration and extraction process.
Image quality is also analyzed to ensure that watermarking is imperceptible and does not
degrade the visual content.

We also developed a mobile application compatible with iOS and Android to retrieve
the data generated by our system. This application aims to make the data more accessible
and easier to manage and interpret while enabling real-time monitoring [37]. It allows
users to view the watermarking results by extracting the audio message and the original
image. Additionally, it offers the ability to translate the message into multiple languages.
This application was developed in Python and consists of three main pages.

Authentication Page: The authentication page allows the user to log in to the applica-
tion to access its features by entering their username and password.

Real-Time Monitoring Page: The real-time monitoring page displays a variety of
information related to the last marked image received, followed by the extracted audio
message, its transcription, and its translation into English.

History Page: The history page shows the history of the marked images received, as
well as the extracted audio and the recovered image.

Figure 8 illustrates real-time result tracking on the mobile interface. Once the marked
image reaches the web server, it is integrated into the application, and an embedded
script extracts the audio file and the original image using a decryption key stored in the
application’s database. Then, another script handles the transcription of the audio file and
displays the message in the designated area before translating it into English or another
language predefined during account creation. Once the process is complete, all data are
saved in history for future reference.

To secure access to embedded audio data, the system uses symmetrical AES-128
encryption to encode the audio content before inserting it into the image. This encryption
method was chosen in view of AES’s robust security features, high-speed performance, and
minimal processing requirements, making it well suited for real-time use on embedded
equipment such as Raspberry Pi.

A private key for decryption is stored in a database internal to the mobile application
and is only accessible to logged-in users of the mobile application. After receiving a
watermarked image from the web server, the mobile application automatically retrieves
the decryption key, which is used to extract the hidden audio content and decode it using
an integrated script.

In summary, this methodology offers a consistent and robust workflow for embedding
an audio file in an image, using Raspberry Pi as the embedded processing platform. The
system exploits simple hardware and software tools while guaranteeing secure transmission
and accurate data processing on a remote server.
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Figure 8. The watermarking results on the mobile interface.

Although the proposed watermarking system demonstrates high performance and
practical viability for embedding audio into images in embedded environments, it also in-
troduces critical privacy and legal implications, especially when the audio content includes
personal or sensitive information. In scenarios where the embedded audio may contain
identifiable voice data or confidential messages, the system must adhere to data protection
regulations, such as the General Data Protection Regulation (GDPR) in the European Union.
These frameworks emphasize key principles like data minimization, transparency, and the
necessity of explicit user consent before processing personal data [38].

The unauthorized embedding of personal audio could potentially lead to privacy
violations or legal disputes, particularly in applications such as E-health, smart surveillance,
or IoT-based communication systems, where sensitive or private information is involved. To
address these concerns, future implementations should integrate user consent mechanisms,
data encryption, and possibly anonymization strategies to protect identities and comply
with applicable laws. Furthermore, the ethical deployment of such AI-driven systems
must account not only for technical robustness but also for broader social implications.
Promoting transparency and user control over data embedding and extraction processes is
key to ensuring responsible innovation in secure multimedia watermarking [39].

4. Conclusions

This paper presents an AI-based watermarking system capable of embedding and
extracting audio signals within images, implemented and tested on a Raspberry Pi platform.
The system demonstrated efficient processing times, with an average execution time under
2.9 s, validating its feasibility for real-time applications in embedded environments.

Quantitative evaluation showed high image fidelity, with Peak Signal-to-Noise Ratios
(PSNRs) remaining above acceptable thresholds, indicating minimal perceptual distortion.
The extracted audio also maintained a clear signal, confirming good transmission integrity
under minor distortions and lossless compression.

Real-time tests confirmed the system’s ability to integrate seamlessly with mobile ap-
plications, offering an intuitive user interface for retrieving and decoding audio-embedded
messages. Thanks to its low-cost hardware and modular design, the system shows strong
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potential for use in applications such as secure data transmission, multimedia authentica-
tion, and IoT-based messaging.

Future work will focus on enhancing resistance to lossy compression and complex
geometric attacks, as well as integrating stronger encryption mechanisms to improve data
confidentiality. These improvements aim to make the system even more robust for secure
and scalable deployment in real-time multimedia watermarking scenarios.
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The following abbreviations are used in this manuscript:

NC Normalized cross-correlation
CNN Convolutional neural network
SVD Singular value decomposition
DWT Discrete wavelet transform
SSIM Structural Similarity Index Model
IoT Internet of Things
PSNR Peak Signal-to-Noise Ratio
SNR Signal-to-Noise Ratio
LSB Least significant bit
NPCR Number of Changing Pixel Rate
UACI Unified Averaged Changed Intensity
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Abstract: Federated learning (FL) is a machine learning technique where clients exchange
only local model updates with a central server that combines them to create a global
model after local training. While FL offers privacy benefits through local training, privacy-
preserving strategies are needed since model updates can leak training data information due
to various attacks. To enhance privacy and attack robustness, techniques like homomorphic
encryption (HE), Secure Multi-Party Computation (SMPC), and the Private Aggregation of
Teacher Ensembles (PATE) can be combined with FL. Currently, no study has combined
more than two privacy-preserving techniques with FL or comparatively analyzed their
combinations. We conducted a comparative study of privacy-preserving techniques in FL,
analyzing performance and security. We implemented FL using an artificial neural network
(ANN) with a Malware Dataset from Kaggle for malware detection. To enhance privacy, we
proposed models combining FL with the PATE, SMPC, and HE. All models were evaluated
against poisoning attacks (targeted and untargeted), a backdoor attack, a model inversion
attack, and a man in the middle attack. The combined models maintained performance
while improving attack robustness. FL_SMPC, FL_CKKS, and FL_CKKS_SMPC improved
both their performance and attack resistance. All the combined models outperformed
the base FL model against the evaluated attacks. FL_PATE_CKKS_SMPC achieved the
lowest backdoor attack success rate (0.0920). FL_CKKS_SMPC best resisted untargeted
poisoning attacks (0.0010 success rate). FL_CKKS and FL_CKKS_SMPC best defended
against targeted poisoning attacks (0.0020 success rate). FL_PATE_SMPC best resisted
model inversion attacks (19.267 MSE). FL_PATE_CKKS_SMPC best defended against man
in the middle attacks with the lowest degradation in accuracy (1.68%), precision (1.94%),
recall (1.68%), and the F1-score (1.64%).

Keywords: federated learning; privacy preserving; homomorphic encryption; secure multi-
party computation; private aggregation of teacher ensembles; poisoning attacks; backdoor
attack; model inversion attack; man in the middle attack

1. Introduction

In an increasingly interconnected world, federated learning (FL) is a novel machine
learning (ML) approach that addresses the issues of decentralization, security, and data
privacy. FL is an essential approach for distributed ML, especially because it protects
user privacy and improves communication effectiveness. Because of this, it is extremely
essential in the data-driven world of today, where privacy issues are critical [1]. FL is
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extensively utilized in several domains such as the Internet of Things (IoT), computer
vision (CV), natural language processing (NLP), healthcare, financial services, and medical
image analyses [2,3].

This approach allows models to be trained on distributed datasets without the need
to centralize the data. It permits several parties to cooperatively train a common model
without sharing their raw data, in contrast to conventional ML techniques [4]. In FL, user
data are not shared with a central server; only the parameters of ML models are [5]. It
can achieve great learning performance for the benefit of the client while simultaneously
protecting sensitive client data and also gives customers the ability to retain control over
their personal data in an environment where data breaches and privacy violations are
common [6].

Despite all the advantages of FL in enhancing data privacy, FL is still vulnerable to pri-
vacy risks: the local models’ updates may disclose sensitive information about participants,
attackers may still be able to obtain private data even in cases when only gradient data are
transferred to central servers, attackers may infer and ultimately reconstruct private data
from model updates shared between participants and the central server, an adversary or a
malicious client may poison the training process by modifying local training data or gradi-
ents, affecting the shared model’s integrity, adversaries may access sensitive information
by intercepting transferred data during model updates, and so on [3,7].

According to several studies, including [2,8,9], to handle the above problems of
privacy concerns in FL, several privacy-preserving approaches have been proposed, such
as differential privacy (DP) [10], homomorphic encryption (HE) [11], and Secure Multi-
Party Computation (SMPC) [12]. The Private Aggregation of Teacher Ensembles (PATE)
is a DP technique. The PATE involves a combination of multiple teacher models and one
student model [13]. Each teacher model is trained on a separate subset of the data [14].

Using a Laplace or Gaussian mechanism, noise is added to the aggregated results of
teacher models [15]. The student model is trained on the aggregated labels from teacher
models and then used for predictions [16]. SMPC enables the cooperative computation of a
function over private inputs by several parties without disclosing those data, so it ensures
confidentiality by safely combining model updates in FL without disclosing individual
updates to the central server [17,18].

HE is a cryptographic technique that permits calculations on an encrypted form of
data called ciphertext, producing an encrypted result that, upon decryption, matches the
outcome of operations conducted on the original form of the data, called plaintext [19,20].
In FL, each client only encrypts their local model using HE so that the aggregator can
perform mathematical operations on it [21,22]. There have been studies that integrated
one privacy-preserving technique with FL and other studies that combined more than one
privacy-preserving technique with FL.

The studies in [13,23,24] integrated the PATE with FL. In [24], the authors proposed
the FREDY framework, which combines the PATE with FL and applies Convolutional
Neural Networks. Through the federated training of multiple teacher models, inference
on publicly accessible unlabeled data, prediction aggregation with Laplace noise, and the
training of a student model on the labeled data resulting from this procedure, the PATE
was incorporated into FREDY. The CIFAR10 and MNIST datasets were used. The work
in [25–27] combined SMPC with FL.

The authors of [25] proposed the PrivatEyes framework, which is an FL-based frame-
work for the protection of gaze estimation data. PrivatEyes integrates SMPC with FL and
applies Convolutional Neural Networks. The MPIIFaceGaze, GazeCapture, and NVGaze
datasets were used for evaluation. Several research studies such as [11,28,29] integrated HE
with FL. The authors of [28] combined HE with FL for intrusion detection in the Internet of
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Vehicles with limited computing resources. HE is used by Vehicle Users for the encryption
of offloaded data for the purpose of transmitting it to the server. Vehicle Users also use HE
to encrypt their local model updates before sending them to the central server to perform
an aggregation process. A Deep Neural Network and the Edge-IIoT dataset are used.

The authors of [20,30,31] proposed combining FL with HE and SMPC. To handle
users’ dropout, particularly in environments with limited resources, [30] integrated FL,
HE, and SMPC. Multi-homomorphic encryption was used to perform computations on
encrypted data without decrypting it. Secret sharing was used for SMPC. To handle
user dropouts, secret sharing was used, along with a random mask secure aggregation
mechanism that preserved the masks’ privacy. The aggregation process only needed two
communication rounds, and its communication and computational overheads increased
linearly with the number of users.

The work in [32] combined FL, HE, and DP. In [32], the authors integrated FL, HE,
and DP to propose the FLCP framework. FLCP uses a Convolutional Neural Network.
Following the computation of the local model updates, clients perform weight compression
using the AWC-FedAvg algorithm. DP is applied through the addition of noise to the com-
pressed local model updates using a Laplace mechanism. Using HE, the noisy compressed
updates are encrypted. The clients transmit encrypted updates to the central server for
the aggregation and updating of the global model. The MNIST and CIFAR-10 datasets are
used for evaluation.

Despite the growing interest in FL security mechanisms, the literature is notably de-
ficient in in-depth comparative studies of different combinations with different security
levels. While individual privacy-preserving techniques such as HE, the PATE, and SMPC
have been examined in existing studies, insufficient comparisons have been conducted
regarding how these mechanisms perform when applied in different combinations. For in-
stance, no research has ever systematically compared the performance implications of
combining HE with the PATE with those implementations that combine HE, the PATE,
and SMPC together. Such a comparison analysis gap makes it challenging for practitioners
to make informed decisions on the best security configurations for their FL deployments.
The evaluation of trade-offs among various sets of security measures, in terms of the
computational overhead, communication overhead, model precision, and overall system
efficiency, is a relatively less-researched subject compared to some other subjects within the
FL field and thus requires additional research.

In this paper, we present a comparative study of different possible combinations of
privacy-preserving methods with FL. The analysis included both the performance and
security of all the generated models to evaluate the resistance of each model against various
attacks. The contributions of this study are as follows:

1. To overcome the challenges of traditional ML, we developed an FL model using an
artificial neural network (ANN) based on a Malware Dataset for the detection of
malware.

2. To enhance the privacy of FL, we integrated various privacy-preserving techniques
with FL. We developed multiple models for the combination of FL with privacy-
preserving techniques. The PATE, SMPC, and HE were used for preserving the
privacy of the FL model. The main focus of this work was to analyze how different
privacy-preserving techniques interact when combined in federated settings, their
collective impact on the model performance, and the resulting security guarantees.

3. We evaluated the generated models against various attacks, including poisoning
attacks, a model inversion attack, a backdoor attack, and a man in the middle attack.

4. To the best of the authors’ knowledge, this is the first work to analyze the performance
and security of different possible combinations of privacy-preserving techniques in
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FL. The generated models did not reduce the performance by a large percentage,
but they improved the models’ robustness against various attacks. All combinations
performed better than the base FL model for all evaluated attacks.

The rest of this study is arranged as follows: Section 2 addresses the background
and related work on FL and its privacy-preserving techniques. In Section 3, the proposed
methodology is outlined. Section 4 includes the experimental setup. Section 5 provides
the results, including a performance and security analysis. Section 6 provides a discussion.
Finally, Section 7 addresses the conclusions and suggested future work.

2. Background and Related Work

2.1. Federated Learning

FL is an ML approach used for distributed learning. The architecture of this approach
involves various components, including the central server, clients (devices), the global
model, and local models [33]. Each component plays an important role in effective model
training and data privacy. The central server is responsible for coordinating the overall
FL process, aggregating local model updates, and maintaining the global model while the
clients, which represent individual devices participating in the FL process, perform local
model training on their local datasets [34]. The global model is the primary training model
that is shared and modified by all clients, while local models represent locally updated
copies or modifications of the global model created by each client [35].

FL is a decentralized ML approach that enables several devices to collaboratively
learn useful and essential information from their owned data without sharing them [36].
It allows for the collaborative training of an ML model through various devices on their
local datasets [37]. The clients (devices) perform local training on their data. After local
model training, the clients then send their local model updates (not raw data) to the
central server [38]. The central server aggregates these model updates from all the clients
participating in the FL process [39]. After aggregation, the central server improves the
global model by updating it using the aggregated model updates. The updated global
model is then sent back to clients to perform further training [40].

Scalability, the need for significant and powerful computational resources and ex-
tensive training data, data privacy issues, and possible bottlenecks in the transport and
processing of data are some of the major obstacles faced by centralized advanced ML,
including ANNs [41]. In order to mitigate these obstacles, FL can be integrated with
ANNs. There are various studies that have improved performance and enhanced pri-
vacy by integrating FL with neural networks, such as [42–44]. The use of FL is becoming
more and more effective in improving malware detection. FL enhances malware detection
systems’ accuracy and effectively addresses privacy issues by facilitating decentralized
data processing.

Compared to traditional ML approaches, FL ensures user data privacy, makes anomaly
detection in IoT networks easier, improves malware detection, enhances the model accu-
racy, and provides better accuracy in the detection of attacks [45]. For Android malware
classification, FL enhances the detection of malware and outperforms traditional deep
learning techniques in terms of detection accuracy, scalability, and user privacy preserva-
tion [46]. In healthcare, through collaborative model training across multiple clients (four
hospital networks), FL improves malware detection by increasing accuracy, patient privacy
preservation, and resilience against malware threats [47].

2.2. Security in Federated Learning

The FL approach is vulnerable to several types of attacks, such as poisoning attacks,
backdoor attacks, model inversion attacks, membership inference attacks, Property Infer-
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ence Attacks, and model extraction [48]. Depending on the attack method by which the
attacker changes the parameters of the local model to create a poisoned model, poisoning
attacks can be classified as either data poisoning attacks or model poisoning attacks [49].
Regarding data poisoning attacks, attackers perform the attack on local training datasets
either by manipulating labels (e.g., label flipping) or samples (e.g., adding noise to the
training dataset) [50].

For model poisoning, the attacker directly manipulates local model updates (e.g.,
adding noise to model updates or sending arbitrary model updates) [51]. Poisoning attacks
influence the global model’s performance [49]. To compromise the global model in an FL
configuration, backdoor attacks modify the local models. The attacker’s goal in these attacks
is to incorporate a trigger into one or more local models so that, when the trigger is present
in the data inputs, the global model behaves in a particular way [52]. Backdoor attacks
mislead the global model to generate inaccurate outputs when given backdoor inputs.

In model inversion attacks, the attacker tries to extract sensitive information or re-
construct the original training dataset by manipulating the final global model output [53].
In membership inference attacks, the attacker tries to discover if a particular data point is a
member or non-member of the training dataset used for model training [54]. In Property
Inference Attacks, the attacker aims to extract sensitive features included in the dataset
used for model training [54]. For model extraction or stealing attacks, the adversary tries to
steal model functionality by stealing the model parameters and hyperparameters. By only
querying the target model, an attacker can create a replacement model in model extraction
attacks that has nearly all of the functions of the target model [54].

In ML, the attack success rate (ASR) measures how well an attack can breach, manip-
ulate, or compromise an ML model [55]. This success rate can be used as an evaluation
metric for the effectiveness of attacks on ML models [56]. This metric is essential for assess-
ing how resilient ML models are to different types of attacks, particularly in light of the
growing concerns surrounding adversarial attacks [57]. The metric provides the percentage
of successful attacks on the ML model [58,59].

Equation (1) shows the general calculation of the ASR. The ASR can by calculated by
dividing the number of attempts in which the attack actually succeeded in fooling the ML
model by the total number of attack attempts, and the result is then multiplied by 100 to
obtain the percentage. Specifically, in the case of poisoning attacks, the ASR will be the
proportion of successful poisoning attempts to the total number of poisoning attempts,
as noted in studies of ML threats that highlight the exploitation of vulnerabilities in ML
systems [60,61]. For backdoor attacks, it represents the proportion of successful backdoor
triggers to the total number of trigger attempts [59,62].

ASR =
Number of Successful Attacks

Total Number of Attack Attempts
× 100% (1)

For a model inversion attack, the ASR is the proportion of correctly reconstructed
inputs to the total number of reconstruction attempts [63,64]. Regarding a membership
inference attack, it is the ratio of correctly inferred membership instances to the total
number of inference attack attempts [65,66]. For model stealing attacks, it will be the ratio of
successfully replicated functionalities to the total number of stealing attack attempts [67,68],
and so on for other attacks. This metric is important because model theft can disrupt
competitive advantages in ML and result in large financial losses [69].

2.3. Privacy-Preserving Techniques

There are several techniques for privacy preserving in ML, such as the PATE, SMPC,
and HE.
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2.3.1. Private Aggregation of Teacher Ensembles

The PATE [70] is considered a popular privacy-preserving approach [71]. It is an
ML-based framework in which numerous ensembles of teacher models and a student
model are combined to create private models [72]. Teacher models are trained on disjoint
private datasets [73]. Based on noisy voting from all the teacher models, the student model
performs prediction [74]. The process involves data partitioning, teacher model training,
the voting of teacher models, noise addition, aggregation, and student model training.
In the data partitioning phase, the private training dataset is partitioned into n subsets, as
in Equation (2).

D(X, Y) = {D1(X1, Y1), D2(X2, Y2), D3(X3, Y3), . . . , Dn(Xn, Yn)} (2)

where X is the input training data, Y is the corresponding target class labels, D is the
training dataset partitioned into n disjoint subsets, n is the total number of partitions inside
the dataset, and Di(Xi, Yi) represents the ith partition including a subset of the training
data and its corresponding class labels.

In the teacher model training phase, each teacher model, T, is trained on one of n
data subsets that have been divided before. The teacher model voting is performed as in
Equation (3). Noise is then added to the predictions (votes) of the teacher models using a
Laplace or Gaussian distribution mechanism. After that, the aggregation of these votes is
performed using Equation (4).

V(X) = {T1(X), T1(X), T1(X), . . . , Tn(X)} (3)

where Ti(X) is a vote or prediction for the input X made by the ith teacher model, n
represents the total number of teacher models, and V(X) is a vector containing the number
of teacher models that were able to predict each potential class.

The student model is then trained using a public dataset which is labeled with the
output of the aggregating teachers, Equation (4), as in [75]. There have been several studies
that utilized the PATE, such as [14,16,76,77].

YPATE(X) = argmax(V(x) + noise) (4)

where V(x) stands for the vector of the teacher model vote counts for each potential output
class for input X, noise represents the random noise extracted from a Gaussian or Laplace
distribution, argumax chooses the class with the most noisy votes, and YPATE(X) represents
the final aggregated prediction.

2.3.2. Secure Multi-Party Computation

SMPC is sometimes referred to as multi-party computation (MPC) or SMC or privacy-
preserving computation [78]. It is a cryptographic technique, enabling several parties to
jointly compute the public function f (x1, x2, x3, . . . , xj) → (y1, y2, y3, . . . , yj), where Pj :
xj → yj [79]. It allows these parties to collaborate to compute the result from their private
individual data inputs without sharing any of their input data with other participants [80].

Only the result (Y1, Y2, Y3, . . . , Yj) and its own data inputs, (Xj), are available to each
party [78]. This keeps private data safe, even in the event that one party is compromised,
and allows even untrustworthy people to securely collaborate on sensitive data [81]. There
have been several studies that utilized SMPC, such as [18,82–84].
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2.3.3. Homomorphic Encryption

HE is a cryptographic technique which offers the ability to perform computations
on an encrypted form of data called ciphertext without the necessity for decrypting the
ciphertext first, ensuring data confidentiality [85]. Cryptographic results are obtained from
the computation; moreover, this technique guarantees that the output that is decrypted will
match the output that was calculated using the original plaintext dataset [78]. According to
several studies, such as [86,87], there are various categories of HE techniques based on the
type and number of operations enabled by the system, including partially [88], somewhat
(SWHE) [89], and fully homomorphic encryption (FHE) [29].

The most mathematically constrained type of HE is partially homomorphic encryption
(PHE), which is also the most computationally practicable [90]. PHE provides either
an addition or multiplication operation for an unlimited number of times [91]. SWHE
enables both simple addition and multiplication for a limited number of operations [92].
FHE supports any arbitrary operations on encrypted data [78]. Though it requires more
processing than any other HE kind, FHE is the strongest [90]. There are various HE schemas,
but the most popular [93] are TFHE [94], BFV [95], and CKKS [96].

The CKKS (Cheon–Kim–Kim–Song) schema supports approximate encrypted com-
putations over real and complex numbers, which is useful in ML scenarios [97]. The
Brakerski/Fan–Vercauteren (BFV) scheme enables exact computations on integer cipher-
texts [98]. The FHE over the Torus (TFHE) scheme allows for efficient Boolean operations
on encrypted data and uses a bootstrapping method to control ciphertext noise [99]. There
have been several studies utilizing the CKKS schema, including [100–102]. There have also
been various studies utilizing the BFV schema, such as [103,104]. There have been multiple
other studies utilizing the TFHE schema, such as [105,106].

2.4. Related Work

In [107], the authors proposed an FL framework for malware detection across IOT
devices. Their framework utilizes both supervised and unsupervised FL models, including
a multi-layer perceptron and autoencoder. They used the N-BaIoT dataset, a dataset
that models the network traffic of many actual IoT devices when they are compromised
by malware. They performed a Performance Comparison between the federated and
centralized approaches. According to their results, privacy can be maintained while
achieving performance levels similar to those of centralized models using the federated
approach. Supervised FL produced high accuracy above 99%, the same as for central
approaches. Unsupervised FL also achieved results similar to the central approach: a
99.98% TPR for both known and new devices, along with a 94.84% TNR (multi-epoch
avg) and 95.12% TNR (mini-batch avg) in the case of known devices and 92.61% (multi-
epoch avg) and 91.78% TNRs (mini-batch avg) for new devices. They did not apply any
privacy-preserving technique besides FL.

In [108], the authors proposed FEDriod, an FL framework for Android malware detec-
tion based on a residual neural network (ResNet). They used the CIC, Drebin, and Contagio
datasets. Their FEDriod framework achieved a 98.53% F1-score. They did not apply privacy-
preserving techniques along with FL. In [109], the authors proposed an FL framework for
the detection of ransomware based on RNNs, recurrent neural networks. Synthetic data
were utilized for both phases of training and evaluating the model. Their model produced
an accuracy of 94.7%, a precision of 92.3%, a recall of 91.8%, an F1-score of 92.0%, and
an AUC-ROC of 96.1%. Besides FL, they did not apply privacy-preserving techniques.

In [110], the authors proposed a framework called FedHGCDroid, for the detection
and classification of Android malware. They built their HGCDroid model using both a
Convolutional Neural Network for malware’s statistical features and graph neural networks

24



Information 2025, 16, 244

(GNNs) for malware’s graphical features. They used the Androzoo dataset. For malware
detection, the HGCDroid model achieved an accuracy of 91.3%, a precision of 90.8%,
a recall of 92.79%, and a 91.29% F1-score. For malware classification, the model produced
an accuracy of 83.29%, a precision of 83.45%, a recall of 83.85%, and an 83.67% F1-score.
This framework did not integrate privacy-preserving techniques with FL.

In [111], the authors proposed the SIM-FED model for the detection of malware in IOT
devices. Their model applies both FL and deep learning. A lightweight one-dimensional
CNN with improved hyperparameters is used in the model. The FedAvg strategy is utilized
to include the outcomes of local models in the suggested model. The accuracy achieved by
the SIM-FED model was 99.522%. In [11], the authors proposed a system called FedML-HE.
The system integrated the FL approach with HE for securing the model aggregation process.
The PALISADE and TenSEAL libraries were used for implementing HE. They used the
CIFAR-100 and wikitext datasets.

During the training phase, the system encrypted only sensitive parameters for up-
dating the local model to reduce the overhead. For ResNet-50, their system achieved a
reduction of ∼ 10x. For BERT, their system could achieve a reduction of up to ∼40×.
This system integrated only one privacy-preserving technique, HE, with FL. The provided
system preserved only the model updates. In [32], the authors proposed FLCP, which
is an FL-based framework, along with enhanced communication efficiency and privacy
preservation. For privacy preservation, they integrated FL with HE and DP. FLCP was
evaluated on the MNIST and CIFAR-10 datasets using a unified (CNN) Convolutional
Neural Network architecture.

Local updates, weight compression, DP addition, and HE for sending encrypted up-
dates are the processes within their FLCP framework. Each client performs local training
and computes local updates. After the computation of the local model updates, clients
perform weight compression using the AWC-FedAvg algorithm. Following weight com-
pression, noise is added to the compressed local model updates using a Laplace mechanism.
After the addition of DP, HE is applied to the noisy compressed updates. The encrypted
updates are finally sent by the clients to the central server, which aggregates them to update
the global model. The provided system tries to preserve only local model updates, and a
possible loss of information may exist due to compression.

In [112], the authors proposed an FL framework using a Convolutional Neural Net-
work in the field of Sixth-Generation (6G) wireless networks and the Internet of Medical
Things (IoMT). The framework integrated SMPC using additive secret sharing for se-
cure aggregation. A breast cancer dataset from the Histopathological Database was used.
The ResNet model achieved a training accuracy of 98% and a validation accuracy of 90%.
The AlexNet model achieved a training accuracy of 95% and a validation accuracy of
85%. The framework integrated only one privacy-preserving technique, SMPC, with FL.
The complexity of implementing SMPC can produce a high overhead. The proposed frame-
work was mainly focused on securely aggregating only the local model updates rather than
the raw data themselves.

In [12], the authors proposed an FL framework that combines SMPC and blockchain
technology in IoT networks. The framework uses SMPC protocols for the secure aggre-
gation of model updates from participants without disclosing personal client data, while
blockchain technology guarantees transaction immutability and transparency. In [23],
the authors proposed FL-PATE, which is a differentially private FL framework with knowl-
edge transfer. The framework integrates the PATE with FL to enhance privacy. In [24],
the authors proposed the FREDY framework based on Convolutional Neural Networks.
FREDY integrated FL, the PATE, and knowledge transfer.
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The PATE was integrated into FREDY through the federated training of several teacher
models, inference on publicly available unlabeled data, the aggregation of predictions with
Laplace noise, and the training of a student model on the labeled data obtained from this
process. The CIFAR10 and MNIST datasets were used. The study showed that for both the
MNIST and CIFAR-10 datasets, increasing the number of clients and the privacy parameter
ε generally improved the test accuracy of the student model. MNIST models performed
better than CIFAR-10 models. Using MNIST, the 25-client model achieved the maximum
accuracy of ∼99% at ε = 1.

Using CIFAR-10, the 25-client FL model (FREDY) attained the maximum accuracy
of ∼79% when ε = 1. When ε = 0.2, FREDY outperformed the baseline model in terms
of its membership inference attack performance, reducing all metrics with a ∼25% drop.
The framework was evaluated against only one attack. It also integrated only one privacy
technique with FL. In [28], the authors presented a framework based on FL and HE for
intrusion detection in the Internet of Vehicles (IoVs) with limited computing resources.
They used a Deep Neural Network (DNN) and the Edge-IIoT dataset. The framework
includes two processes, pre-learning and privacy-preserving learning.

The proposed framework integrates the approaches of both local and centralized
learning. Initially, Vehicle Users partition their data by determining the optimal amount
of local training and offloading data based on their computational resources. Using HE,
Vehicle Users encrypt offloaded data before transmitting it to the centralized server (CS)
via Roadside Units. The central server compiles the received ciphertext into an encrypted
dataset and creates its own server model for training on this ciphertext dataset. Concur-
rently, Vehicle Users perform local training using the server’s distributed global model,
which is initialized from the server model. Following local training, Vehicle Users encrypt
and transmit their local model updates to the central server for aggregation.

The central server redistributes the updated global model to Vehicle Users for further
training. The presented framework achieved a high accuracy of approximately 91% in
attack detection. The framework was not evaluated against any attack. It also integrates
only one privacy technique with FL. In [25], the authors presented an FL-based framework
using Convolutional Neural Networks called PrivatEyes, to protect gaze estimation data.
The framework integrated SMPC using secret sharing. The MPIIFaceGaze, GazeCapture,
and NVGaze datasets were used for evaluation. The mean angular errors (MAEs) were 6.3
for MPIIGaze, 6.2 for MPIIFaceGaze, and 0.8 for NVGaze. Using MPIIGaze, PrivatEyes
produced a Re-identified of (0/15) and visual score of 4%.

The accuracy for the MPIIFaceGaze dataset dropped from 40% in the first round to 33%
in the final round of the evaluation of membership inference attacks, while the accuracy for
the MPIIGaze dataset dropped from 33% to 13%. Likewise, across the rounds, the NVGaze
dataset revealed a drop from 37% to 12%. Furthermore, the prediction accuracy for gender
categorization was significantly reduced by attribute inference attacks across the datasets;
MPIIFaceGaze showed a decline from 5 out of 15 participants in the first round to 2 out
of 15 in the last round, MPIIGaze showed a decline from 3 out of 15 participants in the
first round to 0 out of 15 in the last round, and NVGaze showed a decline from 10 out of
32 participants in the first round to 1 out of 32 in the last round.

In [26], the authors proposed an FL system for the Internet of Medical Things. The sys-
tem integrates SMPC and an additive secret-sharing method, along with FL. With this
method, the federated training model’s gradient parameters—rather than the actual
data—are protected. The prediction of the suggested model is made using a Convo-
lutional Neural Network, which uses a weight-sharing technique. The model’s weight is
encrypted through additive secret sharing and multiple computations. The accuracy rate of
the suggested model is 97%. In addition, the suggested model’s F1-score is 89%. To the best
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of the authors’ knowledge, this is the first study comparing different possible combinations
of privacy-preserving techniques with FL. There also is not previous work considering
the combination of FL with more than two privacy-preserving methods out of the PATE,
SMPC, and HE.

3. Methodology

3.1. Federated Learning Model

This research provides multiple new contributions to the area of privacy-preserving
machine learning. To start, we propose a holistic framework that is the first to integrate
federated learning (FL) with a wide range of privacy-preserving methods, extending
beyond typical dual-method solutions. We provide a systematic evaluation of diverse
sets of privacy-preserving methods paired with FL, examined across multiple dimensions.
Specifically, we conducted extensive experiments to measure the resilience to multiple
types of privacy attacks, tallying success rates under a variety of attack scenarios. We
further examined the practical implications of these pairings on a number of performance
indicators, including the model accuracy, computational overhead, and training duration
efficiency. This thorough testing was particularly critical, as certain privacy-preserving
methods, e.g., homomorphic encryption (HE), involve significant computational complexity.
Our extensive analysis offers useful insights into the privacy protection, model performance,
and computational cost trade-offs, thus serving as a helpful guideline for the deployment
of privacy-preserving federated learning systems.

The proposed FL system uses a deep feed-forward ANN architecture that is intended
for the classification of multiple classes. To validate our privacy-preserving FL framework,
we implemented a weight-dependent model architecture. We selected an artificial neural
network (ANN) for this purpose, as illustrated in Figure 1. Figure 1 illustrates the archi-
tecture of the designed and used ANN classifier. Unlike a common ANN, which uses a
single ANN model, the FL system has a generic ANN model and a number of local ANN
models, and all have the same architecture. The architecture of the used ANN classifier is
defined on the server side. This ANN classifier is implemented using the Keras Sequential
API, which enables a linear stack of layers. It consists of a sequential model with multiple
layers. In particular, it consists of five conceptual layers: an input layer, three hidden layers,
and an output layer. In detail, the ANN architecture includes eleven individual layers: an
input layer, an output layer, and three hidden layers, each including three individual layers.

Figure 1. ANN architecture.

The input layer is determined by the training dataset’s feature set shape, with the
number of neurons matching the feature count. This dynamic design adapts the ANN to
various datasets. The model includes three hidden layers using ReLU activation. The first
hidden layer has 128 neurons, Batch Normalization, and dropout (0.5). The second and third
layers have 64 and 32 neurons, respectively, with similar configurations. The output layer
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uses a dense layer with a number of neurons equal to the unique class count, and Softmax
activation generates probability distributions. The model is compiled using the Adam
optimizer, categorical cross-entropy loss, and accuracy metric.

In FL, a client–server architecture involves a central server and three clients. Clients
train locally on subsets, while the server coordinates learning and aggregates models. Ini-
tialization sets up a Flask app for communication, using ngrok for a public URL. The server
loads, pre-processes, and splits data into training (80%) and testing (20%) sets, applies
feature scaling, one-hot encodes target labels, and balances class weights. Each client
similarly pre-processes its data.

The FL process begins with model distribution. Clients request the global model, train
locally for five epochs, and send updated weights to the server, which aggregates them
via averaging. This cycle repeats for five rounds, refining the global model with diverse
data. After the FL rounds, the server fine-tunes the global model with early stopping and
learning rate reduction, evaluates it using metrics like the accuracy and F1-score, and saves
it in an h5 file for future use.

3.2. Implementation of Privacy-Preserving Techniques

Privacy-preserving approaches are crucial in the real-world applications of FL because
of the several points of vulnerability present in the FL system. FL disperses computations
and data among several devices as opposed to centralizing them. By keeping raw data local,
this helps preserve privacy, but exchanging information—specifically, model updates—is
still part of the process. During the FL process, local models or the model updates of
weights are sent between clients and the central server, and the global model is created
through an aggregation process. The communication between FL-participating clients
and the central server, as well as the shared model updates, provide possible gaps where
privacy may be violated.

Attackers might try to intercept and manipulate the transmitted data between the
clients and server. They also might try to analyze and manipulate the final global model
to expose sensitive information about the data used for training. Also, if the server is
unreliable, it could potentially misuse the data it obtains for performing potential attacks.
Malicious clients might try to manipulate their local raw data or manipulate the local
model weights themselves before sending them to the server. Furthermore, the aggregation
process itself might allow for attacks. These discussed potential real risks in the FL pipeline,
which ranges from local model training to data transmission, the aggregation process,
and the final global model, highlight the vital necessity for strong privacy-preserving
mechanisms to be incorporated along with FL.

3.2.1. Private Aggregation of Teacher Ensembles

In this FL system, the PATE is mainly implemented on the server side. After FL,
the system applies the PATE as a post-processing step to provide an extra layer of privacy
protection to the FL process. Following the completion of FL rounds, the server starts
the PATE procedure by creating a set of multiple teacher models. In this implementation,
10 teacher models are created using the ANN architecture. The amount of information that
any one teacher model may disclose about specific data points is limited by ensuring that
each teacher model has only been exposed to a small portion of the entire dataset.

Each of these teacher models is then trained using a distinct and randomly selected
subset of the server’s training dataset. After completing the training of the teacher models,
the system begins the aggregation phase. In this aggregation phase, all teacher models’
predictions are gathered. In order to mitigate the danger of the leakage of sensitive data,
a privacy-preserving aggregation mechanism is employed instead of using raw predictions
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from the teacher models. This is accomplished by adding DP using Laplace noise to the
total predictions from all of the teacher models. In order to control the noise injection,
the privacy budget, which is represented by the epsilon parameter, is set to a smaller value
of 0.1 to ensure stronger privacy guarantees.

To determine the final predictions following the noisy aggregation, the class with the
highest noisy count for each data point is chosen. The final stage of the PATE process
involves the creation and training of the student model. The final global model, which
has already undergone the FL process, is used as the student model. The student model is
trained on the new aggregated, privacy-preserving labels of predictions generated from
the teacher ensemble through the PATE process.

In conclusion, the PATE is implemented as an additional processing phase subse-
quently to FL. It starts by creating an ensemble of teacher models. It then aggregates these
teacher models’ predictions using a privacy-preserving aggregation technique employing
DP. Finally, the student model (the global model) is subsequently trained using these
privacy-preserving predictions. By implementing the PATE in this manner, the advantages
of FL (maintaining decentralized data) can be combined with the PATE privacy guarantees.

3.2.2. Secure Multi-Party Computation

In this experiment, SMPC was added to the implementation of the predefined FL
system described in Section 3.1 on both the server and client sides. L2 regularization was
added to the ANN model. Each dense layer except the output layer has an L2 regularization
parameter of 0.01. The PySyft library, which offers tools for privacy-preserving ML, is used
for the implementation of SMPC in this FL system. PySyft workers are initialized by both
the FL server and clients for secure computations and the aggregation of model weights.
The server initializes and creates its own PySyft worker on the server side, whereas each
client participating in the FL process also initializes and creates its own PySyft worker.

Specifically, one worker is used for the server, and there are three client workers (one
worker for each client). These PySyft workers are responsible for the secure processing
and computation of the data and ANN model parameters for the SMPC technique. PySyft
tensors are used to manage and transmit the ANN model weights between FL-participating
clients and the central server. These tensors are used primarily on the server side in the
process of receiving and aggregating updated ANN model weights from clients. When the
server receives updated model weights from each client, it transforms them into PySyft
tensors for the secure handling of these weights in the subsequent operations of aggregation
and DP.

After receiving the updated ANN model weights from all participating clients, the
server performs the FL aggregation process on these weights. As the averaged model
weights produced by the aggregation process could potentially reveal information about
the data of individual clients, Gaussian noise is added to the aggregated average model
weights in order to improve privacy and achieve DP. The noise scale is calculated based on
the sensitivity and epsilon parameters. The epsilon parameter is set to a smaller value of 0.1
to ensure stronger privacy guarantees, while the sensitivity parameter, which represents
the maximum effect on the output that a single data point can have, is also set to 0.1. Using
these two parameters, random noise from a Gaussian distribution is generated, scaled
properly, and added to the averaged weight.

On the client side, clients train their local models and then transform the resulting
weights into PySyft tensors for secure aggregation and manipulation without disclosing the
underlying data. All clients ensure the consistent use of L2 regularization. After receiving
the global model from the server, each client dynamically applies L2 regularization (0.01) to
all applicable layers of the received ANN global model. By performing this regularization
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method on the client side, it guarantees Consistency Across Clients by ensuring that all
clients apply regularization at the same level, independently of how the model was initially
established on the server side. We also tested this implementation of SMPC with FL without
the addition of regularization and DP.

3.2.3. Homomorphic Encryption

HE was added to the implementation of the predefined FL system described in
Section 3.1 on both the server and client sides. The CKKS (Cheon–Kim–Kim–Song) scheme
is used for the implementation of HE. The TenSEAL library is used by both the server
and the client to set up an identical context for the CKKS schema. This context configures
crucial parameters such as the polynomial modulus degree and coefficient modulus bit
sizes, which specify the computational capabilities and security level of the encryption. The
polynomial modulus degree is set to 8192, while the coefficient modulus bit sizes are set to
[60, 40, 40, and 60]. Additionally, the global scale, which affects the precision of encrypted
computations, is set to 240.

The encryption process is primarily conducted on the client side. The clients encrypt
their model weights before sending them to the server. The encryption process can deal
with various types of model layers. It behaves differently for each type. It uses the CKKS
encryption technique to manage dense layer weights and biases. Each row is encrypted
independently as a vector for dense layers, which normally include a 2D array of weights.
Bias layers, being 1D, are encrypted as a single vector. These encrypted weights are
then prepared for network transmission by serializing them into Base64-encoded strings
following encryption.

On the server side, the server performs the aggregation and processing of the en-
crypted gradients from all participants. When the server receives the clients’ encrypted
gradients, it first deserializes these received encrypted gradients back into their form of
encrypted vectors and then performs the aggregation process on them without decryp-
tion. The aggregation process computes the average of these encrypted gradients from
all participants. Since the ANN model includes multiple layers, each with a unique set of
parameters (weights and biases), the aggregation process is performed layer by layer.

The aggregation is performed separately for each layer in order to maintain the ANN
model’s structure. Dense layer weights and biases are handled separately. Regarding dense
layers (2D), the gradients of each neuron are aggregated individually. All of the clients’
encrypted gradients for each neuron are deserialized, and homomorphic addition is used
to add them. The outcome is then scaled using homomorphic multiplication by dividing
it by the total number of clients. For bias layers (1D), since there is only one vector per
layer, the procedure is comparable but less complicated. The bias’s client gradients are all
deserialized and added together. After that, the outcome is divided by the total number
of clients.

Throughout this aggregation process, the data remain in their encrypted form. The ho-
momorphic properties of the CKKS scheme allow for these arithmetic operations (addition
and multiplication by a scalar) to be performed on the encrypted data without the need
for decryption. After finishing the aggregation, the global model is updated using its
result, which is a set of averaged, encrypted gradients that show the overall update from
all clients. Specifically, the resulting aggregated gradients are first decrypted by the server.
To maintain training stability and enhance privacy, the server then applies gradient clip-
ping, a method that restricts the magnitude of gradients, after decryption.

The process of gradient clipping involves computing the total L2 norm of all combined
gradients and comparing it to a maximum norm that has been predetermined, in this
case 1.0. In the event that the overall norm is higher than this cutoff, all gradients are

30



Information 2025, 16, 244

resized proportionately to make sure their total magnitude stays below the threshold.
This has dual purposes: it prevents the model from receiving extreme updates that could
destabilize the training process, and it enhances privacy by limiting the impact of any
single participant’s update on the global model. The server updates the global model using
these clipped gradients.

HE is integrated with the FL model in the stage of client-side gradient encryption.
Clients use the CKKS schema for HE to encrypt their computed gradients before submitting
updates to the server. HE is also integrated with the FL model in the stage of server-side
secure aggregation performed on encrypted gradients. This is yet another crucial phase in
which HE is included. Using homomorphic operations, the server performs aggregation on
the encrypted gradients from each client. This makes it possible to perform computations
with encrypted material without first decrypting it. In particular, the homomorphic opera-
tions used are addition and multiplication. HE is also used in the server-side decryption
process. After aggregation, the server decrypts the result to apply the clipping technique in
order to maintain training stability and enhance security.

3.3. Configuration Combinations

Table 1 illustrates different combinations of FL with privacy-preserving techniques.
The first column shows the model number, and the second column shows the model
itself, while the included methods are represented in the last four columns (third, fourth,
fifth, and sixth columns). FL, the PATE, SMPC, and HE represent the included methods.
The �symbol means that this method is included in the corresponding model, while the x
symbol means that the method is not included in the model. For example, the third model,
FL_SMPC_DP, includes FL and SMPC, and the sixth model, FL_CKKS, includes FL and
HE, while the last model, FL_PATE_CKKS_SMPC, applies all the included methods of FL,
the PATE, SMPC, and HE. The main purpose of including several models was to conduct a
comparative study with an analysis of the performance and security of different possible
integrations of privacy-preserving methods with FL.

Table 1. Combined privacy preserving techniques.

Included Methods

Model No. Model FL PATE SMPC HE

1 FL_only � x x x

2 FL_SMPC � x � x

3 FL_SMPC_DP � x � x

4 FL_PATE � � x x

5 FL_PATE_SMPC � � � x

6 FL_CKKS � x x �
7 FL_CKKS_DP � x x �
8 FL_CKKS_SMPC � x � �
9 FL_PATE_CKKS � � x �

10 FL_PATE_CKKS_SMPC � � � �

The first model, FL_only, represents the base model to which the rest of the nine
models were compared. The FL_only model uses a deep feed-forward ANN architecture
which consists of five conceptual layers: an input layer, three hidden layers, and an output
layer. To implement FL, a client–server architecture involving a central server and three
clients is used. Clients train locally on their local data, while the server coordinates learning
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and aggregates models. Specifically, the FL process begins with the distribution of the
ANN model. Clients request the global model, train locally for five epochs, and send
updated weights to the server, which aggregates them via averaging. This cycle repeats for
five rounds, refining the global model with diverse data. After the FL rounds, the server
fine-tunes the global model with early stopping and learning rate reduction and evaluates
it using metrics such as the accuracy, precision, recall, and F1-score.

The second model, FL_SMPC, combines SMPC with FL. The purpose behind the
addition of SMPC to FL is to protect the model updates before transmission, which in turn
helps in securing the communication between the server and clients. SMPC was added
to the implementation of the FL_only model on both the server and client sides using the
PySyft library. PySyft tensors are used to manage and transmit weights among clients and
the central server. These tensors are used for both clients and the server. On the server side,
the tensors are used primarily in the process of receiving and aggregating updated ANN
model weights from clients. When the server receives updated model weights from each
client, it transforms them into PySyft tensors for the secure handling of these weights in the
averaging aggregation process. On the client side, clients train their local models and then
transform the resulting weights into PySyft tensors before transmission.

The third model, FL_SMPC_DP, integrates SMPC with FL. This model protects the
model updates using SMPC. To provide an extra layer of privacy protection to the FL_only
model, SMPC was added to its implementation on both the server and client sides using
the PySyft library. PySyft tensors are used to manage and transmit model updates between
FL-participating clients and the central server. These tensors are used primarily on the
server side in the process of receiving and aggregating updated ANN model weights
from clients. As the averaged model weights produced by the aggregation process could
potentially reveal information about the data of individual clients, Gaussian noise is
added to the aggregated average model weights in order to improve privacy and achieve
DP. On the client side, clients train their local models and then transform the resulting
weights into PySyft tensors before transmission. To enhance security and generalization,
L2 regularization was added to the ANN model on the server side. All clients also ensure
the consistent use of L2 regularization. After receiving the global model from the server,
each client dynamically applies L2 regularization to all applicable layers of the received
ANN global model. The main difference between the FL_SMPC model and FL_SMPC_DP
model is that the FL_SMPC model does not include DP and regularization, while the
FL_SMPC_DP model includes this extra layer.

The fourth model, FL_PATE, integrates the PATE with FL. To provide an extra layer of
privacy protection to the FL_only model, the PATE is implemented as a post-processing
step. After the completion of the FL process, the PATE is implemented to protect the
final FL model from being attacked. The PATE is mainly implemented on the server side;
after the completion of the FL rounds, the server starts the PATE procedure by creating a
set of 10 teacher models. Each of these teacher models is then trained using a distinct and
randomly selected subset of the server’s training dataset. In order to mitigate the danger of
the leakage of sensitive data, DP using Laplace noise is added to the total predictions from
all of the teacher models. Finally, the student model (the global model) is subsequently
trained using the new aggregated, privacy-preserving labels of predictions generated from
the teacher ensemble through the PATE process. The student model then serves as the final
global model and is used for the evaluation process.

The fifth model, FL_PATE_SMPC, combines SMPC and the PATE with FL. This model
protects both the model updates using SMPC and the final FL model through the PATE.
SMPC was added to the implementation of the FL_only model and SMPC was added
to the FL_only model’s implementation on both the server and client sides using the
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PySyft library. As the averaged model weights produced by the aggregation process
could potentially reveal information about the data of individual clients, Gaussian noise is
added to the aggregated average model weights in order to improve privacy and achieve
DP. On the client side, clients train their local models and then transform the resulting
weights into PySyft tensors before transmission. To enhance security and generalization, L2
regularization was added to the ANN model on the server side. After receiving the global
model from the server, each client dynamically applies L2 regularization to all applicable
layers of the received ANN global model. After the completion of the FL process with
SMPC, the PATE is implemented to secure the final FL model from various attacks. The
PATE is mainly implemented on the server side. After the completion of the FL rounds,
the server starts the PATE procedure by creating a set of 10 teacher models. Each of these
teacher models is then trained using a distinct and randomly selected subset of the server’s
training dataset. In order to mitigate the danger of the leakage of sensitive data, DP using
Laplace noise is added to the total predictions from all of the teacher models. Finally,
the student model (the global model) is subsequently trained using the new aggregated,
privacy-preserving labels of predictions generated from the teacher ensemble through the
PATE process. The student model then serves as the final global model and is used for the
evaluation process.

The sixth model, FL_CKKS, integrates HE with FL. By adding HE to the FL_only
model, the data and model updates are protected during computation and transmission,
which in turn helps in securing the communication between the server and clients. Using
the CKKS schema, HE was added to the implementation of the FL_only model on both the
sides of the server and clients. Clients encrypt their model updates before sending them
to the server, while the server performs the aggregation and processing of the encrypted
updates from all participants without the need for decryption. The aggregation process
computes the average of these encrypted updates from all participating clients. Throughout
this aggregation process, the data remain in their encrypted form without the need for
decryption. After the completion of the aggregation process, the global model is updated
using its result, which is a set of averaged, encrypted gradients that show the overall
update from all clients.

The seventh model, FL_CKKS_DP, integrates HE (using CKKS schema) and DP with
FL. Through HE, the data and model updates are protected during computation and
transmission, which in turn helps in securing the communication between the server and
clients. HE based on the CKKS schema was added to the implementation of the FL_only
model on both the sides of the server and clients. Clients encrypt their model updates before
sending them to the server, while the server performs the aggregation and processing of the
encrypted updates from all participants without the need for decryption. The aggregation
process computes the average of these encrypted updates from all participating clients.
Throughout this aggregation process, the data remain in their encrypted form without the
need for decryption. To preserve the final model’s accuracy, as well as increase the model’s
robustness against attacks targeting individual client’s training data, DP is integrated with
HE and FL. DP is used to protect the privacy of individual client’s training data. The final
global model is updated with noisy model updates. Using the Gaussian distribution
mechanism, DP is added to the aggregated model updates of all FL-participating clients.

The eighth model, FL_CKKS_SMPC, integrates HE (using the CKKS schema) and
SMPC with FL. Through HE, the FL_CKKS_SMPC model protects the data and model
updates during computation and transmission, which in turn helps in securing the com-
munication between the server and clients. Using the CKKS schema, HE was added
to the implementation of the FL_only model on both the sides of the server and clients.
Clients encrypt their model updates before sending them to the server, while the server
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performs the aggregation and processing of the encrypted updates from all participants
without the need for decryption. The aggregation process computes the average of these
encrypted updates from all participating clients. Throughout this aggregation process,
the data remain in their encrypted form without the need for decryption. Through SMPC,
the FL_CKKS_SMPC model protects the aggregation process itself. SMPC is implemented
during the aggregation process. The aggregation process is performed using multiple
pysyft workers and distributes data to them. Specifically, a list of workers is created, one for
each encrypted gradient set. The encrypted gradients are then distributed to the respective
workers. The aggregation is then performed across all workers.

The ninth model, FL_PATE_CKKS, combines the PATE and HE (using the CKKS
schema) with FL. This model protects both the final model through the PATE and the
model updates through HE. Using the CKKS schema, HE was added to the implementation
of the FL_only model on both the sides of the server and clients. Clients encrypt their
model updates before sending them to the server, while the server performs the aggrega-
tion and processing of the encrypted updates from all participants without the need for
decryption. The aggregation process computes the average of these encrypted updates
from all participating clients. Throughout this aggregation process, the data remain in their
encrypted form without the need for decryption. After the completion of the FL process
with HE, the PATE is implemented to protect the final global model from being attacked.
The PATE is mainly implemented on the server side; after the completion of the FL rounds,
the server starts the PATE procedure by creating a set of 10 teacher models. Each of these
teacher models is then trained using a distinct and randomly selected subset of the server’s
training dataset. In order to mitigate the danger of the leakage of sensitive data, DP using
Laplace noise is added to the total predictions from all of the teacher models. Finally,
the student model (the global model) is subsequently trained using the new aggregated,
privacy-preserving labels of predictions generated from the teacher ensemble through the
PATE process. The student model then serves as the final global model and is used for the
evaluation process.

The tenth model, FL_PATE_CKKS_SMPC, combines the PATE, HE, and SMPC with
FL. This model protects the final model through the PATE, the model updates through HE,
and the aggregation process through SMPC. HE was added to the implementation of the
FL_only model on both the sides of the server and clients. Clients encrypt their model
updates before sending them to the server, while the server performs the aggregation and
processing of the encrypted updates from all participants without the need for decryption.
The aggregation process computes the average of these encrypted updates from all partic-
ipating clients. Throughout this aggregation process, the data remain in their encrypted
form without the need for decryption. Through SMPC, the FL_CKKS_SMPC model pro-
tects the aggregation process itself. SMPC is implemented during the aggregation process.
The aggregation process is performed using multiple pysyft workers and distributes data
to them. Specifically, a list of workers is created, one for each encrypted gradient set.
The encrypted gradients are then distributed to the respective workers. The aggregation is
then performed across all workers. After the completion of the FL process with HE and
SMPC, the PATE is implemented to protect the final global model from being attacked. The
PATE is mainly implemented on the server side. After the completion of the FL rounds,
the server starts the PATE procedure by creating a set of 10 teacher models. Each of these
teacher models is then trained using a distinct and randomly selected subset of the server’s
training dataset. In order to mitigate the danger of the leakage of sensitive data, DP using
Laplace noise is added to the total predictions from all of the teacher models. Finally,
the student model (the global model) is subsequently trained using the new aggregated,
privacy-preserving labels of predictions generated from the teacher ensemble through the
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PATE process. The student model then serves as the final global model and is used for the
evaluation process.

In the FL_CKKS_DP model, using the Gaussian distribution mechanism, DP is added
to the aggregated gradients of all FL-participating clients. The amount of DP noise intro-
duced depends on a number of significant elements. The two most important are Delta
(δ) and epsilon (ε). As detailed in Table 2, various privacy budgets, ε, from extremely
strong privacy (0.01) to moderate privacy (5.0), were analyzed to understand the trade-off
between the privacy budget ε and the utility of the model. Although raising the value
of ε might improve accuracy, it is only appropriate for applications with weaker privacy
assurances; therefore, for privacy-preserving applications, we should choose strong privacy
values. Despite the larger values of ε yielding superior accuracy of up to 88.40% at ε = 5.0,
we opted for ε = 0.1 due to it providing robust privacy guarantees while still ensuring
a satisfactory accuracy of 70.50%. For the subsequent analysis of attacks, we focused
on ε = 0.1 to evaluate security under strict privacy conditions. Delta δ (the probability
of privacy violation) was set to 1 × 10−5 to guarantee a negligible risk of privacy failure.
The amount of the output that could be varied by adding or removing a single data point
is called the sensitivity. Because the gradients were normalized, the sensitivity parameter
was set to 1.0.

Table 2. The impact of DP on the final model’s accuracy.

Privacy Budget (ε) FL_CKKS_DP Accuracy

0.01 (extremely strong privacy) 60.10%

0.1 (very strong privacy) 70.50%

0.5 (strong privacy) 75.90%

1.0 (strong privacy) 84.10%

2.0 (moderate privacy) 85.80%

5.0 (moderate privacy) 88.40%

3.4. Evaluation Metrics

Besides the time, accuracy, precision, recall, F1-score, and classification report, the
ASR was used for evaluation. The time metric represents the total training time, which is
the overall duration from the beginning of the FL process to its completion, including all
rounds of the FL process along with the fitting of the final model. The ASR is the proportion
of successful attack attempts to the total number of attack attempts. The percentage of
accurate predictions—both true positives and true negatives—among all instances analyzed
is known as the accuracy.

The precision is the ratio of true positive predictions to all positive predictions (true
positives + false positives), which is the positive predictive value of the model. The recall,
or sensitivity, is calculated as the ratio of true positive predictions to all actual positive
cases (true positives + false negatives), which reflects the ability of the model to detect
positive cases comprehensively. The F1-score is a single score that achieves a balance
between the precision and recall by taking the harmonic mean of both metrics. The main
metrics for each class in the classification problem are comprehensively summarized in a
classification report. The precision, recall, and F1-score for every class are usually included
in a classification report. The report also provides the model’s overall accuracy, along with
the macro average and weighted average for every class.
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4. Experimental Setup

4.1. Dataset

The experiments were conducted on the Malware Dataset from Kaggle https://
www.kaggle.com/datasets/blackarcher/malware-dataset, which is a classification-based
Portable Executable (PE) dataset on malicious and benign files. It was created with the
aid of a Python 3.11 library and includes the data of both normal and malware PE files. It
can be used for the testing and training of various ML models. The main purpose of this
dataset is for ML and malware identification.

The dataset consists of a total of 100,000 files. Each file represents an entry in the dataset.
The dataset is balanced as it contains 50,000 samples for malware and 50,000 samples for
benign files. The dataset consists of a total of 35 feature columns, such as the hash, which is
a unique identifier for each file, and the classification, which represents the labeled feature
in the dataset as “benign” or “malware”.

Specifically, the dataset provides a dynamic examination of Android apps and includes
35 features (dimensions) and 100,000 samples for examining runtime behavior. Each of
100 distinct programs (50 malicious and 50 benign) that were monitored for 1000 ms pro-
vided the data. The features for identification include the classification (object/string type),
which classifies each sample as either “malware” or “benign”, and the hash (object/string
type), which contains either SHA-256 hashes or APK filenames that uniquely identify each
application. The remaining 33 features are integers (int64). Table 3 shows the feature set of
the dataset.

Table 3. Malware dataset features.

Feature Feature Explanation Feature Type

hash Unique identifier for each file Identification and Classification

classification Indicates whether the entry file is classified as
“malware” or “benign” Identification and Classification

millisecond Time offset within each file’s time series data Identification and Classification

state Current state of the process Process State and Priority

prio Priority value Process State and Priority

static_prio Static priority Process State and Priority

normal_prio Normal priority Process State and Priority

policy Scheduling policy Process State and Priority

vm_pgoff Virtual memory page offset Memory Usage and Management

vm_truncate_count Virtual memory truncated count Memory Usage and Management

task_size Size of the task Memory Usage and Management

cached_hole_size Size of cached memory hole Memory Usage and Management

free_area_cache Free area cache size Memory Usage and Management

mm_users Memory management users Memory Usage and Management

map_count Number of memory mappings Memory Usage and Management

hiwater_rss High-water mark for resident set size Memory Usage and Management

total_vm Total virtual memory Memory Usage and Management

shared_vm Shared virtual memory Memory Usage and Management

exec_vm Executable virtual memory Memory Usage and Management
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Table 3. Cont.

Feature Feature Explanation Feature Type

reserved_vm Reserved virtual memory Memory Usage and Management

nr_ptes Number of page table entries Memory Usage and Management

end_data End of data segment Memory Usage and Management

last_interval Last scheduling interval CPU Usage and Scheduling

nvcsw Number of voluntary context switches CPU Usage and Scheduling

nivcsw Number of involuntary context switches CPU Usage and Scheduling

utime User mode time CPU Usage and Scheduling

stime System time CPU Usage and Scheduling

gtime Guest time CPU Usage and Scheduling

cgtime Cumulative guest time CPU Usage and Scheduling

signal_nvcsw Signal-related voluntary context switches CPU Usage and Scheduling

fs_excl_counter File system exclusive counter File System and I/O

min_flt Minor page faults File System and I/O

maj_flt Major page faults File System and I/O

usage_counter Usage counter Miscellaneous

lock Lock value Miscellaneous

4.2. Hardware and Software Environment

The experiments were performed on Google Colab. The CPU specification was an
Intel Xeon CPU @ 2.20 GHz (two cores, four threads, x86_64 architecture). The total
memory was 12 GB. The Python programming language was used for all implementations.
For testing and training the ML models, a reduced dataset was generated, which was a
representative subset of the original Malware Dataset offered by Kaggle with the same
balance of classification feature labels.

The reduced dataset consisted of 5000 malware and benign files extracted from the
original dataset. This reduced dataset decreased the size of the original full dataset while
maintaining the same class distribution in the classification column. In all experiments,
20% of the data were used for testing and 80% for training the ML models.

4.3. Attack Simulation

Due to the wide scope of our study, which took into consideration a range of privacy-
preserving techniques (PATE, SMPC, HE) and their combinations, we had to compare the
models under different types of attacks. Each privacy-preserving technique was developed
to guard against certain vulnerabilities, thus making it essential to compare them on several
attack vectors. The arena for our comparison encompassed poisoning attacks, model
inversion attacks, backdoor attacks, and man in the middle (MITM) attacks. Although every
kind of attack inherently demands a particular definition and measurement method, this
multi-faceted test strategy offered a better insight into the protection capabilities of every
privacy-maintaining configuration.

4.3.1. Poisoning Attack

This experiment simulated a realistic attack scenario in which a malicious client
participating in the FL system tries to perform an attack by manipulating the global model
through poisoning its data, and the central FL server must identify and mitigate the
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effect of these attacks. All models were evaluated against this attack. The attack was
implemented on the client side, specifically in the malicious client, which was the first
client. The malicious client altered its training data before training the local model so that
the data were changed for the malicious client prior to training.

For an untargeted poisoning attack, the data modification stage was performed by
randomly flipping some portion of the classification labels to the wrong classes. For a
targeted poisoning attack, the data modification stage was performed by randomly flipping
some portion of the classification labels to the target class. A flipping ratio of 0.3 was used.
After modifying these labels, the malicious client performed local model training on its
poisoned data. The poisoned model weights were then sent to the server by the infected
client. The server aggregated the model weights updates from all clients, so the malicious
client’s poisoned weights were also aggregated with the honest clients’ weights.

Following the completion of the FL process, the attack was evaluated on the server side.
The evaluation quantified the extent to which the poisoning attack was successful in altering
and affecting the performance of the model. The ASR calculated the overall misclassification
rate introduced by the attack as the proportion of incorrect misclassifications after the attack.
Equation (5) shows how the poisoning attack success rate was measured for an untargeted
attack, while Equation (6) calculates the targeted poisoning attack success rate. In order to
evaluate the overall performance of the model, the server additionally computed common
metrics such as the accuracy, precision, recall, and F1-score.

UPASR =
MI

I
(5)

where UPSR refers to the untargeted poisoning ASR, MI is the total number of misclassified
instances, and I is the total number of instances.

TPASR =
TMI
INT

(6)

where TPASR stands for the targeted poisoning ASR, TMI is the number of instances
successful misclassified as the target class, and INT is the total number of instances not
originally in the target class.

4.3.2. Backdoor Attack

This experiment simulated a realistic attack scenario in which a malicious client
participating in the FL system tries to perform a backdoor attack by manipulating the
global model through manipulating and altering its local data, and the central FL server
must identify and mitigate the effect of these attacks. All models were evaluated against this
attack. The backdoor attack was implemented on the client side, specifically in the malicious
client, which was specified with a backdoor client id. The first client was the malicious
client for all experiments. The malicious client performed the attack by manipulating its
local dataset before training.

Specifically, the malicious client altered 10% of its local training dataset by modifying
the first dataset feature to the trigger value and also altering the related labels to those
of a target class (the last class in the dataset). For model training, every client—even the
malicious one—performed training on its own dataset and then sent model updates to
the server, so when the malicious client was participating in the FL process, it updated
the server with its local model updates, which had been attacked. The backdoor input
was unintentionally included by the server when it aggregated the model updates from all
clients, including the malicious one.

Through several FL rounds, the attack continued, progressively integrating the back-
door input into the global model. Once the FL process had finished, the attack evaluation
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was performed on the server side. The proportion of the backdoor input samples that a
model identifies as the target class is known as the ASR. A higher ASR indicates a more
successful attack. Equation (7) shows how the backdoor attack success rate was calculated.

BASR =
CBS
BS

(7)

where BASR stands for the backdoor ASR, CBS is the number of correctly classified
backdoor samples, and BS is the total number of backdoored samples.

4.3.3. Model Inversion Attack

In this experiment, an attack was conducted on the server script, specifically on the
server’s final global model after the completion of the FL rounds. Finding an input that the
model identifies as belonging to the target class is the aim of this attack, as it may disclose
confidential information about that class. Using the trained global model, the attack tries
to reconstruct input data for every class in the dataset. In essence, it attempts to reverse-
engineer what kind of input data would cause the model to predict a particular class. It
achieves this by iteratively optimizing a random input to generate an output that fits the
desired target class.

In order to evaluate the effectiveness of the attack, the attack’s reconstructed data were
compared to the original sample for each class. The Mean Squared Error (MSE) was used
as a key metric for the evaluation of the attack. The MSE calculates the average squared
difference between the original data and the attack’s reconstructed data. Lower MSE
values indicate better reconstruction and thus a more successful attack. This measurement
metric was computed for every class in which the attack was carried out; therefore, it
was computed for both of the dataset’s two classification classes. To provide a general
evaluation of the attack’s efficacy, the average MSE was computed across all classes in
addition to the MSE that was generated for each class.

The MSE for every class was computed using Equation (8) as follows:

MSEc =
1
n

n

∑
i=1

(yi − ŷi)
2 (8)

where MSEc is the MSE for class c, n is the number of features in the sample, yi is the ith
feature of the original sample, and ŷi is the ith feature of the reconstructed sample.

The average MSE across all classes was calculated using Equation (9) as follows:

Average MSE =
1
C

C

∑
c=1

MSEc (9)

where C is the total number of classes and MSEc is the MSE for class c.

4.3.4. The Man in the Middle Attack

In this experiment, the attack was executed through a proxy server that intercepted
the communication between the clients and the server. In FL, several clients work together
to train a common global model. This is when the man in the middle (MITM) attack occurs.
Using a proxy server to stand in between the clients and the real server allows for the
implementation of the MITM attack. During FL, the participant clients repeatedly request
the global model from the actual server. Once the global model has been received from the
server, the clients use their local dataset to train it; then, they send the modified, updated
weights back to the server to continue the FL process.
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The proxy server was a crucial component in the assessment of the applied attack. It
performed the attack using a gradient manipulation method. It executed the MITM attack
by intercepting the communication from the client providing the server with its updated
weights. Specifically, to construct the attacked weights, the proxy server first obtained
the original weights from the client by intercepting the communication. Then, it applied
the MITM attack by introducing Gaussian noise to the original client’s updated weight
values, with a standard deviation of 0.1. In this case, two distinct global models were
maintained by the actual server: one for the original weights and another for the weights
that were attacked. In the case of models that were combined with HE, the proxy directly
manipulated the encrypted gradients of HE using the CKKS schema, without decrypting
them as HE allows for computations on encrypted data, during the process of training
via the addition of encrypted Gaussian noise, enabling the evaluation of the attack in an
encrypted environment.

The original and attacked updates (weights/gradients) were both sent to the real
server by the proxy server. The server then handled the original and attacked updates
independently when receiving them from the proxy server by performing aggregation
separately on both the original and attacked updates. It kept track of two global models:
the attacked model, which was updated with the aggregated attacked updates, and the
original global model, which was updated with the aggregated original updates. After the
completion of FL, the server evaluated the effectiveness of the attack by keeping these two
distinct global models: the original and attacked global models.

The evaluation was performed by comparing the performance of the final attacked
model, which had been impacted by the injected attacked updates, with the performance of
the final original global model, which reflected the FL process in the absence of the attack.
This enabled the server to measure the impact of the attack by calculating the amount of
performance that the attack had caused the model to lose. For both the original global
model and the attacked model, the server computed metrics such as the accuracy, precision,
recall, and F1-score. Then, it used them to find the percentage drop in each metric measure.
The impact of the attack (ASR) was calculated using the percentage decrease for each of the
performance metrics of the accuracy, precision, recall, and F1-score using Equation (10).

PD =
(O − A)

O
× 100 (10)

where PD stands for the percentage decrease, O is the original value representing the
accuracy, precision, recall, or F1-score metric value before the attack, and A is the attacked
value representing the same metric value after the attack.

5. Results and Analysis

5.1. Performance Analysis

Table 4 shows the evaluation of all the models, including the time metric along with
the performance metrics of the accuracy, precision, recall, and F1-score. The corresponding
classification results for all the models are presented in Table 5. The execution time increased
as the number of privacy-preserving methods combinations increased. The FL_only model
had the quickest execution time with a minimum value of 82.85 s for the time metric
because it only applied FL without any combinations, while the FL_PATE_CKKS_SMPC
model had the slowest execution time with a maximum time value of 298.60 s because it
included the largest number of combinations among all the models.
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Table 4. Overall performance table for all models.

Reduced Dataset Time (s) Accuracy Precision Recall F1-Score

Fl_only 82.85 0.9930 0.9930 0.9930 0.9930

FL_SMPC 117.73 0.9950 0.9950 0.9950 0.9950

FL_SMPC_DP 128.54 0.8350 0.8356 0.8350 0.8349

FL_PATE 186.43 0.8530 0.8573 0.8530 0.8526

FL_PATE_SMPC 193.60 0.8650 0.8675 0.8650 0.8648

FL_CKKS 192.87 0.9980 0.9980 0.9980 0.9980

FL_CKKS_DP 204.76 0.7050 0.7196 0.7050 0.7000

FL_CKKS_SMPC 213.08 0.9970 0.9970 0.9970 0.9970

FL_PATE_CKKS 267.34 0.8500 0.8502 0.8500 0.8500

FL_PATE_CKKS_SMPC 298.60 0.8440 0.8442 0.8440 0.8440

Table 5. Overall classification results.

Model (Accuracy) Precision Recall F1-Score

Fl_only (0.99)

malware 0.99 1.00 0.99

benign 1.00 0.99 0.99

macro avg 0.99 0.99 0.99

weighted avg 0.99 0.99 0.99

FL_SMPC (0.99)

malware 0.99 1.00 1.00

benign 1.00 0.99 0.99

macro avg 1.00 0.99 0.99

weighted avg 1.00 0.99 0.99

FL_SMPC_DP (0.83)

malware 0.85 0.81 0.83

benign 0.82 0.86 0.84

macro avg 0.84 0.83 0.83

weighted avg 0.84 0.83 0.83

FL_PATE (0.85)

malware 0.90 0.80 0.84

benign 0.82 0.91 0.86

macro avg 0.86 0.85 0.85

weighted avg 0.86 0.85 0.85

FL_PATE_SMPC (0.86)

malware 0.84 0.91 0.87

benign 0.90 0.82 0.86

macro avg 0.87 0.86 0.86

weighted avg 0.87 0.86 0.86

FL_CKKS (1.00)

malware 1.00 1.00 1.00

benign 1.00 1.00 1.00

macro avg 1.00 1.00 1.00

weighted avg 1.00 1.00 1.00

FL_CKKS_DP (0.70)

malware 0.66 0.83 0.74

benign 0.78 0.58 0.66

macro avg 0.72 0.70 0.70

weighted avg 0.72 0.70 0.70
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Table 5. Cont.

Model (Accuracy) Precision Recall F1-Score

FL_CKKS_SMPC (1.00)

malware 0.99 1.00 1.00

benign 1.00 0.99 1.00

macro avg 1.00 1.00 1.00

weighted avg 1.00 1.00 1.00

FL_PATE_CKKS (0.85)

malware 0.86 0.84 0.85

benign 0.84 0.86 0.85

macro avg 0.85 0.85 0.85

weighted avg 0.85 0.85 0.85

FL_PATE_CKKS_SMPC (0.84)

malware 0.84 0.86 0.85

benign 0.85 0.83 0.84

macro avg 0.84 0.84 0.84

weighted avg 0.84 0.84 0.84

FL_SMPC was the second-fastest model after FL_only, with a time value of 117.73,
because it only combined SMPC and FL with no other additions such as noise. FL_PATE
had a moderate time value of 186.43 s as the PATE was executed after the execution of FL,
so it increased the training time of the model and resulted in a longer execution time than
that of the FL_only model. FL_CKKS also took more time to complete its operations than
FL_only due to the added HE operations. FL_CKKS_SMPC exceeded the execution time
of FL_CKKS due to the added SMPC operations and secure aggregation using HE and
SMPC. FL_CKKS_DP had a higher execution time than FL_CKKS due to noise addition.
FL_SMPC_DP took a longer time to complete its operations compared to FL_SMPC because
of the addition of regularization and noise.

The FL_CKKS model achieved the highest performance metrics of 99.80% for accuracy,
precision, recall, and the F1-score, while FL_CKKS_DP achieved the lowest performance
metrics of 70.50% accuracy, 71.96% precision, 70.50% recall, and a 70.00% F1-score. While
the PATE enhances privacy, it may decrease the performance due to the noise added to the
ensembles of the teachers’ votes, so FL_PATE achieved lower performance than FL_only,
FL_PATE_CKKS decreased the performance of FL_CKKS, and FL_PATE_CKKS_SMPC
reduced the performance of FL_CKKS_SMPC.

FL_SMPC had a performance result that was almost close to that of FL_only because
it only applied SMPC during FL with no other data modifications, such as noise addition.
FL_SMPC_DP enhanced the privacy of FL_SMPC but decreased its performance due to
the addition of noise after the aggregation process. FL_CKKS had performance metrics
that were almost close to those of FL_only because it only applied HE operations to
FL with no other modifications. On the contrary, FL_CKKS enhanced the performance
of FL_only. FL_CKKS_SMPC did not have a significant drop in performance metrics
compared to FL_CKKS. On the contrary, FL_CKKS_SMPC achieved results very close to
those of FL_CKKS, almost equal to them. FL_CKKS_DP had lower performance compared
to FL_CKKS due to the use of DP through noise addition.

5.2. Security Evaluation

Figure 2 visualizes the MSE for all the models in the case of the model inversion attack
discussed in Section 4.3.3. As is shown, the MSE was improved through the use of the
designed models, proving the importance of applying privacy-preserving techniques along
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with FL to protect against model inversion attacks. FL_PATE_SMPC had the best MSE
value of 19.267.

Fl_only FL_SMPC FL_SMPC_
DP FL_PATE FL_PATE_S

MPC FL_CKKS FL_CKKS_D
P

FL_CKKS_S
MPC

FL_PATE_C
KKS
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MSE 0.9676 2.6092 7.6226 16.9053 19.267 2.1936 2.4736 2.5548 10.7697 11.9647
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Figure 2. Model inversion MSE.

Figure 3 visualizes the ASR (BASR) of the backdoor attack discussed in Section 4.3.2.
As is shown, the ASR decreased when using a combination of privacy-preserving tech-
niques in conjunction with FL. FL_PATE_CKKS_SMPC was the best model for defending
against backdoor attacks as it had the smallest backdoor ASR value of 0.0920.
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Figure 3. Backdoor ASR.

Figures 4 and 5 visualize the ASR (UPASR and TPASR) for the poisoning attacks
discussed in Section 4.3.1. As is shown, the ASR decreased when using a combination
of privacy-preserving techniques in conjunction with FL. FL_CKKS_SMPC was the best
model for defending against an untargeted poisoning attack as it had the smallest ASR of
0.0010, while FL_CKKS and FL_CKKS_SMPC had the smallest ASR value of 0.0020 for the
targeted poisoning attack.
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Figure 4. Untargeted poisoning ASR.
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Figure 5. Targeted poisoning ASR.

Using the performance degradation (PD), Table 6 shows the ASR of the MITM attack
discussed in Section 4.3.4. As is shown, the performance degradation for the MITM attack
decreased with a combination of privacy-preserving techniques together with FL. Based
on the reported results, FL_CKKS_PATE_SMPC was the best at resisting the MITM attack,
achieving the smallest values of performance degradation for the MITM attack.

Table 6. MITM attack performance degradation (ASR).

Model

Accuracy

Degradation
Precision

Degradation
Recall

Degradation
F1-Score

Degradation

Fl_only 48.45% 74.24% 48.45% 65.64%

FL_SMPC 48.51% 74.26% 48.51% 65.67%

FL_SMPC_DP 24.92% 68.52% 24.92% 46.68%

FL_PATE 34.73% 69.01% 34.73% 56.02%

FL_PATE_SMPC 36.79% 68.77% 36.79% 57.77%

FL_CKKS 16.95% 15.80% 16.95% 17.10%

FL_CKKS_DP 25.37% 62.69% 25.37% 50.25%

FL_CKKS_SMPC 11.62% 11.61% 11.62% 11.62%

FL_CKKS_PATE 11.31% 5.24% 11.31% 12.70%

FL_CKKS _PATE_SMPC 1.68% 1.94% 1.68% 1.64%

5.3. Trade-Off Analysis

Figure 6 illustrates a comparison of the training time across all models. The training
time increased with the addition of privacy-preserving techniques. Figure 7 visualizes a
comparison of the accuracy, precision, recall, and F1-score across all the models. The train-
ing time increases and performance may decrease with the addition of privacy-preserving
techniques to FL, while this enhances privacy and security by improving the model’s
robustness against attacks.

Based on the reported results, the integration of privacy preservation techniques and
FL provided a stronger privacy guarantee against various attacks. Specifically, for all
the evaluated attacks, all the combined models achieved better results compared to the
FL_only model. Comparing the FL_PATE_CKKS_SMPC model with the FL_only model,
FL_PATE_CKKS_SMPC increased its execution time from 82.85 s for FL_only to 298.60 s.
The server and clients of the FL_PATE_CKKS_SMPC model were run 10 times and the
average of each step was calculated to obtain the correct percentage. Table 7 shows the time
analysis of the FL_PATE_CKKS_SMPC model. This table presents the computational weight
of each pipeline step. On the server side, model training took the most time (41.97%), while
decryption (3.57%) took the least time. On the client side, communication was the most
important factor as it consumed the most time (71.51%), while model loading (0.77%) and
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gradient computation (0.25%) used the smallest amount of time. According to the average
round times, the server spent significantly less time on each round (4.21%) than the clients
(32.85%). The use of the FL_PATE_CKKS_SMPC model decreased the accuracy by approxi-
mately 15.01%. The reason behind the decrease in accuracy of the FL_PATE_CKKS_SMPC
model was the use of the PATE through noise addition since HE only performed operations
on encrypted data and the SMPC used in the FL_PATE_CKKS_SMPC model was the SMPC
applied in the FL_SMPC model, which did not use DP. Therefore, HE and SMPC did
not participate in the noise reduction of the FL_PATE_CKKS_SMPC model. Specifically,
noise introduction through the PATE was the specific factor contributing to the accuracy
reduction, not the encryption overhead. In summary, the FL_PATE_CKKS_SMPC model
applied the CKKS scheme used in the FL_CKKS model, the SMPC used in the FL_SMPC
model, and the PATE used in the FL_PATE model. Both the FL_CKKS and FL_SMPC
models did not reduce the accuracy of the base FL_only model, but the FL_PATE model
reduced the accuracy of the base FL_only model. Thus, the PATE was the main factor
behind the accuracy reduction of the FL_PATE_CKKS_SMPC model. Another explanation
is that the FL_PATE_CKKS_SMPC model applied the PATE to the FL_CKKS_SMPC model,
which itself did not reduce the accuracy of the base FL_only model, so the PATE was the
main factor behind the accuracy reduction of the FL_PATE_CKKS_SMPC model.
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Figure 6. Comparison of models’ training times.

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Ev
al

ua
tio

n 
M

et
ric

s  
Sc

or
e 

Performance Metrices 

Accuracy

Precision

Recall

F1-score

Figure 7. Comparison of models’ performance.

Although FL_PATE_CKKS_SMPC increased the execution time and decreased the
accuracy of FL_only, it improved the model inversion MSE from 0.9676 for the FL_only
model to 11.9647, the backdoor ASR from 0.6800 for FL_only to 0.0920, the untargeted
poisoning ASR from 0.4050 for FL_only to 0.151, the targeted poisoning ASR from 0.982 for
FL_only to 0.06, and also the MITM attack performance degradation (ASR) from 48.45%
accuracy degradation for FL_only to 1.68% for the FL_PATE_CKKS_SMPC model.
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Table 7. Time analysis.

Component Server Side Client Side

Model Training/PATE Training 41.97% ± 6.51% 13.71% ± 5.14%

Encryption Time N/A 19.44% ± 8.55%

Decryption Time 3.57% ± 1.22% N/A

Gradient Calculation Time N/A 0.25% ± 0.09%

Communication Time 36.48% ± 7.89% 71.51% ± 27.83%

Aggregation Time 7.19% ± 1.99% N/A

Teacher Model Creation Time 27.13% ± 4.51% N/A

Model Loading Time N/A 0.77% ± 0.29%

Average Round Time 4.21% ± 0.77% 32.85% ± 3.13%

6. Discussion

6.1. Insights on Model Execution Time and Privacy Trade-Offs

The results show that the execution time increases as more privacy-preserving tech-
niques are incorporated into the FL model. Notably, the FL_only model, which lacks addi-
tional privacy techniques, had the shortest execution time of 82.85 s. As additional privacy-
preserving techniques like SMPC, the PATE, and CKKS were integrated, the execution
time increased significantly. This was particularly evident in the FL_PATE_CKKS_SMPC
model, which had the highest execution time of 298.60 s. This trade-off between pri-
vacy and performance underscores the computational cost associated with securing data
and enhancing privacy in FL systems. It is crucial to consider this balance when de-
signing privacy-conscious FL systems that must operate efficiently while maintaining
data confidentiality.

6.2. Effect of Privacy-Preserving Techniques on Model Accuracy

While privacy-preserving techniques are essential for securing sensitive data, they also
introduce noise that impacts the model performance. FL_CKKS, which utilizes homomor-
phic encryption (HE) without other privacy-enhancing techniques, achieved the highest
accuracy and performance metrics, including 99.80% for the accuracy, precision, recall,
and F1-score. On the other hand, adding more privacy features such as differential privacy
(DP) and Secure Multi-Party Computation (SMPC) resulted in a decline in performance.
Specifically, the FL_CKKS_DP model, which includes differential privacy noise, showed a
significant drop in metrics, with an accuracy as low as 70.50%. These findings highlight the
trade-off between preserving privacy and maintaining the model performance, a critical
consideration in fields like healthcare and finance where data security is paramount.

6.3. Privacy and Security Effectiveness Against Attacks

The combination of privacy-preserving techniques notably enhances the robustness
of FL models against attacks, such as model inversion and backdoor attacks. For in-
stance, the FL_PATE_SMPC model demonstrated the best defense against model inversion,
with the lowest MSE value of 19.267, confirming the effectiveness of the PATE and SMPC in
protecting against data leakage. Additionally, the FL_PATE_CKKS_SMPC model achieved
the smallest backdoor ASR of 0.0920, further proving the superiority of integrating privacy
methods in preventing malicious adversarial activities. This suggests that FL models, when
combined with these techniques, can significantly mitigate the risks posed by various
privacy and security threats, making them a more viable solution for sensitive applications.
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6.4. Impact of Privacy Techniques on Poisoning Attacks

The integration of privacy-preserving techniques also plays a significant role in de-
fending against poisoning attacks, a major concern in FL systems. The results show that
FL_CKKS_SMPC was particularly effective in countering untargeted poisoning attacks,
achieving the smallest ASR value of 0.0010. Similarly, for targeted poisoning attacks, both
FL_CKKS and FL_CKKS_SMPC showed the lowest ASR values of 0.0020. These results
highlight the efficacy of combining HE and SMPC in preventing adversaries from cor-
rupting the training process through malicious data poisoning. By incorporating these
privacy-enhancing methods, FL systems can ensure the integrity of the model training
process, even in the presence of adversarial interference.

6.5. The Impact of Privacy Techniques on the Man in the Middle Attack

The combination of privacy-preserving techniques also improves the resistance of
FL models against an MITM attack. The results illustrate that FL_PATE_CKKS_SMPC
was the best model to defend against an MITM attack, achieving the lowest performance
degradation, with decreases of 1.68% in accuracy, 1.94% in precision, 1.68% in recall,
and 1.64% in the F1-score.

6.6. Overall Evaluation and Performance Comparison

The comprehensive performance evaluation of all FL models indicated that while in-
corporating privacy-preserving techniques can enhance data security, it comes at the cost of
an increased computational overhead and slightly reduced performance. However, models
like FL_CKKS and FL_CKKS_SMPC strike an optimal balance by achieving high accuracy
while maintaining robust privacy protection. The results underscore the importance of
carefully selecting privacy techniques that provide adequate protection without severely
compromising the model’s effectiveness. In the context of real-world applications, espe-
cially those handling sensitive data, such as healthcare or financial systems, this trade-off is
critical to maintaining both privacy and accuracy.

7. Conclusions and Future Work

This work aimed to provide a novel privacy-enhancing FL framework for malware
detection based on a widely used Malware Dataset and an ANN classifier. Without any
privacy preservation mechanism, a baseline FL model only achieved performance metrics
of 99.30% for the accuracy, precision, recall and F1-score. In our comprehensive analysis,
we examined ten different model configurations, testing them against an assortment of
machine learning attacks, such as untargeted and targeted poisoning, backdoor injection,
model inversion, and MITM attacks. Privacy-preserving mechanisms were integrated into
the FL models without any significant performance penalties and increased the robustness
of the models against several types of attacks.

From the experiment’s results, several top configurations emerged: the FL_PATE_CKKS
_SMPC model was the least vulnerable to backdoor attacks (ASR: 0.0920) and to MITM at-
tacks (all metrics’ degradation was under 2%); the FL_CKKS_SMPC model showed the high-
est resistivity to poisoning attacks (ASR: 0.0010 untargeted, 0.0020 targeted) while matching
the FL_CKKS model’s performance against targeted attacks; and the FL_PATE_SMPC
configuration was found to perform the best against model inversion attacks (MSE: 19.267).
These results help shed light on the suitability of various privacy-preserving combinations
in FL systems, adding to the existing knowledge on secure federated learning systems and
offering practical references for privacy-enhancing machine learning applications. The find-
ings suggest a need for continued research to adapt and refine the evaluation framework to
encompass newly emerging attack vectors and to develop more robust defense mechanisms.
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Future work including an extension to other data types (such as images) or domain-specific
datasets (healthcare/financial) would constitute a different research direction.
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Abstract: Fog computing (FC) is a distributed architecture in which computing resources and services
are placed on edge devices closer to data sources. This enables more efficient data processing, shorter
latency times, and better performance. Fog computing was shown to be a promising solution for
addressing the new computing requirements. However, there are still many challenges to overcome
to utilize this new computing paradigm, in particular, reliability and security. Following this need, a
systematic literature review was conducted to create a list of requirements. As a result, the following
four key requirements were formulated: (1) low latency and response times; (2) scalability and
resource management; (3) fault tolerance and redundancy; and (4) privacy and security. Low delay
and response can be achieved through edge caching, edge real-time analyses and decision making,
and mobile edge computing. Scalability and resource management can be enabled by edge federation,
virtualization and containerization, and edge resource discovery and orchestration. Fault tolerance
and redundancy can be enabled by backup and recovery mechanisms, data replication strategies,
and disaster recovery plans, with a residual number system (RNS) being a promising solution. Data
security and data privacy are manifested in strong authentication and authorization mechanisms,
access control and authorization management, with fully homomorphic encryption (FHE) and the
secret sharing system (SSS) being of particular interest.

Keywords: fog computing; distributed computing systems; reliability; fault tolerance; data security

1. Introduction

Distributed computing systems (DCSs) have evolved over several decades, driven by
the need for efficient and scalable computing models [1]. Starting in the 1960s, the issue of
distributed computing began to be raised when researchers began to explore the concept
of time sharing, allowing multiple users to access the same computer at the same time.
This laid the foundation for the development of distributed systems, in which computing
resources were shared across multiple nodes.

In the 1970s and 1980s, research efforts focused on the development of local area
networks (LANs) and wide area networks (WANs) to connect geographically dispersed
computers. This led to the emergence of a client–server architecture, in which a central
server handled requests from multiple client devices. DCSs using a client–server architec-
ture have become dominant, enabling resource sharing and centralized data management.

The advent of the Internet in the 1990s led to significant advances in distributed
computing. The client–server model has expanded to include web applications, and the
World Wide Web (WWW) has become a platform for distributed computing. This era saw
the emergence of web services and application programming interfaces (APIs) that enabled
interoperability between different systems, making it easier to exchange data and services
over the Internet.
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Cloud computing (CC) as we know it today emerged in the early 2000s and revolution-
ized the way computing resources are provided, managed, and used [2]. Cloud technology
is based on the idea of providing on-demand access to a pool of computing resources, such
as computing power, storage, and software applications delivered over the Internet.

The concept of cloud computing builds on earlier developments in distributed sys-
tems, virtualization, and service computing. Virtualization technologies abstract away
physical resources, allowing you to create virtual machines (VMs) that can be dynamically
provisioned and deallocated as needed.

The key characteristics of cloud computing include on-demand self-service, broad
network access, pooling of resources, fast elasticity, and controlled service. Users can access
and allocate resources as needed, dynamically scale their usage up or down, and pay for
consumed resources on a pay-as-you-go basis [3].

While CC has revolutionized the IT landscape, some applications and use cases have
required computing power closer to the network edge. Fog computing (FC) [4] has emerged
as an additional cloud computing paradigm to meet these requirements.

FC extends the cloud to the edge of the network, bringing computing, storage, and
networking closer to the data source [5]. It uses a distributed architecture consisting of
edge devices, gateways, and cloud resources, forming a continuum from the cloud to the
edge device.

The FC concept recognizes the limitations of traditional cloud computing in scenarios
that require low latency and faster response times, real-time data processing, efficient use
of bandwidth, and increased data privacy and security. By processing data closer to the
edge, FC reduces the need for extensive data transfer to remote cloud servers, resulting
in lower latency and faster response times, as well as the efficient use of bandwidth. Fog
devices are also power efficient.

These features make the use of FC attractive in a variety of applications, including
IoT [6], smart cities (SCs) [7], automation [8,9], healthcare [10–12], and agriculture [13,14].
In applications such as IoT, SC, and healthcare, a continuous and uninterrupted service is of
crucial importance. In the healthcare sector, for example, the failure of a medical monitoring
system can have life-threatening consequences. Likewise, in smart cities, the malfunction
of traffic management systems could lead to serious disruptions. We call this reliability,
which is defined as the continuity of the correct service, e.g., regarding the absence of bugs
and the masking of errors [15]. Indeed, shortcomings related to reliability are reported [16].
Furthermore, in healthcare and IoT applications, the protection of personal data is of
paramount importance. Here, we refer to the term of security, which covers the ability
of the system to keep data confidential, which, in turn, means protecting data from theft,
copying, and disclosure of the owner’s identity, as well as protection from unauthorized
actions [17]. In summary, it can be said that security and reliability are of fundamental
importance for the functionality and trustworthiness, and hence wider adoption, of FC
systems used in various and critical applications.

The aim of this review was to identify and analyze the requirements for improving the
security and reliability of FC, as well as the supporting methods and technologies. For this
purpose, we applied the method of a systematic literature research. The literature search
was carried out in databases, such as Core, Google Scholar, and Semantic Scholar. The
search results were checked for their relevance to the topic, and security and reliability
requirements for FC were derived.

The paper is structured as follows: Section 2 discusses the state of the problem.
Section 3 presents the background of FC and its application. Section 4 presents the method
used, while Section 5 describes the derivation of the requirements. Section 6 provides a
discussion of the results and possibilities for future work. Finally, Section 7 summarizes
the main conclusions and opportunities for future research.
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2. State of the Problem

In work [16], the authors mentioned the disadvantages related to reliability. However,
in order to indicate the relevance of the problem under consideration, we considered the
following works. In work [18], the authors considered the application of FC in SCs. The
main focus of the work was on considering approaches to the integration of FC as the main
SC network. The work focused on comparing FC with other types of DCSs, such as CC
and edge computing. The work is organized as a review of other research on SC, IoT, and
FC topics. The review is general in nature, with a slight refinement for the platform on
which FC is deployed. The parameters that were considered in this study were mentioned
less often, and the authors suggested paying attention to these parameters, and the use of
platform tools is proposed as a solution. A similar trend was also observed in [7]. Here, we
considered the integration of smart solutions, their interconnection, and the organization of
the infrastructure. The main focus was on device configuration. The issue of fault tolerance
was raised from the point of view of the dynamic configuration of device management.
However, the authors used standardized data transmission technologies to measure their
frequencies, battery life, and messaging speed. Touching on the topic of security, the authors
operated with ciphers with a high level of security, but these ciphers were computationally
complex. In conclusion, the authors reflected on the need for additional research.

However, the main focus of the authors of work [19] was on the physical model and
the construction of a monitoring system, and most of the research was on issues related to
the physical embodiment of the system. The research conducted in this study was based
on the levels of the OSI model, citing studies at a particular level. In this case, the authors
considered a wider range of parameters, including addressing issues of reliability and
safety. For example, from the point of view of data protection, the authors characterized
FC as difficult to measure. From the point of view of reliability, the authors did not give
clear formulations.

Thus, based on several reviews of FC topics, it can be argued that the interest in FC is
significant, but at the moment, researchers are focused on building the system as a whole,
how to connect devices, which data transfer protocol is more efficient, etc. Although these
questions indirectly relate to the subject of this work, a clear answer to the question of “how
to organize reliable and secure FC” is still not there. As already mentioned in the previous
section, the main purpose of this work was to develop requirements for the reliability
and safety of FC. The results will allow other researchers to refer to these requirements to
conduct their own FC-related research. Requirements can be in the form of boundary values
that will allow you to select the studied methods and algorithms for FC development.

3. Fog Computing and Applications

FC is essentially a distributed computing paradigm that extends cloud capabilities to
the edge of the network (Figure 1). While CCs have revolutionized the way computing
resources are provided and used, some applications and use cases require low latency,
real-time data processing, efficient use of bandwidth, and enhanced privacy and security.
FC brings computing, storage, and networking closer to data sources for local processing
and analysis [5].

In work [20], the researchers considered the prospects of using FC in real-time applica-
tions. Indeed, 8 years later, FC is widely used in smart city networks and the Internet of
things. In [21], the authors argued that the use of FC will increase the efficiency of smart
city networks based on the Internet of things and proposed a multi-level FC architecture.
In [22], the authors also presented the design of a platform with several FC applications.

In [4], the authors conducted research on the applicability of FC for medical purposes,
namely, diabetes tracking. The authors compared FC with CC. In their study, they claimed
that in terms of diabetes control, FC is more effective than CC in terms of speed, control,
and lower network building costs.
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Figure 1. Fog computing.

FC finds use in a variety of applications, including the following:

• IoT: FC has a critical role in IoT deployment [6]. With the proliferation of connected de-
vices generating massive amounts of data, FC brings local processing and analytics to
the edge, reducing latency and enabling real-time decision making. This facilitates the
efficient filtering and aggregation of data, optimizing the use of network bandwidth
and reducing the load on cloud servers.

• Smart cities (SCs): FC plays an important role in the implementation of SC initia-
tives [7]. When fog nodes (FNs) are deployed throughout the city infrastructure,
data from various sources, such as sensors, cameras, and connected devices, can be
processed locally. This enables real-time monitoring, analysis, and decision making
for applications such as traffic management, waste management, and public security.

• Automation: In industrial environments, FC enables real-time processing and analysis
of data for mission-critical applications [8,9]. Edge devices and gateways collect
and process data from industrial sensors and equipment, providing local control
and monitoring. This reduces latency, provides faster response times, and improves
efficiency in industries such as manufacturing, energy, and logistics.

• Healthcare: FC plays a vital role in healthcare systems by facilitating real-time mon-
itoring, analysis, and decision making. Edge devices and gateways can collect and
process patient data, enabling timely medical intervention, remote patient monitoring,
and personalized healthcare services [10–12]. FC also addresses privacy issues by
storing sensitive data locally, ensuring compliance with health regulations.

• Agriculture: In the agricultural sector, FC promotes precision farming and smart
farming. Border devices and sensors collect data on soil, weather, and crop conditions
to enable local decisions for irrigation, fertilization, and pest control. FC enables real-
time analysis and monitoring to optimize resource usage and increase yields [13,14].

Thus, we can say that FC and FSs are a promising directions aimed at automating
many areas of human activity. FC and FSs are closely related to the IoT and SC as their
components.

4. Method

This study was based on a literature search through databases of scientific publications.
Statistics on the number of publications from 2008 (the first mention of FC) to 2024 are
listed here, analyzed according to keywords related to reliability and safety (see Figure 2
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and Table 1 in the attachment). These include fault tolerance, reliability of functioning, data
privacy, data security, and robustness.

Table 1. Scientific papers in keyword databases.

Database
Fault
Tolerance

Reliability of
Functioning

Data Privacy
Data
Security

Robustness

Google
Scholar 16,200 16,800 12,700 14,700 14,700

Core 1363 828 792 6014 1740

Semantic
Scholar 3050 86 3920 4800 4490

Google Scholar provided the highest number of scientific papers across all keywords,
especially in the areas of fault tolerance and functional security. Core and Semantic Scholar
also provided a large number of articles, albeit to a lesser extent than Google Scholar (see
Figure 2).

Figure 2. Keyword publication statistics.

As for Google Scholar, the reliability of functioning was the most frequently repre-
sented topic with 16,800 contributions, closely followed by fault tolerance with a total of
16,200 contributions. Data security and robustness shared third place with 14,700 publica-
tions each. Data privacy was represented by 12,700 publications. According to Core, data
security was the most researched topic with 6014 publications. Robustness was in second
place with 1740 articles, closely followed by fault tolerance with 1363 publications. The
reliability of functioning and data privacy were at the bottom of the rankings with 828 and
792 publications, respectively. In Semantic Scholar, data security was the most researched
topic with 4800 papers, closely followed by robustness with 4490 papers, data privacy with
3920 papers, and fault tolerance with 3050 papers. The reliability of functioning, with a
count of only 86, completed the ranking (see Figure 3).

The rankings appeared to be inconsistent. The reasons for this, e.g., that the literature
databases possibly only contained subsets of the existing publications or had different
search mechanisms, can be further analyzed in future work and recommendations derived.

We built our research on the papers with the most citations and downloads (see
Tables 2 and 3 below for reliability-related publications and security-related publications
analyzed in the manuscript, respectively). They formed the basis for determining and
analyzing the requirements for improving the security and reliability of FC.
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Figure 3. Diagram of the popularity of research topics.

Table 2. Reliability-related publications.

Name Citations Downloads Publisher

Reliability in the utility computing era: Towards
reliable fog computing 256 3535 IEEE

Software reliability in the fog computing 24 712 IEEE

A fault-tolerant model for performance optimization of
a fog computing system 29 711 IEEE

Distributed fog computing for latency and reliability
guaranteed swarm of drones 64 3080 IEEE

A condition of reliability improvement of the system
based on the fog-computing concept 10 90 IOPScience

An experimental study of the fog-computing-based
systems reliability 7 697 Springer

Fog computing for sustainable smart cities in the IoT
era: Caching techniques and enabling technologies—
an overview

169 292 Elsevier

Capacity-Aware Edge Caching in Fog
Computing Networks 41 1055 IEEE

Fog Computing: An Overview of Big IoT
Data Analytics 202 23,455 Hindawi

A Survey on Mobile Edge Computing: The
Communication Perspective 4935 63,962 IEEE

A survey on end-edge-cloud orchestrated network
computing paradigms: Transparent computing, mobile
edge computing, fog computing, and cloudlet

425 6027 ACM

Comparison of Edge Computing Implementations: Fog
Computing, Cloudlet and Mobile Edge Computing 609 12,893 IEEE

Fog Computing for Healthcare 4.0 Environment:
Opportunities and Challenges 375 477 Elsevier

Fog Computing in Healthcare—A Review
and Discussion 360 12,473 IEEE

Fog computing-based IoT for health monitoring system 143 10,020 Hindawi
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Table 2. Cont.

Name Citations Downloads Publisher

Load-balancing algorithms in cloud computing:
A survey 291 345 Elsevier

Game-Theoretic Model for Dynamic Load Balancing in
Distributed Systems 63 695 ACM

Analysis of Load Balancing Performance Using Round
Robin and IP Hash Algorithm on P4 4 241 IEEE

A Review of Load Balancing in Fog Computing 40 808 IEEE

Hybridization of Firefly and Improved Multi-Objective
Particle Swarm Optimization Algorithm for Energy
Efficient Load Balancing in Cloud
Computing Environments

151 131 Elsevier

Load Balancing in Cloud Computing Environment
Using Improved Weighted Round Robin Algorithm for
Nonpreemptive Dependent Tasks

237 4767 Hindawi

Fog Computing for Energy-Aware Load Balancing and
Scheduling in Smart Factory 330 4976 IEEE

Fog Computing Dynamic Load Balancing Mechanism
Based on Graph Repartitioning 213 2294 IEEE

A Blockchain-Based Brokerage Platform for Fog
Computing Resource Federation 19 261 IEEE

F-FDN: Federation of Fog Computing Systems for Low
Latency Video Streaming 34 534 IEEE

A Review on Container-Based Lightweight
Virtualization for Fog Computing 13 1138 IEEE

Feasibility of Fog Computing Deployment Based on
Docker Containerization over RaspberryPi 249 2158 ACM

Towards Container Orchestration in Fog Computing
Infrastructures 129 2812 IEEE

Foggy: A Platform for Workload Orchestration in a Fog
Computing Environment 110 1607 IEEE

Challenges and Solutions in Fog Computing
Orchestration 118 2441 IEEE

Topology and Orchestration Specification for Cloud
Applications Version 1.0 27 - OASIS

The Residue Number System 650 1602 ACM

RRNS Base Extension Error-Correcting Code for
Performance Optimization of Scalable Reliable
Distributed Cloud Data Storage

8 135 IEEE

Parallel Error Correction Algorithm in RNS VLSI
Digital Circuits 4 52 IEEE

Correction and Fault Tolerance in RNS-Based Designs.
In Residue Number Systems: Theory and Applications 9 979 Springer

A Novel Error Detection and Correction Technique for
RNS Based FIR Filters 27 251 IEEE
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Table 3. Security-related publications.

Name Citations Downloads Publisher

Fog Computing Security: A Review of Current
Applications and Security Solutions 440 49,000 Springer

An Overview of Fog Computing and Its Security Issues 484 - Wiley

The Fog computing paradigm: Scenarios and
security issues 1369 13,222 IEEE

Security and privacy issues of fog computing: A survey 661 7687 Springer

Security and trust issues in Fog computing: A survey 305 335 Elsevier

Centralized fog computing security platform for IoT
and cloud in healthcare system 236 - IGI Global

A Fully Homomorphic Encryption Scheme 3989 - Stanford

Homomorphic Encryption for Arithmetic of
Approximate Numbers 1809 27,000 Springer

Ensemble Method for Privacy-Preserving Logistic
Regression Based on Homomorphic Encryption 78 2909 IEEE

Efficient Homomorphic Comparison Methods with
Optimal Complexity 116 2914 Springer

FPGA-Based Accelerators of Fully Pipelined Modular
Multipliers for Homomorphic Encryption 43 1791 IEEE

Implementation and Performance Evaluation of RNS
Variants of the BFV Homomorphic Encryption Scheme 116 1445 IEEE

A Homomorphic Encryption Scheme for Cloud
Computing Using Residue Number System 93 879 IEEE

High-Precision Bootstrapping of RNS-CKKS
Homomorphic Encryption Using Optimal Minimax
Polynomial Approximation and Inverse Sine Function

76 3837 Springer

Secret-Sharing Schemes: A Survey 826 3643 Springer

How to Share a Secret 19,438 29,420 ACM

A Modular Approach to Key Safeguarding 975 1802 IEEE

How to Share a Secret 455 1710 Springer

4.1. Reliability of FC

Reliability can be defined as the continuity of correct service, e.g., in terms of the
absence of bugs and the masking of errors [15]. This property can thus refer to both
physical characteristics of the network and the software.

In [23], the authors considered the issue of FC reliability based on the reliability of
the Internet of things (IoT). Both the IoT and FC assume a system consisting of computing
devices with low power consumption.

In [24], the authors carried out a more detailed reliability analysis and divided it
into three parts: node reliability, network reliability, and software reliability. The authors
proposed methods such as software-defined networking (SDN) and network function
virtualization (NFV) as methods to ensure reliability. These methods should improve the
reliability of the network if they go through the necessary preliminary stages (network
modeling, etc.). To avoid data loss, the authors proposed the use of an adaptive joint
protocol based on implicit recognition (AJIA), which is a common reliable and energy-
efficient mechanism for packet loss recovery and route quality assessment. In addition, the
authors pointed out the need to increase fault tolerance by applying error correction codes.

In [25], the authors present results related to analyzing and predicting the fault tol-
erance of FC based on continuous Markov chains. Next, the authors present an intelli-
gent FC optimization method, which they call simulated annealing (ISA). The presented
method makes it possible to predict which node is most likely to fail in order to take
appropriate action.
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All the work considered so far assumed the use of the speaker as part of the IoT system.
In [26], the authors studied FC in the context of a drone control system and considered
the reliability of the system in this domain. In general, the guarantee of reliability is
conditioned by the solution of the optimization problem. In this case, the loss of computing
nodes (drones) has a higher probability, and thus, the optimization task becomes more
complicated. The authors proposed two algorithms: LP-based and proximal Jacobi. For
building a foggy drone swarm system, the authors recommended the proximal Jacobi
algorithm due to its ratio of problem-solving quality to computational complexity.

The authors of [27] also dealt with the development of FC reliability requirements. In
their work, the authors analyzed the dependence of FC reliability depending on the number
of computing nodes and workload. The result of the work was calculations that allow us
to determine how appropriate it is to use FC on the system under study with specified
parameters (the number of nodes and the load on them). The expediency here is the
predicted reliability of FC. The authors’ contribution to the development of requirements
lies in the formulation of which FC can be considered reliable in the theoretical model,
namely, such an FC that allows for processing the expected computational load on all nodes
without failure.

Ref. [28] took a practical approach and analyzed the reliability of FC depending on
the type of system built. In particular, the authors analyzed information systems, such as
food chains, healthcare and medical services, mobile-facility-based information systems,
smart cities, and UFV monitoring and control. The study consisted of investigating the
reliability of the nodes measured at specific points in time. It was carried out with different
computational loads: low, medium, and maximum. The authors’ research results are useful
from the point of view of the practical implementation of FC, namely, for the design of an
FC network architecture depending on the expected computational load and the degree
and method of distribution of tasks among the computing nodes.

Based on the sources analyzed, the biggest “threat” to FC reliability is the high com-
putational load on the FC nodes. Planning the distribution of the computing load can
generally be divided into three requirements:

• Ensuring low latency and response times of the computing nodes;
• Scalability and resource management of a pool of computing nodes;
• Fault tolerance for each individual computing node, as well as general fault tolerance,

which can be ensured, among other things, by redundancy of the processed data.

4.2. Security of FC

Security in this study included the ability of the system to keep data confidential,
which, in turn, means that data are protected against theft, copying, disclosure of the
owner’s identity, and unauthorized actions [17].

FC security is based on DCS and CC security since FC is essentially a development of
these models. Confidentiality is also important for data in the system, not only in relation
to the external environment of the system but also between neighboring nodes. Since the
“owners” of computing nodes can be different, an attacker can also gain control over one or
more nodes. In addition, FC is a network of low-power nodes, which is a limiting factor
on the computational complexity of security methods. Thus, the issue of FC security is
relevant and the subject of research in the scientific community.

In [29], the authors provide an analysis of FC security, including CC and edge calcula-
tions for the integrity of the study. Given the specifics of the FC system, it can have a wide
range of vulnerabilities. Thus, the authors identified 12 categories of security vulnerabilities
for FC:

1. Advanced persistent threats (APTs) are cyberattacks that aim to compromise a com-
pany’s infrastructure in order to steal data and intellectual property.

2. Access control issues (ACIs) can lead to poor management, and any unauthorized
user will be able to obtain data and permissions to install software and change
configurations.
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3. Account hijacking (AH) is when an attack is aimed at hijacking user accounts for
malicious purposes. Phishing is a potential method of account hijacking.

4. Denial of service (DoS) is when legitimate users are not allowed to use the system
(data and applications) due to excessive use of limited system resources.

5. A data leak (DB) is when an attacker divulges or steals important, protected, or
confidential data.

6. Data loss (DL) is the accidental (or malicious) deletion of data from the system. This
does not necessarily have to be the result of a cyberattack and may result from a
natural disaster.

7. Insecure APIs (IAs): Many cloud service providers provide application programming
interfaces (APIs) for use by customers. The security of these APIs is crucial to the
security of any implemented applications.

8. System and application vulnerabilities (SAVs) are vulnerabilities that can be exploited
as a result of configuration errors in the ad software, which an attacker can use to
infiltrate and compromise the system.

9. A malicious insider (MI) is a user who has gained authorized access to the network
and system, but intentionally decides to act maliciously.

10. Insufficient due diligence (IDD) often occurs when an organization is in a hurry to
adopt, design, and implement a system.

11. Abuse and unfair use (ANU) often occurs when resources are provided free of charge,
and attackers use these resources to carry out malicious activities.

12. Problems with shared technologies (STIs) arise from sharing infrastructures, platforms,
or applications. For example, the underlying hardware components may not have
been designed to provide high-insulation properties.

The authors analyzed how these threats affect various FC-based applications. As a
result of their work, the authors cite categories of threats, their types, and possible solutions.
In principle, this work can be used as a basis for research in the field of FC security, as well
as background information on preparing FC for threat confrontations. However, this work
is an overview and does not provide research on the effectiveness of a particular method of
protection or methods of attack.

Similar studies are given in the works of [30–34]. In general, these studies can be
characterized as follows. The researchers proceeded from the possible applications of
FC and focused on their features. On the one hand, this is the right direction since if we
compare FC for IoT and FC for healthcare since these are two completely different areas
that require different approaches.

However, the very basis of the system is the same for them and the methods of
providing the basic level are identical. This conclusion is justified by the conducted
research. After analyzing the threats, you can see that, for example, the DB threat for most
applications is the same as the ACI threat. Thus, we can say that the main requirement for
data security is their confidentiality. Even if an attacker can get hold of one or another part
of the data, the data should not have any significance for the attacker.

5. Requirements

Although FC offers many advantages, ensuring reliability and security is crucial for
its successful implementation. Based on the review of the literature, we identified the
following requirements for the reliability and security of FC.

5.1. Low Delay and Response

FC aims to reduce latency by processing data closer to the edge. It is very important to
define acceptable latency thresholds for different applications and use cases. Requirements
may vary depending on the need for real-time decision making, data transfer limitations, and
application criticality. The following can be considered to optimize the latency and improve
the responsiveness in FC environments:
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• Edge caching: By caching frequently accessed data and content on edge devices or an
FN closest to the end users, latency can be significantly reduced [35]. This allows for
faster data and content retrieval as you do not have to traverse the entire network to
get to the cloud or remote servers [36]. Edge caching improves the response times for
applications such as video streaming, content delivery, and IoT data retrieval.

• Edge analytics: Real-time analytics and decision making at the edge delivers immedi-
ate responses without the need to transfer data to a remote server [37]. By deploying
simplified analytics and machine learning models directly to the edge, you can in-
stantly obtain insights and actions. Edge analytics is especially useful for time-critical
applications, such as industrial automation, smart cities, and healthcare monitoring.

• Mobile edge computing (MEC): MEC brings the power of fog computing to a mobile
network infrastructure, delivering low-latency services to mobile devices [38]. By
deploying edge computing resources at cell base stations or access points, MEC
shortens the distance between mobile devices and computing resources [39,40]. This
proximity facilitates real-time applications, such as augmented reality (AR) and virtual
reality (VR), where responsiveness is critical. This is useful, for example, in various
rehabilitation centers [11,41].

By using these techniques to achieve low latency and a quick response, fog computing
environments can perform real-time processing and analysis, reducing the latency and
improving the overall system responsiveness. These techniques play an important role in
supporting time-critical applications, improving the user experience, and providing a wide
range of latency-sensitive services in fog computing deployments.

5.2. Scalability and Resource Management

Fog systems (FSs) must scale easily to meet growing workloads and expanding de-
vice connectivity. Determining the requirements for mechanisms for dynamic resource
allocation, load balancing and elastic scaling is necessary to ensure the efficient use of
resources and system performance. FC systems require robust monitoring and control
capabilities to ensure reliability and security. We defined the requirements for real-time
monitoring, performance metrics, anomaly detection, and centralized management tools
to enable proactive system maintenance, early problem detection, and efficient resource
allocation.

• Load balancing: Load-balancing methods evenly distribute computing tasks and net-
work traffic among multiple fog nodes to avoid overloading certain nodes and ensure
the optimal use of resources [42]. Load-balancing algorithms consider factors such as
the processing capability, network conditions, and node availability to intelligently
distribute workloads. This approach avoids bottlenecks, reduces the response time,
and improves the system scalability. There are many types of load balancing based on
different technologies [43–52].

• Edge federation: Edge federation enables collaboration and resource sharing between
multiple fog nodes or edge networks [53]. By forming federated networks, fog com-
puting environments can leverage pooled resources and provide seamless scalability
across multiple administrative domains. Federation platforms establish communica-
tion protocols, trust mechanisms, and resource sharing agreements to enable dynamic
resource allocation and load balancing between federated fog nodes [54].

• Virtualization and containerization: Virtualization technologies, such as hypervisors
and VMs, abstract and isolate computing resources, improving the scalability and
resource management [55]. Fog nodes can run multiple virtual machines, each with its
own sandboxed environment, making efficient use of hardware resources. Container-
ization using technologies such as Docker [56] provides lightweight and portable
environments for applications, enabling efficient deployment, scalability, and resource
isolation in fog computing.

• Edge resource discovery and orchestration: Fog computing systems can implement
resource discovery mechanisms to determine the available resources in the fog infras-
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tructure [57]. These mechanisms facilitate dynamic resource provisioning by allowing
fog nodes to efficiently discover and use nearby resources. Orchestration environ-
ments coordinate resource provisioning and management, ensuring that workloads
are distributed to the appropriate fog nodes based on availability, capability, and prox-
imity [58,59]. There are several effective solutions for orchestration. One of the most
interesting is OASIS TOSCA [60], which allows you to effectively manage different
containers in distributed systems based on templates, which allows you to combine
different approaches. For example, the use of various methods of load balancing.

By leveraging these scaling and resource management techniques, fog computing
environments can efficiently handle changing workloads, optimize resource utilization,
and ensure the efficient allocation of computing resources. These techniques improve the
system scalability, adaptability, and performance, allowing fog computing systems to meet
the requirements of various applications and effectively support the dynamic nature of
edge computing environments.

5.3. Fault Tolerance and Redundancy

Given the distributed nature of FC, addressing the issues of fault tolerance and redun-
dancy is critical. Defining requirements for error detection and recovery mechanisms and
redundancy will help to ensure system reliability and resilience in the face of component
failures or network outages. Defining system resiliency and disaster recovery requirements
is critical to mitigating potential failures or disasters. Defining backup and recovery mech-
anisms, data replication strategies, and disaster recovery plans will help to ensure the
availability and integrity of data and system functionality.

To meet this requirement, one of the promising areas is the residue number system
(RNS), which is a non-positional number system based on modular arithmetic in the residue
ring [61]. The RNS has various properties to improve reliability and fault tolerance; in ad-
dition, due to natural parallelism and the independence of residuals, the RNS is effectively
implemented in distributed systems. The RNS also has self-correcting properties [62–65],
which improves the system resiliency. The RNS has many applications, both for reliability
and fault tolerance and for security, which is discussed later.

5.4. Data Privacy

FC involves processing sensitive data at the edge, which raises concerns about data
privacy and security. Determining the requirements for data encryption, secure communi-
cation protocols, access control mechanisms, and compliance with data protection rules
is essential to protecting sensitive information. Also, from a privacy perspective, an FS
needs strong authentication and authorization mechanisms to ensure that only authorized
users and devices can access and interact with the system. Defining requirements for
secure user authentication, access control, and privilege management is vital to preventing
unauthorized access and protecting system resources.

Maintaining security involves high computing effort and managing the security keys
is a more difficult task for CC and FC in terms of data infrastructure compared with
centralized systems. Often, centralized security is used for CC. To authenticate the user,
the end device communicates with the key exchange server; however, this solution is
also ineffective.

One of the promising areas in this field is the so-called fully homomorphic encryption
(FHE) [66]. The main feature of FHE is the ability to process data in encrypted form. Many
researchers believe that FHE will improve the effectiveness of security and privacy in cloud
applications. However, if we consider FC and consider that FNs are low-power devices,
FHE is currently not appropriate for FC due to the high computational complexity of some
operations [66]. FHE in FC can be examined in Figure 4. However, the current computa-
tional complexity is not an unbreakable wall. Many researchers are devoting their work to
improving the efficiency of FHE in various applications, such as in works [67–70], where
researchers developed an approximate FHE scheme for rational numbers. In addition, the
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authors of the papers proposed various modifications of FHE to speed up its operation, for
example, by using an RNS [71–73].

Figure 4. Application of FHE in FC.

Currently, the secret-sharing system (SSS) is the most effective method to fulfill the
requirements for security and data protection in FC (Figure 5). The SSS is a security method
based on the division of any information into several parts with the possibility of its
recovery by a specific group of participants. The SSS is used in conjunction with other
security methods to ensure the confidentiality of encryption keys. The SSS is often used
in networks with an increased risk of security threats. There are several types of SSS. For
example, there are methods that require the capture of all parts of the key (the full SSS) or
only a certain proportion (the threshold SSS). Following their emergence, the threshold SSS
has almost completely replaced the full SSS.

Figure 5. Application of SSS in FC.

Threshold circuits are also of interest for FC. This makes it possible to exchange data
together with security keys without the entire system being involved, but only a specific
part. This security also fulfills the requirement for FC reliability, as it reduces the load on
the network. It is also worth noting that there are SSSs that use an RNS [74,75], which,
in turn, allows for a combination of approaches to fulfill both the security and reliability
requirements of FC [76–78].
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6. Discussion and Future Directions

As a result, the following four key requirements were formulated: (1) low latency and
response times; (2) scalability and resource management; (3) fault tolerance and redun-
dancy; and (4) data protection and security. In addition, some methods and technologies
are presented that enable FC systems to fulfill these requirements.

Low delay and response can be achieved through edge caching, i.e., caching of fre-
quently accessed data and content on edge devices or the FN closest to the end users [35],
edge real-time analyses and decision making at the edge [37], and mobile edge comput-
ing [38–40].

Scalability and resource management to avoid overloading certain nodes and ensure
optimal resource utilization [42] can be enabled by edge federation, i.e., collaboration and
sharing of resources between multiple fog nodes or edge networks [53], virtualization and
containerization [55], edge resource discovery and orchestration [57] based on availability,
and capabilities of and proximity to the appropriate fog nodes [58,59].

Fault tolerance and redundancy can be enabled by ensuring the availability and
integrity of data and system functions with backup and recovery mechanisms, data replica-
tion strategies and disaster recovery plans, among other things, with a residual number
system (RNS) [61] being a promising solution.

Data security and data privacy are manifested in strong authentication and authoriza-
tion mechanisms, access control and authorization management, etc., which are ensured
by access control mechanisms, secure communication protocols, data encryption, etc.,
with fully homomorphic encryption (FHE) [66] and a secret sharing system (SSS) being of
particular interest.

These requirements can be taken into account when designing FC architectures. Fur-
thermore, on this basis, investigations can be carried out into the extent to which the
reliability and security of FC systems and other system properties can be impaired, e.g., to
what extent overloads, underloads, and threats can occur. Certain templates can be created
based on such data. If more specific templates are available, the developer only needs to
specify certain parameters in perspective, e.g., the security level or the load on certain nodes.
This will enable the more efficient development and application of FC-based networks and
systems.

The focus of future research may include the development of FC architectures with
the aim of developing best practices for the use of FC architectures and optimal FC model
architectures with respect to the criteria discussed. Simulation tools and mathematical
models can be used to evaluate the architectures [79]. For instance, the reliability property
can be described by the probability that a system or system component will function
successfully up to a certain period of time and can be modeled stochastically, e.g., mean
time to failure and probability that a component will fail before reaching time T [15].
Simulators can be developed when mathematical modeling is difficult due to the size,
complexity, and heterogeneity of the system [79]. After developing and evaluating these
simulation and mathematical models, it is essential to test physical models in the next step
in order to validate the results.

Thus, various aspects of FC system security can be studied with a focus on different
types of attacks and unauthorized access, as well as the reliability and fault tolerance of
FC systems with a focus on the traffic between nodes, queue utilization, and evaluation
of device failures. Studies can also focus on the expected computing load with the degree
and type of distribution of tasks among the computing nodes [28] and the dependence of
FC reliability on the number of computing nodes and the workload, while the expected
computing load on all nodes without failure [27] is calculated.

7. Conclusions

In this review, research was conducted on FC reliability and security. This research
consisted of an analytical review of the FC literature in order to develop requirements
for FC reliability and security. Due to many fundamental differences from CC, not all CC
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techniques can be directly transferred to FC. This analysis of the scientific literature on FC
showed that the scientific interest in this paradigm is increasing due to the growing interest
in smart solutions and local automation. This is due to the fact that FC is an attractive
solution for various IoT- and SC-related applications.

Different research groups in the field of reliability have mainly focused on specific
FC applications or key system parameters and used them to evaluate the reliability of the
system. This study identified key FC parameters that can characterize FC reliability. These
parameters have been reformulated to meet the requirements. The result of this part of
the study can be considered a list of the formulated requirements themselves, as well as a
proposed set of methods and solutions to build an FC that satisfies the requirements.

In the field of FC security, the situation was the opposite; the researchers tried to
consider FC security from the point of view of individual threats and possible countermea-
sures for individual components. Some of the threats analyzed in this paper fall under
the category of reliability and fault tolerance. On this basis, a single requirement, “data
confidentiality”, was defined in the field of security. Since in the case of FC, data confiden-
tiality is guaranteed, it will be difficult for an attacker to successfully attack the system
to steal important data. This paper also presents methods to ensure the required level of
confidentiality.

In the future, practical research is planned, namely, the construction of FC architectures
based on the results of the conducted research in order to work out FC system templates.
Also, there is planned experimental study of the developed architectures on the subject of
conformity to the developed requirements of reliability and security, interchangeability of
architectures and templates, and methods of reliability and security.
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The following abbreviations are used in this manuscript:

AG Augmented reality
DCS Distributed computing system
CC Cloud computing
FC Fog computing
FHE Fully homomorphic encryption
FN Fog node
FS Fog system
IaaS Infrastructure as a service
IoT Internet of things
MEC Mobile edge computing
PaaS Platform as a service
RNS Residue number system
SaaS Software as a service
SC Smart city
SSS Secret sharing system
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Abstract: In the age of digitalization, business-to-business (B2B) data sharing is becoming increasingly
important, enabling organizations to collaborate and make informed decisions as well as simplifying
operations and hopefully creating a cost-effective virtual value chain. This is crucial to the success of
modern businesses, especially global business. However, this approach also comes with significant
privacy and security challenges, thus requiring robust mechanisms to protect sensitive information.
After analyzing the evolving status of B2B data sharing, the purpose of this study is to provide insights
into the design of theoretical framework solutions for the field. This study adopts technologies
including encryption, access control, data anonymization, and audit trails, with the common goal
of striking a balance between facilitating data sharing and protecting data confidentiality as well
as data integrity. In addition, emerging technologies such as homomorphic encryption, blockchain,
and their applicability as well as advantages in the B2B data sharing environment are explored. The
results of this study offer a new approach to managing complex data sharing between organizations,
providing a strategic mix of traditional and innovative solutions to promote secure and efficient
digital collaboration.

Keywords: data sharing; blockchain; B2B architecture; privacy; security

1. Introduction

In the era of big data, enterprises’ data have become a strategic resource to pro-
mote global economic progress. The exchange and sharing of data for collaboration,
informed decision-making, and sustainable operation are becoming increasingly impor-
tant. Business-to-business (B2B) data sharing enables organizations to leverage the vast
amount of information available, gaining valuable insights and driving innovation. Shared
access to business data lays the foundation for service processes for companies within
the same industry and even across industries and countries. According to a study by
Gartner [1], sharing data externally by data and analytics leaders results in three times the
measurable economic benefits compared to those who do not share data. In addition, from
the value chain perspective, data sharing in this model has significant benefits, such as
helping companies expand their business, improve operational efficiency, and improve
customer service.

However, despite the profitable practice, there are still plenty of valid reasons for
companies to keep their data closed and avoid sharing the data with third parties, with
concerns around privacy, security, access control, and data governance. Traditional methods
lack robust security, exposing sensitive business data to cyber threats and unauthorized
access while posing significant privacy risks. Existing practices are inadequate in efficiently
managing the diverse data storage architecture and increasing data volumes, leading to
storage, retrieval, and overall data management difficulties. These inefficiencies hinder
business operations and are compounded by a lack of transparency and traceability in
auditing data transactions. Moreover, the rigidity and complexity of access control within
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traditional systems fail to meet the dynamic needs of businesses, and there are substantial
challenges in ensuring the integrity and consistency of data, especially in environments
with frequent updates. Compliance with data sharing and privacy standards like General
Data Protection Regulation (GDPR) adds another layer of complexity, requiring substantial
resources and effort from businesses [2].

Recognizing the urgent need for privacy protection technologies and enhanced security
protocols, this study aims to explore the privacy concepts and security mechanisms of
B2B data sharing. Our main contribution is to propose a reference architecture for data
sharing technologies that can be widely adopted based on enterprise infrastructure. It
identifies fundamental security requirements and discusses potential solutions to achieve
these goals while highlighting open challenges in this domain. The purpose of this paper is
to present a conceptual framework through which we analyze and discuss our approach
before conducting field tests. This study is expected to bridge the gap between current
practices and emerging challenges in B2B data sharing, offering a comprehensive and
viable solution that addresses current issues and lays a foundation for future research in
this domain.

The rest of this paper is structured as follows: Section 2 presents the related work.
Section 3 is about the significance of this research. Section 4 is the introduction to the
theoretical basis of the paper. Sections 5–7 introduce the proposed data sharing system
framework and analyze its characteristics. Finally, Section 8 summarizes and prospects
the paper.

2. Related Work

The current landscape of B2B data sharing among organizations is complex and chal-
lenging. One of the primary challenges in B2B data sharing revolves around ensuring
data security and privacy while maintaining accessibility and usability. Blockchain’s in-
tegrity, immutability, decentralization, and verifiability are key strengths for data sharing
in multi-party scenarios [3]. Some studies have explored the utilization of blockchain
technology as a potential solution. J. Chi et al. [4] proposed a blockchain-based data sharing
scheme, which combines identity authentication, Hyperledger Fabric, and community
detection algorithms, effectively ensuring security and efficiency in industrial IoT data shar-
ing. Xuan et al. [5] propose a dynamic incentive model for data sharing using blockchain
with smart contracts, enabling trust and automated transactions between large numbers
of users. A novel approach to data sharing was introduced by Al-Zahrani [6] in the form
of a subscription-based model that utilizes the advanced features of blockchain technol-
ogy. The proposed Data as a Service (DaaS) model has the potential to offer significant
benefits to businesses seeking secure and efficient methods of data sharing. However,
blockchain’s limitations in scalability and its difficulty in storing vast amounts of data have
been acknowledged as significant drawbacks [7].

To address these issues, alternative approaches such as off-chain storage solutions
have been proposed. Cheng Xu et al. [8] propose SlimChain, a novel blockchain system that
scales transactions through off-chain storage and parallel processing. Kete Wang et al. [9]
propose a three-tier system architecture for efficient and transparent data sharing, storing
hashing and response records on the blockchain and original data in an off-chain database,
a concept that partially inspired our framework’s architecture.

The migration of data to the cloud has become a common practice in recent times
due to the advanced cloud infrastructure, which offers higher accessibility, lower response
time, and more cost efficiency [10]. Despite the significant benefits of data sharing in
cloud computing, the outsourcing of data deprives users of direct control, which gives
rise to security concerns and poses challenges [11,12]. Kotha et al. [13] explored various
problems and challenges of data sharing in cloud environments, highlighting the need for
robust encryption and access control mechanisms. Song et al. [14] further examined and
compared current encryption and key management techniques in cloud storage, providing
a foundation for the encryption strategy employed in our framework.
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Access control in B2B frameworks has been thoroughly investigated in works such
as those by Gai et al. [15], who proposed a blockchain-based access control scheme using
role-based access control (RBAC) specifically tailored for lightweight data sharing among
different organizations. Xu et al. [16] proposed a blockchain-based secure data sharing
platform with fine-grained access control (BSDS-FA) to prevent data leakage. Yang et al. [17]
present a ciphertext-policy attribute-based conditional proxy re-encryption (CPRE) scheme,
which allows efficient user revocation and resource-constrained devices to access cloud
data. The granular access control in our framework takes cues from these studies, aiming
to provide fine-grained permissions management.

Various advanced technologies have been used to facilitate secure data sharing. Proxy
re-encryption as a tool for secure data sharing has been gaining traction. The survey by Qin
et al. [18] laid the groundwork for using proxy re-encryption in secure data sharing, which
has been adapted in our framework to streamline access delegation. Additionally, the
application of homomorphic encryption in data sharing has been explored by researchers
like Zhu et al. [19], whose insights into practical homomorphic encryption applications
have influenced the privacy-preserving aspects of our framework.

Despite the extensive research on data exchange mechanisms, there is still a significant
gap in the literature regarding a comprehensive theoretical framework that covers data
storage, security, privacy protection, etc. Many existing studies only focus on specific
aspects of B2B data sharing and do not consider the need for an integrated approach that
addresses the interconnected nature of these components. Therefore, there is an urgent need
for a theoretical framework that provides a comprehensive solution to the multifaceted
challenges inherent in B2B data sharing, facilitating the development of more robust and
effective solutions.

3. Research Significance

In this study, after analyzing the need to have a secure mechanism in B2B data sharing,
our most significant contribution is to propose a bullet-proof three-layer B2B data sharing
framework while maintaining a reasonable degree of accessibility. It is based on blockchain
technology, offering a comprehensive solution to the diverse challenges in B2B data sharing.
This framework comprises a data storage layer, a privacy preservation layer, and an access
control layer. This layered approach is designed to provide a comprehensive solution
that balances the need for data accessibility with security and privacy requirements. The
framework is grounded in blockchain technology, integrating emerging technologies such
as distributed hash table, homomorphic encryption, and proxy re-encryption. The proposed
conceptual framework has the following features:

• Scalability and adaptability—a scalable and adaptable framework is essential with
increasing data volumes. Blockchain combined with off-chain storage solutions caters
to this need, enabling efficient management of large datasets without compromising
the blockchain’s performance [20].

• Flexibility in storage architectures—cloud storage offers advantages such as lower
cost, metered service, scalable, and ubiquitous access, but raises concerns about data
integrity and privacy [21]. Our framework offers a variety of off-chain storage options,
allowing businesses to decide on their storage architectures flexibly based on their
needs and security considerations.

• Efficient data location and retrieval—the integration of distributed hash tables (DHTs)
ensures efficient and secure access to data across distributed environments, addressing
the challenges of data storage and retrieval in a diverse storage landscape [22].

• Privacy preservation—utilizing encryption and privacy-enhancing technologies like
data masking ensures that sensitive data remain confidential, catering to the increasing
privacy concerns in data sharing [23].

• Efficient access rights control—the framework’s capability to manage access rights
efficiently without requiring extensive re-encryption processes enhances its practicality
and efficiency, particularly in dynamic business environments.
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• Compliance and auditability—the blockchain component of the framework provides
a transparent and auditable record of all data sharing requests and access events,
enhancing accountability and regulatory compliance [24].

4. Preliminaries

4.1. Data Encryption Technology
4.1.1. Additive Homomorphic Encryption

Homomorphic encryption is a cryptographic technique that enables computations on
encrypted data without decryption. It allows computation on encrypted data, yielding the
same results as unencrypted data, and is faster and consumes less memory space compared
to traditional methods [25]. In other words, it will enable operations to be performed on
data while still in encrypted form. In 1999, French cryptographer Paillier [26] published the
Paillier algorithm at Eurocrypt, one of the most prestigious academic conferences in cryp-
tography. This became the initial source of additive homomorphic encryption algorithms.
The algorithm implemented in this system is rooted in the cryptographic technology that
harnesses computational complexity theory to solve mathematical problems. It is the only
additive homomorphic encryption algorithm designated by the ISO homomorphic encryp-
tion international standard [27]. It offers a range of desirable properties, including the
ability to perform secure computations on encrypted data while maintaining the privacy
and integrity of the data. It can satisfy the following properties:

E(x)⊕ E(y) = E(x + y) (1)

• Randomly select two large prime numbers of equal length p, q.

n and λ are defined by n = pq, λ = lcm(p − 1, q − 1), where lcm(x, y) denotes the
least common multiple of x and y.

• Randomly select integer g ∈ Z∗
n2 , L(x) = x−1

n is defined, calculate
μ =

(
L
(

gλmod n2))−1mod n , and generate keys as

{
public − key = (n, g)
private − key = (λ, μ)

(2)

• To perform encryption, input plaintext information m, 0 ≤ m ≤ n, select random
numbers r ∈ Z∗

n, gcd(r, n) = 1, and compute the encrypted ciphertext:

c = gmrnmod n2 (3)

• To perform decryption, compute the plaintext message:

m = L(cλ mod n2) · μ mod n (4)

This is particularly useful for protecting data privacy in scenarios where data need to
be handled in a secure and confidential manner (e.g., in cloud computing or secure data
analytics) without exposing the plaintext.

Homomorphic encryption provides a significant advantage over traditional encryption
methods. Unlike traditional encryption, which requires decryption before further opera-
tions, homomorphic encryption allows computations to be directly executed on encrypted
data, eliminating the need for repeated encryption decryption [28]. It not only strengthens
data security by reducing exposure to potential breaches during computation but also facil-
itates secure and privacy-preserving data processing in distributed environments, such as
cloud computing and outsourced data analysis. Additionally, homomorphic encryption en-
ables secure collaboration on sensitive data across different parties without compromising
confidentiality, making it a powerful tool for advancing privacy-preserving technologies in
various domains, including healthcare, finance, and enterprise data sharing [29].
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4.1.2. Proxy Re-Encryption

Proxy re-encryption (PRE) is a cryptographic technique allowing an entity (called a
proxy) to re-encrypt encrypted data from one key to another without accessing plaintext
information. Proxy re-encryption was first introduced by Matt Blaze et al. [30] at the 1998
Eurocrypt conference. Their work laid the groundwork for the development of encryption
schemes that allow a proxy to transform ciphertexts from one key to another, without
learning anything about the underlying plaintext.

This technique has applications in various ways, especially in protecting data privacy
and enabling secure data sharing and cloud storage. Such a process allows the data owner
to delegate to an agent and have the agent pass the data between them while keeping the
data encrypted. The critical steps in proxy re-encryption are as follows:

• Key generation: Each entity has its own public key(pk) and private key(sk). The proxy
that performs the re-encryption does not need to decrypt the data but can directly
transform ciphertexts from being decryptable. For example, the process whereby
entity A generates a re-encryption key using the public key of itself and the private
key of B can be represented as follows:

rkA→B = f (skA, pkB) (5)

• Encryption: the data owner encrypts the data m using the agent’s public key and
passes the ciphertext to the agent.

cA = EncpkA(m) (6)

• Proxy re-encryption: The proxy re-encrypts the data to another key using its private
key, without knowing the plaintext. In this way, the proxy obtains a new ciphertext
and keeps the data encrypted.

cB = ReEncrkA→B(cA) (7)

• Decryption: The recipient of the data decrypts the agent’s re-encrypted ciphertext
using its private key to obtain the final plaintext. In the previous example, B can use
its private key to decrypt

cB : m = DecskB(cB) (8)

The design and application of proxy re-encryption relies on specific scenarios and re-
quirements to ensure privacy protection and security in data sharing and delegation contexts.

4.1.3. Data Perturbation

Data perturbation is a privacy-preserving technique that aims to protect the privacy
of sensitive information while maintaining the validity and usefulness of the data by
transforming or perturbing the original data with a certain degree of modification.

The concept of data perturbation dates back to methods developed in statistical
disclosure control (SDC), which were introduced to protect privacy in statistical databases.
Early forms of data perturbation were simple and aimed at adding “noise” to data to
prevent the identification of individuals from published datasets. Dalenius introduced
various methods to assess and mitigate the risk of disclosing information in statistical
databases [31]. After that, more sophisticated methods were developed. The methods
include data swapping and adding random noise aimed at protecting individual data while
allowing for statistical analysis [32].

This technique is now usually applied in scenarios where sensitive data need to
be shared or processed to prevent unauthorized access or disclosure. Commonly used
data masking techniques include methods such as desensitization, where a portion of the
information in sensitive data is replaced with fuzzy or fictitious values.
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Dwork [33] introduced the concept of differential privacy, which revolutionized the
field of data privacy. It often uses perturbation techniques, such as adding Laplacian and
Gaussian noise to the data, offering strong guarantees against various types of inference
attacks. Some other methods include noise addition, generalization, erasure, synthetic data
generation, etc.

4.2. Data Storage Technology
4.2.1. Blockchain

Blockchain is a distributed and immutable digital ledger technology. The initial re-
search on this technology came from Nakamoto’s [34] study on Bitcoin transactions, A
Peer-to-Peer Electronic Cash System, which is also the first paper to introduce Bitcoin. It is
often associated with cryptocurrencies such as Bitcoin, but its applications go far beyond
that. Essentially, blockchain is a decentralized database that records transactions on a com-
puter network securely and tamper-proof. When data users cannot fully trust centralized
institutions to store and process data, blockchain has more potential to guarantee data
access, control, and security. Over time, it has been realized that this technology is applica-
ble to digital currencies and can have far-reaching implications in many other areas. The
technology can be applied in various areas, including supply chain management, voting
systems, and protection of digital assets to ensure consistency in transmission protocols,
data ownership, and other elements.

Blockchain is usually classified as a public blockchain, private blockchain, or permitted
blockchain, depending on the participants:

• Public blockchain: Bitcoin and Ethereum are two famous examples of a public
blockchain whose data are completely open and can be accessed and queried by
anyone.

• Private blockchain: private blockchains are typically used within an organization as
they restrict access to the blockchain, usually to authorized users or entities.

• Permissioned blockchain: In comparison, the permissioned blockchain is somewhere
in between, managed by a group of organizations or entities for more flexible, secure,
and customizable applications. It is suitable for scenarios where multiple companies
collaborate. This hybrid approach enables interaction with other entities while meeting
privacy and authorization needs. Permissioned blockchains can use more streamlined
consensus mechanisms such as Practical Byzantine Fault Tolerance (PBFT), Raft, or
Hybrid Consensus.

4.2.2. Distributed Hash Table

A distributed hash table (DHT), also known as the Kademlia algorithm, is a type of
distributed computing system. The concept of distributed hash tables was introduced by
four seminal papers that were published in quick succession in the early 2000s, which
proposed the architectures of Chord, CAN, Pastry, and Tapestry [35–38]. Each of these
works contributed to the foundational understanding and development of DHTs used
in decentralized applications today. For example, a recent study shows that it can be
combined with encryption technology to provide secure data storage and retrieval and be
used to manage decentralized identities and access control [39].

A DHT aims to enable data to be stored and retrieved efficiently. In terms of data
sharing, using a DHT to build distributed data storage systems can ensure that data are
evenly distributed among participants, improving data availability and fault tolerance. A
DHT is based on the concept of hash function, which distributes data to multiple nodes
and locates and retrieves the stored data through hash values. Each node is responsible for
maintaining a portion of the data and works together through network protocols to present
the entire system with a consistent, distributed hash table structure. The basic theory of a
DHT includes the following key concepts:

Hash functions and hash rings: a hash function is a mathematical function that maps
an input to a fixed-length output. For a DHT, a hash function is typically used to map the
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identity of the data to a unique hash value, which is then mapped to a ring space, called a
hash ring. The hash value determines which node in the DHT the data should be stored on,
and each node occupies a position in the hash ring. The mathematical representation of the
hash function is

H(x) : x → [0, 2n − 1] (9)

where n is the number of bits in the hash output and the SHA-1 hash function is used in
the Kademlia DHT.

Data storage and retrieval: To store or retrieve data in the DHT, the hash value of the
data identifier is first calculated by the hash function. Then, the nearest node to this hash
value is found on the hash ring. The data are stored on this node or retrieved from this node.
This approach makes the data evenly distributed among the nodes. The mathematical
representation can be to find the node that satisfies the following conditions, where k is the
identifier of the node:

Node = min(|H(k)− H(id)|) (10)

Node communication protocol: some kind of communication protocol is required
between the nodes so that they can work together to store and retrieve data. A basic
message format is Message = {Type, SourceID, TargetID, Payload}.

Overall, a DHT also considers features such as distributed consistency and fault tolerance,
which helps to achieve the efficient storage and retrieval of data in a distributed environment.

5. Framework Overview

In this work, we propose a three-layer blockchain-based framework for B2B data
sharing. As illustrated in Figure 1, the structure comprises a data storage layer for secure
data handling, a privacy preservation layer ensuring data privacy through advanced
encryption, and an access control layer for dynamic permission management, offering a
comprehensive solution for secure and efficient business data exchange.

 

Figure 1. Three-layer B2B data sharing framework. RBAC and ABAC in the figure are abbreviations
for role-based access control and attribute-based access control.
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• Access Control Layer

In the access control layer, the data owner has the flexibility to control and adjust user
access to data, including options to revoke or reassign access rights. This layer employs
different access control mechanisms for local and cloud storage. For local and cloud
storage, we employ a traditional method such as role-based access control (RBAC). For
cloud storage, we employ a complex approach for access control, utilizing an authorization
token for each data user.

• Privacy Preservation Layer

The privacy preservation layer incorporates integrating additive homomorphic encryp-
tion, data perturbation, and proxy re-encryption mechanisms. The workflow of the privacy
preservation layer primarily involves two critical stages: key generation and data encryption.

In the key generation stage, the data owner creates unique public and private key pairs
for themselves as well as for each authorized user using asymmetric encryption algorithms,
and securely transmits the secret keys to the corresponding users. Furthermore, a proxy
re-encryption key will be created for each authorized user, which will be used later.

In the data encryption stage, we employ different encryption approaches for local
and cloud storage. For local storage, the privacy layer emphasizes secure data storage
on the device and secure transmission within the local network, employing traditional
encryption methods that combine symmetric encryption with asymmetric encryption key
exchange. In the context of cloud storage, the focus shifts more towards the security and
management of data within the cloud environment, considering the unique characteristics
and challenges posed by cloud services. Our solution ensures that data remain secure and
properly managed, regardless of whether they are stored locally or in the cloud.

• Data Storage Layer

In our B2B data sharing platform design, we adopted a hybrid approach to data storage,
combining a permissioned blockchain with off-chain databases. To ensure data integrity and
transparency, the permissioned blockchain stores metadata, while business data are offloaded
to off-chain storage systems. We use distributed hash tables (DHTs) for content addressing,
facilitating the efficient location and retrieval of files across diverse storage formats.

6. Data Sharing Process

In this section, we will present the complete data sharing process under the framework
proposed in Section 5. The complete process is as follows (shown as Figure 2):

Figure 2. Data sharing process.

Step 1: Data Storage:
Data are strategically stored based on their nature and sensitivity. Essential informa-

tion such as metadata are stored on-chain for transparency and auditability. Bulk business
data, which are typically voluminous, are stored off-chain in various storage systems like
databases and cloud storage solutions for privacy and efficiency. More details will be
provided in Section 7.

Step 2: Data Encryption:
Before the data are uploaded, they are encrypted using additive homomorphic en-

cryption. This allows certain calculations to be performed on the encrypted data without
needing to decrypt them. To further enhance privacy, data perturbation is applied to the
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datasets intended for sharing. This modifies the data slightly to mask the actual properties
and values of the original data while maintaining overall statistical characteristics.

Step 3: Access Control:
The data owner can have fine-grained control over the sharing of data, which includes

granting access, revoking it, and reassigning it. In the proposed framework, the data owner
can revoke access for specific users and assign different access rights, without the need for
key redistribution or data re-encryption.

Step 4: Data Access:
When a data request is made, the distributed hash table (DHT) is utilized to locate the

requested file across the diverse storage landscape. The system then verifies the requester’s
authorization to access the data. If authorized, proxy re-encryption is employed to trans-
form the data, which are encrypted for the owner’s key, into a format that the requester’s
key can decrypt, facilitating secure data sharing without exposing the actual data.

Step 5: Transaction Audit:
Every action on the platform, including data sharing requests and access events, is

logged on the blockchain for auditability.

7. Analysis and Discussion

In this chapter, we will provide a comprehensive explanation of the three-layer B2B
data sharing framework that was proposed in Section 6. We will critically analyze each of
its components and mechanisms to demonstrate its effectiveness. The following sections
will break down these layers, present a detailed analysis of their functionalities and interde-
pendencies, and illustrate how, collectively, they form a cohesive and potent solution to the
complex challenges of secure and efficient data sharing in business-to-business contexts.

7.1. Data Storage Layer

In the data storage layer, we use a hybrid approach of a permissioned blockchain
with off-chain databases, where metadata are stored on blockchain for transparency, and
business data are stored off-chain for efficiency. A DHT is used for efficient file location
and retrieval. In this section, we will discuss how data are strategically stored based on
their nature and sensitivity and explain the significance of a hybrid storage approach in
terms of transparency, auditability, privacy, and efficiency.

• Permissioned Blockchain

Blockchain technology offers two distinct types: open, permission-less systems like
Bitcoin or Ethereum; and controlled, permissioned networks such as the Hyperledger
Project from The Linux Foundation. In a permission-less or public blockchain, the identities
of the participants in the system remain anonymous. It implies that anyone can join or
leave the blockchain network at any time, increasing the risk of security breaches in the
network. This is quite dangerous for B2B data sharing. Nevertheless, in a permissioned or
private blockchain, only a known and identifiable set of participants are explicitly admitted
to the blockchain network. It reduces the presence of malicious actors within the network.
Consequently, only authenticated and authorized actors can participate in the network,
which enhances the security of the system, as required by enterprise applications. This
is important to the accessibility of B2B data sharing. Based on the above arguments, we
choose to base our framework on a permissioned blockchain for controlled access, enhanced
security, and regulatory compliance.

• In-chain Storage

The main purpose of in-chain storage is to record all critical data operations, including
data creation, modification, and access events, as well as the hash value of the data themselves.
It takes advantage of the fundamental feature of blockchain, which is that data cannot be
changed once they are recorded, ensuring the credibility and consistency of the information.

When new data are created and uploaded to the platform, their metadata (e.g., file size,
format, and time of creation) and the hash value of the data are recorded on the blockchain.
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The hash value is generated by applying a cryptographic hash function to the data content,
which provides a unique digital fingerprint of the data. This hash value plays a key role in
the data lifecycle and is used to verify that the data have not been tampered with. If the
data are modified, the specific details of the modification (including the modification time
and the identity of the modifier) and the hash value after modification will be recorded.
In this way, any change to the data will leave an immutable trace, guaranteeing the
historical traceability of the data. This is important to the data integrity of B2B data sharing.
Whenever data are accessed, the time of access, the identity of the visitor, and the nature
of the access (e.g., viewed or downloaded) are recorded. This provides transparency of
data usage and facilitates monitoring and auditing. A standard metadata will have the
following structure (Figure 3):

Figure 3. Standard metadata structure.

• Off-chain Storage

In our B2B data sharing framework, off-chain storage is a key part of managing large
and complex business data, especially when it comes to traditional databases and cloud
storage solutions. These storage options are suitable for real-world business data, such as
large datasets and bulky files, which are often not suitable for storage on the blockchain
due to scalability limitations. Thus, off-chain storage provides the necessary capacity
and flexibility to efficiently handle large datasets while addressing the limitations of the
blockchain in handling high volume data storage. The combination of using in-chain and
off-chain storage is to balance the need of robustness deployed by in-chain storage while
balancing the scalability concern of voluminous B2B data deployed by off-chain storage.

Cloud storage is a popular choice for many businesses facing growing data volumes
and large storage requirements. It reduces the cost of database construction and mainte-
nance and facilitates data exchange and circulation. However, for companies highly sensi-
tive about data privacy, storing substantial data with centralized cloud service providers
(CSPs) can pose significant risks. Storing large amounts of data with semi-trusted third
parties could lead to misuse and disclosure of proprietary information.

Therefore, for real-time or sensitive data, businesses often prefer local storage on their
own devices, exposing access interfaces to the sharing systems. This approach provides
companies with more direct control over their data, reducing the risks associated with
third-party data breaches. Local storage ensures the immediacy and sensitivity of the data
while allowing for safe sharing and access when needed. In addition, off-chain storage
systems offer flexibility to comply with various regulatory requirements, such as GDPR,
especially when sharing data that could potentially identify individuals. They can be
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customized to align with diverse compliance standards, an essential aspect for businesses
operating across different legal landscapes.

Our framework offers a variety of off-chain storage choices, allowing businesses to
flexibly decide on their data storage method based on their needs and security considera-
tions. Whether choosing cloud storage for its cost-effectiveness and convenience or opting
for local storage for greater security and control, our framework supports effective and
secure data sharing while ensuring data safety and privacy.

• Distributed hash tables

In the data storage layer, the DHT serves to locate datasets across different business
entities. To illustrate how the DHT functions in the framework, consider an example of
supply chain management. In such a scenario, the implementation of a DHT facilitates
a decentralized approach to sharing data among various entities such as manufacturers,
suppliers, distributors, and retailers. Each of these businesses operates as a node within the
DHT network, representing their own unique databases. These nodes could be servers or
data centers belonging to different organizations participating in the data sharing process.
In addition to storing actual data, these nodes keep the DHT to hold and share information
about where and how specific data can be accessed.

For each business’s database, a unique key is generated using a hash function. This
key is typically derived from identifiable attributes of the business, i.e., identifier for the
dataset mentioned above. When a business decides to share specific data, like inventory
levels or production schedules, it does not directly store these data in the DHT. Instead, it
registers an entry in the DHT under the generated key, with the entry containing metadata
or pointers indicating how and where these data can be accessed, such as an API endpoint
or a database query interface. A DHT entry may look like Figure 4:

 
Figure 4. A DHT entry sample.

When a user wants to find a database, they use the hash function on the dataset’s
identifier to generate the key and query the DHT. The DHT responds by providing the
information about where the database is located.

It should be noticed that every node in the distributed network has a part of the
DHT, rather than the entire table duplicated in all nodes. When there is a request for the
corresponding value for the key, a peer receives the request and checks for the key in its
own table. If it is available, the value will be returned or else the request will be passed on
to the peers until the value is found. This is important in B2B data sharing because the use
of a DHT can prevent the problem of putting all eggs in one basket.

7.2. Privacy Preservation Layer

The privacy preservation layer incorporates integrating additive homomorphic en-
cryption, data perturbation, and proxy re-encryption mechanisms. The workflow of the
privacy preservation layer primarily involves two critical stages: key generation and
data encryption.

7.2.1. Key Generation

Based on asymmetric encryption algorithms, the data owner generates unique public
and private key pairs for each authorized user. The first one is the master key pair for
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the data owner (pka, ska), where pka is kept secret. The second key public/private pair
(pkb, skb) is created for each authorized user. Then, the data owner securely sends the
corresponding key pair to the authorized user, which can be realized by a temporary key
exchange protocol or existing public/private key pair of both. Both the data owner’s public
key pka and the authorized user’s public key pkb are considered public. Furthermore, for
each authorized user, the data owner creates a proxy re-encryption key rka→b, which is
used to secure data sharing between different users without decryption and re-encryption.
The key is generated using ska and pkb, that is

rka→b = Generate Re EncrytionKey(ska, pkb) (11)

7.2.2. Data Encryption

There are different encryption approaches for local storage and cloud storage based
on their different storage environments.

• Local storage:

For local storage, the privacy layer focuses on the secure storage of data on the device
and the secure transmission within the local network. Compared to cloud storage, local
storage is less exposed to external threats such as data breaches happening in cloud service
providers. Therefore, we employ traditional encryption methods combining symmetric
encryption with the asymmetric encryption key exchange method. This mechanism is well
established and therefore will not be further discussed here.

• Cloud storage:

For cloud storage, the privacy layer focuses more on the security and management
of data in the cloud environment, while considering the characteristics and challenges of
cloud services.

If you consider the cloud service provider as a semi-trusted third party, there are
potential security issues. One of the main security concerns in cloud computing is how the
data are being used by a third-party cloud service provider. Combining access control with
re-encryption is a viable solution for protecting data from unauthorized access and cloud
breaches [40]. In this framework, we adopt homomorphic encryption and data perturbation
to protect sensitive data stored on the cloud from unauthorized access.

Before the data are uploaded to the cloud platform for storage, the data owner first
implements data masking on each data record, replacing, disrupting, or partially hiding
sensitive information to ensure that the original content of the data has been protected when
they leave the local environment. Then, they are further encrypted using homomorphic
encryption. For each authorized user, corresponding authorization tokens are generated.
These tokens determine the user’s level of access to the encrypted data. More details
about the authorization process will be provided at the access control layer. Algorithm 1
illustrates the encryption process, which involves data masking and encryption:

Algorithm 1 Data Masking and Encryption

1: procedure MASKANDENCRYPT (d, pka)
2: n ← number of attributes in d
3: m ←selectRandomNonNegativeNumber()
4: r ← generateRandomIntegerList(n + m)
5: for i ← 1 to n + m do

6: d′i ← di + ri
7: Epka

(
d′i
) ← EncryptAlgorithm

(
d′i , pka

)
8: end for

9: return
{

Epka

(
d′1
)
, Epka

(
d′2
)
, ..., Epka

(
d′n+m

)}
10: end procedure
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Assume that the data owner’s data consists of multiple records, and each data record
d contains n attributes. Each record can be represented as {d1, d2, ... , dn}, where di is the
value of the ith attribute. In the process, we need to mask the attribute first. To protect
sensitive data, the owner can mask the attributes and their values by selecting n random
integers, denoted {r1, r2, ... , rn+m}. These integers are chosen from a specific number field.
The value of m is an additional security parameter to mask the actual number of attributes
of the data record, which is also randomly selected and may vary from record to record
based on the security requirements of the data owner for the given application. For each
data record di, data owner combines it with the correspond random number ri, and then
encrypted it using the public key pka, generating Epka(di + ri).

The core of this process is to increase the privacy of the data through random numbers,
so that the privacy of the data content is still protected even if the data are stored on an
external cloud service. Through this mechanism, even if someone accesses these data, they
will not be able to determine the original values of the attributes. Additionally, they will
not be able to determine the total number of attributes that existed in the original data
record. This enhances the protection of not only the raw attribute values but also the data
structure information. This is important to the privacy aspect of B2B data sharing.

7.3. Access Control Layer

In the access control layer, the data owner has the flexibility to control and adjust user
access to data. This includes the option to revoke a user’s access rights or to reassign them
in the future. Additionally, the use of data masks ensures that even if a user’s access is
revoked, the data they previously accessed cannot reveal any confidential information.

It is similar to the privacy preservation layer, as different access control mechanisms
are employed for local storage and cloud storage. It is under direct physical control and
therefore we can use traditional access control mechanisms such as role-based access
control (RBAC). For finer-grained control, attribute-based access control (ABAC) can be
used, where user attributes and environmental factors can be considered.

However, the situation becomes complicated for cloud storage because of privacy,
security, and regulation issues. Data must be encrypted before they are uploaded to
the cloud service provider, which is generally a secure practice, but it may introduce
certain challenges such as a performance overhead and access control complexity. This
is quite normal in B2B data sharing. Before the authorized user obtains the data, the
data owner has to download and decrypt the encrypted data from the CSP first and re-
encrypt the data using the data user’s private key and finally upload to the CSP again. It
can introduce a performance overhead, especially in decryption and encryption for large
datasets. Moreover, managing who can access which pieces of data can become complex,
especially in a dynamic B2B environment where access needs may frequently change. This
requires a robust access control mechanism that integrates well with the encryption system.

To address these challenges, we adopt a proxy re-encryption mechanism. We generate
authorization tokens for the encrypted data Epka(d + r) to manage the access control.
Consider four stages: access grant, data access, access revocation, and access reassign.

7.3.1. Access Grant

If data owner wants to grant access to the data user for a set of attributes S (where is
S a subset of d), an authorization token Td

b is generated for the user corresponding to the
attributes, that is

Td
b =

{
DataUser, rka→b,

{
Epkb

(α1), ..., Epkb
(αn+m)

}}
(12)

where

αi =

{ −ri i f 1 ≤ i ≤ n ∧ di ∈ S
−d′i otherwise

(13)
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rka→b is the proxy re-encryption key created in the privacy preservation layer. d′i is
calculated in Algorithm 1. For 1 ≤ i ≤ n, d′i = di + ri; for n < i ≤ n + m, d′i = ri.

If the data owner does not want the data user to access d, which means S = ∅, she does
not generate any authorization token, effectively setting the data user’s token Td

b ← null .
The data owner creates a list of authorization tokens that specifies which users can

access which parts of the data. This list, denoted as Td, includes tokens for accessing either
the entire record or specific parts of it, depending on the permissions granted. If a user’s
token for a particular data record is null, indicating no access, it is not included in the
list. Finally, the data owner uploads the authorization tokens Td and the corresponding
encrypted data Epka(d

′) records to the cloud.

7.3.2. Data Access

When the data user wants to access the data, he/she will send a data request to the
cloud. When receiving a data request from the data user, the cloud first checks if there is an
entry for the data user in an authorization token list Td. If no entry is found, the process is
aborted. If the data user is found to be authorized, the cloud proceeds with a multi-step
re-encryption and decryption procedure. This process utilizes the proxy re-encryption key
rka→b to convert Epka(d

′). The cloud then performs an additive homomorphic calculation
on the encrypted data as follows:

Epkb

(
di

′ + αi
) ← Epkb

(
di

′)+h Epkb
(αi), 1 ≤ i ≤ n + m (14)

Noted that Epkb
(αi) is from the user’s authorization token Td

b , and +h is the additive
homomorphic calculation. The result will be sent to data user, and then he/she can perform
Dpkb

(
Epkb

(
di

′ + αi
))

to get di
′ + αi with private key skb, which is received securely from

data owner in Privacy Preservation Layer. Algorithm 2 shows the data access process using
homomorphic encryption, which is performed by the cloud.

Algorithm 2 Data Access with Homomorphic Encryption

1: procedure DATAACCESS
(

Epka (d
′), rka→b, Tb

d

)
2: Check if an authorization token Tb

d exists for the data user
3: if No entry for data user in Td then

4: return Access Denied
5: else

6: for i ← 1 to n + m do

7: Epkb

(
d′i
) ← PRE.ReEnc

(
Epka , rka←b

)
where αi is from Tb

d
8: Epkb

(
d′i + αi

) ← Epkb

(
d′i
)
+ hE pkb

(αi)

9: end for

10: Send the result to data user
11: end if

12: end procedure

The data user’s decryption will yield the correct data only for the attributes he is
authorized to access. The calculation of di

′ + αi obtains di only if the data user has access to
the ith attribute of d. Unauthorized attributes will result in a value of 0 upon decryption. The
additive homomorphic property ensures that the user can compute sums of the encrypted
values without access to the private keys that encrypted them.

7.3.3. Access Revocation

The data owner can revoke a user’s access to a data record d by removing the autho-
rization token Td

b corresponding to Epkb
(d′). Considering that the cloud as a semi-trusted

third party may not follow the rules of the protocol, we use a smart contracts mechanism
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to enforce the execution of the token revocation. Such access revocation is to ensure the
proper rights for accessing the assigned data in B2B data sharing.

7.3.4. Access Reassign

When the data owner decides to reassign a user’s access to a data record d1, after a
previous access revocation, he/she generates a new authorization token that specifies the
set of data attributes the data user is allowed to access. This set can either be the same as
the user had access to before the access rights were revoked or a different set of attributes
within the data record. The data owner then sends this token to the cloud, directing it to
update the authorization list Td associated with the data record d1. It is similar to access
revocation, with the aim of restoring proper data access rights in B2B data sharing.

8. Conclusions and Future Work

Data sharing between businesses can create value for all relevant parties. Each business
needs to be clear when considering the framework for the selected data sharing, which is
that although sharing will bring challenges to all parties, such as data privacy and access
security issues, the expected benefits from sharing need to exceed the construction costs
and risks of the sharing mechanism. This study provides a comprehensive solution to the
privacy and security challenges of data exchange between businesses in the digital age
by establishing a reliable three-layer B2B data sharing framework based on blockchain.
Firstly, an in-depth analysis of the development trend of B2B data sharing is conducted,
during which the basic structure and additional security and privacy requirements of data
sharing are identified, emphasizing the urgency of privacy protection technologies and
enhanced security protocols. On this basis, a framework including a data storage layer,
privacy protection layer, and access control layer is designed to ensure secure and efficient
business data exchange. The framework uses advanced encryption technology, ensures
data privacy through compliance, and achieves fine control of data through dynamic
permission management. The application of this innovative technology is expected to
provide additional value to businesses in addition to ensuring the data sharing process.

Through in-depth research, it is believed that this framework can balance the confi-
dentiality of data while achieving data sharing, providing a viable solution for businesses.
Emerging technologies, such as homomorphic encryption and blockchain, their applica-
tions, and advantages in the field of B2B data sharing, are also explored. This paper deepens
the understanding of privacy and security mechanisms in B2B data sharing, providing
valuable insights for businesses participating in the digitalization process.

Overall, the blockchain-based B2B data sharing framework is expected to become
an important support tool in the digital transformation of enterprises in the future, pro-
moting more secure and efficient information circulation between industries. To improve
and expand this data sharing framework, further research and practical implementation
will be encouraged using various emerging technologies. In future, we plan to test the
framework with real-time data to evaluate its performance based on the processing time
and computation cost. We will conduct a comparative study using different encryption
algorithms under different storage architectures and analyze the results as an extension of
the existing work.
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Abstract: The real-time data collected by wearable devices enables personalized health management
and supports public health monitoring. However, sharing these data with third-party organizations
introduces significant privacy risks. As a result, protecting and securely sharing wearable device
data has become a critical concern. This paper proposes a local differential privacy-preserving
algorithm designed for continuous data streams generated by wearable devices. Initially, the data
stream is sampled at key points to avoid prematurely exhausting the privacy budget. Then, an
adaptive allocation of the privacy budget at these points enhances privacy protection for sensitive
data. Additionally, the optimized square wave (SW) mechanism introduces perturbations to the
sampled points. Afterward, the Kalman filter algorithm is applied to maintain data flow patterns
and reduce prediction errors. Experimental validation using two real datasets demonstrates that,
under comparable conditions, this approach provides higher data availability than existing privacy
protection methods for continuous data streams.

Keywords: local differential privacy; infinite data streams; privacy protection

1. Introduction

With the rapid advancement of information technology, wearable devices have become
essential tools for health monitoring, gaining global attention and widespread adoption [1].
Their real-time capabilities, affordability, and portability provide innovative solutions for
both personal and professional healthcare. According to the latest Internet Data Center
(IDC) data, the global and Chinese markets are experiencing continuous growth in wearable
device shipments, including general health monitors, like smartwatches, and specialized
medical devices, such as blood glucose meters and blood pressure monitors. These devices
enable real-time health data monitoring and analysis in daily life, support the ongoing
management of chronic diseases, and assist medical professionals in clinical decision-
making. However, as the popularity and use of wearable medical devices continue to
rise, ensuring privacy protection and data security has become increasingly critical. Users’
health data, including metrics such as heart rate, physical activity levels, and sleep patterns,
are not only crucial for personal health management but also contain sensitive information
that requires robust protection and lawful handling.

The real-time data streams collected by wearable devices need to be aggregated and
analyzed by trusted third-party organizations to fully realize their social and personal
benefits [2]. Consequently, there has been a growing focus on enhancing the availability
of these data while simultaneously safeguarding the privacy of wearable device users.
To address this challenge, Differential Privacy (DP) [3] has been widely adopted as a
robust privacy protection framework. However, DP assumes that the server is trustworthy.
In practice, servers may inadvertently or deliberately compromise user privacy due to
curiosity or commercial interests, leading to potential privacy breaches. To mitigate the risk
of privacy leakage by the server, Local Differential Privacy (LDP) [4] was introduced. LDP
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has the advantage of locally protecting a significant amount of end-user data. LDP shows
great promise in enabling statistical analysis of data streams without relying on trusted
third-party entities. Its goal is to preserve the privacy of individual data during both data
collection and transmission. The core principle of LDP involves locally injecting noise at
the data source to obscure the true values of individual data, allowing external entities to
perform aggregated statistical analyses without compromising individual privacy.

However, the current method for protecting privacy in wearable device data streams
using Local Differential Privacy (LDP) relies on the random response technique [5] to
introduce noise into the data, thereby ensuring user privacy. While effective in protect-
ing privacy, this approach significantly compromises data availability. To address these
challenges, the authors [6] proposed the Pattern-LDP algorithm to enhance privacy pro-
tection in data streams. The algorithm first employs piecewise linear approximation to
normalize the data stream and selects the furthest point within a fixed error threshold as
the sampling point. However, Pattern-LDP requires continuous normalization, making
it less suitable for the real-time, dynamic data streams generated by wearable devices.
Additionally, when allocating the privacy budget, the algorithm only considers the speed
of data stream fluctuations, neglecting the directional trends in these fluctuations, which
are crucial indicators for describing dynamic real-time data streams. Furthermore, the
algorithm does not optimize non-sampling data points, leading to poor availability of the
published data streams and potential privacy leaks. Thus, there is an urgent need for a
new and effective privacy protection method for streaming data generated by wearable
devices—one that accommodates the real-time nature of dynamic data streams and allows
wearable device users to locally perturb data before real-time uploading.

In response to the challenges mentioned above, this paper introduces a lightweight
WIDS-LDP algorithm specifically designed for wearable devices. The algorithm consists of
two primary components: the wearable device side and the device service provider side.
First, on the wearable device side, significant data points are sampled based on trends and
rates of fluctuation within the data stream. The privacy budget is then adaptively allocated
to these sampled points, which are subsequently perturbed to protect user privacy. Second,
on the device service provider side, post-processing optimization is applied to both the
non-sampled and sampled points. This optimization enhances the overall utility of the
published data, thereby minimizing privacy risks. The main contributions of this paper are
summarized as follows:

(1) This paper proposes a local differential privacy protection framework specifically
designed for wearable devices, aiming to enhance data availability while safeguarding
the privacy of wearable device users.

(2) The adaptive privacy budget mechanism is optimized based on the characteristics of
sampling points in the data stream, resulting in a more reasonable allocation of the
privacy budget. Additionally, an improved SW mechanism is applied for perturbation,
ensuring that data with smaller errors are output with higher probability.

(3) Comparisons with existing methods, using real datasets, demonstrate that this ap-
proach not only effectively protects user privacy but also preserves the availability of
data streams.

2. Related Work

In this paper, we focus on local differential privacy (LDP) methods for protecting data
streams. We start by introducing privacy protection techniques for sequential data streams
and then provide an overview of LDP-based methods.

Privacy Protection for Time Series Data: Data stream privacy protection can be catego-
rized into two types based on different usage scenarios: privacy protection for aggregate
statistical analysis and privacy protection for time series analysis. For the first type, the
authors in [7] proposed a variant of smooth projection hashing to construct a privacy protec-
tion scheme for aggregate statistical analysis. However, this scheme is relatively complex
and unsuitable for wearable devices. For the second type, Zheng et al. [8] proposed a
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scheme involving querying within a similar range and then reporting the results. This
solution is designed for similarity queries over time series data and is not applicable to the
privacy protection of sensitive data. In [9], the authors introduced a novel method that
combines cryptographic algorithms with emerging data mining technologies to ensure
the privacy protection of time series data. The key idea of this scheme is to utilize the
observation of plaintext DTW scores and promote scalable computation in the ciphertext
domain through a customized security design. However, this work focuses on the privacy
protection of sensitive data, which does not align with the requirement for differential
privacy. These algorithms effectively guarantee the privacy and security of time series data
streams but do not consider differential privacy.

Data Stream DP: Differential Privacy (DP) was first introduced by Dwork et al. [3]
to balance data availability with privacy protection requirements. Local Differential Pri-
vacy (LDP) [4] can mitigate the risk of privacy leakage associated with DP, particularly
when dealing with untrustworthy third-party servers. Guan et al. [10] introduced the
EDPDCS clustering scheme, which incorporates a privacy-preserving clustering method
within the Map-Reduce framework. This approach uses K-means clustering combined
with differential privacy (Laplace noise) to enhance the accuracy of published data. Han
et al. [11] proposed the PPM-HAD algorithm, which supports operations such as (mean,
variance) addition and (minimum/maximum, median) aggregation. This mechanism is
particularly effective for cloud servers and can strongly resist differential attacks, but it is
not applicable to wearable devices. Saleheen [12] proposed the mSieve algorithm, which
integrates data-driven technology with Laplace noise to obfuscate sensitive data on de-
mand while maintaining differential privacy. However, this approach is associated with
significant error and is, therefore, not well-suited for protecting sensitive data in wearable
devices. Additionally, other technologies, such as the exponential mechanism [13], Fourier
algorithm [14], and classification trees [15], can be integrated with differential privacy.

Wearable Devices LDP: Kim et al. [16] proposed a privacy-preserving aggregation
algorithm based on LDP. This algorithm identifies key points from the original data,
adaptively adds random noise to these points, and linearly connects the noisy key point
values to reconstruct data curves. Although Kim et al.’s algorithm can reconstruct data
flows, it suffers from significant errors due to excessive noise and an unreasonable data
curve reconstruction method. Li et al. [17] improved upon this algorithm by integrating
the concept of random response with LDP and adaptively adjusting the noise magnitude
based on the characteristics of the original data. However, Li’s algorithm still uses a linear
reconstruction method for predicting non-sampled points. Despite proposed enhancements
using interpolation and fitting, the improvement remains limited. Additionally, Li’s privacy
budget allocation strategy employs a uniform allocation scheme, which does not fully
address the protection needs of critical data, thereby posing a risk of important data leakage.
Zhang et al. [18] proposed the RE-Dpocpor algorithm, which utilizes the Laplace noise
mechanism combined with adaptive sampling, filtering, and budget allocation algorithms
to publish differential privacy-protected real-time health data collected over w consecutive
days. However, because this scheme relies on information from future timestamps, it is not
applicable to infinite data streams. Tu et al. [2] proposed a mean data publishing algorithm
for wearable devices that offers high availability for this purpose. However, the algorithm
requires users to calculate the mean global sensitivity in advance. As a result, when dealing
with different big data statistics, the global sensitivity must be recalculated, leading to
reduced availability. Furthermore, calculating global sensitivity necessitates the use of
the entire dataset, which is not practical for the continuous data streams generated by
wearable devices. Although the aforementioned privacy protection measures for wearable
devices can safeguard data flow, they each have limitations. There remains a gap in
privacy protection for unlimited data streams from wearable devices when utilizing local
differential privacy techniques.

Therefore, it is essential to further investigate and develop a local differential privacy
protection method that ensures the published values are as close to the true values as
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possible while effectively safeguarding user privacy. Additionally, the method should be
applicable to wearable devices and capable of preserving the unique patterns of real-time
dynamic data streams.

3. Basic Knowledge

In this section, we present the problem statement pertinent to our research topic and
introduce the foundational theoretical concepts relevant to this paper.

3.1. Infinite Data Streams

Wearable devices collect data at fixed intervals, forming a data stream
S = (x1, x2, . . . , xn), where xi denotes the data point at the i timestamp (0 ≤ i ≤ n), n
denotes the length of the data stream, and S represents the wearable device. Device S
allows users to customize timestamps and sampling intervals according to the requirements
of different data types, facilitating the creation of data curves by connecting timestamped
data points. Data collection and analysis are typically conducted over a defined period
(e.g., 24 h) to generate a finite data stream. Wearable devices continuously collect data
from users’ wrists as long as the device is worn, resulting in what is referred to as an
infinite data stream. When applying differential privacy protection to finite data streams, a
thorough analysis based on the data’s characteristics can enhance privacy protection effec-
tiveness. However, for infinite data streams, the uncertainty of future data points requires
predicting information for the next timestamp based on previous data, necessitating more
sophisticated methods to ensure privacy protection.

3.2. Problem Statement

The data stream collected by a single wearable device is represented as a univariate
discrete time series x. The aggregated set of multiple discrete time series x at discrete times
n, where 0 ≤ n ≤ T and T is the length of the sequence, is denoted as S. S represents
the aggregated sequence of raw data. For example, S could be the aggregated numerical
sequences of heart rate data collected from 20 individuals over a period of time. The goal
of this article is to publish the sanitized version S* of the aggregated sequence S in real
time. S* is the published data that satisfies local differential privacy. After aggregation and
analysis, S* can provide valuable insights across various aspects. The algorithm’s usage
scenario is illustrated in Figure 1.

Figure 1. Usage scenario of the algorithm.

3.3. Local Differential Privacy

Local Differential Privacy (LDP) is a privacy protection mechanism focused on safe-
guarding the privacy of individual users or devices. Its purpose is to protect privacy during
the collection and transmission of individual data. This is achieved by adding noise to the
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data locally at the time of collection. The processed data, which are now privacy-protected,
are then transmitted to the data collector. Typically, this provides a lighter level of privacy
protection compared to other methods. The specific definition is provided in Formula (1):

Pr[M(S) ∈ O] ≤ eε · Pr[M(S′) ∈ O] (1)

Here, S and S′ are sibling datasets that differ by at most one data point. If the probabil-
ity that the result of the random algorithm M applied to these two datasets satisfies the
specified formula is as described, then the random algorithm M satisfies ε-local differential
privacy. Here, ε represents the privacy budget [6], which specifies the level of privacy
protection provided. A smaller ε indicates a stronger privacy guarantee but introduces
more noise and reduces accuracy. Conversely, a larger ε provides weaker privacy protection
but allows for higher accuracy.

3.4. W-Event Privacy

W-event privacy [19]: A mechanism M is said to satisfy w-event privacy if, for any
two datasets D and D′ that differ in their data values on w events, and for any possible
output S satisfying Formula (2), the following condition holds:

Pr[M(D) ∈ O] ≤ eε · Pr[M(D′) ∈ O] (2)

where ε is the privacy parameter. Here, ε quantifies the difference in the distribution of
query results between D and D′, and Pr[M(D) ∈ O] represents the probability that the
mechanism’s output falls in the set O when the dataset is D.

4. Recommend Method

In this section, we propose a new privacy protection method for infinite data streams
collected by wearable devices in real time, called WIDS-LDP (Wearables Infinite Data
Stream-Local Differential Privacy).

4.1. WIDS-LDP

The framework design of WIDS-LDP is shown in Figure 2. The method includes two
parts: the wearable device side and the device service provider side. First, the wearable de-
vice side performs salient point sampling, privacy budget allocation, and data perturbation.
Second, the device service provider side performs post-processing optimization.

 
Figure 2. The framework design of WIDS-LDP.

Salient point sampling: We use a method that combines linear fitting equations with
the least squares approach (hereinafter referred to as LFLS) to sample salient points, effec-
tively representing the patterns in real-time streaming data.

Privacy budget allocation and perturbation: Based on the salient points, as well
as the volatility and fluctuation amplitude of the streaming data identified in the first
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part, the privacy budget is adaptively allocated, and perturbation is applied using the
SW mechanism.

Post-processing optimization: Kalman filtering is used to predict non-sampling point
data, while the perturbed sampling point data are predicted and updated to enhance
accuracy.

4.2. Significant Point Sampling

In this section, we provide a detailed introduction to the LFLS algorithm. The al-
gorithm begins by using the least squares method [20] to determine the mathematical
representation of the linear fitting equation for the current significant point. Next, based on
this linear fitting equation, it assesses whether the next significant point can be fitted into
the current equation. This approach effectively models the fluctuation pattern of the flow
data, allowing for accurate sampling of the pattern’s significant points.

4.2.1. First-Order Difference Method

Assuming the data stream is S = {x1, x2, . . . , xn}, this method can determine whether
the point at time t is significant once the point at time t + 1 is known. The steps are as
follows: First, calculate the first-order difference Di f f i = xt − xt−1 corresponding to each
data point in the stream. When the sign of the slope of the linear fitting equation between
xt and xt+1, and xt−1 changes, xt is identified as a sampling point.

4.2.2. LFLS

The fitting process of the LFLS algorithm is as follows: First, we select two adja-
cent significant points A(a, xa) and B(b, xb), and derive the fitting straight line equation
F(x) = kx + b, where the slope k is calculated as k = (xb − xa)/(b − a). For the next signifi-
cant point C(c, xc), the straight-line equation connecting B and C is given by F(x′) = kx′+ b,
where k = (xc − xb)/(c − b). Assume that the angle between F(x) and F(x′) does not ex-
ceed a certain threshold, meaning

tan θ =

∣∣∣∣ k − k′

1 + kk′

∣∣∣∣ ≤ tan α (3)

If the angle between the fitting equation of A and B and the line connecting B and C
does not exceed the specified threshold, C can be considered to fit the linear equation of
A and B. This allows us to calculate the best-fitting line for points A, B, and C. However,
if the angle between the fitting lines of A and B and C exceeds the threshold, the linear
fitting equation is recalculated starting from C. By applying this process, we generate a set
of linear fitting equations. If adjacent fitting lines exhibit the same trend, the point is not
deemed significant.

4.2.3. Dynamic Angle α

We use a PID controller to represent the fluctuation rate of the data stream. A greater
fluctuation rate indicates a faster rate of change of the data flow, while a smaller fluctuation
rate reflects a slower rate of change. The complete PID algorithm is shown below:

Δkn = CpEkn +
Ci
Ti

n

∑
j=n−Ti+1

Ekj
+ Cd

Ekn − Ekn−1

kn − kn−1
(4)

Among them, Cp represents the gap between the target value and the actual value, Ci
represents the accumulation of error over time, and Cd represents the error in predicting
future values. Ti represents the number of errors in the cumulative integral error. Eki

is the
feedback error, expressed as Eki

= |xt − x′t|, t represents the timestamp, x′t represents the
predicted value.

The formula α = λπ/2 indicates that changes in α lead to corresponding changes in
λ. To dynamically adjust λ, we can change α. Since λ needs to remain within the range
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(0,1), we use an exponential function to determine its value. Accordingly, λ can be defined
as follows:

λ = 1 − exp(−(
1
|k| + Δkn)) (5)

Therefore, depending on the trend and rate of data flow, we can dynamically change
the angle threshold to adaptively change the sampling interval to balance privacy and
utility. The specific salient point sampling is shown in Algorithm 1.

Algorithm 1: Significant point sampling

Input: Raw data S = (x1, x2, . . . , xn),α
Output: S′

for t ∈ [2,n] do
if t + 1 < n then

k = xt − xt−1, k′ = xt − xt−1
end
Calculate tan θ =

∣∣∣ k−k′
1+kk′

∣∣∣
if tan θ < tanα

xt ∈ S
end

end

4.3. Budget Allocation and Perturbations
4.3.1. Adaptive Privacy Budget Allocation

We use the LBD (LDP Budget Distribution) model to adaptively allocate privacy
budgets based on the characteristics of the sampling points. For a single sliding window,
the privacy budget ε is evenly distributed to the difference budget and the release budget.
First, the difference budget is evenly distributed to each timestamp. The perturbed data
are used to predict the difference error. Then, the remaining privacy budget for the current
timestamp is calculated and the difference budget is adaptively allocated. The specific
adaptive privacy budget allocation is shown in Algorithm 2.

Algorithm 2: Adaptive privacy budget allocation

Input: Privacy budget ε, window size ω

Output: Perturbation data p = (p1, p2, . . . , pn)
Initialize i = 1

for t ∈ [t − 1, n] do
εt,1 = ε/(2ω)
Calculate remaining publication budget εrm = ε

2 − ∑t−1
i=t−ω+1 εt,2

εt,2 = εrm/2
εi = εt,1 + εt,2

end

4.3.2. Data Perturbations

Gao et al. [21] applied an enhanced version of the SW mechanism [22] to perturb data
streams. This improved method updates the perturbation probability and range of the
traditional SW mechanism, resulting in perturbed data that more closely align with the
original data curve. The mechanism is defined as follows:

bi = (εieεi − eεi + 1)/(2eεi (eεi − 1 − εi)) (6)

The disturbance probability is expressed in Equation (7).{
pi = eεi /2bieεi + 1, if |xi − x̃i| ≤ bi
qi = (2bieεi + 1)−1, otherwise

(7)
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Therefore, the original data with smaller prediction errors are output with probability
pi, while the original data with larger prediction errors are output with probability qi. This
approach not only minimizes the introduction of noise but also ensures user privacy

4.4. Post-Processing Mechanism

Kalman et al. [23] proposed a method to solve linear filtering and prediction problems
using linear state equations, called Kalman filtering. The algorithm consists of two parts:
prediction and update.

Prediction: Estimate the state at the current time based on the posterior estimate
(update value) at the previous time and derive the prior estimate (prediction value) at the
current time. The specific process is as follows:

x̃t = Ax̂t−1 + But−1 (8)

R̃t = AP̂t−1 AT + Q (9)

Here, x̂t−1 is the filtering result, also called the best result. A represents the state
transfer matrix, and B represents the input control matrix. x̂t−1 represents the external
operation at timestamp t − 1. Q is the covariance of the state transition. Updating means
using the measured value at a certain moment to correct the predicted system state. The
specific process is as follows:

Kt =
P̃tHT

HP̃HT + R
(10)

x̂t = x̂t + Kt(xk − Hx̃t) (11)

P̂t = (1 − KtH)P̃t (12)

Here, H represents the transformation matrix of the state variables. Kt represents the
Kalman gain. Algorithm 3 is shown below.

Algorithm 3: Adaptive privacy budget allocation

Input: Perturbation data p = (p1, p2, . . . , pn)
Output: Release data r = (r1, r2, . . . , rn)

for t ∈ [t − 1, n] do
x̂−i = x̂i−1
P−

i = pi−1 + Q

KK = P−
i
(

P−
i + R

)−1

x̂i = x̂−i + KK
(

xi − x̂−i
)

Pi = (1 − KK) P−
i

ri = x̂i
end

4.5. Theoretical Analysis

Theorem 1. Serial Combination Theorem.

Proof. In the dataset D, assuming that the algorithm contains M random algorithms Ai,
Ai satisfies εi-differential privacy, and the random processes between mechanisms are
independent of each other, then the algorithm satisfies ∑1≤i≤M εi-differential privacy. �

Theorem 2. WIDS-LDP satisfies ε-LDP.

Proof. In the WIDS-LDP algorithm, the perturbation module and the privacy budget
allocation module access the original data, and the others are operations on the perturbed
data. According to [24], as long as the post-processing algorithm does not directly use the
original data information, the post-processing algorithm is privacy-preserving. Therefore,
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if we can prove that the perturbation and privacy budget allocation modules satisfy ε-local
differential privacy, then the solution in this paper satisfies it. �

According to [21], the SW perturbation module satisfies εi-local differential privacy.
According to Algorithm 2 and Theorem 1, the whole algorithm satisfies ∑1≤i≤n εi-local
differential privacy. Also, because ∑1≤i≤n εi ≤ ε, the algorithm satisfies ε-LDP.

5. Experiment

In this section, we first describe the specific experimental settings of this study, fol-
lowed by an introduction to the comparative scheme. Finally, we evaluate the performance
of the proposed scheme using two real datasets. The evaluation focuses on three key
aspects: (1) the impact of different window sizes on the error rate; (2) the impact of different
privacy budgets on the error rate; and (3) the impact of different data lengths on the error
rate. These results will provide a crucial basis for understanding the effectiveness and
applicability of the proposed scheme.

5.1. Experimental Environment

The experimental part of this paper is completed on a personal computer equipped
with an Intel(R) Core(TM) i7-8565UCPU, 8 GB RAM, and a 64-bit Windows 11 operating
system. The algorithm is implemented using MATLAB 2020a and is compiled and run in
this environment.

5.2. Real Dataset

PAMAP [25]: The PAMAP dataset has 9 subjects (8 males and 1 female) wearing three
inertial measurement units and heart rate monitors to record 18 activities, with a total of
more than 10 h of data collected. The heart rate data of 8 people were selected from the
dataset as the raw data streams of the experiment, and the length of each data stream
was 3000 (Table 1). The test subjects were numbered from 1 to 8 and recorded once every
minute, so the total data were 3 × 8 K.

Table 1. PAMAP data range table.

Tester 1 2 3 4 5 6 7 8

Size 3000 3000 3000 3000 3000 3000 3000 3000

Range 78~120 74~107 68~94 57~121 70~101 60~104 60~99 66~104

Taxi [26]: The dataset contains the real-time movement trajectories of 10,357 taxis. The
real-time location was extracted every 10 min, with a total of 886 timestamps. The area was
divided into 5 grids, that is, T = 5, and we obtained d = 10,357 data streams for each taxi.

Heart rate data are a crucial indicator for wearable devices in monitoring users’
health status, as they reflect physiological conditions, activity levels, and their changes.
Additionally, the continuous nature of the data collection process aligns with the definition
of a data stream. The PAMAP dataset has been extensively utilized in numerous related
studies, and its findings are well-recognized, allowing us to compare our research with
existing results to validate the effectiveness and innovation of our proposed method.
Similarly, the TAXI dataset provides location information, and its data collection process
also adheres to the definition of a data stream, which is pertinent to the research direction
of this article.

5.3. Comparison Scheme

In this section, this article not only compares WIDS-LDP and PP-LDP, but also the
following two solutions:
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LDP Budget Distribution (LBD) [27]: The scheme allocates the privacy budget
in an exponentially decreasing manner. The perturbation data distribution is
h = (d − 2 + eε)/

(
(eε − 1)2

)
, pi ∈ [xi − h, xi + h].

Piecewise Mechanism (PM) [28]: The data perturbation of this scheme is defined as

h =

(
4
3 e

ε
2 /

(
e

ε
2 − 1

)2
)

, pi ∈ [xi − h, xi + h].

5.4. Experiment Indicatorsr

This paper selects the mean relative error (MRE) as an indicator to measure the
experimental error.

MRE =
1
n
×

n

∑
d=1

|AVGactual(x d)− AVGest(x d)|
AVGactual(x d)

(13)

AVGest(xd) and AVGactual(xd) represent the estimated average and the actual average
of xd at timestamp td, respectively, and n denotes the sequence length. MRE is used as
an indicator to measure data availability, with smaller values indicating lower errors and
higher availability.

5.5. Experiment Parameters

In the adaptive sampling stage, this paper uses a PID controller to sample significant
points according to the data flow fluctuation trend. We set the PID parameters as follows:
CP = 0.8, Ci = 0.1, and Cd = 0.1. When evaluating the solution of this article, this article
uses the control variable method to evaluate the effectiveness of this method in generating
real-time data streams on wearable devices for different privacy budgets, different sliding
window lengths, and different data stream lengths. Each experiment was run 100 times,
and the results were averaged. The privacy budget (defaults to 1 in other cases) and the
sliding window length (defaults to 20 in other cases) in this article replicate the dataset to
simulate different data stream lengths (Table 2).

Table 2. Parameter setting table.

Parameter CP Ci Cd ε ω

Range 0.8 0.1 0.1 [0.5, 2.5] [10, 50]

Default 0.8 0.1 0.1 1 20

5.6. Program Utility
5.6.1. MRE Analysis of Different Window Lengths

As shown in Figure 3, the impact of different window lengths on MRE is illustrated.
Four different schemes were tested on the PAMAP and Taxi datasets with a privacy budget
of 1 and data length of 20× 104. As the sliding window length increases, the MRE gradually
increases. This is because a longer sliding window contains more sampling points, leading
to a smaller privacy budget allocated per point, which, in turn, increases the error. Therefore,
the sliding window length is directly proportional to the MRE.

The PM and LBD algorithms exhibit larger errors compared to WIDS-LDP and PP-LDP
across all window lengths. This is because WIDS-LDP and PP-LDP employ post-processing
algorithms for optimization after perturbation, allowing them to predict and correct the
perturbed data, resulting in lower errors. In the PAMAP dataset experiment, as shown
in the left figure of Figure 3, the PM and LBD algorithms display significant fluctuations
when the window length is between [10, 30], indicating that these algorithms are less stable
across different datasets. In contrast, WIDS-LDP and PP-LDP demonstrate greater stability
and are better suited for enhancing privacy protection and data availability.
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Figure 3. The impact of different window lengths on MRE (left: PAMAP, right: Taxi).

5.6.2. MRE Analysis of Different Privacy Budgets

As shown in Figure 4, the impact of different privacy budgets on MRE is illustrated.
Four different schemes were tested on various datasets with a sliding window length of 20
and data length of 20 × 104. As the privacy budget increases, the MRE decreases. This is
because a higher privacy budget per window allows for a larger allocation of the budget
to each sampling point, reducing the error, provided other conditions remain unchanged.
Thus, the privacy budget is inversely proportional to the MRE.

Figure 4. The impact of different privacy budgets on MRE (left: PAMAP, right: Taxi).

In these experiments, the PM and LBD algorithms show the highest error when the
privacy budget is 0.5. As the privacy budget increases, the error decreases, reaching its
lowest point at a budget of 2.5. However, a very high privacy budget is not ideal, as it
compromises privacy protection, which must be avoided. In the Taxi dataset, as illustrated
in the right figure of Figure 4, the LBD algorithm experiences significant fluctuations when
the privacy budget is 2. This fluctuation is similar to the errors observed with the PP-LDP
and WIDS-LDP algorithms, suggesting that while privacy protection is effective, the error
with LBD is greater compared to PP-LDP and WIDS-LDP in other scenarios. WIDS-LDP
proves to be more suitable for wearable device environments after optimizing the privacy
budget solution.

100



Information 2024, 15, 630

5.6.3. MRE Analysis of Different Data Lengths

As shown in Figure 5, this paper replicates the experimental dataset to simulate an
infinite data flow scenario. Four different schemes were tested on various datasets with
a sliding window length of 20 and a privacy budget of 1. As the number of data flows
increases, the MRE gradually decreases. This is because, with longer data streams, previous
data provides insights for processing subsequent data, resulting in reduced error over time.
This characteristic aligns with the privacy protection requirements for infinite data streams
from wearable devices, where the data characteristics of users are generally stable.

Figure 5. The impact of different data lengths on MRE (left: PAMAP, right: Taxi).

In these experiments, the PP-LDP and WIDS-LDP algorithms consistently show lower
errors compared to PM and LBD across different data lengths. Nevertheless, as the data
stream increases, the error decreases for all algorithms, indicating that all methods benefit
from leveraging previous data experience.

In summary, WIDS-LDP and PP-LDP demonstrate stability across different experi-
mental setups, indicating that both schemes are relatively robust and well suited for the
privacy protection of infinite data streams. The WIDS-LDP scheme achieves a lower MRE
compared to PP-LDP due to its optimized privacy budget allocation mechanism. Con-
sequently, WIDS-LDP offers better data availability while ensuring privacy compared to
existing schemes. For real-time dynamic infinite data streams from wearable devices, the
WIDS-LDP scheme manages larger data volumes with progressively smaller MRE and
higher data availability over time. The advantages and disadvantages of the proposed
solutions are shown in Table 3.

Table 3. Solutions comparison.

Solution Advantage Disadvantage

PM Supports multi-value and multi-attribute data Not applicable for wearable devices; Unable to
maintain the data flow pattern

LBD Population division-based and data-adaptive algorithms;
Two privacy budget allocation methods are more reasonable

Unable to maintain the dataflow pattern; The
perturbation scheme has large errors; Not

applicable for wearable devices

PP-LDP Optimized SW data perturbation method; Maintain data
flow patterns

Exponentially decreasing privacy budget
allocation method

WIDS-LDP A framework suitable for wearable devices; Maintain data
flow patterns; LBD privacy budget allocation method Only supports single-dimensional data
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6. Discussion

This paper primarily investigates the WIDS-LDP privacy protection method for dy-
namic, unlimited data streams collected by wearable devices and proposes a privacy
protection framework specifically for these devices. The WIDS-LDP algorithm is imple-
mented on both the wearable device management side and the user side, aiming to enhance
data availability while safeguarding user privacy. The WIDS-LDP algorithm first identifies
potential salient points using a linear fitting method. It then employs a PID controller
to calculate an adaptive threshold based on previous data flows, dynamically sampling
subsequent data flows and updating the threshold accordingly. This adaptive threshold
ensures that data from previous points meet the criteria for a dynamic infinite data flow.
Subsequently, an improved SW mechanism is used to probabilistically perturb the sampling
points according to their characteristics, ensuring that user privacy is maintained. Finally,
the Kalman filter mechanism is applied for post-processing optimization to prevent the
inference of useful information from disturbed data points and to reduce prediction errors.
Experiments conducted on two real datasets demonstrate that the WIDS-LDP scheme not
only provides superior privacy protection but also enhances data availability. The WIDS-
LDP framework contributes significantly to the expanding field of privacy-preserving data
management by providing effective solutions tailored to dynamic data flows. Its imple-
mentation optimizes data availability while ensuring robust privacy protection, which is
crucial for applications that rely on big data analytics.

The WIDS-LDP framework can be effectively applied across various domains, includ-
ing health monitoring, fitness tracking, and personalized healthcare. In clinical settings,
wearable devices continuously collect patient data while ensuring privacy, enabling real-
time health monitoring without compromising sensitive information. In fitness applications,
the WIDS-LDP framework allows users to share their performance data for analysis and
improvement while maintaining personal privacy. This framework empowers users by
enabling them to contribute to aggregated performance metrics without revealing their
individual data, thus facilitating personalized training recommendations based on group
performance trends.

Additionally, the framework offers solutions to common challenges in data security
and privacy. By employing adaptive thresholding and probabilistic perturbation techniques,
the WIDS-LDP algorithm preserves privacy while maintaining data utility. This approach
enhances data security for users and improves data availability for analytics, allowing
organizations to derive meaningful insights from large datasets without compromising
individual privacy. Furthermore, implementing this framework can foster user trust, as
individuals are more likely to adopt wearable technologies when they are confident that
their personal data are protected.

Overall, the WIDS-LDP framework not only enhances privacy and security in data
collection but also opens new avenues for data-driven decision making in health and fitness.
Consequently, it encourages broader adoption of wearable technologies and supports the
development of innovative health solutions that can significantly improve patient outcomes
and enhance user experience.

Limitations: Despite these advances, this study has several limitations. The public
dataset used for testing is relatively short and may not adequately capture the complexity
of real-world data flows, potentially affecting the robustness of the results. Additionally,
the algorithm may encounter errors when applied in real-world scenarios, impacting
its effectiveness in certain cases. For instance, the algorithm’s assumptions about data
distribution may not hold true across all operating environments, which could lead to
inaccurate predictions or suboptimal performance.

Future work: To address these limitations, future research should prioritize the in-
tegration of diverse and comprehensive datasets that accurately reflect the complexity
of real-world data flows. This effort could involve forming collaborations with industry
partners to access proprietary datasets and employing synthetic data generation techniques
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to create more representative samples. By doing so, researchers can capture a broader range
of variables and conditions that influence data behavior.

Furthermore, conducting rigorous cross-validation across various datasets will signif-
icantly enhance the reliability of the findings and support broader generalizations. This
approach not only strengthens the robustness of the results but also ensures that the
conclusions drawn are applicable to different contexts and scenarios. Ultimately, such
methodological improvements will contribute to a deeper understanding of the underlying
phenomena and promote more effective solutions to the challenges identified in this study.

Future work can also focus on a detailed analysis of error bounds across various appli-
cation scenarios. By evaluating the performance of the WIDS-LDP algorithm in different
environments, we can enhance the practical usability of data release while maintaining
strong privacy protection. Such exploration is critical for adapting the framework to meet
the specific needs of various applications in real-world settings.
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Abbreviations

The following abbreviations are used in this manuscript:

Terminology Abbreviation Definition

Square wave SW
A periodic waveform whose value rapidly switches
between two fixed levels, commonly used in signal
processing and test systems.

Kalman filtering KF

An algorithm for estimating the state of a dynamic
system that achieves recursive estimation of the
system state by modeling measurement noise and
system noise.

Mean relative error MRE

A measure of prediction accuracy that calculates the
average of the relative error between the predicted
value and the actual value and is used to evaluate the
performance of the model.

Linear fitting equations
with least squares

LFLS

A statistical method that finds the best-fitting line by
minimizing the squared difference between the
observed data and the fitted model. It is widely used
in data analysis and regression modeling.

LDP budget distribution LBD

Refers to the allocation strategy of privacy budget (or
noise level) in local differential privacy, aiming to
balance the privacy protection and information utility
of data.

Differential privacy DP

A method of protecting personal privacy by adding
random noise to query results to ensure that
individual participation does not significantly affect
the overall data analysis results.
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Local differential privacy LDP

An implementation of differential privacy that allows
users to perturb their data locally, ensuring that the
privacy of the data is protected before being
transmitted to the server.

References

1. Babu, M.; Lautman, Z.; Lin, X.; Sobota, M.H.; Snyder, M.P. Wearable devices: Implications for precision medicine and the future
of health care. Annu. Rev. Med. 2024, 75, 401–415. [CrossRef] [PubMed]

2. Tu, Z.X.; Liu, S.B.; Xiong, X.X. Differential privacy mean publishing of digital stream data for wearable devices. Comput. Appl.
2020, 40, 6.

3. Dwork, C.; Mcsherry, F.; Nissim, K. Calibrating noise to sensitivityn in private data analysis. In Proceedings of the Theory of
Cryptography: Third Theory of Cryptography Conference, New York, NY, USA, 4–7 March 2006; Springer: Berlin/Heidelberg,
Germany, 2006; pp. 265–284.

4. Kasiviswanathan, S.P.; Lee, H.K.; Nissim, K. What can we learn privately? SIAM J. Comput. 2011, 40, 793–826. [CrossRef]
5. Yan, Y.; Chen, J.; Mahmood, A.; Qian, X.; Yan, P. LDPORR: A localized location privacy protection method based on optimized

random response. J. King Saud Univ.-Comput. Inf. Sci. 2023, 35, 101713. [CrossRef]
6. Wang, Z.; Liu, W.; Pang, X. Towards pattern-aware privacy-preserving real-time data collection. In Proceedings of the IEEE

INFOCOM 2020-IEEE Conference on Computer Communications, Virtual, 6–9 July 2020; pp. 109–118.
7. Benhamouda, F.; Joye, M.; Libert, B. A new framework for privacy-preserving aggregation of time-series data. ACM Trans. Inf.

Syst. Secur. (TISSEC) 2016, 18, 1–21. [CrossRef]
8. Zheng, Y.; Lu, R.; Guan, Y. Efficient and privacy-preserving similarity range query over encrypted time series data. IEEE Trans.

Dependable Secur. Comput. 2021, 19, 2501–2516. [CrossRef]
9. Liu, Z.; Yi, Y. Privacy-preserving collaborative analytics on medical time series data. IEEE Trans. Dependable Secur. Comput. 2020,

19, 1687–1702. [CrossRef]
10. Guan, Z.T.; Lv, Z.F.; Du, X.J.; Wu, L.F.; Guizani, M. Achieving data utility-privacy trade off in Internet of medical things, a machine

learning approach. Future Gener. Comput. Syst. 2019, 98, 60–68. [CrossRef]
11. Song, H.; Shuai, Z.; Qinghua, L. PPM-HDA: Privacy-preserving and multifunctional health data aggregation with fault tolerance.

IEEE Trans. Inf. Forensics Secur. 2016, 18, 1940–1955.
12. Saleheen, N.; Chakraborty, S.; Ali, N.; Rahman, M.M.; Hossain, S.M.; Bari, R.; Buder, E.; Srivastava, M.; Kumar, S. mSieve:

Differential behavioral privacy in time series of mobile sensor data. In Proceedings of the 2016 ACM International Joint Conference,
Heidelberg, Germany, 12–16 September 2016; ACM: Heidelberg, Germany, 2016; pp. 706–717.

13. Steil, J.; Hagestedt, I.; Huang, M.X.; Bulling, A. Privacy aware eye tracking using differential privacy. In Proceedings of the ACM.
the 11th ACM Symposium, Denver, CO, USA, 20–25 June 2019; ACM: New York, NY, USA, 2019; pp. 1–9.

14. Bozkir, E.; Günlü, O.; Fuhl, W.; Schaefer, R.F.; Kasneci, E. Differential privacy for eye tracking with temporal correlations. PLoS
ONE 2021, 16, e0255979. [CrossRef] [PubMed]

15. Zhang, S.Q.; Li, X.H. Differential privacy medical data publishing method based on attribute correlation. Sci. Rep. 2022, 12, 15725.
[CrossRef] [PubMed]

16. Kim, J.W.; Jang, B.; Yoo, H. Privacy-preserving aggregation of personal health data streams. PLoS ONE 2018, 13, e0207639.
[CrossRef] [PubMed]

17. Li, Z.B.; Wang, B.H.; Li, J.S. Local differential privacy protection for wearable device data. PLoS ONE 2022, 17, e0272766.
[CrossRef] [PubMed]

18. Zhang, J.; Liang, X.; Zhang, Z.; He, S.; Shi, Z. Re-DPoctor: Real-time health data releasing with w-day differential privacy. In
Proceedings of the IEEE.GLOBECOM 2017—2017 IEEE Global Communications Conference, Singapore, 4–8 December 2017;
pp. 1–6.

19. Schäler, C.; Hütter, T.; Schäler, M. Benchmarking the Utility of w-Event Differential Privacy Mechanisms-When Baselines Become
Mighty Competitors. Proc. VLDB Endow. 2023, 16, 1830–1842. [CrossRef]

20. Ding, F. Least squares parameter estimation and multi-innovation least squares methods for linear fitting problems from noisy
data. J. Comput. Appl. Math. 2023, 426, 115107. [CrossRef]

21. Gao, W.; Zhou, S. Privacy-Preserving for Dynamic Real-Time Published Data Streams Based on Local Differential Privacy. IEEE
Internet Things J. 2023, 11, 13551–13562. [CrossRef]

22. Li, Z.; Wang, T.; Lopuhaä-Zwakenberg, M.; Li, N.; Škoric, B. Estimating numerical distributions under local differential privacy.
In Proceedings of the 2020 ACM SIGMOD International Conference on Management of Data, Portland, OR, USA, 14–19 June
2020; pp. 621–635.

23. Khodarahmi, M.; Maihami, V. A review on Kalman filter models. Arch. Comput. Methods Eng. 2023, 30, 727–747. [CrossRef]
24. Shanmugarasa, Y.; Chamikara MA, P.; Paik, H.; Kanhere, S.S.; Zhu, L. Local Differential Privacy for Smart Meter Data Sharing

with Energy Disaggregation. In Proceedings of the 2024 20th International Conference on Distributed Computing in Smart
Systems and the Internet of Things (DCOSS-IoT), Abu Dhabi, United Arab Emirates, 29 April–1 May 2024; pp. 1–10.

25. Reiss, A.; Stricker, D. Introducing new benchmarked dataset for activity monitoring. In Proceedings of the IEEE, The 16th
International Symposium on Wearable Computers, ISWC 2012, Newcastle Upon Tyne, UK, 18–22 June 2012; pp. 108–109.

104



Information 2024, 15, 630

26. Available online: https://www.microsoft.com/en-us/research/publication/t-drive-trajectory-data-sample/ (accessed on 8
September 2024).

27. Ren, X.; Shi, L.; Yu, W. LDP-IDS: Local differential privacy for infinite data streams. In Proceedings of the 2022 International
Conference on Management of Data, Philadelphia, PA, USA, 12–17 June 2022; pp. 1064–1077.

28. Wang, N.; Xiao, X.; Yang, Y.; Zhao, J.; Hui, S.C.; Shin, H.; Shin, J.; Yu, G. Collecting and analyzing multidimensional data with
local differential privacy. In Proceedings of the 2019 IEEE 35th International Conference on Data Engineering (ICDE), Macao,
China, 8–11 April 2019; pp. 638–649.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

105



  information

Article

Smartphone Privacy and Cyber Safety among Australian
Adolescents: Gender Differences

Yeslam Al-Saggaf * and Julie Maclean

School of Computing, Mathematics and Engineering, Charles Sturt University,
Wagga Wagga, NSW 2678, Australia; jumaclean@csu.edu.au
* Correspondence: yalsaggaf@csu.edu.au

Abstract: While existing studies explore smartphone privacy setting risks for adolescents, they
provide limited insight into the role of gender in these dynamics. This study aims to enhance
adolescents’ awareness of the security risks associated with smartphone privacy leakage by focusing
on how a cyber safety intervention lesson can affect knowledge of smartphone privacy settings,
attitudes toward smartphone settings, and concerns about smartphone privacy. This study surveyed
376 high school students before and after a cyber safety lesson. Our study found that before the cyber
safety intervention, females reported lower knowledge of smartphone settings than males. After
the lesson, this gap narrowed, with both genders demonstrating more consistent understanding.
Both genders showed lower attitudes towards smartphone privacy compared to knowledge, with
males displaying the largest gap, reflecting the privacy paradox. Females expressed greater concern
regarding location privacy, especially when tracked by unknown individuals, indicating that while
both genders are aware of risks, females perceive them more acutely. The results suggest that targeted
educational programs can effectively enhance adolescents’ knowledge, attitudes, and concerns about
smartphone privacy, particularly in technical areas where gender gaps exist.

Keywords: smartphones; information security management; privacy; cybersecurity; Internet of
Things (IoT); adolescent; gender

1. Introduction

A recent survey revealed that 95% of U.S. teens have access to smartphones, with 94%
of adolescent boys and 97% of adolescent girls reporting smartphone ownership [1]. While
this widespread access enables connectivity and learning, it also introduces significant pri-
vacy risks, especially if smartphone data leakage is not properly managed. Research shows
that privacy behaviour in online environments is shaped by various factors, including
privacy concerns, attitudes, knowledge, skills, experience, education, gender, and age [2,3],
trust and risk perceptions [4] and offline expected social norms [5]. Children primarily
use their smartphones to pass the time, connect with others, and learn new things [6].
However, frequent use of apps for social media, gaming, and communication often leads to
the neglect of critical privacy settings, thereby increasing the risk of personal information
leakage [7,8].

Studies in child psychology reveal that children’s impulsive behaviour and strong
desire for social connectivity often overshadow their privacy concerns [9]. Male and female
teenagers exhibit significantly different attitudes toward privacy, influenced by socializa-
tion, personal experiences, and perceived risks [10]. Despite being aware of risks such as
exposure to inappropriate content, interactions with strangers, and oversharing, children
often struggle to take effective steps to address privacy issues and prevent data tracking [11].
This behaviour reflects the “privacy paradox”, where children express concern for privacy
but engage in actions that compromise it. Therefore, effective educational interventions
are crucial to raising children’s awareness of privacy risks and encouraging protective
behaviours.
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In this study, smartphone privacy refers to the protection of sensitive personal informa-
tion that smartphones collect, store, and share. It focuses on the awareness and behaviours
of adolescents in managing privacy settings to prevent unauthorized access or exposure of
their data, such as location, and personal identifiers. Specific privacy risks include leaving
Wi-Fi and Bluetooth enabled, sharing real names for device identification, and failing to
manage location tracking settings. This study examines the knowledge and behaviours of
adolescents regarding these risks and how targeted educational interventions can improve
their understanding and practices to better protect their privacy.

Despite the importance of safeguarding children’s smartphone privacy, there is limited
research on how educational interventions can effectively protect children, particularly in
the context of gender differences. This study aims to enhance adolescents’ awareness of the
security risks associated with smartphone privacy leakage by focusing on three key areas:
(1) knowledge of smartphone privacy settings, (2) attitudes toward smartphone settings,
and (3) concerns about smartphone privacy. Critically, this study investigates gender
differences in adolescents’ responses to a hands-on cyber safety lesson they attended in
their school to raise their awareness about these security areas.

Although existing studies examine adolescent risk-taking in relation to privacy [9],
online privacy perceptions [10], and general privacy attitudes [11], they offer limited
insight into the specific role gender plays in smartphone privacy dynamics. This study
builds on the protection motivation theory (PMT) [12], which posits that individuals are
motivated to protect themselves based on their perceived severity and vulnerability to a
threat. This theoretical framework is particularly relevant to online privacy, as it helps
identify factors that may deter individuals from engaging in protective behaviours. PMT
may be instrumental in addressing gender disparities in adolescent privacy behaviours
and in developing targeted strategies to reduce the risk of smartphone privacy leakage
across different genders. As technology continues to evolve and new privacy threats
emerge, it is imperative to continuously update educational content to effectively safeguard
children’s privacy.

This paper is structured into five key sections. The Section 2 reviews the existing
literature on smartphone privacy, cyber safety education, and gender differences in dig-
ital literacy among adolescents. In Section 3, we describe the survey methodology, the
educational interventions delivered, and the approach used to measure data leakage and
student knowledge before and after the lessons. The Section 4 presents the key findings
from the surveys and data leakage analysis, highlighting improvements in smartphone
privacy knowledge and behavioural changes post-intervention. In Section 5, we analyse
these findings in the context of prior research, exploring the implications for educational
practices and policies. Finally, Section 6 summarizes the key takeaways and suggests
directions for future research, emphasizing the importance of targeted interventions in
enhancing cyber safety for adolescents.

2. Related Work

2.1. Knowledge of Smartphone Privacy Settings

Male and female attitudes towards privacy often diverge due to various factors,
including early exposure to technology, societal expectations, and career aspirations. Males
are frequently encouraged to engage with programming, hardware, and gaming from a
young age, which contributes to their advanced technological skills and confidence in these
areas [13]. In contrast, females typically develop proficiency in communication tools, social
media, and creative applications, favouring technology that enhances productivity and
collaboration [14]. These differences influence how each gender approaches online privacy,
data sharing, and the protection of personal information.

Males’ higher likelihood of pursuing STEM (science, technology, engineering, math-
ematics) careers further cultivates their technological expertise [15]. On the other hand,
females often gravitate towards fields such as education, healthcare, and social sciences,
where the use of technology is more focused on application rather than development [16,17].
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This divergence in career interests may impact their knowledge of and attitudes toward
technical privacy settings.

Males also tend to report higher confidence in performing technological tasks [18,19],
which could contribute to a perception of greater technological proficiency among younger
males. This confidence, potentially bolstered by frequent engagement with video games
and other technology-intensive activities, might lead to higher levels of perceived knowl-
edge [20]. However, despite having comparable abilities, females may exhibit lower
self-efficacy in traditionally male-dominated areas [21,22]. This discrepancy in confidence
can result in females perceiving themselves as less knowledgeable, even if their actual skills
are equivalent.

The perception that technology settings are a “male activity” could further influence
females’ enthusiasm for learning about technology [19], particularly if smartphone privacy
settings are seen as more technical [23]. This societal bias might discourage females
from engaging deeply with privacy settings, reinforcing the gender gap in perceived
technological expertise. Based on these gender differences that are likely to result in
differences for adolescent male and female knowledge of smartphone settings, we propose
the following hypothesis:

Hypothesis 1: Adolescent males are expected to have higher levels of knowledge of smartphone
privacy settings than adolescent females.

2.2. Attitude towards Smartphone Privacy Settings

Male and female teenagers exhibit differing levels of privacy practices, influenced by
factors such as social acceptance and peer approval. Male teenagers generally perceive
lower risks related to online privacy, often prioritizing convenience over security. This
behaviour is reflected in their tendency to share personal information more freely on social
media, potentially leading to less effective use of privacy settings [24]. Social acceptance
and peer approval often take precedence over privacy concerns for males, which may
cause them to underestimate the potential consequences, such as privacy breaches or data
misuse [10].

In contrast, female teenagers tend to be more proactive in protecting their privacy.
They are more likely to utilize simple privacy protection settings on social media (e.g.,
untagging photos), limit the sharing of personal information, and carefully select their
online interactions [24,25]. Females are more inclined to manage their online social media
presence with greater caution, sharing content primarily with trusted friends and family
while being vigilant about what they disclose [24,26]. This contrasts with males, who are
more inclined to share personal data with third-party apps, often prioritizing convenience
and enhanced functionality over informed consent [27]. The gender differences for attitudes
towards privacy may translate into differences in attitudes for male and female adolescent
attitudes towards smartphone settings. We propose the following hypothesis:

Hypothesis 2: Adolescent females are expected to have a more cautious attitude towards smartphone
privacy settings than adolescent males.

2.3. Concerns About Smartphone Privacy

While female teenagers are more likely to seek privacy-enhancing tools and value
informed consent [28], their strong motivation for social connection can sometimes lead to
compromises in privacy for the sake of maintaining online interactions [29]. Despite their
general caution, the desire for social connection may cause them to occasionally overlook
privacy risks. Females are more likely than males to adopt protective practices, such as
limiting contact with strangers and using stronger privacy settings, due to a heightened
awareness of issues like online harassment [30]. Additionally, females often prioritize
physical safety in their online behaviour, employing strategies like using pseudonyms
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and avoiding the sharing of real-time locations to mitigate potential risks [31]. Given the
anticipated gender differences, where adolescent females are more likely to worry about
smartphone privacy due to concerns related to physical safety and location risks than
adolescent males, we propose the following hypothesis:

Hypothesis 3: Adolescent females are expected to have higher levels of concerns about smartphone
privacy than adolescent males.

2.4. Privacy Paradox

The privacy paradox describes a phenomenon where individuals express concerns
about their privacy yet engage in behaviours that contradict these concerns, often com-
promising their privacy in online environments [32]. This paradox is especially evident in
digital spaces, where users claim to value their privacy but still share personal information
freely, use weak passwords, or neglect to adjust privacy settings [33].

For adolescents, the privacy paradox is particularly pronounced due to their still-
developing capacity to fully comprehend long-term consequences and risks [34]. Ado-
lescents are more susceptible to impulsive behaviour, especially in the context of peer
interactions or social validation [9]. This impulsivity can lead to sharing personal infor-
mation online without fully considering the associated privacy risks [9]. While they may
be aware of privacy concerns such as cyberbullying, identity theft, or unwanted attention
and express anxiety about these threats, they frequently engage in risky behaviours like
sharing personal details, using weak passwords, or failing to log out of shared devices [35].

Gender differences are likely to influence how the privacy paradox manifests among
adolescents. These differences are shaped by variations in socialization, risk perception,
and the ways in which boys and girls interact with technology [24]. Males, who may be less
concerned about privacy breaches related to physical safety, such as stalking or harassment,
often focus more on cybersecurity threats like hacking and identity theft, employing tools
like two-factor authentication to protect themselves [36].

Females, on the other hand, typically perceive higher risks regarding privacy, espe-
cially concerning personal data being accessed and misused by third parties, potentially
leading to safety issues and harassment [24,37]. However, despite their heightened aware-
ness of these risks, they may paradoxically expose themselves to harm by freely using real
names and profiles across platforms for social connection purposes [38]. This behaviour
exemplifies the privacy paradox, where high-risk perception does not always translate
into protective actions. Given these observations, where adolescent males are likely to
have higher levels of knowledge of smartphone settings and a less cautious attitude to
smartphone privacy settings than adolescent females, we propose the following hypothesis:

Hypothesis 4: The privacy paradox between levels of knowledge of smartphone privacy settings
and levels of attitudes toward smartphone privacy settings will be more pronounced for adolescent
males than for adolescent females.

2.5. Targeted Educational Intervention

Addressing gender differences in privacy through inclusive education for technologi-
cal skills may help bridge gaps in knowledge, attitudes, and concerns related to smartphone
privacy settings by encouraging all teenagers to explore and develop a diverse range of
competencies. While many studies have applied theories such as communication privacy
management [39] and the privacy calculus model [40,41], this study leverages PMT to
examine how threat and coping appraisals influence protective behaviour. PMT suggests
that individuals are motivated to protect themselves when they perceive a threat as both
severe and credible (perceived threat) and believe they have the capability and efficacy
to respond effectively (perceived efficacy) [12]. This framework is particularly relevant
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to smartphone privacy, as it helps identify the factors that may deter individuals from
engaging in protective behaviours.

Linking PMT with educational programs has proven critical for enhancing cyber
privacy protection [42]. Research indicates that educational interventions can significantly
improve children’s digital skills and self-efficacy [43]. However, much of the current
cybersecurity privacy messaging lacks proper evaluation regarding its effectiveness in
being learned, applied, and the actual safety it provides [44] and differences between
genders. Understanding how PMT can address gender disparities in privacy attitudes
is essential, as these differences highlight the need for tailored education that addresses
specific concerns and behaviours. Considering that targeted educational interventions are
expected to reduce gender differences in privacy threat perceptions and efficacy based on
PMT, we propose the following hypothesis:

Hypothesis 5: A targeted educational intervention is expected to reduce gender disparities in knowl-
edge, attitudes, and concerns regarding smartphone privacy among adolescent males and females.

3. Materials and Methods

3.1. Procedure

The presenters delivered a one-off hands-on lesson of approximately one hour du-
ration in five Australian high schools. The lesson demonstrated how smartphones can
inadvertently share sensitive information, how easily this information can be captured
by others, and how students can manage their devices to prevent such data leaks. The
lesson included practical demonstrations where students learned how to turn off Bluetooth,
switch off Wi-Fi, change their Bluetooth name, and disable location services.

Before and after the lesson, students were invited to complete a short online survey
to assess changes in their awareness of online safety. Participation was voluntary and
not targeted by gender or ethnicity. Each student received a QR code linked to a unique
identifier for survey access. All participants received an AUD 20 gift card, regardless of
survey completion. Ethical approval was obtained from the university’s Human Research
Ethics Committee (Protocol No. H23489). Of 574 responses, 79 were excluded due to
incomplete surveys, leaving 495 valid responses for analysis.

3.2. Participants

To confirm the validity of the survey responses, the data were analysed to identify
duplicate participant IDs among the high school students who had shared the same QR
code. To differentiate between unique responses, different IP addresses suggested that the
survey was accessed from different devices. Gender, age, and high school information were
also used as unique identifiers to differentiate between responses.

Where all information was valid between the responses and there was a time difference
that aligned to before and after the presentation, these were classified as “Before” responses,
where the timeframe aligned to prior to the cyber safety lesson, and “after” responses, where
the timeframe aligned to after the cyber safety lesson. The dataset included 376 “before”
responses and 100 “after” responses.

Table 1 presents the sociodemographic statistics for the before and after groups,
including age, gender, school, and device ownership. Gender distribution remained
relatively consistent, with males comprising 41.2% of the before group and 47.0% of the
after group, and females making up 58.8% and 53.0%, respectively. Participants ranged in
age from 13 to 19 years, with a mean age of 14.96 years (SD = 1.07) in the before group and
14.76 years (SD = 0.94) in the after group. Most students were between 14 and 16 years old
(>90% in both groups), and 93% owned a smartphone. Smartphones accounted for 44.5%
of all devices owned, with 42% of students indicating they owned only one type of digital
device.
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Table 1. Summary of sociodemographic statistics for the before and after groups.

Before After

n % n %

Age

13 8 2.1 1 1.0
14 155 41.2 54 54.0
15 88 23.4 15 15.0
16 100 26.6 28 28.0
17 19 5.1 2 2.0
18 5 1.3 - -
19 1 0.3 - -

Gender
Male 155 41.2 47 47.0

Female 221 58.8 53 53.0

Devices Owned

Smartphone 342 44.5 92 43.2
Smartwatch 113 14.7 34 16.0

iPad 125 16.3 34 16.0
Android Tablet 25 3.3 5 2.3
Fitness Tracker 52 6.8 14 6.6

Clothing with “Smart Tags” 7 0.9 5 2.3
Dumb Phone 15 2.0 2 0.9

None 3 0.4 27 12.7
Other 87 11.3 92 43.2

Number of
Devices Owned

0 3 0.8 2 1.9
1 159 42.3 39 37.5
2 99 26.3 26 25.0
3 70 18.6 24 23.1
4 35 9.3 12 11.5
5 7 1.9 1 1.0
6 1 0.3 2 1.9
7 2 0.5 39 37.5

3.3. Measures

Knowledge of smartphone privacy settings was measured using 13 questionnaire items
rated on a four-point Likert scale from one (Strongly disagree) to four (strongly agree). The
questions asked students about their knowledge of smartphone names, location services,
Bluetooth, Wi-Fi, IP address, and SSID settings. This questionnaire received a total of
476 responses from students. There were 375 “before” responses and 101 “after” responses.

Attitudes towards smartphone privacy settings were measured using 6 questionnaire
items rated on a four-point Likert scale from one (strongly disagree) to four (strongly agree).
The questions asked students about their attitude towards accessing public Wi-Fi’s, using
their real name, switching off location services, Bluetooth and Wi-Fi, and whether or not
they worry about their cybersecurity. This questionnaire received a total of 476 responses
from students. There were 367 “before” responses and 96 “after” responses.

Concerns about smartphone privacy was measured using 13 questionnaire items rated
on a four-point Likert scale from one (strongly disagree) to four (strongly agree). The
questions were grouped into four main privacy concern categories with an additional
two questions for each category outlining whether their concern was heightened “if the
person monitoring their privacy was a stranger” and “if the monitoring was happening
without their awareness”. A total of 448 responses were included in the analysis. There
were 358 “before” responses and 90 “after” responses.

3.4. Data Analysis

Data analysis was conducted using IBM SPSS Statistics for Windows, Version 26. To
explore intergroup differences in responses before and after the intervention, as well as
potential gender-related variances, we employed t-tests and one-way ANOVA. Data were
collected via an online survey tool, extracted, and tabulated using Microsoft Excel Version
2406 (Microsoft Corporation, Redmond, WA, USA). An independent sample t-test was
used to compare gender differences and evaluate before and after intervention outcomes.
The mean (M) and standard deviation (SD) values were also calculated. Additionally,
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analysis of variance (ANOVA) was used to assess the magnitude of changes within each
group, determining t-values (t) and statistically significant p-values (p). Eta-squared (η2)
was calculated as a measure of effect size. Tukey’s post hoc test was conducted to facilitate
pairwise comparisons between mean scores, particularly in assessing differences between
before and after intervention results across schools. Statistical significance was set at
* p < 0.05 and ** p < 0.01.

4. Results

Figure 1 presents the mean differences between males and females for each question
set before and after the intervention. Females had the highest overall mean scores for
the concerns about smartphone privacy questions, while males had the highest mean
scores for knowledge of smartphone privacy settings and attitude towards smartphone
privacy settings.

0

1

2

3

4

Male Female Male Female Male Female

Knowledge of Smartphone
Privacy Settings

Attitudes Towards Smartphone
Privacy Settings

Concerns About Smartphone
Privacy

Before (M) After (M)

Figure 1. Gender before and after mean results for each survey questionnaire.

Table 2 presents the overall mean scores for each question set, comparing gender
results for the before and after groups. Notably, all mean scores for both males and females
increased in the after group compared to the before group.

Table 2. Overall mean statistics for each question set relating to each gender for the before and
after groups.

Before After

n M SD n M SD

Knowledge of Smartphone
Privacy Settings

Male 147 3.19 0.53 46 3.45 0.44
Female 213 3.04 0.55 51 3.42 0.45

Attitudes towards Smartphone
Privacy Settings

Male 142 2.41 0.65 43 2.46 0.65
Female 210 2.35 0.71 50 2.41 0.87

Concerns About
Smartphone Privacy

Male 138 3.48 0.54 38 3.58 0.51
Female 206 3.54 0.56 49 3.64 0.46

4.1. Knowledge of Smartphone Privacy Settings

Table 3 shows the mean and standard deviation for the knowledge of smartphone
privacy settings questions based on both the male and female responses for the before
and after groups. For the before group, males scored higher than females in 11 out of
13 knowledge of smartphone privacy settings questions. For the after group, males scored
higher on seven out of 13 knowledge of smartphone privacy settings questions, which
indicated a reduction in the differences between male and female knowledge levels post
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the cyber safety lesson. The results indicate that both males and females possess a generally
high level of knowledge regarding smartphone settings, with mean scores predominantly
above 3. This suggests that both genders had a solid understanding of essential smartphone
functionalities post the cyber safety intervention lesson.

Table 3. Mean results for knowledge of smartphone settings for male and female before and af-
ter groups.

Before After

Question Gender n M SD n M SD

1 I know how to change my name
on my smartphone

Male 147 3.39 0.73 46 3.76 0.43
Female 213 3.41 0.76 51 3.76 0.47

2 I know how to switch off my
location services

Male 147 3.48 0.66 46 3.63 0.57
Female 213 3.50 0.69 51 3.67 0.59

3 I know what an SSID is Male 147 2.53 0.97 46 2.93 0.93
Female 213 2.01 0.93 51 2.47 0.99

4 I know how to switch off my
Wi-Fi connection

Male 147 3.79 0.46 46 3.76 0.43
Female 213 3.74 0.54 51 3.73 0.57

5 I know what my Wi-Fi is
broadcasting

Male 147 3.07 0.87 46 3.50 0.66
Female 213 2.77 0.93 51 3.35 0.72

6 I know what Bluetooth
advertisement is

Male 147 2.90 0.89 46 3.30 0.73
Female 213 2.81 0.92 51 3.29 0.78

7 I know how to switch off my
Bluetooth connection

Male 147 3.76 0.49 46 3.67 0.47
Female 213 3.71 0.55 51 3.75 0.48

8 I know how to prevent apps from
tracking my activities

Male 147 3.31 0.70 46 3.43 0.69
Female 213 3.05 0.84 51 3.49 0.67

9 I know how to prevent IP
Address Tracking

Male 147 2.67 0.87 46 3.00 0.84
Female 213 2.50 0.99 51 3.12 0.89

10 I know what my Bluetooth device
is Broadcasting

Male 147 2.91 0.87 46 3.33 0.70
Female 213 2.74 0.97 51 3.27 0.87

11 I know how to change my
Bluetooth name

Male 147 3.21 0.85 46 3.52 0.66
Female 213 3.08 0.89 51 3.57 0.67

12 I know how to manage my
smartphone settings

Male 147 3.48 0.58 46 3.59 0.54
Female 213 3.34 0.70 51 3.57 0.54

13 I know that my smartphone
continually leaks information

Male 147 3.02 0.88 46 3.48 0.59
Female 213 2.88 0.87 51 3.43 0.61

Before intervention, both male and female participants displayed a reasonably high
level of knowledge about smartphone settings, with males generally scoring slightly higher
across most questions. Males showed a higher familiarity with concepts like SSID (M = 2.53,
SD = 0.97) and what their Wi-Fi is broadcasting (M = 3.07, SD = 0.87) compared to females
(SSID: M = 2.01, SD = 0.93; Wi-Fi broadcasting: M = 2.77, SD = 0.93). Both genders had the
highest confidence in knowing how to switch off their Wi-Fi connection (males: M = 3.79,
SD = 0.46; females: M = 3.74, SD = 0.54). On average, males reported higher knowledge
than females in nearly all aspects of smartphone settings. The most significant gaps were
observed in technical areas, such as knowing what an SSID is and understanding what
their Wi-Fi or Bluetooth devices broadcast.

After intervention, knowledge levels improved across all items for both genders, with
noticeable increases in understanding complex concepts like preventing IP address tracking
(males: M = 3.00, SD = 0.84; females: M = 3.12, SD = 0.89) and what Bluetooth devices
broadcast (males: M = 3.33, SD = 0.70; females: M = 3.27, SD = 0.87). The gap between
male and female knowledge narrowed after the intervention, particularly in areas like
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changing Bluetooth names (males: M = 3.52, SD = 0.66; females: M = 3.57, SD = 0.67) and
managing smartphone settings (males: M = 3.59, SD = 0.54; females: M = 3.57, SD = 0.54).
Both genders saw increases in their mean scores, with the most substantial gains in areas
where knowledge was initially lower, such as understanding SSID and IP address tracking.

The variability in responses was generally higher among females than males before the
intervention, particularly in knowledge areas that were more technical, such as SSID and
what their devices broadcast via Bluetooth or Wi-Fi. This suggests a broader range of un-
derstanding within the female group. Post the intervention, standard deviations generally
decreased, indicating a more consistent level of knowledge across participants, with some
areas showing significant convergence between males and females. For example, knowl-
edge about preventing IP address tracking saw a notable reduction in variability for both
genders, suggesting the intervention was effective in standardizing this understanding.

A two-sample t-test and ANOVA means analysis were performed to compare knowl-
edge of smartphone privacy settings questions results between males (n = 147) and females
(n = 213) in the before group. There was a significant difference in the means for question
three relating to students “knowing what an SSID is” between males (M = 2.53, SD = 0.97)
and females (M = 2.01, SD = 0.93); t(304) = 5.038, p = 0.000, η2 = 0.067. There was a significant
difference in the means for question five relating to students “knowing what their Wi-Fi is
broadcasting” between males (M = 3.07, SD = 0.87) and females (M = 2.77, SD = 0.93); t(358)
= 3.083, p = 0.002, η2 = 0.026. There was a significant difference in the means for question
eight relating to students “knowing how to prevent apps from tracking their activities”
between males (M = 3.31, SD = 0.70) and females (M = 3.05, SD = 0.84); t(358) = 3.094,
p = 0.002, η2 = 0.026. There was a significant difference in the means for question 12 relating
to students ‘knowing how to manage their smartphone settings’ between males (M = 3.48,
SD = 0.58) and females (M = 3.34, SD = 0.70); t(358) = 2.003, p = 0.046, η2 = 0.011.

A two-sample t-test and ANOVA means analysis were performed to compare knowl-
edge of smartphone privacy settings questions results between males (n = 46) and females
(n = 51) in the after group. There was only one significant difference in the means post
the cybersecurity lesson and that was for question three relating to "students knowing
what an SSID is” between males (M = 2.93, SD = 0.93) and females (M = 2.47, SD = 0.99);
t(95) = 2.386, p = 0.019, η2 = 0.056. There was no significant difference in the means for
the remaining knowledge of smartphone privacy settings questions post the cybersecurity
lesson, which indicates the cybersecurity lesson was effective in increasing both male and
female knowledge of smartphone privacy settings.

The results indicate that Hypothesis 1 was supported, as males were found to have a
higher level of knowledge of smartphone privacy settings than females. The intervention
appears to have effectively elevated knowledge in these more technical aspects, reducing
the gender gap observed before the intervention.

4.2. Attitudes towards Smartphone Privacy Settings

Table 4 presents the mean and standard deviation for responses to the attitude towards
smartphone privacy settings questions, comparing male and female responses before and
after the cyber safety lesson. In both the before and after groups, males and females
scored three out of six questions higher. Females reported higher scores than males in the
following areas: regularly switching off location services, regularly switching off Wi-Fi, in
the after group only, switching off Bluetooth radio regularly and, in the before group only,
concerns about smartphone security not being adequately addressed by their device.
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Table 4. Mean results for attitude towards smartphone settings questions for male and female before
and after groups.

Before After

Question Gender n M SD n M SD

1 I don’t use public Wi-Fis whenever they
are available

Male 142 2.77 1.03 43 2.88 1.00
Female 210 2.60 0.95 50 2.62 1.10

2 I don’t use my real name as my
smartphone name

Male 142 2.35 0.98 43 2.79 0.97
Female 210 2.10 0.98 50 2.40 0.97

3 I switch off my location services regularly Male 142 2.32 0.89 43 2.21 0.89
Female 210 2.38 0.89 50 2.28 0.97

4 I switch off my Wi-Fi connection regularly Male 142 2.15 0.85 43 2.07 0.74
Female 210 2.22 0.92 50 2.30 1.04

5 I switch off my Bluetooth radio regularly Male 142 2.43 0.96 43 2.28 0.80
Female 210 2.31 0.95 50 2.40 1.01

6 I worry about smartphone security because
my smartphone does not take care of it

Male 142 2.42 0.89 43 2.53 0.96
Female 210 2.47 0.94 50 2.44 1.01

Before intervention, both males and females exhibited moderate levels of protective
behaviours regarding smartphone use. Males were slightly more likely than females to
avoid using public Wi-Fi (M = 2.77, SD = 1.03) and to not use their real name as their
smartphone name (M = 2.35, SD = 0.98). However, neither group consistently engaged
in practices like switching off location services or Bluetooth regularly, with mean scores
around 2.3 for both genders. In comparison, in the post-intervention group, there were
modest improvements in privacy protective behaviours. Both genders reported slight
increases in not using their real name as their smartphone name (Males: M = 2.79, SD = 0.97;
Females: M = 2.40, SD = 0.97). However, behaviours such as regularly switching off Wi-Fi
and location services remained relatively unchanged, indicating persistent habits that may
be harder to shift.

Males generally reported slightly higher protective behaviours than females across
most questions before the intervention, particularly in avoiding public Wi-Fi and not using
their real name as a smartphone name. The differences were small but consistent. Both
genders showed small improvements in their protective behaviours, with males continuing
to report slightly higher levels of these behaviours than females in the after group. The
most notable improvement was in the practice of not using real names for smartphone
identification, especially among males (M = 2.79, SD = 0.97).

The variability in responses was similar between males and females in the before
group, with standard deviations indicating a moderate spread in protective behaviours.
The highest variability was observed in the use of public Wi-Fi and the switching off of
Bluetooth, suggesting diverse attitudes and practices within each gender group. Standard
deviations remained relatively stable post-intervention, with no significant reductions in
variability. This indicates that while mean behaviours improved slightly, the range of
attitudes and practices among participants did not become more uniform.

A two-sample t-test and ANOVA means analysis were performed to compare knowl-
edge of smartphone privacy settings questions results for males (n = 142) and females
(n = 210) in the before group. There was a significant difference in the means for question
two relating to whether students “didn’t use their real name as their smartphone name”
between males (M = 2.35, SD = 0.98) and females (M = 2.10, SD = 0.98); t(350) = 2.339,
p = 0.020, η2 = 0.048. There were no statistically significant differences for the attitudes
towards smartphone privacy settings questions for after group between males and females
indicating the educational intervention led to more consistent levels of privacy attitudes
post the cybersecurity lesson.

The results indicate that Hypothesis 2 was not supported, as both males and females
exhibited cautious attitudes toward smartphone settings, albeit in different areas. In the
preintervention group, males showed more caution in technical aspects, while females
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were more cautious regarding location privacy and general security concerns, aligning
with expected gender differences in knowledge of smartphone settings and concerns
about privacy.

The results supported Hypothesis 4, as the results underscore gender differences in
knowledge and attitudes toward smartphone privacy and security, leading to increased
privacy paradox for males. While both genders expressed moderate concern, males tended
to score slightly higher on most measures. However, mean attitude scores were lower
than knowledge scores, indicating a gap between awareness and behaviour. In the post-
intervention group, this gap narrowed for means for both genders, with the difference
between male and female scores decreasing from 0.09 to 0.02, though males continued to
exhibit larger gaps between knowledge and attitudes.

4.3. Concerns About Smartphone Privacy

Table 5 shows the mean and standard deviation for concerns about smartphone privacy
questions for males and females within the before and after group. Females scored higher
means than males across the majority of the questions in the before and after group. Both
male and female respondents exhibited a strong awareness of privacy concerns regarding
their location data, with average scores consistently around 3.5 on a scale of one to four.

Table 5. Mean results for concerns about smartphone privacy for male and female before and
after groups.

Before After

Question Gender n M SD n M SD

1. I would be concerned if someone knew where I was at
any particular point in time

Male 138 3.24 0.80 38 3.47 0.65
Female 206 3.23 0.80 49 3.49 0.65

1.1 I would be more concerned if that someone was
a stranger

Male 138 3.49 0.70 38 3.55 0.69
Female 206 3.64 0.62 49 3.69 0.51

1.2 I would be even more concerned if I didn’t know it
was happening

Male 138 3.54 0.62 38 3.61 0.64
Female 206 3.59 0.65 49 3.67 0.47

2 I would be concerned if someone knew where I was at
the same time every day

Male 138 3.43 0.66 38 3.55 0.60
Female 206 3.44 0.70 49 3.59 0.54

2.1 I would be more concerned if that someone was
a stranger

Male 138 3.56 0.64 38 3.61 0.50
Female 206 3.66 0.64 49 3.71 0.50

2.2 I would be more concerned if I didn’t know it
was happening

Male 138 3.57 0.60 38 3.55 0.69
Female 206 3.60 0.66 49 3.69 0.47

3 I would be concerned if someone knew what my
regular travel route to school was

Male 138 3.25 0.74 38 3.55 0.65
Female 206 3.34 0.80 49 3.55 0.58

3.1 I would be more concerned if that someone was
a stranger

Male 138 3.50 0.66 38 3.68 0.47
Female 206 3.60 0.69 49 3.71 0.50

3.2 I would be more concerned if I didn’t know it
was happening

Male 138 3.52 0.61 38 3.58 0.60
Female 206 3.57 0.66 49 3.65 0.48

4 I would be concerned if someone was able to plot my
location on a Google map at a particular point in time

Male 138 3.49 0.64 38 3.53 0.65
Female 206 3.56 0.65 49 3.59 0.57

4.1 I would be concerned if someone could plot my
location on a Google map over a period of time

Male 138 3.53 0.63 38 3.61 0.60
Female 206 3.55 0.69 49 3.67 0.47

4.2 I would be more concerned if that someone was
a stranger

Male 138 3.54 0.64 38 3.58 0.55
Female 206 3.64 0.65 49 3.67 0.52

4.3 I would be more concerned if I didn’t know it
was happening

Male 138 3.56 0.62 38 3.63 0.54
Female 206 3.61 0.66 49 3.61 0.61

The highest concerns were related to the involvement of strangers and the lack of
knowledge about being tracked, with males and females both expressing significant unease
about these scenarios (e.g., “I would be more concerned if that someone was a stranger”:
males M = 3.49, SD = 0.70; females M = 3.64, SD = 0.62). There was a slight increase in
concern levels, post-intervention, especially among females. For example, female concern
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about someone knowing where they were at any particular point in time increased slightly
(M = 3.49, SD = 0.65), as did concern about strangers having access to their location data
over time (M = 3.67, SD = 0.47). Males also showed slight increases, but the changes were
generally smaller.

The means indicate that females were generally more concerned about location privacy
than males, particularly when considering scenarios involving strangers or unknown
tracking in the before group. For instance, females reported higher concern about a
stranger knowing their location (M = 3.64) compared to males (M = 3.49). Both genders
exhibited small increases in concern levels post-intervention, with females maintaining
slightly higher concern levels than males across most variables. Notably, the concern about
location tracking by strangers remained one of the highest-rated items for both groups
(males: M = 3.58; females: M = 3.67).

Standard deviations across the board were relatively low in the before group, suggest-
ing a consensus among participants regarding their concerns about location privacy. The
highest variability was observed in responses to concerns about what a stranger might
know, indicating some differences in perception among participants. The standard de-
viations remained stable post-intervention, with only minor changes, indicating that the
intervention did not significantly alter the distribution of responses. Females, in partic-
ular, showed a slight decrease in variability, suggesting a more uniform concern level
post-intervention.

A two-sample t-test and ANOVA means analysis were performed to compare concerns
about smartphone privacy questions results for males (n = 138) and females (n = 206) in
the before group. There was a significant difference in the means for the second question
in the first category of whether students “would be more concerned if a stranger knew
where they were at any particular point in time” between males (M = 3.49, SD = 0.70) and
females (M = 3.64, SD = 0.62); t(271) = −2.015, p = 0.045, η2 = 0.048. There was no significant
difference in the means for any of the other questions in the male and female groups for
concerns about smartphone privacy. There were no statistically significant differences
for the concerns about smartphone privacy questions for after group between males and
females, indicating the educational intervention had some effect on consistency in attitude
towards privacy post the cybersecurity lesson.

The results support Hypothesis 3, with females exhibiting higher levels of concern
about smartphone privacy settings, especially related to personal safety and strangers,
compared to males. The intervention successfully increased perceived threats for both
genders, narrowing the preintervention gender gap.

The results also supported Hypothesis 5, as the targeted educational intervention
reduced gender differences in knowledge, attitudes, and concerns regarding smartphone
privacy. Post-intervention, responses from male and female adolescents were more con-
sistent across all question sets, suggesting that educational interventions can effectively
reduce gender disparities in smartphone privacy risk.

5. Discussion

5.1. Knowledge of Smartphone Privacy Settings

The results revealed that, prior to the intervention, females reported lower knowledge
of smartphone settings compared to males. However, after the cyber safety lessons, both
genders exhibited significant improvements in knowledge, leading to more consistent levels
across genders. This finding highlights the effectiveness of the intervention in enhancing
students’ understanding of smartphone security settings, aligning with PMT [12], which
suggests that perceived threat and efficacy can drive behavioural change.

Despite overall improvements in knowledge across both genders, technical aspects
like SSIDs and broadcasting settings remained challenging, particularly for females. Males
exhibited slightly better technical understanding, supporting previous findings on gender
differences in confidence and technical knowledge [13]. The results suggest that targeted
interventions may be necessary to bridge this gap. Interestingly, even males—who initially
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reported higher confidence in their knowledge—demonstrated significant improvement,
suggesting the value of continual reinforcement of PMT concepts for addressing ongoing
behaviour change [12].

While the results showed that the intervention helped equalize knowledge between
genders, the results also indicate that post-intervention, females rated their knowledge
on par with males, highlighting that when equipped with equal knowledge, both genders
can perform similarly. This suggests that prior to the lesson, females may have lacked
confidence rather than ability. This finding aligns with previous research, which suggests
that a lack of confidence may lead females to perceive themselves as less knowledgeable,
even when their actual skills are comparable to males [21]. Social biases often portray
men as being more proficient in technology and this is likely to contribute to females
self-reporting lower confidence in technological skills [19,20].

5.2. Attitudes towards Smartphone Privacy Settings

Despite increased awareness, the persistence of behaviours like keeping Wi-Fi and
Bluetooth enabled underscores the privacy paradox [32], where knowledge does not
always translate into protective actions. These results emphasize the need for educational
programs to not only increase knowledge but also actively change behaviours regarding
smartphone privacy management. The gender differences observed in attitudes toward
privacy management suggest that education should target specific concerns and behaviours.
Programs should focus not only on increasing knowledge of smartphone privacy settings
but also on shaping attitudes toward actively managing these settings.

Future research could explore the psychological or contextual factors that contribute
to the persistence of risky behaviours, such as the reluctance to disable Wi-Fi or Bluetooth.
Additionally, evaluating the impact of different educational interventions, such as gamified
learning or peer-led discussions, could provide valuable insights into improving behaviours.
Additionally, evaluating whether these risky behaviours correlate with actual privacy
breaches would offer a more comprehensive understanding of the practical effectiveness of
these educational interventions in promoting cyber safety. Although targeted interventions
resulted in modest improvements in behaviours, such as avoiding real-name use for
smartphone identification, other behaviours—like regularly disabling location services
or Wi-Fi connections—remained more resistant to significant change. This suggests that
ongoing education is crucial to not only raise awareness but also to motivate more consistent
behavioural changes. Tailoring educational messages to address specific misconceptions or
barriers could significantly enhance the effectiveness of these interventions.

The results underscore gender differences in the privacy paradox [32]. While both
genders expressed moderate concern, males tended to score slightly higher on most mea-
sures. However, mean attitude scores were lower than knowledge scores, indicating a
gap between awareness and behaviour. This aligns with previous research showing that
while females perceive greater privacy risks, especially related to personal data misuse
and harassment, their attitudes may not always translate into protective actions [24,37],
and males have a tendency to share personal information more freely on social media,
potentially leading to less effective use of privacy settings [24].

5.3. Concerns About Smartphone Privacy

The findings highlight gender differences in privacy concerns related to location data.
Both genders showed moderate concern about their whereabouts being known, with males
slightly more concerned overall, but females expressing greater concern when strangers
were involved, aligning with other research on gender and physical safety concerns [30].
This concern persisted across scenarios, such as being tracked daily or having their travel
route known.

Both genders consistently demonstrated awareness of location tracking risks. Females
were particularly worried about being tracked via Google Maps, especially by strangers
or without their knowledge. These results suggest that females’ concerns are often linked
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to personal safety, emphasizing the need for education that addresses both privacy and
physical security risks.

The findings highlight the need for tailored cyber education that not only addresses
knowledge gaps but also focuses on motivating protective behaviours, particularly where
privacy concern gaps persist. Future interventions should prioritize educating adolescents
about location privacy, especially in relation to personal safety concerns for being tracked
by unknown individuals. While self-reported concern levels were already high, targeted
education can further increase awareness and promote safer behaviours. Future inter-
ventions should not only raise awareness but also teach practical strategies for managing
location privacy, like effective use of privacy settings and understanding the implications of
location sharing. Further research could explore whether increased concern leads to more
cautious use of location services, the factors driving higher concern among females, and
how peer influence shapes attitudes toward location privacy. This could help in designing
more impactful educational programs. Teaching practical strategies for managing location
privacy and emphasizing the implications of location sharing will be essential for fostering
safer digital practices among adolescents.

6. Conclusions

This study contributes to the understanding of how gender differences influence
privacy behaviours among adolescents and underscores the need for tailored educational
interventions to address these disparities. Our study found that before the cyber safety in-
tervention, females reported lower knowledge of smartphone settings than males. After the
lesson, this gap narrowed, with both genders demonstrating more consistent understand-
ing. Males still had a slight edge in technical areas like SSIDs and broadcasting settings,
highlighting the need for targeted interventions to support female students in these areas.
Both genders showed lower attitudes towards smartphone privacy compared to knowl-
edge, with males displaying the largest gap, reflecting the privacy paradox. Females
expressed greater concern regarding location privacy, especially when tracked by unknown
individuals, indicating that while both genders are aware of risks, females perceive them
more acutely.

The results suggest that targeted educational programs can effectively enhance ado-
lescents’ knowledge, attitudes, and concerns about smartphone privacy, particularly in
technical areas where gender gaps exist. The narrowing of the knowledge gap across both
genders post-intervention underscores the importance of such programs in building essen-
tial digital literacy skills, though persistent differences highlight the need for continued,
focused efforts. Educational interventions should not only address the knowledge gap but
also focus on changing behaviours related to privacy. Adolescents need practical skills to
manage privacy settings, understand data-sharing risks, and recognize phishing attempts.
By acknowledging gender differences, digital literacy programs can be tailored to meet
distinct needs. These differences are influenced by education, cultural norms, access to
technology, and personal interests.

These findings highlight the potential for targeted educational interventions to sig-
nificantly improve smartphone privacy knowledge and reduce risky behaviours among
adolescents. Schools can incorporate cyber safety lessons into their curricula, supported
by policies that mandate regular education on managing smartphone privacy settings and
mitigating data leakage. The demonstrated reduction in data leakage post-lesson suggests
real behavioural change, with implications for shaping broader government and advocacy
programs. Tailored interventions, particularly for female students who were found to be
more at risk, can further enhance the effectiveness of these initiatives. Ultimately, these ef-
forts could lead to a generation of digitally literate adolescents better equipped to navigate
online risks, informing both school policies and national cyber safety strategies.

A limitation of this study was the small size of the post-lesson survey group and the
lack of long-term impact assessment. Future research should ensure that all prelesson
survey participants also complete the post-lesson survey and conduct longitudinal studies
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to evaluate the lasting effectiveness of cyber safety education. Another limitation is un-
derstanding existing levels of technology use and psychological or contextual factors that
contribute to the persistence of certain risky behaviours, such as the reluctance to switch off
Wi-Fi or Bluetooth. Further research might also examine whether these behaviours correlate
with actual incidents of privacy breaches, offering a more comprehensive understanding
of the effectiveness of these practices. Future investigations could shed light on persistent
knowledge gaps, especially concerning SSIDs and technical aspects, and understanding
students’ prior technology experiences could provide valuable insights.
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Abstract: Private Set Intersection (PSI) is a cryptographic method in secure multi-party computation
that allows entities to identify common elements in their datasets without revealing their private data.
Traditional approaches assume similar-sized datasets and equal computational power, overlooking
practical imbalances. In real-world applications, dataset sizes and computational capacities often
vary, particularly in the Internet of Things and mobile scenarios where device limitations restrict
computational types. Traditional PSI protocols are inefficient here, as computational and communi-
cation complexities correlate with the size of larger datasets. Thus, adapting PSI protocols to these
imbalances is crucial. This paper explores unbalanced PSI scenarios where one party (the receiver)
has a relatively small dataset and limited computational power, while the other party (the sender)
has a large amount of data and strong computational capabilities. It introduces three innovative
solutions for unbalanced PSI: an unbalanced PSI protocol based on the Cuckoo filter, an unbalanced
PSI protocol based on single-cloud assistance, and an unbalanced PSI protocol based on dual-cloud
assistance, with each subsequent solution addressing the shortcomings of the previous one. Depend-
ing on performance and security needs, different protocols can be employed for applications such as
private contact discovery.

Keywords: multi-party computation; private set intersection; Cuckoo filter; cloud assistance; private
contact discovery

1. Introduction

1.1. Background

In today’s digital age, data privacy and security have become critically important is-
sues worldwide. With technological advancements and explosive growth in data volumes,
individuals and institutions face unprecedented challenges in protecting their privacy.
Privacy computing technologies have emerged in response to these challenges, enabling
the secure computation and analysis of data without exposing the details of personal infor-
mation. This is crucial for driving data-driven innovation and services while safeguarding
personal privacy and data protection.

The PSI is a key technique in the field of privacy computing. It allows two or more
parties to identify the common elements in their datasets without revealing their private
data. This technology is highly useful in multiple application scenarios, such as cross-
institutional data cooperation, fraud detection, and private contact discovery, without
compromising user privacy. It has been applied in various fields, including the genetic
testing of fully sequenced human genomes [1], private contact discovery [2], and botnet
detection [3].

Despite the robust privacy protection features of PSI, there is a significant limitation:
the low efficiency in scenarios where dataset sizes are imbalanced. Traditional PSI schemes
typically assume that participants have similarly sized datasets and computational capabili-
ties, which is not always the case. Particularly, in scenarios where one party is a server with

Information 2024, 15, 554. https://doi.org/10.3390/info15090554 https://www.mdpi.com/journal/information123



Information 2024, 15, 554

a large amount of data and the other one is a mobile device with limited computational
power, this imbalance is pronounced. Unbalanced PSI [2,4–6] was proposed to address this
issue by optimizing algorithms and protocol designs to enhance efficiency and feasibility
between participants with different computational powers and dataset sizes.

1.2. Motivation

To overcome the drawbacks of traditional PSI in scenarios with significant disparities
in dataset sizes of the participants, this paper proposes a more suitable unbalanced PSI
protocol based on Cuckoo filter. However, in the unbalanced PSI protocol based on
Cuckoo filter, the client-side involves complex cryptographic operations and requires
managing and processing a substantial amount of filter data (it will be demonstrated in
the following sections). This poses a significant computational and storage burden on
resource-constrained client devices, such as smartphones or other portable devices, limiting
the practicality of these technologies and potentially affecting device performance and
user experience.

In light of this, the second approach in this paper considers introducing cloud comput-
ing as a solution, to leverage its robust computational and storage capabilities to alleviate
the load on client devices. By outsourcing part of the computation tasks to cloud servers,
the workload of the client can be significantly reduced, thereby speeding up the entire set
intersection process. However, outsourcing data processing tasks to the cloud environment
introduces a new problem: the risk of collusion attacks. When the cloud server colludes
with one of the participants, it could threaten the privacy security of the entire scheme.

To address this challenge, the paper proposes a third, more secure design aimed at
thwarting potential collusion attacks while maintaining the efficiency and practicality of
unbalanced PSI. This design incorporates multiple security technologies and strategies, ef-
fectively reducing the computational and storage pressure on client devices while ensuring
data privacy in the cloud environment, even in the face of collusion threats. This is crucial
for advancing the development and application of unbalanced PSI technologies, providing
a secure, efficient, and practical framework for future privacy-preserving computations.

Moreover, the unbalanced PSI protocols proposed in this paper are particularly suited
for private contact discovery applications. This scenario requires identifying and verifying
common contacts between individuals or organizations under the premise of maintaining
individual privacy, which is extremely important for social networking services, emergency
response coordination, and business cooperation. Using the protocols proposed in this
paper, users can securely and quickly identify common contacts without disclosing their
complete contact lists. This not only enhances user privacy but also facilitates complex
social network analyses and emergency contact networks, while avoiding security risks
associated with data breaches or improper handling.

1.3. Main Work

Overall, this paper’s research primarily addresses the shortcomings of traditional
PSI protocols in unbalanced scenarios by proposing three unbalanced PSI protocols for
different contexts. There is a progressive relationship between each protocol, with each
new proposal improving upon the deficiencies of the previous one. Specifically, this paper
introduces an unbalanced PSI protocol based on Cuckoo filter that resolves the traditional
PSI protocol’s issues with unbalanced scenarios, a single-cloud assisted unbalanced PSI
protocol that transfers most computational and storage tasks from the client to the cloud,
and a double-cloud assisted unbalanced PSI protocol that can resist collusion attacks. In
practical applications, different schemes can be selected based on varying performance and
security needs.
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2. Related Works

2.1. Design Framework of PSI Protocol
2.1.1. Design Framework Based on Public Key Encryption

The basic idea behind early PSI is to encrypt data elements and then perform compari-
son operations on the encrypted data. The most widely used technique in this method is
homomorphic encryption: the sender encrypts their dataset and sends it to the receiver.
The receiver processes these ciphertexts using the properties of homomorphic encryption
and returns the results to the sender. The sender then decrypts these results using their
own private key to obtain the intersection of the datasets. This public-key-based method
generally relies on three main security assumptions [7]:

1. Based on Diffie–Hellman (DH) theory: Meadows [8] used the DH key exchange
mechanism, which is based on the discrete logarithm problem, to implement a PSI
protocol. In contrast, Huberman [9] and his team explored the use of elliptic curve
cryptography in PSI, noting its significant advantages in security and efficiency
compared to traditional discrete logarithm-based PSI methods.

2. Based on the RSA assumption: DeCristofaro and others [10] developed a semi-honest
PSI protocol using RSA blind signature technology based on the integer factorization
problem. Another study [11] showed that PSI schemes based on discrete logarithm
cryptography demonstrated higher efficiency compared to those based on integer
factorization cryptography.

3. Based on homomorphic encryption: Freedman and his team [12] innovatively rep-
resented elements as roots of polynomials and encrypted the coefficients of these
polynomials using Paillier homomorphic encryption technology, combined with zero-
knowledge proofs, to implement a two-party PSI protocol resistant to malicious
attacks. In 2016, Freedman et al. [13] further improved computational efficiency
through the ElGamal encryption mechanism and reduced the protocol’s computa-
tional complexity using Cuckoo Hash technology [7]. Abadi et al. [14] introduced
a set representation method based on point-value pairs of d-degree polynomials,
implemented through the Paillier encryption scheme, reducing the multiplication
complexity from O(d2) to O(d) [7]. Kissner and other researchers [15] adopted different
polynomial representation methods, significantly reducing computational costs to
be linearly proportional to the number of participants. Jarecki and others [16] used
additive homomorphic encryption and zero-knowledge proofs to implement pseudo-
random functions (PRF). Hazay and others [17] developed an additive homomorphic
encryption scheme that supports threshold decryption for implementing multi-party
semi-honest PSI protocols. Dou Jiawei and others [18] combined Paillier encryption
to propose a PSI protocol based on the formula for calculating the area of triangles
and rational number encoding.

Public key encryption-based PSI schemes typically feature fewer communication
rounds and are suitable for environments with strong computational capabilities. How-
ever, in practice, communication bandwidth and time complexity often pose significant
constraints [7].

2.1.2. Design Framework Based on Garbled Circuits

Garbled circuit technology can transform any function into a Boolean circuit, thereby
securely computing the function. Early methods based on universal circuits, like the DPSZ
scheme [19], demonstrated how to use arithmetic circuits to solve the set intersection
problem: the circuit builder encrypts the circuit gates using a symmetric key, then creates
a garbled circuit and sends it to the circuit evaluator. The evaluator decrypts specific
paths in the garbled circuit to obtain the intersection results, while being unable to access
other paths in the circuit. As the circuit depth increases, its construction complexity
also increases. Additionally, PSI protocols based on this circuit design can also perform
various symmetric function operations, such as calculating the threshold intersection,
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the number of intersection elements, and their sum. For adversaries under semi-honest
conditions, there are two types of garbled circuits: the Yao [20] protocol and the GMW [21]
protocol. Pinkas et al. [6,22,23] and Chandran et al. based on hash storage structures and
GMW circuits, implemented a more efficient OPRF circuit PSI scheme through private
membership tests, reducing the number of comparisons and the depth of circuit equivalence
comparisons. Meanwhile, Huang [24] and others created a semi-honest secure disordered
circuit PSI scheme through the combination of Yao circuits, performing equivalence tests
and specific sorting on adjacent elements. Despite these advantages, these methods still
require additional key calculations and communication processes, such as key exchanges
between participants.

2.1.3. Design Framework Based on Oblivious Transfer

Oblivious Transfer (OT) [25] is a cryptographic protocol that allows a sender to trans-
mit information to a receiver without revealing any private information. In the OT protocol,
the sender has two options, but the receiver can only obtain information about one of
them without access to the other, and the sender does not know which option the receiver
has chosen. OT is widely used in many secure areas due to its cryptographic robustness
and privacy features. Its applications include secure protocol negotiation, secure online
auction systems, and secure voting systems. In 2013, Dong [26] et al. proposed a new data
structure—the garbled Bloom filter (GBF)—and based on the GBF and OT extension, they
introduced a PSI protocol. This protocol utilized efficient symmetric encryption operations
and could handle billions of elements. However, this protocol faced two issues: one is
that the malicious sender might send incorrect shared information, and the other is that
the input datasets are not independent. To address these problems, in 2016, Rindal and
Rosulek [27] proposed a new randomized garbled Bloom filter using the “cut-and-choose”
technique. They successfully implemented a two-party malicious model PSI protocol.
Subsequently, Zhang [28] et al., based on this scheme, further proposed and implemented a
multi-party PSI protocol, ensuring malicious security in the presence of two non-colluding
servers, with computational and communication costs depending on the number of partici-
pants. Pinkas et al. [29] based on the OOS17-OT [30] protocol, built a maliciously secure PSI
protocol. Rindal [31] et al., based on the semi-honest secure Schoppmann et al. [32] protocol
and the maliciously secure Weng et al. [33] protocol, proposed, respectively, maliciously
secure and semi-honest secure PSI protocols. Overall, PSI protocols based on oblivious
transfer typically feature lower computational and communication overhead.

2.2. Unbalanced PSI

In recent years, many research articles [34–47] have focused on unbalanced PSI, pri-
marily aiming to improve communication complexity and reduce the overall runtime of
the protocols. However, none of these articles have specifically addressed the issue that, in
unbalanced PSI scenarios, the party with the smaller dataset is often a mobile device with
limited computational and storage capabilities. The complex cryptographic operations and
filter storage requirements pose a significant burden on these devices. Therefore, the focus
of this article is to alleviate the computational and storage burden on the party with the
smaller dataset in unbalanced PSI scenarios while ensuring adequate security conditions
are met.

2.3. Private Contact Discovery

As shown in Figure 1, mobile privacy contact discovery refers to when you install
a communication application such as WhatsApp on your phone; the first thing this app
does is check your contact list to see which of your contacts are also using their service. To
achieve this functionality, the application could simply tell the service provider about the
users in your contact list. The service provider can then inform you which of these users are
also using their service. A typical example is WeChat, which recommends friend accounts
based on the mobile phone’s contact list. In this process, the WeChat server cross-matches
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the mobile numbers in the user’s contact list with its own WeChat account database, thus
identifying all users in the contact list who have registered WeChat accounts, and provides
friend account recommendations based on this information.

Figure 1. Private contact discovery.

This naturally involves privacy issues, as through our contacts, many aspects of our
lives can be inferred, such as spending level and home address, and more seriously, it can
lead to the leakage of our entire social graph. Furthermore, if one communicates with a
highly influential person who holds many secrets, attackers could also potentially access
these secrets through you.

The insecure solution to the privacy contact discovery problem allows users to send
their contact set to the service provider, who then performs the intersection on behalf of the
users. While this protects the privacy of the service provider, it exposes the users’ private
contacts to the service provider. In much research, current social media privacy contact
discovery recommendation methods mainly include: (i) not offering privacy protection
promises, (ii) seeking privacy protection through ambiguity (for example, using multiple
signals for recommendations without explaining the reasons [48]), and (iii) using temporary
thresholds to block the simplest attacks (typically, these thresholds are applied to the
number of mutual friends between two users to decide whether to recommend one to
the other). The only known attempt to rigorously address this issue in practice was
the recent study by Signal [49], but it addressed a more limited problem than the one
discussed in this paper—privately finding out whether contacts in a phonebook are Signal
users. Theoretical research suggests adopting structured graph perturbation [50] and
randomized recommendation methods [51,52] to achieve strict privacy guarantees of
differential privacy [53]. Although differential privacy has begun to see practical application
in other data mining applications [54], theoretical methods for privacy contact discovery
have not yet been deployed, possibly because the trade-offs between privacy and utility
they require are too harsh (i.e., they often recommend people who users are almost unlikely
to know, significantly negatively impacting user experience quality). William Brendel [55]
and others proposed a method using an auxiliary graph for deanonymization. Instead of
modifying existing privacy contact discovery algorithms to protect privacy, they modify
the graph used by the algorithm to create a candidate graph more resistant to practical
brute force attacks, aiming to improve privacy with auxiliary graph information.

Some applications use a naive hashing protocol, where the client sends only the hash
results of phone numbers to the service provider. Unfortunately, this technique is almost
considered insecure. Because the entropy of phone numbers is low, naive hashing methods
are susceptible to dictionary attacks. Generally speaking, PSI protocols are provably secure
cryptographic protocols. They allow two parties to compute the intersection of their input
sets without revealing any information other than the intersection. However, in mobile
contact discovery scenarios, a common problem with most PSI protocols is that the online
phase of the protocol, the computation of the intersection, has communication complexity
linearly related to the size of the two input sets. In mobile contact discovery scenarios, the
server-side database may contain millions or even billions of entries, while it is generally
assumed that the client has about 1000 contacts. This makes the communication complexity
of the protocol extremely high and impractical to apply.
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3. Related Theories and Technologies

3.1. Multi-Party Secure Computation Security Model

The mathematical concept of Multi-Party Computation (MPC) involves several partic-
ipants (such as P1, P2, . . . , Pn), with each holding private input data (xi). These participants
collaboratively execute a computation of the function f (x1, x2, . . . , xn) with the goal of
ensuring that each participant can only access their own computational results, while being
unable to ascertain the inputs and results of others. There are generally two security models
employed in secure multi-party computation protocols [56]:

1. Semi-honest model: In this model, participants adhere to the protocol’s execution
rules but may attempt to gather other participants’ inputs, outputs, and any accessible
information during the execution of the protocol. This model assumes that the
participants do not deviate from the established procedural rules but will use all
available information to deduce the private data of others.

2. Malicious adversary model: Unlike the semi-honest model, the malicious adver-
sary model accounts for the possibility that attackers may manipulate a subset of
the participants to perform illicit actions, such as submitting incorrect input data
or maliciously altering data to steal the private information of honest participants.
Malicious adversaries might also disrupt the protocol by intentionally terminating its
execution or by refusing to participate, thus preventing the protocol’s completion.

The security model considered in this paper is the semi-honest security model.

3.2. Cuckoo Filter

Determining whether a particular element belongs to a given set is a common problem
in computer science, with widespread applications in bioinformatics, machine learning,
computer networks, the Internet of Things, and database systems [57]. Filter data structures
such as Bloom filter and Cuckoo filter can approximately determine if an element is part of
a specified set and have been extensively applied in network routing [58], file merging [59],
spam detection [60], and distributed systems [61].

Filter data structures are used to approximately ascertain if an element belongs to a
specific set. In essence, for a given set S and a query element x, the filter can approximately
inform the query whether “x is in S”. “Approximately” here implies that if x is actually
not in S, the filter has a small error probability p of wrongly indicating that “x is in S”;
however, if x is indeed in S, the filter will always correctly return that “x is in S”. Filter data
structures sacrifice some query accuracy to enhance space and time efficiency. Unlike data
structures that require storing complete information of each element for precise queries,
filter approximate the presence of an element solely through partial information such as
hash values or “fingerprints”. Based on this principle, existing filter data structures are
mainly categorized into two types: one type uses bit arrays as in Bloom filter; the other
type, exemplified by Cuckoo filter, is based on element “fingerprints”.

The Cuckoo filter [62] is an advanced retrieval structure made up of multiple buckets,
each capable of containing several bits. Compared to Bloom filter, Cuckoo filter offer
the significant advantage of supporting deletion of elements and having higher space
efficiency. With equal storage space, Cuckoo filter can achieve more accurate search results
and shorter search times. When querying an element, the time complexity for Cuckoo
filter is O(1), meaning constant time complexity. This indicates that the execution time for
query operations does not increase with the number of elements in the filter, an important
performance feature of the Cuckoo filter design.

In this paper, Cuckoo filter are used to store data on database servers.

3.3. Paillier Homomorphic Encryption

Homomorphic encryption is an encryption technology that allows computations to be
performed on encrypted data and to obtain encrypted results, which, when decrypted, are
consistent with the results obtained by performing the same computations directly on the
original data. This means that homomorphic encryption enables data to be processed and
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analyzed without revealing any content. It is an important technology for protecting online
privacy, allowing cloud computing services to perform complex data processing tasks on
users’ encrypted data without accessing the actual data.

Paillier homomorphic encryption is a public-key cryptosystem that specifically sup-
ports homomorphic addition operations on encrypted data. The applications of the Paillier
encryption scheme are extensive, and it can be used to protect the privacy and security
of data. For example, in distributed computing, the Paillier encryption scheme can be
used to encrypt data and transmit it to various nodes for processing, ensuring the security
and privacy of the data. Furthermore, the Paillier encryption scheme can also be used to
implement homomorphic secret sharing, PSI, and other application scenarios. Overall, the
Paillier encryption scheme is an efficient homomorphic encryption scheme with a wide
range of application prospects. This paper uses the Paillier cryptosystem in its final scheme.
The homomorphic properties utilized in this paper are as follows (the final scheme is based
on these two features):

1. Additive Homomorphism: If c1 = Enc(m1) and c2 = Enc(m2), then Dec(c1 · c2

mod n2) = m1 + m2. This allows for performing addition operations on ciphertexts
without needing to decrypt them first.

2. Scalar Multiplication Homomorphism: If c = Enc(m), then Dec(ck mod n2) = k ·m. This
means that it is possible to perform multiplication operations between a ciphertext
and a plaintext scalar without decryption.

This paper will utilize homomorphic encryption technology to construct the third
protocol of this paper: unbalanced PSI protocol based on dual-cloud assistance.

4. PSI Protocol Constructed Based on DH Key Exchange Mechanism

Before proposing the first unbalanced PSI protocol of this paper, we introduces Mead-
ows’ PSI protocol constructed based on the DH key exchange mechanism [8]. As shown in
Figure 2, the specific process is as follows:

Figure 2. PSI protocol flow chart based on DH key exchange mechanism.
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4.1. Protocol Process
4.1.1. Preprocessing Stage

1. Hash Processing: Each participant applies the same hash function to each element in
their dataset to form a hash-processed dataset, ready for subsequent encryption and
computation processes.

4.1.2. Exchange and Computation Stage

1. Exponentiation: Participant A takes each element from its dataset, use a to perform
exponentiation operations (where a is A’s private key) and forms a new set.

2. Data Exchange: Participant A sends the above-computed set to Participant B.
3. Auxiliary Dataset Construction: Upon receiving the dataset from A, Participant B

uses b to perform exponentiation operations (where b is B’s private key) to build an
auxiliary dataset and sends the result set back to A.

4. Exponentiation: At the same time, Participant B also uses b to perform exponentiation
operations of each element in its own dataset, which is also sent to A.

4.1.3. Intersection Identification Stage

1. Exponentiation and Comparison: After receiving two datasets from B, participant use
a to perform exponentiation operations of the elements in the latter dataset received
that has been powered by B. Then, A compares this result with another dataset
received from B.

2. Intersection Determination: If an element after being powered a times matches an
element in the auxiliary dataset sent by B, then that element belongs to the intersection
of datasets A and B.

This protocol effectively protects the participants’ data privacy through two exponential
operations and hash processing, preventing data leakage during the exchange process.

4.2. Experimental Analysis

For this protocol, experiments were conducted and the runtime was recorded for
various combinations of dataset sizes, as shown in Table 1, where the dataset cardinality
refers to the number of elements in the dataset.

Table 1. Runtime of the PSI protocol Based on DH key exchange mechanism.

Cardinality of Dataset
from Participant One

Cardinality of Dataset
from Participant Two

Protocol Runtime
(s)

210 215 1.7442
210 217 6.8024
210 220 55.2655
210 225 1849.2111
215 215 4.9248
215 217 10.0466
215 220 58.6051
215 225 1852.7098
217 217 20.0932
217 220 68.9472
217 225 1863.5443
220 220 165.4733
220 225 1964.6669

Through the experimental data, an important phenomenon can be observed. Table 1
shows the estimated runtime of the above protocol under different data volume levels. For
example: Initially, when the number of elements in Participant One’s dataset is 210 and
Participant Two’s dataset is 215, the runtime of the protocol is 1.7442 s. In this case, there
is a noticeable imbalance between the smaller side (Participant One) and the larger side
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(Participant Two). Now, if we expand the number of elements in Participant One’s dataset
(originally the side with fewer elements) to 215, while keeping Participant Two’s dataset
size constant at 215, the runtime increases to 4.9248 s, approximately three times the original.
This indicates that although the runtime increases when the datasets are balanced, the
increase is limited. However, if we keep Participant One’s dataset size at 210 and increase
Participant Two’s dataset size to 220 (the same scale of change), the runtime dramatically
increases to 55.2655 s, about 31 times the initial condition. This phenomenon shows that
in unbalanced dataset conditions, increasing the number of elements in the larger dataset
significantly affects the efficiency of the protocol.

These results reveal the importance of dataset balance in maintaining efficiency during
the implementation of this protocol. Unbalanced datasets not only lead to extended
runtimes but can also cause low resource utilization and delays in processing. However, in
practical applications, when two parties want to perform PSI, their sets are often unequal
and with a significant gap. Therefore, the current situation requires the design of a new
protocol to eliminate the impact of dataset size imbalance on protocol efficiency.

5. Unbalanced PSI Protocol Based on Cuckoo Filter

Although Meadows’ PSI protocol [8] constructed based on the DH key exchange
mechanism provides an effective way to compute the intersection of two datasets, espe-
cially under the premise of protecting participants’ data privacy, this paper observes that
its efficiency is significantly impacted when dataset sizes are extremely unbalanced. In
particular, as shown in Table 1, the runtime increases significantly as the size of the larger
dataset increases, reflecting the performance limitations of Meadows’ PSI protocol when
dealing with unbalanced datasets.

In order to overcome these limitations, the first protocol proposed in this paper
adopts a different technical strategy, which effectively reduces the computational burden
under unbalanced conditions by introducing Cuckoo filter. This not only optimizes the
data processing process, but also improves the overall operational efficiency. In the new
protocol, the increase in run time is not as dramatic as that in the Meadows [8] PSI protocol
based on the DH key exchange, even with unbalanced dataset sizes, this allows for more
efficient and balanced data processing. This improvement is particularly important for
datasets of different sizes frequently encountered in practical applications.

Therefore, based on the above introduction, as shown in Figure 3, this paper first
proposes a one-way PSI protocol based on the discrete logarithm problem difficulty and
the correctness (high false positive rate) of Cuckoo filter. This protocol is divided into
two phases, the specific details of which will be introduced later, and in the subsequent
sections, the specific implementation details and optimization strategies of the protocol
will be thoroughly explained.

5.1. Definition of Main Participants and Related Symbols

1. database server: represents the database server that holds all user data.
2. client: represents the mobile client who wants to perform private contact

discovery services.
3. X and Y represent the dataset of the database server and the client, respectively.
4. α represents the private key of the database server in the Diffie–Hellman

encryption algorithm.
5. β j represents the random number generated by the client for the Diffie–Hellman

encryption algorithm.
6. H represents the hash function negotiated by the client and database server for use.
7. CF represents Cuckoo Filter, CF.insert represents the operation of adding an element

to the Cuckoo filter, CF.check represents the operation of checking whether a specific
element exists in the filter.

8. Xi represents the i-th element of set X. Similarly, Yi, Ci, etc., also represent
similar meanings.
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9. C = {c1, c2, . . . , cn} represents the set containing n2 ciphertexts sent by the client to
the database server.

10. C′ represents the set containing n2 ciphertexts sent by the database server to the client.
11. itemj represents the result obtained through a series of exchange and decryption

operations, used to retrieve the filter to obtain the intersection.

Figure 3. Unbalanced PSI protocol based on Cuckoo filter.

5.2. Protocol Process

The protocol is divided into two phases: the preprocessing phase and the intersection
phase, with specific details as follows.

5.2.1. Preprocessing

In the preprocessing phase, the client and server need to perform a series of prepara-
tory work to ensure the security and efficiency of subsequent interactions. The specific
steps are as follows:

1. Security parameter negotiation: The client and database server agree on the large
prime number q used in the DH encryption algorithm and the hash function H used.

2. Database server generates private key: The database server generates its own private
key α, used for the Diffie–Hellman (DH) encryption algorithm.

3. Data scrambling: The client and database server scramble their own datasets X and Y
for randomization, enhancing data privacy and security.

4. Client data preprocessing: The client calculates hj = H(yj) and generates n2 random
numbers β j, used for the Diffie–Hellman (DH) encryption algorithm.

5. Creation of Cuckoo filter: The database server generate a Cuckoo filter CF by using
the operation CF.insert((H(xi))

α), and sends the filter CF to the client for PSI queries
with privacy protection.

5.2.2. Intersection

In the intersection phase, the client and database server perform a series of carefully
designed encryption and decryption operations to blind the client’s elements securely and
compute the intersection of the two sets. The specific operations are as follows:
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1. Element blinding and interactive encryption operations: The client and the database
server interact through a series of asymmetric encryption and decryption operations

to blind the client’s elements. Specifically, the client calculates Cj = h
βj
j and sends C

to the database server. The database server uses its private key α to compute C′
j = Cα

j
and sends C′ back to the client.

2. Intersection computation: After receiving C′, the client checks whether they belong to
the filter CF through the check operation CF.check, thereby calculating the intersection
of the sets. Specifically, after receiving C′ sent by the database server, the client
computes itemj = C′

j
1/β j and uses the result to query the filter CF to obtain the

intersection element yj.

5.3. Correctness Analysis

If xi = yj, then H(xi) = H(yj), then itemj = C′
j
1/β j = Cα

j
∗1/β j =

(
h

β j
j

)1/β j∗α
= hα

j =

H(xi)
α = H(yj)

α.
Thus, through this scheme, the client can accurately obtain the intersection elements

of both parties.

5.4. Security Analysis

This section will analyze the security of the protocol in detail, mainly its ability to
protect the privacy of both parties.

Firstly, considering that the protocol utilizes the Diffie–Hellman (DH) key exchange
mechanism to blind the client’s elements, this process’s security is based on the difficulty of
solving the One-More-Gap-Diffie–Hellman (OMGDH) problem. Since the DH mechanism
ensures that, even in public communication channels, unauthorized parties cannot decipher
the exchanged secret information, the client’s data are protected during transmission to the
server. The server uses a private key to process the received data and returns the results to
the client; this process likewise ensures the security and privacy of the data server.

Secondly, the protocol’s use of Cuckoo filter means that although it efficiently supports
insertion and query operations, its false positive characteristics mean that even if some
non-intersecting elements are mistakenly identified as belonging to the intersection, it does
not reveal the exact set membership information. This feature provides additional privacy
protection to some extent, as even in the event of a false positive error, attackers cannot
determine whether a specific element truly exists in the other party’s set.

Furthermore, through the interactive computations between the client and the server,
the protocol ensures that only elements common to both parties can be accurately identified.
The client checks the data returned by the server against its own dataset to ultimately
determine the intersection.

In summary, based on the blinding process using the Diffie–Hellman mechanism and
the use of Cuckoo filter, this protocol can accurately calculate the intersection of two sets
while protecting the participants’ privacy.

5.5. Experimental Analysis

For this protocol, experiments were conducted, and the runtime was recorded for
various combinations of data volumes, as shown in Table 2. The table also compares the
runtime of Meadows’ PSI protocol constructed based on the DH key exchange mecha-
nism [8]. Since preprocessing can be completed offline, the runtime of the unbalanced PSI
protocol based on Cuckoo filter refers to the total time of the outsourcing process and the
intersection process. The original protocol refers to the PSI protocol constructed based
on the DH key exchange mechanism, and the new protocol refers to the unbalanced PSI
protocol based on Cuckoo filter.
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Table 2. Comparison of PSI protocol runtime based on DH key exchange mechanism and
Cuckoo filter.

Cardinality of Dataset
from Participant One

Cardinality of Dataset
from Participant Two

Original Protocol
Runtime (s)

New Protocol
Runtime (s)

210 215 1.7442 0.1539
210 217 6.8024 0.1569
210 220 55.2655 0.1616
210 225 1849.2111 0.1693
215 215 4.9247 4.9239
215 217 10.0465 5.0232
215 220 58.6050 5.1709
215 225 1852.7097 5.4172
217 217 20.0931 20.0930
217 220 68.9471 20.6841
217 225 1863.5442 21.6690
220 220 165.4732 165.4731
220 225 1964.6668 173.3531

Through the experimental data, this paper can observe several key phenomena. First,
when the cardinality of the smaller dataset (number of elements) remains constant while
the number of elements in the larger dataset increases rapidly, it is observed that the
runtime of the protocol does not change much, remaining consistent. This indicates that
although the size of the large dataset increases dramatically, the efficiency of the protocol is
not significantly affected, thereby proving that the design of this protocol can effectively
mitigate the negative impact of dataset size imbalance on protocol efficiency. Especially,
the overall runtime of the protocol is more related to the cardinality of the smaller dataset
and has very low relevance to the cardinality of the larger dataset.

At the same time, this experiment also found that under balanced dataset conditions,
the runtime of the PSI protocol based on the DH key exchange mechanism and the unbal-
anced PSI protocol based on Cuckoo filter does not differ significantly. This indicates that
when the sizes of the sets are similar, both protocols can exhibit comparable performance,
providing an efficient data intersection solution.

5.6. Summary of This Chapter

In this chapter, two types of PSI protocols are discussed in detail: the PSI protocol
constructed based on the DH key exchange mechanism [8] and the unbalanced PSI protocol
based on Cuckoo filter. By comparing the runtime of these two protocols under different
data volume conditions, this chapter has obtained a series of important observations
and conclusions.

First, the PSI protocol based on DH key exchange shows a performance decline when
dealing with imbalanced datasets. Especially when the size of the smaller dataset remains
constant while the size of the larger dataset increases significantly, the runtime of this
protocol increases dramatically, showing efficiency issues when processing large datasets.

In contrast, the unbalanced PSI protocol based on Cuckoo filter exhibits more stable
performance under various conditions of dataset size imbalance. Even when the size
of the large dataset increases significantly, the change in runtime for this protocol is not
substantial, proving its superiority in dealing with unbalanced datasets. Additionally, when
the datasets are nearly balanced, the performance difference between the two protocols
is not significant, indicating that both protocols can work effectively under balanced
dataset conditions.

Therefore, facing settings with dataset imbalance, the unbalanced PSI protocol based
on Cuckoo filter appears more efficient. It not only maintains a relatively stable run-
time in situations where the dataset sizes are extremely unbalanced but also exhibits
performance comparable to the PSI protocol based on DH key exchange even when the
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dataset sizes are similar. This robustness makes the unbalanced PSI protocol based on
Cuckoo filter a more ideal choice when facing the common problem of dataset imbalance in
practical applications.

6. Unbalanced PSI Protocol Based on Single-Cloud Assistance

The previous chapter has proven that the unbalanced PSI protocol based on Cuckoo
filter is more suitable for practical scenarios; especially under unbalanced conditions, this
protocol effectively resolves the performance limitations of the PSI protocol constructed
using the DH key exchange mechanism in handling unbalanced datasets. However, there is
still room for improvement in this protocol. It is observed that in this protocol, clients need
to store filter and perform complex cryptographic operations, which can be a significant
burden for mobile devices with limited computing power and storage space. A series of
encryption operations and storing filter received from the other party becomes a heavy
load. To address this issue, it is considered to transfer most of the client’s computational
and storage tasks to cloud servers. By delegating tasks to cloud servers, clients can sig-
nificantly reduce computational and storage pressure, especially for mobile devices with
limited capabilities.

This section will introduce cloud computing technology, which allows clients with
limited computing power and storage space to outsource their private data and request
cloud platforms to perform related computations. Currently, whether for individual users
or large enterprises, entrusting data storage and computation tasks to cloud services has
become a common practice. Based on the introduction above, as shown in Figure 4, this
chapter proposes a second unbalanced PSI scheme based on the unbalanced PSI protocol
using Cuckoo filter.

Figure 4. Unbalanced PSI protocol based on single-cloud assistance.

6.1. Definition of Main Participants and Related Symbols

1. database server: represents the database server that holds all user data.
2. client: represents a mobile client that wants to discover private contacts.
3. cloud server: represents an auxiliary server that assists the client in performing

intersection operations, undertaking most of the computational and storage pressures.
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4. X and Y, respectively, represent the dataset of the database server and the
client dataset.

5. α represents the private key of the database server in the Diffie–Hellman
encryption algorithm.

6. r1 represents the random number generated by the client, used to blind the data.
7. β j represents the random number generated by the client for the Diffie–Hellman

encryption algorithm.
8. H represents the hash function negotiated for use by the client and database server.
9. CF represents the Cuckoo Filter, CF.insert represents the operation to add an element

to the Cuckoo filter, CF.check represents the operation to check if a specified element
exists in the filter.

10. Xi represents the i-th element of the set X. Similarly, Yi, Ci, etc., also represent
similar meanings.

11. C = {c1, c2, . . . , cn} represents the set of n2 ciphertexts sent by the client to the
database server.

12. C′ represents the set of n2 ciphertexts sent by the database server to the client.
13. itemj represents the result obtained through a series of exchange and decryption

operations, used to retrieve the filter to obtain the intersection.

6.2. Protocol Process
6.2.1. Preprocessing

1. Security parameter negotiation: Each role discusses the necessary security parame-
ters—all parties share the large prime q used in the DH cryptographic algorithm. The
client and database server negotiate to generate r1 and the hash function H.

2. Database server generates a private key: The database server generates its own private
key α, for use in the Diffie–Hellman encryption algorithm.

3. Data scrambling: The client and database server each scramble their own datasets X
and Y.

4. Client data preprocessing: The client calculates hj = H(yj), generates n2 random
numbers β j, and calculates hj ∗ r1.

6.2.2. Outsourcing

1. Database server sends data to the cloud server: The database server uses its private
key α to perform the operation CF.insert((H(xi))

α ∗ rα
1), creates a Cuckoo filter CF,

and sends it to the cloud server.
2. Client sends data to the cloud server: The client sends the random numbers β j and

hj ∗ r1 to the cloud server. After receiving the data sent by the client, the cloud

server calculates Cj = r
β j
1 ∗ h

β j
j . At this point, the cloud server has saved the client’s

blinded data.

6.2.3. Intersection

1. Cloud server sends data: The client cloud server sends the blinded data Cj to the
database server.

2. Database server processes data: Upon receiving Cj, the database server uses its private
key α to calculate C′

j = Cα
j , and sends the result back to the cloud server.

3. Cloud server processes data: After receiving C′
j from the database server, the cloud

server calculates itemj = C
1/β j
j and uses the result to search CF. If itemj exists in CF,

it returns the index j of itemj and sends j to the client.
4. Obtaining the intersection: The client obtains the intersection element yj through the

received index j.
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6.3. Correctness Analysis

If xi = yj, then H(xi) = H(yj), so itemj = C′
j
1/β j = Cα

j
∗1/β j =

(
r1

β j ∗ h
β j
j

)1/β j∗α
=

r1
α ∗ hα

j = r1
α ∗ H(xi)

α = r1
α ∗ H(yj)

α.
Thus, through this scheme, the client can accurately obtain the intersection elements

of both parties.

6.4. Security Analysis

In the design of this protocol, the primary security objective is to ensure that, even in a
partially trusted cloud environment, neither the client’s data nor the database server’s data
can be accessed or inferred by unauthorized entities. Specifically, since other participating
parties are unaware of the database server’s private key α, they cannot deduce the data
held by the database server. Similarly, since other parties do not know the client’s private
random number r1, they cannot deduce the client’s data.

However, this scheme has inherent security risks, primarily because it does not with-
stand collusion attacks. If the data server and the cloud server collude, they can jointly
deduce the client’s data. This is possible because the cloud server possesses the blinded
data hj × r1, and if the data server leaks the private key r1 to the cloud server, then both the
cloud server and the database server could deduce the client’s original data hj. Collusion
attacks are a security threat where two or more distinct entities (for example, users, systems,
or service providers) secretly cooperate to undermine or circumvent security mechanisms
and privacy measures. In cloud computing environments, cloud service providers and
cloud users may collude to steal or infer other users’ sensitive data stored on the cloud.

6.5. Experimental Analysis
6.5.1. Data Storage Volume

In the research of this paper, the experimental analysis of the unbalanced PSI protocol
based on single-cloud assistance revealed a key issue: when the client needs to receive a
Cuckoo filter from the database server, this poses a significant challenge for mobile clients
with limited storage capacity. This challenge is magnified when facing large datasets.

To understand this issue deeply, a series of experiments were conducted to measure
the volume of Cuckoo filter needed by the client under different data sizes. The input data
size for the experiments was provided by the database server, reflecting the various data
volumes that might be encountered in actual application scenarios. As shown in Table 3, the
paper meticulously recorded the specific sizes of Cuckoo filter under different input data
volumes, revealing the intrinsic relationship between data volume and filter size. Through
experiments, it was discovered that as the data volume in the database server increased, the
storage burden on the client under the original protocol also increased accordingly, with the
size of the Cuckoo filter directly impacted by the input data volume. In applications highly
dependent on contact discovery services and containing extensive user information, this
storage pressure is particularly evident. For example, for applications containing hundreds
of millions of data entries, the volume of the Cuckoo filter could reach an overwhelming
14.850 GB, a significant challenge for most mobile devices.

However, the proposed protocol based on cloud assistance significantly alleviates
this pressure. In the protocol, the Cuckoo filter is stored on the cloud server, thereby
avoiding direct data transmission to the client. This approach not only effectively reduces
the client’s storage burden but also maintains the system’s efficient operation, especially
when handling large-scale data. By making such system design adjustments, the paper not
only ensures the protection of data privacy but also significantly improves the feasibility
and practicality of contact discovery services in actual applications.
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Table 3. Size of Cuckoo filter at different data volumes.

Data Set Count Size of Cuckoo Filter (MB)

215 0.535
217 2.363
220 21.678
222 93.645
223 194.436
224 403.201
227 3571.206
228 7372.835
229 15,206.421

In summary, the experimental results of this chapter emphasize the importance of
optimizing storage strategies when dealing with large data scenarios. By outsourcing
some storage tasks to the cloud server, the solution proposed in this chapter offers a
viable approach for mobile clients needing to perform private contact discovery services,
addressing the growing demands for data storage.

Therefore, based on the above analysis and experimental results, it is clear that when
the data volume in the database server is excessively large, in other words, when the
number of users reaches a certain level, the feasibility of a simple unassisted unbalanced
PSI protocol based on Cuckoo filter significantly decreases, especially in applications like
private contact discovery. This is because the unbalanced PSI protocol based on Cuckoo
filter requires clients to directly receive and process massive Cuckoo filter, which poses a
significant challenge for clients with limited storage resources, particularly mobile devices.
Client devices often do not have enough storage space to accommodate these large-volume
filter data, let alone process these data to complete PSI operations.

In this context, the introduction of a cloud server scheme shows its unique advantages.
By transferring the storage of the filter to the cloud server, the burden on the client is greatly
reduced. By this means, even in situations with a massive number of users and large
data volumes, the scheme can still maintain efficient operations and ensure the smooth
completion of PSI operations.

In summary, through experimental and theoretical analysis, this section concludes
that in scenarios with large-scale users and massive data volumes, the introduction of a
cloud server scheme is more feasible and efficient than the unbalanced PSI protocol based
on Cuckoo filter.

6.5.2. Protocol Running Time

For this protocol, as shown in Table 4, the paper conducted experiments and recorded
the running time of the protocol under various data volume combinations. Because pre-
processing can be completed offline, the running time of the protocol refers to the total
time of the outsourcing process and the intersection process. Table 4 also compares the
running times of the unbalanced PSI protocol based on Cuckoo filter and the unbalanced
PSI protocol based on single-cloud assistance. Here, Protocol 1 refers to the unbalanced PSI
protocol based on Cuckoo filter, and Protocol 2 refers to unbalanced PSI protocol based on
single-cloud assistance.

From the experimental analysis, the following conclusions can be drawn: In cases
of smaller data volumes, the performance differences between the two protocols are not
significant. However, as the data volume increases, the running time differences between
different protocols gradually become apparent. This is because, at certain specific levels,
the proportion of communication time is relatively high when the data volume is small,
significantly impacting the results. For larger data volumes, where computation time
dominates, Protocol 2, by placing computational tasks on the more powerful cloud server,
gradually widens the running time difference from Protocol 1. Overall, the use of cloud
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resources in the unbalanced PSI protocol based on single-cloud assistance significantly
reduces running times, especially when dealing with large-scale datasets.

Table 4. Running times of Protocol 1 and Protocol 2 under different data volume combinations.

Client Dataset Size
Database Server
Dataset Size

Protocol 1 Running
Time (s)

Protocol 2 Running
Time (s)

210 215 0.1539 0.1543
210 217 0.1569 0.1573
210 220 0.1616 0.1611
210 225 0.1693 0.1683
215 215 4.9239 3.8223
215 217 5.0232 3.9145
215 220 5.1709 4.0267
215 225 5.4172 4.2233
217 217 20.0930 15.6768
217 220 20.6841 16.1281
217 225 21.6690 16.8939
220 220 165.4731 129.0516
220 225 173.3531 135.2534

6.6. Summary of This Chapter

This chapter introduces an unbalanced PSI protocol based on single-cloud assistance,
which utilizes cloud computing to reduce the computing and storage pressure of the client
compared with previous protocols. Additionally, in the absence of collusion between the
data server and the cloud server, the protocol effectively protects data from unauthorized
access, ensuring the confidentiality of the data and the privacy of the client, making it
highly suitable for scenarios where the cloud server is fully trusted.

However, it cannot be denied that although this scheme significantly reduces the
computational and storage burden on the client, its security against collusion attacks is
insufficient. When the possibility of collusion between the cloud server and data server
cannot be completely ruled out, the protocol faces security risks and will require further
security enhancement measures. Therefore, the next chapter will introduce a more secure
solution to address the security deficiencies of the current scheme, ensuring the security
and privacy of client data and database server data in environments where not all parties
are fully trustworthy. In other words, the new scheme can resist collusion attacks.

7. Unbalanced PSI Protocol Based on Dual-Cloud Assistance

The previous single-server solution, which efficiently delegated computationally
intensive encryption operations such as exponentiation and storage-intensive Cuckoo
filter to the cloud server, has indeed alleviated the computational and storage burdens
on the client to a certain extent. This is particularly advantageous for clients with limited
computing and storage capabilities, allowing them to operate beyond their hardware
constraints. However, security analysis reveals that the unbalanced PSI protocol based on
single-cloud assistance has inherent security risks, specifically when collusion between the
cloud and data servers is possible, thus compromising its adequacy in protecting client
data privacy.

As shown in Figure 5, to preserve the advantages of the previous scheme—namely
reducing computational and storage pressures on the client—while addressing these secu-
rity issues, this chapter proposes a new solution. This design aims to enhance the security
during data processing, especially against potential collusion attacks.
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Figure 5. Unbalanced PSI protocol based on dual-cloud assistance.

7.1. Definition of Main Participants and Related Symbols

1. database server: represents the database server that holds all user data.
2. client: represents the mobile client that wishes to perform private contact

discovery services.
3. cloud server H1: acts as an auxiliary server for the client, handling the majority of

computation and storage pressures.
4. cloud server H2: another auxiliary server handling substantial computational and

storage demands.
5. X and Y: represent the dataset of the database server and the client, respectively.
6. α: represents the private key of the database server used in the Diffie–Hellman

encryption algorithm.
7. H: the hash function agreed upon by the client and the database server for use.
8. CF: represents the Cuckoo Filter, where CF.insert denotes the operation to add

elements, and CF.check checks for the presence of specific elements.
9. ωj: random exponentials generated by the client for cloud server H1, β j for cloud

server H2.
10. a: a secret value held by the client.h
11. r1,j: random numbers used by the client for sending obfuscated data to cloud server

H1, and r2,j for H2 where r1,j + r2,j = a.
12. C1: the ciphertext collection sent from cloud server H1 to the database server, and C2

from H2; C1,j and C2,j are specific elements within these collections.
13. C′

1 and C′
2: processed ciphertext collections returned to H1 and H2 from the database

server; C′
1,j and C′

2,j are specific elements within these collections.
14. C′′

1 and C′′
2 : final processed ciphertext collections at H1 and H2 after receiving data

from the database server; C′′
1,j and C′′

2,j are specific elements within these collections.
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15. itemj: represents the result of multiplying C′′
1,j and C′′

2,j used to query the filter.
16. j: represents the index used by the client to obtain the intersection.

7.2. Protocol Process
7.2.1. Preprocessing

1. Discuss security parameters: Each party discusses the necessary security parame-
ters—the large prime q used in DH encryption and the client’s public key pkc required
for the Paillier encryption system. The client and the database server negotiate the
creation of hash function H.

2. Client sends Epkc(a): the client generates its private secret number a and sends Epkc(a)
to the database server.

3. Database server generates private key: the database server creates its private key α,
used for the DH encryption algorithm.

4. Data scrambling: the client and the database server each shuffle their
respective datasets.

5. Client calculates hashes and generates random numbers: the client computes
hj = H(yj) and generates n2 random numbers β j, ωj, r1j, r2j, and computes r1jhj,
r2jhj where r1j + r2j = a.

7.2.2. Outsourcing

1. Client sends data to cloud servers: the client sends r1jhj, ωj to cloud server H1, and
r2jhj, β j to cloud server H2. H1 computes C1,j = Epkc(r1jhjωj), and H2 computes
C2,j = Epkc(r2jhjβ j). At this point, H1 and H2 hold the client’s obfuscated data.

2. Database server sends data to cloud servers: Using Epkc(a), the database server

performs the filter insertion operation CF.insert
(

Epkc(a)α∗H(xi)
)

to generate a Cuckoo
filter and sends it to cloud server H2. H2 stores the filter sent by the database server.

7.2.3. Intersection

1. H1 and H2 send data: H1 and H2 each send their respective collections C1 and C2 to
the database server.

2. Database server processes data: Upon receiving the data, the database server uses its
private key α to compute C′

1,j = Cα
1,j = Epkc(r1jhjωj)

α and sends the results back to
H1. It also processes C′

2,j = Cα
2,j = Epkc(r2jhjβ j)

α and sends the results back to H2.

3. H1 processes data: after receiving data from the database server, H1 uses the random

number ωj to calculate C′′
1,j = C

′1/ωj
1,j = Epkc(r1jhjωj)

α∗1/ωj and sends the results
to H2.

4. H2 processes data: Upon receiving data from H1 and the database server, H2 calculates

C′′
2,j = C

′1/β j
2,j = Epkc(r2jhjβ j)

α∗1/β j . H2 checks if itemj = C′′
1,j ∗ C′′

2,j exists in CF. If it
does, it returns the index j of itemj and sends it to the client.

5. Obtaining the intersection: the client receives the index j and retrieves the intersecting
element yj.

7.3. Correctness Analysis

If xi = yj, then H(xi) = H(yj), which implies that C′′
1,j ∗ C′′

2,j = C
′1/ωj
1,j ∗ C

′1/β j
2,j =

Epkc(r1jhjωj)
α∗1/ωj ∗Epkc(r2jhjβ j)

α∗1/β j = Epkc(r1jhjα) ∗Epkc(r2jhjα) = Epkc [αhj(r1j + r2j)] =

Epkc(αhja) = Epkc(a){α∗H(xi)}.
Thus, the client can accurately obtain the intersection elements from both parties.

7.4. Security Analysis

Firstly, we consider the security of a small health app developer’s data in the set.
In considering security against collusion attacks, it is generally assumed that there is an
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adversary who possesses the perspective and information of all participating parties except
for the protected entity. This means the adversary can access, control, or receive information
and resources from all participants except for the protected party. In this scenario, the
adversary attempts to compromise the system’s security or privacy by aggregating these
insights, such as revealing sensitive data of the protected party. If, in this context, the
adversary still cannot learn or infer the protected party’s data, then it is proven that the
data and privacy of the protected party are sufficiently secured against collusion attacks.

This section defines a game where the security objective is to maintain confidentiality
of the data within the set under semi-honest and collusion conditions. The game for
securing the client’s dataset is as follows:

1. The client runs the preprocessing algorithm, sharing the cryptographic hash function
H and the large prime q used in the protocol with the adversary.

2. The client simulates the outsourcing algorithm and sends their (encrypted) input to
the adversary.

3. The client and the adversary simulate the intersection algorithm and discard
any output.

4. The adversary is asked to output a guess ŷ of the client’s input y.

The game is analogized to a deterministic one-way function, such as a public key
encryption scheme. Let S be the simulated messages of the client during the game. Let
a one-way function adversary A′ be given the information (public key) pk and function
(ciphertext) c (encrypted y). The advantage of the adversary AdvA is defined as the
difference between the successful guesses of A and A′. If this advantage is negligible
in the security parameter λ, then the outsourced PSI is considered secure. That is, let
AdvA = Pr[A(S) = y]− Pr[A′(pk, c) = y]. If AdvA < 1

poly(λ) , then the protocol is said to
be secure.

Specifically, after the steps mentioned above, H1, H2, and the database server have a
complete view of the process. However, under the two-server architecture, as illustrated in
Figure 5:

1. In step four of Figure 5, since r1j and r2j are unknown to the adversary, hj can-
not be derived. The adversary can only attempt exhaustive guessing, thus making
AdvA negligible.

2. In subsequent steps, as A does not know the client’s private key for the Paillier
encryption system, it is impractical to decrypt the ciphertexts, making it even more
challenging to derive hj. For instance, itemj = C′′

1,j ∗ C′′
2,j = C′

1,j
1/ωj ∗ C′

2,j
1/β j =

Epkc(r1jhjωj)
α∗1/ωj ∗ Epkc(r2jhjβ j)

α∗1/β j , and since the private key used in Paillier’s
system by the client is unknown, decrypting this compound is complex and hence hj
remains secure.

From the analysis above, it is evident that the advantage of AdvA is negligible. There-
fore, if both cloud servers collude with the database server, they cannot deduce the client’s
original data.

Next, consider the security of the data in the database server’s set. Obviously, apart
from the database server itself, none of the parties know the database server’s private key
α, hence even if both cloud servers colluded with the client, they cannot derive the original
data from CF.

It is particularly noted that due to the prevalence of attacks on hash functions, further
security enhancements are recommended by protecting the hashed data as the raw data.

In conclusion, the dual-server scheme successfully resists collusion attacks under
semi-honest conditions. By thoroughly integrating considerations for security and privacy
into the protocol design, both the client’s and the database server’s data are assured of
robust protection. This solution not only provides an effective mechanism for PSI but also
demonstrates resilience against potential collusion threats.
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7.5. Experimental Analysis
7.5.1. Data Computation Volume

When evaluating any protocol’s performance, the computational load borne by the
client is undoubtedly a critical factor. As all three protocols have been introduced, this
section focuses particularly on the client’s computational volume, to accurately gauge and
compare the efficiency of the three distinct protocols in operation. Specifically, this section
will conduct a detailed analysis and comparison of the primary computational tasks that
the client must execute across these protocols, to fully assess each protocol’s demand on
the client’s computational resources. This analysis will primarily focus on the types of
operations involved, aiming to clarify which protocol demonstrates relative advantages in
reducing the client’s computational burden, thus providing a solid basis for selecting the
most appropriate protocol. Below is an analysis of the main types of operations involved
in each protocol, focusing primarily on the outsourcing and intersection processes, as the
preprocessing can be completed offline.

1. Unbalanced PSI protocol based on Cuckoo filter: two rounds of modular exponenti-
ation operations and filter retrieval.

2. Unbalanced PSI protocol based on single-cloud assistance: a single round of multi-
plication operations and outputting yj based on index j.

3. Unbalanced PSI protocol based on dual-cloud assistance: two rounds of multiplica-
tion operations and outputting yj based on index j.

An analysis of the single-instance time consumption for these four operations offers a
practical insight into the computational volume differences:

1. Modular exponentiation operation: Representing computation-intensive operations,
modular exponentiation becomes particularly time-consuming. On a standard hard-
ware setup, the time required for a single modular exponentiation operation depends
primarily on the size of the numbers involved and the efficiency of the algorithm.

2. Multiplication operation: Compared to modular exponentiation, multiplication
operations execute much faster on modern computing systems, even when involving
large numbers. Therefore, whether it’s a single round of multiplication in the single-
cloud protocol or two rounds in the dual-cloud protocol, the processing times are
relatively short.

3. Cuckoo filter retrieval: Although relatively quick, the retrieval operation for a Cuckoo
filter involves memory access, which may make it slightly slower than simple arith-
metic operations. The exact time required for this operation depends on the size of
the filter and the efficiency of the implementation.

4. Outputting yj based on index j: This operation involves retrieving an element from
an array or list based on a specific index and is generally very fast, primarily limited
by memory access speeds.

After a detailed analysis and comparison, this section has conducted a thorough
exploration of the key computational tasks executed by the client across the three differ-
ent protocols. These tasks include modular exponentiation, multiplication operations,
Cuckoo filter retrieval, and data retrieval based on an index. By assessing these types
of computations and their specific time consumptions, the following conclusions can
be drawn:

1. Unbalanced PSI protocol based on Cuckoo filter: primarily relies on two rounds of
modular exponentiation, which are computation-intensive, especially when dealing
with large numbers.

2. Unbalanced PSI protocol based on single-cloud assistance: by executing a single
round of multiplication and an index-based data retrieval process, it significantly
alleviates the computational burden on the client.

3. Unbalanced PSI protocol based on dual-cloud assistance: Includes two rounds of
multiplication operations and an index-based data retrieval process, also aiming to
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distribute the computational pressure on the client. Although it involves two rounds
of multiplication, due to the inherent efficiency of the operation, the total processing
time remains within an acceptable range.

Through the meticulous assessment of each protocol’s computational types and their
time consumptions, it is evident that both the unbalanced PSI protocol based on single-
cloud assistance and unbalanced PSI protocol based on dual-cloud assistance exhibit
excellent performance in reducing the client’s computational burden, particularly in the ef-
ficient execution of multiplication operations and data retrieval. In contrast, the unbalanced
PSI protocol based on Cuckoo filter, while potentially offering stronger security provisions,
shows some deficiencies in efficiency and timeliness. Therefore, when choosing an appro-
priate protocol, a balance should be struck based on actual performance requirements and
security needs.

7.5.2. Protocol Running Time

After introducing all three protocols, this section primarily discusses the running
times of the protocols. The running time of a protocol is an important benchmark for
evaluation in this paper because it directly reflects the protocol’s efficiency in practical
operations. The factors affecting the running time of the protocol include computational
time and communication time. As shown in Table 5, experiments were conducted to record
the running times of the protocols under various data volume combinations. Table 5 also
places the running times of the unbalanced PSI protocol based on Cuckoo filter, unbalanced
PSI protocol based on single-cloud assistance, and unbalanced PSI protocol based on
dual-cloud assistance side by side for comparative analysis. Here, Protocol 1 refers to
the unbalanced PSI protocol based on Cuckoo filter, Protocol 2 refers to the unbalanced
PSI protocol based on single-cloud assistance, and Protocol 3 refers to the unbalanced PSI
protocol based on dual-cloud assistance.

Table 5. Running times of the three protocols under different data volume combinations.

Data Volume
Protocol 1

Running Time (s)
Protocol 2

Running Time (s)
Protocol 3

Running Time (s)

210|215 0.1539 0.1543 0.1551
210|217 0.1569 0.1573 0.1586
210|220 0.1616 0.1611 0.1635
210|225 0.1693 0.1683 0.1701
215|215 4.9239 3.8223 4.3707
215|217 5.0232 3.9145 4.4709
215|220 5.1709 4.0267 4.6001
215|225 5.4172 4.2233 4.8206
217|217 20.0930 15.6768 17.8801
217|220 20.6841 16.1281 18.4004
217|225 21.6690 16.8939 19.2802
220|220 165.4731 129.0516 147.2608
220|225 173.3531 135.2534 154.3003

It is noteworthy that the preprocessing stages of all three protocols can be completed
offline, meaning they do not directly contribute to online operation delays. Therefore,
the recorded running times in this paper refer to the total time of all processes excluding
preprocessing. Specifically, in Protocol 1, this primarily refers to the total duration of
the intersection process; in Protocols 2 and 3, it refers to the total duration of both the
outsourcing and intersection processes.

Through experimental analysis, the paper draws the following conclusions: At smaller
data volumes, the performance differences between the three protocols are not significant.
However, as the data volume increases, the differences in running times between the
protocols become apparent. Generally, the unbalanced PSI protocol based on Cuckoo
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filter tends to have the longest running time, while the unbalanced PSI protocol based
on single-cloud assistance has the shortest running time, and the performance of the
unbalanced PSI protocol based on dual-cloud assistance is in the middle. This phenomenon
can be explained by the complexity of data handling and the differences in communication
overhead among the protocols. The unbalanced PSI protocol based on Cuckoo filter, due to
its direct and unoptimized calculations, is less efficient when handling large volumes of
data. Nevertheless, at very small data volumes, where the proportion of communication
time is relatively high, the impact of data transmission costs on total running time becomes
significant. In such cases, the unbalanced PSI protocol based on Cuckoo filter does not
necessarily appear inefficient because other protocols might be even less efficient in data
transmission. Especially in environments with poor network conditions or limited data
transfer rates, the lower communication demands of the unbalanced PSI protocol based on
Cuckoo filter might, in some cases, lead to better performance.

Moreover, the running times of the unbalanced PSI protocol based on single-cloud
assistance and the unbalanced PSI protocol based on dual-cloud assistance are significantly
reduced through distributed computing and the use of cloud resources, especially when
dealing with large-scale datasets. In summary, choosing the appropriate protocol requires
a comprehensive consideration of factors such as data volume, computational resources,
and network environment. In practical applications, understanding the performance char-
acteristics and suitable scenarios of each protocol is crucial for optimizing data processing
workflows and enhancing efficiency.

7.6. Summary of This Chapter

The protocol leverages the computational and storage resources of two cloud servers,
significantly reducing the burden on the client by lowering its computational and storage
requirements and enhancing the system’s efficiency and availability. Through distributed
computing and security measures such as homomorphic encryption, it ensures the safety
and privacy of data during transmission and processing, adequately protecting sensitive
information of both the client and the database server. This solution not only improves
the operational efficiency of devices with limited resources but also effectively prevents
collusion attacks. Consequently, the unbalanced PSI protocol based on dual-cloud assis-
tance excels in PSI operations, particularly in applications like private contact discovery,
demonstrating both high efficiency and security.

7.7. Extensions

To enhance the practicality of the scheme, this section will explore two key aspects
from an engineering practice perspective: the design of the PSI network and the design of
the data update mechanism.

First, the design of the PSI network focuses on building an efficient, secure, and
scalable network architecture to support large-scale PSI computations.

Second, the design of the data update mechanism involves a method to update the
datasets stored on the cloud servers without interrupting the service. This is particularly
crucial for PSI computation scenarios that require frequent data updates.

7.7.1. PSI Network

As previously described, the client delegates PSI computations to two cloud servers.
In practice, a vast network of cloud servers can be built to support this delegation. The
basic system description is as follows.

• Access and authentication of cloud servers: Any server can apply to become a cloud
server, also known as a server assistant. These servers must undergo a series of certifi-
cation processes (including hardware performance verification, security vulnerability
scanning, and compliance checks) to ensure they meet security and performance stan-
dards. Servers that pass the certification but later violate regulations will be blacklisted
and removed. The system maintains platform security and trust through mechanisms
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such as regular security scans and real-time monitoring, with any violations leading
to the immediate removal and further investigation of the server.

• Mechanism for selecting Server assistants: When needing to perform PSI, clients
choose two cloud servers based on their performance (such as processing power,
storage capacity, and network bandwidth), stability, security capabilities, and compli-
ance with regulations, among other hard and soft factors. Cloud servers with high
availability promises are preferred to minimize the risk of failures.

• Execution mechanism for PSI operations: The PSI network supports client flexibility
and system scalability; clients can execute PSI on different database servers by merely
changing Epk(a), without needing to redesign the entire system. This design enhances
client flexibility and the system’s efficiency, reliability, and security.

7.7.2. Summary of the PSI Network

This system design not only achieves the delegation of PSI computations but also in-
troduces multiple cloud servers into the network, thereby enhancing the system’s flexibility
and stability. Additionally, by implementing authentication and maintaining a blacklist
for cloud servers, the system can better guarantee the credibility of the cloud servers,
enhancing overall security. This flexible yet secure system design provides clients with
more options and makes PSI operations more adaptable to various practical requirements.

In summary, under the existing framework, clients can delegate computing and storage
tasks to different cloud servers and perform PSI operations on various database servers
by using different random numbers and different Epk(a). This method allows clients to
more flexibly use multiple resource nodes and optimize task distribution, thereby further
enhancing the overall performance and security of the privacy protection scheme.

7.7.3. Data Updates

To further enhance the practicality of the scheme, this paper also designs a data update
mode compatible with the scheme, making the overall scheme more practical and reliable.

• Data Updates on the Database Server Side:

As shown in Figure 6, the update details of the database server are as follows:
Definition of main participants and related symbols:

1. database server: represents the database server that wants to encrypt and upload
updated data to cloud server H2.

2. cloud server H2): represents the cloud-assisted server H2 that assists the database
server in completing update operations.

3. Z represents the set of data to be updated, zk represents the k-th element of Z.
4. ω represents the load factor of the filter.
5. z′k represents the data zk after encryption processing.
6. updatek represents the operation index, used to determine whether the update

operation is an insertion or deletion.
7. U represents the set of data sent by the database server to the cloud-assisted

server H2, uk represents the k-th element of U.

Update process:

1. The database server has a set of elements Z it wants to insert or delete. These ele-
ments are blinded before being sent to cloud server H2. Specifically,
z′k = Epkc(a)α∗H(zk).

2. In addition to sending the blinded elements, the database server also sends
an identifier variable updatek to inform the client whether the operation is an
insertion or a deletion.

3. During an insertion operation, H2 first checks whether the current filter’s load
factor ω exceeds 0.95.
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4. If the load factor ω is greater than 0.95, then H2 must request the database server
to generate a new filter using all elements to maintain high spatial and lookup
efficiency of the filter.

5. If the load factor ω is less than or equal to 0.95, then H2 can directly insert the
element into the current filter CF.

6. In a deletion operation, H2 removes the specified element from the filter CF, a
process that does not require generating a new filter.

This section introduces the data update process for the database server under the
unbalanced PSI protocol based on single-cloud assistance. This series of update
operations allows the database server to flexibly handle the insertion and deletion
of elements based on the current state of the filter, ensuring the system’s efficiency
and accuracy.

Figure 6. Data Updates on the Database Server Side.

• Data updates on the client side: As shown in Figure 7, the update details of the
database server are as follows:
Definition of main participants and related symbols:

1. client: represents the client who wants to perform data updates.
2. cloud server H1: represents the cloud-assisted server H1 that assists the database

server in completing update operations.
3. cloud server H2 represents the cloud-assisted server H2 that assists the database

server in completing update operations.
4. Z represents the set of data to be updated, zk represents the k-th element of Z.
5. z′k represents the data after being processed by the hash function H.
6. k represents the data index, used to determine the type of update, either insertion

or deletion, and to retrieve the updated data based on the index.
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7. When adding data, datek represents the data processed through the dual-cloud
scheme and sent to the two cloud-assisted servers. When deleting, datek is null.

8. V represents the set of data sent by the database server to the cloud-assisted
server H1, vk represents the k-th element of V.

9. V′ represents the set of data sent by the database server to the cloud-assisted
server H2, v′k represents the k-th element of V′.

Update process:

1. The client has a set of elements Z it wants to insert or delete. In both cases, the
client blinds each element and sends them to H1 and H2 respectively.

2. The client sends a data index K to inform the cloud servers about the type of
update, whether it is an insertion or a deletion. If the index is less than n2, it
indicates a deletion operation. In this case, datak is null, and H1 and H2 delete
the corresponding data based on the index.

3. If the index is greater than n2, it indicates an addition operation, and the corre-
sponding calculation results and index are saved.

4. After completing a batch of deletion and addition operations, the relative order
of the indices also needs to be adjusted. The update process is illustrated in
Figure 5.

This section introduces a client data update process based on dual-cloud assistance,
designed to enhance the database’s dynamic management capabilities while ensuring
data privacy and efficiency. This update protocol supports both data insertion and
deletion operations, and through the cooperation of cloud-assisted servers H1 and H2,
it optimizes the speed and security of client data updates.

Figure 7. Data updates on the client’s side.
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• Summary of data updates: This section has explored two key data update processes
based on the unbalanced PSI protocol based on dual-cloud assistance the database
server update process and the client update process. Both processes are designed to
efficiently handle data insertions and deletions while ensuring data security, and to
use cloud server resources to optimize overall operation efficiency.

8. Conclusions and Future Work

8.1. Work Summary

Privacy computing is a technology framework aimed at protecting individual privacy
during the process of data use and sharing. It ensures that data can still be effectively
utilized without disclosing specific content through various algorithms and protocols.
Among many applications of privacy computing, Privacy Set Intersection (PSI) is a common
requirement, which allows two or more parties to compute the intersection of their datasets
without revealing their exclusive data to each other.

Traditional PSI protocols are primarily designed for cases where datasets are relatively
balanced in size, which often does not apply in real scenarios. In many practical situations,
the size disparity between participants’ datasets is significant, necessitating the use of un-
balanced PSI protocols. These protocols are specifically designed to handle such disparities,
optimizing computational efficiency and privacy protection to cater to a wider range of
practical needs. By adopting unbalanced PSI protocols, not only is the processing efficiency
improved, but more precise control over data protection is also offered, thus finding broader
application in various data-sensitive industries. This paper proposes three protocols: the
unbalanced PSI protocol based on Cuckoo filter, the unbalanced PSI protocol based on
single-cloud assistance, and the unbalanced PSI protocol based on dual-cloud assistance.
Here, the unbalanced PSI protocol based on Cuckoo filter addresses performance issues of
traditional PSI protocols in handling unbalanced datasets. On this basis, the unbalanced PSI
protocol based on single-cloud assistance transfers most of the computational and storage
burdens from the client to the cloud, enhancing practicality. Faced with the possibility of
collusion attacks, the unbalanced PSI protocol based on dual-cloud assistance employs
security mechanisms such as homomorphic encryption to effectively resist these attacks.
The main contributions of this paper are summarized as follows:

1. Addressing the shortcomings of traditional PSI protocols when dealing with signifi-
cant data size disparities among participants, this paper proposes the first protocol,
namely the unbalanced PSI protocol based on Cuckoo filter. This protocol successfully
constructs a novel PSI approach through encrypted exchanges and using Cuckoo filter
for private information retrieval.

2. Given the complexities of cryptographic operations and storage demands in the
unbalanced PSI protocol based on Cuckoo filter, this paper introduces a unbalanced
PSI protocol based on single-cloud assistance. This protocol successfully offloads
most of the client’s computational and storage burdens onto the cloud.

3. In response to potential collusion between the cloud and database servers in the
unbalanced PSI protocol based on single-cloud assistance, this paper proposes an
unbalanced PSI protocol based on dual-cloud assistance with security mechanisms
like homomorphic encryption, which effectively prevents collusion attacks while
offloading computational and storage burdens.

4. Concerning practical issues in the unbalanced PSI protocol based on dual-cloud assis-
tance, this paper also introduces a conceptually meaningful PSI network and a data
update mode tailored for the unbalanced PSI protocol based on dual-cloud assistance.

8.2. Protocol Summary

As shown in Table 6, this section provides a comprehensive summary and recommen-
dations for the three protocols discussed in this paper. The unbalanced PSI protocol based
on Cuckoo filter offers high security but involves significant computational and storage
demands, making it suitable for clients with strong computational and storage resources.
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The unbalanced PSI protocol based on single-cloud assistance, while being the fastest and
offloading computational burdens to the cloud, poses security risks as it cannot withstand
collusion attacks, making it appropriate for scenarios where the cloud is fully trusted. The
unbalanced PSI protocol based on dual-cloud assistance offers an ideal balance of runtime,
security, and efficiency, making it the most versatile and practical option.

Table 6. Overall performance summary of the three protocols.

Protocol Security
Client Storage and

Computational Burden
Runtime

Unbalanced PSI protocol based on
Cuckoo filter High security (no collusion attacks) Requires storing Cuckoo filter and

intensive computation Longest

Unbalanced PSI protocol based on
single-cloud assistance

Security risks (cannot resist
collusion attacks) Shifted to cloud server Fastest

Unbalanced PSI protocol based on
dual-cloud assistance

High security (can resist
collusion attacks) Shifted to cloud server Moderate

8.3. Future Outlook

Although the protocols proposed in this document are applicable in most scenarios,
there are still several aspects that could be optimized for future development:

1. All protocols are designed for two-party unbalanced PSI. Extending these protocols
to multi-party scenarios is an important future direction, given the practical needs for
multi-party computations.

2. The protocols are developed under a semi-honest security model. Extending their
robustness to malicious models, where adversaries may actively attempt to undermine
the protocols, represents a crucial area for further research.

3. The current protocols focus solely on set intersection. In practical applications, there
may be requirements to perform further computations on the intersection results.
Developing functionalities to support such computations post-intersection is another
significant direction for future work.
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Abstract: Digital transformation in energy sector organizations has huge benefits but also exposes
them to cybersecurity challenges. In this paper, we carried out a systematic literature review on
cybersecurity challenges and issues in the energy domain. Energy-associated assets are very critical
for any nation and cyber-attacks on these critical infrastructures can result in strategic, financial, and
human losses. We investigated research papers published between 2019 and 2024 and categorized our
work into three domains: oil and gas sector, the electricity sector, and the nuclear energy sector. Our
study highlights that there is a need for more research in this important area to improve the security
of critical infrastructures in the energy sector. We have outlined research directions for the scientific
community to further strengthen the body of knowledge. This work is important for researchers to
identify key areas to explore as well as for policymakers in energy sector organizations to improve
their security operations by understanding the associated implications of cybersecurity.

Keywords: cybersecurity; digital transformation; energy sector automation; risk assessment; operations

1. Introduction

The energy sector is not only an important sector of any economy but is also an
essential component of modern human life. It is difficult to imagine life without electricity
and fuel as modern-day work infrastructures are heavily dependent on energy. According
to the International Energy Agency (IEA), global demand has seen a growth of 2.2% in
2023; however, a 3.4% annual growth is expected by 2026. Although there is a slight
decrease in electricity consumption in the US and EU, emerging economies like China and
India have seen a growth in electricity consumption. Technological advancements such as
artificial intelligence, data centers, and cryptocurrency are estimated to double their energy
consumption by 2026 [1]. These statistics highlight the need for more energy production
sources and efficient management of energy production, distribution, and use.

Digital transformation has advocated for fostering digital technologies to improve
business processes and customer satisfaction and many sectors have benefited from digital
transformation initiatives. Similarly, digital transformation in the energy sector has been
explored and it has been highlighted that digitalization can help reduce energy consump-
tion and optimize energy sector operations [2–4]. Nazari and Musilek [5] also highlighted
that digital transformation in the energy sector results in cost reduction, efficiency, and en-
hanced customer experience. In another study, Oudina et al. [6] highlighted that petroleum
and natural gas are important forms of energy that support the expansion of numerous
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other businesses, as well as many aspects of contemporary living and the world econ-
omy. The ecological impact of the oil and gas industry is changing due to the Petroleum
Cyber-Physical System (CPS). Petroleum CPS efficiency approaches aid in an international
assessment of the oil field by taking into account the amount of information on output
generated by a drilling site. The energy sector is exposed to a number of dangers that
have the potential to damage the natural world, interrupt vital power lines, and trigger
an economic calamity. These dangers include human errors, environmental hazards, cy-
berattacks, and disruptions in connectivity. The focus of the scientific community is on
the development of a self-aware and contemporary CPS. The research on petroleum and
natural gas lacks the definition of threats, the reasons behind reservations of all kinds,
and a workable defense strategy. Moreover, a thorough investigation of cyber security
for oil and gas industries is still lacking. In a reported study, authors discussed the basic
trust issues with CPS, along with how they apply to the oil and gas sector. They divided
trust-related issues into functional, human, business, and trust categories. The issues were
outlined as a group of characteristics and showed how they are related. This study found
that recognizing and resolving issues in the oil and gas sector is a critical first step in
implementing risk prevention, protection, and mitigation strategies, and is a vital tool
for enhancing CPS reliability and quality in this important economic domain. In order
to measure the readiness level for digital transformation in the energy sector, different
assessment methodologies have been developed that can help in measuring the readiness
of the energy sector in different countries [7]. Such assessment frameworks can help in
prioritizing the need of improvement in the energy sector infrastructure for policymakers
and higher management.

COVID-19 has accelerated the digital transformation rate in industries to achieve
business continuity by adopting modern technologies such as big data analytics, cloud
computing, internet of things, artificial intelligence, etc. However, associated cybersecurity
implications of digital transformation have also increased, posing a security threat for
organizations [8–10]. Recent cybersecurity attacks such as Stuxnet [11], colonial pipeline
hack [12], Dragonfly attacks [13], cyberattacks on Saudi Aramco [14], and cyberattacks
on smart meters in Puerto Rico [15] further strengthen the importance of cybersecurity in
energy sector [16].

In this paper, we have conducted a systematic literature review, which mainly focuses
on cybersecurity implications in oil and gas and the electricity and nuclear energy sectors.
This paper presents recommendations for further research in this domain. The findings
will help in formulating appropriate security policies to enable the benefits of digital
transformation in the energy sector. This paper is structured as follows: Section 2 explains
the procedures for selecting primary studies for systematic analysis and Section 3 explains
the summaries of selected papers. Section 4 highlights the findings of the study and
Section 5 concludes the analysis and makes some recommendations for further studies.

2. Materials and Methods

In this section, we explain the methodology adopted to extract the research papers for
our study. We performed a systematic literature review using the PRISMA guidelines [17],
we used the Google Scholar [18] database as our main repository for scientific papers.
We queried the repository by different keywords which were chosen to facilitate the
extraction of research articles related to our topic. The search terms used were (digital
transformation in energy sector) AND (cyber security), (digital transformation in oil and
gas) AND (cybersecurity), (Cybersecurity in Electricity), (Digital Transformation in Nuclear
energy) AND (cyber security), (energy sector) AND (cybersecurity). For each search result,
first, we applied the duration filter from 2019 to 2024 and then we shortlisted the first 30
hits for each search results, resulting in a total of 150 papers. Based on this we carried out
title filtering, then we filtered based on the abstract, and finally we performed filtering
based on the contents of the paper. Our qualification criteria for research papers included
the following:
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• The paper is published in the time period of 2019–2024;
• The paper is focusing on both digital transformation and cybersecurity implications in

energy sector;
• The paper is available in the English language;
• The paper is a not a review paper, book, or thesis.

As shown in Figure 1, after the final content filtering, we were left with 26 papers
which are included in this study. The distribution of papers based on the publication year
is shown in Figure 2, where we had 1 paper from 2019, 4 papers published in 2020, 3 papers
published in 2021 and 2022 each, 11 papers from 2023, and 4 papers were published in
2024.

Figure 1. Research Methodology for Our Review Paper.

Figure 2. Distribution of Publication Years of Selected Papers in Review.
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3. Results

In this section, we present the findings of our study grounded in the literature focusing
on cybersecurity implications in Energy sector. There is a sparse body of knowledge
focusing on recommendations to secure the industry [19].

3.1. Cybersecurity Implications in Oil and Gas Industry

Nowadays, cyberattacks directed at oil and gas firms have increased in onshore and
offshore installations. Many cybercriminals and hackers target their cyberattacks on the oil
and gas sector. Nowadays, the oil and gas sector has become more and more advanced
in terms of technology. Activities are being digitalized at an increasing rate; sensors are
being used. Although this increases productivity, it also increases the susceptibility of
networks to cyberattacks [20]. Since offshore oil production typically takes place in isolated
areas, remote access and control are necessary. Industrial Cyber-Physical Systems (ICPS),
Supervisory, Control, and Data Acquisition (SCADA) systems, and Industrial Internet of
Things (IIoT) technologies are integrated to achieve this system. The ecosystem, marine
life, and worker safety could all be severely impacted by a successful cyberattack against
an offshore oil and gas asset [21]. Frederick et al. [22] highlighted the investigation of
cybersecurity scrutinization and management opportunities in the IIOT systems. Cyber-
security monitoring and controls are essential because of the continuous cyberattacks on
these integrated IIoT systems. They outlined five strategies that support cybersecurity
monitoring and control in the context of the industrialized Internet of Things and adjacent
sectors. They looked at past and present incidents involving cyber threats and cyberattacks
in industrial IoT systems to acquire data for their study. They also discussed novel ideas,
applications, best practices, and systems for monitoring and control that, when put into
effect, will benefit other sectors of the economy.

Villarreal et al. [23] have emphasized that international cyberattacks increased by 50%
in 2021 as a result of COVID-19. The conflict in Ukraine has also made matters worse since
2022, especially for the oil and gas sector. They described that the industry must take a
proactive approach to cybersecurity concerns by integrating behavioral and technology
safeguards. To safeguard a natural gas company’s technical structure, they suggested
a model for cybersecurity based on the NIST CSF (National Institute of Standards and
Technology Cybersecurity Framework) and CIS CSC (Center for Internet Security Critical
Security Controls). The four steps of this paradigm are environmental analysis, scope and
risk appetite, control design, and development. Through the evaluation of the applied
techniques and employee surveys, this framework proved to be effective, producing a
92.69% efficacy and an 81.55% acceptance rate, meeting level two of the NIST CSF, and
producing the desired result.

Houmb et al. [24] argued that higher levels of system integration and connectivity
are necessary for intelligent automated industrial process control. An increasing danger
of cyberattacks for Industrial Control Systems (ICS) and other Operational Technology
(OT) systems coincides with this development. They described that models and techniques
that take into account the functionality of the entire Cyber-Physical System are needed.
To do this, a process-sensitive threat assessment for an attack response is combined with
a context-based detection approach. Moreover, the adopted strategy must be flexible to
consider the unpredictable nature of the method and the changing risks of cyberattacks. The
results showed that cyber-attacks against cyber-physical systems (CPS) can be identified
and differentiated using the technologies already in use. This suggested that monitoring
the IT and OT components of the system is feasible to developing risk-based cybersecurity
solutions. Tariq et al. [25] explained that for early recognition and preventing hostile activity
and illegal access, intrusion detection systems (IDS) are essential to maintaining network
security. Their study explained the design and evaluation of an IDS utilizing machine
learning methods, with an emphasis on the oil and energy sector. Long short-term memory
(LSTM), multilayer perception (MLP), random forest, and one-dimensional convolutional
neural network (1DCNN) were among the models that were trained and tested using
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both artificial and real-world datasets. With an area under the curve (AUC) of 96%, the
1DCNN model demonstrated the best performance among the models, demonstrating
its efficacy in identifying network intrusions. Their study emphasized the importance of
selecting the best machine learning algorithms for intrusion detection systems (IDS) and
recommended further research into combination models and sophisticated architectures
for advancements.

In another study, Pettersen and Grøtan [26] examined the oil and gas sector as an
example of a field facing challenging circumstances and the immediate possibility of a
major failure. The sector is going through major modifications due to advancements in
digital technologies and is subjected to increasingly dangerous threats as a result of political
shifts. It also involves cyber-physical systems, which have close connections between
technological developments that can be triggered from almost anywhere. Using interviews,
the study determined the degree to which the industry’s current cybersecurity procedures
could be improved by implementing resilience principles. The study highlighted the value
of examining the empirical findings using a theoretical framework for assessing cyber
resilience. Furthermore, they discovered that reducing the gap between strategic flexibility
and cyber security resilience calls for a hybrid approach that combines robustness and
adaptive capacity. Additionally, they found that a fundamental shift away from viewing
resilience as a result and only an effect of current practice is necessary to prioritize adaptive
capacity gradually. On the other hand, they viewed the adaptive capacity as resilience-as-
process, a phenomenon that merits independent investigation. This suggests that managing
cyber resilience needs to go beyond just integrating it with risk management.

Obonna et al. [27] highlighted that several amorphous cyberattacks have been launched
on the oil and gas installation’s process control network (PCN). Denial-of-service (DoS),
distributed denial-of-service (DDoS), and man-in-the-middle (MitM) attacks are a few
examples. One important influencing reason might have been the relatively inexpensive
network development that led to the acceptance of public networks in operation technology
(OT). The OT industry’s connection to the internet for firmware updates, outside assistance,
or supplier participation has made cyberattacks conceivable. These sporadic intrusions
disclose the PCN when they go unnoticed, and an effective assault can have catastrophic
results. In order to identify disparities, a study examined how machine learning techniques
are used to monitor data exchanges among various network elements. It also reviewed
the various forms of cyber-attacks in PCN of oil and gas installations. The experimental
results demonstrated the accuracy and usefulness of various machine learning algorithms
in identifying these anomalies, with notable precise attack detections identified using
tree algorithms for man-in-the-middle (MitM) attacks accounting for trade-offs between
precision and estimation complexity.

Shohoud [28] described that during the last ten years, Egypt’s oil and gas sector’s
information technology usage has risen exponentially, along with the number of hacking
attempts targeting these systems. The functioning and credibility of these businesses might
be impacted greatly as a result of these threats to cyber security. Such attacks must be
avoided at all costs. Particularly considering the importance of Egypt’s oil and gas industry
to the regional economy and the fact that a large number of these interconnected systems
are occasionally controlled remotely. This study aimed to educate decision-makers on
the significance of taking proactive steps to fortify the company’s digital security and
safeguard information-critical resources. It also analyzed the usefulness of the ISO 27001
standard [29] in reducing the impact of cyber threats. To achieve a high return on investment
in understanding cybersecurity, the study highlighted the significance of enhancing the
local educational system and applying an organized strategy that prioritizes behavioral
change to close the gap between the supply and demand for cybersecurity specialists.

Progoulakis et al. [30] focused on enhancing the knowledge of dangers associated with
cyber security and the administrative and technical protections that the oil and gas business
must implement. The findings of the study discussed about cyber security for offshore oil
and gas assets; providing insightful information about the mindset of the sector today and
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how cyber security ideas are seen. The significance of business participation and support,
employee involvement, training, organizational culture, and corporate support in the area
of cyber security are emphasized. The study highlighted that the human aspects and the
business structure must be used as two distinct perspectives to observe and comprehend
the topic of cyber security. For the human elements, their survey’s findings showed that
threats from insiders and a lack of awareness of technology and culture are prioritized over
most other cyber threats. Specifically, 73% of participants said it is likely that an insider will
pose a threat to cyber security. Another real risk to cyber security breach situations is a lack
of awareness of cyber-safety concepts and how they affect processes or a business in the
event of an attack. Moreover, the results of the survey showed that, in addition to having
disaster recovery strategies, oil and gas businesses either hire or receive assistance from
outside cyber security specialists. Understandably, employees of oil and gas organizations
had differing perspectives on the topic of cyber security when it comes to adaptability
and comprehension.

Avanzini and Spessa [31] explained that combining old and modern technologies gives
firms new perspectives and alternatives, but it also raises cybersecurity issues. Furthermore,
due to their extreme visibility, critical sectors like oil and gas are increasingly vulnerable to
cyberattacks. Their study offered a comprehensive cybersecurity strategy designed for the
Oil and Gas (O&G) sector. The study addressed the three aspects of cybersecurity: people,
processes, and technologies. For the asset owners, the process started with risk profile
generation. High-risk items were ranked in order using a bowties and barrier management
strategy. To identify the required mitigation actions security zones were established,
Security Level Targets were created, and a gap analysis was carried out. In the next step
of testing, phishing efforts and penetration tests were conducted. For manufacturers, the
focus on the certification of the system and its components contributes to security. To
ensure that cybersecurity resilience for O&G assets is accomplished, a comprehensive,
methodology is intended to address all relevant factors from both an operational and
organizational standpoint.

Mohammad et al. [32] stated that Supervisory Control and Data Acquisition (SCADA)
is a critical component of ICPS as it provides process management and surveillance. These
SCADA systems are known to interact using several insecure protocols that are open to
different types of attacks. As a result, vital infrastructures, particularly those in the oil and
gas industry, face higher cyber dangers. This study offered a method for attacking ICS to
deny legal service using the Modbus TCP, in light of an increase in cyberattacks against
these systems and the regularity with which these assaults result in DoS situations. This
study presented a unique field flooding attack that can penetrate these defenses. The effects
of the field flooding attack were assessed using three real industrial testbeds with various
setups. The findings indicate that the programmable logic controller (PLC) often used
in the oil and gas field is particularly susceptible to the assault, since a single erroneous
packet caused a 59 min denial of service. In another study, Gueye et al. [33] highlighted the
lack of real-world data needed to create neural network models efficiently, exploring the
vital area of cybersecurity for industrial control and automation systems (ICS). This study
aimed to fill the literature gap by assessing the effectiveness of a unique approach to ICS
cybersecurity using data from real industrial settings. The study created a dataset using
actual data from several commercial industries. These sectors include freshwater tanks,
power networks, and gas pipelines. Authors claimed that the power system models obtain
an astounding 71% accuracy rate, and the network performance is consistently increased
by adding data produced. In several trials, the machine learning system achieved an
astounding 99% accuracy using generated data. Furthermore, when the technique was used
to set gas pipelines, most studies demonstrated that it was approximately 90% accurate.
However, the study had some limitations, for example, because the study’s restricted
focus is on infrastructure, its findings cannot be easily applicable to other industries.
The implementation of specific security methods against cyberattacks is a topic that the
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present investigation did not include, indicating the necessity for additional studies on this
important topic.

3.2. Cybersecurity Implications in Electricity

Electricity systems are a complex network spanning from energy generation plants,
power grids, and distribution and transmission mechanisms, and recent cyberattacks ad-
vocate for a more serious focus on cybersecurity in the electricity domain [34]. There
is a critical need for advanced cybersecurity measures to safeguard smart grids against
vulnerabilities introduced by the integration of information and communication technolo-
gies (ICTs) [35,36]. Therefore, there is a need for collective efforts to strengthen global
cybersecurity measures in the electricity sector by the development of strategic policies
to safeguard energy infrastructure [37]. Similarly, Ratnam et al. [38] advocated for the
resilience of the electricity systems as the complexity of modern-day electricity systems
increased referred to as “Internet of Energy”, so there is a need for improving the robustness
of the electricity grids.

Sun et al. [39] applied intrusion detection mechanisms to improve the cybersecurity
of the smart meters. The authors analyzed the vulnerabilities in the smart grids and
proposed mechanisms to identify and avoid cyber intrusions. In another study, Shaaban
et al. [40] adopted data-driven mechanisms for indicating electricity theft in photovoltaic
generation systems. The study emphasized the importance of cybersecurity in making
sure the integrity of photovoltaic (PV) generation, as electricity theft may compromise
grid stability. Ibrahem et al. [41] highlighted how the variation and the transmit technique
is performed to detect electricity theft at the Advanced Metering Infrastructure (AMI)
systems. This study showed the elevating significance of securing AMI systems from
cyber threats. In another study, Tolba and Al-Makhadmeh [42] proposed the utilization
of an authentication approach with the goal of securing the communications in the smart
grid environments. The results highlighted that this approach improved the cybersecurity
of the grid communication systems by mitigating the main threats. A study by Johnson
et al. [43] showed the cybersecurity obstacles for electric vehicles that were charged by this
infrastructure. It showed the main threats and indicated the potential countermeasures to
protect the charging networks from cyberattacks.

Furthermore, Bai et al. [44] introduced a model that aims to enhance the precision of
power theft detection, by incorporating a transformer network with a Gaussian-weighted
self-attention mechanism to capture global dependencies and temporal dependencies in
the electricity consumption data. The framework addressed the impact of cyberattacks on
critical infrastructure and discussed data preprocessing, normalization, and missing value
processing. It also presented a neural network model and a subsystem for monitoring
the network traffic. The proposed model was evaluated using two datasets, including
the State Grid Corporation of China (SGCC) dataset, which was collected during the
2014–2016 period and is structured as time–series data, and another dataset obtained from
the Canadian Institute for Cybersecurity. Musleh et al. [45] outlined that digital technologies
improved the management and control of solar distributed generation systems; however,
additional cybersecurity threats have emerged. The authors highlighted cybersecurity
vulnerabilities of the distributed commercial solar inverters focusing on the Australian
electricity grid. The authors experimentally showed the potential risks which affect grid
stability; therefore, resilient cybersecurity measures are required. In another study, Erkek
and Irmak [46] adopted the digital twin technology to improve the cybersecurity of the
plant hydroelectric power. The authors highlighted how digital twin technologies may
predict and model cyber threats, enhancing the plant’s resilience against potential attacks.
They applied the digital twin model to a power plant in Turkey to foster a proactive
approach to cybersecurity.

Ismail et al. [47] adopted deep learning approaches to control electricity theft in the
distributed generation (DG) domain. The main contribution of their work lies in addressing
the manipulation of smart meters by malicious customers in renewable-based DG units to
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overcharge utility companies. To reach this, the authors employed deep machine learning
techniques, including deep feedforward, deep recurrent, and deep convolutional recurrent
neural networks. The authors highlighted that smart meter data combined with meteoro-
logical data, and SCADA metering data can enhance the detection rate to 99.3% and false
alarm to 0.22%. Similarly, Takiddin et al. [48] proposed the utilization of the variational
auto-encoders for indicating stealth cyber-attacks at the advanced metering infrastructure
networks. The approach implemented fully connected variational auto encoders and long
and short-term memory variational auto encoders and was able to improve the detection
rate in the range of 11–15%, 9–22% improvement in the false alarm rate, and 27% to 37%
improvement was the highest difference compared to existing approaches. In another study,
Takiddin et al. [49] developed a machine learning-based approach using vector embedding
to detect electricity theft cyber-attacks at the AMI networks. This approach enhanced the
detection effectivity and accuracy in indicating cyber threats in the systems of electricity
distribution. The model was tested on two real datasets and achieved a 95.8% detection
rate, 93.7% highest difference, and 2.1% false alarm. Tang et al. [50] provided an in-depth
analysis of vulnerabilities in the demand-response systems integrating customer demand
and smart grid response. In their experiment, a false demand is added to the system and
an online detector using a convolutional neural network is made to control such demand
requests. The system was trialed on an IEEE 34 bus feeder and the results highlighted that
the developed system achieved higher accuracy and responded to cyber-attacks with fixed
change rates. In another study, Heymann et al. [51] investigated the cybersecurity resilience
in the Swiss electricity sector by researching 124 Swiss energy market representatives.
The research study highlighted policy recommendations to improve the energy sector’s
protection against cyber threats and improved the system’s stability. The study advocated
for stringent regulatory measures and monitoring strategies to improve the Swiss energy
sector’s cybersecurity resilience. Another study [52] pointed out the frequency of the
synchronization consensus issue in networked microgrids vulnerable to multi-layer denial
of service (DoS) attacks, which may concurrently impact measurements, control activation,
and communication pathways. A unified concept called Persistency-of-Data-Flow (PoDF)
was put forth to quantify the multi-layer DoS effects on the hierarchical system and charac-
terize the data unavailability in various information network linkages. They provided a
condition of DoS attacks with PoDF that enabled consensus maintenance of the proposed
edge-based self-triggered distributed control system. To mitigate the conservativeness of
offline design against the worst-case assault across every device, an online self-adaptive
strategy of the control parameters was also built to fully exploit the most recent information
of all data transmission channels. Lastly, illustrative case studies were used to confirm the
efficacy of the suggested cyber-resilient self-triggered distributed control.

In the literature, some studies carried out detailed reviews on the cybersecurity im-
plications specifically in the electricity domain. For instance, Liu et al. [53] highlighted
the use of digitally controlled and software-driven distributed energy resources (DERs) to
enhance grid operations. However, this development also makes geographically scattered
DERs vulnerable to digital threats, such as staff mistakes, communication problems, and
hardware and software flaws which enforces the importance of cybersecurity in this area. In
this regard, they have given a detailed overview of the advancements in cyber-resiliency en-
hancement (CRE) of the DER-based smart grid. Firstly, a holistic threat modeling approach
with a focus on effect analysis and identifying vulnerabilities was specifically designed
for the hierarchical DER-based smart grid. The defense-in-depth tactics that include detec-
tion, avoidance, mitigation, and restoration are then thoroughly examined, categorized,
and meticulously compiled. The five main resiliency enablers were then incorporated
into a comprehensive CRE framework. Lastly, a thorough discussion of the difficulties
and potential paths forward was provided. Similarly, Nafees et al. [54] emphasized that
opponents can launch sophisticated cyberattacks, including advanced persistent threats
and coordinated attacks, resulting in operational issues and, in the worst cases, blackouts
of electricity as a result of the substantial rewards that grid dangers can understand. The
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Ukrainian power grid attack exemplified the latter. In their study, they examined the nature
of cyber-physical threats to comprehend their features and provided a threat modeling
methodology. In particular, they explored the nature of cyber-physical threats and pro-
vided a threat modeling framework to comprehend their traits and effects on the physical
and control systems of the smart grid. They also looked at current threat detection and
defense capabilities. Moreover, they explained how electricity system managers should
include human factors while assessing the effects of intrusions. Zhang et al. [55] highlighted
the application of machine learning (ML) on Internet of Things (IoT)-based smart grids.
They emphasized that the usual management and operation of the equipment will be
significantly impacted by the hostile disturbance introduced into the power stream. As a
result, security evaluation in safety-critical power systems is essential. They thoroughly
analyzed the latest developments in attack and defense strategy design for ML-based smart
grids. The study drew attention to the details involved in creating hostile attacks against
these ML-based smart grids. They carried out a thorough investigation to examine and
contrast previous research on adversarial assaults on Machine Learning-based smart grids
in situations including initiation, broadcast, supply, and utilization. The countermeasures
were then evaluated based on the attacks they were designed to fend off. Lastly, the at-
tacker’s and defender’s respective future research directions were examined. In another
study, Inayat et al. [56] highlighted that the smart grid needs to be protected from growing
security risks and intrusions. In their study, they presented a thorough analysis of protec-
tion strategies that can be applied to identify these kinds of assaults and lessen the risks
they pose. They emphasized that to reduce the frequency of cyberattacks, the targeted
equipment’s security needs to be improved by mentioning different methods and models
such as the Gaussian process model, pattern detection method, honeypots, parametric
feedback linearization controller, etc.

3.3. Cybersecurity Implications in Nuclear Energy

Due to the digitalization of control systems, cybersecurity in digital control systems is
very important specifically focusing on vulnerabilities in the network infrastructure and
control systems as well as human aspects [57]. There is a need to adopt a three-pronged
policy focusing on enhancing cybersecurity resilience, foster public–private partnerships
for cyber-attack preparation, and improving the security of nuclear systems [58]. Similar
concerns were highlighted by Falowo et al. [59] that the need for clean energy sources
has triggered increasing demand for nuclear fusion plants, so there is a critical need
for cybersecurity management of such infrastructures. They highlighted that startup
companies due to their increased innovation might help in bringing cybersecurity agility in
protecting nuclear fusion plants, where threats may be classified based on the importance
of the infrastructure and the nature of the threat for continuous threat assessment.

Jung et al. [60] developed a technical assessment methodology to evaluate potential
attacks on an asset and applicable controls. They compared their assessment result by jointly
implementing their assessment along with NEI 13-10 (cybersecurity control assessments)
against the application of on NEI 13-10 on plant protection of a nuclear power reactor APR
1400. The study provided insights on further improving the assessment mechanisms.

Yockey et al. [61] highlighted it is critical that system designers, reactor operators, and
regulators must focus on the cybersecurity implications during the design of autonomous
control systems (ACS) in advanced nuclear reactors. The study developed a cyber-physical
testbed using digital twin technologies. The testbed included two plant-level digital
twins and two component-level digital twins for reactor malfunction/control action and
component states/forecasting component input/output, respectively. Furthermore, two
duplicate ACS designs were formulated one based on traditional machine learning and
second, an automated machine learning approach, and the results highlighted that neither
of them is optimal. Hence, the authors laid out a set of recommendations to all stakeholders
to foster a shared responsibility for securing machine learning-based systems.

Table 1 provides a summarized contribution of all papers included in this review.

162



Information 2024, 15, 764

Table 1. Overview of Studies included in the Review.

S. No Publication
Year

Main Contribution Technology/Method

[23] 2023 Context and Problem: Highlighted that the global cyberattacks
increased by 50% in 2021 as a result of the pandemic’s intensification
in 2020. This scenario has been made worse by the conflict in Ukraine
since 2022, especially in the oil and gas sector, which is considered
essential infrastructure, confronts cybersecurity issues that
necessitate a proactive strategy that combines technology and
behavioral controls.
Solution and Result: Proposed a cybersecurity framework model
that was assessed through implementation control and staff survey
and showed 92.69% efficacy and 81.55% acceptance by staff.

Derived from the Center for
Internet Security Critical
Security Controls (CIS CSC)
and the National Institute of
Standards and Technology
Cybersecurity Framework
(NIST CSF).

[24] 2023 Context and Problem: Emphasized that the industrial control
systems (ICS) and industrial automation and control systems, which
have traditionally been protected from cyberspace, are at risk of
cyberattack. They highlighted attacks such as the US Colonial
Pipeline attack, Ukraine Grid Attack, and Norway Oil
Platform attack.
Solution and Results: Proposed a context-based detection approach
integrated with a knowledge-based approach to mitigate the effect of
cyberattacks. Existing monitoring applications can be utilized to
identify and differentiate between various cyberattack types. This
shows that it is feasible to monitor the ICS system’s IT and control
components in order to develop risk-based cybersecurity decision
support systems.

Integrating, a
process-sensitive threat
assessment for attack response
with a context-based detection
approach.

[25] 2023 Context and Problem: Emphasized the significance of selecting
suitable machine learning algorithms for intrusion detection systems
(IDS) in the oil and gas industry. Four machine learning algorithms
were evaluated in this context.
Solution and Results: Highlighted that the 1DCNN model achieved
the highest performance with 96% accuracy.

Machine learning algorithms
for intrusion detection in oil
and gas industry using
intrusion detection dataset.

[26] 2024 Context and Problem: Mentioned that the oil and gas industry is
vulnerable to cyberattacks because of the digital transformation.
They explored the degree of resilience by evaluating the oil and gas
industry’s current cybersecurity procedures.
Solution and Results: Examined the empirical data by proposing a
“resilience ABC” which takes into account a significant difference
between resilience based on adaptive capacity and robustness.

Empirical study.

[27] 2023 Context and Problem: Highlighted the dangers of cyber-attack (such
as DoS, DDoS and MitM) on process control network (PCN) of the oil
and gas industry. The PCN is exposed by its incapacity to identify
these dangerous cyberattacks, and a successful attack could have
disastrous consequences.
Solution and Results: Performance evaluation of various machine
learning techniques for detection of MitM attacks in a process control
network in an oil and gas installation. Coarse tree algorithm showed
high performance for identifying the MitM attack.

Machine learning techniques
for detection of MitM attacks
using real time dataset.

[28] 2023 Context and Problem: Underscored that the Egyptian oil and gas
industry have gone through a digital transformation which led to
several security breaches.
Solution and Results: Investigated the benefits of implementing ISO
27001 for reducing cyber threats in Egypt’s downstream oil and gas
industry and also raised cybersecurity awareness in the oil and
gas industry.

Empirical study.
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Table 1. Cont.

S. No Publication
Year

Main Contribution Technology/Method

[30] 2021 Context and Problem: Highlighted the offshore oil and gas industry
is facing cyber threats because of digitization.
Solution and Results: Explored the risks to cyber security through a
survey study and recommended organizational (such as
cybersecurity awareness and training) and technical safeguards (such
as real-time monitoring) that the oil and gas sector should implement.

Empirical study/survey.

[31] 2019 Context and Problem: The oil and Gas industry is vulnerable to
various high-profile cyberattacks because of its critical infrastructure.
This may lead to heavy economic damage as well as a threat to
people’s security and the environment.
Solution and Results: It outlines a comprehensive strategy to
cybersecurity designed specifically for the oil and gas industry. This
strategy addresses issues concerning technologies, people, and
procedures, or the “three pillars” of cybersecurity. Moreover, devised
cybersecurity strategy guidelines by integrating operational and
organizational standpoint.

Proposed holistic framework
and recommendations for
cybersecurity resilience.

[32] 2023 Context and Problem: The oil and gas industry rely heavily on
SCADA system which uses insecure communication protocols. It
leads to several cyberattacks such as DoS.
Solution and Results: Presented a unique field flooding attack by
conducting an experimental study and highlighted that the PLC
often used in the oil and gas field are particularly susceptible, since a
single erroneous packet caused a 59 min denial of service. This
algorithm showed 99% accuracy.

Evaluation of Field flooding
attack on the network based
on 4 h of network capture
traffic from three testbeds to
formulae dataset.

[33] 2024 Context and Problem: Cyberattacks can destroy and damage critical
infrastructures such as power, water, and gas because of the lack of
real-world industrial control and automation systems.
Solution and Results: Assessed the effectiveness of cybersecurity
techniques used in industrial control systems using real-time data
and formed a combined dataset. Results showed that the dataset
quality affects the model’s performance.

Machine learning applications
on three datasets of power
system, freshwater tank, and
gas pipeline.

[39] 2020 Context and Problem: Advanced metering infrastructure is
vulnerable to cyberattacks because of digitization and can
affect consumers.
Solution and Results: Introduced two-stage intrusion detection
mechanisms for the cybersecurity of smart meters in power grids
which effectively identified the cyberattacks in smart meters.

Two staged intrusion
detection for smart meters.

[40] 2021 Context and Problem: Electricity units are at risk of cyberattack by
malicious consumers who may change their data reading in smart
meters leading to electricity theft.
Solution and Results: Focused on detecting electricity theft in
photovoltaic (PV) generation using a data-driven method based on a
regression tree. Performance of regression tree is compared with
other models which showed better performance by regression tree.

Data-driven detection of
cyberattacks in PV generation

[41] 2022 Context and Problem: The change and transit approach is very
commonly used in smart metering systems, but it has brought
challenges of vulnerability to cyberattacks which can lead to
electricity theft, financial loss, and grid instability.
Solution and Results: Deep learning-based solutions for detecting
electricity theft in Advanced Metering Infrastructure (AMI) systems
which outperform the traditional methods.

Deep learning-based change
and transmit detection
techniques in AMI networks
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Table 1. Cont.

S. No Publication
Year

Main Contribution Technology/Method

[42] 2021 Context and Problem: Common challenges in digitizing the power
grid include security threats such as false data injection, which
diminish the predicted assimilation performance.
Solution and Results: Presented a user authentication approach to
secure smart grid communications which improves the detection of
false data injection more effectively.

Cybersecurity user
authentication for smart grids.

[43] 2022 Context and Problem: Electric vehicle chargers when interacting
with grid stations pose several cybersecurity vulnerabilities that can
lead to financial loss and grid instability.
Solution and Results: Analyzed cybersecurity threats related to
electric vehicle charging infrastructure and proposed measures for
securing EV chargers from attack.

Cybersecurity measures for
electric vehicle charging
infrastructure.

[44] 2023 Context and Problem: Electricity theft is a major factor in power
outages. In recent years, there has been rising recognition of using
neural network models in electrical theft detection (ETD). However,
conventional techniques have a limited ability to gather deep
properties, making it difficult to spot abnormalities in power
consumption data consistently.
Solution and Results: A model that aimed to enhance the precision
of power theft detection using a transformer network with a
Gaussian-weighted self-attention mechanism to capture global and
temporal dependencies in electricity consumption data.

An experimental study using
two datasets, including the
State Grid Corporation of
China (SGCC) and another
dataset obtained from the
Canadian Institute for
Cybersecurity.

[45] 2024 Context and Problem: Combining solar distributed generation (DG)
devices into the electricity grid adds complexity that might affect the
grid’s dependability and security.
Solution and Results: Evaluation of cybersecurity vulnerabilities
and impacts of distributed solar inverters on the Australian grid.

Experimental evidence of
cybersecurity vulnerabilities
of distributed commercial
solar inverters

[46] 2024 Context and Problem: Hydroelectric power plants face cyberattacks
because they integrate into digital systems.
Solution and Results: Enhancing cybersecurity of a hydroelectric
power plant in Turkey using a digital twin model to detect and
analyze attacks. Results showed that it improves threat detection.

Digital twin model.

[47] 2020 Context and Problem: The distributed generation domain is
vulnerable to attack as malicious user can change the meeting
readings, leading to electricity theft.
Solution and Results: Developed a deep learning–based system to
detect electricity theft in renewable distributed generation (DG)
using novel cyber-attack functions. The model has the highest
detection rate (99.3%) and the fewest false alarms (0.22%).

Utilized deep feed forward,
deep recurrent, and deep
convolutional recurrent neural
networks for detection.
Created datasets from smart
meter readings,
meteorological (solar
irradiance) data, and SCADA
metering data, simulating an
IEEE 123 bus test system.

[48] 2020 Context and Problem: AMI networks face cyberattacks because of
the malicious data given to them. Traditional models are unable to
deal with this issue and are unable to detect electricity theft.
Solution and Results: Detection of stealth cyber-attacks in AMI
networks using variational auto-encoder-based techniques. Improve
the detection rate by 11–15%, false alarm rate by 9–22%, and highest
difference by 27–37% over existing detectors.

Variational auto-encoder.
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S. No Publication
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Main Contribution Technology/Method

[49] 2020a Context and Problem: Electricity theft is difficult to identify because
of false energy consumption data and the legacy ML models are
unable to identify these thefts.
Solution and Results: Detection of electricity theft cyber-attacks in
AMI networks using deep vector embeddings. The proposed model
outperforms the shallow detectors showing high performance
and accuracy.

Deep vector embeddings.

[50] 2023 Context and Problem: Integration of demand response programs in
smart grids poses cyber security threats due to false data injection.
Solution and Results: Explored vulnerabilities in demand-response
systems with renewable energy integration under cyberattacks and
proposed an online detector for cyberattacks. Results showed that
detectors helped in effectively mitigating the attacks.

Vulnerability analysis of
demand-response in smart
grids.

[51] 2022 Context and Problem: The Swiss electricity system is prone to
cyberattacks because of digital transformation.
Solution and Results: Cybersecurity and resilience measures in the
Swiss electricity sector, offering policy options for enhancement,
which showed that the cybersecurity system needs improvement.

Participant feedback,
cybersecurity, and resilience
analysis.

[52] 2023 Context and Problem: Network microgrids face cyberattacks,
especially from multi-layer DoS attacks.
Solution and Results: Construct an online self-adaptive strategy of
the control parameters to fully use the most recent information of all
data transmission channels, hence mitigating the conservativeness of
offline design against the worst-case attack across all devices.

Cyber-resilient self-triggered
distributed control to mitigate
multi-layer DoS attacks.

[60] 2023 Context and Problem: The nuclear industry is introduced to
cybersecurity attacks because of digitization.
Solution and Results: Devised a methodology for cybersecurity
controls assessment of nuclear powerplant which offers a
comprehensive understanding of cyberattacks.

Cybersecurity assessment
framework.

[61] 2023 Context and Problem: Nuclear power plants and energy plants are
becoming vulnerable to cyberattacks
Solution and Results: Developed a cyber-physical testbed using
digital twin technologies. The testbed included two plant-level and
digital twins and two component-level digital twins for reactor
malfunction/control action and component states/forecasting
component input/output, respectively.

Digital twin, machine learning

4. Discussion

Cybersecurity implications of the digital transformation in the energy sector are very
critical due to the enhanced importance of energy assets [3,4]. A taxonomy of cybersecurity
in energy sector organizations is developed and is shown in Figure 3. The energy sector can
be categorized into three sub-sectors: the oil and gas sector, the electricity and renewable
energy sector, and the nuclear energy sector. Power plants, oil and gas pipelines, smart
distribution grids, energy storage systems and offshore platforms are key infrastructure
components of energy sector organizations that need to be secured. The sub-components in
these organizations can be categorized into control systems, operational technologies, infor-
mation technology tools and integrated information, and operational technology systems.
Control systems may include supervisory control and data acquisition (SCADA) [21,32,47],
distributed control systems (DCS) [62], or programmable logic controllers (PLCs) [32]. The
security of these control systems is important as attacks on these control systems will result
in the loss of control of these critical infrastructures. Cybersecurity attacks on operational
technologies like real-time systems such as power generation controls [63], grid monitoring
controls, turbine controls [64], and battery optimization systems can result in outages and
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malfunction of energy sources. Information technology infrastructure components such as
networks, data centers, and cloud systems are another key target of cybersecurity attackers
to sabotage the critical infrastructures. The last sub-component integrates the information
technology components with operational technologies to enhance the performance of en-
ergy sector organizations. It may include simulation and modeling tools of OT data [65],
grid analytics [66], smart meters, and battery analytics [67]. Cybersecurity attacks on these
components may result in significant performance degradation and service delays.

Figure 3. Taxonomy of Cybersecurity Implications in the Energy Sector.

The Institute of Electrical and Electronics Engineers [68] and Association of Comput-
ing Machinery have [69] classified the security in eight domains and all these domains
are relevant to cybersecurity in energy sector organizations. The first domain is human
security which refers to securing individuals, and data, and analyzing human behavior for
cybersecurity. Energy sector organizations can develop cybersecurity measures in place
which can enhance social engineering cybersecurity, by focusing on human factors, identity
management, and increasing cybersecurity awareness and usable privacy and security
among all stakeholders [9]. The data security aspect investigates securing the data in
the organization and energy sector organizations can foster cybersecurity controls such
as quantum cryptography, digital forensics, access control, data integrity, data storage
security, and secure communication protocols. Software security refers to the adaptation
of cybersecurity principles during the software development and usage stage. Secure
software design, usability, and rigorous testing are key aspects in this domain and it can
be specifically challenging when software development is carried out by supply chain
partners of energy sector organizations. Approaches like zero trust architecture [70] and
DevSecOps [71] can improve software security. Component security refers to cybersecurity
during the design, acquisition, testing, and deployment phases of components in larger
systems. Component reverse engineering [72], design, testing, and procurement processes
in energy sector organizations need to be analyzed to enhance component security. Further-
more, connection security refers to cybersecurity challenges related to the establishment
of connections between different organization infrastructure components. In this domain
cybersecurity challenges pertaining to network architecture, hardware architecture, dis-
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tributed systems architecture, network services, and defense are key challenges. The system
security domain looks at the security challenges from a holistic view of systems integration
and challenges like system management, system access, and control and system retirement
are taken into consideration. The organizational security domain focuses on protecting
the organization from cybersecurity attacks and challenges like risk management [26],
security governance, cybersecurity planning, security analytics, and security operations
that fall under this domain. Lastly, the societal security domain refers to cybersecurity
issues that impact society, and areas like cybercrimes, cyber laws, and ethics are key issues
in this domain. Energy sector organizations can focus on satisfying regulatory and legal
requirements [51] pertaining to the cybersecurity of their organizational infrastructure.

As shown in Figure 3, threats can be classified as malware [73], phishing attacks [74],
social engineering attacks [75], advanced persistent threats (APTs) [76], DDoS attacks [27],
zero-day vulnerabilities [77], and insider threats [78]. An extensive security policy capable
of resilience against these diverse cybersecurity attacks can improve the security resilience
of energy sector organizations. A balanced combination of preventive, detective, corrective,
and physical controls in energy sector organizations can help in achieving cybersecurity
goals. Additionally, organizations need to implement international standards (such as
NIST 800-53 [79], ISO/IEC 27001 [80], IEC 62443 [81]), regulations (such as General Data
Protection Regulation (GDPR) [82]), frameworks (such as Network and Information Sys-
tems directive), and industry-specific standards (NIS 2 [83], Presidential Policy Directive
(PPD) [84]) to make their cybersecurity controls more effective. Cybersecurity processes in
energy sector organizations can be categorized into risk management, incident response,
vulnerability management, and security operations where advanced technologies such
as Artificial intelligence, machine learning [25,27,33], blockchain [85], quantum comput-
ing [86], zero trust architecture [70], cloud computing [87], digital twins [46], and internet
of things [22,55] can support in establishing a robust cybersecurity framework.

As shown in Figure 4, we present a list of typical challenges faced by energy sector
organizations to protect the energy infrastructure from cybersecurity attacks. Based on this
we present a set of key research directions which can help other researchers to work on
improving the cybersecurity of energy sector infrastructures.

 

Figure 4. Cybersecurity Challenges in the Energy Sector.
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Cybersecurity strategic planning ensures that organizations adopt a systematic ap-
proach to protect their organization from cybersecurity threats. Energy sector organizations
being the critical infrastructure need to have a robust business continuity plan. Business
continuity planning ensures that organizations can recover from cybersecurity attacks and
resume operations quickly. A robust risk management process needs to be established
to identify critical assets, identify threats and their impact. After this, the recovery time
objectives and resources need to be allocated which can develop appropriate controls
to enhance the business resilience. Additionally, an incident response plan needs to be
developed which outlines the roles and responsibilities of response teams, protocols of
response reporting, and a communication plan. The communication plan should include
the strategy of communication with all stakeholders and regulatory authorities during the
cybersecurity attacks. The plan should also define the schedule of data backup, regular
recovery testing trials, and backup infrastructure. Successful and failed case studies of
business continuity cybersecurity planning in energy organizations can facilitate other
organizations in designing their cybersecurity policies. Typical research in diverse orga-
nizational and cultural contexts focuses on questions like—How warfare, international
politics, and business competition can contribute in cybersecurity risks? How cybersecurity
resilience can be enhanced in energy sector by optimizing business continuity planning?
What are effective communication protocols in cybersecurity response? What are best
practices in cybersecurity recovery? —can strengthen this body of knowledge.

Human resources are key in improving cybersecurity practices and energy sector
organizations can develop a systematic approach to human resource development. Such
an approach should include hiring key talent and designing skill development programs
to foster a cybersecurity culture within the organizations. Additionally, comprehensive
cybersecurity awareness plans need to be designed. The plan may include simulated social
engineering and cyber-attack scenarios for employees to become acquainted with cyberse-
curity threats. Gamification and storytelling approaches can be integrated to enhance the
user experience [88]. Here, research questions like—How do cultural and organizational
challenges affect the stakeholder’s cybersecurity readiness? How stakeholders’ cyberse-
curity awareness can be enhanced? How does gamification help in improving employee
cybersecurity readiness? Empirical studies answering such questions can contribute to
fostering cybersecurity resilience in energy sector organizations? —can contribute to litera-
ture. It is also critical to educate users about security implications to improve external and
internal threat management within the energy sector organizations [89,90]. There have been
some studies showing that employees have limited information security readiness [91],
so cybersecurity training [92,93] can better prepare them to cope with the cybersecurity
challenges and optimally respond to threat situations. Such a rich research agenda can help
the energy sector organizations to secure their digital transformation drive by adopting
effective controls and risk management methodologies [94–97].

Organizations need to align their cybersecurity practices with government cybersecu-
rity laws and standards to proactively respond to cybersecurity challenges and enhance
stakeholders’ trust, therefore energy organizations need to do comprehensive planning.
Empirical research can enhance this body of knowledge by documenting best practices
and challenges for energy organizations in adhering to standards and improving the plan-
ning process. Additionally, researchers can investigate on developing new standards and
frameworks to enhance cybersecurity in energy sector organizations. Furthermore, cyber
laws and policies can be investigated for cybersecurity enhancements in the energy sector
supply chain. Financial implications of cybersecurity attacks are also very critical and
organizations need to plan the budget allocation for cybersecurity compliance, emergency
risks, as well as insurance. Researchers can explore questions like—How can cybersecurity
financial forecasting be enhanced? How can critical infrastructure cybersecurity operational
cost be minimized? How can models be optimized to predict the financial value of critical
assets for insurance?
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Cybersecurity leaders need to drive the cybersecurity processes, so they need to hold
the appropriate skills to excel. Additionally, cybersecurity is a knowledge-intensive activity
so cyber leadership in organizations needs to plan the fostering of effective knowledge
management processes and tools to continuously learn and improve cybersecurity re-
silience. In this context, typical research questions such as—How can the cyber leadership
process be sustained in energy sector organizations? How can skills be enhanced of cy-
bersecurity leaders? How can culture influence the cybersecurity behavior of leadership?
How can organizational learning be fostered in cybersecurity activities of energy sector
organizations? How can appropriate tools be designed to support knowledge manage-
ment in cybersecurity operations of energy sector organizations?—maybe considered. It is
also very interesting to document in-depth case studies about leadership roles during the
cybersecurity response to document best practices [98,99].

Technological infrastructure is another critical factor that focuses on aligning appro-
priate advanced technologies with organizational processes to gain optimal advantages.
Cybersecurity activities are heavily reliant on technologies and energy sector organizations
need to enhance the technology management processes. Firstly, as we have seen some stud-
ies have used machine learning [27,33,61], and digital twin [46,61] technologies to improve
their critical infrastructures from cybersecurity threats so we highlight that there is a need
for more studies to design secure technologies using advanced technologies [73]. Further-
more, the adoption of user-centric design [100] approach while designing security control
systems can help to foster better adoption of security controls. The research community can
develop advanced technologies to improve cybersecurity processes. The following research
questions may be answered: How can quantum cryptography enhance the resilience of
cryptographic algorithms? How can digital twin technologies and zero trust architecture
be used to protect digital assets in energy sector organizations? What are challenges in
fostering such technologies in energy sector organizations? How machine learning and
deep learning models can be enhanced for intelligent anomaly detection? What are the
key operational issues in adopting blockchain security, homomorphic security, cloud, and
internet of things security? How DevSecOps approach can be fostered in the software de-
velopment process of energy sector applications? What kind of deception technologies can
help in minimizing the cybersecurity risks for energy sector organizations? How security
of legacy systems and third-party components can be enhanced? Additionally, case studies
of best practices in technology adoption in cybersecurity can be documented by conducting
empirical research.

Cybersecurity operations is the process that scans the threats in the organizational
environment and responds. Threat identification and response are the key activities in this
stage. Adoption of intelligent tools and crowdsourcing for threat hunting enhances the
effectiveness and efficiency of cyber operations. Furthermore, effective incident response
mechanisms can help in minimizing downtime of critical infrastructures. A consistent
challenge operation teams need to face is to find a balance between cybersecurity and the
efficiency of infrastructure. How can researchers investigate how energy sector organi-
zations can benefit from advanced cyber threat intelligence tools and techniques? How
can incident response mechanisms in critical infrastructure be enhanced? In depth case
studies of incident response and cyber threat intelligence can help cybersecurity teams in
improving their security operations in energy sector organizations. Furthermore, there is
a need for in-depth empirical studies of cyber threat intelligence of operations in energy
companies, oil and gas companies, as well as nuclear plants can further enhance the un-
derstanding of threat identification, threat management, and threat mitigation challenges
faced by the organizations.

5. Conclusions

The energy sector is a critical infrastructure for any nation and the digital transfor-
mation drive in this sector is critical for achieving efficiency. However, such a digital
transformation drive has resulted in massive cybersecurity challenges. In this paper, we

170



Information 2024, 15, 764

have carried out a systematic literature review on cybersecurity implications in the energy
sector and based on our review we highlight that there is a need to enrich this body of
knowledge by improving security controls and technologies, a rich set of empirical studies
documenting in-depth analysis of operational cybersecurity responses and user cyberse-
curity training. Our findings will help research teams to explore the research agenda to
explore and improve cybersecurity in this important sector.
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Abstract: Knowing about a danger is not enough to avoid it. Our daily lives offer countless examples
of occasions in which we act imprudently for various reasons, even though we know we are taking
risks. Nevertheless, circumstances in which we lack the necessary knowledge can lead us to run
into unpleasant or harmful situations without being aware of it. In cybersecurity, knowledge of the
dangers (as well as the mechanics of a possible attack) makes a huge difference. This is why specific
training is provided in organizations, along with awareness campaigns. However, security training is
often generic, boring, and a mere fulfillment of obligations rather than a tool for behavioral change.
Today, we can deliver content through various devices and platforms that people access for both
work and leisure, so that learning can happen incidentally and with almost no effort. Distributing
knowledge in small, dedicated units creates the conditions for lasting, effective learning and is more
effective than teaching through traditional courses (whether delivered in-person or online). In this
article, we present an ongoing project on cybersecurity informal learning, including the design of a
small video game. The intervention is aimed at helping young adults (18–25 years) to understand the
mechanics of cookies and their role in the dynamics of cyberattacks. Consistent with the idea that
a comprehensive course may be unsuitable for delivering cybersecurity training, the game covers
and deliberately limits itself to that topic only. We also provide detailed considerations related to the
evaluation of its effectiveness, although this is outside the scope of the present paper.

Keywords: cybersecurity; behavior; knowledge; learning; games; gamification; cookies

1. Introduction

The human element is a critical weak point in the Information Technology (IT) secu-
rity chain [1,2]. People are vulnerable to cybersecurity threats, either because they have
limited knowledge or because, despite their awareness, they apply “only minimal pro-
tective measures, usually relatively common and simple ones” ([3], p.82), if any. Here,
we are not concerned with the distinction between knowledge and awareness, which
some authors consider to be separate constructs. For the purposes of this paper, we will
consider knowledge to be indicative of awareness, whether or not it leads to appropriate
behavior. Knowledge alone is not sufficient to explain behavior. For example, Lorenz and
colleagues [4] observed that when information was provided on how to create passwords,
only 2% followed the instructions at follow-up. Nevertheless, a lack of knowledge is usually
associated with less attention being paid to cybersecurity threats. For example, Tempestini
and colleagues [5] observed how those who have poorer knowledge of procedures, the
consequences of their actions, policies, and their responsibilities are less careful about the
actions they take, and do not protect their devices from different types of threats. Moreover,
Di Nocera and colleagues [6] demonstrated that poor cybersecurity knowledge is associated
with ignoring good practices, like using two-factor authentication.

While attitudes toward risk are not easy to change, knowledge can be easily improved.
Indeed, in response to the exponential growth of security threats, a great deal of cybersecu-
rity training is currently being offered. These courses target two different types of audience:
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some courses are aimed at students or professionals in the field, while others are intended
for non-technical employees to minimize the risk of insecure IT behavior. Both types have
been addressed in the literature with the final objective of providing recommendations and
guidelines to help design better cybersecurity courses. For example, González-Manzano
and De Fuentes [7] analyzed 35 free courses, offered on various platforms (i.e., Coursera,
Cybrary.it, edX, and Udacity) and aimed at individuals with various levels of knowledge
(beginner, intermediate, and advanced). The authors provided indications relating to
the contents, the delivery methods, the teachers’ attitude towards the topics covered, the
personalization of the courses, and the duration of the modules. In another work, Payne
et al. [8] presented a detailed description of a cybersecurity course on which they based
their recommendations for the design of future courses. Their contribution highlights,
above all, the importance of the interdisciplinarity of the courses. This is an aspect that is
certainly important, but which needs to be tested empirically.

Although it is interesting to analyze the literature devoted to professional training,
our focus is on organizational cybersecurity training delivered along with (or as part of)
awareness programs. In this area, the literature points to several limitations, particularly
with respect to employees’ perceptions of the courses themselves. In fact, employees
often believe that the courses are boring and not very personalized to the needs of their
organization, and there is a lack of incentive from the organization to the employees to
participate in the course [9].

2. Background

Among the papers suggesting guidelines and best practices, few studies have em-
pirically examined the effectiveness of cybersecurity training. He and colleagues [10]
investigated the effect of different cybersecurity training methods on employees’ cybersecu-
rity risk perception and self-reported behavior. Employees were divided into four groups:
a group who watched short educational videos, a group who read four reports, a group
who watched videos and read reports, and a control group who received no intervention.
All participants were required to complete a pre- and post-intervention test, specifically
devised by the authors to assess perceived vulnerability, perceived severity, perceived
benefits, perceived barriers, response efficacy, response cost, security self-efficacy, and
behavioral intention. The study found positive effects for all methods with respect to
vulnerability, barriers, response costs, self-efficacy, and behavioral intentions. Moreover,
they found that evidence-based malware reporting is a relatively better training method
than the other two training methods: people remember information more easily when it is
presented in a way that makes it personally relevant.

Recently, Prummer and colleagues [11] investigated various learning modes in a
review in which 142 articles (empirical articles, speculative articles, and intervention
proposals) were analyzed. The authors identified the following types of training: game-
based, presentation-based, simulation-based, information-based, video-based, text-based,
and discussion-based. The authors compared all the courses by analyzing specific aspects,
including the following:

• Properties: online or in person, group or individual;
• The theories on which the courses were based: Protection Motivation Theory, Theory

of Planned Behavior, Theory of Reasoned Action, Signal Detection Theory, and General
Deterrence Theory;

• The targets at which the courses were aimed: employees, students, young adults, or
the general population;

• The effects of the training: fun, usefulness, or effectiveness.

The latter criterion is crucial because it is helpful for clarifying the actual utility of the
different methods. Several studies among those analyzed in the review reported positive
feedback, especially when techniques such as game-based or simulation-based training
were used. Regarding effectiveness, the results showed an increase in almost all cases
(except for in five articles), albeit with some differences depending on the type of training
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used. Abawajy [12], for example, analyzed and compared the effects of game-, video-,
and text-based training and found that awareness rates increased significantly across all
conditions. It was also found that participants showed improvements in different areas
depending on the training method they were assigned to. For example, game-based
intervention led to an increase in the ability to identify scam sites, whereas video-based
intervention increased knowledge about phishing.

2.1. Informal Learning

It appears clear that knowledge gained through formal training is not always sufficient
to make users adopt secure behaviors. Formal training programs cannot always adequately
prepare people to generalize their knowledge to all possible scenarios and are typically not
designed to equip individuals for continuous learning.

Therefore, it becomes essential to explore alternative methods of delivering cyberse-
curity education that can be adapted to real-world scenarios and foster continuous and
autonomous, self-paced learning. Currently, we can deliver content across various devices
and platforms that people access for both work and leisure, so that learning about a great
variety of topics can happen casually and almost effortlessly. Research suggests that a
significant amount of learning happens through informal activities [13]. These activities
can create an environment that fosters deeper and more effective learning compared to
traditional courses. While traditional courses offer valuable information, they may not
always be engaging for everyone. By incorporating informal learning methods, it would
be possible to create a more well-rounded educational experience that promotes lasting
behavioral change. Marsick and Watkins [14] actually make a distinction between “infor-
mal learning” and “incidental learning”, distinguishing them on the basis of intentionality.
People may learn informally, while intentionally choosing to seek out and learn new ideas,
albeit in a less structured way than in formal settings. In contrast, incidental or implicit
learning occurs during everyday activities, without a conscious attempt to learn or an
awareness of what has been learned. However, this distinction is not made by everyone,
and the two terms are often used interchangeably.

Here, with the expression “informal learning”, we are referring to all those methods
that take place in an unstructured way, often through daily experiences, social interactions,
and environmental resources. It is characterized by the speed with which new knowl-
edge can be acquired in response to emerging needs, and often does not entail significant
costs. The importance of informal training has been documented in various contexts,
both at the workplace [15] and in schools [16]. Many advantages have been found, in-
cluding flexibility, the practical application of acquired skills, self-direction [14], and a
greater level of involvement, especially with adolescents [17]. While there are numerous
articles that deal with informal learning, its advantages, and its peculiarities, there are
not many contributions specifically addressing the topic of informal learning in the field
of information computer security. Rader and Wash [18] compared three different forms
of informal learning related to computer security (news articles, web pages containing
computer security advice, and stories about the experiences of friends and family). They
observed that information provided by peers focuses mainly on the subjects who conduct
the attacks, the information provided by web pages focuses instead on how the attacks
are conducted, and the information coming from the news focuses on the consequences.
Rader et al. [19] dealt with “stories” as informal lessons about security. Stories about others
reveal useful information and it is easier to make our way through our complex world
if we can learn from the experiences of others. Users reported that learning about other
people’s stories changed the way people think about security and act in similar occasions.
The study was replicated 10 years later by Pfeffer et al. [20], who updated the contents to
reflect contemporary technological advancements. While confirming the importance of
storytelling as a means of informal learning, the authors also observed how storytelling
worked when delivered via social media. They also observed how younger and more
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educated participants perceive threats as less serious, probably because they have been
more exposed to security news and therefore perceive security threats as less impactful.

Informal learning in a context such as cybersecurity is critical for several reasons: First,
cybersecurity evolves constantly, with threats and vulnerabilities emerging rapidly and
becoming more sophisticated, especially with the advancement of AI. Second, informal
learning involves the application of knowledge to real life. For example, in competitions
such as Capture the Flag (CTF), participants must—individually or as part of a team—test
their knowledge by solving some security problems, which can range from exploiting
websites to breaching unsecured networks [21]. The use of CTFs has been shown to be an
effective way of improving cybersecurity education through gamification [22].

From our perspective, an informal learning approach is based on the idea that, rather
than trying to categorize topics and merge many specific issues into formal training
modules, cybersecurity education is more effective if information on each specific threat
(e.g., phishing emails) or countermeasure (e.g., multiple factor authentication) is delivered
in single “learning pills”. Each “pill” may repeat different things to settle knowledge
and may have a convenient outlet and modality to assist delivery. The proposal is very
straightforward. If we need to inform people that do not know about phishing emails, we
are obviously targeting people who do not know about this from other sources and have
not looked it up themselves. We should expect them not to have even basic knowledge
about cybersecurity. Formal training might be out of their comfort zone, being considered
too complicated or too tedious. A communication campaign within the organization, in
which examples of phishing emails are publicly dissected, may be much more informative
than a formal training explaining the details of phishing (Figure 1a–c). The best outlet for
such a campaign mostly depends on the type of target being addressed. Posters in the
corridors of a school or a company as well as carousel posts on social media are examples
of interventions that need less than a minute to be “consumed” by the user and that can be
recalled more easily than a learning module on the concept of phishing. Humor could also
be used to convey meaning and make the content highly shareable on social media. Other
forms of content may have other more appropriate outlets. For example, some content
may be easily shared using simple games when targeting people who normally spend time
playing them. Here, the idea is to let people stumble upon content so that their knowledge
changes from zero (“I didn’t know that!”) to where they have the ability to recognize the
threat. What we are devising here is “molecular training”, which is delivered informally,
repeatedly, and through various media, contexts, and situations chosen from among those
more appropriate for the type of user being targeted.

2.2. Serious Games

The literature on using game strategies for learning is highly diverse, with multiple
research communities exploring this topic. A significant portion of this research falls under
the umbrella of “serious gaming”. To better understand the distinction between informal
learning (described earlier) and serious gaming, it is useful to outline some key concepts
that define this area. It is worth noting that many times “serious games” and “gamification”
are used interchangeably. However, we prefer to use the term gamification to describe a
process whose roots are in the functional analysis of behavior (see Section 2.3).

Serious gaming refers to games that are specifically designed with the primary goal
of educating, training, or solving problems, rather than simply providing entertainment.
These games employ game mechanics to engage users while imparting specific knowledge
or skills [23]. While serious games have long been recognized as effective tools in fields such
as education, healthcare, business, and military training, their potential in cybersecurity has
only recently begun to be explored. Early research in this area mainly focused on testing the
effectiveness of serious games in cybersecurity education. For example, Hendrix et al. [24]
conducted a literature review of serious games available at the time, classifying them by
their creators (academia or industry) and by type (e.g., 2D point-and-click turn-based
scenarios, 3D virtual worlds, and corporate contingency planning). However, Hendrix
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found that these games were primarily used for short-term education, which is generally
less effective at driving long-term behavioral change.

Figure 1. An example of a fictional communication campaign on the subject of phishing. There is
emphasis on (a) a text that signals urgency, (b) a suspicious link within an email, and (c) a suspicious
sender’s email address.
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Similarly, Alotaibi et al. [25] reviewed serious games in the field of cybersecurity
and noted positive outcomes in terms of education and awareness. However, they also
highlighted limitations, such as small sample sizes and content that was often too broad,
making the games less effective for training in specific contexts. Hill et al. [26] echoed
these concerns in their study, which aimed to provide an overview of existing cybersecurity
games, particularly those focused on threats and protection, anti-phishing, and device
security and privacy. They found that many of these games suffered from information
overload and repetitive content, causing players to lose interest as they progressed through
the game.

An analysis of recent studies on serious games reveals various interpretations of
the concept. For example, Kulshrestha et al. [27] conducted a preliminary analysis of
a serious game aimed at teaching network firewall concepts, using both objective and
subjective methods. The objective analysis involved tracking player interactions, while
the subjective analysis was based on user experience surveys. They also employed the
learning mechanics–game mechanics framework to examine the relationship between
game elements and learning outcomes. However, their study focused more on evaluating
the quality of data using their hybrid approach than on assessing the game’s overall
effectiveness.

Much of the existing literature focuses on developing serious games for individuals
with technical backgrounds in computer security. Coenraad et al. (2020) [28] noted that
there are few games designed for users who do not consider themselves professionals
in the field. One such study that addressed this gap is by Hart and colleagues [29], who
introduced a board game called Risko designed to educate employees without technical
training about the risks of cyberattacks and strategies for self-defense. The authors chose a
card-based format, grounded in constructivist theory, and referenced existing games whose
effectiveness had already been evaluated. In Risko, one player assumes the role of the
attacker each turn, while the others propose countermeasures. Both attacks and defenses
are inspired by industry and government standards, allowing the game to be adapted to
various contexts and scenarios. A game master facilitates learning by encouraging players
to reflect on their strategies, fostering discussion, and providing immediate feedback
on the effectiveness of their decisions. The authors conducted a thorough analysis of
existing board games, identifying potential flaws they should avoid in their own designs.
Subsequent experiments confirmed the effectiveness of the game [29].

In contrast, Jaffray and colleagues [30] introduced SherLOCKED, a 2D, multi-level,
top-down detective-themed game. Players control a detective, exploring rooms to find
objects and answer related questions. The authors argue that role-playing games are often
valuable and preferred by their target audience—students.

Other researchers have compared different types of serious games to determine which
approaches are most effective. For example, Gaurav et al. [31] compared two games: one
focused on teaching firewall protection against unauthorized access and another illustrating
how SQL injection attacks compromise online databases. Both games were developed in
two versions: a non-adaptive version that did not adjust to the player’s abilities and a
machine learning-based adaptive version. In the adaptive version, a machine learning agent
classified players as beginners or experts based on their gaming behavior and adjusted
the game’s difficulty accordingly. The goal was to keep players consistently challenged
without making the game too easy or too difficult. The results indicated that well-designed
adaptive games can lead to better learning outcomes and a more satisfying user experience
by catering to the specific needs of each player.

This brief overview reveals that the field of “serious gaming” is still evolving and
lacks unified design frameworks and standardized methodologies for evaluating the effec-
tiveness of interventions.
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2.3. A Behavioral Account

So far, we have described two approaches to informal learning, one based on commu-
nication and the other on gaming. Both these approaches can be addressed in behavioral
terms. Indeed, the use of verbal descriptions of behaviors and their consequences (positive
or negative), as in the examples reported in Figure 1, represents an instance of learning
based on rule-governed behaviors. In contrast, gaming represents a situation in which users
are both rewarded for appropriate behavior (positive reinforcement) and encouraged to
avoid conditions leading to a loss (negative reinforcement). This latter situation represents
a form of learning based on contingencies. The distinction between rule-governed behavior
and contingency-shaped behavior was first made by Skinner in the late 1960s [32,33]. He
pointed out that, in the first form of learning, there is an instructional episode, the presenta-
tion of an instruction, a response provoked by the instruction, and a consequence provided
by an instructional agent as a function of its fulfillment. Rules are stimuli that specify, either
directly or indirectly, consequences for behavior. In contrast, contingency-shaped behavior
is behavior directly controlled by the relations between responses and their consequences.
Nevertheless, behavior may also come under the control of antecedent stimuli. These are
stimuli whose presence causes responses to produce their consequences.

A comprehensive discussion of the principles underlying behavior analysis is out of
the scope of this article. However, it is worth noting that the behavior analysis approach
provides one of the most comprehensive accounts of learning. Behavioral principles provide
a scientific understanding of how people and animals learn to deal with complex situations,
without referring to theories or models based on aspects that are not fully observable [34].
Essentially, this perspective emphasizes the importance of there being consequences for
behavior. In practice, a behavior is more likely to be repeated if it is “reinforced”, that is,
when it is followed by beneficial consequences for the individual. Beneficial consequences
can involve either the acquisition of beneficial stimulation (positive reinforcement) or the
removal of aversive stimulation for the individual (negative reinforcement).

Although the technicalities of behavior analysis are often not adhered to, these prin-
ciples are actually already integrated into many software applications under the name of
gamification. The term gamification began to grow in popularity as late as 2010, when
Deterding and colleagues [35] defined it as a strategy of incorporating game-like elements
into non-game contexts, highlighting its relevance as a tool with which to advance learning
objectives and motivate behavior change. The basic concept of gamification, however, has
been around for much longer. In the literature, this is also referred to by other terms (e.g.,
serious games, persuasive games, and alternate reality games). Gamification involves the
redesign of everyday activities based on the methods employed in game design. This
redesign often involves socially relevant behavioral changes and, for that reason, has not
gone unnoticed by behavior analysts. Skinner [36] had already noted how video games
constituted an excellent example of contingency programming, in that players interact
with a system of contingencies in which their behavior is guaranteed to be reinforced. By
contacting salient and immediate consequences, players are almost guaranteed to succeed.
In a nutshell, game playing is about organizing contingencies. As reported by Di Nocera
and Tempestini [37], this is usually implemented using the so-called token economy, “a
rather complex reinforcement system based on the accumulation of objects, namely tokens,
that can be eventually exchanged for goods, services, or privileges” (p. 251).

2.4. Cookies Anyone?

In this article, we discuss an attempt to promote informal learning regarding computer
cookies, a topic that is often overlooked by security training. This is an ongoing project
still in its early phases of development. However, it is an appropriate example of what
we are advocating here: the informal and short delivery of information on a specific topic,
allowing people to gather new knowledge they would not seek independently (due to
a lack of interest or any other reason). It should be clear that the choice of the topic is
incidental here, and the same rationale applies to any other topic.
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Computer “cookies” are text files used by websites to store information on user
behavior while browsing. Cookies are usually harmless, and people do not pay much
attention to dialog boxes that require them to accept cookies. Users typically click the
default option without much thought [38]. Cookie banners are designed to inform users
about the data being collected and to enhance the user experience. However, they are
often perceived negatively due to their invasiveness and potential privacy violations. Their
design frequently encourages users to accept cookies [39], as their omnipresence tends
to annoy users [40]. This issue extends beyond just cookies. Due to habituation—the
diminishing response to a frequently repeated stimulus—users often overlook crucial
messages when repeatedly encountering security-related dialog boxes. Their response
becomes automatic, leading them to click buttons merely to acknowledge the message
without fully engaging with its content [41,42].

Cookies are also highly valuable pieces of information for malicious users. To illustrate
their importance, a study by NordVPN [43] revealed that hackers have stolen 54 billion
cookies, later distributing them on the Dark Web. Cookies involved in authentication
procedures are particularly valuable, as these are used by browsers to identify users and
verify their login status.

Recently, a critical exploit was discovered that allows the generation of persistent
Google cookies through token manipulation. This exploit enables continuous access to
Google services, even after a password reset. Another well-documented (https://github.
com/mrd0x/WebView2-Cookie-Stealer, accessed on 1 July 2024) example comes from
Mr.D0x, an anonymous penetration tester and security researcher who demonstrated how
Microsoft Edge WebView2 can be exploited to steal authentication cookies, potentially
bypassing multi-factor authentication when accessing stolen accounts.

These examples clearly show that cookies, typically considered harmless, can pose
significant security threats. Increasing user awareness about the potential risks associated
with cookies could encourage more cautious behavior regarding their use and management.

2.5. Target Population

In an increasingly fast-paced and digitally driven society, online security has become
a key concern for all age groups. However, not all people are equally aware of or protected
against cyber risks. In particular, young adults are a particularly vulnerable group due to
a number of specific factors that make them more susceptible to cyberattacks than other
segments of the population.

Young adulthood or late adolescence is a developmental phase spanning the ages
of 18 to 25 [44]. During this transitional period, young people move from childhood and
adolescent systems into adult-centered systems. The number of young adults spending
their free time on gaming consoles, computers, and smartphones is increasing rapidly. As a
result, they are the most likely group to encounter various cyber threats and other risks
associated with Internet use. A study by Zhao et al. [45] showed that young adults have a
good awareness of the risks associated with sharing inappropriate content and approaching
people unknown to them, but demonstrated that they lack awareness of the risks associated
with sharing personal information online. As reported by Alanazi et al. [46], young adults
should be made aware of the risks posed by cyber threats that arise from neglecting online
security practices. They need to understand how adopting proper cybersecurity behaviors
can lead to positive outcomes, such as staying safe online. Cybersecurity education should
include practical demonstrations of the essential security measures that should be practiced
in everyday Internet use. Therefore, integrating cybersecurity education with activities that
promote incidental learning is especially advantageous for this age group.

3. Game Design

As mentioned earlier, game-based training is gaining popularity as a method for
raising awareness about cyber risks [11]. Several notable examples of educational games
exist. For instance, Space Shelter (https://spaceshelter.withgoogle.com/intl/it_it/, ac-
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cessed on 1 July 2024) is a web-based video game developed by Google to raise awareness
about online privacy and security. The game educates users about safe web browsing
and personal data protection through a fun and interactive experience. Players navigate
a spaceship, choosing an astronaut avatar and advancing by correctly answering quizzes
and completing mini-games on online security. Key game mechanics include quizzes,
guided completion, and drag-and-drop activities. The game has achieved a high level of
engagement with 450,000 unique users, 40% of whom completed the game in an average of
10 min, and is available in seven languages.

Another game aimed at young people is Datak (https://www.datak.ch/#/start, ac-
cessed on 1 July 2024). In this single-player game, the player is hired as an intern by the
mayor of a city and tasked with managing the social media network, facing various daily
dilemmas and time constraints, with advice from YouTube videos. The game addresses
topics such as the role of the Internet in everyday life, social networks, user actions, state
surveillance, and commerce.

A more ambitious game is Interland (https://beinternetawesome.withgoogle.com/
es_es/interland, accessed on 1 July 2024), which is designed to help children (ages 6 to 13)
learn key lessons about web safety through four different experiences: the River of Reality
(distinguishing truth from falsehood), the Treasure Tower (guarding personal information),
the Courteous Kingdom (spreading kindness), and the Responsible Mountain (using tech-
nology wisely). The game teaches users to recognize scams, understand phishing and how
to report it, safeguard personal information, and create secure and memorable passwords.

All the games mentioned above share a variety of content aimed at providing com-
prehensive training. This contrasts with the approach we are emphasizing here, the
“molecular” and effective transfer of knowledge on a very circumscribed topic.

The game described below targets young adults who frequently use the Internet
and are likely to encounter various cyber threats and other risks associated with Internet
use [46]. This audience comprises digital natives with a direct and personal relationship
with technology and a preference for gamified, active, and competitive learning methods.
Involving them in initiatives to raise awareness can promote responsible online behavior
and provide them with essential knowledge to help manage their digital privacy effectively.
The game is designed to be played on smartphones, which are chosen for their accessibility,
familiarity, interactivity, portability, and connectivity.

Razali and colleagues [47] recently tested alongside experts a guideline for designing
educational games (in their case, in the field of climate change). The guideline is based on
13 game elements, and it is general enough to be applied to other topics. Below, we will
employ their game elements to describe the characteristics of Cookie Aware.

3.1. Goal

The game must have a clear objective so that players can easily understand how to win
the game. These goals can be ascribed to what Starks [48] refers to as “in-game” goals and
are distinct from the “real-life outcomes”, which fall under what Razali and colleagues refer
to as “Scope” (see Section 3.4). Therefore, the goal is to obtain citizenship in CookieLand
by demonstrating knowledge about cookies. The achievement of this goal is signaled by
earning badges, which visibly represent the completion of levels or objectives [49].

3.2. Narrative Content

Storytelling in games enables players to identify with the main character, fostering
a stronger connection and increased engagement. Isbister and Schaffer [50] have noted
that games with a rich narrative component can significantly enhance the user experience
by promoting deeper immersion and involvement. In Cookie Aware, village exploration
is the key element of storytelling. To gain citizenship in CookieLand, the main character
(Bibi) must earn badges that certify their knowledge of cookies. This knowledge is acquired
through interactions with non-playable characters (NPCs), the inhabitants of CookieLand,
who share stories about their cookie-related experiences. The believability of these stories
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can greatly influence player engagement, highlighting the crucial role of a well-crafted
narrative in game design [51].

The story takes place in CookieLand (Figure 2), a peaceful village inhabited by various
types of cookies. CookieLand exists within everyone’s computers, where each cookie has
its own unique personality and interests. The game’s narrative follows Bibi, an explorer
who wishes to move to CookieLand. However, Bibi’s transfer is initially halted by the
village mayor. According to the village rules, in order to gain citizenship, Bibi must
first demonstrate knowledge about the inhabitants and the community’s hierarchical
relationships.

Figure 2. Graphic visualization of the game setting, CookieLand village.

Bibi begins the journey by speaking with the villagers, who share information and
interesting facts about the four quiz challenges that must be completed. After successfully
completing each challenge, Bibi earns a badge (Figures 3–5), an official document certifying
knowledge advancement. Once Bibi has earned all four badges, the player can finally move
to CookieLand.

Figure 3. The moment at which the badge is obtained.
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Figure 4. Badge graphics.

Figure 5. Badge insertion in the medallion box.

3.3. Rules

The game is structured into four levels, each requiring approximately 10 min to
complete. To progress to the next level, the player must correctly answer questions related
to the current level. Upon successfully completing a level, the player earns a badge.
Collecting all the badges demonstrates the player’s mastery and grants access to rewards,
such as free selected products from vending machines.

3.4. Scope

The scope of the game is to enhance individuals’ awareness and knowledge of cy-
bersecurity. Specifically, the game aims to educate players on the importance of cookie
management, explaining how cookies impact online privacy and security, and promoting
responsible practices to protect personal data.

3.5. Genre

Cookie Aware blends two game genres to create an engaging experience. The first
genre is the quiz, where players answer questions correctly to progress. Quizzes are
known for their benefits in terms of learning and memory retention. Research by Butler
and Roediger [52] highlighted how tests and quizzes can enhance information retention
over time, demonstrating that testing is a powerful educational tool. In 2011, Butler and
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Roediger further emphasized that the act of retrieving information during quizzes can
improve long-term knowledge storage. Similarly, Blunt [53] explored how educational
games, including quizzes, positively impact learning by boosting both engagement and
memorization. There is a strong consensus that quizzes are effective learning tools.

The second genre featured in Cookie Aware is the role-playing game (RPG). RPGs
enhance user immersion by encouraging players to identify with the game’s protagonist,
allowing for a deeper, more engaging experience. Role-playing games can enhance problem-
solving skills by teaching players to first gather information and devise a strategy before
attempting to solve a problem. In a longitudinal study, Adachi and Willoughby [54] showed
that adolescents who played strategic video games across many years of high school
reported steeper increases in self-reported problem-solving skills over time compared to
participants who reported less sustained play.

3.6. Esthetic

The visual elements of the game are crucial in creating an engaging and memorable
experience. Cookie Aware achieves this through a combination of pixel art graphics, pastel
colors, and playful electronic sounds. The game’s design draws inspiration from some
of the most beloved classics in gaming, including Pokémon Sapphire, The Legend of Zelda,
Dragon Quest III, and Space Invaders. Key visual elements from these games have been
adapted and integrated to enhance the overall gaming experience.

Pixel art graphics were chosen for their simplicity and clarity, making the information
easy to comprehend. Each character, icon, and scene is meticulously crafted with detailed
pixel art, blending both playful and informative aspects. The typography features the
Minecraft font, which is widely recognized due to its popularity.

Saturated, high-contrast colors were selected to ensure that there was a clear distinc-
tion between game elements, improving usability. The pastel palette creates a relaxing
atmosphere, with blue and pink hues often used in confectionery advertising to offer a
pleasant visual experience (Figure 6). Animations and transitions add dynamism to the
gameplay. The initial vertical scrolling transition provides a panoramic view of the village,
followed by a zoom-in on the protagonist entering the settlement. The game’s instruc-
tions and objectives are then presented. Subsequent transitions track the protagonist’s
movements, zooming in on character interactions and changes in setting.

Figure 6. Color palette.

Playful electronic sounds further enhance the game’s immersion. The soundtrack
deepens the context of on-screen actions, while sound effects make the virtual world feel
more realistic and responsive, providing immediate feedback to the player’s actions and
changes within the game environment.
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3.7. Character Design

The game character represents the player within the game and often determines its
success. In any game, the character plays a unique and crucial role, serving as the player’s
avatar as they navigate a virtual world filled with adventures and challenges [55]. However,
a character holds little significance if it is not designed with a clear goal in mind. A game’s
storyline, conflicts, challenges, and atmosphere come together meaningfully when the main
character has a specific objective for players to achieve at each level [56].

For the development of character design, Burgerman’s [57] “20 Top Character Design
Tips” served as a reference. The protagonist of Cookie Aware is Bibi, who resides within our
electronic device but dreams of living in the beautiful town of CookieLand. Bibi is gender-
neutral and designed without any specific characteristics that might hinder players’ ability
to empathize with them. Bibi’s signature color is a light blue/teal, while the non-playable
characters (NPCs) in CookieLand feature colors reminiscent of real cookies, making them
easily recognizable and allowing Bibi to stand out within the setting.

3.8. Game Mode

Cookie Aware is designed as a single-player offline game where players earn badges
by demonstrating their knowledge about cookies, enabling Bibi to eventually move into
the village. The game features a scoring system, which ranks players and introduces an
(online) element of competition. This can be especially beneficial at the class or school level,
as it encourages greater participation in the game.

3.9. Game Level Design

The game’s allocentric representation is based on a map constructed over a geometric
grid. Only a portion of the world is displayed on the screen at any given time, encouraging
players to explore further. This type of design is common in video game sagas such as
Pokémon, Zelda, and Dragon Quest. The game features five distinct areas, each designed
to introduce different concepts and information to the player.

3.10. Quiz

The game’s narrative structure guides players through a series of quiz levels, where
they receive immediate feedback and can earn badges. Forty questions were initially
developed and divided across four levels to help users gain a solid understanding of
cookies. Players start at the first level and advance to the next after successfully answering
all questions in the current level. This progressive structure keeps players motivated and
engaged, continuously challenging them to improve their performance.

The questions are varied, ranging from informative to ironic and friendly, making the
experience both educational and entertaining. The initial questions are relatively simple,
helping participants ease into the topic and build confidence. As the game progresses, the
questions become more complex, requiring a deeper understanding, critical analysis, and
practical application of the information. Each question offers four options, with only one
correct answer (see the question example in Figure 7). Regardless of whether the player
answers correctly, a detailed explanation is provided to deepen their understanding and
prevent misconceptions (see Figure 8).

Each level focuses on a specific aspect of cookies, providing a comprehensive overview:

• Knowledge (Introduction to Cookies): The first level introduces players to the basics
of cookies, covering key concepts such as what cookies are, where they come from,
their primary purpose, and the types of information they store. This level also explains
relevant cookie regulations, including the GDPR 2018 regulation. It serves as an
essential foundation for players, helping them understand cookies before moving on
to more complex topics in later levels.

• Types (Types of Cookies): In the second level, players learn to identify different types
of cookies and understand the kinds of information they store. This level distinguishes
between technical, profiling, and third-party cookies, as well as between session and
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persistent cookies. It also explains the differences between hybrid and zombie cookies,
highlighting how they differ from traditional cookies and the common issues caused
by zombie cookies during browsing.

Figure 7. Example question with answer alternatives.

Figure 8. A more detailed explanation of the correct answer. Feedback is given both in the case of an
incorrect answer and a correct answer by the player.

• Risks (Risks and Threats): The third level focuses on the potential risks associated with
cookies, such as user tracking. It emphasizes the importance of being aware of these
risks, particularly since cookies can handle sensitive information, including personal
and financial data. This level also covers cyberattacks that exploit cookies, such as
cookie poisoning and cross-site scripting (XSS), as well as the consequences of session
cookie breaches and the best practices for safely managing cookies.

• Solutions (Solutions and Best Practices): The final level provides practical tips and
strategies for safely managing cookies. It covers the importance of deleting cookies
and offers guidance on how to control and manage them in browsers. This level also
explains the functions of common cookie management tools, the effects of browsing in
private or incognito mode, and explores safer alternatives to cookies. Additionally,
it highlights the benefits of using the “I Don’t Care About Cookies” extension and
discusses how to identify GDPR-compliant sites, stressing the importance of reading
privacy policies and cookie-related documents.

188



Information 2024, 15, 607

After correctly answering all 10 questions in a level, the level is considered complete
(see Figure 9).

Figure 9. Screen upon the completion of the level.

3.11. Reward

Cookie Aware involves a token economy, an exchange system that provides immediate
feedback on the appropriateness of individuals’ behavior [58]. Tokens, or “exchangeables,”
are earned by achieving specific behavioral goals over a set period and can be traded for
tangible rewards or privileges. Although tokens have no intrinsic value, they function
as reinforcers—stimuli or events that increase the likelihood of a behavior when given in
response to that behavior. If a stimulus does not result in a higher frequency of the target
behavior, it is not considered a reinforcer. A key component of the token economy is the
exchange of tokens for backup rewards.

The game will also feature a response cost system, taking away tokens when inappro-
priate behavior occurs. That will also add dynamism to the game.

3.12. Challenge

The game’s challenge is driven by two mechanisms: (1) the progressively increasing
difficulty of the questions within each level and during transitions between levels; (2)
occasional pop-ups prompting choices to give consent to a great variety of permissions.
Player responses will determine the dynamics of the game by allowing either a smooth
exploration or disadvantages (e.g., obstacles, opponents).

3.13. Rank

Rank is an integral part of the game dynamics. The character’s status changes from
level to level, also changing some features of the character’s appearance (e.g., color) and an
update of the progress bar. As mentioned in Section 3.8, introducing a ranking system can
encourage participation, with competition serving as a significant motivator [59]. The score
obtained can also provide valuable feedback, helping players decide whether to replay a
level to improve their ranking.

4. Discussion and Conclusions

The goal of this article was twofold. On the one hand, we wanted to argue for the
preference of information/education “pills” over the more comprehensive courses usually
offered in organizations to improve the awareness of non-expert users. On the other hand,
we wanted to provide an example of a forthcoming intervention on a circumscribed topic
that would take advantage of an informal/incidental learning mode.

189



Information 2024, 15, 607

From the literature review, two aspects seem to be salient in the use of informal learning
strategies. The first is the need to define the audience for training. For example, adult
employees of an organization and college students represent two different populations with
different habits and approaches to information consumption. Second, it is necessary reduce
the complexity of information/training units to ensure the learning and generalization
of key concepts. Although any type of content can be delivered using informal learning
approaches, the temptation to explain a phenomenon (e.g., phishing) in exhaustive detail
must be resisted in favor of exposing the user to instances of a phenomenon (e.g., using
mouseover to verify the nature of a link before clicking) that can then be more easily
generalized to other situations. Traditional courses, by their nature, tend to consist of
instructional modules that represent a more or less homogeneous organization of content.
However, any categorization is reductive to the myriad of issues within the broad context of
cybersecurity, some of which are often overlooked, even though they can have devastating
consequences for the victims.

The concept is not new, and we can find similar approaches under the name of “mi-
crolearning” [60,61], in which complex information is broken down into smaller modules
that are easy for the learner to use. However, microlearning still involves short lessons that
can be accessed via mobile phone apps or via computers, whereas what we are advocating
here is to create situations in which the users stumble upon content and increase their
knowledge while they are doing something else. Social media offer an ideal venue for
providing short, circumstantial content that is easy to consume, and that can be propagated
through the mechanism of sharing. It is definitely an approach that should be considered
in order to create awareness in a population and instill proper behavior. Indeed, this
approach also qualifies as a strategy for creating verbal antecedents for rule-governed
behavior. As an alternative to rule-governed behaviors, learning often occurs as a function
of reinforcement contingencies. People enact behaviors that are followed by consequences,
and these consequences reinforce that behavior.

Game environments are highly effective for establishing contingencies. The feedback
received during gameplay, along with badges and accumulated points, provides positive
reinforcement that helps to solidify learning. The use of a token economy is well docu-
mented in the literature as a strategy to keep the individual engaged in the learning process.
Here, we have designed a simple game that can appeal to students and let them learn about
a very specific topic usually overlooked by traditional cybersecurity training. Points and
badges gained throughout the game experience could be used to gain status in classroom
or school rankings, stimulating students to improve their performance (i.e., learning) while
they are performing a leisure activity.

Future Directions

In this article, we presented a minimalist game to informally educate about cookies.
Here, we explained its background, purpose, target audience, structure, content, game
dynamics, and style. This is the first step in a project with many more phases. The
next phases will focus on implementing the game and evaluating its effectiveness. The
evaluation of strategies to improve cybersecurity awareness—and their potential impact on
the adoption of appropriate behavior—should be a focus of research in this area. Cookie
Aware will serve as a test bed for this, comparing the knowledge gained through this
gaming platform with traditional teaching methods on the same topic.

A forthcoming study will assign participants to one of three experimental conditions:
watching a video lesson, interacting directly with the game, and watching a video of a third
person playing the game. The third condition is designed to assess the actual impact of
the game experience beyond the content delivery method. All participants will complete
the Cybersecurity Awareness Inventory [5], which will be used as a covariate to check
prior cybersecurity knowledge. This study should provide valuable data on students’
cybersecurity knowledge and establish a benchmark for future applications.
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In addition, partnerships could be established with companies that operate vending
machines in schools and colleges, as these machines often integrate smartphone applica-
tions that facilitate purchases. Cookie Aware could be seamlessly integrated into these
applications, creating an innovative incentive for students to participate in the game by
converting virtual rewards (points, badges) into tangible benefits such as free or discounted
snacks and drinks from vending machines.

This partnership model could be customized for different institutions, allowing schools
and universities to tailor rewards to their students’ preferences, which could further
increase engagement.

For educational institutions, this approach offers an innovative way to integrate
gamified learning into daily routines, making cybersecurity education more relevant,
interactive, and accessible. This collaboration could eventually serve as a model for other
educational games that seek to combine learning with real-world incentives.

Cookie Aware could also be incorporated into high school projects focused on cyber-
security education. Such projects, aimed at teenagers, aim to develop the skills required
for the safe and conscious use of the Internet and provide students with the resources to
manage digital risks. These educational programs typically cover topics such as protecting
personal information, managing strong passwords, recognizing online threats (such as
phishing), and using social media responsibly. Cookie Aware, with its focus on educating
users about cookies and privacy, aligns perfectly with these goals by providing tools that
demonstrate how everyday online behavior can affect personal security.

In addition, Cookie Aware could facilitate discussions about digital ethics and privacy
by encouraging students to think critically about the information they share online and the
consequences of their actions. By incorporating Cookie Aware into cybersecurity education,
schools can provide students with better tools to make informed decisions about their
online presence, fostering a generation that is not only tech-savvy, but also aware of the
importance of maintaining privacy and security in an increasingly connected world.
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