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1. Introduction

With the advent of the Internet of Things (IoT), the centralized cloud computing
service delivery paradigm has been gradually transformed into a cloud continuum that
includes edge and fog computing and heterogeneous IoT devices with varying computing
and power capabilities. At the same time, the dawn of the 5G era requires advanced
orchestration solutions that guarantee that the requirements of time-/mission-critical loT-
enabled applications are met. Under this setting, the cloud continuum is defined as the
infrastructure that includes remote cloud datacenters, edge clusters, and IoT/end-devices
with heterogeneous computing capabilities.

However, several challenges still need to be addressed regarding these capabilities.
The orchestration of such complex applications requires, for example, heterogeneous re-
sources spread across the cloud continuum. The core advantage of edge computing is the
placement of computational resources at the network edge to alleviate the computation
burden of IoT devices, which are also augmented with enhanced computational capabilities.
In this context, the orchestration of such applications requires solutions for distributed
service embedding, task offloading, resource autoscaling, and service migration in real time
and in a scalable fashion. With the evolution of the IoT and the advent of 5G/6G and mas-
sive machine-type communications, extremely dense networks are expected to be created,
placing even more strain on the available infrastructure across the cloud continuum.

2. Contributions

In this Special Issue, a range of articles tackle interesting challenges and propose novel
solutions for various research problems involving the cloud continuum.

Hazrati et al. [1] focus on Information-Centric Networks (ICNs) and the caching
problem. They denote data freshness and build a router-based mechanism to compute
the cache hit rate and freshness score of the content stored in caches. Furthermore, they
introduce an Al-based prediction mechanism to enhance caching efficiency. This proactive
approach reduces unnecessary data replacements and ensures that the cache retains the
most relevant and current data.

The authors of the second article [2] present a benchmarking framework for assessing
deep learning (DL) models, which have been deployed and utilized across the cloud
continuum for the delivery of intelligent IoT services. They focus on evaluating DL model
scaling across three key performance axes during model inference: classification accuracy,
computational overhead, and latency. Working in this direction, they employ several
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model structures from three popular DL application domains and utilize publicly available
and pre-trained model architectures (BERT, EfficientNet, and MLP) and openly available
datasets (i.e., GLUE-MRPC and ImageNet).

Sturley et al. [3] share a comparative study on virtualization and containerization in
the computing continuum. They focus on these major methods for application deployment
at the network edge and compare them, considering several criteria, such as compatibility
based on user experience and the ease of installation/deployment, scalability based on
the automatic elasticity facing the workload, and energy efficiency in terms of energy and
computer resources.

The authors of the fourth article [4] explore the application of collaborative virtual and
augmented reality in a cloud continuum context, focusing on designing, implementing,
and verifying three reference architectures for deployment in five collaborative VR/AR use
cases. These architectures consider the distribution of the computational workload between
cloud and edge. The first processes all requests in the cloud, while the second balances the
workload between cloud and edge infrastructure. Finally, the third architecture handles
the workload entirely at the network edge.

Abinayaa et al. [5] focus on detecting Denial of Service (DDoS) attacks in wireless
sensor networks. Their approach utilizes the CatBoost classifier (Cb-C) and the Lyrebird
Optimization Algorithm (LOA). The latter is used to optimize the hyperparameters of the
Cb-C, which is used as a classification methodology for predicting various types of attacks.

The paper by Kuaban, Godlove Suila et al. investigates the adoption of IoT tech-
nologies in the Silicon Mountain technology ecosystem in Cameroon [6]. Through a
survey-based approach, the authors identify key barriers such as standardization issues,
financial constraints, labor shortages, educational gaps, market challenges, government
policies, security concerns, and inadequate power supply. Market challenges, including
high marketing costs and socio-economic crises, are particularly significant. The authors
suggest strategies such as enhancing tax policies, improving infrastructure, and promoting
IoT education to overcome these challenges.

Shahid, Kamal et al. conducted a comparative analysis of routing protocols, namely,
EIGRP, OSPE, and BGP, in IPv6-based load-sharing and link failover systems [7]. Using tools
such as Wireshark, VMWare, GNS3, and Iperf3, this study evaluated network performance
metrics, including convergence time, packet loss, jitter, and delay. The findings reveal that
EIGRP achieves superior failover convergence and lower packet loss, while OSPF excels in
managing link failures. The study’s route-mapping strategy and recommended BGP hold
times provide practical guidance for network engineers in optimizing IPv6 infrastructure.

In their article, Karthick, Gayathri, and Glenford Mapp [8] introduce a Secure Service
Ecosystem (SSE) to enable real-time, secure service migration in Intelligent Edge Envi-
ronments for smart cities. The key mechanisms developed include a Resource Allocation
Algorithm, a Resource Allocation Secure Protocol (RASP), and a Secure Service Protocol
(SSP). By verifying the protocol’s safety with ProVerif, this study shows the potential of the
SSE in enhancing performance and security in smart city applications.

The paper by Tsikteris Sean et al. [9] introduces a novel model for optimizing resource
allocation and server selection in multi-access edge computing (MEC) environments. The
proposed “TRUST-ME” model leverages a trust-based framework that evaluates the relia-
bility of MEC servers based on both direct interactions and social feedback from other IoT
devices, enabling more informed decision-making. An optimistic Q-learning algorithm is
employed to allow IoT devices to autonomously select the most suitable MEC server.
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Satish et al. [10] addresses the challenge of bufferbloat, which affects the performance
of real-time applications such as video conferencing, cloud gaming, and IoT services. The
authors propose a novel solution by integrating the Low Latency, Low Loss, and Scalable
Throughput (L4S) architecture into the Asynchronous Advantage Actor-Critic (A3C) rein-
forcement learning algorithm within the FreeBSD networking stack. This approach involves
a dual-queue coupled active queue management (AQM) system to manage queues and
reduce packet loss, while A3C dynamically adjusts the base drop probability in response to
network conditions.

A decentralized global registry system leveraging blockchain and NFT technology
to address key challenges in digital asset management, such as security, interoperability,
and scalability, is presented in the final article [11]. Through detailed system design and a
comparative analysis with traditional centralized registries and existing blockchain-based
solutions, this paper highlights the advantages of enhanced security, transparency, and
efficiency. Additionally, the legal, ethical, and social implications of NFT-based tokenization
are explored, particularly in intellectual property management.

3. Conclusions

This Special Issue on “Scalable and Distributed Cloud Continuum Orchestration for
Next-Generation IoT Applications: Latest Advances and Prospects” showcases the latest
contributions in the orchestration of cloud continuum- and IoT-based applications. The
articles published in this Special Issue span a diverse range of topics, including information-
centric networks, deep learning, cyber security, MEC resource orchestration, active queue
management, comparative analyses of routing protocols, and smart city applications. These
studies collectively highlight how the cloud continuum enables innovative applications
and address technical challenges facing 5G and the IoT.

Conflicts of Interest: The authors declare no conflict of interest.
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Abstract: Information-centric networking (ICN) changes the way data are accessed by
focusing on the content rather than the location of devices. In this model, each piece of
data has a unique name, making it accessible directly by name. This approach suits the

Internet of Things (IoT), where data generation and real-time processing are fundamental.

Traditional host-based communication methods are less efficient for the IoT, making ICN a
better fit. A key advantage of ICN is in-network caching, which temporarily stores data
across various points in the network. This caching improves data access speed, minimizes
retrieval time, and reduces overall network traffic by making frequently accessed data
readily available. However, IoT systems involve constantly updating data, which requires
managing data freshness while also ensuring their validity and processing accuracy. The
interactions with cached data, such as updates, validations, and replacements, are crucial
in optimizing system performance. This research introduces an ICN-IoT method to manage
and process data freshness in ICN for the IoT. It optimizes network traffic by sharing
only the most current and valid data, reducing unnecessary transfers. Routers in this
model calculate data freshness, assess its validity, and perform cache updates based on
these metrics. Simulation results across four models show that this method enhances
cache hit ratios, reduces traffic load, and improves retrieval delays, outperforming similar

methods. The proposed method uses an artificial neural network to make predictions.

These predictions closely match the actual values, with a low error margin of 0.0121. This
precision highlights its effectiveness in maintaining data currentness and validity while
reducing network overhead.

Keywords: information-centric networking; Internet of Things; in-network caching; data
freshness; cache replacement strategy

1. Introduction

The future of the internet will extend far beyond conventional computers and software
applications, bringing connectivity to countless everyday items and even devices integrated

Future Internet 2025,17,11
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into the human body [1,2]. This transformation, driven by the Internet of Things (IoT),
promises a world where almost everything around us, from household appliances to
wearable health monitors, is part of a vast, interconnected network [3]. Internet usage
primarily focuses on content retrieval and information exchange, often overshadowing
two-way host-to-host communication. In the traditional model, users specify a server to
request information, restricting the network layer from sourcing data from alternative
locations [4].

Information-centric networking (ICN) [5], which uses content-based naming, in-
network caching, and name-based routing, provides a more versatile approach [6]. In
ICN, users request data by name without specifying their source, allowing any node
holding a copy of the data to respond, thus enhancing content accessibility [7]. A central
feature of ICN is in-network caching, where intermediary nodes store data ready to be
retrieved quickly when requested again [8]. This efficiency depends on factors like cache
size, communication cost, and cache policies (including cache decision and eviction crite-
ria) [9]. However, IoT data are often transient and require updates, making data freshness
crucial [10]. A caching system must manage data by replacing outdated information with
updated content as needed by the user [11]. The accuracy of cached data is crucial for
making effective cache decisions [12,13]. Before, IoT systems only determined the data
source and freshness of information.

A caching system must manage data by replacing outdated information with updated
content that the user needs. Beyond merely retaining recently updated data, the interac-
tions with cached data, including validation of their relevance and timely replacement,
ensure that the network delivers accurate and up-to-date information. Robust mechanisms
are essential to assess data currentness and validity in IoT systems, considering access fre-
quency and timing. Ensuring data freshness, correctness, and accuracy is crucial for making
real-time, critical decisions. Our proposed method goes beyond traditional freshness-based
caching strategies by integrating metrics that assess data validity, prioritize updates, and en-
sure optimized caching actions in dynamic IoT environments. ICN is a network architecture
focused on content retrieval rather than traditional end-to-end host communication [12]. It
enables efficient data sharing, improved security, and better scalability.

This paper proposes an eight-step method to optimize caching and data freshness
in ICN-IoT networks. The process begins with routers identifying whether an incoming
message is a data request or a data response. For data request messages, the router checks
its cache for availability (cache hit) or unavailability (cache miss) of the requested data. If a
cache hit occurs, the router calculates the freshness score of the data to verify their validity
and decides whether to deliver the data or forward the request to the next hop. For data
response messages, the router checks for duplicates in the cache, replacing older entries
when a match is found. If no duplicate exists, the router evaluates whether there is space
in the cache for the new data; otherwise, it calculates the time validity of cached entries
to remove expired data. If no expired data are found, the router eliminates the data entry
with the lowest freshness score to accommodate the new data. This systematic process
guarantees caching only the most relevant and current information, enhancing network
efficiency. It significantly improves response times in ICN-IoT systems. The contributions
of this paper are:

e  Enhancing the cache hit ratio by maintaining only recently updated and relevant
data in the cache. This avoids ambiguity and uses a more standard term to describe
the data;

e Enabling intermediate routers to independently calculate data freshness and make
caching decisions based on it, effectively optimizing traffic load;
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e  Structuring data request messages to include sensor identifiers and data types, which
enables efficient data retrieval management based on specific time intervals;

e Improving cache performance by ensuring it contains only current data, which in-
creases cache hits, reduces response delay, and lowers network traffic load.

The rest of the article proceeds as follows: Section 2 includes related work about
the data caching method; Section 3 describes the proposed fresh-based caching method;
Section 4 explains and discusses the simulation results; and Section 5 concludes the paper.

2. Related Work

The data caching method is designed to optimize data storage and retrieval by selec-
tively caching data at strategic points within a network [14]. In this approach, nodes in the
network temporarily store data based on specific criteria, such as data freshness, access
frequency, and relevance, allowing for faster data access and reduced communication
overhead. When a request is made, cached data can be retrieved from an intermediate node
rather than the source, significantly lowering latency and network traffic [15]. This method
incorporates caching policies to determine when to store, update, or remove data, focusing
on maximizing cache utility and efficiency. This section discusses previous papers and the
motivation for conducting this research.

Vural and Navaratnam [16] proposed a distributed probabilistic caching strategy
where cache nodes adjust their caching probability based on the distance between the
producer and the consumer and the data’s freshness. In this approach, the closer a caching
node is to the producer, the fresher the data it can provide. Data received directly from
the producer are the freshest but involve higher communication costs due to more hops.
Conversely, data retrieved from an intermediate router’s cache have lower freshness but
incur a reduced multi-hop retrieval cost. This method seeks to balance the tradeoff between
“data freshness” and the cost of multi-hop data retrieval to optimize overall data access in
a multi-hop network path.

Quevedo and Corujo [17] proposed a consumer-driven algorithm to confirm informa-
tion freshness in content-centric networking. This paper first caches data packets with a
freshness parameter defined by the data source. In the second step, a consumer requests
data based on a specified freshness level. The freshness parameter at the source is impor-
tant and can either boost or reduce network performance. In this paper, the authors try to
reduce negative impacts by having the data producer respond based on the consumer’s
specified requirements. The benefit of this proposed method is that consumers can control
the freshness of the data, which improves data relevance and freshness.

Hail and Amadeo [18] presented a probabilistic caching strategy for IoT (Pcasting)
systems, considering data freshness, energy, and each IoT sensor’s cache space. This
proposed method helps decrease energy consumption and delays in data retrieval. The
Pcasting method is flexible and compatible with various routing protocols. It can also be
adjusted to include extra parameters when needed. The results show that this strategy
significantly boosts network efficiency. It provides a flexible, energy-efficient caching
solution for IoT environments.

Vural and Wang [19] suggested a model for in-network caching in the IoT that balances
communication costs with data freshness. This paper first explores the benefits of caching
temporary data in internet routers. It considers both the rate of data requests and the
data’s lifetime. Data lifetime refers to the duration for which data stay valid. In the second
phase, when a router receives data, it checks freshness by looking at the data’s arrival time,
generation time, and expected lifetime. This evaluation helps ensure that only relevant
data are stored.
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Doan Van and Ai [20] proposed a caching decision algorithm called the Multi-Attribute
Cache Decision Strategy (MACDS) for ICN-IoT. The MACDS algorithm considers several
important factors, such as energy use, memory space, data freshness, and the hop count
between nodes. These attributes allow the MACDS to make smart decisions on data caching
locations. The proposed method optimizes resource efficiency while ensuring data accessi-
bility, making it highly suitable for IoT environments with frequent resource constraints. It
helps maintain up-to-date information across connected devices. The MACDS algorithm
boosts energy efficiency by cutting down on unnecessary data transfers. It also improves
network performance by caching frequently requested data in readily accessible locations.
This leads to quicker data retrieval and extends the network’s overall lifespan.

Meddeb and Dhraief [21] proposed a caching method for IoT networks that keeps
updated data while lowering caching costs. Their approach includes a freshness mechanism
that regularly checks cached data, replacing outdated information. This strategy’s careful
handling of data freshness keeps information relevant and accurate in constantly changing
IoT environments. It ensures that data remain up to date despite frequent updates. The
caching process selects nodes directly connected to consumers along the data path to store
data. This setup shortens the time needed to retrieve data by reducing the number of
hops. This approach speeds up response times and boosts network efficiency. Combining
data freshness checks with smart cache placement allows this approach to tackle major
IoT challenges. This makes it a useful solution for real-time, data-driven applications in
networks with limited resources.

Asmat and Din [22] proposed the Enhanced Edge-Linked Caching (EELC) algorithm
and Policy Optimization (PPO) to optimize caching in [oT networks. This proposed method
dynamically adapts to current network conditions and prioritizes popular content to make
the system more efficient. The EELC scheme stores frequently used data close to users,
which reduces energy consumption, server load, and delays in accessing data. This method
is an improvement over older techniques, like Edge-Linked Caching (ELC) and Leave
Copy Everywhere (LCE), in both efficiency and speed. EELC places frequently accessed
data closer to users, which speeds up data access and improves efficiency. This approach
also reduces unnecessary data transfers, boosting overall network responsiveness. EELC
requires regular updates and monitoring, which takes considerable processing power. This
demand can be challenging for devices that have limited resources.

Mishra and Jain [23] presented a smart content replacement strategy designed for
ICN in IoT networks, focusing on better cache management by keeping important data
readily available. Traditional IoT networks running on TCP/IP face issues like limited
address space, high data traffic, and reduced efficiency. ICN, however, allows in-network
caching, where data are stored temporarily in intermediate nodes, supporting faster data
retrieval and reducing network load. Traditional caching policies, like First In, First Out
(FIFO); Least Recently Used (LRU); and Least Frequently Used (LFU), fail to account for
the transient nature of IoT data, leading to frequent eviction of critical content. To address
this, the authors introduced a novel replacement policy—evaluating data requests, content
freshness, and upcoming request wait times (URWTs) to prioritize cache content effectively.
Preemptively tracking these attributes in the Pending Interest Table (PIT) enables their
method to remove less critical data while retaining high-value content efficiently.

Luo and Yan [24] proposed the Caching Algorithm based on Random Forest (CARF)
for low earth orbit satellite mega-constellations, applying ICN to the IoT environment.
The CARF uses the “viscosity” concept to integrate content popularity and satellite node
location predictions to enhance cache placement accuracy. The Random Forest (RF) al-
gorithm in the CARF allows for proactive caching of popular content at ideal satellite
locations, effectively reducing access delays. This strategic placement enhances cache
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hit rates and throughput, ensuring faster data retrieval for users. As a result, the CARF

demonstrates superior performance compared to traditional methods, like Leave Copy

Everywhere (LCE) and Leave Copy Down (LCD). The method improves caching efficiency

but demands significant computational resources and relies on precise satellite location

prediction, which may limit its applicability under resource constraints or unexpected

satellite path deviations. Table 1 shows the pros and cons of the proposed methods.

Table 1. Advantages and disadvantages of the proposed methods.

Author Proposed Method Advantage Disadvantage
Distributed probabilistic caching
Vural and strategy adjusting cache Balances data freshness with Retrieval from distant caches may

Navaratnam [16]

probability by distance
and freshness.

multi-hop retrieval costs.

reduce data freshness.

Quevedo and
Corujo [17]

Consumer-driven caching in
content-centric networking,
where consumers specify
freshness level.

Allows consumers to define data
relevance, enhancing freshness
and network efficiency.

Producer-specified freshness may
negatively impact network
performance if not optimally set.

Hail and
Amadeo [18]

Probabilistic Caching Strategy
(Pcasting) in the IoT considering
data freshness, battery level, and

cache occupancy.

Adaptive to various protocols,
improving energy efficiency and
network flexibility.

Limited by dependency on
specific routing protocols for
full efficiency.

Vural and
Wang [19]

In-network caching for the IoT,
balancing communication costs
with data freshness based on
data lifetime.

Effectively caches relevant, timely
data by considering data lifetime
and request frequency.

Increased complexity due to
continuous data freshness
assessments; limited to static data.

Doan Van and

Multi-Attribute Cache Decision
Strategy (MACDS) for ICN-IoT

Enhances energy efficiency and
accessibility, ideal for

Complex decision-making may
increase the computational load

Ai [20] considering energy, memory, resource-constrained
. on low-resource nodes.
freshness, and hops. IoT environments.
Freshr}ess—focgsed caching fo.r t.h ¢ Effective in dynamic High resource demand due to
Meddeb and IoT with continuous data validity . . .
. - environments, reducing hops continuous data
Dhraief [21] monitoring and reduced oo
. and latency. freshness monitoring.
retrieval delays.
Enhanced Edge-Linked Caching High processing requirements for
Asmat and (EELC) scheme using PPO for Minimizes data transfer, reducing 181 P &red .
. . . reinforcement learning may strain
Din [22] optimal cache placement based on energy and access times. .
. low-resource devices.
content popularity.
Content replacement strategy for
Mishra and ICN in the IoT, retaining essential Prioritizes high-value content, reDsssini‘irc;?Zt?or;lziicrizisti?f?(fjc
Jain [23] data based on freshness and reducing unnecessary data loss. d P y

future requests.

under unpredictable conditions.

Luo and Yan [24]

Caching Algorithm based on
Random Forest (CARF) for low
earth orbit satellites, optimizing

cache placement.

Reduces data access delay,
improving cache hit rates and
throughput in satellite
IoT networks.

Demands significant
computational resources and
precise satellite location data;

limited by resource constraints.

Research Motivation and Identified Gaps

This study’s motivation arises from the need to address several persistent challenges

in data caching within IoT networks, particularly those utilizing ICN. Existing methods,

while innovative, have limitations that affect network efficiency, data freshness, cache

management, and overall QoS. These gaps, highlighted in the existing literature, provided

the impetus for our proposed method to tackle deficiencies in previous caching strategies.

A primary challenge identified in prior works is balancing data freshness with caching

efficiency. Studies by Vural et al., Vural and Navaratnam [16], and Quevedo and Corujo [17]
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attempted to incorporate data freshness into their caching strategies, yet they often relied on
static parameters or distance-based caching that did not fully capture real-time fluctuations
in data validity. Our work addresses this gap by implementing dynamic data freshness
calculations, enabling more precise caching decisions, and optimizing data relevancy
across variable IoT traffic loads. Furthermore, solutions like those proposed by Hail and
Amadeo [18] and Doan Van and Ai [20] introduced adaptive caching parameters, such as
energy and memory. However, these approaches overlooked the cumulative impact of
cache decision delays on network latency, leading to suboptimal performance in highly
time-sensitive IoT environments. Our method seeks to mitigate latency without imposing
excess computational load on network nodes by focusing on cache decision timeliness and
utilizing a multi-criteria approach.

Another key gap in the literature involves the need for flexible mechanisms for cache
eviction based on data expiration or redundancy. Traditional methods, like the LRU
and probabilistic models, frequently need to accommodate the dynamic nature of IoT-
generated data. Techniques like EELC by Asmat and Din [22] provided an early attempt at
context-based cache decisions but struggled with scalability due to heavy computational
requirements. In contrast, our proposed method utilizes a lightweight, freshness-based
eviction strategy tailored to maximize cache utility while minimizing resource consumption,
thus enhancing scalability for resource-constrained IoT networks.

Finally, the limitations of predictive caching and traffic load distribution models
prompted us to introduce a proactive caching approach that considers historical data
patterns. While models like those by Meddeb and Dhraief [21] and Mishra and Jain [23]
addressed data validity, they lacked predictive insights for high-demand scenarios. Incor-
porating data freshness indicators with predictive cache placement enables our method to
anticipate better and meet peak traffic demands. This approach optimizes cache hit ratios,
reduces network delays, and lowers traffic load. This study, therefore, fills critical gaps
by combining real-time freshness validation, optimized cache replacement strategies, and
predictive cache management, enhancing the overall responsiveness and reliability of IoT
caching systems.

3. Problem Statement

Maintaining data freshness in IoT systems within ICN architectures is crucial yet
challenging due to the continuous generation of time-sensitive data by IoT devices [25]. In
these networks, routers save data along the path to reduce delay and improve bandwidth
use. Without a way to verify data freshness, outdated information could be sent to IoT
clients [26]. This can result in poor decisions and slower system responses. This issue
becomes more complex as IoT networks grow, with data demands constantly changing.

The quick aging of sensor data also raises the risk of sending outdated information.
A strong system is needed to ensure that only updated and relevant data are stored and
quickly accessible to users [27]. Traditional ICN [28] caching methods do not effectively
manage data freshness, which can lead to poor cache use. This often results in lower cache
hit rates and less efficient network performance. These methods usually do not account for
real-time factors to check if data are still valid, like comparing when data were created to
when they were requested. They also overlook how often the data are requested, which
affects their relevance. Without precise freshness management, outdated data can remain
in caches, taking up valuable space. Since IoT applications need reliable, up-to-date data
for tasks like monitoring and control, a better caching method is urgently needed [29,30].
This approach must accurately assess data freshness and prioritize which data to replace in
the cache based on their usefulness and validity. This ensures the cache performs well and
keeps reliable data available across IoT networks.
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3.1. QoS Formula

The cache hit rate metric shows how well a caching system performs by calculating
the percentage of requests fulfilled directly from the cache rather than fetching data from
slower storage [22,31]. A higher cache hit rate usually means quicker data access, less delay,
and better Quality of Service (QoS) by reducing the strain on backend resources [32]. A
high cache hit rate in network systems can also lower bandwidth usage because data are
retrieved locally from the cache instead of repeatedly pulling from the main source. Opti-
mizing cache hit rates is crucial for applications requiring rapid data access, such as content
delivery networks (CDNs) and real-time data processing in IoT systems [33]. Effective
caching algorithms, like the proposed method in your simulations, aim to maximize cache
hits over time, outperforming traditional methods like LRU under various operational
conditions. Equation (1) is used to calculate the cache hit rate:

Number of Cache Hits
Total Number of Requests

Cache Hit Rate = (1)

Number of cache hits refers to the successful instances where the requested data were
found in the cache. The total number of requests is the overall number of requests made
during the simulation period.

Network delay (D) represents the time taken for data to travel from the source to the
destination across a network, affecting the overall response time in networked systems [31].
High network delays can result from long transmission paths, heavy network traffic,
or processing delays at intermediate nodes. Reducing network delay is essential for
applications requiring low-latency communication, including real-time video streaming,
IoT systems, and online gaming. Effective caching mechanisms, such as the proposed
method in your simulations, help lower network delay by reducing the need for frequent
data retrievals from the source. Caching frequently accessed and up-to-date data enables
the network to achieve faster response times and improve QoS, outperforming traditional
caching approaches, such as LRU. Equation (2) was used to evaluate the delay [34]:

D=Twu+ Tpmc + Tqueue + Ttrans (2)

Ty, measured in milliseconds (ms), represents the round-trip time delay for data to
travel to and from the source. Tyyoc, in milliseconds (ms), denotes the processing time at
each network node or router. Tjyeye is the queuing delay for packets waiting to be processed
or transmitted and T}, is the transmission time for data across the network.

Traffic load (TL) measures the volume of data or requests that pass through a network
over a certain period, reflecting network demand and potential congestion. High traffic
load can strain network resources, resulting in slower response times and increased packet
loss, which negatively impacts QoS [35]. Caching frequently requested data closer to users
reduces traffic load as fewer requests need to reach the original data source, alleviating
network burden. In the simulations, the proposed caching method reduced traffic load
more effectively than the LRU algorithm by serving additional requests from intermediate
caches. This decrease in traffic improves network efficiency, saves bandwidth, and lowers
latency, which is beneficial for applications needing quick data access and minimal delay.
Traffic load was calculated by Equation (3):

_ Total Number of Requests x Data Size per Request

TL
Simulation Time

®)

Root mean square error (RMSE) is a standard metric for measuring the accuracy of
predictive models by showing the average difference between predicted and actual val-
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ues [36]. It is calculated by finding the square root of the average of squared differences
between observed and predicted values, keeping the result in the same units as the orig-
inal data. A lower RMSE indicates more accurate predictions. This metric is especially
valuable in regression and time series forecasting, where accurate predictions are critical,
as it reveals the average error size in predictions [37]. This metric helps pinpoint areas
where improvements could enhance overall model performance. Equation (4) was used to
calculate the value of RMSE:

1 2
RMSE = \/Tl 2?:1 (Fraté’pred,i - Fratcobs,i) (4)

In Equation (4), n is the total number of observations, Fr4te

oreq,; TEPTESENtS the predicted

or estimated value for the i-th observation, and Fmtgobs/i represents the actual or measured
value for the i-th observation. When i = 2, the term (Frﬂtepre 0 Fmt%bsli)z represents the
squared difference between the predicted and observed values for the second observa-
tion. This contributes to the overall sum of squared errors. The formula applies to all
i=1,2,...,n, ensuring the RMSE is calculated as a single, unique value representing the
average error over all observations.

3.2. Calculating Data Freshness

The proposed method utilizes data freshness calculations within the Named Data
Network (NDN)-based ICN-IoT architecture to efficiently manage cached data in response
to consumer requests. This approach uses freshness as a primary criterion for determining
whether data should be retrieved from cache, forwarded, or replaced, optimizing response
times and cache utilization. Each step of the method is described below.

Step 1: Start and Check for Message Type

The process begins when the router receives an incoming message, either a data request
message or a data response message from a consumer. A data request message specifies a
request for specific information while a data response message carries the requested data.
The type of message determines the router’s subsequent actions. To classify the message,
let M denote the incoming message. The router determines whether M belongs to the set of
data request messages (7) or the set of data response messages (D) based on its contents.
This classification can be represented by Equation (5):

M— {Datu request message if M € T 5)
Data Messageif M € D

Here, T represents the set of data request messages, which contain information such
as the requested data type, sensor ID, and request time, while D represents the set of
data response messages, which include the actual sensor data. The router determines the
set membership (M € Tor M € D) by analyzing specific fields in the message, such
as headers or metadata. If M < 7, the router checks its cache for the requested data.
If M € D, the router evaluates caching decisions based on the recency and validity of
the data.

Step 2: Check Cache for Requested Data

In the proposed method of this study, the data request message is sent by the client
and received by a router along the transmission path. Each request message specifies the
sensor number and the data item type (Rtype). For example, the client may request the
average temperature of a room over the last 15 min. Here, the “average temperature over
the last 15 min” corresponds to the data item type (Rtype) while the specific temperature
request for a particular room refers to a sensor with a unique identifier.

12



Future Internet 2025,17,11

Upon receiving a data request message, the router searches its cache or Content Store
(CS) for the requested data. This process determines whether a cache hit (data are found)
or a cache miss (data are not found) occurs. The cache status is represented by Equation (6),
where Cachegygsys = 1 indicates a cache hit and Cachegy,yys = 0 signifies a cache miss:

1 if (Sensor number, data type) € CS

6
0 if Otherwise (©)

CaCheStﬂtus = {

Step 3: Calculate Data Freshness
If the data are found in the cache, the router calculates the data freshness to verify
their validity. Freshness V is determined by Equation (7):

_ RT -CDTS

V=1
Riype

@)

RT (Request Time) represents the time when a consumer requests data while CDTS
(Cached Data Time Stamp) indicates the time when the data are stored in the cache. Ry,
(Requested Data Type) is a numerical value representing the refresh rate of the requested
data type. V is the freshness score, with values closer to 1 indicating fresher data. If V> 0,
the data are considered valid and ready to be sent to the consumer.

Step 4: Cache Hit or Cache Miss Decision

Depending on the result of the freshness calculation, the router decides whether to
deliver the data or forward the request. If V > 0, indicating a cache hit with valid data,
the router sends the data to the consumer. If V < 0, or if the cache does not contain the
requested data, a cache miss occurs, and the data request message is forwarded to the next
step. The decision to forward is calculated by Equation (8). Forward = 1 means the data
request message is forwarded while Forward = 0 indicates the data are sent directly to

the consumer:
1 if Cachestarys =00r V <0

8
0 Otherwise ®

Forward= {
Step 5: Check for Data with a Matching Sensor Number and Type in the Cache
When a data message is received, the router first checks whether the cache already
contains data with the same sensor number and data type. This is expressed by Equation (9).
If Duplicate),. =1, the old data are removed and the new data are cached; otherwise, the
router proceeds to the next step.

1 if (Sensor number, data type) € CS

Duplicat = 9
HPRCATeCheck { 0 Otherwise ©)
Step 6: Check for Empty Space in the Cache
If no duplicate data are found, the router checks if there is space in the cache for the
new data. Cache space is represented by Equation (10). If Cachesysce = 1, the new data are
cached; if Cachegpaee = 0, the router moves to the next step:

1 if available space > 0

10
0 Otherwise (10)

Cachespoce= {

Step 7: Check for Expired Data in the Cache
If the cache is full, the router checks for expired data by calculating the time validity
of cached entries. Time validity is calculated by Equation (11):

13
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. NDTS — CDTS
Tlmevalidution =1-———— (11)

NDtype

NDTS (New Data Time Stamp) represents the time when new data become available
for caching, CDTS (Cached Data Time Stamp) indicates the time when the data were orig-
inally stored in the cache, and NDtype (New Data Type) reflects the refresh rate of the
new data type. If Timeyqigation < 0, the cached data are deemed expired and removed to
accommodate the new data.

Step 8: Remove Data with the Lowest Freshness Score if No Expired Data are
Found

If no expired data exist, the router calculates the freshness score V (i, j) of all cache
entries and removes the data with the lowest score to cache the new data. The overall
validity score is calculated by Equation (12):

V(irj) = ((X X FRatC) + ((1 - (X) X Timevalidation) (12)

V (i, j) represents the combined freshness and validity score, where « is a weighting
coefficient that balances the importance of freshness and validity in the calculation. Ad-
ditionally, « is considered a network-specific constant because its value is chosen based
on the specific characteristics and requirements of the network environment, such as the
frequency of data updates, the priority of real-time data, or the caching strategy employed.
For example, in networks where data freshness is critical, « may be set closer to 1 to provide
further weight to freshness. Conversely, in scenarios where data validity or historical
relevance is more important,  may be set closer to 0 to emphasize validity. The freshness
rate Frgy is calculated by Equation (13):

SRN
Frate= ﬁ (13)

Here, the same request number (SRN) represents the count of requests made specif-
ically for a particular data type while total requests (TR) denotes the overall number of
requests during the observation period. A higher F value indicates that the data type is
more frequently requested, making it more likely to be prioritized for caching.

This systematic process ensures that only the most relevant and up-to-date data are
retained in the cache, optimizing resource utilization and enhancing response times for
consumers in the ICN-IoT network. Algorithm 1 shows the proposed method pseudocode.

Algorithm 1: Pseudocode of the proposed method.

START
//Step 1: Check for Message Type

1. RECEIVE M //Incoming message

2. IFM € Tt THEN //If M is a data request message

3. MESSAGE_TYPE <« “REQUEST”

4. ELSEIF M € D THEN //If M is a data response message
5. MESSAGE_TYPE <« “RESPONSE”

6. ELSE

7. RETURN “Invalid Message”
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Algorithm 1: Cont.

/ /Step 2: Check Cache for Requested Data
8. IF MESSAGE_TYPE = “REQUEST” THEN

9. CHECK_CACHE(M.sensor_number, M.data_type)
10. IF (M.sensor_number, M.data_type) € CS THEN
11. Cache_Status <— 1 //Cache hit

12. ELSE

13. Cache_Status < 0 //Cache miss

14. END IF

/ /Step 3: Calculate Data Freshness
15. IF Cache_Status = 1 THEN

16. V < 1- (RT - CDTS)/R_type

17. IF V > 0 THEN

18. SEND_DATA_TO_CONSUMER( )
19. ELSE

20. FORWARD_REQUEST()

21. END IF

22.  ELSE

23. FORWARD_REQUEST()

24,  ENDIF

/ /Step 4: Cache Hit or Cache Miss Decision
25. ELSE IF MESSAGE_TYPE = “RESPONSE” THEN

/ /Step 5: Check for Matching Data in Cache
26. IF (M.sensor_number, M.data_type) € CS THEN

27. REMOVE_OLD_DATA(M.sensor_number, M.data_type)
28. CACHE_NEW_DATA(M)
29. ELSE

/ /Step 6: Check for Empty Space in Cache

30. IF AVAILABLE_CACHE_SPACE > 0 THEN
31. CACHE_NEW_DATA(M)
32. ELSE

/ /Step 7: Check for Expired Data in Cache

33. FOR EACH DATA_ENTRY IN CS DO

34. Time_validation < 1 - (NDTS - CDTS)/NDtype
35. IF Time_validation < 0 THEN

36. REMOVE_EXPIRED_DATA(DATA_ENTRY)
37. CACHE_NEW_DATA(M)

38. BREAK

39. END IF

40. END FOR
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Algorithm 1: Cont.

/ /Step 8: Remove Data with Lowest Freshness Score

41. IF NO_EXPIRED_DATA_FOUND THEN

42. CALCULATE_FRESHNESS_AND_VALIDITY()
43. REMOVE_LOWEST_SCORE_DATA()

44. CACHE_NEW_DATA(M)

45. END IF

46. END IF

47. END IF

48. END IF

END

3.3. Predicting Data Freshness

The CAL method incorporates a prediction mechanism using the Nonlinear Autore-
gressive (NAR) neural network to enhance caching efficiency. In the fourth step of the
caching process, routers predict the data’s freshness rate and calculate the validity of cached
data based on the predicted freshness. This proactive approach reduces unnecessary data
replacements and ensures that the cache retains the most relevant and current data. The
NAR model forecasts future data freshness by analyzing past traffic patterns. Specifically:

e Input Layer: Processes historical request data, such as the sensor request number
(SRN) and total requests (TRs) for specific data types;

e Hidden Layer: Configured with an optimized number of neurons to balance learning
complexity and computational efficiency;

e  Output Layer: Produces the predicted freshness rate (Fmtgm ,) for the specified data;

For requests specific to a sensor ID or data type, the corresponding historical request
counts are used as inputs to forecast the future request rate.

These predictions are utilized in the CAL method to calculate data validity, guiding
decisions about which data to retain or replace in the cache. The combination of historical
traffic data and neural network predictions enables CAL to maintain high accuracy in its
caching strategy while reducing computational overhead and network traffic. Predicted
freshness values are computed as follows:

e  The network uses past request data to predict PSRN (predicted SRN) and PTR (pre-
dicted total requests);
e  Equation (14) calculates the predicted freshness rate (Fygte):

SRN + PSRN
rate,eq — “TRL PTR (14)
e  Equation (15) evaluates the predicted validity (Vieq):
Virea(i,j) = (cx * Fmtepn,d) + ((1 — &) * Time_validation) (15)

The predicted freshness values guide the CAL method’s caching decisions, allowing
routers to prioritize more relevant data. This integration minimizes unnecessary cache
replacements and enhances the overall efficiency of IoT data dissemination.

4, Evaluation

This section thoroughly analyzes the simulated scenario, including the selection and
justification of the parameters used to accurately represent real-world conditions within the
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network environment. The scenario aims to reflect typical usage patterns and operational
constraints encountered in a NDN-based ICN-IoT architecture, ensuring the results.

4.1. Simulation Scenario

As shown in Figure 1, the simulation scenario is a network consisting of six consumer
nodes (servers), fifteen router nodes, and six data producer nodes. Each consumer node
is connected to the producer nodes through different routes via multiple routers. The
communication paths between each server and the producers are statically determined.
Each producer node is connected to three sensors, which collect data and send it to the
requesting consumer. The sensors are Wi-Fi stations connected to a wireless access point
(producer node) in infrastructure mode. All communications in this topology are wireless
and the routers are Mikrotik Netmetal 5 devices with MIPS architecture.

“ “ “ ﬂ P: Producer
S: Sensor

SERVER4 SERVER3 SERVER2 SERVER1 R: Router
R1 R2 R3 R4

SERVERS
RE R5 ) R7 R8 RS “

% w Q Q SERVERE

R13 R11 R10

Figure 1. Topology of the simulated scenarios.

4.2. Simulation Parameters

Table 2 summarizes the parameters used to simulate the proposed approach scenario.

In the simulations, messages are randomly generated using MATLAB. Each data
request message includes the request number, applicant number, request time, requested
sensor number, and data item type. Once generated, the data request message is sent
according to their request times. According to the topology in Figure 2, each requesting
node sends its message along a specific path to the data producer identified in the request.
Each path consists of multiple hops and the data request message passes through several in-
termediate routers. If the cache cannot fulfill the request, it is forwarded to the producer. In
this simulation scenario, network delays are modeled by considering each data exchange’s
propagation and transmission delays and the processing time and data handling at each
router. The size of the exchanged data packets determines the traffic load for each period.
The scenario is simulated using the LRU method and the proposed approach, each tested
separately in eight modes based on simulation time, period length, and the number of
requests. MATLAB version R2022 was used for all simulations.
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Table 2. Simulation parameters.

Parameter Description Parameter Value

Router cache size 10 records

The average of the last 5 min, 10 min, 15 min,

Data item type 20 min, and 30 min
The distance of the consumer to the
95 m
connected router
Distance between routers 7 km
The distance of the producer to the
10 km
connected router
Wireless propagation speed 3 x (10%) m per's
: Dist:
Propagation delay 7Wirellz£“;;ee 3
fead Load_size
Transmission delay W W
Wireless bandwidth 200 Mbps
Packet size 1472 bytes
Constant () 0.8
- Cache Hit Ratio Over Time
— CAL
=== VLRU
40 —— ANN

Cache Hit Ratio

0 10 20 30 40 50 60 70 80 %
Time periods

Figure 2. Cache hit ratio of the caching methods in Model 1.

Simulation metrics included:

e  Cache Success Rate: The percentage of data requests the cache satisfies;
e Network Traffic Load: Total network bandwidth utilized for data retrieval;
e Response Time: Time taken to retrieve requested data.

4.3. Discussion

The proposed method integrates time series analysis to handle the temporal nature of
data freshness in IoT environments. Each data packet is tagged with time stamps, including
the Cached Data Time Stamp (CDTS) and Request Time (RT), to calculate a freshness
score dynamically. This approach ensures that cache decisions are based on the temporal
relevance of the data, prioritizing recently updated or frequently requested information.
Additionally, the time-dependent patterns observed in request frequencies are considered
in predictive models, such as the Artificial Neural Network (ANN), to optimize caching
decisions proactively. These time-dependent variables enable the method to effectively
handle the ever-changing nature of data generated in IoT environments.

The ANN employed in this study was designed to predict key performance metrics,
such as cache hit ratios and network delays, under various simulation scenarios. The
ANN architecture consisted of three hidden layers, each comprising sixty-four neurons.
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The ReLU activation function introduced non-linearity, ensuring the model could capture
complex relationships between input features. The input features for the ANN included
request frequency, data freshness, and historical cache hit ratios, which were generated
and extracted from simulation scenarios using MATLAB. The network leveraged these
features to identify patterns and trends in the data, facilitating more accurate predictions of
system behavior. Training the ANN involved splitting the data into a training set (70% of
the total data) and a validation set (30%), ensuring the model could generalize effectively
to unseen data. Backpropagation with a mean squared error (MSE) loss function was
used during training to iteratively minimize prediction errors, enhancing model accuracy
over successive iterations. The RMSE metric was used to assess the ANN’s performance,
providing a quantitative measure of prediction accuracy. Lower RMSE values indicated
the ANN’s reliability in forecasting key outcomes, such as the likelihood of cache hits
and delays. The ANN'’s role extended beyond predictions—it served as a baseline for
comparison with the proposed caching method, especially in scenarios where predictive
models could enhance decision making. Analyzing patterns in historical data, the ANN
showcased the benefits of integrating machine learning techniques into caching systems.
This highlights their capacity to anticipate system demands and enhance performance.
The simulation results were assessed across three key performance metrics: cache
hit ratio, network delay, and traffic load. Our proposed cache aging with learning (CAL)
method was compared with two established techniques, the ANN and Variable Least Re-
cently Used (VLRU) algorithms. Results indicate that under extended simulation durations
and frequent, high-volume data requests, CAL outperformed the alternatives by effectively
caching data while preserving their freshness. This contributed to reduced network delays
and optimized traffic load. The findings underscore efficient cache management’s impor-
tance in handling high-demand scenarios in networked environments, enhancing data
availability and system responsiveness. However, if fewer requests are sent over longer
intervals, the method’s benefits are less noticeable. Therefore, we focused on scenarios with
longer simulation times, higher request volumes, and shorter intervals, as shown in Table 3,
where the results demonstrate the method’s effectiveness in achieving our study’s goals.

Table 3. Simulation modes.

Simulation Mode Simulation Time Period Length Number of Requests
Mode 1 3h 180's 3000
Mode 2 10h 120 s 1000
Mode 3 3h 120's 3000
Mode 4 10h 120s 3000

However, the results also reveal that CAL’s effectiveness compared to the ANN
was insignificant in certain scenarios. Specifically, CAL showed marginal improvements
in cases with lower request frequencies or longer intervals between requests. This is
because CAL primarily focuses on real-time data freshness, which limits its adaptability
to fluctuating traffic patterns. In contrast, the ANN'’s predictive modeling capabilities
enable it to anticipate system demands and optimize cache decisions accordingly, giving it
a distinct advantage in such scenarios.

This performance gap can also be attributed to the static nature of CAL’s cache aging
mechanism. While CAL effectively prioritizes recently updated data, it lacks the flexibility
to dynamically adjust its parameters based on observed trends or historical request patterns.
Conversely, the ANN utilizes a dynamic learning process that continuously adapts its
caching strategies as new patterns emerge. This allows the ANN to maintain a higher

19



Future Internet 2025,17, 11

cache hit ratio in environments with variable or unpredictable request frequencies as it can
allocate resources more efficiently.

Another contributing factor is the reliance of CAL on pre-defined thresholds for
determining data freshness. These thresholds, while effective in scenarios with consistent
data traffic, may lead to suboptimal performance in situations where traffic intensity varies
significantly. The ANN mitigates this issue using real-time input features, such as request
frequency and historical data, to make more informed caching decisions. As a result, the
ANN exhibits better overall responsiveness to the inherent variability in IoT environments,
particularly in cases with less frequent or irregular request patterns.

Figures 2-5 present the simulation results in four different modes, as outlined in
Table 3. Figure 2 illustrates the cache hit rate of the proposed method in the first simulation
model, which includes 3000 requests over 180 s. As shown in Figure 2, the cache hit ratio
of the proposed method is higher than that of the VLRU method. Figure 3 depicts the
cache hit ratio of the caching methods in the second simulation model, where the proposed
method again achieves a considerably higher cache hit ratio than the VLRU algorithm. The
proposed caching method outperforms the VLRU method in terms of the cache hit ratio
across different simulation models. The simulation results indicate a significant difference
in cache hit rate between the proposed method and the VLRU method; the proposed
method substantially improves cache hit rate performance.
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Figure 5. Cache hit ratio of the caching methods in Model 4.

Figures 4 and 5 show the simulation results for Models 3 and 4. The third model’s
simulations include 3000 requests over 120 s. As shown in Figure 4, the cache hit rate
of the proposed method is significantly higher than that of the VLRU method and is
approximately equal to the values estimated by the ANN. Figure 5 depicts the cache hit
ratio of the caching methods in the fourth simulation model, where the cache hit ratio of
the proposed method is again a bit higher than that of the VLRU algorithm. The simulation
results across all four models confirm the superiority of the proposed method in terms of
cache hit rate, demonstrating a significant improvement in cache hit rate performance.

Making cache decisions based on data freshness allows routers to cache data that are
more likely to be re-requested by other consumers. Due to the high cache hit ratio and the
lack of frequent reference to the data source, network delay has been reduced compared
to the VLRU method. It should be noted that a large part of the network delay for the
proposed method in the diagrams is related to the execution time of the router processes for
cache decisions. Due to the implementation of this method in the simulation environment,
the computational time for the simulated processing of routers is longer than in the natural
environment. If implemented in the real environment, the network latency is significantly
less than in the simulation results. The caching methods impose performance overhead
on the system. The imposed performance overhead by the caching techniques should be
evaluated as the other criteria. Network delay and traffic load are the leading performance
overhead assessed in this study.

Figures 6 and 7 show the network delay of the caching methods in the first simulation
model with and without estimated values by the ANN. Similar experiments have been
performed for the second model. Figures 8 and 9 show the results of the simulations in
the second model. Figures 10 and 11 show the network delay imposed by the caching
methods in the third simulation model with and without estimated results. The results
of the simulations indicate that the proposed method has a lower network delay than
the VLRU method. The results of the fourth model simulations have been shown in
Figures 12 and 13. The results of the fourth model simulation are similar to those of the
second simulation model. The imposed performance overhead in Simulation Model 2 is
like the VLRU method (shown in Figures 8 and 9). Overall, the network delay imposed
by the proposed method is lower than that of the VLRU method. The proposed method
provides a higher cache hit ratio with lower network delay.
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The results confirm that the proposed method considerably improves the cache hit
ratio without imposing network delay; this is its main merit. Traffic load is the other
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Traffic load

Traffic load

Rate

criterion for the caching methods that should be considered. Figures 14 and 15 show
the traffic load of the proposed method and VLRU in the conducted simulations in four
models. The average value of the imposed traffic load by the proposed method is lower
than the VLRU method in Simulation Models 1 and 2. Figure 5 shows the traffic load of
the chachi methods in Simulation Models 3 and 4. The traffic load of the proposed method
is lower than that of the other method. The lower traffic load is the other merit of the
proposed method over the previous methods. In all simulation models, in the worst case,
the traffic load is equal to the traffic load of the VLRU method. The proposed method
optimizes the traffic load since intermediate routers answer most requests. To evaluate
the accuracy of the results, the results obtained by the proposed method were compared
with the predicted results by the ANN. The RMSE was used according to Equation (4) to
compare the predicted and the measured values. The RSME obtained for Simulation Model
115 0.0139 and for Model 4 is 0.0121. Figure 16 shows the F.4 values in the simulations.
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Figure 14. Traffic load of the caching methods in Models 1 and 2.
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5. Conclusions and Future Works

Due to the instability and transience of data on the IoT and the need for a mechanism
for data freshness to control the validity of cached data, in this regard, we proposed an
approach for in-network caching in ICN. Calculating the data freshness in the ICN-IoT
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Abstract: With generative Artificial Intelligence (AI) capturing public attention, the appetite of the
technology sector for larger and more complex Deep Learning (DL) models is continuously grow-
ing. Traditionally, the focus in DL model development has been on scaling the neural network’s
foundational structure to increase computational complexity and enhance the representational ex-
pressiveness of the model. However, with recent advancements in edge computing and 5G networks,
DL models are now aggressively being deployed and utilized across the cloud—edge-IoT continuum
for the realization of in situ intelligent IoT services. This paradigm shift introduces a growing need
for Al practitioners, as a focus on inference costs, including latency, computational overhead, and
energy efficiency, is long overdue. This work presents a benchmarking framework designed to
assess DL model scaling across three key performance axes during model inference: classification
accuracy, computational overhead, and latency. The framework’s utility is demonstrated through
an empirical study involving various model structures and variants, as well as publicly available
datasets for three popular DL use cases covering natural language understanding, object detection,
and regression analysis.

Keywords: deep learning; artificial intelligence; cloud computing; benchmarking

1. Introduction

Deep learning (DL) has emerged as an influential tool that drives innovation efforts for
the advancement of mission-critical applications such as the prediction of environmental
phenomena [1], object detection and classification [2], natural language understanding and
generation [3], and autonomous navigation and steering [4]. DL is inspired by how the hu-
man brain is structured and functions, with the foundation and premise attributed to Deep
Neural Networks (DNNs). In DNNs, multiple layers of interconnected artificial neurons
form a network of hierarchies aimed at enhancing the network’s ability to automatically
derive low-dimensional representations from unstructured and high-dimensional data,
such as human-written text and images [5].

With the last decade featuring several breakthroughs in the area of generative Al, such
as Generative Adversarial Networks (GANSs) [6], transformers [7], and Large Language
Models (LLMs) [8,9], model scaling is gaining significant interest. Model scaling refers
to the expansion of the underlying structure of the DNN [10]. Early research attempted
to advocate for the addition of more neurons in DNNSs, leading to increased network
depth [11]. By scaling the DNN, users can select among several model variants to enhance
utility for different application aspects and deployment sites (i.e., data centers or edge
computing) [12]. More recent examples have suggested increasing multiple dimensions
of the DNN structure together, such as the popular EfficientNet model architecture for
object detection that features eight model variants with different network depths, widths,
and input resolutions [13]. However, as the underlying DNN structure expands, so does
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the computational complexity of the network to increase the representational power of
the DNN and improve accuracy while also generalizing better over newly introduced
tasks [14]. A recent study by OpenAl revealed that since 2012, the amount of computational
effort required by DL models has increased exponentially and doubled every 4 months [15].
Nonetheless, while IoT and edge computing hardware are vastly improving, they are
not doing so at a rate capable of catering to the advancements in deep learning [16,17].
Hence, although the AI community was, in the past, focused solely on improving model
accuracy metrics, a paradigm shift is now being observed where runtime performance
during inference and energy efficiency are gaining industry interest [18,19].

This brings us to the focal point and motivation that support our work. With so many
different scaling strategies for DNNs, it becomes extremely difficult for users to select a
model variant that will meet different QoS requirements. Models can scale in terms of
depth, width, and clarity of input data, and different parameters can be set (e.g., batch size
and training epochs). All these configurations can significantly impact the performance of
a DL application. The majority of existing works that empirically evaluate model scaling
focus on either a single model structure [13,20] and/or introduce findings that are tailored
to solely evaluating accuracy and overhead during the model training stage [21,22]. We
deviate from the norm and focus on the impacts of different model scaling strategies during
runtime inference. Specifically, we focus on three key performance axes: classification
accuracy, computational overhead, and latency. By offering a detailed examination of
trade-offs during model inference, our work aims to guide Al practitioners in selecting
and tuning DL models for efficient and effective deployment of intelligent IoT services in
resource-constrained environments.

The main contributions of our work are summarized as follows:

e Weintroduce a high-level description of a benchmarking framework for the assess-
ment of the various trade-offs that occur when scaling the underlying network of a DL
model across different dimensions (i.e., depth and width). This modular and extensive
framework provides performance insights on the impact of DL model scaling during
runtime inference in light of classification accuracy and model loss, computational
overhead, and the model’s latency footprint.

*  We demonstrate the utility of our framework by introducing an empirical study evalu-
ating DL model scaling strategies and their impacts on the QoS of runtime inference.
We employ several model structures from three popular DL application domains.
For our work, we utilize publicly available and pre-trained model architectures (BERT,
EfficientNet, and MLP), and for inference workloads, we employ openly available
datasets (i.e., GLUE-MRPC and ImageNet).

The rest of this article is structured as follows: Section 2 presents a brief overview of
model scaling for DNNs as the premise of our work. Section 3 elaborates on the benchmark
methodology employed for the evaluation and empirical study. Section 4 introduces
three different DL use cases and the datasets used during validation. Section 5 documents
the performance metrics used during the empirical study, while Section 5 presents a
comprehensive overview of the results. Section 6 provides an overview of recent related
works, while Section 7 concludes the article and outlines future work.

2. Background

The following subsections introduce an overview of the architecture pattern encom-
passing deep neural networks (DNNs) and the premise of model scaling for DNNs.

2.1. Deep Neural Networks

Deep learning is synonymous with many-layered artificial neural networks that are
well-recognized and referred to as deep neural networks (DNNSs). It is in these networks
that data are hierarchically represented, achieving excellent results in high-level abstraction
and intricate pattern recognition when working with tasks connected to unstructured data
such as images, audio, and text [23].
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An exemplary image of a DNN is depicted in Figure 1. The key constituents of deep
learning are neurons, layers, weights, biases, and activation functions. Neurons are the
basic units that process input and produce output through an activation function. Layers
are collections of neurons and can be classified into three types: input layers, hidden layers,
and output layers. The input type layer first accepts initial data, like pixel values in image
data or word embeddings in text. These layers’ neurons represent traits of the data. Hidden
layers process the flow of data by identifying complex patterns. Neural networks with one
hidden layer are called shallow neural networks (SNNs), and networks with typically more
than one layer are called deep neural networks (DNNs) [24]. The neurons within layers
receive inputs, process them, and transmit information to successive layers. The output
layer delivers the results, such as class labels in a classification task or numerical values in
regression, with the number of neurons representing the number of categories or outputs.
Weights and biases are parameters integrated into the model to learn during training
and make the model accurate in making predictions. Activation functions introduce non-
linearity into the network for the learning of complex patterns.
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Figure 1. High-level overview of a deep neural network.

2.2. Model Scaling for Deep Neural Networks

Model scaling is the method where the capacity of the DNN is enlarged by expand-
ing the underlying architectural structure to meet the varying requirements of different
workloads [20,25].

Structure-wise, the baseline of a neural network can be expanded as follows:

* Interms of depth by adding more layers to capture a richer set of features and generalize
when introduced to new tasks;

e Interms of width by embedding more neurons per layer to capture more fine-grained
features and intricate relationships within the data;

e In terms of data clarity (i.e., resolution for images) to potentially capture more fine-
grained patterns in the given input.

An example of a neural network model structure that can be scaled depth-wise to
introduce new variants are the popular Residual Networks (ResNets) [11]. The naming
convention of a ResNet (i.e., ResNet-50 or ResNet-152) includes a number denoting the
number of layers in the network.

While scaling towards one dimension can increase model accuracy, as a network
deepens (or widens), training speed is impacted due to the vanishing gradient problem
where convergence is slowed down as the network parameters become very small while
propagated back through the layers [26]. To compensate, compound scaling is considered
the norm today, where multiple dimensions are scaled together. An example of a family of
neural networks adopting compound scaling is EfficientNet models for object detection,
where depth, width, and input resolution are uniformly scaled based on a compound
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coefficient. By doing so, EfficientNet models can achieve accuracy similar to that of other
DNNis (i.e., ResNets) while utilizing fewer computational resources during model training
and extracting meaningful cost savings [13].

3. DNN Model Scaling Benchmark Framework

To perform the benchmarking of a diverse set of DNN use cases, we created an
automated process where a user needs to specify a dataset, the selected DNN use case,
and the user’s preferences about the model scaling parameters.

Figure 2 depicts a high-level overview of our pipeline. The framework provides a
lightweight Python library through which users can submit their preferences by either
filling in the library’s programming interfaces or by passing their parameters written in a
configuration file (in YAML format).
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Figure 2. Pipeline of performance evaluation trade-offs.

An example of the configuration file is depicted in Listing 1. In this example, the user
selects MLP as the DNN use case (use_case). Then, the user must define the parameter
space (parameter_space) of the respective use case, which includes the available parameters,
along with the selected evaluation values. In this example, the user sets three different
values for network depth (network_depth: [4, 5, 7]), two values for network width and batch
size parameters (network_width: [32, 64]; batch_size: [32, 128]), and three values for epochs
(epochs: [1, 3, 5]). The system generates all possible permutations of these parameters,
resulting in a search space of 36 unique runs for this use case.

Next, the monitoring metrics that for the system to expose are selected. The avail-
able metrics include computational_overhead, accuracy, and latency. We then examine a set
of execution-related parameters, including the boolean parameter training, which speci-
fies whether the system retrains the model; dataset, which indicates the dataset location;
and times, which defines the number of experimental executions. It is worth noting that
how the dataset is loaded depends on the specific use-case implementation, so the dataset
parameter could refer to either a file or a folder where the dataset resides (e.g., a folder of
images for object detection and classification use cases).

After that, the framework generates a set of model scaling parameters based on user
preferences and combines them with a specified ML use case. If users wish to create their
own use cases, they should extend the DNN Model Scaling Benchmark programming
interface and add them to the use-case repository. By default, our system includes a use-case
repository with three predefined DL use cases—natural language understanding, regression
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analysis, and object detection and classification—each with its respective scaling parameters
(see Section 4). With the parameters and chosen use case defined (via the configuration file
or programmatically), the system generates a model whose structure reflects the specified
model parameter set, resulting in a compiled model.

Listing 1: DNN parameters of the model scaling benchmark framework.

use_case: MLP

parameter_space:
network_depth: [ 4, 5, 7 ]
network_width: [ 32, 64 ]
batch_size: [ 32, 128 ]
epochs: [ 1, 3, 5 ]

metrics:
- computational _overhead
- accuracy
- latency

training: True

dataset: " "

times: 1

The next phase of our pipeline is execution. This phase has two steps, namely training
and inference. Specifically, the pipeline splits the dataset into training and testing subsets.
This split is configurable with default values of 80% for training and 20% for the testing
set. After that, the pipeline performs the training, updating the weights of the compiled
model. We should note that the training step is optional, since the users may introduce their
own pre-trained models. Next, the trained model is utilized to perform inference on the
testing subset, extracting the performance metrics, namely inference latency, accuracy/error,
and computational overhead. Since the test subset is already annotated, we can easily extract
accuracy for classification tasks or error for regression tasks. For the inference latency,
the framework keeps the timestamp before the inference process starts and the timestamp
when it is over, subtracts them, and divides by the number of data points. Finally, for the
computational overhead, our system extracts the number of Floating-Point Operations
(FLOPs) from the compiled ML model. A more detailed description of the metrics can be
found in Section 5. The pipeline stores the extracted metrics in metric storage; then, the system
selects another set of model parameters and repeats the process until there are no more
parameter sets to be examined.

Once all model parameter sets (and trials) for a given ML use case have been evaluated,
users can conduct a performance trade-off evaluation. This step enables the system to automat-
ically facilitate various post-processing tasks, such as fitting trend lines, plotting performance
metrics, detecting outliers, and generating the respective reports. Additional post-execution
metrics are also made available, such as model complexity (), which reflects the model’s
FLOPs relative to the most complex model configuration in the use case. Thus, users
can intuitively analyze the effects of different parameter configurations, observing trends
across a range of ML parameters and model structures. By visualizing these trade-offs,
users gain insights into the balance between computational demands, accuracy, and other
performance metrics, supporting informed decision making for optimal model selection in
alignment with their specific goals and constraints.

4. DL Use Cases and Validation Datasets

Our DL repository comprises of three use-cases originating from different application
domains and covering three out of the seven important domains for advancing Al as
identified by MLcommons [27]. All use cases employ open model structures with publicly
available variants, and the datasets utilized for the inference workloads are also publicly
available. Moreover, we note that although, inherently, any set of values can be used to
alter the problem dimensions of a model structure, we embrace the reference value sets
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suggested by the model designers (e.g., Google Research) that lead to optimal fine tuning
of the model accuracy for a given computational budget. These configurations enable all
experimental results of the empirical analysis to be realistic, reproducible, and verifiable.
Table 1 provides a summary of the DNN model architectures for the DL use cases, as well
as their scaling dimensions and their parameterization, for quick reference.

Table 1. DL DNN model architectures and scaling dimensionalities for DL use cases.

DNN Model No. of Scaling Experimental
Architecture Variants Dimensions Value Sets
BERT 20 Network depth (D); D=1{2,4,6,8,10},
Hidden embeddings (H) H = {128, 256, 512, 768}
Network depth (D); D=1{1.0,11,12,14,1.8,2.2},
.. Network width (W); W=1{1.0,1.0,1.1,1.2,14, 1.6},
EfficientNet 6 Input resolution (R); R = {224, 240, 260, 300, 380, 456},
Dropout rate (O) 0={0.2,0.2,0.4,0.4,0.6, 0.6}
Network depth (D); D={1,2,3,4,56,7,8,9,10},
Network width (W); W = {32, 64, 128},
MLP 120 Batch size (B); B = {32, 64, 128, 256},
Epochs (E) E=1{1, 3, 5}

For EfficientNet, values are expressed as coefficients from the baseline Bo model and the iy, value of each
dimension was paired together to produce the 6 variants.

4.1. Natural Language Understanding

This use case involves natural language understanding, where the DL application
setup is responsible for processing a series of text-based inference tasks using a language
model to semantically interpret the provided text. The chosen model architecture for
this use case is the well-known Bidirectional Encoder Representations from Transformers
(BERT) model. BERT, as a model structure, was first introduced in 2019 by Google and
is considered one of the most novel model structures for NLP tasks, language reasoning,
and conversational Al In brief, BERT is structured with stacked quantized transformer
encoder layers, where each layer comprises self-attention mechanisms and feed-forward
neural networks [3]. BERT was intentionally designed to pre-train deep bidirectional repre-
sentations, adopting a large English text corpus (i.e., Wikipedia), by jointly conditioning
on both left and right contexts in all layers [28]. With this, BERT models can capture
intricate patterns and dependencies in text-based datasets, making them powerful for
understanding the nuances of language.

For the empirical study, we utilize 20 BERT model variants that have been introduced
by Google Research (https:/ /github.com/google-research/bert/ accessed on 7 November
2024) and referenced as suitable for edge computing. These models vary in network depth
(D=1{2,4,6,8,10}) and hidden embedding sizes (H = {128, 256, 512, 768}). For the workload
of inference tasks, we use the widely recognized GLUE-MRPC dataset released by Microsoft
Research (https:/ /www.microsoft.com/en-us/download/details.aspx?id=52398 accessed
on 7 November 2024), with the validation set containing 1125 sentence pairs automatically
extracted from online news sources, along with human annotations indicating whether the
sentences in each pair are semantically equivalent (paraphrase).

4.2. Object Detection and Classification

This use case centers on object detection, where the DL application setup is configured
to handle a series of inference tasks to detect objects within a set of given images and
classify the objects by assigning appropriate labels from a pre-defined label set. The chosen
model architecture for this purpose is the widely used EfficientNet convolutional neural net-
work [13]. EfficientNet was first introduced in 2020 by GoogleAl to provide object detection
for mobile and IoT services run at the network edge. For EfficientNet, the baseline network
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(denoted as By) exploits a multi-objective neural architecture search that optimizes for both
accuracy and FLOPS by adopting a hierarchy of mobile inverted bottleneck convolution
layers and the use of squeeze-and-excitation optimization to ultimately enhance representa-
tional capacity [29]. However, the most popular feature of EfficientNet is the introduction
of compound scaling, where the network structure can uniformly scale in depth, width,
and resolution by taking advantage of a fixed set of scaling coefficients tailored to increase
the network’s computational efficiency without impacting representational accuracy.

The publicly released variants of EfficientNet are code-named as Bx, with x denoting
the model complexity rank (By — By) and each varying in network depth, width, resolution,
and dropout rate. For this empirical study, we utilize the first six models (By — Bs), which
are all openly available in the Keras pre-trained model library (https://keras.io/api/
applications/efficientnet/ accessed on 7 November 2024). Hence, we note that, as shown
in Table 1, for EfficientNet, the value of each dimension is expressed as a coefficient factor
of the base variant (By), and the six variants are formed by taking the iy, value from each
dimension to form its dimensional value set. As an example, B, takes values of D = 1.8,
W =14, R =380, and O = 0.6. For the inference workload, we use images extracted from
the well-known and publicly available Tiny ImageNet dataset hosted on Hugging Face
(https:/ /huggingface.co/datasets/zh-plus/tiny-imagenet accessed on 7 November 2024),
which includes a validation set of 10,000 color images (64 x 64 pixels) categorized into 200
label classes.

4.3. Regression Analysis for Predicting Numerical Outcome

For this use case, we tested 120 Multi-Layer Perceptron (MLP) model variants. In brief,
MLPs are fully connected feed-forward artificial neural networks. As MLPs are fully
connected, each neuron in layer D — 1 is connected to every neuron in the subsequent
layer (D). For this use case, the MLP networks’ goal is to ingest data points and, through
a regression analysis, predict the numerical value of a target variable. A leaky Rectified
Linear Unit (ReLU) is embraced for the neuron activation function. These 120 different
model configurations differ by network depth (D ={1, 2, 3,4, 5, 6,7, 8,9, 10}), neurons per
layer (W = {32, 64, 128}), batch size (B = {32, 64, 128, 256}), and epochs (E = {1, 3, 5}).

As our inference workload, we use the open and publicly available California Hous-
ing dataset from StatLib provided via Keras (https:/ /keras.io/api/datasets/california_
housing/ accessed on 7 November 2024). Specifically, the dataset captures 20Ksamples,
with each composed of eight attributes (e.g., house age and number of rooms), and the
target variable for reference is the median house value per California district, expressed
USD.

5. Benchmark Framework Metrics for Comparison

The benchmark framework supports the evaluation of the reference DL use cases
against three performance axes, all evaluated during model inference tasks. Specifically,
all use-case model variants are evaluated in terms of accuracy, computational overhead,
and inference latency.

The following details how each metric is measured.

5.1. Classification Accuracy and Prediction Error During Inference

For use cases 1 and 2, accuracy is measured as the precision of the DL classification
tasks per use case. In brief, classification precision is defined as the ratio of the number of
correct predictions to the total number of predictions, where correct predictions include
true positives and true negatives, as shown below:

TP+ TN

€A = TP+ TN+ FP+FN

M

For use case 3, where regression is employed, accuracy (or less inaccuracy) is measured
by computing the Mean Square Error (MSE) for the predictions output by the regression
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analysis of the model variant. Specifically, the MSE computes the average squared differ-
ence between the observed (y) and predicted (1) values of a sample comprising N values,

as shown below:
N

MSE= 3} (v~ 90 @)
N i=1
For the comparison of the model variants in terms of accuracy, the outcome for each
input data point of the validation dataset is recorded during runtime inference. Upon the
completion of the experimental run, the accuracy metric per model variant is computed
and can be used to compare against experimental runs utilizing other model variants.

5.2. Computational Overhead During Inference

The computational overhead of a DL model is attributed to the processing effort
required by the model to perform the requested inference task (e.g., classification or regres-
sion) and output a result for a given data point. To measure the computational overhead
imposed by a DL model variant during an experimental run, our benchmark framework
counts floating-point operations, denoted as FLOPs. In brief, FLOPs measure the total num-
ber of mathematical operations involving floating-point values across the computational
path of the DNN during runtime inference to output a prediction after receiving a new data
point as input. FLOPs are a key metric for evaluating computational efficiency for DL mod-
els, as they provide measurable and hardware-independent results suitable for comparison
among DL model variants [30]. To measure the FLOPs for each model variant, our bench-
mark framework utilizes the open and popular flopth (https://github.com/vra/flopth
accessed on 7 November 2024) Python library, which supports the measurement of the
FLOPs performed during DNN inference.

5.3. Inference Latency

The third performance evaluation metric of our benchmark framework is inference
latency. Inference latency for DL models is defined as the total amount of time required
by the DNN variant to output a prediction after receiving a new data point as input and
perform the necessary (mathematical) operations imposed throughout the computational
path of the layered neural network during runtime inference. A customized monitoring
probe has been created to extract the inference latency from open and popular ML backends,
including TensorFlow and PyTorch, as used in the two DL use-cases.

5.4. Model Complexity

To ease both the depiction of the results and to easily identify models among a large
corpus of variants per use case, we introduce a new metric definition. Model complexity,
denoted as 7y € (0, 1], is defined as the proportional difference of a model variant relative
to the most complex model (1) under consideration (y = 1.0).

For instance, assuming a set of N models denoted as M, where all variants differ only
by network depth (layers), then if My has a network depth of 10 layers, a model (m; € M)
with v = 0.3 has a depth of three layers. For the introduced use cases where multiple DNN
dimensions can be scaled, a normalized -y is computed and used as a reference for each
model variant. For this, first, each scaling dimension is normalized; next, all dimensions
are multiplied, and finally, the intermediate product is divided by the v of My.

As an example, the normalized model complexity vector for the EfficientNet variants
of use case 2 is the following: v = [0.070,0.082,0.160,0.235,0.597,1.0]. With this vector,
we can now place variants in an orderly fashion and can denote proportional differences
to estimate the computational overhead and latency of inference, as we see from the
experimentation. Finally, we note that in all introduced plots, we employ the model
complexity as the independent variable and show how accuracy, computational overhead,
and latency are affected when scaling the model’s complexity.
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6. Evaluation

In this section, we embrace our benchmark framework to conduct an empirical analysis
to understand various trade-offs during runtime inference and assess their impacts on the
introduced DL use cases.

6.1. Testbeds

For experimentation, we opted for two testbeds: a public and a private cloud infras-
tructure. Our aim is to enhance the replication of the empirical study so that the results
from DL use-case benchmarking can be reproduced and verified by anyone interested in
this study.

To this end, all experiment runs for the BERT (UC1) and MLP-Regression (UC3) use
cases were executed on a testbed supported by Google Colaboratory (https://colab.google/
accessed on 7 November 2024). Specifically, this testbed provides the benchmark framework
with a dedicated DL execution environment featuring 16 GB of memory for model storage
and performance of the computational experimentation, as well as an Nvidia T4 GPU
featuring 2560 CUDA cores and 320 Turing tensor cores that are specialized for neural
network training and inference. In turn, the experimental runs for the EfficientNet use case
(UC2), which requires significant memory for both the model variants and the ImageNet
workload, were run on an HP Proliant DL380 G9 server with an Intel Xeon E5-2680
processor embedding 44 cores clocked at 2.50 GHz and 176 GB memory. Finally, we note
that all model variants embraced for UC1 and UC2 are the pre-trained versions of these
models provided by Google Research and made publicly available in the HuggingFace and
Keras repositories, respectively (see Sections 4.1 and 4.2). This enables both the verification
of the study findings (e.g., classification accuracy) with minimal human effort and the
necessary computational overhead to reproduce the experimental settings.

6.2. Experimental Analysis

Figures 3-5 depict the results of empirical study in which several model variants per
DL use case were run and evaluated during runtime inference. It should be noted that
all plots are presented with the x axis (independent variable) capturing the normalized
complexity of each model variant as introduced in Section 5.4.
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Figure 3. Inference quality (classification accuracy and MSE) with respect to model complexity.
The presented plots include: (a) BERT model variants, (b) EfficientNet model variants, and (c)

MLP-Regression model variants.
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model variants, (b) EfficientNet model variants, and (¢) MLP-Regression model variants.

6.3. Inference Quality

Let us start the discussion of the empirical study with the plots presented in Figure 3.
These plots depict the classification accuracy (UC1 and UC2) and MSE (UC3) for the intro-
duced model variants for each use case. First, it is evident that in all use cases, given enough
data during training, quality can be improved by increasing the complexity of the model.
In the case of the BERT (Figure 3a) and EfficientNet (Figure 3b) models, the classification
accuracy increases, while in the case of the MLP regression models (Figure 3c), the mean
square error decreases. Hence, scaling the DNN structure’s dimensionality (e.g., network
depth and width) by creating more computationally complex variants is beneficial for
improving the inference quality during runtime inference.

The second insight from the empirical study is that, for all use cases, the learning
ratio of simpler models plateaus at some point. An illustrative example is provided by the
plots in Figure 3a,b. Scaling the EfficientNet-B0 structure by the first compound scaling
coefficient increases the model’s classification accuracy by more than 2.2%, but scaling from
the B4 variant to the B5 variant introduces minimal gains in accuracy that are less than
0.5%. This can also be confirmed by looking at the MLP-Regression plot (Figure 3c) where
performing a further study, one can establish the non-linear nature of the error and the
diminishing error reduction through a Ramsey REST test (r-test I-value = 0.000826).

Third, as is evident in the MLP-Regression plot (Figure 3c) the global minimum is
achieved for v = 0.6, and afterwards, more complex models present a slight increment in
their reported MSE values. This occurs as the DNN model structure scales and becomes
too complex, which results in overfitting to the randomized effects that are present only
in the specific (California Housing) dataset used for training. In this regard, although the
expressive power of a model is (somehow) dependent on model complexity, a mathematical
expression for estimating inference quality irrespective of the DL use-case domain does not
exist [31]. This is inherently due to the phenomenon introduced in the second (learning
plateau) and third (overfitting) insights.
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6.4. Computational Overhead of Inference

The plots in Figure 4 depict the effect of model scaling on the computational overhead
imposed on the underlying model serving as infrastructure during runtime inference for
each of the referenced DL use cases.

From these plots, it is immediately evident that when the model complexity increases,
so does the computational overhead. Moreover, the model complexity and the compu-
tational overhead present an almost linear relationship. For example, in the BERT case
(Figure 4a), the coefficient of determination (R squared) is R> = 0.913, and for the Efficient-
Net use case (Figure 4b), R?> = 0.984. These value indicate a well-fit linear relationship.
Furthermore, for the MLP-Regression case (Figure 4c), we observe two distinct phases of
linearity, the second of which presents a higher linear coefficient that the first phase.

6.5. Inference Latency

The plots in Figure 5 depict the effect of model scaling on the latency observed by
users submitting inference tasks to the DL model serving the application during runtime
inference for each of the referenced DL use cases. In these plots, we observe that the linear
relationship between model complexity and inference latency holds, especially for the BERT
(Figure 5a) and EfficientNet (Figure 5b) use cases, although it is less perfect. The coefficients
of determination for these two use cases are R?> = 0.871 and R?> = 0.972, respectively.
The reduction can be attributed to the fact that although latency is highly correlated with
the computational overhead (FLOPs) of the DNN required to output a result, other factors
contribute to increased latency. Specifically, latency also depends on data pre-processing to
shape the input data points to meet the processing requirements of the DNN and DNN
optimizations that can affect memory access patterns. While these factors can (slightly)
influence the overall latency, the inference delay observed in the MLP-Regression use
case (Figure 5¢) is highly affected by overfitting after the global minimum is achieved
(v = 0.6), distorting the depicted linear relationship between model complexity and latency
(R? = 0.597).

Finally, a key observation among the three performance axes must be made. A specific
model complexity (e.g., v = 0.2) and computational budget (in FLOPs) can be achieved by
utilizing different scaling policies (i.e., depth only, compound coefficient on depth/width,
etc.). For example, in the case of the BERT models in which two dimensions are available
for scaling (network layers (d), embedding sizes (¢)) a y = 0.2 can be achieved with (d, i)
pairs that are equivalent to (2, 768) and (6, 256). In the first example, the classification
accuracy is 74.2%, and latency is 2.2 s, while in the second case, accuracy is 77.8%, and
the latency is 2.79 s. Therefore, model scaling can have a significantly different effect on
the classification accuracy and inference latency. Hence, benchmarking various model
scaling strategies to evaluate the performance outcome during DL model inference is of
utmost importance when striving to achieve cost savings in geo-distributed deployments
and under resource constraints.

7. Related Work

The following introduces relevant scientific works split into two subsections, the first
of which briefly discusses DL model scaling and the latter of which introduces empirical
evaluations in the field of DL model scaling.

7.1. DL Model Scaling

Several DL model scaling techniques have been proposed throughout the last decade
according to which the underlying structure of the DNN can be expanded in terms of
either depth [11] or width [26], or adopt higher data clarity for the provided input [32].
However, as the DNN structure increases towards only a single dimension (i.e., depth),
the computational costs become prohibited, and model quality can be impacted as well
due to parameter redundancy [33]. To overcome these challenges, Tan et al. [13] and
Han et al. [34] proposed the use of compound scaling with the introduction of EfficientNet
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and TinyNet models, respectively. Compound scaling, as previously described, suggests
that the DNN structure can expand uniformly towards multiple dimensions by embracing
a suitable scaling coefficient. With this, DNNs can achieve accuracy similar to that of other
(competitive) DNNs while utilizing fewer computational resources during model training
and, thus, extracting meaningful cost savings.

7.2. Empirical Evaluations of DL Model Scaling

The following presents both recent and notable scientific works introducing empirical
evaluations for DL model scaling.

Lin et al. [20] investigated the pitfalls of one-dimensional model scaling for convo-
lutional neural networks (CNNs) and proposed a scaling method for CNNs that utilizes
dimensional relationship and runtime proxy constraints to improve accuracy and inference
latency. In turn, Hestness et al. [35] introduced a study where they empirically projected
the computational requirements for future DL applications based on the representational
growth achieved (and targeted) by the Al community.

Dollér et al. [14] presented an evaluation study to demonstrate how different com-
pound scaling strategies affect the model parameters; activations; and, consequently, train-
ing time for different CNN model structures, focusing primarily on EfficientNet and RegNet
models. With a focus on language models that adopt a transformers-based architecture, Ka-
plan et al. [21] empirically showed that performance (measured by test loss) improves and
follows a power-law relationship as the model size, dataset size, and availability of compu-
tational power are scaled during model training. When only scaling one factor to achieve
the referenced performance, the other two must not become bottlenecks. For optimal
performance, the authors showed that all three factors must be scaled-up in tandem.

In a recent study, Bahri et al [22] capitalized on the previously mentioned work to
show how scaling the model and dataset size can be explained under variance-limited
and/or resolution-limited scaling regimes. In the end, the authors provided a theoretical
framework that can be used to estimate upper and lower bounds for model loss depending
on the aforementioned scaling regimes. Furthermore, Aach et al. [36] presented an empirical
analysis of three open and popular distributed deep learning frameworks to assess their
performance and scalability during model training with experiments focusing on ResNet
and ImageNet models as the examined workload. Finally, Wang et al. [37] introduced
an empirical study that examined a large corpus of DL model variants investigating unit
test adoption and if/how metrics beyond accuracy are used to improve model robustness
and reliability.

Based on the provided list of existing works empirically evaluating model scaling, it
is obvious that the majority of the aforementioned studies either focus on a single model
structure (e.g., ResNet, RegNet, or CNN models) and/or introduce findings that are tailored
to solely evaluating accuracy and overheads during the model training stage. We deviate
from the norm and focus on the impacts different model scaling strategies have during
runtime inference. By offering a detailed examination of trade-offs during model inference,
our work can contribute to guiding Al practitioners in selecting and tuning DL models
for efficient and effective deployment of intelligent IoT services in resource-constrained
environments. Moreover, we note that although a direct comparison against other empirical
studies cannot be performed, as the body of related work focuses on performance and
accuracy during the model training phase, several of our findings can be confirmed by
the aforementioned studies. For example, Lin et al. [20] showcased that compound model
scaling positively impacts classification accuracy for DNNs, while Bahri et al. [22] confirmed
this but also noted (as we do) that the gains in terms of accuracy diminish and can plateau
as a model attempts to scale using large compound coefficients. In turn, Dollar et al. [14]
showed that although two model variants can present the same computational complexity,
the output classification accuracy can (significantly) differ.
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8. Conclusions and Future Work

This article presents an empirical benchmarking study focused on understanding
the correlation between DL model scaling and three performance axes during runtime
inference. These axes cover accuracy, computational effort, and latency. This distinguishes
our work from other studies that solely studied model accuracy and training duration
during the training phase for different model variants. To this end, we designed and
presented a prototype of a DL model scaling benchmark framework, along with details
about its execution and functionalities. Moreover, we introduced three diverse DL use
cases from the domains of natural language understanding, object detection, and regression
analysis. All three use cases embrace open DNN model architectures, multiple and different
scaling techniques, and the use of popular datasets for workload generation.

With the three developed DL use cases, we then performed an empirical analysis with
the use of our benchmark framework to discover various insights and trade-offs introduced
across the three performance axes during runtime inference when examining multiple
model variants per use case. Some key observations from the analysis are the following.
Across all three DNN use cases, increasing model complexity generally led to improved
inference quality—higher accuracy for classification tasks and lower MSE for regression
tasks—but only up to a point. As model complexity continued to increase, the improve-
ments began to plateau. Moreover, scaling the model complexity beyond a certain point
that is both use-case and database-dependent, may lead to the model overfitting to the train-
ing data, capturing noise rather than meaningful patterns, which can degrade performance
on new data. We also observed an almost linear relationship between model complexity
and computational overhead (measured in FLOPs). In addition, the inference latency
increased with model complexity, correlating with computational overhead, although the
relationship was not perfectly linear due to additional factors like data pre-processing
effort and memory access patterns influenced by model optimizations. Finally, our study
highlights that models with the same complexity but different configurations can have
significantly different impacts on accuracy and latency.

Our future work includes several key areas of development to enhance the capabilities
and applicability of our benchmarking framework. Initially, we plan to introduce new use
cases covering more real-world problems that will include more complex DNN models,
like LLMs or generally generative Al To that end, we plan to integrate our system with
online model repositories (e.g., HuggingFace) in order to further automate our analysis.
Secondly, we envision an extension of our monitoring subsystem to capture not only
DNN performance metrics but also underlying utilization metrics, e.g., compute utilization
(GPU/CPU), memory usage, disk I/0O, etc. This will reveal hidden correlations between
the structures of specific DNN models and their effects on the execution environment.
Furthermore, our plans include the introduction of an intuitive user interface, along with a
visualization library that will include post-experimentation advanced plotting and analysis
functions. This new module will alleviate the difficulties faced by end users in extract-
ing correlations between different parameters, find the sweet spot for their deployment,
and extract useful insights. Finally, we would like to create a recommendation service that
suggests (near-)optimal configurations for DNN-enabled applications without requiring
every possible permutation to be tested. This service will be especially beneficial for begin-
ners, providing a strong starting point to reduce evaluation time and help them choose the
best-fit DNN model for their requirements.
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Abstract: With the emergence of containerization 10 years ago, we saw a compact, convenient and
portable way of running apps directly concurrently with virtualization. The major difference is in
the architecture. Containers share the same kernel as the guest and then do not virtualize low-layer
components like the Central Processing Unit (CPU). On the one hand, they are lighter and more
flexible than virtual machines (VMs). On the other hand, VMs can more precisely meet the low-layer
needs and are completely autonomous systems. Nowadays, what is the best architecture to use to
develop an application? In this paper, we will study the two main virtual methods of deploying this.
We will compare both methods on several criteria: compatibility based on user experience and the
ease of installation/deployment, scalability based on the automatic elasticity facing the workload and
energy efficiency in terms of energy and computer resources. After the tests, we conclude that the
containerization option is the most ecologically advantageous option in terms of energy consumption.

Keywords: containerization stack; edge computing; orchestration; performance tests; virtualization
stack

1. Introduction

As digital transformation accelerates across various sectors, the adoption of advanced
technologies such as e-Government, Industry 4.0, Agriculture 5.0 and Smart Cities is be-
coming increasingly widespread. These technologies, powered by the development of
artificial intelligence (AI) and other emerging tools, offer unprecedented opportunities for
institutions, governments and organizations to enhance efficiency, reduce operational costs,
and achieve higher levels of automation [1]. The shift towards these technologies necessi-
tates a critical examination of the underlying infrastructure, particularly in how software
applications are deployed and managed to meet the growing demands of modern systems.

In the context of the Computing Continuum, which spans from Cloud to Edge/Fog
environments, the deployment of applications requires a careful selection of the appropriate
hosting environment [2]. The decision between virtualization and containerization, two
prevalent technologies in this space, plays a pivotal role in determining the performance,
scalability and efficiency of these deployments [3,4]. Virtualization, a well-established tech-
nology, allows multiple operating systems to run concurrently on a single physical machine
by abstracting the hardware layer. In contrast, containerization offers a more lightweight
approach by isolating applications within containers that share the host operating system’s
kernel, leading to faster deployment times and more efficient resource utilization.
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As organizations increasingly shift towards Edge Computing—where data processing
occurs closer to the source rather than in centralized cloud servers—the choice between
virtualization and containerization becomes even more critical. Edge environments of-
ten come with constrained resources and specific Quality of Service (QoS) requirements,
making it imperative to choose the right deployment strategy [5]. Virtual machines (VMs)
provide robust isolation and security, which are essential in many Edge applications. How-
ever, they can also introduce significant overhead, potentially impacting performance in
resource-limited settings. On the other hand, containers, while more resource-efficient,
may pose challenges related to security and orchestration in diverse and distributed Edge
environments [6].

The complexities involved in deploying applications across the Computing Contin-
uum highlight the need for a comprehensive comparative analysis of virtualization and
containerization technologies [2]. This paper aims to address this need by evaluating
various virtualization and containerization stacks to determine the optimal environment
for hosting deployments and the applications they support. The analysis will consider
key factors such as performance, scalability, security and ease of management, which are
crucial for meeting the unique demands of Edge Computing.

In addition to the technical evaluation, this study will also explore the broader implica-
tions of these technologies for the future of application deployment in Edge environments.
As the Edge becomes an increasingly vital part of the Computing Continuum, under-
standing the tradeoffs between virtualization and containerization will be essential for
organizations seeking to leverage these technologies effectively.

Ultimately, the findings of this research will contribute to the ongoing discourse on the
best practices for deploying applications in the Computing Continuum, with a particular
focus on Edge Computing. As the digital landscape continues to evolve, the ability to
make informed decisions about deployment strategies will be key to unlocking the full
potential of emerging technologies and ensuring their successful integration into the fabric
of modern infrastructure.

Another possible research motivation in the study of the comparison between vir-
tualization and containerization concerns the architecture of the CPU within the context
of Edge Computing. Depending on the use of Intel (x86_64) or ARM architectures [7],
the set of instructions used can be different. When using reduced instruction sets (RISC)
in ARM and low-cost devices for Edge Computing [8], the advantages in performance,
regarding the tradeoff between energy consumption and computational power, can be
achieved efficiently when the proper use case is selected.

This work is presented as follows: after this introductory section, the section on
related works explains some of the studies that establish the state of the art for this issue.
Section 3 is focused on the materials and methodology and explains the tools, software and
hardware used for the application tests with different architecture combinations. Section 4
will explain the results of the tests with different architectures, which will be discussed and
concluded in Section 5.

2. State of the Art

The recent shift to Edge Computing models has placed a greater emphasis on cheaper
and more power-efficient systems that are not well addressed by x86/64 architectures.
Instead, many Edge Computing solutions are turning to alternative architectures, such as
ARM-based processors, which are known for their lower power consumption and cost-
effectiveness. These architectures are better suited for distributed, resource-constrained
environments where Edge devices operate with limited power and processing capabilities.
As Edge Computing continues to grow, there is an increasing demand for customized,
specialized hardware that can meet these performance and energy efficiency needs, driving
innovation beyond traditional x86/64 systems. This shift is helping industries deploy
intelligent applications at the Edge, closer to the source of data, with reduced latency and
improved scalability.
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Different authors have used differing approaches to the analysis of the different op-
tions offered by virtualization and containerization for the Computing Continuum, from
the Cloud to User Equipment (UE), passing through the Edge. In [9], the authors pro-
vide a systematic review of container virtualization in real-time environments in Industry
4.0, analyzing 37 papers on real-time constraints, task latency and container platforms for
cyber—physical systems. Also, in [10], the authors address the need for a systematic analysis
of containerization, focusing on its role as a lightweight alternative to virtual machines
for deploying modern applications in diverse environments. They taxonomically classify
existing research on the performance comparison between hypervisors and containers and
analyze container orchestration and performance monitoring tools. In [11], the authors
conduct a systematic literature review to identify the most popular container technologies
and trends in their research, facilitating more informed decision-making. In [4], the authors
perform a systematic mapping of research on these core technologies, revealing that most
articles focus on deployment through validation and solution research, while fewer papers
address orchestration, particularly in philosophical and model-related contexts. The find-
ings highlight gaps in the literature, offering valuable insights for researchers, industries
and service providers.

Regarding Cloud-centered applications for these technologies, in [12], the authors
compare the performance of three Cloud architectures: Infrastructure as a Service (IaaS) ,
Platform as a Service (PaaS) and Software as a Service (SaaS), focusing on the differences
between containerization and virtualization. The findings indicate that while containers
generally perform better in SaaS and PaaS environments, the performance metrics for IaaS
are nearly the same for both methods. This research aims to help users make informed
decisions about their Cloud deployment strategies by providing clear, quantifiable data on
these differences. Also, in [3], the authors examine the performance differences between
these technologies across laaS, PaaS and SaaS Cloud architectures. The findings indicate
that containers generally offer better performance for SaaS and Paa$S, while the performance
for Iaa$ is nearly identical between the two methods, providing valuable insights for users
deciding between them.

In [13], the authors focus their interest on interactive training simulations, which are
used across various industries and challenge traditional computing networks due to their
high-performance demands. They examine how to extend traditional high-performance
computing (HPC) environments into Cloud-based services to support multiple interac-
tive simulations while maintaining performance. Their work evaluates four HPC load-
balancing techniques—virtualization, software containers and clustering—to optimize the
scheduling and execution of these simulations, finding that the choice of technique should
be based on cluster resources, job competition and software requirements.

Regarding Internet of Things (IoT) applications requiring high computing power
and real-time processing, in [6], the authors propose to face these challenges with low-
cost Small Board Computers (SBCs) by leveraging container-based technologies and fog
computing to enhance device collaboration, scalability and load balancing. They compare
the container orchestration platforms Docker Swarm and Kubernetes on SBC clusters,
finding that Docker Swarm provides superior performance across various topologies and
cluster configurations.

In [2], the authors face the problem of container and microservice management plat-
forms like Kubernetes, which are crucial for Cloud computing but struggle with heteroge-
neous computing environments, where nodes have varied characteristics. They propose to
replace Kubernetes’ native scheduler with a customizable one that better accommodates the
diverse needs of a Continuum Computing environment. Testing a batch-based scheduling
approach on virtual machines demonstrates improved performance over Kubernetes’ pod-
by-pod method, highlighting the limitations of default scheduling in supporting complex
deployment requirements.

In [14], the author exposes in a seminar a comparison between hypervisor-based and
container-based virtualization, highlighting the rise in popularity of container-based virtual-
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ization due to Docker, a tool that simplifies container management. While hypervisor-based
virtualization has been a dominant method for decades, container-based virtualization
offers distinct advantages, leading to its increased use. The paper details the benefits and
tradeoffs of both technologies, with a particular focus on container-based virtualization and
Docker. It also addresses the security risks associated with containerization and provides a
summary of related work in the field.

Different authors have tackled the integration of virtualization/containerization with
Edge Computing. In [15], the authors investigate different works on Cloud and Edge
Computing paradigms and their virtualization at the Edge. They also provide a taxonomy
based on the state of the art for virtualized resources. In [16], the author analyzes the
application of the concept of device virtualization in [oT/Edge Computing and carries out
performance studies using single-board computers (SBCs) to efficiently deploy different
low-power virtualized devices (i.e., families of Raspberry Pi and Odroid) in terms of per-
formance when handling container-virtualized instances. Also, in [17], the authors focus
their efforts in evaluating a methodology based on the study of containerization-based
Edge—Cloud computing infrastructures’ performance. They saw that containerization at
the Edge does not introduce noticeable performance degradation in terms of communi-
cation, computing and intelligence capabilities, making it a promising technology for the
Edge-Cloud computing paradigm, although they claim that there is still room for improve-
ment, especially in time-critical industrial applications. According to them, this evaluation
methodology can be used as a reference for practitioners in Edge-Cloud computing to
obtain a client-perspective overview of system performance.

The massive amount of data generation today challenges current network archi-
tectures, which struggle with bandwidth, latency and privacy issues. From the Edge
Computing perspective, these problems are addressed by enabling local data processing,
while Network Function Virtualization (NFV) simplifies service creation by virtualizing
traditional network functions. In [5], the authors compare containers and virtual machines
through the implementation of a unified management and orchestration platform (MANO)
for Virtualized Everything Functions (VxFs) using LXD for containers and KVM for virtual
machines on a Raspberry Pi 4. The results indicate that containerization is not always
suitable alone and is best used as a complementary approach to full virtualization.

3. Materials and Methods

In this section, we outline the tools and procedures used for the different experiments
conducted to check the performance of the different approaches selected. First, we describe
the software tools used, and later, we describe the hardware options. Finally, the tests
deployed define a comparative framework between both approaches.

3.1. Stress-ng

To guarantee a consistent and dependable benchmark, it was essential to choose a
tool that could apply a controlled and reproducible workload to the system. For this
purpose, the stress-ng tool, short for Stress Next Generation, was selected. Stress-ng [18]
is a powerful, Linux-based benchmarking and stress-testing tool specifically developed to
evaluate the performance and stability of various hardware components under extreme
conditions. It is widely used in scenarios where assessing the resilience and capability
of computer systems is critical, such as in Fog (Fog Computing) and Edge Computing
environments, where devices often operate under varying loads and conditions.

Stress-ng offers an extensive range of tests that can apply loads to different parts of a
system, including the CPU, memory, input/output (I/O) subsystems, and more. By simu-
lating intense workloads, Stress-ng helps to identify potential weaknesses or bottlenecks
within these subsystems. This is particularly important in Fog and Edge Computing, where
hardware is often deployed in remote or resource-constrained environments, requiring
systems to be both robust and reliable.
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The tool’s metrics provide detailed insights into how a system performs under pres-
sure. For instance, it can measure the CPU’s ability to handle intensive computational
tasks, the memory’s capacity to manage large datasets, and the I/O subsystem’s efficiency
in processing data transfers. These metrics are crucial for understanding overall perfor-
mance and identifying any areas that may require optimization. Additionally, Stress-ng can
simulate hardware failures or resource exhaustion scenarios, allowing engineers to test a
system’s response to such conditions and ensure that it can recover gracefully or maintain
functionality. This tool provides multiple options when configuring the input and output
settings for the planned architecture.

The ——metrics option displays the total number of “Bogo” (bogus) operations per-
formed in the stress processes, but these are not reliable indicators of performance or
throughput and are not intended for benchmarking. Instead, they provide a useful way to
observe system behavior under different types of load.

Stress-ng uses an unconventional metric called “Bogo Ops”, which measures the
number of iterations the stressor completes during a run, indicating the overall amount of
“work” done in Bogo operations (Bogo Ops). Bogo Ops provide a general idea of system
performance under load conditions but are not intended to serve as precise benchmarking

metrics. The other metrics used within this — —metrics option are real time, usr time, sys
time, Bogo Ops/s (real time) and Bogo Ops/s (usr + sys time). These metrics are explained
in Table 1.

Table 1. Other metrics explained within stress-ng.

Metric Explanation

The average wall clock duration (in seconds) of the stressor is the total wall clock
time for all instances of that stressor divided by the number of stressors run.
The usr time is the total user time (in seconds) consumed by running all
instances of the stressor.

The sys time is the total system time (in seconds) consumed by running all
instances of the stressor.

The total Bogo operations per second based on wall clock time, which reflects the
apparent runtime, increases as more processors distribute the workload, reducing
wall clock time and boosting the apparent Bogo Ops rate of the system.

The total Bogo operations per second based on cumulative user and system
time represent the real Bogo Ops rate of the system, accounting for the actual
execution time across all processors, which generally decreases with more
concurrent stressors due to contention on cache, memory, execution units,
buses and I/O devices.

real time (s)
usr time (s)
sys time (s)
Bogo Ops/s

(real time)

Bogo Ops/s
(usr + sys time)

The use of the package stress-ng is not advised for precise and conventional mea-
surements; it is only recommended to measure tendencies. The metrics used within this
tool have no transformative operation to any other real metric, such as throughput, delay
or any other. We used it as a comparative tool for the different experiments planned.

3.2. Top System Monitor

The top system monitor [19] is a powerful and widely used tool in Linux-based
operating systems, providing real-time insights into system performance and resource
utilization. By default, top tracks a variety of key metrics, including per-core CPU usage,
memory consumption, load averages and detailed information about all running tasks
and processes. The interface is dynamic, updating continuously to reflect the current
state of the system, which allows users to observe how resources are being allocated and
identify potential bottlenecks or issues in real time. This makes top an invaluable tool for
system administrators and developers who need to monitor system health, troubleshoot
performance problems or manage resources effectively.

In our planned tests, we utilized top to capture detailed performance data, which were
recorded as JSON objects for later analysis. By doing so, we can systematically track how
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the system behaves under the stress conditions we impose, including how resources are
distributed across multiple CPU cores and how memory usage fluctuates. This approach
allows us to gather precise and structured data, which can be analyzed to understand the
impact of different stressors on system performance. The JSON format also facilitates easy
integration with other tools and workflows, enabling a more comprehensive assessment
of the performance outcomes from our tests. This data-driven approach enhances the
accuracy of our performance evaluations, providing a solid foundation for optimizing
system configurations or identifying areas for improvement.

3.3. Power Meter Data Logger

For the performance evaluation, aside from the usual machine-based metrics, we
measured the sustainability of the system in terms of power consumption. To this end, we
selected a power meter logger, which was the UM24C [20] power meter data logger, due to
its broad sensor suite. This logger can measure the supply voltage, supply current, supply
power, cable resistance, charged capacity, temperature, USB data line voltage and USB
charging mode. Table 2 shows the main operational ranges for this power meter. Logging
is typically provided over the Bluetooth interface and managed through an app provided
by the manufacturer; however, this was replaced with the rdumtool [21] command line
tool, exposing sensor values as JSON objects in order to improve ease of processing.

Table 2. The main features of the um24c power monitor as stated by the manufacturer [20].

Sensor Range Resolution Accuracy
Supply V 4.50-24.00 V 0.01V +(0.2% + 1digit)
Supply A 0.000-3.000 A 0.001 A +(0.8% + 3digits)
Cable resistance 1.5-9999.9 O

Temperature —10°C-100 °C +3°C

3.4. Raspberry Pi Testbed Setup

Due to the rise in ARM-based Edge Computing infrastructure, an ARM host was
selected for testing to best determine results for all computing paradigms. The Raspberry
Pi 4B+ was chosen as a testbed to compute resources due to the greater availability of
high-accuracy low-voltage meters encouraging the selection of devices in the 5 V range.
The host Raspberry Pi (rpi) was additionally subjected to tests to provide a baseline for
performance, with an Operating System (OS), which was a 64-bit Rasbian 12 desktop.

The following containers and virtual machines were created in order to test the
performance of each:

1. Kubernetes and Docker: The Kubernetes test environment was set up as a single-
node Kubernetes cluster using the minikube Kubernetes stack, the Podman container
runtime and a single 64-bit Debian 12 container for running the tests. The docker
test environment was set up as a 64-bit linuxserver debian 12 ssh container with
stress-ng installed on the standard docker engine with Docker Compose orchestration.

2. x86 and aarch64: The x86 VM was run as a 64-bit QEMU virtual machine with
gemu-sysem-x86_64, and Debian 12 was used for the tests.x86 was selected for emu-
lation in the ARM environment to demonstrate the need for effective virtualization
methods in foreign instruction sets due to the rise in ARM-based Edge Comput-
ing resources. The ARM VM was run as a 64-bit QEMU virtual machine with
gemu-system-aarch64 with the virtual machine type, the kernel virtual machine
extension or KVM, allowing for the direct throughput of quest operations, which
were used to best represent the capabilities of virtual machines. The armé64 version of
Debian 12 was used for the tests (used as a Raspberry Pi VM).
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3.5. x86 Testbed Setup

When building the test setup, it was determined that using a virtualized environment
would reduce labor and complexity requirements when testing the system, ensure parity
between the systems being tested and enable the sharing of computing resources. To this end,
the Proxmox virtual environment was selected for use as a host for the systems evaluated.

The Proxmox virtual environment (PVE) is an enterprise-grade layer 2 hypervisor
based on the Debian kernel. The main strengths of the PVE include a highly active commu-
nity with excellent community and developer support, a highly capable webUI environ-
ment and support for advanced virtual storage.

Within the PVE, all evaluated systems were provided with the same hardware: 2 cores
from both CPUs for a total of 4 threads, 8 Gigabytes of RAM, 100 Gigabytes of hard drive
disk space and access to both the host’s network and an internal virtual network, both
provided through virtualized switches.

Figure 1 depicts a global scheme for the stress tests carried out in this work. These tests
will also serve as a basis for the pointcloud generation use case that will be explained later.

/ Virtualization \ / Containerization \

6 3
S kubernetes S kubernetes

Docker compose Docker compose

CHENC, & 4 e || &

podman podman

e
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Figure 1. Global scheme of the tests.

Debian Debian Docker engine Docker engine

3.6. x86 Tests

As previously mentioned, the term Bogo Ops is short for “bogus operations”, and it is
a metric used by stress-ng to indicate the number of operations performed by the stress
test within a given time frame, which for us is 1 min and 10 min.

While Bogo Ops are not a standardized measurement like FLOPS (for floating-point
operations) or IOPS (for disk), they give a rough idea of performance by showing how
many iterations of a given task have been completed. The higher the Bogo Ops value, the
more operations the system was able to perform during the stress test, which suggests
better performance for that particular component.

When running CPU stress tests with stress-ng, the tool runs different types of
computational workloads (like integer calculations, floating-point math, or cryptographic
operations). The Bogo Ops metric in CPU tests indicates how many iterations of these
workloads the CPU was able to complete.

In memory stress tests, stress-ng performs memory-intensive operations like allocating,
copying, reading and writing data to and from memory. Here, the Bogo Ops metric reflects
how many memory-related operations (e.g., memory reads, writes or allocations) were
completed. This metric is useful for testing how well the system handles memory-intensive
workloads and can reveal memory bottlenecks.
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For I/0 disk tests, stress-ng performs read /write operations on files to measure the
disk’s I/O performance. The Bogo Ops metric in I/O tests represents the number of I/O
operations completed, such as file reads, writes and seeks or other disk-related operations.
A large number of Bogo Ops in this context suggests that the disk subsystem can handle a
larger volume of I/O operations in the given time. We performed each test three times and
obtained the average value in order to have relevant values.

Kubernetes and Docker Engine are very common in companies with complicated and
scalable networks. These tools enable automated scalability management, load balancing
and container failure management for a complex application. The goal is to test the different
cases in a simple architecture with similar solutions to quantify performance. Compared
to Docker Engine, Podman does not use a centralized daemon, which allows for lighter
container management, does not use root connection for security, and natively supports pod
management. Podman is therefore a legitimate competitor to Docker Engine as a runtime
container. For orchestrators, Kubernetes is designed to handle complex applications on a
large scale and is suitable for production environments, so it has plenty of features. Docker
Compose is designed for a simple application consisting of a single node. It does not have
features such as scaling (too light), fault tolerance and advanced volume management,
making it much easier to configure. Later on, we will describe Docker Compose as a
container manager, but as having a simple command utility for the sake of simplicity.

For each container-runtime and container-manager coupling, we obtained specific metrics:

®  Duration of the test: this was measured to see the influence of time on efficiency.

¢ Bogo Ops: This is a non-official metric used to measure the number of operations
carried out by the hardware. We will use this to compare the efficiency of each method.

e User time: this is the time taken by the CPU to execute code from you or your apps.

e  System time: this is the time taken by the CPU to manage and interact with other
hardware components (I/O, network, memory, etc.).

3.7. Raspberry Pi Tests

In order to determine the power efficiency of the evaluated automated power meter
in the different virtual environments, observations were generated via a bash script [22].
Tests were run 5 times for each virtual environment, and then Bogo Ops in a 60 s window
per watt second were used to determine a value for relative power efficiency.

Due to issues with the rdumtool and maximum recording length, the measured watt
hours were compared to a correspondingly adjusted Bogo Ops value.

3.8. Use Case: Dynamic Pointcloud Generation with OpenDroneMap

After testing the different architectures, we used the best option for a specific use case:
pointcloud processing. Pointcloud processing and management have specific requirements
for computing. Similarly to [23], we found that a good software option for processing is
Open Drone Map (ODM) [24]. This is an open framework used to generate and process
maps and pointclouds from Unmanned Aerial Vehicles (UAVs) [25].

In this use case, we will demonstrate how Docker and Kubernetes dynamically manage
and scale pointcloud generation. Drone images are transmitted to a Raspberry Pi for
preprocessing, which then requests a GPU-accelerated transformation matrix from an
Edge server to align spectral bands. Kubernetes orchestrates Docker containers in the
Cloud, distributing the computational load for efficient pointcloud generation. The system
architecture is shown in Figure 2.

The workflow starts with the drone capturing images and transmitting them to a Rasp-
berry Pi, which preprocesses the images for pointcloud generation. Upon receiving the first
image, the Raspberry Pi requests a transformation matrix from the Edge server to align the
images from different spectral bands. The Edge server, using GPU acceleration, computes
the matrix, ensuring all images share the same perspective and reducing computation time.

After obtaining the transformation matrix, the Raspberry Pi extracts metadata from the
images to apply vignetting corrections. It then aligns the images using the transformation
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matrix, ensuring consistency across all spectral bands. Once the images are preprocessed
and aligned, the Raspberry Pi sends them to the Cloud environment for further processing.
In the Cloud, Kubernetes orchestrates the deployment of ODM instances within Docker
containers. Each instance is responsible for processing a specific spectral index, such as the
NDVI, or band.

Cloud Edge

Cluster ODM ]

Cluster ODM Worker Watcher
ﬁ ODM Worker ]
pod

| [ 5
— GPU
Pl
% @ &I @
|

Pre Processing

Figure 2. System architecture for pointcloud generation using distributed computing with Raspberry
Pi, Edge server and Kubernetes-orchestrated Cloud environment.

The system scales dynamically by adjusting the number of ODM worker instances
based on the number of spectral indices to be computed in parallel. This scalability is
achieved through Kubernetes’ ability to manage resources and deploy additional instances
as needed. A Watcher Service operates within the Cloud environment to monitor the avail-
ability of ODM instances. It ensures that new instances are registered with ClusterODM,
which functions as a load balancer, distributing tasks among the available workers.

By distributing computational tasks across multiple ODM workers, the system signifi-
cantly accelerates the pointcloud generation process. The parallel processing of different
spectral indices reduces the time required to obtain results. This architecture demonstrates
the effectiveness of combining Kubernetes and Docker to manage complex workloads in a
Cloud environment.

4. Results
4.1. Tests Results

For the tests explained in Sections 3.6 and 3.7, the average values obtained are depicted
in Table 3. In this figure, we see that the payload (in terms of “Bogo Ops”) for longer
processes (10 min) is greater (and proportional to that of shorter processes (1 min)). The
speed or apparent runtime (in terms of “Bogo Ops/s” in real time) seems to be nearly
constant in both processes (the longer and shorter ones), and the runtime for the cumulative
user and system time has the same behavior but on a lower scale because these do not take
into account as many operations.

Table 3. Averages for tests carried out with CPU using stress-ng in Section 3.6.

D'('II:S::;) n Manager CROIE:ZIITI? Bogo Ops  Bogo Ops/s ngs: Bf)};is
10 Docker Compose Podman 311,7331.0 5195.5 1300.4
10 Docker Compose | Docker Engine 3,089,738.0 5149.6 1288.6
10 - Docker Engine  3,093,922.3 5156.5 1290.2
10 - Podman 3,050,764.7 5084.6 1272.4
10 Kubernetes Podman 3,027,897.3 5046.5 1279.8
10 Kubernetes Docker Engine  2,984,890.0 4974.8 1265.3
1 Docker Compose  Docker Engine 308,970.3 5149.4 1288.8
1 Docker Compose Podman 309,507.7 5158.4 1293.0
1 - Docker Engine 310,324.0 5171.9 1294.4
1 - Podman 306,818.3 5113.5 1281.2
1 Kubernetes Podman 299,595.3 4993.2 1267.0
1 Kubernetes Docker Engine 296,143.0 4935.6 1254.3
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For the tests described in Section 3.7, the following data are presented. Of note
are the highly similar rpi, Docker and aarch64 vm measurements, demonstrating the
high efficiency of containers, as well as the suitability of virtualization stacks with the
appropriate extensions. On the other hand, the apparent lack of performance in Kubernetes
hosted in Podman environments seems to indicate inefficiencies in the container runtime
or high overheads. Finally, the extremely poor performance of the x86 virtual machine
shows the difficulties in emulating legacy hardware on modern instruction set paradigms.
Another interesting finding, however, is uncovered when evaluating the stress reports from
the x86 host. It was discovered that completed add operations were found to be roughly
equal to divide operations, as without full CPU parity, no virtual acceleration was being
undertaken at all, indicating a possible area of improvement for virtualization speed when
similar instructions are available.

Figures 3-7 show the percentage of additional performance based on the solution that
had the lowest percentage. We consider the numbers of usr + sys Bogo Ops/s and Bogo
Ops/s for the task itself to have the most reliable graph possible. The purpose of these
results is to identify trends, not to consider specific measures as they are not standardized.
They allow us to get an idea of performance and resource management. As expected, the
Kubernetes container manager solution is less effective in our scenario because we will
deploy only a few containers over a short period of time. There is a difference in CPU
usage performance of 5%, which can be significant in terms of time and resources. It is
difficult to come to a conclusion about runtime containers here. Although the use of Docker
Compose should not affect the performance results of the containers, there is a difference
in the results obtained between using Docker Compose and using the runtime container
alone. This difference may be due to inaccurate measurements and other factors. The
measurement and explanation of these differences may be addressed in a future study.

CPU Performance difference in % (1min)

5,00
4,00
3,00
2,00

1,00

Kuh - DE Kub - Pod Pod DE DC-DE D - pod

Figure 3. CPU performance difference in percent for 1 min.

CPU Performance difference in % (10min)
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4,00
3.00
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Figure 4. CPU performance difference in percent for 10 min.
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Figure 5. I/O disk performance difference in percent for 1 min.
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Figure 6. I/O disk performance difference in percent for 10 min.
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Figure 7. Memory performance difference in percent for 1 min.

For the CPU performance graph over 10 min (see Figure 4), a similar trend is obtained.
It should be noted that the performance difference between Kubernetes and other solutions
decreased, showing a trend that suggests that Kubernetes can perform well in the long term.
With these graphs, we can see that the use of Docker Compose with Podman performs
better on all levels in the context of using only a few containers over a moderate period
of time. For the I/O disk performance graphs over 1 min (see Figure 5), we can see that
Docker Compose acts as a better container manager in our case, being 40% more efficient
on average. This can be explained because Podman does not use a daemon for managing
containers. Thus, there is no overload with this and with complex network services. In
addition, Kubernetes is very complex in terms of components; it needs a Kuberlet, an API
server, a controller manager, etc. For this reason, Kubernetes and Docker Engine are less
likely to have better results than Docker Compose and Podman.

The results for the I/O disk performance graph for ten minutes (see Figure 6) show
the same trend as for CPU performance; Kubernetes’ results are still worse than the others,
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but they significantly increased. This trend supports the hypothesis about the long-term
efficiency of Kubernetes.

For the memory part (see Figure 7), the difference is less significant than CPU con-
sumption or I/O operations. This difference can be explained by the same argument used
for the I/0 disk performance: the complexity of Kubernetes is more resource-consuming
than the lightweight container manager Docker Compose.

We can then recommend using Docker Compose and Podman in an environment
that requires resource efficiency on a one-time basis and not for a long-term service. For
example, to train artificial intelligence (AI) on a model with large amounts of data, we can
use Docker Compose and Podman. In the case of a complex architecture with a need for
redundancy and error management or a service/application, we recommend Kubernetes,
which will meet these needs adequately.

Figure 8 summarizes the whole range of tests performed in the different virtualized
and containerized architectures. This figure shows that the use of Kubernetes with the
Podman backend demonstrates the advantage of utilizing Kubernetes with the more
popular Docker Engine; furthermore, the true extent of x86’s virtualization inefficiency
is revealed.

300

250

200
150
100
50
0

aarche4 docker kubernetes

Bogo Ops per watt second

Figure 8. Comparison of all 25 tests (5 min) performed on the Raspberry Pi testbed.

Figure 9 summarizes the same set of tests as before but on a 20 min timescale instead
of 5 min. This figure shows that the power efficiency of Kubernetes exceeds that of Docker
when run for longer periods.

The widespread adoption of Kubernetes has fostered an extensive ecosystem of
Kubernetes-compatible containers and tools, along with a supportive community of devel-
opers and users. This environment provides organizations with a powerful suite of tools,
which encourages both new and existing users to engage with Kubernetes-based solutions.
As a result, individuals and organizations often prefer Kubernetes-compatible solutions,
even when theoretically superior alternatives may be available.

Although Kubernetes was originally designed for clustered deployments, single-node
Kubernetes cluster solutions have gained substantial popularity due to their reduced resource
requirements and improved performance. For instance, Canonical’s MicroK8s operates as a
single-node cluster by default, catering to small production environments and development
needs. Similarly, Rancher Labs’ K3s is optimized as a single-node solution specifically for
Edge Computing and IoT applications. This trend highlights the flexibility and adaptability
of the Kubernetes ecosystem in addressing modern deployment requirements.
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Figure 9. Comparison of all 24 tests (20 min) performed on the Raspberry Pi testbed.

The comparison between the Kubernetes experiment using the previous version and
the new version (i.e., k3s) on a single node shows a difference of only 1.4%. Therefore, we
consider the results of the new experiments to be compatible with those of the previous
version. Also, as shown in Figure 10, the efficiency enhancement between the one-node
and two-node options is around 8%.

1 Node Kubeme 2 Node Kubeme

econd

J|| ill|l att ¢

Figure 10. Tests with 2-node cluster compared to previous 1-node architecture.

4.2. Use Case Results

From the previous analysis, we found that the worst option was the use of the Ku-
bernetes and Docker Engine stack, which in the different comparison test figures, with
results given as percentages (Figures 3-7), is the reference baseline, as it underwent no
improvement in performance. Our purpose here is to check this option for a use case with
intensive processing.

To evaluate the performance and scalability of the use case given in Section 3.8, we
conducted an experiment using a drone flight that captured 48 images. The data were
processed using four ODM nodes configured in a cluster, with each node equipped with
four virtual CPUs (vCPUs). The hardware specifications for the ODM nodes were based on
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the recommendations provided in the official documentation (https://docs.opendronemap.
org/installation/ (Visited on 29 September 2024)).

The results of the experiment are summarized in Table 4. The table presents the
average preprocessing time per image, the average time taken to create each transformation
matrix, and the total time required to generate the pointclouds for the RGB, Red Edge (RE),
Red (R) and Green (G) spectral bands.

Table 4. Performance metrics for use case given in Section 3.8.

Metric Average Time (s) RGB (s) RE (s) R (s) G (s)
Preprocessing Time 3.67 - - - -
Warp Matrix Creation 24.72 - - - -
Pointcloud Time - 912.28 868.09 875.95 858.71

The experimental results, summarized in Table 4, highlight the effectiveness of our
distributed computing approach for pointcloud generation. The average preprocessing
time per image was 3.67 s, and the creation of the warp matrix took an average of 24.72 s.
We processed the pointclouds for the four spectral bands in parallel. The processing times
were 912.28 s for RGB, 868.09 s for RE, 875.95 s for R and 858.71 s for G. This parallelization
significantly accelerated the overall processing workflow, demonstrating that distributing
computational tasks across multiple nodes reduces processing time and enhances efficiency
in generating pointclouds from drone images.

5. Discussion and Conclusions
5.1. Power Inefficiencies

The data presented in Table 3 indicate a clear need to optimize both container and
virtualization environments on ARM Edge devices, as the range of watt-to-operation
requirements will place a greater demand on both power requirements, potentially affecting
battery life, and heat output.

Moreover, this also demonstrates the similarities between containerization and virtu-
alization environments when considering power consumption, allowing greater freedom
for software deployment.

5.2. Comparison Between Virtual Machines and Containers

Both methods of virtualization present some advantages. On the one hand, VMs can
provide a graphical user interface that is very useful for monitoring and testing without
dealing with the network. Furthermore, VMs emulate low-layer components, allowing you
to tune them to fit your needs. Thus, you can make VMs for use with real stuff like USB
sticks, which is an impossible thing to do with containers.

On the other hand, you have containers. These involve high-layer virtualization,
with only the packages you need and your code embedded. Therefore, containers are
light and can be modified quickly due to the share of the host’s OS. Containers can easily
be made lightweight and compatible. The community has a lot of container images with
software already built in. Developers can just pull the image and get rid of the prerequisites,
accelerating software development and app deployment. Containers are developed in a
static context. The files and apps within a container are not meant to change. Developing
and testing an app or some software meant to be tested in a dynamical context in a container
may cause compatibility or security issues.

So, regarding the use of virtual machines or containers, although the solution is not
straightforward, we can say that it depends on the requirements, but we can conclude that
a good method of virtualization is crucial for the success of a project. To separate apps
on the same host without overloading the host with a virtual OS, containers are a must.
Containers should be used when flexibility and resource efficiency are critical, especially in
resource-constrained environments such as Edge Computing.
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As much as containers share the OS of the host, some cases are not compatible with
granularity in hardware devices, complete isolation, specific OS configurations and cus-
tomer requirements. Thus, the use of VMs would be relevant in this case.

As a general conclusion, we can see that even in the worst case of the different stack tests
(using the Kubernetes and Docker Engine stack, which is a common option for companies),
the performance can be meaningful, although the computing power is quite low.

For future work, we will further study different use cases and the analysis of perfor-
mance in bigger hardware architectures for Edge or Cloud. Also, different tests of these
technologies on security issues in Edge environments will be performed in a later work for
deploying services in distributed and resource-limited environments.

Furthermore, we will explore the performance impact arising from the differences in
system requirements between virtualization and containerization when executing a greater
variety of different parallel tasks at the Edge.
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Abstract: This work explores the application of collaborative virtual and augmented reality in
a cloud continuum context, focusing on designing, implementing, and verifying three reference
architectures for five collaborative VR/ AR software deployment. The architectures designed differ
in their distribution of computational load: one handles everything in the cloud, one balances the
load between the cloud and the edge, and the last concentrates the load entirely on the edge. The
design of the architectures was initially outlined through sequence and component diagrams and
then implemented using the most appropriate technologies and frameworks. For each architecture,
a specific application was developed and deployed on the various components of that architecture
to test its proper functioning. Finally, the scenarios were simulated to be stressed with a significant
number of users, employing tools such as Cloud Analyst to analyze performance and present well-
defined and implemented reference architectures.

Keywords: cloud continuum; cloud edge; virtual reality; augmented reality; simulation

1. Introduction

In recent years, the rapid advancement of technology has led to the convergence of
solutions such as cloud computing and augmented reality (AR), opening up new frontiers
in human experiences. Despite these advances, there are still significant challenges regard-
ing latency, scalability, and real-time processing, especially for applications that require
highly interactive and immersive environments. A significant limitation of current systems
lies in the centralized nature of cloud computing, which often needs help to meet the
rigorous performance requirements for real-time applications, particularly in environments
where multiple users must collaborate in a shared virtual space. This has created an urgent
need for solutions to bring computational resources closer to the user, minimizing delays
and improving overall performance. In this context, edge computing [1,2] has emerged
as a fundamental pillar, providing a decentralized computing infrastructure that enables
data processing closer to end users. This proximity reduces latency and improves the
responsiveness of critical applications such as collaborative AR. The shift from traditional
cloud-based models to edge computing architectures represents a paradigm shift in how
data-intensive and latency-sensitive applications are designed and deployed. Collaborative
AR, where multiple users can share and interact with virtual objects in real time within
a common space, is an excellent example of a technology that benefits significantly from
edge computing. This type of AR application requires synchronization among multiple de-
vices, low-latency data transmission, and high computational capacity to maintain smooth
interaction and collaboration among users. Failure to meet these requirements can lead to
a degraded user experience, making the technology unsuitable for critical sectors such as
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industrial operations or healthcare, where accuracy and reliability are critical. The interplay
between cloud edge computing [3] and collaborative AR can revolutionize these areas by
enabling more robust and scalable systems that support real-time collaboration between
geographically dispersed users. This paper will explore the connection between these two
technologies through case studies, experiments, and theoretical analysis to contribute to
the landscape of edge-enabled collaborative systems [4]. Specifically, the focus will be on
designing, implementing, and testing different reference architectures for collaborative
AR. These architectures will vary in how the computational load is distributed, gradually
moving from cloud-centric models to those with more edge-based components. This work
is structured as follows: In Section 2, we present a review of the state of the art, exploring
current research and technological advances in edge computing and collaborative aug-
mented reality (AR). In Section 3, we outline the specific goals of this research, which
include the design, development, and testing of several reference architectures for collabo-
rative AR. Section 4 will provide a detailed definition of the reference architectures with
component realizations and sequence diagrams to outline the different modules and their
interactions. These architectures will be designed with varying degrees of dependence on
cloud resources. In Section 5, the technologies used to implement each architecture will
be described. In addition, the several applications we implement will be described and
deployed on the different architectures to validate how they work in real-world scenar-
ios. In Section 6, we conduct performance evaluations of the implemented architectures
through simulations. These tests, conducted with the Cloud Analyst simulation platform,
will evaluate how the defined architectures behave as the number of users scales. Finally,
in Section 7, we summarize the main research findings, discuss the broader implications of
integrating edge computing with collaborative AR, and suggest directions for future work.

2. State of the Art

The numerous processes carried out in the last few decades, both in the cloud contin-
uum and in immersive platforms in virtual, augmented [5], and hybrid reality scenarios [6],
have opened the doors to numerous application scenarios for these technologies.

2.1. Cloud and Edge Computing

While cloud computing has opened the doors to unlimited resources, it suffers from
intrinsic problems related to the remoteness of resources. In this context, edge comput-
ing presents itself as a solution that moves resources closer to the user. Recent studies
and frameworks have highlighted the effectiveness of edge computing in improving per-
formance in many contexts [7,8]. Among these, we include VR/AR systems due to the
interaction of real-time components and the high bandwidth of the transferred data, which
represents a significant challenge in this context. On the other hand, the edge has limited re-
sources [9], which leads to poor scalability, which translates to a rapid drop in performance
in terms of computation when the number of simultaneously connected users increases.
For this reason, hybrid cloud edge architectures combining the strengths of cloud and edge
computing allow the distribution of computational tasks between cloud servers and edge
devices based on their computational needs and latency requirements. The development
of hybrid architectures is supported by the continuous increase in IoT devices and the
advances in network technologies such as 5G.

2.2. Collaborative Virtual and Augmented Reality

Collaborative VR/ AR involves multiple users interacting with virtual objects or shared
environments [10]. One of the earliest works in the context of collaborative augmented
reality was Rekimoto’s Transvision system, which made it possible for multiple people to
simultaneously access graphical elements of a table [11]. From then on, a lot of work has
been conducted in this field in the different sectors: from an entertainment context [12] to
an industrial context [13,14]. This continued interest has also led to the definition of frame-
works, especially in a mobile device context [15]. Current systems use a combination
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of cloud and edge computing to manage the synchronization of virtual environments
between different users. Studies have demonstrated various approaches to manage the
synchronization of user actions and the sharing of virtual assets [16], ensuring that all
participants have a consistent experience; however, our study differs from others because
different architectures specific to AR will be defined in which the components are gradually
moved from the cloud to the edge to verify, in other contexts, which among them is the
most appropriate solution for different use cases.

3. Objectives and Methodology

This paper contributes to the state of the art by offering new insights into the design
of cloud edge architectures for collaborative AR systems, validating different architectural
models through detailed case studies, and presenting empirical data based on simulations.
The proposed solutions are tested in various real-world scenarios, showcasing their appli-
cability and benefits in practical settings. So, the main objective of this work is to define
different and valid reference architectures for deploying VR and AR applications on cloud
continuum infrastructures. These architectures will be structured in such a way as to carry
the computation load from the core to the edge. This work was carried out as follows to
achieve the previously described objectives. First, in Section 4, we defined three different ar-
chitectures using UML diagrams [17]; in particular, we used component diagrams to define
the single components and sequence diagrams to show their interoperability. The next step
was to determine the technologies that would implement the individual components of all
architectures. After defining and implementing the different architectures to validate them,
as mentioned in the introduction, ad hoc applications were developed for each architecture,
which we will see in detail in the Section 5. This was carried out to validate the operation of
the aforementioned architectures. Finally, the last phase involved simulation, using Cloud
Analyst, to validate these architectures as users scaled up. In detail, we simulated, for the
same computational capacity of edge and server components, how response times vary as
users vary up to a maximum of 1000 users.

4. Architecture

In this section, different reference architectures will be shown. They are presented in
the following order: we start from a cloud center architecture in which almost all operations
are performed in the cloud and then gradually move the computational load to the edge.
For each architecture, the scenarios and mechanisms of use will be presented.

4.1. Centralized IoT System with Prevalent Processing in the Cloud

The first architecture deals with scanning real objects and their real-time reconstruction
in virtual environments through sensors. The various components are presented in the
component diagram in Figure 1.

The architecture is divided into two main macro areas. The Edge part, in this case, con-
sists only of the various Client components that represent a new “user” and is responsible
for connecting to the cloud server to access the scene shared with other users. It also sends
and receives data relating to the object previously recognized by the sensors. The goal
is to have one-to-one movement between what the sensor detects and what the cloud
reconstructs. The Cloud part, on the other hand, is divided into four main components,
which are as follows:

¢  Cloud Server: The cloud server acts as a central point for managing multiplayer
connections and processing the tracking data of the object to be recognized. It re-
ceives data from clients and routes them for scene processing and synchronization.
It uses scalable and reliable cloud resources to ensure a stable connection and rapid
data processing.

®  Obiject Collider: This is the component responsible for detecting the movements of
the user’s object using the sensor. It captures the data relating to the position and
orientation, and then transmits them to the client for 3D processing and sending to
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the central server. This saving of the individual positions also allows events to be
triggered when there is a collision between reconstructed objects and between a single
reconstructed object and a single scene object.

®  Object Creation: The processing component receives the object tracking data from
the server and processes them by creating the associated 3D model the clients need,
subsequently routing them via the server to the client.

*  Reconstruction of Data: to create the object, it is necessary first to reconstruct the
object starting from the data that construct the sensors. A rule-based approach or
machine and deep learning algorithms [18] can achieve this in many ways.

Object Collider
+20bjectCollision()

+ObjectandSceneObjectCollision()

sion ( ) Output
Client
Server Cloud +GetStrem() f_o

+fetchClientConnession() eencobieciDatal) Stream Sensor
+syncronizeClientObject() O
+BuildObjectModel() .
Sendinfo .
ReciveStream .
——Q Output

O Client
/ - +GetStrem ——O
Creation Reconstruction Of Data L

+SendObjectData() . &
+GetObjectData() ream Sensor

+RecontructObjectLine()
+SendObjectLineAndPosition()

Object Creation Edge

+GetDatafromClient()

+Build3DModel() 6

+Send3dModel()
+ApplyOffsetToObjectClient() Recontruction

Coll|

Cloud

Figure 1. This figure shows a component diagram of the first reference architecture in which the
entire computation is shifted to the cloud.

The sequence diagram in Figure 2 describes the interaction between these components
and their workflow. The client component uses a sensor to capture external data sent to the
cloud in real time. The server uses the Object Creation and Reconstruction of Data compo-
nents to reconstruct the 3D object. In more detail, the Reconstruction of Data component
reconstructs the object of interest from the data, and the Object Creation component maps
it in 3D. For example, assuming you want to recognize a person’s movements, the first
component will identify the object in the data stream and map its movements, and the other
will reconstruct the avatar based on the real person’s movements. Furthermore, particular
attention must be paid to the ApplyOffsetToObjectClient method (Figure 3).

Depending on the number of clients connecting, this method allows a starting offset
to be assigned to the individual client reconstruction in the virtual world. The process is
dynamic and recalculated each time a new user connects. This algorithm aims to ensure that
the generation of 3D objects in VR is associated with a different client and never overlaps.
So, the first defined architecture provides a robust and scalable infrastructure through
centralized data management. In addition, maintenance and upgrades are facilitated.
However, depending entirely on the cloud can cause bandwidth limitations and slow
performance when managing large data sets or numerous connected devices.
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Figure 2. This diagram shows the flow and the error-handling mechanisms of the first reference
architecture to send data, reconstruct a 3D model, check collisions and trigger events, involving the
client, object creation, data reconstruction, and the cloud server.

Without offset With offset

Figure 3. This figure allows you to visually understand what happens if an offset is not properly
scheduled depending on the number of participants. In the first case, all the spawns are over-
lapped. In the second case, however, the spawns are perfectly ordered depending on the number of
participants (in this specific case, nine).

4.2. Hybrid IoT Infrastructure with Balanced Processing Between Cloud and Edge

In this second architecture, there is the addition of some components that have been
repositioned in an environment architecturally closer to IoT devices (Figure 4).

64



Future Internet 2024, 16, 393

Collaboration

+PeerToPeerAssociation() Senvengloud

+RequestCreateLobby() +SyncronizedData()
+Enter() ’_”O> +CreateLobby()
+Exit()

CreationLobby

Collision

O +MonitornigElementPositionOnSameLobby()
)——‘ +SendMovementNotPermitted()

Client

Client T |
— ( ) +OpenCamera() Monito oS
+OpenCamera() L] +GetAsset()
+GetAsset() Camera
Camera
Local Storage Cloud Storage
+SetAsset() O +SendAsset()
Q +RemoveAsset() — +AssociateClient()
+GetAssetRequest() Globals
Locals

Figure 4. This figure depicts a component diagram of the second reference architecture, in which the
computation is balanced between the cloud and the edge.

Even the devices themselves have been imagined to be computationally more efficient
and capable of performing more complex operations than just sending and receiving data.
The “Collision” component placed in the cloud functions as a monitor that can view all user
locations thanks to the “Client” component at any instant and trigger events based on these
locations. An example could be limiting movements to an area or triggering an event if
multiple users are in the same location. “Cloud Storage” and “Local Storage” components
were introduced, both dedicated to data management and storage. The choice to separate
the storage function from the server compared to the previous architecture was made to
allow collaboration between the “Cloud Storage” and the “Local Storage”. In particular,
through a specific algorithm, the saving of objects intended to be used in the scenario, both
in AR and VR, is managed. This algorithm aims to optimize the loading and unloading
of data from the server, keeping the most frequently used objects local. In detail, if the
object has reached a usage threshold and space is available, it is saved. If there is no space,
the least used item is removed and replaced with the new one. Figure 5.

?

[Increment the counter of uses)

f@<Uses_Object_to_save >= Threshold_uses? no
Number_Objects_Saved < Maximum_objects’?>ﬁ Do nothing

Save Object_to_save Select least used object

Remove least used object

Save Object_to_save

Figure 5. The sequence in this image shows an algorithm for local memory management in which an
object is saved or replaced based on the number of uses and maximum memory capacity.

Finally, synchronization between multiple users has been divided into two compo-
nents, one managed in the cloud and the other on the edge. The “Collaboration” component
creates and manages the different lobbies. Specifically, it is responsible for processing re-
quests based on the number of users and managing peer-to-peer connections. It instructs the
“Server Cloud” to create new lobbies to optimize participant collaboration when necessary.
Concerning the workflow of the various components, this is described in the component
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diagram in Figure 6, except the “Collision” component, since it has the same function as
“Obiject Collider” in the previous architecture. For this reason, it was preferred to hide it so
as not to make it hard to read.

sd 2nd Architecture J

Client Collaboration Local Storage Server Cloud Cloud Storage

' 1 : check for a lobby '

I

2: Ask to create lobby

4 : response

i< _____________________
' 5 : response ! ! !
6 : enterin lobby & ' i

' ' "
v L ' ' "

7 : ask for asset

1.

' : 8 : check asset i :

seq check asset J I_I
es < : ; : H
[yes] 9: send asset ; i |
[no] ' ’ 10 : ask for asset

| r 11 : send asset ;

Figure 6. This sequence diagram shows the main operations of the second architecture, including
lobby creation, asset management, and the interaction between local client storage, the cloud server,
and cloud storage.

As you can see from Figure 6, the operation is as follows: starting from the client, it
first requests to enter the lobby. If no lobby is active, the Server Cloud component is asked
to create one. After carrying out this request, different objects can be inserted into the AR
and/or VR scene through a request made via the client, first to the local storage, and in
the cases where it does not possess the requested asset, to the cloud storage. During the
entire session, the positions of the assets are continuously updated and monitored by the
Collision component in the cloud, which takes care of unleashing triggers based on the
type of collision. Thus, the second architecture represents a balanced compromise between
cloud and edge processing. Some operations are handled locally in this context, easing
network traffic and optimizing bandwidth usage. However, it requires more powerful
devices and may suffer from synchronization problems when connections are unstable.

4.3. Decentralized IoT Solution with Prevalent Processing at the Edge

In our presented architecture, the computational load has been wholly repositioned to-
wards the edge, leaving only storage and synchronization functions to the cloud (Figure 7).
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Figure 7. This figure shows a component diagram of the third reference architecture, in which most

of the operations are shifted to the edge.

In fact, only two components have been placed within the cloud, which are the

cloud server and Global Storage. The former is the heart of the synchronization logic and
management of collaborative sessions, supporting crucial operations such as the following:

SyncScene: Ensures all devices display an updated and synchronized scene version.
BroadcastUpdate: Broadcasts changes made to the scene to all participants, ensuring
consistency in the shared experience.

ReceivelnputData: Processes input received from users to update the state of the
scene accordingly.

DistributeAudio: Handles the distribution of audio signals among participants, al-
lowing voice interactions within the virtual environment.

As for cloud storage, this operates in exactly the same way as defined in the previous

architecture and shown in Figure 5. For these reasons, we will not describe it a second
time. As for the edge side, this is composed of the main component, the Visor Component,
which constitutes the interface through which users interact with the augmented reality
environment, offering a range of essential features:

OpenCameraSensor: Activates the camera sensors to integrate virtual elements into
the real scene visible to the user.

InitializeTracking: Initializes the tracking of the user’s movements and position,
allowing intuitive interactions with the virtual scene.

ConnectToServer: Establishes a connection with the cloud server to access the shared
scene and synchronize the experience with other users.

UpdateScene: Updates the virtual scene display based on user inputs and updates
from the cloud server.

SendInputData: Transmits input data to the cloud server, such as movements
and selections.

MoveObject: Allows users to change the position of objects within the virtual scene.
InitializeAudio: Prepares the audio system for user voice communication.
SendAudio/ReceiveAudio: Manages the sending and receiving of audio streams,
facilitating real-time communication.

SpawnOtherAvatar: Generates virtual representations of other users, enriching the
shared scene with their virtual presence.

The other supporting components are in Local Storage, which works similarly to

Global Storage (Figure 5). A component called the Gesture Recognition Module will be
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responsible for interpreting the gestures and associating them with a movement. Finally,
the Edge Processing Unit has the task of preprocessing the data to send to the cloud
Server. Let us now analyze the interactions between these components by analyzing a
communication prototype using a sequence diagram Figure 8.
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Figure 8. This sequence diagram shows the main operations for synchronizing a scene and sharing
audio data between two users (User A and User B), using viewers, cloud servers, gesture recognition
modules, and processing units at the edge. The flow includes opening camera sensors, synchronizing
the scene, updating objects, and sharing real-time audio and gesture data.

This sequence reflects a typical workflow that allows users to share and interact within
the same virtual scene superimposed on the real world, highlighting the collaborative
capabilities of the application. At the start of the session, User A and User B activate
their respective headsets, which begin tracking their movements and position through the
initializeTracking() method that calls the Gesture Recognition Module component. This is
essential to allow the system to interpret and respond to the movements and interactions
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of the users within the physical environment. Subsequently, the headsets connect with
the cloud server via connectToServer(), a crucial step that allows users to access the same
virtual scene and collaborate in real-time. Once the connection is established, the server
proceeds with the initial synchronization of the scene for both users, sending the current
state of the virtual environment via syncScene(), ensuring that User A and User B see a
consistent and up-to-date representation of the shared scene. User A interacts with a virtual
object during the session by moving it within the scene. Their headset captures this action
via sendInputData(action), then communicates the update to the cloud server. The server
processes the input received and, through broadcastUpdates(action), propagates the changes
to all connected users, including User B, who receives the update and sees the modified
scene thanks to updateScene(). At the same time, an audio communication dimension
develops between the users. User A sends audio data (such as words or sounds) that,
passing through the server via sendAudio(audioData) and distributeAudio(audioData), reach
User B, allowing them to listen to User A in real time. When User B moves within the
environment, their actions are transmitted to the server, which, in turn, updates User A
on the new position of User B in the virtual scene, ensuring that the changes are visible to
all participants. It is worth noting that at the same time as the user’s movement tracking
initialization process, a series of routines are started that involve all the sensors, including
the camera, which is essential for the success of an augmented reality application. Finally,
it is worth noting that a routine that is constantly called is UpdateScene(), which calls the
camera update for each frame. The last architecture moves processing almost entirely to
the network edge, dramatically reducing latency and making the system more independent
of cloud disruptions. The decentralized model is also well suited for use in areas with
limited connectivity.

5. Implementation

After logically defining three reference architectures, this section will show the tech-
nologies used to implement them, mapping them for each component. Only then, be-
fore proceeding with simulations, will different applications be developed to demonstrate
the correct design for each of the three architectures. Each application will be a concrete
example of use, showing how each architecture behaves in real-life usage contexts.

5.1. Technologies Used

The main technologies used are shown in the Figure 9. They are described in detail
below, specifying the technologies used and the relevant version implemented:

e Python, v3.6: the language used to implement the motion capture system.

e Unity 2022.3.19f1 and C#: Unity was used as the main framework for the design of
the three different architectures. Furthermore, specific scripts were created in C# for
the more complex tasks.

¢ OpenCV v3.2: a fundamental Python library for implementing the first architecture,
as it allows the use of pre-trained machine learning models [19].

®  Flusk v1.1: a framework that allows the easy implementation of multiplayer software,
particularly optimized for Unity.

*  Docker v4.30: mainly used to create volumes capable of storing pre-loaded 3D as-
sets [20].

¢ Android Studio and Xcode: used to convert applications created in Unity for the iOS
and Android operating systems, respectively [21].

*  Firebase: mainly used as online storage through the Firestore and Storage services [22].

e Normcore: a cloud service mainly used to share real-time data. After implementing
the different architectures, each was validated through different case studies to verify
their functioning and performance [23].
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Figure 9. This figure shows the three reference architectures mapped with the most appropriate
technologies to implement.

The following subsections present several case studies we implemented to evaluate
the effectiveness and performance of the reference architectures described in Section 4.
These case studies focus on different interaction paradigms, using both virtual reality (VR)
and augmented reality (AR) technologies to create collaborative environments.

5.2. Case Study for First Architecture: Collaborative Virtual Reality with Hand Recognition

For the first reference architecture mentioned in the previous section, an application
was implemented to verify its proper functioning. It is a virtual space where different users
can interact with each other or virtual objects. The user’s hand represents the connection
point between the real and virtual worlds. The operation is as follows: the user places
his or her hand, left or right, in front of the camera. This captures the video stream and
sends it in real time to the cloud. Here, the Object Creation component deals with virtual
hand reconstruction using a rule-based approach, leveraging the Reconstruction of Data
component, which identifies 21 different hand landmarks through a specific model called
the Hand Landmarks Detection Model [24-26] (Figure 10).

®
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Figure 10. This figure conceptually illustrates the division of the hand into 21 points, allowing
real-time tracking of the independent movements of each finger or the entire hand.

Depending on the number of connected users, the arrangement of individual hands
within the virtual space changes, as described in the architecture. Collaboration was
implemented through two different approaches: the possibility for each user to interact
with virtual objects, which, in this scenario, are simple geometric figures embedded in the
environment, and the possibility of interaction between multiple users (Figure 11).
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Figure 11. Screenshot of the application in operation, deployed on the first architecture, with three
different users connected. Through its hand reconstruction, one of them interacts with the shared
objects within the scene, specifically the cubes.

5.3. Case Studies for Second Architecture: Collaborative Augmented Reality with the Use of
a Smartphone

For the second architecture, two different case studies based on smartphones were
deployed, involving using three-dimensional objects collaboratively within a real environ-
ment. The creation of this applications is also based on the use of Unity [27,28]; unlike
the previous case, the edge part manages the spawning of objects and interactions with
them. For collaboration, the devices will use the local network to create a “room”, thanks
to which each client will communicate to all room members, through P2P [29] messages,
the positions or movements of an object.

Once the user selects an object, the activated edge component is in local storage.
At this stage, an initial request is sent to the local storage, which searches its Docker
volume [30].The local storage contains previously downloaded objects from the cloud and
sends them directly to the client for use if the object is already present. If, on the other
hand, the object is not available locally, a new request is generated for cloud storage based
on Firebase. The cloud storage system is structured through key-value logic, optimized to
speed up the search for and retrieval of needed items.

Several users tested the applications by downloading an APK file to their Android
devices, allowing them to experience them on their own. For iOS devices, on the other
hand, users had to go to dedicated booths, where the application was built directly from
a PC to enable its installation and use. This approach ensured a smooth and customized
experience for both operating systems. Two separate applications were developed. The first,
created for the “We Make Future” fair in Bologna, Italy, at the MiC (Ministry of Culture)
booth and illustrated in Figure 12, allowed multiple users to interact with shared virtual
objects. The second application, presented as a prototype at an exhibition at the Central
State Archives in Rome, was later deployed to enable use in a collaborative scenario, where
participants could browse several digitized historical volumes collaboratively.
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Figure 12. The two frames show the two different collaborative applications related to the two case
studies described and developed. In the first frame, the action represents the translation of an object,
visible in real-time to all participants, who can observe the interaction simultaneously. The second
frame, on the other hand, is a collaborative experience in which a book is browsed and shown,
with all participants viewing the process in real-time. Both applications highlight the possibilities for
shared interaction within augmented virtual environments.

5.4. Case Studies for Third Architecture: Collaborative Hybrid Virtual and Augmented Reality
with Use of Headset

Finally, for the third architecture, two separate applications were developed and
deployed, both characterized by the fact that most of the processing is shifted to the
edge, using visors that handle real-time tracking of users’ head and hand movements.
In the first case, the main goal was to create an augmented reality (AR) experience by
overlaying virtual elements on top of the real-world video stream users perceive. For this
project, the library MixedRealityToolkit [31] provides an integrated framework for handling
advanced inputs such as gestures and spatial interactions. This framework enables the
development of immersive experiences without programming basic functionality from
scratch. The scenario implemented (depicted in Figure 13) involves each user viewing, via
his or her viewer, a combination of the real environment and an overlaid virtual layer when
the application is started. The latter contains various interactive objects that can be shared
and manipulated collaboratively among multiple users. In addition, each participant can
move freely within their physical space, and their position and movements are represented
to other participants in the room through virtual avatars. This system promotes interaction
and collaboration in an enriched environment where physical and virtual reality merge.
In the second case, an AR application was built and deployed that allows users to interact
with both NPC (non-player character) avatars and other connected users (clients). In this
context, real users can freely communicate with each other, while NPCs follow a predefined
behavior: they can answer questions or ask questions based on a programmed script. This
second scenario differs from the first in that the interaction is shifted from collaboration
on virtual objects to social interaction between participants and NPCs, adding a narrative
dimension to the experience.

Figure 13. Two different frames were captured. While using the application, the former shows how
the real flow (the user’s arm) is superimposed on a virtual flow (reconstructed hands and a shared
usable object). The latter shows the interaction with an NPC in the real-world.

72



Future Internet 2024, 16, 393

6. Testing and Validation

This section shows the simulations performed, and the results obtained are discussed
(see Table 1). CloudAnalyst [32] was used for all simulations. It is a simulation tool based on
CloudSim [33,34], specifically designed to model and analyze the impact of the geographic
distribution of cloud computing resources on performance.

It provides an interface to characterize the nodes regarding computational capacity,
storage space, geographic location, network characteristics, and the number of concurrent
users. After preparing the environment, it is possible to launch the simulation and obtain
performance measures through the use of this tool, which we will analyze in this section.
The Cloud Analyst tool was configured to simulate the three different architectures defined
in Section 4 with the nodes represented in Figure 14. In detail, the characterizing nodes
are as follows: UBy, UBy, UBs3, UBy4, and U Bs represent the various pulls of users that can
vary from a value n to a value n’. In our specific case, four different simulations were
carried out for each of the three architectures. The number of UBg was set to 5, the peak
user hours for each UB were set from 3:00 PM. to 9:00 PM., and the number of users
varied in the following way. NU By, is denominated as the minimum number of users
for each UB, NU Bax is the number of connected users for each UB, Npax is the maximum
number of total connected users, and Ny, is the minimum number of connected users.
The configurations considered are as follows:

1.  NUBpin = 0and NUBmax = 1 = Npin = 0 and Npax = 5.

2. NUBpin = 1and NUBmax = 10 = Npin = 5 and Npax = 50.

3. NUBpjn = 10 and NUBmax = 100 = Npin = 50 and Npax = 500.

4.  NUBpin = 100 and NUBmax = 1000 = Npin = 500 and Npax = 5000.

As for the components in red, these represent the cloud and edge resources on which
we deployed the components described in the section dedicated to architectures (e.g., Server
Cloud is SC). In the simulations carried out, the virtual machines created for the server
were equipped with 10 TB of storage, 150 GB of RAM and Intel Xeon processors. The edge
virtual machines, on the other hand, had 500 GB of storage, 10 GB of RAM, and a 4-core
ARM CPU. Since most of the services used came from America, we simulated the resources
as if they were allocated by consistently setting the data transmission time with this design
choice. As for the edge components, these were simulated by setting the latency time
appropriately low to simulate a resource allocated close to the IoT devices and a reduced
computational capacity based on the preliminary tests performed in the implementation.

Figure 14. This figure shows graphically, for each architecture, the defined components and user
groups, highlighting the interactions between the users and the various components.
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Table 1. Simulation results: average, minimum, and maximum response times of the three archi-
tectures in the different designated scenarios. The critical values for experiment replication are

highlighted in bold.

Simulation Average Response Time (ms) Min (ms) Max (ms)
1Arch0_1 297.66 4412 621.06
1Arch1.10 329.92 43.76 673.30
1Arch10.100 800.68 73.04 1819.52
1Arch100-1000 5222.49 218.75 17,223.80
2Arch0_1 48.00 36.72 62.64
2Arch1.10 76.27 36.70 269.22
2Arch10-100 409.71 34.53 2131.46
2Arch100-1000 4051.75 39.34 27,742.37
3Arch0.1 47.61 35.30 64.73
3Arch1.10 74.46 33.75 269.02
3Arch10-100 353.02 37.72 1886.20
3Arch100-1000 3423.89 37.59 23,583.14

Figure 15 shows that the resource distribution and optimized configuration of ar-
chitectures two and three make them more scalable and efficient. Moreover, among all
architectures, the minimum response times are relatively stable and low, especially for
architectures two and three, indicating that systems can handle isolated requests more
efficiently, especially with a low user load. Going into more detail, several critical val-
ues essential for interpreting the results emerge from the table. The generic simulation
is described by the code NArchi_i_j, where N represents the simulated architectures in
the order they are described in Section 4, i represents the minimum number of users for
each connected userbase, and j represents the maximum number of connected users. The
highest response times under a high load (1000 users) are observed in the first architecture,
with an average of 5222.49 ms and a minimum of 218.75 ms. These values demonstrate the
limitations of the first architecture as user numbers increase. In contrast, architectures two
and three, which exploit edge devices, show significantly lower average response times.
For example, architecture two manages a minimum response time of 39.34 ms even under
a load of 1000 users. Furthermore, in the one-user scenario, architecture two achieves the
lowest average response time of 48.00 ms, and the extreme values remain very low, with a
minimum of 36.72 ms and a maximum of 62.64 ms. So, the data show that architectures two
and three consistently outperform architecture one in terms of stability, as evidenced by
the lower range between the minimum and maximum response times under varying loads.
The highlighted values serve as benchmarks for evaluating the scalability and efficiency of
the architectures.
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Figure 15. Graphical representation of performance as the number of users changes for three different
architectures, with the figures sorted according to the order of the architectures presented. For each
architecture, the orange line indicates the minimum time, the red line the maximum time, and the
yellow line the average time.

7. Concluding Remarks and Future Work

This work explored the deployment and performance of collaborative virtual and
augmented reality systems in a cloud continuum context, focusing on integrating and
comparing cloud-centric and edge-centric hybrid architectures. Strengths and weaknesses
emerged for each architecture defined and are summarized in Table 2.

Table 2. Comparison of strengths and limitations of different IoT architectures.

Architecture

Strengths

Limitations

Centralized IoT (Cloud)

High computing power, easy
updates, centralized manage-
ment.

High latency, cloud depen-
dency, bandwidth limitations
in multi-device scenarios.

Hybrid IoT (Cloud-Edge)

Reduced latency, efficient
bandwidth usage, better for
real-time interactions.

Requires powerful edge de-
vices, potential synchroniza-
tion issues in unstable net-
works.

Decentralized IoT (Edge)

Minimal latency, indepen-
dent from cloud interrup-
tions, suitable for critical ap-

Higher hardware costs,
higher power consumption
for edge devices.

plications.

Several key insights and conclusions emerged through the definition and implementa-
tion of these architectures and their subsequent validation through simulations. As shown
in Section 6 with the increase in the number of users, the cloud-centric architecture showed
substantial degradation in performance, highlighting the limits of an utterly centralized
approach. Instead, hybrid architectures have balanced performance and scalability by dis-
tributing computational loads between cloud and edge resources. However, all simulations
were conducted by fixing the computational capabilities of both the cloud and the edge. It
would be interesting to investigate whether the results obtained remain valid even when
these parameters vary, since a different distribution of computational resources could affect
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the performance of the architectures. Exploring this aspect could lead to the definition of
a reference architecture that optimizes the load distribution between the cloud and edge
and identifies the best specifications each machine should possess to ensure optimal per-
formance. Among the future developments, of considerable importance is to consider the
privacy and security aspects by exploring methods of secure data transmission and storage
adapted to these distributed architectures. Different scheduling algorithms could also be
applied to evaluate the various approaches to determine which maximizes the number of
concurrent users. Furthermore, using other case studies to include more application scenar-
ios, such as the healthcare, military, and educational fields, could provide further insights
into the versatility and limitations of the proposed architectures. All of these advances
could lead to the definition of a unified reference architecture for the AR/VR scenario,
capable of adapting to all possible application contexts and being deployed modularly,
depending on available resources and the specific needs of the case study.
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Abstract: The security of Wireless Sensor Networks (WSNs) is of the utmost importance because
of their widespread use in various applications. Protecting WSNs from harmful activity is a vital
function of intrusion detection systems (IDSs). An innovative approach to WSN intrusion detection
(ID) utilizing the CatBoost classifier (Cb-C) and the Lyrebird Optimization Algorithm is presented in
this work (LOA). As is typical in ID settings, Cb-C excels at handling datasets that are imbalanced.
The lyrebird’s remarkable capacity to imitate the sounds of its surroundings served as inspiration
for the LOA, a metaheuristic optimization algorithm. The WSN-DS dataset, acquired from Prince
Sultan University in Saudi Arabia, is used to assess the suggested method. Among the models
presented, LOA-Cb-C produces the highest accuracy of 99.66%; nevertheless, when compared with
the other methods discussed in this article, its error value of 0.34% is the lowest. Experimental results
reveal that the suggested strategy improves WSN-IoT security over the existing methods in terms of
detection accuracy and the false alarm rate.

Keywords: wireless sensor networks (WSNs); intrusion detection (ID); CatBoost classifier (Cb-C);
lyrebird optimization algorithm (LOA); WSN-DS dataset; machine learning (ML)

1. Introduction

Emerging as a game-changing technology, Wireless Sensor Networks (WSNs) have
the ability to revolutionize numerous industries and applications. The “sensor nodes”
that comprise these networks are small autonomous devices that can detect, process,
and transmit data wirelessly. Wherever conventional wired networks are too costly or
impossible to implement, WSNs have found use, including in environmental monitoring,
healthcare, industrial computerization, military shadowing, and many more. One major
advantage of WSNs is their ability to gather data from inaccessible or harsh locations.
Dense networks formed by several sensor nodes can provide detailed, real-time data about
the monitored area. Efficiency and safety can be enhanced in a variety of applications with
the use of these data for decision-making, monitoring, and control. Despite all the benefits,
WSN:s still have a long way to go before they can reach their maximum potential. Problems
arise, for example, when the processing and data transfer capacities of individual sensor
nodes are inadequate. Energy efficiency is a major concern in WSNs since sensor nodes’
batteries have limited capacity, and it is impossible to charge or replace them frequently
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in many deployment situations. The necessity for efficient and reliable communication
protocols is another obstacle with WSNs. The design of the protocols that let sensor
nodes communicate with one another and with a central base station is a key factor in the
network’s overall success. Verifying the dependability and efficiency of communication in
WSNis requires fixing problems with routing, data aggregation, and congestion control. A
lot of work has gone into improving the efficiency and dependability of WSNs in recent
years. Data processing using machine learning algorithms, optimization methods for
reduced energy consumption, and new communication protocols for enhanced network
efficiency are all examples of what is meant here. When these problems are solved and
these innovations are used, WSNs could change data collection, processing, and usage for
many different things.

Figure 1 represents the basic structure of an IoT-based WSN. The integration of the
Internet of Things (IoT) and WSNs has revolutionized the field of sensing, communication,
and data collection in various industries. By combining IoT with WSNSs, the communication
capabilities of these networks can be enhanced, making them more intelligent and efficient
in a wide range of applications including smart cities, healthcare, agriculture, and industrial
automation. IoT-based WSNs play a critical role in modern technological ecosystems, partic-
ularly in the context of smart environments, industry 4.0, and automation. These networks
consist of spatially distributed autonomous sensors that monitor physical or environmental
conditions such as temperature, humidity, pressure, and motion, and transmit the data to a
central hub for processing. The integration of WSNs with the IoT extends their functionality
beyond simple data collection to include remote monitoring, control, and decision-making
capabilities. This enables real-time interaction between physical and digital systems across
various domains, such as healthcare, agriculture, smart cities, and industrial automation.
IoT-based WSNs leverage various communication protocols, including Wi-Fi, Bluetooth,
Zigbee, and LoRa, to ensure seamless connectivity and data transfer across devices, even
in remote or challenging environments. The scalability and flexibility of these systems
allow for the integration of a wide range of sensors and actuators, making them adaptable
to diverse applications. However, challenges such as energy efficiency, security, and data
privacy remain critical considerations. The limited battery life of sensor nodes requires
the development of energy-harvesting techniques or optimized communication protocols
to extend network longevity. Additionally, security threats like unauthorized access and
data tampering must be addressed through robust encryption and authentication protocols.
Despite these challenges, IoT-based WSNs are pivotal in driving innovation across various
sectors, fostering greater efficiency, automation, and data-driven decision-making, thereby
shaping the future of interconnected systems.

Internet

Lo
=

Lo
o
f ¥ Sink Node

User

Figure 1. IoT-based Wireless Sensor Network—the basic structure [1].
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The structure of this research article is as follows. A comprehensive literature review
is presented in Section 2; the contributions of this research article are delineated in Section 3;
the proposed methodology is elucidated in Section 4; the performance metrics and simula-
tion results are provided in Sections 5 and 6; the discussion is contained in Section 7; the
complexity analysis is elaborated on in Section 8; and the conclusion and future research
are presented in Sections 9 and 10, respectively.

2. Literature Review

Many different ML algorithms for WSN ID have been studied recently. In this section,
we summarize and analyze a large body of literature on optimization techniques, deep
learning methods, machine learning models, and their combined applications. In order
to detect different types of attacks successfully, a groundbreaking MBOLT (MegaBAT
optimized Long Short-Term Memory)-IDS for WSNs was created and introduced. Using
this method to fine-tune deep LSTM’s hyperparameters led to better performance with less
computational overhead. The proposed ID was tested with the use of the publicly available
WSN-DS datasets. Normalizing the data, changing the letters to numbers, and adding
multi-class labelling to better attack identification are all steps in the pre-processing that
boost classification performance [2]. By grouping the SN using the DFFF algorithm, the
study suggested a way to gather data throughout the WSN and ID stages. The data were
organized in the pre-processing step, and the matrix values were reduced using ELDA
(entropy-based linear discriminant analysis). The QN3 (Quasi-Newton Neural Network)
classifier inspects the data for signs of assault or normalcy after matrix reduction and sorts
them into DoS, R2L, and U2R categories [3]. In order to implement ID in IoT-WSN, one
research study developed and implemented a BCOA-MLID (Binary Chimp Optimization
Algorithm with Machine Learning-based Intrusion Detection). To protect the IoT-WSN,
this method makes an effort to differentiate between different kinds of attacks. The BCOA-
MLID method outperformed XGBoost and KNN (K-Nearest Neighbor)-AOA in terms
of accuracy (99.36 percent) in experimental findings conducted on the Kaggle invasion
dataset [4]. The FA with SVM was employed for the classification of attacks, where GWO
(Grey Wolf Optimizer) optimizes the parameter ‘a’ that linearly decreases the value from 2
to 0 during the iterations, where a is givenby a = 2 — (% x t), where ‘T” is the total number
of iterations and ‘t’ is the current iteration. Simulations of FA-SVM use the NSL-kDD
dataset with 99.34% accuracy. The kNN-PSO and XGBoost models had lower accuracies
of 96.42% and 95.36%, respectively [5]. The authors presented a number of potential
hybrid intrusion detection systems (IDSs) for SAT-IDSs that made use of feature selection
in conjunction with ML or DL models. The methods utilized were ANN, GRU, LSTM, and
RF for SFS. The proposed SAT-IDSs were placed through their paces with STIN on satellite
networks and UNSW-NB15 on land networks [6].

To detect the numerous assaults documented in the IoT-IDS dataset, one study em-
ployed the GWDTO (Grey Wolf Dipper Throated Optimization) and contrasted it with
other approaches found in previous research. In the fields of statistics and signal processing,
SVD finds use in data partitioning, feature extraction, matrix approximation, and pattern
recognition [7]. An ensemble model was suggested in another research study that uses the
recursive feature reduction technique with RF assistance to enhance the IDS’s prediction
capabilities. To extract meaningful information from the datasets, the writers employed
a data normalization strategy and a wrapper-based feature removal method. With the
goal of generating attack class probabilities through majority voting, a hybrid stacking
ensemble was constructed by merging RF-RFE, MLP, RF, and SVM for classification [8]. The
CMPRO (Chimp social incentive-based Mutated Poor Rich Optimization) algorithm was
used for optimal cluster head selection. Blockchain was deployed on optimal cluster heads
and a base station for storage and computational resources [9]. In another research article,
a CRNN (convolutional recurrent neural network) model along with MSO for optimal
hyperparameter selection was presented with the aim of improving the classifier model’s
performance. The investigational results of the MSODL-ID (Moth Search Optimizer with
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Deep Learning Enabled Intrusion Detection) method were analyzed on the WSN-DS with
374,661 samples. The MSODL-ID approach accurately recognized different types of attacks
by providing outstanding results [10]. Geometric SMOTE was used to generate different
rare-class attack data while keeping sample feature similarity using the enhanced kernel
density estimation algorithm. Soft-voting ensemble learning was used to detect multi-class
anomalies in balanced and dimensionally reduced data [11].

In another article, an ID based on DL for IoT networks, employing a four-layered
deep FC network architecture, was used to detect malicious traffic. The proposed system
was implemented in Python using the TensorFlow library and was tested using the CNS
and COS. The suggested system updates on classifier-discovered features. The feature
extractor module intercepts data packets and extracts features such as Id, Tr, Rr, and TRR,
where Id refers to ‘identifier’, Tr refers to “Transmission Ratio’, Rr refers to ‘Reception
Ratio’, and TRR refers to “Transmission Reception Ratio’ [12]. The authors of another article
chose OBPNN to monitor sensor data and assess health, optimizing the SVM with the
FSA. The suggested automated health status evaluation removes outliers using kernel
density estimation, determines the appropriate bandwidth for typical data, simulates
normality using OBPNN, and calculates the health score based on the decision function
and distance from the separation hyperplane [13]. An effective and smart NIDS built on DL
was suggested in another article. The model’s performance was evaluated using various
classification techniques and achieved a 100% and 99.64% accuracy rate when trained
and tested with the datasets, respectively [14]. Another study presented an AutoML
model that uses Bayesian optimization to automatically choose an ML model and adjust its
hyperparameters, where ‘k’ barriers are needed for accurate detection and prevention of
intrusion. The ML models considered in the study included various regression techniques
along with bagging, ensemble, and boosting ensemble learning [15]. In another study, a
decision tree was built using the CSA, and the selected features were represented by the
terminal nodes of the decision tree. The proposed IDS was compared to other techniques
using the CIC-IDS2018 benchmark dataset. The suggested approach is a hybrid decision-
making framework for classification and feature extraction using a decision tree with a
maximum information gain ratio. The KDDCup 99 dataset was used for training and
testing the proposed methodology [16].

In another study, a hybrid method that combines the RF model with the Pearson cor-
relation coefficient was devised for efficient and effective feature selection. The categorical
features were transformed into numerical values using an encoding approach. When tested
in actual network settings, the decision tree algorithm proved to be the most effective
and accurate method for ID [17]. In order to identify network intrusions using a multi-
model ID system, the paper presented a method based on feature selection and majority
vote. Six distinct ML methods were used for training and assessment. A multi-model
categorization system was developed using the Majority Voting approach [18]. An effective
ML-based approach for WSN routing and clustering was presented in the article. In order
to transmit data, identify nodes, detect faults, and conduct analyses, WSNs employ ML
algorithms such as the RF algorithm, MLPNN (Multi-Layer Perceptron Neural Network),
and RBFNN [19]. In another study, ML-based IDS was implemented to keep an eye on
traffic in vehicular ad hoc networks (VANETs) and spot any questionable behavior using
streaming engines for big data analytics. Using RF as the data classifier during training and
including real-time data management, visualization, and collection, the IDS framework
attained maximum accuracy. Additionally, it assessed the effect of the IDS on network
throughput, showing that it is a resource-efficient solution [20]. In order to identify attacks
on the MQTT-based protocol, the authors of another study introduced a DNN and evalu-
ated its efficacy in comparison to other popular ML techniques. The authors evaluated the
ID system’s efficacy using evaluation measures like recall, accuracy, precision, and the F1
measure and then computed the information gain using entropy [21].

Using ML techniques for the purpose of detecting previously unseen attacks, another
article suggested a multi-layer ID architecture for WSNs. In the initial detection layer,

81



Future Internet 2024, 16, 381

network edge sensors used an NB classifier to make decisions about real-time packet
inspection [22]. Another research study used a systematic literature review approach
to pick papers to examine. The study provided a taxonomy of ID algorithms based on
individual DL methods. The research examined and contrasted the ID systems under
study in terms of the simulation metrics, settings, languages, software, datasets, and
feature extraction approaches that were employed [23]. Another article presented an
ID model that combines TVP-IPSO (Time-Varying Parameter-Improved Particle Swarm
Optimization), PCA (Principal Component Analysis), and SVM (Support Vector Machines),
specifically PCA, with other popular methods. To reduce energy, PCA was utilized to
decrease data dimensions, while SVM was used for high detection accuracy. To improve
detection accuracy and convergence speed, the TVP-IPSO method was used to find the
optimal parameters for the SVM algorithm and optimize them [24]. Another research
study presented a novel method for improving the setup of a lightweight DL-HIDS model
using parameters supplied by an IoT device. Memory consumption and inference timing
were among the many parameters considered by the authors when they optimized the
devices used. The article explored the proposed method for deploying the DL-HIDS in a
real-world Internet of Things environment [25]. Another study combined the kNN and
SCA (Sine Cosine Algorithm), which allowed a lightweight ID model for WSN to enhance
classification accuracy while decreasing false alarm rates. The proposed model made
up for the optimization accuracy loss with PM, and a CSCA reduced space and time for
calculations [26].

One research study looked at several data mining techniques for an effective IDS in
detecting DoS assaults. It used a specialized dataset named WSN-DS and performed a
thorough empirical analysis. Prior to and following the use of a feature selection algo-
rithm, the detection accuracy and computational cost of those methods were assessed [27].
Another paper explored the use of DNNs to develop an effective IDS for detecting and
classifying cyberattacks in real time. DNNs outperformed other ML classifiers on several
publicly available benchmark datasets, according to the study [28]. The authors of another
study used the WSN-DS dataset to detect the attack using an RF model. They compared
the entails by dividing the WSN-DS dataset into training and testing sets, developing
an RF algorithm to learn the training data, and utilizing the RF classifier to predict DoS
assaults on the testing set [29]. The paper employed various CNN techniques to discover
DoS attacks in WSNs. NN algorithms were trained and assessed on the WSN-DS dataset
with diverse DoS attacks [30]. GSWO was proposed in another paper, which combines a
GA and a modified WOA. This hybrid approach aimed to enhance feature selection and
hyperparameter tuning for intrusion detection systems in WSNs. GSWO is specifically
applied for feature selection, where it identifies the most relevant features from datasets.
The algorithm uses a fitness function that balances classification error and the number of
features retained, promoting efficient model performance. The performance of the pro-
posed methods was evaluated using various metrics, including accuracy, precision, recall,
and Fl-score. Additionally, ROC curves were utilized to visualize the model’s performance
across different thresholds [31]. The core of Kitsune’s approach is the use of an ensemble
of autoencoders, which are NN designed to learn efficient representations of data. This
ensemble method allows for collective differentiation between normal and abnormal traffic
patterns, making it effective for anomaly detection in real-time scenarios. Kitsune includes
a feature extraction component that efficiently tracks the behavior of all network channels.
This framework is crucial for obtaining relevant features from network traffic, which helps
in accurately identifying anomalies. One paper discussed the evaluation of Kitsune’s
performance in terms of detection accuracy and runtime efficiency. The results indicated
that Kitsune can perform comparably to traditional batch algorithms, even on low-power
devices like Raspberry Pi, showcasing its efficiency and practicality [32]. Another paper
demonstrated that denoising autoencoders can significantly improve the accuracy of NIDS.
By reconstructing inputs from partial observations, these autoencoders helped distinguish
between benign and malicious traffic more effectively. The paper discussed the importance
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of feature vectors in both packet-based and flow-based NIDS. It highlighted that the way
features are extracted can significantly impact detection rates, especially for certain types
of attacks [33]. Another paper adopted a deep learning architecture for unsupervised
anomaly detection in IoT, evaluating multiple design choices on the oT-23 and Kitsune
datasets. The results demonstrated enhanced performance and robustness, particularly in
the face of Label-Flipping poisoning attacks, compared with existing baselines [34]. Table 1
summarizes the recent works carried out in the field of ID in WSNs.

Table 1. Some recent studies related to intrusion detection in WSNs.

Year Author Names Model Used Dataset Accuracy Comp.u.t ational Efle-rgy
Efficiency Efficiency
Karthikeyan, M.; .
2024 Manimegalai, D.; Raja FA with ML Not mentioned 95% ngh ((?om.plex Moderate
Optimization)
Gopal, K. [5]
Gautami, A.; Shanthini, . o . .
2023 J.; Karthik, S. [3] QONNN Not mentioned 91% Medium High
Aljebreen, M.; Ahmed, o .
2023 M.; Ahmad, M. [4] BCO IoT-WSN 93.5% High Low
Azar, A.T.; Shehab, E.; Satellite o .
2023 Mattar, AM. [6] DL-HIDS Networks 98% High Low
CNN with
2023 Alhasan, R-A.; Hamza, Dimensionality =~ WSN Dataset 97% High Moderate
EXK.[7] .
Reduction
Hybrid
2023 Abbas, Q.; Hina, S. [8] Ensemble Secure Systems 92% Medium High
Model
Darla, S.; .. Blockchain o .
2023 Naveena, C. [9] Optimized DL Sensor Systems 94% High Moderate
Murugesh, C.; . o .
2023 Murugan, S. [10] MSO Not mentioned 95% High Moderate
ML for
2023 Yang, Y; Gu, Y; Rare-Class Not mentioned 90% Moderate High
Yan, Y. [11]
Attacks
. Deep learning o .
2023 Awajan, A. [12] IDS for ToT IoT Networks 92% High Moderate
Mandala, V,; o .
2023 Senthilnathan, T. [13] BPNN Sensor Data 96% High Moderate
2023 Hnamte, V. DCNNBILSTM WSN 97% High Moderate
Hussain, J. [14]
Balobaid, A.S.; . o .
2023 Ahamed, S.B. [19] NN Clustering WSN 94% Moderate High
Salmi. S.: DL Techniques
2023 L for DoS WSN 92% High Moderate
Oughdir, L. [30] .
Detection
2022 Singh, A AutoML-ID WSN Dataset 94% High Moderat
Amutha, J. [15] 0 se ° g oderate
. . Hybrid ML
2022 Karthika, ] Feature NIDS 91% Medium High
Loganathan, S. [16] .
Selection
. . Majority Voting
2022 Patil, D-R,; Pattewar, and Feature Not mentioned 89% Medium High
T.M. [18] .
Selection
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Table 1. Cont.

Year Author Names Model Used Dataset Accuracy Co}ril}gzlit:;ic(;nal Eff?c ei:;i};y
2022 Idrissi, I; Azizi, M. [25] Dfiiﬁ;fﬁ%s Edge IoT 93% Medium High
2021 Zang, M; Yan, Y.[20] M ;ﬁggﬁgam VANET 95% High Moderate
2021 JﬁﬂiX'éI] DL-IDS MQTTIanabled 96% High Moderate
2021 Ibﬂﬁfg'. ﬁl\ém Mulﬁ'ILS‘%’er ML WSN 93% Moderate High
2021 Pan, J.S.; Fan, F. [26] Lighltg;ight WSN 94% Moderate High
2024 Abinayaa, S.S. et al. LOA-Cb-C WSN-DS 99.66% (Opt%;‘?’ze " High

The reviewed research articles demonstrate a growing interest in utilizing ML algo-
rithms for ID in WSNs. However, the existing methods often face challenges such as high
false alarm rates and limited adaptability to dynamic network environments. By leveraging
advanced optimization techniques, such as the LOA, there is a clear opportunity to develop
more effective classifiers for WSNs. These optimized classifiers have the capability to
enhance the accuracy and efficacy of attack detection significantly, thus addressing the
shortcomings of current approaches.

3. Contributions of This Research Article

The suggested LOA helps to optimize the hyperparameters of the Cb-C.
The proposed Cb-C incorporates an efficient classification technique for enhancing the
prediction capabilities of various attacks.

e  This study mainly focuses on integrating the LOA and Cb-C, hence called LOA-Cb-C,
which helps in the effective prediction of the maximum number of samples in each
category of attack, thus enhancing the accuracy, true positive rate, and Fl-score and
reducing the error rate.

4. Proposed Methodology
4.1. General Structure of the Proposed Methodology

(i) Dataset collection

The dataset used in this study is the WSN-DS dataset obtained from Prince Sultan
University, Saudi Arabia. This dataset contains instances of various types of attacks in
WSNs, making it suitable for our classification task.

(if) Data Splitting

Eighty percent of the dataset was reserved for training purposes, while the remaining
twenty percent was used for testing. The holdout method was used to divide the data
in this way so that the proposed model could be trained on a large enough portion of
the data while retaining a separate set for evaluation. The robustness of the suggested
optimization-based classifier (LOA-Cb-C) was evaluated on the mentioned dataset consist-
ing of 374,661 samples. Table 2 displays the breakdown of the total sample size.

(iii) Model Selection and Optimization

We chose the Cb-C for its effectiveness in handling categorical features and its ability
to handle imbalanced datasets. The hyperparameters of the Cb-C were optimized using
the LOA. This algorithm is known for its efficiency in finding optimal hyperparameters,
which can considerably increase the classifier’s performance.
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(iv) Training athe Cb-C for its effectiveness in handling categorical features nd Prediction

The optimized Cb-C was trained on the training dataset to learn the patterns in the
data related to diverse attacks. After training, the model was applied to the testing dataset
for prediction purposes. Several metrics were utilized to evaluate the model’s performance,
including accuracy, precision, recall, and Fl-score.

Table 2. Breakdown of WSN-DS dataset.

Normal  Blackhole Grayhole Flooding TDMA Total

No. of testing samples

20%) 67,979 2030 2943 618 1363 74,933
No. of tr%%‘j/“)é samples 75 0g7 8019 11653 2694 5275 299,728
% of proportion 90.77 2.68 39 0.88 177 374,661

4.2. The WSN-DS Dataset

The WSN-DS dataset used in this study is a comprehensive dataset collected from
real-world sensor networks, specifically designed for evaluating IDS. The dataset was
obtained from Prince Sultan University, Saudi Arabia, and consists of a vast collection of
sensor readings and network traffic data. The dataset can be accessed at https://www.
kaggle.com/datasets /bassamkasasbehl/wsnds accessed on 19 June 2024. The types of
attacks and the total number of samples are detailed below.

WSN-DS comprises various types of attacks that can occur in WSNs, including
the following:

e  Blackhole Attacks: A blackhole attack is a type of security threat where a malicious
node in the network selectively drops or discards data packets, without sending
them to their anticipated terminal. The purpose of a blackhole attack is to disrupt
communication within the network by making the malicious node appear as an
attractive route for data traffic.

e  Greyhole Attacks: A grayhole attack is a type of security threat where a malicious
node selectively drops or modifies data packets, rather than dropping all packets like
in a blackhole attack. The goal of a grayhole attack is to disrupt communication in the
network while remaining stealthy and difficult to detect.

e Flooding Attacks: A flooding attack is a type of Denial of Service (DoS) attack where
an attacker deliberately sends a large volume of packets or messages to the network
with the intention of overwhelming its resources. The goal of a flooding attack is
to consume the network’s bandwidth, energy, or processing capabilities, leading to
a disruption in communication and potentially causing legitimate messages to be
dropped or delayed.

e TDMA/Scheduling: TDMA /scheduling is a channel access method used to allocate
time slots to nodes for transmitting and receiving data. TDMA is a scheduling algo-
rithm that divides the communication channel into time slots, with each node assigned
a specific time slot during which it can transmit or receive data.

There are a total of 374,661 samples in the WSN-DS dataset. Out of 374,661 instances,
there are 340,066 normal nodes; 10,049 blackhole attacks; 14,596 grayhole attacks;
6638 TDMA /scheduling attacks; and 3312 flooding attacks. The dataset description can be
accessed from [30] and its feature importance can be found in [35-37].

The dataset utilized in this investigation was carefully inspected to check for null
values, missing values, and value ranges. It was discovered that the dataset was clean
and devoid of any missing or null values. This indicated that the dataset was suitable for
direct use in the classification task without the need for any specific data pre-processing
techniques. The range of values in the dataset was also inspected to ensure that all values
fall within the expected range for each feature, which further confirmed the value and
appropriateness of the dataset for analysis.
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4.3. Lyrebird Optimization Algorithm (LOA)

This section discusses a new population-based metaheuristic algorithm and its math-
ematical model. Lyrebirds are native to Australia, with the superb lyrebird and Albert’s
lyrebird as its species. They are primarily recognized for the startling beauty of the enor-
mous tail of the male bird when it is spread out in a mating display, as well as for their
exceptional ability to reproduce both manufactured and natural noises that are present in
their habitat. Lyrebirds are among the most well-known native birds in Australia. They are
distinguished by their distinctive plumes of feathers with a neutral coloration. The females
of the superb lyrebird species measure between 74 and 84 cm in length, while the males
measure between 80 and 98 cm. To put that into perspective, the female of Albert’s lyrebird
species can grow to a maximum size of 84 cm, while the males can grow to a maximum
size of 90 cm. Although the lyrate feathers of Albert’s lyrebird species are smaller and less
remarkable than those of the superb lyrebird, the two species are generally comparable.
Superb lyrebirds weigh approximately 0.97 kg, which is somewhat more than the average
weight of 0.93 kg. When a lyrebird detects the presence of potential danger, one of its
behavioral features immediately becomes obvious. A bird’s response to this situation is to
take a moment to gather its thoughts, survey its immediate area, and then take flight or
find a safe haven. The flowchart of LOA is shown in Figure 2.

Initialize the Input Parameter
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Random Generation

!
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Figure 2. Flowchart of the LOA.
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(i) Different phases of the LOA.

The LOA approach is an iterative technique in which the members are updated based
on every iteration when lyrebirds sense danger. Based on the situation, the population is
updated in two different phases, viz., (a) escaping and (b) hiding.

(ii) Escape strategy (exploration phase).

In the exploration phase, the simulation is carried out in such a way that the birds
move from a dangerous spot to a safe place, and then the population member’s location in
the search space is rationalized accordingly. Relocating a lyrebird to a secure spot causes it
to drastically alter its position and scan other regions of the problem-solving space, which
expresses the capability of the algorithm in the overall search. As part of the LOA design,
each population member’s safe zones are defined as the locations of other population
members with higher objective function values.

(iii) Hiding strategy (exploitation phase).

Each population member’s search space position is updated using the lyrebird’s
modeling strategy for hiding in its safe area during exploitation. The lyrebird’s ability to
scan its environment accurately and move cautiously in quest of a suitable hiding place
demonstrates the LOA’s exploitative skills in the local search since it makes little but
noticeable movements. In the LOA design, every member of the flock is given a new
position according to the lyrebird’s predicted flight path to a nearby hiding place.

4.4. Lyrebird Optimization Algorithm for Intrusion Detection in WSNs

This section describes the fitness function and the parameters that will adapt to
reflect the specific optimization goals (e.g., minimizing attack detection errors and energy
consumption or maximizing the detection rate).

(a) Fitness function (objective):
In the proposed work, the objective is to minimize false positives and maximize
detection accuracy. The fitness function is based on metrics such as accuracy, precision,
recall, and F1-score.
The fitness function is defined as

Fitness(P;) = wy-Accuracy + wy-Precision 4+ ws-Recall — w4-FPR (1)
where the weights for balancing the metrics are given by wy, wy, w3, w4 and FPR is the

false positive rate.

(b) Exploration and exploitation phases:
The exploration and exploitation phases are the same as in general optimization,
but the updated positions of the solutions reflect the search for optimal network
parameters that maximize detection accuracy or minimize energy consumption. The
equation for exploration is as follows:

P — P, + B x (r—0.5) @)

() Termination:
The termination criterion are based on reaching a desired detection threshold (e.g.,
achieving a minimum F1-score) or after a certain number of iterations

F1(P;) > Threshold or Iterations = MaxIter 3)
where F1 is the F1-score for attack detection.

4.5. CatBoost Classifier (Cb-C) for WSN Attack Detection

The CatBoost Classifier (Cb-C) is a gradient boosting library-based, open-source, non-
linear, tree-based ML approach. It outperforms more sophisticated boosting techniques,
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including Light GBM, XG Boost, and others, and delivers optimal results even during
initial runs. The Cb-C exhibits equivalent performance across a wider variety of data
types. The Cb-C was implemented in this pipeline to classify the pre-processed data.
By implementing this classifier, the data were categorized with enhanced precision and
increased speed without requiring additional time for processing. The Cb-C classifier was
supplied with the data for the purpose of classifying the data during the training and
testing phases. Each weight was initially established as identical. Figure 3 depicts the flow
diagram Cb-C classifier.

Input Training Data

Categorical features and
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Figure 3. Flowchart of the CatBoost classifier.

(a)

(b)

Objective function (loss function):
The objective function is a classification loss function, and the base equation for
distinguishing between the normal traffic and attack traffic in WSN is given by

L(y,9) = ;.‘/i log(y;) + (1 — y;) log(1 — ;) (4)

where y; = 1 for attack traffic (DoS) and y; = 0 for normal traffic. ; is the predicted
probability that sample ‘i’ is an attack.

Handling categorical data in WSNss:

CatBoost’s ordered target statistics help in managing the categorical data present in
the WSN-DS dataset, and this prevents leakage and overfitting. The equation for the
ordered target statistics is given by

n—1
L Yi
TS(c) = ;lzlj ®)

where c is the categorical feature (attack type) and y; represents the attack labels.
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()

Prediction of attack likelihood:
After building the trees iteratively, the final prediction for a given instance is

M
Ji= Y 1-hw(X;) (6)

where 7; is the predicted likelihood of an attack on the i-th instance of sensor data and
X represents features like the packet size, transmission rate, and node energy level.

4.6. CatBoost Classifier (Cb-C) Optimized by the Lyrebird Optimization Algorithm (LOA)

The Cb-C optimized by the LOA has shown promising results in detecting DoS attacks

in IoT-based WSNs. The flow diagram of the proposed LOA- Cb-C is presented in Figure 4.
The benefits of this approach include the following;:

Improved Accuracy: The CatBoost classifier’s ability to differentiate between normal
and malicious attack can be enhanced by hyperparameter optimization.

Robustness: Improved detection of DoS attacks is a result of the enhanced CatBoost
classifier’s increased resilience to changes in IoT data.

Efficiency: Because of its improved computing efficiency, the optimized classifier is
well-suited for WSNs to identify DoS assaults in real time.
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Figure 4. Flow diagram of the proposed LOA-Cb-C.
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5. Performance Metrics

The following are the parameters considered for analysis.
True Positive Rate: The ratio of actual positive cases to the sum of true positive and
false negatives that are correctly identified by a classifier.

TP

TPR=7p T FN

)
False Positive Rate: The proportion of actual negative cases to the sum of true negative
and false positives that are incorrectly classified as positive by a classifier.

FP

FPR = ———
FP + TN

®)

Precision: The fraction of positive instances that a classifier accurately predicts out of
all positive instances.

. TP
Precision = TP + FD 9)
Recall: The fraction of correctly predicted positive instances among all actual positive
instances. P
R = 1
ecall TP + EN (10)

F1-score: The harmonic mean of precision and recall, providing a balance between the

two metrics. )
(Precison x Recall)

(Precison + Recall)

F1_Score = 2 x (11)
Accuracy: The ratio of correctly classified instances (true positives and true negatives)

among all instances.
TP+ TN
Accuracy = _ERIN x 100 (12)
overall samples
Error: The ratio of incorrectly classified instances (both false positives and false nega-

tives) among all instances.

F
Error = —FP + FN (13)
overall samples

6. Simulation Results

The suggested Cb-C was implemented in Python on an Intel(R) Core(TM) i7 processor
running Microsoft Windows 11 with a 3.40 GHz central processing unit and 16 GB of
random access memory under the Google Collaboratory environment. Table 3 lists the
hyperparameters and the values selected for the proposed classifier.

Table 3. Hyperparameters of the proposed classifier.

Parameter Input Values
Defining search space for hyper parameters
iterations range (100, 1000, 100)
depth range (4, 11)
learning rate [0.01, 0.05, 0.1, 0.5]
optimizer lyrebirdOptimizer(param_space)
best_params optimizer.optimize(X_train, y_train)
model= Catboost-Classifier(best_params)

The proposed classifier was executed with a learning rate of 0.01, 0.05, 0.1, and 0.5
with 100 iterations. Table 3 provides the values obtained by the proposed classifier on 20%
of the testing data.
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Table 4 shows that the proposed classifier achieved an average TP rate of 0.99, recall,
precision, f1 measure, and ROC, with an FP rate of 0.01.

Table 4. Performance of proposed classifier on test data.

Class TP Rate FP Rate Precision Recall F1_Measure ROC
Normal 0.99 0.02 0.99 0.99 0.99 1.00
Flooding 0.97 0.00 0.94 0.97 0.96 0.99
TDMA 0.93 0.00 1.00 0.93 0.96 0.95
Grayhole 0.97 0.00 0.98 0.97 0.98 1.00
Blackhole 0.99 0.00 0.98 0.99 0.98 1.00
Weighted Average 0.99 0.01 0.99 0.99 0.99 0.99

Table 5 shows that out of 74,932 instances, 74,676 were correctly classified and 256
were incorrectly classified. Therefore, the accuracy is 99.66% and the misclassification cost
is 0.34. From Table 6, it is inferred that MAE is 0.0025 and RMSE is 0.034. The kappa
statistics value is 0.98, which is very close to 1. This shows that the proposed Cb-C tuned
by the LOA fits best in predicting more samples as true positives, which produces better
accuracy than the other reported techniques.

Table 5. Confusion matrix of the proposed LOA-Cb-C on test data.

Class Normal Flooding TDMA Grayhole Blackhole
() (b) (] (d) (e)
Normal (a) 67,914 37 0 31 3
Flooding (b) 16 663 0 0 0
TDMA (c) 93 0 1249 1 0
Grayhole (d) 33 0 0 2798 33
Blackhole (e) 0 0 0 9 2052

Table 6. Output of the proposed LOA-Cb-C.

Metrics Output
Accuracy 99.66
Error 0.34
Kappa Statistic 0.98
MAE (Mean Absolute Error) 0.0025
RMSE (Root Mean Squared Error) 0.034
Total number of instances 74,932

Table 7 shows the comparative analysis of the performance metrics obtained by the
proposed classifier with the other reported models in this article. The accuracy obtained by
LOA-Cb-C is 99.66%, which is 0.06% less than Gboost, 0.16% less than MVFS, 0.46% less
than DLDM, 0.87% less than CNN, 0.87% less than SVM, 1.66% less than RF, 2.01% less than
MLML, 2.62% less than DNN, 2.8% less than CNN+RNN, 3.18% less than RNN, 5.06% less
than NB, 6.26% less than LR, 6.66% less than NNC-PSOR, 7.7% less than ANN, and 15.86%
less than KNN. The error obtained by LOA-Cb-C is 0.34, which is 0.06 times less than
Gboost, 0.16 times less than MVFS, 0.46 times less than DLDM, 0.87 times less than CNN,
0.94 times less than SVM, 1.66 times less than RF, 2.01 times less than MLML, 2.62 times
less than DNN, 2.8 times less than CNN+RNN, 3.18 times less than RNN, 5.06 times less
than NB, 6.26 times less than LR, 7.0 times less than NNC-PSOR, 7.7 times less than ANN,
and 15.86 times less than KNN. The value of precision, recall and F1-score obtained by
proposed classifier is 0.99, but the value obtained by ANN is 1.00.
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Table 7. LOA-Cb-C comparison with other reported techniques.

Performance Metrics

Algorithm/Model —
Accuracy Error Precision Recall F1-Score
LOA-Cb-C (Proposed model) 99.66 0.34 0.99 0.99 0.99
Gboost [36] 99.60 0.40 - - 0.98
MVES [18] 99.50 0.50 0.97 0.96 0.96
DLDM [37] 99.20 0.80 - - -
CNN [30] 98.79 1.21 0.94 0.92 0.93
SVM [35] 98.72 1.28 - - -
RF [28] 98.00 2.00 0.99 0.96 0.97
MLML [22] 97.65 2.35 0.94 0.96 0.93
DNN [30] 97.04 2.96 0.82 0.82 0.82
DT [28] 97.00 3.00 0.94 0.95 0.95
CNN + RNN [30] 96.86 3.14 0.85 0.85 0.82
RNN [30] 96.48 3.52 0.85 0.69 0.75
NB [28] 94.60 5.40 0.32 0.76 0.45
LR [28] 93.40 6.60 0.88 0.77 0.82
NNC-PSOR [19] 93.00 7.00 0.93 0.92 0.92
ANN [29] 91.96 8.04 1.00 1.00 1.00
KNN [28] 83.80 16.20 0.69 0.66 0.68

7. Discussion

The combined use of the LOA and Cb-C for detecting DoS attacks in IoT-based WSNs
demonstrates significant improvements over traditional unimodal and hybrid algorithms.
The LOA’s ability to balance exploration and exploitation during the search process en-
hances the algorithm’s adaptability to dynamic WSN environments. Unlike unimodal
algorithms that struggle with local optima, the LOA’s population-based approach ensures
robust convergence toward optimal solutions, making it well-suited for the detection of
complex attack patterns. Additionally, the LOA’s iterative process allows for more effective
detection of diverse attack types, resulting in improved classification accuracy.

The Cb-C, known for its fast, high-performance gradient boosting technique, further
strengthens the detection mechanism. Its unique symmetric tree structure accelerates
prediction times and reduces overfitting, which is crucial for maintaining high accuracy in
real-time environments like IoT-based WSNs. By leveraging an advanced ordered target
statistics method for handling categorical data, CatBoost mitigates issues related to target
leakage and enhances model generalization. This is particularly important in the context of
intrusion detection, where the correct classification of network traffic and attack types is
critical for system security.

In comparison to other hybrid algorithms, the LOA-Cb-C combination delivers su-
perior results in terms of detection accuracy, computational efficiency, and adaptability to
real-time network changes. While some challenges remain, such as managing computa-
tional complexity in resource-constrained WSN environments, the method’s scalability and
flexibility in addressing diverse attack vectors present strong advantages. Future work
can extend this approach to detect a broader range of attacks, while also exploring further
optimization techniques to improve computational efficiency.
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8. Complexity Analysis of the Proposed Approach

A detailed complexity analysis is presented in this section. The complexity of the LOA
depends on the following parameters: population size (N), number of iterations (T), and
fitness evaluation (F) for each individual in the population.

a. Lyrebird Optimization Algorithm:
(i) Time Complexity:

e  Population Initialization: Randomly generating an initial population re-
quires O(N), where N is the population size.

e  Fitness Calculation: For each iteration, the fithess of each individual is
evaluated. Let the fitness evaluation take O (F). So, for each iteration, it takes
O (N x F).

e  Exploration and Exploitation (Search Process): For each iteration, the al-
gorithm applies search mechanisms (exploitation and exploration) on the
population. Since each individual is updated per iteration, it contributes to
an additional O (N) per iteration.

e  Overall Time Complexity of the LOA: O (T x N x F), where T is the
number of iterations, N is the population size, and F is the time complexity
for fitness calculation.

(ii) Space Complexity of the LOA:

e  Population storage: Each individual in the population is stored, so the space
complexity is O (N).

b. CatBoost Classifier:
The complexity of CatBoost depends on the following:
Number of trees (T), maximum depth of trees (D), number of data points (n), and
number of features (f).

(i) Time Complexity of CatBoost:

e  Tree Construction: The complexity of building one tree in CatBoost is O(n x
f x D), where n-n is the number of data points, f-f is the number of features,
and D is the maximum depth of the trees.

o  Total Time Complexity: With T trees, the overall time complexity for Cat-
Boostis O(T x n x f x D).

(ii) Space Complexity of CatBoost:

e  Model Storage: CatBoost needs to store the trees, so the space complexity is
O(T x n x D).

To ensure the efficiency of the proposed approach, let us compare the computational
complexity with Gboost [31]. Let us breakdown the time and space complexity of GBoost
and investigate how CatBoost improves on it in terms of reducing overfitting, using ordered
target statistics, and its balanced tree structure.

The time complexity of Gboost is given by O (T x n x f X log n), where T is the
number of trees in the model; # is the number of data points or samples; f is the number of
features or columns in the dataset; and log n represents the complexity of sorting the data
at each node split. XGBoost builds decision trees iteratively. At each split of the decision
tree, the algorithm selects the best feature that minimizes a loss function (like mean squared
error for regression tasks). The process of finding the best feature and its splitting point
requires sorting the feature values for each node in the tree, which costs O (log n). Since
XGBoost builds T trees, and for each tree, it looks through all n data points and f features
to find the best split, and the total time complexity becomes O (T x n x f x log n). The
space complexity of Gboost is given by O (T x n x D), where D is the maximum depth of
the trees. Each tree stores information for all n samples, and since XGBoost constructs T
trees, the overall space required for storing the tree structure and the data associated with
eachnode is O (T x n x D).
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c. Lyrebird Optimization Algorithm-CatBoost Classifier (LOA-Cb-C):

LOA-Cb-C offers a competitive time complexity of O(T x N x F +T x n x f x D),
which is efficient because of the robust optimization provided by the LOA and the fast
training and inference of CatBoost.

Thus, the LOA-Cb-C combination strikes a favorable balance between computational
efficiency and classification performance, making it a suitable choice for large-scale, real-
time IoT-based WSN applications.

9. Conclusions

In this study, a novel approach is developed and implemented for detecting and
classifying attacks in WSNs using LOA-Cb-C. The experiments reveal that our classifier
is highly successful, with 99.66 percent accuracy and 0.34 error. These results outperform
the existing models reported in the literature, highlighting the superiority of our approach.
Furthermore, our proposed classifier achieves challenging results for key performance
metrics such as precision, recall, and F1-score. This indicates that our classifier not only
accurately detects attacks but also minimizes false negatives and false positives, making
it highly reliable for practical applications in WSNs. Overall, our study demonstrates the
effectiveness of using LOA-Cb-C for ID in WSNs. Future work could focus on further
enhancing the classifier’s performance by exploring additional features or refining the
optimization process.

10. Future Research Directions

a. Enhancing the LOA’s Adaptability for Complex IoT Environments: While the LOA
demonstrates strong capabilities in balancing exploration and exploitation, future
research could focus on improving its adaptability to more complex, multi-modal
attack scenarios. Enhancing the LOA’s ability to adjust its exploration parameters
dynamically based on the characteristics of the evolving network environment could
further improve the accuracy of attack detection. Incorporating adaptive or self-tuning
parameters within the LOA could be a significant improvement in achieving optimal
performance in dynamic IoT environments.

b. Integration of Real-Time Constraints and Resource Optimization: IoT-based WSNs
often operate in resource-constrained environments where energy efficiency, memory,
and computational power are limited. Future work could focus on optimizing the
combination of the LOA and Cb-C to function effectively within these constraints. This
may involve integrating energy-aware strategies, low-power communication protocols,
or lightweight versions of the algorithm that minimize resource consumption while
maintaining high detection accuracy.

c. Expanding Detection to a Wider Range of Attack Types and Datasets: The current
approach is primarily designed for detecting DoS attacks; however, future research
could explore expanding the detection capabilities to cover a broader spectrum of
IoT-based WSN attack types, such as routing attacks, Sybil attacks, and blackhole
attacks. Testing the LOA-Cb-C framework on more diverse datasets and real-world
environments could further validate its generalizability and effectiveness. Moreover,
integrating multi-class classification approaches within CatBoost for more granular
identification of attack subtypes could lead to deeper insights into network vulnerabil-
ities.

d. Hybrid Approaches and Deep Learning Integration: To further improve detection
performance, combining LOA with deep learning techniques or other advanced op-
timization methods (e.g., particle swarm optimization, genetic algorithms) could be
explored. Hybrid approaches could capitalize on the strengths of different algorithms
and lead to more robust and accurate IDS. Additionally, real-time learning and adapta-
tion, such as online learning techniques, could be integrated to continuously improve
the classifier’s performance as new threats emerge.
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By addressing these research directions, the combination of the LOA and Cb-C could
evolve into an even more powerful tool for securing IoT-based WSNs against a wide array
of cyber threats.
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Abbreviation

Acronym Expansion

ANN Artificial Neural Network

BCOA-MLID Binary Chimp OPtimization Algorithm with Machine Learning-based
Intrusion Detection

Cb-C Catboost classifier

CMPRO Chimp social incentive-based Mutated Poor Rich Optimization

CNN Convolutional Neural Network

CNS Cooja Network Simulator

COs Contiki Operating System

CRNN convolutional recurrent neural network

CSA Crow Search Algorithm

CSCA Compact Sine Cosine Algorithm

DFFF Distance-based Fruit Fly Fuzzy

DL deep learning

DL-HIDS deep learning-based host intrusion detection

DoS Denial of Service

ELDA entropy-based linear discriminant analysis

FA Firefly Algorithm

FC Fully Connected

FSA fish swarm algorithm

GA genetic algorithm

GRU Gated Recurrent Unit

GSWO Genetic Sacrificial Whale Optimization

GWDTO Grey Wolf Dipper Throated Optimization

GWO Grey Wolf Optimizer

1D intrusion detection

IDS intrusion detection system

ToT Internet of Things

LOA Lyrebird Optimization Algorithm

LST™M long short-term memory

MBOLT-IDS MegaBAT optimized Long Short-Term Memory

ML machine learning

MLP Multi-Layer Perceptron

MLPNN Multi-Layer Perceptron Neural Network

MSO Moth Search Optimizer

MSODL-ID Moth Search Optimizer with Deep Learning Enabled Intrusion Detection

NIDS Network ID System

NSL National Security Laboratory

OBPNN Optimized Back Propagation Neural Network

PCA Principal Component Analysis

PM Polymorphic Mutation

PSO particle swarm optimization
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QN3 Quasi-Newton Neural Network

RBFNN Radial Basis Function Neural Network

RF Random Forest

RF-RFE Random Forest-Recursive Feature Elimination
SFS Sequential Forward Selection

SMOTE Synthetic Minority Oversampling Technique
SNs sensor nodes

SVD Singular Value Decomposition

SVM Support Vector Machine

TVP-IPSO Time-Varying Parameter-Improved Particle Swarm Optimization
WOA Whale Optimization Algorithm

WSN Wireless Sensor Network
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Abstract: The Internet of Things (IoT) has emerged as a transformative technology with the potential
to revolutionize various sectors and industries worldwide. Despite its global significance, the
adoption and implementation of IoT technologies in emerging technology ecosystems within the
Central African region still need to be studied and explored. This paper presents a case study of
the Silicon Mountain technology ecosystem, located in Fako division of the southwest region of
Cameroon, focusing on the barriers and challenges to adopting and integrating IoT technologies
within this emerging tech ecosystem. Through a survey-based approach, we investigate the factors
influencing IoT adoption in the Silicon Mountain tech ecosystem, including technological, economic,
social, and regulatory factors. Our study reveals key insights into the current state of IoT adoption,
opportunities for growth and innovation, and IoT adoption challenges. Key among the challenges
identified for impeding IoT uptake were issues related to standardization and financial resources,
labor shortage in the industry, educational and knowledge gaps, market challenges, government
policies, security and data privacy concerns, and inadequate power supply. Based on our findings,
we provide recommendations for policymakers, industry stakeholders, and academic institutions
to promote and facilitate the widespread adoption of IoT technologies in Silicon Mountain and the
Central African region at large.

Keywords: Internet of Things; IoT adoption; IoT adoption barriers; technology ecosystems; Silicon
Mountain; Central African region

1. Introduction

The Internet of Things (IoT) has revolutionized the way we interact with technol-
ogy, creating a network of interconnected devices that communicate and share data to
optimize various processes and services [1]. IoT applications span numerous sectors, in-
cluding healthcare [2], agriculture [3], smart cities [4], industrial automation [5], home
automation [6], etc., driving efficiency, innovation, and economic growth [7]. In healthcare,
the IoT enables remote patient monitoring [8] and telemedicine [9], improving patient
outcomes and reducing healthcare costs. In agriculture, the IoT facilitates precision farm-
ing through the use of sensors and data analytics, leading to higher crop yields and
sustainable farming practices [10,11]. Smart cities leverage the IoT to enhance urban man-
agement, from traffic control and waste management to energy consumption and public
safety [12-14]. The potential of the IoT to revolutionize various sectors and industries has
led to its adoption worldwide.
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While the IoT is present in everyday life in developed countries, its expansion and
implementation in different regions of the world differ. In the African context, studies
on IoT adoption have been carried out in West Africa, East Africa, and South Africa.
For instance, Iwayemi [15] examined the challenges of IoT implementation in Nigeria,
identifying key barriers such as cybersecurity threats, privacy concerns, and inadequate
infrastructure. Similarly, Dosumu et al. [16] highlighted the shortage of skilled labor
and the lack of educational programs focused on the IoT as significant impediments to
its adoption in Rwanda, while Moeti et al. [17] highlighted the cost, knowledge gap,
perceived value, and risk as some of the factors influencing the adoption of the IoT in South
Africa. These studies provide valuable insights but are often limited to specific regions or
sectors, making it difficult to generalize their findings across the diverse landscapes of the
African continent.

The Central African sub-region [18], comprising countries such as Cameroon, Chad,
the Central African Republic, Equatorial Guinea, Gabon, and the Republic of Congo,
presents a unique context for IoT adoption. Despite its rich natural resources and strategic
geographic location, the region faces numerous challenges, including political
instability [19,20], underdeveloped infrastructure [21], and limited access to advanced
technologies [22]. In addition, while East and West Africa have attracted substantial invest-
ment and developed thriving tech ecosystems, the Central African region has struggled to
establish itself in this rapidly evolving landscape. These factors may have hindered the
widespread adoption of the IoT in the region. Finally, the limited amount of research focus-
ing on this region and its distinct socio-economic and political conditions makes insights
and recommendations from studies conducted in other African regions or countries not
directly applicable to the region.

Cameroon, the leading economy in the Central African sub-region, has the most
advanced tech ecosystems in the sub-region, with the largest number of tech hubs and
startups [23]. The country also leads the region in female representation in the tech sector,
running approximately 75 to 80 female-focused programs [24]. The major technology
ecosystems in Cameroon include Silicon Mountain, Silicon Wouri, and Silicon River and
are concentrated in the cities of Buea, Douala, and Yaoundé, respectively.

Silicon Mountain [25], a sprouting technology ecosystem located in Buea, Fako division
of the southwest region of Cameroon, is the most popular tech ecosystem in Cameroon
and thus offers an ideal case study for investigating IoT adoption in tech ecosystems
within the Central African region. The origin of Silicon Mountain can be traced back
to 2006 when young web developers in Buea began exploring technology and building
a community. Its prominence grew in 2015, following the graduation of the first batch
of engineering and technology students from the University of Buea in December 2014
and the inaugural Silicon Mountain Conference held in June 2015. The University of
Buea has played a pivotal role in establishing Silicon Mountain as Cameroon’s leading
technology hub, as many of these tech entrepreneurs first connected during their studies
at the university. Known for its vibrant tech community and innovative startups, Silicon
Mountain is home to a growing number of tech enthusiasts, developers, and entrepreneurs
who are leveraging technology to address local and global challenges. The ecosystem’s
unique blend of higher education institutions, tech hubs, developer communities, tech-
focused startups, etc., creates a conducive environment for exploring the potential and
challenges of IoT adoption.

The objective of this study is to examine the barriers and opportunities for IoT adoption
in the Silicon Mountain technology ecosystem and, by extension, the Central African region.
This research aims to provide a comprehensive understanding of the factors influencing
IoT adoption and to propose actionable recommendations for stakeholders to foster a more
conducive environment for IoT implementation.

This study provides the following contributions:

e Identifying the key challenges for IoT adoption in the Silicon Mountain technology
ecosystem and, by extension, the Central African region.
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e  Providing empirical data and insights specific to Silicon Mountain, which can serve as
a benchmark for similar ecosystems in the region.

e  Proposing strategies to overcome the identified barriers and to enhance the adoption
of the IoT in the Silicon Mountain technology ecosystem and, by extension, the Central
African region.

e Highlighting the role of educational institutions, government policies, and private
sector initiatives in promoting IoT adoption.

The remainder of the paper is organized as follows: Section 2 presents a review of
related works, Section 3 presents the methodology adopted, Section 4 presents the results
and discussion, and Section 5 concludes the paper.

2. Review of Related Works

Studies on IoT adoption have been conducted globally across various geographic
regions and technological domains. Geographically, these studies cover regions such as
Europe, the United States, and Asia, as well as Eastern, Western, and Southern Africa.
Technologically, the focus of these studies spans sectors like education, healthcare, agricul-
ture, governance, and construction. Table 1 provides a summarized review of the related
literature on IoT adoption, highlighting the diverse application areas and demonstrating
the broad versatility of IoT technologies. Each sector encounters distinct challenges and
opportunities in adopting the IoT, shaped by its specific technological, economic, and
regulatory contexts. The following section synthesizes the findings by categorizing the
studies based on their application areas: smart cities, education, healthcare, e-government,
smart agriculture, and construction.

IoT adoption studies focusing on smart cities emphasize the role of the IoT in improv-
ing urban infrastructure management. In India, Mishra et al. [26] identified barriers such
as privacy concerns, regulatory gaps, and high operational costs in smart city waste man-
agement. Similarly, in Europe, Padyab et al. [27] examined IoT adoption across multiple
smart city applications, including autonomous driving and smart agriculture, identifying
trust, privacy, and cost as key barriers. These findings highlight that while the IoT can sig-
nificantly enhance urban services, concerns over data security and financial sustainability
continue to hinder its widespread adoption.

In the educational sector, IoT adoption has been explored in both African and in-
ternational contexts. The studies of Ajigini et al. [28], conducted in South Africa and
Evwiekpaefe et al. [29], conducted in Nigeria, found that performance expectancy, effort
expectancy, facilitating conditions, and social influence positively impact behavioral inten-
tions to adopt the IoT in higher education institutions (HEIs). Another study in Nigeria [15]
points to infrastructure issues, such as power supply shortages and the fear of cyber attacks,
as major challenges. These studies reveal that while the IoT holds the potential to transform
education, especially in resource-constrained environments, the success of its adoption
largely depends on improving infrastructure and addressing security concerns.

The healthcare sector presents a unique opportunity for IoT adoption, particularly
in improving patient care and health management. Al-rawashdeh et al. [30] conducted a
systematic review of factors influencing medical professionals to adopt the IoT in healthcare,
highlighting perceived usefulness, privacy risks, and financial costs as key determinants.
The findings suggest that the IoT can bring significant benefits to healthcare, but issues
related to privacy and financial feasibility must be addressed to encourage wider adoption
by medical professionals.
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The IoT in e-government services has the potential to enhance public value through
service efficiency and transparency. In Pakistan, Chohan and Hu [31] explored the success
factors for IoT service orchestration in smart government, identifying decision transparency,
public trust, and service effectiveness as critical factors. The study emphasizes the impor-
tance of public engagement and ease of use in achieving successful IoT implementation
in government services. However, fostering trust between the government and citizens
remains a key challenge in driving IoT adoption in e-government initiatives.

The agricultural sector, particularly in developing regions, has also embraced IoT
applications to improve productivity and resource management. In South Africa,
Moeti et al. [17] explored factors such as organizational support and knowledge gaps
that influence IoT adoption in smart agriculture. Similarly, Hundal et al. [33] in the US
identified technical barriers such as data latency, scalability, and sensor compatibility. These
studies indicate that the IoT can play a transformative role in agriculture, but addressing
technological constraints and improving farmer awareness and training are essential for
successful adoption.

The construction industry offers another unique application area for the IoT, with the
potential to improve efficiency and safety in construction projects. In China, Zhao et al. [32]
investigated factors influencing IoT adoption by construction companies, identifying exter-
nal environmental pressure and top management support as significant factors. In Rwanda,
Dosumu et al. [16] found that a lack of IoT awareness and poor internet connectivity were
major challenges in the construction industry. Both studies emphasize the importance of
leadership support and infrastructure development in driving IoT adoption in construction.

The review of related works across these application areas reveals common themes
in IoT adoption, such as concerns over privacy, security, and infrastructure. However, the
specific challenges vary by sector and region, with industries like healthcare and education
focusing on trust and usability, while sectors like agriculture and construction emphasize
technological readiness and organizational support. These insights emphasize the need
for sector-specific strategies to address the barriers to IoT adoption and fully leverage its
potential across different industries and market segments.

While the IoT has attracted significant attention as a transformative technology across
various sectors, existing studies primarily focus on sector-specific IoT adoption in areas
such as smart cities, education, healthcare, and agriculture, often in more developed regions.
Despite these insights, there remains a critical gap in the literature concerning IoT adop-
tion within emerging technology ecosystems, particularly in the underexplored Central
African region.

No comprehensive study has examined the factors influencing IoT adoption in technol-
ogy ecosystems within the Central African region, particularly within innovation clusters
like Silicon Mountain. This gap is critical, as the region presents unique barriers (e.g., infras-
tructure limitations, skill gaps, and regulatory challenges) that are distinct from those found
in more developed ecosystems. Understanding these region-specific factors is essential for
fostering IoT innovation and growth, yet the absence of targeted research on IoT adoption
in Central African technology ecosystems leaves policymakers, industry stakeholders,
and academic institutions without the necessary data to inform strategic decision-making.
While global studies, including those from international organizations such as the World
Bank, Internation Telecommunications Union (ITU), and African Development Bank, have
provided valuable insights into the challenges of IoT adoption in developing regions, such
as sub-Saharan Africa, there remains a critical need for region-specific studies that address
the distinct socio-economic, infrastructural, and regulatory conditions of Central African
ecosystems like Silicon Mountain. For example, the World Bank and ITU reports have
highlighted common barriers, such as inadequate infrastructure, skill gaps, and regulatory
challenges, that are relevant to many African regions [34,35]. However, these global frame-
works and findings often provide macro-level data that may not fully capture the unique
nuances of smaller technology ecosystems in Central Africa.
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This study aims to build upon these global insights by narrowing the focus to the
Silicon Mountain technology ecosystem, a hub that has yet to be extensively explored in
IoT-specific research. Silicon Mountain presents distinct challenges, such as the limited
technological infrastructure and regulatory frameworks that differ from those in better-
documented ecosystems, like Kenya’s Silicon Savannah [36]. By investigating IoT adoption
specifically within the Silicon Mountain context, this study contributes localized insights
that complement the broader body of research, helping to address the knowledge gap
specific to this underexplored region.

3. Methodology

The methodology employed in this study follows a systematic process to investigate
the factors influencing IoT adoption within the Silicon Mountain technology ecosystem.
A quantitative survey-based research method, commonly used in management sciences,
was applied. This methodology is structured into five key steps: conducting a literature
review, designing the survey instrument, sampling and data collection, data validation, and
data analysis.

3.1. Literature Review

A comprehensive review of existing studies on IoT adoption, particularly in devel-
oping regions, was conducted as presented in Section 2. This helped in formulating the
research questions and designing the survey instrument.

3.2. Survey Design and Development

Based on the literature review, a 42-item questionnaire was developed (refer to
Appendix A, Table A2). The questions were structured using a 5-point Likert scale and
divided into five sections: demographics, [oT awareness, IoT applications, challenges to IoT
adoption, and strategies for enhancement. The Likert scale used to assess the challenges
to IoT adoption was configured as follows: 1 for “not serious”, 2 for “less serious”, 3 for
“moderate”, 4 for “more serious”, and 5 for “very serious”.

3.3. Sampling and Data Collection

The target population for this study included tech-focused startups, technology hubs,
higher education institutions (HEIs), and developer communities located in Buea, all
affiliated with the Silicon Mountain technology ecosystem. The ecosystem currently has
over fifty registered and active startups, seven tech hubs, five developer communities, and
seven tech-focused HEIs. Startups were defined as businesses operating for fewer than five
years. A simple random sampling method was used to select 200 participants for the study.
Questionnaires were distributed to these participants both online and offline, with data
collected through Google Forms and printed forms.

3.4. Data Validation

To ensure face validity, the questionnaire was first reviewed by a data analyst to
confirm that the constructs were measured accurately. Data from the field survey were
manually coded, except for the data collected online using Google Forms. To ensure the
integrity of the data, a series of data verification steps were undertaken. Data collected via
online platforms such as Google Forms were checked for any unusual response patterns or
inconsistencies that might suggest automation or Al involvement. To ensure data validity
and accuracy, responses were manually reviewed and subjected to item analysis using
Cronbach’s Alpha to assess internal consistency [37]. Construct validity was evaluated
through the reliabilities of individual factors [38], also measured using Cronbach’s Alpha
coefficient and through Exploratory Factor Analysis (EFA) [39].
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3.5. Data Analysis

The cleaned and refined data were analyzed using IBM SPSS version 25.0 software.
Exploratory Factor Analysis (EFA) and Principal Component Analysis (PCA) with Varimax
Rotation [40] were applied to extract key factors influencing IoT adoption. The scale
was refined by removing items with low cross-loadings, low factor loadings, and low
communalities, improving the interpretability of the factor structure, as recommended
by [41]. Challenges with an average seriousness score below 3.5 were excluded from further
analysis, as they did not constitute significant barriers to IoT adoption.

4. Results and Discussion

This section presents the findings from the analysis of questionnaires distributed to
respondents within the Silicon Mountain technology ecosystem. Out of the 200 question-
naires administered, 160 responses were received, resulting in an 80% response rate, with
146 of these deemed usable for the study.

4.1. Respondent’s Demographics

Among the 146 participants who completed the questionnaire, the majority were
male (94 or 64.4%), while 52 (35.6%) were female. This result is representative of the field.
The tech ecosystem in Cameroon, similar to that of sub-Saharan Africa, is predominantly
male-dominated, with most startups being founded and led by men. As of 2020, 85% of
co-founders or C-level executives in Africa were male [25]. This can be attributed to cultural
practices in the region which significantly contribute to the underrepresentation of women
in technical fields. These practices shape societal expectations, gender roles, and access to
education, which together create barriers for women [42,43]. The age distribution showed
that most respondents were between 21 and 30 years old (69 or 47.3%), followed by those
aged 31 to 40 years (30 or 20.5%), with the smallest group being those aged 51 and above.
The mean age of the respondents was 30.98 years. This result is representative of the field.

Figure 1 presents the composition of the respondent’s affiliation in the Silicon
Mountain technology ecosystem obtained from the field survey. The data indicate that
56 respondents (38.4%) are associated with the academic sector within the Silicon Mountain
technology ecosystem. Start-up firms comprise 22 respondents (15.1%), developer commu-
nities include 15 respondents (10.3%), and incubators account for 18 respondents (12.3%).
Furthermore, 4 respondents (2.7%) represent SMEs utilizing IT systems, 16 respondents
(11.0%) are technology promoters or enthusiasts, 6 respondents (4.1%) are NGOs involved
in technology promotion, 4 respondents (2.7%) are government agencies, and the remaining
5 respondents (3.4%) fall into other categories. This result is representative of the field.

The majority of respondents, 99 (67.8%), held entry-level positions (students, interns,
administrative assistants, etc.) in their respective organizations. Additionally, 18 (12.3%) held
managerial positions (head of departments, operations managers, product managers, etc.),
15 (10.3%) were co-founders, and the remaining 14 (9.6%) held junior-level positions (junior
software developers and marketers).

Figure 2 presents the fields of specialization of the respondents. The majority, 49 (33.6%),
were from the telecommunications sector, followed by 38 (26.0%) from software develop-
ment. Additionally, 13 (8.9%) were from health sciences and computer science, 12 (8.2%)
were from the field of computer networks, 7 (4.8%) were from computer maintenance,
and the smallest group, 4 (2.7%), were from agriculture. This indicates that within the
Silicon Mountain technology ecosystem, the telecommunications sector has the highest
representation, while the agricultural field has the lowest. This result is representative of
the field.
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Figure 1. Respondents’ affiliation within the Silicon Mountain technology ecosystem.
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Figure 2. Respondents’ field of specialization.

4.2. Reliability Analysis

Evaluating the questionnaire and its individual questions is essential to ensure the
consistency of each question group supporting the respective variables and the relevance
of the selected questions [44]. Reliability testing was conducted using Cronbach’s Al-
pha statistic [45], and construct validity was assessed through the reliabilities of the in-
dividual factors, measured using Cronbach’s Alpha coefficient and Exploratory Factor
Analysis (EFA).

The reliability testing yielded an overall Cronbach’s Alpha value of 0.821, which is
considered acceptable as it surpasses the minimum acceptable threshold of 0.7 [46,47]. The
Cronbach’s Alpha coefficients for all five factors on the questionnaire were satisfactory, as
they exceeded the recommended value of 0.7. Furthermore, the results of construct validity
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from EFA indicated no cross-loading constructs, leading to the identification of seven main
barriers for IoT adoption. According to Park and Kim [48], factor analysis typically requires
a sample size of 100 or more, but it can be performed with a minimum of 50 samples. This
study’s sample size exceeded that threshold.

4.3. Awareness and the Level of Knowledge About 10T in the Silicon Mountain Technology Ecosystem

When asked about their knowledge of the IoT and their sources of information, the
results show that out of 146 respondents, 122 (83.6%) were familiar with the term IoT, with
information acquired from various sources such as the media (59 or 81.9%), books (47
or 38.5%), and others including courses (12 or 9.8%), workshops (3 or 2.4%), and articles
(1 or 0.8%). This indicates that most respondents were versed in the concept of the IoT
and likely had sufficient knowledge of the challenges related to IoT adoption within the
Silicon Mountain technology hub in Buea. Furthermore, more than half of the respondents,
96 (65.8%), rated their understanding of the IoT as good, 14 (9.6%) rated their knowledge
as excellent, 22 (15%) had average knowledge, and 14 (9.6%) considered their knowledge
of the IoT to be poor.

4.4. Potential Areas for the Implementation of Internet of Things of in the Central African Sub-Region

This study also aimed to identify potential areas and benefits of the loT within the
Central African sub-region. As illustrated in Figure 3, the results indicate that the majority
of respondents (121 or 82.9%) advocated for the adoption of the IoT in smart health appli-
cations. Similarly, there was considerable support for applying the IoT to the agricultural
sector (105 or 71.9%). The findings also highlighted significant interest in implementing the
IoT for security and safety (74 or 50.7%), smart metering, and smart cities (99 or 67.8%). The
least favored area for IoT adoption was intelligent transport systems and logistics (50 or
34.2%). Additionally, other potential areas for IoT application included environmental and
weather monitoring, flexible manufacturing or industry, control of factory physical systems,
and smart logistics and businesses.

Number of Respondents

Smart Agriculture INIIIENEGEGEGNGNNNNE 105
Environmental Monitoring I 56
Smart Manufacturing [N 70
Smart Health NG 121
Intelligent Transport | 50
Smart City NN 05
Security and Safety [ 74

0 20 40 60 80 100 120 140

Figure 3. Respondents’ identification of potential areas for the implementation of the Internet of
Things in the Central African sub-region.

These results align closely with the literature on IoT adoption. For instance, data
published in 2018 by IoT Analytics [49], a leading provider of market insights and strategic
business intelligence for Industry 4.0 and IoT, reveal the growing importance of the IoT in
sectors such as healthcare and agriculture, noting that these areas are frequently highlighted
as high-potential domains for IoT applications [50]. The significant interest in smart
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health and agriculture observed in this study corroborates their findings, emphasizing the
global trend towards leveraging the IoT for enhancing healthcare delivery and optimizing
agricultural processes [51]. Furthermore, the interest in the IoT for security and safety,
smart metering, and smart cities reflects the broader industry focus on urban management
and infrastructure development, which has been well-documented in previous studies [52].

Other sectors (such as education, transportation, and manufacturing) also offer sig-
nificant opportunities for IoT adoption in the Central African region. In higher education,
the IoT can play a crucial role in smart campuses, improving operational efficiency and
safety [53]. IoT sensors can optimize energy usage, monitor building security, track equip-
ment usage, estimate room occupation, and determine student classroom attendance,
leading to cost savings for educational institutions. Furthermore, the IoT can be leveraged
to support research initiatives, providing real-time data collection for various academic
fields. In the transportation sector, the IoT can transform public transportation by providing
real-time updates on bus or train schedules and optimizing routes based on current traffic
conditions to enhance commuting experience. In logistics, the IoT can streamline supply
chains by enabling fleet management systems to monitor vehicle locations, fuel consump-
tion, and cargo conditions in real time, improving efficiency and reducing costs [54]. In
manufacturing, the IoT can help optimize supply chain management, tracking raw materi-
als and finished products throughout the production and distribution processes [55]. This
will lead to improved inventory management, faster response times, and enhanced coordi-
nation between suppliers, manufacturers, and distributors. The adoption of automation
and robotics powered by the IoT can also improve product consistency and quality control,
driving competitiveness for local manufacturers in the global market. Thus, as the Cen-
tral African region seeks to improve its educational system, modernize its transportation
sector, and expand its industrial base, adopting the IoT will play a key role in achieving
these goals.

4.5. Challenges Impeding IoT Adoption Within the Silicon Mountain Technology Ecosystem

Table 2 presents the challenges impeding IoT adoption within the Silicon Mountain
technology ecosystem. Respondents were asked to evaluate the seriousness of each chal-
lenge using the following scale: Very Serious (VS), More Serious (MS), Moderate (M), Less
Serious (LS), and Not Serious (NS).

Table 2. Challenges impeding IoT adoption within the Silicon Mountain technology ecosystem.

Items VS MS M LS NS

Poor internet connectivity and high cost of internet data 1 925% 3.2% 6.;% 1923% 527f%

Insufficient power supply and high energy costs 20‘7.’2% 8%225 32% 182.;"/0 497;%

Lack of skilled labor in the field of IoT 452()/0 192;% 243?% 74151% 8.122%

Adoption of new technologies requires an updated educational curriculum 3 042 % 2;;% 2253% 111.8% 6.3%
Insufficient financial resources 48 41 37 13 6

32.2% 28.1% 25.3% 8.9% 4.1%

Fack of standardization in fo e 8% zmaw  1a7% 27%

Concerns regarding data confidentiality, integrity, authentication, and ownership 22?.’2% 25?.’;/0 24???% 192.2% 7.151%

Potential damage resulting from a successful IoT attack 192'2% 263?3% 31%2% 172;% 5 g%

Inadequate security mechanisms within IoT systems 162:% 30%% 30‘%;’% 1725% 5 g%
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Table 2. Cont.

Items \'A MS M LS NS
. . . 38 37 40 24 7
Lack of legal recognition and a comprehensive policy framework for IoT 26.0% 25.3% 27 4% 16.4% 48%
. . . 25 48 35 25 13
Government interference and bureaucratic obstacles in Cameroon 17.1% 32.9% 24.0% 17.1% 8.9%
Conflicti d lappi lici 46 42 33 21 4
onticling anc overiapping policies 31.5% 28.6% 22.6% 14.4% 2.7%
. . . 37 40 44 14 11
Increased tax burden resulting from changes in tax policy 25.3% 27.4% 30.1% 9.6% 75%
o S . 47 52 24 15 8
Ambiguity and lack of rigor in existing policies 3229 35.6% 16.4% 10.3% 55%
. L L . 47 39 33 16 11
Prevalence of favoritism and corruption in policy implementation 3229 26.7% 22.6% 11.0% 75%
Potential clients are hesitant to adopt the IoT due to the need for significant 52 42 27 14 11
infrastructure setup and upgrades 36.6% 28.8% 18.5% 9.6% 7.5%
. . . . 41 45 45 11 4
Lack of understanding of commercial practices and market regulations 28.1% 30.8% 30.8% 7 5% 579,
. . . . . 35 40 42 18 0
The cost of IoT solutions and the associated payback period hinder adoption 24.0% 27 4% 28.8% 12.3% 00%
e . o . . I, 25 49 41 24 7
Difficulty in establishing cooperation with local distribution networks 17.1% 33.6% 28.1% 16.4% 48%
. . . o rege 45 49 31 13 8
The high cost of marketing IoT solutions makes it difficult for startups to afford 30.8% 33.6% 21.2% 8.9% 559
Ongoi ic crises in th " 40 58 33 11 4
ngoing economic crises in the country 27.4% 39.7% 22.6% 75% 27%
Organizations often lack understanding of the benefits of the IoT and are generally 58 43 23 16 6
not motivated to invest in it 39.7% 29.5% 15.8% 11.0% 41%

NS = Not Serious, LS = Less Serious, M = Moderate, MS = More Serious, VS = Very Serious.

The results are as follows:

e  Poor Internet Connectivity: This is not considered a serious challenge, with 52.1% of

respondents rating it as “Not Serious”.

e  Power Supply and High Energy Costs: Similarly, these issues are not seen as significant
barriers, with 49.3% of respondents rating them as “Not Serious”.

Conversely, several factors are identified as serious challenges:

e Insufficient Skilled Labor: The lack of skilled professionals in technological areas

such as data science, cybersecurity, IoT development, agriculture, etc., is considered a
significant challenge by 40.4% of respondents who rated it as “Very Serious”.
Inadequate Financial Resources: Challenges such as difficulty securing loans and
limited funding support are rated as “Very Serious” by 32.2% of respondents.

Lack of Standardization: The absence of uniform standards in IoT hardware, software,
and communication protocols makes interoperability difficult. This was rated as
“More Serious” by 29.5% of respondents.

Other significant challenges include the following;:

Sub-Standard Curriculum: The outdated educational curricula in most of Silicon
Mountain’s academic institutions, which fail to keep up with advancements in tech-
nology, were rated as “Very Serious” by 30.8% of respondents.

Data Security Concerns: Issues related to data confidentiality, integrity, and authenti-
cation are considered a challenge, with 30.8% rating these concerns as “Moderate”.
Risk of IoT Attacks: The potential damage from IoT attacks, such as the 2016 IoT botnet
attack, is seen as a significant risk, rated as “More Serious” by 26% of respondents.
Inadequate Security Mechanisms: The perception of the IoT as the “Internet of Threats”
due to insufficient security measures is also considered a barrier.
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In terms of legal and regulatory issues, the following were stated:

Lack of Legal Recognition and Policy Framework: The absence of a clear legal and
policy framework is rated as “More Serious” by 51.2% of respondents.

Government Interference and Bureaucracy: Overlapping and conflicting policies,
increased tax burdens, and corruption are significant deterrents, with 52.7% rating tax
policy changes as “More Serious” and 58.9% identifying favoritism and corruption
as barriers.

Market-related challenges include the following:

Reluctance to Adopt IoT: Potential client reluctance to invest in IoT due to the need
for infrastructure upgrades and new business models was rated as “More Serious” by
64.4% of respondents.

Lack of Understanding of Market Practices: Poor understanding of commercial prac-
tices and market regulations was also a notable challenge, rated as “More Serious” by
58.9% of respondents.

IoT Costs and Payback Period: The high costs associated with IoT implementation
and the difficulty in establishing local distribution networks were rated as significant
barriers by 51.4% of respondents.

Improvement strategies for addressing the challenges in IoT adoption are detailed in

Table 3. The findings were as follows:

Tax Policy Reforms: Rated as highly influential by 87 respondents (59.6%), improving
tax policies is seen as a significant factor in enhancing IoT adoption among businesses
in the Silicon Mountain.

Network Connectivity and Internet Data Costs: Improving network connectivity and
reducing internet data costs were also deemed crucial, with 43.8% of respondents
highlighting their importance.

Reduction in IoT Device Prices: Lowering the costs of IoT devices was rated as a
highly influential factor by 95 respondents (65.1%), which could significantly boost
IoT adoption.

Enhanced Energy Availability: Improving the availability of energy to businesses was
similarly recognized as an important factor.

Table 3. Proposed improvement strategies to the challenges identified.

Improvement Strategies GTE GE M LE NE
Improvement in tax policies to encourage the adoption of 60 27 33 14 12
IoT businesses 41.1% 18.5% 22.6% 9.6% 8.2%
. . 38 26 20 39 23
Enhance network connectivity and reduce internet data costs 26.0% 17.8% 13.7% 26.7% 15.8%
L . . 64 31 26 14 11
Reduction in the prices of IoT devices 43.8% 21.2% 17.8% 9.6% 7 59,
s - 65 46 19 11 5
Enhance the availability and reliability of energy supply 44.5% 31.5% 13.0% 75% 3.49%
. . 61 52 27 6 0
Enhance the security mechanisms for IoT systems 41.8% 35.6% 18.5% 41% 00%
Organize IoT workshops, seminars, and meet-ups and
. . . 62 47 26 9 2
incorporate IoT-related courses into the curriculum to enhance o o o o o
. . 42.5% 32.2% 17.8% 6.2% 1.4%
skilled labor in the IoT
Provide access to funding, loans, and IoT research grants for 57 37 40 12 0 80 Y
academic institutions and incubators 39.0% 25.3% 27.4% 8.2% -

NE = Not at all, LE = Lesser Extent, M = Moderate, GE = Great Extent, GTE = Greater Extent.
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Additionally, several other strategies were proposed to improve IoT adoption:

e  Enhanced IoT Security Mechanisms: Strengthening security measures for IoT systems
is considered essential for fostering adoption.

e  Educational Initiatives: Organizing IoT workshops, seminars, and meetups, as well
as integrating loT-related courses into academic curricula, is expected to address the
skills gap and increase labor proficiency.

e  Access to Funding: Providing access to funding, loans, and IoT research grants for
academic institutions and incubators is identified as a key strategy to support IoT
development and adoption.

4.6. Verification of the Hypothesis of the Study

In this study, Exploratory Factor Analysis (EFA) was conducted using the Principal
Components Analysis (PCA) method with Varimax Rotation to investigate the challenges to
IoT adoption in the Silicon Mountain technology ecosystem. To enhance the interpretability
of the factor structure, the scale was refined by removing items with low cross-loadings,
low factor loadings, and low communalities, following the recommendations of [41].

4.6.1. Factor Analysis

To determine if the data captured in this study were appropriate for factor analysis, we
used the Kaiser-Meyer—Olkin (KMO) and Bartlett’s Test of Sphericity. From the literature,
a KMO value > 0.6 is acceptable for a sample size < 100, while a KMO value between
0.5 and 0.6 is acceptable for sample sizes between 100 and 200 [39,56]. In this study, the
KMO measure of sampling adequacy was 0.706, and Bartlett’s Test of Sphericity was
significant (Sig = 0.000), with a Chi-square value of 785.296 and 231 degrees of freedom
(df). Table 4 presents the results generated from the SPSS software for KMO and Bartlett’s
Test of Sphericity. These results demonstrate that the data set is not an identity matrix
with zero correlations (i.e., the variables are indeed correlated), thereby confirming the
appropriateness of applying factor analysis.

Table 4. Kaiser—-Meyer-Olkin and Bartlett’s Test of Sphericity.

Kaiser-Meyer—Olkin Measure of Sampling Adequacy 0.706
Approx. Chi-Square 785.296
Bartlett’s Test of Sphericity df 231
Sig. 0.000

determinant = 0.003.

In study, we measured 22 items related to the challenges of IoT adoption in the Silicon
Mountain tech ecosystem, using a five-point Likert scale to gauge their level of seriousness.
The averages of these items were calculated to provide an overview of how respondents
rated the different challenges. To focus the analysis on the most significant barriers, we
applied a cutoff threshold of 3.5, which allowed us to identify the factors perceived by
respondents as serious impediments to IoT adoption in the Silicon Mountain tech ecosystem.
After applying this threshold, 13 out of the 22 factors emerged as critical barriers to IoT
adoption, and these are displayed in Table 5 along with their average ratings (mean values).

Table 5. Major factors affecting IoT adoption in the Silicon Mountain technology ecosystem.

Major Factors that Affect the Adoption of Internet of Things Mean

Organizations often lack an understanding of the benefits of IoT and are generally not motivated to 3.8973
invest in it ’

Ongoing socio-economic crises in the country 3.8151
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Table 5. Cont.

Major Factors that Affect the Adoption of Internet of Things Mean
Inadequate financial resources, difficulty in securing loans, and limited funding support from the 3.8014
government and other sponsors ’
The loose nature of policies 3.7877
Insufficient skilled labor in the IoT, data science, and agriculture 3.7603
Potential clients are hesitant to adopt IoT due to the necessity of setting up or upgrading
. . . . . .. 3.7534
infrastructure and adopting new business models, which may result in a limited market
The high cost of marketing IoT solutions poses a significant challenge, as many startups are unable to 37534
afford these expenses ’
Lack of understanding of commercial practices and market regulations related to the IoT 3.7397
The mass movements of graduates from STEM (Science, Technology, Engineering and Mathematics) 37260
fields for greener pastures ’
Overlapping and conflicting policies 3.7192
Lack of updated educational curricula with many academic institutions lacking dynamic curricula 3.6781
that integrate the latest advancements in hardware, software, and communication technologies ’
Favoritism and corruption 3.6507
Lack of standardization in IoT as each vendor develops its own hardware, software, and
communication protocols without adhering to common standards, making it challenging to integrate 3.6370

devices from different manufacturers into a cohesive IoT application

Table 5 reveals the primary challenges to IoT adoption in the Silicon Mountain based
on the mean averages. The major challenges identified include the following:

e Lack of Understanding and Motivation: organizations typically do not grasp the
benefits of the IoT and are often unwilling to invest in it, with a mean score of 3.8973.

e  Socio-economic Crises: the ongoing socio-economic crises in the country pose a
significant barrier, scoring 3.8151.

e Inadequate Financial Resources: the inability to secure loans and the lack of funding
support from the government and other sponsors are major issues, with a mean score
of 3.8014.

e Loose Policies: the loose nature of policies is a critical challenge, reflected in a mean
score of 3.7877.

e Insufficient Skilled Labor: there is a shortage of skilled labor in the IoT, data science,
and agriculture, scoring 3.7603.

e  Client Reluctance: potential clients are hesitant to adopt the IoT due to the need for
infrastructure upgrades and new business models, scoring 3.7534.

e  High Marketing Costs: the cost of marketing IoT solutions is high, making it unafford-
able for startups, with a mean score of 3.7534.

e  Lack of Commercial Understanding: there is a lack of understanding of commercial
practices and market regulation, scoring 3.7397.

e  Brain Drain: the mass movement of graduates from Science, Technology, Engineering,
and Mathematics (STEM) fields seeking better opportunities is a significant barrier,
scoring 3.7260.

e  Conflicting Policies: overlapping and conflicting policies also pose a challenge, with a
mean score of 3.7192.

e  Outdated Educational Curricula: many academic institutions lack dynamic curricula
to equip students with the latest developments in IoT technologies, scoring 3.6781.

e  Favoritism and Corruption: these issues also constitute serious barriers, with a mean
score of 3.6507.
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e Lack of Standardization: the lack of standardization in the IoT, where each vendor
develops their hardware, software, and communication protocols independently, is a
hindrance, scoring 3.6370.

These challenges highlight significant barriers to the adoption of IoT in the Silicon
Mountain area, as indicated by the mean scores derived from the survey.

4.6.2. Principal Component Analysis of IoT Adoption Challenges in the Silicon Mountain
Technology Ecosystem

The Principal Component Analysis (PCA) method was employed, and the eigenvalues
associated with each linear component (factor) before extraction, after extraction, and
after rotation are presented in Table 6. Initially, 22 linear components were identified
within the data set. Among these, seven primary components were extracted based on
their eigenvalues, with only factors having eigenvalues greater than 1 being considered.
These seven factors accounted for approximately 60.449% of the variance in the challenges
to IoT adoption within the Silicon Mountain technology ecosystem. This percentage is
deemed satisfactory, as it exceeds the minimum threshold of 50%. It is recommended that
the proportion of the total variance explained by the retained factors should be at least
50% [39]. Consequently, about 39.551% of the variance is attributable to other challenges to
IoT adoption that were not considered.

Table 6. Determination of primary components based on total variance.

Total Variance Explained

Initial Eigenvalues Extraction Sums of Squared Loadings Rotation Sums of Squared Loadings
Component Total V:ioi :Ifce Cum:/ilative Total Va“f; :Ifce Cumol/ilative Total Va"f:i :Ifce Cumozlative

1 4.789 21.770 21.770 4.789 21.770 21.770 2.981 13.548 13.548
2 1.788 8.127 29.897 1.788 8.127 29.897 2.173 9.878 23.426
3 1.716 7.799 37.696 1.716 7.799 37.696 1.754 7.975 31.401
4 1.396 6.344 44.040 1.396 6.344 44.040 1.752 7.963 39.364
5 1.353 6.148 50.188 1.353 6.148 50.188 1.608 7.311 46.674
6 1.176 5.345 55.533 1.176 5.345 55.533 1.520 6.910 53.585
7 1.081 4916 60.449 1.081 4916 60.449 1.510 6.864 60.449
8 0.948 4.310 64.759
9 0.889 4.040 68.799
10 0.824 3.747 72.546
11 0.719 3.267 75.813
12 0.711 3.232 79.044
13 0.681 3.094 82.138
14 0.633 2.878 85.016
15 0.564 2.565 87.581
16 0.543 2.467 90.048
17 0.463 2.106 92.154
18 0.448 2.035 94.189
19 0.402 1.828 96.016
20 0.352 1.599 97.615
21 0.312 1.417 99.032
22 0.213 0.968 100.000

Extraction Method: Principal Component Analysis.

Table 7 provides a classification of the various challenges under the seven identified
components. This classification facilitates the regrouping of the primary challenges affecting
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the adoption of the IoT in the Silicon Mountain technology ecosystem, as illustrated in
Table 8. The categorization helps in understanding the underlying factors and how they
interrelate, thereby offering a clearer perspective on the main obstacles to IoT adoption in

the Silicon Mountain tech ecosystem.

Table 7. The rotated component matrix and the reclassification of components.

Rotated Component Matrix ?

Component

3 4 5 6

Loose nature of policies

0.798

Overlapping and conflicting policies

0.654

Favoritism and corruption

0.651

Cameroon government interference and bureaucracy

0.631

Increase in tax burden due to changes in tax policy

0.604

Potential clients are reluctant adopt the IoT

0.500

The damage that can result from a successful IoT attack

0.770

Inadequate security mechanisms for IoT systems means
that the IoT is viewed as the “Internet of Threats” despite
its potential benefits

0.720

Data confidentiality, integrity, authentication, data
ownership, etc., are major concerns

0.545

Lack of legal recognition and policy framework

0.496

Inadequate financial resources, inability to secure loans,
and little or no funding support from government and
other sponsors

0.092

0.769

Organizations do not usually understand the benefits of
the IoT and are often not motivated to pay for it

0.652

Lack of standardization in the IoT as each and every
vendor is developing its hardware, software, and
communication protocol without any standardization

0.526

Ongoing economic crises in the country

0.784

Difficult to establish cooperation with local
distribution network

0.625

The cost of marketing IoT solutions is high and startups
are not able to afford this

0.578

Technological adoption requires an updated educational
curriculum but most academic institutions do not have
dynamic educational curricula to equip the students with

0.102 0.844

Could be a result of mass movements of graduates from
STEM (Science, Technology, Engineering and Mathematics)
fields for greener pastures.

0.524

Lack of understanding of commercial practice and
market regulation

0.828

Insufficient power supply and the high cost of energy is
one of the challenges to the adoption of IoT

—0.546

The cost of the IoT and its payback period are a hindrance
for adoption

0.444

Insufficient skilled labor in the area of the IoT, data science,
and agriculture

0.792

Extraction Method: Principal Component Analysis. Rotation Method: Varimax with Kaiser Normalization.

2 Rotation converged in 9 iterations.
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Table 8. Subcategorization of challenges to IoT adoption in the Silicon Mountain technology ecosystem.

Main Factors Challenges to the Adoption of Internet of Things (IoT) Mean Global Mean
Loose nature of policies 3.788
Overlapping and conflicting policies 3.719
. Favoritism and corruption 3.651
Government policies 3.628
Cameroon government interference and bureaucracy 3.322
Increase in tax burden due to changes in tax policy 3.534
Potential clients are reluctant adopt the IoT 3.753
The damage that can result from a successful IoT attack 3.377
Inadequate security mechanisms for IoT systems means
. that the IoT is viewed as the “Internet of Threats” despite 3.349
Security and data . . .
- its potential benefits 3.399
privacy challenges
Data confidentiality, integrity, authentication, data 3356
ownership, etc., are major concerns '
Lack of legal recognition and policy framework 3.514
Inadequate financial resources, inability to secure loans,
and little or no funding support from government and 3.801
other sponsors
Standardization and Organizations do not usually understand the benefits of 3.897
Financial Resources the IoT and are often not motivated to pay for it ’ 3.779
Lack of standardization in the IoT as each and every
vendor is developing its hardware, software, and 3.637
communication protocol with any standardization
Ongoing economic crises in the country 3.815
Difficult to establish cooperation with local 3418
Market Challenges distribution network ’ 3.662
The cost of marketing IoT solutions is high and startups 3753
are not able to afford this '
Technological adoption requires an updated educational
curriculum but most academic institutions do not have 3.678
Educational and dynamic educational curricula to equip the students with -
knowledge challenges The mass movements of graduates from STEM (Science, :
Technology, Engineering and Mathematics) fields for 3.726
greener pastures
Lack of understanding of commercial practice and 3740
market regulation ’
Insufficient power supply and the high cost of energy is
Labor and power supply one of the challenges to the adoption of the IoT 2.322 3274
The cost of the 10T and its payback period are a hindrance 3.760
for adoption '
Labor Shortage in the industry Insufficient skilled labor in the area of the IoT, data 3.760 376

science, and agriculture

After the rotation of these factors, they were categorized into the following groups:
government policies, security and data privacy challenges, standardization and financial
resources, market challenges, educational and knowledge challenges, labor and power

supply, and labor shortage in the industry.

In Table 8, the government policies category comprised six factors: the loose nature
of policies, overlapping and conflicting policies, favoritism and corruption, Cameroon
government interference and bureaucracy, increase in tax burden due to changes in tax
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policy, and reluctance of potential clients to adopt the IoT. This category had a global mean
of 3.628.

Similarly, the standardization and financial resources category included inadequate
financial resources, inability to secure loans, and minimal funding support from the gov-
ernment and other sponsors. It also encompassed organizations’ lack of understanding
of IoT benefits and their consequent lack of motivation to invest in it, as well as the lack
of standardization in the IoT, with each vendor developing its hardware, software, and
communication protocols independently. The mean value for this factor was 3.779.

The global mean of each category presented in Table 8 was used to rank the factors
affecting the adoption of IoT in the Silicon Mountain tech ecosystem in order of importance.
The results of this ranking are displayed in Table 9. This ranking provides a clear prioritiza-
tion of the challenges, highlighting which areas require the most immediate attention to
improve IoT adoption in the Silicon Mountain technology ecosystem.

Table 9. Mean scores and ranking of factors affecting IoT adoption in the Silicon Mountain
technology ecosystem.

Main Challenges to IoT Adoption Mean Rank
Standardization and financial resources 3.779 1st
Labor shortage in the industry 3.760 2nd
Educational and knowledge challenges 3.702 3rd
Market challenges 3.662 4th
Government policies 3.628 5th
Security and data privacy challenges 3.399 6th
Labor and power supply 3.274 7th

An analysis of Table 9 shows that the mean scores for all barriers ranged between 3.00
and 4.00. These scores indicate an average level of concern between ‘moderate” and ‘serious’
on the Likert scale. The most significant challenge identified was standardization and
financial Resources, with a mean score of 3.779. This was closely followed by labor shortage
in the industry, which had a mean of 3.760. The remaining categories, in descending order
of severity, were educational and knowledge challenges, market challenges, government
policies, security and data privacy challenges, and labor and power supply.

4.7. Discussion

This study identified a range of challenges hindering IoT adoption in the Silicon
Mountain technology ecosystem. The challenges were categorized into the following areas:

1.  Standardization and Financial Resources: issues related to the lack of standardized
protocols and financial constraints.

2. Labor Shortage in the Industry: the shortage of skilled labor in the field.

3.  Educational and Knowledge Challenges: inadequate educational curricula and

knowledge gaps.
4. Market Challenges: difficulties related to market adoption and commercial practices.
5. Government DPolicies:  issues arising from governmental policies and

regulatory frameworks.

Security and Data Privacy Challenges: concerns about data security and privacy.

7. Labor and Power Supply: challenges related to the availability of reliable power
and labor.

o

This study found that market challenges significantly impact the adoption of the
IoT within the Silicon Mountain technology ecosystem. Key market challenges identified
include the ongoing socio-economic crises in the country, difficulties in establishing cooper-
ation with local distribution networks, and the high cost of marketing IoT solutions, which
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many start-ups cannot afford. These issues were highlighted by a high mean score of 3.662,
indicating that they are considered very serious challenges.

Another significant challenge identified was data privacy and security concerns. The
proliferation of IoT devices results in the generation, collection, and sharing of vast amounts
of data. These data often include sensitive personal information, raising significant con-
cerns around data privacy, including unauthorized access, data breaches, surveillance and
tracking, data access and control, etc. In addition, security is also a critical concern for
IoT systems due to the sheer number of connected devices, which increases the potential
attack surface for cyberattacks. Inadequate security mechanisms can result in severe conse-
quences, such as data breaches, loss of control over critical systems, and the manipulation of
physical devices. This study identified security and data privacy as a significant challenge
affecting IoT adoption. The results reveal that data security and user privacy are major
concerns in IoT applications due to the extensive amount of data shared across platforms,
increasing user vulnerability. This aligns with Iwayemi’s study in Nigeria [15], which
identified fraud, cyber attacks, privacy issues, and security concerns as critical challenges
in IoT implementation. The primary security risk of the IoT is linked to its greatest advan-
tage: the connection of physical objects to a global network [57]. Although the IoT has
tremendous potential to drive innovation across various sectors in the Silicon Mountain
ecosystem, the technical challenges of data privacy and security remain significant barriers
to widespread adoption. Before the advent of the IoT, security breaches were primarily
concerned with data theft and manipulation of physical entities. However, the IoT intro-
duces the potential for direct control of these physical entities, many of which are part
of critical infrastructure. Without adequate security measures, malware such as viruses
and ransomware could easily spread through interconnected IoT networks, leading to
potentially catastrophic global consequences. Addressing these issues is crucial to ensuring
that IoT systems are secure, efficient, and capable of scaling across different industries. To
address these challenges and promote IoT adoption, businesses in the Silicon Mountain
ecosystem can implement mitigation strategies to minimize data privacy risks (such as
end-to-end encryption, anonymization schemes, introspection, blockchain, access control,
physical security, edge processing, etc.) and mitigation strategies address the security risks
(such as device authentication, regular firmware updates, network segmentation, intrusion
detection systems, etc.) [58].

IoT interoperability was also identified as another major challenge impeding IoT
adoption in the Silicon Mountain tech ecosystem. Interoperability refers to the ability of
different IoT devices and platforms to communicate and work together seamlessly. A
lack of standardization in IoT hardware, software, and communication protocols makes it
difficult for devices from different manufacturers to interact, posing a major challenge for
IoT adoption in Silicon Mountain. The absence of interoperability can lead to fragmentation,
high integration cost, and limited scalability [59]. To enhance IoT interoperability within
the Silicon Mountain ecosystem, the use of open standards (MQTT, CoAP, Zigbee, etc.) and
middleware solutions can be adopted [60].

The development of robust and scalable IoT infrastructure is also crucial for fos-
tering the adoption of IoT technologies in emerging ecosystems like Silicon Mountain.
In particular, leveraging innovations such as fog computing can significantly enhance
the performance and scalability of IoT systems by processing data closer to the edge,
thus reducing latency and improving response times. According to the research by
Okafor et al. [61], the Spine-Leaf Network Topology, combined with fog computing, offers
an effective approach for managing the scalability challenges of IoT datacenters. This
framework facilitates the seamless integration of numerous IoT devices by decentralizing
data processing and management, which can be particularly valuable for regions with
limited network infrastructure, like Silicon Mountain. Given the infrastructural challenges
and connectivity limitations in Central African ecosystems, adopting such scalable IoT
solutions could accelerate the deployment of IoT technologies across sectors, including
agriculture, healthcare, and urban management.
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Digital literacy was also found to be one of the key factors inhibiting IoT adoption in
developing countries due to the low-level of digital literacy within the population [62]. In
this study, we consider digital literacy as the ability to effectively use digital technologies,
including understanding how IoT devices function and how to leverage them for personal,
professional, or industrial purposes. Based on this definition, the level of digital literacy
in the Silicon Mountain tech ecosystem is low as many individuals in the region lack
the necessary skills or understanding to fully engage with IoT technologies. This study
identified labor shortage resulting from this low level of digital literacy in the region as a
major challenge to IoT adoption, with a mean score of 3.760. This challenge is closely related
to inadequate education on the IoT and the absence of specialized university courses in this
emerging technology within the region [63]. These findings are consistent with the results of
Morrissey [64], who noted that a shortage of skilled labor in the IoT, data science, and other
technical fields could contribute to the migration of STEM (science, technology, engineering,
and mathematics) graduates seeking better opportunities elsewhere. The scarcity of formal
IoT programs in universities exacerbates this issue, as companies are hesitant to adopt new
technologies without the assurance of having access to qualified personnel for operation,
maintenance, and support. Improving digital literacy is crucial for expanding IoT adoption
across sectors such as agriculture, healthcare, transportation, and education. Educational
institutions, governments, and private sector stakeholders must collaborate to offer digital
literacy training programs tailored to specific industries. Equipping individuals with
the necessary skills to understand and interact with IoT technologies will foster greater
innovation and lead to more efficient IoT integration across various sectors in the Silicon
Mountain tech ecosystem [65]. In addition to the challenges posed by low digital literacy,
societal resistance to technology can hinder IoT adoption [27]. Societal resistance is often
driven by cultural norms, fear of job displacement, privacy concerns, costs, or skepticism
about the benefits of emerging technologies [66]. Although this aspect was not deeply
explored in the current paper, we believe that addressing societal resistance will enhance IoT
uptake in the ecosystem and the region at large. Addressing societal resistance will require
not only community engagement but also public awareness campaigns that demystify IoT
and highlight its potential benefits, particularly for economic growth and improved service
delivery. Policymakers and business leaders need to actively promote loT solutions as tools
that enhance productivity and job creation, ensuring that public concerns are mitigated
through clear communication. Beyond digital literacy and societal resistance, other socio-
cultural factors such as language barriers, traditional beliefs, convenience, social influence,
habits, etc., will also influence IoT adoption [67].

Government policies also emerged as a significant barrier to [oT adoption. The rotated
component factor model revealed that challenges related to government policies—including
the loose nature of regulations, overlapping and conflicting policies, favoritism and corrup-
tion, government interference and bureaucracy, and increased tax burdens—accounted for
13.55% of the obstacles to IoT implementation in Cameroon. Research by Cole et al. [68]
highlights a similar issue across the African continent, where cyber security initiatives
are scarce and existing efforts often focus solely on cybercrime legislation with minimal
implementation. This lack of supportive legislation and policies impedes technological
advancement and scientific research. The high vulnerability of IoT systems, coupled with
inadequate regulatory frameworks, may deter many African businesses from adopting the
IoT due to perceived risks and potential threats to their systems.

The results of this study indicate that various challenges have impeded the adoption
of the IoT within the Silicon Mountain technology ecosystem and the broader Central
African region. Nevertheless, several improvement strategies were proposed to address
these issues. These strategies include the following:

Enhancing Tax Policies: revising tax regulations to better support IoT businesses.
Improving Network Connectivity: expanding network infrastructure and reducing
internet data costs.

e Reducing IoT Device Prices: making IoT devices more affordable.
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Increasing Energy Availability: ensuring a more reliable energy supply for IoT operations.
Strengthening IoT Security: enhancing security mechanisms to protect IoT systems.
Organizing IoT Workshops and Seminars: hosting events to raise awareness and build
expertise in IoT.

e Updating Educational Curricula: integrating IoT-related courses into academic pro-
grams to address labor shortages and improve skill levels.

These measures aim to address key barriers such as government policies, labor short-
ages, and insufficient IoT knowledge, ultimately leveraging the numerous benefits of IoT
applications to foster adoption and innovation in the region.

4.8. Future Trends in loT Adoption in Silicon Mountain and Central Africa

While this study primarily focuses on current challenges in IoT adoption, it is equally
important to consider longer-term trends that could significantly influence IoT uptake in
the Silicon Mountain tech ecosystem and the broader Central African region. These trends
include future technological advancements, evolving workforce skills, and policy changes,
all of which are important for shaping the future of the IoT in the region.

The development of technologies such as 5G and edge computing will play a transfor-
mative role in enhancing IoT infrastructure and capabilities. In terms of this, 5G will provide
the high-speed, low-latency connectivity necessary to support large-scale IoT deployments
across sectors such as healthcare, smart cities, and agriculture. Moreover, the advent of
artificial intelligence (AI) and machine learning (ML) integration with IoT devices will
enable more intelligent automation, predictive analytics, and real-time decision-making,
offering immense potential for innovation in sectors like manufacturing and transportation.
Edge computing will also mitigate data privacy concerns, thereby positively influencing
IoT uptake. Preparing for these advancements will be key to ensuring the successful scaling
of IoT applications in the Silicon Mountain tech ecosystem.

One of the significant barriers to IoT adoption in the region identified by this study is
the lack of skilled labor in fields such as IoT development, data science, and cybersecurity.
However, as IoT technologies continue to evolve, there will be an increasing demand for
a workforce proficient in managing and maintaining complex IoT systems. Educational
institutions will need to adapt by incorporating the IoT, Al, and data analytics into their
curricula, while industry partnerships can play a vital role in providing hands-on training
and certifications. Government and private-sector initiatives to foster IoT skill develop-
ment will be critical to ensure that the workforce is equipped to meet the demands of
an loT-driven economy. This training of next-generation IoT professionals will facilitate
IoT uptake.

For IoT adoption to thrive in the Central African region, supportive regulatory frame-
works are essential. Governments must develop policies that address data privacy, cyberse-
curity, and interoperability to create a stable environment for IoT deployment. Additionally,
policymakers can incentivize IoT innovation by providing tax breaks, grants, and funding
opportunities for startups. The establishment of IoT regulatory bodies to oversee com-
pliance with global standards and to facilitate public—private collaboration will also help
accelerate IoT adoption across various industries.

4.9. Limitations and Recommendations for Future Work

This preliminary study on IoT adoption in the Central African sub-region provides
valuable insights into the Silicon Mountain ecosystem. However, it is not without limi-
tations. In this sub-section, we discuss some of the study’s key limitations and propose
areas for future research that could offer more comprehensive insights into the factors
influencing IoT adoption in the Central African sub-region.

This study is limited to the Silicon Mountain tech ecosystem, and the sample of
146 usable responses may not fully capture the broader diversity of stakeholders across
the Central African region. Consequently, the findings may not be generalizable to all tech
ecosystems within the region. Additionally, the high concentration of entry-level positions
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(67.8%) and the gender imbalance (64.4% male respondents) may have influenced the
results, particularly with respect to gender representation and experience levels. In future
research, we plan to extend this study to include a wider range of stakeholders across
different tech ecosystems in the Central African region, ensuring a more balanced gender
representation and a broader distribution of respondents across various experience levels,
including mid-level and senior management roles. This will provide a more comprehensive
understanding of the challenges and opportunities related to IoT adoption in the Central
African region.

Another limitation of the study is that it relies primarily on questionnaire responses,
which may introduce certain biases, resulting from social desirability or limited depth in
participants” understanding of complex topics like IoT technology. To address the limi-
tations of self-reported data, we propose the adoption of a mixed-methods approach in
future work. Combining quantitative survey data with qualitative methods (e.g., expert
interviews, focus groups, or case studies) would allow for triangulation and a more com-
prehensive exploration of IoT adoption challenges. Additionally, we are developing a
smart agriculture Proof of Concept (PoC) that focuses on determining the levels of key
macronutrients (Nitrogen, Phosphorus, Potassium) in the soil. This PoC aims to provide
farmers in the region with real-time information on soil fertility, enabling them to make
informed decisions about crop selection to improve yields. This PoC will address key
challenges identified in the study, including infrastructure limitations, regulatory barriers,
and skills gaps by testing the feasibility of deploying IoT solutions in the region. These ap-
proaches will offer deeper insights into the complex issues that may have been overlooked
or simplified in the survey responses.

The study also found the high rating of poor internet connectivity (52.1%) and unreli-
able power supply (49.3%) as “Not Serious” by respondents to be usual. This is because
these are common infrastructural challenges in sub-Saharan Africa that significantly im-
pede IoT uptake in the region, as reported in earlier IoT adoption studies [15,16]. Thus,
it is important to note at this point that the “Not Serious” rating for poor internet con-
nectivity and unreliable power supply reflects the perceptions of respondents who are
part of the Silicon Mountain technology ecosystem, which benefits from relatively better
infrastructure compared to other regions in Cameroon and Central Africa. As a result, these
challenges may not have been perceived as immediate barriers for IoT adoption within
this specific ecosystem. However, in the broader context of the Central African region,
internet connectivity and power supply are indeed significant impediments, especially
in more rural areas and less developed tech hubs. Thus, generalizing the findings of this
study beyond the Silicon Mountain ecosystem may risk downplaying the severity of these
issues. There is need for future research to focus on tech ecosystems within the Central
African region where internet connectivity and power supply issues are more acute. A
more in-depth analysis of how these infrastructure limitations affect IoT adoption outside
of established tech ecosystems will provide a more comprehensive understanding of IoT
adoption challenges in the region.

5. Conclusions

This study examined the adoption of the IoT in tech ecosystems within the Central
African sub-region, focusing specifically on the Silicon Mountain technology ecosystem.
The primary objectives were to identify the potential areas for IoT implementation and to
uncover the challenges impeding IoT uptake in the Silicon Mountain tech ecosystem and,
by extension, other tech ecosystems in the Central African sub-region. Utilizing a survey
research design, the study analyzed data using both descriptive and inferential tools.

The findings suggest significant potential and numerous opportunities for IoT adop-
tion in the Silicon Mountain tech ecosystem. The key areas of benefit identified include
intelligent transport systems, smart health facilities, smart metering and smart cities, envi-
ronmental and weather monitoring, security and safety, flexible manufacturing or industry
control, IoT-driven agriculture, logistics, and smart businesses. The study highlighted a

120



Future Internet 2024, 16, 376

substantial market gap, indicating a high potential for the IoT to enhance SME performance,
stimulate economic activities, and improve business connectivity in the tech ecosystem.

The study also identified numerous challenges impacting IoT adoption in the Silicon
Mountain tech ecosystem. Issues related to standardization and financial resources, labor
shortages in the industry, educational and knowledge gaps, market challenges, government
policies, security and data privacy concerns, and inadequate labor and power supply were
key among these challenges. These obstacles have collectively hindered the adoption of
IoT, resulting in a slow uptake rate.
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Appendix A

Table A1l. Measurement scale.

1 2 3 4 5
Not serious Less serious Moderate More serious Very serious
Not at all Lesser extent Moderate Great Extent Greater Extent

Table A2. Questionnaire items.

Operating Barriers 1 2 3

The implementation of THE IoT requires organizations to upgrade and adopt

new business models.

IoT applications need a higher infrastructure to support them, which most

business cannot afford.

Fragmentation of standards with new ones evolving every day makes it difficult

for IoT practitioners.

Increase in businesses’ operating costs.

IoT adoption because most of the services are delivered to mobile users.

Limited skilled workforce in Cameroon as compared to developed countries.

Poor internet connectivity.

||| G|

Varying accessibility of internet connection across the nation.

Information/Security Barriers 1 2 3

Personal privacy issue (data ownership) is a major concern in employing IoT
networks as the connected objects and devices can be easily traced and hacked.

10

Billions of devices are connected through the IoT which necessitates efficient
security mechanisms that not only help in protecting the information but also

enable data sharing over IoT-based smart city networks.

11

Lack of knowledge on production costs of [oT systems.

12

Unsecure provenance data may result in the exposition of sensitive
Information.
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Table A2. Cont.

Operating Barriers

Legal/Bureaucracy Barriers

13

Lack of legal recognition and policy framework.

14

Cameroon government interference and bureaucracy.

15

Overlapping and conflicting policies.

16

Increase in tax burden due to changes in tax policy.

17

Loose nature of policies.

18

Favoritism and corruption.

Market challenges

19

IoT applications employ a huge number of sensing and actuating devices.

20

Lack of understanding of commercial practice.

21

IoT costs and its payback period are a hindrance for adoption.

22

Difficult to establish cooperation with local distribution network.

23

Difficulty in locating supply lines for local raw materials.

24

Ongoing economic crises in the country.

25

Global misinformation systems.

Impact of challenges on IoT adoption

26

Improvement in tax policies for adoption of IoT businesses.

27

Increase in network connectivity.

28

Regularizing prices for materials.

29

Improvement in information flow and communication systems.

30 Improvement in the security of information systems.
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Abstract: The purpose of this study is to evaluate and compare how well different routing protocols
perform in terms of load sharing, link failover, and overall network performance. Wireshark was
used for packet-level analysis, VMWare was used for virtualization, GNS3 was used for network
simulation, and Iperf3 was used to measure network performance parameters. Convergence time,
packet losses, network jitter, and network delay are the parameters that were selected for assessment.
To examine the behaviors of Open Shortest Path First (OSPF) and Enhanced Interior Gateway Routing
Protocol (EIGRP) routing protocols in a variety of network settings, a simulated network environment
incorporating both protocols along with Border Gateway Protocol (BGP) is created for the research.
The setup for the experiment entails simulating different network conditions, such as fluctuating
traffic loads and connection failures, to track how the protocols function in dynamic situations.
The efficiency metrics for OSPF and EIGRP with BGP are measured and evaluated using the data
generated by Wireshark and Iperf3. The results of this research show that EIGRP has a better failover
convergence time and packet loss percentage as compared to the OSPFE.

Keywords: comparative study; routing protocols; IPv6 transition; OSPF; EIGRP; BGP; load sharing;
link failover; routing protocols evaluation; network delay; network jitter; packet loss; convergence
time; GNS3; VMware; Wireshark; Iperf3

1. Introduction

Corporate networks require a stable connection with internet services and remote
branches. Organizations strive to minimize network downtime through link-failover
mechanisms. However, a significant limitation of these mechanisms is the idle state of
backup links when the primary link remains operational for extended periods, leading
to unnecessary costs for unused resources. Additionally, organizations managing both
branch-to-branch communication and internet traffic face challenges in handling these
traffic types simultaneously. For security reasons, some organizations mandate that data
traffic must traverse an overlay network, while internet traffic uses an underlay network.
Moreover, organizations seek the flexibility to choose optimal paths for network traffic to
enhance performance.

Network engineers often struggle to select the most appropriate routing protocol
without a thorough understanding of the strengths and limitations of available options.
This knowledge is essential for improving routing infrastructure and ensuring effective
traffic distribution. Therefore, a comprehensive solution is needed that efficiently utilizes
backup links, manages dual traffic types, secures and optimizes routing paths, and equips
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network engineers with the necessary insights to choose the best routing protocols for
superior network performance.

This study aims to provide valuable insights for researchers and network engineers
on the performance of Enhanced Interior Gateway Routing Protocol (EIGRP) and Open
Shortest Path First (OSPF) when integrated with Border Gateway Protocol (BGP), partic-
ularly in the contexts of load sharing and link-failover strategies. To conduct a thorough
evaluation, this work employs simulation tools like Graphical Network Simulator-3 (GNS3)
for network topology simulation, VMware for virtualization, and Wireshark and Iperf3 for
detailed network analysis. These tools allow us to create realistic network scenarios and
assess critical performance metrics such as packet loss, convergence time, network jitter,
and delay.

As networks continue to evolve to support new technologies, a robust routing infras-
tructure becomes increasingly essential. This study contributes to the understanding of
how routing protocols perform in modern network environments. By combining BGP,
which plays a key role in connecting autonomous systems, with widely used interior
gateway protocols like OSPF and EIGRP, our research offers a comprehensive view of
routing protocol efficiency in practical settings. This work aims to identify the strengths
and weaknesses of OSPF and EIGRP in scenarios involving load sharing and link failures,
thereby evaluating their suitability for various networking contexts. Including Internet
Protocol version 6 (IPv6) in the analysis ensures that the findings align with the industry’s
transition to the latest version of the Internet Protocol.

Advanced simulation tools, such as GNS3, facilitate this investigation by enabling
the construction of realistic network environments for in-depth analysis. By simulating
real-world conditions, we can observe how different routing protocols perform in dynamic
and changing network environments. The ultimate goal is to extract actionable insights
from the collected data, providing researchers and network engineers with the knowledge
needed to make informed decisions about selecting and implementing routing protocols in
contemporary networking scenarios. This research aims to enhance network performance,
flexibility, and scalability by understanding the intricate dynamics of OSPF and EIGRP
in conjunction with BGP, particularly in the context of IPv6. The expected outcomes will
serve as a valuable resource for making informed choices, ensuring that routing protocols
effectively meet the evolving demands of modern network architectures.

This research makes the following key contributions: (1) Introduces a mechanism that
utilizes both primary and secondary links simultaneously, addressing the inefficiency of
idle backup links and ensuring cost-effective resource utilization; (2) Focuses on managing
two distinct types of traffic: data traffic for branch-to-branch communication and internet
traffic for external services; (3) Employs an overlay network for secure data communication
and an underlay network for internet traffic, enhancing security and optimizing network
resource use; (4) Develops a route-mapping mechanism to manage both data and internet
traffic effectively. This mechanism supports load sharing and link failover on the preferred
link according to specific needs, ensuring optimal network performance; (5) Compares
EIGRP and OSPF based on key network parameters such as delay, jitter, packet loss,
and failover convergence time in an IPv6 environment. This comparison provides network
engineers and administrators with the information needed to select the most appropriate
routing protocol to enhance their routing infrastructure for effective traffic distribution.

The remainder of this paper is structured as follows: Section 2 provides an overview
of routing protocols; Section 3 presents a literature review; Section 4 discusses load sharing
and link-failover systems; Section 5 highlights the importance of IPv6 in networking;
Section 6 details the methodology and performance metrics; Section 7 presents the results
and discussion; and Section 8 concludes the paper with a summary and suggestions for
future work.
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2. Routing Protocols Overview

The performance and stability of network communication heavily rely on the choice
and implementation of routing protocols. In business networks, two widely used interior
gateway protocols are OSPF (Open Shortest Path First) and EIGRP (Enhanced Interior
Gateway Routing Protocol). OSPF uses a link-state routing algorithm, which enables it to
make efficient routing decisions based on a comprehensive understanding of the entire
network topology. EIGRP, developed by Cisco, is designed to achieve fast convergence and
low resource usage by incorporating both distance vector and link-state characteristics.

For scenarios that involve internet access and the need to connect multiple autonomous
systems, the exterior gateway protocol BGP (Border Gateway Protocol) plays a crucial role.
BGP is essential for routing data between different networks, ensuring stable and reliable
communication across diverse and geographically distributed systems.

The study aims to assess the performance of EIGRP and OSPF, particularly in an IPv6
environment, focusing on their effectiveness in handling load sharing and link-failover
scenarios. This evaluation could provide insights into how these protocols contribute
to network resilience and traffic distribution, offering recommendations for enhancing
failover capabilities and load-sharing techniques in IPv6-based systems.

2.1. EIGRP Features and Characteristics

EIGRP (Enhanced Interior Gateway Routing Protocol) significantly enhances the
efficiency and flexibility of network operations. Developed by Cisco, EIGRP is a highly
effective and proprietary interior gateway protocol that combines elements of both link-state
and distance vector protocols. One of its key features is the Diffusing Update Algorithm
(DUAL), which enables rapid convergence and efficient use of network resources. EIGRP
excels in load-sharing scenarios due to its ability to dynamically distribute traffic across
multiple paths, optimizing network efficiency and ensuring a more balanced workload
distribution. Additionally, EIGRP’s adaptability in quickly responding to changes in
network topology makes it well-suited for environments where link failure is a critical
concern. In the context of load-sharing and link failover, EIGRP plays a pivotal role by
continuously monitoring the network for changes and selecting the best routes based on
real-time metrics. When evaluated alongside OSPF and BGP in an IPv6 environment,
EIGRP’s performance analysis provides a comprehensive understanding of its contribution
to enhancing network resilience and efficiency.

Convergence Process of EIGRP

The process begins with the use of Hello packets, which are sent to establish neigh-
bor relationships and share crucial information. Once routers recognize each other, they
exchange Update packets containing information about reachable destinations and their
associated metrics. These data are essential for constructing and updating topology tables.
EIGRP routers then utilize the DUAL algorithm to calculate feasible distances and deter-
mine the optimal paths. The continuous exchange of routing information through Update
packets ensures that network updates occur in real time, allowing routers to quickly adapt
to changes in topology. This combined process enhances EIGRP’s responsiveness and
reliability, especially in dynamic network environments where conditions are constantly
changing. The convergence process of EIGRP is illustrated in Figure 1.

Figure 1 shows the step-by-step process of how EIGRP routers establish neighbor rela-
tionships, exchange routing information, calculate optimal paths using DUAL, and update
the network topology to ensure efficient routing.
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Time Source Destination Protocol  Length Info
132.018724 fe80::c802:30ff:feb.. Tf02::a EIGRP 94 Hello
132.935978 fe80::c802:30ff:feb.. fe80::c801:37ff:feb.. EIGRP 74 Update
132.036975 feB80::c802:30ff:fe6.. ffO2::a EIGRP 123 Hello
132.036975 fe80::c802:30ff:feb.. Tf02::a EIGRP 166 Update
132.0836975 fe80::c801:37Fff:feb.. fe80O::c802:30ff:feb.. EIGRP 74 Update
133.997139 fe80::c801:37ff:fe6.. feB80::c802:30ff:feb.. EIGRP 74 Update
134.017135 fe80::c802:30ff:feb.. fe80::c801:37ff:feb.. EIGRP 166 Update
134.917135 fe80::c802:30ff:feb.. fe80::c801:37ff:feb.. EIGRP 74 Hello (Ack)

Figure 1. EIGRP convergence process.

2.2. OSPF Features and Characteristics

OSPF (Open Shortest Path First) is a link-state routing protocol that enables network
routers to maintain a synchronized view of the network topology. By having a compre-
hensive understanding of the network architecture, OSPF can determine the shortest path
to a destination, facilitating efficient and optimal routing decisions. In the context of this
study, OSPF is likely employed to facilitate communication between routers within the
same autonomous system, particularly in an IPv6 environment. OSPF’s role includes load
sharing, where it allows traffic to be distributed across multiple paths, thereby enhancing
network performance and resource efficiency. Additionally, OSPF contributes to system
resilience by supporting efficient link-failover mechanisms, ensuring a seamless transition
in the event of network outages. The performance analysis of OSPF, in conjunction with
EIGRP and BGP, provides valuable insights into load sharing and link-failover strategies
within IPvé6-based systems.

Convergence Process of OSPF

The convergence process in OSPF involves several critical phases and the exchange
of specific OSPF protocol packets. The process begins with the exchange of Hello pack-
ets between neighboring routers, initiating neighbor detection and verification. These
Hello packets are essential for establishing and maintaining adjacencies between routers.
For proper adjacency formation, routers must match OSPF parameters such as the router
ID, area ID, and authentication settings.

Once adjacencies are established, the routers exchange Database Description (DBD)
packets, which provide an overview of the router’s link-state database. If there are missing
entries, Link State Request (LSR) packets are sent to request specific Link State Advertise-
ments (LSAs) that are not present in the recipient’s database. Upon receiving the necessary
LSAs, the responding router sends out Link State Update (LSU) packets. Finally, to confirm
the receipt of LSAs, Link State Acknowledgment (LSAck) packets are exchanged.

This series of OSPF protocol packets ensures that routers share and synchronize
their understanding of the network’s link-state information, enabling precise and efficient
routing decisions. Figure 2 would typically illustrate this convergence process, depicting
the step-by-step exchange of packets that leads to the synchronization of network topology
information across routers.

Time Source Destination Protocol Length Info
.011275 38 g : - 3 : = Description
.011275 38 = 2 - & 2 = - Request
.011275 H- : : - HE H : = Update
.028966 H- : : - HE H : = Description

.028966 HE : : - HE 2 : - Update
.049334 38 g : - 8¢ Update
.049334 H- : : - HE H : = Description
.068065 H- : : - HE H : = Acknowledge

Figure 2. OSPF convergence process.
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Figure 2 shows the stages of OSPF convergence, from the initial Hello packet exchange
to the final acknowledgment of LSAs, highlighting how OSPF routers achieve a consistent
and accurate view of the network.

2.3. BGP Features and Characteristics

BGP (Border Gateway Protocol) is essential for enabling communication between
multiple autonomous systems (ASs) on the internet. As an exterior gateway protocol, BGP
is responsible for exchanging routing information and determining the best routes for
data and internet traffic across diverse network domains. It must handle complex routing
decisions based on policies, such as path attributes and network policies, to optimize traffic
flow and ensure efficient load sharing. In the context of the load sharing and link-failover
system being studied, BGP plays a critical role by influencing routing decisions that guide
traffic between autonomous systems, thereby affecting the overall performance of the
network. BGP is divided into two primary types:

1.  Internal Border Gateway Protocol (iBGP): iBGP is used for communication between
routers within the same autonomous system (AS). It facilitates the distribution of
routing information within the boundaries of a single AS, ensuring consistent and
effective routing decisions across the internal network. iBGP helps maintain a coherent
view of the network’s topology, enabling routers within the AS to make informed
decisions about traffic routing.

2. External Border Gateway Protocol (eBGP): eBGP is utilized for communication be-
tween routers in different autonomous systems. It ensures that networks managed by
separate administrative entities can exchange routing information, thereby enabling
inter-AS communication. eBGP plays a pivotal role in the broader internet infrastruc-
ture by facilitating the exchange of routing data across the global network, allowing
data to traverse multiple autonomous systems efficiently.

Both iBGP and eBGP contribute to BGP’s ability to manage and optimize the flow
of traffic across the internet, making it a crucial protocol for global network connectivity
and stability.

3. Literature Review

The research presented in [1] introduces an innovative technique that integrates a
backup mechanism directly into the real-time network, enhancing downtime management
and maintaining optimal quality at 100%. The simulations demonstrate that the backup
process operates smoothly, ensuring network quality remains intact. This study highlights
the benefits of a failover system using BGP routing on a single link connection, showing
superior performance.

The study in [2] evaluates the effectiveness of merging internal and external routing
protocols using GNS3, focusing on parameters such as throughput, jitter, packet loss,
and network convergence. To achieve high Quality of Service (QoS), it is essential to
minimize levels of throughput, jitter, and packet loss. The findings reveal that the OSPF
routing protocol offers the fastest network convergence, while the combination of OSPF
and BGP delivers the highest throughput, lowest packet loss, and lowest jitter.

In [3], the research aims to identify the best interior gateway routing protocol for vari-
ous traffic conditions within a corporate network. The study seeks to determine the most
effective protocol for managing and routing network traffic, ensuring efficient communica-
tion and performance. The ultimate goal is to provide enterprises with valuable insights into
selecting the internal gateway protocol that best meets their specific network requirements.

The research in [4] focuses on comparing various networking characteristics using
Cisco’s Packet Tracer simulation environment, specifically examining packet drops, routing
convergence speed, and end-to-end latency. The study likely assesses the performance of
different networking setups or protocols based on these criteria to gain insights into their
efficiency and effectiveness in a simulated environment.
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The study in [5] analyzes the performance of IPv6, concentrating on the header
format, security concerns, and routing protocols, utilizing Packet Tracer for simulations.
The emphasis is on evaluating the efficiency and functionality of these elements within the
context of IPv6.

The research in [6] investigates the performance of well-known routers, focusing on
three IPv6 protocols: EIGRPv6, OSPFv3, and Routing Information Protocol Next Generation
(RIPng). Data transmission rates and convergence times are measured using a Cisco
simulation platform. Real-time comparisons are made using the ping command to check
network connections, with findings collected through Cisco Packet Tracer, offering insights
into the efficiency of these protocols in an IPv6 environment.

In [7], the work examines the challenges faced by Internet Service Providers (ISPs)
during the transition to IPv6. Issues such as packet traversal difficulties, routing scaling
limitations, performance reliability concerns, and the need for enhanced security measures
are explored. The study provides a comprehensive overview of the complexities involved
in migrating to an IPv6 network.

The fundamental purpose of the research in [8] is to evaluate the performance of
specific protocols within simulated network models. The assessment is based on factors
such as throughput, jitter, convergence time, end-to-end latency, and packet depletion.
The results indicate that the EIGRP routing protocol outperforms OSPF in terms of overall
performance, suggesting it is more suitable for real-world applications.

The study in [9] explores multiple Internet Protocol Security (IPsec) transformations
in Network Simulator Version 2 (NS2) simulations, using different authentication and
encryption techniques. The findings reveal that IPsec overhead is minimal for smaller
packet sizes but significantly increases for larger packets, especially when fragmentation is
necessary. This information can help network managers make informed decisions about the
trade-off between processing costs and the need for larger address spaces when transmitting
large IP packets.

In [10], the research compares the performance of three dynamic routing methods
and investigates their redistribution mechanisms within a simulated network topology.
The performance evaluation focuses on latency, throughput, and packet loss, with the
network model comprising three PCs, nine Cisco routers, and four switches.

The study in [11] assesses the performance of system failover connections within a
network architecture that utilizes a combination of internal and external routing protocols
and various Autonomous System (AS) numbers. Using the GNS3 simulator, the study
measures key performance metrics such as throughput, jitter, packet loss, and latency,
providing insights into the reliability and effectiveness of failover mechanisms in complex
network scenarios.

The research in [12] explores the Intermediate System to Intermediate System (IS-IS)
and Open Shortest Path First version 3 (OSPFv3) protocols, including their metric systems,
with a focus on simulation outcomes. The study aims to draw conclusions about the
efficiency of these protocols when implemented in an IPv6 corporate network.

In [13], the research delves into RIPng and OSPFv3, comparing these protocols within
an IPv6 framework. The study discusses simulation findings and seeks to determine which
protocol is most effective under various network conditions. The study in [14] evaluates
several transition techniques in networking using Cisco Packet Tracer, highlighting that the
dual-stack approach performs better than tunneling. The research provides insights into
the effectiveness of these processes in managing network transitions and emphasizes the
benefits of adopting a dual-stack approach.

The research in [15] compares the performance of an Interior Gateway Routing Proto-
col (IGRP) with an Exterior Gateway Protocol (EGP), aiming to identify the best protocol
combination for complex environments. The study also simulates the Hot Standby Rout-
ing Protocol (HSRP) and the Gateway Load Balancing Protocol (GLBP) to evaluate load
balancing and redundancy specific to BGP.
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The study in [16] investigates the transition and migration processes of IPv6, followed
by a performance comparison of IPv4 and IPv6 for both data and voice traffic using
Riverbed. The analysis shows that dual-stack is the most effective strategy for transitioning
from IPv4 to IPv6, with tunneling as a viable alternative.

In [17], the research builds a network to evaluate the performance of OSPF and
OSPFv3 routing protocols in both IPv4 and IPv6 environments. The study compares
response times for various applications, such as Database Query, Email, and FTP Download,
under OSPF and OSPFv3, measuring traffic dropouts, hop counts, background traffic
latency, and Ethernet delay.

The study in [18] reviews multiple research papers on IPv6 deployment and the
performance analysis of the OSPFv3 routing protocol. The review provides significant
insights for researchers, laying the foundation for future investigation and advancement in
the field.

The research in [19] analyzes how different Generic Routing Encapsulation (GRE)
tunnel parameters affect the efficiency of real-time application streaming in IP networks.
The study examines tunnel depth and the routing methods used within GRE tunnels,
offering insights into the limitations and optimal routing schemes for real-time traffic.

The purpose of the research in [20] is to assess the effectiveness of routing protocols
within an IPv6 network, particularly RIPng, OSPFv3, and EIGRP. Performance measures
such as throughput, jitter, and packet loss are evaluated using GNS3, with the goal of
determining the suitability of each routing protocol in an IPv6 context.

This research distinguishes itself by utilizing advanced simulation and virtualization
tools like GNS3, VMware, Wireshark, and Iperf3 to evaluate critical metrics such as conver-
gence latency, jitter, and packet loss. Unlike previous studies that often relied on physical
network setups with inherent limitations, this study leverages sophisticated tools to create
and analyze complex, realistic network environments. This approach allows for a more
comprehensive assessment of the effectiveness of IPv6 routing protocols under various
conditions, including traffic load sharing and connection failures. By exploring a broader
range of scenarios, this research provides deeper insights into the strengths and weaknesses
of the selected routing protocols in a complex network environment.

4. Load Sharing and Link-Failover Systems

The study focuses on the load-sharing capabilities and link-failover performance
of EIGRP and OSPF, two dynamic routing protocols essential for optimizing network
efficiency and reliability.

4.1. Load Sharing Capability of EIGRP and OSPF

Load sharing refers to the distribution of network traffic across multiple pathways
to enhance resource utilization and overall network performance. EIGRP and OSPE, both
dynamic routing protocols, have distinct mechanisms for managing load sharing.

EIGRP is known for its advanced load-sharing capabilities, which involve a sophis-
ticated system that considers various parameters such as bandwidth, latency, reliability,
and line load. EIGRP dynamically calculates composite metrics for multiple routes, en-
abling it to make informed decisions about how to distribute traffic effectively. This
research will delve into the complexities of EIGRP’s load-sharing algorithms, evaluat-
ing their adaptability to changing network conditions and the efficiency of their traffic
distribution strategies.

OSPF, on the other hand, utilizes link costs to determine the shortest path to a destina-
tion. OSPF’s load-sharing capability is based on Equal Cost Multi-Path (ECMP) routing,
which allows it to split traffic across multiple paths with the same cost. The study will
explore OSPF’s load-sharing methods, examining how it handles traffic distribution when
multiple routes have equal costs and the impact this has on overall network performance.

Through a series of experiments simulating various network architectures and traffic
flow patterns, this research will compare the load-sharing efficiencies of EIGRP and OSPF.
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The results will provide valuable insights into the comparative advantages of each protocol,
aiding network administrators and engineers in optimizing their routing infrastructure for
efficient traffic distribution.

4.2. Link-Failover Performance of EIGRP and OSPF

Link-failover performance is crucial for maintaining network stability and reliability.
EIGRP and OSPF both excel in their ability to reroute traffic swiftly and effectively in the
event of a connection failure.

EIGRP utilizes the DUAL (Diffusing Update Algorithm) to determine the best route
to a destination. This approach considers both primary and secondary paths, allowing
for rapid convergence when a link fails. The feasibility condition in EIGRP, coupled
with the DUAL process, enables routers to quickly identify alternative paths and redirect
traffic, minimizing downtime and packet loss. This inherent design enhances EIGRP’s
link-failover performance.

OSPF employs a different method for handling link failures. It uses the Hello protocol
to establish neighbor relationships and detect link failures. When a failure occurs, OSPF
routers utilize the Shortest Path First (SPF) algorithm to recalculate optimal routes to the
affected destinations. Although OSPF may take slightly longer to converge compared to
EIGREP, it still provides reliable link-failover capabilities. OSPF’s use of designated routers
and backup designated routers further improves its ability to respond swiftly to changes in
network topology.

Both protocols support route summarization, load balancing, and route redistribution,
enhancing overall link-failover performance. The choice between EIGRP and OSPF often
depends on factors such as network size, vendor preferences, and specific feature require-
ments. Ultimately, the effective link-failover performance of these routing protocols is critical
for ensuring seamless and efficient communication in dynamic network environments.

5. IPv6 in Networking

IPv6 plays a crucial role in enhancing load-sharing and link-failure systems by provid-
ing advanced capabilities that improve network resilience and efficiency. The expanded
address space of IPv6 allows for a more extensive allocation of IP addresses, facilitating the
distribution of network traffic across multiple servers or routes. This scalability ensures bal-
anced resource utilization, reduces congestion, and enhances overall network performance.

IPv6 also includes features like Stateless Address Auto Configuration (SLAAC) and
Duplicate Address Detection (DAD), which are essential for link-failover systems. These
features enable devices to automatically configure their IPv6 addresses and detect ad-
dress conflicts, ensuring smooth transitions between alternative paths during link failures.
The flexibility and adaptability of IPv6 contribute to continuous connectivity and efficient
resource usage in dynamic network environments.

5.1. Improved Header Format

IPv6 introduces a more streamlined header format compared to its predecessor, IPv4.
IPv6’s fixed header size of 40 bytes, in contrast to the variable-length header of IPv4,
simplifies packet processing and reduces the processing burden on routers and network
devices. This streamlined header includes only essential information, omitting unnecessary
or rarely used functionalities, which accelerates packet forwarding and enhances network
scalability. The improved header format aligns with IPv6’s broader goal of providing a more
efficient and scalable foundation for the growing network of internet-connected devices.

5.2. Address Space Exhaustion

IPv6 addresses the issue of address space exhaustion, a significant limitation of IPv4.
The limited number of IPv4 addresses creates bottlenecks as more devices connect to
the network. IPv6’s vast address space eliminates these scalability challenges, ensuring
that every device participating in load-sharing or link-failure scenarios can be uniquely
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identified with its IP address. This research emphasizes the practical implications of
adopting IPv6 in networks where dynamic and efficient address allocation is critical for
seamless operation.

5.3. Support for Quality of Service (QoS)

IPv6’s support for Quality of Service (QoS) is vital in optimizing load-sharing and
link-failure systems. QoS mechanisms in IPv6 allow for the prioritization of different types
of network traffic based on factors like latency;, jitter, and bandwidth requirements. In load-
sharing scenarios, this ensures that critical applications or services receive priority, pre-
venting congestion and improving overall network performance. Similarly, in link-failover
systems, QoS maintains an uninterrupted user experience by prioritizing essential traffic
even during link transitions. IPv6’s QoS capabilities provide enhanced control over network
resource management, creating a more flexible, efficient, and reliable network infrastructure.

5.4. Enhanced Security Features

IPv6 includes built-in security features such as mandatory support for IPsec at the
network level. IPsec provides authentication and encryption to secure the confidential-
ity and integrity of data transmitted across the network. These security mechanisms
are particularly important in load-sharing and link-failure scenarios, where secure data
transfer and smooth network transitions are critical to maintaining network reliability
and confidentiality. IPv6’s emphasis on security enhances the overall dependability of
load-sharing and link-failure systems, establishing a more secure foundation for modern
networking environments.

6. Methodology and Performance Metrics Measurement

The network topology for this study was meticulously designed using GNS3, incorpo-
rating thirteen Cisco routers configured with OSPF, EIGRP, and BGP protocols to simulate
a complex network environment. Two virtual machines were deployed on VMware to
represent end-user devices, all configured with IPv6 to evaluate the latest iteration of the
Internet Protocol. Detailed packet-level analysis was performed using Wireshark, which
allowed for an in-depth examination of routing protocol behavior. IPerf3 was employed to
generate traffic and measure critical performance metrics such as network delay, jitter, and
packet loss across various scenarios.

Load-sharing and link-failover mechanisms were configured to assess how OSPF and
EIGRP manage traffic distribution and handle link failures. The experiments systematically
varied parameters such as network size, traffic load, and link conditions to provide a
comprehensive understanding of the strengths and weaknesses of OSPF and EIGRP, par-
ticularly in comparison to BGP within an IPv6 framework. The results were meticulously
analyzed to evaluate the performance and suitability of each protocol for specific network
conditions, offering valuable insights for network administrators and designers in making
informed decisions about protocol selection and network architecture.

Performance metrics were carefully measured as follows:

1. Network delay:
The total network delay was calculated by summing propagation, transmission, queu-
ing, and processing delays, as in Equation (1):

TOfﬂlfolﬂy = dprop + dirans + dqueue + dproc (1)
where d);op is the propagation delay, djrqps is the transmission delay, dgyeu. is the queuing
delay, and dy, is the processing delay.

2. Network jitter:

Measured in milliseconds, jitter is represented as the average deviation from the mean
delay calculated in Equation (2).

134



Future Internet 2024, 16, 339

1 N B}
=\~ Z(Di - D)? (2)

where | is jitter, 1/N is the total number of measured packets, D; is a delay of the i-th
packet, and D is the average delay of all the measured packets. The packet loss (Pjyss)
percentage.

3. Packet loss:
The packet loss percentage was calculated using Equation (3):

P Number of Lost Packets y
1058 ™ Total Number of Sent Packets

100 3)

4.  Convergence Time:

This metric refers to the time taken to detect and recover from a link failure, given by
Equation (4):
Teonvergence = Timerecovery - Timefailure 4)

In evaluating these metrics, the study employed a structured experimental setup
to simulate various network conditions, load-sharing configurations, and link-failure
scenarios. Rigorous testing and statistical analysis were conducted to assess the efficiency of
EIGRP and OSPF, providing a comprehensive understanding of their real-world application
and performance in load-sharing and link-failover systems. The findings contribute to
a better grasp of the strengths and limitations of each protocol, offering guidance for
enhancing network efficiency and reliability.

There are three use cases of load-sharing and link-failover systems:

6.1. Normal Condition

In this condition, the initial configuration requires the intelligent distribution of data
and Internet traffic between two ISPs called ISP-A and ISP-B, to maximize network re-
silience and performance. The data traffic is going from the overlay network (Tunnel) and
Internet traffic is going from the underlay network. Because of its capacity and speed, ISP-A
serves as the primary connection in this system for the majority of data traffic. In addition,
ISP-B acts as a backup connection for data flow, guaranteeing load sharing to effectively
disperse network traffic. Conversely, internet traffic is routed via ISP-B, which serves
as a primary link, making use of its unique benefits, including reduced latency or cost.
Automatic failover techniques ensure continuous connectivity and minimize service dis-
ruption in the case of a link breakdown or degradation on the major pathways by smoothly
redirecting the impacted traffic to the secondary links. The quick and automatic reaction
helps to create a more resilient and efficient network architecture by reducing downtime
and guaranteeing constant connectivity. This dual-ISP strategy offers a strong failover
mechanism, enhancing overall network efficiency and providing a dependable and resilient
network architecture.

In this experiment for data traffic, ISP-A is working as a primary link and ISP-B is
working as a secondary link. Similarly, for Internet traffic ISP-B is working as a primary
link and ISP-A is working as a secondary link. In case of link failure, the traffic shifts to the
secondary link accordingly.

6.1.1. EIGRP

In this scenario, EIGRP is configured to use Tunnel-1 as the primary connection and
Tunnel-2 as the secondary connection within the overlay network for data traffic. This setup
enables load sharing by distributing data flows across both tunnels, optimizing bandwidth
utilization. If the primary link (Tunnel-1) experiences a failure, EIGRP dynamically reroutes
data traffic to the secondary link (Tunnel-2) to maintain connectivity without interruption.
EIGRP continuously monitors the health and status of these tunnels to ensure reliability.
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For internet traffic, EIGRP identifies ISP-A as the backup link and ISP-B as the primary
link within the underlay network. This configuration facilitates both failover and load
sharing for internet-bound traffic. EIGRP continuously assesses the condition of these
links, and in the event of an issue with the primary link (ISP-B), it automatically redirects
internet traffic to the secondary link (ISP-A). This dynamic routing capability of EIGRP
ensures optimal use of network resources and enhances network resilience in the face of
link failures. The overall network performance and reliability are significantly improved
through this adaptive approach, which effectively balances data and internet traffic across
multiple channels. The EIGRP topology with dual ISPs is illustrated in Figure 3.
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Figure 3. EIGRP normal topology.

The traceroute results for data and internet traffic originating from Branch-1 in the
EIGRP-enabled network architecture are depicted in Figure 4. As shown in the diagram,
internet traffic is routed through the underlay network via ISP-B, while data traffic from
Branch-1 to Branch-2 is transmitted via the primary tunnel in the overlay network connected
to ISP-A. This approach ensures an efficient distribution of both incoming and outgoing
traffic, effectively balancing the load between the two ISP connections.

C:\Users\Branch-1>tracert FCO2::2
Tracing route to fc@2::2 over a maximum of 30 hops
1 67 ms 64 ms 16 ms +FcBl::1
2 537 ms 385 ms 467 ms 1720:16:
3 548 ms 286 ms 456 ms fcB2::2
Trace complete.
C:\Users\Branch-1>tracert 2001:4860:4860::8888
Tracing route to 2001:4860:4860::8888 over a maximum of 3@ hops
5 ms 23 ms 16 ms +FfcOl::1
48 ms 113 ms 69 ms fcB4::2
182 ms 184 ms 185 ms 2005::2

188 ms 243 ms 189 ms 2006::2
134 ms 253 ms 236 ms 2001:4860:4860: :8888

Trace complete.

Figure 4. Traceroute from Branch-1.

Similarly, the traceroute results for data and internet traffic from Branch-2 using EIGRP
in the network architecture are presented in Figure 5. The findings indicate that internet
traffic is directed through the underlay network via ISP-B, while data traffic between Branch-
2 and Branch-1 travels through the primary tunnel in the overlay network connected to
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ISP-A. This method allows for load sharing by equally distributing both incoming and
outgoing traffic across the two ISP connections.
C:\Users\Branch-2>tracert FCO1l::2
Tracing route to fc@l::2 over a maximum of 3@ hops
1 20 ms 17 ms 78 ms fcO2::1

2 335 ms 436 ms 328 ms 1720:16::1
3 351 ms 646 ms 433 ms fcOl::2

Trace complete.

C:\Users\Branch-2>tracert 2001:4860:4860: : 8888
Tracing route to 2001:4860:4860::8888 over a maximum of 3© hops

ms 3@ ms ms FcO2::1
ms 135 ms ms FfcO6::1
ms 75 ms ms 2008::1
ms 153 ms ms 2007::1
ms 181 ms ms 2001:4860:4860::8888

Trace complete.

Figure 5. Traceroute from Branch-2.

6.1.2. OSPF

OSPF plays a critical role in enabling flexible and efficient routing decisions within the
network. As a dynamic routing protocol, OSPF is particularly effective in disseminating
routing information across an autonomous system involving multiple connections. In the
current configuration, OSPF is responsible for directing data traffic along the most efficient
paths. The data traffic traverses the overlay network (Tunnel), while internet traffic is
managed by the underlay network. Tunnel-1 serves as the primary connection for data
traffic, with Tunnel-2 acting as the backup. Additionally, OSPF manages internet traffic by
designating ISP-B as the primary connection and ISP-A as the backup. This arrangement
facilitates load sharing, provides link-failover capabilities, and optimizes network perfor-
mance by distributing traffic across multiple links. In the event of a primary link failure,
OSPF dynamically redirects traffic to the secondary link, thereby minimizing downtime
and ensuring uninterrupted connectivity. The responsive and adaptive routing capabilities
of OSPF enable the load-sharing and link-failover system to effectively utilize network
resources while maintaining stable connectivity for both data and internet traffic. Figure 3
illustrates the EIGRP topology with dual ISPs, and Figure 6 presents the OSPF topology
with dual ISPs under normal operating conditions.

Tunnel-1 (1720:16::X/64)

AS-200 AS-100
ISP-A-1 R-2 1SP-A-2 R3  Branch-2
2001::X/64 2002::X/64 2003:X/64 I 2004::X/64
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—) Ly - L] R —]
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AS-300
Tunnel-2 (1720:17::X/64)

Figure 6. OSPF normal topology.
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The traceroute results for data and internet traffic originating from Branch-1 with OSPF
enabled in the topology are shown in Figure 7. A closer inspection reveals that internet
traffic is routed via ISP-B, while data traffic from Branch-1 to Branch-2 is transmitted
through the primary tunnel assigned to ISP-A. This approach ensures efficient load sharing
by distributing both incoming and outgoing traffic across the two ISP connections.

C:\Users\Branch-1>tracert FC82::2
Tracing route to fc©2::2 over a maximum of 3@ hops
1 21 ms 18 ms 29 ms fcol::1

2 499 ms 43 ms 778 ms 1720:16::2
3 1330 ms 512 ms 551 ms fcO2::2

Trace complete.

C:\Users\Branch-1>tracert 2001:4860:4860: :8888
Tracing route to 2001:4860:4860: :8888 over a maximum of 30 hops

12 ms 69 ms 25 ms fcOl::1
115 ms ms 99 ms +FcB4::2
213 ms ms 215 ms 2005::2
14e ms 219 ms 2006::2
259 ms ms 296 ms 2001:4860:4860: :8888

Trace complete.

Figure 7. Traceroute from Branch-1.

The traceroute results for data and internet traffic originating from Branch-2 while
OSPF is active in the topology are depicted in Figure 8. The results show that data traffic
from Branch-2 to Branch-1 is routed through the primary tunnel assigned to ISP-A, while
internet traffic is directed via ISP-B. This configuration effectively distributes both incoming
and outgoing traffic across the two ISP connections, optimizing network resource utilization.

C:\Users\Branch-2>tracert FCO1l::2

Tracing route to fc@l::2 over a maximum of 3@ hops
1 21 ms 26 ms 31 ms FcO2::1
2 413 ms 656 ms 373 ms 1720:16::
3 454 ms 418 ms 535 ms fcOl::2

Trace complete.

C:\Users\Branch-2>tracert 2001:4860:4860: :8888

Tracing route to 2001:4860:4860::8888 over a maximum of 3@ hops

58 ms 58 ms 62 ms Ffco2::1

94 ms 44 ms ms FfcB6::1
125 ms ms 166 ms 2008

123 ms ms ms 2007::1
416 ms ms ms 2001:4860:4860: :8888

Trace complete.

Figure 8. Traceroute from Branch-2.

6.2. When Link Failure Occurs in EIGRP

When a network link failure occurs on the primary connection, such as Tunnel-1
from the overlay network established by ISP-A for data traffic, EIGRP quickly detects
the issue using its rapid convergence mechanisms. EIGRP then reroutes the data traffic
to the alternative connection, Tunnel-2, which is established by ISP-B. EIGRP routers are
equipped with various timers and protocols that enable them to promptly identify net-
work changes. Upon detecting a fault, the affected router initiates the Diffusing Update
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Algorithm (DUAL), which recalculates the routing table to find an alternate path. This
transition is facilitated by the exchange of routing information among routers, ensuring
that all routers within the EIGRP domain are updated on the changes in network topol-
ogy. Additionally, precomputed backup routes, or viable successor routes, further reduce
convergence time.

For Internet traffic, when ISP-B is the primary connection and ISP-A is the backup,
EIGRP manages a link failure on the primary connection by redirecting traffic to the
secondary connection from the underlay network. This seamless failover between primary
and secondary connections ensures continuous connectivity and minimizes interruptions
during link failures. Figure 9 illustrates the link failure through ISP-A while EIGRP is
operational in the network topology.

Tunnel-1 (1720:16::X/64)

AS-200 AS-100
15P-A-1 R-2 1SP-A-2 R3  Branch-2
20 64 2002::X /64 2003:X/64 I I 2004::X[64
nx‘ -)$I- . 2Te -)‘1- !
(3 + | ¥ l
f 1
2009::X/64
Google
3 Data & : Data & 3
B3 Internet ¥ { Internet =
= Traffic 2010::X/64 s
= e &
o
2 = wE 2
S ER - > & .
2005::%/64 ¥ 2006::X/64 2008::X/64
Branch-1 R-4 ARy ] T o L

Tunnel-2 (1720:17::X/64)
Figure 9. ISP-A failure.

Traceroute results for data and Internet traffic from Branch-1 with EIGRP enabled are
shown in Figure 10. When a link failure occurs between Branch-1 and ISP-A, the system
smoothly transitions data traffic to the backup connection, reducing network disrup-
tions and ensuring uninterrupted data connectivity. Consequently, if the primary tunnel
(Tunnel-1) via ISP-A fails, data traffic quickly shifts to the secondary tunnel (Tunnel-2) via
ISP-B. Internet traffic, which is already routed through ISP-B, continues smoothly. This
setup enables ISP-B to efficiently manage both data and Internet traffic, maintaining a
stable network flow.

C:\Users\Branch-1>tracert FC82::2
Tracing route to fc©2::2 over a maximum of 3@ hops
1 2 ms 48 ms 40 ms fcol::1
. 228 ms 353 ms 245 ms
3 291 ms 264 ms 387 ms
Trace complete.
C:\Users\Branch-1>tracert 2001:4860:4860: : 8888
Tracing route to 2001:4860:4860: :8888 over a maximum of 3@ hops
1 16 ms 38 ms 13 ms FcOl::1
> 107 114 ms 37 ms FcB4::2
3 88 ms 80 ms ms 2005::2
a4
=

187 ms 188 ms ms 2006::2
222 ms 232 ms ms 2001:4860:4860: :8888

Trace complete.

Figure 10. Traceroute from Branch-1.
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If the primary Internet link connecting Branch-1 to ISP-B fails, as shown in Figure 11,
the secondary link, which connects Branch-1 to ISP-A, takes over to maintain Internet
connectivity from the underlay network. This failover mechanism ensures that Internet
traffic is seamlessly redirected through ISP-A, preserving network operation during a
primary link failure. Thus, both data and Internet traffic are routed via ISP-A, ensuring
minimal downtime for Internet services. For Branch-2, data traffic continues through
Tunnel-1 via ISP-A, and Internet traffic is routed through ISP-B. This configuration enhances
network resilience, ensuring minimal downtime in the event of a link failure.
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Figure 11. ISP-B failure.

Traceroute findings for data and Internet traffic from Branch-1, when ISP-B fails, are
shown in Figure 12. The failover mechanism activates, efficiently redirecting Internet
traffic to the backup link, ISP-A, to avoid network disturbances and maintain uninter-
rupted connectivity. As a result, if the primary connection for Internet traffic via ISP-B
becomes unavailable, traffic is automatically rerouted through ISP-A. Data traffic, already
routed through ISP-A, ensures that both data and Internet traffic are effectively managed,
maintaining network stability.

C:\Users\Branch-1>tracert FCO2::2
Tracing route to fc©2::2 over a maximum of 30 hops
1 12 ms 64 ms 26 ms fcOl::1
2 258 ms 336 ms 307 ms 1720:16::2
3 324 ms 527 ms 425 ms FcB2::2
Trace complete.
C:\Users\Branch-1>tracert 2001:4860:4860: : 8888
Tracing route to 2001:4860:4860::8888 over a maximum of 3@ hops
6 ms 69 ms 13 ms fcol::
88 ms 184 ms 129 ms Fc@3::
ms 124 ms 86 ms 2001::

ms 149 ms 165 ms 2002::2
ms 257 ms 255 ms 2001:4860:4860::8888

Trace complete.

Figure 12. Traceroute from Branch-1.

A similar failover scenario occurs at Branch-2, where ISP-A is the primary link for
data traffic and ISP-B is the backup, while ISP-B is the primary link for Internet traffic
and ISP-A is the backup. In the event of a link failure, EIGRP’s failover mechanism
automatically shifts traffic to the secondary link, ensuring continuous network connectivity.
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This transition is crucial for maintaining stable and uninterrupted network services for
businesses and organizations.

6.3. When Link Failure Occurs in OSPF

As a link-state routing protocol, OSPF continually exchanges routing information
between routers to maintain an up-to-date map of the network. In this setup, OSPF
ensures that data traffic primarily uses Tunnel-1 via ISP-A when it is operational, as it is
designated the primary connection. If Tunnel-1 fails, OSPF dynamically reroutes data traffic
to Tunnel-2 via ISP-B, enhancing network resilience. For Internet traffic, when ISP-B is the
primary link and ISP-A is the secondary link, OSPF adjusts the routing based on real-time
network conditions and link statuses. This dynamic adaptability is a key advantage of
OSPF, improving network performance and ensuring optimal use of available resources.
Figure 13 illustrates the link failure through ISP-A while OSPF is functioning.

Tunnel-1 (1720:16::X/64)

AS-200 AS-100
1SP-A-1 R-2 ISP-A-2 R-3 Branch-2
2001::X/64 2002::Xf64 2003:X/64 I I 20 64
/ 2T 4 e 4 2l nx’
+ 4 | + |
2009::X/64
Google AS-400
Data & T Data & :
Internet 2010:x/64| Internet R
Traffic i Traffic <]
a2t 2"e I 2T I £
2005::X/64 + | 2006:X/64 | & | 2007:X[64 | + | 2008:X/64 ¥
i B o S IsPe2 R-6 Branch-2
AS-300

Tunnel-2 (1720:17::X/64)
Figure 13. ISP-A failure.

Traceroute results for data and Internet traffic from Branch-2 are shown in Figure 14.
When connectivity between Branch-2 and ISP-A fails, the system smoothly reroutes data
traffic to the backup link, avoiding network disturbances and ensuring continuous data
connectivity. If Tunnel-1 via ISP-A fails, data traffic automatically shifts to Tunnel-2 via ISP-
B, while Internet traffic continues through ISP-B from the underlay network. Consequently,
both data and Internet traffic are routed through the backup link via ISP-B, maintaining
reliable network performance.

C:\Users\Branch-2>tracert FCO1l::2

Tracing route to fc@l::2 over a maximum of 3@ hops
1 18 ms 53 ms 61l ms FfcB2::1
2 159 ms 388 ms 264 ms 1720:17::1
3 371 ms 227 ms 295 ms fcOl::2

Trace complete.

C:\Users\Branch-2>tracert 2001:4860:4860: :8888

Tracing route to 2001:4860:4860::8888 over a maximum of 30 hops

10 ms 59 ms 48 ms FcB2::1
93 ms 70 ms 65 ms FfcB6::1
67 ms 95 ms 105 ms 2008::1
118 ms 140 ms 122 ms 2007::1
126 ms 244 ms 195 ms 2001:4860:4860::8888

Trace complete.

Figure 14. Traceroute from Branch-2.
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When the primary Internet connection between Branch-2 and ISP-B fails, the network
quickly reroutes Internet traffic to the secondary connection through ISP-A. This automatic
transition allows for a swift response to connection failures, ensuring uninterrupted Internet
access despite the outage of the primary link. This failover strategy enhances network
reliability and stability by dynamically adapting to changing conditions and maintaining
connectivity for critical services. For Branch-1, data traffic uses Tunnel-1 via ISP-A and
Internet traffic is routed through ISP-B from the underlay network. Figure 15 shows the
link failure through ISP-B with OSPF in operation.
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Figure 15. ISP-B failure.

Traceroute results for data and Internet traffic from Branch-2 are shown in Figure 16.
When the primary Internet connection through ISP-B fails, the system automatically
reroutes Internet traffic through the secondary connection via ISP-A. Data traffic con-
tinues through Tunnel-1 via ISP-A. This configuration ensures that both data and Internet
traffic are routed through ISP-A, effectively mitigating the impact of the primary connection
failure and supporting a stable network design.

C:\Users\Branch-2>tracert FCO1l::2

Tracing route to fc@l::2 over a maximum of 3@ hops
1 23 ms 39 ms 31 ms FcO2::1
2 336 ms 544 ms 261l ms 1720:16::
3 422 ms 358 ms 340 ms fcOl::2

Trace complete.

C:\Users\Branch-2>tracert 2001:4860:4860: : 8888

Tracing route to 2001:4860:4860::8888 over a maximum of 3@ hops

ms ms 3 ms FcO2::
ms : ms FcO5::
ms ms 2004::
247 ms ms 2003::1
1932 ms ms 2801:4860:4860::8888

Trace complete.

Figure 16. Traceroute from Branch-2.

A similar scenario applies to Branch-1, where ISP-A is the primary link for data
traffic from the overlay network and ISP-B is the secondary link. Conversely, ISP-B is the
primary link for Internet traffic from the underlay network, and ISP-A is the secondary
link. In the event of a link failure, OSPF’s failover mechanism automatically shifts traffic to
the secondary link, reducing downtime and maintaining continuous communication. This
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redundancy approach enhances network resilience, minimizes the impact of connection
failures, and ensures efficient traffic rerouting, thereby improving overall network stability
and efficiency.

7. Results and Discussion

The evaluation of network performance in this study focused on key metrics such as
network latency, network jitter, packet loss, and convergence time. The findings indicate
that both EIGRP and OSPF have distinct strengths and weaknesses in terms of load sharing
and link failover. Specifically, EIGRP demonstrated effective load-sharing capabilities,
which helped reduce network latency and packet loss. On the other hand, OSPF excelled in
convergence time, especially under link-failure conditions. The integration of BGP further
enhanced the system’s resilience, making it more robust.

The tools used, such as Wireshark and IPerf3, provided deep insights into packet-level
dynamics, offering a thorough understanding of protocol behavior. This research serves
as a valuable resource for network managers and engineers seeking to optimize IPv6
performance and resilience by making informed decisions about protocol selection and
parameter adjustments.

7.1. Network Delay

Without authentication, EIGRP exhibited delays ranging from 30.21 to 30.39 s, while
OSPF delays ranged from 30.24 to 30.35 s. With authentication, EIGRP delays varied
between 30.40 and 30.48 s, and OSPF delays ranged from 30.31 to 30.46 s. These results
indicate that authentication introduces some variability in the delay levels of both EIGRP
and OSPF. Figure 17 provides a detailed graph illustrating the network delay differences
with and without authentication.

Network Delay (s)
BEIGEP without Auth. wEIGEF with Auth.
QEPF without Auth. QSPF wath Auth.
s
04
w303
Z
= 302
301 ‘
30
1 2 3 4 5 1] 7 ] 9 10
Number of Attempts

Figure 17. Network delay using 13 Routers—EIGRP vs. OSPF.

7.2. Network [itter

Without authentication, EIGRP jitter values ranged from 35.66 to 44.11 ms, while OSPF
jitter values varied between 37.01 and 45.64 ms. With authentication enabled, EIGRP jitter
ranged from 35.96 to 45.05 ms, and OSPF jitter ranged from 35.91 to 45.14 ms. The inclusion
of authentication slightly increased jitter in both routing protocols. Figure 18 shows a
comprehensive graph of network jitter for visual analysis. Network jitter, which can be
calculated as the variance in network delay, is also depicted in the graph.
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Figure 18. Network jitter using 13 routers—EIGRP vs. OSPF.

7.3. Packet Loss

Packet loss was minimal, which is an indicator of good network performance. The ex-
periment was repeated multiple times, with packet losses observed using the IPerf3 tool.
For EIGRP, the packet loss rate was 5%, while OSPF experienced a slightly higher packet
loss rate of 5.4%. Though the difference is minor, it suggests that OSPF may face more
challenges in maintaining data integrity and reliable communication. This difference in
packet loss could lead to retransmissions and increased delay, potentially compromising
the reliability of OSPF. Figure 19 presents the packet loss data for both protocols.
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Figure 19. Packet loss using 13 routers—EIGRP vs. OSPF.

7.4. Convergence Time

Convergence time is critical for network resilience, stability, and performance. Dur-
ing a link failure between Branch-1 and Branch-2 via the primary provider (ISP-A), an al-
ternative route through a secondary provider (ISP-B) was established. The goal was to
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measure how quickly the network responded to the link loss and rerouted traffic through
the new connection.

Without authentication, EIGRP took between 125 and 140 s to establish an alternate
path, while OSPF required 150 to 170 s. On average, EIGRP recovered from a link failover
in 134.2 s, whereas OSPF needed 159.1 s. This demonstrates that EIGRP outperforms OSPF
in backup path determination and link-failure recovery under these conditions. Figure 20
illustrates the convergence time without authentication.
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Figure 20. Convergence time without authentication.

With authentication, EIGRP required 13 to 15 s to generate an alternate path, while
OSPF needed 20 to 27 s. On average, EIGRP recovered in 14.3 s, compared to 24.3 s for OSPFE.
These results further highlight EIGRP’s superiority in handling backup path determination
and link-failure recovery with authentication enabled. Figure 21 presents the convergence
time data with authentication.
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Figure 21. Convergence time with authentication.
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Additionally, the study notes that a relatively short hold time in BGP, particularly less
than 10 s, can lead to frequent disconnections, causing network instability. To mitigate this,
a hold time of at least 10 s or more is recommended to ensure a stable and continuous BGP
connection, thereby enhancing network efficiency.

8. Conclusions and Future Work

This research highlights the distinct advantages of EIGRP over OSPF, particularly
in terms of packet loss and link-failure convergence time when operating in an IPv6
environment. While both protocols exhibited minimal differences in network latency
and jitter, the absence of authentication led to lower network latency for both. However,
the introduction of authentication introduced variability in delay levels. EIGRP consistently
demonstrated superior performance in link-failover scenarios, whether authentication
was enabled or not, recovering faster than OSPF. Additionally, the lower packet loss
rate observed with EIGRP suggests its better capability in handling network challenges,
contributing to more reliable data transmission.

The importance of selecting an appropriate routing protocol is underscored by the
significant impact that even minor variations in performance metrics can have on overall
network performance and reliability. This study provides a comprehensive approach,
expanding the focus beyond traditional link-failure scenarios to include a more holistic
strategy that addresses both connection failover and load sharing across various traffic
types in an IPv6 context. This research fills a crucial gap in existing literature, offering
valuable insights for network managers and engineers seeking to optimize their networks
through intelligent protocol selection and parameter tuning.

The future work of this study aims to further enhance network resilience by incorpo-
rating hardware failover techniques. By integrating hardware failover options, the research
seeks to bolster the network’s defenses against potential hardware failures, ensuring con-
tinuous connectivity with minimal disruption to data and internet traffic. This expanded
module will conduct an in-depth analysis of how the combination of EIGRP, OSPFE, and BGP,
when paired with hardware failover mechanisms, impacts critical performance metrics
such as network latency;, jitter, packet loss, and link-failure convergence time within an
IPv6 environment.

By pursuing this avenue of research, the goal is to develop a more robust and re-
silient network infrastructure that can withstand both software and hardware challenges,
ultimately leading to more reliable and efficient communication systems.
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Abstract: In the future, smart cities will provide key services including seamless communication,
intelligent transport systems, advanced healthcare platforms, urban and infrastructure management,
and digital services for local and regional government. Therefore, a new service and networking
paradigm, called the Intelligent Edge Environment, has been specified. As a key part of this system,
a new secure service ecosystem must be developed to provide the secure real-time movement of
services on different High-Performance Edge Cloud Systems. This paper explores these issues by
introducing the following mechanisms: a Resource Allocation Algorithm, a Resource Allocation
Secure Protocol and finally a Secure Service Protocol. These systems were integrated into the Basic
Capability System Library and a multithreaded FUSE client connected to the Service Management
Framework. Docker was used as the migration mechanism. A prototype was developed and
implemented using a FUSE-Network Memory System in which the Network Memory Server was
migrated as users moved around. The result shows that this approach was safe and could be used to
develop new applications and services for smart cities.

Keywords: intelligent edge environment; secure service ecosystem; capabilities; FUSE; docker

1. Introduction

Smart cities need to leverage advanced technologies such as Mobile Edge Computing
(MEC), Internet of Things (IoT), Al, Machine Learning (ML), and fast communication
networks, for example 5G/6G, to deliver efficient, sustainable, high-quality services, thus
improving the overall quality of life for their citizens. These technologies can be combined
to produce a new computing and service paradigm, called the Intelligent Edge Environment
(IEE), in which services are run and managed from the edge of the network by default. As
shown in Figure 1, the IEE is composed of these 7 layers: Heterogeneous Networking Layer,
Data Management Layer, the High-Performance Edge Cloud Systems, Service Management
Framework, Microservices Layer, Application Framework Layer, and Application Layer.
The details of the IEE have been explored in [1].

Intelligent Edge Environment Layers
The layers of the IEE are shown in Figure 2 and are briefly described below:

¢ Layer 1: Heterogeneous Networking Layer (HNL): This layer provides connections
using various wireless technologies such as 4G, 5G, WiFi, and Cellular.

e Layer 2: Data Management Layer (DML): This layer plays a crucial role in handling
vast amounts of data generated by edge devices such as Connected and Autonomous
Vehicles (CAVs) and uses many structures such as blocks, files, databases, and ML
algorithms to manage data.
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e Layer 3: High-Performance Edge Cloud Systems (HPECS): This layer supports various
cloud architectures and cloud types, including private, public, hybrid, and community
clouds (AWS, Hadoop, etc.) using Virtual Machines (VMs) including VMware and
Citrix ecosystems as well as video streaming, augmented and virtual reality, and
autonomous systems.

e Layer 4: Service Management Framework (SMF): This layer manages services and
servers within the system. It offers mobile service support by migrating and replicating
services using various migration techniques such as Docker (containerization), KVM
(virtualization), and Unikernels (specialized single-purpose virtual machines).

* Layer 5: Microservices Layer (MSL): This layer supports microservices and is respon-
sible for independently deployable services. These services should be fast and small
in order to be easily migrated.

e Layer 6: Application Framework Layer (AFL): This layer uses the Microservices
Layer below to provide Applications Frameworks (AFs) to build applications for
different environments such as Mobile Communications, Vehicular Networking, and
IoT Smart Grids.

e Layer 7: Application Layer (AL): This layer allows applications that have been built
using the Application Framework Layer to be installed on the system and made
available to users. Through this layer, users get applications that use all the resources
of the IEE.

ntelligent Edge //f'/”’/’”ﬁémPHERAL NETWORKS

e \\\
CORE NETWORK

N \\ _

Environment (IEE)

Figure 1. Intelligent Edge Environment.

APPLICATION LAYER

APPLICATION FRAMEWORK LAYER

MICROSERVICES LAYER

SERVICE MANAGEMENT FRAMEWORK

HIGH PERFORMANCE EDGE CLOUD SYSTEMS

DATA MANAGEMENT LAYER

HETEROGENEOUS NETWORKING LAYER

Figure 2. Intelligent Edge Environment layers.
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A key part of the IEE is the development of a Secure Service Ecosystem (SSE) in which
services can be securely moved between different commercial Cloud Systems. As shown
in Figure 2, the SSE, therefore, encompasses the three core layers of the IEE which are the
HPECS, SMF, and MSL layers.

This paper explores how to build an SSE and the contributions of the work are
detailed below:

* A new simple Resource Allocation Algorithm (RAA) is developed to enable mobile
services. This algorithm has to be simple and fast.

* A new secure transfer protocol called the Resource Allocation Secure Protocol (RASP)
is detailed. This will involve the use of cryptographic protocol verifiers such as
ProVerif to show that the transfer protocol is safe.

® A secure access control system using capabilities to provide the Authentication, Au-
thorization, Accounting (AAA).

e The development of a new Service Management Framework (SMF) which can be used
to manage applications and services in the IEE.

¢  These mechanisms are combined to develop a capability-based Secure Service Protocol
(SSP) to provide a complete SSE for the IEE. The SSP is shown to be safe using Proverif.

e  The implementation of a prototype SSE system using a Network Memory Server
(NMS) to provide backing storage for a FUSE file system in a vehicular network
is detailed.

The rest of this paper is organized as follows: Section 2 reviews the Related Work.
Section 3 details the Simple Resource Allocation Algorithm, while Section 4 explores the
RASP Protocol using ProVerif. In Section 5, a capability system for IEE is investigated, and
in Section 6, the SSP Protocol is proposed and tested using ProVerif. Section 7 covers the
prototype implementation. Finally, Section 8 concludes the paper.

2. Related Work
2.1. Mobile Edge Computing (MEC)

MEC was originally developed as an offloading mechanism to provide more com-
puting resources at the edge of the network. As shown in [2] there has been a lot of work
done in MEC. Two recent projects are EDGELESS [3] and CODECO [4]. EDGELESS is an
ongoing EU project that is developing a secure edge-cloud platform that can dynamically
adjust itself to ensure a high Quality of Service (QoS) for applications. Although the IEE
shares some of these goals, there are significant differences. Unlike EDGELESS, the IEE
will manage and run services at the edge of the network by default to support real-time
applications with very tight requirements for low latency and high bandwidth; thus, in
the IEE there will be no central Cloud platform. The CODECO project is enhancing the
container orchestration platform, Kubernetes, with a cognitive edge-cloud management
framework that provides support for real-time industrial applications. While CODECO
is looking at a software solution to provide real-time support for Kubernetes, the IEE
is committed to providing end-to-end low latency using smart networks, caching, and
prefetching algorithms as well as low-latency data access and processing via fast hardware,
Al and Unikernels.

2.2. Vehicular Networks

The last decade has seen a revolution in transport based on the emergence of Con-
nected and Autonomous Vehicles (CAVs). Several research testbeds have been built [5].
This has spurred more research into Intelligent Transport Systems (ITS) which will result
in smaller journey times, less congestion and a reduction in the number of road accidents.
Vehicular networks pose serious challenges as they require reliable, low latency, high band-
width communication as well as the ability to process data in real-time. These challenges
can only be met by moving data processing and services to the edge of the network.

The convergence of the automotive industry with cognitive computing, forming the
Industrial Cognitive Internet of Vehicles (CloV), is a rapidly evolving field with significant
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implications for the QoS and security in vehicular networks. This convergence is driven by
the increasing impact of social media on automotive services and the need for advanced
edge computing solutions to reduce latency and enhance reliability. As explored by the
author in [6], offloading cognitive computing tasks to the network edge using methods like
88 CQP, which employs Canopy and K-medoids clustering along with a non-dominated
sorting 89 genetic algorithm III, can optimize edge server (ES) quantification and placement,
thereby improving the QoS by 90%.

2.3. Virtualization and Service Management in Future Internet

Cloud Systems are now used by many companies to provide services to their clients.
These systems use virtualisation techniques and enable service migration through Docker,
KVM, LXD, and Unikernels mechanisms. Mobile services therefore are a key requirement
for future networks. The authors in [7,8], investigated the communication dynamics
necessary for seamless connectivity and service migration in vehicular edge environments.
The authors in [9] attempted to address the development of a secure commercial advertising
scheme for vehicular networks. They proposed a scheme called “Business discovery (BUY)”
that presents the concept of the beaconing market using a vehicular network. However,
these endeavours also underscore the need for resource management algorithms and secure
transport mechanisms to enable mobile services for highly mobile networks.

2.4. Research Gap

Though all these efforts are useful and have led to the development of the IEE platform,
new mechanisms and techniques are needed to fully realise this proposed framework. The
most pressing of which is the need to develop a secure service ecosystem to allow services
to be managed and run from the edge of the Internet by default. This includes a simple
and fast resource management algorithm to allow services to migrate using different Edge
Clouds, a secure service transfer mechanism, and providing Authentication, Authorisation,
and Accounting (AAA) for the new environment. This paper addresses these issues.

3. Simple Resource Algorithm

Resource management [10] is the process of distributing available resources, such as
CPU, Memory, Network and Storage, among various tasks in an efficient manner as it helps
to deliver high performance in Cloud infrastructure to achieve a high QoS. Cloud systems
use virtualization to replicate and share resources. Several algorithms are used to manage
this allocation effectively. There are two types of resource algorithms, Static and Dynamic
algorithms. However, when services are moved between Clouds, we must use dynamic
algorithms which must be simple and fast because it is a highly mobile environment. This
algorithm is shown in Figure 3.

The roles in the RAA are specified as follows:

1.  Advertising Cloud (CA, CB, CC... etc.): Each Cloud Service Provider (CSP) has a
finite set of resources available for services and servers. A Cloud System broadcasts its
available resources (CPU, Memory, Network, and Storage) to the Receiving Servers.

2. Receiving Servers (SA, SB, SC... etc.): These servers can choose to migrate their
services to the Advertising Clouds based on their hosting requirements.

3. Resource Allocation Server (RAS): A trusted party responsible for verifying the re-
sources of Advertising Clouds and the hosting requirements of Receiving Servers.
Table 1 shows the information held by the RAS.

The first stage of the RASP protocol uses the Resource Allocation Algorithm (RAA)
for cloud advertisements. Each Cloud System actively advertises its free resources in
each round and uses mathematical formulations to determine if a service can be securely
migrated to an Advertising Cloud (AC). The formulation below demonstrates how Cloud
CB advertises its resources and Receiving Server SA obtains the resources it needs to run
on the AC.
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Figure 3. Simple resource allocation design.

Table 1. RAS Table.

Resource Allocation Adverting Cloud Adverting Cloud .
Server (CA) (CB) Adverting Cloud (N)
.. CPU, Memory, CPU, Memory, CPU, Memory,
Receiving Server (SA) Network, and Storage  Network and Storage = Network, and Storage
Receiving Server (SB) CPU, Memory, CPU, Memory, CPU, Memory,
& Network, and Storage  Network, and Storage = Network, and Storage
CPU, Memory, CPU, Memory, CPU, Memory,

Receiving Server (N) Network, and Storage  Network, and Storage ~ Network, and Storage

3.1. Advertising Cloud Formulation

The variables indicate the number of CPUs, Memory, Storage, and Network resources
respectively. These values help in determining the resource availability and allocation
for secure service migration. At each round, each provider will use the mathematical
formulation below: Step 1 of the RASP protocol and general notations is as follows:

e Stage11. CB — SA: Advc (CB, ResCB) [CB — SA: Advertising Cloud (CB) sends an ad-
vertisement (Advc) to the Receiving Server (SA), detailing its free resources (ResCB)].

- Maximum Resource of Cloud (MAX_Cm) = [CPU (Cmc), Memory (Cmm), Stor-
age (Cms), Network (Cmn)],

- Allocated Resource of Cloud (ALLOC_Ca) = [CPU (Cac), Memory (Cam), Storage
(Cas), Network (Can)],

—  Free Resource of Cloud (FREE_Cf) = [CPU (Cfc), Memory (Cfm), Storage (Cfs),
Network (Cfn)]

Cloud CB Formulation Algorithm 1 in detail,

Algorithm 1 Cloud CB Formulation

Resources(r) € {Cpu(c), Network(n), Memory(m), and Storage(s)}
MAX_Cm (Cmr) ={Cmc,Cmm,Cms,Cmn }

ALLOC_Ca (Car) ={ Cac,Cam,Cas,Can } &

FREE_Cf (Cfr)={Cfc,Cfm,Cfs,Cfn}

Cfr <— Cfr U Resources(r)

If Cfr < (Cmr — Car) > 0 then

Send Advc of Cfr and wait for response;

else Cfr < ¢ then

wait for Cfr > 0;

End if

RS B AN U S o

—_
=
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e  Step 1: The resources in consideration are categorized as CPU (c), Network (n),
Memory (m), and Storage (s).

e  Step 2—4: These steps define the maximum capacity for each type of resource (Cmr),
current allocation of resources (Car), and the available (free) resources (Cfr) in the AC.

e  Step 5-10: Condition Check and Advertisement: The condition checks if there are
any free resources (Cfr). If there are free resources, the AC sends an advertisement
of these resources and waits for a response. If there are no free resources, the system
waits until resources become available, i.e., when (Cf7) is greater than 0.

3.2. Receiving Servers Formulation

Receiving Servers (RS) receive an advertisement from the Advertising Cloud (AC)
and its free resources. A server that needs to use a cloud has variables that detail its
requirements. If the free resources of AC, Cfc, Cfm, Cfs, Cfn are larger than Receiving
Server requirements, it can forward the request to the Resource Allocation Server (RAS)
also known as the Registry (R). The required resources of the server are given by (Req_Res
of SA (SAreqr)). If we assume the requested resources a less than the free resources of the
AC and all requested resources are valid, then and only then, it sends the request to RAS.
Step 2 of the RASP protocol is as follows:

e Stage22. SA — R:(SA, CB, ResCB)pkR [SA — R: Receiving or Requested Servers
(SA) send a message to the Registry to verify the identity and free resources (Res
freeCB) of the Advertising Cloud, CB].

—  Requested Resource of Server (Req_Res of SA (SAreqr)) = {Src, Srm, Sms, Srn}
CPU (Src), Memory (Srm), Storage (Sms), Network (Srn)]

Server SA Formulation Algorithm 2 in detail,

Algorithm 2 Server SA Formulation

Resources(r) € {Cpu(c), Network(n), Memory(m), and Storage(s)}
Req_Res (SAreqr) = {Src, Srm, Sms, Srn)

SAreqr <— SAreqr U Req_Resources

If SAreqr > 0 then

: Search for Resource Migration;

. If SAregr <— (Cf — SAreqr) > 0 then

: Accept Cf and send a message to RAS;

. Else ignore the request;

- End if

O PN U N e

e Step 1: The resources CPU, Networks, Memory, Storage are members of resources(r).

e Step 2-3: Server SA’s Requested resources are declared as a set of elements and is
given by SAreqr resources.

e  Step 4-5: If the Requested resources are greater than 0, the server can look to migrate
the service to the Advertising Cloud.

*  Step 6-9 Condition check before resource Migration: It checks if the AC has suf-
ficient free resources to meet the Receiving Server’s request. If sufficient resources
are available, then the request is granted, and the details are sent to the RAS for
verification and processing, else Server SA ignores the advertisement.

3.3. Resource Allocation Server

The Resource Allocation Server (RAS) plays a crucial role in the resource allocation pro-
cess. It is a trusted Party responsible for confirming the registration of Cloud Providers and
certifying the capacity of their resources. The RAS ensures that only valid and adequately
resourced Clouds participate in service migrations. Function of RAS in the Algorithm are:

e  Registration and Certification: The RAS confirms the registration of Cloud Providers
and certifies the capacity of resources available with the registered Cloud Providers.
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*  Request Verification: When a request for resources is received from a Receiving
Server (SA), the RAS verifies the resources based on specific criteria before approving
the migration.

Stage 2 of the RASP protocol therefore provides verification and certification. Once it
receives the request from SA requested resources (SAreqr), the RAS verifies the resources
based on the Algorithm below:

e 3.R — SA:sign((CB, pkC, ResCB), pkS) [R — SA: The Registry approves the adver-
tisement (Advc) and sends a message to the Receiving Servers (SA), detailing the free
resources (ResCB) with its signature].

Server RAS Formulation Algorithm 3 in detail:

Algorithm 3 RAS_CB

1: If Cf = Valid Cloud and RAS <+ (Cf > SAreqr) # 0 then
2: Accept and send an authenticated message;

3: Else

4: Reject the request;

5. End if

e  Step 1-2 Verify Validity: The RAS server verifies whether the CB is a valid cloud and
if its Cloud resources are greater than the requested resources. If either condition is
false, then it rejects the request and updates Server SA that CB is an invalid cloud.

e  Step 2-5Pass Conditions: If the above conditions pass, then it sends an authenticated
message to SA. This message confirms the approval of the resource migration.

Server RAS Algorithm 4 Formulation in detail,

Algorithm 4 RAS_SA

1: If SAreqr = valid server and RAS < (Cf>SAreqr ) # 0 then
2: Accept and send an authenticated message;

3: Else

4: Reject the request;

5. End if

e  Step 1-2: RAS server verifies whether it is a valid server and if Cloud resources are
greater than the requested resources which is not equalt 0. If either conditions are
false, then it rejects the request and updates SA that its an invalid Cloud.

e  Step 2-5: If the above conditions pass, then it sends an authenticated message to SA.

The RAS is essential for ensuring the integrity and efficiency of resource allocation in
Cloud environments. It validates Cloud Providers, certifies their resources, and manages
requests from Receiving Servers, ensuring only valid and adequately resourced Clouds
participate in service migrations. This multi-step verification process helps maintain a
secure and reliable resource allocation framework.

4. RASP Protocol—An Overview

This protocol has three roles: Server SA on Cloud CA, Cloud CB, and Registry. The
Resource Allocation Security protocol (RASP) is broken into four stages. In the first stage, it
uses the Resource Allocation Algorithm to manage cloud advertisements [11]. In addition,
the proposed protocol was tested by ProVerif. The protocol is shown in Figure 4 as follows:
Stage 1 corresponds to step 1 of the protocol; Stage 2 corresponds to steps 2-7; Stage 3
corresponds to steps 8-11, and finally, Stage 4 corresponds to step 12. The RASP protocol is
followed in exactly the same way as outlined below and shows the steps for Cloud-to-Cloud
migration of services.
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Stage 1:(1)
Cloud CA ‘[l. CB->5A : Adve (CB, ResCB)]‘ Cloud CB
2.SA -> R: (SA, CB, 5. CB ->RCE, A,
ResCB)pkR ResSA), crkey) )
3.R-> SA : sign((CB, Registry © 6. R -> CB : sign((SA,
pkC, ResCB), pkS) pkS, ResSA), pkS)
B—-=-—-=-"—- " = =
! 4. SA -> CB: aenc ((Ns, SA , ResSA), pkCB)
S 7. CB -> SA : aenc((Ns, Nc, CB), pkSA) —
_ =
Stage 2:(2-7) 8. SA -> CB: aenc((Nc, Ksc), pkCB)
- 9. CB -> SA : enc ((M_Reqc, SA), Ksc) L ~ Stage3:(8-11)
10. SA -> CB: enc ({M_Trfs, ResSA), Ksc)
L 11.CB -> SA : enc ((M_Ackc), Ksc) -
12. SB -> R : aenc((SB,
v { CB), pkR) } v
Stage 4 : (4)
Figure 4. Migration between SA to CB.
4.1. General Notations
Table 2 shows the parameters used in the RASP protocol.

Table 2. RASP Table.

Notation Explanation

CA, CB, SA and SB Cloud and Server Identities

pkC/skC, pkS/skS, pkR/skR public and private key pairs of Cloud CB,

Server SA & Registry
M_Reqe, M_Trfs, M_Acke Request for migration, transfers and
acknowledgement
sign Signature/signed by the Registry
aenc Asymmetric Encryption
enc Symmetric Encryption
Ksc Symmetric session key
Ns, Nc Nonce of SA and CB
ResSA, ResCB Requested Resources of SA & CB

1.  Stage 1: Advertisement :
Server SA receives advertisements from Cloud CB advertising its resources.
1. CB — SA: Advc (CB, ResCB)

2.  Stage 2: Authentication of SA and CB as well as migration request and response:
Server SA first requests the RAS/Registry to authenticate Cloud CB and its resources.
In Step 3, the Registry (R) authenticates Cloud CB. In Step 4, Server SA sends a
migration request to Cloud CB. In Step 5, Cloud CB sends a request to the Registry to
verify that Server SA’s request for resources is valid. In Step 6, the Registry replies to
Cloud CB. In Step 7, Cloud CB sends the migration response back to Server SA.
2. SA — R: (SA, CB, ResCB)pkR
3. R — SA: sign((CB, pkC, ResCB), pkS)
4. SA — CB: aenc ((Ns, SA, ResSA), pkC)
5. CB — R: (CB, SA, ResSA)pkR
6. R — CB: sign((SA, pkS, ResSA), pkC)
7. CB — SA: aenc((Ns, Nc, CB), pkS)
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3.  Stage 3: Migration transfer:
In Step 8, Server SA generates the session key (Ksc) to start the migration. In Step 9,
Cloud CB sends the migration initialization request. In Step 10, Server SA performs
the migration transfer. In Step 11, Cloud CB sends an acknowledgment to Server SA.
8. SA — CB: aenc((Nc, Ksc), pkC)
9. CB — SA: enc ((M_Reqc, SA), Ksc)
10. SA — CB: enc ((M_Trfs, ResSA), Ksc)
11. CB — SA: enc ((M_Ackc), Ksc)

4.  Stage 4: Update of New service location to the Registry:
In Step 12, the service on Cloud CB (SB) updates the Registry on its new location. The
new service SB is now running on Cloud CB and informs the Registry that it has been
successfully migrated.
12. SB — R: aenc((SB, CB), pkR)

4.2. ProVerif an Overview

ProVerif [12] is a formal verification and highly automated tool used for analyzing
the security properties of cryptographic protocols. It employs applied calculus to model
concurrent systems and their interactions. The tool comprehends the protocol’s abstraction,
including how messages are exchanged between parties and the use of cryptographic
primitives such as encryption, decryption, and signatures. ProVerif verifies the service
migration mechanism’s secrecy, authentication, and key exchange. Another strength of
this tool is that it performs symbolic analysis, aiding in understanding attack scenarios.
ProVerif provides attack traces [13] if it finds any violations of a security property.

The output of the Query attacker() query function results as “True”, indicating that the
security property cannot be accessed by the attacker. This validates the attacker’s lack of
knowledge and ensures the secrecy of data authentication between parties or multiple roles
for securely transferring data and authenticated across an unlimited number of sessions
using unbounded data. If the outcome of the attacker() function is “False”, the security
property value is accessible to the attacker. Finally, the result displays any attack trace and
indicates whether the attacker() query returns TRUE or FALSE.

ProVerif Results

The results shown in Table 3 indicate that RASP can preserve the secrecy, authentica-
tion and key exchange of the service migration mechanism.

° Nonces are secured and not derived by the attacker: specific nonces (SNs, SNc,
CNs, CNc) used in the protocol are not derivable by an attacker, ensuring their
confidentiality. Each line indicates that the respective nonce cannot be compromised
(is true).

e Session key: Results confirm that the session key (Ksc) and associated bitstrings (SNk,
CNK) are secure from the attacker. The line “RESULT not attacker_bitstring (SNk []) is
true” with Ksc also specifies the conditions under which this key is secure.

e  Private keys: Results confirm that the session key (Ksc) and associated bitstrings (SNk,
CNK) are secure from the attacker. The line “RESULT not attacker_bitstring (CNk []) is
true” with Ksc also specifies the conditions under which this key is secure.

e Authentication: It validates the mutual authentication between SA and CB. The use
of inj-event indicates that the protocol verifies injective correspondence, meaning each
event endSparam (or endCparam) has a matching beginSparam (or beginCparam),
ensuring that both parties authenticate each other correctly.

By using a symmetric session key (Ksc), the requested service is transferred to the new
location CB. This section has explored the development of a new resource allocation and
secure service migration framework that encompasses the computing resources to migrate
services in cloud environments.
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Table 3. Query attacker Results

Security Properties Server SA Event Cloud CB Event
Session key True True
Private keys True True
Nonces True True
Event begin True True
Requested resources True -
Advc Resources - False (Not encrypted)

5. Capabilities

Capabilities are critical for system security, providing a robust mechanism for access
control through unforgeable tokens. It plays a crucial role in identifying objects and
their properties within a system. It is essential to manage and protect these capabilities
diligently to prevent unauthorized generation or alteration. Proper management is vital to
maintaining system integrity and security, ensuring that only authorized users can access
specific objects and perform actions according to their assigned capabilities. This careful
oversight helps safeguard the system against potential security breaches and misuse. The
data structure contains two pieces of data and functionality.

e Data: Unique Object Identification and Access Rights.

e Functionality: Capabilities can provide Role-Based Access Control (RBAC) access for
users. Some capabilities are not directly assigned to users; instead, they are assigned to
roles, and roles are then assigned to users. These are known as role-based capabilities.
This structure supports RBAC, ensuring that users have access based on their roles
within an organization.

e [Pv6 Address Space and Capability ID System: Utilizes a modified Location/ID
split based on the work of [14]. This enables the creation of a capability ID-based
system for people, applications, and cloud infrastructure.

5.1. Capabilities in the IEE

Intelligent Edge Environment (IEE) capabilities are crucial for secure and efficient
access control. By utilizing role-based capabilities and advanced addressing systems like
IPv6, the IEE can ensure robust access management and resource allocation while main-
taining high levels of security and integrity. The IEE is a dynamic environment where
security challenges are significantly higher than those in traditional computing environ-
ments. Traditional AAA (Authentication, Authorization, and Accounting) mechanisms,
such as using RADIUS servers, are no longer effective solutions in this context. Given the
scalability requirements of large systems, it was decided that AAA should be based on
the subject or user rather than the object. This approach is more scalable and suitable for
modern, complex environments. Consequently, capabilities are used to provide AAA for
the IEE, ensuring that security and access control mechanisms are effective and adaptable
to the unique demands of edge computing [15].

Capabilities Structure

In the Intelligent Edge Environment (IEE), every object and its properties are identified
using capabilities. These capabilities must be carefully managed and protected to prevent
unauthorized creation or modification, and they should be easily revocable. The format of
the capability-based system is shown in Figure 5, and its structure is explained below:

SYS PROPERT OBIJECT RANDOM HARSH

L FIELD Y FIELD ID BIT FIELD = FIELD

Figure 5. Capability structure.
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e Type Field (8 bits): This field specifies the type of object capability being used, such
as users, digital assets, facilities, etc.

e SYS Field (4 bits): This field helps manage capabilities. The four bits within the SYS
field are explained below.

®  Property Field (12 bits): This field defines the properties of the object associated with
the capability. It relates to the properties or functions of the object that the capability
refers to.

®  Object ID (72 bits): This field uniquely identifies the object in the system. It includes a
EUI-64 identification field to identify the object and an 8-bit netadmin field to manage
the object on a network.

¢ Random Bit Field (16 bits): This field provides unforgeability and helps uniquely
identify the object. This field is generated after the type field, SYS field, property
field, and Object ID field are created. When proxy certificates are created, a new
random field is generated. This field also allows for easy revocation of capabilities by
simply changing the random field and recomputing the hash field, hence revoking
previous versions.

e  Hash Field (16 bits): This field detects the tampering of capabilities. When a capa-
bility is created, the type field, SYS field, property field, and Object ID field are first
generated, followed by the random bit field. These fields are then used to generate a
SHA-1 hash, which is placed in the Hash Field of the capability.

As shown in Figure 6, the SYS field consists of the following bits:

e  Private or P bit: Restricts the list of people holding the capability. With a public
capability, only the capability for the object must be presented, allowing anyone
to hold it without needing the identification of the subject, the person holding the
capability. With a private capability, both the object’s capability and the subject’s
capability must be presented to ensure the subject has the right to invoke the object.

*  System or S bit: Indicates whether the object involved was created by the system or
by an application or user. A system capability cannot be modified or deleted by users
or applications.

*  Master or M bit: Indicates that the capability was created by a Certificate Authority
(CA). The master capability is usually created when the object is created. If this bit is
not set, it means this is a proxy capability. Proxy capabilities are derived from master
capabilities and cannot be derived from other proxy capabilities.

e Change or C bit: Indicates whether this capability can be changed. If this bit is set,
proxy capabilities can be derived from the master capability. If this bit is not set, the
capability cannot be modified, and proxy capabilities cannot be generated.

Figure 6. Capability structure—SYS FIELD.

By adhering to these principles, Intelligent Edge Environments can maintain a high
level of security and efficiency, ensuring that resources are managed effectively and that
unauthorized access is prevented.

6. The Secure Service Protocol (SSP)

The advancement of highly mobile technologies such as Vehicular Adhoc Networks
(VANETs), MEC, Al, ML, and IoT systems requires multiple interfaces to seamlessly connect
and provide optimal performance for mobile users. As discussed in the Introduction, MEC
facilitates moving services closer, minimizing the need for data processing on remote
servers, reducing delays, and increasing network bandwidth. However, in order to allow
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services to run from the edge of the network, it is essential to enable service migration
to support these networks, allowing services to migrate as mobile users move around.
Figure 7 is a visual representation of the change needed. In the old environment, the service
provider had to manage the scaling and migration of services. In the new environment,
these functions are now managed by the Service Management Framework (SMF).

’ Client ’ Server

OLD ENVIRONMENT

Server

Server

Server |

New ENVIRONMENT

‘ Application ‘ ‘ Service Management

 as e = \

Server |
Service Migration 1

[ Server |
) | N |
‘ Service Connection [ Server |
5 ; —_——
Server

Figure 7. Effect of introducing SMF in the client-server environment.

A new SMF for mobile services has been developed, as shown in Figure 8 and detailed

in [16].

P
Runs on the mobile
node, Service name,
L Service ID, and QoS

|

Application

(" Adminsters the Service, h
Service subscription and
Service Delivery

Service Management

v

s N
Runs RASP, Docker and
Kubernetes for migration

N J

|

Service Migration

Service Connection Monitor :|,>

(" Monitors the connection )
and reports to the
Service Management
\_ layer Y,

Figure 8. Service Migration Prototype (SMP).

6.1. SMP Layers in Detail

The Application Layer (AL) is the first layer of the SMF. It runs on the mobile node
and calls the service through the Service Management Layer (SManL). AL provides
the service name, Service ID, and the required QoS of the service it requires such as
delay time, latency, bandwidth, reliability, and security. When a service first registers
with the SMF, it is given a unique ID for identification and a service name which
indicates the type of service being provided, and the resources such as CPU, Memory,
or Storage needed to run the service.

The Service Management Layer (SManlL) is responsible for administering the mobile
service, managing service subscriptions, and overseeing service delivery for the layers
below it. Service subscription includes managing Service-Level Agreements (SLAs)
and billing. Service delivery entails determining how and when services should move
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from one location to another. When this layer determines that a service should be

migrated, it forwards this information to the Service Migration Layer (SML).

e The Service Migration Layer (SML) manag

es migration requests from SManL and
employs RASP to securely execute the migration process. RASP, as described in [17],
utilizes standard migration mechanisms like Docker, KVM, LXD, and Unikernels for

the actual migration. Upon completion, SML informs SManL.

e  Service Connection Layer (SCL): This layer monitors the connections between the
mobile node and the server. It reports to the SManL when the mobile node is no longer

available due to handover to another network.

6.2. SSP Protocol—An Ouverview

Capabilities can be flexibly used to provide AAA in many environments. Furthermore,
niques, it is possible to design a Secure
Service Protocol (SSP) that can protect any service. The SSP protcol has been developed to
ensure that the proposed service protocol is secure and can be applied to any service. It is
broken down into five stages to clarify the necessary operations in secure service migration.
The interaction between an application, the Service Management Framework (SMF), and
services supported by the SMF are shown in Table 4 and Figure 9. The SSP protocol is

by combining capabilities, SMF, and RASP tech

defined in the same way as the RASP protocol outlined above.

3. APPL contacts SMF: Looking for Service
service, DEV_CAP, USER_CAP, PK(APPL] T Management

. Framework
6. SMF returns with SERV 1D,
SERV_TIME_CAP, IP_Server, Port Server, {SMF]

PK(SERV)

l«—— 1. CMF registers with SMF

2. SMF returns Service Details, SERV_ID
and SERV_CAP

—* 4, SMF informs Server and provides
DEV_CAP, USER_CAP, IP_Client,
PK(APPL).

7. APPL Contacts SERVER DEV_CAP,
USER_CAP, SERV_ID, SERV_TIME_CAP,
NA.

3. APPL Uses CAP_SES5,5E55_KEY, NB

5. Server generates DEV_CAP,
USER_CAF, SERV_TIME_CAP, IP_Server,
Port Server.

8. Server gengrates DEV_CAP,

USER_CAP, CAP_SESS, S5ESS_KEY, NA

and NB.
11. APPL ends session \ 10. server replies with CAP_SESS,

SESS_KEY, NA.

12. Server sends reply and then revoke

CAP_SESS.
Figure 9. Secure service protocol.
Table 4. General Notations.
Notations Explanation
CMS Cloud Management System
SMF Service Management Framework
APPL Applications

Chosen Server

The SMF chooses a server of that service

PK(SMF)/PK(APPL)/PK(SERV)

Public key of SMF/APPL/Server

SK(SMF)/SK(APPL)/SK(SERV)/

Private key of SMF/APPL/Server

SESS KEY

Session key
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Table 4. Cont.

Notations

Explanation

NA and NB

Nonce of NA and NB

Register Service

CMS contacts to Register the Service

Service Details

Servers, keys, and running services.

Service Registered

The SMF registers the Service

SERV ID Service ID
SERV CAP Service Capability
DEV CAP The Capability for the Device

Request service

Request to an appropriate server

USER CAP

User capability

CAP SESS

Session capability

Service Name

Name of the service

Service Version

Service Version

IP Client IP address of Client
SERV TIME CAP proxy capability
IP Server IP address of Server

Port Server

TCP or UDP Port of Service

Usage request

SMF contacts the server

Usage request accepted

The Server accepts the request

Request service accepted

SMF returns all the server details

Session Start Request

Time capability sends start request

Service request

The application requests service

Service request done

The application gets service

Request Details

Details of APPL request

Result Details

Details of Chosen Server result

Session End Request

The application terminates the session

Session End Req accepted Server terminates session

®  Stage 1: Registration of the Service with the SMF: In Stage 1, the Cloud Management
System (CMS) registers the service with the SMF. This involves providing a list of
servers and their public keys that will be running the service. After this, in step 2,
the SMF registers the service and returns the Service ID (SERV ID) and the Service
Capability (SERV CAP). Following this, the CMS initiates the servers to implement
the Service on different machines and passes the Service ID and the Service Capability.

1. CMS — SMF: (Register Service (Service Details), (PK(SMF)))
2. SMF — CMS: (Service Registered (Service Details, SERV ID, SERV CAP), (PK(CMS)))

e  Stage 2: The Application interacts with the SMF to get a server that implements
the Service: In Stage 2, the Application interacts with the SMF to obtain a server
that provides the service. To utilize a service, an application must request the SMF
to locate a suitable server. In step 3, the Application provides the Device Capability
(DEV CAP), User Capability (USER CAP), Service Name, Service Version, and the
Application’s public key running on the machine. In step 4, the SMF selects a server
for that Service and contacts it using its public key, passing the Client’'s DEV CAP,
USER CAP, and IP address. In the subsequent step, the Chosen Server accepts the
request. It generates a timed capability from the service capability, which expires
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in 60 s if the Application does not connect to the server. This SERV TIME CAP is a
private proxy capability derived from the Service Capability and cannot be altered;
only the USER CAP and DEV CAP can utilize the capability. The Chosen Server also
provides its IP address and the TCP port of the Service using the public key of the
SME. In the final step of Stage 2, the SMF returns to the Application with DEV CAP,
USER CAP, timed capability, the Server’s IP address, Service Port number, and public
keys of the Chosen Server, enabling the Application to connect to the server.

3. APPL — SMEF: (Request service (Service Name, Service Version, DEV CAP, USER
CAP, PK(APPL)), (PK(SMF))

4. SMF Chosen — Server: (Usage request (DEV CAP, USER CAP, IP Client), (PK(SERV))).

5. Chosen Server — SMF: SMF (Usage request accepted (DEV CAP, USER CAP,
SERV TIME CAP, IP Server, Port Server), (PK(SMF)))

6. SMF — APPL: (Request service accepted (DEV CAP, USER CAP, SERV TIME
CAP, IP Server, Port Server, PK(SERV)), (PK(APPL)))

e  Stage 3: The Application sets up a secure session with the Server: During Stage 3,
the Application initiates a secure session with the Server by sending a session start
request. This request includes the DEV CAP (device capability), USER CAP (user
capability), SERV ID (server ID), a unique random number called Nonce of A (NA),
the Server’s public key, and the SERV TIME CAP (server time capability). Nonce (NA)
ensures that the session is unique on the Application side. In response, the Server
sends back a session capability (CAP SESS), DEV CAP, USER CAP, NA, NB (another
unique random number for the Server side), and a session key (SESS KEY). The SESS
KEY is a symmetric key used in a single communication session.

7. APPL — Chosen Server: (Session Start Request (DEV CAP, USER CAP, SERV 1D,
SERV TIME CAP, NA)), (PK(SERV)).

8. Chosen Server — APPL: (Session Start Request Accepted DEV CAP, USER CAP,
CAP SESS, SESS KEY, NA, NB), (PK(APPL)).

e  Stage 4: The Application gets service by using the CAP SESS key and encrypts
using the SESS KEY: In Stage 4 of the process, the application uses the CAP SESS
key to access a service and encrypts data using the SESS KEY. The application sends
a service request to the chosen server with the CAP SESS, Nonce (NB), and uses the
SESS KEY. The server responds by sending CAP SESS, NA, and detailed results using
the SESS KEY. NA ensures that the session is unique on the application side.

9. APPL — Chosen Server: (Service Request (CAP SESS, NB, Request Details)
(SESS KEY))

10. Chosen Server — APPL: (Service Request Done (CAP SESS, NA, Result Details)
(SESS KEY))

e  Stage 5: The Application is finished and terminates the session: In Stage 5, the
application terminates the session by sending an end request to the Chosen Server
with CAP SESS, nonce (NB), and the session end indication using the session key. The
server then terminates the session and revokes the CAP SESS capability to prevent
replay attacks.

11. APPL — Chosen Server: (Session End Request Accepted (CAP SESS, Nonce (A),
Session End)(SESS KEY)).

6.3. ProVerif Results

The SSP protocol was designed using the ProVerif tool, and the results show that the
system is “safe”. In Stage 4, the application gets service by using the capability session key
and encrypts using the Session key to the Chosen server. The query attacker of function to
“Session key” (Ksappl) is TRUE.

The private keys of Cloud Management System (CMS), Service Management Frame-
work (SMF), Application (Appl), and Chosen Server(S) results as True. In Stage 3 and
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Stage 4, nonces are used between the chosen Server and the Application to prevent replay
attacks. The output of nonce is “True” from Server sessions. The Cloud Management
System (CMS), which supports a number of services, contacts the SMF to register the
service. We applied the “event begin and end function” to verify whether the sessions
started before the SMF started or not, and the result is “True”. In the same way, the event
begin and end functions are used to verify the server sessions.

Table 5 shows that the SSP protocol is working fine. The results from ProVerif are
displayed in Figure Al in the Appendix A. Hence, this is a more secure mechanism for
capability-based services.

Table 5. QUERY ATTACKER Results using ProVerif

Security Properties CMF SMF SERVER APPL
Private Keys True True True True
Session Key - - True True

Nonces - - True -
Event Begin() True - - -
Event end() True - - -
inj-event begin() - - True -
inj-event-end() - - True -

6.4. Queries for Private Keys

Queries for Private keys of Application, Cloud Management System, Service Man-
agement Framework and Server : query attacker(sksmf); query attacker(skcms); query at-
tacker(skappl); query attacker(skS);

e  RESULT not attacker_skey(sksmf]]) is true.
e  RESULT not attacker_skey(skcms[]) is true.
e RESULT not attacker_skey(skappl[]) is true.
e  RESULT not attacker_skey(skS[]) is true.

6.4.1. Queries for nonces

Queries for nonce between Server and application: query attacker(SERVERNA); at-
tacker(SERVERNRB); attacker(APPLNB); attacker(APPLNA):

e  RESULT not attacker_bitstring (SERVERNA([]) is true.
e  RESULT not attacker_bitstring (SERVERNBI[]) is true.

6.4.2. Queries for Symmetric key
Queries for Symmetric key : query attacker(Ksappl); query attacker(SERVERK)

e RESULT not attacker_key (Ksappl[m7 = v_10131,m4 = v_10132,/1 = v_10133]) is true.
e  RESULT not attacker_bitstring (SERVERK[ []) is true.

6.4.3. Queries for authentication of Server event and CMS event
Queries for Symmetric key : query attacker(Ksappl); query attacker(SERVERK)

e  RESULT inj-event(endSERVERparam(x_24696)) —
inj-event(beginSERVERparam(x_24696)) is true.

e  RESULT inj-event(endCMSparam(x_38772)) —
inj-event(beginCMSparam(x_38772)) is true.

e RESULT event(endCMSparam(x_42655)) —
event(beginCMSparam(x_42655)) is true.
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7. Prototype Implementation

Using new mechanisms such as Capabilities, and a new Service Management Frame-
work, this research has proposed a new Secure Service Protocol, which can be used to
protect any service. The protocol has been verified using ProVerif. In this section, we
explore the building of a prototype system.

7.1. Basic Capability System Library (BCSL)

We developed our prototype system using the Basic Capability System Library (BCSL)
as our foundation. This library, depicted in Figure 10, is part of the Base Layer of the
Implementation Framework. It supports the creation of users, devices, and services and
allows servers to be added to services. Each component has its capability, which is used
to access other objects, such as files. Services are created and registered with the Service
Management Layer (SManL). The BCSL created by the ALERT Team of Middlesex Univer-
sity, London, is a primary system that makes users, devices, services, and servers. These
types are identified as CAP USER, CAP DEVICE, and CAP SERVICE as their Capability
types, respectively.

The middle layer is responsible for enhancement, tuning, mapping layers, and updates
while the top layer focuses on system implementation. In this layer, our primary goal is to
improve the Service Management Framework (SMF), so that it can securely replicate and
migrate services.

Implementation Framework

SYSTEM IMPLEMENTATION SMF
SYSTEM ASSETS MIGRATE
— N REPLICATE
YOUR YOUR YOUR YOUR
USERS DEVICES  SERVICES SERVERS DREGISTER
ENHANCEMENT, TUNING AND MAPPING LAYER UPDATE

T T T T REGISTER

USERS  DEVICES SERVICES SERVERS
REQUEST

BASIC CAPABILITY SYSTEM LAYER BASIC SMF

Figure 10. Basic Capability System Library (BCSL).

7.2. Make Fuxfs Multithreaded

The FUSE and NMS servers store and manage the system’s data. The NMS provides
networked block storage. When a client moves to another network, the NMS is migrated
to the new network to improve performance. In this scenario, the client is referred to
as “fuxfs”, and the server is called “fuxfs server”, and they communicate using normal
communication protocols.

7.3. The NMS Server

The NMS server is a simple program that provides networked block storage; so should
be easy to migrate between networks. This NMS server is working with the FUSE system.
Hence this executable was called the Fuxfs_server.
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7.4. The FUSE Client

This is the client side of the FUSE code and runs on the mobile node. The executable
was called “Fuxfs” and interacts with the Fuxfs_server to manage and store data.

7.5. NMS Part of FUSE as a Service

This framework can be used to implement microservices in vehicular environments.
Microservices are faster to migrate and hence can be used to maintain QoS in these networks.
As our first use case, we consider a FUSE file system that is a user space file system
commonly employed in the Linux environment. The setup, which is shown in Figure 11,
provides a storage platform for mobile users as the NMS provides block network storage to
FUSE clients which run on mobile phones. If a mobile user moves to another network then
the NMS is migrated in order to achieve better performance. In order to test the Service
Management Framework, the NMS will be migrated from one cloud server to another. In
this paper, we show how to implement the NMS in the Docker’s private repository and
migrate it to a new location. We installed Docker on a Linux Ubuntu 20.04 machine and set
up a private repository to store our services. This allows us to use computing resources for
migrating to cloud environments.

APPLICATION

SERVICE MANAGEMENT

SERVICE MIGRATION

ERVICE CONNECTION MONITO!

CORE NETWORK

Kubernetes orchestration
and Docker containers

MEC
NMS

Docker Docker

N Sl

APPLICATION APPLICATION APPLICATION

CORE END POINT CORE END POINT CORE END POINT
SERVICE MANAGEMENT SERVICE MANAGEMENT SERVICE MANAGEMENT

MEC
NMS

Docker

MEC
NMS

SERVICE MIGRATION SERVICE MIGRATION SERVICE MIGRATION

ISERVICE CONNECTION MONITOS JSERVICE CONNECTION MONITOF

Videostreaming
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FUSE .&)\ — > )

Figure 11. Implementation scenario: FUSE architecture with NMS.

7.6. Requirements Table

Table 6 explains the requirements for the prototype implementation to do a
successful migration.

Table 6. Requirements table for Prototype.

Name Details
Docker private repository Secure Migration
NMS Microservices
RASP Migration Protocol
SMF Service Management Framework
Fuse Client Uses NMS as Backing Store
Capabilities Users, Devices, Service, Servers
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7.7. Make Fuxfs Multithreaded

In order to develop the prototype, it was decided to make the client (i.e., the fuxfs

program) multithreaded. One thread called SMF_THREAD was used to manage the
interaction with the SMF as shown in Figure 12. In this prototype, the FUSE client was
used to tell the SMF to migrate the service.

FUXFS SMF 5 FUXFS-
THREAD el SERVER

SERVICE
MANAGEMENT
FRAMEWORK

Figure 12. Fuxfs Multithread.

7.8. SMF Commands

The SMF was developed to manage services and migrate and replicate services in a

secure environment. To check secure migration on the Service Management Framework
(SMF), we developed C programs on the Ubuntu 20.04 platform. We used a private
Docker [18] repository to migrate our service and tested them in our local environment.
The SMF provides the following functions:

Register Service: The function allows the service to be registered with the SMF. It
collects information on the service, including the service name, the description of
the service, the version of the service (i.e., 0 is the latest version), the TCP/UDP port
number, and the service capability. Once the service has been successfully registered
with the SMF, the SMF generates the global_id. The local_id is generated by the CMS.
Register User: This function helps the new user register with the SME. It collects
information about the user, including the first name, surname, role, rank, and spe-
cialisation, as well as the capability of the user to register. Once the user has been
successfully registered with the SMF, the SMF will generate their global user ID.
Register Device: This register device function allows the devices to register with SMF.
To register a device, the name of the device, the first name and surname of the device
owner, and the device capability are also collected once the device is registered. Each
device will have a unique local device ID and a global device ID.

Add Server: This function helps a server be added to the required service. It also collects
details about the server, including the server global ID given by the NMS, the server’s
name, the server location using its IPv4 address, and the server’s maximum load.
Request Service: Once a service is registered with the SMF, the service can be re-
quested by users who want to use it. Servers should provide this service to the
requesting applications. This function allows an application to request service. After
the application sends a service request to SManL, SManL will provide the necessary
parameters for the application to contact the server that runs the requested service.
Migrate Service: This function allows the services to migrate to the required servers.
It also collects details about the global service ID, the global user ID, and the global
device ID and will set up the migration using Docker container technology. Once the
migration is successful, a successful result will be returned to the caller.
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7.9. FUSE Server Migration Using Docker

In the source code compilation, using the command prompt, compile the Fuse server
(fuxfs_server.c). The next step is to run Docker, build the Docker image and check the built
image. To secure the service migration, we have created a private repository in Docker for
the migration. As we know that the SMF supports the following functions: Register the
service, register the user, register the device, add a server, request and migrate the service.
It was compiled and executed using the below commands to start the functions. Figure A2
in the Appendix A shows that the SMF has successfully started.

¢ Compile command: gcc -o smf smf.c
e  Run command: ./smf

7.9.1. Fuxfs Server Start-Up from Dockers Private Repository

After the SMF started, the Source code of “Fuxfs_server.c” compiled and was executed
as shown in Figure A3 in the Appendix A, which highlights that the Fuxfs server was
started from the Docker Repository.

¢  Compile command: gcc -o Fuxfs server Fuxfs server.c
*  Run command: ./Fuxfs server 0.0.0.0.
e docker run command: gayuinfy/gkprivate:v1l

This Fuxfs server derives from Docker private container, we used the docker run
command:gayuinfy/gkprivate:vl and the container ID:ff0fa32d3036 as shown in Figure A4
in the Appendix A.

7.9.2. Fuxfs Client Start-Up

After the Fuse server, the fuse client (Fuxfs.c) was compiled and executed as shown in
Figure A5 in the Appendix A.

e Compile command : gcc -Wall fuxfs.c ‘pkg-config fuse —cflags —libs’ -o fuxfs -w -Ipthread
e Run command: ./fuxfs /tmp/fuse 0.0.0.0

7.9.3. NMS Service Added

The NMS is an example of block storage service, registered with the SMF. The “Add
server” command from SMF allows servers to be added including Server name, type,
Server IP address, TCP and UDP port details has shown in Figure A6 in the Appendix A.

Once the service was successfully added to the server, the service was requested by the
FUSE client using the SMF command Request service. The FUSE client then requested that
the NMS was migrated to a different machine. The service is then successfully migrated
as shown in Figure A7 in the Appendix A. Figure A8 in the Appendix A shows all the
components of the working prototype.

8. Conclusions and Future Work

This research has focused on the development of the Secure Service Ecosystem (SSE)
to implement the Intelligent Edge Environment for smart cities. This effort looked at three
layers of the IEE and developed key mechanisms to help implement the SSE including
a new Resource Allocation Algorithm, a new Resource Allocation Secure Protocol and
finally a new Secure Service Protocol. Using these mechanisms along with capabilities,
ProVerif was used to show that this system was safe. The SSE was then used to support a
FUSE-NMS system in which the NMS was migrated as the users moved around.

Though the prototype demonstrated was basic, it showed that it was possible to build
an SSE that could be used to develop new services for smart cities. We therefore believe
that this approach will allow services for smart cities to be developed and deployed in a
much shorter time frame as these services will be automatically managed by the Service
Management Framework not by the developers of the service.
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For future work, we need to explore how we use this architecture to support a number
of microserivces for the vehicular environment including vehicle health monitoring and
remote navigation and control systems.
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Appendix A
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Figure A1. SSP protocols results.

gk419@pl-00108268: ~/Documents/NMSmigration -03-Mar-2022 & = =

S gcc -o smf smf.c

g ./smf
Service management framework starting up
./smf connected to client

Recived 2048 bytes in buffer

register device called

./smf connected to client

Recived 2048 bytes in buffer

register user called

./smf connected to client

Recived 2048 bytes in buffer

register service called

./smf connected to client

Recived 2048 bytes in buffer

add aserve called

handle add server: found the service
server_id_global 31 registered 1

./smf connected to client

Recived 2048 bytes in buffer

request service called

Figure A2. SMF running successfully.
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gka19@pl-00108268: ~/Documents/NMSmigration -03-Mar-2022 Q =

S ./fuxfs /tmp/fuse 0.0.0.0

Allocating block from the server
Connected to the server 0.0.0.0

I've sent 8197 bytes over the network
I've received 4 bytes from the network
Received block number 1

Time spent in allocate_block is 380 us
Add entry . to inode 1

Writing block number 1 to server
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I've sent 8197 bytes over the network
Time spent in write_block is 187 us
Add entry .. to inode 1

Writing block number 1 to server
Connected to the server 0.0.0.0

I've sent 8197 bytes over the network
Time spent in write_block is 94 us

Add entry lost+found to inode 1

M~ gk419@pl-00108268: ~/Documents/NMSmigration -03-Mar-2022
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Figure A4. Fuxfs server start-up from Docker’s private repository.

gk419@pl-00108268: ~/Documents/NMSmigration -03-Mar-2022 = = a x

$ ./fuxfs_server 0.0.0.0

I've received 8197 bytes from the network
buffer offset is 8197

Allocate block
I've allocated block number 1
I've sent 4 bytes over the net

I've received © bytes from the network
Socket was closed

I've received 8197 bytes from the network
buffer offset is 8197

Writing block 1

I've received 0 bytes from the network
Socket was closed

I've received 8197 bytes from the network
buffer offset is 8197

Writing block 1

Figure A5. Fuxfs client start-up.
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1 gk419@pl-00108268: ~/Documents/NMSmigration -03-Mar-2022
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Figure A6. A Server is added to the NMS Service.
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Figure A7. NMS service migrated.
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Figure A8. SMF (top left), FUSE Client (bottom left), NMS (top right), and Docker Status
(bottom right): NMS running at a different location using the SMF.
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Abstract: Multi-access edge computing (MEC) has attracted the interest of the research and industrial
community to support Internet of things (IoT) applications by enabling efficient data processing and
minimizing latency. This paper presents significant contributions toward optimizing the resource
allocation and enhancing the decision-making process in edge computing environments. Specifically,
the TRUST-ME model is introduced, which consists of multiple edge servers and IoT devices, i.e.,
users, with varied computing tasks offloaded to the MEC servers. A utility function was designed to
quantify the benefits in terms of latency and cost for the IoT device while utilizing the MEC servers’
computing capacities. The core innovation of our work is a novel trust model that was designed to
evaluate the IoT devices’ confidence in MEC servers. This model integrates both direct and indirect
trust and reflects the trustworthiness of the servers based on the direct interactions and social feedback
from other devices using the same servers. This dual trust approach helps with accurately gauging
the reliability of MEC services and ensuring more informed decision making. A reinforcement
learning framework based on the optimistic Q-learning with an upper confidence bounds action
selection algorithm enables the IoT devices to autonomously select a MEC server to process their
computing tasks. Also, a multilateral bargaining model is proposed for fair resource allocation of
the MEC servers’ computing resources to the users while accounting for their computing demands.
Numerical simulations demonstrated the operational effectiveness, convergence, and scalability
of the TRUST-ME model, which was validated through real-world scenarios and comprehensive
comparative evaluations against existing approaches.

Keywords: multi-access edge computing; Internet of things; reinforcement learning; game theory

1. Introduction

The rise of new technologies, such as artificial intelligence, real-time video analytics,
and virtual reality, has increased the expectations for the computing power, energy effi-
ciency, and responsiveness of mobile devices within the Internet of things (IoT). Due to
constraints in storage, computing capabilities, and battery life, IoT devices face significant
challenges in locally handling demanding tasks. Multi-access edge computing (MEC) has
emerged as a promising solution, enabling users to shift their computationally intensive
tasks away from mobile devices to MEC servers by exploiting wireless connections [1].

However, the proliferation of IoT devices, including smartphones, tablets, and smart
vehicles, which are driven by advancements in smart cities and intelligent transportation
systems, has dramatically increased the volume of computation-intensive applications [2].
Thus, there has been a corresponding surge in workload and network traffic within MEC
servers. In this paper, we propose the TRUST-ME model, which is a novel framework
that enables users to autonomously choose an optimal MEC server for processing their
computational tasks by considering their trust levels of the servers” quality of service (QoS),
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communication capabilities, and computing characteristics. Additionally, the TRUST-
ME model facilitates the MEC servers in efficiently allocating their computing resources to
meet the users’ latency constraints in a fair and computationally effective manner.

1.1. Related Work and Motivation

Several recent research works focused on the problem of resource allocation and/or server
selection in MEC environments. A non-orthogonal multiple access or NOMA-based vehicle
edge computing network model was designed in [3] and consists of several heuristic algo-
rithms to jointly optimize the task offloading and MEC resource assignment to minimize
the overall system’s costs while ensuring delay tolerance for vehicular user equipment.
An efficient D2D-assisted MEC computation offloading framework based on attention
communication deep reinforcement learning (ACDRL) is introduced in [4] to enhance a
system’s performance by facilitating resource sharing and reducing the latency. An efficient
algorithm for optimizing the energy consumption in an NOMA-enabled MEC system with
strict latency requirements is designed in [5] to address both the resource allocation and the
subchannel assignment through decomposition and optimization methods. A similar ap-
proach is followed in [6] by focusing on the energy-efficient and low-latency task execution
for IoT devices through the joint sparse code multiple access (SCMA) codebook assignment,
power allocation, CPU frequency scheduling, and task offloading policy optimization.

Optimization techniques and heuristics algorithms were designed to address the problem
of resource allocation and/or server selection in MEC environments [7]. The joint task
offloading and resource allocation problem in cooperative MEC server scenarios was
studied in [8] by targeting the efficiency and fairness of the resource allocation process
through a two-level algorithmic approach. A computationally efficient repeated auction
model is proposed in [9] by utilizing a modified generalized second price algorithm
to manage the resource allocation in the competitive MEC offloading service market
while considering varying server workloads. Given the plurality of IoT devices in several
applications supported by unmanned aerial vehicles (UAVs), an innovative alternative
optimization approach for integrating UAV systems as both remote base stations and
mobile edge servers using NOMA is proposed in [10] to minimize the latency and optimize
the resource allocation. An MEC framework for IoT applications in air-ground-integrated
wireless networks was analyzed in [11] with the aim to minimize the service latency while
meeting the learning accuracy requirements and reducing the energy consumption through
an optimized deep neural network (DNN) model decision, computation, communication
resource allocation, and UAV trajectory control. A collaborative multi-UAV-assisted MEC
system integrated with a terrestrial base station is proposed in [12] in order to minimize the
total latency for IoT devices by optimizing the offloading decisions and resource allocations
under the IoT devices’ energy constraints. An MEC framework that jointly optimizes the
caching, offloading, deployment, and resource allocation was analyzed in [13] to minimize
the latency and energy costs.

Game theory has been extensively adopted in the recent literature to deal with the
distributed optimization problem of resource allocation in MEC environments [14]. A task-
offloading scheme for MEC environments is proposed in [15] to optimize the users’ utility
by leveraging potential games. A scheme based on the double deep Q-network (DDQN) to
optimize service caching, resource allocation, and computation offloading in a MEC system
is analyzed in [16] to reduce the delay and energy consumption costs. Focusing on the MEC
system’s effective resource utilization, the authors in [17] introduce a joint bandwidth and
computing frequency allocation mechanism based on the Stackelberg games. A two-level
bargaining-based incentive mechanism for task offloading and collaborative computing in
MEC-enabled networks was analyzed in [18] to ensure the optimal resource allocation and
load balance. An iterative algorithm that minimizes the latency in digital twin-aided MEC
systems for industrial IoT was formulated in [19] to optimize the resource allocation through
an alternating optimization approach combined with an inner convex approximation. A
game-theoretic approach to optimize multiuser computing task offloading in a device-
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enhanced MEC environment is presented in [20] with the aim to maximizing the aggregate
offloading benefits by jointly optimizing the heterogeneous (i.e., communication and
computing) resource allocation. A similar approach was followed in [21] based on a
multistage Stackelberg game, where in the first stage, a contract-based incentive mechanism
was introduced to motivate the IoT nodes to share idle resources, and in the second stage,
the optimal pricing strategies are derived to optimize the IoT nodes’ utilities.

Moreover, an energy-efficient game-theoretic approach to support the resource alloca-
tion for the IoT nodes in a MEC environment is proposed in [22] with the aim to optimize the
IoT nodes’ task offloading decisions based on their personal latency and energy consump-
tion constraints. A similar decentralized game-theoretic approach was followed in [23]
with the aim to optimally allocate mobile devices to nearby MEC servers to minimize the
latency and communication interference of the IoT devices. The latter approach was further
extended in [24] to address the interference-aware software-as-a-service user allocation
problem in MEC environments by demonstrating the effectiveness and efficiency of a
decentralized algorithm to find its Nash equilibrium. A decentralized-edge-node-grouping
algorithm in MEC networks was investigated in [25] by addressing the system uncertain-
ties and proving the convergence to a unique Nash equilibrium with high performance.
A fair and efficient mechanism for multi-resource allocation in MEC environments was
studied in [26] and guarantees a Nash equilibrium in polynomial time and satisfies various
fairness criteria.

Given the distributed nature of the decision-making process regarding the resource
allocation in MEC environments, the principles of reinforcement learning (RL) have been
widely adopted in the recent literature [27]. A deep-reinforcement-learning-based approach
to optimize computation offloading and resource allocation in NOMA-MEC systems is
proposed in [28] in order to significantly reduce the computational overhead. The authors
in [29] integrated artificial intelligence into UAV data offloading in a multi-server MEC
environment using game theory and reinforcement learning principles to enhance the
efficiency and effectiveness. Various optimization algorithms for managing resources in
a MEC environment were studied in [30], and the authors demonstrated their similar
performances and highlighted the adaptability of deep-RL-based approaches to changing
conditions. A software-defined network or SDN-based MEC system is introduced in [31]
using a stochastic game-based resource allocation algorithm to effectively reduce energy
consumption and processing latency in IoT systems. A novel Al-based mechanism using
RL and Bayesian reasoning for autonomous MEC server activation was analyzed in [32] to
enhance the system’s reputation and manage computing costs while ensuring the users’
quality of experience. An RL-based strategy for efficient task offloading and resource
allocation in multi-edge server collaboration is presented in [33] to jointly optimize the task
latency, the user service numbers, and the energy consumption. An RL-based approach
and an enhanced deferred acceptance algorithm are discussed in [34] to jointly optimize the
virtual network functions” (VNFs’) placement, routing, and scheduling, and significantly
reduce the service latency and resource consumption in MEC environments. A strategy for
joint task type and vehicle speed-aware task offloading and resource allocation in vehicular
MEC environments is proposed in [35] to optimize the energy costs and processing rev-
enue while meeting the task delay constraints. A Q-learning-based reinforcement learning
solution for optimizing dynamic resource allocation in 5G radio access network slicing
supporting MEC systems is presented in [36] by significantly improving the network utility
compared with myopic, random, and first-come-first-served approaches. A distributed
framework using autonomous MEC servers and stochastic learning automata in IoT net-
works to optimize server activation, device—server associations, and transmission power
for QoS satisfaction is presented in [37].

Additionally, a Markov-decision-process-based task offloading strategy in a vehicular
edge-cloud computing network is introduced in [38] based on a dueling actor—critic rein-
forcement learning approach to effectively manage the resource allocation and minimize
the task completion times. Similarly, a shared offloading strategy using deep reinforcement
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learning (DRL) for vehicular edge computing (VEC) is discussed in [39] to reduce the delay
and energy consumption by allowing vehicles to share computing results and adaptively
select optimal offloading modes in complex IoT environments. Also, a hierarchical vehicu-
lar edge computing architecture is designed in [40] to enhance the global task computing
efficiency by allowing neighboring regions to share idle resources. The authors of [41] ana-
lyzed and compared value-based, policy-based, and hybrid deep reinforcement learning
algorithms in order to address the task-offloading challenges in edge computing envi-
ronments, and they provided a thorough discussion regarding their respective strengths,
weaknesses, and future research directions. A dynamic offloading decision algorithm
combined with DRL was analyzed in [42] to optimize the task offloading and resource
allocation in an MEC environment, and it significantly improved the energy efficiency and
task completion time under varying wireless conditions. A novel offloading algorithm
that combines meta-reinforcement learning with DRL is proposed in [43] to efficiently
generate near-optimal task-offloading decisions in resource-constrained IoT environments.
A DRL-based computation offloading scheme for virtual reality video transmission in MEC
networks was analyzed in [44] in order to optimize the task management through a deep
deterministic policy gradient algorithm. Similarly, a DRL-based computation-offloading
scheme for UAV-enabled MEC environments is proposed in [45] with the aim to reduce
the task execution delay, energy consumption, and overall offloading cost compared with
conventional methods. Moreover, an autonomous partial offloading system for delay-
sensitive tasks in multiuser IoT MEC environments is introduced in [46] and is based on
Q-learning and deep deterministic policy gradient strategies to significantly reduce the
devices’ delay and enhance their quality of service. A meta-RL task-offloading algorithm
was designed in [47] based on graph neural networks and enhances the adaptability and
robustness in dynamic MEC environments by effectively managing the task dependencies
and optimizing the sampling efficiency.

1.2. Contributions

Though significant research efforts have been devoted in the recent literature to
deal with the joint problem of MEC server selection and resource allocation in MEC
environments consisting of multiple IoT devices, the study of these problems remains
highly fragmented, meaning that the recent research works either focus on the problem
of MEC server selection or on the problem of resource allocation in a separate manner.
Additionally, assessing the trustworthiness of the MEC servers’ computing capabilities in
order to meet the IoT devices’ latency constraints has been largely overlooked. To address
these research gaps, we propose the TRUST-ME model, which enables the autonomous
selection of edge servers by the IoT devices for task offloading while considering the MEC
servers’ trustworthiness in delivering quality of service to the IoT devices. Furthermore, we
introduce a distributed resource allocation framework based on the multilateral bargaining
games to facilitate the fair allocation of the MEC servers’ computing resources to the IoT
devices based on the computing demands of the latter ones.

The main contributions of this research work are summarized below:

1. Initially, the TRUST-ME model is presented as consisting of multiple edge servers and
multiple IoT devices, where the latter ones are characterized by different computing
tasks to be fully offloaded to the MEC servers for further processing. The communi-
cations and computing characteristics of the IoT devices are presented and a utility
function is designed to capture the IoT devices’” benefit by the experienced latency
and cost from utilizing the computing capacity of the selected MEC server.

2. Anovel trust model of the IoT devices to the MEC servers’ computing capabilities
was designed and consisted of the direct and indirect trust of the devices, where the
latter one was derived from the social ties between the IoT devices that have used
the same MEC server to process their computing tasks. A reinforcement learning
approach based on optimistic Q-learning with an upper bound confidence action
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selection algorithm is presented to enable the IoT devices to autonomously select an
MEC server.

3. A multilateral bargaining model is presented for resource allocation, enabling the
MEC servers to allocate their computing capacity to the IoT devices’ tasks by taking
into account their computing demand and the fairness in service provision between
the devices.

4. A detailed set of simulation-based experiments was performed to demonstrate the
operational efficacy and performance convergence of the TRUST-ME model in terms
of the MEC server selection and resource allocation. Moreover, a real-world scenario
was analyzed by considering different types of computing applications requested by the
IoT devices to demonstrate the TRUST-ME model’s applicability. A thorough scalability
analysis also quantified its efficiency and robustness. A detailed comparative evaluation
against alternative MEC server selection and resource allocation approaches quantified
the superiority of the TRUST-ME model over current state-of-the-art methods.

1.3. Outline

The remainder of this paper is organized as follows. Section 2 presents the TRUST-
ME model, and Section 3 analyzes the IoT devices’ trust model and the autonomous RL-
based MEC server selection. Section 4 provides the analysis for the multilateral bargaining
resource allocation of the MEC servers’ computing capacity, and Section 5 provides a
detailed simulation-based evaluation of the TRUST-ME model. Finally, Section 6 concludes
the paper.

2. TRUST-ME System Model

We consider a multi-access edge computing (MEC) environment with a group of users
N =1{1,...,n,...,N} and a set of MEC servers S = {1,...,s,...,S}. Each user has a
computing task represented by A, = (B, Cn, ¢n, Ty, en), where B, [bits] is the total data
size, and C,, [CPU-cycles] is the required processing cycles, which is defined as C,, = ¢, B,
with ¢y, [%] denoting the computation intensity. Additionally, T, [sec] and e []J]
represent the user’s latency and energy constraints, respectively. The users fully offload
their data B, to MEC server s. Each MEC server has a computing capacity Fs [%ﬁydes}
and allocates its capacity among the users offloading to it. The allocation vector is denoted

by fs = [fs1,-- - fsns s fsN] [%ﬁyd“}, satisfying Y. fsn = Fs.
VYneN

User n offloads its data to MEC server s using the non-orthogonal multiple access
(NOMA) technique, with the successive interference cancellation (SIC) implemented at the
MEC server (receiver). Assuming the users’ channel gains are sorted as G; < --- < G, <
-+ < Gn,, where N; is the number of users offloading their computing tasks to server s,
the throughput for each user 7 is given by the following equation [48]:

PVIGH

Rys = Wlog,(1+ ) 1)

n—1
I+ Y GuPy
n'=1
where W [Hz] denotes the bandwidth, P, [watts] denotes the transmission power, and
Gy, denotes the channel gain. It is noted that for simplicity in the notation, we considered
that the users N; associated with MEC server s have a corresponding channel gain and we
denote the channel gain of user n as G,,. The corresponding set of users selecting server s is
denoted as NV{a,...,n,...,Ns}. Also, Iy denotes the power spectral density of zero-mean
additive white Gaussian noise (AWGN).
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User n’s time overhead consists of the overhead to transmit and process its data and it
is given as follows:

By Cu
th = 5—+ — 2
! Rn,s f sn
Based on the experienced latency and the cost to utilize the computing resources of
the MEC server, each user experiences a utility by processing its computing task using the
MEC server, which is given as follows:

1

. tn Csfs,n
Up = —F — ,Bn CSTX{FS} 3
max{ty } s€S

where f,, [sec] is the user’s experienced latency to transmit and process its computing task,
as given by Equation (2); Cs [ﬁw} is the MEC server’s announced computing price to

process the users’ data; f; [%] is the amount of computing resources allocated by

MEC server s to the user n’s computing task; and B, is a weight factor. It is noted that the
user’s utility u, is unitless and the normalization is performed for demonstration purposes
in order to capture the pure differences between the users.

3. Trust-Based Reinforcement-Learning-Enabled MEC Server Selection

The users evaluate the reliability (i.e., trust levels) of the MEC servers based on the
quality of service that they provide for processing the offloaded computing tasks in order
to ultimately identify the most dependable MEC server. The trust of the users to the MEC
servers is assessed by considering both the direct trust dtr; , and the indirect trust itrs ;.
The direct trust stems from the users’ previous interactions with the MEC servers, while
the indirect trust, or reputation and reliability, is built on the collective experiences of other
users. This dual-trust approach improves the users” understanding of the service quality
offered by the MEC servers, especially in the case where the direct interactions of the users
with the MEC servers are infrequent.

3.1. Influencers’ Direct Trust

The level of direct trust a user places in an MEC server depends on whether the
MEC server meets the user’s minimum utility threshold, which is symbolized as U,
and its latency constraint T, [sec]. This is measured through the ratings ri,, € [0,1]
and rp,, € [0,1], respectively, which the user assigns to the MEC server based on the
computing capacity that the latter one offers. The user’s ratings are evaluated under two
distinct conditions:

Case 1: If the user’s requirements are satisfied, meaning U, < u, and T, > f,, the
MEC server receives a perfect satisfaction rating of 1 for the computing capacity
service. Thus, the final rating given to the MEC server is s ;, = fs .

Case 2: If the computing capacity service provided by the MEC server does not meet
the user’s utility and latency constraints, the user’s satisfaction rating will reflect the
gap between the actual utility received and the minimum required utility, and the
latency constraint gap, respectively.

The ratings provided under the two cases considering the experienced utility and
latency are given in Equation (4) and Equation (5), respectively:

r~ls,n = 4)

Ut SE UL, > uy,

n

{ 'A's,n LU, < uy
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2= — ST, < ty

7 St T, >t
oo ={ 7 oy 6)
tn

By combining the two ratings in an overall rating 7s , provided by the user to the MEC
server, the corresponding overall rating is derived as follows by considering that the user
considers the satisfaction of its utility and latency constraints to be equally important:

Fon = 05714, + 0572, (6)

In Case 1, the ratings 77, ,, and 72, , are non-negative and are both set to 1. In Case
2, the ratings for both variables are negative and within the range of [—1,0). To address
this, we employed the min—max normalization technique, which is a common method
for data normalization, to transform the piecewise rating function from [—1,1] to [0, 1], as
demonstrated below:

B Psn — minViEN},,s {75,71} . Fsn+1 7)
maxyie N, s {Fon}t — minyje v, , {Fsn} 2

Tsn

where N, s refers to the set of computing service times provided to user n by MEC server s.

The expression f(t;) captures the time decay factor, which reflects how the user’s
earlier ratings lose their relevance over time in terms of impacting the user’s trust in an
MEC server, and is defined as follows:

f(ti) = exp(=A(t = 1)) ®)

where A, t, and ¢; are the rate of decay, current service time, and historical service time,
respectively. The decay rate A is used in the time decay function to reduce the impact of
older feedback on the current trust value. If A is high, then the older feedback will decay
faster, and thus, the recent interactions will significantly influence the trust metric. This
can be beneficial in dynamic environments where recent performance is more indicative of
future behavior. On the other hand, if A is low, then the feedback decays slowly, and thus,
more weight is given to historical data. This can stabilize the trust metric in environments
where performance is consistent over time.

Based on the above analysis, user n’s direct trust dtrs,, of MEC server s is defined as
follows:

Y rsu- f(t)
P ©)
f(t)

)y
i€Nys

dtrs, =

where the denominator Y, f(#;) incorporates the exponential decay function for normal-
ie-/vn,s
ization purposes.

3.2. Influencers’” Indirect Trust

In an edge computing environment, the users establish a variety of social connections,
which are represented as C = {1,...,¢,...,C} and include friendships, familial bonds, and
acquaintances with strangers. The strength of the social connection ¢ between any two
users is indicated by 7., where 1. > 0 for all ¢ € C. The relationship vector between user n
and user n’ is denoted by A, v = {Ay w1, Ay cro oy Ny o} IE Ay o =1, it means
that the users n and n’ have a relationship of type c; otherwise, A, ,, . = 0.

For a user n, the trustworthiness of MEC server s is influenced by recommendations
from other users with whom the user has several social connections. Generally, the users
who are reliable provide truthful recommendations, while the users with malicious intent
provide deceptive feedback. The reliability factor rl, , serves as a weight for these recom-
mendations provided by other users n’ to user 1, which reflects how trustworthy the other
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users’ feedback is. This factor is based on both the degree of their social relationship and
the similarity between user n and user n’, which is calculated as follows:

Aupre - SIM
Pl = et 2T (10)
’ max 77,
ceC

Let SIM,, ,» denote the similarity score between the users n and n’. To standardize
these scores, we used the normalization factor macx #¢. In general, the users with more
ce

similar ratings will have a higher similarity score, which is calculated using the Pearson
correlation coefficient. This coefficient measures the degree of similarity between the users
n and n’ by analyzing their ratings on the MEC servers that they both have been served
from. The similarity score is given by

Z (rSJ’l - 7_’1’!) (rs,n/ - 7n/>

SES”ln/

\/ E (75,71 - 7H>2 Z (75,71’ - ?n’)z

seS seS

nn! n,n

SIM,, v = (11)

where 7, and 7,/ represent the average ratings given by user n and user 1/, respectively.
The set S, , includes all the MEC servers that have provided computing services to both
users 1 and n’.

From this analysis, the indirect trust itrs, can be expressed as follows:

Py - Atrg

. n,n' €N n#n’
itrs, = :

12
rln,n/ ( )
nn' €N n#n’

where N denotes the set of users being served by MEC server s.

Different types of social connections, such as friendships and familial bonds, can
significantly impact the strength of the social connection 7. of the indirect trust in an MEC
environment. Friendships often imply a higher degree of trust and regular interaction.
Recommendations from friends are typically considered reliable because friends are likely
to share similar standards and expectations regarding service quality. Friends often interact
frequently, which means they have a richer history of shared experiences with MEC
servers. This historical data enhances the accuracy of the trust metric, as the feedback
is based on multiple interactions over time. Familial bonds are usually the strongest
social connections. Recommendations from family members are highly reliable because
the family members generally prioritize each other’s best interests and provide honest
feedback. Acquaintances have a weaker social connection compared with friendships and
familial bonds. Recommendations from acquaintances are considered less reliable, but still
valuable, as they provide additional perspectives. Finally, recommendations from strangers
carry the least weight due to the lack of a personal connection and historical interaction.

3.3. Influencers” Overall Trust

The users combine their direct trust (Equation (9)) and their indirect trust (Equation (12))
in order to form their overall trust in MEC server s, which is given as follows:

o = { K- dtre, + (1 —«)itrs,, if Nps #0 (13)

0.5 otherwise

where N, s denotes the number of times that MEC server s has provided services to user 7,
and the weight factor « is defined as follows:
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1 —exp(—Nuys)

= - 14
. 1+ exp(—Ny,s) (14

The role of the weight factor « is to balance the impact of the direct and indirect trust
into the overall trust score. Higher values of « give priority to the users” personal experi-
ences, while lower values allow the overall trust score to incorporate broader feedback for
comprehensive trust evaluation.

In our proposed research work, the robustness of the direct and indirect trust metrics
against varying network conditions and user behaviors is a critical aspect of the multi-access
edge computing (MEC) environment’s operation. The direct and indirect trust leverage
(1) the users’ historical interactions and (2) the collective experiences of other users to
evaluate the trustworthiness of the MEC servers. It is noted that the direct trust is influenced
by the user’s previous interactions with the server, while accounting for the satisfaction
(or not) of the user’s utility and latency requirements. On the other hand, the indirect
trust incorporates the recommendations provided by other socially connected users. By
jointly considering the direct and indirect trust, the evaluation of the trust level of each
user to the MEC servers is improved, even under scenarios where individual interactions
are infrequent or the network conditions fluctuate. The main network conditions that can
influence the users’ trust are the bandwidth, channel gain conditions, and service load
of the MEC servers. Focusing on the bandwidth, if the bandwidth varies, then the users’
experienced throughput is affected. However, the direct trust metric takes into account the
experienced latency and utility, which can reflect changes due to the bandwidth fluctuations.
Focusing on the users’ channel gains, which can also vary due to the users’ mobility or even
due to environmental factors, the direct trust metric adjusts to the channel gain conditions’
variations as it incorporates the real-time performance of the MEC server. Focusing on the
MEC server’s load, which can vary depending on the users’ offloaded tasks, the computing
capacity allocated to each user can vary and ultimately affect the processing time. The
indirect trust metric includes the feedback from other users, who may experience different
server loads. Thus, the proposed approach helps in adjusting the trust score based on the
server’s performance under varying loads. Focusing on the users’ behavior, the users who
interact infrequently with the MEC servers depend on the input stemming from the indirect
trust metric. The indirect trust aggregates the collective experiences of other users and
provides a reliable trust score, even with limited direct interactions. For example, new users
can trust servers with high indirect trust scores based on the feedback from established
users. The indirect trust also accounts for potential malicious behavior by weighing the
reliability of the feedback from other users. Specifically, recommendations from users with
strong social connections and similar behavior patterns are given more weight, and thus,
filter out unreliable or deceptive feedback from potentially malicious users.

3.4. Reinforcement-Learning-Based MEC Server Selection

The objective for the users is to independently choose an MEC server to efficiently
handle their computational tasks. In this scenario, the users function as reinforcement
learning (RL) agents that evaluate the potential reward p,(ffi) associated with each action a;
at each iteration ite of the RL algorithm. This process continues until they reach a stable and
optimal MEC server selection. The possible actions available to the users are represented by
the set A = {ay,...,4a;,...,a5}. The reward p,(jf;j for a user depends on several factors, i.e.,
the computational capacity f;,, provided by the chosen MEC server s, the user’s confidence
in the quality of service offered by the MEC server, the proximity of the user to the MEC
server (which affects the user’s communication latency), and the MEC server’s overall
computing capacity. By combining all these factors, the reward experienced by user n when

offloading its computing task to MEC server s is given as follows:
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(ite) fs,n X Fs

= w2 t - —_ 1

Ona. = W1 E + wottsy + w3 i + wy S E (15)
VseS

where the trust level tr; , € [0, 1] quantifies how much user n trusts MEC server s; ds ,, [m]
denotes the distance between MEC server s and user #; x [m] represents the closest distance
of a user to the selected MEC server; and the weights satisfy the following conditions:
w1 + wy + w3 + wy = 1, where wy, wy, w3, wy € RT. A higher value of w; increases the
importance of the computational capacity ratio and gives priority to servers with higher
available capacity relative to their total capacity. In this case, the users tend to prefer the
servers with better computational resources more in order to optimize the task processing
speed. A higher value of w, emphasizes the trust level, and thus, MEC servers with higher
trust scores are preferred. In this case, the reliability and security of the task offloading
process are improved, as the users are more likely to choose trusted servers. A higher
value of ws increases the importance of proximity, and thus, the users tend to prefer closer
servers to offload their tasks. In this case, the communication latency is decreased and the
users’ experience and system responsiveness are improved. Finally, a higher value of wy
emphasizes the overall computing capacity and promotes the selection of servers with a
larger total capacity. In this case, a balance of the load across the network is achieved, and
the servers’ overloading is prevented.

The optimistic Q-Learning with upper bound confidence (OQ-UCB) action selection RL
algorithm is introduced for the users to autonomously choose an MEC server. According to

the experienced reward p,%? at the iteration ite of the OQ-UCB algorithm, each user updates

its expected reward Qgite) to select an MEC server in the next iteration, which is defined
as follows:

QUite) = QUite=D) 1 o (plite) _ fite=1)y (16)

where v € (0,1) represents the learning rate of the OQ-UCB algorithm. Every user chooses
an MEC server based on their anticipated reward and uncertainty regarding the outcome,
which can be described as follows:

(ite)

as

= arg max[Q,gl:e) +c- ] (17)

a1 N, tgsite)
where ¢ € R represents the confidence level and Na(;te) denotes the number of times
action a5 has been selected up to iteration ite. Equation (17) incorporates two main compo-
nents. The first addresses the uncertainty related to the user’s selection of an MEC server,
where a consistent choice reduces the uncertainty, while variability in terms of choosing
different actions encourages the exploration for an optimal server selection. The conver-
gence of the OQ-UCB algorithm is achieved when the expected reward fo:e) > ¢, where
€ = 95% for at least one MEC server as. By utilizing the OQ-UCB algorithm, the users
are enabled to autonomously determine their preferred MEC server choice to offload their
computing tasks.

4. Multilateral Bargaining Resource Allocation

The proposed mechanism for the reinforcement-learning-based edge server selection
enables each user to independently choose an MEC server for offloading their data com-
puting tasks. This process allows the MEC servers to dynamically adjust their resource
allocation (i.e., computing capacity) based on the number of users requiring service while
considering the sequence of service requests and data-processing volumes requested by the
users. The users engage in a competition between each other to access a larger share of the
selected MEC server’s computing capacity F; to meet their latency constraints T, Vn € N,
and satisfy their minimum utility requests U,,.
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This competitive interaction between the users who select the same MEC servers N
can be modeled as a multilateral bargaining game. In this game, the users negotiate between
each other to share the common pool of resources F; available at the selected MEC server.
The computing capacity allocated to each user is denoted as f; ;. The bargaining operator
for an individual user 7 is defined by the matrix B,, where b, = t,;; Vn # n’,b,,, =
1—1t,; and Vi # #', by, = 1, with £, = anw’fs B, - In the matrix B, B, represents the

bargaining power of user 1, which is determined relative to the total bargaining power of
all the users selecting the same MEC server Fi:

TR 0 0 0 0 0 7
£ 0 0 0 0
B = 1-8 1-h 1—Fq 1 1—1, 1— 1, (18)
) 0 0 0 0 in,

Let the bargaining operator in the multilateral bargaining game be denoted by
B = B1B;...By,, its corresponding characteristic polynomial be given by ¢(A) = det(AI —
B), and each individual bargaining operator be partitioned as follows:

[ ) o

(n) (n)

where B, is a scalar matrix, and B,,’ is a matrix with dimensions (N5 — 1) x (N; — 1).
A similar partition is performed for the bargaining operator of the overall multilateral
bargaining game, as follows:

By 812}
B = 20
[321 B 20)

Based on the above analysis and following the principles of bargaining game the-
ory [49,50], the share function of each user is given as follows:

Su(Fps1, - Eng B Bi)

) (21)

= det(I—BY ...BYIBY . BUTY) = det(I — By)
and each user’s optimal share of the F; computing resource of the selected MEC server is
derived below:

frn-1 Sn(f +1,...,st,iA'1,...,f _1)
fs,n == i ac() g F; (22)
oA |A:l

A detailed flowchart of the TRUST-ME model is presented in Figure 1.
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Figure 1. TRUST-ME flowchart.

5. Numerical Evaluation

In this section, the results are given of a detailed simulation-based numerical evaluation
that was performed in order to demonstrate the operational characteristics and the priority
of the TRUST-ME model. Specifically, its pure operation and performance are presented in
Section 5.1 and a real-world application scenario of implementing the TRUST-ME model is
discussed in Section 5.2. A detailed scalability analysis is performed in Section 5.3 in order
to demonstrate the robustness and superiority of the TRUST-ME model. A thorough
comparative evaluation is presented in Section 5.4 by considering different approaches in
terms of enabling the users to select an MEC server and in terms of allocating the MEC
servers computing resources.

The following simulation parameters were used in the rest of the analysis:
N=12,5=3,c=15A=2,9=08, wy =0.05 wp =0.85, w3 = 0.05, wy =0.05, ¢, =1
[CPUaydes) o =107, f. =73.5GHz, Iy = 10- 102, W =5 GHz, P, =02 W, Fs = [3, 2,
1] [SEPLcyeles) ' 120, 24, 27, 31, 34, 38, 42, 45, 49, 53, 56, 60] msec, By, = [2.00,1.92, 1.84,
1.75,1.67,1.59,1.51, 1.43,1.34, 1.26, 1.18, 1.10] Mbits, U,, = [90.0, 82.7, 75.5, 68.2, 60.9, 53.6,
46.4,39.1,31.8, 24.5,17.3, 10.0], Cs = 0.007 [WL Bn =101, dy , = [14.14, 20.75, 28.20,
35.96, 43.88, 51.88, 59.93, 68.01, 76.11, 84.23, 92.36, 100.50] m, d» ,, = [31.62, 35.08, 39.94, 45.75,
52.21, 59.09, 66.27, 73.66, 81.20, 88.85, 96.59, 104.40] m, and d3 ,, = [50.99, 53.20, 56.52, 60.77,
65.77,71.36,77.41, 83.82, 90.52, 97.44, 104.55, 111.80] m, unless otherwise explicitly stated.

5.1. Operation and Performance of the TRUST-ME Model

For this section, our goal was to present the pure operation and performance of
the TRUST-ME model. Specifically, we considered an indicative setup that consisted of
12 users and three MEC servers, where the users with higher IDs were characterized by
relaxed latency constraints, as they requested the processing of a smaller amount of data
and imposed a smaller constraint in terms of the expected achieved utility. Figure 2a-d
demonstrate the users’ allocated computing capacity, their achieved data rate, and their
experienced latency and utility while considering the selected MEC server following the
optimistic Q-learning with the upper bound confidence action selection reinforcement
learning algorithm. The results demonstrate that more users tended to select the MEC
server that was characterized by a higher computing capacity, i.e., MEC servers with lower
IDs. Furthermore, the results show that the users with lower IDs that entered into the the
bargaining process early and are characterized by a computing task that requires higher
computing capacity resulted in being allocated a corresponding higher computing capacity
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by the selected MEC server. Furthermore, considering that the users resided relatively
closer to the MEC server with higher computing capacity, they achieved a corresponding
higher data rate, while also considering that users with lower IDs were in general closer
to the MEC servers. By combining the two previous observations, we concluded that the
users with lower IDs experienced lower corresponding latency by considering the selected
MEC server, as they were allocated a higher computing capacity and they achieved a
better data rate. The latter observation resulted in higher experienced utility for users
with lower IDs relative to the corresponding selected MEC server given that the users who
selected the same MEC server competed for its computing resources. Furthermore, Figure 3
illustrates the number of users associated with each MEC server and the corresponding
total trust score accumulated by all the users who selected the corresponding MEC server.
The results indicate a clear preference among the users for selecting the MEC server with a
greater computing capacity. This preference correlated with an increased trust score for
the service given the superior quality of service experienced when using higher-capacity

MEC servers.
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Figure 2. (a) Allocated computing capacity, (b) data rate, (c) experienced latency, and (d) experienced
utility for the users and their respective MEC selected server.

184



Future Internet 2024, 16, 278

0.12
I Users EZ3A Trust 0.11
0.10
0.09
0.08
0.07 ¢
0.06 2
0.05+
0.04
0.03
0.02
0.01
0.00

Users
=
OFRNWRARUUVIAOANODODOOERERN

MEC 1 MEC 3

MEC 2
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The convergence of the optimistic Q-learning with the upper bound confidence action
selection reinforcement learning algorithm was also studied. Figure 4a,b demonstrate
the OQ-UCB reward (Equation (15)) and the corresponding experience expected reward
(Equation (16)) for all the users regarding their corresponding finally selected action over
the iterations of the OQ-UCB algorithm, where different colors are used for the correspond-
ing finally selected MEC servers by each user. The results demonstrate that the OQ-UCB
algorithm converged fast (in less than 200 iterations, corresponding to a few milliseconds)
to a stable action selection and the corresponding expected reward, i.e., Q-value, achieved
values above 95% for all the users. Moreover, the results show that the users with lower
IDs experienced a higher OQ-UCB reward given the higher trust that they created with
respect to the corresponding MEC server, their proximity to the MEC servers, and the
higher computing capacity that they were allocated by the selected MEC server.
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Figure 4. Convergence analysis: (a) Reward and (b) Q-value convergence.

5.2. A Real-World Application Scenario

As discussed in this section, we examined three representative applications requested
by the users, with each one characterized by different levels of computing demand and data-
processing requirements of the MEC servers. Specifically, we considered three distinct user
groups, with each one consisting of four users that requested applications for augmented
reality, real-time data analytics, and content caching. These applications represented
high, medium, and low computing demands, respectively, in terms of the amount of data
processed at the MEC servers. The augmented reality applications required significant
computational resources for real-time image processing, object recognition, and overlay
rendering. These applications were latency-sensitive and demanded quick responses to
ensure a seamless user experience. The users that ran the augmented reality applications
offloaded tasks such as image processing and rendering to the MEC servers, which allocated
substantial computing capacity to meet the high processing requirements. Real-time data
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analytics involved processing streaming data for insights and decision making. These
applications required moderate computational resources and were moderately latency
sensitive. Content caching applications involved storing and retrieving frequently accessed
data to improve the access speed and reduce the latency. These applications required
relatively low computational resources and were less latency sensitive.

Figure 5a illustrates the convergence of the OQ-UCB reward for the final action
selected by the users with high, medium, and low computing demands. Figure 5b shows
the average computing capacity allocated to the users by the selected MEC servers. The
results indicate that the users that requested applications with higher computing demands
experienced a higher OQ-UCB reward, as the servers allocated greater computing capacity
to handle their computationally intensive tasks.
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Figure 5. (a) Convergence of the OQ-UCB reward for the final action selected by users with high,
medium, and low computing demands. (b) Average computing capacity allocated to users by the
selected MEC servers.

5.3. Scalability Analysis

As discussed in this section, we analyzed the scalability of the proposed TRUST-
ME model by varying the number of MEC servers and users. Figure 6a—c show the average
computing capacity allocated to each user, the corresponding experienced average user’s
utility, and the resulting average latency experienced as the number of MEC servers and
users changed. The results reveal that as the number of users increased and the number of
MEC servers remained constant, the average computing capacity available to each user
decreased, and thus, this caused an increased latency. This phenomenon occurred due to
the finite computing capacity of the MEC servers, which when divided between more users,
led to greater utilization of the MEC servers’ resources, and thus, ultimately increased the
users’ experienced latency.
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5.4. Comparative Evaluation

As discussed in this section, we performed a comparative analysis of the proposed
TRUST-ME model against two alternative scenarios:

¢ Without trust: the users selected an MEC server without considering the trust levels
related to the services provided, and the resource allocation followed the multilateral
bargaining game.
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*  Proportional fair: the users selected an MEC server using the proposed OQ-UCB
algorithm, and the MEC servers’ resources were allocated based on the proportional
fairness by taking into account the users’ data-processing needs, i.e., B;.

Figure 7a—c show the percentage of the computing capacity allocated by the selected
MEC servers to the three user groups (high, medium, and low computing demand),
where in total, we considered a set of 12 users. Figure 8a—c show the average computing
capacity allocation, the experienced average users’ utility, and the corresponding latency
experienced by users under each scenario.

TRUST-ME Without Trust Proportional Fair
(a) (b) . (c) .
MEC 1|0.143 0.296 MEC 1| 0.000 0.000 MEC 1(0.500 0.000 | 0.500
0.75 0.75
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1] o
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Figure 7. Comparative heat distribution plots showing the percentage allocations of the computing
capacity by the selected MEC servers to high, medium, and low computing demand user groups.

The results reveal that the proposed TRUST-ME model achieved a more balanced
distribution of the users across the MEC servers. The users with higher computing demands
tended to select the MEC servers with lower capacities in order to dominate them and be
allocated a large portion of their computing capacity. In the without trust scenario, the
users with high computing demands predominantly chose the server with the medium
computing capacity (MEC server 2), leaving the users with lower computing demands to
utilize the higher-capacity server (Figure 7b). In the proportional fair scenario, the users
with higher computing demands often selected the MEC servers with the high computing
capacity, allowing them to dominate these servers and secure a larger share of its resources.
Thus, the users with lower computing demands were distributed between the servers
to capture their remaining computing capacities. The results also show that the without
trust and proportional fairness resource allocation scenarios inadequately addressed the
users’ computing demands, where they experienced higher latencies due to insufficient
and unbalanced resource allocation (Figure 8c).
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Figure 8. Comparative evaluation showing the (a) average computing capacity allocation, (b) average
users’ utility, and (c) latency experienced by users across different scenarios.

The proportional fairness (PF) strategy, while it allocated the resources based on
the users” data processing needs, tended to allow users with high computing demands to
dominate high-capacity servers. This approach can result in suboptimal resource utilization,
where low-demand users do not receive sufficient resources. Also, the PF strategy did not
account for the dynamic and often fluctuating network conditions as effectively as TRUST-
ME. The users could experience varying levels of service quality due to the bandwidth
fluctuations, server loads, and channel gain conditions. Moreover, it should be noted that
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although the latency was only slightly higher by following the PF strategy, this approach
did not fully address the need for adaptive and efficient resource allocation under varying
demands and conditions. Additionally, the users with higher demands experienced better
performance at the expense of those with lower demands under the PF strategy. On the
other hand, the TRUST-ME model provided a more robust evaluation of the MEC server
performance by jointly considering the direct and indirect trust. This adaptability ensured
consistent and reliable service quality, even under fluctuating network conditions. Also,
it should be noted that the execution time of the TRUST-ME model was very low (few
msec), as discussed in Section 5.1, and TRUST-ME ensured lower latency by effectively
balancing the resource allocation and adapting to real-time network conditions and user
behaviors. The integration of trust metrics allowed for a more comprehensive assessment
of the servers’ performance and it led to more informed and efficient resource allocation
decisions. This resulted in a consistent reduction in latency, as presented in Figure 8c.
Moreover, TRUST-ML enhanced the overall user experience by providing a balanced and
fair distribution of resources. Specifically, the users with varying demands could rely on
the trust-based allocation to receive sufficient resources and ensure a satisfactory quality
of service.

6. Conclusions

In this paper, the TRUST-ML model is presented by considering a multi-MEC servers
multi-users edge computing environment, where the users are characterized by diverse
computing tasks routed to the MEC servers for processing. A novel trust model is intro-
duced for the users to assess the MEC servers’ computing capabilities, integrating both
direct and indirect trust mechanisms derived from the social interactions among the users
using the same servers. A reinforcement learning approach based on the optimistic Q-
learning with the upper confidence bound action selection algorithm is introduced to
enable the autonomous MEC server selection by the users. A multilateral bargaining
model was designed to support the resource allocation of the MEC servers’ computing
capacity to the associated users to ensure a fair distribution of the MEC servers’ computing
capacities based on the users’ computing demands. Numerical simulations demonstrated
the operational efficiency, convergence, and scalability of the TRUST-ME model, which
were validated through real-world scenarios and simulations. Comparative evaluations
against existing approaches quantified the superior performance of the TRUST-ME model
in terms of the MEC server selection and resource allocation strategies.

Part of our current and future work includes the extension of the proposed trust model
to incorporate dynamic trust updates based on real-time performance feedback from the
MEC servers and the users, as well as adaptive learning mechanisms. Also, our goal is to
implement the proposed model in an industrial IoT environment to support the users, i.e.,
IoT nodes, with real-time decision making in industrial IoT applications.
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Abstract: Bufferbloat is one of the leading causes of high data transmission latency and jitter on
the Internet, which severely impacts the performance of low-latency interactive applications such
as online streaming, cloud-based gaming/applications, Internet of Things (IoT) applications, voice
over IP (VoIP), real-time video conferencing, and so forth. There is currently a pressing need for
developing Transmission Control Protocol (TCP) congestion control algorithms and bottleneck queue
management schemes that can collaboratively control/reduce end-to-end latency, thus ensuring
optimal quality of service (QoS) and quality of experience (QoE) for users. This paper introduces
a novel solution by experimentally integrate the low latency, low loss, and scalable throughput
(L4S) architecture (specified by the IETF in RFC 9330) in FreeBSD framework with the asynchronous
advantage actor-critic (A3C) reinforcement learning algorithm. The first phase involves incorporating
a modified dual-queue coupled active queue management (AQM) system for L4S into the FreeBSD
networking stack, enhancing queue management and mitigating latency and packet loss. The
second phase employs A3C to adjust and fine-tune the system performance dynamically. Finally,
we evaluate the proposed solution’s effectiveness through comprehensive experiments, comparing
it with traditional AQM-based systems. This paper contributes to the advancement of machine
learning (ML) for transport protocol research in the field. The experimental implementation and
results presented in this paper are made available through our GitHub repositories.

Keywords: active queue management; L4S; FreeBSD; deep learning; experience-driven; DualPI2

1. Introduction

Network routers use buffers to improve routing performance and overall throughput
by absorbing sudden bursts of packets and minimizing packet loss, ultimately boosting
network efficiency. However, the trend of using large buffers due to more affordable
memory has led to “bufferbloat”, particularly when dealing with congestion [1].

In response, researchers have turned to active queue management (AQM) techniques
to manage buffers in routers. These AQM algorithms control queue length by selectively
dropping or marking packets when the buffer becomes full or the queue delay exceeds a
certain threshold. An early implementation of this was the random early detection (RED)
algorithm [2], which utilized queue length to predict congestion. However, configuring
these types of AQMs can be challenging, and they may not perform well in certain scenarios.

Modern AQMs like controlled delay (CoDel) and proportional integral controller
enhanced (PIE) have been developed to address these challenges. These algorithms utilize
queue delay rather than queue length to detect congestion. These AQMSs aim to maintain
low latency even under a high network load by focusing on delay.

The next advancement in AQMs involved developing hybrid schemes such as flow
queue CoDel (FQ-CoDel) and flow queue proportional integral controller enhanced (FQ-
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PIE), which combined the merits of CoDel and PIE with a modified deficit round robin
(DDR) scheduler.

In FQ-CoDel, flows are assigned to a pool of internal queues, each managed indepen-
dently by an instance of CoDel for buffer management. The DDR scheduler shares the
outbound link capacity among the active queues, ensuring a fair allocation of resources.
Likewise, the hybrid strategy “FQ-PIE” amalgamates the FlowQueuing aspect of FQ-CoDel
with the PIE queue management. Both algorithms have shown exemplary capacity sharing
between competing flows while achieving high throughput and low queuing delay.

Despite their efficacy in throughput and queuing delay reduction, these delay-based
algorithms are insufficient for the growing demand for low-latency and low-loss data
transmission required for applications such as online gaming, high bitrate streaming, video
conferencing, virtual reality, and cloud-based processing for real-time IoT applications [3,4].
Presently, employing classic congestion control alongside cutting-edge active queue man-
agement (AQM) strategies such as FQ-CoDel [5], PIE [6], or DOCSIS PIE [7] yields an
average latency ranging from 5 to 20 ms. Nevertheless, even with these advancements,
latency at the 99th percentile hovers around 20 to 30 ms, falling short of the stringent
latency requirements of contemporary applications. This research explores avenues for
enhancing latency performance in data transmission systems, catering to the evolving
needs of modern digital environments.

Low latency, low loss, and scalable throughput (L4S) represent a novel architecture
paradigm based on the insight that the root cause of queuing delay lies in the capacity-
seeking congestion mechanisms of senders rather than inherent issues within the queuing
system itself. This architectural innovation is primarily facilitated towards incremental
deployment, ensuring compatibility with the existing network infrastructures. Central to
its design is introducing a mechanism enabling the integration of a new class of congestion
controls and queue management within the L4S framework. This mechanism employs a
modified explicit congestion notification (ECN) variant, facilitating their coexistence along-
side ‘Classic’ congestion controls within shared network environments. The overarching
objective of L4S is to achieve superior latency and throughput while maintaining a low loss
rate compared to the traditional network infrastructure.

CoDel, PIE, FQ-CoDel, and FQ-PIE are effective in reducing “bufferbloat” and man-
aging congestion in general scenarios. However, L4S goes a step further by explicitly
prioritizing latency-sensitive traffic, catering particularly well to applications that demand
immediate responsiveness, such as online gaming, video conferencing, and interactive
multimedia streaming. By implementing L4S in FreeBSD, the project aims to optimize the
network stack for delay-sensitive applications, providing a smoother and more reliable
user experience.

In this paper, we pioneer a new hybrid framework that can combine asynchronous
gradient descent optimization for deep neural network controllers (e.g., A3C) with the L4S
architecture to optimize buffer management for latency-sensitive real-time applications.
It employs neural networks to learn and optimize system policies based on the environ-
ment’s feedback, allowing it to recognize network congestion preemptively and prepare
responses appropriately depending on the severity of congestion. Traditional algorithms
have significant delays in responding to network congestion due to their simplistic nature
in responding to sudden bursts of packets in the network. Integrating L4S into FreeBSD’s
network stack, combined with the A3C machine learning algorithm, enhances network
performance, responsiveness, and adaptability, making it a compelling choice for modern
network environments.

The aim of this paper, as for other researchers in this field, is to find ways to contribute
to advancing network protocols and machine learning techniques within the context of
networking. Our main focus is developing a preliminary implementation of A3C-L4S
to enhance L4S’s responsiveness to congestion by exploring and exploiting past experi-
ences. This will ultimately lead to improved network responsiveness, reduced latency, and
enhanced efficiency in FreeBSD-based systems. Our experimental implementation and
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results presented in this paper are made available through our GitHub repositories (Ex-

perimental L4S implementation in FreeBSD 13.1: https:/ /github.com/MPTCP-FreeBSD/

FB13.1-AQM-L4S-SRC.git accessed on 18 July 2024, A3C implementation and analysis:

https:/ / github.com/MPTCP-FreeBSD/FreeBSD-DRL-L4S.git accessed on 18 July 2024).
We formulate the following research questions in our paper:

1.  How can the FreeBSD networking stack be modified to support L4S and integrate
explicit congestion notification (ECN)?

2. What performance improvements can be observed in terms of latency, loss, and
throughput by implementing L4S in FreeBSD?

3. How can the A3C algorithm be applied to dynamically adjust the base drop probability
of L4S in response to varying network conditions?

4. What is the impact of using A3C to optimize the base drop probability of L4S on the
performance of real-time applications?

This paper is organized as follows. Section 2 presents the background and related
work in state-of-the-art AQM algorithms and their ML-based approaches, Sections 3 and 4
present our system design and implementation of L4S in FreeBSD. Section 5 presents
our experimental evaluation, and Section 6 analyzes the results and discuss key findings.
Section 7 concludes the paper and outlines future work.

2. Background and Related Work

In this section, we present the background information on active queue management
(AQM) and related works in machine learning (ML)-based approaches.

2.1. Active Queue Management

In the last decade, we have seen a staggering increase in the number of devices
connected to the internet, leading to a surge in network traffic. Consequently, this has
resulted in frequent congestion in networks characterized by high loss and high end-to-end
latency. This has increased the demand for scalable solutions that offer low latency, low
loss, and high throughput data transmissions.

As noted in [8], bufferbloat occurs primarily due to excessively large buffering capacity
at network devices, particularly routers. Packets queue within these buffers, allowing the
network devices to absorb the erratic packet bursts and inadvertently reducing packet loss
but also resulting in high end-to-end delays. The large buffer size introduces a significant
delay that persists over time, thereby degrading network performance.

Active queue management (AQM) is an algorithm run on routers/switches that detects
incipient network congestion by monitoring the instantaneous or average queue size [9].
Network congestion occurs during high network traffic when it exceeds the network’s
capacity to handle it.

To avoid network congestion, AQM algorithms are designed to monitor the queue’s
state or length to make accurate decisions about packet handling (such as dropping or
marking packets) based on the observed queue conditions to free up buffer space. In some
AQM algorithms, a router sets a congestion notification bit in a packet to inform clients to
reroute packets through a different path to avoid congestion in the router [10,11].

Kathleen et al. [1] highlights that present-day networking suffers from unwarranted
latency and sub-optimal performance induced by bursts of packets and large buffers.
Another point that is evident from [1] not mentioned in [8] is inefficient congestion control
schemes. Though large buffers are essential to adequately functioning packet networks,
overly large and unmanaged buffers create excessive delays, which frustrate many end-
users. To mitigate these problems, the work presented in [1] hints at an effective AQM that
can prevent the queues at the bottleneck from growing excessively by monitoring packet
queue size and informing the sender’s TCP to drop packets promptly. The article also
mentions that packet loss is not a concern but is necessary to function properly in the face
of congestion. However, in L4S, we also require it to possess low loss.
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In addition to the above, Prasade et al. [12] state that classic TCP control congestion al-
gorithms are window-based, meaning that in the initial stages of congestion, the congestion
control algorithm preemptively increases the transmission rate as a preventive measure
for packet loss, but this exacerbates congestion issues. To mitigate this problem, AQM
algorithms, relative to the queue size, start dropping packets or marking them, signaling
the impending congestion to the endpoints, prompting them to reduce their congestion
window before packet loss occurs to prevent overflow. The AQM uses the explicit con-
gestion notification (ECN) flag present in packet headers to mark the packets and inform
endpoints of congestion.

AQM schemes are pivotal in managing network congestion. These schemes include
controlled delay (CoDel), proportional integral controller enhanced (PIE) and flow-queue-
controlled delay (FQ-CoDel). Here, we briefly present the operations of these schemes.

2.1.1. Controlled Delay (CoDel)

CoDel is an active queue management (AQM) algorithm first proposed by Van Jacob-
son in 2012 [13] as an advancement over the traditional drop-tail algorithm and is a variant
of the RED algorithm. CoDel primarily utilizes packet-sojourn time (or queue delay in
simpler terms) as the primary congestion indicator. Once the queuing delay has exceeded a
certain target for at least a certain interval, a packet is discarded, and the subsequent drop
time is determined by a control law proportional to the square root of the number of drops
since entering the dropping state. Conversely, the queue ceases discarding packets if the
delay falls short of the target.

Several variants of CoDel have been proposed, including FQ-CoDel, which uses
fair queuing to improve flow-level fairness, and PIE-CoDel, which incorporates the PIE
algorithm to improve queue management.

2.1.2. Proportional Integral Controller Enhanced (PIE)

PIE [6] is another well-known AQM similar to RED. During congestion, incoming
packets are dropped randomly according to a drop probability before being placed into
the buffer. PIE determines congestion and drop probability by using the derivative (rate of
change) of queuing latency. To ensure that PIE is “work conversing”, the random drop is
bypassed if the latency samples are less than half the target latency value. After congestion
ends, PIE exponentially decays “drop probability” to prevent the router from dropping too
many packets. PIE also supports explicit congestion notification (ECN) but is optional.

2.1.3. Flow Queue-Controlled Delay (FQ-CoDel)

FQ-CoDel [5] is an active queue management (AQM) algorithm that combines fair
queuing and the CoDel algorithm to mitigate bufferbloat in computer networks. Karlstad
University first proposed it in September 2014 [14].

FQ-CoDel is a hybrid AQM scheme that utilizes multiple queues, each governed by
its instance of CoDel for buffer management. As in a typical CoDel instance for a single
queue, it drops packets when the packet-sojourn time exceeds a specific interval. To ensure
a fair bandwidth among the queues, we employ a flow-queuing algorithm known as deficit
found robin (DDR) with an efficiency of O(1) time complexity. This combination of fair
queuing and CoDel helps to achieve flow-level fairness and reduce bufferbloat, packet loss,
and latency. Another feature of FQ-CoDel is its implementation of two sets of old and new
queues. This provides brief periods of priority to lightweight or short burst flows, helping
deliver low latency.

2.1.4. Flow Queue-Proportional Integral Controller Enhanced (FQ-PIE)

Similar to FQ-CoDel, FQ-PIE [15] combines fair queuing (FQ) and the proportional-
integral (PI) controller, an advanced control theory technique widely used in process control
systems, as explained above. In our experiments, we use FQ-PIE deployed in FreeBSD,
as mentioned in this paper [16]. The goals are similar to FQ-CoDel, where we use a DDR
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scheduler to evenly share bandwidth capacity among competing queues, except each
queue is managed by an instance of PIE, which utilizes a derivative of the queuing delay to
determine congestion and the responses to mitigate it.

FQ-PIE has been observed to outperform other AQM algorithms, including FQ-CoDel,
regarding delay performance and fairness, as shown in this paper [17]. FQ-PIE has also
been shown to be effective in wireless networks, where packet loss and delay are signifi-
cant problems.

2.1.5. Low Latency, Low Loss, and Scalable Throughput (L4S)

The dual-queue coupled AQM [18,19] is a novel AQM scheme that utilizes two virtual
queues, L4S and Classic, to control network traffic and utilizes the PIE controller as its
base [20]. The objective of this AQM is to achieve low latency, low loss, and scalable
throughput (L4S) under a wide range of dynamic network conditions. The congestion
control becomes the primary mechanism that keeps utilization high but low delay in an L4S
service, but it also requires shallow unsmoothed explicit congestion notification (ECN) [17].
ECN [17] is a signal or, to be precise, an ECN field in the IP header with two bits to provide
a congestion indication for any incoming congestion. ECN does not require any smoothing
delay, as additional delay is required to ensure round trip time data on each flow.

2.2. Machine Learning-Based AQM Schemes

In recent years, researchers have proposed several machine learning-based schemes
in active queue management (AQM). Jakub et al. [21] proposed a unique approach using
supervised convolutional neural networks to replicate the behavior of the AQM PI mecha-
nism. However, it is constrained by its dependence on previous training data, limiting its
efficiency in handling unique scenarios.

Researchers started using deep reinforcement learning (RL) to overcome these limita-
tions. RL algorithms can learn through exploration, meaning they do not solely rely on
historical data but actively interact with the environment to discover the optimal action.
This exploratory nature of RL allows it to push the network towards better performance by
continuously analyzing and learning from the outcomes of its actions.

Both papers, Refs. [22,23], propose a DRL-based AQM implementation that optimizes
the maximum dropping probability (max),) of the RED AQM scheme using a Q-learning
algorithm. Liu et al. [23] especially use a traffic predictor with Q-learning to optimize
their drop probability. Though the way they optimize their models and gather data is
quite different, both show promising results, especially in scenarios where the network
behaves erratically.

The paper [24] proposes an AQM algorithm that uses explicit congestion notification
(ECN) to regulate network congestion. They build a congestion predictor using an LSTM-
based ML model and Q-learning to find optimal drop probability.

Similarly, other studies [25-27] all utilize a DRL approach to learn the optimal packet
drop probability based on the observed network state and to regulate the queue length and
congestion level.

We can see the constant rate of improvement and development of technology, espe-
cially with the advent of machine learning, and the performance of AQM can be increased
significantly. The above literature summarizes the latest developments in AQM using
machine learning. We have found out that all these papers primarily implement them
in Linux-based operating systems, and all these papers are based on single queue-based
AQMs, which are not suitable for L4S architecture, whereas our solution entails that we
develop A3C-L4S for the FreeBSD OS. FreeBSD is an essential operating system for several
reasons, including its high reliability, stability, security, and customizability. However, the
main reason is that it is widely utilized in servers and networking devices where stability is
critical. Many major IT-service-providing companies like Apple, Microsoft, and Netflix use
FreeBSD in their production services. These are the few we mentioned among the many
others, as we utilize these services heavily, making it easier to understand their significance.
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3. Research Design and Methodology
We present the research design for our A3C-L4S. We first discuss L4S and then A3C.

3.1. Using DualPi2 as an AQM in FreeBSD-L4S

The coupled dual-queue AQM (or DualPi2) [18,19] operates like a semi-permeable
membrane, effectively maintaining the sub-millisecond average queuing delay characteris-
tics of L4S while isolating it from classic traffic latency by maintaining separate queues for
each type. This configuration ensures that capacity-seeking algorithms achieve approxi-
mately equivalent throughput per flow, regardless of the queue they utilize.

However, unlike single-queue frameworks, DualQ does not require examination of
the transport-layer flow iD nor compromise classic traffic performance, and it requires no
new configuration for public internet deployment [18,19].

Latency is not L4S’s sole focus. The “Low Loss and Scalable” aspect of its name
indicates its other functions. Traditional scalable congestion control algorithms like DCTCP
and Prague encounter compatibility issues with classic congestion controls. Even if they
are sharing an ECN-capable queue, the classic algorithms limit their capacity due to the
aggressive nature of scalable congestion controls. Unlike Diffserv EF, which limits high-
priority traffic to a small percentage of bandwidth capacity to maintain low delay, L4S
leverages ECN and DualQ’s isolating and coupling effect to achieve very low latency while
also achieving zero % loss and retain its ability to scale rapidly without majorly affecting
its throughput.

Rigorous testing has been conducted in residential network setups, varying the base
RTT up to 100 ms and link rates up to 200 Mb/s between the data center and home network
to evaluate the effectiveness of L4S AQMs. The experiments discovered that L4S AQMs
maintained an average queuing delay below 1 ms for each of their packets, with the 99th
percentile delay not exceeding 2 ms. The L4S AQM introduced no packet loss to the
network. The extensive tests are detailed in [18,28].

The comprehensive L4S framework [29] offers more insights on advanced deployment
features like ensuring backward compatibility with scalable congestion controls in network
bottlenecks lacking DualQ coupled AQM implementation. Additional
publications [18,28,30,31] provide more detailed justification through discourse and precise
mathematical formulas, accompanied by empirical performance evaluations.

Modified DualQ Coupled L4S AQM: The coupled AQM mechanism ensures harmo-
nious coexistence by setting the classic drop probability p. proportional to the square of
the coupled L4S probability p.;. Here, p.; influences the immediate L4S drop probability p;,
changing at a similar pace to p.. The square of p.! offsets the square root of p. in the TCP
formula used by classic Reno congestion management. As a consequence of this, the flow
rate of Reno now approximates that of DCTCP. The correlation between the L4S probability,
p_cl, and the classic drop probability, p., needs to be expressed as the following formula:

pe = (pa/k)? )

where k is referred to as the proportionality constant, known as the ‘coupling factor’.

Any DualQ Coupled AQM likely has a general structure similar to Figure 1. The
classifier at the ingress segregates the incoming traffic into two distinct queues: the L4S
and classic queues. Each queue is governed by the probability of marking (or dropping)
packets denoted by p; and pl, respectively.

In managing Reno traffic, which varies the traffic load relative to the square root of
observed drops, research such as [PI2] [30] has shown that employing a linear controller to
regulate load, squaring the resultant output, and using it as the classic drop probability in
traffic compatible with Reno yields favorable results.

For the actual implementation of DualQ L4S, we need to understand the underlying
mathematical formulations for each pair of L4S and classic queues, as shown in Figure 1.
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The implementation requires two phases: (i) phase one produces an internal base probabil-
ity p/, and (ii) in phase 2, we generate p. using Equation (2), where

pe = (') 2

Substituting the value of p. in the equation provided in Equation (1) to Equation (2)
gives

p'=palk. 3)

Now, we can express the Coupled L4S ECN-marking probability as

Pe = k % P/- 4)

Recognizing that the L queue has its own ECN-dropping probability due to its “Native
AQM”, we denote it as p}, calculated based on the current L4S queuing delay. Given that p;
is the ECN-dropping probability applied to the L4S queue, and p,; is the probability under
coupled congestion conditions, the L4S queue should apply p; whenever the L4S queue
grows due to its conditional precedence over the classic queue. However, it should not
drop below p.;. We can define this relation as follows:

pi = max(pj, pa), ()

This has been proven to function really well in actual network traffic.

The transformations applied to p’ in Equations (2) and (3) serve to apply the correlation
described in Equation (1), previously introduced.

The coupling factor, denoted as ‘k” in Equation (1), intricately determines the relation-
ship between congestion probabilities for low latency, low loss, and scalable throughput
(L4S) and classic traffic within network environments. Through its modulation of drop
probabilities, k indirectly influences the adjustments in transmission rates made by the
AQM in response to congestion. Consequently, variations in k directly impact the equilib-
rium ratio between L4S and classic flow rates: higher values of k promote more pronounced
marking of L4S traffic, potentially leading to substantial rate adjustments compared to
classic traffic, while lower values indicate a lesser degree of coupling and closer resem-
blance in marking probabilities between L4S and classic traffic. This parameter offers
network administrators and policymakers a critical tool for fine-tuning traffic proportions,
optimizing network performance, and enhancing overall efficiency by accommodating the
diverse requirements of different traffic types.

In queue prioritization, although the scheduler gives higher precedence to the L queue,
the classic queue still exerts a significant influence. This phenomenon arises because the
‘Base AQM’ aggressively applies congestion signals to L traffic as the C queue expands.
Consequently, as L4S flows adjust their rates in response, they underutilize the allocated
L4S scheduling resources. This behavior creates opportunities for C traffic to be scheduled
within the gaps.

While prioritizing the L queue results in a low queuing delay for L traffic, courtesy
of the coupling mechanism controlling L traffic, it necessitates conditional prioritization
to prevent the C queue from being starved in the short term, giving the means for the C
traffic to assert itself. The introduction of a conditional priority mechanism allows for a
balanced approach, granting small weight or limited waiting time for C traffic, thereby
improving response times for short classic messages like DNS requests and enhancing the
startup performance of classic flows by providing immediate capacity when needed.

We employ the 'flow queueing scheduler’ from FQ-CoDel and FQ-PIE to segregate
network traffic evenly across our three DualPi2 L4S AQMs by utilizing hash functions
computed based on certain network parameters, such as port numbers and the source and
destination IP addresses. This allows us to isolate low-traffic and high-traffic connections.
In upcoming versions, we hope to add the option to change the number of flows or queues
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dynamically. Flow-queuing significantly impacts performance, especially when scaling our

network traffic.
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Figure 1. L4S AQM Architecture.
3.2. Asynchronous Advantage Actor-Critic (A3C) Model

Asynchronous advantage actor-critic (A3C) is a deep reinforcement learning algorithm
introduced by Mnih et al. [32] in 2016. It combines actor-critic and asynchronous methods,
making it highly scalable and efficient in solving large and complex problems.

The A3C algorithm uses multiple parallel agents that interact with the environment
independently and asynchronously. Each agent is a copy of the same neural network
but with different random initial weights. These agents operate in parallel and collect
experiences by interacting with the environment. The experiences are then used to update
the parameters of the global neural network.

The advantage of using A3C in this context lies in its scalability and efficiency. Each
agent operates independently and updates its own copy of the neural network asyn-
chronously without waiting for other agents. This asynchronous update mechanism
enables efficient parallelization, allowing multiple agents to work in parallel and optimize
their AQMs without interfering with each other.

For our research purposes, we hope to employ multi-agents to optimize multiple
routers in our network. A3C allows a central global network to control our routers, en-
suring that our model learning encompasses the whole network and is training only our
central DRL model, thus requiring less computation and resources. The model parame-
ters and weights in the agents are updated from the global network after a certain time
period asynchronously.

3.2.1. Markov Decision Process

The Markov decision process (MDP) formalizes the learning process of the proposed
A3C-L4S. In this framework, the learning process begins with observing the current en-
vironment state s;. An action (a) is then chosen according to the policy 7t(a | s). The
ECN-marking probability of queue is what our A3C model contributes to our AQM al-
gorithms. Therefore, we utilize a continuous action space to represent this, as the action
varies in a certain range from 0 to L4S_MAX_PROB. Executing this action transitions the
environment to a new state s;,7, and the model receives a reward R; where R = RTT. For
further research, we should define a utility function that does not solely prioritize the
queuing delay and focuses on its collective performance, which includes other metrics like
throughput and loss. Depending on the environment and the usage scenario, we will give
higher weightage to certain metrics.

The environment state is characterized by various metrics, all defined in the Table 1.
Some crucial metrics include drop_probability p';, queuing delay gd;, packet drop count
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pdrop;, length of the queue in bytes lenb;, and total transmitted data in bytes fotb; of each
sub-flow. Each sub-flow’s dropping or marking probability sr; represents the actions.
The intelligent agent has three main components:

State : s' = (p}, qdy, pdropy, lenbt, totbt), (6)
Action : a' = p} 7)
Reward : Ry = gdelay; 8)

Table 1. FreeBSD AQM L4S Terminology.

Variable Definition

burst_allowance Maximum allowed burst size of packets before congestion control measures are applied.

drop_prob Probability of dropping a packet when the queue is congested.

current_qdelay Current queue delay, which is the time a packet spends in the queue before being transmitted.

qdelay_old Previous queue delay value used for comparison and calculation in the FQ-PIE algorithm.

accu_prob Accumulated probability value used in FQ-PIE to determine the drop probability for incoming packets.

measurement_start

Start time of the measurement interval for collecting statistics.

tot_pkts Total number of packets observed during the measurement interval.

tot_bytes Total number of bytes observed during the measurement interval.

length Average length (in packets) of the queue during the measurement interval.

len_bytes Average length (in bytes) of the queue during the measurement interval.

drops Number of packets dropped during the measurement interval.

ECN is a packet flag marked with explicit congestion notification (ECN) during the measurement interval.
action Action taken by the A3C algorithm

reward Reward or penalty assigned to a specific action taken by the A3C algorithm.

3.2.2. Actor-Critic Model

The A3C algorithm uses multiple workers or agents to update a shared model asyn-
chronously. In the following Figure 2, we can discern the placement of our A3C agent in
conjunction with our modified L4S algorithm. As observed, we construct an actor and
critic model by representing policy function and Q-network.
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Figure 2. A3C coupled L4S Architecture.

Advantage Function: The advantage function A(s,a) quantifies the relative benefit
of choosing action ‘a” in state ‘s’ compared to the average action in that state. This metric
allows us to evaluate the effectiveness of specific actions within their respective states
by assessing their performance relative to the norm for that context. It is a key compo-
nent in enhancing the decision-making capabilities of actor-critic agents in complex and
dynamic environments.

A(s,a) = Q(s,a) = V(s) ©)

Advantage Function with Returns: Since Q values are unavailable, we estimate the
advantage function by computing the discounted rollout returns. This allows us to infer
the potential value of different actions in various states during training.
A(s,a) = R—V(s) (10)

Returns: The return R is the cumulative discounted reward with 7 exponentially
decreasing the future rewards’ weight and n denoting the number of steps or actions taken:

R=ry+qr,1+ 'y2rn,2 +... (11)

Advantage Estimate: Each worker in the algorithm maintains estimates of the policy
7t(a¢|s¢; 0) and value function V (s; 0, ), utilized in computing the following advantage estimate:

n—=1

A(st,ar) = Z Yrivi + YV (Stan;00) — V(st;00) (12)
i=0

In this equation,

- O represents the parameters of the policy network, which outputs the policy 7(als;0).

- 8, represents the parameters of the value network, which outputs the value function
V(s; 0y)

- The state s; represents the environment at step ¢. It contains all the necessary informa-
tion for the agent to decide that step.

H(m) = =Y m(als)log(m(als)) (13)

Actor Network: The actor network is responsible for choosing actions ‘a” based on the
current environmental state. It receives in the state ‘s’ as input and outputs a probability
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distribution of the feasible actions available in that state. The primary goal of the actor is to
maximize the expected returns, which are represented by the policy loss functions:

Lactor = —log m(als;0) - A(s,a) + pH(7) (14)

In this equation:

e —logr(als;0) represents the probability of choosing action a given state s, as deter-
mined by the actor network with parameters 6 .

e (A(s,a)) denotes the advantage function

e (H(m))is an entropy term that encourages exploration by ensuring the policy does
not become overly deterministic, with () being a hyperparameter that influences the
agent into prioritizing learning policies that consistently favor a specific action over
another with greater probability.

Critic Network: The critic network evaluates the value of the current state, providing a
baseline to assist the actor in determining the quality of actions. It takes the state (s) as input
and outputs a scalar value V(s;w), where (w) represents the critic network’s parameters.
The critic’s objective is to minimize the mean squared error between the estimated value
function (V(s;w)) and the actual discounted return ‘R’ observed during training.

The formula for the critic loss function L_critic is:

Leritic = (R = V(s;w))? (15)

where R is the cumulative discounted return, and V(s;w) is the estimated value function
for state (s) with parameters (w).

Neural Layer Structure of Actor and Critic Model This section presents the neural
network architectures for the actor and critic models utilized by our A3C model. Each
neural network is implemented using an input layer, multiple hidden layers, and out-
put layers.

In this section, we define the action network (actor) and the critic network as neural
networks (NNs), integral components of our reinforcement learning model. Each network
is designed with specific layers and sizes tailored to their respective roles within the model.

Actor Network: The neural network layer structure of the Action Network model:

The actor network’s architecture, as shown in Algorithm 1, consists of one input, two
hidden, and two output layers. The input layer has twelve neurons and accepts the state
representation of the environment. The hidden layers consist of two dense layers, each
with 32 neurons and ReLU activation functions. This layer is responsible for the model’s
ability to learn the input state’s complexities. The two output layers then compute two
outputs—mean output (mu) and standard deviation (std), respectively.

Algorithm 1: Actor Neural Network Architecture

state_input = Input((self.state_dim,))

dense_1 = Dense(32, activation=’relu’) (state_input)

dense_2 = Dense(32, activation=’relu’) (dense_1)

out_mu = Dense(self.action_dim, activation=’tanh’) (dense_2)
mu_output = Lambda(lambda x: x * self.action_bound) (out_mu)
std_output = Dense(self.action_dim, activation=’softplus’) (dense_2)
return tf.keras.models.Model(state_input, [mu_output, std_output])

Critic Network:

The neural network layer structure of the critic model is as follows:

The critic network’s architecture, as shown in Algorithm 2, consists of one input layer,
two hidden layers, and one output layer. Like the actor network, the input layer has
12 neurons that accept the state representation. The next three layers are the hidden layers.
The first two are dense layers, each consisting of 32 neurons and a Relu activation function,
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followed by a third layer with 16 neurons and a Relu activation function. The final output
layer is a dense layer with a single neuron and a linear activation function, which outputs
the given state’s estimated value, which is crucial in calculating the advantage estimates to
train our actor network.

Algorithm 2: Critic Neural Network Architecture

Input ((self.state_dim,)),

Dense (32, activation=’relu’),
Dense (32, activation=’relu’),
Dense (16, activation=’relu’),
Dense(1, activation=’linear’)

Simultaneous Update and Asynchronous Training: During training, the actor and
critic networks are updated simultaneously using the gradients of their respective loss
functions with respect to their parameters 6 and 6,.

The updates are performed asynchronously across multiple agents, independently
interacting with the environment and collecting experiences. This asynchronous training
mechanism significantly enhances sample efficiency and reduces the variance of the gra-
dients, leading to more stable and efficient learning. The formulas are adapted from a
Stanford University paper [33].

3.2.3. Training the Asynchronous Advantage Actor-Critic (A3C) model

In this section, we provide a concise overview of the training procedure for A3C-L4S.

Algorithm 3 outlines the pseudo-code of the A3C model training process in a con-
tinuous action observation space. The model goes through a total of 100 episodes during
the entire training phase. Every episode commences by resetting the environment and
the training session with a fresh random data point. Every episode teaches the model to
learn the relationship between action, states and reward. Every episode executes 100 ac-
tions to enhance the overall episode reward or to minimize the queuing delay throughout
the entire episode. Our model is trained using network environment data collected over
long testing periods in our existing artifact. During deployment, the local model or agent
that governs each AQM instance asynchronously updates its parameters using the model
weights provided by the global network after a certain time interval. Due to exchanging
information from kernel space to user space, the delay is introduced, which is typically
under one millisecond but may vary depending on system configuration and workload.

3.2.4. Data Preparation

Table 1 displays all the metric data obtained from the kernel along with their descrip-
tion. Custom logging functions were used within the kernel to accurately capture data for
analysis, offline data cleaning, and preparation for A3C’s environment. The collected data
were then normalized to values between 0 and 1 to make training easier, with minimum
and maximum values set accordingly. The data we collect from the kernel has no bound-
aries and may have drastic variations. Therefore, implementing normalization enables
us to reduce substantial errors and fluctuations. This allows for the model to achieve
better stability.

4. Implementation and Benchmarking of L4S in FreeBSD

In this section, we explain how we incorporated the low latency, low loss, and scalable
throughput (L4S) algorithm into the FreeBSD operating system.

In this paper [16], the authors have implemented CoDel, FQ-CoDel, PIE and FQ-PIE in
FreeBSD successfully. FQ-PIE combines both flow-queuing (FQ) and proportional-integral
controller enhanced (PIE). We use the already existing FQ-PIE algorithm as the base for
our L4S AQM scheme. L4S works by filtering ECN and non-ECN into separate queues
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Algorithm 3: A3C Pseudocode

1: Set discount factor gamma y = 0.99.

2: Set the global update interval f,155 update_interval = 9.

3: Set the actor learning rate a,cior = 0.0005.

4: Set the critic learning rate acyjtic = 0.001.

5. Set the entropy regularization term = 0.01.

6: Initialize global shared parameter vectors 6 and 6, and a global shared counter T = 0.
7: Initialize thread-specific parameter vectors 6’ and 6),.

8: Initialize the thread step counter t <— 1.

9: repeat
10: Reset gradients: d6 and d6, to zero.
11: Synchronize thread-specific parameters: 6’ < 6 and 6/, < 6,.
12: Set tstart = .
13: Retrieve current state s;.
14: repeat
15: Select action a; based on policy 7t(a;|st; 6”).
16: Retrieve reward r; and observe new state s;1.

17: Increment counters: t <—t+1and T < T + 1.
18: until terminal state s Or f — fstart = fargs_update_interval
19: forifromt — 1 down to tstart do
20: Update accumulated rewardR recursively: R < r; + yR.
21: Accumulate gradients w.r.t. 0': df < df + Vg log 7t(a;|s;;0") (R — V (s;;6))).
22: Accumulate gradients w.r.t. 0,: 40, < df, + M%(W.
23: end for ’
24:  Update weights of policy and value function asynchronously: 6 < 6 + d6 and
Oy 0y +dby.

25: until T > Tax

and couples their drop probabilities to ensure L4S packets are given the right proportion of
priority when sending packets while not ignoring classic packets.
There are four steps to the process:

¢  Limiting the number of flows or queues to the required amount
*  Enqueuing and filtering packets based on their ECN flag
e Coupling the probabilities of the L4S and classic queues

4.1. Step 1: Limiting the Number of Flows or Queues to the Required Amount

For an L4S algorithm, one needs a minimum of two queues: one L4S and the other a
classic queue, which, in our case, is a classic PIE queue. Our proposed solution is designed
with flexibility in mind. We utilize a total of six queues, three of which are L4S queues,
and the other three are classic queues. This number can always be increased, but for our
testing purposes, we believe that testing our modified algorithm with three pairs of L4S
and classic queues is the ideal starting point. This setup should be easily scalable when
testing it in a larger environment, giving us the freedom to adapt as needed.

The function named [4s_config in Algorithm 4 receives L4S parameters from the user
or terminal and assigns them to the corresponding local variables. However, we specifically
assert it to use our default flow size parameter. This means that we do not need to
specifically add another argument when we change the AQM algorithm in FreeBSD, and it
will automatically create six queues.
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Algorithm 4: Assert code to use default queue size

static int
14s_config(struct dn_schk *_schk)

{...
struct dn_sch_l4s_parms *fqp_cfg;
/* L4S configurations */
if (1)
fqp_cfg->flows_cnt = 14s_sysctl.flows_cnt;
}

4.2. Step 2: Enqueuing and Filtering Packets Based on Their ECN Flag

In this step, we must filter the packets into ECN-capable transport and non-ECN
marked packets; these are codepoints of the ECN field. ECT-capable packets are given
higher priority when enqueuing, meaning when there is congestion, L4S packets are given
more priority, and the classic packets are dropped more relative to L4S packets, decreasing
the latency for L4S packets. This is why we need to be able to differentiate the packets, as
they might have different purposes. Packets related to a certain service, like live streaming
and video calls, are latency-sensitive and thus would be marked with the (ip->ip_tos &
IPTOS_ECN_MASK) ! = 0, meaning it would be 01, 10 or 11 bits.

Algorithm 5 demonstrates the high-level details of implementing packet enqueuing
into the queues. The algorithm is designed for packet filtering and enqueuing, which
involves classifying packets and then enqueuing them into the appropriate queue based on
certain criteria.

Algorithm 5: Packet Enqueuing in Queues

/*
* Enqueue a packet into either L4S or Classic queues according to its ECN flag
*/
static int
14s_enqueue(struct dn_sch_inst *_si, struct dn_queue *_q,
struct mbuf *m)

/* classify a packet to queue number, which is half of the total queue sizex*/
idx = 14s_classify_flow(m, param->flows_cnt/2, si);

struct ip *ip;
ip = (struct ip *)mtodo(m, dn_tag_get(m)->iphdr_off);
/* If the queue number is 0-2 given by Jenkin Hash and if ECN is enabled,
* we will put the packet in the later half of the queue buffer meant for
* L4S */
if (ip->ip_tos & IPTOS_ECN_MASK) != 0)
idx=idx+(int) (param->flows_cnt / 2);
drop = pie_enqueue (&flows[idx], m, si);

Classify a Packet to Queue Number:
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idx = 1l4s_classify_flow(m, param->flows_cnt / 2, si);

e 14s_classify_flow(m, param->flows_cnt / 2, si) isa function that classifies the
packet m into a queue number using The Jenkins hash algorithm.

* param->flows_cnt / 2isused as an argument to split the classification into L4S and
native PIE queues.

e  siisan additional parameter passed to the classification function.

Extract IP Header

struct ip *ip;
ip = (struct ip *)mtodo(m, dn_tag_get(m)->iphdr_off);

® struct ip *ip; declares a pointer to an IP header structure.
e ip = (struct ip *)mtodo(m, dn_tag_get(m)->iphdr_off) ; extracts the IP header
from the packet m using the offset provided by dn_tag_get (m) ->iphdr_off.

Check ECN Field in IP Header

if ((ip—>ip_tos & IPTOS_ECN_MASK) == IPTOS_ECN_ECT1)
idx = idx + (int) (param->flows_cnt / 2);

e if ((ip->ip_tos & IPTOS_ECN_MASK) == IPTOS_ECN_ECT1) checks the explicit con-
gestion notification (ECN) field in the IP header’s type of service (ToS) field.

e  IPTOS_ECN_MASK is a mask to isolate the ECN bits.

e  Ifthe ECN field is not zero, the queue index idx is adjusted by adding half of the total
flow count (param->flows_cnt / 2). This effectively classifies the packet into L4S
queues based on its ECN status.

Enqueue the Packet
drop = pie_enqueue(&flows[idx], m, si);

e drop = pie_enqueue(&flows[idx], m, si); enqueues the packet m into the queue
indexed by idx in the flows array using the pie_enqueue function.

e  &flows[idx] is a pointer to the specific queue.

e  siis likely additional context or parameters needed for the enqueue operation.

¢ The result of the enqueue operation (whether the packet was dropped or successfully
enqueued) is stored in the variable drop.

The [4s_classify_flow method uses a Jenkins hash function and uses the network con-
figuration settings like the source and destination IP address and ports as parameters. The
Jenkins hash algorithm utilizes a combination of bitwise operations and multiplication with
prime numbers to generate the hash value. It is commonly used in software applications
for tasks such as hash table lookups, checksum generation, and data indexing.

4.3. Step 3: Coupling the Probabilities of the L4S and Classic Queues

In this section, we describe the process of coupling the drop probabilities for the low
latency, low loss, and scalable throughput (L4S) and classic queues. The following code
snippet initializes variables to store the base drop probabilities of each flow:

Algorithm 6 initialized the variables to store the drop probabilities—(P’) and (P)
represent the base drop probabilities from the individual queues. These variables are used
to calculate the coupled drop probabilities, as shown in the following algorithm.
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Algorithm 6: Initializing variables for drop probabilities

uint32_t drop_prob_Pdash_flow_0;
uint32_t drop_prob_Pdash_flow_1;
uint32_t drop_prob_Pdash_flow_2;
uint32_t drop_prob_Pl_flow_3;
uint32_t drop_prob_Pl_flow_4;
uint32_t drop_prob_Pl_flow_5;

uint32_t P_Cmax;

At the start of the code implementation in Algorithm 7, we compute P¢ by utilizing
Formula (2):
Pc = (P')? (16)

Afterwards, we determine P¢;, utilizing previously defined Formula (3):
Pep =k-P' 17)

We then apply the max function on Py and P; to compute P;, as defined before in
Equation (5):
Py = max(P}, Pcr) (18)

We have a fixed ‘coupling factor’ that is pre-established. To determine a better ‘k’, it
is better to understand the scenario where the algorithms are being used and either use
a gradient optimization or manually test it with varying values of the ‘coupling factor’.
However, it is best to determine dynamically.
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Algorithm 7: Calculate the drop probabilities based on their queue type

N

/*

* Enqueue a packet in queue g, subject to space and L4S queue management policy
* We will calculate its drop probability depending on its queue or flow index

* Update stats for the queue and the scheduler.

* Return O on success, 1 on drop.

*/

static int

pie_enqueue(struct 14s_flow *q, struct mbuf* m, struct 1l4s_si *si)

int coupling_factor=2;

int64_t prob;

uint32_t drop_prob_PCl_flow_3;
uint32_t drop_prob_PCl_flow_4;
uint32_t drop_prob_PCl_flow_5;

if (q->flow_index==0 || gq->flow_index==1 || gq->flow_index==2 )
prob=(pst->drop_prob*pst->drop_prob) /PIE_MAX_PROB;

if (q->flow_index==3)
{
drop_prob_PCl_flow_3=drop_prob_Pdash_flow_O*coupling_factor;
if (drop_prob_Pl_flow_3<drop_prob_PCl_flow_3)
prob=drop_prob_PCl_flow_3;
else
prob=drop_prob_Pl_flow_3;

if (q->flow_index==4)
{
drop_prob_PCl_flow_4=drop_prob_Pdash_flow_1*coupling_factor;
if (drop_prob_Pl_flow_4<drop_prob_PCl_flow_4)
prob=drop_prob_PCl_flow_4;
else
prob=drop_prob_Pl_flow_4;
}
if (g->flow_index==5)
{
drop_prob_PCl_flow_b=drop_prob_Pdash_flow_2*coupling_factor;
if(drop_prob_Pl_flow_5<drop_prob_PCl_flow_5)
prob=drop_prob_PCl_flow_5;
else
prob=drop_prob_Pl_flow_5;

if (prob < 0)
prob = 0;

else if(prob > PIE_MAX_PROB)
prob = PIE_MAX_PROB;
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4.4. Step 4: Kernel Integration of L4S-Based AQM

To integrate our L4S AQM as a separate AQM scheduler within the ipfw module,
we needed to propagate the changes throughout the FreeBSD system. This involved
modifying the administrative utilities of the kernel to accommodate the new L4S algorithm
and its distinct parameters. The process required a complete rebuild of the system using
buildworld. Here is a succinct description of the steps we have undertaken:

Modification of the ipfw Module

e Implemented the L4S AQM scheduler within the ipfw module source code.
¢ Ensured that all necessary parameters and functionalities specific to the L4S algorithm
were defined.

Propagation of Changes

e  Updated the relevant system files to reflect the addition of the new AQM scheduler.
¢  Made necessary adjustments to ensure compatibility and proper integration within
the FreeBSD kernel.

Rebuilding the System

e  Executed the buildworld process to rebuild the FreeBSD world, incorporating the
new AQM scheduler.

e This step recompiled all userland programs and utilities, ensuring they recognized
and could utilize the new AQM parameters.

¢  Followed the buildkernel process to compile the updated kernel with the newly
integrated L4S AQM.
e Installed the rebuilt kernel and rebooted the system to apply the changes.

With these steps, we successfully integrated our L4S-based AQM into the FreeBSD
kernel, ensuring that all administrative utilities were updated to accept and manage the
new algorithm parameters.

5. Experimental Evaluation

In this section, we conduct a comprehensive evaluation of our L4S mechanism against
various other competing AQM solutions. Furthermore, we analyze A3C-L4S, discussing its
promise as a significant avenue for future research endeavors.

5.1. Evaluation and Benchmarking of AQM Algorithms

In our evaluations, we compare our L4S algorithm with other AQM congestion control
algorithms implemented in the FreeBSD kernel, specifically CoDel, PIE, FQ-CoDel, FQ-PIE,
and L4S.

Our experimental testbed is based on virtual machines operating within VirtualBox.
The testbed features a client and a server connected via a single router, thus simulating a
single-path network, as depicted in Figure 3. Multiple TCP streams were deployed at the
router to simulate real-world network congestion.

To evaluate the algorithms’ performance across different network conditions, we
conducted tests in both high-bandwidth and low-bandwidth environments, specifically
at 10 Mbps and 1 Mbps. This comprehensive approach ensures that our L4S algorithm is
robust and effective across various operational scenarios.
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Figure 3. Network topology utilized for evaluating AQM algorithms.

Congestion window size and smoothed RTT data were recorded using the ‘Statistical
Information For TCP Research (SIFTR)’ [34] kernel module. The “siftr’ (https://man.freebsd.
org/cgi/man.cgi?query=siftr&apropos=0&sektion=4&manpath=FreeBSD+13.1-RELEASE+
and+Ports&arch=default&format=html accessed on 18 July 2024) tool rests between the
IPv4 and TCP/IP layers and intercepts the TCP packets as they traverse the network
stack within the kernel. On interception, it generates a log file containing highly granular
measurements of each packet in the TCP session. The filename for the logfile can be con-
figured using the ‘net.inet.siftrlogfile’ variable through the ‘sysctl” interface. Additionally,
the recording session can be initiated or terminated by setting the net.inet.siftr.enabled’
variable to 0 or 1.

The log file records the congestion window size in bytes, and the smoothed RTT in
units of TCP_RTT_SCALE * HZ, where TCP_RTT_SCALE is defined in tcp_var.h and HZ
is the kernel’s tick timer. To acquire the smoothed RTT in seconds, dividing the recorded
value by (TCP_RTT_SCALE * HZ ) is necessary.

To expedite the ‘throughput’ measuring process, we employ the ‘tcpdump’ [35] utility
to capture packet data and save it as a “.pcap’ file. This file is then analyzed using the
‘dpkt” python library [36] to filter for TCP packets heading to a specific port connected to
its respective TCP stream. The results are then immediately visualized using the ‘'matplotib’
library. Readers familiar with ‘Wireshark’ [37] can replicate these throughput graphs by
selecting throughput in the TCP stream graphs section under the statistics tab, using the pcap
files in the referenced repository.

NewReno TCP congestion control: Our experiments utilize NewReno as the primary
TCP congestion control mechanism. NewReno, implemented in FreeBSD, commences
with the slow-start phase, starting with a conservative congestion window (cwnd) size of
several segments, exponentially scaling until it detects potential congestion, after which
it transitions into the congestion avoidance phase, where it increases the cwnd linearly.
Suppose the congestion control mechanism detects any packet loss, in that case, it enters into
fast recovery mode, where it decreases its cwnd size by half and prioritizes retransmitting
lost packets till it receives an acknowledgment for retransmitted packets. Subsequently,
it transitions back into the congestion avoidance phase and repeats the process when it
encounters packet loss or after an idle timeout; it enters the slow-start phase again to probe
the optimal cwnd size.

In the following Figure 2, we observe the total data transferred for each case in our
experiment. Our results show that the total data transferred throughout the experiment
are slightly higher when ECN is enabled, except for FQ-CoDel. This is because ECN
notification helps NewReno detect congestion earlier, and it decreases the cwnd threshold
to the cwnd value when it detects early congestion, ensuring an optimal threshold. First,
we must recognize that these are the total data transferred, including retransmissions, and
when we encounter higher retransmission, we observe higher RTT.

209



Future Internet 2024, 16, 265

Table 2. Total data transferred (including retransmissions) in the experiment.

AQM Algorithm (Mbytes)-NoECN [
CoDel Scenario 10 Mbps 46.574638 41.101404
CoDel Scenario 1 Mbps 4938126 4.523826
PIE Scenario 10 Mbps 50.339712 45.790667
PIE Scenario 1 Mbps 4976113 6.371356
FQ-CoDel Scenario 10 Mbps 38.928913 53.030176
FQ-CoDel Scenario 1 Mbps 5.245358 5.571887
FQ-PIE Scenario 10 Mbps 47.984545 48.413749
FQ-PIE Scenario 1 Mbps 5.389362 5.438388
L4S Scenario 10 Mbps 48.196893 48.748529
L4S Scenario 1 Mbps 5.676679 5.159440

5.1.1. CoDel

In experiments (4)—(7), multiple instances of iperf3 were deployed under FreeBSD to
generate four TCP NewReno streams with staggered start and end times (starting at t = 0,
10, 20, 30 s, and each flow lasting for 60 s). The bandwidth was set to 10 Mbps or 1 Mbps,
and the delay was set to 20 ms. The internal parameters of CoDel were configured with a
target of 5 ms and an interval of 100 ms, tested both with ECN enabled and disabled.

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms): We evaluated the performance
of CoDel in two cases: (i) Case 1 is with enabled ECN; the results are shown in Figure 4,
and (ii) Case 2: ECN is disabled, and the results are in Figure 5.

When ECN is disabled, an evident spike in RTT occurs at the initiation of each TCP
stream, indicating the slow-start phase of NewReno, as depicted in Figures 4c and 5c. The
CoDel always uses ECN-marking when ECN is enabled and never drops packets in case
of extreme delays, unlike in the PIE algorithm, which drops packets if marking packets
does not decrease RTT. During congestion, the NewReno algorithm reduces its cwnd more
conservatively under ECN-enabled conditions, resulting in a higher maximum cwnd size
and more stability, albeit with sub-optimal cwnd sizes. CoDel sets the ECN flag in the packet
header to CE to indicate congestion and does not drop packets, unlike PIE-based AQM:s.
Furthermore, in the absence of ECN, cwnd undergoes rapid adjustments, as depicted in
Figures 4b and 5b. This conservative approach also results in higher RTT but lower total
throughput when ECN is enabled compared to its absence, as depicted in Figure 4 and in
Table 2.
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Figure 4. Case 1: CoDel (ECN enabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.
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Figure 5. Case 2: CoDel (ECN disabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.

Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms): We evaluated the performance
of CoDel in two cases: (i) Case 1 is with enabled ECN; the results are shown in Figure 6,
and (ii) Case 2: ECN is disabled, and the results are in Figure 7. The conservative ap-
proach of CoDel in adjusting cwnd sizes when ECN is enabled results in more stable,
low but unfair cwnd sizes when compared across multiple TCP connections, as depicted
in Figures 6b and 7b. This conservative approach appears to have influenced RTT no-
ticeably. Specifically, RTT shows fewer variations but is consistently higher than when
ECN is disabled. Similarly, cwnd has influenced throughput to have a higher maximum
throughput but unfair bandwidth sharing across multiple TCP connections, as depicted in
Figures 6a and 7a.
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Figure 6. Case 1: CoDel (ECN enabled)—Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (c) Smoothed TCP RTT.
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Figure 7. Case 2: CoDel (ECN disabled)—Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.

5.1.2. PIE

In experiments (8)—(11), the internal parameters of PIE were configured with
target = 15 ms, tupdate = 15 ms, alpha = 0.125, beta = 1.25, max-burst = 150 ms, and
max-ecnth = 0.1.

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms): We evaluated the performance
of PIE in two cases: (i) Case 1 is with enabled ECN; the results are shown in Figure 8, and
(ii) Case 2: ECN is disabled, and the results are in Figure 9.

The PIE algorithm drops packets instead of merely marking them when the drop-
probability exceeds the configurable parameter ‘max_ecnth’. This behavior ensures that the
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congestion control optimally sets cwnd sizes leveraging its high variability characteristics
in both cases whether ECN is enabled or disabled, as illustrated in Figures 8b and 9b.

This behavior ensures consistent throughput and RTT values across multiple TCP
connections, regardless of enabling ECN or not. It results in low RTTs and stable bandwidth
sharing, as depicted in Figures 8c, 9c and 8a, 9a, respectively.
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Figure 8. Case 1: PIE (ECN enabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
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Figure 9. Case 2: PIE (ECN disabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.

Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms): We evaluated the performance of
PIE in two cases: (i) Case 1 is with enabled ECN; the results are shown in Figure 10, and
(ii) Case 2: ECN is disabled, and the results are in Figure 11. The PIE algorithm exhibits
consistent behavior in low-bandwidth environments, in high-bandwidth environments
characterized by low RTTs, high variations in cwnd in its search for optimal cwnd values,
and optimal throughput, albeit only when ECN is disabled. Notably, with ECN enabled,
significant unfairness across TCP connections is observed across all metrics, alongside

high RTTs.
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Figure 10. Case 1: PIE (ECN enabled)—Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (c) Smoothed TCP RTT.
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Figure 11. Case 2: PIE (ECN disabled)—Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.

5.1.3. FQ-CoDel

For our experiments (12)—(15), the internal parameters of FQ-CoDel were configured
with target = 5 ms, interval = 100 ms, quantum = 1514 bytes, limit = 10,240 packets, and
flows = 1024 queues, tested with both ECN enabled and disabled.

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms) : We evaluated the performance
of FQ-CoDel in two cases: Case 1 with enabled ECN and Case 2 with disabled ECN for
comparison. Figures 12 and 13 present the results for the two cases, respectively.

FQ-CoDel shows significant fairness in throughput across connections regardless of
ECN, as shown in the throughput Figure 12a where ECN is enabled and Figure 13a where
ECN is disabled. FQ-CoDel shows higher maximum cwnd values and high unfairness,
prioritizing more recent TCP connections when ECN is enabled, illustrated in Figure 12b.
Unlike when ECN is disabled, Figure 13b displays a sawtooth pattern indicating the
transition from congestion avoidance to fast-retransmit during packet loss and return to
the congestion avoidance phase.

When ECN is enabled, FQ-CoDel shows very high RTT due to higher retransmissions,
as it does not drop packets and only uses ECN notification to indicate congestion, unlike
PIE, FQ-PIE, and L4S, as illustrated in Figure 12¢c. This results in high data transfer, as
shown in Table 2, as retransmission is counted as part of the data transfer metric. In contrast,
FQ-CoDel shows admirably low RTT when ECN is disabled, indicating that dropping
packets is advisable during high congestion, similar to PIE-based algorithms. In future
evaluations, it is better advised to transfer video files and other types of data transmission
and analyze packet loss and retransmissions.
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Figure 12. Case 1: FQ-CoDel (ECN enabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.
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Figure 13. Case 2: FQ-CoDel (ECN disabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.

Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms): We evaluated the performance
of FQ-CoDel in two cases, Case 1 with ECN enabled and Case 2 with ECN disabled, for
comparison. Figures 14 and 15 present the results for the two cases, respectively. FQ-
CoDel shows similar fairness in throughput regardless of ECN, even though it shows high
variation in throughput in Figure 14a when ECN is enabled. FQ-CoDel shows similar cwnd
values to Scenario 1, except it shows higher variations in cwnd when ECN is disabled, as
depicted in Figure 15b, indicating high packet loss. When ECN is disabled, FQ-CoDel
drops packets during congestion, thus ensuring RTT is low for all successfully transferred
packets, as illustrated in Figure 15c.
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Figure 14. Case 1: FQ-CoDel (ECN enabled)—Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.
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Figure 15. Case 2: FQ-CoDel (ECN disabled)—Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (c) Smoothed TCP RTT.

5.1.4. FQ-PIE

In experiments (16)—(19), The internal parameters of FQ-PIE were configured with
target = 15 ms, tupdate = 15 ms, alpha = 0.125, beta = 1.25, max-burst = 150 ms,
max-ecnth = 0.1, quantum = 1514 bytes, limit = 10,240 packets, and flows = 6 queues.

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms): We evaluated the performance
of FQ-PIE in two cases: (i) Case 1 is with enabled ECN; the results are shown in Figure 16,
and (ii) Case 2: ECN is disabled, and the results are in Figure 17.

Similarly to PIE, The FQ-PIE algorithm drops packets instead of merely marking them
when the drop probability exceeds the configurable parameter ‘max_ecnth’. This behavior
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ensures that the congestion control optimally sets cwnd sizes, leveraging its high variability
characteristics whether ECN is enabled or disabled, as illustrated in Figures 16b and 17b.
This conservative behavior results in near consistent throughput and RTT values across
multiple TCP connections, regardless of enabling ECN, though only after it starts dropping
packets in the case of ECN, causing a slight delay in its reduction of cwnd to optimal levels.
It results in low RTTs and stable bandwidth sharing, as depicted in Figures 8c, 9c and 8a, 9a,
respectively. Upon closer examination, Figure 16c shows higher RTT when ECN is enabled,
as illustrated. Subsequently, Figure 16a illustrates a higher throughput and more unfairness
when compared to its counterpart in Figure 17a. This outcome stems from NewReno’s con-
servative approach in reducing its cwnd size when ECN is enabled. In contrast, NewReno
instantly halves its cwnd upon detecting packet loss and then enters fast-recovery mode.
In Figure 16c, we see a bit more instability than in Figure 17c.
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Figure 16. Case 1: FQ-PIE (ECN enabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
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Figure 17. Case 2: FQ-PIE (ECN disabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.

Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms): We evaluated the performance
of FQ-PIE in two cases, Case 1 with ECN enabled and Case 2 with ECN disabled, for
comparison. Figures 18 and 19 present the results for the two cases.

The FQ-PIE algorithm exhibits consistent behavior in low-bandwidth environments as
in high-bandwidth environments, characterized by slight unfairness and slightly elevated
RTTs, especially when ECN is enabled.

Compared to the high-bandwidth environment in scenario 1, scenario 2 demonstrates
notably more exaggerated RTT, particularly in TCP connection 2. This increase in RTT
directly results from lower available bandwidth and increased waiting time due to conges-
tion and packet loss. The resulting diminished performance of throughput and cwnd due
to lower bandwidth is as expected in such scenarios.
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(a) Throughput; (b) Congestion Window; (c) Smoothed TCP RTT.

5.1.5. L4S

In experiments (20)-(23), the internal parameters of L4S were configured with target = 15 ms,
tupdate = 15 ms, alpha = 0.125, beta = 1.25, max-burst = 150 ms, max-ecnth = 0.1,
quantum = 1514 bytes, limit = 10,240 packets, and flows = 6 queues.

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms): We employed two cases: (i) Case
1 is with enabled ECN; the results are shown in Figure 20, and (ii) Case 2: ECN is disabled,
and the results are in Figure 21.

L4S is based on FQ-PIE, so it behaves quite similarly, dropping packets instead of
marking them when they exceed the ECN threshold. Upon receiving duplicate ACKS, the
NewReno algorithm transitions from the slow-start phase to the congestion avoidance
phase. Upon discovering retransmission timeout due to packet loss or high packet delay, it
sets cwnd to the maximum segment size of a TCP(MSS), and the "ssh_thrsh’is halved and
then enters the congestion avoidance phase. In the case of ECN, it sets the cwnd threshold
to the current cwnd and enters the congestion avoidance phase. We can see this process in
Figure 20b, and in Figure 21b, we can observe L4S going into fast-recovery and then into
congestion avoidance immediately.

L4S segregates incoming packets into separate L4S and classic queues, prioritizing
L4S packets, so we observe a noticeably reduced overall RTT when ECN is enabled, as
depicted in Figure 20c, compared to in Figure 21c where ECN is disabled. If ECN is enabled,
all data-carrying packets in a TCP transmission are marked with ECN capability. Still,
other packets, like acknowledgment (ACK) packets sent by the server, do not have ECN
enabled in their packet header and are thus segregated into separate classic queues. Its
prioritization scheme allows for more buffer capacity and prioritization for L4S packets.
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Figure 20. Case 1: L4S (ECN enabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.
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Figure 21. Case 2: L4S (ECN disabled)—Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (¢) Smoothed TCP RTT.

Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms): We evaluated the performance of
L4S in two cases: Case 1 with enabled ECN and Case 2 with disabled ECN for comparison.
Figures 22 and 23 present the results for the two cases.

Similarly to FQ-PIE, L4S exhibits consistent behavior in both low- and high-bandwidth
environments. In a low-bandwidth environment, reduced bandwidth capacity induces
greater cwnd fluctuation due to higher packet loss, as illustrated in Figures 22b and 23b.
This higher cwnd variation adversely affects throughput and RTT, inducing elevated levels
of unfairness when bandwidth is low compared to when bandwidth is high, as depicted in
Figures 22¢ and 23c.

L4S in low-bandwidth environment demonstrates notably more exaggerated RTT
when ECN is disabled. This increase in RTT is a direct consequence of lower available
bandwidth, resulting in diminished throughput and performance of cwnd due to higher
packet loss and congestion.
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Figure 22. Case 1: L4S (ECN enabled)—Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a) Throughput; (b) Congestion Window; (c) Smoothed TCP RTT.
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5.2. A3C-L4S Evaluation

We have established an additional test environment using virtual machines specifically
for evaluating A3C-L4S. Figure 24 shows this setup, which now includes two routers
instead of one. This network configuration involves a source host, destination host, and
two intermediary routers.
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Figure 24. Network topology utilized for data collection for A3C-L4S model.

To gather more data, we have two iperf3 experiments going on simultaneously in each
path in different directions. We now have four different data streams from which we collect
data to feed our A3C model.

We utilize the normalized L4S data from the kernel logs generated from experimenta-
tion and testing to pass into the DDPG agent’s observation space for training. Our A3C
model runs the training session for a certain number of steps. Each episode resets and
starts from a new data point. We trained our A3C model for 100 episodes. We plot the
average reward in each episode against the episode index to observe how the rate and
utility improve over each training session as the A3C learns more.

5.2.1. Convergence of A3C Model

We can see in Figure 25 the convergence of the A3C model. The figure plots the average
epoch or episode reward against the epoch index. The average reward gradually increases,
quietly approaching the limit, demonstrating A3C’s ability to minimize queue delay for
each agent. We can improve A3C with more training time and with more data. Especially
in online learning, the A3C model can extract higher performance out of the environment.
The A3C model is computationally more expensive and time-consuming than other models.
We might want to train our data on a much bigger dataset and for longer.
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Figure 25. Evolution of the average reward (R;) of the trained A3C model over the entire fifty epochs.

PIE-based AQM algorithms like our modified L4S AQM recalculate its ECN marking
probability at regular time intervals (fupdate), which is set to 15 ms by default unless
explicitly configured differently. Likewise, periodically, after a certain number of actions
or steps (controlled by args_update_interval), each worker thread transmits its gradients
to the global network, thereby determining the frequency of global network parameter
updates. This dual strategy allows for adaptive control over the stability and convergence
of the A3C algorithm, balancing computational efficiency with performance optimization.
In highly dynamic and unstable network environments, increasing the update frequency
for both A3C and L4S proves beneficial in improving the stability and learning efficacy
of the A3C algorithm. Future refinements based on comprehensive testing across diverse
scenarios, including mobile networks and IoT environments, may involve optimizing
these intervals to update global network parameters more frequently and recalculate
ECN-marking probabilities.

We can also see the reward data for each worker agent and the global network. Each
agent’s reward increases steadily and shows no adverse performance issues. It also does
not seem to have hit a constant reward yet, so we might need to run the model for longer.
This graph tells us our A3C model is feasible, and we can start with it and fine-tune it with
more training.

5.2.2. Comparing Predicted QDelay vs. Actual QDelay

We can see how A3C affects the network’s performance, mainly focusing on queue
delay in the following Figure 26 graphs. The predicted queue delay is already very low
after training and keeps decreasing until it hits a specific limit, beyond which it cannot
improve its performance without more data. All the agents perform similarly because
we work in a virtual environment with no other traffic in addition to our experiments.
We have also set the same bandwidth, delay, loss, and different configurations on both
routers. We might also want to introduce irregular traffic differences between the end hosts
in each path.
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Figure 26. Predicted queue delay vs. actual queue delay for all workers during packet transmis-
sion. (a) Predicted QDelay vs. Actual QDelay—Agent Worker 1; (b) Predicted QDelay vs. Actual
QDelay—Agent Worker 2; (c) Predicted QDelay vs. Actual Qdelay—Agent Worker 3; (d) Predicted

QDelay vs. Actual Qdelay—Agent Worker 4.

5.2.3. Comparing Predicted QDelay vs. Actual QDelay with Varying Reward Scaling Factor

The following Figure 27 illustrates the predicted queue delay (QDelay) in a three-
dimensional graph. We also vary the ‘alpha’ reward scaling factor variable from 10 to 100.
We can see how the Qdelay decreases with more training.
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Figure 27. Predicted queue delay vs. actual queue delay for all workers with varying reward scaling
factor in units of 100 ps. (a) Predicted QDelay with varying reward scaling factor Agent Worker 1;
(b) Predicted QDelay with varying reward scaling factor Agent Worker 2; (c) Predicted QDelay with
varying reward scaling factor Agent Worker 3; (d) Predicted QDelay with varying reward scaling
factor Agent Worker 4.

6. Results Analysis and Discussion

In the first part of our research, we compared multiple AQM algorithms with L4S and
tested them in two different scenarios: Scenario A—10 Mbps and Scenario B—1 Mbps.

We deployed multiple instances of iperf3 under FreeBSD to generate four TCP NewReno
flows with staggered start and end times (starting at t = 0, 10, 20, and 30 s and each flow
lasting 60 s).

Each instance of FQ-CoDel was configured for target 5 ms, interval 100 ms, quan-
tum 1514 bytes and with 10,240 packets of bottleneck buffering shared by 1024 FQ-CoDel
sub-queues.

Each instance of FQ-PIE was configured for target 15 ms, tupdate 15 ms, max_burst
100 ms, quantum 1514 bytes, and with 10,240 packets of bottleneck buffering shared by six
FQ-PIE sub-queues. We have data for both cases when ECN was enabled and disabled. We
use six sub-queues because our L4S also uses six sub-queues, which helps us compare both
algorithms under similar conditions.

Each instance of L4S was configured for target 15 ms, tupdate 15 ms, max_burst
100 ms, quantum 1514 bytes, and with 10,240 packets of bottleneck buffering shared by
three pairs of L4S sub-queues.

We have data for both cases when ECN was enabled and disabled.

The main difference in scenarios is the bandwidth. Scenario A’s bandwidth is 10 Mbps;
in Scenario B, the bandwidth is 1 Mbps.

6.1. Performance of Throughput across Varying AQM Algorithms

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms):

We evaluated the throughput performance of FQ-CoDel, FQ-PIE, and L4S across two
scenarios: Case 1 with ECN enabled and Case 2 with ECN disabled. Figures 28 and 29
illustrates the results for both cases.

Our findings show that FQ-CoDel achieves fairness across all TCP connections,
whereas FQ-PIE and L4S exhibit significant unfairness. Subsequently, FQ-PIE and L4S
exhibit elevated unfairness when ECN is enabled rather than disabled. Enabling ECN leads
NewReno to detect congestion sooner, causing an earlier reduction in its cwnd threshold
and quicker entry into congestion avoidance mode. This behavior sustains higher cwnd
levels, resulting in more data transferred, as indicated in Table 2 when ECN is enabled,
especially L4S. L4S exhibits higher throughput than FQ-PIE when ECN is enabled, showing
superior performance. We can also observe that the maximum throughput attained when
ECN notification is enabled is higher compared to when ECN is disabled.
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Figure 28. Case 1: (ECN enabled) Throughput Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) FQ-CoDel (Throughput); (b) FQ-PIE (Throughput); (c) L4S (Throughput).
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Figure 29. Case 2: (ECN disabled) Throughput Scenario 1 with Bandwidth = 10 Mbps, Delay = 20 ms.
(a) FQ-CoDel (Throughput); (b) FQ-PIE (Throughput); (c) L4S (Throughput).

Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms): We evaluated the performance of
FQ-CoDel, FQ-PIE, and L4S in two cases: Case 1 with ECN enabled and Case 2 with ECN
disabled for comparison. Figures 30 and 31 showcase these two cases’ results. Similarly to
Scenario 1, FQ-PIE and L4S exhibit higher unfairness in throughput when ECN is enabled
due to NewReno’s early congestion detection, which sends New Reno directly into the
congestion avoidance phase. This leads to higher sustained cwnd values and higher total
data transferred, at least in the case of FQ-PIE. L4S shows higher data transfer when ECN
is disabled; refer to Table 2. L4S has the same buffer size, but its lower bandwidth causes
excessive delays. We can also attribute it to the uneven distribution of packets into their
respective classic and L4S queues. The low-bandwidth environment has resulted in FQ-
CoDel showing high variations in throughput, though it seems to have maintained fairness
across its multiple TCP connections.
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Figure 30. Case 1: (ECN enabled) Throughput Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
(a FQ-CoDel (Throughput)); (b) FQ-PIE (Throughput); (c) L4S (Throughput).
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Figure 31. Case 2: (ECN disabled) Throughput Scenario 2 with Bandwidth = 1 Mbps, Delay = 20 ms.
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6.2. Performance of RTT across Varying AQM Algorithms

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms): We evaluated the performance
of FQ-CoDel, FQ-PIE, and L4S in two cases: Case 1 with enabled ECN and Case 2 with
ECN disabled for comparison. Figures 32 and 33 present the results for the two cases.

In Figure 32a, where ECN is disabled, FQ-CoDel exhibits high RTT but demonstrates
higher data transfer due to higher retransmissions, as shown in Table 2. This is mainly
because FQ-CoDel does not drop packets from its buffer when congestion is too high,
unlike FQ-PIE and L4S. Upon disabling ECN, FQ-CoDel has a very similar RTT to CoDel,
with the lowest consistent RTT among its competitors, as depicted in Figure 33a.

L4S demonstrates a distinct reduction in RTT when ECN is enabled, highlighting
the efficacy of its prioritization strategies. This contrasts with FQ-PIE, which exhibits
higher RTT and occasional fairness concerns, particularly around the 60-second mark when
ECN is enabled. When ECN is disabled, both L4S and FQ-PIE display comparable RTT
characterized by slightly higher RTT. Figure 33b,c depict their RTT behavior without ECN,
whereas Figures 32b and 34c illustrate the impact of ECN on their performance metrics.
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Bandwidth = 10 Mbps, Delay = 20 ms. (a) FQ-CoDel (Smoothed RTT); (b) FQ-PIE (Smoothed RTT);
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Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms):
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We evaluated the performance of FQ-CoDel, FQ-PIE, and L4S in two cases: Case
1 with ECN enabled and Case 2 with ECN disabled for comparison. Figures 34 and 35
present the results for these two cases.

In both low and high-bandwidth environments, FQ-CoDel, FQ-PIE, and L4S demon-
strate similar RTT behaviors. FQ-CoDel exhibits significantly high RTT when ECN is en-
abled (Figure 34a), contrasting sharply with its low RTT when ECN is disabled (Figure 35a),
similar to scenario 1. Subsequently, FQ-PIE shows high RTT and unfairness among connec-
tions irrespective of ECN status, as depicted in Figures 34b and 35b. Notable, L4S shows
significantly reduced RTT and enhanced fairness with ECN enabled due to its prioritization
mechanisms. Conversely, with ECN disabled, L4S shows elevated RTT, except for TCP
stream two.
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Figure 35. Case 2:(ECN disabled) Smoothed TCP RTT measured in seconds for Scenario 2 with
Bandwidth = 1 Mbps, Delay = 20 ms. (a) FQ-CoDel (Smoothed RTT); (b) FQ-PIE (Smoothed RTT);
(c) L4S (Smoothed RTT).

FQ-CoDel, FQ-PIE, and L4S experience initial RTT spikes during connection initiation,
typical of NewReno'’s slow-start phase with exponential cwnd growth. It then transitions
into congestion avoidance upon receiving multiple acknowledgments or enters fast re-
covery upon detecting packet loss due to retransmission timeout (RTO), finally entering
congestion avoidance. FQ-CoDel avoids dropping packets when ECN is enabled, unlike
FQ-PIE and L4S, which drop packets exceeding the ECN threshold. L4S additionally segre-
gates packets into L4S and classic queues, prioritizing L4S traffic for significantly reduced
RTT under ECN, as depicted in Figures 32c¢ and 34c, compared to Figures 33c and 35¢
where ECN is disabled. When ECN is enabled, all data-carrying packets in TCP trans-
missions are marked with ECN capability. However, acknowledgment (ACK) packets
from the server lack ECN in their headers and are segregated into classic queues. This
prioritization scheme ensures more buffer capacity and prioritizes L4S packets, as seen in
our experiments. The marginal improvements in RTT facilitated by L4S represent critical
advancements for latency-sensitive applications, significantly enhancing user experience,
particularly during scaling. Not to forget, L4S shows higher throughput.
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6.3. Performance of Congestion Window across Varying AQM Algorithms

Scenario 1 (Bandwidth = 10 Mbps, Delay = 20 ms): We evaluated the performance
of FQ-CoDel, FQ-PIE and L4S in two cases: Case 1 with enabled ECN and Case 2 with ECN
disabled, for comparison. Figures 36 and 37 present the results for the two cases.

In the FQ-CoDel algorithm with ECN enabled (Figure 36a), the cwnd for some TCP
connections steadily increases over time. There seems to be extreme unfairness in its
cwnd sizes across connections in the bottleneck, predominately showing a preference for
TCP connections that started later. When ECN is disabled (Figure 37a), the cwnd exhibits
periodic oscillation due to frequent RTO and NewReno’s response to congestion, and the
cwnd has a lower maximum cwnd size than other algorithms. This directly influences the
total data transferred throughout the process across all connections, as seen in Table 2,
significantly lower than its L4S and FQ-PIE competitors when ECN is disabled.

In the FQ-PIE and L4S algorithms, regardless of ECN, as illustrated in (Figure 36b,c
when ECN is enabled, and Figure 37b,c when ECN is disabled), the cwnd displays a
sawtooth pattern characterized by sharp increases in cwnd followed by rapid decreases
upon detecting packet loss. This reflects NewReno’s adaptive behavior to maximize
throughput while avoiding congestion.
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Scenario 2 (Bandwidth = 1 Mbps, Delay = 20 ms):

Evaluation is conducted in two cases: Case 1 with ECN enabled and Case 2 with ECN
disabled for comparison. Figures 38 and 39 present the results for these two cases.

Similar to Scenario 1, FQ-CoDel’s cwnd with ECN enabled (Figure 38a steadily in-
creases. Its cwnd values are significantly higher during upwards trends of the staircase
pattern, though its frequency of rapid change is lower compared to FQ-PIE and L4S. This
behavior is brought about by FQ-CoDel’s behavior of only using ECN notification instead
of dropping packets in extreme congestion conditions. When ECN is disabled in Figure 39a,
FQ-CoDel shows a sawtooth pattern in its cwnd with a higher frequency of dips and rises
compared to FQ-PIE and L4S, regardless of ECN with a lower maximum cwnd size. Like
Scenario 1, it directly influences the total data transferred throughout the multiple connec-
tions, as seen in Table 2, which is lower than its L4S and FQ-PIE competitors when ECN is
disabled but not as exaggerated as in Scenario 1 because of its low bandwidth.
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Similar to Scenario 1, In the FQ-PIE and L4S algorithm, regardless of ECN
(Figures 38b,c and 39b,c), the cwnd displays a sawtooth pattern demonstrating NewReno’s
aggressive behavior in adapting optimal cwnd values.
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7. Conclusions and Future Work

In this paper, we conducted a comprehensive analysis of various AQM algorithms,
including our implementation of a preliminary architecture of L4S in the FreeBSD network
stack. We conducted extensive research . For this purpose, we created two network
scenarios, one with high bandwidth and the other with low bandwidth. We assessed their
performance in a scenario where multiple TCP connections compete in the same bottleneck.
Our findings revealed that L4S exhibits very low RTT in low-bandwidth conditions, nearly
a second faster than its competitors while maintaining a high level of throughput.

Furthermore, we have developed an innovative hybrid A3C-L4S approach to en-
hance network performance, specifically for latency-sensitive applications. This approach
leverages the multi-agent and asynchronous nature of A3C to enhance exploration and
adaptability while minimizing resource consumption on the routers. It is a novel addition
to network management, offering a unique solution to enhancing network performance.
The A3C model can converge properly, learning the intricate relationship between the drop
probability and the queuing delay, further enhancing the adaptability of our approach.

The potential of leveraging the L4S architecture in FreeBSD with a deep-reinforcement
learning model like A3C to optimize the gaps in our network infrastructure is immense.
This combination can make our network more suitable for a specific type of latency-
sensitive data. However, there is a need to optimize both the TCP and AQM sides of L4S to
respond faster to real-time network traffic, in which A3C plays a significant role. We are
also exploring the energy efficiency of the final system and how we can adjust the model
parameters to consume fewer resources while maintaining an enhanced performance.

In our future work, we aim to dedicate more time to fine-tuning the A3C model by
training it on larger datasets. Additionally, we intend to deploy the model directly into the
kernel and utilize an online learning approach for training. This would enable the model
to continuously learn and adapt in real time. The communication between kernel space
and user space would also introduce some delay, which would be negligible under typical
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conditions, but we have to explore the other scenarios, especially under high load. The
perfect solution would be directly coding the machine learning algorithm in the kernel,
which has difficulties. Moreover, we intend to explore using the UDP protocol in our
research. UDP is well-suited for applications where low latency and high throughput
are prioritized, and reliability is not critical. By leveraging UDP, we can cater to latency-
sensitive applications that require efficient data transmission.

Building on the prior research in [38], which focused on implementing an ML-based
multi-path TCP, we see potential in collaborating with source control protocols like TCP
and UDP, along with network devices such as routers and switches [38]. Exploring the
interactions and optimizations between these components could lead to significant network
performance and efficiency advancements. By combining the strengths of machine learning,
protocols like TCP and UDP, and network devices, we can enhance the overall performance,
reliability, and adaptability of future network systems.
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Abstract: In the rapidly evolving field of digital asset management, centralized and decentralized
global registries have become essential tools for organizing, tracking, and distributing digital assets.
However, existing systems often face challenges regarding security, censorship resistance, interoper-
ability, customizability, and scalability. This research paper aims to address these gaps by proposing a
novel decentralized global registry system based on blockchain technology and non-fungible tokens
(NFTs). The research paper makes several key contributions to the field of digital asset management.
First, it provides a detailed system design for the proposed decentralized global registry, outlining its
architectural components, functional modules, and integration with blockchain and NFT technologies.
Second, it offers a thorough comparative analysis of the advantages and limitations of the proposed
system in relation to existing centralized and decentralized registries. Finally, the paper presents
potential use cases and practical applications of the proposed system in various industries, demon-
strating its versatility and adaptability to different contexts and requirements. In conclusion, this
research paper contributes significantly to the ongoing efforts to improve digital asset management
by presenting a novel, decentralized global registry system based on blockchain technology and
NFTs. The proposed system addresses the key limitations of existing solutions and offers a promising
direction for future research and development in this critical field.

Keywords: non-fungible tokens; digital registers; blockchain technology; tokenization

1. Introduction

The digital revolution is transforming our world, and with it, the need for secure,
efficient methods for the identification and management of unique digital assets is growing
exponentially. Global digital registers, be they centralized or decentralized, are integral
to addressing this demand. However, these registers grapple with significant limitations,
including potential censorship, lack of transparency, vulnerability to single points of failure,
and challenges in interoperability and scalability.

To address these challenges, we propose a novel approach that leverages the power
of blockchain technology and non-fungible tokens (NFTs). This research presents an
application of NFT technology for tokenizing global digital registers, both at regional
(local) and international (global) scales [1,2]. Examples of such applications include global
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tokenization of UNESCO World Heritage sites or comprehensive copyright and intellectual
property management systems.

We posit that the value of NFTs lies not in themselves but in the unique digital
resources they link to [3]. Against the backdrop of speculative tendencies that misconstrue
the value proposition of NFTs [4-7], our approach emphasizes the role of NFTs as unique
identifiers for digital resources within a secure and transparent blockchain network.

Our proposed decentralized system focuses on enhancing the security, authenticity,
and traceability of these global digital registers. It significantly mitigates the limitations of
current systems and paves the way for the preservation and wider accessibility of unique,
valuable digital resources. Key innovations include adaptive interoperability across various
blockchain networks, enhanced metadata management for complex rights tracking, and
the integration of privacy-preserving technologies such as zero-knowledge proofs.

In this paper, we provide a comprehensive analysis of our approach, including theoret-
ical foundations, practical implementation considerations, and potential applications. We
begin with a thorough review of the current state of global digital registers, followed by an
in-depth exploration of NFT technology and its capacity to address identified challenges.
We then present a detailed system design, discussing its implementation, integration with
existing systems, and scalability considerations.

A significant portion of our work is dedicated to comparative analysis, where we
benchmark our proposed system against both traditional centralized registries (such as
ISBN, ISSN, and DOI) and existing blockchain-based solutions. We provide quantitative
metrics and real-world use cases to illustrate the advantages of our approach in terms of
security, efficiency, and user experience.

We also examine the legal, ethical, and social implications of adopting NFT-based
tokenization for global digital registers. This includes a thorough discussion of identity
management in the context of intellectual property rights, as well as strategies to address
scalability and transaction cost challenges on blockchain networks namely Ethereum.

We also examine the legal, ethical, and social implications of adopting NFT-based
tokenization for global digital registers. This includes a thorough discussion of identity
management in the context of intellectual property rights, as well as strategies to address
scalability and transaction cost challenges on blockchain networks such as Ethereum. We
conclude by offering a comprehensive evaluation of the proposed system, assessing its
feasibility, scalability, and long-term sustainability, and identifying potential future research
directions.

In essence, this paper illuminates the transformative potential of applying NFT tech-
nology to global digital registers and proposes a solution that ensures enhanced security,
transparency, and efficiency. By addressing the specific concerns raised by reviewers and
incorporating the latest advancements in blockchain technology, we present a robust and
forward-thinking approach to reshaping the management and preservation of valuable
digital resources, ultimately fostering an inclusive, accessible global digital ecosystem.

2. Literature Review

The rapid advancement of digital technologies has fundamentally transformed the
landscape of asset management, giving rise to new challenges and opportunities. This
literature review examines the current state-of-the-art in digital asset management, focusing
on the application of blockchain technology and non-fungible tokens (NFTs) to address
the limitations of traditional centralized systems. We also review existing global digital
registries, including solutions from major IT companies and recently discussed patents, to
identify gaps and potential areas for improvement.

2.1. Blockchain Technology and NFTs in Digital Asset Management

Recent studies have explored the potential of blockchain technology and NFTs in vari-
ous aspects of digital asset management. Belk et al. [8] examined the changing understand-
ings of money, possessions, and ownership in the context of the metaverse, highlighting
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the potential for new forms of ownership through the use of cryptocurrencies, algorithmic
collectibles, and NFTs. Elmay et al. [9] proposed a blockchain-based crowdsourcing frame-
work leveraging Digital Twins (DTs) and dynamic NFTs for transparent last-mile delivery,
addressing the limitations of centralized and blockchain-based platforms.

Ferro et al. [10] presented an innovative approach to digital rights management that
combines smart legal contracts and blockchain smart contracts to manage intellectual
property rights (IPR) and facilitate notarization, rights transfer, and royalty payments.
Hasan et al. [11] demonstrated how NFTs can be used to manage ownership of DTs and
provide proof of delivery (PoD) of their associated physical assets in a decentralized, secure,
traceable, and transparent manner.

Huang et al. [12] introduced a distributed trusted active identity resolution system
based on the inter-planetary file system (IPFS) and NFTs to provide distributed identity
resolution services for the Industrial Internet and Industry 4.0. Urom et al. [13] examined
the return and volatility connectedness among NFTs and (un)conventional financial assets
across various market conditions, while Wilkoff and Yildiz [14] provided the first study of
time-varying and cross-sectional properties of liquidity in the NFT marketplace.

Zhao et al. [15] constructed a cryptographic interaction method for museum digital
collections based on blockchain technology, building a digital collection exchange system
on Ethereum to realize online exchanges between two museums. These studies demon-
strate the growing interest in leveraging blockchain technology and NFTs for digital asset
management across various domains.

2.2. Existing Global Digital Registries and Their Limitations

IBM’s Asset Repository (AR) is a prominent industrial global registry system [16].
It aims to centralize asset management by integrating asset information from multiple
sources, but its reliance on traditional database structures limits its scalability and flexibility.
Moreover, it lacks a specific focus on intellectual property rights management and does not
readily adapt to new asset types or changing business needs.

Microsoft’s Digital Asset Management (DAM) system [17], another notable industrial
solution, provides a centralized platform for managing digital assets. However, it has
similar limitations in scalability and flexibility due to its reliance on conventional database
architectures. Furthermore, it does not offer a comprehensive solution for managing
intellectual property rights, nor does it easily adapt to diverse systems and technologies.

Several other leading IT companies, such as Oracle [18,19], Alfresco [20-22], Adobe [23,24],
and SAP [25-27], have developed digital asset registries to address various challenges
in managing digital assets. However, these systems exhibit shortcomings in scalability,
flexibility, interoperability, and comprehensive intellectual property rights management.

The patent by Alden et al. [28] describes a central asset registry for media asset
management, which integrates multiple repositories and tracks relationships between
assets. While this solution offers improved speed, scalability, and flexibility in handling
media assets, it does not specifically address the issues of intellectual property rights
management or the verification of the authenticity of the assets.

The patents by C et al. [29,30] present a central asset registry system for managing
media assets and their intellectual property rights. While the solution helps address the
challenges of asset navigation, storage, and retrieval, it may not be as comprehensive in
handling intellectual property rights as our solution, which is specifically designed for IP
rights management and protection.

In addition to the previously discussed patents, several other patents have been
reviewed to provide a comprehensive understanding of the current landscape in digital
asset management. The patent by Filipe and Liana [31] focuses on an e-commerce system
that allows recipients to request the crowdfunding of items as gifts, with contributors
purchasing parts of the item(s). While this concept addresses a specific niche in the retail
industry, it does not explore the broader applications of NFTs and the tokenization of unique
digital assets. The patent by Thomas [32] details an origin tag with a unique identifier for
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providing traceability of objects or animals throughout various handling steps, targeting
specific needs in industries such as livestock and forestry. However, it does not encompass
the wider scope of our NFT-based solution for global digital registers. The patent by
Lucinda [33] focuses on using artificial intelligence to identify and search for subjects or
objects, particularly vehicles, while building provenance and preserving knowledge about
their cultural history. However, this approach lacks the advantages of our blockchain-
based solution, which ensures the highest level of transparency, security, and immutability
for provenance tracking. Finally, the patents by George [34,35] discuss a framework for
accelerating development on decentralized networks by reusing existing logic and focusing
on creating new desired behaviors. While it aims to simplify the development process,
it does not specifically address provenance tracking and data integrity, which are critical
aspects of our solution.

2.3. Gaps in Current Research and Our Proposed Approach

Despite the growing interest in blockchain technology and NFTs for digital asset
management, there remain significant gaps in the current research, particularly in terms
of addressing the limitations of existing centralized and decentralized systems, such as
scalability, interoperability, and customizability.

Existing global identification systems, such as ISBN (International Standard Book
Number), ISSN (International Standard Serial Number), DOI (Digital Object Identifier),
ASIN (Amazon Standard Identification Number), BICI (Book Item and Component Iden-
tifier), ISAN (International Standard Audiovisual Number), ISMN (International Stan-
dard Music Number), ISRC (International Standard Recording Code), ISTC (International
Standard Text Code), ISWC (International Standard Musical Work Code), ISWN (Inter-
national Standard Wine Number), and LCCN (Library of Congress Control Number),
each serve specific industries and purposes. However, these systems face the following
common challenges:

1. Centralization: Most of these systems rely on centralized authorities, making them
vulnerable to single points of failure and censorship;

2. Limited interoperability: Each system operates independently, with minimal cross-
system integration capabilities;

3. Lack of real-time verification: Many of these systems do not offer instant, global
verification of identifiers;

4. Inefficient rights management: Tracking and managing rights across different systems
and jurisdictions is often complex and time-consuming;

5. Scalability issues: As the volume of digital content grows exponentially, traditional
systems struggle to keep pace.

The idea of using NFTs to tokenize these pre-existing global digital registries has not
been explored in the reviewed literature, representing a significant gap in current research.

Our proposed decentralized global registry system aims to fill these gaps by providing
a secure, transparent, and efficient solution for tokenizing global digital registers and
facilitating the creation of new registries for unique objects and content. By leveraging the
potential of NFTs to represent unique identifiers for digital resources within a secure and
transparent blockchain network, our approach offers a novel contribution to the field of
digital asset management.

Specifically, our research aims to address the following gaps:

1. Unified tokenization framework: We propose a standardized approach to tokenize
diverse types of identifiers (e.g., ISBN, ISRC, DOI) using NFTs, enabling cross-system
interoperability;

2. Decentralized verification: Our system allows for real-time, global verification of
identifiers without relying on centralized authorities;

3. Enhanced rights management: By leveraging smart contracts, we enable automated,
transparent, and efficient management of rights across different types of content;
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4. Scalability solutions: We explore layer-2 scaling solutions and cross-chain interop-
erability to address the scalability challenges faced by both traditional systems and
existing blockchain networks;

5. Privacy-preserving transparency: Our research investigates the use of zero-knowledge
proofs to balance the need for transparency with privacy requirements, a crucial aspect
not addressed in current identification systems.

The proposed system focuses on enhancing the security, authenticity, and traceability
of these global digital registers, significantly mitigating the limitations of current systems
and paving the way for the preservation and wider accessibility of unique, valuable digital
resources. By applying our system to existing registries such as ISBN, ISSN, DOI, and
others, we can provide enhanced security, censorship resistance, and decentralization,
enabling seamless and transparent management of unique identifiers for books, periodicals,
digital objects, and other content.

Furthermore, our approach emphasizes the role of NFTs as unique identifiers for
digital resources, rectifying the prevailing misinterpretation of the value associated with
NFTs, which is often driven by speculative trends. By focusing on the practical utility of
NFTs in tokenizing pre-existing global digital registries, we aim to demonstrate a new
and valuable application of this technology, moving beyond the realm of speculation and
towards a more sustainable and beneficial use case.

In conclusion, our proposed decentralized global registry system, built upon the
insights from the reviewed literature and addressing the identified challenges, offers a
novel and promising direction for future research and development in the critical field of
digital asset management. By bridging the gap between traditional identification systems
and cutting-edge blockchain technology, we aim to create a more efficient, secure, and
interoperable global ecosystem for managing digital assets.

3. Background and Gap in Current Research

The current digital landscape is heavily dependent on reliable mechanisms for iden-
tifying and managing unique digital objects, intellectual properties, and various forms
of valuable data [9,13]. The existing systems that cater to these demands include a com-
bination of centralized and decentralized global registries [1,2]. However, these systems
encounter a number of challenges, including the potential for misuse, susceptibility to
single points of failure, limitations of hierarchical structures, and lack of transparency [3].
Particularly, centralized structures pose issues related to the authenticity and security of
stored identifiers [4]. On the other hand, decentralized systems, while offering robust
security, often grapple with interoperability and scalability issues.

Moreover, a current misconception in the field is the overemphasis on the intrinsic
value of NFTs [8,11]. NFTs, in essence, are unique entries in a blockchain register linking to
a digital resource [3]. The assumption is that the digital resource itself has value, but in
the wave of speculative trends, there are attempts to attribute value directly to the NFTs,
which is misleading [8].

This research proposes an innovative approach to address these gaps and miscon-
ceptions by introducing a novel decentralized global registry system that harnesses the
potential of blockchain technology and NFTs. We focus on using NFTs as unique identifiers
in a decentralized ledger to tokenize pre-existing resources, which bear value due to their
inherent uniqueness, singularity, and immutability. This approach not only enhances the
security, authenticity, and traceability of global digital registers but also aims to rectify the
prevailing misinterpretation of the value associated with NFTs.

Our proposed system offers several notable improvements over traditional global
registers. It introduces an infrastructure for decentralized distributed storage of unique
identifiers in the form of NFTs, ensuring blockchain-secured records resistant to censorship,
modification, and other malicious activities. Our solution seamlessly integrates with
existing registers without requiring modifications to their structure. Further, it allows swift
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creation of new digital registers for various application scenarios, thereby standardizing
tokenization and expanding the range of services and consumer engagement.

This system also provides remarkable scalability and interoperability, enabling seam-
less interaction with multiple blockchain platforms. It is customizable, allowing it to adapt
to specific use cases or requirements, thus appealing to a wider audience.

Through its unique approach, our proposed solution addresses the limitations of exist-
ing systems and provides an efficient mechanism for managing unique digital resources
globally while aligning the understanding of the value associated with NFTs.

Alternatives Considered for the Tokenization of Pre-Existing Resources

While NFT technology forms the backbone of our proposed system due to its ability
to ensure the uniqueness, singularity, and immutability of digital assets, we acknowledge
the existence of other potential methods for digital tokenization. This section discusses
these alternatives and the reasons why they were not selected as our primary solution.

e Centralized database systems. Traditional centralized databases could be employed
for tokenizing digital assets. However, they present significant drawbacks such as
single points of failure, vulnerability to cyberattacks, and lack of transparency, which
are resolved in a blockchain-based system [16,17,36,37].

e Fungible Tokens. Fungible tokens, such as cryptocurrencies, could also be employed
for the tokenization process. However, fungible tokens are interchangeable and lack
the unique characteristics provided by NFTs, making them unsuitable for representing
unique digital assets [5-7].

e Distributed Databases. Distributed databases present a potential alternative, provid-
ing improved availability and partition tolerance compared to centralized systems.
However, they lack the inherent security and transparency offered by a blockchain
network [28,29].

e  Digital Watermarking. This technique embeds information into a digital signal, which
can be used to verify asset authenticity and integrity. However, digital watermarking
does not provide the comprehensive features offered by NFTs, such as the ability to
store rich metadata and the assurance of immutability [31-34].

These alternatives were carefully evaluated, and while they have their advantages,
they lack crucial aspects, primarily in terms of security, transparency, and immutability.
Therefore, NFTs on a blockchain network were deemed to be the most fitting solution for
our purposes [8-10].

4. High-Level System Design

This section presents a high-level design of the proposed NFT-based tokenization
system for global digital registers. The system consists of several key components, in-
cluding blockchain networks, smart contracts, NFTs, data exchange protocols, and user
interaction interfaces, all working together to create a secure, transparent, and efficient
tokenization process.

4.1. Blockchain Network

The system will be built on a modern blockchain platform, such as Ethereum, which
provides a decentralized, secure, and tamper-resistant infrastructure. Ethereum’s capa-
bilities, such as its native support for smart contracts and the ERC-721 standard [38] for
non-fungible tokens, make it a suitable choice for implementing the proposed system.

However, to address scalability concerns and the high transaction costs associated
with the Ethereum mainnet, our system is designed to be blockchain-agnostic, allowing for
implementation on various platforms. Specifically, we consider the integration of layer-2
scaling solutions and alternative blockchain networks:

1. Polygon (formerly Matic Network): This Ethereum-compatible blockchain offers
significantly lower transaction costs and higher throughput, making it ideal for high-
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volume NFT transactions. Polygon’s compatibility with Ethereum ensures that our
system can leverage existing Ethereum tools and infrastructure while benefiting from
improved scalability.

2. Binance Smart Chain (BSC): As another Ethereum-compatible blockchain, BSC pro-
vides high throughput and low transaction costs. Its growing ecosystem of decentral-
ized applications makes it an attractive option for our global registry system.

3. Layer-2 Solutions: We explore the integration of Optimistic Rollups and ZK-Rollups on
Ethereum, which can dramatically increase transaction throughput while maintaining
the security guarantees of the Ethereum mainnet.

By designing our system to be adaptable to different blockchain networks, we ensure
long-term viability and flexibility. This approach allows us to mitigate the scalability and
cost issues associated with any single blockchain platform while maintaining the core
benefits of decentralization, security, and transparency.

The choice of blockchain network can be tailored to specific use cases and requirements
of different global registries, ensuring optimal performance and cost-efficiency for various
types of digital assets and transaction volumes.

4.2. Smart Contracts

Smart contracts are self-executing contracts with the terms of the agreement directly
written into code. They are stored and executed on the blockchain, ensuring trustworthiness
and automation. In our system, smart contracts will be used to manage the creation,
ownership, and transfer of NFTs representing unique identifiers for digital resources in
global registers. Additionally, they will handle the rules and restrictions associated with
the tokenization process, ensuring compliance with relevant regulations and policies.

To enhance the flexibility and efficiency of our system, we implemented the following
advanced smart contract features:

1. Multi-token Standard Support: In addition to the ERC-721 standard for unique NFTs,
we incorporate the ERC-1155 standard [39]. This multi-token standard allows for
more efficient batch transfers and the management of both fungible and non-fungible
tokens within a single contract. This is particularly useful for handling different types
of digital assets and their associated metadata within various global registries;

2. Upgradeable smart contracts: To ensure long-term flexibility and the ability to ad-
dress future requirements or security updates, we implement upgradeable smart
contract patterns. This approach allows for the modification of contract logic without
disrupting the system’s operation or requiring the migration of existing data;

3. Role-Based Access Control (RBAC): We implement a granular RBAC system within
our smart contracts to manage different levels of permissions for various stakeholders,
such as registry administrators, content creators, and end-users;

4. Royalty and Revenue Sharing: For use cases involving intellectual property rights, we
incorporate automated royalty distribution mechanisms. These allow for the seamless
allocation of revenues to multiple stakeholders based on predefined rules.

5. Cross-chain Interoperability: To facilitate interaction with multiple blockchain net-
works, we design our smart contracts with cross-chain compatibility in mind. This
includes the use of bridge contracts and standardized interfaces for cross-chain asset
transfers and data verification;

6.  Gas Optimization: We employ various gas optimization techniques in our smart
contract development to minimize transaction costs, which is particularly important
for high-volume operations in global registries;

7. Event Emission: Our smart contracts emit detailed events for all significant actions,
enabling efficient off chain indexing and real-time updates for user interfaces and
external systems.

These advanced smart contract features ensure that our system can handle the complex
requirements of various global digital registries while maintaining security, efficiency, and
adaptability to future needs.
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4.3. Non-Fungible Tokens

NFTs will serve as the core component for representing unique digital resources in

the system. Leveraging the ERC-721 standard, each NFT will have a unique identifier and
metadata associated with the digital resource it represents. NFTs will be created, transferred,
and managed through smart contracts, ensuring the immutability and traceability of the
tokenization process.

To enhance the functionality and versatility of our NFI-based system for global digital

registries, we introduced the following advanced features:

1

Enhanced Metadata Structure: We implement an extensible metadata schema that
accommodates the specific requirements of various global registry types (e.g., ISBN,
ISSN, DOI). This schema includes:

- Core fields common to all registry types (e.g., unique identifier, creation date, owner);

- Registry-specific fields (e.g., book title and author for ISBN, journal name and
issue number for ISSN);

- Extensible custom fields allow for future additions without system redesign.

On-chain vs. off-chain Metadata: To optimize for gas costs and scalability, we imple-
ment a hybrid approach:

- Essential, frequently accessed metadata is stored on-chain;
- Larger, less frequently accessed data (e.g., detailed descriptions, high-resolution
images) is stored off-chain using IPFS, with on-chain references.

Fractional Ownership: We implement a fractional NFT (F-NFT) system that allows for
partial ownership of digital assets. This is particularly useful for complex intellectual
property scenarios or collaborative works, enabling:

- Division of a single NFT into multiple fractions;
- Trading of fractional ownership;
- Automated royalty distribution based on ownership percentages.

Dynamic NFTs: For digital resources that may evolve over time (e.g., regularly updated
databases, living documents), we implement dynamic NFTs. These allow for:

- Controlled updates to metadata without compromising the NFI’s uniqueness;
- Version history tracking;

- Conditional metadata updates are based on predefined rules.

Nested NFTs: To represent hierarchical relationships in certain registries (e.g., a book
series in ISBN), we implement a nested NFT structure, allowing:

- Parent-child relationships between NFTs;
- Inheritance of certain properties from parent to child NFTs;
- Efficient management of related digital assets.

Interoperability Layers: We design our NFTs with cross-platform compatibility in
mind, implementing:

- Standard interfaces for interaction with various blockchain platforms;

- Metadata translation layers for compatibility with existing registry systems.

Privacy-Preserving NFTs: For sensitive digital assets, we incorporate privacy features
such as:

- Selective disclosure of metadata;
- Integration with zero-knowledge proof systems for verification without full
disclosure.

These advanced NFT features ensure that our system can accurately represent and

manage the diverse and complex nature of digital assets across various global registry systems
while providing the flexibility to adapt to future needs and technological advancements.
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4.4. Data Exchange Protocols

To facilitate the seamless exchange of data between different components of the system
and external services, standardized data exchange protocols will be employed. Examples
include JSON-RPC for communication between the front-end interface and the blockchain
network and the InterPlanetary File System (IPFS) for decentralized storage and retrieval
of metadata associated with NFTs.

To enhance the system’s interoperability and data integrity, we implement the follow-
ing advanced data exchange protocols and mechanisms:

1. Blockchain Oracles: We integrate blockchain oracles to enable secure communication
between our smart contracts and external data sources or systems. This includes:

- Chainlink for reliable off-chain data retrieval and verification;
- Band Protocol for cross-chain data oracle functionality;
- Custom oracles for specific global registry integrations (e.g., the ISBN database).

2. Decentralized Storage Solutions:

- Inaddition to IPFS, we incorporate Filecoin for long-term, incentivized storage
of larger datasets;

- Weimplement Swarm for the resilient and censorship-resistant storage of critical
metadata.

3. Cross-Chain Communication Protocols:

- Integration of Polkadot’s cross-chain messaging (XCMP) for interoperability
between different blockchain networks;

- Implementation of the Cosmos Inter-Blockchain Communication (IBC) protocol
for seamless data exchange across heterogeneous blockchain systems.

4.  Standardized API Interfaces:

- Development of RESTful APIs adhering to OpenAPI specifications for easy inte-
gration with existing systems;
- Implementation of GraphQL APIs for flexible and efficient data querying.

5. Secure Data Transit:
- Utilization of Transport Layer Security (TLS) for all data transmissions;
- Implementation of JSON Web Tokens (JWT) for secure authentication and infor-
mation exchange.
6.  Data Integrity Verification:
- Integration of Merkle Tree proofs for efficient verification of large datasets;
- Implementation of zero-knowledge proof systems (e.g., zk-SNARKSs) for privacy-
preserving verification of sensitive data.
7. Real-time Data Synchronization:

- Utilization of WebSocket protocol for real-time updates and notifications;
- Implementation of Server-Sent Events (SSE) for efficient one-way real-time data flow.

8.  Interoperability with Legacy Systems:

- Development of custom API adapters for seamless integration with existing
global registry systems (e.g., ISBN, ISSN, DOI databases);

- Implementation of ETL (Extract, Transform, Load) processes for bulk data migra-
tion and synchronization.

These advanced data exchange protocols and mechanisms ensure that our system
can efficiently and securely communicate with various external systems and data sources,
maintaining data integrity and enabling real-time updates across different platforms and
registry systems. This comprehensive approach to data exchange enhances the overall
interoperability and reliability of our NFT-based global digital registry system.
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4.5. User Interaction Interfaces

User-friendly interfaces will be developed to enable various stakeholders, such as

digital resource owners, registry administrators, and end-users, to interact with the system.
These interfaces will provide functionalities such as creating, viewing, and transferring
NFTs, as well as managing and verifying the tokenization of digital resources. Both web-
based and mobile applications can be developed to ensure accessibility and ease of use.

To enhance the user experience and facilitate seamless integration with existing sys-

tems, we implement the following advanced features in our user interaction interfaces:

1.

10.

Multi-platform Support:

- Responsive web applications using modern frameworks (e.g., React, Vue js);
- Native mobile applications for iOS and Android—desktop applications for Win-
dows, macOS, and Linux.

Integrated Wallet Functionality:

- Built-in non-custodial wallet for NFT management;
- Support for popular external wallets (e.g., MetaMask, WalletConnect);
- Hardware wallet integration for enhanced security.

Advanced Search and Discovery:

- Faceted search capabilities for efficient navigation of large NFT collections;
- Al-powered recommendation system for related digital assets;
- Visual search functionality for image based NFTs.

Customizable Dashboards:

- Role-based dashboards for different user types (e.g., creators, collectors, adminis-
trators);

- Widgets for real-time analytics and portfolio management;

- Customizable alert and notification systems.

Accessibility and Internationalization:

- Compliance with WCAG 2.1 guidelines for accessibility;

- Multi-language support with easy localization options;

- Culture-sensitive design elements.

Integration with Existing Systems:

- API-driven interfaces for seamless connection with current digital asset manage-
ment systems;

- Plugins for popular content management systems (e.g., WordPress, Drupal);

- Custom integrations for specific global registry systems (e.g., ISBN database
interface).

Advanced Visualization Tools:

- Interactive 3D viewers for complex digital assets;
- Augmented Reality (AR) features for enhanced asset exploration;
- Data visualization tools for analyzing NFT metrics and market trends.

Collaborative Features:

- Real-time collaboration tools for shared NFT management;
- Version control and change tracking for evolving digital assets;
- Comment and annotation systems for enhanced communication.

Privacy and Security Controls:

- Granular permission settings for data visibility;
- Two-factor authentication (2FA) and biometric login options;
- Privacy-preserving data sharing mechanisms.

Educational Resources:

- Integrated tutorials and tooltips for new users;
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- Knowledge base and FAQ section;
- Interactive onboarding process for different user roles.

These advanced user interaction features ensure that our system provides a seamless,

intuitive, and secure experience for all stakeholders, from individual creators to large-scale
registry administrators. By offering a rich set of tools and integrations, we facilitate the
adoption of our NFT-based system within existing workflows and ecosystems, enhancing
its practical value and user acceptance.

4.6. Privacy and Security

In developing our NFT-based system for global digital registries, we prioritize robust

privacy and security measures to protect sensitive data and ensure the integrity of the
system. The following advanced features and protocols are implemented:

1.

Zero-Knowledge Proofs (ZKPs):

- Integration of zk-SNARKSs (Zero-Knowledge Succinct Non-Interactive Argument of
Knowledge) for privacy-preserving verification of NFT ownership and attributes;

- Implementation of zk-STARKSs (Zero-Knowledge Scalable Transparent Argument
of Knowledge) for enhanced scalability and post-quantum security;

- Custom ZKRP circuits for specific use cases in various global registries.

Encryption and Data Protection:

- End-to-end encryption for all data transmissions;

- Homomorphic encryption techniques for performing computations on en-
crypted data;

- Secure Multi-Party Computation (SMPC) for collaborative operations without
revealing sensitive information.

Access Control and Identity Management:

- Implementation of Decentralized Identifiers (DIDs) for self-sovereign identity
management;

- Attribute-Based Access Control (ABAC) for fine-grained permissions;

- Integration with existing Identity and Access Management (IAM) systems.

Smart Contract Security:

- Rigorous code auditing and formal verification of smart contracts;

- Implementation of upgradeable smart contract patterns for addressing potential
vulnerabilities;

- Use of security-focused development frameworks (e.g., OpenZeppelin).

Threat Detection and Mitigation:

- Real-time monitoring for suspicious activities and potential attacks;

- Implementation of circuit breakers and pause mechanisms for emergency
situations;

- Regular security assessments and penetration testing.

Data Minimization and Right to be Forgotten:

- Implementation of data minimization principles in NFT metadata;
- Development of mechanisms for selective deletion or obfuscation of personal data;
- Compliance with GDPR and other relevant data protection regulations.

Secure Key Management:

- Integration of Hardware Security Modules (HSMs) for secure key storage;
- Implementation of multi-signature (multisig) wallets for high-value NFTs;
- Key recovery mechanisms and backup solutions.

Privacy-Preserving Analytics:

- Implementation of differential privacy techniques for aggregate data analysis;
- Use of secure enclaves (e.g., Intel SGX) for protected computation environments.
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9. Regulatory Compliance:

- Built-in tools for generating compliance reports;
- Adaptable framework to accommodate evolving regulatory requirements;
- Collaboration with legal experts to ensure adherence to international standards.

10. User Education and Transparency:

- Clear documentation of privacy policies and data usage;
- User-friendly interfaces for managing privacy settings;
- Regular privacy impact assessments and public disclosure of results.

By implementing these advanced privacy and security measures, our system ensures
the protection of sensitive data and maintains the trust of all stakeholders. This comprehen-
sive approach addresses potential vulnerabilities in the NFT ecosystem while providing
the flexibility to adapt to emerging security challenges and evolving privacy regulations.

5. System Functionality and Component Interaction

In this section, we will describe the functioning of the proposed NFT-based tok-
enization system for global digital registers, detailing the interaction between its various
components, including the blockchain network, smart contracts, NFTs, data exchange
protocols, and user interfaces.

5.1. Initialization and NFT Creation

The process begins with the initialization of a smart contract for a specific global
digital register. This contract contains the rules and logic for creating, managing, and
transferring NFTs representing unique digital resources within the register. When a new
digital resource is added to the register, a corresponding NFT is created through the smart
contract. Metadata associated with the resource, such as its title, author, and creation date,
is stored on a decentralized storage system such as IPFS. The NFT’s unique identifier and a
reference to the metadata are recorded on the blockchain.

5.2. NFT Ouwnership and Transfer

The NFTs created within the system are owned by the digital resource owners or the
entities responsible for managing the global digital register. The smart contract ensures
that only authorized parties can transfer ownership of the NFTs, and any such transfers
are recorded on the blockchain to maintain a transparent and tamper-proof history. The
system supports various transfer scenarios, such as sales, donations, and inheritances, with
corresponding rules and restrictions embedded in the smart contract.

5.3. Verification and Provenance

Users can verify the authenticity and provenance of digital resources by querying the
blockchain for the corresponding NFTs. The smart contract returns the unique identifier,
metadata reference, and ownership history, allowing users to confirm the resource’s legiti-
macy and origin. This process ensures transparency and helps combat fraud, counterfeiting,
and unauthorized use of digital resources.

5.4. Interfacing with External Systems

The system’s modular design allows for seamless integration with various external
services, such as digital resource repositories, search engines, and content distribution
platforms. Standardized data exchange protocols, such as JSON-RPC and IPFS, enable
efficient communication and data sharing between the system components and external
services. This interoperability expands the reach and applicability of the proposed solution,
enhancing its value to various stakeholders.

To further enhance the system’s capability to interface with external systems, particu-
larly existing global registries, we implemented the following advanced features:

1.  Integration with Existing Global Registries:
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- Custom API adapters for major registry systems (ISBN, ISSN, DO, etc.):

e  Real-time synchronization with ISBN databases for book metadata;
e Automated ISSN assignment and verification for serial publications;
e DOl resolution and metadata retrieval integration.

- Bi-directional data flow, ensuring consistency between our NFT system and
traditional registries;
- Contflict resolution mechanisms for managing discrepancies between systems.

2. Interoperability Protocols:

- Implementation of the International Image Interoperability Framework (IIIF) for
standardized image-based resource sharing;

- Adoption of the Open Archives Initiative Protocol for Metadata Harvesting (OAI-
PMH) for efficient metadata exchange with digital libraries and repositories;

- Support for the ResourceSync framework for real-time resource synchronization.

3. Blockchain Interoperability:

- Integration of cross-chain communication protocols (e.g., Polkadot’s XCMP, Cos-
mos IBC) for interacting with multiple blockchain networks;

- Implementation of blockchain bridges for asset and data transfer between differ-
ent networks.

4. Data Transformation and Mapping;:

- Development of flexible data mapping tools to translate between different meta-
data schemas;

- Implementation of ETL (Extract, Transform, Load) processes for bulk data migra-
tion from legacy systems;

- Real-time data normalization to ensure consistency across different data formats.

5. External Service Integration:
- Pluggable architecture for easy integration of third-party services:

e Digital rights management (DRM) systems;
e Content delivery networks (CDNs);
e  Anti-counterfeiting and authentication services.

- Webhook support for real-time notifications to external systems.
6. Legacy System Compatibility:
- Development of middleware solutions for interfacing with older, non-API-enabled

systems;
- Creation of virtual APIs for legacy systems to facilitate modern integration patterns.

7. Regulatory and Compliance Interfaces:

- Integration with legal deposit systems for national libraries;

- Automated reporting interfaces for copyright offices and other regulatory bodies;

- Compliance checking and verification against industry standards (e.g., ONIX for
books).

8. Search and Discovery Enhancement:

- Integration with major search engines for improved discoverability of NFT-based
digital assets;

- Implementation of the Open Graph protocol for rich link previews on social
media platforms;

- Support for schema.org markup to enhance structured data for search engines.

These advanced interfacing capabilities ensure that our NFI-based system can seam-
lessly integrate with the existing ecosystem of global registries and related services. By
providing comprehensive interoperability, we facilitate a smooth transition for organiza-
tions adopting our system while maintaining compatibility with established workflows
and data exchange practices in the global registry domain.
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5.5. User Interaction

User interfaces, such as web-based and mobile applications, provide an accessible and
intuitive means for users to interact with the system. These interfaces allow users to create,
view, and transfer NFTs, as well as manage and verify the tokenization of digital resources.
By providing a user-friendly experience, the system encourages widespread adoption and
usage, fostering a more inclusive and accessible global digital ecosystem.

The proposed NFT-based tokenization system for global digital registers employs a
combination of blockchain technology, smart contracts, NFTs, data exchange protocols,
and user interfaces to facilitate a secure, transparent, and efficient process for managing
valuable digital resources. The system’s modular design and seamless integration with
external services ensure its adaptability to various use cases and stakeholders, paving the
way for a revolutionary approach to the identification, preservation, and accessibility of
digital assets in global registers.

Below is a UML component diagram that illustrates the main components and rela-
tionships within the proposed NFT-based tokenization system for global digital registers
(Figure 1). The accompanying explanations and comments provide additional context for
understanding the diagram.

User

Interact with the system

NFT-based Tokenization System \

User Interface

Send requests Retumn responses Authenticate and authorize

API Gateway

Invoke smart contract functions Retum results

Queue incoming requests Store and retrieve data Verify user access

Smart Contract

sQs DynamoDB 1AM

Interact with the blockchain [ Store and retrieve metadata Fetch external data

Utilize privacy-preserving techniques

Blockchain Network Decentralized Storage Privacy Module Oracle Network

Enable cross-chain interactions

Cross-Chain Bridge

Figure 1. UML component diagram of the NFT-based tokenization system for global digital registers.

The main components and their relationships are as follows:

1. User Interface (UI): This represents the web or mobile application through which
users interact with the system. Users can create, view, and transfer NFTs, as well as
manage and verify the tokenization of digital resources;

2. API Gateway (API): Acts as an intermediary between the user interface and the back-
end components. It handles incoming requests from users and returns the appropriate
responses. Additionally, it verifies user access using Identity and Access Management
(IAM) and queues incoming requests using Simple Queue Service (SQS);

3. Smart Contract (SC): Encapsulates the logic for creating, managing, and transferring
NFTs within the system. The API Gateway invokes smart contract functions to
perform actions related to NFTs, and the smart contract returns the results;
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4.  Blockchain Network (BC): Provides a decentralized and secure platform for recording
NFT transactions and maintaining a tamper-proof history of ownership. The smart
contract interacts with the blockchain network to manage NFTs;

5. Decentralized Storage (DS): Stores metadata associated with digital resources in a
decentralized and secure manner. The smart contract interacts with Decentralized
Storage to store and retrieve metadata;

6.  Privacy Module (PM): Implements privacy-preserving techniques such as zero-knowledge
proofs to enhance data protection and confidentiality within the system;

7. Oracle Network (ON): Facilitates the integration of external data sources, enabling
smart contracts to access off-chain information securely and reliably;

8. Cross-Chain Bridge (CCB): Enables interoperability between different blockchain
networks, allowing for the exchange of assets and data across various platforms.

Additionally, there are auxiliary services used within the system:

1. Identity and Access Management (IAM): Handles user authentication and authoriza-
tion, ensuring that only authorized users can interact with the system;

2. Simple Queue Service (SQS): Queues incoming requests from the API Gateway to
manage and distribute the workload efficiently;

3. DynamoDB: A NoSQL database used to store and retrieve data related to the system’s
operations, such as user information and NFT metadata.

The diagram provides a comprehensive overview of the system’s architecture, illustrat-
ing the primary components and their interactions. The inclusion of the Privacy Module,
Oracle Network, and Cross-Chain Bridge addresses key concerns related to data protec-
tion, external data integration, and interoperability. This modular and extensible design
facilitates seamless integration with various external services and blockchain networks,
enabling efficient communication and data sharing between the system components and
the broader ecosystem of global digital registers.

Below is a UML use case diagram that illustrates the main use cases and actors in-
volved in the NFT-based tokenization system for global digital registers. The accompanying
explanations and comments provide additional context for understanding the diagram
(Figure 2).

The main actors and their use cases are as follows:

1. User: This represents an individual who interacts with the NFT-based tokenization
system. Their use cases include the following;:

Authenticate: Log in to the system using their credentials;
Authorize: Grant or revoke access to specific system functions based on their
role and permissions;
Create NFT: Register a new digital resource and create a corresponding NFT;
Transfer NFT: Transfer the ownership of an NFT to another user;
View NFT: Access and view the details of an NFT, such as its metadata and
ownership history;

e  Verify Tokenization: Check and confirm the validity and uniqueness of the
tokenization process for a digital resource;

e  Manage Fractional NFT Ownership: Participate in partial ownership of NFTs,
including buying, selling, and managing fractional shares;

e  Verify Confidential Data: Validate sensitive information related to NFTs using
privacy-preserving techniques such as zero-knowledge proofs;

e  Configure Privacy Settings: Adjust personal data sharing preferences and visibil-
ity options for owned NFTs.

2. Administrator: This represents a system administrator responsible for managing and
monitoring the NFT-based tokenization system. Their use cases include:

e  Manage Users: Add, remove, or modify user accounts and their access permis-
sions;
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e  Manage Digital Register: Add, remove, or modify digital resources within the
global digital register;

e  Monitor System Performance: Track the performance and stability of the system,
addressing any issues that arise;

e  Configure Privacy Settings: Define and implement system-wide privacy policies
and data protection measures.

NFT-based Tokenization System

Verify Confidential Data

Manage Fractional NFT Ownership

Verify Tokenization

\

T

User \

> Authorize

Authenticate
‘ Configure Privacy Settings
i |
a

Administrator Manage Users

Monitor System Performance

Manage Digital Register

Figure 2. UML use case diagram for the NFI-based tokenization system for global digital registers.

The use case diagram provides a comprehensive overview of the system’s functionality
from the perspective of its actors. It illustrates the primary actions that each actor can
perform and highlights the advanced capabilities of the NFT-based tokenization system for
global digital registers. The inclusion of new use cases such as “Manage Fractional NFT
Ownership” and “Verify Confidential Data” demonstrates the system’s ability to handle
complex ownership structures and maintain data privacy, addressing key requirements for
a robust and versatile global digital registry system.

Below is a UML state diagram that illustrates the main states and transitions involved in
the NFT-based tokenization system for global digital registers (Figure 3). The accompanying
explanations and comments provide additional context for understanding the diagram.
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Create NFT Transfer NFT

View NFTVen'fy Tokenization

NFT Created

NFT Transferred

Figure 3. UML state diagram of the NFT-based tokenization system for global digital registers.

S

The main states and transitions are as follows:

Unauthenticated—The initial state of the system when a user has not yet logged in.
Transition: Authenticate—The user provides their credentials and logs in to the system;
Authenticated—The user has successfully logged in and can access the system’s
features. Transition: Logout—The user logs out of the system and returns to the
unauthenticated state;

Idle—The default state within a authenticated state, where the user is not currently
performing any specific action;

NFT_Creation—The user initiates the process of creating a new NFT for a digital
resource. Transition: NFT Created—The system successfully creates the NFT and
updates the global digital register;

NFT_Created—The system confirms that the NFT has been successfully created.
NFT_Transfer—The user initiates the process of transferring the ownership of an NFT
to another user. Transition: NFT Transferred—The system successfully transfers the
NFT ownership and updates the global digital register;

NFT_Transferred—The system confirms that the NFT ownership has been successfully
transferred;

NFT_View—The user accesses and views the details of an NFT, such as its metadata
and ownership history;

Verify_Tokenization—The user checks and confirms the validity and uniqueness of
the tokenization process for a digital resource.

The state diagram provides an overview of the system’s behavior as it transitions be-

tween different states based on user actions. It illustrates the primary states and transitions
associated with the NFT-based tokenization system for global digital registers, emphasizing
the system'’s functionality and flow.
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Below is the UML sequence diagram that illustrates the sequence of interactions
among different components within the system (Figure 4). Explanations and comments
have been added to provide context and understanding of the diagram.

> o

User Admin Global Registry Blockchain Network Smart Contract

Request Global Register Information

Provide Global Register Information

Authenticate

Authentication Success

Create NFT
alt [NFT Creation Successful]
Store NFT Metadata
NFT Metadata Stored
NFT Created
[NFT Creation Failed]
NFT Creation Error

Transfer NFT Ownership

alt [Ownership Transfer Successful]

Update NFT Ownership

NFT Ownership Updated

NFT Ownership Transferred

[Ownership Transfer Failed]

Ownership Transfer Error

Verify Tokenization

Check NFT Validity

NFT Validity Result

Tokenization Verification Result

Authenticate

Authentication Success

Manage Global Registers

Global Register Management Result

Manage NFTs

Perform NFT Management

NFT Management Result

NFT Management Result

Manage Users

User Management Result

Us;r Ad;in Global Registry Blockchain Network Smart Contract

1

/\ 7\

Figure 4. UML sequence diagram of the NFT-based tokenization system for global digital registers.
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The main interactions in the sequence diagram are as follows:

The user requests global register information from the global registry;

Global Registry provides the requested information to the user;

The user authenticates with the blockchain network;

The user initiates the NFT creation process with the smart contract;

If NFT creation is successful, the smart contract stores the NFT metadata on the

blockchain network and notifies the user. If it fails, the user receives an error message;

The user initiates the process of transferring NFT ownership through the smart contract;

If the ownership transfer is successful, the smart contract updates the NFT ownership on

the blockchain network and notifies the user. If it fails, the user receives an error message;

8.  The user requests tokenization verification from the smart contract;

9. Smart contract checks NFT validity on the blockchain network and returns the verifi-
cation result to the user;

10. The administrator authenticates with the blockchain network;

11. The administrator manages global registers through the registry;

12.  The administrator manages NFTs through the smart contract, which performs the nec-
essary actions on the blockchain network and returns the results to the administrator;

13. The administrator manages users within the system through the blockchain network.

AR

NS

This sequence diagram provides a high-level overview of the interactions between
the different components in the system, detailing the processes of NFT creation, transfer,
verification, and overall system management.

6. Comparative Research Methodology

To evaluate the feasibility and potential benefits of our proposed NFI-based system
for global digital registries, we conducted a comprehensive analysis of existing blockchain
implementations and NFT projects. This approach allows us to leverage established metrics
and real-world data to assess the potential performance, security, and efficiency of our
proposed solution.

6.1. Performance Metrics

We focused on key performance indicators crucial for decentralized systems:

Transaction throughput: Measured in transactions per second (TPS)

Block confirmation time: The average time for a transaction to be confirmed
Gas costs: The computational cost of executing operations on the blockchain
Storage efficiency: The amount of data that can be stored per transaction

These metrics were chosen based on their relevance to the scalability and efficiency
requirements of global digital registries.

6.2. Security Analysis
To assess the security aspects of our proposed system, we examined:
Consensus mechanisms: Evaluating the robustness of different consensus algorithms
Smart contract vulnerabilities: Analyzing common vulnerabilities in smart contract
implementations
Resistance to 51% attacks: Assessing the theoretical resistance to majority attacks
Data immutability: Evaluating the permanence and tamper-resistance of stored data

6.3. Case Studies

We analyzed several real-world implementations of NFT and blockchain systems to
gain insights into practical applications and challenges:
e  Ethereum Name Service (ENS): A decentralized domain name system
e  OpenSea: A popular NFT marketplace
e  Decentraland: A virtual world platform using NFTs for digital land ownership
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e  Aavegotchi: A DeFi-enabled crypto collectibles game

These case studies were selected to represent a diverse range of NFT applications and
to provide valuable insights into real-world implementation challenges and solutions.

6.4. Comparative Analysis

To contextualize our proposed system, we conducted a comparative analysis with
existing centralized and decentralized registry systems. The comparison focused on:

Scalability: The ability to handle increasing numbers of entries and transactions
Interoperability: Ease of integration with other systems and platforms
Cost-effectiveness: Long-term operational and maintenance costs

User experience: Ease of use for both administrators and end-users
Customizability: Flexibility in adapting to different use cases

This comparative framework allows us to evaluate the potential advantages and
limitations of our proposed system in relation to current solutions.

6.5. Limitations

It is important to note that while this methodology provides valuable insights, it has
limitations. The lack of a fully implemented prototype of our proposed system means
that some projections are based on extrapolations from existing systems. Additionally, the
rapidly evolving nature of blockchain technology means that performance metrics and best
practices are continually changing.

By employing this methodology, we aim to provide a comprehensive assessment of
the potential impact and feasibility of our proposed NFT-based system for global digital
registries, grounded in real-world data and established performance metrics.

7. Comparison and Discussion of Research Results

In this section, we present a comprehensive comparison of our proposed NFT-based
global registry system with existing centralized and decentralized solutions. Our analysis
focuses on key performance indicators, security measures, and user experience metrics
to provide a thorough understanding of the advantages and potential limitations of our
approach. We first compare our system with traditional centralized global registry systems,
followed by an evaluation against existing decentralized blockchain-based solutions.

7.1. Comparison with Centralized Global Registry Systems

Centralized global registry systems, such as ISBN, ISSN, DOI, ASIN, BICI, ISAN,
ISMN, ISRC, ISTC, ISWC, ISWN, and LCCN, have been the standard for managing unique
identifiers across various industries for decades. While these systems have served their
purposes, they face inherent limitations in today’s digital landscape. Our proposed NFT-
based system aims to address these limitations while maintaining the core functionality of
global registries.

Table 1 presents a comparative analysis of our proposed system against traditional
centralized registries, considering various implementation scenarios on popular blockchain
platforms such as Ethereum, Binance Smart Chain (BSC), and Polygon.

Table 1. Comparison of Centralized Systems and Our NFT-based Proposal.

Feature Centralized Svstems Our NFT-Based Our NFT-Based Our NFT-Based
y System (Ethereum) System (BSC) System (Polygon)
. Decentralized Decentralized Decentralized
Data Storage Centralized Databases (Blockchain) (Blockchain) (Blockchain)
. Moderate (Single point High (Cryptographic High (Cryptographic High (Cryptographic
Data Security . . . .
of failure) security) security) security)
Censorship Resistance Low High High High
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Table 1. Cont.

Feature Centralized Svstems Our NFT-Based Our NFT-Based Our NFT-Based
y System (Ethereum) System (BSC) System (Polygon)
Transparency Moderate High (Public ledger) High (Public ledger) High (Public ledger)
Scalability (transactions  yriop, (10004 TPS) Low (15-30 TPS) High (300+ TPS) Very High (7000+ TPS)
per second)
Single Point of Failure Yes No No No
Interoperability Limited High High High
Cost Efficiency (per Low ($0.001-$0.01) High ($1-$10) Moderate ($0.1-$1) Low ($0.001-$0.01)
transaction)
Immutability Moderate High High High
Smart Contract No Yes Yes Yes

Functionality

e  Data Security: Centralized systems are vulnerable to data breaches. For instance, the
ISBN database managed by Bowker experienced a significant breach in 2018, exposing
users’ personal and financial data [40]. In contrast, our NFT-based system inherits the
robust security of blockchain networks. Ethereum, for example, has never suffered a
network-level security breach since its inception in 2015 [41].

e  Censorship Resistance: The centralized nature of traditional systems makes them sus-
ceptible to censorship. China has constantly blocked access to several DOI links,
affecting researchers’ ability to access scientific literature [42,43]. Our decentral-
ized approach eliminates this risk, as demonstrated by the continued accessibility of
blockchain-based content even in restrictive environments.

e  Transparency: While systems such as DOI offer some level of transparency, the full
history of changes is not readily available to the public. The CrossRef DOI system
processed over 1 billion DOI resolutions per month in 2021, but the details of these
transactions are not publicly verifiable [44]. In contrast, our NFT-based system on
Ethereum would make every transaction publicly viewable and verifiable.

e  Scalability: The ISSN system assigns approximately 70,000 new identifiers annu-
ally [45]. While this is manageable for a centralized system, our solution on Polygon
could theoretically handle this entire year’s worth of new assignments in about 10 s,
given its 7000 TPS capability [46].

e  No Single Point of Failure: The centralized ISBN system has experienced downtime
due to server issues. In 2019, the U.S. ISBN agency reported several hours of un-
planned downtime [47]. Decentralized networks namely Ethereum have achieved
near 100% uptime since inception, with only minor slowdowns during peak congestion
periods [48].

e Interoperability: Traditional systems often operate in silos. For example, there is
limited interoperability between the ISBN and ISRC systems for books and music
recordings, respectively. Our NFI-based system could bridge these gaps. The Polygon
network, which our system could utilize, has processed over 1 billion transactions
across various asset types, demonstrating high interoperability [46].

e  Cost Efficiency: The ISNI (International Standard Name Identifier) system charges
a fee of $25 per identifier assignment [49]. Our system, implemented on a cost-
efficient blockchain such as Polygon, could potentially reduce this cost to less than
$0.01 per assignment [46].

e  Smart Contract Functionality: Unlike LCCN or ISAN, which are static assignment
systems, our NFI-based approach allows for programmable registries. For example,
an ISWC (International Standard Musical Work Code) implemented as an NFT could
automatically track and distribute royalties based on usage, a feature not possible in
the current centralized system [50].
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Update Speed: The ISTC (International Standard Text Code) system updates its
database weekly [51]. Our blockchain-based system would reflect changes in near
real-time, with new entries visible within minutes across the entire network.

Global Accessibility: While systems such as ASIN are tied to specific platforms (Ama-
zon), our NFT-based registry would be globally accessible. This is particularly relevant
for international standards such as BICI (Book Item and Component Identifier), which
could benefit from blockchain’s borderless nature [52].

These comparisons demonstrate the significant advantages our NFI-based system

offers over traditional centralized registries. While centralized systems have served their
purpose, the transition to a blockchain-based solution addresses many of their inher-
ent limitations, providing enhanced security, transparency, and functionality for global
digital registries.

7.2. Comparison with Decentralized Global Registry Systems

In this section, we compare our proposed NFT-based system with existing decentral-

ized global registry systems. While these systems already leverage blockchain technology,
our approach offers unique advantages in terms of flexibility, interoperability, and specific
application to global registries (Table 2).

Table 2. Comparison with Decentralized Global Registry Systems.

Ethereum Name Service InterPlanetary File System
Feature (ENS) (IPFS) Our NFT-Based System
Primary Function Domain name resolution Distributed file storage Global registry management
Blockchain Platform Ethereum Custom (IPFS) Multiple (e.g,, Ethereum,
Polygon)
Data Storage On-chain (limited) Off-chain (distributed) On-chain (NFT metadata)
Scalability (TPS) 15-30 N/A (not transaction-based) Up to 7000 (on Polygon)
. Limited to the Ethereum . . . s
Interoperability ecosystem High (protocol-level) High (cross-chain capability)
Cost per Operation $1-5 (variable) Negligible $0.001-$0.01 (on Polygon)
Update Speed 15 s (Ethereum block time) Near instantaneous 2 s (Polygon block time)
Custom Metadata Support Limited Extensive Extensive (NFT standard)
e  Scalability and Performance: The Ethereum Name Service (ENS) processes approx-
imately 300,000 registrations and 3 million lookups per month [53,54]. In contrast,
our system implemented on Polygon could theoretically handle up to 18 million reg-
istrations per month, based on Polygon’s 7000 TPS capacity [46]. This represents a
significant improvement in scalability.
e  Cost Efficiency: ENS domain registrations cost between $5 and $1000 per year, de-
pending on the name length [41,48]. Our NFT-based system on Polygon could reduce
operational costs to less than $0.01 per registration [46], making it more accessible for
large-scale registry management.
e Interoperability: While IPFS offers high interoperability at the protocol level, it lacks
native integration with smart contract platforms. Our system, built on NFT standards,
can easily interact with various DeFi and Web3 applications. For instance, the number
of unique addresses interacting with NFTs on Ethereum surpassed 4 million [55-57],
demonstrating the widespread adoption and interoperability of NFT standards.
o  Customizability: ENS allows for limited metadata storage on-chain. Our NFT-based

approach leverages the ERC-721 or ERC-1155 standards, which support extensive
metadata. This allows for more complex registry entries, similar to how Decentraland
manages virtual land parcels, with over 97,000 unique landowners recorded [46].
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e  Update Speed: IPFS content addressing is near-instantaneous but achieving consensus
on the latest version of mutable data can be challenging. Our system, implemented on
Polygon, offers a balance with 2-s block times [46], allowing for rapid updates while
maintaining blockchain consensus.

e Adoption and Ecosystem: ENS has registered over 2.8 million domain names as of
2023 [55,57]. While impressive, our system’s flexibility could potentially cater to a
much larger market. For comparison, the ISBN system assigns approximately 1.5
million new identifiers annually [47,52]. Our solution could handle this volume more
efficiently and at a lower cost than current blockchain-based alternatives.

e  Cross-chain Compatibility: Unlike ENS, which is primarily Ethereum-based, our
system can be implemented across multiple chains. This is similar to how NFT bridges
such as Wormhole have facilitated the transfer of over $25 billion in assets across
different blockchains [58], demonstrating the potential for truly global, cross-chain
registry systems.

In conclusion, while existing decentralized systems such as ENS and IPFS have made
significant strides in decentralized naming and file storage, respectively, our NFT-based
approach offers a more specialized and efficient solution for global registry management.
It combines the best aspects of these systems—decentralization, immutability, and global
accessibility—with enhanced scalability, cost-efficiency, and customizability tailored specif-
ically for registry applications.

8. Experimental Evaluation

To validate the efficacy and performance of our proposed NFT-based global digital
registry system, we conducted a series of rigorous experiments. This section details our
experimental methodology, presents the results, and provides a comprehensive analysis
of our findings. Our evaluation aims to assess the system’s performance in terms of
throughput, latency, gas consumption, and scalability, providing insights into its potential
for real-world implementation.

8.1. Experimental Methodology and Environment

Our experimental setup was designed to simulate a controlled blockchain environment,
allowing for precise measurement and analysis of the system’s performance metrics. We
utilized Ganache, a personal blockchain for Ethereum development, to create a local test
network. This choice was motivated by several factors, which we will discuss in detail.

8.1.1. Test Environment

The experiments were conducted using Ganache (version 2.7.1.0), which provides
a simulated Ethereum blockchain environment. Ganache was configured to mimic the
Ethereum mainnet’s parameters, including gas limits and block time, to ensure the rele-
vance of our results. The local blockchain was initialized with 10 accounts, each funded with
100 ETHS, to facilitate extensive testing without concerns about transaction costs.

8.1.2. Hardware and Software Specifications
The tests were performed on a machine with the following specifications:

e  Processor: AMD Ryzen 7 7840HS w/Radeon 780 M Graphics, 3.80 GHz (Cores:
8 Threads: 16; Clock speed: 3.8 GHz; Turbo Speed: 5.1 GHz)
RAM: 64 GB DDR5 SO-DIMM 5600 MHz
Storage: 1 TB NVMe SSD
Operating System: Windows 11

8.1.3. Justification for the Local Environment

The decision to use a local blockchain environment was driven by several considera-
tions, including;:
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e  Reproducibility: A local environment ensures consistent network conditions across
multiple test runs, allowing for more accurate comparisons and analysis;

o  Cost-effectiveness: Testing on the Ethereum mainnet or even testnets would incur
real costs, limiting the extent of our experiments. The local environment allowed for
extensive testing without financial constraints;

e  Performance isolation: By eliminating external network factors, we could focus on the
intrinsic performance of our smart contract and system architecture;

e  Rapid iteration: The local environment facilitated quick deployment and testing cycles,
enabling us to refine our methodology and system design efficiently;

e Controlled parameter adjustment: Ganache allowed us to adjust blockchain parame-
ters, enabling testing under various network conditions.

8.1.4. Limitations and Assumptions

While our local testing environment provided valuable insights, it is important to
acknowledge its limitations as follows:

e  Network idealization: The local environment does not capture the full complexity of
the Ethereum network, including aspects such as network latency, congestion, and the
impact of other users’ transactions;

e  Gas price stability: In our local environment, gas prices remained constant, whereas
they fluctuate in the real Ethereum network based on demand;

e  Block time consistency: Ganache produces blocks instantly when transactions are avail-
able, which differs from the Ethereum mainnet’s average block time of around 13 s;

e  Scalability simulation: While we attempted to stress-test the system, the local environ-
ment cannot fully replicate the challenges of operating at a global scale;

e  Security considerations: The controlled environment does not account for potential
security threats and attacks that might occur in a public network.

These limitations mean that while our results provide a strong indication of the system’s
potential performance, real-world performance may vary. Future work will involve testing on
Ethereum testnets and eventually the mainnet to gather more representative data.

In the following sections, we will detail our smart contract implementation, testing
procedures, and the results obtained from this experimental setup. Despite the acknowledged
limitations, this methodology provides a solid foundation for evaluating the core functionality
and performance characteristics of our NFI-based global digital registry system.

8.2. Smart Contract Implementation

The core of our NFT-based global digital registry system is the Global Digital Registry
smart contract. This contract, implemented in Solidity version 0.8.0, leverages the ERC-721
standard for non-fungible tokens to represent unique digital assets within a global registry
context. The full implementation of the smart contract can be found in Appendix A.

8.2.1. Overview of the Global Digital Registry Smart Contract

The GlobalDigitalRegistry contract extends the ERC-721 standard, providing addi-
tional functionality specific to global digital registry requirements. It maintains a mapping
between unique identifiers (such as ISBN, DOI, or custom identifiers) and their correspond-
ing NFT tokens. This design allows for efficient lookup and verification of registered items
while leveraging the security and ownership features inherent to NFTs.

8.2.2. Detailed Description of Key Functions

1.  registerltem(string memory _identifier, string memory _metadata) public returns
(uint256) Parameters:

e _identifier: A unique string identifier for the item (e.g., ISBN, DOI)
e _metadata: A string containing metadata about the item Return value: The token
Id of the newly created NFT
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This function is the primary entry point for registering new items in the global registry.
It performs the following operations: (a) Checks if the identifier is already registered;
(b) Increments the token counter; (c) Mints a new NFT to the sender’s address; (d) Stores
the item’s metadata and identifier; (e) Creates a mapping between the identifier and the
token ID. Gas consumption and potential optimizations are critical considerations for this
function, as it will be frequently called in a production environment.

2. transferOwnership(uint256 _tokenld, address _newOwner) public Parameters:

e _tokenld: The unique identifier of the NFT
e _newOwner: The address of the new owner

This function transfers the ownership of a registered item to a new address. It includes
the following checks and operations: (a) Verifies that the sender is the current owner of
the token. (b) Transfers the NFT to the new owner using the ERC-721 _transfer function
The function leverages the ERC-721 standard’s built-in transfer mechanisms, ensuring
compatibility with existing NFT infrastructure.

3. updateMetadata(uint256 _tokenld, string memory _newMetadata) public parameters:

e _tokenld: The unique identifier of the NFT
e _newMetadata: The updated metadata string

This function allows the current owner of an item to update its associated metadata. It
includes: (a) ownership verification (b) Updating the metadata in the contract’s storage
The ability to update metadata is crucial for maintaining accurate and current information
in the registry.

4. verifyltem(string memory _identifier) public view returns (bool) Parameters:

e _identifier: The unique identifier to verify Return value: A boolean indicating
whether the item is registered

This function provides a quick and gas-efficient way to check if an item is registered
in the system. It simply checks if the identifier has an associated token ID.

5. getltemDetails(uint256 _tokenld) public view returns (string memory, string memory,
address) Parameters:

e _tokenld: The unique identifier of the NFT return values:
e  The item’s identifier
e  Theitem’s metadata
e  The current owner’s address

This function retrieves comprehensive information about a registered item. It is
designed for efficient data retrieval, which is crucial for user interfaces and external system
integrations.

6. batchRegister(string[] memory _identifiers, string[] memory _metadataList) public

Parameters:
e _identifiers: An array of unique identifiers
e _metadataList: A corresponding array of metadata strings

This function allows for the registration of multiple items in a single transaction,
offering gas savings for bulk operations. It includes: (a) Validation of input array lengths
(b) Iterative registration of each item using the registerltem function. The batch registra-
tion capability is particularly important for large-scale data migrations or high-volume
registration scenarios.

8.2.3. Rationale Behind Design Choices

e  ERC-721 Standard Adoption: We chose to build upon the ERC-721 standard due to its
widespread adoption, robust security features, and compatibility with existing NFT
ecosystems. This decision ensures interoperability and leverages battle-tested token
management functionalities.
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e Identifier-to-Token Mapping: The use of a mapping between string identifiers and
token IDs allows for efficient lookups and verification, which is crucial for a global
registry system that may need to handle millions of entries.

e  Metadata Storage: Storing metadata directly on-chain ensures data integrity and imme-
diate availability. However, for larger datasets, we recommend implementing a hybrid
approach with off-chain storage solutions for instance IPFS to optimize gas costs.

e  Access Control: Functions that modify the state (for example, registerItem and up-
dateMetadata) include ownership checks to ensure data integrity and prevent unau-
thorized modifications.

e  Batch Operations: The inclusion of batch registration functionality addresses scalability
concerns and provides cost-effective solutions for large-scale data entry.

e  Gas Optimization: Throughout the contract, we’ve prioritized gas-efficient operations,
such as using mappings for lookups and minimizing storage operations where possible.

e Upgradability Considerations: While not implemented in the current version, the
contract structure allows for future upgradability patterns, ensuring the system can
evolve with changing requirements and technological advancements.

This smart contract design forms the foundation of our NFT-based global digital registry
system, providing a robust, flexible, and efficient solution for managing unique digital
assets on a blockchain. The following sections will detail how we tested and evaluated this
implementation to assess its performance and suitability for real-world applications.

8.3. lesting Scripts and Procedures

To rigorously evaluate the performance and efficiency of our GlobalDigitalRegistry
smart contract, we developed a comprehensive testing script, performance_test.js. This
script, written in JavaScript and utilizing the Web3.js library, executes a series of operations
on our deployed smart contract and measures various performance metrics. The complete
script can be found in Appendix B.

8.3.1. Description of the performance_test.js Script

The performance_test.js script is designed to interact with our smart contract deployed
on the local Ganache blockchain. It performs a series of operations, including item registra-
tion, retrieval, and batch processing, while measuring and recording performance metrics.
The script is structured to execute these operations in a controlled, repeatable manner,
allowing for consistent performance evaluation across multiple test runs.

Key components of the script include:

e Initialization: Establishes a connection to the local blockchain and loads the smart
contract ABI and address;

e  Test functions: Separate functions for each performance test, encapsulating the logic
for specific operations and measurements;

e  Metrics collection: Utilizes JavaScript’s built-in Date object for time measurements
and Web3.js methods for gas consumption data;

e  Results reporting: Outputs the collected metrics in a human-readable format for analysis.

8.3.2. Explanation of Measured Metrics

1. Throughput: Definition: The number of successful transactions processed per second.
Measurement method: The script executes a predefined number of registerltem
transactions in rapid succession and calculates the average number of transactions
completed per second. Significance: Throughput is a critical metric for assessing the
system’s capacity to handle high-volume registration scenarios, such as bulk data
imports or peak usage periods;

2. Latency: Definition: The time taken for a single transaction to be processed and
confirmed. Measurement method: The script measures the time elapsed between
initiating a registerItem transaction and receiving confirmation of its successful execu-
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tion. Significance: Latency impacts the user experience and is crucial for applications
requiring near real-time updates to the registry;

3. Gas Consumption: Definition: The amount of computational work required to execute
a transaction, measured in gas units. Measurement method: The script retrieves the
gas used for each transaction from the transaction receipt returned by the blockchain.
Significance: Gas consumption directly translates to transaction costs on the Ethereum
network, making it a key factor in assessing the economic viability of the system;

4. Function Execution Time: Definition: The time taken to execute a specific smart
contract function, excluding network latency. Measurement method: The script
measures the time elapsed for non-transactional function calls, such as getltemDetails.
Significance: This metric helps identify potential bottlenecks within the smart contract
logic and assess the efficiency of data retrieval operations;

5. Batch Operation Performance: Definition: The efficiency of processing multiple items
in a single transaction compared to individual processing. Measurement method:
The script executes the batchRegister function with varying numbers of items and
compares the time and gas consumption to equivalent individual registrations. Signif-
icance: Batch performance is crucial for optimizing large-scale data operations and
reducing overall transaction costs.

8.3.3. Test Scenarios and Their Justifications

1. Single-Item Registration: Scenario: Register individual items repeatedly. Justification:
This scenario simulates the most common operation and serves as a baseline for
performance comparisons;

2. Item Retrieval: Scenario: Retrieve details of registered items. Justification: It assesses
the efficiency of data retrieval, which is critical for user interfaces and third-party
integrations;

3. Ownership Transfer: Scenario: Transfer ownership of registered items between ac-
counts. Justification: Evaluates the performance of ownership management, a key
feature of NFT-based systems;

4. Metadata Update: Scenario: Update the metadata of existing items. Justification: Tests
the system’s ability to maintain up-to-date information, crucial for dynamic digital
registries;

5. Batch Registration: Scenario: Register multiple items in a single transaction, varying
the batch size. Justification: Assesses the system’s capability to handle bulk opera-
tions efficiently, which is important for large-scale data migrations or high-volume
registration periods;

6.  Concurrent Operations: Scenario: Simulate multiple users interacting with the con-
tract simultaneously. Justification: Evaluates the system’s performance under concur-
rent load, mimicking real-world usage patterns;

7. Gas Limit Stress Test: Scenario: Gradually increase transaction complexity until
reaching block gas limits. Justification: It identifies the upper bounds of transaction
complexity and helps in optimizing gas usage for complex operations.

These test scenarios are designed to comprehensively evaluate the GlobalDigitalRegistry
smart contract under various conditions, providing insights into its performance characteris-
tics, limitations, and potential optimizations. The results obtained from these tests form the
basis for our performance analysis and guide future improvements to the system.

8.4. Functional Testing

To validate the robustness and correctness of our GlobalDigitalRegistry smart contract,
we conducted a comprehensive series of functional tests using the Remix IDE integrated
with a local Ganache blockchain. This rigorous testing process enabled us to verify the
contract’s behavior in various scenarios and validate its core functionalities.

The testing procedure commenced with the deployment of the GlobalDigitalRegistry
contract to our local Ganache blockchain. Upon successful deployment, we utilized the
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Remix IDE interface to interact with the contract, accessing its full range of functions.
Concurrently, we examined the Ganache interface to confirm the successful deployment
and obtain the contract’s address for subsequent interactions.

We initiated functional testing by invoking the registerltem function, which is funda-
mental to our registry system. We simulated a real-world registration scenario by inputting
a unique identifier (“ISBN123”) and associated metadata (“Test Book”). The successful
execution of this function resulted in the creation of a new NFT representing the registered
item. We meticulously recorded transaction details, including gas consumption and block
number, for performance analysis.

Following the registration, we tested the verifyltem function to ensure the system
could correctly identify registered items. We queried the system using the previously
registered identifier “ISBN123”. The function returned a boolean value of ‘true’, confirming
that the item was successfully registered and could be verified within the system. This test
validated the contract’s ability to maintain and quickly access registry entries.

We conducted additional tests on other critical functions:

e  Ownership Transfer (transferOwnership function): We verified that only the current
owner could initiate transfers and that ownership records were accurately updated.

e  Metadata Update (updateMetadata function): We ensured that only the current owner
could modify item metadata and that updates were correctly stored and retrievable.

e  Batch Registration (batchRegister function): We evaluated the contract’s capability
to handle multiple registrations in a single transaction, simulating scenarios of bulk
data entry.

e Item Details Retrieval (getltemDetails function): We verified the accuracy and complete-
ness of stored data by retrieving comprehensive information about registered items.

Throughout these tests, we closely monitored gas consumption, transaction success
rates, and the accuracy of data storage and retrieval. The results provided crucial insights
into the contract’s behavior and informed our subsequent performance optimization efforts.

This rigorous functional testing phase not only validated the core capabilities of our
GlobalDigitalRegistry smart contract but also helped identify potential areas for improve-
ment in terms of gas efficiency and data management. The insights gained from this process
directly informed our performance testing methodology and contributed to the overall
robustness of our NFT-based global digital registry system.

8.5. Experimental Results

Following the rigorous testing procedures outlined in the previous sections, we col-
lected comprehensive data on the performance of our GlobalDigitalRegistry smart contract.
This section presents these results, offering insights into the system’s efficiency, scalability,
and potential for real-world application.

8.5.1. Performance Metrics

Table 3 summarizes the key performance metrics obtained from our experiments.

Table 3. Performance Metrics of the GlobalDigitalRegistry smart contract.

Metric Value Unit
Throughput 33.22 Transactions per second
Latency 26 Milliseconds
Gas consumption (register) 126,276 Gas units
Function execution Time 14 Milliseconds
Batch registration (5 items) 102 Milliseconds

These results provide a quantitative basis for assessing the system’s performance.
The throughput of 33.22 transactions per second indicates a robust capacity for handling
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registration operations, while the low latency of 26 ms suggests responsive system behavior.
The gas consumption for a single registration operation (126,276 gas units) offers a baseline
for estimating operational costs on the Ethereum network.

8.5.2. Graphical Representation of Key Metrics

To better visualize the system’s performance characteristics, we present the following
graphs:

Figure 5 illustrates how the system’s throughput changes as the number of concurrent
users increases. The throughput remains relatively stable up to a certain point, after which
it begins to decline, indicating the system’s scalability limits.

Throughput (TPS)
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Figure 5. Throughput vs. Number of Concurrent Users.

Figure 6 shows the distribution of latency measurements across all transactions. The
majority of transactions cluster around the mean of 26 ms, with a slight right-skew indicat-
ing occasional longer processing times.
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Figure 6. Latency Distribution.

Figure 7 compares the gas consumption of various contract operations, including item
registration, ownership transfer, and batch registration. Batch registration shows significant
gas savings per item compared to individual registrations.
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Figure 7. Gas Consumption for Different Operations.

8.5.3. Comparative Analysis

To contextualize our results, we compare them with the theoretical expectations and
baseline performance of similar systems (Table 4).

Table 4. Comparison with Baseline Systems.

Metric Our System Ethereum Mainnet C];I;::;)I;Zszd
Throughput (TPS) 33.22 15-20 1000+
Latency (ms) 26 13,000 (avg) <10
Write Cost Variable Variable Negligible
Decentralization High High None
Immutability High High Low

e  Throughput: Our achieved throughput of 33.22 TPS exceeds the theoretical maximum
of the Ethereum mainnet (approximately 15-20 TPS). This discrepancy is attributed
to our use of a local Ganache blockchain, which does not incur network latencies or
competition for block space. In a real-world deployment, we expect throughput to
align more closely with Ethereum’s limitations.

e Latency: The observed latency of 26 ms is significantly lower than Ethereum’s average
block time of 13 s. Again, this reflects the ideal conditions of our local environ-
ment. In practice, latency would increase due to network propagation and block
confirmation times.

e  Gas Consumption: Compared to a basic ERC-721 token minting operation (which
typically consumes around 100,000 gas), our registerltem function’s consumption of
126,276 gas represents a modest 26% increase. This additional cost reflects the expanded
functionality of our system, including metadata storage and identifier mapping.

e  Batch Operations: The efficiency of our batch registration (20.4 ms per item in a batch
of 5) demonstrates a 21.5% improvement over individual registrations (26 ms per
item). This efficiency gain aligns with the expected benefits of batching operations in
smart contracts.

e  Function Execution Time: The 14 ms execution time for getltemDetails is commend-
able, considering the function retrieves multiple data points (identifier, metadata, and
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owner address). This performance is comparable to read operations in optimized
database systems.

This comparison highlights the trade-offs inherent in blockchain-based systems. While
our solution cannot match the raw performance of centralized databases, it offers significant
advantages in terms of decentralization, data integrity, and trustless operations.

In conclusion, these experimental results demonstrate that our GlobalDigitalRegistry
smart contract achieves a balance between functionality and efficiency. The system shows
promise for handling global digital registry operations, particularly in scenarios where
decentralization and data integrity are paramount. However, the discrepancies between
our local test environment and real-world blockchain conditions underscore the need for
further testing on public testnets and, ultimately, the Ethereum mainnet to fully assess the
system’s practical viability.

8.6. Discussion and Analysis

The experimental results provide valuable insights into the performance and potential
of our NFT-based global digital registry system. This section interprets these results and
analyzes their implications for real-world applications.

8.6.1. Interpretation of Results

The system demonstrates promising performance characteristics, particularly in terms
of throughput and latency. The ability to process 33.22 transactions per second with an
average latency of 26 ms indicates a responsive and efficient system. However, it is crucial
to note that these results were obtained in a controlled, local environment and may not
directly translate to performance on the public Ethereum network.

The gas consumption for item registration (126,276 gas units) is relatively high com-
pared to simple token transfers but justified given the additional functionality and data
storage involved. This consumption rate will be a key factor in determining the economic
viability of the system in real-world deployments.

8.6.2. Performance Analysis in the Context of Global Digital Registries

For global digital registries, which may need to handle millions of entries and frequent
updates, our system’s performance is promising. The high throughput and low latency
suggest that the system could handle large-scale registration events efficiently. Moreover,
the batch registration feature, which processed 5 items in 102 ms, offers a significant
optimization for bulk operations, crucial for large-scale data migrations or high-volume
registration periods.

8.6.3. Comparison with Existing Systems

Compared to centralized systems, our NFT-based solution offers enhanced security,
transparency, and decentralization at the cost of lower raw performance. While central-
ized databases can achieve much higher throughput and lower latency, they lack the
immutability and trustless operations provided by blockchain technology.

In comparison to other decentralized systems, particularly those built on Ethereum,
our solution shows competitive performance. The throughput of 33.22 TPS exceeds
Ethereum’s mainnet capacity, suggesting that our system efficiently utilizes blockchain
resources.

8.6.4. Scalability Considerations

The throughput vs. concurrent users’ graph (Figure 5) indicates that the system
maintains high performance up to about 50 concurrent users, after which throughput
begins to decline. This suggests a need for further optimization to handle very high
concurrency scenarios. Implementing layer-2 scaling solutions or exploring alternative
blockchain platforms could address this limitation.
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8.6.5. Potential Optimizations and Improvements

e  Gas optimization: Further refinement of smart contract code to reduce gas consump-
tion, particularly for frequently used functions.

e  Enhanced batching: Developing more sophisticated batching mechanisms to handle
larger volumes of registrations efficiently.

e  Off-chain storage: Implementing a hybrid storage solution, using IPFS or similar
systems for metadata storage, to reduce on-chain data and gas costs.

e Parallel processing: Exploring sharding or other parallel processing techniques to
improve scalability.

8.7. Limitations and Future Work

Discussion of current limitations in the experimental setup: The primary limitation
of our current setup is its reliance on a local blockchain environment, which does not
capture the full complexity of the Ethereum network. Factors such as network latency,
block time variability, and competition for block space are not accurately represented in
our experiments.

8.7.1. Potential Impact of Real-World Factors on Performance

In a public blockchain environment, we anticipate:

Reduced throughput due to network congestion and block size limitations.
Increased latency due to block confirmation times and network propagation delays.

Variable gas costs are influenced by network demand and ETH price fluctuations.
Potential transaction failures or delays during periods of high network activity.

8.7.2. Proposed Future Experiments and Evaluations

e  Testnet deployment: Conducting extensive testing on Ethereum testnets (e.g., Goerli,
Sepolia) to gather more realistic performance data.

e Long-term stress testing: Running the system under sustained high loads to identify
performance degradation over time.

e  Security audits: Engaging third-party auditors to assess the smart contract’s security
and identify potential vulnerabilities.

e  User experience studies: Gathering feedback from potential end-users to refine the
system’s interface and functionality.

8.7.3. Suggestions for System Improvements

e Implementing state channels or layer-2 solutions to improve scalability and reduce
transaction costs.

e  Developing a more robust error handling and recovery mechanism to manage failed
transactions.

e  Creating an upgradeable smart contract architecture to facilitate future improvements
without disrupting existing data.

e Integrating oracle services for enhanced interoperability with external systems and
data sources.

8.8. Implications for Real-World Implementation

Discussion on how experimental results translate to practical applications: While our
experimental results are promising, real-world implementation will likely see reduced
performance due to network constraints. However, the system’s efficiency in batch process-
ing and low latency read operations suggest it could excel in scenarios requiring frequent
verification of digital assets or bulk registration events.

Considerations for deployment on the public Ethereum network:

e  Gas price volatility: Implementing dynamic gas price strategies to ensure transaction
success during network congestion.
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e  Block size limitations: Optimizing transaction size and frequency to work within
Ethereum’s block constraints.

e  Network upgrades: Staying abreast of Ethereum’s roadmap (e.g., Ethereum 2.0) and
adapting the system to leverage new features and improvements.

Economic analysis based on gas consumption and current Ethereum prices: Assuming
an average gas price of 50 Gwei and an ETH price of $2000:

e  Single registration cost: 126,276 x 50 x 1 x 1072 x 2000 = $12.63;
e Batch registration cost (per item): (550,000/5) x 50 x 1 x 10~? x 2000 = $11.00.

These costs, while significant, may be justifiable for high-value digital assets or in
scenarios where the benefits of blockchain-based verification outweigh the transaction fees.
Potential challenges and mitigation strategies for large-scale adoption are as follows:

e High transaction costs: Implement layer-2 scaling solutions or explore alternative
blockchain platforms with lower fees;

e  User onboarding: Develop user-friendly interfaces and educational resources to facili-
tate adoption by non-blockchain users;

e  Regulatory compliance: Engage with regulatory bodies to ensure the system meets
legal requirements across different jurisdictions;

e Interoperability: Develop standards and APIs to facilitate integration with existing
digital asset management systems.

8.9. Conclusion of the Experimental Evaluation

Our NFT-based global digital registry system demonstrates promising performance
characteristics, particularly in terms of throughput and latency in a controlled environment.
The system’s ability to handle batch registrations efficiently and its low latency read
operations are particularly noteworthy. However, gas consumption and scalability under
high concurrency remain areas for further optimization.

Despite the identified limitations, our system shows significant potential for revolu-
tionizing global digital registries. Its decentralized nature, coupled with the immutability
and uniqueness guarantees of NFTs, offers a robust solution for managing and verifying
digital assets in a trustless environment.

9. Practical Applications and Use Cases

The application of our decentralized global registry system based on blockchain
technology and NFTs is multi-faceted and can be adopted in various sectors due to its
unique features and advantages. Here, we provide several practical examples that illustrate
the system’s versatility and adaptability.

1. Cultural heritage management. The tokenization of UNESCO World Heritage sites
provides a compelling case. The unique attributes of each site can be embedded into
an NFT, creating an immutable digital record of the site’s information, its historical
significance, and current status. This enables a decentralized, globally accessible, and
secure database of world heritage sites that can significantly aid in their preservation
and management;

2. Intellectual property management. Intellectual property rights management, particu-
larly in the music and arts industry, is another field that can greatly benefit from our
proposed system. For instance, artists could tokenize their work, with each NFT car-
rying crucial metadata about the artwork, including its authenticity, ownership, and
rights for reproduction. This not only curbs art forgery and copyright infringement
but also opens up new avenues for artists to monetize their work directly;

3. Real estate registry. Tokenization can revolutionize the real estate industry by en-
hancing transparency and efficiency in property transactions. Each property can
be tokenized into an NFT, with its unique property details, ownership history, and
transaction records securely stored on the blockchain. This can streamline property
transactions, reduce disputes, and increase trust among the parties involved;
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4. Academic credential verification. Academic institutions can tokenize degrees and
credentials, offering a robust solution to the prevalent issue of fake degrees and
credential fraud. Each token can contain verifiable data about the student, the degree
awarded, and the awarding institution. This not only simplifies the process of degree
verification for employers but also ensures the authenticity of academic credentials.

These are just a few examples that demonstrate the broad scope of applications of
the proposed system. The diverse application scenarios underline the system’s flexibility
and potential to revolutionize how we manage and verify unique digital assets. Future
research and development will undoubtedly uncover more opportunities and use cases for
the proposed system, further contributing to its practical value and impact.

9.1. Tokenization of Cultural Heritage and Other Valuable Digital Assets
9.1.1. Preservation of World Heritage Sites

NFT-based tokenization can be applied to the preservation and management of UN-
ESCO World Heritage Sites. By creating unique digital tokens for each site, accurate
records of the site’s history, conservation efforts, and ownership can be maintained. The
decentralized nature of blockchain technology ensures that these records are transparent,
tamper-proof, and accessible to stakeholders, including governments, conservation orga-
nizations, and the general public. This can facilitate the allocation of resources, enhance
collaboration, and promote responsible tourism.

9.1.2. Protection of Intangible Cultural Heritage

Intangible cultural heritage (ICH), such as traditional craftsmanship, folklore, and
rituals, can be preserved and protected using NFI-based tokenization. Creating NFTs for
ICH elements can help raise awareness, document their significance, and provide a platform
for their digital representation. This approach can also ensure that the communities
associated with these cultural expressions are acknowledged and fairly compensated for
their contributions.

9.1.3. Management of Intellectual Property Rights

Tokenization can streamline the management of intellectual property (IP) rights, such
as copyrights, patents, and trademarks. NFTs can represent unique digital assets, including
literary works, artistic creations, and scientific inventions, enabling the secure and trans-
parent tracking of ownership and licensing agreements. This can facilitate the enforcement
of IP rights and promote fair compensation for creators and rightsholders.

9.1.4. Digitization of Museums and Art Collections

Museums, galleries, and private collectors can leverage NFI-based tokenization to
catalog and manage their art collections. By creating digital tokens for each artwork or
artifact, provenance and ownership records can be securely maintained and easily accessed.
Additionally, this approach can facilitate the creation of virtual exhibitions, opening up
new avenues for education, research, and global collaboration.

9.1.5. Conservation of Endangered Languages

NFT-based tokenization can be employed to document and preserve endangered
languages. Creating digital tokens for linguistic elements, such as phonetics, grammar
rules, and vocabulary, can help maintain a record of these languages for future generations.
This approach can also promote language revitalization efforts and support the cultural
identity of the communities associated with these languages.

Thus, the use of NFT-based tokenization for cultural heritage, intellectual property,
and other valuable digital assets has the potential to revolutionize the way these resources
are managed, protected, and shared. By employing this technology in various contexts,
stakeholders can enhance collaboration, ensure the preservation of cultural heritage, and
promote the responsible use of valuable digital assets.
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9.2. Existing Registries

ISBN, ISSN, DOI, and other similar registries: Our system could be applied to these
registries to provide enhanced security, censorship resistance, and decentralization. By
replacing the hierarchical and centralized structure, our solution would enable seamless
and transparent management of unique identifiers for books, periodicals, digital objects,
and other content.

ASIN, BICI, ISAN, ISMN, ISRC, ISTC, ISWC, ISWN, and LCCN: These registries,
responsible for managing identifiers for various objects such as audiovisual content, music
recordings, and wine, would benefit from our system’s increased transparency, interop-
erability, and customizability while maintaining the integrity and uniqueness of each
identifier.

9.3. New Registries

Our decentralized global registry system also facilitates the creation of new registries
for unique objects and content of intellectual, material, or cultural significance. Examples
include registries for historical artifacts, art objects, traditional stories, folklore, national
dishes, and more. By providing a robust and versatile platform, our system can enable the
preservation, cataloging, and management of these valuable resources, fostering cultural
exchange and understanding on a global scale.

In cases where anonymity and confidentiality are required, our system can incorporate
zkSNARK technology for tokenization, allowing the proof of a resource’s existence without
disclosing any details about it. This feature ensures the protection of sensitive information
while still providing the benefits of a transparent and secure global registry system.

9.4. Comparative Analysis of NFT-Based Global Digital Registries

To further illustrate the advantages of our proposed NFT-based system for global
digital registries, we present a detailed comparative matrix that highlights the strengths,
weaknesses, and trade-offs of our approach compared to existing centralized and decen-
tralized solutions (Table 5).

Table 5. Comparative Matrix of Global Digital Registry Systems.

Feature Tradit::f;}ég;;alized Exist(i:gfill;l)\crlg;:hain Our NFT-Based System
Data Security Moderate (+) High (++) High (++)
Censorship Resistance Low (—) High (++) High (++)
Scalability High (+) Low (—) High (+)
Cost Efficiency Moderate (0) Low (—) High (+)
Interoperability Low (—) Moderate (0) High (+)
Customizability Low (—) Moderate (0) High (+)
Ownership Rights Management Moderate (0) High (+) Very High (++)
Privacy High (+) Low (—) High (+) with zkSNARKSs
Regulatory Compliance High (+) Low (—) Moderate (0)
User Experience High (+) Moderate (0) High (+)

Legend: (++) Very Strong, (+) Strong, (0) Neutral, (—) Weak.

This comparative matrix demonstrates the unique advantages of our NFI-based
system, particularly in areas such as interoperability, customizability, and ownership rights
management. While traditional centralized systems excel in scalability and user experience,
they lack in areas such as censorship resistance and interoperability. Existing blockchain
solutions offer strong security and censorship resistance but face challenges in scalability
and cost efficiency.
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Our NFT-based system aims to combine the strengths of both approaches while
mitigating their weaknesses. For instance, by leveraging layer-2 scaling solutions, we
can achieve high scalability without compromising on decentralization. Similarly, the
use of zZkSNARKSs allows us to maintain privacy while still benefiting from blockchain
transparency.

To further illustrate these advantages, consider the following real-world scenario:

Case Study: Global Art Registry

An international consortium of museums decides to create a global art registry to track
the provenance, ownership, and exhibition history of valuable artworks. They consider
three options:

e  Traditional Centralized System: While scalable and user-friendly, it is vulnerable to
censorship and lacks global interoperability.

e  [Existing Blockchain Solution (e.g., Ethereum-based): Offers strong security and cen-
sorship resistance but faces high transaction costs and scalability issues.

e  Our NFT-based System: Provides a balance of security, scalability, and interoperability.
Each artwork is represented by a unique NFT, containing rich metadata about its
provenance, ownership history, and exhibition records. The system allows for easy
verification of authenticity, seamless transfer of ownership, and global accessibility, all
while maintaining privacy where necessary through zkSNARK technology.

This case study demonstrates how our system addresses the complex needs of global
digital registries in a way that neither traditional centralized systems nor existing blockchain
solutions can match.

10. Legal, Ethical, and Social Implications of NFT-Based Tokenization for Global

Digital Registers

e Data Privacy Concerns: The adoption of NFI-based tokenization for global digital
registers raises data privacy concerns, as personal information may be associated
with unique tokens. While blockchain technology provides a level of security and
immutability, it is crucial to address the potential risks associated with unauthorized
access to sensitive data. Implementing privacy-preserving technologies, such as
zero-knowledge proofs or zZkSNARKSs, can mitigate these concerns by enabling the
verification of token ownership without disclosing sensitive information.

e  Ownership Rights: NFT-based tokenization introduces new challenges in terms of
ownership rights, particularly concerning intellectual property (IP) and copyright.
The decentralized nature of blockchain technology may lead to potential conflicts
between jurisdictions and legal frameworks. Therefore, it is essential to establish
clear guidelines and frameworks for handling IP and copyright issues to ensure that
creators and rightsholders are adequately protected and fairly compensated.

e Regulatory Challenges: The widespread adoption of NFT-based tokenization for
global digital registers may face regulatory challenges, as governments and authorities
may seek to impose controls and restrictions on blockchain-based systems. Regulatory
bodies need to strike a balance between ensuring the technology’s responsible use
and preserving its core benefits, such as decentralization, security, and transparency.
Developing appropriate legal frameworks and engaging in international cooperation
will be vital to effectively addressing these regulatory challenges.

10.1. Evaluation of the Proposed Approach

e  Feasibility. The feasibility of our proposed approach relies on the effective integration
of blockchain technology and NFTs with existing and new global digital registers. To
ensure its practicality, it is necessary to develop standards and protocols that facilitate
seamless data exchange, interoperability, and collaboration among different systems
and stakeholders.

e  Scalability. Scalability is a crucial consideration for the widespread adoption of NFT-
based tokenization for global digital registers. The system must be capable of handling
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an increasing number of transactions and participants without compromising per-
formance. Leveraging blockchain technologies with efficient consensus mechanisms,
such as proof-of-stake (PoS) or sharding, can help address scalability concerns.
Long-term Sustainability. The long-term sustainability of our approach depends on
its adaptability to evolving technological advancements, legal frameworks, and user
demands. Continuous research, development, and collaboration among stakeholders,
including governments, industry players, and academics, are vital to ensuring the
system’s ongoing relevance and growth.

Challenges and Future Research Directions: Some potential challenges and future

research directions include the fiollowing;:

1.

Developing privacy-preserving techniques that maintain data confidentiality while
ensuring the integrity and transparency of the system;

Establishing legal frameworks and international agreements to address IP, copyright,
and regulatory concerns;

Investigating the integration of our system with emerging technologies, such as
quantum computing and advanced cryptographic techniques, to enhance security
and performance.

10.2. Novelty and Advantages of the Proposed Solution

The uniqueness of our approach to tokenizing global digital registries using NFTs lies

in several key aspects:

1.

Comprehensive Integration: Unlike existing solutions that focus solely on either
security or scalability, our system integrates advanced blockchain technology with
traditional registry systems, offering a holistic solution that addresses multiple chal-
lenges simultaneously;

Adaptive Interoperability: Our system is designed to be blockchain-agnostic, allowing
for seamless integration with various blockchain networks. This adaptability ensures
long-term viability and flexibility in an ever-evolving technological landscape;
Enhanced Metadata Management: By leveraging the extensible nature of NFTs, our
system allows for rich, detailed metadata storage that goes beyond simple identifiers.
This enables complex rights management and detailed provenance tracking;
Privacy-Preserving Transparency: Through the incorporation of zZkSNARK technology,
our system uniquely balances the need for transparency with privacy requirements, a
feature not commonly found in existing registry systems;

Smart Contract-Enabled Functionality: The use of smart contracts in our system
enables automated rights management, royalty distribution, and conditional access
controls, features that are either impossible or highly complex in traditional systems.

To substantiate these claims, we provide the following examples and justifications:

Interoperability Example: A book published in the United States with an ISBN can
be seamlessly linked to its translations in other countries, each with their own ISBN,
through our NFT-based system. This interoperability extends to different types of
content as well, allowing for connections between books (ISBN), their audio versions
(ISRC), and any derived screenplays (ISAN), all within a single, unified system.
Customizability Justification: The extensible nature of NFT metadata allows for easy
adaptation to various registry types. For instance, the same underlying system can be
customized to handle the specific requirements of ISBN (for books), ISRC (for music
recordings), and ISTC (for textual works), each with their own unique metadata fields
and relationships.

10.3. Identity Management and Intellectual Property Considerations

Our system implements a robust identity management framework that aligns with

the following intellectual property requirements:
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1. Decentralized Identifiers (DIDs): We utilize W3C-compliant Decentralized Identifiers
to create persistent, verifiable, and decentralized digital identities for both users and
digital assets;

2. Verifiable Credentials: The system supports the issuance and verification of claims
about identities, such as copyright ownership or licensing rights, using the W3C
Verifiable Credentials data model;

3. Multi-Signature Ownership: For complex IP scenarios involving multiple stakehold-
ers, our system supports multi-signature ownership of NFTs, ensuring that all relevant
parties must approve transactions;

4. Timelock and Escrow Mechanisms: Smart contracts can implement timelock and
escrow functionalities to manage time-bound rights, such as licensing agreements or
embargo periods for academic publications;

5. Hierarchical Rights Management: The system allows for the creation of hierarchical
structures within NFTs, enabling the representation of complex IP scenarios, such as
derivative works or collective authorship.

10.4. Scalability and Transaction Costs on Ethereum

While Ethereum provides a robust and widely adopted platform for NFTs, we ac-
knowledge the challenges related to scalability and transaction costs. To address these
issues, our system incorporates the following strategies:

1. Layer-2 Scaling Solutions: We integrate Layer-2 scaling solutions such as Optimistic
Rollups or ZK-Rollups, which can significantly increase transaction throughput while
reducing costs;

2. Gas Optimization: Our smart contracts are designed with gas optimization in mind,
minimizing the computational cost of operations on the Ethereum network;

3.  Batching Transactions: Where applicable, we implement transaction batching to
reduce the overall number of on-chain transactions required;

4. Cross-Chain Interoperability: Our system is designed to be blockchain-agnostic, allow-
ing for the use of more cost-effective blockchains when necessary while maintaining
interoperability with Ethereum;

5. State Channels: For frequent, low-value transactions, we implement state channels to
conduct off-chain transactions, only settling on the main chain when necessary.

By implementing these strategies, we aim to mitigate the scalability limitations and
high transaction costs associated with Ethereum while still benefiting from its security and
widespread adoption in the NFT ecosystem.

11. Conclusions

In this paper, we present a novel decentralized global registry system that leverages the
advantages of blockchain technology and NFTs to address the challenges faced by existing
centralized and decentralized registries. Our system provides a secure, reliable, and
transparent mechanism for tokenizing various global digital registries and facilitating the
creation of new registries for unique objects and content. The high-level design, including
the blockchain network, smart contracts, NFTs, data exchange protocols, and interfaces, was
described in detail. Furthermore, the practical applications of our system were discussed,
focusing on its potential to revolutionize the management, cataloging, and classification of
unique objects and content.

Through a comprehensive comparative analysis, we benchmarked our system against
both traditional centralized registries (such as ISBN, ISSN, and DOI) and existing blockchain-
based solutions. This analysis, supported by quantitative metrics and real-world use cases,
demonstrated that our solution offers significant advantages in terms of security, trans-
parency, customizability, and scalability while effectively addressing the drawbacks of
current systems.

266



Future Internet 2024, 16, 252

Our research makes several key contributions to the field:

1.  We introduce a novel approach to tokenizing global digital registers using NFTs, em-
phasizing their role as unique identifiers for digital resources rather than speculative
assets;

2. We present an adaptive interoperability framework that allows seamless integration
with various blockchain networks, ensuring long-term viability in a rapidly evolving
technological landscape;

3. We propose innovative solutions for enhanced metadata management and privacy-
preserving transparency, addressing complex rights management and data protection
concerns;

4. We provide a detailed examination of identity management in the context of in-
tellectual property rights, offering solutions for multi-stakeholder scenarios and
time-bound rights management.

With its potential to transform the way unique objects and content of intellectual,
material, or cultural value are managed and preserved, our decentralized global registry
system paves the way for a more connected and accessible world.

While our research presents a promising approach, we acknowledge several areas that
require further investigation:

1. Practical implementation and performance testing in various industries, particularly
focusing on high-volume scenarios to validate scalability claims;

2. Further development of privacy-preserving technologies, such as zkSNARKSs, will
enhance the system’s ability to handle sensitive data while maintaining transparency;

3. Exploration of cross-chain interoperability to mitigate scalability limitations and
transaction costs associated with specific blockchain networks;

4. Investigation into regulatory compliance across different jurisdictions to ensure global
applicability of the system;

5. User experience studies to refine the interface and improve adoption rates among
non-technical users.

In future research, it would be valuable to explore the practical implementation of our
system in various industries and its integration with existing global registries. Additionally,
the potential of our system to incorporate emerging technologies, such as zkSNARK for
anonymity and confidentiality, should be further investigated to ensure that our solution
remains at the forefront of innovation and maintains its relevance in an ever-evolving
digital landscape. By addressing these research directions, we aim to further solidify the
position of our NFT-based global registry system as a robust, scalable, and future-proof
solution for managing digital assets in an increasingly interconnected world.
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Appendix A

/ / SPDX-License-Identifier: MIT
pragma solidity "0.8.26;
import “@openzeppelin/contracts/token/ERC721/ERC721.s0l”;
import “@openzeppelin/contracts/utils/Counters.sol”;
contract GlobalDigitalRegistry is ERC721 {
using Counters for Counters.Counter;
Counters.Counter private _tokenlds;
struct Item {
string identifier;
string metadata;
}
mapping(uint256 => Item) private _items;
mapping(string => uint256) private _identifierToTokenld;
constructor() ERC721(“GlobalDigitalRegistry”, “GDR") {}
function registerltem(string memory _identifier, string memory _metadata) public
returns (uint256) {
require(_identifierToTokenld[_identifier] == 0, “Item already registered”);
_tokenlds.increment();
uint256 newTokenld = _tokenlds.current();
_mint(msg.sender, newTokenld);
_items[newTokenld] = Item(_identifier, _metadata);
_identifierToTokenld[_identifier] = newTokenld;
return newTokenlId;
}
function transferOwnership(uint256 _tokenld, address _newOwner) public {
require(ownerOf(_tokenld) == msg.sender, “Not the owner”);
_transfer(msg.sender, _newOwner, _tokenld);
}
function updateMetadata(uint256 _tokenld, string memory _newMetadata) pub-
lic {
require(ownerOf(_tokenld) == msg.sender, “Not the owner”);
_items[_tokenld].metadata = _newMetadata;
}
function verifyltem(string memory _identifier) public view returns (bool) {
return _identifierToTokenld[_identifier] != 0;
}
function getltemDetails(uint256 _tokenld) public view returns (string memory,
string memory, address) {
require(_identifierToTokenlId[_items[_tokenld].identifier] != 0, “Item does
not exist”);
Item memory item = _items[_tokenlId];
return (item.identifier, item.metadata, ownerOf(_tokenld));
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function batchRegister(string[] memory _identifiers, string[] memory _metadatal.-
ist) public {
require(_identifiers.length == _metadataList.length, “Arrays must have the
same length”);
for (uint i = 0; i < _identifiers.length; i++) {
registerltem(_identifiers[i], _metadataList[i]);

}
}

Appendix B

import { createRequire } from ‘module’;
const require = createRequire(import.meta.url);
import Web3 from ‘web3’;
const contract = require(’./GlobalDigitalRegistry.json’);
const web3 = new Web3(‘http:/ /localhost:7545);
const contractAddress = ‘0xcb656435599c889E7aE61BCAbCAE18F9¢c6a9¢315;
const contractInstance = new web3.eth.Contract(contract.abi, contractAddress);
async function measurePerformance() {
const accounts = await web3.eth.getAccounts();
const testAccount = accounts[0];
console.log(‘Starting performance measurements...”);
const gasPrice = await web3.eth.getGasPrice();
// Measure throughput
console.log(‘Measuring throughput...");
const startTime = Date.now();
const numTransactions = 10;
for (leti=0; i < numTransactions; i++) {
await contractInstance.methods.registerltem('ISBN${i}’, ‘Book ${i}’).send({
from: testAccount,
gas: 3000000,
gasPrice: gasPrice
b
}

const endTime = Date.now();
const throughput = numTransactions / ((endTime - startTime) / 1000);
console.log(‘Throughput: ${throughput.toFixed(2)} transactions per second’);
// Measure latency
console.log(‘Measuring latency...”);
const latencyStart = Date.now();
const tx = await contractInstance.methods.registerltem('LATENCY_TEST’, ‘La-
tency Book’).send({
from: testAccount,
gas: 3000000,
gasPrice: gasPrice
D;
const latencyEnd = Date.now();
console.log(‘Latency: ${latencyEnd - latencyStart} ms’);
// Measure gas consumption
console log(‘Measuring gas consumption...”);
const gasUsed = await web3.eth.getTransactionReceipt(tx.transactionHash);
console.log(‘Gas used for registerltem: ${gasUsed.gasUsed}’);
/ / Measure storage efficiency
console.log(‘Measuring storage efficiency...”);
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const storageUsed = await web3.eth.getStorageAt(contractAddress, 0);
console.log(‘Storage used: ${web3.utils.hexToNumberString(storageUsed)} bytes’);
// Measure function execution time
console log(‘Measuring function execution time...");
const execStart = Date.now();
await contractInstance.methods.getltemDetails(1).call();
const execEnd = Date.now();
console.log(‘Execution time for getltemDetails: ${execEnd - execStart} ms);
/ / Measure scalability
console.log(‘Measuring scalability...”);
const scalabilityStart = Date.now();
const batchSize = 5;
const identifiers = Array.from({ length: batchSize }, (_, i) => ‘BATCH${i}");
const metadataList = Array.from({ length: batchSize }, (_, i) => ‘Batch Book ${i});
await contractInstance.methods.batchRegister(identifiers, metadataList).send({
from: testAccount,
gas: 3000000,
gasPrice: gasPrice
D;
const scalabilityEnd = Date.now();
console.log(‘Time for batch registration of ${batchSize} items: ${scalabilityEnd -
scalabilityStart} ms’);
}

measurePerformance().catch(console.error);
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