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Preface

The rapid evolution of Artificial Intelligence has significantly accelerated the digital
transformation of industrial systems. Technologies such as machine learning, deep learning,
computer vision, collaborative robotics, Industrial Internet of Things, cloud computing, digital
twins, and advanced control architectures are redefining manufacturing paradigms and enabling
increasingly autonomous, resilient, sustainable, and human-centric production environments.

This Reprint brings together high-quality research contributions that explore recent advances
in artificial intelligence and intelligent control systems for Industry 4.0 and the emerging Industry
5.0 paradigm. The published works address theoretical developments, innovative methodologies,
practical implementations, and experimental validations across multiple industrial domains,
providing a comprehensive overview of current scientific progress.

Beyond presenting state-of-the-art solutions, the contributions identify important research
challenges related to interoperability, cybersecurity, trustworthy Al, explainability, sustainability,
edge intelligence, digital transformation, and human-machine collaboration. These topics are
expected to play an increasingly important role in the next generation of intelligent manufacturing
systems.

We hope that this Reprint will provide researchers, engineers, practitioners, and graduate
students with valuable insights into current developments while simultaneously inspiring further
interdisciplinary research and industrial innovation. We sincerely thank all authors, reviewers, and
the editorial staff of Future Internet for their dedication and valuable contributions throughout the

publication process.

Filipe Pereira and Paulo Leitao
Guest Editors
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1. Introduction

Artificial intelligence, control systems, industrial IoT, digital twins, and cyber-physical
production systems are reshaping the technological foundations of advanced manufactur-
ing. This Editorial synthesizes the contributions published in the Special Issue “Artificial
Intelligence and Control Systems for Industry 4.0 and 5.0” and positions them within
the transition from highly connected Industry 4.0 environments to more human-centric,
sustainable, and resilient Industry 5.0 systems. The papers in this Special Issue address
cloud-based robotic vision, multi-agent systems and Asset Administration Shells, Al-
driven value chains, deep reinforcement learning for robotic manipulation, multi-cloud
data latency, decentralized manufacturing control, machine-learning-based warehouse
optimization, smart IoT sensing for energy efficiency, and secure software-defined indus-
trial networks. Together, these contributions highlight both the maturity of Al-enabled
industrial applications and the remaining challenges associated with trustworthiness, in-
teroperability, cybersecurity, scalability, real-time control, and socio-technical integration.
Future research should therefore prioritize verifiable Al for closed-loop control, standard-
ized digital-twin infrastructures, edge-cloud orchestration, human-in-the-loop autonomy,
cyber-resilient architectures, and sustainability-aware industrial intelligence.

Industry 4.0 established a paradigm in which manufacturing systems are increasingly
connected, data-driven, and integrated through cyber—physical systems, industrial IoT,
cloud services, automation technologies, and advanced analytics. However, the transition
to Industry 5.0 has widened the scope of industrial digitalization. Rather than focusing
only on connectivity and efficiency, current industrial research increasingly emphasizes
human-centricity, sustainability, resilience, trustworthy autonomy, and the capacity of
production systems to adapt to disturbances while preserving social and environmental
value [1].

In this context, artificial intelligence and control systems are not independent techno-
logical domains. Their convergence is essential for the design of adaptive, autonomous, and
collaborative industrial systems. Al provides perception, prediction, diagnosis, optimiza-
tion, and decision-support functions, whereas control systems translate these functions into
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safe, timely, and reliable action in physical production environments. The integration of
both domains is therefore central to the next generation of industrial robots, smart factories,
digital twins, distributed manufacturing systems, energy-aware infrastructures, and secure
industrial networks.

The Special Issue “Artificial Intelligence and Control Systems for Industry 4.0 and
5.0” was launched to collect recent advances at this intersection. The nine contributions
published in the Special Issue demonstrate that the field is progressing from conceptual
digitalization to deployable architectures, algorithms, and industrial use cases. At the same
time, they show that major scientific and engineering challenges remain open, particu-
larly when Al is embedded in cyber—physical systems that require real-time performance,
explainability, interoperability, safety, cybersecurity, and long-term maintainability.

2. Contributions in This Special Issue

The contributions in this Special Issue can be grouped into four complementary re-
search streams: Al-enabled perception and robotics, digital twins and decentralized indus-
trial intelligence, data-driven optimization and industrial infrastructures, and sustainability-
and security-oriented Industry 5.0 systems.

Table 1 summarizes the main themes and scientific contributions of the papers pub-
lished in this Special Issue. These contributions can be grouped into four complementary
research streams: Al-enabled perception and robotics, digital twins and decentralized indus-
trial intelligence, data-driven optimization and industrial infrastructures, and sustainability-
and security-oriented Industry 5.0 systems.

Table 1. Overview of the main themes and contributions of the papers published in the Special Issue
“Artificial Intelligence and Control Systems for Industry 4.0 and 5.0”.

Reference Main Theme Contribution to the Special Issue
Assesses cloud vision services for industrial robot perception
[2] Cloud-based robotic vision and object sorting, linking Al perception with industrial
robotic execution.
Discusses the role of multi-agent systems in creating active
[3] Multi-agent systems and AAS Asset Administration Shell Type 3 entities for more
autonomous industrial digital twins.
. . Examines how Al digital twins, and cognitive automation
Al-driven sustainable value - . . . -
[4] . can support predictive maintenance, circularity, and resilient
chains . .
value-chain transformation.
Deep reinforcement learning for Invgshgatgs ac'lap?lve robotic grasping ar.ld post-grasp
[5] . manipulation in simulated dynamic environments,
robotics o . .
contributing to autonomous manipulation research.
Multi-cloud industrial data Adch."esses wrltejlatency adaptation in geo—dlstll'l‘puted
[6] . multi-cloud replicas, a relevant problem for resilient
infrastructures . .
industrial data management.
. . Develops theoretical foundations for decentralized
Al-driven decentralized .
[7] . Al-enabled manufacturing control and extends the
manufacturing control . .
discussion to future Industry 6.0 frameworks.
. . Uses machine learning to model and optimize warehouse
Machine learning for warehouse S .
[8] S performance, demonstrating interpretable data-driven
optimization decisi -
ecision support for logistics.
. Presents an IoT-based temperature-sensing device for
Smart IoT sensing for energy . o o . .
[9] officienc glass-window monitoring, connecting industrial sensing,
y energy efficiency, and smart-building operation.
. Combines software-defined networking and AAS digital
Secure software-defined . . 2. o .
[10] twins to address cybersecurity and resilience in industrial

industrial networks

network infrastructures.
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The robotics-oriented papers demonstrate the increasing importance of Al regard-
ing perception and manipulation. Cloud-based vision services can reduce the barrier
to implementing advanced visual recognition in robotic cells, but their deployment also
raises questions about latency, robustness, data governance, and dependency on external
infrastructures [2]. In parallel, deep reinforcement learning provides a route toward more
adaptive robotic grasping and manipulation, especially in dynamic or uncertain environ-
ments, but still requires careful validation before transfer from simulation to production [5].

This direction is also consistent with recent work integrating trained deep learning
vision systems with collaborative robots for real-time sorting and quality inspection [11].
Such contributions reinforce the need to evaluate Al-based perception not only through
model-level metrics but also through deployment-oriented indicators such as cycle time,
reliability, integration with robotic motion, and operational robustness.

The second group of papers addresses decentralized intelligence, digital twins, and
industrial interoperability. The Asset Administration Shell is a key element for standardized
industrial digital representations, but active and autonomous AAS implementations require
mechanisms for negotiation, coordination, and decision-making. Multi-agent systems are
therefore highly relevant for implementing AAS Type 3 functionalities [3]. This perspective
is further extended by work on Al-driven decentralized manufacturing control and the use
of AAS digital twins in secure software-defined industrial networks [7,10].

The third stream concerns data-driven industrial optimization and the infrastructures
needed to support it. Machine learning can transform warehouse operation from rule-based
management into predictive and optimization-oriented decision support [8]. However, such
approaches depend on data infrastructures that can guarantee performance, consistency,
and availability across distributed environments. The contribution on geo-distributed
multi-cloud replicas therefore highlights an important enabling layer for future industrial
platforms [6].

Finally, the Special Issue connects Al and control systems with sustainability and
Industry 5.0 priorities. Al-driven transformations in manufacturing value chains can
support predictive maintenance, resource efficiency, circular economy practices, and regu-
latory alignment [4]. Similarly, smart IoT sensing for energy-efficient monitoring shows
how low-level sensing infrastructures can contribute to broader energy-management and
sustainability objectives [9].

3. Knowledge Gaps and Open Challenges

Taken together, the papers indicate that Al and control systems are already producing
practical results for industrial environments. Nevertheless, several gaps remain insuffi-
ciently sealed.

e  Trustworthy Al for closed-loop systems: Industrial Al is increasingly used for per-
ception, prediction, and optimization, but its integration into closed-loop control
requires stronger evidence of robustness, explainability, safety, and performance under
distribution shifts.

e Interoperability between digital twins, AAS, and legacy systems: Digital twins and
AAS-based architectures are promising, but their implementation remains fragmented
across platforms, communication protocols, semantic models, and organizational
maturity levels.

e Real-time edge-cloud and multi-cloud orchestration: Industrial applications often
require low latency, deterministic behavior, and high availability. These requirements
are difficult to reconcile with cloud-based Al services and geographically distributed
data infrastructures.

https://doi.org/10.3390/£i18070380
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e  Cybersecurity and resilience in convergent OT/IT environments: As industrial
networks become software-defined, connected, and Al-enabled, the attack surface
expands. Security must be designed as a system property rather than added after
deployment.

e  Human-centricity beyond conceptual statements: Industry 5.0 requires measurable
integration of human factors, operator trust, ergonomics, skills, collaborative auton-
omy, and ethical decision-making. These dimensions are still less mature than purely
technical optimization metrics. The educational and skills dimension is particularly
relevant because Al-supported learning environments for electropneumatic control
systems can help prepare engineers to design, diagnose, and maintain intelligent
automation systems [12].

e Sustainability-aware control and optimization: Energy efficiency, circularity, and
environmental impacts should become explicit objectives in Al-enabled industrial
control rather than secondary evaluation criteria.

e Reproducibility and benchmarking: Many industrial Al studies remain difficult
to reproduce because datasets, realistic benchmarks, deployment constraints, and
long-term industrial validation protocols are limited.

4. Future Research Directions

Future research on Al and control systems for Industry 4.0 and 5.0 should move from
isolated demonstrations to validated, interoperable, and human-compatible industrial
ecosystems. The following priorities are particularly relevant.

e  Verifiable and explainable Al-enabled control: New methods are required to com-
bine machine learning with model-based control, formal verification, uncertainty
quantification, and runtime monitoring. This is especially important for safety-critical
robotic cells, adaptive production systems, and autonomous logistics.

e  Operational digital twins and AAS-based autonomy: Digital twins should evolve
from monitoring dashboards into operational entities capable of supporting diagnosis,
negotiation, optimization, and autonomous or semi-autonomous control. Multi-agent
systems can provide an architectural basis for this transition.

e Edge-fog-cloud intelligence for industrial systems: The next generation of industrial
Al should distribute computation across sensors, controllers, edge nodes, fog layers,
and cloud services according to latency, privacy, reliability, and cost constraints.

e  Cyber-resilient industrial networks: Future industrial control infrastructures should
integrate software-defined networking, zero-trust principles, attack modeling, anomaly
detection, and digital-twin-based security assessment.

e Human-in-the-loop and human-on-the-loop autonomy: Industry 5.0 systems must
support operators as active participants in decision-making. Research should address
adaptive interfaces, explainable recommendations, skill augmentation, collaborative
robotics, and measurable human-well-being outcomes.

e  Sustainability and circularity as control objectives: Al-driven optimization should ex-
plicitly include energy consumption, emissions, material reuse, maintenance strategies,
and circular economy indicators. This requires multi-objective control frameworks
and life-cycle-aware decision support.

e Industrial foundation models and agentic AI with safeguards: Large Al models and
autonomous software agents may support planning, troubleshooting, documentation,
coding, and operator assistance, but their deployment in industrial environments
requires domain grounding, verification, access control, and fail-safe integration.

https://doi.org/10.3390/£i18070380
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e  Open benchmarks, datasets, and deployment evidence: The field would benefit
from shared datasets, simulation-to-real benchmarks, reference architectures, and
longitudinal industrial case studies that report not only algorithmic accuracy but also
downtime reduction, energy savings, productivity, safety, and maintenance impacts.

5. Conclusions

The Special Issue “Artificial Intelligence and Control Systems for Industry 4.0 and 5.0”
reflects a field in rapid transition. Al is no longer limited to offline analytics; it is becoming
embedded in robotic perception, industrial decision support, digital twins, control archi-
tectures, logistics systems, sensing devices, and cybersecurity mechanisms. At the same
time, control systems are evolving from deterministic automation layers into adaptive and
distributed infrastructures capable of interacting with data-driven intelligence.

The papers collected in this Special Issue demonstrate the breadth of this transforma-
tion. They also clarify that the success of Al-enabled industrial systems will depend not
only on algorithmic performance but also on trustworthy deployment, interoperability,
real-time behavior, cyber-resilience, sustainability, and meaningful human integration.
These challenges define the research agenda for the next generation of Industry 4.0 and 5.0
systems and provide a strong foundation for future work at the intersection of artificial
intelligence, control engineering, and industrial digital transformation.

Author Contributions: Conceptualization, FP. and P.L.; writing—original draft, EP.; writing—review
and editing, EP. and P.L. All authors have read and agreed to the published version of the manuscript.
Funding: This research received no external funding.

Conflicts of Interest: The authors declare no conflicts of interest.
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Abstract

Industrial digitalization is moving from Industry 4.0 toward Industry 5.0’s emphasis on
resilience, human-centric operation, and sustainability. This shift is enabled by the conver-
gence of Operational Technology and Information Technology, but this integration also
broadens the exposure of industrial infrastructures to cyber threats targeting communi-
cation integrity and process continuity. Mitigating these risks requires network control
that is both programmable and aware of each asset’s operational context. However, there
is still a lack of operational interfaces that translate the semantics of industrial assets
into programmable, runtime-enforceable network behavior. In this paper, following a
Design Science Research methodology, we introduce an asset-aware, closed-loop network
control abstraction in which the industrial network itself is modeled as a managed asset
through Asset Administration Shells. Asset state, lifecycle phase, and operational intent are
translated into network policies enforced at runtime on programmable data planes, while
in-network telemetry is exposed at the asset level and correlated with operational metrics.
We validate the abstraction on a hybrid testbed that combines virtualized components
with industrial-grade hardware and virtualized 5G connectivity, through three security-
oriented use cases: (i) asset-driven customization of forwarding policies; (ii) human-centric
secure maintenance with controlled remote access over 5G; and (iii) anomaly detection
and isolation based on cross-layer telemetry correlation. The results show that asset-level
operations can drive programmable network enforcement and make network telemetry
available at the asset layer. Finally, the work outlines a first step toward standardizing
network-oriented asset submodels by separating control-plane operations from data-plane
state and telemetry.

Keywords: industrial security; P4; software-defined networking; asset administration shell;
digital twin; Industry 4.0; Industry 5.0; design science research

1. Introduction

Operational Technology (OT) networks interconnect industrial control systems, ma-
chines, sensors, and actuators, whereas Information Technology (IT) systems provide
enterprise services, data analytics, supervision, and remote access capabilities [1,2]. His-
torically, OT networks were organized as isolated or weakly interconnected production
cells. This organization reduced cyber exposure, but it also limited unified asset visibility,
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dynamic network management, and semantic interoperability across industrial systems.
Industry 4.0 has changed this model by requiring continuous data exchange within OT
environments and across the OT/IT boundary, enabling predictive maintenance, flexible
production, and data-driven decision-making [3].

This convergence is essential, but it introduces two distinct challenges. The first
concerns OT network management: industrial networks still suffer from limited unified
visibility over assets, proprietary or non-standardized endpoint discovery, static configura-
tion practices, and poor telemetry integration. These limitations make it difficult to adapt
network behavior to the actual state and requirements of the production environment. The
second concerns IT/OT interconnection: as OT systems become reachable from IT services,
edge platforms, and cloud services, they are increasingly exposed to cyber threats, unautho-
rized access, and disruptions that can compromise production continuity [4]. Addressing
these challenges requires network-control mechanisms that are both programmable and
aware of the operational context of industrial assets.

A promising basis for asset awareness is the Asset Administration Shell (AAS), in-
troduced in the Reference Architecture Model for Industrie 4.0 (RAMI 4.0) as the digital
representation of an asset that becomes an Industrie 4.0 component [5]. The AAS exposes
the data, functions, and relationships that characterize an asset and its interactions with
other assets in a system or process [6,7]. In parallel, Software-Defined Networking (SDN)
and programmable data planes provide runtime control over forwarding behavior, enabling
network policies to be installed, modified, and monitored through software interfaces [8,9].

Despite these complementary capabilities, a gap remains between industrial asset
semantics and programmable network enforcement. Existing AAS-based approaches
generally represent machines, services, or lifecycle information, but they do not usually
model the communication network itself as an AAS-managed industrial asset. Conversely,
SDN and P4 provide powerful enforcement mechanisms, but their policies are typically
expressed through network-level identifiers such as addresses, ports, tables, and forward-
ing rules, rather than through standardized industrial asset semantics. As a result, there
is no commonly adopted AAS model for programmable network control that separates
control-plane operations from data-plane state and telemetry.

The research question addressed in this paper is therefore: how can standardized asset
semantics be coupled with programmable networking to support closed-loop, asset-aware
security control in converged OT/IT environments? We address this question using a
Design Science Research methodology, since the contribution is an engineered artifact that
is designed, implemented, and evaluated in a representative technical environment [10,11].

The artifact presented in this work is an AAS-driven network control abstraction in
which the OT network is represented as an industrial asset with dedicated AASs for control-
plane and data-plane functions. AAS operations are translated into SDN /P4 enforcement
actions, while network telemetry is exposed back through the AAS layer and correlated
with asset-side operational metrics. This creates a bidirectional coupling between industrial
asset semantics and programmable network behavior.

The contribution is positioned as an Industry 4.5 step: it validates the semantic and
programmable mechanisms required by Industry 4.0 while providing a technical basis
for selected Industry 5.0 requirements, including resilience, human-centric operation, and
sustainability-aware network control. The paper makes four specific contributions:

1. It defines a network AAS abstraction that binds asset-level information to pro-
grammable network policies;

2. Itimplements the abstraction using Eclipse BaSyx, P4Runtime, Kathard, and virtual-
ized 5G components;
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3. It validates the framework through three security-oriented use cases, including
hardware-in-the-loop validation with an industrial Revolution Pi device;

4.  Itidentifies a first step toward standardizing network-oriented AAS submodels by
separating control-plane operations from data-plane state and telemetry.

The remainder of this paper is organized as follows. Section 2 reviews the related
work and highlights the research gaps addressed by the study. Section 3 presents the
problem statement, methodology, and threat model. Section 4 describes the architecture.
Section 5 presents the testbed, and Section 6 reports the validation use cases and results.
Section 7 discusses limitations, maturity, Industry 5.0 implications, and standardization
opportunities. Section 8 concludes the paper.

2. Related Work

The related work is organized around the functional chain required by the proposed ar-
tifact. First, industrial assets must be represented through a standardized semantic interface.
Second, the network must be programmable at runtime. Third, monitoring information
must be correlated across asset and network layers. Fourth, remote maintenance and
5G connectivity introduce new access-control requirements. Finally, Industry 5.0 extends
the evaluation criteria from automation alone toward resilience, human-centricity, and
sustainability. This structure allows us to identify the specific gap addressed in this paper:
the lack of an operational binding between AAS-based asset semantics and programmable
network enforcement.

In the Industry 4.0 stack, the Asset Administration Shell is the standardized digital
counterpart of a physical or logical asset, exposing semantically structured information
and services across the asset lifecycle [12,13]. AAS research has addressed interoperability,
lifecycle data, safety, and security descriptors [14,15], and the AAS structure has been
standardized in IEC 63278-1 [16]. These works establish the AAS as an industrial digital-
twin interface, but they do not generally use AAS operations as runtime inputs for network
policy enforcement.

Programmable networking provides the enforcement substrate needed to act on such
asset-level information. SDN separates control logic from forwarding behavior, while P4
enables programmable data-plane functions such as filtering, counters, telemetry, and
protocol-independent packet processing [8,9,17,18]. These capabilities have been explored
in IIoT and industrial-network contexts [19,20]. However, most programmable-network
approaches remain network-centric: policies are expressed in terms of flows, addresses,
ports, or slices, rather than through standardized industrial asset semantics.

Industrial cybersecurity research has also investigated digital-twin-based anomaly
detection, situational awareness, and cross-layer monitoring. Examples include digital-twin
intrusion detection in industrial control systems [21,22], wide-area situational awareness
for critical infrastructures [23], and bi-anomaly detection for Industry 4.0 environments [24].
Machine-learning approaches, including reconstruction-based anomaly detection [25]
and malware classification [26], can improve detection coverage. Nevertheless, these
approaches often remain monitoring-oriented: they detect or classify abnormal behav-
ior, but they do not necessarily close the loop by translating asset-level observations into
programmable network actions.

5G connectivity further increases the relevance of asset-aware network control. In-
dustrial 5G supports remote maintenance, quality-of-service management, and network
slicing [27,28]. Related work on semantic slicing, edge orchestration, and multi-layer re-
source management shows how application requirements can guide network and compute-
resource allocation [29-33]. These directions are aligned with application-aware and
deterministic networking efforts such as IETF APN and DetNet [34-36]. However, the
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intent is typically represented through network-native or application-native abstractions,
not through AAS-based industrial asset models.

Industry 5.0 broadens the design criteria for industrial digitalization. Networked
industrial systems should not only support automation and connectivity, but also resilience,
human-centric operation, and sustainability. Human digital twin and human-centered
production studies show how digital representations can include operators, work contexts,
and assisted decision-making [37,38]. Sustainability-oriented digital-twin work and ITU-T
recommendations on network energy and carbon assessment provide a foundation for
carbon-aware digital infrastructures [39-42]. These directions motivate network-control
mechanisms in which asset state, operator intent, and operational constraints can influence
connectivity decisions.

Table 1 summarizes the main areas of related work and the gap addressed by the
proposed architecture.

Table 1. Related-work areas and identified gaps.

Related-Work Area Current Limitation Role of This Work
. s AASs standardize asset semantics, but rarely Models network control and data planes as
AAS interoperability .
expose network-control operations. AAS-managed assets.
. SDN /P4 enables runtime enforcement, but Translates AAS-level operations into
Programmable networking . . .
remains mostly network-centric. SDN /P4 actions.
Industrial security monitoring Dlglt.al-t.wm security often stops at Couples AAS t.e!em(.etry with in-network
monitoring or alerting. counters for mitigation.
. Remote maintenance increases OT exposure Coordinates 5G access, OT isolation, and
5G-enabled maintenance . . .
and requires coordinated access control. rollback through AAS operations.

Resilience, human-centricity, and

sustainability require network decisions to Shows how AAS-driven network control can sup-
consider operational continuity, operator port Industry 5.0 pillars.

control, and environmental constraints.

Industry 5.0 operation

The closest related approaches can be compared along five dimensions: whether they
rely on standardized AAS semantics, whether they support SDN /P4-based enforcement,
whether monitoring and enforcement form a closed loop, whether 5G connectivity is part of
the architecture, and whether validation includes industrial hardware-in-the-loop. Table 2
reports this comparison.

Table 2. Positioning of this work with respect to closely related approaches. @ indicates full
support; © indicates partial support or conceptual alignment without full end-to-end implementation;
O indicates absence of the capability.

Approach AAS-Driven SDN/P4 Enforcement Closed Loop 5G Integration HIL Validation
Digital-twin IDS for ICS [21] O O © O (@)
Digital-twin-based ICS security O O © @) )

monitoring [22]

AAS security descriptors [15] ® @) O O O
AAS-based IAM and access control [43] [ ) O O O (@)
P4-based IIoT enforcement [17] O ® © O (@)
Programmable networking for ICS [19] O (] © © (@)
Zero-trust architecture for IIoT [44] (@) © O O (@)
Semantic 5G slicing [29] (@] © © ([ ] (@)
Edge resource marketplace [31] O © o ° (@)
This work [ ] [ ] [ ] ([ ] [ ]
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The resulting gap is the absence of an end-to-end mechanism that binds standardized
industrial asset semantics to programmable network behavior. Existing AAS work provides
asset representation, programmable-network work provides enforcement mechanisms, and
industrial-security work provides monitoring and detection methods. The contribution
of this paper lies in coupling these layers operationally: AAS operations become triggers
for SDN /P4 enforcement, while in-network counters are exposed back as AAS properties
and correlated with asset-level telemetry. This bidirectional coupling is the distinguishing
element of the proposed architecture.

3. Problem Statement

Modern OT environments are increasingly connected to IT services, edge platforms,
and remote maintenance infrastructures. This connectivity improves visibility and oper-
ational flexibility, but it also exposes industrial assets that often rely on legacy protocols,
static segmentation, and limited endpoint protection. In this setting, network security
cannot be based only on host-level mechanisms or manually configured forwarding rules.
The central problem addressed in this paper is the lack of an operational interface able to
translate industrial asset semantics into programmable network behavior.

Existing AAS-based approaches provide a standardized representation of industrial
assets, including their properties, services, and lifecycle information. However, they do not
generally expose the communication network itself as an AAS-managed asset, nor do they
define reusable mechanisms through which asset state, maintenance intent, or telemetry
can directly influence network enforcement. Conversely, SDN and programmable data
planes provide runtime control over forwarding behavior, but their policies are usually
expressed through network-level abstractions such as addresses, ports, tables, and rules.
The research problem, therefore, lies at the boundary between these two layers: how to
bind standardized asset semantics to programmable network enforcement in a way that
remains compatible with industrial interoperability requirements.

The design objective of this work is to make the OT network both programmable and
asset-aware. Programmability is provided by SDN/P4 mechanisms capable of installing,
removing, and updating forwarding rules at runtime. Asset awareness is provided by AASs,
which expose the operational context required to decide when and how the network should
be adapted. The proposed artifact is an AAS-driven network control abstraction in which
network control-plane and data-plane functions are represented through dedicated AASs,
while AAS operations are translated by a Network Manager into concrete SDN /P4 actions.

The methodological framing is Design Science Research (DSR), since the contribution
is an engineered artifact that is designed, implemented, and evaluated in a representative
technical environment [10,11]. Following the DSR process proposed by Peffers et al. [11],
the study is structured as follows:

1. Problem identification: the absence of a semantic interface between AAS-based asset
representations and programmable network enforcement.

2. Objective definition: the design of a network-control abstraction able to coordinate as-
set state, communication requirements, and security policies through AAS operations.

3.  Design and development: the implementation of network-related AASs, operation
handlers, and SDN /P4 integration mechanisms using existing open-source components.

4. Demonstration: the execution of representative use cases covering runtime traffic
control, 5G-assisted maintenance, and cross-layer anomaly mitigation.

5. Evaluation: the assessment of the artifact on a hybrid virtualized and hardware-in-
the-loop testbed, including latency measurements and functional validation of the
control loop.
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6. Communication: the presentation of the artifact, its validation results, and its limita-
tions in this manuscript.

DSR is appropriate for this study because the phenomenon under investigation is
created by the artifact itself: AAS-driven network enforcement does not exist as an ob-
served organizational process, but as a designed mechanism that must be instantiated and
evaluated. Alternative methodological frames would be less suitable. Action research
would require iterative intervention in a specific industrial organization, while a case-
study methodology would primarily explain an existing real-world setting. In contrast,
DSR directly supports the design-build—evaluate cycle required to validate the proposed
AAS-to-network control abstraction.

The resulting artifact addresses the problem by introducing network-related AASs that
operate alongside the AASs of OT assets. These AASs expose network-control operations
and telemetry properties through standardized asset-oriented interfaces. The Network
Manager interprets these operations, translates them into SDN /P4 policies, and installs the
corresponding rules in the programmable data plane. In the opposite direction, network
measurements such as counters and forwarding-state information are exposed back through
the AAS layer and can be correlated with asset-side metrics.

The novelty is therefore not the isolated use of AAS, SDN, P4, or 5G, but their opera-
tional coupling. Asset state, maintenance intent, and cross-layer telemetry become inputs
to network-control decisions, while network behavior becomes observable and controllable
through the same semantic layer used to represent industrial assets. This coupling provides
the basis for the threat model and validation use cases developed in the following sections.

3.1. System & Threat Model

We describe the system and threat model considered in this work through the layered
ICS structure of the Purdue Enterprise Reference Architecture [45], as shown in Figure 1.
This model organizes industrial networks into hierarchical levels, ranging from physical
processes (Level 0) to enterprise systems (Levels 4 and 5). We focus on the OT layers,
including sensors and actuators (Level 0), basic control systems such as Programmable
Logic Controllers (Level 1), supervisory systems such as SCADA and HMIs (Level 2), and
site operations (Level 3).

In our system model, we assume that the AAS instances used for monitoring are
securely instantiated with integrity protections in the IT network (Level 4/5). To bridge
the gap with the OT world, each AAS maintains a dedicated, secure channel to its specific
physical asset, enabling monitoring while remaining logically separated from the industrial
control loop. This assumption is intentionally explicit. The prototype evaluates whether
trusted AAS and controller components can translate asset semantics into network enforce-
ment; it does not claim that the AAS infrastructure is intrinsically non-compromisable. In a
production deployment, the AAS servers, registry, SDN controllers, and policy adapters
must themselves be protected with authentication, authorization, logging, network seg-
mentation, and integrity monitoring consistent with zero-trust principles [44].

3.2. Adversary Model

With respect to the attacker model, we consider an internal or adjacent adversary who
has obtained access to the OT network and possesses partial Dolev—Yao [46] capabilities.
A typical Dolev—Yao attacker has full control over the communication medium, allowing
them to access, modify, inject, delete, or delay any message passing through the network.
While this adversary possesses almost unlimited network capabilities, he is inherently
constrained by the perfect cryptography assumption. This implies that the attacker cannot
break cryptographic primitives and can only decrypt a ciphertext or forge a signature if
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he possesses the correct keys. Consequently, computational attacks such as brute-force
private-key attacks or dictionary attacks cannot be performed.

| ITZONE
Enterprise Zone IT Services
/ I
N
OT ZONE
Operations Workstations 7]
Level 3
J
™
. [en)ae)
Supervisory Control SCADA * HmI
Level 2 CT + [
/ Attacker
e ™
Basic Control Gateway @ 2 EE PLCs |
Level 1 —
- )
~ A
Physical Process Sensors @ @ Actuators
Level 0

- J

Figure 1. Threat model context based on the Purdue Reference Architecture. The attacker operates
only within Levels 1-3. The Asset Administration Shell is trusted outside the attack surface.

Additionally, we introduce two specific constraints relevant to our ICS scenario:

*  Aligning with previous works in ICS security [47-50], we assume that the attacker is
able to operate only at or above Level 1 of the Purdue Enterprise Reference Architecture.

*  We assume that the communication channel between the AAS and its physical asset is
secured [15,43]. Since the adversary is inherently bound by the perfect cryptography
assumption, he cannot compromise the encryption or integrity of this channel and
therefore cannot tamper with the AAS monitoring data stream.

Finally, given the adversary’s nature as a network-based Dolev-Yao intruder con-
strained by perfect cryptography and operating strictly within the OT network boundaries
(Levels 1-3), he is inherently prevented from performing the following actions:

e  The adversary cannot modify the AAS internal logic, APIs, or data schemas. Since
the AAS resides in the protected IT domain and the Dolev—Yao model restricts the
attacker to manipulating network traffic rather than executing arbitrary code on
remote endpoints, the AAS’s internal state remains inaccessible. So, the AAS is not
part of the attack surface.

e Due to the perfect cryptography assumption, the adversary cannot decrypt traffic
flowing through the secure tunnel between the AAS and the asset, nor can he inject
valid messages into this channel without the necessary session keys.

e  Since the adversary operates strictly above Level 1 and lacks physical access to the
facility, he cannot manually tamper with hardware (e.g., cutting wires) or directly
flash malicious firmware onto field devices.
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3.3. Attack Objectives

The attacker’s primary goal is to manipulate or degrade process integrity by exploiting
weak authentication, insecure protocols, or poor segmentation between industrial levels.
We identify three main attack classes:

1.  Traffic Tampering: Includes MITM attacks on industrial protocols (e.g., Modbus,
MQTT) to alter control logic, telemetry, or state updates between PLCs and sensors.

2. Sensor Data Spoofing: Involves falsifying telemetry readings (e.g., spoofed tempera-
ture, vibration) to mislead control systems or bypass safety thresholds.

3. Actuator Command Injection: Involves the unauthorized issuance of actuation com-
mands (e.g., open valve, stop conveyor), leading to unsafe or unintended process changes.

Figure 2 shows an abstract attack tree modeling how an attacker at Level 1-3 might
affect system integrity. The root node represents the goal (disruption), and leaf nodes
describe specific tactics.

Finally, Table 3 summarizes the attacker’s potential capabilities at each level, and
whether the AAS can observe such activity given its architectural placement.

Table 3. Adversary capabilities by ICS level and AAS observability.

ICS Level Attacker Capability Observable by AAS
Level 3 Network traffic injection/replay ~ Yes (via network interface monitoring)
Level 2 SCADA /HMI traffic tampering Partially (if logs or traffic
mirrored to AAS)
Level 1 Sensor spoofing/ Indirectly (via inconsistent telemetry or
actuator injection command timing)
AAS/controller Trusted in this model Security events only if
infrastructure assumption is relaxed

Bypass segmentation

Actuator command injection Abuse maintenance access

Send unauthorized command

Exploit weak protocols

Disrupt | JSensor spoofing Hide process state

industrial operation

Inject false telemetry

Delay commands

/

Traffic tampering Replay valid messages

Alter control packets

Figure 2. Attack tree for a Level 1-3 adversary attempting to disrupt industrial operation.
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4. Architecture

This section presents the architecture that realizes the proposed asset-aware closed-
loop network control abstraction for industrial environments. Rather than treating the
communication infrastructure as a passive substrate, the architecture elevates the OT
network to an industrial digital asset by equipping both its control and data planes with
dedicated Asset Administration Shells. Through this design, asset semantics are mapped
at runtime to concrete network enforcement actions implemented via programmable data
planes. In parallel, in-network telemetry is continuously collected and exposed through the
network AASs, where it is correlated with asset-level operational metrics. This bidirectional
semantic coupling closes the control loop between assets and the network, as shown in
Figure 3.

Network AASs Machines AASs
Semantic Layer

J 1

Controllers

Control Layer

Asset intent = Network behavior

)
@56 é:

Asset |
Programmable sset layer

switches

Figure 3. Illustration of the proposed control abstraction in which the OT network becomes an 14.0
asset through its own Asset Administration Shell (AAS). Asset-level operational state and intent are
exposed via standardized AAS submodels and translated into network policies enforced at runtime
through programmable data planes (SDN/P4).

4.1. Architectural Components
The architecture is shown in Figure 4, and its building blocks are:

®  Three Factory Machines, i.e., the OT environment where actual production takes place.

e Two switches implementing the OT network data plane, thus allowing communication
between the machines.

* A5G network infrastructure, which we assume to be public and therefore usable to
access the OT environment from the outside of the factory, i.e., for remote maintenance
purposes.

e Two network controllers that can be used to program the network data plane, i.e., the
switches” forwarding capabilities, as well as the interfaces towards the 5G network.

e  The AAS infrastructure, which includes the various AASs needed, as explained later,
and the AAS management infrastructure, typically hosted outside the OT in the factory
IT network.
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Figure 4. The proposed architecture that includes both the AAS Project and the testbed use cases.

In our testbed, the AAS infrastructure was implemented using Eclipse BaSyx [51], a set
of open-source software components to support developers in implementing Industrie 4.0
concepts. Besides the AAS software tools, BaSyx provides the management infrastructure
required to operate the AASs at runtime. This includes the AAS registry, a directory-like
service through which AASs are announced and discovered, and the BaSyx web-based user
interface. Each AAS is interconnected with the others and can be inspected or invoked by
the administrator from the BaSyx web interface: the prototype interface views are reported
in Appendix A (Figures Al and A2).

As previously explained, the network has its own AAS: following modern architectural
principles, we decided to separate the control plane from the data plane. This separation is
known as Control-User Plane Separation (CUPS) [52], a principle that emerged in LTE [53]
and 5G [54] and is nowadays a best practice in network design, because it improves
scalability and flexibility. Therefore, we designed two distinct AASs to model the network:

1. The control plane AAS, which pairs with the network control plane and therefore
with the logic governing network behavior;

2. The network infrastructure AAS, which pairs with the network data plane, i.e., the
network nodes, and therefore determines their behavior according to the logic dictated
by the control plane.

The control-plane AAS exposes controller-selection and forwarding-rule operations,
while the data-plane AAS exposes switch-level functions such as counter retrieval. The
5G capability is integrated as a submodel of the machine AAS because connectivity is
asset-related in the maintenance scenario.

Finally, we highlight that in practice, neither of these two AASs directly manipulates
network devices. Instead, they act as a semantic and operational abstraction layer, exposing
high-level intent (e.g., isolate an asset, enable maintenance mode, retrieve traffic counter)
through standardized submodels and operations.

The AAS submodels exploit SDN controllers to convert AAS-level intent into network-
level forwarding rules and telemetry queries. These latter actions can nowadays be imple-
mented with two different technological approaches:

1. OpenFlow: we implemented an AAS submodel to interact with the Ryu SDN con-
troller (https://ryu-sdn.org, accessed on 22 June 2026) REST APIs;

2. P4 Runtime and P4: we implemented a custom controller capable of installing into the
switches specific P4 programs exploiting the P4 Runtime API (https://github.com/
p4lang/p4runtime, accessed on 22 June 2026).
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In our testbed, we tested both approaches and obtained results that were quite similar

in terms of interaction efficiency and response time. Nonetheless, P4 aligns better with cur-

rent network programmability trends and provides more effective telemetry features and

forwarding control. Discussing the specific differences between these two SDN approaches

is beyond the scope of this manuscript; an extensive survey on the topic can be found, for

instance, in [55].

Finally, we also implemented the AAS for the 5G mobile terminal (the so-called User
Equipment, or UE), with the capability to control 5G connections, as discussed in detail in

Section 6.2.

4.2. AAS-SDN Implementation, Integration and Control Loop

Figure 5 illustrates the sequence of interactions triggered by an AAS operation such as

EnableMaintenanceMode.

1 ‘ ]
EnableMaintenancgMode(assetld)
I ﬂ
e i

| Json Response !
I { Correspondent Hahdler}
I I

! HTTP GET: Iocalhast.lﬁomlaasfsu bmodels/
=

Pt
1Json response:
1 { Network Policy }

L

T
I
I
I
|
I
I
I

I Json response:

1 { Network Policy

| Installed - Check}
€«----
Propagation
Results

T

HTTP GET: Registry.lgokup("Add

following policy to thle X Switch")
1

' R —

! WnteRequest{PdRuntife rule}

the | |

Transalte policy into
PARuntime Rules

JsonResult
{ Switch X: Done }

1
|
|
1
|
1
1
1
1
|
1

Figure 5. AAS-to-SDN operation workflow through P4Runtime.

The execution flow is as follows:
1. Anetwork administrator invokes an AAS operation (e.g.,, EnableMaintenanceMode (assetId))

via the BaSyx Web UL

2. The BaSyx Server dispatches the request to the corresponding AAS operation handler.

3. The handler invokes a policy adapter module, which formats the request as a net-
work policy and forwards it to the SDN controller through a northbound API (REST

or gRPC).

4. The SDN controller translates the policy into a set of P4Runtime WriteRequests,

installing or updating table entries in the target P4 switch.
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5. The switch enforces the new forwarding behavior immediately, while the AAS
updates its exposed state properties (e.g., maintenance mode status and last
update timestamp).

In the maintenance mode use case, this translation blocks intra-factory (east-west)
traffic involving the selected asset, while allowing only explicitly authorized north-south
traffic via the 5G interface. Security and connectivity policies are represented in the
AAS through a dedicated Connectivity and Security submodel that encodes high-level
intent independently of the underlying SDN technology. Each policy specifies scope and
identifiers, traffic selectors (source/destination IP, protocol, port), the intended action
(e.g., ALLOW, DENY, MAINTENANCE_MODE), the enforcement point, and lifecycle metadata. An
excerpt of the submodel template used in the implementation is shown in Listing 1.

Listing 1. Example AAS connectivity security submodel (simplified).

{
"idShort": "ConnectivitySecurity",
"submodelElements": [
{
"idShort": "Policy_Block_M1_to_M2",
"modelType": "SubmodelElementCollection",
"value": [
{"idShort": "policyId", "value": "blk-ml-m2"},
{"idShort": "action", "value": "DENY"},
{"idShort": "srcIp", "value": "10.0.1.10"},
{"idShort": "dstIp", "value": "10.0.1.11"},
{"idShort": "protocol", "value": "ANY"},
{"idShort": "enforcementPoint", "value": "R1"},
{"idShort": "status", "value": "INSTALLED"}
]
}
]
}

In the prototype, policy updates are serialized by the Network Manager operation
handler before they reach the SDN controller. This avoids simultaneous writes from
multiple AAS instances in the evaluated use cases.

At runtime, the SDN controller maps this representation to concrete data-plane rules,
e.g., by installing P4 table entries that match the specified fields and execute either forward-
ing or drop actions.

To support anomaly detection and situational awareness, the architecture integrates in-
network telemetry with AAS-based observability. Traffic counters are maintained directly
within the P4 data plane, either per-port or per-flow. The GetCounters AAS operation
retrieves this data indirectly through the SDN controller:

1. The AAS invokes GetCounters () on the Network Infrastructure AAS.

2. The operation handler requests telemetry data from the SDN controller.

3. The controller issues a P4ARuntime ReadRequest to retrieve the relevant counter values
from the switch.

4.  Retrieved statistics (packet and byte counts with timestamps) are returned to the AAS
and exposed as read-only properties.

These properties are visualized in the Web Ul and correlated with asset-level metrics
(e.g., CPU usage from machinery AASs), enabling the distinction between transient traffic
fluctuations and sustained anomalous behavior, as discussed in Section 6.

The main graphical interface for interaction is accessible through the IT Network
and provides network administrators with all AASs, each accompanied by its respective
submodel and operations. Each of them comprises multiple submodels needed to support
the functions of the machinery or network component, focusing on network forwarding
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rules and properties to achieve reliable, efficient, and secure communications within and
outside the OT Network.

5. Testbed Setup

The testbed used to analyze the feasibility, effectiveness, and performance of the
proposed artifact has a hybrid structure. The baseline environment is containerized and
virtualized, while the hardware-in-the-loop extension replaces selected emulated elements
with industrial-grade Revolution Pi equipment. It comprises three main components:
the AAS Infrastructure and coordination system, the network configuration, and the 5G
Infrastructure for external connectivity.

As already said, the AAS Infrastructure has been developed using Eclipse BaSyx.
We used the BaSyx Registry (v1.5.0), BaSyx Server (v1.5.0), and AAS Web UI (v230703) to
construct the main AAS distributed infrastructure, and the BaSyx Java Library to implement
and deploy each AAS.

The AASs are hosted on the IT network using an Apache HTTP Server (v2.4.57) and
registered within the BaSyx Registry and BaSyx Server. Subsequently, the Web Ul retrieves
information about submodels, names, and addresses of all AAS instances registered in the
Server and Registry components, enabling direct interaction via the user interface. This
approach abstracts from low-level complexity irrelevant to the user, who, in the given use
case, is only concerned with monitoring the security of Factory Machinery.

e  Each Asset Administration Shell consists of one or more submodels.

e Each submodel provides one or more Operations or Properties: Operations allow the
user to modify system parameters or specific factory components, whereas Properties
display relevant data about a given component.

e  Each Asset Administration Shell can connect with others based on the provided net-
work configuration, thereby contributing to overall factory coordination and security.

At the other end, the primary tool used to deploy all components and configure
the Network in a single virtualized environment is Kathara [56] (v3.8.3), an open-source
container-based network emulation system designed for demonstrating, developing, and
testing production networks in a controlled sandbox. Kathard employs Collision Domains
as fundamental network nodes. More specifically:

e Each component requiring network access is linked through one or more collision domains;

e  Every component in this setup is connected to specific collision domains, ensuring
that each P4 Switch (R1 and R2) can exchange information with Network Controllers,
the AAS Infrastructure, and individual Machinery.

e  Furthermore, each component connected to a collision domain must be assigned a
unique IP address and a distinct network route configuration;

e Finally, each machinery unit is equipped with two different IP interfaces to its correspond-
ing SDN switch. This setup simulates a realistic factory environment where machinery
maintains multiple connections to the factory network and other components.

5.1. Hardware-in-the-Loop

To move beyond a purely software simulation, we extended the architecture with
Hardware-In-The-Loop (HIL). As shown in Figure 6, the reference topology contains three
central machines attached to the factory network and two P4 switches with external con-
trollers, CNT1 and CNT2. In the HIL configuration, one machine and one SDN switch
are replaced by Revolution Pi equipment (https:/ /revolutionpi.com/en, accessed on 22
June 2026), as shown in Figure 7. Revolution Pi combines a Linux-based software environ-
ment with industrial-grade deployment characteristics. The overall architecture remains
unchanged, as does the network configuration, thanks to Kathard’s ability to connect to
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external devices through Linux Bridges. The main RevPi is still connected to its corre-
sponding collision domain as before. Still, it can now provide and gather information from
sensors and actuators attached to it in a more standardized, industrial-friendly manner,
thereby enabling the operability of Factory Machines.
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Figure 6. Containerized testbed infrastructure and collision domains.
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Figure 7. Hardware-in-the-Loop extension with Revolution Pi equipment.

5.2. 5G Implementation

The last step was to test the proposed architecture with external connectivity capabili-
ties. Because access to an industrial private 5G deployment was outside the reproducible
software testbed, we implemented a virtualized 5G infrastructure by means of:
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e UERANSIM (https:/ /github.com/aligungr/ UERANSIM, accessed on 22 June 2026)
which provides an open source 5G UE and RAN (gNodeB) implementation;

®  Open5GS (https:/ /open5gs.org/, accessed on 22 June 2026) which provides an open-
source 5G core network implementation, including all the various services and sup-
ports a complete separation between the control and data plane.

Then we implemented an AAS to control 5G connectivity, including the capability to
open 5G PDU sessions to specific destinations and to control QoS (PDU session minimum
available bit rate). With these components, it is possible to enable 5G Communication
from and to all network hosts in the Kathara virtualized structure that have a virtualized
UE (User Equipment). This allows for different communication media, representing a
more varied and standardized way to control, perform maintenance, or remotely access
factory infrastructure.

6. Results

This section presents a set of use cases designed to validate the proposed architecture.
The goal is to demonstrate the capability of the AAS to automate network control and
enforce dynamic security policies. Specifically, we focus on the system’s ability to customize
forwarding rules based on operational needs, manage secure remote maintenance directly
through the standard AAS interface, and isolate compromised assets.

The experimental validation relies on the reference architecture depicted in Figure 8,
which comprises three manufacturing machines, two programmable switches implement-
ing the P4 Runtime specification [57], and two custom network controllers developed in
Go (https:/ /www.go.dev). The infrastructure is logically partitioned into a control plane,
hosting the decision-making logic, and a data plane, consisting of the forwarding devices.
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Figure 8. Reference topology employed in the validation use cases.
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6.1. Real-Time Customization of Traffic Forwarding Rules

The first outcome of this workflow is illustrated in Figure 9. It shows how traffic
within the OT network can be managed and customized in real time through interactions
with the Control Plane and Data Plane AASs. Initially, a continuous, high-speed traffic
stream is generated, with 1512-byte packets. Subsequently, the network manager activates
and configures the SDN controller managing the P4 Switch to enforce a policy that blocks
communication between the involved machines. This action is initiated via the AAS and is
represented in the figure by the first spike, corresponding to the initial exchange between
the controller and the switch. As expected, traffic is successfully interrupted. Afterward,
the network manager engages directly with the Network Infrastructure AASs to manually
apply new rules: first to permit traffic, and then to block it again (the second and third
spike, respectively). These two interactions reflect the communication between the BaSyx
Web User Interface and the Control Plane’s AAS inside the factory network infrastructure.
At the final step, the controller is deactivated, restoring standard network functionality.
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Figure 9. Example of the OT network traffic control achievable through the AAS. A packet flow
between the involved hosts is blocked. The policy is then modified by interacting with the AAS
submodels and restoring the traffic flow.

To provide a quantitative assessment, the experiment described in this first use case
on real-time traffic control, depicted in Figure 9, was repeated 1000 times. Specifically, we
evaluated the latencies associated with the rule-management operations (installation and
removal) required to block and restore traffic flow. This large sample size provides a stable
empirical estimate and allows for a precise decomposition of the total execution time. The
results are summarized in Table 4.

Table 4. Statistical analysis of Control Plane latency metrics over 1000 iterations. Values are reported
in milliseconds (ms).

Latency Component Mean Std Dev Min Max

End-to-End Request (T}yt,1) 4.2106 1.2731 2.7680 37.6330
Controller-Switch Interaction (T.t) 1.9147 0.5260 1.2650 10.5500
AAS Overhead (Tps) 0.0397 0.0216 0.0170 0.5190
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The End-to-End Request time, denoted as T}y, represents the aggregate latency
perceived by the IT client (i.e., the AAS Web GUI), encompassing the entire command
chain from issuance to acknowledgement. The Controller-Switch Interaction time (T}.¢)
measures the latency required for the SDN controller to communicate with the P4 switch
via P4ARuntime to apply or remove the forwarding rules. This component (T},¢) constitutes
the baseline physical latency of the network infrastructure. Finally, the AAS Overhead (T}4s)
isolates the computational cost introduced by the AAS logic, including request parsing and
semantic adaptation.

The experimental data indicate that AAS integration introduces negligible overhead
(Taas = 0.04 ms), accounting for less than 1% of the total round-trip time. The system per-
formance is dominated by the network baseline (T;,), which averages 1.91 ms. Regarding
the operational impact, T+ represents the effective transition window during which the
network configuration is updated. To place the observed values in context, the Industry 4.0
Digital Twin literature reports that real-time monitoring, sensor-driven synchronization,
and control-loop stability require predictable round-trip times typically in the millisecond-
to-tens-of-milliseconds range, depending on the closed loop being supervised [58-60]. The
measured transition interval of approximately 2 ms is therefore compatible with super-
visory security loops and with monitoring-grade synchronization between an asset and
its AAS.

In the first use case, the primary objective is to demonstrate the feasibility of real-time
monitoring of Network OT traffic and, as a direct consequence of network forwarding
rules, subsequently modifying network behavior from a single interface within the IT
Network. This highlights the connection between OT and IT Networks, a fundamental
concept in Industry 4.0 that increases productivity, cybersecurity, and the overall efficiency
of the entire plant. The primary user of this system, represented in Figure 8 as the Net-
work Administrator, has the capability to modify the network setup to enable or disrupt
communication between network nodes.

6.2. SDN-Based Maintenance Mode in a 5G-Connected Industrial Environment

This second use case models remote maintenance as a controlled human-in-the-loop
operation. We assume the machines can be connected to an external 5G network, in order
to be accessed remotely with a pre-defined quality of service. In this case, the interaction
with the network infrastructure will be available only through the network terminal. We
therefore implemented a 5G connectivity submodel in the AAS of each machine enabled
for external access. The submodel controls the User Equipment and exposes operations to
establish external connectivity through the public 5G network, in order to enable remote
maintenance of factory machines.

Since external connections expose OT systems to attacks from the outside world, we
consider it of paramount importance to control them in an integrated manner with internal
connectivity to minimize the risk of cyberattacks. When a given asset is stopped and
requires remote maintenance, we assume that the asset must first be disconnected from the
OT network, in order to avoid potential backdoors into the production environment. It is
then connected to the remote operator through a dedicated 5G PDU session.

The AAS 5G submodel interacts with the 5G User Equipment, i.e., the UERANSIM
simulator in this case, and may request PDU session setup and tear-down. A screenshot
of the related AAS and its Mobile Communication submodel is provided in Appendix A
(Figure A3).

At the same time the P4 switch to which the asset is connected must block all traffic
from/to the asset and the OT network (as shown in Figure 9), and the asset must then
establish a PDU session towards the 5G. The transition is shown in Figure 10. The machine
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first exchanges traffic on the internal OT network (purple line). The local OT traffic is then
blocked, and the 5G traffic (green line) is started. After a configurable maintenance window,
the original OT operations are restored. In the same figure, the purple plot is registered on
the internal P4 switch and the green plot on the asset 5G interface, superimposed on the
same time scale.
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Figure 10. Maintenance mode transition between internal OT traffic and 5G access.

From an Industry 5.0 perspective, the maintenance mode is not merely an automated
machine event. Itis a safe interface for a remote expert or an on-site operator to interact with
an asset while the AAS keeps the network state explicit, auditable, and reversible. The AAS
therefore reduces cognitive and cybersecurity burden: the operator requests a semantic
maintenance action, and the infrastructure coordinates isolation, external reachability,
and rollback.

To provide some insight into this latter operation, we measured the time required
to open and close the PDU session, as shown in Figure 11. These values are functional
measurements from the virtualized 5G environment. They validate the orchestration
chain, but should not be generalized to production radio latency without dedicated 5G
hardware testing.

6.3. Anomaly Detection and Isolation via Cross-Layer Correlation

This third use case focuses on demonstrating cross-layer correlation in the context
of remotely accessible OT networks, where exposure to external threat vectors increases
the attack surface. Accordingly, our system implements a security mechanism based on
cross-layer correlation, avoiding reliance on isolated network or machinery data. This
combined analysis allows the system to distinguish between legitimate operational bursts
and malicious activities.

First, the system monitors real-time network telemetry via packet-byte counters em-
bedded in the P4 Switches. Specifically, the system utilizes the GetCounters operation,
as detailed in Section 4, to periodically retrieve traffic statistics from the Network Infras-
tructure AAS. Then, this network data is not analyzed in isolation but is correlated with
host-level metrics retrieved from the Asset Administration Shell of the target machinery.
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In this specific use case, the chosen target machinery is the RevPi, integrated into the
Hardware-in-the-Loop setup, as described in Section 5, while the system metric is the CPU
usage, retrieved directly from the RevPi’s AAS.
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Figure 11. Time to set up and tear down the 5G PDU session. The plot shows 10 experiments and
their respective averages.

6.3.1. Baseline Characterization and Threshold Definition

To ensure rigorous detection logic and minimize false positives, we conducted a
4 h preliminary profiling phase. During this period, we monitored the system under
standard operational conditions to establish operational baselines and define specific safety
thresholds for both network traffic and machinery performance. Telemetry data was
retrieved from both AAS instances every second, and the observed metrics are summarized
in Table 5.

Table 5. Operational baseline metrics for the target machinery (RevPi).

Metric Mean Value Max Recorded Value
CPU Usage 29.35% 51.68%
Network Throughput 3.89 Mbps 4.90 Mbps

Based on these observations, the following detection parameters were defined:

e  RevPi Performance (CPU): while the RevPi exhibits an average CPU utilization of
~29%, transient peaks can reach ~51% during standard operations. To accommodate
this normal load variance while identifying potential anomalies, the safety threshold
was set at Tepy = 40%.

e Network Throughput: with a baseline traffic volume averaging 3.89 Mbps and legiti-
mate spikes up to 4.90 Mbps, the network throughput threshold was conservatively
set at Tyt = 10 Mbps.

Crucially, the detection mechanism incorporates a temporal consistency check to miti-

gate false positives caused by transient spikes, such as legitimate load fluctuations observed
in the RevPi’s baseline. Given the sampling interval of one second, a momentary threshold
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violation is insufficient to trigger an alarm. Instead, the system enforces a persistence con-
straint: an anomaly is formally declared only if the safety thresholds for both CPU usage
and network throughput are simultaneously and continuously exceeded for a detection
window of Wy = 30 s. This logic filters operational noise in the evaluated scenarios.
The parameters (T and W,,.;) were empirically calibrated for this testbed and should not
be read as universal thresholds. More advanced models, including reconstruction-based
anomaly detection and unsupervised learning, can be integrated at the AAS layer without
changing the SDN enforcement path [25,61].

6.3.2. Attack Detection Scenarios

The detection workflow relies on the simultaneous violation of both 7., and Tyet.
The Network Manager submodel periodically polls the GetCounters property from the
Network Infrastructure AAS and correlates it with the CPU Usage property from the Ma-
chine AAS. We illustrate two distinct scenarios to validate the robustness of this correlation
mechanism against operational fluctuations that may be detected as false positives and its
efficacy in mitigating actual threats.

First, we address the identification of a transient anomaly. Figure 12 illustrates a
scenario where a temporary surge in traffic is detected, triggered by a legitimate system
maintenance task: a software update initiated on the RevPi by the system administrator.
This operation causes a simultaneous increase in network throughput (due to package
downloading) and CPU usage (due to installation overhead). However, the violation of
the thresholds is transient. Since the data values return to the nominal baseline (<7,
and <7¢p,) within the predetermined observation window, the system correctly classifies
this event as a non-malicious operational spike. Consequently, no blocking action is
triggered, demonstrating the system’s ability to maintain operational continuity and avoid
unnecessary disruptions typical of overly aggressive intrusion detection systems.
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Figure 12. Transient anomaly scenario: the system detects a simultaneous spike in network through-
put and CPU usage caused by a generic software update on the target machine. Since the values
rapidly return to nominal levels, the correlation logic identifies this as a transient anomaly, and no
isolation measures are taken.
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Conversely, the second scenario demonstrates the detection and isolation of a sustained
attack. Figure 13 depicts the system dynamics during a confirmed volumetric Denial-
of-Service attack targeting the Modbus server on the RevPi, executed by an adversary
operating from a compromised workstation located at Level 3 of the Purdue Enterprise
Reference Architecture, as described in Section 3. In this context, the protection mechanism
operates through a deterministic closed-loop sequence:

1. Monitoring and Correlation: the Network Manager observes a synchronized violation
of both thresholds (.t and 7cpy), indicating that the surge in network traffic is directly
degrading the asset’s computational performance.

2. Temporal Confirmation: unlike the transient update scenario, the violation persists
continuously throughout the entire duration of the detection window (W), satis-
fying the condition for anomaly confirmation.

3. Active Mitigation: upon confirming the threat, the Network Manager triggers an
automated response via the SDN Controller AAS to enforce traffic isolation at the
data plane level. Specifically, the controller sends a P4Runtime WriteRequest to
update the P4 switch’s IPv4 forwarding table (ipv4_forward). A new flow entry is
installed that matches the malicious source IP address and executes a drop action. As
evidenced in the graph, the throughput drops to operational values immediately after
the detection window (approx. t = 30 s), confirming the successful isolation of the
compromised host.
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Figure 13. Anomaly scenario: a sustained violation caused by a volumetric DoS attack targeting the
RevPi’s Modbus server. The system correlates the high network load with abnormal CPU usage and
triggers an automated response. The SDN controller pushes a blocking rule, effectively isolating
the attacker.

Given the limited number of controlled scenarios, the results are interpreted as proof-
of-concept evidence rather than as statistically grounded attack-success, false-positive,
or false-negative rates. In the evaluated cases, the defense mitigated the sustained DoS
scenario, while no isolation was triggered during the transient benign scenario. A broader
quantitative assessment would require a labeled dataset covering multiple attack classes,
benign operational and maintenance activities, and low-volume manipulations.
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The implemented countermeasure relies on a binary drop action to validate the AAS-
to-P4 enforcement loop with a minimal and deterministic mitigation policy. For Industry 5.0
resilience, the same mechanism can evolve toward graceful degradation: P4ARuntime could
install rate-limiting rules instead of drops, redirect suspicious traffic to an inspection path,
preserve worker-safety telemetry, and maintain emergency human-override channels while
isolating the malicious vector. The AAS layer is suitable for this extension because it can
expose not only network addresses but also the asset role, maintenance state, and safety
criticality needed for selective mitigation.

7. Discussion, Limitations, and Future Work

The experimental results validate the proposed AAS-driven control loop as a mech-
anism for translating asset-level information into programmable network actions. This
section discusses the experimental boundaries of this result and examines how the same
architectural principles can support more scalable, resilient, and human-centered industrial
network control.

7.1. Technology Readiness and Evidence Boundaries

The implemented prototype is classified as TRL 4, corresponding to component and
system validation in a laboratory environment. The hardware-in-the-loop integration
with Revolution Pi equipment provides partial evidence toward TRL 5, since the AAS
and SDN /P4 control loop interact with industrial-grade hardware in a relevant testbed.
The 5G subsystem, however, is evaluated through UERANSIM and Open5GS rather than
commercial 5G infrastructure, while the anomaly-detection logic is assessed through con-
trolled scenarios. The current evidence, therefore, supports laboratory-scale architectural
validation rather than field deployment readiness.

The measured 1000-iteration rule-management experiment shows that the AAS pro-
cessing component is small compared with controller-switch interaction time in the imple-
mented setup. This supports the claim that the semantic AAS layer is not the dominant
latency source. It does not, by itself, prove negligible packet loss, jitter, or behavior under
concurrent production traffic; those metrics require dedicated load experiments and are
future validation targets.

To make the maturity assessment auditable rather than monolithic, Table 6 maps each
architectural block to its current TRL and to the evidence that supports the assigned level.
The composite system-level TRL is therefore reported as TRL 4 with partial movement
toward TRL 5: the AAS layer, the SDN /P4 control loop, and the HIL asset are validated in
a relevant testbed, while the 5G subsystem remains at TRL 3-4 because it is exercised only
through virtualized RAN/Core components.

7.2. Detection Scope, Feedback Delay, and Control Stability

The anomaly-detection use case validates the cross-layer detection and enforcement
architecture through a deterministic threshold-based logic. The detector correlates network-
side indicators (traffic volume) with machine-side indicators (CPU load) and triggers
mitigation only when the abnormal condition persists over a confirmation window. This
design is suitable for sustained volumetric or resource-exhaustion events, where the cyber
and physical symptoms are jointly observable. It is less suitable for stealthy manipulations,
such as isolated malicious Modbus commands, low-rate process deviations, or false-data
injection events that do not produce persistent changes in CPU load or throughput. The
architecture does not depend on this specific threshold logic. The detector is placed
above the SDN /P4 enforcement interface: it consumes AAS-exposed telemetry and, when
an anomaly is detected, invokes the same mitigation procedure used in the prototype.
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Therefore, the detection module can be replaced or extended without changing the AAS-to-
SDN/P4 enforcement path.

Table 6. TRL assessment summary.

Block TRL  Validation Evidence Experimental Boundary

Rule-management benchmark over 1000 it-
AAS semantic layer (BaSyx)  4-5  erations; integration with controllers and
HIL asset.

Evaluated in laboratory conditions, not in a
multi-site industrial deployment.

End-to-end policy installation through
SDN /P4 control loop 4-5  P4Runtime on emulated and HIL
communication paths.

Tested on a limited topology with two
switches and controlled traffic patterns.

Industrial-grade controller running
HIL industrial asset (RevP4i) 5 representative workloads and exposing
AAS-mediated telemetry.

Validated on a single HIL asset rather than
a heterogeneous production cell.

Orchestration validated with UERANSIM  RAN and Core components are virtualized;

5G connectivity subsystem 34 and Open5GS. commercial 5G hardware was not used.

Threshold-based detector evaluated on one
Anomaly-detection logic 3-4  sustained DoS scenario and one transient be-
nign scenario.

No large labeled dataset or multi-class attack
evaluation is included.

Integrated AAS, SDN/P4, 5G-emulated, System-level readiness is limited by the
Composite system 4 (—5) and HIL validation in a relevant virtualized 5G subsystem and controlled
laboratory testbed. detection scenarios.

More advanced detection logic can be integrated at the same architectural point, but
the choice of detector is deployment-dependent. Data-driven alternatives require stronger
assumptions: reconstruction models and one-class methods rely mainly on representative
nominal data [25,61,62], while supervised classifiers require labeled benign and attack
traces, which are often unavailable in OT environments. Lightweight unsupervised meth-
ods, such as Isolation Forests, can reduce computational cost and improve interpretability,
but their effectiveness depends on the separability of anomalies from normal operational
transients [63]. Accordingly, the detector is not considered a generic replaceable block with
equivalent alternatives. It is a deployment-specific component whose design depends on
telemetry availability, computational constraints, and the class of attacks to be detected. The
architectural interface, however, remains unchanged: the detector consumes AAS-exposed
telemetry and triggers mitigation through the existing AAS-to-SDN /P4 enforcement path.

The resulting loop should be interpreted as a supervisory security loop, not as a real-
time process-control loop. Its purpose is to detect abnormal cyber-physical conditions and
enforce network-level mitigation, rather than to stabilize physical dynamics at sub-second
time scales. The loop latency includes telemetry sampling, the confirmation window used
by the anomaly detector, AAS request processing, controller-side policy handling, and
P4Runtime rule installation. This timing is compatible with the mitigation of sustained
security events, such as volumetric or resource-exhaustion attacks, but it is not appropriate
for immediate actuation or stability-critical control. Future extensions should therefore eval-
uate shorter sampling intervals, adaptive confirmation windows, and mitigation policies
explicitly designed for cyber—physical workflows requiring tighter synchronization.

7.3. Scalability

Scalability in the proposed architecture mainly concerns the AAS-based management
path and the SDN /P4 enforcement path. An AAS operation is processed by the BaSyx in-
frastructure, dispatched to the corresponding operation handler, translated by the Network
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Manager into a network policy, and finally installed by the SDN /P4 controller through
P4Runtime. The OT data plane is involved only after the rule has been installed, through
match-action processing in the programmable switch. Therefore, the AAS layer does not
add per-packet processing overhead to industrial traffic; its impact is associated with the
rate and concurrency of management operations. As the number of assets increases, the
relevant scaling factors are the number of registered AASs and submodels, the frequency
of operation invocations, the rate of telemetry reads, and the number of active policies that
must be translated into P4 table entries. This is different from data-plane scalability, which
depends on switch table capacity, rule granularity, and P4ARuntime update rate. The current
prototype evaluates this mechanism on a small topology, so it validates the control-loop
implementation but does not quantify these factors under large-scale concurrency. The
IT/control-plane placement of the AAS infrastructure also leaves deployment flexibil-
ity. BaSyx registries, dashboards, and historical asset information can be hosted on plant
servers, edge platforms, or cloud infrastructure. Components involved in time-sensitive
enforcement, such as the Network Manager and the SDN /P4 controller, should remain
close to the plant network when low latency or local availability is required. This separation
is consistent with the implemented architecture, where AAS services expose asset-level
operations while the programmable switches remain responsible for packet forwarding.

In the current prototype, telemetry correlation is implemented through periodic re-
trieval of network counters and machine-side metrics. This mechanism is appropriate for
the evaluated use case, where the number of monitored assets is limited and the sampling
interval is fixed. At a larger scale, however, unchanged per-asset polling would increase
management traffic and registry/API load. A more scalable implementation should there-
fore rely on selective monitoring, event-triggered updates, and aggregation of counters at
the controller or switch level.

Policy management represents a second scalability dimension. In the prototype, policy
updates are serialized by the Network Manager before being forwarded to the SDN con-
troller. This avoids inconsistent updates in the evaluated scenarios. In larger deployments,
where multiple AAS instances or applications may request overlapping network actions,
the Network Manager should also provide policy arbitration by detecting conflicting traffic
selectors and applying deterministic priorities among isolation, maintenance, and ordinary
connectivity rules.

7.4. Industry 5.0 Implications

Although the prototype is primarily designed to validate AAS-driven network control
in an Industry 4.5 setting, its mechanisms address three core Industry 5.0 dimensions: re-
silience, human-centricity, and sustainability. These dimensions are not treated as indepen-
dent add-ons, but as consequences of the same architectural principle: asset-level semantics
are exposed through the AAS and translated into programmable network behavior.

The resilience dimension is represented by the closed-loop mitigation mechanism. In
the current implementation, the response to a confirmed anomaly is a binary drop rule
installed through the SDN /P4 enforcement path. This action provides a deterministic
validation of the AAS-to-P4 loop, but the same mechanism can support more selective
responses. Since the mitigation is expressed as an AAS-level policy before being translated
into data-plane rules, the action can be extended from simple isolation to rate limiting,
traffic mirroring, redirection to an inspection path, or time-bounded quarantine. This is
relevant for industrial resilience because the objective is not only to stop malicious traffic,
but also to preserve the essential communication needed for diagnosis, safety monitoring,
and recovery.
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The human-centric dimension is illustrated by the maintenance use case. The operator
does not manually configure 5G connectivity, OT isolation, and rollback as separate low-
level network actions. Instead, the maintenance state is requested through an asset-level
AAS operation, and the infrastructure translates this request into the required network
configuration. This reduces the operational burden on human operators and makes the
resulting network state explicit and auditable. In a production deployment, the same
mechanism can be extended with role-based authorization, operator confirmation for
disruptive actions, policy expiration times, and rollback conditions. These extensions
would preserve human control over safety-relevant decisions while keeping the underlying
network orchestration automated.

The sustainability dimension is not directly implemented in the current prototype,
but it can be integrated through the same AAS-based abstraction. An energy-aware or
environmental submodel could expose information such as energy consumption, carbon
intensity, or preferred low-energy connectivity options for network and edge resources.

The prototype, therefore, does not claim to implement a complete Industry 5.0 system.
Its contribution is more specific: it demonstrates a programmable and semantic control
layer through which Industry 5.0 requirements can be expressed and enforced at the
network level. Resilience is addressed through closed-loop mitigation, human-centricity
through auditable maintenance operations, and sustainability through the possibility of
adding environmental constraints to AAS-based policy decisions.

7.5. Standardization Perspective

The prototype also exposes a standardization gap in current AAS-based industrial
modeling. While AAS specifications provide a general structure for representing industrial
assets and their submodels, there is no commonly adopted AAS submodel dedicated
to programmable network control. In this work, the OT network is therefore modeled
through implementation-specific AASs and submodels. This is sufficient to validate the
proposed architecture, but it limits portability across different plants, controllers, and
network-programming technologies.

Following the SDN principle adopted in the architecture, we argue that network-
related AAS standardization should distinguish between control-plane and data-plane
functions. A first reusable submodel should describe the Network Control Plane. Its role
is to expose the operations and properties needed to express network intent, select or
configure controllers, install or remove policies, and track policy state. Typical elements
include policy identifiers, target assets, traffic selectors, requested actions, enforcement
scope, priority, validity conditions, and installation status. This submodel would represent
what the industrial system requires from the network, without binding the AAS interface
to a specific enforcement technology.

A second reusable submodel should describe the Network Data Plane. Its role is
to expose the observable and enforceable state of the forwarding infrastructure, includ-
ing switches, ports, counters, flow statistics, table entries, and enforcement points. This
submodel would support telemetry retrieval and verification of the rules installed by the
control plane. In the prototype, this role is implemented through switch-level functions
such as counter retrieval and through P4ARuntime-based rule enforcement; in a standardized
form, the same abstraction could be mapped to P4, OpenFlow, or other programmable
forwarding technologies.

The separation between these two submodels is important because control and data
planes evolve differently. The control-plane submodel captures asset-level network intent
and policy lifecycle information, whereas the data-plane submodel captures the state
and telemetry of the forwarding devices. Keeping these concerns separate makes the
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AAS representation more reusable: the same control-plane intent can be translated by the
Network Manager into different enforcement backends, while the data-plane submodel
can expose technology-specific measurements through a common asset-oriented interface.

This standardization direction is consistent with IEC 63278, which provides the struc-
tural basis for AASs and their submodels [16]. The contribution suggested by this work is
not a new network protocol, but the definition of two network-oriented AAS submodels:
one for the programmable network control plane and one for the programmable net-
work data plane. Such submodels would make asset-aware connectivity, security policies,
telemetry, and operational constraints portable across SDN /P4, OpenFlow, 5G, DetNet,
and APN-based infrastructures [34-36,64].

8. Conclusions

This paper presented an AAS-driven network control abstraction for converged OT/IT
environments. The proposed approach models the OT network as an industrial asset and
uses Asset Administration Shells to expose network-control operations, telemetry, and
asset-related context through a standardized semantic layer. These AAS-level operations
are translated into programmable P4 actions, enabling forwarding policies and mitigation
rules to be installed at runtime.

The main contribution is the operational coupling between industrial asset semantics
and programmable network enforcement. Rather than treating the network as a passive
communication substrate, the proposed architecture makes network behavior controllable
through the same asset-oriented abstraction used to represent industrial devices. This
coupling enables three capabilities demonstrated in the validation use cases: dynamic
customization of forwarding rules, controlled 5G-assisted maintenance with OT isolation
and rollback, and anomaly mitigation based on the correlation between AAS-exposed
machine and network telemetry.

The evaluation was conducted on a hybrid testbed combining a containerized network
environment with a hardware-in-the-loop extension based on Revolution Pi equipment.
Across the three use cases, the prototype demonstrates that AAS operations can be used to
configure forwarding behavior, coordinate controlled 5G-assisted maintenance, and trigger
network-level mitigation from cross-layer telemetry correlation. These results support the
feasibility of the proposed abstraction at laboratory scale and justify a TRL 4 assessment,
with partial evidence toward TRL 5 for the components exercised with industrial hardware.

Finally, the work identifies a standardization direction for network-oriented AAS
models. The implemented architecture separates network control-plane functions from
data-plane state and telemetry, following the same separation adopted by SDN-based
network design. In this sense, the contribution is not only an implementation of AAS-
based network control, but also a first step toward a more portable representation of
programmable industrial networks through AAS submodels.
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Appendix A. Prototype Screenshots

This appendix provides representative screenshots (Figures A1-A3) of the imple-

mented BaSyx-based prototype, illustrating the AAS interface and the exposed asset infor-

mation used during the validation scenario.
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Abstract

This paper presents the development and validation of an IoT-enabled temperature-sensing
device for real-time monitoring of the thermal insulation properties of glass windows.
The system integrates contact and non-contact temperature sensors into a compact PCB
platform equipped with WiFi connectivity, enabling seamless integration into smart home
and building management frameworks. By continuously assessing window insulation
performance, the device addresses the challenge of energy loss in buildings, where glazing
efficiency often degrades over time. The collected data can be transmitted to cloud-based
services or local IoT infrastructures, allowing for advanced analytics, remote access, and
adaptive control of heating, ventilation, and air-conditioning (HVAC) systems. Experimen-
tal results demonstrate the accuracy and reliability of the proposed system, confirming its
potential to contribute to energy conservation and sustainable living practices. Beyond en-
ergy efficiency, the device provides a scalable approach to environmental monitoring within
the broader future internet ecosystem, supporting the evolution of intelligent, connected,
and human-centered living environments.

Keywords: temperature-sensing device; internet of things; thermal insulation; window

1. Introduction

Temperature-sensing devices have been widely employed in the fields of medicine,
industry, agriculture, and other areas and have become the principal method of informa-
tion collection due to the rapid development of microelectronics and sensor technology.
These sensors are placed at key locations within the monitored area to capture thermal
characteristics with high accuracy, and then are usually transmitted to users via wireless
communication equipment [1,2]. Distributed temperature sensors with high processing
capability and low power consumption are used in smart homes, and they can capture
data on a resident’s interactions with the environment [3]. These settings are designed to
recognize situations to support users in their daily activities and offer smart solutions to
some of the issues brought on by the expanding population [4].

These devices can be utilized to lower the energy consumption of building components
that may lose their insulating capacity over time. The most vulnerable component of
the building is the window where the outside protective structure’s heat insulation is
the weakest. Additionally, it is a crucial tool for visual performance, which contributes
significantly to building energy savings. Contradictions exist between energy consumption,
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visual performance, and thermal environment because of the weather and sun radiation.
Consequently, an efficient optimization technique is required to optimize the mentioned
parameters. Most of the studies that are now available for window design concentrate
more on the examination of energy consumption performance. Additionally, the best way
to arrange windows and a shading system with various climatic zones and orientations
has been determined. The building’s energy use has increased significantly in recent years.
A recent study [5] stated that 36% of the world’s energy usage and carbon emissions have
been attributed to it. Due to a lack of energy and high energy prices, the modern building
industry is paying increasing attention to energy efficiency. Countries have implemented
relevant energy-saving regulations and policies, and energy efficiency as an aspect of
architectural design is a crucial factor [6].

Moreover, purpose design can be seamlessly integrated into smart home systems
by IoT technologies, enabling additional functionalities such as heating control, energy
management, and other smart home applications [7]. This multifunctional approach
enhances the overall utility of such systems, making them adaptable to various user needs.
To achieve this level of functionality, researchers frequently employ platforms like Arduino
or Raspberry Pi, which provide the computational power and flexibility required to meet
the system’s demands [8,9]. These platforms enable the creation of advanced, integrated
devices that combine energy efficiency with smart home capabilities.

Multi-Layer Glazing

Nowadays, most of the windows in private or industrial areas are made of multi-layer
glazing, which has excellent thermal insulation. Moreover, the space between the two glass
panels is filled with special gas to reduce the thermal conductivity between these glass
panels [10]. Most commonly used internal gases in multi-layer glazing are argon (Ar) and
krypton (Kr), which have better insulating properties than ordinary air [11].

Contemporary insulators include vacuum insulation panels [12], gas-filled panels,
aerogels [13], and thermal insulation materials. The primary characteristics of insulating
materials include very low thermal conductivity and their potential transparency. The
authors of [14,15] point out that the gas will leak over time. The rate of leakage depends
on the production quality of the window, installation, the building’s climate, including its
exposure to the sun and altitude, and other factors. Even after several years of gradual
depressurization, a window can be expected to maintain its properties and effectiveness.
The stress between the glass panels and the seal due to cyclic thermal loading causes the
deformation and weakening of the seal, which leads to the infiltration of gases into the
glass chamber. This can lead to the dilution of the inert gas concentration [16].

There are two key components of the multi-layer glazing construction. The first one
consists of glass panels that are attached together by a frame and special glue. A special gas
is used to fill the space between the glass panels, reducing the thermal conductivity of the
area between two or more glass panels [17]. For example, argon gas is heavier than oxygen
and has less energy and heat transmission than diatomic molecules. The second component
is the plastic frame that holds the glass panel. Typically, the structure is separated into
multiple chambers to increase insulation properties [18].

The gas leakage or the deterioration of the inner gas properties inside the multi-layer
glazing is very difficult to measure or evaluate. One possible way to measure the gas
properties between two glass panels is to place a sensor inside the gap during the assembly.
Another way is to place the needed sensor inside the multi-layer glazing, where it can
measure environmental variables, as well as the temperature.

This study presents a compact environmental monitoring system for multi-layer glaz-
ing, capable of measuring both contact and gas temperatures. The versatile temperature-
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sensing device supports various IoT and smart home applications, enhancing energy
efficiency and offering valuable insights into long-term insulation property trends.

2. Related Work

Several authors have addressed heat transfer in multi-layer glazing systems using
thermocouples. The authors of [19] used several thermocouples to measure the temperature
inside triple-chamber glazing. Two thermocouples were placed inside each cavity to
measure the heat transfer through the glazing. However, this research focuses on the
comparison of the thermal performance of four triple-glazed window configurations (TG,
TG-LW, TG-PCM, TG-LW-PCM) in the range from 20 °C up to 50 °C. Another author [20]
used a similar approach by using the TRNSYS program within a temperature range from
17 °C up to 40 °C with an additional cooling phase. The authors of [21] used different
simulation models for glazing windows filled with a special phase change material. These
authors have stated that accurate thermal monitoring within the glazing system requires
measuring the glass panel’s contact temperature and the air temperature inside the cavity.

A practical approach is to use a compact sensor module mounted on a small PCB.
Thermocouples or resistance temperature detectors are ideal due to their minimal ther-
mal mass and fast response time for contact measurement of the temperature. Dig-
ital sensors like BMP280 offer high accuracy and low power consumption for tem-
perature measurement [22]. Moreover, the sensor is very small with dimensions of
2.5 x 2.5 x 1mm [23], and it is suitable for temperature measurement, which is used
as a basis task for this research.

Furthermore, the authors of [24] proposed integrating ultra-thin flexible temperature
sensors laminated directly onto the glass surface to minimize disturbance of the thermal
field while enabling high-resolution spatiotemporal monitoring. Other research [25] has
focused on wireless passive sensors, such as RFID-based temperature probes, which can be
hermetically sealed within the glazing cavity during manufacture. Furthermore, machine-
learning-assisted interpretation of temperature profiles has been investigated as a method
for estimating the remaining insulating lifespan of glazing systems under varying envi-
ronmental loads [26]. These solutions demonstrate the growing interest in non-intrusive
diagnostic tools capable of detecting changes in thermal properties.

3. Materials and Methods

This section outlines the materials, experimental setup, and analytical methods em-
ployed to evaluate the thermal and environmental performance of the proposed system.
The research integrates advanced simulation techniques with controlled physical experi-
ments to provide a comprehensive understanding of the heat transfer dynamics, sensor
functionality, and overall energy efficiency of the window.

In common applications, such a window is intended to have dimensions of up to
several meters, reflecting the standard sizes commonly used in building construction for
energy-efficient glazing systems. This full-scale design would allow for a comprehensive
evaluation of the window’s performance in practical scenarios, including its thermal
insulation capabilities and integration with building management systems. However, for
this research, a scaled-down model with dimensions of 200 x 200 mm was designed. This
smaller prototype was designed to replicate the essential features of the larger window
while remaining applicable for computational simulations and laboratory experiments. The
reduced size enabled temperature control over the experimental conditions and facilitated
the efficient application of computational fluid dynamics (CFD) techniques, which require
detailed meshing and significant computational resources.
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The designed system in the form of several printed circuit boards (PCBs) (Printed
s.r.0., Melnik, Czech Republic) with sensors is placed inside the glazing on the inner and
outer glass panels. Two boards were placed on each glass panel, where all boards consisted
of the microcontroller with a wireless communication interface and a pair of BME280 envi-
ronmental sensors (Printed s.r.0., Melnik, Czech Republic). All boards were glued to the
side of each glass panel for temperature measurement. Each sensor was strategically posi-
tioned on the board, ensuring accurate readings of both indoor and outdoor environmental
conditions. The sensors operate within a wide temperature range, making them suitable
for measuring environmental conditions. The concept can be extended to any number of
chambers, where each chamber needs to have four boards. The proposed concept is shown
in Figure 1.

Figure 1. The concept of temperature-sensing device design placed in multi-layer glazing.

The proposed system was designed to seamlessly integrate with modern building
management systems. It can provide real-time environmental data to optimize heating,
ventilation, and air-conditioning (HVAC) operations, reducing energy consumption and
improving. In this research, a compact model facilitated the setup of controlled thermal
gradients and sensor measurements, ensuring accurate data collection without the logistical
challenges associated with handling a full-sized window. Despite its smaller dimensions,
the prototype maintained the key characteristics of the larger window, including gas-
filled gaps and integrated sensors for temperature. By scaling down the window for
this study, it was possible to test its performance while ensuring that the results could
be extrapolated to a full-scale implementation. This approach provided a practical and
efficient pathway to validate the system’s functionality and establish its potential for energy
efficiency applications. The scaled-down model for both scenarios can be found in Figure 2.

The chamber system incorporates standard glass panels with gas-filled gaps to enhance
thermal insulation. Each panel was made from low-emissivity glass, which reduces heat
transfer and improves energy efficiency. The inner and outer panels are coated with a thin
metallic layer to reflect infrared radiation, while the middle panels are left untreated to
facilitate temperature distribution analysis. The frame between the panels was constructed
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from aluminum, and the sealing material ensures airtightness to maintain consistent
environmental conditions within the gaps. The list of material properties of the single-layer
glazing is listed in Table 1.
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Figure 2. The scaled-down model of the single-layer glazing.

Table 1. Material properties of the single-layer glazing.

. . Specific Heat Capacity Thermal Conductivity
Material Density [kg/m] [J/(kg-K)] (W/(m-K)]
Air 1.2 1005.0 0.1
Glass-low-e 2464.9 898.6 0.9
Semiconductor 3098.4 658.0 117.4
Copper 8978.0 381.0 387.6
Industrial carbon 1529.7 959.8 12.2
Aluminum 2719.0 871.0 202.4

3.1. Setup for the Real Experiment

In the experimental setup, each embedded ESP8266-based sensing board (Printed s.r.o.,
Melnik, Czech Republic) communicated with a nearby ESP8266 access point positioned
1 m from the glazing surface. Although the PCB was installed inside the window cavity,
the short transmission distance ensured stable WiFi connectivity throughout the entire
measurement period. While full RF characterization (RSSI, packet loss rate, or latency
under varying thermal conditions) was not performed, the stable operation at this range is
consistent with typical ESP8266 performance, where RSSI values around —40 to —55 dBm
are expected at a line-of-sight distance of 1 m, even with moderate attenuation from glass.
For data transmission, each embedded board operated as an independent client node.
Outside the glass panel, an additional ESP8266 module was configured as a WiFi access
point (AP) acting as the central server. During the experiment, all boards established a
wireless connection to this AP and periodically transmitted their measured temperature
values. The access point was connected to a PC, where all incoming data were collected
and stored for further analysis. This architecture enabled reliable communication between
the sensor boards and the data acquisition system without requiring any physical data
cables within the window chamber (Figure 3). No data retransmissions or communication
interruptions were observed during the experiment, indicating that the system remained
sufficiently reliable for continuous temperature reporting over this short-range link.
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Figure 3. Communication architecture of the proposed system.

3.2. Temperature Sensors for Glazing Applications

The core of the system is based on the ESP8266 microcontroller, chosen for its reliability
and flexibility in handling sensor data and wireless communication. It supports low-
power operation to align with the energy efficiency goals of the smart window. The
microcontroller’s firmware is programmed to process sensor data, namely the temperature
received from the connected sensors. The schematic part of the board can be found

in Figure 4.
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Figure 4. The schematic design of the board embedded into a single —layer glazing.

The board has all the components necessary for external and internal communication.
The main microcontroller placed on the board, ESP8266, is responsible for internal com-
munication with sensors, and it is also responsible for external wireless communication.
It uses the 40 MHz crystal for the lower power voltage of 3.3 V. All components use the
12C communication interface, which is used for communication between the sensors and
the main microcontroller. The main microcontroller has a small package, an important
communication interface, and sufficient computing power.

The input voltage of +5V for the whole device is supplied by the USB terminal, and it
must be converted to +3V3, which is suitable for the different components in the design. It
also has the input and output sets of the capacitors, which can smooth the output voltage
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in case of a sinusoidal input. The final physical design of the PCB must be small enough
to fit in the gap inside the window frame. In the study by Osorio-de-la-Rosa et al. [27], a
comparable compact IoT sensing platform is presented, where the complete wireless sensor
is implemented on a 20 x 20 mm PCB. This provides a useful engineering benchmark for
the required miniaturization of embedded sensing electronics. In our case, although the
ESP8266 module imposes slightly larger spatial requirements, the resulting PCB layout of
20 x 30 mm remains within the dimensional limits of the glazing cavity and satisfies the
constraints for integration inside the window chamber. The terminal for the USB interface
is placed at the edge of the mainboard. The Wi-Fi antenna is located on the top part of
the PCB.

3.3. Manufacturing Process of the Single-Layer Glazing

The designed boards were manufactured from a composite material FR-4 1,5/Cu
35 um, which is a usual material and can be manufactured by a common manufacturer on
the market. The soldering of the components on the board is also a standard procedure.
For this research, the components were soldered on the board by an external manufacturer.
Figure 5 presents a sectional view of a single-glazed window;, illustrating the placement of
four temperature sensors (T1-T4) used for thermal analysis.

Figure 5. The placement of the sensors inside the single-layer glazing.

Two boards were positioned on the outer glass panel: T1, which measured the tempera-
ture of the outer glass surface, and T2, which measured the temperature of the environment
close to the outer glass. On the inner glass panel, T3 measured the environment temper-
ature near the inner glass, while T4 measured the temperature of the inner glass surface.
This setup enabled a detailed evaluation of heat transfer across the window, capturing tem-
perature variations between the inner and outer environments and assessing the insulating
performance of the gas between the glass panels.

All boards with sensors and other electronic components were embedded into the
chamber of the window in the fabrication process, where the boards were attached to the
glass panels. A heat-conducting adhesive was used for attaching the boards to the glass
panels. For the experiments, the boards were powered using an ultra-thin flexible PCB
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cable. Its minimal thickness ensured that it did not create a significant thermal bridge inside
the window chamber, allowing the temperature measurements to remain unaffected by
heat conduction from the power supply. Once the boards were glued to the glass panel and
connected via the flexible strip, the aluminum frame could be placed along the edges of the
glass panel. Finally, the second glass panel could be placed on the frame with the boards
closed inside. The same manufacturing process can also be used for multi-layer glazing.

3.4. Experimental and Simulation Approaches

To comprehensively evaluate the thermal insulation properties of the developed
temperature-sensing device, two complementary approaches were employed: computa-
tional modeling and laboratory testing. First, a Computational Fluid Dynamics (CFD)
simulation was carried out to analyze heat transfer mechanisms and temperature distribu-
tion across the single-glass window under controlled boundary conditions. This allowed
for a detailed examination of thermal behavior without external disturbances. Second, a
real experimental setup was designed to validate the simulation results under practical
conditions, using heated air and integrated sensors to measure thermal responses of the
glazing system. Together, these approaches provided both predictive insights and empirical
verification, ensuring robust assessment of the device’s performance.

3.4.1. Solution Approach Using CFD Simulation

The performance of the smart window system was evaluated through CFD simulation.
The window was designed as a single-glazed structure equipped with integrated sensors
to monitor the surface temperature of the environment inside the window. These sensors
were strategically placed to capture accurate data across the window. The primary goal of
the analysis was to investigate the heat transfer characteristics across the single-layered
construction of the window. Additionally, the study aimed to determine the temperature
distribution at specific measurement points, including the inner and outer surfaces of the
glass layers and the air cavities in between.

The operating conditions were selected to simulate realistic environments. The outdoor
air temperature range was set from 0 °C up to 73 °C, while the indoor air temperature
was set to 15 °C, reflecting an indoor environment. These temperatures created a gradient,
enabling the assessment of thermal performance under challenging conditions. This
approach ensured that the results were relevant to real scenarios and could contribute to
the development of energy-efficient glazing systems.

The CFD simulation was designed to achieve a detailed analysis of the thermal perfor-
mance of the window system. To provide a more accurate representation of the thermal
environment, two distinct regions were created within the model. The inner region repre-
sented the indoor space adjacent to the window, while the outer region represented the
outdoor space exposed to external environmental conditions. In both regions, low-intensity
airflow was assumed to mimic natural convection effects. The equation that represents the
conservation of energy in a physical system and is crucial for understanding heat transfer
is listed in Equation (1).

0 v? 02 1 -5
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Equation (1) balances the total energy within a system by accounting for energy storage,
transport, and sources. This balance is vital in applications such as thermal analysis of
materials, fluid dynamics, and the design of systems such as energy-efficient windows.

The left-hand side of the equation expresses energy storage and transport. The first
term denotes the rate of change of total energy (internal plus kinetic) within the system,
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showing how energy is accumulated or depleted over time. The second term represents
convective transport, where fluid motion carries energy in the form of enthalpy and kinetic
energy. Together, these terms describe how energy evolves and moves through the system.

The right-hand side accounts for mechanisms of energy transfer and generation. The
first term corresponds to heat conduction, governed by Fourier’s law, which drives heat
flow through temperature gradients. The second term captures energy transport due to
mass diffusion, as different species in a mixture contribute to the balance. The third term
reflects viscous dissipation, where internal friction converts mechanical energy into heat.
Finally, the volumetric source term includes additional energy inputs or losses, such as
those from radiation, chemical reactions, or electrical processes.

To investigate the heat transfer and thermal insulation performance of the proposed
smart window system, a comprehensive computational fluid dynamics (CFD) simulation
was conducted, closely aligned with the experimental configuration. The digital model was
constructed to replicate the physical test sample in all key geometric and material aspects,
ensuring that the simulation results would be directly comparable to empirical data.

The CAD model defined all relevant physical domains: solid components, such as
the glass panes, the structural aluminum frame, and the printed circuit boards (PCBs)
housing the sensors, as well as multiple fluid zones representing the interior room air,
the external environment, and the insulating cavity between the glass layers. The spatial
placement and thickness of each domain strictly followed the actual test specimen, with
precise accommodation of the sensor boards’ geometry, since their thermal interaction with
the glazing system may influence local heat flow and temperature gradients.

The computational mesh was generated using Ansys Fluent (version 2024R1), leverag-
ing polyhedral elements to achieve greater flexibility and accuracy in modeling complex
geometries and fine structures. The total mesh density reached 13.3 million cells, with tar-
geted refinement in regions of expected high thermal gradients and velocity shear, notably
within the insulating cavity and near the sensors. Throughout the mesh generation process,
particular attention was paid to the wall-adjacent flow zones, reflected in adaptive local
refinements based on the evolving wall function parameter Y+, which was carefully con-
strained to remain below 1. Whenever steeper gradients developed during the simulation,
automated mesh adaptation further improved local resolution. Mesh-independence was
assessed through simulations on several mesh densities; when increasing the mesh density
led to negligible variation (below 2%) in the tracked temperatures and heat flows, the grid
was deemed sufficiently converged for reliable results.

The CFD solver setup was based on a pressure-based, pseudo-transient approach,
utilizing a relaxation factor of 0.5 to ensure numerical stability while capturing the thermal
dynamics efficiently. Pressure-velocity coupling employed the pseudo-transient scheme,
with momentum and energy equations discretized at second-order upwind accuracy, and
pressure discretization set to the body-force-weighted scheme. Radiative transfer was
included using the Discrete Ordinates (DO) model, discretized at first order upwind. These
choices guaranteed sufficient accuracy for both strong transient behavior and smooth
propagation of heat fronts through solid and fluid regions.

A detailed analysis of the flow regime was conducted prior to simulation via com-
putation of dimensionless numbers—Prandtl, Grashof, and Reynolds—for each fluid
domain. While laminar conditions prevailed in some smaller cavities, most regions ex-
perienced transitional or low-turbulence flow due to the imposed thermal gradients and
geometric constraints. Accordingly, the k-w SST turbulence model was selected for its
well-documented ability to handle both laminar-to-turbulent transitions and near-wall
effects accurately, ensuring robust simulation of convective heat transfer.
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Material properties were defined with high fidelity: air was modeled as an incom-
pressible ideal gas, with temperature-dependent density (using the NASA 9-piecewise
polynomial function for specific heat) and thermal conductivity (calculated by kinetic
theory), while dynamic viscosity followed Sutherland’s law. Solid domains, including
glass, aluminum, and PCBs, were assigned literature-based values for density, specific heat
capacity, and thermal conductivity. Of particular importance is that the thermal contact
resistance between the sensor PCB and the inner glass surface was physically modeled as a
thin resistive layer, corresponding to the heat-conducting adhesive used in the assembly,
with resistance values matching manufacturer data (~0.0015 m?K /W), a factor shown to be
critical in local thermal dynamics.

Boundary and initial conditions were rigorously derived from the experimental proto-
col. The window system’s outer surface was exposed to a controlled heating ramp, starting
at 3 °C and rising to 73 °C according to the linear formula theat = 0.031 [°C s 11*t+3[°C].
Ambient temperature was maintained at 11 °C for both interior and exterior domains. Grav-
ity acted in the negative y-direction, instigating natural convection within the air cavities
and ensuring that buoyancy-driven flows reproduced their real-life counterparts. All initial
temperatures within fluid and solid domains matched their respective ambient conditions.

Time-stepping was assigned with great care to ensure numerical robustness. The
minimum characteristic length scales-primarily the thicknesses of the glass and PCB-
dictated a strict maximum stable time-step via the CFL criterion, found to be approximately
3 s. The simulation adopted an adaptive approach; initial highly transient phases were
resolved with a time-step of 0.005 s to accurately capture rapid changes, after which the
step size was gradually increased to 0.5 s as gradients stabilized. For every time step,
20 solver iterations were performed, and key residuals were tightly controlled: energy
equations required convergence below (107%) to (10~7), while other equations converged
below (10~%) to (10~°). Additionally, heat flow and temperature changes were monitored
to ensure solution change below 1% between iterations.

Throughout the simulation, critical quantities were continuously monitored—sensor
temperatures, maximum and average temperatures across each component, heat fluxes
through the glazing system, and maximum flow velocities within the fluid domains. These
data streams enabled both local and global validation against experimental measurements
and facilitated multipoint comparison of temperature trajectories over time. The entire
post-processing procedure was carried out using Ansys Fluent’s suite of visualization and
analysis tools.

This sophisticated computational approach, with the rigorous definition of all mesh,
solver, boundary, and material parameters, guarantees methodological transparency and
reproducibility. By capturing and quantitatively evaluating heat transfer phenomena at
high spatial and temporal acuity, the CFD simulation provides a solid foundation for direct
comparison with experiment and ensures the scientific credibility of all subsequent claims
regarding the insulation performance and dynamic behavior of the smart window system.

3.4.2. Solution Approach Using Real Experiment

The experimental setup was designed to closely replicate the boundary conditions
of the computational model. Hot air was used as the heat transfer medium. An electric
oven was used to uniformly heat the outer glass panel from 0 to 73 °C. The manufactured
boards with temperature sensors were placed on the glass surfaces within each chamber
and secured with heat-conductive adhesive to ensure accurate data collection.

The experiment was conducted in a controlled laboratory environment at a constant
temperature of 15 °C and 50% relative humidity, eliminating external variables such as
ambient temperature fluctuations. The air temperature was monitored with a digital

47



Future Internet 2025, 17,576

thermometer and heated incrementally to minimize thermal shock and accurately observe
the glazing’s response. This controlled setup ensured reliable results focused solely on the
interaction between the glazing and the heated air.

3.5. Temperature Sensor Calibration

The temperature sensors BME280 used in the prototype were calibrated prior to the
experiment using a traceable reference thermometer (accuracy 0.1 °C, ISO/IEC 17025 [28]
certified). The calibration was performed inside a temperature-controlled chamber in the
range of 10-80 °C, which corresponds to the expected operating conditions of insulated
glazing units. A total of eight calibration points (from 10 °C to 80 °C) were selected with a
dwell time of 10 min at each temperature to ensure thermal stabilization.

At every calibration point, five repeated measurements were taken to evaluate sensor
repeatability, for which the coefficient of variation remained below 0.2%. A linear regression
model was used to fit the measured values to the reference instrument, as no significant
nonlinearity was detected within the calibration range. The resulting correction factor
(slope and offset) was applied during the data-processing stage.

The expanded measurement uncertainty (k = 2) of the calibrated sensors was estimated
to be approximately £0.25 °C by combining reference instrument uncertainty, chamber
stability, and sensor repeatability. Potential hysteresis effects were assessed by repeating
the calibration cycle in reverse order (cool-down), with maximum observed deviation not
exceeding 0.1 °C, indicating negligible hysteresis for the intended application.

To evaluate the influence of integration into the glazing system, a post-embedding
verification was performed by comparing the calibrated sensor output against the refer-
ence thermometer after mounting the PCB inside the glass cavity. An additional offset
of 0.1-0.2 °C was observed, attributed to conductive and radiative coupling with the
PCB-adhesive-glass stack; this offset is included in the uncertainty budget. No measurable
drift was detected during the 24 h experimental period.

3.6. Impact of Miniaturization on Measurement Accuracy

The integration of electronic components inside the glazing cavity imposes strict
constraints on device miniaturization, which directly affect thermal accuracy, measurement
dynamics, and wireless communication performance. The PCB must remain as small
as possible to minimize the thermal disturbance introduced into the cavity. A larger
board increases thermal mass and alters the local heat distribution, potentially biasing
the temperature readings. As shown in recent compact IoT sensing platforms [27], PCB
footprints on the order of 20 x 20 mm are feasible and help reduce thermal inertia. In the
present design, the use of ESP8266-based electronics required a slightly larger footprint of
20 x 30 mm, which still fits within the glazing gap while keeping added thermal mass low.

Copper density on the PCB is also a critical factor; high copper coverage increases heat
spreading and slows sensor response. To minimize this effect, only essential copper traces
were used, and no ground plane was placed directly under the temperature sensor. The
selected FR-4 substrate (1.0 mm thickness) (Printed s.r.0., Melnik, Czech Republic) limits
thermal conduction while providing sufficient mechanical support. Similarly, SMD package
size affects thermal inertia; the BME280 sensor in its LGA package exhibits low thermal
mass, enabling a rapid response to changes in air temperature within the glazing cavity.

The adhesive layer used for mechanical fixation introduces additional thermal resistance.
To reduce offset effects, a thin, low-conductivity optical adhesive was applied only at the
PCB perimeter, avoiding direct contact with the sensor region. Pre- and post-embedding
calibration confirmed that adhesive-induced offsets remained within the expected uncertainty
range.
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From an IoT standpoint, proximity to glass and metallic window frames may detune
the PCB antenna and attenuate the Wi-Fi signal. Although the communication distance
in the experiment was only 1 m, RSSI remained stable, indicating that the PCB-mounted
antenna performed reliably despite the confined environment. Future iterations may
employ antenna matching or external antenna routing to further mitigate detuning.

3.7. Influence of Embedded Electronics on the Thermal Field

Embedding active electronics inside the glazing cavity introduces localized heat sources
that can affect temperature measurements if they are not properly controlled. Although
the ESP8266 and the associated voltage-regulation circuitry dissipate heat during operation,
several measures were taken to minimize their impact on the thermal field. First, the boards
were operated with a low-duty communication cycle, and during the experiment, the Wi-
Fi transmission load was minimal because the access point was located only 1 m from
the window chamber. As a result, RF-related heating was negligible, and no observable
temperature steps correlated with transmission activity were detected in the recorded data.

To further limit electronics-induced heating, the voltage regulator and power distribu-
tion traces were placed away from the sensor region, and the BME280 was positioned on the
thermally isolated edge of the PCB. Thermal mass was minimized through reduced copper
coverage and a compact 20 x 30 mm board layout. Measurements performed with the sys-
tem idle (no Wi-Fi transmission) showed no measurable offset compared with fully active
operation, indicating that self-heating remained below the sensor’s uncertainty range.

The flexible PCB power cable used in the experiment introduced an insignificant
thermal bridge due to its very small cross-section, preventing heat conduction from external
equipment into the cavity. Overall, the observed thermal gradients were dominated by
the glazing behavior rather than the electronics, and the implemented design practices
effectively limited hardware-related thermal bias.

4. Results and Discussion

The results from the simulation and the experiment provide valuable insights into the
performance of the thermal conductivity in the window, demonstrating the effectiveness of
the single-layer glazing design in energy-efficient thermal insulation. The main objective of
this study was to validate the simulation model using experimental data, ensuring that the
computational predictions were aligned with the observed behavior.

4.1. Results Using CFD Simulation

The CFD simulation revealed a distinct temperature gradient across the glazing cham-
ber, increasing steadily from the cooler interior toward the heated exterior panel. Within the
air gap, buoyancy-driven circulation developed as warmer, less dense air rose and cooler,
denser air sank, creating a continuous convective loop. Similar natural convection phe-
nomena in enclosed cavities have been widely reported in recent CFD studies, such as [29],
confirming that buoyancy effects dominate heat transfer within narrow glazing gaps.

The transient behavior of the simulated sensors further illustrates this effect. Sensor
Sim-T1, located closest to the heated panel, recorded the fastest temperature rise, while
Sim-T4, positioned near the opposite side, responded more slowly. This delay reflects the
time required for heat to propagate through the gas and glass layers. Comparable delays in
transient sensor response have been noted in [30], where gas conduction and convection
govern thermal dynamics. The outcome of the simulation model can be found in Figure 6.

The graph in Figure 6 illustrates the temperature progression over time as heat was
gradually applied to the outer side of the glass panel. The x-axis represents time in seconds,
while the y-axis shows temperature in degrees Celsius. The lines labeled Sim-T1, Sim-T2,
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Sim-T3, and Sim-T4 correspond to the readings from four simulated sensors placed within
the chamber, capturing the heat transfer through the cavity gas from the heated panel to
the opposite panel. The black line represents the medium temperature of heating.
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Figure 6. The outcome of the CFD simulation model.

These results not only validate the physical accuracy of the simulation but also align
with advanced 3D CFD investigations of window systems, which emphasize the impor-
tance of convective and conductive interactions across both glazing cavities and frame
structures [31]. Together, the findings reinforce that CFD is a reliable tool for predicting the
thermal behavior of glazing systems and for identifying areas—such as cavity convection
and frame conduction—that strongly influence insulation performance.

4.2. Results Using Real Experiment

The heating source used in the experiment was a laboratory oven, where one of the
side panels was removed and replaced by the tested glazing chamber. In this configuration,
the inner side of the chamber was exposed directly to the controlled hot-air environment
inside the oven, while the outer side remained in contact with ambient room air, enabling a
well-defined temperature gradient across the window. The oven’s heating element ensured
stable and uniform thermal conditions on the hot side, while no forced convection was
applied; thus, heat transfer occurred under natural convection on both sides. The tempera-
ture distribution was recorded over time using four sensors placed within the chamber. As
heating progressed, the air temperature within the chamber steadily increased, and heat
flowed through the glazing as sensed by the temperature sensors. Sensor T1—closest to
the heated outer panel—records the most rapid increase, while T4, located near the inner
side, responds more slowly. This gradient underscores that ordinary air, with its higher
thermal conductivity, transfers heat more quickly across the cavity than inert gases would.
In fact, Cho et al. [32] reported that reducing the argon filling rate from 95% to 0% led to
roughly a 10.9% decline in thermal performance, corroborating our findings of accelerated
heat transfer with air-filled gaps. Additionally, recent work by Rimshin et al. [33] high-
lights the effectiveness of inert gas fillings and thermal coatings in improving window
insulation. These external studies align well with our high-resolution, second-by-second
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temperature data, reinforcing that using low-conductivity gases is key for enhancing the
thermal efficiency of single-layer glazing systems.

The graph in Figure 7 demonstrates a consistent temperature gradient, with all sensors
showing a steady rise in temperature over time. The steeper slopes of the sensor readings
compared to experiments with inert gases highlight the reduced insulation properties
of air, emphasizing the importance of using low-conductivity gases in glazing systems
for enhanced thermal insulation. The data collection process captured detailed thermal
performance metrics of the single-layer glazing system, with temperature measurements
taken every second for high-resolution results. Calibrated sensors and a data logger ensured
accurate and continuous data recording, which was analyzed using software to visualize
temperature trends in graphical form.
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Figure 7. The outcome of the experiment with the heated air.

4.3. Comparison Between CFD Simulation and Real Experiment

The mathematical model and equations used in the simulation were validated through
experimental testing to assess their accuracy in predicting thermal behavior. The experi-
ment replicated the simulated conditions by gradually heating one side of the chamber and
measuring the heat transfer through the glazing using several temperature sensors. The
comparison between simulated and experimental results demonstrated a strong correlation,
confirming the reliability of the model. A key finding was the measured temperature differ-
ence across the glazing, which plays a crucial role in thermal insulation. This difference
directly influences the effectiveness of the window in minimizing heat loss, making it a
critical factor in energy-efficient building design.

The simulation results revealed clear temperature gradients across the chamber of
the window, with the outer glass panel exposed to the rising temperature, where the
outer glass panel reflected the rising temperature, the middle air gap exhibiting moderate
temperatures, and the inner glass panel showing the lowest temperatures. These findings
were consistently mirrored in the experiment. Temperature measurements taken from
the physical prototype confirmed the predicted thermal behavior, with each chamber
displaying distinct temperature zones that corresponded closely with the simulation data.
The comparison between the simulation and the experiment is shown in Figure 8.
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Figure 8. Comparison between the CFD simulation and the experiment.

The graph in Figure 8 presents the temperature evolution over time, illustrating
the thermal insulation properties of the window. The x-axis represents time in seconds
(02500 s), while the y-axis shows temperature in degrees Celsius (0-73 °C). A dotted black
line represents the reference temperature of the air, which increases steadily. Experimental
(Exp) and simulation (Sim) data are provided for four measurement points (T1-T4), with
experimental values shown as solid lines and simulated values as dashed lines. The
temperature trends indicate that T1 and T2 experience a rapid increase, closely following
the air temperature. In contrast, T3 and T4 exhibit a significantly slower temperature rise,
indicating thermal resistance. The close alignment between experimental and simulated
data confirms the accuracy of the computational model.

The simulation also revealed that the temperature sensors themselves contributed to
heat conduction within the system. The heat from the glass was transferred to the sensors,
which then acted as a thermal bridge, conducting heat into the chamber. This unintended
behavior introduced an additional pathway for heat transfer, potentially affecting the
accuracy of the measurements. Such sensor-induced heat conduction is undesirable, and
it can change the thermal dynamics of the glazing system and introduce errors in the
experimental data. These findings emphasize the need for careful sensor design and
placement to minimize their impact on the system’s thermal performance.

4.4. Quantitative Validation Metrics

To provide a rigorous evaluation of the agreement between the CFD simulation and
the experimental measurements, a quantitative comparison was performed using common
statistical error metrics. For each temperature sensing position (T1-T4), the root-mean-
square error (RMSE), mean absolute error (MAE), bias error, and Pearson correlation
coefficient r were computed based on paired experimental and simulated temperature data.
These metrics allow for the assessment of absolute accuracy (RMSE, MAE), systematic over-
or underestimation (bias), and temporal agreement in dynamic response (r).
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r = cort(Tsim, Texp)

The results show a high correlation between the simulated and measured temperature
curves (r > 0.98 for all measurement points), indicating that the CFD model accurately
reproduces the temporal evolution of the thermal process. The RMSE values range from
approximately 2.9 °C to 3.3 °C, and the MAE varies between 2.3 °C and 2.7 °C across
all sensors. The bias values remain between —2.1 °C and +1.4 °C depending on the
sensor location, demonstrating that the model does not exhibit any substantial systematic
offset. Overall, these quantitative results confirm that the simulation provides a reliable
approximation of the thermal behavior observed in the experiments.

4.5. Heat Circulation and Thermal Bridges in the Chamber

The simulation results revealed that the spacer frame connecting the two glass panels
acts as a significant thermal bridge within the system. Heat conduction through the frame
and adjacent glass edges creates an additional pathway for thermal transfer between the
inner and outer surfaces. This effect reduces the overall insulation efficiency of the glazing
unit, as more heat can escape or enter the chamber. The airflow visualization further
illustrates the presence of convection currents that circulate warm air across the chamber,
intensifying heat exchange near the edges. These findings highlight the importance of opti-
mizing spacer frame materials and geometry to minimize thermal bridging and improve
the thermal performance of glazing systems. The temperature distribution and airflow
patterns corresponding to this effect are presented in Figure 9.

Ay = 117 — 390 W/(m.K)

Figure 9. Visualization of the temperature convection of the CFD simulation.

A key source of discrepancy between the simulation and the experiment arises from
the representation of the temperature sensor. In the simulation, the sensor is modeled as a
full board, whereas in reality, it has a thickness of only 1 mm. This difference introduces po-
tential errors, as the real sensor possesses thermal mass and can conduct heat between the
glass and chamber air, effectively acting as a thermal bridge. Its material composition also
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enables it to absorb and store heat, slowing its response time and influencing transient read-
ings. Additionally, physical contact with the glass introduces localized thermal resistance
not captured in the numerical model. Prior studies confirm that sensor design and thermal
inertia significantly affect accuracy; for example, Taler [34] showed that the presence of a
thermowell or added mass increases thermal capacitance and delays response, while Matek
and Koczyk [35] demonstrated that even small sensor inaccuracies can substantially alter
the interpretation of thermal experiments.

Despite certain limitations, the close correlation between simulation and experimental
outcomes validates the proposed smart window design. The study revealed areas for refinement,
including mitigating the impact of the higher thermal conductivity of air compared to inert
gas fills and minimizing the thermal influence of sensors acting as heat bridges. Beyond
confirming thermal performance, the integration of IoT functionality enables continuous real-
time monitoring, wireless data transmission, and seamless connection with building automation
or HVAC systems. This combination of accurate thermal characterization and IoT connectivity
demonstrates the potential for scalable deployment in smart homes and buildings, contributing
to long-term energy efficiency and sustainable living practices.

5. Conclusions

The integration of multiple sensors into a single IoT-enabled device embedded within
glazing represents a significant advancement in building technology and energy manage-
ment. By combining computational simulations with controlled experiments, this research
provides valuable insights into the thermal behavior of glazing materials and the influence
of sensor placement on overall performance. The experiments, conducted with air as the
heating medium, revealed that the absence of inert gases such as argon or krypton signifi-
cantly reduces insulation effectiveness due to air’s higher thermal conductivity. Moreover,
the study highlighted that the sensors themselves acted as thermal bridges, reinforcing the
need for improved sensor design to minimize unintended heat transfer.

Despite these challenges, the strong correlation between experimental and simulated
results validates the scalable design of the proposed system. Crucially, embedding a
temperature-sensing IoT device within glazing extends its function beyond passive insula-
tion toward active, data-driven building management. Real-time monitoring enables contin-
uous performance assessment, cloud-based analytics, and seamless integration with HVAC
control systems, ensuring adaptive energy optimization in smart homes and buildings.

This research demonstrates the feasibility of transforming glazing into an intelligent,
connected subsystem within the Internet of Things ecosystem. Such integration not only
enhances thermal insulation but also contributes to holistic environmental monitoring,
supporting energy-efficient, sustainable, and resilient living spaces. The proposed approach
lays the foundation for next-generation smart building solutions, where materials and
embedded devices collaborate to actively reduce energy consumption and promote a more
sustainable built environment. Future work will focus on testing the connectivity, stability,
and operational limits of the device within IoT infrastructures, ensuring robust long-term
performance in real-world applications.
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Abstract

In conventional logistics optimization problems, an objective function describes the rela-
tionship between parameters. However, in many industrial practices, such a relationship
is unknown, and only observational data is available. The objective of the research is to
use machine learning-based regression models to uncover patterns in the warehousing
dataset and use them to generate an accurate objective function. The models are not only
suitable for prediction, but also for interpreting the effect of input variables. This data-
driven approach is consistent with the automated, intelligent systems of Industry 4.0, while
Industry 5.0 provides opportunities for sustainable, flexible, and collaborative develop-
ment. In this research, machine learning (ML) models were tested on a fictional dataset
using Automated Machine Learning (AutoML), through which Light Gradient Boosting
Machine (LightGBM) was selected as the best method (RZ = 0.994). Feature Importance
and Partial Dependence Plots revealed the key factors influencing storage performance
and their functional relationships. Defining performance as a cost indicator allowed us
to interpret optimization as cost minimization, demonstrating that ML-based methods
can uncover hidden patterns and support efficiency improvements in warehousing. The
proposed approach not only achieves outstanding predictive accuracy, but also transforms
model outputs into actionable, interpretable insights for warehouse optimization. By com-
bining automation, interpretability, and optimization, this research advances the practical
realization of intelligent warehouse systems in the era of Industry 4.0.

Keywords: warehouse performance; optimization; regression; machine learning; feature
importance

1. Introduction

Industry 4.0 (I4.0) technologies are increasingly being deployed across diverse sectors,
ranging from fire and safety management [1] to traffic control systems, where real-time
data and automation enhance decision-making and operational reliability. These applica-
tions highlight how intelligent systems and advanced analytics can transform traditional
processes into adaptive, data-driven solutions. Within logistics, the integration of Industry
4.0 is particularly relevant, as warehousing represents a critical link between production
and distribution. Modern warehouses face complex challenges such as fluctuating demand,
dynamic material flows, and rising efficiency requirements.

By leveraging ML, IoT, and automation, 14.0 opens new opportunities for optimizing
storage performance and resource allocation. Consequently, warehouse management
becomes a prime field for exploring how data-driven methods can redefine cost-efficiency
and adaptability in industrial practice.
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Within this frame, we review selected articles to highlight the importance of the
research field and identify research gaps. The review focuses on peer-reviewed papers pub-
lished between 2000 and 2025, identified in Scopus and Google Scholar using the keywords

e

“warehouse optimization,” “machine learning in logistics,” and “Industry 4.0 warehouse
performance.” Priority was given to studies that applied quantitative optimization or Al-
based approaches in warehousing contexts. This addition strengthens the methodological
transparency of the literature review.

The rapid expansion of e-commerce has fundamentally reshaped logistics and ware-
housing systems, compelling manufacturing companies to shorten the order-to-delivery
cycle and adopt intelligent, data-driven optimization strategies [2]. Reinforcement learning
(RL) and soft computing methods have been successfully applied to warehouse automa-
tion, supporting dynamic scheduling and coordination of Automated Guided Vehicles
(AGVs) and stackers [2]. In parallel, the Industrial Internet of Things (IloT) and Edge
Intelligence (EI) paradigms have enabled real-time, distributed decision-making closer to
the source of data, enhancing reliability and responsiveness compared to cloud-centric ar-
chitectures [3,4]. These developments illustrate the growing importance of IIoT intelligence
for digital manufacturing transformation and large-scale industrial integration [4]. More-
over, integrating RL with time-series forecasting and deep learning techniques has proven
effective in improving demand prediction and inventory management, enabling adaptive
responses to market volatility [5]. Building on these advances, the present study applies
machine learning-based regression models and automated modeling techniques to uncover
hidden performance patterns in warehouse operations, offering interpretable, cost-oriented
optimization insights consistent with the principles of Industry 4.0 and Industry 5.0.

Cost reduction and efficiency improvement are strategic priorities for manufacturing
companies operating in competitive markets. While certain expenditures are inherently tied
to value-creating activities, such as production and quality assurance, and thus considered
essential, there are numerous sub-processes within manufacturing and supply chain (5C)
operations that offer potential for reorganization and optimization. By identifying and
refining these areas, companies can achieve measurable cost savings. Even a reduction of a
few tenths of a percentage point in operational costs can translate into substantial financial
benefits, underscoring the importance of exploiting optimization opportunities through
advanced analytical and algorithmic approaches.

The efficient organization of finished goods warehouses plays a critical role in overall
SC performance. Numerous configurations exist for structuring SCs and managing the
flow of finished products, typically involving the transfer of goods from manufacturing
plants to distribution centers, followed by delivery to retailers. This study focuses on the
performance optimization of finished goods warehouses by analyzing a dataset containing
key performance indicators from various manufacturing sites. The dataset includes multi-
ple descriptive parameters characterizing warehouse operations. The primary objective
variable in the optimization process is the quantity of outgoing materials, which serves as a
proxy for warehouse throughput and operational efficiency.

Warehouse performance optimisation can be approached via several parameters and
broken down into several sub-processes. According to one study, the costliest process in
warehouse operations is order picking, which can account for up to 55% of total operating
costs [6]. The general approach is to determine warehouse performance based on the
distance travelled by various material handling equipment. This can be optimally achieved
by designing a layout tailored to the specific warehouse [7]. The minimum distance
travelled can also be achieved with different storage strategies, as the picking route can
be reduced by dynamically changing the destination. The random assignment method
results in high space utilisation (or low space requirements), but this is accompanied by
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an increase in distances. This operation can only be implemented with IT support. If the
storage location can be freely selected, a layout can be created in which the utilisation rate
varies significantly in different areas of the warehouse [8]. According to one study, the
two strategies are almost equally efficient [9]. The Cube Per Order Index (COI) strategy
was developed to enable efficient storage. Its aim is to place products in the warehouse
based on their picking frequency and space requirements, so that fast-moving products
are closer to the picking area, thus saving travel time. However, the method does not
consider multi-command orders, i.e., product—product relationships that arise during an
order, which can significantly impair the performance of the method [10]. The Order
Oriented Slotting (OOS) method was developed to eliminate these errors. It focuses on
which products occur frequently in an order and arranges them in nearby storage locations,
thus reducing the distance travelled during order picking [11].

In addition to layout planning methods, other approaches have also been developed:
the batching method examines how picking processes can be coordinated for small orders,
thereby reducing travel time [12]. Using the zoning method, the warehouse is divided into
different areas, and SKUs belonging to the same product group are stored close to each
other. Compared to the batching method, this procedure does not have a significant impact
on the performance of warehousing systems [13].

Many procedures and methodologies have been developed to improve warehouse
performance efficiency. However, with the spread of artificial intelligence, new and sig-
nificantly more efficient methodologies have been created that offer more comprehensive
solutions that are better adapted to individual needs than general and theoretical proce-
dures, utilising technological advances. Due to growing customer demands and constantly
evolving global competition, one of the most important indicators is the choice of ware-
housing strategy, which is why the dynamic storage location assignment problem (DSLAP)
was defined. Deep Reinforcement Learning (DRL) is used to solve this problem, which
helps to find the optimal storage locations to reduce costs within the warehouse. When
extending this to a real industrial problem, it was found that after two months, warehouse
costs were reduced by 6.3% [14], which is a significant saving, given that the method did
not require any significant investment.

In the field of SCM, the use of artificial intelligence is most prevalent in demand fore-
casting. Based on recent years, numerous ML [15], deep learning [16] and time series [17]
models have been examined for the implementation of forecasting. It has been found that
Al-based forecasting is increasingly replacing traditional statistical models, and companies
are investing more and more in Al technologies to optimise their entire SC [18]. Emerging
research covers various industries, including the automotive industry [19], healthcare [20]
and retail [21].

Several methodologies have been developed to implement order batching. A genetic
algorithm-based metaheuristic approach has been developed to minimize picking distances,
which is both fast and efficient for large warehouses [22]. Genetic algorithms can be
supplemented with weighted association rules, so order batching and thus the avoidance
of delays can also be implemented using a hybrid model [23].

Various formulations have been developed directly for route optimization, in which
the layout and other factors are considered constant, so implementation must be carried out
with the available resources. The preferred solution technique is the “S-shape” heuristic,
as it can be used frequently due to its simplicity [24], while the Largest Gap, Return, and
Composite methods have also become popular [25]. In addition to route determination,
optimization can also be implemented in other ways, as the results of strategic-level
predictive planning based on storage technologies, material handling systems, and picking
strategies can approach the efficiency of general optimization [26].
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In warehousing processes, many sub-processes can be replaced by robotics for au-
tomation purposes. The use of robotics is most often complemented by some form of
Al-based decision-making, for which Reinforcement Learning-based algorithms [27] or
Deep Learning-based methods [28] may be suitable choices for real-time control of robots
to achieve maximum performance.

Based on the above literature review, the spread of artificial intelligence in the field
of SCM is widespread and its popularity is constantly growing. One element of the
SC is warehousing, for which numerous methodologies and algorithms have also been
developed, and case studies confirm the importance of this research topic. The review of
the literature revealed no studies employing regression models for pattern recognition
rather than prediction in the context of SCM; consequently, the research objective can be
regarded as both valid and significant for future applications.

The aim of the research is to employ a less common method rather than general
and well-known optimization techniques for maximizing the material flow of warehouse
performance. The primary goal of ML-based regression methods is prediction, i.e., the
determination of unknown states. In such models, the recognition of relationships between
variables is essential, as these parameters influence the value of the target variable. These
relationships could be expressed and subsequently used to determine the objective function.

The novelty of the approach lies in the application of automated ML techniques for
selecting the most suitable regression model and in the use of interpretable methods,
such as Feature Importance and Partial Dependence Plots, to reveal hidden patterns
in warehousing processes. Furthermore, it is demonstrated how these insights can be
translated into mathematical functions defining cost-based performance, thereby offering a
new perspective for optimization in industrial practice.

This paper fits within the scope of Future Internet as it demonstrates how ML and
automated modeling can transform warehouse operations into data-driven, networked,
and intelligent systems. By linking logistics optimization with Industry 4.0 and Industry 5.0
concepts, the research contributes to the broader vision of Future Internet, where industrial
processes are increasingly interconnected, adaptive, and sustainable. Thus, the study
aligns with the journal’s focus on advancing digital and internet-based technologies across
different domains.

The remainder of this paper is structured as follows. Section 2 describes the research
methodology, including the applied optimization and ML techniques, as well as the dataset
and modeling procedures. Section 3 presents the results obtained from the AutoML model-
ing, feature interpretation, and optimization modeling. Section 4 discusses the implications,
limitations, and potential industrial relevance of the findings. Finally, Section 5 concludes
the study and outlines directions for future research. Figure 1 shows the graphical ab-
stract of the article. The figure illustrates the main steps of the proposed methodology
for warehouse performance optimization: dataset preparation and preprocessing, Au-
toML model selection (LightGBM), feature interpretation using Feature Importance and
SHAP/PDP analysis, and formulation of cost-based mathematical optimization functions.
The workflow demonstrates how data-driven modeling supports interpretable and efficient
decision-making in Industry 4.0 warehousing.

Dataset AutoML Feature Importance Optimization
Model Selection and Mathematical Insights / Cost
(LightGBM) Modeling Based Performance

(((

= il v

Key outputs: R?=0.994 # interpretable cost-performance functions ¢ data driven optimization

Figure 1. Graphical abstract of the research framework (source: own elaboration).
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By integrating automated modeling and interpretable optimization, this research
advances the development of smart, transparent, and cost-efficient warehouse systems
aligned with the principles of Industry 4.0.

2. Materials and Methods

This section presents the modeling steps of the research. Section 2.1 provides an
overview of optimization methods in logistics, while Section 2.2 reviews the main ML
models applied in this context, thereby placing this work into a broader methodological
framework. Section 2.3 presents the dataset used for the research and its general properties,
focusing on the target variable and the most important parameters. Section 2.4 discusses
the correlations between the indicators, their meaning and possible consequences, and
their potential uses. For effective modeling, the AutoML method is used, the theory and
results of which are explained in Section 2.5. Finally, the model with the best evaluation is
presented in Section 2.6.

2.1. Optimization Methods in Logistics

The subject of logistics process optimisation is broad and offers various methodologies
for solving numerous problems to achieve more efficient, faster and more cost-effective
operations. According to the general approach, various logistics problems can be under-
stood as mathematical optimisation, the simplest case of which is linear programming,
where both the objective function and the constraints are specified in linear form. A more
advanced solution to mathematical optimisation is dynamic programming, which is a
recursive approach, meaning that a problem consists of several decision steps that build on
each other.

The complexity of a logistics problem often exceeds the capabilities of mathematical
modelling. Heuristic algorithms were developed to solve this problem, as they can provide
optimal solutions to more complex, non-linear and multi-variable problems. Metaheuristic
frameworks can be applied to various types of optimisation problems, the best-known
types being genetic algorithms (GA), tabu search, simulated annealing and Ant Colony
Optimisation (ACO) [29].

Simulation modelling in logistics optimisation allows the operation of complex sys-
tems to be tracked and analysed without having to implement various activities. These
procedures are particularly useful as they help to predict different scenarios and the po-
tential risks of events, while risk analysis can be used to determine the optimal operating
conditions. The most widely known simulation methods are discrete event simulation
(DES), which is a time-based method that follows the sequence of events [30], and Monte
Carlo simulation, which is a statistical method that uses random inputs and models using
thousands or millions of different runs [31].

In addition to programming-based optimisation procedures, organisational and logic-
based process development procedures have also been created. The Lean and Six Sigma
methodologies have identified problems that can be observed during operation and ad-
dressed with simple solutions, including loss reduction, quality improvement and standard-
isation [32]. Parallel to the development of digital technologies, modern methodologies
requiring IT support have been developed to facilitate optimisation, resulting in the emer-
gence of Digital Twin technology [33] and IoT integration [34].

Nowadays, the popularity of artificial intelligence and ML-based techniques remains
robust, and their use is becoming increasingly widespread in many industries. The ap-
plication of predictive techniques can be particularly important in logistics processes; for
example, demand forecasting can significantly support warehousing and capacity plan-
ning tasks, as it can prevent excessively high inventory levels or product shortages [35].
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Various object detection solutions can be used to improve warehousing processes, helping

to identify specific products and analyse capacities [36]. In addition to warehousing, these

solutions can also support the optimisation of other processes, such as Reinforcement

Learning methods, which are increasingly used for route planning and optimizing trans-

portation networks [37]. In this research, ML-based regression techniques were used, but

not as the primary goal of use, rather to support an alternative approach.

Effectiveness and novelty comparing of prior approaches to warehouse optimisation

and this research are shown in Table 1.

Table 1. Effectiveness and novelty: comparison of prior approaches to warehouse optimisation and

this research.

Approach

Main Focus

Limitations

Novelty

Layout design & distance
minimisation [14-17]

Reduce travel distances of
material handling equipment

Static, layout-specific,
limited adaptability

Goes beyond static layouts by
extracting dynamic patterns
from data

Slotting strategies (COI,
00s) [18,19]

Product placement based on
frequency or co-occurrence

Limited to order relations,
ignores other factors

Considers multiple parameters
simultaneously via regression

Batching & zoning [20,21]

Coordinating small orders,
grouping SKUs

Limited overall impact
on performance

Broader optimisation
perspective using
data-driven models

Metaheuristics (GA, hybrid
models) [30,31]

Optimising picking and
batching routes

High computational cost,
less interpretable

Our approach emphasizes
interpretability and
cost functions

Routing heuristics (S-shape,
Largest Gap, etc.) [32,33]

Picker route optimisation

Simplistic, not
globally optimal

Proposes mathematical
functions derived from ML
for optimisation

Robotics + AI (RL, DL) [35,36]

Automation and
real-time control

Requires heavy investment,
complex integration

Provides a lightweight,
interpretable alternative
for optimisation

This research

Pattern recognition via
regression models
(AutoML + LightGBM)

Needs validation on real
data, causality not
guaranteed

Transforms regression from
prediction to pattern extraction,
formulating an
optimisation-oriented,
interpretable objective function

2.2. Machine Learning Models

The purpose of ML-based models is to recognise patterns and correlations in the data

sets under examination, which are then used to make predictions, decisions or classifica-

tions. Based on the information collected, they can apply the correlations to new, unknown

cases and make estimates for these situations. ML models can be divided into two main

groups: supervised learning and unsupervised learning.

The most important types of supervised ML are regression models. In this type of

model, the predicted target variable is a numerical value, meaning that the model estimates

a specific numerical value based on the specified independent parameters. The independent

variables can be either numerical or categorical. In the case of categorical variables, they

must be transformed into numerical values using encoding methods. In this research, the

target variable depends on several variable values, so initially it is possible to write the

predictive model as a multivariate linear regression:

y=PBo+ B1x1+ Paxa+ ...+ Puxn+e

62

)



Future Internet 2025, 17, 468

where vy is the dependent value, x1, xy, ..., x, are the independent values, B is the inter-
cept (constant term), B1, B2, ..., Bn are the regression coefficients, and ¢ is the error term
or residual.

There are numerous statistical indicators for evaluating regression models, which
examine from different perspectives the quality with which a model can predict unknown
target variables based on the trained data set:

e MAE: Mean Absolute Error
e  MSE: Mean Squared Error
e RZ: Coefficient of Determination

In this research, the regression model is not used for prediction but rather for the ex-
traction of patterns identified during model creation, thereby allowing various correlations
between the target variable and other parameters to be identified. To extract patterns, it is
essential that the evaluation of the model building is positive, i.e., the metrics presented
above show sufficiently good ratios in relation to the predictive power of the model. If this
evaluation is successful, hidden patterns can be extracted from the model (see Figure 2).

Feature 1
Feature 2
Feature 3 }{ ML Model Prediction
7/ Feature importance
Feature n

Figure 2. Feature importance extraction from ML models (source: own elaboration).

There are several interpretation techniques in ML that help understand the extent to
which different input variables contribute to the value of the target variable. The most
widely known technique is Feature Importance, which examines, specifies and ranks the
importance of variables in a weighted list.

The SHAP (Shapley Addictive exPlanations) method iterates through all predictions
and shows how each variable influences a given prediction. Like the feature importance
method, it displays the independent variables in a ranking. The Partial Dependence Plot
(PDP) shows how the model responds to the prediction when a categorical parameter is
changed. By averaging these evaluations, the average level of change in the target variable
resulting from a change in a parameter can be obtained.

These techniques are used in research to determine which parameters most influence
the target variable, and the results are expressed in a target function that also includes the
degree of influence.

In summary, although several optimization methods have been developed for ware-
house operations, there is still a need for approaches that go beyond pure prediction and
enable the extraction of hidden patterns from operational data. This perspective opens
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up opportunities for constructing optimization-oriented objective functions that are more
closely aligned with real industrial processes. Therefore, the main objective of this research
is to explore the applicability of ML-based regression models for identifying hidden pat-
terns in warehouse performance data and to formulate an optimization-oriented objective
function from the extracted relationships. Beyond demonstrating the predictive capabilities
of the models, the aim is to highlight their interpretative power in supporting data-driven
decision-making in warehouse management.

2.3. Dataset Introduction

In this research, a dataset containing 25,000 warehouse cases after data cleaning
and preprocessing was used. The dataset presents the given warehouse with several
characteristics, including both numerical and categorical variables. Initially, no information
is available about the relationships between the variables. The dataset is freely available
for download and use, ensuring transparency and reproducibility of the research [38].

A total of 20 variables can be identified that may influence the target variable. These
include variables describing location (e.g., type of location, zone, regional zone, etc.), pa-
rameters characterizing various events (e.g., shipping errors, warehousing errors during a
given period), physical characteristics (e.g., geographical, electronic, etc.), and characteris-
tics necessary for warehouse operation (number of employees, number of retailers served,
distances, etc.) (Figure 3).

5000

4000

o8]
o
o
o

2000

Weight of delivered products [tons]
S
(=}
o

A+ A B+ B C Unknown
Electricity certificate

Figure 3. Type of electricity certificate could be important for modelling (source: own elaboration).

The target variable of the model is the weight (in tons) of the products delivered by the
warehouse. This can be considered the most relevant parameter, as the goal in this research
is to model this parameter with the highest possible quality, and then, using this model
and extracting the hidden patterns, determine a possible, optimizable target function.

The main function of the violin plot is to display the information that can be shown by
both the box plot and the histogram (Figure 4). The boxplot shows the general statistical
characteristics (median, quartiles, and outliers), while the histogram shows the distribution
of values. The distribution of the dependent variable values is suitable for building a
ML model.
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Figure 4. Violinplot of dependent variable (source: own elaboration).

2.4. Exploratory Data Analysis

When recognizing data sets, it is crucial to identify the relationships between variables.
Correlation analysis is a suitable choice for this purpose, as it is a statistical indicator that
describes the linear relationship between variables on a scale of [—1, 1]. This is a good starting
point, but the relationship between variables is not necessarily linear, and the analysis can
only compare numerical variables; other methods can be used to analyze categorical variables.

Figure 5 shows the correlations between the different variables. The focus is placed on
the target variable, the “product_wg_ton” parameter. The target variable has the highest cor-
relation value with another variable. The “storage_issue_reported_I3m” variable shows how
many storage errors the given warehouse has reported in the last 3 months. The correlation is
close to the maximum, which indicates a very high linear relationship. This relationship is
also clearly visible in Figure 6. However, it is important to note that this indicator is not an
influencing factor, i.e., increasing errors does not lead to an increase in warehouse performance,
but is a consequence, as higher warehouse performance is associated with more operational
errors. This observation also applies to the “wh_breakdown_I3m” parameter.
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Figure 5. Correlation Matrix (source: own elaboration).
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Figure 6. Correlation between dependent variable and storage issues (source: own elaboration).

The goal of this research is to identify the parameters that influence and affect the
target variable. This characteristic cannot be determined from correlation indicators; the
determination and interpretation of relevant factors require the application of domain-
specific knowledge in logistics.

2.5. Applying of Automated Machine Learning

Preparing and training machine learning models is very time-consuming, and each
model must be trained separately. Automated Machine Learning (AutoML) began to
spread in the 2010s. It is a concept that automates ML processes, thereby reducing the time
required and the amount of human intervention in building systems [39]:

e  The process starts with data preparation, which includes data collection, data cleaning,
and data augmentation.

e  Next comes feature engineering, where raw data is transformed into useful features.
This involves feature selection, feature extraction, and feature construction. The
outcome is the set of features used by the models.

e Inmodel generation, the search space is defined: it can involve traditional models (e.g.,
SVM, KNN) or deep neural networks (e.g., CNN, RNN). Performance is improved
through optimization methods such as hyperparameter optimization and architecture
optimization. The process can also include Neural Architecture Search (NAS).

e  Finally, in model estimation, efficient evaluation methods are applied to save com-
putational resources: low-fidelity estimation, early stopping, surrogate models,
and weight-sharing.

AutoML may be a suitable choice, as the goal is to select the best method for subse-
quent optimization. After evaluating the models, there are numerous opportunities for
further development to improve model building, but the results offered by the AutoML
methodology are already a suitable choice for filtering out correlations. The PyCaret open-
source library is used for the application, as despite its low-code nature, it allows the
automation of the ML processes required for this research.

The authors have chosen PyCaret because it provides a unified and low-code frame-
work for rapid prototyping, model comparison, and reproducible experimentation. While
more specialized libraries may exist, PyCaret integrates multiple algorithms and prepro-
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cessing steps under a single, standardized. This not only accelerates the experimental
cycle but also minimizes the implementation overhead, allowing researchers to focus on
the scientific problem rather than technical details. Furthermore, prior familiarity with
PyCaret ensured an efficient workflow, reducing the cognitive and time costs associated
with learning a new framework. In this context, the choice of PyCaret is scientifically
justified by the trade-off between ease of use, reproducibility, and research efficiency.

Based on Table 2, it can be observed during the evaluation that an AutoML model
examines several ML models and provides feedback based on various metrics. In the
case of models built on the data set, the Light Gradient Boosting Machine (LightGBM)
model provides the best evaluation according to all indicators, so this model will be used
for this research.

Table 2. Evaluation of AutoML model (source: Python 3.12.11).

Model MAE MSE RMSE R? RMSLE MAPE

lightgbm Bgéfg;gﬁjﬁfw 678.8557 8397791779 9160946  0.9938 0.0801 0.0438
gbr Gradient Boosting Regressor 695.8355 869,759.6419  932.2677 0.9935 0.0837 0.0456

rf Random Forest Regressor 712.245 934,943.3382 966.6337 0.9931 0.0834 0.0459
xgboost Extreme Gradient Boosting 713.7591 937,255.2687 967.598 0.993 0.0876 0.0469
et Extra Trees Regressor 730.8405 1,013,394.922  1006.1808 0.9925 0.0859 0.0469
ridge Ridge Regression 884.6469 1,309,630.251  1144.0836 0.9903 0.1092 0.0611
llar Lasso Least Angle Regression 883.8248 1,309,304.182  1143.9377 0.9903 0.1087 0.0609
br Bayesian Ridge 884.6194 1,309,632.473  1144.0844 0.9903 0.1091 0.0611
lasso Lasso Regression 884.0397 1,309,316.367  1143.9438 0.9903 0.1089 0.061
Ir Linear Regression 884.7628 1,309,630.904  1144.0847 0.9903 0.1093 0.0612

dt Decision Tree Regressor 882.6388 1,773,604.005 1331.0611 0.9868 0.1127 0.056
en Elastic Net 1152.8724 2,577,668.8 1604.7077 0.9809 0.2473 0.0773
ada AdaBoost Regressor 1413.0806 3,132,509.587  1769.5949 0.9768 0.1617 0.1072
huber Huber Regressor 1264.9622 3,142,596.727  1767.4949 0.9767 0.4595 0.0853
omp Orthogonal Matching Pursuit 1353.6249 3,421,633.209  1849.2622 0.9746 0.3484 0.0895
par Passive Aggressive Regressor 1587.6008 4,461,971.235  2078.8567 0.9668 0.3997 0.1086
knn K Neighbors Regressor 6103.7732 60,215,414.01  7759.333 0.5534 0.4724 0.459
dummy Dummy Regressor 9576.893 134,923,670.3  11,615.2979 —0.0008 0.6743 0.7883
lar Least Angle Regression 91,640.5912 1.116 x 101 133,455.673 —860.208 0.8561 6.2092

2.6. LightGBM Model

Gradient Boosting Machine is an ensemble learning technique that typically trains
decision trees iteratively, with each new model correcting the errors of the previous ones.
The algorithm optimizes predictions by moving in the direction of the gradient of the loss
function [40].

In recent years, several improved versions of the GBM algorithm have appeared, the
most popular being CatBoost, XGBoost, and LightGBM. The latter model was published by
Microsoft Research Asia in 2017. Its goal is to be faster and more efficient than previous
GBM implementations, especially with large data sets and high dimensions. Figure 7 shows
that the traditional GBM algorithm builds the decision tree level by level, expanding all
leaves at each level before moving on to the next level. In contrast, the LightGBM algorithm
uses leaf-level growth, meaning that it always expands the leaf that results in the greatest
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error reduction [41]. Furthermore, decision trees are also capable of predicting numerical
values, so these models can be used to solve regression problems [42].

Figure 7. Comparison of level-wise tree growth (a) and leaf-wise tree growth (b).

For later use, the model was generated using the LightGBM library, where an
exceptionally high R? value of 0.994 was also obtained, corresponding to the result
shown in Table 1.

3. Results

The following chapter presents the main question examined by the research, namely
the potential uses of ML methods for logistics performance optimisation. Section 3.1
examines the results of the feature importance and SHAP methods, highlighting the
parameters found to be most important. These indicators are examined in Section 3.2, which
uses the PDP methodology to examine the consequences of changing a given variable. The
resulting methodology is presented in Section 3.3 through mathematical modelling.

3.1. Feature Importance

The objective of this research is for hidden relationships to be extracted from the
constructed model and used to develop an optimisation model. To achieve this, a number
of methods have been developed and are incorporated in order to explore the widest
possible range of relationships.

The most common method for achieving this is feature selection, which is generally
a data preparation step in ML modelling, as it helps to select the most relevant variables
when building a model. As a result, overfitting can be reduced, as less but more relevant
data helps to generalise. In addition, it speeds up implementation time, improves model
performance, and makes the model easier to interpret thanks to fewer variables. There are
several methods for implementing this:

e  Filter Method: features are selected not based on model performance, but on some
statistical or information-theoretic measure (correlation, mutual information, chi-
squared test, ANOVA).

e  Wrapped Method: a learning algorithm is wrapped into the feature selection process,
which is evaluated based on various metrics, and the method selects the best method.
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e  Hybrid Method: a combination of filter and wrapped methods for feature selection on
large data sets [43].

We chose the embedded method for the application, as the feature selection performed
during training can be efficiently queried using the model library. Figure 8 shows the most
influential variables. The most important parameter is the number of reported storage
errors, but as Section 2.4 shows, this is a general consequence of high storage performance
rather than an influencing factor that may be important in optimising mathematical mod-
elling. However, several other parameters can be shown to be important, which may
indeed be influencing factors: the number of transport errors, the number of retailers and
employees, distance values, and encoded energy certificates may also influence storage
performance. The following section discusses these parameters.

Feature Importance

storage_issue_reported_I3m
retail_shop_num

dist_from_hub
transport_issue_|1y
approved_wh_govt_certificate_B+
approved_wh_govt_certificate_B
distributor_num

temp_reg_mach

workers_num

govt_check_I3m
num_refill_req_I3m
wh_breakdown_I3m
approved_wh_govt_certificate_A
Competitor_in_mkt
approved_wh_govt_certificate_A+
approved_wh_govt_certificate_C
wh_owner_type_Company Owned
electric_supply

zone_South

flood_impacted
WH_capacity_size_Large
zone_North
WH_capacity_size_Mid
Location_type_Rural

zone_West
WH_regional_zone_Zone 5
WH_regional_zone_Zone 3
WH_regional_zone_Zone 4
flood_proof
WH_regional_zone_Zone 6
WH_capacity_size_Small
WH_regional_zone_Zone 1
WH_regional_zone_Zone 2
zone_East
wh_owner_type_Rented
Location_type_Urban
approved_wh_govt_certificate_Unknown

0 100 200 300 400 500 600 700 800
Importance

Figure 8. Feature importance based on embedding method (source: Python 3.12.11).

Another approach to extracting the importance of variables is the SHAP method,
which is widely used in the interpretation of ML models, especially in the case of neural
networks and GBM-based methods. The method is based on Shapley values, which are
derived from game theory: the model’s prediction is treated as a “payoff” and the values
are distributed among the parameters according to their influence. Thus, the summary plot
shows all predictions, so each variable has a one-dimensional scatter plot. Its position on
the x-axis shows how much the given parameter increases or decreases the prediction in
the given observation. The colour of the point shows its characteristic value, which helps
to understand which characteristic values cause positive or negative SHAP values [44].
Based on visual inspection, it can be concluded that although there are differences between
the SHAP and feature importance methods, a good conclusion can be drawn about the
influencing parameters in terms of pseudo-probability. Reasons why reliable conclusions
can be drawn despite differences between SHAP and feature importance:

e  Both methods consistently highlight overlapping key features.
e  SHAP explains local, instance-level effects, while feature importance captures global
trends.
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Normalization and averaging increase stability of results.

Using two independent techniques reduces bias of a single method.
Differences reflect complementary perspectives rather than contradictions.
Cross-validation of results strengthens interpretability and trustworthiness.

Robustness is enhanced because similar influential parameters appear under
different assumptions.

Both methods are widely validated in ML literature for feature interpretability. After
calculating the values of the two models (Figure 9), the parameter values were normalized
using the MinMaxScaler method, then averaged the results of the methods, based on which
the following parameters can be considered significant influencing factors:

transport issue 11y;
certificate;

retail shop num;
dist from hub;
distributor num;
temp reg mch;

workers num.

High
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Figure 9. SHAP summary plot (source: Python 3.12.11).
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3.2. Parameter Value Changes

The value of a target variable depends on various parameters, but it is possible to check
what effect a given variable has on the value of the target variable. PDP is a visualisation
technique that helps to understand how one or two input variables affect the predictions
of a ML model on average, filtering out the effects of all other variables. The procedure
helps to interpret models, supports the exploration of nonlinear relationships and the
examination of feature importance.

During the research, various parameters are examined and analysed, and the level of
warehouse performance achievable by changing their values is determined. The aim of the
analysis is the exploration of possibilities that can be extended to real industrial problems
if the costs of changing the parameters are also available. The LightGBM model was also
used to create the figures.

First of all, the delivery errors that occurred in the past year are examined. In the
dataset, a maximum of 5 delivery errors were recorded for a single warehouse. If all errors
are reduced to zero, a 1% improvement in performance is shown by the model. However, if
the number of delivery errors is reduced by only one, a 0.5% improvement can be achieved.
The latter scenario is considered much more feasible, as avoiding all delivery errors requires
significant investment; therefore, it is not reasonable to reduce them to zero, but avoiding
a single error is realistic, and the 0.5% increase may be worthwhile. Figure 10 shows the
extent of performance improvement according to the predictive model for the amount of
error reduction at a given warehouse (the value ‘1’ indicates that every storage error with a
value of at least 1 is reduced by 1, while smaller values are set to 0).

1.010

1.008

1.006

1.004

Performance growth rate

1.002

1.000

1 2 3 4 5
Quantity of transport issue’s reduction

Figure 10. Transport issue reduction (source: Python 3.12.11).

Warehouse performance is related to the number of warehouse workers. However, it is
also important to examine the cost of increasing the number of workers and how this relates
to the surplus resulting from the increase in performance. This can be calculated precisely in
the given industrial case; the research examines the determination of surplus performance
using the PDP method. Figure 11 shows the rate of increase in warehouse performance
if the number of employees is increased by a given multiplier. It can be concluded that
doubling the number of employees would increase performance by 0.1%. Even in the
absence of any other information, this cannot be considered a significant increase, but
the method can be validated because feedback is obtained from a reliable model without
considering the added value of the other parameters.
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Figure 11. Workers number increasing (source: Python 3.12.11).

For some variables, reducing the parameter can increase performance, such as in the
case of distance from the production unit. Figure 12 shows that if the distance between
the warehouse and the production unit is reduced by a certain proportion, a minimal
increase in the efficiency of warehousing activities can be observed, the extent of which is
indicated by the ML model. This assumption is confirmed by several studies, which show
that intelligent layout and automation can reduce travel time, resulting in faster execution
and service [45].
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Figure 12. Decreasing distance between warehouse and production (source: Python 3.12.11).

The Partial Dependence Plot was originally developed for changing numerical values,
but similar methods can also be used to analyze changes in categorical values. In this
example, the energy certificate is examined, as warehouse performance was revealed by
feature importance to be influenced by it. Today’s modern and automated warehouses (e.g.,
AGVs, robots, RFID systems) require a large amount of continuous and reliable energy
supply, making the quality of the energy infrastructure (e.g., substations, charging stations,
energy management systems) is a critical factor for smooth operation and has a direct
impact on productivity, maintenance costs, and the availability of automated systems [46].
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Figure 13 shows that if a given warehouse can increase from energy level “B” or “B+” to
level “A” or “A+”, an efficiency increase of 9-10% can be achieved, which is by far the
highest increase among the parameters examined.
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Figure 13. Matrix of the effects of energy certificate modifications (source: Python 3.12.11).

3.3. Mathematical Modelling

Mathematical modeling is a method by which a part of reality is described in abstract
form using mathematical tools. During modeling, the essential characteristics of the phe-
nomenon or system under investigation are highlighted and represented using variables,
parameters, and equations.

In this research, the objective function is defined to include the parameters of transport
errors presented in Section 3.2, the number of employees, the distance from the production
unit, and the energy certification. Mathematical tools are applied to show the extent and
trends of the changes. In addition to the maximization of performance, the costs associated
with the activities must also be considered, as changing any parameter incurs a specific cost;
therefore, the optimization objective function is determined according to the cost parameter.

The function describing the reduction in shipping errors refers to a saturating but
increasing type of function, where the rate of performance growth decreases as more
shipping problems are successfully reduced:

Pi(x1) = ay- (1 - eiblxl) 2

where x; is the amount of reduction in transportation problems, P; is the performance
increase, a1 is the maximum growth, and b; is the growth rate.

For the final objective function, it is necessary to determine the cost function Cy (x7),
but its trend and extent depend on the specific industrial problem, so this will not be
discussed in detail in the present study. The objective function for the total parameter is

as follows:
Z1(x1) = Wy-Py(x1) — C(x1) 3)

where W is the weight parameter, which expresses the cost of performance increase, and
C; is the cost function of change.
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The function describing the number of employees is identical to the function describing
the reduction in delivery errors, as this function is also saturating and increasing, tending
towards a maximum value, so its mathematical description is also identical:

Py(x2) = ap- (1 - e_bm) 4)

Zy(x2) = Wh-Pa(x2) — C(x2), 5)

where x; is the number of employees, P; is the performance increase, a; is the maximum
growth, b, is the growth rate, W, is the weight parameter, which expresses the cost of
performance increase, and C; is the cost function of change.

The distance between the storage unit and the production can also be described by a
saturation function, but in reverse, as the distance decreases when performance increases:

Ps(x3) = as- (1 - e*b3(1*"3)) (6)

Z3(x3) = W3-P3(x3) — C(x3), @)

where x3 is the distance between storage unit and the production, P; is the performance

increase, a3 is the maximum growth, b3 is the growth rate, W is the weight parameter,

which expresses the cost of performance increase, and Cs is the cost function of change.
In the case of changes to the energy certificate, the increase in performance can also be

written as follows:
1.0932if x4: B— A

1.0937 if Xq: Bt =5 A
1.0947 if X4: B— AT
1.0951 if Xq: Bt — AT
Zy(x4) = Wy-Py(xy) — C(xa), )

where x4 is the energy certificate changes, P, is the performance increase, Wy is the weight

Py(x4) = 8)

parameter, which expresses the cost of performance increase, and Cy is the cost function
of change.

The total objective function of the modeling is the sum of the components presented
above. This objective function must be maximized to achieve the optimum, as the compo-
nents were explained based on the cost increase resulting from the performance increase,
and this increase must be maximized:

Z=7Z1+2Zy+ Z3+ Z4 — max. (10)

4. Discussion

In recent years, Al- and ML-based solutions have become increasingly popular across
a range of industries. The field of logistics process optimization is broad, encompassing
numerous industrial problems, and several methodologies have been developed to address
them in recent decades [47,48]. Keeping pace with modern technologies, it is essential to
integrate the possibilities of ML into logistics optimization.

The use of future Internet technologies, including advanced telecommunications and
Internet-based solutions, represents a promising direction for improving warehousing and
SC performance. These technologies enable real-time data exchange, predictive analyt-
ics, and intelligent automation, which can significantly improve the responsiveness and
coordination of logistics networks. By proactively integrating these digital innovations
into their warehousing activities, manufacturing companies can achieve new levels of
efficiency, transparency, and scalability. This strategic alignment with emerging internet
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paradigms not only supports operational optimization, but also long-term competitiveness
in increasingly digitized markets and logistics [49-51].

Predictive data models are used to determine future values, as knowing these future
indicators can make the planning and implementation of many logistics processes more
efficient. However, these models have many other useful features that can be used for
various activities. During model training, several methods (Feature Importance, SHAP,
PDP) can provide feedback on how a given parameter influences the value of the target
variable. Using these reports, information can be obtained about the dataset and the
possibilities for influencing the target variable.

The maximization of warehouse performance is regarded as a key factor for man-
ufacturing companies and the entire SC, as non-value-adding processes are known to
significantly affect the quality of logistics processes. In this research, a fictional dataset was
used to examine the applicability of ML models for optimization. The AutoML procedure
was applied to select the regression method, through which the model best suited to the
problem at hand was determined. The best results were obtained with the LightGBM
procedure, which, with an R? value of 0.994, was found to be sufficiently reliable for
feature selection.

The results of the research show that the Feature Importance methods of ML models
can be applied with sufficient quality to understand the dataset and to determine the
factors influencing the target variable. In many industrial cases, detailed information
about material flow factors is not available, as these patterns are often non-trivial. The
recognition of such patterns can provide several new opportunities for optimizing storage
performance and improving efficiency. The Partial Dependence Plot method was used
to test how changes in a given parameter affect the value of the target variable, and the
diagrams created clearly show the extent of influence. Finally, mathematical modeling was
employed to explain the functions describing the influencing parameters, whose curves
(e.g., linear, exponential, logarithmic, etc.) were identified using the PDP method. Storage
performance was defined as a cost indicator, since changes in logistics processes are costly,
and the final optimal result is always determined according to cost.

Beyond the methodological results, it is important to situate the presented findings in
the context of previous research on warehouse optimization. While most existing studies
emphasize heuristic and metaheuristic approaches such as order-picking optimization, lay-
out design, or reinforcement learning for dynamic slotting, the proposed regression-based
approach demonstrates that interpretable ML methods can also provide valuable insights
for decision support. The integration of Feature Importance and Partial Dependence Plots
makes it possible not only to identify key influencing parameters but also to understand the
direction and magnitude of their impact, which enhances managerial decision-making. In
this sense, the described research complements existing optimization techniques by provid-
ing an alternative perspective that is strongly aligned with Industry 4.0 goals of data-driven
operations and the Industry 5.0 focus on human-centric and sustainable solutions.

As a further improvement opportunity, it should be noted that testing the theoretical
procedure in a real industrial environment may be crucial. It can be examined what hidden
parameters the Feature Importance procedures reveal and what added value they have
in actual practical optimization. In addition to maximizing storage performance, it is
possible to examine the cost of changing each parameter, thus verifying the possibilities for
cost-based optimization.

Despite the promising results, this study has several limitations that should be ac-
knowledged. The analysis was conducted using a fictional and cleaned dataset rather than
real industrial data, which limits the external validity and generalizability of the results.
Only a subset of potentially relevant warehouse parameters was included; factors such as
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real-time environmental conditions, human behavior, and SC disruptions were not modeled.
The cost functions integrated into the optimization framework were conceptual rather than
empirically derived, so the financial realism of the model remains to be validated. The Au-
toML process and LightGBM model selection were performed on a static dataset, dynamic
or time-series effects were not considered, which may influence warehouse performance
in practice. The study did not compare the regression-based optimization framework
against other Al-driven or heuristic methods (e.g., DRL, metaheuristics) in a benchmarked
environment. These limitations indicate that while the framework is theoretically robust,
future research should include validation on real datasets, integration of temporal and
stochastic factors, and cross-method comparison to ensure industrial applicability.

5. Conclusions

This research demonstrated that machine learning-based regression models (partic-
ularly the Light Gradient Boosting Machine (LightGBM) algorithm identified through
AutoML) can effectively uncover hidden performance patterns in warehouse operations.
The combined use of Feature Importance and Partial Dependence Plot (PDP) analyses
enabled the detection of the most influential parameters and the visualization of their
effects on the target variable. By translating these insights into mathematical relationships,
the study introduced a novel, data-driven approach for constructing optimization-oriented
objective functions. This framework enhances both predictive accuracy and interpretability,
offering a transparent, cost-based perspective that supports more efficient and informed
decision-making in warehouse management.

Despite these promising results, several limitations must be acknowledged. The anal-
ysis focused on a limited range of parameters, whereas real-world warehouse performance
is likely affected by a broader set of operational, environmental, and human factors. In
addition, the cost functions were defined conceptually rather than empirically, which may
constrain the immediate industrial applicability of the proposed optimization model.

Future research should address these limitations by validating the methodology with
real industrial datasets and extending the scope of influencing variables. Particular at-
tention should be given to quantifying cost structures and embedding them into the
optimization process to ensure practical relevance. Moreover, integrating regression-based
interpretability with reinforcement learning or simulation-based methods could open new
directions for adaptive, real-time warehouse optimization. Finally, cross-industry compara-
tive studies are recommended to evaluate the robustness, scalability, and generalizability
of the proposed framework under diverse operational conditions.
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Abbreviations

The following abbreviations are used in this manuscript:

ACO Ant Colony Optimization

AGV Automated Guided Vehicle

Al Artificial Intelligence

ANOVA  Analysis of Variance

API Application Programming Interface
AutoML  Automated Machine Learning
COo1 Cube Per Order Index

DES Discrete Event Simulation

DRL Deep Reinforcement Learning
DSLAP  Dynamic Storage Location Assignment Problem
GA Genetic Algorithms

GBM Gradient Boosting Machine

IoT Internet of Things

IT Information Technology

MAE Mean Absolute Error

MAPE Mean Absolute Percentage Error
ML Machine Learning

MSE Mean Squared Error

00s Order Oriented Slotting

pPDP Partial Dependence Plot

RFID Radio Frequency Identification

RMSE Root Mean Squared Error
RMSLE Root Mean Squared Logarithmic Error

SC Supply Chain
SHAP SHapley Additive exPlanations
SKU Stock Keeping Unit
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Abstract

This study advances toward establishing the theoretical foundations of Industry 6.0 by
developing a comprehensive framework that integrates artificial intelligence (Al), de-
centralized control systems, and cyber—physical production environments for intelligent,
sustainable, and adaptive manufacturing. The research employs a tri-modal methodology
(deductive, inductive, and abductive reasoning) to construct a theoretical architecture
grounded in five interdependent constructs: advanced technology integration, decentral-
ized organizational structures, mass customization and sustainability strategies, cultural
transformation, and innovation enhancement. Unlike prior conceptualizations of Industry
6.0, the proposed framework explicitly emphasizes the cyclical feedback between innova-
tion and organizational design, as well as the role of cultural transformation as a binding
element across technological, organizational, and strategic domains. The resulting frame-
work demonstrates that Al-driven decentralized control systems constitute the cornerstone
of Industry 6.0, enabling autonomous real-time decision-making, predictive zero-defect
manufacturing, and strategic organizational agility through distributed intelligent con-
trol architectures. This work contributes foundational theory and actionable guidance
for transitioning from centralized control paradigms to Al-driven distributed intelligent
manufacturing control systems, establishing a conceptual foundation for the emerging
Industry 6.0 paradigm.

Keywords: Industry 6.0; theoretical foundations; Al-driven control systems;
decentralized manufacturing; cyber-physical systems; intelligent automation; Industrial
Internet of Things; smart manufacturing; sustainable production; mass customization;
manufacturing paradigm

1. Introduction

Establishing the theoretical foundations of Industry 6.0 requires understanding how
the convergence of artificial intelligence (Al) and cyber—-physical control systems is funda-
mentally transforming industrial manufacturing, driving evolution beyond established
paradigms toward unprecedented levels of intelligent automation and sustainable produc-
tion. Recent decades have witnessed accelerated industrial transformation through various

Future Internet 2025, 17, 455 https://doi.org/10.3390/£i17100455
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evolutionary stages, culminating in the emerging concept of Industry 6.0 [1]. Following
the digital transformation of Industry 4.0 [2], characterized by cyber—physical systems
integration and intelligent automation, and the human-centric approach of Industry 5.0 [3],
which emphasizes collaborative human—machine interaction and sustainability-oriented
manufacturing, Industry 6.0 represents the next evolutionary paradigm that fully integrates
Al-driven control systems with sustainable production environments [4]. Importantly,
Industry 5.0 should not be understood as a concluded paradigm but as an ongoing research
and policy agenda with early industrial implementations. In this respect, our framework
positions Industry 6.0 as an emerging and complementary paradigm that extends, rather
than replaces, the principles of Industry 5.0. Industry 6.0 represents the cognitive man-
ufacturing paradigm where knowledge is transformed into autonomous “thought-like”
decision-making capabilities through Al-driven systems that exhibit cognitive functions
such as learning, reasoning, and adaptive problem solving. Unlike the data-centric ap-
proach of Industry 4.0 or the knowledge-collaborative focus of Industry 5.0, Industry 6.0
establishes cognitive manufacturing systems capable of autonomous strategic thinking,
operating within cyclical feedback loops between technological cognition, organizational
intelligence, strategic adaptation, cultural evolution, and continuous innovation. This
cognitive dimension, combined with the cyclical interdependence of constructs rather than
linear technological advancement, constitutes the paradigm’s distinguishing theoretical
foundation and primary contribution to manufacturing theory.

Originality and Contribution of the Framework

The originality of the proposed framework lies in how it advances beyond existing
Industry 4.0 and 5.0 conceptualizations. Whereas Industry 4.0 has largely been framed
around cyber—physical integration and centralized digital efficiency, and Industry 5.0 has
focused on human-machine collaboration and sustainability awareness, our framework
introduces two key contributions. First, it highlights the cyclical feedback loops across
technological, organizational, strategic, cultural, and innovation constructs, moving away
from linear or siloed representations that dominate previous models. Second, it identifies
cultural transformation as a binding element that systematically connects all dimensions,
rather than treating culture as a background condition or maturity stage.

These contributions position Industry 6.0 not as a replacement but as a theoretical
extension of previous paradigms, integrating dispersed elements of the literature [1,3,5] into
a coherent and systemic architecture. This integrated approach, illustrated in Table 1 and
further developed in the conceptual models, underscores the novelty of our contribution to
both academic debate and managerial practice.

Industry 6.0 can be understood as a cognitive manufacturing paradigm in which AI-
driven systems and distributed control architectures transform knowledge into autonomous
and adaptive decision-making capabilities. The model is cyclical and interdependent:
advanced technology integration (Al and IloT) reconfigures organizational structures
(decentralization), enables strategies that combine mass customization and sustainability,
requires continuous cultural transformation, and fosters proactive innovation. Innovation,
in turn, feeds back into technology and organizational structures, closing the loop.

Unlike prior conceptualizations that emphasize primarily techno-centric [6] or human-
centric [7] and sustainability-oriented [8] perspectives, our definition explicitly stresses
the systemic feedback loops and the binding role of cultural transformation as distinctive
contributions. This working definition also provides the interpretative lens for Table 1,
which summarizes how Industry 6.0 extends and integrates the main epistemological,
organizational, and strategic features of Industry 4.0 and 5.0.
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Table 1. Distinctive Characteristics Across Industrial Paradigms.

Dimension Industry 4.0 Industry 5.0 Industry 6.0
Epistemological Data collection Information to Knowledge to
Foundation and processing knowledge transformation  cognitive “thought”

Primary Focus
Decision-Making

Organizational Structure

Strategic Orientation

Cultural Foundation

Innovation Pattern

Operational efficiency
through digitalization

Data-driven with
human oversight

Traditional hierarchies
with digital tools

Cost reduction
and efficiency

Process
optimization culture

Technology-driven
improvements

Human-machine
collaborative knowledge

Knowledge-based human-—
machine collaboration

Enhanced collaboration
within existing structures

Customization with
sustainability awareness

Human-centric
collaborative values

Collaborative
knowledge innovation

Human-centricity in

Cognitive

manufacturing systems
Autonomous cognitive
decision-making
Cognitively enabled
decentralized architectures

Cognitive mass
customization—
sustainability integration

Continuous
cognitive transformation

Autonomous cognitive
innovation loops

Cyclical cognitive feedback

Theoretical Novelty

CPS and IoT integration knowledge work

This transformation toward intelligent control systems and decentralized manufactur-
ing architectures [9] aligns with the growing need for organizational resilience, adaptation
to rapid change, and flexible responses to external disruptions, as demonstrated by the
COVID-19 pandemic [10]. The pandemic served as a catalyst for Industry 6.0 advancement,
exposing vulnerabilities in traditional manufacturing control systems and highlighting the
critical importance of cyber—physical systems capable of autonomous decision-making [11].
The imperative to respond rapidly to supply chain disruptions and dynamic market con-
ditions has accelerated the integration of artificial intelligence and Industrial Internet of
Things (IIoT) technologies to create more resilient and adaptive manufacturing ecosystems.
These enabling technologies, foundational in Industry 4.0 [12] and 5.0 [13], have evolved
in Industry 6.0 to enable predictive analytics, autonomous optimization, and real-time
adaptability, establishing a robust foundation for sustainable long-term manufacturing
resilience [14].

This research addresses the growing need for intelligent and adaptive control architec-
tures in modern manufacturing environments. Building on the technological foundations
of Industry 4.0 [15] and the human-centric principles of Industry 5.0 [16], the proposed
framework explores how artificial intelligence, and decentralized decision-making can
converge to create resilient, sustainable, and highly customized production systems. By
focusing on distributed control, predictive optimization, and real-time adaptability, this
study positions Industry 6.0 as an evolutionary step that integrates advanced technologies
with organizational and cultural transformation, offering a structured approach to guide
both academic inquiry and industrial practice.

Industry 6.0 fundamentally redefines manufacturing paradigms, moving beyond the
standardized mass production of the 20th century and transcending the limited customiza-
tion capabilities of Industry 4.0 and 5.0 [5]. The paradigm prioritizes mass customization
integrated with sustainability principles, compelling organizations to develop strategies
that seamlessly combine operational flexibility with environmental responsibility. Contem-
porary consumers, increasingly conscious of environmental impacts, demand personalized
products that align with sustainability imperatives [17]. Manufacturing organizations must
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consequently adopt intelligent control systems that optimize efficiency and customization
while minimizing environmental footprint, making circular production and responsible
resource management integral components of smart manufacturing strategies [18].

A defining characteristic of Industry 6.0 is its commitment to achieving zero-defect
manufacturing environments through predictive analytics and Al-enabled quality con-
trol systems, extending and revolutionizing the quality objectives of previous industrial
paradigms [19]. This ambitious goal necessitates advanced integration of monitoring
technologies, cyber—physical systems, and predictive algorithms that proactively elim-
inate defects while optimizing product quality and sustainability outcomes [20]. The
zero-defect approach compels organizations to fundamentally restructure both production
processes and organizational architectures, creating more dynamic, responsive systems
focused on continuous improvement and autonomous optimization. This comprehensive
transformation represents a strategic paradigm shift that embraces integrated quality and
sustainability management through Al-driven control systems, positioning Industry 6.0 as
the cornerstone of modern intelligent manufacturing strategies [21].

Despite extensive literature documenting Industry 4.0 and 5.0 impacts, three critical
theoretical gaps persist that justify the cognitive manufacturing paradigm of Industry
6.0. First, existing frameworks treat technological, organizational, strategic, and cultural
dimensions as independent variables rather than cyclically interdependent constructs
enabled by cognitive systems. Second, while Al and cyber—physical systems have been
extensively studied as data processors (4.0) and knowledge enablers (5.0), their evolution
toward cognitive “thought-like” capabilities that fundamentally reconfigure organiza-
tional DNA remains theoretically underdeveloped [22]. Third, the integration of mass
customization and sustainability as mutually reinforcing strategic imperatives, enabled
by cognitive decision-making systems rather than competing human-managed objectives,
lacks a theoretical foundation. These gaps necessitate a comprehensive cognitive manufac-
turing framework that explicates the cyclical relationships between constructs, positioning
cultural transformation as the binding element that enables continuous cognitive organiza-
tional evolution [23]. Additionally, although zero-defect concepts have been discussed in
manufacturing literature, limited research has investigated the long-term organizational
and cultural implications of implementing Al-driven zero-defect environments on strategic
transformation and innovation capabilities [24].

The lack of a standardized definition of Industry 6.0 reinforces the motivation for this study.
Existing works offer heterogeneous and sometimes conflicting descriptions [1,13,20], with
some emphasizing techno-centric perspectives and others human-centric or sustainability-
driven orientations. In this fragmented landscape, developing a coherent theoretical
foundation becomes essential for guiding both academic debate and managerial practice.
Our framework does not attempt to impose a definitive definition of Industry 6.0; rather, it
integrates dispersed elements into a systemic and cyclical architecture that clarifies how
technologies, strategies, and cultural drivers interact to form a distinct industrial paradigm.

Given these gaps, the following research questions arise:

e RQ1: How does Industry 6.0 influence the structure and strategy of
industrial organizations?

e RQ2: What organizational structures are best suited to support the decentralized
decision-making and integration of advanced technologies foreseen by Industry 6.0?

e RQ3: How can organizations develop strategies that effectively balance mass cus-
tomization and sustainability within the Industry 6.0 model?

e RQ4: What are the cultural and strategic implications of a zero-fault environment,
and how does it affect continuous innovation and incremental improvement in
industrial organizations?
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2. Methodology

This research adopts a systematic and epistemologically rigorous methodology, inte-
grating deductive [25], inductive [26], and abductive [27] reasoning across distinct phases
to build a comprehensive theoretical framework for Industry 6.0.

In the deductive phase, we developed research propositions from an extensive review
of literature covering Industry 4.0 and 5.0 paradigms, as well as emerging contributions on
Industry 6.0 [28]. Key theoretical constructs and principles were identified to shape initial
assumptions about organizational, cultural, and technological changes.

The inductive phase involved analyzing systematic reviews and recent empirical stud-
ies to detect gaps in the existing knowledge base [29]. We clustered these gaps into thematic
areas such as (i) cultural implications of zero-defect manufacturing, (ii) the integration of
sustainability into control systems, and (iii) decentralized decision-making in Al-driven
environments. From these clusters, additional propositions were formulated to address
overlooked or underexplored aspects.

Finally, the abductive phase connected these constructs into a unified theoretical
model [30]. Abduction was operationalized through inference-to-the-best-explanation: iter-
ative cycles of reasoning linked empirical anomalies and conceptual gaps to new theoretical
relationships. For instance, the absence of explicit cultural considerations in zero-defect
literature was abductively explained by integrating a construct on cultural transforma-
tion. This process strengthened the internal logic of the framework by aligning theoretical
insights with emerging industrial practices.

Overall, this tri-modal reasoning approach ensures that the proposed model is both
conceptually rigorous and grounded in empirical relevance. Deduction provided theoretical
grounding, induction revealed knowledge gaps, and abduction allowed for the creative
integration of constructs into a holistic model of Industry 6.0.

3. Industry 4.0 to 6.0: Theoretical Foundations and Strategic Adaptations
3.1. Moving from Industry 4.0 to 6.0

The progression from Industry 4.0 to Industry 6.0 reflects profound changes in techno-
logical integration, organizational design, and strategic orientation. Industry 4.0 introduced
cyber—physical systems (CPSs) and the Internet of Things (IoT), creating a foundation for
digital automation and efficiency gains [31]. However, decision-making largely remained
centralized, limiting flexibility and responsiveness [32]. As a result, the potential benefits
of these new technologies for agility and adaptability were not fully realized [33]. Industry
5.0 expanded this paradigm by emphasizing human-machine collaboration, personaliza-
tion, and initial steps toward sustainability [34]. Yet, structural change was modest, with
organizations maintaining traditional hierarchies that restricted agility [35,36]. Based on
these findings and comparisons, the following considerations can be made:

e P1: The integration of cyber—physical systems and IoT in Industry 4.0 laid the foundation for
digital automation but maintained centralized organizational structures and strategies focused
on efficiency [31,32].

e  P2: The transition to Industry 5.0 introduced human—machine collaboration, improved person-
alization capabilities, and began to incorporate sustainability, but without significant changes
to organizational structures [34,36].

By contrast, Industry 6.0 [5] builds on these advances with the integration of artificial
intelligence (Al) and the Industrial Internet of Things (IloT) to enable autonomous systems
and decentralized decision-making [37]. Business strategy is reoriented around the dual
imperatives of mass customization and sustainability [38,39]. Based on these observations
and comparisons, the following propositions can be formulated:
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e P3: The evolution towards Industry 6.0 involves significant technological advances with Al
and 1loT enabling autonomous systems, requiring decentralized organizational structures to
fully exploit these technologies [5,37].

o P4: In Industry 6.0, the business strategy focuses on mass customization and sustainability
as central objectives, building on the personalization of Industry 5.0 and addressing the
limitations of efficiency-focused strategies of Industry 4.0 [38,39].

Crucially, Industry 6.0 requires a cultural transformation that embeds continuous
improvement and sustainability as organizational values [40]. In our framework, cultural
transformation is not addressed as a generic change initiative but as a structural binding
construct that systematically connects technological integration, decentralized organiza-
tional forms, strategic orientation, and innovation. Unlike Industry 4.0 and 5.0 maturity
models, where culture is treated as an enabling factor or peripheral dimension [41], Indus-
try 6.0 positions cultural transformation as both an outcome of cognitive manufacturing
(e.g., zero-defect learning environments, sustainability-driven values) and a precondition
for its consolidation. This cultural dimension, functioning as the connective tissue of the
paradigm, also enables organizations to leverage advanced analytics and autonomous
systems to drive proactive, data-driven innovation [42]. Based on the above findings and
comparisons, we can state the following;:

e P5: Cultural change is essential in Industry 6.0, fostering a culture of continuous improvement
and sustainability values, moving beyond the process optimization culture of Industry 4.0 and
the human-centric focus of Industry 5.0 [40,43].

e  P6: Innovation in Industry 6.0 will be proactive and data-driven, enabled by advanced analytics
and autonomous systems, leading to continuous improvement in strategqy and technology
adoption [42].

This set of propositions highlights where our framework advances beyond existing
conceptualizations: the cyclical feedback between innovation (P6 — C5) and organiza-
tional/technological design (C1, C2) and the role of cultural transformation (P5 — C4)
as a structural connector. These features constitute the main theoretical novelty of
our approach.

3.2. Technological Integration in Industry 6.0

Technological integration is a core element of Industry 6.0, characterized by the im-
plementation of advanced technologies such as artificial intelligence (Al) [44] and the
Industrial Internet of Things (IIoT) [45], alongside a strong commitment to sustainability
across the entire production cycle. These systems drive improvements in operational
efficiency and expand flexibility, enabling organizations to respond quickly to market shifts
and environmental challenges [46].

Industry 4.0 focused on digitization and automation using cyber—physical systems
and IoT, aiming to create smart factories that increase productivity and efficiency [47].
Although Al and IoT were introduced to automate workflows and enable data collection,
human decision-making remained central, and sustainability was not yet a priority [48].
With Industry 5.0, there was a clear convergence between technological sophistication and
human critical thinking [49]. This development led to more customized products [50], and
while sustainability entered the conversation, it was not fully integrated into operational
frameworks [51].

Industry 6.0 marks a decisive shift. It embeds autonomous and intelligent resource
management into a holistic, sustainability-focused approach [52]. Artificial intelligence
enables systems to learn from data and make independent decisions, enhancing precision
and reducing the need for human intervention [53]. The IIoT supports real-time data ac-
quisition, allowing equipment within Industry 6.0 environments to act autonomously [54].
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Continuous monitoring helps organizations track operations, identify areas for improve-
ment, and anticipate challenges. This methodology ensures efficient and agile solutions are
prioritized [55].

Sustainability integration within the Industry 6.0 framework represents a significant
progression from prior practices [56]. A defining feature of Industry 6.0 is its explicit
attention to the environmental consequences of technology adoption [57]. Utilizing Al
and IloT, organizations monitor and optimize energy use, resource allocation, and waste
reduction in real time [58]. This supports alignment with ecological goals, encourages
more efficient resource management, helps reduce carbon footprints, and strengthens
competitive positioning [59]. For example, lowering energy consumption per unit output
not only boosts efficiency but also enhances the corporate image among consumers and
stakeholders who increasingly value sustainability [60]. Drawing from these analyses and
comparisons, the following propositions can be stated:

o  P7: Compared to previous paradigms, the combination of advanced technologies such as
Al and IIoT in Industry 6.0 promotes predictive optimization and intelligent automation,
significantly improving the operational efficiency and flexibility of industrial organizations
through autonomous decision-making systems [44,45].

o  P8: Integrating sustainable practices through Al and IloT in Industry 6.0 enables orga-
nizations to balance mass customization with environmental responsibility, strengthening
strategic positioning and corporate reputation beyond what was achieved in Industry 4.0 and
Industry 5.0 [56,58].

Siemens’ Amberg factor (Siemens Digital Enterprise, Available online: https://www.
siemens.com/global/en/company /stories/industry/electronics-digitalenterprise-futur
etechnologies.html; accessed on 29 August 2025) demonstrates cognitive manufacturing,
where Al autonomously adjusts production based on real-time quality predictions. By
analyzing control point data, the system anticipates defects and proactively modifies
processes, enabling strategic decisions about scheduling, resources, and quality without
human input.

3.3. Organizational Structure Adaptations

In Industry 6.0, adapting organizational structures is crucial. Companies need flexible
frameworks that enable rapid responses to market dynamics and evolving consumer
demands. Within a connected manufacturing environment, decentralized decision-making
and adaptable organizational forms are essential for competitiveness [61]. In Industry 4.0,
firms mainly retained conventional hierarchies, relying on automation and digitalization to
enhance efficiency. However, decision-making mostly remained centralized [62]. While
these systems improved operations, they were not designed to address swift market
transitions [63]. Industry 5.0 brought greater collaboration between humans and machines,
creating a more adaptive work context, yet control often stayed centralized, limiting true
organizational agility [64].

Industry 6.0 advances these developments by favoring decentralization as a structural
strategy for responding more efficiently to market fluctuations. This enables organizations
to react more promptly to changing conditions, as localized decision-making shortens
response times [65]. With the integration of Al and IloT, business units can access real-time
data, allowing autonomous decisions independent of central management and enhancing
overall system responsiveness [66].

To align with shifting consumer expectations and the growing importance of sus-
tainable practices, companies must further restructure themselves in Industry 6.0 [67].
While previous paradigms improved efficiency and customization, Industry 6.0 demands
agility to support advanced customization and sustainable resource management. This
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shift involves adapting processes to enable mass customization and sustainable production
models [68]. Using advanced technologies to collect detailed data on consumer pref-
erences, organizations can deliver tailored products while maintaining environmental
responsibility [69].

As a result, decentralized and dynamic structures empower organizations to meet
market needs more rapidly, promoting continuous innovation and efficient supply chain
management, which surpasses the capabilities of earlier industrial paradigms [70]. Based
on these findings and comparisons, the following proposition can be stated:

o P9: Compared to the more hierarchical structures of Industry 4.0 and the limited flexibility of
Industry 5.0, the decentralized organizational structures of Industry 6.0 increase the agility
of companies, enabling them to respond more quickly and flexibly to market fluctuations and
local operating conditions through autonomous decision-making [61,62].

o  P10: Structural adaptation to market dynamics and specific consumer preferences through
Industry 6.0 enables organizations to implement mass customization models and sustainable
resource management, exceeding the levels of customization and adaptability achievable in
Industry 4.0 and Industry 5.0 [67,69].

The Haier RenDanHeYi model (RenDanHeYi management model, Available online:
https:/ /www.rendanheyi.com/; accessed on 29 August 2025) illustrates decentralized
cognitive architecture, where independent business units use Al and machine learning to
analyze market data and make strategic decisions. Each unit acts as a “cognitive enterprise,”
autonomously handling product customization, supplier selection, and sustainability,
showing how decentralization enhances competitiveness through cognitive capabilities.

3.4. Strategic Shifts

Industry 6.0 demands significant strategic adjustments, placing mass customization
and sustainable long-term planning at the center of business models [71]. This shift re-
quires organizations to redefine their production and market strategies, not only to meet
evolving consumer expectations but also to establish sustainability as a core strategic objec-
tive [72]. Mass customization is a crucial element in Industry 6.0, as it compels companies
to revise both their manufacturing processes and marketing approaches [73]. As con-
sumer preferences increasingly focus on personalized solutions, organizations are required
to serve individual needs while preserving operational efficiency [37]. Achieving this
level of customization involves strategies that balance flexibility with scalability, allowing
companies to adapt rapidly to changing consumer demands [21]. Moreover, marketing
must also evolve to communicate individualized value effectively, positioning customiza-
tion as a key differentiator and enhancing customer experience, which is now central to
competitiveness [74].

Another strategic priority in Industry 6.0 is long-term sustainable planning, which
extends the concept of sustainability beyond emissions reduction to encompass the entire
product lifecycle and promote circular economy practices [45]. This approach emphasizes
responsible resource management and considers both the environmental and social impacts
of production activities [75]. The integration of Al and IloT enables real-time monitoring
and optimization of processes, which allows companies to minimize waste and continually
improve resource efficiency. Sustainability, therefore, becomes a proactive responsibility
throughout the value chain, encouraging collaboration with suppliers and partners who are
also committed to sustainable practices [76]. As a result, Industry 6.0 supports investments
in technologies and business processes that ensure responsible resource management
and foster a sustainability-oriented corporate culture. This orientation, in turn, enhances
resilience and long-term competitiveness [77].
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Ultimately, Industry 6.0 guides organizations toward strategies that integrate personal-
ization with sustainability. This dual focus transforms production and marketing models to
align with the requirements of a more resilient and sustainable economy. Such a foundation
enables modern organizations to thrive in increasingly dynamic markets. Based on these
findings, we can state:

o  P11: Mass customization, enabled by the integration of Al and IloT in Industry 6.0, requires a
business strategy that balances operational flexibility and scalability, enhancing the ability of
companies to respond to dynamic consumer preferences [21,69].

o  P12: Integrating sustainability as a guiding principle of business strategy in Industry 6.0
fosters long-term value creation by promoting responsible resource management practices and
a sustainability-oriented supply chain [45,75,76].

Nike’s cognitive manufacturing platform (Nike Willy Wonka factory: https:/ /about.
nike.com/en/stories/nike-spaces-sports-design-innovation-performance) leverages Al
to optimize both product personalization and sustainability. By processing customer data
alongside environmental factors like material use and emissions, the system autonomously
balances customization with eco-friendly practices, illustrating how cognitive systems can
harmonize individual preferences and environmental goals.

3.5. Challenges and Opportunities

Industry 6.0 is fundamentally oriented towards achieving a zero-defect manufacturing
environment. This paradigm shift presents significant opportunities but also introduces
notable challenges. A primary challenge lies in the cultural transformation required
within organizations [39]. Unlike previous industrial paradigms where quality control was
often reactive, Industry 6.0 emphasizes proactive, data-driven quality assurance. Such
an approach fosters continuous improvement and supports incremental innovation [56].
Autonomous systems and real-time data analytics play a central role by enabling predictive
quality management. These technologies allow companies to prevent defects before they
occur, rather than simply correcting them after production. This shift leads to reduced
waste and lower operational costs, while making production processes more resilient.
Potential issues are identified and addressed early, minimizing disruption [78]. To fully
realize these benefits, organizations must embrace a culture that prioritizes ongoing quality
enhancement. Teams should be empowered to make informed decisions using real-time
data [79]. This empowerment is essential for the agility and adaptability that Industry 6.0
requires, enabling decision-making at the operational level. Furthermore, the establishment
of a zero-defect environment highlights the transition from static to dynamic quality
management. In this context, quality is seen not just as a matter of compliance, but as a
strategic objective that continuously drives innovation and adaptability [37]. Organizations
are encouraged to cultivate a culture of incremental improvement, leveraging data to
refine processes and respond swiftly to evolving market needs [1]. This cultural evolution
enhances operational agility and strengthens customer trust and brand reputation, aligning
with the overarching aims of Industry 6.0, particularly its commitment to sustainability.
Recent contributions also highlight how Al and blockchain are being applied to quality
management [16] and how neural network models can predict equipment faults in real
time [17], reinforcing the role of predictive analytics in achieving zero-defect environments.
Drawing upon these findings and comparisons, it is possible to affirm that:

o  P13: Implementing a zero-defect manufacturing environment in Industry 6.0 requires signifi-
cant cultural changes that promote a culture of continuous quality and incremental improve-
ment that supports continuous innovation within industrial organizations [24,79].
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e  P14: Establishing a zero-defect environment in Industry 6.0 strategically impacts organiza-
tions by promoting data-driven decision-making and proactive quality management, thereby
increasing organizational agility and resilience [19,20].

As an illustrative example of cognitive zero-defect cultural transformation, Toyota’s
advanced quality systems (Toyota Production System, Available online: https://glob
al.toyota/en/company/vision-and-philosophy/production-system/; accessed on
29 August 2025) highlight how Al-driven predictive quality management can reshape
an organization’s approach from reactive problem solving to proactive quality assurance.
Employees collaborate with cognitive systems that continuously analyze quality patterns,
recommend process enhancements, and autonomously implement minor adjustments.
This integration fosters a shift from traditional human-centered continuous improvement
(kaizen) to a collaborative dynamic between human insight and machine intelligence,
supporting the pursuit of zero-defect outcomes.

To enhance transparency and strengthen the theoretical grounding of our framework,
Appendix A provides a detailed mapping between each proposition (P1-P14) and the corre-
sponding references, clarifying how prior studies informed and supported the formulation
of each proposition.

4. Towards Industry 6.0: Conceptual Models

This section presents theoretical models to clarify the transition from Industry 4.0
to Industry 6.0, highlighting major phases and changes. Building on earlier propositions
(P1-P6), these models structure the analysis of technological, organizational, strategic, and
cultural evolution. An evolutionary model outlines the main stages, while a conceptual
model for Industry 6.0 examines key factors such as advanced technology, decentralized
organization, mass customization, sustainability, cultural shifts, and innovation. The
section concludes with practical guidelines for organizations moving toward Industry 6.0,
aiming for clarity and analytical rigor.

4.1. Evolutionary Model from Industry 4.0 to Industry 6.0

The evolutionary model from Industry 4.0 to 6.0 depicts industrial transformation as a
network of connected paradigms, each with five main elements: technology, organizational
structure, business strategy, culture, and innovation (Figure 1). It should be noted that
elements such as Al IloT, sustainability, and mass customization have appeared in earlier
industrial paradigms, particularly Industry 4.0 and 5.0. However, in Industry 6.0, these
components are not treated as isolated or incremental extensions but are reconfigured into
a cyclical, self-reinforcing system. The novelty of the model lies in the feedback loops and
in the cultural transformation that binds these elements together, making them operate
as interdependent drivers of resilience and adaptability. These components shape every
phase, showing that progress is both linear and qualitative, with interdependent relation-
ships. Transition is driven primarily by technological advances. For instance, Industry 4.0
introduced IoT and Cyber-Physical Systems, enabling automation and digitalization to
improve efficiency and cut costs.

As Industry 5.0 emerges, human-machine integration deepens with collaborative
robotics and Al enabling more adaptable and customized production. This phase is
marked by agile manufacturing that meets specific customer needs. Industry 6.0 brings
fully autonomous, intelligent networks powered by advanced Al and IloT, closely linking
technology, sustainability, and organizational agility for higher efficiency.

Organizational structures evolve from centralized hierarchies in Industry 4.0 to greater
internal collaboration in 5.0, facilitated by improved technological communication. In
6.0, organizations adopt decentralized structures that enable rapid decision-making at
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operational levels through real-time data access. The model reflects this with interconnected
influences between technology and organizational components, underlining the importance
of decentralization.
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Figure 1. Graphical model for moving from Industry 4.0 to Industry 6.0 (Source: author’s elaboration).

Strategically, Industry 4.0 focuses on efficiency and standardization, while 5.0 shifts
toward customization and innovation, though sustainability remains secondary. By In-
dustry 6.0, mass customization and sustainability take center stage, with strategies geared
toward tailored solutions and responsible practices. Organizational culture transitions from
process optimization to continuous improvement and proactive innovation, supporting
adaptability and resilience in the face of constant technological change.

To summarize the main changes in technology, structure, strategy, culture, and inno-
vation across the three industrial paradigms, Table 2 presents six Knowledge Insights that
illustrate the evolution from Industry 4.0 to Industry 6.0, corresponding to propositions P1
to P6 discussed earlier in Section 3.1.

Table 2. Knowledge Insights on the evolution from Industry 4.0 to Industry 6.0.

Proposition Knowledge Insights Explanatory Notes

This insight emphasizes the technological
Industry 4.0 relies on cyber—physical systems advancements of Industry 4.0, focusing on
P1 (CPS) and IoT for digital automation but automation through CPS and IoT, but highlights
maintains centralized structures. that organizational structures remain centralized,
limiting flexibility and agility.
This insight underscores the shift towards
Industry 5.0 emphasizes human—machine human-centered technologies in Industry 5.0,
P2 collaboration and early sustainability integrating collaborative robots and Al, while
integration, with minimal structural changes. suggesting that the organizational structure
remains largely intact.
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Table 2. Cont.

Proposition Knowledge Insights Explanatory Notes
The key difference in Industry 6.0 is the
Industry 6.0 uses Al and IloT to enable integration of fully autonomous systems, where
P3 autonomous systems, requiring decentralized decentralized decision-making structures are
structures for agility and responsiveness. critical to ensure responsiveness and adaptability
to rapid market changes.
This insight highlights how Industry 6.0
. . N overcomes the limits of traditional
In Industry 6.0, business strategies prioritize - . .
T o efficiency-driven models, focusing on
P4 mass customization and sustainability, . .
. . L. sustainable, tailored products that meet
overcoming prior efficiency-focused models. oo . .
customer-specific demands while reducing
environmental impact.
A cultural shift is essential in Industry 6.0, T}}g cultural t.ran.sfgrmatlc')n n Inc'lustry.6.0 o
. . . critical to maintaining an innovation-driven
fostering continuous improvement and . . -1 . .
P5 . : A environment. Sustainability becomes ingrained
integrating sustainability across .
S not just as a product feature, but as a core
the organization. o
organizational value.
Lo . . Innovation in Industry 6.0 is rooted in advanced
Innovation in Industry 6.0 is proactive and . . -
. . . analytics and Al-driven systems, enabling
data-driven, using advanced analytics and : . - .
P6 real-time data collection and predictive analytics

autonomous systems for
continuous improvement.

to drive continuous improvement in processes,
products, and business strategies.

4.2. Conceptual Model from Industry 4.0 to Industry 6.0

The conceptual model of industrial evolution from Industry 4.0 to 6.0 is based on six

propositions and six knowledge insights (see Table 1), highlighting key changes shown

in Figure 2. It covers not just technology, but also the development of organizations,

strategies, and cultures. P1 explains that cyber—physical systems (CPS) and IoT-enabled

digital automation in Industry 4.0 without shifting away from centralized structures or

efficiency-driven strategies. P2 notes that Industry 5.0 has increased human-machine

collaboration, customization, and sustainability efforts, yet centralization remains dominant

and sustainability is often seen as an add-on rather than a core strategy.

P2:
HUMAN-MACHINE
COLLABORATION

P1:
FOUNDATION CPS & loT

P3-6:
ADVANCED TECHNOLOGIES
& CULTURE

EVOLUTION

INDUSTRY
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4.0 5.0
[, e }TRANSFORMATION prev——
+ STRUCTURECGENTRAUZED - - —--=-=-=- +  -STRUCTURE: SEMHALEXBLE

6.0

+  TEGHNOLOGY: Al & HOT
*  STRUCTURE: DECENTRALIZED
+  STRATEGY: SUSTAINABILITY

Figure 2. Conceptual model for moving from Industry 4.0 to Industry 6.0 (Source: author’s elaboration).

The propositions P3 to P6 outline the distinctive features of Industry 6.0 compared to

earlier paradigms. P3 highlights the central role of artificial intelligence and IloT, which

enable autonomous systems and require decentralized structures, thus increasing agility

and responsiveness. P4 focuses on business strategies integrating mass customization with

sustainability. P5 emphasizes the importance of ongoing cultural transformation, with
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sustainability established as a core value. Finally, P6 shows that innovation in Industry
6.0 is proactive and data-driven, fostering technological development and the ability to
anticipate market trends. The conceptual model illustrates a network in which changes
in any component affect the entire system, demonstrating the need for a systemic and
integrated approach to fully unlock the benefits of Industry 6.0.

4.3. Conceptual Model of Industry 6.0

The conceptual model of Industry 6.0, as illustrated in Figure 3, presents an intercon-
nected and dynamic structure based on Propositions P7 to P14 detailed in Sections 3.2-3.5.
This model integrates Artificial Intelligence (AI) and the Industrial Internet of Things (IloT),
which together drive significant transformations as highlighted in Propositions P7 and P8.
Relationships within the model are depicted using solid and dashed arrows. Solid arrows
indicate direct links and main propositions, whereas dashed arrows represent feedback
loops and indirect influences among components.

ADVANCED TECHNOLOGY
INTEGRATION: -
Al, lloT, SUSTAINABILITY

P7: Enables autonomous
decision-making

P8: Integrates sustainable * \\
practices Organizational Structure ‘\‘
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\ i
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i
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h
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b
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P13: Promotes continuous Data-driven decision making.
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Figure 3. Conceptual model of Industry 6.0 (Source: author’s elaboration).

At the core of Industry 6.0 lies Advanced Technology Integration. Here, Al and IloT
form the foundation for systems capable of autonomous decision-making and predictive
optimization. Proposition P7 demonstrates how these technologies support organizational
adaptation and enable intelligent automation for data-driven decision-making. Al facili-
tates continuous machine learning and adaptation, while IloT connects devices and systems,
enabling real-time communication and information exchange. Proposition P8 explains how
technological integration supports strategic renewal, combining sustainable practices with
the capacity for mass customization. Advanced technologies facilitate the collection and
analysis of extensive consumer and operational data. This supports strategies that merge
personalized product offerings with operational efficiency and environmental stewardship.
As a result of technological advancement, organizations increasingly adopt decentralized
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and agile structures. Once these structures are implemented, companies gain greater flexi-
bility and responsiveness, as described in Propositions P9 and P10. Proposition P9 clarifies
that decentralization enables faster adaptation to market changes, allowing business units
to make decisions based on localized data. This capability improves organizational agility
and responsiveness to shifts in consumer preferences or market conditions. Proposition P10
highlights that flexible organizational design supports the delivery of customized products
while managing resources sustainably. Decentralization also encourages collaboration
across departments and organizational levels, fostering innovation and resource efficiency.
This approach ensures that specific customer needs are met without compromising the
overall sustainability objectives of the enterprise.

The Industry 6.0 model is grounded in strategic change facilitated by advanced tech-
nologies and decentralized organizational structures. Propositions P11 and P12 outline
how organizations develop strategies that enhance adaptability to consumer demands.
Proposition P11 examines how business strategy shapes the balance between customization
and efficiency, emphasizing the importance of quickly adapting products and services to
customer requirements while maintaining high levels of productivity. Proposition P12 ad-
dresses the integration of sustainability into core business practices, supporting the creation
of long-term value. Organizations now adopt sustainable approaches not only to comply
with environmental standards but also to respond to increasing consumer expectations
for social and environmental responsibility. This strategic orientation enhances a firm’s
competitive position and strengthens its reputation.

Cultural transformation is a critical component of the model, focusing on ongoing
quality improvement. Proposition P13 demonstrates how attention to quality encourages
innovation and fosters a culture of continuous advancement. Such a culture motivates
personnel to develop new ideas, experiment with novel solutions, and collaborate across
organizational boundaries. Proposition P14 details how strategic modifications can enhance
a company’s responsiveness to market changes, technological developments, and evolving
customer needs, thereby ensuring sustained competitiveness. The Industry 6.0 conceptual
model highlights a complex network of interrelated and circular connections among its
components. Solid arrows represent direct and immediate relationships, while dashed
arrows indicate feedback loops and longer-term influences.

1.  Feedback from Innovation to Organizational Structure: Innovation is not only in-
fluenced by organizational structure but in turn can stimulate structural changes.
For example, new ideas or technologies may require internal reorganization to be
implemented effectively.

2. Feedback from Innovation to Technology Integration: Innovation can lead to
the development or adoption of new technologies, further fueling the cycle of
technological advancement.

These interconnections ensure that the system remains in a state of ongoing trans-
formation, fostering an adaptive and resilient organizational ecosystem. Each element of
the model both influences and is influenced by the others, highlighting the importance of
approaching Industry 6.0 as an integrated system. The distinction between continuous
and dashed arrows clarifies the nature of the transformations: direct relationships repre-
sent immediate and intentional impacts, while feedback loops reflect longer-term effects
resulting from ongoing interactions among system components. The model’s strength
lies in its circular and synergistic structure. Digital and sustainable transformation arises
not from isolated changes, but from the dynamic interplay among all components. This
integrated perspective is essential for fully leveraging the value of Industry 6.0, as it
enables organizations to innovate, remain agile, and pursue sustainability in a highly
competitive environment.
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5. Building Theory for Industry 6.0

The development of a theoretical framework for Industry 6.0 is essential for under-
standing and guiding the transition to this new industrial paradigm. In this section, we
apply a theory-building methodology [80] to construct a comprehensive theoretical model
that synthesizes the main components and their interconnections, as identified in propo-
sitions P1-P14 from the previous sections. Theory building is a systematic process for
formulating a coherent and robust theory by defining key constructs, establishing relation-
ships among them, and integrating these elements into a unified conceptual model [81].
This approach enables the logical organization of complex ideas, making it easier to under-
stand the relevant phenomena and serving as a foundation for future research and practical
applications [82]. A construct is a key theoretical concept central to the study’s focus. In
Industry 6.0, constructs stem from propositions P1-P14, reflecting major technological,
organizational, strategic, and cultural changes. These include technology integration, de-
centralized structures, personalization and sustainability strategies, cultural shifts, and
innovation enhancement. Identifying these constructs requires analyzing and synthesizing
the main ideas from each proposition.

e (1. Advanced Technology Integration emerges from the propositions that highlight
the importance of technologies such as Artificial Intelligence (AI) and Industrial
Internet of Things (IloT) in enabling autonomous systems and improving operational
efficiency (P3, P7, P8).

e (2. Decentralized Organizational Structures are identified as necessary to take full
advantage of new technologies and increase organizational agility, as discussed in
propositions P3, P9, and P10.

e (3. Mass Personalization and Sustainability Strategies are derived from propositions
that emphasize the importance of balancing operational flexibility, personalization,
and environmental responsibility (P4, P11, P12).

e (4. Cultural Transformation is a construct that emerges from the need to foster a
culture of continuous improvement and integrate sustainability values, as described
in P5 and P13.

e (5. Boosting Innovation is identified as a key element to drive continuous improve-
ments in technology strategy and adoption, based on propositions P6 and P14.

In the process of developing a theoretical framework, once the constructs have been
defined, we proceed as follows:

1. Elaboration of Relationships: It is necessary to establish how these constructs interact
with one another, identifying causal or mutually influential relationships.

2. Formulation of the Theoretical Model: The next step involves integrating the con-
structs and relationships into a coherent structure that represents the phenomenon
under study.

3. Theoretical Validation: The model should then be validated by linking it to existing
literature. This entails discussing how the model contributes to the field of study and
what implications it holds.

4. Implications and Future Perspectives: It is important to explore the practical conse-
quences of the model and identify potential avenues for further research.

This approach establishes a strong theoretical framework for Industry 6.0, clarifying
changes in industry and offering guidance to organizations shifting to the new paradigm.
It explains how advanced technologies, structures, strategies, culture, and innovation
shape adaptive, sustainable systems. The next section defines main concepts, outlines their
relationships, and introduces an integrated Industry 6.0 model, relating it to literature and
emphasizing its practical value.
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5.1. Processing Construct Relationships

The identified constructs represent the fundamental elements of Industry 6.0. To gain

a comprehensive understanding of the way these elements interact and influence industrial

transformation, it is imperative to establish the causal relationships and mutual influences

that exist between them.

C1. Advanced Technology Integration — C2. Decentralized Organizational Structures.
Advanced Technological Integration (C1) functions as a catalyst for the transformation
of organizational structures. The implementation of technologies such as Al and the
Industrial Internet of Things (IloT) enables autonomous systems and data-driven
decision-making in real time. This capability necessitates and encourages the develop-
ment of decentralized organizational structures (C2), as evidenced by propositions P3,
P7, and P9. The implementation of advanced technologies enables operational depart-
ments to make autonomous decisions, thereby reducing the necessity for centralized
control and increasing organizational agility.

C2. Decentralized Organizational Structures — C3. Mass Personalization and Sus-
tainability Strategies. The implementation of Decentralized Organizational Structures
(C2) directly influences Mass Personalization and Sustainability Strategies (C3). As
previously discussed in Propositions P4, P10, P11, and P12, the decentralization of
organizational structures allows for greater operational flexibility, enabling the organi-
zation to quickly adapt to dynamic consumer preferences and implement sustainable
practices. Autonomous business units can tailor products and services to local needs,
thereby balancing efficiency and environmental responsibility.

C3. Mass Personalization Strategies and Sustainability — C4. Cultural Transformation.
The implementation of Mass Personalization and Sustainability Strategies (C3) neces-
sitates a comprehensive cultural transformation (C4). Propositions P5, P12, and P13
illustrate the necessity of an organizational culture that fosters continuous improve-
ment, innovation, and the adoption of sustainable values to effectively implement
strategies focused on personalization and sustainability. The corporate culture must
transform to align with these novel strategic objectives, necessitating a culture that
fosters continuous learning and adaptability.

C4. Cultural Transformation — C5. Boosting Innovation. Cultural transformation (C4)
is a prerequisite for the empowerment of innovation (C5). An innovation-oriented
culture, as delineated in Propositions P6 and P14, cultivates the germination of novel
concepts and the incorporation of nascent technologies. The promotion of values such
as creativity, collaboration, and openness to change within the organization stimulates
proactive, data-driven innovation, which is essential for maintaining a competitive
advantage in Industry 6.0.

C5. Enhancing Innovation — C1. Advanced Technology Integration and C2. Decen-
tralized Organizational Structures. The enhancement of innovation (C5) generates
a positive feedback loop with advanced technological integration (C1) and decen-
tralized organizational structures (C2). The continued development and adoption
of new technologies is a consequence of sustained innovation, which in turn drives
further integration of technology (P6). Moreover, it may necessitate modifications to
organizational structures to facilitate the implementation of novel innovative processes
and systems (P14), thereby establishing a virtuous cycle of continuous improvement
and adaptation.

5.2. Building the Integrated Theoretical Model

By integrating the identified constructs and their relationships, the Integrated The-

oretical Model of Industry 6.0 is outlined (Figure 4). This model illustrates a dynamic
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and interconnected system where each component influences the others, generating a
continuous cycle of transformation and improvement. The model shows that successfully
adopting Industry 6.0 requires a holistic approach. In this perspective, technology, or-
ganizational structure, business strategy, culture, and innovation are all interdependent
elements that must be aligned for organizations to thrive in the new industrial context. The
transformation process begins with the integration of advanced technologies (C1), which
forms the foundation of Industry 6.0. The introduction of tools such as artificial intelligence
(Al) and the industrial Internet of Things (IIoT) enables the creation of autonomous sys-
tems and the optimization of processes based on prediction. These technologies support
intelligent automation, allowing machines to execute complex tasks independently of
human intervention. They can adapt and learn from experience by using sophisticated
machine learning algorithms. Furthermore, these systems facilitate real-time data analytics,
as the IIoT makes it possible to collect and process significant amounts of operational data,
improving visibility and control. Advanced analytics also support data-driven decisions,
with Al helping organizations reduce errors and increase overall efficiency. This phase
is crucial because it provides the technical foundation needed for further transformation.
For organizations to fully capitalize on the potential of Industry 6.0, they must ensure the
effective integration of advanced technologies. The adoption of these technologies also
makes it necessary to adapt organizational structures accordingly.

c3
MASS CUSTOMIZATION
STRATEGIES AND
SUSTAINABILITY

FEEDBACKLOOP
k

e

FEEDBACKLOOP

Figure 4. Industry 6.0 theoretical model (Source: author’s elaboration).

The emergence of decentralized organizational structures (C2) directly results from
the need to leverage operational autonomy. These structures allow departments and teams
to make rapid, informed decisions based on local data, thereby increasing organizational
agility. By reducing hierarchical levels, companies can respond more swiftly to market
changes. Furthermore, the flatter organizational setup encourages collaboration, facilitates
information sharing, and supports cross-functional innovation. The decentralization pro-
cess is enabled by technologies introduced in the initial stage, which provide the tools
necessary for effective communication and autonomous process management.

Establishing appropriate organizational structures makes it possible to implement
Mass Personalization and Sustainability Strategies (C3). This involves using data-driven
and technology-enabled mass customization, offering personalized products and services
on a large scale without increasing costs. At the same time, sustainability is integrated into
all operational aspects, from resource management to product design. These strategies
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address the evolving expectations of consumers, who increasingly desire personalized
offerings and demonstrate heightened environmental awareness. Adopting such strategies
helps companies differentiate themselves in the market and generate long-term value.

To implement these strategies successfully, it is essential to transform organizational
routines and mindsets. Employees should be encouraged to seek continuous improvement
in processes and products, while the company’s mission and values must reflect sustain-
ability and a commitment to innovation. Company culture serves as the binding element
that supports both technological advancements and changes in work practices. When orga-
nizational culture is transformed, it leads to further enhancement of innovation (C5). At
this stage, the company not only responds to change but also anticipates trends and drives
innovation within its sector. A data-driven approach enables the organization to identify
new opportunities and optimize operations. Developing innovative solutions empowers
the company to create advanced products, services, and business models. This, in turn,
provides a competitive advantage and sustains the cycle of transformation. The model
incorporates a feedback loop that connects innovation enhancement (C5) with advanced
technology integration (C1) and decentralized organizational structures (C2). This loop
implies that the introduction of new technologies stimulates further adoption and supports
business operations; changes in organizational structure align with the introduction of inno-
vative technologies and strategies, potentially requiring additional structural adjustments;
organizational culture evolves to support new initiatives while maintaining a focus on
ongoing improvement and innovation. This continuous process ensures that the company
remains adaptable and resilient, capable of responding to market challenges and opportu-
nities. The graphical representation of the Integrated Theoretical Model, shown through
a circular or spiral diagram (Figure 4), illustrates the cyclical and progressive nature of
this process. The constructs (C1-C5) are presented sequentially, with direct relationships
indicated by arrows.

e (Clisa prerequisite for C2. The implementation of advanced technological integration
necessitates the establishment of decentralized organizational structures.

e (2 — C3: Decentralized structures facilitate the adoption of mass personalization and
sustainability strategies.

e (3 — C4: The implementation of these strategies facilitates cultural transformation.

e (4 — C5: Cultural transformation drives the empowerment of innovation.

e (5 — C1/C2: Enhancing innovation generates new technological developments and
necessitates further organizational adaptations, thereby closing the feedback loop.

The feedback arrows underscore the influence of each stage on the others, creating an
interactive and self-reinforcing system.

5.3. Theoretical Validation of the Model

The integrated theoretical model of Industry 6.0 is grounded in several established
management theories, connecting traditional concepts with the requirements of contem-
porary industrial change. According to Contingency Theory [83], organizations should
adapt their structures to match technological and environmental conditions. Within this
model, Advanced Technological Integration (C1) calls for Decentralized Organizational
Structures (C2) to fully realize the potential of new technologies, reflecting the contingency
approach. The Resource-Based View [84] highlights that organizations gain a competitive
edge by cultivating resources that are rare and difficult to imitate. In our framework,
Advanced Technology Implementation (C1) and Innovation Enhancement (C5) serve as
such strategic resources. Dynamic Capabilities Theory [85] stresses the importance of
developing the ability to respond quickly to changes. Our model shows that decentralized
structures (C2) and a focus on cultural transformation (C4) are central to building these

97



Future Internet 2025, 17, 455

capabilities. Principles from Organizational Learning Theory [86] are visible in the Cultural
Transformation (C4) and Innovation Enhancement (C5) components, which together foster
a culture of ongoing learning and innovation. Systems Theory [87] views organizations
as interconnected entities. The model illustrates this by showing how technology (C1),
organizational structure (C2), strategy (C3), culture (C4), and innovation (C5) interact and
influence one another. Transformational Leadership Theory [88] emphasizes the role of
leaders in driving organizational change. In the context of Industry 6.0, effective leadership
is crucial to ensuring successful cultural transformation (C4). Stakeholder Theory [89] ad-
vocates for considering the interests of all stakeholders. The model addresses this through
mass personalization and sustainability strategies (C3), which account for the needs of cus-
tomers, communities, and the environment. Porter’s Competitive Advantage Theory [90]
is reflected in the use of advanced technologies (C1) and innovation (C5) to differentiate
and optimize organizational performance. The model incorporates these elements through
constructs C1, C2, and C3. The framework’s complexity arises from its dynamic and
adaptive nature, enabling organizations to evolve in response to change through feedback
loops that connect the various constructs. Knowledge Management Theory [91] is also
present in the Innovation Enhancement (C5) and Cultural Transformation (C4) compo-
nents, demonstrating the critical role of knowledge management in promoting continuous
innovation. Finally, our model not only aligns with these foundational theories but also
integrates them to support the effective adoption of Industry 6.0. It demonstrates how tech-
nology, structure, strategy, culture, and innovation are interrelated and collectively enhance
organizational adaptability.

5.4. Final Theoretical Contribution

The ultimate theoretical contribution of this study is the formulation of a central
theoretical proposition that encapsulates the core tenets of the integrated model of Industry
6.0. This proposition emphasizes the interdependence of constructs and the cyclical nature
of transformation. The final theoretical assertion is as follows:

e  Success in Industry 6.0 is not achieved merely through the adoption of advanced technolo-
gies or the implementation of new strategies but emerges from a cyclical and interdependent
transformation wherein Advanced Technological Integration (C1) reconfigures Organizational
Structures (C2), which in turn enable and are reshaped by Mass Personalization and Sustain-
ability Strategies (C3). This dynamic process initiates a profound Cultural Transformation (C4)
that elevates Innovation (C5) from an operational function to an intrinsic strategic capability.
This enhanced innovation further fuels technological integration and organizational evolution,
establishing a virtuous cycle that redefines the organization’s identity and operational essence,
making agility, resilience, and sustainability not just objectives but fundamental components
of its DNA.

This proposition encapsulates the essence of the model, emphasizing that success
in Industry 6.0 is contingent upon the synergistic effect of all identified components,
rather than the result of isolated changes. Each construct is intimately connected and
mutually reinforcing:

Advanced Technology Integration (C1) serves as the initial catalyst, enabling new
operational capabilities through technologies like Al and IloT. However, to fully realize its
potential, it requires Decentralized Organizational Structures (C2) that allow for agility and
rapid decision-making at all levels. Decentralized Organizational Structures (C2) facilitate
the implementation of Mass Personalization and Sustainability Strategies (C3), empowering
autonomous units to tailor products and services to local needs while balancing efficiency
with environmental responsibility. The effectiveness of these strategies (C3) hinges on a
Cultural Transformation (C4) that fosters a culture of continuous improvement, innovation,
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and the integration of sustainability values throughout the organization. This Cultural
Transformation (C4) propels Innovation Enhancement (C5), stimulating the generation of
new ideas and the adoption of emerging technologies, which are essential for maintaining
a competitive advantage. Innovation Enhancement (C5) creates a positive feedback loop
by driving further Advanced Technology Integration (C1) and necessitating additional
adaptations in Decentralized Organizational Structures (C2), thereby perpetuating the cycle
of continuous improvement and adaptation.

This cyclical and interdependent model underscores that success in Industry 6.0 re-
quires a holistic approach where technological advancements, organizational restructuring,
strategic initiatives, cultural shifts, and innovation practices are aligned and mutually
reinforcing. By embracing this integrated framework, organizations can navigate the
complexities of the modern industrial landscape, fostering agility, resilience, and sustain-
ability [92] essential for long-term success.

This proposition captures the essence of the model, highlighting that the success
of Industry 6.0 depends on the synergistic interaction of all its components rather than
isolated changes. Each construct is closely linked and reinforces the others. Advanced
Technology Integration (C1) acts as the primary catalyst, providing new operational capa-
bilities through technologies such as Al and IIoT. However, its full potential is realized only
when supported by Decentralized Organizational Structures (C2), which enable agility
and timely decision-making throughout the organization. These decentralized structures
also facilitate the adoption of Mass Personalization and Sustainability Strategies (C3),
empowering autonomous units to respond to local needs while balancing efficiency and
environmental stewardship.

The effectiveness of these strategies (C3) depends on a genuine Cultural Transfor-
mation (C4), which nurtures continuous improvement, innovation, and the integration
of sustainability values at every level. This cultural evolution (C4) drives Innovation
Enhancement (C5), supporting the development of new ideas and the implementation of
emerging technologies, which are essential for maintaining competitiveness. Innovation
Enhancement (C5) then reinforces the cycle by promoting further Advanced Technology In-
tegration (C1) and prompting new adaptations in Decentralized Organizational Structures
(C2), ensuring ongoing improvement and organizational flexibility. This cyclical and inter-
dependent approach demonstrates that Industry 6.0 requires a comprehensive framework,
where advancements in technology, organizational changes, strategic initiatives, cultural
development, and innovation practices are aligned and mutually supportive. By adopting
this integrated perspective, organizations can effectively address the challenges of the
contemporary industrial environment, strengthening agility, resilience, and sustainability
as core elements for long-term success.

To this end, our proposed framework distinguishes itself from previous approaches
by moving beyond a focus on standalone technological enablers, such as multi-agent [7] or
digital twin integration [8], and instead embeds these elements within a systemic, cyclical
perspective in which feedback loops and cultural transformation play a central role.

6. Discussion of Results

This section discusses the theoretical study’s results in relation to the research ques-
tions. The integrated Industry 6.0 model developed here highlights essential technological,
organizational, strategic, and cultural changes for this emerging industrial paradigm. To
ground the theoretical contribution in emerging industrial practice, we included several
illustrative cases throughout the analysis. For instance, Siemens” Amberg factory demon-
strates cognitive quality control, where Al autonomously adjusts production parameters in
real time. The Haier RenDanHeYi model exemplifies decentralized organizational architec-
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tures that empower independent units with cognitive decision-making capabilities. Nike’s
cognitive manufacturing platform illustrates how Al can harmonize personalization and
sustainability, while Toyota’s predictive quality systems show how zero-defect principles
can reshape organizational culture. These examples, while not exhaustive, support the
plausibility of the proposed framework by showing how elements of Industry 6.0 are
already materializing in advanced manufacturing contexts.

Response to RQ1: How does Industry 6.0 influence the structure and strategy of
industrial organizations?

Our findings indicate that Industry 6.0 reconfigures both organizational architecture
and business strategy. Advanced technologies such as Al and IIoT (C1) act as catalysts for
decentralization (C2), enabling real-time decision-making and enhanced agility. Strategic
orientation shifts toward balancing mass customization and sustainability (C3), ensuring
that organizations can deliver tailored products without compromising environmental
responsibility [35,36]. Importantly, the model emphasizes that cultural transformation
(C4) underpins these changes, embedding adaptability and continuous improvement
across the enterprise. This holistic transformation surpasses prior frameworks that treated
these domains separately, underscoring our contribution of a systemic, cyclical design. In
particular, cultural transformation is not addressed as a generic change process but as a
structural binding construct that continuously connects technology, organization, strategy,
and innovation, distinguishing Industry 6.0 from previous maturity-oriented models.

Response to RQ2: What organizational structures are best suited to support the
decentralized decision-making and integration of advanced technologies envisaged by
Industry 6.0?

The results highlight decentralized organizational structures (C2) as most effective
for leveraging the potential of Industry 6.0. These structures empower teams with au-
tonomy, supported by real-time information from Al-driven control systems (C1). In
practice, distributed additive manufacturing offers a clear example: local production cells
autonomously adjust printing parameters, reducing reliance on central supervision and
enhancing responsiveness. Such emerging practices confirm that decentralization, when
combined with advanced technology, generates resilience and operational agility beyond
what centralized structures can provide [62]. Similar directions are noted in recent studies
where multi-agent systems are adopted to coordinate distributed manufacturing tasks [7]
and digital product passport frameworks are integrated with digital twins to enable decen-
tralized control [8].

Distributed additive manufacturing networks demonstrate cognitive decentralization
by allowing local nodes to autonomously manage printing, material use, and quality
control. These nodes adapt in real time to conditions like humidity and temperature, while
inter-node communication ensures global quality and sustainability.

Response to RQ3: How can organizations develop strategies that effectively balance
mass customization and sustainability within the Industry 6.0 model?

The model suggests that the balance between personalization and sustainability (C3)
can be achieved by integrating advanced analytics with decentralized decision-making. Al
and IIoT support mass customization while simultaneously optimizing resource use and
minimizing waste [55]. This dual focus is increasingly evident in sectors such as predictive
maintenance, where localized teams use machine learning insights to anticipate equipment
failures and intervene proactively. By reducing downtime and avoiding unnecessary re-
source consumption, firms demonstrate how personalized service delivery and sustainable
practices can reinforce each other within Industry 6.0 environments. This is consistent
with neural-network-based approaches to fault prediction [17] and Six Sigma applications
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enhanced by AI [16], which demonstrate how data-driven systems can embed resilience
and sustainability into industrial operations.

Cognitive predictive maintenance systems balance customization and sustainability
by using machine learning to schedule maintenance for each machine, optimizing resources
facility-wide. These systems learn each machine’s operation, predict the best times for
intervention, and coordinate activities to reduce downtime and environmental impact.

Response to RQ4: What are the cultural and strategic implications of a zero-fault
environment and how does it affect continuous innovation and incremental improvement
in industrial organizations?

Achieving a zero-defect environment requires a cultural transformation (C4) that
prioritizes quality, innovation, and preventive approaches over reactive corrections [21].
Strategically, this transformation strengthens innovation (C5), as predictive quality systems
encourage experimentation and cross-functional collaboration. By embedding zero-defect
objectives within organizational culture, firms move from static compliance to dynamic
improvement, creating environments where incremental learning and radical innova-
tion coexist. This cultural embedding distinguishes our model from prior accounts that
largely treated zero-defect as a technological or operational goal rather than a cultural and
strategic imperative.

Furthermore, this study addresses several gaps in existing literature:

1. This study investigates the impact of Industry 6.0 on organizational structures, with a
focus on decentralization that enables distributed decision-making and the assimila-
tion of new technologies.

2. In contrast to Industry 4.0 and 5.0, our framework positions sustainability as a core
component, guiding organizations toward balancing mass customization with ecolog-
ical responsibility.

3. Wehighlight necessary cultural transformations for achieving zero-defect environments,
which are crucial for fostering sustained innovation and organizational resilience.

4. The theoretical model presented combines aspects of technology, organizational archi-
tecture, strategy, culture, and innovation, providing both actionable recommendations
and fresh perspectives for management scholars and practitioners.

7. Conclusions

This study develops a conceptual framework for Industry 6.0, positioning it as an
emerging paradigm that integrates advanced technologies, decentralized organizational
forms, mass customization, sustainability, and innovation into a systemic and cyclical
model. By highlighting the binding role of cultural transformation, the framework clarifies
how technology, organization, strategy, and innovation are continuously connected and
reinforced, moving beyond the linear or siloed representations of Industry 4.0 and 5.0.

The contribution of this research is threefold. First, it provides a clear working def-
inition of Industry 6.0, addressing the current fragmentation in the literature. Second, it
introduces propositions (P1-P14) that establish a theoretically grounded foundation for
further inquiry. Third, it illustrates the plausibility of the framework through emerging
industrial cases such as Siemens, Haier, Nike, and Toyota.

Several limitations must also be acknowledged. The applicability of the framework
may be constrained in highly regulated industries, and SMEs may face barriers due to
resource constraints and limited digital infrastructures. Moreover, the emphasis on cultural
transformation presupposes organizational readiness that may vary across contexts, making
diffusion uneven.

Overall, this research advances the debate on the future of manufacturing by framing
Industry 6.0 as an adaptive and context-sensitive paradigm. Rather than replacing Industry
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4.0 and 5.0, it provides an integrative lens for understanding how cognitive manufacturing,
cultural transformation, and systemic feedback loops can drive more resilient, sustainable,
and innovative industrial ecosystems. Thus, Industry 6.0 emerges not as a prescriptive
blueprint but as a conceptual lens for rethinking how manufacturing systems can evolve
toward greater resilience, sustainability, and cognitive adaptability.
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Appendix A Proposition-Reference Mapping

Proposition Key Reference Contribution of the Cited Works
P1 32,37] These works establish the foundational role of CPS and IoT in Industry 4.0, enabling
’ digital automation but retaining centralized and efficiency-oriented structures.
These studies on Industry 5.0 emphasize human-machine collaboration and
P2 [34,36] sustainability awareness, but note limited changes in organizational structure,
supporting the transition argument.
P3 [5,37] Literature on Al and IloT demonstrates how autonomous systems drive the need for
’ decentralized organizations, showing a step beyond 4.0 and 5.0.
P4 [38,39] These contributions highlight the strategic importance of mass customization and
’ sustainability, positioning them as central objectives for Industry 6.0.
Cultural change is discussed as a driver of innovation and sustainability in
P5 [40,43] industrial transitions, but without systemic integration—our proposition builds on
and extends these insights.
This work stresses the shift toward proactive, data-driven innovation enabled by
P6 [42] o . . . o
advanced analytics, aligning with our view of continuous innovation in Industry 6.0.
These studies document how Al/IloT integration improves efficiency and flexibility,
pP7 [44,45] forming the basis for Industry 6.0’s predictive optimization and autonomous
decision-making.
s [56,58] Research on sustainable practices in advanced manufacturing shows how Al/IloT
’ can reconcile customization and environmental goals, supporting our proposition.
Decentralization and agility are emphasized in these works, demonstrating how
P9 [61,62] s . . .
distributed structures enhance responsiveness compared to hierarchical models.
P10 67,69 These papers show how adaptation to market dynamics and consumer preferences
’ requires new structural models, validating the Industry 6.0 approach.
P11 [21,69] These contributions discuss how Al and IIoT enable scalable customization
’ strategies, supporting the balance of flexibility and scalability proposed in P11.
P12 [45,75,76] Sustainability as a strategic imperative is emphasized here, particularly the role of
" supply chains and responsible resource management in long-term value creation.
P13 [24,79] These studies explore zero-defect manufacturing and cultural change for quality,
’ underlining the organizational and cultural shifts required for implementation.
P14 [19,20] These works provide evidence of predictive quality and defect prevention as

strategic levers, showing their role in resilience and agility.2
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Abstract

This paper proposes an Al-based approach to adapting the data write latency in multicloud
systems (MCSs) that supports data consistency across geo-distributed replicas of cloud
service providers (CSPs). The proposed approach allows for dynamically forming adapta-
tion scenarios based on the proposed model of multi-criteria optimization of data write
latency. The generated adaptation scenarios are aimed at maintaining the required data
write latency under changes in the intensity of the incoming request flow and network
transmission time between replicas in CSPs. To generate adaptation scenarios, the features
of the algorithmic Latord method of data consistency, are used. To determine the threshold
values and predict the external parameters affecting the data write latency, we propose us-
ing learning Al models. An artificial neural network is used to form rules for changing the
parameters of the Latord method when the external operating conditions of MCSs change.
The features of the Latord method that influence data write latency are demonstrated by the
results of simulation experiments on three MCSs with different configurations. To confirm
the effectiveness of the developed approach, an adaptation scenario was considered that
allows reducing the data write latency by 13% when changing the standard deviation of
network transmission time between DCs of MCS.

Keywords: multicloud systems; data writing latency; optimization; data consistency method

1. Introduction

Interest in multicloud systems (MCSs), which make it possible to create and manage
copies of data—replicas—in independent geo-distributed databases or storage systems, has
been steadily growing [1]. A distinctive feature of MCSs for cloud service customers is the
ability to use resources from multiple CSPs, which allows clients to remain independent
of the terms of cooperation with any single CSP [2]. In addition, the advantages of MCSs
include flexible management of cloud service costs across multiple CSPs, whose data
centers (DCs) can be located as close as possible to end users.
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When organizing the functioning of MCSs, all issues related to coordinating and
managing interactions between services and data hosted in different CSPs fall under the
responsibility of cloud service customers [3]. The trade-off between data consistency in
MCS replicas and application response latency, incurred during data writes and reads,
represents a fundamental principle of any distributed system [4]. At the same time, the
development of methods to ensure the relevance and consistency of data within the limits
acceptable from the point of view of business logic in each replica of any CSP in a given
MCS remains an unresolved scientific and practical problem.

Traditionally, in the literature, the advantages of a new method of data consistency
or replication in cloud systems are confirmed by the result of a numerical comparison of
write/read delays arising when using the proposed method and a reference method. In
most cases, real experiments are conducted on the resources of one CSP, with explanations
of the difficulties that may occur when using the obtained results for MCSs. This way of
presenting data consistency methods does not allow for estimating the latency that may
arise when implementing these methods in other cloud system configurations, especially in
MCSs. This significantly reduces the likelihood of the practical use of the presented devel-
opments. In addition, it limits the possibility of a priori assessment or control of data write
and read latency in the MCS required for switching to another data consistency method.

A reasonable assessment of switching to a new and faster data consistency method
in MCSs requires long-term and expensive test implementation and validation, and the
process of its implementation may lead to changes in the overall architecture or in the
interaction between existing services. Thus, managing data write latency in replicas by
switching to new data consistency methods may be difficult to implement in practice. A
more realistic option, in this case, is the possibility of initially using such a data consistency
method that allows managing data write latency in changing operating conditions for
the MCS.

Our main contribution is an approach to adapting the data write latency in geo-
distributed MCSs based on the use of Al models and internal parameters of the method
Latord of data consistency, in replicas of different CSPs.

Unlike non-algorithmic data consistency methods in cloud systems, the interval pa-
rameters of the Latord method determine the data write latency in replicas. The proposed
approach to adapting the data write latency in MCSs combines the interval parameters of
data reconciliation in replicas, the significance vector of DCs in the MCS, the properties of
global communication channels, and incoming request flows into a multi-criteria model.

The results of simulation experiments in three MCSs with different configurations
demonstrate a significant effect of the parameters of data reconciliation on individual
components of the data write latency, even with a 50-fold increase in the intensity of the
incoming write request flow. Using the results of simulation experiments, we propose
an example of the formation of adaptation scenarios, the use of which reduces the data
write latency in replicas by approximately 13% when changing the properties of global
communication channels between DCs of the MCS.

Features of the data consistency the Latord method which define the distinct compo-
nents of data write latency, the multi-criteria model of the data write optimization, and the
approach to the formation of adaptation scenarios on Al models, are presented in Section 3.
Section 4 describes the results of simulated experiments. A scenario of the data write
latency adaptation based on the experimental results is discussed in Section 5. Section 6
provides our conclusions and outlines the focus of our future work.
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2. Related Work

In single-provider cloud systems, the problem of reducing data replication latency
can be solved by choosing the optimal number and location of replicas to work with
the selected volume of data [5,6]. In geo-distributed systems, when a client requests a
read operation, long tail latency may occur, to reduce which a predictive replica selection
strategy was developed in [7]. In [8], the authors proved that a machine learning (ML)
method can be effective in automatic threshold-based mechanisms of data placement and
replication activation.

To mitigate the well-known conflict between the cost and latency of read requests, the
geo-distributed cloud storage GeoCol was proposed in [9]. GeoCol integrates Al-based
methods for request partitioning and storage planning. GeoCol uses an ML technique
to predict request latency and a reinforcement learning (RL) model to ensure that each
sub-request is sent in parallel to the optimally located DC of the CSP.

In [10], based on a comparison of various principles for classifying data replication
strategies, a conclusion was made about the advisability of using not only the response
time to requests but also an assessment of the economic effect as the goal of replication in
single-provider cloud systems.

In [11], the authors propose making decisions about the need to create or delete
replicas in single-provider cloud systems based on the assessment of the response time to
read requests and the costs that affect the profitability of the cloud provider. The paper’s
approach to calculating the response time to read requests allocates the maintenance of an
up-to-date list of replicas in the cloud system to the internal mechanisms of a database,
which would be difficult for MCSs.

A dynamic replica placement strategy in MCSs based on predefined service level
agreement (SLA) thresholds for the response time to read requests, cost, and data popularity
is proposed in [12]. This approach can be very effective in achieving tenant performance
objectives, given their economic constraints.

Data processing involves distributed execution and partitioning, even within a single-
provider cloud system. SLA-defined limit request response time, as a parameter of the
quality of service of one provider, can be used as an inter-region delay only within one
CSP. If the query execution plan contains data from replicas in other CSPs, it is necessary to
determine the data transfer time between different CSPs, which is not regulated by SLA.

The average backbone network latency between Azure datacenters [13] and the AWS
regions’ latency matrix [14] demonstrates that there can be a tenfold difference in the
average inter-region latency, even for single providers. The average network latency of
packet transmission between replicas of different CPSs can differ significantly from the
average inter-region latency in one CSP, which must be taken into account when calculating
request response time in MCSs.

The strategy of data placement in DCs of various CSPs was analyzed in [15]. The
authors demonstrated that placing data as close as possible to the location of data users
reduces the response time to read requests by more than 20%, but in this case, it is necessary
to replicate and check data consistency across all CSPs.

Various groups of methods were used to ensure data consistency in geo-distributed
replicas belonging to different CSPs. The largest group comprised replication protocols
that are variations of the Paxos protocol [16-19], differing in the way that a leader replica
is chosen.

It is also possible to identify a group of replication protocols in which data consistency
is achieved using timestamps and various methods for synchronizing physical and logical
clocks [20-22]. However, the data reconciliation methods of this group are effective when
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applied to the resources of a single CSP, but they lose their advantages when implemented
in the MCSs.

In [23], the VIP-Grab data replication protocol based on an algorithmic method of data
consistency in MCSs was proposed. However, principles of the formation of a complete
ordered sequence of numbers to data write requests in this protocol can be the cause of
long response time to data write requests.

The above methods do not contain parameters whose change could affect the latency
of data write and read requests in geo-distributed replicas of different CSPs of the MCS.
At the same time, the interval method of ordering data write requests proposed in [24]
contains such parameters.

Al models are used to address various problems that arise in cloud services: from
adapting infrastructure to traffic times [25] to forecasting workload demand and dynami-
cally managing multiple resources [26,27]. In [28], the authors developed a deep learning
algorithm that predicts Round-Trip delay Time (RTT) and the availability of cloud services.
Real-time live data from Amazon Web Services, Alibaba Cloud, and Tencent Cloud serve
as historical data for the real-time analysis and prediction of RTT between the DCs of CSPs.
The article discusses how the research results can help cloud service customers choose
CSPs to create more efficient MCSs without reducing the data write latency in them.

As far as we know, Al models have not been applied to adapt data write delay based
on the data consistency method in MCSs. Predictions of external factors for MCSs together
with the use of our method to coordinate data write requests will allow the data write
delay to be adapted to them in advance. We note that our work is novel to the best of our
knowledge in that it demonstrates the feasibility of adapting data write latency in MCSs
based on a query consistency method and Al models.

3. Materials and Methods
3.1. MCS Configuration

Our goal is to investigate the possibility of managing data write latency in geo-
distributed replicas of different CSPs when there are changes in the external operating
parameters of the MCS. The interaction between hardware and software resources (servers,
virtual machines, databases, and services), as well as the methods of data replication
within each CSP, is carried out by means of the CSP itself and can differ significantly,
in principle, from each other. Meanwhile, interactions between CSPs are performed via
identical instances of the middleware, located in a single DC of each CSP, referred to as a
broker Bry, x = 1. .. BrMax, BrMax—the number of brokers in an MCS. Thus, we consider
an MCS as a network of geo-distributed brokers containing data replicas. Each broker
serves as the geographical center of a virtual cluster of end users whose requests are
directed to it. Figures 1-3 show geographical maps of broker locations as red dots and their
corresponding virtual user clusters as red ovals for the three MCSs whose parameters are
used in this study.

e  MCS A contains brokers in Brazil, South Africa, China, and Malaysia;
e  MCS B contains brokers in India, Canada, Israel, and the United Kingdom;
e  MCS C contains brokers in China, Japan, Malaysia, and South Korea.

The green lines in these figures depict the conditional connections between brokers,
illustrating the distances between them.
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Figure 1. Scheme of the conditional connections (green lines) between brokers (red points) and user
clusters (red ovals) for MCS A: 1—broker Bry in Sao Paulo (Brazil), 2—broker Br, in Cape Town
(South Africa), 3—broker Brz in Hong Kong (China), and 4—broker Br, in Kuala Lumpur (Malaysia).

%)

Figure 2. Scheme of the conditional connections (green lines) between brokers (red points) and
user clusters (red ovals) for MCS B: 1—broker Brq in Hyderabad (India), 2—broker Br, in Montreal
(Canada), 3—broker Brj in Tel Aviv (Israel), and 4—broker Bry in London (United Kingdom).

Figure 3. Scheme of the conditional connections (green lines) between brokers (red points) and user
clusters (red ovals) for MCS C: 1—broker Bry in Hong Kong (China), 2—broker Br;, in Osaka (Japan),
3—Dbroker Brs in Kuala Lumpur (Malaysia), and 4—broker Br, in Seoul (South Korea).
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3.2. General Principles of Interval-Based Coordination of the Data Write Requests with the Latord
Method in Geo-Distributed Replicas

Each broker, upon receiving a data request from a user, appends a key packet
PR(Bry(to), Ngl(to)) [29] in the form of a tuple of elements (Table 1) and forwards it to
all other brokers via the TCP protocol.

Table 1. Elements of tuple PR(Brx(to), Ngl(to)).

Element of Tuple Description
Bry(from) the source broker that received the data packet from the user
NW ) the sequence number of the current packet among those received by the source broker
emp(from Bry(from) within the availability window Wy
Ntemp(from) the sequence number of the current packet among those received by the source broker
P Bry(from) within the residual window Al
the packet number in the common order sequence at the source broker Bry(from) at the time
Ngl(from) .
of key packet formation
the number of the adjustment interval during which a packet from a user arrived at the
I(from)
source broker Bry(from)
NWtempl(to) the sequence number of the current packet among those received by the current broker
P Bry(to) within the availability window Wi
the sequence number of the current packet among those received by broker Bry(to) within
Ntemp(to) . .
the residual window Al
Ngl(to) the current packet number in the common order sequence at broker Bry(to)
I(to) the number of the adjustment interval during which the key packet was received by

broker Bry(to)

At that moment, a broker Br(from) can be considered an active replication node. Upon
receiving a key packet from another broker, a broker Br,(to) is considered a passive node.
Thus, each broker functions as both a leader and a follower in MCS replication at different
points in time.

It is assumed that all passive nodes receive the packet sent by the active node only once
during the specified time interval. In this case, the order in which key packets are received
by each broker may not correspond to the order in which these packets were sent by the
active node. As a result, each broker eventually receives copies of all requests handled by
the MCS, but according to its own observed chronology, i.e., the order of receipt. The main
task of the Latord method is to assign, in each broker, specific numbers to all packets (i.e.,
user requests and key packets), in accordance with the common order sequence within
the established acceptable interval. These idempotently consistent numbers determine the
order of data writes across all replicas, thereby defining the degree of data consistency in
the MCS.

For packet identification by monotonically increasing natural numbers that form the
common order sequence, the incoming stream at each broker is treated as a sequence
of closed intervals I(fo) with a fixed duration. Sorting packets within a closed interval,
i.e., sorting a finite subset of packets from an otherwise infinite incoming packet stream,
eliminates the problem of sorting elements of an infinite set [30]. Sorting the packet numbers
within each interval creates, in each of them, a complete partially ordered set, in which,
for any pair of numbers a and b, the condition a < b holds. The Latord method determines
the minimum number Nfree(I,(to)) of the first packet received by the broker in the current
adjustment interval I(fo) as one greater than the maximum packet number in the sequence
formed in the previous interval I (fo — 1). Such a linear alignment of numbers between
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adjacent intervals makes it possible to treat the tuple of ordered packet numbers from the
incoming stream as a total order sequence.

The correct number of the current packet in a common order sequence is determined
immediately upon its arrival at any broker. This means that, from all packets previously
received by a given broker, a common order sequence has already been formed, in which
the correct position for the current packet must be determined. The rules for determining
the correct position, i.e., the number in a common order sequence, of the current packet
are implemented in our Corr algorithm. In this case, inserting the current packet into the
correct position within the sequence of numbers results in the adjustment of the numbers
previously assigned to earlier packets, whereas adding the current packet with a new
maximum number in the sequence does not.

Accordingly, the use of the Latord method for interval-based coordination of data
write requests at each broker, for any packet received within the current interval, can be
divided into two consecutive steps:

1.  Formation of the tuple Miate of prior time intervals, whose packets may be adjusted,
and the tuple Mcor of packet numbers previously received by this broker from Mlate;

2. Sorting the packet numbers from Mcor, with the consideration of the parameters of
the currently received packet, using the Corr algorithm.

3.2.1. Formation of the Mlate Time Interval Tuple and the Mcor Packet Tuple

In the MCS, global network channels are used for packet transmission, both between
users and brokers and among brokers themselves, with uncontrolled fluctuations in signal
transmission speed. This implies that all time intervals describing packet transmission
should be treated as random variables.

For each broker Bry, the interval Iy, in which packet numbers are sorted, is represented
as a tuple consisting of the availability window Wy and the residual window Al,. The
duration of the sorting interval equals the sum of the corresponding windows [24]:

L = Wy + Al. 1)

The duration of the availability window Wy depends on the area of the notional user
cluster of the current broker Br, and can be estimated numerically as the average time
required for a request to reach the corresponding nearest broker [24]. This implies that
for a notional cluster of active MCS users distributed over a larger geographical area, the
availability window must be larger than for a cluster with a more compact distribution of
active users. The duration of the residual window Al should be no less than the average
time of packet transmission between the current broker and the most distant broker within
the given MCS [24].

The sorting interval I, differs across brokers; therefore, a single value, referred to as
the adjustment interval I, is selected for all brokers to synchronize the packet coordination
process in the MCS [24]:

I= max I, (2)
x=1...BrMax

Thus, the time axis is represented as a sequence of non-overlapping adjustment inter-
vals I, consecutively numbered with natural numbers. Meanwhile, the adjustment interval
I at each broker preserves its structure, remaining a tuple consisting of the availability
window W,, defined for each broker, and the residual window Al.

Using a global network to transmit packets between brokers may result in a key packet
being sent from interval I(from) and arriving at another broker after the end of the same
interval I(from). In other words, a packet may “arrive late” relative to the end of the interval
from which it was sent and will be received during the following adjustment intervals I(fo).
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We will consider it a delay when a single key packet contains I(fo) > I(from). The maximum
allowable packet delay, MaxLate, is determined by the following relationship [24]:

MaxLate = Ky - 1, 3)

where Kj 4, is a positive integer. For example, if a packet is sent by a broker from window
Wy of interval I(to), and MaxLate equals 2-I, then the latest, i.e., the final, window in which
this packet can be received by another broker will be Wy of interval I(fo + 2).

The value of MaxLate is used in the Latord method to determine the order of packet
transmission without relying on timestamps. Knowing the window type and the interval
number of the current packet’s arrival, for example, Al, from I(to0), and assuming that the
packet is maximally delayed, we consider the source of this packet to be the corresponding
window Al of interval I(to—Kj4,). If this assumption is correct, the number of the current
packet should be smaller than the number of all previously received packets that were
sent by other brokers after the current packet was sent. In other words, the number of the
current packet should be smaller than the number of previously received packets that were
sent from the tuple of windows Mlate, ranging from Al of interval I(fo—Kj,) to Al of
interval I(fo). Such a tuple of windows, Mliate, will contain 2Ky 4, + 1 windows, while the
tuple Mcor will include all packets that have already arrived at the current broker from
these 2:Kj 4, + 1 windows. Representing the arrays Mlate and Mcor as tuples emphasizes
the need to arrange both the windows and the packets within them in ascending order of
their previously assigned sequence numbers. The hypothesis regarding the transmission
order of the current packet among the packets in the tuple Mcor is verified according to the
rules of the Corr sorting algorithm.

Let us consider an example of the formation of the tuples Mlate and Mcor in the MCS
consisting of three brokers, for which the maximum allowable packet delay MaxLate is
2-1. Let the current packet, marked in red in Figure 4, have arrived at broker Br, during
availability window Al, of adjustment interval I(57).

. 1(55) |
5 J
Br1 | Wi E e
vz i
Br i W E e
Brs }] el :
‘W AL ' W A W A + tume
~~» packet from user ——» packet fom broker

Figure 4. Example of the formation of the Mlate window tuple and the Mcor packet tuple for the
current packet (red arrow).

For such a packet, the Mlate window tuple contains 5 elements:
Mlate = (AI>(55), W (56), ALL(56), W»(57), ALL(57)), 4)

while the Mcor packet tuple contains 6 packets previously received by Brp, marked in green
in Figure 4. The Mcor tuple contains both packets sent by other brokers from the windows
of the Mlate tuple and packets received from users during the same windows.
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3.2.2. The Corr Algorithm for Determining the Correct Packet Number in the Common
Order Sequence of Numbers

The sorting conditions according to the Corr algorithm are checked between the
currently received packet and each packet in the Mcor tuple by iterating through all
elements of Mcor sequentially, starting from the first.

In the Corr algorithm, the conditions for the pairwise agreement of packet numbers
correspond not to the actual chronology of packet arrivals at the brokers, but rather to
the chronology of the windows in the Miate tuple. This implies that all packets sent from
earlier windows must be assigned smaller numbers in the sequence than those sent from
later windows. For requests received from users in a key packet, the broker that received
the request will be considered the source broker of the packet; that is, Bry(from) and Bry(to)
in the key packet will be equal.

When comparing packets sent from the same window of a given adjustment interval
but originating from different brokers, the packet from the broker with a higher priority is
assigned the smaller sequence number. A broker priority corresponds to the duration of its
availability window W,: a broker with a longer W, is assigned a higher service priority
than a broker with a shorter W, [24]. This allows packets sent by users who are theoretically
farther from their broker in larger clusters to be “moved ahead” of packets sent by users
who are closer to the broker in smaller clusters.

When comparing packets sent by the same broker from a single window W, or Al,
the packet sent earlier—that is, the packet with the smaller number N"temp(from) or
Ntemp(from), respectively—receives the smaller sequence number.

3.3. Data Write Latency in the MCS Implementing the Latord Method

The maximum allowable interval, MaxLate, for packet delivery between brokers
effectively defines the period during which the number of the current packet can be
adjusted according to the parameters of subsequent packets. After 2-Ky,, subsequent
windows have passed, the current packet will no longer be included in the Mcor tuples
created for sorting new packets. This indicates that after 2-Kj 44, subsequent windows have
elapsed, the packet number Ngl(to) in the total order sequence can be considered finally
adjusted and used to establish the order of writing the corresponding user data to all
replicas. We will consider LatencyWr(Ngl(to)) as the delay in writing data to the replica—the
time interval between the moment it becomes impossible to adjust the Ngl(to) number of
the packet and the moment the corresponding request from the user reaches the active
broker Bry(from):

LatencyWr(Ngl(to)) = Ar(Ngl(to)) + MaxLate = Ar(Ngl(to)) + Kpape - I, (5)

where Ar(Ngl(to0)) is the time interval from the moment a user request arrives until the end of
the precise incoming window—W, or Aly. Thus, the latency LatencyWr(Ngl(to)) of writing
data when using the Latord method is determined by the maximum allowable packet
delay MaxLate, which depends on the adjustment interval I, as well as the proportion of
the window W, to the window Al in each broker. The component Ar(Ngl(to)) contributes
to the random nature of data write latency. Moreover, the procedure for writing data
from a packet with the number Ngl(fo) into each replica must begin immediately after the
end of the interval defined by expression (5), provided that the packet with the number
Ngl(to)—1 has already been written onto the current replica. In each replica, the difference
between the moment of receiving a packet with the number Ngl(to) and the start of the
procedure for writing data from it, even if the packet Ngl(to) — 1 has already been written
earlier, is the SLA-limited available time of the corresponding resource. Available time, as
a parameter of the quality of service of the database’s request response time, is included in
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the SLA of each CSP, which makes up the MCS and requires the presence of mechanisms
for automatic verification of this productivity metric [31,32]. Confirmation of the quality of
service guaranteed in the SLA is a well-known non-trivial task for MCSs [33,34] and does
not depend on the method of data reconciliation in the replicas.

3.3.1. Parameters of the Latord Method for Assigning Data Write Latency in the MCS

We will consider the latency Latency,(Ngl(to)) of forming the correct number Ngl(to)
of the packet at broker Br, as the interval between the moment t{°"(Ngl(to)) of the last
adjustment of the packet number Ngl(to) and the moment ¢ (Ngl(to)) this packet arrives
at Bry:

Latency,(Ngl(to)) = 5" (Ngl(to)) — £ (Ngl(to)). (6)

The number of sorts for each packet in any broker equals the number of packets
that arrive at that broker after the current packet within the current window and in the
subsequent 2-Kj 4, windows. Considering that not every sorting operation may lead to
an adjustment of a previously assigned packet number, the moment " (Ngl(to0)) of the
last adjustment of the number Ngl(to) is a random variable. The moment +* when a
key packet arrives at the current broker Bry, as well as the moment #" when a request
arrives from a user, is a random variable and depends on the geographical location of the
brokers. Consequently, in expression (6), both terms are determined by random events,
and Latency,(Ngl(to)) should also be considered a random variable, whose parameters are
defined by the arrangement of brokers in the MCS.

Let us consider the principle of forming the latency LatencyWr(Ngl(to)) of writing data
and the latency Latencyy(Ngl(to)) of forming the correct number Ngl(to) of the packet on the
MCS, as illustrated in the example in Figure 4. Suppose a user request arrives at broker Br;
at moment té” during the availability window W of adjustment interval I(14) (Figure 5).

5 1(14) 1(15) ‘ I(16) - | 1(17)
‘ 71T !

AL Lt e Wi time

| " |
— \/\ bz

W toripar | W tinte

Brs : :
Ws AL 3 AL o W tpur ‘W time
“~» packet from user ——» packet fom broker

Figure 5. Example of the determination of the latency of forming the correct packet number and the
data write latency.

According to the chosen MaxLate from expression (5), writing a packet to all replicas
can begin at t*"(Ngl(to)), i.e., through 2-I after the completion of Wy from I(14). Therefore,
the data write latency for the current packet to all replicas will be equal to

LatencyWr(Ngl(to)) = t"(Ngl(to)) — t" = Ar(Ngl(to)) + MaxLate = Ar(Ngl(to)) +2- 1. (7)
Let us assume that the key packet corresponding to the user’s input request arrived at
the other brokers at moments £ and . Suppose that the number of sorting procedures

for the packet number Ngl(to) in the brokers was different, so that the adjustments were
performed independently and completed at different moments t5°" (Ngl(to)), x=1...3. Then,
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the numerical values of the latencies Latency,(Ngl(to)) in generating the correct number NgI(to)
of the packet in the brokers differ and equal, accordingly, as follows:

Latency; (Ngl(to)) = t°" (Ngl(to)) — i,
Latency, (Ngl(to)) = 5" (Ngl(to)) — tit, 8)
Latencys(Ngl(to)) = t5" (Ngl(to)) — .

Generally, the data write latency LatencyWr(Ngl(to)) can be expressed using the vary-
ing values of the latency Latency,(Ngl(to)) for generating the packet number Ngl(to) at
different brokers:

LatencyWr(Ngl(to)) = Atff’mmfto(Ngl(to)) + Latencyy(Ngl(to)) + o, x = 1...BrMax, )

where At}rmmito(Ngl(to)) = ti"(Ngl(to)) — tj}“mm(Ngl(to)) is the packet Ngl(to) transmis-
sion duration from the active broker Br(from) to the current broker Br(to), and Ty is the
interval between the data write moment t*"(Ngl(t0)) and the moment t5°" (Ngl(to)) of the
last adjustments of the packet Ngl(to). It is assumed that for a user request at broker Br;
(Figure 5),

AT (Ngl(to)) = At" | (Ngl(to)) = 0. (10)

from—to

The interval 7y is an excessive ballast random component of the data write latency
LatencyWr(Ngl(to)), since not all brokers perform the adjustment of the packet number
Ng(to) throughout the entire interval from £ to t"(Ng(to)). Therefore, changes in the
data recording delay, expressed by Formula (9), can be achieved by changing the duration
of packet transmission between brokers Atjfmmf 1o(Ngl(to)) and Latencyy(Ngl(to)) of the
formation of the correct packet number Ngl(to) in each broker.

3.3.2. Parameters That Determine the Latency of Forming the Correct Packet Number
in Brokers

The number of sorts for the packet number Ngl(to) at each broker is determined by
the number of incoming packets during the fixed interval MaxLate and, therefore, depends
on the intensity of the incoming user request stream UtoBr, at each broker. In turn, the
number of sorts for the packet number in the interval from £ to t7 (N gl(to)) affects the
latency Latency,(Ngl(to)) when generating the NgI(to) number of this packet. The closer
these moments are to each other, the smaller Laterncy,(Ngl(to)) becomes. The position of
t“T(Ngl(to)) on the time axis depends on the a priori chosen MaxLate value; so, the latency
Latency,(Ngl(to)) is determined by the duration of the adjustment interval I.

The initial selection of the adjustment interval I, as well as subsequent modifications of
its value during the operation of the MCS, leads to the problem of revising the relationship
between the W, and Al, windows in each broker, i.e., the problem of secondary selection
of these windows within [ for all brokers.

It is also possible that an inverse case, when revising the window durations, will lead
to a change in the adjustment interval I, thereby affecting both the latency Latency,(Ngl(to))
and the data write latency.

It should be noted that difficulties in synchronizing clocks between the devices of all
active MCS users and the brokers of the corresponding clusters may turn the selection
of Wy based on real measurements into an empirical problem requiring ad-hoc solutions.
Meanwhile, the packet transmission time between brokers, as a random variable, has a
minimum limit determined by the geographical locations of the corresponding DCs of
CSPs and can serve as a starting point for the secondary selection of windows. Moreover,
packet transport between brokers is strongly affected by fluctuations in Internet traffic and
global communication channel parameters.
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Thus, the latency of generating packet numbers in each broker and write data latency
are influenced by the set of internal parameters of the Latord method:

U(t) = {Wy(t), AL(t), Is(t), MaxLate},x = 1... BrMax, (11)
and by external parameters—the intensity of the incoming user request flow UtoBr and the
duration of packet transmission Atjfr om—to D€tween brokers of the MCS.

3.4. Objective Function for Optimizing Data Write Latency in the MCS

This study assumes that information about the forecasts of fluctuations in external
operating parameters of the MCS and their influence on the latency of generating packet
numbers will make it possible to create a mechanism for adapting the data write latency to
such fluctuations.

We define the optimal data write latency in an MCS as the set Lat(t), in which the mini-
mum latency may be achieved not across all brokers, but only within the most significant
ones. The numerical significance values Signif, of a broker can be determined based on the
number of active users or the business value of the corresponding user cluster and can be
represented as a vector [Signify]. Hence, the data write latency is the set of elements:

Lat(t) = {LatencyWrx(UtoBrx(t),At” (t),t) | [Signify] },x =1...BrMax. (12)

from—to

Expression (11) defines a set of internal parameters whose changes at time f can lead
to an optimal value of data write delay in each broker.

Expressions (1) and (2) serve as constraints on the adjustment interval, similar to the
probability P(K,) of receiving packets by a passive broker after the end of the MaxLate period:

P(Ky) < Upyx,x =1...BrMax, (13)

where Up, denotes the maximum allowable probability of the occurrence of “late” packets
in each broker Bry. The initial selection of the residual window Al (ty) for each broker must
satisfy the following condition:

Al(ty) < maxmean(AtY_,,),x =1...BrMax . (14)

Accordingly, the objective function for the multi-objective optimization of data write
latency in the MCS can be defined as:

min Lat(t),
U(t) = {Wx(t), AL(t), I+ (), MaxLate}

Al (ty) < maxmean (At )
I(tg) = L (t .
( 0) x:lrf.lgz(Max x( 0) (15)
Ix(t) = Wx(t) + AIx(t)
P(Kx) < Upy
x=1...BrMax

Any MCS can be considered a dynamic system subject to unstable external influences,

including flows of incoming user requests and random disturbances on global commu-

tr
from—to

be caused by reasons independent of the MCS operation. The level of these fluctuations

nication channels. Fluctuations in the external parameters of UtoBr and At may

may be related to the day of the week, season, fashion, and special events in one or more
user clusters.
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3.5. Formation of Adaptation Scenarios of Data Write Latency in the MCS

To respond promptly to incoming request flow fluctuations, reliable forecasts of such
changes are required. For this purpose, Al technologies employing machine learning for
real-time data processing can be utilized. AI models should provide dynamic predictions of
changes in the incoming request flow for each broker separately, based on which decisions
regarding the feasibility and magnitude of adjustments in U(t) will be made. At the same
time, to make a decision on how to change the elements of the set U(t) to correct changes in
UtoBr, additional relevant data are required on:

e  What magnitude of change in the incoming request flow rate should be considered
significant for triggering adjustments;

e  Which changes and in which broker, given the current configuration of variations in
incoming request flow intensity, should be used to initiate adjustments? For example,
consider a situation where, in the broker with the highest significance, a significant
increase in input flow intensity is predicted, but it is twice as small as a predicted
significant increase for the same time in a broker with lower significance. In such a
case, it is not necessary to make an additional decision regarding which of the two
significant predicted values of U(t) should be applied;

e  What duration of predicted significant changes in the intensity of the incoming request
flow should be considered sufficient to trigger adjustments;

e  What magnitude of changes in user activity should prompt a revision of the signifi-
cance vector [Signify]?

Such data constitute a set of initial constraints or minimum gradients Y(t), which, when
exceeded, trigger decision-making procedures regarding changes in U(t). The elements of
Y(t) may also vary depending on current user activity trends, requiring decisions regarding
their determination based on Al models employing machine learning (ML) techniques.

A similar situation occurs with the second external component, the random nature of

t
frromfto'
it was assumed that the packet transmission time between brokers can be characterized

which affects the data write latency—At In the conducted simulation experiments,

by a single probability distribution law and a single standard deviation (SD) value. In this
case, the SD of A"

from—to
Under real conditions, changes in the mean value and SD of At

was adjusted to the same level simultaneously across all brokers.

tr

From—to will occur between
one or several pairs of brokers.

tr
from—to

their causes are associated with variations in user activity within clusters with limited

Changes in the parameters of the random variable At can be predicted if
communication line capacities, rather than with emergency events. To make decisions
regarding adjustments to the values of U(t), which compensate for changes in packet
transmission durations between brokers, additional up-to-date data are required on:

tr

From—to should be considered

e  What magnitude of change in the average and SD of At

significant for triggering adjustments;

tr
from—to

e  What duration of predicted significant changes in the average and SD of At
should be considered sufficient to trigger adjustments.

These data also form part of the set of gradients Y(¢).

Thus, to determine the magnitude and specific elements of U(t) from Equation (11),
which should be adjusted, it is necessary to employ an Al model for the real-time predic-
tion of changes in the incoming request traffic and parameters of global communication
channels. The output of this AI model will serve as the input for another tool, the Al
classification model, which is responsible for categorizing current gradients Y(t). In this
model, simulation methods or neural networks trained on historical data from a specific
MCS can be employed to determine the minimum gradients within the set Y(#).
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To solve the optimization problem described by expression (15), it is not enough to
use simple algorithms based on “if-then” instructions [35]. The set of decisions regarding
changes in U(t) will be called a scenario for adapting the data write latency. Adaptation
scenarios are customized for each MCS, depending on the specific conditions of its opera-
tion. To form effective scenarios for adapting the data recording delay, we can use a neural
network model, the input data for which are the output data of the previously described
models. The interaction diagram among these three AI models is shown in Figure 6.

incoming request flow !! packet transport duration i

UtoBr (1) i At (1)

UtoBr (t + At)

Al classification model Predictive AI model

Y(t) UtoBr(t+At) | At (t+At)

[ Al optimization model 1

uml

Figure 6. Interaction between Al models for minimizing the data write latency in the MCS.

4. Experimental Setup and Results

The application of the reasonably selected parameters of the Latord method of data

consistency, namely, I, Wy, and Al, will allow for adapting the data write latency Latern-

tr
from—to*
with expressions (15), (12), and (9), the formation of scenarios for adapting the data write

cyWr(Ngl(to)) to changes in the external parameters UtoBr and At In accordance
latency in MCSs is based on the influence of the elements of the set U(t) on the latency
Latencyy(Ngl(to)) at different values of the external parameters UtoBr and Atj[r om—to: 1O
confirm this hypothesis, two groups of simulation experiments were carried out.

The sections above show that the latency Latency,(Ngl(to)) of forming the correct
packet number as a separate term in determining the data write latency LatencyWr(Ngl(to))
according to Formula (9) depends both on the adjustment interval I and on the ratio of
the windows W, and Al within it, as given in expression (1). The study of the effect of
decreasing I on the latency Latency,(Ngl(to)) of the packet number formation can be carried
out in two ways:

e By decreasing the residual window Al, with a fixed availability window Wy. This
type of change in the adjustment interval I was used in the experiments of the
“varAl” group;

e By decreasing the availability window W, with a fixed residual window Al. This
type of change in the adjustment interval I was used in the experiments of the
“varW” group.

4.1. MCS Configurations for Experiments

To study the influence of the duration of packet transmission between brokers on the
delay Latency,(Ngl(to)), independently of other terms that determine the data write latency
LatencyWr(Ngl(to)) according to expression (9), simulation experiments were conducted in
three MCSs: A, B, and C.
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Each MCS consisted of four brokers (BrMax = 4), whose geographical locations are
shown in Figures 1-3 and remain unchanged throughout this study. Based on the defined
user clusters, with boundaries marked by red ovals in Figures 1-3, the availability window
values were selected for each MCS (Table 2).

Table 2. Availability windows for the MCS brokers A, B, and C.

Availability Window W, (ms)

MCS
Wi W W3 Wy
A 169.87 69.77 21.75 10.94
B 35.09 27.34 11.09 10.73
C 20.00 14.00 12.00 10.00

Studies [36-38] show that the characteristics of the duration of packet transmission on
the Internet depend not only on the distance between the final destinations of the packets
but also on the region, country, continent, and Internet user density. The duration of
packet transmission over global communication channels in any region of the globe can
be described as a random variable that takes on all possible discrete values in a certain
range with equal probability. So, in simulation experiments, the packet transmission time
At;’r om—to Detween all pairs of brokers in all MCSs was considered a random variable with a
uniform probability distribution. The selection of numerical values of the average Atjfr om—to
between brokers in MCSs A, B, and C (Table 3) was carried out by taking into account the
average latency between Azure DCs on the backbone network [13] and the AWS region
latency matrix [14].

Table 3. Mean of packet transmission time between brokers in MCS A, B, and C.

Average of Packet Transmission Between Brokers (ms)

MCS Brokers
Brq Bry Brs Br,
Bry 4.83 339.73 319.73 334.88
A Bry 339.45 4.39 242.35 279.81
Brs 318.30 241.30 3.43 43.73
Bry 337.13 279.08 42.69 3.96
Brq 8.50 221.36 167.63 138.79
B Brp 226.44 5.11 159.44 92.95
Brs 175.47 155.75 4.61 71.49
Bry 139.76 91.11 73.95 4.30
Brq 3.43 49.51 43.73 39.94
C Brp 51.01 4.82 84.57 29.60
Brs 44.75 85.85 3.96 80.65
Bry 41.78 27.51 79.98 5.59
The average values of At}rr om—to Used in all simulation experiments were kept constant.

The long-tailed Pareto distribution, as a special case of the power-law distribution, is
widely used in economics, finance, computer science, and the social sciences to describe
time intervals between random events [39—41]. So, in simulation experiments, the inter-
arrival times of user requests were modeled as independent random variable streams,
following a Pareto distribution, with equal intensity across all clusters within each MCS. In
this case, the average values of the incoming request flow intensity UtoBr arriving at each
broker were 20.00, 50.00, 100.00, and 500.00 requests per second.
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For each MCS, simulation experiments of the “varAl” and “varW” groups were
conducted, as described below.

All experiments were implemented using MATLAB R2023b, a platform for computa-
tion, data analysis, and visualization.

4.2. Group of Experiments “varAl”

In the experiments of the “varAl” group, the effect of changing the adjustment interval
I on the latency of forming the correct packet number in each broker of each MCS was
investigated. In addition, different intensities of UtoBr were used to study the adjustment
interval I as the independent term determining the data write latency according to expres-
sion (9). In this case, the changes in I were performed by changing the term Al with a fixed
W,. This situation may arise when the parameters of packet transmission between brokers

and from users to brokers, i.e., At}’ and W,, are defined and considered stable, and the

rom—to
task is to select the optimal I, at which the data write latency will have the required value.

4.2.1. Setup of Experiments “varAl” in the MCSs

A distinctive feature of the experiments of the “varAI” group is that the values of the
availability windows Wy for brokers of each MCS, given in Table 2, did not change. At the
same time, the values of the adjustment interval I, x =1 ... 17, changed into a wide range
of values, the boundary values of which are given in Table 4.

Table 4. Range of changes of the adjustment interval Iy (ms) for the experiments “varAl” in MCS A,

B, and C.
MCS Range of Changes of I, (ms)
A [169.900 .. . 489.900]
B [113.250 ... 265.250]
C [53.125 ... 108.525]

The changes in the duration of the packet transmission between brokers in the simula-
tion experiments were achieved by using different values of its SD with constant average
values (Table 3). For each MCS, two SD variants were used: variant SD1 with basic values
and variant SD2 with values that were at least 10 times higher than the values of variant
SD1 (Table 5).

Table 5. SD values of the duration At/ of packet transmission between brokers in the MCSs.

from—to
Standard Deviation SD1 Standard Deviation SD2
MCS Brokers
Br1 BTZ BT3 BT4 Br1 BTZ B1"3 Br4
Brq 0 3.9229 3.6919 3.8669 0 49.0358 46.1491 48.3358
A Bry 3.9196 0 2.7984 3.2310 48.9954 0 34.9802 40.3871
Brs 3.6754 2.7863 0 0.5050 45.9426 34.8287 0 6.3119
Bry 3.8928 3.2225 0.4929 0 48.6605 40.2817 6.1618 0
Brq 0 2.5560 1.9356 1.6026 0 31.9506 24.1953 20.0326
B Bry 2.6147 0 1.8411 1.0733 32.6838 0 23.0132 13.4162
Brs 2.0262 1.7984 0 0.8255 25.3269 22.4806 0 10.3187
Bry 1.6138 1.0520 0.8539 0 20.1726 13.1506 10.6738 0
Brq 0 0.5717 0.5050 0.4612 0 7.1462 6.3119 5.7648
C Bry 0.5890 0 0.9765 0.3418 7.3627 0 12.2066 42724
Brs 0.5167 0.9913 0 0.9313 6.4591 12.3914 0 11.6408
Bry 0.4824 0.3177 0.9235 0 6.0304 3.9707 11.5441 0
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In each experiment, the incoming flow to each broker consisted of 10,000 user requests
for data write.

4.2.2. Results of Experiments “varAl”

The mean of the packet number formation latencies with SD2 in each broker of MCS
A, B, and C form the upper surface in Figures 7-9, whereas with SD1, they form the
lower surface.
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Figure 7. (a) Mean of the packet number formation latency (ms) over incoming request intensity
(req/s) and adjustment interval I, (ms) for the SD1 and SD2 sets in Br; of MCS A. (b) Mean of
the packet number formation latency (ms) over incoming request intensity (req/s) and adjustment
interval I, (ms) for the SD1 and SD2 sets in Bry of MCS A. (c) Mean of the packet number formation
latency (ms) over incoming request intensity (req/s) and adjustment interval I, (ms) for the SD1 and
SD2 sets in Brs of MCS A. (d) Mean of the packet number formation latency (ms) over incoming
request intensity (req/s) and adjustment interval I, (ms) for the SD1 and SD2 sets in Br4 of MCS A.

Figures 7-9 show that within each MCS, the mean of Latency,(NgI(to)) can vary sig-
nificantly with changes in the adjustment interval I, due to variations in the residual
window Aly, even when the intensity of the incoming request flow UtoBr remains constant.
Moreover, the magnitude of these changes is not uniform, even within a single MCS. For
example, with SD1 and UtoBr = 20 req/s:

e InMCS A, an increase of 188% in the adjustment interval I resulted in an increase in

Latency,(Ngl(to)) of 42% in Brq, 136% in Br;, 100% in Brs, and 88% in Bry;

e In MCS B, an increase of 134% in I led to an increase in Latency,(Ngl(to)) of 14% in Br,

50% in Bry, 65% in Brs, and 84% in Bry;

e In MCSC, an increase of 104% in I caused an increase in Latency,(Ngl(to)) of 14% in

Bry, 31% in Bry, 42% in Brs, and 40% in Bry.
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Figure 8. (a) Mean of the packet number formation latency (ms) over incoming request intensity
(req/s) and adjustment interval Iy (ms) for the SD1 and SD2 sets in Br; of MCS B. (b) Mean of
the packet number formation latency (ms) over incoming request intensity (req/s) and adjustment
interval I (ms) for the SD1 and SD2 sets in Br, of MCS B. (c) Mean of the packet number formation
latency (ms) over incoming request intensity (req/s) and adjustment interval I (ms) for the SD1
and SD2 sets in Brz of MCS B. (d) Mean of the packet number formation latency (ms) over incoming
request intensity (req/s) and adjustment interval I, (ms) for the SD1 and SD2 sets in Bry4 of MCS B.

The observed differences in the absolute values of Latency,(Ngl(to)) among brokers
within each MCS are explained by the mutual influence of the random duration of the
packet transmission between brokers. Thus, the obtained results indicate that the varying
interval I relative to the residual window Al is a significant factor in developing scenarios
for adapting the data write latency.

The general conclusion from the results in Figures 7-9 is that there exists a positive
correlation between the SD of At/

from—to
correct packet number. This implies that, for example, an increase in the SD of At

t
frram—to
generating adaptation scenarios for data write latency, it becomes necessary to revise Wy,
t

frram—to’
must be conducted to estimate the average of latency of the formation of the correct packet

and the mean of the latency of the formation of the

tr
from—to

at a fixed average of At leads to an increase in Latencyy(Ngl(to)). Therefore, when

Aly, and I. It should be noted that when changing the average of At new experiments
numbers and the selection of the optimal interval I with the subsequent selection of the
windows W, and Al in each broker.

Finally, the comparison of the results in Figures 7-9 shows that for each intensity UtoBr
of the incoming request flow, there exists a distinct rate and trajectory of influence of Al
within the adjustment interval I on the Latency,(Ngl(to)). This emphasizes the importance
of forecasting changes in the parameters of the incoming request flow in order to design
individualized scenarios for adapting data write latency in the given MCS.

4.3. Group of Experiments “varW”

In the experiments of the “varW” group, the dependence of the latency of forming the
correct packet numbers on changes in the width of the availability window W, within the
adjustment interval I was investigated at different intensities UtoBr.
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Figure 9. (a) Mean of the packet number formation latency (ms) over incoming request intensity
(req/s) and adjustment interval I, (ms) for the SD1 and SD2 sets in Bry of MCS C. (b) Mean of
the packet number formation latency (ms) over incoming request intensity (req/s) and adjustment
interval I, (ms) for the SD1 and SD2 sets in Br, of MCS C. (¢) Mean of the packet number formation
latency (ms) over incoming request intensity (req/s) and adjustment interval I, (ms) for the SD1 and
SD2 sets in Brz of MCS C. (d) Mean of the packet number formation latency (ms) over incoming
request intensity (req/s) and adjustment interval I, (ms) for the SD1 and SD2 sets in Br4 of MCS C.

4.3.1. Setup of Experiments “varW* in the MCSs

In the experiments of the “varW” group, the values of W, for the brokers of each MCS
were organized into predefined sets. In this case, for each adjustment interval I,, x =1...7
from the range, the boundary values (Table 4) and sets of Wy, named {Wy — 50%, Wy — 25%,
Wy, Wy + 25%, Wy + 50%} (Table 6), were used.

Table 6. Sets of availability windows W in MCS A, B, and C for experiments “varW”.

MCS Name Availability Windows W, (ms)
of Set Wi W, W;s Wy
Wo — 50% 84.9350 34.8850 10.8750 5.4700
Wy — 25% 127.4025 52.3275 16.3125 8.2050
A Wy 169.8700 69.7700 21.7500 10.9400
Wy +25% 212.3375 87.2125 27.1875 13.6750
Wy +50% 254.8050 104.6550 32.6250 16.4100
Wy — 50% 17.5450 13.6700 5.5450 5.3650
Wy — 25% 26.3175 20.5050 8.3175 8.0475
B Wo 35.0900 27.3400 11.0900 10.7300
Wy +25% 43.8625 34.1750 13.8625 13.4125
Wy +50% 52.6350 41.0100 16.6350 16.0950
Wo — 50% 10.0000 7.0000 6.0000 5.0000
Wo — 25% 15.0000 10.5000 9.0000 7.5000
C Wy 20.0000 14.0000 12.0000 10.0000
Wo +25% 25.0000 17.5000 15.0000 12.5000
Wy +50% 30.0000 21.0000 18.0000 15.0000
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presented in Table 3, were used, while the SD of At;fmm_ 1, Was taken from the SD1 set from
Table 5.
In each experiment, the input stream to each broker consisted of 10,000 user requests

In the experiment of the “varW” group, the average of At between brokers, as

for data writing.

4.3.2. Results of Experiments “varW”

The results of the experiments of the “varW” group are presented in Figures 10-12 in
the form of four surfaces. The upper surface in all cases was obtained at UtoBr = 500 req/s,
and all surfaces below were obtained at {100, 50, 20} req/s, respectively.
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Figure 10. (a) Mean of the packet number formation latency (ms) over adjustment interval I (ms)
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and the sets of windows W for different incoming request intensities (req/s) in Br; of MCS A.

(b) Mean of the packet number formation latency (ms) over adjustment interval I (ms) and the sets
of windows W for different incoming request intensities (req/s) in Br, of MCS A. (c) Mean of the
packet number formation latency (ms) over adjustment interval I, (ms) and the sets of windows W
for different incoming request intensities (req/s) in Brs of MCS A. (d) Mean of the packet number
formation latency (ms) over adjustment interval I (ms) and the sets of windows W for different
incoming request intensities (req/s) in Bry of MCS A.

The average of the latency of generating packet numbers Latency,(Ngl(to)) for the base
set Wy, as shown in Figures 10-12, is equal to the results of the experiments in Figures 7-9 for
SD1 across all MCSs. The results in Figures 10-12 demonstrate that when wider availability
windows are used for the same adjustment interval ], i.e., the Wy + 50% sets, the latency
Latency,(Ngl(to)) in all MCSs is lower than with narrower windows, i.e., the Wy — 50%
sets. However, the magnitude of reduction in latency Latency,(Ngl(to)) at availability window
widening is not uniform for different durations of the adjustment interval I at the same request
intensity UtoBr. For example, with intensity UtoBr = 500 req/s, expanding the availability
window from Wy—50% to Wy+50% resulted in a decrease in Latency,(Ngl(to)):
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e In Bry by 5% at I = 489.900 ms and by 6% at I = 169.900 ms; in Bry by 2.5% at
I'=489.900 ms and by 11% at I = 169.900 ms in MCS A;

e In Brs by 16% at I = 265.250 ms and by 9% at I = 113.250 ms; in Bry by 6% at
I'=265.250 ms and by 5% at [ = 113.250 ms in MCS B;

e In Bry by 16% at I = 108.525 ms and by 8% at I = 53.125 ms; in Brq by 10% at
I'=108.525 ms and by 4% at [ = 53.125 ms in MCS C.

500 (req/s)| |100 (reqss)| 50 (reqs)

Figure 11. (a) Mean of the packet number formation latency (ms) over adjustment interval I (ms)
and the sets of windows W for different incoming request intensities (req/s) in Br; of MCS B.
(b) Mean of the packet number formation latency (ms) over adjustment interval I (ms) and the sets
of windows W for different incoming request intensities (req/s) in Br, of MCS B. (c) Mean of the
packet number formation latency (ms) over adjustment interval I, (ms) and the sets of windows W
for different incoming request intensities (req/s) in Brs of MCS B. (d) Mean of the packet number
formation latency (ms) over adjustment interval I (ms) and the sets of windows W for different
incoming request intensities (req/s) in Br4 of MCS B.

Thus, modifying the width of the availability window W, without altering the adjust-
ment interval I can significantly influence Latency,(Ngl(to)) and can therefore be employed
in forming individual scenarios for adapting the data write latency in the MCSs.

The analysis of latency Latency,(Ngl(to)) changes between the surfaces in Figures 10-12
for all MCSs shows that the increase in Latency,(NgI(to)) with increasing incoming request
intensity UtoBr is not uniform. For example, in MCS C (Figure 12), an increase in UtoBr
from 100 req/s to 500 req/s (i.e., fivefold) led to a maximal increase in Latency,(Ngl(to))
of ~16%. In contrast, in MCS A (Figure 10), an increase in UtoBr from 20 req/s to 50 req/s
(i-e., 2.5-fold) produced a maximal increase in Latency,(Ngl(to)) of 29%. The obtained results
not only emphasize the individual nature of the influence of the parameters of the incoming
request flow on the brokers but also demonstrate the necessity of accounting for the rate of
change in UtoBr when creating scenarios for adapting the data write latency.
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Figure 12. (a) Mean of the packet number formation latency (ms) over adjustment interval I, (ms)
and the sets of windows W for different incoming request intensities (req/s) in Bry of MCS C.
(b) Mean of the packet number formation latency (ms) over adjustment interval I, (ms) and the sets
of windows W for different incoming request intensities (req/s) in Br of MCS C. (c) Mean of the
packet number formation latency (ms) over adjustment interval I, (ms) and the sets of windows W
for different incoming request intensities (req/s) in Brz of MCS C. (d) Mean of the packet number
formation latency (ms) over adjustment interval I, (ms) and the sets of windows W for different
incoming request intensities (req/s) in Bry of MCS C.

5. Discussion

The analysis of the results presented in the section above confirms the hypothesis
about the presence of a significant influence of the internal parameters of the Latord
method of data consistency on one distinct component of the data write latency—the
latency Latencyy(Ngl(to)). In addition, the results demonstrated a non-uniform influence
on the Latencyy(Ngl(to)) not only of the intensity UfoBr but also of the duration of packet
transmission between brokers, which is another component of LatencyWr(Ngl(to)) from
expression (9). Thus, the experimental results demonstrate that the choice of the values of
the internal parameters of the Latord method that provide the required level of data write
latency in replicas is a multi-criteria optimization problem.

In the conducted simulation experiments, it was assumed that the user request flows
to different brokers follow the same probability distribution parameters within a single
MCS. Under real conditions, each broker receives a non-stationary incoming request flow,
and the data write latency needs to be adapted to the fluctuations in the incoming request
flow. By analogy, fluctuations in user activity in real cases may not occur simultaneously
at all brokers, but only at one or several of them. This demonstrates the need to develop
individual scenarios for adapting the data write latency for each MCS based on forecasts of
changes in external parameters and data on the influence of elements of the set L(t) on the
addenda of expression (9) separately.

Let us consider the principles of forming an adaptation scenario for the data write
latency in MCS A based on the results of the experiments shown in Figure 7. Let the MCS
operate with the following conditions: I = 289.90 ms, the SD of At/ corresponds to

from—to
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the SD2 set from Table 5, and the intensity of the incoming request flow to each broker
is 100 req/s. The average of the data write latency in each broker with such operating
parameters in MCS A, calculated using Formula (5), is given in Table 7.

Table 7. Average of the data write latency in MCS A for I = 289.90 ms, SD2 of At

from—to’ and
UtoBr =100 req/s.

Average of the Data Write Latency (ms)
Brq Bry Brs Bry
664.6392 682.7719 713.6057 724.7734

The average values of the duration of the formation of the correct packet number in
each broker of MCS A for this configuration are presented in Table 8 and are shown as
white points on the upper surfaces in Figure 7.

Table 8. Average of the latency of the packet number formation in MCS A brokers for different SD
values of packet transmission durations between brokers.

Adjustment Interval  Standard Deviation Average of the Latency of the Formation of Packets Number (ms)

I (ms) (ms) Brqy Bry Br3 Bry
289.90 SD2 144.1962 227.7739 259.4436 261.4491
’ SD1 107.4606 189.0890 225.3060 227.1781
209.90 96.5219 167.9406 203.1084 205.3815
229.90 sp1 98.5903 173.5104 209.5391 212.5863
249.90 101.8672 179.1206 215.1092 216.7648
269.90 104.5551 182.0716 217.8441 219.7127

Suppose that the implementation of new technological solutions for dispersion com-
pensation on one segment of the global communication line used for packet transmission
between brokers in MCS A resulted in a reduction in the SD of At}rr om—to”
corresponds to the SD1 set from Table 5. All other characteristics of the external variables

such that it now

remained unchanged.

According to the results of the conducted experiments, a decrease in SD will lead to
a decrease in the average latency of the formation of the packet number (Table 8) in each
broker, resulting in values indicated by the red points on the lower surfaces in Figure 7.
Consequently, this will require a secondary selection of the parameters of the Latord
method, namely, I, Wy, and Al,. The selection of a new adjustment interval I from the
neighboring candidate values, marked by black points in Figure 7, should be based not only
on the mean of the latencies of the packet number formation but also on the corresponding
estimates of the ballast interval T, in each broker. Choosing the interval I, for which
the mean value of 7, is close to zero, may increase the likelihood of packet loss during
transmission between brokers. Table 9 presents the data write latency calculated using
Formula (5) based on the conditions of the “varAl” experiment group in MCS A for SD1 and
for the adjustment intervals, among which a new value of the interval I may be selected.

The analysis of the results presented in Table 9 shows that the mean data write latency
in each broker decreases as I decreases. However, at I < 229.90 ms, the number of packets
received by passive brokers from the active one after MaxLate is more than 3.7% of the total
number of sent packets, which means that the new value of I should be equal to 249.90 ms
or 269.90 ms.

It should be noted that a decrease in the data write latency in brokers due to decreas-
ing I, considered in this adaptation scenario, is possible if, before changing the external
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operational parameters of the MCS, the chosen interval I value was the one that allow to
its decrease, rather than the minimum acceptable interval I. This means that the decision
regarding the Latord method’s parameters that affect the data write latency must be made
by taking into account the forecasts of their changes.

Table 9. Average of the data write latency in MCS A for different adjustment intervals.

Adjustment Average of the Data Write Latency (ms) Number of “Late” Packets
Interval I (ms) Bry Br, Brs Bra out of 10,000
209.90 502.7898 487.6762 515.2307 523.9986 6696
229.90 539.7138 535.8083 564.8082 574.1685 1838
249.90 579.9570 584.8174 615.1671 624.2518 0
269.90 621.2052 632.7332 664.1750 673.3707 0
289.90 664.6258 682.4046 716.1017 724.1544 0

As can be seen from Table 9, at I = 249.90 ms, the average of the data write latency
for all brokers is not less than that at I = 269.90 ms. To achieve a more acceptable data
write latency, the possibilities of changing W, within these two values of I can be assessed
in the next step of the adaptation scenario. The experimental results shown in Figure 10
suggest that adjusting the ratio between windows Wy and Al within these intervals I is
expected to further reduce the data write latency in MCS A. The average values of the data
write latency for such adjustment intervals I under different availability window sets are
presented in Table 10.

Table 10. Average of the data write latency in MCS A for different adjustment intervals I and
availability window sets W.

Adjustment Average of the Data Write Latency (ms)
Name of Set
Interval I (ms) Brq Bry Br; Bry
Wy — 50% 578.1322 604.7697 627.1246 627.8015
Wo — 25% 571.9400 594.0697 621.5324 625.6943
249.90 Wy 579.9570 584.8174 615.1671 624.2518
Wo + 25% 601.1039 577.7559 611.6084 620.2109
Wo +50% 637.6934 573.0511 606.0604 617.2175
Wy — 50% 627.0558 655.2516 675.6664 679.8482
Wo — 25% 618.0937 643.8742 670.4398 677.5652
269.90 Wo 621.2052 632.7332 664.1750 673.3707
Wo +25% 635.8850 626.6528 660.3239 671.7383
Wo + 50% 666.5338 620.0096 656.6366 669.9980

The analysis of the data in Table 10 shows that using the set window Wy —25% instead
of the set Wy for the adjustment interval I = 249.90 ms reduces the mean of the data write
latency only in broker Br;, which is highlighted in bold in Table 10, while in brokers Brp—Bry,
it leads to an increase. A similar situation occurs when using the Wy + 25% instead of Wy:
the mean of the data write latency decreases in brokers Br,—Bry, which is highlighted in
bold in Table 10, but increases in broker Brq. In this case, the selection of the adjustment
interval [ and the corresponding set of windows can be based on the vector [Signify] of the
brokers’ significance. If reducing the average of the data write latency is more important
for users from the cluster with broker Brq than for other users, then the Wy — 25% set of
the availability windows at I = 249.90 ms should be selected. If any of the Br,—Br, brokers
is more important, then the Wy + 25% set at I = 249.90 ms would be more optimal.
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The considered adaptation scenario will reduce the data write latency when changing
the SD of Atj[r om—to I MCS A by ~13% in all brokers when using the Wy — 25% set of
availability windows or by ~9% in broker Br; and by 14-15% in brokers Br,—Brs when
using the set Wy + 25%.

The considered adaptation scenario also emphasizes the individual nature of changes
in the data write latency when the external conditions of the MCS operation fluctuate.

It should be noted, however, that in the simulation experiments, it was assumed that
the packet transmission times between brokers follow the same probability distribution
with a common SD value for all brokers. Moreover, the SD was varied simultaneously and
to the same level in all brokers at once. Under real conditions, changes in the average and
SD values may occur for one or more broker pairs and by different amounts, which should
be taken into account in the predictive Al model.

In conclusion, the Latord method of data consistency demonstrates robust capabilities
for generating the adaptation scenarios of the data write latency in geo-distributed MCSs,
even when the intensity of incoming request flow changes by 50 times (Figures 7-9).
This property is particularly valuable for load scaling, making the proposed approach a
promising solution for adaptive latency management in MCSs.

6. Conclusions and Future Work

We present an approach to creating scenarios for adapting the data write latency
in geo-distributed MCSs using learning Al models to solve a multi-criteria optimization
problem. The ability to control data write latency is achieved by selecting optimal pa-
rameters of the Latord method of data consistency in the presence of data on changes
in incoming packet flows and in the parameters of packet transmission between brokers.
Simulation experiments in three MCSs of different configurations demonstrate the need to
use individual scenarios for adapting the data write latency; for its formation, a scheme of
interaction between three different learning AI models is proposed.

Future work will focus on studying the impact of non-uniform external influences
on the data write latency in MCSs using the algorithmic data consistency method. Non-
uniform changes in the incoming user requests more closely reflect the real operating
conditions of the MCSs. This will allow us to determine the structure and parameters of
the Al model for determining the minimum gradients from the set Y(f) and, therefore,
create more effective scenarios for adapting the data write latency in replicas to changing
external conditions.
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Abstract

This article presents a deep reinforcement learning (DRL) approach for adaptive robotic
grasping in dynamic environments. We developed UR5GraspingEnv, a PyBullet-based
simulation environment integrated with OpenAl Gym, to train a UR5 robotic arm with a
Robotiq 2F-85 gripper. Soft Actor-Critic (SAC) and Proximal Policy Optimization (PPO)
were implemented to learn robust grasping policies for randomly positioned objects. A
tailored reward function, combining distance penalties, grasp, and pose rewards, optimizes
grasping and post-grasping tasks, enhanced by domain randomization. SAC achieves an
87% grasp success rate and 75% post-grasp success, outperforming PPO 82% and 68%, with
stable convergence over 100,000 timesteps. The system addresses post-grasping manipula-
tion and sim-to-real transfer challenges, advancing industrial and assistive applications.
Results demonstrate the feasibility of learning stable and goal-driven policies for single-arm
robotic manipulation using minimal supervision. Both PPO and SAC yield competitive
performance, with SAC exhibiting superior adaptability in cluttered or edge cases. These
findings suggest that DRL, when carefully designed and monitored, can support scalable
learning in manipulation tasks.

Keywords: robotic grasping; reinforcement learning; deep reinforcement learning (DRL);
adaptive manipulation; robotic simulation; proximal policy optimization (PPO); soft actor-
critic (SAC); deep deterministic policy gradient (DDPG); autonomous robotics; physics-
based simulation

1. Introduction

Robotic grasping refers to the autonomous ability of a robotic manipulator to detect,
plan, and execute actions that enable secure physical interaction with objects of various
geometries and materials. In unstructured environments, this task becomes significantly
more challenging due to the unpredictability of object placement, occlusions, dynamic
disturbances, and variability in object properties. A successful grasp must also consider
stability over time, task relevance (e.g. correct pose for assembly), and minimal risk of
collision or slippage [1].

Robotic grasping in unstructured environments is essential for industrial automation,
assistive robotics, and human-robot interaction [2]. Applications such as warehouse sorting,
assistive devices, and assembly require robust grasping of diverse objects (e.g., 0.02-0.05 m
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cubes, cylinders, friction [0.5,1.2] under dynamic conditions. Analytical methods such as
Ferrari and Canny [3] achieve 50-60% success for novel objects but fail in cluttered scenes
(35% failure under occlusions, 40% under perturbations) [4]. DRL enables adaptive policies,
handling variability in shape, texture, and dynamics [5,6]. However, the Levine et al. DRL
system [7] achieves 80% success, but requires 800,000 grasps and 10,000 GPU hours, limiting
scalability. These methods neglect post-grasping tasks such as reorientation, critical for
assembly [2,8]. The sim-to-real gap, due to PyBullet idealized physics [9], reduces the
transfer success to 65-70% [10].

Recent research has produced advances in deep learning-based perception and control,
enabling robots to generalize across unseen instances. However, existing approaches
either rely heavily on supervision, operate in constrained settings, or require expensive
data collection and compute infrastructure. In particular, end-to-end DRL systems lack
integrated handling of post-grasping behaviors, and their transferability to real robots
remains limited due to the sim-to-real gap.

This work proposes a DRL-based architecture that enables incremental learning of
grasping and post-placement behaviors in a simulated environment, specifically designed
to encourage object diversity and realistic interaction constraints. Our approach builds on
state-of-the-art actor—critic algorithms and leverages domain randomization to enhance
transferability. It presents a DRL-based framework using a UR5 arm with a Robotiq 2F-85
gripper in UR5GraspingEnv. The objectives include (i) developing a scalable simulation,
(ii) comparing PPO [11] and SAC [12], and (iii) addressing sim-to-real via domain ran-
domization [13]. The evaluation of grasp stability metrics is also discussed. Although
UR5GraspingEnv mirrors the interfaces of a physical UR5 via ROS, this study does not
report hardware tests. Therefore, deployment claims are presented as potential for transfer,
subject to future validation on the real platform under a defined calibration and safety
protocol. Table 1 lists the application requirements.

The main contributions of this work are as follows:

*  We design and validate a modular DRL simulation environment tailored to real-world
grasping and post-grasping challenges, using PyBullet and OpenAl Gym.

e We implement and benchmark two state-of-the-art algorithms, SAC and PPO,
highlighting their respective advantages in terms of policy stability, adaptability,
and convergence.

e We introduce task-specific reward shaping and domain randomization techniques to
enhance policy generalization and improve transfer potential.

e We provide a structured evaluation methodology based on grasp stability, object
positioning, and task success, with results that inform future deployment.

Table 1. Application of requirements for robotic grasping applications.

Application Success Rate (%) Challenges

Warehouse Sorting 90 Dynamic objects, clutter
Assistive Robotics 85 Variable textures, safety
Assembly Lines 95 Post-grasp reorientation

Our work introduces several key contributions that distinguish it from previous re-
search. Unlike studies such as Levine et al. [7] and QT-Opt (Kalashnikov et al. [14]), which
focused on single algorithmic approaches, we provide a unified comparative evaluation
of two widely used DRL algorithms, PPO and SAC, under identical conditions, allowing
for a thorough analysis of success rates, convergence speed, stability, and robustness. Fur-
thermore, unlike Dex-Net (Mahler et al. [15]) and James et al. [10], which primarily assess
grasp success, we integrate post-grasp placement metrics to better reflect realistic industrial
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scenarios involving sorting, assembly, and warehouse automation. We also extend do-
main randomization techniques, specifically targeting both grasping and placement tasks,
thereby enhancing the robustness of learned policies under dynamic variations. Finally, we
introduce UR5GraspingEnv, a modular and reproducible simulation benchmark designed
for extensibility, bridging research experimentation with practical deployment, and offering
a valuable tool for the robotics community.

In this study, we intentionally restrict the baseline comparison to PPO and SAC, two
of the most established DRL algorithms for continuous robotic control. This choice enables
a deeper analysis of convergence behavior, stability, and generalization under identical
conditions, providing clearer insights into the trade-offs between on-policy and off-policy
methods. Although modern alternatives such as TD3, DreamerV3, or imitation learning
are promising, they fall outside the present scope and are identified as directions for
future work.

Furthermore, our work expands on James et al. [10] by explicitly addressing post-
grasp placement performance and differs from Rajeswaran et al. [16] by combining domain
randomization with placement-focused metrics. These extensions ensure that our contribu-
tion goes beyond grasp robustness to encompass full manipulation sequences, situating
it as a holistic integration of algorithmic evaluation, robustness strategies, and environ-
ment design.

In addition to RGB-D integration and physical validation, the next stage will focus on
extending the framework towards multi-object manipulation. By incorporating hierarchical
rewards and curriculum learning, we aim to address the current bottleneck of reward
shaping and enable scalable policies for complex assembly pipelines.

The remainder of this paper is organized as follows. Section 2 reviews related work on
robotic grasping and DRL techniques. Section 3 details the simulation environment, system
architecture, and learning algorithms. Section 4 presents the experimental setup, metrics,
and results. Section 5 analyses the results and limitations. Finally, Section 6 concludes the
article and outlines the directions for future work.

2. Related Work

Robotic grasp spans analytical, data-driven, and learning-based methods [2]. Analyti-
cal approaches such as Ferrari and Canny [3] achieve 50-60% success but fail in dynamic set-
tings (40% failure) [4]. Deep learning methods improve adaptability [7,15]. Levine et al. [7]
achieve 80% success but require 800,000 grasps. Mahler et al. Dex-Net 2.0 [15] reaches 90%
success with synthetic data but neglects post-grasping. Akkaya et al. [8] solve dexterous
tasks (85% success) with costly real-world training. Andrychowicz et al. [17] achieve 85%
manipulation success with 5000 GPU hours.

DRL frameworks, pioneered by Mnih et al. [6], enable complex learning [18]. Lilli-
crap et al. DDPG [19] laid the foundations for continuous control, influencing SAC [12].
Kalashnikov et al. [14] use RGB-D to grasp with 85% success and 20% failure in cluttered
scenes. James et al. [10] achieve 85% real-world success, dropping to 70% for dynamic
objects. Pinto and Gupta [20] achieve 80% success with 50,000 tries, lacking post-grasping
focus. Rajeswaran et al. [16] achieve 80% multi-object success with complex reward shaping.
Table 2 compares methods.

Beyond these individual contributions, several recent surveys have systematized
the progress in DRL-based manipulation and provided a broader context for our work.
Han et al. [21] review over a decade of DRL methods in robotic manipulation, with particu-
lar emphasis on reward engineering, sample efficiency, and sim-to-real transfer. Their anal-
ysis highlights that while algorithms such as PPO and SAC dominate current benchmarks,
the main bottlenecks remain in designing informative rewards and ensuring robustness un-
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der uncertainty, two aspects directly addressed in our framework through multithreshold
reward shaping and domain randomization. Song et al. [22] provide an in-depth review of
learning-based dexterous grasping, categorizing approaches into grasp generation, execu-
tion, and evaluation. They stress that most works optimize grasp stability or dexterity in
isolation, while neglecting post-grasp placement, which we explicitly integrate into our
evaluation pipeline. Tang et al. [23] survey real-world deployments of DRL in robotics,
identifying the gap between simulation-based successes and scalable industrial adoption.
Their findings reinforce the importance of modular and reproducible environments that
can bridge research prototypes and industrial deployment—a role directly fulfilled by the
proposed UR5GraspingEnv.

Table 2. Comparison of prior robotic grasping methods.

Method Success Rate (%) Data/Compute Limitations
Levine et al. [7] 80 800,000 grasps  -caiability, no
post-grasp
Dex-Net 2.0 [15] 90 Synthetic data Static focus
Akkaya et al. [8] 85 Real-world training Compute cost
Kalashnikov et al. [14] 85 RGB-D data Cluttered scenes
James et al. [10] 85 Simulation Sim-to-real gap
Pinto and Gupta [20] 80 50,000 tries No post-grasping
Rajeswaran et al. [16] 80 Complex rewards  Reward tuning

In particular, we can discuss Odeyemi et al. [24], who compare SAC, DQN, and PPO for
intelligent prosthetic-hand grasping, and clarify how our work differs: (i) industrial single-
arm manipulation with explicit post-grasp placement metrics, (ii) a unified, controlled
comparison of PPO vs. SAC under identical conditions with domain randomization target-
ing both grasp and placement, and (iii) a reproducible UR5 benchmark (UR5GraspingEnv)
designed for extensibility.

By situating our contribution within the context of these surveys, we emphasize how
our work complements prior studies: we provide a reproducible benchmark for PPO and
SAC, extend evaluation beyond grasp success to post-grasp manipulation, and demonstrate
how domain randomization contributes to robustness. This positions our study not only
as an incremental improvement, but as a framework that aligns with the open challenges
identified in the most recent reviews.

Despite the success of previous work, most methods either (i) focus exclusively on
grasp execution, neglecting post-grasp actions such as reorientation or placement, or (ii) de-
mand vast computational resources and datasets for real-world training. Moreover, several
approaches lack robustness under occlusion, clutter, and dynamic conditions.

This article addresses these limitations by developing a lightweight DRL framework
in simulation, with support for post-grasping behaviors and scalable training using domain
randomization. Our system, UR5GraspingEnv, enables benchmarking under controlled
variability and serves as a bridge towards real-world deployment.

Specifically, we compare two popular off-policy and on-policy DRL algorithms—SAC [12]
and PPO [11]—within the same manipulation environment, and evaluate their effectiveness in
grasp success, stability, and object placement. By focusing on adaptability and reusability, this
work complements the existing literature and addresses key open challenges in learning-based
robotic grasping.

3. Methodology
This section details the DRL-based grasping system in UR5GraspingEnv.
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3.1. Simulation Environment

UR5GraspingEnv, built with PyBullet [9] and OpenAl Gym [1], models a 6-DoF UR5
arm and a Robotiq 2F-85 gripper ona 1 m x 1 m x 0.5 m workspace. Objects (cubes,
cylinders, spheres) have randomized sizes (0.02-0.05 m), masses (0.1-0.5 kg), and friction
(0.3-0.7). Domain randomization [13] improves transferability.

The ranges selected for the objects were carefully chosen. Object dimensions (edge
lengths 4-10 cm, masses 50-300 g) reflect the distribution of lightweight industrial parts
and household objects commonly manipulated by UR5-class robotic arms, aligning with
previous simulation-based grasping benchmarks such as Dex-Net and PyBullet environ-
ments, and ensuring tasks remain within the UR5 payload while covering meaningful
variability. Randomized friction coefficients were set according to empirical measurements
for plastics, wood, and coated metals—materials representative of bins, tools, and parts
typically encountered in assembly or warehouse contexts. More broadly, these ranges cap-
ture both nominal behavior and natural variability arising from manufacturing tolerances,
material differences, and wear, thereby enhancing the robustness of learned policies and
facilitating transfer to real-world deployment.

The state space is explicitly defined as:

St = I:qlr‘ -, 96/ qlr‘ . -/076/ Pee; feer w, Por 1/70] S R24/ (1)

where

e g, cR(@E=1,...,6): UR5joint angles;

e g, cR(@{=1,...,6): UR5joint angular velocities;

e p® € R3: end-effector Cartesian position;

e ¥ ¢ R* end-effector orientation represented as a normalized quaternion;
e w € R: normalized gripper opening width;

e p° € R object Cartesian position;

e 1’ € R: object yaw angle around the vertical axis.

The action space comprises six continuous joint velocity commands and one dis-
crete gripper command, discretized into 10 bins to capture different opening levels. All
simulations run at 240 Hz [9], providing sufficient temporal resolution for stable contact-
based control.

The UR5GraspingEnv provides a reproducible yet variable workspace for manipula-
tion, as shown in Figure 1.

3.2. DRL Algorithms

PPO [11] and SAC [12] were selected for their stability and exploration capabilities,
respectively. Both are implemented using Stable-Baselines3 [25] with PyTorch [26]. Policies
use two-layer MLPs with 256 units and ReLU activations, shared between actor and
critic networks.

PPO optimizes a clipped surrogate objective to prevent overly large updates. The loss
function in Equation (2) ensures stable policy improvement by reducing the probability
ratio r¢(#) and using the advantage estimate A;:

JPPO(9) = By [min(r:(0) As, clip(r:(8),1 — €,1 + €) Ap)], ()

where ¢ = 0.2.
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SAC maximizes a maximum entropy objective that balances reward and stochasticity.
As shown in Equation (3), the expected return includes an entropy regularization term:

T
J(m) = En| Y, 7 (R(st,a0) + aH(m (- ]1))) |, ®)
t=0

where & = 0.1 weights the entropy term and y = 0.99 is the discount factor.

Figure 1. UR5GraspingEnv environment in PyBullet, with a UR5 arm, Robotiq 2F-85 gripper, and
randomized objects on the workspace

Both methods use Generalized Advantage Estimation (GAE) [11] for computing A;,

defined as: .
Ar= Y (P Ok, @
k=0

where 6; = 1t + YV (sg11) — V(s¢), and A = 0.95 controls the bias—variance trade-off.

Training is carried out in 100,000 timesteps with a learning rate of 3 x 10~* and a batch
size of 64. SAC uses a 10,000 size replay buffer. Conservative updates of PPO improve
stability but limit exploration, while regularization of SAC entropy improves robustness
under uncertainty. Hyperparameters are summarized in Table 3.
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Table 3. Hyperparameters used for training with PPO and SAC.

Hyperparameter PPO SAC
Learning Rate 3x1074 3x1074
Batch Size 64 64
Discount Factor () 0.99 0.99

Clip Range (¢) 0.2 -
Entropy Coefficient («) - 0.1
Replay Buffer Size - 10,000
GAE Lambda ()) 0.95 0.95
Policy Architecture MLP (2 x 256) MLP (2 x 256)
Activation Function ReLU ReLU

3.3. Reward Function

The reward function aims to guide the policy towards both successful grasping and
correct post-grasping placement. Equation (5) defines the shaped reward:

R(S/ a) = _)\”pg - POHZ + 715 ngasp + Tp- Hpose/ (5)

where A = 0.1 penalizes the Euclidean distance between the gripper and the object, rs = 10
rewards a stable grasp lasting at least 0.5 s, and r, = 5 rewards correct orientation (90°) at
placement. The binary indicators [grasp and Ipese denote the success of sub-goals.

The reward was structured as a combination of (i) distance-based penalties, (ii) grasp
success, and (iii) pose alignment rewards to ensure smooth learning and avoid sparse
signals. Distance penalties guide the policy during the early phases of training by shaping
exploration towards the object. Grasp rewards provide a strong signal when a stable grasp
is achieved, ensuring that the policy learns to secure the object. Finally, pose alignment
rewards incentivize correct placement and orientation after grasping, which is critical for
post-grasp tasks such as sorting and assembly. This multithreshold design balances shaping
(dense guidance) and goal completion (sparse events), stabilizing training, and improv-
ing convergence.

The high-level structure of each episode is summarized in Figure 2.

To evaluate the necessity of dense feedback, a sparse reward function was tested:

Rsparse (s,a) =715 - Igrasp + 7p - Ipose- (6)

But this led to an 8% drop in grasp success due to lack of spatial guidance during the
approach. Ablation studies on each component are presented in Table 4.

Table 4. Reward function components and ablation study.

Component Value Description Impact on Success (%)
Guides gripper to
Distance Penalty (1) 0.1 object via Euclidean +10
distance
Rewards stable grasp
Grasp Reward (r;) 10 for > 05 +12
Rewards final pose
Pose Reward (rp) 5 alignment (90°) +8
Sparse Variant - Only uses grasp and -8

pose indicators
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Figure 2. Simulation cycle in UR5GraspingEnv, from grasp initiation to post-placement evaluation.

3.4. Implementation Challenges

Several challenges emerged during implementation, such as the following;:

e  Hyperparameter Sensitivity: Learning rate selection was critical. Lower values
(1 x 10~*) slowed convergence, while higher values (5 x 10~%) induced instability,
particularly for PPO training.

¢ Domain Randomization: To mitigate the sim-to-real gap, the friction coefficients were
randomized between 0.2 and 0.8, since friction inaccuracies in PyBullet ( 5%) were
linked to grasp failure 10% in real-world scenarios. Domain randomization improved
robustness by 5%.

e Reward Shaping Trade-offs: Overly sparse rewards hindered early exploration.
The inclusion of distance penalties (Equation (5)) was essential for guiding the agent
away from the local minima and toward meaningful interactions.

e  Stability vs. Exploration: PPO exhibited slower adaptation to new object config-
urations due to its clipping mechanism (Equation (2)), while SAC entropy term
(Equation (3)) promoted broader exploration, but required careful tuning of « to
avoid divergence.

In general, the methodological design balances expressiveness, robustness, and com-
putational feasibility, ensuring reproducibility and transferability across robotic platforms.
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In the context of this work, robustness refers to the ability of learned policies to consis-
tently maintain stable grasping and placement performance across variations introduced by
domain randomization (e.g., mass, size, and friction). This was particularly evident when
objects occasionally fell off the table: the agent continued training without degradation,
effectively ignoring invalid interactions, and focusing on valid task executions. In contrast,
resilience would imply the ability to actively recover performance after unexpected failures
or perturbations, which is beyond the scope of this article.

Figure 3 illustrates the reinforcement learning pipeline for robotic grasping using
simulation. The process begins with observable states of the environment (e.g., position,
orientation, forces), which are fed into a reinforcement learning agent (PPO/SAC). Based
on these observations, the agent decides the robot’s actions, such as moving, grasping,
or releasing. These actions are executed in a simulated environment (PyBullet), which
models the physical interactions. The success of each action is evaluated through a reward
signal, providing feedback on the performance of grasping. This feedback is used to update
the policy, and the cycle repeats until the agent learns an optimal grasping strategy.

Position,
Observable States orientation,
forces
Observations from the Real World

Reinforcement
i Learning Agent
; (PPO/SAC)
: Robot Decision
" Hyperparameters Learning rate,
: and Configuration exploration, etc.
E Movement,
i Agent'’s Actions 7 grasping,
release
: J
: Execution in the Environment
H N
f L Simulates
: Simulation physics
i Environment
(PyBullet) .
E Success Evaluation
i Feedback
i on
b Reward grasping

This cycle repeats until the agent
learns an optimal policy for grasping.

Figure 3. Reinforcement learning workflow for robotic grasping in simulation.

Figure 4 shows the initial simulation setup with robot, workspace, and visual outputs.
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Figure 4. Initial state of the UR5GraspingEnv simulation, showing the UR5 arm, categorized com-
partments, and synthetic camera outputs (RGB, depth, and segmentation).

4. Results

This section evaluates PPO and SAC in 100,000 timesteps, evaluating grasp success,
post-grasping accuracy, convergence profiles, robustness to object variability, and typical
failure modes.

4.1. Experimental Setup

Experiments were conducted on 1000 test episodes using unseen object configura-
tions. Object properties—sizes (0.02-0.05 m), masses (0.1-0.5 kg), and friction coefficients
[0.5,1.2]—were randomized at each episode. The test conditions reflected realistic industrial
variability and emphasized generalization beyond the training set.

Figure 5 shows the average episodic reward during training, where SAC demonstrates
faster and smoother convergence.

—e— PPO
—a— SAC

200

150

Average Reward

100

501

20000 40000 60000 80000 100000
Timesteps

ol

Figure 5. Average episodic reward during training for SAC and PPO. SAC shows smoother convergence.
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A grasp was considered successful if the object remained stably within the gripper
for at least 0.5 s, while post-grasping success required the object to be placed within its
correct compartment and oriented within 10 degrees of the target pose. All results were
automatically verified through the PyBullet contact and pose detection interfaces [9].

Quantitative metrics include grasp and post-grasp success rates, cumulative reward
variance, convergence time, and specific failure modes. These metrics were chosen to
evaluate both task-level effectiveness and training efficiency.

Training required approximately 2/3 h on a single NVIDIA RTX 4060 GPU with
16 GB VRAM with policy inference operating in real time (<10 ms per control step).
The UR5GraspingEnv design ensures scalability, allowing straightforward extension to
additional algorithms, larger object sets, and hierarchical tasks.

4.2. Performance Analysis

Table 5 summarizes the core performance metrics. SAC achieved a grasp success rate
of 87% (std. dev. 2.1%, 95% CI: [86.1, 87.9]), outperforming PPO at 82% (std. dev. 2.8%).
The post-grasping success, often ignored in previous studies, was 75% for SAC and 68%
for PPO, indicating that SAC learned more effective reorientation and release strategies.

Table 5. Performance comparison of SAC and PPO.

Metric SAC PPO
Grasp Success Rate (%) 87 +2.1 82+28
Post-Grasp Success Rate (%) 75+ 3.0 68 + 3.5
Cumulative Reward Variance 0.41 0.78
Convergence Time (timesteps) 50,000 60,000

The variance in cumulative reward was almost twice as high for PPO, indicating
more erratic learning behavior and slower convergence. SAC demonstrated smoother and
more sample-efficient learning, probably due to entropy regularization, which supports
exploration and avoids premature policy convergence.

Figure 5 illustrates the learning curves in training. SAC stabilized around 50,000 timesteps,
while PPO required approximately 60,000 steps, with more fluctuations during early train-
ing. This corroborates observations from [12] on the resilience of SAC in noisy and high-
dimensional action spaces.

Figure 6 illustrates the quantitative comparison between PPO and SAC across final
average reward, convergence time (k steps), and grasping success rate (%).

Quantitative Comparison between PPO and SAC

220.0
W PPO
200} B SAC
150
[
=
]
= 100
50

Final Average Reward Convergence Time (k)  Grasping Success Rate (%)

Figure 6. Quantitative comparison between PPO and SAC across final average reward, convergence
time (k steps), and grasping success rate (%).

144



Future Internet 2025, 17, 437

Training performance was monitored using TensorBoard, capturing metrics such as
reward, entropy, and value loss (Figure 7).

TensorBoard SCALARS  IMAGES ~ GRAPHS > INACTNE ~ C & @
Show data download links Q Filter tags (regular expressions supported)
Ignore outliers in chart scaling
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Tooltip sorting default ~
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Figure 7. Monitoring of training metrics using TensorBoard. Plots include reward evolution, policy
entropy, and value loss.

4.3. Failure Case Analysis

Table 6 breaks down the failure modes. SAC reduced slippage from 8% to 5%, par-
ticularly on low-friction surfaces (0.3), and exhibited better precision in cluttered scenes
(7% collision vs. 10% for PPO). These results highlight the superior adaptability of SAC in
environments with high object diversity.

Table 6. Failure case analysis.

Failure Mode SAC (%) PPO (%)
Slippage (Low Friction) 5 8
Collisions (Clutter) 7 10
Missed Grasp (Small Objects) 3 5
Other (e.g., Timeout) 5 7

The reduced failure rate for small or hard-to-reach objects (3% vs. 5%) further supports
the impact of the policy stochasticity of the SAC. PPO clipping mechanism limits the
flexibility of the policy, leading to missed grasp opportunities, especially in edge cases.

Figure 8 shows the policy entropy over time, reflecting the sustained exploratory
behavior of SAC compared to PPO.
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Figure 8. Policy entropy evolution during training. SAC maintains higher entropy longer, promot-
ing exploration.
4.4. Reward Ablation Study

To better understand which components contribute the most to performance, an ex-
tended ablation study was conducted. Table 7 shows the impact of removing each compo-
nent from the reward function.

Table 7. Ablation study. Success refers to post-grasp placement success (%).

Configuration SAC Success (%) PPO Success (%)
Full Reward 87 82

No Pose Reward 80 75

No Grasp Reward 78 73

No Domain

Randomization 77 72

Removing the pose reward reduced performance by up to 7%, indicating the impor-
tance of including orientation as a task constraint. The most significant drop occurred
when domain randomization was disabled, confirming its role in preventing overfitting
to idealized physics [13]. The grasp reward was essential to prevent partial lifts and
early releases.

4.5. Comparison to Prior Work

Compared to Levine et al. [7], who achieved 80% grasp success with 800,000 real-
world grasps, SAC matches or exceeds performance (87%) with significantly less data and
without physical trials. Similarly, it outperforms Dex-Net 2.0 [15] in terms of generalization
and addresses its lack of post-grasp handling by achieving 75% placement success.

Compared to James et al. [10] (85% success in sim-to-real tasks), our framework
achieves comparable grasp success with less visual input, thanks to a well-designed reward
function and controlled domain randomization. Moreover, this approach avoids the pro-
hibitive computational and hardware cost associated with works such as Akkaya et al. [8],
which required prolonged real-world interaction and advanced dexterity.

Overall, these results validate that the combination of dense feedback, entropy-driven
exploration, and environmental variability leads to efficient and transferable manipulation

policies with minimal supervision.
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5. Discussion

This work demonstrates the efficacy of DRL for adaptive robotic grasping, with SAC
achieving a grasp success rate of 87% (std. dev. 2.1%, 95% CI [86.1, 87.9]) and 75% post-
grasping success (std. dev. 3.0%) in the UR5GraspingEnv simulation [12]. Compared to
PPO, SAC showed enhanced robustness, notably reducing slippage in low-friction settings
from 8% to 5%. This improvement is attributed to entropy-based exploration, which allows
better adaptation to dynamically randomized environments, including variations in object
friction, size, and mass [13].

The use of domain randomization during training allowed the learned policies to
generalize across a wide range of object properties, contributing to the development of
scalable and reusable simulation setups. These characteristics meet the core objectives of
the study, particularly the design of a scalable training environment and the evaluation of
algorithmic trade-offs between stability and adaptability.

Although the present work focuses on single-object grasping and placement, the mod-
ular structure of UR5GraspingEnv provides a foundation for more complex scenarios.
Future research will extend the framework to multi-object organization, hierarchical re-
ward structures, and curriculum learning strategies, enabling scalability in industrial
assembly and warehouse environments where tasks demand robustness across multiple
objects and stages [27].

5.1. Implications

The results highlight the viability of DRL-based control policies for deployment in
real-world settings, such as industrial automation and assistive robotics. In warehouse
sorting scenarios, the grasp success rate of SAC 87% is within reach of the 90% reliability
target, surpassing previous real-world methods such as Levine et al. [7], which achieved
80% with significantly larger datasets and higher operational cost.

In assistive applications, 75% post-grasping success directly supports manipulation
tasks that require safe placement or reorientation, such as handling utensils or medication
aids for elderly users. Unlike systems like Dex-Net 2.0 [15], which focus solely on grasp
stability, our framework explicitly considers downstream manipulation goals, improving
suitability for structured tasks such as assembly.

The comparative analysis in Table 8 emphasizes the balance of efficiency and general-
ization of the SAC. It performs on par with vision-based systems like Kalashnikov et al. [14]
and outperforms complex hierarchical setups like those from Rajeswaran et al. [16],
with lower data requirements and simpler architecture.

Table 8. Comparison to prior work.

Method Grasp Success (%) I;zi:ecs;;a(i}:) Training Data
SAC (Ours) 87 +£2.1 75+ 3.0 100,000 timesteps
Levine et al. [7] 80 - 800,000 grasps
Dex-Net 2.0 [15] 90 - Synthetic data
Kalashnikov et al. [14] 85 - RGB-D data
Rajeswaran et al. [16] 80 60 Complex rewards

5.2. Limitations

Despite promising performance in simulation, several challenges must be addressed
before deploying these methods in physical systems. Table 9 summarizes the key technical
and design-related barriers identified during the evaluation.
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e  Simulation Fidelity: Inaccuracies in the PyBullet physics, especially in friction model-
ing, led to performance degradation during real-world testing. Low-friction objects are
particularly sensitive, with real-world failures up to 10% not observed in simulation.

e Perception Gaps: The absence of visual feedback during training limits adaptability
in cluttered or partially occluded scenes. Systems relying solely on proprioceptive and
positional data underperform in visually complex environments, with grasp failure
rates up to 20%.

e Multi-Object Complexity: Reward shaping for multi-object scenarios remains a
significant bottleneck. The addition of new goals introduces sparse reward issues,
leading to longer training times and reduced final performance.

e  Hardware Constraints: Real-world robot limitations, such as joint range and mechani-
cal reach, result in grasp failures that are not present in simulation. This highlights the
importance of integrating physical constraints during policy development.

Table 9. Limitations and impacts.

Challenge Numerical Impact
Friction Modeling 10% grasp failure
Occlusions 20% grasp failure
Compute Constraints Limited network size
Reward Design 10% task failure
Joint Limits 5% grasp failure

5.3. Future Directions

Future research will aim to overcome these limitations and improve the robustness and
deployment of the system. Table 10 summarizes the strategic research priorities derived
from experimental outcomes.

¢ RGB-D Vision Integration: Incorporating depth and color information via convolu-
tional neural networks (e.g., ResNet) is expected to reduce occlusion-related failures
and improve object detection accuracy in complex scenes.

e  Hierarchical DRL for Multi-Object Handling: Introducing multi-level policies can
simplify reward engineering and improve modularity, potentially achieving 80%
success in cluttered scenes with multiple targets.

¢  Physical Validation: Deploying trained policies on a real UR5 system, with calibrated
domain randomization for friction, mass, and damping, will be essential to evaluate
sim-to-real transfer. Benchmarks will target a reduction in failure rates by at least 5%.

¢  Curriculum-Based Reward Structuring: Progressive difficulty scheduling and curricu-
lum learning may accelerate convergence and improve learning stability for compound
manipulation tasks.

Table 10. Future research priorities.

Direction Target
RGB-D Vision 15% failure cut
Hierarchical DRL 80% multi-object success
URS Validation 5% failure cut
Curriculum Rewards 20% faster convergence

In particular, curriculum learning can effectively address sparse reward challenges.
By structuring training into progressively more complex stages—starting with larger, more
stable objects and shorter placement distances, then gradually introducing smaller objects,
cluttered scenes, and precise placement tasks—the agent benefits from denser intermediate
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rewards that enhance exploration and improve credit assignment. This staged progression
not only accelerates learning, but also reduces the risk of early convergence to suboptimal
policies, a limitation that we observed more prominently in PPO training.

By addressing these priorities, the proposed system can be expanded into a robust,
vision-capable, and physically validated solution for adaptive robotic manipulation.

6. Conclusions

This work demonstrates that DRL can be applied effectively to robotic grasping and
post-grasping tasks. Using the simulation environment UR5GraspingEnv and the SAC
algorithm, the system achieved a grasp success rate of 87% (standard deviation 2.1%, 95%
confidence interval [86.1, 87.9]) and a post-grasping success rate of 75% (standard deviation
3.0%) [12].

Our contributions are threefold:

1. Flexible Simulation Environment: The proposed UR5GraspingEnv supports domain
randomization over object sizes, masses, and surface properties [1,9], allowing efficient
training over 100,000 timesteps and improved generalization.

2. Algorithmic Evaluation: A comparative study of SAC and PPO highlights the supe-
rior performance of SAC in dynamic environments, with 15% fewer task failures due
to better exploration through entropy regularization [12].

3. Transfer potential: The use of domain randomization resulted in a simulated-to-real
transfer success rate of approximately 70%, supporting the applicability of the learned
policies to physical systems [13].

Reference to a 70% sim-to-real transfer success rate is provided as a contextual bench-
mark from the literature, not as an empirical result of our experiments. Our study is fully
simulation-based, aiming to establish a controlled and reproducible framework to evaluate
PPO and SAC in grasping and placement tasks. The figure 70% is used to situate our
work within the broader context of sim-to-real research and to motivate the use of domain
randomization, which prior studies have shown to enhance transferability. In future ex-
tensions, we explicitly propose the integration of RGB-D perception and visual domain
randomization, as well as validation on the physical UR5 platform, to advance towards
resilient real-world deployment.

These results outperform prior works in key dimensions: SAC surpasses Levine et al.
80% grasp success [7] with significantly less data, approaches Dex-Net 2.0 90% while
including post-grasping manipulation [15], and matches the success rate of RGB-D-based
methods like Kalashnikov et al. [14] without relying on vision input during training. We
can see these data in Table 11.

Table 11. Contributions and future steps.

Contribution Details Future Work

Randomised object
properties

SAC: 87% success, 15% gain
over PPO

Environment Deployment on physical UR5

Algorithm Comparison Multi-object task handling

RGB-D integration, visual
randomization, friction
calibration

Approx. 70% success

Sim-to-Real Transfer (literature benchmark)

Although the simulation framework introduces simplifications—such as idealized
physics and lack of visual feedback—future work will address these limitations (Table 11).
Planned extensions include the integration of RGB-D vision to reduce occlusion-induced
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failures by 15% [28], adoption of hierarchical DRL to enable multi-object grasping with up to
80% success [16], and real-world validation on the URS5 platform to close the remaining sim-
to-real gap. To deepen the analysis, we also aim to incorporate richer visualizations, such as
shaded error bars for training curves, per-object-class performance breakdowns, cumulative
episode length distributions, and representative trajectory rollouts of both success and
failure cases. These enhancements will provide deeper insight into the robustness and
qualitative behavior of the learned policies, further consolidating the framework as a
benchmark for scalable robotic manipulation.

Furthermore, we will pursue a real-robot validation plan comprising (i) camera-robot
extrinsic calibration, (ii) friction/force calibration for gripper—object contact, and (iii) safety
constraints (software limits, emergency stop, collision thresholds) to empirically assess
transfer potential observed in simulation. Together, these efforts will contribute towards
developing scalable, robust manipulation systems for industrial automation and assis-
tive robotics.
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Abbreviations
The following abbreviations are used in this manuscript:

CI Confidence Interval

DDPG  Deep Deterministic Policy Gradient
DoF Degrees of Freedom

DON Deep Q-Network

DRL Deep Reinforcement Learning

GAE Generalized Advantage Estimation
GPU Graphics Processing Unit

Hz Hertz (simulation frequency)

MLP Multi-Layer Perceptron

PPO Proximal Policy Optimization

RGB Red-Green-Blue (color image)
RGB-D  RGB + Depth

RL Reinforcement Learning

ROS Robot Operating System

SAC Soft Actor-Critic

SB3 Stable-Baselines3

UR5 Universal Robots 5-DOF Manipulator
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Abstract

This study investigates how Al-driven innovations are reshaping manufacturing value
chains through the transition from Industry 4.0 to Industry 6.0, particularly in resource-
intensive sectors such as ceramics. Addressing a gap in the literature, the research situates
the evolution of manufacturing within the broader context of digital transformation, sustain-
ability, and regulatory demands. A mixed-methods approach was employed, combining
semi-structured interviews with key industry stakeholders and an extensive review of
secondary data, to develop an Industry 6.0 model tailored to the ceramics industry. The
findings demonstrate that artificial intelligence, digital twins, and cognitive automation
significantly enhance predictive maintenance, real-time supply chain optimization, and reg-
ulatory compliance, notably with the Corporate Sustainability Reporting Directive (CSRD).
These technological advancements also facilitate circular economy practices and cognitive
logistics, thereby fostering greater transparency and sustainability in B2B manufacturing
networks. The study concludes that integrating Al-driven automation and cognitive lo-
gistics into digital ecosystems and supply chain management serves as a strategic enabler
of operational resilience, regulatory alignment, and long-term competitiveness. While
the industry-specific focus may limit generalizability, the study underscores the need for
further research in diverse manufacturing sectors and longitudinal analyses to fully assess
the long-term impact of Al-enabled Industry 6.0 frameworks.

Keywords: Al-driven manufacturing; Industry 6.0; Industry 5.0; digital transformation;
cognitive automation; circular economy; predictive maintenance; smart supply chains;
regulatory compliance; ceramic industry

1. Introduction

The transition from Industry 3.0 to Industry 6.0 signifies a sequence of transformative
changes that have significantly altered manufacturing [1], especially in resource-intensive
sectors like ceramics [2]. Every industrial transition, encompassing automation, digitaliza-
tion, and resilience-oriented sustainable innovation, necessitates that organizations modify
their operational and strategic methodologies to sustain competitiveness [3]. Industry 3.0
introduced automation through electronic systems, enhancing productivity and reducing
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costs, albeit with limited attention to environmental responsibility [4]. Industry 4.0’s digital
integration through the Internet of Things (IoT) and machine-to-machine communication
added transparency and operational efficiency, setting the stage for resource-aware supply
chain management [5]. Industry 5.0 is probably driving this change by looking at how
people interact with robots in a more human-centric way. Sustainability is now a big
focus, both in terms of the environment and society [6]. The transition from Industry 4.0
to Industry 5.0 is not merely an evolution of digitalization; rather, it signifies a paradigm
shift that emphasizes the collaboration between humans and intelligent machines. Tech-
nologies such as artificial intelligence (Al), digital twins, and cognitive automation are
not exclusive to Industry 6.0, but they play a pivotal role in the transition to Industry 5.0.
Artificial intelligence (Al) is transforming advanced manufacturing through predictive
maintenance systems, adaptive resource management, and data integration along the
entire value chain [7]. These tools facilitate more resilient, personalized, and sustainable
manufacturing, bridging the gap between the automated efficiency of Industry 4.0 and the
human-centric approach of Industry 5.0 [8]. Industry 5.0 extends the digital advances of
Industry 4.0 by integrating human-—AlI collaboration, customization, and sustainability as
core principles. While Industry 4.0 focused on automation, connectivity, and real-time data
processing through IoT and big data, Industry 5.0 redefines value creation by emphasizing
human-centric innovation and sustainable manufacturing [9]. Al-powered systems are
shifting from simply optimizing production efficiency to enabling adaptive, personalized,
and more sustainable manufacturing environments. This transition is particularly relevant
for industries such as ceramics, where advanced automation (Industry 4.0) is now evolving
into Al-driven co-creation and customization (Industry 5.0), ensuring both operational
flexibility and environmental responsibility [10]. Today, Industry 6.0 further advances this
evolution, placing resilience, sustainability, and inclusion at the center of manufacturing
strategies and redefining value generation to prioritize both social and environmental
outcomes as critical to competitiveness [11]. This new paradigm calls for circular business
models, resilient supply chains, and the use of advanced technologies like artificial intelli-
gence (Al) and digital twins [12]. This transition is of consequence for the Italian ceramics
industry, which is renowned for its high energy consumption and complex environmental
impact [13]. The traditional manufacturing roots of the industry present several challenges
in meeting the digital and sustainable demands of Industry 6.0. However, they also offer a
few opportunities [14]. The Italian ceramics sector has the potential to enhance its opera-
tional resilience, reduce its environmental footprint, and create long-term value by adopting
cognitive digital ecosystems and circular economy practices [10]. The rising prevalence of
regulatory directives, including the Corporate Sustainability Reporting Directive (CSRD),
necessitates that firms, especially in the European Union, enhance their reporting on envi-
ronmental, social, and governance (ESG) practices [15]. For resource-dependent sectors like
ceramics, adapting to regulatory and societal demands is essential for sustaining relevance
and compliance [16].

While Industry 4.0 has been extensively explored in terms of automation, predictive
analytics, and digital manufacturing systems [17,18], research on Industry 5.0 [19-21] and
6.0 [22] remains comparatively limited and fragmented. Existing studies on Industry 5.0
have focused on human-centric production models, mass customization, and ethical Al,
while early conceptualizations of Industry 6.0 emphasize decentralized intelligence, hy-
brid ecosystems, and the convergence of digital and biological systems [12,23]. However,
few contributions provide an integrated view that connects these paradigms through the
evolving role of Al in shaping sustainable value chains [24]. This study positions itself at
the intersection of Al-driven manufacturing and industrial sustainability transitions by
proposing a conceptual model that traces the evolution from Industry 3.0 to 6.0. Unlike
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previous contributions that treat these paradigms separately, we emphasize the progressive
transformation of manufacturing value chains, from linear automation to cognitive, sys-
temic ecosystems, enabled by artificial intelligence. Furthermore, we address a critical gap
in the literature by embedding the concept of “systemic sustainability” into the strategic
logic of the Technosphere, a novel lens for understanding socio-technical integration across
industrial ecosystems [25]. This contribution extends current debates on Al-enabled smart
manufacturing [26-28] by situating Al not only as a driver of operational excellence, but
as a strategic enabler of adaptive, co-creative, and regulation-responsive supply chains.
By focusing on the resource-intensive ceramic industry, the paper also enriches empirical
understanding of how Industry 6.0 logic may unfold in traditional manufacturing sectors,
an area still underrepresented in academic discourse.

Recent reports provide quantitative evidence of the Industry 4.0 and 5.0 transitions.
For example, Eurostat [29] indicates that approximately 29% of EU manufacturing firms
have adopted IoT-enabled machinery, while Italy ranks among the top five EU countries in
terms of Industry 4.0 investment intensity. At the same time, collaborative robots (cobots)
are now present in nearly 8% of European factories, highlighting the increasing relevance of
human-machine collaboration under Industry 5.0 [30]. Looking forward, foresight studies
suggest that Industry 6.0 will extend these trajectories toward cognitive manufacturing and
systemic sustainability, with global market forecasts estimating that the value of Al-enabled
industrial systems could exceed USD 500 billion by 2030 [31].

This study positions itself at the intersection of these industrial transitions. While
Industry 4.0 consolidated digital transformation and Industry 5.0 emphasized human-
centricity, Industry 6.0 is expected to integrate cognitive adaptivity, systemic sustainability,
and regulatory compliance into a unified paradigm. Our research addresses this gap by
(i) empirically exploring how Industry 6.0 technologies intersect with circular economy
models and regulatory pressures in the ceramic industry, and (ii) proposing a conceptual
model that differentiates Industry 5.0 from 6.0 and highlights their implications for value
creation and stakeholder engagement in B2B contexts. Despite the substantial body of
research on manufacturing digitalization and sustainability integration, significant gaps
remain in understanding how Industry 6.0’s combined technological, regulatory, and
sustainability drivers impact value creation [32] within complex Business to Business
(B2B) networks [33]. This study aims to address these gaps by exploring how advanced
digitalization (supported by Al IoT, and blockchain) interacts with circular models and
regulatory pressures like CSRD to reshape manufacturing value chains [15]. Specifically,
this study focuses on two research questions:

e  RQ1: How can the integration of Industry 6.0 technologies (e.g., Al, IoT, digital twins) with
circular economy models enhance value creation and operational resilience in B2B networks,
particularly within energy-intensive industries like ceramics, to meet increasing regulatory
and sustainability expectations?

e  RQ2: How does the shift to Industry 6.0 reshape stakeholder engagement and strategic
decision-making in B2B marketing, influencing the development of sustainable and transparent
relationships across the ceramic industry’s value chain?

The first question explores how the convergence of Industry 6.0 technological innova-
tions and circular economy models can generate value in complex value chains, addressing
resilience and sustainability needs, with reference to compliance with regulations such
as CSRD. The second question focuses on how the transition to Industry 6.0 affects stake-
holder engagement strategies and strategic decisions in B2B marketing, helping to build
sustainable and transparent relationships along the value chain in the ceramics industry.
Both questions are designed to examine the synergies between advanced technologies and
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sustainable business models in a B2B context, exploring how these transformations can
redefine value and sustainability in interorganizational relationships in the ceramics sector.

2. Theoretical Background

Porter’s (1985) value chain concept serves as the cornerstone for comprehending
the process by which organizations establish a competitive edge [34]. In the manufac-
turing sector, value creation has historically been centered on the optimization of costs,
the enhancement of efficiency, and the exploitation of synergies [35,36]. Nevertheless, the
technological transition from Industry 3.0 to Industry 6.0 necessitates a thorough reassess-
ment of these mechanisms. This must encompass social responsibility, sustainability, and
digital transformation. Each industrial revolution has introduced new opportunities and
challenges for value chains [37]. To confront these obstacles, novel theoretical frameworks
have been devised.

2.1. Industry 4.0 and the Digital Transformation of Value Chains

Cyber-physical systems (CPS), the Internet of Things (IoT), and big data analytics
have revolutionized manufacturing processes because of Industry 4.0’s unprecedented
level of integration between the physical and digital worlds [38]. Transparent operations,
predictive maintenance, and real-time decision-making have been enabled by these in-
novations, which have revolutionized the way value is generated along global supply
chains. Lasi et al. [39] are correct in their assertion that Industry 4.0 technologies have
enabled businesses to become more adaptable and responsive to market demands, thereby
enhancing operational efficiencies and reducing lead times. Nevertheless, the literature on
Industry 4.0 remains excessively preoccupied with the operational advantages, with inade-
quate consideration given to its broader implications for the integration of sustainability
objectives and the creation of strategic value [40].

e  Proposition 1 (P1): The integration of Industry 4.0 technologies enables increased operational
efficiency and flexibility but requires rethinking value creation frameworks to account for
long-term sustainability.

2.2. Industry 5.0: Sustainability and Human-Centric Innovation

Industry 5.0 has altered the emphasis from digital transformation to human-centric
manufacturing, emphasizing collaboration between humans and machines [41]. Industry
5.0 aims to achieve a harmonious equilibrium between technological advancement and
human well-being, with a greater emphasis on environmental and social sustainability. The
research of Ghobakhloo et al. [42] indicates that this transition is prompting organizations
to implement more inclusive and ethically responsible practices throughout the value chain.
Organizations are being compelled to reevaluate their value creation strategies considering
the human-centric nature of Industry 5.0, which transcends economic advantages to en-
compass societal benefits. Nevertheless, as Kumar et al. [43] have pointed out, the ethical
and social aspects of Industry 5.0 are promising; however, there is still a dearth of empirical
research on the extent to which these practices are translated into tangible value along
global supply chains.

e  Proposition 2 (P2): Industry 5.0 shifts the focus from operational efficiency to human-centered
innovation, requiring firms to integrate social sustainability and ethical practices into their
value chains to enhance long-term competitiveness.

2.3. Industry 6.0: Resilience, Sustainability, and Circular Business Models

Industry 6.0 will address resilience and sustainability more thoroughly, transcending
traditional industrial paradigms [44]. The focus is on integrating contemporary technolo-
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gies, such as artificial intelligence (Al), blockchain, and the Internet of Things (IoT), with
circular economy principles that prioritize resource regeneration, waste reduction, and
sustainable value creation [45]. Resilience is a fundamental element of Industry 6.0. It
encompasses not just operational adaptability, but also an organization’s ability to with-
stand and respond to disruptions such as social unrest, climate change, or regulatory
pressures [46]. The integration of artificial intelligence in Industry 6.0 is not limited to oper-
ational optimization but acts as a strategic enabler for predictive supply chain management.
Advanced Al algorithms analyze data in real time to optimize logistics, predict disruptions,
and dynamically adapt production to market demand [47]. At the same time, Al-driven
regulatory analytics is helping companies comply with environmental and ESG regulations
by automating the reporting of sustainability parameters [47] required by directives such
as CSRD [48]. In this context, Al not only ensures production efficiency, but also becomes a
critical factor in the resilience and regulatory compliance of manufacturing companies. A
key distinction between Industry 5.0 and Industry 6.0 lies in the role of cognition. Whereas
Industry 5.0 emphasizes human-centric collaboration and ethical Al Industry 6.0 advances
toward cognitive adaptivity, an integration of human-machine symbiosis with autonomous
learning systems. This cognitive dimension enables anticipatory decision-making, proac-
tive risk management, and dynamic reconfiguration of value chains, moving beyond the
collaborative logics of Industry 5.0.

Singh et al. [49] make it clear that resilient value chains are essential for long-term
sustainability, particularly in a context where corporations must reconcile social and en-
vironmental responsibilities with efficiency [50]. The best way to achieve these aims is
through circular business models. Geissdoerfer et al. [51] are clear that circularity allows
organizations to complete material loops and reduce their environmental impact, thereby
promoting sustainable value creation. Integrating these concepts into global manufac-
turing value chains is challenging. It often requires systematic operational and strategic
practice modifications.

e  Proposition 3 (P3): Industry 6.0 promotes resilient and sustainable value chains by integrat-
ing advanced digital technologies with circular business models, allowing firms to create value
while addressing environmental and social challenges.

2.4. Sustainability and Value Chains Under the Corporate Sustainability Reporting
Directive (CSRD)

The European Union’s introduction of the Corporate Sustainability Reporting Direc-
tive (CSRD) marks a pivotal shift in regulatory policy [52]. It demands that companies
provide more comprehensive reporting on their environmental, social, and governance
(ESG) performance [53]. The CSRD will enhance corporate transparency and account-
ability, aligning business practices with sustainability goals. The literature on corporate
sustainability reporting, such as the work of Hahn & Kiihnen [54], has long been clear in
its advocacy for greater integration between financial performance and ESG metrics. The
CSRD requires firms to provide detailed accounts of their ESG impact across the entire
value chain, prompting a reevaluation of traditional business models. Adams [55] and
Eccles et al. [56] are clear that companies must adopt a more integrated approach to sus-
tainability. They must move beyond compliance and align their corporate strategies with
long-term value creation. The regulatory landscape introduced by the CSRD forces firms
to monitor and report on their ESG performance and rethink their value creation models.
In this context, firms must integrate sustainability into their strategic decision-making
processes, leveraging technologies and circular practices to meet stakeholder expectations
for transparency and accountability [57].
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e  Proposition 4 (P4): The CSRD compels firms to integrate ESG considerations into their value
chains, pushing them toward more transparent, accountable, and sustainable business models.

2.5. A Holistic Framework for Value Creation in Industry 6.0

As we move from Industry 4.0 to Industry 6.0, we will focus less on practical efficiency
and new technologies and more on putting human-centered practices, sustainability, and
resiliency into value chains [58]. If companies want to make this shift smoothly, they need
a theoretical framework that blends advanced digital technologies and circular business
models and follows the rules. This framework makes it clear that technical progress alone
is no longer enough to create value in modern industry [58]. Now it is up to the company
to make sure that social duty, longevity, and resilience are built into every step of the value
chain [59]. This all-around strategy shows the move toward Industry 6.0, where companies
need to balance the needs of stakeholders, government rules, and new technologies to stay
competitive and sustainable in the long run [60].

e  Proposition 5 (P5): The transition from Industry 4.0 to Industry 6.0 requires an integrated
approach to value creation that combines digital transformation, circular business models, and
compliance with sustainability requlations, ensuring that firms can adapt to future challenges
while maintaining competitiveness.

e  Proposition 6 (P6): Industry 6.0 advances cognitive adaptivity by integrating human—
machine symbiosis with autonomous learning systems, enabling anticipatory decision-making
and systemic value creation across industrial ecosystems.

2.6. Theoretical Integration: Toward a Conceptual Model

The evolution from Industry 4.0 to Industry 6.0 is a paradigm shift in how manufac-
turing firms create value. As previously stated, each industrial revolution introduces new
technologies, strategies and operational frameworks that build on each other, leading to
a comprehensive and integrated approach to value creation. This section will synthesize
these insights into a conceptual model, providing a structured framework for manufactur-
ing firms to navigate the complex landscape of Industry 6.0. The theoretical integration is
based on four fundamental pillars:

1. Digital Transformation (Proposition 1): Industry 4.0 was built on advanced digital tech-
nologies like IoT, cyber-physical systems, and big data analytics. These technologies
enable real-time optimization of processes and interconnectivity along the value
chain. However, digital transformation alone is not enough to guarantee long-term
competitiveness. The evolving industrial landscape now requires firms to embed
sustainability considerations into their value creation strategies.

2. Human-centric innovation (Proposition 2): Industry 5.0 built onto the digital infrastruc-
ture of Industry 4.0 and made it clear that human-centric innovation is essential. As
firms incorporated human creativity and ethics into their value chains, they began to
integrate social sustainability, focusing on employee well-being, ethical manufactur-
ing practices, and societal impact. This step makes it clear that value creation is not
just about technology. It is also about society and inclusivity.

3. Resilience and Circularity (Proposition 3): Industry 6.0 makes it abundantly clear that
business models that are resilient and circular are more important than ever. It is
crucial that supply lines are robust and resilient to economic, social and environmental
challenges. By following the rules of the circular economy, businesses can be sure that
their value chains are not only efficient but also self-regenerating. This cuts down on
waste and ensures long-term sustainability.

4. Regulatory Compliance (Proposition 4): The Corporate Sustainability Reporting Directive
(CSRD) and other outside forces require companies to be open and honest about their
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ESG (Environmental, Social, and Governance) performance. Regulatory compliance
forces businesses to rethink how they create value, integrating sustainability and
openness into their strategy decisions.

These concepts are interdependent, forming a network of interconnected elements
that challenge companies to rethink their value creation strategies in today’s manufactur-
ing landscape. Proposition 5, the final pillar, provides a comprehensive framework for
monetizing these principles. It is a clear path to profitability that emerges when digital
transformation, human-centric innovation, resilience, circularity and regulatory compli-
ance converge. Compared with existing frameworks for Industry 4.0 and 5.0, which focus,
respectively, on digital integration and human-centric sustainability, the proposed model
advances novelty by embedding systemic sustainability and regulatory compliance (CSRD)
as integral components of value creation. This integration moves beyond efficiency- and
ethics-oriented models to conceptualize Industry 6.0 as a cognitive-technological paradigm
where resilience and governance are equally central. In this respect, the Technosphere lens
adds a distinctive contribution not found in previous frameworks.

By using graph theory [61], we can visualize the conceptual model (Figure 1) as
a directed graph, where the nodes represent the key components of the value creation
process (Digital Transformation, Human-Centric Innovation, Resilience & Circularity, and
Regulatory Compliance). The arcs represent the interdependencies and directional flow
between these components, demonstrating how they influence one another and ultimately
lead to integrated value creation.

REGULATORY
COMPLIANCE
|P4|

DIGITAL INTEGRATED
TRANSFOMATION VALUE CREATION
|P1] i |P5]

HUMAN-CENTRIC RESILIENCE &

----- INNOVATION
IP2|

CIRCULARITY SRR
IP3]

Figure 1. Conceptual model of Industry 6.0 value creation with five interconnected. pillars (P1-P5),
illustrated through graph theory.

The conceptual model shows in a very straightforward way how the five propositions
about paradigm shifts related to Industry X.0 theoretically combine. It strongly underlines
interdependencies of Digital Transformation with human-centric innovation, resilience,
and sustainability, and with external regulatory pressures exerted by frameworks such
as the CSRD. The technological base has Digital Transformation (P1). Advanced IoT, big
data analytics, and cyber-physical systems enable real-time optimization of processes
with increased flexibility in value chains. Still, the industries are developing, and all
this calls for integration of Human-Centric Innovation (P2). Advancement in technology
must go hand in hand with humanity and society for sustainability. Industry 5.0 points
toward ethical practices and social responsibility. After all, value creation does need
to be extended into social and ethical dimensions alongside operational effectiveness.

158



Future Internet 2025, 17, 430

Going a step further, Resilience and Circularity in Industry 6.0 (P3) develops the concept
of sustainability that covers not only environmental concerns but also resilience from
disruptions, which companies are increasingly applying in their operations to embrace
circular economy principles that favor regenerative practices and long-term sustainability.
At this stage in development, human-centered innovation and digital transformation are
pursued whereby advanced technologies are combined with social inclusion to come up
with a value chain that is resilient and able to be sustained. As this remains, P4, Regulatory
Compliance, mostly from an external perspective under frameworks such as the CSRD,
builds up demand on firms to ensure transparency and accountability exist within the
firm’s ESG performance. This regulatory force influences all the value creation stages by
requiring firms to align their digital technologies, human-centered strategies, and circular
models with demanding standards for sustainability reporting.

Finally, these various factors come together in Integrated Value Creation (P5), which
embodies all the above in the form of an integrated strategy bringing together digital
innovation, sustainability of humans and the environment, resilience, and adherence to
regulation. The creation of value is integrated and no longer based on efficiency or profit per
se but integrated into systemic approaches to value creation that are sustainable, adaptable,
and in line with the expectations of the various stakeholders, both internal and external.
Interconnected nodes underpin those firms that continuously adapt to digital technologies,
enhance ethical and social responsibility, build resilient models for circularity, and ensure
full compliance with evolving regulations, the underlying ingredients toward Industry 6.0
for sustainable value creation.

3. Methodology
3.1. Research Setting

This research employs a mixed methodology, integrating qualitative analysis with an
abductive research strategy [62]. The objective is to examine the Industry 6.0 framework
at the sectoral level within the ceramic industry, utilizing the ceramic industry as a single
case study [63]. The abductive approach was selected for its malleability, enabling the
continual refinement of theoretical propositions based on empirical observations and
iterative engagement with the data [64]. This approach is particularly pertinent when
examining emergent paradigms such as Industry 6.0, where extant theories may prove
inadequate in encompassing the technological, regulatory and sustainability complexities
inherent to a resource-intensive sector such as ceramics.

3.2. Data Collection

To investigate the Industry 6.0-driven transformation within the ceramic industry,
the study employed a mixed-method approach that integrates primary and secondary
sources. Semi-structured interviews constituted the core of the primary data collection [65].
These were conducted with key stakeholders along the ceramic value chain, including
tile manufacturers, raw material suppliers, glaze and ink producers, machinery providers,
and industry associations. Participants were selected based on their strategic involvement
in sustainability, technological innovation, and regulatory compliance (e.g., CSRD, ESG).
Selection criteria included formal roles in innovation or ESG-related decision-making,
seniority, and representativeness across different segments of the ceramic value chain. The
final sample comprised 86 participants, with distribution and focus areas summarized in
Table 1.
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Table 1. Overview of interview themes and focus areas.

Stakeholder Category =~ Sample Size Key Themes of Inquiry Sample Questions

How do Industry 6.0 technologies

TILE 67/125 tec?ligfcfl?gs()ég?dXi’)t rg’n?'oa " enhance production resilience? How do
MANUFACTURERS (53.6%) 8 0%, AL, Impac you address the demands of sustainable
on production systems. value creation?
Circular economy practices How does CSRD influence your material
RAW MATERIAL 5/9 (55.6%)  resource efficiency, regula tor’y sourcing practices? How are you
SUPPLIERS ' ’ addressing waste reduction and

compliance. o
resource optimization?

What sustainable practices are being

Material sustainability, implemented in glaze and ink

GLAZE AND INK o innovation in product o .
PRODUCERS 6/10 (60%) formulation, environmental production? How are you a<.:1apt1ng to
impact. regulatory changes in

environmental impact?

. . How are new technologies like Al and
Operational resilience, value

MACHINERY o S : . IoT reshaping machinery design? What
MANUFACTURERS 5/9(55.6%)  chain H}te"c]’;r.?.t 1oniqdﬁg1tal and challenges do you face in adapting to
sustainability challenges. Industry 6.0 standards?
Sectoral overview, policy What support do you offer to members
INDUSTRY 3/3 (100%) implications, and macro and  regarding Industry 6.0 transition? How
ASSOCIATIONS meso-level sustainability are sector-wide policies influencing
trends. sustainability practices?

Although the final sample of 86 participants is substantial, it presents an unbalanced
distribution across stakeholder groups, with tile manufacturers representing the majority.
This reflects their central role in the ceramic value chain but also implies that perspectives
from suppliers, machinery providers, and associations are relatively underrepresented.
While this imbalance highlights the dominant influence of manufacturers, it limits the
generalizability of the findings to the broader ecosystem. This issue is acknowledged
further in the Limitations section.

The interviews explored a range of topics, including the adoption of Industry 6.0
technologies (Al IoT, digital twins), the evolution of circular economy practices, and the
strategic responses to increasing regulatory demands. Specific attention was given to the
role of Al in predictive maintenance, digital process control, and quality assurance via com-
puter vision. Several interviewees emphasized how Al-based systems support real-time
decision-making, optimize energy use, and facilitate the transition from Industry 4.0 to 5.0.
The semi-structured format ensured consistency in core themes while allowing flexibility
to adapt to context-specific stakeholders. Interviews continued until thematic saturation
was reached, meaning no new categories or themes emerged from additional interviews.
This confirmed the comprehensiveness of the data collected. To triangulate the primary
data, a structured review of secondary sources was conducted. These sources included
sectoral reports, regulatory guidelines, academic studies, and white papers published by
consulting firms and think tanks.

As outlined in Table 2, these materials provided contextual insight into industry-
wide technological adoption, sustainability trends, and regulatory developments related
to Industry X.0. Although not a systematic review, this structured approach ensured
thematic alignment with the interview findings. This dual-source strategy, combining
direct stakeholder insights with documented sectoral analyses, enabled the construction of
a robust conceptual model. It allowed for iterative refinement of theoretical propositions
in line with the abductive logic of the research design and deepened the understanding
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of how technological, regulatory, and sustainability dynamics intersect in the evolution of
B2B relationships within the ceramic industry.

Table 2. Overview of secondary data sources and focus areas.

Source Type Focus Area Examples
INDUSTRY REPORTS Technolo.g'lcal ado'ptlo.n', Annual industry reports, e-g. Ceramics
sector-specific sustainability. Industry Report”.

Compliance and reporting European Union guidelines, CSRD

REGULATORY DOCUMENTS standards, CSRD implications. documentation, and ceramic industry-specific
regulatory frameworks.
Industry 6.0, cireular econom Scholarly articles on Industry 6.0 applications,
ACADEMIC LITERATURE Yo ; ¥ circular business models, and technological
sustainable value chains. - . .
impacts in manufacturing.
White papers by consultancy firms and think
WHITE PAPERS Emergmg t.rer}ds and tanks (e.g., I?e101tte, McKinsey, Boston
strategic insights. Consulting Group) focused on
manufacturing X.0.
Current challenges, Articles from ceramic trade journals discussing
TRADE PUBLICATIONS innovations, and market challenges in transitioning to sustainable and
dynamics. digitally integrated models.

3.3. Data Analysis

The interview data were first transcribed and coded, using a [66] approach to iden-
tify recurring themes and patterns related to the adoption of Industry 6.0 technologies,
regulatory pressures, and sustainability practices across different stakeholder categories.
The coding process followed three iterative stages [67]. The coding process followed three
iterative stages. In the open coding phase, broad categories such as “adoption of AL”
“regulatory pressures,” and “circular practices” were identified across transcripts. Axial
coding then grouped these into higher-order themes, including “Operational Resilience,”
“Systemic Sustainability,” and “Cognitive Integration.” Finally, selective coding refined the
analysis around the five theoretical propositions (P1-P5). Illustrative quotes supported each
theme. For instance, one tile manufacturer noted: “Al is no longer just about efficiency; it
helps us anticipate disruptions and adapt production in real time.” A raw material supplier
emphasized: “The CSRD has forced us to rethink sourcing—waste is not just a cost but
a liability in compliance terms.” These examples increased transparency in linking raw
evidence to theoretical constructs.

Furthermore, insights from the innovation and sustainability managers were catego-
rized and mapped to highlight the unique perspectives and strategic challenges encoun-
tered by each segment of the ceramic value chain. The study also employed Al-based text
and pattern recognition tools to analyze qualitative interview responses, ensuring a more
structured assessment of how companies are adopting Al, cognitive automation, and digital
twins in their transition to Industry 6.0. These methods allowed for enhanced identification
of key industry trends, reinforcing the study’s abductive approach. For the secondary data
(Table 2), a structured review was conducted, focusing on reports, regulatory documents,
and academic literature relevant to Industry 6.0 and the ceramic sector. The information
gathered from these sources was synthesized to contextualize the interview findings, allow-
ing for cross-validation of themes and providing a broader perspective on technological,
regulatory, and market dynamics. Data triangulation between primary and secondary
sources reinforced the robustness of the findings, ensuring alignment with current industry
trends and regulatory developments. The integration of primary interview data with
secondary sources enabled the construction of a holistic framework that captures the inter-
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actions and dependencies within the Industry 6.0 value chain for ceramics. This approach
not only strengthened the validity of the results but also facilitated the development of a
conceptual model that reflects the ceramic industry’s adaptation to digital transformation,
sustainability imperatives, and evolving B2B relationships in the Industry 6.0 paradigm.

4. Results

Empirical validation has confirmed that the Italian ceramic industry, a high-energy and
resource-intensive sector, has successfully integrated technological innovations in response
to increasing regulatory pressures and sustainability requirements. Stakeholders across the
value chain have highlighted key advancements in Al-driven manufacturing, predictive
maintenance, and circular economy practices. These findings provide practical insights
into how different actors within the ceramic industry are leveraging digital transformation
to enhance operational resilience and regulatory compliance. These included:

1.  The machinery manufacturers provide the necessary know-how and technology. They
play a very vital role in embracing emerging innovations like IoT, Al, and advanced
robotics that are vital for the transition to Industry 4.0 and Industry 6.0.

2. Glaze and ink manufacturers who are now incorporating sustainability into material for-
mulation in view of the reduction in environmental impact foreseen by new regulations.

3. The suppliers of the raw material are usually confronted with the problems of what is
increasingly called the circular economy and the sustainable management of natural
resources; hence, they would have to be attentive to waste reduction and further
efficient use of resources.

4.  Ceramic tile manufacturers are the central entities in the industry and are continuously
expected to update their operational models according to adaptation to environmental
regulations and enhancement of production efficiency. This obviously points out the
crossroads where changes in regulation and technology meet.

5. Industry associations provide a macro-level understanding of the issues faced by
industry, for instance, on new European regulations, such as the latest Corporate
Sustainability Reporting Directive (CSRD), facing increasingly high demands on
Environmental, Social, and Governance (ESG) compliance.

Data collection was facilitated by semi-structured interviews with representatives
of each of these key categories, which allowed flexible but focused exploration of how
businesses in the ceramic industry are embracing Industry 4.0 and 6.0 solutions. It inves-
tigated details related to automation strategies, the use of advanced robotics, connected
systems, and Al-driven innovations. Based on interviews with experts, it has been possible
to trace the technological and product evolution of the ceramics industry, placing it in
the transitions between the different industrial revolutions. To ensure the robustness of
the analysis, data validation techniques, including triangulation and participant feedback
loops, were used in steps 3 and 4 to cross-check findings and reduce potential bias. In
addition, focus group participants were selected based on their expertise and decision-
making roles within the sustainability departments of the trade association representing
the member companies of the ceramic tile industry (Confindustria Ceramica), ensuring that
insights were drawn from individuals with a broad understanding of both the strategic
and operational challenges facing the industry.

e  The transition from Industry 2.0 to Industry 6.0 has had a significant impact on
the industrial sector. Large-scale manufacturing became possible with the advent
of electrification, which set the stage for modernization during the Industry 2.0 era
(1870-1914). But it was during Industry 3.0 (1970-2013) that automation brought about
a profound change in the ceramic sector. Innovations such as rotary screen-printing
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machines and roller kilns were developed during this period, improving the accuracy
and efficiency of production processes.

e Industry 4.0 (2014-2019) brought digitalization and machine connectivity. With the
launch of the National Plan Industry 4.0 in 2016, Italy increased the adoption of
technologies such as the Internet of Things (IoT) and cyber-physical systems. These
tools have significantly improved the quality and effectiveness of manufacturing
processes by enabling more customized, adaptable and networked production. For
example, a revolution in the quality of digital decoration took place in the ceramics
industry in 2012 with the launch of System Ceramics’ digital printer, which can print
with a resolution of more than 300 dpi.

e  TheIndustry 5.0 paradigm of 2020-2024 shifts the focus to environmental sustainability
and human-machine collaboration. The ceramics sector has been able to reduce energy
consumption and increase worker safety using green technology and collaborative
robots, or cobots. Business models have been rethought with an emphasis on material
recycling and waste reduction because of the incorporation of circular economy ideas.

e Looking to the future, Industry 6.0 (post-2025 perspective) is expected to emphasize
the combination of digital twins, blockchain technology and artificial intelligence with
increasingly circular and resilient business structures. With this new phase, companies
will be able to minimize their environmental impact, maintain high efficiency and
respond quickly to change.

e  Theevolution of ceramic products has kept pace with technological advancement, with
an expanding range of forms and formats available on the market. In the 1960s, red
stoneware and terracotta floor tiles were the mainstays of manufacturing, but in the
1970s and 1980s, goods such as majolica (double-fired) and clinker floor tiles emerged,
indicating a growing desire for resistant and permanent solutions. From the 1980s
and 1990s, with the advent of single-fired and double-fired tiles, the ceramic industry
saw the introduction of medium and large formats in response to the aesthetic and
functional needs of the market. However, the most significant development occurred
with the advent of huge porcelain stoneware slabs in 2012, which opened new design
and application possibilities. These increasingly big forms are becoming increasingly
popular in both residential and commercial contexts, because of their visual continuity
and less grouting.

4.1. Industry 3.0

Figure 2 illustrates the value chain of the ceramic manufacturing industry under the In-
dustry 3.0 paradigm, characterized by linear flows and limited digital integration. Ceramic
tile manufacturers operate as central nodes, coordinating inputs from machinery manufac-
turers, glaze and ink producers, and raw material suppliers. These upstream actors provide
materials and technical services essential to automated yet isolated production processes.

Downstream, the flow of goods moves through logistics services and specialized
cutting and grinding providers before reaching various retail outlets—large-scale, special-
ized, and flagship stores. Distribution is unidirectional, with minimal data feedback or
co-creation from market actors. Support functions such as graphic studios and display
suppliers serve marketing purposes, while the final link in the chain includes construction
professionals (builders, tile layers, adhesives suppliers) and designers and architects, who
interact only at the point of application. End users are passive recipients of standardized
products, with no influence over design or production. Overall, the Industry 3.0 value
chain operates as a mechanized system with rigid structures, limited collaboration, and a
near-absence of digital feedback loops.
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Figure 2. Value chain framework of the ceramic manufacturing industry under the Industry 3.0
paradigm.

4.2. Industry 4.0

The transition from Industry 3.0 to 4.0 marks a radical shift toward interconnected,
data-driven manufacturing (Figure 3).
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Figure 3. Value chain framework of the ceramic manufacturing industry under the Industry 4.0
paradigm.

Core enablers, such as the Internet of Things (IoT), digital twins, and advanced
analytics, transform the ceramic value chain from sequential to integrated. Machinery
manufacturers now provide not only equipment but also embedded IoT systems that
enable predictive maintenance and real-time process control within tile manufacturing.
Glaze and ink producers increasingly adopt digital tools to improve customization and
reduce waste, while raw material suppliers rely on data-sharing platforms to optimize
sourcing and traceability. Two new actor categories, Digital Service Providers and Analytics
Platforms, enter the chain, enabling real-time monitoring and data-driven forecasting
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across operations, logistics, and supply. Customer-centric design gains relevance through
digital configurators, allowing architects and end users to co-design ceramic solutions.
Manufacturers, informed by real-time feedback, rapidly adapt production offerings to
match shifting demand. Logistics processes also become smarter: tracking systems and
Al-assisted inventory management enhance delivery precision, minimizing costs and
emissions. Industry 4.0 builds the foundation for real-time collaboration, tighter integration,
and increased responsiveness across the ceramic manufacturing value chain.

4.3. Industry 5.0

The transition to Industry 5.0 marks a shift from purely technology-driven innovation
to a human-centric and sustainability-oriented paradigm (Figure 4). While maintaining
the digital backbone of Industry 4.0 (Al digital twins, and IoT), this new stage emphasizes
co-creation, resilience, and ethical innovation.
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Figure 4. Value chain framework of the ceramic manufacturing industry under the Industry 5.0
paradigm.

Figure 4 illustrates the reconfiguration of the value chain under Industry 5.0. Tradi-
tional suppliers, machinery manufacturers, glaze and ink producers, and raw material
providers are now integrated into Al-powered digital platforms, enabling real-time coordi-
nation, predictive analytics, and sustainable design strategies. These platforms improve
energy efficiency, facilitate circular flows of materials, and optimize operational adaptability.
A major innovation in this paradigm is the rise of user-centric platforms, enabling designers,
architects, and end-users to collaborate directly with manufacturers. This co-creation logic
fosters product personalization, shortens feedback loops, and aligns production with actual
user needs, reducing waste and overproduction. Logistics platforms also evolve, combining
digital twins with Al-based tracking to enhance visibility, traceability, and emission control
across the entire chain. Meanwhile, supply chain visibility and advanced customization
become strategic levers for competitiveness. The Industry 5.0 value chain moves beyond
efficiency to embed systemic sustainability and human-machine collaboration into every
stage, from sourcing to design, production, and delivery. This holistic integration lays the
groundwork for the even more interconnected and adaptive ecosystem of Industry 6.0.
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4.4. Industry 6.0

The transition to Industry 6.0 marks a strategic shift toward human-machine symbiosis
and systemic sustainability within interconnected industrial ecosystems (Figure 5).
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Figure 5. Value chain framework of the ceramic manufacturing industry under the Industry 6.0
paradigm.

Building on the human-centric principles of Industry 5.0, Industry 6.0 envisions a
digitally integrated environment—referred to as the Technosphere—where technology,
society, and industrial systems co-evolve. This paradigm recognizes the multidimensional
nature of sustainability, extending beyond circular economy principles to encompass envi-
ronmental, social, economic, and technological resilience [68,69]. In this context, Systemic
Sustainability becomes the guiding principle, promoting value creation through the inte-
gration of digital twins, Al, cognitive automation, and adaptive supply chains [70,71]. The
Technosphere functions as both a conceptual and operational space, where dynamic inter-
actions among stakeholders are continuously optimized to address double materiality, i.e.,
the combined impact of environmental and social risks [25]. Key features of the Industry
6.0 value chain include:

e  Human—Machine Symbiosis and Cognitive Manufacturing: Al-enhanced machines collab-
orate in real time with humans, enabling anticipatory decision-making and adaptive
production processes.

o Al-Powered Supply and Distribution: All upstream and downstream actors, including
raw material suppliers, energy providers, and logistics firms, operate through Al-
driven platforms that enhance efficiency, resource optimization, and risk anticipation.

o  Cognitive Logistics: Enabled by digital twins, logistics systems become predictive,
self-adjusting, and capable of simulating scenarios to manage disruptions across the
supply chain.

o  User-Centric Co-Creation: Advanced interfaces allow end users, architects, and builders
to co-design products in real time, aligning production with individual preferences
and sustainability goals.

e  Time-Based Risk Monitoring: A dedicated layer tracks dynamic environmental and
social risks, reinforcing strategic planning through real-time, Al-powered assessments
of double materiality.
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Industry 6.0 redefines the ceramic value chain as a techno-socio-industrial ecosystem,
where systemic sustainability and cognitive automation become the pillars of competitive
and regulatory alignment.

4.5. From Human-Centric to Systemic Sustainability in Industry 6.0

The transition from Industry 5.0 to Industry 6.0 entails a shift from human-centered
innovation to a systemic perspective that integrates technological, social, and environmental
dimensions [72,73]. Based on our empirical findings, this transformation can be articulated
across four key axes:

1. From Human-Centric to Human-Machine Symbiosis: While Industry 5.0 focused on
augmenting human capabilities through collaborative robotics and Al, Industry 6.0
introduces adaptive, co-evolutionary collaboration between humans and machines
within real-time digital ecosystems.

2. From Operational Transparency to Cognitive Automation: The emphasis on visibility
and control through digital twins in Industry 5.0 evolves into predictive, learning-
based systems in Industry 6.0, capable of autonomous decision-making and proactive
resource management.

3. From Circular Economy to Systemic Sustainability: Industry 6.0 expands the focus
from material recirculation to a broader model of sustainability, integrating environ-
mental stewardship with social resilience and technological innovation.

4. From Fragmented Platforms to the Technosphere: Industry 6.0 introduces a unified
digital infrastructure, which the recent literature defines as the Technosphere, that
supports end-to-end orchestration of data, processes, and stakeholder interactions.

This evolution is not merely conceptual. Our qualitative evidence reveals that ceramic
industry stakeholders are already anticipating this shift. Beyond traditional sustainability
goals, they emphasize the integration of Al-powered platforms, co-creation interfaces, and
predictive analytics as enablers of systemic resilience. This perspective aligns only partially
with existing academic literature, which often remains anchored to circular economy prin-
ciples. Practitioners, instead, envision a transformation that redefines how value is created
and sustained—socially, technologically, and economically. The proposed model (Figure 1)
reflects this shift and offers a foundation for future empirical exploration. Translating it
into a structured assessment tool would support companies in mapping their Industry 6.0
readiness and identifying gaps in their sustainability strategy.

4.6. Toward a Systemic Value Creation Model in Industry 6.0

Building on the foundational framework proposed in Figure 1, the refined model
illustrated in Figure 6 presents an integrated and dynamic configuration of five interdepen-
dent pillars.

The updated conceptual model (Figure 6) introduces a sixth pillar (Cognitive Adaptiv-
ity), highlighting the role of autonomous learning systems and anticipatory intelligence in
Industry 6.0. This addition marks a clear evolution from Industry 5.0, where human-centric
collaboration is key but not yet fully integrated with self-adaptive cognitive systems. The
six propositions (P1-P6) together define a dynamic framework for systemic, ethical, and
resilient value creation. Each pillar contributes to a holistic and ethically grounded system,
orchestrated by the Industry 6.0 Paradigm (P6), which serves both as a strategic enabler
and a guiding principle.

e P1—Cognitive Digital Ecosystem: Evolves from traditional digital transformation to in-
clude Al, digital twins, and cognitive automation. It enables real-time optimization of
processes and resource flows, anchoring technological intelligence within the broader
Industry 6.0 vision.
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o  P2—Human—-Machine Collaboration: Extends the human-centric logic of Industry 5.0
by enabling continuous co-evolution between workers and adaptive Al systems. It
ensures that technological advancement is aligned with human values, safety, and
capabilities.

e P3—Systemic Sustainability: Moves beyond circularity by integrating environmental,
social, economic, and technological dimensions. It promotes resilience, low-impact
design, and inclusive growth across the value chain.

e  P4—Ethics and Governance: Reinterprets regulatory compliance considering ESG im-
peratives. It embeds ethical responsibility into innovative processes and supports
transparent, accountable governance structures.

e  P5—Holistic Value Ecosystem: Synthesizes the outcomes of the previous pillars by
fostering inclusive, sustainable, and long-term value creation for all stakeholders,
from producers to end-users and communities.

COGNITIVE
DIGITAL
/ ECOSYSTEM
I1P1]

HUMAN-MACHINE SYSTEMIC
COLLABORATION SUSTAINABILITY
[P2| |P3|

INDUSTRY 6.0
IP6]

\ ETHICSAND HOLISTICVALUE
GOVERNANCE ECOSYSTEM
|P4| |P5|

Figure 6. Extended Industry 6.0 model with six pillars, adding Cognitive Adaptivity (P6). As the key
differentiator from Industry 5.0.

The Industry 6.0 Paradigm (P6) sits at the center of this model, enabling synergistic
feedback loops among the pillars. Rather than acting as a static classification, the model
defines a strategic and operational framework for advancing sustainable transformation.
It invites future empirical validation to test how these interdependencies manifest in
practice and how they can be leveraged to address complexity, uncertainty, and ethical
accountability in industrial value chains.

5. Final Remarks
5.1. Discussion of Results

This study shows how the ceramic industry is transitioning from efficiency-driven au-
tomation to a systemic integration of Al, sustainability, and human-machine collaboration.
The evolution from Industry 3.0 to 6.0 is not linear but cumulative, progressively building
an ecosystem where predictive analytics, circularity, and strategic foresight converge. While
Industry 4.0 laid the groundwork with IoT and automation, Industry 5.0 introduced per-
sonalization and human-centricity. Industry 6.0 amplifies these with cognitive capabilities,
embedding sustainability and ethical governance into all value-generating processes. A key
theoretical contribution is the articulation of the Technosphere and Systemic Sustainability
as interpretive lenses for Industry 6.0. Unlike prior paradigms, the Technosphere concep-
tualizes industrial value creation as an entangled network of social, technological, and
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ecological elements. Systemic Sustainability reframes circular economy logic by integrating
digital ethics, real-time risk assessment, and Al-driven responsiveness across the value
chain. At the operational level, the results show how Al facilitates predictive maintenance,
energy optimization, and cognitive logistics. Stakeholders in the ceramic sector are al-
ready embedding these capabilities within digital twins, smart kilns, and advanced quality
control systems, validating the centrality of cognitive automation. These transformations
are not merely technological upgrades, but strategic enablers for regulatory compliance,
resource efficiency, and adaptive B2B collaboration.

The empirical findings can be explicitly mapped to the theoretical propositions de-
veloped earlier. For example, the evidence of predictive maintenance systems and IoT
adoption validates Proposition 1 (Digital Transformation). Insights on human-AlI collabora-
tion and worker safety reinforce Proposition 2 (Human-Centric Innovation). References to
circular flows of raw materials and regulatory adaptation by suppliers support Proposition
3 (Resilience and Circularity). The strong role of the CSRD, repeatedly emphasized by
both manufacturers and associations, substantiates Proposition 4 (Regulatory Compliance).
Finally, the integration of these elements into a systemic framework aligns with Proposition
5 (Holistic Value Creation). Table 3 summarizes these linkages.

Table 3. Summary of key empirical findings and their supported research propositions.

Empirical Evidence (Findings) Proposition Supported
Predictive maintenance, IoT-based monitoring P1—Digital Transformation
Human-AlI collaboration, safety and customization ~P2—Human-Centric Innovation

Circular sourcing, waste reduction practices P3—Resilience and Circularity
CSRD compliance, ESG reporting mechanisms P4—Regulatory Compliance
Integrated systemic approach across stakeholders P5—Holistic Value Creation

Our findings also contribute to the Sustainable Development Goals (SDGs). By demon-
strating how Al-driven logistics reduce energy use and emissions, the study aligns with
SDG 12 (Responsible Consumption and Production) and SDG 13 (Climate Action). The
emphasis on circular flows and cognitive adaptivity supports SDG 9 (Industry, Innovation,
and Infrastructure), highlighting how Industry 6.0 can contribute to sustainable industrial
ecosystems at both the firm and sectoral levels.

5.2. Addressing Research Questions
The results of the study directly address its research questions (RQs):

e  RQI explored how Industry 6.0 technologies integrate with circular economy princi-
ples to enhance resilience and value creation in B2B networks. The findings confirm
that digital twins, Al, and IoT create interconnected supply systems that optimize
performance and comply with demanding ESG frameworks like the CSRD.

e  RQ2 focused on the impact of Industry 6.0 on stakeholder engagement and strategic
decision-making in industrial marketing. The research reveals how cognitive plat-
forms and Al-driven ecosystems foster transparency, co-creation, and customization,
reshaping traditional B2B interactions into trust-based, value-driven networks.

5.3. Conclusions

This study offers one of the first comprehensive models of Industry 6.0 applied to a
resource-intensive manufacturing sector. It advances theory by moving beyond isolated
digital or circular strategies and proposing an integrated framework grounded in cognitive
ecosystems, systemic sustainability, and ethical value creation. From a managerial perspec-
tive, the research suggests that Industry 6.0 technologies are not optional innovations but
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strategic imperatives. Cognitive automation, risk monitoring, and human-machine symbio-
sis enable companies to reconcile regulatory pressures with operational performance. For
industries navigating the shift from Industry 4.0 to 6.0, these findings provide a roadmap
for adaptive and resilient value chain transformation. It is important to stress that Industry
6.0 remains a largely conceptual paradigm. The findings presented here should therefore
be interpreted as indicative trends rather than definitive outcomes. The evidence illustrates
emerging trajectories but requires further empirical testing to validate their generalizability
beyond the ceramic sector.

Overall, our study not only advances the theoretical debate on Industry 6.0 but also
offers practical pathways for aligning industrial transformation with global sustainability
agendas. By explicitly linking Industry 6.0 to the SDGs, we highlight its potential as a
strategic enabler of long-term competitiveness, resilience, and societal value.

5.4. Limitations and Future Research Directions

As a single-case study in the ceramic industry, the findings require further empirical
validation across different manufacturing contexts. Another limitation concerns the compo-
sition of the sample. Tile manufacturers dominated the interviews, which, while justified
by their pivotal role in the industry, reduced the diversity of perspectives. Future research
should aim for a more balanced distribution of stakeholders to capture a richer spectrum
of viewpoints across the value chain. For future research, attention should be directed
towards cross-sectoral applications of the proposed model and its scalability within small
and medium-sized enterprises. Longitudinal studies are essential to examine how cognitive
technologies evolve and influence decision-making, sustainability, and competitiveness
over time. Furthermore, quantitative validation of the conceptual framework in various
manufacturing sectors (such as steel, cement, or automotive) would allow for assessment
of its external validity. Comparative analyses across industries and over extended periods
would provide deeper insight into the impact of cognitive automation and regulatory
compliance on sustainable value creation. Finally, future research should also explore how
cognitive adaptivity (P6) can be operationalized and measured in practice, for example,
through maturity models or quantitative performance indicators. Cross-sectoral studies in
energy-intensive industries such as steel, cement, or chemicals would help assess the scala-
bility of our conceptual model. Longitudinal studies are particularly relevant to capture
the evolving role of cognitive systems and their interaction with regulatory frameworks
and sustainability outcomes.
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Abstract

In the context of Industry 4.0 (14.0), the Asset Administration Shell (AAS) has been gaining
significant attention in recent years. The AAS serves as a standardized digital represen-
tation of an asset, encapsulating all relevant information about the asset throughout its
lifecycle. Since its introduction in 2015, the past decade has seen considerable progress
in developing traditional AAS solutions, namely AAS Type 1 and Type 2. As this initial
phase reaches maturity, it becomes essential to shift focus toward AAS Type 3 (proactive), a
specific category that extends traditional AAS functionalities by incorporating higher levels
of autonomy, intelligence, and collaborative capabilities. However, AAS Type 3 is still in its
early stages, lacking formal specifications and comprehensive implementation guidelines.
In this context, Multi-Agent Systems (MAS) have been investigated as a means to enhance
traditional AAS solutions toward the realization of AAS Type 3, particularly by embedding
autonomous, intelligent, and collaborative behaviors. Building on this perspective, this
paper explores the role of MAS in realizing AAS Type 3 through a comprehensive analysis
of existing agent-based AAS approaches in the literature. Furthermore, this paper proposes
a reference model based on common patterns found in the literature to support the de-
velopment of AAS Type 3 solutions, contributing to the discussion on the formalization
of specifications and providing greater clarity on this emerging topic. Finally, to better
demonstrate key aspects of the model, some illustrative examples are presented to guide
its application and facilitate understanding.

Keywords: Asset Administration Shells; Industry 4.0; Multi-Agent Systems

1. Introduction

Modern factories are becoming increasingly complex and demanding intelligent,
connected solutions to support flexible and adaptive operations. However, this evolution
introduces significant challenges related to the integration and interoperability of industrial
assets. These assets, encompassing a wide range of physical and logical components
such as machines, sensors, software, and products, often originate from different vendors
and exhibit considerable variation in their communication and functional capabilities.
This heterogeneity complicates seamless integration and effective collaboration within
increasingly complex industrial ecosystems.

To overcome these challenges, the Asset Administration Shell (AAS) [1,2] has emerged
as a fundamental concept in 14.0, providing a standardized digital representation of assets.
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The AAS encapsulates all relevant information about an asset throughout its entire lifecycle,
enabling consistent identification, access, and management through standardized 14.0-
compliant interfaces. By providing a standardized approach for asset description and
interaction, the AAS acts as a cornerstone for interoperability, facilitating the integration,
communication, and data exchange among heterogeneous devices, machines, and systems
in industrial environments.

Since the introduction of AAS in 2015 [1], the past decade has seen considerable
progress in developing traditional AAS solutions, namely AAS Type 1 (passive) and Type 2
(reactive) [3]. While these types offer considerable advantages in standardizing asset repre-
sentation and enabling interoperability, they lack the active behaviors required to support
fully autonomous interactions and intelligent decision-making demanded by dynamic 14.0
environments. In this context, AAS Type 3 (proactive) [3] is a distinct category that extends
traditional AAS functionalities by incorporating higher levels of autonomy, intelligence,
and collaborative capabilities. These features enable AAS Type 3 to autonomously respond
to changing production conditions, negotiate with other assets, and optimize operations
in real-time, addressing the flexibility, robustness, and reconfigurability demanded by
modern industrial systems. Nevertheless, AAS Type 3 remains an underexplored topic in
the literature, lacking formal specifications and comprehensive implementation guidelines.

The lack of a detailed specification for AAS Type 3 introduces uncertainty about
its structure and implementation. A key question is whether AAS Type 3 requires a
uniform, uniquely defined architecture, which may necessitate custom software solutions
for its development and deployment, or if it allows for more flexible interpretations.
For instance, the literature has increasingly recognized Multi-Agent Systems (MAS) [4] as a
promising and suitable approach to support the implementation of AAS Type 3, given their
conceptual alignment and inherent support for autonomy, intelligence, and collaborative
capabilities [5-7]. Additionally, MAS have been developed and applied for decades in
various domains, demonstrating their benefits and effectiveness in enabling decentralized
control, adaptive behavior, and dynamic coordination among distributed entities [8,9],
which are key requirements for realizing AAS Type 3 solutions.

Given the incipient nature of AAS Type 3, the lack of formal specifications, and the
emerging trend of leveraging MAS to support its implementation, this paper explores the
role of MAS in realizing AAS Type 3 through a comprehensive analysis of existing agent-
based AAS approaches in the literature. Based on the insights gained from this analysis,
this paper proposes an agent-based reference model for AAS Type 3 that offers a modular
and standardized foundation to support the development of such solutions. This model
consolidates and formalizes recurring architectural patterns and design guidelines identi-
fied, contributing to the discussion on the formalization of specifications and providing
greater clarity on this emerging topic. Moreover, it extends the existing AAS structure [10],
facilitating the seamless transition from established Type 1 and Type 2 implementations
toward more autonomous and intelligent Type 3 solutions. Finally, to better demonstrate
key aspects of the model, some illustrative examples are presented to guide its application
and facilitate understanding.

The rest of the paper is organized as follows: Section 2 provides an overview of AAS,
AAS Type 3, and MAS concepts. Section 3 explores the role of MAS in realizing AAS Type 3
through a comprehensive analysis of existing agent-based AAS approaches found in the
literature. Section 4 proposes an agent-based reference model for realizing AAS Type 3.
Finally, Section 5 concludes this paper and presents the potential future work.
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2. Background

Several reference architectures have been established to facilitate the implementation
of 4.0 [11]. Among them, the Reference Architecture Model Industrie 4.0 (RAMI4.0) [2]
and the Industrial Internet Reference Architecture (IIRA) [12] stand out as the two most
prominent. Although both offer valuable guidance for the development of I14.0-compliant
solutions, and the IIRA is recognized as a complementary perspective to RAMI4.0 [13], this
work is exclusively positioned within the RAMI4.0 framework, which formally defines
and promotes the AAS as a core enabler of digitization and interoperability in industrial
environments. In this context, this section introduces the foundational concepts of the
AAS and MAS. These two concepts have gained increasing attention in the literature
as complementary approaches for enhancing the intelligence, autonomy, collaboration,
and interoperability of 14.0 solutions.

2.1. Asset Administration Shell

The so-called 14.0 component, introduced by the RAMI4.0, encompasses an asset and
its corresponding AAS. The AAS is defined as a standardized digital representation of an
asset, encapsulating all relevant asset information throughout its lifecycle [10]. As illus-
trated in Figure 1 (right), the AAS has a well-defined structure comprising a collection of
submodels, where each submodel can be viewed as a modular building block that encapsu-
lates specific information about the asset, such as identification, capabilities, technical data,
and operational data.

AAS types AAS basic structure (submodels)
Type 1 Type 2 Type 3 / Asset Administration Shell
File-based API Peer-to-peer interaction

Identification

Softuare 38
application sofware 38 m m Submodel 1

application SME 1.1

=/

@ SMEYTZEN Data Operation
SME 1.1.1.1

ERTED * SME 1.1.1.2

application SME 1113 Event Data

File exchange Request/Response 14.0 language collaboration

Submodel 2
14.0 component overview SME 2.1

SME 2.1.1 .
Data Operation
SME 2.1.1.1
Digital world
14.0-conform SME 2.1.2
interface il

Business SME 2.1.2.1 Capability |  Event
Functional i
Information
Communication Submodel 3
Integration SME 3.1
Asset SME 3.1.1

Data Event
Asset SME3.1.2 - -

Real world

RAMI4.0

SME = Submodel element

Figure 1. AAS overview (bottom), AAS types (top), and AAS basic structure (right).

Today, the Industrial Digital Twin Association (IDTA) is responsible for standardiz-
ing the AAS, providing a set of specifications and submodel templates to support AAS
implementations. For instance, Part 1: Metamodel specification [10] describes a technology-
neutral AAS information metamodel, presenting the main classes and their relationships
to develop AASs. On the other hand, Part 2: Application Programming Interfaces speci-
fication [14] defines APIs for enabling access to the information provided by an AAS.
Additionally, submodel templates guide the creation of submodels based on predefined
structures. For instance, the Asset Interfaces Description [15] submodel template specifies an
information model and a common representation for describing the interfaces of an asset
service or asset-related service.
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Additionally, as shown in Figure 1 (top) and described in Table 1, AASs can be
classified according to their interaction pattern to exchange information and degree of
autonomy to make decisions [3].

Table 1. Description of AAS types.

AAS Type Description Interaction Pattern

Represents the simplest type of AAS (file-based AAS) that stores the asset
Type 1 (passive) information throughout its lifecycle and can be exchanged as a whole in the File exchange (manual)
form of a machine- and human-readable file, e.g., XML, JSON, and AASX

Acts as an API that reacts to external requests but lacks the capability to take
Type 2 (reactive)  initiatives and decisions. Such API enables the online access to asset
information and can be specified in a technology-neutral way

Request/response
(semi-autonomous)

Represents a more advanced and extended form of AAS, acting as a
Type 3 (proactive)  decision-making entity that autonomously interacts with other AASs to
exchange information and collaborate (e.g., through negotiation)

Peer-to-peer interaction
(fully autonomous)

The central idea behind the concept is that each asset in the industry is represented
by its own AAS, transforming it into an 14.0 component. In this context, since all AASs
adhere to a common standardized structure and expose 14.0-compliant interfaces, they
can seamlessly provide and exchange information throughout the asset’s entire lifecycle.
This standardized communication enables interoperability and real-time data sharing
among heterogeneous assets, regardless of the manufacturer or domain. Consequently,
through their AASs, assets are expected to collaborate autonomously, coordinate processes,
and support decentralized decision-making within industrial environments. However, this
vision of autonomous, intelligent, and collaborative behavior is more closely aligned with
AAS Type 3, which remains relatively underexplored compared to the other types, namely
AAS Type 1 and Type 2, and currently lacks dedicated specifications and comprehensive
implementation guidelines.

Finally, a recurring question in the community concerns the relationship between the
AAS and the Digital Twin (DT) since both are defined as digital representations of assets.
Given the growing popularity of both concepts, several studies [16-18] have investigated
their interrelation and distinctions. These studies reveal that the relationship between AAS
and DT is subject to varying interpretations. Some sources treat the AAS as a synonym for
or an implementation approach to DTs, while others regard it as a foundational information
model that enables the creation and interoperability of DTs. Moreover, the suitability of
AAS as a representation of a DT is seen to increase along the AAS types, from Type 1 to
Type 3. In particular, AAS Type 3 is considered to have the strongest alignment with the
DT concept, potentially serving as a near-complete implementation technology for DT,
as discussed in [18].

It is important to emphasize that this work does not aim to engage in broader con-
ceptual debates. Therefore, it specifically focuses on the AAS, and in particular AAS
Type 3, as a standardized framework for advancing digitization and interoperability in
14.0 environments, aligned with the principles initially proposed by Plattform Industrie 4.0
and IDTA.

2.2. Asset Administration Shell Type 3 Definition and Requirements

As previously discussed, AAS Type 3 is still in its early stages. In this context, this
section aims to examine and clarify the concept of AAS Type 3 by analyzing how it is
defined in official documents, e.g., those provided by the Plattform Industrie 4.0 and IDTA,
along with some definitions from selected academic research. The objective is to offer a
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clearer understanding of its key characteristics and intended functionalities. Based on this
analysis, a general definition and the requirements for AAS Type 3 are established.

2.2.1. Definition

As summarized in Table 2, the definitions of AAS Type 3 presented in official doc-
uments, namely [3,19-21], as well as in selected research works, are brief, generic, and
remain limited in scope, evidencing the early stage of conceptual development. However,
they consistently emphasize several common and core aspects: the ability to interact and
collaborate through the 14.0 language (VDI/VDE 2193) and the integration of autonomy
and intelligence to support decision-making processes. Additional requirements, as well as
concrete guidelines for the design and implementation of such components, are still in the
early stages of development, particularly in official documents, which only highlight the
importance of adopting the 14.0 language for communication.

Table 2. Summary of AAS Type 3 definitions obtained from official documents and research works.

Ref. AAS Type 3 (Proactive AAS) Definition

“(...) can participate in protocol-based interactions, as defined, for example, in the VDI/VDE 2193 standard for the
[3]* bidding process (...) The goal is to design decentralized processes that rely on a certain degree of autonomy or
decision-making capability of the AASs”

“Interactions which need peer-to-peer interactions between AAS of 14.0 components. The exchange of messages may be
structured according to a grammar of an Industrie 4.0 language or may be implemented by using standardized APlIs.

[19]*  Type 3 AAS interactions enable 14.0 components to become pro-active components which can support system
integration and system interaction in a peer-to-peer environment between 14.0 components, e.g., to enable AAS assisted
plug & play scenarios between 14.0 components”

“An AAS Server Application with a corresponding interface for the 4.0 language is at the same time a client and a

[20]* . . ”
server and is a so called proactive AAS

[21]* “Type 3 is the so called “Industrie 4.0 Language” with active AAS, which is similar to agents”

“AASs are able to interact autonomously with each other via a standardized interface with a common syntax and
[22] semantics base, thus realizing peer-to-peer AAS interaction. (...) AASs can understand and cooperate with each other.
(...) An AAS with such autonomy is called a proactive one”

“(...) proactive AAS can implement intelligence. The proactive AAS, that is not fully specified yet, can realize semi- or

[23] full-autonomous interactions which enables order driven production”

[24] “AASS wit%} the ability to interact as equals among themselves, offering and requesting services when necessary to meet
their goals

[25] “(...) can take decisions and participate in protocol-based interactions”

[26] “(...) proactive AAS also provides CRUD (create, read, update, delete) capabilities but can additionally communicate

and bid with other AAS using the 14.0 language”

* Plattform Industrie 4.0 or IDTA official document.

Based on these definitions, this work proposes the following definition for AAS Type 3:
AAS Type 3 represents the next evolutionary step of the AAS concept, extending AAS Type 1
and Type 2 solutions. AAS Type 3 not only serves as a key enabler of interoperability in 14.0
environments but also introduces a higher degree of autonomy, intelligence, and collaborative
capabilities. It acts as a decision-making entity capable of autonomously interacting with other AAS
Type 3 instances to exchange information and collaborate, e.g., through negotiation. Furthermore, it
possesses the intelligence to self-manage its associated asset, leveraging Al techniques to support the
decision-making process and adaptive behavior throughout the asset’s lifecycle.

2.2.2. Requirements

From the available definitions, it is possible to identify key requirements/characteristics
for AAS Type 3, namely autonomy, intelligence, and collaboration. Although this set of
requirements is still limited, these elements provide a useful basis for recognizing and
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classifying an AAS solution as Type 3, serving as a first step toward the development of
more comprehensive design guidelines and implementation strategies. In this context,
and to provide a clearer understanding of these requirements, this work defines them
as follows:

e Autonomy: “the ability to make your own decisions without being controlled by
anyone else” (Cambridge Dictionary). Autonomy does not mean absolute freedom to
decide arbitrarily but rather the capability to make decisions respecting predefined
criteria and aligned with business purposes.

¢ Intelligence: “the ability to learn and understand things quickly and easily” (Cam-
bridge Dictionary). Intelligence can have different levels, e.g., from basic rule-based
mechanisms to advanced Al techniques.

¢ Collaboration: “involving two or more people or organizations working together
for a particular purpose” (Cambridge Dictionary). In this context, collaboration
refers to AASs working together for a particular purpose. Unlike simple commu-
nication, collaboration goes beyond the exchange of information and comprises a
deeper, interdependent process where all participants play crucial roles in achieving a
common goal.

2.3. Multi-Agent Systems

As previously mentioned, the definitions and requirements associated with AAS
Type 3 closely align with the fundamental principles of MAS, particularly regarding au-
tonomy;, intelligence, and collaborative behavior. In this context, this section introduces
the concepts of agents, industrial agents, and MAS, highlighting the characteristics and
functionalities that make MAS a suitable and promising approach for implementing AAS
Type 3 solutions.

The development of agent-based applications has gained significant attention due to
the distributed and autonomous nature of these software entities. Although no universally
accepted definition exists, and the term remains a subject of ongoing debate and controversy,
a classic definition of agent is as follows: “An agent is a computer system that is situated in
some environment, and that is capable of autonomous action in this environment in order
to meet its design objectives” [4]. Moreover, the agents possess several characteristics:

¢  Encapsulation: Agents represent physical or logical objects within an environment.

*  Autonomy: Agents operate without direct human or external intervention and have
control over their actions and internal state.

¢  Learning ability: Agents can learn from their experiences.

*  Reactivity: Agents perceive their environment and respond in a timely manner to
changes in order to fulfill their design objectives.

®  Proactiveness: Agents exhibit goal-directed behavior by taking the initiative to achieve
their design objectives.

®  Social ability: Agents interact with other agents (and possibly humans) to achieve
their design objectives.

Additionally, agents can be specifically designed to meet the 14.0 requirements, known
as industrial agents, a specialization of traditional software agents, which inherit their
characteristics and are enhanced with additional capabilities to comply with several in-
dustrial requirements, namely hardware integration, reliability, fault-tolerance, scalability,
industrial standard compliance, quality assurance, resilience, manageability, and maintain-
ability [9].

Generally, industrial agents follow a two-layered approach (see Figure 2) comprising
high-level control (HLC) and low-level control (LLC) [9,27]. HLC is responsible for provid-
ing intelligence and adaptation features to support decision-making processes, e.g., through
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monitoring, diagnosis, prediction, and optimization functions. However, it is incapable of
delivering real-time performance. On the other hand, LLC is responsible for executing low-
level control tasks that guarantee real-time constraints, often through PLCs or industrial
PCs running control programs compliant with IEC 61131, IEC 61499, or similar standards.
This separation allows HLC to handle complex, high-level decision-making while LLC
maintains stable, real-time operations.

Local behavior
micro level

Emergent collective
Industrial agent intelligence

implements CPS macro level
‘ &
High-level |
Agent : B Digital world
N ] '

control providing high-level Classical
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Figure 2. Multi-Agent Systems overview.

Addressing complex real-world problems often requires the combined and cooperative
efforts of multiple agents, as a single agent has limited capabilities. As illustrated in
Figure 2, a MAS can be described as a society of intelligent, autonomous, and cooperative
agents representing physical or logical objects of a system. In contrast to traditional
centralized control strategies, MAS offers a decentralized approach to designing large-scale,
complex systems by decentralizing the system’s control and distributing it to autonomous
and cooperative agents rather than being concentrated in a single authority. The overall
functionality of the system emerges through interactions among these individual agents,
e.g., through collaboration, negotiation, and delegation of responsibilities, where each
agent contributes with unique knowledge and skills toward achieving both individual
and shared objectives. Furthermore, MAS enables the decomposition of complex tasks
into manageable subtasks, each assigned to a capable agent, ensuring that even intricate
challenges can be effectively addressed in a decentralized manner [4,8].

Beyond their theoretical foundations, several surveys on MAS (e.g., [8,9,28], to name
a few) have highlighted the practical benefits of applying MAS in industrial environ-
ments, particularly offering alternatives to overcome the typical problems presented by
the traditional centralized control approaches, which are not able to address the flexibility,
robustness, and reconfigurability imposed on the current industrial systems.

3. AAS Type 3 Approaches Based on Multi-Agent Systems

As previously discussed, given the advantages provided by MAS, along with their
shared characteristics and conceptual alignment with AAS Type 3, particularly regarding
autonomy, intelligence, and collaborative capabilities, the current literature has increasingly
considered MAS as a suitable approach for enhancing AAS solutions, often referred to as
agent-based AAS solutions. Building on this perspective, this section examines the role of
MAS in existing agent-based AAS approaches and explores their potential to support the
realization of AAS Type 3. Moreover, it is important to highlight that a few other studies
are also investigating AAS Type 3, namely [23,25]. However, due to the current trend in
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the literature of using MAS to enhance AAS capabilities, this work focuses exclusively on
agent-based AAS approaches.

To identify existing agent-based AAS approaches in the literature, a bibliographic
search was conducted in the Scopus database using the keywords “Asset Administration
Shell” and “Multi-Agent Systems”, along with variations of these terms, combined using
the AND operator. The search was restricted to publications from 2015 to 2025 (first
semester), written in English, and classified as journal articles, conference papers, or book
chapters. Additionally, only documents in which the search terms appeared in the title,
abstract, or keyword fields were considered.

From the initial set of 35 documents retrieved, a screening process was carried out to
identify the most relevant studies for in-depth analysis. Several factors may account for the
relatively low number of documents: (i) the AAS concept is still recent, having been for-
mally introduced only in 2015; (ii) much of the research over the past decade has focused on
consolidating foundational concepts, particularly related to AAS Types 1 and 2; (iii) overall,
the current literature on AAS remains limited, with only 503 documents identified through
a broader Scopus search using the keyword “Asset Administration Shell”.

Following the screening process, Table 3 summarizes the reviewed research works,
offering valuable insights into how MAS have been integrated with AAS to enhance their
capabilities. These studies cover a wide range of application domains where agent-based
AASs interact to support autonomous, collaborative, and intelligent processes in industrial
environments. The identified applications include smart manufacturing, dynamic produc-
tion replanning, shared production, control, scheduling, human collaboration, diagnosis,
and fault detection. This diversity illustrates the versatility of agent-based AASs, showing
how they can be effectively adapted to meet the specific demands and operational contexts

of various industrial scenarios.

Table 3. Summary of research works that combine MAS and AAS.

Ref.

Application Domain

Solution Description

Smart manufacturing (proto-
typical implementation in a
demonstrator)

- Discusses that the asset information described in the AAS may be used as a
standardized agent’s knowledge representation, i.e., the agents get all the relevant
information to make decisions from AAS submodels

- Assets: demonstrator (a stack, a crane, a stamp, and a conveyor with ramps
and pushers)

[29,30]

Smart manufacturing (proto-
typical implementation in a
demonstrator)

- Proposes a design pattern for implementing AASs based on industrial agents.
The agents are responsible for decision-making capabilities and integration with
physical assets

- Assets: product and industrial robot

Smart manufacturing (simu-
lated experiments)

- Presents a method for developing AASs using the MAS as a key enabler to dis-
tribute intelligence and offer collaborative functionalities
- Assets: assets simulated in a virtual environment

Dynamic replanning in pro-
duction environments (proto-
typical implementation in a
demonstrator)

- Concentrates on modeling AAS submodels for resource and product agents to use
in dynamic replanning applications

- Assets: demonstrator (a module for transportation, assembly, flashing of informa-
tion on the product, and two quality control modules)

Human-robot shared assem-
bly task (prototypical imple-
mentation in a demonstrator)

- Proposes a framework that combines MAS with AASs to enable the human-
centered production paradigm. The focus is on the active involvement of operators
in the industrial collaboration process with other assets

- Assets: human, robot, and camera

[34]

Plan and control in industrial
automation systems (proto-
typical implementation in a
demonstrator)

- Uses LLM agents to interpret complex information, generate insights, and support
decision-making in industrial automation systems. The information is primarily
sourced from AASs, which provide descriptive details about a specific asset

- Assets: transport robots and painting stations
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Table 3. Cont.

Ref.

Application Domain

Solution Description

[35]

Smart manufacturing (proto-
typical implementation in a
demonstrator)

- Presents a methodology positioned with respect to the RAMI4.0 layers, which
provides guidelines for integrating AASs and MAS

- Assets: small-scale production system (robot, punching machines, and indexed
line machines)

Shared production in manu-
facturing (prototypical imple-
mentation in a demonstrator)

- Introduces a MAS architecture designed to enable shared production. The pro-
posed architecture is grounded in holonic principles, and the AASs serve as the
self-description mechanism for these agents/holons, providing the necessary infor-
mation for their operation, interaction, and integration

- Assets: robot module, assembly module, 3D printer module, connector module,
conveyor module, and quality module

Production scheduling (de-
ployed in an industrial pilot
coming from the bicycle pro-
duction industry)

- Presents an approach in which agents operate in a decentralized manner, in-
teracting with each other to solve scheduling problems, while the AAS provides
production- and agent-related information (e.g., agent identity, description, skills,
and configurations)

- Assets: production lines (e.g., painting and assembly lines)

Diagnosis and fault detec-
tion in production environ-
ments (prototypical imple-

- Integrates MAS and AASs to perform fault detection and diagnosis. All asset- and
fault-related information is modeled within AAS submodels, while communication
between system components is enabled through agent-based interaction using the
14.0 language

mentation in a demonstrator) Assets: production modules

Overall, there is a general consensus that submodels serve as standardized knowledge
representations or information sources for agents. These submodels capture all asset-related
information in both human- and machine-readable formats, which agents can leverage to
support decision-making processes and to construct or enrich their internal knowledge bases.
In this context, several standardized submodels are available for this purpose, e.g., Control
Component Instance [39], Asset Interfaces Description [15], and Time-Series Data [40], which can
be used to describe the skills provided by an asset (e.g., drilling, assembly, and transport),
the methods for interfacing with it (e.g., host address, port, connection state, communication
protocol, endpoints, data formats, and input/output parameters), and the mechanisms for
managing, accessing, and storing operational data. Additionally, other submodels can be
defined to address specific application needs and to represent agent-specific information,
such as descriptions of agent behaviors, decision-making strategies, or interaction protocols,
providing greater transparency and understanding of agent capabilities.

The standardized structure of submodels enables agents to interpret and process them
using suitable programming logic, promoting reusability, scalability, and consistency across
heterogeneous assets and application domains. Moreover, agents that are equipped with
Large Language Models (LLMs) could enhance their learning and interpretation of submod-
els. This is possible due to LLMs’ ability to process both structured and unstructured data,
generalize across different formats, and adapt to varied contexts, ultimately improving the
system’s flexibility and responsiveness.

The review also reveals that communication capabilities stand out as one of the most
emphasized and valuable features of agents. This natural and inherent characteristic
of agents positions them as a powerful enabler for achieving the decentralized and col-
laborative interactions (particularly through negotiation strategies) envisioned in AAS
Type 3 implementations.

As shown in Figure 3, in a negotiation-based production scenario, information about
capabilities (capability: an abstract description of a function or operation that an asset can
perform, which results in tangible real-world effects, such as drilling. This description
includes specific properties and constraints that define the scope and limitations of the
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operation [41]) and skills (skill: the concrete implementation of a function provided by an
asset, as defined by a capability. A skill enables the practical execution of a capability and
typically involves parameters, including inputs and outputs, that allow for the control and
monitoring of the skill’s execution. Each skill must be accessible through at least one inter-
face, which provides interaction with the skill’s state machine, as well as its parameters [41])
is organized into submodels, which the agents utilize to manage their respective assets.
As a result, agents representing resources possess information of the capabilities their
assets can provide and the skills to execute these capabilities. On the other hand, agents
representing products possess information of their required capabilities structured in a
submodel that outlines the steps and requirements for production based on the required
capabilities. This information allows products and resources to collaborate seamlessly to
complete the production process, where resources may act as service providers by offering
their capabilities as services, while products act as service requesters, seeking services
aligned with their production requirements.

*
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Figure 3. Conceptual view of a negotiation-based production scenario using agent-based AAS.

Moreover, such communication capabilities enabled by agents could open up new
possibilities by transcending traditional organizational boundaries. This advancement
allows the creation of shared production environments where multiple companies can
collaborate in real-time. Through secure and standardized communication protocols,
agents representing assets from different organizations can negotiate, allocate resources,
and coordinate production tasks seamlessly.

Another important aspect concerns the interface with physical assets for data collection
or control adaptation. While the AAS provides 14.0-compliant interfaces to enable seamless
data exchange at the information level, it is not inherently designed to interface directly
with physical assets. Instead, this connection requires customized implementation tailored
to the specific characteristics, communication protocols, and constraints of each asset.
In this sense, agents (or well-known industrial agents) are suitable for this purpose, as they
are primarily designed to interact with both the physical and digital layers. They can serve
as intelligent intermediaries that interpret and process submodel data and translate high-
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level commands into asset-specific control actions, thus enabling flexible and autonomous
monitoring and control of physical assets.

Although existing agent-based AAS approaches vary from simple rule-based logic to
more advanced Al-based behaviors, most current implementations tend to rely primarily on
the former, with limited exploration of sophisticated Al techniques. However, the broader
agent literature highlights the potential for agents to act as “model consumers” of Al
techniques, transitioning toward the so-called Al agents. This includes the integration of
advanced learning algorithms, reasoning capabilities, and adaptive behaviors, which could
significantly enhance the intelligence and autonomy of AAS-based solutions.

Additionally, some research efforts also explore the use of agents for service orchestra-
tion and the adoption of recursive architecture inspired by holonic systems (see Figure 4).
In this context, each agent-based AAS encapsulates the capabilities of its associated assets
and exposes them as services, enabling the dynamic composition and orchestration of
services to realize higher-level services aligned with production goals.
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Figure 4. Service orchestration of holonic agent-based AAS.

For example, consider an illustrative example of a work cell comprising a robot,
a gripper, and a conveyor. Individually, their respective agent-based AAS expose atomic
services such as movement, hold, and transport and are responsible for managing their
own services. In this context, the agent-based AAS associated with the work cell contains
an orchestration engine to coordinate the execution of these services, relying on effective
communication and negotiation between agents to ensure proper sequencing and synchro-
nization. Through this engine, the work cell agent can compose atomic services into a
higher-level service, such as pick and place. Extending this concept further, a station agent
can orchestrate multiple work cell agents, which in turn coordinate their assets, enabling
the composition of complex production tasks to be executed efficiently and flexibly.

Finally, the agent-based AAS approach is not limited to typical physical assets such
as machines and production units but is also being applied to represent human operators.
In this context, agent-based AASs can be specifically designed to encapsulate operator-
related information, such as skills, preferences, fatigue levels, and availability. By leveraging
these data, agents can dynamically allocate tasks in a manner that aligns with the operator’s
current capabilities and conditions, thereby enhancing task performance, ensuring quality
of work, and supporting overall human well-being.
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In summary, the integration of MAS with AASs represents a promising pathway
toward the realization of AAS Type 3, enabling autonomous, intelligent, and collaborative
behaviors in industrial environments. The reviewed literature highlights a range of innova-
tive concepts, applications, and use cases, including decentralized negotiation, dynamic
service orchestration, and human-centric approaches. Although real-world deployments
are currently lacking, simulation and prototype results demonstrate significant potential
for enhancing interoperability, flexibility, scalability, responsiveness, and intelligence in
industrial systems. Furthermore, most studies are focused on addressing a particular use
case and do not provide clear guidance for generalizing the approach or developing com-
prehensive, reusable solutions. Finally, given that this is a relatively new and evolving field,
further research and development are essential to consolidate its theoretical and conceptual
foundations before transitioning from the state of the art to practical implementation in
industrial environments.

4. Agent-Based Reference Model for Realizing AAS Type 3

Based on the findings of the previous section, there is both theoretical and practical
evidence supporting the investigation of MAS as a foundation for realizing AAS Type 3.
In this context, and inspired by these insights, a reference model is proposed.

The proposed reference model aims to consolidate and formalize recurring architec-
tural patterns and design guidelines identified by analyzing agent-based AAS approaches
from the literature. Most of the approaches reviewed converge around similar solutions
and principles. However, they are often presented in isolated or case-specific contexts. This
convergence indicates a shared underlying structure that, while implicitly recognized, lacks
an explicit and unified representation. The proposed model captures these commonalities,
providing a modular and reusable foundation that supports both conceptual clarity and
the practical implementation of AAS Type 3 solutions. Moreover, the model serves not
only as a general guideline for developing AAS Type 3 but also as a template that offers a
high-level structure from which more detailed and application-specific architectures and
specifications can be derived.

4.1. Overview

To develop the proposed reference model, a three-step methodology was adopted.
First, a literature review was conducted to identify existing approaches integrating AAS
and MAS, as discussed in the previous section. Second, these approaches were analyzed
to extract common architectural patterns and design guidelines. Third, based on the most
frequently observed principles and structures, a generic and reusable reference model
was synthesized to guide the development of agent-based AAS solutions, with particular
emphasis on supporting AAS Type 3 capabilities.

Additionally, the proposed model (see Figure 5) is designed as a modular extension of
the traditional AAS structure [10]. Rather than replacing existing AAS Type 1 or Type 2
implementations, the model builds upon them by introducing an intelligent layer that
enables autonomy, collaboration, and adaptive behavior. This modularity allows exist-
ing AAS-based solutions to be incrementally extended toward AAS Type 3 capabilities,
enhancing their functionality without requiring a complete architectural redesign.

As shown in Figure 5, the defined reference model comprises two complementary
parts: the information part and the intelligent part. The information part consists of a
structured collection of submodels, which encapsulate detailed asset-specific information.
These submodels provide a standardized knowledge base and serve as a comprehensive
information source that supports agents in their decision-making processes and effective
collaboration within industrial environments. On the other hand, the intelligent part is
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conceptualized as an agent that embodies the intelligent capabilities required for AAS
Type 3. This agent is responsible for interpreting and processing the information stored
in the submodels, making decisions, and executing appropriate actions. Moreover, it
facilitates collaboration by communicating and negotiating with other agents, enabling
decentralized coordination and adaptive behavior. In summary, the intelligent part goes
beyond generic AAS requirements by integrating autonomous decision-making and agent-
based collaboration capabilities, which are not formalized in existing AAS specifications
but are essential for realizing the full vision of AAS Type 3.
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Figure 5. Proposed reference model for AAS Type 3 using Multi-Agent Systems.

As part of the model, a set of design guidelines have been defined to characterize the
development of AAS Type 3. These guidelines serve as design principles and requirements,
ensuring that any developed solution aligns with the conceptual and technical expectations
of AAS Type 3. These guidelines are as follows:

e AAS Type 3 has an associated asset (individual or composite).

e AAS Type 3 provides one or more 14.0-conform interface(s).

e AAS Type 3 lists one or more submodel(s).

e AAS Type 3 uses information from submodels to support decision-making processes,
enabling autonomous behavior and intelligent responses.

e AAS Type 3 collaborates with other AAS(s) Type 3 (e.g., through negotiation)

e AAS Type 3 has one or more intelligent behavior(s), e.g., based on Al techniques.

e AAS Type 3 interfaces with the asset, e.g., to collect operational data or adapt control.

e  The information and intelligent parts can be deployed together or separately, depend-
ing on the system architecture and deployment requirements.

e Submodels reference the asset services provided by an asset via an asset integration
and other related services (e.g., based on Al techniques).

e The user application(s) accesses the information of the AAS Type 3 via IT interfaces.

e The submodel template guides the creation of a standardized submodel.

e  The submodel template may reference concept dictionaries and ontologies.

e  Concept dictionaries and ontologies define the common vocabulary.

e  Existing AAS Type 1 and Type 2 specifications and standards guide the development
of the information part of AAS Type 3.

*  The AASresponsible creates and governs the AAS Type 3.
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Although the holonic concept identified in some existing works (see Figure 4) is not
part of the proposed reference model, the intelligent part of the model is designed to be
flexible enough to support such holonic orchestration mechanisms when needed. However,
implementing such approaches would require additional specifications, such as service
orchestration and composition mechanisms, which are not fully defined in the current
version and are considered directions for future work.

4.2. Alignment with RAMI4.0

While RAMI4.0 provides a valuable framework for developing I4.0-compliant solu-
tions, its high level of abstraction and generality may pose challenges when it comes to
implementing autonomous and intelligent behaviors within AAS instances. To address
these challenges, the reference model proposed in this work incorporates principles from
MAS, enabling a structured approach to designing AAS Type 3. By introducing a separation
between the information and intelligent parts, the model provides clearer guidance for
integrating autonomy and proactive behavior in a way that remains compatible and aligned
with the RAMI4.0.

As previously mentioned, the AAS reflects the asset in the digital world and is concep-
tually aligned with the upper five layers of RAMI4.0, namely integration, communication,
information, functional, and business. However, the main AAS specifications (Part 1 [10] and
Part 2 [14]) primarily address the communication and information layers. While these existing
specifications provide a solid foundation for organizing and exchanging asset information,
the integration, functional, and business layers are not explicitly defined.

The integration, functional, and business layers of RAMI4.0 can theoretically be imple-
mented using various approaches/technologies. However, it is crucial to select one that
also offers the intelligence, autonomy, and collaboration capabilities envisioned for AAS
Type 3. In this context, agents are particularly well-suited to address these requirements
due to their unique characteristics, as previously discussed. Agents bring the essential ca-
pabilities of autonomy, decision-making, and collaboration, which are critical for enabling
AAS to act as a self-managing, intelligent component.

In this context, the integration layer can be enhanced through industrial agents, which
are typically designed to interface with assets to collect data or to adapt control. The func-
tional layer can be improved by incorporating agents that utilize Al techniques for tasks such
as monitoring, diagnosis, optimization, and predictive analysis. Additionally, the business
layer can benefit from agents’ ability to make autonomous decisions, optimizing processes
like resource allocation, predictive maintenance scheduling, and fault management in
alignment with business strategies. Additionally, agents can enhance the communication
layer by facilitating autonomous, decentralized communication through strategies like
collaboration and negotiation. In summary, the map of the proposed model to the RAMI4.0
layers is described in Table 4.

In this context, the benefits of the proposed model are reflected across multiple layers
of RAMI4.0, particularly integration, communication, functional, and business. It enables the
seamless integration of assets into 14.0, supports decentralized communication through
strategies such as collaboration and negotiation, empowers assets to perform autonomous
functions based on Al techniques, and improves decision-making processes aligned with
business objectives.

Since the information part is already well supported by formal specifications and
standards provided by the IDTA (e.g., through the metamodel [10] and standardized
API interfaces [14], which agents can access via standardized protocols), the following
sections discuss how the agent (intelligent part) can be designed in compliance with exist-
ing standards and best practices to support broader industrial adoption and enable AAS
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Type 3 capabilities. In this sense, the following sections address key features highlighted in
Figure 5 (blue box) and Table 4, including interfacing with the physical asset for data collec-
tion and control adaptation, communication between AAS Type 3 instances, and strategies
for developing Al-based behaviors.

Table 4. Relationship of the proposed model to the layers of RAMI4.0.

RAMI4.0 Layer Relation to Proposed Model

Represents the asset, i.e., every physical or logical object that has value for a
company

Asset

Integration Industrial agents interface with the asset to collect data or adapt control
(intelligent part) processes (supported by the IEEE 2660.1 standard [27])

Data exchange follows a client-server schema (supported by AAS Part 2

grcl);;rnr;;tr;;a;;c;n specification [14]). Additionally, agents enable decentralized communication
intelligent part) through interaction strategies such as collaboration and negotiation

gentp (supported by FIPA specifications and VDI/VDE 2193 standards [42,43])
Information Data collected from the asset, including sensor readings and other relevant

information, are stored in a standardized and structured manner using AAS

(information part) submodels (supported by AAS Part 1 specification [10])

Agents can autonomously execute adaptive functions (e.g., based on Al

Functional . . . . Lo
anenona techniques) for tasks such as monitoring, diagnosis, optimization,
(intelligent part) L .
and predictive analysis
Business Agents facilitate self-optimizing, decentralized decision-making aligned
(intelligent part) with organizational business objectives to enhance operational efficiency

4.3. Recommended Practices for Interfacing with Assets Supported by IEEE 2660.1 Standard

The integration with the asset is a critical aspect of AAS solutions. While the AAS
may describe how to interface with an asset through a suitable submodel (e.g., Asset
Interfaces Description [15]), the actual connection between the AAS and the physical asset
remains unspecified and lacks formal guidance. Consequently, this interface is often
developed in a customized, case-by-case manner, depending on the specific characteristics
and communication protocols of the asset. Furthermore, even when such connections
are realized, data exchange is typically unidirectional since AAS Types 1 and 2 do not
include the mechanisms required for direct, active, or bidirectional interaction with the
physical asset.

In this context, agents are particularly well-suited for interfacing with automation
and control devices. Unlike passive data collection mechanisms, agents are intelligent
components that not only gather data but also process them to make decisions and provide
feedback to the asset. This enables bidirectional communication and real-time adaptability,
which are essential for implementing the autonomy and intelligence envisioned in AAS
Type 3 solutions. For example, consider an agent associated with a drilling machine.
The agent can continuously gather real-time operational data to monitor the drilling
process. If it detects an anomaly or suboptimal condition, it can autonomously respond,
e.g., by adjusting a control parameter on the machine to correct the issue or by issuing a
warning to a supervisory system or human operator.

In order to achieve interoperability and facilitate this integration, it is fundamental to
have an easy, transparent, and reusable way of interconnecting agents with different assets.
In this context, the IEEE 2660.1 standard [27] presents generic interface practices based on
interaction mode and location levels. These interface practices can be used in the context of
the defined reference model, particularly to show the different possibilities and guide the
selection of the best interface practice to integrate agents with assets, depending on the use
case and application requirements.
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As illustrated in Figure 6, the IEEE 2660.1 standard defines and compares four integra-
tion patterns based on two key factors: the interaction mode between the agent and the
asset and the agent’s deployment location.

The interaction mode refers to the way the agent interacts with the asset:

e Tightly coupled: This interaction mode is characterized by a direct, permanent,
and non-mediated connection between the agent and asset. The participants are
connected via direct network communication or shared memory and follow a tradi-
tional request-response schema. This schema typically involves the agent sending a
request to the asset, which processes the request and sends back a response.

e Loosely coupled: This interaction mode is characterized by an indirect connection
between the agent and asset, usually mediated by one or more message brokers,
following a publish-subscribe schema. Messages are sent asynchronously, meaning
that the agent does not have to wait for an immediate response from the asset.

Regarding the deployment location, two possibilities are identified:

¢ Hybrid: The agent operates on a separate computational platform from the asset controller.
*  On-device: The agent operates on the same computational platform as the asset controller.
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Figure 6. IEEE 2660.1-2020 generic integration patterns (adapted from [27]).

In industrial settings, any proposed solution must be integrated with existing de-
ployed systems. In this context, agent integration can be quite restricted depending on the
specifics of the asset, but it can also be flexible, allowing multiple integration patterns and
technologies to be applied for the same use case. In such circumstances, it is important to
take into account the advantages and disadvantages of each integration pattern for differ-
ent applications. In this context, the IEEE 2660.1 also defines a recommendation method
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that recommends the best interface practices to interconnect agents and physical assets,
particularly low-level automation devices, based on user-selected criteria. These criteria in-
clude functions (e.g., control, monitoring, or simulation), application domains (e.g., factory
automation, building automation, or energy and power systems), technological constraints
(e.g., the ability to host agents in the asset controller), as well as the relevant characteristics
for the application scenario (e.g., response time, scalability, and reusability). Based on
these criteria defined by the user, the method uses a recommendation engine that evaluates
existing interface practices stored in a repository, which is continuously updated with
interface practices collected from several industrial agent experts who have implemented
and used different interface practices. As a result, the recommendation engine produces a
ranked list of recommended interface practices, each assigned a score ranging from 0 to 5.

To illustrate the application of the IEEE 2660.1 recommendation method, consider
the digitization of an inspection gauge placed in a production line performing inspection
tasks to detect deviations in product production. In this context, the application domain is
“factory automation”, the asset cannot host agents locally, and the functionality provided by
the agent is the “control” of the asset, e.g., to adjust its measurement parameters that need to
be changed according to the specifications of the product. In such a configuration, “response
time” and “reusability” are the most important characteristics to be considered (weighted
as response time 80% and reusability 20%). The results provided by the IEEE 2660.1
recommendation method are illustrated in Figure 7.

Recomended interface practice

Id practice Location Interaction mode API client Channel Broker Score

HT-7 Hybrid  Tightly coupled Java OPC UA 3.20
Details

Id practice Location Interaction mode API client Channel Broker Score
HT-7 Hybrid Tightly coupled Java OPC UA 3.20
HT-5 Hybrid Tightly coupled Apache Milo OPC-UA 3.20
HT-6 Hybrid Tightly coupled Java Ethernet/IP 2.56
HT-3 Hybrid Tightly coupled Java HTTP 2.56
HT-2 Hybrid Tightly coupled Java Sockets 1.82
HT-4 Hybrid Tightly coupled C/C++/SQL Sockets 1.63
HL-1 Hybrid Loosely coupled Apache Paho MQTT Eclipse Mosquitto ~ 1.63
HT-1 Hybrid Tightly coupled Java Modbus 1.56
HL-2 Hybrid Loosely coupled Java OPC-UA 145
HL-3 Hybrid Loosely coupled C/C++/SQL Sockets DBMS 1.15
HL-4 Hybrid Loosely coupled Apache Paho MQTT 0.41

Figure 7. Results of the recommended interface practices for the inspection gauge.

The recommended practice (“HT-7”) involves implementing a tightly coupled inter-
face utilizing the OPC UA protocol. Due to hardware constraints preventing the hosting of
agents on the asset, the suggested strategy relies on a hybrid location setup. This implies
that the client operates remotely, potentially leading to response time being influenced by
the communication infrastructure. If the asset is not capable of supporting the OPC UA
protocol, other alternative interface practices can be considered, e.g., “HT-6" and “HT-3",
which consider Ethernet/IP and HTTP protocols, respectively. Based on these considera-
tions, the agent can be designed and implemented in alignment with the characteristics of
the recommended interface to meet the desired requirements.

4.4. Communication Based on VDI/VDE 2193 and FIPA Standards

The agent communication capability is another key feature for AAS Type 3 solutions
and is essential for enabling seamless, real-time information exchange and collaboration
among distributed assets. This capability allows AASs to negotiate, coordinate tasks
in a distributed manner, and share knowledge/information, enhancing the flexibility,
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reconfigurability, and responsiveness of 14.0 systems. In this context, the adoption of proper
standards, such as the 14.0 language, as specified in the VDI/VDE 2193 standards, should
be considered to enable interactions between AAS Type 3 solutions. These standards
define both the vocabulary and message structures (VDI/VDE 2193-1) [42], as well as the
interaction protocols (VDI/VDE 2193-2) [43], which can be used as the basis for agent
communication design.

The importance of adopting the 14.0 language as the official communication standard
rather than relying on more general agent-specific standards such as FIPA lies in two main
reasons: (i) its direct alignment with the definitions and requirements of AAS Type 3,
and (ii) although this work employs an agent-based approach to support AAS Type 3
functionalities, it must still be recognized and treated as an AAS Type 3 solution. Therefore,
to ensure communication interoperability, it is essential that all solutions conform to com-
mon vocabulary, message structure, and interaction protocols, especially considering that
other AAS Type 3 implementations may be based on different architectural or technologi-
cal approaches. Nonetheless, by adopting the 14.0 language as a shared communication
standard, these heterogeneous solutions can still interoperate and collaborate effectively,
regardless of their internal implementation choices.

Although the 14.0 language is recommended for enabling I4.0-compliant interactions
and has a broad scope, the current VDI/VDE 2193-2 standard specifies only the bidding
protocol (based on the classic contract net protocol). This limitation restricts solutions that
require a wider variety of interaction patterns to support diverse collaboration strategies
among AAS Type 3 instances. In this context, several interaction protocols already defined
in the FIPA agent communication language (ACL) standards could be adapted to align with
the guidelines of the 14.0 language. This transition from FIPA-based interaction protocols to
14.0 language-based protocols is expected to be straightforward, given the strong similarity
and compatibility between the two standards. In fact, the VDI/VDE 2193 standards are
inspired by the FIPA specifications. For instance, Table 5 maps the parameters of the
FIPA ACL message structure to the corresponding elements defined in VDI/VDE 2193-1,
demonstrating their equivalence. Furthermore, the communicative acts defined in both
standards exhibit only minimal differences, primarily in nomenclature. For a comparison,
see [42,44].

In this context, future versions or extensions of the VDI/VDE 2193 standards could
formally standardize the mapping between FIPA protocols and the 14.0 language, ensuring
their official integration and enabling consistent, interoperable communication. Some
examples of candidate FIPA interaction protocols are as follows: request interaction pro-
tocol [45], subscribe interaction protocol [46], propose interaction protocol [47], query
interaction protocol [48], and request when interaction protocol [49]. While such formal
mappings would facilitate development and promote interoperability, it is important to
note that the proposed reference model remains implementable using the current FIPA and
VDI/VDE 2193 standards independently. However, this may require manual integration
efforts, which could limit interoperability and increase development complexity.

Another crucial aspect of communication is vocabulary, which relates to the semantic
dimension of information exchange. In the 14.0 context, this information can be contained
in individual submodels and should be exchangeable not only within an organization
but also across company boundaries. Although these submodels follow a standardized
structure defined by the AAS information metamodel, inconsistencies in their semantic
interpretation may still arise. To address this, all communication partners must share
a common vocabulary. This vocabulary should be based on property-based machine-
readable descriptions, i.e., the attributes of an asset in the physical world that denote its
characteristics. In this context, the use of standardized dictionaries such as ECLASS [50]
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and IEC CDD [51] is recommended, as they enable the description of properties in an

unambiguous, machine-readable, and industry-independent manner.

Table 5. Comparison between the message structure of VDI/VDE 2193-1 and FIPA ACL.

VDI/VDE 2193-1

FIPA ACL

Equivalent msg.

Message Area Message Element  Description Use
Parameter
interaction- Content of a message (submodels or another
- O  content
Elements data elements)
type Purpose, i.e., intention of a message M  performative
sender Sender of a message (AAS ID) M  sender
receiver Receiver of a message (AAS ID) O  receiver
conversationId ID of a conversation O  conversation-id
frame messageld ID of a message M -
replyTo Expression referencing the original message O  reply-with
replyBy Time by which the response must be received O  reply-by
semanticProtocol Identification of the used semantic protocol M  protocol
role Role of the sender of the message o -

M: mandatory; O: optional.

Finally, to illustrate how agents enable the communication capabilities of an AAS
Type 3 solution, Figure 8 presents an example in which agents communicate using the FIPA
request interaction protocol, adapted to comply with the 14.0 language guidelines using
proper message structures and a shared vocabulary.
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Structure of the message
Figure 8. Agent communication capability to enable AAS Type 3 collaboration.

In this example, an agent-based AAS representing a product requests a drilling opera-
tion from another agent-based AAS representing a drilling machine. The drilling machine
agent then evaluates the feasibility of the requested operation parameters and responds
with its capability to perform the task. If the operation is feasible, the agent executes the
drilling process and reports the results back to the product agent. Throughout this interac-
tion, all necessary information, such as product requirements (e.g., drilling depth, diameter,
and material), interfacing details (e.g., communication protocol, endpoints, and parameters)
for executing the drilling operation, and other relevant production-related information,
are stored within the respective submodels of each AAS. In this context, the content of the
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exchanged messages (see Table 5) is derived from the information contained within the
respective submodels (e.g., requirements), ensuring consistency and accuracy in the com-
munication between agents. The messages are structured according to VDI/VDE 2193-1
message structure and can be exchanged in JSON format over appropriate communication
protocol technologies.

4.5. Strategies for Developing Al-Based Behaviors

Decision-making is another key element identified in the definitions of AAS Type 3,
with intelligence being a necessary requirement to support this process. In this context,
agents are inherently intelligent entities capable of perceiving their environment, reasoning,
and making autonomous decisions to achieve specific goals. However, implementing this
process often requires Al-based strategies, ranging from rule-based mechanisms to more
advanced Al techniques, e.g., based on Machine Learning (ML) or Deep Learning (DL).

The implementation of rule-based mechanisms can be simple and direct, typically
using “if-then” statements that define clear decision-making logic. However, for more
complex, dynamic environments, integrating advanced Al models based on ML/DL into
agents significantly enhances their intelligence capabilities. In this sense, this section
provides an approach to implementing and deploying such Al models into an agent-
based AAS, particularly using standardized, machine-readable interchange formats, such
as Predictive Model Markup Language (PMML), Portable Format for Analytics (PFA),
and Open Neural Network Exchange (ONNX), which enables the description of Al models
in a structured and interoperable manner.

It is important to note that the use of PMML, PFA, ONNX, or other standardized
formats is highly recommended but not mandatory. These formats may bring several
benefits, such as representing Al models in a standardized manner, enhancing interop-
erability, facilitating seamless integration across diverse systems, and reducing the time
required to make a model production-ready. However, alternative approaches to represent-
ing and exchanging Al models may also be adopted, depending on specific requirements
or constraints, such as unique application needs or legacy system compatibility.

As illustrated in Figure 9, the agent-based AAS should act as a model consumer,
where Al models developed in a training/modeling environment are deployed to the
deployment/operational environment for execution. The (re)design phase encompasses
two key steps: (i) the model producer (e.g., experts, systems, or tools) is responsible for
developing, training, and validating Al models, and (ii) the modeling submodel handles
the conversion and exportation of these models into standardized, machine-readable
interchange formats, such as PMML, PFA or ONNYX, for inclusion in appropriate submodels
(e.g., Al Dataset [52], AI Model Nameplate [53], and Al Deployment [54], which describe the
Al lifecycle). On the other hand, the operational phase involves deploying the Al models.
During this phase, the model consumer, represented by the agent-based AAS, retrieves the
Al models described in PMML, PFA, ONNYX, or another standardized format from the
designated submodels and executes them seamlessly.

This decoupling, combined with the use of standardized, machine-readable inter-
change formats for Al models, facilitates Al development while enabling modularity,
interoperability, and seamless sharing of models across various applications and systems.
These standardized formats ensure that Al models, developed in specialized environments
using appropriate programming languages and tools, can be deployed in environments that
might be different from where the models were initially trained, facilitating their integra-
tion into diverse operational settings. Moreover, integrating these standardized Al models
into AAS submodels offers an 14.0-compliant approach to describing and representing Al
within the I4.0 context.
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(Re)design phase Operational phase
Model producer (training/modeling environment) Model consumer (deployment environment)
- Trained and
Training —> Pre-. —>{ Train model —> Evaluation —» validated Agent-based AAS
data processing Al model
T Submodel Scoring engine | Output
(contains Al model) (model consumer)
_______________________________________________ x

i Modeling submodels :
¥
Convert Al model Include in :
into standardized format AAS submodel [T update model - Asset
(e.g., PMML, PFA, ONNX) submocde

E Operational data (input)

i FE-Hraining = =t=========meem )
Figure 9. Deployment of Al models into the agent-based AAS.

Based on that, once an Al model is included in a specific submodel, the agent-based
AAS needs to retrieve this model from the proper submodel and consume it using an
appropriate scoring engine approach. A scoring engine is a software component that
processes input data through an AI model to produce, e.g., predictions or inferences. It is
able to interpret the specific structure of an Al model and applies the model to input data
in real-time. Furthermore, as shown in Figure 9, as new data is generated, the Al model
can be retrained and updated within the submodel, ensuring continuous improvement and
adaptation to evolving operational conditions.

As an illustrative example, consider the classic Iris dataset translated into a manufac-
turing context, such as the monitoring of an asset. As shown in Figure 10, the asset dataset
consists of various parameters collected from the asset, such as temperature, pressure, vibra-
tion, and humidity, recorded over a period of time. These parameters are typically labeled
to indicate whether the asset is operating in a normal or faulty state. In a training/modeling
environment, the dataset is used to train an Al model based on the random forest algorithm
(e.g., utilizing tools or programming languages such as Python, R, or others). Once the
model is trained and validated, it is converted into PMML format and included in the
Al Deployment submodel. Additionally, information about the training process, dataset
characteristics, requirements, and other relevant details are stored within the AI Dataset
and Al Model Nameplate submodels.

In the operational phase, the agent-based AAS, which may be developed in a Java
environment, retrieves the model from the Al Deployment submodel and consumes it using
a scoring engine (e.g., through Java PMML API). By using this model, the agent-based AAS
can predict asset states based on input data and trigger alerts when potential faults are
detected. These alerts can inform supervisory systems, human operators, and other agents,
enabling them to reorganize workflows and reallocate tasks on the fly. It is important to
emphasize that the focus here is not on the Al algorithm itself (e.g., its performance or
accuracy) but rather on demonstrating a standardized approach that enables agent-based
AAS to consume diverse Al models tailored to specific applications in compliance with
14.0, aiming to implement intelligence in AAS Type 3 solutions.
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Figure 10. Example of Al model deployment for asset monitoring in agent-based AAS.

5. Conclusions and Future Work

AAS Type 3 plays a pivotal role in realizing the full vision of 14.0, characterized by
fully interoperable, collaborative, intelligent, resilient, and adaptive industrial ecosys-
tems. Despite its significance, AAS Type 3 remains in an early stage of development and
still lacks comprehensive specifications and practical implementation guidelines. In this
context, MAS have been investigated as a means to enhance traditional AAS solutions
toward the realization of AAS Type 3, particularly by embedding autonomous, intelligent,
and collaborative behaviors.

This paper explored the role of MAS in realizing AAS Type 3 through a comprehensive
analysis of existing agent-based AAS approaches in the literature. In summary, MAS
enable traditional AAS solutions to be extended with active and intelligent behaviors that
support autonomous decision-making and collaboration in production processes. The re-
viewed literature highlights solutions across various application domains, namely smart
manufacturing, dynamic production replanning, shared production, control, scheduling,
human collaboration, diagnosis, and fault detection. However, none of the identified
approaches have yet been deployed or tested in real-world scenarios, underscoring the
early stage and limited practical validation of agent-based AAS solutions. On the other
hand, the promising results from simulation and prototype experiments indicate significant
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potential for these approaches to improve interoperability, flexibility, scalability, respon-
siveness, and intelligence in industrial systems. Furthermore, most studies are focused
on addressing a particular use case and do not provide clear guidance for generalizing
the approach or developing comprehensive, reusable solutions. Finally, given that this
is a relatively new and evolving field, further research and development are essential to
consolidate its theoretical and conceptual foundations before transitioning from the state of
the art to practical implementation in industrial environments.

Based on the findings, a reference model was proposed that captures identified re-
curring patterns and best practices in a unified conceptual model, offering a standardized
and modular foundation for understanding and guiding the development of AAS Type 3
solutions. The proposed model extends the existing AAS structure [10], facilitating the
seamless transition from established Type 1 and Type 2 implementations toward more
autonomous and intelligent Type 3 solutions. Moreover, as a reference model, it serves as a
template that provides a high-level structure from which more detailed and concrete archi-
tectures and specifications can be derived and tailored to specific industrial applications
and requirements.

Although the current version of the proposed reference model is conceptual in nature
and has not yet been empirically validated, its structure and design guidelines are con-
ceptually grounded in a formal analysis of existing agent-based AAS solutions reported
in the literature. All these solutions have been validated through simulations, prototypes,
or conceptual evaluations, as discussed in Section 3.

Future work will focus on developing a set of specifications for designing and im-
plementing AAS Type 3 using an agent-based approach. These specifications will build
upon the proposed reference model, providing more detailed technical guidance for both
architectural design and practical implementation across various industrial scenarios.

Moreover, empirical validation will be pursued through complementary strategies.
First, a prototype will be implemented based on a representative use case, such as nego-
tiation among AASs in a production line, to demonstrate feasibility. Second, the model
will be applied in a realistic case study, potentially in collaboration with an industrial
partner, to assess its performance, scalability, and adaptability in practice. These efforts
will serve to confirm the model’s applicability and support its iterative refinement based
on practical insights.
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Abstract

With its fast advancements, cloud computing opens many opportunities for research in
various applications from the robotics field. In our paper, we further explore the prospect
of integrating Cloud Al object recognition services into an industrial robotics sorting task.
Starting from our previously implemented solution on a digital twin, we are now putting
our proposed architecture to the test in the real world, on an industrial robot, where factors
such as illumination, shadows, different colors, and textures of the materials influence the
performance of the vision system. We compare the results of our suggested method with
those from an industrial machine vision software, indicating promising performance and
opening additional application perspectives in the robotics field, simultaneously with the
continuous improvement of Cloud and Al technology.

Keywords: ABB RobotStudio; industrial robots; cloud computing; object recognition;
Microsoft Azure Custom Vision; computer vision; digital twin

1. Introduction

The desire to improve the performance of manufacturing processes led to the emer-
gence of many novel approaches to keep up with the rapidly evolving world of robotics,
one of them being Cloud Robotics [1]. Moving computationally intensive tasks to the cloud
enhances a system’s performance and computational capabilities, mitigating the known
limitations of robotic devices (some notable examples being limited storage and on-board
computation, as well as battery and storage capacities) while offering a way of sharing
services [2].

In our previous article [3],we utilized a digital twin [4] from ABB RobotStudio in
order to test the performance of our proposed solution in a simulated environment before
implementing it on the real robot. In this article, we take the proposed architecture from
our previous work and compare the results we obtained there in Robot Studio with the
results we have obtained now, in the real world, using the ABB IRB 140 industrial robot.
We compare the performance obtained with the proposed method, based on Custom
Vision, with a commercial machine vision software used in industrial applications. Custom
Vision is part of Microsoft Azure’s Al services and it allows users to create, train, and
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evaluate their own models for image classification or object detection and recognition. We
particularly suggest this method as a fallback option for cases where specialized machine
vision software is unable to detect objects, such as when they are dirty or overlapping.

2. Literature Review

Various types of Al techniques are being used by the scientific community for clas-
sification and detection tasks [5-7]. In the study of [8], cloud technology was used in
a face recognition application based on Deep Learning algorithms in order to improve
speed and overcome robot onboard limitations. The authors encrypted the images used
for training and testing, and tested several deep learning algorithms for training in order
to measure and compare the security, time complexity, and accuracy of recognition for
algorithms in the cloud and on robots, obtaining the overall best security and recognition
accuracy with the genetic algorithm. Their results show that by using the cloud environ-
ment, compared to performing the same computation for the same algorithm directly on
the robot, the recognition time decreased from 0.559 s to 0.014 s, and the performance of the
algorithm was maintained. Therefore, this paper showcases the cloud’s ability to decrease
the computation time of resource-intensive robotics tasks.

The study [9] presents an autonomous pick-and-sort operation in industrial cloud
robotics based on object recognition and motion planning. The object recognition uses
a CNN, and to perform the training, cloud computing resources were utilized to meet
the high computational resource needs. The CNN method, compared to a CG algorithm,
improved the object recognition time by a factor of ten. This application has a similar use
case to ours, since they are also executing a pick-and-sort operation using an industrial
robot. Their results showed that for a mean inter-object spawning time of 14 s and a mean
service time needed for the robot arm to perform the movement of 13 sec, the pick-and-sort
operation could reach an overall success rate 71.3%.

CNNs have been used in the fields of artificial vision, object recognition, and natu-
ral language processing with exceptional performance. Created based on natural vision
systems and neurons, this NN can extract features from data, like images and videos,
employing convolutional computations and pooling operations. As one of the main al-
gorithms of deep learning, CNNss are composed of five layers: data input, convolutional
computation, activation function, pooling and fully connected layer. In the first layer, the
image is preprocessed for speeding up the operations performed in the next layers. The
convolutional computation layer is the principal layer in feature extraction, performing
several convolution computations to extract various input features. Next, the activation
function layer uses numerous activation functions, such as ReLU, ELU, SELU, Sigmoid,
Tanh, and many others to map the outputs of the convolutional layer. Then, to reduce the
number of features while maintaining the key features, the pooling layer is used. Finally, by
modifying parameters and weights, the fully connected layer converts the bidimensional
feature map, produced by convolution, into a unidimensional vector, which represents the
desired information [10].

To obtain such a CNN, one must train it, which is a time-consuming and a computation-
ally and energy-intensive process that usually takes place using expensive computational
resources, like GPUs, which aid this process by parallelization to reduce training time and
costs. CNN training presumes a fine-tuning of the layers” internal parameters, known
as weights, that determine the layers” outputs and is accomplished in multiple iterations,
involving forward passes and backpropagation, loss computations, optimizer updates, and
data transmission between the host memory and the GPU. When performing the training,
images are processed in batches, the quantity of images processed in a single iteration is
called mini-batch size, and precisely one processing of all training images forms a training
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epoch. The training of NN is not an easy feat and researchers are working continuously to
better estimate CNN training time and improve network generalization and recognition
abilities [11,12].

Cloud computing plays an important role in future Internet-based solutions, sup-
porting the evolution of technology through innovations such as the development of
smart cities [13] or collaborative computing [14]. We see that various cloud-based solu-
tions are being approached by researchers for various robotics applications, at different
levels of the architecture, while at the same time, effort is being put into improving re-
sources [15]; workload balancing abilities [16]; the mitigation of security vulnerabilities,
like threats and attacks [17], to provide information security when accessing information
from the cloud [18]; cloud scalability and latency [19]; and the consistency of connectivity
of the cloud.

In particular, the study of [20] focused on improving the load balancing abilities of
the cloud. They propose a solution to increase the computation performance and resource
usage efficiency of the platform by enhancing the resources management module with
the use of a flexible container capacity scheduling algorithm. The algorithm performs
capacity elastic scheduling operations based on the usage of CPU, memory, and network of
the containers. This paper shows how consistent research efforts channeled towards the
load-balancing abilities of the cloud while multiple robots have access to the cloud service
on demand, could increase the collaborative capabilities of robots.

Another area which is receiving attention is the consistency of connectivity. For
example, in [21], an IoRT and cloud robotics solution is proposed based on a three-level
client server architecture. Django was utilized for the development of the AWS Cloud
hosted application, demonstrating real-time, bidirectional communication capabilities. The
authors evaluated the solutions for multiple physical and simulated robots and obtained
good capabilities for long-distance global remote control and monitoring using the Internet,
while confirming the robustness of the framework, and obtaining minimal communication
delays with superior performance in both local and cloud environments.

The study of [22] discusses advancements in addressing issues such as low latency,
the scalability of data storage, computation, and resource management efficiency through
the incorporation of Al-based optimization, cloud services and workload management
strategies to enhance the Internet-driven applications.

As the capabilities of cloud platforms increase and further improvements are made
regarding their resources, workload balancing ability, and the consistency of connectivity
between users or devices, we expect to see them integrated in robotics solutions increas-
ingly often.

In the remainder of this paper, we will present the constituent components of our ar-
chitecture, how the implementation was achieved, the results obtained for two illumination
conditions (natural light vs. artificial light) and for both solutions (the proposed solution
based on Custom Vision vs. the industrial machine vision software), and our conclusions
after analyzing the results.

3. Materials and Methods

Our suggested solution for the sorting task incorporates Microsoft Azure Custom
Vision, a cloud service that enables the localization (obtaining the position) and identifi-
cation (obtaining the type) of items in a picture using a user-created custom model. The
position is denoted by a bounding box in which the object is contained, and the type is
represented by a tag and a detection confidence returned by the service. The model was
trained using 40 images, taken by a camera in good illumination conditions, with plenty
of natural light, of 5 objects of different shapes and colors (a black circle with a radius of
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16.5 mm; a purple square with sides of 25 mm; a green rhombus with sides of 25 mm;
two yellow trapezoids with bases measuring 50 mm and 25 mm, respectively; and a red
hexagon with sides of 25 mm), placed in different positions and orientations. The training
is performed by assigning bounding boxes and tags for the objects present in the training
images, and then an ONNX model is computed by the service. The result of the training
process can be seen in Figure 1.

My Objects

hexagon: 93.6% =

Only show suggested objects if the probability
is above the selected threshold

Threshold Value: 15%
—

Freaictions are snown in rea =
Tag Probability
circle 96.1%
hexagon 93.6%
square 93.3%
trapezoid 92%

rhombus 87.5%

Figure 1. Training result of the model.

The layout of the system is made up of an industrial robot, an IRB 140 from ABB, a
vision system, an Ace2 R a2A2590-22gcBAS [23] camera from Basler with a C125-1620-5M
flé6mm lens [24], the Microsoft Azure Custom Vision cloud service, and a computer that
acts as an interface between the previously mentioned components, as shown in Figure 2.
The same system is presented in Figure 3a, where the vacuum suction gripper used for
manipulating the objects is highlighted.

Internet

Ethernet Camera

Cloud Service

@ python’

|
PC Industrial
Robot

Ethernet

Robot Controller

Figure 2. Cloud vision system architecture.

The computer is the centerpiece of the system. It runs a Python script that connects to
the camera via a GigE connection, using the Basler pyPylon wrapper and requests images
from the camera. The vision system, upon receiving a request, takes a picture and sends
it back to the computer, where the same Python script creates a connection to the cloud
and sends the pictures to Microsoft Azure Custom Vision over an API, and then awaits a
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response. When the cloud service API response is received, it is processed and transmitted
to the robot arm-robot controller pair for the sorting process.

Azure Al Custom Vision provides an API answer in JSON format that includes the
kind of item identified, the position, indicated by a bounding box, and the detection proba-
bility. Following camera calibration, the object location in camera frame, in millimeters,
is calculated using the pixel-to-millimeter ratio. Applying a coordinate system transform
(Figure 3b), the position of the handling point in the robot frame is obtained and finally
transmitted to the robot controller over the Ethernet connection by the Python script. The
coordinate system (P1P3P2) for robot—-camera calibration is adjusted in the vision system
based on the points that are learned with the robot. For this, a special target (arrow) is used.
The event diagram for the whole procedure can be seen in Figure 4.

Vision System - Basler
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Figure 3. (a) The physical system and its components. (b) The transformation from the robot plane to

the vision plane.

Ace2 Camera Ace2 Camera Python MS Azure Custom Vision
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Send image to
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Python Python MS Azure Custom Vision
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Send position
and object type

ABB IRB 140 Robot
and Controller

Figure 4. The event diagram.
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Experiments were conducted through a material handling task executed by the already
introduced industrial robot, which uses guidance information from two sources:

1.  The proposed machine vision service;
2. A commercial machine vision software, namely MVTec Merlic.

Both vision systems use the same acquisition solution, namely a fixed network in-
dustrial camera (the GIGE type from Basler) that inspects the vision plane. The handling
principle, presented in (Figure 3b), uses the concept of workobject which is a reference
frame used to define the position and orientation of a workpiece or fixture in space. In our
case, the workobject is in the vision plane. The robot-camera or hand-eye calibration (ref)
consists of the following:

1. Aligning the axis of the vision plane with the axis of the robot workobject;
2. Overlaying the origin.

In this respect, after applying the camera calibration described by the translation vector

team, the rotation matrix Req, (Equations (1) and (2)) and the pixel to mm ratio of 7.942,

which transform the position from the camera coordinates to the workobject coordinates,

as illustrated in Figure 5, the vision system offers information in mm about the location

of the recognized handled object in the learned workobject. This information is used to
perform the handling of the object.

- [ 104 ] R - [ 0.9996845 —0.0251177 ] @

67 0.0251177  0.9996845

YWobj XCum
=R —t 2
XWobj cam * Yeun cam 2)
X_Wobj
Y_Cam T
A
WOf' kObject

. Y_Wobj
—
Coordinate
Transform
X_Cam

>

Figure 5. Transforming from camera coordinates to workobject coordinates.

The workobject is defined by the translation vector t and the rotation quaternions g, as
seen in Equation (3). The transformation matrix T is computed as Equation (4) and can be
used to transform a point from the vision plane to the robot plane as shown in Equation (5),
where py is the point in the vision plane, and p;, is the point in the robot plane. The inverse
operation can be performed as in Equation (6) using the inverse of the transformation
matrix T~1, as seen in Equation (7).
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The experiments consist of evaluating robot-vision accuracy through both methods,
Microsoft Azure Custom Vision and MVTec Merlic, and then comparing the results to see
how the cloud service performs against industrial solutions. A robot trajectory, which uses
12 points on the vision plane, was implemented. The robot put the test target (which can
be one of the five objects) on the vision plane and the coordinates were stored. The target
was left on the vision plane, and its position was computed using the vision system. The
image processing time was also measured at the consumer side, from the time a command
was issued to the moment the result was received (i.e., from the time the image was sent to
the cloud to the moment the results were received). For each object, 12 experiments were
performed, under different illuminations, first in similar conditions to the images used for
training, i.e., with natural light and then under artificial light. The difference in lighting
can be seen in Figure 6 Comparative results are illustrated in the next section.

@) (b)

Figure 6. (a) Image taken of the hexagonal object under natural light. (b) Image taken of the hexagonal
object under artificial light.
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4. Results

The position of the objects, which are compared in this section, represents the center of
the bounding box containing the objects, as seen in Figure 7, and is also the picking point

for handling the object.

Figure 7. The picking point, calculated as the center of the bounding box.

A screenshot of the bounding boxes and tags for the object that were identified using
the industrial solution is presented in Figure 8. The tool for identification is called “Deep
Learning Al - Find Objects” and uses an NN computed by the MVTec Deep Learning Tool,
trained in an analogous manner to the cloud solution, using the same 40 images of the
objects, for which bounding boxes and tags were assigned.

A Ly C\Users\Admin\Documents\Proi Ly < axis-aligned » L < 038 .+

Image Model File Orientation Minimum Confidence

:

Regions of Bo... Number of Ob... Classes Confidences X Y Processing Time  Tool State

o° rls L [Hexagon  [0.99999% [ [849.9174 & [4864713 [ 504.839 { [0; Ok

Figure 8. Detected objects, as seen in MV Tec Merlic.

In Tables 1 and 2, ten experiments are presented for each system, five experiments
conducted under natural light and five under artificial light, with one of each type of object.
The detection confidence is displayed as provided by the vision system; the errors represent
the position difference in millimeters in the vision plane from the placing point, as used
by the industrial robot, and the pick point returned by the vision system. Finally, the time
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represents the duration of image processing in seconds or milliseconds, from the moment
the image is sent to the vision system to the moment the results are received.

In Tables 3 and 4 the mean values and SD are illustrated, in the same conditions as
those previously obtained for each system. For this analysis, twelve experiments were
performed for each object, placed in distinct positions and under both types of illumination,
totaling 120 experiments.

In Table 3, it can be observed that the lowest detection confidence, when using the
cloud service, is obtained for the rhombus, under artificial light, with a mean of 0.63 and an
SD of 0.13, while the best detection confidence is gained for the naturally illuminated circle,
with a mean of 0.93 and an SD of 0.03. In terms of positioning error, the biggest error is seen
when detecting the trapezoid, having a mean error on the X axis of 3.00 mm with an SD of
2.19 mm, and a mean error on the Y axis of 3.13 mm with an SD of 1.35 mm. The smallest
errors can be seen in the detection of the circle, with errors of 0.53 mm on the X axis and
0.61 mm on the Y axis, along with SDs of 0.37 mm on the X axis and 0.53 mm on the Y axis.

A similar case can be seen in Table 4, for the industrial application, with the smallest
errors for the detection of the circle (0.66 mm mean error on the X axis and 0.4 mm SD
and 0.48 mm mean error on the Y axis and 0.29 mm SD), and the biggest error for the
trapezoid (3.05 mm mean and 1.69 mm SD on X axis, and 2.89 mm mean and 1.86 SD on Y
axis). The confidence in this case varies extraordinarily little, with almost all cases having
a confidence of 1, except for the square and trapezoid, which has reduced values when
illuminated by artificial light.

Regarding the response time, for both systems, the results are consistent and do not
vary much with the object type or ambient light. In the case of the cloud system, the
response time varies from a mean of 2.55 s and an SD of 0.14 s in the case of the artificially
illuminated hexagon, to a mean of 2.94 s and an SD of 0.39 s for the naturally illuminated
circle. The industrial software offers a response in about 500 ms in all cases, with the
lowest average value being for the artificially lightened square (mean of 472.6 ms and SD
of 27.7 ms) and the highest mean value for the naturally lightened trapezoid (mean of
564.6 ms and SD of 37.3 ms).

Using the data extracted from the same experiments, histograms for confidence
(Figures 9 and 10), error on ‘X’ axis (Figures 11 and 12), error on “Y” axis (Figures 13 and 14)
and time (Figures 15 and 16) have been plotted for both systems. It can be observed that
the mean and mode vary heavily for the plotted histograms, which denotes that the distri-
butions are negatively skewed for the confidence, and positively skewed for the errors, due
to their limits. The confidence cannot exceed 100%, and the error cannot be less than 0 mm.

Table 1. Table presenting a part of the data obtained when using the cloud solution.

Experiment Ambient Object De(::tectflion X Error Y Error Ti
Number Light Type don i [mm] [mm] ime [s]
ence

1 Natural Circle 0.95 0.13 1.80 3.50
2 Natural Square 0.95 1.97 1.41 2.78
3 Natural Rhombus 0.87 1.87 1.83 2.57
4 Natural  Trapezoid 0.96 0.10 2.90 2.57
5 Natural =~ Hexagon 0.82 0.17 0.30 2.45
6 Artificial Circle 0.86 0.66 0.52 2.40
7 Artificial Square 0.92 2.77 1.89 2.37
8 Artificial Rhombus 0.78 0.65 0.81 2.87
9 Artificial ~ Trapezoid 0.79 0.63 3.45 2.45
10 Artificial ~ Hexagon 0.90 1.37 4.30 2.40
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Table 2. Table presenting a part of the data obtained when using the industrial solution.

Experiment Ambient Object DeCtectflion X Error Y Error Time
Number Light Type don i [mm] [mm] [ms]
ence

1 Natural Circle 0.99 2.15 1.04 481.3
2 Natural Square 0.99 2.73 1.83 563.8
3 Natural Rhombus 0.99 4.28 0.46 528
4 Natural  Trapezoid 0.99 3.29 1.51 533.6
5 Natural Hexagon 1 4.07 1.30 520.2
6 Artificial Circle 1 0.36 0.28 467.5
7 Artificial Square 0.99 2.88 0.97 463
8 Artificial Rhombus 0.99 3.23 1.14 474.6
9 Artificial ~ Trapezoid 0.99 5.60 0.51 459
10 Artificial ~ Hexagon 0.99 3.53 0.86 532.1

Table 3. The mean and standard deviation for the confidence, error, and response time for all types of
objects in different types of light for the cloud product.

Detection X Error Y Error

Ambient Object fi Time [s]
Light Type ~ Confidence  [mml tmum] Mean/SD
& Mean/SD Mean/SD Mean/SD
Natural Circle 0.93/0.03 1.04/0.62 1.71/0.92 2.94/0.39
Natural Square 0.90/0.08 1.78/1.04 1.49/0.99 2.64/0.19

Natural Rhombus 0.68/0.17 1.47/1.23 1.46/1.03 2.57/0.20
Natural Trapezoid 0.85/0.20 2.9/1.79 1.84/1.04 2.57/0.14

Natural Hexagon 0.89/0.05 2.50/1.85 2.05/1.41 2.64/0.15
Artificial Circle 0.93/0.03 0.53/0.37 0.61/0.53 2.60/0.25
Artificial Square 0.92/0.02 1.97/1.16 1.48/0.96 2.68/0.31

Artificial Rhombus 0.63/0.13 2.06/1.00 1.46/0.91 2.65/0.26
Artificial Trapezoid 0.66/0.11 3.00/2.19 3.13/1.35 2.75/0.44
Artificial Hexagon 0.70/0.15 2.57/1.59 1.90/1.10 2.55/0.14

Table 4. The mean and standard deviation for the confidence, error and response time for all types of
objects in different types of light for the industrial software.

Ambient Object CDetfeictlon X Error Y Error Time [ms]
Light Type onfidence [mm] [mm] Mean/SD
Mean/SD Mean/SD Mean/SD
Natural Circle 0.99/0 1.75/0.77 1.13/1.01 484.5/13.9
Natural Square 0.99/0 2.52/0.85 1.26/0.94 548.6/30.6
Natural Rhombus 0.99/0 2.6/1.43 1.08/0.75 549.8/20.9
Natural Trapezoid 0.99/0 3.05/1.69 2.56/1.85 564.6/37.3
Natural Hexagon 1/0 2.49/1.96 1.84/1.11 553.6/28.3
Artificial Circle 1/0 0.66/0.40 0.48/0.29 473.5/20
Artificial Square 0.95/0.15 2.76/1.2 1.29/0.87 472.6/27.7

Artificial Rhombus 0.99/0.01 2.47/1.07 1.1/1.02 467.4/18.4
Artificial Trapezoid 0.97/0.06 2.89/2.48 2.89/1.86 4739/22.4
Artificial Hexagon 1/0 2.79/1.57 1.46/0.84 482.8/22.3
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Figure 10. (a) Confidence histogram for natural light for the industrial software. (b) Confidence
histogram for artificial light for the industrial software.
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Figure 11. (a) Error histogram on the X axis for natural light. (b) Error histogram on the X axis for
artificial light.
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Figure 12. (a) Error histogram on the X axis for natural light for the industrial software. (b) Error
histogram on the X axis for artificial light for the industrial software.
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Figure 13. (a) Error histogram on the Y axis for natural light. (b) Error histogram on the Y axis for
artificial light.
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Figure 14. (a) Error histogram on Y axis for natural light, for the industrial software. (b) Error
histogram on Y axis for artificial light, for the industrial software.
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Figure 16. (a) Time histogram for natural light for the industrial software. (b) Time histogram for
artificial light for the industrial software.

5. Discussion

When using the real-world system, the images taken contain several added noises,
such as the image background (the table) and the object’s texture, shadows, reflections, and
change in coloration due to the different light sources used, as compared to our previous
work, where the images are taken inside a simulated environment. These noises decrease
the detection confidence and increase the positioning error in the real environments and
may pose a problem when performing robot sorting operations.

The best results are obtained when using natural light, under which the model was
trained, and for the circular object due to its symmetry, but the robot system successfully
picks the object in every case.

Compared with the industrial software, the confidence in detection is reduced when
using the cloud service, but the position errors remain similar. Regarding the response
time, the local solution is faster, as to be expected, but the cloud response is not slow either.

The response time varies with Internet speed, but it remains consistent under the same
test conditions. The network used has a receive and transmit speed of 433 Mbps, the size of
the images varies from 1.83 MB up to 2.04 MB, and the resolution is 2616 x 1960.

In comparison with classical identification methods, which take into account the shape
and contour of the object, the presented method can be used successfully for identification
in cases when the objects are a bit dirty (Figure 17) or they overlap (Figure 18).
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Figure 17. Detection results of dirty objects.
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Figure 18. Detection results of overlapping objects.

The results are better when using the industrial software, trained for the same images,
but when using the detection images to improve the cloud solution model, the detection
results are improved. In this case, we used the detection images with natural light to
retrain and improve the model, obtaining the results presented in Figure 19a for natural
light, showing a 7.2% increase in detection confidence, and Figure 19b for artificial light,
with a respectable 5.2% increase. Aside from the increase in confidence, a reduction in the
standard deviation of 10.8% for natural light and 4.1% for artificial light is present.
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Figure 19. (a) Confidence histogram for natural light after retrain. (b) Confidence histogram for
artificial light after retraining.

6. Conclusions

The cloud service obtained the best results in natural illumination conditions, with
good prediction confidence and sufficiently few errors, ensuring object picking in every case.
The implementation proved its overall connectivity consistency, while also demonstrating
robustness, providing good results in the case of partially dirty objects.

The prediction confidence calculated by the Custom Vision and MVTec Merlic are not
directly comparable since the methods of calculation of the confidence are not transparent
for either of them. Per our observation, after making additional tests, the confidence of
MVTec Merlic for cases of correct prediction tends to be closer to the extremes (either very
high, which happens for most cases, or in specific cases, very low); we suspect that this
behavior stems from the method used for calculating the confidence.

While the specialized software showed better and more consistent results overall,
which is to be expected since it is a computer vision specifically made with industrial
use in mind, the Custom Vision solution also performed satisfactorily. These results open
additional application perspectives in the robotics field with quickly evolving Al technology
and continuously increasing cloud capabilities.

It is worth mentioning that Custom Vision’s lower limit of images for the training to
take place is 25, and the results compared were obtained for a trained model where we used
40 training images. We observed that for further training of the Custom Vision model with
new images of the objects, its prediction confidence kept increasing. The point after which
the confidence is not further increased by adding new images is yet to be determined.

Despite the revolutionary potential of cloud computing, this technology also comes
with certain limitations on aspects such as security, flexibility, or performance caused by
Internet dependency. Further research needs to be conducted on this topic to ensure the
safety of data while optimizing performance, which could benefit not only individual
end-users, but also enterprises that are using these types of services.

In the future, a system that combines classical object identification, based on contours
and edges, with NN-based detection, based on the two systems that are compared in
this work, can be developed to account for all the detection scenarios, in terms of light,
background, overlap, and dust, to obtain the best overall results.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

API Application Programming Interface
AWS Amazon Web Services

CG Correspondence Grouping

CNN Convolutional Neural Networks
CPU Central Processing Unit

ELU Exponential Linear Unit

GPU Graphics Processing Unit

IoRT Internet of Robotic Things

JSON  JavaScript Object Notation

NN Neural Network

ONNX  Open Neural Network Exchange
ReLU  Rectified Linear Unit

SD Standard Deviation

SELU  Scaled Exponential Linear Unit
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