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Image analysis is playing a very essential role in numerous research areas in the fields of science
and technology, ranging from medical imaging to the computer science of automatic vision. Being
involved in several applications, which are mainly based on a constant innovation of technologies,
image analysis always requires different approaches and new algorithms, including continual upgrades
and improvements of existing methods. Accordingly, the range of the analyses in which it is engaged
can be considered as wide as the prospective future technologies.

A challenge of image analysis is obtaining meaningful information by extracting specific features
from images contained in large databases or during real-time acquisition. Among the problems
requiring feature extraction are, to name a few, face detection and recognition, character recognition,
and parametric determinations for augmented reality and other technologies. Another challenge is
the secure encryption and decryption of multimedia data. These tasks demand highly sophisticated
numerical and analytical methods.

The contributions to this Special Issue provide a good overview of the most important demands
and solutions concerning the abovementioned extraction, encryption, and decryption of data. In all the
contributions, entropy plays a pivotal role. In the following, the reader can find subjects and problems
according to the order of their publication.

Lu et al. [1] consider a method for establishing an automatic and efficient image retrieval system.
The proposed solution is an adaptive weighting method based on entropy and relevance feedback.
Among the advantages of the proposed solution, an improved retrieval ability and accuracy of feature
extraction are featured.

Zhu et al. investigate image data security in [2]. Image encryption is necessary to protect
digital image transmission. The method proposed in the article is based on chaos and Secure Hash
Algorithm 256 (SHA-256). Experimental results were used to check the algorithm, showing that it is
safe and reliable.

Saqib and Kazmi [3] propose a solution to the problem of the retrieval and delivery of contents
from audio-video repositories, in order to achieve faster browsing of collections. The compression
of data is achieved by means of keyframes, which are representative frames of the salient features of
the videos.

Karawia [4] reports an encryption algorithm for image data security to protect the transmission
of multiple images. The algorithm is based on the combination of mixed image elements (MIES)
and a two-dimensional economic map. Pure image elements (PIES) are used. The analysis of the
experimental results verifies the proposed algorithm as efficient and secure.

A chaos-based image encryption scheme is the subject of an improved cryptanalysis proposed
in [5] by Zhu et al. Their analysis integrates permutation, diffusion, and linear transformation processes.
A color image encryption scheme is also given. Experimental results and a security analysis of the
proposed cryptosystem are provided as well.

Entropy 2019, 21, 502; d0i:10.3390/e21050502 1 www.mdpi.com/journal/entropy
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As pointed out in Yang et al. [6], distortions are usually introduced in images by their acquisition,
and by their compression, transmission, and storage. An image quality assessment (IQA) method
is therefore required. In their contribution, the authors propose an effective blind IQA approach for
natural scenes and validate its performance.

Lin et al. [7] investigate a problem of medical analysis, concerning ultrasound entropy imaging.
This imaging is compared with acoustic structure quantification (ASQ), a typical method for analyzing
backscattered statistics. To illustrate this analysis, they describe a case study on the fat accumulation in
the liver.

As stressed in Li et al. [8], it is not possible to capture all the details of a scene by means of a single
exposure. Multi-exposure image fusion is required. In the algorithm proposed by the authors, the
image texture entropy has its most relevant role in the adaptive selection of image patch sizes.

Image encryption returns in [9], where Huang and Ye propose an encryption algorithm based on
a chaotic map. The two-dimensional chaotic map is the 2D Sine Logistic Modulation Map (2D-SLMM).
The sophisticated use of keystream, time delay, and diffusion gives a high sensitivity to keys and
plain images.

Today, the classification of hyperspectral images, those currently used for mapping the state of
the Earth’s surface, is fundamental. Consequently, approaches to characterize the quality of classified
maps are required. Shadman Roodposhti et al. [10] discuss the uncertainty assessment of the emerging
classification methods.

Mejia et al. [11] consider one of the fundamental tools of medical imaging. It is the imaging
technique based on the reconstruction of positron emission tomography (PET) data. The authors
propose a method that includes models of a priori structures to capture anatomical spatial dependencies
of the PET images.

In this Special Issue, research devoted to the study of the surface quality of 3D printed objects
is highlighted. An application of this is proposed by Fastowicz et al. [12]. The method is based on
the analysis of the surface regularity during the printing process. In the case of the detection of low
quality, some corrections can be made or the printing process aborted.

In Li et al. [13], a new approach to the registration of images is described. The method is based on
Arimoto entropy with gradient distributions. The proposed approach provides a nonrigid alignment,
based on an optimal solution of a cost function.

Miao et al. propose, in [14], a method for evaluating the anti-skid performance of asphalt pavement
surfaces. Three-dimensional macro- and micro-textures of asphalt surfaces are detected. The method
based on entropy is compared to the traditional macrotexture parameter Mean Texture Depth index.

Mello Roman et al. [15] report a processing that improves the details of infrared images in [15].
The method aims to enhance contrast. At the same time, it preserves the natural appearance of images.
A multiscale top-hat transform is used.

The encryption of images is also a hot topic of this Special Issue. Wen et al. [16] present another
relevant work on this subject. Their paper illustrates a study of the image encryption algorithm based
on DNA encoding and spatiotemporal chaos (IEA-DESC). It is shown that the IEA-DESC algorithm
has some inherent security problems that need a careful check.

Nagy et al., in their article concerning the imaging of colonoscopy [17], propose a research with its
framework in the methods based on the structural Rényi entropy. The aim of their work is to contribute
to computer-aided diagnoses in finding colorectal polyps. The authors investigate characteristic curves
that can be used to distinguish polyps and other structures in colonoscopy images.

Information entropy is involved in binary images and primality, as shown by an article in the
Special Issue which deals with the hidden structure of prime numbers [18]. As demonstrated by the
author, Emanuel Guariglia, the construction of binary images enables the generalization of numerical
studies, which have indicated a fractal-like behavior of the prime-indexed primes (PIPs). PIPs are
compared to Ramanujan primes to investigate their fractal-like behavior as well.
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In Lang and Jia [19], the Kapur entropy for a color image segmentation is discussed. A new hybrid
whale optimization algorithm (WOA), possessing a differential evolution (DE) as a local search strategy,
is proposed to better balance the exploitation and exploration phases of optimization. Experimental
results of the WOA-DE algorithm are proposed.

Li et al. [20] address image encryption by means of a method that integrates a hyperchaotic
system, pixel-level Dynamic Filtering, DNA computing, and operations on 3D Latin Cubes—namely,
a DFDLC image encryption. Experiments show that the proposed DFDLC encryption can achieve
state-of-the-art results.

The problem of the multilevel thresholding segmentation of color images is considered in the
work of Song et al. [21], according to a method based on a chaotic Electromagnetic Field Optimization
(EFO) algorithm. The entropy involved in the method is fuzzy entropy. The EFO algorithm is a process
inspired by the electromagnetic theory developed in physics.

The g-sigmoid functions, based on non-extensive Tsallis statistics, appear in [22]. Sergio Rodrigues
et al. use them to enhance the regions of interest in digital images. The potential of q-sigmoid is
demonstrated in the task of enhancing regions in ultrasound images, which are highly affected by
speckle noise.

This Special Issue ends with a work devoted to an image processing method for person
re-identification [23]. The method proposed by Ma et al. is based on a new deep hash learning, which
is an improvement on the conventional method. Experiments show that the proposed method has
comparable performances or outperforms other hashing methods.

As we have seen from the short descriptions of its contributions, this Special Issue shows that
entropy in image analysis can have several variegated applications. However, applications of entropy
are not limited to those described here. For this reason, the Guest Editor hopes that the readers, besides
enjoying the present works, can receive positive hints from the reading and fruitful inspirations for
future research and publications.

Acknowledgments: I express my thanks to the authors of the contributions of this Special Issue and to the journal
Entropy and MDPI for their support during this work.

Conflicts of Interest: The author declares no conflict of interest.
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Abstract: With the rapid development of information storage technology and the spread of the
Internet, large capacity image databases that contain different contents in the images are generated.
It becomes imperative to establish an automatic and efficient image retrieval system. This paper
proposes a novel adaptive weighting method based on entropy theory and relevance feedback. Firstly,
we obtain single feature trust by relevance feedback (supervised) or entropy (unsupervised). Then, we
construct a transfer matrix based on trust. Finally, based on the transfer matrix, we get the weight of
single feature through several iterations. It has three outstanding advantages: (1) The retrieval system
combines the performance of multiple features and has better retrieval accuracy and generalization
ability than single feature retrieval system; (2) In each query, the weight of a single feature is updated
dynamically with the query image, which makes the retrieval system make full use of the performance
of several single features; (3) The method can be applied in two cases: supervised and unsupervised.
The experimental results show that our method significantly outperforms the previous approaches.
The top 20 retrieval accuracy is 97.09%, 92.85%, and 94.42% on the dataset of Wang, UC Merced Land
Use, and RSSCN?7, respectively. The Mean Average Precision is 88.45% on the dataset of Holidays.

Keywords: image retrieval; multi-feature fusion; entropy; relevance feedback

1. Introduction

As an important carrier of information, it is significant to do efficient research with images [1-6].
Large-scale image retrieval has vast applications in many domains such as image analysis, search of
image over internet, medical image retrieval, remote sensing, and video surveillance [7-24]. There
are two common image retrieval systems: text-based image retrieval system and content-based image
retrieval system. Text-based image retrieval system requires experienced experts to mark images,
which is very expensive and time-consuming [7]. Content-based retrieval systems can be divided
into two categories [8]. One is based on global features indexed with hashing strategies; another
is local scale invariant features indexed by a vocabulary tree or a k-d tree. The two characteristics
have pros and cons, and their performance complements each other [6,8]. In recent years, many
excellent works focused on improving the accuracy and efficiency have been done [6]. A dynamically
updating Adaptive Weights Allocation Algorithm (AWAA) which rationally allocates fusion weights
proportional to their contributions to matching is proposed previously [7], which helps ours gain
more complementary and helpful image information during feature fusion. In a previous paper [8],
the authors improve reciprocal neighbor based graph fusion approach for feature fusion by the SVM
prediction strategy, which increases the robustness of original graph fusion approach. In another past
paper [9], the authors propose a graph-based query specific fusion approach where multiple retrieval
sets are merged and are reranked by conducting a link analysis on a fused graph, which is capable
of adaptively integrating the strengths of the retrieval methods using local or holistic features for

Entropy 2018, 20, 577; doi:10.3390/e20080577 5 www.mdpi.com/journal/entropy
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different queries without any supervision. In a previous paper [10], the authors propose a simple
yet effective late fusion method at score level by score curve and weighting different features in
a query-adaptive manner. In another previous paper [11], the authors present a novel framework
for color image retrieval through combining the ranking results of the different descriptors through
various post-classification methods. In a past work [12], the authors propose robust discriminative
extreme learning machine (RDELM), which enhances the discrimination capacity of ELM for RE In a
previous paper [13], the authors present a novel visual word integration of Scale Invariant Feature
Transform (SIFT) and Speeded-Up Robust Features (SURF). The visual words integration of SIFT and
SURF adds the robustness of both features to image retrieval. In another past work [14], an improved
algorithm for center adjustment of RBFNNs and a novel algorithm for width determination have
been proposed to optimize the efficiency of the Optimum Steepest Decent (OSD) algorithm, which
achieves fast convergence speed, better and same network response in fewer train data. In a previous
paper [15], an edge orientation difference histogram (EODH) descriptor and image retrieval system
based on EODH and Color-SIFT was shown. In a previous paper [16], the authors investigate the late
fusion of FREAK and SIFT to enhance the performance of image retrieval. In a previous paper [17],
the authors propose to compress the CNN features using PCA and obtain a good performance. In a
previous paper [18], the authors improve recent methods for large scale image search, which includes
introducing a graph-structured quantizer and using binary.

Although the above methods have achieved good results, the performance of the retrieval system
still has much room for improvement. In order to improve the performance of the retrieval system,
it is an effective strategy to integrate multiple features for image retrieval [19-27]. Measurement
level fusion is widely used, but how to determine the weight of each feature to improve the retrieval
performance is still a very important problem [10,20,28]. In a previous paper [20], the author uses
average global weight to fuse Color and Texture features for image retrieval. In a previous paper [9],
the authors propose a graph-based query specific fusion approach without any supervision. In a
previous paper [10], the author uses the area under the score curve of retrieval based on a single feature
as the weight of the feature. The performances of different weight determination methods are different.
The adaptive weights can achieve better retrieval performance than the global weights. In order
to further improve the performance of the retrieval system, unlike previous weight determination
methods, this paper proposes a new adaptive weight determination method based on relevance
feedback and entropy theory to fuse multiple features. Our method has three outstanding advantages.
(1) The retrieval system combines the performance of multiple features and has better retrieval accuracy
and generalization ability than single feature retrieval system; (2) In each query, the weight of a single
feature is updated dynamically with the query image, which makes the retrieval system make full use
of the performance of several single features; (3) Unsupervised image retrieval means that there is no
manual participation in the retrieval process. In an image search, no supervision is more popular than
supervision. If we pursue higher retrieval accuracy, supervision is necessary. But from the perspective
of user experience, unsupervised is better. It is worth mentioning that the method can be applied in
two cases: supervised and unsupervised. Getting our method, firstly, we obtain single feature trust
based on relevance feedback (supervised) or entropy (unsupervised); next, we construct a transfer
matrix based on trust; finally, based on the transfer matrix, we get the weight of single feature through
several iterations, which makes full use of single feature information of image and can achieve higher
retrieval accuracy.

2. Related Work

For the image retrieval system integrating multi-features at measurement level, this paper mainly
focus on how to determine the weight of each feature to improve the retrieval accuracy. In this section,
we mainly introduce some work related to our method.



Entropy 2018, 20, 577

2.1. Framework

The main process of common system framework for image retrieval based on fusion of multiple
features at the metric level is as follows [28-32]. Firstly, we extract several features of image and build
benchmark image database. Then, when users enter images, we calculate the similarity between the
query image and images of the database based on several features, separately. Finally, we get the
comprehensive similarity measure by weighting several similarities and output retrieval results based
on it.

2.2. The Ways to Determine Weight

A lot of work has been done to improve the performance of the retrieval system with multiple
features [33,34]. At present, feature fusion is mainly carried out on three levels [8]: feature level, index
level, and sorting level. The method proposed in this paper is applicable to the fusion of measurement
level. Traditionally, there are two ways to determine the weight of feature, the global weight [11,20,32],
and the adaptive weight [10,35], the pros/cons of each are listed in Table 1. The former is reciprocal
of the number of features or decided by experienced experts, which leads the retrieval system to
have poor generalization performance and low retrieval performance for different retrieval images.
The latter is derived from retrieval feedback based on this feature, which is better than the global
weight. However, in the sum or product fusion, the distinction between good features and bad features,
is not obvious. If the weights of the bad features in the retrieval work are large, it will also reduce
the retrieval performance to a certain extent. In order to clearly distinguish good features and bad
features and the retrieval system can make full use of their performance to achieve better retrieval
accuracy, a new adaptive weight retrieval system is proposed. Firstly, we obtain single feature trust
based on relevance feedback (supervised) or entropy (unsupervised). Next, we construct a transfer
matrix based on trust. Finally, based on the transfer matrix, we get the weight of single feature through
several iterations, which makes full use of single feature information of image, and can achieve higher
retrieval accuracy.

Table 1. Comparison of ways to determine weight.

Method Pros Cons
poor generalization
the global weight short retrieval time performance/low retrieval
performance

good generalization
the adaptive weight performance/excellent long retrieval time
retrieval performance

The common weighted fusion methods of measurement level are maximum fusion, multiplication
fusion [10], and sum fusion [11,32]. The comprehensive metric obtained by maximum fusion is
obtained from the feature with the maximum weight. The comprehensive metric obtained by
multiplication fusion is the product of different weighted similarity measures. The comprehensive
metric obtained by sum fusion is the adding of different weighted similarity measures. Specifically,
K features labeled as are fused, ¢ is a query image, px € {p1, p2, ..., pn} is a target image of database
Q = {p1,p2,...,pn}. Each method of fusion is shown as follows:

The maximum fusion:

sim(q) = arg max{wq(i) li=12...... K} (1)
Di(q)

The multiplication fusion:
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sim(q) = [ [wg"Di(q), {i=1,2,...... K} @)
i=1
The multiplication fusion:
K .
sim(q) = Y w,Di(q), {i=1,2,...... K} 3)
i=1

Here, g is a query image. K is the number of feature. wqi is weight of F; € {Fi,F,..., Fx}.
Di(q) € {D1(q),D2(q), ..., Dk(q)} is the similarity vector between the query image g and images of
database Q) = {p1,p2, ..., pu}, which is calculated based on feature F; € {F, F,, ..., Fx}. sim(q) is
Comprehensive similarity measure.

2.3. Relevance Feedback

The relevance feedback algorithm [34] is used to solve the semantic gap problem in content-based
image retrieval, and the results obtained by relevance feedback are very similar to those of
human [36,37]. The main steps of relevance feedback are as follows: first, the retrieval system provides
primary retrieval results according to the retrieval keys provided by the user; then, the user determines
which retrieval results are pleasant; finally, the system then provides new retrieval results according to
the user’s feedback. In this paper, we get the trust of single feature under the supervised condition
through relevance feedback. Under the condition of supervision, this paper obtains the trust of single
feature through relevance feedback.

3. Proposed Method

In this section, we will introduce our framework and adaptive weight strategy.

3.1. Our Framework

For a specific retrieval system, the weight of each feature is static in different queries. It causes
low retrieval performance. In order to overcome the shortcoming, a new image retrieval system based
on multi-feature is proposed. The basic framework of the retrieval system is shown in Figure 1.

Return Similar Images
-t Retrieval Result Images
A
Featuren, Similaritya Weighto
‘ Featurep ’—»‘ Similaritye ‘ ‘ Weighte ‘

Query Image
.................. Comprehensive
Similarity Measures

\4

< > ‘ Featurew H Similaritya ‘ Weighten ‘
Image
Database
Features - Similaritye Weighta

Figure 1. The proposed retrieval system framework.

In the database creation phase, firstly, we extract features separately; then, we calculate the
entropy of different feature dimensions based on each feature; finally, we save features and entropies
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to get the image feature database. The original image database is a collection of large numbers of
images. The established image feature database and the original image database are in a one-to-one
correspondence, for example, the image 1.jpg is stored in the image database. The storage form of
the image feature database is 1.jpg (image name), feature, and entropy. In this paper, what we call an
image database is actually an image feature database.

In the image search phase, when users enter images, firstly, we calculate the similarity between
the query image and the images of database based on each feature separately; then, we get the trust of
a single feature; finally, we get the comprehensive similarity measure by weighting several measures
and output retrieval results based on it.

Specifically, K features labeled as are fused, q is a query image, px € {p1,p2,..., P} is a target
image of database () = {p1,p2, ..., pn}. The proposed fusion method is as follows.

Firstly, considering that it will take a long time to calculate similarity measures using several
features, we get binary feature as follows:

For each bit of feature F; € {F, F, ..., Fx}, we output binary codes F; € {F, F, ..., Fx} by:

m

'ZlFi(Cj)

_=

ave(F;) = — — (4)
Fi(cj) = { ég((;f))iszs((g ie{1,2,... K} )

Here, ave(F;) is the mean of feature F; € {F, F,,...,Fx}, m is the dimension of feature F; €
{F,F,..., F}, Fi(cj) is the j-th component of feature F; € {F, F, ..., Fx}.
Then, we calculate the distance between g and p, then normalize it:

di(k) = d'(q, pe) = iwmim “Epd()l ke {L2..nhie{L2...,K} ©®)
-
Dilg) = 1 - ——(@(1),d(@),...,d(n) (ie{L2....K} %)
£ k)

Here, Di(q) € {D1(q), D2(q), ..., Dk(q)} is the similarity vector between the query image g and
images of database Q) = {p1, pa, ..., pn}, which is calculated based on feature F; € {F;, F,,..., Fx}. n
is the total number of images. Fq', Fp) respectively represent the feature F; € {F, F, ..., Fx} of g and

of pr € {p1, P2, ..., pn}-
We calculate the comprehensive measure sim(q) by fusing multiple features:

K . K

. ~(i) i

sim(q) =Y w, Di(g)+ Y. w,"'D;(q) ®)
i=1 i=Kj+1

Here w[,(i) € wq(l), wqm, o, wq(K1) }, wq(i) € {wq(K1+1>, wq(K1 +2) ., wq(K)}, K; are the
weight of a good feature, the weight of a bad feature, and the number of good features, respectively.
Finally, we sort the similarity sim(q) and get the final search results.
3.2. Entropy of Feature

Information entropy is the expected value of the information contained in each message [38],
represented as (n is the number of messages):
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N
Hy = E(Iy) = ) p(x)logy p(x) ™! ©)

Here, X is a random phenomenon. X contains N possibility. p(x) is the probability of x. H(X) is
the nondeterminacy of the occurrence of X.
In our work, the entropy of j-th dimension feature is calculated as follows:

n L B ]
N T o R e T (10)
logyn = ¢ fi fij
i=1

Here, N is the number of images in the database. M is the feature dimension. f;;,i € {1,2,...,n},
j€{1,2,...,m} is the j-th dimension feature of i-th image.

The weights of j-th dimension is calculated as follows:
1-H))

e

w; = ),je{l,Z,...,m} (11

m
o(1—H
=

)

Here, Hj is the entropy of j-th dimension feature. w; is the weight of j-th dimension.

When all the values of feature are equal, the entropy H; is 1. The weight of each feature component
: 1
is equal to ;.

3.3. Adaptive Weight Strategy

To overcome the problem of low retrieval performance caused by the weight determination
method used with multiple feature fusion, this paper proposes a new method to obtain single feature
weight. Our method can be applied to supervised learning and unsupervised learning. The specific
methods are as follows:

Under the circumstances of supervision, the weight of a single feature is obtained based
Relevance Feedback. Dj(q) € {D1(q), D2(q),...,Dx(q)} is the similarity vector between the query
image g and images of database, which is calculated based on feature F; € {Fj, F,..., Fx}. We
sort Dj(q) € {D1(q),D2(q),...,Dk(q)} and return search results by it. The results are labeled as
al = { alant, . , ll{i}. Here,  represents the predefined number of returned images. The retrieved
results are evaluated according to relevant feedback. The prey, prey € {pre;, pres, ..., prex} as trust of
single feature retrieval is calculated. That is to say, we rely on the feedback to evaluate the retrieval
results, and then use the evaluation index on the dataset to calculate the retrieval performance that is
the trust of the feature. For example, on the Wang dataset with the precision as the evaluation
index, we search images based on F; € {F,F,...,Fx}. If we find have hl similar images in
the h retrieval results by relevant feedback, we believe the trust of F; € {F;,F,,..., Fx} is h1/h.
By several iterations, the weight of single feature is as follows: firstly, we structure the transfer
matrix Hy, = {H(x,y)}, representing the performance preference among each feature. Note that the
feature Fx € {Fy, F, ..., Fx} goes to feature F, € {F;, F,, ..., Fx} with a bias of H(x,y), the detailed
construction process of Hxx = {H(x,y)} is as follows:

if pre, >= prey
H(x,y) = e(prey—prex) (x>1)
else

H(x,y) = |prey — prex|

10
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When the trust of F, € {F, B, ..., Fx} is greater than F € {F;,F,,...,Fx}, in order to obtain
better retrieval result, we believe that Fx € {F;, F, ..., Fg} can be replaced by F, € {F},F, ..., Fx}.
The replacement depends on the parameter a. The larger « is, the more the retrieval system depends
onF, € {F,F,..., Fx}. Thea > 1isbecause F, € {Fi,F,,...,Fx} is better than Fx € {F|, F, ..., Fx},
we need to get e*(Prey=prex) |pre, — prex|, so that the weight of F, € {F,F,...,Fx} is larger
and retrieval system relies more on F, € {F, F,...,Fg}. When the trust of F, € {F,F,...,Fx}
is equal to Fx € {F, F,...,Fx}, we believe that the F, € {F,F,...,Fx} can be replaced by
F, € {F,F,...,Fx} the replacement bias H(x,y) is 1. When the trust of F, € {F,F,..., Fx}
is less than Fx € {F,F,..., Fx}, we think that F, € {F,F,..., Fx} can still be replaced by
F, € {F, B, ..., Fx}, but the replacement bias H(x,y) is relatively small. One benefit is that although
retrieval performance based on some of the features of image retrieval is poor, we still believe that it is
helpful for the retrieval task.

Then, the weight of a single feature is obtained by using the preference matrix. We initialize the
weight wy to wy = {%, %,. .., %} w= {wpl, WEy, -+ -, wFK} is the weight of a single feature. The wj is
the newly acquired weights through iterations. The w;_; is the weight of the previous iteration. We
use the transfer matrix Hxx = {H(x,y)} to iterate the weights based on formula 12.

w'g, w'f, H(F,F) -+ H(F,Fk) w'g,
ZU/F w’ H(Fz,Fl) s H(Fz, FK) w,[:

I = | IR B ) : : Pl e (2
©'E | ) W'Ee |y H(Fg,F) ---  H(Fk Fk) Wee g

The w,; depends not only on the choice of features depending on the transfer matrix, but also on
the w,;_1 obtained from the previous calculation. The degree of dependence on the above two depends
on the parameter y. An obvious advantage of this voting mechanism is that it will not affect the final
result because of a relatively poor decision. The process is as follows:

-

1 1
wd:{f,?,...,f}, d=1
repeat
w'y=qw'1+(1—r)HHw' 31 (7 €[0,1])
wy = wy/sum(wy)

d«—d+1
Until lws —wy 1] <e (¢>0)
return Wy

o Good features and bad features

In our method, the weight of a single feature is different for different queries. In order to
improve the retrieval accuracy, we hope that the features with better retrieval performance can
have larger weight than those with poor retrieval performance. For this reason, we divide features
into good features and bad features according to retrieval performance. We search image based
on F, € {F,B,...,Fx} and F, € {F,B,..., Fg}, respectively. If the retrieval performance of
F, € {F,F,..., Fx} is better than Fx € {F, F,,..., Fx}, we think that F, € {F;, F, ..., Fx} is a good
feature and Fx € {F, F,...,Fx} is a bad feature. Good features and bad features are specifically
defined as follows:

if prey >= prey

prey € {good_feature}
else

prey € {bad_feature}

(13)

Here, pre, € {prey, prey, ..., prex} is the retrieval performance of F, € {F,F, ..., Fx}, prex €
{prey, prea, ..., prex} is the retrieval performance of Fx € {F}, B, ..., Fx}.

11
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e Our method for unsupervised

Image retrieval based on the above adaptive weight strategy is a supervised retrieval process
and users need to participate in the feedback of single feature trust. In the actual application process,
users may prefer the automatic retrieval system. That is to say, unsupervised retrieval system without
manual participation is more popular. Therefore, considering the advantages of unsupervised image
retrieval, we further study this method and propose an adaptive weight method under unsupervised
conditions. The unsupervised method is basically the same as the supervised method. The only
difference is, in contrast to the supervised process, the weight of a single feature is obtained based
entropy rather than relevant feedback.

First, the entropy of D;(q) = (d*(1),d*(2),...... ,d* (1)) is:

1y ()
"o ”Z L
B2 L ai())
j=1

H; =

log, :;*,(]) ,ie{1,2,...,k} (14)

Here, D;(q) € {D1(q),D2(q), ..., Dk(q)} is the similarity vector between the query image g and
images of database, which is calculated based on feature F; € {F;, F,, ..., Fx}. n is the total number of
images. d*/(j) is the similarity between the query image g and j-th image of database.

Then, the trust of D;(q) € {D1(q), D2(q), ..., Dk(q)} is:

pre; = H; (15)

Here, Di(q) € {Di(q),D2(q),...,Dk(q)} is the similarity vector between the query image
g and images of database, which is calculated based on feature F; € {F,F,..., Fx}. pre; €
{prey, prey, ..., prex} is the retrieval performance of F; € {Fy, F, ..., Fx}.

After gaining trust, the weight seeking process is the same as the supervised state.

4. Performance Evaluation

4.1. Features

The features we choose in this article are as follows:

e  Color features. For each image, we compute 2000-dim HSV histogram (H, S, and V are 20, 10, and 10).

e  CNN-featurel. The model we used to get CNN feature is VGG-16 [39]. We directly use pre-trained
models to extract features from the fc7 layer as CNN features.

e CNN-feature2. The model we used to get CNN feature is AlexNet which is pre-trained by Simon,
M., Rodner, E., Denzler, J., in their previous work [40]. We directly use the model to extract
features from the fc7 layer as CNN features. The dimension of the feature is 4096.

The extraction methods of color feature, cnn-featurel, and cnn-feature2 belong to the results of the
original papers and are well-known. So we did not retell it. However, the feature extraction code we
adopted has been shared to the website at https://github.com/wangjiaojuan/An-adaptive-weight-
method-for-image-retrieval-based-multi-feature-fusion.

4.2. Database and Evaluation Standard

o Wang (Corel 1K) [41]. That contains 1000 images that are divided into 10 categories. The precision
of Top-r images is used as the evaluation standard of the retrieval system.

e  Holidays [42]. That includes 1491 personal holiday pictures and is composed of 500 categories.
mADp is used to evaluate the retrieval performance.

12
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e  UC Merced Land Use [43]. That contains 21 categories. Each category has 100 remote sensing
images. Each image is taken as query in turn. The precision of Top-r images is used as the
evaluation standard of the retrieval system.

e RSSCNY7 [44]. That contains 2800 images which are divided into 7 categories. Each category has
400 images. Each image is taken as query in turn. The precision of Top-r images is used as the
evaluation standard of the retrieval system.

The precision of Top-r images is calculated as follows:
. N,
precision = Tr (16)
Here, N; is the number of relevant images matching to the query image, r is the total number of

results returned by the retrieval system.
The mAp is calculated as follows:

Is)
Z

| 1 R

RN; !

i

! P(RS/) (17)

mAp = —
P=1al;

Il
—_
Il
—_

Here, |Q| is the number of query images, suppose g; € Q is a retrieval image, RN; is the total
number of relevant images matching to g;, RS/; is RS/;_th similar image of query result and NR/; is
location information, P(RS/;) is the evaluation of retrieval results of g; and is calculated as follows:

RS/;
NRJ;

P(RS/;) = (18)

4.3. Evaluation of the Effectiveness of Our Method

The main innovations of our method are as follows. (1) Based on entropy, we weigh features to
improve the accuracy of similarity measurement; (2) Under the supervised condition, we obtain the
single feature weight based on related feedback and fuse multi-feature at the measurement level to
improve the retrieval precision; (3) Under the unsupervised condition, we obtain the single feature
weight based on entropy and fuse multiple features at the measurement level to improve the retrieval
precision. To verify the effectiveness of the method, we carried out experiments on Holidays, Wang,
UC Merced Land Use, and RSSCN7.

We have done the following experiments. (1) Retrieve image based on CNN1-feature, Color
feature, and CNN2-feature, respectively. At the same time, experiments are carried out under two
conditions: entropy and no entropy; (2) under the state of supervision, retrieve image by fusing three
different features which respectively uses relevance feedback and our method; (3) under the state
of unsupervision, retrieve image by fusing three different features which respectively uses average
global weights and our method. An implementation of the code is available at https:/ /github.com/
wangjiaojuan/An-adaptive-weight-method-for-image-retrieval-based-multi-feature-fusion.

4.3.1. Unsupervised

Under the unsupervised condition, in order to verify the effectiveness of the adaptive weight
method proposed in this paper, we carried out experiments on Holidays, Wang, UC Merced Land
Use, and RSSCN7 datasets. Table 2 shows a comparison of retrieval results based on AVGand OURS.
On the Holidays dataset, our method is better than RF, and improves the retrieval precision by 5.12%.
On the Wang dataset, our method improves the retrieval accuracy by 0.35% (Top 20), 0.47% (Top 30),
and 0.58% (Top 50) compared with AVG. On the UC Merced Land Use dataset, our method improves
the retrieval accuracy by 6.61% (Top 20), 9.33% (Top 30), and 12.59% (Top 50) compared with AVG.
On the RSSCN7 dataset, our method improves the retrieval accuracy by 2.61% (Top 20), 3.14% (Top 30),
and 3.84% (Top 50) compared with AVG.

13
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Table 2. Comparison of retrieval results based on AVG and OURS under unsupervised conditions.

W T UC M d Land Use (Tt RSSCN7 (T
Database Holidays ang (Top) erced Land Use (Top) (Top)
20 30 50 20 30 50 20 30 50
AVG 0.7872 0.9446 09274  0.8924 0.8468 0.7851  0.6866  0.8842  0.8611  0.8251
OURS 0.8384 0.9481  0.9321  0.8982 0.9129 0.8784  0.8125  0.9103  0.8925  0.8635

On Wang, UC Merced Land Use, RSSCN7, and Holidays, 50 images were randomly selected as
query images, separately. We search similar images by our method. Figure 2 shows the change of
weight with precision of each single feature. The abscissa is the features. From left to right, three
points as 1 group, shows the precision and weights of each single feature of the same image retrieval.
For example, in Figure 2a, the abscissa of 1-3 represents the three features of the first image in the
50 images selected from the Holidays. The blue line represents the weight, and the red line indicates
the retrieval performance. We can see that the feature whose retrieval performance is excellent can
obtain a relatively large weight by our method. That is to say, our method can make better use of good

performance features, which is helpful to improve the retrieval performance.

| T W
A i
Wil ’\ Hi ‘\ ‘\ ng

Figure 2. Under unsupervised condition, the change of weight obtained by our method with precision.
(a) Experiment result on Holidays; (b) Experiment result on Wang; (c) Experiment result on UC Merced
Land Use; (d) Experiment result on RSSCN7.
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On Wang, UC Merced Land Use, and RSSCN7, one image was randomly selected as a query
image and Top 10 retrieval results obtained by our method, respectively. On Holidays, one image
was randomly selected as query image, respectively, and the Top 4 retrieval results obtained by our
method. Figure 3 shows the retrieval results. The first image in the upper left corner is a query image
that is labeled “query”. The remaining images are the corresponding similar images that are labeled
by a similarity measure such as 0.999. In accordance with similarity from large to small, we arrange
retrieval results from left to right and from top to bottom.

@ S
query
0.999975770811 0.999964770801 0.999876770711 0.999815770011
© -
query
0.999411770811 0.999384678397 0.999371467218 0.999358383456 0.999348645533

0.999348437009 0.999344320923 0.999343212143 0.999341404438 0.999331928432

© .
query
0.999411770811 0.999384678397 0.999371467218 0.999358383456 0.999348645533
0.999348437009 0.999344320923 0.999343212143 0.999341404438 0.999331928432
@
query
0.999797553324 0.999794341459 0.999786553474 0.999785047191 0.999780623353

0.999778188276 0.999777801615 0.999773053008 0.999772452336 0.99977231857

Figure 3. Under unsupervised condition, retrieval results were displayed. (a) Experiment result
on Holidays; (b) Experiment result on Wang; (c) Experiment result on UC Merced Land Use; (d)
Experiment result on RSSCN?7.

4.3.2. Supervised

Under supervised conditions, in order to verify the effectiveness of the adaptive weight method
proposed in this paper, we carried out experiments on Holidays, Wang, UC Merced Land Use, and
RSSCNY7 datasets. Table 3 shows a comparison of retrieval results based on RF and OURS. On the
Holidays dataset, our method is better than RF to improve the retrieval precision by 0.26%. On the
Wang dataset, our method improves the retrieval accuracy by 0.38% (Top 20), 0.38% (Top 30), and
0.34% (Top 50) compared with RE. On the UC Merced Land Use dataset, our method improves the
retrieval accuracy by 0.38% (Top 20), 0.45% (Top 30), and 0.05% (Top 50) compared with RF. On the
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RSSCNY7 dataset, our method improves the retrieval accuracy by 0.84% (Top 20), 0.84% (Top 30), and
0.63% (Top 50) compared with RF.

Table 3. Comparison of retrieval results based on RF and OURS under supervised conditions.

W T UC M d Land Use (Tt RSSCN7 (T
Database Holidays ang (Top) erced Land Use (Top) (Top)
20 30 50 20 30 50 20 30 50
RFE 0.8819 0.9671  0.9539  0.9260 0.9247 0.8881  0.8250  0.9358  0.9191  0.8892

OURS 0.8845 0.9709  0.9577  0.9294 0.9285 0.8926  0.8255  0.9442  0.9275  0.8955

Similar to unsupervised state, on Wang, UC Merced Land Use, RSSCN7, and Holidays, 50 images
were randomly selected as query images, separately. We search similar images by our method. Figure 4
shows the change of weight with precision of each single feature. The abscissa is the features. From
left to right, three points as 1 group, shows the precision and weight of each single feature of same
image retrieval. For example, in Figure 2a, the abscissa 1-3 represents the three features of the first
image in the 50 images selected from the Holidays. The blue line represents the weight and the red
line indicates the retrieval performance. We can see that the retrieval performance of feature got by
relevance feedback is excellent, and can obtain a relatively large weight by our method. That is to
say, our method can make better use of good performance features, which is helpful to improve the
retrieval performance.
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Figure 4. Under supervised condition, the change of weight that obtained by our method with precision.
(a) Experiment result on Holidays; (b) Experiment result on Wang; (c) Experiment result on UC Merced
Land Use; (d) Experiment result on RSSCN?7.
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Similar to unsupervised state, on Wang, UC Merced Land Use, RSSCN7, one image was randomly
selected as query image, Top 10 retrieval results were obtained by through our method, respectively.
On Holidays, one image was randomly selected as query image, respectively, Top 4 retrieval results
obtained by our method. Figure 5 shows the retrieval results. The first image in the upper left corner is
a query image that is labeled “query”. The remaining images are the corresponding similar images
that are labeled by similarity measure such as 0.999. In accordance with similarity from large to small,
we arrange them from left to right and from top to bottom.

e ——

@ =

query

0.99966864657 0.99966763551 0.99916264607 0.99885864397

o
query
= ] - [
0.999698257047 0.999668646523 0.999667989815 0.999666991549 0.999662898613
ren T E m =
0.999661223904 0.999647540701 0.999646387314 0.999637055228 0.999634 127067
=
() =
query

s

0.999747334645 0.999734869692 0.999733640903 0.99972622047 0.999722418317

0.999719628055 0.999719210556 0.999717791588 0.999717680918 0.9997 15269239

%
/
/

(d)

a0

)

[

@

<
g

|
%

0.999754027437 0.999743457536 0.99974044052 0.999738811926 0.999736848485

0.999736395533 0.999736087729 0.999734792808 0.99973328535 0.999732271594

Figure 5. Under supervised condition, retrieval results were displayed. (a) Experiment result
on Holidays; (b) Experiment result on Wang; (c) Experiment result on UC Merced Land Use; (d)
Experiment result on RSSCN?7.

4.4. Comparison with Others Methods

In order to illustrate the performance of supervised and unsupervised methods compared with
existing methods. In Table 4, we show the comparison results on the Wang dataset (Top 20). Under the
state of unsupervision, the precision of our method is 97.09%, which is about 26% higher than previous
methods listed [13,14]. Compared with a previous paper [12], it increased by approximately 9.26%.
Compared with a previous paper [15], it increased by 24.42%. Compared with a previous paper [16],
it increased by about 22.29%. Under the state of unsupervision, the precision of our method is 94.81%,
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which is about 23.72% higher than [13,14]. Compared with a previous paper [12], it increased by about
6.98%. Compared with a previous paper [15], it increased by 22.14%. Compared with a previous
paper [16], it increased by about 20.01%. From the results, we can see that the method has achieved
good results both under supervision and unsupervision. As suggested in Section 3, the supervised
method requires users to participate in the feedback of single feature trust, which may cause some
users’ aversion. The unsupervised method does not require users to participate in the selection of
features, and directly outputs the retrieved images. The unsupervised method or supervised method
is determined by the designer according to the actual use of the retrieval system. When we focus on
user experience, we choose to be unsupervised. If we focus on higher retrieval accuracy, we choose to
be supervised. After deciding whether to adopt supervised or unsupervised, the designer can make
use of the corresponding solutions proposed in this paper to improve retrieval performance.

Table 5 shows the comparison results on the Holidays dataset. The map of our method is 88.45%.
Compared with a previous paper [7], it increased by about 1.55%. Compared with a previous paper [8],
it increased by 2.93%. Compared with a previous paper [9], it increased by about 3.81%. Compared
with a previous paper [10], it increased by about 0.45%. Compared with [17], it increased by about
9.15%. Compared with a previous paper [18], it increased by about 3.65%.

(Note: To avoid misunderstanding, we do not use an abbreviation of each solution here, but the
methods used in comparison are introduced in introduction.)

Table 4. Comparison with others methods on Wang.

Method Ours [11] [12] [13] [14] [15] [16]
Supervised Unsupervised

Africa 87.70 81.95 51.00 - 69.75 58.73 74.60 63.64
Beach 99.35 98.80 90.00 - 54.25 48.94 37.80 60.99
Buildings 98.15 97.25 58.00 - 63.95 53.74 53.90 68.21
Buses 100.00 100.00 78.00 - 89.65 95.81 96.70 92.75
Dinosaurs ~ 100.00 100.00 100.00 - 98.7 98.36 99.00 100.00
Elephants 99.10 97.45 84.00 - 48.8 64.14 65.90 72.64
Flowers 99.95 99.45 100.00 - 92.3 85.64 91.20 91.54
Horses 100.00 100.00 100.00 - 89.45 80.31 86.90 80.06
Mountains ~ 98.00 92.15 84.00 - 47.3 54.27 58.50 59.67
Food 88.65 81.05 38.00 - 70.9 63.14 62.20 58.56
Mean 97.09 94.81 78.3 87.83 70.58 70.31 72.67 74.80

Table 5. Comparison with others methods on Holidays.

Method Ours [71 [8] [91 [10] [17] [18]
mAp 88.45 86.9 85.52 84.64 88.0 79.3 84.8

5. Discussion

Fusing multiple features can elevate the retrieval performance of retrieval system effectively.
Meanwhile, in the process of multi-feature fusion, the proper single feature weight is helpful to further
improve retrieval performance. This paper proposes a method to obtain single feature weights to fuse
multiple features for image retrieval.

Retrieval results on daily scene datasets, which are Holidays and Wang, and remote sensing
datasets, which are UC Merced Land Use and RSSCN7, show that compared with single feature and
fusing multiple features by averaging global weights and relevance feedback, our method has better
retrieval performance.

In the future work, there are two aspects of work that are worth doing. On the one hand,
considering image retrieval based on multi-feature fusion increases the retrieval time; we will research
how to improve the efficiency of retrieval. Many researches on image retrieval have been carried out on
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large-scale datasets, which may contain up to several million pictures, and it is very time-consuming
to search for the images we need from the massive images. It is significant to improve the efficiency
of retrieval. On the other hand, considering other forms of entropy have achieved good results in
the image field [45,46], we will research other forms of entropy used in image retrieval. Meanwhile,
considering the image decomposition and the classification of image patches has achieved outstanding
results [47-50]. We can use the idea of image decomposition and the classification of image patches
to extract better image description for retrieval system. It is significant to improve the performance
of retrieval.
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Abstract: In order to overcome the difficulty of key management in “one time pad” encryption
schemes and also resist the attack of chosen plaintext, a new image encryption algorithm based on
chaos and SHA-256 is proposed in this paper. The architecture of confusion and diffusion is adopted.
Firstly, the surrounding of a plaintext image is surrounded by a sequence generated from the SHA-256
hash value of the plaintext to ensure that each encrypted result is different. Secondly, the image is
scrambled according to the random sequence obtained by adding the disturbance term associated
with the plaintext to the chaotic sequence. Third, the cyphertext (plaintext) feedback mechanism
of the dynamic index in the diffusion stage is adopted, that is, the location index of the cyphertext
(plaintext) used for feedback is dynamic. The above measures can ensure that the algorithm can
resist chosen plaintext attacks and can overcome the difficulty of key management in “one time pad”
encryption scheme. Also, experimental results such as key space analysis, key sensitivity analysis,
differential analysis, histograms, information entropy, and correlation coefficients show that the
image encryption algorithm is safe and reliable, and has high application potential.

Keywords: chaotic system; image encryption; permutation-diffusion; SHA-256 hash value;
dynamic index

1. Introduction

In recent years, with the rapid development of computer technology, digital image processing
technology has also rapidly developed and penetrated into all aspects of life, such as remote sensing,
industrial detection, medicine, meteorology, communication, investigation, intelligent robots, etc.
Therefore, image information has attracted widespread attention. Image data security is very important,
especially in the special military, commercial and medical fields. Image encryption has become one
of the ways to protect digital image transmission. However, the image data has the characteristics of
large amounts of data, strong correlation and high redundancy, which lead to low encryption efficiency
and low security, so the traditional encryption algorithms, such as Data Encryption Standard (DES)
and Advanced Encryption Standard (AES), cannot meet the needs of image encryption [1]. Chaos has
the characteristics of high sensitivity to the initial conditions and system parameters, no periodicity,
pseudo randomness, ergodicity and chaotic sequences can be generated and regenerated accurately,
so it is especially suitable for image encryption. Therefore, many image encryption algorithms have
been put forward using chaotic system. In 1998, the American scholar Fridrich put forward the classical
substitution-diffusion architecture for image encryption [2]. This structure subsequently has drawn
world-wide concern, and nowadays, most of the image encryption schemes based on chaos adopt this
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structure and achieved satisfactory encryption effect, such as pixel-level scrambling approaches [3-5],
enhanced diffusion schemes [6], improved hyper-chaotic sequences [7], linear hyperbolic chaotic
system [8], and bit-level confusion methods [9-11]. However, only using low dimensional chaotic
system to encrypt images cannot guarantee enough security. Some works on cryptanalysis [12-18] show
that many chaos-based encryption schemes were insecure, and the main reason is that the encryption
key has nothing to do with the plaintext. For examples, an image encryption algorithm with only one
round diffusion operation is proposed in [19]. The algorithm has the advantages of easy implementation,
low complexity and high sensitivity to cyphertext and plaintext, but Diab et al. [20] cryptanalyzed this
algorithm and broke the algorithm with only one chosen plaintext. Akhavan et al. [21] cryptanalyzed
an image encryption algorithm based on DNA encoding and the curve cryptography and found
that the algorithm cannot resist chosen plaintext attacks. Using a skew tent chaotic map, Zhang [22]
proposed a novel image encryption method, which adopted a cyphertext feedback mechanism to resist
chosen plaintext attacks, but Zhu et al. [23] cracked the algorithm by applying a chosen plaintext
combined with chosen cyphertext attack. Various plaintext-related key stream generation mechanisms
have been proposed to improve the ability to resist chosen plaintext attacks [24-27]. In most of these
algorithms, the SHA-256 hash value of image is used as the external key of the encryption system, so
that the encryption keys of different images are different, so as to achieve the effect of “one time pad”.
Taking the scheme in [28] as an example, firstly, the initial values and parameters of the two-dimensional
Logistic chaotic map are calculated from the SHA 256 hash of the original image and given values.
Secondly, the initial values and system parameters of the chaotic system are updated by using the
Hamming distance of the original image. So the generated random sequence is related to the plaintext
image. This encryption method has the advantages of high sensitivity to plaintext and strong attack
against plaintext. However, the decryption end needs not only the initial key which is not related to the
plaintext, but also the key related to the plaintext. Therefore, decrypting different cyphertext requires
different plaintext-related keys, which essentially makes the system work in OTP fashion and greatly
increases the complexity for applications.

Concerned about the above issue, we propose to encrypt images based on permutation—diffusion
framework using secure hash algorithm SHA-256. Two innovations are the main contributs of this work.
Firstly, the hash value of the plaintext image is converted into the number in the range of [0, 255], which
is added as the random number around the plaintext image, rather than as the external key of encryption
system. This can resist chosen plaintext attacks, and does not need the hash value of the plaintext image
in the decryption phase. Secondly, in the permutation and diffusion processes, the generation of random
sequences is related to intermediate cyphertext. In this way, the key used to encrypt different images is
the initial value of the chaotic system, but the generated key stream is different.

2. Preliminaries

2.1. Adding Surrounding Pixels

A hash function is any function that can be used to map data of arbitrary size to data of a fixed
size. Here, we use SHA-256 to generate the 256-bit hash value V, which can be divided into 32 blocks
with the same size of 8-bit, the i-th block v; € [0,255],i=1,2,...,32,s0 V can be expressed as V = vy,
vy, ..., V3. Suppose the size of the plain-image P is m x n, obtain an integer k as:

k= fix(2(m+n+1)/32) +1 )

where, fix(x) rounds the elements of x to the nearest integers towards zero. Then we generate a
sequence H that has (32k) elements by:

H = repmat(V, [1, k]) 2
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where, repmat(V, [1, k]) creates a large matrix H consisting of a 1 x k tiling of copies of V, e.g., repmat([3, 6,
91, [1,2])=1[3,6,9,3, 6,9]. Then, matrix RI of size 2 x (n + 2) is formed by taking the first 211 + 4 numbers
of the sequence H, and the CI matrix of size 2 X m is formed by taking the remaining 2m numbers of H.
The elements of RI and CI have the same representation format as the pixels of P. For example, The
SHA-256 hash value of the plaintext image “cameraman” of size 256 x 256 is the character string S,
which is: S = “d6£35e24b1{70a68a37c9b8bfdcd91dc3977d7a98e67d453eb6£8003b6c6 94437 .

According to the string S, we can get a sequence V of length 32. V = (214, 243, 94, 36, 177, 247, 10,
104, 163, 124, 155, 139, 253, 205, 145, 220, 57, 119, 215, 169, 142, 103, 212, 83, 235, 111, 128, 3, 182, 198,
148, 67). So, the sequence H of length 1028 can be obtained as H = (214, 243, 94, 36, 177,247, 10, ...,
214, 243). Similarly, matrices RI and CI are also obtained, as shown below:

Rl < 214 243 94 ... 148 67 214 )
243 94 36 ... 67 214 243 )
cp_ [ 9% 36 177 ... 67 214 243
T\ 9% 36 177 ... 67 214 243
2% (256+1)

RI and CI will surround the plaintext image. These values will affect all pixels after the confusion
and diffusion operation. Figure 1 shows a numerical example of using RI and CI to add pixels to the
image “cameraman”. Figure 1b shows the result of the operation. It can be seen that the underscore is
derived from RI and the value of bold is from CI.

156 | 159 152 | 152
160 | 154 155 | 153
121 ) 126 | ... | 130 ] 113
121 | 126 | ... | 130 ] 113
@)
214 [ 243 94 | .. | 148 ( 67 | 214
94 | 156 | 159 152 | 152 | 94
36 | 160 | 154 155 | 153 | 36
214 | 121 | 126 130 | 113 | 214
243 | 121 | 126 130 | 113 | 243
243 94| 36 [ .. | 67 (214243

(b)

Figure 1. An example of adding surrounding pixels. (a) plain-image P; (b) operation result.
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2.2. Hyper-Chaotic System and Chebyshev Map

The scheme is based on a hyper-chaotic system and two Chebyshev maps. We will use a four
dimensional hyper-chaotic system with five system parameters and four initial conditions [29], which
can be modeled by Equation (3):

dx/dt =aly —x) +w
dy/dt = dx — xz+cy 3)
dz/dt = xy — bz
dw/dt = yz + ew
where, g, b, ¢, d and e are parameters of the system. Whena =35,b=3,c=12,d =7 and e € (0.085,

0.798), the system is hyper-chaotic and has two positive Lyapunov exponents, LE1 = 0.596, LE2 = 0.154.
So the system is in a hyper-chaotic state. The system attractor curves are presented in Figure 2.

(0) (d)

Figure 2. Hyper-chaotic attractor. (a) (x-y-z) plane; (b) (w-x-z) plane; (c) (w-y) plane; (d) (x-z) plane.

The two Chebyshev maps are modeled by Equation (4):
11(i+ 1) = cos(4 x arccos(u1(i))) @)
u(i+ 1) = cos(4 x arccos(uz(i)))

where, 11(1) and 1, (1) are initial values.

2.3. The Generation of Random Sequences of the Encryption System

The initial values of the chaotic system are given, then we iterate the hyper-chaotic system (1) to
produce four sequences denoted as X = [x(i)], Y= [y(i)], Z = [z(i)] and W = [w(i)], respectively, where,
i=1,2,... Atthe same time, u;(1) and uy(1) are given, the two Chebyshev maps from Equation (4)
are iterated to generate two sequences denoted as U; and Uy, respectively. To further enhance the
complexity of sequences, These six chaotic sequences X, Y, Z, W, U; and U, are transformed into
three real value sequences D1, D, and Dj in the interval [0, 1] by the following Formulas (5)-(7), then
transform three real value sequences D1, D, and Dj3 into three integer value sequences S, V and T by

25



Entropy 2018, 20,716

the following Formulas (8)—(10), so we get three sequences S = {s(1), 5(2), ..., s()}, V ={o(1), v(2), ...,
v(D)}, T = {t(1), t(2), ..., t(])}, which will be used in the later encryption process, where, s(i), v(i) and (i)
€10,1,...,255),i=12,...,L

Dy = cos>((X+Y +Z)/3) (5)
Dy = cos?(W + Uj + ) /3) (6)
D3 = cos?((X 4+ Z 4 Uy)/3) )

S = mod (round(D1 x 1015),256) ®)
V = mod (rouncl(D2 X 1015),256) )
T = mod (round(D3 x 1015),256> (10)

where, round(x) rounds x to the nearest integer, and mod(x, y) returns the remainder after x is divided
by y. The sequence D is used to scramble images, while D5, S, V and T are used for image diffusion
operation. Figure 3 is the numerical distribution curve of chaotic key sequence S, V and T. the abscissa
represents 256 gray levels and the ordinate represents the frequency of each gray level. From Figure 3,
it can be seen that the key flow S, V and T distribute evenly, and the pseudo-randomness is good.

 Frequency
Frequency

' Blement ' 0 50 100 B 20 250 W 0 B L
- Element Element

(@) (b) ()

Figure 3. Histogram of three CPRNG sequences. (a) The histogram of sequence S; (b)The histogram of
sequence V; (c)The histogram of sequence T.

2.4. Statistical Test Analysis of the Three CPRNG Sequences S, V and T

In order to measure randomness of the three CPRNG sequences S, V and T, we use the NIST
SP800-22 statistical test suite (Rev1la, Information Technology Laboratory, Computer Security Resource
Center, Gaithersburg, MD, USA), which consists of 15 statistical tests. Each test result is converted to a
p-value for judgement, and when applying the NIST test suite, a significance level a = 0.01 is chosen
for testing. If the p-value > «, then the test sequence is considered to be pseudo-random.

Setting different initial conditions of chaotic system, and using systems (3) and (4) as well
as Equations (5)—(10), 1000 sequences S, 1000 sequences V and 1000 sequences T are generated,
respectively. The parameters used in the test are setas: a=35,b=3,c=12,d =7, e=0.1583, x(0) = 0.398,
y(0) = 0.45, z(0) = 0.78, w(0) = 0.98, 111(1) = 0.58 and u2(1) varies from 0.0005 to 0.9995 with a variable
step size of 0.0001. Hence, 1000 sequences of {S, V, T} can be generated. The length of each integer
sequence is 125,000 and each integer has 8 bits. Then three decimal integer sequences are turned into
three binary sequences by converting each decimal number into an 8-bit binary number and connecting
them together. Therefore, each binary sequence has the length of 1,000,000 bits (125,000 x 8 = 100,000).
Unlike the bit sequence generation method introduced in the related literature [30], the method of
generating bit sequences in our scheme can be demonstrated by the following simple example. Suppose
the decimal integer sequence S has three 8-bit integers, S = [23, 106, 149], where, 23 = (0001 0111),,
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106 = (0110 1010), 149 = (1001 0101);. Then the binary sequence S’ corresponding to the decimal
integer sequences S has the following form: S’=[000101110110101010010101]. 15 statistical
items (some items include two sub indicators) were tested by using the NIST SP800-22 suite, and the
results from all statistical tests are given in Table 1. From Table 1, we can see that all the p-values
from all 1000 sequences are greater than the significance level a = 0.01, indicating that the tests meet
the requirements of SP800-22 randomness, and the pass rate is also in acceptable range. Compared
with the results of relevant literature [30], the overall result is not very different. However, the linear
complexity index of our scheme is obviously better than that of reference [30], but the Rank index is
slightly worse than that of reference [30].

Table 1. NIST SP800-22 standard test of pseudo-random sequence S’, V/ and T".

s’ 4 T

Statistical Test N
atistical fest Name Pass Rate  p-Value Pass Rate p-Value Pass Rate p-Value

Frequency(monobit) 99.5% 0.9346 99.3% 0.4058 99.4% 0.4708
Block Frequency 99.2% 0.8068 99.1% 0.6079 99.0% 0.5485

The Run Test 99.5% 0.4088 99.6% 0.4317 99.5% 0.5493
Longest Run of Ones 98.6% 0.1481 98.8% 0.4555 98.6% 0.4419
Rank 98.5% 0.0465 98.3% 0.0467 98.1% 0.0103

DFT Spectral 99.3% 0.9537 99.1% 0.5365 99.3% 0.6539
Non-Overlapping Templates 99.1% 0.6163 99.0% 0.5348 98.8% 0.4807
Overlapping Templates 98.8% 0.7597 98.6% 0.5331 98.4% 0.6420
Universal Statistical Test 98.5% 0.5825 98.3% 0.4624 98.2% 0.4171
Linear Complexity 98.9% 0.2215 98.7% 0.4642 98.5% 0.4936
Serial Test 1 99.1% 0.3358 98.9% 0.2421 98.7% 0.2602

Serial Test 2 99.2% 0.2046 99.4% 0.4207 99.3% 0.2315
Approximate Entropy 98.8% 0.7522 98.6% 0.6033 98.8% 0.4784
Cumulative Sums (forward) 99.6% 0.4752 99.8% 0.8023 99.7% 0.8163
Cumulative Sums (Reverse) 99.4% 0.8898 99.2% 0.6596 99.3% 0.8101
Random Excursions 98.7% 0.1599 98.8% 0.1713 98.6% 0.1314
Random Excursions Variant 98.9% 0.3226 98.4% 0.1564 98.6% 0.0942

3. Architecture of the Proposed Cryptosystem

In this paper, we use the classical permutation-diffusion image encryption structure. During the
permutation process, we use the permutation sequence generated by the chaotic system to shuffle the
pixels. However, the permutation does not change the pixel value, but makes the statistical relationship
between cyphertext and key complicated, so that the opponent cannot infer the key statistics from the
statistical relationship between cyphertext. Diffusion means that each bit of the plaintext affects many
bits of the cyphertext, or that each bit of the cyphertext is affected by many bits of the plaintext, thus
enhancing the sensitivity of the cyphertext.

3.1. Encryption Algorithm

The encryption process consists of three stages. Firstly, generating key streams by using the
hyper-chaotic system and adding surrounding pixels to the plaintext image. Secondly, performing the
permutation process. Thirdly, performing the diffusion process. The architecture of the encryption
process is shown in Figure 4, and the operation procedures are described as follows:

Step 1: Assume that the size of the plaintext image is m x 1, adding surrounding pixels to the
plaintext image matrix Py« According to the method described in Section 2.1 to get image matrix
P (m+2)x (n+2)- The matrix P’ (m+2)x (n+2) 18 converted to a one dimensional vector Py = {po(1), po(2), - .- ,
po(l)}, where [ = (m +2) x (n +2).

Step 2: Produce the required chaotic sequences D1, Dy, S, V and T of length [ for encryption
according to the method described in Section 2.3.

Step 3: Permuting Py obtained in step 1 according to Equations (11) and (12). In order to make the
scrambling sequence related to plaintext to prevent the chosen plaintext attack, a disturbance term g
associated with the plaintext is added according to Equation (10) when the scrambling sequence / is
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generated, where g = sum(Py)/(256 x ), Therefore, the scrambling sequence h = {h(1), h(2), ... , h(l)} is
different when encrypting different plaintext images. In Equation (11), floor(x) rounds x to the nearest
integers towards minus infinity:

h(i) = i+ mod|[floor(D1 (i) x g x 10,1 —i],i = 1,2,3,...,1. (11)
temp = po(i)
po(i) = po(h(i)) ,i=1,2,3,...,1L (12)

po(h(i)) = temp

Step 4: Perform confusion and diffusion. Encrypt the first element in py by Equation (13):
(1) = mod((po(1) +s(1),256) & mod((t(1) + v(1)),256). (13)

Step 5: Seti=2,3,...,1, calculate the dynamic indexes kt; and kf; by Equations (14) and (15),
which are used for encrypting the i-th element in py. Obviously, kt;(i) € [1,i — 1], kto(i) € [i + 1, I]:

kt1(i) = floor(s(i)/256 x (i —1)) +1, (14)

kta(i) = floor(v(i)/256 x (I —i—1)) +i+1. (15)

Step 6: Encrypt the i-th element according to the following Equations (16)—(18):

tt(i) = mod( floor(Dy(i) x c(i — 1)) x 10%,256),i = 1,2,3, ...,[ — 1. (16)
c(i) = mod((po(i) + c(kt1(i))),256) @ mod ((tt(i) + po(kta(i))),256),i = 1,2,...,1— 1. (17)
c(l) =mod((po(l) + c(kt1(1))),256) & tt(1) (18)

From Equation (16), for different plain images, the sequence [tf(i)] will be different, that will lead
to the different i-th encrypted value.

Step 7: The final cyphertext sequence CC = [cc(1), cc(2), . .. , cc(])] is obtained by using Equation (19).
Transform the diffused vector CC into the m x n matrix, then the cypher image is obtained:

ce(i) = c(i) @ t(i) (19)

| The secret keys x(0),y(0),z(0),w(0) ‘

‘ Hyper-chaotic system generats sixsequences Dy, D,, D5, S, V, T |

|

l

l

Generating permutation
sequence h by disturbing
sequence D; with pixel

Generating the
dynamic index kt; and
kt; by using the

Using sequence
D, to generate a
sequence it

mean value of plantext sequence 5 and V, related to
image respectively ciphertext
[ [ l
1 1
A sequence converted The sequence Using kt;, kt; and
from the hash value of h is used to to carry out diffusion
Plain |+ a plaintext image is|[— permute the — operation on P; to
image P used to surround the image to obtain ciphertext
plaintext image obtain Py image C
L

The final ciphertext sequence CC is obtained using the formula CC= C® T ‘

Figure 4. The architecture of the proposed encryption algorithm.
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3.2. Decryption Algorithm

The decryption process is the process of transforming cyphertext into plaintext, and the reverse
process of encryption. The decryption process is described as follows:

Step 1: Produce the required chaotic sequences D1, D;, S, V and T of length [ for decryption
according to the method described in Section 2.3 and calculate the dynamic indexes kt; and kt,
according to Equations (14) and (15).

Step 2: The cyphertext image is translated into a one dimensional vector CC = [cc(1), cc(2), ...,
cc(l)]. The intermediate cyphertext C is obtained by:

c(i) = ce(i) @ (i) (20)
Step 3: Calculate the sequence tt according to Equation (16) and decrypt the last element in py by:
pO(1) = mod(c(l) ® tt(1) — c(kt1(1)),256) (21)

Step 4: In the opposite direction, we decrypt the plaintext pixel Po(I — 1), Po(I — 2), ..., Pp(2) by
Equation (22). Finally, the pixel Py (1) is decrypted as:

po(i) = mod(c(i) ® mod(t(i) + po(kta(i)),256) — c(kt1(i)),256),i = [ — 1,1 — 2,1 — 3, ...,2. (22)

po(1) = mod(c(1) & mod(t(1) +v(1)),256) —s(1),256) (23)

Step 5: Perform inverse permutation. Because the sum of pixel values before and after scrambling
remains unchanged, the ¢ value can be calculated by the sequence P\ decrypted in Step 4, Thus, the
sequence H = {h(1), h(2), ... , h(l)} can be obtained by Equation (11). It should be noted that this process
is reversed in the direction of encryption, from the last pixel to the first pixel, that is:

temp = po(i)
poi) = po(h(i)) ,i=1-1,1—21—3, ..., 1 (24)
po(h(i)) = temp

Finally, the decrypted sequence Py is transformed into a matrix P’ of size (m + 2) X (n + 2).
Discarding the first row, the last row, and the first column and the last column of the matrix P, and we
can obtain a matrix P of size m X n. P is the recovered plaintext image.

3.3. Application of the Algorithm for Color Images

A color image is composed of three main components, i.e., R, G and B. The hash values of R, G
and B matrices are computed respectively, and then the hash values are transformed into sequences
according to the method of Section 2.1. Then adding surrounding pixels to R, G and B by using the
sequences to obtain three new matrices R/, G’ and B/, respectively. Then R/, G’ and B’ are encrypted in
parallel and similar to the encryption of gray level image. Decryption process of matrixes R, G and B is
also similar to the proposed decryption process in Section 3.2.

3.4. The Advantages in the New Encryption Scheme

(1) The method of surrounding pixels generated by the SHA-256 hash value of the plaintext image is
adopted, which can enhance the ability of the encryption system to resist chosen plaintext attacks.
In general, selecting an image of all the same pixel values to chosen plaintext attack, which can
eliminate the global scrambling effect. But in the new encryption algorithms, even encrypt an
image of all the same pixel values, because the first step is to add surrounding pixels to the image,
then the image is not an image of all the same pixel values. On the other hand, the hash value of
the image is not needed in decryption, which reduces the difficulty of key management.
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(2) In the permutation process, by adding a perturbation g (g = sum(Py)/(256 x I)) to the chaotic
sequence D1, the permutation sequence /1 is generated by Equation (10). Therefore, & is related
to plaintext, which can resist the chosen plaintext attack. At the same time, g is not part of the
decryption key, which reduces the difficulty of key management.

(3) From Equation (16), it is known that the sequence ff is related to the transition cyphertext c, so the
sequence tt is different when encrypting different images, which further strengthens the ability of
the encryption system to resist chosen plaintext attack.

(4) From the cyphertext feedback mechanism of Equation (17), It can be seen that our encryption
algorithm is sensitive to plaintext.

4. Simulation Results

In this paper, the standard 256 x 256 image of “cameraman” is used as the input image.
Matlab 2014a (MathWorks, Natick, MA, USA) is utilized to simulate the encryption and decryption
operations and set parameters (x(0), y(0), z(0), w(0)) = (0.398, 0.456, 0.784, 0.982). The continuous
hyper-chaotic system (3) was solved by the ode45 solver of Matlab. The time step used in this
algorithm is the adaptive variable step size instead of fixed step size. Figure 5a is the scrambled image,
Figure 5b is the encrypted image and the decrypted image is shown in Figure 5c. It can be seen that
the cyphertext image is a chaotic image, and has nothing to do with the original image. Therefore, the
encryption effect of the algorithm is good.

(b) (©)

Figure 5. Experimental results. (a) scrambled image; (b) cyphertext image; (c) decrypted

plaintext image.
5. Security Analysis

In this section, we will discuss the security analysis of the proposed encryption scheme with the
traditional 8-bit gray image as an example.

5.1. Key Space

In cryptography, the larger the key space, the stronger the ability to resist brute force attacks.
In the proposed cryptosystem, the keys are the initial value x(0), 1(0), z(0), w(0) of the chaotic system (3),
the chaotic system parameter e and the initial values u1(1), u3(1) of the two Chebyshev maps (4).
The precision of x(0), ¥(0), z(0), w(0), u1(1) and u»(1) is 10713, while the precision of the parameter ¢ is
10712 for e€(0.085, 0.798), so the key space size will be (101%)¢ x 1012 = 10192 s 23%_ In Reference [1],
Li pointed out that the effective key space of the image encryption system should be greater than 2100
in order to prevent brute force attacks, so the key space of our algorithm is sufficiently large to resist
against brute-force attacks.

Table 2 lists the key space of several similar algorithms. By comparison, the key space of this
algorithm is better than most algorithms’ key space. The size of the key space depends not only on the
number of keys, but also on the number of possible values for each key. The problem of numerical
chaotic systems is that the finite precision of the machines (e.g., computers) leads to performance
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degradation [31-34], such as: the key space is reduced, some weak keys appear, and the randomness of
the sequence is reduced. In order to identify and avoid weak keys, we need to calculate the Lyapunov
exponents of chaotic systems, or plot the phase space trajectories of the system.

Table 2. Key space comparisons.

Encryption Algorithm Key Space
Proposed scheme 2339
Reference [24] 2149
Reference [25] 2256
Reference [31] 2299
Reference [32] 2375
Reference [33] >2128
Reference [34] 2357

5.2. Key Sensitivity

The key sensitivity can be evaluated in two aspects: First, the cyphertext image will be completely
different when encrypting the same plaintext image with slightly different keys, which is measured
by the change rate t of the cyphertext image. Second, no information about the plaintext image is
available in the image decrypted from the wrong key, even though there is a very small difference
between the wrong key and the correct key.

The specific method of calculating the change rate t of cyphertext image is as follows: first, the
change of the key is ki1, and the other parameters remain unchanged. For example, when calculating
the sensitivity of the key a, the cyphertext C; is obtained by encrypting the plaintext image with
the key a. In the same way, the cyphertext image C, and the cyphertext image C3 are obtained by
encrypting the plaintext image with the key a + ki and the key a — kh, respectively. We can calculate
the pixel difference rate t; between C; and C;, and the pixel difference rate f; between C; and Cs,
respectively. Then, the change rate of cyphertext image t = (t; + t,)/2 is obtained. The sensitivity of
each key is calculated by this method, as shown in Table 3, where the change k# is 10~!° for each key
x(0), ¥(0), z(0), w(0). The calculated results show that the new algorithm is very sensitive to the initial
secret key values.

The sensitivity test results of Table 3 confirmed that the sensitivity of the proposed algorithm
to the keys x(0), (0), z(0), w(0) is very high, and can reach more than 10715, In order to evaluate the
sensitivity of the key in the second aspects, we select the following error keys Key1, Key2, Key3 and
Key4 to decrypt the original cyphertext image, and the decryption result is shown in Figure 6.

Keyl = {x(0), ¥(0), z(0), w(0)} = (0.398 + 10715, 0.456, 0.784, 0.982),

Key2 = {x(0), (0), z(0), w(0)} = (0.398, 0.456 + 1015, 0.784, 0.982),

Key3 = {x(0), (0), z(0), w(0)} = (0.398, 0.456, 0.784 + 1015, 0.982),

Key4 = {x(0), y(0), z(0), w(0)} = (0.398, 0.456, 0.784, 0.982 + 10~ 19).

Table 3. Sensitivity tests for each initial secret key value.

Keys Change Rate of Cyphertext Image ¢
x(0) 0.9963
y(0) 0.9964
z(0) 0.9976
w(0) 0.9975
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(a) (b)

Figure 6. The image decrypted by the wrong keys. (a) decryption result of key Key1; (b) decryption
result of Key2; (c) decryption result of Key3; (d) decryption result of Key4.

(d)

5.3. Plaintext Sensitivity

The sensitivity of the algorithm to plaintext means that a small change in plaintext will cause a
huge change in the corresponding cyphertext. This is one of the criteria for cryptographic security
analysis. From the encryption process, we can see that the algorithm is sensitive to plaintext: first, if the
image has a little difference, the hash value will be completely different. Therefore, the two matrices RI
and CI generated in Section 2.1 and the disturbance term g will be different, so the scrambled image will
be different and will lead to the great change of pseudo-random sequence tf. Experimentally, N°CR
(number of pixels change rate) and UACI (unified average changing intensity) are used to measure
the degree of sensitivity of image encryption algorithms to plaintext. NPCR and UACI respectively
represent the percentage and change degree of the number of pixels in the encrypted image after
the pseudo-random change of the gray value of a pixel in the original image. The formulas for the
calculation of NPCR and UACI are as follows:

M N
NPCR = +— N;}; D(i,) x 100%, (25)
M N - (i i
_ ‘x(l/]) —X (l'])‘ o,
UACI = <i1]21<255xMxN>> x 100%, (26)
co ) Lifx(i ) # X))
P = { 0, if x(i,j) = x'(i,j) @

where, M x N is the size of the image. x(i, j) represent the pixel in a coordinate (i, j) of the cyphertext
image corresponding to the original plaintext image, and x'(i, j) represent the pixel in a coordinate (i, j)
of the cyphertext image corresponding to the changed plaintext image. For 256 bit grayscale images,
the expected values of NPCR and UACI are 99.6094% and 33.4635%, respectively. In this paper, four
classical images (“cameraman”, “pepper”, “rice” and “autumn”) are selected to be tested. In each
image, the pixel values of randomly selected 200 pixels are changed, and their maximum, minimum,
and average values of NPCR are listed in the Table 4. In order to show the superiority of our encryption
algorithm, the maximum and minimum values of NPCR and UACI for each image calculated by the

encryption algorithm of Referemce [35] are shown in Table 5.
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Table 4. NPCR and UACI test results of slight change of plaintext in our algorithm.

Images Rice Autumn Pepper Cameraman
Max 99.8943 99.7932 99.9012 99.7821
NPCR% Min 99.5426 99.4213 99.3809 99.4608
Average 99.6062 99.6115 99.5956 99.5697
Max 33.5698 33.7754 33.8712 33.6590
UACI% Min 33.3216 33.5500 33.4919 33.1958
Average 33.4419 33.6319 33.5418 33.3618

Table 5. NPCR and UACI test results of slight change of plaintext in [35].

Images Rice Autumn Pepper Cameraman
Max 99.8812 99.6623 99.8719 99.8864
NPCR% Min 99.4961 99.5512 99.5698 99.5091
Average 99.6006 99.6098 99.5796 99.5692
Max 33.5612 33.6067 33.8523 33.7019
UACI% Min 33.3187 33.5602 33.4967 33.2195
Average 33.4297 33.5897 33.5154 33.3478

As shown in Tables 4 and 5, the average values of NPCR and UACI of the four images of the new
algorithm are higher than the average of NPCR and UACI in Reference [31], thus proving that our
algorithm has better performance in resisting differential attacks.

5.4. Statistical Analysis

Statistical analysis mainly includes: histogram analysis, chi-square test, adjacent pixel correlation
analysis and information entropy analysis. In this part we will evaluate the algorithm from
above aspects.

5.4.1. Statistical Histogram Analysis

Gray histogram is a function of gray level, which reflects the distribution of gray level in the
image and describes the number of pixels of each gray level in the image, but does not contain the
position information of these pixels in the image. Figure 7 are the histograms of the Pepper image
and the corresponding cipher images. In the histogram, the horizontal axis denotes the gray level,
and the vertical axis denotes the pixel number of each gray level. It can be seen that the probability
distribution of plaintext image histogram presents a single peak distribution, while the corresponding
cyphertext image histogram probability distribution is close to the equal probability distribution, so
the cyphertext image is a pseudo-random image.
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Figure 7. Cont.
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Figure 7. Histogram analysis. (a) The plaintext image of “pepper”; (b) the histogram of the plaintext
image; (c) the cyphertext image; (d) the histogram of the cyphertext image.

5.4.2. Chi-Square Test

Figure 7d shows that the histogram of the cyphertext image is uniformly distributed, which
can resist statistical attacks and can be proved by the chi-square test [36], which is described by the

following expression:
2

25 (1, —e)
=Yy 28
k; . (28)
where, vy is the actual frequency of each gray level, and e is the expected frequency of each gray level.
For different sizes of images, e is different, for example, e is 256 for the image cameraman of size 256 x 256.
however, e is 768 for the image pepper of size 384 x 512. The smaller the chi square value, the better the
uniformity of cyphertext images. For the confidence level a = 0.05, if the chi square value does not exceed
295.25, it is considered to pass the test. In this paper, the cyphertext image is generated by changing one
bit of the ordinary image. The process is repeated 30 times. for confidence level = 0.05, and the average

" ou 7

results for the four images “cameraman”, “pepper”, “rice” and “autumn” are demonstrated in Table 6.

Table 6. Chi-test results of 30 encrypted images under confidence level is 0.05.

Test Images ¥? of Plain Image  x? of Cypherimage in [33] a2 of Cypherimage in Our Algorithm

cameraman 16,711,680 288.9823 < 295.25 285.3125 < 295.25
pepper 50,135,040 269.3387 < 295.25 260.3421 < 295.25
rice 96,312 284.2387 < 295.25 278.6172 < 295.25
autumn 18,122,850 289.9832 < 295.25 288.5792 < 295.25

It can be seen that the chi-square value of the histogram of the cyphertext images are less than 295.5,
which means that the histogram of the cyphertext image has passed Chi-square test for confidence
level =0.05 and better than in Kulsoom [37].

5.4.3. Information Entropy

The entropy of an image is expressed as the average number of bits of the set of gray levels of
an image. It also describes the average amount of information of an image source. The greater the
entropy, the more confusing the information provided by the image. For discrete two-dimensional
images, the formula of information entropy E is shown in Equation (29):

n
E=—) pilog,(p) (29)
i=0
where, p; is the probability of the occurrence of gray value i. When the probability distribution of
cyphertext is equal probability distribution, that is, the probability of each value of [0, 255] is 1/256, the
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)

maximum entropy is 8 bits. The information entropy of four cyphertext images of “rice”, “cameraman”,
“autumn” and “pepper” is listed in the second column of Table 7, At the same time, the information
entropy of the cyphertext image obtained by the other algorithms in [38—-42] are listed in columns 3-7
of Table 7. It can be seen that the information entropy of the encrypted image of the four images is
very close to 8 bits and our algorithm has greater superiority.

Table 7. Entropy of cyphertext images.

Images This Paper  Ref. [34] Ref.[39] Ref.[40] Ref.[41] Ref. [42]
Rice (256 x 256) 7.9973 7.9864 7.9936 7.9643 7.9875 7.9968
cameraman (256 x 256) 7.9989 7.9763 7.9952 7.9867 7.9946 7.9865
autumn (206 x 345) 7.9968 7.9564 7.9962 7.9698 7.9864 7.9972
pepper (512 x 512) 7.9992 7.9819 7.9983 7.9949 7.9896 7.9993

5.4.4. Pixel Correlation Analysis

In a natural image, there is a high correlation between each pixel and its adjacent pixels, which
means that there is a small difference in the gray value in the larger area of the image. One of the
goals of encrypted image is to reduce the correlation between adjacent pixels, and the smaller the
correlation, the better the encryption effect, the higher the security. Correlation mainly includes the
correlation between horizontal pixels, vertical pixels and diagonal pixels. Firstly, 4000 pixels are selected
randomly from the “cameraman” image and the corresponding cyphertext image as the base points,
and 4000 pairs of adjacent pixels are collected along the horizontal, vertical and diagonal directions
respectively, and the correlation distribution maps in these three directions are drawn, as shown in
Figure 8. It can be seen that there is a strong correlation between adjacent pixels of plaintext image,
showing a linear relationship, and for cyphertext image, this correlation is greatly weakened, showing a
strong randomness. This indicates that the image encryption effect is good and the security is high.
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Figure 8. The correlation plots of the cameraman image and the corresponding ciphered image
of cameraman. (a) Horizontal correlation of the cameraman image; (b) Vertical correlation of the
cameraman image; (c) Diagonal correlation of the cameraman image; (d) Horizontal correlation of
the cyphered image of cameraman; (e) Vertical correlation of the cyphered image of cameraman;
(f) diagonal correlation of the cyphered image of cameraman.

300

In order to further quantify the linear correlation between the adjacent pixels, the correlation
coefficients can be calculated as:

n n n
nY Xy — Y X Y Yi
xc = i=1 =1 i=1 (30)

n n 2 n n 2
\/"Z X% — (Z xi> \/"Zyiz— (Z %‘)
=1 =1 =1 iz

where, x; and y; represent the gray values of two adjacent pixels, respectively, and # represents the
number of pixel pairs selected. The correlation coefficients of adjacent pixels of the original image and
the cyphertext image are shown in Table 8. It can be seen that the absolute values of the correlation
coefficients between adjacent pixels in three directions of the plaintext image are very close to 1, while
the absolute values of the correlation coefficients between adjacent pixels in each direction of the
corresponding cyphertext image are close to 0, and the correlation is weakened.

Table 8. Correlation coefficients between adjacent elements of original image and encrypted image.

Images Horizontal Vertical Diagonal

Plaintext “Rice” 0.9427 0.9263 0.8994

Cyphertext “Rice” —0.0046 0.0287 —0.0361
Plaintext “Cameraman” 0.9588 0.9360 0.9095
Cypher “Cameraman” —0.0017 —0.0279 0.0047
Plaintext “autumn” 0.9675 0.9845 0.9821
Cyphertext “autumn” —0.0087 0.0142 0.0098
Plaintext “pepper” 0.9894 0.9931 0.9847

Cyphertext “pepper” —0.0055 —0.0194 —0.0295

5.5. Computational Speed Analysis

Finally, the time complexity of the algorithm for encryption/decryption is evaluated.
Several images for different sizes have been considered and the time complexity is given. The time
complexity analysis is achieved on zn Intel(R) Pentium(R) Dual Core processor CPU (2.3 GHz with
2 GB RAM) personal computer. The algorithm is developed in Matlab R2014a and compiled by 7.14 on
Windows 7 Home Premium edition. The results are shown in Table 9. This shows that our algorithm
is faster than most of the algorithms in [39,40,43,44], but it is just slightly slower than that in [40].
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In general, the encryption algorithm based on the spatial domain is faster than the algorithm based on
the image frequency domain [45].

Table 9. Comparison of encryption or dcryption time (EDT) of 8-bit gray level images for different
image sizes.

Image Size (M X N) Ref. [39] Ref. [40] Ref. [43] Ref. [44] Proposed System

64 x 64 0.07 0.03 0.19 0.61 0.02
128 x 128 0.19 0.08 0.29 217 0.06
256 x 256 0.46 0.18 6.01 7.73 0.22
512x 512 1.88 0.97 35.59 31.59 0.85

1024 x 1024 3.62 2.94 253.88 169.21 3.11

6. Conclusions

A new image encryption scheme is proposed, which includes three main components: adding
pixels around the image, pixel scrambling and pixel diffusion. Firstly, the hash value of the plaintext
image is converted into a pseudo-random sequence, then adding pseudo-random sequences to the
surrounding area of plaintext images. The pseudo-random sequences used in the permutation and
diffusion process are related to the plaintext image, which can resist chosen plaintext attack. Different
from previous algorithms, our algorithm transforms the hash value of the plaintext image into a
pseudo-random sequence, which takes the pseudo-random sequence as part of the encrypted image,
while the previous algorithm takes the hash value of the plaintext image as a part of the key. In our
encryption algorithm, the key of the encryption system is only the initial value of the chaotic system,
which reduces the difficulty of key management. In addition, the algorithm also has the following
advantages, which can be demonstrated by theoretical analysis and experimental results: the key space
is large, the cyphertext is very sensitive to plaintext and keys, the distribution of pixels in encrypted
image is uniform, the correlation between adjacent pixels of cyphertext is very low, and the information
entropy of cyphertext images is close to the ideal value of 8, Therefore, the proposed algorithm has
good application prospects in secure image communication and storage applications.
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Abstract: Multimedia information requires large repositories of audio-video data. Retrieval and
delivery of video content is a very time-consuming process and is a great challenge for researchers.
An efficient approach for faster browsing of large video collections and more efficient content
indexing and access is video summarization. Compression of data through extraction of keyframes
is a solution to these challenges. A keyframe is a representative frame of the salient features of the
video. The output frames must represent the original video in temporal order. The proposed research
presents a method of keyframe extraction using the mean of consecutive k frames of video data.
A sliding window of size k/2 is employed to select the frame that matches the median entropy value
of the sliding window. This is called the Median of Entropy of Mean Frames (MME) method. MME is
mean-based keyframes selection using the median of the entropy of the sliding window. The method
was tested for more than 500 videos of sign language gestures and showed satisfactory results.

Keywords: entropy; keyframes; Shannon’s entropy; sign languages; video summarization; video
skimming

1. Introduction

Gesture recognition is a giant leap toward the touch-free interface. The information conveyed
through gestures is either in the form of static gestures or in the form of continuous gestures [1].
The continuous gestures are represented by videos [2]. A video itself cannot be recognized. A video
needs to be summarized for analysis of its content. Video summarization is used to prepare a reduced
size of the video in the form of frames that can be used for indexing or content analysis. This research
aims at a keyframe extraction technique that can, in turn, be used for object recognition and information
retrieval. Every video can be converted into frames. A keyframe refers to the image frame that
represents the maximum information contained in a group of frames [3]. The keyframe defines the
starting and ending points of any transition. The position of the keyframe tells us about the timing
of any event. Combining all keyframes results in the abstract of the particular video. The idea of
keyframe usage is very powerful as it saves a great deal of processing time and requires less storage.
Figure 1 shows a few frames at a time; orange frames are the frames with mean values. Keyframes
are basically the representative frames of a video. Using an appropriate technique, keyframes can be
located among all frames of the video. These frames represent the video content and thus reduce the
amount of storage and processing needed.

Entropy 2018, 20, 748; d0i:10.3390/e20100748 40 www.mdpi.com/journal/entropy
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Figure 1. Video converted to frames and mean of k frames.

’

The selection of “correct” keyframe is based on the application as well as the personal “definition”
of what the summary should represent. Figure 2 shows the mean frames in a sliding window whose
median of entropy is being calculated. The size of the sliding window is chosen such that it has an odd
number of elements.

Researchers have described keyframe extraction into either “sequence-based approaches” or
“cluster-based approaches” [4]. The first type of approaches uses the temporal information and visual
features to identify the keyframes. Consecutive frames are compared and the variation in consecutive
frames is estimated. When a substantial change in the frame is detected, that frame is selected as the
keyframe. Cluster-based approaches divide the video stream into shots. The frames that represent the
shot are chosen as candidate keyframes. The clustering process should maintain the temporal order of
the frames [4].

—
I 1

T, —
R N

Figure 2. Keyframe selection using entropy measure through the sliding window of size k/2.

The process of selecting keyframes passes through video information analysis, meaningful clip
selection, and output generation. For a good summary of video information, we must determine
salient features, the descriptors in the visual component, the audio component if any, and the textual
components such as closed captions. A shot can change by a “CUT”, which is a sudden change
between two adjacent frames, or a “FADE”, which occurs by a steady change in brightness. Another is
“DISSOLVE”, which is similar to FADE but is sandwiched between two shots. One scene gets dimmer
and the incoming scene gets brighter, and the 2nd shot finally replaces the first one [4]. All the methods
of video summarization are grouped into the following:

41



Entropy 2018, 20, 748

1.1. Static Video Summarization

The video is sampled either uniformly or randomly. The complete video is divided into frames.
Out of these frames, one or more will be representative of the content of the video, helping in generating
video summaries [4].

1.2. Methods Based on Clustering Techniques

These techniques combine similar frames/shots. Some features are then extracted from this group
of frames. Based on this, one or more frames are extracted from the cluster. Different features such as
luminance, color histogram, a motion vector, and k-means clustering are used in making the decision
for keyframe selection [4].

1.3. Dynamic Video Summarization

This is also called video skimming, which is actually a summary video of all the important scenes
from an input stream. It forms an abstraction of the video. Singular Value Decomposition (SVD),
and motion model and semantic analysis, are the few techniques that are used for dynamic video
summarization [4].

The rest of the paper is organized as follows: Section 2 covers related work, Section 3 shows the
algorithm and experimental work. Section 4 elaborates the results of the experiment, and Section 5
concludes and suggests future work.

2. Related Work

A great deal of work has been done on video summarization. Sheena and Narayanan used the
histogram of consecutive frames. In this method, the threshold difference of histograms is calculated
to find keyframe from video data from the KTH action database. Their algorithm is good both in
terms of fidelity value as well as compression ratio [3]. Khattabi et al. analyzed the static and dynamic
methods of producing video summaries [4]. Tsai et al. have related transmitted information and
image noise, they investigated the effect of noise on blurring. They further analyzed the use of
smoothing filters for improving the noise and blurring, their results gave reasonable performance
in medical imaging [5]. Fauvet et al. used the computation of the dominant image motion and the
geometrical properties that result in a change in a frame in the considered shot. They improved
their own technique at computational cost using an energy function. They tested their technique
on sports videos and obtained satisfactory results [6]. Vasconcelos et al. presented a technique for
characterization and analysis of video data. They used Bayesian architecture to analyze the content of
videos on a semantic basis [7]. Mikolajczyk et al. compared the detection rate with the false positive
rate. They used differential invariants, steerable filters, Scale Invariant Feature Transform (SIFT)
descriptors, moment invariants, complex filters, and cross-correlation. Their research shows that SIFT
descriptors yielded the best results. Steerable filters also proved to be a good choice [8]. Sebastian et al.
proposed a technique that divides the frames of the video into blocks. They used the mean, variance,
skew, and kurtosis histogram of every block and compared them with the corresponding blocks
of the next frame. They selected the frame with the highest mean as the keyframe. The method
is based on the color distribution [9]. Supriya Kamoji et al. captured the motion in a video to
find the keyframes. To analyze this motion, block matching techniques based on Diamond Search
and Three Step Search were compared. The comparison process is on the varied nature of videos.
The summarization factor was increased at the cost of precision during the summarization process [10].
Mentzelopoulos et al. compared all of the current keyframe extraction algorithms. They proposed the
use of Entropy-Difference for spatial frame segmentation [11].

Cahuina et al. proposed a technique based on local descriptors for semantic video summarization
and tested the technique on 100 videos. Their technique achieved a recognition level of 99%. They used
color information with local descriptors to produce video summaries [12]. Shi et al. proposed a key
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frame extraction method for video copyright protection. Their technique is based on the difference of
frames using features such as color and structure. For final results, optimization is done on a number of
keyframes that have been selected [13]. Zhao et al. proposed the use of local motion features extracted
from their neighborhood. Their method uses a hierarchical spatial pyramid structure giving very
good results over standard benchmark datasets [14]. Hasebe et al. proposed a new method to find the
keyframes for input videos. The technique works in the wavelet transform domain. As a first step,
shot boundaries are sorted out so that initial keyframes may be defined. Secondly, feature vectors are
grouped into clusters for these selected frames. The results are tested on the basis of processing speed
and precision rates [15]. Mahmoud et al. have suggested the use of VGRAPH that uses color as well as
texture features. The video is divided into shots based on color features. The technique uses a nearest
neighbor graph using textural features [16].

Ciocca et al. proposed an algorithm based on the difference between two consecutive frames of a
video sequence and used the visual content changes. They used a color histogram, wavelet statistics,
and an edge direction histogram. Similarity measures are determined and combined with the frame
difference. The method even detects very minor changes. The proposed method dynamically selects
a variable number of keyframes from different shots [17]. Ejaz et al. combined the features of Red
Green Blue (RGB) color channels, histograms, and moments to find the keyframes. The technique is
adaptive as it combines current and old iterations. The summaries produced by these techniques are
as good as those created by humans [18]. Rajendra et al. reviewed previous work on content-based
information processing for multimedia data. They focused on how to browse andhow to add new
features, learning, effective computing semantic queries, high-performance indexing, and evaluation
techniques [19]. Girgensohn et al. designed an algorithm to find keyframes that represent the input
video. This technique can determine keyframes from a video by clustering frames. Each cluster
has a representative frame, and some clusters are not considered and left unprocessed on temporal
grounds [20]. Guan et al. suggested a keypoint-based framework for selecting keyframes using local
features. The resultant frames represent video without any redundancy [21]. Asade et al. suggested
an algorithm to extract static video summaries. Their technique is based on fuzzy c-means clustering.
The frame with the highest membership grade for any cluster is selected as a keyframe. Their method
gives a lower error rate with a higher accuracy level [22].

Zhang et al. used the similarity distance of the adjacent frames to adjust the threshold input
adaptive algorithm. They then used the Iterative Self-Organizing Data Analysis Technique (ISODATA)
to cluster frames into classes automatically. Their algorithm focuses on different motion types reliably
and efficiently. Their results were tested using metrics that analyzed for the reconstructed motion
and the mean absolute error value [23]. Dong et al. suggested an algorithm for keyframe selection
and recognition method for robust markerless real-time camera tracking. Their technique used one
offline and one online module—offline uses a number of images and online uses a video to detect
a pose. Their technique reduces redundancy and, at the same time, produces a best possible set of
frames [24]. Kim et al. proposed a technique that generates panoramic images from web-based
geographic information systems. Their algorithm performs data fusion, crowd sourcing, and recent
advances in media processing. Their work shows that a great deal of time can be saved if “geospatial
metadata” is used without any compromise on image quality [25].

Mei et al. generated audio streams, compressed images, and metadata for motion information
and temporal structure. Their technique works at a very low compression rate. The proposed
Near-Lossless Semantic Video Summarization (NLSS) method is effectively used for visualization,
indexing, browsing, duplicate detection, concept detection, etc. The NLSS is tested on TREC Video
Retrieval Evaluation (TRECVID) and other video collections, showing that it significantly reduces
storage consumption while giving high-level semantic fidelity [26]. Shroung et al. used the image
difference and classification theory to identify keyframes from video captured using ordinary mobile or
laptop cameras, yielding a highly accurate video summary. These video frames are used for dynamic
sign recognition [27]. Vdzquez-Martin et al. utilized consecutive frames and their features. They built
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a graph using these features and used clustering to partition the graph [28]. Khurana et al. used the
edge detection and the difference of this value between the consecutive frames. The frames matching a
threshold are treated as keyframes [29]. Thakre et al. proposed a technique for keyframe selection of
compressed video shots using the adaptive threshold method working on 200 plus video clips [30].

Wang et al. elaborated the important issues in information theory and discussed the use of
these concepts in visualization in relating data communication to data visualization [31]. Entropy has
been used for image segmentation by [32-35], covering various types of available entropy algorithms.
Sabuncu discussed the use of different entropic measures that can be used for image registration [36].
Ratsamee et al. proposed finding a keyframe that is based on image quality measurements such as
color, sharpness, noise, etc. However, a biosensor is required to determine human excitement [37].
Angadi et al. proposed a technique that uses a fuzzy c-means clustering algorithm. The technique
merges keyframes in a timewise order [38]. Yuan et al. used a Deep Side Semantic Embedding (DSSE)
model to select keyframes. They correlated two uni-modal autoencoders, yielding side information
and video frames. They tested their work on the Title-based Video Summarization (TVSum50)
dataset [39]. Chen et al. employed the visual and textual features of videos. Their technique uses their
previously reviewed frames and posted comments [40]. Panda et al. used video-level annotation for
summarizing web videos. They used Deep Convolutional Neural Network (3D CNN) architecture for
video-level annotation [41]. Mahasseni et al. used a deep summarizer network that used a summarizer
autoencoder named a Long Short-term Memory Network (LSTM) [42]. Jeoung et al. proposed a
technique for a static summary of consumer videos. They completed the process in two steps: first
they skimmed the video and then performed content-aware clustering with keyframe selection [43].
Yoon et al. proposed an approach based on learning principal person appearance [44].

De Avila et al. proposed Video SUMMarization (VSUMM) for producing static video summaries.
The method is based on color feature extraction from video frames and a k-means clustering
algorithm. The work was compared with manually created static summaries, demonstrating the
high accuracy of the proposed VSUMM technique. The technique improves on visual features,
their fusion, and the estimation of the number of clusters [45]. Kanehira et al. proposed Fisher’s
discriminant criteria for inner-summary, inner-group, and between-group variances defined on the
feature representation of summary [46]. Manis et al. have proposed the Bubble Entropy to rank
the elements inside the vectors for doing reallocation to sort these elements [47]. Athitsos et al.
have designed the dataset ASL Lexicon Video Dataset to develop a computer vision system that
helps in recognizing the meaning of an ASL sign. The dataset can be a benchmark for a variety of
computer vision and machine learning methods [48]. PUN proposed a technique for threshold
selection method to segment images using the entropy of the grey level histogram dividing
them into two-level images [49]. Sluder and David have proposed to use averaging to reduce
noise in an image. The magnitude of noise drops by the square root of the number of images
averaged [50]. Panagiotakis et al. suggested using three iso-content principles (Iso-Content Error,
Iso-Content Distance, and Iso-Content Distortion) so that the selected keyframes are generated
according to the algorithm used. The technique used both Supervised and Unsupervised approaches.
The proposed technique requires an improvement in the temporal order of frames from different
shots [51]. Song et al. presented Title-based Video Summarization (TVSum), which is an unsupervised
video summarization framework that uses video labeling to summarize the video. The co-archetypal
analysis is done for canonical patterns between two sets of data. However, they need to improve the
image collection procedure and to make use of metadata to produce the video summary [52]. Mei et al.
proposed video summarization based on a constrained Minimum Sparse Reconstruction (MSR) model
by recreating a video using keyframes generated with minimum possible frames. A Percentage of
Reconstruction (POR) criterion is used to determine the length of the summary. Their technique
summarizes both structured videos and the consumer videos [53]. Ajmal et al. used the Histogram of
Oriented Gradient (HOG) using a Support Vector Machine (SVM) classifier. The Kalman filter in the
algorithm determines the track of each person [54].
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3. The Proposed Median of Entropy of Mean Frames (MME) Technique for Keyframe Selection

The proposed technique uses the concept of the mean and then applies the median of the entropy
to the resultant images for video summarization. The resultant keyframes thus generated will be used
for continuous gesture recognition. The technique uses the mean of k images. It then takes a group
of k/2 mean frames at a time and determines their entropy. The median of the entropy measure is
calculated to select the keyframes. The value of k is chosen such that k/2 is odd, for easy selection
of keyframes.

3.1. Mean

The mean is a very important measure in digital image processing. It is used in spatial filtering
and is helpful in noise reduction. The mean of k frames is defined as

k noyn (i
fl(l,]) _ Zm:l i=1 E]:]f (l ]) (1)

Here, f(i,j) shows the lth mean of k images. YX,_; Y | i1 fm(i,j) is the sum of k frames.
Y1 Xiny fu(i, j) shows the mth frame.

3.2. Entropy

Entropy is the measure of randomness (or uncertainty) in an image. It is a measure of the
information transmitted [5]. The concept was given by Claude Shannon and is called Shannon'’s
entropy [35]. Maximum entropy, Renvi entropy, Tsallis entropy, spatial entropy, minimum entropy,
conditional entropy, cross-entropy, relative entropy, and fuzzy entropy are used for image segmentation,
image registration, image compression, image reconstruction, and edge detection in gray level
images [33]. Bubble entropy investigates the rank of the members of the collection of data and
determines a method of sorting these elements. Bubble entropy is considered a good option in
biomedical signal analysis and interpretation [47].

Entropy is a measure of the spread of states in which a system can adjust. A system with low
entropy will have a small number of such states, while a high entropy system will be spread over a large
number of states. Suppose X is a random variable consisting of following Xj, X5..., X;. The variable X
has a probability distribution p(x) = (p1, p2, p3.-p1), which is used for the calculation of the Shannon’s
entropy. The entropy of an I-state system is given as

-1
H= - pilog, pi 2
k=0

where p; is the probability of occurrence of the event i and Eﬁ;}) pi = 1. bis the base of the algorithm and
is usually 2. If P(x;) = 0 for some i, then the multiplier 0log,0 is considered as zero, which is consistent
with the limit [36]. The term log(%) shows the uncertainty associated with the corresponding outcome
or can also be viewed as the amount of information gained by observing that outcome. Entropy
represents the statistical average of uncertainty or information. The number of pixels in the image is 1,
while 1 represents a total number of pixels at level k.

Pe=— 3

where [ is the total number of gray levels, and P is the probability associated with each gray level k.
The value of entropy is highest when samples are equally likely and when H(p1... pl) < log(l) [49].
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The video summarization process involves the following stages:

e Input Video. This is the video that is to be converted into keyframes. It can be in any standard
format.

e  Frame Extraction. Every video is basically a sequence of a finite number of still images called frames.
These frames occupy a large amount of memory. The frame rate is about 20-30 frames per second
(EPS). Movies are shown at a rate of almost 24 fps. In some countries, it is 25 fps. In North America
and Japan, the movies are shown at 29.97 fps. In other image processing applications, it is usually at
30 frames per second. Other common frame rates are usually multiples of these [19]. It has been
found that, usually, 1-2 frames per second creates the illusion of movement. The rest of the frames
show almost the same scene repeatedly [30].

e  Feature Extraction. This process can be based on features such as colors, edges, or motion features.
Some algorithms use other low-level features such as color histograms, frame correlations, and edge
histograms [19].

Figure 3 elaborates the mechanism used in the proposed solution. It starts by capturing
input video. The video is then converted to frames. Frames are then preprocessed and resized
to an appropriate dimension. The proposed algorithm then takes the mean of k frames at a time,
thus reducing images from 7 to n/k. After this, a sliding window of size k/2 is applied to the resultant
frames, and in each window the frame with the median value of entropy is selected.

Input Video

Convertto N
Frames

Average K
frames at a time

Calculate
entropy of N/k
frames

Select as Keyframe

Figure 3. Flow of the procedure to extract keyframes.

3.3. Algorithm to Find Keyframes
The technique uses the following pseudocode:

Input: The video.
Output: kfy,kfa, kfs ... kfixfr, where tkfr represents total keyframes
procedure:
convert the video to frames fi, f2, f3..fu;
resize each frame to an image size of 1 x 1 (in this proposed technique, we chose n = 100);
initialize 1 to 1;
V... 1<i<m
k
= Zi:kl fi,.
increment 1 by 1;
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reduce the frame count to n/k;

consider 1st sliding window of size k/2;

calculate entropy of frame I, 1 +1,1+2...;
compare the frames in the sliding windows;
choose a frame with the median value of entropy;
slide window to the next k/2 consecutive frames.

Algorithm 1: Keyframe Extraction through the proposed MME method.

Input: The Video converted to frames fi,f2, f3 ... Vf;, wherel <i < nand k = 5 for the
examples used in the proposed research.

Output:kf;, where 1 < j < tkfr.

i+ 1;

[+ 1;

while i<=n do

j—1

while j<=k do
mll] =m[l] + fli+j—1];
j—j+1

end

m(l] = %* mll];

i=i+k;

I=1+1;

end

i+ 1;

while i<=/ do
calculate the entropy of each ml[i];
i+—i+1;

end

winsize + k/2;

i+ 1;

je1

while i<=/ do

kflj) = median(entropy(mli]), entropy(m[i + 1)), ... entropy(m[i + winsize]));

i =1+ winsize;

j=j+1L
end
tkfr =j;

The proposed Algorithm 1 can be used for any type of video, but it has also been tested rigorously
for continuous gestures. We tested this algorithm on several videos. The complexity of the algorithm
is O(n?). As a test case for the proposed technique, we took an example of a video of a gesture for
the word dress in Pakistan Sign Language, which is 3 s long. It consists of almost 90 frames. In the
first loop, five frames are averaged at a time, yielding 17 frames. We continued until all frames had
been processed. Using computed entropy, we designed a sliding window of size 3 frames. Later on,
the median of the entropies of the frames in the window was calculated. Using a 3 s video, we obtained
six keyframes. The compression ratio (CR) is determined by

CR = keyframes/total frames. 4)

A low CR represents an efficient technique. Fidelity is another measure to determine the efficiency
of the keyframe selection algorithm. It is the maximum of the minimum of the distance between
keyframes and the individual frames.
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dj = min{dis(kfj, ;) }. ©®)

fidelity = max{d;}. (6)

Fidelity basically determines how effectively an algorithm maintains the global content of the
original video [20].

4. Results and Analysis

The algorithm was tested on a number of videos, and a few examples are presented here.
The technique was applied to the ASL LexiconVideo Dataset, containing thousands of distinct sign
classes of American Sign Language [48]. Figure 4 shows extracted frames from a video of a gesture of
the word bird, which is 3 s long.

41 742 743 744 45 46 7 748 749 750 751 752 753

Figure 4. Frames in the video of a gesture for the word bird from American Sign Language.

Figure 5 shows the 17 mean frames calculated by taking the mean of k frames using the video of
the gesture for the word bird for k = 5.

Figure 5. Average frames for the video of the gesture for the word bird.
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Figure 6 shows the keyframes generated with the proposed MME technique using the median of
the entropy of the mean frames using a sliding window of size k/2.

002 005 008 on 014 017

Figure 6. Keyframes generated by using the MME methodfor k = 5.

Figure 7 shows the median of entropy from the mean frames using a sliding window of k/2
while k = 3. The video of the gesture for the word bird changes frames at a faster pace. Therefore,
for the faster videos, we decreased the value of the k; for the slower videos, we increased the value of
k accordingly.

002 005

027 029

Figure 7. Keyframes generated by using the MME method for k = 3.

In another scenario, the video of the gesture for the word dress was converted to frames. It was
also 3 s long. It was converted to 90 frames, as shown below in Figure 8.

AN NEENEEOOEEEE
refrep vl vl vl v vl vl vl vl el vl v
rel vl v vl vl vl vl vl vl el vl vl v
EEEMEEMEEE&EE

_________

Emﬁuhﬁﬁﬁﬁuumu
ref sl sl sl s vl vl vl vl el v

Figure 8. Frames in the video of a gesture for the word dress in Pakistan Sign Language.
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The mean for these frames was calculated taking 5 frames at a time, so we obtained 17 frames
after the process was applied. Figure 9 represents the frames calculated using the mean of 5 frames at

a time.
v
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g
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]

Loy [
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Mgy

Figure 9. The mean of input frames of a video of the gestures representing the word dress in Pakistan
Sign Language.

The entropy was calculated for all frames after taking the mean. A sliding window was applied
to three frames at a time. The entropy value of all images was calculated, and the frame representing
the median of these frames was selected as the keyframe. Once a keyframe was selected, the sliding
window moved to the next three frames. We obtained six frames as the keyframes. Figure 10 shows
selected keyframes.

gy ey

Figure 10. Keyframes generated by using the proposed MME technique.

In another example, a video of the gesture for the word letter in Pakistan Sign Language was
chosen to test the proposed algorithm. For a video 2 s long, we had approximately 70 frames. Figure 11
shows the frames extracted from the video of the gesture for the word letter.
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Figure 11. Frames extracted from the video of the gesture for the word letter in Pakistan Sign Language.

We obtained 13 frames after applying a mean 5 frames at a time. Figure 12 shows the resultant
frames after taking the mean of the input frames.
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Figure 12. Average frames for the video of the gesture for the word letter.

In the last step, using the sliding window of size 3, we obtained five frames as keyframes. Figure 13
shows the keyframes after applying a median on the value of entropy.

AdVdd

Sllpng Blpeg

Figure 13. Keyframes for the word letter using the proposed MME technique.

Table 1 shows the result of the proposed technique in various videos of Pakistan Sign Language
gestures. Its first column shows the input video, and the second column shows the total number of
frames from the input video. The table also provides the video duration in seconds, the number of
frames after applying the mean, the number of frames after applying the median value of entropy,
and the percentage of compression ratio.
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Table 1. Videos converted to frames using MME.

Query Video Frames Video Duration Frames after Taking Mean Keyframes Extracted Compression Ratio (%)

dress 90 3 17 6 6.67

letter 69 2 13 5 7.24
Apple 90 3 17 6 6.67
Banana 150 5 29 10 6.66
Raisin 130 4.5 25 9 6.6
Lychee 150 5 29 10 6.66

Shoe 150 5 29 10 6.66
mango 110 3.5 21 7 6.36

Table 2 shows the results of the proposed technique and the technique based on the simple mean
and the threshold of entropy.

Table 2. Comparison of the Proposed MME with Simple Mean and Simple Entropy.

Query Video Frames Kegg;‘g;izgﬁ;f;y Keyframes Using Mean Tlf: :Z;ﬁ?zi grslt;logpy
dress 90 6 7 7
Khatt (letter) 69 5 6 2
Apple 90 6 7 3
Banana 150 10 12 6
Raisin 130 9 10 1
Lychee 150 10 12 4
Shoe 150 10 12 4
mango 110 7 9 5

Figure 14 shows the graph of the initial number of frames, the number of frames after the mean,
and the number of frames after the sliding window operation. Blue bars show the total frames, and
light blue bars show the number of frames after taking the mean. Yellow bars represent the resultant
number of frames from the proposed MME technique. Figure 15 shows the keyframeextracted using
the different techniques. The graph confirms that the proposed technique has an advantage over the
techniques using simple mean or simple entropy threshold values. The simple mean can generate too
many frames. Secondly, increasing the number of frames in calculating the mean beyond a certain limit
is an expensive process, as it increases the required computational time. It grows with the number
of images as well as the image size. The entropy threshold technique has its own weaknesses, as the
selection of the threshold is a very challenging task. It may fail to deliver good results for certain
videos. For the video of the dynamic gesture for the word raisins, a 4.5 s long video, the technique
generated only one keyframe.

The results were also compared with other existing techniques. The proposed technique achieves
accuracy comparable to those provided by [3,10,30,38,54]. It can be tested for qualitative as well as
quantitative features, but an actual test is only valid if the video summary is used in the applications
for which it was created. Table 3 shows the compression ratios of the proposed technique along with
these other techniques. The proposed method performs fairly well in terms of this metric.
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Figure 14. Frames, mean frames, and keyframes using the proposed MME.
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Figure 15. The amount of keyframes using the proposed MME, simple mean, and simple threshold of

entropy methods.
Table 3. Comparison of some existing techniques.
Technique Name Compression Ratio (%)
Analysis of Histograms of Video Frames using Statistical Methods [3] 7.08
Video Summarization Using Motion Activity Descriptors [10] 4.25
Keyframe Extraction of Compressed Video Shots using Adaptive Threshold Method [30] 4.5
Entropy-Based Fuzzy C-Means Clustering and KeyFrame Extraction [38] 8.4
Video Summarization for Sign Languages using MME 6.7
Human Motion Trajectory Analysis Based Video Summarization [54] 6.74

The proposed technique uses an average of k frames with a median of entropy using a sliding
window of size k/2. The technique incorporates the advantage of taking the mean of consecutive
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frames. The noise is reduced at the rate of the square root of the number of frames that are used in
taking the mean. Therefore, when we average n frames at a time, the noise in the images is reduced
by /1 [50]. This implies that averaging 5 frames reduces noise by a factor of 2. However, it is a
time-consuming process to take an average of frames depending on the capability of the device, as
1/30 of a second is required to average each frame. The technique based on simple averaging loses
sharp transitions, and the selected keyframes might not produce an appropriate video summary. With
simple entropy, selection of the threshold value is a difficult task. For faster videos such as those
provided in the ASL LexiconVideo Dataset or videos of rapidly moving objects, we can select lower
values of k for better results as shown in Figure 7.

5. Conclusions

Keyframe selection is an active area of research and plays a pivotal role in video summarization.
A keyframe is one of the most efficient methods of obtaining a summary of the video content.
The temporal order of the frames is maintained by the proposed MME technique. The frame
average count k and sliding windows size k/2 can be changed depending on the nature of the
video. For dynamic gestures, the value of k in the range 5-15 is preferential. Selecting a reasonable
size of k rules out the possibility of missing frames in the proposed MME technique. Another distinct
quality of the proposed technique is the distance of keyframes. We obtained keyframes that were at
most k x k/2 frames apart. A few redundant frames may have been added, but thereis a much lower
chance of losing important information. The system is designed to provide input to video recognition
in the form of images that tell the story of the input video by different signers. Adjusting the value of k
accordingly or adding a mechanism to learn the value of k makes the system workable, even for very
fast or very slow videos. The effectiveness of the MME method is, however, compromised for very
rapid changes in a scene. In the future, methods with improved criteria in terms of the mean rate and
the sliding window size will be designed. Integrating appropriate filters to remove noise from the final
selected keyframes may improve the proposed technique.
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Abstract: To enhance the encryption proficiency and encourage the protected transmission of
multiple images, the current work introduces an encryption algorithm for multiple images
using the combination of mixed image elements (MIES) and a two-dimensional economic map.
Firstly, the original images are grouped into one big image that is split into many pure image
elements (PIES); secondly, the logistic map is used to shuffle the PIES; thirdly, it is confused with the
sequence produced by the two-dimensional economic map to get MIES; finally, the MIES are gathered
into a big encrypted image that is split into many images of the same size as the original images.
The proposed algorithm includes a huge number key size space, and this makes the algorithm secure
against hackers. Even more, the encryption results obtained by the proposed algorithm outperform
existing algorithms in the literature. A comparison between the proposed algorithm and similar
algorithms is made. The analysis of the experimental results and the proposed algorithm shows that
the proposed algorithm is efficient and secure.

Keywords: image encryption; multiple-image encryption; two-dimensional chaotic economic map;
security analysis

MSC: 68U10; 68P25; 94A60

1. Introduction

A huge number of images are produced in many fields, such as weather forecasting, military,
engineering, medicine, science and personal affairs. Therefore, with the fast improvement of computer
devices and the Internet, media security turns into a challenge, both for industry and academic research.
Image transmission security is our target. Many authors have proposed many single-image encryption
algorithms to solve this problem [1-8]. Single-image encryption algorithms involve those using a
chaotic economic map [1,2], using a chaotic system [3], via one-time pads-a chaotic approach [4],
via pixel shuffling and random key stream [5], using chaotic maps and DNA encoding [6] and using
the total chaotic shuffling scheme [7]. In [8], the authors proposed two secret sharing approaches for 3D
models using the Blakely and Thien and Lin schemes. Those approaches reduce share sizes and remove
redundancies and patterns, which may ease image encryption. The authors in [9] concluded that
the dynamic rounds chaotic block cipher can guarantee the security of information transmission and
realize a lightweight cryptographic algorithm. A single-image can encrypt multiple images repeatedly,
but the efficiency of that encryption is always unfavorable. Researchers have increased their attention
towards multiple-image encryption because a high efficiency of secret information transmission is
required for modern multimedia security technology. Many multiple-image algorithms have been
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presented. The authors of [10] presented a multiple-image algorithm via mixed image elements and
chaos. A multiple-image algorithm using the pixel exchange operation and vector decomposition
was proposed in [11]. In [12], the authors presented an algorithm using mixed permutation and
image elements. The authors presented multiple-image encryption via computational ghost imaging
in [13]. In [14], the authors proposed an algorithm using an optical asymmetric key cryptosystem.
A multiple-image encryption algorithm based on spectral cropping and spatial multiplexing was
presented in [15]. The authors of [16] proposed a multiple-image encryption algorithm based on
the lifting wavelet transform and the XOR operation based on compressive ghost imaging scheme.
Even with this large number of proposed algorithms, some practical problems still exist. For instance,
some multiple-image algorithms have faced the problem that the original images cannot be recovered
completely [17-19]. Those algorithms were used to encrypt multiple images, but the corresponding
original images were not recovered completely. This leads to lossy algorithms, which are not
appropriate for those applications needing images with high visual quality. Another problem is
that the complex computations of some algorithms affect the encryption efficiency [20,21]. Therefore,
good techniques are required for solving these problems [22]. In the current paper, a new efficient
multiple-image encryption algorithm using mixed image elements (MIES) and a two-dimensional
chaotic economic map is proposed. The advantages of this algorithm are that it is able to recover plain
images completely and simplifies the computations. Experimental results demonstrate its practicality
and high proficiency.

The rest of the paper is organized as follows. The pure image elements (PIES) and the MIES are
defined in Section 2. In Section 3, a brief introduction to the two-dimensional chaotic economic map is
presented. The secret key generation is presented in Section 4. In Section 5, a new encryption algorithm
of multiple images is designed. Experimental results and analyses are introduced in Section 6. Section 7
presents a comparison between the proposed algorithm and the identical algorithms. Conclusions are
given in Section 8.

2. PIES and MIES

Matrix theory can be used to divide a big matrix into many small matrices and vice versa.
Furthermore, in the image processing field, it is simple to divide an image into many small images and
vice versa. For instance, Figure 1 can be divided into 16 small images with an equal size, as displayed
in Figure 2. Therefore, the original image can be retrieved from these 16 images.

Figure 1. Lena image with a 512 x 512 size.

Assume that Ol,;x1, O2pxn, - -, Okixy are k original images. O1,,x, can be divided into a
small images set, {B1;}. Each element Bl; € {B1;} is referred to as the pure image element.
On the other hand, k sets of PIES {B1;}, {B2;}, -+, {Bk;} can be created, which correspond to
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Olyixn, O2pxn, - -+, Okxn, respectively. A large set C = {B1;} U {B2;} U - - U {Bk;} can be obtained
by mixing all PIES together. Each element C; € C is referred to as the mixed image element.

The current paper presents a new encryption algorithm of multiple images using MIES and the
two-dimensional chaotic economic map. The secret key is very important to restore the original images

from the MIES.
| B
1

Figure 2. Pure image elements (PIES) of the Lena image with a 512 x 512 size.

g

ENRh &

3. The Two-Dimensional Chaotic Economic Map

The study of the following two-dimensional chaotic economic system (dynamical system) was
introduced in [23]:

a,,H::xn—f—k{u—c—ban —blog('yn)},
n
o 1)
Brnt1=Put+kja—c— y = blog(vn) |,
n

where:
Tn =&+ Pn, n=012..

There are six parameters in the chaotic economic map (1). These parameters have economic
significance; the parameter a > 0 is used to capture the economic market size, while the market price
slope is referred to by the parameter b > 0. To obtain a chaotic region, a must be greater than b and c.
A fixed marginal cost parameter is denoted by ¢ > 0, and the speed of adjustment parameter k > 0.
The chaotic behavior of the chaotic economic map (1) ata =3,b =1,c =1,a9 = 0.19, By = 0.15 and
k € [0,6.0001] is shown in Figure 3. In the current paper, the parameters @ = 3,b = 1,c = 1 and
k = 5.9 of the map (1) have been chosen in the chaotic region having positive Lyapunov exponents, as
displayed in Figure 4.

Figure 3. The chaotic behavior of the map (1) ata =3, b =1, c =1, ap = 0.19, By = 0.15 and
k € [0,6.0001].
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Figure 4. Lyapunov exponent for the chaotic economic map (1) ata =3, b =1, c =1, a9 = 0.19,
Bo = 0.15 and k € [0,6.0001].

4. The Secret Key Generation

LetB = (b;),i =1,2,..,M,j=1,2,...,N, be the big image created by combining the k original
images of size mx, where b;; refers to the pixel value at the position (7,j) and (M, N) is the size of
the big image B. The key mixing proportion factor can be used to calculate K,z = 1,2,3,-- -, 10,
as follows:

# N
K, = ~——mod Yo Y bij256 )
()

=M g =1

Then, update the initial condition ®( using the following formula:

oy 1K) ®

where © = x19, X20, X30, X0, 710, 20, 30, 740, 410, 920 and K = K, j = 1,2, - - -, 10, receptively.
After that, take four initial values, x1¢,x20, ¥30, X40, four parameters for the logistic map,
710,120, 730, 740, two initial values for the system, 19, 420, and four system parameters, a,b, c, k.

5. The Proposed Multiple-Image Algorithm

To encrypt multiple images jointly, the current work presents a new encryption algorithm of
multiple images using MIES and the two-dimensional chaotic economic map. The flowchart of the
new encryption algorithm is shown in Figure 5.

The proposed algorithm is processed as follows:

In the multiple-image decryption, the same chaotic economic sequences are generated on the
multiple-image encryption that will be used to recover the original images and using the inverse steps
of Algorithm 1.
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Figure 5. Flowchart of multiple-image encryption.
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Algorithm 1 Multiple-image encryption

Input: k original images, 01,02, - - - , Ok, xjo, rjo, i = 1,2, 3,4 for logistic shuffling and
a,b,c, kg, By for the two-dimensional chaotic economic map (1).
Output: Encrypted images Image 1,Image 2, - - - ,Image k.
Step 1: Create a big image by combining the k original images.
Step 2: Divide the big image into PIES of 17 x ny size such that mod(m,m;) =0,
mod(n,n7) = 0 and the original images with size m x .
Step 3: Shuffle the pixels of PIES using the logistic map:
Xn =rxy-1(1—x,-1),n=1,2,3,---, and use the parameters (x10,710) and (x2, 720)
for shuffling the rows and the columns, respectively.
Step 4: Generate the chaotic economic sequences using:

Npyq =0y +k {afcf bj—" fblog('yn)} ,

n

bBnu
Yn

Bron = Bu-+k [1=c = B2~ plog(ay)|

wheren =0,1,2,--- ,a=3,b=1,c=1,a9 = 0.001, Bp = 0.002 and k = 5.9.

Step 5: Do the following preprocessing for the generated values in Step 4:

w; = floor(mod(a; x 10%,256)) and B; = floor(mod(B; x 10'4,256)),

Step 6: Convert a; and f3; into binary vectors, say A and B, respectively.

Step 7: Perform a bit-wise XOR between A and B, say C = bitxor(A,B).

Step 8: Convert the pixels of shuffled PIES into a binary vector, say D.

Step 9: Perform a bit-wise XOR between C and D, say E = bitxor(C,D).

Step 10: Combine these mixed scrambled PIES into a big scrambled image.

Step 11: Shuffle the pixels of the big scrambled image using the logistic map, and use the
parameters (x39,730) and (x40, 740) for shuffling the rows and the columns,
respectively.

Step 12: Divide it into images of equal size m x n. These images are viewed as encrypted

images, say Image 1,Image 2, - - - ,Image k.

Step 13: End.

6. Experimental Results and Analyses

To show the efficiency and robustness of the proposed algorithm, nine (k = 9) original gray
images of a 512 x 512 size are shown in Figure 6. Let x19 = 0.1, x29 = 0.2 be the initial values and
r10 = 3.9985, 150 = 3.9988 be the parameters of the logistic map for shuffling the PIES. Furthermore,
let x30 = 0.3,730 = 3.9984 and x4 = 0.4,74 = 3.9986 be the initial values and the parameters of
the logistic map for shuffling the big scrambled image. Let oy = 0.19,89 = 0.15,a =3,b =1,c =1
and k = 5.9 be the initial values and the control parameters of the chaotic economic map (1). All nine
original gray images are combined into one big image, which is displayed in Figure 7. Figures 8-13
show the big scrambled images that correspond to the MIES of equal sizes 4 x 4, 8 x 8, 16 x 16,
32 x 32,64 x 64 and 128 x 128, respectively. The corresponding encrypted images of MIES with size
64 x 64 are shown in Figure 14. Furthermore, the corresponding decrypted images are displayed
in Figure 15. Experiments are performed with MATLAB R2016a software to execute the proposed
algorithm on a laptop with the following characteristics: 2.40 GHz Intel Core i7-4700MQ CPU and
12.0 GB RAM memory.

The performance of the presented multiple-image encryption algorithm is investigated in detail
as follows.
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Figure 7. Big image.

Figure 8. Mixed image elements (MIES) with equal size 4 x 4.
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Figure 11. MIES with equal size 32 x 32.
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(h)

Figure 14. Encrypted images. (a) encrypted image of airplane. (b) encrypted image of barbara.
(c) encrypted image of lena. (d) encrypted image of aerial. (e) encrypted image of boat. (f) encrypted
image of peppers. (g) encrypted image of baboon. (h) encrypted image of cat. (i) encrypted image of
butterfly.

66



Entropy 2018, 20, 801

Figure 15. Decrypted images.

6.1. Analysis of the Key Space

A large key space is required to make the brute-force attack infeasible [10]. In the proposed algorithm,
the key space was selected as follows. In the logistic map, x19, 710, X20, 720, X30, 730, X0, T40 Were selected
to shuffle rows and columns. g, B, 4, b, c and k were selected for the chaotic economic map (1). Then, the
key space size was 101°%1* = 10?10 if the computer precision were 10~1°. Table 1 shows that the key
spaces in [10,20,22] were less than the presented key space. Therefore, it was large enough to make the
brute-force attack infeasible.

Table 1. Comparison of the current key space with other key spaces in the literature.

Algorithm  Proposed Algorithm  Ref. [10] Ref. [20] Ref. [22]
Key Space 10210 1060 2451 = 58147 x 10135 1.964 x 2428 = 1.3614 x 10'%

6.2. Analysis of the Key Sensitivity

An excellent multiple-image encryption algorithm should be very sensitive to modifying any
key of the encryption and the decryption processes. Making a small modification to the key of
the encryption, the output encrypted image (the second one) should be absolutely unlike the first
encrypted image. Furthermore, if the encryption and decryption keys have a small difference, then the
encrypted image cannot be restored correctly [23]. The restored images of the encrypted images in
Figure 14 with a small change of the secret key, say ap = 0.190000000000001 instead of &y = 0.19, and
the other parameters unchanged, are shown in Figure 16. The result shows that a small modification
of the key can lead to completely different encrypted images, and the restoration of original images
becomes very complicated. As the sensitivity of x10, 710, X20, 720, X30, 730, X40, 740, Po, @, b, cand k
was the same as «y, their examples are omitted here.
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Figure 16. Decrypted images with the correct secret key, except y = 0.190000000000001, instead of
ag = 0.19.

6.3. Analysis of the Histogram

The original images” histograms are shown in Figure 17, while the corresponding encrypted
images histograms are shown in Figure 18. Figures 16 and 18 display that the original images had
different histograms, while the corresponding encrypted images histograms had a uniform distribution
approximately. Therefore, the encryption process damaged the original images’ features.
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Figure 17. Histograms of the original images.
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Figure 18. Histograms of the encrypted images.

6.4. Analysis of Histogram Variance
The histogram variance of a gray image is defined by:

255

Var(V) = 55 L ler ~ EV)P, @

where E(V) = zlﬁ lei% v; and V is the pixel number vector of 256 gray levels.

This can clarify the impact of the encrypted image to some degree. In a perfect random image, all
the gray levels have equal probabilities. Therefore, the histogram variance equals zero. Therefore, the
histogram variance of the encrypted image via an effective encryption algorithm should tend to zero.
Table 2 shows the values of the histogram variances of the encrypted images of the original images in
Figure 19 via Tang’s algorithm [20], Zhang's algorithm [10] and the proposed algorithm, respectively.

Table 2. Comparison of histogram variances between three algorithms.

Algorithm  Tang’s Algorithm [20] Zhang’s algorithm [10] Proposed Algorithm
Figure 19a 1261.8 1155.5 1055.5
Figure 19b 1192.3 989.6 984.8
Figure 19¢ 1213.1 1111.6 1079.7
Figure 19d 8710.3 929.6 916.9
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(c) Boat (d) Couple
Figure 19. Input images. (a) Elaine; (b) Baboon; (c) Boat; (d) Couple.

6.5. Analysis of Information Entropy

In a digital image, the information entropy can be an indicator of the pixel values’ distribution.
For a perfect random image, P(v;) = 21%, i=0,1,2,---,255 where v; is the i-th gray level of the image
and P(v;) is the probability of v;. Furthermore, it has information entropy = 8. Now, the information

entropy is computed by [24]:
255

H(V) = =Y P(v;)log2P(v;) (5)
i=0
Table 3 lists the values of information entropy for the encrypted images in Figure 14.
The information entropy of the encrypted images of the proposed algorithm is better than the
information entropy of the encrypted images of the multiple-image encryption algorithm in [10].
Therefore, the efficiency and security of the proposed algorithm is clear.

Table 3. Information entropy for the encrypted images in Figure 14.

Images (a) (b) (c)
Entropy 7.9984 7.9987 7.9986

Images () (@ ()
Entropy 7.9982 7.9986 7.9983
Images (5 (B ()

Entropy 7.9986 7.9989  7.9986

6.6. Analysis of the Correlation Coefficients

In the image encryption, the correlation coefficient was used to measure the correlation between
two neighboring pixels, horizontally, vertically and diagonally neighboring. It is evaluated by [25]:

COV(V4, V)

N AN ©

where:

COV(V1,V2) = % i(vli — E(V1))(02; — E(V2)),
i=1
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and
E(V)= 1 v;
N&Z
Three thousand pairs of pixels were selected randomly in all three directions from the two images
(original and encrypted); see Figures 19a and 21a, respectively. Then, the correlation coefficients of
the two neighboring pixels were computed using Equation (4). The neighboring pixel correlation of
Figures 19a and 20a are plotted in Figures 21 and 22. Their correlation coefficients are illustrated in
Tables 4 and 5. The original images’ correlation coefficients were approximately equal to one, while
the corresponding ones of encrypted images were approximately equal to zero. The results conclude
that the proposed algorithm can conserve the image information.

(a) Elaine (b) Baboon

(c) Boat (d) Couple
Figure 20. Encrypted images of the proposed algorithm. (a) Elaine; (b) Baboon; (c) Boat; (d) Couple.

Table 4. The original images’ correlation.

Directions Horizontal Vertical Diagonal

Figure 19a 0.9757 0.9729 0.9685
Figure 19b 0.9228 0.8597 0.8476
Figure 19¢ 0.9383 0.9715 0.9224
Figure 19d 0.9439 0.8687 0.8334

Table 5. The encrypted images’ correlations.

Directions Horizontal Vertical Diagonal

Figure 20a —0.0035 0.0014 0.0007
Figure 20b 0.0036 —0.0005 0.0010
Figure 20c 0.0015 0.0013 —0.0017

Figure 20d —0.0008 0.0008 0.0031
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Figure 21. Neighboring pixel correlation of Figure 19a (original image). (a) Horizontal direction;
(b) Vertical direction; (c) Diagonal direction.
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Figure 22. Neighboring pixel correlation of Figure 20a (encrypted image). (a) Horizontal direction;
(b) Vertical direction; (c) Diagonal direction.

6.7. Analysis of Differential Attack

In the differential attack, the encryption algorithm was used to encrypt the original image before
and after modification, then the two encrypted images were compared to discover the link between
them [26]. Therefore, a good image encryption algorithm should be the desired property to spread the
effect of a minor change in the original image of as much an encrypted image as possible. Number of
pixels change rate (NPCR) and unified averaged changed intensity (UACI) are famous measurements,
which were used to measure the resistance of the image encryption algorithm for differential attacks.
The NPCR and UACI are defined as follows,

i
NPCR = Li;0.)) x 100%, @)

_ 1 Ih(i,j) — (i, j)] 0
UACI = N [,Z]: 555 % 100%. 8)

where:

d(i,j) =

{0 if (i, ) = L(i,j), o

1 ifL(i,)) # (i, ))
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M and N are the width and height of the original and the encrypted images; I; and I, are the
encrypted images before and after one pixel changed from the original image. For example, a pixel
position (71,42) was selected randomly, and it has the value 159 in Figure 19a. The pixel value was
modified to 244 to examine the ability to combat the differential attacks. Table 6 lists the results
of Figure 19a—d. The results show that a small modification in the plain image will result in a big
modification in the cipher image. Therefore, the proposed algorithm can face differential attacks.

Table 6. The values of number of pixels change rate (NPCR) and unified averaged changed intensity
(UACI) for Figure 19.

Image NPCR  UACI

Figure 19a  99.62%  33.44%
Figure 19p  99.61%  33.85%
Figure 19c  99.62%  33.42%
Figure 19d  99.60%  33.18%

6.8. Chosen/Known Plaintext Attack Analysis

Attackers have used two famous attacks called chosen-plaintext attack and known-plaintext
attack for attacking any cryptosystem. The secret keys are not only dependent on the given initial
values and system parameters, but also on the plain images. Therefore, when the plain images are
changed, the secret keys will be changed in the encryption process. Therefore, attackers cannot take
important information by encrypting some predesigned special images. Therefore, the proposed
algorithm robustly resisted both attacks.

6.9. Noise Attack Analysis

The encrypted images in Figure 20 are distorted by adding Gaussian noise with mean = 0 and
variance = 0.001 and salt and pepper noise with density = 0.05. The corresponding decrypted images
are displayed in Figure 23. Moreover, Table 7 shows the mean squared error (MSE) and the peak
signal-to-noise ratio (PSNR) between input images and decrypted images based on the proposed
algorithm. Based on Table 7, we can conclude that the proposed algorithm had the highest resisting
ability to salt and pepper noise since the PSNR was more than 65 (dB).

e i ® o

Figure 23. Results of noise attack analysis: (a-d) the decrypted images after adding Gaussian noise
with mean = 0 and variance = 0.001; (e-h) the decrypted images after added salt and pepper noise with
density = 0.05.

6.10. Analysis of Occlusion Attack

The current section is assigned to the analyses of occluded data decryption. Data that are occluded
are hidden or ignored data inside the process. Firstly, 128 x 128,512 x 512,512 x 1024 and 512 x 1536
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sized data occlusions of the horizontally concatenated encrypted image were performed. Secondly,
the decrypted image of each one was analyzed. Figure 24 shows the results of the occlusion attack.
Based on Figure 24, the decrypted images of 128 x 128,512 x 512,512 x 1024 sized occluded encrypted
images were disfigured, but discernible by the human eye, while decrypted images of 512 x 1536 sized
occluded encrypted images were not restored. Hence, the proposed algorithm could resist up to a 50%
(512 x 1024) occlusion attack.

(a) U] (s) U]

Figure 24. Results of occlusion attack analysis: (a,fk,p) horizontally concatenated encrypted image
with a 128 x 128,512 x 512,512 x 1024 and 512 x 1536 size of occlusion, respectively; (b—e), (g—j), (1-o0)
and (q-t) decrypted “Elaine”, “Baboon”, “Boat” and “Couple” images, respectively, when there is
a 128 x 128,512 x 512,512 x 1024 and 512 x 1536 size of occlusion in the horizontally concatenated
encrypted image.

75



Entropy 2018, 20, 801

Table 7. Measurements of the noise attacks of the proposed algorithm.

Image Noise MSE PSNR
Figure 23a 0.0603  60.3255
Figure 23b Gaussian 0.0602  60.3346
Figure 23c  variance =0.001  0.0474  61.3691
Figure 23d 0.0560  60.6455
Figure 23a 0.0184  65.4921

Figure 23b salt & pepper 0.0162  66.0291
Figure 23¢ density = 0.05 0.0172  65.7719
Figure 23d 0.0155  66.2276

7. Comparison with Other Algorithms

A comparison between Tang’s algorithm [20] and Zhang’s algorithm was performed in [10].
The result of the comparison concluded that Zhang’s algorithm was faster than Tang’s algorithm.
Therefore, a comparison between Zhang’s algorithm and the proposed algorithm is presented.
The same four original gray images are chosen as input images and are displayed in Figure 19.
Furthermore, the size of MIES = 64 x 64 is selected. The encrypted images of the proposed algorithm
and Zhang’s algorithm are shown in Figures 20 and 25, respectively. The computational times
of both algorithms are listed in Table 8. Although the time of Zhang’s algorithm is less than the
proposed algorithm, the encrypted images’ histograms of the proposed algorithm are uniformly
distributed, and the encrypted images histograms of Zhang’s algorithm are not uniformly distributed
(see Figure 13 in [10]). Therefore, the experimental results conclude that the proposed algorithm is
efficient. The security of Zhang’s algorithm is a little weaker than the proposed algorithm since the key
space size of the proposed algorithm is larger than Zhang’s algorithm and two additional shuffling
operations are added to the proposed algorithm, one for PIES and one for the big scrambled image.

(a) Elaine (b) Baboon

I.c:l Boat ) (d) Couple
Figure 25. Encrypted images of Zhang’s algorithm.

Table 8. Computational time (seconds).

Algorithm Time

Zhang's algorithm [10] ~ 2.169
Proposed algorithm 2.386
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8. Conclusions

The current paper has proposed a new multiple-image encryption algorithm using combination
of MIES and a two-dimensional chaotic economic map. The key space size of the proposed algorithm
is 10?10, Therefore, it gives priority to the proposed algorithm to resist against brute-force attack.
The experimental results have demonstrated that the proposed algorithm produced encrypted
images that have histograms with uniform distributions. In addition, the proposed algorithm has
demonstrated that the encrypted images have information entropies close to eight. It robustly resists
chosen/known plaintext attacks, has the highest resisting ability to salt and pepper noise and can
resist up to a 50% (512 x 1024) occlusion attack. Comparison experiments with Zhang'’s algorithm
were performed. Furthermore, the analyses of the algorithm conclude that the proposed algorithm is
secure and efficient. It can be applied in several fields like weather forecasting, military, engineering,
medicine, science and personal affairs. In this paper, the proposed idea was simulated on grayscale
images, which had the same size. In the future, the proposed idea will applied on grayscale images
with different sizes.
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Abstract: This paper presents an improved cryptanalysis of a chaos-based image encryption scheme,
which integrated permutation, diffusion, and linear transformation process. It was found that the
equivalent key streams and all the unknown parameters of the cryptosystem can be recovered by
our chosen-plaintext attack algorithm. Both a theoretical analysis and an experimental validation are
given in detail. Based on the analysis of the defects in the original cryptosystem, an improved color
image encryption scheme was further developed. By using an image content-related approach in
generating diffusion arrays and the process of interweaving diffusion and confusion, the security
of the cryptosystem was enhanced. The experimental results and security analysis demonstrate the
security superiority of the improved cryptosystem.

Keywords: image encryption; chaotic cryptography; cryptanalysis; chosen-plaintext attack; image
information entropy

1. Introduction

The transmission of a digital image from the public network is becoming more and more
frequent nowadays. Consequently, it is urgent to guarantee the security and privacy of image
transmission, especially for military images and some sensitive content images. As an essential
technical means, image encryption approaches are particularly important in image communications.
However, traditional cryptography cannot quickly encrypt images with large amounts of data.
As traditional cryptography relies on the complexity of computation, it is not easy to generate a
large number of keys quickly. In this application background, chaotic encryption is a good complement
to traditional cryptography, especially in image encryption. As chaotic signals have some excellent
characteristics required by cryptography, chaotic systems have become a fine tool for information
encryption [1], especially for image encryption applications. Due to this, chaotic systems have been
widely used in designing image encryption algorithms. Entropy is an important measure of the chaotic
characteristics of dynamical systems. Entropy, chaos and information theory are closely related [2—4].

Among many chaos-based algorithms for encrypting an image, the permutation and diffusion (PD)
structure encryption algorithm, proposed by Fridrich [5], has become a typical model. This structure
consists of a permutation (i.e., pixel position scrambling) procedure and a diffusion (i.e., pixel value
alteration) procedure. Based on a typical model, researchers have tried many different ways of
improving innovation. Some studies have proposed different image permutation strategies [6-12].
Some researchers have proposed novel image diffusion techniques [10,13-17]. Many researchers have
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attempted to improve the performance of image encryption systems through other improvements.
References [18-24] improve the performance of secret key streams through a new chaotic system model.
References [25-29] improve the anti-attack performance of a cryptographic algorithm by introducing a
plaintext-related mechanism in generating the key streams. References [30-36] introduce the DNA
coding principle in bioinformatics to enhance the security of the algorithms. References [37—41]
focus on improving the speed of image encryption algorithms through comprehensive means.
In References [42—44], the S-boxes are applied to the design of efficient image encryption algorithm
and combined with transformation technology, the performance of the image encryption algorithm
is improved. In References [45-47], wavelet analysis technology is introduced into the field of image
encryption and the ideas are novel. In References [48,49], fractal analysis technology is investigated,
which is related to chaos and has a good application potential in image encryption.

Another research direction closely related to encryption is cryptanalysis. The goal of cryptanalysis
is to find a way to decipher secret keys or plaintext without knowing the secret keys of encryption
systems [50-53]. Cryptanalysis can also find out flaws in encryption algorithms and can help cryptographic
system designers to improve the security performance of cryptographic algorithms, which can avoid losses
caused by potential vulnerabilities and make valuable contributions to encryption. Hence, cryptanalysis can
also promote cryptography. Recent cryptanalysis research shows that some chaos-based image encryption
algorithms have some security flaws and the cryptosystems can be broken by using various attack methods.
For example, we launched a chosen-plaintext attack [54] on the scheme in Reference [55]. Wu [53] broke
the encryption scheme in Reference [56] by a chosen-plaintext attack.

Except for the security performance, efficiency is another important issue of an image encryption
scheme for practical applications. For this reason, image ciphers with a higher speed are consequently
more desirable than those with a low speed. It is well known that low-dimensional discrete chaotic
systems need less time than high-dimensional continuous-time chaotic systems to generate chaotic
sequences of the same length. Therefore, using a low dimensional discrete chaotic system as a key
generator of a cryptosystem has a higher speed. Furthermore, the complexity of discrete chaotic
systems is much larger than those of the continuous-time chaotic systems [57-59] and the cipher image
encrypted with a chaotic sequence of much larger complexity has a higher security. Therefore, using
a 1D discrete chaotic system to encrypt color images, not only has the advantage of fast speed but
also has the advantage of higher security. In Reference [60], Pak proposed a color image encryption
scheme (denoted as Pak’s cryptosystem hereinafter) by using combined 1D chaotic maps. Pak’s
system has the merits of a simple structure, high speed and a relatively high safety. It is a pity
that Pak’s algorithm cannot resist the chosen-plaintext attack. To the best of our knowledge, so far,
only Wang [61] and Chen [62] have done cryptanalysis on Pak’s scheme. Unfortunately, neither
of the two previous analyses can crack all of the unknown parameters of Pak’s encryption scheme
due to the difficulty of the comprehensive cryptanalysis. Therefore, the previous cryptanalysis is
incomplete. Moreover, Wang’s cryptanalysis scheme has obvious problems and a very low efficiency,
while Chen’s cryptanalysis scheme did not give the specific process of deciphering the permutation
secret keys. In order to overcome the shortcomings of the above cryptanalysis work, this paper
presents a more comprehensive and efficient cryptanalysis on Pak’s cryptosystem. With our improved
cryptanalysis, both equivalent secret keys and all of the unknown parameters of Pak’s cryptosystem
can be completely deciphered.

Despite its security flaws, Pak’s encryption scheme still has many advantages to carry forward.
Its design idea is clear and novel, and its efficiency is relatively high. Therefore, it is worth preserving
these advantages and improving their defects. For this reason, this paper further proposes an improved
enhanced color image encryption scheme, which includes both an image content-related approach in
generating diffusion arrays and the process of interweaving diffusion and confusion.

The rest of this paper is organized as follows. Section 2 describes briefly Pak’s algorithm and the
related cryptanalysis. The improved cryptanalysis and attacks on Pak’s algorithm are presented in
Section 3. An enhanced encryption scheme is proposed in Section 4. Some experimental results and
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analysis for the enhanced scheme are given in Section 5. Finally, some concluding remarks are given in
Section 6.

2. Description of Pak’s Scheme and the Related Cryptanalysis

Pak’s algorithm includes three processing stages. (1) Confusion: Pixel level permutation;
(2) Diffusion: Pixel values encryption; (3) Linear transformation. Before the encrypting process,
the 3D RGB color image with M row N columns is converted into a 1D pixel array P = [p(1), p(2), ...,
p(L)] according to the R, G, and B components successively, where L = M x N x 3. Each value of p(i) is
an integer in the range [0, 255]. The flow of Pak’s encryption scheme can be visualized in Figure 1.
Where, P is the plain image pixel array, and C’ is the final cipher image pixel array. SSS represents the
combined Sine-Sine chaotic System. X’ is the permutation position array and D’ is the diffusion array.
Both X’ and D’ are generated by chaotic sequences.

P=[p(), p(2), ..., p(L)]

oty by Noy - X=X, XQ), -, X))

X=[x(1), xQ2), ....xL)] P=lp(1),pQ2), ...pWL)]

D'=[d(1), dQ2), ..., ID)]

C={c(1), ¢2), ..., c(D)]

Transformation

C'=[c'(1), ¢'Q2), ..., c'L)]

Figure 1. A flow chart of Pak’s encryption scheme.
2.1. The New Chaotic System

The chaotic system adopted in Pak’s encryption scheme is a newly discovered chaotic map by
using the chaotic sine map, which is expressed as

x(n+1) = u X sin[7r x x(n)] x 2K — Lu X sin[7t X x(n)} X ZkJ 1)

where, u is the control parameter of the system and {x(n), n =0, 1,2, ... } is the output chaotic sequence
with the initial value x(0) = xg. [ x| is the largest integer that is smaller than or equal to x. System (1) is
called a Sine-Sine system (SSS) [60], which is chaotic when u € (0, 10] and k € [8, 20]. Parameters k, u
and x( were used as secret keys.

2.2. The Confusion Process

In the confusion process, a permutation operation is performed on the pixel level with a position
transformation. The operational process consists of the following steps:

Step 1: By using specified parameter values x(, u and k, iterate the new chaotic system (No + L)
times and select the rear L elements to make a sub chaotic sequence X = [x(1), x(2), ..., x(L)]. Where Ny
is an integer used as a security key.

Step 2: Sequence X is sorted in ascending order. Then, one can obtain a sorted chaotic sequence
SX = [sx(1), sx(2), ..., sx(L)] and a permutation position array X' = [x’(l), X @),..., x (L)], where xl(i)
are integers ranging from 1 to L. If x(i) = sx(j), then x (/) = ;.
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Step 3: Get the permuted image pixel sequence P/ = P, r@, ..., pml by using the
permutation position array X and the plain image pixel sequence P. The transformation relation is

P @) =p @) 2
2.3. Diffusion Process

In the diffusion process, pixel value encryption is performed based on a diffusion array D
The operational process consists of the following two steps: The operational process consists of the
following steps:

Step 1: Generate the diffusion array D’ = [d'(1), d'(2), ... , d'(L)] from the chaotic sequence X as:
d'(i) = mod( Lx(i) x lOkJ,256). 3)

Step 2: Get the temporary ciphered image pixel array C = [c(1), ¢(2), ... , ¢(L)] from the diffusion
vector D’ and the permuted image array P’ according to the following diffusion equation:
c(i) = mod(p'(i) + d'(i),256) @ seed,if i =1, i

c(i) = mod(p' (i) + d'(i),256) ® c(i — 1),if i > 1,

where @ denotes the binary XOR operator. c(i — 1) is the previous cipher pixel, and seed is a
preset constant.

2.4. Linear Transformation

Get the final cipher image pixel array C =), cQ),...,c L) from the temporary cipher image
pixel array C and a security number Ip as
(i —1Ip) =c(i),ifi > Ip, 5)
d(i—Ip+L)=c(i)ifi <lIp,

where Ip is used as a security key. In order to see the result of the linear transformation at a glance, we used
a graph to express the linear transformation process, which is shown in Figure 2. There are two key points
in this linear transformation process, which deserve our special attention. One, the first pixel in the array C
was moved to the (L — Ip + 1) position in the array C/, that is ¢ (L = Ip +1) =c(1). Second, the original two
adjacent pixels c(lp) and c(Ip + 1) were moved to the end and start of the array C’, that is, )= c(Ip), ()=
c(lp+1).Iflp=0orlp=L, then ¢ (i) = c(i). Hence, a reasonable range of Ipis 0 <Ip < L.

C(,-):| (1) || c(2) “ || c(p-1) || c(ip) || c(lp+1) || || (L) |
i= 1 2 Ip-1 Ip iptl L
C’(j)=| c(Ip+1) || c(p+2) H H (L) || (1) || ) || || c(lp) |
j= 1 2 Lip  Lip+l  Lp+2 L

Figure 2. The linear transformation operation.

The final cipher image was obtained by converting the 1D pixel vector C’ into a 2D color image
consisting of R, G and B components with the size of M x N. The secret keys used in Pak’s algorithm
consists of five parameters {xg, u, k, Ny, Ip}.

The decryption process is the inverse operation of the encryption process and it was omitted here.

According to Kerchoff’s principle, when analyzing an encryption algorithm, an assumption is made
that the cryptanalyst knows exactly the design and working of the cryptosystem. Namely, the only thing
the attacker does not know is the secret key. The definition of a chosen-plaintext attack can be described
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as follows: Attackers have the chance to use the encryption machine temporarily, hence they can select a
special plaintext to encrypt and get its corresponding ciphertext without knowing the secret keys.

In Pak’s algorithm, the permutation position array X’ and the diffusion array D’ are determined
by parameters {xg, 1, k, Ng} and have nothing to do with the plain image. Namely, X' and D’ are
static and do not change with different images to be encrypted. The secret key, Ip, and the unknown
parameter seed also have nothing to do with the plain image. Therefore, attackers can choose some
special plaintext images to encrypt by using Pak’s encryption machine when they temporarily obtain
the opportunity to use Pak’s encryption machine and obtain the corresponding ciphertext image to use
these known plaintext-ciphertext image pairs to crack the equivalent key sequences X, D/, parameters
Ip and seed. By using these equivalent key sequences X’ and D', parameters Ip and seed, any image
encrypted by Pak’s encryption machine can be decrypted without knowing the original keys of Pak’s
encryption machine. This is the basic principle of the chosen-plaintext attack model. According to this
attack model, it is obvious that Pak’s scheme cannot resist a chosen-plaintext attack.

2.5. The Related Cryptanalysis Work

In Wang’s cryptanalysis scheme, the authors constructed an equivalent cryptosystem for Pak’s
cryptosystem. In the equivalent cryptosystem, they constructed the new permutation position array X”
and diffusion array D” of the equivalent encryption scheme by transforming the original permutation
position array X’ and diffusion array D’ with the secret parameter Ip respectively. The relationships of
the key streams between the equivalent cryptosystem and Pak’s cryptosystem are as follows

X"(i—1Ip) =x'(i), ifi € (Ip, L], ©
x'(i—1Ip+L)=x'(i), ifi € [1,1p].
d"(i—1p) = d'(i), if i € (Ip, L], )
d"(i—Ip+L)=4d(i),ifi € [1,1p].

Wang’s equivalent encryption scheme contains only two processes: permutation and diffusion,
which can be described by Equations (8) and (9) respectively.

p" (@) = plx" (@) ®)

¢ (i) = mod(p” (i) + d" (i),256) & ¢ (i — 1) )

where P” = [p”(1), p”(2), ..., p”(L)] is the permuted image pixel sequence of Wang’s equivalent
cryptosystem, which has the following relations with P’ in Pak’s system

p(i—1Ip) =p'(i), ifi € (Ip, L], (10)
p'(i—Ip+L)=7p'(i), ifi € [1,1p].

C”=[c"(1),c"(2), ..., c”(L)] is the final cipher image pixel array of Wang’s equivalent cryptosystem.
The authors claim that ¢’ (i) = ¢/ (i) will hold if the Equations (6)-(10) hold.

The operation process of Wang’s chosen-plaintext attack scheme is divided into the following
three stages.

(1) Extract the diffusion array D”. Select a special plain-image P consisting of all 0 elements such
that p”(i) = 0 and obtain the corresponding cipher-image C”. According to Equation (9), the diffusion
array D” is extracted as

d'(iy=c"(i)ed([i-1). (11)

(2) Extract the permutation position array X”. Select L special plain images with the 1D pixel
arrays respectively denoted as Py, Py, ..., Py and the jth element in the pixel array Pjis1; all other
elements are 0. Get the corresponding encrypted image arrays Cq, Cy, ..., C. By using one plain
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image P; and the corresponding C;, only one element x”(i) in X” can be obtained. All elements of {x"(1),
x"(1), ..., x"(L)} can be obtained when L pairs of (P}, C;) are used.

(3) Recover the original plain image. By using the new permutation position array X” and the
new diffusion array D”, recover the original plain image P from the target cipher image C.

We find that Wang's cryptanalysis algorithm has the following issues:

(1) The authors assume that the attacker knows the parameter seed and used it as a known
parameter in the equivalent encryption system. In fact, the seed parameter is a constant set in Pak’s
cryptosystem. Although the attacker can use Pak’s encryption machine temporarily, the seed parameter
is unknown to the attacker.

(2) Although the authors claim that the cipher image C” obtained from their equivalent
cryptosystem is the same as the cipher image C’ obtained by the original Pak’s cryptosystem, no strict
proof is given. In fact, the cipher image pixel array C” is not equivalent to C’ due to the unknown
parameter Ip, which is not broken out by the authors. The proof procedure is as follows.

When encrypting the first pixel by Wang’s equivalent cryptosystem, Equation (9) is degenerated
into the form as ¢”(1) = mod(p”(1) + d”(1), 256)@c”(0), where ¢” (0) is not a pixel value of the array C”
and ¢”’(0) may be the parameter seed. From Equations (7), (9) and (10), we can get p”(1) = p'(Ip + 1) and
d”(1) =d'(Ip + 1). Then one can obtain ¢”(1) as

¢”(1) =mod(p'(Ip + 1)+d'(Ip + 1), 256)@seed. (12)
while ¢’ (1) obtained by using Pak’s algorithm is as
¢ (1)=mod(p'(Ip + 1)+d'(Ip + 1), 256)®c(L). (13)

By comparing Equations (12) with (13), ¢”(1) # ¢/(1).

Wheni=L-Ip+ 1, Equation (9) is degenerated into the form ¢”(L - Ip + 1)=mod(p”(L-Ip + 1) +
d”(L-Ip +1),256)@c”(L — Ip). From Equations (7), (9) and (10), we can get p”(L—Ip + 1) = p/(1) and
d’(L-Ilp+1)=d'(1). Asaresult, c"(L—Ip+1)is as

c"(L—1Ip+1)=mod(p'(1) +d' (1), 256)Bc”(L — Ip). (14)
while using Pak’s algorithm, ¢/(L - Ip + 1) is as
(L —Ip+1)=mod(p' (1) + d'(1), 256)Dseed. (15)

Comparing Equations (14) with (15), ¢"(L—Ip+ 1) # (L —Ip + 1).

Based on ¢”(1) # ¢/(1), one can deduce that ¢”(i) # ¢'(i),i=2,3,..., L.

In fact, there are some defects in Wang’s cryptanalysis algorithm because the authors completely
ignore the role of the parameter Ip and do not break out Ip. However, when the parameter Ip is not
known, one cannot know where the seed should be used to calculate ¢”(i).

(3) The most serious problem in Wang’s cryptanalysis scheme is that the number of chosen plain
images is too high to reach M x N x 3 in extracting the permutation position array X”. The use of
one chosen plain image at a time can only break one element value of X”, which is very inefficient,
so Wang’s cryptanalysis scheme is unrealistic.

In Chen’s cryptanalysis scheme, unfortunately, the parameter seed is also not deciphered and used
as a known parameter. Thus, reducing the difficulty of the cryptanalysis. In addition, Chen did not
give the specific process of deciphering the permutation position array X'.

3. The Improved Cryptanalysis Scheme

In order to provide a more comprehensive and efficient cryptanalysis method on Pak’s encryption
algorithm, we propose an improved chosen-plaintext attack algorithm to Pak’s scheme. Suppose the
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target color cipher image to be decrypted has the size of L = M x N x 3. Firstly, we cracked the secret
parameter Ip and the diffusion array [d'(2), d'(3), ... , d'(L)] except for d’(1) by using two selected plain
images and their corresponding cipher images. Secondly, we cracked the unknown parameter seed
and d’(1) by using one or more than one selected plain images. Thirdly, we cracked the permutation
position array X’ by using [(M x N x 3)/255] selected plain images and their corresponding cipher
images, where [x] is the smallest integer that is greater than or equal to x. Wang’s cryptanalysis
algorithm needs M x N x 3 selected plain images to decipher the permutation position array X', while
our cryptanalysis algorithm only needs [(M x N x 3)/255] selected plain images to decipher the
permutation position array X'. Hence, the efficiency of our improved chosen-plaintext attack algorithm
is about 255 times that of Wang’s algorithm.

3.1. Recover the Secret Key Ip and the Diffusion Array

According to Equations (4) and (5), d'(i) can be calculated as

d(1)=c(L—Ip+1)Dseed —p'(1),ifi =1,

a'(i) = (L Zp+1)@c( —Ip+i—1)=-p'(i),if1 <i<lp, (16)
d(lp+1)=c1)®(L)— p’(lp+1),ifi:lp+1,
d@)=cdi-Ip)edi-Ilp-1)-p'(i),iflp+1<i<L,

where x— y =mod(x — y + 256, 256). Obviously, if the seed in Equation (16) is replaced by /(L — Ip), then
the relationship between d'(i) and ¢’(j) can be expressed in Figure 3.

ittt bttt it tuiieie b i
! [wo | [@o |- 2w ] d(lp) i
i o] j o] ﬂ g
E | (L-Ip+1) | | E(L-p+2) | ‘ (L-1) | (L) | i
i o] o s{r]
i c'(L.Ip)_éeseed (L-Ip-1) | | (2) | | (1) | i
i | :
| ) b b b |
i | d(L) | ‘ d(L-1) | | dp+3) | | dlp+2) | i
3 v

Figure 3. The diagram of the relationship between D’ and C'.

From Figure 3, one can see that each key d'(i) is related to a pair of adjacent pixel values {c'(j), ¢/(j

+ 1)} or {c/(L), ¢'(1)}. To avoid the influence of the unknown parameter Ip, we can select a specific plain

image where all pixels p/(i) have the same value g, then we can calculate a series of values by neighbors

{' (L), W)}, ('), )}, {'(2), /B)), ..., {'(L — 1), ¢'(L)} and store these values in a temporary array
=[d(1),d(2),...,d(L)], where d(i) is as

d(1) =)@ (L) —q,
{ diy=cd(od(i-1)~q,i=23,...,L (17)
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Equation (17) brings us great convenience for computing d(i) because it does not contain the
unknown parameters Ip and seed. Obviously, the equivalent relationship of the elements between D’ =
[d1),d?),...,d L)) and D =[d(1),d(2), ..., d(L)] is as follows

{ d'(i) = d(i —1p),if i > Ip, 18)
d'(i) =d(L+i—1p),ifi <Ip.

Namely, d'(lp + 1) =d(1), d'(lp + 2) =d(2), ... ,d' (L — 1) =d(L-Ip — 1), d'(L) = d(L — Ip); d'(1) = d(L
—lp+1),d2)=dL-lp+2),...,d'(Ip—1)=d(L — 1), d(Ip) = d(L).

It is worth noting that, except for d’(1) or d(L - Ip + 1), the rest of the values d(i) (i # L —Ip + 1) obtained
by Equation (17) are all right values. Namely, when calculating d(L — Ip + 1), if we do not use the
parameter seed and use the ¢’(L — Ip) value instead of seed, then the result of d(L — Ip + 1) may be wrong.
Considering the values of d(i) or d'(i) are determined by parameters {xy, i, k, Ny} and have nothing to
do with the content of the image, if we choose two different plain images and get the corresponding
cipher images, by using the two pairs of plaintext-ciphertext to calculate d; (i) and d5(i), then one can
find the only position of ii that the value of d; (ii) and d,(ii) will not be identical but values of d (i) and
dy (i) at other locations i (i # ii) are definitely the same. Once the location ii is sought out, the value of
Ip can be determined, whichislp=L+1 —ii.

Based on the above idea, we get the algorithm for deciphering the secret key parameter Ip and the
diffusion array d’(i), which is described as follows:

Step 1: Let g = 0, and select a special plain image PA = [pa(1), pa(2), ... , pa(L)] that all pixels pa(i)
have the same value g and obtain the corresponding cipher image CA’ = [ca/(1), ¢d'(2), ... , ca’(L)] by
using Pak’s encryption machinery. As PA’ =g, g, ... , g], then we can get a array DA = [da(1), da(2),
..., da(L)] by using Equation (17).

Step 2: Let g = q + 1, and select a special plain image PB = [pb(1), pb(2), ... , pb(L)] that all pixels
pb(i) have the same value g. Obtain the corresponding cipher-image CB’ = [cb/(1), cb/(2), ..., cb'(L)] by
using Pak’s encryption machine. Because PB’ =[g, g, . .. , q], then we can get another array DB = [db(1),
db(2), ..., db(L)] by using Equation (17).

Step 3: Compare da(i) and db(i) one by one fori=1,2, ..., L. If it exists at position I = /i and meets
the relationship da(ii) # db(ii), then L —Ip + 1 = ii, so Ip is determined as Ip = L + 1 — i, and go to Step 4.
Otherwise, repeat Step 2 to Step 3 until Ip is determined.

Step 4: After the value of Ip is ascertained, we can recover the diffusion array D’ of Pak’s
cryptosystem by using Equation (18). Where only the value of d'(1) is incorrect.

3.2. Recover d'(1) and the Unknown Parameter Seed
According to the first formula in Equation (16), (d'(1), seed) meets the following relationship
d(L—1Ip+1)=mod(d (1) + p'(1),256) @ seed. (19)

Using the special chosen plain image PA =[0,0,...,0]and PB=[1, 1, ..., 1], we have got a pair
of ciphertext data (ca’(L - Ip + 1), ¢b'(L - Ip + 1)) in the previous section. Therefore, d’'(1) and seed needs
to satisfy the following equation:

ca'(L—1Ip+1) =mod(d'(1) +0,256) & seed, 20)
cb'(L—1Ip+1) =mod(d’'(1) 4+ 1,256) @ seed.

Consider such a fact that seed € {0, 1,2, ... ,255}and d’(1) € {0, 1,2, ..., 255}, so the solution of
Equation (20) can be easily obtained by the computer exhaustive algorithm. However, the solution
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[d'(1), seed] of Equation (20) is not unique because the equations in Equation (20) are not two linear
equations. Suppose an equation for d’ and seed has the following form:

mod(d’ + g, 256)@seed = c'. (21)
Regarding the solutions of Equation (21), We have the following Proposition:

Proposition 1. For any values of g € Zyss and ¢’ € Zysg, if [d', seed] is a solution of Equation (21), then [mod(d’ +
128, 256), mod(seed + 128, 256)] is also a solution of Equation (21). Where d' € Z 55 and seed € Zs6.

Proof. Suppose the binary value of mod(d’ + g, 256) is (dsd7dedsdadsdady), and the binary value of
seed is (Sgs7565554535251) -

If dg = 0, then mod(mod(d’ + 128, 256) + q, 256) = mod(d’ + q + 128, 256) = mod(mod(d’ + g, 256)
+ 128, 256) = mOd((0d7d6d5d4d3d2d1)2 + (10000000),, 256) = (1d7d6d5d4d3d2d1)2 = (38d7d6d5d4d3d2d1)2.
Where, X represents the binary inverse value of x.

If dg = 1, then mod(mod(d’ + 128, 256) + g, 256) = mod(d’ + g + 128, 256) = mod(mod(d’ + g, 256) +
128, 256) = mod((1dydedsdsdsdady )z + (10000000),, 256) = (0dydsdsdadsdady)s = (dsdzdedsdadsdady ),.

If sg = 0, then mod(seed + 128, 256) = mod((0s7565554535251 ), + (10000000),, 256) =(157565554535251)5
= (§857S6S5S4S35251)2.

If sg = 1, then mod(seed + 128, 256) = mod((157565554535251 ), + (10000000)7, 256) =(057565554535251)5
:(§85756S5S4535251)2. O

Considering dg @ 53 = ds @ sg, we can obtain that mod(mod(d’ + 128, 256) + g, 256) ® mod (seed
+ 128, 256) = (dgdzdedsdydadady ), (5857565554535251)y=(dsdydedsdadadad )y (5857565554535251),= ¢’
This means that [mod(d’ + 128, 256), mod(seed + 128, 256)] is also a solution of Equation (21).

Suppose Equation (20) has m groups of solutions (m > 2) as [d1'(1), seed1], [do' (1), seedy], ...,
[dn' (1), seedy]. If m = 2, then the two groups of solutions are all the required results and the task of
recovering (d'(1), seed) has been completed. If m > 2, then we must select some other plain image P
=1[g, 4, ..., q] and obtain the corresponding cipher image C' = [¢(1), ¢'(2), ..., ¢/(L)], where g > 1.
In addition, we can obtain another equation as: mod(d’(1) + g, 256) @ seed = ¢/(L - Ip + 1). Under the
constraint of the other equation, we can remove those superfluous solutions that do not satisfy all
equations until the remaining solutions are only 2 groups. In this way, the unknown parameter seed
and the secret key d’(1) of the original encryption system can be deciphered. The concrete algorithm
for recovering d’(1) and seed is described as follows:

Step 1: Let m groups of solutions of Equation (20) be saved in the array R = [r(1), 7(2), ... , r(m)]
and S = [s(1), s(2), ..., s(m)] sequentially, Where r(i) = d;/(1), s(i) = seed;, i=1,2, ... ,m. Letg = 1.

Step 2: Check the value of m. If m < 2, then go to Step 9. If m > 2, then go to Step 3.

Step3:g=q+1.

Step 4: Fori=1,2,...,m, each groups of solutions [r(i), s(i)] is assumed to be used to encrypt the
plaintext pixel value g and calculate the corresponding ciphertext values as cc(i) = mod(q + (i), 256)®s(i).

Step 5: Fori=1,2,...,m, Check whether the value of each element in the array [cc(1), cc(2), ...,
cc(m)] is exactly the same. If cc(i) is exactly the same, then repeat Step 3 to Step 5. If cc(i) is not exactly
the same, then go to Step 6.

Step 6: Select a special plain image array P = [g, g, ... , ] and obtain the corresponding cipher
image pixels array C' = [¢/(1), ¢/(2), ..., ¢/(L)] by using Pak’s encryption machine.

Step 7: For each solution group [r(i), s(i)], calculate the values of mod(r(i) + q, 256)@s(i), i = 1, 2,

.., m. If mod(r(i) + g, 256)Ps(i) # ¢’ (L — Ip + 1), then delete the i-th solution group [r(i), s(i)] from S

and R respectively.

Step 8: Modify the value of m, that is, m = size(R), and return to Step 2.

Step 9: Output the final values of [d'(1), seed], that is [d'(1), seed] = [r(1), s(1)] or [d'(1), seed] = [r(2), s(2)].
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3.3. Recover the Permutation Position Array X'

After the RGB image matrix is converted into a 1D gray image pixel sequence P = [p(1), p(2), ...,
p(L)], array P has L pixels and L = M x N x 3. Each value of p(i) is an integer in the range of [0, 255].
If L < 255, then only one chosen-plain image P =[1, 2, ..., L] is necessary to recover the permutation
position array X', so that each pixel in the chosen plain image has different values in {1,2, ..., L}. If L >
255, then n chosen plain images are required to recover the permutation position array X', where n =
[L/255] > 1. In this case, we select a series of special color plain images (P1, Py, ..., P;) and P; = [pj(l),
pj(2), ..., p(L)]. We divide P; into n groups and each group contains 255 pixels except for the last one
and the last group contains ¢ pixels (9 < 255). For the j-th chosen-plain image pixel array P;, we assign
each element of the j-th group a distinct value between 1 to 255 and the others are assigned the value
of 0. The patterns of elements in each chosen plain image pixel array P; are shown in Figure 4.

i= 1 2 255 256 257 258 L-2 L-1 L
po-[ 12 ] - [ass o J[Lo JLo ] o Lo J[o ][ o]
The first chosen-plaintext image P1
i= 1 2 255 256 257 510 511
B | N B I R P 3 I
The second chosen-plaintext image P2
i= 1 2 k k+1 k+2 k+255 k256 . L
o 0] - Dl df2] - L=l - [o]
The j-th chosen-plaintextimage Pj, k=(;-1)X255
i= 1 2 3 e Lg-1 L-q L-gq+1 L-q+2 .. L-1 L
8 S A O | R P2

The last chosen-plaintext image Pn, ¢ =L - (n-1)X255

Figure 4. The patterns of elements in each chosen plain image pixel array P;.

We then obtain the corresponding series of cipher images (ct, C’z, .., C) by using Pak’s
encryption machine. Where, C;- = [C;-(].), C;-(Z), ey C;(L)], Then, we can decrypt C} to obtain P; =
[p;(1), pj(2), ..., pj(L)], where pi(i) can be obtained by using Equation (16).

Finally, because of the relationship p;'(i) = p;(x'(?)) (i € [1, L]), X' can be determined by comparing

P’ and P;. Namely, if pi(i) = p;(k), then x'(i) = k.

3.4. Recover the Original Plain Image

In Section 3.1 to 3.3, we obtained the secret keys {lp, X, D’} and the unknown parameter seed,
which are unrelated to the plain image or ciphertext image. Therefore, we can decrypt any other
ciphertext image CI by using the parameter set {seed, Ip, X', D'}. The decryption process to recover the
plain image PI from the target ciphertext image CI is exactly the same as the decryption process of
Pak’s scheme, which can be described as follows:

Step 1: Convert the color ciphertext image CI with a size of M x N x 3 into a 1D pixel array C' =
[c'(1),(2),...,c(L)], where L= M x N x 3.

Step 2: Obtain the intermediary cipher image pixel array C = [¢(1), ¢(2), ..., c(L)] from the final
cipher pixel array C' = [¢/(1), /(2), ... , ¢'(L)] by performing the inverse transformation of Equation (5).
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Step 3: Recover the permuted image pixel array P/ = [p'(1), p'(2), ..., p/(L)] by performing the
inverse diffusion process of Equation (4).

Step 4: Do inverse permutation on P’ to obtain P by using the inverse permutation process of
Equation (2).

Step 5: Convert the 1D array P into a 3D matrix with a size of M x N x 3 and the original color
plain image PI is recovered.

3.5. Examples of the Improved Cryptanalysis Scheme

Suppose the right values of original secret keys in Pak’s cryptosystem are as follows: xp = 0.456, 1 =
5.4321, k = 14, Ng = 1000, Ip = 5, and seed = 250.

Example 1. In this example, the plain image P is the color peppers with a size of 256 x 256 x 3. The plain
image and its cipher image encrypted by using Pak’s encryption machine are shown in Figure 5a,b respectively.
The deciphered image by using our chosen-plaintext attack is shown in Figure 5c, which is exactly the same as the
original plain image in Figure 5a. Through the image peppers as an example, our attack attains demonstration.

(b)

Figure 5. The experimental results of the chosen-plaintext attacks. (a) The plain image; (b) the cipher

image; (c) the cracked image.

Example 2. The secret key parameters are the same as those of Example 1. In order to verify the correctness of our
chosen-plaintext attack scheme more intuitively, this example shows a simple and specific numerical experiment.
In this example, the plain image PI is the color image with size of 2 x 2 x 3 (L =M x N x 3 = 12), and its

components are as
11 13 21 23 31 33
PR[lZ 14}’%{22 24}’1"3{32 34} 22)

Its corresponding 1D pixel array P is:
P=[11,12,13, 14,21, 22, 23, 24, 31, 32, 33, 34]. (23)
As the result, the 1D pixel array C’ encrypted by Pak’s encryption machine is:
C' =246, 16,1, 6,37,3,137,197, 162, 215, 51, 22]. (24)

By choosing two special plain-image array PA =[0,0,0,0,0,0,0,0,0,0,0,0]and PB=[1,1,1, 1,
1,1,1,1,1,1,1, 1], we obtain the corresponding cipher image arrays as CA’ =[173,117,137,108, 97,
110, 17, 229, 170, 195, 20, 18] and CB’ = [255, 38, 219, 61, 51, 35, 163, 218, 138, 224, 56, 63]. According to
Equation (16), we obtain DA and DB as: DA = [191, 216, 252, 229, 13, 15, 127, 244, 79, 105, 215, 6],
DB = [191, 216, 252, 229, 13, 15, 127, 120, 79, 105, 215, 6]. By comparing DA and DB, we find that
da(8) # db(8), thenii=8,and Ip=L+1—-ii=12 + 1 -8 = 5. Then, Equation (19) is changed into the

following form
ca’(8)
cb'(8)

229 = mod(d’'(1) + 0,256) & seed
218 = mod(d’(1) +1,256) @ seed
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which has four groups of solution: [d'(1), seed] = {[31, 250], [95, 186], [159, 122], [223, 58]}. For q =2,
3, ..., check the values of “mod(d’(1) + g, 256)@seed” with the four groups of solution. When g = 33,
we find that “mod(d’(1) + g, 256)@®seed” has different values (186, 58, 186, 58) corresponding to the
four groups of solution. We then select a special color plain image P = [33, 33, ... , 33] and obtain the
corresponding cipher image C’' =[127,134, 155, 157,179, 131, 35, 186, 202, 64, 184, 159] by using Pak’s
encryption machine, in which ¢/(8) = 186. Then we can determine that (31, 250) and (159, 122) are two
right groups of secret keys to [d'(1), seed]. If we adopt [d'(1), seed] = [159, 122] as the secret keys, then
we can obtain D’ from DA or DB by using Equation (18), that is, D’ =[159, 79, 105, 215, 6, 191, 216,
252,229,13, 15, 127].

To recover the permutation position array X', we select a special color plain image P =11, 2, 3,4, 5,
6,7,8,9,10,11,12] and obtain the corresponding cipher image C’ = [240, 44, 45, 220, 207, 217, 89, 211,
132, 239, 53, 58] by using Pak’s encryption machine. Then we can obtain its intermediary ciphertext
array C according to Equation (5) as C = [211, 132, 239, 53, 58, 240, 44, 45, 220, 207, 217, 89]. Then we
can obtain the permutated pixel array P from D’ by using Equation (4), that is, P’ = [10, 8, 2, 3,9, 11, 4,
5,12, 6,7,1]. By comparing P and P/, the permutation array X’ is recovered as X' =[10, 8,2, 3,9, 11, 4,
5,12,6,7,1].

For the target ciphertext array C’ of Equation (24), we obtain its intermediary cipher pixel array
C according to Equation (5) as C = [197, 162, 215, 51, 22, 246, 16, 1, 6, 37, 3, 137]. Then we obtain the
permutated pixel array P’ from D’ by using Equation (4), that is, P’ = [32, 24, 12, 13, 31, 33, 14, 21, 34,
22,23, 11]. Finally, according to X', P is recovered as P = [11, 12, 13, 14, 21, 22, 23, 24, 31, 32, 33, 34],
which coincides with the original plain image array of Equation (23).

Through the two examples, our attack attains demonstration. Therefore, Pak’s encryption scheme
cannot resist the chosen-plaintext attacks and the security of the algorithm is not high enough.

4. The Improved Cryptosystem

In Pak’s encryption scheme, the diffusion array D’ and the permutation position array X' are
used separately in the diffusion and permutation stage. Accordingly, the diffusion array D’ and the
permutation position array X’ are easily deciphered separately by the attackers. This is a weakness
of Pak’s encryption scheme. In Wang’s improved encryption scheme, a parameter E determined by
the plaintext image is introduced. In order to obtain the value of the E parameter, it is necessary to
calculate the average value of all the pixels of the image, which obviously increases the time overhead
of the algorithm. In addition, the linear transformation operation of Wang’s algorithm is changed to
the binary shift operation to each pixel, which makes encryption speed very slow.

Our improved algorithm retains the advantages of the speed of the original algorithm and
overcomes its shortcomings. It includes two rounds of synchronous operations of diffusion and
confusion. Two diffusion arrays D’ and D are generated by using the chaotic sequence X and the
previously encrypted pixel value. D" and D are used to encrypt the image pixels respectively in the
two rounds of synchronous operation.

4.1. Encryption Process

Step 1: Input the secret parameters {xo, u, k, No, Co} and the color image PI with the size of M x N
x 3, and PI is reshaped to a one-dimensional grayscale image array P = [p(1), p(2), ..., p(L)], where L
=M x N x 3.

Step 2: By using the parameters of {xy, u, k, Ny }, iterate the new chaotic Sine-Sine system (L + Ny)

times and abandon the front N elements to make the chaotic sequence X = [x(1), x(2), ..., x(L)].
Step 3: Get the permutation position matrix X’ = [x/(1), x'(2), ..., x'(L)] by sorting the chaotic
sequence X in ascending order. Where, /(i) are integers ranging from 1to L,i=1,2, ..., L.
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Step 4: Perform the permutation and diffusion operations on array P simultaneously and obtain
the temporary cipher image pixel array C' = ['(1), ¢/(2), ..., ¢/(L)] as

(1) = mod(floor( X1 *+50/2% 1010 756) 25)
¢(1) = mod (p(x'(1)) +d'(1) + Co, 256)
d'(i) = mod(floor(*FU=1/2%6  1010) 95¢), 26)
(i) =mod(p(x'(i)) +d'(i) + ' (i —1),256),i > 1.

where, D' =[d'(1), d'(2), ..., d’(L)] is the first diffusion array.
Step 5: Obtain the final cipher image pixel array C = [¢(1), ¢(2), ... , ¢(L)] from the second diffusion
array D, permutation position matrix X’ and the temporary cipher image pixel array C’ as

d(1) = mod (floor(XEELI/256  1010) o56) o)
c(1) = mod(c’'(1) +d(1) + x'(1) + ¢(L),256)
d(i) = mod (floor( X1/ 5 1010 56), 8)
c(i) = mod(c’ (i) +d(i) + x' (i) + c(i — 1),256),i > 1.

where, D = [d(1),d(2), ..., d(L)] is the second diffusion array.
Step 6: Transform the 1D vector C into a 3D matrix with a size of M x N x 3, then the ciphered
color image CI is obtained.

4.2. Decryption Process

To decrypt the cipher image CI with the secret keys {x, u, k, Ny, Co}, the following decryption
operations can be executed.

Step 1: Transform the 3D matrix CI into a gray scale image pixel sequence C.

Step 2: Similar to Step 2 of the encryption process, generate the chaotic sequence X = [x(1), x(2),
coo,x(D)].

Step 3: Similar to Step 3 of the encryption process, get the permutation position matrix X" = [x'(1),
¥'(2),...,x'(L)] by sorting X.

Step 4: Obtain the temporary cipher image pixel array C’' = [¢/(1), ¢/(2), ..., ¢/(L)] as

d(i) = mod (floor( Xl /256 110y 256, 29)
(i) = mod(c(i) — d(i) — x'(i) —c(i—1),256),i > 1.
d(1) = mod (floor(XIEELI/256  1010) o56) 50)
(1) =mod(c(1) —d(1) — x'(1) — ¢/ (L),256)
Step 5: Obtain the recovered plain image pixel array P = [p(1), p(2), ..., p(L)] as
(1) = mod(floor(*M*T50/2% 1010 756) 1)
p(x'(1)) = mod(c’(1) — d’(1) — Co, 256)
d'(i) = mod(floor(XFCI=1/256  1010) 75¢), 2
p(x'(i)) = mod(c’(i) — d' (i) — ¢’ (i — 1),256),i > 1.

Step 6: Transform P into a 3D matrix, and the decrypted color image PI is obtained.
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5. Tests and Analysis for the Improved Cryptosystem

To examine the performance of the improved cryptosystem, we carried out a simulation
experiment. The secret keys were set as (xop = 0.4563, u = 5.4321, k = 14, Ny = 1000, Cy = 98).
The encryption and decryption algorithms were run on the platform Matlab R2016b in a computer
with 3.3 GHz CPU, 4 GB memory and a 64 bit Microsoft Windows 7 operating system. The plain image
used in the experiments was the color image lena. Figure 6 shows the original plain image and its
cipher image encrypted by the improved scheme. The results reveal that the improved scheme has
reliable encryption and decryption effect.

(b)

Figure 6. The encryption and decryption effect of the improved scheme. (a) The plain image; (b) the
cipher image; (c) the decrypted image.

5.1. Resistance to Chosen-Plaintext Attacks

In our improved scheme, the diffusion matrices D’ and D are related to the temporary and
final ciphertext image, which is evident from Equations (25)-(28). It means that images with different
contents are encrypted with different diffusion matrices. Furthermore, by using two rounds of diffusion
processes, the change of the pixel value at any position in the image will affect all cipher pixel values.
Even if the opponent cracked the key streams D’ and D with some specially selected plain images,
the key streams D’ and D cannot be used to decrypt the target cipher image because the key streams of
the target cipher image are different from the cracked key streams. Moreover, it is difficult to decipher
the key streams D’ and D directly by using chosen-plaintext attacks. Therefore, the improved scheme
can well resist the chosen-plaintext attacks.

5.2. Key Space Analyses

In order to resist a brute-force attack, a cryptographic system must have enough large key space.
In our improved cryptosystem, the secret keys include: xo, u, k, Ny, Cp, so its key space is 2128 which is
the same as those in Reference [60]. Under the current computing power, the key space is large enough
to resist a brute-force attack. The size of the key space depends not only on the number of keys but
also on the number of possible values for each key. The problem of numerical chaotic systems is that
the finite precision of the machines (e.g., computers) leads to performance degradation [63—66], such
as the key space is reduced, some weak keys appear, and the randomness of the sequence is reduced.
In order to identify and avoid weak keys, we need to calculate the Lyaponuv exponents of chaotic
systems or plot the phase space trajectories of the system.

5.3. Statistical Analysis

5.3.1. Histogram Analysis

An image histogram displays the distribution of the values of its pixels and provides some
statistical information about the image. The histograms of each component of the color lena image
and its cipher image are shown in Figure 7. The experimental results in Figure 7 show objectively the
statistical distribution of plaintext and ciphertext pixels. The histogram of the cipher image shows that
the pixel distribution in the cipher image is very uniform, which means that our improved algorithm
has excellent performance in resisting statistical attacks.

92



Entropy 2018, 20, 843

The variance of a histogram can quantitatively describe the distribution of pixel values, which is

calculated by [54]

var(Z) = L

=) (zi — Zj)2~ (33)

=
™=

1
2

1j=1
where Z is a vector and Z = {zq, 2o, . .. , 256}, z; and zj are the numbers of pixels with gray values equal
to i and j respectively. The lower value of variance indicates the higher uniformity of ciphered images.
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Figure 7. Encryption results for lena. (a) The histograms of R component of Figure 6a; (b) the histograms
of G component of Figure 6a; (c) the histograms of B component of Figure 6a; (d) the histograms of
R component of Figure 6b; (e) the histograms of G component of Figure 6b; (f) the histograms of B
component of Figure 6b.

In the experimental tests, the variances of the histograms of the lena plain image (size of 256 x 256 x 3)
and its cipher image were calculated by using Equation (33). The results obtained using two different
algorithms are listed in Table 1. From Table 1, one can see that the average variance of the cipher image
lena obtained with the proposed improved algorithm is 241.4141, which is much less than that of Wang's
algorithm [61]. Thus, our improved algorithm has better performance in resisting statistical attacks.

Table 1. Variances of the histograms of the Lena image.

Channel Plain Image  Cipher Image [61] Cipher Image

R 63,888.1328 527.3242 244.6797
G 28,546.0078 504.7522 239.7656
B 86,487.8906 501.6874 239.7969
Average 57,516.9492 511.2546 241.4141

5.3.2. Correlation of Two Adjacent Pixels

Adjacent pixels in images usually have a strong correlation. A good encryption algorithm should
break the correlation of adjacent pixels in an image. In order to directly describe the correlation of adjacent
pixels in an image, based on 5000 randomly selected pairs of pixels (in horizontal, vertical and diagonal
directions), the correlation distribution graphs of the lena plain image and its corresponding cipher image
are drawn in Figures 8 and 9. It can be seen that the adjacent pixels in three directions in the plain
image have a strong correlation, while those in the cipher image have almost no correlation and it is a
random pattern. The results mean that our improved scheme has greatly eliminated the correlation of
adjacent pixels.
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Figure 8. Correlation analysis of the plain image. (a) Horizontal correlation in R channel; (b) vertical
correlation in R channel; (¢) diagonal correlation in R channel; (d) horizontal correlation in G channel;
(e) vertical correlation in G channel; (f) diagonal correlation in G channel; (g) horizontal correlation in
B channel; (h) vertical correlation in B channel; (i) diagonal correlation in B channel.
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Figure 9. Correlation analysis of the corresponding cipher image. (a) Horizontal correlation in R
channel; (b) vertical correlation in R channel; (c) diagonal correlation in R channel; (d) horizontal
correlation in G channel; (e) vertical correlation in G channel; (f) diagonal correlation in G channel;
(g) horizontal correlation in B channel; (h) vertical correlation in B channel; (i) diagonal correlation in
B channel.

In order to quantitatively depict the correlation of adjacent pixels of an image, we introduce
correlation coefficient index rxy, which is calculated as follows:

rxy = cov(X,Y)//D(X)y/D(Y) (34)

1 N
E(X) = ﬁ;xi (35)
1 z
D(X) = g L(xi — E(X)) (36)
i=1
1 N
cov(X,Y) = NZ(xi —E(X))(yi — E(Y)). (37)

i=1

where X and Y are gray-scale values of two adjacent pixels in the images. For the color lena image,
the correlation coefficients of adjacent pixels in R component of plaintext image and R component of
ciphertext image were calculated respectively. The results are listed in Table 2. From Table 2, we can
see that the correlation coefficients of adjacent pixels in R component of plaintext image are close to 1
while those of the cipher image are close to 0. The experimental results also show that our improved
algorithm has smaller absolute values of correlation coefficient than Wang’s algorithm in the vertical
and diagonal directions and Pak’s algorithm in all three directions.

Table 2. Correlation coefficients of the plain image and cipher images of lena in the R channel.

. Cipher Image
Directions Plain Image
R Reference [61] Ours
H 0.9567 —0.0026 0.00037 0.00063
\% 0.9239 —0.0038 —0.00540 —0.00052
D 0.8888 0.0017 0.00166 —0.00012

5.3.3. Sensitivity Analysis

In order to resist differential attacks, the algorithm must be sensitive to the secret keys and plain
images. To measure the sensitivity of an algorithm to tiny changes in key or plain image, we cite two
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metrics. One is the number of pixel changing rate (NPCR), another is the unified averaged changed
intensity (UACI). The definitions of NPCR and UACI are

l m n
NPCR = —— Y~ Y~ 6(i, /) x 100%, (38)
mxni3i3
_ 1 oy lal)) —alj)l 0
UACT = - —— (i;]; 55 ) x 100%. (39)

where m, n represent the pixel rows and columns of an image, respectively. Here, C; = [ ¢1(i, j)] and
Cy = [c2(i, j)] express two encrypted images corresponding to two security keys or two plain images,
and 4(i, j) is computed by
5(i, ) { (1)’ ifali)) #ali)), (40)
if a(ij) = (i )).

The desired value of NPCR is 1 and the desired value of UACI is 0.3346 [54].

To measure the sensitivity of our improved algorithm for the plain image, the color lena image
(size 256 x 256 x 3) is chosen as the plain image one, and the plain image two is obtained by changing
only one pixel of the plain image one. Then, two encrypted images are obtained by executing the
improved encryption algorithm with the same secret keys, respectively. NPCR and UACI values are
computed with two cipher images, and the results are listed in Table 3. The results indicate that our
improved encryption algorithm is very sensitive to the plain image.

Table 3. Values of NPCR and UACI of Lena cipher images.

Channel NPCR [61] NPCR UACI [61] UACI

R 0.996413 1 0.334801 0.3341
G 0.996328 1 0.334791 0.3363
B 0.996250 0.9974 0.334558 0.3346

To measure the sensitivity of the improved algorithm to the secret keys, two different keys with
a tiny difference are used to encrypt the same plain image lena and the two cipher images, C; and
C,, are obtained. The tiny change (10~!4) is introduced to one of the secret keys (xp, 1) while keeping
all the others unchanged. Similarly, k is changed to k + 1, Ny is changed to Ny + 1, Cy is changed to
Co + 1, while keeping all the others unchanged. The NPCR and UACI of the cipher images C; and
C; are given in Tables 4 and 5. The experimental results indicate that our improved algorithm is very
sensitive to any slight change in each secret key.

Table 4. NPCR of the improved algorithm with a slight change in the secret keys.

Channel  xp+10~% g4 +107 14 k+1 No+1 Co+1

R 0.9961 0.9960 0.9958 0.9959 0.9961
G 0.9959 0.9964 0.9962 0.9962 0.9961
B 0.9963 0.9961 0.9960 0.9964 0.9961

Table 5. UACI of the improved algorithm with a slight change in the secret keys.

Channels xp+10~1% 5 +10~14 k+1 No+1 Co+1

R 0.3334 0.3356 0.3353 0.3370 0.3344
G 0.3350 0.3355 0.9962 0.3348 0.3348
B 0.3343 0.3355 0.3352 0.3340 0.3337
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5.3.4. Information Entropy Analysis

Image information entropy is an important way to measure the randomness of the pixel
distribution. Let I be an image and its information entropy can be calculated as:

-1
H(I) = = ) P(I;) log,[P(1)], (41
i=0

where P(I;) denotes the occurrence probability of gray level i, I; =i, and i =0, 1, 2, ... , 2"". Here, 2"
is the number of grayscale levels of an image. If P(I;) = 1/2", then the image is completely random.
For an image with 256 gray-scales, n = 8 and the image has 28 grayscale levels, so the ideal value of
information entropy is 8. For an encrypted image, the closer the entropy is to 8, the closer the image is
to a randomly distributed image. We experimentally tested the information entropy of the color lena
ciphertext images obtained by three kinds of encryption algorithms. The results of the information
entropy corresponding to the R, G and B channels are listed in Table 6. From Table 6, one can see that
all the entropy values are significantly closer to 8, so the randomness is satisfactory. Among these
three algorithms, our improved algorithm has the largest average entropy value. Hence, our improved
encryption scheme is more capable of resisting information entropy-based attacks.

Table 6. Entropies of the encrypted lena image by three encryption schemes.

Channels Reference [60] Reference [61] Ours
R 7.9971 7.9970 7.9973
G 7.9972 7.9965 7.9973
B 7.9974 7.9973 7.9974
Average 7.9972 7.9969 7.9973

5.3.5. Cropping and Noise Attack

To test the performance of our improved scheme in resisting data loss and noise attacks.
The encrypted lena image (Figure 10a) was attacked by a data cut with a size of 64 x 64 (Figure 10b)
and a 3% “salt & pepper” noise attack (Figure 10c), respectively. Then, these cipher images were
decrypted respectively and the results of the decryption are given in Figure 10d—f. The results indicate
that our improved scheme can resist cutting and noise pollution attacks.

Figure 10. Data loss and noise attack. (a) The original cipher image; (b) the cipher images with data
loss; (c) the cipher image added with 3% “salt & pepper” noise; (d) the decrypted image of (a); (e) the
decrypted image of (b); (f) the decrypted image of (c).
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5.4. Analysis of Speed

A practical encryption algorithm should be efficient in terms of encryption speed. To test the
encryption speed of the improved scheme, three RGB color images with different size have been used for
the encryption. The simulation experiments were run on a desktop PC with Intel(R) Core i5-4590 3.30 GHz
CPU, 4 GB RAM and 500 GB hard disk. The operating system was 64 bits Microsoft Windows 7 and the
computational platform was Matlab R2016b. The average encryption/decryption time taken by Pak’s
algorithm, Wang’s algorithm and our improved algorithm for processing the images with different
size are shown in Table 7. The results show that our algorithm has the fastest speed. This is because
our encryption algorithm has abandoned binary XOR operations.

Table 7. The time cost tests.

Image size Reference [60] Reference [61] Ours
256 x 256 0.5693 s 8.2328 s 0.3873 s
512 x 512 2.2340s 32.7673 s 1.5145s

1024 x 1024 8.9055 s 131.6625 s 6.0163 s

6. Conclusions

In this paper, an improved cryptanalysis on a color image cryptosystem is presented. It has been
shown that the equivalent secret key and all the unknown parameters of the cryptosystem can be
recovered by our chosen-plaintext attack algorithm. Furthermore, based on the analysis of defects in
the original cryptosystem, an improved color image encryption scheme is proposed. The contributions
of this paper include two aspects: First, a more complete and efficient method to comprehensively
crack Pak’s encryption scheme is proposed, which further enriches the research of cryptanalysis.
The validity and correctness of the cryptanalysis algorithm were verified by theoretical analysis and
experimental results. Second, a new color image encryption algorithm with a higher security and a
higher encryption efficiency is proposed. In the new encryption scheme, the generation of diffusion
arrays depends on the content of the image itself and the permutation position array. In the process of
diffusion, two effects of ciphertext feedback and pixel scrambling are also implemented simultaneously.
Using these methods, the security of the cryptosystem is enhanced. Experimental results and security
analysis demonstrate that the improved cryptosystem can achieve a satisfactory security level after
two rounds of diffusion encryption.

Looking to the future in image encryption field, some new research directions are worth
considering, such as efficient image encryption technology in the resource-constrained mobile
social network [67] or sensor network communication environment [68]. Another interesting form
of encryption is searchable encryption [69], which is a very promising direction in the field of
cloud computing.
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Abstract: Blind/no-reference image quality assessment is performed to accurately evaluate the
perceptual quality of a distorted image without prior information from a reference image. In this
paper, an effective blind image quality assessment approach based on entropy differences in the
discrete cosine transform domain for natural images is proposed. Information entropy is an effective
measure of the amount of information in an image. We find the discrete cosine transform coefficient
distribution of distorted natural images shows a pulse-shape phenomenon, which directly affects the
differences of entropy. Then, a Weibull model is used to fit the distributions of natural and distorted
images. This is because the Weibull model sufficiently approximates the pulse-shape phenomenon as
well as the sharp-peak and heavy-tail phenomena of natural scene statistics rules. Four features that
are related to entropy differences and human visual system are extracted from the Weibull model for
three scaling images. Image quality is assessed by the support vector regression method based on the
extracted features. This blind Weibull statistics algorithm is thoroughly evaluated using three widely
used databases: LIVE, TID2008, and CSIQ. The experimental results show that the performance of the
proposed blind Weibull statistics method is highly consistent with that of human visual perception
and greater than that of the state-of-the-art blind and full-reference image quality assessment methods
in most cases.

Keywords: blind image quality assessment (BIQA); information entropy, natural scene statistics
(NSS); Weibull statistics; discrete cosine transform (DCT)

1. Introduction

The human visual system (HVS) is important for perceiving the world. As an important medium
of information transmission and communication, images play an increasingly vital role in human life.
Since distortions can be introduced during image acquisition, compression, transmission and storage,
the image quality assessment (IQA) method is widely studied for evaluating the influence of various
distortions on perceived image quality [1,2].

In principal, subjective assessment is the most reliable way to evaluate the visual quality of images.
However, this method is time-consuming, expensive, and impossible to implement in real-world
systems. Therefore, objective assessment of image quality has gained growing attention in recent
years. Depending on to what extent a reference image is used for quality assessment, existing objective
IQA methods can be classified into three categories: full-reference (FR), reduced-reference (RR) and
no-reference/blind (NR/B) methods. Accessing all or part of the reference image information is
unrealistic in many circumstances [3-8], hence it has become increasingly important to develop
effective blind IQA (BIQA) methods.
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Many NR IQA metrics focus on assessing a specific type of visual artifact, such as blockiness
artifacts [9], blur distortion [10], ringing distortion [11] and contrast distortion [12]. The main limitation
is that the distortion type must be known in advance. However, generic NR-IQA metrics have recently
become a research hotspot because of their general applicability.

According to the dependency on human opinion scores, the generic NR approaches can be roughly
divided into two categories [13]: distance-based methods and learning-based methods. Distance-based
methods express the image distortion as a simple distance between the model statistics of the pristine
image and those of the distorted image [14-16]. For example, Saha et al. [16] proposed a completely
training-free model based on the scale invariance of natural images.

Learning-based methods have attracted increasing attention with the development of artificial
intelligence. The basic strategy is to learn a regression model that maps the image features directly to
a quality score. Various regression methods, including support vector regression (SVR) [17], neural
network [18-20], random forest regression [21] and deep learning framework [22,23], are widely used
for model learning. More importantly, after pre-processing of image [24], image features, which are
extracted for model learning, are directly related to the accuracy of the IQA. The codebook-based
method [25] aims at extracting Gabor filter-based local features, which describe changes of texture
information. Moreover, NSS-based methods are also widely used to extract features [26-33]. In [26,27],
these methods use the difference of NSS histogram of natural and distorted images to extract image
features. In [28-33], they aim to establish NSS model to extract features. The Laplace model [28],
the Generalized Gaussian distribution (GGD) model [29,32,33], the generalized gamma model [30]
and Gaussian scale mixture model [31] are widely used as NSS model to extract features in different
domains. In addition, Ghadiyaram et al. combined histogram features and NSS model features to
achieve good-quality predictions on authentically distorted images [34].

NSS model-based methods have achieved promising results. The NSS model assumes that
natural images share certain statistical regularities and various distortions may change these statistics.
Therefore, the NSS model is capable of fitting statistics of natural and distorted images. The GGD
model is a typical NSS model that is widely studied and applied. The GGD model in the DCT
domain is able to follow the heavy-tail and sharp-peak characteristics of natural images. By using
the GGD features, the distorted image quality can be estimated. However, the GGD model has some
shortcomings in fitting the statistics of distorted images because the distribution of DCT coefficients
shows a pulse-shape phenomenon for distorted images, which is described as the rapid increase of
discontinuity. The discontinuity is derived from the differences between the high- and low-frequency
coefficients of distorted images. Thus, the pulse-shape phenomenon cannot be fitted by the GGD
model, which leads to inaccurate quality assessments.

In this paper, an effective blind IQA approach of natural scenes related to entropy differences
is developed in the DCT domain. The differences of entropy can be described by probability
distribution in distorted images. We find the DCT coefficients’ distribution of distorted images shows
a pulse-shape phenomenon in addition to the heavy-tail and sharp-peak phenomena. Since the
pulse-shape phenomenon is often neglected in NSS model, image structure cannot be fully presented
by image entropy. Therefore, the performance of the IQA methods based on such NSS model can be
affected to some extent. To this end, the Weibull model is proposed in this paper to overcome the
under-fit caused by the pulse shape phenomenon of traditional GGD model. Furthermore, we prove
that the Weibull model correlates well with the human visual perception. Based on the Weibull model,
corresponding features are extracted in different scales and the prediction model is derived using
the SVR method. Experimental results show that the Weibull statistics (BWS) method consistently
outperforms the state-of-the-art NR and FR IQA methods over different image databases. Moreover,
the BWS method is a generic image quality algorithm, which is applicable to multiple distortion types.

The novelty of our work lies in that we find the pulse-shape phenomenon when using existing
GGD model to characterize image distortions. Then, we propose a useful Weibull model to overcome
under-fit the pulse-shape phenomenon and extract features related to visual perception from the
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Weibull model to evaluated image quality. Furthermore, the proposed method has the advantage of
high prediction accuracy and high generalization ability.

The rest of the paper is organized as follows. Section 2 presents the NSS model based on
entropy differences. Section 3 presents the proposed BWS algorithm in details. Section 4 evaluates the
performance of the BWS algorithm from various aspects. Section 5 concludes the paper.

2. NSS Model Based on Entropy Differences

Information entropy indicates the amount of information contained within an image and the
changes of entropy are highly sensitive to the degrees and types of image distortions. Our method
utilizes distribution difference of DCT coefficients that directly affects entropy changes to assess image
quality. As reported in the literature [35,36], natural images exhibit specific statistical regularities
in spatial and frequency domains and are highly structured, and the statistical distribution remain
approximately the same under scale and content changes. The characteristics of natural images are
essential for IQA.

2.1. Under-Fitting Effect of GGD

The GGD model, as a typical NSS model, is widely used to fit distribution of AC coefficients in
the DCT domain for natural images [29], and it can well simulate non-Gaussian behaviors, including
sharp-peak and heavy-tail phenomena of the distribution of AC coefficients of natural images [35-37].

Figure 1 shows a natural image (i.e., “stream”) included in the LIVE database [38], and two of its
JPEG-compressed versions. The subjective qualities are scored by the Difference Mean Opinion Score
(DMOS), which returned values of 0, 63.649 and 29.739 for the three images. A larger DMOS indicates
lower visual quality. Figure 2 shows the distribution of AC coefficients for the corresponding images
in Figure 1 and the GGD fitting curve. As shown in Figure 2a, the GGD model is capable of fitting
the natural image, especially the sharp-peak and heavy-tail phenomena. For the distorted images,
however, distinct deviations occur around the peak, as shown in Figure 2b,c. The underlying reason
for the misfits is that the structure information of the distorted images has been changed including
smoothness, texture, edge information. The number of the AC coefficients in the value of zero is
increased rapidly, which triggers the pulse-shape. The pulse-shape phenomenon enhances along the
increase of the distortion level. Thus, the GGD model fails at simulating the pulse-shape phenomenon,
and it under-fits the distorted image distribution.

7 R b) : ©

Figure 1. One natural image (“stream”) and two of its JPEG-compressed versions in the LIVE database:
(a) image with DMOS = 0; (b) image with DMOS = 63.649; and (c) image with DMOS = 29.739.
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Figure 2. The distribution of AC coefficients for corresponding images and the GGD fitting curves:
(a) image with DMOS = 0; (b) image with DMOS = 63.649; and (c) image with DMOS = 29.739.

Weibull Distribution Model

To well fit the distribution of AC coefficients for a distorted image, the Weibull distribution model
is employed, which is given by [39]:

fx(x) = Sy Lexp[~(2)] x>0 M

where a and m are the shape parameter and the scale parameter. The family of Weibull distributions
includes the Exponential distribution (# = 1) and Rayleigh distribution (@ = 2). Whena < 1,
fx(x) approaches infinity as x approaches zero. The characteristic can be used to describe the
pulse-shape phenomenon for the distribution of AC coefficients. Figure 3 shows the change of Weibull
distribution in different parameter settings. When m is fixed and a is less than 1, a larger shape
parameter a corresponds to a slower change of fx(x). When a is fixed, a larger scale parameter m
corresponds to a faster change of fx(x).
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Figure 3. The change of Weibull distribution in different parameter settings.

Figure 4 shows the distribution of the absolute values of AC coefficients for the corresponding
images in Figure 1 and the fitting curves of the Weibull model. The Weibull model well fits
the pulse-shape in addition to the sharp-peak and heavy-tail phenomena. The faster the Weibull
distribution changes, the larger the distortion is. We use the Mean Square Error (MSE) to express the
fitting error:

n
MSE= 1Y (P - Q) @
a3
where P; is the value of the histogram for the absolute values of AC coefficients, and Q); is the statistical
distribution density of the fitting functions. The MSE values for Weibull model are 6.07 x 106 and
338 x 1077 in Figure 4b,c, respectively, and these values are much lower than the MSE values of the
GGD model, which are 1.1 x 107* and 3.36 x 10~° in Figure 2b,c, respectively.
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Figure 4. The distribution of absolute AC coefficients corresponding images and the Weibull fitting
curves: (a) image with DMOS = 0; (b) image with DMOS = 63.649; and (c) image with DMOS = 29.739.

We also develop a Weibull model that fits five representative distortion types in the LIVE database:
JP2K compression (JP2K), JPEG compression (JPEG), white noise (WN), Gaussian blur (GB), and
fast-fading (FF) channel distortions [38]. Figure 5 presents the MSE comparison of two models for
each distortion type images. Table 1 lists the average MSE of each distortion type. The fitting error of
the Weibull model is obviously smaller than that of the GGD model. Therefore, the Weibull model is
employed to evaluating the image quality in this paper.
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Figure 5. Fitting error of GGD model and Weibull model in LIVE database.

Table 1. The average MSE of each distortion type.

Types Weibull GGD

JP2K  4.39x10°¢ 251 x 1074
JPEG 479 x107° 273 x107*
WN  1.06x10° 1.19x10°>
GB  229%x10°° 130x1073
FF 288x107° 573 x107*

3. Proposed BWS Method

In this section, we describe the proposed BWS method in detail. The framework is illustrated
in Figure 6. First, block DCT processing is applied to images of different scales. The goal is not only
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to conform to the decomposition process of local information in the HVS [40] but also to reflect the
image structure correlation [4]. In the DCT domain, the magnitudes of the block AC coefficients
and those in the orientation and frequency sub-regions are extracted to describe HVS characteristics.
Then, a Weibull model is employed to fit these values. From the Weibull model, the following four
perceptive features are extracted: the shape-scale parameter feature, the coefficient of variation feature,
the frequency sub-band feature, and the directional sub-band feature. Finally, by using the SVR learning
method, the relationship between the image features and subjective quality scores in high-dimensional

space is obtained.
ACs magnitudes
. Oriented subregions ' Weibull Feature
ACs magnitudes fitting Extraction
Frequency subregions
Figure 6. Framework of the BWS algorithm.
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One advantage of this approach is that we consider only the change of luminance information in
the BWS algorithm because neuroscience research shows that the HVS is highly sensitive to changes in
image luminance information [37]. In addition, DCT processing is useful in IQA. The presentation of
features can be enhanced by treating different frequency components with different distortion levels.
The computational convenience is another advantage [41].

3.1. Relationship Between HV'S and Perceptual Features

IQA modeling must be able to satisfy human perceptual requirements, which are closely related
to HVS. Designing an HVS-based model for directly predicting image quality is infeasible because of
the complexity. Therefore, in this paper, the features related to the HVS are extracted from the Weibull
model and used to predict perceptual image quality scores by a learning method.

The visual perception system has been shown to be highly hierarchical [42]. Visual properties are
processed in areas V1 and V2 of the primate neocortex, which occupies a large region of the visual
cortex. V1 is the first visual perception cortical area, and the neurons in V1 can achieve succinct
descriptions of images in terms of the local structural information pertaining to the spatial position,
orientation, and frequency [43]. Area V2 is also a major visual processing area in the visual cortex [44],
and the neurons in V2 have the property of the scale invariance [45]. Therefore, our proposed model is
related to the properties of the HVS.

3.2. Shape-Scale Parameter Feature

Before extracting features, we divide the image into 5 x 5 blocks with a two-pixel overlap
between adjacent blocks to remove the redundancy of image blocks and better reflect the correlation
information among blocks. For each block, DCT is performed to extract the absolute AC coefficients.
Then, the Weibull model is used to fit the magnitudes of the AC coefficients of each block. Theories in
fragmentation posit that the scale parameter 7 and shape parameter a in the Weibull distribution are
strongly correlated with brain responses. The experiments on brain responses showed that a and m
explain up to 71 % of variance of the early electroencephalogram signal [39]. These parameters can
also be estimated from the outputs of X-cells and Y-cells [46]. In addition, the two parameters can
accurately describe the image structure correlation because a difference in the image distribution of
quality degradation, which depends on the image structural information, results in a different shape of
the Weibull distribution, thereby resulting in different values of 2 and m. In other words, the response
of the brain to external image signals is highly correlated with the parameters a and m of the Weibull
distribution. Thus, we defined the shape-scale parameter feature { = (1/m )”. The parameters that
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directly determine the form of the Weibull distribution are a and (1/m)?, as shown in Equation (3).
The Equation (3) is the deformation of Weibull distribution. Because the human subjects are viewing
natural images that are correlated with a and m, considering only the influence of a while ignoring the
effect of m on the Weibull distribution does not produce accurate results. Therefore, we chose (1/m )?
as feature { for assessing image quality. The advantage of this feature is that it provides an intuitive
expression of the Weibull equation as well as a monotonic function of distortion, which can be used to
represent the levels of distortion in images.

a

fxx) = a( ) texpl- ()] x>0 ©)

1
m

The efficiency of the features is verified in the LIVE database. We extracted the average value
of the highest 10% and 100% (all block coefficients) of the shape-scale parameter features ({) in all
blocks of the image. These two percentages correspond to image distortion of the local worst regions
and the global regions, respectively. It may be inappropriate to only focus on distortion of local worst
regions or the overall regions [47-49]. Thus, it is necessary to combine the local distortion with the
global distortion.

Table 2 shows the Spearman Rank Order Correlation Coefficient (SROCC) values between the
DMOS scores and the average values of the highest 10% of { as well as the DMOS values and the
average values of the 100% of { in LIVE database. The SROCC value is larger than 0.7, which indicates
a significant correlation with the subjective scores [50]. Therefore, these features can be effectively used
as perceptual features for IQA.

Table 2. SROCC correlation of DMOS vs. (.

LIVE Subset 10%  100%{

JP2K 0.824 0772
JPEG 0.812  0.819
WN 0981  0.988
GB 0926  0.882
FF 0.760  0.786

3.3. Coefficient of Variation Feature

Natural images are known to be highly correlated [36,37]. The correlation can be affected
by distortions in different forms. In the DCT domain, distortions change the distribution of the
AC coefficients. For JP2K, JPEG, GB, and FF [38], the distortion increases the differences among
low-, middle- and high-frequency information. Then, the standard deviation becomes larger
under the unit mean than that in the natural image. Thus, the large variation of the standard
deviation represents a large distortion. In contrast, for WN distortions, the increased random noise
causes high-frequency information to increase rapidly, thereby reducing the differences among
different frequency information. Thus, a small variation of the standard deviation corresponds to
a large distortion.

Therefore, we define the coefficient of variation feature ¢, which describes the variation of the
standard deviation under the unit mean as follows:

=2 = 4
¢ x )
where the mean px and variance [f}z( of the Weibull model can be obtained as follows:
. 1
Ux :/0 xfx(x)dx :ml"(l—&-a) (5)
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i 2 1
17)2(:/0 X2 fx(x) dx —yZ:mZF(1+E)—m2FZ(1+E) (6)
where I denotes the gamma function. This parameter is defined as follows:
I(z) = / #let gt @)
0

We calculated the average value of the highest 10% of ¢ and the average value of 100% of ¢ in all
blocks across the image. Table 3 shows the SROCC values, which are verified in the LIVE database.
The correlation is also significant in most distortion types. Thus, the features can be used to assess
image quality.

Table 3. SROCC correlation of DMOS vs. ¢.

LIVE Subset 10%¢  100%¢

JP2K 0922 0.899
JPEG 0799  0.047
WN 0961 0937
GB 0933  0.862
FF 0832  0.843

3.4. Frequency Sub-Band Feature

Natural images are highly structured in the frequency domain. Image distortions often modify
the local spectral properties of an image so that these properties are dissimilar to those of in natural
images [29]. For JP2K, JPEG, GB, and FF distortions, distortions trigger a rapid increase of differences
among the coefficients of variation of the frequency sub-bands coefficients. A large difference represents
a large distortion. However, with the WN distortion type, the opposite change trend is observed.

To measure this difference, we defined the frequency sub-band feature f. According to the method
in [29], we divided each 5 x 5 image block into three different frequency sub-bands, as shown in
Table 4. Then, the Weibull fit was obtained for each of the sub-regions, and the coefficient of variation
¢ was calculated using Equation (4) in the three sub-bands. Finally, the variance of {; was calculated
as the frequency sub-band feature f.

Table 4. DCT coefficients of three bands.

Ci2| Ci3| Cua| G5
Co1| Coo| Goz| Cos| Cos
Cs1 Cap| GCaz| Cay
Cy Cp| Cg

The feature was pooled by calculating the average value of the highest 10% of f, and the average
value of 100% of f in all blocks across the image in the LIVE database. In Table 5, we report how well
the features are correlated with the subjective scores. The SROCC is clearly related to the subjective
scores, which means that these features can be used to describe subjective perception.

Table 5. SROCC correlation of DMOS vs. f.

LIVE Subset 10%f  100%f

JP2K 0.804  0.887
JPEG 0.845  0.862
WN 0.935 0916
GB 0.713  0.821
FF 0.801  0.869
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3.5. Directional Sub-Band Feature

The HVS also has different sensitivities to sub-bands in different directions [40]. Image distortion
often changes the correlation information of sub-bands in different directions, which makes the
HVS highly sensitive to this change. For the JP2K, JPEG, GB, and FF distortion types, distortions
modify the inconsistencies among coefficients of variation in sub-bands in different directions. A large
inconsistency reflects a large distortion. Note that this effect has a reverse relationship to the
WN distortion.

Therefore, this inconsistency can be described by the orientation sub-band feature S,. We divided
sub-bands into three different orientations for each block, as shown in Table 6. This decomposition
approach is similar to the approach in [29]. Then, the Weibull model was fitted to the absolute AC
coefficients within each shaded region in the block. The coefficient of variation ¢, was also calculated,
as shown in Equation (4), in three directional sub-bands. Finally, the directional sub-band feature S,

can be obtained from the variance of ¢,.

Table 6. DCT coefficient collected along three orientations.

Cag
Cy1| Cap| Ca3| Caa| Cy5
Cs1| Csp| Css| Csa| Css

The average values of the highest 10% and 100% of S, for all blocks across images were collected.
We report the SROCC values between DMOS scores and features in Table 7 and demonstrate an obvious
correlation with human perception.

Table 7. SROCC correlations of DMOS vs. S,,.

LIVE Subset 10%S, 100%S,

JP2K 0.887 0.903
JPEG 0.813 0.748
WN 0.954 0.951
GB 0.928 0.923
FF 0.865 0.866

3.6. Multi-Scale Feature Extraction

Previous research has demonstrated that the incorporation of multi-scale information can enhance
the prediction accuracy [5]. The statistical properties of a natural image are the same at different scales,
whereas distortions affect the image structure across different scales. The perception of image details
depends on the image resolution, the distance from the image plane to the observer and the acuity
of the observer’s system [40]. A multi-scale evaluation accounts for these variable factors. Therefore,
we extracted 24 perceptual features across three scales. In addition to the original-scale image, the
second-scale image was constructed by low-pass filtering and down-sampling the original image by
a factor of two. Then, the third-scale image was obtained in the same way from the second-scale
image. As listed in Table 8, each scale includes eight features. The extraction process is as described
in Sections 3.2-3.5.

Table 8. Features used for BWS algorithm.

Scale Feature Set
The first scale {10%¢, 100%¢, 10%¢, 100%¢, 10%f, 100%f, 10%o0, 100%S, }
The second scale  {10%(, 100%(, 10%¢, 100%¢, 10%f, 100%f, 10%o0, 100%S, }
The third scale {10%¢, 100%¢, 10%¢, 100%¢, 10%f, 100% f, 10%o0, 100%S, }
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3.7. Prediction Model

After extracting features in three scales, we learned the relationship between image features and
subjective scores. In the literature, SVR is widely adopted as the mapping function for learning this
relationship [51,52]. Considering a set of training data {(x1,v1),..., (X, )}, where x; € R" is the
extracted image feature and y; is the corresponding DMOS, a regression function can be learned to map
the feature to the quality score, i.e., y; = SVR(x;). We used the LIBSVM package [53] to implement the
SVR with a Radial Basis Function (RBF) kernel in our metric. Once the regression model was learned,
we could use it to estimate the perceptual quality of any input image.

4. Experiments and Results

4.1. Experimental Setup

The performance of the blind IQA algorithms was validated using subjective image quality
databases, where each image is associated with a human score (e.g., a (Difference) Mean Opinion Scores
(DMOS/MOS)). The performance describes how well the objective metric is correlated with human
ratings. Several subjective image quality evaluation databases have been established. We employed
three widely used databases, namely, the LIVE database [38], the TID2008 database [54] and the CSIQ
database [55], in our research. These three databases are summarized as follows:

(1)  The LIVE database includes 29 reference images and 779 distorted images corrupted by five types
of distortions: JP2K, JPEG, WN, GB and FF. Subjective quality scores are provided in the form of
DMOS ranging from 0 to 100. Each of the distorted images is associated with a DMOS, representing
the subjective quality of this image.

(2)  The TID2008 database covers 17 distortion types, each of which consists of 100 distorted versions
from 25 reference images. Subjective quality scores are provided for each image in the form of
MOS, ranging from 0 to 9. Note that there is one artificial image and its distortion images in the
TID2008 database. We discarded these images when evaluating the performance of the BWS
method because the proposed method was designed to evaluate the quality of natural scenes.
In addition, we mainly considered the subsets with JP2K, JPEG, WN and GB distortion types that
appear in LIVE database. These four distortion types are also the most commonly encountered
distortions in practical applications.

(3) The CSIQ database consists of 30 reference images and 866 distorted images corrupted by
six types of distortions: JPEG, JP2K, WN, GB, pink Gaussian noise and global contrast decrements.
Each distorted image has five different distortion levels. Subjective quality scores are provided in
the form of DMOS ranging from 0 to 1. Similarly, we mainly considered the same four distortion
types as included the LIVE database.

To evaluate the performance of the BWS algorithm, two correlation coefficients, the Pearson Linear
Correlation Coefficient (PLCC) and the SROCC, are used as the criteria. The PLCC measures the
prediction accuracy, whereas the SROCC represents the prediction monotonicity. Before calculating
the PLCC, the algorithm scores are mapped using a logistic non-linearity as described in [56].
Both the SROCC and PLCC lie in the range [-1,1]. SROCC and PLCC values that are closer to
“1” or “—1"correspond to better predictions of this algorithm.

4.2. Performance on Individual Databases

First, we evaluated the overall performance of the BWS method and other competing IQA
methods, namely, BLIINDS-II [29], DITVINE [31], BRISQUE [32], BIQI [57], PSNR and SSIM [4], on each
database. The first four methods are NR IQA algorithms, and the latter two are FR IQA algorithms.

Because the BWS approach is based on SVR, we randomly divided each image database into
two sets: a training set and a testing set. The training set is used to train the prediction model and
the testing set is used to test the prediction results. In our experimental setup, 80% of the distorted

111



Entropy 2018, 20, 885

images for each database are used as the training set and the remaining 20% of the images are used
as the testing set. Content does not overlap between these two sets. We repeat the training—testing
procedure 1000 times, and the median value of the obtained SROCCs and PLCCs is reported as the
final performance of the proposed metric. Meanwhile, we adapted the same experimental setup for
comparison algorithms. Although the FR IQA approaches PSNR and SSIM do not require training on
a database, for a fair comparison, we also conducted the experiments on the randomly partitioned
testing set and recorded the median value of the PLCC and SROCC.

Table 9 shows the performances of different methods on the LIVE, TID2008 and CSIQ databases.
For each database, the top two IQA methods are highlighted in bold. For the LIVE database, the overall
performance of the proposed BWS method is better than those of the other IQA methods. For the
TID2008 database and the CSIQ database, the BWS algorithm outperforms the other NR and FR
IQA methods. It is concluded that the BWS algorithm outperforms the other competitors overall on
different databases. Although other methods may work well on some databases, they fail to deliver
good results on other databases. For example, DIIVINE obtains a good result on the LIVE database but
performs poorly on the CSIQ and TID2008 databases.

Table 9. Overall performance on three databases.

LIVE TID2008 CSIQ
Algorithms
SROCC PLCC SROCC PLCC SROCC PLCC
PSNR 0.867 0.859 0.877 0.863 0.905 0.904
SSIM 0.913 0.907 0.780 0.755 0.834 0.835
BIQI 0.819 0.821 0.803 0.852 0.905 0.892

DIIVINE 0.912 0.917 0.898 0.893 0.878 0.896
BLIINDS-IT 0.931 0.930 0.889 0.916 0.911 0.926
BRISQUE 0.940 0.942 0.906 0.914 0.902 0.927
BWS 0.934 0.943 0.921 0.942 0.931 0.934

Moreover, we present weighted-average SROCC and PLCC results of competing IQA methods
on all three databases in Table 10. The weight that is assigned to each database depends on the
number of distorted images that the database contains [58,59]. BWS still performs best among the IQA
methods. Hence, we conclude that the objective scores that are predicted by BWS correlate much more
consistently with subjective evaluation than those that are predicted by other IQA metrics.

Table 10. Performance of weighted average over three databases.

Weighted Average
Algorithms ——
SROCC  PLCC
PSNR 0.882 0.875
SSIM 0.914 0.916
BIQI 0.845 0.852

DIIVINE 0.897 0.905
BLIINDS-IT 0.915 0.926
BRISQUE 0.920 0.931
BWS 0.930 0.940

To determine whether the superiority of the BWS method over its counterparts is statistical
significance, we conducted statistical analysis to validate their differences in performance.
The hypothesis testing, which was based on the t-test [60], was presented, which measures the
equivalence of the mean values of two independent samples. Experiments are conducted by randomly
splitting the database into a training set and a testing set and the SROCC values are reported for 1000
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training-testing trials. Thus, we applied the t-test between the SROCCs that were generated by each of
the two algorithms and tabulated the results in Tables 11-13. Each table shows the results of the t-test
on each database. A value of “1” in the tables indicates that the row algorithm is statistically superior
to the column algorithm, whereas a value of “—1” indicates that the row algorithm is statistically
inferior to the column algorithm. A value of “0” indicates that the row and column algorithms are
statistically equivalent. From the experimental results in Tables 10-12, the BWS method was found to
be statistically superior to FR approaches PSNR and SSIM and NR IQA approach BLIINDS-II.

Table 11. Statistical significance test on LIVE.

LIVE BWS BLIINDS-II SSIM PSNR

BWS 0 1 1 1
BLIINDS-IT -1 0 1 1
SSIM -1 -1 0 1
PSNR -1 -1 -1 0

Table 12. Statistical significance test on TID2008.

TID2008 BWS BLIINDS-II SSIM PSNR

BWS 0 1 1 1
BLIINDS-II -1 0 1 1
SSIM -1 -1 0 1
PSNR -1 -1 -1 0

Table 13. Statistical significance test on CSIQ.

CSIQ BWS BLIINDS-II SSIM PSNR

BWS 0 1 1 1
BLIINDS-IT -1 0 1 1
SSIM -1 -1 0 1
PSNR -1 -1 -1 0

4.3. Performance on Individual Distortion Type

In this section, we tested the performances of the proposed BWS method and other competing
IQA methods on individual distortion type over the LIVE, TID2008 and CSIQ databases. For NR
IQA, we trained on 80% of the distorted images with various distortion types randomly and tested
on the remaining 20% of the distorted images with a specific distortion type. The SROCC and PLCC
comparisons on each database are illustrated in Tables 14 and 15.

Table 14. The SROCC comparison on individual distortion types.

Databases  Types PSNR SSIM BIQI DIIVINE BLIINDS-II  BRISQUE BWS
LIVE JP2K 0.865 0.939 0.856 0.932 0.928 0.914 0.929
JPEG 0.883 0.947 0.786 0.948 0.942 0.965 0.895

WN 0.941 0.964 0.932 0.982 0.969 0.979 0.976

GB 0.752 0.905 0.911 0.921 0.923 0.951 0.932

FF 0.874 0.939 0.763 0.871 0.889 0.877 0.893

TID2008 JP2K 0.854 0.900 0.857 0.826 0.922 0.895 0.933
JPEG 0.886 0.931 0.859 0.913 0.918 0.910 0.914

WN 0.923 0.836 0.798 0.896 0.805 0.862 0.868

GB 0.944 0.954 0.901 0.901 0.868 0.890 0.892

CSIQ JP2K 0.942 0.929 0.901 0.904 0.900 0.951 0.912
JPEG 0.893 0.934 0.906 0.879 0.920 0.925 0.922

WN 0.938 0.936 0.921 0.897 0.913 0.878 0.937

GB 0.940 0.906 0.874 0.866 0.941 0.902 0.954
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Table 15. The PLCC comparison on individual distortion types.

Databases  Types PSNR SSIM BIQI DIIVINE BLIINDS-II  BRISQUE BWS
LIVE JP2K 0.876 0.941 0.809 0.922 0.935 0.923 0.945
JPEG 0.903 0.946 0.901 0.921 0.968 0.973 0.923

WN 0.917 0.982 0.939 0.988 0.980 0.985 0.984

GB 0.780 0.900 0.829 0.923 0.938 0.951 0.952

FF 0.880 0.951 0.733 0.868 0.896 0.903 0.903

TID2008 JP2K 0.906 0.906 0.891 0.810 0.946 0.905 0.957
JPEG 0.896 0.961 0.883 0.906 0.952 0.923 0.961

WN 0.953 0.852 0.823 0.908 0.840 0.862 0.893

GB 0.950 0.955 0.929 0.898 0.906 0.896 0.909

CSIQ JP2K 0.950 0.943 0.897 0.918 0.930 0.957 0.938
JPEG 0.905 0.958 0.884 0.896 0.931 0.956 0.940

WN 0.952 0.940 0.929 0.921 0.917 0.906 0.942

GB 0.959 0.913 0.875 0.887 0.926 0.920 0.944

We observed the advantages of the individual distortion type of the BWS algorithm on each
database. For the LIVE database, we clearly found that the proposed metric outperforms other
NR metrics in FF. In particular, compared with the BLIINDS-II method, implemented in the same
DCT domain, BWS performs better on the JP2K, WN, GB and FF distortion types. For FR metrics,
although these methods require the complete information of the reference images, our algorithm still
outperforms PSNR on all distortion types and outperforms SSIM on WN and GB distortions. For the
TID2008 database, the performance of our method is superior on JP2K distortions relative to other
NR metrics. Similarly, the performances on JP2K, WN, and GB distortion are better than those of the
BLIINDS-II method. Compared with the FR metric, the performance of the BWS algorithm on the JP2K
distortion type is better than those of PSNR and SSIM. For the CSIQ database, our method outperforms
the remaining NR metrics on WN and GB distortions. Compared with the BLIINDS-II algorithm,
the BWS method consistently performs better. Compared with the FR metric, the performances of
BWS on the JPEG and GB types are better than those of PSNR, and on GB and WN the distortion is
better than with SSIM. Therefore, we found that the performance of the BWS algorithm is superior on
some specific distortion types in each database.

To facilitate a comparison of the effects between BWS method and the other IQA methods,
13 groups of distorted images were considered in the three databases. The best two results of the
SROCC and PLCC are highlighted in boldface for the NR IQA methods. We calculated the number of
times that each method was ranked in the top two in terms of the SROCC values and PLCC values for
each distortion type. For the 13 groups of distorted images in the three databases, the BWS algorithm
was ranked in the top two the most times, with 10 times for the SROCC and 11 times for the PLCC.
We also report the weighted means and standard deviations (STDs) of competing IQA methods across
all distortion groups in Table 16. The BWS has higher average and lower STD across all distortion
groups. Hence, the BWS method achieves a consistently better performance on most commonly
encountered distortion types.

Table 16. Performance of weighted average and STD across all distortion groups.

Weighted Average = Weighted STD

Algorithms
SROCC PLCC SROCC PLCC
PSNR 0.894 0.908 0.188 0.169
SSIM 0.927 0.937 0.113 0.118
BIQI 0.867 0.871 0.205 0.207

DIIVINE 0.906 0.908 0.137 0.139
BLIINDS-II 0.915 0.930 0.141 0.122
BRISQUE 0.919 0.932 0.128 0.122
BWS 0.922 0.938 0.099 0.087
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To visually show the correlation of the BWS method between the predicted quality scores and the
subjective scores, we present scatter plots (for each distortion type and for the entire LIVE, TID2008
and CSIQ databases) of the predicted scores and the subjective scores in Figures 7-9. These figures
show that a strong linear relationship occurs between the predicted scores of BWS and the subjective
human ratings, which indicates a high prediction accuracy of the BWS algorithm.
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Figure 9. Predicted scores versus subjective scores on CSIQ database.

4.4. Cross-Database Validation

In our previous experiments, the training samples and test samples were selected from the same
database. It is expected that an IQA model that has learned on one image quality database should
be able to accurately assess the quality of images in other databases. Therefore, to demonstrate the
generality and robustness of the proposed BWS method, the following experiments were conducted.
We trained all distorted images from one database to obtain a prediction model and used this model to
test the scores of distorted images from other databases. With the three databases, six combinations
of training and testing database pairs were created. We compared our proposed BWS algorithm and
BLIINDS-II method on the same DCT domain. The SROCC results of the cross-database validation are
tabulated in Table 17. The results indicate that the BWS algorithm performs better than the BLIINDS-II
method in most cases. Therefore, the cross-database validation has demonstrated the generality and
robustness of the proposed BWS method in DCT domain.

Table 17. SROCC comparison on cross-database validation.

Train Test BWS BLIINDS-II
LIVE TID2008  0.889 0.844
LIVE CISQ 0.839 0.868
TID2008 LIVE 0.867 0.742
TID2008 CISQ 0.828 0.853
CISQ LIVE 0.884 0.833
CISQ TID2008  0.869 0.832

4.5. Discussion

4.5.1. Model Selection

In Section 2, we analyze Weibull model as NSS model instead of a typical GGD model can well
simulate the statistical regularities of distorted natural images in DCT domain. However, the changes
of Weibull distribution model are similar to the simpler exponential distribution model. It is necessary
to judge whether the exponential model is superior to Weibull model for IQA. Figure 10 shows the
distribution of AC coefficients for the corresponding images in Figure 1 and the exponential fitting
curve. We found that, if we used the exponential distribution model to fit statistics of natural and
distorted images in DCT domain, it unfortunately failed at fitting these phenomena. Moreover, we used
MSE to present fitting error comparison of three models for each distortion type images, as shown
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in Table 18. The fitting errors of Weibull model is minimum. Therefore, it is not appropriate to use

exponential model instead of Weibull model.
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Figure 10. The distribution of absolute AC coefficients corresponding images and the Exponential
fitting curves: (a) image with DMOS = 0; (b) image with DMOS = 63.649; and (c) image with
DMOS = 29.739.

Table 18. The average MSE of each distortion type.

Types Weibull GGD Exponential
JP2K 439 x10~® 251 x107* 132x107*
JPEG 479 x107% 273x107* 1.09x107*
WN  1.06x107° 1.19x107° 121x10°*
GB  229x107% 130x1073 141x10°*
FF 288 x107% 573x107* 131x10°*

4.5.2. The Block Size Selection

In the BWS method, we selected 5 x 5 block for DCT. On the one hand, if a smaller block
size is selected, the correlation between blocks is very large, thus it is difficult to distinguish the
difference of extracted features. It affects the prediction accuracy. Similarly, if a bigger block size
is selected, the extracted features lack the correlation information between blocks, which leads to
inaccurate evaluation performance. Meanwhile, we used experiments to prove 5 x 5 block size is
better in our method, as shown in Table 19. On the other hand, the 5 x 5 block is very common in
image quality assessment [29,61,62]. Therefore, selecting 5 x 5 block is reasonable and can improve
predicted performance.

Table 19. SROCC correlation of DMOS vs. 100%J.

LIVE Subset 3Xx3 5x5 8Xx8
JP2K 0.719 0.772  0.702
JPEG 0.801 0.819 0.768
WN 0.969 0988 0.976

GB 0.865 0.882 0.875
FF 0.754  0.768 0.732

4.5.3. The Pooling Strategy and Multi-Scales Selection

Pooling strategy has been studied recently as an important factor to the accuracy of objective
quality metrics. In our method, we calculated the average value of the highest 10% of features and
that of 100% of features. The highest 10% and the 100% features of all blocks in image describe image
distortion of the worst 10% regions and the overall image regions. The averaging of features in all
the local regions is one of the widely used methods in image quality metrics. It describes the global
distortion of the image. However, when only a small region in an image is corrupted with extremely
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annoying artifacts, human subjects tend to pay more attention to the low-quality region. Thus, we also
considered the image distortion of the worst 10% regions because the human eye is more annoyed by
the local distortion of the image and the subjects are likely to focus their quality opinions on the worst
10% of the whole image [63].

We extracted three feature sets: the average values of the highest 10% features, the average values
of the 100% features and the combination of the first two feature sets in three scales from the LIVE
database. The feature extraction method and the experimental setup were the same as those reported in
Sections 3 and 4. The median SROCC value of 1000 training-testing trials was utilized to evaluate
the performance. The results of this experiment are shown in Table 20, and they indicate that the
performance of the combination feature set is better than that when only one factor is considered.
This finding demonstrates that the joint pooling strategy can improve the prediction performance of
image quality measures and human intuition of images is the synthesis of local and global perception.

Table 20. SROCC performance with pooling strategy.

Types Highest10% Set 100% Set Combination Set

JP2K 0.900 0.915 0.929
JPEG 0.850 0.872 0.895
WN 0.975 0.974 0.976
GB 0.906 0.921 0.932
FF 0.851 0.878 0.893
ALL 0.901 0.913 0.934

A multi-scale segmentation method has been developed and implemented for IQA. We proposed
multi-scale features for predicting image quality because the perceptibility of image details depends on
the viewing conditions. The subjective evaluation of a given image varies with these factors. Therefore,
a multi-scale method is an effective method of incorporating image details at different resolutions.

We conducted an experiment to determine the impact of scale on IQA. In our method, we selected
three scale images for extracting features because no significant gain in performance is obtained beyond
the third scale of feature extraction. The methods of scale image segmentation, feature extraction and
experiment setup were the same as the previous operation. We report the correlations of different
scales between the predicted scores and the subjective scores on the LIVE database in Table 21.
The experimental results show that the performance of BWS method in three scales outperform the
other cases. It proves that the approach of multi-scale can improve the performance of our metric.

Table 21. SROCC performance with multi-scale selection.

Types One Scale Two Scales Three Scales

JP2K 0.905 0.926 0.929
JPEG 0.857 0.877 0.895
WN 0.973 0.979 0.976
GB 0.923 0.928 0.932
FF 0.837 0.864 0.893
ALL 0.904 0.921 0.934

4.6. Computational Complexity

In many practical applications, the prediction accuracy and the algorithm complexity need to be
considered comprehensively. Therefore, we evaluated the computational complexity of all competing
methods in Table 22. One can see that, although the proposed BWS algorithm does not have the
lowest complexity, the assessment accuracy is better among all the competing models, as shown in
Tables 10 and 16. For example, the BIQI is the lowest with complexity (N), where N is the total number
of image pixels. However, its performance is the worst. The DIIVINE is the most complex, but the
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performance is inferior to our algorithm. Therefore, the proposed BWS algorithm is a reasonable
trade-off between assessment accuracy and computational complexity.

Table 22. Computational complexity. N is the total number of pixels in a test image.

Algorithms  Computational Complexity Notes
BIQI O(N)
DIIVINE  O(Nlog(N) +m? 4+ N +392b) m:neighborhood size in DNT; b:2D histogram bin number
BRISQUE O(d?N) d:block size
BLIINDS-TI O((N/d?)log(N/d?)) d:block size
BWS O((N/d?)log(N/d?)) d:block size

5. Conclusion

Since there exists a strong relationship between the changes of entropy and distribution of
images, existing NR IQA models typically use the GGD model to fit the distribution of a natural
image in the DCT domain and extract features from this model to learn a quality prediction model.
However, the difference between the distribution of the distorted image and that of its natural image,
which includes the pulse-shape phenomenon, is neglected. In this paper, we propose the BWS
method, which is a new NR IQA method based on the Weibull model in the DCT domain. The
most important pulse-shape phenomenon is first considered in the distorted image distribution. The
proposed Weibull model not only overcomes the disadvantages of the GGD model but also reflects HVS
perception. Our research findings suggest that the Weibull model plays an important role in quality
assessment tasks. Extensive experimental results on three public databases have demonstrated that the
proposed BWS method is highly correlated with human visual perception and competitive with the
state-of-the-art NR and FR IQA methods in terms of prediction accuracy and database independence.
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Abbreviations

The following abbreviations are used in this manuscript:
FR Full-Reference

RR Reduced-Reference

NR No-Reference

IQA Image Quality Assessment

NSS Natural Scene Statistics

BWS Blind Weibull Statistics

DCT Discrete Cosine Transform

AC Alternating Current

HVS Human Visual System

SVR Support Vector Regression

GGD Generalized Gaussian Distribution
DMOS  Difference Mean Opinion Score
MSE Mean Square Error

JP2K JP2K compression

JPEG JPEG compression

WN White Noise

GB Gaussian Blur
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FF Fast Fading

MOS Mean Opinion Score

SROCC  Spearman Rank Order Correlation
PLCC Pearson Linear Correlation Coefficient
STDs Standard Deviations

PSNR Peak Signal to Noise Ratio
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Abstract: Nonalcoholic fatty liver disease (NAFLD) is the leading cause of advanced liver diseases.
Fat accumulation in the liver changes the hepatic microstructure and the corresponding statistics of
ultrasound backscattered signals. Acoustic structure quantification (ASQ) is a typical model-based
method for analyzing backscattered statistics. Shannon entropy;, initially proposed in information
theory, has been demonstrated as a more flexible solution for imaging and describing backscattered
statistics without considering data distribution. NAFLD is a hepatic manifestation of metabolic
syndrome (MetS). Therefore, we investigated the association between ultrasound entropy imaging
of NAFLD and MetS for comparison with that obtained from ASQ. A total of 394 participants were
recruited to undergo physical examinations and blood tests to diagnose MetS. Then, abdominal
ultrasound screening of the liver was performed to calculate the ultrasonographic fatty liver indicator
(US-FLI) as a measure of NAFLD severity. The ASQ analysis and ultrasound entropy parametric
imaging were further constructed using the raw image data to calculate the focal disturbance (FD)
ratio and entropy value, respectively. Tertiles were used to split the data of the FD ratio and
entropy into three groups for statistical analysis. The correlation coefficient r, probability value p,
and odds ratio (OR) were calculated. With an increase in the US-FLI, the entropy value increased
(r=0.713; p < 0.0001) and the FD ratio decreased (r = —0.630; p < 0.0001). In addition, the entropy
value and FD ratio correlated with metabolic indices (p < 0.0001). After adjustment for confounding
factors, entropy imaging (OR = 7.91, 95% confidence interval (CI): 0.96-65.18 for the second tertile;
OR =20.47, 95% CI: 2.48-168.67 for the third tertile; p = 0.0021) still provided a more significant link to
the risk of MetS than did the FD ratio obtained from ASQ (OR = 0.55, 95% CI: 0.27-1.14 for the second
tertile; OR = 0.42, 95% CI: 0.15-1.17 for the third tertile; p = 0.13). Thus, ultrasound entropy imaging
can provide information on hepatic steatosis. In particular, ultrasound entropy imaging can describe
the risk of MetS for individuals with NAFLD and is superior to the conventional ASQ technique.

Keywords: ultrasound; hepatic steatosis; Shannon entropy; fatty liver; metabolic syndrome
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1. Introduction

Nonalcoholic fatty liver disease (NAFLD) is characterized by excess and abnormal intracellular
accumulation of triglycerides in hepatocytes. Histologically, NAFLD refers to macrovesicular steatosis
and is the leading cause of nonalcoholic steatohepatitis, fibrosis, cirrhosis, and hepatocellular
carcinoma [1,2]. Therefore, NAFLD may be considered a critical health problem, and its early detection,
follow-up, and management can help arrest the progression of advanced liver diseases [3,4].

Currently, liver biopsy is the gold standard for diagnosing NAFLD [5]. However, liver biopsy is
an invasive procedure and can lead to serious complications (e.g., bleeding), and its diagnosis may
be inconsistent between pathologists [6,7]. Moreover, sampling errors limit the use of liver biopsy
in clinical practice. Additionally, most patients with NAFLD have no significant clinical symptoms,
and performing liver biopsies on such patients is ethically controversial. To resolve this dilemma,
noninvasive imaging modalities such as ultrasound, computed tomography, magnetic resonance
imaging, and magnetic resonance spectroscopy (MRS) are commonly used for the assessment of hepatic
steatosis [8]. Ultrasound imaging provides several advantages, including ease of routine examination,
cost-effectiveness, portability, and nonionizing imaging principles, and thus it is currently the first-line
modality for assessing hepatic steatosis and evaluating NAFLD.

Ultrasound performs well in detecting moderate to severe hepatic steatosis [9,10]. However,
its diagnostic accuracy for detecting mild hepatic steatosis is limited. Furthermore, qualitative
descriptions, operator experience, and interobserver and intraobserver variability degrade the
sonographic assessment of fatty liver [11,12]. Quantitative analysis of ultrasound images may provide
additional clues to improve the diagnosis of mild NAFLD. Essentially, liver parenchyma can be
modeled as a scattering medium consisting of numerous acoustic scatterers [13,14] that interact with
the incident wave to form ultrasound backscattered signals. Different scatterer properties result in
different waveforms of backscattered signals, and thus the corresponding statistical properties may
depend on information associated with changes in liver microstructures [13].

Considering the randomness of ultrasound backscattering, statistical distributions are widely used
to model backscattered statistics for tissue characterization [15]. Nakagami [16,17] and homodyned-K
distributions [18] have been applied to model ultrasound backscattered statistics for the assessment of
hepatic steatosis. However, acoustic structure quantification (ASQ) based on Chi-squared testing of
backscattered envelopes is the only technique that has been commercialized in ultrasound scanners
(Toshiba machine) by using the concept of statistical distribution. Initially, ASQ was developed to
quantify the difference between backscattered statistics and Rayleigh distribution [19]. ASQ has been
validated as having high performance in evaluating NAFLD because fat accumulation in the liver
tends to make the statistics of backscattered data follow the Rayleigh distribution [20-24].

When using ASQ or model-based methods to characterize tissue, the data used to estimate
the parameters must conform to the used statistical distribution [25,26]. This requirement may
not always be satisfied, because adjusting the settings in an ultrasound system or using nonlinear
signal-processing approaches (e.g., logarithmic compression) may alter the statistical distribution of
raw data. This limitation has motivated researchers to consider non-model-based statistical approaches.
Among all possible approaches, Shannon entropy—an estimate of signal uncertainty and complexity
proposed in information theory [27]—has the highest potential and flexibility for analyzing ultrasound
backscattering. Hughes first proposed using information (Shannon) entropy to analyze ultrasound
signals, indicating that entropy can be used to quantitatively depict changes in the microstructures
of scattering media [28,29]. In particular, one report demonstrated that information entropy can
describe ultrasound backscattered statistics without considering the statistical properties of ultrasound
data [30]. Recent studies have further indicated that entropy parametric imaging enables visualization
and characterization of hepatic steatosis, thereby making it possible to implement non-model-based
structure quantification of NAFLD [31-33].

While non-model-based entropy imaging plays an increasingly key role in physically describing
changes in the microstructures of fatty liver, its meanings require further biological explanation.
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The establishment and validation of ultrasound entropy imaging to characterize hepatic steatosis are
based on the association of entropy value with hepatic histological changes [33]. However, NAFLD
is not only a change in liver microstructures caused by fat accumulation but also strongly related
to obesity, hypertension, type 2 diabetes mellitus, and dyslipidemia, all of which are metabolic
abnormalities and can be considered hepatic manifestations of metabolic syndrome (MetS) [34,35].
MetS is typically caused by insulin resistance, and although glucose clamp is the gold standard for
quantifying insulin resistance, it is a complex procedure that is unsuitable for routine use. For this
reason, Matthews et al. developed the homeostatic model assessment for insulin resistance (HOMA-IR)
index, which is calculated using fasting insulin and blood glucose for a general evaluation of MetS [36].
The HOMA-IR index correlates with the conventional ultrasound B-scan image features of hepatic
steatosis [37,38], implying that ultrasound imaging can depict metabolic information. Therefore,
we explored the relationship between MetS and quantitative ultrasound analysis of NAFLD by using
entropy imaging.

This study had two objectives: (i) investigating the association of ultrasound entropy imaging
of NAFLD with MetS to endow entropy images with new biological insights, and (ii) comparing the
performance of entropy imaging in predicting the risks of suffering from MetS with that of conventional
ASQ to determine whether non-model-based approaches are at all superior for evaluating MetS.
The results showed that ultrasound entropy imaging performed well in describing the metabolic
behavior of patients with NAFLD. Moreover, ultrasound entropy imaging was superior to ASQ in risk
evaluation for MetS.

2. Materials and Methods

2.1. Subjects

This study was conducted following approval by the Institutional Review Board of National
Taiwan University Hospital. All participants were asked to complete standardized questionnaires
and provided informed consent. Participants with the following conditions were excluded: excessive
alcohol intake (>20 g/day for women and >30 g/day for men) and chronic liver disease (chronic
hepatitis, autoimmune, drug-induced, vascular, or inherited hemochromatosis or Wilson disease).
A total of 394 patients were recruited.

2.2. Anthropometric Indices and Biochemical Analyses

Routine physical examinations and blood tests were conducted for each participant. Body mass
index (BMI) was calculated as weight divided by height squared. Waist circumference (WC) was
measured at the middle between the costal margin and iliac crest. Systolic blood pressure (SBP) and
diastolic blood pressure (DBP) were recorded. Fasting plasma glucose (FPG), total cholesterol (TCH),
triglycerides (TG), high-density lipoprotein (HDL-C), low-density lipoprotein (LDL-C), aspartate
aminotransferase (AST), alanine aminotransferase (ALT), and insulin were measured after 8 hours
of overnight fasting. Using FPG and insulin, the HOMA-IR index was calculated to examine insulin
resistance [36].

2.3. Diagnosis of MetS

Data obtained from anthropometric and blood examinations were further used to identify MetS.
According to the modified National Cholesterol Education Program Adult Treatment Panel III Criteria
(NCEP-ATP III), MetS (for the Taiwanese population) is diagnosed when at least three of the following
criteria are satisfied [39]: (i) WC > 90 cm in men and > 80 cm in women; (ii) SBP > 130 mmHg or
DBP > 85 mmHg or use medication for hypertension; (iii) hyperglycemia (FPG > 100 mg/dL) or the
use of medication for diabetes; (iv) hypertriglyceridemia (TG > 150 mg/dL) or use of medication for
hyperlipidemia; and (v) low HDL-C (<40 mg/dL in men and <50 mg/dL in women).
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2.4. Ultrasound Examinations for NAFLD Evaluation

After blood withdrawal, standard abdominal ultrasound screening of the liver was performed
immediately by three physicians, each with more than 20 years’ experience. A clinical ultrasound
scanner (Model 3000; Terason, Burlington, MA, USA) equipped with a convex transducer (Model
5C2A; Terason) of 3 MHz was used; the transducer had 128 elements and the pulse length of the
incident wave was approximately 2.3 mm. For each participant, the ultrasonographic fatty liver
indicator (US-FLI) was used as a semiquantitative measure of severity of NAFLD [40]. Specifically,
the US-FLI was calculated using the following criteria: (i) presence of liver/kidney contrast graded as
mild /moderate (score 2) or severe (score 3); (ii) presence (score 1 each) or absence (score 0 each) of
posterior attenuation of ultrasound beam, vessel blurring, difficult visualization of the gallbladder
wall, difficult visualization of the diaphragm, and areas of focal sparing. NAFLD was diagnosed if the
score >2 [40].

2.5. Quantitative Analysis using ASQ and Entropy Imaging

Except for the standard abdominal scans, all physicians followed the same protocols and system
settings for data acquisition and quantitative analysis. For each patient, the same scanner was used
to scan the liver through the subcostal scanning approach. It has been shown that a signal-to-noise
ratio (SNR) > 11 dB allows reliable descriptions of ultrasound backscattered statistics [41]. For this
consideration, the system gain index was set at 6, corresponding to a SNR of approximately 30 dB,
which was obtained from the calibrations in the previous study [42]. Such a high SNR implies that
no significant noise components exist in the backscattered signals, ensuring the quality of parameter
estimation in the ASQ analysis. The imaging depth was 16 cm and the focal zone corresponded to the
central part of the liver to reduce the effect of beam diffraction. Raw image data consisting of 128 scan
lines of backscattered radio frequency signals at a sampling rate of 30 MHz were obtained using the
software kit provided by Terason. The envelope image of each raw image raw datum was constructed
by taking the absolute value of the Hilbert transform of each scan line. The grayscale B-mode image
was formed based on the logarithm-compressed envelope data at a dynamic range of 40 dB.

In ASQ, the Chi-squared test is used to evaluate the difference between the sample and the
population data. The following equation is used to define parameter C2, [19]:

2 2
C2 — Oin — { T ]@ 1
" U]%(P»m) 4—n }[%1 @

where 1, and 0%, are the average and variance of the measured backscattered envelopes, respectively.
The value of 03 (ji;y) indicates the variance of the Rayleigh-distributed data estimated using j.
In this study, the sliding window technique was used to obtain a C2, parametric map. In brief,
a window was created to move across the entire envelope image in steps representing the number of
pixels corresponding to the window overlap ratio (WOR); during this process, local parameters were
successively estimated using local envelope data within the window so that a parametric map could
eventually be constructed. The window side length (WSL) was three times the pulse length, which is
an appropriate size for stably estimating ultrasound statistical parameters [17]. The WOR was 50% to
provide a tradeoff between the parametric image resolution and computational time [43]. A region of
interest (ROI) manually outlined on the B-mode image of the liver parenchyma was used for analysis
of the C2, parametric map. Some basic criteria suggested previously were used for determining the
ROI [17]: (i) visible blood vessels were excluded in the ROI to reduce the bias of characterizing liver
parenchyma. The size of the ROI was set 3 x 3 cm?; (ii) the ROI was located at the focal zone, reducing
the effects of attenuation and diffraction on the backscattered signals.

Referring to a previous study [44], the histogram of C2, in the ROI revealed a narrow
distribution when the tissue was homogeneous. A relatively broad distribution represented either
diffusely inhomogeneous (consisting of microstructures) or focally inhomogeneous (consisting of
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macrostructures such as vessels) tissue. To eliminate macrostructural information, sliding window
processing of the envelope image was performed again (generating a second C2, map denoted as rC2,
map), where local data in the window were excluded if the amplitude > (4 + ao) (y: mean value
of envelope data in the ROI, ¢: standard deviation of envelope data in the ROI, and a: a removal
coefficient). For each pixel location in the ROJ, if the ratio of C2,/rC2, was lower than the threshold &,
C2, was considered to exhibit no significant changes after rejecting the outliers of the envelope signals.
In this condition, C%, was assigned to the pixel location. If C2,/rC2, was greater than k, rC2, was used.
Finally, the values of C2, and rC2, in the ROI were separated to construct two histograms to represent
microstructure (diffuse inhomogeneity or homogeneity) and macrostructure (focal inhomogeneity)
curves. The focal disturbance (FD) ratio was defined as the ratio of the area under the curve for C,
and rC2, histograms, expressed as

AUC (rC2, histogram)
AUC(C, histogram)

FD — ratio = ()

When the resolution cell of the transducer contains a large number of randomly distributed
scatterers, the statistical distribution of ultrasound backscattered envelopes exhibits the Rayleigh
distribution [13-15]. This condition represents that no macrostructures exist in the tissue to generate
information of rC2,, and thus the FD ratio is theoretically equal to zero. On the contrary, the FD ratio
increases with the degree of deviation from Rayleigh statistics [44]. Please note that the removal
coefficient « =7 [19] and the threshold k = 1.2 [44] were suggested previously but could be empirically
determined [19,45]. Because the initial equipment (Toshiba system with software package) was
unavailable in this study, we fine-tuned the parameters for the used Terason system. The values of «
and k were set at 3 and 1.1, respectively. The algorithmic scheme of estimating the FD ratio is illustrated
in Figure 1.
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Figure 1. Computational flowchart for ultrasound acoustic structure quantification (ASQ) and
entropy estimations.
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The algorithm for ultrasound entropy imaging is also based on the sliding window technique to
process the envelope image and is illustrated in Figure 1. Because the acquired ultrasound backscattered
signals digitalized by the imaging system belong to discrete signals, the Shannon entropy of a discrete
random variable Y with possible values {y1, y2, . .. ., yn} (i.e., the envelope data points included within
the sliding window) was calculated using the following discrete form:

M:

He = =) w(yi)log,[w(y:)] ®)

1

Il
-

where w(-) represents the function of probability distribution. In this study, the statistical histogram of
the data (bins = 200) was used as an alternative w(-) for estimation [31,32]. To compare the results of
entropy with those of ASQ, ultrasound entropy imaging was constructed using the same WSL (6.9 mm)
and WOR (50%). The ROI used in the ASQ analysis was directly applied to the entropy parametric
image to calculate the average entropy value.

2.6. Statistical Analysis

The Kolmogorov-Smirnov, Anderson-Darling, Cramer-Von Mises, and Shapiro-Wilk tests of the
data (the US-FLI, FD ratio, and entropy) were used for normality testing. Tertiles were used to split the
data of the FD ratio and entropy into three groups. For each group, the categorical data were presented
as percentages and the continuous variables were expressed as mean =+ standard deviation. Initially,
the interrelationships between the US-FLI, FD ratio, and entropy value were plotted to calculate the
Pearson correlation coefficient » and probability value p. Then, the categorical data were analyzed
using the Chi-squared test. The continuous variables in each group were compared using analyses of
variance. The Cochran-Armitage trend test was conducted to test for trends in the anthropometric and
metabolic factors by using tertiles of the FD ratio and entropy value. The associations of the FD ratio
and entropy value with MetS were assessed using a multiple logistic regression model adjusted for
age, sex, alcohol consumption, smoking, betel nut chewing, hours of exercise per week, menopause
status (women only), BMI, and HOMA-IR. To further compare the abilities of the FD ratio and entropy
in predicting the risk of suffering from MetS, the odds ratio (OR) and 95% confidence interval (CI)
were calculated. The significant difference was set at p < 0.05. All statistical analyses were conducted
using SAS version 9.3 (SAS Inc., Cary, NC, USA).

3. Results

3.1. Baseline Characteristics of the Participants

The baseline characteristics of the participants are shown in Table 1. A total of 394 participants
was recruited, comprising 151 (38.3%) men and 243 (61.7%) women (mean age: 40.5 £ 11.3 years).
According to information obtained from questionnaires, anthropometric examinations, blood tests,
and ultrasound evaluations of NAFLD, the overall prevalence of MetS was 19.3% and the US-FLI, FD
ratio, and entropy value of the participants were 2.22 &+ 2.25, 0.96 &= 0.44, and 3.99 + 0.06, respectively.
To observe how the statistical properties of backscattered signal varied with the severity of NAFLD, dot
and box plots of the FD ratio and entropy value corresponding to each US-FLI were plotted (Figure 2).
Based on observations of the data, exponential increasing and decreasing functions were used for
fitting dot plots of the entropy and FD ratio, respectively. With an increase in the US-FLI, the FD ratio
decreased (r = -0.630; p < 0.0001) and the entropy value monotonically increased (r = 0.713; p < 0.0001).
Box plots further identified outliers for the entropy and FD ratio. Some outliers were found to exist in
the data distributions of the entropy and FD ratio. This is acceptable and reasonable, especially for
a large amount of biodata (total n = 394). The US-FLI underestimating the extent of NAFLD [16] is
another possible reason for the outliers of entropy and FD ratio. On the other hand, the normality tests
based on four kinds of methods (as described in Section 2.6) indicated that the data of the US-FLI, FD
ratio, and entropy did not follow the normal distribution (p < 0.0001). However, the data distribution
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does not affect the subsequent analysis (using the OR to evaluate the risk of MetS) because the OR
estimations were based on the tertiles of entropy and FD ratio.

Table 1. Patient characteristics (n = 394).

Variables Value *
Questionnaires
Gender F/M 243/151
Age (yrs) 40.5 + 11.3 (20-72)
Menopause 25 (6.4)
Smoking
Never 336 (85.3)
Current 42 (10.7)
Previous 16 (4.1)
Alcohol
Never 322 (81.7)
Current 64 (16.2)
Previous 8(2)
Betel Nuts
Never 375(95.2)
Current 19 (4.8)

Exercise time (mins/per week)

99.6 £ 189.4 (0-1500)

Anthropometric variable
BMI (kg/m?)
Waist (cm)

SBP (mmHg)

DBP (mmHg)
Biochemistry parameters
FPG (mg/dL)

TCH (mg/dL)

TG (mg/dL)
HDL-C (mg/dL)
LDL-C (mg/dL)
AST (U/L)

ALT (U/L)
Insulin (WU/mL)
HOMA-IR
MetS (%)

24.1 + 4.6 (14.8-43.7)
81.9 + 11.3 (55-123)
122.5 + 16.3 (86-180)
77.9 4 11.9 (50-133)

87.7 +17.6 (58-272)
192.9 + 35.5 (101-320)
112.4 + 90.3 (25-888)
57.3 + 15.8 (25-120)
120.8 + 32.5 (47-238)
22.9 + 8.9 (11-68)
26.5 + 21.4 (2-151)
9.1 + 8.2 (2-84.4)
1.17 4 1.03 (0.26-10.2)
76 (19.3)

Ultrasound parameters
US-FLI Score
ASQ FD-ratio

Entropy

2.22 £ 2.25 (0-8)
0.96 + 0.44 (0.21-2.89)
3.99 + 0.06 (3.80-4.07)

* Categorical data are expressed as numbers (percentage); continuous variables are expressed as mean & SD
(range). BMI: body mass index; SBP: systolic blood pressure; DBP: diastolic blood pressure; FPG: fasting plasma
glucose; TCH: total cholesterol; TG: triglycerides; HDL-C: high-density lipoprotein cholesterol; LDL-C: low-density
lipoprotein cholesterol; AST: aspartate aminotransferase; ALT: alanine aminotransferase; HOMA-IR: homeostasis
model assessment for insulin resistance; MetS: metabolic syndrome.
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Figure 2. (a) and (b) Dot plots of entropy value (left)/FD (focal disturbance) ratio (right) corresponding
to each US-FLI. (¢) and (d) Box plots of entropy value (left)/FD ratio (right) corresponding to
each US-FLI.

3.2. Characteristics of Participants in Different Tertiles

Table 2 shows the characteristics of participants in different tertiles of the FD ratio and entropy.
No significant difference in age was found (p = 0.2602). The percentage in men decreased with an
increase in the FD ratio (p < 0.0001). Compared with the patients in higher tertiles, those in lower
tertiles (lower FD ratios) exhibited lower HDL-C (p < 0.0001) and higher WC, BMI, body fat, SBP,
DBP, FPG, TCH, TG, LDL-C, MetS, insulin, HOMA-IR, and abnormal liver function (p = 0.0353 for
TCH; p = 0.0022 for LDL-C; p < 0.0001 for the others). Similar results were found in the tertiles of
entropy. With an increase in entropy (from lower to higher tertiles), WC, BMI, body fat, SBP, DBP, FPG,
TCH, TG, LDL-C, MetS, insulin, HOMA-IR, and abnormal liver function increased (all p < 0.0001),
and HDL-C decreased (p < 0.0001). These results revealed that the ultrasound entropy value and FD
ratio correlate with MetS.
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3.3. The Risks of Metabolic Syndrome in Different Tertiles for the FD Ratio and the Entropy Value

The risk of metabolic syndrome in each tertile are compared in Table 3. For the FD ratio, the second
tertile (lower FD ratios) exhibited a higher risk of MetS (OR = 0.48; 95% CI: 0.26-0.89) than did the
third tertile (OR = 0.04; 95% CI: 0.01-0.14) after use of model 1 adjusted for age, sex, smoking, alcohol
consumption, betel nut chewing, hours of exercise per week, and menopause status (p < 0.0001).
Following further adjustment for BMI (model 2), the ORs in the second and third tertiles were
0.59 (95% CI: 0.30-1.18) and 0.41 (95% CI: 0.16-1.05), respectively (p = 0.1144). After use of HOMA-IR
to further adjust the OR (model 3), the ORs in the second and third tertile were 0.55 (95% CI: 0.27-1.14)
and 0.42 (95% CI: 0.15-1.17), respectively (p = 0.13). Notably, entropy improved the performance
of predicting the risk of MetS. Through use of model 1, the OR of entropy in the third tertile (85.57;
95% CI: 11.25-650.56) was larger than that in the second tertile (51.29; 95% CI: 2.76-164.43) (p < 0.0001).
After adjustment using model 2, the OR of entropy in the third tertile (26.84; 95% CI: 3.34-215.4) was
higher than that in the second tertile (10.27; 95% CI: 1.29-82.14) (p = 0.0007), as in model 3 (OR =7.91,
95% CI: 0.96-65.18 for the second tertile; OR = 20.47, 95% CI: 2.48-168.67 for the third tertile; p = 0.0021).
The results indicated that non-model-based entropy provides a stronger link to biologically metabolic
information than does conventional ASQ.

Table 3. ORs in each tertile of entropy and the FD (focal disturbance) ratio for evaluating the risk

of MetS.
Entropy ASQ FD-ratio
1 tertile 2,4 tertile 3,4 tertile p-value 1 tertile 2,4 tertile 3,4 tertile p-value
=131 (=131 (n=132) (n=131) (@=13)  (n=132)
Model 1% ref (2.75—11.26?143) (11,2%5222056) <0.0001 ref (02%:1589) (002%14) <0.0001
Model 2 ref (142192.8227.14) (3.31-6;;15.4) 0.0007 ref (0.3(())?19.18) (0.1%11.05) 01144
Model 3 ref (0.9é21518) (2.4;%;.67) 0.0021 ref (02(;?15‘14) (01(;'1112‘17) 0.13

* Model 1: adjusted for age, gender, smoking, alcohol consumption, betel nut chewing, hours of exercise per week,
and menopause status (women only). Model 2: same as model 1 plus further adjustment for BMI. Model 3: model 2
plus further adjustment for HOMA-IR.

4. Discussion

4.1. Significance of This Study

With the development and commercialization of ultrasound statistical models and parametric
imaging, physicians gradually have a new choice for diagnosing NAFLD. As stated in the Introduction,
more than one statistical distribution can be used to assess hepatic steatosis, and the ASQ technique
has the clinical benefit of using the model-based method to analyze the statistical properties of
backscattered signals from fatty liver. The best statistical distribution for modeling the backscattered
statistics of NAFLD is yet to be determined. However, ultrasound entropy imaging based on
information theory is more adaptive to various signal characteristics because the calculation of entropy
does not need to consider the statistical properties of the signal itself. Therefore, when viewing entropy
imaging as a new approach for NAFLD diagnosis, it is necessary to not only perform pathological
validations but also to explore the metabolic meanings of entropy. Studies have confirmed that the
value of ultrasonic entropy is closely related to the pathological changes of hepatic steatosis [32,33].
However, the present study expands our understanding and domain knowledge of ultrasound entropy
imaging; we demonstrated that ultrasound entropy imaging can describe the risk of MetS for those
with NAFLD and is superior to the conventional ASQ technique.
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4.2. Effects of NAFLD on FD Ratio and Entropy

The US-FLI was used as a semiquantitative measure of NAFLD in this study. Our results
showed that both the FD ratio obtained from ASQ analysis and the entropy value of ultrasound
entropy imaging correlated with the US-FLI, indicating that these two parameters vary with the
progress of NAFLD because macrovesicular steatosis is the major pathological change of NAFLD.
Macrovesicular steatosis refers to the presence of a single large fat droplet in a hepatocyte that pushes
the nucleus to the periphery. In this scenario, the number of acoustic scatterers (fat droplets) increases
equivalently in the scattering medium (liver parenchyma), and the enhancement of constructive wave
interference results in changes in the waveforms of the backscattered signals, making the corresponding
backscattered statistics vary from pre-Rayleigh (backscattered statistics for healthy livers in practice)
to Rayleigh distribution (hepatic steatosis) [16,17,21]. This explains why the FD ratio ASQ parameter
monotonically decreases with an increase in the degree of hepatic steatosis. Concurrently, the effect of
constructive wave interference leads to increases in signal uncertainty and complexity, making the
entropy value [31,32].

4.3. Insulin Resistance: Bidirectional Link between MetS and NAFLD

In general, the increased prevalence of MetS is primarily a result of overnutrition and a sedentary
lifestyle. MetS is a key risk factor for cardiovascular disease incidence and mortality, as well as for
all-cause mortality [46]. The central etiological cause of MetS is commonly considered to be insulin
resistance, which is defined as the failure of insulin to stimulate glucose transport to its target cells [47].
Insulin is a pleiotropic hormone that regulates several cell functions, including stimulation of glucose
transport, cell growth, energy balance, and regulation of gene expression [48]. The functions of insulin
are associated with two signal pathways: the phosphatidylinositol 3-kinase-protein kinase B pathway
and mitogen-activated protein kinase pathway [49].

Once these signal pathways have been altered, insulin resistance is initialized. Free fatty acids
(FFAs) play a key role in the development of insulin resistance [49]. As insulin resistance develops,
a large quantity of plasma FFAs are released by white adipose tissues into the liver, leading to hepatic
fat accumulation [50]. At the same time, overnutrition and a sedentary lifestyle closely correlate with
the occurrence of NAFLD. In those who suffer from NAFLD, hepatic fat accumulation can result in
hepatic insulin resistance to strengthen the behavior of MetS [49]. Therefore, insulin resistance could
be considered the bidirectional link between MetS and NAFLD [49,51].

4.4. Superiority of Entropy in the Assessment of NAFLD and MetS

Several studies have clearly indicated that NAFLD is not only a cause of liver disease but also a key
risk indicator of cardiovascular disease [52-54]. Patients with both NAFLD and MetS have an increased
risk of cardiovascular disease [55]. For these reasons, a quantitative ultrasound parameter used for
evaluating NAFLD should satisfy two requirements: (i) changes in liver microstructures during fatty
infiltration can be described and explained from a histological viewpoint, and (ii) significant metabolic
information can be reflected to satisfy a variety of clinical applications. In this study, both the ASQ
and entropy imaging were shown to able to characterize NAFLD and MetS. Compared with the ASQ,
however, entropy imaging better fulfills the above two requirements, as supported by the current
results. First, the entropy value of ultrasound entropy imaging is more relevant than the FD ratio of
the ASQ to the US-FLI (Figure 2), representing that the entropy image characterizes NAFLD more
effectively. Second, the entropy value better predicted the risk of MetS than the FD ratio did (Table 3),
demonstrating that entropy imaging links metabolic information more strongly.

Possible mechanisms for why ultrasound entropy imaging provides improved performances
in evaluating NAFLD and MetS are discussed below. As mentioned in Section 4.3, NAFLD and
MetS interact with each other. Consequently, as long as ultrasound parameters can robustly and
precisely describe changes in the backscattered statistics during the process of fatty infiltration in
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the liver, the opportunities to show more metabolic information increase. From this viewpoint,
ultrasound entropy imaging is superior to the ASQ technique. As reviewed in the Introduction,
the ASQ technique based on the analysis of ultrasound backscattered statistics is gaining attention
for the diagnosis of NAFLD. Some animal studies have revealed that ASQ has a high ability to detect
hepatic steatosis [20,24,45]; however, its value in quantifying the degree of hepatic steatosis in human
liver remains in dispute because of inconsistent findings. For example, Son et al. demonstrated that the
FD ratio correlated with the hepatic fat fraction (HFF) measured using MRS (r = —0.87; p < 0.001) [21],
whereas Karlas et al. found that the FD ratio did not significantly correlate with the HFF (r = —0.43;
p = 0.004) [22]. Failure to use the same procedures and settings for ASQ measurements may be one
cause for inconsistent findings. The criteria used for rejecting envelope signals and comparing C2,
and rC2, in the ASQ algorithm may also result in uncertainty in ASQ analysis [33] because these
criteria are empirically determined in practical applications [19,45]. By contrast, ultrasound entropy
imaging does not require additional signal rejection criteria, and thus it is less influenced by the
effects of computational settings and parameter tuning. In addition, the advantages of information
entropy lie in entropy estimation no longer being limited by the statistical properties of signals [30,32],
implying that entropy is a data-adaptive parameter for ultrasound tissue characterization. A relatively
simple but more adaptive computational scheme enables ultrasound entropy imaging to robustly and
stably perform NAFLD evaluations, as supported by histopathological validations of both the animal
model [32] and clinical trials [31,33]. These reasons explain why ultrasound entropy imaging correlates
with MetS more significantly than does ASQ. In other words, when entropy works for characterizing
NAFLD, it simultaneously provides significantly metabolic meanings that benefit evaluations in
various aspects.

4.5. Comparison with Related Studies

A novel parameter named the controlled attenuation parameter (CAP) has been developed based
on the properties of ultrasonic signals acquired by transient elastography (Fibroscan®). The CAP was
demonstrated to correlate with fat accumulation in the liver [56,57] and facilitate the diagnosis of
hepatic steatosis [58,59]. Furthermore, one study found that the CAP correlated with several MetS
components [60]. However, the question of whether the CAP can perform well in NAFLD diagnosis
remains unanswered because unfavorable diagnoses have been reported [61-63]. This is likely because
the meaning of the CAP corresponds to the viscoelastic properties of the liver but does not provide
information on changes in the microstructure, which is crucial in the clinical evaluation of hepatic
steatosis. In the future, combining entropy imaging with the CAP may be a feasible strategy for a more
complete evaluation of NAFLD and MetS than either one alone.

4.6. Limitations of This Study

This study had two limitations. First, the effect of body habitus on the association of entropy
and ASQ analysis with MetS was not investigated. For instance, obesity may restrain quantitative
measurements of ultrasonography. Second, the original equipment (Toshiba systems and software
packages) was unavailable for ASQ analysis. Therefore, we implemented ASQ analysis by using
backscattered envelope data acquired from the Terason system. We cannot deny that some bias of
estimation accuracy of the FD ratio may have existed among system platforms. However, prior to this
study, we fine-tuned the parameters of the algorithm to mitigate this concern.

5. Conclusions

In this study, we performed ultrasound entropy imaging of NAFLD and studied its association
with MetS through comparisons with biochemical examinations and HOMA-IR (the measure of insulin
resistance). In addition, the dependency of entropy imaging on MetS was compared with that of the
conventional ASQ technique to explore possible strengths. The clinical results showed that the entropy
value was more closely correlated with the US-FLI than the FD ratio of ASQ analysis, indicating that
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ultrasound entropy imaging improved the performance of NAFLD evaluation. Moreover, the entropy
value and FD ratio correlated with metabolic indices and HOMA-IR, thereby confirming metabolic
meanings of quantitative ultrasound. Notably, after adjustment for confounding factors, ultrasound
entropy still provided a stronger link to the risk of MetS than did the FD ratio according to statistical
OR analysis. Compared with model-based ASQ, ultrasound entropy imaging not only characterizes
liver microstructures but also reflects metabolic information of NAFLD more significantly. Thus,
ultrasound entropy imaging—a data-adaptive approach for tissue characterization—may play a key
role in the evaluation of NAFLD and MetS.
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Abstract: Multi-exposure image fusion methods are often applied to the fusion of low-dynamic
images that are taken from the same scene at different exposure levels. The fused images not only
contain more color and detailed information, but also demonstrate the same real visual effects as
the observation by the human eye. This paper proposes a novel multi-exposure image fusion (MEF)
method based on adaptive patch structure. The proposed algorithm combines image cartoon-texture
decomposition, image patch structure decomposition, and the structural similarity index to improve
the local contrast of the image. Moreover, the proposed method can capture more detailed information
of source images and produce more vivid high-dynamic-range (HDR) images. Specifically, image
texture entropy values are used to evaluate image local information for adaptive selection of image
patch size. The intermediate fused image is obtained by the proposed structure patch decomposition
algorithm. Finally, the intermediate fused image is optimized by using the structural similarity index
to obtain the final fused HDR image. The results of comparative experiments show that the proposed
method can obtain high-quality HDR images with better visual effects and more detailed information.

Keywords: multi-exposure image fusion; texture information entropy; adaptive selection;
patch structure decomposition

1. Introduction

Due to the limited dynamic range of imaging devices, it is not possible to capture all the details
in one scene by a single exposure with existing imaging devices [1,2]. This seriously affects image
visualization and the demonstration of key information. Figure 1a shows an over-exposed image. When
shooting requires a long exposure time, the imaging device can effectively capture the information
from the dark part. However, due to the over-exposure, the details of the bright part get severely
lost. On the contrary, when the exposure time is short, the information of the bright part is captured,
but the information of the dark part is lost. As shown in Figure 1b, the under-exposure phenomenon
is caused by the mismatch of the dynamic range between the human visual system and electronic
imaging devices [1].
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b

Figure 1. (a) Over-exposure image; (b) under-exposure image.

Multi-exposure image fusion (MEF) methods provide an effective way to solve the mismatch of
dynamic range among existing imaging devices, display equipment, and human eyes’ response to
real scenes. It takes source image sequences of different exposure levels as the inputs. An informative
and perceptive high-dynamic-range (HDR) image is generated by synthesizing the information of
the luminance conforming to the human visual system [3]. The fused image contains more abundant
scene luminance, color, and detailed information, which make the image correspond to the real scene
observed by the human eye [4,5]. In addition, it also provides more information for subsequent image
processing [6]. MEF algorithms are mainly categorized as transform domain- and spatial domain-based
fusion algorithms.

Transform domain-based fusion methods have three main steps: First, source image sequences are
decomposed into the transform domain. Then, fusion coefficients from the source images are selected
according to the fusion rules. Finally, the fused image is obtained by inversely transforming the fusion
coefficients [7-9]. Based on the Laplacian pyramid, Mertens proposed multiple resolutions to fuse an
exposure sequence into an HDR image [10]. The weighted value determined by contrast, saturation,
and well-exposedness took a weighted average to obtain the pyramid coefficients. The obtained
pyramid coefficients were reconstructed to get the final image. Li performed two-scale decomposition
on source images to obtain the image base layer and the detail layer first. Then, the spatial consistency
was applied to fuse the obtained base and detail layers to get the fused image [11]. Bruce introduced
nonlinearity to balance the visible details and smoothness of the fused result to capture the information
present in the source images [12]. Kou applied the weighted-least-squares-based image smoothing
algorithm to one MEF algorithm for detail extraction in an HDR scene [13]. The extracted details
were then used in the multi-scale exposure fusion algorithm to achieve image fusion. Based on
the hybrid exposure weight and the novel boosting Laplacian pyramid (BLP), an exposure fusion
approach proposed by Shen considered gradient vectors among different exposure source images [14].
This method used the improved Laplacian pyramid to decompose input signals into base and
detail layers. Then, a fused image with rich color and detailed information could be obtained.
As a shortcoming of transform domain-based fusion algorithms, when the luminance range of the real
scene is large, the useful details of the over-exposure and under-exposure regions are lost. This seriously
affects the visual effects of the fused image.

Source images from different exposures can also be fused by spatial domain-based fusion
methods [15-17]. Spatial domain fusion methods have two main types: image patch- and pixel-based
fusion [5,18,19]. As a pixel-based fusion algorithm, Shen proposed a probabilistic model for MEF [20].
Subject to two quality measures, such as the local contrast and color consistency of source image
sequence, the proposed model calculated an optimal set of probabilities by using a generalized random
walk framework. The probability sets were then used as weights to achieve image fusion. Based on the
probabilistic model [20,21], Shen proposed another MEF method by integrating the perceptual quality
measure [22]. In this method, the probability of the human visual system was modeled by contrast and
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color information, as well as the optimal fusion weight obtained by using the hierarchical multivariate
Gaussian conditional random field. This method can improve MEF performance and provide a better
visual experience for audiences. Gu introduced a new method for MEF that obtained the gradient
value of the pixel by maximizing the structure tensor [23]. The local gradient was used to represent
pixel contrast first. Then, the fused image was obtained by the inverse transformation of the gradient
field. Li established a multi-exposure image fusion model based on median filtering and recursive
filtering [24]. It made a comprehensive evaluation of different regions of the multi-exposure image and
fused those pixels from median filtering and recursive filtering over contrast, color, and brightness
exposure. This method reduced the computational complexity of effective fusion. On the basis
of the rank-one structure of low-dynamic-range (LDR) images, Tae-Hyun proposed a MEF image
algorithm [6]. This algorithm formulated HDR generation as a rank minimization problem (RMP)
that simultaneously estimated a set of geometric transformations to align LDR images and detected
both moving objects and under-/over-exposed regions. Since pixel-based MEF algorithms involved
averaging pixels to obtain fused pixels, this method reduced the sharpness and contrast, which affected
the visual quality of fused image.

Owing to the image patches, Song proposed a fusion method to suppress gradient inversion
by integrating the details of the local adaptive scene [25]. A variational method that combined color
matching and gradient information was proposed by Bertalmio to achieve image fusion [26]. It used
short- and long-exposure images to measure differences in edge information and local chromatic
aberrations, respectively. Zhang used the contrast standard to measure the quality of details in
the exposure and kept the details in intermediate images [27]. By combining intermediate images
seamlessly, an HDR image with rich details could be generated. According to the principle of
the structural similarity (SSIM) index [28], Ma proposed a structural patch decomposition-based
MEF for image fusion [3]. This method can produce noise-free weighted mapping, more natural
color information, and a high-quality fused image. Based on the decomposition of the image patch
structure [3], Ma introduced a color structural similarity (SSIMc) index to achieve multi-exposure
image fusion [29]. The source image spaces were explored in an iterative process by the gradient
ascent algorithm to search for an image with optimized SSIMc. Finally, a high-quality fused image
with a realistic structure and vivid color was obtained. Compared with pixel-based fusion methods,
patch-based fusion methods do not average pixels, but can obtain a fused image with better sharpness
and contrast. Since image patch size in patch-based fusion algorithms is fixed, it causes the fused image
to lose fine-detail information of the structure and texture in the multi-exposure source image sequence.

In order to obtain high-quality HDR images, this paper proposes an MEF algorithm based on
adaptive patch structure (APS-MEF), which retains more detailed information of the scene. First, input
multi-exposure source images are subjected to cartoon-texture decomposition, and the adaptive
decomposition of the image patch is realized by calculating the entropy of the image texture [30]. This is
helpful to improve the robustness of image patch decomposition. Then, three components, the signal
strength, signal structure, and mean intensity, are obtained by applying structural patch decomposition.
The initial fused image is obtained by processing three components separately. The decomposition
algorithm of the structural patch processes three color channels at the same time, which can capture
more color information of the source scene and obtain a more vivid fused image. Finally, the SSIMc
is applied to optimize the initial fused image to balance both local and overall brightness. The fused
image is consistent with the human visual system. Compared with five MEF methods in 24 different
scenes, the experiment results confirm that the proposed APS-MEF method can retain more detailed
information and generate high-quality fused images. Based on the adaptive selection of the image
patch size, the proposed fusion algorithm brings three main contributions to traditional MEF methods:

e [t uses texture entropy to evaluate image information, which has strong adaptability and
robustness.

e Itimplements the adaptive selection of image patch size by measuring texture entropy, which
enables the fused image to retain more detailed information of the source images.

141



Entropy 2018, 20, 935

e  Itcombines image cartoon-texture decomposition, image patch structure decomposition, and SSIM
index optimization to adjust the local brightness and makes fused images sharper and

more smooth.

The rest of this paper is organized as follows: Section 2 presents the APS-MEF algorithm in detail;
Section 3 discusses comparative experiments; and Section 4 concludes this paper.

2. MEF Framework Based on the Adaptive Selection of Image Patch Size

Based on the adaptive selection of image patch size, a novel MEF framework as shown in Figure 2
is proposed. First, texture-cartoon decomposition is applied to obtain image texture components.
Then, image texture entropy is calculated to achieve the adaptive selection of image patch size.
Third, the structural patch decomposition approach is utilized to obtain the initial fused image. Finally,
the color MEF structural similarity index is used to iteratively optimize the initial fused image to get

the final fused image.

Source image sequence Source image sequence

Adaptive
decomposition
source image

i Image texture components; sequence v Sk 3

: G| :
. | Sg—=Weighted average imp | K 1“»55 I—
: Texture entropy i / +— Weighted average il

r wp | Calculate SSIMc || VTl Quality | | gradient IIOLﬁnﬁZe
X AIEEIIS BLNG score ascent-based X

Fusion image

X Image patches Zk Mean intensity € Signal strength ~ SPD Structural patch decomposition |

Sk Signal structure X Fusion image patches X Initial fused image & The desired signal strength

7 The desired mean intensity S The desired signal structure

Figure 2. The proposed adaptive patch structure multi-exposure image fusion (APS-MEF) framework.
SSIMc: color structural similarity.
2.1. Image Cartoon-Texture Decomposition

The texture and cartoon components of the image describe the detailed and structured information,
respectively [31,32]. In the proposed fusion framework, texture and cartoon components are obtained
by decomposing input images. In this work, image texture decomposition is achieved by implementing
the regularization Vese-Osher (VO) model [33,34]. The VO model is shown as Equation (1):

inf {VOP (1,§) = [l + A I = udio(@) Iz + 11Zur | 1)

142



Entropy 2018, 20, 935

1
P P
where || §||;» = {] (\/&2 + g3) dxdy} represents the L” norm of g, the value of p being between

one and 10. The g = (g1,42) is a vector to represent digital images in G space, and A and yu are
regularization parameters. In Equation (1, the first term u is the cartoon component of the image.
The second term f — u — div (g) together with the third term ||g|| ensures that v = f —u ~ div (g),
which represents the image minus the rest of the cartoon. v is the texture component of the image.
When A — o0 and P — oo, then in the limit, f — u = div (§) almost everywhere for those §. Therefore,
in the limit, the middle part in Equation (1) will disappear, and the third part becomes || f — u/||, which
represents the texture component of the image. f represents the input image. The cartoon component
of image 1 can be obtained by the Euler-Lagrange equation, shown in Equation (2): Once the cartoon
component is obtained, the texture component can be simply calculated using v = f — u. Figure 3a
represents the source image, and Figure 3b is the texture component obtained by the VO model.
For more information, please refer to [34].

1. [V
u:ffaxglfayngrﬁdzv(WZ‘) 2)

a b

Figure 3. (a) The source image; (b) the texture component.
2.2. Adaptive Selection of Image Patch Size

The proposed adaptive selection of image patch size (APS) algorithm applies the statistical method
to the grayscale difference to calculate the entropy value of image texture features. The details of the
proposed APS algorithm are shown as the following steps:

Step 1: This converts image texture components into a grayscale image. The grayscale image is
shown in Figure 4a. (x, y) denotes a point in the image. A point that has quite a small distance from
(x,y) is denoted as (x + Ax,y + Ay). Its grayscale difference value can be represented as Equation (3).
Then, a grayscale differential image is obtained.

sa(xy) = g(x,y) — g(x + Ax,y + Ay) 3)

where g denotes the gray-value difference. Letting (x, ) move over the entire image, then a grayscale
differential image is obtained. Figure 4b is a grayscale differential image obtained by the gray
difference algorithm.

Step 2: Assuming that all possible values of the grayscale difference have m levels, it calculates
the entropy value of the image texture features. A histogram of g, is obtained by letting (x,y) move
over the entire image and counting the number of times for each value of ga. p (i) is the probability
value of each gray-level difference obtained from histogram statistics. The entropy value of image
texture is obtained by Equation (4).
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ent = — ép(i) log, [p()] @

Step 3: After iterating the above processes for all input images, this algorithm obtains the entropies
of all image texture features as {enty,enty, ..., ent,}, where n represents the number of input images.

Step 4: Adaptive selection of the image patch size is obtained, according to the entropy value of
the image texture feature. Based on the gray-level co-occurrence matrix, the obtained texture entropy
value can reflect the coarseness of image texture to a large extent. When the entropy value becomes
smaller, the texture is finer. On the contrary, when the entropy value becomes bigger, the texture is
coarser [35]. The optimal image patch size is closely related to the coarseness of image texture. When
image texture becomes coarser, a larger image patch size should be selected in image decomposition
to ensure the good performance of the texture structure in decomposed components. Conversely,
when image texture gets finer, a smaller image patch size should be selected to achieve a better texture
synthesis effect. In this paper, the coarseness of image texture is characterized according to the entropy
value of image texture, and the optimal image patch size is automatically selected. When the image
texture entropy value is small, this indicates that the texture is fine, and a larger image patch size
should be selected. When the image texture entropy value is larger, this indicates that the texture is
rough, and a smaller image patch size should be selected [36]. For the 24 sets of multi-exposure source
image sequences used in the experiment, a 16 size image patch size was selected for image fusion.
For each set of texture images, the image patch size is adjusted from large to small, and the fusion
result is compared to find a reasonable parameter range of the image patch size, as shown in Figure 5.
The abscissa represents the entropy of different texture images, arranged from small to large, and the
ordinate represents the optimal image patch parameters of the corresponding texture image. It can
be seen from Figure 5 that as the image texture entropy value increases, the optimal image patch size
parameter decreases, and the hyperbolic function can be used for fitting. The empirical formula for the
optimal image patch size is shown as Equation (5).

(ENT/10)ENT — (ENT/10) ENT
(ENT/10)*NT 4 (ENT/10) ENT

wSize = pSize x 0.1 X —ENT )

+ pSize x e
n
where ENT is the mean of image texture entropy values, ENT = % Y. ent;, pSize is the preset image

i=
patch decomposition size, and pSize = 21. Thus,the corresponding optimal matching patch size is
wSize X wSize.

a b

Figure 4. (a) The texture image in gray space; (b) the differential image.
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Figure 5. Relationship between image texture entropy and image patch size.

2.3. Structure Patch Decomposition and Structural Similarity Optimization for MEF

The image patches obtained by the APS algorithm are decomposed into three components
to obtain an initial fused image by using the structure patch decomposition algorithm [3,37].
Then, the initial fused image is optimized by the MEF-SSIMc algorithm [29] to obtain the final fused
image. Specifically, the algorithm details are shown as follows:

Step 1: Patches of the same spatial position are extracted from the image sequence processed by
the APS algorithm using a dynamic stride D.

Step 2: Three conceptually-irrelevant components, signal strength c;, signal structure s;, and mean
intensity /;, are obtained by applying the structure patch decomposition approach to an image patch.

Step 3: Three components are processed separately. The signal strength component is processed
first. As shown in Equation (6), the maximum signal strength of all source image patches in the same
spatial location is selected as the signal strength of the fused image patch. The local contrast determines
the texture and structure visibility of the local image patch. Generally, when local contrast becomes
higher, the visibility of the local image patch is better. In this paper, local contrast is directly related to
signal strength.

€= max ¢; = max ||| ©6)

where ||| represents the I; and £; is local contrast.

For signal structure s;, in order to make the fused image patch represent the structures of all source
image patches, a weighted average processing signal structure as shown in Equation (7) is applied.

Y7 S (%)si/¥f S (%)

§= . . @
17 S (&) si/ X' S (53|
where § (-) is a weighting function defined as S (%;) = ||%;||*. Similar to Equation (7), a weighted
average process as shown in Equation (8) is applied to mean intensity ;.
j_ N L(uil) L ®

Yita L (pi1i)

where L (-) defines a weighting function. It quantifies the well-exposedness of the local image patch in
the source image and performs the calculation using the Gaussian model.
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2 2
.~ 05 ,—05
L (pi li) = exp ((H 202 > - < 2072 > ) ©)
g i

where yi; and [; denote the global mean intensity of the source image and the local mean intensity of
current patch, respectively, and o and 0} are the Gaussian standard deviation. In this paper, oy and ¢
are 0.2 and 0.5, respectively.

Step 4: When ¢, §, and [ are calculated, a new uniquely fused image patch can be obtained
by recombination.

f=0-641 (10)

Step 5: In this fused framework, all source image sequences iterate Processes 1-4 above to obtain
all fused patches. Then, the fused patches are aggregated to achieve the initial fused image.

Step 6: In this step, the MEF-SSIMc algorithm [29] defines the structural similarity index (SSIM)
to evaluate the image patch quality.

(2uspy + C1) (209 + C2)
B+#+C) (F+02+G)

S({xit,y) = ( (11)

where {x;} = {x;|1 < i < n} represents the group of image patches at the same location in the sequence
of source images, j; and iy, represent the average intensity of fused image patch # and the referenced
image patch y, respectively, ¢Z and U’yz represent the local deviation of £ and y respectively, oy, is the
local covariance between £ and y, and C; and C, are small constants that satisfy C; > 0,C; > 0 to
avoid the algorithm becoming unstable when the denominator approaches zero.

Step 7: As shown in Equation (12), the fused image overall quality score is obtained by averaging
the SSIM index of fused image patches.

N
Q(fx} ) =5 LS ({RiXi} RyY) (12)
f=

where N represents the number of image patches, R; denotes a binary matrix, the number of its
columns is equal to the image dimension, the number of rows is equal to the patch size CN?, C is the
number of color channels, and N represents the patch size.

Step 8: The SSIM index is updated by using gradient iterations. As illustrated in Equation (13),
the SSIM index Y; obtained by the i-th iteration is improved by using the gradient ascent algorithm to
achieve image optimization.

Yip1 =Y FAVYQ ({Xi},Y) [y=y, (13)

where VyQ ({X;},Y) denotes the gradient of Q({X;},Y), and the details of calculating
VyQ ({X;},Y) are described in [29]. A denotes a step parameter controlling the speed of movement
in the image. When |Q;11 — Q;| <& = 107 is satisfied, the iteration stops, and the final fused image
is obtained.

3. Experiments and Analyses

3.1. Experiment Preparation

In this section, 24 sets of multi-exposure source image sequences that describe diverse scenes
containing different shades regions with disparate colors were used in comparative experiments.
All the source image sequences were collected by Ma [29] and can be downloaded form https:/ /ece.
uwaterloo.ca/~k29ma/. Ten different MEF methods, such as Brucel3 [12], Gul2 [23], Mertens07 [10],
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Shen14 [14], Mal7 [3], SSIM-MEEF [3,29], Proposed-8, Proposed-16, Proposed-24, and the proposed
APS-MEF solution were applied to 24 sets of multi-exposure source image sequences for comparison.
All of the fused images were either collected by Ma [29] or generated by open source codes. All the
experiments were programmed in MATLAB 2016a (MathWorks, Natick, MA, USA) on an Intel®
Core™ i7-7700k CPU @ 4.20-GHz desktop with 16.00 GB RAM.

Objective Evaluation Metrics

To evaluate quantitatively the quality of a fused image, a single evaluation metric cannot
fully reflect the quality of the fused image. Therefore, several metrics were applied to make as
comprehensive an evaluation as necessary. In these experiments, three objective evaluation indexes,
QAB /F 38,39], MI [40,41], and QCB [42,43], were selected to quantify the fused results of different
MEF methods.

As a gradient-based quality index, QAB/ F138,39] and MI [40,41] were used to measure the
edge information and the similarity between the fused image and the source images, respectively.
QCP [42,43], as a human perception-inspired fusion metric, was used to evaluate the human
visualization performance of the fused image.

3.2. Experiment Results and Analyses

Experiment Results of Six MEF Methods

We conducted the following comparative experiments to prove that the proposed APS-MEF
algorithm can achieve excellent fusion performance in human visual observation. Twenty four sets of
multi-exposure source images were fused by ten MEF methods, which were Brucel3 [12], Gul2 [23],
Mertens07 [10], Shen14 [14], Mal7 [3], SSIM-MEEF [3,29], Proposed-8, Proposed-16, Proposed-24,
and the proposed APS-MEF. The SSIM-MEF method is the result of the optimization of Ma1l7 [3]
using SSIM-MEF [29]. Proposed-8, Proposed-16, and Proposed-24 represent the fusion results of the
proposed algorithm using 8 x 8, 16 x 16,and 24 x 24 fixed image patch sizes, respectively. The selected
patch sizes of the 24 sets of multi-exposure images in the proposed APS-MEF algorithm are shown
in Table 1. In total, 240 fused images were obtained and divided into 24 groups according to the
scene content. Five sets were selected from the total of 24 sets of fused images for demonstration in
this paper.

Table 1. The selected patch sizes of the 24 sets of multi-exposure images.

Image Set Patch Size Image Set Patch Size
Arno 13 Balloons 15
BelgiumHouse 8 Cave 10
Chinese Garden 14 Church 9
Farmhouse 17 House 10
Kluki 12 Lamp 13
Landscape 12 Laurenziana 12
Lighthouse 12 MadisonCapitol 9
Mask 10 Office 17
Ostrow 18 Room 15
Set 13 Studio 12
Tower 15 Venice 10
Window 15 Yello wHall 18

All fused images of “Chinese Garden” obtained by ten different methods are illustrated in Figure 6.
Compared with Brucel3 [12], the fused image obtained by the proposed ASP-MEF contained more
structure and texture details in the pool and corridor areas, and it achieved excellent performance in
global contrast. Moreover, the fused image obtained by the proposed method had more vivid color
and comfortable visual effects than the fused ones of Gul2 [23] and Shen14 [14]. The color of the fused
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image obtained by Gul2 [23] was distorted; for example, the sky is gray in Figure 6¢. The fused image
produced by Shen14 [14] had sharp intensity changes and unnatural colors that were either saturated
or pale. According to the details of the fused images shown in Figure 6, the plants shown in the fused
images by Brucel3 [12] and Mal7 [3] had unclear structure and texture details. Although images fused
by Gul2 [23] and Shen14 [14] had good local details, the global visual effects were poor. The fused
image obtained by the SSIM-MEF [3,29] method had high saturation. Compared with other MEF
methods, the proposed APS-MEF method not only ensured the articulation of local details, but also
achieved contrast and color saturation that conformed to the human visual observation. In addition,
compared to the Proposed-8, Proposed-16, and Proposed-24 fusion methods, our proposed ASP-MEF
performed better with respect to the human visual system.

o
(g)SSIM-MEF (h)Proposed-8 (1)Proposed-16 (J)Proposed-24 (k)Proposed(wSiz

Figure 6. Visual comparison of the fused “Chinese Garden” between the proposed method and nine
existing methods.

The fused “Yellow Hall” images by the ten methods are shown in Figure 7. The fused image
obtained by Brucel3 [12] had poor overall brightness, and the details of dark regions shown in the
source images could not be well represented. Although Figure 7c,d shows good performance in global
contrast, both of them had distortions to varying degrees. The color saturation of stair areas shown in
the fused result of Gul2 [23] was poor. Due to the high sharpness of the fused image by Shen14 [14],
the edges of wall were unsmooth. The color appearances of the wall and stair areas in the fused images
by Mertens07 [10], Mal7 [3], and APS-MEF were relatively natural and consistent with the source
images. However, the edge details of portraits shown in the local enlarged areas of Figure 7d,f were
blurred, and the brightness was dark. The color saturation of the wall relief of the Proposed-24 method
fusion result was slightly worse than that of the proposed APS-MEF, SSIM-MEEF [3,29], Proposed-8,
and Proposed-16 methods. Compared to the proposed APS-MEF and SSIM-MEEF [3,29] methods,
the wall relief edge of the Proposed-8 and Proposed-16 fusion results was smoother. Although the
proposed APS-MEF and SSIM-MEF [3,29] method performed excellent in the color and local detail
of the image, the overall appearance of the proposed APS-MEF method fusion result was brighter.
Therefore, compared to the other nine fused results, the image fused by the proposed APS-MEF
method had clearer local texture details, as well as a brighter and warmer overall appearance.

The fused “Window” images are demonstrated in Figure 8. In the fused image obtained by
Brucel3 [12], the light brightness was weak, and the local area details of the window were blurred.
Compared to the fused images of Shen14 [14] and APS-MEEF, there were obviously black shadows
from the lights in Figure 8e and a black shadow on the wall. Besides, the structure and texture of
the scene outside the window were not obvious. In the fusion result of Gul2 [23], the colors of the
bed, wall, and portrait were obviously distorted. The chair shown in Figure 8d had a weak brightness
and blurry edge. The local enlargement of the fused image obtained by the Mal7 [3] method had a
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high exposure, and the detail information was blurred. Compared to the Proposed-8 and Proposed-16
methods, the proposed method was moderately bright. The fused images of the proposed method,
SSIM-MEF [3,29], and Proposed-24 were natural in color and brightness. The proposed method had
much clearer edge and structure details of the scene outside the window. Therefore, compared with
the other nine methods, the fused image obtained by the proposed method was more natural with
respect to human vision and had better local details.

~V 3"//4
7

o)

(g)SSIM-MEF (h)Proposed-8 (1)Proposed-16 (j)Proposed-24 (k)Proposed(wSize=18)

Figure 7. Visual comparison of the fused “Yellow Hall” between the proposed method and nine
existing methods.

(k)Proposed(wSize=15)

4
(g)SSIM-MEF (h)Proposed-8 (1)Proposed-16 ()Proposed-24

Figure 8. Visual comparison of the fused “Window” between the proposed method and nine
existing methods.

Figure 9 shows ten fused images of “Tower” generated by the ten different methods. Towers
in the fusion results of Brucel3 [12] and Mertens07 [10] were black and indistinct. The magnified
local images clearly show that the interior details of the tower were missing. Although the details of
the tower in Figure 9d are clear, the brightness of the clouds is overexposed, as well as the colors of
the clouds and sky are obviously distorted. The edge of the cloud in the fused image of Shen14 [14]
was too sharp. Moreover, the overall color was not soft, and the visual effect was poor. The fused
image obtained by Mal7 [3] had a high exposure for the the clouds, which weakened the detailed
texture information. The fused images obtained by the Proposed-16 and Proposed-24 methods were
similar to human visual perception. SSIM-MEF [3,29], Proposed-8, and the proposed method reached
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the best overall visual effect. It was difficult to distinguish the difference between the Proposed-16,
Proposed-24, SSIM-MEF [3,29], Proposed-8, and the proposed APS-MEF fusion results by human
visual observation.

(2)SSIM-MEF (h)Proposed-8 (1)Proposed-16 (j)Proposed-24 (k)Proposed(wSize=15)

Figure 9. Visual comparison of the fused “Tower” between the proposed method and nine
existing methods.

< e =
(g)SSIM-MEF (h)Proposed-8 (1)Proposed-16 (j)Proposed-24 Proposed(wSize=17)

Figure 10. Visual comparison of the fused “Farmhouse” between the proposed method and nine
existing methods.
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The ten fused images of “Farmhouse” are shown in Figure 10. As shown in Figure 10b, the overall
brightness of Bruce 13 [12] is weak, and the details of some dark areas cannot be well demonstrated.
The overall color and brightness of Gul2 [23] was natural, but the color of the marked area outside
the window was obviously distorted. The brightness of the bottom part shown in the fused images
obtained by Mertens07 [10] and Shen14 [14] was dark. At the same time, the colors of the small
ornaments were not natural. Compared with Mal7 [3], the fused image of the proposed method
presented more details outside the window. Compared with the SSIM-MEF [3,29] and Proposed-24
methods, the proposed method had moderate brightness. The fused images obtained by the Proposed-8
and Proposed-16 methods performed similarly to the human visual system. The fused image obtained
by the proposed method had the best overall performance in brightness, local detail processing, and
visual effect among all ten image fusion methods.

3.3. Objective Evaluation Metrics

In this paper, four objective evaluation indicators were used to evaluate the fusion performance
objectively from four aspects: edge preservation, similarity, human visual effects, and calculation time.
The average values of the 24 sets for the comparative experiments obtained by ten different methods
in three objective evaluation indexes are shown in Table 1. The objective evaluation results of the
24 sets of multi-exposure fusion images are shown in Figure 11. In Figure 11, the three bar charts
represent QAB/F MT and Q€ objective values, respectively. As can be seen from Figure 11, in all
of the comparison methods, our method ranks as the top two in most cases for the three objective
indicators and all 24 groups of multi-exposure image fusion problems. Concretely, the Q45/F index
scores of the proposed fusion results were ranked as top three in 20 groups. There were 16 groups
in which the MI scores of the proposed fusion results were ranked in the top three place. For the
QCB-index score, the proposed method had the top three highest scores in 22 groups. From Figure 11,
among the three objective evaluation indicators of all fusion results, the objective evaluation scores of
the proposed method were in the top three for 80% of the results, and the remaining 20% of the results
of the fusion objective scores were in the middle. This indicated that the proposed method could better
preserve the details of the source scene and obtain better human visual effects.

From Table 2, it is indicated that the fused image obtained by Shen14 [14] had the lowest value
for QAB/F and QCB. Except Gu12 [23], the MI value of Shen14 [14] was also lower than the other eight
fusion methods. This means that the fusion result of Shen14 [14] did not have good performance in
image edge processing and human visual effects. In Figures 6-8, the fused images of Shen14 [14]
have excessive sharpening, which leads to a poor visual effect and poor edge detail processing of
the local magnified region. The objective and subjective evaluations of Shen14 [14] were almost the
same. Compared with the other nine fusion methods, the MI value of Gul2 [23] was the lowest,
which indicates that the similarity between the fused image and source images was objectively the
worst. According to the previous subjective comparison, the fused images of Gul2 [23] shown in
Figures 6, 8 and 9 had a color distortion issue. The objective evaluation values indicate the same
result as the subjective comparison. The values of SSIM-MEF [3,29] in the chart were the result of
the optimization of Ma17 [3] using SSIM-MEE. It can be observed that the Q48/F and Q°F evaluation
scores of the optimized image were higher than the unoptimized image, which implies that the quality
of the image of Mal7 [3] was good after SSIM-MEF [3,29] optimization. As can be seen in Figure 6,
the color of the fusion image of SSIM-MEF was more natural than that of Mal7 [3], and the edge
detail of the tree were clearer. The same conclusion can be drawn from both subjective and objective
evaluation. Proposed-8, Proposed-16, and Proposed-24 differed with the proposed method only in the
size selection of image patches, but the objective indices of fused images were completely different.
Their values were lower than those of the proposed method and better than those of a few other
comparative experiments. It can be inferred that the method of adaptive structure selection was
superior to the method of fixed structure. The proposed ASP-MEF obtained the maximum values
in all three indexes. This confirms that the proposed method had good performance in edge detail
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processing and visual effect, and the fused image of proposed method had high similarity to the source
images. From Table 2, the calculation time of Shen14 [14] was the longest, Proposed-24 the second,
and the time difference of other methods was not obvious. Therefore, except for the Shen14 [14]
method, the difference in fusion complexity and efficiency of the remaining algorithms was not
significant. However, the proposed method performed better than the other methods in the other
three objective evaluation indicators. In addition, compared with the other nine methods, subjectively,
the proposed method also achieved optimal performance in color softness, brightness, and local detail
processing. In conclusion, the proposed method was the best in terms of both subjective comparison
and objective evaluation.

vs - a :QAB/l*

armo Beigimiiouse balloons Cave Chineseciarden Chureh Farmhouse house ki Lamp Landscape Lourenziana

Lgnthouse wadicen sk office ostrow Room set swdio Tower Venice Window vellohall

, b :MI

Acno BeiganHouse Balloons cane Chinesecarden Chureh, Farmhouse house. Kk L Landscape Lauremians

tghtnouse Madicur, W ol ostrow Room set Studio Tower Verice Windows Vel

os Q™

acno seigiamtouse salloons e Chinesearden Church Farmnouse house. Kk Lamp Landscape

Maicen Mask office ostrow Reom sl St Towes Veniee Window Vel

waun ertens07 Bshenta w7 s e eroposed & proposed 16 upropased 24 proposed

Figure 11. Objective evaluations of 24 source image sets in the MEF experimentation.
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Table 2. Objective evaluation of the ten MEF methods.

QAB/F MI QCB Time
Brucel3 0.66684 3.67199 0.57956 17.30s
Gul2 0.64301 2.61998 0.50975 13.60 s

Mertens07 ~ 0.71941  3.26387  0.57021 10.20's
Shen14 0.57109  2.93935 0.46300 57.27s
Mal7 0.71470  3.85767 0.57580 13.64s
SSIM-MEF  0.72586  3.67061 0.57730 15.93s
Proposed-8  0.65852 3.50575 0.53225 9.50's
Proposed-16  0.65863 3.53180 0.53234 14.11s
Proposed-24  0.65814 3.47528 0.53253 21.13s
Proposed 0.73623 3.91869 0.60737 14.12s

4. Conclusions

This paper proposes a novel MEF method named the adaptive patch structure-based MEF
(APS-MEF). First, texture-cartoon decomposition is applied to obtain image texture components.
Second, the image texture entropy is calculated to achieve the adaptive selection of image patch size.
Then, the structural patch decomposition approach is utilized to obtain the initial fused image. Finally,
the initial fused image is iteratively optimized by applying the color MEF structural similarity index
to obtain the final fused image. The proposed algorithm evaluates the local information by texture
entropy and adaptively selects image patch size, which allows the fused image to contain more detailed
information. The visual quality of the fused image is improved by combining the decomposition of the
image patch structure and the similarity index algorithm of the color image structure. The comparative
experiments show that the proposed APS-MEF fusion method can preserve more detailed information
and obtain better human visual effects.

The proposed APS-MEF uses SSIMc-MEF as the iterative optimization algorithm. However,
the iterative optimization algorithm is not suitable for real-time applications. In the future, an efficient
non-iterative optimization algorithm will be adopted to improve the efficiency of the fusion algorithm.
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Abstract: Animage encryption algorithm is presented in this paper based on a chaotic map. Different
from traditional methods based on the permutation-diffusion structure, the keystream here depends
on both secret keys and the pre-processed image. In particular, in the permutation stage, a middle
parameter is designed to revise the outputs of the chaotic map, yielding a temporal delay phenomena.
Then, diffusion operation is applied after a group of random numbers is inserted into the permuted
image. Therefore, the gray distribution can be changed and is different from that of the plain-image.
This insertion acts as a one-time pad. Moreover, the keystream for the diffusion operation is designed
to be influenced by secret keys assigned in the permutation stage. As a result, the two stages are mixed
together to strengthen entirety. Experimental tests also suggest that our algorithm, permutation—
insertion—diffusion (PID), performs better when expecting secure communications for images.

Keywords: image encryption; time-delay; random insertion; information entropy; chaotic map

1. Introduction

With fast development of computer and network technologies, digital information (multimedia)
modalities (such as images, video, and audio) have been widely adopted for daily communication.
Among these, image analysis is a most direct and simple way to learn and understand the natural
world. Images are increasingly transformed over networks every day, according to the Google
analysis. Images and applications utilizing image processing are used in many fields, such as medicine,
education, and aerospace, to name a few. However, illegal attackers may visit, read, or intercept our
transmitted information.

Cryptology can be utilized to develop methods for secure transmission of images. However,
images are different from text files, and have many unique characteristics, such as bulk data capacity,
high redundancy, and strong inter-pixel correlation. As a result, traditional encryption algorithms such
as DES, AES, and IDEA are not suitable for secure encoding of images. Development of algorithms
for effective image encryption remains an important priority in the fields of computer science
and communications. Recently, chaos-based image encryption schemes have received considerable
attention; these methods allow for hiding image-related information accounting for the desirable
properties [1,2] of extreme sensitivity to initial conditions, ergodicity, and pseudo-randomness of
chaos systems (maps). As early as 1998, Fridrich [3] proposed an image encryption method that used
a two-dimensional chaotic map. In what follows, many encryption algorithms have been designed,
which fully or partially utilize the Fridrich structure (i.e., permutation—diffusion). For example, a
bit-level image encryption algorithm [4] was proposed based on piecewise linear chaotic maps, in
which a diffusion strategy was introduced followed by a permutation of bits for each value. Quantum
chaotic map [5] with a diffusion-permutation architecture-based image encryption algorithm has been
presented. Norouzi et al. designed diffusion-only image encryption schemes [6,7]. The test results
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show high sensitivity and high complexity. The behavior of quantum walks was proved [8] to be
chaotic, and a permutation-based image encryption algorithm has been proposed. It calculates the sum
of the plain-image and uses the resulting value to diffuse the image’s pixels. Furthermore, to enhance
the sensitivity of the encryption method, a quantum hash function is taken to act as a hash function for
the privacy amplification process [9]. Exclusive OR (XOR) as a diffusion operation and shuffling as
a permutation are then applied to the plain-image and yield a cipher-image with a new encryption
structure. A unique and more distinctive encryption algorithm is proposed based on the complexity
of a highly nonlinear S box in Flesnelet domain [10]. DNA-based image encryption methods [11-13]
and other similar architectures [14-22] have also been presented as encryption techniques to ensure
communication of images.

However, some schemes have been found to be insecure. For example, Li [23] evaluated a class of
permutation-only encryption algorithms. Using a known(chosen)-plaintext attack, the plain-image
could be recovered if the encryption algorithm [24] was used. Furthermore, it was shown how
permutation-only image encryption schemes can be broken with little computation complexity [25,26].
Eslami and Bakhshandeh [27] designed a new image encryption to promote the plain-text sensitivity
and to enhance the diffusion performance. However, the keystream used in that diffusion was not
related to the plain-image. As a result, Akhavan et al [28] re-evaluated the security and broke it
successfully using a chosen plain-text attack [27]. Other cryptanalysis methods [29-32] have been
proposed as well.

To solve the above security problem and to enhance the connection between the plain-image and
the keystream, a novel chaotic image encryption scheme, named permutation—insertion—diffusion
(PID), is proposed in this paper. A middle parameter is designed to revise the outputs of the chaotic
map, acting like a time-delay phenomena. To enhance the security of the Fridrich structure, especially
the shortcoming of unchanged gray values before the diffusion operation [33,34], a group of random
numbers are inserted in the pre-encrypted image to rewrite the gray distribution followed by the
diffusion encryption. As a result, the proposed algorithm can be seen as a one-time pad. The rest of
this paper is organized as follows. The proposed cryptosystem is described after an introduction of a
chaotic map. Then, some experimental results are shown by using our method. After that, security
analyses are evaluated to explain the better performance of our scheme. Finally, conclusions are drawn
followed by a discussion.

2. The Proposed Cryptosystem

A two-dimensional (2D) chaotic map, called a 2D Sine Logistic modulation map (2D-SLMM), was
studied in [34]. The map is defined by

. . 1
Yir = u(sin(mxi) + 0)yi(1—1),i = 0,1,2+-, @

{ Xip1 = u(sin(7y;) +0)x;(1 - x;),
where u € [0,1], v € [0,3]. To enhance the nonlinearity and the randomness, parameter v is set to
modulate the output of the Logistic map. When we let v be close to 3, the output pairs (X1, Yi1)
of 2D-LASM distribute in the whole data range of the 2D phase plane. Thus, v is set to be 3 [34] in
2D-SLMM to display good chaotic performance. Figure 1 shows the chaotic orbit for the 2D-SLMM
output. A detailed description of the map is provided in [34].
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Figure 1. Chaotic dynamics in the 2D-SLMM map.
2.1. Image Cryptosystem

To deduce the strong correlation among adjacent pixels in the plain-image, pixel shuffling is
considered as a first step. Let P be an m X n plain-image, and randomly set initial conditions u = 0.9966,
v = 3.000, xop = 0.4237 and yp = 0.1784 in the permutation stage. Then, after a certain number
of iterations, two sets {x;} and {y;} are obtained. To generate a keystream with a time-delay-like
phenomenon, the following operations are performed:

s=1+1Py,
t=[y; x 10" + 5] mod 7 +1,
Xi = Xitt, )

hi = [3%; x 10T mod n +1,i =1,2,---,
lj = [5%; x 10 mod m+1,j =1,2,-- -,

where [a] corresponds to the floor operation on 4, and ¢ is a time-delay factor. As a result, we obtain
H={h,hy,- hw}tand L = {I3,1,- - ,1,} for circular permutations of row and column. Assume
that the permuted image is T after permutation encryption.

If permutation-only operation is applied to a plain-image, then the gray distribution of the
permuted image is the same as that of the plain-image. Moreover, encryption schemes in this family
were found to be insecure. To enhance the security level of the proposed algorithm, random numbers
are inserted into the image T before the first row with a random row a and the first column with a
random column b. A new image B is obtained, with the dimensions of (m + 1) x (n+1). As a result,
the gray distribution of B is different from that of image P. Fortunately, the insertion function acts as a
one-time pad owing to the random numbers being generated anew each time. For example, vector
a = {3,8,9,20} may become a = {11,34,5,7} randomly with a four-dimension. Thus, the obtained
cipher-images are different, even if the encryption is performed on the same plain-image in different
communications.

To determine the relationship between the different pixels in the cipher-image, diffusion is further
used to encrypt the permuted image B. Again, random initial conditions are set as u = 0.9966,
v = 3.000, £y = 0.6028 and #jp = 0.1883 in the diffusion stage, and the chaotic map is iterated. Then,
a chaotic matrix M with the same size as B is obtained after a certain number of iterations. To revise
the gray distribution, the following operation is performed on the matrix rows:
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D = B + M mod 256,
r = [(x0+yo) x 107 mod 7 + 1, 3)
Ci=Ciq+rM;+D;mod 256,i = 1,2, ,m+1,

where C;, M;, and D; represent the row vectors of C, M, and D, respectively. Cy is a constant vector.
Finally, a cipher-image C is obtained. It is noted that, before the diffusion operation, a rewriting
operation for the permuted image B should be performed, which overcomes the shortcoming of the
Fridrich structure and enhances the encryption security. Considering a similar function in the case of
columns, the above function by row is applied again, this time on the columns of image C, and the
following cipher-image E is obtained:

{ F = C 4+ M mod 256, @

E]- = E]',l +1’M]' Jer mod 256, =1,2,--- ,n+1.

2.2. Encryption Steps

As described above, the proposed encryption scheme can be summarized in the following steps,
with the symmetric PID structure:

Step 1. Read the plain-image as P and obtain its size m x n.

Step 2. Compute the sum s over the plain-image.

Step 3. Generate the two sets H and L by simulating a time-delay phenomena.

Step 4. Apply circular permutation to both rows and columns, and obtain T.

Step 5. Insert random numbers into the permuted image T and obtain B by simulating a one-time pad.
Step 6. Iterate the chaotic map again and obtain matrix M.

Step 7. Apply the diffusion operation to revise the gray distribution, on both row and column dimensions.
Step 8.  Obtain the cipher-image E.

2.3. Decryption

Owing to the symmetric cryptosystem nature of our method, image decryption can be performed
by applying the same steps in reverse, starting from the ciphered image and ending up with the plain
image. Using correct keys, the diffusion operation is firstly applied, followed by the permutation
operations in the reverse order.

3. Experimental Results

Three images were randomly chosen, tests were performed using our proposed method, and the
results are reported in this section. The test was implemented in Matlab 2011b running on Windows 7
(Notebook with Intel(R) Core(TM) i3-2350, 2.30 GHz CPU). To increase the security, the PID process
was applied twice to each image. Then, the former 100 iteration results for the chaotic map were
deleted to avoid harmful effects. Figure 2 shows the plain-images, corresponding cipher-images, and
their decrypted results. It is clear that these cipher-images contain no useful image-related information,
compared with their corresponding plain-images.
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(8) (h)

Figure 2. Experimental tests: (a) plain-image of Tree; (b) cipher-image of Tree; (c) decrypted image of

Tree; (d) plain-image of Lake; (e) cipher-image of Lake; (f) decrypted image of Lake; (g) plain-image of
Building; (h) cipher-image of Building; (i) decrypted image of Building.

4. Security Analyses

4.1. Key Space Analysis

The key space corresponds to the space of all combinations of keys that can be used in a certain
encryption scheme. Here, there are four keys, i.e., xo, yo, £, Jo, not including the parameters u, v.
The key space becomes as large as 10°° az 2180 if the precision is set to 10714, As a result, it is difficult
to conduct a successful brute-force.

4.2. Histogram Analysis

To reduce the chance of attack and to efficiently hide the information of a plain-image, the
histogram of the corresponding cipher-image should be uniform and significantly distinct from that of
the plain-image. Figure 3 shows the histograms for the images of Lena, Baboon, Boat, and Peppers
before and after using our encryption scheme. It is clear that the histograms of the encrypted images
are flat. Thus, successful attacks are impossible.
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Figure 3. Histograms of: (a) the plain-image of Lena; (b) the cipher-image of Lena; (c) the plain-image
of Baboon; (d) the cipher-image of Baboon; (e) the plain-image of Boat; (f) the cipher-image of Boat;
(g) the plain-image of Peppers; (h) the cipher-image of Peppers.
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4.3. Information Entropy Analysis

Information entropy [1] is an efficient measure of the randomness of an input image (message).
This measure can be defined using the following equation:

L-1

E(m) = E P(mz)Zngp(m),
i=0 t

®)

where L = 2 is the total number of states of the tested message (k = 8 for a gray level image).
Here, we tested four images, and the results are listed in Table 1 (using code “entropy” in Matlab).
We conclude that the information entropy indicates that it is difficult to conduct a successful attack
because the values of the information entropy for the cipher-images are close to a theoretical value
of 8 [35,36]. The random numbers inserted into the image in each encryption, so the values of
the information entropy would be changed very slightly each time. Figure 4 shows the results for
encrypting Lena and Boat at different times.

Table 1. Information entropy tests.

Test Images Plain-Image Cipher-Image

Lena 7.4532 7.9970
Boat 7.1238 7.9993
Peppers 7.5715 7.9992
Baboon 7.3579 7.9993

7.999

7.998

7.997

7.996 b

7.995 B

7.994 b

7.993 I I I I I I I I I
0 2 4 6 8 10 12 14 16 18 20

Figure 4. Information entropy at different times of encryption.
4.4. Key Sensitivity Analysis

A good image encryption algorithm should be very sensitive to all of the keys used. We tested our
algorithm on the image of Lena, and the results are listed in Figure 5. Figure 5a-d shows the incorrect
decryption from the cipher-image with a small change (i.e., 1071%) added in keys xq, yo, %o, and 7o,
respectively. Therefore, the proposed image encryption algorithm possesses a high key sensitivity and
can frustrate brute-force attackers.
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(0) (d)

Figure 5. Key sensitivity tests for Lena: (a) decryption with xq 4+ 107!4; (b) decryption with yo + 1071%;
(c) decryption with £ + 10714; (d) decryption with §y + 10714,

4.5. Differential Analysis

To test the sensitivity of the proposed encryption method to a small change, even one bit, in the
plain-image, we used two common measures [37,38], the number of pixel change rate (NPCR) and the
unified average changing intensity (UACI). The measures are defined as follows:

Dl
Npcr = Zd P a0, ©)
mXxXn
_ 1 |C" (i, j) — C(i, j)| 0
UACL = ——— IZ]; 555 x 100%, 7)

. 0, if C'(i,j) = C(i,)),
D(i,j) = 1, otherwise, ®)
where C’ and C are two cipher-images corresponding to the same plain-images differing only in one
bit. The results of this test are listed in Table 2 for a change in the value of the (100,89) position. The

results in Table 2 show that our method has high sensitivity to changes in the plain-images because the
values are nearly ideal [39].
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Table 2. Sensitivity tests.

Test Images UACI ~ NPCR

Lena 33.3537  99.6109
Boat 33.4899  99.5900
Peppers 33.5186  99.6044
Baboon 33.5280  99.6136

UACI: unified average changing intensity; NPCR: number of pixel change rate.

4.6. Run Test for Randomness

The run test mainly examines whether the probability of an event is random. In Matlab software,
“runstest” performs a run test on a given sequence X. This is a test of the hypothesis that the values
in X come in a random order. If the sequence is random, then the test result is 0, or the result is
1. By using our algorithm, the test results are listed in Table 3. Therefore, the outputs show good
statistical randomness.

Table 3. Run test for randomness.

Images Lena Peppers Boat Baboon
Results 0 0 0 0
Randomness  Pass Pass Pass Pass

4.7. Comparisons

To make a comparison, information entropy was taken to measure the randomness of different
plain-images and their corresponding cipher-images. Here, a color image of Lena was selected for
comparison with some methods [1,38,40]. The results are given in Table 4 for tests on cipher-images.
Obviously, the information entropy values are close to the ideal value of 8 for our proposed scheme.
Furthermore, computational complexity is an important metric for measuring the efficiency of the
designed algorithm. Table 5 compares the proposed algorithm with some recent references, for different
sizes. Considering key size, information entropy, and running speed, Table 6 displays the comparisons
for some of other methods [41-45], where information entropy is tested for a cipher-image. Thus, our
method can show good performance to satisfy a real-time communication.

Table 4. Comparisons of information entropy.

Channels R G B Average

Ref. [1] 7.9903 79890 7.9893  7.9895
Ref. [38] 79871 7.9881 7.9878  7.9877
Ref. [40] 79278 79744 79705  7.9576
Ref. [46]  7.9969 7.9974 7.9970  7.9971
Ref. [47] 79895 7.9897 79893  7.9895
Ref. [48]  7.9968 7.9970 7.9972  7.9970

Ours 7.9977 7.9973 7.9975  7.9975

Table 5. Comparisons of speed performance.

Sizes Ref. [46] Ref. [47] Ref. [48] Ours

256 x 256 0.1641s  0.0552s  0.0671s  0.0312s
512x 512 0.6630s  0.2031s  0.2293s  0.1373s
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Table 6. Comparisons by gray Boat image.

Sizes Key Size Information Entropy Running Speed Software

[41] 2298 7.9993 21.684 s Matlab
[44] 2128 7.9993 5.960 s Matlab
ours 2186 7.9992 0.137 s Matlab

5. Discussion and Conclusions

In this paper, an image encryption scheme was proposed that utilizes a chaotic map. This paper
makes four significant and novel contributions: (1) The keystream used in the permutation stage is
affected by the plain-image, (2) a time-delay phenomenon is simulated and constructed for choosing
chaotic outputs, (3) a group of random numbers are inserted into the permuted image before diffusion,
and (4) the keystream used in the diffusion stage is affected by the keys assigned in the permutation
stage. According to the results of some tests and security analyses, the proposed image encryption
scheme exhibits a good performance and is suitable for application in secure communications.

An image encryption algorithm based on time-delay and random insertion with a PID structure
was investigated in this paper. With the help of chaotic map as key generator and its inherent properties,
time-delay was simulated by outputs of chaotic map. Then, random numbers are inserted before
diffusion operation to remedy the shortcoming of Fridrich structure. Compared with previous works,
the proposed image encryption algorithm has the following features:

(1)  High sensitivity to keys and the plain-image.

(2) Time-delay phenomenon is simulated according to outputs of the chaotic map.

(3)  One-time pad is designed by inserting random numbers before diffusion.

(4)  The keystream used in the diffusion stage is affected by keys assigned in the permutation stage.
(5)  Faster speed to implement the encryption.
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Abstract: Uncertainty assessment techniques have been extensively applied as an estimate of accuracy
to compensate for weaknesses with traditional approaches. Traditional approaches to mapping
accuracy assessment have been based on a confusion matrix, and hence are not only dependent on
the availability of test data but also incapable of capturing the spatial variation in classification error.
Here, we apply and compare two uncertainty assessment techniques that do not rely on test data
availability and enable the spatial characterisation of classification accuracy before the validation
phase, promoting the assessment of error propagation within the classified imagery products. We
compared the performance of emerging deep neural network (DNN) with the popular random forest
(RF) technique. Uncertainty assessment was implemented by calculating the Shannon entropy of
class probabilities predicted by DNN and RF for every pixel. The classification uncertainties of DNN
and RF were quantified for two different hyperspectral image datasets—Salinas and Indian Pines.
We then compared the uncertainty against the classification accuracy of the techniques represented
by a modified root mean square error (RMSE). The results indicate that considering modified RMSE
values for various sample sizes of both datasets, the derived entropy based on the DNN algorithm is
a better estimate of classification accuracy and hence provides a superior uncertainty estimate at the
pixel level.

Keywords: uncertainty assessment; deep neural network; random forest; Shannon entropy

1. Introduction

Assessing and mapping the state of the Earth’s surface is a key requirement for many global
researches in the context of natural resources management [1], natural hazards modelling [2,3], urban
planning [4,5] etc., where all these mapping products need to be validated [6,7]. With the initiation of
more advanced digital satellite remote sensing techniques, accuracy assessment of emerging methods
has received major interest [6]. The conventional way to report classification and/or prediction of map
accuracy is through an error matrix estimated from a test dataset, which is independent of the training
process [8]. Accuracy metrics such as Cohen’s Kappa coefficient [9], overall accuracy (OA) [7] and
class-specific measures such as user’s and producer’s accuracies are usually estimated based on an
error matrix [10]. However, it is not clear how these accuracy metrics relate to per-pixel accuracy [11]
as these types of accuracy metrics are incapable of understanding the spatial variation of classification
accuracies despite its importance in modelling spatial phenomena [12,13].

Different approaches have been proposed to characterise the quality of classified maps at the
local scale [8]. One method is to apply empirical models to link classification accuracy (dependent
variable) to different independent (predictor) variables, such as land cover class [14,15]. As the
dependent variable is dichotomous (i.e., classified correctly or not), logistic regression is the most

Entropy 2019, 21, 78; doi:10.3390/21010078 168 www.mdpi.com/journal/entropy



Entropy 2019, 21,78

frequently applied algorithm for this purpose. Another approach to characterizing map quality at the
local scale involves spatial interpolation of classification accuracy of the test dataset [16]. The most
recent approach is introduced by Khatami et al. [8], built on Stehman [17]. Here, a per-pixel accuracy
prediction is implemented by applying different accuracy prediction methods based on four factors,
including predictive domain (spatial or spectral), interpolation function (constant, linear, Gaussian,
and logistic), incorporation of class information (interpolating each class separately versus grouping
them together), and sample size. The fourth and most popular approach [8] is to use the probabilities
of class memberships or prediction strength (i.e., tree votes in the random forest (RF) or probabilities
in neural networks) as indicators of classification uncertainty. The idea is that for a certain pixel,
the greater the probability of class membership for a given labelled class, the lower the uncertainty
associated with that class and analytical functions can be used to quantify the uncertainty measures
instead of using only the membership value of the most probable class. Examples of these functions
include ignorance uncertainty [18], Shannon entropy [19,20], and «-quadratic entropy and maximum
probability [21], where entropy summarizes the information from membership values of all classes.

Uncertainty assessment techniques can provide an uncertainty map as a spatial approximator
of classification accuracy, which can be used to locate and segregate unreliable pixel-level class
allocations from reliable ones. In addition, this approach is independent of test data availability.
This uncertainty assessment may be implemented using two types of classification approaches:
unsupervised schemes using no training dataset [22,23], and supervised schemes [19,24-26]. Although
unsupervised approaches can be applied regardless of the training dataset availability (i.e., by applying
unsupervised algorithms), their relevant uncertainty assessment results may be misleading due to
incorrect classification of pixels. In terms of supervised methods, various algorithms have been
applied to evaluate the uncertainty of correct/incorrect classified pixels including RF as one of the
most popular algorithms. RF [27,28] has a rich and successful history in machine learning including
applications in hyperspectral image classification [29-33] and uncertainty assessment [34-36]. It
has been demonstrated to outperform most state-of-the-art learners when it comes to handling
high-dimensional data [37], such as hyperspectral image datasets. Nonetheless, we assumed that
considering high-dimensional hyperspectral data, newly emerging deep learning algorithms may
be efficient for uncertainty assessment, but they have been rarely applied for this purpose. On the
other hand, the deep learning algorithms have also been found to be more accurate than traditional
algorithms, especially for image classification [38—40]. Further, with multiple layers of processing, they
may extract more abstract, invariant features of data, which is considered beneficial for uncertainty
assessment studies.

Uncertainty assessment techniques have been repeatedly applied to assess the quality of
hyperspectral image classification [23,41,42]. While deep learning has attracted broad attention as a
classification algorithm [43-46], it has not been applied to uncertainty assessment of hyperspectral
image classification nor compared to other methods. Thus, here we aim to apply deep neural network
(DNN) for uncertainty assessment of correct/incorrect classification for every pixel and then compare
it with RE. Due to its high performance in uncertainty assessment studies, the RF algorithm provides an
appropriate benchmark for comparing the performance of uncertainty assessment derived from deep
learning. This paper aims to explore, quantify and compare the capability of DNN and RF algorithms
for uncertainty assessment of hyperspectral imagery using two different hyperspectral datasets. To this
end, by applying DNN in this study, we compare the uncertainty assessment of hyperspectral image
classification using probability values derived from deep learning neurons and popularity votes of RF
trees combined with uncertainty values using Shannon entropy.
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2. Methods and Dataset

2.1. Method

This study followed two major steps (Figure 1). In step 1, the whole dataset was randomly divided
into training (50%) and test data (50%). For each dataset, the hyper-parameters of the optimum DNN
and RF algorithms (Table 1) were configured using a 5-fold cross-validation of the training data in
the pre-processing stage. This was done only for hyper-parameters with a significant effect on the
datasets and the remaining hyper-parameters were kept at the default values. Although test data
were always a constant sub-set of the whole dataset, the training procedure was done using different
portions of training sample (i.e., 10%, 20%, ..., 100%) to assess the effects of training sample size in
uncertainty assessment. Thus, the training sample itself was sliced into 10 equal random portions,
and then applied for training the tuned algorithms. The algorithms were then trained 10 times each,
from 10% to 100%, every time by a 10% increase of training samples, i.e., x = {10%, 20%, ... , 100%},
where x is a set of applied training samples. Here, the test dataset was always the same. In addition, to
achieve more consistent results and to account for sensitivity analysis, each algorithm was applied in
five consecutive runs, where the sampling strategy was the same but the locations of initial sampling
seeds (i.e., random training (50%) and test data (50%)) were modified by a different random function.
As the hyper-parameters of the DNN and RF algorithms were optimised using a validation sample,
they were not modified for the other sample sizes. Here, for both DNN and RF, the probability of
belonging to each possible class was estimated for every pixel and used to compute the uncertainty of
classification for the pixel using Shannon entropy [20], where entropy represents uncertainty in this
research [8].

Table 1. The optimised hyper-parameters of DNN and RF using 5-fold cross-validation data for
uncertainty assessment.

Algorithm Hyper-Parameter Description Salinas Indian Pines

DNN hidden Hidden layer sizes (100, 100) (200, 200)
How many times the dataset
DNN epoch should be iterated (streamed) 300 300
DNN activation Act}vanon function f9r “Maxout” “Maxout”
non-linear transformation.
DNN stopping metric A metric that is used as a “RMSE” “RMSE”
stopping criterion
Only allows strong values to

DNN 11 . 0.0001 0.0001
survives
DNN b Prevents any single w.e1ght 0.001 0.001
from getting too big
DNN epsilon Prevents getting stuck in local 1% e-10 1 % e-10
optima
RF ntree Number of trees to grow 100 100
RF miry Number of variables available 14 15

for splitting at each tree node

* For deep learning, this optimisation is done using “Grid Search” by h20.grid() function, and for random forest it
has been done manually for the number of trees while tunerf() function is used to optimise mtry.

In step 2, for a better demonstration of classification performance considering the low and high
uncertainty values, we mapped the uncertainty outputs along with the mode of correct/incorrect
classified test pixels for all applied training samples (i.e., from 10% to 100%). Whenever an optimised
algorithm is applied in the context of uncertainty assessment, the uncertainty value for a correctly
classified pixel should be minimised (i.e., “0”) while it should be maximised (i.e., “1”) for misclassified
pixels. Thus, we then calculated root mean square error (RMSE) of every prediction implemented by
each algorithm [20] to quantify the degree of deviation from this optimum state. For this purpose,
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entropy values were normalised between 0 and 1. This whole process was implemented in R [47] using
three major packages namely “H20” [48], “randomforest” [49], and “entropy” [50].

1% step) [ 2" Step
Entropy R Package
Tuning classifiers DNN
H20 R RandomForest R
Package Package
DNN classifier RF classifier

| Training sample: |
%,..-100%} |

uncertainty values

Classification

Estimating mean class |
entropy

(Probability)
\ retrieval |

RMSE estimation
J J

Figure 1. Flowchart of methodology implementation labelled with the main R packages utilized.

\ retrieval |

2.1.1. Supervised Uncertainty Assessment Approach

The most popular and accurate way of uncertainty assessment is based on a supervised scheme
using a machine learning algorithm. Here, we implemented a model that can assess the uncertainty
values of a classified hyperspectral image containing various class labels. We first collected ground
truth data labelled with their class categories such as corn, grass, hay, oats, and soybean. During
training, the algorithm was provided with a training example and produced a response in the form
of a vector of probabilities, one for each class. Then, the best-case scenarios would be the highest
probability score for one class and the lowest possible probability score for the other remaining classes.
The least desirable case, on the other hand, would be equal probability scores for all the existing class
labels (Figure 2). We then computed the uncertainty of probability scores for all potential class labels
for a pixel by using entropy. An ideal algorithm, for uncertainty assessment, is not only capable of
classifying input data with the highest possible accuracy but also capable of producing class labels
with low uncertainty for correctly classified pixels and vice versa.
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Probability Score

-

Probability Score

corn grass hay oats soybean com grass hay oats soybean

Class Labels Class Labels
@ (b)
Figure 2. The best-case scenarios for every pixel representing low uncertainty (a) versus the worst-case
scenario denoting high uncertainty (b). The other instances would be intermediate states of these two.

In this study, the uncertainty derived from deep learning neurons and popularity votes of RF trees
was quantified using Shannon entropy [51]. Entropy summarizes the information from membership
values of all classes using Equation (1):

h
ex=—) Pilog,P; (1)
i=1
where P; is the probability of class membership for h class labels. Further, the selection of the logarithm
base is unimportant, as it only affects the units of entropy [25].

2.1.2. Deep Neural Network (DNN)

The deep learning algorithm applied in this research is based on R studio deep neural network
(DNN) from H2O package [48], which is a feed-forward artificial neural network, trained with
stochastic gradient descent using backpropagation. Here, multiple layers of hidden units were applied
between the inputs and the outputs of the model [52-54].

Each hidden unit, j, typically uses the logistic function {3 the closely related hyperbolic tangent is
also often used and any function with a well-behaved derivative can be used) to map its outputsing y;

total input from x;:
1
=B(x) = ———— 5
Yi B (X]) 14+e % ( )
For multiclass classification, such as our problem of hyperspectral image classification, output
unit j converts its total input, x;, into a class probability, Pj, by using a normalised exponential function

named “softmax”:
exp (X))

" Ehexp(Xp)
where h is an index over all classes. DNNs are discriminatively trained by backpropagating derivatives
of a cost function that measure the discrepancy between the target outputs and the actual outputs
produced for each training case [55]. When using the softmax output function, the natural cost function
C is the cross-entropy between the target probabilities d and the softmax outputs, P:

®)

C:_Zdjlnpj (4)

where the target probabilities, typically taking values of one or zero, are the supervised information
provided to train the DNN algorithm.
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2.1.3. Random Forests as a Benchmark

To measure and quantify DNN performance for uncertainty assessment of hyperspectral
classification, we implemented the RF algorithm applied to the same datasets [49]. The RF algorithm
provides an appropriate benchmark for assessing the performance of the DNN scheme because of its
high performance found in hyperspectral data classification [30-32,56,57]. RF is also computationally
efficient and suitable for training datasets with many variables and can solve multiclass classification
problems [58]. We compared the uncertainty assessment results of DNN and RF using two
different datasets.

2.1.4. RMSE of Uncertainty Assessment

RMSE is the standard deviation of the residuals (prediction errors). Here, RMSE demonstrates
standard deviation of prediction for correct and erroneous estimates of test dataset. In other words, it
explains how concentrated the data are around the line of best fit considering entropy of correct and

erroneous estimates:
n

RMSE = /Y (e —0)*/n (5)
i=1

where e represents the estimated entropy value from “0” (minimum entropy value) to “1” (maximum
entropy value) after normalisation; o represents classification result for the observed values, which is
“1” for erroneous predictions and “0” for correct answers. Here, RMSE is applied as a goodness of fit for
uncertainty assessment results. Therefore, the best-case scenarios would be those classification cases
where the algorithm is at both the maximum confidence and accuracy (¢ = 0 and 0 = 0) or minimum
confidence and minimum accuracy (¢ = 1 and o = 1). The worst-case scenarios, however, occurs when
the algorithm is at minimum confidence and maximum accuracy (¢ = 1 and o = 0) or vice versa (¢ = 0
and o = 1). Table 2 demonstrates the intuitions behind the proposed RMSE.

Table 2. The intuition behind the proposed RMSE.

Best-Case Scenarios e [ RMSE Worst-Case Scenarios e o RMSE
Positive 0 0 0 Positive 0 1 1
Negative 1 1 0 Negative 1 0 1

* All other instances fall within intermediate states.

2.2. Datasets

In this study, two widely used hyperspectral datasets including the Salinas [59-61] and Indian
Pines [59,62,63] image datasets were used (Table 3) and divided into validation, train and test samples
(Figure 3). Both datasets contain noisy bands due to dense water vapour, atmospheric effects, and
sensor noise. These datasets are all available at http://www.ehu.eus/ccwintco/index.php?title%20=
%20Hyperspectral_Remote_Sensing_Scenes.

Table 3. The major attributes of the hyperspectral datasets.

Dataset Sensor Total Bands  Excluded Bands  Number of Classes Dimension Resolution
Salinas AVIRIS 224 20 16 512 x 217 20 metre
Indian Pines AVIRIS 224 24 16 145 x 145 20 metre

The Salinas image consists of 224 bands and each band contains 512 x 217 pixels covering 16
classes comprising different sub-classes of vegetables (nine sub-classes), bare soils (three sub-classes)
and vineyard (four sub-classes). It was recorded by AVIRIS sensor over the South of the city of
Greenfield in the Salinas Valley, CA, USA on October 9, 1998. This dataset is characterised by a spatial
resolution of 3.7 m, and the spectral information ranges from 0.4 to 2.5 um. As shown in Figure 3, the
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ground truth is available for nearly two-thirds of the entire scene. We used 204 bands, after removing
bands of the water absorption features.

— = -

P 16:vimgas 2 o -
(@)

P restsampies &P vt sarmpies

P v sampios P 19 sampion
(c) (d)

Figure 3. Ground truth data of two datasets including the Salinas (a) and the Indian Pines (b).
The bottom images represent the location of the train and test data for the Salinas (c) and the Indian
Pines (d).

The Indian Pines dataset is also an AVIRIS image collected over the Indian Pines test site location,
Western Tippecanoe County, Indiana, USA on June 12, 1992. This dataset consists of 220 spectral bands
in the same wavelength range as the Salinas dataset; however, four spectral bands are removed as
they contain no data. This scene is a subset of a larger scene and it contains 145 x 145 pixels covering
16 ground truth classes (Figure 3). The ground-truthing campaign consists of approximately 10,000
samples which are distributed over the area of 2.5 km by 2.5 km. The ground truth data were collected
by walking through the fields in the image. Plant species, as well as some more characteristics, were
recorded along with photos of sites in the field. In the present research experiment, 20 spectral bands
were removed because of the water absorption phenomena and noise.

3. Results

3.1. Salinas Simulation Experiments

The results of uncertainty assessment for the Salinas dataset using DNN and RF are presented in
Figure 4. However, to avoid redundancy in the representation of the results, only half of the achieved
uncertainty images are displayed (i.e., 10%, 30%, 50%, 70% and 90%). Regardless of the classification
scheme and/or training sample size, classes 8 (8: Grapes_untrained) and 15 (15: Vinyard_1) belonged to
the highest uncertainty level among all the available class labels. For both algorithms, this was followed
by concentration of incorrect predictions within the high-uncertainty areas, which are identified as
false values in the mode of correct/incorrect classified test data based on all training samples from
10% to 100%.
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Figure 4. Results of uncertainty assessment for DNN (a) and RF (b) using different portions of
training sample (S, in %) and mode of correct/incorrect classified test data for the Salinas dataset. The
estimated overall accuracy (OA, in %) of the whole classification scheme is also demonstrated for each
training sample.

RF and DNN were comparable in terms of achieved OA of classification for the majority of
sample sizes, while the areas covered with the high uncertainty values were less obvious within DNN
results. This was observable for all corresponding sample sizes. Further, to quantify the capabilities
of DNN and RF for uncertainty assessment and potential application as an estimate of accuracy, we
then calculated the root mean square error (RMSE) of every sample size (Equation (5)) applied for
image classification for each algorithm. Following the mapping of uncertainty values, which represent
uncertainty levels, we plotted the RMSE of the classification (y-axis) of the test data for various training
sample sizes (x-axis). Here, lower RMSE values indicate better estimates of uncertainty (Table 2), and
vice versa. For the Salinas dataset, RMSE values for the DNN algorithm were lower than RF values for
all sample sizes while RMSE values derived from RF are more consistent (Figure 5).

0.30
e DNN

--0-- DNNMin & Max
e R
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0.20 . . . . . . . . —
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Training sample size (%)

Figure 5. The estimated RMSE values of uncertainty assessment for test datasets (y-axis) where the
algorithm is trained with different portions of the training sample (x-axis) of Salinas dataset. Dashed
lines represent the minimum and maximum RMSE values for each sample size achieved in five
consecutive simulation runs.

Further, to better understand the capability of uncertainty measures as an estimate of accuracy, we
plotted the correspondence between mean class uncertainty (i.e., entropy) and class accuracy (Figure 6).
Nonetheless, to avoid unnecessary repetition of results, only the 50% training sample was plotted,
which confirmed the accuracy of classification within the majority of image classes will be reduced
by an increase in the uncertainty of pixels belonging to these classes and vice versa. In accordance
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with Figure 4, it was also demonstrated classes 8 and 15 of Salinas dataset with the highest mean
uncertainty values belong to the least accurate estimation.
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Figure 6. Class entropy/uncertainty (x-axis) versus class accuracy (y-axis) plots of Salinas dataset using
DNN (a, left) and RF (b, right) algorithms observed by applying 50% of training data. The bubble sizes
represent the frequency of land use class labels while bigger bubbles indicate the higher frequency and
vice versa.

3.2. Indian Pines Simulation Experiments

The results of uncertainty assessment for the Indian Pines dataset using DNN and RF were similar
to those for the Salinas dataset. For both DNN and REF, classification uncertainty was reduced for larger
training samples while the OA values of classification increased. However, these phenomena were
less obvious for RF compared with those for DNN (Figure 7). In addition, the improvement of OA
values with an increase in training sample size was more distinctive than that for the Salinas dataset.
Remarkably, for every corresponding sample size, DNN was not only the more accurate algorithm
but also displayed fewer pixels with high uncertainty values. The mode of correct/incorrect classified
pixels demonstrated almost the same pattern for both algorithms while there were fewer misclassified
pixels within the results of DNN algorithm.

OA=69.0,5=10 OA=8043,5=30 OA=859,5=50 OA=880,5=70 OA=89.2,5=90 Classified Test
Set

(a)
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Set
(b)
Figure 7. Results of uncertainty assessment for DNN (a) and RF (b) using different portions of training
sample (S, in %) and mode of correct/incorrect classified test data for the Indian Pines dataset. The

estimated overall accuracy (OA, in %) of the whole classification scheme is also demonstrated for each
training sample.
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The higher accuracy of DNN elevates the quality of implemented uncertainty assessment for
locating correct/incorrect classifications for this dataset. Nonetheless, to quantify the difference in the
quality of uncertainty the assessment between the two algorithms, the RMSE values were estimated
for every training sample. The RMSE values also confirmed the superiority of DNN for the majority of
training sample sizes in a way that less uncertainty was estimated for correct classified pixels while
incorrect classified pixels were identified by more levels of uncertainty. However, the same as the
Salinas dataset, RMSE values derived from five consecutive simulation runs of RF are more consistent.
This can be easily observed by comparing the difference between the minimum and maximum RMSE
values for each sample size that is observable in Figure 8. Obviously, DNN is coupled with more
variation between minimum and maximum RMSE values for almost all different sample sizes.
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Figure 8. The estimated RMSE values of uncertainty assessment for test datasets (y-axis) where the
algorithm is trained with different portions of training sample (x-axis) of Indian Pines dataset. Dashed
lines represent the minimum and maximum RMSE values for each sample size achieved in five
consecutive simulation runs.

Finally, the correspondence between mean class uncertainty (i.e., entropy) and class accuracy of
Indian pine dataset is demonstrated in Figure 9 for 50% of training sample size using both DNN and
RF algorithms. Similar to Salinas dataset results, the achieved results of Indian Pines demonstrated a
negative relationship between uncertainty and accuracy for the majority of class labels.
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Figure 9. Class entropy /uncertainty (x-axis) versus class accuracy (y-axis) plots of Indian Pines dataset
using DNN (a, left) and RF (b, right) algorithms observed by applying 50% of training sample size. The
bubble sizes represent the frequency of land use class labels while bigger bubbles indicate the higher
frequency and vice versa.
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4. Discussion

4.1. Comparing the Quality of Uncertainty Assessment Based on RMSE

With reference to the fact that both DNN and RF algorithms may achieve an OA above 70%,
even for the minimum portion of training sample size (i.e., 10%), it was expected one algorithm may
perform a better uncertainty assessment if it successfully limits the high-uncertainty areas to the spatial
vicinity of incorrectly classified pixels while highlighting the remaining areas as low uncertainty.
This is regardless of achieved OA, although the RMSE values derived from five consecutive runs of
each algorithm indicate that results of uncertainty assessment using RF is more consistent compared
with DNN. Nonetheless, comparing the results of uncertainty assessment, for both utilised datasets
and every corresponding sample sizes, demonstrates that areas of high uncertainty values were less
abundant within the results of DNN algorithm compared with that for RF algorithm (Figures 4, 5
and 7). This may be due to the fact that DNN is optimized to reduce the difference between the
predicted distribution and the true data generating distribution by minimizing the cross-entropy of
the two probability distributions [64,65]. Therefore, the uncertainty assessment derived from DNN
algorithm was superior to RF combined with better OA for these two datasets. However, more studies
using different datasets are still required for generalizing the results.

4.2. Quality of Uncertainty Assessment for Different Sample Sizes

For both algorithms and both datasets, larger training samples were found to be more beneficial
for uncertainty assessment. The RMSE of uncertainty estimates, which was applied as a goodness of
fit to assess the quality of uncertainty maps, decreased from the initial (10%) to final (100%) training
sample sizes (Figures 5 and 8). However, this improvement was more obvious for DNN compared with
that for RE. This may be due to different formulations of RF and DNN algorithms, which are affecting
the performance of the two algorithms for uncertainty assessment. Usually, the training sample size
has a crucial role in classification accuracy [66]; thus, it will also affect the uncertainty assessment
process. The increased training sample size will typically increase the performance of an algorithm
from random sampling [67,68], but not all algorithms will be improved at the same level with a larger
sample size. Although RF can also benefit from a larger training sample by extracting more binary
rules [69], DNN may achieve a better performance. For DNN, the ratio of uncertainty assessment
improvement followed by larger training sample size and more accurate classification depends on
the abundance of contextual information per-pixel in the target dataset [70]. As many extensive
experimental results confirm the excellent performance of the deep learning-based algorithms matched
with rich spectral and contextual information [71], our study suggests this is also beneficial to increase
the training sample to achieve a better uncertainty assessment result.

4.3. Uncertainty vs. Accuracy

The existing uncertainties at different stages of the classification procedure influence classification
accuracy [66,72]. Therefore, understanding the relationships between the classification uncertainty
and accuracy is the key successful contribution to an estimate of accuracy for image classification.
Although a low uncertainty classification instance is accompanied with high accuracy, some exceptions
may apply to the high uncertainty, which usually belongs to low accuracy estimates. Thus, incorrect
predicted class labels are usually located inside high-uncertainty areas with very few exceptions within
low-uncertainty regions while correct classified pixel overlay the low uncertainty areas (Figures 4
and 7). In this research, for both applied datasets, the existing correspondence between uncertainty
and accuracy was better identified using the DNN algorithm. Having said that, in our study, DNN
is demonstrated more potential in uncertainty assessment for hyperspectral image classification.
Following accurate classifications combined with minimising high-uncertainty areas, DNN not only
offers a lower rate of RMSE but also offers a higher contrast between low and high uncertainty areas.
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At a wider scale, considering mean class uncertainty against the class accuracy of test data, it was
revealed that usually a lower uncertainty value of a class is followed by a higher accuracy (Figures 6
and 9). In other words, as low uncertainty indicates the probabilities of potential class labels for a
pixel are not equal (i.e., unimodal distribution). This simply specifies that based on the available
distribution of potential labels and their probability values (Figure 2), defined by either deep learning
neurons or tree votes, usually one of the potential class labels (i.e., 16 labels for each applied datasets)
has a significant preference to be selected as the estimated label. Accordingly, the concentration of
low uncertainty values corresponding to every pixel of the desired class label is anticipated by an
acceptable accuracy of classification. In terms of higher values of mean uncertainty for a class, the class
accuracy will be reduced due to the abundance of high uncertainty estimates within that class.

5. Conclusions

Due to the weaknesses of the traditional approaches of map accuracy assessment based on a
confusion matrix, many uncertainty assessment approaches are being developed as accuracy estimates.
In terms of supervised methods, we compared DNN with RF, where an estimate of accuracy is defined
by the entropy of all potential probabilities/votes toward different class labels for a pixel, as an
uncertainty measure. In this research, entropy was applied to encode the measure of uncertainty,
which is applicable to any dataset including hyperspectral image datasets. Considering the results of
uncertainty assessment, for both Salinas and Indian Pines datasets, DNN outperformed RF for the
purpose of uncertainty assessment. However, the superiority of DNN algorithm was more obvious
when applying the Indian Pines dataset, as well as larger training sample sizes. This was due to
less-abundant high uncertainty values throughout the classified dataset compared with RF for every
corresponding training sample size while having a comparable or better OA. Nonetheless, the achieved
uncertainty maps of DNN can facilitate the application of hyperspectral image classification products
by alerting map users about the spatial variation of classification uncertainty over the entire mapped
region as an estimate of accuracy.
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Abstract: The reconstruction of positron emission tomography data is a difficult task, particularly
at low count rates because Poisson noise has a significant influence on the statistical uncertainty of
positron emission tomography (PET) measurements. Prior information is frequently used to improve
image quality. In this paper, we propose the use of a field of experts to model a priori structure and
capture anatomical spatial dependencies of the PET images to address the problems of noise and
low count data, which make the reconstruction of the image difficult. We reconstruct PET images by
using a modified MXE algorithm, which minimizes a objective function with the cross-entropy as a
fidelity term, while the field of expert model is incorporated as a regularizing term. Comparisons
with the expectation maximization algorithm and a iterative method with a prior penalizing relative
differences showed that the proposed method can lead to accurate estimation of the image, especially
with acquisitions at low count rate.

Keywords: positron emission tomography; reconstruction; field of experts

1. Introduction

Positron emission tomography is an imaging technology that provides quantitative studies to
detect, diagnose, and monitor treatment of different diseases such as hypernated myocardium, cancer,
and many others [1,2].

The scan process begins by administering a radioactive substance, the radiotracer, to the patient.
The substance is absorbed mainly by the target organs or tissues. The positron emission tomography
(PET) data are then obtained by detecting the radiotracer distribution within the body. These acquired
data are then processed by reconstruction algorithms to obtain the final image, which is presented to
the medical research personnel [2,3].

Quality of the PET image depends of several factors: physical factors such as positron range,
non collinearity and spurious events; hardware related factors such as crystal type and size and
response time of the electronics; and the software or reconstruction algorithm used to estimate the
final image [3].

In this paper, we are interested in improving the quality of the PET images by using algorithms to
reconstruct the image. Reconstruction algorithms can be broadly classified into analytic and iterative
methods. Iterative methods are popular in PET due to their robustness and ability to incorporate prior
data and noise statistics. Iterative methods are mainly based on the maximum likelihood expectation
maximization estimator or the least squares model. However, when excessive noise is present in
the acquired data, such as in low count acquisitions, most iterative methods have difficulties in
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obtaining an accurate estimation of the data and regularization techniques are required to stabilize the
solution [4].

In this paper a novel approach to reconstruct PET images is presented. Our approach is based on a
regularized expectation maximization (EM) algorithm. Here, we propose to regularize teh problem by
using a cross-entropy fidelity term and field of experts (FoE) priors [5], which are capable of capturing
richer spatial statistics through patches extracted from a dictionary of images. Therefore, we expect that
the FoE prior helps to recover the anatomical structure and capture anatomical spatial dependencies of
the PET images during the reconstruction process.

The rest of the paper is organized as follows. In Section 2, the proposed algorithm is presented.
In Section 3, experiments and results are shown. Finally, conclusions are provided in Section 4.

2. Methodology

2.1. ML-EM Algorithm

The Maximum Likelihood Expectation Maximization (ML-EM) algorithm takes into account the
Poisson-based likelihood distribution of the data.

The PET scanner detectors count pairs of events in coincidence throughout the entire ring.
These counts are subsequently processed to form the final image. Here, we represent the counts
registered by the I detectors of the scanner by the vector y = [y1, Y2, V3, ..., y1]. Each element y; of y is
modeled as independent random variables and Poisson distributed with expectation i/; given by

]
7i = Elyi] = ) xja;, (€]
j=1
where x; represents the radionuclide activity within the scanned subject and a pixel in the reconstructed
image of size | pixels. Here, the image will be ordered as a vector x = [x1, X2, x3, ..., xj]. The a; s are
elements of the system matrix A. The probability P(y|x) of observing y; is a likelihood of the unknown
emissions at pixel x;, thus

i

_y
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The log-likelihood is obtained by combining Equations (1) and (2) as
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The application of maximum-likelihood estimation techniques in Equation (3) leads the EM
iterative scheme for the update of the ith pixel at iteration (1 + 1) as follows:
(n)
x(n+1) xj ai;Yi

T @
R L Vi vE L

This method has been widely used in PET reconstruction as it produces images with better quality
than other techniques. However, it is affected when data are acquired at low-count rates, producing
noisy images.

2.2. Cross-Entropy

One of the trade offs of the reconstruction algorithms is to minimize the difference between
the measured and reconstructed data, while at the same time maintaining the final result without
nuisances such as noise. The term that reflects the degree of similarity is often called fidelity term.
In this paper, we adopt as fidelity term the cross entropy, which in information theory measures the
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resemblance between two probability distributions. This approach is taken in [6], where the authors
reconstructed the measured data by minimizing a weighted sum of two cross-entropy terms.
The cross-entropy or Kullback-Leiber distance between Ax and y is defined as

Jo(x) = D(y, Ax) = Y _(yilny; — yiln(Ax); — y; + (Ax);) ®)

1

It is known that D(y, Ax) is strictly convex and then a sufficient condition for a global minimum
is that a’ao—)s/_x) =0, due to

afg(x) _ 9Dy, Ax) _ _ aiyi +ai, ©)
X] Bx] ql(n)

and then the sufficient condition is written as
ai,jYi
(n)

1

+a;;=0. @)

It is possible to develop an optimization method based on the EM scheme. In [6], it has been
shown that the minimization of Equation (5) with respect to x is equivalent to the maximization of the
log-likelihood function in the ML estimate of Equation (4). Thus, using the EM algorithm to minimize

Equation (5), and using qf”) =Y ﬂz‘,kx;((n) and Equation (6), we have

(n)
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Now, using Equation (6), we obtain
(n)
) _ 0 _ Y 9h(x)
xj =% Yoo ox; (11)

This scheme is termed as MXEL1 in [6] and has been used in several algorithms for reconstruct

PET images [7,8]. It worth to remarking that Equation (11) can be seem as a gradient descent step of
()
the cross-entropy function ]y with variable step-size ):i/ g Additionally, in this context, this idea can

accommodate more complex objective functions, as will be shown in Section 2.4.

2.3. Field of Experts Model

The Field-of-expert scheme [5,9] models high-dimensional probability distributions by taking the
product of several distributions (the experts). This provides a framework for learning image priors
from sets of experts. Each expert distribution takes into account certain image structure learned using
a database of images. In this manner, a prior captures richer spatial statistics present in the image.
The modeled priors represent clique potential functions on a Markov random field (MRF) [10], and the
experts are modeled as t-distributions, defined on each clique, with parameters learned by using the
contrastive divergence method of Carreira-Perpinan and Hinton [11]. Field of expert have been used
in several image processing algorithms and applications, such as segmentation [12], painting [13],
and compressed sensing based restoration [14], among others.
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In this paper, we propose to model the prior distribution for PET images by using a field of experts.
Each expert is represented as a distribution modeled by linear filters J. Thus, the prior function is
defined as

K N

P(x.0) = 7gy [TTToU %0, (12)
k=1i=1

where © = 6y, ..., 0y is a set of learned parameters §; = {«;, J;}, «; is a parameter of expert i, Z(©) is

the normalizing function, and ¢(-, -) represents the experts, and are given by the student t-experts

PUTx @) = (1+ (%)) (13)

Note that « is similar to the degrees of freedom [15].

Several techniques have been developed to take into account the similarity between the anatomical
and functional images to define priors to improve the reconstruction process [16,17].

In this work, to capture anatomical spatial dependencies of the PET images, we use the FoE
scheme. To this end, we trained 5 x 5 filters to model priors that adapt to the images and underlaying
anatomy. The training data consisted of 1000 images of real and simulated PET images. We also
included a set of 50 images of studies of computer tomography and magnetic resonance without PET
to provide the filter with more detailed anatomical characteristics. The obtained filter are shown in
Figure 1.

Figure 1. The 5 x 5 filters obtained by training the oroduct-of-experts model on positron emission
tomography (PET) images database. The colors in each frame are proportional to the magnitude of the
filter coefficient, using a gray scale.

In this way, we could incorporate into the reconstruction filters adapted to structure of the PET
images and anatomical information, in the form of organ and lesion boundaries, derived from CT
and MR.

2.4. Proposed Objective Function

In this section, we present our proposed function:

Jroe(x) = D(y, Ax) + BP(x,©) (14)
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where D is the cross entropy and P is a prior based in the FoE framework. To derive an optimization
method, we examine the derivative of Equation (14).

Mre(x) _  D(LAY) | ;0P(x0)
B o TP

L [ +ai ]+ BEN Y 5 910 5 500),

(15)

where | () is the convolutional filter corresponding to ], and ]Ek) is obtained by mirroring | () around
the center (for more details, see [5]).

Then, we can generalize the idea of (MXEL iterative scheme) to the proposed regularization of the
cross-entropy (Equation (14))

(n+1) _ _(n) x| Jror (x™)
X =X 1 PR\ J (16)

7 I Yiay ox
This iterative scheme corresponds to a gradient descent step of the proposed functional Jr,g with
(n)
x!
variable step-size ):_7—“, as mentioned in Section 2.2.
ifij
Unfortunately, MXE1 offer no guarantee that the algorithm will preserve non-negativity
constraints. This can be remedied by using the line search algorithm LINU described in [18] by
setting all negative elements in the new iteration to 0. For implementation of the algorithm, we used a
fixed iteration scheme, with 27 iterations, and a § = 0.5.

3. Results

In this section, we present acquired and simulated datasets of PET images to show how the
proposed algorithm deals with noise and structures and borders. We also offer comparisons with
the EM algorithm and the algorithm proposed in [19], which uses a concave prior penalizing relative
differences (CP) between neighbors. This algorithm was modified in [20] (GE healthcare white paper).
Here, we set the parameters of the CP algorithm as f = 0.01, ¥ = 0.1, and A = 0.97. The EM was used
with 12 iterations.

The simulated images were generated using Simset (a Simulation System for Emission
Tomography) software (version 2.9.2, provided by the Division of Nuclear Medicine, University
of Washington, Seattle, WA, USA) [21]. We used a simulated 3D PET detector with two axial rings
consisting of an aluminum front cover followed by a single layer of 3.5 cm of BGO. From the generated
volumetric data, 2D sinograms were taken.

3.1. Simulated Data

In this experiment, the efficacy of the reconstruction under low count conditions was evaluated.
We used the reconstructed images from each method to generate selected surfaces to show graphically
how close the reconstructed image was to the ground truth.

To this end, we designed a cylindrical software phantom of polymethyl methacrylate with five
rows of holes (water-filled cylindrical inserts) of 2, 3, 4, and 5 mm in diameter. Each hole was filled
with activity of 1:8 with respect to background. Figure 2 shows the phantom, a simulation of 30 M
counts and its reconstruction using expectation maximization (EM).
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(a) (b)

Figure 2. Cylindrical software phantom: (a) ground truth; (b) simulated sinogram data at 30 M counts;
and (c) reconstruction with expectation maximization (EM).

We were interested in low count reconstructions, since this means less radiation exposure for
the patient. Similar to higher counts data, all methods evaluated had practically equal quality in the
reconstruction. Thus, we ran a PET scan simulation at 5 M count using the Simset software. Figure 3a
shows the simulated sinogram data at lower count and Figure 3b—d shows the reconstruction using
EM, CP, and the proposed method, respectively. It can be seen that the image reconstructed with the
proposed method had better definition of the rods.

() (d)

Figure 3. Cylindrical software phantom: (a) Input sinogram; (b) low count reconstruction with EM;
(c) low count reconstruction with CP; and (d) low count reconstruction with the proposed method.
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Figure 4 depicts the surfaces for each row of the holes. The proposed method had a smoother
surface than EM, without losing contrast. In addition, contrast for the larger cylinders was slightly
better at some points in the surface with CP, and achieved a maximum for the 5 mm surface.

In our next experiment, we used the Digimouse anatomical atlas dataset described in [22] to design
a software mouse phantom. The mouse phantom was used to have a more realistic assessment of the
structures found on practical data. The PET scans of the mouse were simulated using Simset software
(version, publisher, city, state abbreviation if USA or Canada, country).

We simulated two realizations with different number of counts: 30 M and 5 M counts. The 30 M
counts realization was taken as a ground truth. Figure 5 presents two different slices of the phantom,
the first column shows the 30 M realization reconstructed with EM, while the second, third, and fourth
columns show the 5 M realization reconstructed with EM, CP and the proposed method, respectively.
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Figure 4. Profiles of the different methods with the cylindrical software phantom. Each row shows the
same hole, and each column the same method. The maximum of each surface is indicated next to it.

To quantitatively evaluate image quality in the Digimouse, a channelized Hoteling
observer [23,24] was used in the context of lesion detectability. The area under the curve (AUC)
was used as a figure of merit. The task performed by the observer was the detection of a lesion with
known location. To this end, we used 25 simulations with lesion and 25 without lesion. The lesion has
an activity of 1:5 with respect to background, in 10 of the 25 phantoms with lesion, and 1:3 with respect
to background in the rest. The images were reconstructed with each method. These images were fed to
the observer to analyze its output. Figure 6 shows the AUC attained by each method. As can be seen,
our method obtained more AUC than EM and CP. Based on this result, the simulated observer was
able to better detect the lesion in the images reconstructed by the proposed method.
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(e) ® (®) (h)

Figure 5. Slices of the Digimouse software phantom: ground truth (a,e); low count reconstruction with
EM (b f); low count reconstruction with CP (c,g); and (d,h) low count reconstruction with the proposed
method. In (a), the arrow indicates a lesion.
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Figure 6. ROC analysis evaluated on the Digimouse phantom.

In the next experiment, we evaluated the performance with measured data. We used data from
http:\\web.eecs.umich.edu\ ~fessler\, which is from a subject who was scanned on a CTI ECAT PET
scanner. The raw sinograms were acquired at 160 radial samples and 192 angular samples; data were
pre-corrected for delayed coincidences [25]. Figure 7a—c shows the reconstructions of the data using
EM, CP, and the proposed method, respectively.

(a) (b) (c)
Figure 7. Reconstruction of measured data with: (a) EM; (b) CP; and (c) the proposed method.
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Table 1 shows the results of applying the contrast resolution (CR) metric [18] between the two
rectangles depicted in Figure 7a. Our method has better CR than the other methods evaluated,
and lower noise.

Table 1. Contrast resolution measures.

Method CR
EM 0.577
cp 0.541

Proposed  0.695

4. Conclusions

In this paper, a novel reconstruction method for PET images is presented based on a cross-entropy
fidelity term. We propose to regularize the ill-posed problem by using field of experts priors. In this
way, we can incorporate into the reconstruction process prior distributions from adapted filters to
structure PET images and anatomical information.

The experimental results show that the proposed method led to a better reconstruction
performance than EM and CP. In an experiment with a phantom with rods of different sizes, we found
an improvement in the recovering of the pixels of the smallest rods, showing that the proposed method
could perform better in the reconstruction of small structures such as lesions. This was also observed
in a second experiment with a phantom with lesions, where a ROC analysis of a observer detecting
lesions was simulated and the proposed method outperformed EM and CP methods. In the experiment
with measured data, our method obtained more contrast resolution, and visually the image of the
proposed method had more defined edges than EM and CP. As future work, we plan to implement the
algorithm with listmode data and take into account the additional information of time of flight, as well
as construct a database of more images including PET/CT and PET/MRI.
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Abstract: A rapid development and growing popularity of additive manufacturing technology leads
to new challenging tasks allowing not only a reliable monitoring of the progress of the 3D printing
process but also the quality of the printed objects. The automatic objective assessment of the surface
quality of the 3D printed objects proposed in the paper, which is based on the analysis of depth maps,
allows for determining the quality of surfaces during printing for the devices equipped with the
built-in 3D scanners. In the case of detected low quality, some corrections can be made or the printing
process may be aborted to save the filament, time and energy. The application of the entropy analysis
of the 3D scans allows evaluating the surface regularity independently on the color of the filament in
contrast to many other possible methods based on the analysis of visible light images. The results
obtained using the proposed approach are encouraging and further combination of the proposed
approach with camera-based methods might be possible as well.

Keywords: additive manufacturing; 3D prints; 3D scanning; image entropy; depth maps; surface
quality assessment; machine vision; image analysis

1. Introduction

One of the most dynamically growing technologies in the era of Industry 4.0 is undoubtedly the
additive manufacturing widely known as 3D printing. The applicability of these technologies covers
many areas of modern technology, industry, medicine, clothing, preservation of cultural heritage and
even food production. The great variety of affordable 3D printers, which may be assembled at home
with open source software, causes growing popularity of the cheapest devices utilizing the Fused
Deposition Modeling (FDM) technology. Their principle of operation (initially preserved by the patent
expired in 2009) is based on the melting process of plastic material (filament) and moving the extruder
according to the defined tool path. The dripping filament hardens immediately and forms the visible
layers which should adhere to each other. Some other solutions, however much less popular and more
expensive, include selective laser sintering, stereolithography and inkjet printing.

The most typical materials used in FDM printing are Polyactic Acid (PLA) and Acrylonitrile
Butadiene Styrene (ABS). Both types of filaments have different properties and the most popular
thermoplastic polymer for low-cost 3D printers is the PLA filament. Although it is translucent in its
natural form, it may be dyed using various colors. This fully biodegradable material can also be used
for food packaging purposes but is less durable, more fragile and sensitive to heat in comparison to
ABS. Therefore, its melting point is lower (around 150 °C) as the ABS filaments require typically about
200 °C. ABS filaments are more abrasion resistant and lightweight. They can be used to create low cost
medical prostheses and has good mechanical properties. However, there are some concerns related to
its potential toxicity, especially regarding fumes emitted during printing [1,2].
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The final quality of 3D printed objects depends on various factors. Some of them are related to the
quality of materials from which the printing device is made as well as the accuracy of its construction.
The other elements influencing the quality of 3D prints might be the quality of the filament, temperature
and other environmental conditions as well as improper printing parameters (e.g., filament’s delivery
speed, wrong configuration of the stepper motors, inappropriate melting temperature for the specified
type of filament, etc.). The most typical surface distortions may be related to under-filling (dry printing),
over-filling or the presence of cracks without adequate adhesion of layers.

One of the future challenges is related to the detection of the internal imperfections of 3D printed
objects. The application of X-ray tomography and ultrasonic imaging for the detection of embedded
defects and altered printing orientation was examined by Zeltmann [3]. The presence of some internal
distortions may also be detected using electromagnetic methods, e.g., terahertz non-destructive
testing [4]. Nevertheless, the applicability of these technologies for on-line printing monitoring is very
limited in opposition to cameras and reasonably small 3D scanners, which are mounted in some 3D
printing devices. Therefore, in this paper, we focus on the assessment of the outer surfaces based on
the regularity of visible layer patterns produced by the FDM printers.

Since the process of additive manufacturing is usually time-consuming and the production of
a complicated object may take several hours or more, an obviously desired solution is the on-line
monitoring of the progress of 3D printing. In such systems, the detection of low printing quality may lead
to aborting the printing to save the filament, time and energy or—for smaller imperfections—performing
some corrections for previously manufactured layers. However, such a decision is often dependent on
hardware capabilities [5].

Some early ideas of the visual monitoring of the 3D printing progress have been related to the
use of process signatures applied for fused deposition of ceramics [6,7] and detection of places with
missing filament by monitoring the top surface of the manufactured object based on the process
dynamics models [8]. Some predefined types of distortions, such as part jams and feeder jams, may
be detected using the method proposed by Szkilnyk [9], although this approach is devoted mainly to
machine vision fault detection of automated assembly machines. Similar methods for fault detection,
which make use of Gaussian Mixed Models (GMMs), blob analysis, optical flow and running average,
were presented recently by Chauhan and Surgenor [10,11].

Another exemplary defect detection system for plastic products, namely anaesthetic respiratory
masks, based on computer vision, is presented in [12]. Recently, an interesting approach to optimization
of tool paths during the 3D printing process was suggested by Fok et al. [13]. Not only does it save the
filament and avoid the presence of visible strings, but it also significantly improves the visual quality
of manufactured products. The additional advantage of this approach is the minimization of the time
spent on traversing transitions.

Some interesting works related to 3D printing issues were published by Jeremy Straub, including
the first machine vision system making it possible to detect of the lack of filament, based on five cameras
and Raspberry Pi units [14]. Unfortunately, the proposed solution is very sensitive to camera motions
as well as the changes of lighting conditions and additionally requires many stops during the printing
process. Some other related papers describe alignment issues [15], cybersecurity problems [16,17] and
human error prevention [18].

Some other recent attempts to the monitoring of the 3D printing process include the use of neural
networks for the 3D inkjet printing of the electronic products [19], matching the reference images of
the models of the 3D parts with their manufactured equivalents [20] and the 3D image correlation
comparison with the CAD model using two cameras [21].

A recent paper written by Scime [22] presents the system for in-situ monitoring and analysis
of powder bed images for the laser powder bed fusion machine. Nevertheless, some consequential
anomalies that may be detected require previous training using the machine learning algorithms.
As stated by the authors, the analysis of each layer requires approximately 4 s on a single 4.00 GHz
i7-4770 processor, thus the method is relatively slow. Another application of machine learning for
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quality monitoring of 3D prints, based on the trained SVM model, was presented recently by Delli
and Chang [23]. The main limitations of this approach are related to the use of top view camera and
necessary stops of the printing process for image acquisition during manufacturing.

One of the successful attempts to the use of 3D scanning for multi-material 3D printing monitoring
has been presented in the MultiFab platform [24]. The applied 3D scanner module is based on
Michelson’s interferometer and full-field optical coherence tomography (OCT). Since the authors of
the MultiFab system assume the lack of spatial details and significant textures, the direct application of
structured light scanning is not possible. Nevertheless, for the low cost FDM based 3D printers, the
visibility of each layer of the filament can be assumed for the side view cameras and the applicability of
3D scanners is worth investigating. To verify the usefulness of structured light 3D scanners, which have
been successfully applied in many other applications such as CNC machines [25] and visual control
of the loading cranes [26], some experiments were conducted for a dataset of several 3D printed flat
surfaces subjected to 3D scanning followed by conversion of the obtained STL models into depth maps.

Since the main motivation of our research was the development of an objective method useful for
automatic evaluation of 3D printed surfaces, one of the contributions of the paper is the verification of
the usefulness of depth maps for this purpose. The novelty of the proposed approach is related to the
use of the 3D scanning technology, providing the depth information, together with the development of
the original entropy based surface quality assessment method, to increase the color independence of
the obtained experimental results.

The rest of the paper consists of the short overview of the previous attempts to automatic
quality assessment of the 3D printed surfaces, description of the proposed approach, presentation and
discussion of obtained results and conclusions.

2. Methods of Quality Evaluation of 3D Printed Surfaces

Considering the assumptions related to the visibility of texture patterns caused by the use of low
cost FDM devices and the application of the side view camera, the first approach to automatic quality
assessment of 3D printed surfaces has been the use of texture analysis methods. For this purpose,
a method based on the calculation of Haralick features determined from the Gray-Level Co-occurrence
Matrix (GLCM) has been used [27]. Since the GLCM, also called the second-order histogram, represents
the statistical information related to the neighbouring spatial relations between individual greyscale
levels, some regularities may be expected, especially considering the vertical neighbourhoods. In fact,
the periodicity of some features of the GLCMs calculated on the assumption that various offsets
between the analyzed pixels may be observed. Further experiments made it possible to distinguish the
scanned images from their equivalents captured by a camera and properly classify them into high and
low quality samples with the use of homogeneity, independently on the image type [28]. Nevertheless,
the application of this method requires many computations due to the necessity of analyzing tens of
GLCMs and the obtained results have been verified for a limited number of PLA samples.

Another possible approach is based on the application of some image quality assessment (IQA)
methods [29]. As the direct application of the most widely known full-reference IQA metrics,
e.g., Structural Similarity (SSIM) proposed by Wang and Bovik [30], is not possible due to the lack of
reference images, the self-similarity of the 3D printed surfaces is utilized. After the division of images
into fragments, the local mutual similarity indexes are calculated to detect the low quality samples due
to the presence of high local differences. Nevertheless, the method requires the additional matching of
image fragments further examined together with the application of the Monte Carlo method to speed
up the computations [31].

The first attempt to the use of image entropy for the assessment of the 3D printed flat surfaces is
presented in a conference paper [32], where the direct application of image entropy is shown to be
an appropriate method for the classification of high and low quality samples for a specified color of
the filament. The method assumes that a perfect surface of the 3D printed sample observed from a side
view camera should have only regular visible line patterns representing individual layers. For such
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regular patterns, the image entropy should be significantly lower than the values obtained for lower
quality samples contaminated by various distortions. Nevertheless, the values obtained for the whole
images, as well as the local entropy values calculated for the fragments of images, were strongly
dependent on the color of the filament and the color to greyscale conversion. Therefore, to overcome
this limitation, further experiments described in the present paper were made for the depth maps
obtained from the 3D scans of the printed samples.

3. Proposed Method and Its Experimental Verification

To propose a reliable method of objective surface quality assessment, which would be independent
on filament’s color and further verify its prediction accuracy, several dozen flat samples were printed
using three different devices illustrated in Figure 1. Most were obtained using various colors of ABS
filaments (108), however 18 of them were manufactured using various PLA materials. Most of the high
quality prints were obtained using da Vinci Pro device and the same or very similar settings were also
used for the other two printers.

@ (b) 0

Figure 1. Three devices used for preparation of samples used in experiments: (a) RepRap Pro

Ormerod 2; (b) da Vinci 1.0 Pro 3-in-1 (view of inner parts); and (c) Prusa i3.

Some of the samples were intentionally distorted by forcing “dry printing” and some changes
of filament’s delivery speed or temperature as well as parameters of stepper motors. Some of such
obtained distortions, including the presence of cracks in some of the ABS samples, are illustrated
in Figure 2. The only high quality sample (Figure 2a) is an illustration of properties of the surfaces
that were subjectively assessed as representing high quality, whereas the sample in Figure 2d was
evaluated as moderately high quality due to the presence of a single crack and minor visible distortions.
The remaining seven images are examples of low quality surfaces.

All the manufactured samples were assessed by the members of our team as high, moderately
high, moderately low or low quality, independently for each side, and therefore each sample was
analyzed and assessed twice (in fact, for most of the samples, the assessment results of both sides were
the same). Since the calculations of entropy values for each color channel, as well as using various
color to greyscale conversion methods for such obtained images, did not lead to satisfactory results,
the decision about the use of 3D scanning technology was made.

The entropy values, considered as statistical measure of randomness, expected to be relatively
low for the high quality samples with visible regular patterns, were calculated according to the well
known formula:

E:—2p~log2p )]

where p contains the normalized histogram counts obtained for greyscale images.
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Figure 2. Exemplary photos of 3D printed flat surfaces: high quality sample No. 24 (a); and the
illustration of various distortions obtained for lower quality 3D prints (b—i).

The reason for poor classification results based on the entropy analysis of photos was related to the
strong dependence of entropy on the color and brightness of the analyzed samples. Although the results
obtained for each color separately were in accordance with expectations, the color independent quality
assessment of the 3D printed surfaces was troublesome. Another problem, influencing the results,
also obtained using the flatbed scanner instead of a camera, as shown in earlier experiments [28], was
related to a partial transparency of some of the filaments, particularly visible for some PLA materials.

To ensure the independence of the entropy values on the color of filament, it can be noticed that
any distortions of the structure of consecutive layers should also be noticeable in the depth maps which
may be obtained using stereovision camera pairs or 3D scanning technology. As laser 3D scanning
technology is time-consuming and requires precise control of the moving laser light source, we focused
on the use of fringe pattern based 3D scanning.

After the first attempts made with the use of previously developed 3D scanning system [25,26],
in further experiments the more precise ATOS device manufactured by GOM company was used
for the verification of the idea. During the experiments, precise fringe patterns were projected onto
the scanned surface of the object and captured by two cameras based on the stereo camera principle
allowing to scan the reflective surfaces more precisely (to several micrometers). However, it is worth
noticing that projected fringe patterns should not be parallel to the visible layers and therefore the
perpendicular patterns were used during the 3D scanning. The obtained cloud of points can be stored
in the popular STL format, as shown in Figure 3, illustrating the exemplary scan of four 3D printed
samples mounted in the dedicated mounting holders.
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Figure 3. Illustration of the exemplary obtained STL model of four 3D scanned samples with visible
mounting elements.

Such obtained STL files were converted into normalized depth maps stored as 1928 x 1928 pixels
16-bit greyscale images, representing the surfaces of the 3D printed and scanned samples. Some
exemplary depth maps together with photos of respective samples obtained for green, red, brown and
white lower quality 3D prints are presented in Figure 4, whereas similar examples obtained for high
quality surfaces are illustrated in Figure 5.

The most relevant preprocessing step was the application of the Contrast Limited Adaptive
Histogram Equalization (CLAHE) [33] for balancing the distribution of brightness on the images
representing the depth maps. These differences, similar to the effect on non-uniform lighting, originate
from the placement of the scanned samples that were not always perfectly parallel to each other.
Consequently, after scanning four samples at once, as illustrated in Figure 3, some of them may be
represented by various depth ranges equivalent to different brightness values of depth map images.
Some differences for the opposite corners of the scanned sample can be observed as well. It can
also be noticed for both depth maps obtained for the left images shown in Figure 4 (i.e., green and
brown samples).

(e)

(g)
Figure 4. Exemplary lower quality samples: (a,c,e,g); and their obtained depth maps: (b,d,f,h).
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(a) (b) (c) (d)

Figure 5. Exemplary high quality samples: (a,c); and their obtained depth maps: (b,d).

Since the direct application of entropy calculated for the depth maps not always leads to
satisfactory results, an approach utilizing the variance of the local entropy values was used, which
was previously proposed for images of 3D printed samples obtained using flatbed scanner [34].
Nevertheless, in the previously proposed solution, due to some problems with color independence, the
application of the combined metric based on on the average local entropy and its variance was used.
Additionally, such a metric has been calculated for the hue component in HSV color space as well as
the average of the RGB channels. Finally, the color independent metric was obtained and verified for
18 PLA samples. However, its application for the 126 samples used in our experiments did not lead to
satisfactory results.

To overcome the problem of non-uniform brightness of the obtained depth maps, apart from the
use of the CLAHE algorithm, the local entropy values as well as their variance were utilized. After
extensive experimentation, the best results were obtained assuming the division of the depth map
images into 64 blocks forming the array of 8 x 8 subimages. For each of these regions, the local entropy
value Ej,, was calculated in addition to the overall entropy calculated for the whole depth map image,
according to Equation (1).

The computations were supplemented with the variance of the local entropy Varg and the final
quality metric is proposed as:

Q = log[Eglobul : avg(Elocal) : VurEOQS] (2)
where avg(Eo1) denotes the mean of the 64 local entropy values.

4. Results and Discussion

The initial results achieved for the direct computation of the global entropy for the depth map
images are presented in Figure 6 where all samples are presented in groups according to their colors
and type of filament (with the first 18 samples being manufactured using PLA filaments). The samples
containing cracks are marked with unfilled symbols and each color of the mark represents roughly the
color of the respective filament. High quality samples are tagged with more round symbols, whereas
lower quality ones are marked with more polygonal shapes. The same convention is also used in
Figures 7-9.

All plots presented in Figures 6-9 should be interpreted considering the high values of all
presented quality metrics as equivalent to low quality. Since the presence of local distortions causes
the increase of entropy as well as its variance, higher values of the metric may be expected, which can
be interpreted as a measure of the amount of distortions. Nevertheless, values close to zero might be
expected only for perfectly flat surfaces which do not contain any patterns.

Analyzing the distribution of the global entropy values presented in Figure 6, it can be noted
that the appropriate classification of the samples according to their quality is impossible. Even for the
first four white samples the entropy values are somehow mixed, similar to most of the other colors.
A much better situation takes place after the application of the CLAHE algorithm, leading to the
results shown in Figure 7 where the separating line can be proposed at 6.4. Nevertheless, some of the
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samples are still incorrectly classified, e.g., Nos. 1 (white), 26 (brown), and 40 (salmon pink color);
many moderately low quality pink samples (Nos. 43-48); two dark green samples; or some of the dark
red and blue samples.
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Figure 6. Results obtained for the entropy calculated for depth maps without preprocessing.
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Figure 7. Results obtained for the entropy calculated for depth maps after the CLAHE application.

Although the direct application of the proposed metric does not ensure a satisfactory classification,
as shown in Figure 8, its use for the depth map images subjected to CLAHE based preprocessing leads
to the promising results illustrated in Figure 9. Applying the proposed solution, most of the samples
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can be correctly classified, although some individual samples seem to be troublesome, i.e., Nos. 1,
26, 46, 48, 87 and 88, as well as four of the blue samples. Nevertheless, incorrect classification takes
place mainly for some of the moderately high or moderately low quality samples and in some cases
differences between the visual quality of such surfaces are quite small, as illustrated in Figure 10.
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Figure 9. Results obtained for the proposed metric calculated for depth maps after the CLAHE application.

To illustrate the advantages of the proposed method numerically, some typical classification
metrics were calculated for the proposed method. Assuming the classification of the samples into two
classes—high quality (positives) and low quality (negatives)—true positives (TP) can be defined as
high and moderately high quality samples classified as “good”. On the other hand, true negatives
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(TN) are properly classified distorted surfaces (low and moderately low quality). Consequently, false
negatives (FN) and false positives (FP) may be assigned to improperly classified samples. Therefore,
some of the most popular classification metrics, namely F-Measure (F1-score), specificity, sensitivity
and accuracy, may be calculated as:

2-TP
M= ————©, ®)
2-TP + FP + EN
™
Specificity = ———— , 4
PeiEY = ¥y TN @
P
Sensitivity = ——, 5
MV ESN ©
and TP +TN
Accuracy = ————s—— s . 6
YT TP+ FP+EN + IN ®
Their values obtained for the results illustrated in Figures 6-9 are shown in Table 1.
Table 1. The values of classification metrics obtained using the proposed method in comparison to
some other approaches presented in the paper.
Number of Samples Classification Metrics
Method TP TN FP FN  F-Measure Specificity Sensitivity Accuracy
Global Entropy (Figure 6) 65 20 26 15 0.760 0.435 0.813 0.675
Entropy + CLAHE (Figure7) 74 32 14 6 0.881 0.696 0.925 0.841
Q without CLAHE (Figure 8) 75 36 10 5 0.909 0.783 0.938 0.881
Q with CLAHE (Figure 9) 77 37 9 3 0.928 0.804 0.963 0.905

The reason of some issues for the proper automatic quality assessment of blue prints is related to
the specific type of distortions that are present on their surfaces. Since in these cases the over-extruding
of the filament may be observed, resulting in filling the groove between the consecutive layers rather
than causing the presence of holes, the expected entropy values should decrease. Therefore, the
proposed method cannot be efficiently applied for such specific type of distortions. However, in many
applications, the inability to recognize individual layers could be considered as an advantage rather
than a problem. An illustration of the surface of one such sample is presented in Figure 10. As can
be observed, the visual quality of the samples in the top row is slightly lower than the bottom ones
despite their identical subjective assessment.

no. 26 no. 46 no. 48

no. 87 no. 110 no. 112

Figure 10. Exemplary moderate quality samples being problematic for the proposed method.
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5. Conclusions

The automatic objective quality assessment method of 3D printed surfaces based on the analysis
of their depth maps acquired using a fringe patterns based 3D scanner provides encouraging results.
The validity and usefulness of the proposed approach was confirmed by the F-Measure exceeding 92%
and classification accuracy over 90% for 126 testing samples. In contrast to some machine learning or
neural network based solutions which might be potentially used, the presented approach does not
require any training process. Potential issues resulting from some imperfections related to therelative
position and orientation of the scanned samples according to the 3D scanner can be solved by the
application of adaptive histogram equalization using the CLAHE method leading to the correction of
the brightness of the depth map images.

The proposed method may be used for further actions such as aborting the printing or correction
of the printed surface. The time necessary for printing a single layer—depending on its height—is
typically several times longer than the analysis of a single image. Even considering the additional time
necessary for 3D scanning using the fringe pattern approach, the total processing time would be short
enough to take appropriate action. In practical applications, there is no need to evaluate the quality of
the highest layer immediately, especially assuming the location of the camera providing a side view,
and therefore some (reasonably short) delays are not critical. In some applications, even without the
analysis of the depth maps, the use of a single camera may be useful for monitoring and preventing,
e.g., fire caused by heated filament. Nevertheless, these issues have been considered as separate
problems, appropriate for further research, and therefore are not analyzed in the paper in details.

Our planned future work will concentrate on the verification of possibilities of data fusion,
considering depth maps and photos of the printed surfaces, towards even better classification accuracy.
Another direction of our further research is the idea of hybrid quality metrics combining some
previously proposed methods.
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Abbreviations

The following abbreviations are used in this manuscript:

ABS Acrylonitrile Butadiene Styrene

CAD Computer Aided Design

CLAHE Contrast Limited Adaptive Histogram Equalization
CNC Computerized Numerical Control

FDM Fused Deposition Modeling

GLCM  Gray-Level Co-occurrence Matrix

IQA image quality assessment

OCT Optical Coherence Tomography

SSIM Structural Similarity

STL Stereolithography file format
SVM Support Vector Machines
PLA Polyactic Acid
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Abstract: This paper introduces a new nonrigid registration approach for medical images applying an
information theoretic measure based on Arimoto entropy with gradient distributions. A normalized
dissimilarity measure based on Arimoto entropy is presented, which is employed to measure
the independence between two images. In addition, a regularization term is integrated into the
cost function to obtain the smooth elastic deformation. To take the spatial information between
voxels into account, the distance of gradient distributions is constructed. The goal of nonrigid
alignment is to find the optimal solution of a cost function including a dissimilarity measure,
a regularization term, and a distance term between the gradient distributions of two images to
be registered, which would achieve a minimum value when two misaligned images are perfectly
registered using limited-memory Broyden—Fletcher-Goldfarb—Shanno (L-BFGS) optimization scheme.
To evaluate the test results of our presented algorithm in non-rigid medical image registration,
experiments on simulated three-dimension (3D) brain magnetic resonance imaging (MR) images, real
3D thoracic computed tomography (CT) volumes and 3D cardiac CT volumes were carried out on
elastix package. Comparison studies including mutual information (MI) and the approach without
considering spatial information were conducted. These results demonstrate a slight improvement in
accuracy of non-rigid registration.

Keywords: Arimoto entropy; free-form deformations; normalized divergence measure; gradient
distributions; nonextensive entropy; non-rigid registration

1. Introduction

Volume registration is an essential task of image processing, especially in medical field, such
as aiding diagnosis, surgical applications, and image-guided radiation therapy [1,2]. The images
to be registered are generally obtained at different times and from different imaging sensors,
namely, multi-modality imaging. Different medical imaging modalities could provide various and
complementary information. For instance, CT and MRI display the anatomic structures of an organ,
while positron emission tomography (PET) and single photon emission computed tomography (SPECT)
provide the functional and metabolic information. Therefore, in clinic, these multi-modal volumes
are often registered and fused together, in this way, much complementary information derived from
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different modalities are supplied with the physicians to improve the diagnosis accuracy and assessment
efficiency of lesion progression.

Image registration is related by the process to find the optimal mapping function between two
images to be aligned [3]. In recent years, the registration algorithms using the similarity based
on information theory have been attracted more and more attention in medical image registration,
among which maximization of MI was early reported for registration of medical images from different
modalities by Collignon et al. [4], Maes et al. [5], Wells et al. [6]. Studholme et al. [7] studied a
normalized similarity measure called normalized MI (NMI) to tackle the problem of changing field of
view (FOV). MI and NMI are both estimated by the probability distributions of images to be registered.
Besides, the concept of cumulative probability distributions was introduced into image registration,
and cumulative residual entropy (CRE) was investigated in [8]. Additionally, the relations between
CRE and Shannon entropy were ulteriorly researched in [9], and a comparison with MI was reported
in [10]. In this new measure, cumulative density functions (CDF) instead of probability density
functions (PDF) were adopted to calculate values of the similarity measure, which illustrates a good
robustness to noise.

The aforementioned measures based on information theory—such as MI, NMI, and CRE—are
constructed by Shannon entropy. Nonetheless, the additivity of Shannon entropy signifies that it is
an extensive entropy. However, Antolin et al. [11] pointed out that the extensive entropy does not
consider the correlation of two variables. Consequently, they presented a similarity measure exploiting
Tsallis entropy. Subsequently, this new divergence was employed to construct a non-rigid registration
model for medical images [12,13].

Illuminated by the reference [11], a divergence measure based on Arimoto entropy was presented
called the Jensen—Arimoto divergence (JAD) [14]. In [15], some properties, such as the concavity
of Arimoto entropy and the boundedness of JAD, have been further investigated. However, the
registration method based on JAD does not take the spatial information between voxels into account,
which is of significance to medical image registration. This paper aims to present a novel nonrigid
registration method of medical images adopting a normalized measure based on Arimoto entropy
and gradient distributions. Firstly, the properties of Arimoto entropy and JAD are analyzed, and a
distance of gradient distributions is constructed. Secondly, a nonrigid deformation model is chosen
and the registration process is formulated by an optimization procedure. In the sequel, the continuous
probability distributions are estimated using Parzen window method applying B-splines and the
analytical gradient of objective function can be obtained. Finally, the L-BFGS optimization [16] is
adopted to obtain the optimal deformation parameters. To assess the performance of our registration
framework for medical images, several groups of non-rigid experiments on simulated volumes and
real 3D data are implemented.

Our contributions are twofold. Firstly, the related measures based on Shannon entropy do not
consider the correlation. Therefore, we present a normalized measure based on Arimoto entropy,
a non-extensive entropy, as the dissimilarity measure. Secondly, in the existing measures, such as
MI, NMI and JAD, the intensity values are directly exploited to calculate the similarity measure,
while the spatial information has been not considered. To take the spatial information between
voxels into account, a distance term of gradient distributions is constructed and incorporated into the
objective function.

The rest of this work is arranged as follows. In Section 2, the knowledge of information theory
was firstly reviewed, and then introduce the Arimoto entropy and JAD measure, constructing gradient
distribution distance. We formulate the model of nonrigid registration and give the detailed description
of the registration method in Section 3 adopting a normalized measure based on Arimoto entropy with
gradient distribution. Section 4 demonstrates the nonrigid test results on 3D MR volumes and real 3D
clinical datasets, with the compared results to other registration algorithms illustrated. Finally, we
provide the conclusions and perspectives in Section 5.
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2. Preliminaries

For this section, we briefly review the theoretical concept of information theory, and then
introduce the Arimoto entropy and JAD, along with studying their properties. In addition, the
gradient distributions of reference image and float image are constructed and a distance of them
is derived.

2.1. Shannon Entropy and Mutual Information

For an arbitrary random variable X(x1, x2, ... , xn), with its probability distributions p(x1, x2, ... ,
xy), the Shannon entropy of X is used to measure the amount of average uncertainty included in this
random variable,

M=

H(X) = =) p(xi)log p(xi) )

1

Il
_

which is also employed to measure the account of information provided by this random variable. Then,
considering another random variable Y, H(X | Y) is remarked as the conditional entropy of X when Y is
known. The reduction in uncertainty due to Y is called the MI. MI of X and Y is defined by

- - _ _ploy)
106Y) = HEO — HXIY) = DL plxey)log 67 ?

where p(x) and p(y) denote marginal probability of two random variables, as well as p(x, ) being the
joint distribution of them. MI is applied as a measure of the dependence between X and Y. MI is
symmetric in X and Y and always nonnegative [17].

2.2. Arimoto Entropy

Arimoto [18] introduced a generalized form of Shannon entropy, Arimoto entropy is defined by

N &
Aa(X)—“fl{l(Zp?)} > 0a£1 )
=

Boekee et al. [19] investigated some significant properties of Arimoto entropy, here, we only
exhibit several useful properties as follows.
Non-negativity:

Ay(X) >0 a>00#1 4)
Pseudo-additivity:
-1
An(X,Y) = Au(X) + An(Y) — S A (X)An(Y)  a>0,a #£1 ®)
Concavity:
Ag(tXy 4 (1= )Xp) > tA(X1) + (1= DA(X2)  te(0,1),a>0,a #1 6)
Symmetry:
Upper bound:
11 1 o 1
< . ) = _N=
Aw(p1,p2, -+ pN) < A“(N’N’ ’N) | [1 N ] (8)
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See [19] for the detailed proof of these properties. Property one ensures that Arimoto entropy
is non-negative. Its pseudo-addivity illustrates that Arimoto entropy accounts for a non-extensive
entropy. The parameter o in (3) accounts for the degree of non-extensivity.

2.3. Jensen Arimoto Divergence

For a random variable X, and P(py,p,, . ..,py) is probability distributions on X. JAD is defined to
be [15]

JA«(p1. P2 - PN) (Z w:P;) sz (») x>0 071 )

where A, (+) denotes Arimoto entropy and w; is a weighted vector to constrain w; > 0 and Zjlil w; =1.
In the following, we review the properties of JAD.

Proposition 1. JAD has these properties of non-negativity, symmetry. Also, JAD is identical to 0 when and
only when all of the probability distributions are the same as each other. The proof has been reported in [15].

Li et al. pointed that a distance must fulfill four requirements [20]. JAD does not meet the triangle
inequality, so JAD is not a true distance metric. Nonetheless, JAD can still be adopted to measure the
disparity among the probability distributions of two random variables.

Proposition 2. The JA divergence has the maximum when py, pa, ... , pn are degenerate distributions, where
p; = 6ij = L when i = j and 0 otherwise. The proof had been provided in [21], and the maximum equals
to Ay (w).

According to Proposition 1 and 2, it is obviously observed that JAD is bounded, 0 <
JA«(p1 Py - PN) < Aa(@).

2.4. Gradient Distributions Distance

Given the reference image R and float image F, VF, and VR represent the gradients of F and
R, along with q(VF) and p(VR) representing the gradient distributions of F and R. Kullback-Leibler
divergence (KLD) can be used to calculate the distance of g(VF) and p(VR) as

KLD(q||p) = Zq (VF(x log% (10)

where x denotes any point of image gradient, x = [x, y, z]T. KLD is also known as relative entropy,
measuring the diversity of two probability distributions. In (10), we use the convention that 0-log(0/0) = 0.
In other word, when R and F are completely registered, KLD between gradient distributions defined
in (10) achieves the minimum value. Considering the spatial transformation T}, y denoted by the
parameters of transformation model, the gradient distribution distance of F and the transformed F is
given by

9(VE(Tu(x)))

p(VR4(x))

where VF;(T,(x)) and VR;(x) represent the gradients of transformed float image and reference image,
and d is the dimension of the images to be registered. Subsequently, the Parzen method is employed to
estimate the gradient distributions.

Denote 8 and B by zero-order and three-order B-spline, respectively. In the process of image
registration, the transformation parameters i does not affect the reference image, the gradient of
reference image is also constant in registration process. Consequently, the gradient of reference image
can be calculated before registration to improve the implementation efficiency. In addition, a zero-order

KLD(VF(Tu(x))||[VR(x) ZZq VE;(Tu(x))) log (11

209



Entropy 2019, 21, 189

B-spline is exploited to estimate the gradient distributions VR;(x) of reference image R(x), with the
probability density function of VR;(x) defined by

x) — 0
PVRI(0) = Pulr) = o T B < W) 12

XEO

where () is volume domain to estimate probabilities. V denotes the number of voxels of (3 domain, as
well as d being the image dimension. r; represents intensity levels of VR;(x), and “V” is the gradient
operator. The three-order B-spline is adopted to compute the gradient distributions VF;(T,(x)) of
transformed float image, with the probability density function of VF;(T}(x)) shown as

X)) — VEO
9(VE(Tu(x)) = alfj) = Zﬁ ( W) (13)

In Equations (12) and (13), Abg and Abr are the widths of bins. VRg and VFg is the minimum
values in two images, and f] represents intensity levels of VF4(T,(x)). Substituting (12) and (13) into
(11), we can obtain the following formula.

KLD(VF(Tu(x))[[VR(3) = LEda(fj)log o
X (14)

= ); H(qa) - ;qd(fj) log pa(r:)

where H is the Shannon entropy. In this paper, KLD of gradient distributions will be applied as a
distance term in medical image registration, regularizing that the gradient distribution of float image
is similar to the gradient distribution of reference image.

3. Description of Proposed Nonrigid Registration Method

The details of the registration method using a normalized information theoretic measure based
on Arimoto entropy with gradient distributions is described. Firstly, an appropriate transformation
model needs to be selected, where the registration criteria (objective function or cost function) and
optimization algorithm is applied to optimize the criteria. Finally, the images to be registered are
aligned using an optimal solution obtained by the optimization scheme. Figure 1 displayed the block
diagram of our nonrigid registration framework.

{ Reference image R } [ Floating image F' }

Spatial mapping
function g(x, x

{ Gradient distributions ] { P(VF(g(x; 1)), ]

P(VR(x)). R(x) Fig(x. 1)), S(g(x. 1))

[ D(R(x), F(g(x, 1)), KLD(q||p) }
and S(g(x, x))

Objective function £
L-BFGS optimization
scheme
Output optimal z*

Figure 1. Block diagram of our registration algorithm.

No

Stop?

Yes
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3.1. Formulation

Figure 2a,b depict the corresponding planes in two 3D MR images, which account for T1-weighted
MR and T2-weighted MR. Non-rigid registration is formulated as the process of searching for the
optimal spatial deformation function of reference image R and float image F as

y = glxu) (15)

where g(x; 1) is the deformation function, i denotes the vector of deformation parameters, with x and
y being the coordinates of arbitrary point in R and F, respectively. We can formulate the non-rigid
registration of F to R as

T* = argminD(F(x) o g(x;t), R(x)) = argminD(F(3 (1)), R(x)) (16)
Iz 2
where D represents a dissimilarity measure that can achieves its minimum in registration of R(x) and
FQ(; 1))

(0)
Figure 2. (a) MR T1 image; (b) MR T2 image; (c) deformation field; (d) deformation vector.

However, the process of image registration is an ill-posed issue, and a penalty term need to be
incorporated to obtain a smooth transformation. Considering the regularization term, the cost function
E is expressed by

E = D(F(g(xp)), R(x)) +AS(g(xn)) (17)
3.2. Transformation Model

Clinically, there exist some large deformations between medical images. Therefore, a nonrigid
transformation is generally employed to deal with organ or tissue deformation. Figure 2c,d display
the deformation fields and vectors of the nonrigid transformation between Figure 2ab. The
free-form deformations (FFD) model can preferably described local deformations between medical
images. Therefore, cubic B-splines are employed to constructed FFD model [22] to simulate this
elastic deformation.

In a 3D image, ® is a mesh with the size of ny x ny, X 1., as well as the control points [w;, wj, wk]T,
and ¢ is the size of spacing. Then, 3D deformation function of x = [x, y, z]” could be defined as

051) = i (x ;wi)ﬁ<3> (y ;wi>ﬁ<3> (Z ;w") (18)

ijk

where p;;; is the vector of deformation coefficients, and B® is the third-order B spine function.

3.3. Registration Criteria

The dissimilarity measure D is the most significant part of objective functions, which is used to
measure the difference between two images to be registered. When D achieve the minimum value,
the similarity of two volumes is maximized, resulting in the two volumes completely registered. We
have employed JAD as similarity measure to register medical images in the presence of non-rigid
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transformation, in which a negative sign is assigned to the JAD to construct the dissimilarity
measure [15]. In this paper, according to Proposition 2 in Section 2.3, a normalized dissimilarity
measure based on JAD is introduced. Its definition is given as

D(F(glm), R(x) =1 - A S RO (19)

In [15], JAD is expressed by

MM ai M M N ¥
JA«(F(g(6u)),R(x)) = "‘a{ {Z LZ p(n)p(fj\ri)] } —Elp(ri) [Elp(fjlri) } }
(20)

where f = (f1,f2, ..., fm) and r = (r1, 72, ..., ry) are the intensity values in F(g(x; #)) and R(x). Also, M
is bins number. Also, p(ﬁ I'7;) is the conditional probability. JAD and A, (w) are substituted into (19). In
consequence, the dissimilarity measure D in (19) is rewritten as

M [ M Y K
D(F(g(6p)), R(x)) =1— ¢}, Lliﬂ(mf;)“} - LZl P(fj)a}

i=1

}/ (1 - M¥) 1)

where M is the number of bins. To address the problem of nonrigid registration, the smooth
deformation needs to be acquired by regularizing the deformation model. Incorporated with the
regularization term, the objective function E is rewritten by

E(F(g(xm)),R(x)) = D(F(g(xmn)), R(x)) +AS(g(x1)) (22)

where D is the dissimilarity measure defined in (21), and S is the regularization term, with its expression
given as follows.

Sgtom) = hIo I S | (F) -+ (B (P’

+2( Eaba )2 +2( L5l )2 +2 (%)1 dxdydz,

(23)

However, objective function shown in (22) does not take into account the spatial information
between voxels. To deal with the issue, the distance between two gradient distributions g(VF(g(x; 1)))
and p(VR(x)) displayed in (14) is introduced to (22). As a result, the nonrigid registration process is
expressed by

pr = argminE(F(g0Gu)), R(x))
M

= argmin{D(F(3(010), R()) + 15(8(09) +12KLD(TF(g(5p)|IVR(9)) @9

where KLD represents gradient distribution distance, as well as A1 and A, being weight parameters,
balancing the tradeoff among a dissimilarity measure D, a regularization S, and a distance term KLD.

3.4. Optimization

Newton-Raphson algorithm has been widely exploited, in which second-order derivatives can
show better convergence [23] compared with these strategies based on first-order gradient. L-BFGS [24]
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does not calculate second-order information. Thus, a high computation efficiency can be achieved.
A second-order Taylor approximation [16] of E with respect to y is given as

1
Ep+ Ap) ~ () + A" - VE() + 501" - V2E() - Ap, (25)

where Ay is the increment of y, V is gradient operation. The deformation parameter y of the L-BFGS
optimization algorithm is updated as

-1

pl) = u® — (H®) . VEu®), (26)

In the sequel, the derivative of objective function E with respect to y need to computed.

OE _[9E 9E  OF

e e 27
ou oy’ oup Iy @7)

The pseudo code of our registration approach is displayed in Algorithm 1.

To solve the optimization process, we need calculate the analytical gradient of the objective
function E. Traditionally, the probability distributions expressed in (21) was not continuous. Hence,
the continuous probability density function (pdf) needs to be estimated by Parzen-window method.
The continuous marginal and joint pdfs of two images to be registered have been calculated [15].
The continuous expression of gradient distribution distance has been also provided in Section 2.4.
Equalization (18) is substituted into (23), the continuity of smoothness term is acquired. Consequently,
the objective function E is continuous and its analytical derivative with respect to y# can be calculated.

Algorithm 1. Nonrigid medical image registration with gradient distributions

Input: Reference image R, floating image F

Output: Optimal deformation parameters p*

Set A1, Ay, NMAX, o, M, N, 4, ¢

Compute the gradient of R, denote as VR(x) and gradient distributions p(VR(x))
Initialize deformation parameters (%), iteration k = 0, F(g(x; p@)) = F, E(u®) = 0
While | E(u®* D) — E(u®) > threshold ¢ or k < =NMAX

Obtain the deformed float image F(g(x; y(k"l))) and the regularization 5(g(x, y(k +1)y)
Compute VF(g(x; u** 1)) and gradient distributions g(VF(g(x; u®+1)))

Estimate the dissimilarity measure D and gradient distributions distance KLD
Calculate objective function E(u® * 1) = D(R(x), F(g(x; p®* 1)) + KLD(g* * VI Ip) + S(g(x, p**+ )
y(k+1) =]4(k) — (H®) —ng(;,(k))

k=k+1

end

Derivative of the Objective Function

The objective function defined in (24) includes dissimilarity measure D, a regularization term S,
and a distance term KLD. The derivative of D is deduced as

d[D(F(glxu)), R(x)] _ 1 d[JA«(F(g(xn)),R(x))]
dp Ag(w) dp

(28)

According to (20), we obtain

d[D(F(g0p)), R()] _ 1 . 9p(ri, fj)
dy - (1-m%) {ZZ]:Y o } 9
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1 !
Y= (Zﬁ(ﬁ)”‘) U - (2?(%)“) p(filr)" (30)
j j

where 0p(f;,7;) /0 represents derivative of estimated joint probability. The derivative of p( f],Nr, Ju) is
calculated by

aplfirin) _ 1 0)(, _ R@-R
E;y = _N<AbFX§QnB< >("l OAbR )
Su))— dF (s
X,B,(s)<fj* F(g()cAzgi) F ) % ( 1;(5) B

with /3(0) and /3’ ©) being the zero-order B-Splines and the derivative of the three-order B-Splines,
respectively. R® and F are the minimal intensities in R(x) and F(g(x; #)), as well as 9F(t) /9t being the
gradient of the deformed float image F(g(x; y1)), 9(g(x; 1)) /0 can be estimated by FFD model.

To obtain the derivative of the penalty term S, we rewrite (23) as

€]

o(g(x;
; )) % (gg’;ﬂ))

g u
58 VZ E < ox; Bx] ) (32)

X i,j=1

where x represents the points in image region, and V denotes the number of pixels. The derivative of S
has been provided by Staring and Klein [25],

aS(

Xl*l

Pg(xm) | 0 9%g(xn)
Z Z ( 9x;0x; >a;4 9x;0x; 33)

where 3%g(x;u)/ dx;0x; denotes Hessian matrix of deformation function g(x; ), 9(0%T/ 9x;0x;) /dp is
the Jacobi of Hessian matrix.
Next, we calculate the derivative of KLD,

d[KLD(VF(g(xu))||[VR(x
du

L) ) s

8 pa(r))  on

;;(ul

where py(r;) and g4 (f;) represent the gradient distributions of the transforms float image and reference
image, respectively. The derivative of §4(f;) is calculated as

oqa(f) _
owu

VE;(g(xu))—VE)
_V-ihp r (f‘ d(g(AZ) d)

xeQ) 2(g(x)) (35)
X
(szd(S)|s:g(w)> ' gaI/

where g'® is derivative of three-order B-spline, and V?F;(t) represents the second-order gradient of
F(g(x; p)), as well as 0(g(x;u)) /9y being the derivative of deformation function g(x; j) with respect to
the parameter y. Substituting (12), (13), and (35) into (34), we can obtain the derivative of gradient
distribution distance. In the terms of (29), (33), and (34), the derivative of E will be easily calculated.

4. Experiments and Results

To evaluate the registration method using the normalized JAD with gradient distribution
(NJAD-GD), we designed several groups of tests and performed on simulated and real 3D data,
respectively. In Section 4.1, the experimental data is depicted, including simulated and real medical
images. The non-rigid registration of simulated MR volumes is performed in Section 4.2. The tests on
real 3D thoracic CT images and 3D cardiac data are implemented, and the experimental results are
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shown in Sections 4.3 and 4.4, respectively. Our nonrigid registration algorithm employing JAD and
gradient distributions was implemented in the elastix package [26].

4.1. Experimental Data

In this paper, simulated brain MR volumes, thoracic CT volumes and real 3D cardiac CT images
were exploited as experimental data. The detailed descriptions of brain MR and 3D thoracic CT images
have been reported in [15]. Additionally, non-rigid tests were also performed on twelve 4D cardiac CT
sequences acquired from twelve patients. Each of 4D CT sequence consists of 10 3D cardiac CT images,
which were obtained from one whole cardiac cycle of one patient. These CT images have 256 x 256
pixels along axial direction. Figure 3 exhibits 10 3D cardiac CT volumes of one 4D CT sequence. It is
obviously observed that some elastic deformations are existed between 10 images.

(a) (b) (c) (d) (e)

() ® (h) Q) ()

Figure 3. The axis slice of 10 3D cardiac CT images in one 4D sequence. (a—j) represent the 10 frames

acquired from one whole cardiac cycle of one patient.
4.2. Nonrigid Registration of Simulated Brain Images

Simulated brain volumes were firstly used to design the elastic alignment experiments.
Furthermore, we employ a multiresolution hierarchical strategy with three levels to carry out these
non-rigid tests. Also, a comparison with JAD without gradient distribution and MI is also reported.

We selected 60 warping indexes (see parameters m of the warping function in [15]), which were
yielded randomly from the interval [1,7]. Consequently, 60 float images were produced based on
the 60 deformations for each pair of test volumes and 540 nonrigid trials of three pairs of brain MR
volumes for NJAD-GD, JAD, and MI algorithms in total.

To assess quantitatively test results of these trails, we exploit registration error as the evaluation
standard. Here, the registration error is defined as the difference of true values that can be calculated
by warping indexes and the obtained values by optimization strategy. In the registration trails of brain
images, the involved parameters are set as follows: the nonextensive parameter « = 1.5, bins M = 16,
the number of random samples N = 2000, 5 =20 x 20 x 20. The weighting parameters A, = 0.005 and
A2 =0.001 can provide a good tradeoff among three terms: D, S, and gradient distribution term KLD
in the objective function E.

Figure 4 shows the test results of all 540 non-rigid registrations. From Figure 4, the NJAD-GD
registration algorithm could result in the lower errors of three pairs of test volumes compared to other
two approaches.
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Figure 4. The registration results of the simulated 3D brain MR T1 & MR T2, MR T1 & MR PD, and
MR T2 & MR PD volumes using three algorithms. The red color crosses for each box represents
these outliers.

4.3. Experiments of 3D Thoracic CT Images

3D thoracic CT volumes were chosen as the test images to carry out non-rigid registrations.
These volumes consist of four 4D sequences, and each of them includes 10 3D volumes. A three-
level implementation scheme was still employed to decrease registration accuracy and improve
computation efficiency.

We denote the 10 volumes from each 4D sequence by T00-T90, in which the maximal inhalation
and maximum exhalation are included, with indicated by T10 and T60, respectively. Then, we designed
the following experiments: in each 4D sequence, the T60 frame is applied as reference image and the
residual nine frames are chosen as float image, leading to nine non-rigid tests. Hence, 36 trails of elastic
alignments were yielded in total for four 4D CT sequences. We also compared the results adopting
NJAD-GD and JAD without considering spatial information. Finally, 72 elastic registration tests were
conducted for two methods. In order to quantify the test errors, target registration error (TRE) and
Hausdorff distance meansure (HDM) were calculated. HDM is a widely-used measure to calculate the
distance of two clouds of points. In the 3D thoracic CT registration, the manually marked landmarks
can be applied to calculate HDM of two images.

Figures 5 and 6 demonstrate the registration results of 72 tests, along with TREs before registration
and after alignment. Figure 7 illustrates the box-and-whisker plots of HDM values of four 4D CT
sequences. It is observed from these results that the registration errors applying NJAD-GD algorithm
are less than these obtained by the method based on JAD without gradient distribution.

In implementation of experiments, the nonextensive parameter « = 1.5, bins M = 16, the number
of random samples N = 8000, the spacing of mesh points & =20 x 20 x 20. The weighting parameters
A = 0.005 and A, = 0.001.
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Figure 5. The TREs obtained when employing NJAD-GD algorithm, the registration method based on
JAD without gradient distribution.
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Figure 6. Statistics of TREs before registration and after alignment exploiting the NJAD-GD,

JAD methods.
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Figure 7. HDMs obtained when employing NJAD-GD algorithm, the registration method based on
JAD without gradient distribution.
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4.4. Registration of 3D Cardiac CT Image

The cardiac CT data consists of 12 groups of 4D image sequence, and each of which includes 10
3D images acquired from one whole cardiac cycle. One cardiac cycle consists of the phase of systole
and phase of diastole. In each 4D CT sequence, two 3D images with the maximum deformation were
employed as the test images, and 12 nonrigid registration experiments were carried out adopting
NJAD-GD approach. Figure 8 illustrates the checkboard of 12 examples adopting our non-rigid
framework (a = 1.50) for 12 4D CT sequences. As it can be seen, the registration algorithm based on
gradient distribution demonstrates the accuracy results.

()

Figure 8. Registration results of 12 groups of 3D cardiac images. (a-1) display the test results of patient

1 to 12, respectively. In each group, left image represents the checkboard before registration, and the
right accounts for the result after registration.
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In these tests, a multiresolution scheme with three levels was also exploited to implement these
nonrigid registrations. Due to the large deformation, the number of random samples N and the spacing
of mesh points & were set to 10,000 and 10 x 10 x 10, with other parameters being as follows: bins
M = 16, the weighting parameters A; = 0.005 and A, = 0.001, the maximum number of iterations of the
limited memory BFGS scheme NMAX = 200.

5. Conclusions

In this work, we review the definition and properties of Arimoto entropy, with an information
measure based on Arimoto entropy, called JAD. The gradient distributions of reference image and
float image are constructed and a distance between them is derived. Additionally, a normalized
dissimilarity measure based on JAD was presented. A nonrigid registration method exploiting the
normalized measure with gradient distributions is proposed.

Arimoto entropy is regarded as a generalized form of the classical Shannon entropy. In the
aforementioned section, it is proofed that the JAD measure is equal to MI when « tends to 1. We
adopted FFDs as the parameter space for non-rigid registration, along with objective function E
including three elements: the normalized JAD as the dissimilarity measure, a regularization to acquire
the smooth deformation and a distance term of the gradient distributions.
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Abstract: Surface texture is a very important factor affecting the anti-skid performance of pavements.
In this paper, entropy theory is introduced to study the decay behavior of the three-dimensional
macrotexture and microtexture of road surfaces in service based on the field test data collected over
more than 2 years. Entropy is found to be feasible for evaluating the three-dimensional macrotexture
and microtexture of an asphalt pavement surface. The complexity of the texture increases with
the increase of entropy. Under the polishing action of the vehicle load, the entropy of the surface
texture decreases gradually. The three-dimensional macrotexture decay characteristics of asphalt
pavement surfaces are significantly different for different mixture designs. The macrotexture decay
performance of asphalt pavement can be improved by designing appropriate mixtures. Compared
with the traditional macrotexture parameter Mean Texture Depth (MTD) index, entropy contains more
physical information and has a better correlation with the pavement anti-skid performance index.
It has significant advantages in describing the relationship between macrotexture characteristics and
the anti-skid performance of asphalt pavement.

Keywords: pavement; macrotexture; 3-D digital imaging; entropy; decay trend

1. Introduction

Surface texture is a very important factor affecting the anti-skid performance of pavements [1-3].
Due to the mutual interactions between tire and pavements during driving, the surface texture
wears continuously. Some observations show that anti-skid performance decreases under the vehicle
load [2,3]. The study of texture and wear characteristics are therefore helpful for civil engineers to
better understand the anti-skid performance of pavements. Generally, according to different influences
on the anti-skid performance, the road surface texture is divided into the macrotexture (wavelength of
0.5 to 50 mm and peak-to-peak amplitude of 0.2 to 10 mm) and the microtexture (wavelength of 0 to
0.5 mm and peak-to-peak amplitude of 0 to 0.2 mm) [4]. The Mean Texture Depth (MTD) and Mean
Profile Depth (MPD) are commonly used in engineering practice to evaluate the macrotexture [5,6].
However, these indexes still need to be improved in terms of reflecting the effects of texture on anti-skid
performance [7,8]. Since it is difficult to test microtextrue on the road surface, it is not required to
evaluate it in engineering practices, which is mainly controlled in the stage of aggregate selection [9,10].

The development of three-dimensional testing technology provides a new method for the
evaluation of pavement surface texture, as indicated in the previous study [7], like the indoor
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laser profiler [11], X-ray computerized tomography (CT) [12], laser technology [13], optical
three-dimensional scanner [14], three-dimensional laser device [15], and four-source photometric
stereo technique [16,17]. With the continuous progress of three-dimensional testing technology, many
commercial three-dimensional laser scanners have been developed and applied in the measurement
of the three-dimensional texture of pavement surfaces [18-21], and the corresponding resolution is
gradually improving. At the same time, in order to meet the needs of rapid testing, researchers are also
working to develop some on-board three-dimensional testing devices for on-site road surface texture
detection [22,23].

With the fast development of three-dimensional texture testing technology for pavement surfaces,
the study of fine texture features based on three-dimensional data is also carried out, like in Fourier
analysis [12], fractal theory [7] and texture analysis methods in image processing [24,25]. In recent years,
Shannon’s Entropy theory has been widely used as a powerful tool for image analysis [26-28], being
significantly convenient for describing the complexity of texture. It should be noted that pavement
macrotexture has been analyzed using fractal theory [7], Co-occurrence Matrix [24], gray tone difference
matrix [25], and degradation analysis [29] in previous research. The introduction of entropy theory to
this area can still help civil engineers better study the decay behavior of three-dimensional macrotexture
and microtexture of road surfaces. There have been lots of studies on the bulk properties of pavements
using various numerical and testing approaches [30-33], and the mechanism of the surface properties,
e.g., pavement texture is still not fully understood. In this study, the current research progress and
methods of 3D texture data acquisition in the field are introduced first. Following this, the feasibility of
entropy theory in describing three-dimensional macrotexture and microtexture features is investigated.
Third, the entropy of the three-dimensional texture is taken as an index to investigate the decay
behavior of the macrotexture and microtexture of pavement surfaces. Finally, the advantages of
three-dimensional macrotexture entropy in describing the decay of pavement anti-skid performance
compared with a traditional MTD index are presented.

2. Field Data Collection

In order to study the decay characteristics of asphalt pavement surface texture with traffic wear,
different types of asphalt surface on several highway and urban roads in Beijing were tested from
November 2010 to November 2012. Seven tests were carried out during the period, where six different
types of asphalt pavements were covered, including dense asphalt concrete (DAC), stone matrix
asphalt (SMA), rubber asphalt concrete (RAC), ultra-thin wearing course (UTWC), micro-surfacing
(MS), and open graded friction course (OGFC). The basic information of the test was described in
detail in [7]. Due to the influences of pavement maintenance during the test period, the MS and OGFC
measurement points did not result in continuous test data, and some DAC measurement points did not
include a decay analysis due to the low traffic volume. The detailed decay analysis of the measurement
points and traffic volume were presented in [29].

A commercial hand-held 3-D laser scanner (Creaform Inc., Lévis, QC, Canada), based on the
laser triangulation technique, is used to collect the three-dimensional macro and micro textures of the
pavement surface. The scanner consists of three charge-coupled devices (CCDs) and a cross laser [24].
By collecting the coordinates of a series of points on the surface of the object, the 3-D image of the
surface can be obtained. The minimum sampling point spacing is 0.05 mm, and the measuring accuracy
is 0.04 mm. The test results can be outputted to a variety of standard 3-D image file formats, such as
stl,, iges., etc. For more detailed information, refer to [7]. Figure 1 shows the field test photos. For the
macrotexture, in the first two tests, the sampling size was 90 mm x 90 mm, and in the last five tests, the
sampling size was 190 mm x 190 mm. All macrotexture scanners use a sampling interval of 0.4 mm to
edit the 3-D images obtained by scanning. First, the commercial 3-D image software Geomagic Studio
(38D Systems, Inc., Research Triangle Park, NC, USA) is used to edit the images, and then the data is
transformed into ordered point clouds with an equal spacing distribution in two horizontal directions
through the simulation scanning tool. Furthermore, the Fast Fourier Transform is used to filter the
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part whose wavelength exceeds 50 mm. According to [4], these components are beyond the scope of
the macrotexture. The ordered point cloud data with a sampling interval of 0.5 mm in the x and y
directions are finally obtained, and used for the macrotexture analysis. The detailed information was
described in detail in [7]. For the microtexture, the test method was the same as for the macrotexture,
except that a sampling interval of 0.05 mm was used. Based on the scanned three-dimensional data, the
filtering process is carried out according to the frequency and wavelength range of the microtexture [4].
Finally, the ordered point cloud data with a size of 5 mm x 5 mm and a sampling interval of 0.05 mm
in the x and y directions are obtained for the analysis of the microtexture. One macrotexture and two
microtextures are collected at each test point. Figure 2 is the result of typical macrotexture testing
after filtering, and Figure 3 is the result of a typical microtexture by measuring and after filtering.
For the macrotexture, since only the part whose wavelength is larger than 50 mm is filtered out, this
wavelength value is several times the size of the particle exposed on the pavement surface, and the
filtered image has not intuitively changed. For the microtexture, because it is necessary to filter out
the part whose wavelength is more than 0.5 mm, which is much smaller than the size of the particle
exposed on the pavement surface, the filtered microtexture loses the true morphology characteristics
of the pavement surface.

il
678 9d01 23456780950

(b)

Figure 1. Cont.
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(d)

Figure 1. Field tests: (a) the 3-D scanner; (b) sand patch test for the mean texture depth (MTD);
(c) Scanning test; and (d) dynamic friction tester (DFT) test.
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Figure 2. Results of a typical 3-D macrotexture: (a) dense asphalt concrete (DAC); (b) stone matrix
asphalt (SMA); (c) rubber asphalt concrete (RAC); and (d) ultra-thin wearing course (UTWC).

Figure 3. Results of a typical 3-D microtexture: (a) DAC, measured; (b) DAC, filtered; (c) SMA,
measured; and (d) SMA, filtered.
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3. Characterizing Surface Texture of Asphalt Pavement Using Entropy Theory

Denote a grey level image as I= {G(x, y),x=1,2,...,Ny,y=1,2,..., Ny}, where G(x, y) is the
grey level at (x, y), and Ny and Ny are the pixel numbers along the x and y directions respectively.
Following this, the probability of grey level i is

Ny Ny .
L L (G(xy)i)
_x=ly=1

Pi= — N.xN, N, O
where 4(i,j) is the Kronecker delta function.
. 1 i=j
6(i,7) = 2
(i,]) {O P4 @

If an image has the maximum grey level of Ng, the entropy (E) of the image can be defined as [34]

Ng 1
E=) p;log, — (3)
i1 pi

The 3-D texture measurements should be converted into grey-level images so that they can be
characterized by entropy. First, the height range of a given 3-D texture measurement is divided into
sections using a given interval. Following this, a corresponding grey-level image is obtained through
mapping each height section onto a grey level. Reference [24] describes the conversion techniques
in detail. Figures 4 and 5 depict the grey-level images corresponding to the 3-D measurements in
Figures 2 and 3, respectively. Finally, the Entropy E can be calculated for each 3-D texture measurement
in accordance with Equation (3).

Figure 4. Cont.
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Figure 4. Grey-level images corresponding to the macrotexture shown in Figure 2: (a) DAC; (b) SMA;
(¢c) RAC; and (d) UTWC.
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Figure 5. Grey-level images corresponding to the microtexture shown in Figure 3: (a) SMA and
(b) DAC.

Figure 6 presents the entropy distribution of the macrotexture and microtexture of different types
of pavements, where D1 and D2 represents the DAC pavement, M represents the MS pavement, O
represents the OGFC pavement, R represents the RAC pavement, S represents the SMA pavement, and
U1 and U2 represent the UTWC pavements constructed over different years. The detailed information
of various pavement parameters is referred to in [29]. As shown in Figure 6a, there are significant
differences in the entropy of the macrotexture of different types of pavement surfaces. Among them,
the entropy of MS pavement is the smallest and that of OGFC pavement is the largest. It is noted that
there is a clear distinction between Ul and U2, in which Ul is the pavement opened in September,
2009, and U2 is the pavement opened in September, 2010; this indicates that entropy can be used to
describe the macrotexture decay of the pavement surface. Figure 6a has the same distribution trends
as those of previous research [24], indicating that the use of entropy is reasonable and accurate. For the
microtexture, the range of the entropy distribution is narrow (Figure 6b), and the difference between
different pavements is not very obvious. This may be because the microtexture is mainly affected by
mineral aggregates and is less affected by mixture gradation.
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Figure 6. Distribution of entropy of the macrotexture and microtexture: (a) Macrotexture and
(b) Microtexture.

4. Characterization of Macrotexture Degradation with Entropy

4.1. Degradation of Macrotexture Entropy

In order to analyze the decay of the macrotexture of the asphalt pavement by the entropy value,
the experimental data is grouped according to the type of pavement and cumulative traffic volume
of service. Figure 7 presents the changes of entropy of the macrotextures of DAC, SMA, RAC and
UTWC pavement surfaces with cumulative traffic volume by box-and-whisker plots, in which the
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mark inside the box is the median, the lower and the upper edges of the box are the 1st and 3rd
quartiles, respectively, and the “x” are the outliers. Before analyzing the decay trend, it is necessary
to note that the aggregate types used in the four types of pavement are not identical. DAC and RAC
pavements used one type of aggregate, while SMA and UTWC pavement used another type. In the
early service stage of roads, the entropy of the RAC surface macrotexture is the largest amongst the
four types of pavement, with an average value of 5.90 (after a 0.22 X 10° standard vehicle passes),
followed by the UTWC and SMA pavements, with an average value of 5.83 (after a 0.54 x 10° standard
vehicle passes) and 5.61 (after a 0.59 x 10° standard passes), respectively. The entropy of the surface
macrotexture of DAC is the smallest, with an average value of 5.20 (after a 0.31 x 10° standard vehicle
passes). Despite some fluctuations in data, for the DAC, RAC and UTWC pavements, it is clear that
the entropy of the macrotexture of the pavement surface decreases gradually with the increase of the
cumulative traffic volume. The DAC pavement decay is the most obvious. After a 2.29 x 10° standard
vehicle passes, the average entropy of DAC’s macrotexture decays to 4.34, and the average entropy of
DAC’s macrotexture decays to 8.37% for every 1 x 10° standard vehicle passing. After a 2.20 x 10°
standard vehicle passes, the average entropy of RAC’s macrotexture decays to 5.48, with an average
decay rate of 3.6% for every 1 x 10° standard vehicle passing. After a 7.40 x 10° standard vehicle
passes UTWC, the average entropy of the macrotexture decays to 5.40, and the average decay rate is
1.07% for every 1 x 10° standard vehicle passing, respectively. The entropy of the macrotexture of
the SMA pavement surface does not obviously decay. After a 4.61 x 10° standard vehicle passes, the
average entropy of the macrotexture is still 5.59, which is basically consistent with the mean value
of a 0.59 x 10° standard vehicle passing. The analysis using entropy theory obtains similar results
compared with our previous research [29]. Pavements with different gradations will have different
sizes of aggregates exposed on the surfaces. Due to the difference of wear performance of different
size particles, there are different decay trends in the macrotexture of different pavements. On the other
hand, the difference of aggregate types should also be noticed.
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Figure 7. Change of the macrotexture entropy with the traffic volume: (a) DAC; (b) SMA; (c) RAC; and
(d) UTWC.

4.2. Changing Trends of Entropy in Macrotexture

In order to quantitatively depict the decay trend of the macrotexture of the pavement surfaces,
a logarithmic model (as shown in Equation (4)) is used for a regression analysis of the change trend of
the average entropy with the cumulative traffic volume, corresponding to the different cumulative
traffic volumes of each pavement. Table 1 gives the least squares analysis results of four kinds of road
regression analyses. Table 2 lists the mean square errors (MSEs) and R-squares of regression analyses

of four kinds of pavements. The regression parameters of the model are listed in Table 3, as [29].
E=axIn(traf)+b
where traf is the cumulative traffic volume, and a and b are the fitting coefficients.

Table 1. Least-squares analysis of the model for the mean entropy of the macrotextures. Dense asphalt
concrete (DAC); Stone matrix asphalt (SMA); Rubber asphalt concrete (RAC); and Ultra-thin wearing

course (UTWC).
Surface Type Model Sum of Error Sum of Corrected Total F Value P>F
Squares Squares Sum of Squares
DAC 0.4518 0.3416 0.7935 6.61 0.0499
RAC 0.0893 0.0353 0.1246 12.63 0.0163
SMA 0.000343 0.0152 0.0156 0.11 0.7509
UTWC 0.1531 0.0548 0.208 22.35 0.0015

Table 2. The mean square errors (MSEs) and R-squares of the regression model for the mean entropy of
the macrotextures.

DAC RAC SMA UTWC

MSE R2 MSE R2 MSE R2 MSE R2
0.0683 0.5695 0.0071 0.7167 0.0030 0.0256 0.0068 0.7365
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Table 3. Fitting coefficients of the model for the mean entropy of macrotexture.

Surface Type DAC RAC SMA UTWC
a —0.3929 —0.1525 0.0105 —0.1609
b 4.9734 5.6611 5.6569 5.8139

As shown in Table 1, for the DAC, RAC, and UTWC pavements, the p-value is below 0.05,
indicating that the logarithmic model is significant for these three types of pavement. For the SMA
pavement, the p-value is 0.7509, much higher than 0.05, indicating that the logarithmic model is not
significant for the SMA pavement, which is mainly due to the fact that the entropy of the macrotexture
of the SMA pavement has not decayed significantly over more than two years of observation. Although
the logarithmic model is not significant for the SMA pavement, Table 2 shows that the MSE fitted
by the model is only 0.0030. Figure 8 presents the changes of the average entropy of four types of
pavement macrotextures fitted by the logarithmic model.
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Figure 8. Changing trends of the macrotexture entropy.

According to Equation (4), the coefficient a described the decay rate. The smaller the value of g,
the faster the decay rate. As mentioned above, the DAC and RAC pavements have one same aggregate
type, and the SMA and UTWC pavements have another type. Because the aggregate type has a
potential impact on the pavement wear, the decay of the macrotexture entropy of the pavement surface
should take the difference between different aggregate types into account. From Table 3 and Figure 8,
it can be seen that the macrotexture of the DAC pavement decreases fastest. The RAC and UTWC
pavements have a similar macrotexture decay trend. The SMA pavement maintains a stable entropy
after 4.61 x 10° standard vehicle passes, which should be attributed to the specific gradation of SMA.
Note that the trends using the mean entropy are very similar to those from the previous analysis [29],
which validates our research accuracy.

4.3. Relationship of Macrotexture Entropy and MTD with DFT60

In the field tests from November 2010 to November 2012, the mean texture depth (MTD) was
tested by a sand patch method at each test point, and the friction performance of the pavement was
tested by a dynamic friction tester (Nippo Sangyo Co., Ltd., Tokyo, Japan), which is described in detail
in [29]. In order to investigate the potential advantages of the entropy theory in describing the texture
characteristics of asphalt pavement surfaces, based on the mean values of entropy, MTD and DFT60 for

233



Entropy 2019, 21, 208

each pavement with different cumulative traffic volumes, the correlation among E, MTD and DFT60
are analyzed. The Pearson correlation coefficients are listed in Table 4.

Table 4. Pearson correlation coefficients between the Mean E, Mean texture depth (MTD), and

Mean DFT60.
Surface Type DAC RAC SMA UTWC
Mean E VS Mean MTD 0.6041 0.7139 —0.0932 0.7997
Mean E VS Mean DFT60 0.8283 0.3407 0.7036 0.9169
Mean MTD VS Mean DFT60 0.5323 0.7298 —0.0635 0.8474

It can be seen from Table 4 that for the DAC, RAC, and UTWC pavements, there is a certain
correlation between entropy and MTD. However, the Pearson correlation coefficients are below 0.8,
and there is no significant correlation between the entropy and MTD of the SMA pavement. This
shows that entropy describes some features of the macrotexture of the pavement surface, which the
MTD indexes fail to describe. Comparing the correlations between entropy, MTD and DFT60, it is
found that the Pearson correlation coefficients of entropy and DFT60 are significantly higher than
those of MTD and DFT60 except for RAC. For the DAC, SMA and UTWC pavements, the correlation
coefficients of entropy and DFT60 are 0.2960, 0.6401 and 0.0695 higher than the Pearson correlation
coefficients of MTD and DFT60, respectively. This shows that entropy has more advantages than MTD
in describing the impact of macrotexture on the anti-skid performance of asphalt pavement. Figure 9
plots DFT60 against the entropy E and MTD of different types of asphalt pavements, which could
more intuitively reflect the advantages of E.
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Figure 9. Scatter plots of DFT60 against E and MTD: (a) DFT60-E and (b) DFT60-MTD.

5. Characterization of Microtexture Degradation with Entropy

5.1. Degradation of Entropy of Microtexture

In the field test, two microtextures were collected at each test point, and the mean value of the
two microtextures’ entropy is used as the evaluation basis for the feature evaluation. Similar to the
macrotexture, the experimental data is grouped according to the cumulative traffic volume of different
pavement types and services. Figure 10 gives the variation of the microtexture entropy of the DAC,
SMA, RAC and UTWC pavement surfaces with the cumulative traffic volume by box-and-whisker
plots, where the mark inside the box is the median, the lower and the upper edges of the box are the
1st and 3rd quartiles, respectively, and the “x” are the outliers. Note that the aggregate types used in
the four types of pavement are not identical. The DAC and RAC pavements used one same type of
aggregate, while the SMA and UTWC pavements used another. In the early service stage of roads, the
average values of DAC, SMA, RAC and UTWC are 6.54 (after a 0.31 x 10° standard vehicle passes),
6.68 (after a 0.59 x 10° standard vehicle passes), 6.66 (after a 0.22 x 10° standard vehicle passes), and
6.59 (after a 0.54 x 10° standard vehicle passes).

Because the decay of microtexture is mainly caused by the polishing of aggregate particles on the
surface of pavements, the decay of microtexture is relatively slow, and the absolute value of entropy
decay is much smaller than that of macrotexture. Nevertheless, Figure 10 could identify that the
entropy of the four types of pavement surface microtextures gradually decreases with the increase of
the traffic volume. After a 2.29 x 10° standard vehicle passes, the average entropy of the DAC texture
decays to 6.19, and the average decay rate is 2.71% for every 1 x 10° standard vehicle passing. The
average entropy of the microtexture of the RAC pavement decays to 6.27 after a 2.20 x 10° standard
vehicle passes, and the average decay rate is 2.97% for every 1 x 10° standard vehicle passing. The
average entropy of the SMA pavement texture decays to 5.93 when a 4.61 x 10° standard vehicle
passes, with an average decay rate of 2.80% for every 1 x 10° standard vehicle passing. After a
7.40 x 10° standard vehicle passed the UTWC pavement, the average entropy of the microtexture
decays to 5.96, and the average decay rate is 1.37% for every 1 x 10° standard vehicle passing. The
microtexture decay behavior of different types of pavements is similar.
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Figure 10. Change of the microtexture entropy with the traffic volume: (a) DAC; (b) SMA; (c) RAC;

and (d) UTWC.
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5.2. Changing Trends of Entropy of Microtexture

In order to quantitatively depict the decay trend of the microtexture of the pavement surface,
based on the average value of entropy corresponding to the different cumulative traffic volume of each
pavement, the power function model (as shown in Equation (5)) is used to analyze the trend of the
average entropy with the cumulative traffic volume by comparing various models. Table 5 shows the
least squares analysis results of four kinds of road regression analyses. Table 6 lists the mean square
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errors (MSEs) and R-squares of a regression model. The regression parameters of the model are listed
in Table 7, as [29].

E=ax trafb ©®)

where traf is the cumulative traffic volume, and a and b are the fitting coefficients.

Table 5. Least-squares analysis of the model for the mean entropy of the macrotextures.

Surface Type Mo;lel Sumof  Error Sum of Corrected Total F Value P>F
quares Squares Sum of Squares
DAC 229.9 0.1848 0.2590 2487.7 <0.0001
RAC 276.1 0.3141 0.3848 2197.2 <0.0001
SMA 270.9 0.267 0.4222 2536.0 <0.0001
UTWC 358.6 0.2981 0.3765 4210.4 <0.0001

Table 6. The MSEs and R-squares of the regression model for the mean entropy of the microtextures.

DAC RAC SMA UTWC

MSE R2 MSE R2 MSE R2 MSE R2
0.0462 0.2864 0.0628 0.1836 0.0534 0.3676 0.0426 0.2082

Table 7. Fitting coefficients of the model for the mean entropy of microtextures.

Surface Type DAC RAC SMA UTWC
a 6.2081 6.279 6.412 6.4559
b —0.0257 —0.0216 —0.0357 —0.0183

For the four types of pavements, all the p-values below are 0.0001. Table 5 shows that the R-square
value is low, and the SMA pavement with the largest R-square value is only 0.3676, indicating that the
regression model is not very ideal. This is mainly due to the small decay variation of the microtexture
entropy and the fluctuation of the test data. Figure 11 presents the variation curves of the average
entropy of the four types of pavement microtextures fitted by power model. Although the regression
model is not perfect, the model can still be used for some simple analyses.
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Figure 11. Changing trends of the microtexture entropy.
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According to Equation (5), coefficient b describes the decay rate, and the larger the value b, the
faster the decay rate. As mentioned above, the DAC and RAC pavements use one same aggregate
type and the SMA and UTWC pavements use another type. This difference should be noticed when
analyzing the difference of microtexture entropy between the different pavements. According to
Table 7 and Figure 11, the SMA pavement surface texture decay rate is the fastest, followed by the
DAC and RAC pavements, and the UTWC pavement decay rate is the slowest. The average decay of
entropy is less than 2.7% for every 1 x 10° standard vehicle passing, for all four types of pavements.

6. Discussion

According to the definition of pavement texture entropy in Equations (1) to (3), it can be seen that
the possible range of entropy of the macro- or micro- textures of the pavement surfaces is [0, loga(Ng)]-
In a plane, if there is only one grey value, the p; of this grey value is 1, which leads to zero entropy.
For the same texture with N, when all grey values correspond to the same p;, the entropy reaches the
maximum value [34]. The larger the Ng, the greater the maximum value. For the pavement surface
texture, the complexity of the texture increases with the increase of the entropy. Under the polishing
action of the vehicle load, the surface of the pavement tends to be smooth, showing the entropy
decreasing gradually. Compared with the MTD index, entropy contains more physical information. At
the same time, the correlation between macrotexture entropy and DFT60 is significantly higher than
for MTD. The entropy has obvious advantages over the traditional MTD index in the macrotexture
evaluation of pavement anti-skid performance.

According to the test results in this paper, the difference of microtexture entropy between different
pavements is not very significant, and the law of decreasing with traffic volume is not very significant.
On one hand, the microtexture is mainly influenced by aggregate particles, and the difference of
aggregates between different pavements is not prominent. On the other hand, the polishing process of
the aggregate surface is relatively slow, and may require a larger load to show a significant decay trend.

It should be noted that the wavelength of microtextures is less than 0.5 mm according to
the division of the texture scale, which requires a very small sampling interval to reflect the real
microtexture. Some researchers used a 0.001 mm sampling interval to test and analyze microtextures
in laboratory experiments [11]. However, in order to evaluate the microtexture of real pavements, it
is necessary to sample the pavement by drilling holes, which causes great damage to the pavement
surface. At present, there is no report on pavement field test equipment which can reach a 0.001 mm
sampling distance. In this paper, a 3-D scanner with a 0.05 mm sampling distance is used to test and
analyze the microtexture of the pavement field. Although the microtexture cannot be fully reflected in
this study, the present research can, as an exploration, still provide guidance for future studies.

The valuation of pavement surface texture has important engineering application values. On the
one hand, it can directly establish the relationship between the texture of road surfaces and anti-skid
performance, which can be used to evaluate anti-skid performance. On the other hand, the pavement
surface texture depends on the gradation of the asphalt mixture and the morphological characteristics
of aggregates. The pavement surface texture is a bridge connecting the asphalt mixture design and the
anti-skid performance of the pavement. The description of texture featured by traditional evaluation
indexes provides an insufficient connection between texture evaluation and anti-skid performance,
and thus the engineering value of texture evaluation has not been fully revealed, while the widely-used
design method of anti-skid performance of asphalt pavement has not been formed. Our research
results show that the use of entropy to describe the macrotexture of pavement surfaces contains more
physical information, and indicates the relationship between macrotexture and anti-skid performance.
On the one hand, with the accumulation of data by the popularized 3-D texture testing method
in engineering practice, using entropy as a texture index can improve the evaluation of pavement
anti-skid performance. On the other hand, it is feasible to use entropy as a texture index to connect
the anti-skid performance of asphalt mixture and pavement and improve the design method of the
anti-skid performance of asphalt pavement.
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7. Conclusions

In this paper, based on the data of seven field tests on the surface texture and friction characteristics
of various types of asphalt pavements over more than two years, the macro-/micro- texture
characteristics and decay of 3-D asphalt pavement surfaces were studied using the theory of entropy.
Through this research, the following conclusions can be drawn:

(1)  The entropy distribution range of the 3-D macrotexture of asphalt pavements is wide, and there
are significant differences among different gradation pavement types. There are significant
differences in the entropy of the 3-D macrotextures of asphalt pavements with different mixture
designs. The difference of 3-D microtextures is not very obvious. Furthermore, the distribution
range of macrotexture entropy is wider than that of microtextures. The macrotexture of asphalt
pavements is mainly affected by the gradation of mixture, while the microtexture is mainly
affected by the surface morphology of aggregates.

(2) There are significant differences in the decay characteristics of 3-D macrotextures of asphalt
pavements with different mixture types, which indicates that the decay characteristics of
the macrotexture of asphalt pavement surfaces could be significantly improved by choosing
appropriate mixture types and optimizing the design.

(3) Compared with the traditional macrotexture parameter MTD, entropy contains more physical
information and a better correlation with the pavement anti-skid performance index. 