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Preface to “Cyberbullying: Where Are We 
Now? A Cross-National Understanding” 

The current publication provides a state-of-the-art review of key concerns in 
cyberbullying research; focusing on fundamental issues such as the conceptualisation 
of cyberbullying (or cyber aggression), cyberbullying as experienced by different 
age groups, correlates of cyberbullying involvement, cross-national research, and 
coping with cyberbullying.  

To begin, Corcoran, Mc Guckin and Prentice examine the definition of 
cyberbullying and its conceptualisation as a 'cyber version' of school/traditional 
bullying. Corcoran and colleagues argue that in light of a number of factors—such 
as recent Irish data, the unique nature of cyberspace, and the restrictive 
characteristics of school bullying—consideration should be given to cyber 
aggression as a more appropriate concept for examination. Taking a similar focus, 
Randa, Nobles, and Reyns examine the relationship between cyberbullying and 
traditional bullying amongst adolescents. Specifically, Randa et al. seek to 
advance the understanding of whether cyberbullying is an extension of school 
bullying, or a distinct, stand-alone phenomenon. Highlighting the complexity of 
the relationship between the forms of aggression, this paper indicates an overlap 
between the phenomena, as well as indicating a uniqueness of the cyberbullying 
phenomenon.  

Focusing on a somewhat under-researched aspect of cyberbullying, Ey, 
Taddeo and Spears explore the phenomenon at primary school level. The authors 
report the findings of a systematic literature review which focused on studies 
published from 2009–2014 with the purpose of examining cyberbullying amongst 
children aged 5–12 years of age. This paper has important implications for future 
research with this age group, including aspects of the phenomenon, and 
appropriate methodologies. Also examining an age-group which has been 
infrequently researched with regard to cyberbullying, Kota, Schoohs, Benson and 
Moreno provide a paper which discusses this issue from a college-age perspective. 
Qualitative data allowed the authors to gain insights into perceptions of 
cyberbullying on college campuses. This research sheds light on definitional issues 
discussed in other papers within this Special Issue; highlighting a lack of 
consensus on a cyberbullying definition and the relationship between traditional 
bullying and cyberbullying. Furthermore, the paper examines the potentially 
different presentation/manifestation and impact of cyberbullying among a college 
sample as opposed to an adolescent sample. 

A number of papers in the current Issue provide a cross-national perspective 
on cyberbullying. For instance, Wachs, Junger and Sittichai explore the 
relationship between involvement in traditional bullying, cyberbullying, or both 
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in relation to risky activities both online and offline, amongst German, Dutch, and 
Thai adolescents. Wachs and colleagues provide important insights regarding the 
relationships between risk and bullying involvement, whilst also indicating 
implications for teaching life skills to adolescents as opposed to exclusively 
focusing on reducing risks. Wright, Aoyama, Kamble, Li, Soudi, Lei and Shu 
investigated differences in cyber aggression involvement across China, India, and 
Japan whilst also examining the role of peer attachment. This paper provides 
insight on the nature of attachment as it relates to cyber aggression and also 
highlights the paucity of cyber aggression research in India. O'Neill and Dinh 
report on cyberbullying across seven European nations; suggesting that 
cyberbullying may begin to overtake traditional bullying in terms of prevalence. 
The data reviewed suggests that online bullying has increased and O'Neill and 
Dinh examine the factors which allow cyberbullying to become more prevalent.  

Three of the papers in this Special Issue also focus on the coping aspect of 
cyberbullying. Jacobs, Goossens, Dehue, Völlink and Lechner contribute a better 
understanding of how cybervictims in the Netherlands experience/perceive 
cyberbullying, and feel motivated to cope in specific ways. Focus groups revealed 
that traditional bullying may be considered to be worse than cyberbullying. With 
regard to coping, Jacobs and colleagues found that victims tended to react to 
victimization with non-help-seeking. The methodology used in this study is 
proposed to be an approach which may allow for further insight than self-report 
data collection. Jacobs, Völlink, Dehue and Lechner discuss the development of a 
measure of coping with cyberbullying. In this endeavour, the authors sought to 
overcome the short-comings of other efforts to measure this construct. From their 
work, a Cyberbullying Coping Questionnaire was developed which showed good 
internal consistency, acceptable test-retest reliability, and good discriminant 
validity. The measure assesses various strategies: cognitive; behavioral; approach; 
and avoidance. Finally, Sticca et al. also report on efforts to develop a valid and 
reliable measure of coping in response to cyberbullying; the Coping with 
Cyberbullying Questionnaire. The paper details the five-stage process of its 
development. Longitudinal research in Switzerland along with data collection in 
Italy and Ireland contributed to the questionnaire version outlined in the current 
paper. Sticca et al. highlight the importance of such methodological advances to 
support intervention and prevention efforts.  

This Special Issue allows readers to better understand key issues in the field 
of cyberbullying: including the difficulty of reaching a consensus on the 
conceptualisation of cyberbullying and the urgent need to reach an agreement 
regarding the phenomenon of cyberbullying; the need to continue to develop 
methods of research (accessing student voice via qualitative studies and 
progressing the development of robust quantitative measures); the importance of 
cross-cultural and global research in the context of increasing and rapid access to 
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mobile technologies; and the need to provide better understandings of coping 
strategies in response to cyberbullying as some are helpful, others unhelpful and 
even potentially harmful. 

Conor Mc Guckin and Lucie Corcoran 
Guest Editors 





Cyberbullying or Cyber Aggression?:
A Review of Existing Definitions of
Cyber-Based Peer-to-Peer Aggression
Lucie Corcoran, Conor Mc Guckin and Garry Prentice

Abstract: Due to the ongoing debate regarding the definitions and measurement
of cyberbullying, the present article critically appraises the existing literature and
offers direction regarding the question of how best to conceptualise peer-to-peer
abuse in a cyber context. Variations across definitions are problematic as it has
been argued that inconsistencies with regard to definitions result in researchers
examining different phenomena, whilst the absence of an agreed conceptualisation
of the behaviour(s) involved hinders the development of reliable and valid measures.
Existing definitions of cyberbullying often incorporate the criteria of traditional
bullying such as intent to harm, repetition, and imbalance of power. However, due
to the unique nature of cyber-based communication, it can be difficult to identify
such criteria in relation to cyber-based abuse. Thus, for these reasons cyberbullying
may not be the most appropriate term. Rather than attempting to “shoe-horn” this
abusive behaviour into the preconceived conceptual framework that provides an
understanding of traditional bullying, it is timely to take an alternative approach. We
argue that it is now time to turn our attention to the broader issue of cyber aggression,
rather than persist with the narrow focus that is cyberbullying.

Reprinted from Societies. Cite as: Corcoran, L.; Guckin, C.M.; Prentice, G.
Cyberbullying or Cyber Aggression?: A Review of Existing Definitions of Cyber-Based
Peer-to-Peer Aggression. Societies 2015, 5, 245–255.

1. Introduction

This paper asserts a position to progress the conceptualisation and definition of
cyber-based aggressive behaviours, generally classed under the term cyberbullying.
A review of definitional approaches to both traditional bullying and cyberbullying
is provided so as to highlight the similarities but, also, crucially, the differences
between the “real world” and cyber settings. In this way, it becomes evident that
the traditional bullying definitional criteria do not provide an easy match to the
cyber context. In addition, different theoretical perspectives on the conceptualisation
of cyberbullying further emphasise the need to consider different perspectives on
cyber-based aggression [1]. Whilst it is acknowledged that important contributions
have been made to progressing the definition of cyberbullying [2], recent findings [3]
have highlighted the need to adopt a different approach. Ultimately, we will
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present a synopsis of the problematic nature of the label “cyberbullying” and current
definitions, and we will present a way forward for the research community. In order
to gain insight regarding the rationale for cyberbullying definitions, it is important
to first review the defining components of traditional bullying.

2. Defining Bullying for a “Real World” Setting

Presently there is an ongoing debate regarding the existence of cyberbullying,
the extent of the problem, and the threat that cyber-based abuse carries (see Olweus
and Smith for a scholarly engagement [4,5]). Central to this debate is how we
delineate the behaviours and actions that are commonly labelled as “cyberbullying”;
that is, how we identify the parameters of the phenomenon, what we recognise as
the inclusion and exclusion criteria as part of the definitional stance, and importantly,
how we conclude that cyberbullying is in fact the correct term for the behaviour that
we are exploring.

Within the realm of “traditional bullying” research, sometimes referred to as
face-to-face (f2f) bullying [6], there is wide consensus regarding the defining criteria,
namely (a) intent to cause harm [7,8], (b) repetition of the behaviour over time [7,9,10],
and (c) an imbalance of power between the victim(s) and bully(ies) [7,8,10]. However,
with the emergence of cyberbullying, the central question for researchers and
practitioners relates to the extent to which the same criteria could be “plugged
into” a definition of cyberbullying.

Definitions of traditional bullying have reflected the static nature of the “real
world” setting, which is characterised by boundaries of time and geography
(e.g., school, home). However, abuse of peers is no longer confined to the school
setting, nor is it restricted to the typical daily routines of human interaction;
characteristics that bind instances of traditional bullying. Indeed, the capacity to use
electronic devices and media to attack someone in almost any location, and at any
time, is a distinctive feature of cyber-based abuse [11]. Moreover, there is the potential
for abusive or humiliating content to be disseminated to an audience of unknown size
and location [12]. This allows for the notion of “repetition” in operational definitions
to take a different form in the cyber world, as abusive behaviour need not be repeated
on the part of the aggressor [13] in order for the target to experience repeated
victimization, as the bystanders take a central role in cyber-based abuse through
their viewing, “sharing”, and “liking” of humiliating content, such as comments
(e.g., tweets, texts), pictures, and videos. Moreover, the element of “power”, another
central aspect of operational definitions of traditional bullying, is somewhat more
difficult to determine in a cyber context. For example, power could be characterised
by the ability to remain anonymous in cyberspace, or the ability to capitalise on
superior technological skills [13]. It could also be characterised by the immediacy of
the dissemination and the capacity to humiliate on a grand scale [14]. Moreover, the
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challenges faced by researchers do not end here—the very nature of cyberspace as an
evolving entity presents a formidable challenge.

3. Defining Cyberbullying in an Ever Changing Cyber Environment

The term “cyberbullying” was initially a convenient label for abusive behaviour
perpetrated through the use of mobile telephones and computers with Internet access.
However, in less than ten years, and in homage to Moore’s Law [15], the exponential
development of the consumer technology market has witnessed the migration from
immobile desktop computers with slow, dial-up Internet connections, to tablets and
pocket size Smartphones, which allow for recording and publishing of material online
in mere seconds. Thus, unlike their Cro Magnon ancestors who “ . . . may have had to
settle for daubing unflattering pictures of their peers on cave walls . . . ” [16] (p. 679), the
tools of modernity enable the children and adolescents of today to paint unflattering
pictures in a more remote, covert, and insidious manner.

Thus, attempting to operationally define cyberbullying in a world which is in
constant flux, could be likened to asking time to stand still. The evolving features of
the available technology only intensify the unique nature of the communication.
Indeed, whilst we debate and dialogue about the defining characteristics of
cyberbullying, we must remain cognisant that by the time we reach some form
of consensus, children and adolescents will, in all likelihood, be using technology
and social communication tools that do not yet exist. What we as researchers and
practitioners refer to as bully/victim problems must be understood in the context of
this post-modern world. Perhaps the most important question that requires attention
is: how do we operationalise and define these behaviours and intentions for the
children of the 21st Century?

4. Practical Implications of Cyberbullying Definitions

This issue becomes particularly important at a practical level. The importance
is evident in relation to the application of knowledge to prevention and
intervention efforts (e.g., CyberTraining: http://www.cybertraining-project.org;
CyberTraining-4-Parents: http://cybertraining4parents.org). Past research has
provided a wealth of evidence that there is an overlap between traditional bullying
and cyberbullying (e.g., Olweus, 2012 [4]), and therefore the literature pertaining
to traditional bullying intervention and prevention efforts can inform our efforts to
counter cyberbullying. Therefore, it would be important to establish whether the
same degree of overlap remains if the focus were to shift to cyber aggression more
broadly rather than cyberbullying specifically. In other words, if the characteristics
of cyber-based aggression are in fact different to those of traditional bullying, can we
still make clear links between the two forms of aggression when designing prevention
and intervention initiatives for cyberspace? Overall, a better approach to defining
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and measuring cyber-based aggressive behaviour would support better intervention
and prevention efforts intended to reduce the incidence of such harmful behaviours.
Evidence informed interventions and preventative mechanisms cannot have a secure
and robust evidence base if there is uncertainty regarding the operational definition
of the key terminology for research purposes (see Menesini and colleagues [2] for an
overview of work by the COST [European Cooperation in Science and Technology]
IS0801 network: https://sites.google.com/site/costis0801).

The impact of cyber-based abuse can be best understood in terms of
“coping”—whether at the systemic, familial, or personal level [17]. That is, coping
can be viewed on distinct levels, including policy implementation (e.g., corporate
social responsibility activities of organizations involved in hardware/software
components of the industry) and legislation, and by extension quasi-legislative
instruments such as the EU Convention on the Rights of the Child. At a national
level, responses and policies become important vessels for disseminating guidance
and support for the population (see O’Moore et al. [18] for overview of the work
by the COST (European Cooperation in Science and Technology) IS0801 network:
https://sites.google.com/site/costis0801). For instance, the Irish Department
of Education and Skills [19] have updated their Anti-Bullying Procedures for
Primary and Post-Primary Schools, and it would be hoped that this iterative
development reflects the work regarding definitions of the aforementioned groups. It
is important that both the conceptualisation and operationalisation of cyberbullying
by researchers and practitioners is appropriate as we develop our understanding of
the ways in which individuals cope effectively (see Mc Guckin and colleagues [20]
for an overview of the literature pertaining to coping as part of the work by the COST
[European Cooperation in Science and Technology] IS0801 network). Despite the
limitations and challenges to impose traditional bullying criteria in a cyber setting,
efforts to define cyberbullying to date have largely centred on this approach.

Finally, the way in which we label and define problematic cyber-based behaviour
has real implications for protecting mental health. Due to the fact that there is
potential for wide public access to online content, a single cyberbullying incident
could have a serious and lasting harmful effect on the victimised person. Therefore,
refining the definition and conceptualisation of cyber-based aggression could have
serious implications for protecting mental health, as no longer would a young person
have to endure multiple episodes of victimization before the behaviour could be
recognised as cyberbullying. By removing the component of repetition from the
conceptualisation of cyber aggression, we would be recognising the potential for one
single act to cause psychological harm to a targeted person.

4
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5. How We Have Defined Cyberbullying Thus Far?

Offering one of the earliest definitions, Belsey [21] defined cyberbullying as
“ . . . the use of information and communication technologies to support deliberate,
repeated, and hostile behaviour by an individual or group, that is intended to harm
others”. Applying the existing criteria regarding traditional bullying, and alluding to
the potential power imbalance, Smith and colleagues [22] later defined cyberbullying
as an “ . . . aggressive intentional act carried out by a group or individual, using
electronic forms of contact, repeatedly and over time against a victim who cannot
easily defend him or herself” (p. 376). Perhaps the most comprehensive and useful
early definition was offered by Tokunaga [23], who built upon existing definitions to
define cyberbullying as “ . . . any behavior performed through electronic or digital
media by individuals or groups that repeatedly communicates hostile or aggressive
messages intended to inflict harm or discomfort on others” (p. 278). However,
considering the unique aspects of cyberspace, one must question how appropriate
the label of cyberbullying and, by extension, existing definitions, really are.

Langos [14] argued that the core elements of traditional bullying (i.e., repetition,
power imbalance, intention, and aggression) also underpin cyberbullying, but
insisted that we must distinguish between direct (private communications such
as a text message) and indirect (communication in a public domain, such as a social
networking site) forms of cyberbullying. Langos [14] argued that the repetitious
nature of the behaviour is more evident in direct cyberbullying where repeated
actions on the part of the cyberbully are necessary to characterise repetition. It was
suggested that repeated actions on the part of the cyberbully may also indirectly
expose the criterion of intent to cause harm. As the intent may be more difficult
to identify in cases of indirect cyberbullying, Langos [14] recommended that
intentionality is determined based upon how a reasonable person would assess
the aggressor’s conduct. However, taking an alternative perspective by focusing on
cyber aggression in a broader sense, Grigg [1] has made an important contribution to
the debate.

6. An Alternative Approach—What about Cyber Aggression?

Grigg [1] took a rather different approach, arguing that the term cyberbullying
raises a number of difficulties. With respect to the element of power, Grigg [1]
argued there is little evidence to suggest that cyberbullies have superior technological
skills, and additionally indicates that there is a lack of clarity regarding whether
responsibility lies with the cyberbully or the bystanders when repetition takes the
form of repeated views of humiliating content. Considering the broad range of
negative acts that can occur in cyberspace, Grigg [1] defined “cyber aggression”
as “ . . . intentional harm delivered by the use of electronic means to a person or
a group of people irrespective of their age, who perceive(s) such acts as offensive,
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derogatory, harmful, or unwanted” (p. 152). This argument, that there is a need to
look at aggression more broadly, is one that has received little consideration since
its publication, but must be given regard in light of the difficulties in achieving a
satisfactory cyberbullying definition.

Pyżalski [24] proposes a typology of electronic aggression based on the identity
of the targeted individual(s), arguing that the framing of cyberbullying within
the school bullying conceptualisation involves the assumption that all aggressive
behaviours occur within the peer group. Therefore, Pyżalski’s typology [24] includes
both peer-directed cyber aggression and electronic aggression targeting celebrities,
groups, vulnerable individuals, school staff, and random victims. In a large
scale study of Polish adolescents, Pyżalski [24] measured electronic aggression
(characterised by intention as a traditional bullying criterion), and cyberbullying (also
including the characteristics of repetition and power imbalance). In this way, similar
to Grigg’s approach, an important distinction was made between the traditional
bullying criteria and cyber aggression more broadly. However, an important voice
which also deserves attention, is that of our research population—children and
adolescents. Pyżalski’s typology [24] of electronic aggression was in fact based
on qualitative interviews with teachers and students. This leads us to a vital
consideration—if we create a cyberbullying concept which does not fit with the
youth perspective, then what use is it?

7. How to Approach This Issue—Bottom-Up or Top-Down?

If the academic literature asserts that the negative experiences of children
in cyberspace can be conceptualised as cyberbullying with agreed definitional
parameters, the question arises, does this hold true for what children and young
people think? In essence, are we applying a top-down approach to the area whereby
experts deliver the terminology and definition as dogma without any reflection upon
the voice of children, or their ability to co-construct meaning with researchers [25]?
As we know from the literature regarding traditional bullying, when asked and
involved in research which takes a bottom-up approach, children and young people
may report a different perspective [26]. Menesini [27] provides an overview of
recent research which has consulted student voice in an attempt to counter the
“top-down” approach to definitions and labelling, and reports that the criteria for
traditional bullying are also relevant for cyberbullying. Further, Menesini [27] states
that whilst the additional aspects of publicity and anonymity can be useful in relation
to identifying the severity of the cyber-based abuse, the relationship between the
aggressor and victim, as well as the response from the victim, these aspects are not
necessary for recognising behaviour as cyberbullying.
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8. Involving Student Voice

An important contribution in this area was that by Menesini and colleagues as
part of an international collaborative initiative (the COST [European Cooperation
in Science and Technology] IS0801 network). In order to consider and advance
the definition of cyberbullying, Menesini and colleagues [2] collected qualitative
data from young people via focus groups across Italy, Spain, Germany, Sweden,
and Estonia, as well as quantitative research via a questionnaire with the same
countries and France in addition. Acknowledging the debate as to whether the
criteria for defining traditional bullying are relevant for cyberbullying, the research
group also sought to ascertain if the cyber-specific components of publicity and
anonymity were key criteria. The focus groups revealed that intent, effect on the
victim (as part of a power imbalance), and repetition (can indicate the intent and
severity of the victimization) were all recognised as criteria for defining cyberbullying.
Questionnaire results revealed that the power imbalance (in the form of consequences
for the victim and inability to defend themselves) and intent were perceived as key
criteria, whilst repetition was not regarded as a key characteristic.

Based on the overall analysis, Menesini and colleagues [2] drew conclusions
regarding the appropriate defining components. One of the focus groups revealed
that intentionality was less important for defining cyberbullying than the effect
on the victim, as unintentionally harmful acts can have a detrimental effect on
the victim. Therefore, Menesini and colleagues [2] concluded that intent should
be considered a criterion for cyberbullying, although it remains unclear whether
the perpetrator or victim perspective is more important. With respect to power
imbalance, Menesini and colleagues [2] concluded that although it is difficult to
define precisely how someone is less powerful in cyberspace compared with another
person, the power imbalance can take different forms and makes the victim feel
less powerful and causes difficulty in relation to defending him/herself. Power
imbalance was considered by the research team to be a more important criterion
than intentionality. Although repetition did not emerge as a key criterion from the
questionnaire results, and despite their acknowledgement of the complex nature of
repetition in a cyber context, Menesini and colleagues [2] suggest that it is a relevant
criterion for defining cyberbullying as it distinguishes a joke from cyberbullying
and it also highlights the distinction between cyberbullying and cyber aggression
(as cyber aggression does not require repetition). Additionally, anonymity and
publicity were considered to be significant factors but not defining characteristics
of cyberbullying. Overall Menesini and colleagues [2] argued for the inclusion
of intentionality and power imbalance to be included as key defining criteria of
cyberbullying, whilst repetition received a lower level of agreement as a key criterion.
The important research conducted by Menesini and colleagues [2] does much to
progress the development of an agreed-upon definition of cyberbullying. However,
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it also highlights the complex nature of defining cyberbullying and reveals differing
perspectives—even among students.

In addition, Vandebosch and Van Cleemput [28] collected data from 53 focus
groups involving students aged from 10 to 18 years, with results supportive of the
traditional bullying frame. Consistent with traditional bullying definitional criteria,
“true” cyberbullying was found to be characterised by intention to cause hurt and
perception of the behaviour as hurtful (by the victim), repetition of negative offline
or online behaviours, and a power imbalance (based on “real-life” factors such as
physical strength and/or on ICT-related criteria such as anonymity). With respect to
repetition, just one online negative act in combination with traditional bullying was
considered to constitute cyberbullying. Still, in light of the varying responses found
by Menesini and colleagues [2] and also considering the challenges of traditional
bullying criteria already outlined in this paper, is it in fact time for a fresh approach?

9. Time for a Fresh Approach—Evidence from Irish Research

Corcoran and Mc Guckin [3] provide evidence that the ways in which we label
and measure cyber-based abuse can lead to marked differences in the reporting
of victimization and perpetration of such behaviours. Using a survey approach,
based on that designed by Swiss researchers [29], Corcoran and Mc Guckin [3]
measured involvement in cyber aggression and cyberbullying among a sample of
2474 Irish second-level students aged between 12 and 19 years. Cyber aggression
was measured using two nine-item scales (victimization and perpetration). With
respect to cyber aggression, no definition was offered, but respondents were asked
about the frequency of their experiences of specific aggressive behaviours in a cyber
setting during the previous three months. By contrast, involvement in cyberbullying
was measured by providing respondents with a definition of cyberbullying before
presenting one item pertaining to perpetration of cyberbullying and one item
pertaining to victimization by cyberbullying. Although both approaches were
measuring the concept recognised in the academic literature as cyberbullying, the
scale approach did not include a definition involving the traditional bullying criteria.
Results revealed that, with a frequency of about once a month or more often, about
once a week, or (almost) daily, 10.83% of respondents (n = 267) reported involvement
as a victim of cyber aggression and 5.15% (n = 126) reported perpetration of cyber
aggression. By contrast, just 2.24% of respondents (n = 55) indicated victimization
by cyberbullying and 1.12% (n = 24) reported perpetration of cyberbullying. This
provides some support for Olweus’ assertion that cyberbullying is a low prevalence
phenomenon [4]. As Tokunaga [23] suggests, and repeatedly emphasised by
Mc Guckin [17] regarding traditional bullying, the inconsistencies across the various
operational definitions (e.g., time reference periods for events to have happened) have
resulted in researchers exploring different phenomena whilst using the same label
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(i.e., cyberbullying). Furthermore, where one researcher might insist on repetition for
an experience to be considered cyberbullying, another will accept just one incident
as cyberbullying. Findings by Corcoran and Mc Guckin [3] constitute an important
signpost for researchers—highlighting the need to look at definitional and conceptual
issues with “fresh eyes” and to be open to the possibility of an alternative approach.
In other words, it is time to reframe the problem, rather than persisting with trying
to “fit a round peg in a square hole”.

10. Why We Need to Reframe the Issue of Cyber-Based Abuse

In sum, a number of factors lead to the conclusion that the term cyber aggression
may be a more appropriate term and concept than cyberbullying. First, cyberbullying
implies a behaviour that is the cyber-based equivalent of traditional bullying, which
in turn entails specific criteria (i.e., repetition, power imbalance, and intent to cause
harm). However, the contextual features of cyberspace mean that such criteria are not
easily applied. Secondly, despite research exploring young people’s perceptions of
cyberbullying [2,28,30], there has been some difficulty in reaching a clear consensus
regarding the defining aspects of cyberbullying. Thirdly, bullying is a form of
social aggression [31] and thus cyberbullying would exclude incidents in which the
aggressor(s) and victim(s) are strangers (e.g., happy slapping which would include
acts such as using a camera phone to film a physical assault on a victim for the
purpose of sharing it), which has implications in that education intended to prevent
and counter cyberbullying would have a rather narrow scope. Surely it is more
important to address all forms of aggression. Fourth, the findings of Corcoran and
Mc Guckin [3] highlight the incompatibility between the academic understanding of
cyberbullying and the student perception. Although this may highlight a need to
educate students on the meaning of cyberbullying, perhaps the term cyber aggression
would better serve our objectives. Indeed, the scale approach to assessing peer
abuse in cyberspace revealed the incidence of behaviours which researchers and
practitioners wish to better understand. Perhaps the term cyberbullying is in fact
redundant and confusing. Fifth, the term cyberbullying may also carry a stigma
which could account for the low incidence rate found by Corcoran and Mc Guckin [3].
This would further highlight the need for an alternative approach, and so a new
focus on peer-directed cyber aggression is suggested.

11. Conclusion: A New Way Forward

Whilst Menesini [27] poses the question “How and to what extent might
cyberbullying be underestimated if we neglect its specificity?” (p. 544), the present
article poses the question, to what extent might we be underestimating the incidence
and effects of cyber-based peer-to-peer abuse by constraining its conceptualisation
and operationalisation with inappropriate criteria and labels? Perhaps the definition
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of aggression [32] which states that aggression is “ . . . any behavior intended to
harm another person that the target person wants to avoid” (p. 222) could be
adapted for the purposes of cyber aggression. Therefore, also considering Langos’
suggestion regarding appraisal of intent [14] and Pyżalski’s inclusion of intent (but
not repetition or power imbalance) when measuring electronic aggression [24], the
following definition is proposed—“Cyber aggression refers to any behaviour enacted
through the use of information and communication technologies that is intended
to harm another person(s) that the target person(s) wants to avoid. Intent to cause
harm should be judged on the basis of how a reasonable person would assess intent.”
In this way, the shackles of the traditional bullying framework can be removed,
allowing a different path forward. Combined with Pyżalski’s approach of examining
the identity of the targeted individual(s) [24], it is possible to distinguish between
peer-directed cyber aggression and other-directed cyber aggression. There is already
acknowledgement that cyber aggression is a behaviour which can be identified
as, for example, online harassment or Internet harassment [2], and Grigg [1] has
hinted at the “ . . . vagueness, restrictiveness and ambiguity . . . ” (p. 152) of the
term cyberbullying and suggested that perhaps the focus needs to shift towards
this broader approach—a suggestion worth considering as research, practice, and
prevention work matures.
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Is Cyberbullying a Stand Alone Construct?
Using Quantitative Analysis to Evaluate a
21st Century Social Question
Ryan Randa, Matt R. Nobles and Bradford W. Reyns

Abstract: Using a subsample of the 2009 National Crime Victimization Survey,
School Crime Supplement (NCVS-SCS), the present study explores the nature of the
relationship between cyberbullying and traditional bullying victimization among
students aged 12–18. One question of particular interest in the recent cyberbullying
literature regards the classification of cyberbullying relative to traditional school
yard bullying. As is the case in the cyber victimization literature in general, the
question has become whether cyberbullying is an extension of traditional bullying
or whether it is a unique independent phenomenon. Using the available data
we attempt to address this question by exploring cyberbullying victimization
as a standalone construct. Results of exploratory factor analyses suggest that
cyberbullying victimization is both interlaced with traditional bullying modalities,
and experienced as a unique phenomenon. Our results contribute a 21st century
texture and dimension to the traditional construct.

Reprinted from Societies. Cite as: Randa, R.; Nobles, M.R.; Reyns, B.W.
Is Cyberbullying a Stand Alone Construct? Using Quantitative Analysis to Evaluate
a 21st Century Social Question. Societies 2015, 5, 171–186.

1. Introduction

In America, a large majority of teens have their own cell phone, and almost
two thirds of school age children (age 12–17) go online daily [1,2]. Social media and
social networking online have emerged as a cultural reality over the past 25 years. By
September 14, 2012 Facebook reportedly reached 1 billion registered users worldwide.
Online experiences have become progressively integrated into all aspects of life, so
much so that for today’s tech savvy youth, an online presence is an expected part
of their social life. The reality of their modern social experience is that being social
means being online and mobile. As such, the separation of social contexts—online
versus offline—may be an old way of thinking.

The social processes that are augmented, replaced, or otherwise affected by
pervasive forms of personal technology are myriad. Individuals across continents
can work together seamlessly in real time. Friends can stay in contact via their
mobile web apps, and countless other innovations have made life better with the
use of technology. While the benefits of these new ways of forming and maintaining

13



social connections may seem countless, these developments also create divergent,
and new negative social experiences. Of particular concern to contemporary youth
is cyberbullying victimization—a subject that continues to garner interest in both
academia and general public forums. To the casual observer, cyberbullying continues
to be highlighted in the news media as a new and growing threat to youth in America.
For example, as of 25 November 2014 the New York Times has published over 190
articles related to cyberbullying since 2003, 22 of which were printed since 2013.
This attention may come in spite of research suggesting trends in cyber bulling
victimization appear stable [3].

More empirical work on cyberbullying victimization continues to emerge that
in many respects confirms the media message that cyberbullying victimization is
serious, and has significant negative effects for victims. For example, cyberbullying
victimization has been linked to a number of negative consequences including
decreased academic performance, diminished perceptions of safety, depression,
anxiety, reduced self-esteem, self-harm, emotional distress, and suicidal ideation
among others [4–14]. Recent work has also explored the link between online
victimization and “real world” behavioral consequences [15,16]. The present
study explores the relationship between traditional bullying victimization and
cyberbullying victimization with the intent to better understand how these forms of
bullying relate to one another among a large national level sample of American
youth. Over time, one of the questions that has emerged from the empirical
cyberbullying literature has been—is cyberbullying an extension of traditional
bullying victimization? As we see it, the question is—is cyberbullying victimization
nested within the broader context of traditional bullying victimization, or is
cyberbullying an isolated free standing construct?

2. Literature Review

2.1. Traditional Bullying

Research on bullying began appearing in the social science literature base with
regularity in the latter part of the 1970s. Most of this work was European, (particularly
Scandinavian) and since that time the base of knowledge on this topic has become
increasingly mainstream and global [17–22]. While the majority of students do not
experience bullying (e.g., [16]) research suggests that males are significantly more
involved as both bullies and victims [18,22,23]. Students who are new to high school
(incoming freshmen) experience more bullying victimization [23]. Unnever and
Cornell [24] find bullying victimization was reported more frequently by girls and
students in the lower grades. Bullying victimization has been linked to forms of
aggressive behavior such as frequent fighting, fighting-related injury and weapon
carrying for both boys and girls [18,25].
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Longstanding definitions of the phenomenon generally refer to three major
components of behavior which have been codified as distinguishing bullying from
other forms of conflict among youth: (1) the intent to harm; (2) repeated behavior;
and (3) and an imbalance of power [26]. Additionally bullying has been identified
as repeated acts of physical or verbal aggression with intent to humiliate the
victim [21]. Over time, specific attention has been paid to the classification of bullying
through establishing more nuanced typologies; direct overt bullying (including
verbal and physical) and indirect (social and relational which can include social
exclusion) [27–30]. Others have classified bullying typologies as physical, verbal,
and relational [31]. While these typologies are inclusive, encompassing a wide
range of bullying forms and tactics, what remains to be seen is just how “typical”
manifestations of cyberbullying will, or will not, fit within them. Are they more
appropriately conceptualized within verbal bullying due to the distal nature of
interactions, alongside verbal and physical bullying as a core typology due to
conceptual or operational overlap with both forms, or separately from traditional
bullying altogether?

2.2. Cyberbullying

In contrast to the traditional bullying literature, which has evolved over time
to include well-accepted definitions, refined measures, and empirical examination
across diverse populations, the cyberbullying research base is still comparatively
young. Research into the extent and nature of cyberbullying began in earnest less than
10 years ago, but in that time tremendous progress has been made in understanding
its prevalence, victims, perpetrators, and consequences. Yet, important questions
remain surrounding this relatively new form of victimization. As is the case with
other related forms of cybercrime victimization, such as cyberstalking or online
harassment, it is not clear whether cyberbullying is a unique behavior, separate and
distinct from its physical counterpart or simply an extension of traditional bullying
carried out in cyberspace [32].

Most definitions of cyberbullying implicitly suggest that cyberbullying is essentially
“bullying in cyberspace.” For example, von Marées and Petermann [33], (p. 468)
define cyberbullying as “ . . . bullying via the use of the internet, mobile phone,
or a combination of both . . . ” Similarly, Patchin and Hinduja [10], (p. 152) explain
that cyberbullying is “willful and repeated harm inflicted through the medium of
electronic text.” A more detailed definition provided by Smith et al. [34], ( p. 367)
describes cyberbullying as “An aggressive, intentional act carried out by a group
or individual, using electronic forms of contact, repeatedly and over time against a
victim who cannot easily defend him or herself.” The common thread underlying
each of these definitions is intentional harm experienced by victims through an
electronic medium. The operational definition of cyberbullying for the current study
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reflects this focus on the consequences experienced by the victim, and the commission
of the cyberbullying act through electronic means.

Opportunities for cyberbullying victimization have grown with the expansion
and integration of technology in society. Indeed, convenient communication
tools such as emails, instant messages, and text messages delivered by phones,
tablets, laptops, and even videogame devices have made these opportunities nearly
ubiquitous. It is important to point out, however, that estimates of the extent of
cyberbullying differ depending on cyberbullying definitions, measurement choices,
and populations being studied by researchers. With this caveat in mind, estimates
of the prevalence of cyberbullying are widely varied, and occasionally provide an
inconsistent portrayal of the nature and scope of victimization. For example, in 2006
Li [35] reported that about 25% of students in a Canadian sample of adolescents
had experienced cyberbullying, whereas a 2010 work by Mishna and colleagues [36]
reported that half of their sample of Canadian middle and high schools students
had been victims of cyberbullying. Examining a global convenience sample of
adolescent Internet users in 2008, Hinduja and Patchin [37] reported cyberbullying
victimization estimates of 32% for boys and 36% for girls (though they also noted
no statistically significant difference between boys and girls as either victim or
offender, p. 142). These three studies are fairly representative of the vast body of
work that has estimated the prevalence of cyberbullying victimization, in addition to
illustrating the point that these estimates are wide-ranging [34,38–40].

In addition to being prevalent, cyberbullying is also harmful. While cyberbullying
experiences will be unique with distinct effects, an increasing number of studies
suggest that experiencing cyberbullying can be very emotionally damaging to victims.
Victims can experience a host of negative consequences ranging from self-harm to
avoiding school to depression [6,13,16]. For example, Hinduja and Patchin [41] have
suggested that cyberbullying victimization can lead to offline behavioral problems
such as delinquency. Kowalski and colleagues [42] concluded that those who
experience cyberbullying victimization often themselves become cyberbullies and
vice versa.

As the previous discussion illustrates, much is known about the nature of
cyberbullying. This knowledge base continues to grow as global research emerges
addressing the extent to which victims of traditional bullying who are targets of
threats, rumors, insults, exclusion, exploitation, and physical assault are also targeted
online by their bullies in the form of cyberbullying [4,9,43]. Common cyberbullying
behaviors include these same traditional behaviors, such as receiving threats and
insults carried out through various online communications such as online gaming
forums, text messages, social networks, emails, and other websites. Cyberbullies
may also exclude victims from online activities, such as multiplayer videogame
channels. If bullies are expanding their domain to into these online realms, it suggests
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that cyberbullying may be an extension of the traditional behaviors that victims are
enduring at school. If, however, cyberbullying victims tend to only experience these
online harms then cyberbullying may indeed be a distinct form of victimization [44,45].

While some contextualized research supports the assertion that there is
overlap between bullying victimization and cyberbullying victimization [38,46]
scholars have not fully investigated which bullying and cyberbullying victimization
experiences overlap. The current study focuses on comparing and contrasting
several potential indicators of conceptual and measurement overlap in a large,
nationally representative sample of victims. Addressing this issue is important for
the ongoing study of both bullying and cyberbullying in America. Any conceptual
and measurement similarities and differences have the potential to inform future
research, inductive theory development, and policy related youth victimization.

3. Data and Methods

Data for the present study originated from the 2009 National Crime
Victimization Survey—School Crime Supplement (NCVS-SCS). The School Crime
Supplement of the NCVS is considered an “occasional” supplement, but it has been
collected with regularity since 1995 (every 2 years beginning 2003). This supplement
collects interview data from NCVS household members age 12–18 who had attended
a qualifying school in the past six months (typically between January and June),
and asks them to reference the current school year. The 2009 SCS sample nets
nearly 4000 cases in a national level multi-stage cluster sample. Within this sample
1232 students reported experiencing some form of traditional bullying victimization,
and 269 reported a least one cyberbullying victimization experience.

The analyses included three stages, with each stage designed to allow
differences between traditional bullying and cyberbullying to emerge. In the first
stage we present simple cross tabulations of traditional bullying victimization
and cyberbullying victimization to illustrate the degree of overlap that exists
between them. We attempt to provide evidence which would facilitate either a
“grand” bullying variable in the future—or on the other hand—support including
cyberbullying as an additional measure in future bullying research. In the
second stage of analysis we further assess the constructs of traditional bullying vs.
cyberbullying using a technique similar to alpha modeling to assess the relative
stability of these phenomena both independently and collectively. Given the
prevalence of overlap between victimization types, the common theme of bullying
victimization, and the research questions at hand, we proceed by generating a single
reliability score to illustrate congruity in bullying victimization types. Finally, we
explore similarities and differences in the constructs through exploratory factor
analysis techniques, which articulate the unique characteristics of cyberbullying
victimization. Conducting an exploratory factor analysis allows us to further
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investigate the relationship between traditional and cyberbullying victimization
responses, specifically assessing cross-item associations that exist in the data. Across
these techniques we adjust for the dichotomous nature of our victimization indicators
by using a tetrachoric correlation matrix. Most readers are familiar with the typical
Pearson correlation matrix and the corresponding coefficients presented (r). However,
when exploring entirely discrete data the most suitable process differs from the
traditional method.

The principal question addressed in this study hinges on how bullying, both
traditional and cyber forms, are conceptualized and measured in quantitative
research. More specifically, how do they fit together for quantitative analysis? To that
end, we use a number of advanced, and in some cases non-traditional analytical
techniques, to explore a unified bullying construct.

Bullying Variables

The 2009 NCVS-SCS included 13 different items that address bullying in general.
Seven of these are suited to address the more traditional concepts of schoolyard
bullying. The remaining six items have been tailored to address technology-driven
bullying victimization experiences. Each of these items are dichotomous in nature,
students reporting yes or no answers. The individual items were introduced to the
respondent through the following statement: “Now I have some questions about
what students do that could occur anywhere and that make you feel bad or are
hurtful to you. You may include events you told me about already. During this
school year, has another student....” Traditional Bullying is addressed through SCS
items including: “ . . . has another student . . . ” (1) “Made fun of you, called you
names, or insulted you?”; (2) “Spread rumors about you?”; (3) “Threatened you with
harm?”; (4) “Pushed you, shoved you, tripped you, or spit on you?”; (5) “Tried to
make you do things you did not want to do, for example, give them money or other
things?”; (6) “Excluded you from activities on purpose?”; and (7) “Destroyed your
property on purpose?” Collectively, any positive response to any of these categories
results in a score of Bullying α = 0.75, suggesting a certain degree of success in the
measurement of traditional bullying.

The cyberbullying items included in the survey were: (1) “Posted hurtful
information about you on the Internet, for example, on a social networking site
like MySpace or Facebook?”; (2) “Threatened or insulted you through email?”;
(3) “Threatened or insulted you through instant messaging?”; (4) “Threatened or
insulted you through text messaging?” (5) “Threatened or insulted you through
online gaming, for example, while playing a game, through Second Life, or through
XBOX [Live]?”; and (6) “Purposefully excluded you from an online community,
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for example, a buddy list or friends list?” These six items when combined would
result in a Cyberbullying score of α = 0.63. 1

Interestingly, the school crime supplement has evolved over time and added
questions related to cyberbullying as they emerge in social sphere. The online social
world changes very quickly and seemingly overnight the online social experience can
evolve. The 2009 iteration adds questions related to victimization on specific online
communities that cater to youths playing online video games. Cyberbullying item
5 addresses these online communities and provides us an opportunity to capture and
include possible trends in victimization occurring on the leading edges of American
youths social experiences.

4. Results

Our primary question addressed the classification of cyberbullying in relation
to traditional bullying victimization. Specifically, does cyberbullying victimization
typify an “extension” of school yard bullying, or does it manifest as a separate and
distinct construct? In general, our results provided mixed support for either position.

4.1. Bivariate Associations

Table 1 presents a two-way table relating the prevalence of traditional bullying
victimization to cyberbullying victimization. First, it should be noted that 29% of
the sample reported some form of bullying victimization within the past school year.
In Table 1, we present the distribution of cases, percentages (by row, column, and
total N), and ultimately the bivariate correlation between cyberbullying victimization
and traditional bullying victimization (rho = 0.67; p < 0.000). A large majority (83.27%)
of cyberbullying victims report also experiencing traditional bullying victimization.
And another 18.18% of traditional bullying victims report experiencing cyberbullying,
supporting the intuitive position that traditional bullying and cyberbullying are
indeed related. Importantly, we find that cyberbullying victimization is experienced
outside of traditional bullying victimization. In this sample, 16.73% of those students
reporting cyberbullying victimization report no traditional bullying victimization
experiences. These results suggest that to some degree cyberbullying victimization
is not an entirely collateral experience and is experienced by some as a separate
form of victimization. There may be key features of the offenders, the victims, or
the situations themselves that are accountable for the discrepancy in modalities.
That being said, the majority of cyberbullying victimization is experienced by those
already exposed to traditional school yard bullying.

1 Original responses were coded categorically where respondent options included “never”, “once or
twice this school year”, “once or twice a month”, “once or twice a week”, and “almost every day”.
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Table 1. Two-way presentation of Bullying and Cyberbullying Victimization.

Bullying

No Yes Total

Cyberbullying

No
3087 * 75.38% 1008 * 24.62% 4095

** 98.56% ** 81.82% 93.8%

Yes
45 * 16.73% 224 * 83.27% 269

** 1.44% ** 18.18% 6.2%

Total 3132 1232 4364

Pearson χ2 438.157 p < 0.000

Tetrachoric rho 0.674 p < 0.000

Note: * Row Percent; ** Column Percent.

Table 2 elaborates on the basic association between bullying and cyberbullying
victimization presented in Table 1 by further unpacking the individual cyberbullying
elements relative to the victims’ broad scale victimization experiences. This table
(Table 2) presents the number of individuals reporting each of the specific forms
of cyberbullying victimization as well as a proportion of the number of line item
victims that also reported traditional bullying victimization. Of the six different
cyberbullying victimization line items, five items display a substantial proportion
of their victims also experiencing traditional forms of bullying. Among the
cyberbullying items, the lowest proportion reporting traditional bullying experiences
is the item Cyber 5, which refers to victimization through online gaming outlets such
as XBOX Live (0.69). Based on these results, and the need for clarity regarding the
position of cyberbullying in the broader scheme of victimization, we further explore
evidence that would illustrate the clearest picture in conceptual overlap and/or
differentiation. Stage two of the analysis therefore explores deeper connections
between individual elements of bullying victimization.

Table 2. Comparison of Victims of Cyberbullying (Only) to Victims of Both Forms
of Bullying.

Variable
Traditional

Bullying (NO)
Traditional

Bullying (YES) Total
Proportion

Overlapping
n % of Sample n % of Sample

Cyber 1 (Facebook) 13 0.4% 78 6% 91 0.857
Cyber 2 (Email) 9 0.3% 49 4% 58 0.845
Cyber 3 (IM) 6 0.2% 73 6% 79 0.924
Cyber 4 (Texts) 15 0.5% 119 10% 134 0.888
Cyber 5 (Games) 10 0.3% 22 2% 32 0.688
Cyber 6 (Forums) 2 0.1% 35 3% 37 0.946
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4.2. Item Reliability Analysis

Alpha reliability coefficients (Cronbach’s alpha) are regularly used to
demonstrate internal consistency, or the strength of a collection of variables to
represent a construct [46]. This consistency or strength is then conveyed through
a score between 0 and 1 that represents the inter-item correlation. More generally
speaking, the higher this score, the more we assume the items to be congruent
in capturing the same broad construct. As noted earlier, using entirely discrete
data can be problematic. However, the Kuder-Richardson method compensates
for, or accommodates binary data. Thus results displayed here in Table 3 can be
interpreted as they would in a traditional alpha reliability analysis, yet the figures
are derived from an alternative formula. As noted above there are several items
available in the NCVS-SCS that address issues of bullying victimization as well
as items that address cyberbullying victimization. As a part of the exploratory
process we evaluate the alpha scores associated with the two possible conceptual
classifications: (1) cyberbullying as a standalone construct; and (2) cyberbullying as a
nested component of a more inclusive general bullying phenomenon. The results of
this modeling process are presented in Table 3.

Table 3. Combined Bullying Victimization Kuder-Richardson Reliability Modeling
(N = 4346).

Item Brief Description Item Item-Rest Item

Difficulty Correlation Variance

Traditional 1 (Making Fun) 0.1871 0.5493 0.1521
Traditional 2 (Spreading Rumors) 0.1661 0.5741 0.1385
Traditional 3 (Threatening) 0.0575 0.4669 0.0542
Traditional 4 (Pushing, Shoving) 0.0916 0.5143 0.0832
Traditional 5 (Coercion) 0.0359 0.3856 0.0346
Traditional 6 (Exclusion) 0.0458 0.4557 0.0437
Traditional 7 (Destroying Property) 0.0324 0.4013 0.0314

Cyber 1 (Facebook) 0.0209 0.3125 0.0205
Cyber 2 (Email) 0.0133 0.2913 0.0132
Cyber 3 (IM) 0.0182 0.3803 0.0178
Cyber 4 (Texts) 0.0308 0.3976 0.0299
Cyber 5 (Games) 0.0071 0.0998 0.0071
Cyber 6 (Forums) 0.0083 0.2641 0.0082

Test 0.550 0.3918
K-R Coef. 0.7628

First, we address the combined traditional and cyberbullying measures in one
cumulative bullying construct, for which the Kuder-Richardson coefficient is 0.76.
Second, we assess the constructs independently. The coefficient for the traditional
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bullying items alone is 0.75, and finally, the “alpha” score for the collection of
cyberbullying items alone is 0.63. 2 Each of these scores individually suggests
that the internal consistency of the measured concept is fair to acceptable. The
comparatively lower alpha score for the cyberbullying measures alone does not
necessarily mean it is a poorer construct; fewer items and fewer cases available
for that portion of the analysis make a lower score somewhat justifiable. In sum,
there are two key results to note from the examination of item reliability. First, both
the traditional bullying items and the cyberbullying items create relatively stable
and consistent independent constructs. And second, the inclusion of cyberbullying
elements into a cumulative “grand” bullying measure does not markedly increase
the stability of the traditional bullying scale.

4.3. Principal Components Analysis (PCA)

Classification of cyberbullying can also be addressed through further
exploratory analysis. This process allows us, in essence, to process a number of
individual items in such a way that their natural correlational patterns will produce
variable clustering (or loadings). While there are a number of potential factor analytic
solutions, the simplest and most direct for our purpose is a variation on the principal
components method. Specifically, the nature of the research question suggests the
possibility of correlated factors, supporting oblique (promax) rotations that naturally
accommodate correlation of the factors rather than the alternative orthogonal
(varimax) rotations. Table 4 presents a principal components analysis, derived from
the tetrachoric correlation matrix, and the factor from a promax rotated solution when
limiting to two factors. The two loaded components closely align with traditional
bullying victimization and cyberbullying victimization constructs. Interestingly,
initial extractions of bullying elements (Table 4) produce three components with
Eigenvalues over 1.0. Entering all 13 items in a principal components analysis, we
find that the elements of traditional bullying cluster on one factor and elements
of cyberbullying victimization will cluster on another when constrained; when
unconstrained, however, more interesting results emerge. Unlike simple evaluation
of item reliability using alpha scores, principal components analysis yields a variety
and depth of useful, textured results. Traditional bullying literature suggests that
there are a number of identified modes of bullying victimization, yet the seven items
representing traditional bullying victimization did not initially break out by verbal,

2 The removal of one cyberbullying variable addressing victimization through online gaming mediums
improves the Cronbach’s alpha score of the cyberbullying composite, suggesting a possible sub group
or sub form related specifically to online gaming.
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physical, and relational forms, they remained clustered while cyber elements loaded
separately on another factor.

Table 4. Exploratory PCA, Promax Rotated Solution, Two Factors (tetrachoric matrix).

Variable Component 1 Component 2 Unexplained

Traditional 1 0.445 0.204
Traditional 2 0.285 0.228
Traditional 3 0.404 0.311
Traditional 4 0.414 0.259
Traditional 5 0.356 0.390
Traditional 6 0.368 0.311
Traditional 7 0.341 0.359

Cyber 1 0.389 0.353
Cyber 2 0.478 0.221
Cyber 3 0.483 0.114
Cyber 4 0.374 0.282
Cyber 5 0.736
Cyber 6 0.385 0.311

In the interest of better understanding a data driven classification scheme,
Table 5 represents a variation in the classification scheme that parses cyberbullying
elements into two sub-groups. The larger of the two groups features Cyber elements
1–4 which address email, instant messaging, text messaging and internet postings,
where Cyber element 5 (“Has another student: threatened or insulted you through
online gaming?”) and Cyber element 6 (“Has another student purposefully excluded
you from an online community?”) appear to diverge from the remainder of the
cyberbullying elements in constituting the third factor. The relative strength of
the online gaming element in the third factor may be important in understanding
and developing the most appropriate means for classification of these types
of victimization.

The final exploratory factor analysis provides similar results, but expands the
number of allowable components to five. This expansion presented in Table 6
facilitates further discriminatory analysis on which elements of bullying and
cyberbullying will cluster differently than expected, if allowed. The resulting
component formations are a departure from the findings from the previous rotations
in Tables 4 and 5, and generally represent a “spectrum” of victimization experiences,
some of which involve clustered behaviors and some of which integrate aspects of
both traditional and cyberbullying. Traditional bullying elements break out into
a mix of relational and physical typologies seen in component 2. Component 5
is dominated by the measure of traditional bullying associated with “making you
do something you don’t want to” which we have previously labeled as ‘coercion’.
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Bullying in the form of purposeful exclusion takes form in component 3, consisting
of a traditional bullying item regarding exclusion from activities (Traditional 6
“Exclusion”) in combination with a cyberbullying item focusing on exclusion from
online communities (Cyber 6). Component 1 consists of cyber items pertaining to
email, text, instant message and internet postings. Lastly, consistent with the results
in Table 4, component 4 stands alone with the single item referencing online gaming.

Table 5. Promax Rotated Principal Components (Comp.) Extraction of Bullying
Items (Three Factors).

Comp. 1 Comp. 2 Comp. 3 Unexplained

Traditional 1 0.444 0.198
Traditional 2 0.281 0.179
Traditional 3 0.399 0.264
Traditional 4 0.415 0.251
Traditional 5 0.378 0.377
Traditional 6 0.369 0.299
Traditional 7 0.345 0.296

Cyber 1 0.470 0.245
Cyber 2 0.461 0.219
Cyber 3 0.469 0.113
Cyber 4 0.443 0.202
Cyber 5 0.821 0.094
Cyber 6 0.309 0.292 0.278

Table 6. Promax Rotated Principal Components Extraction of Bullying Items
(Five Factors).

Comp. 1 Comp. 2 Comp. 3 Comp. 4 Comp. 5 Unexplained

Traditional 1 0.296 0.190
Traditional 2 0.229 0.170
Traditional 3 0.368 0.250
Traditional 4 0.646 0.137
Traditional 5 0.900 0.051
Traditional 6 0.758 0.090
Traditional 7 0.558 0.222

Cyber 1 0.474 0.244
Cyber 2 0.543 0.098
Cyber 3 0.463 0.107
Cyber 4 0.450 0.183
Cyber 5 0.850 0.088
Cyber 6 0.327 0.148

* Proportion 0.30 0.20 0.12 0.11 0.09

* Proportion of variance accounted for by component.
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5. Discussion and Conclusion

The overarching purpose of this study was to evaluate competing conceptual
and measurement approaches to the operationalization and classification of
cyberbullying victimization. More simply, the goal of this work was to examine
whether cyberbullying victimization was truly a unique phenomenon when
exploring a large data set. Each of the preceding analyses has contributed insight to a
data driven, framework aided, classification process whereby we attempt to find the
best fit for cyberbullying victimization relative to the broader bullying victimization
scheme. Results show that in this sample traditional bullying and cyberbullying
victimization experiences are generally associated (rho = 0.67) and there is a great deal
of overlap in the experience of both traditional and cyber victimization. However,
the empirical data supports operationalization and measurement of cyberbullying
victimization as a distinct outcome. The exploration of these constructs allows us
to go beyond simple bivariate associations to contrast dimensional stability when
operationalizing in several different ways. We found early evidence that a “grand”
bullying variable is viable, but not necessarily more stable than traditional bullying
alone. We also find that cyberbullying elements can arguably stand alone as a
separate but related construct. Yet, critical to this is the exposure to victimization via
online gaming communities.

Exploratory factor analysis produced a more detailed specification of bullying
which delineates traditional bullying elements including physical, verbal, and
exclusion bullying, but importantly adds dimension to cyberbullying in the context
of a grand bullying victimization scheme where online gaming stands out from other
mediums such as email, text, instant message and online postings. In particular, this
collection of findings has great potential to create future avenues of research in the
cyber-social realm of youths. While cyberbullying victimization has the potential to
fall within the traditional rubric of relational bullying dimensions as the wording
of these items addresses ‘threat and insults’, and those items (traditional or cyber)
addressing exclusion load together (purposeful exclusion), we have exposed an area
where there is much to learn: online gaming communities. Today’s youth experience
their social lives in such a way that online gaming environments may share distinct
similarities with the traditional playground. So powerful are these dimensional
differences that in all of our presented exploratory models, victimization in gaming
environments commanded its own recognition. While other included mediums
for experiencing victimization such as text or instant message could be considered
facilitators of traditional relational bullying, online gaming may be a separate form
of social world which traditional forms of bullying take place within. Thus, while
in answering the question we set out to, we can suggest that with the exception of
the online gaming environment, “cyberbullying” is a means to experience relational
bullying. Yet, we cannot exclude the gaming environment as it is a part of the ever
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changing cyber social reality. As such, the online gaming world needs exploration to
establish whether it should be considered a tool for delivery or a nested cyber social
world in which traditional forms of victimization take place. The real value of this
exploration may be in the admission that classifying the victimization experience is
conceivably unrelated to what we understand about perpetration. The victimization
experience may be more a reflection of the tools available within one’s social circles.
If traditional and cyber bullying are expressions of power within the confines of a
social circle rather than a physical space, the dimensions of victimization are likely to
reflect the contextualized means of the group. Perhaps the isolation of the recognition
of the online gaming group within the data is a reflection of a uniquely clustered
social structure among American youth. It may be that while many youth play video
games as a part of their social experience, some small number of them live their
entire social life within this arena. Further research is required in the area of bullying
modality in concordance to group social settings.

Several ancillary findings also arise here, some of which may be instrumental
in discussions about policy as well as theory. For example, while bullying and
cyberbullying outcomes may be considered independent but related constructs,
among these respondents experiencing cyberbullying without traditional bulling is
uncommon. Among cyberbullying victims, only 16.73% reported not experiencing
traditional bullying, and only 1% of all respondents reported experiencing
cyberbullying without having experiencing any form of traditional bullying
victimization. Conversely, and perhaps equally important, we find that a large
majority (83%) of cyberbullying victims report experiencing both cyber and
traditional bulling victimization. Furthermore, nearly 1 in 5 victims of traditional
bullying is also being victimized ‘online’. These findings are strongly suggestive
that a comprehensive and integrated approach to prevention is appropriate. Further,
the apparent predominance of overlap between the two forms inspires numerous
questions about the etiology of offending. For example, do bullies specialize in one
form over another, perhaps as a function of rational choice considerations about
skill, expertise, or detectability? As the multi-disciplinary study of bullying and
cyberbullying moves forward, there will undoubtedly be opportunities to apply
traditional criminological theories to better understand these complicated dynamics.

As with any exploratory research, several limitations of the present study must
be noted. First, a common feature of virtually all empirical analysis of cyberbullying
to date is that datasets that include measures of cyberbullying are still relatively
limited. Even when a nationally representative sample from the NCVS is used, as in
this study, the relatively broad spectrum of victimization experiences and relatively
few cyberbullying cases available presents challenges for analysis. Although it
might be insightful to work with particular subsets of cases in order to identify
relationships between specific risk factors and victimization sequelae (e.g., gendered
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or race-based cyberbullying), these relationships are difficult to explore with the
available secondary data. Second, the results presented here cannot address a
fundamental issue with time ordering. Thus, while some of the findings suggest
that the majority of victims of bullying also experience cyberbullying, without a
more extensive understanding of ordering, we cannot conclude that cyberbullying
victimization is a logical extension of the school yard experience. Third, the data
here are a secondary and many readers familiar with the bullying literature will
note deviations from the contemporary structuring of questions and examination
of victim-offender overlap. As these elements are not a part of the survey’s design,
we sacrifice specificity for a large sample of students from across the United States.
Finally, a common feature of bullying definitions is the power imbalance between
bully and victim which cannot be addressed here. The result of this may be that we
have cast a wider net which would include fighting among peers.

Similar to other emerging areas of literature, most notably the stalking/
cyberstalking nexus, criminologists will soon be forced to confront nuanced
conceptual and measurement problems when determining how to appropriately
classify and accurately capture these experiences. Relatively little work to date
has been published related to the similarities and differences in bullying and
cyberbullying victimization in the United States, despite the growing volume of
work globally. Our results suggest that bullying victimization can be experienced
with conceptual distinction and empirical overlap among American youth, but
replication with richer and larger data is a logical next step. Moreover, future
researchers will need to ask why bullying victimization clusters along dimensions as
they do here. As the field builds evidence-based consensus on these issues, the next
generation of researchers will be in position to move forward with theoretical as well
as policy-oriented work.
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Cyberbullying and Primary-School Aged
Children: The Psychological Literature and
the Challenge for Sociology
Lesley-Anne Ey, Carmel Taddeo and Barbara Spears

Abstract: Cyberbullying is an international issue for schools, young people and
their families. Whilst many research domains have explored this phenomenon, and
bullying more generally, the majority of reported studies appear in the psychological
and educational literatures, where bullying, and more recently, cyberbullying has
been examined primarily at the individual level: amongst adolescents and young
people, with a focus on the definition, its prevalence, behaviours, and impact. There
also is growing evidence that younger children are increasingly accessing technology
and engaging with social media, yet there is limited research dedicated to this
younger age group. The purpose of this paper is to report on a systematic literature
review from the psychological and educational research domains related to this
younger age group, to inform future research across the disciplines. Younger children
require different methods of engagement. This review highlights the methodological
challenges associated with this age group present in the psychological literature, and
argues for a greater use of sociological, child-centred approaches to data collection.
This review examined studies published in English, between 2009 and 2014, and
conducted with children aged 5–12 years, about their experiences with cyberbullying.
Searches were conducted on seven key databases using keywords associated with
cyberbullying and age of children. A Google Scholar search also examined published
and unpublished reports. A total of 966 articles and reports were retrieved. A random
peer review process was employed to establish inter-rater reliability and veracity
of the review. Findings revealed 38 studies reported specifically on children aged
5–12 years. The dominant focus of these articles was on prevalence of cyberbullying,
established through survey methodology. Few studies noted impacts, understanding
and behaviours or engaged children’s independent voice. This review highlights
current gaps in our knowledge about younger children’s experiences with this form
of bullying, and the importance of employing cross-disciplinary and developmentally
appropriate methodologies to inform future research.

Reprinted from Societies. Cite as: Ey, L.-A.; Taddeo, C.; Spears, B. Cyberbullying
and Primary-School Aged Children: The Psychological Literature and the Challenge
for Sociology. Societies 2015, 5, 492–514.
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1. Introduction

Since the advent of readily available, technology-enhanced communications
and the ubiquitous diffusion of technology throughout mainstream society, young
people have readily embraced a range of devices, platforms and online programs.
Research reporting on children’s annual online experiences across Europe, between
2007 and 2010, has found that up to 94 per cent of children aged 6–17 years old
access the internet [1] and that six per cent of children aged 8–11 years engaged with
social networking. Social networking potentially exposes young people to online
harassment and cyberbullying which is “arguably the most prevalent online risk
faced by children” [1] (p. 29). It is also evident that younger children’s ownership and
access to these technologies is increasing, and as such, they are exposed to the benefits
and risks associated with their use: which until recently, had been reserved for older
users [2–4]. Whilst benefits can include broader avenues of communication and new
opportunities for learning, one potential risk for children is that of exposure to, and
experience of, cyberbullying. The OECD research [1] found that in Europe, up to
31 per cent of children aged 6–14 years had encountered cyberbullying as measured
across various time periods, which was dependent on the scale incorporated in the
studies. Such research demonstrates a need to investigate cyberbullying issues with
young children.

Cyberbullying, like traditional bullying, has been defined in many ways, yet
most agree on the substantive elements which need to be present for it to be
considered bullying, as distinct from aggression: viz.: an imbalance of power,
deliberate intent to hurt or harm and repetition in relation to the misuse and
abuse of technology [5]. A couple of issues arise here. Bullying as a concept itself,
has its own social history, in that it arose as a field of enquiry from studies into
mobbing and aggression, which were situated in the psychological domain [6].
Bauman et al. [7] raise the issue that cyberbullying behaviours may in fact be more
closely associated with cyber-aggression, than bullying per se, but this discussion
(bullying vs. aggression) falls outside the parameters of this paper. Certainly the
literature is inconsistent in how these traditional criteria are applied [8–13], with
repetition being the criterion most often challenged: as the online nature of the setting
means that something which is uploaded only once, can be seen and re-posted by
many [5,11]. Imbalance of power is also more difficult to ascertain in an online
setting, as numbers of protagonists cannot be seen necessarily, nor the ways in which
strength/power might be present. Intent is also questionable, when there are no
non-verbal cues to ascertain meaning behind the text that might have been sent.
Bansel, Davis, Laws and Linnell [14] noted that the largely individualistic approach
evident in the psychological literature, is problematic from a sociological standpoint,
especially in relation to the definition and how it might actually be identified in actual
school settings. Indeed they highlighted that teachers and others would need to:
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“establish in relation to one incident, whether or not the act was repeated, whether
it intended to hurt and whether it was an acceptable use of power” (p. 60). They
argued that a new approach was needed: one where the everyday power relations
in children’s lives were examined, through analysis of the discourses related to
the normalised practices of power relations in schools, and indeed wider society:
those of not only power, but race, gender, class and poverty (pp. 60–68). Schott
and Søndergard [15] and Spears and Kofoed, [16] also argued for a more diverse
approach to examining bullying and cyberbullying, with Spears and Kofoed calling
for a shift from privileging quantitative studies in this area, towards encouraging
young people to act as knowledge brokers, co-researchers and experts in this domain.
They further highlighted that education and sociology are both founded upon the
view that people are active agents in their social worlds, constructing meaning,
supporting the notion that there are many “truths” and multiple realities, as distinct
from psychology: which favours theory testing and emphasises positivism, and
objective reality, with directly observable and measurable behaviours.

Behaviours consistently identified as cyberbullying include: threatening or
nasty emails, mobile texts or Internet postings; social exclusion from the online
community; impersonating another person or forwarding on the cyber victim’s
private information; posting derogatory or embarrassing pictures or videos; creating
websites designed to hurt, intimidate or degrade victims; trolling or stalking; and
harassing others in virtual environments or online games [2,10,17–19].

Whilst academic publications about cyberbullying have increased considerably
since the earliest papers emerged during first few years of the 21st Century, most
of the research to date has focused on adolescents, its prevalence and impact, with
much less known about younger children’s experiences or understandings [10,20].
This is particularly relevant as younger children are now accessing more devices,
earlier and more frequently [2,4,21].

The purpose of this systematic literature review is to therefore examine
published psychological research conducted with primary school aged children
(5–12 years) concerning children’s understanding of cyberbullying: its prevalence,
behaviours and impacts, as this comprises the major evidence base available for this
age group. The specific aims of this review are to inform future sociological studies
by: (a) identifying gaps in current knowledge about this age group and cyberbullying;
(b) examining research methods employed to investigate cyberbullying with this age
group; (c) provide direction for further research; and (d) propose research methods
that best align with the developmental needs of young children aged 5–12 years, for
all disciplines.
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2. Materials and Methods

2.1. Literature Search and Coding Scheme: Inclusion and Exclusion Criteria

The literature search examined peer reviewed, empirical studies on cyberbullying,
published in English in the previous six years (2009–2014), with a specific focus
on younger children aged 5–12 years. The decision to apply this timeframe was
informed by (a) rapid advances in technology, with younger children increasingly
accessing and engaging with technologies, including social media [2,4,22–25]; and
(b) a shift in the type of the questions asked of children in Internet related studies:
from a more generalised examination of children’s Internet practices, to more specific
investigations into the nature of children’s engagement online, including questions
about social media. For example, the Australian Bureau of Statistics’ “Children’s
participation in cultural and leisure activities” study of 2003 did not seek data
on children’s social networking engagement, but the updated study in 2009 [26]
requested such data. To address national and international differences in the way
schooling is structured and to facilitate the reporting of findings, children’s age as
opposed to year or schooling level was considered in the coding scheme.

As the definition of cyberbullying remains contested in the literature,
consideration of cyberbullying definitions did not form part of the coding scheme
employed. For the purpose of this paper, studies were considered for review if they
reported findings from children aged 5–12 years and investigated one or more of the
following areas.

• Children’s understanding, knowledge and/or perceptions of cyberbullying.
• Cyberbullying behaviours, as identified by children in the studies.
• The prevalence of cyberbullying ascertained through children’s reporting of.

# cyberbullying experiences as a cybervictim, cyberbully, cybervictim/
cyberbully, bystander or no cyberbullying experiences; or

# the perceived prevalence of cyberbullying.

• Cyberbullying impacts as perceived effects and actual effects of cyberbullying
on self and others.

Literature about cyberbullying education, such as education strategies and
evaluations of cyberbullying programs, was not included in this review, as it was
not deemed relevant to this particular review’s aims. Three book chapters were
retrieved in the initial search, but ultimately were excluded, as the studies had been
published as journal articles and were therefore represented and counted in the pool
of articles retrieved.
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2.2. Literature Search Method

Seven key data-bases were identified through a scoping exercise, which included
consultations with an academic librarian to ascertain the domains where studies
on cyberbullying were most commonly published: viz., psychology and education:
Education Research Complete; psycINFO; ERIC; Scopus; Psychology Behavioural
Science Collection; Sage Premier; and A+ Education. The following key search terms
were subsequently identified: Cyberbull*, children, youth, adolesce* and electronic
bullying. A supplementary search was also conducted in Google Scholar to locate
any additional grey literature such as reports relating to cyberbullying that may not
have been captured in the above-mentioned scholarly databases. The coding scheme
and search method employed provided an effective and efficient method of obtaining
the maximum number of relevant articles across disciplines that most commonly cite
research in the area of cyberbullying and children.

2.3. Selection of Relevant Publications

Nine hundred and sixty six (966) articles were identified in the initial search
results and subsequently were reviewed by the lead author. The abstract and the
results section of each article were individually examined to establish if inclusion
criteria had been met. Of these, 928 were subsequently excluded from further
consideration. Many of the excluded studies focused on older age groups, or results
were not specific to the age ranges identified in the inclusion criteria. Consequently,
38 articles were closely examined in the next stage of the review process.

2.4. Inter-Rater Reliability: Inclusion Criteria

Following identification of the 38 articles by the lead author, the second
and third authors independently reviewed a random selection of these studies in
order to ensure the inclusion/exclusion criteria had been met. Using a random
number generator, 11 articles were subsequently identified for inter-rater review [27].
The number of articles (n = 11, 28.9%) considered for the inter-rater reliability process
were consistent with the number of articles subjected to rating processes reported in
similar studies in the field [28–30].

Table 1 demonstrates the decisions made by each of the coders, establishing
an acceptable level of consistency. In three instances, there was some uncertainty
regarding whether or not the articles adequately addressed all the required inclusion
criteria. Each was discussed further and consensus was reached to include the articles
in question.
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Table 1. Ratings by coders of acceptability of randomly selected articles.

Article Coder 1 Coder 2 Coder 3

Article 1 1 1 3
Article 2 1 3 1
Article 3 1 1 1
Article 4 1 3 1
Article 5 1 1 1
Article 6 2 2 2
Article 7 2 2 2
Article 8 2 2 2
Article 9 2 2 2
Article 10 2 2 2
Article 11 2 2 2

1 = Accepted; 2 = Not accepted; 3 = Unsure.

3. Results

3.1. Overview of Methods

Of the 38 empirical studies reviewed, 36 employed survey methodologies and
two studies used an open-ended discussion method. Of those that employed survey
methodologies, only seven allocated one or more spaces for participants to provide
written/qualitative responses. Two were also delivered in a one-on-one/face-to-face
interview style, but employed multiple choice response options. Only three
studies adapted their language or length of time to accommodate younger children
(See Table 2).

3.2. Overview of the Focus of the Studies

Whilst most studies explored more than once aspect of cyberbullying (See
Table 2), the greatest research focus, addressed in over 30 studies, concerned
prevalence. The impact of cyberbullying was the second highest research focus
(11 studies), followed by children’s understanding and perspectives of cyberbullying
(six studies) and bullying behaviours (six studies). Other themes present in the
38 studies included predictors and influencing factors of cyberbullying, such as
characteristics that make children more vulnerable to cyberbullying (10 studies),
children’s identified responses to cyberbullying (three studies), children’s responses
to cyberbullying (two studies), reporting behaviours (one study) and children’s
concerns about cyberbullying (one study). It is also worth noting that the majority
of these studies represented older children with only nine studies researching with
children under nine years of age.
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3.3. Contextual Background of the Studies

The majority of the research on younger children and cyberbullying was
conducted in North America and Europe. Ten studies were conducted in the United
States of America (US) and two in Canada. In Europe: three studies were conducted
in the United Kingdom (UK); two in Spain; three which compared two or more
European countries; and one each in Germany, Italy and Turkey. Seven studies were
conducted in Australia and five studies in Scandinavian countries: three in Finland
and two in Sweden. There was one study conducted in Korea; one international
study, across 25 countries; and one study did not identify the country (See Table 2).

3.4. Overview of Data Collection Procedures

The majority of the studies (30) collected their data in a school environment.
Of these, 27 were conducted using school computers and three used pen and paper.
Six studies collected their data using an online survey method in a non-specified
environment, with one of these also mailing their surveys to participant’s homes, for
pen and pencil completion. Two studies were conducted in the children’s homes with
one of these also using a specific location in the area, as a dedicated research centre,
which children and their parents would attend. The majority of surveys conducted
in schools were administered by researchers (18), nine were administered by teachers
and two studies had researchers and teachers present. Two studies did not identify
who administered the surveys (See Table 2).

3.5. Overview of Methodologies Employed

Survey methodologies were employed in 36 of these studies, reflecting the wider
bullying and cyberbullying research approaches and their associated advantages
and limitations. As such, they represent the most common research methods
employed for adolescent research in this field, but this approach may not be the
most appropriate for use with younger children, and may pose significant validation
concerns when used with younger participants.

Thirty-four of the studies had either small samples, were cross-sectional; omitted
vulnerable, marginal or other groups, highlighting some of the limitations associated
with survey methodologies [60,61]. Twenty-nine of the studies consisted only
of multiple choice and/or Likert scales questions. This method can result in
acquiescence bias, where participants are more likely to agree with statements, or
indicate positively, and it also limits respondents to choose from the posed responses
rather than inviting general statements of opinion or replies [46]. Given the age
of the children involved in these studies, the role of using open-ended questions
or open dialogue/interviews to determine their knowledge and experiences needs
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greater consideration, as studies into bullying have revealed that young children
often confuse terms and understandings [62].

4. Discussion

4.1. Cyberbullying Research with Primary School Aged Children

Most of the research about cyberbullying and younger children located for this
review has focused on the prevalence of this phenomenon and has been driven by
the field of psychology, largely as a progression from work done on bullying over
the past four decades, and arising from previous studies into aggression. This focus
on prevalence is not surprising, given that early efforts to ascertain knowledge about
any new phenomenon is largely concerned with how much of it is actually occurring.
To do this, prevalence studies require representative survey methodologies. There
is limited research evident, however, on younger children’s understanding and
perspectives of cyberbullying; its impacts; and actual behaviours employed with this
age group. This review will act as a foundation to position future work from multiple
disciplines, including sociology, concerning this phenomenon and younger children.

Notably, all but one of the studies located for this review were conducted
in Western countries, highlighting a need for greater cross-cultural research with
younger children, and for greater efforts to widely disseminate findings, so as to
inform the research and wider community.

Consistent with survey methodologies employed in studies undertaken with
older age-groups (see [63]), many of the studies reviewed provided explanations
of cyberbullying to the participants and offered response options relevant to
accepted timeframes and frequency cut-offs. Australian Communications and
Media Authority [2] was the only study reviewed that provided children with the
opportunity to express their perceptions about cyberbullying qualitatively.

Exploring younger children’s understanding of cyberbullying without adult
input may be critical to obtain an accurate perspective of their understanding,
experiences and behaviours. Spears and Kofoed [16] argued for greater use of
qualitative methodologies in cyberbullying research, as the construct is unique to
the digital age: meaning that adults/researchers would never have experienced
this form of bullying in their own childhood. Children’s and young people’s
voice and perspectives are therefore paramount in order to extend and deepen
understandings and develop successful interventions that will resonate with young
people. They further suggested that a “shared lens across the new sociology of
childhood” (p. 217), involving multi-disciplinary methodologies, would enable
greater understanding of cyberbullying to emerge through the insights which
youth voice can bring. Enabling youth as co-researchers, to co-construct meaning
alongside adults, is therefore essential. Younger children’s views and understandings
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then, are clearly needed, especially given they are being exposed to technologies
and devices at increasingly earlier ages. Accessing those views, however, almost
solely through survey methodologies, may not be the most effective or appropriate
approach. By way of support, Spears et al. [64] conducted a qualitative exploration
of early adolescents’ knowledge, understanding and experiences of two forms of
bullying: covert and cyberbullying, through use of alternative methodologies such
as storytelling and use of Y-Charts. These methods enabled young people to recount
examples they knew of, or had experienced, and clarify their own understanding by
articulating what cyberbullying “looks, sounds and feels like” to them (p. 191), as
distinct from only responding to an adult-provided definition.

This review also identified some studies of younger children that examined the
impact of cyberbullying on the following: school connectedness; feelings of loneliness
and other emotional responses; conduct and peer issues; school absenteeism;
and links to anxiety, depression and suicidal thoughts. In contrast, there were,
however, no studies with children aged 12 years or younger located, which explored
other cyberbullying impacts, for example, on: self-esteem; sleeping patterns; fears;
school attainment; eating disorders; or family relations. Considering that only
studies published in English were accessed for this review, other studies in other
languages may, however, exist, highlighting again the need for greater cross-cultural
dissemination. Given also what is known concerning risk and protective factors in
relation to cyberbullying and adolescents, and the need for early intervention [63]
these gaps in knowledge about how cyberbullying can potentially impact on
younger children’s holistic development, highlight opportunities for further research.
Conducting longitudinal research from an early age to examine not yet identified
and long-term impacts of cyberbullying is needed, particularly as younger children
are accessing more technology, earlier, and more frequently than ever before.

In acknowledging the need for further research in this field, it is important
to note that researching sensitive topics with children, such as bullying and
cyberbullying, is often subjected to close scrutiny from ethics committees, as
they balance the need to ensure children have a voice and an opportunity to
participate in research, whilst ensuring they are protected from harm [65]. Excluding
younger children from research on the basis of suppositious risk may limit adults’
understanding of children’s experiences and vulnerability, thus our ability to educate
and protect them [65]. Furthermore, excluding them on the presumption that
cyberbullying is an adolescent problem, fails to recognise the ever-changing role
that technology plays in younger children’s lives. Concomitant with research that
indicates younger children are increasingly engaging with social media, there is an
imperative that this age group receives greater attention in this field. It is equally
important that such research is constructed to allow researchers to identify age
patterns and age appropriate interventions. Given that the majority of the studies
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reviewed have employed survey methodologies, there is a need to consider: (a) some
of the broader implications of relying predominately on this approach for collecting
data on cyberbullying with younger children; and (b) opportunities for employing
alternative and innovative research methods to engage younger children in this field
of research.

4.2. Conceptual Issues for Primary School-Aged Children from a Developmental Perspective

The value of applying and trialling alternative research methodologies with
this target age group becomes apparent when some of the challenges in using
survey methodologies with younger children are considered. These methods can be
problematic with: (a) junior primary children aged 5–7 years, who are just learning to
read and write; (b) middle primary children aged 8–10 years who are still developing
metalinguistic awareness [66]; and (c) children who have low literacy levels [44].
Given these limitations, developmental theories can assist in determining the most
appropriate methodological approaches to employ.

According to Piaget’s Cognitive Development theory, children aged 7–11 years
are in the concrete-operational stage, and whilst they are likely to focus their attention
on key descriptive words [67], they are unlikely to relate the questions to non-concrete
descriptions. Because children may have not mastered higher-order abstraction
and intangible thinking [67], their ability to conceptualise abstractly is limited.
Face-to-face methodologies or those with visual prompts would therefore be more
appropriate to this age group than traditional survey methods.

There is also greater likelihood that even younger children: aged 2–7 years,
who are in Piaget’s pre-operational stage, may misinterpret descriptions of bullying
and cyberbullying given their inability to conserve, seriate and classify, and think
logically [67].

Monks and Smith [62] in their study of bullying applied such knowledge of child
development to their research design. Using a face-to-face interview methodology,
with supplementary cartoon visuals, they were able to elicit children’s, (aged 4–14
years) understanding of the term bullying. These visual prompts were beneficial in
helping children to identify verbal, physical, indirect and relational bullying, as they
were unable to recall them freely. Nevertheless, only after the age of eight years were
children able to develop a definition of bullying which separated out the different
types of bullying.

Monks and Smith [62] study provides valuable insights which have informed
subsequent research. Although their research methodologies were age appropriate,
younger children were rarely able to differentially conceptualise or identify: bullying
and singular incidents, and bullying and aggressive behaviours such as rough and
tumble play. These findings suggest that in the first instance, it may be more prudent
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to examine children’s understanding of cyber-aggression before exploring their
understanding of cyberbullying.

In examining the 38 studies located, only three adapted their language to
accommodate children’s developmental levels, and only four ensured a researcher
was available to assist with comprehension and answer questions. When researching
with younger children it is important to ensure they are supported in being able
to comprehend the questions being asked, however, by providing a researcher to
answer questions during a survey, children can try to seek “the right” answer. This is
particularly so for younger children, who may perceive school administered surveys
as a form of “test”.

Wachs, Wolf and Pan [44] suggest that some children may see questionnaire
style methods as “schoolwork”, particularly if administered in a school setting, and
may be more concerned about perceived correctness of their responses rather than
providing insights into what they honestly think, feel and have experienced. This
social desirability bias may be more evident for younger children, than adolescents,
but would need to be examined through empirical research processes.

Although some of these issues can be addressed by carefully constructing
age-appropriate surveys, with age-appropriate language, there is no guarantee that
all children will be able to interpret the questions as intended. Junior and middle
primary children and those with low literacy levels will likely need support in item
comprehension and in following instructions to fill out questionnaires.

Additionally, culturally relevant and appropriate language and/or scenarios
are also important considerations for younger children. According to Vygotsky’s
Sociocultural theory, language and dialogues are culturally specific [66]. The
inconsistency in definitions and language used to describe cyberbullying across
cultures, not only have implications with cross-culture comparison research [5],
but also have implications when researching with children. Young children from
cultures that have no specific word for bullying would indeed have difficulty
explaining or understanding cyberbullying, but may find it easier to articulate
aggression, or cyber-aggression. Monks and Smith [62] successfully argued that
children’s cognitive and language development impacts on their comprehension
of concepts, such as bullying. Complex or abstract words, words that have
multiple meaning or no meaning at all within a child’s culture are likely to cause
confusion. Microsoft Corporation [58], in their research with 8–17 year old children
across 25 countries, recognised the implications of culturally specific language and
variations in understanding of cyberbullying, at a cultural and individual level. Their
research asked children whether they had been a victim or perpetrator of “mean
or unfriendly treatment”; “made fun of or teased”; or “called mean names” online.
Although these terms are likely to be translated across cultures quite effectively, they
can be open to interpretation, and may not accurately reflect the notion of bullying

45



and/or cyberbullying. For example, if a child had experienced another person
sharing a derogatory image of them via a mobile phone, they may not categorise this
behaviour as deliberately aggressive, repeated, or have any understanding of the
power differential, as it was an image and younger children may not perceive mobile
phones as necessarily “online”. Paying attention to language, complex constructs
and cognitive development, are therefore critical to any exploration of cyberbullying
experiences amongst younger children.

Understanding the child’s perspective is therefore paramount, and sociological
approaches, where the child and his social environment are central, would add
considerable value and provide a more holistic understanding of this phenomenon.
Co-constructing meaning with young people, particularly the very young, requires a
level of reflexivity on the part of the researcher, and sensitivity to their social worlds,
which can be enhanced by sociological approaches.

Working collaboratively with younger children throughout all aspects of a study,
including the formative stages, to shape the direction of the investigation and the
development of the questions, has the potential to contribute to the accuracy and
relevancy of findings into cyberbullying and younger children.

4.3. Settings and Administrators of Surveys

In examining appropriate settings for conducting research with younger
children, Hill [68] found that children prefer school as a setting for research. However,
she emphasised that ideally any data collection conducted in schools should be
administered by external parties (field workers, researchers) who meet working with
children safety/security requirements, as opposed to teachers or school personnel,
in order to help minimise bias.

This review did reveal that schools were the main environments where data were
collected and that the majority of surveys conducted in schools were administered
by researchers. Nevertheless, when designing research with younger children, bias
as a result of adult presence, influence and constraint may be evident in instances
where surveys are administered by teachers; mailed to children’s homes; or require
online participation.

4.4. Using Dialogue to Research with Young Children

Currently, this field has been driven by quantitative methods and psychology
and education disciplines, as is evident from our review of the databases: hence,
prevalence has been the focus of many studies, but for younger children, sociological
methods may be more appropriate. Valuing the rights of the child and placing them
at the centre of the research process reflects the new sociology of the child [69]: as
an active participant in the creation of knowledge, and not simply a “subject” for
research [16].
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To obtain an accurate picture of young children’s understanding of cyberbullying,
this review argues that research methods that align with their developmental levels
are necessary. There is a wealth of literature that discusses optimal, developmentally
relevant research methodologies for use with younger children; however, these seem
to be largely ignored in the research on cyberbullying located for this review. Such
methods include: play; use of concrete materials to facilitate comprehension; visual
methods; and face-to-face interviews [62,70–72].

The cartoon method used by Monks and Smith [62] to determine children’s
understanding of the term bullying is one such example of research design that is
developmentally suitable for use with younger children. Additionally, qualitative
research methods, such as semi-structured face-to-face interviews, or the use of Y
charts, narrative and experiential methods which engage youth voice [16,64] may
be particularly useful in addressing some of the conceptual challenges encountered
when employing survey and questionnaire methods with young children.

Spears and Kofoed [16] articulated the importance of youth voice and qualitative
techniques in cyberbullying research, so that young people’s experiences do more
than simply supplement existing quantitative studies. Rather, youth act as knowledge
brokers, and co-researchers, to help adults understand this phenomenon from the
perspective of young people themselves. With younger children, this is equally
important, as cyberbullying is an adult-conceived term, and it is their understandings
that are needed, not adult imposed interpretations of them.

One useful methodology to consider when researching with younger children
is that of dialogue, including face-to-face interviews. Using a dialogue method
encourages children to discuss their reasoning behind their thinking or actions [65]
which fosters children’s interpretation and ownership of their own data. In most
cultures adults are seen by children as authority figures, thus hold a more powerful
position [70,73,74]. Using a dialogue method can reduce power relations between
adults and children during data collection and interpretation [75]. According to
Graham and Fitzgerald [65] and Harcourt [76] using open-ended research techniques,
such as semi-structured interviews, lessen power disparity because children have
a certain amount of control over the direction of the discussion. Additionally, a
discussion format provides an informality that optimises the likelihood of more
equal relationships. The adult-child relationship and minimising any power disparity,
which naturally occurs, are critical considerations when researching with younger
children, [70,73,77,78].

Although group interviews capitalise on social interaction [79,80], which can
be advantageous in prompting one another’s memory [60,79–81], the nature of
cyberbullying may make children feel uncomfortable sharing their experiences
in front of peers. Individual interviews are increasingly being accepted as an
appropriate research method to obtain children’s perspectives [72,76,82]. Individual
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interviews allow the researcher to investigate children’s experiences confidentially,
which is particularly beneficial when “researching sensitive or personal issues” [83],
such as cyberbullying. Face-to-face interviews are, however, resource intensive [46],
particularly for large studies, where additional staff may need to be employed and
trained in interview protocols.

As noted previously, when researching with children, the methods need to be
guided by children’s developmental levels [74]. For example, from age six, children
are sufficiently articulate, have a reasonable vocabulary and a good knowledge
of semantic and grammatical rules [66,84,85], which suggests they are cognitively
developed enough to participate in interviews. At age 10, however, children are
far more advanced in their language, comprehension and social understanding.
They are “similar to adults in their recall of historical events” [77] (p. 299) and
are beginning to embark on abstract thinking and can appreciate more traditional
research methods, such as surveys [66,67,84]. The qualifier to this, however, is that
where there are developmental delays, language and cultural contexts, which differ
significantly, survey methodologies may not be the most appropriate method for
establishing understanding about the construct. Given the considerable difference in
developmental levels, researchers need to be meticulous in designing all research
with young children, but especially in aligning interview pro-formas to accommodate
children’s development, and should avoid using traditional survey methods with
children under the age of 10 years. Researchers should consider alternative survey
structures that utilise visuals and culturally appropriate scenarios, consider survey
length and appeal, and whether more than one data collection would be most suitable
for their intended audience.

4.5. Using Technology when Researching Cross-Culturally and with Young Children

Technology can be employed to facilitate data collection with young children
and in cultures where bullying and cyberbullying are less researched, and can be
used to enhance traditional data collection methods, for example, by facilitating
record keeping of data and improving efficiency in collection methods. Additionally,
young children themselves, including those with poor fine motor skills, can use
technology to support them in collecting and recording data. Technology also can
provide innovative and alternative approaches to data collection that may positively
resonate with young children who are increasingly using a range of technologies both
in school and home settings, for example, through PhotoStory and PhotoVoice [86,87].
Yet this field is in its early stage and further investigations are required to establish
the merits, if any, of using approaches that utilise technologies for data collection
with young children, particularly when researching potentially sensitive topics.
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4.6. Limitations of the Systematic Review

This paper has largely argued that children’s voice and unique perspective must
provide the primary source of data. Whilst the psychological literature gathers data
from children, there is an imperative to engage children as co-researchers, who are
experts in their own experiences. This paper proposes, therefore, that the sociological
contribution has a larger role to play in contributing to a holistic representation of
cyberbullying, as understood by younger children.

In conducting this review there are some limitations that should be noted.
Premised upon the historical development of research into bullying, which grew
from the psychological studies of aggression, the academic search consisted of seven
databases considered most likely to publish cyberbullying research: those from
psychology and education. There would be further cyberbullying publications
beyond these databases, in languages other than English, or in other publishing
domains, specifically sociology, technology or medicine/public health and this
review suggests that these searches be undertaken, so that a multidisciplinary
overview of younger children’s experiences and knowledge of cyberbullying be
established. The search terms were also culturally specific to Western countries,
which may have limited the number of publications identified that reported
on research conducted in non-Western countries. Additionally, the sample is
non-representative of all the cyberbullying research conducted with children
aged 12 years or under, as results of some studies did not separate age groups.
Nevertheless, this review provides a snapshot of cyberbullying research conducted
with children aged 12 years or younger, and provides insights into the research
methodologies currently employed with this age group in these domains. In doing
so, it highlights the opportunities and the need to conduct cyberbullying research
with children in this age range across multiple disciplines.

5. Conclusions

The research field of cyberbullying is relatively young [56] yet there has been
an exponential explosion in research published recently [88], with groups who
heavily engage with social media receiving the greatest research attention: namely
adolescents and young adults. This review has identified that there is limited
research about primary school-aged children’s understanding and perceptions of
cyberbullying, the impacts of cyberbullying and cyberbullying behaviours employed,
in both Western and non-Western countries. Given the rise of younger children’s
engagement with social media and research which shows that cyberbullying is often
enacted via social media channels, there is an imperative for children of primary
school age to be included as a general rule in cyberbullying research.

However, researching with younger children can pose challenges for researchers,
particularly with regard to ensuring that data collected accurately represents their
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experiences with, and perceptions of, cyberbullying. There is as such a critical
need to ensure that developmentally and culturally appropriate research methods
are employed in addition to addressing any ethical considerations that may be
unique to conducting research with younger age groups. The authors propose
that these challenges should not be viewed as a deterrent for conducting research
with younger children, but rather should provide the impetus for closely aligning
children’s developmental needs and stages with research methodologies. The
authors suggest there is unlikely to be a “one size fits all” when designing and
conducting research with young children. Survey methodologies are less appropriate
to use with younger children or those with low literacy levels or from different
cultural backgrounds. Qualitative methods, such as, dialogic and visual methods
are likely to provide greater validity. Additionally, with advances in technology,
including innovative applications and devices, and younger children’s increasing
engagement with technology, there is a need for further research to examine how
these developments can be leveraged to facilitate data collection with younger
children. Finally, this review calls for greater input and cross-disciplinary dialogue
from all research domains, particularly the field of sociology, so as to holistically
inform our understanding of cyberbullying from a child-centred perspective.
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Characterizing Cyberbullying among
College Students: Hacking, Dirty Laundry,
and Mocking
Rajitha Kota, Shari Schoohs, Meghan Benson and Megan A. Moreno

Abstract: Bullying behaviors occur across the lifespan and have increasingly
migrated to online platforms where they are known as cyberbullying. The purpose
of this study was to explore the phenomenon of cyberbullying among college
students. Participants were recruited for focus groups through purposeful sampling,
including recruitment from groups traditionally at risk for bullying. Focus groups
discussed views and perceptions of cyberbullying on campuses. Groups were led by
a trained facilitator and were audio recorded and manually transcribed. The constant
comparative approach was used to identify themes and representative quotations.
The 42 participants had an average age of 19.2 (SD = 1.2), 55% were female, 83% were
Caucasian. Three themes emerged from the data: (1) lack of agreement on a definition
of cyberbullying, but consensus on three representative scenarios: hacking, dirty
laundry and mocking; (2) concerns with translating definitions of traditional bullying
to cyberbullying; (3) opinions that cyberbullying may manifest differently in college
compared to younger adolescents, including increased potential for long-term effects.
College students were not in agreement about a theoretical definition, but they could
agree upon specific representative instances of cyberbullying. Future studies could
consider using common case examples or vignettes of cyberbullying, or creation of
developmentally representative definitions by age group.

Reprinted from Societies. Cite as: Kota, R.; Schoohs, S.; Benson, M.; Moreno, M.A.
Characterizing Cyberbullying among College Students: Hacking, Dirty Laundry,
and Mocking. Societies 2014, 4, 549–560.

1. Introduction

Bullying occurs throughout the world and can happen at many stages in the
life course—from childhood, to adolescence, even to adulthood. Though traditional
“schoolyard” bullying still exists, in recent years the Internet has provided a new
platform for bullying. There are many online platforms in which bullying may take
place, including e-mail, blogs, social networking websites (e.g., Facebook, Twitter),
online games and text messaging. This phenomenon has been called cyberbullying,
electronic aggression or online harassment [1]. Several definitions of cyberbullying
exist; most are predicated on accepted definitions for traditional bullying. One
commonly used definition defines cyberbullying as “an aggressive, intentional act or
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behavior that is carried out by a group or an individual, using electronic forms of
contact, repeatedly and over time against a victim who cannot easily defend him or
herself [2]”.

Previous studies have examined the substantial psychological effects that
cyberbullying can have on its victims [3]. Adolescents who have been cyberbullied
report higher levels of depression and lower self-esteem [4]. Victims are also more
likely to exhibit externalized hostility and delinquency [5]. Finally, cyberbullying
victims report lower grades and other academic problems as a result of the
experience [6].

Assessing the prevalence of cyberbullying remains a challenge because the
field lacks an accepted operational definition of the term. One study of younger
Canadian adolescents defined cyberbullying as “harassing using technology such
as email, computer, cell phone, video cameras, etc.” In this study the prevalence
rate of cyberbullying victimization was 25% [7]. A second study of adolescents
defined cyberbullying broadly as “mean things” or “anything that someone does
that upsets or offends someone else” and found that 72% considered themselves
victims of cyberbullying [8]. A third study defined cyberbullying more narrowly as
“bullying through text messaging, email, mobile phone calls or picture/video clip.”
This study found the prevalence of reported victimization to be 17.6% [3]. Using
varied definitions of cyberbullying may lead individuals to report it differently based
on how broadly or narrowly the term is defined. This range of reported prevalence
across studies creates challenges in determining the magnitude of this problem and
in developing appropriate prevention and intervention tools. The importance of
achieving consensus on an approach to bullying was recently highlighted by the
Centers for Disease Control’s recent report on bullying [9].

Although much attention has been paid to bullying behaviors of younger
teens, less is known about young adult college students. College students may
be a population at risk for cyberbullying as they are among the highest users
of the Internet and other forms of communication technology [10], and have
greatly reduced parental oversight compared to younger adolescents. Current
data suggest that up to 20% of college students have experienced cyberbullying,
though the specific nature and perspectives of college students regarding this
behavior remains unclear [11,12]. At present, efforts are ongoing by numerous
scholars and groups toward understanding how to define cyberbullying, and whether
cyberbullying falls completely within the purview of traditional bullying that affects
younger adolescent populations. Our goals for this study were to understand
key issues from the perspectives of college students that merit consideration in
efforts to achieve a definition and age-appropriate understanding of this emerging
phenomenon. Obtaining this information would provide a deeper understanding of
how cyberbullying may change over the stages of adolescence; utilizing participant

57



voices may provide a more resonant characterization of cyberbullying in this
age group.

2. Methods

2.1. Setting and Participants

Focus group participants were recruited through purposeful sampling at a
large Midwestern university between September 2011 and October 2012. Eligible
subjects were current undergraduate students between the ages of 18 and 22 years.
The University of Wisconsin-Madison and Seattle Children’s Hospital Institutional
Review Boards approved this study.

To enhance the depth and breadth of representation of campus groups,
participants were purposefully recruited from a wide range of campus activities and
groups. Recruitment methods included canvassing the annual student organization
fair and attending student group meetings to generate interest in the study. Effort
was made to sample students in groups that are traditionally more likely to be bullied
such as lesbian, gay, bisexual, transgender and questioning (LGTBQ) students and
racial/ethnic minorities [8,13]. We contacted interested participants to schedule them
for a focus group ahead of time based on their availability, including offering focus
group opportunities in evenings when students were unlikely to be in class. Students
were offered opportunities to attend a group at the time of their choice to maximize
convenience for study participants.

2.2. Focus Groups

A trained facilitator conducted semi-structured focus groups. Focus groups
allow for interaction between participants as well as opportunities for participants to
build on each other’s thoughts [14,15]. Participants were asked open-ended as well
as probing questions and encouraged to share their thoughts on how they viewed
and defined cyberbullying in the college setting. Near the end of the focus group,
participants were provided a common definition of cyberbullying based in traditional
bullying. Participants were asked for their views on this definition in the context of
the previous discussions. The definition of cyberbullying provided during groups
was “an aggressive, intentional act or behavior that is carried out by a group or an
individual, using electronic forms of contact, repeatedly and over time against a
victim who cannot easily defend him or herself [2]”.

2.3. Study Procedure

Before the start of each focus group, participants completed an anonymous
demographic survey, which included questions about age, year in school, and
race/ethnicity. Students also indicated what kind of campus organizations they were
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involved with and their major in school, in order to assess that we were including
views from students with a wide range of backgrounds. The facilitator then explained
the purpose of the focus group. Each focus group lasted between 45 and 90 minutes.

2.4. Analysis

All audio recordings were transcribed verbatim with the exception of any
identifying data such as names. Audio recordings were completed within seven–10
days of completion of the focus group. Data saturation was monitored during the
focus group data collection by review of transcripts at scheduled intervals. It became
clear that data saturation had been reached due to the commonality of ideas that
emerged across groups.

Analysis was conducted using an open coding approach and the constant
comparative method [16]. The constant comparative method is a qualitative
methodology that requires the researcher to collect data prior to forming hypotheses.
Once the data are collected, key points are coded and then arranged into groups
or themes with similar conceptual meanings through several rounds of coding
and meeting.

Analyses were conducted by three investigators (RK, SS, MM). All transcripts
were initially read separately by the three investigators using an open coding
approach. The three investigators then met to discuss coding schemes and outline
common themes. After a second review of the transcripts, investigators discussed
common themes and concepts using the constant comparative method [16]. At the
final analysis meeting, the investigators discussed and reached consensus among
major themes in the data and also determined illustrative quotations. Both themes
and illustrative quotations required consensus by all three investigators in order to
be included in the final results.

3. Results

3.1. Participants

A total of 42 students participated in six focus groups that ranged in size from
three to 12 participants. Participants’ average age was 19.2 (SD = 1.2), 55% were
female and 83% were Caucasian. All participants contributed to the discussion and
completed the demographic survey. Participants represented a wide range of majors
and campus activities (Table 1).

3.2. Themes

Three major themes emerged from our data. First, there was a lack of
agreement on a specific definition of cyberbullying but agreement upon three
specific cases as representative. Second, participants noted key differences between
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traditional bullying and cyberbullying. Third, developmental differences in young
adult cyberbullying, compared to adolescent cyberbullying, were highlighted
by participants.

Table 1. Demographic information and campus involvement for college student
focus group participants (n = 42)

Demographic Characteristics (n = 42) % of participants
Gender
Female 54.8
Male 45.2
Ethnicity
Caucasian 83
Asian/Pacific Islander 11.9
Hispanic/Latino 4.8
Year in School
Freshmen 42.8
Sophomores 23.8
Juniors 23.8
Seniors 9.5
Major
Basic Sciences (e.g. Biology, Pre-Med, Math) 16.6
Social Sciences (e.g. Psychology, Sociology) 26.2
Humanities (e.g. History, English, Art) 9.5
Engineering 11.9
Business 23.8
Journalism 4.8
Undecided 7.1
Student Organizations
Academic Groups 14.3
Pre-Health Groups 9.5
Student Life 19.0
LGBTQ Groups 9.6
Cultural and Ethnic Groups 4.8
Greek Community 26.1
Sports and Athletics 4.8
None 9.5

3.2.1. Theme 1: No Agreement on Definition, but Consensus on
Representative Cases

Participants tried to achieve a definition of cyberbullying, but struggled to agree
upon one. There were diverse opinions both within and across groups. Despite the
fact that participants could not agree upon a definition statement, an interesting
pattern emerged in each focus group in which specific examples of behaviors that
were considered cyberbullying were discussed. These discussions often led to
specific examples that were agreed upon as representative of cyberbullying among
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college students. These 3 scenarios that were commonly discussed and achieved
consensus included:

(1). Hacking social media profiles: A commonly described behavior that was
considered cyberbullying was “hacking” into a social media profile, such as Facebook,
and posting inappropriate information. Hacking was described as Facebook user
gaining access to another user’s profile and posting information on that profile
without permission. This phenomenon was often described as a scenario between
roommates or former romantic partners. One example was described below:

“The worst thing I can think of is actually a girlfriend and a boyfriend.
They broke up and the girlfriend knew the password to his Facebook
and his e-mail and she changed his password and got the confirmation
e-mail on his e-mail account and she had control of his account for like
two weeks or something, and she was like, harassing other girls, [making
comments] like, ‘you were sleeping with him, you were dating him,
weren’t you’. She . . . like, legitimately took control of his Facebook and
was using it for her own means and to embarrass him; she was posting
like statuses and secrets.”

Another type of hacking described by participants was related to representing
another student’s sexual identity. Participants emphasized that this representation
was not necessarily always targeted at a victim’s actual sexual orientation. An
example is described below:

“I remember I knew a guy . . . someone hacked his account and like
changed everything to like rainbows and calling him gay and he was
really upset about it. Like, the entire page and all of his pictures were like
that. I would definitely consider that cyberbullying.”

Participants who identified as LGTBQ pointed out that they had seen this
phenomenon on Facebook but did not know of any specific hacking incidents
within their personal community of LGTBQ students. However, some participants
remarked that incidents of hacking into a Facebook profile to change a student’s
sexual orientation representation to gay or bisexual still had potential to reflect
negatively on the LGTBQ community.

(2). Posting information about social discord publicly: Another commonly discussed
type of cyberbullying was situations that involved social discord between roommates,
romantic partners, or a campus group, and one member posting about it on a social
media profile. This public documentation of an otherwise personal issue, or “airing
dirty laundry” was considered cyberbullying. One example included:
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“The only bad one I’ve heard of is a good friend of mine who in her first
year here, her roommate and her weren’t getting along. So she didn’t
even find out about it until her roommate posted on Facebook that ‘I have
the worst roommate ever.’ And at first, it was taken as a joke but then she
realized that there were some really bad tensions and I guess that was
like a really indirect way of finding out that there was a big problem . . .
so now a lot of people won’t room with her next year because they’re
hesitant if she’s a good person.”

(3). Public shaming from posted content: A final agreed upon cyberbullying
technique was to publicly mock, tease or put down others related to their own
posted content. Examples of this phenomenon included mocking a photograph
another student had chosen to post, or purposefully posting a photograph that
would embarrass another student. One participant described:

“Umm, one example I can think of is when someone posts that just awful
like drunk picture of someone, you know what I mean, where they just
look terrible, and then all these people comment and like it and say ‘ha
ha ha’ and it just puts that person down. And like why even post it, do
you know what I mean, there has to be some intention [to bully] . . . ”

3.2.2. Theme 2: Differences between Traditional Bullying and Cyberbullying

In discussing how to define cyberbullying, participants often began by reflecting
on definitions and terms used in describing traditional bullying from the definition
read to them during the group. Participants expressed concerns with several of these
traditional bullying terms applied to cyberbullying.

Aggression

Participants suggested that including the word “aggressive” in a definition of
bullying was appropriate for traditional bullying but not for cyberbullying, as they
felt these terms were strongly associated with physical violence. Participants argued
that cyberbullying did not need to involve aggression to be hurtful; an example
comment is below:

“[Cyberbullying] could be a much more passive bullying than what
it would be in real life. In real life it would be a lot more active and
aggressive, and through cyberbullying it could be really passive and
still hurt.”

Intention

The concept of “intention” to describe a bully’s approach to a victim was
frequently discussed among participants. Intention is a hallmark of traditional

62



bullying but its relevance to cyberbullying was debated. Many participants felt that
cyberbullying can occur without intention. An example scenario was friends who
take a joke too far online and post comments that are misinterpreted by a particular
student. One participant noted:

“Who is doing the bullying? Is it a friend, because then apparently it’s
not bullying, it’s not ill-intention, but if it’s someone that you don’t like
[it is bullying] . . . .”

Participants also felt that cyberbullies may not be aware of the potential
seriousness of their behavior or its impact on the person. For example, though
a cyberbully’s intention may have been to mildly embarrass the victim, the bully
may not realize they have greatly hurt or harmed the victim.

Repetition

Participants discussed that the concept of repetition of behavior, often associated
with traditional bullying, may not apply to cyberbullying. Participants described
that even one negative comment, picture, or video sent via texting or posted online
could easily be circulated to many people via the Internet, so repetition could be viral
rather than purposeful.

3.2.3. Theme 3: Differences in Cyberbullying across Developmental Stages
of Adolescence

Participants engaged in lively discussions about their views on differences in
cyberbullying across the stages of adolescence. Most participants agreed that in
younger adolescence, such as during middle or high school, cyberbullying usually
involved insulting someone’s appearance or other superficial characteristics. In
contrast, many students stated that college cyberbullying often involves offensively
challenging others’ ideas. Many students described how debates about politics,
sexuality, and other social issues often take place online and then “devolve into
heated arguments” that become personal attacks instead of civil disagreements. An
example quotation from a research participant included:

“I think that [cyberbullying] is not as prevalent for college students, but
still . . . especially politically, things can get heated and malicious pretty
quickly and once it starts to get like personal attacks that definitely I think
counts as cyberbullying and it happens.”

Participants also expressed their views that bullying in college could have a
more profound impact on students’ reputations or career prospects because of the
personal nature of the attacks. One participant explained:
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“I’d say, in high school, [cyberbullying] is much less serious, but it
happens more often. Something that happens in high school probably
won’t ruin your life, but as a scandal in real life, if someone’s spreading
rumors about you when you’re an adult, that’s a much bigger deal. You
could ruin someone’s entire livelihood. And their career.”

A common idea repeated in nearly every focus group was that adolescents
reach a new level of maturity in college compared to high school. Participants
who discussed the maturity of college students were also likely to downplay the
possibility that cyberbullying was a problem in college; and behaviors that would
be considered as cyberbullying in a middle or high school setting were only seen
as humorous in college. Though a few participants emphasized their newfound
maturity in college, these same participants commonly admitted to having engaged
in the bullying behaviors that they had defined as immature. The following quotes
were stated by the same participant and suggest a disconnect between perceived
maturity and actual behaviors.

“I’d like to think college is more of a bully-free environment than high
school or middle school . . . in general, people don’t care as much about
who you are, what you like . . . ”

“[Hacking people’s Facebook profiles], that happens all the time. It’s like,
probably like every other day that your newsfeed is filled with like, ‘I’m
gay, I’m gay’ . . . it’s just kind of funny . . . ”

In one group there was a discussion about behaviors that were immature
and unlikely to be done by college students. After this discussion one participant
admitted to engaging in the behaviors that the focus group had previously identified
as immature:

“Full disclosure here, my friend left his page up one time and I like sent a
request to a girl he was kind of seeing, like a relationship request, and he
didn’t like that girl at all, he was just kind of hooking up with her and
that like ended the relationship. Just cut off from her. I thought it was
hilarious, but that’s pretty bad.”

4. Conclusions

We conducted focus groups with college students towards characterizing
the nature of cyberbullying in that population and defining key issues that may
impact future efforts to define, understand and prevent cyberbullying. Consensus
on a definition of cyberbullying remained elusive. This finding illustrates how
challenging it can be to achieve consensus on an applicable definition of a societal
concept, mirroring struggles that professional groups may have encountered in
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developing a clear definition of cyberbullying. These mixed views of what constitutes
cyberbullying may explain why previous studies present a variety of prevalence
rates [6,7,11,17].

While a consensus on a definition of cyberbullying remained elusive, there
was consensus reached across groups on representative cases of cyberbullying
including hacking, airing dirty laundry and mocking. The inclusion of airing dirty
laundry as a representative case raises key questions regarding how society should
approach defining cyberbullying and whose input should be prioritized. College
administrators and scholars in related fields may question whether “airing dirty
laundry” meets criteria as bullying, or whether it represents behavior that, while
unpleasant, should not be considered cyberbullying. It remains unclear whether
a definition of cyberbullying should prioritize views of age-appropriate groups
involved who experience cyberbullying themselves, or whether a definition should
prioritize views and experiences from adult scholars or experts in bullying. While
our study cannot answer this question, our findings raise key issues that merit
consideration in how to create a definition of cyberbullying that has relevance across
different age groups and professional societies.

Many of our participants engaged in discussions about differences between
traditional and online bullying. Participants were quick to identify ways in which
cyberbullying differed from traditional bullying, including a reduced emphasis
on aggression, intention and repetition. It is possible that placing cyberbullying
in the context of traditional bullying may hinder our ability to comprehensively
define this new concept. Studying cyberbullying by applying existing concepts
from another form of bullying may limit the ability to approach cyberbullying with
fresh ideas and new constructs. However, separating cyberbullying from the overall
context of bullying may limit our understanding of how bullying risks, actions and
consequences may vary across the life course. Rather than developing a single
definition of bullying, future efforts may wish to consider developing a repertoire
of case examples of bullying, or a conceptual model that describes concepts that are
critical to bullying across different settings or age ranges.

Participants generally agreed that bullying behaviors among older adolescents
could include attacking victims at the level of their beliefs or character. This finding
may be concerning as college presents a unique time period where bullying may
have harmful effects. Many students are living away from their homes, families,
and familiar environments for the first time and are newly independent [18]. While
navigating these developmental challenges, older adolescents are also progressing
through a stressful, vulnerable period of identity formation [19]. Therefore, attacks
during this period may have a significant impact. Further, if left unchecked, these
bullies may continue their behavior into adulthood and the workplace. Workplace
bullies have been characterized as manipulating others to gain power or privilege,
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often through subtle techniques that do not involve being directly hostile [20]. These
techniques share similarities with participants’ descriptions of cyberbullying. Thus,
the college years may represent the last opportunity to identify or intervene with
bullies, as well as victims, before patterns and consequences are established that may
impact the years ahead.

Another finding from our study is that participants’ comments suggested that
most college students had exposure to a case or had personal experiences with
cyberbullying in college. These comments may suggest that cyberbullying is more
common that previously thought in college, or they may reflect our study design of
focus groups and that many participants wanted to contribute to discussions. Likely
it suggests that college students are aware of cyberbullying as an issue on college
campuses, and are willing and enthusiastic to discuss their views. This suggests that
future studies on this topic using qualitative methods such as participant interviews
or focus groups may be well received by this population.

This study is not without limitations. Although the sample was largely
ethnically homogenous, we included students from a variety of college communities.
The demographics of our study participants reflect the demographic makeup of the
school involved in the study, which meant that not all ethnic groups were represented.
For this reason, future studies should attempt to capture the perspectives of students
from a wider range of groups. Second, there may be recruitment bias as people who
have had either more or less experience with cyberbullying may have been more or
less attracted to participate in the study. Last, we did not elicit personal experiences
from participants with the intention of providing students with a comfortable
environment to discuss these issues, but it is possible that asking individual students
directly about real life examples may have been more informative in characterizing
cyberbullying behaviors.

Despite these limitations, our findings have important implications. Without a
widely known and accepted definition of cyberbullying, it may be difficult to both
identify cases and design interventions to combat this problem. However, future
work can use our findings through participant viewpoints and voices in several
ways. First, researchers conducting studies of cyberbullying in older adolescents
can consider novel approaches to assess these behaviors. Rather than selecting
one of many proposed definitions of cyberbullying, future studies could examine
the prevalence of cyberbullying by providing specific examples of behaviors to
adolescents such as “hacking into another person’s Facebook profile”. Providing
examples to illustrate types of cyberbullying may lead to accurate prevalence
assessments and an understanding of which behaviors are most salient during
particular stages of adolescence. Alternatively, researchers may benefit from an
interdisciplinary approach to develop a conceptual model that takes into account
different bullying actions across life stages. Second, findings suggest a small but
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vocal group of students who argued that college students were too mature to engage
in cyberbullying, and those specific cases suggested as bullying behaviors were “just
kind of funny.” This group may merit further investigation as to motivations for
engaging in behaviors that are considered bullying by others. Third, for clinicians and
educators, future work is needed to consider cyberbullying screening across the full
span of adolescence. Novel prevention approaches using social media to disseminate
interventions or raise awareness of the negative consequences of bullying may help
reach college students. Since cyberbullying takes place online, placing prevention or
intervention messages in the online space may allow broach reach and dissemination
of effective programs.
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Traditional, Cyber and Combined Bullying
Roles: Differences in Risky Online and
Offline Activities
Sebastian Wachs, Marianne Junger and Ruthaychonee Sittichai

Abstract: This study (1) reports frequency rates of mutually exclusive traditional,
cyber and combined (both traditional and cyber) bullying roles; and (2) investigates
whether adolescents belonging to particular bullying roles show higher levels
of involvement in risky online activities (Compulsive Internet Use (CIU), online
grooming victimization, and sexting) and risky offline activities (bad behavior in
school, drinking alcohol and truancy) than non-involved adolescents. The sample
comprised self-reports of 1928 German, Dutch and Thai adolescents (Age = 12–18;
M = 14.52; SD = 1.6). The results revealed age, sex and country differences in
bullying frequency rates. CIU, sending of sexts and risky offline activities were most
strongly associated with combined bully-victims. The receiving of sexts was most
strongly associated with combined bullies; and online grooming victimization was
most strongly related to cyber bully-victims. Another important finding is that the
associations between risky offline activities and combined bullying are stronger than
for traditional and cyber bullying. The findings contribute to better understanding of
the associations between varying bullying roles and risky online and offline activities
among adolescents. In sum, the results underscore the need to promote life skills
rather than adopting more conventional approaches, which focus almost exclusively
on reduction of risks.

Reprinted from Societies. Cite as: Wachs, S.; Junger, M.; Sittichai, R. Traditional, Cyber
and Combined Bullying Roles: Differences in Risky Online and Offline Activities.
Societies 2015, 5, 109–135.

1. Introduction

Bullying is a multifaceted phenomenon that describes a variety of physically,
verbally and relationally aggressive behaviors that occur repetitively in the long-term
against a defenseless victim [1]. Identifying various roles of those adolescents who
are involved in traditional bullying has been a crucial aspect of previous research.
The results identified three main roles: bullies, victims, and bully-victims. The person
who initiates and caries out the major role in bullying is called the bully, the target
person who suffers from bullying is called the victim. Bully-victims who are both
bullies and victims seem to be a special risk group who display the psychological
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characteristics of both victims and bullies and often show worse emotional, social
and psychological difficulties than pure victims or pure bullies [2–5].

A much more recent manifestation of bullying is cyberbullying, which can
be defined as “any behavior performed through electronic or digital media by
individuals or groups that repeatedly communicates hostile or aggressive messages
intended to inflict harm or discomfort on others” [6] (p. 278). As in traditional
bullying (bullying without the use of ICT), roles like cyberbully, cybervictim and
cyberbully-victim were identified in cyberbullying. With the increasing research on
cyberbullying, new participant roles that combine traditional and cyber bullying roles
like victim-cybervictims (hereafter combined victims), bully-cyberbullies (hereafter
combined bullies) or bully-victim-cyberbully-cybervictims (hereafter combined
bully-victims) have been debunked [7–9].

To date, there has been a lively discussion in bullying research whether
involvement in either cyber or traditional bullying or even in both has a bigger
impact on adolescents [7,10]. Most research suggests that those adolescents involved
in traditional bullying share nearly the same level of engagement in similar risky
and problematic behaviors as those engaged in cyberbullying [11–14]. However,
research concerning combined bullying seems to be limited and contradictory. While
some studies report that combined bullies, victims and bully-victims display worse
engagement in risky and problematic behaviors in comparison with pure cyber or
traditional bullying roles [8,15]; other studies state that if one adolescent is already
involved in traditional bullying, the additional involvement in cyberbullying does
not increase negative outcomes [11,13,16]. These inconsistent findings suggest a
strong argument for including combined bullying roles in further analysis.

Involvement in bullying might be associated with engagement in risky activities
among adolescents. In psychology, Problem Behavior Theory (PBT) developed by
Jessor and Jessor [17] states that the presence of one form of problem or risky activity
increases the likelihood of the occurrence of another. At present, several studies
found problem behaviors such as substance abuse, aggressive behavior, delinquency,
vandalism, sexual risk behavior, injury and suicidal ideation to be intertwined, and
to co-vary which increases the risk for a negative development [18–23]. Further,
adolescents who are engaged in several forms of risky behavior also show higher
risks of becoming a part of a deviant peer group, where these behaviors might
be more accepted and prevalent that often culminates in further conflicts with the
environment [18].

For bullying roles, the involvement in risky online activities (i.e., compulsive
Internet use, sexting and online grooming victimization) and risky offline activities
(i.e., problems with teachers, truancy and drinking alcohol) might differ greatly
within and between traditional, cyber and combined bullying typologies. To enhance
our understanding about similarities and differences between traditional and cyber

70



bullying, it is important to understand whether differing roles share the same pattern
of potentially risky online and offline activities.

1.1. Risky Online Activities

1.1.1. Compulsive Internet Use

Compulsive Internet Use (CIU) is also known as Internet Addiction or Excessive
Internet behavior. It is usually defined by four characteristics: (1) a loss of sense
of time or a neglect of basic drives and needs; (2) withdrawal, involving feelings
of anger, anxiety, and/or depression when the Internet is not accessible; (3) an
increasing need for more hours of use; and (4) negative psychological and social
consequences, e.g., disputes, lying, lower school achievement, social isolation [24,25].

Associations between CIU and bullying involvement can be explained as
followed: On one side, some victims/cybervictims could try to cope with negative
experiences by compulsive use of ICTs. Hence, the victims could try to search for
a safer place online where they cannot be assaulted directly (i.e., hit physically)
and where they can try to be another person and meet new people who are not
aware of their victim status. In addition, victims/cybervictims could lose the sense
of an appropriate use of ICT and self-control while searching the Internet for new
compromising material spread by the perpetrators or to assure that there is no
new defaming material posted and shared. This insecurity could lead to a loss
of appropriate use of ICTs and might increase the risk for CIU. On the other side,
bullies/cyberbullies could also show a higher risk for CIU, since both phenomena
share common risk factors like high impulsivity and low self-control [26–28]. Some
research observed elevated scores of aggression and a greater irritability as a
consequence of CIU involvement [25,29], which could raise the risk for problems
with peers and result in bullying as a coping strategy. Within this line of thinking,
CIU might be related to intrapersonal conflicts (in regard to the own feelings and
well-being) and to interpersonal conflicts (in regard to social relationships) [28].

Previous empirical findings concerning the associations between CIU and
involvement in bullying and cyberbullying are mixed and focus on cyberbullying
and not traditional bullying. While one study found CIU to be associated with
cybervictimization but not cyberbullying [30], another study stated the opposite:
CIU was not associated with cybervictimization but was related to cyberbullying [31].
In a comparison of the associations between CIU and various cyberbullying roles,
cyber bully-victims presented a higher level of engagement than pure cyberbullies
and cybervictims [30]. Whether CIU is associated with other roles like traditional
bully-victims and combined bullying roles remains contemplated and unanswered
yet. In the current study, we will pay attention in more detail to the intra- und
interpersonal conflicts due to CIU associated with varying bullying roles.
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1.1.2. Online Grooming

Online grooming (or cybergrooming) can be defined as a process of manipulation,
rapport building, deception and misuse of trust by which a significantly older offender
prepares sexual abuse of a minor by the means of ICTs [32,33]. Until now, only very
few studies investigated the associations between bullying and online grooming.
However, some research was conducted on the associations between unhealthy
romantic relationships, sexual harassment and traditional bullying involvement.

Previous research indicates that bullies might be at higher risk of falling victim
to online grooming. For instance, in one study, with a sample of 1758 students in
Grades 5 through 8, bullies reported to start dating earlier, appeared to be highly
relationship oriented and reported more advanced pubertal development [34]. These
characteristics may be similar in the online context, i.e., talking with strangers about
sexual topics, the willingness to have sexual contacts and form relationships online.
Especially, the relationship orientation of the bullies might favor the frequently
applied strategy of online groomers who build rapport with their victims prior to
sexual abuse [33]. However, being a bully could not only be seen as a risk factor for
online grooming victimization but also a consequence. Some bullies might choose
to bully others as an inappropriate coping strategy to overcome experiences of
abuse [35].

Research shows that victims of traditional and cyber bullying are more likely
to become a victim of online grooming [36,37]. This can be explained by several
factors: First, victims of bullying face serious social problems (i.e., lack of good peer
relationships, more frequently rejected by their peers and more often excluded from
peer-to-peer activities) [14,38]. Online groomers might take advantage of this poor
social situation of bullying victims by faking friendships and exploiting the natural
need for attention and affection [33]. Consistent with this, some research found that
cybervictims more often flirt online with unknown people [39]. Second, victims
of bullying/cyberbullying might share certain risk factors with victims of online
grooming which might partially explain the co-occurrence of both phenomena. Both
victims of bullying and victims of online grooming have relatively low self-esteem,
high impulsivity, increased sexual risk behavior and risky online behavior (disclosing
private information about phone number, instant messenger id etc.) in comparison
with non-victims [32,33,39].

Some research suggests that bully-victims show even more risk for sexual
harassment. For instance, in a study with 684 middle and high school students,
bully-victims reported more physical dating violence victimization than pure
bullies, pure victims or uninvolved students and more emotional abuse in dating
relationships than uninvolved students or pure victims. Bully-victims and victims
also reported the highest amount of sexual peer harassment [2].
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However, no study investigated the associations of online grooming with
varying bullying roles like bully-victims or combined roles yet. Particularly,
combined roles who are facing peer problems online and offline might show higher
risk of falling victim to online grooming as cyber or traditional roles.

1.1.3. Sexting

Receiving and sending of sexually explicit messages or nude, semi-nude
selfies (digital images of one’s self), videos or texts via ICTs, is usually defined
as sexting [40,41]. There are a variety of reasons why adolescents engage in sexting.
Some adolescents want to show off in front of their friends by forwarding nude
pictures of their girlfriends or boyfriends. Others share nude pictures to prove
commitment as a part of or instead of face-to-face sexual activities and yet others try
to entice a prospective girlfriend or boyfriend by sending so-called sexts [41].

However, sometimes sexts are also used to embarrass or humiliate someone
and can lead to social isolation. Dake and colleagues [40] described the associations
between cyberbullying and sexting as two phenomena with blurred lines. The
authors emphasize the voluntariness of the act and the intent to harm as main
distinguishing characteristics between sexting and cyberbullying. While sexts are
generally sent voluntarily, they might be misused in cyberbullying to cause harm to
the sender by being forwarded to persons who were not supposed to receive them.
Indeed, Dake and colleagues [40] found traditional and cyber victims more likely
to be engaged in sexting. However, until now, no study has investigated whether
different bullying roles tend to send or receive sexual messages via ICT more likely.

1.2. Risky Offline Activities

Involvement in both traditional and cyber bullying seems to be associated with
a variety of risky offline activities. Traditional bullies, victims and bully-victims
were found to show an increased risk of school-related behavioral problems like
frequent truancy and trouble with teachers [42,43]. A number of studies also inferred
that bullies and victims were more likely to frequently engage in drinking alcohol
than non-involved adolescents [44–46]. Olweus [1] stated that both bullies and
bully-victims, once grown-up, showed clearly higher risks of engaging in alcohol
abuse. Other studies showed that cyberbullies as well as cybervictims showed
increased levels of several risky offline activities including i.e., truancy, fighting,
and the consumption of alcohol [47]. More recently, a longitudinal study indicated
that substance use predicted cybervictimization and that cyber bully-victims show
higher risk for substance abuse as cyberbullies or cybervictims [30]. However, the
associations between risky offline activities and combined bullying roles were not
thoroughly investigated until now.
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1.3. Socio-Demographics

Although age and sex are commonly investigated covariates in traditional and
cyber bullying, research on the associations is not conclusive. While some studies
report that there are no age differences in traditional and cyber bullying [48,49], other
studies indicate that both decline with increasing age. Tokunaga [6] argues, on the
basis of a literature review, that the occurrence of both traditional and cyber bullying
seems to follow a curvilinear development whereby cyberbullying seems to peak
during the 7th and 8th grade while traditional bullying is expected to peak slightly
earlier. In accordance with this, Khoury-Kassabri [50] states that with increasing age
certain forms of aggressive behaviors (e.g., traditional bullying) decrease whereas
other forms that might occur outside of school (e.g., cyberbullying) might increase
with older age adolescents.

In traditional bullying, bullies and bully-victims tend to be male, particularly in
physical bullying, whereas victims tend to be more often female [16,44,51]. The role
sex plays in cyberbullying has varied considerably between studies and still remains
unclear. In some studies, no significant sex differences in cyberbullies, cybervictims
and/or cyber bully-victims were found [49,52]; other studies reported that more
boys were found to be involved as cyberbullies [44,51], or indicated that girls are
more often found to be involved as cybervictims [16,44,53], or vice versa [54]. In cyber
bully-victims, the results are also mixed. Some studies reported that boys were
significantly more often cyber bully-victims [16,44,53,54] and other studies found
girls to be more often cyber bully-victims [55]. Only very few studies have focused on
sex differences in combined roles (traditional and cyber). While some studies did not
find any sex differences [9], other reported that boys tend to be more often combined
bullies [8,11], and yet others found combined victims and combined bully-victims
more frequently to be girls [16].

The vast majority of studies on traditional and cyber bullying were carried out in
Western countries, especially Europe, North America, and Australia. Fewer studies
were conducted in Japan, South Korea and China [56]. Studies about traditional and
cyber bullying in Southeast Asian countries like Thailand are very scarce. Sittichai
and Smith [56] stated in a literature review on bullying in Thailand that studies
were mainly qualitative, and did not consistently distinguish bullying from general
aggression. Consequently, there is a need for studies that investigate traditional and
cyber bullying among Thai adolescents and a need for cross-national comparison
between Western and Southeast Asian countries.

In sum, the inconsistent findings on sex differences and gaps in bullying research
among Thai adolescents suggest strong arguments for including socio-demographics
as control variables in further analysis.
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2. The Present Study

Various risky online and offline activities with regards to traditional and cyber
bullying roles were investigated, but the same is not true for risky online activities
like CIU, online grooming and sexting. Further, most bullying studies focused on
comparison between traditional and cyber roles, but fewer have included cyber or
traditional bully-victims and even less included combined bullying roles. Building
on the findings of previous research, this study aimed to make a comparative analysis
of online and offline correlates in traditional, cyber and combined bullying roles in
order to understand bullying involvement in a broader context of problem behavior
both online and offline.

In the present study, we investigated two research questions: First, how many
adolescents can be categorized as involved in traditional, cyber and combined
bullying in the present sample? Second, are risky online and offline activities
associated with involvement in traditional, cyber and combined bullying roles?

3. Method

3.1. Participants

A total of 2004 adolescents from three secondary schools in Germany, three
secondary schools from the Netherlands and one school from Thailand were recruited
as a convenience sample. Questionnaires were screened for containing several illogic
responses, extremely one-sided response patterns, consistently filling in the extremes
or with many questions unanswered. Overall, 76 questionnaires were identified
based on those criteria; this corresponds to 3.7% of the data. We decided to remove
those questionnaires, because according to Tabachnick and Fidell [57], if missing
data represent less than 5% of the total sample “almost any procedure for handling
missing values yields similar results” (p. 63). The final sample consisted of 1928
adolescents aged between 11 and 18 years (M = 14.52; SD = 1.6). The sex distribution
was 866 (44.9%) boys and 1062 (55.1%) girls. Distribution across countries was
Germany 849 (44.3%), the Netherlands 379 (19.8%) and Thailand 700 (35.8%). Table 1
shows the distribution of participants by age, sex and country.
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Table 1. Frequencies by age, sex and country (N = 1925 *).

Age Sex
German Dutch Thai Total

n % n % n % n %

11 + 12
Boys 39 2.0 19 1.0 36 1.8 94 4.8
Girls 43 2.2 13 1.4 64 3.3 120 6.9

13
Boys 94 4.8 51 2.6 34 1.7 179 9.1
Girls 93 4.8 30 1.5 66 3.4 189 9.7

14
Boys 104 5.4 30 1.5 34 1.7 168 8.6
Girls 123 6.3 26 1.3 66 3.4 215 11.0

15
Boys 121 6.2 63 3.2 35 1.8 219 11.2
Girls 112 5.8 51 2.6 65 3.3 228 11.7

16
Boys 44 2.2 28 1.4 40 2.0 112 5.6
Girls 44 2.2 28 1.4 60 3.1 132 6.7

17 + 18
Boys 12 1.6 23 1.1 46 2.3 81 5.0
Girls 17 0.8 17 0.8 154 8,0 188 9.6

Total 846 44.3 379 19.8 700 35.8 1925 100

* Discrepancy between total and sample size is due to missing data (n = 3) for age in the
German sample.

3.2. Procedure

The study was conducted in schools in Germany and the Netherlands in the
summer of 2013 and in Thailand in the autumn of 2013, during normal school time.
In Germany and the Netherlands, the data were collected by an online survey that
transcribes the results into a file that can be exported to SPSS. Due to technical
considerations in Thailand, the data was collected by paper-pencil-questionnaires.

The data protection officer and educational authority of the federal state of
Lower Saxony, Germany, approved this procedure (OS 1 R.24-0541/2 N). As the
adolescents were underage, parents had to sign a written consent form allowing
them to participate.

In all countries, adolescents were explained why the present study was being
conducted and how they could contribute. Adolescents were told that partaking in
the study was optional, questions could be skipped and participation in the survey
could be stopped at any time, without the need for giving a reason and without fear
of negative consequences. The average time needed to complete the questionnaire
was about 30 min. About 95% of eligible pupils participated in the study.

76



3.3. Measures

3.3.1. Traditional and Cyber Bullying

The Mobbing Questionnaire for Students by Jäger, Fischer and Riebel [58]
was applied to measure bullying and cyberbullying involvement, using a reference
period of within the last 12 months. The questionnaire starts with a definition
of traditional bullying which includes the three central characteristics (imbalance
of power, repetition of the acts and intention to hurt) mentioned by Olweus [13].
Traditional bullying was measured with each one global item for traditional bullying
and traditional victimization in reference to Olweus [1]. Regarding the victim, the
following question was asked: “How many times have you been bullied in the last
twelve months?” and for the perpetrators’ side “How many times have you bullied
others in the last twelve months?”

Then cyberbullying was explained in the same way like traditional bullying
but including the use of ICTs. Cyberbullying was measured with two global items
by asking about victimization “How many times have you been cyberbullied in
the last twelve months?” and about perpetration “How many times have you
cyberbullied others in the last twelve months?” The answers, for both traditional and
cyberbullying, could be given on a five-point ordinal scale (1–5), (“Never”, “Once or
twice”, “Twice or thrice a month”, “About once a week” or “Several times a week”).

3.3.2. Compulsive Internet Use

To assess CIU, the Internet-Related Experiences Questionnaire developed by
Beranuy, Chamarro, Graner, and Carbonell-Sánchez [59] was used. This scale
consists of 10 items and comprises two subscales with each five items. The first
subscale reflects intrapersonal conflicts caused by compulsive use of ICT including
items like “When you are not connected to the Internet do you feel nervous or
worried?” “Do you get angry or irritated when someone distracts you while you
are connected?” and “How often do you stop your regular activities to spend more
time on the Internet?” The second subscale addresses interpersonal conflicts caused
by compulsive use of ICT and include items like “Do you find it easier or more
comfortable to relate to people via Internet than face-to-face?” and “How often do
you make new friends online?” All items using a four-point ordinal scale (1–4),
with response options of “never”, “rarely”, “sometimes”, “often”. Casas et al. [60]
validated the Internet-Related Experiences Questionnaire with a sample of Spanish
adolescents. The authors confirmed a two factors structure. An intrapersonal factor
(CIU INTRA) measures psychological or emotional ICT-related problems while the
interpersonal factor (CIU INTER) reflects ICT-related social problems. They obtained
for the total scale reliabilities of α = 0.79, with α = 0.72 for the Intrapersonal Factor and
α = 0.64 for the Interpersonal Factor. In this study, acceptable reliabilities were found
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for the total scale α = 0.81, the Intrapersonal Factor α = 0.75, and the Interpersonal
Factor α = 0.67.

3.3.3. Online Grooming

In order to improve the validity of responses, adolescents were given a definition
of online grooming. This definition was based on a literature review and was already
applied in a previous study [36]:

“A cybergroomer is a person who is at least 7 years older than you
and whom you have known for a long period exclusively through
online communication. At the beginning, the cybergroomer seems to
be interested in your daily life problems, but after a certain time s/he
appears to be interested in sexual topics and in the exchange of sexual
fantasies and/or nude material (pictures or video chats)”.

There is no validated scale for the assessment of online grooming. In the present
study, one single item was used. Adolescents were asked “How many times did
you have contact with a cybergroomer in the last twelve months?” by utilizing a
five-point ordinal scale with the same answer options as in bullying.

3.3.4. Sexting

Sexting was assessed with two single items in reference to Hinduja and
Patchin [61] by asking “How often did you receive naked or semi-naked pictures
via ICTs from others in the last 12 months?” and “How often did you send naked
or semi-naked pictures of yourself to others via ICTs in the last 12 months?”, with
response options of “never”, “once or twice”, “monthly”, “weekly”, and “daily”.

3.3.5. Risky Offline Activities

To assess facets of risky offline activities, three items were used (adapted from
Currie et al. [62]). Adolescents should state how many times they made experiences
with potential risky offline activities: “Been in trouble with my teacher for bad
behavior”, “Missed school lessons without my parents knowing”, and “Had so much
alcohol that you got really drunk” with answer options from never to several times
a week (1–5). The reliability for the scale was acceptable [57,63] with α = 0.735.
In order to disprove unequal weighting of these three items a Principal Component
Analysis (PCA) was carried out. All items loaded well on one component (0.806;
0.823; 0.808) (eigenvalue 1). That is, an unequal weighting of the individual items
was not indicated. It was mentioned explicitly to the participants that the item “Been
in trouble with my teacher for bad behavior” was not about online behavior.
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3.3.6. Demographics

Questions regarding age, sex, and country of the adolescents assessed
socio-demographics.

3.4. Translation Procedure

The translation procedure was uniformly regulated, using the following steps
recommended by Sousa and Rojjanasrirat [64]: First, the authors translated the
original items into each of the required languages, and then a bilingual person who
had not seen the original items before reviewed the translation. The Cronbachs’
Alpha measures showed good to adequate internal reliability compared by country
(see Table 2).

Table 2. Internal consistencies in cross-national comparison (N = 1925).

Instrument Number of Items GER DUT THAI

CIU (total) 10 0.842 0.805 0.797
CIU INTRA 5 0.745 0.737 0.641
CIU INTER 5 0.706 0.624 0.754

Risky offline activities 3 0.670 0.801 0.777

3.5. Analytical Approach

Analyses consisted of two steps: descriptive statistics and multinomial logistic
regressions. Descriptive statistics were used to determine the frequency rates of
bullying roles in the present sample. Pearson’s correlational analysis was applied to
describe bivariate associations between the study variables. Pearson’s Chi-squared
test was used to assess the bivariate associations between the bullying typologies
and sex and country. Cramer’s V was used to calculate the effect size.

In order to continue former bullying research that used the categorical
approach [7,8,11,14,16], embrace the skewed distributions, and allow comparison
of distinct risk factors of several bullying roles, we treated the bullying items
as categorical and applied logistic regressions. In this way, we accepted loss of
statistical power but avoided biased parameter estimates due to non-normal deviated
outcomes [57,63].

Logistic regression models were used to compare different typologies
(traditional, cyber and combined) in relation to risky online activities and risky
offline activities. We collapsed the bullying/victimization and cyberbullying/
cybervictimization variables into polynomial variables with mutually distinctive
categories, in order to enable the identification of group differences concerning
several independent variables. As a lower-bound cutoff point for classifying
adolescents as involved in bullying, we used “two or three times a month” which was
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recommended by previous research to identify real group differences, considering
that bullying occurs repeatedly [13,65]. Consequently, adolescents who scored less
than “two or three times a month” (1–2) were classified as not involved, while
adolescents who scored about “two or three times a month” or more often (3–5) were
classified as bullies or victims and adolescents who reported on both (bullying
and victimization) higher than “two or three times a month” were labeled as
bully-victims. Under this procedure, we built the following three typologies basing
on previous findings in bullying research [8,9,11,53]: Traditional typology: bully,
victim, bully-victim, non-involved; cyber typology: cyberbully, cybervictim, cyber
bully-victim, non-involved; combined typology: combined bully, combined victim,
combined bully-victim and non-involved.

We chose multinomial regression analysis since this procedure allows more than
two discrete outcomes. For each of the bullying typologies, one multinomial logistic
regression was performed with one bullying typology as the outcome (non-involved
as the reference category), and with CIU, online grooming victimization, sexting, and
risky offline activities as independent variables and socio-demographics (age, sex
and country) as control variables.

Before applying multinomial regression analysis, we checked the data for two
essential assumptions: outliers and multicollinearity [57,63,66]. Univariate outliers
in all ordinal independent variables were winsorized by replacing values beyond
the 5th and 95th percentile by exactly these values in order to reduce the effect of
possibly spurious outliers. If they were just dropped, the calculations would lose
too much of the potentially valuable information. Since multicollinearity between
predictors reduces the probability to assess the individual importance of a predictor,
correlations among the winsorized predictors were estimated and evaluated in order
to examine multicollinearity before conducting the multinomial logistic regression
analysis (see Table 3). The correlation matrix indicated that the data were suitable for
consideration as independent variables in a multinomial regression analysis since no
high correlations (>0.07) could be detected [63,66]. Further, Table 3 shows the four
dependent bullying variables.
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3.6. Control Variables

In all regression analyses, age, sex and country were included as control variables.

4. Results

4.1. Frequency Rates of Traditional, Cyber and Combined Bullying

To address our first research question regarding the frequency of traditional,
cyber and combined bullying in the sample, Table 4 provides frequency rates of
bullies, victims, bully-victims and non-involved categorized by lenient cut off (at
least “two or three times a month”) in total, by country and by sex. The frequency
rates compared by country revealed some statistically significant differences. In
traditional bullying, fewer Thai adolescents were non-involved, more German
adolescents were bullies, more Thai adolescents were victims and bully-victims,
χ2 (6, 1900) = 68.1, p < 0.0001, Cramer’s V = 0.134. In cyberbullying, less Thais were
non-involved, more Thais were cyber-victims and cyber bully-victims χ2 (6, 1925) =
145.4, p < 0.0001, Cramer’s V = 0.194. In combined bullying, Thai adolescents were
rather frequently non-involved and more likely combined victims and combined
bully-victims, χ2 (6, 1604) = 89.2, p < 0.0001, Cramer’s V = 0.167.

Differences in the sex composition of the traditional bullying roles were
statistically significant, χ2 (3, 1900) = 31.0, p < 0.0001, Cramer’s V = 0.128, suggesting
that boys were more likely than girls to be bullies and girls more likely than boys
victims. Significant sex differences were also observed for cyberbullying roles, χ2

(3, 1925) = 19.3, p < 0.0001, Cramer’s V = 0.100, suggesting that boys were more
likely than girls to be cyberbullies and girls were more likely than boys to be
cybervictims. Significant sex differences were also found for combined bullying
roles, χ2 (3, 1604) = 18.0, p < 0.0001, Cramer’s V = 0.106, suggesting that boys
were more likely than girls to be combined bullies and girls were more likely to be
combined victims.

4.2. Associations between Bullying and Risky Online and Offline Activities

To investigate our second research question, whether risky online activities (CIU,
online grooming victimization and sexting) and risky offline activities (problems
with teachers, truancy and alcohol drinking) are associated with involvement in
traditional, cyber and combined bullying roles, multinomial logistic regressions
were performed for each of the three bullying typologies: traditional (Table 5),
cyber (Table 6), and combined bullying (Table 7). In each of the three multinomial
logistic regressions, the bullying typology was the outcome variable, with the
non-involved as the reference category, and with risky online and risky offline
activities as independent variables and age, sex and country as control variables.
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Table 5. Multinomial logistic regression analysis for variables predicting involvement
in traditional bullying.

B O.R. C.I. 95%

Pure Bully
CIU INTRA 0.149 1.1 0.779–1.7
CIU INTER 0.684 ** 1.9 1.3–2.9

Online Grooming 0.137 1.1 1.0–1.4
Receiving of Sexts 0.212 ** 1.3 1.0–1.4
Sending of Sexts −0.310 0.733 0.397–1.3

Risky offline activities 1.0 ** 2.9 2.0–3.9
Age a −0.208 ** 0.813 0.695–0.950

Sex (male) a,b 0.925 ** 2.5 1.5–4.0
Dutch Adolescents a,c −0.148 0.717 0.387–1.9

German Adolescents a,c 0.454 1.5 0.848–2.9

Pure Victim
CIU INTRA 0.312 ** 1.3 1.1–1.7
CIU INTER 0.269 1.1 1.2–2.4

Online Grooming 0.200 1.2 0.958–1.5
Receiving of Sexts −0.090 0.914 0.773–1.0
Sending of Sexts −0.127 0.881 0.474–1.6

Risky offline activities 0.483 ** 1.6 1.2–2.1
Age a −0.265 ** 0.767 0.694–0.848

Sex (male) a,b −0.885 ** 0.413 0.215–0.791
Dutch Adolescents a,c −0.919 ** 0.399 0.232–0.687

German Adolescents a,c −0.929 ** 0.395 0.263–0.593

Pure Bully-Victim
CIU INTRA 0.510 ** 1.6 1.0–2.7
CIU INTER 0.577 ** 1.7 1.1–2.8

Online Grooming 0.184 1.2 0.828–1.7
Receiving of Sexts 0.072 1.0 0.856–1.3
Sending of Sexts 0.357 1.4 0.623–3.2

Risky offline activities 0.997 *** 2.7 1.8–4.0
Age a −0.353 ** 0.703 0.593–0.833

Sex (male) a,b 0.230 1.2 0.100–0.459
Dutch Adolescents a,c −1.4 ** 0.225 0.105–0.482

German Adolescents a,c −0.844 * 0.430 0.183–1.0

* p < 0.05, ** p < 0.01, *** p < 0.001; a control variable; b reference category: female sex;
c reference category: Thai adolescents.
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Table 6. Multinomial logistic regression analysis for variables predicting involvement
in cyberbullying.

B O.R. C.I. 95%

Pure Cyberbully
CIU INTRA 0.059 1.0 0.649–1.7
CIU INTER 0.821 *** 2.2 1.4–3.6

Online grooming −0.050 0.951 0.598–1.5
Receiving of Sexts 0.317 ** 1.3 1.1–1.6
Sending of Sexts 0.867 ** 2.3 1.1–4.7

Risky offline activities 0.794 ** 2.2 1.4–3.2
Age a 0.020 0.980 0.810–1.1

Sex (male) a,b 0.634 * 1.8 1.0–3.3
Dutch Adolescents a,c 0.395 1.4 0.690–3.1

German Adolescents a,c −0.176 0.839 0.309–2.2

Pure Cybervictim
CIU INTRA 0.455 ** 1.5 1.1–2.2
CIU INTER 0.333 ** 1.3 1.0–1.8

Online grooming 0.264 ** 1.3 1.0–1.6
Receiving of Sexts 0.036 1.0 0.872–1.3
Sending of Sexts 0.691 * 1.9 1.0–3.7

Risky offline activities 0.620 ** 1.8 1.3–2.5
Age a −0.312 *** 0.732 0.656–0.817

Sex (male) a,b −0.303 0.738 0.497–1.0
Dutch Adolescents a,c −1.7 *** 0.173 0.105–0.284

German Adolescents a,c −1.6 *** 0.188 0.094–0.374

Pure Cyber
bully-victim
CIU INTRA 0.645 ** 1.9 1.1–3.3
CIU INTER 1.2 *** 3.3 2.0–5.6

Online grooming 0.649 *** 1.9 1.3–2.7
Receiving of Sexts 0.077 1.0 0.850–1.3
Sending of Sexts 0.698 2.0 0.862–4.6

Risky offline activities 1.1 *** 2.7 1.7–4.2
Age a −0.257 ** 0.773 0.648–0.922

Sex (male) a,b 0.662 ** 1.9 1.0–3.5
Dutch Adolescents a,c −1.7 *** 0.176 0.073–0.425

German Adolescents a,c −1.9 ** 0.148 0.039–0.565

* p < 0.05, ** p < 0.01, *** p < 0.001; a control variable; b reference category: female sex;
c reference category: Thai adolescents.
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Table 7. Multinomial logistic regression analysis for variables predicting involvement
in combined bullying.

B O.R. C.I. 95%

Pure Combined Bully
CIU INTRA 0.182 1.1 0.634–2.2
CIU INTER 1.4 *** 4.1 2.1–7.9

Online grooming 0.370 1.4 0.834–2.5
Receiving of Sexts 0.833 ** 2.2 0.930–5.6
Sending of Sexts 0.330 1.6 1.0–1.8

Risky offline activities 1.1 *** 3.5 1.8–5.3
Age a −0.269 ** 0.764 0.594–7.8

Sex (male) a,b 1.2 ** 3.4 1.5–6.3
Dutch Adolescents a,c 0.418 1.5 0.551–4.1

German Adolescents a,c 0.275 1.3 0.350–4.9

Pure Combined
Victim

CIU INTRA 0.449 ** 1.5 1.0– 2.3
CIU INTER 0.510 ** 1.6 1.1–2.4

Online grooming 0.309 * 1.3 0.996–1.8
Receiving of Sexts 0.077 1.0 0.874–1.3
Sending of Sexts 0.587 1.7 0.776–4.1

Risky offline activities 1.1 *** 2.7 1.8–4.0
Age a −0.427 ** 0.652 0.564–0.755

Sex (male) a,b −0.300 0.741 0.449–1.2
Dutch Adolescents a,c −1.8 *** 0.154 0.081–0.292

German Adolescents a,c −1.9 *** 0.143 0.055–0.371

Pure Combined
bully-victim
CIU INTRA 0.966 ** 2.6 1.1–6.1
CIU INTER 1.5 *** 4.8 2.0–11.1

Online grooming 0.206 1.2 0.686–2.2
Receiving of Sexts −0.094 0.910 0.610–1.3
Sending of Sexts 1.4 ** 4.2 1.1–15.9

Risky offline activities 1.4 *** 4.2 1.1–8.6
Age a −0.429 ** 0.651 0.487–0.870

Sex (male) a,b 0.099 1.1 0.422–2.8
Dutch Adolescents a,c −2.2 ** 0.102 0.024–0.438

German Adolescents a,c −1.2 0.286 0.048–0.438

* p < 0.05, ** p < 0.01, *** p < 0.001; a control variable; b reference category: female sex; c

reference category: Thai adolescents.

Model 1 (traditional typology) was significant, Log likelihood (null) = 2139.319;
LR (full) = 1824.38; LR χ2 = 314.80, df = 30, p < 0.001, Nagelkerke’s R2 = 0.210. Table 5
shows that adolescents who scored high on the intrapersonal factor of CIU had an
increased risk of being a victim or bully-victim and that adolescents who reported
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higher scores on the interpersonal factor of CIU showed a higher likelihood of being
a bully or bully-victim. Further, adolescents who reported receiving sexts were more
likely to be bullies. Risky offline activities were associated with being a bully, victim
and bully-victim. With increasing age, the occurrence of being a bully, victim and
bully-victim seems to decrease. Boys demonstrated a higher likelihood to be a bully
and girls displayed an increased risk to be a victim. Dutch and German adolescents
compared with Thai adolescents showed lower odds ratios to be a traditional victim
or bully-victim.

Model 2 (cyber typology) was significant, Log likelihood (null) = 1844.16;
LR (full) = 1422.36; LR χ2 = 421.80, df = 30, p < 0.001, and Nagelkerke’s R2 = 0.301. As
Table 6 illustrates, adolescents who reported higher scores on the intrapersonal factor
of CIU showed an increased likelihood to be a cybervictim and cyber bully-victim.
Additionally, adolescents who reported higher scores on the interpersonal factor
of CIU were more likely to be a cyberbully and cybervictim. Adolescents who
reported receiving sexts displayed a higher risk to be a cyberbully. Adolescents who
reported sending sexts demonstrated an increased likelihood to be a cyberbully and
cybervictim. Adolescents who reported of victimization through online grooming
showed higher odds ratios of being a cybervictim and cyber bully-victim. Risky
offline activities were associated with playing all three cyber roles. With increasing
age, the occurrence of cybervictims and cyber bully-victims seems to decrease. Boys
were more likely to be a cyberbully or cyber bully-victim. German and Dutch
adolescents showed a lower risk to be a cybervictim and cyber bully-victim compared
with Thai adolescents.

Model 3 (combined typology) was significant, Log likelihood (null) = 1180.06;
LR (full) = 854.72; LR χ2 = 325.34, df = 30, p < 0.000, and Nagelkerke’s R2 = 0.336.
Table 7 shows that adolescents who reported higher scores on the intrapersonal
factor of CIU showed higher odds ratios to be a combined bully-victim. Adolescents
who reported higher scores on the interpersonal factor of CIU were more likely
to be a combined bully and combined bully-victim. Adolescents who reported
receiving sexts demonstrated an increased risk of being a combined bully and
adolescents who reported sending sexts showed an increased likelihood to be
a combined bully-victim. Online grooming victimization was associated with
combined victimization only. Risky offline activities were related significantly to
engagement as combined bully, victim and bully-victim. With increasing age the risk
for being a combined bully, victim or bully-victim decreased. Boys were more likely
to be a combined bully. Dutch and German adolescents showed a lower risk to be
combined victims compared with Thai adolescents. Dutch adolescents showed lower
odds ratios to be combined bully-victims compared with Thai adolescents.
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5. Discussion

The purpose of this study was to report the occurrence of bullying roles in the
present sample and to provide evidence on the associations between traditional,
cyber and combined bullying and risky online activities (CIU, online grooming
victimization, sexting), risky offline activities (problems with teachers, truancy,
drinking alcohol). We used logistic multinomial regression analysis as a categorical
approach for multivariate statistical analyses with bullying roles as outcome variables
and risky online and offline activities as independent variables taking into account
age, sex and country as control variables.

Concerning our first aim, to report the occurrence of traditional, cyber and
combined bullying, we found 18.1% of adolescents were involved in traditional
bullying, 13.3% of adolescents were involved in cyberbullying and 9.9% were
involved in combined bullying. Comparing the results with Beckmann and
colleagues [7], who used also global items for the assessment of bullying and
cyber-bullying, we found clearly lower frequency rates in our study. One possible
explanation for this might be that in the present study, a more strict lower-bound
cutoff point for the categorization as in bullying involved was used (“Twice or thrice
a month” vs. “Once or twice”). In line with Beckmann and colleagues [7], we
found the group of victims in cyber and combined bullying to be the largest group,
followed by bullies and bully-victims. While we found the same composition in
traditional bullying, Beckmann and colleagues [7] found more traditional bullies
than victims. In contrast to previous research, we obtained clearly lower rates of
combined bully-victims in the present study [7,11].

The present study supports the idea that traditional bullying still occurs
more frequently than cyberbullying [6–8,11,13]. However, the difference between
traditional and cyber bullying found in the present study was smaller than as
described by Smith [67]—A ratio of 4:1 or 3:1. One possible explanation for this might
be that those statements are more applicable for Western than for Asian countries,
probably because the vast majority of previous research on bullying has been carried
out within Western populations [56]. Indeed, we found Thai adolescents were nearly
as much involved in traditional bullying (24.7%) as in cyberbullying (24.1%). After
controlling for age and sex, German and Dutch adolescents showed, in comparison
with Thai adolescents, a lower risk being cybervictims, cyber bully-victims, combined
victims and combined bully-victims. This is somewhat surprising, because Thai
adolescents seem to have less access to ICT and use ICT less intensively compared
with German and Dutch adolescents [68].

Besides country differences, the current study revealed differences by age
and sex in the frequency rates of bullying. In accordance with previous studies
(i.e., [6]), we found bullying to decrease with increasing age. The only exceptions
were cyberbullies: for this role no significant age differences were found. Also, in
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line with several authors, we observed associations between bullying and sex: In
accordance with Gradinger et al. [8], we identified male sex—after controlling for
age and country—as an important risk factor for involvement as bully, cyberbully
and combined bully. Further, we found boys more likely to be cyber bully-victims
and less likely to be traditional victims, which is also in line with some other
research [16,44,53,54]. Although the present sample could not be considered as
representative, this study constitutes in the literature one of the first comparative
data sets about traditional, cyber and combined bullying among German, Dutch and
Thai adolescents.

The second aim of the current study was to analyze whether risky online
activities and risky offline activities were associated with involvement in traditional,
cyber and combined bullying roles. We hypothesized those adolescents who report
higher scores in risky online and offline activities display an increased likelihood to be
involved in bullying. A comparison of the three regression models (traditional, cyber
and combined bullying roles) revealed that the amount of variance explained by
logistic regression models were acceptable for all three models (from 21% to 33%) [63].
However, the explained variance was slightly better for the cyber and combined
typology. This means that the investigated variables are somewhat more useful in
predicting involvement in cyber or combined bullying than traditional bullying.

Concerning risky online activities, the present study demonstrated that CIU
was associated with all bullying roles. However, the association differed between
either psychological (intrapersonal) or social conflicts (interpersonal) due to CIU
or even both. Adolescents who were only facing psychological conflicts caused by
CIU were more likely to be traditional victims. Adolescents who reported only of
social conflicts due to CIU were more likely to be traditional, cyber or combined
bullies. This suggests that it might be worth investigating common underlying
risk factors (i.e., high impulsivity, low self-control or greater irritability; elevated
scores of aggressions), which might be an explanation for the co-occurrence of social
conflicts caused by CIU and bullying perpetration. Adolescents who were facing both
psychological and social conflicts caused by CIU were more likely to be traditional,
cyber and combined bully-victims. This supports the statement from Olweus [1] that
bully-victims unite social and psychological problem profiles. However, adolescents
who were facing both were also more likely to be cyber and combined victims.

Casas and colleagues [31], who used the same instrument to measure CIU,
also observed associations between CIU and cyberbullying. However, in contrast
to Casas and colleagues [31] and in line with Gámez-Guadix et al. [30], this study
revealed significant association between CIU and cybervictimization. Further, we
observed associations between CIU and cyber bully-victims to be stronger compared
with cybervictims, which is also consistent with previous research [30]. We add
to the literature associations between CIU and combined bullying roles and found
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that combined bully-victims displayed, compared with all other roles, the strongest
associations with both psychological and social conflicts caused by CIU, suggesting
that combined bully-victims might be a special risk group.

Another risky online activity we investigated was online grooming victimization.
The current study suggests no associations between online grooming victimization
and traditional bullying. However, consistent with previous research, we found
associations with cybervictimization [36,37] and add to the literature associations
with combined victimization. Interestingly, victims of online grooming did not
appear to be at higher risk of being traditional victims but showed a higher risk to be
cybervictims and combined victims. This difference might be caused by common
underlying ICT-related risk factors that might explain multiple online victimization.
These might be a specific online behavior, i.e., disclosing of private information on
social networking sites, or disclosing of contact details like phone number, instant
messenger id, or the willingness to flirt online and get in contact online with strangers.
In line with previous research [2] that found bully-victims as a particular risk group
for sexual harassment offline and physical dating violence victimization, we add to
the literature that cyber bully-victims displayed higher risk of falling victim to online
grooming. The finding that some adolescents experiencing victimization in both peer
and sexual violence raises important questions, as well as concerns. Future studies
should focus on these poly-victimized adolescents, how to make them more resilient,
what harm is caused by the multiple exposures and which individual pathways of
victimization could be identified.

A further risky online activity we addressed was sexting. With it, we found the
receiving of sexts to be associated with being a traditional, cyber and combined bully
only. Two possible explanations are offered. Firstly, it is hypothesized that bullies try
to receive sexts from others to embarrass and humiliate the sender, i.e., by forwarding
the sexts to others who are not supposed to see the pictures. Secondly, bullies might
use sexts more frequently for establishing relationships, to show off, to flirt and
to become sexually aroused [41]. In support of the second explanation, previous
research showed that, bullies often start dating earlier and being highly relationship
oriented [34]. However, the associations between sending of sexts and bullying roles
differed; adolescents who reported more often sending of sexts were more likely
to be a cyberbully, cybervictim and combined bully-victim. The sending of sexts
was most strongly related to combined bully-victims and the receiving of sexts with
combined bullies. The results support previous research that adolescents who were
engaged in sexting were more likely to be involved in bullying [40] and extent the
literature on associations between sexting and combined bullying. The findings point
out the need to address sexting in anti-bullying prevention measurements as a tool
of aggression and a risk for victimization.
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Finally, we examined facets of risky offline activities (problems with teachers,
truancy and alcohol drinking). The study demonstrates that risky offline activities
have clear relevance to all kinds of bullying roles. There is a large literature
that supports the thesis that various forms of risky and problem behaviors are
interrelated [17,20,30,45,46]. More specific, we found risky offline activities were
more strongly associated with combined bullying roles than with cyber or traditional
roles. This result might indicate that the simultaneous involvement in both traditional
and cyber bullying might have a bigger impact on engagement in risky offline
activities than only the involvement in either cyber or traditional bullying which also
has been reported by some earlier research [8,15].

5.1. Practical Implications

The finding that various risky online and offline activities appeared to be
inter-correlated with traditional, cyber and combined bullying roles has some
relevance for further prevention work. This result supports the need for more
holistic prevention programs that aim to promote a positive youth development
and contradict engagement in risky activities in a broader view. An example
of a broad approach is “Life skills”. Life skills might play an important role
here and help mitigate risks by focusing on resiliency against a wide variety
of risky online and offline activities. The World Health Organization defines
life-skills as “abilities for adaptive and positive behavior that enable individuals
to deal effectively with the demands and challenges of everyday life” [69] (p. 1).
Life-skills are loosely classified into three broad categories of skills: cognitive
skills for analyzing and using information, personal skills for developing personal
agency and managing oneself, and inter-personal skills for communicating and
interacting effectively with others [70]. Thus, Life-Skills-Programs (LSPs) promote
core life-skills (i.e., participation, democracy beliefs, responsibility, self-esteem,
empathy, coping strategies) instead of focusing only on reducing specific risks [71].
Consequently, LSP go beyond a harm-avoidance approach and strive to generate
positive youth development.

Schools might possess the right learning environment to implement LSPs due to
the variety of social interactions, the possibility to learn peer-to-peer, the crucial role
of teachers as socialization agents for children and adolescents, and the compulsory
school attendance that facilitates reaching most children and adolescents. These
programs based on interactive processes (role play, theatre play, group work, relaxing
and physical exercises) in the context of a resource-orientated curriculum [72]. Some
of already implied and evaluated LSPs are Lions Quest [73] and Information +
Psychosocial Competence = Protection (IPSY) [74]. Compared with prevention
programs that only aim to reduce risk, LSPs have been found to be the most effective
programs to reduce problem behaviors among adolescents [70,72].

91



5.2. Limitations and Strengths

There were several limitations to this study. The cross-sectional nature of the
survey limits the ability to make causal conclusions, so it is not possible to understand
whether the correlates were antecedents or consequences. Longitudinal studies are
needed to confirm the predictive effects of risky online and offline activities on
involvement in traditional and cyber bullying, or vice versa. Further, all data relied
exclusively on self-reports. Therefore, the correlates might be inflated through shared
method variance. A multi-informant approach is recommended for future studies
in order to overcome mono-method problems. In addition, we relied on single item
measurement for the assessment of traditional and cyber bullying. Although there is
some evidence for validity of the items for measuring bullying [13,65], future studies
should try to include validated scales for both traditional and cyber bullying to
overcome problems with single-items measurements (i.e., degree of validity, accuracy,
and reliability).

There is still controversy among researchers on whether bullying is best
considered as categorical variable or continuous dimension. While some researchers
apply the categorical approach by using specific cut-off points to classify between
involved in bullying and not involved, others researchers are using continuous
dimensions allowing several degrees of involvement [75]. Reasons for using the
categorical approach are that bullying variables mostly do not meet assumptions
of normality and are positively skewed [75,76]. In addition, cyberbullying does not
occur very frequently in many studies, which makes dimensional approaches more
problematic [75]. Due to various reasons (continuing former research, conceptual
argument, skewed distributions of the outcomes, comparison of distinct risk factors)
we treated the bullying variables as categorical in a multinomial regression analysis.
However, more research is needed to find the most appropriate way to examine
bullying [75,76]. Future research should replicate the results found in the current
study by using a continuous approach and alternative units of analysis (latent-class
analyses, mixed Rasch modeling or structural equation modeling) to come up to the
multivariate association of bullying and risky online and offline activities.

Nevertheless, this study also has strength and extends the body of research in
several ways. Firstly, we put forward conceptual and traditional arguments as to
why adolescents become involved in bullying and gave an accurate definition of
bullying participants. In addition, we used mutually exclusive roles of bullying
that enabled establishing clear patterns of involvement and assessing the real
correlates for involvement in various bullying roles, and, thus, this may enhance
our knowledge in the planning of preventative work for specific target groups.
Secondly, in contrast to this study, many studies on the correlates of cyberbullying
have failed to account for groups like combined bullying roles. Finally, most of the
research on bullying has been confined to Western populations. A major future issue
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might be to extend research to more non-Western populations and to undertake
systematic, cross-national comparisons in order to capture what is general as well
as what is cultural and idiosyncratic in adolescents’ behavior and development
and in their determinants. This aspect might be especially important in regard to
development of prevention and intervention programs and the inter-cultural validity
of such programs.

6. Conclusions

In summary, this study is one of the first comparing traditional, cyber and
combined bullying in Western and South-East Asian countries. With it, we found
Thai adolescents to be more frequently cybervictims, cyber bully-victims, combined
victims and combined bully-victims and Thai adolescents nearly just as much
involved in traditional bullying as in cyberbullying. We found also some sex
differences; male adolescents tended to be more often traditional, cyber and combined
bullies. This warrants that attention be paid to sex specific risk factors in bullying
perpetration. We found also support for our hypothesis that risky online and
offline activities are associated with involvement in traditional, cyber and combined
bullying. CIU, sending of sexts and risky offline activities were most strongly
associated with combined bully-victims. The receiving of sexts was most strongly
associated with combined bullies and online grooming victimization was most
strongly associated with cyber bully-victims. In addition, we found risky offline
activities to be more strongly associated with combined bullying roles compared
with traditional and cyber bullying roles. This result indicates how important it is to
consider both traditional and cyber bullying roles simultaneously to identify special
risk groups. Overall, the findings stress the need to move away from prevention
programs that are designed to reduce specific risk behaviors and develop more
integrated approaches that might help to develop life-skills in adolescents in order to
be able to cope with a wide variety of risky online and offline activities.
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Peer Attachment and Cyber Aggression
Involvement among Chinese, Indian, and
Japanese Adolescents
Michelle F. Wright, Ikuko Aoyama, Shanmukh V. Kamble, Zheng Li,
Shruti Soudi, Li Lei and Chang Shu

Abstract: Significant advancements have been made in cyber aggression literature,
with many studies revealing the consequences associated with adolescents’
involvement in these behaviors. Few studies have focused on cyber aggression
involvement in China, India, and Japan. The present study examined differences in
cyber aggression perpetration and victimization among 1637 adolescents living in
China, India, and Japan, while controlling for face-to-face bullying involvement,
individualism, and collectivism. Another aim of the present study was to
examine country of origin and cyber aggression involvement (i.e., the uninvolved,
cyberaggressor-cybervictims, cyberaggressors, and cybervictims) differences in peer
attachment. Findings revealed that adolescents from India had the highest levels
of cyber aggression involvement when compared to adolescents from China or
Japan. Chinese adolescents engaged in more cyber aggression perpetration and were
victimized more by cyber aggression when compared to Japanese adolescents. No
country of origin differences were found for peer attachment. However, uninvolved
adolescents reported higher levels of peer attachment when compared to the other
groups. Cyberaggressor-cybervictims had the lowest levels of peer attachment,
followed by cybervictims and cyberaggressors. These results suggest that there
should be concern about cyber aggression involvement among adolescents in
these countries, especially in India, where cyber aggression research has been slow
to develop.

Reprinted from Societies. Cite as: Wright, M.F.; Aoyama, I.; Kamble, S.V.; Li, Z.;
Soudi, S.; Lei, L.; Shu, C. Peer Attachment and Cyber Aggression Involvement
among Chinese, Indian, and Japanese Adolescents. Societies 2015, 5, 339–353.

1. Introduction

Most adolescents have spent their lives completely enmeshed in a digital world,
with various opportunities and information at their fingertips. Technology usage has
many benefits for adolescents, allowing them to quickly communicate with friends
and family and to access a wealth of information quickly. Despite such benefits,
adolescents also experience risks associated with their technology usage. Cyber
aggression is one risk, and it has received attention from researchers, educators,
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parents, and the general public. Research on cyber aggression is increasing, but
research focused on these behaviors in other countries has been slower to develop,
particularly in China, India, and Japan. Although the literature has been advancing
on cyber aggression, moving from frequency rates to the behavioral characteristics
and consequences, little attention has been given to the role of peer relationships
in these behaviors. Of this literature, research indicates that perpetrators of cyber
aggression are often peers at adolescents’ schools and that peer rejection is related
to cyber aggression, perpetration, and victimization [1,2]. Furthermore, poor peer
attachment is related positively to cyber aggression involvement. However, little
attention has been given to examining country of origin and cyber aggression
involvement differences in peer attachment. To address this gap in the literature,
the present study examined differences in cyber aggression perpetration and
victimization among Chinese, Indian, and Japanese adolescents as well as the roles
of country of origin and cyber aggression involvement in adolescents’ perceptions of
their peer attachment.

2. Cyber Aggression Involvement and Culture

This study utilizes the terminology of cyber aggression, which is a broader form
of cyberbullying. Cyber aggression includes intentionally harmful behaviors, such as
hacking someone’s online accounts, sending degrading messages, spreading rumors,
and calling others mean names [3]. These behaviors are directed toward others
who find such behaviors offensive and unwanted, and such behaviors can occur
through email, chat programs, text messages, gaming consoles, social networking
sites, blogs, and discussion boards. Unlike cyberbullying, Grigg [3] argues that
aggressive cyber behaviors do not always include repetition. This component
is central to the traditional bullying and cyberbullying definitions. Therefore,
measures of cyberbullying focus on repetition while cyber aggression measures do
not include the repetition component. This literature review uses both terminologies
in order to accurately describe the terminology and methodology of the studies. In
addition, cyber aggressive behaviors also include those behaviors that do not have
a face-to-face equivalent, like hacking someone’s Facebook account. Hacking, as
a form of cyber aggression, is carried out with malicious intent, with the desire to
damage someone’s reputation and/or their relationships.

Extensive research has focused on the factors which predict adolescents’
involvement in cyber aggression and cyberbullying. In this literature, face-to-face
aggression, face-to-face victimization, and cyber victimization are all found to be
associated positively with cyber aggression and cyberbullying perpetration [2,4–8]. Other
research implicates peer rejection, a lack of empathy, beliefs about anonymity, and
narcissism as predictors of cyber aggression and cyberbullying perpetration [2,9–11].
Research aimed at understanding cyber aggression and cyberbullying involvement is
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important, as these behaviors relate to adjustment difficulties, specifically depression,
anxiety, and loneliness [12–14]. In addition, cyber aggression and cyberbullying
involvement is linked to poor academic performance, increased absences, and more
truancy [1,15–17]. Researchers have classified aggression involvement into different
categories including the uninvolved (neither perpetrator nor victim), cybervictims,
cyberbullies, and cyberbully-cybervictims (both perpetrator and victim) [13].

Cyber aggression and cyberbullying research is even more important as research
indicates that this phenomenon is not only found in one country, though much of the
research has been conducted in the United States. The available research suggests that
cyber aggression is a global concern. Of these studies, researchers have identified
cyber aggression and cyberbullying involvement in Australia [12], Belgian [18],
Germany [19], Ireland [20], Italy [21], Spain [22], Sweden [23,24], and Turkey [25].

Research on cyber aggression and cyberbullying involvement has been slower
to develop in Asia, with findings revealing that perpetration and victimization occurs
in some countries and areas, including China [26], Korea [27], Singapore [28], and
Taiwan [16]. Examining cyber aggression involvement in Asia is imperative as the top
four countries according to internet usage include China, India, and Japan, as well as
the United States [29]. China ranks as number one, followed by the United States,
India, and Japan. Understanding where a country ranks in terms of internet usage
is important as access to the internet and the more time spent online are both risk
factors associated with cyberbullying perpetration and victimization [30,31].

Given the high levels of internet consumption in China, India, and Japan, more
research attention should focus on adolescents’ involvement in cyber aggression in
these countries. Although some research has examined cyberbullying involvement
in China, this research has focused on frequency rates, demographic variables,
and lower academic achievement as factors linked to the perpetration of these
behaviors [26,32]. Few empirical investigations exist concerning cyberbullying
perpetration and victimization in India and Japan. In one study, Japanese adolescents
reported cyberbullying, but their levels of involvement were lower than adolescents
from the United States and Austria [33,34]. Studies conducted in India focus on
cyber gender harassment, a form of cyber harassment involving similar behaviors as
cyberbullying, except that this behavior occurs among adults instead of children and
adolescents [35]. Taken together, research from China, India, and Japan indicate that
cyber aggression and cyberbullying occur among adolescents in these countries, and
that their high levels of internet consumption warrant further investigation.

Furthermore, cultural values, including collectivism and individualism, impact
adolescents’ involvement in aggressive behaviors [36–39]. Collectivistic countries,
like China and Japan, promote, prime, and reinforce individuals for behaving
consistently with an interdependent self-construal [40]. Individualistic countries,
like the United States, reinforce independent self-construal. India is considered
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both a collectivistic and an individualistic country, which might place these
adolescents at an elevated risk of cyber aggression involvement when compared
to adolescents from China and Japan. In the literature, collectivism is related
negatively to aggression involvement, while individualism is associated positively
with aggression perpetration and victimization [34,40]. Few studies have examined
whether cultural values influence adolescents’ perpetration and victimization by
cyber aggression. Barlett and colleagues [33] examined interdependent self-construal
as a moderator in the relationship between country of origin (i.e., United States,
Japan) and cyberbullying perpetration. The results revealed that cyberbullying
was highest for young adults from the United States when they endorsed low
levels of interdependent self-construal. These results were not found for Japanese
young adults. However, it isn’t clear whether independent self-construal would
impact cyber aggression perpetration. Based on the previous research on face-to-face
aggression perpetration, it might be likely that independent self-construal increases
the risk of engaging in cyber aggression [34,40].

Gender differences in cyber aggression involvement in the United States and
in European countries are mixed [2,9,41–43]. The literature on gender differences in
cyber aggression perpetration and victimization is not as mixed in Asian countries.
In this research, Chinese boys perpetrate and are victimized by cyberbullying more
often than Chinese girls [26,32,44]. Similar patterns were found in Japan as well,
with Japanese young adult males perpetrating these behaviors at higher rates than
Japanese young adult females [33]. It is unclear whether Japanese males would
experience more or less victimization than Japanese females as there has been no
research conducted on this topic. In addition, research has not been conducted
on gender differences in cyber aggression involvement among Indian adolescents.
Given that research on cyber gender harassment conducted in India focuses solely
on men harassing women through digital technologies, it might be likely that girls
are more at risk for cyber victimization while boys might perpetrate cyber aggression
more often than girls [35].

3. Peer Attachment and Aggression

High peer attachment involves adolescents’ internationalization of the
knowledge that their peers will be available and responsive when needed [36].
Problems within peer relationships can place adolescents at a higher risk of being
involved in conflicts with their peers [37]. Thus, it is not surprising that adolescents
with higher rates of victimization and those with behavioral problems are likely
to rate their peer relationships as poor, due to these adolescents being less socially
integrated in the peer group [45,46]. These adolescents also show less empathy
toward their peers and this lack of empathy combined with behavioral problems
might exacerbate their aggression directed toward their peers. Furthermore, social
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integration is directly related to adolescents’ peer relationships, and when such
integration is low, these adolescents are unable to manage and deal with relationships
effectively [46]. When ostracized by the peer group, adolescents often act reactively
by using aggression, developing favorable attitudes toward these behaviors [47].
In the literature, higher peer attachment relates to more sympathetic attitudes toward
peers, and less delinquency and aggressive behaviors [48]. Peer attachment is also
related negatively to face-to-face bullying and cyberbullying as well as victimization
by both types of bullying. Some attention has focused on the relationship between
peer attachment and cyberbullying categories. One of the few studies conducted
on these associations found that cyberbully-cybervictims have lower levels of peer
attachment than uninvolved adolescents [49]. No other research exists concerning
differences in peer attachment among cyberbullies and cybervictims. Gender has
also been investigated as a factor relating to peer attachment. Research suggests
that girls are more attached to their peers than boys, though it isn’t clear how cyber
aggression classification type might alter these associations [50].

Little attention has been given to examining peer attachment among adolescents
in China, India, and Japan. The literature suggests that members of collectivistic
cultures are attached to their peers, due to the reinforcement of interdependence and
maintaining relationships with others in their society [51]. Therefore, considering
that countries, like China, India, and Japan, have collectivistic focuses, it is likely
that these adolescents are also attached to their peers. Given that individualism is
endorsed in India as well, these adolescents might experience different levels of peer
attachment than adolescents from China and Japan. In the literature, adolescents
from the United States had higher levels of peer attachment than adolescents from
India [52]. On the other hand, other research indicates that Chinese adolescents who
immigrated to Italy have higher rates of peer attachment than Italian adolescents [53].
Considering these contrasting findings, it is difficult to conclude whether Indian
adolescents experience higher or lower levels of peer attachment when compared
to adolescents from China and India. In one of the few studies to investigate peer
attachment in relation to aggression, Yang and colleagues [54] found that poor peer
attachment related positively to Chinese adolescents’ aggression and delinquency.
These patterns are similar to those found in the United States, though it isn’t clear
whether similar patterns would be found in India and Japan. In addition, there is
no literature revealing the role of cyber aggression categories (i.e., the uninvolved,
cybervictims, cyberaggressors, cyberaggressors-cybervictims) and country of origin
in adolescents’ attachment to their peers.

4. Present Study

Few investigations have been conducted on cyber aggression involvement
among adolescents in China, India, and Japan, especially studies conducted to
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compare rates across these countries. In addition, it is unknown whether peer
attachment relates to cyber aggression perpetration and victimization. To this end,
the first aim of the present study compared rates of cyber aggression involvement in
China, India, and Japan, while controlling for face-to-face bullying perpetration
and victimization, individualism, and collectivism. It was hypothesized that
Indian adolescents would report higher levels of cyber aggression involvement
when compared to Chinese and Japanese adolescents, given the emphasis on both
collectivism and individualism in India [35]. Although China and Japan are both
collectivistic societies, China is a little less collectivistic and has higher rates of internet
consumption, which might contribute to adolescents in this country being more
at risk for cyber aggression involvement [29]. Therefore, it was hypothesized that
Chinese adolescents would report higher levels of cyber aggression involvement than
Japanese adolescents. Another aim was to examine the role of gender in adolescents’
cyber aggression perpetration and victimization based on country of origin. Chinese
and Japanese boys were expected to engage in more cyber aggression perpetrators
than girls from these countries. In addition, Chinese boys were also expected to
experience more cyber victimization when compared to Chinese girls. Due to the
research on cyber gender harassment in India, it was expected the girls would
experience more cyber victimization, whereas boys would be more likely to be the
perpetrators of cyber aggression [35].

The second aim of the present study was to examine differences in
cyber aggression involvement categories (i.e., the uninvolved, cybervictims,
cyberaggressors, cyberaggressors-cybervictims) for peer attachment among Chinese,
Indian, and Japanese adolescents. Therefore, three-way interactions were examined
among gender, country of origin, and cyber aggression involvement. Since Indian
adolescents were hypothesized to have higher levels of cyber aggression involvement,
it was also hypothesized that cyberaggressors-cybervictims from India would have
the lowest levels of peer attachment when compared to cyberaggressors-cybervictims
from China and Japan. Uninvolved adolescents were expected to have the highest
peer attachment, despite their country of origin. No other hypotheses were made
regarding the interaction of cyber aggression involvement classifications and gender.

5. Methods

5.1. Participants

Participants were 1637 adolescents (age range 11–15 years old; 48.3% girls) from
China (n = 683; 46.7% girls), India (n = 480; 46.5% girls), and Japan (n = 474; 52.6%
girls). In China, data was collected from two schools, with one located in Beijing and
the other in the An Hui Province. Adolescents from India were from six schools in
the Karnataka state of India. Japanese adolescents were recruited from two schools
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located in a suburb of Tokyo. All data was collected in the Fall of 2013, except for
Japanese adolescents. Japanese schools begin in April, and data was collected in
July 2014.

5.2. Procedures and Measures

Emails were sent to principals from target schools, describing the purpose of the
study, how the school could participate, and what adolescents would be expected
to do. When principals expressed an interest in the study, a meeting was setup
with principals and teachers in order to receive their permission for their students
to participate in the study. All principals and teachers agreed to allow students to
participant in the study. Consent documents were sent home with adolescents, and
then returned to their teachers, except in Japan where consent was obtained from
school principals only. On the day of data collection, adolescents provided their
assent to participate in the study before completing the surveys. No adolescents
refused to participate. This study is part of a larger study on the psychosocial
development of adolescents from various countries around the world, with a major
focus on understanding the contextual factors which influence their involvement in
cyber aggression. For this study, the following questionnaires were administered,
including individualism and collectivism, face-to-face aggression involvement, cyber
aggression involvement, and peer attachment. All consent, assent, and questionnaires
were translated into the primary language of adolescents’ country of origin, and then
back-translated by researchers fluent in both English and the language of the country
of origin.

5.2.1. Individualism and Collectivism

This questionnaire assessed adolescents’ endorsement of individualism and
collectivism [55]. Li and colleagues [55] adapted the Horizontal and Vertical
Individualism and Collectivism measure [56] by changing some items to be suitable
for adolescents (e.g., “It is important that I do my work better than others” was
changed to “It is important that I do my schoolwork better than others”). There were
sixteen items included in this measure, with eight for individualism (e.g., Winning is
everything) and eight for collectivism (e.g., Family members should stick together,
no matter what sacrifices are required). Participants rated the items on a scale of
1 (Absolutely disagree) to 9 (Absolutely agree). Both subscales demonstrated adequate
reliability (α = 0.92 for individualism; α = 0.79 for collectivism).

5.2.2. Face-to-Face Aggression Involvement

To examine face-to-face aggression involvement, adolescents completed a
questionnaire concerning how often they perpetrated face-to-face aggression
(e.g., How often do you tell a peer that you will not like him or her unless he or she
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does what you want?) and were victimized by face-to-face aggression (e.g., How
often does a peer say they won’t like you unless you do what he or she wants you
to do?) [57]. The items were described as occurring within the current school year.
Adolescents rated the eighteen items (nine per subscale) on a scale of 1 (Never) to
5 (All of the Time). Face-to-face aggression perpetration had a Cronbach’s alpha of
0.79 and 0.81 for face-to-face victimization.

5.2.3. Cyber Aggression Involvement

Adolescents indicated how often they perpetrated cyber aggression (e.g., How
often do you spread bad rumors about another peer online or through text messages?)
and were victimized by cyber aggression (e.g., How often does a peer spread bad
rumors about you online or through text messages?) [11]. Eighteen items were
included on this measure, with nine items per subscale. The items were described as
occurring within the current school year. They rated all items on a scale of 1 (Never)
to 5 (All of the Time). Cronbach’s alphas were acceptable for both cyber aggression
perpetration (α = 0.90) and cyber aggression involvement (α = 0.90).

5.2.4. Peer Attachment

The peer attachment subscale of the Inventory of Parent and Peer attachment
was used to assess adolescents’ perceptions of the positive and negative dimensions
of their relationship with their peers [58]. There were 25 items used, each rated on a
scale of 1 (Almost Never or Never True) to 5 (Almost Always or Always True). Cronbach’s
alpha was 0.89 for this measure.

6. Results

To examine the hypotheses for this study, two separate sets of analyses were
performed. The first analysis examined differences among adolescents from the
three countries regarding their cyber aggression perpetration and victimization.
The second analysis investigated the role of cyber aggression involvement in peer
attachment, and the differences across the three countries. Bonferroni corrections
were utilized for all post-hoc follow-up analyses. Multi-group factor analysis
was performed in Mplus for all four measures. Measurement invariance was not
found among any of the groups. In addition, the MANOVAs and ANOVAs were
performed without the cultural values, but the models with cultural values were
better. Therefore, the models included cultural values. Interested readers should
contact the first author for more information about these additional analyses.

6.1. Differences in Cyber Aggression Involvement

A MANOVA was conducted with cyber aggression perpetration and victimization
as the dependent variables, country and gender as the independent variables, and
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face-to-face aggression involvement (perpetration and victimization) and cultural
values (individualism and collectivism) as covariates. An interaction was included
between country and gender. Main effects of country (Wilks’ Λ = 0.85, F(4, 3130) = 65.83,
p < 0.001) and gender (Wilks’ Λ = 0.97, F(2, 1565) = 11.34, p < 0.001) were found. The
interaction was also significant (Wilks’ Λ = 0.99, F(4, 3130) = 4.75, p < 0.001).

Table 1. Correlation among all variables for Chinese, Indian, and Japanese adolescents.

1 2 3 4 5 6 7

1. IND

2. COLL
0.52 ***/
0.73 ***/
0.29 ***

3. PA
0.18 **/ 0.44 ***/
0.35 ***/ 0.31 ***/

0.08 0.52 ***

4. CAP
0.03/ −0.16 ***/ −0.08 */

0.24 ***/ −0.16 ***/ −0.23 ***/
0.03 −0.01 −0.02

5. CV
0.06/ −0.08 */ −0.04/ 0.71 ***/

0.13 **/ −0.19 ***/ −0.24 ***/ 0.67 ***/
0.09 −0.03 −0.05 0.52 ***

6. FAP
0.06/ −0.20 ***/ −0.34 ***/ 0.27 ***/ 0.17 ***/

0.21 ***/ −0.03/ −0.20 ***/ 0.11 */ 0.23 ***/
0.01 −0.23 ** −0.37 *** 0.20 *** 0.15 ***

7. FV
0.13 ***/ −0.20 ***/ −0.31 ***/ 0.14 ***/ 0.18 ***/ 0.48 ***/

—0.14 ***/ −0.09 */ −0.31 ***/ 0.14 **/ 0.13 **/ 0.31 ***/
0.01 −0.29 *** −0.48 *** 0.25 *** 0.32 *** 0.65 ***

Note: IND = individualism; COLL = collectivism; PA = peer attachment; CAP = cyber
aggression perpetration; CV = cyber victimization; FAP = face-to-face aggression
perpetration; FV = face-to-face victimization. The first number is the correlation for
Chinese adolescents. The second number is the correlation for Indian adolescents. The
third number is the correlation for Japanese adolescents. * p < 0.05; ** p < 0.01; *** p < 0.001.

Next, follow-up ANOVAs for cyber aggression perpetration and victimization
were conducted with the same variables used in the MANOVA (see Table 1 for
correlations and Table 2 for means and standard deviations). Similar main effects
were found for cyber aggression perpetration (country: F(2, 1565) = 129.21, p < 0.001;
gender: F(1, 1565) = 21.55, p < 0.001) and cyber aggression victimization (country:
F(2, 1565) = 56.72, p < 0.001; gender: F(1, 1565) = 15.07, p < 0.001). Interactions were
also significant for cyber aggression involvement (perpetration: F(2, 1565) = 8.70,
p < 0.001; victimization: F(2, 1565) = 6.41, p < 0.01). Indian adolescents (perpetration:
M = 1.86; SD = 0.74; victimization: M = 1.79; SD = 0.86) reported greater cyber
aggression perpetration and cyber aggression victimization than adolescents from
China (perpetration: M = 1.47; SD = 0.59; victimization: M = 1.58; SD = 0.72) and
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Japan (perpetration: M = 1.19; SD = 0.26; victimization: M = 1.26; SD = 0.41). Cyber
aggression involvement was also higher among Chinese adolescents than Japanese
adolescents. Boys reported more cyber aggression involvement than girls in China
and India. There were no gender differences in cyber aggression perpetration and
victimization among Japanese adolescents.

Table 2. Means and standard deviations of cyber aggression perpetration and
victimization for China, India, and Japan.

Country Cyber Aggression Perpetration Cyber Victimization

Full Sample M
(SD)

Girls M
(SD)

Boys M
(SD)

Full Sample M
(SD)

Girls M
(SD)

Boys M
(SD)

China 1.47 (0.59)ab 1.40 (0.43) 1.55 (0.61) 1.58 (0.72)ab 1.50 (0.67) 1.67 (0.79)
India 1.86 (0.74)a 1.71 (0.63) 1.99 (0.78) 1.79 (0.86)a 1.65 (0.80) 1.92 (0.91)
Japan 1.19 (0.26)ab 1.20 (0.26) 1.12 (0.24) 1.26 (0.41)ab 1.28 (0.42) 1.24 (0.41)

Note: Covariates include face-to-face aggression perpetration, face-to-face victimization,
individualism and collectivism. Means within a column sharing the same subscript letter
were found to be significantly different.

6.2. Peer Attachment and Cyber Aggression Involvement

Before conducting the analysis, adolescents were split into the following groups
based on the means of cyber aggression perpetration (M = 1.51, SD = 0.66) and cyber
aggression victimization (M = 1.56, SD = 0.75). The following is the breakdown
of the groups: cyberaggressors-cyber victims (Group 1; n = 433), cyberaggressors
(Group 2; n = 127), cybervictims (Group 3; n = 150), and the uninvolved (Group 4;
n = 866). An ANOVA was conducted with parental attachment as the dependent
variable, and country, gender, and group as the independent variables. Face-to-face
aggression involvement, individualism, and collectivism were included as covariates.
Three two-way interactions were included between country and groups, country
and gender, and gender and groups. A three-way interaction was also included
among country, gender, and groups. Main effects of gender (F(1, 1565) = 32.82,
p < 0.001) and groups (F(3, 1565) = 14.78, p < 0.001) were found. The main effect of
country and the interactions were not significant. Girls (M = 3.78, SD = 0.04) reported
more peer attachment when compared to boys (M = 3.45, SD = 0.04). Uninvolved
adolescents (M = 3.88, SD = 0.03) had greater peer attachment when compared to the
other groups (cyberaggressors-cybervictims: M = 3.30, SD = 0.05; cyberaggressors:
M = 3.69, SD = 0.06; cybervictims: M =3.53, SD = 0.06). Cybervictims had
lower levels of peer attachment than cyberaggressors and uninvolved adolescents.
Cyberaggressors-cybervictims had the lowest peer attachment when compared to
cybervictims, cyberaggressors, and uninvolved adolescents.
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7. Discussion

The purposes of this study were twofold. The first aim was to investigate the
conjoint influence of country of origin and gender on cyber aggression involvement
among Chinese, Indian, and Japanese adolescents. The second aim was to examine
the combined effects of country of origin, gender, and the cyber aggression
involvement classifications on peer attachment. Results from the present study
provide further evidence that cyber aggression is an issue impacting adolescents
across the world. The findings of the present study contribute greatly to the body of
literature on cyber aggression involvement because cultural values and face-to-face
aggression involvement were included as covariates.

Providing support for one of the study’s hypotheses, Indian adolescents
reported greater cyber aggression perpetration and victimization than adolescents
from either China or Japan. Such findings might be supported by the literature,
suggesting that Indian culture promotes and rewards both individualistic and
collectivistic behaviors [40]. Given their stronger tendency toward individualism
than adolescents in China or Japan, adolescents from India might be more at
risk for cyber aggression involvement, which is further supported from the
literature linking more face-to-face bullying and victimization among adolescents
from individualistic countries (e.g., the United States) than collectivistic countries
(e.g., China, Japan) [37–39]. Furthermore, Chinese adolescents reported higher cyber
aggression involvement when compared to Japanese adolescents, which supported
the study’s hypotheses. This finding is difficult to reconcile with the literature,
considering that both countries highly value collectivism and that collectivism is
usually associated with less bullying involvement [40]. Another possibility is that
China’s greater internet consumption might indicate that Chinese adolescents also
spend more time using the internet than Japanese adolescents. Access to the internet
and frequency of usage is a risk factor associated with cyber aggression involvement,
which might indicate that Chinese adolescents are more at risk than Japanese
adolescents [30,31]. Such findings are also aligned with other work in Japan, revealing
that Japanese adolescents rarely reported being involved in cyberbullying [34].

Understanding cyber aggression involvement in Asia is better understood by
focusing on country of origin and gender differences, which reveal complex patterns.
The significant two-way interaction between country of origin and gender suggests
that boys reported more cyber aggression involvement in China and India than girls
in these countries. Finding that Chinese boys perpetrated and were victimized by
cyber aggression more often than Chinese girls is consistent with the literature on
gender differences in Chinese adolescents’ involvement in cyberbullying [26,32,39].
The findings from India are difficult to compare with the literature since no research
has been conducted on cyber aggression involvement in this country. No gender
differences were found for cyber aggression perpetration and victimization among
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Japanese adolescents. This result is not consistent with the literature. For instance,
Barlett et al. [33] found that Japanese males had higher levels of cyberbullying
perpetration than Japanese females. One possibility for this inconsistent finding is
that Barlett and colleagues’ study included young adults, whereas the present study
included adolescents. Such differences might reflect developmental differences in
the samples.

Concerning peer attachment, country of origin was not significant. Thus,
adolescents in China, India, and Japan did not differ in their levels of peer
attachment. Such findings might reflect the focus on collectivistic values within
their countries, which emphasize interdependence and possibly positive peer
relationships [40]. Gender was significant, indicating that girls reported more peer
attachment when compared to boys, no matter their country of origin. This finding is
consistent with a recent meta-analysis on gender differences in peer attachment [50].
In addition, uninvolved adolescents reported greater peer attachment when
compared to cyberaggressors-cybervictims, cybervictims, and cyberaggressors,
which is supported by the literature [53]. Furthermore, cyberaggressors-cybervictims
had the worst levels of peer attachment when compared to cybervictims and
cyberaggressors. The findings regarding cyber aggression involvement supported
the study’s hypotheses. Unlike Burton and colleagues [53], the present study also
found that cybervictims had lower levels of peer attachment than cyberbullies.
However, this finding is supported by the literature on face-to-face bullying
involvement [59–61]. The interaction among country of origin, gender, and cyber
aggression involvement was not significant. This was not expected since it was
hypothesized that Indian adolescents’ greater involvement in cyber aggression would
worsen their peer attachment. Such a finding might suggest that collectivism serves
some type of protective function. In their review of the ecological contexts of bullying,
Huang and colleagues [37] suggested that the macrosystem, particularly the emphasis
on collectivism versus individualism, might mitigate the negative effects associated
with face-to-face bullying involvement among Chinese children and adolescents.

Limitations and Future Directions

Even though the present study provided much needed information concerning
cyber aggression perpetration and victimization in China, India, and Japan, there
are a few limitations that should be noted and addressed in future research.
First, this study relied on self-reports to assess face-to-face and cyber aggression
perpetration and victimization. A multiple informant approach is needed in this
research as it reduces the biases associated with self-reports. In addition, recent
research has demonstrated the strength of utilizing peer-nominations to assess
peer-based cyber aggression involvement [2,11]. Second, this study utilized a
concurrent research design to assess cyber aggression perpetration and victimization.
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Thus, it is impossible to understand the temporal ordering of peer attachment
and cyber aggression involvement, and future research should focus on utilizing
longitudinal designs.

8. Conclusions

The present study provided a much needed examination of the differences
in cyber aggression perpetration and victimization among Chinese, Indian, and
Japanese adolescents as well as the differences in the cyber aggression involvement
classifications for peer attachment. It is also among a few studies to control for
face-to-face aggression involvement and cultural values when examining these
differences, which is a methodological improvement and an important direction
for researchers interested in the role of culture in cyber aggression perpetration and
victimization. Despite the differences found in the study, these findings suggest
that more research should be conducted on cyber aggression involvement among
adolescents in China, India, and Japan. This is incredibly important for cyber
aggression perpetration and victimization in India as Indian adolescents had the
highest levels of these behaviors and victimization when compared to Chinese and
Japanese adolescents. This study may inform school personnel in these countries
concerned with identifying risk factors associated with adolescents’ cyber aggression
involvement based on their gender and their levels of peer attachment.
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Mobile Technologies and the Incidence of
Cyberbullying in Seven European Countries:
Findings from Net Children Go Mobile
Brian O’Neill and Thuy Dinh

Abstract: The harmful effects of bullying and harassment on children have long been
of concern to parents, educators, and policy makers. The online world presents a
new environment in which vulnerable children can be victimized and a space where
perpetrators find new ways to perform acts of harassment. While online bullying is
often considered to be an extension of persistent offline behavior, according to EU
Kids Online (2011), the most common form of bullying is in person, face-to-face. With
the rise in use of mobile Internet technologies, this balance is changing. Increased
levels of use and more time spent online accessed through a variety of devices has
increased children’s exposure to a range of online risks, including cyberbullying. This
article presents the findings of the Net Children Go Mobile project, a cross-national
study of children aged 9–16 in seven European countries. The research builds on the
work of EU Kids Online and supports the identification of new trends in children’s
online experiences of risk and safety. The study finds that while overall levels of
bullying have remained relatively static, levels of online bullying have increased,
particularly among younger teens. The relationship between cyberbullying and the
use of mobile Internet technologies is examined and factors contributing to increased
levels of cyberbullying are highlighted.

Reprinted from Societies. Cite as: O’Neill, B.; Dinh, T. Mobile Technologies and
the Incidence of Cyberbullying in Seven European Countries: Findings from Net
Children Go Mobile. Societies 2015, 5, 384–398.

1. Introduction

The rapidity with which the Internet has been embraced by young people
and the speed at which it has impacted on the environment for young people’s
informational, educational, and entertainment needs is remarkable. Young people
have been at the fore in embracing new Internet technologies [1], adapting them
effortlessly to new modes of social interaction [2] and forging new and often
unexpected opportunities for learning [3]. Yet, a dual discourse counterpointing the
diverse opportunities that the Internet affords with attendant risks and concerns
with how best to manage young people’s engagement with a complex amalgam of
technologically-mediated content and contact risks has preoccupied policy makers,
almost since its inception [4].
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The harmful effects of bullying and harassment on children have long been
of concern to parents, educators, and policy makers, long before the Internet
became such a feature of contemporary life. That the online world presents a new
environment in which vulnerable children can be victimized and a space where
perpetrators find new ways to perform acts of harassment has been acknowledged
by educators and online safety aspects as one of the main challenges facing children’s
online participation. Yet, the extent to which use of the Internet by young people has
contributed to experiences of being bullied remains a challenging research question.
Multinational studies such as EU Kids Online and Net Children Go Mobile have
sought to enhance knowledge of European children’s online opportunities, risks, and
safety through the development of a robust evidence base towards understanding the
online landscape that increasingly frames children and young people’s experience.
Children’s accounts of risks and harm experienced through their use of the Internet
provide the basis for the current study with a particular focus on the use of mobile
Internet technologies such as smartphones, tablets, and other mobile connected
devices. The study draws on children’s responses from seven participating European
countries and provides a baseline on which to assess trends in the situations that
children find problematic. Bullying and online harassment feature as one of the risks
asked about and while not the most prevalent of “risky” experiences that children
describe, it is the one that was found to have the most severe impact.

Researching Young People’s Internet Use

In response to growing policy concerns regarding online safety for children as
well as a lack of reliable evidence in Europe, researchers have sought to develop
better knowledge of European children’s experiences and practices regarding risky
and safer use of the Internet and new online technologies, and thereby to inform
the promotion of a safer online environment for children. EU Kids Online has been
one of the most prominent contributors in this regard. Beginning in 2006, EU Kids
Online, with the support of the European Commission’s (EC) Safer Internet Program,
has in three successive phases of work sought to enhance knowledge of children’s
experiences and practices regarding risks and safety on the Internet. It has been
acknowledged as the primary source in Europe of high-quality, independent, and
comprehensive evidence underpinning a better and safer Internet for children in
Europe [5].

The aim of the Net Children Go Mobile project, which followed EU Kids Online,
is to study children’s and young people’s use of mobile Internet technologies and to
examine consequences they may have for children’s online well-being. Employing
both quantitative and qualitative methodologies, the research focuses specifically
on how new mobile conditions of Internet access and use (smartphones, tablets,
other portable devices and use of Wi-Fi) bring greater or lesser risks to children’s
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online safety. Given the rapid adoption of convergent mobile media and the changes
associated with mobile Internet access at home, in school, and when out and about,
mobile media technologies provide children with potential new opportunities, while
at the same time exposing them to new risks.

The proliferation of mobile connected devices has greatly expanded children’s
and young people’s opportunities to go online and access the Internet outside the
confines of the home. Research has shown that the social context of Internet access
and use is a major factor in shaping children’s online experiences [6]. With mobile,
“always-on” connectivity, the locations, time spent, and ways of using the Internet
are likely to intensify, creating new challenges for parents, educators, and policy
makers [7].

2. Theoretical Framework

Previous research [6,8,9] indicates that the patterns and social contexts of
general Internet use are key factors shaping children’s online activities and online
risks encountered. Online experience is defined as a pathway composed of the
online activities engaged in by children and the online and offline factors (family,
social ecological environment, etc.) that shape children’s behaviors toward the
technological world. This approach, based on Bronfenbrenner’s work [10], offers
a re-conceptualization of the child’s ecology as a multi-layered set of nested and
interconnecting environmental systems, all of which influence the developing child
but with varying degrees of directness. The perspective has evolved since its early
inception and today acknowledges the role of the child’s own characteristics, hence
the model is now referred to as the bio-ecological model [10]. The framework
recognizes the complex interdependencies between the institutions and structures
that support or constrain children’s opportunities and their agency in making choices
and decisions online while negotiating these possibilities and constraints [11].

Children’s Internet use may be investigated on two levels [6]. The most
common way is to consider the child as the unit of analysis, examining both
individual (demographic, psychological) factors and factors relating to their social
environment (parents, peers, and teachers). This allows the analysis of the process
and consequences of online activities contextualized within the “meso” and “macro”
system of children’s lives [11]. Parents are the most influential part of the ecology,
as are, for example, school and childcare arrangements. As these have the most
direct contact with the child, they are represented in the circle or layer immediately
surrounding the individual (the microsystem).

This analysis builds on our previous work [12] exploring a child-centered
approach to children’s experiences, perspectives, and action in relation of the use
of the Internet, contextualizing them within concentric circles of structuring social
influences—family, community, and culture [6]. By using the bio-ecological approach
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in which media are no longer investigated in their individual textuality or as a cluster
of isolated material practices, but rather as “an overall technical social, cultural and
place-based system, in which components are not decomposable or separable” [13].

Another plausible framework is the usage paradigm, which connects Internet
use with online opportunities and risk [14,15]. This approach, characterized by the
underlying rule “the more opportunities, the more risks” [8,16] implies that the more
children use the Internet, the more they learn to reap its benefits and deal in healthy
and non-harmful ways with potential risk. However, risk does not always result in
harm; and risk taking can be beneficial in terms of building resilience [6].

3. Incidence of Bullying in Seven European Countries

Bullying was one of four types of online risk asked about in the Net Children
Go Mobile survey. Young people were asked if they had themselves experienced
bullying either online or offline; what impact this had on them; and what actions
they took in attempting to deal with the problem, for example, who they spoke to or
what action they took to deal with the problem.

Despite being a recurrent theme in research and in public and policy debates,
there is no standard definition of “cyberbullying.” Bullying has been defined as a
form of aggression that is (a) intentional; (b) repetitive; and (c) involves a power
imbalance between a victim and a perpetrator [17]. Accordingly, cyberbullying
is defined as intentional and repeated aggression using any form of technological
device such as the Internet or mobile phone.

To avoid adopting contested, adult, or emotionally-charged terms, bullying
was defined in the Net Children Go Mobile study as follows: Sometimes children
or teenagers say or do hurtful or nasty things to someone and this can often be
quite a few times on different days over a period of time, for example. This can
include: teasing someone in a way this person does not like; hitting, kicking or
pushing someone around; intentionally leaving someone out of things. When people
are hurtful or nasty to someone in this way, it can happen: in person face to face
(a person who is together with you in the same place at the same time); by mobile
phone (texts, calls, video clips); on the Internet (email, instant messaging, social
networking, chatrooms); on whatever device you use to go online.

3.1. Survey Sample and Procedure

The main data used in this article is taken from the Net Children Go Mobile
(NCGM) survey. A total of 3500 children who use the Internet were interviewed
during winter 2013 and spring 2014, across seven European countries (UK, Denmark,
Italy, Romania, Ireland, Portugal, and Belgium) [18]. Many of the questions asked in
this survey replicate precisely those asked in the EU Kids Online survey conducted
in 25 European countries in 2010 [8].
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The NCGM survey involved a random stratified sample of around 500 children
aged 9–16, who are Internet users, per country. The sampling frame started with a
known population base taken from national registers, that is, the general population
in most countries and the population of children aged 9–16 years in some others.
Using official registers of geographical units, country regions were stratified to
ensure that smaller geographical and rural areas were included. From each stratum
(that is, those identified in the stratification process), random sampling points
were selected with a selection probability proportionate to the number of children
aged 9–16 living in the area. Different address selection methods imply different
degrees of sample representativeness. The interview was conducted in children’s
homes, as a face-to-face interview. It included a self-completion section for sensitive
questions. Average interview time per child was 40 min [18]. To ensure children’s
comprehension, the wording of these questionnaires was refined on the basis of
cognitive testing with children of different age groups (9–10, 11–12, 13–14, 15–16) and
gender in each country. The Net Children Go Mobile survey continued to use EU
Kids Online’s conceptual framework, which is operationalized in a child-centered,
critical, contextual, and comparative approach [8].

For the purpose of comparison, the trends and patterns of cyberbullying
incidences, between two periods of time (2010 and 2014) were identified. On several
occasions we compared the findings of the Net Children Go Mobile survey with the
2010 EU Kids Online survey. When such comparisons are made we calculated an
average number from the EU Kids Online survey only for the countries included in
the Net Children Go Mobile survey, thus attempting to provide as direct a comparison
as possible.

When direct comparisons are made to the EU Kids Online survey, the data are
presented as “EUKO 2010” whereas the Net Children Go Mobile data are presented
as “NCGM 2014.”

3.2. Incidence of Bullying, Offline and Online

Table 1 presents the findings in response to the question of whether the child
had been bullied online or offline in the past 12 months and whether this was an
experience that had upset them. Prior research has shown that, while cyberbullying
is less common than offline bullying [8], it is a very distressing and harmful
experience [8]. Online bullying is often understood as an extension of persistent
offline behavior. The shift from offline to online spaces means that the boundaries
of space and time are becoming non-existent: one cannot leave a place and know
that the bullying will end; rather, the bullying is likely to take place not only at the
school yard but also after school, on a variety of platforms. Research has also shown
that compared to face-to-face forms of bullying, the boundaries between the roles of
victim, perpetrator, and bystanders are less easily drawn in online bullying [19].
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Table 1. Child has been bullied online or offline in the past 12 months (%).

Has not been
bullied

Victim of bullying
but not upset

Victim and a
little upset

Victim and
very upset

Row percentages 77 6 12 5
Age

9–10 76 3 14 7
11–12 81 5 10 4
13–14 74 7 15 4
15–16 78 9 8 5

Gender
Male 81 6 10 3

Female 74 6 14 6
SES

Low 80 5 10 5
Medium 73 8 14 5

High 79 5 12 4
Country

Belgium 87 5 7 1
Denmark 61 11 20 8
Ireland 78 6 10 6

Italy 87 5 7 1
Portugal 90 4 4 2
Romania 59 8 22 11

UK 79 3 12 6

Base: All children aged between 9 and 16 who use the Internet, NCGM 2014.

According to Net Children Go Mobile, nearly one in four (23%) 9–16-year-olds
say that they have experienced some form of bullying, online or offline, in the past
12 months. For 6% of children, this was not an upsetting experience. However, the
majority of children who have experienced bullying find it upsetting. Seventeen
percent of children overall said they were “very” (5%) or “a little upset” (12%) about
what happened. It is, however, the youngest children who report higher rates of
being upset by being bullied (21%).

Gender differences are marked. The incidence of bullying is higher among girls
overall and for those in their mid-teens, aged 13–14 years (26%). Girls are more
likely to experience bullying (26%) than boys (19%) and more likely to be upset (20%)
compared to 13% of boys.

Only slight differences by socioeconomic status are noted with children from
middle SES homes reporting more frequent levels of bullying.

It is at the country level where the greatest differences in incidence of bullying
are to be found. The average of 23% of 9–16-year-old children experiencing some
form of bullying incorporates therefore a wide variation from high levels of bullying
experienced in Romania (41%) and Denmark (39%) to much lower levels in Portugal
(10%), Belgium, and Italy (both 13%). The UK and Ireland (21% and 22%, respectively)
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are the only two countries that lie close to the average of the seven countries in the
NCGM survey.

Figure 1 compares the 2010 and 2014 findings by age and gender for bullying
overall and for cyberbullying.
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Figure 1. Being bullied off/online, by gender and age, comparing EUKO 2010 and
2014 NCGM 2014. Base: All children aged who use the Internet.

A comparison of the EUKO 2010 and NCGM 2014 findings reveals that offline
bullying is no longer the dominant form of bullying experienced by young people.
Overall levels of bullying have risen marginally from 21% to 23%. However, the
number of children who report being bullied online or through any form on the
Internet or mobile phones has nearly doubled from 7% to 12% in the period from
2011 to 2014. An increase in bullying among girls, and a slight decline among boys,
is noteworthy. This is especially the case in relation to girls’ reports of cyberbullying,
where almost a doubling of online bullying from 8% to 15% is reported.
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Age variations are also significant. There are increased reports of bullying
among young children, 9–10 years of age, and among 13–14 year olds. Older teens
aged 15–16 as well as 12–13report a slight decline in experiences of being bullied.
However, reports of cyberbullying have increased among all groups. The most
substantial increase is in fact among younger users, aged 9–10, where reports have
trebled from 3% to 10% between 2011 and 2014, and doubled among 13–14-year-olds,
from 8% to 15%.

3.3. What Form Does Cyberbullying Take?

Bullying can occur in many ways and in the survey children were asked if
someone had treated them in a hurtful or nasty way and how this had happened.
Children were also asked if they had behaved in this way to someone else. For
purposes of comparison, forms of bullying included in the EU Kids Online survey
were listed in addition to new forms of mobile media use. Table 2 presents the ways
in which children have been bullied by age and gender.

Table 2. Ways in which children have been bullied/bullied others in the past
12 months, by age and gender (%).

Ways in Which Children
Have been Bullied

Ways in Which Children
Have Bullied Others

9–12 13–16
All

9–12 13–16
All

Girls Boys Girls Boys Girls Boys Girls Boys

In person/face-to-face 9 12 10 11 10 8 9 8 8 8
By mobile phone calls 1 1 1 2 2 2 2 3 1 2

By messages sent to me on my
phone (SMS, text, or MMS) 2 2 6 2 3 2 2 4 2 3

On a social networking site 4 3 14 5 7 2 1 3 4 3
On a media sharing platform 0 0 2 1 1 0 1 1 1 1

By instant messaging 1 2 2 1 2 1 1 1 1 1
In a chatroom 1 1 1 0 1 0 1 1 1 1

By email 0 0
On a gaming website 3 2 1 1 2 2 1 1 2 2

Other 1 0 1 1 1 1 1 1 1 1
In any form on the Internet or

through mobile phones 10 8 20 8 12 8 7 8 8 8

Base: All children who use the Internet, NCGM 2014.

While 10% of children have been bullied face-to-face, offline bullying, as noted
above, is no longer the dominant mode of bullying behavior. In fact, 12% of children
report being bullied through some technologically mediated form, online, or through
mobile communication. The most common forms of cyberbullying reported is via a
social networking site (SNS) at 7%. SMS messages and texts sent to the child’s phone
account for 3%, while phone calls, instant messaging, and gaming websites are each
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reported by 2% of children. Email, media sharing platforms, and chatrooms do not
appear to be significant threats for online bullying.

Age differences are noteworthy. The youngest children are more likely to report
being bullied face-to-face and on a gaming website. By contrast, teenagers are more
likely to experience cyberbullying on social networking sites. Teenagers also report
more experiences of cyberbullying via SMS and phone calls.

The gender differences in reports of being bullied are particularly significant.
While bullying face-to-face is something of a constant across the age groups, more
girls report being bullied at all, with gender being a factor in the different forms that
cyberbullying takes. Overall, slightly more boys than girls reported being bullied
face-to-face, especially in the younger age group. However, among teenagers, more
than twice as many girls report being bullied online than boys (20% compared to 8%).
Gender differences are marked in each of the dominant forms of cyberbullying:
three times as many girls than boys report being bullied by SMS (6% vs. 2%), and
girls report more than twice the amount of bullying on social networking sites
(14% vs. 5%).

When it comes to children’s accounts of bullying others, there are equal reports
of bullying face-to-face as well as online bullying. Eight percent of young people
report having bullied others either online or offline in the past 12 months. Younger
boys are slightly more likely to have bullied others. Notably, while 13–14-year-old
girls report the highest levels of being bullied on a social networking site (14%), just
3% say they have bullied others this way.

3.4. Prevalence of Cyberbullying on SNS and Mobile Platforms

The role of social networking sites is of particular interest. Social networking
remains one of the most popular activities for young people online, with SNS being
one of the most important venues for young people connecting, communicating, and
socializing with peers, as well as identity building and self-expression [20]. EU Kids
Online found in 2010 that over one-third of 9–12-year-olds and three-quarters of
13–16-year-olds who use the Internet in Europe have their own profile on a social
networking site (SNS) [9]. Net Children Go Mobile reports a slight decline in this
finding with 68% of children overall having at least one profile on a social networking
site [21]. This is largely attributed to the decline in underage social networking use for
9–12-year-olds. Among teenagers 84% of 12–14–year-olds and 93% of 15–16-year-olds
report having an SNS profile.

The role that social networking plays in experiences of cyberbullying,
particularly for girls and younger children, is illustrated in Figure 2. The data
shows that children, both boys and girls across all age groups, who have at least one
SNS profile, are at least twice as likely to be cyberbullied as children who have no
SNS profile. In particularly, 22% of 13–16-year-old girls who have at least one SNS
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profile are more likely to be cyberbullied, compared to 4% of girls from the same age
group. Similarly, 9% of 13–16-year-old boys who have at least one SNS profile are
more likely to be bullied compared to 1% of boys from the same age group. Again,
gender and age differences are notable with girls and younger children (both with or
without a SNS profile) are more likely to be cyberbullied.Societies 2015, 5 392 
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Yet, the pervasiveness of social networking among teenagers is just one factor
in experiences of cyberbullying. The use of mobile technologies, one of the primary
areas of interest for the Net Children Go Mobile study, also features strongly in young
people’s reports of cyberbullying. Table 3 shows that smartphone users (17%) and
tablet users (15%) are more likely to have experienced any form of cyberbullying
than children who do not use mobile devices at all (8%). Smartphone users are also
more likely to have engaged in any form of cyberbullying. There are no differences
among the different categories of Internet users in the likelihood of being bullied
face-to-face and there is only a marginal difference in the likelihood of bullying
others face-to-face.

125



Table 3. Ways in which children have been bullied in the past 12 months, comparing
mobile and non-mobile Internet users (%).

Among
Smartphone Users

Among Tablet
Users Use Neither

Have experienced any form of cyberbullying 17 15 8
Been bullied in person, face-to-face 10 10 10

Have engaged in any form of cyberbullying 9 6 8
Have bullied others in person, face-to-face 8 9 8

Base: All children who use the Internet, NCGM 2014.

4. How Do Children Cope?

Building resilience and enabling young people to cope with online problems
that may bother or upset them is an important objective of online safety education.
Children try a range of coping strategies, when faced with upsetting experiences
online. These include individual coping strategies such as trying to deal with the
problem themselves; social coping strategies, which include seeking help from others;
as well as technical solutions, such as blocking the sender or reporting the abuse
using an online reporting tool.

According to EU Kids Online, the most common individual coping strategy for
experiences of being bullied online was a proactive one whereby the child tried to
solve the problem on his/her own (31%). This was followed by the more fatalistic
strategy in that a quarter of children who had been bullied hoped the problem
would go away by itself (24%) [8]. Net Children Go Mobile focused on social coping
strategies and the forms of social support that children sought in the context of
experiencing bullying. Findings from EU Kids Online have shown that most children
who had been bullied (four in five or 77%) talked to somebody about it.

4.1. Seeking Social Support for Upsetting Experiences Online

In the Net Children Go Mobile project, children were asked: if they were to
experience something on the Internet or when they were online that bothered them
or made them upset, how likely or unlikely is it that they would talk to a parent,
a sibling, friends, or others (Table 4).

Parents, both mothers and fathers, remain the primary source of social support
in cases of experiencing something upsetting on the Internet. As shown in Table 4,
younger children are more likely to talk to their parents than anyone else, with both
girls and boys most likely to seek support from mothers (65% and 52%, respectively).
However, parental support decreases with age. While teenagers are still most likely
to seek support from a parent (and in this case mothers are the most likely source
of social support), teenagers also turn in significant numbers to seek support from
their peers.
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Table 4. Who children are likely to talk about things that bothered them on the
Internet, by age and gender.

Who Children Are Likely to Talk to
When Something Bothers Them . . . (%) 9–12 Years 13–16 Years All

% very likely ... Boys Girls Boys Girls
My father 43 39 29 23 33

My mother 52 65 32 44 48
My brother or sister 20 22 13 26 20

Other relatives 9 10 7 8 8
Friends 17 16 27 42 26
Teachers 10 8 4 7 7

Someone whose job is to help children 7 8 6 7 7
Another adult I trust 8 8 8 7 8

Base: All children who use the Internet, NCGM 2014.

Gender is a significant factor here. While older girls are more likely to talk with
their friends (42%) and still more likely to turn to their mothers (44%), teenage boys
continue to seek support from parents (29% for father and 32% for mother) more
than friends (27%).

The importance of peer support in dealing with upsetting experiences of
bullying is well established [22]. This survey finds that after parents, peers are
the next most important form of social support. This is particularly noteworthy in the
case of teenage girls, 42% of whom say they would turn to a friend about something
that had upset them online. It is interesting to note also that siblings likewise offer
an important form of social support: one in five of all children, a quarter of teenage
girls, say that they would turn to a sibling if they were upset about something online.

Overall, children do not turn to teachers in any significant numbers. Given
the importance of schools in reinforcing positive messages about online safety and
in promoting effective strategies to deal with bullying, this low finding is perhaps
surprising. Just 7% of children mention a teacher as a likely source of support, though
younger children are somewhat more likely to talk to a teacher.

Table 5 shows that country variations are also pronounced here, with Portuguese
and Belgian children more likely to look for social support (80% and 78%,
respectively). By contrast, children in Denmark are the least likely to do so (56%).
Mothers are the main source of support for children in all countries, especially in
Portugal, Belgium, and the UK. In most countries, children are likely to talk to their
mothers or fathers when something bothers them on the Internet, except Romania,
where children choose their brother or sister or friends (25% and 24%, respectively)
over their fathers (19%). In most countries, the percentages of children who talk to
teachers when something bothers them are relatively low, varying from 4 to 7 percent,
with the exception of Portuguese children (30%). However, overall, one in three
children is still unlikely to ask for support from parents, peers, or teachers.
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Table 5. Who children are likely to talk about things that bothered them on the
Internet, by country (%).

Who Children Are
Likely to Talk to When

Something Bothers
Them . . . (%)

UK RO PT IT IE DK BE All

%..very likely
My father 35 19 53 23 31 24 45 33

My mother 50 36 68 40 45 33 62 48
My brother or sister 15 25 35 17 16 13 22 20

Other relatives 7 10 15 2 10 2 13 8
Friends 24 24 32 29 24 26 24 26
Teachers 6 6 20 3 7 4 5 7

Someone whose job
is to help children 5 4 13 2 7 9 8 7

Another adult I trust 7 8 9 5 13 5 8 8
At least one of the above 64 63 80 63 65 56 78 67

Base: All children who use the Internet, NCGM 2014.

4.2. Past Experiences of Social Support

Most children (67%) say that they would talk to someone if something had
bothered them online. But what about their previous experiences: have children in
fact received support from parents, friends, or teachers in the past when something
upset them on the Internet? Similarly, have parents, teachers, or friends spoken
to them about what they would do if something ever bothered them online?
Table 6 examines past experiences of having received social support from one of
these sources.

Table 6 shows that parents are both the most important sources of mediation of
online safety and the source of social support when something upsetting happened
in the past. Fifty-seven percent of parents have spoken to their children about how to
handle a problematic situation online and 41% have helped their children in the past
with an upsetting experience. The role of parents in giving advice about how to cope
is a constant with all age groups and somewhat higher for younger children. With
the exception of older teens, parents are also the ones who have helped in specific
situations that have occurred.

There is a gendered dimension to parental support. Both in terms of giving
advice and actually intervening in situations where the child has been upset, parents
are more likely to respond to girls than boys. There are also some interesting
differences in SES in relation to parental support. While more parents from lower
SES homes have spoken about how to handle an upsetting situation online, a higher
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proportion of parents from high SES homes have actually helped in a difficult
situation that arose.

The role of peer support is one that rises steadily with age. Younger children,
especially 9–10 years of age, seek social support primarily from parents. As children
get older, peers become more important, equaling the role of parents for older
teenagers. This is especially the case for girls, 37% of whom have been helped by
friends when something upset them online.

Table 6. Social support provided by parents, friends, and teachers (%).

Have Helped Children in the
Past When Something Bothered

Them on the Internet

Have Talked to You about What You
Would Do If Something on the

Internet Ever Bothered You

% Parents Friends Teachers Parents Friends Teachers

All 41 32 23 57 33 40

Age

9–10 42 17 22 58 19 37
11–12 43 28 21 60 28 39
13–14 42 38 21 55 39 39
15–16 36 41 27 56 42 45

Gender

Male 36 26 21 51 28 36
Female 45 37 25 63 38 44

SES

Low 36 32 24 65 30 30
Medium 39 32 24 60 34 34

High 51 32 24 50 35 35

Base: All children who use the Internet, NCGM 2014.

Despite the fact that just 7% of children say they would turn to a teacher if
something bothered them online, one in five of all 9–16-year-olds have in fact been
helped by teachers, rising to 27% of 15–16-year-olds. It is also notable that teachers
actively engage with children of all ages, from 37% of 9–10-year-olds to 44% of
15–16-year-olds, on how to deal with upsetting experiences online. Again, somewhat
more girls than boys report having been helped by teachers.

5. Conclusions

The findings presented by the Net Children Go Mobile project show a rise
in cyberbullying compared to data revealed by EU Kids Online. EU Kids Online
found that while cyberbullying was not the most prevalent risk that young people
encounter online, it is the one that has the most severe impact [8]. Its findings
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showed that cyberbullying is a phenomenon that particularly affects teenagers,
is closely associated with more intensive Internet use, and happens mostly on
social networking sites [12]. With new data from seven of the original 25 countries,
Net Children Go Mobile shows that while overall incidence of bullying has not
increased since the EU Kids Online survey, cyberbullying is now more prevalent
than face-to-face bullying and occurs most commonly on SNS.

This shift in experiences from bullying offline to online is most noticeable for
girls and for early teenagers and is markedly a feature of increased use of mobile
media technologies such as smartphones and tablets. More research is needed into
the causes and contexts that give rise to bullying behavior. However, it is tempting
to view the “always-on” connectivity afforded by portable and personal media as
a contributory factor to increased reports of being bullied online. The question of
whether this is a direct outcome of new media devices or rather, a result of changing
ways in which children access and use the Internet requires further analysis. It is
also the case that since the original EU Kids Online survey, extensive educational
awareness campaigns have taken place, sensitizing young people to the phenomenon
and raising awareness of bullying behavior, the role of bystanders and the blurred
lines between being bullied and bullying. More generally, the Net Children Go
Mobile project has tended to view the “more opportunities, more risks” hypothesis
as a valid framework for understanding the changes associated with smartphones
and tablets, changes that lead to more pervasive Internet access and use in children’s
everyday lives [21].
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Dutch Cyberbullying Victims’ Experiences,
Perceptions, Attitudes and Motivations
Related to (Coping with) Cyberbullying:
Focus Group Interviews
Niels C.L. Jacobs, Linda Goossens, Francine Dehue, Trijntje Völlink and
Lilian Lechner

Abstract: Because of the negative effects of cyberbullying; and because of its unique
characteristics; interventions to stop cyberbullying are needed. For this purpose,
more insightful information is needed about cyberbullying victims’ (i.e., the target
group) experiences, perceptions, attitudes and motivations related to (coping with)
cyberbullying. Five schools with 66 low-educated Dutch adolescents between 12
and 15 (53% female) participated in 10 focus group interviews. Results show that
victims do not perceive all behaviors as cyberbullying and traditional bullying is
generally perceived as worse than cyberbullying. Cyberbullies are perceived as sad,
cowards and embarrassing themselves. Victims are perceived as easy targets; they
wear strange clothes, act in a provocative manner and have a bad appearance. These
perceptions often depend on context, the level of anonymity, being in a fight or not,
the person sending the message and his/her behavior. Further, victims reacted to
cyberbullying by acting nonchalant, by not actually saying anything and seeking
help from others (i.e., parents are not often asked for help because they do not want
to bother them; fear of restricted Internet privileges). It can be concluded that asking
cyberbullying victims about their experiences in an open manner, and allowing
them to discuss these experiences, likely results in new and insightful information
compared to using self-reports. In this questioning the perception of adolescents is
key to see what is perceived as cyberbullying.

Reprinted from Societies. Cite as: Jacobs, N.C.L.; Goossens, L.; Dehue, F.; Völlink, T.;
Lechner, L. Dutch Cyberbullying Victims’ Experiences, Perceptions, Attitudes and
Motivations Related to (Coping with) Cyberbullying: Focus Group Interviews.
Societies 2015, 5, 43–64.

1. Introduction

Worldwide, between 20% and 40% of adolescents are the victim of
cyberbullying [1]. In the Netherlands, this percentage lies around 20% [2], which is
similar to the worldwide prevalence. In addition, the Netherlands appears to have
the highest percentage of Internet use among children between 9 and 16 years old [3].
Since heavy Internet use is related to cyberbullying and victimization [4,5], Dutch
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children have an increased risk of being involved in cyberbullying. Cyberbullying is a
repeated aggressive and intentional act, carried out by a group or an individual, using
electronic forms of contact. This act is directed towards a victim who cannot easily
defend him or herself [6]. Cyberbullying victimization appears to be related to a
variety of negative consequences (e.g., anxiety [7], depression, emotional distress [8],
suicidality [9,10], school violence and delinquency [11]). Because of the negative
consequences, and because of the unique characteristics of cyberbullying (e.g., the
bully can stay anonymous and reach a large audience in a relatively short amount of
time [12]), some suggest that specific intervention programs are needed [13,14].

Nowadays, there are many anti-bullying websites and programs that are
intended for adolescents, their parents and teachers. However, adolescents often do
not (want to) talk to adults about their cyberbullying experiences [15–19]. Further,
the interventions that currently exist do not specifically target cyberbullying [20], are
often based on practical beliefs or commonsense approaches (i.e., without a basis in
theory or results of effectiveness [21]), are school-based anti-bullying interventions
and/or aim at changing online risk and safety behaviors [22]. Research shows that
participation in these interventions is not significantly related to change in Internet
risk attitudes or behavior and, in case of the school-based anti-bullying interventions
that were researched by Mishna et al. [22], do not affect the number of cyberbullying
experiences had by students.

Until now (i.e., to the authors knowledge), there are no specific
anti-cyberbullying programs in the Netherlands (see the database of the Netherlands
Youth Institute, www.nji.nl). A well-known program, the Finnish school-based
anti-bullying program KiVa that is also implemented in the Netherlands, appears to
be efficacious in addressing both traditional [23] and cyberbullying [24]. However,
the unique effects of KiVa on traditional and cyberbullying are conditional on age
(i.e., once students were older than approximately 12.87 years, the effect of the
treatment condition was no longer significant), and the effects on cyberbullying and
cyber victimization were modest in size [23,24]. Williford et al. [24] therefore suggest
that school-based anti-bullying interventions (e.g., KiVa) may need to incorporate
additional components that aim specifically at reducing cyberbullying.

Hence, it is important to develop effective and evidence-based anti-cyberbullying
interventions, preferably in a planned, systematic and theory-based manner [25].
These interventions should be based on thorough research and recommendations
from the literature as well as directly from the target-group, and should: (1) not only
increase victims’ awareness of possible dangers but also give advice based on what
victims need [21]; (2) increase victims’ knowledge of effective coping strategies [26];
(3) reduce both traditional and cyberbullying because they often occur together [27];
and (4) use personalized information based on unique characteristics of a person [28,29].
Because most of the cyberbullying victims attend lower educational levels (i.e.,
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secondary vocational education as opposed to higher general secondary education
and higher academic education) and are transferring to (junior) high school [30,31],
an intervention should focus on this specific aged target-group. As mentioned before,
KiVa appears to have no effects in this specific aged target-group. We therefore aim
to develop a cyberbullying-specific intervention for Dutch adolescents (12–15 years)
who start attending secondary vocational education [32].

To develop an intervention based on the above mentioned recommendations,
insight is needed into cyberbullying victims’ experiences, perceptions, attitudes
and motivations related to (coping with) cyberbullying. It is important to consider
these topics in adolescents’ own language and words [33]. Focus group interviews
could help in gaining more insightful information into what is already known, and
to add this information to the current discussion about cyberbullying. A focus
group interview is a guided discussion between people who share a number of
characteristics. It is an adequate method for obtaining information about the ideas,
feelings, attitudes and preferences of a target group. The interaction between
participants often results in “in depth” information [34,35]. Focus group interviews
are likely to enhance insight into the uniqueness of online experiences and needs of
Dutch cyberbullying victims that will help them to combat cyberbullying.

The literature already provides general information about cyberbullying victims’
experiences: they are called names, insulted, ignored, misled, hacked, and gossiped
about via e-mail and messenger services [2,15,36–39]. They receive pornographic
content (i.e., pictures, videos), (their) pictures are forwarded [40] and manipulated,
and humiliating websites are created [41]. The most common forms of cyberbullying
victimization are name calling and insulting [19] or being contacted by strangers [41].
However, it is not always clear what these experiences constitute and how they take
place. Researchers often use self-report questionnaires in which adolescents are not
able to give detailed information about their experiences and perceptions concerning
cyberbullying. In addition, these questionnaires are developed by researchers,
leading to the possibility that some bullying behaviors are overseen, wrongly
described, or that some online experiences are wrongly perceived as cyberbullying.
It is also unknown whether cyberbullying experiences found in other countries
or populations are without exceptions applicable to Dutch cyberbullying victims.
Therefore, this study sets out to find more detailed information related to research
question (RQ) 1:

(1) What kind of experiences do Dutch low-educated cyberbullying victims have
with cyberbullying victimization and perpetration, and what do they look like?

The (qualitative) literature provides some information about adolescents’
perceptions of cyberbullying. Adolescents, for example, perceive repeated, public
and anonymous cyberbullying as worse than repeated, public and anonymous
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traditional bullying [42]. Some adolescents perceive picture and video clip bullying
as worse than traditional bullying; email, instant messaging, website and chat room
bullying as comparable to traditional bullying; and phone call and text message bullying
as less severe than traditional bullying [6,39]. Some negative online behaviors are not
considered as cyberbullying but as “another way to bully just over the computer” [37]
(p. 1224) or as teasing [2], cyber-teasing or cyber-arguing [41]. Vandebosch and
van Cleemput [41] found that adolescents’ perception of cyberbullying heavily
depends on the context in which it takes place, and—in line with the definition
of cyberbullying—on the power imbalance and intention to hurt. Although
these studies provide important information about adolescents’ perceptions, this
information is not always conclusive. More information is needed (e.g., for
intervention development) that is applicable to the target group, obtained without
the use of self-developed and self-report questionnaires. RQ2 therefore is:

(2) How do Dutch low-educated cyberbullying victims perceive/consider
experiences with cyberbullying and what is perceived as worse (traditional bullying,
cyberbullying, different forms)?

Some studies suggest that a primary motivation for adolescents to cyberbully
is anonymity [14,43–46], while for others it is not [19,47]. Apparently, the feeling of
anonymity that many online activities entail may contribute to cyberbullying [48].
Other motivations to cyberbully that were found in individual interviews among
high-school students (15–19 years) are for example jealousy, rejection, revenge,
boredom, to make cyberbullies feel better about themselves, to try out new
persona, and to seek approval [47]. Additionally, adolescents mentioned the
lack of consequences and confrontation as reasons to cyberbully. Other studies
suggest avoiding retaliation or punishment [49] and boy/girlfriend break ups [50]
as motivations. Further, according to adolescents, people will become the victim of
(traditional) bullying when they have a different appearance, and a bully when they
have low self-esteem [51]. However, these sometimes inconclusive results—often
found with self-developed self-report questionnaires—are yet to be found among
Dutch victims of cyberbullying. RQ3 therefore is:

(3) Why do Dutch low-educated cyberbullying victims think people (cyber) bully
(i.e., traditional and cyberbully) each other, who becomes/is a victim and who is
a bully?

Research shows that having a positive attitude towards cyberbullying (e.g.,
cyberbullying is cool, fun, good) is associated with verbal, physical and cyberbullying
and negative bystander behavior [14]. One study even found that the attitude
towards cyberbullying was the strongest predictor (i.e., compared to subjective
norm and perceived behavioral control) of adolescents’ intention to cyberbully [52].
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Similarly, adolescents who have the tendency to think that aggression is appropriate
are more likely to be a cyberbully [53]. Self-reported cyberbullies think that their
actions are funny while cyberbully victims perceive their actions as hurtful [54], and
those who are less concerned about the possible impact of cyberbullying are more
likely to perpetrate in cyberbullying [31]. Although this information can (partly)
be used in, for example, intervention development, more information—applicable
to Dutch cyberbullying victims—is needed that is obtained without the use of
self-developed and self-report questionnaires. RQ4 therefore is:

(4) Which attitudes do Dutch low-educated cyberbullying victims have
towards cyberbullying?

Questionnaire-research provides information about adolescents’ reactions to
cyberbullying. In general, there are two types of ineffective reactions: victims
either react passively (i.e., one relinquishes the control of- and reactions to the
stressful situation to others, or one lets other areas of life to be adversely affected
by the stressful situation [55]) or aggressively (i.e., one reacts to a stressful situation
by physically/instrumentally, verbally or emotionally inflicting harm to oneself,
another person or object). Examples of passive reactions are crying [15], doing
nothing or feeling depressed/bad [56]. Examples of aggressive reactions are getting
mad/angry or retaliating [2,57,58]. When victims do not react effectively, an incident
can quickly and repeatedly reach a large audience [54,59]. There are, however,
effective reactions that are considered to be helpful (e.g., confronting the bully [15],
seeking social support [6,15,16,60,61] and blocking and deleting the bully [15,17,19]).
Although many adolescents recommend asking parents for help [15,61], there are
also adolescents who do not [4,16]. Asking teachers for help is generally not
recommended [15,38]. Asking peers for help, [15,61] however, and acting in an
assertive manner [62] are often recommended and commonly used. Again, it is
unknown whether these findings—which are often collected with self-developed
self-report questionnaires—are applicable to Dutch cyberbullying victims. RQ5
therefore is:

(5) How do Dutch low-educated cyberbullying victims cope with cyberbullying, and
how do they perceive these coping strategies?

2. Materials and Methods

2.1. Recruitment and Participants

Twenty schools were contacted via e-mail, and were asked to contribute to
the discontinuation of cyberbullying by participating in the focus group interviews.
The schools were asked to seek for cyberbullying victims (i.e., adolescents who
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(have) experience(d) cyberbullying), to provide a classroom and time to conduct the
interviews. The students were subsequently told that we wanted to talk about their
experiences with cyberbullying, and that their information could help us and other
adolescents in combating cyberbullying. In total, five schools (response rate: 25%)
located in the south of the Netherlands (provinces Limburg and Noord-Brabant)
with 66 adolescents between 12 and 15 years old, participated in 10 focus group
interviews; 53% was female. All participating students were attending the first class
of secondary vocational education.

2.2. Procedure

Before the interviews took place, schools received informed consent forms (ICs).
Students were instructed to sign the ICs, and to let their parents sign the ICs.

Each focus group consisted of six to eight (former) cyberbullying victims, with
one group of four adolescents. In all interviews, two researchers were present: one
as interviewer and discussion leader, the other taking notes and checking whether
all questions/topics were discussed. The victims were asked permission to record
the interview. We explained that no one else but the researchers had access to the
recordings, and that they would be used only for research purposes. It was also
stressed that all opinions and comments were welcome, and that there were no right
or wrong answers. Furthermore, the rules of the focus group interviews were pointed
out (e.g., respect each other’s opinion, do not talk when someone else is talking).
Four interviews were conducted as a pilot test for the intervention, two of them
focusing solely on questions from the pilot test. These two interviews were not used
in the analysis for this article.

The interviews lasted between 30 min and 1.5 h (M = 59.1 min, SD = 23.35 min),
were semi-structured, but all included questions about experiences with-, perceptions
of-, coping with- and attitudes about cyberbullying. Research indicates that a direct
approach of asking about cyberbullying experiences (e.g., “Did you experience
cyberbullying?”) often results in low prevalence figures, because adolescents do
not perceive all behaviors as cyberbullying [2,41], and because perception of
cyberbullying appears to depend on context [54]. Because perceptions and contexts
often differ between persons, we used an indirect approach (e.g., “Which of the
following behaviors did you experience?”), in which we did not provide the
adolescents with a definition of cyberbullying. This approach allowed us to ask
follow-up questions about perceptions and contexts, and enables the adolescents to
adjust their answers based on others’ opinions.

The questions were printed out on paper prior to the interviews, to facilitate the
interviewer and assistant in checking whether all topics were asked, and to allow for
similarity in the main questions in each group. To ensure and stimulate discussion
about cyberbullying, mostly open-ended questions were used. The main topics and
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example questions of the interviews are summarized in Table 1. When all questions
were exhaustively answered the victims were thanked for their cooperation, and
received some drinks and sweets.

Table 1. Interview schedule with predefined themes.

Theme Example Questions

Experiencing cyberbullying
Which of the following cyberbullying events did you experience?
What kind of cyberbullying event did you experience?
What are the consequences of cyberbullying?

Performing cyberbullying
Which of the following cyberbullying events did you perform?
Who cyberbullied someone else? What did you do?
Why did you cyberbully someone else?

Perception of cyberbullying
How do you perceive cyberbullying?
Did you perceive this behavior as cyberbullying? Why?
What do you perceive as worse? Traditional or cyberbullying? Why?

Attitude about cyberbullying
What do you think about cyberbullying?
What is worse? Traditional or cyberbullying?
What is the worst thing about cyberbullying?

Motives for cyberbullying
Why do (you think) people cyberbully each other?
Which characteristics does a victim of cyberbullying have?
Which characteristics does a cyberbully have?

Coping with cyberbullying

How do you react to cyberbullying?
How did your cyberbully react to your reaction?
What are other possible reactions towards cyberbullying?
Which reactions do you think are effective in stopping cyberbullying? Why?
Do you talk about experiences with cyberbullying? With whom? Why (not)?

2.3. Data Analysis

All interviews were recorded and transcribed by the first and second author.
In order to become familiar with the data, these two researchers read the transcripts
repeatedly. Based on this process, and based on the questions asked in the interviews,
a coding scheme was developed with main themes and subthemes (see first and
second columns of Tables 3–8), using a data-driven thematic approach [63] in which
we sought to find insightful information related to the research questions.

Victims talked about traditional bullying as well. Therefore, additional codes
for traditional bullying were developed. Moreover, it was not always evident
whether victims were talking about traditional or cyberbullying, in which case
we refer to (cyber)bullying (i.e., traditional and cyberbullying). The transcripts
were subsequently analyzed independently by the first and second author using
Qualicoder (www.qualicoder.com). Disagreement in coding was discussed. When
no consensus could be reached, the third author was asked for her opinion until
consensus was reached. During this process, the coding scheme was adjusted if
necessary (i.e., adding more elaborate definitions of categories and codes, adding
additional codes). In Table 2, an overview of the (dis)agreements between coders can
be found.
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Table 2. Agreement and disagreement between coders.

Focus
group

Coder 1 Coder 2

Agreement
Fragments
without

Consensus
Number of
fragments

coded

Disagreement
with coder 2

Number of
fragments

coded

Disagreement
with coder 1

Interview 1 197 74 (37,56%) 224 101 (45,09%) 123 19
Interview 2 88 20 (22,72%) 89 21 (23,60%) 68 0
Interview 3 220 31 (14,09%) 226 37 (16,37%) 189 0
Interview 4 128 19 (14,84%) 134 25 (18,66%) 109 0
Interview 5 24 6 (25%) 27 11 (40,74%) 18 0
Interview 6 41 5 (12,20%) 45 9 (20%) 36 0
Interview 7 4 0 (0%) 4 0 (0%) 4 0
Interview 8 18 1 (5,56%) 19 3 (15,79%) 17 0

2.4. Ethics Approval

The Ethical Commission of the psychology department of the Open University
in the Netherlands judged the focus group interviews as non-medical research and
concluded that the victims were not “subjected to procedures or required to follow
certain rules of behavior” [64]. Therefore, ethical approval of the Regional Medical
Ethics committee in the Netherlands was not necessary.

3. Results

First, experiences (i.e., victimization and perpetration) with cyberbullying
and traditional bullying will be discussed (3.1). Next, victims’ perceptions of
(cyber)bullying (i.e., what is (not) seen as (cyber)bullying and characteristics of
victims and bullies) is discussed (3.2), followed by motivations to cyberbully (3.3),
attitudes (3.4), and coping strategies used in response to cyberbullying (3.5)).
Although we did not set out to find information about consequences, victims talked
about consequences (3.6). Each topic (1–5) has a table with (additional) examples (i.e.,
Tables 3–9).

3.1. Experiences with Victimization and Perpetration in (Cyber)bullying

3.1.1. What Kind of Experiences do Dutch Low-Educated Cyberbullying Victims
Have with Cyberbullying Victimization in Cyberbullying, and What do
They Look Like?

Victims indicated having experienced 16 different forms (see Table 3 “subthemes”)
of cyberbullying victimization. The most common forms of cyberbullying
victimization in several groups were being called names and being ridiculed.
Being ignored by someone else and being threatened also occurred quite often,
however, more among boys than girls. In four groups, victims experienced that
someone—known (e.g., brother) or unknown to them—pretended to be someone
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else (i.e., impersonation), which made it possible to bully anonymously. In three
groups, victims experienced that others lied to them. In five groups, some victims
received anonymous e-mails or phone-calls. Less common forms of cyberbullying
victimization were, for example, one’s picture being placed upon a voting website
(two groups), receiving mail bombs (one group), being misled by someone else (one
group), breaking into the computer (one group), receiving pornographic content
(two groups), and being deleted by someone (one group).

Table 3. Main themes, subthemes and examples for experiences with traditional
and cyberbullying.

Final Themes Subthemes Examples

Experiences with
cyberbullying

Being called names
Boy: “On the Internet I was playing around on
Facebook, and this girl from my old school
started calling me names . . . ”

Being ignored Girl: “ . . . I was in a fight with someone, I
think, and then they ignored me.”

Being deleted Girl: “ . . . she deleted me, now she isn’t
talking to me anymore, thank god!”

Being gossiped about No examples, only raised hands

Being threatened
Boy: “Once, I received a text message which
stated that someone would enter my room
around midnight. However, it didn’t happen.”

Being mislead No examples, only raised hands

Being lied to Girl: “Yeah, they just lied to me.”

Impersonation
Boy: “And from someone else, I don’t know
exactly who it was, but he sent me messages
with four-letter words.”

Being placed upon
a voting website No examples, only raised hands

Being threatened
Girl: “ . . . I got in a fight with a girl via Hyves*
and she was calling me names and said:
‘When I see you, I’ll hit you in the face’.”

Uploading
unwanted pictures

Girl: “They posted a picture of me on Hyves*
while I was sleeping.”

Breaking in
Boy: “Nothing happened to my computer, but
now and again someone took over the control
over my mouse.”

Changing passwords
Girl: “On my MSN messenger, I don’t know
who it was. I wanted to log in but it didn’t
work anymore.”
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Table 3. Cont.

Final Themes Subthemes Examples

Experiences with
traditional
bullying

Receiving mail bombs
Boy: “Yesterday I checked my Inbox and then
there were 493 unread messages about stuff
you can buy.”

Receiving pornographic
materials

Boy: “Once I went to Hyves* and someone
added me and started sending me
nasty pictures.”

Receiving anonymous
e-mails/phone-calls

Boy: “The past few weeks someone was
calling me and then my phone displays
‘Blocked number’. The caller has a thing,
a strange voice. And then I think I know
who it is, but then he isn’t.”

Being called names Girl: “They call everybody hooker and
bitch and so on.”

Being beaten up/
physical bullying

Boy: “Continuously calling me names,
pushing me, stuff like that. They tried to
throw me on the floor, stuff like that. Eight
kids standing around me.”

Being threatened Girl: “In this class, some girls came
to my house.”

Being excluded
Girl: “They started making noises I didn’t like
and started gossiping about me and counting
me out. I really didn’t like that.”

* Hyves was (until December 2013) a Dutch social networking site.

Inevitably, victims also talked about traditional bullying victimization. Victims
from six groups indicated being bullied in a non-specified way. In the same six
groups, victims were physically bullied (e.g., kicking, hitting, pushing), and in five
groups they were called names. Other, less occurring traditional forms of bullying
victimization were being threatened, being excluded and being gossiped about.

3.1.2. What Kind of Experiences do Dutch Low-Educated Cyberbullying Victims
Have with Cyberbullying Perpetration, and What do They Look Like?

Victims mentioned performing nine specific forms of (cyber)bullying (i.e., it was
not always apparent whether they were talking about traditional or cyberbullying,
some behaviors occur in both forms of bullying). For instance, in one group, all girls
have ridiculed or called someone names. In another group, a girl said: “sometimes
as a joke.”. In a third group, a common form of perpetrating in traditional bullying
was insulting someone. In the same group, some girls also gossiped about someone.
Victims from three groups ignored someone once or twice. Almost all victims from
one group also lied to someone. Other, less occurring perpetrations of cyberbullying
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were threatening someone, changing passwords and uploading unwanted pictures.
Additionally, two boys impersonated themselves.

3.2. How do Dutch Low-Educated Cyberbullying Victims Perceive/Consider Experiences
with Cyberbullying and What is Perceived as Worse?

In five groups, victims mostly talked about what was (not) seen as
(cyber)bullying. There was no agreement on, for example, receiving a mail bomb and
calling names, since a girl said: “Some people think the word ‘loser’ is calling names.
However, when I call —-1 a loser, she won’t get angry. Right this morning I called
her loser. I don’t think that’s bullying.”. However, another girl said: “It depends,
when you’re in a fight you call each other names and offend each other as well, that
doesn’t mean that it’s bullying. However, when they always do that, and with more
people, then I think it is.”. Similarly, there was no agreement on threatening. One
girl said: “With threatening, people try to scare you and with bullying this isn’t the
case. Therefore I think it isn’t bullying.” and another girl said “ . . . when you say
‘Watch out, tonight at eight o clock I will be standing in front of your house’, then
I think this is pretty bad.”. Some even consider threatening as being worse than
(cyber)bullying. In addition, on being offended no agreement was found. There was
agreement on talking negative about family, which victims from different groups
always considered as cyberbullying, and lying, which victims do not considered as
cyberbullying, even when it is done repeatedly or by an unknown person.

Whether something was seen as (cyber)bullying depended on: (1) the context:
for example, repetitiveness, anonymity and the person sending the message were
mentioned; (2) the content of the message or photo; and (3) whether the person was
willing to delete it (e.g., boys and girls: “It depends on what kind of picture it is and
who posted the picture. It also depends on whether that person deletes the picture
immediately when you ask for it.”).

3.3. Why do Dutch Low-Educated Cyberbullying Victims Think People (Cyber)Bully Each
Other, Who Becomes/Is a Victim and Who is a Bully?

Victims mentioned several possible reasons why others are (cyber)bullied; for
example, clothing, having a bad appearance, and being an (easy) target (e.g., girl:
“People sent out a certain message or ask for it.”). In two groups, victims mentioned
that others bully because they are in a bad mood, they want to be popular, they want
to feel better about themselves, they are jealous or they act out on someone. Some
said that bullies are insecure, while others said they are not. In one group, all victims
agreed that everybody can be a bully.

1 —- = anonymized name.
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Table 4. Main themes, subthemes and examples for cyberbullying perpetration.

Final Themes Subthemes Examples

Performing
cyberbullying

Calling names/ridiculing Girl: “Calling names and ignoring, and ridiculing
and stuff . . . ”

Changing passwords Girl: “On my brother’s phone, just as a joke.”

Gossiping Girl: “For example gossiping, or directly to the
person, just like —-.”

Ignoring No examples, only raised hands

Insulting someone

Boy: “And, I don’t know how I said it, but I think I
said ‘It doesn’t smell so nice over here’ while I was
standing next to him. Well, like ‘It smells over here’.
It wasn’t really nice.”

Lying to someone No examples, only raised hands

Misleading/impersonation

Boy: “A friend of mine received a text message, and
then I send a message to the sender pretending to be
my brother. I told him I was 17 and that I would get
to him. He then stopped texting.”

Threatening Boy: “ . . . with a friend, we anonymously send a
mail mentioning ‘if you don’t stop you’ll die’.”

Uploading unwanted
pictures

Girl: “Once I was in a bad fight with a girl, and then
I Photo shopped her head on Lolo Ferrari and
posted the picture on Hyves*, and stuff like that.”

* Hyves was (until December 2013) a Dutch social networking site. —- Anonymized name.

Table 5. Main themes, subthemes and examples for perceptions of (cyber)bullying.

Final Themes Subthemes Examples

Perception of
(cyber)bullying

Characteristics of a victim

Boy: “ . . . they’re insecure, but they also often
walk alone. And that’s an appearance like, I
am just saying, I don’t have any friends and
thus I’m kind of bait.”

Characteristics of a bully

Girl: “Yes everybody can be a bully. Whether
it’s someone who’s very small with glasses
and whatever, or someone who’s very tall and
who looks like a bully . . . ”)

Seen as (cyber)bullying

Boy: “When you just had a fight, and when
someone isn’t talking back to you on Hyves*. I
think this is cyberbullying because you try to
make it up and that person perhaps doesn’t
even see your attempts, he just clicks your
message away.”

Not seen as (cyber)bullying Girl: “Sometimes I think calling names isn’t
bullying, sometimes you do that as friends...”

* Hyves was (until December 2013) a Dutch social networking site.
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Table 6. Main themes, subthemes and examples for motivations for (cyber)bullying.

Final Themes Subthemes Examples

Motivations to bully/
being bullied

Cyberbullying victims
Girl: “So provoking others
and being lonely, then you’re
being an easy target.”

Cyberbullying bullies Girl: “A bully is insecure at
the moment, I think.”

3.4. Which Attitudes do Dutch Low-Educated Cyberbullying Victims have
towards Cyberbullying?

When talking about being (cyber)bullied, a lot of negative attitudes were given
(e.g., boy: “No, once I got bullied really bad, and now I know how it feels. It
really isn’t funny.”) In several groups, victims considered both traditional and
cyberbullying as cowardly. Other opinions about cyberbullies were given in response
to someone talking about being cyberbullied (e.g., boy: “Then you’re a really sad
person.”; and boy: “ . . . I think they embarrass themselves.”). In response to the
question whether cyberbullying is worse than traditional bullying, a girl answered:
“Yes, I think it is.”. Others thought that traditional bullying was worse. Additionally,
when talking about performing bullying, a girl mentioned: “I don’t do that. When I
don’t like it myself, I’ll not do it to others.”.

Table 7. Main themes, subthemes and examples of attitudes about (cyber)bullying.

Final Themes Subthemes Examples

Attitudes

Cyberbullying

Girl: “I think it’s cowardly when
you don’t have the balls to say
something to me in real life, like
‘you’re a hooker’. When someone
says that to me via the Internet,
than he’s a coward.”

Specific forms of
(cyber)bullying

Girl: “When the four-letter words
aren’t that bad I don’t mind
that much.”

Cyberbullying compared
to traditional bullying

Boy: “When they kick you or hit
you offline, then I think it’s worse
than online.”
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3.5. How do Dutch Low-Educated Cyberbullying Victims Cope with Cyberbullying, and
How do They Perceive These Coping Strategies?

3.5.1. Aggressive Coping

A wide variety of aggressive coping responses were given. In some groups,
some of the victims got angry after being cyberbullied. However, the most often used
and discussed aggressive coping strategy was retaliation, which was mentioned in
four groups (e.g., girl: “ . . . when someone does that (i.e., offending or calling names)
to me, yeah then I have the tendency to do the same.”). The most used strategies
in response to traditional bullying were fighting back (i.e., getting physical), and
retaliating (i.e., calling names), which were mentioned in four groups. Many victims
also got angry in response to traditional bullying. Only one girl mentioned that she
once agreed to meet for a fight.

3.5.2. Passive Coping

In seven groups, the most often discussed passive coping strategy was doing
nothing or ignoring the cyberbullying. Another way of doing nothing that was
mentioned was sending the word “OK”, as was described by a girl: “One reaction
that works really well is sending an ‘O’ and a ‘K’. ‘OK’ means okay, nobody likes
that. Like you aren’t responding.”. Later on she told us: “Yes it’s just on Twitter,
when someone calls me a hooker, then I just say ‘OK’.”. Another passive coping
strategy that was often mentioned in four groups was acting nonchalant or thinking
“I don’t care”. A third, less often used passive coping strategy was thinking positive
or putting things in perspective, which was mentioned in three groups.

3.5.3. Active Coping

Victims mentioned several strategies that can be considered as active coping.
For example, in four groups, blocking and deleting was mentioned. Other frequently
used strategies (i.e., mentioned in five groups) were standing up for oneself, and
sometimes the adolescents stood up for someone else. Additionally, victims also
mentioned talking about the event. One girl mentioned that seeming self-assured
is a good strategy to use, and a boy mentioned: “You could save it in your history,
then it will be mentioned in history and then your parents and police will be able to
read it.”.

3.5.4. Seeking Support Coping

A lot of victims considered seeking social support as a good strategy to use.
They mentioned support in general, but also specified their source of support (e.g.,
parents, teachers, siblings/family, friends). When talking about parents as a source
of support, there was a lot of ambiguity. On the one hand, victims told us that they
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went to their parents and received effective help (e.g., boy: “Then my mother found
out and went to my school. Since then they never bullied me again and I don’t
suffer from it anymore.”) or did not receive help. On the other hand, some victims
mentioned that they did not want to bother their parents (e.g., boy: “No, but I’ll not
tell my parents. It would only be bad for them, because they’ll stress out and stuff.
While that’s not necessary at all, I think.”) or that their help would be irritating (e.g.,
girl: “When you tell your parents they’ll react like a parent. That’s really annoying!”).

Table 8. Main themes, subthemes and examples of coping with cyberbullying.

Final Themes Subthemes Examples

Aggressive coping
Getting angry online

Girl: “It doesn’t make me sad, I just
get really angry when people do
stuff like that . . . ”

Retaliating/calling
names online

Boy: “When someone does that to
me, I do it back, to be honest.”

Agreeing to meet
for a fight offline

Girl: “Very stupid, but then we
waylaid for her. We did not really
waylaid for her but agreed to
waylay, this sounds really stupid,
however different things
happened.”

Fighting back/getting
physical offline

Boy: “Only then he kept doing it.
Okay, I wasn’t supposed to do that,
but I grabbed him in his neck, well
not lifting him up, and I pushed him
with his head against the door. And
then I just reacted really angry.
Anger attack. Because I warned him,
but he kept doing it and kept
provoking me.”

Getting angry offline

Girl: “Getting angry. Then I start
yelling, hitting and I grab the
nearest painful object and throw it
at their heads.”

Retaliating/calling
names offline

Boy: “When they call me names,
then I do it back three times worse.”
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Table 8. Cont.

Final Themes Subthemes Examples

Active coping

Blocking and deleting

Boy: “Once I was on Hyves* and
someone added me and started
sending me nasty pictures. Then I
told my mom. After that, I
immediately deleted and
blocked him.”

Seem self-assured

Girl: “Loosen up a little bit in class
and try to not look insecure. People
will respect you more and they’ll
stop bullying you eventually. That’s
how it went with me.”

Standing up for oneself
Boy: “Yeah I once said ‘What you’re
saying to me, you wouldn’t like it
when I said that to you . . . ”

Standing up for
someone else

Girl: “Then I completely freaked out
on him and told him ‘Go and cry to
your mommy’. Because I don’t
stand it when they do something
like that to my friends. I was
really angry!”

Talking about it

Girl: “After a time you just try to
talk, because then you both will be
more calm and will be able to talk
about it. However, it depends on
what the person said.”

Passive coping

Doing
nothing/ignoring

(the message)

Boy: “Someone, I don’t know who,
called me names on Twitter and
then I just let it happen, I didn’t
know him so I didn’t reacted to it.”

Nonchalance/
I do not care

Girl: “When they call me for
example a hooker via the Internet,
then I just let that happen. I don’t
care. I just know that I am not.”

Quitting school
Girl: “ . . . when it happened at my
old school, I just thought ‘I’ll go to
another school’ . . . ”

Putting things in
perspective/

positive thinking

Boy: “When they call me names,
I always think ‘ Yeah, you can call
me names, but the only thing you do
is making yourself look smaller and
you make a fool out of yourself.”
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Table 8. Cont.

Final Themes Subthemes Examples

Seeking support coping

Friends Girl: “Most of my friends help me
pretty good.”

Parents

Boy: “I just go to my mom, then I
tell my mom and dad what’s going
on and they tell me what
I should do.”

Teachers Girl: “I went to talk to my mentor.”

Siblings/family

Girl: “Once my sister came to this
school, they did not dare to bully
me anymore. I wouldn’t tell her, but
when she hears I’m in trouble, she
immediately comes and helps me.”

Not seeking
support/loneliness

Girl: “Most of the time I don’t talk
about it to no one, really no one.
And I keep it to myself.”

* Hyves was (until December 2013) a Dutch social networking site.

When asked who turns to their friends for help, a boy mentioned: “Yes, I think
that everybody does that.”. Otherwise, mostly girls mentioned that they turned to
their friends for help. Teachers were mentioned in six groups, however, talking to
teachers was not always perceived as useful (e.g., boy: “Occasionally, I went to a
teacher, however they hardly did something about it. They only said ‘We’ll keep
an eye out’ and even that they didn’t do.”). Other sources of support are siblings
(i.e., brothers and sisters) or family (i.e., aunts, nephews). Some victims did not seek
help. When asked whether they turn to someone for help a girl said: “No, I think it’s
my own problem, I can solve it myself.”.

3.6. Consequences

Although we did not set out to find information concerning consequences, there
were two types of consequences mentioned by the victims. The first type are the
consequences of (cyber)bullying victimization. Several victims from different groups
mentioned feeling depressed, bad and angry. Some said that the consequences of
experiencing (cyber)bullying could last a lifetime (e.g., boy: “Most of the bullies
forget the event, but victims experience the consequences for the rest of their lives.”).

The second type were consequences of certain coping strategies in response to
cyberbullying. Consequences of getting angry were, for example, fights or the bully
going offline. For some, getting angry helped, for others it did not. Additionally,
a boy mentioned that ignoring and positive thinking helped. Active coping and
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seeking support often resulted in the discontinuation of cyberbullying (e.g., girl:
“I just say to them: ‘If you want to call me names, come and find me and say it to my
face.’ Then they stop saying things to me.” or boy: “On the Internet I was just playing
around on Facebook and then there was a girl who attended my previous school,
and she started calling me names and then I then blocked her and didn’t accept her
on my profile.”). After that, the bullying stopped. However, in some cases acting
active/effectively did not help (e.g., boy: “Yeah I once said ‘What you’re saying to
me, you wouldn’t like it when I said that to you’, however it didn’t help.”).

Table 9. Main themes, subthemes and examples of consequences of (coping with)
(cyber)bullying victimization.

Final Themes Subthemes Examples

Consequences

Victimization Girl: “A really bad feeling...”

Coping

Boy: “I became more angry and
angry, so eventually there was a big
fight, however since then they don’t
do anything anymore.”

4. Discussion & Conclusions

In this study, we aimed to find relevant insightful information into Dutch
cyberbullying victims’ experiences, perceptions, attitudes and motivations related to
(coping with) cyberbullying. We expected that focus group interviews would enable
us to get this information. Indeed, this study found new and insightful information
that, for example, can be used in intervention development. Before discussing the
results, however, a notable finding was made: a lot of victims spontaneously talked
about experiences with traditional bullying as well (i.e., physical bullying, being
called names, being threatened, and being excluded). This finding can be explained
by the large overlap between involvement in traditional and cyberbullying [4,65]:
about 40% of the adolescents who had experienced online harassment did also
experienced traditional bullying [66]. Subsequently, cyberbullying is seen as another
form of bullying [39,43]. This suggests that interventions should focus on both forms
of bullying [27].

In answering RQ1 (i.e., What kind of experiences do Dutch low-educated
cyberbullying victims have with cyberbullying victimization and perpetration,
and what do they look like?), all participants were victimized but many also
perpetrated in cyberbullying (often in response to someone else bullying them).
Indeed, the literature shows correlations between victimization and perpetration of
cyberbullying [67]. Similar to Juvonen and Gross [19], this study found that being
called names and being ridiculed (i.e., insulted) were the most often mentioned
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victimization behaviors. Besides confirming earlier findings, this study also found
new cyberbullying victimization (e.g., being posted upon a voting website, breaking
into the computer) and perpetration behaviors (e.g., lying to someone else, changing
passwords). It seems that when asking victims about their experiences in an open
manner, and allowing them to discuss these experiences, more information is found
compared to using self-report questionnaires. Additionally, victims automatically
talked about possible consequences (e.g., feeling depressed, bad, angry) of being
victimized online. Furthermore, although some research mentions that boys are more
often the perpetrators of cyberbullying [2,68], a prominent finding of the present
study is that mostly girls perpetrated in the above mentioned behaviors. A possible
explanation could be that cyberbullying is in some respects like indirect bullying, in
which girls are more often involved [6].

Several studies (e.g., [69,70]) recommend that one should explicitly ask
participants about their involvement in specific negative behaviors. In relation
to RQ2 (i.e., How do Dutch low-educated cyberbullying victims perceive/consider
experiences with cyberbullying and what is perceived as worse?), this study found
that victims do not perceive all specific negative behaviors as cyberbullying (i.e., being
lied to online, calling names) and thus this approach could give a distorted picture.
Apparently, calling names is considered as “normal” communication (i.e., even
friends call each other names). Victims do not agree with each other on perceiving
certain behaviors as cyberbullying (e.g., calling names/being offended, receiving
mail bombs, threatening). Victims did perceive—and agreed on—talking negatively
about family as cyberbullying. Additionally, being deleted by someone was not
completely perceived as negative (i.e., adolescent experienced relief) as was found
in [42]. Although some victims perceived cyberbullying as worse than traditional
bullying (as was found in [42]), most agreed on traditional bullying being worse
than cyberbullying: offline, a message cannot be deleted or ignored, and people can
physically hurt you. Furthermore, considering something as cyberbullying in this
study indeed depends on the context [4,41] and the level of anonymity [48]. A new
finding is that it depends whether the persons involved are in a fight (or not) and on
the behavior of the person sending the message (e.g., willing to delete it).

Regarding RQ3 (i.e., Why do Dutch low-educated cyberbullying victims think
people (cyber)bully each other, who becomes/is a victim and who is a bully?) this
study found motivations to cyberbully reported in previous studies (e.g., jealousy,
boredom, to redirect feelings, to feel better, to seek approval, confrontation).
Although victims indicated being an occasional victim or bully of cyberbullying,
they mostly mentioned motivations why others are being cyberbullied or why others
cyberbully, not motivations why they got bullied or why they bully. When talking
about motivations, the perspective changes from talking about personal experiences
(RQ1) to talking about what others experienced (RQ3). Apparently, victims do not
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see themselves as cyberbullying victims, but rather as adolescents who once or twice
experienced cyberbullying. Similarly, they do not see themselves as cyberbullies
but rather as adolescents who occasionally tease someone else, and therefore cannot
be called bullies. These findings suggest that the repeated nature, as mentioned in
Smith’s et al. [6] definition of cyberbullying, really is important in the perception of
cyberbullying: single or occasional events are not often perceived as cyberbullying.
Future studies should look into which frequency of cyberbullying determines
when and if an adolescent perceives something as cyberbullying. In addition, as
discussed before, some behaviors are not seen as cyberbullying (e.g., gossiping,
calling each other names while being friends), and perception depends on the
context and/or being in a fight. In case of these behaviors—contexts and being
in a fight—apparently adolescents do not always see themselves as cyberbully or
cyberbullying victim. Nevertheless, according to the majority of the participants
of this study, everybody can be a cyberbully, and cyberbullies are often insecure.
Further, victims mentioned that one’s appearance (e.g., easy targets, wear strange
clothes, provoke and have a bad appearance) determines becoming a (cyber)bullying
victim, which was previously found in traditional bullying [51]. Unfortunately, it
was not always clear whether the victims were talking about cyberbullying or only
about traditional bullying.

In relation to RQ4 (i.e., Which attitudes do Dutch low-educated cyberbullying
victims have towards cyberbullying?), victims provided several negative attitudes
(e.g., someone who perpetrates in cyberbullying is sad, a coward and embarrasses
him/herself). However, some of these victims also perpetrated (once or
twice) in (cyber)bullying, suggesting that having a negative attitude towards
(cyber)bullying does not mean that one will not (cyber)bully themselves. A possible
explanation—found in response to asking victims about motivations—could be that
victims do not perceive themselves as (cyber)bully when they, for example, retaliate
or bully occasionally (i.e., once or twice). Further, and new to the literature, some
victims disapproved of perpetrating cyberbullying behavior because of reciprocal
reasons (e.g., “When I don’t like it myself, I’ll not do it to others.”).

In exploring RQ5 (i.e., How do Dutch low-educated cyberbullying victims cope
with cyberbullying, and how do they perceive these strategies?), this study found
aggressive, passive as well as active/effective strategies. The most often mentioned
aggressive strategies that were also found in the literature were getting angry [58]
—which often resulted in the bully going offline, the message being changed or
deleted by the bully, or in a fight—and retaliating [2,71]. The most often mentioned
passive strategy that was also found in the literature was doing nothing or ignoring
the bully [2], which appeared to be a successful strategy. New to the literature were
acting nonchalant and reacting by not actually saying anything (e.g., sending “OK”
as a response), which was perceived as helpful.
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The most often used active/effective strategies that were also previously found
in the literature were blocking and deleting [15,17,19], confronting the bully or
standing up for oneself [15], and seeking parents’, teachers’, siblings/family’s
and friends’ support [6,15,16,60,61]. In general, these strategies are effective
in discontinuing bullying, although some adolescents also experienced that the
cyberbullying continued. Additionally, victims also stood up for someone else.
Further, victims either mentioned talking to adults and receiving effective help (e.g.,
comfort, parents intervening) or mentioned not wanting to talk to adults because
they (as found in the literature): (1) do not want to bother their parents [16]; (2) have
the feeling that adults would not be able to help them [72]; (3) have the perception
that their friends are more tech-savvy [15]; (4) have experienced that teachers would
not react [16]; (5) have the feeling that parents were able to restrict or deny their
access to the internet, which could isolate them from their friends and peers [4];
and (6) wanted to solve the problem themselves. Moreover, adolescents mentioned
a preference of turning to their friends and other family members (e.g., siblings,
nieces/nephews) for support [72].

This study has several strengths and limitations. This study seemed to
result into more insightful information than when using a quantitative design.
Subsequently, this led to some findings that are not previously reported in the
literature. However, this study did not compare qualitative with quantitative
designs but merely compared qualitative with quantitative results, suggesting
that we cannot conclude that qualitative designs result in more information than
quantitative designs. Furthermore, this study is one of the first qualitative studies
that included adolescents that had just started to attend lower secondary vocational
education. A limitation of this study, on the other hand, is the voluntary cooperation
of participants. This may bias the results in that the opinions of victims who do
not want/dare to talk about their experiences are overseen. Another limitation is
the fact that there were no “pure cyberbullies” included in this study, which may
have led to one-sided views. Future research should focus on the views of “pure
cyberbullies”, because this information might be helpful in reducing cyberbullying as
well. Additionally, in this study we did not ask specifically who perceived themselves
as a bully or as a victim, and when one perceived themselves as a bully or victim,
which may have led to less interpretable results. Future research should also consider
these self-perceptions.

In conclusion, the focus group method seems to be promising in finding
unstudied concepts related to cyberbullying. It appears that victims perceive
traditional and cyberbullying to be related, suggesting that interventions should
focus on both forms of bullying. Furthermore, an indirect approach of asking about
experiences (e.g., Which of the following behaviors did you experience?) could
result in an overestimation of prevalence figures, because victims do not perceive
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all behaviors as cyberbullying. A direct approach (e.g., How many times were you
cyberbullied?) could result in an underestimation of prevalence figure. Therefore,
victims should be asked whether they perceive certain behaviors as (cyber)bullying,
and they should be given a clear definition of cyberbullying, in addition to asking
them indirectly about cyberbullying. Further, both boys and girls are victims and
perpetrators of cyberbullying, suggesting that interventions should offer a wide
variety of information to both boys and girls. Furthermore, an intervention should not
communicate that it focuses on victims of cyberbullying, because a lot of adolescents
do not perceive themselves as victims. It appears that the focus group method results
in at least the same findings as questionnaire research; however, this study also found
some new and unstudied concepts. These results can be used in the development of
effective interventions with a primary focus on cyberbullying. However, since a lot
of overlap exists between traditional and cyberbullying, as suggested by this study,
these interventions can have a secondary focus and effect on traditional bullying as
well. These results can also directly provide content for a program in a language that
members of the target group speak and understand.
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The Development of a Self-Report
Questionnaire on Coping with
Cyberbullying: The Cyberbullying
Coping Questionnaire
Niels C.L. Jacobs, Trijntje Völlink, Francine Dehue and Lilian Lechner

Abstract: The negative effects and the continuation of cyberbullying seem to
depend on the coping strategies the victims use. To assess their coping strategies,
self-report questionnaires (SRQs) are used. However, these SRQs are often subject
to several shortcomings: the (single and topological) categorizations used in
SRQs do not always adequately differentiate among various coping responses,
in addition the strategies of general SRQs fail to accurately measure coping with
cyberbullying. This study is therefore aimed to develop a SRQ that specifically
measures coping with cyberbullying (i.e., Cyberbullying Coping Questionnaire;
CCQ) and to discover whether other, not single and topological, categorizations of
coping strategies can be found. Based on previous SRQs used in the (cyber)bullying
(i.e., traditional and cyberbullying) literature (i.e., 49 studies were found with
three different SRQs measuring coping with traditional bullying, cyberbullying
or (cyber)bullying) items and categorizations were selected, compared and merged
into a new questionnaire. In compliance with recommendations from the classical
test-theory, a principal component analysis and a confirmatory factor analysis were
done, and a final model was constructed. Seventeen items loaded onto four different
coping categorizations: mental-, passive-, social-, and confrontational-coping. The
CCQ appeared to have good internal consistency, acceptable test-retest reliability,
good discriminant validity and the development of the CCQ fulfilled many of the
recommendations from classical test-theory. The CCQ omits working in single
and topological categorizations and measures cognitive, behavioral, approach and
avoidance strategies.

Reprinted from Societies. Cite as: Jacobs, N.C.L.; Völlink, T.; Dehue, F.; Lechner, L.
The Development of a Self-Report Questionnaire on Coping with Cyberbullying: The
Cyberbullying Coping Questionnaire. Societies 2015, 5, 460–491.

1. Introduction

Coping has two widely recognized major functions both of which are often
represented in stressful encounters: emotion regulation and problem solving. By
employing cognitive and behavioral strategies, an individual either reduces, masters
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or tolerates the internal and external demands that are the consequence of stressful
events. According to the transactional model of stress and coping, the choice
of these strategies is influenced by appraisals. These are evaluations of how
important a situation is to one’s well-being and how able one is to cope with,
or change the situation [1,2]. Several categories of coping have been suggested,
such as problem-focused-, emotion-focused-, passive-, aggressive-, distancing-, or
avoidance-coping [3]. In the case of cyberbullying, it appears that the negative
consequences are influenced by the use of ineffective coping strategies [4], and the
use of ineffective coping appears to keep the online and offline bullying going [5–12].
Worldwide, a lot of adolescents are the victims of cyberbullying [13], and as a result
they suffer from a range of negative consequences such as anxiety [14], depression,
emotional distress [15,16], suicidality [17,18], school violence and delinquency [19].
For the most part they are also related to traditional bullying [20,21], and, especially,
the combination of traditional and cyberbullying (i.e., (cyber)bullying) seems to result
in the most mental health and social problems compared to being bullied “only” in
one way [22,23]. Hence, insight into (adequate) coping seems highly relevant in the
field of cyberbullying.

To assess coping strategies of cyberbullying (and traditional) victims, researchers
often use self-report questionnaires (SRQs) in which they ask victims to describe,
aggregate or report their coping responses to a general stressor. In general, the use
of SRQs has many advantages: it is a low-cost way of conducting research on a
large scale, it is the most direct way to assess the construct of coping, it has high(er)
apparent validity, and is less time-consuming than conducting interviews [24,25].
However, the current existing SRQs are also subject to several disadvantages.
Firstly, in general, researchers agree that coping strategies (i.e., items) cluster into
primary coping categories, and that these categories contain either cognitive- versus
behavioral-, avoid- versus approach- or problem-focused versus emotion-focused
strategies [3,26]. Unfortunately, these single (i.e., problem- versus emotion-focused)
and topological (e.g., active versus passive, cognitive versus behavioral, avoid versus
approach) categorizations are not optimal categories because coping is likely to serve
many functions and is multidimensional [3,27]. For example, avoidance strategies
can be both problem-focused and emotion-focused [26], and the coping strategy
“justification” is neither an approach nor avoidant style of coping [28]. Hence,
there still appears to be a gap between the acknowledged need of researchers
to be able to identify categorizations of coping behavior and the development
of measures that can distinguish these categorizations. In addition, the lack
of consensus about core categories hinder comparing and cumulating results
from different studies [3]. For example, some researchers suggest that coping
categories should be changed into a more fine-grained distinction of hierarchical
arranged coping strategies with the higher order categories proximity seeking,
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mastery and accommodation (e.g., [3,29,30]), while other researchers keep using
single or topological categorizations (e.g., problem-focused versus emotion-focused
coping [4,31]).

Secondly, the vast majority of SRQs are not designed to specifically assess coping
with cyberbullying, but are designed to assess coping with stressful events in general.
This general coping approach lacks the specificity of coping in bullying situations,
because appraisals influence choice of coping strategies [1]. For example, appraising
an online situation as harmful can be quite different compared to an offline situation
as harmful. The appraisal harmfulness in online name calling (i.e., cyberbullying)
appears to depend on knowing the cyberbully in the offline world, on the cyberbully
being a member of existing social groups, and on the transfer of cyberbullying to
bullying in the offline world [22]. The appraisal of harmfulness in offline bullying
may depend on the appearance of, for example the one calling names (e.g., tall versus
small) and non-verbal communication. This difference in appraisal can lead to a
different choice of coping strategies online (e.g., deleting a message) compared to
offline (e.g., fighting back). Similarly, context also seems to play an important role
in cyberbullying [32–34], leading an adolescent choosing a different coping strategy
online compared to offline.

Other research based on appraisals (e.g., “Is there a threat such as cyberbullying?”
and “Do I have the resources to address the cyberbullying?”), has shown that theories
such as the transactional model of stress and coping [1] have to be adjusted to include
coping strategies specifically for cyberbullying [26]. Online, it seems adolescents
choose between reactive coping strategies (i.e., acceptance, avoidance, justification or
seeking social support) versus preventive ones (i.e., increase security and awareness,
talk in person), instead of between problem-focused versus emotion-focused ones.
The appraisal “nothing can be done” leads to the use of other coping strategies (e.g.,
adopting the belief that there is no way to prevent cyberbullying) compared to the
appraisal “something can be done” [26] (e.g., increasing security and awareness)
when cyberbullied. Offline, these appraisals could lead to, for example, running
away or asking the bully to stop in a confident manner, respectively. Furthermore,
many SRQs do not assess concrete “online” coping strategies (e.g., saving evidence
by taking a screenshot [35]), and online it might be easier to be passive (i.e., online
you can easily delete a message or close a window, offline you cannot). When these
“online” coping strategies are not included in a SRQ, possible important strategies
are not assessed. Consequently, when currently existing coping SRQs are used to
enable, for example tailoring [36], in interventions, these interventions fail to provide
participants with specific advice on how to cope more effectively with cyberbullying.

It, thus, seems that coping SRQs used in the cyberbullying literature are subject
to two major shortcomings: (1) the (single and topological) categorizations used
in existing SRQs do not adequately differentiate among various coping responses;
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and (2) the strategies of general SRQs do not completely and adequately measure
concrete coping with cyberbullying, which make adequate intervention more
difficult. Online, it is likely that specific coping strategies—that are part of coping
categorizations—exist, such as saving evidence [35], blocking and deleting [33,37,38],
contacting service providers [39], and reacting by not actually saying anything [40].
This study therefore aims to develop a new SRQ that specifically measures
cyberbullying victims’ coping strategies and to discover whether other, not single and
topological, categorizations of coping strategies can be found. Underlying this line of
reasoning is the transactional model of stress and coping [1] that states that appraisals
influence choice of coping strategies. Based on his review, Garcia [41] suggested
that a new coping questionnaires should be an adapted and modified version of
coping measures that already exists. Therefore, we conducted a preliminary study
in which we made an overview of all coping SRQs used in the traditional and
cyberbullying literature. Based on the items and categorizations found in this
overview, and based on multiple recommendations from classical test-theory (see
Sveinbjornsdottir and Thorsteinsson [34] for an overview), in the main study the
Cyberbullying Coping Questionnaire (CCQ) was developed, with the purpose to
find better fitting categorizations of coping strategies for cyberbullying. In the main
study, we further tested the CCQ for suitability, reliability and (discriminant) validity.

2. Preliminary Study: Coping SRQs’ Literature Review

An overview of all coping SRQs used in the traditional and cyberbullying
literature is made with categorizations and study information.

2.1. Materials and Methods

Google Scholar, PsychINFO and PubMed were used to search for published and
peer-reviewed studies, no later than the end of November 2014. The studies were
selected on their usage of SRQs to investigate the coping strategies of adolescents
in response to (cyber) bullying. The search items included “cyberbullying”, “online
bullying”, “bullying”, “traditional bullying”, “peer victimization”, “coping”, “cope”,
and “scale”. Only studies that used an SRQ to measure coping with (cyber)bullying
were included. These studies were scanned for scales that measured more than one
coping category (e.g., Naylor and Cowie [42] only measured peer support systems
and thus was not included). Furthermore, the articles found were scanned for
additional references that may not have surfaced in the initial search.

2.2. Results

An overview of all SRQs and their characteristics can be found in Table 1.
To conclude, forty-nine studies were found that used 35 different SRQs to assess
coping with (cyber)bullying: 12 studies used seven SRQs to measure coping with
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cyberbullying (however, we could not access the following study, [43]); 38 studies
used 28 different SRQs to measure coping with traditional bullying (however, we
could not access studies [44] and [45]); and three studies used three SRQs to measure
coping with both traditional and cyberbullying. In eight studies, a questionnaire
was developed or an existing questionnaire was adapted in order to measure coping
with cyberbullying specifically. The most often used SRQs to assess coping with
cyberbullying were the Adolescent Coping Scale (ACS; [46]) and an adapted version
of the Utrechtse Coping List—Adolescents (UCL-A; [47]). The most often used SRQs
to assess coping with traditional bullying were the Self-Report Coping Measure
(SRCM; [48]) and the Survey for Coping with Rejection Experiences (SCORE; [49]).

3. Main Study: Developing and Testing the CCQ

Based on the overview of coping SRQs from the preliminary study, the
Cyberbullying Coping Questionnaire (CCQ) was developed with the purpose of
formulating better fitting categorizations of coping strategies for cyberbullying.

3.1. Materials and Methods

The following will be described: the procedure of selecting items, constructing
the questionnaire, and analyzing the CCQ for suitability, reliability and (discriminant)
validity. During this process, the following recommendations that are based on
classical test-theory for the development of a psychological test were leading
(see [34]): (1) test items must be clear, short, contain one statement, and are easy
to understand; (2) a criterion of four items per factor should be used, and twice
as many items as will be included in the final version are needed; (3) a minimum
of 10 participants per item and a minimum of 500 participants should be used;
(4) factor structure should be determined with factor analysis (FA) using oblique
rotation; (5) the scree-test should be used in combination with parallel analysis (PA) to
determine the amount of extracting factors. The factor loadings should be at least 0.30
when N ≤ 500, 0.25 when N ≤ 1000, and inter-item correlation should lie between
0.20 and 0.40; (6) when the sample is at least 100, test-retest correlation ≤ 0.70 for a
four-week interval, ≤ 0.60 for a four- to ten-week interval, and ≤ 0.50 for an interval
longer than ten weeks; (7) concurrent validity ≤ 0.70 unless scales are of poor quality,
and replication through either Exploratory Factor Analysis (EFA) cross-validation
or Confirmatory Factor Analysis (CFA) is proven when 90% of items and factor
structures hold (given N ≤ 500); (8) second-order Factor Analysis (FA) is safely
conducted if earlier FA used oblique rotation and scree-tests; and (9) tests should
consist of 20–50 items.
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3.1.1. Item Selection

Based on Table 1, the shortcomings mentioned in the introduction, and the
recommendations of Sveinbjornsdottir and Thorsteinsson [34], four adolescent
coping SRQs were selected as item pools for the CCQ. The UCL-A (1) and a
SRQ which assesses coping with cyberbullying (2) were selected because: (a) the
UCL-A was used in cyberbullying research [4,31], (b) the SRQ that assesses
coping with cyberbullying was based on the UCL-A, and (c) both instruments
assess cognitive and behavioral problem-focused coping, cognitive and behavioral
emotion-focused coping and depressive/emotional coping with a low number of
items (i.e., 24/26 items). The CERQ (3) was selected because: (a) its diversity in
different coping categories (i.e., nine different scales) in combination with the low
number of items (i.e., 36); and (b) in contrast to other SRQs, it assesses one’s cognitions
after experiencing a negative event and it assesses how these cognitions are used in
emotion-regulation [106]. The ACS (4) was selected because: (a) it was the most often
used SRQ in the cyberbullying literature; (b) it was also used in traditional bullying
literature; (c) it includes a non-productive scale and a reference to other scales; and
(d) it also has a short form (i.e., CSC-SF). Drawbacks of this latter scale, however, are
the lack of important information on the development, and some poor psychometric
properties (e.g., poor choices of item selection, FA model and rotation, not meeting
accepted criteria, and missing of important reliability and validity analysis [34]).

The first two authors of this paper compared all items from the above-mentioned
four adolescent coping SRQs with each other and merged and/or deleted items that
appeared to measure the same. Next, these items were transformed to cyber specific
situations (e.g., “I ask for help” was changed into “I ask for help on an Internet forum”).

3.1.2. Initial Scale Construction (Preliminary PCA to Reduce Number of Items)

Construction of the CCQ followed. Selected items were compared with the items
and coping categories from the COPE, SRCM, LECI, GCQCA, WCCL and SRCS for
completeness. Items that appeared to measure the same strategy were merged into
one item. This resulted in 65 items that had to be rated on a 5-point Likert scale
(1 = never; 2 = sometimes; 3 = regularly; 4 = often; 5 = almost always). As an introduction
to the questionnaire, participants were told: In this questionnaire, cyberbullying is
bullying via the Internet and via mobile phones. Do you react to cyberbullying? For
each sentence, indicate whether you “never”, “sometimes”, “regularly”, “often”, or “almost
always” did this. In several focus group interviews (i.e., partly described and published
in [40], partly described in an internal report [107]), adolescents from the target
population indicated that they do not like to read a lot and prefer short questionnaires.
In addition, the CCQ was going to be used to tailor the online tailored advice
sessions of Online Pestkoppenstoppen (the intervention aims to teach cyberbullying
victims how to cope more effectively with cyberbullying [108]) to the aggressive or
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passive coping strategies used by cyberbullying victims. Several preliminary (not
published) PCAs were conducted based on data from 278 adolescents (age 15–22,
M = 17.54, SD = 1.38; 89.9% female) in order to try and find a three-factor structure
(i.e., aggressive-, passive-, and active coping), and in order to reduce the number of
items as much as possible. After a first preliminary PCA, four items were deleted
due to low correlations with other items, 16 items were deleted due to factor loadings
on multiple factors or no or insufficient loadings, and two items were deleted due to
high skewness values. Based on discussions between the first three authors of this
article, three items were added in order to better measure active coping, and three
items were merged into one item (that all measured retaliating). Consequently, 44
items were used in a second preliminary PCA. Eight items were deleted due to factor
loadings on multiple factors or no or insufficient loadings, and four groups of items
were merged into one factor, leading to the deletion of five items. After reviewing the
found factor structure, four items were added, again, based on discussions between
the authors (i.e., improve the active coping factor). Finally, 35 items remained (see
Table 2) that were used for the second principal component analysis (PCA) that is
described below.

Table 2. Overview of questions of Cyberbullying Coping Questionnaire (CCQ).

Item No. Item Content

Item 1 I wait for the cyberbullying to stop
Item 2 I ask for help on a forum
Item 3 I focus on solving the cyberbullying problem immediately
Item 4 I vent my emotions to myself
Item 5 I think that other people are experiencing things that are much worse
Item 6 I tell the cyberbullies when their behavior is bothering me
Item 7 I think the cyberbullying event will make me a “stronger” person
Item 8 I retaliate by cyberbullying
Item 9 I try not to think about the cyberbullying
Item 10 I think that the cyberbullying is not hurting me personally
Item 11 I try to find a new way to stop the cyberbullying
Item 12 I express my feelings
Item 13 I think that I cannot change anything about the cyberbullying event
Item 14 I laugh about the cyberbully/event
Item 15 I delete the message from my profile or e-mail
Item 16 I constantly think how terrible the cyberbullying is
Item 17 I let the cyberbullying happen without reacting
Item 18 I try to find the cause of the cyberbullying
Item 19 I act as if the cyberbullying did not happen
Item 20 I throw or break stuff
Item 21 I contact the people behind the website
Item 22 I think that there are worse things in life
Item 23 I think that the cyberbullying will stop
Item 24 I talk about the cyberbullying event with friends, family or someone I trust
Item 35 I show my irritation to the cyberbully
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Table 2. Cont.

Item No. Item Content

Item 25 I weep with grief
Item 26 I save print screens, messages and text messages as evidence
Item 27 I think about fun things that are not related to cyberbullying
Item 28 I ignore the cyberbullies
Item 29 I ask someone (parent, teacher, friend, peer) for help
Item 30 I cannot think about anything else than being cyberbullied
Item 31 I tell the cyberbullies to stop
Item 32 I joke about the cyberbullying event
Item 33 I think that it is just a game with the computer or telephone
Item 34 I think about which steps I need to take to stop the cyberbullying
Item 35 I show my irritation to the cyberbully

3.1.3. Participants

The baseline data obtained for the intervention study on Online
Pestkoppenstoppen [108] was used for the PCA and confirmatory factor analysis (CFA),
consisting of 211 participants (62.6% female) with mean age 12.56 (SD = 0.65). Of
all participants, 31.28% was a victim, while 67.30% was a bully/victim (3 missing
values). Furthermore, 92.9% indicated attending lower level educational school
(vocational, theoretical, mixed or special needs). In order to be able to calculate
test-retest reliability, the second wave of measurements (after a month) was used, in
which 68 participants (80.9% female) with mean age 12.40 (SD = 1.69) remained.

3.1.4. Analysis

Although some researchers suggest that a coping questionnaire should be
developed through using FA rather than PCA [34,109], Field [110] states that the
procedure and solutions of PCA and FA differ little from each other. Furthermore,
PCA is a psychometrically sound procedure, and it is conceptually less complex
then FA. The aim of the PCA in this study was to identify groups or clusters of
items that measure new, not single or topological, categorizations among the items
of the CCQ. Additionally, CFA was used to test the models found in the PCA. SPSS
20 was used for the PCA, to calculate bivariate correlations (of participants’ scores
on each found categorization of the CCQ) between the first and second wave of
measurement (i.e., test-rest reliability) and bivariate correlations between participants’
scores on the found categorizations and scores on the Rosenberg Self-Esteem Scale
(i.e., RSE, [111]) (i.e., discriminant validity). R was used to conduct the CFAs and to
compute Cronbach’s alpha, omega and the greatest lower bound.
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3.2. Results

3.2.1. Principal Components Analysis

Prior to performing the Principal Component Analysis (PCA), the suitability
of the data for factor analysis was checked. Seven items (i.e., item 8, 14, 20, 21,
30, 32 and 33; Table 2) were removed due to high skewness values (≥2) as well
as low variance across response options [112,113]. Furthermore, seven items were
deleted due to low correlation (r = < 0.3) with other items (i.e., item 4, 7, 10, 12, 13, 15
and 25). Because of the ordinal measurement level, a nonlinear principal component
analysis (NPCA) was conducted with optimal scaling (i.e., categories of ordered or
unordered (discrete) variables are assigned with numeric values [114]). However,
many of the variables showed a (roughly) linear transformation (i.e., making numeric
treatment possible). The remaining 21 items were therefore analyzed with a PCA.
The Kaiser-Meyer-Olkin (KMO) measure verified the sampling adequacy for the
analysis, KMO = 0.82, and all KMO values for individuals were >0.71 [110]. Bartlett’s
test of sphericity, χ2 (210) = 1367.11, p < 0.001, indicated that correlations between
items were sufficiently large for PCA.

The PCA revealed five components with eigenvalues exceeding Kaiser’s
criterion of one. These components explained 56.54% of the variance. Based on
the relatively small sample size, parallel analysis and the scree plot’s inflexions
(i.e., a graph of each eigenvalue (Y-axis) plotted against the factor with which it is
associated (X-axis)), it was decided to retain four components. The four-component
solution explained 51.47% of the variance. To aid in interpretation an oblique (direct
oblimin) rotation was performed [115] and the pattern (i.e., factor loadings/regression
coefficients for each variable on each factor) and structure (i.e., correlation coefficients
between each variable and factor) matrixes were checked [110]. Item 22 and item 34
were removed based on similar loadings on two factors in the structure and pattern
matrix, and item 16 was removed based on too low loadings on the patterns matrix
and similar loadings on the structure matrix. Consequently, item 2 had to be removed
due to too low correlations to other items.

A third PCA was conducted with 17 items. The Kaiser-Meyer-Olkin measure
verified the sampling adequacy for the analysis, KMO = 0.81, and all KMO values
for individuals were >0.69 [110]. Bartlett’s test of sphericity, χ2 (136) = 1058.72,
p < 0.001, indicated that correlations between items were sufficiently large for PCA.
Five components had eigenvalues over Kaiser’s criterion of one. They explained
62.53% of the variance. Given Kaiser’s criterion, parallel analysis and the scree
plot’s inflexion, five components were retained. However, the oblique rotation failed
to converge in 25 iterations, therefore four components were retained in the final
analysis that explained 56.47% of the variance.
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To aid in the interpretation of these four components, an oblique (direct oblimin)
rotation was performed. The rotation revealed that the four components showed a
number of strong loadings. Table 3 shows the components loadings after rotation,
communalities and reliabilities. The items that cluster on the same components suggest
that component 1 represents mental coping (i.e., items 3, 5, 9, 11, 18), component 2
represents passive coping (i.e., items 1, 17, 19, 23, 27, 28), component 3 represents
social coping (i.e., items 24, 26, 29) and component 4 represents confrontational coping
(i.e., items 6, 31, 35). There were moderate correlations (component 1 and 2: r = 0.15;
component 2 and 3: r = 0.13; component 3 and 4: r = 0.22; component 1 and 3: r = 0.27;
component 1 and 4: r = 0. 27; component 2 and 4: r = 0.04) between components.

3.2.2. Confirmatory Factor Analysis

To test whether PCA’s structure of coping strategies (i.e., the model) really
fits the data, a CFA was conducted by using the statistical program R. Model fit
was assessed using the Maximum Likelihood (ML) estimator with the following
fit indices [116,117]: (1) chi square (χ2) with non-significant values reflecting good
fit [118]; (2) the relative chi-square (χ2/df) lower than 2 [119]; (3) the Comparative Fit
Index (CFI) and the Tucker Lewis Index (TLI) with values larger than 0.90 [112,120];
(4) the Root Mean Square Error of Approximation (RMSEA) with values smaller than
0.06 (values between 0.08 and 0.1 are mediocre and values above 0.1 are poor [117]);
and (5) the Standardized Root Mean Square Residual (SRMR) with values lower than
0.08 indicate an acceptable fit [117].

The evaluation of the model fit was not satisfactory for most fit indices (see
Table 4 first row) suggesting a rejection of the model. However, modification indices
(MIs; indicating how to improve the model) clearly indicate that item 17 (“I let
the cyberbullying happen without reacting”) and item 7 (“I think about fun things
that are not related to cyberbullying”) should also load on the mental coping factor,
which is plausible since both items can be strategies with a positive effect as well
as mental strategies. In addition, MIs indicate that item 9 (“I try not to think about
the cyberbullying”) should also load on the passive coping factor, which is plausible
since this item also expresses a degree of being passive.

Finally, MIs indicate that item 9 (“I try not to think about the cyberbullying”) and
19 (“I act as if the cyberbullying did not happen”) should correlate with each other,
which is also plausible since both items in a way measure ignoring the cyberbullying.
After modifying the model, the fit indices are all acceptable (however, RMSEA
is not significant anymore) (see Table 3 second row). Furthermore, this model is
significantly better fitting than a 1-factor model (∆χ2(9) = 294.1, p < 0.001; see Table 4).
The final model is displayed in Figure 1, and its reliabilities in Table 5.
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Table 4. Fit indices for first and second solution of Confirmatory Factor
Analysis (CFA).

Model χ2 df χ2/df ∆χ2 ∆df CFI TLI RMSEA SRMR

1st solution 240.16 *** 113 2.13 - - 0.868 0.841 0.073 ** (CI 90%:
0.060–0.086) 0.079

2nd solution 189.87 *** 109 1.74 294.1*** 9 0.916 0.895 0.059 (CI 90%:
0.045–0.073) 0.058

Note: *** p < 0.001; ** p < 0.01; N = 223; CI = Confidence Interval.

Table 5. (Test-retest) reliabilities of the CFA model.

Coping categories α Ω GLB Test-retest r

Mental coping 0.7 0.72 0.74 0.65 *
Passive coping 0.73 0.73 0.8 0.47 *
Social coping 0.73 0.75 0.76 0.74 *

Confrontational coping 0.68 0.7 0.73 0.60 *

Note: * p < 0.01.

3.2.3. Test-Retest Reliability

A test-retest reliability of at least 0.60 was expected for a four to ten week
interval [34]. See Table 5 for test-retest reliabilities for an interval of a month.

3.2.4. Discriminant Validity

Evidence for discriminant validity was assessed for the four factors of the CCQ
based on correlations with the RSE. Low correlations were expected and found: all
factors of the CCQ correlated between r = −0.10 and r = 0.09, which lie within the
expected range.
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4. Discussion

Researchers have attempted to measure coping with (cyber)bullying, using
different self-report questionnaires (SRQs) that assess coping. Many of these SRQs are
subject to different shortcomings: there is a lack of consensus about coping categories,
SRQs fail to distinguish between categorizations, and often they do not specifically
assess coping with cyberbullying [34,41] due to the deviating contexts and appraisals
online [1,22,32]. Despite the importance of context and appraisals [22,32,33], SRQs
measure coping in general or are preceded with a definition of cyberbullying.
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In addition, they fail to see that online situations, contexts and appraisals, deviate
from offline situations, which will lead to the selection of different coping strategies
(e.g., online it is easier to be passive; you can close a window or shut down your
computer). This study is therefore aimed to develop a SRQ, based on currently
existing coping SRQs that are used in the (cyber)bullying literature, that specifically
measures cyberbullying victims’ coping strategies used in response to cyberbullying,
and to formulate better fitting categorizations of coping strategies for cyberbullying.
Consequently, the Cyberbullying Coping Questionnaire (CCQ) could be used in, for
example, interventions that offer tailored advice to cyberbullying victims [108].

Although the initial model had to be adjusted based on modification indices,
the evaluation of the final version (i.e., Figure 1) of the CCQ resulted in a four-factor
model that fits the data well. The model has good internal consistency, acceptable
test-retest reliability and good discriminant validity [34]. The development of the
CCQ also fulfilled many of the recommendations from classical test-theory (see [34]):
(1) the factor structure was determined with an oblique rotation; (2) the amount
of extracting factors was determined with scree-tests in combination with parallel
analysis; (3) factor loadings were at least 0.30; (4) the items of the CCQ seem to be
clear and contain one statement, however, further research is needed to (further)
determine the clarity and easiness of understanding; (5) with the final version of the
CCQ consisting of 17 items, the recommendation of 10 participants per item was
fulfilled; (6) factor structure was determined with a principal component analysis
using oblique rotation, (7) the scree-test and parallel analysis determined the amount
of extracting factors; and (8) factor loadings were at least 0.30. We failed to include
at least 500 participants, and although initially twice as many items as in the final
version were included, the recommendation of four items per factor was not fulfilled:
two factors consist of three items.

The four factors of the CCQ all included both cognitive and behavioral items,
avoidance and approach items [26], and active and passive items. The CCQ thus
appears to omit working in single (i.e., problem- versus emotion-focused) and
topological (i.e., cognitive versus behavioral, avoid versus approach, active versus
passive) categorizations [3,27], but includes these types of categorization in each
factor. The first factor that was found, the mental coping categorization, appears to
capture one’s mental attempts to deal with, or solve, the cyberbullying. Three items
in this categorization represent a focus on problem-solving (e.g., “I focus on solving
the cyberbullying problem immediately”), which is associated with reductions in
cyberbullying frequency and less health complaints and depression [4]. The other
four items represent victims’ awareness about the stressful situation and the mental
attempt to control the stress by mentally disconnecting from, or changing the way,
they perceive the situation (e.g., “I think that other people are experiencing things
that are much worse”). Hence, with this categorization of coping strategies, the

179



victim does not necessarily solve the cyberbullying, but tries to find ways to stop
the bullying while trying not to get too upset about the cyberbullying event (i.e., it
minimizes the painful impact of the stressful situation).

The second factor, the passive coping categorization, captures the way
individuals manage cyberbullying events without actually solving the problem or
trying to change the situation (e.g., “I ignore the bullies”). These items are possibly the
only strategies one can use when situations appear to be uncontrollable. They are not
necessarily negative; they appear to de-escalate and resolve the bullying [10]. Victims
often recommend these strategies [37], but they are not always helpful [93]. Indeed,
the victim fails at confronting the bully, and thus the use of the strategies in this
categorization places the victim at risk for future victimization [5–12]. Furthermore,
the use of such passive coping strategies is associated with more health complaints
and depression than problem-solving coping [4], and the use of ineffective coping
strategies appears to maintain online and offline bullying [5–12]. This is, however,
an unavoidable categorization of coping; Parris et al., [26] suggested that any model
that attempts to measure coping should also include inaction.

The confirmatory factor analysis (CFA) indicates that there are three items that
load on both the mental and passive coping categorizations (e.g., “I try not to think
about the cyberbullying”, “I let the cyberbullying happen without reacting”, “I think
about fun things that are not related to cyberbullying”). These strategies appear
to indicate an active and mental attempt not to think about the cyberbullying, but
also indicate a tendency to be inactive and thus being passive. Similarly to the
strategies of the passive coping categorization, these strategies do not solve the
problem but probably will relieve stress, because the victim tries to reinterpret the
situation. In addition, two items (i.e., “I try not to think about the cyberbullying”
and “I act as if the cyberbullying did not happen”) appear to be correlated: they both
measure passive coping, however in a mental or behavioral way, respectively.

The third factor, the social coping categorization, constitutes actual behavior
that one displays after being cyberbullied (e.g., “I ask someone (parent, teacher,
friend, peer) for help”). These strategies are proactive because the victim actually
tries to solve or cope with the problem in a constructive way, and these strategies
are social because the victim uses his peer group. This strategy seems to strengthen
the individual as well as solve the problem [34]. It is possible that a victim saves
evidence in order (to be able) to show the actual behavior which is upsetting them
when talking to someone else or asking for help.

The fourth and final factor, the confrontational coping categorization, appears to
measure adolescents’ strategies towards the cyberbully (e.g., “I tell the cyberbullies
to stop”). Because the victim confronts the cyberbully with his or her behavior,
for example by showing their irritation [10], these strategies can be interpreted
as somewhat aggressive or as active but sometimes insufficient coping [92].
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This strategy does not diminish the stress, however, it can help in solving the
cyberbullying problem. Cyberbullies are often not aware of the consequences of their
behavior because they consider the cyberbullying as an imaginary act of bullying (i.e.,
dissociative imagination [33]) or they are not confronted with the emotional reaction
of the victim (i.e., the cockpit effect [121]). Hence, this coping categorization can lead
to the discontinuation of cyberbullying by confronting the cyberbully with—and
thus making him/her aware of—(the consequences of) his/her behavior.

This study is subjected to some strengths and limitations. A strength of this
study is that the resulting SRQ omits single and topological categorizations [3,27].
These kinds of categorizations can result in too much heterogeneity among
strategies [48] in which too many strategies (e.g., “I tell the cyberbullies to stop” and
“I ask someone for help”) are categorized into one coping factor (e.g., problem-solving
coping), while they can be categorized in two factors (e.g., confrontational and social
coping respectively). Therefore, it is highly likely that this SRQ will measure one’s
preferred coping strategies instead of measuring the extent in which contrasting
coping strategies are used. In addition, this study found a four-factor (i.e., mental,
passive, social and confrontational coping) structure with categorizations that are
internally valid, theoretically meaningful, and that measures both cognitive versus
behavioral and approach versus avoidance natured strategies. Furthermore, the CCQ
is an adapted and modified version of coping measures that already exist [41]. Finally,
many of the recommendations from classical test-theory (e.g., [34]) are fulfilled during
the development.

This study also has some limitations. To begin with, the number of participants
was low (i.e., 211), while classical test-theory suggests a minimum of 500 participants.
Therefore, it is hard to assess construct validity and generalizability. Secondly,
concurrent validity was not calculated as suggested [34]. Due to the length of the
questionnaire, and the characteristics of the participant group (e.g., low educated,
practical students who do not like to read) it was decided to keep the complete
questionnaire as short as possible. Therefore, no additional SRQ that measures
coping was used. Future studies should do this in order to establish concurrent
validity. Thirdly, while performing factor analysis, several decisions (e.g., the
number of factors to extract, the suitability of items for factor analysis) had to be
made. This process has a certain subjectivity. Although not likely, it is possible that
other researchers would have made different decision leading to a slightly different
factor structure. Fourthly, the data used was part of an intervention study that
aims to improve effective coping. Because the sample was relatively small, the
second measurement of the experimental condition (i.e., at the second measurement
31 out of 68 participants had received the first out of three advice sessions in which
they learned how to change irrational thoughts into rational thoughts [108]) was
not excluded for the test-retest analysis. Without the experimental condition, the
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test-retest reliability only increased for the social coping factor (i.e., α’s were 0.89 for
social, 0.62 for mental, 0.41 for passive, and 0.59 for confrontational coping), however
N was 37. Moreover, coping with cyberbullying was changed by the intervention
only in the second and third session, and the second measurement came before the
second session. Nevertheless, just to be sure, future studies should validate the
test-retest part of this study (i.e., Figure 1) with data not obscured by an experimental
design, and should take into account adolescents’ opinions on meaningful and clear
coping strategies, cultural backgrounds and developmental stages [41]. Finally, an
assumption of this study was that online appraisals differ from offline appraisals,
consequently leading to cyberbullying victims selecting different coping strategies
compared to traditional bullying victims. However, this study did not explicitly
measure appraisals. Future studies should also look into the appraisals of online
victims of cyberbullying, and compare them with appraisals of offline victims.

In conclusion, this study seems to be a promising start in constructing a SRQ that
measures coping with cyberbullying specifically. Many of the recommendations that
come from classical test-theory were met, leading to a reliable and valid measure of
coping. According to the results of this study, cyberbullying victims cope in a mental,
passive, social or confrontational manner when faced with stress (i.e., cyberbullying).
Among these categorizations are both cognitive and behavioral and approach and
avoidance strategies instead of cognitive versus behavioral and approach versus
avoidance strategies. This SRQ thus seems to treat coping as a multidimensional
process in which strategies serve multiple functions, instead of the many existing
SRQs that consider coping to consist of single or topological categorizations.
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22. Ševčíková, A.; Šmahel, D.; Otavová, M. The perception of cyberbullying in adolescent
victims. Emot. Behav. Difficulties 2012, 17, 319–328.

23. Van den Eijnden, R.; Vermulst, A.; van Rooij, T.; Meerkerk, G.J. Monitor Internet en
Jongeren: Pesten op Internet en het Psychosociale Welbevinden van Jongeren; IVO: Rotterdam,
The Netherlands, 2006. (In Dutch)

24. Black, C.; Wilson, G.T. Assessment of eating disorders: Interview versus questionnaire.
Int. J. Eat. Disord. 1996, 20, 43–50.

25. Gravetter, F.J.; Forzano, L.B. Research Methods for the Behavioral Sciences;
Wadsworth/Thomson Learning: Belmont, CA, USA, 2006.

26. Parris, L.; Varjas, K.; Meyers, J.; Cutts, H. High School Students’ Perceptions of Coping
With Cyberbullying. Youth Soc. 2011, 44, 284–306.

27. Compas, B.E.; Connor-Smith, J.K.; Saltzman, H.; Thomsen, A.H.; Wadsworth, M.E.
Coping with stress during childhood and adolescence: Problems, progress, and potential
in theory and research. Psychol. Bull. 2001, 127, 87–127.

28. Roth, S.; Cohen, L.J. Approach, avoidance, and coping with stress. Am. Psychol. 1986, 41,
813–819.

29. Kochenderfer-Ladd, B.; Skinner, K. Children’s coping strategies: Moderators of the effects
of peer victimization? Dev. Psychol. 2002, 38, 267–278.

30. Šleglova, V.; Cerna, A. Cyberbullying in Adolescent Victims: Perception and Coping.
Cyberpsychol. J. Psychosoc. Res. Cybersp. 2011, 5. Article 4. Available online: www.
cyberpsychology.eu/view.php?cisloclanku=2011121901&article=4.

31. Völlink, T.; Bolman, C.A.W.; Dehue, F.; Jacobs, N.C.L. Coping with Cyberbullying:
Differences Between Victims, Bully-victims and Children not Involved in Bullying.
J. Community Appl. Soc. Psychol. 2013, 23, 7–24.

32. Vandebosch, H.; Van Cleemput, K. Cyberbullying among youngsters: Profiles of bullies
and victims. New Media Soc. 2009, 11, 1349–1371.

33. Kowalski, R.M.; Limber, S.P. Electronic Bullying Among Middle School Students.
J. Adolesc. Health 2007, 41, S22–S30.

34. Sveinbjornsdottir, S.; Thorsteinsson, E.B. Adolescent coping scales: A critical
psychometric review. Scand. J. Psychol. 2008, 49, 533–548.

35. Van Ouytsel, J.; Walrave, M.; Vandebosch, H. Correlates of Cyberbullying and How
School Nurses Can Respond. NASN Sch. Nurse 2014.

36. Noar, S.M.; Benac, C.N.; Harris, M.S. Does tailoring matter? Meta-analytic review of
tailored print health behavior change interventions. Psychol. Bull. 2007, 133, 673–693.

37. Dehue, F.; Bolman, C.; Völlink, T. Cyberbullying: Youngsters” experiences and parental
perception. Cyberpsychol. Behav. 2008, 11, 217–223.

184

www.cyberpsychology.eu/view.php?cisloclanku=2011121901&article=4
www.cyberpsychology.eu/view.php?cisloclanku=2011121901&article=4


38. Aricak, T.; Siyahhan, S.; Uzunhasanoglu, A.; Saribeyoglu, S.; Ciplak, S.; Yilmaz, N.;
Memmedov, C. Cyberbullying among Turkish adolescents. Cyberpsychol. Behav. 2008,
11, 253–261.

39. Smith, P.; Mahdavi, J.; Carvalho, M.; Tippett, N. An investigation into cyberbullying,
its forms, awareness and impact, and the relationship between age and gender
in cyberbullying. Available online: http://webarchive.nationalarchives.gov.uk/
20130401151715/http://www.education.gov.uk/publications/eOrderingDownload/
RBX03-06.pdf (accessed on 5 December 2013).

40. Jacobs, N.C.L.; Goossens, L.; Dehue, F.; Völlink, T.; Lechner, L. Dutch Cyberbullying
Victims’ Experiences, Perceptions, Attitudes and Motivations Related to (Coping with)
Cyberbullying: Focus Group Interviews. Societies 2015, 5, 43–64.

41. Garcia, C. Conceptualization and measurement of coping during adolescence: A review
of the literature. J. Nurs. Scholarsh 2010, 42, 166–185.

42. Naylor, P.; Cowie, H. The effectiveness of peer support systems in challenging school
bullying: The perspectives and experiences of teachers and pupils. J. Adolesc. 1999, 22,
467–479.

43. Kokkinos, C.M.; Antoniadou, N.; Dalara, E.; Koufogazou, A.; Papatziki, A.
Cyber-Bullying, Personality and Coping among Pre-Adolescents. Int. J. Cyber Behav.
Psychol. Learn. 2013, 3, 55–69.

44. Sharp, S. How much does bullying hurt? The effects of bullying on the personal wellbeing
and educational progress of secondary aged students. Educ. Child Psychol. 1995, 12,
81–88.

45. Martin, J.; Gillies, R.M. How Adolescents Cope With Bullying. Aust. J. Guid. Couns. 2004,
14, 195–210.

46. Frydenberg, E.; Lewis, R. The Adolescent Coping Scale: Administrator’s Manual; Australian
Council for Educational Research: Melbourne, Australia, 1993.

47. Bijstra, J.O.; Jackson, S.; Bosma, H.A. De Utrechtse Coping Lijst voor Adolescenten.
Kind En Adolesc. 1994, 15, 67–74.

48. Causey, D.L.; Dubow, E.F. Development of a self-report coping measure for elementary
school children. J. Clin. Child Psychol. 1992, 21, 47–59.

49. Sandstrom, M.J. Pitfalls of the peer world: How children cope with common rejection
experiences. J. Abnorm. Child Psychol. 2004, 32, 67–81.

50. Pozzoli, T.; Gini, G. Active Defending and Passive Bystanding Behavior in Bullying:
The Role of Personal Characteristics and Perceived Peer Pressure. J. Abnorm. Child Psychol.
2010, 38, 815–827.

51. Terranova, A.; Harris, J.; Kavetski, M.; Oates, R. Responding to Peer Victimization:
A Sense of Control Matters. Child Youth Care Forum 2011, 40, 1–16.

52. Spence, S.; De Young, A.; Toon, C.; Bond, S. Longitudinal examination of the
associations between emotional dysregulation, coping responses to peer provocation,
and victimisation in children. Aust. J. Psychol. 2009, 61, 145–155.

53. Visconti, K.J.; Sechler, C.M.; Kochenderfer-Ladd, B. Coping with peer victimization:
The role of children’s attributions. Sch. Psychol. Q. 2013, 28, 122–140.

185

http://webarchive.nationalarchives.gov.uk/20130401151715/http://www.education.gov.uk/publications/eOrderingDownload/RBX03-06.pdf
http://webarchive.nationalarchives.gov.uk/20130401151715/http://www.education.gov.uk/publications/eOrderingDownload/RBX03-06.pdf
http://webarchive.nationalarchives.gov.uk/20130401151715/http://www.education.gov.uk/publications/eOrderingDownload/RBX03-06.pdf


54. Shelley, D.; Craig, W.M. Attributions and Coping Styles in Reducing Victimization. Can. J.
Sch. Psychol. 2009, 25, 84–100.

55. Ayers, T.S.; Sandler, I.N. Manual for the Children’s Coping Strategies Checklist and the
How I Coped Under Pressure Scales. Available online: http://prc.asu.edu/docs/CCSC-
HICUPS%20%20Manual2.pdf (accessed on 1 August 2014).

56. Kochenderfer-Ladd, B.; Pelletier, M.E. Teachers’ views and beliefs about bullying:
Influences on classroom management strategies and students’ coping with peer
victimization. J. Sch. Psychol. 2008, 46, 431–453.

57. Kochenderfer-Ladd, B. Peer Victimization: The Role of Emotions in Adaptive and
Maladaptive Coping. Soc. Dev. 2004, 13, 329–349.

58. Lam, C.W.C.; Frydenberg, E. Coping in the Cyberworld: Program Implementation and
Evaluation—A Pilot Project. Aust. J. Guid. Couns. 2009, 19, 196–215.

59. Lodge, J.; Frydenberg, E. Cyber-Bullying in Australian Schools: Profiles of Adolescent
Coping and Insights for School Practitioners. Aust. Educ. Dev. Psychol. 2007, 24, 45–58.

60. Murray-harvey, R.; Skrzypiec, G.; Slee, P.T. Effective and Ineffective Coping With Bullying
Strategies as Assessed by Informed Professionals and Their Use by Victimised Students.
Aust. J. Guid. Couns. 2012, 22, 122–138.

61. Lodge, J. Exploring the measurement and structure of children’s coping through the
development of a short form of coping. Aust. Educ. Dev. Psychol. 2006, 23, 35–45.

62. Waasdorp, T.E.; Bagdi, A.; Bradshaw, C.P. Peer Victimization Among Urban,
Predominantly African American Youth: Coping With Relational Aggression Between
Friends. J. Sch. Violence 2009, 9, 98–116.

63. Southam-gerow, K.L.; Goodman, M.A. The regulating role of negative emotions in
children’s coping with peer rejection. Child Psychiatry Hum. Dev. 2010, 41, 515–534.

64. Amirkhan, J.H. A factor analytically derived measure of coping: The Coping Strategy
Indicator. J. Pers. Soc. Psychol. 1990, 59, 1066–1074.

65. Palladino, B.E.; Nocentini, A.; Menesini, E. Online and offline peer led models against
bullying and cyberbullying. Psicothema 2012, 24, 634–639.

66. Garnefski, N.; Rieffe, C.; Jellesma, F.; Terwogt, M.M.; Kraaij, V. Cognitive emotion
regulation strategies and emotional problems in 9–11-year-old children: The development
of an instrument. Eur. Child Adolesc. Psychiatry 2007, 16, 1–9.

67. Jellesma, F.C.; Verhulst, A.F.; Utens, E.M.W.J. Cognitive coping and childhood anxiety
disorders. Eur. Child Adolesc. Psychiatry 2010, 19, 143–150.

68. Garnefski, N.; Kraaij, V.; Spinhoven, P. Negative life events, cognitive emotion regulation
and emotional problems. Pers. Individ. Dif. 2001, 30, 1311–1327.

69. Ayers, T.S.; Sandier, I.N.; West, S.G.; Roosa, M.W. A Dispositional and Situational
Assessment of Children’s Coping: Testing Alternative Models of Coping. J. Pers. 1996,
64, 923–958.

70. Zimmer-Gembeck, M.J.; Lees, D.; Skinner, E.A. Children’s emotions and coping with
interpersonal stress as correlates of social competence. Aust. J. Psychol. 2011, 63, 131–141.

186

http://prc.asu.edu/docs/CCSC-HICUPS%20%20Manual2.pdf
http://prc.asu.edu/docs/CCSC-HICUPS%20%20Manual2.pdf


71. Hampel, P.; Dickow, B.; Petermann, F. Reliability and validity of the German Coping
Questionnaire for Children and Adolescents (Ger-man). Z. Diff. Diagn. Psychol. 2002, 23,
273–289.

72. Hampel, P.; Manhal, S.; Hayer, T. Direct and relational bullying among children and
adolescents: Coping and psychological adjustment. Sch. Psychol. Int. 2009, 30, 474–490.

73. Roger, D.; Jarvis, G.; Najarian, B. Detachment and coping: The construction and
validation of a new scale for measuring coping strategies. Pers. Individ. Dif. 1993,
15, 619–626.

74. Grennan, S.; Woodhams, J. The impact of bullying and coping strategies on the
psychological distress of young offenders. Psychol. Crime Law 2007, 13, 487–504.

75. Halstead, M.; Johnson, S.B.; Cunningham, W. Measuring Coping in Adolescents:
An Application of the Ways of Coping Checklist. J. Clin. Child. Psychol. 1993, 22,
337–344.

76. Dise-Lewis, J.E. The Life Events and Coping Inventory: An assessment of stress in
children. Psychosom. Med. 1988, 50, 484–499.

77. Olafsen, R.N.; Viemerö, V. Bully/victim problems and coping with stress in school among
10- to 12-year-old pupils in Åland, Finland. Aggress. Behav. 2000, 26, 57–65.

78. Lodge, J.; Feldman, S.S. Avoidant coping as a mediator between appearance-related
victimization and self-esteem in youn Asutralian adolescents. Br. J. Dev. Psychol. 2007,
25, 633–642.

79. Cassidy, T.; Long, C. Problem-solving style, stress and psychological illness: Development
of a multifactorial measure. Br. J. Clin. Psychol. 1996, 35, 265–277.

80. Cassidy, T.; Taylor, L. Coping and psychological distress as a function of the bully victim
dichotomy in older children. Soc. Psychol. Educ. 2005, 8, 249–262.

81. Carver, C.S.; Scheier, M.F.; Weintraub, J.K. Assessing coping strategies: A theoretically
based approach. J. Pers. Soc. Psychol. 1989, 56, 267–283.

82. Newman, M.L.; Holden, G.W.; Delville, Y. Coping With the Stress of Being
Bullied: Consequences of Coping Strategies Among College Students. Soc. Psychol.
Personal. Sci. 2010.

83. Folkman, S.; Lazarus, R.S. If it changes it must be a process: Study of emotion and coping
during three stages of a college examination. J. Pers. Soc. Psychol. 1985, 48, 150–170.

84. Remillard, A.M.; Lamb, S. Adolescent Girls’ Coping With Relational Aggression. Sex Roles
2005, 53, 221–229.

85. Salmivalli, C.; Karhunen, J.; Lagerspetz, K.M.J. How do the victims respond to bullying?
Aggress. Behav. 1996, 22, 99–109.

86. Puhl, R.M.; Luedicke, J. Weight-based victimization among adolescents in the school
setting: Emotional reactions and coping behaviors. J. Youth Adolesc. 2012, 41, 27–40.

87. Harper, C.R.; Parris, L.N.; Henrich, C.C.; Varjas, K.; Meyers, J. Peer Victimization and
School Safety: The Role of Coping Effectiveness. J. Sch. Violence 2012, 11, 267–287.

88. Tenenbaum, L.S.; Varjas, K.; Meyers, J.; Parris, L. Coping strategies and perceived
effectiveness in fourth through eighth grade victims of bullying. Sch. Psychol. Int.
2011, 32, 263–287.

187



89. Machmutow, K.; Perren, S.; Sticca, F.; Alsaker, F.D. Peer victimisation and
depressive symptoms: Can specific coping strategies buffer the negative impact of
cybervictimisation? Emot. Behav. Difficulties 2012, 17, 403–420.

90. Machmutow, K.; Perren, S. Coping with cyberbullying: Successful and unsuccessful
coping strategies. In Poster presented at the 3rd COST workshop on cyberbullying,
Turku, Finland, 13 May 2011.

91. Jäger, T.; Jäger, R.S. LAPSuS: Landauer Anti-Gewalt-Programm für Schülerinnen und Schüler;
Zentrum für Empirische Pädagogische Forschung: Landau, Germany, 1996. (In German)

92. Riebel, J.; Jäger, R.S.; Fischer, U.C. Cyberbullying in Germany—An exploration of
prevalence, overlapping with real life bullying and coping strategies. Psychol. Sci. Q.
2009, 51, 298–314.

93. Machackova, H.; Cerna, A.; Sevcikova, A.; Dedkova, L.; Daneback, K. Effectiveness
of coping strategies for victims of cyberbullying. Cyberpsychol. J. Psychosoc. Res.
Cybersp. 2013, 7. Article 5. Available online: http://www.cyberpsychology.eu/view.
php?cisloclanku=2014012101&article=5 (accessed on 30 July 2014).

94. Perren, S.; Corcoran, L.; Cowie, H.; Dehue, F.; Garcia, D.; Mc Guckin, C. Cyberbullying
and traditional bullying in adolescence: Differential roles of moral disengagement, moral
emotions, and moral values. Eur. J. Dev. Psychol. 2012, 9, 195–209.

95. Hunter, S.C.; Boyle, J.M.E.; Warden, D. Help seeking amongst child and adolescent
victims of peer-aggression and bullying: The influence of school-stage, gender,
victimisation, appraisal, and emotion. Br. J. Educ. Psychol. 2004, 74, 375–390.

96. Patchin, J.W.; Hinduja, S. Bullies Move Beyond the Schoolyard: A Preliminary Look at
Cyberbullying. Youth Violence Juv. Justice 2006, 4, 148–169.

97. Price, M.; Dalgleish, J. Cyberbullying: Experiences, impacts and coping strategies as
described by Australian young people. Youth Stud. Aust. 2010, 29, 51–59.

98. Hunter, S.C.; Mora-Merchan, J.; Ortega, R. The Long-Term Effects of Coping Strategy
Use in Victims of Bullying. Span. J. Psychol. 2004, 7, 3–12.

99. Kanetsuna, T.; Smith, P.K. Pupil Insights into Bullying, and Coping with Bullying—A
Bi-National Study in Japan and England. J. Sch. Violence 2002, 1, 5–29.

100. Smith, P.K.; Shu, S. What Good Schools can Do About Bullying: Findings from a Survey
in English Schools After a Decade of Research and Action. Childhood 2000, 7, 193–212.

101. Hunter, S.C.; Boyle, J.M.E. Perceptions of control in the victims of school bullying:
The importance of early intervention. Educ. Res. 2002, 44, 323–336.

102. Naylor, P.; Cowie, H.; Rey, R. Coping strategies of secondary school children in response
to being bullied. Child Adolesc. Ment. Health 2001, 6, 114–120.

103. Schenk, A.M.; Fremouw, W.J. Prevalence, Psychological Impact, and Coping of
Cyberbully Victims Among College Students. J. Sch. Violence 2012, 11, 21–37.

104. Elledge, L.C.; Cavell, T.A.; Ogle, N.T.; Newgent, R.A.; Faith, M.A. History of peer
victimization and children’s response to school bullying. Sch. Psychol. Q. 2010, 25,
129–141.

188

http://www.cyberpsychology.eu/view.php?cisloclanku=2014012101&article=5
http://www.cyberpsychology.eu/view.php?cisloclanku=2014012101&article=5


105. Kochenderfer, B.J.; Ladd, G.W. Victimized children’s responses to peers’ aggression:
Behaviors associated with reduced versus continued victimization. Dev. Psychopathol.
1997, 9, 59–73.

106. Garnefski, V.; Kraaij, N.; Spinhoven, P. Manual for the Use of the Cognitive Emotion
Regulation Questionnaire; DATEC: Leidorp, The Netherlands, 2002.

107. Jacobs, N.C.L.; Völlink, T.; Dehue, F.; Lechner, L. Procesevaluatie van Online
Pestkoppenstoppen; Open University: Heerlen, The Netherlands, 2014. (In Dutch)

108. Jacobs, N.C.L.; Völlink, T.; Dehue, F.; Lechner, L. Online Pestkoppenstoppen: Systematic
and theory-based development of a web-based tailored intervention for adolescent
cyberbully victims to combat and prevent cyberbullying. BMC Public Health 2014,
14, 396.

109. Conway, J.M.; Huffcutt, A.I. A review and evaluation of exploratory factor analysis
practices in organizational research. Organ Res. Methods 2003, 6, 147–168.

110. Field, A. Discovering Statistics Using SPSS, 3rd ed.; SAGE Publications Limited: Los
Angeles, CA, USA; London, UK; New Delhi, India; Singapore, Singapore; Washington,
DC, USA, 2009.

111. Rosenberg, M. Conceiving the Self ; Basic Books: New York, NY, USA, 1979.
112. Tabachnick, B.G.; Fidell, L.S. Using Multivariate Statistics, 5th ed.; Allyn & Bacon: Boston,

MA, USA, 2007.
113. Linting, M.; van der Kooij, A. Nonlinear principal components analysis with CATPCA:

A tutorial. J. Pers. Assess. 2012, 94, 12–25.
114. Linting, M.; Meulman, J.J.; Groenen, P.J.F.; van der Koojj, A.J. Nonlinear principal

components analysis: Introduction and application. Psychol. Methods 2007, 12, 336–358.
115. Kline, P. An Easy Guide to Factor Analysis; Routledge: London, UK, 1994.
116. Jackson, D.L.; Gillaspy, J.A.; Purc-Stephenson, R. Reporting practices in confirmatory

factor analysis: An overview and some recommendations. Psychol. Methods 2009,
14, 6–23.

117. Kenny, D.A. Measuring Model Fit 2012. Available online: http://davidakenny.net/cm/
fit.htm (accessed on 2 July 2014).

118. Bollen, K.A. Structural Equations with Latent Variables; John Wiley & Sons: New York, NY,
USA, 1989.

119. Arbuckle, J.L. Amos 20 User’s Guide; IBM: Chicago, IL, USA, 2001.
120. Tabachnick, B.G.; Fidell, L.S. Using Multivariate Statistics, 4th ed.; Allyn & Bacon: Boston,

MA, USA, 2001.
121. Heirman, W.; Walrave, M. Assessing Concerns and Issues about the Mediation of

Technology in Cyberbullying. Cyberpsychol. J. Psychosoc. Res. Cybersp. 2008, 2, 1–12.

189

http://davidakenny.net/cm/fit.htm
http://davidakenny.net/cm/fit.htm


The Coping with Cyberbullying
Questionnaire: Development of
a New Measure
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Benedetta Emanuela Palladino, Annalaura Nocentini, Ersilia Menesini,
Lucie Corcoran and Conor Mc Guckin

Abstract: Victims of cyberbullying report a number of undesirable outcomes
regarding their well-being, especially those who are not able to successfully cope
with cyber victimization. Research on coping with cyberbullying has identified
a number of different coping strategies that seem to be differentially adaptive in
cases of cyber victimization. However, knowledge regarding the effectiveness of
these strategies is scarce. This scarcity is partially due to the lack of valid and
reliable instruments for the assessment of coping strategies in the context of cyber
victimization. The present study outlines the development of the Coping with
Cyberbullying Questionnaire (CWCBQ) and tests of its reliability and construct
validity over a total of five questionnaire development stages. The CWCBQ was
developed in the context of a longitudinal study carried out in Switzerland and was
also used with Italian and Irish samples of adolescents. The results of these different
studies and stages resulted in a questionnaire that is composed of seven subscales
(i.e., distal advice, assertiveness, helplessness/self-blame, active ignoring, retaliation,
close support and technical coping) with a total of 36 items. The CWCBQ is still
being developed, but the results obtained so far suggested that the questionnaire
was reliable and valid among the countries where it was used at different stages of
its development. The CWCBQ is a promising tool for the understanding of potential
coping with experiences of cyber victimization and for the development of prevention
and intervention programs.

Reprinted from Societies. Cite as: Sticca, F.; Machmutow, K.; Stauber, A.; Perren, S.;
Palladino, B.E.; Nocentini, A.; Menesini, E.; Corcoran, L.; Guckin, C.M. The Coping
with Cyberbullying Questionnaire: Development of a New Measure. Societies 2015, 5,
515–536.

1. Introduction

Cyberbullying can be defined as an intentional aggressive behaviour that is
performed by a person or group of persons using electronic forms of communication
repeatedly and over time against a victim who cannot easily defend himself or
herself [1]. Over the last few decades, the phenomenon of cyberbullying has become a
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major issue in many countries. Modecki, Minchin, Harbaugh, Guerra and Runions [2]
reviewed and conducted a meta-analysis of a total of 80 studies on traditional
bullying and cyberbullying, finding that the prevalence of cyber victimization (i.e.,
suffering cyberbullying) is as high as 15%.

Given the often severe nature of cyberbullying, it is not surprising that
experiencing it as a victim might lead to a number of undesirable outcomes.
Indeed, research on cyber victimization has shown that cyber victims report
increased depressive and psychosomatic symptoms [3–5], anxiety [6], lower
levels of self-esteem [3,7,8], emotional distress, anger and sadness [5,9,10], social
difficulties [11], academic problems and school absenteeism [8,12], suspensions from
school and weapon carrying at school [13], deterioration of home life [9], substance
use [14] and suicidal ideation [15]. In short, cyber victimization can potentially have
negative effects on the victim’s well-being, in particular if combined with other
sources of stress, such as traditional victimization [16].

The list of potential negative outcomes of cyber victimization shows how
distressing these experiences can be. However, not all cyber victims report
undesirable outcomes that result from their cyber victimization experience [17–19].
Besides the variability in the nature, frequency and seriousness of the bullying
experience [20–22], the use and the effectiveness of coping strategies might be
one reason for these inter-individual differences in the effects of cyberbullying
on well-being [18,19]. Coping can be defined as the effort to manage stress and
related emotions and is crucial for the sustainment of emotional and psychological
well-being in the case of adversity [23]. Two kinds of strategies with different main
functions of coping are differentiated: problem-focused coping strategies, which
are directed at managing the problem causing the distress, and emotion-focused
coping strategies, which are directed at regulating the emotional response to the
problem [24]. Problem-focused and emotion-focused coping should not be seen
as two isolated types of coping, because in most cases of stress situations, they
complement each other [23]. Individuals tend to use problem-focused coping when
it is possible to exert control over the stressful situation and with enough resources.
In contrast, they use emotion-focused coping when they think that they have limited
resources and that they can do little to change the situation [24].

Perren et al. [25] reviewed a total of 36 studies on cyberbullying prevention
strategies. The authors proposed three domains of responses to cyberbullying:
reducing risks, combating cyberbullying and buffering the negative impact.
Strategies for reducing risks included traditional anti-bullying programs and their
various components that were found to be effective. Moreover, this included
specific Internet safety strategies (e.g., not giving away passwords or using different
ones) and parental mediation of children’s and youth’s online activities (e.g.,
accompanying them online, talking to them about their Internet experience).
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Combating cyberbullying encompasses coping strategies that can be used when
experiencing cyberbullying. These can be divided into technical solutions (e.g.,
blocking), confronting the cyberbully (e.g., constructive discussion or revenge), active
ignoring (e.g., pretend that nothing happened, forgetting about it) and instrumental
support (e.g., asking peers, parent or teachers for help). Lastly, buffering the negative
impact includes emotional support from peers, parents and teachers and emotional
coping, such as self-blame (maladaptive) and perpetrator blame (adaptive) [25].

Although Livingstone, Haddon, Görzig and Olaffson [26] concluded that
children’s coping strategies can be expected to be effective, Perren et al. [25]
conclude their overview by stating that there is very little empirical evidence
on the effectiveness of coping strategies in the context of cyberbullying and that
research in this field is at its very beginning. The effectiveness of coping strategies
is important, because the use of particular forms of coping seems to be strongly
related to the emotional well-being of an individual [23]. Although it is important
not to value a specific form of coping without reference to the context in which it is
disposed, findings of empirical studies lead to the assumption that a problem-focused
coping is often more adaptive than an emotion-focused coping [27]. Whereas
problem-focused coping strategies are associated with positive affect and increased
emotional regulation, emotional-focused coping strategies seem to be related with
emotions of distress [28,29].

Consistent with this pattern, research on traditional victimization found that
experiences of victimization were associated with less use of problem-focused coping
strategies and with more psychological distress [30]. Therefore, victims are probably
more likely to evaluate bullying as less changeable than non-victims. Furthermore, in
the context of cyberbullying, victims seem to use emotion-focused coping strategies,
like emotional expression, depressive coping and avoidance in daily life, more
than other adolescents [31]. In the investigation of Völlink, Bolman, Eppingbroek
and Dehue [32], only emotion-focused cyber-specific coping was associated with
increased depressive feelings and other health complaints among cyber victims. This
leads us to question if there are other, more effective coping strategies that may even
buffer the negative short- and long-term consequences of cyber victimization on
adolescents’ mental health. The first longitudinal study of Machmutow et al. [18]
showed that in contrast to helpless reactions and assertive coping, both of which were
positively associated with depressive symptoms, seeking support from peers and
family showed a significant buffering effect: cyber victims who were recommended to
seek close support as a coping strategy showed lower levels of depressive symptoms
over time. However, in the study by Völlink et al. [32], the buffering effect of
problem-focused coping, measured with items about confronting coping and social
support coping, was not confirmed. In sum, our knowledge about effective coping
with cyberbullying is very limited [25].
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As the issue of cyberbullying has emerged during the last two decades,
research on coping with cyberbullying is as young as research on cyberbullying
and as the phenomenon of cyberbullying itself. Examining how adolescents cope
with experiences of cyber victimization and exploring which coping strategies are
positively related to well-being (or negatively to undesirable outcomes) would
yield important knowledge on how coping strategies mediate or moderate the
association between experiences of cyber victimization and well-being and, lastly,
on how to reduce the negative impact of cyber victimization. This knowledge
would help teachers, parents, practitioners and cyber victims to cope with the
negative experiences and to reduce the negative impact of bullying. One necessary
condition for following this aim is the availability of a valid and reliable instrument
for the assessment of coping strategies in relation to adolescents’ experiences of
cyber-victimization. To the best of our knowledge, no such instrument exists
to date. For that reason, the aim of the present study was to develop a new
instrument: the Coping with Cyberbullying Questionnaire (CWCBQ). The CWCBQ
was developed in the context of a Swiss longitudinal study of cyberbullying in
adolescence (netTEEN: “Wie nett sind Teens im Internet”; [18,21,22,33,34]). The
entire process of the development of the CWCBQ is described in this paper, including
qualitative pilot studies and assessments of its validity and reliability using data that
were collected in Switzerland, Italy and Ireland.

2. Development of the Coping with Cyberbullying Questionnaire

The CWCBQ was developed to examine how adolescents would cope with
hypothetical experiences of cyberbullying. The questionnaire underwent a total of
five development stages. These stages are described hereunder.

Stage 1: In the context of an online pilot study that was carried out in late 2010,
127 German-speaking students were given a definition of cyberbullying and were
asked a number of open-ended questions about their personal experience with cyber
victimization. The questions were divided into four blocks: (1) “Have you ever
suffered cyberbullying or did you ever witness how one of your friends suffered
cyberbullying? How did you or your friend react to that?” (2) “In case you never
experienced or witnessed cyberbullying, how would you react if someone bullied
you through the Internet, emails or mobile phones?” (3) “What kind of behaviour
do you think would help when experiencing cyberbullying?” (4) “What kind of
reaction would worsen the situation?” Based on theoretical considerations [35–37],
content analyses of the students’ answers were conducted by one research assistant
and yielded five coping dimensions: reactions toward the bully, ignoring, support,
emotion-focussed reactions and technical solutions. These results marked the starting
point for the development process of the quantitative questionnaire that is described
in the following.
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Stage 2: Based on these results from the qualitative pilot study, the first version
of a quantitative coping questionnaire was developed. The coping questionnaire
encompassed four subscales with a total of 14 items developed. The wording of the
14 items was based on the open-ended responses of the students that were gained
in the pilot study and were simplified and modified to fit the format of the coping
questionnaire (i.e., “I would . . . ”). Further, a total of 32 different hypothetical
cyberbullying scenarios were developed. These scenarios were systematically
manipulated with respect to the severity and the publicity of the cyberbullying
experience, as well as with respect to the gender of the hypothetical victim and
acceptance in his or her peer group. This manipulation was used because it
was assumed that both the use and the perceived success of a specific coping
strategy depend on several characteristics of the cyberbullying experience at hand.
These scenarios were then used during the second wave of data assessment in the
longitudinal netTEEN-study carried out in Switzerland in May 2011. The coping
questionnaire was distributed to students that managed to complete the other scales
that were included in the netTEEN study [18,21,22,33,34] within time at their disposal
(i.e., 45 or 60 minutes depending on the school) and still had enough time left over
to complete the coping questionnaire. A total of 765 students completed one of
these coping questionnaires with a randomly-assigned scenario. Students were
asked to imagine that they experienced something similar to what was described
in the respective scenario and to rate how likely they were to use each of the
14 coping strategies on a scale ranging from one (definitely not) to four (definitely).
The results of an exploratory factor analysis suggested that five subscales were
present within the 14 items. These five subscales were in line with our expectations
and were interpreted as: (1) distal advice; (2) close support; (3) assertiveness;
(4) helplessness; and (5) retaliation [18]. All subscales were composed of three
items, except retaliation, which was composed of a single item. One item had to be
eliminated from the questionnaire, as the factor analysis indicated that the students
had understood it ambiguously (i.e., strong cross-loadings). However, the reliabilities
of the five dimensions of the coping questionnaire that resulted from Stage 2 were
not considered satisfactory, and the number of items was considered to be too low for
the retaliation subscale. Therefore, a further stage of the questionnaire development
process was initiated.

Stage 3: Results from Stage 2 were used as a starting point for a revision of the
questionnaire. The questionnaire was revised based on theoretical considerations [36,38]
and on students’ open-ended answers obtained in Stage 1. The result of this revision
was a questionnaire with a total of six subscales of three items each: (1) distal
advice; (2) close support; (3) retaliation; (4) assertiveness; (5) active ignoring; and
(6) helplessness/self-blame. Further, just one (Switzerland and Italy) or two (Ireland)
cyberbullying scenarios were chosen (as opposed to the 32 scenarios that were used in
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Stage 2). The scenario that was used in both Switzerland and Italy was the following:
“Sometimes, the Internet or mobiles are used to bully others. Imagine that for a few
weeks, you have been receiving nasty and threatening text messages. Aside from
that, you found out that embarrassing pictures of you are being spread around”.
In Ireland, two different hypothetical scenarios of varying severity were developed.
The wording of the scenarios was “Imagine that for the last few days, you frequently
received text messages telling you that everyone in school thinks that you are a total
loser” and “Imagine that yesterday, a friend told you that he or she saw a YouTube
video of you from the last school trip. In this video, you are seen in an embarrassing
state of undress for several minutes while changing your clothes”. The purpose of
this approach was to allow for the examination of coping preferences in different
contexts. Although there is cyber-based victimization in both scenarios, the second
scenario is exposing the individual to more public victimization and is also thought
to be a more severe form of victimization, as it involves a video of the targeted person
in a state of undress. In order to maximise the comparability between scenarios,
we decided to use only data based on the first scenario for the analyses carried out
at this step. As in previous versions of the questionnaire, students were asked to
rate how likely they were to use each of the 18 coping strategies on a scale ranging
from one (definitely not) to four (definitely). This version of the questionnaire
was named the Coping with Cyberbullying Questionnaire (CWCBQ) and was used
during the third assessment of the netTEEN study (November 2011). As the netTEEN
study was carried out both in the German-speaking and the Italian-speaking part of
Switzerland, the questionnaire was translated from its original German version to
an Italian version. Further, the questionnaire was also translated from the German
version to an English version to be used in Ireland. The translations were made by a
total of six independent bilingual translators. Three of them worked on the Italian
translation, and three worked on the English translation. The Italian version of the
CWCBQ was also used in a study carried out in Italy [39], while the English version
was used in a study carried out in Ireland [40]. In sum, the CWCBQ was used in
Switzerland (N = 803), Italy (N = 755) and Ireland (N = 2412). While in Stage 2, the
questionnaire was only distributed to those students that managed to complete the
other scales, in Stage 3, the CWCBQ was distributed to all students. Note that the
803 students that participated in Stage 3 in Switzerland mostly also participated
in Stage 2, as all assessments that were carried out in Switzerland were part of
the longitudinal netTEEN study [18,21,22,33,34]. Given this unique opportunity
resulting from a rich database, we examined the construct validity on the CWCBQ
and tested it towards measurement invariance among the three countries.

Testing measurement invariance: Measurement invariance is a prerequisite for
comparisons between different groups, such as different nations; only if measurement
invariance is given can we be sure that, “under different conditions of observing
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and studying phenomena, measurement operations yield measures of the same
attribute” [41]. Jöreskog [42] described multi-group confirmatory factor analysis
(MGCFA) as a method to simultaneously perform factor analyses with different
samples, and Steenkamp and Baumgartner [43] proposed a unified and sequential
way to test for metric invariance among them. The authors outlined a testing
strategy with increasingly restrictive levels of invariance. The less restrictive
level is called configural invariance, followed by metric invariance and, finally,
scalar invariance. Configural invariance means that the constructs are represented
by the indicators among countries and is given when three conditions are met:
(1) the same configuration of loadings and latent factors must be present (including
cross-loadings); (2) all factor loadings must be both substantial and significant; and
(3) the correlations among the latent factors must be lower than one (discriminant
validity). Metric invariance means that the representation of the constructs is
invariant across countries and is given when the factor loadings between indicators
and latent constructs are invariant among countries. Finally, scalar invariance means
that differences in the means of the indicators among countries are due to differences
in the means of the latent constructs and is given when the intercepts of the indicators
are invariant across countries.

Configural invariance: In the first step, we tested data from the three countries
towards configural invariance. Thus, we modelled an MGCFA with three groups
(Switzerland, Ireland, Italy). Following our theoretical model, for each group, we
modelled an a priori CFA with six latent factors (i.e., distal advice, close support,
retaliation, assertiveness, active ignoring and helplessness/self-blame) represented
by three indicators each. This model was not found to fit the data well (χ2 = 2488.675;
degrees of freedom (df) = 360; Comparative Fit Index (CFI) = 0.867; Root Mean
Square Error of Approximation (RMSEA) = 0.067; Standardized Root Mean Square
Residual (SRMR) = 0.072). Modification indices showed that the item “I would
encourage my peers (e.g., my group of friends) to exclude the bully” from the
retaliation subscale showed strong cross-loadings on a number of other latent factors,
with particularly strong cross-loadings on assertiveness and close support in the
Swiss sample. Given that the pattern of these cross-loadings was not in line with
theoretical assumptions and that the cross-loadings were mainly found in the Swiss
subsample, we decided to delete this item and to run the MGCFA without it.
This adapted model was not found to fit the data well (χ2 = 2128.580; df = 312;
CFI = 0.878; RMSEA = 0.066; SRMR = 0.066). Modification indices showed that
the item “I would take technical precautions (e.g., make my password more secure,
change my mobile phone number and/or email address, etc.)” from the assertiveness
subscale exhibited very strong cross-loadings on a number of other latent factors,
with particularly strong cross-loadings on distal advice and close support in the Irish
sample. Again, given that the pattern of these cross-loadings was not in line with
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theoretical assumptions and that the cross-loadings were mainly found in the Irish
subsample, we decided to delete this item and to run the MGCFA without it. The
resulting model was not found to fit the data well (χ2 = 1645.204; df = 269; CFI = 0.903;
RMSEA = 0.062; SRMR = 0.054). Modification indices showed that the item “I would
avoid any further contact with the bully” from the active ignoring subscale exhibited
very strong cross-loadings on a number of other latent factors, with particularly
strong cross-loadings on retaliation, distal advice and close support in the Italian
sample. Again, given that the pattern of these cross-loadings was not in line with
theoretical assumptions and that the cross-loadings were mainly found in the Italian
subsample, we decided to delete this item and to run the MGCFA without it. The
resulting model showed a satisfactory fit to the data (see Table 1). All loadings were
found to be significant and higher than 0.40, with most of them being higher than
0.60. Correlations between latent factors were found to be between −0.40 and 0.68.
Thus, discriminant validity was also found among the subscales. Accordingly, all
criteria for configural invariance among the three countries were met.

Table 1. Model fit indices for the three levels of measurement invariance (N = 3970).

Model χ2 df CFI RMSEA SRMR

Configural 1181.946 225 0.926 0.048 0.048
Metric 1 1220.372 243 0.925 0.055 0.051

Partial scalar 2 1307.943 255 0.919 0.056 0.051

Notes: 1 Factor loadings equal among countries; 2 item intercepts partially equal
among countries.

Metric invariance: In the second step, data from the three countries was tested
towards metric invariance. All factor loadings were constrained to be equal among
countries. The resulting model showed a satisfactory fit to the data (see Table 1).
Given the large sample size of the present study, it was to be expected that the
scaled chi-square test would indicate a significant deterioration in model fit as a
consequence of the metric invariance constraints. However, simulation studies
showed that with large sample sizes, the change in CFI might be a better indicator
for model fit deterioration than the change in chi-square, as chi-square tests are
notoriously affected by sample size [44]. The difference in CFI was found to be
−0.001, which is ten-times smaller than the recommended threshold of −0.01 for
accepting the null hypothesis of invariance [44]. Thus, it seemed eligible to conclude
that metric invariance was given.

Scalar invariance: In the third and last step, data from the three countries
was tested towards scalar invariance. All item intercepts were constrained to be
equal among countries. The resulting model was not found to fit the data well
(χ2 = 1959.248; df = 261; CFI = 0.869; RMSEA = 0.070; SRMR = 0.072), which
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means that scalar invariance is not given for all latent constructs and countries.
Modification indices were used to examine which item intercepts would have to be
released to achieve a satisfactory model fit. Results indicated that the item “I would
go to the police” from the distal advice subscale, the item “I would accept the
situation as it is because there is nothing you can do to stop bullying” from the
helplessness/self-blame subscale and the item “I would ignore all messages/pictures
so that the bully would lose interest” from the active ignoring subscale were not
found to have an invariant item intercept. These three item intercepts were then
progressively released to reach partial scalar invariance. The resulting model showed
a satisfactory fit to the data, and the reduction in CFI was found to be as small
as −0.006. Table 2 lists the standardized factor loadings and the unstandardized item
intercepts for each item and for each country. Descriptive statistics and reliabilities of
the latent constructs can be found in Table 3. Correlations between the latent factors
are listed in Table 4. Thus, although no full scalar invariance was found, partial scalar
invariance was found.

Stage 4: Results from Stage 3 were satisfactory in that configural, metric and
partial scalar invariance were found for 15 out of the 18 items, which, for instance,
permits mean comparisons across the three countries for all six subscales [45].
However, three of the six subscales were left with only two items, which means that
the respective latent factors would be under-identified in further analyses. Ideally,
a latent factor should be just identified, which is the case when there are three
indicators for each latent factor [46,47]. With this goal in mind and given the results
from Stage 3, the CWCBQ was revised again, based on theoretical considerations and
open-ended answers from Step 1. Those items that were excluded from the analyses
in Stage 3 were nonetheless carried forward into this next stage of questionnaire
development to make a replication of the results from Stage 3 potentially possible.
The result of this revision was that all six subscales were composed of five items.
Additionally, a seventh subscale of four items tapping into technical coping strategies
was developed. Therefore, the revised version of the CWCBQ encompassed seven
subscales with a total of 34 items. At this stage, the format of the CWCBQ was
the same one as in Stage 3 (i.e., only one scenario). Again, an Italian version of
the CWCBQ was developed based on the German original version following the
same translation procedure as described in Stage 3. This revised version of the
CWCBQ was used in a follow-up study carried out among the Italian sample in
mid-2012 [39]. In total, 358 students completed this version of the CWCBQ. Results
of a CFA showed that the a priori model with the seven subscales did not fit the data
well (χ2 = 995.178; df = 506; CFI = 0.835; RMSEA = 0.052; SRMR = 0.087). Modification
indices indicated that a total of 10 items showed a pattern of cross-loadings that
was not in line with theoretical expectations (one item each from the distal advice,
assertiveness, retaliation, close support and technical coping subscales, two items
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from the helplessness/self-blame subscale and three items from the active ignoring
subscale) and/or had loadings that were below 0.50. Therefore, these items were
deleted, and the CFA was performed again without these items. Results of the CFA
with seven subscales and 24 items showed that the model fit the data very well
(χ2 = 345.055; df = 231; CFI = 0.948; RMSEA = 0.037; SRMR = 0.051). Thus, the
construct validity and the divergent validity of the questionnaire were found for the
version of the CWCBQ presented in Table 5. Table 5 lists the standardized factor
loadings and the unstandardized item intercepts for each item. Descriptive statistics
and reliabilities of the latent constructs can be found in Table 3. Correlations between
the latent factors are listed in Table 4.

Stage 5: Results from stage 4 were satisfactory in that the structure of the
questionnaire was validated among the Italian sample. However, 10 items had
to be deleted, which indicated that there is a core of items that seemed to have
good psychometric properties (both in stage 3 and stage 4), while others were
problematic. As a result, the number of items was relatively low in the different
subscales. Therefore, the questionnaire was revised again based on results from
stage 4, theoretical considerations and open-ended answers from step 1. In particular,
the wordings of the items were streamlined (e.g., all references to “that person”
were substituted by “the bully”) and some items were reformulated with the aim
to make them more coherent. Further, the aim was to have at least five items in
every subscale. This revision resulted in all seven subscales having five items,
except for technical coping, which was composed of six items. Therefore, the
revised version of the CWCBQ encompassed seven subscales with a total of 36 items.
The format of the CWCBQ was the same one as in stage 3 and 4 (i.e., only one
scenario, see Appendixes. A German, Italian, and an English version of the CWCBQ
were developed following the same translation procedure as described in stage 3.
A complete version of the English, German, and Italian CWCBQ can be found in
the appendices. This current version of the questionnaire represents an attempt
to further improve the psychometric properties of the CWCBQ. To the best of our
knowledge, this questionnaire has not been tested towards construct validity so far.
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Table 4. Correlations between the subscales of the CWCBQ at Stage 3 (N = 3970;
below the diagonal) and Stage 4 (N = 358; above the diagonal).

Subscales 1 2 3 4 5 6 7

1 Distal advice 1 0.39 *** 0.60 *** 0.55 *** −0.37 *** 0.67 *** 0.62 ***
2 Assertiveness 0.35 *** 1 0.21 * 0.12 0.17 * 0.54 *** 0.54 ***

3 Helplessness/self-blame −0.01 −0.13 *** 1 0.61 *** −0.36 *** 0.68 *** 0.60 ***
4 Active ignoring −0.01 0.17 *** 0.34 *** 1 −0.52 *** 0.55 *** 0.53 ***

5 Retaliation −0.17 *** 0.15 *** −0.09 *** −0.08 ** 1 −0.33 *** −0.26 ***
6 Close support 0.29 *** 0.42 *** 0.21 *** 0.58 *** −0.17 *** 1 0.69 ***

7 Technical coping 1 1

Notes: * p < 0.05; ** p < 0.01; *** p < 0.001; 1 included only at Stage 4.

Table 5. Standardized factor loadings and unstandardized item intercepts for the
Italian sample (based on the data from Stage 4; N = 358).

I would . . . Loadings Intercepts

Distal advice

...go to the police 0.613 2.957

...inform a teacher or the principal 0.711 2.673

...seek professional advice 0.647 2.392

...call a helpline 0.630 2.197

Assertiveness

...let the bully know that I do not find it funny at all 0.786 3.038

...let the bully know that his behaviour is not acceptable at all 0.687 3.215

...tell the bully to stop it 0.610 3.337

...ask the bully why he/she is doing this 0.732 2.933

Helplessness/self-blame

...be completely desperate 0.705 2.528

...ask myself why this happened to me 0.709 2.948

...not know what to do 0.523 2.180

Active ignoring

...get around that person 0.866 3.113

...avoid any further contact with the bully 0.805 2.874

Retaliation

...get back at him in the real world 0.843 2.169

...get back at him in the virtual world (online, e.g., SMS/email) 0.586 1.727

...write mean and threatening things to the bully 0.639 1.978

...get back at him/her personally 0.897 2.215

Close support

...talk to my friends because it’s good for me 0.664 3.120

...go to someone who listens to me and comforts me 0.759 3.111

...spend time with my friends to take my mind off it 0.668 3.316

...go to someone who accepts me the way I am 0.604 3.142

Technical coping

...pay more attention to who gets access to my data 0.650 3.457

...block that person so that s/he cannot contact me anymore 0.646 3.336

...put less information on the Internet 0.658 3.095

Note: These items were exclusively used in Italy. The translation into English was done
for the purpose of this publication only.
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3. Discussion

The aim of the present study was to describe the entire process of the
development of the CWCBQ in a transparent way, including a qualitative pilot
study and assessments of its validity and reliability using data that were collected
in Switzerland, Italy and Ireland and during different progressive stages of
questionnaire development. The CWCBQ went through a total of five stages of
development. In the first stage, open-ended responses from a qualitative pilot study
were used to develop a first version of the questionnaire with six subscales and
14 items. In Stage 2, this questionnaire was used in the second wave of data collection
of the longitudinal netTEEN study and was revised and expanded to six subscales
with 18 items. The revised version was used in the third wave of the netTEEN study
and, after a translation into English and Italian, was also used in two studies carried
out in Ireland and Italy. The data that were collected in the three countries were used
to examine the construct validity of the questionnaire among the three countries.
Configural, metric and partial scalar invariance were found after deleting three out
of 18 items. However, some items were found to be problematic. In Stage 4, the
questionnaire was revised and extended to seven subscales and a total of 34 items,
and it was used in a follow-up assessment among the Italian sample. Herein, a large
proportion of the items was found to have good psychometric properties, but others
were not found to be satisfactory and were revised for the current version of the
CWCBQ. The current version of the CWCBQ encompasses a total of seven subscales
(i.e., distal advice, assertiveness, helplessness/self-blame, active ignoring, retaliation,
close support and technical coping) with a total of 36 items.

In sum, the development of the CWCBQ was initiated by taking a
qualitative approach and an inductive strategy (i.e., content analysis based on
open-ended answers). The results were then complemented by deductive elements
(i.e., theoretical considerations) and led to the development of a quantitative
questionnaire that was continuously revised using a combination of inductive and
deductive methods for the development of new items and the revision of existing
ones. As a result, the CWCBQ can be considered as a promising instrument for the
assessment of coping strategies in the context of cyber victimization. However, it is
important to note that the current version of the CWCBQ (see the Appendixes) has
not yet been tested towards its validity and reliability. Thus, the current CWCBQ
represents the result of an extensive process of questionnaire development in which
items were partly revised from one version to the other. Nevertheless, the assessment
of the construct validity of the CWCBQ among the three countries during Stage 3
represented a very strong and conservative test of the questionnaire’s psychometric
properties. Not only the configural structure of the questionnaire was tested towards
invariance, but also the pattern of the loadings and of the item intercepts. These
results show that the six constructs that were assessed with the version of the CWCBQ
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in Stage 3 were the same in the three countries. Therefore, it would be possible to
carry out mean comparisons of these strategies, although this was beyond the scope
of the present paper. Unfortunately, this test could not be replicated using the version
from Stage 4, as no additional assessments were done among the Swiss and the Irish
sample. Further, the results from the Italian sample in Stage 4 represented a strong
improvement from Stage 3 to Stage 4, as 11 out of the 15 items that were kept in the
analyses in Stage 3 were found to be satisfactory in Stage 4, as well. Moreover, the
model fit obtained in Stage 4 was found to be much improved compared to Stage 3.
In sum, although the items were slightly changed from one version to the other
in order to obtain a more coherent questionnaire in terms of wording, there was
evidence that a core of items exhibited good psychometric characteristics and that an
overall improvement in validity and reliability was progressively achieved from one
stage to the other.

The coping strategies that were assessed with the CWCBQ referred to a
hypothetical cyber victimization scenario. This approach yielded an insight into
what the adolescents would do/think if they experienced cyber victimization.
Knowledge about coping strategies in hypothetical situations among individuals
that never experienced cyber victimization is important, as individuals that do have
a repertoire of coping strategies might be those who actually never experience cyber
victimization. Considering that cyber victimization represents a very particular form
of aggressive behaviour that encompasses power imbalance and repetition [1], it
might be that those who know how to cope with situations that might end in cyber
victimization might be able to prevent it in the first place. Thus, coping might be
a competence that reduces the likelihood of experiencing cyber victimization and,
therefore, does not just protect from negative outcomes when cyber victimization
has already been experienced. Besides coping with hypothetical cyber victimization,
another important insight would be what those adolescents that experienced cyber
victimization actually did to cope with it. To this end, the current CWCBQ also
includes a question that asks if the scenario that is described in the questionnaire (or
a similar one) has ever been experienced. This would make it possible to examine
if the CWCBQ is equally well suited to assess coping strategies of both adolescents
who did and who did not experience cyber victimization scenarios similar to the one
that was described in the questionnaire. Further, assuming that cyber victimization
was also assessed in the same study, that there is detailed information on the kind
of cyber victimization that was experienced and that the sample is large enough,
one might explore what kinds of coping strategies were used in different kinds of
cyber victimization. This knowledge would be of high value for prevention and
intervention, as different forms of cyber victimization and victimization in general
have different degrees of severity [21,48], and it can be assumed that different coping
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strategies are differentially adaptive depending on the exact circumstances and the
available coping resources [23].

Knowledge on the effectiveness of different coping strategies is widely lacking
to date, especially with respect to actual cyber victimization. Future research might
use the CWCBQ to assess how different coping strategies moderate the impact of
cyber victimization on well-being. This research aim can be addressed in different
ways. One approach might be to conduct interviews with cyber victims and to focus
on how they handled their experience and what they think about how effective their
coping strategy was. Similarly, it might be interesting to work with experimental
studies using different written scenarios, vignettes, videos or maybe games and
accompanying them with questions about potential coping strategies and their
expected effectiveness. Another approach might be to examine the longitudinal
interplay between cyber victimization, an outcome of interest, and coping strategies,
with a focus on the longitudinal moderating role of coping strategies. Finally,
besides asking adolescents, it might be insightful to ask parents, teachers and
practitioners about their perception of the effectiveness of different coping strategies
that adolescents might use in the case of cyber victimization.

4. Conclusions

The current version of the CWCBQ results from an intensive development
process and is currently being used in a follow-up study in Italy. Although, it has
not been tested towards its psychometric characteristics so far, the results of the
development of the CWCBQ described above suggest that the current version of the
CWCBQ is a promising instrument that might be useful for future research and for
prevention of and intervention in cybervictimization.
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Appendixes

Appendix A. Appendix 1: Current English Version of the CWCBQ

Sometimes, the Internet or mobiles are used to bully others.
Imagine that for a few weeks, you have been receiving nasty and threatening

text messages. Aside from that, you found out that embarrassing pictures of you are
being spread around.

Did you ever experience something like that? (Yes/No)
What would you do in this situation? “I would . . . ”

Table A1. Current English version of the Coping with Cyberbullying Questionnaire
(CWCBQ).

Item Name Subscale Item Label (Response Options: 1 Definitely Not,
2 Probably Not, 3 Probably, 4 Definitely Yes, 5 No Answer)

COCY00 TC report the incident to the website owner or to the telephone
company (e.g., YouTube)

COCY01 DA go to the police

COCY02 TC change my contact details (phone number, email address,
chat name, profile on social networking sites)

COCY03 HS be totally desperate
COCY04 RE write mean and threatening things to the bully
COCY05 AI avoid any further contact with the bully
COCY06 DA seek advice on an online platform
COCY07 CS go to someone who listens to me and comforts me
COCY08 AS tell the bully to stop it
COCY09 AI keep out of the bully’s way
COCY10 CS spend time with my friends to take my mind off it
COCY11 HS think that it is my fault
COCY12 AI pretend that it does not bother me at all
COCY13 CS talk to my friends about it

COCY14 HS accept the situation as it is because there is nothing you can
do to stop bullying

COCY15 AS tell the bully that this is not ok at all
COCY16 DA inform a teacher or the principal
COCY17 RE get back at the bully in the real world (offline, e.g., at school)
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Table A1. Cont.

Item Name Subscale Item Label (Response Options: 1 Definitely Not,
2 Probably Not, 3 Probably, 4 Definitely Yes, 5 No Answer)

COCY18 AI ignore all messages/pictures so that the bully
would lose interest

COCY19 HS ask myself why this is happening exactly to me
COCY20 HS not know what to do
COCY21 AS tell the bully that I don’t think this is funny at all
COCY22 DA seek professional advice
COCY23 TC pay more attention to who has access to my data
COCY24 AS tell the bully that his behaviour is hurting me
COCY25 RE get back at the bully personally
COCY26 CS go to someone who accepts me the way I am
COCY27 TC block the bully to prevent him from contacting me again
COCY28 RE get back at the bully together with my friends
COCY29 AI try not to think about it
COCY30 TC post less personal information on the Internet
COCY31 DA call a helpline (e.g. Kids Helpline, CyberBullyHotline)

COCY32 RE get back at the bully in cyber space (online, e.g., text
message, email)

COCY33 AS ask the bully why he/she is doing this
COCY34 CS go to someone I can trust

COCY35 TC save messages/pictures as evidence (e.g., copies
or screenshots)

Notes: DA = distal advice; CS = close support; RE = retaliation; AS = assertiveness;
AI = active ignoring; HS = helplessness/self-blame; TC = technical coping.

Appendix B. Appendix 2: Current German Version of the CWCBQ

Das Internet oder das Handy werden manchmal benutzt, um andere zu mobben.
Stell dir bitte vor, dass du seit einigen Wochen immer wieder gemeine und

bedrohende Nachrichten erhältst. Außerdem hast du erfahren, dass peinliche Bilder
über dich verbreitet wurden.

Hast du eine solche Situation schon mal erlebt? (Ja/Nein)
Was würdest du in dieser Situation tun? “Ich würde . . . ”
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Table B1. Current German version of the Coping with Cyberbullying Questionnaire
(CWCBQ).

Item Name Subscale Item Label (Response Options: 1 Sicher Nicht, 2 Eher Nicht,
3 Eher Schon, 4 Sicher, 5 Keine Antwort)

COCY00 TC den Vorfall bei den Besitzern der Internetseite bzw. bei der
Telefongesellschaft melden (z.B. YouTube, Swisscom)

COCY01 DA zur Polizei gehen

COCY02 TC meine Kontaktdaten ändern (Telefonnummer, E-Mail, Chatname,
Profil bei sozialen Netzwerken)

COCY03 HS total verzweifelt sein

COCY04 RE dem Mobber ebenfalls gemeine oder bedrohende
Dinge zurückschreiben

COCY05 AI jeden weiteren Kontakt mit dem Mobber vermeiden
COCY06 DA in einem Internetforum nach Rat suchen
COCY07 CS zu jemandem gehen, der mir zuhört und mich tröstet
COCY08 AS dem Mobber sagen, dass er damit aufhören soll
COCY09 AI dem Mobber aus dem Weg gehen
COCY10 CS Zeit mit Freunden verbringen
COCY11 HS denken, dass ich selbst schuld bin
COCY12 AI nach außen so tun, als ob mir die ganze Sache nichts ausmacht
COCY13 CS mit meinen Freunden darüber reden

COCY14 HS die Sache akzeptieren wie sie ist, denn man kann nichts
gegen Mobbing tun

COCY15 AS dem Mobber sagen, dass das überhaupt nicht ok ist
COCY16 DA eine Lehrperson oder den Schulleiter informieren

COCY17 RE mich in der realen Welt am Mobber rächen (offline, z.B.
in der Schule)

COCY18 AI alle Nachrichten/Bilder ignorieren
COCY19 HS mich fragen, warum das genau mir passiert ist
COCY20 HS nicht wissen, was ich tun soll
COCY21 AS dem Mobber sagen, dass ich das gar nicht lustig finde
COCY22 DA zu einer Beratungsstelle gehen, um mir Rat zu holen
COCY23 TC besser darauf achten, wer Zugang zu meinen Daten hat
COCY24 AS dem Mobber sagen, dass mich sein Verhalten verletzt
COCY25 RE mich persönlich am Mobber rächen
COCY26 CS zu jemandem gehen, der mich so akzeptiert wie ich bin
COCY27 TC den Mobber blockieren, sodass er mich nicht mehr kontaktieren kann
COCY28 RE mich zusammen mit meinen Freunden am Mobber rächen
COCY29 AI versuchen nicht daran zu denken
COCY30 TC weniger persönliche Infos ins Internet stellen
COCY31 DA bei einer Hilfehotline anrufen (z.B. 147 Pro Juventute)
COCY32 RE mich in der Cyberwelt am Mobber rächen (online, z.B. SMS/Email)
COCY33 AS den Mobber fragen, warum er das macht
COCY34 CS zu jemandem gehen dem ich vertrauen kann

COCY35 TC Nachrichten/Bilder als Beweismittel speichern
(z.B. Kopien, Screenshots)

Notes: DA = distal advice; CS = close support; RE = retaliation; AS = assertiveness;
AI = active ignoring; HS = helplessness/self-blame; TC = technical coping.
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Appendix C. Appendix 3: Current Italian Version of the CWCBQ

Ogni tanto internet e cellulari sono utilizzati per fare i bulli o i prepotenti.
Immagina che da alcune settimane ricevi continuamente dei messaggi

cattivi e minacciosi. Hai anche scoperto che sono state diffuse alcune tue
immagini imbarazzanti.

Ti sei già trovato/a in una situazione del genere? (Sì/No)
Cosa faresti in questa situazione? “Io . . . ”

Table C1. Current Italian version of the Coping with Cyberbullying Questionnaire
(CWCBQ).

Item Name Subscale Item Label (Response Options: 1 Certamente no, 2 Piuttosto no,
3 Piuttosto sì, 4 Certamente sì, 5 Nessuna risposta)

COCY00 TC comunicherei l'accaduto ai proprietari del sito internet o alla
compagnia telefonica (per esempio YouTube)

COCY01 DA andrei dalla polizia

COCY02 TC cambierei i miei dati personali (numero di telefono, indirizzo email,
nickname in una chat, profilo in un social network)

COCY03 HS sarei completamente disperato/a
COCY04 RE manderei a mia volta dei messaggi cattivi e minacciosi al bullo
COCY05 AI eviterei ogni contatto con il bullo
COCY06 DA cercherei aiuto online
COCY07 CS andrei da qualcuno che mi ascolta e mi consola
COCY08 AS direi al bullo di smettere di farlo
COCY09 AI starei alla larga dal bullo
COCY10 CS passerei del tempo con i miei amici in modo da pensare ad altro
COCY11 HS penserei che é colpa mia
COCY12 AI farei finta che non mi importa nulla di tutto ciò
COCY13 CS ne parlerei con gli amici

COCY14 HS accetterei le cose come sono, perché contro il bullismo non si può
fare nulla

COCY15 AS farei capire al bullo che il suo comportamento non va per niente bene
COCY16 DA informerei un docente o il preside
COCY17 RE mi vendicherei nel mondo reale (offline, per esempio a scuola)

COCY18 AI ignorerei tutti i messaggi e tutte le immagini in modo che il bullo
perda interesse nel farlo

COCY19 HS mi chiederei perché è successo proprio a me
COCY20 HS non saprei cosa fare
COCY21 AS direi al bullo che il suo comportamento non é per nulla divertente
COCY22 DA cercherei consulenza professionale
COCY23 TC starei più attento/a a chi ha accesso ai miei dati
COCY24 AS direi al bullo che il suo comportamento mi ferisce
COCY25 RE mi vendicherei personalmente
COCY26 CS andrei da qualcuno che mi accetta così come sono
COCY27 TC bloccherei il bullo in modo che non possa più contattarmi
COCY28 RE mi vendicherei con l’aiuto dei miei amici
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Table C1. Cont.

Item Name Subscale Item Label (Response Options: 1 Certamente no, 2 Piuttosto no,
3 Piuttosto sì, 4 Certamente sì, 5 Nessuna risposta)

COCY29 AI cercherei di non pensarci
COCY30 TC metterei meno informazioni personali su internet

COCY31 DA chiamerei una linea telefonica d’aiuto (per esempio
Telefono Azzurro)

COCY32 RE mi vendicherei nel mondo virtuale (online, per esempio SMS, email)
COCY33 AS chiederei al bullo perché lo fa
COCY34 CS andrei da qualcuno di cui mi posso fidare

COCY35 TC salverei i messaggi/le immagini come prove dell’accaduto
(per esempio ne farei una copia o uno screenshot)

Notes: DA = distal advice; CS = close support; RE = retaliation; AS = assertiveness;
AI = active ignoring; HS = helplessness/self-blame; TC = technical coping.
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