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Figure 5. (a) The mutual information as the function of an evolutionary step for the classifier in
Figure 1b if the pair of excitation numbers observed on two selected oscillators is used as the output.
(b) The table that translates the numbers of excitations observed on oscillators #1 and #2 into the
classifier answer. The red and green points correspond to y > x and y < x, respectively. (c) The
increase in classifier accuracy as a function of tmax observed during the optimization.
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Figure 6. The location of correctly and incorrectly classified pairs (x, y) ∈ [0, 1]× [0, 1] if the pair of
excitation numbers observed on oscillators #1 and #2 is used as the output. Correctly classified pairs in
which y > x and y < x are marked by red and green points, respectively. Incorrectly classified pairs in
which y > x and y < x are marked by blue and black points, respectively.

2.4. Shadows on Optimization Towards the Maximum Mutual Information

As in the previous papers [21–23,28], I assumed that the increase in mutual information means
that the classifier accuracy increases, so one can use easy-to-calculate mutual information to estimate
the quality of a classifier. But does the increase in the mutual information really mean that the classifier
accuracy is higher? The example given below illustrates that it is not.

Let us consider the following example. Assume a database with 2N records corresponding to two
types v and w of the form:

F = {(ps, v); 1 ≤ s ≤ N} ∪ {(ps, w); N + 1 ≤ s ≤ 2N}. (7)

Therefore, the list of record types O = {tps ; (ps, tps) ∈ F} contains N elements v and N elements
w and the Shannon information entropy H(O) = 1.

Let us also assume that there is a classifier C of the database F that produces two outputs a1 and
a2 in the following way: If the record type is v, then for L (L < N/2) records, the classifier output is
a2, and for N − L records, the classifier output is a1. Let us redistribute these database records such
that: aps = a2 if 1 ≤ s ≤ L and aps = a1 if L + 1 < s ≤ N. Moreover, if the record type is w, then for M
(M < N/2) records, the classifier output is a1, and for N − M records, the classifier output is a2. Yet
again let us redistribute these database records such that: aps = a1 if N + 1 ≤ s ≤ N + M and aps = a2

if N + M < s ≤ 2N. Therefore, it is more likely to get the a1 answer if the record type is v and the a2

answer if the record type is w. The interpretation: the record type is v if the classifier produces a1, and
the record type is w if the classifier produces a2 leads to the highest accuracy equal to:

Accuracy(k, l) = 1 − (k + l)/2, (8)

where l = L/N and k = K/N. The contour plot of Accuracy(k, l) is shown in Figure 7a.
The list of classifier answers B on the database F is made of N − L+ M symbols a1 and N − M + L

symbols a2. Therefore;

H(B)(k, l) = −(0.5 − k/2 + l/2) log2(0.5 − k/2 + l/2)− (0.5 + k/2 − l/2) log2(0.5 + k/2 − l/2) (9)
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For the considered classifier, the list OB is formed of L strings (v, a2), N − L strings (v, a1), K
strings (w, a1) and N − K strings (v, a2). The Shannon information entropy H(OB) equals:

H(OB)(k, l) = −k/2 log2(k/2)− (0.5 − k/2) log2(0.5 − k/2)− l/2 log2(l/2)− (0.5 − l/2) log2(0.5 − l/2) (10)

and the mutual information between record types and answers of the classifier is:

MI(k, l) = 1 + H(B)(k, l)− H(OB)(k, l) (11)

The function MI(k, l) is illustrated in Figure 7b.

Figure 7. (a) The countour plot of Accuracy(k, l) and (b) the mutual information MI(k, l) for the
classifier discussed in Section 2.4 as functions of k and l. The contour lines in (a) are equally distributed
between 0.5 and 1.0.

Comparing the dependence of Accuracy(k, l) with MI(k, l), we can identify a path in (k, l) space
along which one of the functions increases and the other decreases. An example of such a path is
marked by the red line in Figure 8a. The values of Accuracy(k, l) and 2 ∗ MI(k, l) along this path are
shown in Figure 8b. As seen, the increase in MI(k, l) can slightly decrease Accuracy(k, l).

Having this result in mind, we can say that although optimization based on the mutual
information is attractive because it can be easily applied in an optimization program and does not
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involve direct translation of the evolution into the classification result, a better classifier can still be
evolved if its accuracy is used to estimate the classifier fitness.
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Figure 8. (a) The countour plot of the mutual information illustrated in Figure 7b with a hypothetical
optimization path shown in red. (b) The accuracy (blue curve) and the double of mutual information
(red curve) along the path marked in (a).The value s = 0 describes the point (0, 0.5).

3. Discussion: Why can a Small Network of Chemical Oscillators So Accurately Determine
Which of the Two Numbers Is Larger?

The computing networks described above were obtained by a computer program without any
human help except of formulating the problem. Now, having the problem solved, we may think over
why such high accuracy of classification of which of the two numbers is larger has been achieved.

Let us notice that the problem of which of the two numbers (x, y) is larger can be approximated
by solving the problem if x ≥ 0.5. At a first glance, the problems seem quite different. However, if
the pairs are randomly distributed in the cube [0, 1]× [0, 1] (see Figure 1a), then if x1 ≥ 0.5, then with
75% probability, x1 is the larger number in a pair (x1, y). And similarly, if x2 < 0.5, then with
75% probability, x2 is the smaller number in the pair (x2, y). Construction of a device that checks
if a number is smaller or larger than 0.5 using a single chemical oscillator is very easy. Let us
assume that the chemical oscillator has a period T. Let us consider a classifier made of a single
oscillator. This oscillator serves both as the input of x and the output. Let us consider the classifier
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is characterized by tmax = 2T − ε, tstart = tmax and tend = 0. For the input value z, the input
illumination is tinput(z) = tstart + (tend − tstart) ∗ z = (2 ∗ T − ε) ∗ (1− z). If z < 1− T/(2 ∗ T − ε), then
tinput(z) > T − ε so only one excitation of the oscillator is observed in the time interval [tinput(z), tmax].
On the other hand, if z ≥ 1 − T/(2 ∗ T − ε), then tinput(z) ≤ T − ε and two excitations are observed.
Therefore, such a single oscillator classifier correctly predicts if the input is larger than 0.5 for most
of numbers from the interval [0, 1]. If we use it to compare two numbers, then using the arguments
presented above, we obtain an accuracy of 75%. The idea of a single oscillator classifier presented
above can be easily generalized to verify if the input z belongs to one of subintervals of [0, 1]. Let us
assume that tmax = nT − ε, tstart = tmax and tend = 0. For the input value z, the input illumination
is tinput(z) = tstart + (tend − tstart) ∗ z = (n ∗ T − ε) ∗ (1 − z). Therefore, the oscillator can exhibit
1 + f loor(z ∗ n) different numbers of oscillations (assuming the we can neglect small ε). Precisely j
oscillations are observed for tinput(z) ∈ (max(0, (n − j)T − ε), (n − j + 1)T − ε], which corresponds
to z ∈ [1 − ((n − j + 1) ∗ T − ε)/(nT − ε), 1 − ((n − j) ∗ T − ε)/(nT − ε) ). Therefore, by observing
the number of excitations on a single oscillator, we can estimate the input value with the accuracy
±1/(2n).

Now let us come back to the problem of which of the two numbers in a pair (x, y) is larger.
Consider a classifier made of two non-interacting oscillators. One of these oscillators works as an input
of x and another as an input of y, as described above. Next, we compare the number of excitations on
both oscillators. If the number of excitations on the oscillator acting as x input is larger, then x > y.
If the number of excitations is smaller, then y > x (cf. Figure 5b). If the numbers of excitations are
equal, then we can assume, for example, x > y because for uniformly distributed data it will give 50%
of correct results. Therefore, the accuracy of such a classifier can be estimated as 1 − 1/(2n). Such a
trend can be seen in Figure 5c; thus, the evolutionary algorithm was able to discover the idea of the
classifier presented above. For tmax = 500 and T = 30, the value of n is 17, so we would expect the
classifier error around 0.029. The error of the optimized classifier, based on three interacting oscillators,
was smaller and equal to 0.018.

4. Conclusions and Perspectives

In the paper, I discussed how information theory methods can be applied for optimization of
a classifier using a network of interacting oscillators as a chemical medium. The problem has been
inspired by the fact that bottom-up design of chemical computers is inefficient. It usually produces
large structures requiring a precise fit of reaction parameters [38]. The structures resulting from
bottom-up design can be difficult for experimental realization. In this aspect, the methods inspired by
information theory provide tools for top-down design of compact and reasonably accurate chemical
processing media. The use of mutual information for estimating the quality a of chemical information
processing medium seems effective because it does not require specification of the rule used to translate
the output information into the classification result. The selection of oscillatory chemical processes
for information processing applications comes from the fact that these processes are common and
more robust than the acclaimed excitable systems. Chemical oscillations are observed at different
spatio-temporal scales going down to nanostructures [39]. Therefore, methods that can help to simplify
the design of an information processing medium based on oscillator networks can be important for
their future success of chemical computing. It is important that information processing networks
of oscillators designed with evolutionary algorithms are not based on the binary logic but use the
properties of a medium in an optimized way. The algorithms are parallel just by their design.

As an example, I considered the application of optimization methods based on the maximization
of mutual information between the classifier evolution and the record types of the test dataset for
finding which of two numbers is larger. The optimized network was able to solve this problem with
the accuracy exceeding 98%. Moreover, the evolutionary algorithm lead to a rational strategy that
was utilizing the properties of the medium in a rational way. In order to speed-up the simulation
procedure, I used the event based model of oscillations and interactions between oscillators, but there
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are no restrictions on the model. A similar functionality can be expected for oscillating reactions
described by chemical kinetic equations. Therefore, I can claim that also in the other cases, the methods
of information theory combined with evolutionary optimization are able to reveal the computing
potential of the considered medium for the required computing task.
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Abstract: We study flow of substance in a channel of network which consists of nodes of network
and edges which connect these nodes and form ways for motion of substance. The channel can have
arbitrary number of arms and each arm can contain arbitrary number of nodes. The flow of substance
is modeled by a system of ordinary differential equations. We discuss first a model for a channel
which arms contain infinite number of nodes each. For stationary regime of motion of substance in
such a channel we obtain probability distributions connected to distribution of substance in any of
channel’s arms and in entire channel. Obtained distributions are not discussed by other authors and
can be connected to Waring distribution. Next, we discuss a model for flow of substance in a channel
which arms contain finite number of nodes each. We obtain probability distributions connected
to distribution of substance in the nodes of the channel for stationary regime of flow of substance.
These distributions are also new and we calculate corresponding information measure and Shannon
information measure for studied kind of flow of substance.

Keywords: network; flow; channel; probability distribution; Shannon information measure

1. Introduction

Complex systems have been studied intensively in the last decades as such systems are
encountered frequently in the area natural sciences, population dynamics, social sciences, etc. [1–11].
Large number of phenomena in above systems can be studied by network models [12–16]. One class
of phenomena is connected to certain kinds of motion of substance through channels of networks
(such as, e.g., migration flows, logistic flows, transport of substances, etc.) [17–25]. In the last years we
have studied several cases of flow of substance in channels of networks [23,26–31]. At the beginning,
our studies have been inspired by application of studied models to channels of human migration.
One direction of this research is related to probability distributions connected to motion of substance
in studied channel of a network. At the beginning we have used model for channel with single arm.
After that we have obtained results for channels containing two or three arms. Below we extend this
theory for flow of substance in a class of channels containing arbitrary number of arms. We consider
the situation where studied channel has a main arm which is the root for other arms. There are special
nodes in this channel: the nodes where split of an arm happens. We shall consider the case where
more than one arm can arise by this split.

The study presented below is carried out from point of view of possible application of discussed
model to various practical cases. Because of this we use the general terms substance, channel and
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nodes of a network. The model can be applied to different kinds of substances and for flows of these
substances in any channel which can be modeled by chains of nodes of a network. We note that the
probability distributions obtained below are not discussed by other authors and these distributions
can be connected to interesting long-tail distributions (e.g., to the Waring distribution) for particular
case where the channel contains single arm.

The organization of text is as follows. In Section 2 we discuss a model of channel containing arms
consisting of infinite number of nodes in each of them. We obtain probability distributions connected
to amounts of substance in nodes of the arms of this channel for case of stationary flow of substance.
Then we study the case of stationary flow of substance in channel which arms contain finite number of
nodes each. In Section 3 we discuss the information measure and the Shannon information measure
connected to the obtained probability distributions. Short discussion is presented in Section 4 and
several concluding remarks are summarized in Section 5.

2. Results

2.1. Flow of Substance in a Channel Consisting of Arms Containing Infinite Number of Nodes Each

The model of motion of substance through the channel discussed below is an extension of model
discussed in [23,24]. The channel consists of chains of nodes of a network—Figure 1.

Figure 1. Network and studied channel. Nodes and edges which belong to the channel are marked by
solid lines. Other nodes and edges of the network are marked by dashed lines.

The convention for numbering of nodes of channel is as follows—Figure 2. Let us denote a node
of the channel by N . We associate 4 indexes to each node: N a,b

i,j . The lower indexes specify position of
node in current arm. i is the number associated with current arm. j is the the number of node of i-th
arm. Upper indexes specify the origin of arm i. The index a is number of arm from which arm i splits.
The index b is number of node of arm a where this split happens. Thus a = 3, b = 8 means: arm i of
the channel arises from node 8 of arm 3. Then N 1,2

3,5 means: 5-th node of arm 3 which splits at node 2 of
channel’s arm 1.
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Figure 2. The channel and numbering of its nodes. Only the lower two indexes of numbering of nodes
are shown.

We assume that some substance can enter studied channel from external environment only
through the 0-th node of main arm of the channel (this arm is labeled by q = 0 below in the text).
In addition the substance can move only in one direction in any of arms (from nodes labeled by smaller
values of index j to nodes labeled by larger values of index j). Nodes of each arm are connected by
edges and each node is connected only to two neighboring nodes of the arm except for special nodes
where a split of an arm happens. These special nodes can be connected to 1 or more additional nodes.
In addition we assume that substance can quit the nodes of channel and can move to environment.
This process will be called “leakage”. As substance can enter the channel only through 0-th node of
main arm then leakage is possible only in direction from channel nodes to other network nodes (and
not in the opposite direction).

We stress the following. The node where arm i begins is labeled as 0-th node of i-th arm. This node
is the next one after splitting at node b of arm a. Thus any of nodes of the channel has unique notation.
This is illustrated in Figure 2. The 0-th node of arm 1 arises from 0-th node of the arm 0 (the 0-th node
of arm 0 is “environment” which supplies substance to 0-th node of arm 1).

We can consider each node as a cell (box), in other words, we consider the arm to be an array of
infinite number of cells indexed in succession by non-negative integers. We assume that an amount

x
aq ,bq
q of some substance is distributed among cells of the arm q which splits at node (aq, bq) of the

network. This substance can move from one cell to another cell.
Let x

aq ,bq
q,i be amount of substance in i-th cell of the q-th arm of the channel. We consider in this

section a channel containing infinite number of nodes in each of its arms. Then

x
aq ,bq
q =

∞

∑
i=0

x
aq ,bq
q,i . (1)

The fractions y
aq ,bq
q,i = x

aq ,bq
q,i /x

aq ,bq
q can be considered as probability values of distribution of a discrete

random variable ζq in corresponding arm of channel

y
aq ,bq
q,i = p

aq ,bq
q (ζq = i), i = 0, 1, . . . (2)
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We can define another distribution: the distribution of substance in entire channel. The total
amount of substance in this case is

x =
M

∑
q=0

x
aq ,bq
q =

M

∑
q=0

∞

∑
i=0

x
aq ,bq
q,i , (3)

where M + 1 is number of arms of channel (remember the main arm of channel which has number 0).
Corresponding distribution of substance in the channel is

z
aq ,bq
q,i =

x
aq ,bq
q,i

x
(4)

Next we assume that the amount x
aq ,bq
q,i of substance in i-th node of q-th arm of channel can change

because of following processes:

1. Some amount sa,b
q of substance enters arm q from external environment through 0-th cell of

corresponding arm. We consider two kinds of external environments for an arm of the channel

(a) For the root of the channel (arm with label q = 0): substance s0,0
0 enters the root through

environment of the channel
(b) For the arms of the channel which are not root (i.e., which number is q �= 0): Substance sa,b

q
is part of substance presented in node (a, b) of parent arm. This substance “leaks” from
the parent arm to corresponding child arm.

The substance sa,b
q is presented only in node 0 of q-th arm of channel. For other nodes of channel

there is no substance which enters the node from environment of channel.
2. Amount f a,b

q,i from xa,b
q,i is transferred from the i-th cell to (i + 1)-th cell of q-th arm;

3. Amount ga,b
q,i of xa,b

q,i leaks out i-th cell of q-th arm to environment of the arm of channel. This
leakage can be of two kinds

(a) Leakage to the environment of channel: this kind of leakage leads to loss of substance for
the channel

(b) Leakage to other arms of the channel which begin from the node b of the arm a: This
leakage is connected to the substance sa,b

q which enters corresponding child arm of channel
which splits from node b of arm a.

We assume that the process of motion of substance is continuous in time. Then the motion
of substance among nodes of q-th arm can be modeled mathematically by a system of ordinary
differential equations:

dxa,b
q,0

dt
= sa,b

q − f a,b
q,0 − ga,b

q,0;

dxa,b
i,q

dt
= f a,b

q,i−1 − f a,b
q,i − ga,b

q,i , i = 1, 2, . . . , ; (5)

There are two regimes of work of the channel: stationary regime and non-stationary regime.
We shall discuss below the stationary regime of work. In this regime dxa,b

i,q /dt = 0, i = 0, 1, . . . . Let us
mark the quantities for the stationary regime with ∗. Then from (5) one obtains

f ∗a,b
q,0 = s∗a,b

q − g∗a,b
q,0 ; f ∗a,b

q,i = f ∗a,b
q,i−1 − g∗a,b

q,i (6)
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We assume the following relationships for amounts of moving substances in (5) (αi, βi, γi, σ0

are parameters):

s0,0
0 = σ0x0,0

0,0 > 0

sa,b
q = δqxc,d

a,b; 1 ≥ δq ≥ 0

f a,b
q,i = (αa,b

q,i + iβa,b
q,i )xa,b

q,i ; 1 > αa,b
q,i > 0, 1 ≥ βa,b

q,i ≥ 0

ga,b
q,i = γ̂a,b

q,i xa,b
q,i ; 1 ≥ γ̂a,b

q,i ≥ 0 → non-uniform

leakage in the nodes. (7)

Indexes c and d in the second of above relationships describe parent arm (numbered by c) and parent
node of the arm c (numbered by d) for the arm q. βa,b

q,i accounts for circumstances which lead substance

to leave faster the node i. γ̂a,b
q,i is a quantity specific for the present study. γ̂a,b

q,i = γa,b
q,i + ∑

p∈(q,i)
δa,b

p,q,i

describes the situation with leakages in cells. γa,b
q,i is the leakage to environment from i-th node of q-th

arm. δa,b
p,q,i describes the leakage to the nodes which split from i-th node of q-th arm. The notation

p ∈ (q, i) in the sum means all arms which arise from node i of arm q.
On the basis of all above the model system of differential equations for q-th arm of

channel becomes

dxa,b
q,0

dt
= sa,b

q − αa,b
q,0xa,b

q,0 − γ̂a,b
q,0xa,b

q,0;

dxa,b
q,i

dt
= [αa,b

q,i−1 + (i − 1)βa,b
q,i−1]x

a,b
q,i−1 − (αa,b

q,i + iβa,b
q,i + γ̂a,b

q,i )xa,b
q,i ; i = 1, 2, . . . (8)

Below we shall discuss the situation in which a stationary state exists in entire channel. Then we
have dxq

0/dt = 0 in first of the Equations (8). Hence

x∗a,b
q,0 =

sa,b
q

αa,b
0,q + γ̂a,b

0,q

. (9)

For the root of the channel (arm 0) we substitute s0,0
0 from (7) in (9) and obtain that x0,0

0,0 is a free
parameter and in addition

σ0 = α0,0
0,0 + γ̂0,0

0,0.

For the arm r which arises from node m of arm q, dxq,m
r,0 /dt = 0 and then from model equations above

we obtain

x∗q,m
r,0 =

δa,b
r,q,m

α
q,m
r,0 + γ̂

q,m
r,0

x∗c,d
q,m . (10)

In principle the solution of Equations (8) is

xa,b
q,i = x∗a,b

q,i +
i

∑
j=0

ba,b
q,i,j exp[−(αa,b

q,j + jβa,b
q,j + γ̂a,b

q,j )t],

i = 1, 2, . . . , (11)

where x∗a,b
q,i is stationary part of solution. We note that because of the non-negative values of the

parameters α, β, and γ̂, xa,b
q,i converges to x∗a,b

q,i with increasing time.
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For x∗a,b
q,i one obtains the relationship (just set dxa,b

q,i /dt = 0 in Equations (8))

x∗a,b
q,i =

αa,b
q,i−1 + (i − 1)βa,b

q,i−1

αa,b
q,i + iβa,b

q,i + γ̂a,b
q,i

x∗a,b
q,i−1, i = 1, 2, . . . . (12)

The corresponding relationships for coefficients bq
ij are (i = 1, . . . ):

ba,b
q,i,j =

αa,b
q,i−1 + (i − 1)βa,b

q,i−1

(αa,b
q,i − αa,b

q,i ) + (iβa,b
q,i − jβa,b

q,j ) + (γ̂a,b
q,i − γ̂a,b

q,j )
ba,b

q,i−1,j,

j = 0, 1, . . . , i − 1, (13)

From Equation (12) one obtains (i = 1, 2, . . . )

x∗a,b
q,i =

i−1
∏
j=0

[
αa,b

q,i−j−1 + (i − j − 1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j + (i − j)βa,b
q,i−j + γ̂a,b

q,i−j

] x∗a,b
q,0 (14)

The total amount of substance in the nodes of arm q is

x∗a,b
q =

∞

∑
i=0

x∗a,b
q,i = x∗a,b

q,0 +
∞

∑
i=1

i−1
∏
j=0

[
αa,b

q,i−j−1 + (i − j − 1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j + (i − j)βa,b
q,i−j + γ̂a,b

q,i−j

] x∗a,b
q,0 . (15)

The form of corresponding probability distribution y∗a,b
q,i = x∗a,b

q,i /x∗a,b
q is

y∗a,b
q,0 =

1

1 +
∞
∑

i=1

i−1
∏
j=0

[
αa,b

q,i−j−1+(i−j−1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j+(i−j)βa,b
q,i−j+γ∗a,b

q,i−j

]

y∗a,b
q,i =

i−1
∏
j=0

[
αa,b

q,i−j−1+(i−j−1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j+(i−j)βa,b
q,i−j+γ̂a,b

q,i−j

]

1 +
∞
∑

i=1

i−1
∏
j=0

[
αa,b

q,i−j−1+(i−j−1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j+(i−j)βa,b
q,i−j+γ̂a,b

q,i−j

]
i = 1, 2, . . . (16)

We can write probability distribution connected to distribution of substance in a channel
containing M arms (M = 1, 2, . . . ). The total amount of substance in the arms of the channel is

x∗ =
M

∑
q=0

x∗a,b
q,0

⎡
⎢⎢⎢⎣1 +

∞

∑
i=1

i−1
∏
j=0

[
αa,b

q,i−j−1 + (i − j − 1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j + (i − j)βa,b
q,i−j + γ̂a,b

q,i−j

]
⎤
⎥⎥⎥⎦ . (17)

130



Entropy 2020, 22, 553

The probability distribution connected to entire channel is as follows. For the 0-th node of p-th arm of
the channel

z
∗ap ,bp
p,0 =

x
∗,ap ,bp
p,0

M
∑

q=0
x∗a,b

q,0

⎡
⎢⎢⎣1 +

∞
∑

i=1

i−1
∏
j=0

[
αa,b

q,i−j−1+(i−j−1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j+(i−j)βa,b
q,i−j+γ̂a,b

q,i−j

]
⎤
⎥⎥⎦

, (18)

and for the i-th node of the p-th arm of the channel (i = 1, 2, , . . . )

z
∗ap ,bp
p,i =

i−1
∏
j=0

[
αa,b

p,i−j−1+(i−j−1)βa,b
p,i−j−1

]
i−1
∏
j=0

[
αa,b

p,i−j+(i−j)βa,b
p,i−j+γ̂a,b

p,i−j

] x∗a,b
p,0

M
∑

q=0
x∗a,b

q,0

⎡
⎢⎢⎣1 +

∞
∑

i=1

i−1
∏
j=0

[
αa,b

q,i−j−1+(i−j−1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j+(i−j)βa,b
q,i−j+γ̂a,b

q,i−j

]
⎤
⎥⎥⎦

(19)

To the best of our knowledge the distributions presented by (16), (18) and (19) have been not
discussed up to now outside our research group, in other words, they are new probability distributions.
We note that for case of channel containing just one arm the obtained probability distributions reduce
to distribution discussed in the Appendix of [23]. This distribution is connected to the long-tail
distribution of Waring (Edward Waring was the 6-th Lucasian professor in mathematics at University
of Cambridge).

2.2. Theory for the Case of Channel Consisting of Arms Containing Finite Number of Nodes

We consider a channel containing main arm labeled by 0 and number M of other arms. The arm
q of this channel has finite number of Nq + 1 nodes (labeled from 0 to Nq). The mathematical model
for this case consists of a system of equations which contains an equation for 0-th node, equations for
nodes 1, . . . , Nq−1 and equation for node Nq. The model system of equations for node 0 and for nodes
1, . . . , Nq−1 of q-th arm of the channel is (notations are the same as in the previous section)

dxa,b
q,0

dt
= sa,b

q − αa,b
q,0xa,b

q,0 − γ̂a,b
q,0xa,b

q,0, (20)

dxa,b
q,i

dt
= [αa,b

q,i−1 + (i − 1)βa,b
q,i−1]x

a,b
q,i−1 − (αa,b

q,i + iβa,b
q,i + γ̂a,b

q,i )xa,b
q,i ;

i = 1, 2, . . . , Nq − 1. (21)

For node Nq of q-th arm there is no outflow to next mode of the arm (as node Nq is the last node of q-th
arm). Thus the equation for motion of substance for this node is

dxa,b
q,N

dt
= [αa,b

q,Nq−1 + (Nq − 1)βa,b
q,Nq−1]x

a,b
q,Nq−1 − γ̂a,b

q,Nq
xa,b

q,Nq
. (22)

We discuss the case of stationary motion of substance through arms of studied channel. Then dxq
0/dt =

0 in (20). Hence

x∗a,b
q,0 =

sa,b
q

αa,b
0,q + γ̂a,b

0,q

. (23)
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For root of the channel (arm 0) we substitute s0,0
0 from Equation (7) in Equation (23) and obtain that

x0,0
0,0 is a free parameter and in addition

σ0 = α0,0
0,0 + γ̂0,0

0,0.

For arm r which arises from node m of arm q, dxq,m
r,0 /dt = 0 and then from the model equations above

we obtain

x∗q,m
r,0 =

δa,b
r,q,m

α
q,m
r,0 + γ̂

q,m
r,0

x∗c,d
q,m . (24)

For x∗a,b
q,i we obtain the relationship (just set dxa,b

q,i /dt = 0 in (21))

x∗a,b
q,i =

αa,b
q,i−1 + (i − 1)βa,b

q,i−1

αa,b
q,i + iβa,b

q,i + γ̂a,b
q,i

x∗a,b
q,i−1, i = 1, 2, . . . , Nq − 1; (25)

In order to calculate x∗a,b
q,Nq

we use (22). The result is

x∗a,b
q,Nq

=
αa,b

q,Nq−1 + (Nq − 1)βa,b
q,Nq−1

γ̂a,b
q,Nq

x∗a,b
q,Nq−1. (26)

What follows from (25) is

x∗a,b
q,i =

i−1
∏
j=0

[
αa,b

q,i−j−1 + (i − j − 1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j + (i − j)βa,b
q,i−j + γ̂a,b

q,i−j

] x∗a,b
q,0 , i = 1, . . . , Nq − 1. (27)

And from (26) we obtain

x∗a,b
q,Nq

= x∗a,b
q,0

αa,b
q,Nq−1 + (Nq − 1)βa,b

q,Nq−1

γ̂a,b
q,Nq

×

Nq−2

∏
j=0

[
αa,b

q,Nq−j−2 + (Nq − j − 2)βa,b
q,Nq−j−2

]
Nq−2

∏
j=0

[
αa,b

q,Nq−j−1 + (Nq − j − 1)βa,b
q,Nq−j−1 + γ̂a,b

q,Nq−j−1

] . (28)

The total amount of the substance in q-th arm of channel is

x∗,a,b
q = x∗a,b

q,0 +
Nq−1

∑
i=1

x∗,a,b
q,i + x∗,a,b

q,N = x∗a,b
q,0 Aq (29)

where A is given by relationship
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Aq = 1 +
Nq−1

∑
i=1

i−1
∏
j=0

[
αa,b

q,i−j−1 + (i − j − 1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j + (i − j)βa,b
q,i−j + γ̂a,b

q,i−j

] +
αa,b

q,Nq−1 + (Nq − 1)βa,b
q,Nq−1

γ̂a,b
q,Nq

×

Nq−2

∏
j=0

[
αa,b

q,Nq−j−2 + (Nq − j − 2)βa,b
q,Nq−j−2

]
Nq−2

∏
j=0

[
αa,b

q,Nq−j−1 + (Nq − j − 1)βa,b
q,Nq−j−1 + γ̂a,b

q,Nq−j−1

] . (30)

The distribution of substance in nodes of q-th arm of channel is

y∗a,b
q,0 =

1
Aq

, (31)

y∗a,b
q,i =

Bq,i

Aq
, (32)

where

Bq,i =

i−1
∏
j=0

[
αa,b

q,i−j−1 + (i − j − 1)βa,b
q,i−j−1

]
i−1
∏
j=0

[
αa,b

q,i−j + (i − j)βa,b
q,i−j + γ̂a,b

q,i−j

] i = 1, . . . , Nq − 1, (33)

y∗a,b
q,Nq

=
Bq,Nq

Aq
, (34)

where Bq,Nq is given by the relationship

Bq,Nq =
αa,b

q,Nq−1 + (Nq − 1)βa,b
q,Nq−1

γ̂a,b
q,Nq

×

Nq−2

∏
j=0

[
αa,b

q,Nq−j−2 + (Nq − j − 2)βa,b
q,Nq−j−2

]
Nq−2

∏
j=0

[
αa,b

q,Nq−j−1 + (Nq − j − 1)βa,b
q,Nq−j−1 + γ̂a,b

q,Nq−j−1

] . (35)

We can write also the probability distribution of substance for entire channel, in other words, for M
branches of channel. The total amount of substance in this case is

x∗ =
M

∑
q=0

x
∗aq ,bq
q,0 Aq. (36)

Distribution of substance in entry nodes of arms (p = 0, . . . , M) of the channel is:

z
∗ap ,bp
p,0 =

x
∗ap ,bp
p,0

M
∑

q=0
x
∗aq ,bq
q,0 Aq

. (37)
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Distribution of substance in interior nodes of the arms is:

z
∗ap ,bp
p,i =

x
∗,ap ,bp
p,i

M
∑

q=0
x
∗aq ,bq
q,0 Aq

=
Bp,ix

∗ap ,bp
p,0

M
∑

q=0
x
∗aq ,bq
q,0 Aq

, i = 1, . . . , Nq−1. (38)

Distribution of substance in last nodes of arms of the channel is:

z
∗ap ,bp
p,Np

=
x
∗ap ,bp
p,Np

M
∑

q=0
x
∗aq ,bq
q,0 Aq

=
Bp,Np x

∗ap ,bp
p,0

M
∑

q=0
x
∗aq ,bq
q,0 Aq

. (39)

To the best of our knowledge the distributions presented by (31)–(34) and (37)–(39) are not discussed
up to now outside our research group. In other words, these are new probability distributions.
The obtained distributions are interesting for the practice as they are connected to class of channels
containing finite number of arms and in addition each arm contains finite number of nodes.

3. Information Measures Connected to Obtained Probability Distributions

We can calculate various quantities connected to the obtained distributions. Below we consider an
example related to an information problem. Let us consider flow of substance in the channel of network
studied above. Each node of the channel is numbered and we can consider these nodes as letters of
an alphabet. Let some kind of event happens in any of the nodes and let probability of occurrence
of this event be proportional of amount of substance in corresponding node. Thus probability of
occurrence of event in a node of channel will be equal to the probability from the corresponding
probability distribution obtained above in the text. The channel (the source) will generate events with
corresponding probability and we can calculate measure of information and Shannon measure of
information for these sequences.

The information measure connected to an event with probability p is

Ip = − log(p), (40)

and Shannon information measure (average information we get from a symbol in a stream) connected
to probability distribution P = (p0, . . . , pN) is

H(P) = −
N

∑
i=0

pi log(pi) (41)

Let us consider the distribution P∗ of substance in q-th arm of the channel given by (31)–(35).
The information connected to event with probability pi from i-th node of this arm is

Ip0 = log(Aq)

Ipi = log(Aq)− log(Bq,i), i = 1, . . . , Nq − 1

IpN = log(Aq)− log(Bq,Nq). (42)

The Shannon information measure connected to distribution P∗ is

H(P∗) =
log(Aq)

Aq
−

Nq−1

∑
i=1

Bq,i

Aq
log

(Bq,i

Aq

)
− Bq,Nq

Aq
log

(Bq,Nq

Aq

)
. (43)

Let us consider now a very simple case: a channel containing single arm that has just three nodes.
Below we write information measures for the nodes as well as Shannon information measure for this
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channel. We shall omit the indices a, b and q. We note that for this case Nq = N = 2 as labels of nodes
of the arm are 0, 1 and 2. The probabilities connected to three nodes of studied channel are

p0 =
1

1 + α0
α1+β1+γ̂1

(
1 + α1+β1

γ̂2

) ,

p1 =

α0
α1+β1+γ̂1

1 + α0
α1+β1+γ̂1

(
1 + α1+β1

γ̂2

) ,

p2 =

α1+β1
γ̂2

α0
α1+β1+γ̂1

1 + α0
α1+β1+γ̂1

(
1 + α1+β1

γ̂2

) . (44)

The parameters in (44) account for following processes

• α0 (0 < α0 < 1): flow between first and second node,
• α1 (0 < α1 < 1): flow between second and third node,
• β1 (0 < β1 < 1 − α1): preference for the third node,
• γ̂1 (0 ≤ γ̂1 < 1 − α1 − β1): leakage from the second node,
• γ̂2 (0 < γ̂2 ≤ 1): leakage from the third node.

The information measures connected to nodes are

Ip0 = log
[

1 +
α0

α1 + β1 + γ̂1

(
1 +

α1 + β1

γ̂2

)]

Ip1 = log
[

1 +
α0

α1 + β1 + γ̂1

(
1 +

α1 + β1

γ̂2

)]
− log

(
α0

α1 + β1 + γ̂1

)

Ip2 = log
[

1 +
α0

α1 + β1 + γ̂1

(
1 +

α1 + β1

γ̂2

)]
−

log
(

α1 + β1

γ̂2

α0

α1 + β1 + γ̂1

)
. (45)

The corresponding Shannon information measure is

H =
1[

1 + α0
α1+β1+γ̂1

(
1 + α1+β1

γ̂2

)] log
[

1 +
α0

α1 + β1 + γ̂1

(
1 +

α1 + β1

γ̂2

)]
+

(
α0

α1+β1+γ̂1

)
[
1 + α0

α1+β1+γ̂1

(
1 + α1+β1

γ̂2

)] {
log

[
1 +

α0

α1 + β1 + γ̂1

(
1 +

α1 + β1

γ̂2

)]
−

log
(

α0

α1 + β1 + γ̂1

)}
+

(
α1+β1

γ̂2

α0
α1+β1+γ̂1

)
[
1 + α0

α1+β1+γ̂1

(
1 + α1+β1

γ̂2

)] ×
{

log
[

1 +
α0

α1 + β1 + γ̂1

(
1 +

α1 + β1

γ̂2

)]
− log

(
α1 + β1

γ̂2

α0

α1 + β1 + γ̂1

)}
. (46)

Several illustrations for the dependence of p0,1,2, Ip0,p1,p2 and H on parameters of problem are
presented in Figures 3–7.

Figure 3 shows influence of the parameters of problem on probabilities p0,1,2 (connected to
stationary distribution of substance in the three nodes of studied channel). Figure 3a shows the
influence of α0 on p0,1,2 when other parameters are fixed. α0 is a parameter which regulates the outflow
of substance from node 0 to node 1 of channel. For this case the probabilities can be written as follows:

p0 =
1

1 + c0α0
; p1 =

c1α0

1 + c0α0
; p2 =

c2α0

1 + c0α0
,
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where c0, c1, c2 are appropriate constants which values depend on values of fixed parameters.
With increasing outflow from the node 0, p0 decreases and p1 and p2 increase. This is connected to

redistribution of percentage of total substance which is presented in any of the three nodes: percentage
of the substance in node 0 decreases because of the increased outflow and this leads to increase of
percentage of substance in other two nodes.

Figure 3b shows influence of increasing value of parameter α1 on the probabilities p0,1,2. Parameter
α1 accounts for the outflow of substance from node 1 to node 2 of studied channel. Increase of the value
of α1 leads to decrease of percentage of substance in node 2 and to increase of percentage of substance
in node 2. Interesting is what happens in node 0. For fixed values of parameters as in Figure 3b the
percentage of substance in node 0 increases but for other values of these parameters percentage of
substance in node 0 can decrease.

Figure 3c shows influence of increasing value of the parameter γ̂1 on percentages of substance
in the three nodes of channel. As there are no branches in studied channel then γ̂1 = γ1. Parameter
γ1 accounts for the leakage from node 1 of channel. The increase of this leakage leads to decrease of
percentage of substance in node 1 and in following node 2 at expense of percentage of substance in
node 0 (node 0 is not affected by the leakage of substance in node 1 which position is after node 0).

Figure 3d shows influence of increasing value of the parameter γ̂2 on percentage of substance
in nodes 0, 1, and 2. Parameter γ̂2 accounts for leakage of substance from node 2 of studied channel.
There are no branches in studied channel and because of this γ̂2 = γ2. Increased value of γ̂2 (increased
leakage from node 2) leads to decrease of percentage of substance in node 2 and to corresponding
increase of substance in nodes 0 and 1.

Figure 4 shows influence of increasing value of the parameter β1 on probabilities p0,1,2. Parameter
β1 accounts for additional outflow of substance from node 1 to node 2 because of some extra reason
(in the theory of migration this extra reason can be preference of migrants which prefer to migrate
to country 2 instead to stay in country 1). Increased value of β1 leads to decrease of percentage of
substance in the node 1 and to increase of percentage of substance which is located in node 2. For the
values of parameters as in Figure 4 there is an additional change: percentage of substance in node 0
increases too.

Figure 3. Probabilities p0 (solid lines), p1 (dashed lines), and p2 (dot-dashed lines) as functions of
selected parameter of the problem when all other parameters are fixed. (a): p0(α0), p1(α0); p2(α0) for
fixed values of other parameters as follows: α1 = 0.04, β1 = 0.28, γ̂1 = 0.04, γ̂2 = 0.13. (b): p0(α1),
p1(α1); p2(α1) for fixed values of other parameters as follows: α0 = 0.4, β1 = 0.01, γ̂1 = 0.3, γ̂2 = 0.7.
(c): p0(γ̂1), p1(γ̂1); p2(γ̂1) for fixed values of other parameters as follows: α0 = 0.4, α1 = 0.3, β1 = 0.01,
γ̂2 = 0.7. (d): p0(γ̂2), p1(γ̂2); p2(γ̂2) for fixed values of other parameters as follows: α0 = 0.2, α1 = 0.3,
β1 = 0.01, γ̂1 = 0.4.
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Figure 4. Probabilities p0(β1) (solid lines), p1(β1) (dashed lines), and p2(β1) (dot-dashed lines) as
functions of β1 when all other parameters are fixed as follows: α0 = 0.28, α1 = 0.04, γ̂1 = 0.04,
γ̂2 = 0.13.

Figures 5 and 6 show influence of changing values of parameters of problem on the values of
information measures Ip0 , Ip1 , and Ip2 for nodes of studied channel. Figure 5a shows changes in the
information measures with increasing value of parameter α0 when values of all other parameters
of problem are fixed. We observe that the value of Ip0 increases with increasing value of α0 and
values of Ip1 and Ip2 decrease with increasing value of α1. This is because of the redistribution of
percentage of substance in nodes 0, 1 and 2 with increasing value of α0. Because of increasing outflow
from node 0 the percentage of total substance located in this node decreases. The event associated
with information measure I for node 0 becomes rare and occurrence of this event carries larger
information. The percentage of substance in nodes 1 and 2 increases with increasing value of α0. The
event associated with information measure I becomes more frequent and this leads to decreasing
information associated with occurrence of this event in nodes 1 and 2. Similar is the situation in
Figure 5b where increasing value of parameter α1 (accounting for outflow of substance from node 1
to node 2) leads to increasing percentage of substance in nodes 0 and 2 and decreasing percentage
of substance in node 2. The information associated with occurrence of event of interest in node 2
increases and information associated with occurrence of event of interest in nodes 0 and 2 decreases.

Figure 5c shows influence of increasing value of the leakage parameter γ̂1∗ (accounting for leakage
from node 1) on information associated with occurrence of the event of interest in nodes 0, 1, and 2.
Decreasing percentage of amount of substance in nodes 1 and 2 and increasing percentage of substance
in node 0 lead to increasing information associated with occurrence of the event in nodes 1 and 2 and
decreasing information associated with occurrence of event of interest in node 0. Situation connected
to increasing value of the leakage parameter γ̂2 is shown in Figure 5d. This situation is similar to the
situation from Figure 5c: increasing percentage of substance leads to decreasing value of information
measure associated with occurrence of event of interest and decreasing percentage of substance leads
to increasing value of information measure associated with occurrence of event of interest.
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Figure 5. Information measures Ip0 (solid lines), Ip1 (dashed lines), and Ip2 (dot-dashed lines) as
functions of selected parameter of the problem when all other parameters are fixed. (a): Dependence
of Ip0 , Ip1 ; Ip2 on α0 for fixed values of other parameters as follows: α1 = 0.04, β1 = 0.28, γ̂1 = 0.04,
γ̂2 = 0.13. (b): Dependence of Ip0 , Ip1 ; Ip2 on α1 for fixed values of other parameters as follows:
α0 = 0.4, β1 = 0.01, γ̂1 = 0.3, γ̂2 = 0.7. (c): Dependence of Ip0 , Ip1 ; Ip2 on γ̂1 for fixed values of other
parameters as follows: α0 = 0.4, α1 = 0.3, β1 = 0.01, γ̂2 = 0.7. (d): Dependence of Ip0 , Ip1 ; Ip2 on γ̂2 for
fixed values of other parameters as follows: α0 = 0.2, α1 = 0.3, β1 = 0.01, γ̂1 = 0.4.

Figure 6 shows influence of increasing value of preference parameter β1 on information measures
Ip0 , Ip1 , and Ip2 . For corresponding fixed values of other parameters the increase of value of β1 leads
to increase of percentage of substance in nodes 0 and 2 and decrease of percentage of total substance
located in node 2. The information associated with event of interest increases for events occurrence in
node 2 and decreases for events occurrence in other two nodes.

Figure 6. Ip0 (solid lines), Ip1 (dashed lines), and Ip2 (dot-dashed lines) as functions of β1 when all
other parameters are fixed as follows: α0 = 0.28, α1 = 0.04, γ̂1 = 0.04, γ̂2 = 0.13.

138



Entropy 2020, 22, 553

Finally Figure 7 shows influence of increasing value of selected parameters on the Shannon
information measure for entire channel. Shannon information measure H is the average information
we get from a occurrence of event of interest in nodes of studied channel. Two kinds of behavior of
Shannon information measure are shown in Figure 7. First of all increase of value of selected parameter
(with fixed values of other parameters) can lead to a maximum of the value of Shannon information
measure for some value of changing parameter as shown in Figure 7a,b,d. Second kind of behavior is
shown in Figure 7c where increasing value of leakage parameter γ1 leads to monotonous decrease of
value of the Shannon information measure.

Figure 7. Shannon information measure as function of selected parameters when the other parameters
of probability distribution are fixed. (a): H(α0) for fixed values of other parameters as follows:
α1 = 0.04, β1 = 0.28, γ̂1 = 0.04, γ̂2 = 0.13. (b): H(α1) for fixed values of other parameters as follows:
α0 = 0.4, β1 = 0.01, γ̂1 = 0.3, γ̂2 = 0.7. (c): H(γ̂1) for fixed values of other parameters as follows:
α0 = 0.4, α1 = 0.3, β1 = 0.01, γ̂2 = 0.7. (d): H(γ̂2) for fixed values of other parameters as follows:
α0 = 0.2, α1 = 0.3, β1 = 0.01, γ̂1 = 0.4.

4. Discussion

The results obtained above allow us to discuss various kinds of probability distributions.
The conventional probability distributions correspond to a channel which has a single arm.
Such distributions have been discussed in our previous work [23,26–28]. These distributions can
be connected to Waring distribution, Zipf distribution, Yule-Simon distribution, Binomial distribution,
etc. We can study also other kinds of distributions. One example is the probability distribution
connected to distribution of substance in a channel which has more than one arm. More complicated
case is the probability distribution connected to distribution of substance in a part of the studied
network that contains several channels for motion of substance. The most complicated kind of
probability distribution is the probability distribution connected to distribution of substance in all
nodes of studied network.

5. Concluding Remarks

We discuss above a model of directed motion of substance through a channel of a network.
The study is devoted to the stationary regime of motion of substance through channel arms and main
outcomes are obtained new distributions connected to distribution of substance in nodes of channel.
The model is formulated in such a way that it can have broad range of applicability. For an example
the model can be used for study of motion of substance in technological systems or for study of
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motion of resources in various networks (e.g., motion of goods in logistic networks). The model can
be applied also for study of other systems such as channels of human migration. Let us finish the
text by an interpretation of obtained results from point of view of migration flows. For the case of
migration flow migrants move through countries which form a migration channel and some migrants
obtain permission to stay in corresponding country (which corresponds to leakage phenomenon in our
model). Figure 3 shows the influence of model parameters on distribution of migrants in corresponding
channel. Especially interesting is the influence of increasing leakage parameter shown in Figure 3d.
Increasing leakage γ2 means an increase of number of migrants who obtain permission to stay in the
third country of studied channel. This can lead to drop of percentage of migrants without permission
to stay in this country at the expense of the percentage of migrants without permission to stay in
the other two countries of channel. Figure 3c shows that increasing leakage in second country of
studied channel affect the percentage of migrants in the third country of the channel. If migrants
have preferences for the third country of studied channel then percentage of migrants in this country
increases with increased preference mostly at expense of percentage of migrants in previous country
of channel—Figure 4. Changes of parameters of the model affect information about events connected
to flows of migrants (e.g., information about criminal events). With increasing permeability of borders
between countries (for an example with increasing value of parameter α0) the amount of information
connected to studied class of events increases in first country of studied channel and decreases in next
two countries—Figure 5a. Opposite effect connected to increasing of leakage is shown in Figure 5c.
Increasing value of preference parameter β1 leads to increasing value of information connected with
studied class of events in second country of the channel—Figure 6. Interesting is that the Shannon
information measure connected to studied class of events can have maxima for selected values of
model parameters—Figure 7.
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Abstract: Due to their growing number and increasing autonomy, drones and drone swarms are
equipped with sophisticated algorithms that help them achieve mission objectives. Such algorithms
vary in their quality such that their comparison requires a metric that would allow for their correct
assessment. The novelty of this paper lies in analysing, defining and applying the construct of
cross-entropy, known from thermodynamics and information theory, to swarms. It can be used as a
synthetic measure of the robustness of algorithms that can control swarms in the case of obstacles and
unforeseen problems. Based on this, robustness may be an important aspect of the overall quality.
This paper presents the necessary formalisation and applies it to a few examples, based on generalised
unexpected behaviour and the results of collision avoidance algorithms used to react to obstacles.

Keywords: entropy; cross-entropy; drones; swarms; robustness

1. Introduction

The development of drones and their swarms will eventually lead to crowded skies, particularly
in urban environments. The safety of such environments depends on the way the behaviour of swarms
is organised, including the need to keep them within allocated airspace. Furthermore, an appropriate
organisation of swarms may have a positive impact on the fulfilment of their missions while requiring
limited use of resources and minimising the impact on the environment.

However, the physicality of flight means that the swarm is always affected by some level of
disorganisation, whether it is caused by changeable weather or unanticipated objects crossing the flight
path. A certain level of disorganisation can be managed but excessive disorganisation may lead to
significant damage. It is possible to calculate an acceptable disorganisation profile as a part of mission
risk management.

This paper proposes the use of cross-entropy as a metric of the robustness of the swarm control
algorithm, where the swarm is treated as a Shannon stochastic information source that is optimised
for the acceptable level of disorganisation. Knowing the divergence from the acceptable, referential
entropy will help control missions to avoid unacceptable levels of disorganisation and to compare
mission control algorithms to identify those that prevent excessive disorganisation. This paper presents
research that provides a proposition and some cases to support it. Further work is planned to verify
and apply this theory to actual swarms of drones.

This paper starts with a brief note on terminology and goes on to introduce the model of the
swarm. Further, the necessary formalisation with brief examples and discussion is presented. Then,
an extended example is presented, as well as an overview of some related works with conclusions.
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2. Terminology

A drone is a general term related to unmanned vehicles of various kinds [1], whether they be
remotely operated or autonomous. For this paper, it is beneficial to primarily think of drones in terms
of popular multirotor unmanned aerial vehicles, such as quadcopters. A swarm is a collection of
drones under a single management system, occupying a certain space, interacting with each other,
and pursuing their collective objective while avoiding collisions (we intentionally exclude swarms
whose intention is to engage in a collision). A mission is any time during which drones in a swarm move
to a specific target while performing the desired trajectory. A mission should be realised optimally and
safely. A mission can be performed automatically, semi-automatically or autonomously, depending on
the management methods.

3. Model

Let us consider a swarm of drones D = {di; i = 1, . . . , k} that execute
mission M =

{
tj; j = 1, . . . , m; tj+1 > tj

}
, which is defined as an ordered, evenly spaced, sequence of

moments in time. To accomplish the mission, drones must progress through a series of respective
states, e.g., follow certain trajectories. As long as drones follow their planned trajectories, the swarm is
considered to be organised. Unexpected events, such as changes in the weather or the intrusion of
objects into flight paths, make the swarm diverge and introduce some degree of disorganisation to the
otherwise organised structure of a swarm.

The swarm can withstand disorganisation up to a certain level. While such a level can be defined
in different ways, here it is described by an overall disorganisation “mass”, where each divergence
contributes to such a mass. Events of low-impact divergences (e.g., being slightly off course) have a
small contribution, whereas events of high-impact divergences (e.g., leaving the allocated perimeter)
have a large contribution. Certain substitutions are possible, e.g., a few low-impact events can be
considered to be the equivalent of a single high-impact one.

Based on the relative occurrence of different events, it is possible to construct the acceptable
probability of events such that low-impact events can appear more frequently than high-impact ones.
Note that some impact is unavoidable, there is no state free from some disorganisation. Considering
that there is a finite precision, the state of being perfectly on course can be determined even if such a
state is not free from some impact.

As drones report their behaviour through events, it is possible to determine the difference between
the acceptable probability distribution of events and the actual one to find out whether the mission
flies at low or high levels of disorganisation.

4. Formalisation

Let us assume that there is a set of n classes of possible states, each reflecting a certain level of
divergence such that at any time interval, the drone can report one of n possible events. Those classes
(and associated events) are identified as C = {ci, i = 1, . . . , n}. At regular intervals throughout the
mission, each drone communicates the class they are currently in. With every class, there is an
associated relative impact factor on disorganisation, F =

{
fi, i = 1, . . . , n

}
. The assessment of such an

impact can be provided, e.g., by the analysis of previous missions in a way similar to risk assessment.
From the relationship between various impact factors, it is possible to calculate the normalised

discrete probability distribution Q, where events from classes associated with the lower impact factor
are granted a higher probability of occurrence. For example:

Q =
{
qi ; i = 1, . . . , n

}
; qi =

1

fi ×∑
j=1,..., n

1
f j

. (1)

It is also possible to construct Q using other methods, e.g., by sampling previous events in a
manner that is often used in risk management. As high-impact events also tend to be low probability
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events, efficient sampling may be based on importance and may even internally employ cross-entropy
to determine Q [2].

The distribution Q describes the referential probability distribution when the overall
disorganisation is still at an acceptable level. This distribution is associated with a referential
entropy, i.e., a level of disorganisation that does not disrupt the mission. This referential entropy can
be calculated using Shannon’s equation [3]:

H(q) = −
∑

i=1,..., n
qi × log

(
qi

)
. (2)

As drones communicate signals, it is possible to determine the probability distribution of receiving
various classes of signals, P =

{
pi, i = 1, . . . , n

}
. Based on this, the cross-entropy between the observed

and the referential entropy can be calculated using [4]:

H(p, q) = −
∑

i=1,..., n
p(xi) × log(q(xi)). (3)

This cross-entropy can be interpreted as a measure of disorganisation of the swarm relative to
the referential one. Note that the cross-entropy can be both smaller and larger than the referential
one, indicating situations of (acceptable) low disorganisation and of high (potentially unacceptable)
disorganisation, respectively.

For clarification, the levels of entropy that are above the referential one represent an increased risk
to the mission but do not necessarily signify its failure. In practice, the levels below the referential
one may allow the swarm to continue its operation in a fully automatic or even autonomous manner,
while levels higher than the referential one may call for an operator’s action.

For example, let us consider a swarm that can emit five classes of signals that represent five real-life
situations, namely c1: the drone is on course, c2: the drone is slightly off course but not disturbing other
drones, c3: the drone is within the limits of the swarm but it is disturbing other drones, c4: the drone
has left the perimeter of the swarm and c5: the drone has lost contact with the swarm.

The impact of various classes on the disorganisation has been determined and shown in Table 1.
Such an impact can be associated, e.g., with the mission average delays, energy usage, or other risk
factors. Note that it is only the relative impact that is important, not the absolute values.

Table 1. Relative impact of classes of events.

c1 c2 c3 c4 c5

0.01 1.0 20.0 50.0 100.0

This implies the following (Table 2) probability distribution (all values rounded).

Table 2. Probability distribution for classes of events.

q1 q2 q3 q4 q5

0.9893 0.0990 0.0005 0.0002 0.0001

The referential entropy calculated according to the equation above is approx. 0.090. Therefore,
if the actual entropy of the swarm is below this value, the swarm can be characterised as having
low disorganisation, while higher values indicate an extent of disorganisation that may unacceptably
increase the risk to the mission.

Case 1: Let us consider a situation where the mission has been disturbed such that several drones
left their planned trajectories. The observed distribution of events is as shown in Table 3:
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Table 3. Probability distribution for significant disturbances.

p1 p2 p3 p4 p5

0.8 0.1 0.06 0.03 0.01

For this case, the cross-entropy is approx. 1.840, much higher than the referential one. This indicates
an increase in disorganisation and an increased risk.

Case 2: Let us consider the same swarm flying a very quiet mission where the drones fly exactly
as planned all the time. The observed distribution P has the form of the Kronecker delta (Table 4).

Table 4. Probability distribution for the undisturbed mission.

p1 p2 p3 p4 p5

1.0 0.0 0.0 0.0 0.0

In this case, the cross-entropy is approx. 0.016, lower than the referential one. This indicates that
this mission is well organised.

5. Continuous and Mixed Probability Distributions

As the size and the density of swarms grow, it is reasonable to consider a continuous case where
both probability distributions P and Q are continuous functions over some support X. For example,
probability distribution Q may be derived from a continuous function linking the distance from the
correct state with the impact on disorganisation. Alternatively, distribution P can be a continuous
estimate of the actual discrete distribution.

H(p, q) = −
∫

x∈X
P(x) × logQ(x) dx (4)

Situations of mixed distributions, where Q is continuous while p is discrete, are of some practical
use. For example, the drone management system may define the continuous impact function that
links the distance between the expected and the actual state to the extent of the impact, resulting in
a continuous distribution of Q. Meanwhile p can be discrete, as it is being calculated from events
observed during the swarm mission.

For such situations, the cross-entropy can be determined as follows, where Q(x) is the value of the
probability distribution function calculated using the impact function for given value x:

H(p, q) = −
∑

x∈X
p(x) × log(Q(x)). (5)

An alternative approach may require the use of the fixed-width quantisation of functions over
the support in the form of an LDDP (limiting density of discrete points). This may introduce the
need for correction of the quantisation error [5,6]. Note that the use of cross-entropy in this paper
is a comparative one: it is more interesting to compare two values than present their correctness.
Consequently, both approaches may provide a solution.

6. Discussion

6.1. Advantages of Cross-Entropy

The difference between the desired and the actual state of drones can be expressed through various
loss metrics, specifically using the mean squared error (MSE) or through cross-entropy. The choice
of cross-entropy over MSE comes from the intended purpose of the loss metric, namely to improve
the control algorithm for the swarm of drones. Compared to MSE, cross-entropy stresses the small
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differences from the referential level of entropy, i.e., cross-entropy allows for better differentiation
between what is acceptable (in terms of disorganisation) and what is excessive.

The problem of drones diverging from their intended trajectories is mostly seen as a control
problem with an impact on energy loss. Whatever method is used to manage the swarm, it has to
determine its situation and undertake control measures to revert drones to their routes. Thus, the key
determinants of the extent of the divergence are the control precision and energy loss. Out of these two
loss metrics, cross-entropy that is a better estimator for the required additional amount of information.

From the perspective of control, small differences must not be neglected, as they still require
actions to be taken and the swarm control algorithm must be adjusted to react to them without
over-reacting. In contrast, when the difference is large, the extent of this difference gradually matters
less from the perspective of control, as only some coarse actions have to be taken.

Similarly, from the perspective of energy consumption and owing to the inertia of the drone,
small manoeuvres are relatively expensive (per the unit of distance), while large manoeuvres can be
inexpensive. Thus, the cross-entropy seems to be a better estimator for both the control overhead and
the use of energy.

6.2. Coding Scheme

Cross-entropy is susceptible to the choice of the coding scheme (i.e., the distribution q). Specifically,
q must anticipate all possible classes of signals by assigning them certain non-zero probabilities over
all the support of p. If such a distribution is derived from the impact factor, then no signal is allowed to
be free from the impact. Otherwise, if the swarm is in situations not anticipated by q (i.e., where the
distribution is either undefined or zero), the information content of such signals is undefined or infinite.

The construction of an appropriate q can be done using different methods; this paper does not
assume that the impact factor is the only appropriate one. The impact factor is conceptually similar
to methods used in machine learning, where there are weighted penalties for misclassification [7].
The authors’ choice of a method for the determination of the probability distribution was affected by
two factors. First, the probability distribution forms the common denominator for various methods to
determine q. Second, the problem of controlling the swarm is a signalling and information problem;
therefore, adherence to the cross-entropy origin was preferential.

There is a further similarity between the problem of constructing q and machine learning where a
training set does not have samples of some classes, leading to difficulties in calculating the cross-entropy.
This is improved by the recommendation to include samples for all classes. Similarly, this paper
contains a restriction that there is no class without a certain impact. Note that, formally, this approach
is justified: in real life, the class of “being perfectly on course” cannot be described as a Dirac delta due
to measurement imprecision. Hence, it must always contain some range of low-impact behaviours.

The problem of assigning an appropriate probability to events that are only anticipated or that
are rare is known, with some propositions applying cross-entropy to optimise the importance of
sampling [2]. This proposition does not improve on them, as it only assumes that q can be determined.
The proposed use of a real-life impact function closely links the proposed metric with actual costs and
benefits of various behaviours, without claiming any particular shape of the impact function.

6.3. Referential Entropy

This model uses a referential probability distribution and its referential entropy to calculate
the cross-entropy. It makes cross-entropy both positive and negative, depending on whether the
actual distribution of signals indicates that the level of disorganisation is higher or lower than the
referential one. Consequently, in a way that is different than in other applications of cross-entropy,
there is no minimum entropy level that the cross-entropy will always be higher than, even though
such cross-entropy can be used to judge (and to optimise) the swarm management algorithm.

There is an underlying assumption that the swarm can take certain levels of disorganisation
such that not every localised disorganisation has an immediate impact on the swarm. Specifically,
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that imprecision in measurements may not allow us to confirm whether any drone is actually in the
desired state. Therefore, the algorithm quality should not be judged by absolute perfection but rather
by staying on the safe side of the referential level of disorganisation.

This reasoning means that the Kullback–Leibler (K-L) divergence is not applicable to this case.
K-L divergence provides an estimate of the difference between the entropy of the actual distribution
and the cross-entropy. In this case, it is at its minimum when p = q, i.e., when the swarm is disorganised
exactly in an acceptable way. Whether the actual distribution indicates more or less disorder than the
swarm can bear, the K-L divergence will grow. Still, K-L divergence may be a useful metric of the
distance from the referential disorganisation that helps design control algorithms.

7. Extended Example

Collision avoidance is an example of a process that temporarily increases the disorganisation of
the swarm. That is, in the presence of a disturbance, drones have to veer off course and break the
formation. In such situations, they find themselves at locations that are less expected. Intuitively,
the entropy of a swarm should increase. However, such an increase should only be temporary. In the
absence of continuous disturbances, drones should return to the desired paths to continue their mission.
As the drones again appear at the expected locations, the entropy of the swarm should decrease.
Thus, the managed swarm should be perceived as an entropy-minimisation device, i.e., its entropy
will increase only to the extent required to overcome an obstacle and will decrease once the obstacle
is removed. The quality of such a strategy is reflected by the level of entropy carried by the swarm
throughout the mission.

Collision avoidance by unmanned aerial vehicles can be implemented in many ways. Gong et al. [8]
used a gradient-based collision avoidance algorithm for the control of multi-agent formations.
The algorithm uses a consensus theory and a graph theory applied to three topologies. This method
uses two circular zones that define distances from adjacent objects, whether they be obstacles or
neighbours, to define prohibited zones.

This section makes use of the collision avoidance algorithm developed by Cofta et al. [9] that
bears a superficial similarity to the one described above. The algorithm itself is inspired by the physics
of repulsive forces (see, e.g. [10]), thus algorithmically replicating the exclusivity. The algorithm is run
by each drone independently for at least at fixed time intervals and always planning for the interval
ahead. It considers the location and movement of neighbouring drones. If some drones are nearby,
then the algorithm alters the paths of drones to avoid close encounters; otherwise, they attempt to
continue their original mission. The equations that define the algorithm are as follows:

→
p z =

→
p m + τ ∗ →p u, (6)

→
p i =

−−−−−−→
(xi, xj) , (7)

i ∈ N↔
∣∣∣∣→p i

∣∣∣∣ ≤ R and i � j, (8)

→
ui =

→
p i∣∣∣∣→p i

∣∣∣∣ , (9)

→
p u =

∑
i∈N

→
ui(R−

∣∣∣∣→p i

∣∣∣∣)Q
, (10)

where:

→
p z—vector that the drone will adopt for the next time interval.
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→
p m—mission vector, i.e., the vector that the drone should have adopted to continue the mission;
this vector is calculated to achieve the objective of the mission in the current situation if it were
ignoring obstacles.
→
p u—escape vector that should be adopted to escape close encounters with neighbours disregarding
the mission.
xj—drone’s location.
xi —the location of the neighbour i.
→
ui—unit vector of

→
p i .

N—the set of neighbours within radius R.
R—radius within which neighbours are of interest (in this simulation R = 25 m).
Q and τ—parameter constants (in this simulation Q = 1 and τ = 1).

The following examples were developed using the simulation software created by the authors.
The probability function used in those examples directly relates the distance between the actual and
expected locations of the drone. It is defined as the cumulative distribution function of the lambda
distribution. Consequently, the probability distribution Q is a lambda function Q(x) = λe−λx; λ = 1,
with a referential entropy of 1. As the p distribution is a discrete one, the mixed version of cross-entropy
is used, where the sum is run over the product of the discrete probability distribution p and the point
value of Q(x).

This approach allows for an introduction of “momentary” entropy, where the distribution p takes
on the form of the Kronecker delta. This allows for analysing changes in the entropy over time in
response to obstacles for an individual drone or a swarm of them. While the “momentary” entropy
is not intended to be used as a metric of robustness, it is a useful tool to illustrate and analyse the
behaviour of drones and swarms.

Video recordings of simulations related to the extended example are included as
Supplementary Materials.

7.1. Close Encounter

Figure 1 shows the trajectory of the flight of a swarm D that consists of three drones. D2 and D3

fly to the east, while D1 flies to the west. Their trajectories were close enough such that the collision
avoidance algorithm was triggered for all of them.

Figure 1. Close encounter of drones.

When the two topmost drones got too close to each other, they both veered off their courses,
as expected. However, this caused the central drone to move closer to the lower one, triggering its
algorithm as well. Eventually, all drones moved away from their courses. Once the distance became
safe again, they returned to their original courses. Figure 2 shows the momentary entropy of each
drone as a function of time.
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Figure 2. Momentary entropy of each drone as a function of time.

7.2. Grid Formation

Figure 3 shows a sixteen-drone swarm with drones stationary in a grid formation. The objective
of their mission was to remain in this formation and at their current positions. The simulation depicted
a situation where there was an intruder drone that passed through the swarm, paying no attention
to other drones, to the extent of potentially colliding with them. However, each drone in the swarm
was paying attention to every other drone, including the intruder, executing the collision avoidance
algorithm. Note that the path of the intruder was straight, while drones from the swarm gave way.
Once the intruder passed, each drone returned to its assumed position in the formation. Because the
formation was relatively dense, the movement of one drone affected its neighbours.

Figure 3. Sixteen-drone swarm with an initial grid formation. The swarm avoids the intruder (straight
line) before returning to the grid formation via the paths shown.

Figure 4 shows the change in the momentary entropy over time of particular drones from
the swarm. Figure 5 shows the total momentary entropy of the swarm over time. As expected,
the appearance of the intruder initially increased the entropy but once the intruder left the swarm,
it eventually returned to just above zero.
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Figure 4. Momentary entropy of drones within the swarm.

Figure 5. Momentary entropy of the swarm.

Note that the momentary entropy assumed the value of −log(Q(x)), i.e., it could reach any positive
value. The change in entropy over time, as shown in Figure 5, was calculated by including events from
all drones for a given moment in time. As all drones reported events at regular intervals, this made the
values presented in Figure 5 the average of the respective values from Figure 4.

Note that neither the momentary entropy of the drones nor the momentary entropy of the swarm
ever exceeded the value of the referential entropy, which means that the level of disorganisation
was acceptable. The entropy of the whole swarm, calculated for the whole passage of the intruder,
was approx. 0.14. Again, this indicates that, despite the disturbances, the swarm was reasonably
organised and that the mission itself was not endangered.

8. Related Works

Cross-entropy is a measure of a discrepancy between two probability distributions [4]. It is used
widely beyond the theory of information, e.g., as an objective function for the optimisation of traffic
flow [11] or in a particle swarm optimisation [12,13]. It is also used in machine learning as a loss
function for the training set of neural networks [14] or to improve the clustering of data [15]. Further,
it is used in robotics for the optimisation of controllers based on fuzzy logic [16,17]. Regarding the
social sciences, it can also be used to explain complex global behaviours [18] and can be used in swarm
intelligence [19].
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Swarms and their self-organisation borrows much from the observation of bees [20], locusts [21],
birds and fish [22–25]. The close resemblance between unmanned aircraft and insects or animals has
been researched [26], specifically in terms of collision avoidance and in collaborative intelligence [27],
while Can et al. [28] applies the rules of particle physics to swarms.

In those diverse areas, entropy is defined by re-applying Shannon’s formula to various forms of
grouping. For example, Folino and Forestiero [29], inspired by Van Dyke Parunak and Brueckner [30],
demonstrates how entropy can be used to assess the properties of self-organising flocking algorithms
by observing changes in entropy resulting from coupling organised and disorganised systems.

The application of cross-entropy to the process of training neural networks bears some resemblance
to the problem discussed here, specifically for discrete distributions. Cross-entropy is one of the
standard loss functions, specifically regarding multi-label classification [31]. Such a loss function can
be extended to include some penalties for mislabelling [32,33], making it attractive for some real-world
cases where misclassification should be penalised [6].

Particle swarm optimisation (PSO) [34] can use entropy for the simulated set of states (“particles”)
(EA-PSO) [12], and then it may apply cross-entropy in the meta-optimisation of the search space. Various
modifications and extensions exist, such as memetic based [13], niche strategy [35], or clustering [36].
The evolutionary approach is used in Hu et al. [37], while Zhang et al. [38] employs direct competition.

PSO may prematurely converge to local optima since the best performing particle attracts the
remaining ones. Therefore, the problem of diversity management (i.e., having particles exploring
different alternatives beyond the local optimum) is important. Entropy is used in a way inspired by
Shannon to manage the extent of diversity at the swarm level, combined with the optimum-seeking
behaviour of particles at the local level.

Cross-entropy is used by PSO (among others) as a way to meta-optimise the solution space.
For example, Yin [39] applies cross-entropy minimisation to determine the optimum threshold in
image segmentation by comparing the probability distribution of the original image and the one after
a threshold has been applied.

9. Conclusions

This paper proposes the use of cross-entropy as a metric for the quality of algorithms that manage
swarms of drones. It reflects the extent of disorganisation of the swarm throughout its mission,
where such disorganisation should be always minimised as much as possible. This cross-entropy is
calculated relative to the referential probability distribution that is constructed out of the real-world
impact that various events may have on the swarm.

Initial simulations demonstrated the viability of cross-entropy as a metric and allowed for
distinguishing between missions with low and high levels of disorganisation. This is a work in
progress. The authors plan to run both simulations and field experiments to determine the practical
usefulness of the proposed metric under various flight conditions.

Supplementary Materials: The following are available online at http://www.mdpi.com/1099-4300/22/6/597/s1,
Video S1: Grid, Video S2: Grid (debug), Video S3: Simple, Video S4: Simple (debug).
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