Biometric

Systems

Loris Nanni and Sheryl Berlin Brahnam

Printed Edition of the Special Issue Published in Sensors

www.mdpi.com/journal/sensors



Biometric Systems






Biometric Systems

Editors

Loris Nanni
Sheryl Brahnam

MDPI e Basel o Beijing ¢ Wuhan e Barcelona e Belgrade ¢ Manchester e Tokyo e Cluj e Tianjin



Editors
Loris Nanni
University of Padua

Italy
Sheryl Brahnam

Missouri State University
USA

Editorial Office

MDPI

St. Alban-Anlage 66
4052 Basel, Switzerland

This is a reprint of articles from the Special Issue published online in the open access journal
Sensors (ISSN 1424-8220) (available at: https://www.mdpi.com/journal/sensors/special_issues/

Biometric-Systems).

For citation purposes, cite each article independently as indicated on the article page online and as

indicated below:

LastName, A.A.; LastName, B.B.; LastName, C.C. Article Title. Journal Name Year, Volume Number,
Page Range.

ISBN 978-3-0365-1128-3 (Hbk)
ISBN 978-3-0365-1129-0 (PDF)

© 2021 by the authors. Articles in this book are Open Access and distributed under the Creative
Commons Attribution (CC BY) license, which allows users to download, copy and build upon
published articles, as long as the author and publisher are properly credited, which ensures maximum
dissemination and a wider impact of our publications.

The book as a whole is distributed by MDPI under the terms and conditions of the Creative Commons
license CC BY-NC-ND.




Contents

Aboutthe Editors . . . . . . ... ... ...
Preface to “Biometric Systems” . . . . . .. ... .. L

Lukas Kolda, Ondrej Krejcar, Ali Selamat, Kamil Kuca and Oluwaseun Fadeyi
Multi-Biometric ~ System Based on Cutting-Edge Equipment for Experimental
Contactless Verification

Reprinted from: Sensors 2019, 19, 3709, d0i:10.3390/s19173709 . . . . .. .. ... ... ... ...

Mohsen Jenadeleh, Marius Pedersen and Dietmar Saupe
Blind Quality Assessment of Iris Images Acquired in Visible Light for Biometric Recognition
Reprinted from: Sensors 2020, 20, 1308, d0i:10.3390/s20051308 . . . . .. .. ... ... ... ...

Majd Abazid, Nesma Houmani and Sonia Garcia-Salicetti
Enhancing Security on Touch-Screen Sensors with Augmented Handwritten Signatures
Reprinted from: Sensors 2020, 20, 933, doi:10.3390/s20030933 . . . . . . . .. ... .. ... ...

Yu Jia, Linlin Huang and Houjin Chen

A Two-Stage Method for Online Signature Verification Using Shape Contexts and
Function Features

Reprinted from: Sensors 2019, 19, 1808, d0i:10.3390/s19081808 . . . . . . .. ... ... ... ...

Huacheng Hu, Jianbin Zheng, Enqi Zhan and Jing Tang
Online Signature Verification Based on a Single Template via Elastic Curve Matching
Reprinted from: Sensors 2019, 19, 4858, d0i:10.3390/s19224858 . . . . . ... ... ... ... ...

Rami M. Jomaa, Hassan Mathkour, Yakoub Bazi and Md Saiful Islam

End-to-End Deep Learning Fusion of Fingerprint and Electrocardiogram Signals for
Presentation Attack Detection

Reprinted from: Sensors 2020, 20, 2085, d0i:10.3390/s20072085 . . . . . . .. ... ... ... ...

Shuyi Li, Haigang Zhang, Yihua Shi and Jinfeng Yang
Novel Local Coding Algorithm for Finger Multimodal Feature Description and Recognition
Reprinted from: Sensors 2019, 19, 2213, d0i:10.3390/s19092213 . . . . .. .. ... ... ... ...

Christof Kauba, Bernhard Prommegger and Andreas Uhl

Combined Fully Contactless Finger and Hand Vein Capturing Device with a

Corresponding Dataset

Reprinted from: Sensors 2019, 19, 5014, d0i:10.3390/s19225014 . . . . . ... ... ... ... ...

Yiding Wang, Heng Cao, Xiaochen Jiang and Yuanyan Tang
Recognition of Dorsal Hand Vein Based Bit Planes and Block Mutual Information
Reprinted from: Sensors 2019, 19, 3718, d0i:10.3390/s19173718 . . . . .. .. ... ... ... ...

Raul Garcia-Martin and Raul Sanchez-Reillo
Wrist Vascular Biometric Recognition Using a Portable Contactless System
Reprinted from: Sensors 2020, 20, 1469, doi:10.3390/s20051469 . . . . . ... ... ... ... ...

Arkadiusz Tomczyk, and Piotr S. Szczepaniak
Ear Detection Using Convolutional Neural Network on Graphs with Filter Rotation
Reprinted from: Sensors 2019, 19, 5510, d0i:10.3390/s19245510 . . . . .. ... ... ... .. ...



Loris Nanni, Sheryl Brahnam and Alessandra Lumini
Face Detection Ensemble with Methods Using Depth Information to Filter False Positives
Reprinted from: Sensors 2019, 19, 5242, d0i:10.3390/s19235242 . . . . .. .. ... ... ... ...

Yassin Kortli, Maher Jridi, Ayman Al Falou and Mohamed Atri
Face Recognition Systems: A Survey
Reprinted from: Sensors 2020, 20, 342, doi:10.3390/s20020342 . . . . . . ... ... .. ... ...

Matthieu Saumard, Marwa Elbouz, Michaél Aron, Ayman Alfalou and Christian Brosseau
Enhancing Optical Correlation Decision Performance for Face Recognition by Using a
Nonparametric Kernel Smoothing Classification

Reprinted from: Sensors 2019, 19, 5092, d0i:10.3390/s19235092 . . . . .. ... ... ... ... ..

Changxin Gao, Jin Wang, Leyuan Liu, Jin-Gang Yu and Nong Sang
Superpixel-Based Temporally Aligned Representation for Video-Based Person Re-Identification
Reprinted from: Sensors 2019, 19, 3861, doi:10.3390/s19183861 . . . . .. .. ... ... ... ...

Mariusz Pelc, Yuriy Khoma and Volodymyr Khoma
ECG Signal as Robust and Reliable Biometric Marker: Datasets and Algorithms Comparison
Reprinted from: Sensors 2019, 19, 2350, d0i:10.3390/s19102350 . . . . . ... ... .. ... . ...

Andrea E. Kowallik and Stefan R. Schweinberger
Sensor-Based Technology for Social Information Processing in Autism: A Review
Reprinted from: Sensors 2019, 19, 4787, d0i:10.3390/s19214787 . . . . .. . . ... ... ... ...

vi



About the Editors

Loris Nanni is an associate professor in the dipartimento di ingegneria dell’informazione of
the University of Padova. His research activity focuses on pattern recognition in machine learning,
mainly focused on deep learning. He has also done extensive work in biometric sytems. He has an
H-index of 50.

Sheryl Brahnam is a professor in the Information Technology & Cybersecurity Department,

Missouri State University. Her interests are focused on machine learning and cultural and ethical

aspects of computing. She has an H-index of 33.

vii






Preface to "Biometric Systems”

Biometric recognition/verification continues to be one of the most widely studied pattern
recognition problems. The field is being driven in large part by the recent rise in sophisticated
nation-state hacking and the increasing need of advancing technological systems, such as the Internet
and cellular phones, to secure personal identification. Rapidly fading are the days of password
protection. Biometrics along with authenticator apps and multifactor authentication are being pushed
to safeguard systems in the new threat environment by many industrial leaders, such as Microsoft.

Biometric recognition is defined by several critical issues involved in the problem, such as quality
checking of sensor inputs, biodata security, aliveness detection, and multimodal authentication.
Regardless of the biometric chosen, all recognition systems must also isolate and extract a set of
features in the biometric image or pattern that offers the greatest amount of information, whether
these features are engineered or automatically determined by the classifier system.

This book’s chapters present the very best work in biometric recognition and verification. Topics
run the gamut of research in this field: security issues, signature verification (online and on mobile
touch-screens), fingerprint identification, wrist vascular biometrics, ear detection, face detection
and identification (including a new survey of face recognition systems), person re-identification,
electrocardiogram (ECT) recognition, and several multi-modal systems, including coverage of the
latest equipment for multi-modal contactless verification, the fusion of fingerprint identification with
either finger-vein and finger knuckle-print identification or ECT signals or hand vein recognition.
A chapter is also dedicated to image quality as it affects performance in biometric systems based
on images. Many chapters propose novel methods for biometric recognition and verification,
including the introduction of new descriptors and feature sets, the addition of depth information
and augmentation, and the application in this field of the latest deep learner architectures. In several
chapters, algorithms are exhaustively compared and verified across many data sets.

Due to the accelerating progress in biometrics research, this book’s publication is not only timely
but also much needed. This volume contains seventeen peer-reviewed chapters reporting state of the
art in biometrics research, covering essential topics in the contemporary scene. This book will be a
valuable resource for graduate students, engineers, and researchers interested in understanding and

investigating this important field of study.

Loris Nanni, Sheryl Brahnam
Editors
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Abstract: Biometric verification methods have gained significant popularity in recent times, which has
brought about their extensive usage. In light of theoretical evidence surrounding the development of
biometric verification, we proposed an experimental multi-biometric system for laboratory testing.
First, the proposed system was designed such that it was able to identify and verify a user through
the hand contour, and blood flow (blood stream) at the upper part of the hand. Next, we detailed
the hard and software solutions for the system. A total of 40 subjects agreed to be a part of data
generation team, which produced 280 hand images. The core of this paper lies in evaluating
individual metrics, which are functions of frequency comparison of the double type faults with
the EER (Equal Error Rate) values. The lowest value was measured for the case of the modified
Hausdorff distance metric—Maximally Helicity Violating (MHV). Furthermore, for the verified
biometric characteristics (Hamming distance and MHYV), appropriate and suitable metrics have been
proposed and experimented to optimize system precision. Thus, the EER value for the designed
multi-biometric system in the context of this work was found to be 5%, which proves that metrics
consolidation increases the precision of the multi-biometric system. Algorithms used for the proposed
multi-biometric device shows that the individual metrics exhibit significant accuracy but perform
better on consolidation, with a few shortcomings.

Keywords: biometry; identification; bloodstream; image recognition; multi-biometrics

1. Introduction

Due to the rapid development in information technology, it has become possible to utilize
biometrics for identifying and verifying persons [1-3]. Personal verification involves associating
an identity with a specific individual. Verification or authentication of an identity is related to the
authorization or refusal of an individual’s personal identification, which is verified and confirmed
side-by-side with the identity provided. This procedure is crucial for identifying a search query of
a person.

In recent times, biometric verification and identification systems have gained popularity,
which brought about their extensive usage [4]. Most significantly, it is common to see laptops
with fingerprint readers, as well as a Windows 10 “hello” function, which both support biometric
identification and verification [3,5-7]. The latter feature is available to users who sign up for biometry
usage. Biometry saves the user the stress of regular logins into gadgets and wares (e.g., keys or cards)
with privacy and identity theft challenges [8]. For instance, lost or forgotten login details can be

Sensors 2019, 19, 3709; doi:10.3390/s19173709 1 www.mdpi.com/journal/sensors
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accessed by a third party and be used illegally. Biometry eliminates such problems, and greatly reduces
the risk of copying or falsifying them. Nevertheless, biometry is not a complete and perfect solution
for user verification and identification. Gathering of an individual’s biometric data to create the
person’s biometric template is a complex process, which can sometimes yield an indefinite outcome [9].
However, the probability of success with biometric systems may vary up to 99% in the best systems.
As such, biometric systems are greatly beneficial in curbing security challenges such as privacy invasion
and identity theft problems (the most common being attacks carried out using dummies or models of
the given body part).

Hand recognition remains the earliest form of available biometric characteristics used to identify
and differentiate humans, as well as verify their identities [10]. Using the hand, it is possible to
recognize, for example, hand geometry, fingerprints, palm lines, lines on finger joints, and image of the
bloodstream. [11]. As soon as a person attains adulthood, features of the individual’s hands remain the
same for the rest of his or her life. Hence, these characteristics can be used to identify and/or verify the
person [12]. Moreover, these characteristics can be scanned (excluding the fingerprint) using a camera
with a basic resolution (640 x 480 pixels), and saved in biometric memory, unlike the scanning of the
eye retina [13] (which may not necessarily be saved) for future references. From the foregone, we can
say that it is safe and inexpensive to embark on a project of creating small devices for the scanning
biometric characteristics of the hand.

A number of biometric systems currently exist that work based on the principle of the shape
and surface elevation of the hand (jointly referred to as “hand contour” in the context of this work),
and serves the purpose of a person’s identity features [14-20]. The design and implementation of
such systems offer several benefits, especially given that hardware and software requirements are
very easy to come by. However, biometric characteristics of a hand contour is often not sufficient to
distinguish individuals. Consequently, identification security is compromised, which leads to a high
false-match rate (FMR). As a result, optimized biometric systems are continuously designed based on
the biometric characteristics that are hidden, and cannot be replicated. For example, ultramodern finger
print scanning results cannot be replicated, but the cost associated with its design and implementation
is very high. A second possibility for improving identification and verification by biometric systems is
the use of two or more biometric characteristics within a system. For instance, joint scanning of hand
and blood stream offer better identification results, which, in recent times, have become a lot cheaper,
and have improved their security [21]. This is enabled by the fact that false match rates (FMR) of the
individual biometric characteristics are multiplied, which, in turn, decreases FMR. Hence, the whole
system becomes more secure.

Related Literature

As development in science and technology progresses, smarter ways of operating household and
office equipment are becoming more popular. For instance, Reference [20] described a gesture-based
technology that makes use of some specific grammatical terms in its operation. This is possible due
to these technologies and continuous issues of fake identity behind finger print detection [22] and
walking patterns (also known as “gait”) [23].

According to Reference [24], traditional singular biometry identifiers are flawed due to varying
interclass sensitivity, data that bears a lot of noise, or very high error margins. For instance, in today’s
world of mobile phones, Reference [25] tried to analyze using a mobile phone, hand segmentation,
and fingertip readings of about a hundred subjects. It was observed that the sensitivity of the technique
yielded around 52%, a figure which may have been more precise if the method was bi-biometric-based
or multi-biometric based. As a result of the sensitivity shortcoming common to uni-biometric systems,
Reference [24] proposed a multi-model technique by adopting fused faces and fingerprints, i.e., making
use of a collaboration-based classifier to identify the faces of a different person. A selective neural
network was jointly used with “Viola—Jones method-based PCA” by Reference [26] for a gridding
system. Here, over 100 faces from a face-based database were distinguishable, which proves the success
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of the method. In comparison to the work of References [25,27], the merged vascular recognition
with hand geometry in a multi-modal design derives an equal error rate of 6%. While singular
biometric techniques are currently less preferred, the unique and greater sensitivity of multi-biometric
technologies seem to be revolutionizing the field of biometry. In a fascinating technological twist,
biometry has stepped forward beyond mere gesture identification to commence blood-based verification
using physiological features, as reported by Reference [28]. Table 1 summarizes a few multi-modal
biometric studies (within the last 10 years) with their corresponding error rates. From the table, HG
denotes hand geometry, FV denotes finger vein (vascular structure), PP is the palm print, MFV is the
multi-finger vein, FK is the finger knuckle, KS is the knuckle shape, and FG is the finger geometry.

Table 1. Some multi-modal biometric studies from 2009 until today.

Study Reference Year Combined Biometric Methods  Sample Size Equal Error Rate

(%)
Current work 2019 HG and FV 40 5

[27] 2013 FV and HG 100 0.06
[29] 2019 PP and FG 237 58
[30] 2014 HG and FV 204 0.02
[31] 2015 MFV 106 0.08
[32] 2017 FK and FV 100 0.35
[33] 2010 FV and FG 102 0.075
[34] 2009 FV and KS 100 1.14

Except otherwise stated, the following performance ratings (abbreviations) have been used
throughout this paper and in similar biometric literature.

s EER (Equal Error Rate)

m  FAR (False Acceptance Rate)

s FRR (False Rejection Rate)

m  FIR (Far infrared)

s NIR (Near Infrared)

= ROI (Point or region of interest on the image)

The rest of this paper is organized as follows. Section 2 further describes the problems upon
which the study lies, and for which more multi-modal techniques are required. Section 3 describes
in detail the newly proposed multi-biometric method, while experimental testing of the system and
discussion of the generated results are reflected in Section 4. The final section discusses the limitations
of the new method and suggests ways to improve the limitation in future research studies.

2. Problem Definition

Users” hand-geometry-based identification systems can (on the basis of the image scanning
evaluation method adopted) be categorized into three distinct types.

1.  Contact with pins: This method makes use of “scanning hand fixation images,” i.e., a set of pins
that define the position of individual fingers. The hand is laid on a flat surface, which creates
a contrast to the surroundings. The method makes evaluation rather simple, even though it is
less comfortable for the user, with some unwanted deformations. In the past, “contact-with-pins”
was mainly used in research identification systems. Today, it finds a commercial application.
In a study by Reference [35], the authors used five pins for the fixation of the position of the
hand before scanning from the top and the sides. For the purpose of the evaluation, 16 geometric
characteristics were utilized, which yielded an EER of 6%.

2. Contact without pins: In this case, the hand is freely laid down onto a contrasting surface or
scanner. The absence of pins implies a free movement of the hand, which eventually settles in its
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natural shape. This way, unwanted deformations are eliminated [36]. In their work, [36] the
researchers adopted a tabular scanner without pins fixed on it.

3. They evaluated the size and geometry of the finger tips, reaching an FRR value of 11.1% and
a low FAR value of 2.2%. These values differ significantly from those obtained when pins are
fixed (FRR value of 4% and FAR value of 4.9%). As such, “Contact without pins” is considered
the most suitable for security applications due to the importance attached to FAR within domains
of the method.

4. Contactless scanning: This method does not require pins or surfaces where the hand will be
laid and is, by far, the most user-friendly technique of all. To create contactless scanning points,
a standard 2D camera or 3D digitizer is used for scanning. Reference [37] carried out hand
scanning in front of a camera in an open surrounding. Evaluation was deliberately fixed at the
hand’s center of gravity. As such, it was possible to create homocentric circles that intersect
with the fingers. The author measured the fingers using these circles, with the results formed
by measuring the size of the fingers in 124 points. FRR and FAR were recorded as 54.3% and
8.6%, respectively, with hand movement and its inclination to the camera surface causing some
problems. Oftentimes, the movement from and to the camera leads to significant distortions
in the size of the image generated. Instability of the surroundings is another problem associated
with contactless scanning, which influences its measurement.

A novel way to identify or verify a person’s identity is by detecting the distribution of veins around
the wrist or on the palm surface. The main advantage of this approach is the difficulty in replicating
or fabricating the human vein, since the vessels are hidden in the body. References [38] described
two possible scanning methods in this regard, which include far infrared (FIR) and near infrared
(NIR) [39,40]. FIR is a technology that scans thermal radiation with a wavelength of 15 to 1000 um of
the object (an individual’s wrist or palm surface) under examination. A number of external and internal
conditions influence FIR. For instance, temperature and/or moisture of the external environment as
well as existing health conditions of the scanned individual can influence its sensitivity. Consequently,
the scanned image may be unreliable. NIR on the other uses infrared radiation of the wavelength
range of 0.76-1.4 um of the scanned tissue(s). The technology has a penetration range of approximately
3 mm. Deoxidized hemoglobin found in the veins has the tendency to absorb maximum radiation
with a wavelength range between 7.6 x 10~ mm [41]. IR (Infra Red) radiation absorption increases
with large veins as compared to tissues adjacent to it [42,43]. As such, the contrast between the object
under investigation (large veins) and surrounding objects (tissue) is easily accomplished. Two essential
conditions for effective near infrared biometric technology are appropriate camera with IR filter and
suitable lighting of the area that uses the IR radiation source. Furthermore, a primary benefit of
NIR technology is that the external and internal conditions do not affect the image scanning process.
The process is also not affected by skin deviations and tones of the image.

In the light of the foregone analysis on biometric verification and identification, the current
study aims at designing an experimental multi-biometric verification system, which is based on two
biometric characteristics: hand geometry and blood flow from the upper part of the hand. Since it has
been established in literature that a combination of two biometric features provide better verification
and identification results. The proposed system has been selected on the basis that it is impossible
to integrate the appraisal on coarse data level (sensor-level fusion) as well as on features absent on
a collected biometric characteristics level (Feature-Level Fusion) [6,44]. Additionally, due to the vast
misunderstanding between identification, verification, and authentication biometric devices [45], it is
important to clarify that the proposed system is a verification system, which checks a user’s biometric
identity against those of a number of persons within a database (Figure 1) [45-47].
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Figure 1. Schematic representation of the proposed identification and verification system.
3. System Description

The proposed user identification and verification system is comprised of a software that causes it
to function according to the steps illustrated in Figure 1.

In this section, the extraction of hand and bloodstream data is discussed. The entire system
commences with obtaining the image of the hand, and then that of the bloodstream (vascular
structure) [48,49]. Next, background noise is removed from the images to make it fit for further
processing. This process is followed by the first screening process (segmentation) for which every
aspect of the scanned object is carefully verified by the system, which tries to match the image with
existing or similar saved features (images) within the database. Extracted data from the image moves
into a central database where the verification is completed. Next, the score-level fusion is obtained
for the image (degree of unanimity) and, depending on the threshold, the user is either successfully
verified or not. However, this is often done after the data has been normalized as a function of the
number of tests carried out. The rest of this section is described in deeper terms and the different
blocks are represented in Figure 1. Furthermore, some useful metrics such as EER is often calculated
in order to have a full grasp of the efficiency of the system in comparison to other existing systems.

3.1. Hand Geometry

3.1.1. Image Pre-Processing

In order to reduce the noise in the image results generated by the system, a basic averaging method
(a filtering technique) was used [50]. Although the method does not completely eliminate blurring
especially at the edges, it works well for most parts of the image surface. Continuous application of the
filter blurs out the entire image. However, once the filtering is executed to a level where it produces
a preferred image (an image that is not multi-colored), the filtering process is stopped. The color of the
image represents the mean values of the image, which is derived from using a convolution method of
calculation. Consequently, the size of the convolution core acts as the variable (it has been identified as
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the parameter used in the method and the blurring effect is directly proportional to the growing size of
the core) and the values are equivalent to 1.
The equation for calculating a 3 X 3 sized core is shown below.

1 1
fi) =53, ¥ glitkj+h 8

k=11=—1
3.1.2. Image Segmentation

The image that is produced by the proposed system is segmented into components with similar
characteristics. Segmentation aims at distinguishing scanned objects from one another, as well as
from other objects within the surrounding [51]. A variety of methods are available for segmentation.
For this study, the thresholding methods has been adopted due to its simplicity in its calculation [52].
Thresholding produces a complete segmentation of objects based on the transformation of the input
image f on output binary image f according to the relationship shown below.

1 for f(i,j)>T
0 for f(i,j) < T

where T is in an advance defined constant (threshold) and f“(i,j) = 1 for the image parts of the
examined object. Thresholding also helps in testing the elements of an image in a progressive manner,
by assigning values to elements of the image in accordance with identified requirements. Nevertheless,
this segmentation method is flawed on the ground that selection of an accurate T (threshold value)
may be difficult. To automatically set the brightness of the image generated by the system, a “global
or local characteristics of the image” can be used. The global image characteristics method uses the
information from all pixels in the image in order to determine the threshold value. The threshold is
subsequently adjusted in accordance with the histogram generated or the mean value of the intensity
of each image point obtained within the image [53]. On the other hand, the local image characteristics
emphasize the usage of different thresholds for each element of the image, so that the threshold value
is then calculated from the surrounding. The pixel value is calculated by using the following formula.

f) = )

iy Lfor Fli) = (= Ty)
FUD =0 for fi. ) < (pij = Tg) :

where p;; denotes an average value of all points from the surrounding. The surrounding size selection
is done in accordance with the selected target of the segmentation, and it is mainly dependent on the
size and shape of the examined object. T is a constant, whose value is dependent on the threshold
value, and, therefore, it adjusts accordingly. This constant is often a positive number, but can also
become negative depending on the prevailing situation. Segmentations are often selected with respect
to the required results. As such, they are empirically identified for a given task.

The software system of the proposed identification and verification was used to experiment
both image brightening techniques thresholding [52,54]. Solutions produced using the local
image characteristics was not selected due to non-homogeneity of the examined object (hand).
This non-homogeneity is caused, for example, by the wrinkles on the skin, different color of the skin, etc.
Unfortunately, it was not possible to set up the thresholding parameters in the same way as the size of
the surrounding, and the T, constant. If it were possible, the resultant image would have been subjected
to further processing (for determining the contour of the hand). As a result, the global threshold setting
method has been adopted, with the average value of complete image intensity reduced by the constant.
This method provides the best image that can be subjected to further processing.
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3.1.3. Definition of Biometric Characteristics

In order to propose the use of biometric characteristics from this experimental investigation,
the studies by References [27,36] were reviewed. The measured characteristics identified for this study,
which is utilized in the design of the biometric device, are discussed and illustrated in Figure 2.

(a) (b)

Figure 2. Depiction of measured biometric characteristics [9], where at (a) graphics shows the
measurable characteristics of the palm of the hand and (b) described the base as the point of intersection
of green lines.

Figure 2a shows the measurable characteristics of the palm of the hand. The individual length of
the fingers would be measured from the red point (tip of the finger) to the blue point (the central part
of the base of the hand). The base is described as the point of intersection of green lines, known as the
neighboring values, as illustrated in Figure 2b. Furthermore, the distance between the fingertips are
measured (excluding the distance between the thumb and the finger next to it). This is due to the huge
variation in the size of the distance between both fingers. Experimenting this on the proposed scanner
shows that the difference in the distance from single user images were found to have a greater value
than the differences among other users. The distances between points “values” are also measured,
but without the thumbs. The width of the palm, L6, is the last measured feature. For a single finger
(Figure 2b), there are 10 points distributed along the finger length. The central red point position is
determined from the angle located between the sections (represented by blue vectors).

3.1.4. Extraction of Biometric Characteristics

The result of segmentation comes in the form of a binary image (with a background value equal
to 0 and the objects value is 255). An algorithm is used for searching the described characteristics of
the examined object. Extraction of characteristics is essential to conserve data volume, and obtain
higher processing speed. The extraction algorithm, in itself, is responsible for locating the hand
contour, which is equivalent to the tested shape of the hand. Finding the contour is quite simple
since the wanted line of the related point is visible from the binary image. Working of the biometric
characteristics” extraction algorithm is a function of the contour found. The extraction algorithm causes
the localization of the convex contour case, which is responsible for detecting the points on the finger
tips. The convex contour case is a polygon, which contains the outermost points of the contour. Hence,
the result is formed by a point sequence that creates the case. Consequently, the algorithm searches for
the points in the values between the fingers.

The contour of the hand is again used for locating defects. Defects represent any point that is
located on the contour, which is present on the part demarcated by the surrounding points. At least
one defect is prevalent in between any pair of points. This follows the pattern of a convex case.
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Hence, the identified defects are filtered to a minimal depth (distance from the case), which eliminates
anumber of small defects. The only defects left are often the ones corresponding to the values between
the fingers. In the next step, measurement of the biometric characteristics takes place, as displayed
in Figure 3. The characteristics for each finger, and the overall characteristics of the whole hand
are measured.

Figure 3. Depiction of all measured characteristics of an object (the human hand).

3.2. Bloodstream

3.2.1. Image Pre-Processing

In the identification and verification of blood flow at the upper part of the hand, the first stage is
to locate the point of interest (ROI). It is identified as the part of image that has the object of interest.
In this context, the object of interest is the bloodstream at the upper part of the hand (this is based on
a pre-selected biometric characteristic). To define the location and the value of ROI, the position and
the shape of the hand needs to be identified. Extracting blood stream biometric characteristics implies
gathering information on the biometric characteristics of the hand. Figure 4 shows how ROl is derived
(green rectangle). The ROI area starts from the joints level, and is associated with the vector that exists
from finger valley point numbers 2 and 4, and up to the middle of the hand. This helps to differentiate
(through ROI width) each user and/or specific individual image. The height of ROI is determined and
expressed as a multiple value (precisely in multiples of 1.4) of the width.

(@) (b) ()

Figure 4. Process of bloodstream filtration: (a) before filtration (left), (b) after median filtration (middle),
and (c) after equalization (right).
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During the second phase, the ROl is used to develop a copy of the new image, which is subjected
to rotation. The goal of image rotation is to ensure that the orientation of the bloodstream image is
vertical and corresponds with the longer side. Figure 4 shows the result after copying ROI (Region of
Interest) and rotating the image.

Rotation and equalization are followed by image filtering. In the context of the proposed system,
the image is filtered using a median filter with a relatively large surrounding of the points (11 pixels).
As such, significant image smoothening is achieved, so that skin wrinkles and body hair distortions
are removed. However, the shape of the veins is retained on the image (Figure 4b).

To further treat the images, equalization of the histogram was carried out. This process adjusts
the brightness of individual pixels relative to the histogram. For the images with a similar intensity of
pixels, as in this case, the contrast becomes better. Using this procedure, the difference between the
background and the object of interest (bloodstream) increases (Figure 4c).

3.2.2. Image Segmentation

The adaptive thresholding method was used for segmentation of the bloodstream [13]. The obtained
image after thresholding (Figure 5a) corresponded to the bloodstream of large veins. Unfortunately,
the image bears plenty of noise, with several unfinished lines, and calls for filtering.

(b) (0

Figure 5. Process of bloodstream filtration: (a) after thresholding (left), (b) after median filtration
(middle), and (c) after dilatation and erosion (right).

The median filter in combination with a morphologic filter was used. The median filter of 3 pixels
mainly removes the small fragments in the image (Figure 5b). Furthermore, dilatation and erosion
processes are carried out, so that some sections of the individual parts of veins connect. These were
previously not connected due to noise and faults in the image (Figure 5c). The next step in the image
processing is the extraction and evaluation of biometric characteristics of the bloodstream results.
This is derived by comparing the obtained image and the image of the fingerprint during dactyloscopy,
as discussed by Reference [20].

After the smoothening and thinning of the image, the skeletonization of the image is automatically
achieved (the skeleton is extracted) [2]. Thinning is a morphologic operation that is responsible for the
deletion of selected pixels from the binary images. The process shares similarity to opening and erosion.
During thinning, pixels at the edges get deducted from the objects, but not in such a way that disturb
the object results. Iterative thinning can be achieved using an algorithm. In 1986, Alberto Martin and
colleagues [55] analyzed a few different thinning algorithms. The results of their study indicated that
the best outcomes from the point of reliability and effectiveness are achieved by algorithms that are
based on the method of samples and the method “sign and delete.” One of the representative algorithms
of this group that was chosen for this study is the thinning algorithm by Zhang-Suen [56].This thinning
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method is simple, and gives room for evaluation even when in low-quality contour objects. Figure 6
shows the process of thinning iterations.

@)

Figure 6. Process of thinning: (a) 2nd. Iteration (left). (b) 6th. Iteration (middle). (c) Result (right).

As noticeable on the last image (Figure 6c¢), due to the faults in the image, parts of the skeleton as
well as the points or unfinished lines are still visible. These are veins that, in one place, run deeper
into the tissue of the hand. Therefore, they become invisible for the camera. It is often necessary to
eliminate such artifacts before the extraction.

For the elimination vein line artefacts, a self-created image filter was used. This filter is based on
the number of the pixel connections. This is the combination of the number of individual connections
of the examined pixels and the chosen object’s pixels. The number of such connections may have
values between 0 and 4. Figure 7 shows examples of the surrounding pixels. The filter’s algorithm
runs through all image pixels and searches for pixels that are at the end of the line (stand-alone pixels).
The number of connections is usually 0 or 1 (Figure 8).

8%8 eCle] @Ce @Ce Backgroung
o0 8%8 B% g% Object of interest
d) <)

a) b) <)

eee]

Figure 7. Examples of the number of pixel connections.

L

L

Figure 8. Skeleton before and after filtration.
3.2.3. Definition of Biometric Characteristics

The definition of the biometric characteristics for the verification of bloodstream results originate
from the work [20]. For the definition of biometric characteristics in the context of this paper,
the similarities of the bloodstream and fingerprints were used. In order to verify a person according to
the fingerprints, the comparison of the critical point position (minutiae) is used instead of carrying out
a comparison of the whole image (on the basis of the sample). For fingerprints’ evaluation, the minutiae
is used at the beginning and at the end of a dermal papillae, bifurcation (decoupling), hook, and eye.

10
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Within this experiment, two types of minutiae were defined, which includes vein branching and vein
ending at the top portion of the image. Quantity of located minutiae is expected to be different across
all test subjects. However, for one user, the quantity of minutiae located during each scan should be
the same. Moreover, the positions of these minutiae in the case of one user should be expected to
maintain the same position, no matter the number of scanning. This is because all subsequent images
are compared to the image on which the extraction of bloodstream biometric characteristics was done.
Therefore, the experimental software works with the minutiae’s coordinates, which are closely related
to the image of the bloodstream.

3.2.4. Extraction of Biometric Characteristics

In order to extract minutiae from the images, we adopt the principle of the number of pixel
connections. The algorithm scans the bloodstream skeletal image to go through each of the pixels,
which is the property of the object of interest (ROI). The number of pixel connections, which is measured
as the pixel of the object of interest, is scanned. Pixels with higher connections values (greater than 3)
are responsible for creating a branching point, which is, otherwise, referred to as minutia. Pixels whose
connections are equal to 1 and are found at the edge of the image are also marked as minutia and
become the end point of the vein.

3.3. Evaluation Using a Degree of Unanimity

3.3.1. Calculation of Fractional Metrics Evaluation

In the proposed experimental project, a number of methods were used for calculating score-level
fusion [57] (Figure 9).

Hand's geometry Bloodstream
Euclidean Hamming Hausdorff ModifEs
} F ¥ Hausdorff
distance distance distance :
distance
Normalisation Normalisation Normalisation Normalisation

Merging Fractions
of Evaluation

Figure 9. Calculation of fractional metrics evaluation.

s Euclidean distance, which is the distance measured between two points, is located in the ‘N’
dimension. The Euclidean distance is computed using the formula below.

(4)
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where N is the number of dimensions, which is (in the case of a template and testing data) the number
of measured biometric characteristics, x; is the i-th element of the tested data, and ¢; is the i-th element
of the template.

The number of template dimensions is equal to one testing data. The resulting value is the
addition of all differences between the template and testing data.

s Hamming distance: This is another way of computing the score-level fusion. Hamming distance
originates from the theory of information. In comparing two chains with the same length,
the Hamming distance shows the lowest number of differentiation positions. In other words,
it presents the number of substitutions that need to be established in order to change one chain
into the second one. In their study, the researchers [6] generalized Hamming distance into
a form suitable for evaluation of biometric data similarities. The authors suggested the use of
a comparison on the basis of the number of non-unanimous biometric characteristics. The result
is formed by a metric that does not measure deviation as in the case of Euclidean distance. Rather,
itindicates the number of individual biometric characteristics for which there are higher deviations
(during the comparison of the testing data and the template) than the root mean square (RMS)
error of biometric characteristics. The RMS error is defined for each feature during template
generation. Such an error is selected due to the presumption that the characteristics of one user
during multiple photographing would never be completely identical. The presumed allocation of
values for the given characteristic corresponds to the normal allocation. Hamming distance is
calculated according to the following formula.

d(x;,%;) = #i € {1.N}/|x; - Xi|> 03} (5)

where x; is a biometric characteristic of the testing data with a serial number i, X; is the average of
the biometric characteristic (from the template) with the serial number 7, N is the overall number of
biometric characteristics for the given template, and ¢; is the RMS error (from the template) with the
serial number i

»  Hausdorff distance [58] is another method useful for a score-level fusion calculation. It determines
the distance between two set of points found in the metric space. In simple terms, the two data
sets that are in closest proximity to one another such that points of the second dataset can be
found near the surroundings of the first dataset. Hausdorff distance - Helicity Violating (HV)
is considered to be the longest distance among the existing distances between the set of points.
It is created by joining one point of the first point set to another point on the second set and vice
versa. If there are similarities between two sets of points, then HV has a lower value. Since the
biometric characteristic of the bloodstream is composed of various sets of points, such a position
on the image is essential. In this experimental set-up, HV is able to calculate score-level fusion,
which naturally compares the similarity in shapes. HV is, however, flawed on the sensitivity to
remote values. Oriented HV, which is marked H between the sets of points A and B, corresponds
to the maximum distance from all pairs x € A and y € B. The oriented HV is expressed by the
equation below.

H(A, B) = maxyex {minyep{llx, yil}} ©)

where ||, || is a random evaluation function, which is mainly a Euclidean distance.

The oriented HV is asymmetric. Therefore, H(A, B) # H(B, A) applies. It also does not provide
the distance between the sets A and B, but only provides the longest distance from the point x € A to
the closest point y € B. On the other hand, the non-oriented HV, which is marked H, is the maximum
from H in both directions, and indicates the difference of the two sets of points. The formula for the
calculating non-oriented HV is shown below.

H(A,B) = max{H(A, B), H(B, A)} @)

12
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= Modified Hausdorff distance: As earlier mentioned, HV is very sensitive to distant values.
This implies that even a few points from the testing set of points that are outside of the template
points would cause a large increase in the value of HV. This is regardless of whether or not the
sets are very similar to each other. In order to find the solution to this weakness, researchers [58]
looked at many different modifications of HV. Results from their analysis showed that, while using
modified HV (further MHYV), the problem of distant values is suppressed. In contrast to the
previous formula, the non-oriented MHV can then be defined as:

H(A,B) = I%AZ min,ep{x, yll ®)

xeA

where N4 is the number of elements in the set A and ||. || is a random evaluation function, using mostly
Euclidean distance.

3.3.2. Normalization of a Fractional Metric

Before merging the results of the individual metrics, it is necessary that the results undergo some
form of normalization. Individual metrics provide results in different “dimensions.” Normalization
within this study is carried out using a ‘min-max’ method within the experimental software. It is
calculated according to the formula below.

N i
o—min.' ;o0
o= ©)
max;' 0, —min;_ ;0
where 0 is a coarse evaluation, N is the number of elements in the set of testing data, and oi is an element
of the testing data.

3.3.3. Merging Fractions of Evaluation

The merging procedure in multiple biometric systems (blending of scans and results of different
types of biometric characteristics) is carried out in different levels of processing. In the multi-biometric
scanner proposed within this study, merging is done by recording fractional results from individual
metrics. In this method, individual conformity assessments are combined after normalization.
This method is most commonly used [59-61] while it provides clear and simple results processing.

In order to calculate the overall evaluation, it is first necessary to normalize the individual outputs
from different metrics. Normalization ensures that all intermediate results have the same weight
regardless of the method used.

The metrics merging itself is done using an arithmetic average. Furthermore, implementation
is made possible. At the same time, the process provides the best results [62]. During the final
verification phase, the template is tested with the best score-level feature. If the score level fulfills the
requirement of the threshold (set to 50% in this case), then the process is tagged successful. If not,
then it is tagged unsuccessful.

3.4. Image Scanning

3.4.1. Proposal of the Scanning Device

Image scanning is the first step toward the experimental implementation of the multi-biometric
scanner. Effective image scanning positively influences the results to a great extent, especially during
the image evaluation. To arrive at an appropriate image that will be subjected to further processing,
configurations such as background lighting, direct lighting, and side lighting can be used (Figures 10-12).
The image selection process is based on the task requirements. For instance, background lighting
is considered to be an ideal option to measure the shape of the object. This is because it highlights

13
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the contour of the object (hand). In the context of the current work, direct lighting configuration
was adopted.

For effective image processing, suppressing background noise (influence of the surrounding) is
a very important requirement. Background noises negatively affect image processing and further
assessment. Nevertheless, the use of additional lighting can resolve this problem. Additional lighting
creates an improved scene and looks like an industrial light. The use of a filter that allows the passage
of radiation only has the wavelength equivalent to that of the light in use, which also improves the
process. A lighting requirement includes:

e  Sufficient intensity
e Homogenous lighting of the scene
e  Consistency of the light intensity over time (to guide against depletion).

Due to these lighting requirements, experimental design and implementation of the multi-biometric
scanner in this paper adopted an industrial type of lighting for the hardware component of the scanning
device. This was needed to achieve the required homogeneity associated with further image processing.
For the same reason, the proposed scanning device has been equipped with a special camera.
This camera will, however, not function based on automatic corrections of the image as compared to
commonly available cameras. Table 2 summarizes the approximated prices of some components of the
proposed scanner.

Table 2. Estimated prices of the proposed scanner components.

Component Seller/Manufacturer Amount (in €)
CCD camera GuppyPRO F-031B Allied Vision Technologies GmbH 600
Objective VCN 1.4/4.5f =45mm  Vision & Control GmbH 150
IR filter Heliopan Lichtfilter-Technik Summer GmbH & Co KG 40
Lighting SFD 42/12 IR Vision & Control GmbH 700
Total 1490

3.4.2. Components of the Scanning Device

A digital camera with resolution of 640 x 480 pixels and 8 bits was used for image scanning.
This suggests the realization of grey-toned images, with 255 shades of grey. Firewire interface was used
to transfer stored data from the camera. A stable focal distance of 4.5 mm from the manufacturing class
VCN was used. The IR filter plays the important role of scanning the IR part of the spectrum [63-65].
This was needed since sunlight impact on the scanned image is a limitation. Another part of the
scanning device is the source of IR radiation. Therefore, tests with different sources of IR radiation
were conducted. The lighting tests include: direct circular lighting, direct linion lighting, diffused
DOM lighting, and background lighting. On the basis of the test results, the most suitable lighting,
DOM, was selected. This lighting uses LED lights with the wavelength of 850 nm and allows for
generation of images with homogenous lighting, with a well recognizable structure of veins on the top
of the hand, as well as a sufficient contrast of the hand against the background. This is good for further
evaluation of the hand contour.

Lights and the camera configuration was put on the construction from aluminum profiles,
which was mounted on an adjustable tripod (based on the configuration). The background comprises
of a black matte surface that helps to get the contrast between the background and the scanned image
of the user hand. The whole configuration of the camera, optics, and the lighting is displayed on the
images in Figures 10 and 11. From these estimates, the average cost of the scanner is about €1490,
which is relatively expensive. Nonetheless, selected sellers/manufacturers are the most revered in terms
of sales of most durable spares, which is why the prices are so high. The components may be purchased
from other sellers at cheaper rates, which will most likely reduce the average possible cost of the
proposed scanner [66].

14
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Figure 10. Configuration of the camera and lighting.

Figure 11. Configuration of the camera and lighting.
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Figure 12. Possible types of lighting within the scene.
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4. Results: Testing of Developed Application

4.1. Testing Methodology

For the purpose of testing the biometric verification system proposed in this paper, 280 (40 subjects,
where each provided seven images) images of the hands of different persons was used. Although this
value is small compared to existing works by References [27,29-34,67], this was mainly due to the
unavailability of the scanning system as the ones used were gotten on a friendly loan. Participants
consist of males and females between the ages of 25 to 60 years old. Characteristics of the tested
persons is summarized in Tables 3 and 4. Two unique experimental design pathways were followed to
check the behavior and evaluate how the proposed method progresses. First, the hand geometry was
verified by Hamming distance, and then the bloodstream using MHV.

To establish a scientific experimental backing for the current study, it was vital to check the
proposed experimental set-up to those in some existing works. As seen in the experimental design
from Reference [28], based on the number of test subjects within this experiment, observations show
that data associated with the bloodstream are not very sensitive to temperature when the human body
is at rest. While Reference [28] noted that perfusion of blood was better in their study, ours yielded
a different result since hand geometry seems to be better in terms of the rate of recognition. In
Reference [34], the authors explained in their paper that matching scores are derived from the process
of triangulation and binarization using vein structures, and from the distance of knuckle points.
The current experimental procedure also follows the route of binarization, but with a convex contour
polygon for point location detection. A huge part of this experimental procedure follows the ideas of
Reference [33]. The pair worked on finger vein and geometry of the image characteristics. Just like
in the case of our experiment, segmentation was done through the location of lines at different
finger valleys and linking it to the center of the palm through a convex polygon [33]. This was
closely followed by locating feature points through which extraction takes place. By adopting the
calculation of the Hamming distance, we distinguish between the feature points of an enrolled and
input image respectively.

Table 3. Division of tested persons based on gender.

Men Women
80% 20%

Table 4. Division of tested persons based on age.

20-29 30-39 40-49 50-60
20% 50% 20% 10%

Forty persons were selected for the testing due to the limited number of available hardware
components for image scanning. Each had a hand image tested seven times. The scanners were
borrowed only for a limited period of time. As such, only a few testing data was generated. The testing
of the system was done on a personal computer with the following parameters (only the parameters
that may influence the running of the multi-biometric software are mentioned).

e OS—Windows 10, 64 bit

e  CPU—Intel Core i5-527U with frequency of 2.7 GHz (maximum turbo frequency of 3.1 GHz)
e RAM—8GB

4.2. Tests of the Experimental System Speed

Time taken to evaluate a tested image is between 0.6 and 0.9 seconds. In terms of calculations,
it was somewhat difficult to derive the algorithm for the extraction of biometric characteristics.
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Table 4 summarizes the processing speed of the individual program steps and the corresponding
image evaluation.

4.3. Results

FMR (False Match Rate), FNMR (False Non-Match Rate), and EER functions were utilized in evaluating
the biometric system. These functions specify the faults frequency of the system. First, the comparison of the
individual metrics for the data gathered from participating persons were compared for single-biometric and
multi-biometric systems. The threshold value was chosen to be 0.5 [-] and the boundary of the minimum
interval varied from 0 to 0.5 [-] (Figure 13). For the metrics normalization, the previously min-max method
was applied. The graphs presented in Figures 14 and 15 capture the test results of the two different metrics
for hand geometry. Graphs in Figures 16 and 17 capture the test results of the two different metrics for
the bloodstream.

In the next part of the testing, the best metric for hand geometry (Hamming metric) as well as the
best metric for the bloodstream (MHYV) are selected. With these metrics, the multi-biometric system
was created and the performance was tested against the data described above (Table 5). The results
are shown on the graph in Figure 13. As expected, results showed that the multi-biometric system
performed better in comparison to a single biometric system. The EER value for the multi-biometric
system was found to be half of what is obtained from a single bloodstream biometry. Moreover,
the progress of the FNMR fault was smoothened and partially reduced.
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Figure 13. EER for united metrics of Hamming and MHV.

Table 5. Times needed for the execution of individual processing steps and the image evaluation.

Hand Geometry Blood Stream
Program Step Average Time  Maximum Deviation Average Time Maximum Deviation
[ms] [ms] [ms] [ms]
Image pre-adaptation 1.25 14.75 35 8.5
Segmentation 1.08 8.9 152.7 70.3
Extraction of characteristics 667.5 168.5 8.83 3.26
Calculation of the degree of 097 3 1 19

differentiation and allocation
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Figure 16. EER for HV.
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Figure 17. EER for MHV.
5. Discussion

The database developed for this study was built using 280 images (finger view and palm view,
vascular images and back of the hand) from 40 individuals, i.e., seven images per subject. Two of
the images generated per person (Total of 80 images) was used to train available researchers, so that
they get familiar with the systems. Nevertheless, these images were carefully derived so that they
were also useful for analysis. In testing our verification technique, each of the generated biometric
data is technically subdivided (partitioned) into 2 x 50, 1 x 80, and 1 x 100 samples. Individual scores
(from each uni-modal) were then summed up to arrive at the overall score. The equal error rate of the
blood stream (11%) and hand geometry consolidated with the blood stream (5%). This approach is
dependent on score-level fusion with the individual. Score results were normalized to achieve the
stated percentages.

In addition to the samples used for training, extracted characteristics per scanned hand is related
to how the proposed multimodal system works. The more the number of scanned hands, the more the
extracted features and the better the behavior of the proposed multi-modal systems in terms of its
performance. The implication of this is that the system witnesses some form of increased computational
cost, which is similar to the finding of Reference [68]. As such, the number of extracted characteristics
per scanned hand is checked against the EER. As noted by Reference [68], there is a possibility for
an increment in the cost of computation in terms of the overall number of extracted characteristics.
For example, this cost covers the time needed to input the first set of features into the database,
which, thereby, trains the system, in addition to taking it for verification. Verification time is dependent
on the speed of the computer (specification) used, as well as the algorithm for the experiment. There are
a number of systems with rapid verification, segmentation, and feature extraction times. Some of these
features utilize multi-dimensional vectors with more than two biometric approaches. In general, a high
number of extracted characteristics imply longer processing times.

A number of challenges were noticed in the course of the experimentation with the proposed
multi-biometric device. However, many of these challenges can be resolved at the point of use except
for the issue posed by the extraction algorithm, which causes a lengthy time of verification. Algorithms
of the individual metrics (hand geometry and blood stream analysis) demonstrates specific speed and
precision issues that were noticed during experimentation, and may have significant effects on results.
For instance, the low contrast produced by the bloodstream image during the investigation proved
to be a limiting factor. There are also problems of discontinuation of veins and shadow produced by
the human skin. This shadow image is confused to be another vein. Such small contrasts are most
likely caused by a large distance between the lighting of the scene and the scanned hand. Camera
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resolution of 640 x 480 pixels is another factor that seems to affect results negatively. This produced
very small differences in measured widths of the fingers among persons. This problem can, however,
be resolved by using cameras of higher resolution to produce more precise evaluation and differentiation
results. However, this was not verified in this study due to time constraint. Differentiation and
evaluation of individual metrics is done via frequency comparison of the double type faults (false
identification) with the EER values. The lower the EER value, the higher the level of precision of the
given metrics. The least obtained value was measured for modified Hausdorff distance metric (MHV),
which yielded an EER value that was 11%. Furthermore, the best metrics for the given biometric
characteristics (Hamming distance and MHV) were chosen and consolidated into the final evaluation,
which results in a multi-biometric model with an EER value of 5%. This implies that, as expected,
metrics consolidation meant improved system precision.

The biggest problem of the proposed multi-biometric system could be the unwanted influences
from the surrounding. For instance, direct sunlight would influence the intensity of the scanned image.
A change in features of the platform on which the scanned hand is laid can also influence the results.
Lastly, the user-friendliness of the hardware for hand scanning would need to be improved in order to
make the usage of the system faster and more comfortable.

6. Conclusions, Limitations, and Future Work

This paper proposes the use of a multi-biometric system, which is useful for identification and
verification of a person through his/her hand geometry and bloodstream behavior (at the upper part of
the hand). The study experimentally tested the effectiveness of the system using a number of research
participants. The system proved to be able to verify users with high precision by demonstrating good
differentiating abilities. The ERR value of the system is estimated as 5%, which is higher than most
existing systems (Table 1). This can, however, be optimized. The proposed system is flawed on the
lengthy time taken to carry out the verification. As such, attaining commercial usage would mean
optimizing an extraction algorithm for the biometric characteristics. This aspect paves way for future
research, with goals of speeding up user identification and verification time.
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Abstract: Image quality is a key issue affecting the performance of biometric systems. Ensuring the
quality of iris images acquired in unconstrained imaging conditions in visible light poses many challenges
to iris recognition systems. Poor-quality iris images increase the false rejection rate and decrease the
performance of the systems by quality filtering. Methods that can accurately predict iris image quality
can improve the efficiency of quality-control protocols in iris recognition systems. We propose a fast
blind /no-reference metric for predicting iris image quality. The proposed metric is based on statistical
features of the sign and the magnitude of local image intensities. The experiments, conducted with a
reference iris recognition system and three datasets of iris images acquired in visible light, showed that
the quality of iris images strongly affects the recognition performance and is highly correlated with the
iris matching scores. Rejecting poor-quality iris images improved the performance of the iris recognition
system. In addition, we analyzed the effect of iris image quality on the accuracy of the iris segmentation
module in the iris recognition system.

Keywords: biometric recognition; visible light iris images; image quality assessment; image covariates;
quality filtering

1. Introduction

The stability of iris patterns over the human lifespan and their uniqueness was first noticed in 1987 [1].
Since then, biometric iris recognition has been extensively investigated for accurate and automatic personal
identification and authentication [2]. Most commercial iris recognition systems use near-infrared (NIR)
images. However, due to the popularity of smartphones and similar handheld devices with digital cameras,
iris recognition systems using images taken in visible light have recently been developed [3-5].

Image quality is a key factor affecting the performance of iris recognition systems [6-8]. In the
biometric recognition literature, a biometric quality measure is a covariate that is measurable, influences
performance, and is actionable [9-11]. Quality measurement can include subject and image covariates.
Subject covariates are attributes of a person, which may be properties of subjects such as eyelid occlusion,
glare, iris deformation, or wearing of glasses. Image covariates depend on sensor and acquisition
conditions, such as focus, noise, resolution, compression artifacts, and illumination effects. In this work,

Sensors 2020, 20, 1308; d0i:10.3390/s20051308 www.mdpi.com/journal/sensors
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we develop a real-time quality measure for image covariates as an actionable quality score, e.g., to decide
whether an input iris image sample should be enrolled into a dataset or rejected and a new sample should
be captured.

The performance of an iris recognition system in visible light suffers from all of the image quality
factors mentioned above. To overcome this problem, some researchers have considered image quality in
different ways for iris recognition systems [12-17]. However, these systems fall short in two ways:

®  The considered image covariates and distortions are limited. Only distortions are taken into account
that are often seen, such as Gaussian blur, noise, motion blur, and defocus. However, authentic
iris images, especially those taken by handheld devices, may additionally suffer from other types
of distortion.

e Typically, quality assessment is applied to accurately segmented iris images. However, image
distortion also affects the performance of the segmentation module of iris recognition systems. Thus,
poor image quality can lead to poorly segmented irises and increase in the false rejection rate.

In this paper, we propose a general-purpose and fast image quality method that aims to assess
the distortion of iris images acquired in unconstrained environments. This method can be used for
real-time quality prediction of iris images to rapidly filter image samples with poor quality. Iris images
with insufficient quality could lead to high dissimilarity scores for matching pairs and increase the false
rejection rate of an iris recognition system. We investigate the effect of iris image quality on the recognition
performance of a reference iris recognition system for three challenging iris image datasets acquired in
visible light.

This paper is an extended version of our conference paper [18] and mostly a part of the Ph.D. thesis
of the first author [19]. The remainder of the paper is organized as follows: Section 2 surveys the literature
on iris image quality assessment and iris recognition systems. Section 3 presents the proposed metric for
iris image quality assessment. In Section 4, experiments are conducted to study the effect of image quality
on the accuracy of iris segmentation. In Section 5, the improvements achieved by filtering poor-quality
iris images are discussed using three performance measures on three large iris image datasets acquired in
visible light. The paper concludes with suggestions for future research in Section 6.

2. Related Work

In this section, we review the literature on iris image quality assessment, followed by a brief overview
of some state-of-the-art iris recognition systems.

Recently, research has been reported to improve the performance of iris recognition systems by
considering image quality, but with certain limitations. In some studies, image quality has been
examined by considering only certain quality factors, such as sharpness [20], out-of-focus [21], and
JPEG compression [22]. These metrics alone cannot be expected to produce reliable quality assessments of
authentic in-the-wild iris images.

In some other work, iris image quality metrics are applied after segmentation of the iris. In [23],
the result of the iris segmentation module is used to form a quality score. Happold et al. [24] proposed
a method for predicting the iris matching scores of an iris image pair based on their quality features.
They calculated these features for precisely segmented iris images. They labeled a dataset of iris image
pairs with the corresponding matching scores. They trained their method for predicting the matching
score of an image pair based on their quality features. Therefore, these methods cannot be used to measure
iris image quality in the iris recognition system pipeline before segmentation.

Several metrics for iris image quality were developed based on a fusion of several quality measures
of image and subject covariates. The authors of [25,26] combined quality measures relating to motion blur,
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angular deviation, occlusion, and defocus into an overall quality value of an input iris image. These quality
metrics were developed for NIR-based images and compared to traditional NIR-controlled iris image
acquisition settings. However, images in visible light and under uncontrolled lighting conditions result in
notorious differences in the appearance of the acquired images [3]. Therefore, this method may not be
used directly to evaluate the quality of iris images in visible light. Li et al. [27] proposed a method for
predicting an iris matching score based on iris quality factors such as motion blur, illumination, off-angle,
occlusions, and dilation. This method requires segmented irises to compute some of these quality factors
(dilation and occlusions).

The authors of [10] used combined subject and image covariates, such as the degree of defocusing,
occlusion, reflection, and illumination, to form an overall quality score. They focused on the evaluation of
iris images after iris segmentation, which allows the systems to process images of poor and good quality
in the acquisition phase. They considered only a few image covariates for quality estimation.

Proenga [3] proposed a metric for the quality assessment of iris images taken in visible light.
This metric measures six image quality attributes such as focus score, off-angle score, motion score,
occlusion score, iris pigmentation level, and pupil dilation. Then, the impact of image quality on feature
matching was analyzed. The results showed a significant performance improvement of the iris recognition
system by avoiding low-quality images. However, this method requires precisely segmented iris images,
and only the motion-blur score is combined with some quality factors related to the subject’s covariates.

The authors in [12] proposed an approach that automatically selects the regions of an iris image with
the most distinguishably changing patterns between the reference iris image and the distorted version to
compute the feature. The measured occlusion and dilation are combined to form a total image quality
score to study the correlation between iris image quality and iris recognition accuracy.

In the approach of [28], the image quality is assessed locally, based on a fusion schema at the pixel
level using a Gaussian mixture model, which gives a probabilistic measure of the quality of local regions
of the iris image. The local quality measure is used to detect the poorly segmented pixels and remove
them from the fusion process of a sequence of iris images.

Recently, many image quality methods have been proposed for perceptual quality assessment of
natural images [29-35]. Some of these models use statistics of completed local binary patterns (CLBP) as
a part of their feature vectors. In [33], joint statistics of local binary patterns (LBP) and CLBP patterns
produced quality-aware features, and a regression function was trained to map the feature space to the
perceived quality scores. In [32], features based on several local image descriptors such as CLBP, local
configuration patterns (LCP), and local phase quantization (LPQ) were extracted, and then a support
vector regressor was used to predict the quality scores. These models are trained to predict the perceptual
quality of natural images. Liu et al. [36,37] studied some of these methods for filtering low-quality iris
images. This study showed inconsistencies for the predicted quality, e.g., removing more low-quality
images did not always increase the performance of the iris recognition system. In addition, they removed
the low-quality images for each subject separately. Therefore, the filtered images do not have the same
range of quality, and there is no global quality-filtering threshold.

In summary, some of the methods for iris quality assessment, such as [25,26], are proposed for NIR
images, and only a few types of distortion are considered. Some other quality metrics, like those in [3,23,24],
require a segmented iris image to calculate their quality features. They also take limited distortion types
into account and are not expected to work well for quality assessment of authentic iris images taken in
visible light in arbitrary environmental conditions. Iris recognition systems based on authentic images will
broaden the scope of iris recognition systems, and require more research to develop robust metrics for
quality assessment of authentically distorted iris images.

Since we used an iris recognition system as a reference system in this paper, in the following, we briefly
review some state-of-the-art iris recognition systems.
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The fast iris recognition (FIRE) system for images acquired by mobile phones in visible light was
proposed by Galdi et al. [38]. It is based on the combination of three classifiers by exploiting iris color
and texture information. Raja et al. [39] proposed a recognition system for iris images captured in visible
light. This method extracts deep sparse features from image blocks and the whole iris image in different
color channels to form the feature vector for an input iris image. Minaee et al. [40] proposed an iris feature
extraction method based on textural and scattering transform features. The principal component analysis
(PCA) technique is used to reduce the extracted feature dimension.

Recently, OSIRIS version 4.1, an open-source iris detection system, was proposed by Othman et al. [41].
This system follows the classic Daugman method [42] with some improvements in segmentation,
normalization, coding, and matching modules. For iris and pupil segmentation, the Viterbi algorithm
is used for optimal contour detection. For normalization, a non-circular iris normalization is performed
using the coarse contours detected by the Viterbi algorithm. The coding module is based on 2-D Gabor
filters, which are calculated in different scales and resolutions. Finally, the matching module calculates the
global dissimilarity score between two iris codes using the Hamming distance. We used this system as a
reference iris recognition system.

3. Proposed Method

In this section, we present our fast and general-purpose method for assessing the quality of iris images
acquired in visible light.

Earlier works on iris recognition [42,43] employed block-based operations to obtain iris features.
Therefore, we can infer that the most distinctive information in the iris pattern comes from the local
patterns of an iris image rather than from global features. Local binary patterns (LBP) and their
derivatives have been successfully used in many pattern recognition applications, including texture
classification [44-46], image retrieval [47,48], object recognition [49,50], action recognition [51,52], and
biometric recognition [53-56].

Most of the LBP-based biometric recognition methods use statistical analysis of local patterns for their
feature extraction. Wu et al. [29] showed that image distortions could change the statistics of LBPs. They
then examined the statistics of the LBPs to suggest an index for evaluating natural image quality. However,
this index does not accurately predict image quality for some common image distortions, such as Gaussian
blur and impulse noise.

In the proposed differential sign—-magnitude statistics index (DSMI), sign and magnitude patterns
are first derived. Then, the statistical characteristics of these patterns are analyzed for their sensitivity to
iris image distortion. Statistical features of specific coincidence patterns with high sensitivity to image
distortion are identified. A weighted nonlinear mapping is applied to the features to form the iris image
quality score. This metric takes advantage of the observation that low-quality iris images have fewer of
these patterns compared with those in high-quality iris images.

3.1. Proposed Quality Metric

Our iris image quality metric uses statistical features extracted from patterns of signs and magnitudes
of local intensity differences. Then, certain locally weighted statistics of specific sign-magnitude
coincidence patterns are used to define the quality score. Guo et al. [46] suggested a completed local
binary pattern (CLBP) to represent the local difference information that is missed in the LBP representation
of an image [57]. We investigate how common distortions in iris images could alter the statistics of the
CLBP. Then, a quality metric based on a specific coincidence of sign and magnitude patterns of the CLBP
is proposed.
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In CLBP, a local grayscale image patch is represented by its central pixel, and the local differences
are given by d, = x, — x., where x, = I(c) is the gray value of the central pixel of the given patch and
xp is the gray value of a pixel in the neighborhood. A local difference d, can be decomposed into two
components, its sign and its magnitude. These signs and magnitudes of local differences are combined
into corresponding patterns, CLBP-S and CLBP-M, as follows.

LetC = {(ij)|i=0,--- ,M—1,j =0,--- ,N — 1} be the set of pixels of a normalized grayscale
image I of N pixels width by M pixels height. For a given pixel ¢ € C, let x. and xp,p =0,--- ,P — 1,
denote the gray values of the center pixel c and the P points on a circle of radius R about x.. For example,
suppose the coordinates of x. are (0,0); then, the coordinates of x, are (R cos(27tp/P), Rsin(27tp/P)).
The grayscale value x), is estimated by interpolation if its coordinates do not coincide with the center of a
pixel. Then, the CLBP-S patterns are defined by

1 x,>x
P &

CLBP-Spr(c Z by-28, by = {o otherwise

The CLBP-S operator generates the same code as that of the original LBP operator. The CLBP
magnitude patterns are defined similarly by

1 my>z
! @

CLBP-Mpr(c ; 2 by = {0 otherwise,

where m, = |x, — x| is the magnitude of the local difference d,. Furthermore, the threshold value z is the
average local difference in the P-neighborhoods of all center pixels together, i.e.,

‘C‘PZZMP Xel- (3)

ceCp

For each pixel ¢ € C, we consider the P-bit binary representation of the sums in Equations (1)
and (2) as binary codes of CLBP-Sp g and CLBP-Mp . Using these binary representations, we define
rotation invariant indices or patterns for CLBP-S and CLBP-M in a manner similar to that proposed by
Ojala et al. [57] for LBP codes. Equation (4) gives the rotation invariant indices of CLBP-S,

z” o by (2” oby2r) <2
CLBP-S}i%? G(CLBP-S b,2F | = . 4
(e) =6 PR (Z k > { P+1 otherw1se @

Here, U gives the number of bit changes (0 to 1 or 1 to 0) of the P-bit binary representation of a
number (including circular shift),

P-1 P-1
u 2 bpzp = E ‘b?' - bmod (p+1,P) ‘
p=0 p=0
Similarly, Equation (5) gives the uniform rotation invariant patterns of CLBP-M.
CLBP-M}i"?(c) = G(CLBP-Mpr(c))). (5)

Note that these indices, CLBP- S”“2 and CLBP—M}",“RZ, range over the set {0, ..., P+ 1}. The first indices
from 0 up to P correspond to local sign and magnitude patterns with only, at most, two bit changes and,
thus, denote uniform local patterns. All non-uniform patterns are assigned to the remaining index P + 1.
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CLBP—S}",“R2 generates fewer codes than the basic CLBP-S. It carries less textural information by
simplifying the local structure. CLBP—M?}V/’}{2 provides a compact representation of textural information
derived from local magnitude patterns.

For an illustration for the case of P = 4 neighbors at distance R = 1 from the central pixel of a
patch, we provide Figure 1. We obtain six indices k and [ for sign and magnitude patterns, corresponding
to five rotation invariant uniform patterns (k,I = 0,...,4) and one index (k,I = 5) that represents all

non-uniform patterns.
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Figure 1. The patterns in the upper row correspond to CLBP-SZ’;’ld, which compares the gray value of the

central pixel of a patch (x.) with the gray values of its four neighbors (x,). The black and white disks denote
smaller and greater values than those of the central pixel value, respectively. In the lower row, CLBP-MZ’{Z
compares the absolute values of the differences of the gray values of the central pixel and its neighbors
(I xc — xp|) with the threshold z from Equation (3). The hatched and white disks denote smaller and greater
absolute values than those of the threshold, respectively. Note that the patterns are rotation invariant. Thus,
in the case of P = 4 shown here, the patterns for k,/ = 1,2,3,5 may be rotated by multiples of 90 degrees
without changing the values of CLBP-S}{? and CLBP-M}}2.

Finally, the local indices for sign and magnitude have to be combined to give a quality indicator for
an iris image as a whole. We first join the two types of indices into a set of bitmaps V(c), indexed by k, I,

©)

V(o) = 1 CLBP-S3%(c) = kand CLBP-M7%2(c) =1
kil 0 otherwise ’

For each pair k, I of indices, we form a weighted sum of V; ;(c) over all pixels ¢, which is nonlinearly

scaled to the unit interval by r(x) = 1 — e~ as follows:
1 Vi (€)
—r = T 7
Qur=r <c Z52(c) + 02 @

Here, 6%(c) is the local variance of the P-neighboring pixels of the center pixel ¢, and 62 is a small
constant value to prevent division by zero. The parameters 6% and a are empirically set to 0.00025 and 0.01,
respectively.

In Equation (7), the normalization by the local variance emphasizes local minima and maxima, and
normalizing the scores to the range [0, 1) is only for ease of interpretation of the quality scores. The value
of Qy is considered as an image quality score derived from the sign pattern k and the magnitude pattern /.
In our experiments, we used four neighbors (P = 4) with unit distance (R = 1) from the central pixel ¢ of a
local patch.
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Our experiments showed that Qy; with the specific coincidence of the sign pattern k = 0 and
magnitude pattern [ = 0 has a high correlation with iris image quality. Therefore, we used Qg as our
proposed DSMI quality score. We had summarized the proposed DSMI metric in our conference paper [18],
considering, however, only the selected coincidence sign—-magnitude patterns.

3.2. Empirical Justification

Inspired by Wu et al. [29], we examine the distinctiveness of each pattern of CLBP—SZ’;’{z, which
coincides with patterns of CLBP-MZ’;‘{Z for separating high-quality iris images from distorted versions.
To that end, we generated an artificially distorted iris image dataset from 600 pristine high-quality
references taken from the Warsaw-BioBase-Smartphone-Iris v1.0 [4], UTIRIS [58], and GC? multi-modal [36]
datasets. A total of 3 to 12 samples per eye from 75 individuals were selected. This dataset was used
only to justify our choice of specific sign-magnitude patterns and also to investigate how filtering out the
low-quality iris images using the DSMI metric could affect the performance of the segmentation module of
the reference iris recognition system. The reference iris images have no content-dependent deformations
such as eyelid occlusion, and were selected from individuals with high, medium, and low degrees of iris
pigmentation. The irises of all of these reference iris images were segmented accurately by the reference
iris recognition system.

Five common image distortions with different levels and multiple distortions were used to distort
the reference iris images. These distortions are Gaussian blur (GB), motion blur (MB), white Gaussian
noise (WGN), salt and pepper noise (IN), and overexposure (OE). The parameters of each function and the
number of the distorted versions of each reference image are listed in Table 1. In addition to the individual
types of distortions, we generated multiple distorted iris images (GB+WGN). First, we distorted the images
with GB and then with WGN. Since GB tends to occur during the acquisition phase due to the different
working conditions of the image sensors, we applied it first. WGN is a noise model that can be used to
mimic the effects of random processes, such as sensor noise due to poor illumination and thermal noise in
the imaging device. For simplicity, the recommendation of [59] was followed, and WGN was introduced
in the end.

Table 1. Summary of the artificially distorted iris image dataset.

Reference Iris Images

Degree of Iris Pigmentation Number of Individuals Number of All Iris Images
High 25 200
Medium 25 200
Low 25 200
Distorted Iris Images
Distortion MATLAB Function Parameters Dlst({rted All. Distorted
Type Interval Versions Iris Images
GB imgaussfilt(I, sigma) 0.5-5 10 6000
IN imnoise(1, ’salt &pepper’,density) 0.05-0.6 12 7200
OE T+t 10-100 10 6000
MB H=fspecial('motion’ len, theta); imfilter(I,H, replicate”) 10-60; 10-60 36 21,600
WGN imnoise(I,'gaussian’,0,V) 0.002-0.02 10 6000
GB+WGN imgaussfilt(I, sigma); imnoise(I,'gaussian’,0,V) 0.5-5; 0.002-0.02 100 60,000

To analyze the discrimination power of the scores Qy ; for separating the high-quality reference images
from their distorted versions, we show the distributions of the corresponding scores Qy ; for some selected
combinations of k and / in Figure 2. Visual inspection clearly shows that the coincidence of sign-magnitude
patterns with k = 0 and [ = 0 gives the greatest discrimination power. The predicted quality scores for the

31



Sensors 2020, 20, 1308

reference iris images are mostly between 0.8 and 1, and the scores for the distorted versions are mostly less
than 0.8. Therefore, we chose this coincidence pattern to form our DSMI quality metric (DSMI = Qg ).
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Figure 2. The solid red lines show the distributions of the quality scores of the high-quality iris images,
and the dotted blue lines show the distributions for the distorted versions with different distortion types,
which are shown on the right side of each row. The quality scores Qy ; are formed based on four different
coincidences of sign (k) and magnitude (/) patterns, shown at the bottom of each column. The first column
shows the histograms of the quality score Qpp, and the second, third, and fourth columns show the
histograms of the coincidence patterns Qy; with [ # 0,1 = all, and [ = 4.
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4. Iris Segmentation Accuracy

The performance of iris segmentation in a classical iris recognition system has a significant impact on
the overall performance. In this section, we analyze how image distortions affect the performance of the
segmentation module and how quality filtering could improve the segmentation.

Most of the state-of-the-art iris recognition systems for iris imaging acquired in visible light, such
as FIRE [38], Raja et al. [39], and OSIRIS, version 4.1 [41], can be used as reference iris recognition
systems. We have chosen OSIRIS version 4.1 because (1) OSIRIS is an open-source iris recognition
system that facilitates reproducible experiments, (2) it shows high recognition performance [41], and (3) it
was used as the reference iris recognition system in some recent biometric recognition studies [4,60-64].
The segmentation module of OSIRIS version 4.1 uses the Viterbi algorithm to detect the iris and pupil
contours [65]. The outputs are contours of the iris, which represent the inner boundary between the pupil
and iris and the outer boundary between the iris and sclera, resulting in a binary mask for the iris.

For our experiments, we used the artificially distorted dataset from the previous section, which is
summarized in Table 1. We segmented all iris images using the OSIRIS segmentation module. The mask
of the segmented iris of each reference image was taken as the ground truth for comparison with the
segmentation results for the distorted versions. The iris segmentation error is computed by the fraction of

mislabeled pixels,
1

e=—:
IC|

Y T(c)® M(c),

ceC

where |C| is the cardinality of the pixel set C of an iris image, and T and M represent the ground truth and
the generated iris masks, respectively. The symbol @ represents the exclusive OR operation to identify the
segmentation error. If the error e was below the threshold 0.05, the iris segmentation was assumed to be
correct. The threshold value was set manually by the authors.

In Figure 3, we show the fractions of incorrectly segmented irises for the different types of distortion
and for low, medium, and high degrees of iris pigmentation. The fractions are given as functions of the
percentage of low-quality images that were filtered out using the proposed DSMI quality metric.

The results shown indicate a clear correlation between the DSMI quality of iris images and
segmentation accuracy. Therefore, filtering out poor-quality images before segmentation will improve the
performance by reducing the number of incorrectly segmented images, as indicated by the negative slopes
of the plots.

In summary, the experiments performed in this section show that the accuracy of the segmentation
module varies for iris images with different pigmentations and different distortions. Highly pigmented
iris images present a greater challenge for the reference iris recognition system, while the system is more
robust for the segmentation of low-pigmented iris images. However, filtering out poor-quality iris images
using the proposed DSMI metric increases the accuracy of iris segmentation.
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Figure 3. The segmentation performance of the reference iris recognition system is shown for segmenting
iris images with high, medium, and low pigmentation, and distorted in different ways. The fraction of
incorrectly segmented images is plotted versus the percentage of filtered low-quality images, based on the
differential sign-magnitude statistics index (DSMI) metric.

5. Experimental Results

In this section, we investigate to what extent filtering out poor-quality iris images with the proposed
quality metric improves the performance of the reference iris recognition system. We also compare our
DSMI quality metric with the BRISQUE [66] and WAV1 [67] image quality metrics. BRISQUE uses statistical
features extracted from pixel intensities to train a support vector machine for predicting image quality.
Pertuz et al. [67] compared 15 metrics to estimate the blur of an image. In their study, WAV1 performed
better than the others. WAV1 uses statistical properties of the discrete wavelet transform coefficients.
Since blur is a common distortion of iris images taken by handheld imaging devices such as smartphones,
we also compare our method with the WAV1 metric. Our experiments were conducted on three large
authentic iris image datasets acquired in visible light.

5.1. Iris Image Datasets

There are many iris image datasets recorded with near-infrared cameras such as CASIA V4 [68],
CASIA-Iris-Mobile-V1 [69], IIT Delhi [70], and ND CrossSensor Iris 2013 [71]. However, there are just a few
iris image datasets acquired in visible light. Four are widely used in iris recognition research: UTIRIS [58],
UBIRIS [72], MICHE [73], and VISOB [74].

An optometric framework in a controlled environment was used for capturing the irises of the UTIRIS
dataset, resulting in high-quality iris images. UBIRIS iris images were taken from moving subjects and
at different distances, resulting in more heterogeneous images compared to UTIRIS. Nevertheless, the
pictures have good quality, better than the expected quality of iris images captured by handheld devices.
The MICHE and VISOB datasets are challenging datasets for iris recognition systems, including images
with varying degrees of iris pigmentation and eye make-up. In addition, the quality of the images is
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impaired by lack of focus, gaze deviations, specular reflections, eye occlusion, different lighting conditions,
and motion blur.

Instead, we chose three datasets of the GC? multi-modal biometric dataset [36] because they contain
authentically distorted iris images typically seen when capturing iris images with handheld devices such
as smartphones. In addition, the iris images were taken from many subjects with different handheld
cameras in uncontrolled environments at different distances. Iris pigmentation varied, from European
subjects with bright iris textures to Asian subjects with very dark iris textures. In addition to the various
authentic distortions corresponding to the image covariates, the iris images are subject to a variety of
quality losses related to the subject’s covariates, such as gaze deviation, off-angle, reflections, eye closure,
and make-up. Also, the datasets contain 12-15 iris images of varying quality per eye and person, which is
useful for studying the effect of quality filtering. The iris images have more than 30 different resolutions.

e The first dataset of GC2, REFLEX, was taken with a Canon D700 camera using a Canon EF 100 mm
£/2.8 L macro lens (18 megapixels). It contains 1422 irises of 48 subjects. A total of 12 to 15 samples
were taken per eye (left and right).

®  The second dataset, LFC, contains iris images taken by a light field camera. The LFC dataset contains
1454 iris images from the right and left eyes of 49 subjects. For each eye, 13 to 15 samples were taken.

*  The third dataset, PHONE, was taken by a smartphone (Google Nexus 5, 8 megapixel camera).
It contains 1379 iris images from the right and left eyes of 50 subjects, and 12 to 15 samples were taken
per eye.

We compare an iris image with all iris images from the same dataset. Table 2 summarizes these
datasets and shows the number of matching and non-matching iris pairs. Figure 4 shows some samples
from these datasets, and Figure 5 shows the histograms of the quality scores of the datasets, estimated by

the proposed DSMI metric.
' mm
w77 A | PP

Figure 4. Some iris image samples with high, medium, and low pigmentation from the multi-modal
biometric dataset GC2 [36]. The first, second, and third rows show some images from the REFLEX, LFC,
and PHONE datasets, respectively.

i
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Table 2. Summary of the GC? dataset.

Datasets REFLEX LFC PHONE
Number of subjects 48 49 50
Total images 1422 1454 1379
Samples per eye 12-15 13-15 12-15
Matching pairs 9457 10,045 9092
Non-matching pairs 975,450 1,056,485 941,039
Camera Canon D700  Light field camera  Phone Nexus
Lowest resolution 1085 x 724 327 x 218 450 x 300
Highest resolution 2813 x 1876 1080 x 1080 1811 x 1208
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Figure 5. Normalized histograms of the quality scores according to the DSMI metric on three test
iris datasets.

5.2. Iris Recognition Performance Analysis

To evaluate the performance improvement of iris recognition achieved by quality filtering using
an image quality metric, we used three performance methods, namely the Daugman’s decidability
index [75], the area under the receiver operating characteristic curves (AUC), and the equal error rates
(EER). We compared the performance of three image quality metrics when used for quality filtering. Given
a threshold for a metric, we rejected those images that exhibited a quality lower than the threshold. The
thresholds for each of the three metrics were chosen such that 1/4,1/2, and 3/4 of the images were rejected.
In our experiments, OSIRIS version 4.1 was used as a reference iris recognition system.

5.2.1. Daugman’s Decidability Index

Daugman’s decidability index [75] is a widely used method for assessing the performance of iris
recognition systems [3,36,75]. In an iris recognition system like OSIRIS, a binary phase code is derived
for each presented iris image. Then, the fractional Hamming distance to the phase code of a reference
iris image is computed. The distributions of these Hamming distances are compared between a set of
matching and a set of non-matching iris image pairs from a test dataset. The larger the overlap between the
distributions, the more likely recognition errors become. The Daugman index (d') measures the separation
of these distributions by

g — e =l

V2(0f +0)

where pg and y; are the means and o and o7 are the standard deviations of the distributions. Larger
values correspond to better discrimination. We follow this procedure using the GC? multi-modal biometric
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dataset and plot the histograms of the Hamming distances for the matching and the non-matching iris
pairs in Figure 6. For visualization, normal distributions were fitted to the histograms.
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Figure 6. Normal distributions fitted to the normalized histograms of Hamming distances of matching
(solid lines) and non-matching (dash lines) iris pairs are shown for three test image datasets.

We can now study the effect of quality filtering on the performance of the iris recognition system.
In Figure 7, we show Daugman’s decidability index as a function of the fraction of removed poor-quality
images. DSMI, BRISQUE, and WAV1 image quality metrics were used for quality filtering. Filtering
out low-quality iris images using the DSMI metric leads to the largest performance improvement in
the REFLEX dataset, while quality filtering in the PHONE dataset leads only to small improvements.
This could be due to the DSMI metric performing better in quality assessment on iris images in the
REFLEX dataset or to the PHONE dataset posing a greater challenge to the reference iris recognition
system. The Daugman index for the PHONE dataset is only 1.36, compared to 2.02 and 1.90 for REFLEX
and LFC, respectively (see Figure 6).
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Figure 7. Daugman'’s decidability index for all iris images, after filtering different parts of the iris images

with the poorest quality using three image quality metrics on three test datasets.

From the Daugman’s decidability index values in the three test datasets, as shown in Figure 7, we
can conclude that filtering out the iris images with the poorest quality using the proposed DSMI metric
improves the recognition accuracy of the reference iris recognition system. The BRISQUE metric also
performs well in the REFLEX dataset, but it is not consistent for quality filtering in the LFC and PHONE
datasets. WAV1 is not consistent with quality filtering on all three test datasets.
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5.2.2. Receiver Operating Characteristic Curve

The area under the curve (AUC) of the receiver operating characteristic (ROC) is a widely used
performance metric for comparing the accuracy of iris recognition systems. The iris recognition system
with the larger AUC is considered to be a more accurate system.

To visualize and measure the improvements of the performance of the reference iris recognition
system by filtering out the poor quality iris images, the ROC curves were generated for each dataset
by plotting the true positive rate against the false positive rate at various fractional Hamming distances
(see Figure 8).

Figure 8 shows the ROC curves for the three test datasets with different quality filtering thresholds
using our DSMI metric, BRISQUE, and WAV1 metrics. The solid red lines in Figure 8 show the
performance of the reference iris recognition system without quality filtering. Without quality filtering, the
corresponding AUC value for the REFLEX dataset is 0.9065, for the LFC dataset it is 0.8861, and for the
PHONE dataset it is 0.8226. The AUC values show again that the PHONE dataset is the most challenging
one for the reference iris recognition system.
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Figure 8. The receiver operating characteristic (ROC) curves for the three test datasets (REFLEX, LFC, and
PHONE) with different quality filtering thresholds using our DSMI metric, BRISQUE, and WAV1. The solid
red, dashed blue, dot-dashed green, and dotted black lines were plotted without quality filtering, after
filtering out one-quarter, half, and three-quarters of the poorest-quality images, respectively.
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We also computed the AUC values after removing 1/4, 1/2, and 3/4 of the iris images with the
poorest quality from each test dataset. The AUC values are listed in the figure legends for all of the test
datasets. Using the proposed DSMI metric for quality filtering increased the AUC value in all test datasets.

In the REFLEX dataset, filtering out a quarter of the iris images with the poorest quality using the DSMI
metric greatly improves the performance of the reference iris recognition system in terms of AUC by 0.0406
(4.5%). However, filtering out the second quarter only increases AUC by 0.0062 (0.65%). This indicates
that the middle two quarters of the iris images have a small quality deviation, and filtering a part of
these images does not result in a considerable improvement in the performance of the iris recognition
system. However, filtering the third quarter of the iris images with the poorest quality improves the AUC
significantly by 0.0336 (3.5%).

The performance improvements for the LFC dataset after filtering out the first, second, and third
quarters of the iris images with the poorest quality using the DSMI metric are 0.0278 (3.1%), 0.0124 (1.4%),
and 0.0104 (1.1%), respectively. The values for performance improvement on the PHONE dataset are 0.0049
(0.6%), 0.0127 (1.5%), and 0.0413 (4.9%). Filtering out the first quarter of the iris images with the poorest
quality using the DSMI metric only slightly improves the AUC value, but filtering out three quarters of the
iris images with the poorest quality improves the performance significantly by 7.2%. We visualized these
performance improvements in Figure 9.

0.95 0.95

08 0.8 0.8
0% 125% 25% 37.5% 50% 625% 75% 0% 125% 25% 375% 50% 62.5% 75% 0% 125% 25% 375% 50% 62.5% 75%
Removed low quality iris images Removed low quality iris images Removed low quality iris images

(a) REFLEX (b) LFC (c) PHONE

Figure 9. Area under the curve (AUC) values for all iris images after removing different parts of the iris
images with the poorest quality.

The analysis of the AUC values shows that the performance of the reference iris recognition system
has improved by quality filtering in all test datasets when using the DSMI metric for quality assessment.
In contrast, BRISQUE is consistent for quality filtering for the REFLEX dataset, but not for the other two
test datasets. WAV1 shows inconsistent performance in all test datasets.

The reason for this could be that the DSMI metric is optimized for assessing the image quality of
iris images and BRISQUE for the perceptual quality of natural images. Both, however, can assess image
quality for different image distortions. The WAV1 metric is optimized for blur assessment. Since blur
is common in iris images taken with handheld devices, we compare our method with the WAV1 metric.
However, the iris images in test datasets have more complicated authentic in-the-wild image distortions,
and these distortions degrade the performance of WAV1 in all test datasets.

5.2.3. Equal Error Rate

The equal error rate (EER) is the rate at which both accept and reject errors are equal. The EER is used
for comparing the accuracy of classification systems with different receiver operating characteristic (ROC)
curves. With the EER approach, the system with the lowest EER is considered the most accurate.

In Table 3, we calculated the EER values when three image quality metrics were used to filter out
the poor-quality iris images from the test datasets. The greatest performance improvement is achieved by
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filtering out poor-quality iris images using the DSMI metric on the REFLEX dataset. The PHONE dataset
is the more challenging dataset for the reference iris recognition system, resulting in higher EER values.

The results confirm that rejecting poor-quality images using the proposed DSMI metric improves
the iris recognition performance consistently, while this observation does not hold for BRISQUE and
WAV1 metrics.

Table 3. The equal error rate (EER) values are calculated after filtering different parts of the iris images
with the poorest quality from each test dataset. This table shows the EER values when all iris images are
passed to the iris recognition system and after filtering out one quarter, half, and three quarters of the iris
images with the poorest quality from the REFLEX, LFC, and PHONE datasets using the DSMI, BRISQUE,
and WAV1 quality metrics.

REFLEX LFC PHONE
Removed Part
DSMI BRISQUE WAV1 DSMI BRISQUE WAV1 DSMI BRISQUE WAV1
0% 0.1469 0.1469 0.1469 0.1770 0.1770 0.1770 0.2466 0.2466 0.2466
25% 0.0987 0.1202 0.1714 0.1500 0.1604 0.1562 0.2418 0.2374 0.2594
50% 0.0878 0.978 0.1963 0.1376 0.1528 0.1692 0.2293 0.2276 0.2595
75% 0.0382 0.0520 0.2443 0.1287 0.1724 0.1955 0.1845 0.2412 0.2434

In summary, for all of the test iris image datasets (REFLEX, LFC, PHONE) and all of the performance
evaluation methods (Daugman’s decidability index, AUC, EER), the performance of the reference iris
recognition system (OSIRIS, Version 4.1) increased consistently by filtering out iris images with the poor
quality using the proposed DSMI quality metric. In contrast, for the other two image quality metrics
(BRISQUE, WAV1), the experiments showed inconsistencies, i.e., removing more low-quality images did
not always increase the performance of the reference iris recognition system.

Figure 10 shows some iris samples from the test datasets with poor quality scores predicted by the
proposed DSMI metric. These samples will be filtered out when we remove a quarter of the iris images
with the poorest quality from each test dataset. If we pass these samples to the reference iris detection
system for iris recognition, all of them will be falsely rejected. Thus, the proposed DSMI metric can be
used to decide whether an input iris sample should be enrolled in a dataset or rejected, and a new sample
should be captured based on the quality score. Although our method is designed to consider only image
covariates, some subject covariates, such as eyelid occlusion due to blinking, may also result in motion
blur or other image quality distortions that can be measured by our proposed quality metric, as shown in
Figure 10c. All iris samples shown in Figure 10 suffer from authentic image distortion and other quality
degradation due to subject covariates.

Figure 11 shows some iris samples with DSMI scores that are higher than the threshold for filtering out
one quarter of the iris samples with the poorest quality from each test dataset. Our proposed framework
passes these images for iris segmentation and identification when only a quarter of the iris images with
the poorest quality are filtered out from the test datasets. However, all of these samples will be falsely
rejected by the reference iris recognition system. Some of these images have quality degradation related to
subject covariates, such as eyelashes obscuring the iris or closed eyes.
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Figure 10. The first row shows some iris samples from the multi-modal biometric dataset GC? [36], which
are classified as low-quality samples by our DSMI metric. All of these samples would be falsely rejected
with high dissimilarity scores (>0.47) by the reference iris detection system. However, if we filter out a
quarter of the iris images with the poorest quality from each test dataset, these samples will be removed and

not passed to the iris recognition system. The second row shows the segmentation result of the segmentation

module of the reference iris recognition system. The DSMI scores are listed below the iris samples.

- v p- -

(a) 0.53 (b) 0.54 (c) 0.57 (d) 0.59 (e) 0.43 (f) 0.55
Figure 11. The first row shows some iris samples from the multi-modal biometric dataset GC2 [36], which
are classified by our DSMI metric as iris samples of sufficient quality if only one quarter of the iris images
with the poorest quality are filtered out. Therefore, these images are passed to the iris recognition pipeline
for further processing. However, all of these samples would be falsely rejected by the reference iris
recognition system with high dissimilarity values (>0.47). The second row shows the segmentation result
of the segmentation module of the reference iris recognition system. The DSMI scores are listed below the
iris samples.

The iris samples that are shown in Figure 11 have fewer image distortions compared to the sample
shown in Figure 10. Therefore, our quality metric predicts higher quality scores for these iris images.
Some of these images have quality degradations related to subject covariates, such as eyelashes obscuring
the iris or closed eyes. If we filter out half of the iris samples with the poorest quality, these samples will
be filtered. However, by setting a higher quality filtering threshold, some iris samples may be rejected
unnecessarily.

5.3. Computational Complexity

It is straightforward to assess the computational complexity of the DSMI quality metric by checking
the algorithmic steps, outlined in Section 3.1, one by one. The result is a time complexity, linear in the size of
the input image. More precisely, it is O(N x M x P), where N x M is the image size in pixels, and P is the
number of points checked in the neighborhood of each pixel for deriving the sign and magnitude patterns.

We also recorded the actual speed of the quality metric using our implementation, running on an
MSI GP60 laptop with an Intel Core i7 processor and 16GB RAM with MATLAB version 2018b in Ubuntu
18.04.3 LTS. We computed the DSMI quality scores on four parts of the test datasets, each containing iris
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images of the same size in pixels, ranging from 596 x 397 up to 2036 x 1358 (see Table 4). The table confirms
the linear time complexity, amounting to roughly 0.06 x 107° seconds per pixel. At that processing speed,
a throughput of 66 frames per second (FPS) can be achieved at resolution 596 x 397. For the higher
resolutions, 625 x 537, 1233 x 810, and 2036 x 1358, the speed is 40, 16, and 6 FPS, respectively. Therefore,
the proposed method can be used to assess the quality of iris images in interactive applications, such as
iris recognition systems based on handheld imaging devices.

Table 4. Comparison of the average running time (seconds) on four sets of iris images with different resolutions.

Image Resolutions 596 X 397 625 X 537 1233 X 810 2036 X 1358
Average running time per image (seconds) 0.015 0.026 0.061 0.181
Average running time per pixel (microseconds) 0.065 0.062 0.062 0.064
Frames per second (FPS) 66 40 16 6

6. Conclusions and Future Work

In this paper, we presented a fast image quality metric, based on statistical features of the
sign-magnitude transform to estimate the quality of iris images acquired by handheld devices in visible
light. We suggest that this method can be used to decide whether an input iris sample should be enrolled
in a dataset or rejected, and a new sample should be captured based on the quality score to improve the
speed and the recognition rate of the reference iris recognition system.

We conducted extensive experiments to demonstrate these improvements using three performance
methods for measuring the iris recognition accuracy on three large datasets acquired in unconstrained
environments in visible light. The experiments showed that the proposed approach improved the accuracy
of the reference iris recognition system.

However, we would like to point out that the inclusion of quality filtering in an iris recognition system
can increase the computational costs of iris image recognition, and some iris images may be rejected
unnecessarily. This could be caused by an error in the quality metric, by too conservative of a setting of
the quality threshold, or by quality factors related to the subject covariates. In our future work, we will
propose a metric for iris image quality assessment that takes into account all of these factors. Furthermore,
another future work is to develop an algorithm to monitor criteria, such as recognition performance, time
and number of photos required per person, and customer satisfaction, in order to dynamically adapt the
threshold for quality filtering to achieve optimal performance.

It may also be promising to examine the use of the proposed quality metric to assess the quality of
other biometric images, such as facial image, and NIR biometric images.
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Abstract: We aim at enhancing personal identity security on mobile touch-screen sensors by
augmenting handwritten signatures with specific additional information at the enrollment phase. Our
former works on several available and private data sets acquired on different sensors demonstrated
that there are different categories of signatures that emerge automatically with clustering techniques,
based on an entropy-based data quality measure. The behavior of such categories is totally different
when confronted to automatic verification systems in terms of vulnerability to attacks. In this
paper, we propose a novel and original strategy to reinforce identity security by enhancing signature
resistance to attacks, assessed per signature category, both in terms of data quality and verification
performance. This strategy operates upstream from the verification system, at the sensor level, by
enriching the information content of signatures with personal handwritten inputs of different types.
We study this strategy on different signature types of 74 users, acquired in uncontrolled mobile
conditions on a largely deployed mobile touch-screen sensor. Our analysis per writer category
revealed that adding alphanumeric (date) and handwriting (place) information to the usual signature
is the most powerful augmented signature type in terms of verification performance. The relative
improvement for all user categories is of at least 93% compared to the usual signature.

Keywords: automatic signature verification; touch-screen sensor; data quality; enrollment phase;
performance assessment; augmented signature; security enhancement; mobile conditions

1. Introduction

The handwritten signature has been for a long time a usual mean to establish personal consent,
with legal value for administrative and financial institutions. With the impressive proliferation of
mobile devices having embedded sensors (smartphones, tablets), added to the development of online
services, signing on digital platforms has become a reality in different sectors for identity security
(banking, legal transactions, e-commerce among other). This reality has signified a turning point in the
field of online signature biometrics.

In the last forty years, research studies were focused on online signatures captured on high quality
sensors such as Wacom digitizing tablets, in controlled office-like scenarios, with a devoted ad-hoc pen
stylus. Impedovo and Pirlo [1] published an article giving a detailed overview on the state-of-the-art
techniques. Diaz et al. [2] presented a recent update on automatic signature verification (ASV). The
research community made significant efforts for acquiring several online signature corpora [1-11] and
conducting international evaluations of ASV systems [2,6,12-16].

Recent research studies have focused on signature verification in mobile conditions, using
touch-screen sensors largely deployed nowadays. Nevertheless, the mobile scenario implies much
more variability of acquisition conditions, like posture, writing tool (stylus or finger), screen size,
sensor technology, interoperability, setting several new challenging issues that impact verification
performance [2,17].
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Usually, for improving verification performance, different strategies were exploited in the literature:
(i) acquiring signatures in controlled conditions [1-16]; (ii) using a high quality sensor (such as a Wacom
tablet) with high temporal and spatial resolution, and able to capture other time functions than pen
coordinates, as pen pressure and pen inclination angles [18]; (iii) selecting reference signatures in order
to control intra-personal variability [19-21]; (iv) extracting several features for signature description
(as pressure, speed, and acceleration, etc.) [1-16] or by means of a deep neural network [2,22-25].

However, some of these strategies are no longer possible in the mobile scenario: as pointed out
by [17], the sensors are not of the same quality, in terms of temporal resolution in particular, acquisition
conditions are highly variable, and some sensors are limited to the capture of only pen coordinates.
In the so-called “cloud scenario” [17], users acquire their signatures as they want, standing, sitting
or moving, handling the device on the hand at different angles or orientations, or placing it on any
support. A smartphone is usually handheld, while a tablet may be placed on the desktop or sustained
by the left arm if the writer is right-handed. The consequence is that verification performance is
strongly degraded in mobile conditions [2,15,16,26-39].

In the present paper, we study the online signature biometrics in the framework of uncontrolled
mobile conditions. The challenging question then is how to improve verification performance in
uncontrolled mobile conditions? To respond to this question, we propose a novel and original scheme
for enhancing signature information content at the enrollment phase and reinforce its resistance to
attacks, on a largely deployed touch-screen sensor technology. To this end, we propose different
enrollment strategies for signature enrichment and assess them in terms of data quality and verification
system performance.

The enrollment phase is critical for any biometric system since it determines the genuine signatures
that will represent the user at the verification step. These signatures are called “Reference signatures”.
In our previous works on signature quality assessment, we have shown that a signature’s resistance to
attacks depends on its information content, quantified by an entropy-based measure, called personal
entropy [28,40-43]. We identified automatically different risk levels in signatures related to three user
categories, and in particular a “problematic” population, characterized by simple and highly variable
signatures, very vulnerable to attacks.

Based on these findings, we propose in this paper, since the enrollment phase on a touch screen
sensor, a novel strategy that turns any signature with a “high risk” into a “low risk” one. For signature
enrichment, we use complementary personal handwritten information, as initials, name-surname,
date and place of birth. We choose these information since a person is familiarized to append it for
expressing her consent in administrative or legal frameworks. For this study, we consider different
types of signatures (the usual signature, initials, name-surname, date and place of birth) and hybrid
types as well (some combinations of the already mentioned types), and analyze the impact of each in
terms of information content and resistance to attacks (skilled forgeries).

This paper is organized as follows: in Section 2, we present previous works of the literature
related to online signature analysis on mobile devices. In Section 3, we describe the signature database
and recall the personal entropy concept and the verification system used. In Section 4, we report
the obtained results later summarized and discussed in Section 5. Finally, Section 6 presents the
conclusions and future perspectives of our study.

2. Related Works

Different works of the literature pointed out the diversity of acquisition conditions and the
subsequent degradation of verification performance in the mobile context [2,15,16,26-39]. The majority
of these works focused on assessing and improving verification performance in several ways.

Martinez-Diaz et al. [26] indicated that ASV systems traditionally used on signatures acquired
with Wacom digitizing tablets in an office-like scenario should be adapted in the context of handheld
touch-screen devices. Indeed, the Wacom digitizing tablet used needs to be connected to a personal
computer and thus leads to an office-like scenario. The authors exploited the BioSecure datasets DS2
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and DS3 that contain signatures of the same 120 persons acquired, respectively, on a Wacom digitizing
tablet following an office-like scenario and on a mobile touch-screen sensor (PDA) while holding it in
the hand. Based on a feature selection algorithm and a hidden markov model (HMM) classifier, they
observed the low discriminative power of dynamic features and the high consistency of geometric
features in the mobile scenario.

Houmani et al. [27] evaluated an HMM-based classifier on two different databases both acquired
on a PDA, namely PDA-64 containing online signatures of 64 persons, and BioSecure DS3 dataset
(DS3-210) containing online signatures of 210 persons. Experiments showed significant performance
degradation in mobile conditions: an average Equal Error Rate (EER) of 3.5% is obtained on the
Wacom digitizer with skilled forgeries, while on PDA-64 and DS3-210, the EER is of 16.02% and
9.95% respectively.

In the context of the international online signature competition BSEC2009 [15], different ASV
systems were assessed on two large BioSecure datasets containing signatures of the same 382 persons
acquired in a controlled scenario on a Wacom digitizer, namely DS2-382, and on a mobile device
(PDA), namely DS3-382. Results showed a clear degradation of systems’ performance when signing in
mobile conditions.

Another work on BioSecure databases was conducted by Houmani and Garcia-Salicetti [28] to
quantify the quality of signatures of the same 104 persons when captured in office-like conditions
(DS2-104, captured on a Wacom digitizer) and in the mobile context (DS3-104, captured on a PDA).
Results showed that signatures’ quality degrades in mobile conditions and especially signature
complexity decreases.

Blanco-Gonzalo et al. [29] evaluated an ASV system based on dynamic time warping (DTW), on
seven mobile devices (using stylus and finger): two Wacom tablets, a tactile laptop, a Samsung Galaxy
Note, an iPad, a Samsung Galaxy Tab and a Blackberry Playbook. They confronted the system with
different acquisition conditions, such as sensor technology, interoperability, visual feedback, and screen
size. Experiments showed that the best system performance is obtained when signing on a small
screen, using a stylus instead of the finger. However, this study is of limited scope because only 11
writers were considered. In [31], Blanco-Gonzalo et al. exploited a DTW-based classifier on a database
containing signatures of 43 users acquired on different mobile platforms. However, performance
assessment was carried out only on random forgeries.

Martinez-Diaz et al. [32] presented the first publicly available database collected on a touch-screen
sensor embedded in a mobile phone, namely the DooDB database. The database contains finger-drawn
doodles and pseudo-signatures from 100 persons and skilled forgeries for all of them. To create
pseudo-signatures, participants were asked to draw a simplified version of their signature, for example
signing with their initials or part of their signature flourish, which could be used as a graphical
password. Using a DTW-based classifier, the authors obtained an EER of around 26.9% on skilled
forgeries considering time variability and 19.8% when the system was evaluated on only one session.

Sae-Bae and Memon [34] collected a new database that contains finger-drawn signatures from 180
persons captured in uncontrolled mobile conditions, on user owned iOS mobile devices. The authors
proposed a histogram-based feature set for representing an online signature. They pointed out the
importance of updating reference signatures to reduce the intra-class variability and thus improve
systems’ performance. The authors claimed that personalized feature selection is necessary to attain
an acceptable performance level; they obtained an EER of 3.18% on random forgeries.

Antal et al. [36] introduced the MOBISIG database that contains finger-drawn pseudo-signatures
from 83 persons, captured on a capacitive touch-screen sensor embedded in a mobile device. Participants
were asked to create a signature for a given family name and were instructed on how to produce
signatures with their finger. For performance assessment, the authors used a personalized threshold;
they obtained an EER of 8.56% with a DTW classifier (vs. 25.45% with a global threshold), considering
skilled forgeries and five reference signatures in the enrollment phase. Then, when considering 15
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samples for enrollment, they improved verification performance, reaching an EER of 5.81% with a
DTW classifier and a personalized threshold (vs. 20.82% with a global threshold).

Tolosana et al. [37] showed that performance is much better with the stylus than with the finger,
on 65 persons of the e-BioSign database, using signatures captured with both Wacom tablets and
Samsung mobile devices. Based on a DTW classifier, the authors obtained an EER of 22.1% with the
finger versus roughly 7.9% with the stylus, considering skilled forgeries. This performance is obtained
on 35 persons of the evaluation dataset; the 30 remaining persons were used as a development dataset
to select 23 relevant parameters among the whole set of 117 features.

Zareen and Jabin [38] used a publicly available database [33] that contains 500 signatures from 25
persons, acquired on a Samsung Galaxy Note. As no skilled forgeries were acquired, the verification
system based on a feed-forward multilayer neural network was evaluated only on random forgeries.
The authors obtained an EER of 0.12% on random forgeries. These results seem preliminary since only
25 persons were considered and no skilled forgeries were used for performance assessment.

Nam et al. [39] used a private database that contains real finger-drawn signatures of only 20
persons, collected on a Samsung Galaxy S3. The authors proposed convolutional neural networks
(CNN) for feature extraction, trained with genuine and forged signatures. Then, using an autoencoder
for classification, they obtained an EER of 4.4% on skilled forgeries. However, this study is of limited
scope because only 20 writers were considered.

All the above-mentioned works pointed out the degradation of systems’ performance in the mobile
context. However, in most of them, the data corpora presented do not contain signatures acquired in
totally uncontrolled mobile conditions. This specific point is sometimes not even mentioned in the
description of the acquisition protocol used, mainly focused on the sensor characteristics (technology,
resolution, sampling rate), the writing tool, the design of the interface for acquisition, and the number
of captured genuine signatures and forgeries. In addition, some works [32,36] evaluated the impact of
mobile conditions based on pseudo-signatures, which are not exploited in real-world usages. Other
studies evaluated ASV systems only on random forgeries because of the burden of acquiring skilled
forgeries [34,38]. Finally, some works considered new challenging scenarios for ASV system assessment
in terms of interoperability, as enrolling the person with a given writing tool and testing the system
with another one [37].

In conclusion, we notice significant efforts in the literature for assessing verification performance in
mobile conditions with different sensors, scenarios and classification strategies. Most works focused on
the development of algorithms for biometric verification to enhance user authentication: DTW, HMM,
neural networks and more recently some deep architectures. However, none of these works addressed
quality-driven signature verification since the enrollment step, by quantifying and enhancing the
information content of input data given to the sensor.

3. Materials and Methods

In this section, we first describe the signature database acquired for this study in mobile conditions
and the signature types considered for enhancing the information content of the data given as input to
the sensor. Then, we recall how Personal Entropy is quantified considering each signature type, and
the classifier used for assessing the impact of our strategy in terms of verification performance.

3.1. Signature Data Acquisition

For this study, we captured online signatures from 74 persons on an iPad tablet with a capacitive
touch-screen of 2048 x 1536 pixels. The signatures were sampled at 63 Hz and stored as a sequence of
discrete values [x;, v¢], where x; and y; are the coordinate values and ¢ is the time stamp.

Each person signed 25 times with their usual signatures. No instructions were given to participants
when they signed, letting them acquire their signatures naturally, freely in terms of posture and position
of the device, so that they would feel comfortable with the mobile device when signing. This leads to
different acquisition conditions according to persons, exactly like it would be in real mobile usages.
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Additionally to their usual signatures, we asked participants to append other types of signatures
separately: name-surname, initials, date and place of birth. We considered these signature types
because: (i) in terms of usages, they are traditionally reported by persons in legal and administrative
documents; (ii) they convey complementary handwritten information on the user’s identity. Each type
of signature was done by the person 25 times. This dataset thus contains 9250 (74 x 25 x 5) genuine
signatures of different types.

Figure 1 displays an example of one person’s usual signature and the associated place of birth.
We plot below in Figure 2 the velocity temporal function for both handwritten information.

(@) (b)

Figure 1. Examples of (a) a usual signature and (b) the associated place information of a user who

authorized their publication.

Velocity

Velocity

Time (ms) Time (ms)

(a) (b)

Figure 2. Velocity profile of (a) the usual signature and (b) the associated place information displayed

in Figure 1.

In order to assess signature vulnerability to attacks, we acquired 10 skilled forgeries per signature
type after displaying on the screen the shape and kinematics of the target signature. This type of
forgery is considered in the literature as being the best attacks [3,43,44]. We thus obtain 3700 skilled
forgeries (74 X 10 x 5) done by different forgers. Figure 3 shows an example of skilled forgeries of the
usual signature and the associated place of birth displayed in Figure 1. We also display in Figure 4 the
velocity temporal function for both handwritten information forgeries.
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(@ (b)
Figure 3. Examples of skilled forgeries of (a) the usual signature and (b) the associated place information
displayed in Figure 1.
z" z
§ §
“m:-(‘m) Time (ms)
(a) (b)
Figure 4. Velocity profile of (a) the forged usual signature and (b) the forged place information
displayed in Figure 3.

3.2. Signature Types

We considered the five types of signatures separately: the usual signature (S), the initials (I), the
name-surname (N), the date of birth (D), and the place of birth (P). From these five simple types, we
constructed 7 hybrid signature types by combining:

e the usual signature with initials (SI);

e the usual signature with name-surname (SN);

e the usual signature with date (SD);

e the usual signature with place (SP);

e the usual signature with date and place (SDP);

e the usual signature with initials, date and place (SIDP);
e the name-surname with date and place (NDP).

These instances of hybrid types were constructed by concatenating the sequences of the
corresponding simple signature types, resulting in a single time sequence. The identity of the
user is thus expressed through several signature types of different length, which convey different
complementary information to strengthen the user’s identity.

3.3. Quantifying Quality of Signature Types

To assess information enrichment at the enrollment phase, we quantify the information content of
other simple signature types than the usual signature (initials, name-surname, date and place), and
also of the 7 hybrid types mentioned in Section 3.2.
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The concept of entropy is a good alternative for quantifying the information content or the disorder
in signatures. In [28,40-43], we proposed the concept of personal entropy (PE), an entropy-based
quality measure that quantifies simultaneously both the complexity and variability of a person’s
signatures. In fact, complexity and variability are related to disorder at two different levels: complexity
corresponds to the intrinsic disorder in a signature sample; variability corresponds to the intra-class
disorder in a set of signatures belonging to a given user.

A user’s PE is measured by exploiting the local probability densities estimated when training the
user’s HMM on a set of 10 genuine signatures described only by x and y attributes. Indeed, the HMM
automatically generates portions by the Viterbi algorithm and estimates a mixture of Gaussian densities
on each portion [28]. Figure 5 illustrates how PE is computed locally, on the segments generated by the
user’s HMM.

H(Z)) H(Z) H(Zy) €= Entropyper portion

v

v

1 N
H@Z)= =S HZ)

i=1

Time Normalized Sample Entropy
H(2)= @ (bits per second)

Figure 5. Personal entropy computation on portions of a signature.

Therefore, a random variable Z can be associated to each stationary portion i of the signature,
generated by the Viterbi algorithm by the user’s HMM. The number of portions N is the number of
states of the HMM. The entropy H(Z;) of a portion i is computed as follows:

H(Z;) = =) p(2)oga(p(2)), (1)

z€S;

where z corresponds to a given point in the signature described by its coordinates (x,y), belonging to
the current portion i, and p(z) is the probability of observing z.

We studied the number of genuine samples necessary for a good HMM estimation and showed
that 10 instances lead to stable PE values [28]. The local probability distribution function is estimated
using all the sample points belonging to each portion, across the 10 genuine samples. After that, the
entropy of each genuine signature H*(Z) is the average of entropy values H(Z;) on all the N portions
of the signature, divided by the signing time T*

1 N
H'(Z) = <= ) H(Z), @)

-

Finally, by averaging H*(Z) across the 10 user’s genuine samples, we obtain a user’s PE for each
signature type. We demonstrated that PE allows obtaining three categories of signatures, coherent
across several databases, spanning from short and highly variable signatures (high PE category) to
stable, longer and complex signatures (low PE category). Moreover, we showed that for different
classifiers, persons with low PE are the most robust to skilled forgeries. Persons with high PE
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are considered being “problematic” users in the literature [28,43,45]. These results were obtained
considering the usual signature of each person [28,40-43].

3.4. Signature Verification System

As our aim is to assess the impact of our strategy in a mobile scenario, we used a statistical
verification system that has already been evaluated on large databases acquired on mobile sensors [9,12,
15,16,27,46], and has shown to maintain good performance on well-known databases in interoperability
scenarios [47], as reported in Table 1. Indeed, Table 1 presents our system’s performance on several
online signature databases, some acquired in an office-like scenario using a Wacom digitizer with
an inking pen, and other in a mobile scenario on different touch-screen sensors (PDA, iPad, iPhone).
We report the EER values on skilled forgeries only, since it is the most challenging configuration for
signature verification. The system has been evaluated in BSEC"2009 and ESRA"2011 competitions on
very large databases of 382 persons [15,16] that signed both on a Wacom digitizer and on a PDA device.
We observe that in the mobile context, the verification performance of our system is clearly better on
recent capacitive touch-screen sensors (iPad and iPhone) compared to the results obtained on the PDA
device (DS3-210, PDA-64, DS3-382).

Table 1. Performance of our HMM-based ASV system on several online signature databases acquired
in office-like (Wacom device) and mobile scenarios (touch-screen sensors), considering skilled forgeries.

Databases Evaluation Campaigns Year Devices Users EER (in %)
DS2-382 [15] BSEC"2009 2012 Wacom tablet 382 447
DS3-382 [15] BSEC"2009 2012 PDA (stylus) 382 11.27
DS2-382 [16] ESRA2011 2011 Wacom tablet 382 2.73-4.04
DS3-382 [16] ESRA2011 2011 PDA (stylus) 382 8.13-10.92
DS3-210 [27] - 2010 PDA (stylus) 210 9.95
PDA-64 [27] - 2010 PDA (stylus) 64 16.02
iPad-74 [46] - 2019 iPad (stylus) 74 7.04

iPhone-74 [46] - 2019 iPhone (stylus) 74 4.95
BIOMET [47] - 2007 Wacom tablet 84 233
PHILIPS [47] - 2007 Digitizing tablet 51 3.25
SVC2004 [47] - 2007 Digitizing tablet 40 4.83
MCYT-100 [47] - 2007 Wacom tablet 100 3.37
MCYT-330 [48] - 2009 Wacom tablet 330 391

Table 2 summarizes the state-of-the-art of online signature verification systems on mobile sensors,
when considering skilled forgeries. We observe that in some publications, performance is not reported
on skilled forgeries, which is the most challenging case for ASV systems. When comparing the results
on mobile sensors in Tables 1 and 2, we note that our system shows good performance compared to the
state-of-the art. Indeed, on iPad and iPhone mobile sensors, an EER of 7.04% and 4.95% respectively is
reached on signatures of the same 74 users. Compared to e-Biosign database containing real signatures
of 65 users acquired with a stylus on two mobile devices, we notice that our HMM-based system shows
slightly better performance on the iPad device (7.04% vs. 7.9% in the best case, or vs. 10.7% on the
other mobile device) and much better performance on the iPhone device (4.95% vs. 7.9% in the best
case, or vs. 10.7% on the other mobile device).

Our system behaves well in mobile conditions because it is based on a statistical model, namely
a continuous left-to-right HMM with four Gaussian components per state [47-49]. In other words,
each writer’s signature is modeled through a double stochastic process, characterized by a given
number of states with an associated set of transition probabilities among them, and in each state, a
continuous density, a multivariate Gaussian mixture is used to model the emission probability density.
This model has the advantage of absorbing the intra-personal variability of signatures [47], which
increases significantly in mobile conditions.
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Table 2. Performance of ASV systems of the literature on several online signature databases acquired
in mobile scenarios with touch-screen sensors, considering skilled forgeries.

Databases Year Users Sensor EER (in %)

ATVS-DooDB [32] 2013 100 HTC Touch HD Finger: 26.9
(Pseudo-signatures)

Asus Eee PC Touch (stylus)
Samsung Gal. Note (stylus/finger)

Blanco-Gonzalo

etal. [31] 2013 43 BlackBerry Playbook (finger) -
’ Apple Ipad2 (finger)
Samsung Gal. Tab (finger)
Stylus: 7.9
R Samsung ATIV7 Finger: 22.1
e-Biosign [37] 2016 65 Samsung Gal. Note Stylus: 10.7
Finger: 26.4
Zareen and Jabin [38] 2016 25 Samsung Gal. Note -
- Personalized vs.
MOBISIG [36] 2018 83 (Fin ij_’;‘;zvi;abl‘;ﬁ(ﬁ:f‘E‘a’fures) global threshold:
8 P & 8.56% vs. 25.45%
Nam et al. [39] 2018 20 Samsung Gal. S3 Finger: 4.4%

A personalized number of states is determined according to the total number T}, of sampled
points available in the genuine signatures of the HMM's training set. We consider that in average 30
sampled points are enough to estimate the mean vector and the covariance matrix of each Gaussian [47].
The number of states N is computed as:

_ [M )

M=30]"

where M = 4 is the number of Gaussian densities per state and brackets denote the integer part.

Nineteen dynamic features are extracted point-wise for all signature types. These features are
described in detail in the Appendix A. The usual information extracted from an HMM is the likelihood
of the input signature given the user’s model. We have noticed that the information coming from the
segmentation of the test signature by the target user’s model is complementary to that of the likelihood,
especially for forgery detection. Indeed, we have shown in [47] that the segmentations made by the
target model on forgeries differ from those obtained on genuine signatures. For this reason, in the
verification phase, the classifier performs a score fusion combining two levels of signature analysis:
one based on a local point-wise analysis of each signature by the HMM (log-Likelihood score), the
other on the analysis of the signature at the level of portions, automatically segmented by the same
HMM (Viterbi score) [47-49]. At the first level (log-Likelihood score), on a particular test signature,
a distance is computed between its log-Likelihood and the average log-Likelihood obtained on the
training signatures; then it is shifted to a similarity value—called “Log-Likelihood score”—between
0 and 1, by the use of an exponential function [47]. At the second level of analysis (Viterbi score),
the user’s HMM automatically performs by the Viterbi algorithm, a segmentation of each training
signature into portions, according to the most likely path displayed in Figure 6. A “segmentation
vector” can then be associated to each signature: the N-components segmentation vector, N being
the number of states in the claimed identity’s HMM has in the i-th position the number of points
(observations) associated to state i by the Viterbi path, as illustrated in Figure 6. Each training signature
is then characterized by a Reference segmentation vector. In the verification phase, on a particular test
signature, a distance between its corresponding segmentation vector and each Reference segmentation
vector is computed, and such distances are averaged to compute the final distance. It is then shifted to
a similarity measure between 0 and 1 (Viterbi score) by an exponential function [47].
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Figure 6. Computation of a signature’s segmentation vector generated by the user’s HMM. Feature
vectors describing the signature are on the x-axis and the left-to-right HMM on the y-axis.

Finally, the similarity score for a given test signature is thus the fusion by a simple arithmetic
mean of the log-Likelihood score and the Viterbi score. If the final score is higher than the value of the
decision threshold the claimed identity is accepted, otherwise it is rejected.

In this work, for simple signature types, we train an HMM per person and per signature type. For
hybrid types, we train an HMM for each person considering the whole time sequence constructed
by concatenating the time sequences of the concerned simple types. As example, for the SDP type,
we train an HMM on the complete sequence composed of the usual signature, the date and the place.
Note that according to signature types, the length of the complete signature sequence will vary: for
simple signature types, it will tend to increase when considering name-surname and to decrease when
considering initials. For hybrid types, the length of the signature will be even higher. This will impact
the number of states of the user’s HMM.

4. Results

4.1. Quality Measure of Usual Signatures

In a first step, we quantify the quality of usual signatures of the 74 persons available in our dataset.
To this end, we trained for each person, an HMM on 10 genuine signatures to measure the user’s
PE. Then, a hierarchical clustering was performed on the obtained PE values, resulting in three user
categories displayed in Figure 7.
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Figure 7. Examples of signatures captured in uncontrolled mobile conditions with (a) high, (b) medium
and (c) low PE.

In Figure 7a, we observe three examples of signatures with high PE: they are the shortest and
the simplest signatures, having the aspect of a flourish, and are the most variable (see Figure 8).
Such signatures are considered as being “problematic” in the literature [28,43,45]. On the other hand,
Figure 7c shows three examples of signatures with low PE: they are longer, the most complex and
the most stable (see Figure 8). In between, there is a transition category in terms of complexity and
stability, the category of medium PE (see Figures 7b and 8).
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Figure 8. Boxplots of PE values for all 74 persons clustered into high, medium and low PE.
4.2. Quality Measure of All Signature Types

Figure 9 displays two examples of each simple signature type, captured separately on the iPad:
usual signature, initials, name-surname, date and place of birth.
(I
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Figure 9. Examples of the simple signature types: (a) usual signature; (b) initials; (c) name-surname,
(d) date of birth, and (e) place of birth. These signatures belong to persons who have authorized
their publication.

For each person, we compute PE values for the five simple signature types separately, and for the
seven hybrid signature types: SI, SD, SP, SN, SDP, NDP and SIDP. Figure 10 presents the boxplots of
the obtained PE values for the 12 signature types.
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Figure 10. Boxplots of PE values for the 74 persons per signature type.

We first notice that initials have the highest PE values. This result is coherent since initials are
the most simple and variable type of signature. We also notice a strong spread out of their boxplot in
Figure 10. Moreover, we observe that some initials have a comparable PE to that of usual signatures:
indeed, for initials, some entropy values are below the first quartile. This can be explained by the fact
that some persons appended their initials into two, three and even four letters, sometimes linking them
as usually done when producing a short signature. In this case, the initials show a higher complexity
and stability.

Furthermore, we notice that the more the signature is enriched (name-surname, SI, SD, SP, SN,
SDP, NDP, SIDP), the lower PE becomes: the complexity of signatures is higher and variability is lower.
The hybrid types SDP, NDP and SIDP are those showing the lowest PE values and the lowest variance
between persons in the boxplots displayed in Figure 10.
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In the sequel, we study the relationship between information content quantified by PE and
verification performance. Our objective is to identify which types of signatures are more resistant to
attacks in uncontrolled mobile conditions.

4.3. Evaluation of the Proposed Scheme

As we have proven in former works the significant difference in verification performance between
PE categories [28,40-43], we naturally adopted a methodology assessing the impact of our strategy
on each PE category separately. This methodology consists in the following steps: first we computed
PE values of the 74 persons considering only their usual signatures. Then, we generated three user
categories based on the obtained PE values, by a Hierarchical Clustering (as explained in Section 4.1).
Finally, we assessed, per user category, verification performance on usual signatures, and compared it
to performance when considering the other signature types: initials, name-surname, SI, SN, NDP, SDP,
and SIDP.

For performance assessment, we considered, for each person and each signature type, the
remaining 15 genuine signatures (the other 10 genuine signatures were used for PE computation) and
the 10 available skilled forgeries. For each person, the HMM classifier was trained on five genuine
signatures among the 15, and tested on the remaining 10 genuine instances and the 10 skilled forgeries.
The same signature type is considered in the training and testing phases.

Five random samplings were carried out on the training signatures. The false acceptance rate
(FAR) and false rejection rate (FRR) are computed relying on the total number of false rejections and
false acceptances obtained on all the five random samplings.

4.3.1. Results on High PE Category

We analyze in this section the results obtained on the so-called “problematic” users in the
literature [28,43,45], which are the main target of our strategy for enhancing signature security in
uncontrolled mobile conditions.

Figure 11 and Table 3 display the system performance on problematic users, those with the highest
PE. The EER reaches 7.17% when considering their usual signature (see Table 3 and the blue curve
in Figure 11). We first notice a significant degradation of performance when persons sign with their
initials (green curve in Figure 11). A relative degradation of 93% at the EER is observed even if the
usual signature is already simple and variable. This highlights the importance of the ballistic aspect
of the signing process in terms of resistance to attacks. Note that the vulnerability of initials is also
predictable by their very high PE values observed in Figure 12.
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Figure 11. System performance on users of the highest PE category considering the 8 signature types.
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Table 3. System performance on users of the highest PE category in terms of EER.

Type of Signatures EER
Usual signature 7.17%
Initials 13.83%
Name-surname 4.33%
SN 2.67%

SI 5.45%

NDP 1.7%

SDP 0.17%

SIDP 0.17%
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Figure 12. Boxplots of PE values per signature type for users of the highest PE category.

Moreover, we notice a significant improvement in performance when persons sign with their
name-surname (red curve in Figure 11). The FAR is in this case bounded around 10%. Also, the hybrid
type SN, which combines the usual signature and name-surname, improves significantly performance
(black curve in Figure 11): at the EER, the relative improvement is of 63% compared to the usual
signature. This result confirms the robustness of this hybrid type to attacks, predictable by its low PE
values displayed in its corresponding boxplot in Figure 12.

Besides, adding the date and place information clearly enhances performance. Indeed, the NDP
type (magenta curve in Figure 11) improves performance of 83.68% at the EER when compared to
the usual signature. But the SDP type outperforms the NDP: the relative improvement is of 98% at
the EER, when compared to the usual signature (see Table 3 and black dotted curve in Figure 11).
Moreover, it leads to a bounded FAR at 0.2% and a bounded FRR at 0.5%. Interestingly, we notice that
this could not be predicted by PE since SDP type has higher PE values than NDP (see Figure 12). This
result shows that the ballistic gesture inherent to the usual signature remains more discriminant than
the name-surname, when being combined to an alphanumeric information (the date) and handwriting
(the place), even in the case of a very simple problematic signature.

Finally, the SIDP type does not perform significantly better than the SDP type. This may be
explained by the fact that in this particular category of users, the usual signature is simple and variable,
and thus close to initials in terms of information content.

4.3.2. Results on Low PE Category

Figure 13 and Table 4 show system performance on persons with low PE, whose signatures are the
most complex and stable, and the most robust to attacks. The EER reaches 6.93% (see Table 4) when
considering their usual signature (blue curve in Figure 13).

59



Sensors 2020, 20, 933

SIDP
EER=0%
soP

20 | EER=0%
NDP
EER=0%
—sl

© EER=4.06%

S|

© EER=291%
—— Initials

© EER=15%
——Name-surname
© EER=7.07%
——Usual signature
© EER=6.93%

False Rejoction Rate (in%)

005 01 02 o5 1 2 5 10 2
False Acceptance Rate (in%)

Figure 13. System performance on users of the lowest PE category considering the 8 signature types.

Table 4. System performance on users of the lowest PE category in terms of EER.

Type of Signatures EER
Usual signature 6.93%
Initials 15%
Name-surname 7.07%
SN 2.91%
SI 4.06%

NDP 0%

SDP 0%

SIDP 0%

Some trends observed on problematic users in the previous section are here confirmed. First, a
significant degradation of 116% is obtained at the EER with initials relatively to the usual signatures.
PE predicts this trend in Figure 14 (higher PE values for initials). Besides, as expected, this relative
degradation of 116% is higher in the case of complex signatures of this category, compared to problematic
users (relative degradation of 98% as reported in Section 4.3.1). Figure 14 shows the significant gap
between initials and usual signatures for the low PE category, compared to that obtained on problematic
users (high PE category).

High PE T Low PE

Personal Entropy (PE)
.

n L L n
Usual signature Initials Usual signature Initials

Figure 14. Boxplots of PE for users with highest (left) and lowest (right) PE values, considering their
usual signature and initials.
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Moreover, the hybrid types SI, SN, NDP, SDP and SIDP outperform significantly the usual
signature; we note a relative improvement of 100% at the EER for NDP, SDP and SIDP types. For
this reason, the three associated DET-curves are not visible in Figure 13. This confirms again their
resistance to attacks, predictable by their low PE values, as shown in Figure 14.

On the other hand, some trends differ from those observed on problematic users. We notice that
the name-surname type (red curve in Figure 13) gives similar performance to that of the usual signature
(blue curve in Figure 13); while for problematic users, the name-surname outperforms by 40% the
usual signature (see Figure 11 and Table 3). This means that in this category of persons, if we consider
the name-surname as a possible signature for identity verification, although it has higher complexity
(low PE in Figure 15), performance would not be improved relatively to the usual signature.

Personal Entropy

2r [ ’

0

_Usual Initials_Name S| SN SDP NDP SIDP
signature Surname

Figure 15. Boxplots of PE values per signature type for users of the lowest PE category.

In conclusion, this result shows on one hand that the complexity criterion is not sufficient to
enhance the security of a signature. On the other hand, it highlights the importance of the ballistic
process for identity verification.

4.3.3. Results on Medium PE Category

Figure 16 and Table 5 display system performance on persons belonging to the category of medium
PE. The obtained results on this category show an intermediate behavior compared to that observed
on high and low PE categories. More precisely, the initials are the worst type in terms of performance.
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Figure 16. System performance on users of the medium PE category considering the 8 signature types.
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Table 5. System performance on users of the medium PE category in terms of EER.

Type of Signatures EER
Usual signature 5.93%
Initials 16.07%
Name-surname 5.97%

SN 2.3%

SI 3.33%

NDP 0.47%

SDP 0.4%

SIDP 0.5%

Moreover, the DET-curves corresponding to name-surname and usual signature types intersect at
the EER value and get closer compared to problematic users. Also, the hybrid types including
alphanumeric and handwriting information enhance significantly verification performance in
uncontrolled mobile conditions. The SDP type in particular leads to a significant relative improvement
of 93% at the EER compared to the usual signature; besides we note that the FAR and FRR are both
bounded at 1.2% and 2%, respectively.

5. Discussion

In this paper, we have proposed a novel strategy for securing personal identity on a touch-screen
sensor embedded in a mobile device, largely used nowadays. This strategy operates upstream from
the verification system, at the sensor level, by enriching the information content of handwritten inputs.
Specific additional inputs then reinforce the usual signature with alphanumeric and handwritten
personal information, frequently used in public and legal usages.

We quantified information enrichment with PE measure that characterizes both signature
complexity and stability. Several simple and hybrid signature types were proposed for our
experimental study.

We assessed the effectiveness of our proposal across three well-established user categories in terms
of signature complexity, signature stability and verification performance. This allowed highlighting
inside categories, subtle differences in terms of relative performance enhancement, depending on
the signature type. This methodology allows understanding which characteristics are relevant in the
signing process to reinforce the digital identity for all persons.

Experiments were performed on 74 writers that signed on a tablet with a stylus in uncontrolled
mobile conditions. Our analysis per writer category revealed a common trend to all: adding
alphanumeric (date) and handwriting (place) information to the usual signature is the most powerful
hybrid type in terms of verification performance. This can be explained by the fact that this hybrid type
combines complementary information, and keeps the ballistic aspect of the signature, so important for
identity verification. The relative improvement for all user categories is of at least 93% compared to
the usual signature.

6. Conclusions and Future Work

The important outcome of our study is the possibility of extending the concept of handwritten
identity to other personal information than the usual signature. Actually, by combining the usual
signature with alphanumeric (date) and handwritten (place) personal information, personal identity
security is significantly enhanced for all persons in uncontrolled mobile conditions. Moreover, with
our strategy, the concept of user categories even disappears because all persons become very robust
to attacks.

Another interesting outcome is that the complexity criterion is not sufficient to enhance the
security of a signature. This is clearly observed on persons with the most complex signatures (low PE
category): although the name-surname type is more complex than the usual signature, it is not more
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reliable in terms of resistance to attacks. This is because the usual signature conveys specific ballistic
information about identity; this information can be completed by other handwritten information but
cannot be removed and replaced for robust identity verification.

The finding of combining signature, date and place for enhancing identity security is in total
accordance with public and legal usages in which identity information is requested. This may facilitate
the implementation of the proposed enrollment strategy at a large scale.

In future work, we envisage implementing our strategy by developing an application on different
mobile devices to study the practical usage of the proposed enrollment strategy, in terms of acquisition
time during enrollment, user HMM training when acquiring signature followed by date and place in
one shot, accuracy in mobility, and user acceptability and comfort. This will be conducted considering
challenging mobile scenarios in terms of interoperability and time variability. Also, since our study
demonstrates that augmenting the usual signature with alphanumeric and handwritten personal
information enhances significantly verification performance, it would be interesting to study the impact
of reducing the number of enrollment inputs. Furthermore, we will investigate the effectiveness of our
strategy in terms of relative performance improvement when confronted to other classifiers.
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Appendix A
Table Al. The 19 dynamic features extracted point-wise on all signature types.
N° Feature Name
12 Normalized coordinates (x(t)—xg, y(t)=yy) relative to the gravity center (xg, y¢) of
the signature
34 Speed in x and y
Gesture related 5 Absolute speed
features 6 Ratio of the minimum over the maximum speed on a window of 5 points
7-8 Acceleration in x and y
9 Absolute acceleration
10 Tangential acceleration
11 Angle o between the absolute speed vector and the x axis
12-13 Sine(«) and Cosine(x)
14 Variation of the « angle: ®
Local shape 15 14 Sine(®) and Cosine(®)
related features 17 Log(1 + r) where r is the curvature radius of the signature at the present point
18 Length to width ratio on windows of size of 5 points
19 Length to width ratio on windows of size of 7 points

For computing the derivatives of a parameter x(t), we used the regression equation as follows:

Zzzzl zx (x(t+2z)—x(t—2z))
2 ZZZ=1 z2

X (t) = reg(x(t), 2) =

where z = 2, in order to obtain soft derivative curves.
Accordingly,
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Speed in x and y (N° 34 in Table Al):
or(t) = reg(x(t),2)  vy(t) = reg(y(t),2)

The absolute speed (N° 5 in Table Al):

Acceleration in x and y (N° 7-8 in Table Al):
ax(t) = reg(vx(t),2) ay(t) = reg(vy(t),Z)

The absolute acceleration (N° 9 in Table A1):

The tangential acceleration (N° 10 in Table Al):
ar(t) = reg(o(t),2)
Angle a between the absolute speed vector and the x axis (N° 11 in Table AT):

)

a(t) = arcsin(

Sine and cosine of angle a (N° 12-13 in Table A1):

)

Variation ¢ of the angle « angle (N° 14 in Table A1):

Cos(a(t))

Sin(a(t)) :(

Il
—_—
oS
==
\/\""_;
—_

o(t) = reg(a(t),2)
Sine and cosine of angle ¢ (N° 15-16 in Table A1):

sin(p(t))  cos((t))

log(1+r(t)) (N° 17 in Table A1), where r is the curvature radius of the signature at the present
point £:

Ut (t)

Ir(t) =log(1+r(t)) = log(l + —)

o(t)
Length to width ratio on windows of size of 5 points centered on the current point t (N° 18 in
Table A1).
Length to width ratio on windows of size of 7 points centered on the current point t (N° 19 in
Table A1).
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Abstract: As a behavioral biometric trait, an online signature is extensively used to verify a person’s
identity in many applications. In this paper, we present a method using shape contexts and function
features as well as a two-stage strategy for accurate online signature verification. Specifically, in the
first stage, features of shape contexts are extracted from the input and classification is made based on
distance metric. Only the inputs passing by the first stage are represented by a set of function features
and verified. To improve the matching accuracy and efficiency, we propose shape context-dynamic
time warping (SC-DTW) to compare the test signature with the enrolled reference ones based on the
extracted function features. Then, classification based on interval-valued symbolic representation
is employed to decide if the test signature is a genuine one. The proposed method is evaluated on
SVC2004 Task 2 achieving an Equal Error Rate of 2.39% which is competitive to the state-of-the-art
approaches. The experiment results demonstrate the effectiveness of the proposed method.

Keywords: online signature verification; shape contexts; function features; SC-DTW; symbolic
representation; two-stage method

1. Introduction

Biometric verification technology has aroused a lot of interest due to its reliability, effectiveness,
and convenience in verifying personal identity [1]. Verification techniques based on face [2], fingerprint,
and some such physiological biometric attributes have brought extra convenience and changed our
lifestyle [3]. Although behavioral biometric attributes are slightly inferior to physiological ones in
stability and uniqueness, they are more accessible and less intrusive to users. Voice, signature, gait,
etc. are all typical behavioral attributes. Among them, signature remains the most widespread and
recognized socially and legally verification approach in our day-to-day life [4]. Signing is a customary
and fast movement driven by long-term nervous system and writing habit. Therefore, signature
verification techniques can have more potential applications in the real world.

Depending on the different methods of signature acquisition, signature verification technique can
be split into two categories: offline and online. In the system of offline signature verification [5], images
containing signatures are collected after finishing the signing process. For online signature verification,
signatures are captured by sensor-based devices while the user is signing and represented by a set
of temporal functions, from which both static and dynamic features are extracted and then used to
make a decision on whether the signature belongs to its claimed user. Compared with offline signature
verification, the dynamic information collection of online signature ensures its uniqueness and higher
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difficulty to forge, so online signature verification technique usually owns better performance in
accuracy and security.

There are two parts of an online signature verification system: enrolment and verification. Several
signatures are provided as reference signatures by the users during enrolment and their extracted
features along with calculated thresholds would be stored in the knowledge base. In verification,
the authenticity of a test signature is evaluated by matching its features with those from reference
signatures of its claimed user [6].

Online signatures are collected by electronic devices such as tablets, smart phones, and so on.
Most of them use sensors to capture various real-time data such as coordinates, pressure, timestamp,
etc. during signing. After collection, the signatures are represented as time series and then undergo
preprocessing and feature extraction modules successively.

Online signature verification methods can be categorized based on the feature extraction process
and matching strategy [7]. According to the employed features, there are broadly two groups:
parametric and function features-based approaches. In the framework of parametric features-based
methods, a signature is characterized as a vector of elements and each one is a representative of
the value of one feature [8]. Examples of such attributes are width, height, average speed, etc. The
dimensions of parametric features of signatures are all equal. In the function features-based method,
a signature is represented by a multi-dimension feature set constituted by several time functions.
Coordinate, timestamp, pressure, etc. are commonly used function features. Generally, the function
features-based approaches perform better due to more dynamic information application, but these
kinds of method consume more computational time and memory.

With regards to the matching methods, distance-based and model-based approaches are two
main techniques [9]. Dynamic time warping (DTW) has been often adopted in distance-based
methods [10]. DTW is a well-known approach for aligning vectors of different lengths. For application
in signature verification, a set of features at each sample point is extracted and the similarity between
the test signatures and enrolled reference signatures is then computed using dynamic programming.
Point-based warping technique is a variant of DTW, wherein only selective points are warped. Extreme
point [11] and stroke point [12] are often used. In addition, some works make a fusion of DTW with
other methods. Sharma and Sundaram [9] propose a method that uses the information from DTW cost
matrix and warping paths alignments. The decision is made by the conjunction of warping path score
and DTW score. Yanikoglu and Kholmatov [13] fuse the Fast Fourier Transform with DTW and the
fusion system lowers the error rate by up to about 25%. Chen and Xia [14] extract a set of function
features for comparing the dissimilarity-based DTW between the test signature and the template
database. In addition, the nearest template and majority vote are proposed to classify. Model-based
approaches employ either generative-based classifiers such as hidden Markov model (HMM) [15-17]
or discriminative ones such as neural network (NN) [18-20] and support vector machine (SVM) [21,22].
Also, there are some hybrid methods that combine different methods mentioned above. Multi-stage
cascade framework [23], multi-stage decision-level score fusion [24,25] or a multi-expert system for
signature verification [26,27] have been reported in the literature. Recently, inspired by the great success
of recurrent neural networks (RNNs) in sequential modeling, several verification methods based on
RNNSs are proposed. Lai et al. [28] propose a novel descriptor called the length-normalized path
signature (LNPS) for feature representation and then features are fed into the GRU (Gated recurrent
unit) network. Triplet loss and center loss were used to train the network with the BP algorithm. The
method proposed in [29] extracts 23 hand-crafted time function features and uses the bidirectional
LSTM (Long short-term memory) and GRU networks with Siamese architecture to learn a dissimilarity
metric from the pairs of signatures.

Although it is not that easy for a forger to fake a signature that is exactly the same as the genuine
one, due to the large intra-class variations from one person and small inter-class variations between
forgeries and genuine ones, accurate online signature verification still remains a challenging problem.
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In real applications, the forgeries are usually classified to be two types, named skilled forgery and
random one. A skilled forgery is signed by a person who had access to the genuine signatures and
practiced for a while. A random forgery is signed without with any information about the signature,
or even the name of the person whose signature is forged [30]. Compared with skilled forgeries,
the random forgeries are more common in our daily life. Obviously, the skilled forgeries are more
difficult to verify. In addition, the loss brought by accepting forgeries is higher than that by rejecting
genuine signatures, which means accepting a signature as genuine should be stricter. Considering
these factors, we propose a two-stage method using shape contexts and function features for accurate
online signature verification. Features of shape contexts are extracted from the input firstly and
classification of this stage is based on shape distance metric. Only the inputs passing by the first stage
are represented by a set of function features and verified. To improve the matching accuracy and
efficiency, we employ a shape context-dynamic time warping (SC-DTW) to compare the test signature
with the enrolled reference ones based on the extracted function features. An interval-valued symbolic
representation-based classifier is proposed to decide if the test signature is a genuine one.

The contributions of this paper are as follows:

*  Based on the fact of unbalanced occurrence probability of skilled signature forgeries and random
ones, a fast and accurate two-stage verification method is proposed.

e Shape context feature extractor is designed to describe global shape characteristics of signature
for fast classification of random forgeries.

e  SC-DTW is applied to fulfill comparison task and interval-valued-based representation classifier
is proposed for final decision-making to achieve state-of-the-art verification performance.

This paper is an extended version of the one published in proceedings of PRCV2018 [31]. In this
paper, more details on feature extraction and matching methods are given. Moreover, to further
improve the performance method in the paper of PRCV2018, more effective features are extracted.
Instead of distance metric classification, an interval-valued symbolic representation-based classifier is
employed to enhance classification ability. Besides, more detailed experimental results are reported.

The rest of this paper is organized as follows. Section 2 details the methodology we proposed.
Signature preprocessing is presented in Section 2.1. Section 2.2 presents the shape context descriptor
and online signature verification method based on it. The function features extraction, feature
alignment, and symbolic classifier are showed in Section 2.3. Section 2.4 discusses the two-stage
verification protocol. The database used in our experiment, experimental results, and performance
analysis are provided in Section 3. The conclusion is offered finally in Section 4.

2. Methodology

The diagram of the proposed method is shown in Figure 1. The input signature is first
preprocessed for smoothing and normalization, and then it is fed into the shape context-based
verification module, which does well in quickly distinguishing the random forgeries owing to their
manifest differences in shape. Most obvious forgeries can be rule out in this stage. The signature passed
through the first module is verified by function features-based verification module. This module
achieves more accurate verification results due to the application of details in signature and decision
fusion by interval-valued symbolic representation-based classifier.

' ' Shape context Accepted Function Accepted
Signature —>» Preprocessing — based » features based
Rejected

verification verification

Figure 1. Diagram of proposed verification system.
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2.1. Preprocessing

Captured by electronic devices, the time series of a signature are mixed with noises and
fluctuations unavoidably. In addition, the acquired signatures of one individual vary with time
or places, with the result that there are differences in size and location between signatures. Therefore,
we firstly let the acquired signatures pass the preprocessing module to address those issues.
The preprocessing module includes smoothing and normalization. Gaussian smoothing is employed
to filter the artifacts and smooth the data. Then we adopt moment normalization technique [32] to
standardize the size and location of acquired signatures.

Set the signature as S = (51,52, ..., Si, ., SN), Si = (x;, ;). N is the number of sample points, (x;,y;)
is x and y coordinates information.

In the moment normalization technique, the size of a signature is not the difference between
maximum and minimum in horizontal and vertical directions, but the width and height of the window
derived from its moment, as is show in Figure 2. Denote the width and height of window as W and H,
given by

W = 4,/piz0, H = 4\/1in2 1)

1ipq denotes the center moment, and (xc, yc) denotes the signature’s centroid.
fpg =2 Y (x = xc)P(y = ye)" )
Xy

After window calculation, the size normalization technique is implemented as follows.
The heights of the signatures are normalized to a predetermined value that in this paper is 300.
Moreover, the aspect ratio of before and after preprocessing remains consistent to keep the signature
shape unchanged.

X/:(XX X —X +x,
/ (x—x,) /c 3
Yy =Bx(y—ye)+y.

where x and y are smoothed originate coordinates. x and yl are normalized coordinates. x/c and y;
are the centroid of normalized signature. « and f are the ratio of the normalized signature size to its
original size, given by

— WWUTWI

Poorn,
p= T, @)
anrnl _ W

o

Hnm'm H

where W,or and Hyorm denote the normalized width and height.

Signatures are centered at (0, 0) to normalize their locations. After preprocessing, the signatures
have the same size and location. In this paper, we did not employ translation normalization since
we believe signature’s angle is an out-of-habit feature. Figure 2 shows some examples of original
signatures and corresponding preprocessed signatures.
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Figure 2. Examples of signature preprocessing. (a) Four English or Chinese examples of
original signatures. (b) Window calculated by moment of signatures. (c) Preprocessed results of
corresponding signatures.

2.2. Shape Context-Based Online Signature Verification

In the methods proposed for online signature verification, the dynamics properties of the
signatures, for example, velocity, pressure, acceleration, etc. are widely applied. However, the shape
of signature contains very useful details, which is critical for distinguish a signature between forgery
and genuine one. The method proposed by Gupta and Joyce [33] extracts the dynamics properties of
position extreme points of signatures and achieved better performance. Features based on shape also
have been successively applied in offline signature verification [34].

In this paper, we propose a verification method based on shape context features. Specifically, shape
context descriptor [34,35] is used to extract features of a signature and a cost matrix is computed. After
finding the best one-to-one matching between two signatures’ shape and modeling transformation,
the measurable shape distance is used for classification. To further improve the efficiency, only
trend-transition-points (TTPs) that can represent the shape of a signature roughly are used for
calculating distance.

2.2.1. Shape Context Feature Extraction

Shape context descriptor captures the distribution over relative positions of shape points and the
connectivity properties between features points along curves. Therefore, shape context features not
only provide global characterization of shape but also contain more contextual information within a
certain range of a signature. Besides, shape context descriptor is designed in a way of describing shapes
that allows for measuring shape similarity and the recovering of point correspondences. Traditionally,
the first step is to randomly select a set of points that lie on the edges of two shapes separately. Here
the shape of an online signature is represented by a set of sampled points which in this work is (x;, y;),
i=1,2,..,N. N is the number of sampled points.

Figure 3 shows the shapes and shape context histograms of a reference signature, a genuine
signature and a skilled forgery of one user. Because the writing speed is a kind of relatively fixed and
unique information, the number and distribution of sample points between genuine signature and
reference signature are more similar. Taking one point as the origin of polar coordinate, the shape
contexts of this point can be represented using log-polar histogram. We set five bins for logr and
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12 bins for 6. The number of neighboring points that fall into the very bin is just the histogram value.
Figure 3d-f present the corresponding histograms for certain points. We can see that the difference in
shape context histograms between genuine signature and reference signature is relatively small, while
the histogram of skilled forgeries is quite dissimilar to the reference ones.

(a) (b) (©

(d)

Figure 3. Examples of shape context feature extraction. (a) A reference signature of one user.
(b) A corresponding genuine signature from the same user with reference one. (c) A skilled
corresponding forgery from the same user with reference one. The green square points represent
selected trend-transition-points. (d—f) Shape context histograms for chosen trend-transition-point in
the signatures of (a—c), respectively.

Considering a point p; on the first shape and a point g; on the second shape, denote C;; = C(p;, ;)
as the matching cost of these two points, given by

K k
Cij= C( Pz:‘?] % g Th[[k]]} ”

where J1;[k] and ;[k] denote the k), bin histogram at p; and g; respectively.

For all pairs of points p; on the first shape and g; on the second shape, calculate the cost as
Equation (5) and then we got a cost matrix. The next step is to find the optimal alignment between two
shapes that minimizes total cost. This can be done by the Hungarian method with time complexity of
O(N3). The cost between shape contexts is based on the chi-square test statistic that is not a suitable
distance metric. Thin plate spline (TPS) model is adopted for modeling transformation [35]. After that,
we get the measurable distance of two shapes. The smaller the distance, the more similar these two
shapes, or vice versa. So, if the average distance between test signature and reference signatures is
lower than a threshold, it would be accepted as a genuine signature of its claimed user.

2.2.2. Trend-Transition-Point Selection

The shape context representation of signature should not only capture specific shape features but
also allow considerable variations. Besides, the computational load of distance calculation is closely
related to the number of points. Therefore, with the hope of efficiency improvement and variances
tolerance, a few representative points are selected. Only selected points can participate in shape
distance calculation. In this paper, we propose the TTP selection method.

Trend-transition-points are the points where the curve trends before and after them are completely
different while the trends between two successive TTPs do not have obvious change so that the curve
shape of the segment approximates to a straight line. So, the signature could be re-constructed with
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these points. In our method, local extreme points and corner points are all defined as TTPs. The local
extreme points are selected depending on its value greater or smaller than its neighborhood. The corner
points selection we adopted is proposed in [36,37], which makes use of the smaller eigenvalues of
covariance matrices of regions of support.

Let Si(s;) denotes the region of support (ROS) of point s;, a small curve segment containing itself
and k points in its left and right neighborhoods. That is

Sk(Si) = [S/ = (x]',y]')l]‘:i*k,i*kﬂ’l,-” ,i+k*1,i+k]

where (x;j,y;) are the Cartesian coordinates of s;.

Therefore, the 2 x 2 covariance matrix for points in the segment Si(s;) is calculated. A; and Ag
are two eigenvalues corresponding to the covariance matrix. The smaller eigenvalues Ag can be used
to measure prominence of corners over its ROS. In other words, sharper corner points have the large
As and weaker corners have small one. When the points are on a straight line or on a flat curve, the
As will be very small, even approximate to zero. So, corners can be determined if its Ag exceeds a
predetermined threshold.

Shape contexts are calculated on every point, but only TTPs are used to distance calculation. For
every sample point of signatures, the algorithm is implemented as follows.

Step 1:  If the point is a start point, add it to TTP dataset. Else, go to Step 2;

Step 2:  If the point is an end point, add it to TTP dataset and go to Step 5. Else, go to Step 3;

Step 3:  If the point is an extreme point, add it to TTP dataset. Else, go to Step 4;

Step 4:  If the point is a corner point, add it to TTP dataset. Else, head to next sample point and
return to Step 2;

Step 5:  For all points in TTP dataset, the point with smaller As would be deleted when the distance
of two successive points is lower than a threshold. The process repeats several times until
the distances between points are long enough.

2.3. Function Features-Based Online Signature Verification

One of the advantages of online signature verification is that signature is captured by specialized
sensors-based devices. So dynamic information can be recorded and used for verification, which
makes verification more accurate and reliable. In function features-based methods, a set of function
features, such as position, pressure, velocity, acceleration, etc., is firstly captured. Then matching
between features of the test and the reference and decision-making are implemented.

2.3.1. Function Features Extraction

Usually, lots of features can be obtained directly from the specialized electronic devices. Horizontal
and vertical position, pressure and timestamp of each sample point are the basic measurements. Let
x,Y, p,t be the mentioned basic measurements, n = 1,2,3,... N be the discrete time index of the
temporal functions and N be the time duration of a signature in sampling units [14]. Based on them,
various features can be derived. Among them, 20 frequently used function features are selected.
The features are grouped according to their properties, such as position-related, pressure-related,
velocity-related, acceleration-related, and angle-related. The features are listed in Table 1.
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Table 1. Function features extracted for online signature verification.

Category Description Symbols
x coordinate x(n)
y coordinate y(n)
o Displacement S(n) = /x(n)? +y(n)?
Position-related
oston-relate Change of x coordinate Axy = x(n+1) — x(n)
Change of y coordinate Ayn =y(n+1) —y(n)
Change of displacement AS(n) = \/(Ax(n))2 + (Ay(n))?
; Pressure p(n)
Pressure-related Change of pressure Apn =p(n+1) —p(n)
1 e x velocity vx[n] = %
Ve ity- t . 1)—
Total velocity o(n) = y/vi(n) +0f(n)
x acceleration ax[n] = olntl)veln)

) sg(n)

Acceleration-related  y acceleration ay[n] = D fn-1)
Total acceleration a(n) = y/a%(n) +a3(n)
Centripetal acceleration ac(n) = [vx(n) - ay(n) —vy(n) - ax(n)]/ov(n)
Cosine of the angle cosa — x(n+1)—x(n)
between x-axis and signature curve T VD) —x(n) 2 (y(n+1) —y(n))?
Angle-related Sine of the angle sina — y(n+1)—y(n)

between x-axis and signature curve v/ (x(n+1)=x(n))2+(y(n+1)—y(n))?

Cosine of the angle = vy(n)/v(n)
between x velocity and total velocity cosp = vx(n)/v(n
Angle between x-axis and signature curve  0(n) = tan~! %
vp(n) = D=0

Angle velocity ) = HarD)—tn)

2.3.2. Matching Based on Shape Context-Dynamic Time Warping (SC-DTW)

Feature matching is very critical for function features-based verification. In recent years, DTW
has been widely applied as the matching technique in online signature verification. The DTW method
compress or expand the time axis of two temporal functions locally to make them aligned.

Here are two time series T = (t1, tp, ..., tx) and R = (1,72, ..., 7)) and their lengths are N and M
respectively. The similarity between the 1y, point of T and the 1, point of R are calculated according
to defined similarity rule. All the similarity values constitute a DTW cost matrix denoted by d(m, n)
defined as:

d(m,n) = rm —tu | (6)

The overall distance is calculated as following equation:

D(m,n—1)+C
D(m,n) = d(m,n) + min D(m—1,n—-1) 7)
D(m—1,n)+C

where D(n,m) is the cumulative distance up to the current element and C is gap cost. To alleviate the
situation of signature at different length, the distance is normalized by Equation (8).

D
1= AN ®

DTW has been an effective method of finding the alignment between two signatures with different
length. However, a time series has both numerical nature and shape nature. DTW warps time series
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depending on the similarity of their numerical characteristics as Equation (6) but ignores the shape
properties. It may lead to abnormal alignment sometimes. Zhang and Tang [38] propose a novel
variant of DTW, named SC-DTW. The SC-DTW employs shape context to replace the raw observed
values used in conventional DTW, getting ahead in time series data mining. In this paper, we adopted
the SC-DTW for function features-based verification to further improve the accuracy.
Specifically, the alignment of two point is decided by their shape matching cost of shape contexts,
which means
d(n,m) = Cup )

where Cy;, is defined in Equation (5).

Under this circumstance, a function feature is considered to be a 1-D array and a 2-D shape.
The problem of measuring the similarity of two function features can be translate into how similar
these two shapes. Figure 4 shows the process of SC-DTW. Figure 4a,b are the time series of 11, function
feature v listed in Table 1 of two signatures from the same user. Figure 4c,d are the corresponding
shape context histograms. That the shape context is similar means the sample points in time series are
well matched. Please note that the application of shape contexts is only used to find the alignment
between two time series. The measurable cumulative distance of them is still obtained by the original
cost matrix for the convenience of following classification.

Figure 4. SC-DTW. (a,b) Time series of total velocity v from two signatures and a pair of corresponding
points found by shape context. (c,d) show the shape context histograms of the points marked in
(a,b), respectively.

Given a N x D feature set X(¥), extracted from a reference signature and a N(7) x D feature set
X, extracted from a signature which is claimed to belong to the same user, a D-dimensional vector
z(k) called “similarity feature vector’ can be derived by calculating the similarity between each pair of
corresponding function features using SC-DTW mentioned above.
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2.3.3. Classification Based on Interval-Valued Symbolic Representation

The concept of symbolic data analysis has been applied in the field of document image analysis
and cluster analysis. Interval-valued and histogram-valued symbolic representation can represent the
variability and distribution of feature values. Guru and Prakash [39] extract global features of signature
to form an interval-valued feature vectors and proposed a method for verification and recognition
based on the symbolic representation. Pal and Alaei [5] also propose an interval-valued symbolic
representation-based method for offline verification. In this paper, we first use the interval-valued
symbolic representation to model the similarity features derived from SC-DTW and then build a
classifier for verification.

Let [refy,refa, - - -, refy] be a set of n enrolled reference signatures of user. In addition, denote
D as the similarity feature vector of an user, where D; is the SC-DTW distance of feature r between
signature ref; and ref}, as is showed in Table 2. Each user has a feature vector like that. For the ky,
feature, we compute the statistical mean i and standard deviation oy and the lower and upper bound
of interval value can be computed as Equation (10).

sfo= (e ) o %)

fe = me— a0

f& =+ a0 (10)
Hy = mean(fy)
o = std(fr)

where sfy is the symbolic representation of ky, feature of a user and includes an interval value
and two continuous values. « is a scalar to control the upper and lower limit of each feature.
In addition, the symbolic feature vectors are computed for all users and stored in the template
base for future verification.

Table 2. Similarity feature vector of each individual.

Fea.
Ref. f1 f2 e f -~ fp
refi/refa Diz Diz <o Di, D%
refi/refs Dy; Dy - Diy -+ Dpg
refy/refs D%3 D§3 cee Dy D%
refa/refs Dy D3 -+ Dy - Dy
refi/ref; D}j Dizj ... D% ... D}/?

g

For signature verification problem, the signature is compared with all the reference signatures
belonging to the claimed ID. Let F; = [fy, fi2,- -, fip] denote a D-dimensional feature vector
representing the average SC-DTW distance with reference signatures. In addition, denote sf =
Wt £3) s 51+ o [fopr £7p]] as the reference signatures of the claimed identity described by an
interval-valued symbolic feature vector. Each feature value of the test signature is compared with
corresponding interval in s f to examine whether it lies within the interval. The feature value represents
the dissimilarity of two signatures. That is, the more similar the two signatures, the smaller the value
and the closer to 0. The total value of features of a test signature which fall inside the interval value
decides how this test signatures is similar to genuine ones, as is showed in Equations (11) and (12).
Define A as the measure of measure of degree of authenticity:

o]

A=Y Clflf5 £ o

1

Il
—
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where
2 0 fy <
Clfiir lfyi fi)) =1 i fi; < fu < fF (12)
0 else

If the acceptance count A is greater that a threshold ¢, the test signature will be classified as a
genuine signature of its claimed user. In the user-dependent scenario, every person has its own A
which is computed using those training samples. For each training signature, there is an A we got. For
each person, we compute several A and then average them thus getting A;;. The threshold th equals
to B X Am.

2.4. Two-Stage Online Signature Verification

The forgery can be classified to be two types, named skilled forgery and random one. In real
applications, random forgeries appear more frequently while skilled forgeries occur less. On the other
hand, skilled forgeries are much more difficult to be verified correctly. In this paper, we propose a
method using shape contexts and function features as well as a two-stage strategy for accurate online
signature verification. The shape context-based verification module is firstly used to reject obvious
random forgeries quickly while the function features-based verification module is applied to re-check
the signatures survived from the previous module. In this way, the whole system can achieve higher
accuracy and consume less computation cost at the mean time.

Two metrics named FRR (False Reject Rate) and FAR (False Accept Rate) have been widely used
to evaluate signature verification system. For cascade structure applied in our method, the relationship
of FRR and FAR between the sub-verification modules and the whole system are showed in Table 3,
where p denotes the reject percentage of first sub-verification module. Obviously, p takes the value
smaller than 1.

rn<rp=prn+{1-—prn<n

(13)
p<l=1-pla<a

Table 3. FRR and FAR of individual verification modules and cascade system.

System Framework FRR FAR
Shape Context Module " ay
Feature Function Module &) a

Cascade of two Modules  pri +(1—p)ra (1 —p)az

It can be seen that the performance of the cascade system depends on the thresholds of two
sub-verification modules. If p < 1 and r, is set to be smaller than r,, the cascade system can achieve
better performance than the sub-verification modules in terms of false acceptance rate, which is
illustrated in Equation (13).

3. Experimental Results

3.1. Database and Evaluation Measurement

To evaluate the effectiveness of the proposed method, we run a set of experiments on public
database SVC 2004 Task2. There are 40 users and each user has 20 genuine signatures and 20 skilled
forgeries. These genuine signatures are collected in two sessions, spaced apart by at least one week.
The skilled forgeries are contributed by who could replay the writing sequence of the signatures on the
computer screen and practice the forgeries for a few times until they were confident to proceed to the
actual data collection. The signatures are mostly in either English or Chinese [40]. In our experiments,
for each of the users, we randomly select five male/female genuine signatures for enrolment as
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reference signatures. The signatures are chosen from the first or second session. The remaining
15 genuine signatures (not selected for enrolment) and 20 skilled forgeries are considered for testing
the performance of our proposal. As for the random-forgeries scenario, corresponding to any user,
we randomly select 20 signatures from other users. The trial is conducted ten times for each user.

We evaluate the performance primarily using the Equal Error Rate (EER): which is the error when
false acceptance rate is equal to false rejection rate. We considered two forms of calculating EER:
EER-commonThreshold and EER-userThreshold. EER-commonThreshold is calculated using a global
decision threshold. In this case, all the feature values from all training signatures are used to find an
optimal value based on minimum EER. The same threshold is shared by all users. EER-userThreshold
is using user-specific decision threshold. It is derived from feature values of training samples of each
user. For the respective user, the best threshold corresponds to his/her lowest EER. Since there are
multiple users in the database SVC 2004, the average of EER across all users is applied as overall
performance of the method when using user threshold in our experiments.

3.2. Experiment Results

Performance evaluations of shape context (SC)-based verification and function features (FF)-based
verification method is firstly conducted. Here Skilled and Random denotes skilled forgeries and
random forgeries. In the case of common threshold, the Receiver Operating Characteristic (ROC)
curves are given to evaluate the performance. As for user-dependent threshold set-up, EER of every
user are expressed as histograms.

The results of these two methods are shown in Figures 5 and 6. From the results, we can see that
both the SC and FF method perform well, and the better results are achieved using user thresholds on
random forgery verification. It is a general statement that the usage of user threshold usually can yield
better performance than common threshold, as is proved by the results. For common threshold, it is
difficult to use one value to cover the differences of different individuals. For user threshold, the value
is user-specific, varying from one user to another.

As descried in the previous section, 20 frequently used features are categorized into 5 groups
according to their properties. To achieve best performance and to investigate contributions of different
features, we run a series of experiments. Since only single feature or single feature group cannot
provide enough classification ability for online signature verification, we test several combinations
of feature groups. For clear illustration, we use G1 — G5 to represent the 5 groups: position-related,
pressure-related, velocity-related, acceleration-related, and angle-related. The symbol U denotes
combination of different groups. The experimental results are given in Table 4. From the results, we
can see that using all 20 features performs the best. It is also shown that when velocity-related FF are
removed, verification performance deteriorates a lot.

FRR vs FAR under common threshold of shape contexts method(SC) EERs(%) of shape contexts method(SC)

W

= EER(Random)
= EER(Skilled)

——Skilled

EER

Random

FARCA) #user

(a) (b)

Figure 5. Results of shape context-based verification method (SC). (a) ROC curves under common
threshold. (b) EER of each user under user threshold.
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EERs(%) of function features method(FF)

EMH Hn il

FRR vs FAR under common threshold of function features method(FF)

= EER(Skilled)
= EER(Random)

=
——Skilled &
Random

FARCY) user
(@) (b)

Figure 6. Results of function features-based verification method (FF). (a) ROC curves under common
threshold. (b) EER of each user under user threshold.

Table 4. Comparisons between different group of function features.

Group Not Included Feature Group EER(SF) EER(RF)
GlUG2UG3UG4U G5 None 10.8 4.5
GlUG2UG3UG4 Angle-related 11.5 4.8
GlUG2UG3 UG5 Acceleration-related 12.2 6.3
GlUG2UG4UG5 Velocity-related 13.5 7.2
GlUG3UG4 UG5 Pressure-related 11.8 6.8
G2UG3UG4UG5 Position-related 11.2 59

To compare the performances of SC and FF method more clearly, the experimental results of
two methods are shown together. Figure 7 gives the results of SC and FF method on skilled forgery
while Figure 8 on random one. From the figures, it can be seen that for random forgery verification
the performances of SC method and Feature Function method (FF) are similar while FF method
outperforms SC method much more on skilled forgery verification. As described in the previous
section, SC method is good at extracting global features from signatures with low computation cost,
which are quite effective and sufficient for random forgery verification. FF method extracts more
detailed features, thus achieving better performance than SC method on skilled forgery verification.

FRR vs FAR under common threshold EERs(%) under user-dependent threshold
(Skilled Forgery) (Skilled Forgery)
= = SC method

FF method
~ = aver of SC

——SC method &
2]
FF method

aver of FF

(a) (b)

Figure 7. Results of SC and FF method on skilled forgery. (a) ROC under common threshold.
(b) EER of each user under user threshold. In addition, those dotted lines are the average levels
of corresponding methods.

In real applications, random forgeries occur much more frequently that skilled ones. Based on the
experimental results, a cascade verification method is designed and tested. The shape context-based
verification method is firstly used to reject obvious random forgeries quickly while the function
features-based verification method is applied to re-check the signatures survived from the previous
module. As illustrated in Section 2.4, FRR of SC method should be smaller than function features-based
verification to achieve higher accuracy with lower computation cost. In case of common threshold,
FRR of the SC method is set to be 1% and 65% skilled forgeries and 25% random forgeries can be
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accepted by the second module for re-verification. Figures 9 and 10 give the detailed results on SC
method, function feature method, and the two-stage method. Table 5 shows the detailed results on
EERs. From the results, it can be seen that the two-stage method achieves the best performance with
tolerable computation cost.

FRR vs FAR under common threshold EERSs(%) under user-dependent threshold
(Random Forgery) ) (Random Forgery)
= SC method

FF method
~ —aver of SC
aver of FF

EER

—SC method
FF method

(a) (b)

Figure 8. Results of SC and FF method on random forgery. (a) ROC under common threshold.
(b) EER of each user under user threshold. In addition, those dotted lines are the average levels of
corresponding methods.

FRR vs FAR under common threshold EERSs(%) under user-dependent threshold
(Skilled Forgery) (Skilled Forgery)
== SC method
~——SC method
BF method FF method
—Two Stages -~ aver of SC

| !uh.__
it .Ir t..r..rlmrt

' F/‘\MR(%7‘ ' #uscr
(@) (b)

Figure 9. Results of SC, FF, and two-stage method on skilled forgery. (a) ROC under common threshold.
(b) EER of each user under user threshold. In addition, those dotted lines are the average levels of

corresponding methods.

FRR vs FAR under common threshold EERs(%) under user-dependent threshold

_ (Random Forgery) (Random Forgery)

§ ) ~——SC method &5 = SC method
B FFmethod  * " FF method

& ) = Two Stages
’ —Two Stages -~ aver of SC

aver of FF
- = aver of Two

(a) (b)

Figure 10. Results of SC, FF, and two-stage method on random forgery. (a) ROC under common
threshold. (b) EER of each user under user threshold. In addition, those dotted lines are the average
levels of corresponding methods.

Comparisons with the state of the art on database SVC2004 are given in Table 6. It is not easy to
make fair comparisons of online signature verification methods due to different databases, training,
testing, etc. We select several recently published works which use the same database (S5VC2004 ) with
us. The method proposed by Lai et al. [28] based on GRU network obtained slightly higher EER than
our method. However, it needs more training samples and consumes more computation costs.
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Table 5. Verification results (EER%) of different methods with common threshold and user threshold.

Common Threshold User Threshold

Method Time(s)
EER(SF) EER(RF) EER(SF)  EER(RF)
Shape context-based verification 0.47 174 4.5 10.45 0.5
Function features-based verification 1.26 10.8 43 3.5 0.62
Two-stage verification 1.04 6.92 3.8 2.39 0.3

Table 6. Comparisons with the state-of-the-art works on database SVC2004.

Works Method EER(%)
Song et al., 2016, [41] DTW with SCC 2.89
Liu et al., 2017, [42] Spare representation 2.98
Xia et al., 2018, [6] GMM+DTW with SCC 2.63
Sharma et al., 2018, [9] DTW+warping path alignment 2.53
Lai et.al., 2017, [28] LNPS+GRU 2.37
Proposed method Two-stage verification 2.39

4. Conclusions

In this paper, we propose a two-stage method using SCs and FF for accurate online signature
verification. Features of SCs are extracted from the input firstly and classification of this stage is based
on shape distance metric. Only the inputs passing by the first stage are represented by a set of FF
and verified. To improve the matching accuracy and efficiency, we propose a SC-DTW to compare
the test signature with the enrolled reference ones based on the extracted FF. Then an interval-valued
symbolic representation-based classifier is proposed to decide if the test signature is a genuine one.
The proposed method is evaluated on SVC2004 Task 2 database achieving an EER of 2.39% which is
competitive to the state-of-the-art approaches. The experiment results demonstrate the effectiveness of
the proposed method.
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Abstract: Person verification using online handwritten signatures is one of the most widely researched
behavior-biometrics. Many signature verification systems typically require five, ten, or even more
signatures for an enrolled user to provide an accurate verification of the claimed identity. To mitigate
this drawback, this paper proposes a new elastic curve matching using only one reference signature,
which we have named the curve similarity model (CSM). In the CSM, we give a new definition
of curve similarity and its calculation method. We use evolutionary computation (EC) to search
for the optimal matching between two curves under different similarity transformations, so as to
obtain the similarity distance between two curves. Referring to the geometric similarity property,
curve similarity can realize translation, stretching and rotation transformation between curves, thus
adapting to the inconsistency of signature size, position and rotation angle in signature curves. In the
matching process of signature curves, we design a sectional optimal matching algorithm. On this
basis, for each section, we develop a new consistent and discriminative fusion feature extraction
for identifying the similarity of signature curves. The experimental results show that our system
achieves the same performance with five samples assessed with multiple state-of-the-art automatic
signature verifiers and multiple datasets. Furthermore, it suggests that our system, with a single
reference signature, is capable of achieving a similar performance to other systems with up to five
signatures trained.

Keywords: curve similarity; curve similarity model; curve similarity transformation; similarity
distance; segmentation matching; evolutionary computation

1. Introduction

Biometric authentication has always been a field of primary concern in the security application
field [1,2]. Person authentication or verification using handwritten signatures is one of the most
widely researched behavior-biometrics and the most popular method for identity verification [3].
Usually, signature verification systems can be divided into two categories, namely, off-line and
on-line systems, which have a significant difference. Dynamic signatures are too difficult to imitate
and forge, even for skilled forgers [4] because they are unique and consistent for a given period.
Compared with off-line signatures [5], online signatures are more robust and gain a higher level of
security by monitoring dynamic features like time series of position trajectories, pressure, altitude,
and azimuth. There is a tendency to recover online signatures from offline signature images [6].

Online signature verification can basically be viewed as a problem of similarity discrimination,
whereby a decision must be made about whether a given online signature corresponds to the claimed
identity or not. In a signature verification system, we compare the features of a test signature against
those from a set of genuine signatures of an enrolled user, which can be called reference signatures
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or template signatures. By stable and discriminative feature extraction and selection, there are two
approaches to identify the authenticity of a signature, which can be called the function approach and
the parameter approach.

Signature verification methods based on the parameter approach include the statistical
classification [7,8], neural network [9], support vector machine (SVM) [10], Bayesian decision [11] and
features cluster [12], where some global or local features derived from the original signature signal,
e.g., average speed, pressure, the number of strokes, etc., constitute signature feature patterns or
feature vectors.

The signature verification system based on a function considers each signature signal as a function
of time and verifies the signer by comparing the reference signature with the test signature directly.
Usually, matching procedures or special function parameter calculations are a need between signatures,
requiring more time and space. The common approaches include Dynamic Time Wrapping (DTW) [13],
its improved version [14-19] and the hidden Markov model (HMM) [20,21].

Bonus template matching approaches are considered, and a longest common subsequences (LCSS)
combined elastic distance metrics is also used [22]. A discrete cosine transform (DCT) [23] has been
applied to 44 time signals. A multi-section vector quantization (VQ) approach [24] has been suggested
where all signatures are represented by vectors of the same length. Similar methods such as the Fourier
description [25], wavelet packet and discrete wavelet transform (DWT) [26] have been presented too.

A function-based system utilizes all original information about the signature, and shows better
performance than parameter-based systems. Nowadays, fusion for improving verification accuracy
has become a promising trend, and a combination of parametric approaches and functional approaches
is often adopted in literature [16-18,27].

1.1. Related Work

Although a signature can show individual behavior features, it is more unstable and diverse
than other biometric verification technologies such as fingerprint recognition, iris recognition, face
recognition and so on. Due to changes in the internal and external environment, there are fluctuations
in the size, location and rotation angle of signatures with the same signer at different input times.
In addition, signatures will not maintain high consistency for a long time as writing habits and the
external environment change. As a result, two repetitions of a signature from the same writer never
have an identical appearance [28]. Each person can even have several signatures of diverse styles,
and one style of signature is obviously not suitable for the verification of another style of signature.
Of course, the style variability also makes signature verification better for privacy protection than fixed
biometric recognition technology.

In a traditional signature verification system, a large number of samples are mandatory when
building a reliable statistical classifier and many algorithms even also require skilled forgery samples [29].
Figuring out a stable signature region is also a hot topic in recent research. Similarly [19,29], extraction
of a stable signature region also depends on availabiliy of a large number of training signatures.
In practice, it is often impractical to obtain various signature samples from a signer, which limits the
applicability of a signature verification system.

How to reduce the enrollment signature size is a crucial issue. Another problem is how to reduce
the differences between different signatures, that is, the problem of signature alignment is also a key
problem to be solved.

It is the most widely used and recommended method for size alignment by max-min
normalization [30]. Some template matching methods, such as DTW [14], LCSS [22] and so on,
also apply for alignment. Recently, alighment methods based on Gaussian mixture model (GMM) have
been developed [17], but training a Gauss model requires a large number of samples.

For selecting effective reference signatures, the intra-class variation of genuine signatures can be
quantified with a correlation-based criterion which detects and recovers non-linear time distortions in
different specimens as described in [31].
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A single reference signature system (SRSS) for training with only a single reference signature has
been proposed in [28], which followed the strategy of duplicating the reference signature to enlarge the
training set. In this work, the strategy consists of duplicating the given signature a number of times
and training an automatic signature verifier with each of the resulting signatures and the duplication
scheme is based on a sigma lognormal decomposition of the reference signature.

Nevertheless, in a real situation, it is sometimes difficult to obtain enough signatures from a
signer, especially in commercial applications and forensic covers. Therefore, this paper discusses
the model and method of designing an automatic signature verification system using only one real
reference signature per enrolled signer. Moreover, in this study, it is vitally important to effectively
align the test signature to the reference signature for verification in order to cut down the influence
of fluctuations caused by variances of size, location and rotation angle, which may deteriorate the
performance of verification.

The signature trajectory can be viewed as a 2D/3D curve. The similarity between two signatures
can be measured by curve similarity [32]. Curve similarity is a major category of similarity measure and
a large number of similarity problems can be transformed or abstract into curve similarity problems.

Measuring curve similarity is a common method for curve matching. The curves are usually
assumed to be represented as polygonal chains in the plane and to be measured by distance such as
DTW or Fréchet distance as in [33]. The Fréchet distance, which relies on fewer features, can be applied
for signature verification as proposed in [33].

By computing cumulative distance, DTW provides normalization and alignment as a
computational technique to determine the best match between two curves, which might produce
different sample points. The Fréchet distance belongs to a general class of distance measures that
are sometimes called “dog-man” distances and is a max measure which is outlined in terms of the
maximum leash length over a parameterization. However, two classical curve similarity measures
are sensitive to data anomaly points and cannot adapt to changes in the translation and scaling of
the curve.

1.2. This Paper

Our goal of this paper is to design an automatic signature verification system for a SRSS. To this
end, a new curve similarity measure model and calculation method has been established, which we
call the curve similarity model (CSM). The curve similarity draw lessons from geometric similarity,
and can be adapted to various transformations such as translation, scaling and rotation, and can better
be adapted to the inconsistency of signatures such as signature size, position and rotation angle in the
signature curve.

The procedure presented in this paper considers a rigorous and adaptive CSM to build a robust
SRSS. Therefore, we completed the exploratory work reported in [32], proposed a continuous and
discrete curve similarity model based on transformation, and accomplished the curve optimal matching
calculation based on evolutionary computation (EC) [32]. Based on the characteristics of the SRSS,
a differentiated fusion feature named local similarity score (LSC) is designed for the difference
calculation between two signatures.

The paper is organized as follows: Section 2 introduces the relevant definitions of CSM. Section 3
describes the proposed curve similarity calculation method and process. The fourth section describes
the optimal sectional matching of signature curves and local matching feature extraction for SRSS.
The experimental results will be presented and discussed in Section 3. Conclusions are drawn in the
last section.
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2. Model and Method
2.1. Curve Similarity Model

2.1.1. Original Definition

One curve is typically represented by a function. A definition must be provided to study the
problem of the curve similarity. In geometry, there is a strict definition for shape similarity, which is an
accurate similarity. In engineering applications, due to the large number of error factors, the definition
of fuzzy curve similarity is adopted. Taking a 2D plane curve as an example, a kind of curve similarity
is defined as follows:

Definition 1 ([32]). Given functions f1(x) and fo(x),d(f1, f2) = Cclz|f1 (x) - fz(x)|dx is the distance between
two functions, and also known as the function similarity distance or the curve similarity distance, where [Cq,
C,] is the function definition domain or the definition domain.

Definition 2 ([32]). For a given threshold ¢, if d(f1,f2) < ¢, then fi(x) and f,(x) are similar, otherwise they
are not.

As mentioned above in the definitions of curve similarity distance (CSD) and curve similarity,
the two functions have the same definition domains, that is to say, two curves must be aligned first,
which is very limited in practical application. In most cases, the definition domains of two functions
are different, and it is necessary to perform a truncation, translation, stretching, or even rotation
transformation on a function to calculate the similarity distance.

As shown in Figure 1, given a curve L, the curves L to L3 are new curves obtained after applying
different transformations such as translation or stretching. If the above calculation method is adopted,
the distances between L; to L3 and L are different. Similar problems are available in the calculation of
DTW and Fréchet distances of the curves.

Figure 1. Translation and stretching transformation of curves.

From the perspective of transformation, the above several curves are similar, and the distance is 0.
Therefore, when to measure the similarity between curves, the transformation of the curve should be
taken into consideration. Firstly, a curve similarity distance definition based on curve transformation
may be suggested.
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2.1.2. Improvement Definition

Definition 3. Given functions f1(x) defined on [Ry, Ry] and f(x) defined on [Cy, C31, and make transform
T — f'1(x) = k-fi((x = b)/a) = h, then the minimum distance of all the matching distances between f';(x)
and f>(x) with different transformation T is as follows:

dis(a, b,k h) = [ [T(i(x) = folx)|dx
Ratb |,
- ujilzﬂz |f1 - z(x)|dx
Ry+b
= L5 I (5= 8)/a) == o) O

= [2alkfi() —h-flat+b)dt  t=(x-b)/a
= o alkefi(x) =l = fo(ax +b)|ax

d(f1, f2) = d(f'y, f2) = min{dis(a, b, k,h)} @)

which is called the curve similarity distance of f»(x) to f1(x) under the transformation T, where f;(x) is called the
reference function or the reference curve, f(x) is called the comparison function or the comparison curve, f'1(x)
is called the transform function or the transform curve, T is called a function similarity transformation or a
curve similarity transformation (CST), and dis(a,b,k,h) is called the distance of the two curves under the curve
similarity transformation T.

Obviously, the distance between the two curves is different under different similarity
transformations T, and the curve similarity distance (CSD) is the distance after the optimal matching
of the reference curve for the comparison curve. After the curve similarity transformation, the curve
similarity distance is denoted by min{dis(a,b,k,h)}.

Once the optimal matching of the curves is obtained, the corresponding curve similarity distance
can be obtained, as shown in Figure 2.

Y A
Reference Curve
Comparision Curve
------ Transform Curve
A
< ANV
h T
kH
: < aW- -
«—hH—> . i
> X
OCI R| aR1+b Rg aR2+b Cz

Figure 2. The curve similarity transformation between the two curves.
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From Figure 2, a, k are translational transformations in the horizontal and vertical directions,
respectively, and b, h are scaling transformations in the horizontal and vertical directions, respectively.
Therefore, the similarity of curves based on curve similarity transformation is defined as follows:

Definition 4. Given a reference curve f1(x) and a comparison curve f,(x), for a given threshold e, if d(f; fo) < e,
then the curve f,(x) is called similar to curve f1(x), and vice versa.

2.1.3. Discrete Definition

In engineering applications, the expression of the curve is therefore difficult to obtain, and can
only be represented by an implicit function. By sampling, a continuous curve can be represented
by a set of discrete ordered points. In this way, it is a common problem to measure the similarity of
the two curves, which is to determine the similarity between two discrete ordered sets. As a result,
a discrete curve similarity definition is needed. Similarly, the definition of discrete curve similarity
transformation is given by reference to planar image transformation.

Definition 5. Given one discrete curve F4 = {(x1, y1), (X2, Y2) ... (X, Ym)}, and

T=

SO

0 0
ko 3
ho1

is the curve similarity transformation matrix, where the meanings of a, b, k, h are the same as those described in
Formula (1), corresponding to the translation and scale transformation of the horizontal and translation directions,
respectively. 'y = T-Fo = {(xi, Y1) (5, y5), e, (X y:n)} is called the similarity transformation curve of
F 4, where:
{x;:a~xi+b @
yi=kyi+h

Without any doubt, the transformation matrix T can be more complicated, such as rotation,
mirroring and shearing transformation, and various combinations thereof. Moreover, the definition of
discrete curve similarity distance under the condition of curve similarity transformation can be given.

Definition 6. Given a discrete curve Fo = {(x1, Y1), (X2, Y2) ... (X, Ym)} as a reference curve, another curve
Fp=1{(x'1,y"1), (X2, y"2) ... (x'y, y'u)lis considered as a comparison curve. F'y = T ® F 4 is transformed by a
similarity transformation matrix T from F 5. Among all similarity transformation matrices T, the minimum
distance of all the matching distances between F’ 4 and Fp is as follows:

m

dis(t,a,b,k,h) = % Yy ‘T(xi,yi) - (x']', y’j)|

i1, it
1 & %% ’ ,
=L ¥ |-y
i=1,j=i+t
m
- % )y '(wx,- +bkyi+h) - (x’j,y/j)‘ 5)
i=1,j=i+t
m
=1l ¥ '(wxi +b—x, ki +h—y’j)‘
i=1,j=i+t
m
:% Y \/(a-xi+b—x’j)2+(kyi+h—y’j)2
i=1,j=i+t
D(FA,FB) = D(F,A,FB) = min{dis(t,a, b,k,h)}, (6)

which is called the curve similarity distance of Fg to F 5 under the transformation T. The meanings of a, b,
k, h are the same as those described in Formula (1) and Figure 2, corresponding to the translation and scale
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transformation of the horizontal and translation directions, respectively. Meanwhile, t is the starting point
position of the optimal matching of the reference curve on the comparison curve.

Likewise, the definition of discrete curve similarity is as follows:

Definition 7. Given a discrete reference curve F 4 and a comparison curve Fg, for a given threshold ¢, if D(F4,
Fp) < ¢, then the curve Fy is called similar to curve F 4, and vice versa.

Finally, calculating the similarity distance of the comparison curve to the reference curve is
equivalent to calculating the optimal matching of the reference curve in the sense of the average
distance on the comparison curve after the transformation. Therefore, performing a similarity measure
between two curves requires two steps, one is to calculate the optimal matching, and the other is to
perform threshold discrimination.

In the classic curve matching algorithm DTW, once a curve of two curves is translated or stretched,
the distance measurement between them will be modified. In the curve similarity measure process,
the curve similarity distance calculation depends on a transformation matrix. The characteristics of
the transformation matrix can well prevent the deformation process of the translation, stretching and
rotation of the curve. However, the transformation matrix is sometimes difficult to solve directly.

Accordingly, an evolutionary computation (EC) [32] algorithm has been introduced to obtain
the transformation matrix and the optimal matching interval between two curves by minimizing the
matching distance. The specific search algorithm is introduced later.

2.1.4. Matching Calculation

It can be observed from the definition that the curve similarity distance is the optimal
matching of the reference curve with the comparison curve under different similarity transformations.
Therefore, the matching distance between two curves under different CSTs can be obtained by random
search algorithm. EC is a very effective algorithm for intelligent random search, where the similarity
transformation matrix T is the parameter space of random search.

The whole idea of EC is to generate S random populations POP = {POP(0), POP(1), ... , POP(S — 1)},
each of which corresponds to a set of parameters of CST T and a fitness value fitness = D(F4, Fg) from
Formula (6), where the fitness is smaller, the population is better. At the same time in each iteration
search, each individual will generate new descendants near itself, and the best individuals can be
chosen to enter the next iteration search.

The above process is repeated until the iterative search reaches the maximum number of
iterations, at which point the optimal individual parameters and fitness will be regarded as CST and
CSD, respectively.

At the same time, the parameters (t, a, b, k, ) should meet certain constraint conditions and adopt
real coding for the signature curve matching. The boundary condition of the following system is 0 < ¢
<2n,0.90 <a<1.10,0.90 <k <1.10, =100 < b < 100, and —100 < h < 100, where a and k are elastic scales
in the horizontal and vertical directions, and b and ’ are translations.

The Algorithm 1 process is as follows:
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Algorithm 1. Optimal matching calculation by EC

i=0
Forj=0:S-1Do
//random generation of parameters ¢, a, b, k, h
initial a population POP;(j) = (t, a, b, k, h)
calculate fitness of each member in POP;(j)
End For
While i < Iterations Do
i=i+1
//sorting and classification
order POP;_; by fitness in ascending and divide them into 4 levels
//acceleration search
Forj=0:5-1Do
If POP;_1(j) is at level kind
//where, kind = 1, 2, 3, 4, indicating the classification level of each population
//random generation of new parameters ¢, a, b, k, h in the neighborhood
/fi.e., a = rand(POP;_1(j).a, kind)
generate new kind+1 subpopulations nPOP from POP;_1(j)
calculate fitness of each member in nPOP
//sorting subpopulations
order nPOP by fitness in ascending
//select best subpopulation nPOP as POP;_1(j + S)
POP;_1(j + S) = nPOP(0)
End If
End For
//global selection
order POP;_; by fitness in ascending, where there are 2S populations
select the top S from POP;_; as POP;
End While

When generating new kind + 1 subpopulations from one population, each subpopulation has
different parameter generation range at different level. Generally speaking, the fitness is smaller,
the parameter generation range of each subpopulation is narrower.

Suppose that the j-th population POP()) is at the kind-th level, on which parameter generation
range is GRyjng = kind ® GRq/4, kind + 1 subpopulations nPOP can be randomly generated, here:

nPOP = {nPOP (k)| [nPOP(k) — POP(j)| < GRyia,k = 0 ~ kind } @)

For example, for parameter a, GR;;;sxy = max(a) — min(a). When kind = 1 and a new random number
r=—1or1is generated, a"*“ = 2% 4 v o GRyjpg = 0% + r  GRyyax/4. At the same time, check whether
a"*? satisfies the boundary condition.

The other parameters t, b, k, h all perform similar operations. Therefore, from the new
subpopulation process generated by the parameters represented by each original population,
the parameters of the generated subpopulations are determined according to the classification level of
the original population. Although this parameter is also random, it varies randomly to the original
population by its classification level.

2.2. Proposed System

Online signature verification system can be discriminated by the similarity distance of two
signature curves, where one signature can be called as the reference signature and the other can be
called as the comparison signature. For instance, two signature trajectories can be considered as plane
curves which can be also divided into X curves and Y curves, as shown in Figure 3.
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Figure 3. Two signature curves and their corresponding X and Y curves.

For a reference signature curve and a comparison signature curve, if the similarity distance
between them is sufficiently small, it can be considered that the comparison signature is genuine one,
otherwise it is a forged signature. A block diagram of the proposed system is illustrated in Figure 4.

‘ Enrolled signatures ‘ ‘ Test signature ‘
v v

‘ Reference curve ‘ ‘ Comparison curve ‘
v v

‘ Preprocessing ‘ ‘ Preprocessing ‘
v v

‘ Segmentation ‘ ‘ Segmentation ‘
v v

‘ Segment Matching ‘

‘ Feature extraction and similarity measure ‘

< Decison

‘ Accept/Reject ‘

Figure 4. Block diagram of the proposed system.

Given SignR = {(x1, y1), (x2, y2) ... (xpm, ym)} and SignC = {(x"1, y'1), (x"2, ¥'2) ... (N, Y'N)} as
the reference curve and the comparison curve, respectively. For the calculation of the similarity
distance of the signature curves, if the reference curve is calculated as a whole with the comparison
signature, it will lead to greater errors. Segmentation curve matching can be used to better measure
local differences between curves, which could be common in complex curve similarity measures.
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2.2.1. Preprocessing

As the variations in different signatures have different dynamic ranges, min-max normalization is
implemented in their X and Y coordinates. One signature should be reprocessed as follows:

x — min(x) y—min(y)

- = 2000 i = 1000 X ——————
. ) o ™ max(y) — min(y)

- 8
max(x) — min(x) ®)
where x and y are the original coordinates, and x; and y; are the normalized coordinates.
The normalization scales of horizontal and vertical directions are different, and 2000 and 1000 are taken
respectively to keep the original scale of the signature curve as much as possible.

2.2.2. Segmentation

SignR is divided into K sections and there are m data points of each the reference segmentation
curve. Each the reference segmentation curve can be defined as

(SignR); = {(xt, yo)|t € [Ri, Y], R/ = R; = m}
m = INT(M/K)
Ro = (M=mK)/2

9
Rl‘:R0+(i—])-m ©)
R/ = Ro + i-m
i€[1,K]

where, INT(x) is the integral function.
Likewise for the comparison curve, each possible matching interval corresponding to the reference
segmentation curve can be defined as

(SignC); = {(x's, v’ )|t € [C;, C'1), C"i = Ci = 2n + m)
n =INT(N/K)

Co= (N-nK)/2

Ci=Co+(i-1)yn-n/2-m/2
Ci=Co+(i+1)n—-n/2+m/2
0<C;<Ci<N,ie[lK]

(10)

Here, considering the positional correlation and the deviation between the signature curves, when
the reference signature length of each segmentation is 1, the interval to be matched of the comparison
signature is at least 2 in length, and is offset by n before and after the corresponding segmentation
position. Equivalently, the reference curve swims within the interval to be matched on the comparison
curve to obtain the optimal matching position.

2.2.3. Segmentation Matching
The process of the optimal segmentation matching is as follows:

Step 1: Take the reference signature curve as a template, and divide it into K segments according
to Equation (9).

Step 2: The comparison curve should be divided into K segmentations according to Equation (10).

Step 3: For the i-th segmentation of the comparison curve, search the optimal matching with the
corresponding the i-th segmentation of the reference curve by EC algorithm, and get the similarity
distance d; Meanwhile, the matching distance dx; and dy; of the corresponding X, Y curves can be
calculated based on the current matching result.
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Step 4: Set 0x;, oy; which are the standard deviation of X, Y data points in i-th segmentation of the
reference curve, compare it with the matching distance dx; and dy;, and calculate the similarity score
sx; and sy; of this segmentation, respectively, as in Equations (11) and (12).

{ sx; = h(dx;, ox;, &) + h(dx;, ox;, B) + h(dx;, ox;,7) an
sy; = h(dy;, oyi, @) + h(dy;, oyi, B) + h(dyi, oi,y)
h(d,,6) = 100-exp(-0.56-42/ (/4 + 10)?) )
a=025~05p=1~2,y=2~5

Step 5: Repeat step 3 until all segmentation curves parameters are calculated.

Step 6: Calculate the average of sx, sy as the result outputs of X, Y curves’ similarity measure,
and use the weighted average as the result output of the similarity measure Score of the two curves,
as shown in later Formula (14).

It should be noted that when performing the optimal matching segmentation calculation,
the similarity distance between the two curves can be obtained, which are considered as 2D curves.
Next, the matching distances of the corresponding 1D curves X and Y can be separately calculated.
Obviously, the calculated matching distances are absolute values, and if a similarity evaluation is to be
performed, one threshold is needed to discriminate. For this reason, the similarity average is calculated
using Gaussian functions of three different widths and the absolute distance measure is converted to
a relative measure between 0 and 100. Thus, the discrimination threshold can be unified to a value
between 0 and 100.

A pair of genuine signature curves is adopted for the optimal segmentation matching as seen in
Figure 5. The matching results of X, Y curves are shown in Figure 6, respectively.

A pair of genuine and forged signature curves is adopted for the segmentation matching as seen
in Figure 7. The matching results of X, Y curves are shown in Figure 8, respectively.
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Figure 5. The matching results of two genuine signatures.
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Figure 6. The matching result of X and Y curves between two genuine signatures.
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Figure 7. The matching results of the genuine and the forged signatures.
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Figure 8. The matching result of X, Y curve between the genuine and forged signatures.

The optimal segmentation matching results between three curves are shown in Tables 1 and 2.
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Table 1. Results of segmentation matching between a pair of genuine signature curves (K = 10).

No. [R; R;l Matching ¢ a b k h d dx dy ox oy sx sy

1 [3,17] [0,14] 0 103 36 0.93 10 446 224 278 705 923 779 692
2 [17,31] [15,29] 15 0.99 9 0.92 95 616 117 424 797 2201 941 816
3 [31,45] [27,41] 25 105 -23 090 29 554 207 343 547 1079 738 65.8
4 [45,59] [42,56] 27 099 -11 090 61 554 139 479 235 1302 678 57.8
5 [59,73] [55,69] 27 0.90 6 0.90 61 263 39 218 669 2343 99.1 95.0
6 [73,87] [70,84] 29 106 -86 0.90 68 185 6.6 86 209 1121 895 971
7 [87,101] [82,96] 28 106 -61 1.09 17 663 247 404 1515 251.8 913 863
8 [101,115] [96,110] 29 1.02 31 0.91 62 663 166 474 772 1084 882 509
9 [115,129] [108,122] 28  0.99 8 1.01 37 326 248 147 353 1377 522 942

10 [129,143] [119,133] 26  0.92 66 092 100 447 11.0 438 425 1542 876 686
Average 821 767

Table 2. Results of segmentation matching between a pair of genuine and forged signature curves (K = 10).

No. [R; R;l Matching ¢ a b k h d dx dy ox oy sx sy

[3,17] [2,16] 2 09 32 094 -95 564 151 302 705 923 886 656
[26,40] 26 091 53 0.9 94 1120 96.7 1722 79.7 2201 209 236
[47,61] 31 104 30 093 -63 383 9.0 l6.6 547 1079 938 89.2
[66,80] 30 1.07 13 0.91 53 97.0 266 769 235 1302 383 364
[82,96] 26 094 82 0.9 —-40 502 10.7 593 669 2343 935 718
[73,87] [106,120] 30  1.00 82 0.9 -12 286 79 187 209 1121 853 874

[87,101] [119,133] 23  0.90 76 1.09 -20 617 164 399 1515 2518 96.0 86.6
[101,115] [135,149] 19 0.95 96 091 -30 371 123 291 772 1084 932 729
[115,129] [160,174] 24 095 40 0.9 41 196 45 104 353 1377 971 97.0

10 [129,143] [179,193] 23  1.00 3 0.9 24 396 173 166 425 1542 739 939
Average 781 724

It can be seen from Tables 1 and 2 that for the similarity of X, Y curves is calculated by the same
template signature and segmentations, the similarity between two genuine signatures is usually higher
than that between the genuine and forged signatures. On each segmentation, the similarity calculation
of the X, Y curves depends on the standard deviations of the respective segmentations in the template
signature, as shown in Equation (11). To accurately estimate this deviation, a large number of genuine
and forged signatures are needed for matching calculations and statistics. Obviously, this is difficult
to obtain in practical applications. Here we use the intra-segmentation standard deviation of the
signature segmentation itself and a deviation as the empirical value. In addition, the three control
parameters a, 8, and y are equivalent to controlling the width of the Gaussian function, and are also an
empirical value. Here, @ = 0.4, p = 1.6, y = 3.2 are selected. The changes in these parameters are not
sensitive to the correct rate of the final evaluation results. Due to space limitations, this article will not
discuss them.

2.2.4. Feature Extraction

In the i-th matching interval [R;, R;41], the interval velocity ratio (IVR) of corresponding points is
calculated as follows:

o) = (5= 30)2 + (3~ y)?

;o ERY: _ 2
V= \/(X’j xiq)"+ (y'j y,j—l) (13)
R/ ) ’
o100 . v/-%—l v /+1
VR = grrt j:RZ,-Hmm(”’f“’ 57T
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2.2.5. Similarity Measure

The similarity measure Score of two signature curves is calculated as follows:

Score = w,-LSC 4 wy-GSC
K
LSC = %+ ¥, (0.2sx; + 0.3sy; + 0.5IVR;)
i=1 (14)
GSC = g(M/N)
We+wy =1,w; >0,w, >0

where LSC and GSC are local similarity score and global similarity score, respectively, while w, and wy,
are the corresponding weights. M and N are the lengths of the reference signature and the comparison
signature, respectively.

Here:
0 x<05
g(x) ={ 100 xexp(-2(x-1)*) 05<x<2 (15)
0 x>2

is used to calculate score of the writing time ratio of two origin signatures.

The calculation of the weight is calculated by enumeration, where w, = 0.85 and wy, = 0.15, and the
detailed process is shown in the next Section 3.4.

It is considered that threshold ¢ of the signature verification system is 60 in many cases, and when
Score is greater than 60, it may be distinguished into a genuine signature, and below 60 may be
considered as a forged signature.

This is similar to the 100 point test. Passing more than 60 points is a pass, and below 60 is a failure.
Of course, accurately determining the threshold is also a problem that needs to be studied in depth.
For each user’s signature threshold determination, some other real registration signatures or even
skilled forged signatures are needed. As a single template signature authentication system, only a
reasonable threshold is given here, which is one of the key issues that need to be studied in the future.

3. Experiments

In this section, experiments to evaluate the efficacy of the four datasets are described and signature
verification performances are reported.

3.1. Dataset and Evaluation Protocol

The efficacy of the proposal is demonstrated on the publicly available SUSIG,
SVC2004 Taskl&Task2 and MCYT datasets. The main differences among the four datasets are
the acquisition protocol, device, and signer. In the following, the datasets used in this paper are
briefly described:

(1) SUSIG Visual Subcorpus [34]: This dataset consists of 2820 western signatures from 94 signers with
20 genuine signatures collected in two sessions and 10 skilled forgery signatures (half are highly
skilled) with an LCD touch device. For convenience, this subcorpus is called SUSIG for short in this
paper. The data in SUSIG consists of X, Y, pressure, and timestamp, collected at 100 Hz.

(2)  SVC2004 Taskl Subcorpus [35]: This datasets are acquired with a Wacom graphic tablet. It consists
of 800 English and Chinese signatures from 40 signers with 20 genuine signatures collected in two
sessions and 20 skilled forgeries per signer. For convenience, this subcorpus is called SVC1 for
short in this paper. The data in SVC1 consists of X, Y and timestamp, collected at 100 Hz.

(3) SVC2004 Task2 Subcorpus [35]: It is also composed of 40 signers with the same number of genuine
and forged signatures as in Task1. For convenience, this subcorpus is called SVC2 for short in
this paper. The data in SVC2 consists of X, Y, pressure, azimuth, altitude, timestamp, and button
status, collected at 100 Hz.
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(4) MCYT-100 Subcorpus [36]: It is also composed of 100 signers with 25 genuine and 25 forged signatures.
For convenience, this subcorpus is called MCYT for short in this paper. The data in MCYT consists of
X, Y, pressure, azimuth, altitude, timestamp, and button status, collected at 100 Hz.

Out of these, one genuine signature is selected randomly to be used as reference sample (template),
and the other genuine signatures and all skilled forgeries are used as test samples. Thus, in our work
there are 9480 reference and test signatures from 274 signers to be verified in total.

We adopt EER, i.e., the error rate at which false acceptance rate (FAR) and false rejection rate (FRR)
are equal, as a measure for characterizing verification performance. In order to obtain reliable results
for independent test data, this process of random selection of reference signatures and performance
evaluation is repeated ten repetitions.

3.2. Parameter Determination for EC

Taking the template signature of Figure 5 as an example, the signature is from SVC2004 Task1 signer
#1, with 147 data points. The total number of segmentations K of different data points of the reference
signature is shown in Table 3.

Table 3. Proposal parameter K with different data points of the reference signature.

Order 1 2 3 4 5 6 7 8 9 10
Data Points Count M <100 <150 <200 <250 <300 <350 <400 <500 <600 Other
Proposal K 8 10 12 14 16 18 20 22 24 30

The optimal segmentation matching calculation between the template signature and itself
was executed. The theoretically similarity distance of each segmentation is theoretically zero.
The parameters S and Iterations of the EC are determined by enumeration calculation as seen in
Figure 9, where S = 4, 8, 12, 16, 20 and Iterations = 100, 200, 400, 800. In the abovementioned
optimal segmentation matching calculation, although the global optimal parameters are not obtained,
the different S and Iterations can quickly reach the local minimum. Comprehensive calculation of speed
and accuracy requirements, choose S = 20 and Iterations = 400 as the control parameters for EC.

The optimal segmentation matching calculation with different EC parameters
T T T T T T
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Figure 9. The optimal segmentation matching calculation with different EC parameters.
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3.3. Feature Validity Test

Select 20 genuine signatures and 20 skilled forged signatures of the first signer on SVC1, take one
of the first 10 genuine signatures as a template in turn, and the remaining 19 genuine signatures and
20 skilled forged signatures respectively perform matching calculation, and then calculate sx, sy, IVR,
GSC, LSC, and final Score.

Figure 10a—d show the distribution of similarity differences between genuine and skilled forged
signatures. Signature verification can be regarded as a two-category problem. It can be seen from the
distribution process of the comparison results of the signatures in Figure 10a that only the similarity
of X and Y curves are used, and it is difficult to distinguish the authenticity of each test signature.
From Figure 10b, it can be seen that the IVR has a certain degree of discrimination, but there are
many indistinguishable confusing signatures. However it can be clearly seen in Figure 10c that the
fusion feature LSC and the global feature GSC have a high degree of discrimination. Only a very
small number of test signatures are misidentified. In the Formula (11), the above several features are
merged, and the similarity of the two curves can be used as a one-dimensional index. The discriminant
threshold can be used to directly identify or classify the signature authenticity.

(a) (b)
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Figure 10. One of the first 10 genuine signatures is used as the template signature in turn, and the
remaining genuine and skilled forged signatures are used as the comparison result of the test signatures.
(a) Score X and score Y distribution; (b) Score IVR distribution; (¢) GSC and LSC distribution; (d)
10 templates in turn Score distribution.

In Figure 10d, it can also be clearly seen that different template signatures have different
discriminating thresholds, and the degree of discrimination between genuine and forged signatures
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is also different. Using the #4, #5, and #7 signatures as templates, the signature authenticity can be
completely distinguished, and the #7 template has the largest degree of discrimination.

3.4. Feature Weight Calculation

Let the number of signatures of the template equal one and the weight value w, is increments
from 0 to 1 with the interval 0.05. The signatures of the first four signers on SVC1 dataset are selected
for training to find the optimal w,. On the four signature datasets, the respective EERs under different
weights are calculated. The results are shown in Table 4.

Table 4. EERs under different weights on four datasets.

. Average EER (in %)
Weight
# Train Test
Wg wy, SvC1* SUSIG SVC1 SvVC2 MCYT *

1 0.00 1.00 17.34 4.49 24.20 23.73

2 0.05 0.95 16.56 4.32 22.06 21.66

3 0.10 0.90 15.75 4.13 20.04 19.13

4 0.15 0.85 15.19 3.98 18.47 18.13

5 0.20 0.80 14.63 3.83 17.07 16.66

6 0.25 0.75 14.00 3.68 16.05 15.54

7 0.30 0.70 13.38 3.54 15.16 14.65

8 0.35 0.65 12.50 3.41 14.46 13.97

9 0.40 0.60 12.06 3.26 14.01 13.38

10 0.45 0.55 11.44 3.15 13.53 12.93

11 0.50 0.50 11.06 3.06 13.05 12.59 7.50
12 0.55 0.45 10.50 2.99 12.79 12.43 7.08
13 0.60 0.40 10.25 2.98 12.64 12.25 6.74
14 0.65 0.35 9.81 2.99 12.49 12.22 6.51
15 0.70 0.30 9.31 3.03 12.40 12.16 6.33
16 0.75 0.25 8.94 3.08 12.32 12.13 6.13
17 0.80 0.20 8.75 3.21 12.32 12.15 6.10
18 0.85 0.15 8.63 3.47 12.30 12.25 6.07
19 0.90 0.10 8.64 3.74 12.32 12.42 6.14
20 0.95 0.05 8.81 4.09 12.47 12.66 6.34
21 1.00 0.00 9.88 4.84 12.67 12.91 6.85

* Only choose w, = 0.5~1.0 as there is a long computation time with the most signatures.

From Table 4, it can be seen on the training samples that the minimum EER is obtained when w, =
0.85, and the EERs on the other datasets are 3.47%, 12.30%, 12.25%, and 6.07%, respectively. At this
point, the same minimums are obtained on SVC1 and MCYT datasets. In Figure 11, we can see that
when w, is incremented, the EER value changes to a convex function, and the EER on different datasets
has only a minimum value.

In fact, we can also see that the EER is not much different when w, € [0.6, 0.95], which means that
our weight selection has better robustness, and when w, < 0.3, The EER has increased dramatically.
At the same time, when w, = 0, signature verification actually only depends on GSC the signature
writing time ratio. On the SVC1 and SVC2 datasets, the EER of each is over 20%, and on the SUSIG
dataset, the EER is still less than 5%. It can be seen that the writing time ratio is a better feature
distinguishing the test signature. In addition, SVC1&SVC2 is much higher than the SUSIG dataset in
the difficulty of signature verification of four signature datasets. This can also be obtained from the
whole experimental results.
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Figure 11. EERs and the mean on four signature datasets with different weight w,.
3.5. Experimental Results

Performance of the system with the maximum EER, the minimum EER, the average EER and
the standard deviation of EERs measured in percentage for different number reference signatures of
similarity metrics are shown in Table 5.

Table 5. Performances of the system with different dataset.

EER (in %)
DataSet # of Samples
Average Minimum Maximum
SUSIG 1 3.47 2.27% 4.32%
SVC1 1 12.30 9.62% 14.94%
svC2 1 12.25 9.53% 14.58%
MCYT 1 6.07 3.98% 7.92%

From the results described above, when experiments are implemented on SUSIG, EER = 3.47%
can be the best result based on CSM with five reference samples. As for SVC1&SVC2&MCYT, it can be
provided EER = 12.30%, EER = 12.25% and EER = 6.07%, respectively. For four different datasets and
different number of reference samples, the EERs of test results with #1 template repeated 10 times are
arranged in ascending order, as shown in Figure 12.

20% T T T
[+ SUSIG =+-SVC1 -+ SVC2 +-MCYT]
15% - 1
0% 4;@7 |
5% 1
"
0%| L L Il Il 1 L 1
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Figure 12. EERs of test results with #1 template repeated 10 times for SUSIG, SVC1, SVC2 and
MCYT, respectively.

104



Sensors 2019, 19, 4858

At the same time, it should be emphasized that the deviation of the maximum and minimum values
of EER is more than double almost when #1 sample is randomly selected as templates in ten repetitions
as seen in Table 5 and Figure 12. It demonstrates that the selection of template samples is also essential
and representative template samples can effectively improve the accuracy of signature verification.

In order to demonstrate the effectiveness of our proposed method, we compare the results of our
proposed method with other state-of-the-art methods. It is to be mentioned that each of these methods
have different features and classifiers, and it is difficult to make comparisons between them based
on different datasets. Hence, we just compare the performance of methods which are carried out on
SUSIG, SVC1, SVC2 and MCYT datasets. Nevertheless, the best results methods carried out both on
them are taken for comparative studies, which use five genuine reference signature of a signer for
enrollment. The best EERs reported from the reference works on SUSIG, SVC1, SVC2 and MCYT are
given in Tables 6-9 with one and five genuine reference signatures.

Table 6. Comparative studies of state-of-the-art methods implemented on SUSIG.

Method # of Samples Average EER (in %)
Fuzzy modeling [37] 5 5.38
Histogram + Manhattan [38] 5 4.37
FFT + DTW [25] 5 3.03
DTW_Linear C [34] 5 2.10
35 global feature + FLD [39] 5 1.59
Parzen window + DCT [23] 5 1.49
TASS + RLCSS [26] 5 0.52
Target-wise [28] 1 6.67
Proposed method 1 3.47

Table 7. Comparative studies of state-of-the-art methods implemented on SVC1.

Method # of Samples Average EER (in %)
DTW [40] 5 6.96
DTW + HMM [18] 5 691
LCSS + SVM [22] 5 6.84
Wavelet Packet [41] 5 6.65
TASS + RLCSS [26] 5 5.33
SVC-competition [35] 5 2.84
Target-wise [28] 1 17.25
Proposed method 1 12.30

Table 8. Comparative studies of state-of-the-art methods implemented on SVC2.

Method # of Samples Average EER (in %)
Fuzzy modeling [37] 5 7.57
Function-based + HMM [42] 5 7.14
LCCS-SVM [22] 5 6.84
DTW + HMM [18] 5 6.91
LCSS [26] 5 5.33
Feature selection + DTW [43] 5 3.38
SVC-competition [35] 5 2.89
5 features DTW + VQ [15] 5 2.73
DTW with SCC [17] 5 2.63
Target-wise [28] 1 18.25
Proposed method 1 12.25
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Table 9. Comparative studies of state-of-the-art methods implemented on MCYT.

Method # of Samples Average EER (in %)
DTW + Fourier descriptors [25] 5 722
Symbolic Representation [4] 5 6.12
HMM-+Parzen Window [44] 5 5.29
Time function_LDP [45] 5 5.20
Histogram + Manhattan [38] 5 4.02
Neuro-fuzzy system [46] 5 4.02
Fusion matchers [47] 5 3.81
Dynamic programming [48] 5 3.52
HMM + Viterbi Path [49] 5 3.37
Wavelet coefficients [28] 5 3.21
GMM + DTW [16] 5 3.05
Velocity and pressure partition [50] 5 1.09
Target-wise [28] 1 13.56
Proposed method 1 6.07

Furthermore, it should be pointed out that the performance of a signature verification system
is related to the number of samples used to build the model. Even in some statistical models, true
and false signatures need to be trained. However, in many cases, it is difficult to register a large
number of signatures in the actual system, which also limits the practical applications of many excellent
methods, but for our signature verification system, the requirement for the number of reference
signatures or templates is minimal and even only one signature can be used. Moreover, among the
already known single signature systems, our performance is the best, and is very close to that of
multi-signature systems.

4. Conclusions

The similarity measurement of curves is an old problem. A lot of pattern recognition problems can
be converted into curve similarity problems to study. In this research, we presented a novel signature
verification based on the curve similarity model, which is equally competitive when compared to
other approaches and leads to much simpler and easier matching procedures. Considering internal
and external writing environments being always varied, signatures were effectively aligned to
the reference signature curve by CSM and a curve similarity distance was proposed to make an
assessment the similarity between test signatures and references. Open access signature datasets
SUSIG, SVC2004 Task1&Task2, and MCYT-100 were used in our work, and several experiments were
implemented. Experimental results illustrated that the best matching could be obtained by our proposed
CSM method with one signature template. The error rates EERsysic = 3.47%, EERgyc1 = 12.30%,
EERsyc2 = 12.25% and EERycyr = 6.07% were provided, respectively, which demonstrated the
effectiveness and robustness of our proposed method. The most important thing is the case that our
method can use one signature to authenticate, and the performance of our method is not much different
from that of multi-signature verification systems. Finally, this innovative method opens the door to
new competitions on signature verification using a single signature as reference template.
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Abstract: Although fingerprint-based systems are the commonly used biometric systems, they suffer
from a critical vulnerability to a presentation attack (PA). Therefore, several approaches based on
a fingerprint biometrics have been developed to increase the robustness against a PA. We propose
an alternative approach based on the combination of fingerprint and electrocardiogram (ECG)
signals. An ECG signal has advantageous characteristics that prevent the replication. Combining a
fingerprint with an ECG signal is a potentially interesting solution to reduce the impact of PAs
in biometric systems. We also propose a novel end-to-end deep learning-based fusion neural
architecture between a fingerprint and an ECG signal to improve PA detection in fingerprint biometrics.
Our model uses state-of-the-art EfficientNets for generating a fingerprint feature representation.
For the ECG, we investigate three different architectures based on fully-connected layers (FC),
a 1D-convolutional neural network (1D-CNN), and a 2D-convolutional neural network (2D-CNN).
The 2D-CNN converts the ECG signals into an image and uses inverted Mobilenet-v2 layers for feature
generation. We evaluated the method on a multimodal dataset, that is, a customized fusion of the
LivDet 2015 fingerprint dataset and ECG data from real subjects. Experimental results reveal that this
architecture yields a better average classification accuracy compared to a single fingerprint modality.

Keywords: fingerprint; ECG; presentation attack detection; deep learning

1. Introduction

Biometric systems in which the physiological or behavioral characteristics of humans,
e.g., fingerprints, electrocardiogram (ECG), gait, iris, and face, are captured and utilized for
authentication are increasingly used. Fingerprints are among the most extensively employed biometrics
owing to their several advantages, such as acceptability, collectability, and high authentication
accuracy [1]. The widespread availability of fingerprint-based systems has made them vulnerable to
numerous attacks, mainly presentation attacks (PAs). ISO/IEC 30107 defines a PA as the presentation
of a fraudulent sample, such as an artefact or a fake biological sample, to an input biometric sensor
with the intention of circumventing the system policy [2]. An artefact can be an artificial or synthetic
fingerprint presented as a copy of a real fingerprint, which is also known as a spoof [3]. Figure 1 shows
examples of numerous artefact fingerprint samples created by different artificial materials, such as
gelatin, Play-Doh, and silicon [4]. For fake biological sample-based attacks, a severed or altered finger,
or a finger of a cadaver, is presented to deceive a biometric sensor. The automated process used for
detecting a PA in a biometric system is called PA detection (PAD) [2]. The aim of PAD is discriminating
the bona fide (i.e., real or live) biometric samples from PA (i.e., artefact) samples.
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Gelatin Play-Doh Silicone Wood Glue

Figure 1. Examples of fingerprint artefacts fabricated using different materials. A real image of a
fabricated fingerprint is shown on the left and a scanned image using a fingerprint sensor is shown on
the right [4].

Fingerprint PAD methods can be divided into hardware- and software-based methods [5]. In a
hardware-based method, additional hardware devices are added to the biometric system to capture
additional characteristics indicating the liveness of the fingerprint, such as blood pressure in the fingers,
skin transformation, and skin odor [6-8]. With software-based methods, in contrast, the PAs of the
fingerprints are analyzed by applying image processing techniques on fingerprint images. By exploring
software-based techniques for fingerprint PAD studied in the literature, these methods can be grouped
into handcrafted feature- and deep-learning-based techniques. In handcrafted feature-based techniques,
expert knowledge is required to formulate the feature descriptors, whereas in deep-learning-based
techniques, no such expert knowledge is required.

The local binary pattern (LBP) is one of the earliest and most common handcrafted techniques that
has been investigated for fingerprint liveness detection, in which LBP histograms are applied to extract
the texture liveness information using binary coding [9]. Measuring the loss of information while
fabricating fake fingerprints is utilized in local phase quantization (LPQ) to differentiate between bona
fide and artefact fingerprint images [10]. The Weber local descriptor (WLD) is applied for fingerprint
liveness detection, in which 2D histograms representing differential excitation and orientation features
are applied [11]. Combining these local descriptors such as WLD with LPQ [11], or WLD with LBP [12],
improves the accuracy of detecting the liveness of a fingerprint. A new local contrast phase descriptor
is proposed for fingerprint liveness detection as 2D histogram features composed of spatial and phase
information [13].

Deep learning techniques have recently proven their superiority over traditional approaches in
image classification problems [14,15]. Deep learning techniques have also proven their advantages on
1D signals, including ECG [16-19]. Several studies have investigated the utilization of deep learning
techniques in biometrics systems [20-22], and for fingerprint PAD [23-26]. Convolutional neural
network (CNN) networks have exhibited continuous improvements for spoof detection compared
with handcrafted techniques. An early work that introduced CNN for fingerprint PAD [23] employed
transfer learning using a pre-trained CNN model for detecting fake fingerprints, which achieved
the best results in the LivDet 2015 competition [27]. Another use of deep learning for fingerprint
PAD is presented in [28], where local patches of minutiae have been extracted and processed using a
well-known CNN model called Inception-V3, which achieved state-of-the-art accuracy in fingerprint
liveness detection. A CNN model with improved residual blocks was proposed to balance between
the accuracy and the convergence time in a fingerprint liveness system [29], wherein they extracted
local patches using the statistical histogram and center of gravity. This approach won first place in
the LivDet 2017 competition. A small CNN network was proposed to overcome the difficulties in the
deployment of a fingerprint liveness detection system in mobile systems by utilizing the structure of
the SqueezNet fire module and removing the fully connected layers [24].

Recently, a new group of fingerprint PAD methods have also been considered, which fall outside of
software- and hardware-based approaches and are based on the fusion of fingerprint with a more secure
biometric modality [30,31]. Several researchers investigated the fusion of fingerprints with a variety of
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biometric modalities, such as face, ECG, and fingerprint dynamics, to improve the accuracy and security
of biometric systems [19,32-41]. The fusion of an ECG with other biometric modalities [37,38,42—-46]
has also received attention because the ECG has certain biometric advantages, such as a natural
inherence of the liveness characteristic and a continuous authentication over time [47]. The crucial
location of the heart in the body enables this biometric to be used as a secure modality. Moreover, a
high-quality ECG can be captured from fingers, which make this modality a convenient candidate
for a multimodal fusion with fingerprints [48]. These characteristics render ECG biometrics robust
against PAs and provide them with advantages over other traditional biometrics. Several studies have
considered the fusion of fingerprints and an ECG for PAD in fingerprint biometrics. A sequential
score level fusion between an ECG and a fingerprint was proposed in [37]. Later, this approach was
improved to be appropriate for fingerprint PAD in an authentication system [38]. Another study on
fusing a fingerprint with an ECG was proposed in [36], in which the fusion is achieved at the score
level by applying an automatic updating of the ECG templates. In this study, the authors fused an ECG
matching score with the liveness score to evaluate the liveness of the fingerprint sample, demonstrating
a good performance.

Several recent studies have proposed utilizing a CNN to deal with two-branch networks for
processing video data [49-51]. A CNN network has been introduced into a multimodal biometric
system combining an ECG with a fingerprint [19,52], in which the CNN is used for extracting ECG and
fingerprint features. Although CNN was used in these studies, they did not achieve an end-to-end
fusion in which the CNN is only used as features extractor and the classification carried out by an
independent classifier. Furthermore, these studies focused on authentication performance rather than
fingerprint PAD.

In this study, we propose a novel architecture for fusing a fingerprint and an ECG to detect and
prevent fingerprint PAs. The proposed architecture is learnable end-to-end from the signal level to the
final decision. The proposed method is intended to achieve a high degree of robustness against the PA
targeting of a fingerprint modality. We evaluated the proposed system using a customized dataset
composed of fingerprints and ECG signals.

The main contributions of this paper are listed as follows:

e Proposal of a novel end-to-end neural fusion architecture for fingerprints and ECG signals.

e Anovel application of state-of-the-art EfficientNets for fingerprint PAD.

e Proposal of a 2D-convolutional neural network (2D-CNN) architecture for converting 1D ECG
features into 2D images, yielding a better representation for ECG features compared to standard
models based on fully-connected layers (FC) and 1D-convolutional neural networks (1D-CNNSs).

The remainder of this paper is organized as follows. In Section 2, we introduce our proposed
end-to-end deep learning approaches. In Section 3, we present the datasets and experimental setup
applied. In Section 4, we present experimental results and discussions. Finally, in Section 5, we provide
some concluding remarks and suggest areas of future study.

2. Proposed Methodology

Assume a fingerprint dataset D = {X;, yi}ﬁ 1 composed of N = A + B (where A is the number of
artefact samples and B is the number of bona fide samples), where X; represents the input fingerprint
image and y; is a binary label indicating if a fingerprint is an artefact or a bona fide (real). The aim of
ordinary fingerprint PAD is to detect whether a fingerprint image is a PA (artefact) and differentiate
it from a bona fide fingerprint sample. In this study, we consider ECG signals as an additional
input modality to strengthen the fingerprint PAD system. To this end, the dataset becomes triplet
D= {(X{ , Xf), yi}z 1 Where X{ is the fingerprint image and X? is the ECG signal.

Figure 2 shows the proposed fusion approach, which is composed of three parts, i.e., the fingerprint
branch, the ECG branch, and a fusion module. Detailed descriptions for these branches are provided
in the next subsections.
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Figure 2. Overall architecture of the proposed end-to-end convolutional neural network-based (CNN)
fusion architecture. ECG, electrocardiogram.

2.1. Fingerprint Branch

A fingerprint branch uses state-of-the-art EfficientNets [53] to obtain the feature representations
of a fingerprint as shown in Figure 3 EfficientNets are a family of models that were recently developed
by the Google Brain team by applying a new model scaling method for balancing the depth, width,
and resolution of the CNNs [53]. Their scaling method uniformly scales the dimensions of a network
using a simple and efficient compound coefficient. The compound scaling method enables a baseline
CNN network to be scaled up with respect to the available resources while maintaining a high efficiency
and accuracy. EfficientNets include mobile inverted bottleneck convolution (MBConv) as the basic
building block [54]. In addition, this network uses an attention mechanism based on squeeze excitation
(SE) to improve feature representations. This attention layer starts by applying a global average pooling
(GAP) after each block. This operation is then followed by a fully-connected layer (with weight W) to
reduce the number of dimensions by (1/16). The resulting feature vector s is then used to calibrate the
feature maps of each channel (V) using a channel-wise scale operation with an extra fully-connected
layer with weight W,. SE operates as shown below:

s = Sigmoid(W2(ReLU(W1(V)))), ™

Vs =50V, (2

where s is the scaling factor, © refers to the channel-wise multiplication, and V represents the feature
maps obtained from a particular layer of the EfficientNet.
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Figure 3. Flowchart of a fingerprint branch.
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Furthermore, a novel activation function called Swish is used by an EfficientNet, which is
essentially the sigmoid function multiplied by x according to Equation (3). Figure 4 shows the behavior
of the following Swish activation function:

£(x) = x-Sigmoid (x) 3)
3 Swish
-
|
0
-5 -4 -3 -2 -1 0 1 2 3

Figure 4. Swish activation function [55].

EfficientNet models surpass the accuracy of state-of-the-art CNN approaches on the ImageNet
dataset [56] by minimizing the numbers of parameters and FLOPS, as shown in Figure 5. In this study,
we investigate the baseline EfficientNet-B3 in terms of the feature representations of a fingerprint.
To the best of our knowledge, this is the first time EfficientNets have been used for fingerprint PAD.
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Figure 5. Comparison among EfficientNet and other popular CNN models in terms of ImageNet
accuracy vs. model size [53].

During the experiments, we truncated EfficientNet-B3 by removing its 1000 softmax classification
layer and used the output of the “swish_78” layer as an input to a fusion module, which has the task of
fusing the fingerprint and ECG features, as described later.

2.2. ECG Branch

Regarding an ECG branch, we propose three different feature representation architectures,
FC, 1D-CNN, and 2D-CNN, as shown in Figure 6. The FC architecture is composed of simple
fully-connected layers followed by batch normalization (BN), a Swish activation function, and dropout
regularization to reduce an overfitting, as presented in Figure 6a. The second architecture, 1D-CNN,
is based on the application of 1D convolution operations on the ECG signals. With this architecture,
the ECG signals are fed through three 1D consecutive convolutional layers, the first two layers of which
are followed by a BN, Swish, dropout (0.25), and 1D average pooling, and the last layer is followed by
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a BN, Swish, and 1D average pooling, as shown in Figure 6b. The last architecture, which is one of
the main contributions of the present paper, is based on the idea of converting ECG feature into a 2D
features image using a generator module and then processing the signal using a standard 2D CNN
network, as shown in Figure 6¢. In particular, this architecture learns and reshapes a 1D ECG feature
into a 2D image using fully connected layers. The resulting image is then fed to two consecutives
MBConv blocks to obtain the final 2D representations. Transforming a 1D ECG feature into an image
can play a significant role in achieving powerful 2D convolution and pooling operations when learning
the appropriate ECG features. During the experiments, we show that this architecture allows the
generation of a better representation compared to those based on an analysis of 1D features.
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Figure 6. Details of ECG feature extraction architectures in ECG branch: (a) FC (b) 1D-CNN,
and (c) 2D-CNN.

2.3. Fusion Module

The feature representations obtained from both fingerprint and ECG branches are further processed
using a fusion module. This fusion module is composed of a sequence of layers, as shown in Figure 7.
First, the feature vector of an ECG is concatenated into a fingerprint feature vector to produce a single
global feature vector. The concatenated feature is fed to an additional fully connected layer followed by
a BN, Swish activation function, and dropout (0.5) regularization. Finally, the output of this module is
fed to a binary classification layer using a sigmoid activation function to determine the final fingerprint
class, i.e., an artefact or bona fide.
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Figure 7. Structure of the fusion module.
2.4. Network Optimization

As mentioned previously, the complete architecture proposed in this study is a learnable end-to-end
network using a backpropagation algorithm. If we define the output of the sigmoid function in the final
layer of the trained network as {;, then the distribution of the network output #; follows a Bernoulli
distribution. The determination of the weights W of the network, including those of the fingerprint
and ECG branches, can be carried out by maximizing the following likelihood function:

Lio,w) =5, o -, @)

which is equivalent to minimizing the following log-likelihood function:

LOW) ==Y " yin(5:) + (1= y)in(1-3,). )

The loss function in (5) is usually called a cross-entropy loss function. To optimize this loss, we use
the RMSProp optimization algorithm proposed by Hinton [57], which is considered one of the most
common adaptive gradient algorithms, dividing the gradient by averaging the magnitude of its recent
movement as follows:

) ) IL \?
tl#’), = ). + - ) ®
Wt = Wt—l - a(%) ! (7)

\/E[gz]t,

where E [gz]t represents a moving average of the squared gradients during the iteration process (t),
and é)TL\/ is known as the gradients of the loss function of the weights of the network W. Parameters o
and f are the learning rate and moving average, respectively. During the experiments, parameter § is
set to its default value (8 = 0.9), whereas « is initially set to 0.0001 and is periodically decreased by a
factor of 1/10 for every 20 epochs.

3. Experiments

3.1. Datasets

To evaluate the proposed approach, we used the LivDet 2015 dataset for the fingerprint and real
ECG datasets collected in our lab. LivDet 2015 has approximately 19,000 images divided into two
parts: training and testing. Each part has bona fide (live) and artefact (fake) images captured using
different fingerprint sensors, as shown in Table 1. Numerous materials are used for fabricating the
artefact fingerprint samples, e.g., Ecoflex, gelatin, latex, and wood glue. The testing dataset contains
artefact samples fabricated using various materials, some of which are not used in the training dataset,
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such as OOMOQO and RTV, as shown in Table 2. Figure 8 shows bona fide and artefact samples for the
same subject captured from two different sensors, i.e., Green Bit and Digital Persona sensors.

Table 1. Device and image characteristics of the LivDet 2015 dataset.

Training Testing
Sensor Resolution (dpi) Image Size (pixel)
Live Fake Live Fake
Green Bit 500 500 x 500 1000 1000 1000 1500
Biometrika (Hi Scan) 1000 1000 x 1000 1000 1000 1000 1500
Digital Persona 500 252 x 324 1000 1000 1000 1500
Crossmatch 500 640 x 480 1500 1500 1500 1448

Table 2. Materials used for fabricating fake images in the LivDet 2015 dataset. Some materials in the
testing are unknown during training (underlined).

Sensor Training

Green Bit

Testing

Ecoflex, gelatin, latex, wood glue,

Ecoflex, gelatin, latex, wood glue Liquid Ecoflex, RTV

Biometrika

Digital Persona

Body Double, Ecoflex, PlayDoh,
Crossmatch Body Double, Ecoflex, PlayDoh OOMOO, gelatin

Artefact
Latex Wood Glue

Sensor

Ecoflex

>

Digital
Persona

&

Green Bit

Figure 8. Bona fide and artefact fingerprint samples from the LivDet 2015 dataset captured using
Digital Person and Green Bit sensors. Artefact samples were fabricated using different materials.

For the ECG dataset, we used a dataset collected in our lab. We collected this dataset using
a commercially available handheld ECG device, i.e., ReadMyHeart by DailyCare BioMedical, Inc.
(https://www.dcbiomed.com/webls-en-us/index.html), as shown in Figure 9. We built a database of 656
ECG records captured from 164 individuals collected in two sessions [48,58]. Now, we have extended
this database with a third session to have 10 records for most of the users. The device captures a signal for
15 seconds, digitalizes it and exports it to the computer as an ECG record. Generally, such a signal may
contain different types of noise, such as power-line interface, baseline wanders, and patient-electrode
motion artifacts. In the preprocessing step, we use a band-pass Butterworth filter of order four with
cut-off frequencies of 0.25 and 40 Hz to remove the noises. Then an efficient curvature-based method is
used to detect heartbeats [59,60] and we take the first 10 beats from each record for this experiment.
Figure 10 shows such preprocessed ECG samples from four different subjects.
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Figure 9. ECG data collection using the ReadMyHeart device.
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Figure 10. ECG sample of 10 heart beats from four different subjects.

Owing to a lack of availability of public multimodal datasets containing fingerprint and ECG
signals, we constructed a multi-model dataset from the LivDet 2015 dataset and an ECG dataset.
First, we built a mini fingerprint dataset from the LivDet 2015 dataset, called the mini-livdet2015
dataset, containing images from Digital Persona sensor. This mini-livdet2015 is composed of 70 subjects,
each of which has bona fide and artefact samples (10 and 12, respectively). Subsequently, we randomly
selected the artefact samples from all available fabricating materials. To form this multimodal dataset,
we assigned a random subject from the ECG dataset to each subject from the mini-livdet2015 dataset.
Table 3 describes this new dataset, which is comprised of 70 subjects, each of which has 10 bona fide
and 12 artefact fingerprint samples, and 10 ECG samples.

During training, we feed the network with batches of input triplets that cover both possible classes.
For the bona fide label, we assign a bona fide fingerprint sample with a bona fide ECG sample from
the same subject; i.e., le and X7 are bona fide samples belonging to the same subject. Because we do
not have artefact ECG signals, we assign an artefact fingerprint sample from one subject with a bona
fide ECG sample from another subject (zero-effort ECG sample); i.e., le and Xf are bona fide samples
from two different subjects.

Feeding the network with these inputs allows learning the correlations between bona fide
fingerprint samples and ECG samples of the same subject to correctly predict which samples are bona

119



Sensors 2020, 20, 2085

fide. Furthermore, this network learns how to correctly predict an artefact by learning the features
representing the incoherence between artefact fingerprint sample and a bona fide ECG sample of the
same subjects or between a bona fide fingerprint sample of a subject and a bona fide ECG sample
belonging to different subjects.

Table 3. Description of the customized multimodal dataset, which contains 70 subjects.

Fingerprint ECG
Bona Fide Arteact Bona Fide
Number of samples per subject 10 12 10
Total number of samples 700 840 700

3.2. Experiment Setup

To evaluate the proposed approach, we conducted several experiments. First, we carried out an
initial experiment to evaluate the performance of the fingerprint branch net regarding the detection of
PAs. We compared our results with previous state-of-the-art methods. For this purpose, we utilized
the LivDet 2015 dataset, whereas the fingerprint branch net was trained on the training portion of
the LivDet 2015 and tested on the testing portion of the same dataset. In the second experiment,
we evaluated the three proposed fusion architectures in detecting and preventing the PAs. We then
conducted an experiment to analyze the sensitivity of the highest performing architecture during the
second experiment. To this end, we analyzed the effects of increasing the number of subjects during the
training on the classification accuracy. Finally, we reported the number of parameters and classification
time by the proposed architectures compared with state-of-the-art methods.

For training the network, we use the RMSProp optimizer with the following parameters: 8 is set
to its default value (8 = 0.9), whereas « is initially set to 0.0001 and is periodically decreased by a
factor of 1/10 for every 20 iterations (epochs). For compatibility with the LivDet 2015 competition [27],
the accuracy was used as the evaluation parameter in all of the experiments. The accuracy is defined
as the percentage of correctly classified samples.

All experiments were repeated five times and the average classification accuracy was reported.
The experiments were carried out using a workstation with i9 CPU @ 2.9 GHz, 32 GB of RAM,
and NVIDIA GeForce GTX 1080 Ti (11 GB GDDR5X).

4. Results and Discussions

4.1. Experiments Using Fingerprint Modality Only

Initially, we examined the performance of the proposed fingerprint network based on EfficientNet.
This evaluation allows us to compare the performances of this network in terms of fingerprint PAD
with that of the methods proposed in the LivDet 2015 competition [27]. Table 4 shows the results after
training the network for 50 iterations.

Table 4. Comparison between the results of the proposed fingerprint branch net and the best methods
from the LivDet 2015 competition, where we present the average accuracy %.

Algorithm Green Bit Biometrika Digital Persona  Crossmatch Overall
Nogueira (first place winner) 95.40 94.36 93.72 98.10 95.51

Proposed 94.68 95.12 91.96 97.29 94.87
Unina (second place winner) 95.80 95.20 85.44 96.00 93.92

We can see from the results in Table 4 that the proposed fingerprint network achieves an overall
classification accuracy of 94.87%. A comparison of the reported accuracy of the proposed network
with those reported from the LivDet 2015 competition shows that our method would have been the
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second-best approach. Moreover, the proposed method follows the same behavior as the other two
algorithms in terms of its accuracy for the individual sensors, achieving a high accuracy of 97.29%
for the Crossmatch sensor (i.e., an easy to learn sensor) and a relatively lower accuracy of 91.96%
for the Digital Persona sensor (i.e., a difficult to learn sensor). Furthermore, the proposed method
achieves moderately high accuracies of 94.68% and 95.12% for the Green bit and Biometrika sensors,
respectively. Figure 11 shows the progress of the loss function during the training on the LivDet 2015
dataset (training part). Note that the loss converges at a low number of iterations (nearly 25 iterations).
The reported results confirm the promising capability of the network in detecting PAs, motivating us
to improve it further by proposing a multimodal solution that fuses fingerprints with ECG signals.
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Figure 11. Model loss versus number of epochs (50) by training on LivDet 2015 dataset.
4.2. Fusion of Fingerprints and ECGs

As mentioned previously, owing to the lack of a multimodal dataset containing fingerprints and
ECG modalities, we built a mini-livdet2015 dataset and fused it with the ECG dataset. We used a
Digital Persona sensor, the most difficult sensor used for the LivDet 2015 dataset, as demonstrated
in the previous experiment, and achieved the lowest accuracy 91.96% in comparison to the other
sensors. This mini-livdet2015 contains 70 subjects, each of which has 10 bona fide and 12 artefact
fingerprint samples. We constructed the multimodal dataset by randomly linking each subject from
the mini-livdet2015 dataset to a subject from the ECG dataset, as previously discussed. Before running
the fusion network on this multimodal dataset, we first trained the fingerprint network on the
mini-livdet2015 dataset to obtain an indication regarding its performance, which is considered a
baseline for our fusion mechanism. We obtained an accuracy of 92.98% using 50% of the subjects for
training and 50% for testing, i.e., 35 subjects for training and the other 35 subjects for testing.

After this step, we evaluated the complete architecture using the three proposed feature extraction
solutions (i.e., FC, 1D-CNN, and 2D-CNN). Table 5 shows the average classification accuracy of the
three fusion architectures. Furthermore, the average classification accuracy of the fingerprint network
on the mini-livdet2015 dataset is reported.

Table 5. Average accuracy of three proposed fusion architectures and the fingerprint branch net.
The reported results are achieved on the customized dataset.

Biometric Modality =~ ECG Architecture ~ Average Accuracy %

Fingerprint (No fusion) 92.98

FC 94.99

Fingerprint + ECG 1D-CNN 94.84
2D-CNN 95.32
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The reported results show that fusing fingerprints with ECG data clearly improves the accuracy
of artefact fingerprint detection. The different architectures, namely, FC, 1D-CNN, and 2D-CNN,
achieve accuracies of 94.99%, 94.84%, and 95.32%, respectively, thereby outperforming the accuracy
achieved by fingerprint net (i.e., without applying a fusion). As the results indicate, the 2D-CNN model
achieves the highest accuracy (95.32%) compared with the other two fusion architectures. The high
performance of the 2D-CNN model can be attributed to the conversion of ECG signals into images,
thus utilizing the power of 2D convolution and pooling operations, in addition to the introduction of
MBConv blocks as the main blocks for learning the representative features.

4.3. Sensitivity Analysis of the Number of Training Subjects

During this experiment, we discuss how the number of subjects used for training can affect the
level of accuracy. We repeated the above experiment with different percentages of subjects used for
training (between 20% and 80%), the average accuracy of which is reported in Table 6.

Table 6. Sensitivity analysis of the proposed architectures against the number of training subjects in
terms of the reported testing accuracy (ACC %).

Percentage of Subjects Used for Training

ECG Architecture
20% 30% 50% 70% 80%
FC 89.71 93.90 94.49 93.92 96.17
1D-CNN 89.31 92.45 94.26 93.36 96.95
2D-CNN 90.79 94.08 95.32 95.61 97.10

The reported results show that increasing the number of subjects (70% and 80%) during the
training improves the testing accuracy. Although this behavior is the same for the three proposed
architectures, we can see that the 2D-CNN model consistently outperforms the other two models
with an accuracy of 97.10% when using 80% of the subjects in the dataset for training. In contrast,
decreasing the number of subjects during the training degrades the testing accuracy. Despite the
decrease in testing accuracy, the level achieved is still acceptable (89.71%, 89.31%, and 90.79%) for the
FC, 1D-CNN, and 2D-CNN, respectively when using 20% of the subjects for training.

4.4. Sensitivity with Respect to the Pre-Trained CNN

In order to further assess the sensitivity of the proposed approach with respect to the pre-trained
CNN model, we carried out additional experiments using other well-known pre-trained CNN models:
Inception-v3 [61], DenseNet [62], and residual network (ResNet) [63]. We used these recent pre-trained
models for this experiment as they require a comparatively small number of parameters as shown in
Table 7.

Inception-v3 is one of Inception models family developed by Google [61], in which they introduced
the concept of factorizing of convolutions. Inceptions models are based on increasing the width and
depth of the network, by utilizing a module called inception [64], which contains several convolutional
layers with different filter sizes. The utilization of the inception module allows the Inception model
for a better deal with scale and spatial variations. DenseNet was proposed by Szegedy et al. [62] for
better utilization of computing resources. DeneNet is based on adding connections between each
layer and every other layer in feed-forward fashion, in which each layer receives the feature maps
of all preceding layers as input and feeds its own feature maps as input into all subsequent layers.
ResNet was proposed by He et al. [63] to overcome the difficulties in training deeper networks by
learning residual functions. These residual networks achieved better optimization and generalization
as the depth increases.
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Table 7. Classification Accuracy using different pre-trained CNN models. We used Inception-v3,
DenseNet-169, and ResNet-50.

CNN Model Architecture  #Parameters Average Accuracy %

FC 94.99

EfficientNet-B3 1D-CNN 10M 94.84
2D-CNN 95.32

FC 92.80

Inception-v3 1D-CNN 21M 94.32
2D-CNN 95.20

FC 91.28

DenseNet-169 1D-CNN 12M 92.92
2D-CNN 93.29

FC 93.56

ResNet-50 1D-CNN 23 M 93.68
2D-CNN 94.00

We note from the results in Table 7, that EfficientNet-B3 achieves the highest accuracies in the
three architectures and outperforms the other pre-trained CNNs. The accuracies of EfficientNet-B3 in
the three architecture (94.99%, 94.84%, and 95.32%) consistently exceed the best accuracies of the other
models except for Inception-v3 which achieves a comparable result in the case of 2D-CNN (95.20%).
However, EfficientNet-B3 requires the minimum number of parameters (10 M after removing the top
layers), whereas Inception-v3 and resNet-50 require 21 M and 23 M, respectively (after removing the
top layers). Finally, from the reported accuracies, we note that 2D-CNN outperforms the FC and
1D-CNN for all the pre-trained models (i.e., 95.32%, 95.20%, 93.29%, and 94.00% for EffieicentNet-B3,
Inception-v3, DenseNet-169, and ResNet-50 respectively).

4.5. Sensitivity of the ECG Network Architecture

In order to further assess the sensitivity of the proposed approach with different configurations,
we carried out additional experiments to show the effect of using different configurations of the ECG
branch net on the overall accuracy. Considering that the 2D-CNN architecture proves its superiority over
the FC and 1D-CNN as shown in the previous sections, we reported the experiments that cover applying
different configurations using 2D-CNN architecture. We tested 8 different configurations as described
in Table 8. Let us consider the configuration #8, which is shown in Figure 6¢: (2 fc = (128, 1024),
2 blocks MBConv (64, 128), fc = 128), this means we use two consecutive fully-connected layers of
size 128 and 1024, respectively, in addition to using two consecutive MBConv blocks, of depth 64 and
128, respectively, and finally one fully-connected layer of size 128. The second fully-connected layer
fc (1024) means that the feature vector is reshaped into (32 X 32 X 1) as shown in Figure 6¢.

From the reported results in Table 8, we note the following points. Removing the first
fully-connected layer fc (128) in configuration #1, degraded the accuracy (91.90%), whereas increasing
the feature map in configuration #2 by replacing the second fully-connected layer fc (1024) with fc (4096);
i.e., the feature vector is reshaped into (64 X 64 X 1); will not significantly improve the accuracy (93.56%).
Furthermore, changing the number and sizes of MBConv blocks up to 3 (configurations #6 & #7) or
down to 1 (configurations #3, #4, & #5), produces better accuracies up to 95.56% in configuration #4.
In the proposed configuration #8, we used 2 MBConv blocks, in which the networks achieved the
second best accuracy of 95.32%.
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Table 8. Classification accuracy of 2D-CNN network by applying three different configurations for
ECG architecture.

Configuration Configuration Description Accuracy %
1 2 fc = (1024), 2 blocks MBConv (64, 168), fc = 128 91.90
2 2 fc = (128, 4096), 2 blocks MBConv (64), fc = 128 93.56
3 2 fo= (128, 1024), 1 block MBConv (32), fc = 128 94.82
4 2 fc = (128, 1024), 1 block MBConv (64), fc = 128 95.58
5 2 fc = (128, 1024), 1 block MBConv (128), fc = 128 95.07
6 2 fc = (128, 1024), 3 blocks MBConv (64), fc = 128 94.68
7 2 fc = (128, 1024), 3 blocks MBConv (64, 128, 128), fc = 128 95.20
8 (Proposed) 2 fc = (128, 1024), 2 blocks MBConv (64, 128), fc = 128 95.32

4.6. Classification Time

In this study, we used an EfficientNet with 12 million parameters as the main building block
for the fingerprint branch. This model provides impressive results with a low computational cost.
In particular, our models converge using only 50 epochs. The complete architecture provides an
average classification time for one subject (i.e., fingerprint image + ECG signal) of 30-35 ms (depending
on the architecture), which is faster than previous state-of-the-art approaches (i.e., 128 ms [24] and
800 ms [28]). Recall that the approaches described in [21] and [24] applied solutions using only the
fingerprint modality and networks with a larger number of weights.

5. Conclusions

In this paper, we proposed an end-to-end deep learning approach fusing fingerprint and ECG
signals for boosting the PAD capabilities of fingerprint biometrics. We also introduced EfficientNet,
a state-of-the-art network, for learning efficient fingerprint feature representations. The experimental
results prove the superiority of the EfficientNet over other known pre-trained CNNs in terms of accuracy
and efficiency. For the ECG signals, we proposed three different architectures and configurations FC,
a 1D-CNN, and a 2D-CNN. With the 2D-CNN model, we transformed the ECG features into images
using a generator network. The experimental results obtained on a multimodal dataset composed
of fingerprint and ECG signals reveal the promising capability of the proposed solution in terms
of the classification accuracy and computation time. Although we used a customized database of
fingerprint and ECG signal to validate the proposed method, we intend to use a database of fingerprint
and ECG signal captured simultaneously using a multimodal sensor. Since this type of sensor is not
commercially available, we would like to develop a prototype of such a sensor, create a database of
real multimodal data, and use it for the validation of the proposed method as our future work.
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Abstract: Recently, finger-based biometrics, including fingerprint (FP), finger-vein (FV) and
finger-knuckle-print (FKP) with high convenience and user friendliness, have attracted much
attention for personal identification. The features expression which is insensitive to illumination and
pose variation are beneficial for finger trimodal recognition performance improvement. Therefore,
exploring suitable method of reliable feature description is of great significance for developing
finger-based biometric recognition system. In this paper, we first propose a correction approach for
dealing with the pose inconsistency among the finger trimodal images, and then introduce a novel local
coding-based feature expression method to further implement feature fusion of FP, FV, and FKP traits.
First, for the coding scheme a bank of oriented Gabor filters is used for direction feature enhancement
in finger images. Then, a generalized symmetric local graph structure (GSLGS) is developed to fully
express the position and orientation relationships among neighborhood pixels. Experimental results
on our own-built finger trimodal database show that the proposed coding-based approach achieves
excellent performance in improving the matching accuracy and recognition efficiency.

Keywords: finger features; multimodal recognition; local coding; Gabor filter; LGS

1. Introduction

With the arrival of the informational age and the rapid development of computer technology,
people have higher requirements for the accuracy of biometric identification technology [1]. Compared
with other common biometric traits, finger-based traits (e.g., fingerprint [2], finger-vein [3] and
finger-knuckle-print [4],) have some advantages in uniqueness, anti-counterfeit, user acceptance, and
high security [5-8]. However, affected by the external environment and the inherent differences of
individuals, only relying on finger unimodal biometrics for identity authentication still has many
security risks, which can no longer achieve the high-performance requirements of a user. Hence, fusing
three traits from a finger together should be beneficial to address the person recognition problem [9,10].

However, the quality of three modal finger images is usually degraded seriously due to illumination
variation in skin surfaces, which is unhelpful for reliable feature representation [11-13]. In addition,
the finger trimodal images vary with the finger in pose rotation during imaging, which reduces the
discriminability of images and further decreases the recognition accuracy rate. Therefore, exploring a
robust feature representation method is very favorable for finger-based recognition improvement.

Recently, some researchers have developed some coding-based feature expression methods, which
were often considered to be able to solve the above two problems [14-21]. Ojala et al. first proposed the
classical local binary pattern (LBP) algorithm for facial recognition, which has great rotation invariant
and was insensitive to illumination variation [16]. In 2011, Rosdi et al. proposed a local line binary
pattern (LLBP) algorithm to effectively make use of the position relationships among surrounding
pixels in horizontal and vertical orientations [17]. Meng et al. [19] proposed a local direction coding

Sensors 2019, 19, 2213; doi:10.3390/s19092213 129 www.mdpi.com/journal/sensors
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(LDC) algorithm, which utilized the gradient relationships to express a venous feature for finger-vein
recognition. In 2013, Peng et al. [20] combined the Gabor wavelet and LBP (GLBP) for feature extraction,
which could effectively improve the ability of local and global features representation.

Noteworthy, some methods related to local graph have been presented in succession, and their
variants have been successfully applied to many biometric fields [22-29]. Abusham et al. first
proposed a local graph structure (LGS) algorithm to extract face features, which was insensitive to
illumination [22]. However, the structure was non-symmetric, which led to a feature representation
with no-equilibrium in the left and right neighborhoods. In order to balance feature representation of
neighbor pixels on both sides, Mohd et al. [23] improved the original LGS operator to the SLGS operator
by building a symmetrical structure. In 2015, Dong et al. [24] presented a MOW-SLGS operator for
the representation of vein networks, and used the ELM to accomplish finger-vein image classification.
On the basis of this information, in 2018, Yang et al. [25] put forward the Weber SLGS, which integrated
differential direction features by Weber Law and the local graph structure algorithm. However, these
algorithms still have some limitations in the application of representing finger multimodal features.
On the one hand, the methods above only describe the relationships between the target pixel and its
adjacent ones in a fixed neighborhood, while neglecting the hidden relationships among surrounding
pixels. On the other hand, the assignment of different weights for symmetric pixels on left and right
sides usually results in an imbalance of the feature expression in images.

To effectively overcome these limitations, we propose a Gabor generalized symmetric local graph
structure (Gabor-GSLGS) for finger multimodal fusion recognition, as shown in Figure 1. In the
image capture part, first, a finger imaging device is designed, and a pose correction algorithm is
proposed to reduce pose variations. A robust finger region of interest (ROI) localization approach is
then employed. Secondly, a bank of 6-orientation and single-scale Gabor filters are utilized for finger
ROI image enhancement. Thirdly, based on the proposed GSLGS operator, a local coding algorithm is
developed for finger features representation. The coded trimodal feature images of a finger are then
divided evenly into non-overlapping blocks. Thus, for a finger, we can obtain a feature vector by
concatenating the histograms of all blocks. Finally, by computing the similarities between the obtained
vectors, the matching results can be reported statistically. Experimental results on our established
database demonstrated that the proposed feature description approach exhibits better effects than
other traditional approaches in finger multimodal fusion recognition.

Individual

FP ROI FV ROI FKP ROI
image image image
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Figure 1. Finger multimodal recognition process based on the Gabor generalized symmetric local
graph structure (Gabor-GSLGS).
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The reminder of this paper is organized as follows: The finger trimodal imaging device and the
proposed posture correction are introduced in Section 2. The enhancement methods used for finger
ROI images are described in Section 3. Section 4 details the structure of the proposed local coding
algorithm. A feature matching scheme is employed to implement finger multimodal fusion recognition
and described in Section 5. Section 6 outlines the extensive experiments conducted and presents the
analysis of experimental results in details. Finally, Section 7 presents the summarization.

2. Finger Image Capture and Preprocessing

2.1. Image Acquisition

As shown in Figure 2a, we have developed a homemade image acquisition device to obtain finger
trimodal images. The finger imaging device is designed to capture fingerprint (FP), finger-vein (FV),
and finger-knuckle-print (FKP) images automatically. It is composed of a binocular camera with two
optical filters, a fingerprint acquisition instrument and an array of LEDs at a wavelength of 850 nm.
In the imaging device, the FP images are directly obtained through a fingerprint instrument, which has
a quick collection speed. Based on the imaging characteristics of a finger, the FV images are collected
by using the near infrared (NIR) light to illuminate the palm side of a finger in penetration manner [27].
For FKP modality, we use the principle of reflecting the visible lights source for image acquisition.

For the sake of improving convenient acquisition of images, a collection groove with fixed sizes
is designed in the imaging device, which is used to limit the position of a finger for imaging. It can
effectively avoid, to a large extent, an image mismatch problem caused by the rotation and translation
of a finger. As shown in Figure 2b, the dimensions of our finger imaging device are 10.9 x 9.8 X 17.8 cm
(length x width X height: cm).
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Figure 2. A finger trimodal image acquisition system. (a) the imaging schematic diagram;
(b) a homemade image capture device; (c) a system interface of image acquisition.
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As shown in Figure 2¢, the acquisition program runs on the platform of Windows, and the software
interface is built using C++ language. The top of the interface is designed to display the finger trimodal
images captured in real time. Considering the friendliness of human-computer interaction, a window
on the right side of the system is designed to remind users of the problems in the system operation.

From Figure 2¢, it can be clearly seen that the original captured finger trimodal images have,
to a small extent, still some posture variation. To solve this problem during the acquisition process,
we present the posture correction method for finger trimodal images.

2.2. Posture Correction

Although a collection groove is designed in the acquisition device to fix the position of a finger,
the finger still has a plane rotation at a small range. As the finger plane rotates, the edge line of the
finger changes steadily. Hence, the rotation angle of a finger posture can be calculated and corrected
based on the edge line of the finger. Due to the different illuminations, the edge line of the finger-vein
is easier to detect and process than the finger-knuckle-print. Therefore, the finger in the finger-vein
imaging space is selected to calculate the rotation angle, and then the three modalities are rotated and
corrected together. The calculation process of a finger posture angle is shown in Figure 3.

0 X

YA

(@) (b) (©

Figure 3. Computing finger posture angle. (a) the edge line of the finger; (b) the coordinate extraction
of the finger edge line; (c) finger rotation direction extraction.

At first, the captured finger image is filtered to remove noise, and the edge line of the finger
is detected. Then, the point coordinates of two edge lines are extracted to calculate the midpoint
coordinates. As shown in Figure 3b, {L,} (n =1,2, ..., N) represents the coordinate set in the left edge
line of the finger, and {R;} represents the coordinate set in the right edge line of the finger, X and Y
represent the row and column coordinates of the midpoint {M,,}. The calculation is as follows:

{ Xum, = (Xp, + Xr,)/2 M
Yum, =Y, =Yg,

The linear fitting of the midpoint {M,} by least squares method yields the direction line: I = kx + b,
where: .
L (=) (ym, )

% (-2 @
1

b=7-kx

k=

Finally, according to k, the posture angle 0 of the finger is calculated as follows:
1
6= arctan(ﬁ) (3)

Noteworthy, the center of rotation should select the center of the finger direction line I, which can
reduce the amplitude of the posture swing of the finger and improve the stability of the correction.
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Hence, taking the midpoint My, as the center of rotation and 0 as the angle of rotation, the finger in
the finger-vein imaging space is rotated and corrected. Some original images and corrected images for
the same finger are shown in Figure 4.

From Figure 4, we can see that the proposed posture correction algorithm is effective to solve
the problem of random plane rotation of the finger. This shows that the selection of the hardware
and the posture correction algorithms have achieved better effects in improving the consistency of the

finger posture.
Original 5
Images -
Corrected :
Images S

Figure 4. Some corrected image samples after rotation.

However, from the corrected finger images, we can see that they still contain some unnecessary
backgrounds and uninformative parts. Hence, the captured finger images need to be processed to
implement the regions of interest (ROIs) localization.

2.3. ROI Extraction

Since the imaging principle and acquisition approach of FP, FV, and FKP traits are different,
diverse ROI extraction methods are supposed to be adopted accordingly [2]. In this paper, we apply
the core point detection method to extract the FP ROI image [30], the convex direction coding method
to extract the FKP ROI image [31], and the interphalangeal joint prior method to extract the FV ROI
image [3]. Therefore, the FP, FV, and FKP images are cropped into 152 x 152 pixels, 200 x 91 pixels and
200 x 90 pixels, respectively. Some finger trimodal ROI images are shown in Figure 5.

Figure 5. The finger trimodal region of interest (ROI) images of four fingers. (a) fingerprint (FP) ROIs
samples; (b) samples of finger-vein (FV) ROlIs; (c) finger-knuckle-print (FKP) ROIs samples.
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3. Finger Image Enhancement

In recent decades, Gabor filters have been widely applied in many fields since they not only
extract the texture information in multiple directions of an image, but also reduce the influence of
illumination to some extent [32]. In terms of the abundant texture information of FP, FV, and FKP traits,
with respect to direction, oriented Gabor filters are used here to perform image enhancement.

A Gabor filter consists of a real part and an imaginary part. Generally, the real part is also called
an even-symmetrical Gabor filter, which is suitable for ridge detection in an image [2]. Since these
three modality images of a finger all have their own particular ridge textures, the real part of Gabor
filter can be used to extract the flexible feature information effectively [33]. It can be expressed as

2 2.2
1%, TV Y
G(x, v, 0k fi) = 27_7;7 exp{_i{ k" 7Ok }} COS(ZTkaXQk) 4

a2

where xg, = xcosOy + ysinb, yg, = ycosty — xsinby, o and k=(1,2,..., k), respectively, represent the
scale index and the orientation index, 0 denotes the orientation of the k-th Gabor filter, and f; is the
central frequency of the sinusoidal plane wave. Assuming R(x,y) is an original ROI image, each k-th
Gabor filtered image Ii(x,y) can be obtained by

L(x,y) = R(x,y) *G(x, y, O, fi) @)

where the symbol “+” represents two-dimensional convolution.

First, the original ROI image is convoluted with k-channel Gabor filters. Then, the k Gabor filtered
images are merged into an image I(x,y) by using the competitive coding method proposed in [15].
Some Gabor filtered images are shown in Figure 6. It can be clearly seen that the texture information of
finger images can be effectively enhanced after multichannel Gabor filtering. Based on this, we apply
the coding-based theory to obtain more stable and reliable finger features.

\

45° 157.5° Enhanced Images
Figure 6. The enhanced images of the finger three modalities.
4. Feature Extraction Based on Local Coding Algorithm

To make full use of local position and gradient features between adjacent pixels in Gabor
filtered images, a local coding algorithm based on generalized symmetric LGS is proposed for feature
representation. The specific steps are as follows:

Step 1 The finger trimodal images are respectively enhanced by k-channel even symmetric Gabor
filters in Section 3, and the Gabor filtered images are obtained.
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Step 2 As shown in Figure 7, for each center pixel in the Gabor enhanced images, we respectively
select three pixels in the left and right of # X n neighborhoods (a square area in Figure 7) to constitute
the GSLGS operator in the horizontal orientation. In terms of weight distribution, the weights of
symmetric pixels in the right and left sides maintain equal weights. More details are shown in Figure 7.
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Figure 7. The design of the GSLGS operator (0° direction, 1 = 3).

Since Gabor features of finger trimodal have diverse directions, the information of the surrounding
pixels in multiple orientations should be extracted for efficient feature representation. Centered on the
target pixel, rotating the GSLGS operator counterclockwise by 0y (corresponding to Step 1), the structure
of GSLGS in an arbitrary orientation can be obtained. For instance, when k = 4, the structures of GSLGS
are shown in Figure 8.

A
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(a) 0° (b) 45° () 90° (d) 135°
Figure 8. The GSLGS operator (k = 4).

Step 3 The coding process of the GSLGS operation is shown in Figure 9. In the neighborhood of
left and right sides, these gray values of the pixels are respectively compared in succession starting
from each target pixel. If the value becomes larger, the relationship between the two pixels to be
compared is coded to 1. In contrast, the relationship is coded to 0. The coding calculation process is
expressed as

o 6
F(Gk) = pr(gr —fy)26,r + Z q(gl _fl)26fl, (k —1,2... ,K) o
=1 =
1’ r— Jr = 0,
s { Oi’r —59 >< 0 @)
oo (L85

where g, and f; (g; and f;), respectively, denote values of two adjacent pixels in the right (left)
neighborhood, and F(0y) represent the feature coded value in the 0y orientation.

From Figure 9, we can see that the coded values of the target pixel at 0° and 45°, respectively, can
be obtained according to Equations (6)—(8). Similarly, the same calculation process is done at 90° and
135°. Thus, we calculate the coded values of the central pixel in these four directions as follow:

F(61) = (010100); + (110110) =(0x 32 +1x16 +0x8+1x4+0x2+0x1)+ (1 x32+1x16+0Xx
8+1x4+1x2+0x1)="74.
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F(6,) = (100100), + (000100); = (1 x32+0x16+0Xx8+1x4+0x2+0x1)+(0x32+0x16+0x
8+1Xx4+0x2+0x1)=

F(03) = (100110), + (010110) = (1 x32+0x 16 +0x8+1x4+1%x2+0x 1)+ (0x32+1x16+0 X%
8+1x4+1x2+0x1)=

F(04) = (010011); + (010101) =(0x 32+ 1x16 +0x8+0x4+1%x2+1x1)+(0x32+1x16+0x
8+1X4+0x2+1x%x1)=

) \ Threshold ' /TK’XQ OBlu(;algz)
mo .\”‘ - (. 110110 4
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Figure 9. The coding process of GSLGS operator at 0° and 45°.

Step 4 Inspired by the optimal response of Gabor filters in multiple orientations, we choose the
maximum value among these coded values as the final coded value, which can be defined as

Fx,y) = arg max _ {F{6}) ©)
0,€(0°,180°)

As mentioned above, the final coded value of each target pixel in the Gabor enhanced image can be
obtained according to the GSLGS operator. For instance, the coded value in Figure 7 is: F(x,y) = argmax
{F(61), F(02), F(03), F(04)} = F(01) = 74.

Considering the great capability of a Gabor filter in enhancing texture feature from any
orientation, the GSLGS operator is extended into arbitrary orientations, which has superior orientation
selectivity. Therefore, it can effectively solve image mismatch problem due to finger pose variation.
More importantly, the proposed local coding algorithm can entirely consider the relationships between
each target pixel and its surrounding neighborhoods. In addition, the distribution of weights is
conformable in the symmetric pixels on both sides. Hence, the finger feature representation of local
neighborhoods can maintain balance in the GSLGS operator.

5. Feature Fusion and Matching

In this section, a gray histogram-based feature matching method is used for finger trimodal fusion
recognition, as shown in Figure 10. First, the coded finger trimodal images are uniformly separated
into M non-overlapping division blocks. Then, the M local histograms corresponding to each sub-block
are established, respectively. Assuming that vai(I =1,2,..., M) represents the histogram of the ith
division block in a coded finger-vein image, the global histogram Hp, is defined as

Hp, = (H', H?, -+, HM) (10)
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Figure 10. The fusion of finger trimodal features.

Similarly, Hy, and Hp, represent the global histogram of a coded fingerprint image and
finger-knuckle-print image. Then, the final feature histogram H of a finger trimodal image can
be expressed by

H = (Hpy, Hyo, Hpip) (1n

After the above calculation, we can obtain the feature histogram of each finger sample. Here,
we can use various classification algorithms, such as SVM, ELM and k-NN [34]. In this section,
for convenience, the intersection coefficient between two feature vectors is calculated to determine the
similarity of two individuals [29]. Assuming H;(i) and H,(i) denote the histograms of two samples to
be matched, the similarity can be computed by

¥, min[Hy (1), Ha ()]
=l 12)

where L denotes the dimension of a feature vector to be matched. In the matching process, if the
intersection coefficient sim(-) is >T (similarity decision threshold), it means that the two samples are
similar and are able to be matched. But if the intersection coefficient sim(-) is <T, it means that the
two samples are not matched. Thus, two samples will tend to be more similar as the intersection
coefficient increases. The similarity decision threshold T corresponds to the threshold value when the
false rejection rate (FRR) is the same as the false accept rate (FAR).

6. Experimental Results

In order to verify the proposed coding-based method, a finger trimodal database from a homemade
image acquisition system is used in our experiments. The database contains a total of 17,550 images
from 585 individual fingers (index finger, middle finger, and ring finger) of both hands, and each finger
contains 30 images (10 images per modality). Here, we randomly select 3000 images samples from
100 different individuals, each of which, respectively, contains 10 images on the FP, FV, and FKP traits,
as the experimental database.

Here, the proposed Gabor-GSLGS algorithm is implemented using MATLAB R2014a on a standard
desktop PC which is equipped with Inter Core i5-7400 CPU 3 GHz and 8 GB RAM.
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The detailed experiments are as follows: In Section 6.1, we mainly describe the analysis of the
influence of different parameter selection on the recognition rate. Section 6.2 presents the detailed
comparison of the performance of unimodal and multimodal recognition. The experimental results of
different feature extraction methods are compared in Section 6.3.

6.1. Parameter Selection

6.1.1. Selection of k

On the basis of the above introduction in Sections 3 and 4, we can see that the number of orientations
in the local coding algorithm corresponds to the number of channels in the Gabor filter. Hence, different
k values produce different effects on the performance of the finger multimodal recognition. In order to
find the optimal parameters of k, we evaluate it using two recognition indicators, equal error rate (EER)
and the time cost of feature extraction. EER listed in Table 1 is the error rate where FRR and FAR are
equal. Here, FAR indicates the identification result of incorrect acceptation for an individual, while
FRR demonstrates the result of incorrect rejection. The ROC (receiver operating characteristic) curves
for intersection coefficient measures are plotted in Figure 11, where FAR and FRR are shown in the
same plot at different thresholds.

Table 1. Comparisons on equal error rate (EER) (%) and time cost (single individual).

k 4 6 8
EER (%) 0.042 0.029 0.038
Time cost (s) 0.012 0.017 0.031

—&— k=4
—4— k=6
| ——k=8 ||

FAR .
Figure 11. Receiver operating characteristic (ROC) of different k.

From Figure 11, we can see that the EER is lowest when k is 6. However, as the value of k increases,
the time cost of finger feature extraction also increases. Considering recognition efficiency and accuracy,
the parameter k corresponding to 6 is selected in following experiments.

6.1.2. Selection of Neighborhood and Image Division

Apart from parameters k, the size of the neighborhood 1 X n that constitutes the structure of the
GSLGS operator and the number of image division blocks M are also critical factors for finger trimodal
recognition. Considering that n and M have a great influence on the recognition performance of the
proposed algorithm, therefore, it is important to select suitable parameters. Here, we select different
neighborhoods and image block sizes to perform the experiments. Some EERs of different parameters
are listed in Table 2, with some ROCs shown in Figures 12 and 13.
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Table 2. Comparisons on EER(%) for different parameters.

Neighborhood o ¢ 7x7 8x8 9%9
Blocks
3x3 0.22 0.16 0.086 0.37
5x5 0.08 0.029 0.022 0.024
7x7 0.14 0.075 0.056 0.082
0015 33 | —~—a |
——5x5 —o— 5x5
| —o—=T7x7 ) —A— 7x7
g ‘ EER
0
0 0.005 0.01 0.015 001 YT
FAR : win :
100 (a) M=6 (b) M=7
—a— 33 ‘ [— 3
—6—5x5 —— 5x5
¢ T | —e—7x7
EER EER
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4 5
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x 10
(c) M=8 (d) M=9

Figure 12. ROC of different neighborhoods in M =6, 7, 8, 9.
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Figure 13. ROC of different division blocks M in a 5 X 5 neighborhood.
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From Figure 12, it can be clearly seen that the ROC curves vary by changing n (n = 3,5 or 7,
respectively). This shows that different neighborhoods have different effects on the performance of
finger trimodal recognition. By observing these obtained curves in the condition of the same image
division block, such as M = 6, we find that the EER is lowest when the size of the neighborhood is
selected as 5 X 5 (n = 5). Similarly, when M =7, 8 or 9, respectively, the pixels selected ina 5 x 5
neighborhood for constructing the GSLGS operator also have optimal accuracy. The reason is that a
3 x 3 neighborhood is more sensitive to noise, while the 7 x 7 neighborhood is relatively weak in the
capability of feature expression. However, the 5 x 5 neighborhood is preferred for feature expression
among surrounding pixels and is insensitive to noise. Hence, n = 5 is the optimal parameter for
constructing the proposed GSLGS operator.

The experimental results of different division blocks by using GSLGS with a 5 X 5 neighborhood
are shown in Figure 13. From Figure 13, we can find that the proposed local coding algorithm
obtains the best accuracy when the number of division blocks is 8 X 8 (M = 8). This shows that an
appropriate image division scheme is beneficial for improving recognition accuracy rate. Hence, the
image division blocks M = 8 is an optimal choice for the proposed Gabor-GSLGS approach in finger
trimodal recognition.

6.2. Comparison of Unimodal and Multimodal

The proposed local coding algorithm of finger trimodal can also be applied for finger single modal
recognition. Here, the experiments of finger unimodal and multimodal recognition are performed
when 1 = 5 and M = 8. The experimental results of different modal combinations are listed in Table 3.

Table 3. Comparisons on EER (%) and time cost (single individual).

Modal FP FV FKP FV + FKP FV + FP FKP + FP  FP + FV + FKP
EER (%) 4.26 0.19 0.40 0.20 0.16 0.46 0.022
Time cost (s) 0.015 0.010 0.015 0.021 0.019 0.018 0.029

From Figure 14, we can see that the EER rate of different modal combinations are different. It is
noted that the bimodal combination (FV + FKP and FV + FP) can achieve a better accuracy than single
modal, especially for the FP trait and FKP trait.

0.1 ——FP 09 —o—FV+FKP
—A—FV —E—FV+FP
0.1 —e— FKP 0.0; —#— FKP+FP

EER —A— FP+FV+FKP
0.04 EER

0 002 004 006 008 01 012
FAR FAR

(a) (b)

Figure 14. Comparison results of different modal combinations. (a) ROC of unimodal recognition;
(b) ROC of multimodal recognition.

From Table 3, we can find that three modal combination have the best recognition accuracy, while
the time cost increases with the increase of the modality number. It is noteworthy that in single modal
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recognition, FV trait performs better than FP trait and FKP trait. This shows that the FV trait is the
most dominant trait in the three modalities.

In total, these results show that multimodal fusion recognition performs better than single modal.
The reason is that the multimodal combination can make full use of the discrimination of different
modalities and different modalities can complement each other in multimodal fusion recognition.
However, the computational efficiency of multimodal recognition can still be improved.

6.3. Comparison of Different Methods

In order to further evaluate the proposed local coding method, here we compare it with some
common feature extraction methods (LBP [16], GLBP [20], LLBP [17], SLGS [23], and MOW-LGS [24]).
The ROCs are plotted in Figure 15, and the simulation results are listed in Table 4.

—&—LBP
GLBP
—E—LLBP H
—= SLGS
—+—MOW-SLGS

0. —*— Our method []
g — EER
& ~e—o—o0——o oo

0.015 0.02 0.025

FAR

00 0.005 0.01

Figure 15. Comparisons of different methods.

Table 4. Comparisons on EER (%) and time cost (single individual).

Methods LBP GLBP LLBP SLGS MOW-LGS  Our Method
EER (%) 1.60 0.58 0.74 0.46 0.42 0.022
Time cost (s) 0.129 0.186 0.261 0.110 0.192 0.029

From Figure 15, we observe that the EER of the proposed approach is lowest among these feature
extraction methods. Hence, feature expression based on the proposed coding approach can effectively
address the problem of illumination and finger posture variation in finger trimodal fusion recognition.

From Table 4, we can clearly see that the proposed local coding algorithm not only produces the best
recognition accuracy, and also that the computation cost of feature extraction is also lowest as compared
with other methods. This shows that our method is more robust to finger feature representation.

7. Conclusions

In this paper, a posture correction approach was first designed for reducing the finger pose variation.
To solve the problem that the feature expression method was sensitive to illumination variation and
posture rotation, a novel local coding algorithm was proposed for finger trimodal fusion recognition.
On the one hand, the Gabor filter, to some extent, can effectively reduce the influence of illumination
and noise in an image. On the other hand, the posture correction method and the local coding method
were used to address the problem of finger posture variation. The proposed Gabor-GSLGS algorithm
made full use of the texture features in multiple orientations between surrounding pixels. Furthermore,
the proposed method assigned the same weights in symmetrical pixels, which improved the equilibrium
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of the feature representation of the finger images. The experimental results showed that our method
could improve the accuracy and computational efficiency of finger trimodal fusion recognition.

As part of our future work, we will apply the proposed local coding algorithm to other public
biometric databases. Moreover, we will focus on reducing the dimensions of the feature vector and
improving the efficiency of finger multimodal fusion recognition. At the same time, we will aim to
exploit a more robust and effective fusion method which can integrate multiple modal features for
personal identification.
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Abstract: Vascular pattern based biometric recognition is gaining more and more attention, with a
trend towards contactless acquisition. An important requirement for conducting research in vascular
pattern recognition are available datasets. These datasets can be established using a suitable biometric
capturing device. A sophisticated capturing device design is important for good image quality and,
furthermore, at a decent recognition rate. We propose a novel contactless capturing device design,
including technical details of its individual parts. Our capturing device is suitable for finger and
hand vein image acquisition and is able to acquire palmar finger vein images using light transmission
as well as palmar hand vein images using reflected light. An experimental evaluation using several
well-established vein recognition schemes on a dataset acquired with the proposed capturing device
confirms its good image quality and competitive recognition performance. This challenging dataset,
which is one of the first publicly available contactless finger and hand vein datasets, is published
as well.

Keywords: finger vein recognition; hand vein recognition; contactless acquisition device; public
vascular pattern dataset; biometric recognition performance evaluation

1. Introduction

Biometric authentication is gaining more and more attention and replaces traditional
authentication methods like passwords, signatures and tokens. It offers higher security and increased
user convenience compared to traditional methods. Biometric authentication techniques are based
on so-called biometric traits, which are behavioural or physiological characteristics of a person.
These biometric traits are unique to every person. The most commonly used biometric traits include
fingerprints, face and iris. Recently, vascular pattern based biometrics, especially hand and finger
based vascular patterns (usually denoted as hand and finger vein recognition) have become more
popular as well. Since the first commercial contactless palm vein acquisition device from Fujitsu [1]
became available in 2003, vascular pattern based biometrics have been employed in several application
areas, especially in the banking area [2,3]. Vascular pattern based biometrics have several advantages
over, for example, fingerprints [4]. This biometric trait is based on the patterns formed by the blood
vessels, located underneath the skin, that is, it is an internal biometric trait. While fingerprints are
susceptible to dirt and moisture on the skin, skin damage and abrasion, the vascular patterns are
assumed to be insensitive to these skin conditions. Furthermore, vascular pattern based biometrics
are more resistant to presentation attacks and forgery than are fingerprints and face [4] as the blood
vessels are located beneath the skin and are only visible in near-infrared light.

1.1. Acquisition Principle and Capturing Devices

To render the patterns formed by the blood vessels visible, special acquisition devices are necessary.
These devices are usually denoted as biometric scanners or sensors. The haemoglobin contained in
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the blood, which is flowing through the veins and arteries, has a higher light absorption coefficient in
the near-infrared (NIR) wavelength spectrum (between 700 and 950 nm) than the surrounding tissue.
Hence, the vascular pattern can be rendered visible by applying an NIR light source and capturing
images using an NIR sensitive camera, which resembles the main parts of a finger or hand vein scanner.
There are two distinct configurations depending on the relative positioning of the light source and
the camera—light transmission and reflected light (see Figure 1 for an illustration). In the reflected
light set-up, the camera and the light source are positioned on the same side of the finger/hand,
whereas in the light transmission set-up, both are positioned on opposite sides of the finger/hand. A
further distinction can be made regarding the side of the finger/hand which is captured—palmar or
dorsal. Palmar refers to the bottom side of the finger/hand, while dorsal images are captured from the
top side.

In both finger and hand vein recognition, usually the palmar side is utilised. While reflected
light is the preferred set-up in hand vein recognition, finger vein scanners mainly capture the images
using light transmission or light dispersion [5,6]. These days there are several commercial off-the-shelf
(COTS) solutions for hand as well as finger vein recognition available for a wide range of application
scenarios, from securing a personal computer over additional authentication at an automated teller
machine (ATM) to high security access control systems at industry buildings. However, most of the
COTS solutions have one major drawback for academia and research—the COTS scanners do not
output the raw vein images. Instead, they only provide a template, encoded in a proprietary format
which is defined by the manufacturer. These templates can only be used with the software provided
by the manufacturer, hence limiting the use of those devices in research. Thus, research institutions
began to construct their own, custom capturing devices for finger and hand vein images.

The main contribution of this work is the design of such a capturing device. We propose a fully
contactless, combined finger and hand vein capturing device and the publication of a vascular pattern
dataset, acquired with this device. Contactless acquisition devices have several advantages over touch
based ones. The main advantage is that contactless devices achieve a higher user acceptability, mainly
due to hygienic reasons and easier handling of the devices. Moreover, contactless acquisition preserves
the vascular patterns from distortions [4]. On the other hand, contactless acquisition introduces
some challenges as well—due to the higher degree of freedom in terms of finger/hand movement,
the physical device design as well as the processing of the vascular pattern images has to account for
different types of distortions/artefacts resulting from the image acquisition, including longitudinal
finger rotation [7], finger bending and tilts as well as all kinds of translations and rotations of the
fingers/hand. Besides these types of misplacements, one of the main challenges is to provide a
uniform illumination within the whole range of the allowed relative position of the finger/hand to the
capturing device. In the following we give an overview of related work on finger as well as hand vein

capturing devices.
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Figure 1. Light source and image sensor positioning, left: light transmission, right: reflected light.
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1.2. Related Work

As the proposed capturing device design is a contactless one, we focus on contactless finger and
hand vein capturing devices. While contactless acquisition has become common practice in hand vein
recognition, the majority of the capturing devices in finger vein recognition are still contact based.

Almost all of the widely employed COTS finger vein capturing devices are contact based ones,
capturing the finger from the palmar view using light transmission or light dispersion. The two
major companies providing finger vein authentication solutions are Hitachi Ltd. (Tokyo, Japan) and
Mofiria Ltd (Tokio, Japan). The most commonly used devices include the Hitachi H-1 USB finger vein
scanner [8] and the Mofiria FVA-U3SX [5] as well as the Mofiria FVA-U4ST [6]. As those are commercial
products, not many details about their design have been disclosed, except the recognition performance
according to the manufacturers’ data sheets. Due to the challenges and problems with contactless
acquisition, there are only a few contactless finger vein capturing devices proposed in research. One of
these devices is a mobile finger vein scanner for Android proposed by Sierro et al. [9]. Their prototype
device captures contactless palmar finger vein images using reflected light. The illumination source
consists of 12,850 nm LEDs, organised in 3 groups of 4 LEDs each (wide angle VSMG3700 and SFH4059
LEDs), providing global as well as optimised homogeneous illumination compensation. The power
of each LED group can be adjusted using the Android software. The camera is a low-cost OV7670
colour one, using a CMOS sensor and a wide angle 2.1 mm lens with a maximum resolution of
640 x 480 pixel. They used an additional NIR pass-through filter with a cut-off wavelength of 740 nm.
Another contactless finger vein capturing device was proposed by Kim et al. [10]. This device is
based on NIR lasers and uses light transmission. The NIR lasers are manufactured by Lasiris Laser
in StokerYale, Canada. A laser line generator lens (E43-475 from Edmund optics in Singapore) with
a fixed pan angle is added in order to generate a line laser from the spot laser and should enable
a uniform illumination along the finger. The image sensor is a GF 038B NIR CCD (charge coupled
device) Camera from ALLIED Vision Technologies, Germany, which is equipped with an additional
IR-pass filter. No further details about this device are available, the authors do not even include
an image showing their capturing device in the paper. Another contactless device is proposed by
Raghavendra et al. [11]. Their low-cost capturing device is able to acquire palmar finger vein images
using light transmission as well as fingerprint images in a contactless manner and consists of a NIR
light source, a physical structure to achieve a sufficient light intensity, a visible light source and
a camera including a lens. The NIR light source is composed of 40 TSDD5210 NIR LEDs with a
peak wavelength of 870 nm. The physical structure to achieve a sufficient illumination is wrapped
with aluminium foil. The camera is a DMK 22BUC03 monochrome CMOS camera equipped with
a T3Z0312CS 8 mm lens. The maximum resolution is 744 x 480 pixel. Even though the device is a
contactless one, the images of the capturing device in the paper reveal that the range of motion for the
finger is quite limited in every direction (X, y and z) due to the small opening of the device where the
finger has to be placed in. None of the above mentioned capturing devices uses a special NIR enhanced
camera. Thus, the resulting image quality in combination with an NIR light source is limited. A more
recent device was proposed by Matsuda et al. [12]. It is a contactless walk-through style device which
allows to capture multiple fingers at once in real time. It consists of an NIR camera and a depth camera,
arranged below the finger placing part and an adaptive, multi-light source arranged vertically on the
side of the finger placing part. No further technical details about this device are available but there is
an official website from Hitachi [13] showing some images of the sensor prototype.

In the early stage of hand vein recognition, most capturing devices used almost closed box devices
having a glass plate and some kind of pegs to force the hand to be placed in a defined position [14,15].
The users found this way of providing their biometric inconvenient and thus, the capturing devices
developed from semi contactless ones (e.g., only using some hand attachment or guide [16,17] or a
glass plate only [18]) to fully contactless ones. The following review of contactless hand vein capturing
devices is not exhaustive but shall provide an overview over the major types of different device
designs. The most well-known COTS hand vein authentication system is Fujitsu’s PalmSecure™ [19]
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one. Their capturing device [20] is contactless and small sized: 35 x 35 x 27 mm. There are many
non-commercial devices which have been proposed in several research papers as well, for example,
the capturing device originally used to acquire the CASIA Multi-Spectral Palmprint Image Database
V1.0 [21]. This device captures palmar hand images using six different wavelengths. It is a box with an
opening in the front where the data subject has to put the hand inside. The CCD camera is located at
the bottom of the device and the LEDs in different wavelength spectra are located around the camera.
Sierro et al. [9] also proposed two contactless palm vein capturing device prototypes. Both are using
the reflected light set-up and are equipped with ultrasonic sensors to measure the distance between
the camera and the hand. The first prototype uses 20,940 nm LEDs (TSAL6400) as a light source and a
Sony ICX618 CCD camera in combination with a 920 nm long-pass filter. The second prototype is
able to capture multi-spectral images and uses an additional PTFE (Teflon) sheet to achieve a more
uniform illumination. Michael et al. [22] proposed a low-cost contactless capturing device. It has
one NIR and one visible light camera to capture both, palm vein and palm print images. The NIR
camera has a NIR pass-through filter with a cut-off wavelength of 900 nm. The light source consists
of 3 rows of 8 NIR LEDs and 3 yellowish light bulbs to capture the palm prints. The light source is
covered by a diffusor paper. Zhang et al. [23] presented an approach to match hand veins using 3D
point cloud matching. They use a binocular stereoscopic vision device as contactless capturing device.
The hand is place above an NIR light source, consisting of 850 nm LEDs. Dorsal hand vein and knuckle
shape images are captured by two NIR sensitive CCD cameras in a stereoscopic set-up, both having an
additional NIR pass-through filter. Fletcher et al. [24] developed a mobile hand vein biometric system
for health patient identification. They proposed two capturing devices; the first one uses an android
smart phone in combination with a rechargeable 850 nm LED light source. The second one employs
a low-cost webcam (Gearhead WC1100BLU USB) with integrated 940 nm LEDs and an optical filter,
which is powered and controlled by an Android tablet. Both acquire contactless palmar hand vein
images. Debiasi et al. [25] presented an illumination add-on for mobile hand vein image acquisition.
This device can be used in combination with a modified smart phone (NIR blocking filter removed) to
acquire contactless hand vein images from the palmar as well as the dorsal side. They also published a
dataset containing palmar and dorsal hand vein images in the scope of the PROTECT Multimodal
Biometric Database [26].

While most of the above mentioned capturing device designs are based on low-cost modified
cameras, our design is based on a special NIR-enhanced industrial camera in combination with an
optimal lens and an additional NIR pass-through filter to reduce image distortions and achieve the
best possible image quality. Furthermore, in contrast to other existing designs we employ NIR laser
modules instead of LEDs which enable a higher range of finger movement without impacting the image
quality. Our capturing device is the first of its kind, able to use light transmission as well as reflected
light. Moreover, it is the first combined capturing device, able to acquire finger as well as hand vein
images. Finally, we do not only present a new capturing device design including all its technical details,
but we also publish a corresponding dataset together with image quality and baseline recognition
performance evaluation results on that dataset, which makes this work particularly valuable in the
field of finger and hand vein recognition.

1.3. Main Contributions

The main contributions of this paper are:

e Design of a novel fully contactless combined finger and hand vein capturing device featuring
laser modules instead of NIR LEDs, a special NIR enhanced industrial camera with an additional
NIR pass-through filter to achieve the best possible image quality, an optimal lens and distance
between the finger/hand and the camera to allow for minimal image distortions as well as an
automated illumination control to provide a uniform illumination throughout the finger/hand
surface and to arrive at the best possible contrast and image quality.

148



Sensors 2019, 19, 5014

e Publication of all major technical details of the capturing device design—in this work we describe
all the major components of the proposed capturing device design. Further technical details are
available on request, which makes it easy to reproduce our design.

e DPublic finger and hand vein image database established with the proposed capturing
device—together with this paper we publish the finger and hand vein datasets acquired with
the proposed capturing device. These datasets are publicly available free of charge for research
purposes and the finger vein one is the first publicly available contactless finger vein recognition
dataset. Due to the nature of contactless acquisition, these datasets are challenging in terms of the
different types of the finger/hand misplacements they include.

e Evaluation of the acquired database in terms of image quality and biometric recognition
performance—the images acquired with our sensor are evaluated using several image quality
assessment schemes. Furthermore, some well-established vein recognition methods implemented
in our already open source vein recognition framework are utilised to evaluate the finger and
hand vein datasets. This ensures full reproducibility of our published results. The achieved
recognition performance during our evaluation is competitive with other state-of-the-art finger
and hand vein acquisition devices, validate the advantages of our proposed capturing device
design and prove the good image quality and recognition performance of our capturing device.

The remainder of this paper is organised as follows: Section 2 explains our proposed contactless
finger and hand vein capturing device design, introduces the dataset acquired with the help of the
proposed capturing device and it explains the experimental set-up, including the utilised recognition
tool-chain, the evaluation protocol and the processing of the captured vein images. Section 3 lists the
evaluation results of both, the acquired finger and hand vein dataset in terms of image quality and
recognition accuracy, as well as the recognition accuracy of the considered fusion combinations. A
discussion of the evaluation results, including a comparison with recognition performance results
achieved by other capturing devices is provided in Section 4. Section 5 concludes this paper and gives
an outlook on future work.

2. Materials and Methods

As mentioned in the introduction, a typical finger or hand vein capturing device consists of an
NIR sensitive camera and some kind of NIR light source. In the following, the general design of
our proposed contactless finger and hand vein capturing device as well as all the individual parts,
including technical details and the design decisions are given. Afterwards, the acquired dataset and
the utilised biometric recognition tool-chain are described.

2.1. Contactless Finger and Hand Vein Acquisition Device

Figure 2 shows our contactless finger and hand vein capturing device with all its individual parts
annotated. It consists of an NIR enhanced camera together with a suitable lens and an additional NIR
pass-through filter, two NIR illuminators, one laser module based for light transmission as well as one
NIR LED based for reflected light, an illumination control board, a touchscreen display to assist the
user during the acquisition process and its metal frame together with the wooden housing parts. All its
parts are either standard parts which can be easily bought at a local hardware store or custom designed
parts which are either laser cut plywood or 3D printed plastic parts and can easily be reproduced as
well. The 3D models and technical drawings of those parts are provided on request. The following
list summarises the main advantages and differences of our proposed design over the existing ones
presented in Section 1.2.
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Figure 2. Contactless finger and hand vein capturing device, from left to right: device in use during
acquisition, side view with annotated parts, top side view and bottom side detail view, housing

including dimensions.

e Reflected light as well as light transmission—it is the first acquisition device of its kind, able to
acquire reflected light as well as light transmission images. This extends the range of possible
uses of this capturing device and speeds up the acquisition process if both types of illumination
set-ups shall be investigated.

®  Suitable for finger as well as hand vein images—it is possible to acquire palmar finger as well as
hand vein images with the same device. Again, this is the first capturing device able to acquire
both using the same device. In the default configuration, finger vein images are captured using
light transmission while hand vein images are captured using reflected light but this can be
changed in the set-up so there is a high flexibility in terms of possible acquisition configurations.

e NIR laser modules for light transmission illumination—the application of NIR laser modules
has not been that common in finger vein recognition so far. In a contactless acquisition set-up,
laser modules exhibit several advantages over LEDs, especially if it comes to increased range of
finger/hand movement as well as an optimal illumination and image contrast [27]. Hence, we
decided to equip our capturing device with NIR laser modules.

e [llumination control board and automated brightness control algorithm—the integrated brightness
control board handles the illumination intensity of both, the light transmission and the reflected
light illuminators. Each of the laser modules in the light transmission illuminator can be brightness
controlled separately and independent from the others. This illumination control in combination
with our automated brightness control algorithm enables an optimal image contrast without
having the operator do any manual settings.

e Special NIR enhanced industrial camera—our capturing device uses a special NIR enhanced
industrial camera. In contrast to modified (NIR blocking filter removed) visible light cameras,
those NIR enhanced camera have an increased quantum efficiency in the NIR spectrum. This
leads to a higher image contrast and quality compared to cheap, modified visible light cameras.

e  Optimal lens set-up and distance between camera and finger/hand—in contrast to many other,
mainly smaller devices (in terms of physical size of the device), we decided to use a lens with a
focal length of 9 mm. This allows for minimal image distortions all over the image area, especially
at the image borders at the cost of an increased distance between the camera and the finger/hand.
Hence, our capturing device is rather big compared to others.

e Easy to reproduce design—in contrast to most other proposed capturing devices, for which only
very few details are available, we provide references to the data sheets and technical details
of all of the capturing device’s parts. Furthermore, we provide the 3D models and technical
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drawings for the frame parts and the 3D printed parts on request. Hence, it is easy to reproduce
our proposed capturing device design.

e  Fast data acquisition—due to the automated brightness control and the automated acquisition
process, sample data acquisition is fast. Capturing a hand vein image only takes less than a
second and capturing a finger vein images takes between 2—4 s once the data subject placed their
finger /hand.

*  Ease of use during data acquisition—in contrast to other available vein capturing devices, for our
proposed device the data subjects do not need to align their fingers/hands with some contact
surface or pegs. This is one of the main advantages of our contactless design, making the data
acquisition easier for the data subjects as well as for the operators. The automated illumination
control algorithm and the intuitive graphical capturing software further contribute to a smooth
and easy data acquisition process. Moreover, the integrated touchscreen display assists the data
subjects by indicating which finger/hand to place at the sensor, how to place it and indicates
potential misplacements.

e  Biometric fusion can be employed to increase the recognition performance—our proposed
capturing device acquires finger vein images as well as hand vein images using two different
wavelengths of illumination. Hence, it is easily possible to increase the recognition performance
by applying biometric fusion at sensor level with different fusion combinations. An evaluation of
selected combinations is done in Section 3.3.

After this general overview of our capturing device we now describe its individual parts.

2.1.1. Camera, Lens and Filter

The camera is an IDS Imaging UI-ML3240-NIR [28] with a maximum resolution of 1280 x 1024
pixels and a maximum frame rate of 60 fps. It is based on the EV76C661ABT CMOS monochrome
image sensor, having a colour depth of 8 bit, a maximum resolution of 1.31 Megapixels, with a pixel
size of 5.3 pm and a sensor diagonal of 1/1.84 inches. The main advantage of this camera compared
to modified webcams and other visible light cameras is that it is an NIR enhanced industrial camera,
which is specifically designed to achieve a high quantum efficiency within the NIR spectrum. Due
to its increased NIR sensitivity, an NIR enhanced camera achieves a higher image contrast in the
NIR spectrum than a visible wavelength one, which is shown in Figure 3 left, depicting its quantum
efficiency chart. The peak wavelengths of our NIR LEDs (850 nm + 950 nm) and NIR laser modules
(808 nm) are within the increased sensitivity range of the image sensor.

The camera is equipped with a Fyjifilm HFOHA-1B 9 mm fixed focal lens [29]. A lens with an
increased focal length has less image distortions but requires a larger distance from the finger, thus
increasing the overall size of the scanner. A shorter focal length reduces the minimum distance to the
finger but increases the image distortions, especially at the image boundaries. Thus, we decided to use
a 9 mm focal length as the best trade-off between the distance to the finger, that is, the overall scanner
dimensions and the image distortions introduced due to the lens. A MIDOPT FIL LP780/27 [30] NIR
pass-through filter is mounted on top of the lens to further suppress the negative influence of ambient
light. The filter transmission chart is depicted in Figure 3 on the right.

2.1.2. Light Sources—Reflected Light and Light Transmission

The capturing device uses two different light sources—a light transmission and a reflected
light one. The light transmission illuminator consists of 5 laser diodes [31] including an adjustable
constant-current laser diode driver printed circuit board (PCB) [32] and a TO-18 housing with a focus
adjustable lens [33] for each of the laser modules (the combination of laser diode + control PCB +
housing is denoted as laser module or laser). The laser diodes have a peak wavelength of 808 nm and
an optical output power of 300 mW. Each laser module can be brightness controlled separately. The
main advantages of the laser modules over LEDs is their higher optical output power and their narrow
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radiation half angle. This enables a higher degree of vertical finger movement without degrading the
image quality [27].
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Figure 3. (Left) IDS UI-ML-3240-NIR quantum efficiency chart, (right) LP780 transmission chart.

The reflected light illuminator consists of 2 individual illuminators, one at each side of the camera
(left and right). Each illuminator is composed of two rows of 8 LEDs each. The first row consists of
850 nm LEDs (Osram SFH 4550 [34] with a radiation half angle of £3° and a max. radiant intensity of
700 mW /sr). The second row consists of 950 nm LEDs (Vishay Semiconductors CQY 99 [35] with a
radiation half angle of £22° and a maximum radiant intensity of 35 mW /sr). These two types of LEDs
have peak wavelengths that are within the recommended spectrum for vascular pattern recognition.
Each row can be brightness controlled as well, however only the whole row instead of each individual
LED can be set to a certain brightness level. The emission spectra of the 850nm LEDs and the NIR laser
modules can be seen in Figure 4, left and right, respectively.
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Figure 4. Emission spectrum of the 850nm near infrared (NIR) LEDs (left) and the NIR laser modules
(right), taken from the data sheet [34].

2.1.3. Illumination Control Board and Brightness Control Algorithm

The schematic structure of the control board is depicted in Figure 5. The two main components of
the illumination control board are an Arduino Nano board [36] and a Texas Instruments TLC59401 [37].
The Arduino Nano is a complete, breadboard-friendly microcontroller development board based on
the Microchip ATmega328P microcontroller [38,39]. The Texas Instruments TLC59401 is an integrated
16-channel LED driver with dot correction and greyscale pulse width modulation (PWM) control
enabling a convenient brightness control of LEDs without the need for external components like
dropping resistors. Each output can be controlled separately (4096 steps) and has a drive capability of
120 mA. It operates as a constant-current sink and the desired current can be set using one external
resistor only. In addition there are external PNP transistors (BC808-25 [40]) to drive the laser modules as
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their operating current exceeds the maximum current of the TLC59401. The reflected light illuminators
are connected to one of the PWM outputs on the Arduino Nano using some external n-channel
MOSEET transistors (AO3418 [41]) to drive them. The whole control board is interfaced using a simple,
fixed-length, text-based serial protocol to control each of the individual LEDs/laser modules as well as
the reflected light illuminators, to set a whole stripe at once and to turn off all illuminators again. On
the PC side there is a graphical user interface based capturing control software which facilitates an
easy and straight forward data acquisition. At the moment, the capturing process is initiated manually
once the data subject placed their hand/finger in the sensor. This process will be automated in the
future as well.

The brightness control algorithm controls each of the single light transmission illuminator’s laser
modules as well as the reflected light illuminators as a whole. We decided to implement a simple,
iterative algorithm based on a comparison against a target grey level, which works as follows—at
first the laser centres have to be configured, including the determination of the area of influence for
each laser, which is the area in the image a single laser illuminates. Then all lasers are set to an initial
intensity level/brightness value which is half of their maximum intensity (Ij;4x). The live image of
the camera is analysed and the current grey level in the circle of influence of each laser is determined
(GLcurrent) and compared against the set target grey level (GLtqrget). The new brightness value is then
set according to: I,,+1 = Iy + lcorr, Where 1,11 is the new intensity level, I, is the current intensity
level and I,y = GL”‘%W . Ié’f—“;, where GL 4y is the maximum grey value and # is the current
iteration. The iteration stbps if either the target grey level GLtarget has been reached or if no more
intensity changes are possible. The algorithm finishes in at most 10g>(Ijuax) iterations. Both, the
Arduino Nano firmware as well as the capturing software, including our brightness control algorithm
are available on request as well.
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Figure 5. Schematic structure of the illumination control board.
2.1.4. Frame, Housing and Touchscreen

The outer frame is assembled using Coaxis® [42] aluminium profiles. The Coaxis® system is
easy to use with several different profiles and connectors, which can be put together in many different
ways. Another advantage is that this system provides a good stability and durability. On top of the
aluminium frame there are laser cut plywood (4 mm beech wood) boards as side walls/cover. Figure 2
right shows the outside of the housing including its dimensions. A Waveshare 7inch HDMI LCD (C)
touchscreen [43] is located the top front part of the capturing device. This touchscreen is connected to
the acquisition PC and displays the live image stream from the camera, including an overlay of the
optimal finger/hand position in order to help the data subjects in positioning their fingers/hand and
also displays other information about the data acquisition, for example, which finger/hand to place
next. The next revision of the capturing device will be a fully embedded one, that is, there is no need
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for an external PC and the whole data acquisition can be controlled using the device itself with the
help of the integrated touchscreen display.

2.2. PLUSVein-Contactless Finger and Hand Vein Data Set

To validate our proposed capturing device design and to show the good recognition performance
that can be achieved, we established a data set with the help of this device. Due to the contactless
acquisition, these datasets are challenging in terms of finger/hand normalisation to compensate for
the different types of finger/hand misplacements contained in the data (tilts, bending, in-planar and
non-planar rotations). The dataset will be publicly available for research purposes together with
the publication of this paper (http:/ /www.wavelab.at/sources/PLUSVein-Contactless/). It contains
two subsets—a palmar finger and a palmar hand vein one, including 42 subjects, 6 fingers/2 hands
per subject and 5 images per finger/hand in one session. Hence, the finger vein subset contains
1260 images and the hand vein one contains 840 images (2 illumination configurations, 850 and 950 nm,
420 images each) in total. The raw images have a resolution of 1280 x 1024 pixels and are stored in 8 bit
greyscale png format. The visible area of the finger in the images is 600 x 180 pixels and for the hand
750 x 750 pixels on average. Some example images are shown in Figure 6. The age and information
about the handedness of the data subjects was recorded as well. Besides this information, no other
sensitive private information about the subjects was collected. All subjects gave their informed consent
for inclusion before they participated in the study. The study was conducted in accordance with the
Declaration of Helsinki, and the protocol was approved by the Ethics Committee of the University of
Salzburg (PLUSVein Contactless Data Acquisition 2019).

Figure 6. Example images of the PLUSVein-Contactless finger (left) and hand (right) vein dataset.
2.3. Finger and Hand Vein Recognition Tool-Chain

The recognition tool-chain includes all steps of a biometric recognition system starting with
the extraction of the region of interest (ROI) to pre-processing, feature extraction and comparison,
which are depicted in Figure 7 and described in the following. In addition, the utilised image quality
assessment methods and biometric fusion, especially score level fusion, are explained as well. All
of the utilised methods are implemented within our open source vein recognition framework PLUS
OpenVein Toolkit (http://www.wavelab.at/sources/OpenVein-Toolkit/).

ROI Extraction

The key aim of the region of interest (ROI) extraction is to select the best suitable image part for
the subsequent feature extraction and to automatically normalise the used finger/hand region in a
way to avoid shifts, rotations and to account for scale changes. The ROI extraction and finger/hand
normalisation is a crucial step, especially in contactless acquisition, to account for the higher degree of
freedom and to compensate the different types of finger/hand misplacements. Different ROI extraction
methods have been utilised for finger and hand vein images.

154



Sensors 2019, 19, 5014

For the finger vein images, the finger is aligned and normalised according to a modified version
of the method proposed by Lu et al. [44]. This alignment places the finger in the same position in every
image, having the same finger width (different scales due to different finger positions). At first the
finger outlines (edge between finger and the background of the image) are detected and the centre
line (in the middle of the two finger lines) is determined. Afterwards, the centre line of the finger
is rotated and translated in a way that it is placed in the middle of the image and the image region
outside of the finger is masked out by setting the pixels to black. Then the finger outline is normalised
to a pre-defined width. The final step is the actual extraction of a rectangular ROI of a fixed size
(450 x 150 pixels) with its top border located at the fingertip. These steps are visualised in Figure 8.
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Figure 7. Biometric recognition tool-chain and different levels of biometric fusion.

The ROI method for hand vein images is a modified and extended version of the approach
proposed by Zhou and Kumar [45]. At first the hand region is segmented by binarising the image
using a local adaptive thresholding technique. Then the local minima and maxima points in the image
are found. The local maxima correspond to the finger tips while the local minima correspond to the
finger valleys. For the palmar view and the left hand, the second and fourth minima corresponds to
the valley between the index and middle finger and the ring and the pinky finger, respectively. A line
is fitted between those two valley points and then the image is rotated such that this line becomes
horizontal. Afterwards, a square ROl is fitted inside the hand area, with its centre at the centre of mass
of the hand (foreground in the segmented image). The size of the square ROl is adjusted such that its
size is the maximum square without including any background pixels. The hand ROI extraction steps
are shown in Figure 9. As a last step, the ROI image is scaled to a size of 384 x 384 pixels.

Figure 8. Finger vein region of interest (ROI) extraction process, from left to right: input image, finger
outline and centre line detection, finger aligned, masked and normalised ROI boundary, final ROL

Pre-Processing

Pre-processing approaches try to enhance the low contrast and improve the image quality.
Simple Contrast Limited Adaptive Histogram Equalisation (CLAHE) [46] or other local histogram
equalisation techniques are most prevalent for this purpose. Global contrast equalisation techniques
tend to over-amplify bright areas in the image while some other dark areas are not sufficiently enhanced.
A localised contrast enhancement technique like CLAHE is a suitable baseline tool to enhance the vein
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images as they exhibit unevenly distributed contrast. CLAHE has an integrated contrast limitation
(clip limit) which should avoid the amplification of noise.

High Frequency Emphasis Filtering (HFEF) [47] tries to enhance the vein images in the frequency
domain. At first the discrete Fourier transform of the image is computed, followed by the application
of a Butterworth high-pass filter in the frequency domain. Afterwards the inverse Furier transform is
computed to give prominence to the vein texture. In order to improve the image contrast the authors
also apply a global histogram equalisation as a final step. We applied CLAHE instead of the global
histogram equalisation.

Circular Gabor Filter (CGF) as proposed by Zhang and Yang [48] is another finger vein image
enhancement technique which is rotation invariant and achieves an optimal joint localisation in both
the spatial and the frequency domain. The authors originally suggested using grey level grouping for
contrast enhancement and to reduce illumination fluctuations. Afterwards an even symmetric circular
Gabor filter is applied to further attenuate the vein ridges in the image. Gabor filters are widely used
to enhance images containing a high amount of texture and to analyse image texture information. In
contrast to usual Gabor filters, a CGF does not have a direction, thus it amplifies the vein ridges in
each direction. The bandwidth and the sigma of the CGF has to be tuned according to the visible vein
information in the images (vein width in pixels).

vy

Figure 9. Hand vein ROI extraction process, from left to right: Segmented hand including outline and
minima/maxima points, appropriate finger valleys and centre of mass selected, rotationally aligned
hand image with maximum possible ROI fitted, final extracted ROL.

Furthermore, the images were resized to half of their original size, which not only speeded up the
comparison process but also improved the results. For more details on the preprocessing methods
the interested reader is referred to the authors’ original publications. Each of the above mentioned
pre-processing techniques is at least used for one of the feature extraction methods, but not necessarily
with the same parameters for each method. The actual methods and parameters used for each feature
extraction method are stated in the settings files (cf. Section 2.4).

Feature Extraction

Three vein pattern based techniques, which aim to extract the vein pattern from the background
resulting in a binary image (vein pattern based methods) followed by a comparison of these binary
images using a correlation measure and a general purpose key-point based technique were used,
which are all algorithms well-established finger vein recognition algorithms.

Maximum Curvature (MC [49]) is a curvature based approach which is insensitive to varying
vein widths as it aims to emphasise only the centre lines of the veins. At first the centre positions of the
veins are extracted by determining the local maximum curvature in cross-sectional profiles obtained
by calculating the first and second derivatives in four directions—horizontal, vertical and the two
oblique directions. Each profile is classified as either being concave or convex. Vein lines are indicated
by local maxima in concave profiles, hence only the concave ones are used. A score is assigned to each
centre position which corresponds to the width and curvature of the maxima region. Afterwards, the
centre positions of the veins are connected using a filtering operation in all four directions taking the
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8-neighbourhood of pixels into account to account for misclassifications at the first step due to noise
and other imperfections in the images. The output feature vector is essentially a binary image which is
obtained by thresholding the recorded score values using the median of all scores as a threshold.

Principal Curvature (PC [50]) is another curvature based approach, which is not based on the
derivates but on the gradient field of the image. Hence, the first step is the calculation of the gradient
field. Hard thresholding to filter out small gradients by setting their values to zero is performed to
prevent amplification of small noise components. Afterwards the normalised gradient field is obtained
by normalising the magnitude to 1 at each pixel, which is then smoothed by applying a Gaussian
filter. The actual principal curvature calculation is then done based on this smoothed normalised
gradient field by computing the Eigenvalues of the Hessian matrix at each pixel. The two Eigenvalues
are the principal curvatures and the corresponding Eigenvectors of the Hessian matrix represent
the directions of the maximum and minimum curvature. The bigger Eigenvalue corresponds to the
maximum curvature among all directions and is recorded and further used. The final step is again
a threshold-based binarisation of the principal curvature values to obtain the output feature vector
which is essentially a binary vein image.

Gabor Filter (GF [4]) is a Gaussian kernel function modulated by a sinusoidal plane wave. Gabor
filters are inspired by the human visual system’s multichannel processing of visual information.
Several 2D even symmetric Gabor filters with different orientations (in f steps where k is the number
of orientations) form a filter bank. The image is filtered using this filter band to extract k different
feature vectors. The single feature vectors from the previous step are fused and thresholded to get a
resulting feature vector. To remove small noise components, this vector is further post-processed using
morphological operations, resulting in the final output feature vector, which is again a binary image.

Scale Invariant Feature Transform (SIFT [51]) is a key-point based technique. In contrast to the
three vein pattern based ones, key-point based techniques use information from the most discriminative
points as well as consider the neighbourhood and context information around these points. This is
achieved by extracting key-point locations at stable and distinct points in the image and then assigning
a descriptor to each detected key-point location. The approach we used is based on the general purpose
SIFT descriptor in combination with additional key-point filtering along the finger boundaries. This
filtering is done to suppress information originating from the finger shape (outside boundary) instead
of the vascular pattern. We originally presented this additional key-point filtering in Reference [52].

Comparison

The three vein pattern based features (MC, PC and GF) are compared using an extended version of
the approach proposed by Miura et al. [49]. The input features (binary vein images) are not registered
to each and only coarsely aligned (by the preceding ROI extraction). To account for small shifts and
rotations, the correlations between the input feature vector and in x- and y-direction shifted as well as
rotated versions of the reference feature vector are calculated. The final output score is the maximum
among those individual correlation values, representing the best possible overlay/match between the
two feature vectors. For the SIFT feature vectors a typical approach for key-point based features is
utilised. At first the nearest neighbour for each key-point is found by simply calculating the distance
between this key-point and all key-points in the reference feature vector. The nearest neighbours/best
correspondences is the one with the highest similarity score. If this score is below a set threshold,
the key-point does not have a matching one in the reference feature vector. The final comparison score
is the ratio of the matched points and the maximum number of detected key-points in both images
(which is the maximum number of possible matches).

Vein Specific Image Quality Assessment

In contrast to fingerprint recognition where there are standardised quality metrics like the NIST
Fingerprint Image Quality (NFIQ) [53] and the newer version NFIQ 2.0, there are no standardised
metrics in finger- and hand-vein recognition yet. Thus, the finger- and hand-vein images were analysed
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using GCF [54] as it is a general image contrast metric and hence, independent of the image content.
With the help of GCF the image contrast can be quantified exclusively disregarding the actual image
content. As we aim to quantify the image quality of vein images, of course two vein specific NIR
image quality metrics, namely the approach proposed by Wang et al. [55] (Wang17) and the approach
proposed by Ma et al. [56] (HSNR) were included as well. The first approach evaluates the vein image
quality fusing a brightness uniformity and a clarity criterion, which is obtained by analysing the
local pixel neighbourhoods. The HSNR approach, which is especially tailored for non-contact finger
vein recognition, simulates the human visual system by calculating an HSNR index and integrates an
effective area index, a finger shifting index and a contrast index to arrive at the final image quality value.

Score Level Fusion

According to the ISO/IEC TR 24722:2015 standard [57], biometric fusion can be regarded as a
combination of information from multiple sources, that is, sensors, characteristic types, algorithms,
instances or presentations in order to improve the overall system’s performance and to increase the
systems robustness. Biometric fusion can be categorised according to the level of fusion and the
origin of input data. The different levels of fusion correspond to the components of a biometric
recognition system—sensor-level, image-level, feature-level, score-level and decision-level fusion,
which are indicated in Figure 7. Sensor-level fusion is also called multisensorial fusion and describes
using multiple sensors for capturing samples of one biometric instance [57]. This can either be done by
the sensor itself or during the biometric processing chain. Hence, we perform sensor-level fusion as
our capturing device acquires finger as well as two different kinds of hand vein images. The actual
fusion is done during the biometric processing chain at score level (fusing the output scores of the
individual modalities—finger veins, hand veins 850nm and hand veins 950nm).

The following combinations of different acquired modalities are evaluated:

Hand veins 850 nm + hand veins 950 nm
Hand veins 850 nm + finger veins
Hand veins 950 nm + finger veins

L

Hand veins 850 nm + hand veins 950 nm + finger veins

Note that, for the combinations including finger veins, only one finger is included in the fusion.
We evaluated the combinations including a finger for all fingers of the respective hand and used
the best performing finger, which turned out to be the middle finger for both hands. Acquiring
images of several, distinct fingers takes more time as only one finger is captured at a time, the same
applies to acquiring both hands. Thus, we restricted to the evaluated combinations to the above
listed ones which do not considerably increase the acquisition time. The actual score level fusion
is performed using the BOSARIS tool-kit [58], which provides a MATLAB based framework for
calibrating, fusing and evaluating scores from binary classifiers and has originally been developed for
automatic speaker recognition. A 5 fold random split of training and test data with 20 runs was used
to train and fuse the scores using BOSARIS. The reported performance results are the average values
of the 20 individual runs.

2.4. Experimental Setup and Evaluation Protocol

The evaluation is split into three parts—image quality assessment, baseline recognition
performance evaluation for the individual subsets and recognition performance evaluation of the fusion
combinations. The image quality assessment and the baseline recognition performance evaluation is
done separately for the finger dataset and the two hand vein datasets (850 nm and 950 nm illuminator).
The three image quality assessment schemes are evaluated for each individual image per dataset.
The results are the average values over the whole dataset, that is, there is a single value for the finger
vein and the hand vein 850 nm as well as the hand vein 950 nm dataset for each image quality metric.
For the recognition performance DET plots as well as the EER (the point where the FMR equals the
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FNMR), the FMR1000 (the lowest FNMR for FMR = 0.1%) and the ZeroFMR (the lowest FNMR for
FMR = 0%) are provided. At first the parameters for the pre-processing and feature extraction are
optimised on a training dataset. Each dataset is divided into two roughly equal sized subsets, based
on the contained subjects, that is, all fingers/hands of the same person are in one subset. The best
parameters are determined on each subset and then applied to the other subset for determining
the comparison scores. This ensures a full separation of the training and test set. The final results
are based on the combined scores of both test runs. The FVC2004 [59] test protocol is applied for
calculating the comparison scores in order to determine the FMR/FNMR: for the genuine scores,

all possible genuine comparisons are evaluated, resulting in ng.;, = @ - (42-6) = 2520 and
5-(5-1)
2

Ngen = - (42 -2) = 840 genuine scores for the finger and hand vein subset, respectively. For

the impostor scores only the first template of a finger/hand is compared against the first template

of all other fingers/hands, resulting in n;,,, = % = 31,626 impostor comparisons for the

finger vein subset as well as 1;;,, = (42'2)'(2& = 3486 impostor comparisons for the hand vein ones.
The EER/FMR1000/ZeroFMR values are given in percentage terms, for example, 0.47 means 0.47%.
The full results including the image quality values for each single image, the comparison scores and
plots as well as the settings and script files to reproduce the experiments can be downloaded here:

http:/ /www.wavelab.at/sources/Kaubal9c/.

3. Results

This section presents the results of the image quality assessment as well as the recognition
performance evaluation on the acquired datasets and the score level fusion combination of the data sets.

3.1. Image Quality Assessment

Table 1 lists the image quality assessment results for the three tested metrics, namely GCF,
Wang17 and HSNR. The GCF values range from 0 to 8, the Wang17 values from 0 to 1 and the HSNR
values from 0 to 100. Higher values correspond to higher image quality. Note that a cross-modality
comparison (finger vs. hand veins) using those metrics does not lead to meaningful results as the
underlying input data (images) are fundamentally different. To enable a meaningful quality assessment
and a comparison with other, available finger and hand vein dataset, we evaluated several other
finger and hand vein datasets by using the same quality metrics. The evaluated finger vein datasets
include SDUMLA-HMT [60], HKPU-FID [4], UTFVP [61], MMCBNU_6000 [44], FV-USM [62] and
PLUSVein-FV3 [27]. The image quality was evaluated for the following hand vein datasets—Bosphorus
Hand Vein [63], Tecnocampus Hand Image [64], Vera Palm Vein [65] and PROTECT HandVein [66].
The discussion of the image quality assessment results is done in Section 4.

Table 1. Image quality assessment results for the proposed datasets (bold face) and several available
finger- and hand vein datasets. Best results per quality metric and modality are highlighted bold face.

Dataset GCF Wangl7 HSNR
Finger Vein 1.72 0.256 92.16
k] SDUMLA-HMT [60] 0.986 0.165 80.32
< HKPU-FID [4] 1.46 0.166 88.13
o) UTFVP [61] 1.47 0.356 87.15
2 MMCBNU_6000 [44] 152 0121 87.39
e FV-USM [62] 069 0136 8335
PLUSVein-FV3 [27] 1.48 0.306 89.78
Hand Vein 850 nm 1.42 0.682 90.43
-g Hand Vein 950 nm 1.87 0.656 91.76
z Bosphorus Hand Vein [63] 2.69 0.329 86.12
= Tecnocampus Hand Image [64] 231 0.373 54.33
s Vera Palm Vein [65] 1.31 0.43 85.09
PROTECT Hand Vein [66] 2.8 0.563 82.43
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3.2. Recognition Performance

The recognition performance results should serve as a baseline for further experiments/research
conducted on these contactless finger and hand vein datasets. Table 2 lists the performance results
in terms of EER, FMR1000 and ZeroFMR where the best results per subset (finger vein, hand vein
850 nm and hand vein 950 nm) are highlighted bold face. The corresponding DET plots are shown in
Figure 10.

It is evident that MC performed best on all subsets in terms of EER, FMR1000 as well as ZeroFMR
except for the finger vein one where it performed second best in terms of EER (but still best in terms
of FMR1000 and ZeroFMR). The overall best performance was achieved on the hand vein 850 nm
subset using MC and resulting in an EER of 0.35%. In terms of EER, on the finger vein subset SIFT
performed best, followed by MC and GF while PC performed worst. On the hand vein 850 nm subset,
PC performed second best, followed by SIFT and GF performed worst, while on the 950 nm subset
SIFT performed second best, followed by PC and again, GF performed worst.

Table 2. Single modality recognition performance results.

Modality MC PC GF  SIFT

EER [%] 561 822 6.63 3.66

Finger Vein FMR1000 [%] 13.12 2399 1839 16.61
ZeroFMR [%] 18.75 4219 2876 36.11

EER [%] 035 095 155 095

Hand Vein 850 nm  FMR1000 [%]  0.95 1.67 226 1.9
ZeroFMR [%]  1.67 226 2.74 2.74

EER [%] 038 083 072 082
Hand Vein 950 nm  FMR1000 [%] 0.59 143 119 167
ZeroFMR [%] 1.07 167 167  2.02
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Figure 10. DET plots for finger vein (left), hand vein 850 nm (middle) and hand vein 950 nm (right).
3.3. Biometric Fusion Results

Table 3 shows the results for the tested fusion combination together with the relative performance
increase of the combination. The relative performance increase (RPI) refers to the best performing
single modality included in the fusion combination (usually the hand vein 850 or hand vein 950 nm
result). Each fusion combination improved the results over the respective baseline ones. The overall
best results of the tested fusion combinations was the combination of hand vein 850 nm + middle
finger achieving an EER of 0.03% which corresponds to a relative performance increase of 1183%.
The average improvement in terms of EER (over all feature types) compared to the best baseline
(hand veins 850 nm) result for combination 1 is 148%, for combination 2 it is 373%, for combination 3
the average improvement is 140% and for combination 4 it is 365%.
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Table 3. Score level fusion recognition performance results and improvement over baseline results.
Best EER result (combination 2 for MC, combination 1 for PC, 3 for GF and 4 for SIFT) per feature type
is highlighted bold face.

Combination MC RPI PC RPI GF RPI SIFT RPI

Hand 850 EER [%] 024  44% 016  405% 0.60 19% 037  123%

1 Hand 950 FMR1000 [%] 0.36  162% 021  586% 077 54%  0.65  155%

ZeroFMR [%] 070  139% 490 —66% 092  82% 1.49 35%

Hand 850 EER [%] 0.03 1183%  0.57 65%  0.64 144% 0.48 98%

2 Middle Finger TMR1000 [%] 0.01 7862%  0.97 71% 119 90% 052  268%
&

ZeroFMR [%] 014 1112%  1.32 72% 170  61% 079  246%

Hand 950 EER [%] 014 171% 037 122% 0.48 50% 026 218%

3 Middle Finger FMR1000 [%] 0.14  333% 0.71 102% 0.74 61% 037  352%

ZeroFMR [%] 028 289% 128  30% 111 51% 235 —14%
Hand 850 EER [%] 0.04 849% 022 272% 057 26% 020 311%

4 Hand 950 FMR1000 [%]  0.00 - 036 298% 0.62 91% 030  449%
Middle Finger  ZeroFMR [%] 017 861% 1147 —85% 074 127% 2.08 —3%

4. Discussion

At first, we discuss the image quality of our datasets in comparison with other publicly available
finger- and hand-vein datasets. The evaluation results are listed in Table 1. Considering finger veins,
our dataset achieved the best results for GCF and HSNR while it is ranked third for Wang17. These
results confirm decent image quality in terms of contrast and also a good image quality in terms of
vein specific properties. Considering hand veins our 850 nm data set achieved the best results for
Wang17 and the second best ones for HSNR, while the 950 nm dataset achieved the best results for
HSNR and second best for Wang17. In terms of GCF, both hand vein data sets are only ranked second
and third to last, indicating that the general image contrast is lower than for other datasets. However,
the vein specific quality metrics still indicate good image quality, despite the inferior image contrast
compared to the other datasets. There are several works in the literature [67-70] that confirm that
quality metric results do not necessarily have to correlate with recognition accuracy. The recognition
accuracy is the most important aspect of a sensor design and dataset, thus we decided to focus on the
recognition accuracy evaluation instead of evaluating the image quality only. Also note that other data
set and sensor papers do not report the image quality, thus a direct comparison is not possible based
on the image quality.

In the following, we compare our recognition performance evaluation results to other results
reported in the literature. Matsuda et al. [12] reported an EER of 0.19% for their walk through style
finger vein recognition system. Raghavendra et al. [11] et al. reported an EER of 1.74% for their
systems in case of finger veins only. Kim et al. [10] arrived at an EER of 3.6% for their NIR laser based
contactless acquisition set-up. Sierro et al. [9] did not present any performance evaluation of their
dataset. None of the mentioned authors disclosed their dataset, so their results are not reproducible.
As we aim for reproducibility, all the results listed in Tables 4 and 5 are evaluated on publicly available
finger and hand vein datasets and we base our discussion on those results only.

Table 4 lists performance results (in terms of the EER unless indicated otherwise) achieved on
various finger vein datasets, ordered by the year of publication, where the last row corresponds to
the results presented in this work. The listed results are the best reported ones from the original
dataset authors given that they were available and indicated by “-” if they were not available. Note
that all of the listed datasets, except the one presented in this work, have been acquired in a non
contactless way. Especially compared to the PLUSVein-FV3 dataset, which has been acquired using
the same type of NIR enhanced camera and NIR laser modules, the results on our proposed dataset
are clearly inferior (5.61% EER vs. 0.06% EER). However, given the increased level of difficulty and
challenges of this new, contactless finger vein dataset, the results are still in an acceptable range.
The proposed acquisition device design and thus, the acquired dataset, allows for more degrees of
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freedom in terms of finger/hand movement and thus, more unrestricted finger /hand positioning.
This introduces different kinds of finger/hand misplacements, including tilts, bending, in-planar
and non-planar rotations. Prommegger et al. showed, that especially those kinds of misplacements
cause severe performance degradations for other publicly available datasets [7,71], especially for the
SDUMLA-HMT finger vein dataset [60]. Also note that our results should only serve as a baseline
and allow room for further improvements. We did not apply any special kind of finger misplacement
corrections. If advanced correction schemes are applied, the results can of course be improved.

Table 4. Performance results of other publicly available finger vein datasets, ordered by publication

"

year, means that this information is not available. The “cla” column indicates contactless acquisition.
Name and Reference ~ Images/Subjects cla Feature Type Performance (EER)  Year
PKU [72] 50,700/5208 no WLD [72] 0.87% 2008
THU-FVFDT [73] 6540/610 no MLD [73] 98.3% ident. rate 2009
SDUMLA-HMT [60] 3816/106 no Minutia [74] 98.5% recogn. rate 2010
HKPU-FID [4] 6264/156 no Gabor Filter [4] 0.43% (veins only) 2011
UTEVP [61] 1440/60 no MC [49] 0.4% 2013
MMCBNU_6000 [44] 6000/100 no - - 2013
CFVD [75] 1345/13 - - - 2013
FV-USM [62] 5940/123 no POC and CD [62] 3.05% 2013
VERA FV-Spoof [76,77] 440/110 no MC [49] 6.2% 2014
PMMDB-FV [26] 240/20 no MC [49] 9.75% 2017
PLUSVein-FV3 [27] 3600/60 no MC [49] 0.06% 2018
Contactless FingerVein 840/42 yes MC [49] 3.66% 2019

Regarding contactless hand vein recognition, Michael et al. [22] report an EER of 0.71% using
palm veins only. Zhang et al. [23] only evaluate the KC value as measure of the registration
between two feature vectors and thus, as an indicator for the recognition performance but they
did not evaluate the actual recognition performance. The highest KC value they achieved was 1.1039.
Fletcher et al. [24] reported an EER of 6.3% for their fully contactless hand vein based system for
health patient identification. Table 5 summarises the achieved recognition performance for several
publicly available hand vein recognition datasets, where the last row corresponds to the best results
we achieved on our proposed contactless one so far. Note that, except for our proposed dataset and
the PROTECT Mobile HandVein [25] dataset, all datasets have been acquired in a non contactless
way. In the light of that and taking into account that we used only simple but well-established vein
recognition schemes, the achieved recognition performance on our dataset is clearly competitive with
other results reported in the literature. It is more than ten times better than the results published for
the PROTECT Mobile HandVein [25] dataset and the results published by Fletcher et al. [24], and
still twice as good as the results reported by Michael et al. [22], even though the only kind of hand
normalisation we applied was the adaptive ROI extraction, correcting different scales, that is, different
distances between the camera and the hand. No further tilt or non-planar rotation correction was
applied. Again, note that our performance results should only serve as a baseline and can of course
be improved.
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Table 5. Related performance results of publicly available hand vein recognition datasets, ordered by
publication year. The “cla” column indicates contactless acquisition.

Name and Reference Images/Subjects cla Feature Type Performance (EER)  Year

CIE [18] 2400/50 no  Thresholding [78] 1.1% 2011

Bosphorus Hand Vein [63] 1575/100 no Geometry [79] 2.25% 2011
CASIA Multispectral [21] 7200/100 no LBP/LDP [80] 0.09% 2011
Tecnocampus Hand Image [64] 6000/100 no BDM [64] 98% recogn. rate 2013
Vera Palm Vein [65] 2200/110 no LBP [81] 3.75% 2015
PROTECT HandVein [66] 2400/40 no SIFT [51] 0.093% 2018
PROTECT Mobile Hand Vein [25] 920/31 yes MC [49] 4.13% 2018
Contactless Hand Vein 420/42 yes MC [49] 0.35% 2019

While the achieved baseline results for the contactless hand vein dataset are quite competitive
compared to the contactbased hand vein datasets, the results for the contactless finger vein datasets are
clearly inferior to the ones that can be achieved for contactbased finger vein recognition. Contactless
finger vein recognition is more challenging than contactless hand vein one for several reason. One
reason is that the finger has a much smaller area than the palm of the hand. Thus, small misplacements
can lead to a reduced visibility of the vein patterns and a reduced image quality in general, making
the recognition more difficult. Moreover, the vascular pattern structure within the finger is more
fine-grained than within the palm of the hand. Hence, tilts, rotation and bending of the finger have a
more severe effect on the acquired images in terms of the resulting distortions present in the image,
again leading to complications during the recognition process. These challenges have to be tackled by
suitable normalisation and correction schemes in order to improve the recognition performance for the
contactless finger vein data.

The sensor level fusion results clearly indicate that by combining different acquisition modes
(finger vein, hand vein 850nm and hand vein 950 nm) the recognition performance can be considerably
improved. By combining the hand vein images in the two different wavelengths, the average
performance improvement over the best baseline one is 148%. By combining one finger and one
hand sample, the best results (MC) are improved by 1183% and 171% over the baseline results for 850
nm and 950 nm hand veins, respectively. By combining all three modes the results were improved as
well and are more than 8 times better than the best baseline one (MC). Hence, applying sensor level
fusion is an easy way to further enhance the recognition performance of our capturing device.

5. Conclusions

We proposed a new capturing device, which is able to acquire finger as well as hand vein images
in a fully contactless way. Contactless acquisition has many advantages in terms of hygiene and user
acceptance. In addition to the design and technical details of the acquisition device, we also provide a
novel, contactless finger and hand vein dataset available for research purposes (can be downloaded
here: http:/ /www.wavelab.at/sources/PLUSVein-Contactless /). This dataset is the first available
contactless finger vein dataset and one of the first available contactless hand vein datasets. It is a
challenging dataset due to the contactless acquisition allowing for more unrestricted finger/hand
movement and the resulting finger/hand misplacements. An image quality assessment using three
vein tailored metrics has been conducted and confirmed the decent image quality which can be
achieved using our proposed capturing device. Moreover, a recognition performance evaluation using
several well-established vein recognition schemes has been carried out on this dataset in order to
provide baseline results for further research. Those baseline results are competitive for the hand vein
data (EER of 0.35%) and within range of other biometric technologies for the finger vein data (EER of
3.66%). Furthermore, biometric sensor level fusion experiments have been conducted to show the
additional improvement in the recognition performance which can be achieved by combining finger
vein and hand vein data (resulting in an overall best EER of 0.03%).
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Our future work includes some improvements on the capturing device itself. The next version of
the device should be an embedded device, eliminating the need for an additional PC to control the
acquisition process. The capturing device has a built-in touch screen display already which can be used
to control it via the graphical user interface. The only thing which is currently missing is the porting of
the capturing software to an embedded platform like the Raspberry Pi and the automated start of the
capturing process once the data subjects placed their finger/hand. Furthermore, we will extend our
contactless finger and hand vein dataset. We are currently acquiring additional subjects and plan to
enlarge the dataset to include a total of at least 100 subjects by the end of 2019. Moreover, we aim to do
a thorough analysis on which types of finger/hand misplacements are present in the dataset, similar
to the work has been done for other finger vein datasets [71]. Based on this analysis we will be able to
apply different correction and normalisation schemes in order to improve the recognition performance.
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The following abbreviations are used in this manuscript:

ATM Automated Teller Machine

CCD Charge Coupled Device

CGF Circular Gabor Filter

CLAHE Contrast Limited Adaptive Histogram Equalisation
CMOS  Complimentary Metal Oxid Semiconductor
COTS Commercial Off The Shelf

DET Detection Error Tradeoff

EER Equal Error Rate

FMR False Match Rate

FNMR False Non Match Rate

HFEF High Frequency Emphasis Filtering

LED Light Emitting Diode
NFIQ NIST Fingerprint Image Quality
NIR Near Infrared

NIST National Institutes of Standards and Technology
PTFE Polytetrafluoroethylene

PWM Pulse Width Modulation

ROI Region Of Interest
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Abstract: The dorsal hand vein images captured by cross-device may have great differences in
brightness, displacement, rotation angle and size. These deviations must influence greatly the results
of dorsal hand vein recognition. To solve these problems, the method of dorsal hand vein recognition
was put forward based on bit plane and block mutual information in this paper. Firstly, the input
gray image of dorsal hand vein was converted to eight-bit planes to overcome the interference of
brightness inside the higher bit planes and the interference of noise inside the lower bit planes.
Secondly, the texture of each bit plane of dorsal hand vein was described by a block method and
the mutual information between blocks was calculated as texture features by three kinds of modes
to solve the problem of rotation and size. Finally, the experiments cross-device were carried out.
One device was used to be registered, the other was used to recognize. Compared with the SIFT
(Scale-invariant feature transform, SIFT) algorithm, the new algorithm can increase the recognition
rate of dorsal hand vein from 86.60% to 93.33%.

Keywords: bit planes; block; mutual information; cross-device; dorsal hand vein recognition

1. Introduction

Biometric is a technique that uses inherent and unique biometric feature to recognize people
identification [1]. Biometric authentication systems are well established today as they exhibit many
advantages over traditional password and token-based ones [2]. Dorsal hand vein recognition mainly
uses the subcutaneous vein tissue structure of the dorsal hand for personal identification, the vein
structure of the back of hands is highlighted because of the different infrared light absorption rates [3].
Anatomical works [4] have proved that the structure of dorsal hand vein is unique in the process of
growth and development. Therefore, research on the recognition of the dorsal hand vein is becoming
more and more important in terms of value.

In recent years, more and more researchers have begun to pay attention to the algorithm of hand
vein recognition. These algorithms for feature extraction are roughly divided into global and local
texture features. The global texture feature, such as PCA(Principal components analysis, PCA) [5], it
utilizes the geometric texture of the hand vein and the texture mapping of the ROI (region of interest),
but to a certain extent, it ignores the local information which is separable. Its performance is easily
affected by the change of viewing angle, illumination intensity, distortion and occlusion. Local texture
feature, such as LBP(Local binary pattern, LBP) [6] and SIFT [7], pay attention to the relationship
between key pixels and surrounding pixels, so the matching with local key features is more robust to
the above-mentioned interference factors, Because the texture details of the hand vein is rather few,
combining both a global and a local method was proposed and the performance has been improved.
Zhang et al. proposed a Gaussian distribution based random key-point generation (GDRKG) [8] which
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can obtain a reasonable number of key points with good coverage, so it could improve recognition
performance. Wang et al. proposed cross-device hand vein recognition based on improved SIFT [9]
which is based on the traditional SIFT, but optimized for the scale factor o, using an extreme searching
neighborhood structure and matching threshold R. It not only has had a significant improvement in
the recognition rate in single-device experiments, but also a higher recognition rate than the traditional
SIFT in cross-device experiments. Li et al. proposed hand dorsal vein recognition by matching
using a width skeleton model, which uses the width skeleton model (WSM) [10] containing width
and structural information. It makes full use of the global shape information, making the ability to
characterize vein features stronger.

Although the above methods have achieved a high recognition rate, research on the dorsal hand
vein are mostly based on a database acquired by a single device. Considering the diversity of imaging
acquisition devices, as well as changes in environment and growth, hand vein recognition is very
limited. At present, most published research papers are carried out under the strong constraints of
controlled environment and user cooperation to achieve higher recognition accuracy. How to improve
the cross-device hand vein recognition rate in the condition of seldom cooperation for users is the
main problem solved in this paper. We propose a feature extraction method based on bit planes and
block mutual information. The optimal bit plane was selected to overcome the influence of brightness
and noise. The texture features of dorsal hand vein were described by a block method, and the
optimal number of blocks was determined by the average entropy matrix of different blocks. Then the
mutual information among different blocks was calculated as texture features by three kinds of mutual
information calculation modes. Finally, the Euclidean distance classifier was used for classification
recognition. The recognition rate of dorsal hand vein images under a cross-device increased to 93.33%.

2. Bit Plane Generation

2.1. Image Acquisition of Dorsal Hand Vein

The dorsal hand vein exists under subcutaneous tissues. Using a general camera is difficult
to capture clear images of dorsal hand vein in the condition of visible light source, so an infrared
light source was adopted in our devices [11]. The appearance of acquisition equipment is shown in
Figure 1a,b is the internal structure. Figure 2 is the captured images, Figure 2a,b are both dorsal hand
vein images for the same person but captured by two different devices.

Internal structure
Appearance

Uniform film
C% Handle
o s e

(@) (b)

Figure 1. Image acquisition device. (a) Appearance; (b) internal structure.
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(a)

(b)

Figure 2. Dorsal hand vein images captured by two different devices. (a) Captured by No. 1 device; (b)
captured by No. 2 device.

As we can see in Figure 2, the vein texture is clear and the details are rich. In order to research
the image recognition of the dorsal hand vein under weak constraints, we need to create a database
with diversity. Dorsal hand vein images of the same person under different devices are quite different,
including changes in rotation angle, size, brightness and noise. This is mainly due to differences in
parameters such as contrast, brightness, focal length and lens optical performance of different collection
devices, as well as in the state of the collector’s hand. Therefore, it is more difficult for cross-device
dorsal hand vein recognition.

2.2. Image Preprocessing

As mentioned above, dorsal hand vein images captured by the same person on different devices
also have great differences in brightness, noise, size and rotation angle [12]. These factors will have a
great impact on the recognition results, and simple scale normalization is not conducive to extract
texture features of samples. In this paper, a centroid adaptive method was used to determine the ROI
region of dorsal hand vein images. Find the centroid C(x, o) of the ROI hand vein image through the
length and width of the vein area, and the centroid was taken as the center of the maximum inscribed
circle of dorsal hand vein area which is shown in Figure 3a. The diameter (d) of the maximum inscribed
circle, was taken as the standard of size normalization. After scale normalization, the ROI region with

a size of 400 x 400 is intercepted, as shown in Figure 3b.

N

(a) (b)

Figure 3. Captures the region of interest (ROI) area. (a) Maximum inscribed circle; (b) ROI area.
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In addition, because of the difference about lighting condition and each thickness of hand,
distribution of gray level in images can’t be equal. Thus, we need to normalize gray level from 0 to 255
by Formula (1).

N(x,y) = (R(x,y) —min) x 255) / (max — min) (1)

where R(x, y) represents image gray level of the ROI region, max and min represent respectively the
maximum and minimum gray value of images, N(x, ) represents the normalized gray level. The result
after gray normalization is shown in Figure 4.

Y .

Figure 4. Gray-normalized ROI dorsal hand vein image.

In order to obtain the texture contour of dorsal hand vein, gradient based image segmentation
method [13] was adopted in this paper. The segmented binary image is shown in Figure 5.

i

Figure 5. The segmented binary image.

However, the binary image may lose lots of gray information, therefore, multiplying inverted
binary image and normalized gray image to obtain the gray image that only retains the contour of
dorsal hand vein, as shown in Figure 6.

Figure 6. The gray image that only retains the contour of dorsal hand vein.

2.3. Selection of Bit Plane

In order to obtain more abundant gray information and overcome the interference of brightness
and noise caused by the collection environment, we studied the bit planes generated by gray image
that only retains the contour of dorsal hand vein. The concept of bit planes is now illustrated by a
256-level gray image. If per pixel value of the input gray image is within [0, 255], then each pixel can
be denoted by a binary number of eight bits, i.e., by, bs, bs, by, bz, by, by, by, as shown in Formula (2).
From b7 to by are the highest to the lowest bit plane respectively as shown in Figure 7.

I =Dy X2 +bgx2% +b5x2° + by x2* + b3 x 2% 4+ by x 22 + by x 21 + by x 2° A
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Highest

f Lowest

The first bit plane

Figure 7. Bit plane stratification.

Each item in Formula (2) denotes a bit plane of a pixel, and eight bit planes are shown in Figure 8.

Figure 8. Eight-bit planes.

As we can see in Figure 8, the lower bit planes are close to binary images, which is easily interfered
with by the noise from the collection environment and equipment, and the higher bit planes contain
more gray information, which is close to the gray image that only retains the contour of the dorsal
hand vein. It is susceptible to illumination and brightness during acquisition. Therefore, we chose the
intermediate optimal bit plane to solve these problems effectively. In the following, the eight-bit planes
are respectively divided into blocks to calculate mutual information, and the statistical recognition
rate will be used to obtain the optimal bit plane to improve the accuracy and robustness of the hand
vein recognition.

3. Hand Vein Recognition Based on Block Mutual Information

3.1. Mutual Information Calculation

Calculating the correlation of different bit planes and finding the best match is an important issue
in this research. The correlation between different bit planes indicates the similarity of their contents,
and their correlation can be characterized by mutual information [14].
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For discrete random variables, let X be a random variable, p(x) is the probability that this variable
X takes the value x, then the entropy H(X) describing its uncertainty is expressed as:

H(X) = - ) p(x)log p(x) 6)

xeX

The introduction of mutual information is to measure the amount of information that contains
another random variable in a random variable, which denotes closeness between two random variables.
With two random variables X and Y, the probability distributions are p(x) and p(y), respectively, and
the mutual information between them is expressed as:

v )
I(X;Y) = x;w;?’( 'y)logp(x)z?(y) X

Mutual information of images denotes the correlation between images [15], and it can be expressed as:

I(A;B) = Z Z p(a,b) log&'}(); 5)

aeK, bekKj, p(u)p )

In Equation (5), p(a) and p(b) are respectively the probability distributions of image A and image
B, p(a, b) is the joint distribution probability, K, and K}, are gray levels. The larger I(A; B), the higher
correlation between two images.

3.2. Optimal Number of Blocks

As mentioned above, the mutual information can indicate the correlation between images, however
calculating that between each bit plane not only is a large amount of calculation, but also the information
entropy obtained cannot distinguish different categories well. Therefore, we used a block method to
describe the texture of dorsal hand vein, which not only solves the above problems, but in addition;
the texture relationship between blocks can eliminate the effects of image rotation and scale changes.
The image is divided into m x n blocks as shown in Figure 9.

X, | X . X,
“'U—l X 2n
‘YE n+l

‘XEUF:)*H

Figure 9. Divide image into blocks.

The number of blocks will affect the extraction of texture features, the appropriate number of
blocks can not only minimize dimension of the image, but also largely retain the texture information of
the dorsal hand vein, so it is necessary to find the most appropriate number of blocks. According to
the principle of pattern recognition, the optimal number of blocks should meet the requirement that
the variance of the average entropy matrix based the average threshold as large as possible [16], so as
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to maximize the difference in average entropy between different blocks. In other words, the difference
in texture information is obviously reflected and has good separability [17].

The image is divided from 1 x 1 to 25 x 25 blocks, and the grayscale symbiosis matrix of each
sub-block is calculated to obtain the average entropy matrix of each image [18]. We used the Otsu
method [19] to obtain the global threshold of each average entropy matrix, and then calculated the
average threshold of all images under the same number of blocks, the result is shown in Figure 10.

=
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= = .
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Average Threshold
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Figure 10. Average threshold distribution of average entropy matrix.

As the number of blocks increases, the average threshold gradually decreases. This is because
the sub-image becomes smaller as the number of blocks increases, so the energy of the grayscale
symbiosis matrix is reduced. Calculate the corresponding variance according to the average threshold
distribution of the average entropy matrix, the formula is:

v=Y(fi- ©)

In Formula (6), t is the average threshold corresponding to average entropy matrix, f;; is the global
threshold corresponding to average entropy matrix of each dorsal hand vein image, 7 is the category
to which image belongs in this experiment, and j is the order in which image are arranged in this
category, the result is shown in Figure 11.

2600

g 8
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Figure 11. The variance of the average entropy matrix.

It can be seen from Figure 11, that when the number of blocks is 20 x 20, the variance is the largest,
that is, its threshold value is the best for the classification of the average entropy matrix.
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3.3. Block-based Mutual Information Feature Vector Calculation Mode

In the previous section, the number of blocks with the best classification effect has been obtained.
Next, it is the main problem of this paper to quantify the texture relationship between blocks by means
of mutual information. For the calculation of mutual information, we proposed three calculation
modes, namely horizontal traversal, vertical traversal and eight-neighborhood traversal. Calculating
mutual information of adjacent blocks by the horizontal traversal as shown in Figure 12.

-
-

r

Figure 12. The horizontal traversal.

According to Formula (5), the mutual information between adjacent blocks x1 and x, xo and x3,- - -,
Xmxn—1 and Xy, is calculated by horizontal traversing from the first row to the last. They are I;", I, - - -,
Lyx(n-1)’- In order to facilitate the next classification and recognition research, the m x (1 — 1) mutual
information obtained above is stacked, and then a feature vector R, is obtained, as in Formula (7).

’
I
2
R, = : @)

:nx(n—l)

The vertical traversal mode as shown in Figure 13.

DI

Figure 13. The vertical traversal.

Similarly, the mutual information between the adjacent blocks x; and x,41, X, +1 and xp41, -~
A (n-1) and Xpxy is calculated by vertical traversal from the first column to the last. The 1 x (m—-1)
mutual information obtained above is stacked, and then a feature vector R, is obtained, as in Formula (8).

Ii
I
2
R, = : (8

(4
nx(m-1)

The eight-neighborhood traversal mode as shown in Figure 14.
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Figure 14. The eight-neighborhood traversal.

First, calculate the mutual information of block x;4, and its surrounding eight neighbors x1,
X2, X3, Xp+1, Xnt3, Xant+1, X2n+2, X2n+3, then calculate the eight neighborhood mutual information of
Xn+3s Xn+ds """ s X(m-1)xn-1s which are respectively L¢ D, -, I(m—2)><(n—2)><8€' Performing a stacking
operation on (m —2) x (n —2) x 8 mutual information to obtain a feature vector R,, as in Equation (9).

e
Ly
IL’
2
R, = : ©)
e
(m=2)x(n-2)x8
In this paper, the training set and test set are processed separately in the above three
calculation modes, and then the optimal mutual information calculation mode is determined by
the experimental results.

3.4. Classification Identification

The above mentioned that the bit plane is processed by 20 x 20 blocks, and then the
mutual information between the blocks is calculated in three modes of horizontal, vertical and
eight-neighborhood. Furthermore, the feature vectors R;, R, and R, are obtained as the feature
extraction of dorsal hand vein. The training samples R; from the device 1, and the test samples
R; from the device 2. The feature vector of the training samples in the three calculation modes

is defined as R; = [It’l I;z I;k], t =1,2,..,n, and the feature vector of test samples is defined as

R, = [I nlp 1 tk]’ t =1,2,..,n, where t represents the category of samples, and k is the number of
mutual information.

Wehave carried out experiments in the cross-device and single-device scenario. In the single-device
scenario, there are 10 images of each hand, we only took five samples to match. In the cross-device
scenario, we also took five samples in the test sample of device two to match. An n-dimension distance
vector matrix dis;(t = 1,2,3,4--- ,n) is obtained by calculating the Euclidean distance [20] between
the test sample (from device 2) feature R; and training sample (from device 1) features Ry, as in

Formula (10).
diss = |Ri=RY|| = Y (=)t =12, (10)

Get the minimum value d of the feature distance.

d= rrZi;i{dist} (11)

Then the test sample R; is identified as the training sample R;” through the minimum value d.
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4. Experiment Analysis

In order to fully prove the result of cross-device hand vein image recognition based on the bit-plane
mutual information, this experiment used two different parameters of the device, labeled as first device
and second device to collect and classify 50 peoples” hand vein images. Their right and left hand were
collected by 10 images, respectively; a total of 2000 dorsal hand vein images with a size of 400x400
were taken. Due to the disparity between the vein networks, right and left hands are considered as
different subjects, which makes the number of classes double. In addition, there are differences in
parameters such as contrast, brightness, focal length, and lens optical performance of two different
devices. The data were collected twice by different devices with a time span of 12 months.

The experiment uses one device for registration and the other for recognition. Data acquisition
uses two generations of different acquisition systems. The two devices are two generations of different
acquisition systems, their illumination module adopts reflectance illumination scheme of infrared LED
array with different wavelength and bandwidth. Devicel uses the 700 nm ~ 1000 nm near-infrared
diode source (wideband source) as the active incident source. Device2 uses the near-infrared diode
light source with a central band of 850 nm and a radius bandwidth of 50 nm (narrow-band light source)
and increases the number of LED array. In the image acquisition module, devicel uses a common
camera, the main parameters are as follows: Resolution: 420 lines, output pixels: 640x480, signal to
noise ratio: 40 dB, device2 uses an industrial grade camera, the main parameters: Resolution: 570 lines,
output pixels: 768x494, signal to noise ratio: 46 dB. In the interface module, the two devices also use
different acquisition cards.

In order to ensure the distribution of cross-device dorsal hand vein images, it used automatic
collection and didn’t limit the volunteers’ posture. In addition, the parameter difference between
different devices makes it more difficult for recognition based heterogeneous images. We used different
types of images (gray-normalized image, binary image, the gray image that only retains the contour of
dorsal hand vein and the bit plane image) to experiment separately. This experiment chose optimal
number of blocks, bit plane and mutual information calculation mode to compare the result of our
algorithm with other algorithms for cross-device images, and then the robustness of the algorithm was
verified by the recognition rate.

Due to changes of the collection environment, the images collected by two devices are significantly
different, which are mainly reflect in the changes of brightness, displacement and rotation.

The images have a distinct brightness difference in the brightest and darkest areas as shown in
Figure 15. it affects the recognition rate to a large extent.

Figure 15. Difference in brightness.

The difference in the posture of the person and the handle width of different devices, the back
of hand produces a certain displacement, as shown in Figure 16. When the displacement is large,
some information on the back of hand will be covered, therefore, it affects the recognition rate to a
certain extent.
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Figure 16. Difference in displacement.

Since the different angles of collector’s hands, dorsal hand vein images are deformed, as shown in
Figure 17. It can also affect the recognition rate of dorsal hand vein.

Figure 17. Difference in rotation angle.

These differences can lead to a significant increase in the difficulty and complexity of recognition
of cross-device dorsal hand vein images. Experimental comparison is conducted below to verify
that method of this paper has a better effect on overcoming the effects of brightness, displacement
and rotation.

First, the gray-normalized image (Figure 4), the binary image (Figure 5) and the gray image that
only retains the contour of dorsal hand vein (Figure 6) were divided into 20 x 20 blocks, respectively.
Then, the mutual information feature vector between the blocks was obtained by using the calculation
modes of horizontal, vertical and eight-neighborhood respectively. Finally, the classification result was
output by the Euclidean distance classifier. The recognition rates of three different types of dorsal hand
vein images in three modes are shown in Table 1.

Table 1. Recognition rates of three different types of dorsal hand vein images in three modes.

~ . . The Gray Image that Only
Modes Gray-Normalized Binary Retains the Contour
Horizontal 48.30% 43.30% 46.33%
Vertical 86.60% 83.30% 83.30%
Eight-neighborhood 88.00% 86.70% 89.67%

Through experiments, it can be found that the recognition rate of the gray-normalized image is
less than 50%, and the binary image reaches 86.60%, while the gray image that only retains the contour
of dorsal hand vein reaches 89.67%. The gray-normalized image has the effect of the background such
as skin, and the binary image completely loses the grayscale information, so the recognition rate is not
as good as the gray image that only retains the contour of dorsal hand vein. In the three modes, the
recognition rate of the eight-neighborhood mode is higher than the other two modes, which indicates
that it is more accurate to calculate the mutual information of adjacent blocks by eight-neighborhood
traversal as the texture feature of dorsal hand vein.

In order to make full use of the gray information of the dorsal hand vein and overcome the effects
of illumination, brightness, rotation and scale changes in the acquisition environment, the eight bit
planes generated by the gray image that only retains the contour of dorsal hand vein was tested
separately, and the statistical recognition rate is shown in Figure 18.
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Recognition rate of different bit planes in three modes

100.00% 93.33%
80.00% i
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—¥—horizontal —e— vertical eight-neighbor

Figure 18. Recognition rate of different bit planes in three modes.

It can be seen that when the number of blocks is 20 X 20 and the mutual information calculation
mode is eight-neighborhood traversal, the recognition rate of the sixth bit plane (b5) reaches the best in
this paper, which is 93.33%. The sixth bit plane not only contains the original contour of dorsal hand
vein, but also overcomes the influence of brightness and noise to a certain extent, and better reflects the
texture features. At the same time, the experiment is compared with other methods on dorsal hand vein
recognition. In the long-term research of the dorsal hand vein recognition, the Intelligent Recognition
and Image Processing Laboratory of North China University of Technology (NCUT) reproduced some
mainstream algorithms on the NCUT hand vein dataset. The results of the comparative experiment
are shown in Table 2.

Table 2. Comparison of recognition rates about different algorithms under cross-device.

. Recognition Rate Recognition Rate
Algorithms (Single-Device) (Cross-Device)

Ours >98% 93.33%

LBP 93.50% 73.42%

PCA 90.40% 54.83%

SIFT 97.50% 86.60%

Gaussian distribution based random o o

key-point generation (GDRKG) 92.30% 71.38%
Improved SIFT 98.63% 90.8%

The LBP algorithm is used to research the local grayscale texture features, and it requires a high
degree of registration about the position of dorsal hand vein, so the recognition rate is not high.
The PCA algorithm treats the sample as a whole, and therefore ignores the local attribute, but the
neglected part is likely to contain important separability information, so the effect of cross-device
dorsal hand vein recognition is very poor. Although the SIFT algorithm has the characteristics of
scale transformation, rotation and illumination invariance, there are fewer feature points taken by
different devices, therefore, the recognition rate is also not very high. The position of the feature points
generated by the Gaussian random distribution based on the GDRKG random feature point algorithm
is not determined, so the probability of matching errors is greatly increased, and the recognition
rate is not ideal. The improved SIFT algorithm has achieved a good recognition rate in cross-device
experiments, but it relies too much on parameter settings and template selection, and the calculation
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speed is very slow. Our method is to calculate the mutual information between adjacent blocks of
the bit planes to quantify the texture features of dorsal hand vein, and the Euclidean distance is
used for classification. The high recognition rate achieved by the experiment fully demonstrates the
effectiveness and feasibility of the proposed method.

5. Conclusions

Aiming at the problem that the recognition rate of the dorsal hand vein image collected by
different devices is not high, this paper proposes a research method-based bit plane and block mutual
information. The optimal block is determined by the variance corresponding to the average entropy
matrix, the gray-normalized image, the binary image, the gray image that only retains the contour
of dorsal hand vein, and the bit planes are tested respectively under various mutual information
calculation modes. By comparing other algorithms used on cross-device hand vein recognition, the
method proposed in this paper has been significantly improved. However, at present, only the one-bit
plane is processed separately, therefore, the fusion and optimization of multiple bit planes will be the
focus of further research in the later stage.
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Abstract: Human wrist vein biometric recognition is one of the least used vascular biometric
modalities. Nevertheless, it has similar usability and is as safe as the two most common vascular
variants in the commercial and research worlds: hand palm vein and finger vein modalities. Besides,
the wrist vein variant, with wider veins, provides a clearer and better visualization and definition of
the unique vein patterns. In this paper, a novel vein wrist non-contact system has been designed,
implemented, and tested. For this purpose, a new contactless database has been collected with the
software algorithm TGS-CVBR®. The database, called UC3M-CV1, consists of 1200 near-infrared
contactless images of 100 different users, collected in two separate sessions, from the wrists of
50 subjects (25 females and 25 males). Environmental light conditions for the different subjects
and sessions have been not controlled: different daytimes and different places (outdoor/indoor).
The software algorithm created for the recognition task is PIS-CVBR®. The results obtained by
combining these three elements, TGS-CVBR®, PIS-CVBR®, and UC3M-CV1 dataset, are compared
using two other different wrist contact databases, PUT and UC3M (best value of Equal Error Rate
(EER) = 0.08%), taken into account and measured the computing time, demonstrating the viability of
obtaining a contactless real-time-processing wrist system.

Keywords: vascular biometric recognition; wrist vein recognition; contactless dataset; identification;
pattern recognition; infrared camera; non-contact devices; Scale-Invariant Feature Transform (SIFT®);
Speeded Up Robust Features (SURF®); Oriented FAST and Rotated BRIEF (ORB)

1. Introduction

Nowadays, biometric recognition is a trendy technology that affects everyone’s safety and privacy
to a greater or lesser extent. In this sense, and according to Vascular Biometric Recognition (VBR),
the lack of non-contact commercial and research systems observed in the state-of-the-art has been
the motivation behind this work in order to contribute to the reduced social and market integration
of this technology. As is known, a contactless vascular biometric system, as facial, iris, or voice
recognition systems, provides essential improvements to the user in hygiene and usability but also
increases the difficulty for researchers of preprocessing, feature extraction, and feature matching in
the verification/identification process. In previous research [1], a portable contactless image capture
device for VBR was implemented. In the current study, this capture device is integrated (processing
and storing a novel contactless algorithm and database) in order to obtain and analyze a complete
contactless VBR system.

The use of the wrist area or wrist vein modality avoids the palm vein modality pattern (Fujitsu©) [2]
and the finger vein modality pattern (Hitachi©) [3]. In addition, the use of this area could be
considered, for future researches, in combination with other biometric research systems or techniques
like Electrocardiogram (ECG) [4] or even biomedicine solutions like [5].

Sensors 2020, 20, 1469; doi:10.3390/s20051469 185 www.mdpi.com/journal/sensors
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1.1. Related Work

It is important to note that, as far as it is known, there are no well-integrated and well-known
commercial systems on the market based on the wrist vein modality. However, there are several studies
in the research stage, as is exposed in the state-of-the-art of wrist Vascular Biometric Recognition
(VBR) summarized in Table 1. It is divided into three units: dataset, capture device, and software
algorithms. As it can be extracted from Table 1 and as far as it is known, there are only limited recent
works, and there is only one public database for wrist vein modality: PUT [6] (50 subjects X 2 wrists X
4 samples X 3 sessions = 1200 images, 1100 genuine intraclass or mated comparisons and 108,900
impostor interclass or non-mated comparisons). This database is used in several works, e.g., [7],
that also presents a complete and updated state-of-the-art of wrist VBR.

The rest of the works presented in Table 1 use two privately-distributed databases: UC3M [8] and
Singapore [9]. Other less extensive works, e.g., [10], which are not presented in the table, use private
databases collected with their own-designed system, as it is the case of the present study.

As far as is known, the cameras used mounted CCD sensors and LED type illumination with a
wavelength of approximately 850 nm (considered the best near-infrared value for VBR).

It is essential to point out that all these databases require physical contact between the subject and
the hardware part of the system, which reinforces the motivation discussed previously.

According to the recognition algorithms, all the studies follow the traditional recognition process
against the trendy deep learning methods: preprocessing, feature extraction algorithm, and feature
matching algorithm based on distances or machine learning techniques.

The process always begins with the preprocessing and enhancement of the near-infrared (NIR)
images. The starting point is usually monochromatic images whose vein patterns are enhanced,
for better definition and visualization, in the following order: contrast increase (e.g., histogram
equalization), noise reduction (filters), binarization and skeletonization (e.g., Zhang and Suen [11]).
Then, the task could continue (only in [9] in Table 1), with the extraction of the Region of Interest
(ROI). For feature extraction, several techniques are applied: minutiae extraction, as the own algorithm
discussed in [8]; feature extraction base on Local Binary Pattern (Dense Local Binary Pattern), [12];
Hessian matrix, [13]; and convolution approach, [14]. The matching algorithms are based on distance
(Hausdorff distance [9,14] and own minutiae algorithm [8]) and cross-correlation comparison [13].

Traditional Machine Learning methods for matching are only employed in [12] (Support
Vector Machines).

Computing time for the entire software algorithm is given in the latest works, [12,13], revealing
the evolution of biometric systems nowadays. As the results of the proposed system indicate (Section 3,
Section 3.2.2), computing time is a critical variable in the integration of real-time biometric systems.

The performance for all works indicated in Table 1, based on the Equal Error Rate (EER), varies
between 0.14% and 2.27%. These values should be considered reduced enough, but it is important to
remark, as it has been mentioned, all the devices required physical contact with the users, fixing the
wrist position and easing the recognition task. The images obtained are extremely invariant in scale
and orientation, which translate into really high biometric performance, as it is demonstrated in the
current work, with entirely similar features extracted. In this sense, a new scale-orientation-invariant
algorithm is presented in the current study.

Another important factor noticed in the capture devices, due to the contact feature, is the immunity
to the environmental or external light. This light does not reach the capture device due to the closed
space between the camera and the wrist. Again, as a result, the similarity between the images is
improved and, of course, the recognition performance. A non-contact system, as it is demonstrated
in this paper, is affected by the external light conditions despite the extra capture light illumination.
These two factors are the goals to overcome in order to improve wrist VBR recognition and obtain
contactless devices.
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1.2. Contributions

The main goal of the work presented in this paper is to obtain and test a complete, low-cost,
real-time, contactless vascular biometric system based on wrist vein recognition. For this purpose,
the capture algorithm, TGS-CVBR®, and the capture device exposed in [1] are integrated and used in
the current study to collect a contactless database (UC3M-CV1). Then, a new scale-orientation-invariant
software algorithm, based on Scale-Invariant Feature Transform (SIFT®), Speeded Up Robust Features
(SURF®), and Oriented FAST and Rotated BRIEF (ORB), is proposed and tested on the database:
Preprocessing and Identification Software for Contactless Vascular Biometric Recognition (PIS-CVBR®).
The present work is summarized in the supplementary video material.

2. Materials and Methods

The experimental procedure, material, and methods are summarized in Figure 1 (expired on
ISO/IEC 19795-1:2019 [29]). For the research and implementation of a complete wrist VBR contactless
system, the following elements have been defined:

(1) Hardware: present in all the subsystems of Figure 1 (capture, storage, signal processing,
comparison, and decision).

(2) Software algorithms: divide into two software algorithms TGS-CVBR® and PIS-CVBR®. The first
one is in charge of the data capture (yellow and left side of Figure 1) and the second one takes
care of the and storage, preprocessing, comparison and decision tasks (green and right side of
Figure 1). Combining these two algorithms a final system is obtained.

The following units of this section detail the procedure for obtaining these two elements:
hardware (capture, processing, and storage devices) and software algorithms (TGS-CVBR®:
capture algorithm and PIS-CVBR®: storage, signal processing, comparison, and decision).

[HARDWARE + TGS-CVBRG) [HARDWARE + PIS-CVBR@
Data Capture Data Storage Comparison Decision
Subsystem ___Subsystem ; Subsystem Subsystem

Biometric

\claim i b
s

Signal Processing
Subsystem

Biometric
reference

wem
PET L]
.
o

Decision
policy

Verification outconJ

Figure 1. Components of the experimental wrist VBR system.

Biometric
¢

Preprocessing
)

Features extraction ‘

Enrolment

T Verification

Capture biometric sample

2.1. Hardware: Capture, Storage and Processing Devices

The hardware only implemented as a capture device in [1] was integrated and used in the
current study as a capture, processing, and storage system. It consists of three parts: near-infrared
camera (sensor for the capture) near-infrared Printed Circuit Board (PCB, LED illumination) and small
computer (processor and storage). The camera selected and modified was the commercial USB webcam
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Logitech® HD Webcam C525 [30]. For the infrared lighting, a PCB with eight infrared LEDs (OSRAM®©
SFH 4715 A [31], 850 nm) was designed and manufactured. In the current work, the small computer
Raspberry® Pi 4 Model B [32] was used, instead of the Raspberry® Pi 3 Model B [33] of [1], for VBR
processing and database storage.

2.2. Software Algorithms

As was mentioned, the software algorithm is divided into two fragments. The first one,
Three-Guideline Software for Contactless Vascular Biometric Recognition (TGS-CVBR®, presented
in [1] only as a capture algorithm), is used to guide users on how to position the wrist in the database
collection (image capture and visualization). The second one, Preprocessing and Identification Software
for Contactless Vascular Biometric Recognition (PIS-CVBR®), is the recognition algorithm.

2.2.1. TGS-CVBR®

The real-time video of the camera capture (640 x 480 resolution) was displayed on a monitor
together with the three fixed guidelines, as is shown in Figure 2 (step 2, right side). This algorithm
provided feedback to the user on how he/she was positioning the wrist and was used for database
collection (UC3M-CV1, in this case) and user recognition (combined with PIS-CVBR®). The guidelines
were useful because they fixed the user’s wrist, obtaining scale-orientation-invariant images in order
to improve the recognition algorithm task: the largest horizontal guideline sets the wrist orientation,
and the two smaller guidelines establish the distance between the wrist and the camera.

Placement
according to
the lines
shown in the

video

Location of
the wrist
groove print

@ (b)

Figure 2. Three-Guideline Software for Contactless Vascular Biometric Recognition (TGS-CVBR®),
wrist positioning steps (based on [1]). (a) Step 1: the location of the wrist groove line. (b) Step 2: match
of the wrist groove print and the guideline.

This software was developed using Python™ 3.4.2 due to the quick and easy way to access to the
USB camera and the well-integration of the language with deep learning libraries, in order to be used
in future works.
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The user should follow the steps shown in Figure 2:

1.  Locate the wrist groove print or mark.
2. Align/match it with the guide trace displayed.

2.2.2. PIS-CVBR®

After the database collection (experimental process explained in the later section), the next step
was to recognize the user: authentication/verification (1:1 user comparison) or identification (1:N user
comparison). For this purpose, Preprocessing and Identification Software for Contactless Vascular
Biometric Recognition (PIS-CVBR®) is proposed in this paper. It was divided into three parts or steps:
preprocessing, feature extraction, and feature matching.

This software has been also developed using Python™ 3.4.2.

Preprocessing

The main goal of preprocessing was to enhance, normalize, and define the vein patterns in other
to extract the features later on. This process is summarized in Figure 3. The infrared RGB images were
captured in 640 x 480 resolution and “.jpg” compressed format (Figure 3a) with TGS-CVBR® and the
modified camera (RGB camera). The first step, RGB to greyscale (monochromatic image with values
from 0, black, to 255, white) transformation, is shown in Figure 3b.

In order to obtain a higher contrast between veins and the rest living tissue, the adaptive histogram
equalization technique Contrast Limited Adaptive Histogram Equalization (CLAHE) [20] was used
(Figure 3c). To reduce the high-frequency noise (salt-and-pepper and Gaussian noise in this case)
generated by this algorithm and the camera sensor, several low-pass software filters were employed
(Figure 3d) in the following order: Gaussian filter, Median filter, and Averaging filter. The kernel size
of all of them was 11 x 11. This was the last step of the preprocessing task.

CLAHE Filters

'xmt.mnz,..
Number of pel
Nt ice
Number of piel

@ (b) (0 (d)

Figure 3. Preprocessing and Identification Software for Contactless Vascular Biometric Recognition
(PIS-CVBR®): Preprocessing steps for User 0. Example images (above) and their histograms (below):
(a) RGB image. (b) Image after greyscale conversion. (c) Image after greyscale conversion and Contrast
Limited Adaptive Histogram Equalization (CLAHE) algorithm. (d) Image after greyscale conversion,
CLAHE algorithm, and filtered by Gaussian filter, Median filter, and Averaging (11 x 11 kernel).

Finally, it is important to remark that in this paper, and at this moment, the ROI extraction was
not considered required for this software. However, it would probably improve system performance
and is a step to contemplate in the future.
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Feature Extraction

For the extraction of unique features from the wrist vein patterns, three scale-orientation-invariant
algorithms for homography have been used and tested: Scale-Invariant Feature Transform (SIFT®) [34],
Speeded Up Robust Features (SURF®) [35] and Oriented FAST and Rotated BRIEF (ORB) [36]. They
have been selected and used, along with the TGS-CVBR® algorithm, in order to avoid the variability
of the size and orientation of the wrist area, caused by the non-contact feature.

The first algorithm, SIFT®, patented in 2004 [34], was based on the Harris Corner Detector, whose
variant-scale features were the motivation for improvement. SIFT® is a well-known algorithm due to
its excellent performance but also to its high computing time. In order to reduce this time, SURF® was
patent in 2006 [35]. Finally, the ORB algorithm, a fusion of the modified FAST and BRIEF algorithms,
was published in 2011 as an open-use and a faster alternative.

In VBR, only SIFT® has been used in the wrist variant, in [37]. However, in the current study, these
three algorithms have been compared, and also, with a contactless dataset. After the preprocessing,
the performance of the feature extraction (100 key points) for each algorithm, with scale and orientation,
is shown in Figure 4a—c, respectively.

(b)

Figure 4. PIS-CVBR®: Feature extraction for User 0. Scale and orientation of the 100 key points
extracted with the three algorithms used: (a) Scale-Invariant Feature Transform (SIFT®). (b) Speeded
Up Robust Features (SURF®). (c) Oriented FAST and Rotated BRIEF (ORB).

Feature Matching
For the feature or key points matching, two algorithms were used:

1.  Brute Force Matcher (BFM): for the descriptors of the features extracted with ORB.

Fast Library for Approximate Nearest Neighbors (FLANN) [38]: for the descriptors of the features
extracted with SURF® and SIFT®.

The matching between the wrist pattern image of one user (User 0) and real-time video capture
was taken and shown, for the two matching algorithms, in Figure 5.

The BFM and the FLANN algorithms provided distances between the features matched. These
distances are similarity values between matched features or key points. For the BFM, the Hamming
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distance was selected. A higher value of distance means that the points were more separated, i.e., they
were less similar. To decide if these matched points are suitable, the Lowe’s ratio test [34] was used for
FLANN (SIFT® and SURF®), and a simple distance score value was set for BEM (ORB). The result of
performance per each algorithm is discussed in Section 3.2.2.

So as to obtain a real-time authentication and identification system, analyzing the computational
performance of the proposal software algorithms, TGS-CVBR® and PIS-CVBR® are combined. Figure 6
shows and summarized the authentication and verification process made in this work.

SIFT (FLANN) SURF (FLANN)

ORB (BEM)

Figure 5. PIS-CVBR®: feature matching for User 0. Correct matching points for two samples of User 0
with the three feature extraction algorithms: (a) SIFT® (with Fast Library for Approximate Nearest
Neighbors (FLANN)). (b) SURF® (with FLANN). (c) ORB (with Brute Force Matcher (BFM)).

Video Slxeam]ing T
Capture & Displaying - erificati then
(SAMPLES) [_somple [ 9

[ ompurison |

Presentation Preprocessing | \

.
.
. I User X User X verificated
: | sample | e
sttt |
Biometric sensor Features extraction
Comparison
Database AT
(PATTERNS) .

Figure 6. TGS-CVBR® and PIS-CVBR® union: Real-time authentication and identification process.

For the authentication or verification task (green block in Figure 6, 1:1 user comparison), the unique
user image pattern (User X extracted from the database) was compared with the real-time video capture
(samples), i.e., the features extracted from the image (Figure 7, left) were matched with the features
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extracted from the streaming video (Figure 7, right). Please, check the supplementary video material
for better comprehension.

/ [Verification/Authentication] \\‘

Figure 7. TGS-CVBR® and PIS-CVBR® union: User 0 real-time authentication (screenshot). Unique
user image pattern (left side) comparison with video (right side) using (SIFT algorithm, 7-8 FPS). In the
video, the word “User” refers to the subject, and the wrist is predefined (User 0 = Subject 0 and Right
wrist, User 1 = Subject 0 and Left wrist).

For the identification task (yellow block in Figure 6, 1:N user comparison), once the unique
features had been extracted from each user (User 0 to User 100) at the initialization of the program, they
were compared with real-time video capture. Figure 8 shows two identification examples of two users.
It is important to notice that according to the normative ISO/IEC 19795-1:2019 [29], this software does
not identify because does not provide a rank index, R, of the number of users considered as potential
candidates selected with a threshold T.

[Identification]

=

e

2
%
&
2
3
k1

TGS-CVBR®) TGS-CVBRE

(@) (b)

Figure 8. Final system software: User 0 and User 1 real-time identification using TGS-CVBR® and
PIS-CVBR® (SIFT algorithm). (a) User 0 capture. (b) User 1 capture.

The computing performance for these two tasks is detailed in the results section, Section 3.
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2.3. Dataset Collection: Experimental and Evaluation Procedure

The database acquired in this work was named UC3M-Contactless Version 1 (UC3M-CV1) database.
It was collected with the proposed TGS-CVBR®, and the hardware described previously. The two
other databases detailed in Table 1 and acquired with physical contact, UC3M [8] and PUT [6], were
employed in this study in order to compare, with contact and non-contact dataset, the results obtained
with the software algorithms proposed: TGS-CVBR® and PIS-CVBR®.

2.3.1. Parameters

Subject Conditions

The UC3M-CV1 database was made of 1200 infrared greyscale 640 x 480 images captured from
100 users: both wrist of 50 subjects (25 females and 25 males) from Europe (43), America (4), Africa (1)
and Asia (2) aged between 21 and 75 years (39.92 years on average, 17.74 standard deviation).

The age and the skin color distribution, according to the Fitzpatrick phototypes scale [39] and the
von Luschan chromatic scale, is shown in Figure 9. As is pretended in recent works as [40], studying
different environmental (light, temperature, and humidity) and subject conditions, the idea was to
introduce new concepts that may affect the vein visualization. In this case, one subject condition is
reflected: skin color. It is claimed that skin damage [41] and skin pigmentation [42] do not affect
the visualization of the veins in the palm and the finger vein modalities. In these areas, the melanin
concentration is lower due to the thickness of the skin. However, the wrist region had slightly higher
levels of melanin. These levels increased in dark-skinned subjects, and, as detected in this work,
without conclusive results, they could affect the process of vein visualization. For this reason, in
Figure 9, the subject phototype distribution is reflected. The chromatic scale distribution was clearly
displaced to values under 21 (phototypes I to IV), and the age was mainly distributed between 20-30
and 60-70 years.

The influence of the continent-region was also another issue that is not addressed in this work but
is also a factor to take into account in future researches. The origin distribution should be higher.

Six samples per session were captured for each subject wrist: 50 subjects X 2 wrists X 6 samples X
2 sessions = 1200 images. These monochromatic images have been stored in “.jpg” compressed format.
More than two weeks and less than four weeks was the distance between sessions.

UC3M-CV1 database: Distribution of subjects by age and skin phototype
35

Number of subjets

Fitzpatrick phototypes scale
<2
Von Luschan chromatic scale

70 10 Chromatic scale —
(1-36)

Figure 9. UC3M-CV1: Distribution of subject by age and skin phototype, according to the Fitzpatrick
phototypes scale and the von Luschan chromatic scale.
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The size of this dataset could be increased in future works, but it is essential to remark that it is
larger in the number of sessions and samples than the UC3M dataset but smaller in the number of
sessions than the PUT dataset.

Environmental Conditions

The samples have been taken under uncontrol environmental conditions:

1.  Temperature: Approximately 20-23 °C.
2. Humidity: Dry ambient.

3. External light: Different daytimes, places (outdoor/indoor), and external artificial lights (usually
without direct sunlight).

2.3.2. Collection Method

For the generation of the database, the next steps have been followed:

e The volunteers were informed of the experiment they will be part of and their rights according to
the last General Data Protection Regulation (GDPR, applied since May 25th, 2018) [43]. Then, they
signed the explicit consent.

e  Registration of the personal data of the subject.

e  Brief demonstration for the subject, following and showing it in Figure 2, on how to position the
wrist correctly according to TGS-CVBR®.

e One operator took one capture when the user’s wrist was placed correctly. The operator helped
the user (voice indications) if it detected that the subject was placing the wrist in an extremely
wrong way: too far/near from the camera (not following the two small guidelines) or with an
incorrect orientation (not placing the wrist grove print aligned with the largest guideline).

e The capture process was repeated, obtaining 12 samples per each subject (six samples per wrist):
one session per subject. The external light conditions between the different subjects were not the
same: different days at a different time in different places (outdoor/indoor).

o Two weeks after the first session, steps 4 and 5 were repeated in the second session obtaining 24
samples per each subject (12 samples per wrist) in total.

3. Results

In order to evaluate the different parts exposed in this paper, this section follows the structure of
the previous one. The experimental evaluation procedures have been detailed.

3.1. Hardware: Capture, Storage and Processing Devices

As was presented in the previous work [1], the NIR camera and the NIR PCB illumination
provided homogeneous light distribution and good quality images, avoiding excessively bright or
dark areas. In this paper, in order to evaluate the response of the capture device in different ambient
light conditions, several images were taken. The main goal of this evaluation was to introduce the
environmental light influence concept as a critical issue to use this type of system outdoors. Figure 10
shows the comparison of one image of the right wrist of two subjects, User 0 and User 82, in three
different outdoor ambient light conditions: darkness, sunny daylight, and cloudy daylight, respectively
Figure 10a—c. As a first approach, these conditions were heuristics because the luminous intensity had
been not measured.

As can be seen, veins patterns were also visible and recognizable in sunny and cloudy day
scenarios, considered as unfavorable light ambient conditions. However, the influence of the conditions
of the scenarios is also remarkable.
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Darkness

User0

User1

(@) (b) ©

Figure 10. Results: outdoor external light conditions for User 0 (top row) and User 82 (bottom row).
(a) Darkness. (b) Sunny daylight. (c) Cloudy daylight.

In the darkness, the resulting images are quite similar, with homogenous light diffusion, to the
ones obtained with the contact device used at [8]. The quality of the images was slightly lower in this
work, but it is worth taking into account the reduction in size and cost of the camera and illumination.
Otherwise, as has been mentioned, it is important to point out that most of the images collected for the
UC3M-CV1 were taken indoor with artificial light conditions but without direct sunlight.

The processing time performance was a hardware-software relation requirement that is analyzed
and discussed in the next section (Section 3.2.2, Processing-time performance).

3.2. Software Algorithms

3.2.1. TGS-CVBR®

This software component is also evaluated in [1], demonstrating a reduced variation in size
and orientation (illumination in consequence) of the wrists. The recognition process was improved,
although the algorithms selected and used in this paper (PIS-CVBR®), SIFT®, SURF®, and ORB were
already scale-orientation-invariant algorithms.

Figure 11 shows the results of the use of TGS-CVBR®. The repetitiveness in the samples is evident.

Figure 11. Three-Guideline Software for Contactless Vascular Biometric Recognition (TGS-CVBR®)
images comparison for six samples of User 0 (top row) and User 82 (bottom row) [1].

In addition, although a usability test for the subjects was not realized for the collection of the
UC3M-CV1 dataset, they have indicated that they felt comfortable as the sessions and sample capture
have been going on. In the future, a usability test should be passed for a complete evaluation.

3.2.2. PIS-CVBR®

The PIS-CVBR®, software algorithm, was analyzed, according to the normative ISO/IEC
19795-1:2019 [29], in two different ways for the three algorithms used: biometric system performance
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and processing-time performance. In this way, the three algorithms selected have been tested: SIFT®,
SURF®, and ORB.

Biometric System Performance

For this purpose, the database generated, UC3M-CV1, was used. As is mandatory by the
normative [29], the False Match Rate (FMR) and False Non-Match Rate (FNMR) were provided
in a Detection Error Trade-Off (DET) plot (recommended).

Failure-To-Enrol Rate (FTER) and
Failure-To-Acquire Rate (FTAR) were unknown.

The first approach of the biometric performance obtained from the UC3M-CV1 database,
Figure 12a—c shows, respectively, for each algorithm the error rate in % versus the threshold (number of
coincident key points that determine the acceptance or rejection of the user). These graphics discussed
the FMR and the FNMR according to the threshold for the 1100 intraclass or mated comparisons
(50 subjects x 2 wrist patterns x 11 samples), and the 108,900 interclass or non-mated comparisons
(100 wrist patterns X 99 wrist patterns X 11 samples) made.

The threshold, shown in the decision subsystem in Figure 1, was the number of coincident points
to choose and accept a user. The green curve represents as a percentage the False Match Rate (FMR)
or value of samples compared that should be rejected but are accepted by the algorithm. The red

curve represents as a percentage the False Non-Match Rate (FNMR) or value of samples compared that
should be accepted but are rejected by the algorithm.
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Figure 12. Results: biometric system performance. It is represented the percentage of error, False
Match Rate (FMR) (line-dot green curve), and False Non-Match Rate (FNMR) (continuous red curve)
versus the threshold of the number of coincident key points. (a) SIFT®. (b) SURF®. (c) ORB.

These graphics anticipate the best biometric performance for SIFT® and the worst for ORB, just
analyzing the high value for the crossing point, EER: 21.76%, 32.29%, and 39.94% for respectively,
SIFT®, SURF®, and ORB, and the integer thresholds of 9, 25, and 1.

In order to verify this prediction, the Detection Error Trade-Off (DET) curves were obtained
(Figure 13) for the collected UC3M-CV1 database and according to the three algorithms (SIFT®, SURF®,
and ORB, respectively in Figure 13a—c) and the two capture sessions (Session 1 with green curve,
Session 2 with cyan line-dot curve and the entire dataset with yellow gap-line curve).
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Figure 13. Results: Biometric system performance. Detection Error Trade-Off curve. The False
Non-Match Rate is represented versus the False Match Rate. The green (continuous), cyan (line-dot),
and yellow (line-line) curves are respectively for Session 1, Session 2, and the full database. (a) SIFT®.
(b) SURF®. (c) ORB.

The results for SIFT® were confirmed as significantly better for all the sessions. The curves
were clearly closer to small values for the SIFT® case. It is interesting to point out that, for the three
algorithms, the biometric performance improved in the second session, comparing it with the first,
showing a more homogeneous placement of the wrist by the subjects in the capture. Otherwise,
the curve performance for the entire UC3M-CV1 dataset gets worse. These results have been clearly
treated in the discussion section.

In order to compare them with the results obtained with a physical contact database, the UC3M [8]
and PUT [6] dataset have been processed with the same software algorithms. The compared results are
shown below.

Although the EER value is deprecated according to the normative [29], Figure 14 shows this value
obtained for SIFT®, SURF®, and ORB.

39.94

40

EER (%)

Session 1 Session 2 Session 1 & 2 Session 1 (single session) Session 1,2 & 3
UC3M-CV1 database UC3M database PUT database

Figure 14. Results: Biometric system performance. Equal Error Rate (EER) obtained for each database
using TGS-CVBR® and PIS-CVBR® with SIFT®, SURF®, and ORB algorithms.
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The better performance for this working point for the UC3M-CV1 and the two other databases
was obtained using, respectively, SIFT®, SURF®, and ORB algorithms.

For the UC3M-CV1 database and the three algorithms, the EER value is reduced in the second
session (from 10.16 in Session 1 to 8.59 in Session 2, in SIFT® case), most probably, as it was mentioned,
due to the practice of the subject using the system. However, obtaining the results for both sessions,
the full database, the EER reached inadmissible values: 21.76%, 32.29%, and 39.94%. These EERs
should not be compared with the results obtained and presented in the current state-of-the-art with
physical contact devices.

For the UC3M database, the results were much better, probably due to three factors:

1.  Single session: the UC3M database was collected in one session. This fact avoids subject
usability variability.

2. Contact system: The system used in [8] fixed extremely the position (scale and orientation) of
each user with the contact capture device (non-portable big size system). In addition, the device
isolated the wrist from the external illumination conditions.

3. Images quality: For the generation of this database, probably, the quality of the images obtained
was better with the usage of a dedicated industrial camera [8] (larger size and higher price).

For the PUT database, the EER values were higher than in the UC3M database but lower than in
the UC3M-CV1. The capture contact system [6] obtained worse quality images but homogeneous in
illumination without external light influence.

In order to ratify these results, the DET graphics for the two other databases used are shown in
Figure 15a (UC3M) and Figure 15b (PUT).
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UC3M database (session 1, single session)
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Figure 15. Results: Biometric system performance. DET curve. The FNMR percentage is represented
versus the FMR percentage. The purple (continuous), blue (line-dot), and orange (line-line) curves are
respectively for the SIFT®, SURF®, and ORB. (a) UC3M. (b) PUT.

The EER obtained for the UC3M dataset with SIFT®, shown in the extended purple DET curve of
Figure 15a, reached 0.08%. This value was significantly lower than the obtained in all the studies of
Table 1 (state-of-the-art summary). In the case of the PUT dataset, the results are clearly improvable,
comparing the current values with ones of the state-of-the-art. This comparison denotes the high
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correlation that exists between the design of the software algorithms and the datasets in which they are
tested, in agreement with the way the datasets have been collected (mainly the capture device).
Finally, it is essential to remark that in all studied cases, SIFT® and SURF® algorithms obtained
better results, but also, the computational cost was significantly higher for the key points extraction
and matching, as it is analyzed in processing-time performance unit.
The results were obtained using Python™ 3.4.2. and Matlab® R2019b.

Processing-Time Performance

Figure 16, for the three algorithms, shows the computing time spent in the completed UC3M-CV1,
UC3M [8] and PUT [6] databases for the preprocessing, the feature extraction (generation of key points
and its descriptors), the intraclass (mated) and interclass (non-mated) comparison (feature matching)
and the total time. The hardware used for processing, Raspberry® Pi 4 Model B [32], provided
with 64-bit ARM-Cortex A72 (1.5 GHz, quad-core), 4 GB RAM and 128 GB external flash memory, is
compared with the Asus® K55V-SX441H [44] 64-bit laptop provided with Intel® Core™ i7 3630QM
(2.4 GHz, quad-core), 8 GB RAM and 1 TB of SSD memory. As can be seen, the processing time was
considerably reduced in the laptop.
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Figure 16. Results: Processing-time performance in seconds for each database and its computing
hardware using TGS-CVBR® and PIS-CVBR® with SIFT®, SURF®, and ORB algorithms. Preprocessing
time is in green color due to its independence with feature extraction algorithms.

The ORB algorithm was faster in all aspects. SURF® was always slower matching features than
SIFT®, that is slower extracting descriptors. The processing time of the PUT database was higher than
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in the UC3M-CV1 database (same number of images, subjects, and comparisons) due to the “.bmp”
image non-compressed format. It has been verified that there was no loss of information with the “.jpg”
format for the algorithms used. The results were obtained using Python™ 3.4.2. and Matlab® R2019b.

The processing time performance of the real-time authentication and identification system is
summarized in Table 2 for the three algorithms used and the UC3M-CV1 database.

Table 2. Results: final system software. Processing-time performance in Frames Per Second (FPS) for
the UC3M-CV1 database and its computing hardware using TGS-CVBR® and PIS-CVBR® with SIFT®,
SURF®, and ORB algorithms.

Authentication (FPS, 1 User) Identification (FPS, 100 Users)
Hardware
SIFT®  SURF® ORB SIFT®  SURF® ORB
Raspberry® Pi 4 Model B 2(% 4-5 8 2(% 2-3 (%) 4
Asus® K55V-SX441H 7-8 9-10 15 6 9 15

* Framerate too low to obtain a real-time processing system.

As has been indicated previously, in the processing time performance of PIS-CVBR®, SIFT® and
SURF® were slow algorithms with a high computational cost. This was reflected in obtaining reduced
values of Frames Per Second. As the footer of Table 2 indicates, values below 2-3 FPS were considered
too low rates to obtain a real-time processing system, producing an unacceptable lag effect.

The results have been obtained using Python™ 3.4.2.

4. Discussion

In this work, a wrist vein non-contact capture system (hardware and software) for Vascular
Biometric Recognition (VBR) has been designed, implemented, and tested. For this purpose,
1200 near-infrared images have been taken and analyzed with a novel contactless capture algorithm.
According to the current state-of-the-art, this system tries to contribute to the VBR research world
obtaining a system with the following remarkable main features and goals:

Contactless.

Real-time processing.

Portable: small size (85.60 mm x 56.5 mm X 17 mm) and weight (0.2 kg).
Reduced price (less than 200 $).

Invariant to environmental light conditions.

SN

All these aspects have been demonstrated and fulfilled, except for the invariance to external light
conditions. In order to obtain them, in the hardware part, a homogeneous NIR PCB illumination has
been integrated. Two new software algorithms have been registered: TGS-CVBR® and PIS-CVBR®.
The first one fixes, in a contactless way, the orientation and the scale of the wrist, in order to avoid
differences in the illumination and to ease the feature extraction process. The second one, PIS-CVBR®,
is in charge of preprocessing (enhancing and increasing vein patterns visualization despite suboptimal
environmental light conditions) and of the identification process. For the identification process,
the texture based-on homography algorithms, SIFT® [34], SURF® [35], ORB [36] are used. These
well-known algorithms are invariant to scale and orientation, a property a priori advantageous for
the purpose.

In order to test the biometric and the processing time performance, a new contactless database
has been generated, UC3M-CV1, with 100 users (both wrists of 50 subjects) in two sessions.

Finally, the results reflect the following conclusions:

1.  The portable and cheap hardware allows obtaining homogenous illumination, avoiding dark
and bright areas, although it is not completely immune to the environmental (sunlight an
artificial light) conditions (Figure 10). As a required improvement, precise control of the sensor’s
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near-infrared wavelength sensitivity and the pass-band near-infrared filter would be essential,
but probably not definitive, for the achievement of this goal. In addition, the quality of the
sensor could be improved. In this sense, the results obtained with PIS-CVBR® reflect that the
biometric performance for the two sessions is clearly better in a separate way than for the full
UC3M-CV1 database. According to the processing or computing time, it is thought that the small
computer used, Raspberry® Pi 4 Model B [32], mounts an enough powerful computing hardware
for real-time processing these types of recognition software algorithms, despite the issues evinced
by the slowest, SIFT®.

2. The TGS-CVBR® fulfills its goal providing scale-orientation-invariant images, i.e., wrists with the
same orientation or positioning and the same size for each user. Nevertheless, user interaction
with this type of guiding-feedback algorithms, related to the biometric performance, presents an
unexplored field that should be researched in the future.

3. The PIS-CVBR® evinces, as it was stated in point 1, that the biometric performance is completely
linked to the environmental light conditions. As far as it is known, this issue had not been
addressed in other works that usually employ devices statically in a laboratory and with the
sensor isolated from the external light influence. It is thought that the preprocessing step is correct
due to the high and clear visualization of the vein patterns. However, the recognition results are
entirely not acceptable. In the future, in order to obtain a contactless real-time-processing VBR
system, all efforts will be focused on the improvement of the algorithm (biometric performance)
and its execution speed (processing time performance), according to the hardware selected.

5. Conclusions

In this paper, a novel vein wrist non-contact VBR system has been designed, implemented,
and tested. For this purpose, a contactless device has been integrated with a guiding algorithm,
TGS-CVBR®. A novel preprocessing registered method for pattern vein definition has been created.
A new non-contact database with 100 different wrists and 1200 infrared images, UC3M-CV1, has
been collected. Three scale-orientation-invariant algorithms, SIFT® [34], SURE® [35], and ORB [36],
have been tested on it and two other databases (physical contact datasets). Selecting the SIFT®
algorithm as the one with the best biometric performance (but worst processing time performance),
the results denote the need to continue researching on wrist VBR contactless algorithms, although the
improvement against the state-of-the-art results (EER = 0.08% for the UC3M database).

In the future, the lines of research will continue, firstly, with the enhancement of the system
invariance against the environmental light and the integration of these devices, introduced in this work.
Secondly, the biometric performance will be improved taking into account the scale and orientation of
the wrist in the image strongly related to the external light influence. For this purpose, new embedded
devices and, against the traditional recognition process, deep learning algorithms are being researched.

6. Patents

From the work reported in this paper, no patents have resulted nevertheless, two software
algorithms have been registered: TGS-CVBR® and PIS-CVBR®.

Supplementary Materials: The following are available online at https://zenodo.org/record/3696767#.X1-06aj0na8,
Video S1: UC3M-Wrist_Vascular_Biometric_Recognition_Using_a_Portable_Contactless_System.mp4.
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Abstract: Geometric deep learning (GDL) generalizes convolutional neural networks (CNNs) to
non-Euclidean domains. In this work, a GDL technique, allowing the application of CNN on graphs,
is examined. It defines convolutional filters with the use of the Gaussian mixture model (GMM).
As those filters are defined in continuous space, they can be easily rotated without the need for some
additional interpolation. This, in turn, allows constructing systems having rotation equivariance
property. The characteristic of the proposed approach is illustrated with the problem of ear detection,
which is of great importance in biometric systems enabling image based, discrete human identification.
The analyzed graphs were constructed taking into account superpixels representing image content.
This kind of representation has several advantages. On the one hand, it significantly reduces the
amount of processed data, allowing building simpler and more effective models. On the other hand,
it seems to be closer to the conscious process of human image understanding as it does not operate on
millions of pixels. The contributions of the paper lie both in GDL application area extension (semantic
segmentation of the images) and in the novel concept of trained filter transformations. We show that
even significantly reduced information about image content and a relatively simple, in comparison
with classic CNN, model (smaller number of parameters and significantly faster processing) allows
obtaining detection results on the quality level similar to those reported in the literature on the
UBEAR dataset. Moreover, we show experimentally that the proposed approach possesses in fact
the rotation equivariance property allowing detecting rotated structures without the need for labor
consuming training on all rotated and non-rotated images.

Keywords: geometric deep learning; ear detection; structured prediction; semantic segmentation;
rotation equivariance; Gaussian mixture model; superpixels

1. Introduction

A biometric can be defined as a measurable, physical characteristic, which can be used to identify
individuals. There are various types of biometrics used in practical applications: voice recordings,
fingerprints, signatures, DNA, hand geometry, iris and face images, or even keystroke dynamics,
to mention only a few. A good biometric should have several properties [1]. It should be universal
(everyone should possess this characteristic), distinctive (it should allow discriminating between
people) and permanent (ideally, it should not change in time). Moreover, the process of acquisition
should be inexpensive, generally acceptable, and not troublesome (in some applications, it should be
even discreet). Finally, the identification system using such a biometric should be hard to circumvent.
The biometrics mentioned above meet those expectations to varying degrees. It is relatively easy to
forge a signature, whereas a DNA test usually is hard to falsify. Similarly, collecting face images, as a
rule, is treated as a violation of privacy, while taking fingerprints seems to be natural.

In this work, ear images are considered [2,3]. There are several factors that make the research
and application of ear recognition important and attractive: people can be identified on that basis;
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this biometric does not change in time; and its gathering does not create a great deal of controversy.
Furthermore, technology enables acquisition of ear images from a distance, which may be of great
importance for police investigations and in security systems. It has, however, at least two consequences.
Firstly, before the individual can be identified [4,5], the localization of the ear must be precisely
detected. Secondly, since the acquisition process is not controlled, the orientation of the head can
significantly vary. As a result, the need for detection methods arises, which will be able to cope with
ear transformations.

Convolutional neural networks (CNNs) became a state-of-the-art solution of many image analysis
problems [6,7]. Their main component is convolutional layers designed to apply the same, trainable
filters (represented by a rectangular mask) locally to every part of the image. It allows extracting
the spatial distribution of image characteristic features (so-called feature maps). These kinds of
layers together with downsampling /upsampling mechanisms and classic fully connected layers allow
solving many typical tasks. These are, among others: image classification, object localization and
detection, semantic and instance segmentation, etc. However, despite unquestionable advantages,
convolutional neural networks are not free of vices. First of all, they operate on pixels. Bearing in
mind the dimensions of currently processed images, to solve practical problems, the structure of such
networks must be quite complex (deep architectures). This results in a large number of parameters
that need to be trained and, consequently, huge training datasets that need to be prepared. The
second problem is their sensitivity to object rotations. If rotation invariance/equivariance is required,
the complexity of the trained model must be further increased. Both of those problems can be overcome
by the geometric deep learning (GDL) technique presented in this paper.

1.1. Ear Detection

In [8], the authors emphasized the extremely challenging character of ear detection as this part of
the human head can be presented on images in various sizes, rotations, shapes, and colors. Moreover,
the images can be of diverse quality, and fragments of ears can be partly hidden. To overcome and
manage those problems, and to offer solutions that are applicable in practice, in the last few years,
machine learning methods have become more and more popular in use. Motivated by the current
direction of research development, in the following, we continue the surveys [2,3] and present a short,
but comprehensive view on progress made since 2016 in machine learning application to the problem
under consideration.

The approach published in [9] was based on geometric morphometrics and deep learning. It was
proposed for automatic ear detection and feature extraction in the form of landmarks. A convolutional
neural network (CNN) was trained and results compared with a set of manually landmarked examples.

A two step approach was described in [10]. In the first step, the detection of three regions of
different scales allowed obtaining information about the ear location context within the image. In the
second step, a filtering was performed with the aim of extracting the correct ear region and eliminating
the false positives ones. This technique used convolutional neural networks (called here multiple scale
Faster R-CNN) to detect ears from profile images.

In [8], the authors applied a convolutional encoder-decoder network to perform the binary
classification of image pixels as belonging to either the ear or to the non-ear class. Temphhe result
was improved by a post-processing procedure based on anthropometric knowledge and deletion of
spurious image regions. The paper involved comparative results with a state-of-the-art known from
the literature.

A detection technique applying an ensemble of convolutional neural networks (CNNs) was
presented in [11]. The weighted average of the outputs of three trained CNNs was considered as
result of detection of the ear regions. A better performance observed for the ensemble of networks
compared to the use of single CNN models was reported. A similar approach was described in [12],
where also an ensemble of three networks was used. This time, however, members of the ensemble did

206



Sensors 2019, 19, 5510

not differ in network architecture, but they were trained with regions of the image taken at different
cropping scales.

1.2. Rotation Equivariance

Transformation invariance and equivariance are terms sometimes mistakenly used
interchangeably. The first means that the system will respond in the same way regardless of the
transformation, which is applied at its input, while the latter indicates that transformation of the
input will result in the same transformation of the output. In the context of image analysis, if the
classification task is considered, transformation invariance can be expected. In other problems
like semantic segmentation discussed in this work, the desired property of the system is its
transformation equivariance.

CNNs manifest natural translation equivariance since the same filters (feature detectors) are
applied at different locations of the image. Thanks to the additional pooling operations, they
also possess approximate invariance to translation. Input rotation, however, is still a problem for
those networks.

Three main groups of techniques used to overcome it can be distinguished. The first one uses
data augmentation, generating rotated versions of the training images, forcing the network to learn
all the possible orientations of the objects. That approach, of course, requires very complex network
architectures having sufficient flexibility. Two alternative methods use either an input image [13,14] or
filter [15,16] rotations with some kind of result aggregation. In addition, to avoid excessive increase of
the parameter number, trained weights are shared between different processing paths. The rotation
of images and filters in classic CNNs in general is problematic as both are represented by a regular,
rectangular grid of values. Consequently, some interpolation algorithms must be used, and the object
of interest should be located in the image center to avoid artifacts at the border.

In [13], the authors combined augmentation with input image rotation. In the latter case, only 0°
and 45° angles were considered together with additional image cropping and flipping. As a result,
16 variants of the same image were processed by the network. The output feature maps were
concatenated and passed to dense layers serving as a classifier. A slightly different approach was
presented in [14]. Here, also input image rotations were used, but this time as an aggregation method,
transformation invariant pooling was used where the element-wise maximum was taken from resulting
feature maps.

The authors of [15] rotated filters instead of input images. In this case, bicubic interpolation was
applied to generate a group of rotated filters. As a response for each group, max-pooling was used.
While training, gradients were passed through the element in a filter group with the largest activation.
Such an orientation pooling could also be found in [16]. This time, however, to avoid interpolation,
a set of dedicated atomic, circular filters were prepared, and the actual network filters were sought for
as a linear combination of these.

At the end of this short survey, one more approach should be mentioned, as it does not fit any
of the above-mentioned categories. In [17], the authors decided to embed inside CNN additional
processing blocks, transforming, in particular rotating, feature maps. After transformation, the outputs
were concatenated and processed by the further part of the network.

1.3. Geometric Deep Learning

GDL is a dynamically developing area of research in recent years [18]. It, inter alia, tries
to generalize and apply the concept of CNN for structures less regular than images (graphs)
and for continuous domains (manifolds). This adaptation requires the proper definition of the
convolution operation, which should be able to compute features of given elements based on their
local neighborhood. GDL was successfully applied to various practical problems. Two of the most
popular fields of application are: prediction of chemical molecules’ properties [19,20] and document
classification taking into account citation links [21,22]. In the first case, final prediction is assigned
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to a graph as a whole, while in the second, every graph node is considered separately. Surprisingly,
very few of the approaches were tested on images. In most of the cases, the problem was the initial
definition of graph convolution itself, which required a fixed structure of the graph (in the case of
images, graphs are different depending on the content). The existing approaches were used only for
handwritten digit classification (MNIST dataset) [23-25], where either a grid of pixels was treated as a
graph or image content was represented by an irregular graph of superpixels [26].

The latter approach, although not popular in the GDL community, has undeniable advantages.
The change of image representation, where its content is described with a significantly smaller set
of spatially distributed elements, leads to a reduction of model complexity, which is required for its
processing. Moreover, such a representation is more human friendly. Conscious understanding of
image content operates rather on regions and borders separating them than on thousands of millions
of pixels. This, in turn, enables simpler interpretability of the results and simpler acquisition of
additional expert knowledge there, where the number of training samples is limited (e.g., medicine,
biometry, etc.).

1.4. Contribution

The main contribution of this paper lies in the application of GDL to semantic segmentation of the
images and in the introduction of trained filters” rotations. Both of those features are illustrated with
the ear detection problem, but can also be applied in other object detection, semantic segmentation,
or image classification tasks.

The proposed approach to object detection is a novel area of application of GDL in image the
analysis domain since, so far, in [24] and in similar works, these kinds of networks were used only to
assign labels to image as a whole. When graph nodes were interpreted separately, as was done in this
work (Figure 1), only the other application areas were explored in [21,22]. What is more, the originality
of the method lies also in a specific approach to semantic segmentation itself. Typical applications
of classic CNNs in this field use some downsampling/upsampling layers to reduce the number of
parameters [27-29]. Only in a few specific applications described in [30,31], such mechanisms were
not required. In this work, such techniques are not used as well, because reduced image representation
allows using relatively simple models.

The proposed method is, of course, new in the context of ear detection as well. Until now,
CNNs were applied only at the pixel level both for semantic segmentation [10] and direct object
detection [8]. Here, alternative superpixel representation is used, showing its usefulness in these kinds
of applications and allowing significantly simplifying the architecture of the trained network.

The additional novelty of this work lies in proving that training of the proposed model with a
limited number of samples and rotation of trained filters allowed detecting the rotated structures as
well (Figure 2). Consequently, after a simple training process, we could obtain the rotation equivariance
property of the considered network. This approach is different from the filter rotations described
in [15] or [16], as there these filters are also rotated when the network is trained, which complicates the
whole procedure. It should be also emphasized that, since filters are defined by GMM, there are no
interpolation problems, typical in classic CNNs, when filters are rotated.

The above described property can be useful in ear detection problems where profile images are
acquired. If a limited number of training samples, in particular in only one orientation, can be gathered,
we can prepare a rotation equivariant detection model, which should able to locate ears when the head
is rotated in the image plane.

The content of this work is split into several sections. In Section 1, a short literature review in the
areas of ear detection and rotation invariance/equivariance is presented. It contains also a description
of the paper’s novelty and contribution. Section 2 contains the details of the proposed approach,
as well as the results of an experiment verifying its properties. In Section 3, results and a detailed
discussion of the main experiments are described. A summary of the conducted research concludes
the paper.
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image

Figure 1. Image processing flow of a convolutional network operating on graphs. As an input, the
image from the UBEAR dataset [32] (it is not shown here to protect the identity of the depicted person)
and corresponding binary mask, indicating precise position of the ear, are given. In the first step, the
SLIC algorithm [26] is used to transform image content into its superpixel representation. Next, taking
this representation and original mask into account, the expected values are assigned to superpixels.
They indicate the correspondence between superpixels and the ear region and constitute the goal of
training (second column). Further, graphs for both the transformed image and expected mask are
constructed (third column). The edges connecting nodes are created based on the spatial adjacency of
superpixels. It is worth noticing that the expected values are assigned to graph nodes and not to the
graph as a whole. Those graphs are used to train network ®(, which learns to localize ears for basic
head orientation. When the network is trained, it can process any other input graph. Knowing the
output graph and the distribution of superpixels, it is possible to construct the output mask where the
maximum should reflect the position of the ear (last column).

& Dy o

Figure 2. System with the rotation equivariance property. Network & is trained using only

samples with basic head orientation (Figure 1). After rotation of GMM filters, it is able to detect
the corresponding rotated structures as well. Consequently, selecting the output mask with the
maximum value as the output of the whole system, we can obtain the desired rotation equivariance
property. Thanks to that, we are able to localize ears even for non-standard head orientations. The top
right image presents the expected output mask.

2. Materials and Method

This section presents the characteristics of the dataset used, as well as the GDL technique discussed
in this work. Naturally, to apply a convolutional neural network on graphs, additional pre- and
post-processing had to be performed. The whole processing flow is shown in Figure 1; however,
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the majority of the details of the methods used will be presented in sections devoted to the specific
experiments. Here, only the functioning of the neural network will be explained. Moreover, while
describing the details of the GDL approach, the hypothesis about its properties will be formulated.
That is why, at the end of this section, the results of the experiment, verifying the correctness of the
proposed assumptions, are described as well.

2.1. Dataset

There are several publicly available benchmark datasets dedicated to ear biometric tasks.
They differ, however, significantly. The CP dataset [33] and the IITD dataset [34,35] are very similar.
Both contain grayscale, tightly cropped, and aligned images. The AMI dataset [36] and the WPUT
dataset [37] are comprised of color images with ears and surrounding head fragments. In all those
sets, images were acquired in controlled, laboratory conditions and can be used for training purposes
and evaluation of ear identification systems. The last two sets described below were prepared in a
different way. The UBEAR dataset [32] is composed of profile, grayscale images taken from video
sequences (selected frames). Images in the AWE dataset [38] were collected from the web. They are
better suited for ear detection problems as they contain also original, not cropped, pictures. It should
be also emphasized that, except the first two, in all those datasets, to a different extent, some additional
difficulties are present. To mention only a few of them: images were acquired in different illumination
conditions and with different background; ears were occluded; head was rotated, leading to ear
transformations, etc.

The UBEAR and AWE datasets together with sets dedicated to other problems
(e.g., face recognition) are exploited in the ear detection literature. In this work, in all the experiments,
only the UBEAR dataset was used. There are several reasons for that choice. First of all, we did not
have access to the original, not cropped, AWE images. Secondly, it corresponded to our initial idea of
an ear detection system where people could be identified discreetly from video sequences. Thirdly,
this set is relatively large. It contains 4429 images taken from 126 persons. Fourthly, in this dataset,
binary masks, indicating precise ear positions, are available, which is a rare case in these kinds of
datasets (usually only bounding boxes are annotated). What is more, it contains information about
head poses, which allows identifying images with a specific head orientation. There were 5 poses
identified. Every pose had a unique letter assigned: M means that person was stepping ahead (normal
head orientation), whereas U, D, O, and T indicate that the head was rotated upwards, downwards,
outwards, and towards, respectively. Finally, it is a quite challenging dataset for analysis. Not only all
the above mentioned difficulties were present, but also motion artifacts could be observed. Sample
images from the UBEAR dataset are presented in Figure 3.

2.2. Method

In this work, the existing GDL method, presented in [24], was further developed. That approach
defined convolutional filters using Gaussian mixture model (GMM) in a pseudo-coordinate space.
Assuming that nodes of input and output graphs are described with vectors in N and M dimensions
(channels), respectively, the operation of a single convolutional layer ¢ can be expressed in the following
way (Figure 4):

N
W'(s) =¥ | 0"+ ) Y, ¢""(u(st)f"(t) M
n=1teN(s)
where: |
n,m 1 n,m n,my — n,m
P ) = g exp (=5 (=TI ) ) @
j=1

andm = 1,..., M. In the above equations, s and t are node indices, f and / represent vectors describing
features of the input and output graphs’ nodes, respectively, | denotes the number of Gaussians, and N/
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is the neighborhood function identifying adjacent nodes. Mapping u calculates pseudo-coordinates of
node f relative to given node s. These coordinates are d-dimensional vectors. Finally, ¥ is an activation
function applied element-wise for every graph node, and b represents additional, optional bias. Every
convolutional layer defined in this way contains M groups of N filters ¢. The trainable parameters of
those filters are: real numbers g, vectors y of size d, and diagonal d x d matrices K (only d non-zero
elements). This gives a total number of parameters per filter equal to J(2d + 1) and in the whole layer
equal to MN(J(2d +1) + 1).

(a) A =256 (b) A=128

(c) A =256 (d) A =128

Figure 3. Sample images from the UBEAR dataset (pose M). Their content was described using
superpixels with different average areas A of a single superpixel (here and in the whole work,
the original images are not used on purpose to protect the identity of the depicted people): (a) original
image, (b) binary mask with ear localization. The color assigned to every superpixel is the average
color of covered pixels.

The above formulation differs slightly from the original one presented in [24]. In that paper it
was not clear whether every pair of input and output channels had its own fully trainable filter. In our
experiments we have used PyTorch Geometric library [39] where, in its earlier versions, some of the
filter parameters were shared. The presented extension was added to the library by the authors of this
work and is available in PyTorch Geometric starting from version 1.3.1.

To construct a network operating on graphs and useful for semantic segmentation tasks, we must
ensure that input and output graphs have the same size and structure. In classic CNNSs, to achieve that
goal without excessive growth of the number of parameters, additional downsampling/upsampling
blocks are used. Here, thanks to the reduced representation of the image content, it was sufficient to
consider only a sequential composition of the above layers:

h=o(f) = (p-o...0p")(f) ®)
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where L denotes the number of layers. Naturally, the number of input N and output dimensions
M (as long as they are consistent in successive layers), as well as activation functions ¥ may vary
between layers.

W, 1n?

Figure 4. The processing scheme of a single layer ¢. Here, the input and output graphs are described
with vectors in N = 3 and M = 2 dimensions, respectively. For illustration purposes, every dimension
(channel) is shown separately, but of course, the graph structure is always the same. It can be observed
that every pair of input f" and output 1" channels has its own fully trainable GMM filter ¢"".

Every filter ¢ is described by the corresponding GMM in pseudo-coordinate space defined by
mapping u. When Cartesian coordinates are used in the image plane (d = 2), GMM can be rotated
around the origin of the coordinate system (0,0) by an angle 6, resulting in a new filter ¢g. If the
original filter ¢ detects some specific node configurations in a graph, the filter ¢y should have a high
response for those nodes, which exhibit the same, but rotated characteristic of their neighborhood.
Consequently, if all the filters in convolutional layers ¢y are rotated, the whole network &y should
possess the same property. To confirm this hypothesis, a verification experiment, described in the
next subsection, was proposed. This confirmation is crucial to facilitate the construction of the system
possessing the rotation equivariance property shown in Figure 2. We can train then a network ®
capable of recognizing ears for basic head pose (a smaller training set is required) and, after successive
rotations of filters, use it to detect rotated ears as well.

2.3. Verification

To verify the hypothesis about the capability of the trained model to detect rotated structures,
the experiment presented below was conducted.

First, from UBEAR dataset [32], fragments of binary masks with precise ear localization
(100 samples) were extracted. Next, their graph representations were created using the SLIC
algorithm [26]. Nodes of those graphs corresponded to generated superpixels and were described
by their average intensity normalized to the [0, 1] interval (Figure 5a). Directed edges connected
superpixels’ centroids (Figure 5b) and had Cartesian pseudo-coordinates assigned.

Those graphs allowed generating a family of training DIR validation DX A and test DHT E sets with
60, 20, and 20 samples, respectively, where for every input graph, the expected output graph was
prepared. The values assigned to nodes of output graphs indicated whether the node approximately
corresponded to an outer edge at 6 angle. They were calculated using the following formula:

)y wy(s, D) (f(1) = £(5)),0 ©

teN (8):wp(s,t)>0

hg(s) = max le(s)
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where:
Ys)= Y wilsh) 5)
teN (s):wg(s,t)>0

and:
wy(s) = sin(a(s,t) —0) (6)

As before, f and & represent feature vectors of input and output graphs’ nodes and «(s, t) is the angle
between the horizontal axis and edge connecting nodes s and t. The sample, horizontal edge found in
this way for 6 = 0 is depicted in Figure 5c.

(@) (b) (0

Figure 5. Images and graph used for initial verification of the proposed approach: (a) original image
with superpixels detected; (b) its graph representation; (c) the expected output. In this experiment, the
expected average size of the superpixel was equal to A = 400, and graph nodes were connected only if
the corresponding superpixels were adjacent. It is worth noticing that the irregularities of superpixels
and consequently irregularities of the graph structure are present only if image colors are not uniform.
This is a typical situation when the SLIC algorithm is used for superpixel generation.

Having these data prepared, the CNN with GMM filters was trained using only DJR. The MSE
loss and Adam optimizer with the learning rate equal to 1072 were applied. The validating samples
were used to check if the model was not overfitted and to select the optimal one. The network contained
L = 2 convolutional layers. There were 10 groups with 1 filter in the first layer ¢! and 1 group with
10 filters in the second one (,bz. Every filter contained | = 4 Gaussian functions. In the first layer, ReLU
and, in the second, identity activation functions were used. In Figure 6, the sample trained GMM
filter ¢ from the first layer together with its rotated version ¢y are presented. The results depicted in
Figure 7 prove that the proposed concepts behaved correctly not only for training samples, but they
were also able to generalize and give reasonable results for unseen graphs. In Table 1, a systematic
evaluation is presented. It is evident that if filters in the original network ®, were rotated by an angle 6,
the resulting network ®, was able to detect structures rotated by the same angle (significantly smaller
MSE error) effectively.

3. Results and Evaluation

This section contains the results of the experiments conducted on the UBEAR dataset [32]. First,
the convolutional network was trained to detect ears in images with a normal head orientation.
Next, it is applied for the detection of ears for other, selected head poses. At the end of this section,
the discussion of the experiments’ outcomes is presented.
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Figure 6. Sample GMM filter in layer ¢! of the CNN trained in the described experiment: (a,b) 2D
and 3D filter visualization, respectively; (c) GMM filter rotated by an angle 6. In all cases, red color
represents a negative value, and green color represents a positive one. Black color corresponds to
values close to 0.

(b) 6 =37/4 (© 0=-m/2

Figure 7. Outputs of the trained CNN for different filter rotation angles 6: (a,b) results for training
image shown in Figure 5; (c) result for the image from test set. It should be noticed that network ®,
trained to detect structures in their basic orientation is able to give a reasonable answer when its rotated
version @y is used.

Table 1. MSE errors of network @ (trained using Dg R to detect horizontal edges) and its rotated
versions @y calculated for datasets Dy with different expected orientation of edges. As was expected,
when the edge rotation corresponds to network (filter) rotation, the MSE errors are significantly smaller
than errors obtained for the original network ®,. The presented errors in fact involve only a small
number of superpixels as both in network outputs and in expected graphs, most of the values are equal
to 0.

0= 0 37m/4 —m/2
DIR 4 327 329

® Dyt 41 33 317  x107*
DIE 93 36 305
DIR 4 61 72

® DY 41 52 78  x1074
DIF 93 114 114

3.1. Assumptions

To apply the proposed approach, the content of every image in the UBEAR dataset needed to be
represented as a graph. For that purpose, first, images and binary masks with precise ear localization
were scaled down to have only 0.25 of their original size. Next, superpixel detection was performed
with the use of the SLIC algorithm [26]. The expected number of superpixels, which is a parameter
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of SLIC algorithm, was determined by their expected average area A. Two possible configurations
were considered with A = 256 and A = 128. They led to around 300 and 600 superpixels per
image respectively.

Having superpixels generated, two graphs were created: input graph and expected, output graph.
Nodes of both graphs corresponded to superpixels. In the input graph, the feature vector assigned to
node contained the average intensity of image pixels covered by a given superpixel (Figure 3a,b). In the
expected, output graph, it was the average intensity of pixels taken from binary masks multiplied by
scaling constant W > 0. It should be noted that in the latter case, values assigned to nodes need not be
equal either to zero or W as the borders of superpixels need not coincide with the borders of the ear
region (Figure 3c,d). Two possible values of scaling constant were considered. These were W = 1 and
W = 100. This constant was introduced based on our earlier experience with classic CNN applications.
Such a procedure allowed avoiding, during network training, local minima with all responses equal
to zero.

Nodes in the considered graphs must be connected with directed edges. To determine which airs
of nodes should be connected, first, the adjacency of all superpixels was examined. Two nodes were
connected with an edge if there existed a path (path in this context means a sequence of superpixels)
of length shorter than or equal to a given number D, connecting corresponding superpixels. Here,
also two configurations were analyzed, where D = 1 and D = 2 (Figure 8). Selecting a higher value of
D, we should be able to increase the size of the visual field, i.e., increase the number of input nodes,
which influences the single output node. Loops connecting nodes were allowed because thanks to that
the node could express its influence on the output assigned to this node.

After a series of initial trials, a network architecture with L = 4 layers ¢ was found to be the
optimal one. The number of filter groups in those layers, and hence the number of output graphs,
was equal to 20, 10, 5, and 1, respectively. The number of filters in the given group corresponded to
the number of layer inputs. In the first layer, it was one, and in the subsequent layers, it depended on
the output of the previous layer. In all layers except the last one, the ReLU activation function was
used. The last layer had an identity activation function assigned. The number of GMM components in
all filters ¢ was equal to | = 4. As before, while training, MSE loss, as well as the Adam optimizer
were used. This time, however, a smaller learning rate, equal to 10~#, was considered. For weight
initialization, the Glorot scheme was used [40].

To detect ears based on the output of the network, simply the node (superpixel) with the highest
response was sought (Figure 9a,b). In order to evaluate if this detection was correct, it was checked
whether the superpixel (its centroid) lied inside the bounding box surrounding the ear region. That
rectangle was found using the original binary masks provided in the UBEAR dataset and was slightly
enlarged to take into account the size of the superpixels (Figure 9¢,d).

In all the experiments, images from the UBEAR dataset were split into three sets: training DT,
validation D4, and test set DTE. The split was made made based on person identifiers, i.e., images of
the same person were assigned always to the same set. This should allow checking if the trained models
were able to generalize the acquired knowledge and respond correctly for new people. The validation
set was used to prevent overfitting by the selection of the optimal model from among models created in
the training phase. The number of people in the discussed sets was equal to 75, 25, and 26, respectively.
Only left ears were considered since the proposed approach should work for right ears in the same
way. What is more, mirror transformation of GMM filters should also allow applying the network
trained with left ears to work for right ears, as well.
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Figure 8. Graphs generated for images shown in Figure 3 for different superpixels’” number and
different node neighborhoods (parameters A and D, respectively): (a,b) full graph with all edges;
(c,e) superpixels with the local neighborhood of the selected node; (d,f) selected graph node with its
neighborhood. As the image scale was preserved, it can be observed that when A was smaller, the
smaller image region was processed by CNN. Consequently, not only D but also A influenced the size
of the effective visual field.

(@) A =256,D =2, W =100 b)A=128D=1W=1

(c) A=1256,D =2,W =100 d A=128,D=1,W=1
Figure 9. Detection results for images shown in Figure 3: (a,b) network output (it was scaled back
using W and cut to [0,255] interval); (c,d) detection visualization (the green rectangle represents the

expected bounding box, and the red dot indicates selected superpixel; the red line shows the orientation
of filters in the network, and the vertical line corresponds to basic orientation).
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3.2. Experiment I

In the first experiment, the CNN network was trained on a UBEAR subset DI containing only
heads in their standard orientation (pose M in the UBEAR dataset). Every combination of parameters A,
D, and W was tested to select the optimal one. The obtained results and cardinalities of the considered
training, validation, and test sets are gathered in Table 2. In all cases, results were satisfactory with the
correct detection rate bigger than 90%. It is worth noting that in three cases, the detection accuracy for
the training set was equal to 100%. This seemed, however, to be slightly overfitted, and as the best
configuration, the one with A = 256, D = 2, and W = 100 was indicated.

The closer analysis of the results revealed that, surprisingly, representation with A = 256
was not worse than representation with a bigger number of superpixels obtained when A = 128.
It could be expected that in the latter case, when more details are given, the accuracy would
increase. The explanation can be the fact that in both cases, the same network architecture was
used, and consequently, for smaller A, the effective visual field was also smaller. What is more, in both
cases, the same number 2000 of training iterations was used, and perhaps, more details required longer
training. Nevertheless, since for A = 256, the results were satisfactory and, thanks to the simpler
representation, graph processing was faster, this seemed to be a reasonable choice for the discussed
problem. In the case of other parameters, the configurations with D = 2 and W = 100 seemed to
lead to models with better generalization abilities. For them, the detection accuracy was higher when
validation and test sets were considered. Those observations were also confirmed by the training
characteristic depicted in Figure 10. For optimal values of the parameters (Figure 10a), the best model,
the one with the smallest validation error, could be easily selected in the early stage of training. In other
cases (Figure 10b), both errors seemed to decrease slowly, and maybe, further training could provide a
better solution. Not without significance is also the random initialization of network weights.

Table 2. The ear detection accuracy of the networks trained using the D}\"AR set for different combinations
of parameters A, D, and W. Additionally, the last column contains the cardinality of every considered
set. It is worth noticing that networks trained using only samples for basic head orientation (pose M)
can successfully detect ear not only for other people, but also for different orientations (poses U and D).
Naturally, in the latter case, detection accuracy was significantly smaller.

A= 256 128

D= 1 2 1 2 #D
W= 1 100 1 100 1 100 1 100

D,TAR 99.52% 97.83%  100%  99.76%  98.07%  98.07%  100% 100% 415
D]‘(/{‘ 91.85% 97.04%  94.7%  97.04% 92.59% 93.33% 93.33% 95.56% 135
'D{AE 92.86%  96.1%  90.91% 98.05% 94.16% 93.51% 99.35%  96.75% 154
DLTED 73.73%  7536% 70.88% 80.45% 74.95% 77.19% 80.45% 79.23% 491

Dgf‘D 79.19% 81.88% 73.15% 87.92% 7852% 77.18% 85.23% 81.88% 149
DLTIFD 74.73%  83.33% 77.42% 81.72% 7742% 7473% 82.26% 81.18% 186

In Figure 11, additional samples of good and wrong detections of the optimal network are
presented. It can be observed that correct detections were possible in different illumination conditions
and with different background, as well as in situations when there were additional objects located in the
ear neighborhood. The typical reasons for the detection mistakes were: questionable annotations (head
orientation slightly different than expected), position of the ear close at the image border, and highly
occluded ears.

To have a better insight into the process of single graph processing, also the selected outputs
of convolutional layers ¢ are presented in Figure 12. In classic CNNs the first layers are usually
responsible for the detection of some local image characteristics. Although here, the interpretation
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was not that obvious, that kind of behavior to a certain extent can also be observed. In Figure 12a,
for example, the detection of vertical edges seemed to take place.

— training —— training

—— validation —— validation
0.025

0.020

0.015

0,010

0.005

0 0.000
[} 250 500 750 1000 1250 1500 1750 2000 0 250 500 750 1000 1250 1500 1750 2000

(a) A=256,D =2, W =100 (b) A=128,D=1,W=1

Figure 10. Training characteristics of two models. The plots present errors for training D{,IR and
validation D} sets that were calculated every 50 epochs. On the left, the training run for the best
parameter combination is depicted. It can be observed that to select the optimal network, the model
generated after 600 epochs should be chosen. On the right, another combination of parameters was
used. This time, however, no epoch can be indicated where model overfitting seemed to take place.
Probably, the training should be continued further.

T AT
Loa

Figure 11. Examples of detections for the best, trained network for images in DZ‘\//‘I‘l and D}\"AE:
(a—c) correct detections; (d—f) wrong detections. The network is able to respond correctly in different
illumination conditions and for different backgrounds. Problems can be observed when ears are not
fully visible (image border or occlusion) and when the head orientation is different than expected
(wrong annotation). The convention of the result presentation was described in Figure 9’s caption.
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Figure 12. Selected, raw outputs of convolutional layers for the image shown in Figure 3a and
the optimal network. In the first two layers (¢! and $?), the person outlines can be still observed,
so probably some local image characteristics are extracted here. This behavior is typical also for
classic CNNGs. In the final layer ¢*, the output allows finding ear position. For visualization purposes,
every output was scaled separately (they cannot be compared). Red color denotes negative and green
positive values.

3.3. Experiment 11

In the second experiment, the best network, trained to detect ears in their basic orientation
(pose M), was applied to detect ears when head was rotated in the image plane (poses U and D).
This network, trained only using samples from DIR, will be further denoted as @ to indicate that it
was not rotated. In Table 2, initial detection results for subsets of Dy; p obtained with this network are
presented. These results, between 80% and 90%, were surprisingly good. Three explanations seem
to be possible. Firstly, apparently, in the UBEAR dataset, most of the cases with U and D pose were
similar to pose M (the head rotation was not large). Secondly, ear orientation relative to the head is an
individual feature. Slightly rotated ears in D1R could allow ®j to learn how to recognize them in Dy p.
Finally, which in general is an interesting hypothesis, to detect ears, it may be sufficient to observe
only the configuration of image regions containing head. Humans need not see ear details to make
correct detections. Perhaps, our CNN, working on reduced graph representations, did the same thing.

To check if network rotations can help in the detection of rotated ears, we prepared a set containing
11 networks ®y. They were created based on network ®j where filters ¢ were rotated by angles ¢
equally distributed in interval [—7, t]. Of course, the original network ®; was in this set. Next,
every image was processed by all those networks, and that output was considered to be the final result,
for which the maximum node value was observed (Figure 13). It was expected that such system would
possess the rotation equivariance property, i.e., the network ®, with correct angle 6 correlated with ear
orientation should give the rotated response of the network & for basic ear orientation.

The results obtained in this way are presented in Table 3. To our surprise, they were worse than
the result of separate network ®(. This means that the network rotations introduce additional maxima
in the wrong regions of the image. They can be observed in Figures 13 and 14. Two typical reasons
for incorrect detections are presented there. Firstly, areas, which locally, at a certain angle, can be
considered similar to the ear, were indicated (Figure 14f). This behavior could be expected and cannot
be avoided at this level of image representation. Secondly, there are maxima in completely unexpected
locations (Figure 14b). We have a suspicion that those artifacts are caused by the characteristic of
superpixels generated by the SLIC algorithm in regions of uniform color. They were very regular and,
since the network @y was trained only for one orientation, it was not able to give correct responses in
situations when the graph was rotated.

After further analysis of the results, we also noticed that even if the output with maximum node
value did not allow improving the detection results, the ear localization was frequently indicated
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correctly by one of the networks ®y (Figure 14). To check if this was a general rule, we conducted an
additional experiment where the results were accepted (correct detection) if any network &y was able
to solve the task. Those results are also shown in Table 3. Accuracy calculated in this way, for all poses,
was above 96%. It proved that the required information was not lost and rotations of the trained filters
allowed constructing a satisfactory solution.

3.4. Discussion

In the literature, several results can be found concerning the UBEAR dataset. In [10], authors
reported the accuracy of their method to be equal to 98.22%. This is a significantly better result
than other, mentioned in that paper, techniques. The traditional Faster R-CNN was able to reach
65.56%, whereas AdaBoost gained 51.74%. An ensemble of classic CNNs, described in [12], achieved
an accuracy equal to 75.08%. Our results cannot be directly compared with these values because
of several reasons. Firstly, in the mentioned papers, models were trained using data coming from
datasets other than UBEAR. Secondly, other methodologies were used to indicate detections (bounding
boxes), and consequently, other evaluation measures had to be used to verify their correctness. Thirdly,
we took into account only left ears assuming that for the right ones, our approach would behave in a
similar way. Finally, our network was trained using only one pose of the head.

That is why, to show convincingly and objectively the quality of our method, we decided to train
our model using set DX, with all the poses. The obtained results are included in Table 3. The network
@ 411, trained in this way, was able to recognize images in the training, validation, and test sets with
accuracies of 98.75%, 92.91%, and 94.15%, respectively, which were very satisfactory. Nevertheless,
since the training data were more complex, to further improve them, we extended our basic architecture
by an additional layer on the input of the network. This layer consisted of 20 filter groups. The results
of that network, denoted as CDXLL, are also shown in Table 3. One can observe an improvement,
in particular for images in validation set D4, .

Table 3. Comparison of the detection accuracy for different subsets of the UBEAR dataset and different
detection models. The reference solution is network @, which was the best network trained using
only only samples from D}\-AR (basic head orientation). The second column represents the approach
where the maximum of networks ®g4 outputs indicates the ear position. In the third column, detection
was considered successful if at least one @y output showed correct ear position. It presents the
maximum possible accuracy if the correct 6 can be found. The fifth and sixth column contain results of
models trained using images with all head poses gathered in set DIR, . Network ® ;1 has the same
architecture as ® (4 layers), whereas CDXL 1, has an additional layer at the beginning (5 layers). The last
column contains the cardinality of every considered set.

max ‘I>5 any q)g <I>(] q)ALL tDXLL #D
DIR  9422%  100%  99.76% 99.28%  100% 415
DYA 837%  100%  97.04% 94.81%  100% 135
DIE  8442%  99.35% 98.05% 9545% 9545% 154
DI, 6293%  96.54% 80.45% 99.39%  99.8% 491
DA, 69.8%  98.66% 87.92% 97.99% 97.32% 149

DIE, 7151% 98.82% 81.72% 9462% 97.85% 186

DIR, 67.67% 93.09% 83.25% 98.75% 99.56% 1361
DA, 68.79%  97.87% 88.89% 9291% 96.45% 423
DI, 6745% 9337% 81.87% 9415% 94.15% 513
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Figure 13. Pictures (a—k) present the outputs of successive networks ®y. The green rectangle shows
the expected ear location. Yellow and red dots with a line indicate superpixels with maximum value
(yellow identifies the maximum among all the outputs; the line shows the orientation of filters in the
network). The last picture (1) shows the input image. Starting from angle 6 = 71/5, networks are able to
detect ear correctly. In (b k), unexpected artifacts can be noticed. Picture (f) demonstrates an alternative
detection region, which, when observed locally, can be indeed mistakenly recognized as an ear.

The presented results revealed also indirectly that there was redundant information in image
pixels. In order to detect ears, it was not required to operate on millions of pixels, which usually
leads to very complex models. Classic CNNs, usually used for semantic segmentation (e.g., FCN [27],
DeepLab [28], or SegNet [29]), require a big computational effort because they have tens of millions
trainable parameters. Our network had only several thousands of parameters. This, in turn, sped up
both the training and processing of single images. On the same CPU, the forward pass of one graph
took on average 0.14 s, while FCN processed the one scaled-down image about 15.6 times slower, i.e.,
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in 2.19 s. Even taking into account the time required to transform the image into a graph (superpixel
generation with the use of SLIC algorithm lasted 1.65 s), our approach allowed getting very good
results significantly faster.

(b) 0 = —47/5 (c) 6 =27/5

Figure 14. Selected outputs of networks @, for images where the maximum node value does not allow
detecting ear correctly: (a,d) input image; (c,e) output with correct detection; (b,f) output with the node
having the maximum value, wrong detection. The unexpected local maxima can be observed in areas
of uniform color. The convention of the result presentation was described in Figure 13 caption.

4. Summary and Future Work

In this work, it was proven that the application of CNN operating on graphs for semantic
segmentation allowed effectively solving a biometric task of ear detection. The best trained model was
able to achieve more than 94% (depending on the considered subset) accuracy on the UBEAR dataset,
which contained images with different head orientations, different illumination conditions, and where
occlusions and motion artifacts were present as well. This result (Table 3) was comparable with the
best results reported in the literature on the same dataset. What is more, the reduced, superpixel based
image representation (hundreds of superpixels instead of millions of pixels) allowed constructing a
relatively simple model (fewer parameters), which processed data faster than classic CNNs.

We also showed that the specific, used in this paper, network with GMM filters could be used
to construct a system having the rotation equivariance property (Figure 2). It can be trained with a
limited amount of data, where only structures in one orientation are available and no augmentation is
used. The experiments revealed that such a model potentially allows achieving results even better than
the model trained using structures in all their possible orientations (Table 3). Additional investigation
is, however, required to understand and filter out the artifacts that appear.

The superpixel based image representation used in this work is not the only option. We are
currently exploring other alternatives focusing not only on the character of the elements describing
image content, but also on their faster generation. This and the short processing time of our networks
should allow constructing systems able to detect ears efficiently on devices with only a CPU available.

Another interesting research direction is further theoretical analysis of the presented approach.
It was shown that even a very coarse representation (relatively small number of superpixels) of image
content allowed getting satisfactory results. This is not fully surprising since humans can do that with
100% accuracy for images in the UBEAR dataset. Apparently, ear details are not required to detect
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them correctly. It is suspected that for humans, it is enough to identify only the region containing
head. Further research should show if such a mechanism also takes place in our networks. All the
more, such an analysis, thanks to the reduced image content representation, should be easier than
the analysis of classic CNNSs. Firstly, this is because, we were not operating on a huge set of pixels,
and consequently, the analyzed network was simpler (only a few layers are enough to cover a large
visual field). Secondly, this is because humans are not operating consciously directly on pixels, and the
explanation of the algorithm behavior in terms of easily understandable, small, and homogeneous
regions will be more natural and convincing. That potential of explainability can be considered as an
additional advantage of the presented technique.
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Abstract: A fundamental problem in computer vision is face detection. In this paper, an experimentally
derived ensemble made by a set of six face detectors is presented that maximizes the number of true
positives while simultaneously reducing the number of false positives produced by the ensemble.
False positives are removed using different filtering steps based primarily on the characteristics of
the depth map related to the subwindows of the whole image that contain candidate faces. A new
filtering approach based on processing the image with different wavelets is also proposed here.
The experimental results show that the applied filtering steps used in our best ensemble reduce
the number of false positives without decreasing the detection rate. This finding is validated on a
combined dataset composed of four others for a total of 549 images, including 614 upright frontal faces
acquired in unconstrained environments. The dataset provides both 2D and depth data. For further
validation, the proposed ensemble is tested on the well-known BiolD benchmark dataset, where it
obtains a 100% detection rate with an acceptable number of false positives.

Keywords: face detection; depth map ensemble; filtering

1. Introduction

One of the most fundamental yet difficult problems in computer vision and human-computer
interaction is face detection, the object of which is to detect and locate all faces within a given image or
video clip. Face detection is fundamental in that it serves as the basis for many applications [1] that
involve the human face, such as face alignment [2,3], face recognition/authentication [4-7], face tracking
and tagging [8], etc. Face detection is a hard problem because unlike face localization, no assumptions
can be made regarding whether any faces are located within an image [9,10]. Moreover, faces vary
widely based on gender, age, facial expressions, and race, and can dramatically change in appearance
depending on such environmental conditions as illumination, pose (out-of-plane rotation), orientation
(in-plane rotation), scale, and degree of occlusion and background complexity. Not only must a capable
and robust face detection system overcome these difficulties, but for many of today’s applications,
it must also be able to do so in real time.

These challenges have resulted in a large body of literature reporting different methods for
tackling the problem of face detection [11]. Yang et al. [12], who published a survey of face
detection algorithms developed in the last century, have divided these earlier algorithms into four
categories: knowledge-based methods, feature invariant approaches, template-matching methods,
and appearance-based methods, the latter demonstrating some superiority compared with the other
algorithms thanks to the rise in computing power. In general, these methods formulate face detection
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as a two-class pattern recognition problem that divides a 2D image into subwindows that are then
classified as either containing a face or not [13]. Moreover, these approaches take a monocular
perspective in the sense that they forgo any additional sensor or contextual information that might
be available.

Around the turn of the century, Viola and Jones [14] presented a 2D detection method that has since
become a major source of inspiration for many subsequent face detectors. The famous Viola—Jones (V])
algorithm achieved real-time object detection using three key techniques: an integral image stratagem
for efficient Haar feature extraction, a boosting algorithm (AdaBoost) for an ensemble of weak classifiers,
and an attentional cascade structure for fast negative rejection. However, there are some significant
limitations to the V] algorithm that are due to the suboptimal cascades, the considerable pool size
of the Haar-like features, which makes training extremely slow, and the restricted representational
capacity of Haar features to handle, for instance, variations in pose, illumination, facial expression,
occlusions, makeup, and age-related factors [15]. These problems are widespread in unconstrained
environments, such as those represented in the Face Detection Dataset and Benchmark (FDDB) [16]
where the V] method fails to detect most faces [17].

Some early Haar-like extensions and enhancements intended to overcome some of these
shortcomings include rotated Haar-like features [18], sparse features [19], and polygon features [20].
Haar-like features have also been replaced by more powerful image descriptors, such as local binary
patterns (LBP) [21], spatial histogram features [22], histograms of oriented gradients (HoG) [23],
multidimensional local Speeded-Up Robust Features (SURF) patches [24], and, more recently,
by normalized pixel difference (NPD) [17] and aggregate channel features [25], to name but a few.

Some older feature selection and filtering techniques for reducing the pool size, speeding up
training, and improving the underlying boosting algorithm of the cascade paradigm include the works
of Brubaker et al. [26] and Pham et al. [27]. In Kiiblbeck et al. [28], the illumination invariance and
speed were improved with boosting combined with modified census transform (MCT); in Huang et
al. [29], a method for detecting faces with arbitrary rotation in-plane and rotation off-plane angles in
both still images and videos is proposed. For an excellent survey of face detection methods prior to
2010, see [11].

Some noteworthy 2D approaches produced in the last decade include the work of Li et al. [15] at
Intel labs, who introduced a two-pronged strategy for the faster convergence speed of the SURF cascade,
first by adopting, as with [24], multidimensional SURF features rather than single-dimensional Haar
features to describe local patches, and second, by replacing decision trees with logistic regression. Two
simple approaches that are also of note are those proposed in Mathias et al. [30], which obtained top
performance compared with such commercial face detectors as Google Picasa, Face.com, Intel Olaworks,
and Face++. One method is based on rigid templates, which is similar in structure to the V] algorithm,
and the other detector uses a simple deformable part model (DPM), which, in brief, is a generalizable
object detection approach that combines the estimation of latent variables for alignment and clustering
at the training time with multiple components and deformable parts to manage intra-class variance.

Four 2D models of interest in this study are the face detectors proposed by Nilsson et al. [31],
Asthana et al. [32], Liao et al. [33], and Markus et al. [34]. Nilsson et al. [31] used successive mean
quantization transform (SMQT) features that they applied to a Split up sparse Network of Winnows
(SN) classifier. Asthana et al. [32] employed face fitting, i.e., a method that models a face shape with a
set of parameters for controlling a facial deformable model. Markus et al. [34] combined a modified V]
method with an algorithm for localizing salient facial landmark points. Liao et al. [33], in addition to
proposing the aforementioned scale-invariant NPD features, expanded the original V] tree classifier
with two leaves to a deeper quadratic tree structure.

Another powerful approach for handling the complexities of 2D face detection is deep
learning [35—41]. For instance, Girshick et al. [36] were one of the first to use Convolutional Neural
Networks (CNN) in combination with regions for object detection. Their model, appropriately named
Region-CNN (R-CNN), consists of three modules. In the testing phase, R-CNN generates approximately
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2000 category-independent region proposals (module 1), extracts a fixed-length deep feature vector
from each proposal using a CNN (module 2), and then classifies them with Support Vector Machines
(SVMs) (module 3). In contrast, the deep dense face detector (DDFD) proposed by Farfade et al. [37]
requires no pose/landmark annotations and can detect faces in many orientations using a single deep
learning model. Zhang et al. [39] proposed a deep learning method that is capable of extracting tiny
faces, also using a single deep neural network.

Motivated by the development of affordable depth cameras, another way to enhance the accuracy
of face detection is to go beyond the limitations imposed by the monocular 2D approach and include
additional 3D information, such as that afforded by the Minolta Vivid 910 range scanner [42], the MU-2
stereo imaging system [43], the VicoVR sensor, the Orbbec Astra, and Microsoft’s Kinect [44], the latter
of which is arguably the most popular 3D consumer-grade device on the market. Kinect combines a 2D
RGB image with a depth map (RGB-D) that initially (Kinect 1) was computed based on the structured
light principle of projecting a pattern onto a scene to determine the depth of every object but which
later (Kinect 2) exploited the time-of-flight principle to determine depth by measuring the changes that
an emitted light signal encounters when it bounces back from objects.

Since depth information is insensitive to pose and changes in illumination [45], many researchers
have explored depth maps and other kinds of 3D information [46]; furthermore, several benchmark
datasets using Kinect have been developed for both face recognition [44] and face detection [47].
The classic V] algorithm was adapted to consider depth and color information a few years after Viola
and Jones published their groundbreaking work [48,49]. To improve detection rates, most 3D face
detection methods combine depth images with 2D gray-scale images. For instance, in Shieh et al. [50],
the V] algorithm is applied to images to detect a face, and then its position is refined via structured
light analysis.

Expanding on the work of Shotton et al. [51], who used pair-wise pixel comparisons in depth
images to quickly and accurately classify body joints and parts from single depth images for pose
recognition, Mattheij et al. [52] compared square regions in a pair-wise fashion for face detection.
Taking cues from biology, Jiang et al. [53] integrated texture and stereo disparity information to filter
out locations unlikely to contain a face. Anisetti et al. [54] located faces by applying a course detection
method followed by a technique based on a 3D morphable face model that improves accuracy by
reducing the number of false positives, and Taigman et al. [6] found that combining a 3D model-based
alignment with DeepFace trained on the Labeled Faces in the Wild (LFW) dataset [55] generalized well
in the detection of faces in an unconstrained environment. Nanni et al. [9] overcame the problem of
increased false positives when combining different face detectors in an ensemble by applying different
filtering steps based on information in the Kinetic depth map.

The face detection system proposed in this paper is composed of an ensemble of face detectors that
utilizes information extracted from the 2D image and depth maps obtained by Microsoft’s Kinect 1 and
Kinect 2 3D devices. The goal of this paper, which improves the method presented in [9], is to test a set
of filters, which includes a new wave-based filter proposed here, on a new collection of face detectors.
The main objective of this study is to find those filters that preserve the ensemble’s increased rate of
true positives while simultaneously reducing the number of false positives. Creating an ensemble of
classifiers is a feasible method for improving performance in face detection (see [9]), as well as in many
other classification problems. The main reason that ensembles improve face detection performance
is that the combination of different methods increases the number of candidate windows and thus
the probability of including a previously lost true positive. However, the main drawback of using
ensembles in face detection is the increased generation of false positives. The rationale behind the
proposed approach is to use some filtering steps to reduce false positives. The present work extends [9]
by adding to the proposed ensemble additional face detectors.

The best performing system developed experimentally in this work is validated on the challenging
dataset presented in [9] that contains 549 samples with 614 upright frontal faces. This dataset includes
depth images as well as 2D images. The results in the experimental section demonstrate that the
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filtering steps succeed in significantly decreasing the number of false positives without significantly
affecting the detection rate of the best-performing ensemble of face detectors. To validate the strength
of the proposed new even system further, we validate it on the widely used BioID dataset [56], where
it obtains a 100% detection rate with a limited number of false positives. Our best ensemble/filter
combination outperforms the method proposed by Markus et al. [34], which has been shown to surpass
the performance of these well-known state-of-the-art commercial face detection systems: Google Picasa,
Face++, and Intel Olaworks.

The organization of this paper is as follows. In Section 2, the strategy taken in this work for face
detection is described along with the face detectors tested in the ensembles and the different filtering
steps. In Section 3, the experiments on the two above-mentioned datasets are presented, along with a
description of the datasets, definition of the testing protocols, and a discussion of the experimental
results. The paper concludes, in Section 4, by providing a summary with some notes regarding future
directions. The MATLAB code developed for this paper, along with the dataset, is freely available at
https://github.com/LorisNanni.

2. Materials and Methods

The basic strategy taken in this work is to develop experimentally a high-performing face detection
ensemble composed of well-known face detectors. The goal is to obtain superior results without
significantly increasing the number of false positives. The system proposed here, as illustrated in
Figure 1, is a three-step process.

Step 1
P ibly Rotate T Face Detectors ¢
Inputlmage OsSIDY 0286 MAEES  \yith Low Threshold (s) Set of Candidate Faces
+
ﬂ gl — | VJ,SN,FL, — ‘ —
RF, NPD, SFD A

Step 2

. ! Candidate Face Reqi ith
Depth Map Alignment & Segmentation e e LW

Depth and Segmentation Maps

E..lﬁ
Detected Faces

Step 3

Filtering Steps ———

SIZE, STD, SEG,
ELL,EYE, SEC,
WAVE

Figure 1. Schematic of the proposed face detection system.

In Step 1, high recall is facilitated by first performing face detection on the color images. A set of
six face detectors (experimentally derived, as described in the experimental section) are applied to
each image. The face detection algorithms tested in this paper are described in Section 2.2. Before
detection, as also illustrated in Figure 1, color images are sometimes rotated {20°, —20°} to handle faces
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that are not upright. The addition of rotated images is noted in the experimental section whenever
these are included in the dataset.

Since this first step is imprecise and therefore produces many false positives, the purpose of Step 2
is to align the depth maps to the color images so that false positives can be winnowed out in Step 3 by
applying seven filtering approaches that take advantage of the depth maps. Alignment is accomplished
by first calibrating the color and depth data using the calibration technique proposed in Herrera et
al. [57]. The positions of the depth samples in 3D space are determined using the intrinsic parameters
(focal length and principal point) of the depth camera. Then, these positions are reprojected in 2D
space by considering both the color camera’s intrinsic parameters and the extrinsic parameters of the
camera pair system. Next, color and depth values are associated with each sample, as described in
Section 2.1. This operation is applied only to regions containing a candidate face to reduce computation
time. Finally, in Step 3, these regions are filtered, as detailed in Section 2.3, to remove false positives
from the candidate faces.

2.1. Depth Map Alignment and Segmentation

The color images and depth maps are jointly segmented by a procedure similar to that described in
Mutto et al. [58] that has two main stages. In Stage 1, each sample is transformed into a six-dimensional
vector. In Stage 2, the point set is clustered using the mean shift algorithm [59].

Every sample in the Kinetic depth map corresponds to a 3D point, p;, i = 1,...,N, with N the
number of points. The joint calibration of the depth and color cameras, as described in [57], allows a
reprojection of the depth samples over the corresponding pixels in the color image so that each point
is associated with the 3D spatial coordinates (x, y, and z) of p; and its RGB color components. Since
these two representations lie in entirely different spaces, they cannot be compared directly, and all
components must be comparable to extract multidimensional vectors that are appropriate for the mean
shift clustering algorithm. Thus, a conversion is performed so that the color values lie in the CIELAB
uniform color space, which represents color in three dimensions expressed by values representing
lightness (L) from black (0) to white (100), a value (a) from green (—) to red (+), and a value (b) from
blue (-) to yellow (+). This introduces a perceptual significance to the Euclidean distance between the
color vectors that can be used in the mean shift algorithm.

Formally, the color information of each scene point in the CIELAB color space, c, can be described
with the 3D vector: ) }
L(pi)
pi=1ap) | i=1,..., N (1)
| b(pi) |

The geometry, g, can be represented simply by the 3D coordinates of each point, thus:

ri=|yp) | i=1..,N. )

The scene segmentation algorithm needs to be insensitive to the relative scaling of the point-cloud
geometry. Moreover, the geometry and color distances must be brought into a consistent framework.
For this reason, all the components of pig are normalized with respect to the average of the standard
deviations of the point coordinates in the three dimensions o, = (Ux +oy+ az) /3. Normalization
produces the vector:

x(pi) 3 x(pi) 1| X
ypi) | = ar—— y(pi) | = - y(pi) |- ®3)
z(pi) POV E 2(p) 1 zlpi)
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To balance the relevance of color and geometry in the merging process, the color information
vectors are normalized as well. The average of the standard deviations of the L, a, and b color
components are computed producing the final color representation:

L(p) 3 L(p;) R
alp) | = oo | a) | =5 ale) | )
b(p;) T b ‘| b(p)

Once the geometry and color information vectors are normalized, they can be combined for a
final representation f:

with the parameter A adjusting the contribution to the final segmentation of color (low values of A
indicating high color relevance) and geometry (low values indicating high geometry relevance). By
adjusting A, the algorithm can be reduced to a color-based segmentation (A = 0) or to a geometry
(depth)-only segmentation (A — o0) (see [58] for a discussion of the effects that this parameter produces
and for automatically tuning A to an optimal value).

Once the final vectors pif are calculated, they can be clustered by the mean shift algorithm [59]
to segment the acquired scene. This algorithm offers an excellent trade-off between segmentation
accuracy and computational complexity. For final refinement, regions are removed that are smaller
than a predefined threshold, since they are typically due to noise. In Figure 2, examples of a segmented
image are shown.

Figure 2. Color image (left), depth map (middle), and segmentation map (right).
2.2. Face Detectors

We perform experiments on the fusion of six face detectors: the four detectors tested in [9] (the
canonic V] algorithm [14], a method using the Split up sparse Network of Winnows (SN) classifier [31],
a modification of the VJ algorithm with fast localization (FL) [34], and a face detector based on
Discriminative Response Map Fitting (DRMF) [32]), as well as two additional face detectors (the V]
modification using NPD features (NPD) [33] and a high-performance method implemented here:
http://dlib.net/face_detector.py.html. In the following, this latter method is called Single Scale-invariant
Face Detector (SFD). Each of these face detection algorithms is briefly described below.

22.1.V]

The canonical V] algorithm [14] is based on Haar wavelets extracted from the integral image.
Classification is performed, as noted in the introduction, by combining an ensemble of AdaBoost
classifiers that select a small number of relevant descriptors with a cascade combination of weak learners.
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The disadvantage of this approach is that it requires considerable training time. However, it is
relatively fast during the testing phase. The precision of V] relies on the threshold s, which is used to
classify a face within an input subwindow.

2.22. SN

SN [31], available in MATLAB (http://www.mathworks.com/matlabcentral/fileexchange/loadFile.
do?objectld=13701&objectType=FILE), feeds SMQT features, as briefly discussed in the Introduction,
to a Split up Sparse Network of Winnows (SN) classifier. SMQT enhances gray-level images. This
enhancement reveals the structure of the data and additionally removes some negative properties
such as gain and bias. This is how SMQT features overcome to some extent the illumination and
noise problem.

SMQT features are extracted by moving a patch across the image while repeatedly downscaling
and resizing it to detect faces of different sizes. The detection task is performed by the SN classifier,
i.e., a sparse network of linear units over a feature space that can be used to create lookup tables.

223. FL

FL (Fast Localization) [34] is a method that combines a modification of the standard V] algorithm
with a component for localizing a salient facial landmark. An image is scanned with a cascade of binary
classifiers that considers a set of reasonable positions and scales. Computing a data structure, such as
integral images, an image pyramid, or HoG features, etc., is not required with this method. An image
region is classified as having a face when all the classifiers are in agreement that the region contains
one. At this stage, another ensemble calculates the position of each facial landmark point. Each binary
classifier in the cascade is an ensemble of decision trees that have pixel intensity comparisons in their
internal nodes as binary tests. Moreover, they are based on the same feature type, unlike the V]
algorithm that uses five types of Haar-like features. Learning takes place with a greedy regression tree
construction procedure and a boosting algorithm.

2.2.4. RF

RF [32] is a face detector based on Discriminative Response Map Fitting (DRMF), which is a
specific face fitting technique. DRMF is a discriminative regression method for the Constrained Local
Models (CLMs) framework. Precision is adjusted in RF using the sensitivity parameter s that sets both
a lower and a higher sensitivity value.

2.2.5. NPD

NPD [33] extracts the illumination and blur invariant NPD features mentioned in the Introduction.
NPD is computed as the difference-to-sum ratio between two pixels and is extremely fast because it
requires only one memory access using a lookup table. However, because NPD contains redundant
information, AdaBoost is applied to select the most discriminative feature set and to construct strong
classifiers. The Gentle AdaBoost algorithm [60] is adopted for the deep quadratic trees. The splitting
strategy consists in quantizing the feature range into / discrete bins (I = 256 in the original paper and
here), and an exhaustive search is performed to determine whether a feature lies within a given range
[61, 02]. The weighted mean square error is applied as the optimal splitting criterion.

2.3. Filtering Steps

As noted in Figure 1, some of the false positives generated by the ensemble of classifiers are
extracted by applying several filtering approaches that take advantage of the depth maps. The filters
tested in this work are the set of six tested in [9] (viz. SIZE, STD, SEG, ELL, EYE, and SEC) and a
new filter proposed here (viz. WAV), which is based on processing the image with different wavelets.
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Each of these filtering techniques is described below. Figure 3 illustrates images rejected by the seven
types of filters.

4

SIZE; EYE; STD EYE SIZE; SEG; ELL WAV

Figure 3. Examples of images rejected by the different filtering methods.
2.3.1. Image Size Filter (SIZE)

SIZE [10] rejects candidate faces based on the size of the face region extracted from the depth map.
First, the 2D position and dimension (Wxp, hop) in pixels of a candidate face region are identified by
the face detector. Second, this information is used to estimate the corresponding 3D physical dimension
in mm (Wsp, h3p) as follows:

(6)

d
Wsp = Wop— and hsp = hop—,
3D 2D A 3D = 2D A
where f; and f, are the Kinect camera focal lengths computed by the calibration algorithm in [57], and d
is the average depth of the samples in the candidate bounding box. Face candidate regions are rejected
when they lie outside the fixed range in cm [0.075, 0.35]. Note that d is defined as the median of the
depth samples and is necessary for reducing the impact of noisy samples in the average computation.

2.3.2. Flatness/Unevenness Filter (STD)

STD, as proposed in [9], extracts information from the depth map that relates to the flatness
and unevenness of candidate face regions. Flat and uneven faces detected by the classifiers are then
removed using the depth map and a segmentation method based on the depth map.

The filtering method is a two-step process. In Step 1, a segmentation procedure using the depth
map is applied; in Step 2, the standard deviation (STD) of the pixels of the depth map that belong to
the larger segment (i.e., the region obtained by the segmentaion procedure) is calculated from each
face candidate region. Those regions whose STD lies outside the range of [0.01, 2.00] are rejected.

2.3.3. Segmentation-Based Filtering (SEG and ELL)

SEG and ELL, proposed in [9], apply the segmented version of the depth image to compare its
dimension to its bounding box in SEG or to its shape (which should approximate that of an ellipse)
in ELL. From this information, two simple but useful evaluations can be made. In the case of SEG,
the relative dimension of the larger area can be compared to the entire candidate image. The candidate
regions where the area of the larger region is less than 40% of the entire area are rejected. In the
case of ELL, the larger region is given a fitness score using the least-squares criterion to determine its
closeness to an elliptical model. This score is calculated here using the MATLAB function fit_ellipse [61].
The candidate regions with a score higher than 100 are rejected.

2.3.4. Eye-Based Filtering (EYE)

EYE, as proposed in [9], uses the presence of eyes in a region to detect a face. In EYE, two robust
eye detectors are applied to candidate face regions [62,63]. Regions with a low probability of containing
two eyes are rejected.

One of the eye detectors [62] used in EYE is a variant of the Pictorial Structures (PS) model. PS
is a computationally efficient framework that represents a face as an undirected graph G = (V, E),
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where the vertices V correspond to facial features. The edges E describe the local pairwise spatial
relationships between the feature set. PS is expanded in [62] so that it can deal with complications in
appearance as well as with many of the structural changes that eyes undergo in different settings.

The second eye detector, presented in [63], makes use of color information to build an eye map
that highlights the iris. A radial symmetry transform is applied to both the eye map and the original
image once the area of the iris is identified. The cumulative results of this enhancement process provide
the positions of the eye. Face candidates are rejected in those cases where detection of the eyes fall
outside a threshold of 1 for the first approach [62] and of 750 for the second approach [63].

2.3.5. Filtering Based on the Analysis of the Depth Values (SEC)

SEC, as proposed in [9], takes advantage of the fact that most faces, except those where people
are lying flat, are on top of the body, while the remaining surrounding volume is often empty. With
SEC, candidate faces are rejected when the neighborhood manifests a different pattern from that which
is expected.

The difference in the expected pattern is calculated as follows. First, the rectangular region
defining a candidate face is enlarged so that the neighborhood of the face in the depth map can
be analyzed.

Second, the enlarged region is then partitioned into radial sectors (eight in this work, see Figure 4),
each emanating from the center of the candidate face. For each sector Sec;, the number of pixels #; are
counted whose depth value d,, is close to the average depth value of the face d, thus:

@)

nj = |{p :‘dp - d|< tiAp € Secl}

where t; is a measure of closeness (f; = 50 cm here).

Figure 4. Examples of partitioning of a neighborhood of the candidate face region into 8 sectors (gray
area). The lower sectors Secy and Secs that should contain the body are depicted in dark gray [9].

Finally, the number of pixels per sector is averaged on the two lower sectors (Secy and Secs) and
then again on the remaining sectors, from which two of the values, 1, and n; respectively, are obtained.
The ratio between n,, and ; is then computed as:

o %(n4 + ns) ®)

M (g +np 43+ g+ ny +ng)

If the ratio drops below a certain threshold, t, (where t, = 0.8 here), then the candidate face
is removed.

2.3.6. WAV

WAV is a filtering technique that processes an image with different wavelets. With WAV, statistical
indicators are extracted (e.g., the mean and variance) and used for discarding candidate images with
no faces. Rejection is based on five criteria.

The first criterion applies phase congruency [64] to the depth map of the largest cluster, and the
average value is used to discriminate between face/non-face. The segmentation process divides the
image into multiple clusters, and only the largest cluster (that is, the one that is most likely to contain
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the face) is considered. Phase congruency has higher values when there are edges. WAV keeps only
those candidates with an acceptable value, i.e., those with a number of edges that is neither too high
nor too low, and deletes all others since they most likely contain no faces.

WAV is used here in two ways, but in both cases, Haar-like waves are selected since they often
give the best results, as demonstrated in [65]. The first method (second criterion) works on the same
principle as the phase congruency test: the Haar wave is applied to each image, and the average value
is calculated for each one. However, the second test (third criterion) follows the approach in [50], where
edge maps are first extracted and then fitted to an ellipse (the typical shape of a face). If an ellipse is
found, then the image is rotated by an angle given by the intersection between the origin and the major
axis of the ellipse, and the filter is applied to the rotated image. If no elliptical shape is found, the filter
is applied to the original unrotated image. To conclude, the WAV filter produces higher values when it
encounters specific features, especially abrupt changes that are typically not present in many non-faces.

Two remaining tests (fourth and fifth criteria) are based on Gabor’s logarithmic wavelet filter for
finding the symmetry of the shape of the largest cluster. We calculate the phase symmetry of points in
an image. This is a contrast invariant measure of symmetry [64]. High values indicate the presence of
symmetry, which can mean the presence of a symmetrical shape, such as an ellipse, and therefore that
have a good probability of containing a face. The first test discriminates based on the average of the
scores, while the latter uses variance instead of the mean.

3. Results and Discussion

3.1. Datasets

Four datasets—Microsoft Hand Gesture (MHG) [66], Padua Hand Gesture (PHG) [67], Padua
FaceDec (PFD) [10], and Padua FaceDec2 (PFD2) [9]—were used to experimentally develop the system
proposed in this work. The faces in these datasets were captured in unconstrained environments. All
four datasets contain colored images and their corresponding depth maps. All faces are upright and
frontal with each possessing limited degrees of rotation. Originally, for two datasets, the faces were
collected for gesture recognition rather than face detection. In addition, a separate set of images was
collected for preliminary experiments and for parameter tunings. These faces were extracted from the
Padua FaceDec dataset [10]. As in [9], these datasets were merged to form a challenging dataset for
face detection.

In addition to the merged datasets, experiments are reported on the BiolD dataset [56] so that
comparisons with the system proposed here can be made with other face detection systems. Each of
these five datasets is discussed below, with important information about each one summarized in
Table 1.

MHG [66] was collected for the purpose of gesture recognition. This dataset contains images of
10 different people performing a set of gestures, which means that not only does each image in the
dataset include a single face, but the images also exhibit a high degree of similarity. As in [9], a subset
of 42 MHG images was selected, with each image manually labeled with the face position.

PHG [67] is a dataset for gesture recognition. It contains images of 10 different people displaying
a set of hand gestures, and each image contains only one face. A subset of 59 PHG images were
manually labeled.

PFD [10] was acquired specifically for face detection. PFD contains 132 labeled images that were
collected outdoors and indoors with the Kinect 1 sensor. The images in this dataset contain zero, one,
or more faces. Images containing people show them performing many different daily activities in the
wild. Images were captured at different times of the day in vary lighting conditions. Some faces also
exhibit various degrees of occlusion.

PFD2 [9] contains 316 images captured indoors and outdoors in different settings with the Kinect
2 sensor. For each scene, a 512 X 424 depth map and a 1920 x 1080 color image were obtained. Images
contain zero, one, or more faces. Images of people show them in various positions with their heads
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tilted or next to objects. The outdoor depth data collected by Kinect 2 are highly noisy compared to the
images collected with Kintect 1. This makes PFD2 an even more challenging dataset. The depth data
was retroprojected over the color frame and interpolated to the same resolution to obtain two aligned
depth and color fields.

Table 1. Characteristics of the six datasets. MHG: Microsoft Hand Gesture, PHG: Padua Hand Gesture,
PFD: Padua FaceDec, and PFD2: Padua FaceDec2.

Dataset Number Images  Color Resolution ~ Depth Resolution =~ Number Faces Difficulty Level

MHG 42 640 x 480 640 x 480 42 Low
PHG 59 1280 x 1024 640 x 480 59 Low
PFD 132 1280 x 1024 640 x 480 150 High
PFD2 316 1920 x 1080 512 x 424 363 High
MERGED 549 — — 614 High
BiolD 1521 384 x 286 — 1521 High

The MHG, PHG, PFD, and PFD2 datasets were merged, as in [9], to form a larger, more challenging
dataset, called MERGED, containing 549 images with 614 total faces. Only upright frontal faces
with a maximum rotation of +30° were included. Parameter optimization of the face detectors
was manually performed and fixed for all images even though they came from four datasets with
different characteristics.

As a final dataset for validating the approach proposed in this work, we chose one of the leading
benchmark datasets for upright frontal face detection: the BioID dataset [56]. It contains 1521 images
of 23 people collected during several identification sessions. The images in BiolD are gray-scale and do
not include depth map information. Moreover, the degree of rotation in the facial images is small. As a
consequence, most of the filters applied to the ensembles were not transferable to the BioID dataset.
Despite this shortcoming, this dataset is useful in demonstrating the effectiveness of the ensembles
developed in this work.

3.2. Performance Indicators
The following two well-known performance indicators are reported here:

e Detection rate (DR): the ratio between the number of faces correctly detected and the total number
of faces in the dataset. The faces were manually labeled. DR is evaluated at different precision
levels considering different values of “eye distance”. Letd), (d,) be the Euclidean distance between
the manually extracted Cj, (C,) and the detected Cr;, (Cr,) left (right) eye positions. The relative
error of detection is defined as ED = max(d}, d,)/d;,, where the normalization factor d), is the
Euclidean distance of the expected eye centers used to make the measurement independent of the
scale of the face in the image and of the image size. There is a general agreement [56] that ED <
0.25 is a good criterion for claiming eye detection, since this value roughly corresponds to an eye
distance smaller than the eye width. Some face detectors (i.e., FL and RF) give the positions of the
eye centers as the output, whereas for others (i.e., V] and SN), the eye position is assumed to be a
fixed position inside the face bounding box.

e  False positives (FP): the number of candidate faces that do not include a face.

3.3. Experiments

The first experiment compares the detection rates of the six face detectors, along with some of
their combinations, by adjusting (1) the sensitivity values of s, where applicable, and (2) the detection
procedure which either does or does not involved the addition of poses constructed by rotating images
20°/-20°.

The value for the sensitivity threshold s is shown in parentheses in Table 1. To reduce the number of
false positives (FP), all output images having a distance of their centroid <30 pixels are merged as in [9].
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As evident in the results in Table 2, the addition of rotated poses is of little value for the RF
face detector, since this detector was originally trained on images that contained rotated faces. Thus,
the addition of rotated poses increased the number of false positives.

Table 2. Performance of the six face detectors and the best performing ensembles (see the last seven rows)
on the MERGED dataset (* denotes the addition of the 20°/-20° rotated images/poses in the dataset).
As in [9], a face is considered detected in an image if the eye distance ED < 0.35. DR: detection rate,
FL: fast localization, FP: false positives, NPD: normalized pixel difference, SFD: Single Scale-invariant
Face Detector, SN: Split up sparse Network of Winnows, VJ: Viola-Jones.

Face Detector(s)/Ensemble +Poses DR FP
VI(2) No 55.37 2528
RF(-1) No 47.39 4682
RF(-0.8) No 47.07 3249
RF(-0.65) No 46.42 1146
SN(1) No 66.61 508
SN(10) No 46.74 31
FL No 78.18 344
NPD No 55.70 1439
SFD No 81.27 186
VI(2) * Yes 65.31 6287
RE(-1)* Yes 49.67 19,475
RF(-0.8) * Yes 49.67 14,121
RF(-0.65) * Yes 49.02 5895
SN(1) * Yes 74.59 1635
SN(10) * Yes 50.16 48
FL* Yes 83.39 891
NPD * Yes 64.17 10,431
FL + RF(-0.65) No 83.06 1490
FL + RF(-0.65) + SN(1) No 86.16 1998
FL + RF(-0.65) + SN(1) * Mixed 88.44 3125
FL *+SN(1) * Yes 87.79 2526
FL * + RF(-0.65) + SN(1) * Mixed 90.39 3672
FL * 4+ RF(-0.65) + SN(1) * + SFD Mixed 91.21 3858

FL* + RF(=0.65) + SN(1)* + NPD* + SFD  Mixed 92.02 16,325

Only the most interesting results are reported for the ensembles of classifiers. As can be seen in
Table 2, high-performing approaches in an ensemble increase the detection rates while also generating
more false negatives.

In Table 3, the performance of the face detectors presented in Table 2 are reported on the BiolD
dataset. As noted in [9], the addition of rotated poses is not needed when images are acquired in
constrained environments. Although there is no significant difference in performance when adding the
rotated poses, a difference is evident in the number of false positives that the rotated poses produce:
they increase the false positives.
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Table 3. Performance of the six face detectors and ensembles reported above on the BiolD dataset (note:
some values are taken from [9]).

Face Detector(s)/Ensemble +Poses DR (ED <0.15) DR (ED <0.25) DR (ED < 0.35) (FP)

VI(2) No 13.08 86.46 99.15 517
RF(-1) No 87.84 98.82 99.08 80
RF(-0.8) No 87.84 98.82 99.08 32
RF(-0.65) No 87.84 98.82 99.08 21
SN(1) No 71.27 96.38 97.76 12
SN(10) No 72.06 98.16 99.74 172
FL No 9257 94.61 94.67 67
SFD No 99.21 99.34 99.34 1
VI@2)* Yes 13.08 86.46 99.15 1745
RF(-1) * Yes 90.53 99.15 99.41 1316
RF(-0.8) * Yes 90.53 99.15 99.41 589
RF(-0.65) * Yes 90.53 99.15 99.41 331
SN(1) * Yes 71.33 96.52 97.90 193
SN(10) * Yes 72.12 98.36 99.87 1361
FL* Yes 9257 94.61 94.67 1210
FL + RF(-0.65) No 98.42 99.74 99.74 88
FL + RF(—0.65) + SN(10) No 99.15 99.93 99.93 100
FL + RF(-0.65) + SN(1) * Mixed 99.15 100 100 281
FL* + SN(1) * Yes 98.03 99.87 99.93 260
FL * + RF(—0.65) + SN(1) * Mixed 99.15 100 100 1424
FL* + RF(-0.65) + SN(1)* + SFD  Mixed 99.41 100 100 1425

In Table 3, we also discover that each of the face detectors identifies a different set of faces.
This diversity in the individual face detectors is what enables the ensemble to improve the best
standalone approaches. It is also noteworthy that the same classifier can perform differently on the
MERGED versus BiolD dataset. For instance, RF works well on BioID but not so well on MERGED;
perhaps this is because it contains low-quality faces.

In Table 4, an experiment is reported that evaluated the seven filtering steps, as detailed in
Section 2.3, along with their combinations. The first experiments showed that the best ensemble
(considering the trade-off between performance and false positives) is FL + RF(-0.65) + SN(1)* + SFD.
For this reason, the filtering sets are tested only for this detector.

Table 4. Performance of FL + RF(-0.65) + SN(1)* + SFD obtained combining different filtering steps

on MERGED.
Filter Combination DR FP
SIZE 91.21 1547
SIZE + STD 91.21 1514
SIZE + STD + SEG 91.21 1485
SIZE + STD + SEG + ELL 91.04 1440
SIZE + STD + SEG + ELL + EYE 90.55 1163
SIZE + STD + SEG + ELL + SEC + EYE 90.39 1132

SIZE + STD + SEG + ELL + SEC + EYE + WAV 90.07 1018

SIZE is clearly the best method for removing false positive candidates from a set of faces detected
by FL + RF(-0.65) + SN(1)* + SFD. The next best filter is EYE. However, because EYE is computationally
expensive, it cannot be used in all applications. Although the other filters, when considered individually,
are of less value because of their low computational costs, they are useful for reducing the number
of false positives when applied sequentially. If real-time detection is not required (which is typically
the case when tagging faces), then EYE filtering can be used to reduce the number of false positives
produced by an ensemble without decreasing the number of true positives.
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The results presented in the previous tables shows that the proposed approach performs better
than FL and SPD, both of which are considered two of the best face detectors in the literature. It is true
that the results reported here have been obtained on two rather small datasets; nonetheless, MERGED
is highly realistic. Thus, it is reasonable to predict that the best ensemble proposed in this work would
perform comparatively well in real-world conditions. The images contained in MERGE include those
containing a single frontal face as well as those containing multiple faces acquired “in the wild”.

Finally, in order to evaluate the computational cost of our approach, the processing time per
640 x 480 image on a i7-7700HQ PC system is reported in Table 5 for each detection method of
“FL* + RF(-0.65) + SN(1)* + SFD” and each additional filter (on a candidate region of size 78 x 78 pixels).
All the tests are performed without parallelizing the code. However, it should be noted that the filters
and face detectors can run in parallel, resulting in a significant reduction of computation time.

Table 5. Average processing time per image in ms.

Detection Method/Filter ms
RF 12,571
SN 1371
FL 170

SPD 175
SIZE 0.33
STD 10.86
SEG 8.808
ELL 10.24
EYE 19,143
WAV 179.4

4. Conclusions

In this paper, an ensemble of state-of-the-art face detectors is combined with a set of filters
calculated from both the depth map and the color image. The filters reduce the number of false
positives produced by the ensemble while maximizing the detection rate. A set of seven filters based
on the size, the flatness, or the unevenness of the candidate face regions, or on the size of the larger
cluster of the depth map of the candidate face regions, or on eye detection or the degree of ellipse
fitting are evaluated, including a new method proposed here that is based on processing the candidate
region with different wavelets. The method proposed in this work for developing an ensemble of face
detectors uses the depth map to obtain increased effectiveness even under many indoor and outdoor
illumination settings.

The experimental results demonstrate that the filtering steps significantly reduce the number of false
positives (from 16,325 to 1018) without significantly decreasing the detection rate (from 92.02 to 90.07) on
a challenging dataset containing images with cluttered and complicated backgrounds. The performance
of the proposed system is also reported on the challenging BiolD benchmark to validate the approach
presented here further and to compare the best performing ensemble with the state-of-the-art in
face detection.

The face detector named SFD is shown to outperform all other standalone methods. However,
an ensemble proposed here that combines SFD with other types of face detectors is shown to boost
the standalone performance of SFD. Obviously, increasing the number of face detectors included
in ensembles increases the number of false positives; however, as the experiments in this work
demonstrate, the application of a new cascade of filters reduces this number to acceptable levels.
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Abstract: Over the past few decades, interest in theories and algorithms for face recognition has been
growing rapidly. Video surveillance, criminal identification, building access control, and unmanned
and autonomous vehicles are just a few examples of concrete applications that are gaining attraction
among industries. Various techniques are being developed including local, holistic, and hybrid
approaches, which provide a face image description using only a few face image features or the whole
facial features. The main contribution of this survey is to review some well-known techniques for
each approach and to give the taxonomy of their categories. In the paper, a detailed comparison
between these techniques is exposed by listing the advantages and the disadvantages of their schemes
in terms of robustness, accuracy, complexity, and discrimination. One interesting feature mentioned
in the paper is about the database used for face recognition. An overview of the most commonly
used databases, including those of supervised and unsupervised learning, is given. Numerical results
of the most interesting techniques are given along with the context of experiments and challenges
handled by these techniques. Finally, a solid discussion is given in the paper about future directions
in terms of techniques to be used for face recognition.

Keywords: face recognition systems; person identification; biometric systems; survey

1. Introduction

The objective of developing biometric applications, such as facial recognition, has recently become
important in smart cities. In addition, many scientists and engineers around the world have focused
on establishing increasingly robust and accurate algorithms and methods for these types of systems
and their application in everyday life. All types of security systems must protect all personal data.
The most commonly used type for recognition is the password. However, through the development of
information technologies and security algorithms, many systems are beginning to use many biometric
factors for recognition task [1-4]. These biometric factors make it possible to identify people’s identity
by their physiological or behavioral characteristics. They also provide several advantages, for example,
the presence of a person in front of the sensor is sufficient, and there is no more need to remember
several passwords or confidential codes anymore. In this context, many recognition systems based
on different biometric factors such as iris, fingerprints [5], voice [6], and face have been deployed in
recent years.

Systems that identify people based on their biological characteristics are very attractive because
they are easy to use. The human face is composed of different structures and characteristics. For this
reason, in recent years, it has become one of the most widely used biometric authentication systems,
given its potential in many applications and fields (surveillance, home security, border control, and so
on) [7-9]. Facial recognition system as an ID (identity) is already being offered to consumers outside of
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phones, including at airport check-ins, sports stadiums, and concerts. In addition, this system does not
require the intervention of people to operate, which makes it possible to identify people only from
images obtained from the camera. In addition, many biometric systems that are developed using
different types of search provide good identification accuracy. However, it would be interesting to
develop new biometric systems for face recognition in order to reach real-time constraints.

Owing to the huge volume of data generated and rapid advancement in artificial intelligence
techniques, traditional computing models have become inadequate to process data, especially for
complex applications like those related to feature extraction. Graphics processing units (GPUs) [4],
central processing unit (CPU) [3], and programmable gate arrays (FPGAs) [10] are required to efficiently
perform complex computing tasks. GPUs have computing cores that are several orders of magnitude
larger than traditional CPU and allow greater capacity to perform parallel computing. Unlike GPUs,
the FPGAs have a flexible hardware configuration and offer better performance than GPUs in terms of
energy efficiency. However, FPGAs present a major drawback related to the programming time, which
is higher than that of CPU and GPU.

There are many computer vision approaches proposed to address face detection or recognition
tasks with high robustness and discrimination, such as local, subspace, and hybrid approaches [10-16].
However, several issues still need to be addressed owing to various challenges, such as head orientation,
lighting conditions, and facial expression. The most interesting techniques are developed to face all
these challenges, and thus develop reliable face recognition systems. Nevertheless, they require high
processing time, high memory consumption, and are relatively complex.

Rapid advances in technologies such as digital cameras, portable devices, and increased demand
for security make the face recognition system one of the primary biometric technologies.

To sum up, the contributions of this paper review are as follows:

1. We first introduced face recognition as a biometric technique.
We presented the state of the art of the existing face recognition techniques classified into three
approaches: local, holistic, and hybrid.

3. The surveyed approaches were summarized and compared under different conditions.

4. We presented the most popular face databases used to test these approaches.

5. We highlighted some new promising research directions.

2. Face Recognition Systems Survey

2.1. Essential Steps of Face Recognition Systems

Before detailing the techniques used, it is necessary to make a brief description of the problems that
must be faced and solved in order to perform the face recognition task correctly. For several security
applications, as detailed in the works of [17-22], the characteristics that make a face recognition system
useful are the following: its ability to work with both videos and images, to process in real time, to be
robust in different lighting conditions, to be independent of the person (regardless of hair, ethnicity,
or gender), and to be able to work with faces from different angles. Different types of sensors, including
RGB, depth, EEG, thermal, and wearable inertial sensors, are used to obtain data. These sensors may
provide extra information and help the face recognition systems to identify face images in both static
images and video sequences. Moreover, three categories of sensors that may improve the reliability
and the accuracy of a face recognition system by tackling the challenges include illumination variation,
head pose, and facial expression in pure image/video processing. The first group is non-visual sensors,
such as audio, depth, and EEG sensors, which provide extra information in addition to the visual
dimension and improve the recognition reliability, for example, in illumination variation and position
shift situation. The second is detailed-face sensors, which detect a small dynamic change of a face
component, such as eye-trackers, which may help differentiate the background noise and the face
images. The last is target-focused sensors, such as infrared thermal sensors, which can facilitate the
face recognition systems to filter useless visual contents and may help resistance illumination variation.
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Three basic steps are used to develop a robust face recognition system: (1) face detection, (2) feature
extraction, and (3) face recognition (shown in Figure 1) [3,23]. The face detection step is used to detect
and locate the human face image obtained by the system. The feature extraction step is employed to
extract the feature vectors for any human face located in the first step. Finally, the face recognition
step includes the features extracted from the human face in order to compare it with all template face
databases to decide the human face identity.

e Face Detection: The face recognition system begins first with the localization of the human faces in
a particular image. The purpose of this step is to determine if the input image contains human
faces or not. The variations of illumination and facial expression can prevent proper face detection.
In order to facilitate the design of a further face recognition system and make it more robust,
pre-processing steps are performed. Many techniques are used to detect and locate the human face
image, for example, Viola—Jones detector [24,25], histogram of oriented gradient (HOG) [13,26],
and principal component analysis (PCA) [27,28]. Also, the face detection step can be used for
video and image classification, object detection [29], region-of-interest detection [30], and so on.

e  Feature Extraction: The main function of this step is to extract the features of the face images
detected in the detection step. This step represents a face with a set of features vector called
a “signature” that describes the prominent features of the face image such as mouth, nose, and
eyes with their geometry distribution [31,32]. Each face is characterized by its structure, size, and
shape, which allow it to be identified. Several techniques involve extracting the shape of the
mouth, eyes, or nose to identify the face using the size and distance [3]. HOG [33], Eigenface [34],
independent component analysis (ICA), linear discriminant analysis (LDA) [27,35], scale-invariant
feature transform (SIFT) [23], gabor filter, local phase quantization (LPQ) [36], Haar wavelets,
Fourier transforms [31], and local binary pattern (LBP) [3,10] techniques are widely used to extract
the face features.

e Face Recognition: This step considers the features extracted from the background during the feature
extraction step and compares it with known faces stored in a specific database. There are two
general applications of face recognition, one is called identification and another one is called
verification. During the identification step, a test face is compared with a set of faces aiming to
find the most likely match. During the identification step, a test face is compared with a known
face in the database in order to make the acceptance or rejection decision [7,19]. Correlation
filters (CFs) [18,37,38], convolutional neural network (CNN) [39], and also k-nearest neighbor
(K-NN) [40] are known to effectively address this task.

Verification and

Image Face Features Face identification
— . - . L e —
Detection Extraction Recognition
i
Y
Faces
Database

Figure 1. Face recognition structure [3,23].
2.2. Classification of Face Recognition Systems

Compared with other biometric systems such as the eye, iris, or fingerprint recognition systems,
the face recognition system is not the most efficient and reliable [5]. Moreover, this biometric system has
many constraints resulting from many challenges, despite all the above advantages. The recognition
under the controlled environments has been saturated. Nevertheless, in uncontrolled environments,
the problem remains open owing to large variations in lighting conditions, facial expressions, age,
dynamic background, and so on. In this paper survey, we review the most advanced face recognition
techniques proposed in controlled/uncontrolled environments using different databases.
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Several systems are implemented to identify a human face in 2D or 3D images. In this review
paper, we will classify these systems into three approaches based on their detection and recognition
method (Figure 2): (1) local, (2) holistic (subspace), and (3) hybrid approaches. The first approach is
classified according to certain facial features, not considering the whole face. The second approach
employs the entire face as input data and then projects into a small subspace or in correlation plane.
The third approach uses local and global features in order to improve face recognition accuracy.

Ve SIFT
Key-Points-Based SURF
Techniques BRIE
/ Local _ etc..
approaches LBP
Local Appearance- HOG
Based Techniques LPQ
\\§ etc..
PCA
4 . . LDA
Linear Techniques Eigenfaces
Face recognition |_| Holistic _ etc.. N
methods approaches = g;i
Non-Linear
Techniques SYM
\ €c q ete..
_
Hybrid | Local+ Holistic
\ approaches Techniques
~

Figure 2. Face recognition methods. SIFT, scale-invariant feature transform; SUREF, scale-invariant
feature transform; BRIEF, binary robust independent elementary features; LBP, local binary pattern;
HOG, histogram of oriented gradients; LPQ, local phase quantization; PCA, principal component
analysis; LDA, linear discriminant analysis; KPCA, kernel PCA; CNN, convolutional neural network;
SVM, support vector machine.

3. Local Approaches

In the context of face recognition, local approaches treat only some facial features. They are more
sensitive to facial expressions, occlusions, and pose [1]. The main objective of these approaches is to
discover distinctive features. Generally, these approaches can be divided into two categories: (1) local
appearance-based techniques are used to extract local features, while the face image is divided into
small regions (patches) [3,32]. (2) Key-points-based techniques are used to detect the points of interest
in the face image, after which the features localized on these points are extracted.

3.1. Local Appearance-Based Techniques

It is a geometrical technique, also called feature or analytic technique. In this case, the face
image is represented by a set of distinctive vectors with low dimensions or small regions (patches).
Local appearance-based techniques focus on critical points of the face such as the nose, mouth, and
eyes to generate more details. Also, it takes into account the particularity of the face as a natural
form to identify and use a reduced number of parameters. In addition, these techniques describe the
local features through pixel orientations, histograms [13,26], geometric properties, and correlation
planes [3,33,41].

e Local binary pattern (LBP) and it’s variant: LBP is a great general texture technique used to
extract features from any object [16]. It has widely performed in many applications such as face
recognition [3], facial expression recognition, texture segmentation, and texture classification.
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The LBP technique first divides the facial image into spatial arrays. Next, within each array
square, a 3 X 3 pixel matrix (p1...... p8) is mapped across the square. The pixel of this matrix is
a threshold with the value of the center pixel (p,) (i.e., use the intensity value of the center pixel
i(po) as a reference for thresholding) to produce the binary code. If a neighbor pixel’s value is
lower than the center pixel value, it is given a zero; otherwise, it is given one. The binary code
contains information about the local texture. Finally, for each array square, a histogram of these
codes is built, and the histograms are concatenated to form the feature vector. The LBP is defined
in a matrix of size 3 X 3, as shown in Equation (1).

LBP izp(' i), with s(x) 1a=0 (1)
= Slig—1p), witn s(x) = ’
oo 0 x<0

where ip and i, are the intensity value of the center pixel and neighborhood pixels, respectively.
Figure 3 illustrates the procedure of the LBP technique.

Khoi et al. [20] propose a fast face recognition system based on LBP, pyramid of local binary
pattern (PLBP), and rotation invariant local binary pattern (RI-LBP). Xi et al. [15] have introduced
anew unsupervised deep learning-based technique, called local binary pattern network (LBPNet),
to extract hierarchical representations of data. The LBPNet maintains the same topology as
the convolutional neural network (CNN). The experimental results obtained using the public
benchmarks (i.e., LFW and FERET) have shown that LBPNet is comparable to other unsupervised
techniques. Laure et al. [40] have implemented a method that helps to solve face recognition
issues with large variations of parameters such as expression, illumination, and different poses.
This method is based on two techniques: LBP and K-NN techniques. Owing to its invariance
to the rotation of the target image, LBP become one of the important techniques used for face
recognition. Bonnen et al. [42] proposed a variant of the LBP technique named “multiscale local
binary pattern (MLBP)” for features’ extraction. Another LBP extension is the local ternary pattern
(LTP) technique [43], which is less sensitive to the noise than the original LBP technique. This
technique uses three steps to compute the differences between the neighboring ones and the
central pixel. Hussain et al. [36] develop a local quantized pattern (LQP) technique for face
representation. LQP is a generalization of local pattern features and is intrinsically robust to
illumination conditions. The LQP features use the disk layout to sample pixels from the local
neighborhood and obtain a pair of binary codes using ternary split coding. These codes are
quantized, with each one using a separately learned codebook.

e  Histogram of oriented gradients (HOG) [44]: The HOG is one of the best descriptors used for
shape and edge description. The HOG technique can describe the face shape using the distribution
of edge direction or light intensity gradient. The process of this technique done by sharing the
whole face image into cells (small region or area); a histogram of pixel edge direction or direction
gradients is generated of each cell; and, finally, the histograms of the whole cells are combined
to extract the feature of the face image. The feature vector computation by the HOG descriptor
proceeds as follows [10,13,26,45]: firstly, divide the local image into regions called cells, and then
calculate the amplitude of the first-order gradients of each cell in both the horizontal and vertical
direction. The most common method is to apply a 1D mask, [-1 0 1].

Ge(x, y) =Ix+1, y)-I(x-1, y), )

Gylx, y) =I(x, y+1)=I(x, y=1), @)
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where I(x, y) is the pixel value of the point (x, y) and G (x, y) and G (x, y) denote the horizontal
gradient amplitude and the vertical gradient amplitude, respectively. The magnitude of the
gradient and the orientation of each pixel (x, y) are computed as follows:

Glx, 1) = Galx, ¥)2+Gylx, )2, @
o an,l Gy(x/ y)
0o y) =t (Gx(x, y) ) ©

The magnitude of the gradient and the orientation of each pixel in the cell are voted in nine
bins with the tri-linear interpolation. The histograms of each cell are generated pixel based on
direction gradients and, finally, the histograms of the whole cells are combined to extract the
feature of the face image. Karaaba et al. [44] proposed a combination of different histograms of
oriented gradients (HOG) to perform a robust face recognition system. This technique is named
“multi-HOG”.

The authors create a vector of distances between the target and the reference face images for
identification. Arigbabu et al. [46] proposed a novel face recognition system based on the Laplacian
filter and the pyramid histogram of gradient (PHOG) descriptor. In addition, to investigate the
face recognition problem, support vector machine (SVM) is used with different kernel functions.

e  Correlation filters: Face recognition systems based on the correlation filter (CF) have given good
results in terms of robustness, location accuracy, efficiency, and discrimination. In the field of
facial recognition, the correlation techniques have attracted great interest since the first use of
an optical correlator [47]. These techniques provide the following advantages: high ability for
discrimination, desired noise robustness, shift-invariance, and inherent parallelism. On the basis
of these advantages, many optoelectronic hybrid solutions of correlation filters (CFs) have been
introduced such as the joint transform correlator (JTC) [48] and VanderLugt correlator (VLC) [47]
techniques. The purpose of these techniques is to calculate the degree of similarity between target
and reference images. The decision is taken by the detection of a correlation peak. Both techniques
(VLC and JTC) are based on the “4f ” optical configuration [37]. This configuration is created
by two convergent lenses (Figure 4). The face image F is processed by the fast Fourier transform
(FFT) based on the first lens in the Fourier plane Sr. In this Fourier plane, a specific filter P is
applied (for example, the phase-only filter (POF) filter [2]) using optoelectronic interfaces. Finally,
to obtain the filtered face image F’ (or the correlation plane), the inverse FFT (IFFT) is made with
the second lens in the output plane.

For example, the VLC technique is done by two cascade Fourier transform structures realized
by two lenses [4], as presented in Figure 5. The VLC technique is presented as follows: firstly,
a 2D-FFT is applied to the target image to get a target spectrum S. After that, a multiplication
between the target spectrum and the filter obtain with the 2D-FFT of a reference image is affected,
and this result is placed in the Fourier plane. Next, it provides the correlation result recorded on
the correlation plane, where this multiplication is affected by inverse FE.

The correlation result, described by the peak intensity, is used to determine the similarity degree
between the target and reference images.

C = FFT™Y{S* o POF}, (6)

where FFT~! stands for the inverse fast FT (FFT) operation, * represents the conjugate operation,
and o denotes the element-wise array multiplication. To enhance the matching process, Horner
and Gianino [49] proposed a phase-only filter (POF). The POF filter can produce correlation
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peaks marked with enhanced discrimination capability. The POF is an optimized filter defined
as follows: 5(10)
“(u,0
Hpor(u,v) = ———=, (7)
(w0) |S(u, v)|
where 5*(u,v) is the complex conjugate of the 2D-FFT of the reference image. To evaluate the
decision, the peak to correlation energy (PCE) is defined as the energy in the correlation peaks’

intensity normalized to the overall energy of the correlation plane.

ZZ Epeak(ir ])
PCE = —; —, (8)
ij Ecorrelation—plnne (i, ])

where i, j are the coefficient coordinates; M and N are the size of the correlation plane and the
size of the peak correlation spot, respectively; Eyy is the energy in the correlation peaks; and
Ecorrelation-plane 18 the overall energy of the correlation plane. Correlation techniques are widely
applied in recognition and identification applications [4,37,50-53]. For example, in the work
of [4], the authors presented the efficiency performances of the VLC technique based on the “4f”
configuration for identification using GPU Nvidia Geforce 8400 GS. The POF filter is used for
the decision. Another important work in this area of research is presented by Leonard et al. [50],
which presented good performance and the simplicity of the correlation filters for the field of face
recognition. In addition, many specific filters such as POF, BPOF, Ad, IF, and so on are used to
select the best filter based on its sensitivity to the rotation, scale, and noise. Napoléon et al. [3]
introduced a novel system for identification and verification fields based on an optimized 3D
modeling under different illumination conditions, which allows reconstructing faces in different
poses. In particular, to deform the synthetic model, an active shape model for detecting a set of
key points on the face is proposed in Figure 6. The VanderLugt correlator is proposed to perform
the identification and the LBP descriptor is used to optimize the performances of a correlation
technique under different illumination conditions. The experiments are performed on the Pointing
Head Pose Image Database (PHPID) database with an elevation ranging from —30° to +30°.

Multi
‘ H -Multiply l

76 85 25 1 1 0 1 2 4 1 2 0

66 52 38 1 0 128 8 128 0

15 82 26 0 1 0 64 32 16 0 32 0

Figure 3. The local binary pattern (LBP) descriptor [19].
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Figure 4. All “4f” optical configuration [37].

251



Sensors 2020, 20, 342

L1 L2

Correlation

= ]
Targetimage —» 3 —» Target spectrum —» 3 —> —»‘— Yes>

plane
L POF filter NDJ

Figure 5. Flowchart of the VanderLugt correlator (VLC) technique [4]. FFT, fast Fourier transform; POF,
phase-only filter.

Figure 6. (a) Creation of the 3D face of a person, (b) results of the detection of 29 landmarks of a face
using the active shape model, (c) results of the detection of 26 landmarks of a face [3].

3.2. Key-Points-Based Techniques

The key-points-based techniques are used to detect specific geometric features, according to

some geometric information of the face surface (e.g., the distance between the eyes, the width of the
head). These techniques can be defined by two significant steps, key-point detection and feature
extraction [3,30,54,55]. The first step focuses on the performance of the detectors of the key-point
features of the face image. The second step focuses on the representation of the information carried
with the key-point features of the face image. Although these techniques can solve the missing parts
and occlusions, scale invariant feature transform (SIFT), binary robust independent elementary features
(BRIEF), and speeded-up robust features (SURF) techniques are widely used to describe the feature of
the face image.

Scale invariant feature transform (SIFT) [56,57]: SIFT is an algorithm used to detect and describe
the local features of an image. This algorithm is widely used to link two images by their local
descriptors, which contain information to make a match between them. The main idea of the SIFT
descriptor is to convert the image into a representation composed of points of interest. These
points contain the characteristic information of the face image. SIFT presents invariance to scale
and rotation. It is commonly used today and fast, which is essential in real-time applications, but
one of its disadvantages is the time of matching of the critical points. The algorithm is realized in
four steps: (1) detection of the maximum and minimum points in the space-scale, (2) location of
characteristic points, (3) assignment of orientation, and (4) a descriptor of the characteristic point.
A framework to detect the key-points based on the SIFT descriptor was proposed by L. Lenc
et al. [56], where they use the SIFT technique in combination with a Kepenekci approach for the
face recognition.

Speeded-up robust features (SURF) [29,57]: the SURF technique is inspired by SIFT, but uses
wavelets and an approximation of the Hessian determinant to achieve better performance [29].
SUREF is a detector and descriptor that claims to achieve the same, or even better, results in
terms of repeatability, distinction, and robustness compared with the SIFT descriptor. The main
advantage of SURF is the execution time, which is less than that used by the SIFT descriptor.
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Besides, the SIFT descriptor is more adapted to describe faces affected by illumination conditions,
scaling, translation, and rotation [57]. To detect feature points, SURF seeks to find the maximum
of an approximation of the Hessian matrix using integral images to dramatically reduce the
processing computational time. Figure 7 shows an example of SURF descriptor for face recognition
using AR face datasets [58].

e  Binary robust independent elementary features (BRIEF) [30,57]: BRIEF is a binary descriptor that is
simple and fast to compute. This descriptor is based on the differences between the pixel intensity
that are similar to the family of binary descriptors such as binary robust invariant scalable (BRISK)
and fast retina keypoint (FREAK) in terms of evaluation. To reduce noise, the BRIEF descriptor
smoothens the image patches. After that, the differences between the pixel intensity are used
to represent the descriptor. This descriptor has achieved the best performance and accuracy in
pattern recognition.

e  Fast retina keypoint (FREAK) [57,59]: the FREAK descriptor proposed by Alahi et al. [59] uses
a retinal sampling circular grid. This descriptor uses 43 sampling patterns based on retinal
receptive fields that are shown in Figure 8. To extract a binary descriptor, these 43 receptive fields
are sampled by decreasing factors as the distance from the thousand potential pairs to a patch’s
center yields. Each pair is smoothed with Gaussian functions. Finally, the binary descriptors are
represented by setting a threshold and considering the sign of differences between pairs.

Figure 7. Face recognition based on the speeded-up robust features (SURF) descriptor [58]: recognition
using fast library for approximate nearest neighbors (FLANN) distance.

100

ol L L L L L L
] 100 200 300 400 500 600

Figure 8. Fast retina keypoint (FREAK) descriptor used 43 sampling patterns [19].
3.3. Summary of Local Approaches

Table 1 summarizes the local approaches that we presented in this section. Various techniques
are introduced to locate and to identify the human faces based on some regions of the face, geometric
features, and facial expressions. These techniques provide robust recognition under different
illumination conditions and facial expressions. Furthermore, they are sensitive to noise, and invariant
to translations and rotations.
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4. Holistic Approach

Holistic or subspace approaches are supposed to process the whole face, that is, they do not
require extracting face regions or features points (eyes, mouth, noses, and so on). The main function of
these approaches is to represent the face image by a matrix of pixels, and this matrix is often converted
into feature vectors to facilitate their treatment. After that, these feature vectors are implemented in
low dimensional space. However, holistic or subspace techniques are sensitive to variations (facial
expressions, illumination, and poses), and these advantages make these approaches widely used.
Moreover, these approaches can be divided into categories, including linear and non-linear techniques,
based on the method used to represent the subspace.

4.1. Linear Techniques

The most popular linear techniques used for face recognition systems are Eigenfaces (principal
component analysis; PCA) technique, Fisherfaces (linear discriminative analysis; LDA) technique, and
independent component analysis (ICA).

e  Eigenface [34] and principal component analysis (PCA) [27,62]: Eigenfaces is one of the popular
methods of holistic approaches used to extract features points of the face image. This approach is
based on the principal component analysis (PCA) technique. The principal components created
by the PCA technique are used as Eigenfaces or face templates. The PCA technique transforms
a number of possibly correlated variables into a small number of incorrect variables called
“principal components”. The purpose of PCA is to reduce the large dimensionality of the data
space (observed variables) to the smaller intrinsic dimensionality of feature space (independent
variables), which are needed to describe the data economically. Figure 9 shows how the face can
be represented by a small number of features. PCA calculates the Eigenvectors of the covariance
matrix, and projects the original data onto a lower dimensional feature space, which are defined by
Eigenvectors with large Eigenvalues. PCA has been used in face representation and recognition,
where the Eigenvectors calculated are referred to as Eigenfaces (as shown in Figure 10).

An image may also be considering the vector of dimension M x N, so that a typical image of size
4 x 4 becomes a vector of dimension 16. Let the training set of images be {X;, X5, X3... Xy}.
The average face of the set is defined by the following:

N
x=2 in. ©
i=1

z|

Calculate the estimate covariance matrix to represent the scatter degree of all feature vectors
related to the average vector. The covariance matrix Q is defined by the following;:

N
1 T
Q= Z{(X - X)X -X;) . (10)
iz
The Eigenvectors and corresponding Eigen-values are computed using
CV=AV, (VeR,, V#0), 11)

where V is the set of eigenvectors matrix Q associated with its eigenvalue A. Project all the training
images of iy, person to the corresponding Eigen-subspace:

vi=w' (v), (i=1,23...N), (12)

256



Sensors 2020, 20, 342

where the y;( are the projections of x and are called the principal components, also known as
eigenfaces. The face images are represented as a linear combination of these vectors’ “principal
components”. In order to extract facial features, PCA and LDA are two different feature extraction
algorithms that are used. Wavelet fusion and neural networks are applied to classify facial features.
The ORL database is used for evaluation. Figure 10 shows the first five Eigenfaces constructed
from the ORL database [63].

e  Fisherface and linear discriminative analysis (LDA) [64,65]: The Fisherface method is based on the
same principle of similarity as the Eigenfaces method. The objective of this method is to reduce
the high dimensional image space based on the linear discriminant analysis (LDA) technique
instead of the PCA technique. The LDA technique is commonly used for dimensionality reduction
and face recognition [66]. PCA is an unsupervised technique, while LDA is a supervised learning
technique and uses the data information. For all samples of all classes, the within-class scatter
matrix Sy and the between-class scatter matrix Sp are defined as follows:

Sp= Y Milxi— ) (i )", (13)

¢ T

Se=Y . ; M=) (=)', (14)
where p is the mean vector of samples belonging to class i, X; represents the set of samples
belonging to class i with x; being the number image of that class, ¢ is the number of distinct classes,
and M; is the number of training samples in class i. Sp describes the scatter of features around the
overall mean for all face classes and S, describes the scatter of features around the mean of each
face class. The goal is to maximize the ratio det|Sg|/det|Sy |, in other words, minimizing Sy, while
maximiz ing Sg. Figure 11 shows the first five Eigenfaces and Fisherfaces obtained from the ORL
database [63].

e Independent component analysis (ICA) [35]: The ICA technique is used for the calculation of the
basic vectors of a given space. The goal of this technique is to perform a linear transformation
in order to reduce the statistical dependence between the different basic vectors, which allows
the analysis of independent components. It is determined that they are not orthogonal to each
other. In addition, the acquisition of images from different sources is sought in uncorrelated
variables, which makes it possible to obtain greater efficiency, because ICA acquires images within
statistically independent variables.

e Improvements of the PCA, LDA, and ICA techniques: To improve the linear subspace techniques,
many types of research are developed. Z. Cui et al. [67] proposed a new spatial face region
descriptor (SFRD) method to extract the face region, and to deal with noise variation. This method
is described as follows: divide each face image in many spatial regions, and extract token-frequency
(TF) features from each region by sum-pooling the reconstruction coefficients over the patches
within each region. Finally, extract the SFRD for face images by applying a variant of the
PCA technique called “whitened principal component analysis (WPCA)” to reduce the feature
dimension and remove the noise in the leading eigenvectors. Besides, the authors in [68] proposed
a variant of the LDA called probabilistic linear discriminant analysis (PLDA) to seek directions in
space that have maximum discriminability, and are hence most suitable for both face recognition
and frontal face recognition under varying pose.

e  Gabor filters: Gabor filters are spatial sinusoids located by a Gaussian window that allows
for extracting the features from images by selecting their frequency, orientation, and scale.
To enhance the performance under unconstrained environments for face recognition, Gabor filters
are transformed according to the shape and pose to extract the feature vectors of face image
combined with the PCA in the work of [69]. The PCA is applied to the Gabor features to remove
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the redundancies and to get the best face images description. Finally, the cosine metric is used to
evaluate the similarity.

e  Frequency domain analysis [70,71]: Finally, the analysis techniques in the frequency domain offer
a representation of the human face as a function of low-frequency components that present high
energy. The discrete Fourier transform (DFT), discrete cosine transform (DCT), or discrete wavelet
transform (DWT) techniques are independent of the data, and thus do not require training.

e Discrete wavelet transform (DWT): Another linear technique used for face recognition. In the
work of [70], the authors used a two-dimensional discrete wavelet transform (2D-DWT) method
for face recognition using a new patch strategy. A non-uniform patch strategy for the top-level’s
low-frequency sub-band is proposed by using an integral projection technique for two top-level
high-frequency sub-bands of 2D-DWT based on the average image of all training samples. This
patch strategy is better for retaining the integrity of local information, and is more suitable to
reflect the structure feature of the face image. When constructing the patching strategy using
the testing and training samples, the decision is performed using the neighbor classifier. Many
databases are used to evaluate this method, including Labeled Faces in Wild (LFW), Extended
Yale B, Face Recognition Technology (FERET), and AR.

e Discrete cosine transform (DCT) [71] can be used for global and local face recognition systems.
DCT is a transformation that represents a finite sequence of data as the sum of a series of cosine
functions oscillating at different frequencies. This technique is widely used in face recognition
systems [71], from audio and image compression to spectral methods for the numerical resolution
of differential equations. The required steps to implement the DCT technique are presented

as follows.
Feature vectors
Original image M 76 Principal components
|
v I 85 PC1
76 85 25 25
25 PC2
66 52 38 38
N 25
15 82 26 26
15 82 26 26
PCn
26

Figure 9. Example of dimensional reduction when applying principal component analysis (PCA) [62].

Figure 10. The first five Eigenfaces built from the ORL database [63].
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Figure 11. The first five Fisherfaces obtained from the ORL database [63].

Owing to their limitations in managing the linearity in face recognition, the subspace or holistic
techniques are not appropriate to represent the exact details of geometric varieties of the face images.
Linear techniques offer a faithful description of face images when the data structures are linear.
However, when the face images data structures are non-linear, many types of research use a function
named “kernel” to construct a large space where the problem becomes linear. The required steps to
implement the DCT technique are presented as Algorithm 1.

Algorithm 1. DCT Algorithm

1. The input image is N by M;
2. f(ij)is the intensity of the pixel in row i and column j;
3. F(u,v)is the DCT coefficient in row u and column v of the DCT matrix:

N N . .
Fla0) = 2C(u13[C(v) ¥ Zf(i,],)ws( (2i - 1;55 - 1)n)ms( (2j- 1;1(\1;— l)n)
i=1 j=1

20(u)C) \O N . o (Qi+Dur)  ((2j+1)on
=—xN £, j)
N ; L i, cos( N )cos( N )
1 _
whereOsi,sz—landC(n)_{‘/f (n=0)
1 (n+0)

4. For most images, much of the signal energy lies at low frequencies; these appear in the upper left corner of the DCT.
Compression is achieved since the lower right values represent higher frequencies, and are often small - small
enough to be neglected with little visible distortion.

6. The DCT input is an 8 by 8 array of integers. This array contains each pixel’s grayscale level;

7. 8-bit pixels have levels from 0 to 255.

4.2. Nonlinear Techniques

e  Kernel PCA (KPCA) [28]: is an improved method of PCA, which uses kernel method techniques.
KPCA computes the Eigenfaces or the Eigenvectors of the kernel matrix, while PCA computes
the covariance matrix. In addition, KPCA is a representation of the PCA technique on the
high-dimensional feature space mapped by the associated kernel function. Three significant steps
of the KPCA algorithm are used to calculates the function of the kernel matrix K of distribution
consisting of n data points x; € RY, after which the data points are mapped into a high-dimensional
feature space F, as shown in Algorithm 2.

The performance of the KPCA technique depends on the choice of the kernel matrix K. The Gaussian
or polynomial kernel are linear typically-used kernels. KPCA has been successfully used for
novelty detection [72] or for speech recognition [62].

e  Kernel linear discriminant analysis (KDA) [73]: the KLDA technique is a kernel extension of
the linear LDA technique, in the same kernel extension of PCA. Arashloo et al. [73] proposed
a nonlinear binary class-specific kernel discriminant analysis classifier (CS-KDA) based on the
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spectral regression kernel discriminant analysis. Other nonlinear techniques have also been used
in the context of facial recognition:

Gabor-KLDA [74].

Evolutionary weighted principal component analysis (EWPCA) [75].

Kernelized maximum average margin criterion (KMAMC), SVM, and kernel Fisher discriminant
analysis (KFD) [76].

Wavelet transform (WT), radon transform (RT), and cellular neural networks (CNN) [77].

Joint transform correlator-based two-layer neural network [78].

Kernel Fisher discriminant analysis (KFD) and KPCA [79].

Locally linear embedding (LLE) and LDA [80].

Nonlinear locality preserving with deep networks [81].

Nonlinear DCT and kernel discriminative common vector (KDCV) [82].

Algorithm 2. Kernel PCA Algorithm

Step 1: Determine the dot product of the matrix K using kernel function: K;j = k(x,-, x]-).

Step 2: Calculate the Eigenvectors from the resultant matrix K and normalize with the function: yk(akak) = 1.
Step 3: Calculate the test point projection on to Eigenvectors Vk using kernel function:
kPCk(x) = (Vko(x)) = L ak; k(x;, x)

4.3. Summary of Holistic Approaches

Table 2 summarizes the different subspace techniques discussed in this section, which are

introduced to reduce the dimensionality and the complexity of the detection or recognition steps.
Linear and non-linear techniques offer robust recognition under different lighting conditions and
facial expressions. Although these techniques (linear and non-linear) allow a better reduction in
dimensionality and improve the recognition rate, they are not invariant to translations and rotations
compared with local techniques.
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5. Hybrid Approach

5.1. Technique Presentation

The hybrid approaches are based on local and subspace features in order to use the benefits of

both subspace and local techniques, which have the potential to offer better performance for face
recognition systems.

Gabor wavelet and linear discriminant analysis (GW-LDA) [91]: Fathima et al. [91] proposed
a hybrid approach combining Gabor wavelet and linear discriminant analysis (HGWLDA) for face
recognition. The grayscale face image is approximated and reduced in dimension. The authors
have convolved the grayscale face image with a bank of Gabor filters with varying orientations
and scales. After that, a subspace technique 2D-LDA is used to maximize the inter-class space
and reduce the intra-class space. To classify and recognize the test face image, the k-nearest
neighbour (k-NN) classifier is used. The recognition task is done by comparing the test face image
feature with each of the training set features. The experimental results show the robustness of this
approach in different lighting conditions.

Over-complete LBP (OCLBP), LDA, and within class covariance normalization (WCCN): Barkan
et al. [92] proposed a new representation of face image based over-complete LBP (OCLBP). This
representation is a multi-scale modified version of the LBP technique. The LDA technique is
performed to reduce the high dimensionality representations. Finally, the within class covariance
normalization (WCCN) is the metric learning technique used for face recognition.

Advanced correlation filters and Walsh LBP (WLBP): Juefei et al. [93] implemented a single-sample
periocular-based alignment-robust face recognition technique based on high-dimensional Walsh
LBP (WLBP). This technique utilizes only one sample per subject class and generates new face
images under a wide range of 3D rotations using the 3D generic elastic model, which is both
accurate and computationally inexpensive. The LFW database is used for evaluation, and the
proposed method outperformed the state-of-the-art algorithms under four evaluation protocols
with a high accuracy of 89.69%.

Multi-sub-region-based correlation filter bank (MS-CFB): Yan et al. [94] propose an effective feature
extraction technique for robust face recognition, named multi-sub-region-based correlation filter
bank (MS-CFB). MS-CFB extracts the local features independently for each face sub-region. After
that, the different face sub-regions are concatenated to give optimal overall correlation outputs.
This technique reduces the complexity, achieves higher recognition rates, and provides a better
feature representation for recognition compared with several state-of-the-art techniques on various
public face databases.

SIFT features, Fisher vectors, and PCA: Simonyan et al. [64] have developed a novel method
for face recognition based on the SIFT descriptor and Fisher vectors. The authors propose
a discriminative dimensionality reduction owing to the high dimensionality of the Fisher vectors.
After that, these vectors are projected into a low dimensional subspace with a linear projection.
The objective of this methodology is to describe the image based on dense SIFT features and Fisher
vectors encoding to achieve high performance on the challenging LFW dataset in both restricted
and unrestricted settings.

CNNs and stacked auto-encoder (SAE) techniques: Ding et al. [95] proposed multimodal deep
face representation (MM-DFR) framework based on convolutional neural networks (CNNs)
technique from the original holistic face image, rendered frontal face by 3D face model (stand
for holistic facial features and local facial features, respectively), and uniformly sampled image
patches. The proposed MM-DFR framework has two steps: a CNNs technique is used to extract
the features and a three-layer stacked auto-encoder (SAE) technique is employed to compress
the high-dimensional deep feature into a compact face signature. The LFW database is used to
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evaluate the identification performance of MM-DEFR. The flowchart of the proposed MM-DFR
framework is shown in Figure 12.

e PCA and ANFIS: Sharma et al. [96] propose an efficient pose-invariant face recognition system
based on PCA technique and ANFIS classifier. The PCA technique is employed to extract the
features of an image, and the ANFIS classifier is developed for identification under a variety
of pose conditions. The performance of the proposed system based on PCA-ANFIS is better
than ICA-ANFIS and LDA-ANFIS for the face recognition task. The ORL database is used
for evaluation.

e DCT and PCA: Ojala et al. [97] develop a fast face recognition system based on DCT and PCA
techniques. Genetic algorithm (GA) technique is used to extract facial features, which allows
to remove irrelevant features and reduces the number of features. In addition, the DCT-PCA
technique is used to extract the features and reduce the dimensionality. The minimum Euclidian
distance (ED) as a measurement is used for the decision. Various face databases are used to
demonstrate the effectiveness of this system.

e PCA, SIFT, and iterative closest point (ICP): Mian et al. [98] present a multimodal (2D and 3D)
face recognition system based on hybrid matching to achieve efficiency and robustness to facial
expressions. The Hotelling transform is performed to automatically correct the pose of a 3D
face using its texture. After that, in order to form a rejection classifier, a novel 3D spherical face
representation (SFR) in conjunction with the SIFT descriptor is used, which provide efficient
recognition in the case of large galleries by eliminating a large number of candidates’ faces.
A modified iterative closest point (ICP) algorithm is used for the decision. This system is less
sensitive and robust to facial expressions, which achieved a 98.6% verification rate and 96.1%
identification rate on the complete FRGC v2 database.

e PCA, local Gabor binary pattern histogram sequence (LGBPHS), and GABOR wavelets: Cho
et al. [99] proposed a computationally efficient hybrid face recognition system that employs
both holistic and local features. The PCA technique is used to reduce the dimensionality. After
that, the local Gabor binary pattern histogram sequence (LGBPHS) technique is employed to
realize the recognition stage, which proposed to reduce the complexity caused by the Gabor
filters. The experimental results show a better recognition rate compared with the PCA and Gabor
wavelet techniques under illumination variations. The Extended Yale Face Database B is used to
demonstrate the effectiveness of this system.

e PCA and Fisher linear discriminant (FLD) [100,101]: Sing et al. [101] propose a novel hybrid
technique for face representation and recognition, which exploits both local and subspace features.
In order to extract the local features, the whole image is divided into a sub-regions, while
the global features are extracted directly from the whole image. After that, PCA and Fisher
linear discriminant (FLD) techniques are introduced on the fused feature vector to reduce the
dimensionality. The CMU-PIE, FERET, and AR face databases are used for the evaluation.

e  SPCA-KNN [102]: Kamencay et al. [102] develop a new face recognition method based on SIFT
features, as well as PCA and KNN techniques. The Hessian-Laplace detector along with SPCA
descriptor is performed to extract the local features. SPCA is introduced to identify the human
face. KNN classifier is introduced to identify the closest human faces from the trained features.
The results of the experiment have a recognition rate of 92% for the unsegmented ESSEX database
and 96% for the segmented database (700 training images).

e  Convolution operations, LSTM recurrent units, and ELM classifier [103]: Sun et al. [103]
propose a hybrid deep structure called CNN-LSTM-ELM in order to achieve sequential human
activity recognition (HAR). Their proposed CNN-LSTM-ELM structure is evaluated using the
OPPORTUNITY dataset, which contains 46,495 training samples and 9894 testing samples, and
each sample is a sequence. The model training and testing runs on a GPU with 1536 cores,
1050 MHz clock speed, and 8 GB RAM. The flowchart of the proposed CNN-LSTM-ELM structure
is shown in Figure 13 [103].
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Figure 13. The proposed CNN-LSTM-ELM [103].
5.2. Summary of Hybrid Approaches

Table 3 summarizes the hybrid approaches that we presented in this section. Various techniques
are introduced to improve the performance and the accuracy of recognition systems. The combination
between the local approaches and the subspace approach provides robust recognition and reduction
of dimensionality under different illumination conditions and facial expressions. Furthermore, these
technologies are presented to be sensitive to noise, and invariant to translations and rotations.
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6. Assessment of Face Recognition Approaches

In the last step of recognition, the face extracted from the background during the face detection step
is compared with known faces stored in a specific database. To make the decision, several techniques
of comparison are used. This section describes the most common techniques used to make the decision
and comparison.

6.1. Measures of Similarity or Distances

e Peak-to-correlation energy (PCE) or peak-to-sidelobe ratio (PSR) [18]: The PCE was introduced in (8).

e  Euclidean distance [54]: The Euclidean distance is one of the most basic measures used to compute
the direct distance between two points in a plane. If we have two points P1 and P2, with the
coordinates (x1, y1) and (x2, y2), respectively, the calculation of the Euclidean distance between
them would be as follows:

dg(P1, P2) = \/(xZ—xl)z + (12— y1)% (15)

In general, the Euclidean distance between two points P = (1, p2, ..., pn) and Q =
(41, 92, ..., qn) in the n-dimensional space would be defined by the following:

de(P,Q) = /Y, (pi—q)’. (16)

e  Bhattacharyya distance [104,105]: The Bhattacharyya distance is a statistical measure that quantifies
the similarity between two discrete or continuous probability distributions. This distance is
particularly known for its low processing time and its low sensitivity to noise. For the probability
distributions p and q defined on the same domain, the distance of Bhattacharyya is defined
as follows:

Dg(p, q) = =In(BC(p, q)), (17)

BC(p, ) = Yo NPOI() (@) BC(p, ) = [ ool (o), (19)

where BC is the Bhattacharyya coefficient, defined as Equation (18a) for discrete probability
distributions and as Equation (18b) for continuous probability distributions. In both cases, 0 < BC
<1land 0 < DB < co. In its simplest formulation, the Bhattacharyya distance between two classes
that follow a normal distribution can be calculated from a mean (1) and the variance (62):

)

19
P (19

2 2

1, (19 95 1

DB(p, q) = Zln[Z[(? + ; + 2)] + Z
q P

e  Chi-squared distance [106]: The Chi-squared (Xz) distance was weighted by the value of the
samples, which allows knowing the same relevance for sample differences with few occurrences

as those with multiple occurrences. To compare two histograms Sq = (ug,... ... .... i) and
So=(wy, e oenonnn wy,), the Chi-squared (Xz) distance can be defined as follows:
(X2) = D(51,52) = i (s —wi)” (20)
- 1oz _21,:1 u; +w;

6.2. Classifiers

There are many face classification techniques in the literature that allow to select, from a few
examples, the group or class to which the objects belong. Some of them are based on statistics, such as

267



Sensors 2020, 20, 342

the Bayesian classifier and correlation [18], and so on, and others based on the regions that generate
the different classes in the decision space, such as K-means [9], CNN [103], artificial neural networks
(ANNs) [37], support vector machines (SVMs) [26,107], k-nearest neighbors (K-NNs), decision trees
(DTs), and so on.

Support vector machines (SVMs) [13,26]: The feature vectors extracted by any descriptor are
classified by linear or nonlinear SVM. The SVM classifier may realize the separation of the classes
with an optimal hyperplane. To determine the last, only the closest points of the total learning set
should be used; these points are called support vectors (Figure 14).

There is an infinite number of hyperplanes capable of perfectly separating two classes, which implies
to select a hyperplane that maximizes the minimal distance between the learning examples and the
learning hyperplane (i.e., the distance between the support vectors and the hyperplane). This distance
is called “margin”. The SVM classifier is used to calculate the optimal hyperplane that categorizes
a set of labels training data in the correct class. The optimal hyperplane is solved as follows:

D={(xy)i €R", yie{-1,1},i=1...... 1}, 1)

Given that x; are the training features vectors and y; are the corresponding set of I (1 or —1)
labels. An SVM tries to find a hyperplane to distinguish the samples with the smallest errors.
The classification function is obtained by calculating the distance between the input vector and
the hyperplane.

wx;—b=Cy, (22)

where w and b are the parameters of the model. Shen et al. [108] proposed the Gabor filter to
extract the face features and applied the SVM for classification. The proposed FaceNet method
achieves a good record accuracy of 99.63% and 95.12% using the LFW YouTube Faces DB datasets,
respectively.

k-nearest neighbor (k-NN) [17,91]: k-NN is an indolent algorithm because, in training, it saves
little information, and thus does not build models of difference, for example, decision trees.
K-means [9,109]: It is called K-means because it represents each of the groups by the average (or
weighted average) of its points, called the centroid. In the K-means algorithm, it is necessary to
specify a priori the number of clusters k that one wishes to form in order to start the process.
Deep learning (DL): An automatic learning technique that uses neural network architectures.
The term “deep” refers to the number of hidden layers in the neural network. While conventional
neural networks have one layer, deep neural networks (DNN) contain several layers, as presented
in Figure 15.

Mis-classified

, Support vectors (+)

-7
|

Suppo

Mis-classified

x1

Figure 14. Optimal hyperplane, support vectors, and maximum margin.
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Input Layer Hidden Layers Output Layer

Figure 15. Artificial neural network.

Various variants of neural networks have been developed in the last years, such as convolutional
neural networks (CNN) [14,110] and recurrent neural networks (RNN) [111], which very effective for
image detection and recognition tasks. CNNs are a very successful deep model and are used today in
many applications [112]. From a structural point of view, CNNs are made up of three different types of
layers: convolution layers, pooling layers, and fully-connected layers.

1. Convolutional layer: sometimes called the feature extractor layer because features of the image
are extracted within this layer. Convolution preserves the spatial relationship between pixels by
learning image features using small squares of the input image. The input image is convoluted
by employing a set of learnable neurons. This produces a feature map or activation map in
the output image, after which the feature maps are fed as input data to the next convolutional
layer. The convolutional layer also contains rectified linear unit (ReLU) activation to convert all
negative value to zero. This makes it very computationally efficient, as few neurons are activated
each time.

2. Pooling layer: used to reduce dimensions, with the aim of reducing processing times by retaining
the most important information after convolution. This layer basically reduces the number of
parameters and computation in the network, controlling over fitting by progressively reducing
the spatial size of the network. There are two operations in this layer: average pooling and
maximum pooling:

- Average-pooling takes all the elements of the sub-matrix, calculates their average, and
stores the value in the output matrix.

- Max-pooling searches for the highest value found in the sub-matrix and saves it in the
output matrix.

3. Fully-connected layer: in this layer, the neurons have a complete connection to all the activations
from the previous layers. It connects neurons in one layer to neurons in another layer. It is used
to classify images between different categories by training.

Wen et al. [113] introduce a new supervision signal, called center loss, for the face recognition task
in order to improve the discriminative power of the deeply learned features. Specifically, the proposed
center loss function is trainable and easy to optimize in the CNNs. Several important face recognition
benchmarks are used for evaluation including LFW, YTF, and MegaFace Challenge. Passalis and
Tefas [114] propose a supervised codebook learning method for the bag-of-features representation able
to learn face retrieval-oriented codebooks. This allows using significantly smaller codebooks enhancing
both the retrieval time and storage requirements. Liu et al. [115] and Amato et al. [116] propose a deep
face recognition technique under open-set protocol based on the CNN technique. A face dataset
composed of 39,037 faces images belonging to 42 different identities is used to perform the experiments.
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Taigman et al. [117] present a system (DeepFace) able to outperform existing systems with only very
minimal adaptation. It is trained on a large dataset of faces acquired from a population vastly different
than the one used to construct the evaluation benchmarks. This technique achieves an accuracy of
97.35% on the LFW. Ma et al. [118] introduce a robust local binary pattern (LBP) guiding pooling
(G-RLBP) mechanism to improve the recognition rates of the CNN models, which can successfully
lower the noise impact. Koo et al. [119] propose a multimodal human recognition method that uses
both the face and body and is based on a deep CNN. Cho et al. [120] propose a nighttime face detection
method based on CNN technique for visible-light images. Koshy and Mahmood [121] develop deep
architectures for face liveness detection that uses a combination of texture analysis and a CNN technique
to classify the captured image as real or fake. Elmahmudi and Ugail [122] present the performance of
machine learning for face recognition using partial faces and other manipulations of the face such as
rotation and zooming, which we use as training and recognition cues. The experimental results on
the tasks of face verification and face identification show that the model obtained by the proposed
DNN training framework achieves 97.3% accuracy on the LFW database with low training complexity.
Seibold et al. [123] proposed a morphing attack detection method based on DNNs. A fully automatic
face image morphing pipeline with exchangeable components was used to generate morphing attacks,
train neural networks based on these data, and analyze their accuracy. Yim et al. [124] propose a new
deep architecture based on a novel type of multitask learning, which can achieve superior performance
in rotating to a target-pose face image from an arbitrary pose and illumination image while preserving
identity. Nguyen et al. [111] propose a new approach for detecting presentation attack face images to
enhance the security level of a face recognition system. The objective of this study was the use of a very
deep stacked CNN-RNN network to learn the discrimination features from a sequence of face images.
Finally, Bajrami et al. [125] present experiment results with LDA and DNN for face recognition, while
their efficiency and performance are tested on the LFW dataset. The experimental results show that
the DNN method achieves better recognition accuracy, and the recognition time is much faster than
that of the LDA method in large-scale datasets.

6.3. Databases Used

The most commonly used databases for face recognition systems under different conditions are
Pointing Head Pose Image Database (PHPID) [126], Labeled Faces in Wild (LFW) [127], FERET [15,16],
ORL, and Yale. The last are used for face recognition systems under different conditions, which provide
information for supervised and unsupervised learning. Supervised learning is based on two training
modules: image unrestricted training setting and image restricted training setting. For the first model,
only “same” or “not same” binary labels are used in the training splits. For the second model, the
identities of the person in each pair are provided in the training splits.

e LFW (Labeled Faces in the Wild) database was created in October 2007. It contains 13,333 images
of 5749 subjects, with 1680 subjects with at least two images and the rest with a single image.
These face images were taken on the Internet, pre-processed, and localized by the Viola—Jones
detector with a resolution of 250 X 250 pixels. Most of them are in color, although there are also
some in grayscale and presented in JPG format and organized by folders.

e  FERET (Face Recognition Technology) database was created in 15 sessions in a semi-controlled
environment between August 1993 and July 1996. It contains 1564 sets of images, with a total of
14,126 images. The duplicate series belong to subjects already present in the series of individual
images, which were generally captured one day apart. Some images taken from the same
subject vary overtime for a few years and can be used to treat facial changes that appear over
time. The images have a depth of 24 bits, RGB, so they are color images, with a resolution of
512 x 768 pixels.

e AR face database was created by Aleix Martinez and Robert Benavente in the computer vision
center (CVC) of the Autonomous University of Barcelona in June 1998. It contains more than
4000 images of 126 subjects, including 70 men and 56 women. They were taken at the CVC under
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a controlled environment. The images were taken frontally to the subjects, with different facial
expressions and three different lighting conditions, as well as several accessories: scarves, glasses,
or sunglasses. Two imaging sessions were performed with the same subjects, 14 days apart. These
images are a resolution of 576 X 768 pixels and a depth of 24 bits, under the RGB RAW format.

e  ORL Database of Faces was performed between April 1992 and April 1994 at the AT & T laboratory
in Cambridge. It consists of a total of 10 images per subject, out of a total of 40 images. For some
subjects, the images were taken at different times, with varying illumination and facial expressions:
eyes open/closed, smiling/without a smile, as well as with or without glasses. The images were
taken under a black homogeneous background, in a vertical position and frontally to the subject,
with some small rotation. These are images with a resolution of 92 x 112 pixels in grayscale.

e  Extended Yale Face B database contains 16,128 images of 640 x 480 grayscale of 28 individuals
under 9 poses and 64 different lighting conditions. It also includes a set of images made with the
face of individuals only.

e  Pointing Head Pose Image Database (PHPID) is one of the most widely used for face recognition.
It contains 2790 monocular face images of 15 persons with tilt angles from —90° to +90° and
variations of pan. Every person has two series of 93 different poses (93 images). The face images
were taken under different skin color and with or without glasses.

6.4. Comparison between Holistic, Local, and Hybrid Techniques

In this section, we present some advantages and disadvantages of holistic, local, and hybrid
approaches to identifying faces during the last 20 years. DL approaches can be considered as a statistical
approach (holistic method), because the training procedure scheme usually searches for statistical
structures in the input patterns. Table 4 presents a brief summary of the three approaches.
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7. Discussion about Future Directions and Conclusions

7.1. Discussion

In the past decade, the face recognition system has become one of the most important biometric
authentication methods. Many techniques are used to develop many face recognition systems based on
facial information. Generally, the existing techniques can be classified into three approaches, depending
on the type of desired features.

e Local approaches: use features in which the face described partially. For example, some system
could consist of extracting local features such as the eyes, mouth, and nose. The features’ values are
calculated from the lines or points that can be represented on the face image for the recognition step.

e Holistic approaches: use features that globally describe the complete face as a model, including
the background (although it is desirable to occupy the smallest possible surface).

e  Hybrid approaches: combine local and holistic approaches.

In particular, recognition methods performed on static images produce good results under different
lighting and expression conditions. However, in most cases, only the face images are processed at
the same size and scale. Many methods require numerous training images, which limits their use for
real-time systems, where the response time is an important aspect.

The main purpose of techniques such as HOG, LBP, Gabor filters, BRIEF, SURF, and SIFT is
to discover distinctive features, which can be divided into two parts: (1) local appearance-based
techniques, which are used to extract local features when the face image is divided into small regions
(including HOG, LBP, Gabor filters, and correlation filters); and (2) key-points-based techniques, which
are used to detect the points of interest in the face image, after which features’ extraction is localized
based on these points, including BRIEF, SURF, and SIFT. In the context of face recognition, local
techniques only treat certain facial features, which make them very sensitive to facial expressions and
occlusions [4,14,37,50-53]. The relative robustness is the main advantage of these feature-based local
techniques. Additionally, they take into account the peculiarity of the face as a natural form to recognize
a reduced number of parameters. Another advantage is that they have a high compaction capacity and
a high comparison speed. The main disadvantages of these methods are the difficulty of automating
the detection of facial features and the fact that the person responsible for the implementation of these
systems must make an arbitrary decision on really important points.

Unlike the local approaches, holistic approaches are other methods used for face recognition,
which treat the whole face image and do not require extracting face regions or features points (eyes,
mouth, noses, and so on). The main function of these approaches is to represent the face image with
a matrix of pixels. This matrix is often converted into feature vectors to facilitate their treatment. After
that, the feature vectors are applied in a low-dimensional space. In fact, subspace techniques are
sensitive to different variations (facial expressions, illumination, and different poses), which make them
easy to implement. Many subspace techniques are implemented to represent faces such as Eigenface,
Eigenfisher, PCA, and LDA, which can be divided into two categories: linear and non-linear techniques.
The main advantage of holistic approaches is that they do not destroy image information by focusing
only on regions or points of interest. However, this property represents a disadvantage because it
assumes that all the pixels of the image have the same importance. As a result, these techniques are
not only computationally expensive, but also require a high degree of correlation between the test and
the training images. In addition, these approaches generally ignore local details, which means they are
rarely used to identify faces.

Hybrid approaches are based on local and global features to exploit the benefits of both techniques.
These approaches combine the two approaches described above into a single system to improve the
performance and accuracy of recognition. The choice of the required method to be used must take into
account the application in which it was applied. For example, in the face recognition systems that use
very small images, methods based on local features are a bad choice. Another consideration in the
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algorithm selection process is the number of training examples needed. Finally, we can remember
that the tendency is to develop hybrid methods that combine the advantages of local and holistic
approaches, but these methods are very complex and require more processing time.

A notable limitation that we found in all the publications reviewed is methodological: despite
that the 2D facial recognition has reached a significant level of maturity and a high success rate, it is not
surprising that it continues to be one of the most active research areas in computer vision. Considering
the results published to date, in the opinion of these authors, three particularly promising techniques
for further development of this area stand out: (i) the development of 3D face recognition methods;
(ii) the use of multimodal fusion methods of complementary data types, in particular those based on
visible and infrared images; and (iii) the use of DL methods.

1.  Three-dimensional face recognition: In 2D image-based techniques, some features are lost owing
to the 3D structure of the face. Lighting and pose variations are two major unresolved problems
of 2D face recognition. Recently, 3D facial recognition for facial recognition has been widely
studied by the scientific community to overcome unresolved problems in 2D facial recognition
and to achieve significantly higher accuracy by measuring geometry of rigid features on the face.
For this reason, several recent systems based on 3D data have been developed [3,93,95,128,129].

2. Multimodal facial recognition: sensors have been developed in recent years with a proven
ability to acquire not only two-dimensional texture information, but also facial shape, that is,
three-dimensional information. For this reason, some recent studies have merged the two types
of 2D and 3D information to take advantage of each of them and obtain a hybrid system that
improves the recognition as the only modality [98].

3. Deep learning (DL): a very broad concept, which means that it has no exact definition, but
studies [14,110-113,121,130,131] agree that DL includes a set of algorithms that attempt to model
high level abstractions, by modeling multiple processing layers. This field of research began in the
1980s and is a branch of automatic learning where algorithms are used in the formation of deep
neural networks (DNN) to achieve greater accuracy than other classical techniques. In recent
progress, a point has been reached where DL performs better than people in some tasks, for
example, to recognize objects in images.

Finally, researchers have gone further by using multimodal and DL facial recognition systems.

7.2. Conclusions

Face recognition system is a popular study task in the field of image processing and computer
vision, owing to its potentially enormous application as well as its theoretical value. This system is
widely deployed in many real-world applications such as security, surveillance, homeland security,
access control, image search, human-machine, and entertainment. However, these applications pose
different challenges such as lighting conditions and facial expressions. This paper highlights the recent
research on the 2D or 3D face recognition system, focusing mainly on approaches based on local,
holistic (subspace), and hybrid features. A comparative study between these approaches in terms of
processing time, complexity, discrimination, and robustness was carried out. We can conclude that local
feature techniques are the best choice concerning discrimination, rotation, translation, complexity, and
accuracy. We hope that this survey paper will further encourage researchers in this field to participate
and pay more attention to the use of local techniques for face recognition systems.
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Abstract: Optical correlation has a rich history in image recognition applications from a database.
In practice, it is simple to implement optically using two lenses or numerically using two Fourier
transforms. Even if correlation is a reliable method for image recognition, it may jeopardize decision
making according to the location, height, and shape of the correlation peak within the correlation
plane. Additionally, correlation is very sensitive to image rotation and scale. To overcome these
issues, in this study, we propose a method of nonparametric modelling of the correlation plane.
Our method is based on a kernel estimation of the regression function used to classify the individual
images in the correlation plane. The basic idea is to improve the decision by taking into consideration
the energy shape and distribution in the correlation plane. The method relies on the calculation
of the Hausdorff distance between the target correlation plane (of the image to recognize) and the
correlation planes obtained from the database (the correlation planes computed from the database
images). Our method is tested for a face recognition application using the Pointing Head Pose Image
Database (PHPID) database. Overall, the results demonstrate good performances of this method
compared to competitive methods in terms of good detection and very low false alarm rates.

Keywords: face verification; optical correlation; Hausdorff distance; image classification

1. Introduction

The use of correlation methods [1-4] remains very competitive despite the abundance of purely
numerical methods, such as Support Vector Machines and neural networks. Correlation is easy to use
in practice because it is based on two Fourier transforms (FTs) and one multiplication in the frequency
domain [5].

For comparison, a deep learning-based method has generally good performance but also significant
drawbacks due to algorithm complexity, implementation difficulty, time-consuming learning processes,
and a high number of computational resources [6]. Most of the developments are devoted to increasing
the performance of correlation methods concentrated in the Fourier plane [7-11] by designing innovative
correlation filters. On the other hand, there exists a growing scientific community dealing with biometric
issues, such as face recognition, fingerprint detection, and early automatic disease detection [12,13].
The primary focus of this paper is to deal with an authentication problem using a database. There
are two kinds of issue, i.e., identification and verification. Here, our primary goal is to optimize the
solution to verification.

Sensors 2019, 19, 5092; doi:10.3390/s19235092 281 www.mdpi.com/journal/sensors
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In order to improve the decision performance, our model uses a statistical learning method, i.e., a
supervised classification method. The regression function between the binary output (class of person)
and the input (correlation plane) is nonparametrically estimated for the learning database by making
use of the modified kernel smoothing Nadaraya—Watson algorithm [13,14].

Functional data analysis has recently been developed to statistically analyze curves or objects,
see e.g., Reference [15] for a good introduction to this subject. The interested reader may also refer
to [16] for an overview of nonparametric estimation with functional data. In [17], the authors defined
an extension of the Nadaraya-Watson estimator for objects such as curves by introducing a distance in
the kernel between two functional objects. Here, we propose the use of kernel smoothing estimation to
cope with the correlation plane, and we choose an appropriate distance, i.e., the Hausdorff distance,
to plug in the kernel for estimating the regression function. As a result, it is possible to propose a
decision-making protocol which has dual effects for increasing good decision rates and reducing false
alarm rates.

The rest of this paper is organized as follows. Section 2 provides the correlation principle. After a
short description of the database in Section 3, our overall method is explained in Section 4. Our model
is implemented in Section 5. The method’s accuracy is checked in Section 6, which provides two series
of simulation studies. Section 7 briefly concludes.

2. Modeling Correlation

In essence, a Vander Lugt Correlator (VLC) compared a target image (input plane) with a reference
image. The result of this comparison is presented in the form of a correlation plane. More precisely, the
spectrum of a target image was obtained with a FT and was multiplied by a correlation filter made from
the reference image [1-5]. An inverse FT (FT~!) was then applied to get the output plane containing a
noised correlation peak. The measure of the highest peak (i.e., the peak-to-correlation energy (PCE))
characterized the similarities between the reference and the target images. To validate our approach,
we used a classical phase-only filter (POF), see Figure 1.

g FT 3 FT? 3
Target image Fourier plane Correlationresult
- ; Correlation
eference image Filter

input plane lens .
Fourier plane
1 lens
S0 : H Output plane

Figure 1. Illustrating the Vander Lugt Correlator (VLC) principle.

3. Dataset

Simulation results were obtained using the Pointing Head Pose Image Database (PHPID) [18].
This dataset includes 1302 face pictures: 14 different persons (93 images per person) with different
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orientations (from —90° to +90° with respect to the horizontal direction and from —10° and +10° with
respect to the vertical direction). The resolution of each image is 314 x 238 pixels. It is also worth
noting that this database includes a variety of persons (Figure 2), e.g., various skin colors, person with
glasses or not, etc.

Figure 2. Three selected images from the Pointing Head Pose Image Database (PHPID) dataset.

In this numerical study, different training/testing databases from the PHPID dataset were chosen
in order to demonstrate the efficiency of our method. Once the specific dataset was chosen, tests were
performed as follows: Firstly, a person from the testing database was chosen as a reference person
(person 0). A classical POF filter and an autocorrelation plane were computed for each person in this
dataset. The correlation technique, whose principle is shown in Figure 1, was applied to get the output
correlation plane using the corresponding POF filter for each person in the database. A classification
algorithm based on the Hausdorff distance was then used (Section 4). If the person was recognized,
the analysis ended. If the person was not recognized, the procedure was repeated with another person
from the training database until the training database was empty. Thus, only two possibilities exist,
i.e., either the person is recognized or not.

Several remarks are in order, concerning Figure 3, which is organized in two parts. Part 1 defines
the VLC, whose output is a plane of correlation. Part 2 is the decision part. For each face of the database,
the VLC is used with the target image, thus resulting in a large collection of correlation planes. Next,
the decision-making procedure relies on the Hausdorff distance between the target correlation plane
and the correlation planes coming from the database by selecting a specific bandwidth (hereinafter
described in Section 4).

Targetimage (\I ) Correlation factor

| poF
‘ R (7S
—

IFT

Correlation plane

a

Database

Correlation planes
Database

\‘\ ,//

Figure 3. Flowchart illustrating the transition between the database and the correlation planes database.

By adopting a kernel smoothing classification algorithm, we took care of the shape, location, and
denoising of the peak of correlation. From this algorithm, we learned which correlation plane was
good, and we filtered bad correlation planes. The result of the algorithm was the variable Y, the value
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of which is 0 for non-recognition decision, i.e., the person is not in the database and is equal to 1 for
recognition, i.e., the person is in the database.

4. Overview of the Method

The method was organized in two parts, see Figures 3-5. The first part (Figure 3) was the
construction of a new database containing computed correlation planes. This part was realized by
calculating the correlation plane corresponding to a reference person (person 0) and all or a part of
the series 1 of the PHPID dataset. The different ways of dividing the series 1 constitute the different
training sets, which will be described in Section 6. The testing set is either the whole series 1 or the
whole series 2.

Correlation planes
Database

y v
h: Bandwith Hausdorff distances
calibration | . calculation
/" Kemelsmoothing "\1
S estimation Vi

s e

Decision on the targetimage by classification:
=0 mmp Notinthe database
=1 Recognition

Figure 4. Flowchart illustrating the decision part.
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Figure 5. Flowchart illustrating the method.

The second part of our method was the decision part (Figure 4). Considering the correlation
planes and the corresponding label indicating if they are the same person or not (in the training set),
we made our decision on the testing set by estimating the probability of recognition via a kernel
smoothing procedure.

Let us comment on the two-step algorithm represented in Figure 5.

Step 1: Step 1 began with the target image, which is the image to be recognized. The target image was
introduced in a VLC correlator to be compared with all reference images of a database. This
reference image database contains n different persons (X1,..., Xn) (Xi is the ith person); Xij
represents the different variations that the person Xi can have (m is the number of variations
considered).

A set of reference images were used with the target image to generate different correlation planes
(Px11,...,Pxnm). These correlation planes were then compared in step 2 with pre-computed
correlation planes, known as the reference database.

Step2: The correlation planes (Px11,...Pxnm) were compared with a correlation plane database
realized in step 1. This database was divided in two parts: The first part contained the
good correlation plane of references and another part listed the bad correlations, i.e., the
false correlation plane of references. We will compare the good and bad correlation planes in
Section 5. The construction of these correlation planes of references was made as follows: The
correlation planes of various images of person A, the correlation planes of various images of
person B, ..., and the correlations planes of various images of person Z, which constitute the
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good correlation planes of reference. The reference database of bad correlation planes was
constructed as follows: We calculated the correlation planes between various images of person
A and various images of person B, etc.

The comparison shown in Figure 5 was then realized with the Hausdorff distance and by making
use of the kernel smoothing method, which realizes an estimation of the probability of belonging to
the class of a known person (Section 5).

5. Nonparametric Model

The Hausdorff distance is widely used in the context of image recognition, see e.g., [19-21] for
reviews. A modified version of the Hausdorff distance has been also applied to matching objects [22].
The Hausdorff distance can be defined as follows: Let E and F be two non-empty subsets of a metric
space (M, d). The Hausdorff distance is given as:

dy(E,F) = max{ sup inf d(x,y), sup inf d(x, y)}
xeE yeF xeF yeE

Here, for the purpose of comparing the target and database correlation planes, the Hausdorff
distance between two planes (one with the unknown image and the other one calculated beforehand
for the image present in the database) was evaluated. Once the distance was known, a nonparametric
classification for decision making was performed.

Next, the decision part illustrated in Figure 4 is described. A kernel smoothing estimate of the
regression function was employed. This estimate was used to perform a classification with a given
threshold set to 0.5. Here, we made use of the Nadaraya—Watson estimator of the regression function [15]
for classification. The principle is described as follows: Assume we have (Y1,X7),... , (Y, Xy)
independent and identically distributed (i.i.d.) random variables coming from (Y, X) where Y is the
variable labeled by 1, if the person is detected, and 0 otherwise, X is the corresponding correlation plane,
and n denotes the sample size. Let us comment briefly on thisi.i.d. sample: This collection of correlation
planes was obtained from the learning database with person 0. Considering a new face image from the
testing dataset, we computed the correlation plane with person 0. We then performed a nonparametric
classification with a kernel estimate of the regression function E(Y|X). Assuming that Y is a Bernoulli
random variable, then P (Y = 1| X=x)= E(Y|X = x), where P represents the probability measure.
Thus, P (Y = 1| X = x) is the probability of detection, knowing the autocorrelation plane x. E(Y|X =x)
is the expected value of Y, knowing the autocorrelation plane x. Now let us define an estimator of this

probability as:
;’:1 YiKy (d(x,X;))
. Lily Ki(d(x X))

"o éKh(d(x,Xi)) —0

)

where Y is a prediction of Y, knowing the correlation plane x, keeping in mind that in our case it is
also an estimate of the probability that Y is equal to 1 at the correlation plane x. Knowing ¥, we can
decide if the face image is identical or not. If Y is close to 1, there is a high probability that there is a
good match between the two persons, and if Y is close to zero, the probability that the two persons are
not the same is large. In Equation (1), K is a real asymmetrical kernel, / is the bandwidth (calibration
parameter), Kj,(.) = %K ( 71), and d is the Hausdorff distance between images.

For the asymmetrical kernel, we used the asymmetrical version of the Epanechnikov kernel,
namely K(x) = %(1 - xz)l[oll)(x), where 11 1)(.) stands for the indicator function on the set [0,1).
The use of an asymmetrical kernel is standard in functional data analysis (see Ferraty and Vieu [17])
because the distance is positive for all planes of correlation. Other type of kernels can be used, but our
numerical results show that the Epanechnikov kernel performs better than others. From Equation (1),
we also see that the value of ¥ ranges from 0 to 1 and represents an estimation of the probability of Y to
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be of class 1, knowing that the X is at the target point x: P (Y = l| X = x). Assume that Yy is 1 and x
is close to Xy, then the procedure in Equation (1) will affect a value close to 1 to Y.

For convenience, a threshold is set to 0.5, i.e., all values of Y larger to this threshold are recognized,
and vice versa. This threshold value corresponds to an estimation of the Bayes classifiers [23]. The
Bayes classifiers maximizes the probability P (Y = 1| X = x). In our case, it corresponds to set ¥ = 1 to
the plane of correlation with ¥ > % andY=0to ¥ < % In the next section, we illustrate this approach
by considering two series of faces from the PHPID database.

6. Numerical Results and Discussion

6.1. A Brief Description of the Training Testing Set

Before the study, we needed correlation planes references. The good and bad planes of references
were made like it is described in step 2 of Section 4. There are also training and testing sets. In order to
clarify these notions, we refer to Figure 5. We call the training set the reference images of step 1 in
Figure 5. The testing set represents the set of all the images of the target images.

6.2. Bandwidth Calibration

To achieve a good prediction, we must first find an optimal bandwidth. In other words, the
parameter /i, which appears in the Equation (1) via the kernel function, must be adjusted in order to
eliminate bad behavior of our classification procedure. With the above assumptions in mind, this
requires a tradeoff between bias and variance. A value of & close to 0 will give a good estimate of
the regression function in the learning database. Otherwise, large values of & will eventually affect
the overall error. The optimal bandwidth Ji realized this task: This is a good compromise between
a low error term and a good capability of prediction. For this purpose, we used a leave-one-out
cross validation procedure to estimate the bandwidth. The training set is made of 126 images: 9 deal

n w2 o
with person 0. The optimal bandwidth is calculated as h = argmin }, (Yi - Y(’)) , where Y() is the
i=1

prediction for person i calculated without the i-th observation. We find that the optimal bandwidth /1 is
1.06. Now that the optimal bandwidth /i is found, we can use the classification algorithm by fixing the
value of /i into Equation (1).

6.3. Simulations for a First Series of Faces from the PHPID Database

With a face image of person 0 chosen beforehand, our goal is to determine if person 0 belongs to a
database or not by making use of our classification procedure. The first training set we considered was
made of 126 images, where 9 were coming from person 0. We found that when using this training set,
a mean square error (MSE) of 4.8% on the whole testing set (541 planes of correlation), corresponding
to the first series of the PHPID database, and only one false positive, i.e., a false positive that is an error
of prediction when the person must not be recognized, but the person is recognized by the algorithm
as person 0, it is a type I error. The false negative is of a type II error, occurring when the result of the
algorithm is negative while the true response must be positive. We found that 13 out of 39 images from
the person of reference were recognized. If the entire database was used, the MSE was 0.92%, and only
5 images from person 0 were not recognized.

In Figure 6, we plot the MSE calculated with different numbers of images in the training set. The
training set was made of 14 X (2m + 1) images, where m is the number of images used from either side
of the image centered on the face (horizontal shift) for all 14 persons. 2m + 1 is the total number of
images used for one person: One for the centered face, m images with horizontal shift on the right,
and m images with horizontal shift on the left. We observe that when  is in the range 1-11, the MSE
decreases linearly, but for larger values of i, the MSE is almost constant at a value of 1%, indicating
the good level of performance of our method. Thus, it is not necessary to build a learning process of
the algorithm on the whole database. This avoids the so-called problem of overfitting.
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Figure 6. The mean square error (MSE) versus the number of images in the training set.

Figure 7 shows the Receiver Operating Characteristic (ROC) curve to check the ability of this
algorithm to classify person 0 and the others correctly. The area under the curve is 0.9996. In order to
compare with existing methods, we plotted the ROC curve with the peak-to-correlation energy (PCE)
criterion for the same data. We observe that our method leads to much better results. We then have a
near perfect classifier which clearly outperforms the standard algorithm using the PCE criterion.

TPR

—<— PCE ROC curve (Thresh. step = 1.00e-03)
— ——— KSR ROC curve 4

0.2 0.4 0.6 0.8 1
FPR

Figure 7. ROC curves on the testing set of our method (KSR) and peak-to-correlation energy (PCE)
criterion. Plot of true positive rate (TPR) vs false positive rate (FPR).
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6.4. Computation Time

With a training set of 541 images, the running time of the algorithm was 11 s. We now show how
to improve the computation time by reducing the image size. One drawback of this method is that
the performance of the algorithm can be affected by reducing the size of the correlation plane. The
selection of one over two pixels was first considered, then an increase by considering 2 out of 3 was
considered, then 3 out of 4 and so on, until 10 out of 11. When selecting 1 out of 2 pixels, it takes almost
0.5 s to perform the algorithm with a MSE of 4.81%. For 4 out of 5 pixels, the MSE is close to 1.5% and
the running time is less than 6 s (Figure 8). In Figure 8, the top plot shows the MSE according to the
number of pixels used and the bottom plot shows the corresponding running time. As the number of
pixels is increased, the MSE decreases due to the loss of information in making the correlation planes.
But the computation time increases with the number of pixels used. A good compromise is to use 4 out
of 5 pixels. This yields to a running time less than 6 s

- comparison MSE versus TIME
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Figure 8. MSE and corresponding running times (in seconds) obtained by reducing the image size in
the set of images.

6.5. Simulations for a Second Series of Faces from the PHPID Database

Consider a second series of faces from the PHPID database. These simulations differ from the
previous database, since the clothes and haircuts are different and the persons can wear glasses. Here,
there are 93 images of person 0 with different poses. For the training set, we use the 541 images coming
from the series 1 so that we have 39 images of person 0. We find an error rate of 12.9%. For 93 images,
only 12 were not detected. To illustrate the performance of our procedure, Figure 9 shows 4 images
and their corresponding correlation planes. The 4 images have been well recognized by our method,
where the PCE method gives an error. The first column represents the 4 images and the second column
represents the corresponding correlation planes with the image of reference of person 0.
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Figure 9. Images and correlation planes well recognized by our method (KSR) and badly recognized
by PCE.

In order to compare our results with those obtained using the PCE criterion, we provide a
comparison of the ROC curves in Figure 10. We conclude that our method is significantly better than
the method using the PCE criterion. To make this plot, we used 93 images of two persons from the
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second series of faces from the PHPID database as the testing set. The training set comprised 541 images
(from which, there were 39 images of person 0) from the first series of faces from the PHPID database.

TPR

0.2 _ g
—O— pce!est2 ROC curve (Thresh. step = 1.00e-03)
0.1 ———— KSR ROC curve y
0 ‘v 1 1 Lk 1
0 0.2 0.4 0.6 0.8 1

FPR

Figure 10. Same as Figure 7 for the second series of faces from the PHPID database.
7. Conclusions

We presented an innovative method specially designed to enhance the decision performance
for face recognition applications. This approach is based on a classification algorithm by means of
nonparametric estimation of the regression function, which defines the probability of recognition.
A two-step procedure was developed, considering first the construction of the correlation planes and
then the decision-making based on a kernel smoothing regression algorithm. The results and their
discussion show that this easy and fast to implement algorithm performs very well using the PHPID
dataset. Our results are useful because we reach a very good level of recognition, namely less than 1%
of MSE. This method can be extended in parametrically modelling correlation planes.
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Abstract: Most existing person re-identification methods focus on matching still person images
across non-overlapping camera views. Despite their excellent performance in some circumstances,
these methods still suffer from occlusion and the changes of pose, viewpoint or lighting. Video-based
re-id is a natural way to overcome these problems, by exploiting space-time information from videos.
One of the most challenging problems in video-based person re-identification is temporal alignment,
in addition to spatial alignment. To address the problem, we propose an effective superpixel-based
temporally aligned representation for video-based person re-identification, which represents a video
sequence only using one walking cycle. Particularly, we first build a candidate set of walking
cycles by extracting motion information at superpixel level, which is more robust than that at the
pixel level. Then, from the candidate set, we propose an effective criterion to select the walking
cycle most matching the intrinsic periodicity property of walking persons. Finally, we propose
a temporally aligned pooling scheme to describe the video data in the selected walking cycle.
In addition, to characterize the individual still images in the cycle, we propose a superpixel-based
representation to improve spatial alignment. Extensive experimental results on three public datasets
demonstrate the effectiveness of the proposed method compared with the state-of-the-art approaches.

Keywords: person re-identification; superpixel; temporally aligned pooling; walking cycle

1. Introduction

Person re-identification (re-id), as an important technique to automatically match a specific person
in a non-overlapping multi-camera network, has been widely used in many applications, such as
surveillance [1,2], forensic search [3], and multimedia analysis [4]. It is a challenging problem because
of large variations in a person’s appearance caused by illumination, pose or viewpoint changes,
as well as occlusion. Two fundamental problems in person re-identification intensively studied in the
literature [3,5-7] are feature representation [8-14] and metric learning [15-25], and this work is mainly
concerned with the former.

Existing works on feature representation mostly rely on still person images across non-overlapping
camera views. These works can further be divided into two groups according to the number of images
they use, namely, single-shot re-id and multiple-shot re-id. Single-shot re-id methods use one single
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image to model the person, which are evidently limited in that they do not make full use of the
information. Because, in real-world applications (like surveillance), there is usually a sequence of
images available for a person in each camera view. As a consequence, the single-shot methods
often suffer from some practical challenging factors, like occlusion, and pose, viewpoint or lighting
changes. Multiple-shot re-id methods [26-29] can alleviate these issues to some extent by utilizing
more images in their feature representations. However, the multiple-shot re-id methods still have two
typical limitations: (1) they treat a video sequence as an unordered set of images, where the temporal
information is totally lost; (2) they may be computationally costly since appearance features need to be
calculated on a large number of frames.

To tackle the limitations mentioned above, some authors recently advocate video-based
re-id, which can usually achieve better performance by exploiting the abundant space-time
information in feature representation. Compared to still-image-based re-id, where only spatial
alignment needs to be considered since the primary challenge in feature representation is to achieve
robustness to viewpoint changes, one fundamental but challenging problem in video-based re-id is
temporal alignment. Considering its significance, temporal alignment has been studied in very recent
literature [30,31], both using Flow Energy Profile (FEP) to align the video sequences temporally. The
FEP extracts the motion information the optic flow field. Wang et al. extract fixed-length fragments
around the local maxima/minima of FEP [30], and Zhang et al. use the frequency of dominant one in
the discrete Fourier transform domain of FEP to extract a more stable walking cycle [31]. However,
they still suffer from the following problems: (1) FEP, captured using optic flow, is based on individual
pixels, and all the pixels of the lower body are considered. That means FEP is pixel level motion
information, which is less accurate or robust due to the heavy noise caused by background clutter or
occlusions. (2) These works represent the video using all the motion information [30,31], i.e., around
all the local maxima/minima of FEP or all the walking cycles. However, this to some extent introduces
redundancy and noise caused by cluttered background and occlusions, which is harmful to robust
representations. Thus, we argue that person representation using only one walking cycle may be a
more effective strategy to address the problem of redundancy and noise. However, the walking cycle
should representative, i.e., with less redundancy and less noise. Although some deep learning-based
methods have been proposed recently, they still depend on much more resources of computation,
memory, training data, compared to the traditional methods. This makes the deep learning based
method can not be used in some resource limited applications.

To this end, we present a superpixel-based Temporally Aligned Representation (STAR) method
to address the temporal alignment problem for video-based person re-identification. More precisely,
we first extract motion information from the input sequence by tracking the superpixel of the lowest
portions of human, to build a candidate set of walking cycles. Second, on the assumption that there
is a whole walking cycle in the video of each person, we select the “best” walking cycle to perform
temporal alignment across videos. Finally, to extract the representation of the selected walking cycle
of a video, we propose a superpixel-based representation for each single image, and a walking cycle
based temporally aligned pooling method.

The preliminary version of portions of this paper has been published in [32]. Compared to [32],
this manuscript (1) proposes a superpixel based representation for the still images, termed as SPLOMO,
and compares it with original LOMO; (2) expands it from 5 pages to more than 17 pages; (3) expands
or rewrites all the sections, and adds the “Related work” section; (4) in Experimental Results Section,
adds some recent works in the comparison results, and adds the “Evaluation of Components and
Parameters”, analyzing the results in more detail.

To sum up, the contributions of this paper are as follows:

(1) We propose a robust temporal alignment method for video-based person re-id, which is featured
by the superpixel-based motion information extraction, the effective criterion for candidate
walking cycles, and the use of only the best walking cycle to build the appearance representation.
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(2)  Superpixel-based support regions and person masks are introduced to still image representation,
S0 as to improve spatial alignment and thereby alleviate the undesired effects of the background.

(3)  The proposed method, performs favorably against the state-of-the-art methods, even deep
learning-based ones.

The rest of this paper is organized as follows. Related work is reviewed in Section 2. We introduce
the proposed STAR video representation in detail in Section 3. In Section 4, we present extensive
experimental results, and we conclude this paper in Section 5.

2. Related Work

Person re-id has attracted much attention in recent years, and we first point the readers to some
literature surveys on this topic [3,5-7,33]. Many methods focus on tackling this problem, which can
be roughly divided into three categories, i.e., feature representation [8,34,35], metric learning [36-39]
and deep learning [40-48]. Since this paper focuses on the video-based re-id task, this section only
gives a review of the literature closely related to this work. Particularly, we first compare the difference
between multiple-shot re-id and video-based re-id and point out the critical problem in video-based
re-id, followed by reviewing the video-based re-id methods according to its main steps.

2.1. Multiple-Shot Re-1d vs. Video-Based Re-1d

In real video surveillance applications, the information for a person is recorded by a video or an
image sequence, rather than a single image. Person re-id based on video is an effective way, due to
abundant information in videos, such as underlying dynamic information. Some works have validated
the superiority of video-based re-id methods [30,31,49-51].

The direct way to use the video information is the multiple-shot re-id methods [26-29,52].
Some state-of-the-art methods select key frames from the video sequence and then process them
like the still images [40,52,53]. However, the multiple-shot methods ignore the dynamic information in
the videos. Therefore, the video-based re-id methods are recently proposed [30,31,52,54-58]. To avoid
confusion, we point out that the difference between the multiple-shot re-id and the video based re-id:
the multiple-shot re-id utilizes the video as an unordered image set; while the video based re-id
considers the video as an image sequence with the space-time information (i.e., motion information).
As mentioned before, temporal information is the main difference between multiple-shot re-id and
video-based re-id. However, as the image sequences of different persons are unsynchronized, it is
not easy to build a robust representation which contains motion information. Therefore, the critical
problem in the video-based re-identification is to synchronize the starting/ending frames of the image
sequences of different persons according to the motion information, termed as temporal alignment.
For instance, the fragments of complete walking cycles or gait periods can be selected from the video
sequences, to build robust spatial-temporal representations.

2.2. Video-Based Re-1d Methods

According to its characteristics, we list three main steps in the video-based re-id methods:
temporal alignment, spatial-temporal representation, and metric learning. Many works related
to these steps have been proposed recently:

e  Temporal alignment. Temporal alignment has been demonstrated to be able to lead to a
robust video-based representation in the context of gait recognition [59]. Some recent works
try to consider this problem in video-based re-id [30,31]. Inspired by motion energy in gait
recognition [59], Wang et al. propose to use Flow Energy Profile (FEP) to describe the motion of the
two legs, and employe its local maxima/minima to temporally aligned the video sequences [30].
To improve the robustness of temporal alignment, Liu et al. proposed to use the frequency of
dominant one in the discrete Fourier transform domain of FEP [31].
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Although the methods [30,31] have demonstrated the effectiveness of FEP based
temporal alignment, they still suffer from heavy noise due to cluttered background and occlusions,
since they apply optic flow to extract the motion information based on all the pixels of the lower
body including the background. Moreover, in real video surveillance applications, the video
sequence of a person usually contains several walking cycles, which is redundant.

To address the aforementioned problems, this paper proposes a superpixel based temporal
alignment method, by first extracting the superpixels on lowest portions of human in the
first frame, and then tracking them to obtain the curves of their horizontal displacements,
finally selecting the “best” cycle in the curves. Note that only one cycle is used for person
representation, to address the problem of redundancy and cluttered background and occlusions.
Our work is partially inspired by two aforementioned video-based re-id approaches [30,31].
However, our proposed method essentially departs from these existing methods in the following
three aspects:

(1) We adopt a superpixel-based strategy to extract the walking cycles of walking person,
i.e., by tracking the superpixels of the lowest portions of human (like feet, ankles, or legs near
the ankles), instead of relying on the motion information of all the pixels of the lower body as
in previous approaches [30,31], which is less accurate or robust due to the heavy noise caused

by background clutter or occlusions.
(2) We propose to use only the best walking cycle for temporal alignment, rather than using

all the walking cycles. An effective criterion based on the intrinsic periodicity property of
walking persons is proposed to select the best walking cycle from the motion information
of all the superpixels. The motion information of a superpixel matches the human walking

pattern, to some extent means the superpixel lies on person, and not be occluded.
(3) Based on our temporal alignment, we introduce a novel temporally aligned pooling method

to establish the final feature representation. More specifically, we take superpixels as the
region supports to characterize the individual still images. Meanwhile, we then utilize person
masks to enhance the robustness further.

e  Spatial-temporal representation. The gait based feature is the reliable information for person
re-id [59]. However, it suffers from occlusions and cluttered background. Most spatial-temporal
representations for video-based re-id are devised by considering the videos as 3D volumes,
inspired by the some existing works of action recognition, for instance, 3D-SIFT [60], extended
SUREF [61], HOG3D [62], local trinary patterns [63], motion boundary histograms (MBH) [64].
Recently, some spatio-temporal representation methods have been proposed for person
re-id [30,31,57,65-67]. For instance, Wang et al. use HOG3D [30], Liu et al. aggregate a 3D
low-level spatial-temporal descriptors into a single Fisher Vector (STFV3D) [31], and Liu et al.
propose Fast Adaptive Spatio-Temporal 3D feature (FAST3D) for video-based re-id [57]. Being
built upon 3D volumes, these appearance based spatial-temporal representations also consider
the dynamic motion information to some extent. It is worth noting that, combining with temporal
alignment, these representations are more robust.

Considering that most 3D representations are extensions to some widely used 2D descriptors,
this paper proposes a simple framework to build a 3D representation, by combining single
image based representations and temporally aligned pooling. Another reason is that lots of
successful single image based representations have been proposed for person re-id, which are
person re-id specific, such as LOcal Maximal Occurrence representation (LOMO) [8], Gaussian Of
Gaussian (GOG) [35], and so forth. To introduce these features to 3D video data representations,
we propose the temporally aligned pooling to integrate all single image based features to form a
spatial-temporal representation.

®  Metric learning. Learning a reliable metric for video matching is another important factor for the
video-based re-id [30,54-56,68,69]. Recently, some works have been proposed for video matching.
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For instance, Simonnet et al. introduce Dynamic Time Warping (DTW) distance to metric learning
for the video-based re-id [54]; Wang et al. propose Discriminative Video fragments selection and
Ranking (DVR) method for video matching [30]. Based on the observation that the inter-class
distances with the video-based representation are much smaller than that with single image based
representation, You et al. propose a top-push distance learning model (TDL) for the video-based
re-id [56].

If we extract a fixed-length representation for a video sequence, the metric learning methods for
video-based re-id is same with that for single-image-based re-id. Thus, the single-image-based
metric learning methods can be used directly, such as KISSME in [8,31]. In this paper, we obtain
the fixed-length representations by temporally aligned pooling and use Cross-view Quadratic
Discriminant Analysis (XQDA) [8], a well known single-image-based metric learning method,
for video matching.

It is stressed that deep networks based frameworks do not follow the steps mentioned above, but
train an end-to-end neural network architecture [28,52,53,58,70-74]. For instance, McLaughlin et al.
proposed to represent the appearance of the video sequences by a convolutional neural network
(CNN) model, and represent the temporal information by a recurrent layer [70]. Although they achieve
good performance, the deep learning based methods are still limited to the resources of computation,
memory, and training data.

3. Superpixel-Based Temporally Aligned Representation

This paper focuses on appearance representation for video-based person re-id. In this section,
we introduce the proposed superpixel-based temporally aligned representation by (1) extracting
motion information based on superpixel tracking (Section 3.1), (2) selecting the “best” walking cycle
using an unsupervised method (Section 3.2), and (3) constructing a 3D representation based on
superpixel-based representation (Section 3.3) and temporally aligned pooling (Section 3.4). We depict
the entire framework in Figure 1.

| |

Superpixel . Mouot? Walking Superpixel Temporally S
K —>{ information cycle —1 based —{ aligned X
extraction . . . representation
extraction representation pooling

selection
Person Person w
segmentation mask )

Figure 1. Framework of the proposed superpixel-based temporally aligned representation.

Image
sequence

3.1. Motion Information Extraction

We propose a superpixel based motion information extraction, which ought to be more robust than
pixel based methods, because (1) it is based on superpixels, dynamic information extraction is robust
to noise caused by some individual pixels, while pixels based on methods like FEP suffer from this;
(2) to alleviate the effect of occlusions and cluttered background, we utilize the local superpixel to
extract motion information, and then select the “best” cycle in the curves of all the superpixels. Note
that, although the superpixels may also be on the background, whose curves of motion information
are quite easy to be distinguished from that on person, as discussed in Sections 3.2 and 4.3.

Given a video sequence V = {[;};—1, 1, with T frames, we extract the motion information,
as illustrated in Figure 2. In our implementation, we only consider the motion information of the
lowest portions of human, because of its amplitude of walking is more significant. Specifically, we first
perform superpixel segmentation on the lowest portion of the first frame, using SLIC method [75].
N superpixels {S]1 } j=1,.,N, are obtained. Figure 2b shows an example, where the superpixel labeled in
red is on the right foot of the person.
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Then we track all the N superpixel to extract the motion information. For the jth superpixel S/,
we track it throughout the video sequence V, resulting in a set of superpixel {ST/},—; 1 containing
T elements, where {ST/} is from the tth frame. Note that, although we use a set to describe the
superpixels, it is ordered, and the superpixel in the sets are in the same order as the frames in the
corresponding video.

At frame t, we extract N; superpixels using SLIC, that is {Sf};—; _ n,. For simplicity, we obtain
the tracking result ST/, which is the best match in {S’t‘} k=1,..,N; to the initial superpixel Sjl, with the
smallest distance: ) ‘

ST] = S = argmin (f(S}) — £(S))? &
k

where f(x) denotes the representation of superpixel x. In this paper, we use the color feature, i.e., HSV
histogram, to represent the superpixels. Figure 2c shows the superpixel tracking results corresponding
to the initial superpixel in Figure 2b. We denote the horizontal positions {L{}t:L_._,T,j:L"_,N of
the centers of the superpixel set {ST{ }tzl,...,T,]':L...,N- The final motion information of the region
corresponding to the jth superpixel Sll' can be described as {L]t'}tzlp_.,T, as shown in Figure 2d. We can
see that the superpixels along the entire video sequence is about the right foot. There is a high
probability that it is a part of a person with somewhat semantic information, which makes the motion
information extraction algorithm very robust.

(c) Superpixel tracking results
70 : :

Position

|
40 50 60 70

I
0 10 20 30

Frame #
(d) Horizontal positions of the superpixel in all frames

Figure 2. Motion information extraction based on superpixel tracking. (a) The image of frame #1;
(b) One of the superpixels in frame #1, labeled in red color; (c) The superpixel tracking results in the
images of frame #2 to #70, labeled in red color; (d) Horizontal positions (red dots) of the superpixel in
all frames. The figure is best viewed in color.

It is worth noting that we track all the superpixel on the lowest portion of an image, without
segmenting the lowest portions of human out of the background. The main reasons are two-fold:
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(1) foreground segmentation is not dependable since it is difficult due to noise, occlusions, and
low-resolution (see the last row in Figure 9); (2) the motion information of the superpixels in the
background actually is easy to eliminate, since the motion information of the superpixels from the
foreground and from the background in the lowest portion of the frame is quite different. Figure 3
presents the motion information of some superpixels on the background. We can see that their motion
information is quite different from that of the superpixels on person as shown in Figure 2, and do not
match the intrinsic periodicity property of walking persons. This observation indicates that we can
easily select “good” walking cycles from noise and redundancy motion information, as described in
Section 3.2.

Position
Position

Position
Position

0

30 0 30 )
Frame # Frame #

Figure 3. Motion information of four superpixels on the background, from the same sequence in
Figure 2. The figure is best viewed in color.

3.2. Walking Cycle Selection

To address the problem of abundance and noise caused by cluttered background and occlusion,
we use only one walk cycle of frames to represent a video sequence. Therefore, after obtaining the
redundant motion information (i.e., horizontal positions) {L]t} j=1,..N,t=1,.,7 of the N superpixels,
we are trying to select the “best” walking cycle (¢, 5, ;). The motion information of a superpixel of
the lowest portions of human is described as its horizontal displacements with time as in Section 3.1.
The fragments of the motion information can be considered as the candidate walking cycles. Then,
a natural question is: what is the “best” walking cycle for person representation? The key to this
question is to mathematically model the motion information of a walking cycle, for which we adopt
the sinusoid function, based on two observations: (1) Many bipedal robots use an intuitive walking
method with sinusoidal foot [76]. It is based on the hypothesis that the trajectory of the feet follows
sine waves in the x, y and z directions. That is consistent with the biomechanics of gait [77]. (2) The
motion information of feet (horizontal positions) annotated on the iLIDS-VID dataset is almost exactly
sinusoidal, as shown in Figure 4. Therefore, we model the horizontal displacements of feet as a sinusoid.
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Figure 4. Illustration of motion information of feet with some examples on the iLIDS-VID dataset.
We annotate the mean horizontal positions of the right foot of a person’s image sequence, and then we
show the horizontal positions (red dots) with frame index.

By modeling the horizontal displacements of feet as a sinusoid, we propose an effective criterion
to select the “best” walking cycle. We expect the criterion has two characteristics: (1) it should be a
complete walking cycle (i.e., a sinusoidal cycle) since it covers the entire dynamic information and
variety of poses and shapes, and (2) it should be quite similar to sinusoid, namely, with less noise
caused by cluttered background and occlusion. That is, we search the complete candidate walking
cycles from the curves of the horizontal displacements according to the prior of walking persons.
Then we evaluate how good a candidate walking cycle is, by measuring its fit error to a sinusoid.

Specifically, we first try to find candidate walking cycles from the motion information curves based
on extreme points, as shown in Figure 5. Ideally, an extreme point corresponds to the postures when
the distance of two legs is maximum. However, in the presence of noise and occlusions in practice,
an extreme point with a small distance to the horizontal center line might be a false alarm. To obtain
more accurate walking cycles, we process it in two ways: (1) we smooth the curve to extract more
accurate extreme points by the least-squares polynomial fitting, and (2) we set upper bound y_up and
lower bound y_low to eliminate the false alarms. The second way is based on the observation of the
public datasets: the walking person is roughly cropped out in each frame, and approximately at the
center of the frame. That means the horizontal center line is the symmetrical axis of two legs in a frame.
Thus, we set the upper bound y_up and lower bound y_up with the same distance to the horizontal
center line:

@

y_up =c+A
y_low =c—A

where A is the threshold distance to the horizontal center line, ¢ is the location of the horizontal
center line, i.e.,, c = W/2, W is the width of the image. We set the bounds to filter the extreme points
on the smooth curve, and alleviate the influence of noise and occlusions.
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Figure 5. Walking Cycle Extraction. (a) the motion curve of a superpixel; (b) the smoothed curve, and
the extreme points indicated as the red dot. (c) Four candidate cycles, (5,27), (14,37), (27,50), and (37,58),
and their scores. (d) the final selected walking cycle (5,27).

We denote by (Py, Py, ..., Px) the K extreme points and by t; the frame number of the k-th extreme
point P;. Then we define a candidate walking cycle (fstart, tonq) based on a group of three consecutive
extreme points (P, Peyq, Prip). If all three of them are bigger than y_up or smaller than y_low,
this group will be considered as a candidate cycle (fstart = ty, tong = tks2)-

To evaluate how “good” a candidate cycle (fstart, teng) Of jth superpixel is, we fit its positions
{L  ttpursy oty to sinusoid {Q)}e—to,.b,, in a least-squares sense, and calculate the score
R (tstart, tenq) with its fit error to sinusoid by:

T IL-Ql3

t=tstart--rtend
R(tstart, t =log(1— 3
(tstarts tend) 3 ( (tond — tstart + 1) * W) ©®)

where W is the width of the image. The final selected walking cycle (£}, t},;) is the one with the
highest score of all the candidate cycles on the motion curves of all superpixels:

(Etares t:nd) = argmax R(tstart, tend)- 4
(tstart tend)

We also present an example to visually illustrate our algorithm in Figure 5, corresponding to
the scenario in Figure 2. For the jth superpixel {S}} shown in Figure 2b, we first smooth its motion
information curve (as shown in Figure 5a), the smoothed curve is shown in Figure 5b. Figure 5b also
indicates the extreme points with red dot. Next we evaluate these curves, the scores are calculated
using their fit error to sinusoid, as shown in Figure 5c. The best cycle is selected with the highest score,
as shown in Figure 5d. Note that, it may still suffer from background clutter and occlusions, although
the proposed superpixel based method is more robust than pixel based methods. And selecting the
best walking cycle can avoid this problem to some extent. Two more examples and more detailed
discussion are shown and discussed in Section 4.3.
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3.3. Superpixel-Based Representation

As mentioned in Section 1, a temporally aligned representation is proposed for video-based
re-identification. In this paper, we refer to local maximal occurrence representation (LOMO) [8]
to represent the individual frames. However, to further improve the robustness, we enhance the
original LOMO in two aspects: (1) Fixed-sized patches are used in original LOMO. Although it is
more robust to noise than aggregating pixel-level information, patches can span multiple distinct
image regions, which can degrade the robustness. It is known that superpixels are superior to patches
in many tasks because they can be considered as semantic visual primitives by aggregating visually
homogeneous pixels. Thus, we propose to use superpixel-based LOMO to describe the still image.
(2) The inclusion of background is another factor which may degrade the robustness of representation.
To address this problem, person segmentation is employed to extract the masks of persons. And only
the superpixels on the masks of the persons are considered for still image representation.

To sum up, we proposed a superpixel-based LOMO (SPLOMO) representation for still images,
as shown in Figure 6. Particularly, we first perform superpixel segmentation and person segmentation,
using SLIC method [75] and Deep Decompositional Network (DDN) [78] respectively. Note that,
the person mask is a binary map, where the semantic information of different parts is not used. Then
for each strip, only the superpixels lie in this strip and the person mask are considered to compute the
histogram based representation. In our implementation, for a given strip, a superpixel is considered
when meeting two conditions: (1) its overlap with the corresponding person mask O is bigger than the
threshold Tp = 0.8; (2) its center is in the strip. The final feature is obtained by a max operation as

gm\
“—IJ-L \+ nax
wat, [~

7

superpixels on superpixels on a stripe on superpixels on the feature for
original image person mask original image strip and mask each superpixel

Figure 6. Illustration of the superpixel based representation.
3.4. Temporally Aligned Representation

Given the selected walking cycle (¢, t%,,), the next problem for video-based re-identification
is how to represent the 3D spatio—temporal video data and learn to match various person videos.
This paper focuses on the former one. We propose a representation of a walking cycle, by temporally
aligned pooling the descriptors of all the individual frames (or key frames) in the walking cycle. For the
still images, we represent them using SPLOMO, introduced in Section 3.3.

Note that the frame numbers of walk cycles in different video sequences are usually different,
which is not convenient to learn a metric. An alternative modality is multi-versus-multi (MvsM),
in which there is a group of multiple exemplars for each person in the gallery and group of multiple
images of each person in the probe set. However, temporal information of a video sequence is missing
in the MvsM method, while it is quite important in video-based re-id. To address this problem,
we propose to use temporally aligned pooling method to normalize the representations of all the
frames, according to the intrinsic periodicity property. That is, we perform temporally aligned pooling
according to the sinusoid corresponding to the walking cycle. Specifically, we equally divide the
sinusoid into M segments {®y, },,—1,.,m, and then describe the corresponding phases {¥; }y—1,.,m to
the M segments in the walking cycle. We describe the phase m as F,, by temporally aligned pooling
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using the features of the images in ¥,,,. We finally concatenate {F, },,—1,.m together to form a final
representation, termed as superpixel-based temporally aligned representation (STAR). Three pooling
manners are proposed for temporal alignment: average pooling, max pooling, and key frame pooling,
as shown in Figure 7. It is worth noting that, Fy, is the feature of the first frame in the ¥, in key
frame pooling.

1

STAR feature STAR feature STAR feature
(a) STAR with average pooling (b) STAR with max pooling (c) STAR with key frame pooling

Figure 7. Illumination of temporally aligned pooling representation, with M = 4. Three pooling
manners for temporal alignment are presented: (a) average pooling, (b) max pooling, and (c) key
frame pooling.

4. Experimental Results

In this section, we validate the proposed STAR method (The source code is available on https:
//github.com/chaunceygao/STAR) and compare it to other state-of-the-art approaches on three public
video-based re-id datasets.

4.1. Datasets and Settings

4.1.1. Datasets

In this section, we conduct our experiments on three publicly available video datasets for
video-based person re-id: the iLIDS-VID dataset [30], the PRID 2011 dataset [79] and MARS [49],
as shown in Figure 8. The iLIDS-VID dataset consists of 600 image sequences for 300 people from
two non-overlapping camera views, and each image sequence has variable length consisting of
23 to 192 image frames, with an average number of 73. The dataset is very challenging due to
clothing similarities, cluttered background, occlusions, viewpoint variations across camera views
(Figure 8a). The PRID 2011 dataset includes 400 images sequences for 200 people from two adjacent
camera views. Each image sequence has variable length consisting of 5 to 675 image frames, with
an average number of 100. In our experiments, the sequence pairs with more than 21 frames are
used to the requirement on the sequence length for extracting walking cycles. The main challenges
of the dataset are lighting and viewpoint variations across camera views (Figure 8b). The MARS
dataset consists of 1261 identities captured by 2 to 6 cameras. The train and test sets contain 631 and
630 identities respectively. 20,175 tracklets are obtain by DPM detector [80] and GMMCP [81] tracker,
among them 3248 are distractors due to false detection or tracking. A large number of tracklets contain
25-50 frames, and most pedestrians have 5-20 tracklets. The MARS dataset is more challenging due to
distractors, detected or tracked bounding box, besides the challenges mentioned above (Figure 8c).
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&

(a) iLIDS-VID (b) PRID 2011 (c) MARS

Figure 8. Example pairs of the image sequences of the same person in different camera views from
two datasets. (a,b) shows images of one person with two different cameras in each row, in iLIDS-VID
and the PRID 2011 dataset, (c) shows images of one person with six different cameras in MARS.

4.1.2. Settings

In the proposed STAR method, SPLOMO is used to represent the still images and Cross-view
Quadratic Discriminant Analysis (XQDA) [8] is used for metric learning. On iLIDS-VID and PRID 2011,
the performance of all the methods is measured by the average Cumulative Matching Characteristics
(CMC) curves after 10 trials. On MARS, the performance is evaluated by CMC with a fixed partition
as [49], and by Mean Average Precision (mAP). Then, we give the parameters in our implementation.
The width and height of the images in both datasets are W = 64 and H = 128 respectively. We perform
superpixel segmentation using SLIC [75], with the maximal number of superpixel is 100, in both motion
information extraction and superpixel based representation. The threshold distance to the horizontal
center line A = 17, according to the datasets. We utilize average pooling manner for temporal pooling
and divide a walking cycle into M = 8 segments in our STAR method, according to the analysis in
Section 4.4.

In SPLOMO, we extract person masks using DDN (The code is available on http://mmlab.ie.cuhk.
edu.hk/projects/luoWTiccv2013DDN/index.html) [78]. Figure 9 shows some examples of person
segmentation by DDN, the person segmentation result used in this paper indicates the person region
(see more details of DDN in [78]).

Figure 9. Some examples of person segmentation on the iLIDS-VID dataset.

4.2. Comparison with the State-of-the-Art Methods

In this section, we report the comparison results of STAR with the existing state-of-the-art
video-based person re-id approaches on iLIDS-VID, PRID 2011 and MARS datasets. Three groups of
the approaches are compared, as shown in Table 1, e.g., (1) traditional methods: GEI + RSVM [59],
HOG3D + DVR [30], Color + LFDA [82], STFV3D + KISSME [31], CS-FAST3D + RMLLC [57],
SRID [55], TDL [56]; (2) deep network based methods: RNN [70], CNN + XQDA + MQ [49],
SPRNN [53], ASTPN [28], DSAN [52]; and (3) TAPR [32] is the preliminary version of our method.
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More specifically, GEI+RSVM [59] is a gait based approach, which is not specially designed for
person re-id. HOG3D + DVR [30], Color + LFDA [82], STFV3D + KISSME [31], CS-FAST3D +
RMLLC [57] focus on appearance based representations for video. SRID [55] formulates the re-id
problem as a block sparse recovery problem. TDL [56] mainly focuses on metric learning under the
top-push constraint. [49] uses CNN to represent each frame. RNN [70], SPRNN [53], ASTPN [28],
and DSAN [52] are end-to-end deep architectures, by incorporating feature leaning and metric
learning together.

Table 1. Quantitative comparison of the proposed method and the state of the art methods on
iLIDS-VID, PRID 2011 and MARS datasets. Bold and underlined values indicate the best and the
second-best performance respectively.

Dataset iLIDS-VID PRID 2011 MARS
Rank R R=1 R=5 R=20 R=1 R=5 R=20 R=1 R=5 R=20 mAP
GEI + RSVM [59] 28 131 345 - - - - - - -
HOGS3D + DVR [30] 233 424 684 289 553 828 - - - -
Color + LFDA [82] 280 553 880 43.0 731 903 - - - -

STFV3D + KISSME [31] 443 717 917 641 873 920 - - - -
CS-FAST3D + RMLLC [57] 284 547 781 312 603 88.6 - - - -

SRID [55] 249 445 662 351 594 797 - - - -
TDL [56] 563 876 983 567 800 936 - - - -
RNN [70] 58 84 9% 70 90 97 - - - -
CNN + XQDA + MQ[49] 530 814 951 773 935 99.3 683 826 894 493
SPRNN [53] 552 865 970 794 944 993 706 90.0 976 507
ASTPN [28] 620 860 940 770 950 99.0 440 700 810 -
DSAN [52] 619 868 986 770 964 994 735 850 975 -
TAPR [32] 550 875 972 686 946 989 - - - -
STAR 675 917 988 692 949 991 80.0 893 951 70.0

Table 1 shows that the STAR approach outperforms the other methods in general, especially on the
iLIDS-VID and MARS datasets. In particular, on the iLIDS-VID dataset, the proposed method performs
significantly better than the other methods, even the deep learning based methods. Specifically,
the rank-1 and rank-5 identification rates of our method are 5.5% and 4.1% over the second-best scores,
respectively. On the PRID 2011 dataset, although the deep learning based methods perform better,
STAR obtains the comparative results and significantly outperforms the traditional methods. On the
MARS dataset, although SPRNN [53] obtains the highest scores of rank-5 and rank-20, we achieve the
comparable results. Moreover, the rank-1 score of STAR is 6.5% over the second-best score obtained
by DSAN [52]. More importantly, the mAP of STAR is 70.0%, about 20% higher over SPRNN [53].
The comparison results on the three datasets demonstrate that the proposed method STAR performs
favorably against the state-of-the-art methods, even deep learning-based ones. The comparison results
of STAR with [30,31] show the superpixel level motion information is more robust than pixel-level
motion information.

We also report the results of TAPR, which is the preliminary version of our method. The main
difference of TAPR and STAR is that TAPR describes each frame with LOMO feature, while STAR
describes it with a SPLOMO feature. As mentioned above, SPLOMO improves LOMO by introducing
the constraint of superpixel and person masks for better spatial alignment. The comparison results of
these two methods show that our proposed superpixel based representation improve the performance
of LOMO distinctly, especially on the iLIDS-VID dataset. More specifically, the rank-1 identification
rate is 67.5% for STAR on the iLIDS-VID dataset, while 55.0% for TAPR. This validates the effectiveness
of the SPLOMO representation on spatial alignment.

It is worth noting that we achieve the best performance on both iLIDS-VID dataset and MARS
dataset, and a comparable result on the PRID 2011 dataset. We believe this is because the iLIDS-VID
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and MARS datasets have more occlusions and cluttered background than the PRID 2011 dataset.
And the proposed STAR can excavate the “best” walking cycle to reduce their effect and achieve
more accurate temporal alignment. Moreover, STAR uses the person masks to avoid the effect of the
background, and uses superpixel based representation to achieve better spatial alignment. This means
(1) accurate spatial and temporal alignment is quite essential in the video-based re-identification,
especially when the scenes are complex; (2) our method has great abilities in video temporal alignment
even with complex scenes.

4.3. Examples of Selected Walking Cycles

To alleviate the effect of occlusions and cluttered background, we propose to select the “best”
walking cycle (a gait period). To further demonstrate the good performance of the proposed walking
cycle selected method, we present two more examples in Figure 10 (we have given an example in
Figure 5). All the candidate walking cycles are shown for each example, and the “best” walking cycle
with highest score computed by Equation (3) is indicated by the red bounding box. From Figure 10a,
we can find that the low portion of human in the first three images of the walking cycle Frame#4-28
is partially occluded, and the walking cycles Frame#29-52 and Frame#40-66 both have cluttered
background, while the walking cycle Frame#14-38, which is the selected one, has less noise than others.
In Figure 10b, the walking cycle Frame#3-25 suffers from occlusion, and the walking cycle Frame#3-25
suffers from occlusion and clutter background, while the “best” one Frame#43-67 has less noise. These
examples demonstrate that our walking cycle method can select the ones with fewer occlusions and
cluttered background. We believe that building a representation based on the selected walking cycle
can alleviate the effect of occlusions and cluttered background.

Frame#4-28 1}

Frame#14-38

4 {
Frame#53-74 ﬁig - § \

Frame#26-42

Frame#29-52

Frame#40-66 f==

(b) example of person 186 in camera 1

Figure 10. Two examples of selected walking cycles on iLIDS-VID. The candidate walking cycles for
each video is presented, and the “best” walking cycle we selected is indicated by the red bounding box.
Note that the image sequence in the green bounding box in (b) is not a candidate walking cycle. The
frame indexes are given on the left side of the corresponding image sequences.

Note that the image sequence Frame#26-42 with the green bounding box in Figure 10b is not a
candidate walking cycle. Since the low portion of a human in this sequence is heavily occluded,
it is quite difficult to extract accurate motion information. While we can also observe that all
the candidate walking cycles are complete gait periods. This validates the good performance
of our motion information extraction method. Combining walking cycle selection and motion
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information extraction, the proposed method obtains an accurate walking cycle with fewer occlusions
and cluttered background, which leads to accurate temporal alignment and robust representation.

4.4. Ablation Studies

4.4.1. Evaluation of Temporally Aligned Pooling Manners

We evaluate the effects of the mentioned three temporally aligned pooling manners of our STAR
algorithm on the iLIDS-VID dataset, i.e., average pooling (STAR_avg), max pooling (STAR_max), and
key frame pooling (STAR_key), as shown in Table 2. The results show that the performance of STAR
with average pooling is slightly better than that with max pooling and much better than that with key
frame pooling. STAR_key performs the worst, for which we believe the reason is that it is very difficult
to exactly localize the key points, due to discrete frames and noise. To demonstrate the effects of the
temporal pooling manner, STAR with no pooling (STAR_no) is also reported in Table 2. We observe
that STAR_no performs worse than STAR with a temporal pooling manner, even with key frame
pooling. This validates the important role of temporally aligned pooling in video-based representation
for re-id, and average pooling or max pooling is a good choice. STAR_avg performs best, thus we
employ average pooling manner for quantitative comparison in Section 4.2.

Table 2. Evaluation of three different pooling manners on iLIDS-VID. Bold values indicate the
best performance.

Methods R=1 R=5 R=10 R=20

STAR_avg 67.5 91.7 95.9 98.8
STAR_max 65.6 91.3 96.1 98.7
STAR_key 56.2 87.4 94.8 98.3
STAR_no 52.8 83.5 90.8 95.7

Surprisingly, compared with Table 1, we observe that the proposed STAR with key frame pooling
can perform comparably with TDL, and even STAR without pooling can outperform GEI + RSVM [59],
HOGS3D + DVR [30], Color + LFDA [82], STEV3D + KISSME [31], CS-FAST3D + RMLLC [57], and
SRID [55]. This demonstrate the outstanding performance of the proposed method.

4.4.2. Influence of Parameters

To devise the temporally aligned representations, we equally divide each walking cycle into
N segments according to the corresponding sinusoid curve. Here we evaluate the effects of the
number of segments N, as reported in Table 3. The results show that STAR with N = 8 obtains the
best performance, thus we divide a walking cycle into 8 segments for quantitative comparison in
Section 4.2.

Table 3. Evaluation of the number of segments in a walking cycle on iLIDS-VID. “N” in “STAR_N" is
the number of segments. Bold values indicate the best performance.

Methods R=1 R=5 R=10 R=20

STAR_1 52.8 83.5 90.8 95.7
STAR_2 64.7 88.9 93.8 97.9
STAR_4 67.3 90.8 95.5 98.4
STAR_8 67.5 91.7 95.9 98.8
STAR_16  66.2 91.7 95.7 98.6
STAR_32  65.9 91.5 95.8 98.7

We also evaluate the influence of the number of superpixels in Table 4, which is set as 100 in our
previous experiments. Note that we perform superpixel segmentation in both motion information
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extraction and image representation. The results show that STAR with 100 superpixels obtains the
best performance, thus we set it as 100 in our experiments.

Table 4. Evaluation of the number of superpixel on iLIDS-VID. Bold values indicate the
best performance.

Superpixel Number R=1 R=5 R=20

50 65.9 88.0 99.0
75 65.9 89.4 98.8
100 67.5 91.7 98.8
125 66.7  90.0 98.7
150 65.8 88.6 98.7

5. Conclusions

We have proposed a novel superpixel-based temporally aligned representation for video-based
person re-identification. This representation focuses on both spatial and temporal alignment problems
in video-based representations. To achieve temporal alignment, we select a video fragment of
a walking cycle and describe the video fragment using temporally aligned pooling. To further
improve spatial alignment, a superpixel is introduced to extract motion information and describe
a still image. Unlike most previous video-based representations for re-id that use all the frames
to build a spatio—temporal feature, we proposed to use only a “best” walking cycle, to reduce
redundant information and simultaneously keep the “best” information. The extensive experiments,
conducted on iLIDS-VID, PRID 2011 and MARS datasets, demonstrate that our method outperforms
the state-of-the-art approaches.
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Abstract: In this paper, the possibility of using the ECG signal as an unequivocal biometric marker
for authentication and identification purposes has been presented. Furthermore, since the ECG signal
was acquired from 4 sources using different measurement equipment, electrodes positioning and
number of patients as well as the duration of the ECG record acquisition, we have additionally
provided an estimation of the extent of information available in the ECG record. To provide a more
objective assessment of the credibility of the identification method, some selected machine learning
algorithms were used in two combinations: with and without compression. The results that we have
obtained confirm that the ECG signal can be acclaimed as a valid biometric marker that is very robust
to hardware variations, noise and artifacts presence, that is stable over time and that is scalable across
quite a solid (~100) number of users. Our experiments indicate that the most promising algorithms
for ECG identification are LDA, KNN and MLP algorithms. Moreover, our results show that PCA
compression, used as part of data preprocessing, does not only bring any noticeable benefits but in
some cases might even reduce accuracy.

Keywords: human identification; biomarker; ECG; machine learning; Physionet; Lviv Biometric Dataset

1. Introduction

Biometrics is a technology that is widely used as means of access control in different application
domains, from smartphones and automobiles, to healthcare, e-commerce, security and the military.
The main idea behind it is to perform the operation of matching a given value of a biomarker with a
reference value that represents an individual [1,2].

Typically, biomarkers are some physiological and/or behavioural attributes that are unique for
each human being. The most recent biometric systems rely on various biomarkers, but the most
commonly used ones are based on fingerprint scanning, face and/or voice recognition, iris scanning,
hand geometry, finger vein, etc.

The main requirements that a biomarker should fulfill are the following [1]:

e Universal (present for all individuals)

e  Stability over time

e  Easy to measure/acquire

e Low sensitivity to other physiological factors (e.g., stress, fatigue)
e Unique for each person

There are a few additional requirements that are considered a big plus:
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e  Fraud resistance (difficult to fake)
e  Continuous nature (always available to measure)
e Liveness indication (present only from live humans)

As was shown in [3-6], the electrocardiogram signal (ECG) is a very promising biometric marker.
Historically, ECG was mostly used for medical (diagnostic) purposes, but recent progress in the fields
of consumer electronics and information technologies has already enabled it applications in biometric
systems [7-9].

On the other hand, ECG-based identification systems are still not quite widespread in commercial
and government services, and many of them are provided as research prototypes or very new
commercial products that have just appeared on the market [10,11].

Given this situation, some questions remain open, for example ECG signal reliability and
reproducibility over time, its behavior in real-world applications, the potential impact of the
measurement process, hardware (sensors) configuration and matching algorithms on the identification
performance, etc.

Consequently, the main aim of this paper is to answer some of these questions and provide
some estimates and insights on how robust and reliable the ECG biometric markers are. In order
to accomplish this task and figure out some common trends and limitations for the ECG-based
identification, we carried out some experiments for a broad range of system configurations (various
datasets, matching algorithms, records length, lead type, sampling rate, ADC resolution, etc.).

2. Biometric System Architecture

The ECG identification process typically consists of three main stages: data acquisition,
data processing (filtering, normalization, and feature extraction) and pattern matching
(classification) [4,7,8,12,13].

Data acquisition requires an analogue front-end (a two- or three-electrode measurement circuit
based typically on instrumental amplifiers) followed by ADC. The digitized data are then being
streamed to MCU/PC.

For the ECG measurement, we decided to choose a third-party e-Health Sensor Platform V2.0
which is based on ATmega328P. The data acquisition was performed using a differential OpAmp
schema followed by an 8-bit ADC operating at a 277 Hz sampling rate [14].

The data processing includes filtering (low-pass to remove offsets and respiration, high-pass to
remove noise and 50 Hz coupling, movement artifacts), heartbeats segmentation and normalization.
To split the ECG waveform into separate heartbeats, it was necessary to detect the R peaks. There are
multiple algorithms that have been developed for this specific purpose, but in our case a third-party
implementation of the Hamilton algorithm was chosen, being available in the bioscipy library.
After segmentation, each heartbeat was normalized to a range of [-1; 1]. Afterwards, the data points
on the ends of each heartbeat were omitted, so only the points within the central part (around 60% of
the entire heartbeat) were further used in the identification process.

Another important transformation at the data processing stage is the outlier correction. It is
expected that the ECG signal is of a regular nature and that the beats tend to be similar to one another.
However, for some of the beats, some strong deviations were observed. There might be different kinds
of reasons for this to happen, e.g., muscle noise, respiration, non-stable contact impedance, electrodes
displacement, etc. In order to detect and correct those corrupted segments (outliers), a special algorithm,
proposed in [15], was applied.

The data processing is followed by the classification stage. The classification model should
recognize some user-specific patterns in the processed ECG signal and perform a matching with one of
the corresponding classes (users). This is the last step of the identification process.

The entire ECG-based identification process is presented in Figure 1. The ECG signal waveforms
appearing at different transformation stages are presented in Figures 2 and 3.

314



Sensors 2019, 19, 2350

R-peak Normalization Outlier
Acqu1s1t10n & Filtering detection & & Samples - Classification
correction
Digitizing Segmentation dropout

Figure 1. ECG-based identification process.
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Figure 2. (a) Raw ECG signal and (b) ECG signal after filtering and normalization with the detected
R peaks.
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Figure 3. ECG segments (heart beats) aligned to the R peak (a) before and (b) after the outlier correction.

3. Experimental Methodology

The whole idea of the article is to check whether the ECG signal is sustainable as a biometrics

marker. To perform this task, the following methodology is proposed:

First, different datasets from different sources (both self-collected and publicly available on the
Internet) should be included into the study. It is expected that these datasets should have different
origins and internal structures. The main parameters that should be taken into consideration are
the number of users, total number of records, mean, minimum and maximum number of records
per user, records length, etc. There are two constraints related to the dataset selection. The first
one is that the dataset should contain records coming only from healthy people with a normal
rhythm [16]. The second constraint assumes that the data should be recorded from the same
scheme of electrode placement on the patient’s body, called the lead in cardiology. The reason for
this is that the ECG waveform strongly varies when measured from different parts of the body.

Second, the records classification should be performed through the use of different algorithms.
In our experiments, we expect to use just one single heartbeat (the waveform between the
onset of neighboring p-waves) for human identification. Thus, no sequential algorithm will be
analysed here, only simple supervised machine learning techniques that map a multidimensional
input vector (samples of an ECG heartbeat) onto a specified output vector (number of users).
A comparison of various algorithms is required for two main reasons: first, to get some basic
intuition on how some complex non-linear algorithms will behave, when compared to simpler
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linear algorithms while processing this kind of data; and second, to ensure that there is no bias in
the different datasets. This means that the algorithms should demonstrate a similar behaviour on
different datasets.

e Third, one of the most important stages while designing machine learning based experiments
is to select the most appropriate metrics. In our case, since all datasets are relatively balanced,
we decided to choose an identification accuracy (error rate) to estimate the algorithms’ performance.

e  Finally, itis also proposed to have two-alternative data pre-processing algorithms in place. The first
one is described in the section above. It means filtering, normalization and outlier correction.
Another one proposes the use of a dimensionality reduction on the top. This trick is commonly
used in machine learning and might help to improve the overall classification performance. In our
case, it was decided to use PCA, as this is one of the simplest, most commonly used and efficient
compression algorithms.

4. Datasets Description

Taking into consideration the requirements outlined above (see Section 3), the following four
datasets were chosen for the current study, namely: Lviv Biometric Dataset (self-collected), Physionet
ECG-ID dataset, Physionet QT dataset (only some records with a normal sinus rhythm) and Physionet
MIT-BIH Normal Sinus Rhythm. A short description of each of these datasets, as well as a comparison
of the main parameters, is presented below (see Table 1).

Table 1. Basic parameters of the ECG datasets.

Parameter LBDS ECG-ID QT Normal Sinus Rhythm

modified I-lead (from the fingers

Lead of the right and left hand) Fead I-lead THead
Number of users 53 90 22 18
Total number of records 545 310 22 18
Records per user from 3 to 15 from 1 to 22 1 1
Sampling rate 277 Hz 500 Hz 250 Hz 125 Hz
Average record time ~10 seconds 20 seconds 15 minutes ~10:20 hours

(from 8:00 to 13:50 hours)

4.1. Lviv Biometric Dataset (LBDS)

This is a self-collected dataset available in [17]. All of the records were acquired using the eHealth
Arduino extension board [14]. More details on the measurement procedure can be found in [8].

4.2. Physionet ECG-ID

This dataset was created for human identification purposes, as a part of the MSc thesis [18].
The records were acquired from 44 men and 46 women, between 13 to 75 years old [19]. For some users,
there are only a few records available, which means that they were recorded for one day. For other
users, there are over 20 records, collected periodically over a 6 months period. The Physionet ECG-ID
database is available in [18].

4.3. Physionet QT-Database

This dataset was designed for the evaluation of the ECG heartbeat segmentation algorithms.
It has annotations for each record, with boundaries of each heartbeat. This dataset includes not
only records of healthy people, but also records of patients with cardiological disorders. Because of
this, all annotations were manually reviewed in order to select records with a normal ECG rhythm.
The following records were selected: sel103, sel117, sel123, sel16265, sel16272, sel16273, sel16420,
sel16483, sel16539, sel16773, sel16786, sel17152, sel17453, sel301, sel302, sel306, sel307, sel310, sele0111,
sele0124, sele0133, and sele0210. The Physionet QT database is available in [20,21].
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4.4. Physionet MIT-BIH Normal Sinus Rhythm

This database includes ECG records obtained by the Arrhythmia Laboratory at Boston’s Beth
Israel Hospital. The records originate from healthy people with no significant arrhythmias between
20 to 50 years old. The Physionet MIT-BIH Normal Sinus Rhythm database is available at [22].

5. Results and Discussion

Both the datasets selection and ECG signal pre-processing stages have already been described
in the previous sections. The final stage is down to the user identification. It can be considered
as a classification task, because the identification algorithm must match each ECG record to one of
the existing users (classes). In general, the classification is done using machine learning techniques.
The machine learning approach requires the selection of an appropriate algorithm that is powerful
enough to model complex internal data relations and dataset splitting for a correct estimation of the
classifier performance in real-world applications [23].

Machine learning algorithms have different natures, are based on different ideas and mathematical
frameworks and are typically used in different applications. These factors should be taken into
consideration when selecting the most suitable algorithm for ECG identification. The following
seven algorithms have been chosen as the most promising: Logistic Regression, Support Vector
Machine (SVM), Linear Discriminant Analysis (LDA), Naive Bayes, K Nearest Neighbor (KNN),
Neural Networks or Multilayer Perceptron (MLP), Extreme Gradient Boosting (xGboost), Random
Forest [24,25].

For multi-layer perceptron, the following configurations were used: 1 hidden layer with 50 neurons;
2 hidden layers with 50 and 30 neurons in each layer; and 3 hidden layers with 70, 50, and 30 neurons in
each layer, respectively. The Rectified Linear Unit was selected as the activation function for the hidden
layers and softmax as the activation function for the output layer. Training algorithm—RMSprop,
number of training epochs—1000, learning rate—0.0001, batch size—100, loss function—categorical
cross-entropy. For the other algorithms, we used the default configuration recommended by the
sklearn framework (for example, in the case of PCA, the number of components was set to 30).

Dataset splitting requires their division into two subsets: a training and a test set. The samples
from the training set are used to fit a classification model, while the samples from the test set are used
to provide an unbiased evaluation of the model performance. The test set must be carefully prepared,
as it should realistically represent the real-world data that the classification model would operate on.

As ECG-ID and LBDS have multiple records per user, we have split the test and the training
set based on the records level. Some records will be randomly selected as the training set, while the
remaining ones are included in the test set. Experiments will be conducted for the training and test set
ratios of 0.7 and 0.3, respectively. To achieve a more realistic identification performance, the dataset
split was done 5 times, after which the mean values for each subset was calculated.

For the MIT-BIH Normal Sinus rhythm and QT database, just one record per user is available.
However, these records are of quite a substantial length. The idea is to use the time split for the training
and the test set. In this case, the training and test ratios were also assumed to be 0.7 and 0.3.

Furthermore, as mentioned in Section 3, the classification models have been trained for two
different scenarios: with and without PCA compression. The only exception here is neural networks,
because they are complex non-linear models, which can learn efficient data compression in the first
hidden layer. Thus, in this case it makes no sense to use PCA here. All results of our experiments are
gathered in Table 2.

As one can see in Table 2, all of the algorithms seem to behave similarly across all of the datasets.
Simple algorithms, like KNN and linear models (logistic regression, LDA, SVM), proved to work
surprisingly well. Some other simple algorithms, like Naive Bayes, gradient boosting and random
forest, performed relatively poorly. Neural networks also seem to guarantee a very high accuracy,
which was pretty much expected, in view of their complex non-linear nature and modeling capacity.
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The PCA compression might slightly improve the accuracy for some datasets, while decreasing it for
others. Consequently, it seems that there is no need to include PCA in the data preprocessing pipeline.

Table 2. ECG identification results.

Physionet ECG-ID LBDS Physionet QT ~ MIT-BIH Normal Sinus Rhythm
Logistic Regression 0.8286 0.9417 0.8809 0.7492
SVM classifier 0.8817 0.9599 0.9174 0.7707
LDA classifier 0.9328 0.9831 0.9659 0.9017
KNN classifier 0.8903 0.9746 0.9686 0.7967
Naive Bayes 0.7003 0.9587 0.9034 0.6607
Random Forest 0.8362 0.9546 0.9278 0.8192
xgboost classifier 0.7352 0.9126 0.9191 0.8591
MLP (1 hidden layer) 0.8933 0.9711 0.9162 0.8925
MLP (2 hidden layer) 0.8976 0.9464 0.9478 0.8744
MLP (3 hidden layer) 0.8406 0.92373 0.9294 0.8808
PCA + Logistic Regression 0.8286 0.9383 0.8465 0.7335
PCA + SVM classifier 0.8865 0.9593 0.8832 0.7472
PCA + LDA classifier 0.9536 0.9833 0.9481 0.8798
PCA + KNN classifier 0.8913 0.9758 0.9675 0.7957
PCA + Naive Bayes 0.6211 0.9511 0.8915 0.6681
PCA + Random Forest 0.7782 0.9199 0.8947 0.7418
PCA + xgboost classifier 0.6723 0.8911 0.9460 0.7305

The best accuracy was achieved by LDA and MLP for all four datasets. KNN shows high results
for all datasets, except for the MIT-BIH Normal Sinus Rhythm. Given that this database is much larger
compared to the other ones, it is not clear whether KNN would scale well enough for a larger number
of users and records. MLP and xGboost were the most time-consuming algorithms to train whilst
logistic regression and LDA were among the fastest algorithms.

Another important observation, based on the results from Table 2, is that the hardware parameters
(e.g., measurement instrumentation, lead type, and sampling rate) do not affect the identification
results significantly. The lowest accuracy was achieved for the ECG-ID database (potentially because
of the highly skewed classes and larger number of users) and the MIT-BIH Normal Sinus Rhythm
(potentially difficult to scale on a much bigger number of samples).

6. Conclusions

The results we have obtained prove that the ECG signal is a valid biometric marker that is very
robust to hardware variations, noise and artifacts presence, that is stable over time, and that is scalable
over quite a solid number of users (>90). It is also hard to steal or mimic, is easy to measure, etc.

The biometric system allows for the achievement of a high operational speed, as just one heartbeat
(average duration of less than 1 second) is enough to guarantee very good classification results (~90%).
On the other hand, the outlier correction requires at least five heartbeats, which means that in a
real-world application the overall response time will take at least 5 seconds.

The most promising algorithms for ECG identification are linear discriminant analysis (LDA),
k-nearest neighbor (KNN), and neural networks (MLP). Another important conclusion clearly confirmed
by our experiments is that PCA compression is not worth using at the data preprocessing stage, as in
some cases it might reduce accuracy.

The following ideas might be interesting as potential future research topics: the estimation
of system scalability for bigger datasets (e.g., mixed from different sources, and augmented using
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gene

rative models), optimizing training hyperparameters for artificial neural networks, and performing

a sequential analysis of neighboring heartbeats on the classification stage.
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SVM Support Vector Machine

LDA Linear Discriminant Analysis

KNN K Nearest Neighbor

MLP Multilayer Perceptron
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Abstract: The prevalence of autism spectrum disorders (ASD) has increased strongly over the past
decades, and so has the demand for adequate behavioral assessment and support for persons affected
by ASD. Here we provide a review on original research that used sensor technology for an objective
assessment of social behavior, either with the aim to assist the assessment of autism or with the
aim to use this technology for intervention and support of people with autism. Considering rapid
technological progress, we focus (1) on studies published within the last 10 years (2009-2019), (2) on
contact- and irritation-free sensor technology that does not constrain natural movement and interaction,
and (3) on sensory input from the face, the voice, or body movements. We conclude that sensor
technology has already demonstrated its great potential for improving both behavioral assessment and
interventions in autism spectrum disorders. We also discuss selected examples for recent theoretical
questions related to the understanding of psychological changes and potentials in autism. In addition
to its applied potential, we argue that sensor technology—when implemented by appropriate
interdisciplinary teams—may even contribute to such theoretical issues in understanding autism.

Keywords: automatic recognition; face; voice; body motion; autism spectrum disorder (ASD);
assessment; intervention

1. Introduction

Throughout the last decades, the number of people diagnosed with an Autism Spectrum Disorder
(ASD) increased dramatically [1,2] and so did the need for high-quality diagnostic protocols and
therapies. With the ongoing progress in computer sciences and hardware, a lot of creative ideas
emerged on how to use sensor data to identify and observe autistic markers, support diagnostic
procedures and enhance specific therapies to improve individuals” outcomes.

ASD is a behaviorally defined group of neurodevelopmental disorders that are specified by
impaired reciprocal social communication and restricted, repetitive patterns of behavior or activities
(DSM-5), [3]. The symptoms are usually apparent from early childhood and tend to persist throughout
life [4]. Common social impairments include a lack of social attention as evident in abnormal eye
gaze or eye contact [5] and social reciprocity such as in reduced sharing of emotions in facial [6] or
vocal behavior [7]. Further, only a minority of the affected people report having mutual friendships [8].
Related to the restricted and repetitive behaviors, stereotyped motor movements and speech are the
stand-out features in many people with ASD [9]. Other symptoms are insisting on sameness and
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routines [10], special interests and hyper- or hyporeactivity to sensory input from various modalities [11].
The exact profile and severity of symptoms in people with ASD as well as their personal strengths and
coping capabilities vary to a great degree, and so does their need for support.

Reasons for the increased prevalence over the last decades include a more formalized diagnostic
approach and heightened awareness. The current ‘gold standard’ for a diagnosis of ASD consists of
an assessment of current behavior, a biographical anamnesis, and a parental report, all collected and
evaluated by a trained multi-professional team [12]. Although the screening and diagnostic methods
for ASD improved throughout the last years, many affected people, especially women [13] and high
functioning people, still receive a late diagnosis. Since early interventions have been shown to be most
effective for improving adaptive behavior, as well as IQ and language skills [14], there is continued
demand for methods promoting early assessment in order to avoid follow-up problems. In this context,
progress in automatic and sensor-assisted identification of ASD-specific behavioral patterns could
make an important contribution to an earlier and less biased diagnosis.

Even beyond assessment, advances in digital technology are highly relevant for autism, and in
more than just one way. First, there is some evidence that many autistic people show behavioral
tendencies to interact with technology and to potentially prefer such interactions to interactions with
humans. It is thought that autistic traits are related to systemizing, the drive to analyze how systems
work, as well as to predict, control and construct systems [15]. In this context, high information
technology (IT) employment rates are often used as a proxy for higher rates of strong systemizers
in a population. Intriguingly, recent research from the Netherlands reported that the prevalence of
childhood autism diagnoses, but not of two control neurodevelopmental diagnoses (i.e., ADHD and
dyspraxia), was substantially higher in Eindhoven, a classical (IT) region, when compared to two
control regions (Utrecht and Haarlem) that had been selected for high demographic and socio-economic
similarity in criteria other than the proportion of IT-related jobs [16]. Second, and qualifying any
simplistic interpretation of this correlative (but not necessarily causal) relationship, there is evidence
that technology can potentially provide powerful social support for children with autism. For instance,
children with ASD often perform better with a social robot than a human partner (e.g., in terms
of enhanced levels of social behavior towards robots), tend to perceive interactions with robots as
positive [17], and subsequently show reduced levels of repetitive or stereotyped actions. For a recent
review, see Pennisi et al. [18].

Scientific interest in the utilization of sensor technology to gain an understanding of people
with ASD has increased considerably in the recent past. Some fields of research focus on different
neurobiological assessments and try to identify autism-specific signals or ‘biomarkers’ to better
understand the neurobiological underpinnings of the disorder. Good overviews covering methods
including electroencephalography (EEG), magnetoencephalography (MEG), and functional magnetic
resonance imaging (fMRI) are provided by Billeci et al. [19] and by Marco et al. [20]. Other research
focused on an autonomic activity such as heart rate variability (HRV) or skin conductance responses
(SCR). These can be studied with Wearable devices, typically in the context of emotional monitoring in
ASD as seen in a review by Taj-Eldin, et al. [21]. Applications in VR environments [22-24] have also
been reviewed as promising methods to train and practice social skills.

The aim of this review is to provide an overview of the current state of research using sensor-based
technology in the context of ASD. We focus on sensor technology that is applicable without constraining
natural movement, and on sensory input from the face, the voice, or body movements. Accordingly,
this review does not consider evidence from wearable technology, VR, or psychophysiological and
neurophysiological recordings. Note also that while we provide details of our procedure for identifying
relevant original findings to enhance reproducibility, this paper represents a thematic review in which
we pre-selected for contents as described below, and in which we occasionally discuss additional
relevant findings that were not formally identified by this literature search. For instance, we may refer
to some key findings regarding psychological theories of human social or emotional communication
where relevant, even when the findings were not obtained with individuals with autism.
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2. Literature Search

We performed parallel literature searches on Web of Science, PsychInfo, PubMed, and IEEE
Xplore. Considering the rapid advance of technology throughout the last decades, we focussed on
the last 10 years (2009-2019) to give an overview of recent developments in this field. Searches were
performed on 29 May 2019. Our search terms were (autis* OR ASD OR Asperger) AND (sensor OR
sensors) AND (fac* OR voice* OR body motion* OR person* OR regoc* OR identi* OR emotio* OR
diagnos*). Furthermore, the considered language was restricted to English. Overall, the search resulted
in 386 articles (Web of Science N = 185, IEEE Explore N = 109, PubMed N = 52, PsychInfo N = 40). Note
that we only included publications with original data from an ASD or high-risk group, such that new
algorithms on preexisting data sets were not included. We also included the reference lists of identified
articles with respect to additional screening for relevant publications. After removing duplicates, this
selection process resulted in a total of 36 articles. These are discussed below, and those articles that
focused on assessment or intervention are additionally summarized in Tables 1 and 2, respectively.

3. Supporting Assessment: Identification of ASD Related Features
3.1. Facial Information

3.1.1. Facial Movements

For facial movements, researchers tended to focus on emotional facial information, following the
idea that impaired social communication in ASD can be framed as deficits in emotional communication
regarding both perception and expression [25], and the finding that people with ASD may show
reduced or idiosyncratic emotional expressions [6,26]. Against this context, it may be useful to keep in
mind that ASD-specific impairments in face perception are not restricted to emotional expressions,
but also affect other aspects such as facial identity [27]. Similarly, expression in social communication
may be affected in subtle ways that go beyond emotional expressions [28]. The original articles on
sensor-based assessment in terms of identification of autism spectrum disorders (ASD)-related features,
regarding facial movements and other forms, represented in this review are listed in Table 1.

Samad et al. [29] compared facial expressions from an ASD and a typically developing (TD) group,
with 8 participants each. Computing facial curvatures from 3D point cloud data, they found equally
intense but more asymmetrical facial expressions in the ASD group. Another study [30] used a single
webcam mounted on a TV screen to record toddlers’ spontaneous facial expressions when confronted
with emotional cartoons. Comparing descriptive data from small groups with five children each, they
reported that the lower face seemed to be more important in distinguishing between the ASD and TD
groups. Leo et al. [31] presented a new processing pipeline on 2D video data that aimed at assessing
facial expressions in ASD children specifically. They estimated the production skills for individual
children based on verbal instructions to express these emotions, separately for individual face parts and
emotions. The performance of 17 boys with ASD was variable, and some boys exhibited differential
production scores for different categories of emotions. Note that this finding is in broad agreement
with theories that emphasize category-specific mechanisms, and with componential approaches to
emotion [32,33]. Samad et al. [34] used a storytelling avatar, also with the aim of eliciting spontaneous
emotions to differentiate between ASD and TD groups with 10 participants each. Comparing 3D data
on the level of facial action units (AUs) they found overall lower AU activations in the ASD group
and lower correlations between the AUs. The deviant activation in AUs 6, 12, and 15 (cheek raiser,
lip corner puller, and lip corner depressor, respectively), were found to be promising markers for
ASD. As a more serious screening approach, the App ‘Autism & Beyond’ [35] recorded toddlers’ facial
responses to certain stimuli with the front camera and classified them into positive, neutral, or negative.
Using a large database of 1756 children, the associated facial expressions, along with eye gaze and
parental reports, with Autism Spectrum risk status. Comparisons between high- and low-risk groups

323



Sensors 2019, 19, 4787

revealed that high risk for ASD was associated with higher frequencies of neutral facial expressions,
and with lower frequencies of positive expressions.

3.1.2. Eye Gaze

One major domain in which autistic people are frequently described to behave unusually relates
to oculomotor behavior, including low levels of eye contact during communication, and low levels of
directional signaling via eye gaze. In fact, a current target article challenges the common belief that
autistic people lack social interest in others, and suggests that this interpretation could be erroneously
elicited by unusual behavior such as low levels of eye contact [36]. While this may be a useful context
to keep in mind when reading this section, there is agreement that the assessment of eye gaze can help
to identify behavioral patterns that are relevant for autism [37].

Chawarska and Shic [38] compared toddlers with ASD and TD of different age groups (2 and
4 years old) with an eye-tracking system while they watched neutral faces. Although all groups spent
equal time looking at the screen, a restricted scanning pattern in the ASD group was found, with
relative neglect of the mouth area. Additionally, the older ASD group spent less time looking at inner
facial features in general, even compared to the younger ASD group. According to the authors, this
indicates a different scanning pattern of children with ASD that emerges throughout early childhood
and suggests less looking at the mouth as the best early predictor for ASD. Liu et al. [39] used a
machine-learning framework on eye-tracking data of 29 ASD vs. 29 TD children (mean age 7.90 years)
looking at images of faces embedded in a learning task with repeated presentations. Their proposed
framework was able to identify ASD children both from age- (mean age 7.86 years) and IQ-matched
(mean age 5.74 years) control groups with high classification accuracy (up to 88.5%). Krél and Krél [40]
used eye-tracking to study the effect of including temporal information into spatial eye-tracking of face
stimuli, thus creating scan paths for 21 ASD and 23 TD individuals (mean age around 16 years). They
found a difference in face-scanning not only in spatial properties but also in temporal aspects of eye
gaze, even within short exposures (about 2 s) to a facial image. Classification of group membership
based on a machine-learning algorithm on spatial and temporal data led to better accuracy (55.5%)
than classification based on spatial data alone (53.9%), although overall accuracy was rather low. Note
that discrepancies between classification accuracies in this study and the study by Liu et al. [39] need
to be seen in the context of specific conditions of each study, and could potentially be attributed to the
facial stimuli and trial numbers used, the experimental task instructions, methodological differences in
data analysis, or differences in the samples tested.

In a more general study on the visual scanning of natural scene images, Wang et al. [41] compared
an ASD and a TD group (N = 20 and 19, respectively) at different levels of perception. The ASD
group was found to fixate more towards the center of an image (pixel level), less on objects in general
(object level) and less on certain objects (e.g., faces or objects indicated by social gaze), but more on
manipulatable objects (semantic level).
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Overall, facial data suggest that facial movements, either in response to emotional stimuli or as
an imitation of seen facial expressions, comprise relevant features that may be markers for autism.
Recordings of spontaneous emotional responses could be of particular benefit when assessing small
children or nonverbal people, although the importance of age-appropriate task instructions should
be considered. Across several studies, eye gaze data reveal different scanning patterns for people
with ASD, particularly when viewing faces. However, we believe that further systematic research
into fixation patterns and scan paths for more complex natural scenes could enrich our current
understanding with additional insights. Similarly, the observation of reduced eye contact/mutual gaze
in ASD, reviewed in Jaiswal et al. [50], points at a technologically challenging but theoretically relevant
field of future investigations using sensor technology.

3.2. Voices

A scientific metaphor that has become somewhat popular describes the voice as an “auditory
face” [55], emphasizing the fact that voices, just like faces, provide rich information about a person’s
emotions, but also about identity, gender, socioeconomic or regional background, or age (for review,
see [56]). In the context of autism, and like for faces, researchers focused on deficits in vocal emotional
communication and pointed out that these deficits tend to affect multiple modalities including voices,
faces, and body movement [57]. At the same time, deficits in vocal communication may also affect
other aspects such as vocal identity perception [58,59], and vocal expression of autistic people in
communication could be affected beyond emotional expressions.

One path for detecting auditory markers for autism in voices is linked to the symptom of repetitive
behaviors or ‘vocal stereotypies’. One study conducted a subspace analysis from acoustic data of
autistic children and reported a good detection of vocalized non-word sounds [42]. Subsequently,
Min and Fetzner [43] also used subspace learning for vocal stereotypies and trained dictionaries to
differentiate between vocal stimming (a nonverbal vocalization often observed in autism) and other
noises. Using a small sample of 4 children with ASD who lacked verbal communication (age not
reported), the authors could e.g., detect vocal stimming and predict perceived frustration reasonably
well, although the study was regarded as preliminary. For verbal children, other potential vocal
markers could include prosody. Marchi et al. [44] created an evaluation database in three languages
with ASD and TD children’s emotionally toned voices which were analyzed using the COMPARE
feature set. Groups comprised between 7 and 11 individuals per language, and children were between
5 and 11 years old. Comparisons between groups and emotions showed relatively poor classification
performance ASD children’s” voices, particularly for “Anger” for both the Swedish and English dataset,
and for ‘Afraid’ for Hebrew-speaking children with ASD. Although using a pre-existing dataset, a study
on automatic voice perception showed that an algorithm successfully classified up to 61.1% of voice
samples of children actually diagnosed with and without autism [60]. Ringeval et al. [45] assessed
verbal prosody in ASD children, children with pervasive developmental disorder (PDD), children with
specific language impairment (SLI), and TD children (aged around 9-10 years, with 10-13 children per
clinical group). Specifically, these authors recorded performance during an imitation task for sentences
with different intonations (e.g., rising, falling). The rising intonation condition was reported to best
discriminate between groups, and the authors interpreted their findings as indicating a pronounced
pragmatic impairment to prosodic intonation in ASD.

When compared with facial data, the use of sensors for automatic analysis of markers for autism
in voices clearly is still at an early and preliminary stage. The studies reviewed above that use original
data typically rely on small data sets from few people. Although initial findings suggest that the
systematic search for vocal markers of autistic traits could be highly promising, more research is clearly
warranted at this stage. When considering that similar impairments in facial and vocal emotional
processing could be present in ASD [57], multisensory assessment of emotional behavior in future
studies could be particularly promising.
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3.3. Body Movement

The identification of ASD-associated movement patterns has been the subject of intense research,
primarily focusing data from accelerometer sensors [42,61]. As the display of stereotypical body
movement patterns is a core symptom of ASD, it has been a target feature in computer vision. Gongalves
et al. [46] used a simple gesture recognition algorithm on 3D visual data automatically detecting
hand-flapping movements. Validation of these data with 2D video data suggested that automatic
‘hand flapping’ detection delivers valuable information for monitoring autistic children, as in the case
of special needs schools. Jazouli et al. [47] also used the same sensor but based their analysis on a $P
Point-Cloud Recogniser to automatically detect body rocking, hand flapping, fingers flapping, hand
on the face and hands behind back with an overall mean accuracy of 94%.

Rynkiewicz et al. [47] studied the role of non-verbal communication in the setting of an ADOS-2
assessment for children aged 5-10. They used a 3D sensor for automatic gesture analysis of the
upper body, while the boys (N = 17) and girls (N = 16) with high-functioning ASD performed two
assessment-related tasks. Females had a higher gesture index than boys although they had less verbal
communication skills and a more impaired ability to read mental states from faces. The authors
suggested that the vivid use of gestures in girls (generally less common in our current understanding
of the autistic phenotype) may contribute to possible under-diagnosis of autism in females. This
might further lead to the more general use of automatic gesture analysis that is currently performed
by professional human raters in the course of these assessments. A study by Anzulewicz et al. [43]
used the touch and inertial sensors of a tablet to assess the specific movement patterns of children
with autism (N = 37) and an age- and gender-matched TD group (N = 45) while playing simple games.
Apart from interesting findings including the use of greater force, larger and more distal gestures and
faster screen taps in the ASD group, they also tested different machine learning algorithms to classify
between groups, with promising results.

In summary, the use of 3D data has been preferred by researchers investigating body movements.
While it seems to be possible to detect certain stereotypical movements, there is still a lack of large-scale
studies. However, even coarser movement indices (including, for instance, gesture indices or general
movement patterns) may also provide meaningful information for the identification and differentiation
of autistic behavioral markers.

3.4. Multimodal Information

Multimodal approaches to automatic analysis of behavior in ASD are still infrequent. Samad et
al. [49] used facial motion, eye-gaze and hand movement analysis of adolescents with (N = 8) and
without ASD (N = 8) on tasks involving 3D expressive faces. They found a reduced synchronization
of facial expression and visual engagement with the stimuli in the ASD group, as well as poorer
correlations in eye-gaze and hand movements. Jaiswal et al. [50] designed an automatic approach
based on 3D data of facial features and head movements that detected ASD (vs. TD and vs. comorbid
ASD and ADHD, with N between 11 and 22 per group) in adults with high accuracy in classification
performance. Their recorded data consisted of participants reading, listening to and answering to
questions taken from the ‘Strange Stories’ task [62] often used in ASD-assessments.

Overall, the integration of multimodal information, unfortunately, is not yet common in this
field, despite the fact that there are reasons to expect that multimodal assessments will provide ample
additional information (for instance, on synchronization or complementarity of signals from different
channels). Thus, it can be expected that future use of multimodal assessments has the potential to
substantially improve both the identification of markers for autistic traits and classification results.

3.5. Cognition and Social Behavior

A substantial body of research has suggested that autism is characterized by changes in cognitive
information processing. For instance, autistic people may have difficulties in cognitively simulating
the observed actions of communication partners — a process that has been related to the so-called
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human mirror neuron system, and that has been inferred via neurophysiological recordings [63]. Via
experiments with social behavioral assessments, autism has also been related to a deficit in forming a
theory of mind about other people [64]. Researchers in this field have long focused on inferences about
“core” cognitive deficits from observational data, even though results can be very inconsistent across
situations or studies [65,66]. We also welcome an increasing awareness of the danger that researchers
wrongly infer putative core deficits by misinterpreting observational data [36]. Of course, inferences
about core cognitive processes most typically need to be made from observational information. It is
this context in which we foresee that sensor data, beyond their immediate value for an individual
study, might eventually contribute to resolving theoretical controversies. One of these is the degree to
which we should frame cognitive changes in autism in terms of general “core” deficits, or rather in
terms of domain-specific deficits that emerge in a concrete perceptual and interactional context.

The automatic analysis of playing behavior could be a promising screening tool to identify
stages of development, developmental delays and specific forms of deficits. In a preliminary study
with only a single completely analyzed data set of a TD child [51], play data from smart toys with
embedded acceleration sensors, as well as simultaneous video and audio recordings, were automatically
characterized as certain forms of play behavior (exploratory, relational, functional), roughly indicating
a certain stage of development. While this approach seems interesting, current limitations include
the verbal prompting nature of their setting, which only allows children with good verbal skills to
be assessed.

Joint attention is a basic communicational skill of sharing attention between communicational
agents towards an object and has long been considered to be a precursor of a theory of mind [67]
which may be reduced in people with ASD. In a study investigating a robot-assisted joint attention
task [52] in children with and without ASD (N = 16 each), they captured participants” orientation
using 3D sensors over a timespan. In addition to findings of significantly less joint attention in the
ASD group’s interaction with the robot, the ASD group also showed decreased micro-stability in the
trunk area that was tentatively interpreted as a consequence of increased cognitive cost. In another
study [53], attentional and orienting responses to name calls were studied in toddlers, aged 16-31
months, with ASD (N = 22) and TD (N = 82). Achieving a high intra-class-correlation with human
raters, automated coding offered a reliable method to detect the differential social behavior of toddlers
with ASD, who responded to name calls less often and with longer latency. Petric et al. [54] designed
and further developed a robot-assisted subset of the ADOS assessment. They included certain social
tasks (name-calling, joint attention) to assess information on eye gaze, gestures, and vocal utterances.
The agreement of the robot’s classifier and clinicians’ judgments were evaluated as promising, but the
results should be regarded with caution given the very small sample of children (ASDN =3, TDN = 1).

Overall, while researchers have begun to assess joint attention in ASD, sensor-based assessment of
other functional domains of cognition and social behavior still awaits systematic research. In particular,
research on a few putative “core” areas of social cognition, including on observational tasks that probe
theory of mind in ASD, is currently lacking.

4. Supporting Interventions

While accurate early diagnosis and an assessment of specific impairments are crucial, they also
are prerequisites that inform environmental adjustment, intervention, and training approaches which
ultimately can be valuable for the individual person with ASD following diagnosis. Technically-assisted
training often has the benefit of being readily available, problem-specific, cost-effective, and widely
accepted by affected children. Additionally, smart responses of training systems that give reliable,
immediate feedback and appraisal can be highly beneficial for fast learning results. Note that although
we identified many publications on interventions aiming at autism as a target condition, many of
these reported conceptual or technological contributions and few of them presented original data from
people with ASD that qualified them for inclusion in this review (cf. Section 2). The original articles
presented in this review, regarding sensor-based supporting interventions for ASD, are listed in Table 2.
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4.1. Emotion Expression and Recognition

Emotion expression, especially from the face, is considered highly relevant in autism research.
A game called FaceMaze [68], in combination with automatic online expression recognition of the user
was specifically developed to improve facial expression production. In this game, children played
a maze game while posing ‘happy’ or ‘angry’ facial expressions to overcome obstacles in the game.
In a pre-post-rating with naive human raters, quality ratings for both trained expressions (happy and
angry expression) in ASD children (N = 17, aged 6-18) increased in the post-test while ratings for an
untrained emotion (surprise) did not change. Another smaller study created a robot-child-interaction
and tested it with three children with ASD that were to imitate a robot’s facial expression [69]. The robot
correctly recognized the children’s’ imitated expressions through an embedded camera in half of the
cases. In these cases, it was able to give immediate positive feedback. It also correctly did not respond
in about one-third of the trials where there was no imitation by the participants. Piana, et al. [70]
designed a serious game with online 3D data acquisition that trained children with ASD (N = 10)
in several sessions to recognize and express emotional body-movements. Both emotion expression
(mean accuracy gain = 21%) and recognition (mean accuracy gain = 28%) increased throughout the
sessions. Interestingly, performance in the T.E.C. (Test of Emotion Comprehension, assessing emotional
understanding more generally), increased as well (mean gain = 14%).

4.2. Social Skills

Robins et al. [71] created an interactive robot (KASPAR) with force sensitive resistor sensors.
They later planned to use KASPAR for robot-assisted play to teach touch, joint attention and body
awareness [72], although conclusive data on experimental results from interactions between individuals
with autism and KASPAR may still be in the pipeline. Learning social skills also presupposes attention
to potential social cues and social engagement. Costa et al. [73] reported preliminary research on using
the LEGO mindstorm robots with adolescents with ASD (N = 2), in an attempt to increase openness and
induce communication since the participants actively had to provide verbal commands or instructional
acts. They reported that the two participants behaved differently, one being indifferent, and one being
increasingly interested in the interaction. Wong and Zhong [74] used a robotic platform (polar bear)
to teach children with ASD (N = 8) social skills. They found, that within five sessions an increase in
turn-taking, joint attention and eye contact was observable, resulting in overall 90% achievement of
individually defined goals.

Greeting is a basic element of communication. In a greeting game with 3D body movement as
well as voice acquisition [75], a participant would play an avatar with his own face, learning to greet
(vocalization, eye contact and waving) and get immediate appraisal upon success. A single case study
suggested that this intervention can be effective at teaching greeting behavior. As a more complex
pilot intervention, Mower et al. [76] created the embodied conversational agent ‘Rachel’ that acted
as an emotional coach in guiding children through emotional problem-solving tasks. Of their two
participants with ASD, audio and video data were acquired for post hoc analysis and tentatively
suggested that the interface could elicit interactive behavior.

Overall, there is some evidence that sensor technology can improve social skills in people with
autism, and the use of sophisticated robotic platforms can be regarded as particularly promising.
As limitations, it needs to be noted that all studies that met the criteria to be included in this review
only tested very few participants, and that there typically were no real-world follow-up tests reported.
As a result, a systematic quantitative assessment of treatment effects and effect sizes, as well as
a comparison with more conventional interventions (e.g., social competence training) will require
substantial cross-disciplinary research. Moreover, most studies were driven by a combination of
theoretically interesting and technically advanced approaches, and from the perspective of typical
development. Designing more user-centered and irritation-free approaches could promote both
usability and motivation for people with autism to engage in technology-driven interventions.
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5. Monitoring

Monitoring a child’s emotional state or behavioral changes can be crucial for the outcomes of a
learning environment. As discussed above, emotional expressions from people with ASD may differ in
several respects from those of TD people. As a result, there is a higher risk that caregivers or interaction
partners overlook or misinterpret the emotional state of people with autism.

Del Coco et al. [77] created a humanoid and tablet-assisted therapy setup that was trained to
monitor behavioral change in children with ASD via a video processing module. Besides creating a
visual output of behavioral cues, they computed a score for affective engagement (happiness related
features) from visual cues such as facial AUs, head pose and gaze that provides the practitioner with
a behavioral trend along with the treatment. Dawood et al. [78] used facial expressions, eye gaze
and head movements to identify five discrete emotional states of young adults with ASD in learning
situations (e.g., anxiety, engagement, uncertainty). Their resulting model yielded a high validity in
identifying emotional states of participants with high-functional ASD. At the same time, a lower
validity was found for TD participants, suggesting differential facial expressions of certain emotional
states in ASD. For monitoring social interactions, Winoto et al. [79] created a machine-learning-based
social interaction coding of 3D data around a target user. Kolakowska et al. [80] approached automatic
progress recognition with different tablet games. Over a 6-month time window, they were able to
identify movement patterns in their study group of children with ASD (N = 40), that not only related
to development in fine motor skills but also other fields like communication and socio-emotional
skills. Overall, these initial studies suggest that sensor-based monitoring of emotional and behavioral
changes may support caregivers in optimizing learning outcomes.

6. Discussion

The studies discussed above demonstrate substantial research activities towards using
sensor-based technology in the context of autism overall, with attention to multiple aspects including
diagnosis/classification and intervention. At the same time, it appears that much current research is
largely driven by fast technological progress in terms of innovative engineering and data analysis
methods. It remains a significant challenge to reconcile these developments with the specific testing
of psychological or neuroscientific theories regarding functional changes and potentials in autism.
Similarly, systematic studies with theory-driven protocols and larger samples are required to evaluate
in more detail both the diagnostic and interventional potential of sensor-based technology. For the
ultimate goal of evaluating its practical relevance, quantitative assessments of diagnostic sensitivities
and specificities, or of treatment effect sizes, will be as important as will be comparative studies with
more traditional approaches to diagnosis and intervention.

One of many examples of how sensor technology has the potential to go beyond application, and
to contribute to current neurocognitive theories of communication is related to the theory of a tight link
between perception and motor action in communication. This link now has been firmly established in
speech communication [81], but there are reasons to believe that perception and action are also closely
linked in nonverbal emotional and social communication. For instance, listening to laughter normally
activates premotor and primary motor cortex [82], and may involuntarily elicit orofacial responses in a
perceiver in parallel. In turn, there also is initial evidence that voluntary motor imitation can actually
facilitate facial emotion recognition, particularly in people with high levels of autistic traits [83] who
are thought to engage less in spontaneous imitation. A consistent theoretical account for such findings
is that imitation, and covert sensorimotor simulation of others” actions, may be based in part on the
so-called mirror neuron system. This system consists of neurons that fire not only when a person
performs an action, but also when s/he observes the same action in another individual. However,
the human mirror neuron system is thought be specifically impaired in autism [63], and a subset
of promising intervention approaches for autism using neurofeedback [84] are based on this theory.
However, it should be noted that the underlying theory remains disputed [85].
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Findings such as those by Lewis and Dunn [83] may be taken to suggest that interventions that
promote facial imitation of emotions in autistic people should also support their abilities for emotion
recognition and bidirectional communication. However, it is technically challenging to objectively
quantify the degree of facial imitation, and in fact, a limitation of the study by Lewis and Dunn was
that these authors failed to quantify imitation beyond simply asking participants to rate their own
degree of imitation. Other studies measured facial imitation more objectively but typically did so by
measuring the facial muscle response for selected target action units with electromyography (EMG,
e.g., [86,87]). Although this can provide an objective measure of facial imitation, the fact that the
method uses recording electrodes attached to facial muscles has many drawbacks. For instance, one
concern is that this technology could draw the participants” attention to their own facial behavior,
which in turn could influence facial action. We believe that contact- and irritation-free assessment of
imitation as provided by modern sensor and real-time facial emotion recognition technologies is the
method of choice to promote better understanding not only the role of spontaneous facial imitation in
emotion recognition in normal communication, but also to determine the potential role of impaired
links between perception and action for communication difficulties in people with autism.

While the research discussed in this review appears to underline a great potential for the use of
sensor technology, in particular in the context of autism, it is equally clear that many current tests
of assessments or interventions will benefit in validity from a clear conceptual framework of autism
spectrum disorders in the developmental perspective. At present, and honoring findings of large
individual variability within both people with ASD and TD, results that were obtained with only a few
participants (not always well described, and sometimes obtained in the absence of a TD group) or with
experimental groups that are not comparable with respect to their basic characteristics (e.g., age, gender,
IQ) need to be interpreted with caution in order to avoid biased or overgeneralized interpretation of
individual study findings.

Other potential obstacles relate to sophisticated developments (and costs) of some of the systems
used, which make them unlikely to become available in greater quantities. Moreover, even readily
available systems may get discontinued or run out of support, such as in the case of Microsoft’s
Kinect in 2017, and this provides great challenges for large-sample research in autism which often
takes years to complete. Research aiming at training and modeling behavior of people with ASD also
will increasingly need to consider usability, to the extent that the relevant systems are to be used by
individuals with ASD, their parents, caregivers, and therapists.

Finally, compared to the typical approach of developing sensor-based technology with neurotypical
individuals before applying it to people with autism, a more promising strategy may be one in which
technology design originates from a user-centered perspective, with autistic people as users actively
involved in the process. Such an approach has been forcefully advocated by Rajendran [88], who
argues that this may both enhance our understanding of autism and promote better inclusivity of
people with autism in an increasingly digital world. At the same time, such technologies ultimately
can be useful for people without autism as well. This is because autism is seen as a unique window
into social communication and social learning more generally.

7. Conclusions

Technical advancements and the ongoing developments in sensor technology and data science
promise to unlock huge potentials for the diagnosis and understanding of autism, and for supporting
affected people with training or intervention programs that can be tailored to their specific needs.
At the same time, living up to these potentials calls for a concerted and interdisciplinary effort in which
computer scientists, engineers, psychologists, and neuroscientists jointly collaborate in large-scale
research projects that can uncover, in a quantitative manner, the efficiency of these approaches. In our
view, this will be the route not only for establishing routine contributions to evidence-based diagnosis
and interventions in autism [89] but also to ensure that more people with autism can genuinely benefit
from tailor-made technology.
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