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Critical infrastructures are vital assets for public safety, economic welfare, and the national
security of countries. The vulnerabilities of critical infrastructures have increased with the
widespread use of information technologies. As Critical National Infrastructures are
becoming more vulnerable to cyber-attacks, their protection becomes a significant issue for
organizations as well as nations. The risks to continued operations, from failing to upgrade
aging infrastructure or not meeting mandated regulatory regimes, are considered highly
significant, given the demonstrable impact of such circumstances.

Due to the rapid increase of sophisticated cyber threats targeting critical infrastructures with
significant destructive effects, the cybersecurity of critical infrastructures has become an
agenda item for academics, practitioners, and policy makers. A holistic view which covers
technical, policy, human, and behavioural aspects is essential to handle cyber security of
critical infrastructures effectively. Moreover, the ability to attribute crimes to criminals is a
vital element of avoiding impunity in cyberspace.

In this book, both research and practical aspects of cyber security considerations in critical
infrastructures are presented. Aligned with the interdisciplinary nature of cyber security,
authors from academia, government, and industry have contributed 13 chapters. The issues
that are discussed and analysed include cybersecurity training, maturity assessment
frameworks, malware analysis techniques, ransomware attacks, security solutions for
industrial control systems, and privacy preservation methods.

5.32.5

Order Your Print Copy
You can order print copies at

www.mdpi.com/books/reprint/4750

https://www.scopus.com/sourceid/21100829268
https://mjl.clarivate.com/search-results?issn=2076-3417&hide_exact_match_fl=true
https://www.mdpi.com/books/reprint/4750
https://www.mdpi.com/books/reprint/4750


MDPI Books offers quality open access book publishing to promote the exchange of ideas and
knowledge in a globalized world. MDPI Books encompasses all the benefits of open access – high
availability and visibility, as well as wide and rapid dissemination. With MDPI Books, you can
complement the digital version of your work with a high quality printed counterpart.

Open Access
Your scholarly work is accessible worldwide without any restrictions. All
authors retain the copyright for their work distributed under the terms of the
Creative Commons Attribution License.

Author Focus
Authors and editors profit from MDPI’s over two decades of experience in open
access publishing, our customized personal support throughout the entire
publication process, and competitive processing charges as well as unique
contributor discounts on book purchases.

High Quality & Rapid Publication
MDPI ensures a thorough review for all published items and provides a fast
publication procedure. State-of-the-art research and time-sensitive topics are
released with a minimum amount of delay.

High Visibility
Due to our global network and well-known channel partners, we ensure
maximum visibility and broad dissemination. Title information of books is sent
to international indexing databases and archives, such as the Directory of Open
Access Books (DOAB), and the Verzeichnis Lieferbarer Bücher (VLB).

Print on Demand and Multiple Formats
MDPI Books are available for purchase and to read online at any time. Our
print-on-demand service offers a sustainable, cost-effective and fast way to
publish MDPI Books printed versions.
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